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Abstract - In this work, an interdigital capacitor (IDC)
topology on Quartz substrate is employed for microwave
heating at 25 GHz for picolitre volumes in continuous
microfluidics (CMF). The electrodes of the IDC heater are
designed using COMSOL Multiphysics to achieve rapid,
contact-less and uniform heating. The CMF channel is
manufactured using polydimethylsiloxane and bonded to
the quartz wafer. The manufactured device is tested using
simultaneous
microwave
excitation,
temperature
measurements and optical investigation. A mixture of
deionized water and a fluorescent dye, Rhodamine B, is used
to evaluate the heating performance of the manufactured
device. A temperature increase of 20.2°C is achieved after
10 ms of heating with 1 W of power at 25 GHz.
Keywords – microwave heating; continuous microfluidics,
interdigital capacitor

I.

INTRODUCTION

The research domains related to life sciences
nowadays bring together numerous disciplines within the
inter- and multi-disciplinary research settings to solve the
challenges of the future. In that manner, electrical
engineers are transferring a well-established microwave
technology and circuits for communication and safety to
lab-on-a-chip devices for sensing and heating applications.
Microwave heating has been so far well-used in a
household setting, but recently, it is becoming an
interesting technique to heat liquids in a fast manner at the
various microfluidics scales [1-9], ranging from picolitres
in continuous microfluidics (CMF) to microliters in digital
microfluidics. During the study of microwave heaters for
picolitres volumes flowing rapidly through a miniature
microfluidic channel illustrated in Figure 1, it was
observed that the liquid moves quickly over a heater and
has a short amount of time during which can interact with
the heater. Thus, a new sub-domain was formed that is
completely different from the research of heaters for
digital microfluidics [10]. Although microwave heating
does not require time for heat transfer from one to another
surface, it requires time to develop heat volumetrically in
a liquid. Thus, this situation, when the time of flight over
the heater and the time required to achieve a certain
temperature are comparable, becomes an interesting
research question. In addition, this question becomes even
more scientifically interesting when rapid temperaturewise and short time-wise heating of moving liquid is
coupled to heat transfer processes occurring between hot
liquid and a cold environment at these short time scales.
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Figure 1. An illustration of a conitnous microfluidics oncieved around
a base and a cover having a microfluidic channel filled with a liquid.

Up to now, several attempts were made to demonstrate
microwave heating on nanoliter droplets flowing through
a fluidic channel [1-9]. For that purpose, microwave
transmission lines [1-5], planar split-ring resonators [6-7],
coupled lines [8] and miniature interdigital capacitors
(IDCs) [9]. Boybay et al. [6] reported heating with 0.5 W
of power at 3 GHz of a 2 nL droplet volume in a fluidic
channel. They measured a temperature increase in 5.62 ms
of 22°C. Abduljabar et al. [7] used a split ring resonator
for heating and sensing the liquids flowing in CMF
channel at 2.86 GHz. Issadore et al. [8] reported a unique
work on microwave heating using two coupled lines with
a fluidic channel in between. Heating was carried out with
0.4 W at 3 GHz on picoliter size droplets. A temperature
increase of 30°C was measured in 15 ms. Most of the
reported devices demonstrated microwave heating, but at
the cost of a large chip area. Due to the large used chip
area, integration of multiple heaters for various
temperature zones and droplet thermocycling is practically
limited. Furthermore, most devices operate at low
frequencies at which is difficult to achieve the high
heating efficiency desired in heating applications.
Previously, we have reported a miniature interdigital
capacitor at 25 GHz for heating of nL droplets [9]. In this
work, we continue the study of IDCs for microwave
heating for nanoliter droplet volumes in CMF channels to
achieve fast heating rates. The microwave heater,
conceived around the IDC topology, allows efficient and
rapid heating over the area of 300 µm x 585 µm. In
addition, the IDC topology allows straightforward
integration with CMF platforms for a rapid transfer of
novelty in heating devices to various fluidic designs.
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II.

DESIGN AND MANUCAFTURING OF IDC

A. Heater design
The IDC heater for 3.5 nL droplets is designed on an
area of 300 μm x 585 μm, with the droplet height equal to
20 μm. The IDC design is carried out using the XY and XZ
planes, shown in Figure 2a, with the integration of power
losses to evaluate the heating uniformity. To decrease the
electric field strength between signal and ground fingers in
the heater XY plane and increase the electric field strength
in the XZ plane, gap spacing, and finger widths are chosen
in a range between 50 μm and 55 μm. To make electric
field distribution more uniform, electrode widths and gap
spacing are gradually changing to distribute equally power
along 30 sections. The outer finger dimensions together
with their gap spacing under the polydimethylsiloxane
(PDMS) channel wall are optimized for the signal
propagation with minimal electromagnetic discontinuities.
The IDC dimensions and the electric field profile in the
middle of the channel are presented in Figure 2a and 2b.

(a)

(b)
Figure 2. (a) The final IDC dimensions and the fluidic channel. (b)
The electric field in kV/m in the middle of the channel in the XY plane.
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It is possible to see the effect of wider gaps on the
electric field profile than previously reported [9] – in
general, a more uniform electric field across the droplet
height in the signal-ground finger spacing. This is
confirmed by statistical data of the electric field strength
in the XZ plane in Figure 2b – the XZ average value is
88.78 kV/m with a standard deviation of 17.19 kV/m,
which is 19.36% of the average value. The XY average
value of the electric field in the middle of the droplet is
81.11 kV/m, while the standard deviation is 2.07 kV/m,
which is 2.56% of the average value. Finally, the
maximum value of the electric field in 30 water sections is
0.75 MV/m, while the minimum value is 5.06 kV/m. In
comparison to the previously reported heater, this heater
achieves a more uniform volumetric electric field profile,
which is mostly responsible for uniform droplet heating.
Power distribution along 30 water sections in direction
of the IDC heater is presented in Figure 3. An average
power loss across 116.67 pL volumes is 25.16 mW, while
the standard deviation is 0.22 mW, which is only 0.88% of
the average value. Finally, the heater dissipates 75.5% of
input power in COMSOL Multiphysics simulations at
25 GHz. In conclusion, very high heating efficiency
together with volumetric dielectric heating is achieved
with this design.
B. Manufacturing of IDC and microfluidic channel
The IDC is manufactured using a double layer lift-off
process of gold on a Quartz wafer [10], while the
microfluidic channel is manufacturing using PDMS and a
novel in-house manufacturing process [11] at the Leuven
NanoCentre. The novel process allows us to accurately
position the microfluidic channel and the IDC in the range
of a few microns [11]. The dimensions for the
microfluidic channel are chosen to be 300 µm in width
and 20 µm in height. A microwave-microfluidic chip,
shown in Figure 4, is large 20 mm x 20 mm and it is
designed to have several IDC heaters, a microfluidic
channel and Platinum temperature sensors for local
monitoring of temperature. The microwave-microfluidic
chip is mounted on a custom-made printed circuit board
(PCB) [9] having elastomer conductive pins, Invisipins
from R&D Solutions, for interconnecting the microwave
signals between the measurement equipment and infixture located IDCs on a Quartz chip.

Figure 3. Integrated dielectric losses over 30 cestions having a volume
of 116.67 pL
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Figure 4. A microwave-microfluidic chip having three IDC
heaters/sensors, Platinum temperature sensors and a microfluidic
channel filled with a mixture of deionized water and Rhodamine B.

III.

HEATING MEASUREMENTS

A. Measurement setup and protocol
The measurement setup for evaluation of the IDC
based microwave heater is built around a Keysight
M9735A vector network analyzer (VNA), an 1826.5 GHz Fairview Microwave power amplifier, a
Hamamatsu OrcaFlash4.0+ LT digital camera, a CoolLED
pe-4000 light source, a National Instruments TC-01
temperature reader, a T-type thermocouple, a 10 mL
Hamilton glass syringe, and tubing for microfluidics, as
shown in Figure 5. It is also possible to see the custommade PCB for interconnecting of the microwavemicrofluidic chips (in the middle of the picture in Figure
5) with the measurement equipment.
The S-parameters of the PCB with the microwavemicrofluidic chip loaded with air and the mixture of
deionized water and Rhodamine B in a concentration of
1 mmol/L were measured before the heating experiments.
The measurement results are shown in Figure 6. Based on
these results, it is possible to conclude that almost all
microwave power is accepted by the interconnect PCB
and fed to the microwave-microfluidic chip having the
IDC heater.

Figure 6. S-parameters of the IDC heater loaded with air and a mixture
of deionized water and Rhodamine B.

measured before the heating, 2) The light source is turned
on and the images are being recorded by the digital
camera having the exposure time of 3.33 ms. 3) The
microwave source is turned on and heating starts for 15 s.
4) The recorded images and the measured initial
temperature are used to calculate the temperature profile
of the liquid above the heater [12]. 5) All pixels
containing the temperature information, are used to
calculate an average temperature and an average heating
rate. The image of the IDC without and with fluorescent
liquid taken by the digital camera is shown in Figure 7a,
while the pixel mask to calculate the temperature above
the IDC heater is shown in Figure 7b. Due to the bright
electrodes of the IDC heater on the image taken by the
camera, it was decided to calculate the temperature over
the droplets based on the pixel mask shown in Figure 7b.
Moreover, as a part of the electrodes is not covered by a
liquid, the temperature was calculated in a zone indicated
in the red rectangle in the image shown in Figure 7b.

The measurements and evaluation of heater
performance are done using the following protocol: 1) The
temperature of the complete chip in the steady state is
(a)

(b)
Figure 5. A picture of the measurement setup showing the custommade interconnect PCB, a consumable microwave-microfluidic chip in
the middle, a microscope top stage, a glass syringe, and a Hamamatsu
digital camera.
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Figure 7. (a) Images of the IDC heater without (left) and with (right)
fluorescent mixture in the microfluidic channel. (b) The pixel mask
(white is equivalent to logic 1 and black to logic 0) used to calculate the
temperature over the IDC heater.
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B. Measurement results
The heating measurements are done based on the
protocol described in the previous paragraph. A power
level of 1 W at 25 GHz is used to continuously heat a
nanoliter volume in the microfluidic channel that is not
flowing. The average temperature and heating rate
calculated above the heater using the pixel mask in Figure
7b are shown in Figure 8a and 8b. In the first second of
heating, the mixture heats rapidly and in later stages of
heating, the heat is lost to the cold surrounding. In other
words, as stressed in the introduction, the rapid heated
takes place at the millisecond scale but due to the cold
environment, a more detailed future study is needed to
improve the performance of the miniature microwave
heaters and maintain high heating rates thought the
complete heating experiments.
IV.

CONCLUSION

In this work, a miniature IDC based microwave heater
is presented. The heater is manufactured on a Quartz
wafer, while the microfluidic channel is manufactured in
PDMS. With 1 W of power at 25 GHz, the microwave
heater achieves a temperature increase of 20.2°C in 10 ms
after heating has started. Based on the measured results, it
can be concluded that further design of the microfluidic
environment should be investigated to reduce heat losses.

(a)
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of Electrical Engineering and Computing, University of Zagreb, Croatia
† Eridan Communications d.o.o., Zagreb, Croatia
dubravko.babic@fer.hr

Abstract—A heterojunction field-effect transistor in blocking (deep pinch-off) connected between two transmission
lines (gate to drain) is represented as an asymmetric
transmission-line gap. This configuration allows one to determine the π-capacitor equivalent network from s12 (ω) or
s21 (ω) measurements only. We discuss the method of extracting equivalent-circuit element values and the limitations of
this alternative approach to device intrinsic parameter deembedding.
Index Terms—Coplanar-waveguide, simulation, lumpedelement model, vector-network analyzer, field-effect transistors, scattering parameters, gallium nitride

1

2

C3

C1

C2

Fig. 1: Schematic of π-capacitor equivalent circuit model of transmission
line gap. Port 1 and port 2 are marked with circled numbers.

I. I NTRODUCTION
A gap in a microstrip or coplanar-waveguide (CPW)
transmission line has been used as a series capacitor,
DC block, as a radiating element, and as a device for
measuring the properties of the dielectric [1], [2], [3].
In these applications, the most common structure is a
symmetric transmission line gap in which the characteristic
impedance of the lines on the two sides of the gap are
equal. Less commonly, one uses an asymmetric gap in
which the characteristic impedances on the two lines are
different and the stray capacitances at the end of these
lines are different [2]. Analytical and numerical solutions
for both of these structures are available in the literature
[4], [5], and commercially available 3D EM solvers can
be used for specific design purposes.
Our interest is an asymmetric-gap structure in which
the characteristic impedances of the two lines at the two
sides of the gap are equal, while the stray capacitances
are different, in other words, a subset of the asymmetric
gap mentioned above. Such a structure is a heterojunction field-effect transistor (HFET) connected between two
50 Ω-transmission line ends on a chip: the HFET gate and
drain pads are connected between the transmission line
end and the source is connected to the back of a chip
(return path) using thru-chip vias. When the FET is in deep
pinch-off, there is no current flowing and due to constant
negative gate bias and optionally positive drain bias, the
equivalent circuit of this HFET is well represented with
a π-capacitor network. This condition on a HFET is
sometimes referred to as a cold FET. The purpose of this
work is to demonstrate an approach to extraction of the

values of three capacitors shown in the equivalent circuit
shown in Fig. 1 from measurements. The values of these
capacitors can then be used in HFET modeling purposes.
II. C ONVENTIONAL EXTRACTION APPROACH
The π-capacitor network model that describes an asymmetric gap is shown in Fig. 1. The scattering parameters
of this circuit can be derived in a straightforward fashion
[6], but we write them in a modified form using a number
of constants chosen specifically for our purpose:
!2
!
ω
ω
1+
+ jχℓ
ωm
ωm
(1a)
s11 (ω) =
!2
!,
ω
ω
+ jχ (1 + g)
1−
ωm
ωm
!
ω
jχ
ωm
s21 (ω) =
(1b)
!2
!,
ω
ω
1−
+ jχ (1 + g)
ωm
ωm
where we refer to ωm as the characteristic coupling
frequency of a π-capacitor network and define it with,
2
ωm
=

(2)

The dimensionless parameters g, ℓ and χ are defined with,
g≡
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1
.
(C1 C3 + C2 C3 + C1 C2 ) Z02

C1 + C2
2C3

ℓ≡

C2 − C1
,
2C3

(3)
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and
χ ≡ 2ωm C3 Z0 .

(4)

It is clear from the expression (1a) that s22 can be
obtained by replacing ℓ with −ℓ, and that owing to reciprocity s21 = s12 . The reason for selecting the above mentioned dimensionless factors is that they can be determined
from the measurements in a straightforward fashion (to be
discussed in later text). Before we discuss the extraction
procedure, let us discuss the type of measurements and
the calibration that will be necessary.
We will be making measurements of scattering parameters using a vector network analyzer (VNA). The device
under test will be assumed to be reciprocal, which is
possible for an HFET in deep pinch-off. The conventional
calibration approach includes building short-open-loadthru (SOLT) calibration patterns on a printed-circuit board
(PCB) or on the same chip where the device will be
located. The common problem with this approach is that,
in general, it is difficult to obtain the exact values of
the calibration terminations. Namely, the open-ended line,
which we would be inclined to use as an open calibration
termination is one half of the gap structure which we are
trying to characterize, hence our measurement of the gap
will only be as accurate as our knowledge of the open
termination on the wafer. Employing a self-calibrating
method, such as the thru-reflect-line (TRL) calibration
procedure, may not be sufficient to accommodate for all
error elements needed for a specific VNA. We calibrate
using on-wafer SOLT calibration patterns rather than using
custom probe calibration wafers that use metal and thick
resistive pads, because this calibration does not account
for the transition to the device under test. Using SOLT
allows a precise definition of reference planes next to the
field effect transistor which is preferred, see Fig. 8.
III. A LTERNATIVE EXTRACTION APPROACH
For above-mentioned reasons, we consider an alternative approach in which we alleviate the need for very
accurate reflection standards (s11 and s22 ) by relying
primarily on s21 and s12 measurements. To accomplish
this we take advantage of the fact that it is possible to
obtain C1 , C2 , and C3 values using only |s21 |2 data.
There is, however, a caveat: since the circuit is reciprocal,
an ambiguity in differentiating between two directions
will remain. In other words, once we obtain values for
two capacitors (C1 and C2 ), we will not be able to
unambiguously assign any of these values to C1 or C2 . If
the gap is symmetric, this is not an issue, while if the gap
is asymmetric, the ambiguity can be resolved by making
s11 and s22 measurements that do not need to have the
same accuracy, but will require that the reference planes
be positioned at the device under test. These reflection
measurements (which we show later) are only needed
to determine which of the two capacitors is larger and
hence quality of the calibration, namely, the exact value
of the open or short reflection standard is not important.
In summary, the alternative approach discussed here uses
the same s-parameter data and calibration standards as
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one would in a conventional calibration and measurement
procedures, but extracts the equivalent circuit elements in
a different manner. Further advantage of this alternative
approach is that for a symmetric gap or for an asymmetric
gap in which we can unambiguously predict which of
the capacitors is larger (for example, CGS > CDS in an
HFET), only |s21 |2 measurement is sufficient to obtain all
elements of the equivalent circuit in Fig. 1.
A. The functional behavior of |s21 (ω)|2
We now discuss the behavior of the |s21 (ω)|2 scattering
parameter versus frequency. The magnitude of 1b can be
written as,
!2
ω
χ2
ω
m
2
.
|s21 (ω)| = 
!2 2
!2
ω
ω
2
1 −
 +
χ2 (1 + g)
ωm
ωm
(5)
The functional behavior of |s21 (ω)|2 is illustrated in Fig.
4. The magnitude |s21 (ω)|2 exhibits a soft maximum at the
characteristic coupling frequency ωm and a 20 dB/decade
fall on each side of ωm . The maximum value |s21 (ω)|2 is
related to g via:
1

2

|s21 (ωm )| =

2.

(6)

(1 + g)

Note that due to reciprocity, (5) does not depend on ℓ. The
χ parameter is determined from the same |s21 (ω)|2 graph,
as follows. In the low frequency limit, the |s21 (ω)|2 graph
approaches a line with +20 dB/decade slope (with frequency). The relationship between any frequency and the
value of that graph is determined by the capacitance C3 .
This low-frequency-end extrapolated line intersects unity
(0 dB) at frequency ωm /χ, while the high-frequency-end
extrapolated line (−20 dB/decade slope with frequency)
intersects unity (0 dB) at frequency ωm χ.
When plotted on a logarithmic frequency, as in Fig. 4,
the |s21 (ω)|2 graph is symmetric with respect to ωm . This
means that |s21 (ω)|2 does not change if we replace ω/ωm
with ωm /ω. Inasmuch as the graph exhibits a flat point
with value 1/(1 + g)2 at ωm the top, we can compute the
3 dB bandwidth of the graph. It is straightforward to show
that the 3 dB width of the |s21 (ω)|2 function (relative to
the flat top) depends only on the product B = χ2 (1 + g)2 .
To show this we normalize the |s21 (ω)|2 magnitude graph
so the maximum equals unity by multiplying |s21 (ω)|2
with (1 + g)2 and normalizing frequency x = (ω/ωm )2 ,
2

2

F (x) ≡ |s21 (x)| (1 + g) =

Bx
2

(1 − x) + Bx

.

(7)

The normalized function F (x) is shown in Fig. 2 for
several χ values. The 3 dB bandwidth is obtained as,

 r
B
B2
±
x3dB = 1 +
± B+
.
(8)
2
4
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Due to the symmetry mentioned in the above paragraphs
−
x+
3dB x3dB = 1 and that for this reason the ratio of the upper
+
−
3 dB frequency ω3dB
to the lower 3 dB frequency ω3dB
+
−
+
is given with ω3dB /ω3dB = x3dB . The smallest value of
B that gives a real and positive capacitor values is B = 4.

2

|s21 (ωm )| (dB)

0

0

C1 = C2
−10

D

−20

C1 · C2 = 0

10−1
x±
3dB

−10

100
χ

101

Fig. 3: Graphical representation of (9).

−20
10−2

10−1

χ = 6.325
χ = 14.161
100
x

101

102

Fig. 2: Plot of (7) with various χ. Orange circles are bandwidth of
F (x), magenta diamond is narrowest possible bandwidth of π-capacitor
network.

B. Extracting C1 , C2 , and C3

IV. G A N HFET CHARACTERIZATION
We now illustrate the application of our s21 analysis
on an AlGaN/GaN HFET built commercially available
GaN/SiC technology. This HFET, shown in Fig. 8, was
biased into deep pinch-off to ensure that it has negligible
transconductance gm · Z0 ≪ 1 and negligible output
admittance gDS · Z0 ≪ 1. We first perform a full 2-port
calibration of the VNA using on-chip OSMT calibration

0

4
4
4
2
1 + 2 < (1 + g) < 1 + 2 + 4 .
χ
χ
χ
| {z }
|
{z
}
C1 =C2

(9)

0

-0.02
ωm
-0.04

-40

C1 C2 =0

Assuming that the measurement lead to real C1 and
C2 values (measurement being within the D-region), we
obtain C1 and C2 values from knowing C3 , χ and g using,
s


C1,2
4
2
= g ± (1 + g) − 1 + 2 .
(10)
C3
χ
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ωm /χ

-20

2

To extract the values of the capacitors C1 , C2 , and C3
we start by evaluating χ from the |s21 (ω)|2 graph. This
value directly gives us C3 using (4). We then proceed with
determining the value of g via (6). At this point is useful to
assess the quality/accuracy of the |s21 (ω)|2 measurement
by plotting the measured pair χ and |s21 |2 relative to each
other; on a graph shown in Fig. 3. This graph shows the
locus of possible relationships between these two variables
which in turn gives the possible relationship between C1
and C2 . If the measured data pair (χ, |s21 |2 ) falls into
the shaded area marked with D, the solution will lead to
real and positive values of C1 and C2 . The right edge of
the D-region is an asymptotic boundary that corresponds
to one of the capacitors C1 or C2 being zero, which in
itself is not a realistic situation, but the locus of any other
solution in which either C1 or C2 are close, but greater
than zero will appear to the left and above the C1 · C2 = 0
line. The left edge of the shaded D-region corresponds to
the case when C1 = C2 , namely, a symmetric gap. If the
data pair appears outside the D-region, the measurement
is erroneous and will not lead to real and positive C1 and
C2 values. The boundaries of the shaded D-region in Fig.
3 can be computed from the following relationship:

The two solutions are the exact values of C1 and C2 ,
but we cannot assign any of these values to any of the
capacitors unambiguously. Since we know the capacitance
values, it is sufficient to determine which one is larger
to have an unambiguous solution. As mentioned earlier,
the ambiguity can be alleviated by observing phase of
the s11 and s22 in some range of frequencies. For this
to be useful and yield truthful conclusion, the HFET or
the transmission line gap on the PCB must be placed
exactly in the middle of the thru line. It is then clear
that the reflection phase of the larger capacitor will grow
faster with frequency. To quantify this phase difference,
we will make two reflection measurements on the HFET
and compare the phases. The essential advantage we have
in this measurement is that the magnitude of the reflection
is immaterial.

2

χ = 4.377
χ = 8.960

|s11 | (dB)

−15

|s21 | (dB)

F (x) (dB)

−5

-60 −1
10

100
101
102
Frequency (GHz)

-0.06

Fig. 4: Magnitude of s21 and s11 of π-network from Fig. 1 with
Cs ̸= C1 ̸= C2 and C1 > C2 . Dashed magenta line is low-frequency
extrapolation of (5).
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and then measure all four s parameters over 100 MHz to
40 GHz. The HFET is probed using coplanar probes with
pitch 150 µm on the wafer. The reference planes 1 and
2 are defined by OSMT calibration patterns and hence,
inserting the HFET between the two reference planes adds
a presently unknown delay τ .
In it simplest form, the equivalent circuit of such a cold
HFET can be represented with an equivalent circuit shown
in Fig. 1 (omitting the delay τ ). The circuit is purely
reactive so that any dissipative elements have negligible
impact on the measured s-parameters. Note that when
gm is negligible, the three capacitor equivalent circuit is
reciprocal. The |s21 (ω)|2 characteristic of such a circuit is
expected to take the shape shown in Fig. 4, with a clear
soft maximum and ±20 dB/decade slopes.
However, the |s21 (ω)|2 measurement, shown in Fig. 5
exhibits a strong resonance around ω3 = 23 GHz. This
strong dip at ω3 is produced by a series LC circuit formed
by the source inductance L3 and the combination of C1 ,
C2 , and C3 capacitors in the modified equivalent circuit
shown in Fig. 6(a), wherein the series inductor L3 includes
some series resistance R3 that can be determined from the
depth of the dip at ω3 .

−20

2

|s21 | (dB)

0

−40
Measurement
Model
−60
10−1

100
101
Frequency (GHz)

Fig. 5: Measured and simulated data for HEMT’s |s21 |2 .

We now extract useful parameters solely from the graph
shown in Fig. 5. The values are given as follows:
•
•
•
•
•

χ = 1.284
ωm = 2.361 GHz
|s21 (ωm )|2 = −8.935 dB
ω3 = 22.37 GHz
|s21 (ω3 )|2 = −48.3 dB

Before we use the above formulas to determine the
capacitors, we need to address the relationship between the
resonance frequency ω3 and L3 . To this end we convert
the π-capacitor network (Fig. 6(a)) into a T -capacitor
network (as shown in Fig. 6(b)). From this representation
of the same network, it is clear that the transmission will
have a minimum when the series circuit L3 CC resonates.
Applying the delta-to-star network conversion rules for
admittance, we quickly arrive at the relationship between
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the measured ω3 and the desired value of inductance as,
!2
ωm
2
.
(11)
L3 = C3 Z0
ω3
Now we are ready to evaluate the network parameters
using the above-shown formulas,
• C1 = 1197 fF ((10) and Fig. 7)
• C2 = 691 fF ((10) and Fig. 7)
• C3 = 525 fF ((4))
• L3 = 14.63 pH ((11) and Fig. 5)
• R3 = 75 mΩ
• τ = 1.51 ps (method described below)
Using the extracted parameters we simulate the
|s21 (ω)|2 and compare it with the measured values. The
comparison is shown in Fig. 5) with the dashed line.
The resistance R3 directly determines the depth of the
resonance. It can be estimated by assuming the parallel
branch to ground (series combination L3 CC ) equals R3
at ω3 and computing the corresponding value of |s21 |2
assuming that R3 ≪ Z0 , which comes out to be R ≈
|s21 (ω3 )|2 Z0 /2. For more complex circuits, one can use a
simple bisectional search to determine the R3 value (done
here).
Finally, in the list above we had already made the choice
in assigning values to C1 and C2 . Exchanging values of
C1 and C2 would not change the graph in Fig. 5), but to
complete the extraction we need to show how to assign
values to C1 and C2 . As noted previously, this choice
is made by simply determining which of the capacitance
ports, 1 or 2, is larger. To obtain this decision, we plot
the phase of the s11 and s22 parameters and pick the port
for which the capacitance is larger, easily read as the port
with larger group delay in the frequency range where the
phase changes most. The example phases for our HFET
are shown in Fig. 7, where it is evident that the group
delay in phase from port 1 is larger, hence C1 > C2 and
the ambiguity has been resolved. Note that to be able to
make this determination of relative sizes of C1 and C2 the
electrical distance between the measurement ports and the
gap must be equal on both sides.
The last extraction issue remaining is the geometric
delay introduced by inserting the HFET between the
1
G

2

C3

CA

D

C1

CB

C2

CC

L3

L3

S

S

(a)

(b)

Fig. 6: Simplified π-capacitor network (a) FET model (from [7]) and T capacitor network model (b), used in simulating |s21 (ω)|2 and extracting
lumped-element model of HFET.
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Phase (rad/π)

0

−0.5

−1
s11 phase
s22 phase
−1.5
10−1

Reference
planes
1 and 2

100
101
Frequency (GHz)

Fig. 7: Phase measurement of HEMT’s s11 and s22 .
(a)

reference planes shown in Fig. 8. The expression for the
s21 given in (1b) is an expression for a lumped circuit
element which exhibits a group delay, but has an electrical
length zero. However, it is clear that the HFET shown
in Fig. 8(b) ads a section which should be treated as a
distributed passive element (relative to thru element in Fig.
8(a)). To account for this insertion we added a delay τ in
series with the lumped element as it is shown in Fig. 9.
In the low-frequency limit, the group delay of the πcircuit shown in Fig. 6(a) can be expressed as ωm τg =
χ(1 + g) and for the HFET shown in Fig. 8(b), it is about
τg = 243 ps computed from the extracted gap parameters.
The reason for two delay segments (τ /2) is that when we
perform the phase measurement to determine which of the
two sides of the gap has higher capacitance (as shown in
Fig. 7) it is important to ensure that the electrical distance
between the measurement ports and the lumped element
are equal.
To determine the delay τ we use a not very obvious
feature of the complex s21 (ω) coefficient in (1b): as frequency changes from low to high, the locus of the complex
number s21 (ω) draws a circle in the reflection coefficient
complex plane (in the Smith chart). The diameter of this
circle is equal to 2r = 1/(1 + g), while the center of the
circle is at r + i0. The circle intersects the real axis when
the frequency equals ωm .
The locus circle can be written as:
Re (s21 ) =

1 + cos θ
2(1 + g)

Im (s21 ) =

sin θ
,
2(1 + g)

(12)

where the angle θ varies from zero to 2π. The relationship
between θ and the frequency, although never used in the
analysis, is given with,
√
2
Bx − (1 − x)
2 Bx (1 − x)
cos θ =
sin θ =
, (13)
2
2
(1 − x) + Bx
(1 − x) + Bx
2

where x = (ω0 /ωm ) . The transfer function and the above
characteristics have been derived assuming that the HFET
and hence the gap can be represented using a lumped
element equivalent circuit. If we add any delay to account
for the distributed nature of the gap, the locus of s21 (ω)
in the complex s-plane will no longer be a circle. This
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Reference plane 1

Reference plane 2
(b)

Fig. 8: Optical micrograph of a thru calibration pattern (a) and test
AlGaN/GaN HFET (b) used in this work. The device has 14 gate fingers,
each with unit width of 150 µm giving total periphery device of 2.1 mm.
The HFET features end-source vias and can be probed using 150 µmpitch coplanar probe pads. The dashed red lines mark reference planes
defined using a thru calibration pattern–in the case of thru pattern the
reference planes, 1 and 2, are on top of each other i.e. superposition.
The offset between the reference planes created by the insertion of the
HFET is 270 µm.

1
G

2

C3

D

τ /2

τ /2

C1

C2

L3
S

Fig. 9: Equivalent circuit of an HFET in deep pinch-off, which incorporates series geometric delay τ .
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gives us an opportunity to find the presumed constant delay
that has been added by introducing the HFET between
the two reference planes shown in Fig. 8. Finding the
delay amounts to simulating the complex s21 parameters
for the lumped circuit (τ = 0) and comparing it to the
measured s21 (ω) data that has been shifted by −τ , where
τ is the guessed value. The matching error between these
two curves is obtained by summing all the squares of
the radial distance between the points in this locus. As
the guess value of τ is varied, the error exhibits a clear
minimum, hence a simple bisectional search algorithm
quickly determines the value of τ that gives a shifted
measured data curve closest to a circle. The results of this
analysis is shown in Fig. 10, where the dashed line shows
the originally measured s21 (ω) in the complex plane and
the full lines shows the same data, but optimally shifted by
τ = 1.51 ps to produce a shape that is closest to a circle.
0.2

Im(s21 )

0.1

computed here may be used in a HFET model in the active
operation, when gm > 0.
V. M EASUREMENT PROBLEMS
The essential limitation to the application of the presented method is the requirement to have clearly visible
maximum in the |s21 (ω)|2 graph. This means that the
requirement can be expressed as: the maximum measuremax
ment frequency ωvna
must be higher than the characteristic coupling frequency ωm . Without this condition
met, we cannot evaluate ωm and g. Note that C3 can
always be obtained from the +20 dB/decade line below the
characteristic coupling frequency ωm . Unlike the transition
frequency of a HFET, which does not depend on the
periphery of an HFET, ωm is inversely proportional to
the HFET periphery, hence the smaller HFET, more likely
will it happen that on a given vector network analyzer it
will exceed the maximum measurement frequency.
Without ωm visible, one could apply the method to a
simpler structure: a symmetric gap. This is illustrated with
a gap built into a coplanar waveguide on a PCB shown in
Fig. 11 with |s21 |2 measurements shown in Fig. 12.

0
−0.1
−0.2
−0.1

0

0.1

0.2

0.3

0.4

Re(s21 )
Raw

Compensated

Fig. 10: Plot of raw and compensated characteristic s21 .

It is important to note over what range of frequencies
or s21 (ω) one should attempt to fit the measured data
to the ideal circle centered at r + i0. We found that
the preferred frequency interval is ω1 to ω2 , where the
Im(s21 (ω1 )) is the maximum and Im(s21 (ω2 )) the minimum of Im(s21 (ω)). These two end frequencies obey
2
ω2 ω1 = ωm
. It is clear from (13) that there is a relationship
between the frequency and the angle θ. It turns out
that the exact values of frequency can be found from
our heuristic choice in which the fit should be done in
the interval −π/2 ≤ θ ≤ π/2. Note that the largest
deviation between the exact circle and the measured data
occurs at ω2 (θ ≈ −π/2), while the smallest deviation
is at the opposite frequency end. The contribution of the
deviation beyond ω2 decreases, while the errors due to
the eventual presence of inductance and noise towards
highest frequency increase. In Fig. 10, the fit was done
as described and hence the dip resulting from the inductor
resonance was not included in the error computation.
It is important to note that the delay τ was defined
to account for the distributed nature of the HFET. It does
not relate nor alter the transit time of the HFET. The delay
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Fig. 11: Optical micrograph of fabricated CB-CPW gap on a PCB with
parameters: substrate thickness h = 0.508 mm (Rogers RO4350BTM );
metal thickness t = 35 µm, solder mask s = 0.02 mm, trace width w
= 0.860 mm, ground-to-trace separation d = 0.380 mm and input-tooutput trace gap g = 0.250 mm. Dielectric permittivities are ϵs = 3.66
(substrate) and ϵsm = 3.7 (solder mask).

It is clear that the maximal measurement frequency
max
is below ωm and that the peak is not visible.
ωvna
However, what is visible is the compression in the |s21 |2
curve. The compression K is defined as the ratio of the extrapolated low-frequency line and the actual measurement
at the highest frequency of measurement. We estimate the
parallel capacitors Cp = C1 = C2 value from K. The value
of Cp is determined by numerically solving (14), which
is 4th order polynomial of Cp :
2

2
ωK
4Z02 (Cs + Cp )

 2
2
+ 1 − ωK
2Cs Cp + Cp2 Z02 = K.

(14)

The solution of (14), using values from Fig. 12 for
fK = 40 GHz, Cs = 17.8 fF and K = 1.43, is Cp =
13.9 fF–value of Cp is in reasonably good agreement with
the values obtained using [2] (10.2 fF) and [4] (8.9 fF).
The resulting characteristic coupling frequency fm ≈
120 GHz.
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|s21 | (dB)

Raw
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K
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Fig. 12: Scattering parameter measurement of structure in Fig. 11. K
is ratio of extrapolation (magenta) and averaged measurement (green)–
the difference between two black diamonds marked on the smaller plot.
To increase precision of extraction π-capacitor model, we averaged raw
measurement (blue) to smooth out the ripple which is caused by reflection
between edge connectors of the PCB.

Even with the characteristic coupling frequency visible,
the ability to extract C1 and C2 greatly depends on the
measurement error in obtaining the exact values of χ and
|s21 |2 . These are subject to error depending on the quality
of the thru calibration. We provide Fig. 3 to assist in
deciding whether the measurement makes sense. This type
of problem is the most common problem preventing the
use of the presented method for obtaining the asymmetric
gap capacitances.
VI. C ONCLUSION
We presented an alternative approach to obtaining the
equivalent circuit model of a HFET in deep pinch-off
from calibrated s21 measurements and demonstrated the
method on a commercially available AlGaN/GaN heterojunction field-effect transistor. The advantage of the
method lies in the reduced requirement for the accuracy of
the calibration reflection standards. However, the method
is more sensitive to the absolute |s21 |2 measurements.
The visibility of the characteristic coupling frequency ωm
in the measurement frequency range is essential for the
method to be applied.
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Abstract - Presence of foreign metal object in multi-user
wireless power transfer (WPT) system has a negative impact
on the performance of the system. In this paper we evaluate
impact of foreign metal object on the performance of the
WPT system. Measurements have shown that metal object
placed in the magnetic field of the transmitter coil decreases
the transmitter coil inductance for up to 12%. It also
decreases the quality factor of the transmitter coil up to 58
%. This increases the losses in transmitter and lowers the
overall efficiency of the WPT system. Eddy currents in
foreign metal objects cause the increase of induced voltage
on the receiver coil up to 30%. Different methods for
foreign metal object detection are discussed in paper.
Measurements have confirmed that proposed step response
method can be used to accurately detect foreign metal
objects in multi-user WPT system. The method can be used
on-the-fly and can be implemented on the transmitter side
without any modification on the receiver circuits.
Keywords – detection method; foreign metal object;
wireless power transfer

I.

INTRODUCTION

In wireless power transfer systems, foreign metal
objects in the magnetic field of the transmitter pose a
problem. Most research papers that are discussing this
topic are observing the impact and detection of foreign
metal objects in high power WPT system, in applications
such as electric vehicle charging [1]-[5]. Common
detection method include usage of thermal cameras [6,7].

require additional coils or coil arrays to detect foreign
metal object. They are also not a convenient method for a
multi-user WPT system where a transmitter coil is
significantly larger than the receiver coils. One approach
is to add communication between transmitter and
receivers to monitor power consumption of each receiver
and compare it to the power consumption of the
transmitter. While this method offers simple detection of
unwanted power drain (commonly associated with
presence of metal object), it also requires significant
modifications of transmitter circuit and of all receiver
circuit to be used in such multi-user WPT system.
This paper looks into foreign metal object detection
methods that require no additional coils or communication
circuitry with emphasis on detection methods that can be
implemented on the transmitter side of the WPT system.
The following chapter evaluates the impact of foreign
metal object on the performance of the multi-user wireless
power transfer system. It evaluates the impact on the
performance of the transmitter, of the receiver and the
impact on the efficiency of whole WPT system. In third
chapter, detection methods are discussed and substantiated
with measurement results. At the end of the paper,
conclusion and references are given.

WPT systems for electric vehicle charging are 1-on-1
systems, meaning that there is one transmitter and one
receiver. Due to high power of the WPT system, the
foreign metal objects placed in the magnetic field of the
transmitter are heating up and can be detected with
thermal cameras.
In multi-user WPT system (Fig. 1), the power levels
are significantly lower. One reason is the fact that the
magnetic field of the transmitter is not contained is space
between transmitter and receiver. Therefore, the magnetic
field value must be lower, which in turn lowers the
available power. In such applications, the heating is not as
prominent, and different methods for detection must be
used. Detection methods that use additional auxiliary
detection coils are proposed [8]-[13]. These methods

Figure 1. Multi-user wireless power transfer (WPT) system

This work has been supported in part by Croatian Science
Foundation under the project “Efficient Wireless Power Supply” (UIP2017-05-5373).
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II.

IMPACT OF FOREIGN METAL OBJECT

To evaluate the impact of foreign metal object in a
multi-user wireless power transfer system, the four
measurement sets were conducted. In first, the impact on
transmitter coil inductance and quality factor is measured.
In second, the transmitter losses are measured for test
cases which include different number of foreign metal
objects and two separate receivers with varied power
consumption. In third, the impact of foreign metal object
on current-voltage characteristic of the receiver is
evaluated. In fourth measurement set, an overall efficiency
of the WPT system is evaluated for different number of
foreign metal object present in magnetic field of the
transmitter coil. In all measurements, galvanized steel
plates are used as a foreign metal object. The plates are
0.5 mm thick, with size of 500x250 mm. Transmitter coil
is placed within plywood shelf with size 1200x300 mm.
The wire that forms coil layers is placed in the white wire
casing, Fig. 2. Each coil layer consists of 4 windings of
Litz wire, resulting with inductance of 103 μH.
A. Impact of foreign metal object on an inductance and
quality factor of the transmitter coil
The inductance and quality factor of the transmitter
coil is measured with Hioki IM3536 LCR meter for three
test cases. In first test case, inductance and quality factor
is measured for transmitter coil without any metal plates.
In the second and third test case, on the transmitter coil are
placed metal plates, one metal plate in second case and
two metal plates in third test case. All measurements are
performed at resonant frequency of the WPT system (150
kHz). Fig 2 shows the measurement setup for second test
case (one metal plate).

B. Impact of foreign metal object on transmitter losses
Decreased inductance and quality factor are resulting
with losses in transmitter circuit. To drive a parallel
resonant tank of the transmitter, a current-mode class-D
amplifier with fixed operating frequency is used [14]. The
lower inductance of the transmitter coil, changes the
resonant frequency of the resonant tank, causing
frequency mismatch losses in current-mode class-D
amplifier. The lower quality factor is caused by Eddy
currents in metal plates, which increases losses in
transmitter coil.
Measurements are done for three test cases (without
metal plates, one metal plate, two metal plates). Each test
case was evaluated with two separate receiver circuit with
different power consumption. Fig. 4 shows the measuring
setup (one metal plate, receiver 1) and Fig. 5 gives the
measurement results.
Results show that the losses in transmitter circuit
depend on the number of metal plates placed on the
transmitter coil. There is no significant impact of the
changes in power consumption of two separate receiver
circuits on the losses in transmitter circuit. Therefore, the
increased losses can be directly linked to the foreign metal
object in the WPT system. The values of measured losses
are such that the temperature increase of the metal plates
used is negligible (under 1 ̊C).

Results are given in Fig. 3. The presence of foreign
metal objects decreases both transmitter coil inductance
and quality factor. In third test case (2 metal plates), the
inductance value decreases for 12% and the quality factor
decreases for 58%. Such quality factor decrease results
with increased losses in transmitter coil.
Figure 4. Measurement setup for evaluation of impact of foreign metal
object on transmitter losses

Figure 2. Measurement setup for evaluation of impact of foreign metal
object on inductance and quality factor of the transmitter coil; second
test case (one metal plate on transmitter coil)

Figure 5. Impact of foreign metal object on transmitter losses

Figure 3. Impact of foreign metal object on inductance and quality
factor of the transmitter coil
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C. Impact of foreign metal object on current-voltage
characteristic of the receiver
Foreign metal object placed in the magnetic field of
the transmitter affect the current-voltage characteristic of
the receiver circuit. In multi-user WPT system, multiple
receiver circuits can be placed on the transmitter coil at
the same time. Also, a foreign metal object can be placed
adjacent to a receiver circuit. In such scenario, Eddy
currents induced in metal plate decrease the magnetic field
of the transmitter coil below (and above) the metal plate.
At the same time they increase the magnetic field in the
rest of the transmitter coil surface where a receiver circuit
is placed. Measurements of the current-voltage
characteristic for two separate receiver circuits are
performed using DC programmable load for three test
cases (transmitter coil without metal plates, with one
metal plate, with two metal plates). Results (Fig. 6.) show

that higher voltage and current values are present on the
receiver circuit when a foreign metal object is placed in
WPT system. Voltage increase up to 30% is measured.
This increase means that the receiver circuit, primarily its
voltage converter, must be designed to work with wider
span of input voltage values. This is an additional design
restriction which must be taken into consideration.
D. Impact of foreign metal object on efficiency of the
WPT system
The overall efficiency of the WPT system is evaluated
for three test cases (transmitter coil without metal plates,
with one metal plate, with two metal plates) and two
separate receiver circuits. As shown in section 2b, the
transmitter losses are almost constant regardless of
receiver power. Therefore, the WPT system efficiency is
higher for higher receiver power values. Efficiency
measurement results (Fig. 7) show that the foreign metal
object decreases the overall efficiency of the WPT system.
III.

METHODS FOR FOREIGN METAL OBJECT DETECTION

Three methods for foreign metal object detection are
discussed. All three can be implemented on the transmitter
side without any modification to receiver circuits.

a) Receiver 1

b) Receiver 2
Figure 6. Impact of foreign metal object on current-voltage
characteristic of the receiver

A. Minimal power consumption method
WPT system in idle (without any receiver circuits
present) has a minimal power consumption when
operating at resonant frequency. When a foreign metal
object is placed in the magnetic field of the transmitter
coil, the resonant frequency changes due to change in
transmitter coil inductance. Changing operating frequency
and searching for minimal power consumption (minimal
DC current) of the current-mode class-D amplifier can be
used to detect a foreign metal object.
Drawback of this method is that it can only be used
when there are no receiver circuits present. There are two
main reasons for that. First, changing operating frequency
would interfere with receiver circuit operation, especially
if larger frequency sweeps are needed. Second, and more
important, with active receiver circuit the frequency at
which the transmitter draws minimal current changes with
receiver’s power. More so, it has a dominant impact on
the frequency change, making it difficult to detect a
presence of foreign metal object.
B. Transmitter coil inductance method
Second method is based on transmitter coil inductance
measurement. As shown on Fig. 3, transmitter coil
inductance changes when a foreign metal object is present.
Inductance also changes when a receiver circuit is present.
Fig. 9 shows results of transmitter coil inductance
measurements for different scenarios. Inductance is
measured at frequencies ranging from 130 kHz to 180 kHz
for 9 different combinations of metal plates and receivers
placed on the transmitter coil. Fig. 8 shows three of these
9 scenarios.

Figure 7. Impact of foreign metal object on the efficiency of the WPT
system
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Transmitter coil inductance change due to active
receiver circuit is more pronounced than inductance
change due to presence of foreign metal object. While the
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a)

b)
a)

c)
Figure 8. Different scenarios used during transmitter coil inductance
measurement: a) receiver 1 and receiver 2; b) one metal plate and
receiver 2; c) two metal plates.

foreign metal object changes the inductance of the
transmitter coil, the inductance value does not change with
frequency. With active receiver circuit, the transmitter coil
inductance changes with frequency as well. At frequencies
lower than the resonant frequency of the receiver, the
receiver increases the inductance of the transmitter, and at
frequencies higher than the resonant frequency of the
receiver, the receiver decreases the inductance of the
transmitter. Receivers with higher power consumption
have also higher impact on inductance change. In used
scenarios, Receiver 2 had approximately 4 times higher
power consumption compared to Receiver 1.
In multi-user WPT system, it is important to detect an
unwanted presence of foreign metal object while at least
one receiver is active. With transmitter coil inductance
method this would be a challenging task. This method is
not best suited for a WPT system, because the transmitter
capacitor must be disconnected from the transmitter coil
in order to measure inductance change. Also, to get usable
results, a frequency sweep must be performed, which
takes certain time, during which a wireless power transfer
is interrupted.

b)
Figure 10. Response type of transmitter’s resonant tank a) without and
b) with active receiver circuit(s)

mA) is fed to the transmitter resonant tank. Resonant tank
is then disconnected from the DC current source and the
oscillation frequency of resonant tank response is
measured. The same 9 test scenarios as in Fig. 9 are
evaluated. Two distinct response types are identified, Fig.
10. It is observed that the presence of foreign metal object
does not change the response type (Fig. 10), only the
frequency of the damped oscillations.
Fig. 11 shows how the oscillation frequency of the
resonant tank changes during first 500 µs after the
resonant tank has been disconnected from the DC current
source.

C. Step response method
Third method evaluates the step response of the
transmitter resonant tank. Low value DC current (100

In all test cases without receivers (response type as in
Fig.10a), the oscillation frequency does not change with
time. When a receiver circuit is present (response type as
in Fig.10b), the oscillation frequency decreases with time.
The highest frequency is measured immediately after the
resonant tank is disconnected from the DC current source

Figure 9. Transmitter coil inductance vs. frequency for different test
scenarios

Figure 11. Oscillation frequency of the transmitter’s resonat tank after
DC current step pulse
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(time marked with 0 [µs] on Fig.10 and Fig.11). As more
time passes from the DC current step pulse, the frequency
of oscillations lowers.
It is important to notice that for all test cases,
immediately after DC current step pulse, the oscillation
frequency directly correlates to the presence of foreign
metal objects. This method can be used for a fast
detection of foreign metal objects in WPT system.
IV.

CONCLUSION

Impact of foreign metal object on WPT system is
analyzed. Measurements have shown that the foreign
metal object placed in a magnetic field of the transmitter
coil decreases its inductance and quality factor. Lower
inductance causes frequency mismatch losses in currentmode class-D amplifier used in transmitter circuit. Lower
quality factor increases losses in transmitter coil.
Consequently, overall efficiency of wireless power
transfer decreases. Additional side-effect of foreign metal
object in multi-user WPT system it its impact on the
receiver circuit. Eddy currents increase the magnetic field
around foreign metal objects, increasing the voltage
induced in a receiver coil. Voltage increase up to 30% is
measured, which is has to be taken into account while
designing voltage converter at receiver’s side.
Three methods for detection of unwanted presence of
metal objects in WPT system are discussed. First method
changes the operating frequency of the transmitter circuit
to find the frequency at which the transmitter has the
lowest power consumption. Method does not require any
changes in the transmitter circuit, but it can only be used
when there are no receiver circuits present. As such, it can
be used to detect foreign metal object on-the-fly, during
normal operation of the WPT system. Second method
relies on measuring the inductance of the transmitter coil.
The main drawback is the requirement that the capacitor
must be disconnected from the transmitter’s resonant tank.
Adding a switch to the resonant tank would increase
resonant tank losses. Also, the method is “slow”. It
requires that the inductance measurement is performed
over a relatively large frequency span. Similar to first
method, it cannot be used to detect foreign metal objects
on-the-fly. Third method measures the oscillation
frequency of the resonant tank after a short DC current
pulse was applied. For that, a resonant tank must be
disconnected from the current-mode class-D amplifier, for
a short time interval. This can be achieved without any
significant modifications to the transmitter circuit; only
the control circuit which drives the MOSFET switches in
current-mode class-D amplifier must be modified. The
method is fast and can reliably detect a presence of foreign
metal objects on-the-fly.
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Abstract - Remote environmental and industrial sensing
based on multi-spectral or radar imaging today plays an
important role in ensuring sustainability and protection of
natural resources, in saving time and energy in industry and
agriculture, and in many other applications. Numerous
examples of such systems exist which provide information
like product quality to manufacturers, crops growth
parameters to farmers or structural integrity details to civil
engineers. With recent developments in electromagnetic
millimetre-wave (mm-wave) technology and artificial
intelligence implementation, short range mm-wave remote
sensing is experiencing strong growth with the market
dictating new applications with increasingly higher levels of
system autonomy. The objective of this paper is to
demonstrate methodology and hardware used in shortrange radar sensing and use it to build-up a database of
scattering images which will allow us the extraction of key
signal parameters for particular objects and subsequently
allow autonomous object classification using machine
learning principles.
Keywords – short-range radar, FMCW radar, radar
imaging, object classification

I.

INTRODUCTION

The idea of short-range microwave radar systems with
IoT communication possibilities has the potential to
improve the quality of service in many areas ranging from
security and surveillance to healthcare, agriculture and
infrastructure monitoring. Technology of these radar
systems is developed primarily in connection to certain
fields of application and major advances have been made
in detection of vital signs [1–4], structural health
monitoring [5-7], different kinds of gesture detection and
characterization [8,9] and in all kinds of ranging and
tracking applications [10,11] where radars for autonomous
vehicles are the most common example [12-14].
Significant advancements are related also to synthetic
aperture radar (SAR) and inverse synthetic aperture radar
(ISAR) which are being used not only in classic terrain
imaging applications, but also in indoor localization,
target tracking, fall detection, etc. [15,16]
These advancements have been further enhanced by
increased use of conventional machine learning (ML) [1719] algorithms to optimize the desired application. Most
commonly used algorithms were support vector machine
(SVM) [20], dynamic time warping (DTW) [21] or
random forest classifier [18]. However, the drawbacks of
ML approaches such as lack of robustness, required high
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level of apriori knowledge and dependability on the
quality of the original dataset, have prompted recently
increased interest in deep learning (DL) approaches [22],
which can avoid these limitations. Through hierarchical
architectures DL approaches extract different problem
features automatically and by doing so apriori specific
knowledge is not necessary. Deep learning techniques
have accelerated development in numerous fields [23] and
even very complex problems related to difficult
classifications and similar can be tackled [24,25].
Our aim is to develop a low-cost short-range radar
system for autonomous object classification using
frequency modulated continuous wave (FMCW) radar
system. In order to apply deep learning techniques for
classification it is still necessary to build a comprehensive
database of radar scattering images and this is the focus of
this paper where we will demonstrate the basic design of
the radar itself, modifications with respect to classic
FMCW architectures and obtained scattering images.
Several databases are mentioned in the literature [26,27],
however, due to differences in used equipment, lack of
normalization, different frequency ranges, etc., it is
difficult to combine and use these results in new studies.
The paper is organized in the following way; in
Section II, an overview of the used FMCW architecture is
given with the highlight on the used polarimetric diversity,
followed by Section III where results of the measurements
are presented and analysed, again with a special focus on
results obtained for different polarizations. Finally, the
obtained results are discussed with the perspective of
future work in Conclusion.
II.

PRINCIPLES OF FMCW RADAR

Classic CW radar system uses a known microwave
frequency signal, transmits it in the desired direction and
captures the reflection of the signal from the objects
which are present in the radar field-of-view. Depending
on the desired application, the signal can be purely
continuous (unmodulated) or modulated, which leads to
two most common types of radars, Doppler mode radar
and frequency modulated continuous wave (FMCW)
radar.
Doppler radars are based on single frequency signal
which thanks to Doppler effect is shifted in reception
when the target is moving. This type of radar can be
realized at very low-cost and it is found in many devices
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and applications which require detecting moving objects
or for measuring object velocity. However, Doppler
radars cannot determine the distance from the object or
measure certain parameters of an object (size,
composition, etc.). For this reason, we will focus on
FMCW architecture as the basis of our radar system.
FMCW based radar transmits a signal with a known
frequency modulation, typically triangle, sawtooth, or
sinusoidal. Local oscillator (LO) signal is transmitted and
when reflected from a target it is received with a delay
with respect to the original LO signal. Using principle of
homodyne detection, the delayed reflected signal and LO
signal are mixed in the receiver producing baseband
signal corresponding to the frequency shift (so called beat
frequency Δf or fB). Beat frequency is then proportional to
the time delay Δt knowing that

,

(1)

where T is the modulation period and B is the sweep
bandwidth. The range to target can then be expressed as

(2)
Complete architecture of the FMCW system is shown in
Fig. 1. Depending on the application this baseband signal
is then processed further, either in analogue or digital
domain.
In our case, the FMCW radar is based on the well known
MIT scheme developed by G. Charvat [28] operating at
2.4 GHz. With respect to the classic measurement
scheme, we also employ polarization change (both Tx
and Rx polarizations can be manually changed, and any
linear polarization can be achieved) in order to acquire
more information on the target object/objects which will
lead to a more successful classification later. Used
FMCW radar system was built using commercial
components and it works at 2.4 GHz with sweep
bandwidth of 200 MHz (based on this sweep bandwidth,
the expected range resolution of the system is ΔR =
c/(2Δf) = 0.75m).

All components were separately tested to ensure the
required sweep bandwidth and to set the output power to
10 dBm. This limits the maximum range of the radar due
to signal loss to approximately 40m in our test cases.
Obtained baseband signal is passed through AD converter
and recorded as audio stream for further processing. In
the detection process, the received signal is multiplied by
the window function and transformed into frequency
domain by utilizing the FFT operation. This gives us the
beat frequencies corresponding to the range of the target.
III.

RESULTS

Primary objective of this work is to acquire a series of
radar scattering images for different objects and
polarizations in order to form a database which will serve
in developing and training the classification algorithms.
The goal is to test the system with the same objects in a
closed laboratory environment with minimum
interference and open space scenario where different
interfering signals and reflections are possible.
First recording session in the lab environment (semiclosed anechoic chamber) revealed the limitations of the
space since there was not enough room to position the
radar at a reasonable distance from the objects. Fig. 2.
shows the momentary IFFT spectrum for a large metal
box placed 2 m from the radar antennas.

Fig. 2. Output from the IFFT block in FMCW processing showing the
detected beat frequencies in baseband for measurement in the lab
environment.

Fig. 1. FMCW radar principal components and layout
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Fig. 3. Range diagram for a stationary object in indoor environment
(horizontal polarization).

When the beat frequency is translated into range and
plotted vs. time we obtain Fig. 3. where it is very difficult
to detect any information due to high level of clutter and
noise. This can be mitigated to some level by using
certain processing techniques, different kinds of
windowing and similar. One commonly used is coherent
change detection (CCD) [28,29] which is applied to
improve detection of moving objects by subtracting the
previous signal from the current one. That way only
changes in the recording are identified and it is easier to
detect moving objects. This is visualized in Fig. 4. where
the object (metal box) is moving away and towards the
radar in outdoor environment. The first image Fig. 4.a
shows the case when no CCD is applied, and Fig. 4.b.
shows the results with CCD, clearly showing the benefit
of such processing since a significant clutter reduction is
achieved. If the application requires the image in Fig. 4.b.
can be analyzed further and also the speed of the object
can be easily determined from the slope in this range vs.
time display.
The results so far were a reconstruction of similar tests
from the literature in order to verify the functionality of
the developed radar system and data processing. The
following recordings reveal the added information which
can be gained by using multiple polarizations which in
return should enable the upcoming steps related to object
classification.
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(a)

(b)
Fig. 4. Range detection (horizontal polarization) for a moving object; (a)
without CCD, (b) with CCD.

Fig. 5. reveals the difference between the horizontal and
vertical polarization recordings when a person is walking
away and towards the radar for the case when no CCD
processing is applied. The same is repeated in Fig. 6. with
CCD applied. Although the difference between
polarizations is quite small there is a visible difference
which can be extracted and our preliminary testing with
different objects has revealed that particular shapes will
have a dominant relation between polarization results
which will be used in our classification process.
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(a)

(a)

(b)
Fig. 5. Range detection for a moving object; (a) horizontal polarization
without CCD, (b) vertical polarization without CCD.

(b)
Fig. 6. Range detection for a moving object; (a) horizontal polarization
with CCD, (b) vertical polarization with CCD.

IV.

CONCLUSION

As indicated in the Introduction there is a growing
interest for using radar sensing in various applications
other than automotive industry and terrain mapping. With
the increased availability of required electronics and
reduced prices, even low-cost devices are becoming
possible, and in this paper our first goal was to
demonstrate the basic principle of low-cost FMCW radar
in S-band that can be applied in various application
scenarios. In particular, we focus on building a database of
moving objects recorded using FMCW radar with various
antenna polarizations. Several radar recordings are shown
here indicating small, but visible differences between
results obtained using different polarizations. These and
other recorded signals will be utilized in future steps to
autonomously classify different objects and the
knowledge gathered in these scenarios will be used in
radar sensing at higher mm-wave bands.
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Abstract – Switching performance analysis in this paper
presents how Horizontal Current Bipolar Transistor
(HCBT) performs under switching mode of operation
compared to other commercially available bipolar and MOS
transistors, focusing mainly on power efficiency.
Rudimentary measurement setup is devised, with target
frequency spectrum for this analysis up to 100 MHz.
Measurements were performed at frequencies of 1 MHz,
10 MHz and 100 MHz. Signal waveforms were measured at
the input and output of analysed device. Dissipated power at
each component of test circuit was calculated from the
measurements to determine efficiency. The results show
similar performance among RF bipolar junction transistors
analysed in this paper. All bipolar transistors exhibit
efficiency around 80% at 100 MHz, whereas the best
performing MOSFET has η = 54.31%. The analysed
MOSFETs show somewhat better performance comparing
to bipolar transistors at lower frequencies, but with larger
performance degradation with the frequency increase. This
analysis shows potential of HCBT to be used in switching
part of Envelope Tracking (ET), hybrid power supply
modulation, pulse width modulation (PWM) or multilevel
power supply switching to obtain higher efficiencies. Most of
the efficiency reduction is caused by nonideal input signal.
Keywords – Horizontal Current Bipolar Transistor
(HCBT), Envelope Tracking (ET), wireless communication,
power supply modulation, switching amplifier, switching
efficency

I.

INTRODUCTION

Development of modern wireless communication
technologies (4G and beyond) results in increased speed
and capacity of wireless communication channels in each
new generation. However, this requires more demanding,
and consequently more expensive, radio-frequency (RF)
devices and technology. Power consumed by each new
generation of wireless network increases substantially [1].
This increase in power consumption is partially caused by
the decrease in efficiency of RF power amplifiers (PA)
due to more complex signal modulations with high peak to
average power ratio (PAPR) which, in turn, causes shorter
battery life span and decreases autonomy of mobile
devices. Increase in power consumption by mobile
communications have been tackled progressively more
over the past decade [2].
From a hardware point of view, the problem of
increased power consumption can be addressed by
decreasing dissipated power in communication devices,
This work has been fully supported by Croatian Science Foundation
under the project IP-2018-01-5296.
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meaning that more efficient RF circuits must be designed.
Envelope tracking (ET) method improves the PA
efficiency reducing the power dissipated to heat by more
than 50% [3]. ET modulates power supply of RF PA to
provide the exact amount of power that RF PA needs at a
given moment. For this to work, ET circuit or ET
amplifier should have high efficiency (~90% or more).
This cannot be achieved by a linear power modulation
circuit and some form of switching must be used, often
combined with linear power amplifier (hybrid supply
modulator). The discrete switching part of this modulator
is usually implemented by using pulse width modulation
(PWM) or multilevel power supply switching. As the
frequencies and speeds of wireless networks increase, the
speed of switching transistors needs to increase as well.
Circuits utilizing switching transistors with bandwidths up
to 100 MHz for ET have already been designed, but the
frequency is expected to increase further [4-5].
Currently, most ET designs for low power mobile
devices are manufactured in CMOS technologies [4-5].
The performance of such ET devices is usually limited by
capabilities of the utilized CMOS technology. Since the
bipolar transistors exhibit higher speeds than their
MOSFET counterparts in a given technology node, they
could be attractive for power supply switching in higherfrequency ET circuits. On the other hand, it is common
practice to use MOS transistors in switching power
supplies due to a smaller voltage drop in conduction
mode, resulting in a better efficiency. However, for higher
frequencies the switching loss becomes increasingly
important, which are affected by additional transistor
parameters, such as the parasitic capacitances and
resistances, charge switching etc. Therefore, Bipolar
transistors and MOSFETs must be compared thoroughly,
to find optimum solution for high-frequency switching. In
this paper, the goal is to show switching performance of
discrete MOSFET and bipolar transistors, and to evaluate
their potential for switching-mode circuits in ET and other
applications.
II. EXAMINED DEVICES
Three discrete bipolar transistors are compared with
three discrete MOSFETs. The bipolar transistors are:
Horizontal current bipolar transistor (HCBT), and
Infineon’s BFP420 and BFP640. Horizontal current
bipolar transistor is a pure-silicon bipolar transistor
fabricated in a 180-nm CMOS technology. The examined
HCBT is with steep collector [6] and has on wafer cut-off
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frequency fT= 36 GHz and maximum frequency of
oscillations fmax = 67 GHz of a unit device, with collectoremitter breakdown voltage BVCEO = 3.9 V. HCBT can be
tuned for higher breakdown voltages up to and above
36 V or for high frequency performance. High speed and
adjustable breakdown voltage makes HCBT very
interesting device for high-speed switching design used
for ET. Additionally, HCBT can be easily and
inexpensively
integrated
into
existing
CMOS
technologies by adding just 2 or 3 additional masks. This
gives an opportunity to inexpensively manufacture
transistors for wide range of applications in a single
fabrication process using HCBT BiCMOS technology [78]. BFP420 is silicon RF bipolar transistor with
fT= 25 GHz, IC = 60 mA and BVCEO = 5 V. BFP640 is RF
bipolar transistor with SiGe base with fT = 42 GHz,
IC = 50 mA and BVCEO = 4.7 V. These bipolar transistors
are designed for high frequency RF circuits such as Low
Noise Amplifier (LNA).
Three examined MOSFETs are commercially available
Rohm Semiconductor’s RU1C001UN, RE1C002UN and
RUR020N02. They are designed for switching
applications in portable devices. These MOSFETs
generally have similar characteristics but differ in size.
RUR020N02, the largest of three has the lowest on
resistance (RDS(ON)), but due to large gate area has higher
capacitances resulting in longer switching times.
RU1C001UN, the smallest has the shortest switching
times of tested MOSFETs and is most suitable for higher
frequencies operation, but its RDS(ON) is the largest in the
group. Rated drain current (ID) increases with size of
MOSFET. The largest tested MOSFET (RUR020N02) is
rated for 2 A drain current whereas the smallest
(RU1C001UN) is rated for 100 mA, which is the closest
to the rated collector currents of bipolar transistors.
Transistor parameters critical for switching mode of
operation, such as, on-state drain-source resistance
(RDS(ON)), gate capacitance (CG), or input capacitance (Ci)
and gate resistance (Rgate) depend on technology and
transistor dimensions. Generally, with the decrease of
RDS(ON), CG increases and vice versa. Figure of merit for
switching (FOMSW) is given by: FOMSW = RDS(ON)* QSW,
where QSW represents sum of turn-on loss related to gate
charge [9]. Some of the MOSFETs parameters given by
manufacturer are shown in Table 1. Listed RDS(ON) is the
lowest typical value provided by manufacturer.
TABLE 1. MOSFETs parameters relevant for switching
MOSFET
ID
RDS(ON)
Ci
Rgate
RU1C001UN

100 mA

2.5 Ω

7.1 pF

326 Ω

RE1C002UN

200 mA

0.8 Ω

25 pF

270 Ω

RUR020N02

2A

0.075 Ω

180 pF

57 Ω

III.

Figure 2. Test measurement schematic for examined MOSFET
transistors, RG = 10 Ω, RS = 50 Ω, VDD = 3 V.

arbitrary waveform generator (AWG) capable of
generating signals up to 120 MHz (Keysight technologies
33622A AWG). To further decrease rise and fall times a
Schmitt trigger is also designed and added between AWG
and tested circuit input. Input signal is square wave signal
with high voltage level of 4.5 V and low voltage level of
0 V, with rise and fall times around 1 ns. Frequencies of
input signal used in this analysis are 1 MHz, 10 MHz and
100 MHz. The same input signal has been used for all
examined devices with frequencies of 1 MHz, 10 MHz
and 100 MHz. The base resistor RB = 200 Ω is used to
define the base current and to keep transistor operation in
saturation. A small gate resistor RG = 10 Ω is used in
MOSFET circuits to separate input and gate voltages to
enable current to be calculated, equation (8). For all the
examined transistors load resistance (RE = RS = 50 Ω) is
chosen to be 50 Ω which is relevant for RF applications.
Voltage waveforms are measured by oscilloscope at input
(vi), base (vB) or gate (vG) and load (vE or vS).
Measurements were performed by Agilent Technologies
MSO7034B
350 MHz
bandwidth
oscilloscope.
Depending on the measured signal frequency, a 10x
probe or active probe were employed. The active probe is
GGB Industries picoprobe model 12C, with input
capacitance of 0.1 pF and bandwidth form DC to
500 MHz.
Efficiency and power dissipated at each component in
test circuit is calculated from the measured voltage
waveforms over one period of signal at each frequency
(T = 1/f). In the case of bipolar transistors, the dissipated
power is calculated for RB, transistor, and RE. To calculate
power and efficiency, the following equations have been
used:
(1)

MEASUREMENT SETUP

Discrete transistors were soldered onto PCBs designed
for these measurements following RF PCB design and
considering higher harmonics of square wave signal.
Basic test circuit for BJT and MOSFET devices are
shown at Fig. 1. and Fig. 2., respectively. Both, power
supplies VCC (for bipolar transistors) and VDD (for
MOSFETs) are set to 3 V. Input signal is generated by
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Figure 1. Test measurement schematic for examined BJT
transistors, RB = 200 Ω, RE = 50 Ω, VCC = 3 V.

.

(2)
(3)

Power dissipated at RB:
(4)
Power dissipated at bipolar transistor:
(5)

29

Power delivered to load:
(6)
Efficiency (η):
(7)
Similar set of equation is derived for tested MOSFET
transistors. The following equations were used to
calculate power and efficiency of examined MOSFETs:
(8)
(9)
Power dissipated at RG:
(10)
Power dissipated at MOSFET:
(11)
Power delivered to load:
(12)
Efficiency (η):
(13)
Besides calculating dissipated power and efficiency, rise
time (tr) and fall time (tf) at output were measured.
Switching loss of transistors (PSW) was also calculated
and is defined as a power dissipated at transistor during tr
and tf.
(14)
IV.

RESULTS AND DISCUSSION

Firstly, DC performance of examined devices is
compared. Measured waveforms and results are
compared for bipolar transistors and MOSFETs. Finally,
HCBT performance is compared to best performing
MOSFET device.
A. DC Performance Comparison
All transistors are compared for DC The input voltage
Vi is 4.5 V. Vi of 4.5 V is selected since it is high enough
to push bipolar transistors into saturation and MOSFETs
into linear region. This gives a low voltage drop between
power supply and load voltages (minimal VCE or VDS).
Base (or gate) and emitter (or source) voltages are
measured. Static dissipation of each component of circuit
is calculated to determine static efficiency (ηDC). Our
measured and calculated values are shown in Table 2.
The first noticeable difference between MOSFETs and
bipolar transistor concerns voltages at gate and base, and
the power dissipation at corresponding resistors. There is

Transistor
Transistor
RU1C001UN
RU1C001UN
RE1C002UN
RE1C002UN
RUR020N02
RUR020N02
BFP420
BFP420
BFP640
BFP640
HCBT
HCBT
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no voltage drop on RG for MOSFETs since the gate
current is 0 A. On the other hand, the base current always
flows in bipolar transistors causing a voltage drop over
RB, which results in additional power dissipation on RB
and on transistor base-emitter junction. All bipolar have
quite similar power dissipations and static efficiency,
while MOSFETs dissipate less power and generally have
higher ηDC. As expected, the efficiency of RU1C001UN
is the one closest to that of bipolar transistors.
RU1C001UN has approximately same voltage at load (VS
and VE) and power dissipated at load as bipolar
transistors. However, bipolar transistors have higher total
dissipation due to non-zero base current consequently
causing lower efficiencies. These efficiencies calculated
for DC operation are maximum possible efficiencies of
the tested transistors, since there are no switching losses.
B. Bipolar Transistors Switching Performance
Voltage waveforms at measured frequency of 10 MHz
are shown in Fig. 3. All three transistors show similar
switching behaviour with BFP420 having a longer
delay/hold-off time when switching form high to low
voltage level as compared to HCBT and BFP640. Since
the base current of BFP420 has the largest and the longest
negative peak, as shown in Fig. 4, its delay could be
attributed to a higher excess base charge in saturation.
Power delivered to the load and power dissipated at
transistor are shown in Fig. 5, where a slightly higher and
delayed dissipation of BFP420 when switching from high
to low level (around 65 ns), can be observed. The same
qualitative behaviour can be observed at 100 MHz signal
as shown in Figs. 6 to 8. The effect of switching delay of
around 0.5 ns of transistor BFP420 is more evident due to
the shorter total time period.
Table 3. lists rise and fall times of emitter voltage,
calculated power dissipations for bipolar transistors at
measured frequencies. Waveforms at 1 MHz are not
shown since the difference between the tested devices is
negligible. It is important to point out that rise and fall
times are largely limited by the input signal waveform.
Input signal has rise and fall times of ~1 ns and they are
not noticeably degraded by transistors. All bipolar
transistors perform similarly having efficiency larger than
90% at lower frequency, which degrades to around 80%.
Such a decrease in efficiency is caused by an increase in
switching losses as switching takes larger portion of the
period. Interesting thing to notice is that BFP420 has the
slightly larger efficiency. This is the effect of the delay of
falling edge of both base and emitter voltages of BFP420
transistor, while HCBT and BFP640 do not have such a
delay. Therefore, transistor is in the on-state for a longer

TABLE 2. Measured DC voltages and static power dissipations for Vi = 4.5 V, VCC = 3 V, VDD = 3 V
PRB or PRG
VB or VG (V)
VE or VS (V)
Ptransistor (mW)
Pload (mW)
Ptotal (mW)
(mW)
PRB
or PRG
Vb or Vg (V)
Ve or Vs (V)
Ptransistor (mW)
Pload (mW)
Pall (mW)
(mW)
4.5
2.80
0*
11.3
156.5
167.9
4.5
2.80
0*
11.3
156.5
167.9
4.5
2.93
0*
4.4
171.2
175.5
4.5
2.93
0*
4.4
171.2
175.5
4.5
2.98
0*
1.3
177.3
178.7
4.5
2.98
0*
1.3
177.3
178.7
3.77
2.81
1.8
12.8
158.3
172.9
3.77
2.81
1.8
12.8
158.3
172.9
3.71
2.80
2
13.5
156.7
172.1
3.71
2.80
2
13.5
156.7
172.1
3.78
2.82
1.9
12.6
159.1
175.5
3.78
2.82
1.9
12.6
159.1
175.5
TABLE 2. Measured DC voltages and statical power dissipations for Vi = 4.5 V, VCC = 3 V, VDD = 3 V

ηDC (%)
ηDC (%)
93.24
93.24
97.52
97.52
99.26
99.26
91.57
91.57
91.01
91.01
91.68
91.68
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time and deliver more power to load, as can be seen in
Table 3. The effect is more pronounced as the frequency
increases since the delay time comprises a higher portion
of total time period. It is not a favourable effect for
switching performance, because output signal is no
longer the same as input signal.
Figure 8. Calculated power dissipation of transistor and power delivered
to the load of bipolar transistors at 100 MHz.

Figure 3. Measured input, base and emitter voltage waveforms (vi, vB,
and vE) of tested circuits with bipolar transistors at 10 MHz.

Figure 4. Calculated current waveforms of tested circuits with bipolar
transistors at 10 MHz.

TABLE 3. Measured and calculated parameters of tested bipolar
transistors at frequencies 1 MHz, 10 MHz and 100 MHz
Parameter
BFP420
BFP640
HCBT
Frequency
tr (ns)
1.38
1.30
1.26
tf (ns)
1.66
1.76
1.60
PRB (mW)
0.92
1.10
0.99
Ptransistor (mW)
7.3
7.4
7.3
Pload (mW)
78.9
78.3
79.0
1 MHz
Ptotal (mW)
87.1
86.8
87.3
PSW (mW)
0.52
0.53
0.67
η (%)
90.58
90.16
90.49
PRB (mW)
2.0
1.5
1.5
Ptransistor (mW)
8.5
8.8
9.8
Pload (mW)
81.7
77.7
77.2
10 MHz
Ptotal (mW)
92.3
88.4
88.5
PSW (mW)
2.1
1.5
1.5
η (%)
88.58
87.89
87.22
PRB (mW)
2.4
1.8
2.1
Ptransistor (mW)
16.6
17.2
16.8
Pload (mW)
83.5
70.2
71.4
100 MHz
Ptotal (mW)
102.5
89.2
90.3
PSW (mW)
13.1
12.8
12.3
η (%)
81.44
78.65
79.07

C.

Figure 5. Calculated power dissipation of transistor and power delivered
to the load of bipolar transistors at 10 MHz.

Figure 6. Measured input, base and emitter voltage waveforms (vi, vB,
and vE) of tested circuits with bipolar transistors at 100 MHz.

Figure 7. Calculated current waveforms of tested circuits with bipolar
transistors at 100 MHz.
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MOSFET’s Switching Performance
From measured voltage waveforms at 10 MHz (Fig.
9), we can see that RU1C001UN’s vS rising edge is
delayed by 4 ns from vG. It can also be noted that its high
voltage level of vS is the lowest of the examined
MOSFETs. This can be credited to parasitic resistances
(RDS(ON) and Rgate) of RU1C001UN, as can be seen in
Table 1. We can see that RUR020N02 spends the most
time in switching around 20 ns (Fig. 9 and Fig. 11). As
switching takes up a larger portion of time period at
higher frequencies this increases the switching loss.
Measured RUR020N02’s tr and tf are also the largest of
all MOSFETs. Such a behaviour can be attributed to the
largest Ci of examined MOSFETs (Table 1).
RE1C002UN has the smallest delay between vS and vG,
and tr=6.4 ns, tf=5.0 ns, resulting in the lowest switching
losses. All MOSFETs have iG spike of around 45 mA
while switching, but they last differently. RUR020N02’s
iG spike lasts around three times longer than those of
other MOSFETs. Similar spikes can be observed in the
power dissipated at transistor (Fig. 11), which also peaks
during switching. Those peaks for RUR020N02 go up to
150 mW and last around 30 ns. RU1C001UN and
RE1C002UN have peaks of power dissipated at transistor
from 110 mW to 130 mW, respectively, which last under
10 ns. Those effects can be seen in Table 4. with PSW of
RUR020N02 is tree times higher as compared to other
MOSFETs at 10 MHz. Looking at the power delivered to
the load (Fig. 11) it can be seen that RU1C001UN
delivers less power than other two transistors, when in
on-state. The exact values of Pload are shown in Table 4.
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Fig. 12 shows measured voltage waveforms at the
frequency
of
100 MHz
depicting
that
only
RU1C001UN’s vi menages to go up to 4.5 V.
Furthermore, vS waveform lags behind vi waveform. Due
to RUR020N02 large Ci, its measured voltage waveforms
considerably
deviate
from
rectangular
shape.
RUR020N02’s vi, vG and vS at 100 MHz only reach half
the value of the measured voltage values at 10 MHz.
Moreover, iG does not exhibit two distinct current spikes
(Fig. 13). It can be concluded that RUR020N02 no longer
operates as switch. RE1C002UN’s vS goes up to 2.7 V at
100 MHz (Fig. 12), and iG has a spike of 30mA (Fig. 13).
Power dissipated at RE1C002UN have two distinct spikes
caused by switching, shown in Fig. 14. RE1C002UN
operates at its limit of switching operation at 100 MHz.

Figure 13. Calculated current waveforms of tested circuits with
MOSFETs at 100 MHz.

Figure 14. Calculated power dissipation of transistor and load of tested
circuits with MOSFETs at 100 MHz.

Figure 9. Measured input, gate and source voltage waveforms (vi, vg,
and vs) of tested circuits with MOSFETs at 10 MHz.

Figure 10. Calculated current waveforms of tested circuits with
MOSFETs at 10 MHz.

Figure 11. Calculated power dissipation of transistor and load of tested
circuits with MOSFETs at 10 MHz.

Figure 12. Measured input, gate and source voltage waveforms (vi, vg,
and vs) of tested circuits with MOSFETs at 100 MHz.
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TABLE 4. Measured and calculated parameters of tested MOSFETs at
frequencies 1 MHz, 10 MHz and 100 MHz
RU1C001UN
RE1C002UN
RUR020N02
Parameter
Frequency
tr (ns)
10.4
6.4
27.2
tf (ns)
6.0
5.0
8.8
PRB (mW)
0.049
0.05
0.21
Ptransistor (mW)
8.3
4.2
3.5
Pload (mW)
77.9
85.5
88.9
1 MHz
Ptotal (mW)
86.3
89.8
92.6
PSW (mW)
1.1
0.62
2.1
η (%)
90.33
95.25
96.01
PRB (mW)
0.59
0.96
3.0
Ptransistor (mW)
26.3
19.1
43.7
Pload (mW)
66.0
77.9
79.7
10 MHz
Ptotal (mW)
92.9
97.9
126.4
PSW (mW)
10.8
9.7
33.9
η (%)
71.05
79.54
63.08
PRB (mW)
0.83
1.4
0.77*
100 MHz
Ptransistor (mW)
46.0
36.3
34.9*
(*no
Pload (mW)
32.8
44.9
6.8*
longer
Ptotal (mW)
79.6
82.6
42.4*
operates
PSW (mW)
34.9
30.2
34.9*
as switch)
η (%)
41.21
54.31
15.93*

D. Comparison of HCBT and RE1C002UN
When comparing HCBT with the best performing
MOSFET it should be noted that HCBT is optimized for
RF applications and RE1C002UN is a high-speed
switching transistor. Figs. 15 to 17 show voltage, current
and dissipated power waveforms of HCBT and
RE1C002UN at 100 MHz. From the data in Tables 2. and
3. we can see that RE1C002UN performs better at
frequencies up to around 10 MHz, which can be credited
to low RDS(ON) and small rise and fall times. HCBT
performs better at higher frequencies. RE1C002UN’s
switching losses at 100 MHz are dominated by the gate
dissipation. The gate current spikes of RE1C002UN are
up to 30 mA for charging and discharging gate
capacitance. Bipolar transistors have a constant base
current in the on-state which causes an additional
unwanted power dissipation at DC. During switching, the
base current spikes of HCBT are lower than 6 mA, which
is considerably lower than in MOSFETs. The output
voltage falling edge of RE1C002UN is delayed more than
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HCBT’s. This is caused by the stored charge at gate
capacitance holding transistor in on state for some
additional time. Such a disadvantage is inherent to
MOSFETs degrading their performance at high switching
frequencies.
Since the input signal shape is far from an ideal square
wave, the decrease of efficiency at higher frequencies is
partly caused by finite signal rise and fall times. In order
to determine the transistor contribution to power loss, the
efficiency is calculated by neglecting the switching delay
caused by transistor transient effects, i.e. assuming that iB,
iC and vE are defined by resistive components only. The
efficiency of HCBT calculated in that way is
ηideal = 85.63%. Since the measured η = 79.07% for
HCBT, the contribution of transistor itself to efficiency
decrease is actually 6.56% at 100 MHz. Fig. 18 (a) shows
calculated ideal HCBT’s dissipation compared to the total
dissipation with its components. It can be seen that the
power is dominated by the collector-emitter dissipation.
The discrepancy between the calculated ideal dissipation
and the measured one during turn off is caused by the
base charge holding transistor in on-state, which is
purposely neglected in calculation. Similar analysis is
made for RE1C002UN with the results shown in Fig. 18
(b). The ideal dissipation closely follows the drain-source
power
dissipation.
The
calculated
efficiency
ηideal = 67.24%, compared to the measured η = 54.31%:
Therefore, the contribution of RE1C002UN to efficiency
decrease is 12.93%, which is dominated by the gate
related losses.

Figure 15. HCBT and RE1C002UN measured voltages at 100 MHz.

Figure 16. HCBT and RE1C002UN calculated currents at 100 MHz.

Figure 17. HCBT and RE1C002UN power dissipations at 100 MHz.
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Figure 18. Calculated ideal power dissipation compared to the
measured dissipation at 100 MHz: (a) decomposed power dissipation of
HCBT, (b) decomposed power dissipation of RE1C002UN

V. CONCLUSION
The analyzed bipolar transistors exhibit lower
switching losses for high-speed switching at frequencies
above 10 MHz, exhibiting a potential to increase the
efficiency of high-speed switching circuits. In order to be
the most competitive, the employed technology should
have a minimum cost, where HCBT has the advantage
offering the lowest cost BiCMOS technology platform. In
this way, high-frequency switching circuits such as ET
can easily be added into existing CMOS technologies.
Since HCBT has already been demonstrated to work
remarkably well in RF PA circuits [10] this opens a
possibility to manufacture entire ET RF PA system in one
technology, such as HCBT BiCMOS, with optimum
performance-cost trade-off.
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Abstract – The nanoscale systems are of great
importance in modern science and technology, offering a
wide range of possible daily life applications. In order to
characterize the electromagnetic (EM) properties of metallic
nanotopologies, the commercialized computational tools
COMSOL, CST, and Lumerical have been widely used. In
this work, the performance of the above tools is compared,
through the investigation of the plane wave response of
canonical spherical and cubical nanoparticles. It is
demonstrated that not all EM field solvers provide an
accurate description of the nanoparticle’s behavior.
Keywords - EM field solvers, nanoscale, plasmonics

I.

INTRODUCTION

The recent advancement in the field of nanotechnology
has provided the very capability of miniaturizing classical
antennas and scatterers down to the nanoscale, and
extending their operating regimes from RF and microwave
to optical frequencies. Especially, metallic nanostructures
have attracted tremendous interest for many practical
applications, ranging from optoelectronics, over
information and communication technology, to
biomedicine [1–3]. More theoretically, metals may sustain
significant losses in the optical frequency range. Since the
size of a nanostructure is comparable with the skin depth
of the metals, three-dimensional volumetric currents are
assumed flowing in the structure. The electron gas of a
metal may experience resonant collective motions, which
are referred to as plasmons, giving rise to strongly
enhanced electromagnetic (EM) fields, confined to subwavelength volumes [4].
Concerning the analysis and design of metallic
nanotopologies, the following commercially available
software tools: COMSOL [5], CST [6], and Lumerical [7]
have been widely used. These tools have been established
based on different numerical techniques, such as the Finite
Element Method (FEM), the Finite Difference Time
Domain (FDTD), the Method of Moments (MoM).
COMSOL and Lumerical incorporate FEM and FDTD
implementations, respectively, and CST provides both
FEM and MoM realizations. Nevertheless, the
performance of the abovementioned tools, within the
framework of modeling the optical response of
nanostructures, has not been fully investigated yet.
The authors gratefully acknowledge the financial support from the
Fund for Scientific Research Flanders (FWO) under the contract
numbers 3E151025 and G090017N, and KU Leuven internal research
funds under the contract numbers C14/19/083, C24/15/015, and
34IDN/20/014.

The current work reports on a simulation benchmark
of four EM field solvers, namely COMSOL, CST (FEM),
CST (MoM), and Lumerical. Canonical spherical and
cubical nanoparticles are studied, under a plane wave
excitation. The analysis is performed through the
characterization of the near and far fields of the
nanoparticles. For detailed discussion of the associated
simulations, we refer the readers to our previous work [8].
This work is organized as follows. Section II provides
more details on the studied topology. The observed optical
features are also discussed. The numerical results are
demonstrated in Section III and explained in Section IV.
II.

ANALYSIS SET-UP

Two different structures are studied, namely a single
nanosphere and a nanocube. Gold and silver are employed
as the constituting metals. The associated permittivities in
the optical frequency range are described by an
experimental material model [9], without considering any
nonlocal effects [10,11]. The structures are embedded in a
water solution, with a refractive index of 1.34. The
nanoparticles are excited by a time-harmonic plane wave
with a unit amplitude, polarized in x-direction and
propagating along the z-axis.
The following optical features are investigated: 1) the
scattering cross section; 2) the E-field intensity at a single
spatial point, located 1 nm above the nanoparticle’s
surface along the x-axis; and 3) the E-plane radiation
pattern. In order to evaluate the accuracy of the numerical
tools, the analytical Mie theory is used as a reference for
the spherical nanoparticle [12]. In the case of the other
studied structure, only the comparative study of the
employed tools is performed, with COMSOL serving as a
numerical reference. More details on the solver
environments and simulation parameters are given in [8].
III.

NUMERICAL RESULTS

The scattering cross section, the point evaluated E-field
intensity, and the E-plane radiation pattern are depicted
for a 30-nm-radius gold sphere in Fig. 1. The same
features are plotted for a 50-nm-sized silver cube in Fig. 2.
The reported results are normalized to the maximum
values of the corresponding reference solutions.
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Figure 1. Optical response of a 30-nm-radius gold sphere in water solution: (a) the scattering cross section; (b) the point evaluated E-field intensity;
and (c) the E-plane radiation pattern evaluated at 545 nm, corresponding to the maximum of the analytical Mie scattering cross section.

Figure 2. Optical response of a 50-nm-sized silver cube in water solution: (a) the scattering cross section; (b) the point evaluated E-field intensity; and
(c) the E-plane radiation pattern evaluated at 355 nm, corresponding to the maximum of the near E-field intensity generated by COMSOL.

IV.

DISCUSSION

Considering the results for the spherical nanoparticle,
COMSOL, CST (FEM), and CST (MoM) generate an
almost perfect agreement with the analytical reference.
These tools predict the correct spectrum positions of the
near and far field resonances. However, Lumerical
introduces a considerable deviation, compared with the
other tools. Apart from the noticeable magnitude offset, it
yields a 10-nm-redshift of the plasmon resonance in the
scattering spectrum, as shown in Fig. 1 (a). The
discrepancy is also observed in the near field and radiation
pattern, as plotted in Figs. 1 (b) and (c).
As for the other studied structure (i.e. the nanocube),
CST (FEM) and CST (MoM) agree closely with the
reference solutions generated by COMSOL. In contrast,
Lumerical still shows a large discrepancy, producing
several striking spurious resonances. For example, the
scattering spectrum, illustrated in Fig. 2 (a), reveals three
distinguishable anomalous peaks at 430 nm, 490 nm, and
515 nm. This situation is even more concerning for the
near field, see Fig. 2 (b), displaying a larger number of
spurious components.
Despite conducting more detailed analyses of different
simulation parameters, such as the size of calculation
domains or meshing steps, Lumerical failed to eliminate
the abovementioned artifacts. These issues may be caused
by the internal FDTD algorithms, which extract a time
domain model for the constitutive properties of the studied
materials. Clearly, the same difficulties do not arise for the
frequency domain techniques in COMSOL and CST.
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V.

CONCLUSION

This work compared the performance of commercially
available numerical tools, namely COMSOL, CST, and
Lumerical, for the modeling of the optical response of
nanostructures. The analysis was performed by
investigating the near and far characteristics of isolated
spherical and cubical nanoparticles, excited by a plane
wave. The nanoparticles were constituted of noble metals,
including gold and silver. The following features: the
scattering cross section, the point evaluated E-field
intensity, and the E-plane radiation pattern, were
generated with the tools. The analytical Mie theory was
employed as a reference for the spherical shape. It was
shown that COMSOL, CST (FEM), and CST (MoM)
provide accurate predictions of the nanoparticle’s
behavior. In contrast, Lumerical performs unreliably and
deviates strongly from the other studied EM field solvers.
It yields prominent numerical artifacts in the spectrum,
especially for the cubical nanoparticle.
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Abstract - Recent developments in quantum electronics,
particularly spin-qubit systems and semiconductor
spintronics, provide new applications for micromagnets.
The stray field of properly placed micromagnets can be
employed to manipulate spin-qubits using rf-signals.
Micromagnets are used as the injector and detector contacts
in semiconductor spintronics. For both applications, singledomain magnets with precisely known magnetic properties,
with and without external field, are required. We report on
Fe micromagnets with different aspect ratio, fabricated
using standard semiconductor processing technology. We
describe a simple setup using a custom-built electromagnet
and conventional atomic force microscope to characterize
the micromagnets in an external magnetic field using
magnetic force microscopy (MFM). We use this setup to
characterize the fabricated micromagnets’ domain structure
and switching behaviour. We show that MFM, together with
the custom-built electromagnet is a simple, yet versatile
method to characterize micromagnets for applications in
quantum electronics. We furthermore show that the
fabricated micromagnets all exhibit the desired singledomain state. The micromagnets differ in their coercive
field, depending on the aspect ratio. This makes these
micromagnets suitable for spin-injection and spin-detection.
Keywords – Iron, Micromagnet, Spintronics, MFM

I.

INTRODUCTION

Recent developments in quantum electronics, particularly
spin-qubit systems and semiconductor spintronics,
provide exciting new applications for micromagnets
integrated with semiconductors. Addressing spin qubits in
semiconductor quantum dots can be achieved using
magnetic and electric fields [1, 2]. Generating alternating
magnetic fields for localized, direct spin manipulation is
technologically challenging and dissipates significant
amounts of energy close to the qubit supposed to be kept
at below-one-kelvin temperatures. An alternative
approach employs an electric field which can be
generated locally without the above disadvantages. This
approach requires a magnetic field gradient at the qubit,
generated by a micromagnet placed above the qubit [1].
Such micromagnets can be fabricated using standard
technology from materials such as Fe or Co. Furthermore,
micromagnets are employed as injector and detector
contacts for electrical spin-injection and spin-detection in
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semiconductors [3, 4]. The commonly employed lateral
spin valve geometry requires the use of two
ferromagnetic contacts separated by a narrow
semiconductor channel. As both contacts are usually
made from the same material, a difference in switching
field can only be achieved by using different aspect
ratios. This difference in switching field is a requirement
to observe the spin valve signal. Both applications require
precise knowledge of the magnetic properties not only of
the ferromagnetic thin films but also of the magnetic
properties of the structured micromagnets. The magnet
shape and fabrication nonidealities both have important
effects on the magnetic properties. We fabricated Fe
micromagnets, structured using standard semiconductor
manufacturing processes. We focus on rectangular
micromagnets with a length L = 20 µm and different
widths. Such rectangular micromagnets are commonly
used for spin-injection and spin-detection electrodes.
Variation of the micromagnet width allows to study the
influence of the aspect ratio on the magnetic properties.
For sample analysis, we focus on the magnetic
characterization
of
individual
micromagnets.
Micromagnets can be studied in large arrays using
magnetometry [5, 6]. Kerr Microscopy can be used for
larger micromagnets where the domain structure can be
resolved optically [7]. Magnetic force microscopy
(MFM) provides a simple yet powerful analysis method
for individual micro- and nanomagnets [8–10]. In
contrast to magnetometry using e. g. a superconducting
quantum interference device (SQUID) magnetometer,
individual micromagnets can be analysed using Kerr
microscopy and MFM. MFM was previously used to
study the domain configuration of micromagnets in NiFe
thin films without external field [8] and other structured
magnetic thin films [7]. Usually, MFM is done with
probe-sample distance d < 100 nm in lift mode to achieve
high resolution [11]. Using d < 100 nm is often
impossible with micromagnets fabricated for e. g. spininjection experiments. Such micromagnets are often
covered by wiring and passivation layers. Using lift mode
is further complicated by the surface structure requiring
careful tuning of the atomic force microscopy (AFM)
parameters and slow scan rates to reduce the topography
influence on the phase signal. Here, we propose a simple
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MFM setup using a custom-built electromagnet and a
modified measurement procedure. The setup and
modified procedure allow the measurement of structured
micromagnets at high throughput, in-field, using a
conventional AFM. We use the proposed setup and
modified procedure to study the switching behaviour of
Fe micromagnets.
II.

EXPERIMENTAL

The study contains six samples. All samples are listed in
Tab. I. One unstructured sample is included as a reference
for the magnetic properties of the Fe layer. Five
structured samples with varied aspect ratio are used for
the main part of the study.
A. Sample Fabrication
All samples were fabricated on a 4-inch Si (100) wafer.
Molecular beam epitaxy (MBE) was used to grow a
virtual Ge substrate (Ge VS) with thickness d = 100 nm.
For details of the virtual Ge substrate fabrication, see
[12]. On the Ge VS, an intrinsic Ge buffer layer with
d = 300 nm was grown. Pieces with side length L =
35 mm were cut from all wafers using a Disco Dicer
wafer saw prior to magnetic layer stack deposition. The
magnetic layer stack was deposited subsequently using
electron beam evaporation on two of the cut pieces, one
piece for the reference sample and one piece for the
micromagnets. Both samples were cleaned using diluted
HCl etch (1:3 HCl:DI) for t = 1 min, followed by spin
drying to remove contaminations and the native oxide.
Samples were subsequently loaded into the evaporation
chamber with a base pressure pB < 2·10-7 mbar before
evaporation. Prior to deposition, the samples were
thermally desorbed at T = 400 °C for t = 30 min to
remove the Cl passivation of the surface [13]. An MgO
layer with d = 3 nm was deposited with a deposition rate
R = 0.02 Å·s-1 at a substrate temperature Tsub = 150 °C in
an oxygen partial pressure pO2 = 2·10-5 mBar. The
temperature was subsequently lowered to T = 90 °C and
the chamber pumped down to p < 2·10-7 mbar before
deposition of the Fe layer with d = 25 nm at R = 0.5 Å·s-1.
After the Fe deposition, the sample stack was annealed at
T = 250 °C for t = 10 min. The temperature of the sample
was then reduced to room temperature. An Ag cap layer
was deposited with d = 60 nm at R = 10 Å·s-1. A thin Ti
protective layer (d = 5 nm) was deposited before
unloading of the sample. The micromagnet sample was
further processed using standard semiconductor
TABLE I.
OVERVIEW OF ALL SAMPLES THAT ARE PART OF THE
STUDY. THE STRUCTURE WIDTH AND HEIGHT ARE NOMINAL VALUES.
THE REFERENCE SAMPLE IS INCLUDED TO COMPARE THE MAGNETIC
PROPERTIES OF THE MICROMAGNETS TO THE AS-DEPOSITED FE LAYER.
Sample
Ref.
1x20
2x20
5x20
10x20
15x20
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Micromagnet Dimensions
Width w (µm)
Height h (µm)
1
20
2
20
5
20
10
20
15
20

Aspect ratio
w/h
1/20
1/10
1/4
1/2
3/4

Figure 1. The sample layer stack (a) with the substrate (Si/Ge(VS)/Ge
buffer), magnetic layer stack (Fe/MgO) and passivation with hardmask
(Ag/Ti). All samples are square with side length L = 3 mm with the
micromagnets placed on the sample in an array (b). The spacing
between individual micromagnets is twice the respective dimension of
the micromagnet to avoid interaction of the individual micromagnets.
All micromagnets were analysed using SEM and AFM after fabrication
(c) showing smooth sidewalls.

processing technology. First, image reversal lithography
was used to define the micromagnet structures. All
micromagnets are arranged in an array as shown in
Fig. 1 b. After lithography, a Ti layer with d = 290 nm
was evaporated on the sample as an etching hard mask.
The hardmask was structured using lift-off in Acetone.
After lift-off, the sample was inspected using optical
microscopy and subsequently dry etched. First, the Ti
protective layer was removed using CHF3 reactive ion
etching (RIE) in a Sentech parallel plate reactor. The
Ag/Fe/MgO-stack was etched using Ar ion milling. After
etching, the mesa height is hmesa = 360 nm, measured
using mechanical profilometry. The etched stack is
shown schematically in Fig. 1 a. Scanning electron
microscope (SEM) and AFM micrographs of each
micromagnet used in the study are shown in Fig. 1 c.
B. Sample Analysis
For characterization, both processed samples were cut
into square pieces with L = 3 mm. Each piece of the
structured sample contains one micromagnet array (See
Fig. 1 b). Each piece of the reference sample is covered
with a continuous Fe thin film. The magnetic properties
of the reference sample were analysed using SQUID
magnetometry in a Quantum Design MPMS 3.
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Figure 2. Image of the electromagnet used for the in-field
measurements with dummy-sample mounted between the
polepieces. The electromagnet is made of a soft magnetic Fe alloy
used for transformers. Static magnetic field in the center of the
airgap can be up to |µ0·H| = 18 mT and short time pulses up to
|µ0·H| = 25 mT

Magnetic moment m (10-9 A·m2)

Fig. 3 shows the in-plane magnetization curve. The
magnetic properties of the micromagnets were analysed
using MFM with a Dimension 3100 AFM from Digital
Instruments using tapping mode. Magnetic tips with hard
magnetic coating and medium magnetic moment were
used. For in-situ magnetic field generation we use a
custom-made sample holder (see Fig. 2). The sample
holder allows to apply static magnetic fields up to
|µ0·H| = 18 mT and short time pulses up to |µ0·H| = 25 mT
during measurement. The magnetic field was set using a
constant current power supply HP 6002A with the
magnetic field in the center of the airgap calibrated to the
power supply current. After aligning the sample, a first
scan for the sample topography was taken at a low
amplitude setpoint (Conventional AFM). The topography
micrographs are shown in Fig. 1 c. In the second scan, the
MFM analysis is done. Therefore, the amplitude setpoint
was gradually increased until the influence of the sample
topography on the phase image disappeared. The longrange magnetic interaction with the tip still occurs at this
point. The magnetic field gradient along the surface
normal is then measured as a phase shift.

400
200
0
-200
-400
-50

-40

-30

-20

-10

0

10

20

30

40

External Field µ0·H (mT)

Figure 3. Magnetization curve of the reference sample with the
external field oriented in plane of the Fe film. The sample shows
clear ferromagnetic behaviour with a coercive field
HC = (3 ± 1) mT and abrupt, step-like switching.
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This modified MFM procedure allows higher scan rates
compared to the conventional MFM configuration using
lift mode. Two different MFM experiments were done for
all micromagnet samples. The first experiment is the
switching of the micromagnets in a pulsed external field.
For this, the micromagnet is exposed to a magnetic field
pulse with magnitude |µ0·H| = 22.1 mT and alternating
sign for a duration t = 1 s. An MFM micrograph is taken
after each pulse. Fig. 4 shows the MFM micrographs of
three consecutive magnetic field pulses. The second
experiment is a field sweep from µ0·H = 17.5 mT to
µ0·H = -11.5 mT where all micromagnets were switched.
The sweep was paused in between to take an MFM
micrograph. The intention of the second experiment is to
determine the switching field Hsw and the domain
structure around the switching point for different
samples. Results for samples 2x20 and 10x20 are shown
in Fig. 5.
III.

MEASUREMENT RESULTS

The magnetization curve in Fig. 3 shows clear
saturation
with
the
saturation
magnetization
Msat = (1633 ± 65) kA·m-1 being in the range of the
values reported for Fe [14]. The coercive field of the
unstructured sample is HC = (3 ± 1) mT and the sample
shows step-like switching from negative saturation to
positive saturation. Fig. 4 shows the switching of the
micromagnets through an external magnetic field pulse.
The magnitude of the external pulse was selected to
exceed the switching field Hsw of all micromagnets.
During acquisition of the MFM micrograph, the external
field was |µ0·H| = 2.3 mT which is the remanent
magnetization of the electromagnet polepiece. It is clearly
observable in Fig. 4 that all samples switch direction with
each pulse. Samples 1x20 and 2x20 show a strong
magnetic field gradient at the micromagnet ends only.
This hints at single-domain behaviour for samples 1x20
and 2x20. The orientation of the magnetization along the
major axis is expected for magnetic structures dominated
by shape anisotropy [8]. Samples 10x20 and 15x20 show
a more complicated magnetic structure. Both, 10x20 and
15x20 switch magnetization direction with each pulse. In
contrast to samples 1x20 and 2x20, the magnetic field
gradient above the sample shows multiple areas with
positive and negative gradients, indicating multiple
domains in the sample. After polarization of the sample
through the external field pulse, the magnetization relaxes
into multiple domains to reduce the stray field of the
sample as soon as the external magnetic field is removed
(See also Fig. 5 a). The structure shows end domains,
previously reported for NiFe in [8]. Sample 5x20 is at the
transition point between the single-domain regime and
the poly-domain regime. The sample neither shows clear
single-domain behaviour, nor does it clearly show
multiple domains. The magnetic field gradient at the ends
of the micromagnet along the major axis is widely
distributed and fluctuates spatially in magnitude,
indicative of the formation of multiple domain ends [8].
The large separation between the Fe layer and the MFM
tip prohibits a clearer imaging of these end domains.
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-

Figure 4. MFM micrographs showing the magnetic structure of all micromagnet samples during three pulses with peak magnetic field
|µ0·H| = 22,1 mT and duration t = 1 s. Clear single-domain behaviour can be observed for samples 1x20 and 2x20 whereas samples 10x20 and 15x20
show multiple domains after the second and third pulse.

To understand the switching behaviour of the
micromagnets better, multiple MFM micrographs where
taken while the external magnetic field was swept from
µ0·H = -17.7 mT until the micromagnets switched. Fig. 5
shows selected MFM micrographs from the external
magnetic field sweep for samples 10x20 and 2x20.
Sample 10x20 represents micromagnets with high aspect
ratio w/h where the magnetization does not switch steplike during the external magnetic field sweep. Sample
2x20 represents micromagnets with low aspect ratio
where the magnetization switches step-like during the
-

-

external magnetic field sweep. As the external magnetic
field approaches zero for sample 10x20 (see Fig. 5 a), the
single domain observed for higher external fields decays
into multiple domains starting at µ0·H = -2.4 mT. At zero
external field, the magnet is split up into many domains.
As the external magnetic field increases again with
opposite polarity, the number of domains decreases and
starting at µ0·H = 1.8 mT, a switched, single domain
starts appearing in the MFM micrographs. A clear single
domain is observed at µ0·H = 11.6 mT.

-

Figure 5. MFM micrographs of samples 10x20 (a) and 2x20 (b) during a magnetic field sweep from |µ0·H| = 17.7 mT to the switching point of each
individual micromagnet. The micromagnets topography is shown for reference. The switching field range of 10x20 and 2x20 are marked green and
blue respectively.
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TABLE II.

SWITCHING BEHAVIOUR AND SWITCHING FIELD RANGE
OF ALL SAMPLES OF THE STUDY. A TRANSITION FROM STEP-LIKE
SWITCHING TO GRADUAL SWITCHING OCCURS AT SAMPLE 5X20. FOR
SAMPLES WITH GRADUAL SWITCHING, THE SWITCHING FIELD RANGE IS
GIVEN. FOR SAMPLES WITH STEP-LIKE SWITCHING, THE SWITCHING
FIELD WITH EXPERIMENTAL ERROR IS GIVEN.
Sample
1x20
2x20
5x20
10x20
15x20

Switching type
step-like
step-like
gradual
gradual
gradual

Switching field range
(8.8 ± 0.4) mT
(6.2 ± 0.2) mT
-2.4 mT  2.1 mT
-2.4 mT  1.8 mT
-3.4 mT  2.3 mT

In contrast to sample 10x20, sample 2x20 (Fig. 5 b)
remains in single domain state during the field sweep
until reaching µ0·H = 6.0 mT. The magnetization abruptly
switches direction in the external field range
6.0 mT < µ0·H < 6.3 mT.
Comparing the switching field range of samples 10x20
and 2x20 with the coercive field of the reference sample,
a clear magnetic hardening can be observed for sample
2x20 while sample 10x20 switching field range is close to
the coercive field for the reference sample. The switching
field range of sample 10x20 is -2.4 mT < µ0·H < 1.8 mT,
close to HC = (3 ± 1) mT. The switching of sample 2x20
occurs at µ0·H > 6 mT, double the value as for the
reference sample. The switching type and switching field
range for all samples of the study are given in Tab. II. For
samples 1x20 and 2x20 where step-like switching occurs,
the switching field increases with decreasing aspect ratio.
For samples 5x20, 10x20 and 15x20 with gradual
switching, the switching field range remains close to the
coercive field observed for the reference sample. The
behaviour of the samples with gradual switching is
similar to the (unstructured) reference sample.
IV.

CONCLUSION

In conclusion, an MFM setup and procedure were
proposed to study individual, structured micromagnetic
structures in an external magnetic field. The MFM setup
allows simple conversion of a conventional AFM for infield MFM measurements. The proposed procedure
allows fast acquisition of MFM micrographs on
structured samples with sufficient lateral resolution to
study the domain structure of micromagnets commonly
encountered in spintronics applications. Micromagnets
with different aspect ratio were fabricated using standard
semiconductor fabrication methods. The samples were
used to study the influence of the aspect ratio on the
switching behaviour. The proposed MFM setup and
procedure were employed to study the magnetic structure
of the micromagnet samples. For micromagnets with
aspect ratio w/h ≥ 1/4, the formation of multiple domains
occurs during switching at external magnetic fields near
zero. This behaviour becomes more prominent for the
micromagnets with increasing aspect ratios. The
micromagnets with w/h ≥ 1/4 show a gradual transition of
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their magnetization when the external magnetic field is
reversed. In contrast, single domain behaviour and sharp,
step-like switching are observed for the micromagnets
with aspect ratio w/h ≤ 1/10. Reducing the aspect ratio
increases the switching field of the micromagnet,
allowing to tune the switching behaviour of individual
micromagnets through their width. The micromagnets
with aspect ratio w/h ≤ 1/10 are suitable as electrodes for
spin-injection and spin-detection with respect to their
magnetic behaviour.
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Abstract - Finding suitable materials with low Drude
losses for plasmonic applications at mid-infrared
wavelengths is challenging. Highly doped Germanium and
Germanium Tin alloys have been investigated to that end
but are difficult to utilize at wavelengths closer to the near
infrared region. In this work, we present results on the
fabrication and optical characterization of Titanium and
Nickel comb antennas. Extinction spectra were obtained via
Fourier Transform Infrared (FTIR) Spectroscopy and
verified via Finite Difference Time Domain (FDTD)
simulation. The measured spectra show distinct extinction
peaks in the range between 4 µm and 11 µm, which can be
correlated to a plasmonic mode forming at the antenna
substrate interface showing that it is possible to excite
localized plasmonic modes at the interface between such
antennas and a Silicon substrate.
Keywords – Ti,Ni, Plasmonic, Infrared-detection.

I.

INTRODUCTION

Plasmonic modes in metallic nanostructures enable
the control and manipulation of light with possible
applications ranging from photodetection [1] to
biosensing [2, 3]. Plasmonic resonances can be used to
selectively enhance “hot electron” photoemission in
Schottky barrier diode photodetectors. This is particularly
interesting for applications in IR photodetection. Because
of the low photon energies in the mid infrared region
(mIR), conventional approaches such as pin-diode
photodetectors with low-bandgap materials or thin-film
Schottky-barrier photoemission detectors are limited in
their usability due to the cooling required to suppress
thermal noise and the weak absorption and injection rate
[4]. Here, plasmonic resonances have potential
applications. By boosting the generation of hot electrons
or holes, plasmonic structures can enhance the
performance of Schottky-diode based optical sensors [5].
The strong dependence of the plasmonic modes on the
geometry of the plasmonic structures (e.g. gratings)
enables the adaptation of such sensors to different
wavelengths.
The selection of suitable materials for mIR
applications, however, is challenging. Due to their high
Drude losses in the mid infrared region, metals such as
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Gold and Silver that are widely used for plasmonic at
visible wavelengths are much less suitable for
wavelengths in the mid infrared region. Highly doped
semiconductors such as Germanium or Germanium Tin
alloys due to their low effective mass m* have been
investigated instead [6, 7]. While plasma wavelength
down to 3.1 µm have been achieved in these materials at
a doping concentration of 2.1 × 1020 cm-3 attaining such
ultra-high doping concentrations while simultaneously
integrating the material in a complementary metal-oxidesemiconductor process is challenging and those materials
seem to be better suited to applications at wavelengths of
10 µm and above, where plasmonic resonances can be
achieved with lower doping [8]. Therefore, we investigate
alternative materials for possible applications at
wavelengths between ~ 4 µm and 11 µm.
With respect to their complex permittivities, Titanium
and Nickel are promising candidates. With a crossover
wavelength λc of 129 nm (Nickel) and 2.7 µm (Titanium)
both materials can be considered fully metallic in the
targeted wavelength range. Furthermore, the Schottkybarrier height, formed between the antenna material and
the substrate, should be in the same region as the energy
of the absorbed photons. If a p-doped Silicon substrate is
used, both Titanium (0.61 eV) and Nickel (0.405 eV)
fulfill this condition [9, 10]. In this work we present
results on the investigation of the ability to excite
plasmonic modes in the mIR wavelength region using
Titanium and Nickel comb antennas on a Silicon
substrate. For optical characterization, we obtained the
extinction spectra of comb antennas via transmission
measurements using FTIR spectroscopy. Additional
simulations of the antenna structures using a FDTD
solver were performed to obtain the electric field
distribution and to compare with our measurements
II.

EXPERIMENTAL SECTION

A. Fabrication
For this investigation, two different samples were
prepared. For the fabrication of the comb antennas Nickel
and Titanium with thicknesses of 100 nm and 400 nm,
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respectively, were evaporated at a rate of 15 Å/s each on
a 35 x 35 mm cut-out sample of a six-inch p-doped
Silicon wafer. Prior to deposition, the Silicon samples
were cleaned via a standard RCA clean and the native
oxide was stripped with a 10 s Hydrofluoric acid dip. The
structuring of the metal films was carried out using
optical lithography and dry etching in an inductive
coupled plasma reactive ion etching system. After the
etching step the remaining photo resist was removed with
an Oxygen plasma etching step followed by an ultrasonic
cleaning step with Acetone and Isopropanol.
Six different grating geometries with varying
periodicity and antenna width were fabricated. Each
grating covers an area of 3 x 3 mm2 on the sample. An
scanning electron microscopy (SEM) image of a comb
antenna as well as a schematic cross section of the
antenna are shown in Fig. 1. Geometry parameters are
shown in Table 1.
width

and TSilicon is the background transmission measured
through the Silicon substrate.
C. Simulation
Simulations of the extinction spectra were carried out
using a commercial finite difference time domain
(FDTD) solver (Lumercial, [11]). The illumination was
chosen to be at normal incidence and the polarization
vector was oriented perpendicularly to the long axes of
the comb antennas. We used permittivity data from the
Lumerical database for the metals Titanium and Nickel
[12, 13] . In the mIR wavelength region that is at the
focus of our investigation we assume the Silicon substrate
to be a dielectric material with a constant refraction index
of n = 3.5. To consider substrate effects the transmission
monitor was set outside the Silicon substrate. Nonidealities such as round corners or remaining metal
islands between the comb fingers (Fig. 1) are not taken
into account in simulation.

pitch

III.
A.

Si

Figure 1. SEM image of two fingers of an Titanium antenna and
schematic crosssection of the comb antennas
TABLE I.

pitch / µm
width / µm

COMPARISON OF GEOMETRICAL PARAMETERS
OF SIX FABRICATED GRATINGS (G1-G6)

G1
1.25
0.6

G2
1.5
0.8

G3
1.75
0.8

G4
2.25
1.1

G5
2.75
1.3

G6
3
1.5

B. Optical Measurements
The optical spectra were obtained under a Nitrogen
atmosphere at room temperature with a Bruker Vertex 80
Fourier transformation infrared spectroscope (FTIR) in
combination with a Bruker Hyperion 2000. An aperture
of 100 x 100 µm2 and a scan time of 250 scans per
measurement was used to obtain the transmission spectra
in a range from 4 µm to 16 µm. All transmission spectra
were normalized to the empty beam path. Normalized
extinction spectra were calculated based on the
transmission spectra using:

Measured extinction spectra

The extinction spectra for both materials and for all
different comb antenna geometries that were successfully
fabricated are shown in Fig. 2. The geometry G3 using
Nickel as antenna material is not shown due to a
fabrication failure. The spectra all show distinct peaks at
wavelengths between 4 µm and 11 µm with peak heights
approaching 0.9. Tab. 2 shows the spectral position of the
extinction peaks. For both materials a peak shift to higher
wavelengths with increasing pitch and width is observed.
The peaks in the extinction spectra result from a
plasmonic mode forming at the antenna substrate
interface. While a steep decay of the extinction spectra
for wavelengths higher than the peak position is observed
for Nickel antennas, significantly broader peaks are
observed for Titanium antennas. One possible
explanation for this peak broadening is the occurrence of
fabrication errors such as remaining metal islands
between the comb fingers as shown in Fig. 1.
Nevertheless, both Titanium and Nickel show clear and
high extinction peaks and are potentially interesting
candidates for optical applications in the considered
wavelength region. The geometry dependent shift and the
small width of the extinction peaks confirm the possible
utilization for photodetection.

TABLE II.



SampleSilicon



where E is the extinction, TSample is the transmission
through the comb antennas on top of the Silicon substrate
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RESULTS AND DICUSSION

Ti / µm
Ni / µm

G1
4.7
4.6

WAVELENGTH OF THE MEASURED
EXTINCTION PEAKS

G2
5.6
5.6

G3
6.4
-

G4
7.8
7.1

G5
8.8
8.1

G6
10.2
9.1
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Figure 2. Measured extinction spectra of the Titanium/Nickel comb
antennas with geometries listed in Tab. 1

G3
G6

TABLE III.

WAVELENGTH OF THE SIMULATED EXTICNTION
PEAKS

Ti / µm
Ni / µm

G1
4.6
4.3

G2
5.4
5.2

G3
6.1
6.1

G4
7.8
7.8

G5
9.6
9.6

G6
10.5
10.5

0.1
4

0

3.5
-0.1

2.9

Ni

|E|/E0

The simulated extinction spectra of the comb antenna
geometries investigated here are shown for both materials
in Fig. 3. Table 3 shows the spectral positions of the
simulated extinction peaks. Sharp extinction peaks are
predicted for both antenna materials. However, while the
spectral positions of the simulated and experimentally
measured peaks coincide very well, especially for small
antenna widths, the simulated extinction spectra exhibit
higher and significantly narrower peaks. These disparities
can be ascribed to the non-ideal fabrication process as
well as the non-idealities of the materials itself. One
strategy to improve agreement between simulated and
measured extinction spectra is to characterize the
permittivity data of our Titanium/Nickel layers
experimentally and use those values for simulation.

16

Figure 3. Simulated extinction spectra of the Titanium/Nickel comb
antennas with geometries listed in Tab. 1

z [mm]

B. Simulation

G2
G5

14

0.4

1.7
1.2

0.2
0

2.3

0.6
0

Ti
-1

-0.5

0

0.5

1

x [mm]
Figure 4. Simulated crossection field intesety map for an Ni/Ti atenna
with a pitch of 2.25 µm and a width of 1.1 µm at a iradiation
wavelength of 7.8 µm
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Cross-sectional plots in Fig. 4 show the electric field
distribution for both materials for the grating G4 at the
extinction peak wavelength of 7.8 µm. In both cases a
strong electric field enhancement is shown at the antenna
corners at the antenna substrate interface. The electric
field distribution verifies that the extinction peaks in the
spectra are due to plasmonic modes forming at the
antenna substrate interfaces leading to a strong electric
field enhancement in the corners of the antennas.

V.

[1]

[2]

[3]

Comparing simulation and experimental results one can
see that the extinction peaks observed in measurement are
well reproduced in simulation and can be attributed to a
plasmonic mode forming at the interface of the antenna
and the substrate. Such structures could be used to boost
the performance of mid infrared sensors based on hot
electron photoemission in Schottky-diodes by forming
plasmonic modes and giving rise to an increased
generation of hot electrons directly at the interface at with
the Schottky-barrier forms [1].

[4]

[5]

[6]

[7]

IV.

CONLUSION

Our experimental results indicate that Nickel and
Titanium can be used as alternative materials for the
fabrication of plasmonic enhanced mIR photodetectors in
the wavelength region from 4 µm to 11 µm. We showed
that it is possible to excite plasmonic modes in comb
antennas made out of Titanium and Nickel. We found
that a precise structuring and a clean surface between the
single comb fingers is crucial to the performance of the
antennas. To utilize this sensor concept, it is necessary to
electrically characterize the Schottky-diodes formed out
of the comb-antenna and the Si substrate and investigate
the behavior of the photodetectors under external
illumination.

[8]

[9]

[10]

[11]
[12]
[13]
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Abstract - Strained modulation-doped quantum wells
(QW) offer a huge potential for semiconductor device applications due to their high mobility. The material Ge is particularly interesting here, exhibiting the highest bulk hole-mobility of all known semiconductors. However, the growth for
Ge QW structures is quite complex and a special virtual substrate (VS) technique is needed. The VS is commonly grown
with thicknesses of over 1 µm, making it difficult for integration with other devices on a single chip. In this paper, we report on the growth of a 15 nm thick strained Ge QW on top
of a Si1-xGex VS and Si0.2Ge0.8 buffer layer, using Molecular
Beam Epitaxy. The Si1-xGex VS is grown by deposition of
100 nm Ge with a subsequent high-temperature annealing
step, followed by a 100 nm thick Si0.2Ge0.8 buffer layer. The
resulting two-dimensional hole gas reaches a hole mobility of
over 8⸳104 cm2 V-1 s-1 with a corresponding sheet carrier density of 5.7⸳1011 cm-2 at 8 K. The Ge QW is further analysed,
and comparing it to a sample with a higher VS thickness, a
possible limitation of the mobility due to background doping
is being discussed. These results show that complementary
metal-oxide-semiconductor (CMOS) compatible device integration of the Ge QW is possible, thin buffer layers suffice for
the mobilities achieved and background doping limits the
low-temperature mobility.
Keywords – Ge, SiGe, High Mobility, Quantum Well, MBE

I.

INTRODUCTION

One of the most critical parameters for any semiconductor device is carrier mobility, as it determines the performance of an electron device. The material Ge is particularly
interesting here since it exhibits the highest bulk hole-mobility of all known semiconductors and can be integrated
onto Si substrates within a well-qualified integrated stateof-the-art circuit technology. By introducing compressive
strain, particularly by using a Si1-xGex/Ge/Si1-xGex heterostructure, the mobility can be further increased [1].
Concerning this, there has been a lot of improvement
regarding the mobility of holes in Ge quantum well (QW)
structures with compressively strained Ge on Si1-xGex. Xie
et al. [2] reported on a Molecular Beam Epitaxy (MBE)grown Ge QW reaching a mobility of 55,000 cm2 V-1 s-1.
Switching to Chemical Vapor Deposition (CVD), mobilities increased to 120,000 cm2 V-1 s-1 [3,4] and even exceed
1,100,000 cm2 V-1 s-1 [5-7]. This high mobility was attributed to a high purity Ge QW in combination with a very
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low background impurity level that is achieved from the
reduced pressure CVD. However, the Si1-xGex buffer thicknesses below the Ge QW always go beyond 1 µm. This
leads to many drawbacks for device applications. A Ge QW
with a rather thin Si1-xGex buffer layer has already been
shown [8] where the room temperature mobility is comparatively high, however, the low-temperature mobility can be
improved, as well as the thickness further reduced [9].
Making the virtual substrate (VS) very thin enables the
easier combination of a Ge QW together with other devices
on a single chip, allowing for much better integration of circuits [10]. In addition to the integration aspect, reducing the
buffer thickness to a minimum helps to diminish the penalty
of the low thermal conductivity of Si1-xGex compared to
pure Si [8]. Lastly, a thin buffer reduces the material needed
to grow the heterostructure, saving time and resources.
In this work, two identical strained Ge QW channels
were grown with only the buffer layer thickness varied. The
thickness of the Si1-xGex VS for both samples is scaled
down to 100 nm, followed by a Si0.2Ge0.8 buffer layer with
100 nm (sample B) and 500 nm (sample A) in thickness,
respectively. The crystal qualities of the two samples were
analyzed using High-Resolution X-Ray Diffraction
(HR-XRD) and the surfaces were analyzed using Atomic
Force Microscopy (AFM). The samples were processed
into van-der-Pauw (vdP)-structures to carry out temperature-dependent Hall measurements between 8 K and 300 K,
to show the effects of thin buffer layers regarding the mobility and sheet carrier density, as well as possible limitations of the mobility.
II.

EXPERIMENTAL DETAILS

A. MBE Growth Procedure
The p-type Ge QW heterostructures were grown by
MBE on top of B-doped 4”-Si(100) substrates with a high
resistivity of ≥ 1000 Ωcm. Prior to the epitaxial growth, an
in-situ thermal desorption step at 900 °C was performed to
remove the native oxide from the surface of the wafer [11].
Fig. 1 shows the schematic layer stack for samples A and
B. The growth starts with a 50 nm thick layer of Si to
smoothen the surface, cover remaining surface contaminants and thus ensure high quality of all subsequent layers.
Then, an intrinsic layer of Ge with a thickness of 100 nm
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Figure 1. Schematic layer stack for strained Ge QW’s on Si substrates.
The thickness of the buffer is 500 nm and 100 nm for samples A and B,
respectively.

was grown at 330 °C, followed by a thermal annealing step
at 860 °C for 30 min. This forms the Si1-xGex (VS) because
at these high temperatures Si atoms diffuse from the substrate into the Ge layer to create a Si1-xGex layer. The Ge
content can be set via annealing temperature and annealing
time. With the parameters selected, a Ge content of 80 %
can be achieved. The Si0.2Ge0.8 buffer layer (growth temperature at 430 °C) was then grown 500 nm thick for sample A, and 100 nm thick for sample B. The following 15 nm
Ge layer was grown at 430 °C, creating the compressively
strained Ge QW. The holes for the two-dimensional hole
gas (2DHG) in the Ge QW are supplied by a B-doped
Si0.2Ge0.8 layer, separated by a Si0.2Ge0.8 spacer, both 20 nm
in thickness and grown at 250 °C. The growth of the Bdoped layer starts with a pre-buildup because of the surface
segregation of B in Si1-xGex. For this, 2.2⋅1011 cm-2 B atoms
were pre-deposited, followed by 20 nm doped Si0.2Ge0.8
material with a concentration of 1.1⋅1018 cm-3. This doping
process creates an atomically abrupt doping transition. Finally, the cap layers consisting of 30 nm Si0.2Ge0.8 and 2 nm
Si were grown at 430 °C.
B. Sample Fabrication
VdP-structures were processed using a well-established
shadow mask process. After cleaning the samples and removing the native oxide from the surface using Hydrofluoric acid with a concentration of 2.5 % for 10 s, 200 nm
thick Aluminium (Al) contacts separated by 7 mm were deposited onto the surfaces via e-beam evaporation. The contacts were then annealed under N2 atmosphere at 250 °C for
5 min. Using a diamond scribe, the samples were finally
scratched and cleaved into 7 x 7 mm2 squares, with the contacts in the corners to create vdP-structures. To exclude any
variations across the wafer, the vdP-structures originate
from the same position of their respective wafer.
III.

SAMPLE ANALYSIS

A. X-ray Diffraction Analysis
All samples were characterized by HR-XRD, with rocking curves of the symmetric (004) reflex and reciprocal
space maps (RSM) of the asymmetric (-2-24) reflex. The
rocking curves of the symmetric (004) reflex of both samples are plotted in Fig. 2, with the reflexes of Si1-xGex VS,
Si0.2Ge0.8 buffer, and strained Ge QW labeled. Additionally,
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Figure 2. HR-XRD rocking curves of the symmetric (004) reflex of
samples A and B. The reflexes of Si1-xGex VS, Si0.2Ge0.8 buffer, and
Ge QW can be observed. The right figure shows the Si(004) reflex of
the substrate.

oscillations in the intensity signal can be observed, which
are thickness fringes that result from the pseudomorphic
growth of the Si0.2Ge0.8 buffer and the Ge QW on the Si1xGex VS. These oscillations are also an indication of very
good crystal quality of the epitaxial layers.
The RSM diffractogram of the asymmetric (-2-24) reflex of the two samples under investigation are displayed in
Fig. 3, with the left RSM showing sample A and the right
one sample B. The four peaks showing the Si substrate on
the relaxation line, the Si1-xGex VS, the Si0.2Ge0.8 buffer
layer, and the Ge QW layer are labeled. In Tab. 1 the measured perpendicular a⊥ and parallel a‖ lattice values for the
Si1-xGex VS and the Si0.2Ge0.8 buffer of both samples are
listed. Assuming a biaxial deformation, the unstrained lattice constant a0 and the strain ε∥ can be calculated from
these values according to [12]. For the calculations, the
Poisson coefficient of ν = 0.27 was used. The Ge content
was calculated using Vegard’s law. The Si0.2Ge0.8 buffer
layers of the two samples show slightly different Ge contents, with 78.6 % Ge in sample A and 80.9 % in sample B,
as well as slightly different tensile strain, with 0.11 % strain
in sample A and 0,08 % strain in sample B. It is visible that
the Si0.2Ge0.8 buffer layers and the Ge QW’s in both samples have the same in-plane lattice constants as their corresponding Si1-xGex VS, and the difference in Si1-xGex buffer
thickness between the samples has no effect on the strain of
the Si0.2Ge0.8 buffer layer. The thinner Si1-xGex buffer in
sample B even has a slightly lower strain compared to the
thicker Si1-xGex buffer in sample A. The Ge QW is very
difficult to analyze due to the thickness oscillations and the
low thickness of 15 nm. However, the strain can be calculated with the parallel lattice constant of the Si0.2Ge0.8
buffer. For samples A and B, the compressive strain is -0.75
% and -0.74 %, respectively. Concluding, that with buffer
thicknesses in the region of our samples, only the diffused
100 nm thick Si1-xGex VS affects the strain of the buffer
layer (and therefore the Ge QW), and showing the importance of the diffusion step during the growth of the layer
stack.
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TABLE I.

LATTICE CONSTANTS OF SAMPLES A AND B

Sample

Layer

a⊥ (Ȧ)

a∥ (Ȧ)

a0 (Ȧ)

ε∥ (%)

Ge content (%)

A

Si1-xGex VS
Si0.2Ge0.8 buffer
Ge QW

5.5956
5.6044
-

5.6110
5.6151
5.6151

5.6023
5.6091
5.6576

0.15
0.11
-0.75

75.6
78.6
100.0

B

Si1-xGex VS
Si0.2Ge0.8 buffer
Ge QW

5.5900
5.6110
-

5.6152
5.6187
5.6187

5.6010
5.6143
5.6576

0,25
0.08
-0.74

75.0
80.9
100.0

Figure 3. HR-XRD RSM for the asymmetric (-2-24) reflex of samples A and B.

Figure 4. 20 x 20 µm² AFM scan of the surface of samples A and B. The RMS roughness for samples A and B are 2.8 nm and 3.8 nm, respectively.
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B. Atomic Force Microscopy
AFM in tapping mode was used to examine the surface
topology of the samples. The corresponding AFM images
are shown in Fig. 4. For a scan size of 20 x 20 µm², the root
mean square (RMS) surface roughness of sample A is 2.8
nm, compared to sample B with 3.8 nm. Thus, the buffer
thickness clearly affects the surface roughness of the samples, with the thin sample showing a much rougher surface.
Taking into account, that the RMS roughness depends on
the scan size (for a scan size of 2 x 2 µm2 (not shown), the
corresponding RMS roughness for sample A and B is
0.6 nm and 1.0 nm, respectively) the values are still higher
compared to reported results so far [8,13].
C. Hall Measurement
Hall measurements were taken at temperatures between
8 K and 300 K, with a dark current of 100 µA. The hall
effect measurements were executed in forward and backward perpendicular direction to the sample surface, with the
magnetic field set to 0.61 T. Fig. 5 shows the temperaturedependent Hall mobility as well as the Hall sheet carrier
density of the Ge QWs. The extracted values at temperatures of 8 K and 300 K are given in Tab. 2. The mobility in
both samples is very similar at every temperature, with
sample B exhibiting slightly higher mobility at high temperatures due to the lower sheet carrier density, reducing
the probability of scattering. Regarding the sheet carrier
density, both samples show a constant and very similar density at low temperatures, indicating the presence of a 2DHG
in the Ge QW. With the temperature rising, the sheet carrier
density increases as the B-doped layer gets ionized. At high
temperatures, the sheet carrier density of sample A with
higher buffer thickness is significantly greater than sample
B.

IV.

DISCUSSION

Regarding the measurements taken, a possible factor
limiting the mobility can be found. Considering that the
strained Ge QW consists of pure Ge with only impurities,
alloy scattering can be excluded. Both samples show a
rougher surface compared to other structures, e.g. [8,13].
However, even with the rougher surface of sample B (compared to sample A) which potentially has rougher interfaces
at the strained Ge QW, the Hall measurement results in Fig.
5 show no impact on mobility and sheet carrier density at
low temperatures. A limitation of the mobility because of
interface roughness at low temperatures is therefore unlikely. Similarly, as it is well established that a thicker
buffer layer reduces the Threading Dislocation Density
(TDD), the comparison of the two samples show that the
difference in buffer thickness (and therefore the difference
in TDD in favor of sample A) has no impact on the mobility
at low temperatures [9]. Consequently, the TDD can be ignored as a factor limiting the mobility. The potential mobility limit via Remote Impurity Scattering (RIS) in sample B
can be calculated using equation (1) taken from [14]:
µ

≈ 16 𝜋𝑔 𝑔 𝑝 ⋅ 𝑒𝑑
≈ 9,31 ⋅ 10 𝑐𝑚 𝑉

/ℏ𝑁◻

(1)

𝑠

with valley degeneracy gν = 1, spin degeneracy gs = 2, hole
density of ps = 5.61⸳1011 cm-2, spacer height of deff = 20 nm
and a calculated sheet carrier density at the doped layer of
N◻ = 1.1⋅1018 cm-3 ⋅ 20 nm = 2.2⋅1011 cm-2. Since the calculated mobility limit via RIS at 9.31⋅105 cm2 V-1 s-1 is
much higher than the mobility achieved at low temperature,
a limitation by RIS is thus improbable. However, there is a
significant difference in the sheet carrier density between
the two samples. This can be attributed to background doping in the Si0.2Ge0.8 buffer, as that is the only difference between the samples. With the observed difference of sheet
carrier density, a first estimate for the background doping
can be calculated. At 300 K, this difference in density and
buffer thickness leads to a background doping concentration of the Si0.2Ge0.8 buffer layer of
𝑁

≈

,

(2.87 − 2.07) ⋅ 10 𝑐𝑚
(500 − 100) 𝑛𝑚

= 2 ⋅ 10

(2)

𝑐𝑚

Using equation (3) from [14], the corresponding background doping to the measured mobility of sample B results
in
Figure 5. Temperature dependent Hall mobility and Hall sheet carrier
density measurements for the Ge QW samples. The error of the individual measurements is smaller than the markers.

TABLE II.

Sample
A
B

,

,

≈

𝑔 𝑔 𝑝 ⋅𝑒
4√𝜋ℏµ

≈ 5,56 ⋅ 10

(3)

𝑐𝑚

HALL MOBILITY AND SHEET CARRIER DENSITY OF SAMPLES A AND B AT TEMPERATURES 8 K AND 300 K

Buffer layer
thickness (nm)
500
100
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𝑁

Mobility 8 K
(cm2 V-1 s-1)
80208 ± 29,88
81709 ± 33,04

Mobility 300 K
(cm2 V-1 s-1)
734 ± 0,81
863 ±0,24

Hole density 8 K
(cm-2)
5.61⸳1011 ± 1,81⸳108
5.67⸳1011 ± 2,35⸳108

Hole density 300 K
(cm-2)
2.87⸳1012 ± 7,55⸳109
2.07⸳1012 ± 6,05⸳108
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with valley degeneracy gν = 1, spin degeneracy gs = 2,
ps = 5.61⸳1011 cm-2 and mobility µ = 81709 cm2 V-1 s-1. The
calculated background doping concentration of
NA ≈ 5.56⸳1015 cm-3 is much lower than our roughly estimated value in our samples. However, using this calculated
concentration as a ballpark figure, the limitation of the mobility due to background doping seems very likely.
V.

CONCLUSION

This work has shown a high-mobility strained Ge QW,
which to the best of our knowledge, achieved the highest
mobility for MBE-grown samples. An ultra-thin Si0.2Ge0.8
buffer layer and Si1-xGex VS were used, each with a thickness of 100 nm, resulting in a thickness of only 200 nm below the Ge QW. Even with these low thicknesses, the HRXRD measurements have shown very good crystal quality.
The roughness results from the AFM are higher than reported results, and even though the roughness doesn’t seem
to be affecting the mobility at low temperatures, the roughness can be further reduced. The limiting factor of the mobility at low temperatures seems to be background doping.
The results from this work will contribute to the further integration of Si1-xGex on Si substrates, based on a relatively
easy to grow, time-saving, and efficient Si1-xGex VS technique.
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Abstract - Ge two-dimensional hole gases (2DHG) formed
in strained, modulation-doped quantum-wells are highly
suitable for future spintronic applications due to their good
electronic transport properties. For electrical spin injection
into a Ge 2DHG, the ferromagnetic alloy Mn5Ge3 can be used
as a contact material. The Mn5Ge3 layer can be grown as an
interlayer by interdiffusion between an evaporated Mn layer
and the Ge 2DHG. In this paper, we report on the growth of
a ferromagnetic Mn5Ge3 thin film directly on the strained Ge.
To this end, the Si20Ge80 capping layer covering the channel
was selectively removed using Ar+ ion milling. We investigate
the magnetic properties of Mn5Ge3 grown on a Ge (111)
2DHG by superconducting quantum interference device
magnetometry and compare the results to an unetched
Mn5Ge3 on Ge (111) reference. Furthermore, temperaturedependent Hall measurements using the Mn5Ge3 contacts on
the Ge (111) 2DHG confirm the electrical contact to the high
mobility 2DHG. These results are an important step towards
electrical spin injection into a Ge 2DHG which is a promising
material for future spintronic applications.
Keywords – Mn5Ge3; Ge (111) 2DHG; Recess-Etched;
Spintronics

I. INTRODUCTION
Ge based spintronics has attracted much attention in
recent years due to the high charge carrier mobility that can
be attained in the material. Especially through the growth
of modulation-doped Ge-quantum wells (QW),
researchers could demonstrate ultra-high hole mobilities in
two-dimensional hole gases (2DHG) [1], making the GeQW an excellent candidate for studying and observation of
spin-based electronic transport phenomena [2,3].
Efficient transport of spin polarization within
spin-based electronic devices is a prerequisite for their
realization. Therefore, a sufficiently long spin diffusion
length is an important requirement for spintronic
applications. The spin diffusion length is strongly linked to
the charge carrier mobility, since with each scattering
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event there is a certain probability for randomizing spin
orientation, known as the Elliott-Yafet mechanism [4].
Although spin transport in Ge 2DHG is interesting for
spintronic devices, no electrical spin injection has been
reported up to now. Indeed, one difficulty is to bring
ferromagnetic contacts to the buried channel without
depleting the 2DHG. Mn5Ge3 has already been used as
ferromagnetic contact material for spin injection into Ge
[5,6] and could be used for electrical spin injection into a
Ge 2DHG as well. Additionally, Mn5(Si1-xGex)3 was used
for spin injection into a Si two-dimensional electron gas
[7].
Mn5Ge3 has a Curie temperature of ~300 K and a
large degree of spin-polarization (42 %) [8]. These
properties make the compound suitable as a ferromagnetic
contact material. Furthermore, the conductivity of Mn5Ge3
is comparable to that of highly doped Ge or a Ge 2DHG,
so that there is no need to introduce a tunnelling or
Schottky barrier to prevent a conductivity mismatch [9].
In order to achieve high spin polarization at high
temperatures, the Mn5Ge3 contact layer should not contain
Si and should be thinner than 20 nm: It has been shown
that above a critical thickness of about 20 nm , the
magnetic domain structure of Mn5Ge3 layers is most
probably dominated by stripes with out-of-plane
magnetization alternatively pointing up and down [10].
The incorporation of Si reduces the Curie temperature and
the mean ferromagnetic moment per Mn atom until the
compound becomes antiferromagnetic for a Si
concentration larger than ~80 % [11].
In this paper, we report on the growth of a
ferromagnetic Mn5Ge3 thin film directly on a Ge (111)
2DHG. We present an Ar+ ion milling based process for
the removal of the Si1-xGex capping layer of Ge-QW
structures. The Mn5Ge3 is grown as an interlayer by
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interdiffusion between an evaporated Mn layer and the Ge
(111) 2DHG. We present and discuss results for the
magnetic properties of the grown Mn5Ge3 on a Ge (111)
2DHG, analysed by superconducting quantum interference
device (SQUID) magnetometry and compare the results to
an unetched Mn5Ge3 on Ge (111) reference. Finally, the
quality of the Ge (111) 2DHG with Mn5Ge3 contacts is
checked using temperature-dependent Hall measurements.
We show that the Ge 2DHG is electrically contacted and
not depleted by the recess-etch process.
II. EXPERIMENTAL
Experiments were carried out on top of a fully strained
Ge-QW layer on top of a relaxed Si1-xGex buffer as well as
on a Ge reference sample. In order to facilitate the
formation of Mn5Ge3 a (111) crystal orientation was
chosen for both samples.
Fig. 1 (a) and (b) shows the schematic cross-sections
of the layer sequence for the Ge 2DHG sample (referred to
as Ge (111) – 2DHG) and the Ge reference sample
(referred to as Ge (111) – Ref), respectively. The layer
sequences of both samples were grown by molecular beam
epitaxy (MBE).
The Ge (111) – 2DHG sample was grown on top of a
B-doped 4”-Si(111) substrate with a high resistivity of
𝜌 20 Ωcm. The active heterostructure itself includes a
15 nm thick biaxial compressively strained Ge-QW, a
20 nm thick intrinsic Si0.2Ge0.8 spacer layer and a 20 nm
thick doped layer, supplying the holes for the intrinsic
2DHG. The modulation doping in the supply layers was
realized via co-evaporation using B for the p-type doping.
A pre-build up technique was used to counteract
segregation losses. The structure was capped with a 2 nm
thick Si protection layer. More details about the growth
procedure are provided in [12].

The Ge (111) – Ref sample was grown on top of a Bdoped 4”-Si(111) substrate with a resistivity of 𝜌
0.005 Ωcm. After formation of the Ge virtual substrate
(VS), an intrinsic Ge surface layer with a thickness of
100 nm was grown.
The process for the formation of Mn5Ge3 on the
Ge (111) – 2DHG sample differs from the wellestablished process applied for sample Ge (111) – Ref.
While the Mn5Ge3 on the Ge (111) – Ref sample is
processed by evaporation of a Mn thin film with
subsequent annealing [13], the Si20Ge80 capping layer of
the Ge (111) – 2DHG sample must be removed before Mn
deposition and subsequent contact alloying. To this end,
we developed a process based on an Ar+ ion milling
process for the Si20Ge80 cap removal:
The process starts with the deposition of a SiO2 layer
using plasma-enhanced chemical vapour deposition with
subsequent wet-chemical structuring in buffered HF to
form a hard mask on the sample. The size of the oxide
window is 3𝑥3 mm and thus defines the area of the final
Mn5Ge3 contact. Patterning was realized using optical
contact lithography. For the recess-etch an Ar+ ion milling
process in a parallel plate reactive ion etching (RIE)
system was developed, working at a pressure of
10 mTorr and a power of 200 W. The process uses a DC
bias voltage of 580 V providing an etch rate of
approximately 8 nm/min for Si20Ge80, with weak
dependence of variation in etch rate with Si1-xGex
composition. The etch rate of the hard mask layer (SiO2) is
approximately 1.5 nm/min , resulting in an acceptable
selectivity between the SiO2 hard mask and the Si20Ge80
capping layer. For our sample, the entire Si20Ge80 capping
layer above the Ge channel was removed with this process
so that the Ge channel was exposed on the surface. After
cleaning the sample in HCl (12.5 % , a 12 nm thick Mn
layer was evaporated at a rate of 1 Å/s using an e-beam
5×
evaporator. The base pressure of the system was 𝑝
10 mbar before deposition. A thermal desorption step
was done before Mn deposition at 𝑇 = 100 °C for 𝑡 =
30 min. To form Mn5Ge3, the sample was annealed in situ
at a temperature of 300 °C for 10 min, consuming all
Mn in the SiO2 windows to form Mn5Ge3. The excess Mn
on the hard mask was then removed with an HCl Dip.
Finally, the structure was encapsulated with an evaporated
SiO2 layer. The individual steps of this process are
schematically shown in Fig 2.
After dicing into 3.5𝑥3.5 mm squares, the structure
was characterized using a Quantum Design
MPMS SQUID magnetometer.

Fig. 1: Schematic cross sections of the (a) Ge (111) – 2DHG sample and
(b) the Ge (111) – Ref sample investigated in this work. (thicknesses not
to scale)
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For the electrical characterization, van-der Pauw (vdP)
devices from the Ge (111) – 2DHG sample with electrical
contacts made using the Mn5Ge3 contact formation
described above (see Fig. 2) were fabricated as follows:
Prior to the Mn5Ge3 contact formation, a rectangular mesa
structure with a size of 3.5𝑥3.5 mm was etched using
RIE with CF4. Then, the process described above was used
for contacting the 2DHG with Mn5Ge3 using
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FIG. 2: Schematic process-flow for the formation of Mn5Ge3 on the Ge (111) – 2DHG sample based on a recess-etch using Ar+ ion milling: (a) deposition
and structuring of SiO2 hard mask, (b) recess-etch using Ar+ ion milling, (c) deposition of Mn, (d) annealing to form Mn5Ge3, (e) remove of
excess/unreacted Mn, (f) encapsulation with SiO2. (thicknesses not to scale)

500𝑥500 µm contact windows in the sample corners.
For these structures, the last process step, i.e. the
encapsulation with SiO2 was omitted. Instead Al contact
pads were deposited by E-beam evaporation and structured
using a lift-off technique.

maximum external field to 2 T. The curves were corrected
for a diamagnetic background signal arising from the
semiconductor substrate and the sample holder. Again, for
comparison both magnetization curves are normalized
with respect to their magnetic moment in saturation.

The Hall measurements on the vdP device were carried
out in a closed cycle cryostat in a temperature range of
8 K T 300 K using a direct current of 100 µA. The
external magnetic field was set to 0.6 T.

The coercivity of both samples is comparable with
𝐻 = 75.7 ± 25 mT and 𝐻 = 69.5 ± 25 mT for
sample Ge (111) – 2DHG and Ge (111) – Ref,
respectively. However, the Mn5Ge3 on Ge (111) – 2DHG
shows a slight double hysteresis. We attribute this
behaviour to an overlay of the pure Mn5Ge3 layer with an
additional existing Mn5(Si1-xGex)3 layer. This layer can
either arise if the Si1-xGex capping layer during the Ar+ ion
milling has not been removed completely or if the channel
has been over-etched. In both cases the Mn reacts with a
Si1-xGex layer during annealing, thus forming an additional
Mn5(Si1-xGex)3 layer.

III. RESULTS AND DISCUSSION
Fig. 3 shows the temperature-dependent in-plane
magnetization for both samples, i.e., Mn5Ge3 on
Ge (111) – 2DHG and Mn5Ge3 on Ge (111) – Ref. The
external in-plane magnetic field was set to 50 mT. For
comparison, both magnetization curves are normalized
with respect to their magnetic moment at 𝑇 = 5 𝐾.
The temperature-dependent magnetization confirms
the formation of an Mn5Ge3 layer. We obtain a Curie
temperature of 𝑇 = 282.7 ± 6.1 K and 𝑇 =
289.5 ± 2.9 K for sample Ge (111) – 2DHG and
Ge (111) – Ref, respectively. The values for both samples
are in good agreement with experimental results for the
Curie temperature of Mn5Ge3 reported so far [14]. Among
the possible compounds of Mn and Ge that can form, only
Mn5Ge3 is ferromagnetic with a Curie temperature of
around 300 K and exhibits no other magnetic phase
transition [15, 16].

We have also calculated the ratio between the remanent
magnetization and the magnetic moment in saturation
has been shown to be
𝑚 ⁄𝑚 . The ratio 𝑚 ⁄𝑚
a function of the thickness of the Mn5Ge3 layer [10] and to
decrease monotonically with increasing layer thickness.
Therefore, comparing the ratio between the two samples is
difficult, since the actual thickness of the grown Mn5Ge3
layer differs.
The extracted magnetic properties for both samples are
summarized in in table 1.

Fig. 4 shows the magnetization curves measured at a
temperature of 5 K. The inset shows the full scan with
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TABLE I. Summary of the extracted parameters from the SQUID
measurement for the samples investigated in this work. The coercivity
and the ratio were extracted at 𝑻 = 𝟓 𝑲.
Sample

Curie
temperature
TC/ (K)

Coercivity
HC/ (mT)

mrem / msat

Ge (111) – 2DHG

282.7 ± 6.1

75.7 ± 25

0.43 ± 0.01

Ge (111) Ref

289.5 ± 2.9

69.5 ± 25

0.60 ± 0.03

previous approaches [7]. To check the overall quality of
the Ge 2DHG, low-temperature Hall mobility is typically
used as a crucial figure of merit. Therefore, Fig. 5 shows
the temperature-dependent Hall mobility as well as the
Hall sheet carrier density of the Ge 2DHG with Mn5Ge3
contacts.
At low temperatures, the Hall sheet carrier density
remains constant, indicating the presence of a 2DHG in the
Ge-QW and therefore proving, that the Ar+ ion milling
process does not deplete the 2DHG. At the lowest
temperature of 𝑇 = 8 K, the 2DHG reaches the lowest
Hall sheet carrier density of 𝑝 = 5.37 × 10 𝑐𝑚 and
the highest Hall mobility of µ = 3.46 × 10 𝑐𝑚 𝑉 𝑠 .
Because our samples did not follow the standard MBE
growth protocols but rather were specifically designed for
the formation of ferromagnetic Mn5Ge3 contacts, the
measured 2DHG mobility is smaller than that of our
typical 2DHG samples on Si (100) substrates [12].

Fig. 3: Temperature dependence of the magnetization of the samples
measured from 5 K to 300 K in an external in-plane field 50 mT. The
magnetization curves are normalized to the magnetic moment at a
temperature of 5 𝐾 . The shaded area around the curves is the
measurement error. The Curie temperatures are determined by using the
derivative to 𝑇 = 282.7 ± 6.1 K and 𝑇 = 289.5 ± 2.9 K for the
Mn5Ge3 on the Ge (111) – 2DHG and Ge (111) – Ref sample, respectively.

Fig. 5: Temperature-dependent Hall mobility and Hall sheet carrier
density measurements for the Ge (111) – 2DHG sample with Mn5Ge3
contacts. The error of the individual measurements is smaller than the
markers.

IV. CONCLUSION

Fig. 4: In-plane magnetization curves of the samples studied at a
temperature of 5 K. The magnetization curves are normalized to the
magnetic moment in saturation. The shaded area around the curves is the
measurement error. The coercivities are determined to 𝐻 = 75.7 ±
25 mT and 𝐻 = 69.5 ± 25 mT for the Mn5Ge3 on the Ge (111) –
2DHG and Ge (111) – Ref sample, respectively.

So far, we have demonstrated the successful formation
of ferromagnetic Mn5Ge3 on a recess-etched Ge
(111) 2DHG QW structure. However, because quantum
confinement in QW structures is sensitive to the surface
potential of the Si1-xGex cap layers, the 2DHG could
potentially be depleted after recess-etching adopted in the
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In conclusion, we have studied the growth and the
magnetic properties of a Mn5Ge3 thin film (~15 nm) on
top of a recess-etched Ge-QW with (111) crystal
orientation. The Mn5Ge3 grows as interlayer by
interdiffusion between an evaporated Mn layer and the
Ge 2DHG. In our samples, the Ge 2DHG was capped with
Si20Ge80, which had to be removed before contact alloying.
For this purpose, an Ar+ ion milling process was developed.
Our experimental results for the magnetization clearly
demonstrate the ferromagnetic nature of the grown
Mn5Ge3 with a Curie-temperature of ~283 K and a
coercivity of ~76 mT . Furthermore, temperaturedependent Hall measurements using the Mn5Ge3 contacts
on the Ge (111) 2DHG confirm the electrical contact to the
high mobility 2DHG.
The realization of a ferromagnetic contact on a Ge
2DHG obtained in this work will further contribute to the
realization of an electrical spin injection into a Ge 2DHG,
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which is a promising material for future spintronic
applications.

[9]
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Abstract – The binary alloy semiconductor Ge1-xSnx is a
promising candidate for the monolithic integration of
optoelectronic circuits on Si due to its reported direct
bandgap at specific Sn concentration and strain. However,
while the directness of Ge1-xSnx improves with increasing Sn
concentration, compressive strain counteracts with this
trend. Since too high Sn concentrations lead to high amount
of crystal defects due to Sn segregation, the growth of strain
relaxed Ge1-xSnx would allow a decreasing Sn concentration
and therefore an increasing crystal quality at once. The key
issue is the growth of strain relaxed virtual Ge1-xSnx
substrates for the subsequent epitaxy of Ge1-xSnx device
structures, which seems to be the biggest obstacle with
molecular beam epitaxy (MBE) so far. In this work, we
report the epitaxy of partially relaxed Ge0.92Sn0.08 layers via
reduced pressure chemical vapor deposition (RPCVD),
which serve as virtual substrate for the consecutive MBE of
Ge0.92Sn0.08 diode structures. This consecutive epitaxy
process requires an extensive surface cleaning sequence,
which had to be developed first. The quality of the grown
diode structures was verified using X-ray diffraction (XRD).
Furthermore, diodes were fabricated and electrically
characterized. We will show that our approach is promising
for high quality Ge1-xSnx devices on Si.
Keywords – Germanium tin; molecular beam epitaxy,
reduced pressure chemical vapor deposition

I.

INTRODUCTION

The recent years have seen great progress in the field
of silicon (Si) photonics towards the monolithic
integration of electronic and photonic devices. However,
the monolithic integrated laser light source is the last
missing key component for optical on-chip communication. Si, as most common semiconductor, suffers from
an inability of efficient light emission due to its indirect
bandgap. This fact has been the driving force for research
on the realization of group IV direct semiconductor
behavior on Si. At least since the experimental demonstration of the optically pumped germanium tin (Ge1-xSnx)
laser [1 – 4], this material system has been studied as
promising direct semiconductor at high Sn concentrations
and specific strain.
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However, the epitaxy of high qualitative Ge1-xSnx
alloys remains the major challenge of most research
groups. One of the main obstacles is the lattice mismatch
of Ge1-xSnx to Si and Ge which leads to undesirable strain
and later relaxation by the formation of threading
dislocations and defects. Furthermore, strain promotes the
effect of Sn segregation, which leads to a high amount of
point defects and later on to the breakdown of the epitaxy
process itself [5]. A promising solution to overcome these
obstacles would be the strain-relaxed epitaxy of Ge1-xSnx
on virtual Ge1-xSnx-substrates.
In this paper, we present the epitaxy of partially
relaxed Ge0.92Sn0.08 layers using RPCVD. Afterwards,
these layers work as virtual Ge0.92Sn0.08 substrates
(GeSn-VS) for the consecutive epitaxy of strain-relaxed
Ge0.92Sn0.08 diode structures. A key challenge in this
process is the efficient removal of the native oxide, which
is formed during the transfer from RPCVD to MBE. Due
to the alloy of germanium (Ge) and tin (Sn), the sample
surface is covered with a composite oxide as well. From
particular interest is also the removal of segregated Sn
atoms which are expected to interfere the consecutive
epitaxy process. In order to handle these difficulties, we
investigated different methods for the intermediate sample
cleaning. Afterwards, a Ge0.92Sn0.08 layer was grown using
MBE to validate the functionality of the sample cleaning
method.
Using the best sample cleaning method, Ge0.92Sn0.08
diode structures were grown via MBE on the GeSn-VS.
The crystal quality and the alloy composition were
analyzed by means of X-ray diffraction (XRD). In the
framework of a subsequent single mesa process, diodes
were fabricated using standard semiconductor process
technology. Finally, the fabricated diodes were electrically
characterized for further qualitative evaluation of the
crystal quality of the fabricated semiconductor alloy. Our
findings allow us continuative experiments on the epitaxy
of more complex device structures on GeSn-VS.
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II.

SAMPLE FABRICATION

A. Reduced Pressure Chemical Vapor Deposition
The epitaxy of the virtual Ge0.92Sn0.08 (GeSn-VS)
substrate was performed on a 200 mm Aixtron tricent
reduced-pressure chemical vapor deposition (RP-CVD)
reactor. In order to remove the native oxide, pre-epitaxial
cleaning was performed ex-situ via hydrofluoric acid (HF)
vapor and in-situ by a pre-bake at around 850 °C in
hydrogen (H2). The GeSn-VS with a thickness of
dGeSn-VS = 500 nm is based on a virtual Ge substrate
(Ge-VS) with dGe-VS ≈ 2.5 µm [6]. The deposition was
performed using the commercially available precursors
digermane (Ge2H6) and tin tetrachloride (SnCl4) at a
substrate temperature of TS = 360 °C in H2 ambient.
Rutherford backscattering spectroscopy (RBS) was used
afterwards to determine the actual thickness of the
GeSn-VS of dGeSn-VS = 495 nm and the actual Sn
concentration of cSn = 8 %.
B. Intermediate Sample Preparation
Subsequent to the RPCVD growth of the GeSn-VS,
the 200 mm substrate was diced into pieces with a size of
35 x 35 mm2 and smaller pieces with 10 x 10 mm2 to
enable different consecutive cleaning and epitaxy
experiments. In order to protect the sample surface, it was
covered with photoresist prior to the dicing.
After the dicing, the photoresist was stripped using
acetone and oxygen (O2) plasma treatment. The sample
surface was then cleaned with a Ge wet-chemical cleaning
procedure as follows: Eight-minute ultrasonic bath in
acetone, followed by a three-minute ultrasonic bath in
isopropyl and a rinsing step in deionized (DI) water.
Subsequent to the Ge wet-chemical cleaning, an O2
plasma treatment was used to remove last organic
residues.
The most necessary step prior to the consecutive
epitaxy step is the removal of the native oxide on the
sample surface, which is a mixture of germanium dioxide
(GeO2) and tin dioxide (SnO2). Therefore, different
methods were tested and evaluated prior to the actual
growth of the device structure.
For the first approach, sample 1 was cleaned in diluted
hydrochloric acid (HCl) with a concentration of 9 % for
t = 30 s, followed by two short dips in DI water. Instead of
the HCl cleaning, sample 2 was cleaned in diluted HF
with a concentration of 2.5 % for t = 15 s, followed by a

rinsing step in DI water to 18 MΩ to ensure the absence of
ionic contamination. These treatments should leave the
GeSn surface, similar to Ge, passivated, which prevents
reoxidation [7].
Subsequent to the native oxide removal, a Ge0.92Sn0.08
growth experiment was performed on each sample
individually. For this, the sample was immediately loaded
into the MBE system. A consecutive thermal desorption
step at TS = 300 °C for t = 30 min was performed to
desorb the surface passivation and prepare the surface for
the following epitaxy process. Afterwards, the substrate
temperature was reduced to TS = 160 °C and a Ge0.92Sn0.08
layer with dGeSn = 200 nm was grown on the GeSn-VS.
After the MBE growth, the samples were analyzed with
XRD and optical microscopy.
Fig. 1a) shows a photography of the sample 1, which
was cleaned using HCl. The bright parts of the image
mark areas of the sample surface with an increased
roughness, caused by segregated Sn. In contrast, dark
parts indicate the smooth epitaxial surface where no Sn
segregation took place. Interestingly, it can be clearly seen
that the Sn segregation proceeds and also stops along the
(001) and (010)-facets, which are tilted about 45 ° to the
sample edge at the (011) flat.
The red marked section is shown magnified by a factor
of 100 in the optical microscopy image in Fig. 1b). It
clarifies the difference between areas with and without Sn
segregation. Furthermore, the crosshatch pattern of the
underlying GeSn-VS is visible. In contrast to the results of
sample 1, the photography of the HF-treated sample 2 in
Fig. 1c) shows a homogeneous smooth sample surface.
The result of the XRD analysis is shown in the
comparison of the 2θ-ω scans of the symmetric (004)
reflection of sample 1 (black curve) and 2 (red curve) after
the consecutive MBE in Fig. 2. The 2θ-ω scan of sample 1
shows clearly the reflections of the Ge-VS (2θ = 66.1 °)
and the GeSn-VS (2θ = 65.1 °) and prove their good
crystal quality. Differences in the position of the GeSn-VS
related reflection can be led back to slight inhomogeneity
of this layer Besides that, the additional reflection at
2θ = 66.07 ° can be related to the grown Ge0.92Sn0.08 layer.
However, the reflections between 65.7 ° ≤ 2θ ≤ 65.9 ° can
be led back to the layer parts with a lower Sn concentration, caused by Sn segregation. In contrast to that, there
are no observable signs of Sn segregation in the 2θ-ω scan
of sample 2.

Figure 1. a) Photography of the HCl treated sample 1, b) Optical microscopy image of sample 1, c) Photography of the HF treated sample 2

MIPRO 2021/MEET

59

TABLE I. LATTICE PARAMETER OF DEVICE STRUCTURE
a|| [Å]
5.7150

a⟘ [Å]
5.7264

a0 [Å]
5.7214

ε|| [%]
-0.1

cSn [%]
7.7

The device layer stack starts with a p-type doped GeSn
layer with a thickness of dp-GeSn = 300 nm and an acceptor
concentration of NA = 5∙1019 cm-3. The growth continues
with an intrinsic GeSn layer with a thickness of
di-GeSn = 100 nm. Finally, a n-type doped GeSn layer with
a thickness of dn-GeSn = 100 nm and a donor concentration
of ND = 5∙1019 cm-3 completes the device.

Figure 2. Comparison of the 2θ-ω scans of sample 1 (HCl treatment) and
sample 2 (HF treatment) after the consecutive MBE of a Ge0.92Sn0.08 layer

C. Molecular Beam Epitaxy
The consecutive MBE process was performed on a
150 mm solid source MBE system. The matrix elements
Ge and Sn and the dopants B and Sb were evaporated
using a Knudsen effusion cell. For the MBE of GeSn, the
substrate temperature is the most critical growth parameter. Therefore, the substrate temperature was measured
and controlled using a well calibrated thermocouple as
well as a mid-infrared pyrometer with a spectral
sensitivity in the range of 8 µm ≤ λ ≤ 13 µm.
The epitaxy of the device structure, as shown in
Fig. 3a), is based on the GeSn-VS described in subsection
II-A, which is on its part based on a p-type doped Si(001)
substrate. The native oxide was removed using diluted HF
(2.5 %, see sample 2), which showed the better results.
The process starts with the described thermal desorption
step at TS = 300 °C for t = 30 min to prepare the surface of
the GeSn-VS for the following epitaxy process.
Afterwards, the substrate temperature was reduced for the
epitaxy of the desired device structure, which is shown in
Fig. 3a), to TS = 160 °C to suppress Sn segregation.
In order to ensure the lattice matched growth of the
GeSn layers, the Sn concentration was chosen to
cSn = 8 %.

The crystal quality was confirmed afterwards using
XRD. The comparison of the 2θ-ω scans of the symmetric
(004) reflection of the GeSn-VS and the device structure
in Fig. 2b) confirms an excellent crystal quality compared
to the underlying GeSn-VS. Furthermore, the two
distinguishable reflections can be related to the p-type
doped GeSn bottom layer (righthandside) and the intrinsic
and n-type doped GeSn layers (lefthandside).
The degree of strain was analyzed further using XRD
reciprocal space mapping (RSM) of the asymmetric
(-2-24) reflection. The RSM, with already transformed
coordinates, is shown in Fig. 2c). Furthermore, the inplane lattice constant a|| and the out-of-plane lattice
constant a⟘ were extracted of the RSM. Afterwards, the
relaxed lattice constant a0 was calculated using (1).


a0 = (a⟘ + 2μa||) / (1 + 2μ) 



In (1), the factor μ is defined as the ratio of the elastic
constants C12 and C11, which is itself dependent of the Sn
concentration cSn. The factor μ can be expressed by (2)
according to [8].


μ = C12 / C11 = 0.3738 + 0.1676cSn − 0.0296cSn2  

In the next step, the relaxed lattice constant a0 was
used to calculate the in-plane strain ε|| and the actual Sn
concentration cSn. The results are summarized in Tab. I
The results confirm the almost perfect lattice matching
due to the low in-plane strain of ε|| = -0.1 %. Furthermore,
the actual Sn concentration of cSn = 7.7 % is only slightly
lower than the desired value.

Figure 3. a) Schematic device structure, b) 2θ-ω scan of the device structure and the corresponding GeSn-VS, c) RSM of the device structure
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D. Device Fabrication
Subsequent to MBE growth of the device layer stack, a
single mesa process was used to fabricate devices out of
the sample.
The device process starts again with the Ge wetchemical cleaning procedure as described before in B.
Prior to the consecutive lithography step, the native oxide
was removed using a two-step oxide etch, as described as
follows: A bath in diluted HCl (9 %) for t = 30 s, followed
by two short dips in DI water. Afterwards, the sample was
etched in HF (2.5 %) for t = 15 s, followed by a bath in DI
water up to 18 MΩ.
The oxide removal is used to improve the adherence of
the photoresist since the native GeO2 is water soluble. For
further improvement of the adherence of the photoresist,
hexamethyldisilazane (HMDS) was directly applied on the
sample surface. A standard positive lithography step, as
described as follows, was performed for the mesa
lithography: Spin coating of photoresist AZMIR701,
exposure with the i-line (365 nm) of a mercury vapor
lamp, development with AZMIF726 and two short rinsing
dips in DI water.
Afterwards, the mesa structure was etched using
inductive coupled plasma reactive ion etching (ICP-RIE)
with hydrogen bromide as etchant. The resist was then
removed using O2 plasma treatment. In order to reduce the
thermal budget, the plasma power was kept as low as
possible at P = 400 W.
Subsequent to the mesa etching, the sampler surface
was cleaned and the native oxide was removed with the
previously described procedures. In order to passivate the
mesa surface, silicon dioxide (SiO2) was deposited using
plasma enhanced chemical vapor deposition (PECVD)
with tetraethyl orthosilicate (TEOS) and O2 as precursors
at TS = 250 °C. Afterwards, contact windows were defined
using lithography and a two-step etching of the SiO2.
Firstly, the SiO2 was etched using RIE with fluoroform as
etchant leaving a residual oxide with a thickness of
dSiO2 = 50 nm. In order to achieve a smooth semiconductor
surface inside the oxide window, the residual oxide was
removed wet-chemically with buffered HF.
After resist stripping and Ge wet-cleaning of the
sample surface, a metallization stack of titanium with
dTi = 100 nm and aluminum with dAl = 500 nm was deposited using e-beam evaporation. The consecutive structuring of the metallization was performed with ICP-RIE
and HBr as etchant.
Fig. 4 shows a scanning electron microscopy (SEM)
image of an exemplary diode with a mesa radius of
rM = 20 μm. While a detailed view of the mesa structure
can be seen in the upper inset of Fig. 4, the lower inset of
Fig. 4 shows a schematic drawing of the fabricated device.
III.

DEVICE CHARACTERIZATION

For further analysis of the material, the finalized
diodes were electrically characterized using a Keithley
4200 semiconductor characterization system.
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Figure 4. SEM image of an exemplary diode. Upper inset: Detailed view
on the mesa structure. Lower inset: Schematic drawing of the device.

For the DC characterization, the diode voltage was
varied in the range of -1 V ≤ vD ≤ 1 V. A set of current
density characteristics of diodes with different mesa radii
of 1.5 μm ≤ rM ≤ 80 μm is shown in Fig. 5a). Overall, the
diodes show a very good diode behavior with an on-offcurrent ratio of up to three orders of magnitude. The good
areal proportionality indicates the current flow through the
device and proves the good passivation of the mesa
surface. Fitting the measurement data within the
exponential diode range of 0.2 V ≤ vD ≤ 0.4 V results in an
ideality factor of ηGeSn ≈ 1.71.
For a better quantitative evaluation of the results, a
comparable Ge reference diode structure was grown via
MBE. Here, the Ge-VS was fabricated as described in [9]
with an additional Ge buffer layer with dGe-Buffer = 400 nm.
The thicknesses and doping concentrations of the device
layer structures were chosen the same as for the GeSn
diode structure. Afterwards, the reference sample was
processed using the same single mesa process as the GeSn
diode. Fig. 5b) shows a comparison of the current density
characteristics of diodes with rM = 5 μm of the GeSn diode
and the Ge reference. As can be seen, the ideality factor of
the GeSn diode is with ηGeSn = 1.71 in the same range as
of the Ge reference with ηGe-Ref = 1.76. This indicates a
comparable crystal quality of the GeSn and the Ge diode
structure. However, the Ge reference diode shows a
reverse current density at vD = -1 V of j-1V,Ge = 0.79 A∙cm-2
which is almost three orders of magnitude lower
compared to the GeSn diode at j-1V,GeSn = 569 A∙cm-2.
Furthermore, the increase of the reverse current density of
the GeSn diode is significantly stronger compared to the
Ge reference diode.
For the intrinsic Ge region, an unintentional p-type
doping concentration of NA,i-Ge ≈ 1016 cm-3 is expected due
to the Ge evaporation using a BN crucible. However,
according to [10] an acceptor-like defect density in the
range of NA,i-GeSn ≈ 1018 cm-3 can be expected for intrinsic
GeSn. These acceptor-like defect states, such as Sn
vacancy complexes [10, 11], could lead to a higher
generation and explain therefore stronger increase of the
reverse current density. Therefore, a possible approach for
further improvement is the effective reduction of these
acceptor-like defects.
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Figure 5. a) Comparison of the current density characteristics of GeSn diodes with mesa radii varying from 2 μm ≤ rM ≤ 80 μm. b) Comparison of the
current density characteristics of a GeSn diode and an identically processed Ge reference diode with a mesa radius of ≤ rM = 5 μm.

IV.

CONCLUSION

In this work we successfully performed the combined
epitaxy using CVD for the growth of a virtual GeSn
substrate and MBE for the growth of a strain-reduced GeSn
diode. For this, we investigated the most suitable method for
the intermediate sample cleaning and native oxide removal.
The best results were achieved using an HF bath with a
consecutive thermal desorption step at TS = 300 °C for
t = 30 min.
The layer characterization via XRD revealed a very good
crystallinity. The further evaluation of the XRD RSM results
prove a good agreement of the aspired and the actual Sn
concentration of cSn = 7.66 and a low in-plane strain of
ε|| = -0.1 %.
The subsequently processed devices were used for the
further evaluation of the material quality using electrical
characterization. The further evaluation of the measurement
results revealed a reverse current density of jD = 569 A∙cm-2
and an ideality factor of η = 1.71. Despite the high reverse
current density, the material quality is comparable to the
results of identically processed Ge reference diodes. A
possible explanation for the high reverse current density
could be acceptor-like defect states, such as Sn vacancy
complexes. The reduction of these acceptor-like defects
offers room for future improvement of the epitaxy process.
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Abstract - The combination of the ternary alloy
SixGe1-x-ySny with Ge1-ySny is very promising for
electrooptical applications in the near infrared regime up to
2.5 µm wavelength. With the tunable bandgap at a nonvarying lattice constant SixGe1-x-ySny is predestined for the
lattice matched growth on a Ge virtual substrate and the
integration of pseudomorphic Ge1-ySny layers with high Sn
content (> 10 %). The main challenge of the growth of such
alloys is to achieve a low density of defects. However, in the
last few years there was a major progress in growing highly
doped SixGe1-x-ySny layers with good crystal quality. In this
work we investigate the electrical characteristics of a
SixGe1-x-ySny/Ge/Ge1-ySny -pin-heterodiode in a temperature
range from 300 K to 8 K. This temperature depended
measurement provides the opportunity for a more precise
characterization of such diodes. A linear relation between
reciprocal temperature and the ideality factor is found. With
the extrapolation of this relation up to room temperature the
ideality factor of the diode is calculated (𝜼 = 𝟏. 𝟐𝟐). From
the temperature dependent reverse current the activation
energy is determined (𝑬𝑨 = 𝟎. 𝟏𝟕𝟖 𝐞𝐕) . We discuss the
possibility to utilize such diodes for near infrared electrooptical applications.
Keywords
–
SiGeSn,
Heterodiode,
Characterization, Low Temperature,

I.

Electrical

INTRODUCTION

For the past decades, there has been a keen interest for
integrating near-infrared (NIR) detectors and emitters on a
Si-platform for lab-on-chip applications and on-chip /
inter-chip communication [1]. The use of materials, which
are compatible with Complementary-Metal-OxidSemiconductor technology, is essential for low-cost and
high-volume fabrication.
The integration of Ge pin-diodes on a Si-platform is a
popular technology for detector applications in the NIR
wavelength regime [2]. Due to the smaller direct bandgap
of Ge with respect to Si the efficient detection of
wavelengths up to 1.6 µm is possible. At the same time,
this bandgap limits the Ge pin detectors. While group IIIV semiconductors can achieve much smaller bandgaps, the
existing approaches for integration of such detectors on the
Si-platform is complex [3]. Easily integrable solutions
such as Schottky-barrier photodiodes are investigated, but
cannot yet compete with Ge pin diodes due to their low
internal quantum efficiency [4].
Ge1-ySny alloys are a promising material system, to
enable group IV pin diode detectors exceeding the range
of applications beyond 1.6 µm. The incorporation of Sn,
with its negative direct bandgap, into Ge leads to a

MIPRO 2021/MEET

decrease of the bandgap [5]. Depending on composition
and strain, bandgaps corresponding to a wavelength of
2.5 µm at Sn concentrations of 11 % have already been
demonstrated [6].
Additionally, with increasing Sn concentration in
relaxed grown Ge1-ySny layers the direct bandgap
decreases faster than the indirect bandgap leading to a
direct material. The transition from an indirect to a direct
material is predicted for a Sn concentration in the range
from 6.5 % to 11 % [7, 8]. However, the relaxation process
is related to the formation of threading dislocations,
making the layer inefficient for photonic applications.
Thus, the incorporation of a pseudomorphic Ge1-ySny layer
with good crystal quality is preferred. This can be achieved
by growing quantum well (QW) structures using a Ge
virtual substrate (VS) and a lattice matched SixGe1-x-ySny
layer on a Si substrate. The incorporation of Si into
SixGe1-x-ySny leads to a higher bandgap at the same lattice
constant. Therefore, the cladding layers are transparent for
photons in the wavelength regime of the QW. With such
devices it could be possible to detect as well as emit light
in the NIR region beyond 1.6 µm. To assess the potential
of these alloys it is necessary to characterize potential
devices optically as well as electrically.
In this work, we present the electrical characterization
of a SixGe1-x-ySny/Ge/Ge1-ySny -pin-heterostructure. High
resolution X-ray diffraction (HR-XRD) measurements are
taken to examine the crystal quality of the heterostructure
as well es the Sn concentration of the QW. To obtain the
temperature-dependent ideality factor of the pinheterostructure, current-voltage sweeps were performed in
a temperature range from 300 K to 8 K. To determine the
activation energy the reverse current at -1 V is evaluated.
II.

EXPERIMENTAL DETAILS

A. MBE Growth
The SixGe1-x-ySny/Ge/Ge1-ySny -separate confinement
heterostructure (SCH) was grown in a 6”-MBE-System on
a (100) Si-substrate as schematically depicted in Fig. 1.
After building an ultra-thin Ge VS [9], the active layer stack
was grown. The bottom layer of the stack is a 400 nm B
doped Si0.367Ge0.533Sn0.1 layer with an acceptor
concentration 𝑁𝐴 = 1 ⋅ 1019 cm−3 . The intrinsic region
consists of a 10 nm thick pseudomorphic Ge0.842Sn0.158 QW
embedded into two 145 nm thick Ge layers. Due to Bdiffusion from the BN crucible of the effusion cell, the ptype background doping of the intrinsic Ge is
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Figure 1. Schematic layerstack of the SixGe1-x-ySny/Ge/Ge1-ySnySCH-structure with nominal thicknesses and compositions.

𝑁𝐴 = 1 ⋅ 1016 𝑐𝑚−3 . The p-type background doping of
the Ge1-ySny QW is in the range of 𝑁𝐴 = 1 ⋅ 1017 𝑐𝑚−3
[10]. For a good ohmic contact a highly Sb doped, 200 nm
thick Si0.367Ge0.533Sn0.1 layer with a donor concentration of
𝑁𝐷 = 1 ⋅ 1019 cm−3 was grown. Further details of the
growth process are provided in [11].

Figure 2. SEM image of the fabricated diode. The top contact,
bottom contact and the diode are marked.

The current-voltage characteristics of the diode was
measured in Kelvin configuration, i. e. no wire-resistance
is involved. The minimum detectable current of the
measurement setup is 1 pA. The He-cooling enables a
temperature range from 300 K to ~8 K.
III.

B. Device Fabrication
The circular mesa was fabricated in a single-mesaprocess. A scanning electron microscope (SEM) image of
the final device is depicted in Fig. 2. The circular mesa is
electrically connected with two contact pads. The top
contact is implemented as ring-structure for electro-optical
operation. During the fabrication process, all cleaning
steps of the semiconductor surface are done consecutively
with acetone, isopropanol, O2-plasma, HF (2.5 %) and HCl
(12.5 %). The mesa, the oxide windows and the
metallization are patterned with optical contact
lithography. Subsequent to etching processes, the removal
of the photoresist took place in a O2-plasma. The etching
of the semiconductor and the metallization proceeded via
inductive-coupled-plasma reactive-ion-etching in an HBrplasma. For passivation a 300 nm thick SiO2 layer is
deposited at 250 °C via plasma-enhanced chemical-vapordeposition using TEOS and O2 as precursor. The contact
windows were etched in a CHF3-plasma with reactive-ionetching and finally opened with buffered HF. The
metallization consists of two layers. After cleaning of the
semiconductor surface, a 50 nm Ti layer was deposited by
evaporation, followed by a 1.8 µm thick sputtered Al layer.
Here the Ti layer acts as a diffusion barrier to avoid Al
spiking.
C. Experimental Setup
The
SixGe1-x-ySny/Ge/Ge1-ySny-SCH-diode
was
measured in a closed-cycle cryostat in combination with a
four-wire DC-measurement setup (KEITHLEY 4200
SCS). The samples were electrically connected via four
bond wires to a printed circuit board (PCB) which is
directly placed into the sample holder of the cryostat. The
pins of the PCB are connected to four coaxial wires which
are feed through a vacuum tight connector out of the
cryostat and connected with the source measurement unit
(SMU).
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RESULTS AND DISCUSSION

A. XRD Analysis
Fig. 3 shows the asymmetrical HR-XRD reciprocal
space map (RSM) around the (-2-24) Bragg reflex with the
individual peaks for the Si substrate, the Ge, the
SixGe1-x-ySny and the Ge1-ySny QW labelled accordingly.
The Ge peak contains the Ge VS and the intrinsic Ge
region. Furthermore, the pseudomorphic as well as the
relaxation line are shown.
As indicated by the relaxation line, the intrinsic Ge and
the Ge VS layers are fully relaxed with respect to the
underlaying Silicon substrate.
In contrast, the grown SixGe1-x-ySny is slightly tensile
strained ( = 0.0030). We attribute this to a slight
difference in composition resulting in a strained layer and
therefore in a change in the out-of-plane lattice constant
a┴.
Most importantly, the Ge1-ySny QW has the same inplane lattice constant a|| as the underlaying Ge and
SixGe1-x-ySny, thus confirming the pseudomorphic growth

Figure 3. RSM around the (-2-24) Bragg peak of the
SixGe1-x-ySny/Ge/Ge1-ySny -heterostructure.
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of the active layer. To obtain the Sn concentration we
calculated the relaxed lattice parameter a0 out of the inplane and out-of-plane lattice parameters [12]. Using
Vegard’s law, we can calculate the Sn concentration to be
15,8 %.
B. Electrical Characterization
The current-voltage characteristics of a circular mesa
with a radius of 80 µm were recorded in steps of 20 K from
300 K to 20 K and an additional measurement was
performed at the lowest temperature of 8 K. The voltage
range was set from -1 V to 1 V with a step size of 0.01 V.
The
temperature-dependent
current
density,
normalized to the area of the mesa, is presented in a semilogarithmic plot in Fig. 4. For room temperature the diode
has a higher reverse current (negative voltage) than
theoretically expected. We attribute this to point defects
and non-incorporated Sn atoms. In forward direction
(positive voltage) the series resistance dominates the
current-voltage characteristic of the diode. With
decreasing temperature, we observe a clear diode behavior.
The diode shows a strong decrease of the reverse current
at an applied voltage of UD = -1 V of more than three
orders of magnitude. In the forward direction the effect of
temperature is not as strong as in reverse direction.
However, a decrease of the current density is observed as
well, i.e. the current density decreases from 34 A/cm2 to
1.1 A/cm2 for temperatures of 300 K and 8 K, respectively.
At temperatures above 200 K the series resistance
dominates the current-voltage characteristic of the diode.
Due to heating of the semiconductor and the
semiconductor-metal interface there is no linear behavior
between current and voltage in the series resistance
regime.
For temperatures lower than 200 K a clear exponential
rise of the current in the ideal diode regime can be
observed. In this regime a determination of the ideality
factor is possible, according to (1).
(m,T) = qe  log(e)  (kB  T  m)

()

Here 𝑞𝑒 is the elementary charge, 𝑘𝐵 the Boltzmann
constant, T the absolute temperature and m the slope of the
current density in a semilogarithmic plot.
For temperatures between 8 K and 200 K m is
calculated by a linear fit in the complete ideal diode
regime. Due to the lack of an ideal diode regime,
temperatures above 200 K are not evaluated. With (1) the
ideality factors are calculated and plotted in Fig. 5 as a
function of the reciprocal temperature. We find a linear
behavior of the ideality factor with the reciprocal
temperature. This is due to a constant slope of the currentvoltage characteristics in the ideal diode regime for all
temperatures between 8 K and 200 K.
For a pn-diode, the slope of the ideal diode regime
should change with respect to temperature and the ideality
factor should stay constant. The change of the ideality
factor of the examined diode might be attributed to other
recombination mechanisms, e. g. radiative recombination
in the QW or tunneling enhanced interface
recombination [13] at the hetero-interfaces SixGe1-xGe/Ge1-ySny in the intrinsic region of the
ySny/Ge and
diode.
The linear extrapolation of the calculated ideality
factors up to room temperature allows us to extract the
ideality factor at room temperature.
(300 K) = 1.22 ± 0.03

(2)

With this ideality factor, we can attribute the dominant
current in the diode to be a diffusion current.
More information about the dominant mechanism of
current generation in the reverse direction can be obtained
from Arrhenius fits to the data. For this purpose, the
current density at UD = -1 V over the reciprocal
temperature is shown in Fig. 6.
One can see that there exists a nonlinear relation
between the current density at UD = -1 V and the reciprocal
temperature. This could indicate that there are multiple
mechanisms involved in the current generation. For low
temperatures the reverse current saturates at a level of
JD,-1V = 10 nA/cm2. Thus, one conduction mechanism
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cannot be eliminated by reducing the temperature to 8 K.
Considering the heterostructure, defects like threading
dislocations could lead to such a behavior.
However, over a temperature range of 300 K to 180 K,
the data can be fitted accordingly to
log(ID,-1V(T)) ~ -EA  log(e) / (kB  T).

(3)

From the slope, we can determine the activation energy to
EA = (178 ± 16) meV.

(4)

Finally, the ideality factor of the diode is suitable for
applications as a detector. The reverse current at room
temperature is still too high for a good signal-to-noise
ratio. This can be improved by an operation at low
temperatures. To utilize the structure as emitter, a
recombination dominated current with an ideality factor of
2 would be expected. This could be achieved with a thicker
intrinsic Ge1-ySny layer or a multi QW structure. With the
high Sn content of 15.8 % in the pseudomorphic
Ge1-ySny-QW, the direct bandgap should be in the range of
0.4 eV to 0.5 eV and therefor in a wavelength regime of
~2.5 µm. Further investigations of the optical responsivity
and the electroluminescence of the diode are required to
get an extended analysis. To achieve a low reverse current
even at room temperature, an optimization of the crystal
quality is necessary.
IV.

CONCLUSION

In this work we investigated the temperature dependent
electrical characteristic of a SixGe1-x-ySny/Ge/Ge1-ySnySCH-diode. At temperatures below 200 K the structure
shows a clear diode behavior. By extracting the slope of the
current-voltage sweep in the diode regime we found a linear
relation between the ideality factor and the reciprocal
temperature. Via linear extrapolation of this relation we
could calculate the ideality factor to n=1.22, stating that the
dominating current inside the diode is a diffusion current.
By investigating the reverse current at -1 V the activation
energy of 178 meV is determined from a fit in the
Arrhenius plot.
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Abstract—In this work we present a Junction Field
Effect Transistor (JFET) for analog application based on
hydrogenated amorphous silicon. The device is a metal
gate/p-doped/intrinsic/n-doped/drain-source metal contacts
stacked structure deposited on glass substrate. With respect
to the metal/oxide/semiconductor thin film transistor, the
reported device does not need the presence of the insulation
layer simplifying therefore the fabrication process. Careful
attention has been paid to the thickness and doping
of the different amorphous silicon layers in order to
achieve ease modulation of the n-doped channel and low
threshold voltage. Threshold voltages around -2.5 Volt and
transconductance values in the order of 10−7 A/V have
been achieved.
Index Terms—thin film transistor; analog applications;
amorphous silicon; junction field effect transistor

I. I NTRODUCTION
Starting from the results achieved in 1977 by Spear and
Le Comber [1], hydrogenated amorphous silicon (a-Si:H)
has received a lot of attention from researchers and companies due to its high absorption coefficient in the visible
range and to the low deposition temperature [2]. These
functionalities have opened the possibility of using thinfilm devices in a-Si:H in several fields such as sensors [3],
[4], photovoltaic conversion systems and imaging systems
with active matrices [5] on large-area substrates [6], [7].
Despite the issue related to its instability under carrier
excess [8]–[10], a-Si:H deposition is a mature technology
and two devices are widely used in the market: solar
cells [11], [12] and switching devices [13]. Solar cells are
single homojunction or heterojunction p-doped/intrinsic/ndoped structure [14], while switching devices are thin
film transistor (TFT) based on metal/oxide/semiconductor
(MOS) structure used in flat panel displays [15]–[17] as
digital element.
However, analog circuit based on a-Si:H MOS have
been also proposed. Karim et al. [18] have developed an
on-pixel signal amplifier using a source follower TFT for
digital fluoroscopy. Sambandam et al. [19] reported on
building blocks such as the analogue subtractor, adder,
and current source made by n-channel amorphous silicon
(a-Si:H) thin film transistors. Nathan et al. [20] presented
2-TFT and 4-TFT circuits as driving elements for active
matrix organic light emitting diode (AMOLED) displays.
As alternative to MOS-based TFT, in this paper we
present the design, fabrication and characterization of a
Junction Field Effect Transistor (JFET) based on a p-
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doped/intrinsic/n-doped stacked structure [21]. With respect to the conventional TFT it does not need the presence of the insulation layer, simplifying the fabrication
process, and takes advantage of the conductance of the
n-doped layer to achieve good device performances.
II. D EVICE S TRUCTURE AND O PERATION
The device structure is reported in Fig. 1. The metal
directly deposited on the glass substrate acts as gate
electrode, the a-Si:H p-doped/intrinsic/n-doped layer stack
constitutes the junction of the transistor, while the two
top metal layers are the source and drain contacts. We
use chromium (Cr) instead of aluminum (Al) in order to
avoid the possible shunting of the n-layer due to the interdiffusion of silicon and aluminum.
The n-doped layer is the channel of the device, whose
current is modulated by the negative voltage applied to the
gate (Vgs ) and by the voltage applied between drain and
source ()Vds ). Assuming Vds equal to zero, at Vgs equal
to zero the channel has its maximum conductance, while,
increasing the absolute value of Vgs , the channel resistivity
increases because the depletion region inside the n-doped
layer increases. At the threshold voltage Vgs =Vp , the
channel is completely depleted and the device reaches
the OFF condition and, ideally, no current is flowing
through the channel. Deviations from ideality arise from
the reverse bias current of the two diodes.
In the usual configuration, the source is connected to
ground (Vs =0), while the drain is connected to a positive
voltage (Vds >0). As a consequence, the depletion region
inside the channel is not uniform, being more pronounced
toward the drain. For Vgs >Vp , by increasing Vds , the n-

Fig. 1. Schematic cross section of the proposed device.
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III. D EVICE FABRICATION

Fig. 2. Sequence of the lithographic masks used for the patterning of thin
films in the fabrication process of the proposed device (a–e), including
the complete structure of the realized device (f).

layer can become depleted at the drain and the so called
pinch-off region is reached.

A. Device design
The description of the device operation reported above
is derived from the one reported for crystalline silicon
JFET. However, in a-Si:H materials the defect density
is much higher than that found in crystalline device (at
least six orders of magnitude) and this sets some critical
requirements in the device design. First of all, due to the
low doping efficiency, the defect density in doped layers
is extremely high (can reach 1020 cm−3 ) and therefore
a simple a-Si:H p-n junction does not have rectifying
properties, but behaves as a resistor. The intrinsic layer has
instead a much lower defect density (1015 ÷ 1016 cm−3 )
and when inserted between a p-doped region and a ndoped region allows to achieve a rectifying behavior. This
is why all the a-Si:H based diodes have a p-i-n structure.
The optimized i-layer thickness has to take into account
for two main factors:
•

•

the easiest modulation of the n-doped region (lowest
absolute value of Vp ) is obtained with the thinnest
i-layer;
the thinner is the i-layer, the lower is the breakdown
reverse voltage of the device.

As a consequence, a trade-off between these two requirements is needed.
The presence of the defects establishes also an important issue in doping of the n-layer. By increasing the
concentration of the doping atoms we can have a higher
conductivity, but at the same time the defect density
increases making the depletion more difficult. Therefore
a careful design of the doping concentration has to be
applied.
The thickness of the n-region is also a crucial point.
Indeed, by increasing its value the conductance of the
layer increases leading to better device performances, but
simultaneously a higher absolute value of Vp is required.
Finally, doping and thickness of the p-layer have to
be set in order to ensure that at Vp this region is not
completely depleted.
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Several devices have been fabricated by using standard
microelectronic technologies. Manufacturing has been carried out through the following steps:
a. cleaning of the glass substrate through piranha solution;
b. deposition by vacuum evaporation of Cr/Al/Cr stacked
layer acting as gate metal and its pattering through
photolithography (mask #1 as reported in Fig. 2a);
c. growth by Plasma Enhanced Chemical Vapor Deposition (PECVD) of the p-doped/intrinsic/n-doped junction and it patterning through photolithography (mask
#2 as reported in Fig. 2b);
d. deposition by vacuum evaporation of a Cr layer acting
as drain and source contacts and its pattering through
photolithography (mask #3 as reported in Fig. 2c);
e. 5 seconds of Reactive Ion Etching (RIE) process to
remove the ultra thin layer of chromium silicide (CrSi),
which is formed at the interface of the n layer of the
a-Si during the evaporation of chromium layer [22];
f. deposition by spin coating and curing of a SU-8 insulation layer and its patterning through photolithography
(mask #4 as reported in Fig. 2d) for opening of via
holes;
g. deposition by magnetron sputtering of a Ti-W alloy
layer acting as electrical pads and their pattering
through photolithography (mask #5 as reported in
Fig. 2e).
Figure 2f reports the overlapping of the various masks,
in order to highlight the top view of the whole device.
Deposition parameters of the a-Si:H layers are reported
in Table I. This recipe is a result of doping and thickness
requirements as highlighted in Section II. All the fabricated devices have W/L=500 µm/50µm=10, where W and
L are the channel width and length, respectively.
IV. R ESULTS
The devices have been characterized by measuring the
drain current Id and the gate current Ig as a function of Vds
and Vgs . It is important to note that the measure of the Ig
current is very important for this kind of device because
the diode saturation current increases exponentially with
the reverse voltage applied to the junction [23] and
could become comparable with the channel current Ich .

TABLE I
PECVD DEPOSITION PARAMETERS OF A -S I :H LAYERS
p-type

δp-type

intrinsic

n-type

40

40

200

SiH4 (sccm)

40

40

B2 H6 (sccm)

6

0

CH4 (sccm)

60

60 → 0

160

160

180

PH3 (sccm)
Tdep (◦ C)

10

Pdep (torr)

0.7

0.7

0.68

0.3

RF Power (W/m2 )

250

250

250

250

Time (s)

270

30

720

320
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Fig. 3. Output characteristics of the JFET, plotted at different gate-source voltage range: a) -1 V < Vgs < 0 V; b) -2 V < Vgs < -1.25V.

If this situation occurs the device is not working properly
anymore.
The reported measurements refer to one specific JFET,
but similar results have been obtained for the other 11 devices of the same fabrication process. Results are therefore
representative of the entire set of samples in a deposition
run.
Figures 3a and 3b show the Id -Vds of the fabricated
device. The typical output characteristics of a transistor
are achieved, where the triode and pinch-off regions are
well distinguished. The threshold voltage is around 2.5 V. The curves appear almost horizontal in the pinch-off
region with a Early voltage around 65 V for all the curves.
The achieved current values are quite low if compared to
the existing state-of-the-art TFT [15, 18, 20]. Despite this
drawback, it is important to observe that our current values
are achieved with a very low voltages applied to drain and
gate. Furthermore, the current values can be increased by
increasing the doping concentration of the n-layer to spite
of an increase of the gate voltage needed to switch-off the
device. Therefore, a trade-off between current intensity
and applied voltages has to be considered.
The curve measured at Vgs = -2V presents a sharp
increase starting from Vds = 2V. This is due to the increase
of the reverse saturation current of the gate-drain diode.
This behavior establishes an upper limit to the Vds that
for each Vgs can be applied to the device as well as to the
maximum Vgs usable for achieving the complete depletion
of the n-channel. In our particular case the maximum
reverse voltage for biasing the junction is around 4 V. This
limits the voltage range useful for this device. However, in
the perspective of low voltage (below 5V) and low power
(few tens of mW) applications this limitations does not
represent an effective obstacle.
The behavior of the reverse saturation current is illustrated in Fig. 4, which reports the measured gate current Ig
versus Vgs at different Vds . Ig is the sum of the gate-source
and gate-drain diode currents. An exponential behavior is
observed for all the curves in agreement with our previous
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reported results [23].
Finally, Fig. 5 reports the Id -Vgs curve at different Vds .
For Vds value below 1.5 V the device is in triode region
while for the Vds = 3V and Vds = 4V the device is in
pinch-off. From these two curves we can calculate that
the transconductance gm defined as:
gm =

∂Id
∂Vgs

(1)

is around 10−7 A/V at Vgs = 0 and Vds = 4 V.
The classical equation of the crystalline silicon JFET
in pinch-off region:
2

Vgs
Id = Idss 1 −
(2)
Vp
is not able to reproduce the measured Id -Vgs data at
different Vds . A good agreement is achieved only changing
the current saturation value (Idss ) and substituting the
parabolic behavior with a more complex function. The

Fig. 4. Input characteristics of JFET, with drain-source voltages in the
range of 0–4 V, step 1 V.
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Fig. 5. Transfer function characteristics of the transistor, plotted with
drain voltages in the range 0.5–4 V.

deviation from the ideal behavior is ascribed to the presence of defect in the n-doped region and of the intrinsic
layer. A detailed electrical modeling and its relation with
the physics of amorphous material is under investigation
and will be the topic of future works.
V. C ONCLUSIONS
In this work we have presented a Junction Field Effect Transistor (JFET) based on a-Si:H. The stacked
structure of the device, deposited on glass substrate, is:
metal gate/p-doped/intrinsic/n-doped/drain-source metal
contacts. The a-Si:H layers are deposited by Plasma
Enhanced Chemical Vapor Deposition at around 200 °C.
Starting from the design requirements, we fabricated
several JFET structures, with W/L = 10, achieving Vp
around -2 Volt and transconductance values in the order
of 10−7 A/V at Vgs = 0 and Vds = 4 V.
These results make the device suitable for applications
in low voltage, low power linear circuit and, thanks to their
low deposition temperature (around 200 °C) extremely
attractive for process on flexible substrates.
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Abstract - Deposition of a nanometer-thin layer-stack of
pure gallium and boron (PureGaB) on arsenic (As)-doped
epitaxial germanium (Ge) forms a shallow-junction
photodiode, reported to have almost ideal I-V characteristics,
low saturation current densities, and high responsivity down
to 255 nm wavelengths. In this work, different physical
mechanisms that could explain the high anode Gummel
number in PureGaB-Ge-on-Si diode have been examined. A
model for point-defect-mediated diffusion of B and Ga in Ge
has been developed. Formation of a shallow pn junction has
been modeled using 1D process simulations of B and/or Ga
drive-in from the PureGaB layer. B diffusion resulted in
junction depths less than a nanometer deep, while Ga formed
a highly doped p+ regions with peak concentrations >1020 cm-3
and junction depths from 31 nm to 123 nm, depending on the
applied sets of diffusion parameter. Both approaches have
been used to fit the I-V characteristics of a fabricated
PureGaB Ge-on-Si diode: B-only diffusion model with
negative interface charge concentration of 1.9 1013 cm-2 for
suppression of electron injection and Ga diffusion model, selfsufficient for the explanation of low electron current
densities. Both proposed models give possibilities to obtain a
Gummel number of ≈ 2×1014 s/cm4, matching the value
extracted from I-V characteristics of a fabricated device.
Keywords – PureGaB, Ge-on-Si, germanium, detector,
infrared, gallium, boron, diffusion, process simulations, anode
Gummel number, interface charge layer

I.

INTRODUCTION

For almost half a century, Ge role in commercial-scale
electronics has been minimal due to the lack of stable natural
oxide. However, in terms of infra-red (IR) detection, it
dominates over existing Si technology due to a narrower
bandgap and higher carrier mobilities [1,2]. Even though
narrow-bandgap III-V materials are also commercially
available, their fabrication is expensive and less suitable for
mass production due to the incompatibility with standard
CMOS processes. About two decades ago, epitaxial growth
of thin Ge films on top of the Si wafers arose as an idea for
monolithic integration of a narrow bandgap material with
CMOS technology. Methods for epitaxial growth of Ge-onSi have been developed and high-quality crystalline (c-Ge)
layers on Si wafer have been reported [1,3].
Deposition of a few-nanometers-thick layer of
amorphous boron (PureB) on top of an n-Si substrate has
been previously reported as a novel fabrication technique for

Figure 1. (a) Comparison of I-V characteristics of 40x40 µm2
Al-Ge-on-Si Schottky diode and the equivalent-geometry diode with the
addition of a PureGaB layer (targeted thickness 3 nm) between Ge and
top-metallization [1]. Respective PureGaB I-V characteristics has been
given for reference in all following figures depicting simulated I-Vs. (b)
Simulated diode structure. Schematic does not correspond to the actual
proportions of the diode.

formation of an ultra-shallow junction photodiode
demonstrating high Gummel number i.e., with saturation
current densities expected for a deep-junction Si diode. A
similar approach for formation of a shallowly-doped p+
region in n-doped Ge-on-Si has been reported by Sammak et
al. [4]. The method consists of the deposition of a Ga wetting
layer followed by a pure B deposition to form a p-type
region on epitaxially-grown Ge-islands. In these “PureGaB”
diodes, the nanometer-thin layer of PureGaB also serves as
a material barrier, separating the Ge from an Al
metallization. The I-V characteristics of Al-on-Ge-on-Si
Schottky diode without PureGaB and Al-PureGaB-Ge-onSi diode are both shown in Fig. 1(a). Low values of reverse
current (<10-14 A/µm2), ideality factor close to unity
(n ≤ 1.1), low contact resistance, and high responsivity
down to 255 nm wavelength has been demonstrated [3]. The
latter requires high sensitivity within a few nanometers of
the Ge surface. In PureB Si diodes this is achieved due to the
damage-free ultrashallow p-type regions with gradients that
create unidirectional electric fields without surface roll-off,
thus efficiently suppressing the electron injection [5]. It is
plausible that a similar mechanism is responsible for the
PureGaB optoelelctronic behavior, making this device an
ideal candidate for a CMOS-compatible broadband
photodetector.
The purpose of this work is to examine the degree of
B/Ga diffusion that could be expected in the experimental

This work has been fully supported by Croatian Science Foundation
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PureGaB diodes and the influence that this would have on
the anode Gummel number and the junction depth. Firstly,
we have performed process modeling and simulations of
diffusion of B, while neglecting possible diffusion of Ga
atoms. Additional physical phenomena – PureGaB bulk
material properties, formation of a Schottky barrier on the
anode contact and the fixed charge at PureGaB/Ge interface
have been modeled to achieve a proper fit with measured
PureGaB I-V characteristics. Secondly, a Ga diffusion
model, based on the parameters taken from the literature, has
been developed and utilized for process simulations of Ga
diffusion into Ge. Finally, saturation currents and Gummel
numbers of both B-diffusion and Ga-diffusion based diode
models have been compared with the respective values
extracted from the fabricated device.
II.

MODEL AND PARAMETERS

The analyzed PureGaB Ge-on-Si diodes are fabricated on
a n-type 2-5 Ω-cm Si (100) wafers. In particular, we focus
on a diodes of dimensions 40×40 µm2, as defined by an
opening in a 1-µm thick surface SiO2. Selective epitaxial
growth of c-Ge within the oxide windows forms Ge-islands,
about 1 µm thick. The Ge is in-situ arsenic doped with
concentration of ≈ 1016 cm-3. This is followed by the
deposition of PureGa at 400 °C. Subsequent exposure to
B2H6 at 700 °C for 30 min forms a thin capping layer of
amorphous B. The targeted B thickness was 3 nm but due to
loading effects it may be as thick as ~ 11 nm.
Al metallization is sputtered and patterned to directly
contact the PureGaB layer [1,3].
A TCAD model of a basic Ge-on-Si heterostructure has
been previously developed [6]. Further diffusion
simulations, after predeposition of Ga and amorphous B,
have been performed using Sentaurus Process simulation
software, following reported process parameters and
fabrication steps [1]. Electrical characterization of the
device model has been performed using Sentaurus Device.
A. Device parameters
The basic analyzed structure is shown in Fig. 1 (b). The
bottom silicon layer with uniform phosphorus doping of
2·1015 cm-3 was used as a substrate, which is equivalent to
the 500-µm-thick Si wafer in a fabricated Ge-on-Si diode
[1]. The modeled structure was 60-µm wide in total, while
Si substrate thickness was varied to account for the spatial
distribution of a cathode current over the large-area bottom
contact. Centered on top of the Si substrate, a 1 µm thick and
40 µm wide Ge island was positioned between two SiO2
regions, each 10 µm wide. The Ge layer was uniformly Asdoped, with concentration of 1016 cm-3. Such a 2D structure
represents a vertical cross section of a real 40×40 µm2 Geon-Si diode [1]. Since the measured 40×40 µm2 diodes show
only minor impact of the perimeter [1], bulk material
properties, used for 1D simulations, are assumingly
dominating the overall current. Therefore, process
simulations in 1D have been carried out using a stacked
structure of, bottom-up: Si, Ge, PureGaB and Al layers.
Material properties of the PureGaB layer, separating Geregion and Al top-contact, has been defined according to the
published references [7,8], and the B-thickness is set to
11 nm. A limited set of material and electrical
characterization experiments on PureGaB properties have
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TABLE I.

Parameter

BORON AND GALLIUM DIFFUSION PARAMTERS
Impurity

B

Ga-shallow

Ga-deep

D0 (cm2/s)

98500

8

34

Ea (eV)

4.65

3.21

3.1

V (cm-3), 700 °C

1.00 · 1012

I (cm-3), 700 °C

4.75 · 1010

SS (cm-3), 700 °C

2 · 1018

5 · 1020

been performed so far. Measurements of sheet resistance of
PureGaB layer deposited on the Si surface at 400 °C show
no significant difference between sheet resistance of PureB
and PureGaB [7]. Deposition at 700 °C in both cases results
in reduction of sheet resistance which could be explained by
B and/or Ga diffusion into silicon, thus forming a bulk-Sidoped p+ region with higher mobilities and carrier
concentrations than in the case of lateral current conduction
along the Si surface with the low-temperature
PureGaB/PureB layers only. The experimental span for
electron and hole mobilities in PureB layer is between
10-3 cm2/Vs and 10 cm2/Vs and for concentration of free
holes between 1017 and 1019 cm-3 [8]. Based on similar sheet
resistances, free hole concentration in PureGaB model has
been defined as in PureB – 2×1018 cm-3. Carrier mobilities,
on the other hand, can be considered insignificant in terms
of I-V modeling, as the thickness of PureGaB is negligible
compared to the thickness of the whole device. However, in
this work we have used PureGa and PureB layers as a
diffusion source of B and Ga atoms into the Ge island. In
case of B, whole 11 nm-thick PureGaB layer has been used
as a source for diffusion. In case of Ga, a predeposited layer
thickness has been varied from a monoatomic layer to one
of 1 nm thickness. Furthermore, the total dose of a Ga
monolayer has been varied from 5×1012 cm-2 to
6.3×1014 cm-2, the latter corresponding to the maximum
available bonding sites on (100) Ge surface.
Shockley-Read-Hall recombination in Ge was simulated
using the doping-dependent lifetime model. Maximum
carrier lifetimes for doping concentrations up to 1016 cm-3
are τe = 10-3 s and τh = 10-4 s [9, 10] with reduction of an
order of magnitude per decade of dopant concentration [11].
Phillips unified mobility model [12] and Fermi-Dirac
statistics for carrier distribution were used. Bandgap
narrowing in a highly-doped degenerate semiconductor was
modeled using Ge-specific parameters, obtained by Jain and
Roulston [13]. Thermionic emission (TE) was used to
model carrier transport across the heterojunction interfaces.
Tunneling effects were disregarded in the entire device.

Figure 2. (a) Temperature dependence of Ga diffusion coefficients in Ge
lattice extracted from different experiments. (b) Comparison of diffusion
doping profile obtained in [15], with our model of vacancy-mediated
diffusion, using the same process parameters (T = 713 °C, t = 5.78 105 s).
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B. Diffusion parameters
The diffusivity of impurities in the crystal lattice is
generally given by the Arrhenius law:
exp

,

(1)

where D0 is a constant of the material and Ea activation
energy (enthalpy) for the diffusion [14]. Diffusion
parameters for B and Ga in Ge lattice are given in Table 1.
Only a few experiments obtaining diffusion parameters for
Ga in Ge have been reported, most of which are shown in
Fig. 2 (a) [14-18].
Even though satisfactory for most purposes, the
Arrhenius model assumes constant diffusivity in the crystal
lattice, neglecting field-enhancement of the process and/or
impurity-defect pairing. Impurity diffusion in Ge lattice is
driven by point-defect self-diffusion and for most of the
dopants, the process is vacancy mediated. B diffusion in Ge
is slow as it requires non-dominant B-interstitial pairing. In
contrast, Ga atoms in Ge lattice form Ga-vacancy pairs,
diffusing at a rate similar to vacancy self-diffusion. Even
though diffusing more efficiently than B, Ga migration in
the lattice is slower than of the most n-type dopants in Ge,
enabling formation of the shallow p-regions [16-21].
Correction of the basic Arrhenius diffusion model is
given by Dunham and Wu, in the point-defect based
equation for the approximation of diffusion activation
enthalpy [22]:
2

,

(2)

and
stand for the formation and migration
where
enthalpies of a single isolated vacancy and
and
for binding energy with second and third vacancy, nearest to
the impurity atom. The binding energy of a Ga atom with a
single vacancy and GaV complex migration energy are
calculated using charged-pair diffusion model [23].
Considering vacancy-mediated nature of the process and
parameters from [18], process simulations result in the
formation of significantly shallower pn junction, compared
to those using older parameter sets. Furthermore, the model
generates Ga deep-diffused tails which reduce effective ntype doping in the bulk Ge. To evaluate charged-pair Ga
diffusion model from [18] and [23], the comparison of
simulated doping profile and doping profile taken from [15]
is shown in Fig. 2(b).

Figure 3. (a) B doping profile after drive-in into Ge at T = 700 °C.
Simulation is performed using interstitial-mediated diffusion model.
(b) Electron and hole current components of the diode with boron-diffused
p-side for different thicknesses of overlaying p-doped PureGaB layer.
Curves correspond to the diode after 30 minutes diffusion.
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Simulations of B and Ga diffusion has been performed
using interstitial-driven and vacancy-driven charged-pair
model, respectively. Default values for intrinsic point-defect
densities (V, I) in Ge have been used (see Table 1.) [24].
Solid solubility (SS) of Ga in Ge is the highest among all Ge
dopants [21]. At 700 °C, which is a temperature of PureB
deposition, thus being the highest temperature in the process
– Ga solid solubility is more than two orders of magnitude
higher than solubility of B. Solid solubility of B in Ge is
≈ 5×1018 cm-3 at 850 °C [25, 26]. On the other hand, Ga
solid solubility is 5×1020 cm-3 at 700 °C [21] or up to 1% of
the mass fraction [27].
III.

RESULTS AND DISSCUSSION

Two different approaches for modeling of the PureGaBGe-on-Si diode were examined and compared.
Firstly, process simulations were performed by
modeling diffusion of B from the PureGaB layer to
underlying Ge substrate, while neglecting the Ga diffusion.
This model was based on the assumption that Ga serves
exclusively as a wetting layer for further deposition of
PureB [8] and does not interact with bulk Ge. Therefore, the
high anode Gummel number is attributed to either B-doped
p+ layer, electrostatic material properties of the PureGaB or
the formation of a hole accumulation layer at the
PureGaB-Ge interface due to the presence of negatively
charged interface states. Similarly, the interface hole layer
was already introduced and analyzed in the case of the
PureB-Si interface [8, 28].
Secondly, the diffusion of Ga from the wetting layer into
the underlying Ge has been examined. Ga diffusion has been
simulated using process parameters discussed in Section II.
The impact of the limited dose of Ga atoms in predeposited
wetting layer and possible existence of charged interface
states on I-V characteristics has been modeled.
A. Boron-dominated diffusion model
Process simulations of B diffusion from PureGaB into
Ge are shown in Fig. 3(a). The 11-nm-thick PureGaB acted
as a diffusion source with concentration of B atoms,
NB = 1020 cm-3, which is above the maximum solid solubility
of B in Ge. After 30 minutes drive-in at 700 °C,
corresponding to the real fabrication process in [1], the
diffusion of B into Ge has been almost negligible. The p-n
junction has formed at a depth of less than a nanometer.
Furthermore, the maximum impurity concentration at the pside was limited by the B solid solubility and have reached
almost 2×1018 cm-3. Due to the very shallow acceptor doping
profile, electron injection from the bulk to the top electrode
is dominating the total current. Considering that surface
roughness could already exceed a nanometer, B diffusion in
real devices could be essentially neglected. However,
overlaying PureGaB, acting as a p-type semiconductor,
gradually reduces the injection current with increase in
thickness, as shown in Fig. 3(b). This is still not enough to
explain the low forward and reverse currents measured in
PureGaB Ge-on-Si diodes.
Another effect that could be used for fitting of the
PureGaB diode I-V characteristics would be the formation
of a Schottky barrier on the top contact, as shown in
Fig. 4(a). The Schottky barrier height needed to suppress the
electron current sufficiently would be ФB = 0.8 eV.
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0.55 eV to 0.8 eV [8]. Examining the effect of PureGaB’s
bandgap on I-V characteristics, only the values higher than
maximum reported bandgap of 0.8 eV could explain a
suppressed forward current, as shown in Fig. 4(b).
The best I-V fit using a boron-only diffusion model was
achieved by introducing a negative fixed charge at the
PureGaB-Ge interface forming a narrow layer of free holes.
The layer acts as p+ delta doping, which represents an energy
barrier for the electrons. The modeled diode with a
PureGaB-Ge interface charge density of 1.9×1013 cm-2 fits
well with the measurements, as shown in Fig. 5.
Figure 4. (a) Total current of a diode with boron-diffused p-side for
different Schottky barrier heights at the anode. For purpose of this
simulation, eventual discontinuity in the conduction band on the PureGaBGe interface has been neglected. Therefore, bandgap of PureGaB matches
the bandgap of Ge, EG = 0.66 eV. (b) Electron and hole current
components of a diode with boron-diffused p-side for varying bandgap of
the PureGaB layer. Ohmic boundary conditions have been applied. Curves
correspond to the diode after 30 minutes diffusion.

However, such a barrier is much higher than any theoretical
or experimental value. According to Schottky-Mott rule,
based on the difference in Al workfunction and Ge electron
affinity, the theoretical barrier height between Al and Ge is
ФB ≈ 0.08 eV [6]. In addition, different authors report
measured barriers in range 0.3 - 0.7 eV, with lower values
generally extracted from C-V measurements and higher
from I-V characteristics of diodes with a presumably
defective Al/Ge interface – causing high contact resistances
and poor ideality factor due to the interface oxide formation.
[6, 29, 30]. Therefore, the formation of a top-contact
rectifying barrier of ФB = 0.8 eV is unlikely.
Additional simulations were run by varying the bandgap
of the PureGaB layer, assuming that the PureGaB layer can
be modeled as a semiconductor. Although high atomic ratios
of the conductor (Ga) in the Ga-B alloy might imply more
metal-like properties, the measurements of the sheet
resistance of PureGaB on a Si substrate show that the
difference between the conductivity of PureB and PureGaB
is within the statistical error [7]. Hence, the assumption of
semiconducting nature of PureGaB could be considered
reasonable. Therefore, we can further assume the possibility
of potential barriers formed in the conduction band due to
energy band mismatch between Ge and PureGaB.
Experiments have shown that the PureB layer acts as a ptype semiconductor with a bandgap in range from

Figure 5. Total current of a diode with boron-diffused p-side for
different concentrations of negative fixed charge at PureGaB/Ge
interface. Curves correspond to the diode after 30 minutes diffusion.
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B. Gallium-dominated diffusion model
The diffusion of Ga into the Ge island was simulated
using models and parameters discussed in the Section II.
Different values of the diffusion coefficients taken from the
literature (see Table 1) result in significantly different
doping profiles. Therefore, process simulations were
performed using all four sets of Ga diffusion parameters
shown in Fig. 2(a). A thin wetting layer of PureGa was
defined as a limited source for Ga diffusion. Diffusion has
been modeled for different doses of Ga atoms in the wetting
layer. Based on the DFT study on surface bonding sites in
(100) Si, which also has an FCC crystal structure [31],
density of the surface states at (100) c-Ge surface has been
calculated and equals 0.063 Å-2. Therefore, sheet
concentration (dose) of Ga atoms in a monoatomic wetting
layer deposited on Ge is 6.3×1014 cm-2, assuming all
available surface states had been occupied. Furthermore,
initial dose of 5×1012 cm-2 corresponds to surface state
occupation less than 1%, while maximum simulated dose of
5.1×1015 cm-2 corresponds to a 1 nm-thick Ga crystalline
layer. Different doping profiles after 30 min drive-in at
700 °C and corresponding I-V characteristics are shown in

Figure 6. Ga doping profiles and respective I-V characteristics after
drive-in into Ge at T = 700 °C and t = 30 min for different predeposited
Ga doses. Simulation is performed using vacancy-mediated diffusion
model using parameters from: Dunlap et al. – the deepest junction [(a)
and (c)], and Riihimäki et al. – the shallowest junction [(b) and (d)].
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Figure 7. Comparison of electron and hole saturation currents for
Ga-diffused p-side in respect to predeposited Ga dose. Values of
predeposited sheet concentration corresponding to Ga monolayer and a
1 nm-thick layer of predeposited Ga are specially marked. Saturation
current of the fabricated PureGaB diode is given for reference.

Figure 9. Comparison of electron and hole saturation currents for B and
Ga-diffused p-side in respect to interface negative fixed charge
concentration. Ga-diffused p-side correspond to predeposited
Ga-monolayer, as shown on Fig. 6. Saturation current of the fabricated
PureGaB diode is given for reference.

Fig. 6. The shallowest doping profile was obtained using
parameters from the most recent work [18], while the
deepest was obtained using parameters from pioneering
work in the field [14]. Resulting metallurgical junction
depths are 31 nm and 123 nm, respectively. The “deep”
model by Dunlap results in deeper junctions, but also in a
lower peak concentration, resulting in a higher current, as
shown in Fig. 6(b) and (d). However, for doses exceeding
1015 cm-2, both models reach peak acceptor concentration of
4×1020 cm-3 and a “deep” model results with lower
saturation current densities. Further increase in predeposited
dose does not impact the electrical characteristics of the
device, as shown of Fig. 7. Diffusion from Ga monolayer
has been taken as a referent model in further analysis as it
matches the current of a fabricated device, in cases of both
diffusion parameter sets. Simultaneous diffusion of B atoms
from the PureGaB has been simulated, but due to the slow
diffusion and the low peak concentration, B doping is
negligible.
The introduction of a negative interface charge at the
PureGaB/Ge interface further reduces the electronic
component of the current. For concentration of interface
charge above 1013 cm-2, hole current dominates the overall
current. Further increase in the interface charge

concentration reduces the electron current, but the hole
component remains unaffected, as shown in Fig. 8.

Figure 8. Total current of a diode with gallium-diffused p-side for
different concentrations on negative fixed charge on PureGaB/Ge
interface. P-side is formed after drive-in from predeposited Ga
monolayer, as shown on Fig. 6. (a) Deep-diffused junction with
pararameters taken from [14]. (b) Shallow-diffused junction with
parameters taken from [18].
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C. Saturation current and Gummel number comparison
for B-only and Ga diffusion models
Both proposed technology models, based on either
B-only or Ga diffusion, could explain the formation of a
shallow pn junction with high Gummel number and low
saturation current densities. In the case of B-diffused
model, interface hole layer has stronger impact on total
current, as it reduces the dominant electron component.
Introduction of an interface charge layer is responsible for
additional hole accumulation at the top interface, and is
necessary for the explanation of the low saturation current
density. In the case of the Ga-diffused model, the electron
current component is already reduced and comparable to
the hole component and the total current is mostly
determined by the dopants in diffused p+ region (Fig. 9).
The Gummel number extracted from the I-V
characteristics accounts for all conduction mechanisms in
the device. The ideal diode current can be written as:
1 !"!#.

(3)

Using (3), the anode Gummel number is:
(4)
,
&'
where JS is the electron saturation current density, which
can be extracted from current in forward bias. Anode
Gummel numbers of B-diffused and Ga-diffused device
models are given in Fig. 10. The Gummel number of a
fabricated PureGaB diode has been extracted from I-V
measurements and equals 1.3×1014 s/cm4. In real devices,
extraction of the anode Gummel number is possible only for
devices where the electron current is dominant, which is
confirmed by simulations in case of both fitted models.
Significant increase occurs for sheet concentrations of
interface charge above 2×1013 cm-2, but in this region hole
current becomes dominant (see Fig. 9). In the case when
Boltzmann statistics is used for calculation, the increase of
the anode Gummel number is proportional to the additional
charge on p-side of the diode. However, in degenerate
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[5]

[6]

[7]
[8]
[9]
Figure 10. Comparison of anode Gummel numbers extracted from
simulated electron currents in forward bias for B and Ga-diffused anode
and different carrier distribution simulation models. Ga-diffused p-side
correspond to predeposited Ga-monolayer, as shown in Fig. 6. Gummel
number of the fabricated PureGaB diode has been extracted from
forward-bias current and given for reference.

semiconductors with highly-doped regions, more accurate
Fermi-Dirac statistics has to be employed and a sharp
increase in anode Gummel number with respect to the
increase of total charge can be observed in Fig. 10.
IV.

CONCLUSION

The diffusion of dopants from the deposited PureGaB
layer into the underlying Ge could result in different profiles
depending on dominating dopant species.
If diffusion is dominated by B, process simulations result
in junctions shallower than 1 nm with peak acceptor
concentrations under 2×1018 cm-3. However, if the PureGaB
is a p-type semiconductor, it could act as the p-side of a
PureGaB/n-Ge heterojunction, but this on its own cannot
explain of high extracted anode Gummel number.
Introduction of an interface hole layer is necessary to
suppress the electron injection from the substrate.
If diffusion is dominated by Ga, drive-in from
predeposited monoatomic wetting layer results in formation
of a highly-doped p+ side. The resulting deeper junctions,
between 31 and 123 nm – depending on the diffusion model,
are sufficient to suppress the electron injection.
With both proposed models it is possible to obtain a high
Gummel number by using various contributions of
dominant mechanisms, to match the values extracted from
I-V characteristics of the fabricated device. An experimental
determination of the junction depth would be needed to
verify which mechanisms are in fact playing a role in the
formation of the PureGaB anode region.

[10]
[11]
[12]
[13]
[14]
[15]
[16]
[17]
[18]
[19]
[20]
[21]
[22]
[23]
[24]
[25]
[26]
[27]

REFERENCES
[1]
[2]
[3]
[4]

A. Sammak, L. Qi, W. de Boer and L. Nanver, "PureGaB p+n Ge
diodes grown in large windows to Si with a sub-300nm transition
region", Solid-State Electron., vol. 74, pp. 126-133, 2012.
J. Michel, J. Liu and L. Kimerling, "High-performance Ge-on-Si
photodetectors", Nat. Photonics, vol. 4, no. 8, pp. 527-534, 2010.
Quantum Electron., vol. 20, no. 6, pp. 306–316, Nov./Dec. 2014.
T. Knežević, M. Krakers, L. K. Nanver, "Broadband PureGaB Geon-Si photodiodes responsive in the ultraviolet to near-infrared
range," Proc. SPIE 11276, Opt. Compon. and Mater. XVII, 2020.
A. Sammak, M. Aminian, Lin Qi, W. B. de Boer, E. Charbon and
L. K. Nanver, "A CMOS compatible Ge-on-Si APD operating in
proportional and Geiger modes at infrared wavelengths," Int.
Electron Devices Meeting, pp. 8.5.1-8.5.4, 2011.

MIPRO 2021/MEET

[28]

[29]
[30]
[31]

L. Shi, S. Nihtianov, L. Haspeslagh, F. Scholze, A. Gottwald and
L. K. Nanver, "Surface-Charge-Collection-Enhanced HighSensitivity High-Stability Silicon Photodiodes for DUV and VUV
Spectral Ranges," IEEE Trans. Electron Devices, vol. 59, no. 11,
pp. 2888-2894, 2012.
L. Marković, T. Knežević and T. Suligoj, "Modeling of Electrical
Properties of Al-on-Ge-on-Si Schottky Barrier Diode," 2020 43rd
Int. Conv. Inf., Commun. and Electron. Technol. (MIPRO), pp.
28-33, 2020.
L. Qi, “Interface Properties of Group-III-Element DepositedLayers Integrated in High-Sensitivity Si Photodiodes,” PhD thesis,
TU Delft, 2016.
T. Knežević, “ Physical charateristics and applications of nanometer
thin boron-on-silicon layers in silicon detector devices,” PhD thesis,
University of Zagreb, 2017.
E. Gaubas and J. Vanhellemont, “Comparative study of carrier
lifetime dependence on dopant concentration in silicon and
germanium,”J. Electrochem. Soc., vol. 154, no. 3, pp. H231–
H238, 2007.
"Ge - Germanium", Ioffe.ru, 2020. [Online]. Available:
http://www.ioffe.ru/SVA/NSM/Semicond/Ge/
E. Gaubas and J. Vanhellemont, “Dependence of carrier lifetime in
germanium on resistivity and carrier injection level,” Appl. Phys.
Lett., vol. 89, no. 14, p. 142106, 2006.
D. Klaassen, "A unified mobility model for device simulation,"
Int. Tech. Dig. Electron Device, 1990.
S. C. Jain, D. J. Roulston, „A simple expression for band gap
narrowing (BGN) in heavily doped Si, Ge, GaAs and GexSi1−x
strained layers,“ Solid-State Electron., vol. 34, no. 5, 1991.
W. C. Dunlap, “Diffusion of impurities in germanium,” Phys.
Rev., vol. 94, no. 6, pp. 1531–1540, Jun. 1954.
K. Ahlborn, "Diffusion of gallium in germanium along
dislocations," J. Phys. Colloq., vol. 40, pp. C6-185., 1979.
U. Södervall et al., "Gallium tracer diffusion and its isotope effect
in germanium," Philos. Mag. Lett. A, vol. 54., pp. 539-551., 1986.
I. Riihimäki et al., "Vacancy-impurity complexes and diffusion of
Ga and Sn in intrinsic and p-doped germanium," Appl. Phys. Lett.,
vol. 91, no.9, 2007.
E.N. Sgourou et al., "Diffusion and Dopant Activation in
Germanium: Insights from Recent Experimental and Theoretical
Results," Appl. Sci., vol.9, no.12, 2019.
M. Werner, H. Mehrer, and H. D. Hochheimer, "Effect of
hydrostatic pressure, temperature, and doping on self-diffusion in
germanium." Phys. Rev. B, vol. 32, no. 6, 1985.
S. Schneider et al., "Radiation-enhanced self-and boron diffusion in
germanium," Phys. Rev. B, vol. 87, no. 11, 2013.
S. M. Hu, “Diffusion in silicon and germanium,” in Atomic Diffusion
in Semiconductors, D. Shaw, Ed. New York: Plenum, 1973.
S. T. Dunham, and C. D. Wu, "Atomistic models of vacancy-mediated
diffusion in silicon," J. Appl. Phys., vol. 78, pp. 2362-2366., 1995.
A. Chroneos, H. Bracht, R. W. Grimes and B.P. Uberuaga, “Vacancymediated dopant diffusion activation enthalpies for germanium,”
Appl. Phys. Lett., vol. 92, no. 17, 2008.
Synopsys, Sentaurus Process User Guide Version P-2019.03.
Mountain View, CA, USA: Synopsys, 2019.
S. Uppal, A. F.W.Willoughby, J. M. Bonar, N. E. B. Cowern, T.
Grasby, R. J. H. Morris, and M. G. Dowsett, “Diffusion of boron
in germanium at 800–900 ◦C,” J. Appl. Phys., vol. 96, no. 3, 2004.
S. Uppal et al., “Diffusion of ion-implanted boron in germanium,”
J. Appl. Phys., vol. 90, no. 8, 2001.
R. W. Olesinski and G. J. Abbaschian, "The Ga−Ge (GalliumGermanium) system," Bull. Alloy Phase Diagr., vol. 6., no. 3,
pp. 258-262, 1985.
L. K. Nanver et al., "Towards CMOS-compatible photon-counting
imagers in the whole 10 nm–1600 nm spectral range with PureB Si
and PureGaB Ge-on-Si technology," 12th IEEE Int. Conf. Solid-State
Integr. Circuit Technol. (ICSICT), 2014
A. Thanailakis, D. Chan and D. Northrop, "Activation energy for the
slow states in the aluminium-germanium contact", J. Phys. D: Appl.
Phys., vol. 5, no. 10, pp. 1930-1936, 1972.
R. Tung, "The physics and chemistry of the Schottky barrier
height", Appl. Phys. Rev., vol. 1, no. 1, p. 011304, 2014.
C. Battaglia, G. Onida, K. Gaál-Nagy and P. Aebi "Structure and
stability of the Si (331)−(12×1) surface reconstruction investigated
with first-principles density functional theory," Phys. Rev. B, vol 80.,
no. 21, 2009.

77

Finite Element Method Approach
to MRAM Modeling
M. Bendra 1, J. Ender 1,2, S. Fiorentini 1, T. Hadamek 1, R.L. de Orio 2,
W. Goes 3, S. Selberherr 2, and V. Sverdlov 1
1

Christian Doppler Laboratory for Nonvolatile Magnetoresistive Memory and Logic at the
2 Institute for Microelectronics, TU Wien, Gußhausstraße 27-29, 1040 Vienna, Austria
3 Silvaco Europe Ltd., Cambridge, United Kingdom
e-mail bendra@iue.tuwien.ac.at

Abstract - Spin-transfer torque magnetoresistive random
access memory (STT-MRAM) is among the most promising
candidates for emerging memories. Thus, reliable simulation
tools are mandatory to provide an important aid for
understanding and improving the design of such devices. In
this work we are concerned with the simulation of STTMRAM. The well-known Landau-Lifshitz-Gilbert (LLG)
equation describes the magnetization dynamics. Since we are
dealing with STT-MRAM, an additional torque term must be
added to the LLG equation. The torque acting on the
magnetization is generated by the nonequilibrium spin
accumulation due to the electric current flowing through the
structure. The partial differential LLG equation with the
additional torque computed from the spin accumulation is
solved using the highly efficient finite element method (FEM).
We implemented several time integration schemes using an
open-source FEM library. In order to verify and calibrate the
FEM implementation, we compared it to a finite difference
method (FDM) implementation used as a reference. By
properly tailoring the time integration scheme and the time
step size, almost identical simulation results as with the FDM
are achieved. Proper calibration is essential in order to
simulate a more realistic multi-layer structure with a
composite switching layer consisting of ferromagnetic layers
separated by nonmagnetic buffers.
Keywords - Micromagnetics, STT-MRAM, LLG, spintransfer torque, finite element method

I.

INTRODUCTION

Spin-transfer torque magnetoresistive random access
memory (STT-MRAM) is an emerging nonvolatile
memory. Magnetic tunnel junctions (MTJ) are the basic
means of storing the information of a single bit in every
MRAM cell. Since the information must be read and
written multiple times and the magnetization in the MTJ
changes frequently, the dynamic behavior of this process is
of great interest. Here, micromagnetic simulations offer
deeper insights. Our goal is to develop a C++ open-source
FEM based industry-exploitable modeling and simulation
TCAD tool. By implementing our tool on top of the existing
FEM library MFEM [1], we can efficiently perform
simulations of the magnetization dynamics of spintronic
devices. In particular, we are aiming at ultra-scaled MRAM
cells with shape-induced perpendicular anisotropy [2]. In
these structures, an elongated recording layer consists of
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several ferromagnetic nanocylinders separated by a
nonmagnetic, typically MgO-based, buffer layer needed to
boost the perpendicular anisotropy even further [2]. As the
magnetization along the recording layer is highly
nonuniform due to the formation and propagation of a
domain wall, a generalized approach to evaluate the torques
based on the fully coupled spin-charge-magnetization
dynamics must be considered. The main advantage of a
FEM implementation is the possibility to exploit complex
nonuniform meshes for discretizing the set of equations
without the loss of performance usually experienced within
a finite difference approach on refined meshes. The focus
of this work is on the calibration and calculation of the
demagnetization field as well as comparing several
schemes for the time integration of the equations describing
the magnetization dynamics.
II. MAGNETIZATION DYNAMICS
To ensure understanding as well as improving STTMRAM, simulations are an important and reliable
supporting aid. In solid state-physics, the LLG equation
describes the behavior of the magnetic moments of a
ferromagnetic material in an effective magnetic field. In
order to be able to describe the dynamics of the
magnetization in STT-MRAM, the LLG equation must be
supplemented by an additional spin-transfer torque term,
which leads to the following equation:
𝜕𝐦
𝜕𝑡

= −𝛾𝜇0 𝐦 × 𝐇𝐞𝐟𝐟 + 𝛼𝐦 ×

𝜕𝐦
𝜕𝑡

+

1
𝑀𝑆

𝐓𝐒

(1)

m=M/MS is the position-dependent normalized
magnetization, MS is the saturation magnetization,  is the
Gilbert damping constant,  is the gyromagnetic ratio, 0 is
the vacuum permeability, and Heff is the effective field
which includes different contributions, namely the external
field, the anisotropy field, the exchange field, and the
demagnetization field.
Modeling the switching of STT-MRAM can be
performed by assuming a Slonczewski-like torque
expression TS [3]. By calculating the nonequilibrium spin
accumulation 𝐒 over the entire structure and solving the
spin and charge drift diffusion equations [4][5], the torque
is described by the following expression:
𝐓𝐒 = −

𝐷𝑒
λ2
𝑗

𝐦×𝐒−

𝐷𝑒
λ2
𝜑

𝐦 × (𝐦 × 𝐒)

(2)
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Figure 3. Comparison of the demagnetization field and magnetic
potential of an STT-MRAM cell for the anti-parallel magnetization
configuration. Arrows indicate the demagnetization field, color-coding
represents the magnetic potential.

Figure 1. Comparison of the demagnetization energy of a unit cube
with different magnetization configurations calculated with the
truncation approach and the hybrid FEM-BEM approach.

Here, λJ is the exchange length, λφ is the spin dephasing
length, and D𝑒 is the electron diffusion coefficient in the
ferromagnetic layers. If an electric current flows through
the structure, the spin accumulation is generated. To
calculate 𝐒, the coupled spin and charge transport equations
must be solved. In particular, it must be considered that the
cells in STT-MRAM devices are based on MTJs,
sandwiches of two ferromagnets separated by a tunnel
barrier.
III. DEMAGNETIZATION FIELD CALCULATION
The partial differential LLG equation with the additional
torque calculated from the spin accumulation is solved
using the finite element method (FEM), in which the
calculation of the demagnetization field is the most
computationally demanding task as it must account for the
long-range dipole interaction of magnetic moments. For
convenience, the problem of evaluating the
demagnetization field can be formulated using the
magnetostatic potential which satisfies zero boundary
conditions at infinity. For this reason, a large computational
domain around the magnetic materials is required. Some
approaches to this so-called open boundary problem are
described in [6][7].

Figure 2. Comparison of the demagnetization field and magnetic
potential of an STT-MRAM cell for the parallel magnetization
configuration. Arrows indicate the demagnetization field, color-coding
represents the magnetic potential.
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Since open boundary problems require an infinitely
large simulation domain, a domain truncation is required in
practice. This approach is referred to as the truncation
approach. The accuracy of the calculations depends on the
size of the truncated external computational domain
surrounding the magnetic material at a certain distance. It
has been shown that the external domain should be about
five times larger than the magnetic domain to achieve a
reasonable accuracy at acceptable computation costs [8].
Alternatively, one can evaluate the magnetostatic
potential only in the magnetic domain. For this purpose, the
Poisson equation is solved in the magnetic domain, while
the behavior of the potential at infinity is guaranteed by the
potential of a double layer put on the boundary of the
domain. The potential of the double layer is added to the
solution of the Poisson equation within the magnetic
domain allowing to compute the demagnetization field with
high accuracy with reduced computational effort. Within
this hybrid approach, the computation is restricted to the
magnetic domain where the FEM is coupled to the
boundary element method (BEM) [9].
Using these approaches as well as known analytical
results, the demagnetization energies of several
magnetization configurations considered as standard
problems in micromagnetic calculations [10] are compared.
These magnetization states are a uniform magnetization
state, a flower state, and a vortex-like magnetization state,
shown at the bottom of Figure 1. Demagnetization energies
computed by the truncation method as well as by the FEMBEM approach for multiple magnetization states are shown
in Figure 1 together with the analytical values. Figure 1
confirms that for a similar mesh in the magnetic domain the
hybrid FEM-BEM approach is superior to the truncation
approach with respect to accuracy and computational
efforts. Since the hybrid FEM-BEM approach gives a very
good approximation, we can now proceed to evaluating the
demagnetization field of a realistic STT-MRAM cell
consisting of several layers. This cell has a diameter of
40nm and consists of two nonmagnetic contacts with a
length of 50nm, a ferromagnetic reference layer of 1nm, a
free ferromagnetic layer of 1.7nm and a tunnel barrier of
1nm. In this case, the geometry of the magnetic domain is
disconnected as it consists of the two ferromagnetic layers
separated by a tunnel barrier. To ensure that the hybrid
FEM-BEM approach provides a correct solution, the
truncation approach is again used for comparison. Figure 2
and Figure 3 show the demagnetization field of an STT-

79

Figure 4. Comparison of all four methods with a time step size of
0.2·10− s for the anti-parallel to parallel switching.

MRAM cell for the parallel (P) and for the anti-parallel
(AP) configuration, respectively. To better visualize the
demagnetization field, the two nonmagnetic contacts and
the tunnel barrier are hidden. We can see that both methods
give similar results. Therefore, we confirm that the FEMBEM based approach to evaluate the demagnetization field
is implemented correctly in the case of disconnected
magnetic domains. This opens the way to proceed further
and evaluate the demagnetization field in more complex
geometries including synthetic antiferromagnets.
IV.

TIME INTEGRATION METHODS

Explicit time integration algorithms are easy to
implement and parallelize, and they require a modest
amount of computer memory. However, the time step is
usually very small and should not exceed a certain value.
Otherwise, the integration scheme will become unstable
and produce meaningless results. The lack of stability is the
price to pay for the algorithmic simplicity of explicit
schemes. Implicit schemes are stable, but designing an
efficient implicit algorithm is particularly difficult when the
underlying
partial
differential
equation
and/or
discretization procedure are nonlinear. The evaluation load
per time step may become heavy compared to that of an
explicit scheme, although the time step can be made
significantly larger. Moreover, programming implicititerative solvers is time consuming, and their efficiency
depends on various parameter settings, e.g., stopping
criteria. On the other hand, most implicit schemes are
unconditionally stable, and the use of large time steps
makes it possible to reach the final time faster than with an
explicit scheme. Of course, it should be remembered that
the accuracy of the time discretization and the convergence
behavior of iterative solvers also depend on the time
stepping strategy. For this reason, we focus on implicit
methods. Below, the four tested methods are introduced,
namely the Backward Euler method (BE), the Mid-Point
scheme (MID), the two stage, singly diagonal implicit
Runge-Kutta method of order three (SDIRK23), and the
three stage, singly diagonal implicit Runge-Kutta method
of order four (SDIRK34).
The methods are
equations (3) to (5) [1]:

formally

described

𝑦𝑛+1 = 𝑦𝑛 + ℎ𝑓(𝑡𝑛+1 , 𝑦𝑛+1 )
2

𝑦𝑛+1 = 𝑦𝑛 + ℎ ∑𝑖 𝑏𝑖 𝑘𝑖
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the
(3)

ℎ 𝑦𝑛 +𝑦𝑛+1

𝑦𝑛+1 = 𝑦𝑛 + ℎ𝑓 (𝑡𝑛 + ,

by

2

)

(4)
(5a)

Figure 5. Comparison of all four methods with a time step size of
0.2·10− s for the anti-parallel to parallel switching.

𝑘𝑖 = 𝑓(𝑡𝑛 + 𝑐𝑖 ℎ, 𝑦𝑛 + ℎ ∑𝑖 𝑎𝑖𝑗 𝑘𝑖 )

(5b)

The four different methods can be derived from the
general implicit Runge-Kutta equation (5a) and (5b) using
appropriate Butcher tables [1]. Figure 4 shows that all
methods deliver almost identical results, when the time step
is chosen sufficiently small. However, if the time step
increases, the difference between the magnetization
trajectories becomes larger, as shown in Figure 5. Here, the
advantage of higher order schemes becomes apparent as
they deliver results close to those at smaller time steps.
However, the higher accuracy comes at a much higher
computational cost per time step, which can be seen in
Figure 6. The upper plot reports the average time required
per time step for each method to model the time evolution
of the magnetization, while the plot below is the calculation
time to simulate the dynamics within 2ns. Obviously, the
higher order integration schemes are more computationally
demanding, and an accurate tradeoff between achieving a
higher accuracy and reducing simulation time is required
depending on a particular goal. The MID scheme is the best
compromise between accuracy and calculation effort.
V.

COMPARISON OF FINITE DIFFERENCE METHOD AND
FINITE ELEMENTE METHOD

After carefully calibrating the demagnetization field and
choosing a time integration method and a suitable time step,
we can verify the switching behavior of STT-MRAM cells
simulated with the FEM-BEM implementation by
comparing it with a finite difference method (FDM) based
numerical solution of the LLG equation.
We consider solving the LLG equation with the
Slonczewski anti-damping torque [11]:
𝜕𝐦
𝜕𝑡

= −𝛾𝜇0 𝐦 × 𝐇𝐞𝐟𝐟 + 𝛼𝐦 ×
−

𝛾0 ℏ𝐽𝑒 𝐺(𝐦⋅𝐩,𝑃)
𝑒𝜇0 𝑀𝑆 𝑑

𝜕𝐦
𝜕𝑡

𝐦 × (𝐦 × 𝐩)

(7)

ℏ is the reduced Planck constant, Je is the current density, d
is the thickness of the free layer, and 𝛾0 = −𝛾𝜇0 is the
rescaled gyromagnetic ratio. The coefficient G describes
the dependence of the torque on the interface spin current
polarization P and the relative magnetization orientations
m and p in the free and fixed layers, respectively. Figure 7
shows the time evolution of the average magnetization of
the free layer during switching from the anti-parallel to
parallel configuration. The parameters used for the
magnetic layers in the simulations are summarized in
Table I. For the FEM, the meshes are generated using the
automatic 2D and 3D tetrahedral mesh generator
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TABLE I.

SIMUALTION PARAMETERS

Parameter
Gilbert damping, α

0.02

Gyromagnetic ratio, γ

1.76·1011 rad s-1 T-1
4π·10-7 H m-1

Vacuum permeability, µ0
Saturation magnetization, MS

2·105 J m-3

Anisotropy constant, K
Current spin polarization, βσ
Diffusion spin polarization, βD
Electron diffusion coefficient, D𝑒

NETGEN [12]. In order to compare them with our in-house
FDM, we chose the FDM mesh as a regular cuboid mesh.
The results show a good agreement between the FDM and
FEM simulations, confirming the accuracy and reliability
of the implemented FEM solver in computing the
magnetization dynamics in an MTJ structure.
VI. CONCLUSION
We demonstrated an open-source FEM based industryexploitable modeling and simulation TCAD tool for
accurate design of emerging MRAM using a modular FEM
library (MFEM) [10] implementation to solve the partial
differential Landau-Lifshitz-Gilbert equation describing
the magnetization dynamics under an external electric
current in a multi-layer magnetic structure. The
corresponding torques are evaluated by solving the
magnetization-dependent, coupled charge and spin
transport. We demonstrated that the demagnetization field
computed by the truncation method and by the hybrid
FEM-BEM approach is identical in a magnetic multi-layer
structure. We implemented several time integration
schemes. From the above analysis, it can be concluded that
the MID scheme is the best compromise between sufficient
accuracy and low computational costs. In order to verify the
FEM implementation, we compared it to an FDM
simulation used as a reference. By properly tailoring the
time integration scheme and the time step we demonstrated
an almost identical switching in both methods. The proper
calibration and verification of the FEM-BEM based LLG
solver is essential to simulate a realistic MRAM cell
consisting of a fixed, pinned, and a composite free layer
separated by nonmagnetic spacers and tunnel barriers.

Figure 7.

Comparison of FDM to FEM-BEM for the anti-parallel to
parallel switching.
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8·105 A m-1
1.3·10-11 J m-1

Exchange constant, A

Figure 6. Upper panel: Average time required per time step, for
different integration schemes. For a coarser time step, the number of
iterations (and the time) grows. Lower panel: Simulation time to model
2ns dynamics with respective time integration schemes.

Value

0.9
1.0
2·10-4 m2/s

Spin-flip length, λsf

10 nm

Spin dephasing length, λφ

5 nm

Exchange length, λJ

0.5 nm
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Abstract—High electron mobility transistors (HEMTs)
consisting of GaN and its alloys, most commonly AlGaN, have
been gaining popularity as the next generation of high-speed
devices for radiofrequency and power applications. Although
a high concentration of 2D electrons in such structures can
be obtained even in equilibrium, i.e. with a zero gate bias,
in recent years there has been a tendency of developing
normally-off, i.e. enhancement-mode GaN HEMTs to ease
integration with the associated gate-driver circuitry. Therefore, accurate simulation of key electrical properties of these
devices, such as electron mobility, becomes important even
in non-equilibrium conditions, i.e. with an applied gate bias.
This paper describes a simulation framework designed to
enable the modelling of 2DEG mobility in enhancement-mode
HEMTs. Apart from the Schrödinger and Poisson equations
which need to be solved for the equilibrium case, the current
continuity equations for electrons and holes also need to
be satisfied when a positive gate bias is applied. All these
equations are solved in a self-consistent numerical procedure
to obtain a correct solution of the electrostatic problem for an
arbitrary gate bias, as well as the discrete states and carrier
wavefunctions needed for semi-classical mobility calculations.
The procedure is demonstrated by simulating an advanced
enhancement-mode device with a p-GaN cap and comparing
the calculated electron concentrations and mobilities with
available experimental results.
Keywords—Radiofrequency integrated circuits, power semiconductor devices, quantum well devices, gallium nitride, high
electron mobility transistors, heterojunctions, two-dimensional
electron gas, semiconductor device modelling, charge carrier
mobility

As a consequence, a high concentration of electrons, a socalled 2D electron gas (2DEG), can be induced near the
interface even without intentional doping. These electrons
form the conducting channel of a GaN high electron
mobility transistor (HEMT).

I. I NTRODUCTION

This paper presents a numerical implementation of a
1D simulator for MATLAB which solves the Schrödinger,
Poisson and continuity equations in a self-consistent manner. The procedure to obtain the correct electrostatic
solution for arbitrary GaN-based HEMT structures and
for arbitrary gate biases is described. The simulator is
coupled with a comprehensive mobility calculator which
performs semi-classical calculations of the 2DEG mobility
by solving the Boltzmann transport equation (BTE) in the
momentum relaxation time approximation (MRTA), taking
into account all relevant scattering mechanisms [10]. The
need for such a complex simulation framework is demonstrated by simulating the electrostatics of an advanced
enhancement-mode HEMT structure with a p-GaN cap
at positive gate voltages. Finally, mobility calculations on
such a device are performed and compared to available
experimental data.

The GaN material system has been one of the most
exciting areas of research for radiofrequency (RF) and
power electronics in recent years, owing to some of the
unique advantages it offers compared to other semiconductors. Its wide bandgap means that high breakdown
voltages and low leakage currents can be achieved, while
the high saturation velocity and high mobility in GaNbased heterostructures are all beneficial for high-frequency
operation. Another important property of material systems
consisting of GaN and its alloys, typically AlGaN, is the
high spontaneous and piezoelectric polarisation, resulting
in high values of positive polarization sheet charge in the
order of 1013 cm−2 at an AlGaN/GaN heterointerface [1].
This work was supported by the Croatian Science Foundation (HRZZ)
under the project IP-2018-01-5296.
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Most studies related to the electrical properties of GaNbased HEMTs have been limited to the equilibrium case,
i.e. when a zero gate voltage is applied [2]–[7]. Since
at that point the 2DEG is already formed in a typical
AlGaN/GaN HEMT and the transistor is already ”switched
on”, these studies are extremely useful in assessing the
performance of these devices. However, for more advanced
enhancement-mode device structures, where a positive
gate voltage needs to be applied to turn the device on,
only a limited number of studies pertaining to e.g. the
electron mobility exists in the literature [8], [9]. One of
the reasons could be that the Schrödinger-Poisson solvers
traditionally used in these types of analyses are in general
incapable of providing solutions to electrostatic problems
far from equilibrium, as they assume a constant quasiFermi level across the entire vertical cross-section of the
HEMT structure, an assumption which, strictly speaking,
holds only in equilibrium. To simulate the behaviour of
these devices at high applied gate voltages, the positiondependent quasi-Fermi levels need to be obtained by
solving the current continuity equations alongside the
Schrödinger and Poisson equations.
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II. S ELF - CONSISTENT SOLUTION OF THE

∂EF n
,
∂z
∂EF p
Jp (z) = qµp (z)p(z)
,
∂z

ELECTROSTATIC PROBLEM

Jn (z) = qµn (z)n(z)

A. Poisson equation
To obtain the electrostatic potential V (z) for a given
charge distribution ρ(z), one needs to solve the 1D Poisson
equation:
2

ρ(z)
∂ V (z)
=−
.
∂z 2
ε(z)

(1)

After linearisation and discretisation on a uniform mesh
with a mesh spacing ∆ [11], taking into account the spatial
variations of the dielectric constant ε(z), the Poisson
equation can be written as:
(εi−1 + εi+1 )
εi+1
εi−1
Vi−1 −
Vi + 2 Vi+1 =
∆2
∆2
∆ 
= −q −ni + pi + Nid − Nia + Nip ,

(2)

where ni and pi denote the concentration of free carriers
(electrons and holes) at mesh node i, Nid and Nia are the
concentrations of ionised donors and acceptors, respectively, while Nip is the total polarisation charge appearing
at material interfaces, which is calculated according to
[12].
The desired boundary conditions for the conduction
band without band offsets are applied as the boundary
conditions for the potential. For mesh node 1, which is
the node at the gate contact, this constitutes a Dirichlet
boundary condition, and in the case of an Ohmic contact,
V1 is chosen to maintain charge neutrality, i.e. such that
the carrier concentrations at the contact are equal to their
equilibrium concentrations. In the case of a Schottky
contact, V1 is simply set as VG − ϕnb , where VG is the
applied gate voltage and ϕnb is the Schottky barrier height,
which is defined as the energy difference (in eV) between
the equilibrium Fermi level and the conduction band,
regardless of the semiconductor doping. For the potential
at the last mesh node, VN , either a Dirichlet condition
enforcing charge neutrality or a Neumann boundary condition ensuring that the derivative of the potential is equal
to zero can be applied.
B. Continuity equations
To obtain the quasi-Fermi levels used in the calculation
of the carrier concentrations, one has to solve the continuity equations for the electron and hole current, which in
one dimension and in steady-state conditions read:
∂Jn
= qR,
∂z
∂Jp
= −qR,
∂z
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q n
Vi − Vi+1
c
= Di+ 1 Ni+ 1
×
2
2
∆
Vt
 F n i
h
 Fn 
E
E
− exp Vi t
exp Vi+1
t



,
×
Vi
exp − VVi+1
−
exp
−
Vt
t


q p
Vi+1 − Vi
v
= Di+
×
1 Ni+ 1
2
2
∆
Vt





Fp
Ei+1
EiF p
− exp − Vt
exp − Vt


 
,
×
Vi
exp VVi+1
−
exp
Vt
t

n
Ji+
1
2

p
Ji+
1

2

(5a)

(5b)

where Nc,v represents the effective density of states of
the conduction/valence band, and the diffusion coefficients
Dn,p are taken as constant within a given material. By
introducing the Slotboom variables [15],
 Fn 
Ei
n
Φi = exp
,
(6a)
Vt
!
EiF p
p
Φi = exp −
,
(6b)
Vt
equations (5a) and (5b) can be rewritten as:
n
Ji+
1
2

p
Ji+
1

2

with q being the elementary charge and R being the
net generation-recombination rate, which is often assumed
to be zero when simulating transistor structures. Within
the drift-diffusion model, the current densities can be
expressed as:

(4b)

where µn,p (z) is the electron/hole mobility, n(z) and
p(z) are once again the electron and hole concentrations,
respectively, while EF n,p are the quasi-Fermi levels in
electronvolts. To solve the continuity equations in a way
that is numerically stable, they are discretised using the
well-known Scharfetter-Gummel scheme [13], in which
the current is expressed at the midpoints between mesh
nodes. Assuming Boltzmann statistics (i.e. non-degenerate
conditions) and a linear variation of the potential between
adjacent mesh points, and assuming that the Einstein
relation Dn,p = µn,p Vt holds, the electron and hole
currents at the point (i + 1/2) over a uniform mesh can
be written as [14]:

(3a)
(3b)

(4a)

  

q n
Vi
Vi − Vi+1
c
= Di+ 1 Ni+ 1 exp
B
×
2
2
∆
Vt
Vt


−
n
n
× Φni+1 − Φni = An+
i Bi+1 Φi+1 − Φi ,
(7a)

 

Vi
Vi+1 − Vi
q p
v
−
B
×
= Di+
1 Ni+ 1 exp
2
2
∆
Vt
Vt


+
× Φpi+1 − Φpi = Ap+
Φpi+1 − Φpi ,
i Bi
(7b)

where B(x) = x/[exp(x) − 1] is the Bernoulli function.
For small values of x, the well known approximation
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B 0 (x) = 1 − x/2 [16] can be used instead of B(x),
thereby avoiding the singularity in x = 0 and making the
calculation of the currents robust in case the electrostatic
potential varies slowly across certain regions of the device.
The above expressions constitute a version of the so-called
Slotboom formulation of the Scharfetter-Gummel discretisation scheme for the continuity equations. To simplify
the notation, the shorthand An,p+
has been introduced
i
for the factors multiplying the Bernoulli function and the
−
Slotboom variables, while Bi+1
and Bi+ represent the
respective Bernoulli functions themselves.
Similar expressions for the electron and hole current at
the mesh midpoints (i − 1/2) can be written by replacing
(i + 1) with (i − 1) and placing a negative sign in
front of (7a) and (7b). In the resulting expressions, one
can denote the terms multiplying the Slotboom variables
p− −
+
as An−
i Bi−1 andAi Bi . Then, using (∂Jn,p /∂z)i =


n,p
n,p
Ji+1/2
− Ji−1/2
/∆, one obtains a tridiagonal matrix
equation for the Slotboom variable for both carrier types:

 n−

Ai
An+ −
An−
+
+
i
Bi−1
Φni−1 −
Bi−1
+ i Bi+1
Φni +
∆
∆
∆
An+ − n
+ i Bi+1
Φi+1 = qR,
(8a)
∆
Ap−
i
B − Φp −
∆ i i−1
+

Ap+
Ap−
i
Bi− + i Bi+
∆
∆

Ap+
i
B + Φp = −qR.
∆ i i+1

!
Φpi +
(8b)

If R is taken as zero, only the boundary condition terms
appear at the RHS of the matrix equations (8a) and (8b).
Having obtained the Slotboom variables Φn and Φp , the
quasi-Fermi levels EF n and EF p are easily obtained using
(6a) and (6b).
For the quasi-Fermi levels at the gate contact, a simple
Dirichlet boundary condition can be used in the case of
an Ohmic contact, stating that E1F n = E1F p = −VG . For a
Schottky contact, it is common to assume that the current
between the first two mesh points depends on the surface
recombination velocities vn,p :
J n3 = −qvn (n1 − n0 ) ,

(9a)

J p3 = qvp (p1 − p0 ) ,

(9b)

2

2

where n1 and p1 are the carrier concentrations at node 1,
while n0 and p0 are the equilibrium concentrations for a
given Schottky barrier height [17]. This translates to the
following boundary condition for the Slotboom variables:

−
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vn
An+
1
B− +
∆ 2
∆



Φn1 +

An−
An+
2
B1+ Φn2 = −vn 1n Φn0 ,
∆
D3
2
(10a)

−

Ap+
vp
1
B+ +
∆ 1
∆

!
Φp1 +

Ap−
Ap+
2
B2− Φp2 = −vp 1p Φp0 ,
∆
D3
2
(10b)

with Φn,p
= 1. For simplicity, we assume a constant
0
recombination
velocity regardless of the gate bias [18]:
q
vn,p = kB T /2πm∗n,p , m∗n,p being the effective mass of
carriers. On the other hand, in the bulk of the device, at
Fp
Fn
node N , EN
= EN
= 0, i.e. ΦnN = ΦpN = 1.
To enforce that the quasi-Fermi levels remain continuous across heterointerfaces, one can modify the electrostatic potential Vi in the discretised current equations
(7a) and (7b) by including the band offsets with respect
to a reference material, in our case GaN. Hence, the
potentials entering (7a) and (7b) are Vin = Vi − ∆Eic
and Vip = Vi − ∆Eic + Eig , respectively.
C. Schrödinger equation
When a voltage higher than the threshold voltage is
applied at the gate of an AlGaN/GaN HEMT, the electrons
become confined within a quantum well on the GaNside of the heterointerface. Therefore, instead of using the
classical expressions for the electron concentration given
by Boltzmann or Fermi-Dirac statistics, a solution of the
Schrödinger equation is necessary to obtain the quantised
energy levels and electron wavefunctions from which the
carrier concentration can be calculated. To this end, the 1D
single-particle Schrödinger equation for Γ-valley electrons
is solved within the effective mass approximation:

−


~2
∂2
+
E
(z)
ψn (z) = En ψn (z).
c
2qm∗ (z) ∂z 2

(11)

The discrete states En and wavefunctions ψn (z) are then
used to calculate the electron concentration in the following way (neglecting the non-parabolicity of the bands):



X
EF n (z)−En
m∗ (z)
n(z)= kB T
ln 1+exp
ψn2 (z).
2
π~
V
t
n
(12)
D. Procedure for solving the full electrostatic problem
As mentioned previously, the Poisson equation, the two
continuity equations and the Schrödinger equation are
solved numerically in a self-consistent procedure to obtain
the final solution of the electrostatic problem in question.
A version of Gummel’s iterative scheme [19] is used to
this end. First of all, for an initial guess of the potential
V (z), the continuity equations are solved to obtain the
quasi-Fermi levels EF n (z) and EF p (z). Thereafter, the
Schrödinger equation is solved and (12) is used to obtain
the electron concentration n(z) for the given EF n (z).
Since quantum confinement of holes is not expected in the
HEMT structures of interest, the hole concentration p(z)
can be obtained classically using Boltzmann or FermiDirac statistics. The carrier concentrations n(z) and p(z)
are then fed back into the Poisson equation and its solution
provides a new guess for V (z). The new potential is
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then scaled using a linear mixing scheme with a variable
damping parameter, and a new iteration starts by solving
the continuity equations once again using the scaled V (z).
This procedure is repeated until the potential converges to
within a set tolerance, typically 1 mV. Note that the quasiFermi levels are also scaled after solving the continuity
equations to facilitate the convergence of the potential. If
a sweep of the gate voltage is performed, it is convenient
to use the solution of V (z) at a given gate voltage as
the initial guess for the next point in the sweep, which
ensures fast convergence even at high gate biases. The
material parameters for GaN and AlN used during the
self-consistent calculations are listed in Table I, while the
parameters for Alx Ga1−x N are interpolated as a linear
function of x.
TABLE I: Material parameters for GaN and AlN used in the selfconsistent calculations.

dielectric constant

ε

effective electron mass

m∗n

effective hole mass

m∗p

electron diffusion coefficient

Dn

hole diffusion coefficient

Dp

1 nm

⊖
⊖
Al+.-. Ga+./0 N barrier
⊖
⊖
⊖
⊖
Al+.0 Ga+.. N barrier
⊖
⊖
⊖⊖⊖⊖⊖⊖ ⊖⊖⊖⊖⊖⊖⊖⊖⊖⊖⊖ ⊖⊖⊖⊖⊖⊖⊖⊖

2DEG

12 nm
1 nm
300 nm

GaN buffer

?
1D cutline

Fig. 1: 2D cross-section of the studied composite-barrier HEMT with a
p-GaN cap. The 1D calculations are performed along the cutline in the
z-direction.

Unit
eV
ε0

m0

cm2 /s

III. S IMULATIONS OF AN ENHANCEMENT- MODE
HEMT
To demonstrate the functionality of the simulation procedure described in Sec. II, we simulate the electrostatics of a previously characterised enhancement-mode
HEMT structure with a p-GaN cap. Chiu et al. [20]
have shown that the performance of a standard p-GaN/
AlGaN/GaN HEMT is improved by using a composite AlN/Al0.17 Ga0.83 N/Al0.3 Ga0.7 N barrier instead of a
conventional Al0.17 Ga0.83 N barrier. Therefore, we choose
to perform our simulations on the advanced compositebarrier structure, shown in Fig. 1. The 60 nm-thick p-GaN
cap layer is used to deplete the 2DEG under the gate region
at a zero gate bias, thereby achieving normally-off operation. This becomes clear when looking at the simulated
band diagram along the 1D cutline in the z-direction at
VG = 0 V, which is shown in Fig. 2. The p-type doping in
the cap layer lifts the conduction band in the GaN channel
above the equilibrium Fermi-level at 0 eV and prevents the
formation of the 2DEG. Therefore, a positive gate bias
needs to be applied to achieve a high 2DEG concentration
and switch the transistor on. The acceptor concentration
in the Mg-doped cap is 3 × 1019 cm−3 , but due to the
high activation energy of Mg in GaN, the concentration
of activated Mg dopants at room temperature is measured
to be 1018 cm−3 [20], which is the number used in our
simulation. For the unintentionally doped AlGaN and GaN

layers, a background donor concentration of 1016 cm−3 is
assumed. The Schottky barrier height of ϕnb = 1.46 eV
at the Ni gate contact is obtained using the Schottky-Mott
rule and an electron affinity of 3.76 eV for the p-GaN
material, as measured in [21].
Fig. 3 shows the gate voltage dependence of the electron sheet density, exhibiting the typical linear behaviour
above the threshold voltage of 1.6 V, which matches the
experimentally obtained value [22]. Fig. 3 also shows the
dependence of the channel on-resistance in the region
under the gate, calculated by dividing the gate length
of 3 µm with (qNS µT OT ), where NS is the electron
sheet density under the gate and µT OT is the total 2DEG
mobility obtained using our mobility calculator, which is
further described in Sec. IV.
For the structures fabricated using an optimised annealing process, an experimental value of 10.2 Ω·mm for the
total on-resistance is obtained at a gate bias of 8 V [22]. To
simulate the structure at such a high gate voltage, unlike
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Fig. 2: Band diagram and carrier concentrations under the gate of the
simulated HEMT structure at VG = 0 V. The presence of the p-GaN
cap layer depletes the 2DEG in the channel and results in
enhancement-mode operation.
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∼3×1012 cm−2 is expected in the access regions, meaning
that this resistance is close to its saturated value from
Fig. 3. In that case, the total on-resistance is given simply
by taking the total length of the device including the length
of the gate and the access regions, which is equal to
12 µm, and dividing it by (qNS µT OT ). Such a calculation
gives a value of 10 Ω·mm for the total on-resistance at
VG = 8 V, which is very close to the experimental value of
10.2 Ω·mm. This suggests that the measured on-resistance
of the structures fabricated using the optimised process is
close to the theoretical limit and not impaired by contact
resistances or other parasitic effects.

g a te v o lta g e (V )

IV. M OBILITY CALCULATIONS

the simulation with VG = 0 V shown in Fig. 2, the continuity equations need to be solved to obtain the positiondependent quasi-Fermi levels. To correctly reproduce the
depletion behaviour of the p-GaN cap, one needs to solve
the continuity equation for holes as well as electrons and
include the free hole concentration in the Poisson equation,
even though the HEMT itself is a unipolar device. The
band diagram with VG = 8 V is shown in Fig. 4. For the
Poisson equation, we use a Neumann boundary condition
in the bulk of the device, while for the quasi-Fermi levels
at the gate contact, the boundary conditions given by (10a)
and (10b) are used. The Schrödinger equation is solved
only within the quantum well region, which extends 5 nm
into the AlGaN barrier, so that wavefunction penetration
into the barrier is taken into account. Having obtained the
correct states and wavefunctions, we can estimate the total
on-resistance by calculating µT OT . We assume that, at a
gate bias of 8 V, the resistance of the source/drain access
regions is similar to the on-resistance under the gate,
which is reasonable since a 2DEG sheet density above
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Further insight into the gate voltage dependence of the
on-resistance can be gained by analysing the 2DEG mobility limited by various scattering mechanisms. Our mobility
calculator [10], which builds on our previous work for
III-V devices [23], [24], finds the mobility limited by all
relevant scattering mechanisms, which are acoustic deformation potential scattering (ADP), piezoelectric scattering
(PE), scattering by polar optical phonons (POP), alloy
disorder scattering (ADO) in the AlGaN barrier, Coulomb
scattering (CO) due to impurities, interface roughness
scattering (IFR) and scattering due to dislocations (DIS).
The scattering rates for each mechanism are obtained from
the scattering matrix elements using Fermi’s golden rule,
and the MRTA is used to find the momentum relaxation
rates and mobilities. Details of the mobility calculations
for each mechanism have been described elsewhere [10].
All the scattering-related material parameters used in the
calculations are also given in [10], with the exception of
the RMS heterointerface roughness, which is taken as 1 Å.
Fig. 5 shows the gate voltage dependence of the calculated
room-temperature 2DEG mobility limited by the various
scattering mechanisms. In the whole range of investigated
gate voltages, the total mobility is limited mainly by
POP scattering, which is typically the case for GaN-
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Fig. 3: Gate voltage dependence of the electron sheet density and
on-resistance in the region under the gate. The threshold voltage of
VT H = 1.6 V matches the experimentally obtained value [22].
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Fig. 4: Band diagram and carrier concentrations under the gate of the
simulated HEMT structure at VG = 8 V. The position-dependent
quasi-Fermi levels are obtained by solving the continuity equations for
both types of carriers.
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Fig. 5: Gate voltage dependence of the room-temperature 2DEG
mobility limited by different scattering mechanisms for the GaN
HEMT in Fig. 1. The POP-limited mobility is the dominant factor
determining the total mobility, which shows a slight decrease due to
stronger confinement at high gate voltages.
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based HEMTs at high temperatures. Apart from that, ADO
and IFR scattering also play a significant role at higher
gate voltages, when the penetration of the ground-state
wavefunction into the AlGaN barrier becomes prominent.
The POP-limited mobility and therefore the total mobility
exhibit a slight decrease with increasing gate voltage due
to the stronger confinement of the 2DEG, with µT OT
dropping from ∼2000 cm2 /Vs at VG = 2.6 V, when the
2DEG is formed, to ∼1400 cm2 /Vs at VG = 10 V. This
is the reason for the saturation of the on-resistance with
increasing gate bias in Fig. 3.
V. C ONCLUSION
A simulation framework for modelling GaN-based
HEMTs with high applied gate biases has been implemented in MATLAB. A self-consistent numerical procedure for solving the Schrödinger, Poisson and continuity
equations for electrons and holes is used to accurately
describe the electrostatics of arbitrary HEMT structures
at arbitrary gate biases, and the calculated discrete states
and wavefunctions are used in semi-classical calculations
of the 2DEG mobility. The framework is demonstrated
by simulating a previously characterised composite-barrier
enhancement-mode HEMT with a p-GaN cap. A good
match to experimental values of the threshold voltage
and on-resistance is obtained, and the impact of different
scattering mechanisms on the 2DEG mobility is analysed.
We find that the decrease in mobility at high gate voltages
leads to a saturation of the on-resistance with increasing
gate bias.
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Abstract—We report a set of tight-binding Slater-Koster
parameters calibrated on ab initio density functional theory
(DFT) bandstructure calculations for monolayer black
phosphorus or phosphorene, which is among the most
promising 2D materials for future nanoelectronic
applications. The bandstructure is calibrated so that both
the conduction and valence bands are accurately
reproduced in the energy range of interest, which allows the
analysis of both electron and hole transport properties. The
new DFT-TB model is assessed by performing quantum
transport (Green’s function formalism) calculations of
density of states, quantum transmission and conductance,
for pristine phosphorene nanoribbons of various widths,
and the results are compared to calculations done using a
TB model from the literature. We find that the new DFT-TB
model results in higher transmission, conductance, and
density of states, and that it accurately reproduces the
asymmetry between electron and hole electronic and
transport properties observed in reported DFT results.
Keywords—phosphorene; black phosphorus; nanoribbon;
tight-binding; quantum transport; NEGF; DFT; transmission

I.

INTRODUCTION

Two-dimensional (2D) materials exhibit unique
electronic and transport properties that make them very
promising for applications in electronics, from sensors and
detectors, over digital logic transistors, to neuromorphic
devices for artificial intelligence and in-memory
computing on chip [1]–[5]. Among 2D materials,
monolayer black phosphorus or phosphorene [6],
illustrated in Fig. 1, is commonly identified among the
most promising alternatives to silicon for future nanoscale
electronic devices due to its appropriate bandgap and
favorable transport properties [7]–[11]. While large-area
phosphorene field-effect transistors (FETs) have been
reported experimentally, more theoretical/simulation work
is needed to inform and guide processing of
nanostructures such as phosphorene nanoribbons (PNRs).
Given the atomic resolution of 2D materials and the fact
that transport physics is governed by quantum mechanics
on the nanoscale, advanced theoretical formalisms such as
quantum transport based on Green's functions are needed
to accurately analyze and predict the performance of
PNR-based nanoelectronic devices.

88

Fig. 1. Illustration of the crystal structure of a phosphorene nanoribbon
with armchair edges with side view shown in (a) and top view in (b).

Density functional theory (DFT) is an ab initio method
for electronic structure calculations in which the
prediction accuracy depends on the exchange correlation
term used [12], [13]. The DFT calculations are very timeconsuming and numerically expensive, usually limited to
simulations of infinite periodic structures. The resulting
DFT Hamiltonians are very large and dense matrices,
which makes them practically unusable for quantum
transport simulations based on the non-equilibrium
Green's function (NEGF) formalism in realistically sized
nanodevices with several hundreds or thousands of atoms
[11]. Therefore, smaller and sparser Hamiltonians such as
those expressed in tight-binding (TB) models, itself based
on the linear combination of atomic orbitals (LCAO)
approach, are needed for NEGF device simulation.
Nowadays, the TB Hamiltonians are at the core of
numerically efficient atomistic quantum transport
simulations of nanostructures based on 2D materials.
In this paper, we develop a new DFT-based TB model
(DFT-TB hereafter) for computationally efficient quantum
transport simulations of phosphorene nanodevices. Using
Green's function calculations, we demonstrate model
capabilities for the exploration of electronic and transport
properties for electrons and holes in PNRs. Density of
states, transmission and conductance of ultra-scaled PNRs
are analyzed using the proposed DFT-TB model and are
compared to results obtained using a TB model for
phosphorene from the literature [8], [10], [14], [15].
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MODELING AND SIMULATION METHODOLOGY

A. DFT-based TB Hamiltonian
DFT simulations are done using the OpenMX package
[18], [19], employing generalized gradient approximation
(GGA) with Perdew-Burke-Ernzerhof (PBE) exchangecorrelation functional (P_PBE13 pseudopotentials and
P7.0-s3p3d2f1 basis for phosphorus atoms). The 2D
Brillouin zone was integrated using a 12 × 12 × 1 centered
Monkhorst-Pack k-point grid. The new DFT-TB model for
phosphorene is developed using TBStudio [16], a
technical software package for generating TB
Hamiltonians based on Slater-Koster (SK) method [17]
from ab initio DFT calculations. For each phosphorus
atom we include 4 orbitals (s, px, py and pz) and all
relevant SK hopping integrals or parameters are accounted
for (ssσ, spσ, ppσ, ppπ). The illustration of atomic
positions with bonds covered by this model is shown in
Fig. 2, while the obtained SK parameters are listed in
Table I. As shown in Fig. 3, the new DFT-TB model
achieves excellent agreement with DFT bandstructure in
the energy range of interest, i.e. up to 1 eV from the
conduction band minimum (CBM) and valence band
maximum (VBM). Therefore, satellite valleys positioned
along Γ-X and Γ-Y directions away from the zone center
are accurately accounted for.
In Section III., results we obtain using the new DFTTB model are compared to a TB model from the literature
[14] (TBL hereafter). The TBL model was also calibrated
on DFT calculations but on a wider range of energies,
leading to a good general agreement up to 2 eV, at the
expense of reduced accuracy in the low energy region that
is important for device performance, as discussed in
Section III.
B. Green's functions quantum transport
The Schrödinger's equation with open boundary
conditions (OBCs) is solved by employing the nonequilibrium Green's function (NEGF) formalism. We
employ the equilibrium part of our in-house developed
NEGF code for 2D material nanostructures [20], [21].
The central quantity of NEGF, the retarded Green's
function of the device, is calculated as

G R ( E ) = ( E + i 0+ ) I − H − Σ SR ( E ) − Σ RD ( E )  ,
−1

∞

0
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Table I. On-site energies and SK parameters of the DFT-TB model. All
parameters are in eV.
On-site energies
s
−14.168027

px
−3.028643

py
−2.618793

pz
0.022100

Slater-Koster parameters
Type
ssσ
spσ
ppσ
ppπ
Type
ssσ
spσ
ppσ
ppπ

Bond 1
−2.139167
−4.537056
3.126358
−1.083244
Bond 4
1.499989
0.581242
0.158343
−0.095074

Bond 2
3.194586
−0.282688
3.135120
−0.999519
Bond 5
−0.652033
−0.780700
1.324892
−0.111658

Bond 3
−0.737496
−0.426628
0.935184
−0.127240

(1)

where H is the device Hamiltonian (from our new DFTTB model) and Σ matrices are the retarded contact selfenergies. The Σ matrices account for OBCs to the two
contacts (source and drain) and are found using SanchoRubio method [22]. The retarded (GR) and advanced
Green's function (GA) of the device (where G A = (G R )† )
are then used to find the transmission function, T(E), and
density of states, D(E) [8], [23]. The conductance of the
device at T = 300 K is calculated using

G = G0  T ( E ) ( − ∂f ( E − EF ) ∂E ) dE ,

Fig. 2. Illustration from TBStudio of phosphorus atoms and bonds that
are included in the DFT-TB model for single-layer phosphorene. Bond
type designations for SK parameters in Table I are 1 (magenta), 2
(green), 3 (yellow), 4 (white) and 5 (orange).

Energy (eV)

II.

(2)

Γ

X

S

Y

Γ

Fig. 3. Comparison of the bandstructure from DFT calculations (blue
lines) and from the DFT-TB model (dark red lines). Fermi level is
positioned at 0 eV (red dashed line).

where f(E − EF) is the Fermi-Dirac function, G0 = 2e2/h,
and h is the Planck's constant. The Fermi level, EF, is set
to mid-gap value for the OFF-state conductance (GOFF).
For the ON-state conductance (GON), EF is set to a value
0.3 eV above the CBM for electron ON-state conductance
(GON,e) and 0.3 eV below the VBM for hole ON-state
conductance (GON,h).
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III.

RESULTS AND DISCUSSIONS

Figure 4 reports the dispersion of the 3.4 nm-wide
PNR obtained by using the TBL model (Fig. 4a) and the
new DFT-TB model (Fig. 4b). First, we note that our
DFT-TB model reproduces multi-valley dispersion of
PNRs reported for fully ab initio calculations [24], which
makes it significantly more accurate that the TBL model
that results in a single parabolic valley. Moreover, electron
and hole bands are identical in the TBL model, whereas
they significantly differ in Fig. 4b for the DFT-TB model.
We observe a difference in bandgap because different
exchange-correlation functionals are used in the two DFT
calculations, with the PBE case (our DFT-TB model)
exhibiting a lower bandgap than the HSE-based TBL
model. The PBE functionals are known to underestimate
the bandgap so the realistic value is expected to be
between those obtained from PBE and HSE DFT
simulations. Nevertheless, our Hamiltonian model should
provide more reliable transport properties for both
electrons and holes.
The stark differences in E-k dispersions between the
two models is also evident in DOS and transmission
calculated for the 3.4 nm-wide PNR, as shown in Fig. 5a
and Fig. 5b, respectively. While DOS is approximately
equal near the CBM and VBM, the two curves in Fig. 5a
diverge significantly for energies away from the CBM and
VBM (approx. by 0.2 eV). These differences indicate that
the TBL model underestimates the amount of inversion
charge that can be induced in the PNR by appropriate
adjustment of the quasi-Fermi level in the channel by the
gate electrode, for both n- and p-type devices. Moreover,
as reported in Fig. 5b, the DFT-TB model predicts
considerably higher transmissions close to CBM and
VBM than the TBL model, indicating higher transport
efficiency if DFT-TB model is used for full device
simulations.
The observed effects are more easily understood from
the plots in Fig. 6 that report the transmission in the
valence (Fig. 6a) and conduction (Fig. 6b) bands, where
the CBM and VBM are shifted to the same energy for an
easier comparison. The TBL Hamiltonian reproduces the
transmission well only for energies up to 0.2 eV above the
CBM and down to 0.15 eV below the VBM. At higher
energies, DFT-TB model predicts significantly higher
transmissions, i.e. above 20, while the simpler TBL model
gives about 7-8 for electrons and holes. In the conduction
band, the difference is the largest for energies between
0.85 eV and 1.6 eV, while in the rest of the band the two
models provide similar transmission characteristics. In
contrast, TBL underestimates the hole transmission in
almost the entire valence band. The higher transmission of
the DFT-TB approach is a consequence of a larger number
of energy bands with a positive group velocity, as shown
in Fig. 4b, which should benefit PNR conductance and the
overall current-driving capabilities of PNR MOSFETs.
In the next few paragraphs, we assess the impact of
PNR width downscaling on PNR conductance in the ONand OFF-state, which serves as a study of intrinsic
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Fig. 4. Dispersion in 3.4 nm-wide PNRs obtained using (a) TB model
from the literature and (b) DFT-TB model developed in this work.

Fig. 5. Comparison of (a) density of states and (b) transmission in
3.4 nm-wide PNRs as calculated from the Green's functions with the
two TB Hamiltonian models.

Fig. 6. Transmission comparison for (a) valence and (b) conduction
band when the curves from Fig. 5b are shifted to the same CBM and
VBM.

limitations to PNR device performance, as provided by the
two TB approaches. Figure 7 reports the widthdependence of GON as obtained by using the TBL and our
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DFT-TB Hamiltonians for Green's function calculations.
In the case of TBL model, both GON,e and GON,h
monotonically decrease from ≈9.5×G0 to ≈1×G0 with
decreasing W, and the two curves are closely spaced,
indicating again that the TBL model cannot capture the
significant differences between the conduction and
valence bands. On the other hand, the new DFT-TB model
provides much higher conductance values and correctly
reproduces the differences between electron and hole
bands reported by DFT calculations in the literature. The
GON,h is higher than GON,e, decreasing from ≈21.9×G0
(W = 10.3 nm) down to ≈2.9×G0 (W = 0.5 nm), while the
electron ON-state conductance decreases from ≈14.4×G0 to
≈2.1×G0 in the same PNR width range. Therefore, in
contrast to the widely-used TBL model [8]–[10], [25],
[26], in reality we expect generally higher conduction in
PNRs, e.g. up to 120% for electrons and up to 199% for
holes. Even the lowest improvement over the TBL model,
obtained for the widest PNRs, reaches 64% and 129% for
electron and hole conductance, respectively. Moreover,
asymmetry between electrons and holes is obtained with
the DFT-TB model, with holes exhibiting higher
conductance than electrons with the difference being 4163%, depending on the nanoribbon width.
Figure 8 reports the width-dependence of the ON-OFF
conductance ratio (GON/GOFF) that can be understood as an
intrinsic upper limit to PNR FET switching capabilities in
digital logic applications. For both TB models, GON/GOFF
increases when the nanoribbon width is downscaled
because GOFF deterioration is stronger than GON decrease.
For the TBL model, electron and hole ratio curves are
closely matched and GON/GOFF increases from ≈1.7 × 1012
(W = 10.3 nm) to ≈9.6 × 1012 (W = 0.5 nm). The high
conductance ratios are a consequence of larger bandgaps
and significantly lower GOFF in the TBL model. On the
other hand, using new DFT-TB Hamiltonians results in
lower bandgaps and significantly higher OFF-state
conductance and, consequently, considerably lower
GON/GOFF. For the new model, we obtain the ON-OFF
conductance ratio of ≈2 × 106 for the 10.3 nm-wide PNR,
that increases to ≈4 × 1012 when the width is downscaled
to 0.5 nm. In this case, the GON/GOFF is higher for hole
transport than for electrons, indicating potentially better
switching performance for p-type than for n-type PNR
FETs. While the DFT-TB model leads to considerably
lower ratios than in the TBL model, the GON/GOFF levels
above 106 are feasible for future digital logic applications.
Finally, we plot the GON vs. bandgap characteristics in
Fig. 9 for all the examined PNR widths and both TB
models. The TBL model results in higher bandgap values
since it is calibrated on DFT calculations with HSE
functionals. However, the bandgaps of all PNRs obtained
with the DFT-TB model are larger than 0.7 eV, which
should be sufficient to suppress band-to-band tunneling
(BTBT) in future CMOS technology nodes because the
projected supply voltage is lower than 0.7 V. At the same
time, DFT-TB simulations reveal better transport
properties in the ON-state, especially for hole transport
through nanoscale PNRs. While full device simulations
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Fig. 7. Impact of nanoribbon width downscaling on the ON-state
conductance of PNRs for both TB models. For the ON-state, Fermi level
is shifted by 0.3 eV from the CBM and VBM.

Fig. 8. Influence of decreasing nanoribbon width on the
conductance ratio in PNRs for both TB models.

ON-OFF

Fig. 9. ON-state conductance vs. bandgap characteristics for electrons
and holes, for both TB models, and for all the examined PNR widths.

are necessary to properly assess the feasibility of PNR
FETs, our findings concerning their material properties
clearly indicate the potential of ultra-scaled phosphorene
nanostructures for future CMOS.
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IV.

CONLUSIONS

Due to their remarkable properties, 2D materials such
as phosphorene are promising alternatives to bulk silicon
for future semiconductor devices. The high-density device
integration demands nanostructures such as nanoribbons,
which in turn calls for advanced physical formalisms with
atomistic and orbital resolutions for accurate simulations
and predictions. Due to the high numerical complexity of
using DFT directly, TB Hamiltonians are indispensable
for atomistic quantum transport simulations. In this work
we present a new TB model for phosphorene and PNRs
based on DFT calculations, that can be easily employed
for device simulations based on Green's function
formalism. We show that this model reproduces a
complex bandstructure and asymmetry in transport
properties between electrons and holes in PNRs. In
comparison to a TB model from the literature, the new
DFT-TB model results in higher transmission and density
of states, higher GON and lower GON/GOFF ratio. Therefore,
we expect that this more accurate DFT-TB Hamiltonian
model should result in higher driving currents and lower
(but still feasible) ON-OFF current ratios in PNR FETs than
predicted by quantum transport device simulations using
the TB model from the literature.
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Abstract—We study the OFF-state leakage current in
silicene nanoribbon (SiNR) MOSFETs using atomistic tightbinding Hamiltonians. Complex band structure is computed
for these devices and the energy-dependent tunneling
attenuation is analyzed. We investigate both the tunneling
and thermionic components of the OFF-state leakage for SiNR
MOSFETs with channel lengths under 15 nm, using underthe-barrier and top-of-the-barrier models. The current
components and attenuation are investigated for various
nanoribbon widths and lengths. We report a limited design
space where SiNR dimensions provide acceptable OFF-state
leakage according to the goals set by the International
Roadmap for Devices and Systems (IRDS).
Keywords—silicene, nanoribbon, MOSFET, OFF-state
current, tunneling, complex bandstructure, attenuation

I.
INTRODUCTION
The two-dimensional (2D) materials are one of the
focus research areas for future nanoelectronic devices due
to superior electronic and transport properties. Due to the
possibility of ballistic or nearly ballistic transport, and
atomical thickness, 2D materials exhibit excellent gate
electrostatic control over the channel while also having
relatively high carrier mobility [1]–[4]. Silicene is a single
layer IVA-group 2D material which exhibits weakly
buckled honeycomb structure as illustrated in Fig. 1a.
Silicene is interesting mainly due to the compatibility with
the modern silicon-based electronics industry. Silicene
exhibits Dirac-like dispersion at K-point and has no
bandgap [5]. Patterning silicene into narrow ribbon
(nanoribbon) confines carriers to a quasi-one-dimensional
(1D) structure with an opportunity of opening and
adjusting the bandgap, like in graphene [6], phosphorene
[7], and other 2D materials. Material properties of SiNRs
[8]–[12], and device characteristics of SiNR FETs [13]–
[17], have been previously investigated. One of the most
important requirements for future low power/high-density
devices is the low OFF-state leakage current which has not
been investigated in detail for SiNR MOSFETs.
In this paper, we present a detailed study on the OFFstate current of SiNR MOSFETs using the top-of-thebarrier (TOB) [18] and under-the-barrier (UTB) [19]
models. The TOB model utilizes the non-equilibrium
Green’s function (NEGF) formalism to directly solve the
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Fig. 1. (a) Top view of a hexagonal crystal lattice of silicene with an
armchair nanoribbon. (b) Illustration of a FET with a SiNR channel.

Schrödinger's equation with open boundary conditions
(OBCs) at the source and drain contacts to calculate the
thermionic current. On the other hand, the UTB model is
used to account for intra-band tunneling current. Complex
band structure is computed, and Wentzel-KramersBrillouin (WKB) approximation is used to calculate the
transmission probability below the channel conduction
band minimum (CBM) [20], [21]. The OFF-state current
and important parameters such as tunneling attenuation are
investigated in terms of nanoribbon width and length
scaling. Finally, the results are compared to the
requirements set by the International Roadmap for Devices
and Systems (IRDS) at the "3 nm" CMOS node [22].
II. MODELING AND SIMULATION APPROACH
A. Atomistic Nanoribbon Hamiltonians
The SiNR Hamiltonian is constructed using a tightbinding (TB) model which includes only the nearest
neighbor interactions [23], [24]. The 4-atom cell (Fig. 1a,
green rectangle) is chosen as a unit cell to construct a
super-cell along the SiNR width (Fig. 1a, red rectangle),
with NW unit cells in the super-cell. The super-cell
Hamiltonian is designated with HW while the interaction
between neighboring super-cells is designated with HL.
The SiNR bandstructure or its E-k diagram (k is the
wave-vector in transport direction) is computed for a given
SiNR width by calculating the eigenvalues of
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H E − K (k ) = HW + H L exp(ika) + H L† exp(−ika),

(1)

where the value of the wave-vector k is real in the range
[0, +π/a] and imaginary in the range [–π/a, 0] because we
need full complex bandstructure for the calculation of
tunneling through the SiNR. Due to symmetry, we have
HE-k(k) = HE-k(–k) and no information is lost if we plot only
a half of E-k in the first Brillouin zone for real k.
Total nanoribbon Hamiltonian H is constructed by
repeating super-cell Hamiltonian HW along the nanoribbon
length NL times. Therefore, the total Hamiltonian size is
(4 × NL × NW) × (4 × NL × NW).
B. Quantum Transport for the Thermionic Current
Calculation of the thermionic current the NEGF
formalism to directly solve the Schrödinger's equation
with OBCs. The retarded Green's function (GF) of the
device is
GR ( E ) = [( E + i 0+ ) I − H −  SR ( E ) −  RD ( E )]−1 ,

(2)

where H is total SiNR Hamiltonian, while matrices  SR and
 RD designate source and drain retarded contact selfenergies [7], [25], [26]. Retarded self-energies are
calculated using the Sancho-Rubio method [27].
Transmission TSD(E) and density of states D(E) are
calculated with retarded GR, advanced GA = (GR)† GFs and
contact broadening matrices. The TOB model [18] is used
to calculate the thermionic current using top-of-the-barrier
potential USC, source and drain Fermi-Dirac functions, and
the transmission TSD(E). Thermionic current flows only
above the top-of-the-barrier potential USC, as shown in
Fig. 2, and no tunneling is included at this point.
C. Under-the-Barrier Model
Under-the-barrier (UTB) model [19] is used as an
extension of the TOB model to account for tunneling.
Complex bandstructure inside the bandgap, obtained from
(1) for each SiNR, is approximated with a parabolic
function and represents an energy dependent electron
decay rate or tunneling attenuation κ(E). The WentzelKramers-Brillouin (WKB) approximation is used to
calculate transmission probability below the conduction
band minimum (CBM) according to

TWKB =  exp ( −2l ( E ) ( E ) ) ,

(3)

n

where n is number of complex subbands and l(E)
represents an energy-dependent tunneling barrier length
(close to channel length). Tunneling current is calculated
using the Landauer formula
I tun =

q Usc
TWKB ( E )  f ( E − EF , S ) − f ( E − EF , D )  dE ,
h EF ,S

(4)

where f (E – EF,D) and f (E – EF,D) are the source and drain
Fermi-Dirac functions, respectively, and EF,D = EF,S – qVD.
Tunneling only occurs between the source CBM and topof-the-barrier potential USC as illustrated in Fig. 2.
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Fig. 2. Profile of the conduction and valence bands along the channel
length with quasi-Fermi levels in the source and drain. The E-k diagram
is superimposed to illustrate the inclusion of real and complex part of
bandstructure in FET simulations.

Fig. 3. Complex bandstructure of silicene nanoribbons with widths:
(a) 0.58 nm, and (b) 5.26 nm (real ka/π values are shown as positive
values, imaginary ka/π values are shown as negative values).

III. RESULTS AND DISCUSSIONS
A. Bandstructure and Tunneling Attenuation in SiNRs
The SiNRs can be separated into 3 subgroups
according to the number of Si atoms along nanoribbon
width: 3m, 3m + 1 and 3m + 2 where m ∈ {1,2,3...}. Only
the 3m + 1 SiNR subgroup is analyzed in this work for the
sake of simplicity and consistency, because it exhibits the
widest bandgap as reported in [28]. The 4-atom unit cell
has 2 atoms per cell along the SiNR width. The 3m + 1
subgroup is then redefined in terms of NW as NW = 3v + 2
where v ∈ {0,1,2...}. In this paper, the SiNR widths which
meet this specification from NW = 2 (W = 0.58 nm) to
NW = 20 (W = 7.60 nm) are investigated.
Figure 3 shows the real and imaginary parts of SiNR
bandstructure for W = 0.58 nm (Fig. 3a) and W = 5.26 nm
(Fig 3b). Scaling down the SiNR width increases the
bandgap from Eg = 0.13 eV for W = 5.26 nm to
Eg = 0.78 eV for W = 0.58 nm. The number of complex
subbands inside the bandgap decreases with scaling down
of the width and is equal to one quarter of the total number
of subbands in the real bandstructure. Complex subbands
have a parabolic shape and therefore can be approximated
with a parabolic function.
Approximation with a parabolic function via three
points gives us the tunneling attenuation κ(E) for each
complex subband. The two of the three needed points are
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Fig. 4. Electron decay rate (attenuation) approximation with parabolic
function of first complex subband of SiNR channel widths: 0.58 nm,
1.75 nm, 2.92 nm, 4.09 nm, 5.26 nm, 6.43 nm, and 7.60 nm.

Fig. 5. Thermionic and tunneling OFF-state current channel width
dependence for SiNR 3m + 1 subgroup. Thermionic current is channel
length independent and tunneling current is plotted for three channel
lengths: 5 nm, 10 nm, and 15 nm.

determined at k = 0 and the third point is determined at k
value where the maximum attenuation is obtained. The
energy-dependence of the first complex subband (i.e.
subband that connects the lowest conduction subband with
the highest valence subband) for various SiNR widths is
shown in Fig. 4. Scaling down nanoribbon width below
W = 5.26 nm exponentially increases the tunneling
attenuation almost by 10×, i.e. from approx. 0.1 nm−1 for
W = 7.60 nm to 0.96 nm−1 to for W = 0.58 nm. Direct
consequence of an increasing κ(E) is a lower tunneling
current in narrower SiNRs.
B. OFF-State Current in SiNR FETs
The parameters of ballistic SiNR FET simulations are
as follows. Channel is intrinsic and S/D regions are highly
doped so that EF,S is 0.02 eV. Drain voltage VD is set to
0.7 V and gate voltage VG is set to 0 V for the OFF-state
current extraction. Gate oxide material is SiO2 with
dielectric permittivity εr = 3.9 and oxide thickness is set to
1 nm. Flat band voltage UFB is set to 0 eV, assuming midgap gate metal, and the optimization of the gate metal
work-function is beyond the scope of this paper. Channel
lengths in the range from 5 nm to 15 nm and SiNR channel
widths equal to 0.58 nm, 1.75 nm, 2.92 nm, 4.09 nm,
5.26 nm, 6.43 nm, and 7.60 nm are investigated.
Channel width dependence of the thermionic (ITH) and
tunneling (ITUN) components of the OFF-state current for
various SiNR lengths is reported in Fig. 5. Thermionic
current is channel-length independent as it is determined
only by the top-of-the-barrier potential USC. In contrast,
tunneling current is channel-length dependent and plotted
for three distinct values of channel length: 5 nm, 10 nm
and 15 nm which represent minimal, median, and maximal
simulated channel length, respectively. Thermionic and
tunneling components show similar width scaling laws and
quantum confinement effects are almost nonexistent for
SiNR MOSFET channels wider than W > 5.26 nm. Scaling
down SiNR channel width decreases both components
exponentially due to wider bandgap and higher κ(E) in
narrower SiNRs. Thermionic current ranges from
1.04×10–4 A/μm for W = 7.60 nm to 1.86 × 10–9 A/μm for
W = 0.58 nm. For W = 7.60 nm, the tunneling component
ranges from 1.60×10–4 A/μm to 4.65×10–5 A/μm in the
5 nm to 15 nm channel length range, respectively. When
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Fig. 6. Tunneling current and total current (sum of tunneling and
thermionic current) channel length dependence for four SiNR channel
widths: 0.58 nm, 1.75 nm, 2.92 nm, and 4.09 nm.

scaling the SiNR channel width down to W = 0.58 nm,
tunneling current decreases considerably, and ranges from
2.61×10–8 A/μm to 7.20×10–10 A/μm for the 5 nm to 15 nm
channel length case, respectively. The ITH is comparable to
the ITUN in SiNR MOSFETs with the channel length
LCH = 10 nm, while for shorter channels the tunneling
component surpasses the thermionic current by more than
10×.
Figure 6 provides a length-dependent comparison of
the tunneling and total OFF-state leakage current for four
SiNR widths: 0.58 nm, 1.75 nm, 2.92 nm, and 4.09 nm.
The total OFF-state current is defined as the sum of
tunneling and thermionic components. As previously
mentioned, the ITH is channel-length independent and is
not shown separately in Fig. 6. Scaling down channel
length increases both tunneling and consequently total
OFF-state current. For channel lengths LCH > 10 nm, the
total current is determined mostly by the thermionic
current and is therefore relatively constant with respect to
the channel length downscaling. On the other hand, scaling
down LCH below 10 nm increases the ITUN enough for it to
become the dominant component in the total OFF-state
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current. Consequently, the total OFF-state leakage
increases considerably for shorter LCH under approx. 810 nm. When the total current is compared to the IRDS
requirement at the "3 nm" node (solid horizontal purple
line in Fig. 6), defined at 10–8 A/μm, we see that only the
SiNR MOSFET with the channel width of 0.58 nm and
channel length above 6 nm meet the IRDS specification.
Figure 7 reports the percentage of the tunneling current
in the total OFF-state current plotted against channel length
LCH for four different SiNR widths: 0.58 nm, 1.75 nm,
2.92 nm, and 4.09 nm. The ITUN percentage increases when
scaling down the channel length, from approx. 25-35% up
to 75-95%. For SiNR MOSFETs with the shortest
examined channel lengths, the contribution of the
tunneling current increases to 73% for W = 4.09 nm and to
93% for W = 0.58 nm. Surprisingly, the curve obtained for
the narrowest SiNR crosses the other ones for channel
lengths under 7 nm, due to the strong increase of the ITUN.
Explanation as to why the percentage of the tunneling
current in the total OFF-state current increases more for
narrower channels than in wider SiNRs can be found in
Fig. 8. Figure 8 shows ITUN density plotted versus energy
above the source region CBM, which is set to 0 eV, and
below the top-of-the-barrier potential USC for two channel
widths, i.e. W = 0.58 nm (Fig. 8a) and W = 5.26 nm
(Fig. 8b). For each channel width, the ITUN density is
plotted for six different channel lengths between 5 nm and
15 nm. As reported previously in Fig. 4, the attenuation
increases when nanoribbon width decreases. The
attenuation is the highest at an energy level aligned with
the source CBM and then decreases according to the
parabolic dependence to zero at the top-of-the-barrier
potential USC. Due to the exponential dependence of
transmission to κ(E) as shown in (3), scaling down channel
length increases the tunneling current density mostly near
the source CBM. For example, decreasing LCH from 15 nm
to 5 nm increases the ITUN by a factor of ≈108 for channel
width W = 0.58 nm (Fig. 8a) and by a factor of ≈101 for
channel width W = 7.60 nm (Fig. 8b). The tunneling
current density does not change noticeably near the top-ofthe-barrier for 0.58 nm-wide channel devices (Fig. 8a).
For W = 7.60 nm case, the ITUN increases by 20% due to

Fig. 7. Percentage of tunneling current in total current channel length
dependence for four SiNR channel widths: 0.58 nm, 1.75 nm, 2.92 nm,
and 4.09 nm.

the higher number of complex subbands in the bandgap
that have similar κ(E) that contribute to tunneling.
Therefore, devices with longer channels exhibit current
density peaks at the top-of-the-barrier. However, channel
length downscaling increases the current density mostly at
or near the CBM. For W = 0.58 nm, this current density
increase at the CBM side of the tunneling energy window
is high enough to move the location of the maximum
current from the top-of-the-barrier to the CBM. On the
other hand, for wider channels such as W = 7.60 nm, the
current at the CBM side does not increase enough and the
peak remains at the top-of-the-barrier. Although the
magnitude of the ITUN is higher for wider channels, the
relative increase reported in Fig. 7 is higher for narrower
nanoribbons in these SiNR MOSFETs.
IV. CONCLUSIONS
The OFF-state leakage current in SiNR MOSFETs is
calculated using the UTB and TOB models to account for
the tunneling and thermionic components, for SiNR
channels with various widths and lengths. We find that the

Fig. 8. Tunneling current density energy dependence for (a) W = 0.58 nm, and (b) W = 7.60 nm for various channel lengths: 5 nm, 7 nm, 9 nm, 11 nm,
13 nm, and 15 nm.
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thermionic current is the dominant component for channel
lengths LCH > 10 nm. However, when scaling down the
channel length from 15 nm to 5 nm, the tunneling current
increases significantly. The ITUN matches the ITH for
LCH = 10 nm and surpasses it considerably for SiNR
channel lengths under 10 nm. We also show that scaling
down the SiNR width increases the tunneling attenuation,
which in turn decreases the tunneling current. On the other
hand, the relative ITUN contribution rises in the narrowest
SiNRs when LCH is downscaled. This effect is due to the
repositioning of the tunneling spectra in ultra-narrow and
ultra-short SiNRs. Finally, we demonstrate that only the
0.58 nm-wide SiNR MOSFET with LCH > 6 nm fulfils the
IRDS "3 nm" node specification for the OFF-state current.
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Abstract—A discrete synchronous buck converter based
on a GaN half-bridge power stage is designed and characterized. The operation of the designed converter is analyzed for
different input voltages, load currents, switching frequencies
and duty cycles. Depending on the operating condition of
the converter, power efficiencies up to 98% can be achieved.
Two different topologies of the input capacitive network
are designed to analyze their impact on the conducted
electromagnetic noise generated by the converter operation.
The placement of the input decoupling capacitors on both
sides of the two-layer board minimizes the loop inductance of
the return current path and reduces the generated conducted
noise.
Keywords—conducted noise, DC-DC converter, electromagnetic emissions, gallium-nitride transistor, switching power
converter

I. I NTRODUCTION
Reduction of physical dimensions of switching power
converters is a major reason for the ongoing attempts
to push the operating frequency of switching power
converters to higher values [1]. The lower on-resistance
and smaller input and output capacitances of gallium-nitride (GaN) transistors allow their operation at switching
frequencies in MHz-range, which makes them a suitable
choice for fast switching power converters [2], [3].
The main drawback of fast switching power converters
are electromagnetic (EM) emissions generated by the
large dv/dt and di/dt events. The discontinuous currents that occur at the input of a buck converter cause
a conducted electromagnetic interference (EMI), which
has to be filtered out to meet the requirements set by
EMI standards and ensure safe operation of a converter
and other systems connected to the mains [4].
A GaN-based boost converter for automotive applications operating at 300 kHz is presented and characterized in [5]. A fully integrated and fabricated buck converter operating also in kHz-range is described in [6]. A
GaN-based buck converter with a gate driver that operates
at 10 MHz without the information about the load current
value is described in [7]. A gate driver for GaN-based
switching power converter that operates at 10 MHz and
tested up to 1 A load current is presented in [8]. However,
there is a lack of papers that investigate the operation of
the GaN-based switching power converter with respect
to power efficiency and conducted EM emissions for a
wide range of input voltages, load currents, switching
frequencies and duty cycles.
In this paper, a synchronous buck converter based on
GaN half-bridge power stage operating in MHz-range
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Fig. 1. Simplified schematic of the designed GaN-based synchronous
buck converter.

is designed and characterized. The power efficiency and
output voltage are measured to characterized its operation under different operating conditions. The conducted
EM noise, is measured at the input of the converter for two
topologies of the input decoupling network at switching
frequencies up to 5 MHz.
Section II presents the designed synchronous buck
converter based on GaN switching devices. The characterization of the designed converter in terms of power
efficiency and output voltage ripple under different operating conditions is given in Section III. Measurements of
the conducted EM emissions are presented in Section IV.
Conclusion is given in Section V.
II. D ESIGNED S YNCHRONOUS B UCK C ONVERTER
The simplified schematic of the designed synchronous
buck converter based on GaN half-bridge power stage
LMG5200 from Texas Instruments, that consists of two
80-V GaN FETs driven by the high-frequency GaN
FET driver [9] is shown in Fig. 1. The FET switches,
a high-side (HS) FET and a low-side (LS) FET, are
controlled using the two control signals applied from the
external PWM generator to the inputs HSctrl and LSctrl
shown in Fig. 1.
The input capacitive network, CIN , consists of
3×100 nF, 3×1 µF, 6×2.2 µF and 2×10 µF. The output capacitive network, COU T , consists of 1×2.2 µF,
2×22 µF and 5×47 µF. The capacitors in the input
capacitive network are chosen to withstand breakdown
voltages of up to 100 V. The power inductor, LOU T , of
4.7 µH is used. The power inductor, input and output
capacitors are selected as recommended in [10]. The load
resistance, RL , is connected externally as described in the
following section.
A converter is designed on a dual-sided PCB (daughterboard), which enables its insertion into the 62-pin
connector placed on the 100 mm × 100 mm motherboard

101

Fig. 2. Top and bottom view of daughterboard (left) and photo of the
daughterboard inserted in motherboard (right).

that can be used for far-field estimation in a (G)TEM cell.
The top and bottom view of the assembled daughterboard
and its insertion into the motherboard are shown in Fig. 2.
The input voltage of the converter (VIN in Fig. 1), the load
resistance RL and control signals, HSctrl and LSctrl , are
applied to the connectors placed on the motherboard. All
of the components are SMD type to reduce their parasitics
and enable the operation of the designed converter at
frequencies in MHz range.
The simplified schematic of the designed converter
and its critical resonant loops, as described in [11], is
shown in Fig. 3. These loops need to be as small as
possible to reduce their parasitic inductances. Therefore,
the capacitors C22, C33 and C34 are placed as close as
possible to the LMG5200 chip (blue loops). The loop
shown in red is formed between the input capacitive
network and the transistor switches. When this resonant
loop is excited, it can cause the overshoot and ringing
effects in the switching voltage waveform (net at the pin
SW). These effects can lead to the significant reduction of
the power efficiency and increase the EM emissions generated by the operation of the converter. Furthermore, the
parasitic capacitance at the switching node, between top
and bottom copper layer, is being charged and discharged
during each switching cycle. Thus, a cut-out in the bottom
layer, directly below the switching node copper trace is
introduced to minimize the parasitic capacitance (bottom
view of the daughterboard in Fig. 2). Finally, the power
inductor L1 (LOU T in Fig. 1) is placed close to the
LMG5200 chip to reduce the area of the switching node.
The placement of the heatsink on the top side of the
LMG5200 chip is redundant due to the large junction-ambient thermal resistance [9]. Therefore, the thermal conduction of the designed converter is improved by placing
the thermal vias across the entire PCB.
III. C HARACTERIZATION OF THE D ESIGNED
C ONVERTER
Fig. 4 shows the measurement setup used for characterization of the designed converter. The input voltage of the
converter VIN is set by the DC power supply, while the
load current, IOU T is set by the electronic load. Electronic
load is set to operate in a constant current mode and is
connected to the output of the converter. A dual-channel
arbitrary waveform generator (PWM generator in Fig. 4)

102

Fig. 3. The simplified schematic of the designed circuit and its critical
resonant loops. This picture is taken from [11].

Fig. 4. Measurement setup and test equipment for characterization of
the designed converter with respect to power efficiency under various
operating conditions.

is used to generate the control signals for the transistor
switches.
A. Power efficiency
The duty cycle and the switching frequency of the
converter are set by the PWM generator. These two
parameters play a significant role in the overall power
efficiency of a buck converter. Thus, for the designed
converter, power efficiency is a function of four variables:
η = f (VIN , IOU T , D, fsw ),

(1)

having a range of values used for the characterization of
the designed converter as follows:
• input voltage, VIN : 2.5 V – 20 V,
• output current, IOU T : 0.5 A – 3.0 A,
• duty cycle, D: 0.3 – 0.7,
• switching frequency, fsw : 0.8 MHz – 5.0 MHz.
The GaN half-bridge LMG5200 [9] used in the designed converter is specified to operate at input voltages
up to 80 V, output (load) currents of 10 A and switching
frequencies up to 10 MHz. However, the designed converter shown unregulated output voltage when operating
at 5 MHz and load currents greater than 2 A. Therefore,
the range of the operating conditions used for the characterization is chosen to ensure proper operation of the
designed converter.
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The dead times between the generated control signals
is set to 10 ns for all the test cases performed in order to
prevent the shoot-through effect of the converter, during
which both transistor switches are in the conduction mode
which can cause a reduction of the power efficiency or
damage of the designed converter.
Power efficiency of the designed converter is calculated
as:
VOU T · IOU T
POU T
=
,
(2)
η=
PIN
VIN · IIN
where PIN , VIN and IIN are power, voltage and current
at the input of the converter, i.e. delivered by the input DC
power supply, while POU T , VOU T and IOU T are power,
voltage and current at the output of the designed converter.
Both input and output voltage of the converter are measured using a multimeter having terminals placed directly
at the input and output terminal of the designed converter,
i.e. on the daughter board, to prevent the measurement
error due to the voltage drop across the power cords.
Three test cases are performed to analyze the impact of
VIN , IOU T , D and fsw on the power efficiency. All test
cases are performed for the switching frequencies from
0.8 to 3 MHz.
1) η vs. IOU T (VIN , D = const.),
2) η vs. VIN (IOU T , D = const.),
3) η vs. D (VIN , IOU T = const.).
The dependency of the power efficiency on the load
current is shown in Fig. 5. An increase of the output
current leads to the increase of the power efficiency due
to the greater power delivered to the load. Furthermore,
an increase of the switching frequency leads to the greater
power losses in the converter, which reduces the power efficiency. It can be observed that power efficiencies greater
than 85% can be achieved for all switching frequencies
when the load current is 1 A or larger.
An impact of the input voltage on the power efficiency
is shown in Fig. 6. An increase of the input voltage, when
the duty cycle is kept constant, leads to the higher voltage
at the output of the converter. The higher output voltage
leads to the greater power delivered to the load due to the
constant load current IOU T , which increases the power
efficiency. The power efficiency of the designed converter
goes up to 96% when the input voltage is large enough to
ensure a proper operation, i.e. regulation, of the designed
converter.
Finally, an impact of the duty cycle on the power
efficiency is shown in Fig. 7. The input voltage is kept
constant and an increase of the duty cycle leads to the
higher output voltage which results in a greater power
efficiency due to the constant load current. It can be
observed that the power efficiency goes to 98% when the
duty cycle is approaching to 1.0 A further increase of
the power efficiency for each operating condition can be
achieved by reducing the dead times between the control
signals. The typical dead times for GaN-based converters
operating in MHz-range are between 5 ns and 10 ns [12],
while the active control of the dead times can achieve
sub-nanosecond dead times [8], [13]. The impact of the
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Fig. 5. Efficieny vs. output current (IOU T ) for constant duty cycle
D = 0.5 and constant input voltage VIN = 15 V.

Fig. 6. Efficieny vs. input voltage (VIN ) for constant duty cycle
D = 0.5 and constant output current IOU T = 3.0 A.

dead times on the operation of the converter is not in the
focus of this paper, and the dead times are set to 10 ns
for all test cases to be entirely sure that the shoot-through
effect is avoided.
Power efficiencies achieved by the designed converter
under various operating are larger than can be achieved by
switching converter based on silicon transistor switches
due the lower on-resistance of GaN transistor switches
compared to the silicon ones.
B. Output voltage
Table I shows the measured output voltage and ripple
of the output voltage for different duty cycle and input
voltage values for a switching frequency of 1 MHz and
load current of 2 A. The ripple voltage is measured using
the oscilloscope having a voltage probe connected to
the output terminal of the designed converter, while the
sensitivity of the oscilloscope channel is set as high as
possible to measure the peak-to-peak value of the output
voltage ripple.
It can be observed that the difference in the measured
output voltage and the product D · VIN is more pronounced for 5-V input voltage than for the larger input
voltage values. This can be attributed to the too low
input voltage for the proper regulation of the designed
converter. Furthermore, the ripple of the output voltage
increases as the input voltage is increased due to the
larger peak-to-peak current flowing through the power inductor, LOU T , and the output capacitive network, COU T .
The larger the peak-to-peak current through COU T , the
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TABLE II
M EASURED OUTPUT VOLTAGE (fsw = 5 MHz, IOU T = 2 A).
O UTPUT VOLTAGE IS GIVEN IN VOLTS .
VIN
D
0.3
0.5
0.7

5V

10 V

15 V

1.061 ± 0.030
2.069 ± 0.025
3.102 ± 0.028

2.477 ± 0.046
4.460 ± 0.038
6.460 ± 0.044

3.830 ± 0.058
6.770 ± 0.042
9.790 ± 0.054

Fig. 7.
Efficiency vs. duty cycle for constant output current
IOU T = 3.0 A and constant input voltage VIN = 15 V.
TABLE I
M EASURED OUTPUT VOLTAGE (fsw = 1 MHz, IOU T = 2 A).
O UTPUT VOLTAGE IS GIVEN IN VOLTS .
VIN
D
0.3
0.5
0.7

5V

10 V

15 V

1.379 ± 0.029
2.276 ± 0.059
3.388 ± 0.030

2.879 ± 0.045
4.670 ± 0.039
6.860 ± 0.044

4.370 ± 0.057
7.060 ± 0.048
10.370 ± 0.057

larger the ripple voltage across the equivalent series
resistance (ESR) of the capacitive network.
Similar trend of the output voltage and output voltage
ripple with respect to duty cycle and input voltage can
be observed for switching frequency of 5 MHz, as shown
in Table II. However, the difference between the output
voltage and the product D · VIN is larger than for the
switching frequency of 1 MHz.
IV. M EASUREMENT OF C ONDUCTED EM E MISSIONS
A. Measurement setup
The photo of the measurement setup used for characterization of the designed converter with respect to the
generated conducted EM emissions is shown in Fig. 8.
A variable resistor is used instead of an electronic load
to set the load current in order to avoid a power signal path
between the DC voltage source and load of the converter
through the mains. The conducted EMI voltage at the input of the designed GaN-based converter is measured using the line impedance stabilization network (LISN), that
is described in [4], and EMI test receiver R&S ESRP with
the following settings: frequency range from 150 kHz
to 30 MHz, 9-kHz RBW filter, average detector and
8000 sweep points with 10 sweep counts.
The device under test (DUT) is a non-isolated
GaN-based DC-DC converter in which only two lines connect to the input port (between the DC voltage source and
the tested converter). This means that any current flowing
in the converter through one terminal has to go out from
the converter through the other terminal, which means
that the common-mode conducted EMI noise should be
theoretically zero [14].
B. Measurement results
The spectrum of the measured conducted EMI voltage
of the designed converter is shown in Fig. 9. The spectrum
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Fig. 8. Measurement setup and test equipment for characterization of
the designed converter with respect to conducted EM emissions.

is measured for duty cycle of 50%, input voltage of 20 V,
load current of 2 A and switching frequency of 1 MHz.
The noise floor that represents the sum of all the noise
sources within the measurement setup is shown in red. It
is important to notice that the harmonics of the measured
conducted EMI voltage occur at both odd and even integer
multiples of the fundamental frequency, which means that
the duty cycle of the discontinuous current flowing at
the input of the converter is not 50%, i.e. it is slightly
different from the value at which the designed converter
is set to operate. The decay of the amplitude of the
harmonics is determined by the rise and fall times of
the discontinuous current that causes the conducted EMI
at the input of the converter. The tested converter is
not designed to comply with EMC regulations, and the
measured conducted EM noise is not compared to the
limit lines defined by the EMC standards.
The measured conducted EMI voltage for the same
operating conditions, except the switching frequency that
is set to 5 MHz is shown in Fig. 10. Both odd and
even integer multiples of the fundamental (switching)
frequencies can again be observed, which means that the
duty cycle of the input current of the converter that causes
the conducted EM noise somewhat differs from 50%.
The largest amplitude of the generated EMI spectrum occurs at fundamental frequency and the values of
69 dBµV at fsw = 1 MHz and 57 dBµV at fsw = 5 MHz
are measured. The measured values are very similar to
the values typically obtained by the switching power
converters operating in MHz-range [15].
C. Different topologies of input decoupling network
Another PCB that allows the placement of the input
decoupling capacitors in both top and bottom layer is
designed to analyze the impact of topology of the input
resonant loop on the generated conducted EM noise. The
top and bottom view of the PCB in which the input
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Fig. 11. Different topologies of the input decoupling network: placement
only in top layer (Mk1, left) and placement in both layers (Mk2, right).

Fig. 9.
Measured spectrum of the conducted EMI voltage at
fsw = 1 MHz (other conditions: D = 50 %, VIN = 20 V and
IOU T = 2 A). The noise floor is shown in red.

Fig. 12. Comparison of the measured conducted EMI voltage at the
fundamental (switching) frequency between Mk1 and Mk2.

Fig. 10. Measured spectrum of the conducted EMI voltage at
fsw = 5 MHz (other conditions: D = 50 %, VIN = 20 V and
IOU T = 2 A). The noise floor is shown in red.

decoupling network is placed only in the top PCB layer
(denoted as Mk1) is shown on the left side, while the
PCB having input decoupling capacitors placed in both
PCB layers (denoted as Mk2) is shown on the right side
in Fig. 11. The top and bottom copper plate connected to
the net corresponding to the positive terminal of the input
voltage are connected by the through-hole vias that can
be observed in Fig. 11. The part of the input decoupling
network in the bottom layer of the board Mk2 is placed
immediately behind the device LMG5200. In this way, a
smaller return current path is achieved and the parasitic
inductance of input resonant loop is minimized [9].
The comparison between the amplitude of the
EMI voltage spectrum at the fundamental (switching) frequency between the two designed boards, i.e. two different topologies of the input decoupling network, is shown
in Fig. 12. The amplitude of the measured spectrum of
the conducted EMI voltage at the fundamental frequency
generally decreases with the switching frequency for both
topologies of the input decoupling network, but not for all
frequencies. The dependence of the spectrum amplitude
on the switching frequency is difficult to predict because
of the complex resonances formed by the setup parasitics.
The accurate prediction of the conducted EMI voltage
at different switching frequencies depends on various
factors, and these details are not discussed in this paper
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due to the lack of in-depth understanding of these effects.
It is important to notice that the trend of the conducted
EMI voltage against the switching frequency is similar for
both topologies of the input decoupling network. However, the amplitude of the spectrum at the fundamental
frequency is lower for the board mk2 than for mk1 for
up to 6 dB at switching frequency of 0.8 MHz, while
it is opposite for the higher switching frequencies. This
effect is caused by the increase of the effective return path
in the input resonant loop for mk2 at higher operating
frequencies due to the vias between the top and bottom
layer in the input decoupling network. If the distance
between the vias is shorter, the benefit of the placement
of the input decoupling layers on both sides of the PCB
can be observed up to higher switching frequencies.
V. C ONCLUSION
A synchronous buck converter based on GaN
half-bridge is designed and characterized. The power efficiency of the designed converter is measured at different
input voltages, load currents, duty cycles and switching
frequencies of up to 5 MHz. The power efficiency of
up to 98% can be achieved depending on the operating
condition of the designed converter. Two different topologies of the input decoupling network are implemented
to analyze their impact on the conducted electromagnetic
emissions of the designed converter. The measured conducted EMI voltage at the fundamental frequency is lower
of up to 6 dB wehn input decoupling capacitors are placed
on both sides of the printed circuit board. The advantage
of different topology of the input decoupling network
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with respect to the conducted emissions declines as the
switching frequency increases.
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Abstract—This work presents a novel relaxation oscillator
architecture using a rotating capacitor integrator and a chopped
comparator. The oscillator is self-referenced, using the resistor
instead of the current source, together with the reference voltage
realized with the resistor divider connected to the supply voltage.
The oscillator prototype is designed and manufactured in 180 nm
technology, typically consumes 1.5 µA at 32 kHz, has a frequency
variation of ±0.44% in the temperature range from −40 to 105◦ C
and ±0.3% in the power supply range from 1.62 to 1.98 V. The
oscillator has a start-up time of 15.4 µs and is operational in the
low supply voltage range.

I. I NTRODUCTION
The demand for fully integrated, low-power consumption
clock generators is growing with the expansion of the mobile
and wearable electronic industry. Although the MEMS, XTAL
and LC resonators offer significant performance advantages for
such applications, they lack cost efficiency due to unacceptable
design and assembly complexity, together with excessive die
size [1]–[4]. For this reason, relaxation oscillators for systemson-chip are being studied on a large scale. They have the
advantages of compatibility with monolithic integration, lowpower consumption, and small device area and are superior
to Wien bridge and ring oscillators in terms of frequency stability. Consequently, several advances in relaxation oscillator
architectures have been reported in [5]–[10] that achieve good
accuracy in temperature and power supply variations while
maintaining low-power consumption and area efficient design.
This work extends this research and introduces a novel relaxation oscillator architecture using a self-chopped comparator built on top of the rotating capacitor-integrator block. This
improves the performance of the oscillator by canceling the
offset-voltage of the comparator. In addition, the current and
voltage references that are normally part of clock generation
systems are replaced by reference resistor and voltage divider,
allowing a more compact device area and further reducing
power consumption.
This work is organized as follows. The oscillator architecture is presented in Section II. Section III shows the measurement results together with the performance comparison
with other low power frequency relaxation oscillators. The
final conclusions are presented in Section IV.
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II. O SCILLATOR A RCHITECTURE
The schematic of the proposed relaxation oscillator with
rotating capacitor integrator and chopped comparator is shown
in Fig. 1. The oscillator consists of a rotating capacitor block,
reference resistor block, reference voltage generator, chopper
block, comparator block, and output buffers.
The rotating capacitor block integrates the incoming current
from the reference resistor RREF . The polarity rotation of the
capacitor at the end of each half-cycle effectively discharges
the capacitors, initiating the start of the next half-cycle. With
this, only one integrating unit is necessary, effectively reducing
the needed on-chip reference capacitance by the factor of
two, and significantly improving the duty cycle by eliminating
mismatch between the capacitors in two different half-cycles.
Furthermore, the output of the integrator block is connected
to the chopped comparator, which compares the integration
voltage V C with the reference voltage VREF and also provides
feedback to the integrator block and chopper control logic,
thus maintaining the oscillation. The oscillator assumes nonoverlapping signals B0 and XB0 during the active state,
where the non-overlapping generator schematics are omitted
in Fig. 1 and its influence on the timing can be neglected
because of low frequency of the oscillator.
The detailed operation of the circuit is explained with
reference to the waveforms shown in Fig. 2. It is assumed
that at t = t0 the voltage reference VREF is set to the value
defined by the resistor divider (R1 and R2 ):
VREF = VDD ·

R1
,
R1 + R2

(1)

and all signals are forced by the start circuit to the default
state (not shown in the schematics). Consequently, as defined
by the state of the signals B0 and XB0, at t = t0 the circuit
is in the state Φ1, where the rotating capacitor signals V C1
and V C2 are connected to V C1 7→ GN D and V C2 7→ V C,
and the comparator input signals A1 and A2 are mapped as
A1 7→ V C and A2 7→ VREF .
Furthermore, the total capacitance connected to the signals
A1 7→ V C2 7→ V C is equal to CREF and it is charged via
the reference resistor RREF with the time constant τREF =
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Fig. 1. The simplified schematic of the proposed relaxation oscillator, consisting of a rotating capacitor integrator, reference resistor, voltage reference
generator, chopper block, comparator, and buffer block.

RREF · CREF . Consequently, the following equation is valid
in the time interval ht0 → t2 i:
"
#

t − t0
. (2)
A1(t) = V C(t) = VDD · 1 − exp −
τREF

VOF F , resulting from the influence of the offset-voltage of
the comparator. Furthermore, due to the propagation delay of
the comparator, additional time is needed to change the state
of the comparator output B0 from high to low, namely tdhl ,
which means that the signal B0 becomes low at t = t4 .

At t = t1 the signal A1 becomes equal to the reference
voltage A2 7→ VREF . However, the comparison only starts
at t = t01 when the signal A1 becomes equal to VREF +
VOF F , resulting from the influence of the offset-voltage of
the comparator. Furthermore, due to the propagation delay of
the comparator, additional time is required to change the state
of the comparator output B0 from low to high, namely tdlh ,
meaning the signal B0 becomes high at t = t2 .
Since the change of the signal B0 is followed by the change
of the signals XB0 and CLK, the state of the chopper and the
rotating capacitor changes from Φ1 to Φ2 at t = t2 . Since the
charges of two segments of the capacitor with the capacitance
CREF /2 at t = t2− are equal, the charges at t = t2+ are
redistributed between the two capacitors, meaning that V C1 =
V C2 = V C = 0.
Since the circuit is in state Φ2 , the rotating capacitor signals
V C1 and V C2 are now connected to V C1 7→ V C and
V C2 7→ GN D, and the comparator input signals A1 and
A2 are mapped as A1 7→ VREF and A2 7→ V C.
Consequently, the total capacitance connected to the signals
A2 7→ V C1 7→ V C is equal to CREF and it is charged via
the reference resistor RREF with the time constant τREF =
RREF · CREF . Thus the following applies in the time interval
ht2 → t4 i:
"

#
t − t2
A2(t) = V C(t) = VDD · 1 − exp −
. (3)
τREF
At t = t3 the signal A2 becomes equal to the reference
voltage A1 7→ VREF . However, the comparison had already
started at t = t03 when the signal A2 was equal to VREF −

108

Fig. 2. The signal waveforms of the proposed relaxation oscillator.
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Since the change of the signal B0 is followed by the change
of the signals XB0 and CLK, the state of the chopper and
the rotating capacitor changes from Φ2 to Φ1 at t = t4 . Again
the charges of two segments of the capacitor are redistributed
at t = t4+ , which means that V C1 = V C2 = V C = 0.
Due to identical initial signal conditions and chopper states
at the times t0 and t4 , an oscillation cycle is completely
described within this time interval, and the identical operation
is then repeated. Therefore the oscillation period can be
expressed as the sum of the duration of two half-cycle phases
(Φ1 and Φ2 ):
Tosc = tΦ1 + tΦ2 ,
(4)
where
tΦ1 = t2 − t0 ,

(5)

tΦ2 = t4 − t2 .

(6)

and
Taking into account (2)–(6), the duration of the two half-cycle
phases can be expressed as follows:


VREF + VOF F
+ tdhl , (7)
tΦ1 = −τREF · ln 1 −
VDD
and


tΦ2 = −τREF

VREF − VOF F
· ln 1 −
VDD


+ tdlh .

(8)

In addition, by combining (4), (7), and (8), the oscillation
period Tosc can be expressed as
"
2 
2 #
VREF
VOF F
Tosc = −τREF ·ln 1 −
−
+td , (9)
VDD
VDD
where
td = tdlh + tdlh .
By making the following assumption:
2

2

VOF F
VREF
>>
,
1−
VDD
VDD

(10)

(11)

which is generally valid for this type of oscillators, and also
taking into account (1) and (10), the expression for the period
of oscillation is reduced to:


R1
Tosc = 2 · RREF · CREF · ln 1 +
+ td .
(12)
R2

Seen from the equation, the oscillation period is determined
by the time constant defined by the reference capacitor and
resistor (RREF and CREF ) and the propagation delay of the
comparator td . Other contributions to the oscillaton frequency
that are not considered in the equation are the logic propagation delay, switching non-idealities, the influence of the
parasitics, and other process-related effects.
III. M EASUREMENT R ESULTS
In order to verify the proposed oscillator architecture, the
oscillator prototype was designed in 180 nm CMOS technology and 5 test-chip samples were manufactured. The microphotograph of the chip prototype is shown in Fig. 3. The
oscillator consumes 1.5 µA at a nominal power supply of
1.8 V, with an average nominal frequency of 34.5 kHz and
a process sensitivity of σ=0.5% before calibrating the center
frequency to 32 kHz. The typical measured start-up time is
15.4 µs.
The measured frequency variation versus the temperature
and power supply change is shown in Fig. 4 and Fig. 5,
respectively. The figures show that the frequency variation
versus temperature is ±0.44% in the temperature range from
−40 to 105◦ C, while the frequency variation versus power
supply is ±0.3% in the supply range from 1.62 to 1.98 V.
In addition, the frequency of the oscillator was measured
in the low supply voltage range, down to 0.9 V. For this testcase the measured frequency error against the supply voltage
is shown in Fig. 6, evaluated at different temperatures (−40◦ C,
25◦ C, 105◦ C). From the figure it can be seen that the oscillator
frequency is minimally affected at the supply voltage of more
than 1.1 V, whereby the relative frequency variation less than
±0.5%.
In the end, the performance comparison between the other
recently reported low frequency, energy efficient relaxation
oscillators is shown in Table I. First, the proposed oscillator
provides a compact design that is smaller or comparable to
other 180 nm designs and designs in smaller technology nodes.
In addition, although the proposed oscillator is less energy
efficient compared to the other designs, it has an excellent
frequency stability and a very short start-up time, specifically

Considering the operation of the oscillator, choosing larger
VREF results in larger signal swing that reduces the influence of noise and propagation delay of the comparator
(td ), however, the assumption made in (11) is not fulfilled
if VREF is very close to VDD . If the ratio of the resistors
R1/R2 = e − 1 is chosen, the reference voltage is set to
approximately VREF = 0.632·VDD , fulfilling both conditions.
With this, the integrating signal amplitude is appropriate for a
comparator with nMOS input pair, and the oscillation period
expression simplifies to:
Tosc = 2 · RREF · CREF + td .
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(13)

Fig. 3. Die micro-photograph of the manufactured test-chip. The overall area
of the oscillator is 0.113 mm2 .
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TABLE I
P ERFORMANCE C OMPARISON OF R ECENTLY R EPORTED L OW-P OWER O N -C HIP R ELAXATION O SCILLATORS

Paidimarri [6]
Sebastiano [7]

Process

Area

Freq.

Power

Supply

Temperature

Line sensitivity

Energy/cycle

Start-up

Year

[nm]

[mm2 ]

[kHz]

[µW]

[V]

variation [%]

[%]

[nW/kHz]

time

2016

65

0.032

18.5

0.13

1

±0.55 @−40∼90◦ C

±0.25 @0.95∼1.05V

7.03

4 cyc.

±1.1a

@−22∼85◦ C

±0.1 @1.12∼1.39V

410

10 ms

±0.84

@−40∼100◦ C

2009

65

0.11

100

41

1.2

Tsubaki [8]

2013

180

0.105

32.5

0.472

1

±0.44 @1.0∼1.8V

14.5

108 µs

Tokairin [9]

2012

90

0.12

100

0.28

0.8

±0.68 @−40∼90◦ C

±0.82 @0.725∼0.9V

2.80

1 cycle

Asano [10]

2016

180

0.19

32.7

0.054

0.85

±1.19 @−40∼80◦ C

±0.89 @0.85∼1.85V

1.66

NA

1.8

@−40∼105◦ C

±0.3 @1.62∼1.98V

84

15.4 µs

This work

2021

180

0.113

32

2.7

±0.44

a External references.

Fig. 4. Frequency error vs. temperature, measured in the temperature range
from −40 to 105◦ C on 5 test-chip samples.

Fig. 5. Frequency error vs. power supply voltage, measured in the power
supply range from 1.62 to 1.98 V on 5 test-chip samples.

less than half of the period. Finally, it is worth mentioning that
reducing the power level of the designed oscillator is feasible
at the price of lower frequency accuracy.
IV. C ONCLUSION
In this work a self-referenced low power relaxation oscillator was presented. After implementing the offset voltage
compensation with a chopped comparator on the variable
capacitor integrator, the oscillator shows a frequency deviation
of ±0.44% in the temperature range from −40 to 105◦ C and
±0.3% in the power supply range from 1.62 to 1.98 V.
The proposed architecture is fully compatible with monolithic integration, has relatively low-power consumption, short
start-up time, and a wide operating power supply range, and is
also suitable for various portable, battery-powered and mobile
applications.
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Abstract—The paper is focused on the design and analysis of a
fully on-chip Low-Drop Regulator (LDO) that was implemented
in 130 nm CMOS technology. The proposed LDO was designed
using the low-voltage technique in order to achieve reliable
work in the wide input voltage range. The output voltage of
the proposed LDO was set to 0.4 V while the maximum input
voltage value of 1.2 V was used. The achieved results shows very
good line and load regulation as well as high voltage conversion
efficiency under the above-mentioned supply voltage conditions.
The presented LDO has been used in a complex ultra-low voltage
system that is fully integrated on a chip.

presented in Section IV. A discussion of the results is provided
in Section V, and conclusions are drawn in Section VI.
II. BACKGROUND
In order to successfully achieve full on-chip integration of
a LDO, it is important to analyze its main parameters that
become critical in on-chip LDO design [4]–[6]. General block
diagram of LDO is shown in Fig. 1.
VIN

VREF

I. I NTRODUCTION
Nowadays, complex mixed-signal Systems-on-Chips (SoCs)
require different voltage domains in order to ensure power
supply for numerous analog and digital blocks. Additionally,
selected analog building blocks are sensitive to supply voltage
variations as well as supply noise generated by they digital
counterpart. For this reason, such sensitive circuits have to be
shielded from fluctuations in the supply rails towards achieving
required Power Supply Rejection (PSR) performance and be
able to reliably operate in such a noisy environment.
For the reasons stated above, a voltage regulator or converter
is a necessary building block of s complex SoC. These can
be based on a LDO or a switch-mode voltage converter.
If a high voltage conversion ratio is required, switch-mode
inductive and capacitive DC-DC converters represent a better
choice due to their superior efficiency, although in general they
suffer from higher output voltage ripple and generate undesired
switching noise. On the other hand, a LDO can suppress the
switching noise or voltage ripple on supply rails and therefore
it is usually used as power supply source for sensitive analog
loads.
Since the development of integrated circuits (ICs) is mainly
focused on ultra-low-voltage (ULV) design techniques towards
increasing battery life of portable electronic devices, it is
important to focus on developing LDO topologies that can
reliably work under ULV conditions [1]–[3]. In this paper, the
design and verification of a fully on-chip LDO, based on a
NMOS pass device, is presented. In Section II, the background
of generic LDO topologies is described and analyzed. The
proposed LDO and its main circuit blocks are described
in Section III. Achieved results obtained by simulation and
measurement of a prototype version of the proposed LDO are
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VG

EA

NMOS

PMOS

PASS
DEVICE

A(s)
R1
R2

VOUT Load

β

RL

CL

Fig. 1. General block diagram of LDO

The basic LDO topology consist of a pass device, an error
amplifier that compares the output voltage to the reference
voltage, and a filter capacitor at the output. As a pass device,
PMOS or NMOS transistor, which can influence the overall
LDO performance as well as cause some additional issues
in terms of on-chip implementation, is typically used. In the
case of PMOS transistor use, the pass device represents a
controlled current source that operates in the saturation region.
The dropout voltage is equal to source-drain voltage (VSD ),
and can be reduced by the size of PMOS transistor. Therefore,
a channel width (W) has to be enlarged in order to decrease
the dropout voltage of a PMOS LDO. On the other hand, a
NMOS pass device behaves as a source or a voltage follower,
and it is not easy to keep it in saturation regime because
the maximum voltage (VG ) is equal to the supply voltage
of the error amplifier. An on-chip charge pump is usually
used for supplying the error amplifier in order to increase the
control voltage for the NMOS transistor enough to ensure high
current throughput density [7]. Hence, NMOS transistor can
be smaller than PMOS equivalent and therefore, in the most
cases, it is used as the pass device in LDO designs for SoC
[5], [6].
For better understanding of advantages and disadvantages
of PMOS/NMOS based LDOs, the small-signal analysis is
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performed in order to analyze their performance. In the first
assumption, we will neglect poles of the error amplifier (its
gain will be frequency independent). The small-signal model
of the general LDO valid for both PMOS and NMOS pass
devices is shown in Fig. 2. Pass device is represented by a
small-signal model of MOS transistor using voltage-controlled
current source (VCCS) and resistor rds to model the output
small-signal resistance. The feedback contains block A and
β, which represent the error amplifier and the voltage divider
formed by resistor R1 and R2 , respectively.
VIN

Vsg(gs)

β

NMOS

PMOS

rds
small-signal
model

P SRP LDO
,
gm rds

P SRN LDO ≈

VOUT

Rout =

RL

Small-signal model shown in Fig. 2 can be used for analysis
of the LDO in terms of PSR, load regulation, stability, and
other parameters. In order to find appropriate topology of the
LDO for ULV circuits in terms of the pass device, we focused
on the PSR and output small-signal resistance of LDO using
NMOS and PMOS pass transistors, respectively. The PSR of
the LDO is defined as the transfer function:
Vout (s)
,
Vin (s)

(1)

For simplicity, we will assume frequency independent transfer
function. If we consider a PMOS transistor as the pass device,
the PSR can be expressed as:
P SRP LDO =

RL (gm rds + 1)
1
,
≈
RL + [1 + gm RL Aβ]rds
Aβ

(2)

where A is an open-loop gain of the error amplifier, β
represents the transfer function of the voltage divider, and Vin
and Vout is the input and the output voltage, respectively. β
is defined as
β=

R2
,
R1 + R2

Vout
,
Iout

(6)

where Iout is a small-signal current though the pass transistor,
and for a PMOS configuration, is given by

Fig. 2. Small-signal model of a LDO

P SRLDO (s) =

(5)

As one can observe, the LDO using NMOS transistor as pass
device has a better PSR performance since P SRP LDO is
divided by factor gm rds , which represents gain of the pass
device. This result is mainly due to the use of a NMOS as the
source follower, which has a better PSR performance than the
common source configuration typically employed in a PMOS
LDO. Therefore, one may conclude that from the PSR point
of view, it is better to use a NMOS pass device.
Another important parameter of LDO is the load regulation.
For this purpose, we have to express the output resistance
(Rout ) of LDO, which is defined as:

(3)

From Eq. 2 can be observed that the PSR parameter of a LDO
with the PMOS pass device is mainly given by gain of the error
amplifier (A). Since β or resistor ratio is given by the output
voltage of a voltage reference, the gain of the error amplifier
has to be increased as much as possible in order to improve
the PSR performance of a PMOS LDO.
If we consider a NMOS transistor as the pass device in
small-signal model depicted on Fig. 2, the PSR of a NMOS
LDO can be expressed as follows:

Ids = gm (AβVout − Vin ),

(7)

However, Eq. 9 is valid only for a PMOS pass device, and has
to be redefined for a NMOS transistor as follows:
Ids = gm Vout Aβ,

(8)

In order to obtain output resistance, we have to assume that
the LDO input is connected to ground. In such a case, we
can observe that the output resistance of LDO will be equal
in both cases (for PMOS and NMOS pass devices), and it is
given by
Rout =

1
,
gm Aβ

(9)

The output resistance formula expressed above is valid for
case when the load resistance is very high. Otherwise, we have
to consider the value of load connected to the LDO output.
From the performed analysis, we may conclude that for a fully
on-chip implementation and in terms of PSR performance, it is
better to use a NMOS transistor as the pass device. However,
this topology will require a more complicated control of the
NMOS gate voltage. This can be provided using an on-chip
charge pump [7].
III. P ROPOSED LDO T OPOLOGY
CLK

VCP

CP

CLKB

Pass
device
(3V3MOS)

VIN
Voltage
reference

_
VIN

CFIL_VIN

CFIL_VR

CFIL_CP

+

M1

EA

VLDO
CFC

R1
CFIL_LDO

Feedback
loop

gmVsg(gs)

A

or

VOUT

R2
GND

On-chip LDO

P SRN LDO

1
RL
≈
, (4)
=
RL + [1 + gm RL Aβ]rds
gm rds Aβ
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Fig. 3. General block of proposed LDO
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Vb3
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M14

M13

R1

R2
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Low-voltage part

High-voltage part

VOLTAGE
DIVIDER

Fig. 4. Transistor level schematic of proposed LDO

General block diagram of the proposed LDO is introduced
in Fig. 3. The LDO based on the NMOS pass device was
implemented in 130 nm CMOS technology. Since the designed
LDO is meant to be used in complex ULV systems, the output
voltage was set to 0.4 V and the input voltage range is up
to 1.2 V. The charge pump implemented fully on-chip was
used for supplying the output stage of the error amplifier. The
on-chip capacitors have been used to filter sensitive node of
the proposed LDO and improve its PSR performance.
In Fig. 4, a transistor level schematic diagram of the
proposed LDO can be seen. Since, the proposed LDO will
be used in a ULV system, the pass device was designed
in the way to obtain ultra-low dropout voltage. Therefore,
the calculated value was oversized and width/length ratio
of about 3000 was selected (width of 1000 µm and length
of 0.34 µm). The most significant part of the designed LDO
is represented by a 3-stage error amplifier that can be divided
into two parts: low-voltage part and high supply voltage part.
The low-voltage block consists of two stages, and it is based
on the folded cascode amplifier topology. It is important to
note that low-voltage part is designed with regards to ULV
operation (some devices work in the weak inversion region)
and therefore, can reliably work with the supply voltage value
of only 0.4 V. Transistors M1-M2 and M3 represent the input
differential pair and a tail current source of the error amplifier,
respectively. Folded cascode is formed by transistors M4-M9.
All bias currents and voltages are generated by an on-chip
current reference generator (not depicted in Fig. 4) in order
to provide constant current consumption of the designed error
amplifier over the whole input voltage range. The second stage
of low-voltage part contains a source follower (transistors
M10 and M11) and a push-pull output stage to achieve high
output voltage swing. Push-pull output of low-voltage part
drives the high-voltage output stage of the error amplifier.
This high-voltage stage is powered by a charge pump which
approximately doubles the input voltage VIN . This increases
the output voltage range of the amplifier ensuring proper
control range of the NMOS pass device gate voltage. A
cascode stage was used in order to obtain a high total gain
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of the error amplifier itself as well as to ensure a high value
of PSR parameter. It have to be noted that in the high-voltage
stage, transistors with the maximum gate-source voltage of
3.3 V were used. The same type of transistors was used in the
case of NMOS pass device.
To ensure stability of the proposed three-stage amplifier,
frequency compensation circuity (Cc1 , Cc2 and Cc3 with
Rc ) has been employed. Stability analysis (and finding poles
and zeros of the proposed amplifier) is not a subject of the
presented paper but it is based on similar procedure described
in [8]. Regarding stability of the whole LDO, the feedback
capacitor CcF B was included to improve the dynamic response
of a feedback loop.
IV. ACHIEVED RESULTS
In this section, achieved results (all obtained by simulation)
of the proposed LDO are presented. The results were obtained
from Corner analysis, where the fabrication process variations
were taken into account. The particular corners for transistors
are: T T – both PMOS and NMOS for typical process; F P SN
– fast PMOS and slow NMOS; SP F N – slow PMOS and
fast NMOS; F F – fast PMOS and fast NMOS; SS – slow
PMOS and slow NMOS. The temperature range from −20°C
to 85°C was considered in all simulations. Additionally, in the
simulations, the ESD protections were considered in order to
keep the simulation set-up closer to reality.
The most important feature of the LDO is transfer
characteristics, which defines the dependence of the output
voltage on the input voltage. In Fig. 5, the transfer
characteristics of proposed LDO obtained over the process
corners are shown. Deviation of the output voltage over the
process corners and temperature is 46 mV. Such a high
deviation of the output voltage is caused by the internal
voltage reference used in LDO. The voltage reference is
based on a simple topology presented in [9]. Hence, possible
improvement can be achieved by more robust voltage reference
design.
Another important characteristic of LDO is dependence of
the output voltage on temperature. This dependences over the
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output current of 1 mA is 29.5 mV, which can be considered
as a significant result. On the other hand, for the output current
of 10 mA, the dropout voltage is slightly higher than 100 mV
that still represents a very good result.
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Fig. 5. Transfer characteristic of LDO over process corners
(IOU T = 1 mA; T = −20°C ÷ 85°C)
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Corner

process corner for the minimum and maximum input voltages
are shown in Fig. 6. As can be observed, in the typical
case, temperature coefficient (TC) of the output voltage of
58 ppm/◦ C and 69 ppm/◦ C is achieved for the input voltage
input voltage of 0.45 V and 1.2 V, respectively. On the other
hand, the boundary cases represent SS corner and the input
voltage 0.45 V, where the TC is 23.4 ppm/◦ C, and for FF
corner and the input voltage of 1.2 V, the TC of 208 ppm/◦ C
was achieved, which can be considered as the best and the
worst cases in terms of the temperature coefficient. Again,
the TC is mainly given by TC of the reference voltage and
therefore, some improvement should be found in reduction of
the temperature dependence of the voltage reference used in
the proposed LDO.

Fig. 7. Dropout voltage over process corners
(VIN = VIN min ; T = −20°C ÷ 85°C)

Dynamic performance of the proposed LDO is depicted
in Fig. 8 and Fig. 9. Presented LDO exhibits good stability
although there is some short transient peak caused by the input
voltage step from 550 mV to 650 mV or the output current
step from 100 µA to 1 mA. In order to investigate the dynamic
behavior under more realistic conditions, the output capacitor
of 100 nF was considered in this analysis. Since such a value
of capacitance is not acceptable for on-chip implementation,
the dynamic or adaptive current biasing techniques have to be
employed towards improving transient response and settling
time of the proposed LDO [10].
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Fig. 6. Output voltage dependence on temperature over process corners
(VIN = 0.45V ÷ 1.2V ; IOU T = 1mA)

Fig. 8. LDO response to input voltage change
(IOU T = 100µA; COU T = 100nF ; ∆VIN /∆t = 10mV /ns)

The most important parameter of a LDO is the dropout
voltage. For purpose of the dropout voltage optimization, the
pass device was designed in the way to obtain ultra-low value
of the dropout voltage since the proposed LDO will be used in
the system with ULV power supply. The dropout voltage for
different output current over the corners is shown in Fig. 7.
We can observe that the worst case dropout voltage for the

From the dynamic performance point of view, we also
investigate line and load regulation parameters (LNR and
LDR). For this purpose, dependence of LNR parameter on
the output current as well as dependence of LDR parameter
on the input voltage obtained for all process corners and
temperature range from −20°C to 85°C were analyzed. Fig. 10
shows deviation of the LDR parameter caused by process and
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Fig. 9. LDO response to output current change
(VIN = 0.6V , COU T = 100nF ; ∆IOU T /∆t = 90µA/ns)
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As can be observed, the smaller deviation of line regulation
was obtained for higher output current (higher then 10 mA).
However, mean value of LNR parameter is better for smaller
values of output current. For output current of 10 µA the LNR
parameter will be deviate in the range from 0.016 % to 0.45 %
while for current 100 mA the deviation will be in the range
from 0.15 % to 0.32 %.
In order to analyse stability of the designed LDO, gain
margin (GM) and phase margin (PM) of a feedback loop were
investigated. For this purpose, we considered the worst case
from the stability point of view, which means the low output
current (10 µA) and the input voltage of 0.6 V. In Fig. 12,
the results obtained by the stability analysis in terms of gain
and phase margin are shown. In the worst case, related to SS
process corner and temperature of −20°C, phase margin and
gain margin of 40° and 14.6 dB were reached, respectively.
Phase margin of 76.1° was achieved in the case of FF process
corner and temperature of 85°C that represents the best corner
from the stability point of view.
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116

32

28
65

26
24

60

22

55

20

50

40
35

temperature variations as s function of the input voltage. For
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The deviation of LNR parameter is shown in Fig. 11. In
this case, we provide dependence of LNR deviation caused
by process and temperature fluctuations on the output current.
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Fig. 10. LDR parameter of the proposed LDO (IOU T = 10µA ÷ 100mA)
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Fig. 12. Gain and phase margin of feedback loop
(VIN = 0.6V ; IOU T = 10µA)

As has been demonstrated in Section II, the PSR
performance of a NMOS LDO is mainly determined by gain of
the error amplifier. Further improvement of PSR performance
can be obtained using an input filter, two linear regulators
in series or cascoding the pass device by another NMOS
or PMOS [11]. However, these approaches have also some
disadvantages described in [11]. In this paper, to improve
the PSR performance, an investigation of the error amplifier
powered by the output voltage was performed. From Fig. 13 it
can be observed that using this approach, the PSR performance
of the proposed LDO can be improved by 36 dB at low
frequencies in the typical case. At higher frequencies, the
shape of PSR is given by a value of the output capacitor (in
this analysis, we used 92 nF output capacitor). Additionally,
this approach is suitable for ULV LDO since the power
consumption of the error amplifier will be kept constant during
variations of the input voltage.
The main parameters of the proposed LDO are summarized
in Table I, where all process corners and the temperature range
from −20°C to 85°C are considered.
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TABLE I
M AIN PARAMETERS OF THE PROPOSED LDO
Parameter

Min

Typ

Max

Input Voltage

0.375

0.6

1.2

Unit
V

Temperature Range

-20

27

85

◦C

Output Voltage

372

400

418

mV
mV

2.7

12.5

122

LNR

0.016

0.19

0.45

%

LDR

0.005

0.04

1.2

%/mA

TC

23.4

62

208

ppm/◦ C

Current Throughput

0.01

1

10

mA

Total Power

7.5

40

86.3

µW

Dropout Voltage

The LDO topology based on a NMOS pass device
designed in 130 nm CMOS technology, was presented. As
demonstrated, the designed LDO can be used in low-voltage
applications, where the supply voltage of about 0.4 V is used.
Although, the achieved results shows good performance of the
proposed LDO for ULV applications, there is still possibility
for overall robustness improvement. These can be achieved
by calibration or trimming of some process sensitive part of
designed LDO, most notably the voltage reference. Future
work will be also focused on the verification of the proposed
LDO by measurement of prototype chip.

The layout of the designed LDO is shown in Fig. 14.
The LDO occupies chip area of 1.02 mm2 with dimensions
of 1200 µm × 850 µm. The overall area includes the filter
capacitors at input and output (in order to improve PSR
performance of proposed LDO). It is rather obvious that such
large filter capacitors occupy more than 65% of the total chip
area.
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Abstract—This paper presents an 8-bit current DAC in
180-nm CMOS technology. The circuit is designed and
simulated in Cadence Virtuoso software and then processed
and measured. The measurement results are presented in
this paper and compared to simulation results. The 8-bit
current DAC can be used to compensate variations in the
parameters of circuit components caused by production. The
simulation and measurement results of the differential and
integral nonlinearities for each input code of the digital to
analog converter in all operating conditions are presented.
Keywords—digital to analog converter, post–manufacturing
trim, CMOS technology, reference current, differential nonlinearity, integral nonlinearity

I. I NTRODUCTION
An 8-bit current digital to analog converter in general converts digital input data to analog output current
with 8-bit precision. It is an essential circuit in microelectronics because it can be used e.g. to compensate
variations in the parameters of circuit components (postmanufacturing trim) caused by production. An example of
such post–manufacturing trim compensation is adjustment
of the output frequency of oscillators in integrated technology by adjusting the reference current using digital to
analog converter.
The 8-bit current DAC consists of 4 subcircuits: current
mirror circuit, bias circuit, control circuit and power down
(reset) circuit. The purpose of this paper is to compare the
simulation results of the designed circuit in Cadence Virtuoso software with the measurements of the manufactured
chips in a wide range of operating conditions.
Section II describes all subcircuits of the 8-bit current
DAC in detail. In Section III simulation results of 8-bit
current DAC are presented. Section IV presents measurement results of 10 manufactured chips in all operating
conditions. Finally, Section V brings conclusions of this
paper.
II. D ESIGN OF 8- BIT CURRENT DAC
All subcircuits of the 8-bit current DAC are shown in
Fig. 1 to Fig. 4. The input parameters of the circuit are
the input current IREF 0 , voltage VG , 8-bit input code tc,
PD and RST signals and supply voltages VDD and VSS .
The circuit receives the input current IREF 0 and mirrors
it to the output current IREF in the ratio determined
by the input code tc. The specifications of the 8-bit
digital to analog converter are shown in Table I. The
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nominal currents IREF 0 and IREF are 2.5 µA, nominal
temperature is 35 °C with 1.8 V power supply voltage. The
circuit can work in wide input current IREF 0 range from
1 µA to 5 µA, standard industrial environment conditions
and power supply range from 1.62 V to 1.98 V. For the
input code tc = -1 the output current IREF is equal to the
input current IREF 0 .
The output current can be adjusted in the range of
IREF 0 /128 (for tc = -128) to 2 × IREF 0 (for tc = 127).
The specified differential nonlinearity (DNL) is limited to
± 1 LSB (Least Significant Bit), and the specified integral
nonlinearity (INL) is limited to ± 3.5 LSB. The reference
current mismatch ∆IREF is limited to ± 3% while the
voltage of the reference current terminal VIREF is limited
to the range of 0 V to 0.9 V.
TABLE I
T HE DESIGN SPECIFICATIONS OF 8- BIT CURRENT DAC.
Parameter
Temperature
VDD
tc
IREF 0
IREF
DN L
IN L
∆IREF
VIREF

Min
-40
1.62
-128
1
0.008
-1
-3.5
-3
0

Nom
35
1.8
-1
2.5
2.5

0
0.5

Max
125
1.98
127
5
10
1
3.5
3
0.9

Unit
°C
V
µA
µA
LSB
LSB
%
V

Current mirroring of IREF 0 and IREF is performed
with the PMOS transistor structures MP 0 and MP 1 , which
have 128 and 256 fingers respectively, so that all fingers
have the same geometry and voltage VG of the gate
electrode. These transistor structures are cascoded with
the transistor structures MP 2 and MP 3 which have the
same finger ratio. The transistors MP 2 and MP 3 do not
have the same gate electrode voltage, as shown in Fig. 1.
All gate electrodes of the transistor MP 2 are connected to
the bias voltage VB0 while the gate electrodes of the MP 3
fingers are connected to the bias voltages VB0 to VB19 .
The nominal current through one finger of the transistor is
ILSB , in case the mismatch is neglected [1]. The voltages
VB1 to VB4 are controlled by a binary code and contribute
to the total output current with 1 × ILSB , 2 × ILSB ,
4 × ILSB and 8 × ILSB respectively. The voltages VB5 to
VB19 contribute each with 16 × ILSB and are controlled
by a thermometer code.
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Fig. 1. Shematic of current mirrors.

The bias circuit (Fig. 2) mirrors the current IREF 0 /4
through the transistors MP 4 , MN 1 and MN 2 and thus
creates a cascode bias voltage VB0 as the sum of VGS
voltages of MP 5 and MP 6 from the rail VDD .

PD = 1. The circuit can be used in case it is necessary
to provide large reference current IREF pulse at the
beginning of operation (RST signal). It is necessary to
avoid the case in which PD = 1 and RST = 1 because in
this case VDD and VSS are short-circuited.

Fig. 2. Shematic of bias circuit.
Fig. 4. Shematic of power down and reset circuit.

The control circuit (Fig. 3) is structured so that the
voltages VB1 to VB19 are short-circuited either to the
voltage VDD (which would turn off the corresponding
transistor segment) or to the voltage VB0 (which would
turn on the corresponding transistor segment) depending
on the input code. The lowest 4 bits are connected so that
the voltages VB1 to VB4 are turned on through the binary
code (as in [2]) while the remaining 4 bits are connected
so that the voltages VB5 to VB19 are turned on through
the thermometer code (Fig. 3).

Fig. 3. Shematic of control circuit.

The power down and reset circuit (Fig. 4) connects
internal nodes either to VDD , VSS or high-Z using the
PD and RST signals. The circuit is switched off in case
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All 128 fingers of the transistor MP 0 are always active (current is ILSB = IREF 0 /128 through each finger)
because all gate electrodes of the cascode transistor MP 2
are connected to the bias voltage VB0 . The segments of
the transistor MP 1 are active if the gate electrode VBi of
the corresponding segment of the cascode transistor MP 3
is connected to the bias voltage VB0 (using switches in
control circuit [3]), or inactive if it is connected to the
VDD . The gate electrode of the cascode transistor segment
MP 3 h0i is permanently connected to the bias voltage VB0
which means that the segment MP 1 h0i is always active
and contributes to the output current IREF with 1 × ILSB .
Equation (1) shows the relationship between the input
current IREF 0 and output current IREF . Due to the
production process and mismatch there are imperfections
in the characteristics of the digital to analog converter
[1], [4]. The quality of a digital to analog converter is
determined using the following equations: current of one
transistor segment (Equation (2)), DNL as a function of the
input code tc (Equation (3)), INL depending on the input
code tc (Equation (4)), maximum DNL of all input codes
(Equation (5)), maximum INL of all input codes (Equation
(6)) and the reference current mismatch (Equation (7)).
The INL is defined as the deviation of the output current
IREF from the ideal characteristic ((tc + 129) · ILSB ) and
for the input code tc = 0 is always 0. As the input code tc
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increases, current deviations through individual transistor
segments accumulate and therefore the INL increases.
Table II shows the values of dimensions for the transistors
of the 8-bit current digital to analog converter.
IREF (tc) = (tc + 129) ·
ILSB =

IREF 0
,
128

IREF (0)
,
129

(1)
(2)

DN L(tc) =

IREF (tc + 1) − IREF (tc)
− 1,
ILSB

(3)

IN L(tc) =

IREF (tc) − (tc + 129) · ILSB
,
ILSB

(4)

Fig. 5. Shematic for testing 8-bit DAC.

DN LM AX = max(|DN L(tc = −128, ..., 126)|), (5)

IN LM AX = max(|IN L(tc = −128, ..., 127)|),
∆IREF =

128 · ILSB − IREF 0
.
IREF 0

(6)
(7)

TABLE II
D IMENSIONS OF TRANSISTORS .
Transistor
MP 0
MP 1
MP 2
MP 3
MP 4
MP 5
MP 6
MP C1−24
MN 1
MN 2
MN C1−3

Width W (µm)
30.72
61.44
30.72
61.44
7.68
7.68
7.68
0.54
11.52
11.52
0.54

current mismatch (nominal operating conditions) is shown
in Fig. 10. Data from the reference current mismatch,
DN LM AX and IN LM AX histograms is used to calculate parameters for statistical approximation model. The
reference current mismatch data is approximated with
normal distribution function. Equations (8) and (9) show
calculation of µ and σ for normal distribution function.

Length L (µm)
5.4
5.4
1.8
1.8
5.4
5.4
1.8
0.4
7.2
7.2
0.4

µ = mean[X],

(8)

σ = stdev[X].

(9)

DN LM AX and IN LM AX data is approximated with
Log-normal distribution function. Equations (10) and (11)
show calculation of µ and σ for Log-normal distribution
function.
µ = mean[ln(X)],

(10)

σ = stdev[ln(X)].

(11)

The parameters of the statistical model for DN LM AX ,
IN LM AX and ∆IREF are shown in Table III.

III. S IMULATION RESULTS
The shematic for testing the operation of the 8-bit
current digital to analog converter is shown in Fig. 5. The
input current IREF 0 , which also defines the voltage VG , is
supplied externally. By measuring the output current IREF
for each input code, results are obtained that are used for
calculation of parameters that determine the quality of the
digital to analog converter. Fig. 5 shows that the most
significant bit Bh7i is inverted because the input code is
in two’s complement format. The circuit is simulated using
transient analysis (as in [5], output rises by only 1 x ILSB
per cycle) so that each input code is maintained for 10 ms.
The simulation results showing the dependence of DNL
and INL on the input code tc for nominal operating
conditions (IREF 0 = 2.5 µA, T = 35 °C and VDD = 1.8 V)
performed for 350 Monte Carlo points are shown in Fig. 6
and Fig. 7. Histograms of DN LM AX and IN LM AX for
Monte Carlo simulations (nominal operating conditions)
are shown in Fig. 8 and Fig. 9. Histogram of the reference
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Fig. 6. Differential nonlinearity (350 Monte Carlo simulation points).

IV. M EASUREMENT RESULTS
The measurement environment consists of the NI digital pattern generator PXIe-6571, NI source-monitor units
PXIe-4139 and PXIe-4110. All 10 manufactured chips
are measured in a temperature chamber. A test PCB
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TABLE III
T HE PARAMETERS OF STATISTICAL MODEL FOR DN LM AX ,
IN LM AX AND ∆IREF USING 350 M ONTE C ARLO SIMULATION
POINTS .
DN LM AX
IN LM AX
∆IREF

µ
-0.9748
-0.4526
0.1033 %

σ
0.2859
0.3647
0.4694 %

Fig. 8. DN LM AX (350 Monte Carlo simulation points).

output current IREF is realized by setting voltage of IREF
terminal VIREF to 0 V and measuring the current. The
circuit is measured according to Fig. 5. All instruments are
controlled by Labview software. The signals PD and RST
are set to 0 V. Each chip is measured at 4 temperatures
(-25 °C, 5 °C, 35 °C and 65 °C), 3 VDD supply voltages
(1.62 V, 1.8 V and 1.98 V) and 3 input currents IREF 0
(1 µA, 2.5 µA and 5 µA). Using Labview software, IREF
output current data for each input code tc is stored and
used to compute all definition expressions important for
evaluating the quality of the 8-bit current DAC.
Figures 11 and 12 show measurement results of DNL
and INL for all 360 measurements (10 chips, 4 temperatures, 3 power supply voltages VDD and 3 input currents
IREF 0 ).

Fig. 9. IN LM AX (350 Monte Carlo simulation points).

Fig. 11. Differential nonlinearity for 360 measurements.

Fig. 7. Integral nonlinearity (350 Monte Carlo simulation points).

Fig. 10. ∆IREF (350 Monte Carlo simulation points).
Fig. 12. Integral nonlinearity for 360 measurements.

is designed and used to connect chip pins to external
connectors. The external connectors are connected to
measurement instruments.
The input code used to run and test the 8-bit current
DAC is generated using digital pattern generator maintaining each input 8-bit code for 500 ms. The input current
IREF 0 is obtained using current sink and measurement of
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It can be seen that larger scattering of DNL and
INL is obtained for smaller input current IREF 0 , i.e.
DNL and INL have larger scattering from the ideal
value for IREF 0 = 1 µA. Fig. 13 to Fig. 21 show
DN LM AX , IN LM AX and reference current mismatch
∆IREF histograms and their dependence on the temperature, input current IREF 0 and power supply voltage VDD
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(T = -25°C/5°/35°C/65°C, IREF 0 = 1µA/2.5µA/5µA and
VDD = 1.62V/1.8V/1.98V).
DNL, INL and ∆IREF have larger scattering for lower
temperatures and lower input current IREF 0 which is
shown in Fig.13 to Fig.18. DNL and INL are somewhat
independent of the power supply voltage VDD as shown in
Fig. 19 and Fig. 20 (in [6], wider range of power supply
voltage results in larger DN LM AX and IN LM AX ). Figure 21 shows that ∆IREF has a little less scattering for
higher power supply voltage VDD . Therefore, the worst
case for DAC operation is the lowest temperature, the
lowest input current IREF 0 and the lowest power supply
voltage VDD . The parameters of statistical model (equations (8), (9), (10) and (11)) for DN LM AX , IN LM AX
and ∆IREF (measurement data from Fig. 13 to Fig. 21)
are shown in Table IV. Comparing the results of nominal
simulations from Table III to results of measurements from
Table IV (column Histogram 3) it can be seen that the
µ and σ parameters are similar. It should be taken into
account that the measurements (column Histogram 3) are
performed so that one parameter always has nominal value
(e.g. input current IREF 0 = 2.5 µA on Fig. 16 to Fig. 18)
and other two parameters (e.g. temperature and VDD ) take
all specified values, which causes additional scattering.

the measurement results for all operating conditions the
influence of temperature, input current and power supply
voltage on the important DAC parameters is obtained. The
8-bit current DAC is monotonic (|DN L| < 1 LSB) for all
operating conditions.

Fig. 15. ∆IREF for 360 measurements divided into measurements with
the same temperature.

Fig. 16. DN LM AX for 360 measurements divided into measurements
with the same input reference current IREF 0 .

Fig. 13. DN LM AX for 360 measurements divided into measurements
with the same temperature.

Fig. 17. IN LM AX for 360 measurements divided into measurements
with the same input reference current IREF 0 .

Fig. 14. IN LM AX for 360 measurements divided into measurements
with the same temperature.

V. C ONCLUSION
An 8-bit current DAC is designed and tested. Simulations are performed using 350 Monte Carlo points and
measurement data is obtained by testing 10 chips. Simulation and measurement results are compared and it is shown
that simulations accurately describe circuit behavior. Using
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Fig. 18. ∆IREF for 360 measurements divided into measurements with
the same input reference current IREF 0 .
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TABLE IV
T HE PARAMETERS OF STATISTICAL MODEL FOR DN LM AX ,
IN LM AX AND ∆IREF USING MEASUREMENT RESULTS DATA .
Histogram
Fig. 13.
DN LM AX

Fig. 16.
Fig. 19.
Fig. 14.

IN LM AX

Fig. 17.
Fig. 20.
Fig. 15.

∆IREF [%]

Fig. 18.
Fig. 21.
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µ
σ
µ
σ
µ
σ
µ
σ
µ
σ
µ
σ
µ
σ
µ
σ
µ
σ

1
-0.7893
0.3560
-0.1922
0.5736
-0.8175
0.6999
-

2
-0.9735
0.3814
-0.7401
0.3490
-1.0156
0.4016
-0.3529
0.5637
-0.1000
0.5414
-0.3891
0.5849
-0.5152
0.5583
-0.5175
0.7944
-0.3783
0.6652

3
-1.1138
0.3584
-1.0305
0.3344
-1.0195
0.4031
-0.4835
0.5784
-0.4033
0.5679
-0.3933
0.6024
-0.2351
0.4500
-0.3132
0.5995
-0.3344
0.6479

4
-1.2002
0.3859
-1.2871
0.3153
-1.0225
0.4004
-0.5367
0.6161
-0.6707
0.5397
-0.3918
0.6053
0.2020
0.3659
-0.1937
0.4823
-0.3116
0.6424

123

200-MHz and 400-MHz Self-Biased
Temperature-Compensated Ring Oscillators in
180-nm CMOS Technology
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Abstract—Conventional ring oscillators are inherently
prone to output frequency variation with the change of
temperature and supply voltage. Various current starving
techniques are used to control the current through the inverter delay stages in order to stabilize the output frequency.
A simple current starved design with current mirrors and
a PTAT bias generator can achieve total accuracy in the
order of 10% across the temperature range from -40°C to
125°C. This paper presents a ring oscillator architecture
with an improved biasing circuit, which improves the total
accuracy of the output frequency to around 1% in the same
temperature range. To achieve this result, the design uses
a self-biasing scheme in combination with five differential
output inverter delay stages. No additional circuitry is
required for the manipulation of the control voltage. 200MHz and 400-MHz variants of the oscillator are presented,
each with two different implementations of the power-down
mode. This makes a total of four different oscillator cores
designed in 180-nm CMOS technology. The performance of
the manufactured oscillators is evaluated, and measurement
results are compared with simulations.
Keywords—ring oscillator, current starving, self-biased architecture, low temperature coefficient

I. I NTRODUCTION
Ring oscillators provide a very simple method for
generating a clock signal. Their principal advantages are
their simple architecture and the possibility of on-chip
integration of the entire circuit, unlike crystal oscillators.
Furthermore, they do not require the implementation of an
inductor, which can be difficult to incorporate on-chip in
the case of LC oscillators.
The large temperature coefficient of the basic ring
oscillator circuit has to be significantly reduced for the
architecture to be useful. A common method for achieving
a lower temperature coefficient is current starving of the
delay blocks. Limiting the current through the inverters to
a known value makes it less dependent on temperature and
supply voltage. This is typically done with current mirrors.
The resulting frequency variation for a design based on this
topology is in the order of 20% in a temperature range
from -40°C to 85°C [1].
The basic current-starved oscillator circuit can be improved by replacing the fixed current source with a PTAT
current source, which aims to further compensate the drop
of output frequency with the increase in temperature. This
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can improve the total frequency variation to around 10%
[7]. To achieve an even smaller temperature coefficient, the
biasing network needs to be redesigned by introducing a
circuit with self-compensating properties.
This paper presents a ring oscillator architecture that
expands on the current-starved concept by adding a selfbiasing network and targets a total frequency variation
of around 1% in the temperature range from -40°C to
85°C. The circuit is designed and simulated in Cadence
Virtuoso and the simulation results are compared with
measurements of the manufactured chips. It is based on the
previous work [1], which describes an 891 MHz oscillator
designed in a 65-nm CMOS process with a nominal supply
voltage of 1.2 V and the reported total frequency variation
is 0.71% in the temperature range from -40°C to 85°C.
The paper is organized in five sections. An overview
of the oscillator architecture is presented in Section II.
Simulation results are presented in Section III. Section
IV contains measurement results of the manufactured
chips and a comparison with the simulation results. The
conclusion is given in Section V.

II. R ING OSCILLATOR ARCHITECTURE
The presented ring oscillator architecture consists of two
main circuits: the biasing network and the oscillating ring.
Two separate cores are developed which target nominal
operating frequencies of 200 MHz and 400 MHz at
1.8 V. Additionally, two different power-down methods are
implemented for each core, which makes a total of four
oscillator cores on one chip. Each core necessitates the
inclusion of a power-down mode because of the possibility
of cross-coupling if two cores with different nominal
frequencies were to be active at the same time. The ring
oscillator circuit is powered down by inserting a break
in the ring. In the first power down circuit, transmission
gates are used to disable the oscillations, while the second
configuration uses NAND logic gates. A general schematic
topology of the oscillator with labeled biasing network
transistors and without power down circuitry is presented
in Fig. 1.
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VDD
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MP2
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VA
MP3
CLK
Vcm
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CLK
MN3
VB

VC
MN1

MN2
VSS

Fig. 1. Schematic of a current-starved ring oscillator with a self-biasing network.

A. Biasing network
The biasing network consists of only three NMOS and
three PMOS transistors as shown in Fig. 1. The corresponding transistor dimensions for the configuration which
uses transmission gates for power down are presented in
Table I. The structure of the biasing network is the same
as in [1].
Transistors MN 1 and MP 1 are the largest and provide
the main current path from the power supply through
the delay blocks to the ground. MN 3 and MP 3 form an
inverter whose input is connected to the voltage Vcm .
This voltage is equal to half of the supply voltage and
it is obtained with a voltage divider. In this case, Vcm is
900 mV. Consequently, the output voltage of this inverter
at node VC is also close to half of the supply voltage.
This node is then connected to the gates of transistors
MN 1 and MP 1 and it counteracts the increase or decrease
of the output current, which also stabilizes the output
frequency of the oscillator. This feedback loop provides
the self-biasing property of the oscillator architecture and
is described in [4] [5] [6]. Finally, MN 2 and MP 2 are small
auxiliary transistors that always conduct and are used to
further stabilize the output current.
B. Oscillating ring

oscillator was designed with four differential delay stages
as described in [1]. However, a specific situation where
the oscillator does not start properly was detected during
simulations. In that scenario, the two differential outputs
of a particular inverter assume a constant logical high
and a constant logical low, respectively. To eliminate any
potential issues regarding the startup, the number of stages
is increased to five in the final design and transistor sizes
are adjusted accordingly. The schematic of the differential
inverter is shown in Fig. 2.
A single differential delay cell is composed of eight
transistors, which make up a total of four inverters. MN 4
and MP 4 as well as MN 5 and MP 5 represent two large
inverters which serve as the differential inputs and outputs
of the cell. Additionally, two smaller inverters consisting
of MN 6 , MP 6 , MN 7 and MP 7 are placed between the
differential outputs, one in each direction. These inverters
are used to speed up signal transitions and reduce phase
noise during zero crossings [1] [3].
III. D ESIGN AND POST- LAYOUT SIMULATION RESULTS
The circuit schematic and layout are designed in the
Cadence Virtuoso design environment. The architecture
from [1] has to be modified to work at a supply voltage
of 1.8 V due to the transition to a 180-nm process node.
This is a 50% increase in supply voltage when compared

As it is visible in Fig. 1, the ring consists of five delay
cells. Each of these cells is an inverter with differential
inputs and outputs. Although differential delay cells can
be used to build a ring oscillator with an even number of
stages [1] [2] [3], there are still potential issues with oscillator startup in such configurations. Initially, the presented

VA
MP7
MP5

MP4

OUTP MN7

INN

OUTN

INP

TABLE I
B IASING NETWORK TRANSISTOR DIMENSIONS .
200 MHz
W / µm
L / µm
400 MHz
W / µm
L / µm

MN 1
8
0.24
MN 1
15
0.24

Transmission gate power down
MN 2
MN 3
MP 1
MP 2
0.25
4
18
0.5
0.5
0.24
0.54
0.5
MN 2
MN 3
MP 1
MP 2
0.25
4
22
0.5
0.5
0.24
0.39
0.5

MP6

MP 3
20
0.24
MP 3
20
0.24

MN4

MN5
MN6

VB

Fig. 2. Schematic of a single differential inverter stage.
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TABLE II
D IMENSIONS OF THE TRANSISTORS IN THE DIFFERENTIAL INVERTER .
200 MHz
W / µm
L / µm
400 MHz
W / µm
L / µm

Transmission gate power down
MN 4,5
MN 6,7
MP 4,5
MP 6,7
9.5 × 2
0.5
19 × 2
0.5
0.24
0.7
0.24
0.7
MN 4,5
MN 6,7
MP 4,5
MP 6,7
8×2
0.3
10 × 2
0.3
0.24
0.75
0.24
0.75

to the original circuit, which is designed for operation at
1.2 V in a 65-nm node.
Once the desired temperature coefficient is obtained at
1.8 V in the pre-layout simulation, the initial post-layout
simulation shows that the parasitic elements in the layout
have a significant effect on the nominal output frequency.
In the case of the 400-MHz oscillator, the frequency is
reduced by nearly 20% from 400 MHz to 330 MHz.
However, this decrease in frequency can be compensated
by increasing the current supplied to the oscillating ring.
Finally, the simulated post-layout temperature sweeps of
the 200-MHz and 400-MHz oscillator cores are presented
in Fig. 3. Each of the temperature sweeps shows a total
error of less than 1% in the observed temperature range.
Even though the two different power-down modes present
a slightly different load when placed in the oscillating ring,
meaning they require separate optimization to achieve the
desired operation, it cannot be stated that one performs
significantly better than the other.
Another important consideration during the design process is the scattering of the expected nominal frequency
caused by manufacturing process variations and mismatch.
The most suitable way of predicting the results before the
chip is processed is to perform a Monte Carlo simulation.
Fig. 4 shows a 500-point Monte Carlo simulation for the
400-MHz oscillator core. The average frequency is slightly
higher than what is simulated in the nominal corner, as
shown in Fig. 3. Chips that happen to be up to one standard
deviation from the mean are expected to have a nominal
frequency between 380 MHz and 440 MHz.

Fig. 3. Simulated temperature sweep for the oscillator cores, VDD =
1.8 V.
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IV. M EASUREMENT SETUP AND RESULTS
A. Measurement setup
A total of ten chip samples are characterized in a
temperature range from -40°C to 80°C. The measurement setup is based on a National Instruments PXIe1095 platform. Two PXIe-4139 SMU modules are used
for supplying the core voltage, with a nominal value
of 1.8 V, and the peripheral voltage (nominally 3.3 V)
which also provides power to the output buffer. A third
SMU module is connected to a Pt100 sensor, which is
used to monitor the temperature in the test chamber. The
sensor is supplied with a constant current of 1 mA and
the resulting resistance measurement is converted to a
temperature value. A Keysight 53220A frequency counter
is used to measure the output frequency. It is connected
to the PXIe chassis via USB and operates as a VISA
instrument.
Once the temperature cycle is started, the rest of the
measurement process is fully automated in LabVIEW. The
core voltage is continuously swept from 1.5 V to 2.0 V in
50 mV steps to characterize the oscillator in a wide range
of supply voltages. Considering that the power supply is
the only input of the presented oscillator architecture, this
step is also necessary to determine the optimal point at
which a suitable temperature coefficient can be obtained.
B. Measurement results
The measured variation of the output frequency with
temperature for the 400-MHz core is presented in Fig. 5
and Fig. 6. Measurements for one of the samples are
discarded because its frequency deviates by nearly 3σ
from the rest of the samples when σ is calculated with
this particular sample included. Therefore, results for nine
samples are presented. The calculation used for determining the temperature coefficient is given by (1).
TC =

fmax − fmin
|∆f |
=
favg · |∆T |
favg · (Tmax − Tmin )

(1)

Fig. 5 shows the operation at the targeted supply voltage
VDD = 1.8 V. When compared to simulation results from

Fig. 4. Monte Carlo simulation of the 400-MHz self-biased oscillator
with power down mode using transmission gates.
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Fig. 5. Temperature sweep of the 400-MHz oscillator core with the
specified supply voltage VDD = 1.8 V, transmission gate power down
(9 samples).

Fig. 3, it is immediately clear that there is a difference
in both the nominal frequency and the temperature coefficient. The frequency at 20°C is reduced from 400 MHz
to 330 MHz, which is close to 18%. When looking at the
average of all measurements, the frequency variation in
the temperature range from -40°C to 80°C is 330.5 MHz
± 6% and the corresponding temperature coefficient is
1008 ppm/°C. This result is better than a conventional
current-starved oscillator from [1] and it is on par with
an improved current-starved design from [7]. However,
the operation at 1.8 V does not meet the design goal of
achieving a total error of 1% in the observed temperature
range.
The previous work that describes the self-biased oscillator architecture [1] does not examine the dependence of
the temperature coefficient on the supply voltage. It only
presents the simulation results with the nominal supply
voltage of 1.2 V, without measurements. During the design
process, it is determined that the circuit is indeed sensitive
to the change of the supply voltage. That has become
obvious during our design because the correct operation of
the circuit has been relatively easily established at 1.2 V
power supply, but the shift of the power supply from
1.2 V to 1.8 V has to be done in small steps and each
step required a substantial effort to get the circuit to work
correctly, i.e. to get a small temperature coefficient of the
oscillator frequency.
The biggest adjustments need to be done to the transistors MN 1 and MP 1 in the biasing network (Fig. 1), as
well as to the inverters that consist of MN 4 , MP 4 , MN 5
and MP 5 (Fig. 2). The ratio of the widths of the PMOS
and NMOS transistors in these inverters is an important
factor that contributes to the final value of the temperature
coefficient. In combination with the adjustments to the
biasing network, it is possible to achieve a total accuracy
of the output frequency in the 1% range. However, since
these transistor dimensions have to be fine-tuned for a
particular supply voltage VDD , the temperature coefficient
of the oscillator also changes with VDD .
A considerably better temperature coefficient is obtained
by decreasing the supply voltage from 1.8 V to 1.55 V

MIPRO 2021/MEET

Fig. 6. Temperature sweep of the 400-MHz oscillator core with the
optimal supply voltage VDD = 1.55 V, transmission gate power down
(9 samples).

as presented in Fig. 6. It can be seen from the slope of
the curves that the temperature coefficient is significantly
reduced in comparison to the results at 1.8 V. Each of the
measured samples has a total frequency variation of less
than 2 MHz in the entire temperature range, with some of
the samples having a total error below 1 MHz.
Considering that the measured frequency variation is
less than 1% of the nominal frequency of the oscillator,
the 400-MHz core achieves the design target for the
temperature coefficient when operating at 1.55 V. The
average temperature coefficient in this configuration is
45 ppm/°C. However, an obvious drawback is a reduction
in frequency when the supply voltage is reduced. This
effectively turns the 400-MHz core into a 200-MHz core.
Fig. 7 shows the temperature sweep of 200-MHz oscillator core at VDD = 1.8 V. The performance is comparable
to that of the 400-MHz core at the same supply voltage.
When compared to the simulation results, the frequency
at 20°C is reduced from 200 MHz to 175 MHz. This
is a reduction of 12.5%, which is less than in the case
of the 400-MHz core. However, the average temperature
coefficient is similar at 1050 ppm/°C.

Fig. 7. Temperature sweep of the 200-MHz oscillator core with the
specified supply voltage VDD = 1.8 V, transmission gate power down
(9 samples).

Similarly to the 400-MHz variant, the 200-MHz core
exhibits a significantly better temperature coefficient when
operating at a lower supply voltage. In this instance, the
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TABLE III
N OMINAL OUTPUT FREQUENCY AT 20°C
400-MHz core with transmission
VDD
fmin , MHz
favg , MHz
1.80 V
323.2
327.6
1.55 V
210.5
213.7
200-MHz core with transmission
VDD
fmin , MHz
favg , MHz
1.80 V
171.2
174.2
1.50 V
101.2
103.2

gate power down
fmax , MHz σ, MHz
330.5
2.7
216.1
2.0
gate power down
fmax , MHz σ, MHz
175.9
1.5
104.4
1.0

TABLE IV
T EMPERATURE STATISTICS FOR THE MEASURED CHIP SAMPLES
400-MHz core, transmission gate power down, VDD = 1.55 V
fmin ,
favg , fmax ,
∆f , MHz
T C, ppm/°C
MHz
MHz
MHz
1
210.2
210.6
211.4
1.2
47
2
215.0
215.5
216.8
1.8
68
3
210.4
210.9
211.5
1.1
40
4
211.8
212.2
212.8
1.0
41
5
215.0
215.3
215.7
0.7
25
6
213.8
214.2
214.6
0.8
33
7
213.6
214.0
215.1
1.5
59
8
216.0
216.3
217.6
1.6
64
9
214.2
214.5
215.4
1.2
44
200-MHz core, transmission gate power down, VDD = 1.50 V
fmin ,
favg , fmax ,
∆f , MHz
T C, ppm/°C
Sample
MHz
MHz
MHz
1
101.0
101.6
103.7
2.7
217
2
104.1
104.8
106.4
2.3
181
3
102.6
103.2
105.2
2.6
210
4
103.2
103.8
105.4
2.2
179
5
103.1
103.7
105.6
2.5
203
6
103.1
103.6
105.4
2.3
186
7
102.5
103.2
105.4
2.9
228
8
104.2
104.9
106.9
2.7
216
9
103.6
104.2
106.4
2.8
226
Sample

Fig. 8. Temperature sweep of the 200-MHz oscillator core with the
optimal supply voltage VDD = 1.5 V, transmission gate power down
(9 samples).

optimal voltage is 1.50 V. The measurement results for the
200-MHz core at the optimal supply voltage are presented
in Fig. 8.
The measured temperature characteristics have a concave shape, which is similar to the simulation results from
Fig. 3. At lower temperatures, there is a steeper decrease
of the output frequency, which brings the average firstorder temperature coefficient to 203 ppm/°C. However,
the total frequency variation between 0°C and 80°C is
still less than 1 MHz for all of the samples, i.e. less than
1% of the nominal frequency. Once again, the targeted
nominal output frequency is reduced by 50% due to the
significantly lower supply voltage.
Table III shows the output frequency statistics at room
temperature. The results show a favorable spread of the
nominal output frequencies among the measured samples.
A detailed overview for every sample is presented in Table
IV. Finally, a photograph of the processed die is shown in
Fig. 9.
V. C ONCLUSION
The measurement results show that the target frequency
variation of 1% across the observed temperature range
is achieved in the case of the 400-MHz oscillator core,
albeit with an offset of the nominal supply voltage when
compared to the simulation results. This shift of the
optimal power supply voltage point from 1.80 V to 1.55 V
also causes a reduction of the output frequency from
the predicted value. This is understandable because the
frequency of ring oscillators typically decreases when the
supply voltage is reduced.
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Fig. 9. Photograph of the die with an excerpt from the top-level layout.
The four distinct oscillator cores are visible.

The 200-MHz variant of the oscillator exhibits similar
behavior, with the optimal temperature coefficient being
obtained for a 1.50 V supply instead of the 1.80 V projected by simulations. This results in a nominal frequency
of slightly more than 100 MHz. A total frequency variation
of under 1% is attained when operating in a temperature
range from 0°C to 80°C. The measurement repeatability
is confirmed by measuring ten chip samples.
Despite the supply voltage offset required to obtain the
desired temperature coefficient, the measurement results
prove the viability of the self-biased oscillator architecture by validating the design target for the temperature
coefficient at a specific operating point. When taking into
account the generally large temperature coefficient of ring
oscillators and considering that the architecture has no
trimming capability by design, it can be established that
the presented stable output frequency of the two oscillator
cores is a noteworthy achievement.
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Abstract - Most of the research on fractional-order (FO)
systems has been presented for passive realization of FO
capacitors and inductors. In this paper, an active realization
of a FO capacitor or a constant-phase element (CPE) is
presented in the form which can be realized as an integrated
circuit. The realization is demonstrated using OTA-C
structures in AMS 0.35um C35B4 technology. We propose
the realization of active constant phase elements using OTAs
having MOS transistors in the saturation region. The
linearization of each OTA is applied by source degeneration.
We use standard approximation such as second-order
continuous fraction expansion (CFE) to design three noninteger orders of 1/3, 1/2 and 2/3. We propose tuning
method using different bias currents of OTAs to obtain
desired phase characteristics of the CPE.
Keywords - analog circuits; circuit synthesis; fractionalorder element; continuous fraction expansion approximation;
OTA-C systems; integrated circuits design

I.
INTRODUCTION
Fractional-order (FO) systems are very efficient in
describing processes in control theory, materials theory,
diffusion theory, robotics, signal processing, oscillators,
filters, viscoelasticity, etc. [1][2]. To produce FO systems,
engineers in industry need fractional-order element (FOE).
Therefore, physical FOE realization has recently
gained significant attention by many researchers [3]. We
distinguish between two main approaches: (i) onecomponent FOE for example [4][5], and (ii) multiplecomponent FOE for example [6][7]. Also, some
researchers tried to realize electronically tunable multiplecomponent FOE in integrated form, for example [8]. The
OTAs in [8] work with MOS transistors in sub-threshold
region. Additionally, tuning of FOE order is possible
using different bias currents for OTAs. In this paper we
will extend the idea in [8] to the realization of integrated
FOE using tunable OTA-C structures, in that OTAs
operate with MOS transistors in saturation region. The
OTAs in this paper are linearized using source
degeneration as in [9][10]. The optimum operation
conditions of OTAs is presented.
II. FRACTIONAL-ORDER ELEMENT
To design, for example, generalized FO filters it is
enough to replace at least one integer-order (IO) "normal"
capacitor with FO capacitor (FOE) as shown in [1][2]. In
This work was fully supported by the Croatian Science Foundation
under project (IP-2016-06-1307) "Fractional analog and mixed systems
for signal processing".
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this Section we first describe FOE, an element which is
needed in many applications to become of FO, that we
will realize in this paper. Our approach is based on [8], but
we use different OTAs with MOS transistors in saturation.
Design equations for generalized system of order 
can be obtained when the Laplacian operator s in the FO
system transfer function is replaced by its approximation,
given by

s =

 0 s 2 + 1 s +  2
,
 2 s 2 + 1s +  0

(1)

and as a result, an IO transfer function (of higher order) is
obtained. IO transfer function then can be realized using
standard IO circuits.
Second-order expression of the continued-fraction
expansion (CFE) inside some decades around the center
frequency 0, which is defined as

=

1

(2)

0

is given by:
H ( s) = ( s) =

 0 ( s)2 + 1 ( s) +  2
 2 ( s)2 + 1 ( s) +  0

(3)

or after some calculations by

 0 2 1 1
1
s +
s+ 2

2 

H ( s ) = ( s ) = 2
0 1
1 1
2
s +
s+
2 
2  2

(4)

Equation (4) is a second-order approximation of the
Laplacian operator (s). To realize FO capacitor we
substitute physical realization of (4) into the emulation
scheme for Z(s) (see V/I converter OTA #8 in Fig. 3),
which forms an input impedance given by:
Z (s) =

g mVI

1
1
=
 H ( s ) g m  ( s )

(5)

The "inverse follow-the-leader multi-feedback" (IFLF)
topology of high order as in [8], constructed using OTAs
as active elements, is an excellent candidate structure for
physically realizing H(s) in (4) and is shown in Fig. 1.
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Figure 1. OTA-C implementation of voltage-excited reconfigurable IFLF structure of integrator/differentiator.
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The transfer function of the circuit in Fig. 1 is given in (6).
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Figure 2. Signal-flow graph of the second-order IFLF structure for the
voltage-excited floating FO capacitor/inductor.
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I

I02

V4
C2

#1

#2

+
-

G0gm2

I01
#4

+
gm1
-

I

I01

gm1

V8

#3

G1I
#5 =G1I01

G0I02

V1

C1

G2I
#6 =G2I01
G1gm1

+
-

VCM

gm2
+

I01

V6

gm1
+

#7
G2gm1

+
-

The circuit in Fig. 4 can be represented by the SFG in Fig.
5(a). Node voltages in the OTA-C circuit are also denoted
in SFG. After application of the reduction rules to the SFG
in Fig. 5(a), the SFGs in Figs. 5(b) and (e) are obtained.
Besides, the SFG in Fig. 5(a) can be rearranged into SFG
in Figs. 5(c), (d) and (e) all realizing the same voltage
transfer function H(s) in (7).
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G2gm

+
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Because gm in Fig. 3 can be arbitrarily chosen it could be
equated to the value of one of the gms inside the circuit, for
example gm=gm1. In that way the repeatability of the same
OTA element in the largest possible number is possible
(OTA #2, #3, #4 and #6 have the same value of
transconductance gm1). This version is shown in Fig. 4.
Note that OTAs #2, #3, #4 and #6 are driven by the same
current I01 providing OTAs with gm1 (usually G1=1).
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+
gm
-

G1gm1

VDD

Note that in Fig. 3 OTAs #3, #4 and #7 all have identical
values of gm (the last one has G2gm), which can be
arbitrary chosen, and realizes the summation of the
voltages in the output node of the SFG.
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The OTA-C circuit in Fig. 3, without V/I converter part
inside dashed box, is identical to the realization of the
voltage transfer function H(s) in (7) by SFG in Fig. 2. It is
capable of realizing floating FOE because of differentialoutput OTA # 8.
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It has the following transfer function given by:
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The second-order transfer function H(s) applied in (5), i.e.
the approximation of (s) in (3), can be realized using the
IFLF structure shown in Fig. 1, adapted to the secondorder. The corresponding signal-flow graph (SFG) is
shown in Fig. 2.
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 1 2
H ( s ) = out
=
(6)
Vin ( s )


 1  n −1
1
n
s +   s + ... + 

 1 
  1 2  ...  n 

G0

gmVI

#8

+-

I0

V/I

υin+

υinFigure 4. IFLF structure version 1 with emulation scheme for the
voltage-excited floating FO capacitor with maximum number of OTAs
with transconductance value gm1.

Corresponding IFLF circuit to the SFG in Fig. 5(c) is
shown in Fig. 6. Node voltages in SFG are also denoted in
the OTA-C circuit. Note that OTAs #1, #2, #4 and #6 are
driven by the current I02 providing OTAs with gm2.
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Figure 6. IFLF structure version 2 with emulation scheme for the
voltage-excited floating FO capacitor with maximum number of OTAs
with transconductance value gm2.
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When comparing coefficients of (7) to (4) we obtain
−1
−1
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from which we have the design equations:
G2 =

−1
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Also, the definition of time constants is given by

1 =
−1

0

0



; G1 = 1; G0 = 2 ;  1 = 2  ;  2 = 1  (10)
2
0
1
0

Vout

G2

gm2

 0 G1 1 1 G0
 1
1 1  1 1
; =
;
= ; = 1 ;
= 0
(9)
 2  1  2   1 2  2  1  2   1 2  2  2

Vout

−1

0

G2 =

8

V8

V4

1

9

Vout

g m1 =

G2

Figure 5. Signal-flow graph of the IFLF structure. (a) version 1 in Fig.
4 original with all nodes. (b) after reduction of series nodes (c) version 2
in Fig. 6 original with all nodes. (d) after reduction of series nodes (e)
final vesrsion with all voltage nodes: same for both versions 1 and 2.

The realization of FOC begins by introducing (3) into (5)
and we have

Z ( s) =

1  2 ( s) 2 + 1 ( s) +  0

g m  0 ( s) 2 + 1 ( s) +  2

()

Note that 1, 2, G0, G1 and G2 belong to the IFLF transfer
function (such as (7)), while 0, 1, 2 and  belong to the
starting transfer function which realizes the FO transfer
function (such as (4)). Thus, we calculate parameters 1,
2, G0, G1 and G2 of the IFLF circuit from FO transfer
function parameters 0, 1, 2 and .
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(11)

Once we know parameters 1, 2, G0, G1 and G2 of the
IFLF from (10) and (11) we choose Ci and calculate gmi
(i=1, 2) using

G1

(e)

C1
C2
, 2 =
gm2
g m1

C1

1

, gm2 =

C2

2

.

(12)

It was found in research and will be demonstrated in the
next Section, that building the IFLF multi-feedback FOE
using OTA-C as shown in Fig. 1, if not designed properly,
requires too large transconductances gm and capacitances
Cs for a given frequency range. Therefore, our first goal is
to use the simplest single-stage OTAs with moderate
transistor dimensions and bias currents to save space and
power consumption. Next, we wish the repeatability of the
same gm values to obtain as many as possible identical
OTAs in the circuit (it allows simple copy-paste of OTAs
during the IC design). Besides, it is our goal to minimise
the spread of gm values. When comparing two circuit
solutions in Fig. 4 and Fig. 6, their efficacy depends on the
gm1 and gm2 values used. They are both equally efficient.
We decide to use the topology in Fig. 6; it proposes using
identical value for gm2 in four OTAs: #1, #2, #4, and #6.
We also use different capacitances values C1 and C2 in the
design to obtain as much identical OTAs as possible with
minimum gm spread.
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III.

The corresponding pseudo-capacitance is given by:

DESIGN PROCEDURE

As an Example 1, we design circuit in Fig. 6 for =1/2,
with center frequency f0=50[kHz]; 0=2f0=100 [krad/s],
and CPE capacitance C=500[pF] at f0, using continuedfraction expansion (CFE) approximation as in [6].
Frequency analysis is done from 5kHz to 500kHz because
the center is at 50kHz, and the second-order CFE
approximation is efficient inside two decades. Coefficients
of H(s) for the second-order CFE approximation, for the
three values of =1/3, 1/2 and 2/3 are given in Table 1.
TABLE I.


0
1
2

C = g mVI 

1/2 (45)
3.75
7.5
0.75

=

1

5  s 2 + 10  s + 1
.
s 2 + 10  s + 5



= C  0 = 157.08  S .

(15)

1

0

=

1
1
=
= 3.1831 10 −6 s  . (16)
2 f 0 2 50 103

1

H ( s) = ( s) 2 =

5s 2 + 3.14159 106 s + 9.8696 1010
s 2 + 3.14159 106 s + 4.9348 1011

(17)

Including (14) and (17) into (5) fractional capacitance is:

A. Calculation of the CPE
V/I converter in Fig. 6: CPE capacitance at f0=50[kHz] is
C=500[pF], and therefore its transconductance is
C

 = 280.25   nF/s 0.5  .

(13)

Normalized magnitude and phase of 1/H(s), where H(s) is
defined for =1/3, 1/2 and 2/3 are shown in Fig. 7. Recall
that we must use 1/H(s) since in (5) Z(s) is inversely
proportional to H(s).

g mVI =

1−

Using (13) and  = 3.183110−6 s we can write a
denormalized H(s) as given by

2/3 (60)
4.44
7.11
0.44

From (4) and with the second column in Table 1 and =1
we have the normalized transfer function H(s) for =1/2,
given by

H ( s) = ( s) 2 =

 F/s
0 

We proceed with the design of the circuit in Fig. 6 for
=1/2 (45). From f0=50[kHz] follows:

SECOND-ORDER CFE APPROXIMATION COEFFICIENTS
1/3 (30)
3.11
7.78
1.11

1

Z ( s) =

1
s 2 + 3.14159 106 s + 4.9348 1011

157.08 10−6 5s 2 + 3.14159 106 s + 9.8696 1010

(18)

and at the center frequency of 50kHz it has the value
76.08dB.
We calculate parameters of the IFLF circuit using the
design equations (10) and (11).

1 =

2

 = 318.3 10−9 s  ;  2 = 1  = 6366.2 10−9 s 
1
0

(14)
Note the ratio

2
2
= 1 = 20 .
1  0 2

If we judiciously choose capacitances for example
C1=10pF, C2=200pF then using (12) we obtain equal
values of gm given by:
g m1 =

C1

1

= 31.4159  S ; g m 2 =

C2

2

= 31.4159  S

We also calculate:
(a)

G0 =


2
= 0.2 ; G1 = 1 ; G2 = 0 = 5
0
2

G0  gm2 = 6.28319  S
G1  gm 2 = 31.4159  S

G2  gm2 = 157.08 S
2

(b)
Figure 7. (a) Normalized amplitude-frequency (in dB) and (b) phasefrequency (in ) characteristics of 1/H(s), where H(s) is defined by CFE
for =1/3 (30), 1/2 (45) and 2/3 (60).
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Note the ratio

G2   0 
=   = 25 .
G0   2 

The parameters for the IFLF structure are given in Tables
2 and 3 (those for 45  are in the middle column).
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TABLE II.


1
2
G2
G1
G0
TABLE III.

SECOND-ORDER CFE APPROXIMATION I AND GI
1/3 (30)
0.45414us
7.96286us
2.8018
1
0.356913

1/2 (45)
0.31831us
6.3662us
5
1
0.2

2/3 (60)
0.19875us
5.093us
10
1
0.1

SECOND-ORDER CFE APPROXIMATION (C=500pF @
50kHz) gmi, I0i AND Ci

OTA

1/3 (30)
1/2 (45)
2/3 (60)
gm1
#3
22.02uS
31.416uS
50.315uS
gm2
# 1, 2, 4
25.12uS
31.416uS
39.27uS
G0 gm2
#5a
8.964uS
6.2832uS
3.927uS
G1 gm2
#6
25.12uS
31.416uS
39.27uS
G2 gm2
#7
70.37uS
157.08uS
392.7uS
gm, V/I
#8
157.08uS
157.08uS
157.08uS
I01
#3
4.4uA
8uA
21uA
I02
# 1, 2, 4
5.4uA
8uA
12.4uA
G0 I02
#5a
4.4uA
2uA
0.9uA
G1 I02
#6
5.4uA
8uA
12.4uA
G2 I02
#7
11uA
40uA
280uA
I0, V/I
#8
40uA
40uA
40uA
C1
10pF
10pF
10pF
C2
200pF
200pF
200pF
2.31uF/s0.67
280.25nF/s0.5
34.0nF/s0.33
pseudo-cap. C
a
For the OTA #5 which has low transconductance values we use OTA
with PMOS input pair.

The impedance Z(s) in (18) magnitude and constant phase
characteristics are shown as a solid curve in Fig. 8.
B. Calculation of OTAs
In our paper we will use OTA shown in Fig. 9 which
operates with MOS transistors in saturation. It uses source
degeneration for linearization as in [9] [10]. The power
supply is typical for the AMS 0.35 technology:
VDD=−VSS=1.65V. We first define a reference current Ibias
for each OTA in the acceptable range of values regarding
needed transconductances in Table 3. Starting from
needed transconductance, we keep in mind that source
degeneration, also reduces the resulting transconductance
of the whole OTA, compared to the transconductance of
the input MOSFETs. The optimum ratio of the dimensions
of input MOSFETs to the dimensions of degeneration
MOSFETs (the latter operate in the triode region) is
N=(W/L)input/(W/L)deg=6.7. In the first step we calculate the
transconductances gm1,2 of the OTAs input pair MN1,2
starting from needed OTA transconductance gm using:

Figure 8. Magnitude- and phase-frequency characteristics simulation
of the FOE impedance Z(s) for circuits in Tables 2 and 3.
V DD

I OUT

V+
V DD

To realize given value of transconductance and depending
on the chosen bias current Ibias and acceptable dimensions
of the input transistors, we will decide between NMOS
and PMOS differential input stage.
For hand calculations we have extracted the parameters of
the AMS 0.35m technology: for NMOS K'n=nCox=
117[A/V2], VTn=0.507[V], n=0.05[V−1], and for PMOS
K'p=pCox= −42[A/V2], VTp=−0.697[V], n=−0.08[V−1].
We distinguish three phases in the design of a single-stage
OTA as in Fig. 9 for our application:
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VDD

Ibias

gm1,2 = gm (1 + N / 4) = gm (1 + 6.7 / 4 ) = 2.675  gm (19)
Thus, for example, to realize gm7=157.08[S] of OTA #7
in Fig. 6, we need an input pair in electronical realization
of OTA with gm1,2=2.675157.08 [S]=420.188[S].

M P2

M P1

MN11

M N1

Ibias
M N10

M N2

V−

M N4

M N3
M N7
M N8

M N9

M N5
M N6

V SS

Figure 9. Linearized OTA with NMOS input pair and source
degeneration.

1) In the case of input OTAs MN1 and MN2 we use
2
2
g mn
g mn
W 
1,2
1,2
=
=
 L
 1,2 2 K ' I D 2Cox I D

(20)
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Then for the degeneration transistors MN3 and MN4 (in the
triode region) we have
1 W 
1 W 
W 
 L  = N   L  = 6.7   L 
 3,4
 1,2
 1,2

2I D
gm

Ibias=
8A

MP1,2

MN1,2

MN3,4

MN5,6,9

MN7,8,10

MN11

W/L

10/1

3.8/1

1/1.7

6/1

6/1

1/1

gm

80.7

84

-

74

84

39

VDsat

-190

150

-

120

120

270

(21)

Here we also calculate gate overdrive voltage (or
saturation voltage) using:
VDsat =

TABLE IV.
TRANSISTOR PARAMETERS OF OTA IN FIG. 9 FROM
CADENCE (W, L in m, gm in S, VDsat in mV) gm=31.416S

(22)

2) In the case of transistors in wide swing cascode current
mirrors in the sources of input pair we start our calculation
from chosen (realistic) overdrive voltage VDsat being
between 100mV and 500mV, and calculate gm using

TABLE V.
TRANSISTOR PARAMETERS OF OTA WITH PMOS INPUT
FROM CADENCE (W, L in m, gm in S, VDsat in mV) gm=6.283S
Ibias=
2A

MN1,2

MP1,2

MP3,4

MP5,6,9

MP7,8,10

MP11

W/L

8/1

1.6/1

1/4.2

20/1

20/1

3.4/1

gm

40

16.4

-

32

35

23

VDsat

60

-230

-

-90

-90

-160

TABLE VI.
TRANSISTOR PARAMETERS OF OTA IN FIG. 9 FROM
CADENCE (W, L in m, gm in S, VDsat in mV) gm=157.08S

gm =

2I D
VDsat

(23)

Ibias=
40A

MP1,2

MN1,2

MN3,4

MN5,6,9

MN7,8,10

MN11

W/L

16/1

18.5/1

2.8/1

60/1

60/1

12/1

gm

230

420

-

650

650

170

VDsat

-315

150

-

100

100

160

and then the required transistor dimensions follow:

g
2I D
W 
 L  = K 'V 2 = 2 K ' I
 
D
Dsat
2
m

(24)

3) In the case of transistors in current mirror in the drains
of an input pair (active load) we perform our calculation in
the same way as in the case 2) and use the same equations
(23) and (24). The only difference on which must be paid
attention is that transistors in this case are of opposite
polarity than those in the case 2).
The bias currents Ibias, W/L values, transconductances and
VDsat values calculated and simulated by Cadence for the
OTA as in Fig. 9 in our Example 1 are given in Tables
4−6. We have obtained the three groups of OTAs.
The tuning for different angles of CPE is done by
changing Ibias, as shown in Table 3, while keeping all
transistors operate safely in saturation. The critical bias
current Ibias ratio is from the maximum of 280A to the
minimum of 0.9A and is higher than 300.
IV.

CONLUSION

In this paper we present the design of constant-phase
element which is realized using active elements. The
OTAs are designed using linearized version with all
transistors in saturation. The phase is tunable by changing
the bias currents to each OTA. Our approach uses simplest
one-stage OTAs but pays price of high bias current Ibias
ratio. In previous works authors design OTA-C CPE with
MOSFETs in the sub-threshold region of operation.
Therefore, our contribution is to investigate OTA-C CPE
with MOSFETs in saturation region which was
demonstrated successfully. In the future work, to reduce
the spread of Ibias currents, we will have to include twostage OTAs having higher transconductances.
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Abstract—We design and analyze a neuromorphic circuit
that operates as a neural network and behaves as XOR logic
gates. Artificial neurons are represented with operation
amplifiers while weighted connections are realized with
memristors. Generalized Verilog-A model is employed for
memristor circuit simulations, which is calibrated on
experimental data. We demonstrate control voltages used to
read/write memristors and analyze its resistance levels and
range. Additionally, power consumption simulation and
Monte Carlo analysis are made to characterize XOR circuit
dissipation and robustness to device-to-device variability,
respectively.

Fig. 1. (a) Illustrated inner structure of a memristor. (b) Simplified
memristor model with variable resistors.

Keywords—neuromorphic computing, memristor, neural
network, XOR, modeling, simulation

I. INTRODUCTION
The idea of memristors was first developed and
postulated by Leon Chua in 1971 [1] while the first
memristor implementation was reported by HP Labs in
2008 [2]. The name memristor is a contraction of “memory
resistor” which describes its fundamental property of
remembering its previous state [3]. A memristor is a twoterminal device whose resistance depends on the
magnitude, direction, and duration of the applied voltage
[4]. It provides several valuable properties such as nonvolatility, high density, low power, and good scalability
[5], [6]. Memristors are especially promising for the
realization of synaptic weights in artificial neural networks
(ANNs) [7], [8], because memristor features such as
resistance tuning, memorization, and small footprint, make
it an ideal device for high-density on-chip ANNs.
Inspired by the brain’s hierarchical structure and
neuro-synaptic framework, artificial intelligence (AI)
applications are mainly based on employing ANNs [9]. In
[10], ANNs are categorized into three generations based
on their operation and functionality. The first generation
preforms a thresholding operation resulting in a digital
output, the second generation adds nonlinear function to
the neural unit (sigmoid function or rectified linear unit
called ReLU) which enabled the scaling of ANNs for
complex applications [11]. The third generation of
networks uses signal timing (spikes) to process
information. The third generation offered an energyefficient model in which neurons are based on “integrateand-fire” function [12]. Irrespective of their operation
principles, all ANNs have the common feature of weighted
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neuron connections or synapses, which are
straightforwardly implemented with memristors. The
hardware-implemented ANNs can be used of AI-on-chip
with various applications employing machine learning, but
also for neuromorphic computing that can surpass the von
Neumann bottleneck [13], [14].
In this work, we use memristor device modeling and
circuit simulations to study the operation, performance,
power consumption, and robustness of XOR logic gates
implemented with memristor-based ANNs. We used a
calibrated Verilog-A memristor model combined with
circuit models of operational amplifiers (OPAMPs) to
preform circuit simulation of ANNs, rather than software
based ANN emulation as was done in e.g. [15] and [16].
Memristor tuning is analyzed, ANN XOR circuit is
designed, and its proper operation demonstrated. Finally,
we propose a redesigned circuit for an improved
robustness to variability and reduced power consumption.
II. MODELING AND SIMULATION APPROACH
A. Memristor operation and Spice model
Principles of memristor operation can be explained
using Fig. 1a which illustrates memristor inner structure.
The idea is to connect a doped material with movable
vacancies or ions, and a high resistance material. Applying
a relatively high voltage (~1 V) across the memristor
causes movable vacancies/ions to migrate towards the
negative contact, creating a low resistance path which
increases the doped region thickness. Low mobility causes
vacancies/ions to remain in the same position after the
removal of the write/erase voltage. That change in
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vacancy/ion distribution allows the adjustment of
memristor conductivity or resistance (memristance) [17].
The resulting device is a passive component that exhibits a
dynamic resistance that depends on the total charge applied
between the two terminals. Figure 1b shoes an ideal
memristor model where RON is the minimum resistance
(corresponding to the maximum doped region width), ROFF
stands for the maximum resistance and the coefficient α is
the ratio between the doped region width (thickness) and
the total width (thickness) of the material sandwiched
between the two electrodes.
In [17], a generalized mathematical memristor model is
proposed, which can be tuned to match several published
experimental memristor devices. For this study, we
calibrated the model to experimental current-voltage
characteristic from [18] where the hysteresis is obtained for
a sinusoidal voltage input. Fundamental operation principle
of the device in [18] is as explained in the previous
paragraph. In this memristor realization, silver ions (Ag+)
act as low mobility deficiencies that migrate in the active
chalcogenide layers creating low-resistance paths.
B. Memristor testing
For model testing purposes, a simple testing circuit is
designed as shown in Fig. 2. Dynamic Single Pole Double
Throw (SPDT) switch is used to separate the high-voltage
tuning signal from the low-voltage digital-operation signal.
Using sinusoidal input (0.45 V, 100 Hz), we can obtain the
expected pinched hysteresis loop presented in Fig. 3 that
matches the measurements from [18]. From the extracted IV curve we can conclude that the resistance does not
depend only on the voltage applied, but also on the previous
value of the state variable (doped region width in this
memristor model). All of that is visible in the I-V curve as
more than one current value can be correlated to a single
voltage value.
On the other hand, square input is needed for
neuromorphic computing and digital applications, and also
for memristor tuning. Figure 4 displays the state variable or
doped region width (blue line) and memristor resistance
(red line) depending on the number of square impulses. The
input signal has the frequency of 1 MHz, width of 0.75 µs
and amplitude 0.57 V. In Fig. 4 we clearly see that as the
doped region width increases, effective resistance of the
memristor decreases. Another notable feature in Fig. 4 is
that the resistance adjustment curve is nonlinear, and that
the resistance can be tuned to discrete values. For this
specific input signal and memristor model, memristance
can be adjusted from 2.2 kΩ to 7.4 kΩ for ~30 impulses.
C. The ANN for XOR logic gate
The main goal of ANNs is to mimic the operation of the
neural system for different kinds of computing problems
[19]. Hardware ANNs, similarly to software ANNs, are
built from one layer of input neurons, one or more hidden
layers, and one output layer. Number of hidden layers and
number of neurons in them depend on function complexity,
number of inputs, expected precision of the ANN, etc.
Neurons need to sum up all the stimuli from previous
neurons and through activation function decide whether it
is going to activate its output or not.
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Fig. 2. Schematic of a circuit used for memristor testing and memristance
tuning in Keysight ADS.

Fig. 3. Simulated memristor I-V characteristics calibrated on experiments
from [18] reported for a sinusoidal input signal.

Fig. 4. State variable (doped region width) and memristor resistance
versus number of input square impulses (0.57 V, 1 MHz).

Weighted connections between neurons (synapses) are
represented with memristors. The XOR function is a good
benchmark for neuro-inspired devices because its
simplicity is combined with a non-linear decision boundary
[19]. The chosen design of the memristor-based ANN is
taken from the general proposal in [20], while Fig. 5 shows
our ANN implementation for the two-input one-output
XOR gate. Using Kirchhoff laws, we can derive the
following expression that gives the correlation between
memristance and synapse weight
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Fig. 6. Transient simulation results of the ANN XOR circuit showing
inputs A and B, and output A XOR B.

Fig. 5. Design of a memristor-based ANN circuit that operates as a XOR
logic gate.

III.

Table 1. Set of neuron weights for the ANN XOR circuit
w1
w2
w3
Weights in the
−0.6485
−0.4646
0.6592
hidden layer
−1.9410
−1.5920
−1.2104
Weights in the output
0.3732
−0.4063
−0.2250
layer

 1
1
w j , k = RO 
−
 RB M j , k

M j ,k =

RO ⋅ RB
RO − w j , k ⋅ RB





(1)

(2)

where RO stands for output feedback resistance, RB for bias
resistance, Mj,k for memristance of memristors and wj,k for
the weight, while all feedback resistors have the same value
(RF1 = RF2). In order to calculate the expected memristance
values that will have to be set in the ANN, we first need to
calculate connection weights from software ANN
simulations (i.e. learning is done ex situ). Table 1 provides
the set of weight values calculated in [19] that are going to
be used for memristance calculation using (2).
The principle for memristor tuning described in
Subsection II.B and Fig. 4 is used for the ANN XOR
circuit. Every memristor has its dedicated SPDT switch that
determines the time interval of tuning and thus the value of
its resistance. Two SPDT switches are placed at the input
(one for each input) and they determine whether there is a
low-voltage digital, or a high-voltage tuning (write/erase)
signal at the input. Operational amplifiers are used to
implement neurons and activation functions where neurons
are connected as a simple amplifier with one feedback
resistance, while OPAMP connected as comparator acts as
an activation function (see Fig. 5). The OPAMPs have a
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huge influence on ANN operation, especially the supply
voltage and slew rate which will be discussed more in the
next section.
RESULTS AND DISCUSSION

A. Voltage and frequency limitations
As mentioned before, after the tuning phase, low
amplitude signal is applied to preform digital operation
without changing memristor resistance. For the chosen
memristor device and model, voltages below 0.1 V are not
going to have much influence on resistance variation.
Furthermore, supply voltages on OPAMPs are set to
±15 V. Red and blue curves on Fig. 6 represent digital
input signal ranging from 0 V to 10 mV while the green
curve shows, for this input combination, correct XOR gate
output (as a result of the ANN XOR circuit operation)
ranging from 0 V up to 15 V.

As can be seen in Fig. 6, OPAMPs are the bottleneck
of the system performance, which is visible on the green
output curve when extremely fast changes of the output are
needed e.g., when the falling edge on the one input meets
the rising edge the other input. Output comparator that acts
as an output activation function and operates rail to rail
needs to change the output state in less than 1 µs which
sets a severe demand on the OPAMP slew rate. The chosen
OPAMPs have an open loop gain of 120 dB and a slew rate
of 200 V/µs and are chosen from the Keysight ADS
behavioral model library. To determine the maximum
operating frequency, additional transient simulations for
different input frequencies were performed. For the chosen
amplifiers significant output delays can be observed for
input signal frequencies higher than approx. 1 MHz.
B. Power dissipation analysis
Power analysis of the proposed design is important if
we consider that realistically sized ANNs can contain
several million memristors so that the power dissipation
becomes one of the key issues. We calculate power
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Fig. 8. Power analysis results for the memristor-tuning phase of the ANN
XOR circuit.
Fig. 7. Power analysis results for the digital-operation phase of the ANN
XOR circuit.

dissipation on memristors only because upscaling the
network does not increase the amount of OPAMPs needed.
Formulas used to plot instantaneous power graphs and
calculate an average power consumption displayed in
Fig. 7 and Fig. 8 are as follows:

Pinst j , k (t ) = V j , k (t ) ⋅ I j , k (t ) = I 2 j , k (t ) ⋅ M j , k (t )
1
Pinst j , k (t )dt
T 0

(3)

T

Pj , k =

(4)

where Pinst j,k(t) is the instantaneous power, Vj,k(t) is the
voltage across a memristor, Ij,k(t) is the current flowing
through a memristor, Mj,k(t) is the memristor memristance
(resistance), T is the time period and Pj,k is the average
power.
Figure 7 displays the instantaneous power for each of
six memristors in the circuit presented in Fig. 5 and results
of average power calculation during the digital phase. Blue
curves represent instantaneous power on memristors
between input and hidden layer (first layer), while red
curves represent power on the memristors between hidden
and output layer (second layer). Low dissipation in the first
layer (from 37 nW up to 74 nW on average, and maximum
of 147 nW) supports the idea of integrating millions of
memristors. However, power dissipation in the second
layer is much higher than the one in the first layer, with
dissipation being 220 nW to 750 nW on average, and
maximum being 1.86 µW. While the dissipation in the
second layer is quite high, it does not present an
unsurmountable problem. Namely, these memristors are in
the second layer that needs a significantly smaller number
of interconnections than the first one.
Curves displayed in Fig. 8 show power dissipation on
the same memristors as in Fig. 7, but for the high-voltage
input (i.e. in memristor tuning phase) where Vtune = 0.57 V.
Here we can see that the instantaneous power is a growing
function of time. By applying constant voltage pulses
across a memristor, its resistance decreases which causes
current increase and thus power dissipation increases
according to (3). Average power consumption is calculated
using (4) where, in this case, T represents the time interval
needed for the tuning of each memristor. The average
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dissipation from 170 µW to 350 µW, and impulses with
magnitudes of up to 470 µW are observed, which is
considerably higher than the levels during the digital
operation phase (from 37 nW up to 750 nW). Nevertheless,
these differences are expected. Namely, while voltage
amplitude during the tuning phase are about 0.5 V - 1 V,
the amplitude of the digital input is around 10 mV. This in
turn results in much higher currents and thus power
consumption in the tuning phase. The whole time window
for the tuning is very short and lasts around 120 µs, so the
increased dissipation is not a disqualifying characteristic. In
the tuning phase, power dissipation does not depend on the
layer memristors are positioned in, but on the final
resistance level needed for a proper ANN weight.
C. Robustness to variability
As memristors are physical components they exhibit
certain variability in production parameters which then
reflects on memristor performance and thus resistance. To
test the robustness of our ANN XOR circuit, we took the
calculated resistances and replaced all memristors with
fixed resistors. Resistors are then assigned a small
resistance variation (3% in the first layer, 1% in the second
layer), after which a Monte Carlo (MC) analysis is
performed in Keysight ADS. To perform the MC analysis
for our ANN XOR design, we selected 150 iterations with
the above-mentioned variability. Figure 9a displays a
zoomed-in view of the digital input signal (red and blue)
and ANN XOR output (green), showing that the XOR gate
gives a correct high level at the output when two opposite
logic signals appear on the input. Around the 200 s mark,
one input (red) switches to a high level, so that the output
should change from high to low level. As it can be seen in
Fig. 9a, due to small variation the ANN XOR output can
experience significant delays. Figure 9b displays transient
simulation results for all MC simulation cases, which we
compare to the zero-variability case in Fig. 6. The outputs
from both figures are expected to be the same which is not
the case. The output in Fig. 9b clearly includes incorrect
outputs for certain variability cases, which implies that our
ANN XOR design is too sensitive to memristor state
variations, even for 3% and 1% variance in the first and
second layer, respectively.
Furthermore, observation of current and voltage
waveforms obtained from transient simulation in the
second layer showed that the second layer has higher
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Fig. 9. (a) Output deviation due to small resistance variation, and (b)
transient simulation results for the initial design.

Fig. 10. (a) Different output delays due to resistance variation, and
(b) transient simulation results for the improved design.

currents and thus higher voltages across memristors than
the memristors in the first layer. Hence, the second layer is
much more sensitive to resistance variability than the first
layer, and dominantly determines the robustness to
variability of the entire ANN XOR circuit.

for the initial design. However, Fig. 10b demonstrates that
the redesigned ANN XOR circuit always produces correct
output for all the 150 different resistance combinations.
Compared to the initial design, we observe that a smaller
output swing is obtained for the new circuit (from 0 V up
to 4.7 V) for the same digital input, and that the output
signal is inverted. Additional improvements of the new
design are that the power dissipation in the second layer
and the demand on the OPAMP slew rate are reduced.

D. Redesign for improved robustness
We demonstrated that currents and voltages across
memristors in the second layer must be reduced to improve
the robustness to variability. To achieve that, feedback
resistor (VOUT) in artificial neurons is reduced from 5 kΩ
to 2 kΩ which reduces the amplification and thus the
voltages across memristors in the second layer.
Furthermore, to prevent error amplification, amplifier
must be removed from the output neuron. Amplifier gain
is inverted on the second layer bias amplifier and thus
producing voltage output of same polarity as memristor
voltage. That change results in the summation of output
signals, which results in a signal of sufficiently large
amplitude that does not need amplification and can be
forwarded to the output comparator directly. Additionally,
OPAMPs voltage supplies are reduced to ± 5 V to reduce
the output voltage swing, which decreases the demand on
OPAMP slew rate and power consumption.
Monte Carlo analysis on the redesigned ANN XOR,
reported in Fig. 10, shows that the improved circuit can
now sustain resistance variations up to 15% in the first
layer and up to 7% in the second layer. Figure 10a displays
the same case as in Fig. 9a, and we note similar delays as
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IV. CONCLUSION
We employed circuit simulations to study the
performance, power consumption, and robustness to
device-to-device variability of XOR logic gates
implemented with a memristor-based neural network. We
demonstrated memristor tuning from 2.2 kΩ to 7.4 kΩ for
~30 impulses. For the ANN XOR circuit we showed that
the maximum operating frequency (~1 MHz) depends on
the output OPAMP slew rate. Power dissipation in the first
layer (from 37 nW up to 74 nW on average) during the
digital-operation phase is small enough for high-density
integration in future neuromorphic computing circuits.
Although the dissipation in second layer is much higher
(220 nW or 750 nW of average) this is not a limiting factor
because the second layer needs significantly less
interconnections than the first one. Monte Carlo analysis
showed that the initial design fails even for small
memristance variations (3% in the first layer, 1% in the
second layer). To improve the robustness, we redesigned
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Abstract—This paper presents a method for decoupling
analog conservative connections suitable for implementation
in SPICE simulators for simulation of large electronic
systems. The Waveform relaxation method relies on insertion
of interfaces between sub-circuits of the system, mimicking
the behavior of transmission lines in a way that they do not
change the overall response of the system. This results in
a possibility to split large systems into smaller sub-systems
and to calculate the response of each of them in isolation and
through several iterations, thus reducing the total simulation
time.
Keywords—electronic circuits simulation, waveform relaxation, emulation of analog systems

I. I NTRODUCTION
An analyses of a nonlinear dynamic system in the time
domain can be conducted by the means of an iterative
Waveform Relaxation (WR) method [1] [2]. This method
is especially suitable for the parallel solving of ordinary
differential equations with multiple timescales, and has
been efficiently used for solution of electronic circuits
and solving partial differential equations [1] [3]. Recently,
a relaxation method has been proposed to provide an
accurate or more accurate waveform than standard circuit
simulators with up to two to three orders of magnitude
speed improvement for large circuits [4]. Some experimental simulations of a power driver circuit and a sigmadelta converter circuit showed a speed up factor of up to
400 times. Standard approach in simulations of electronic
circuits is to generate a system of ordinary differential
equations which describe the behavior of the network and
solve it numerically [3] [5]. This approach is already successfully applied in digital domain for hardware emulation
of digital systems and the hardware that is most commonly used are FPGAs. On the other hand, there is still no
satisfactory solution for emulation of analog circuits [6]
[7], although some solutions do exist. All of them attempt
to solve the non-linear systems of differential equations
using standard centralized solvers with fixed or variable
time-step. These standard centralized solvers are not well
suited for real-time emulation of analog systems, because
the simulations of large systems are too expensive in terms
of time and memory requirements [8]. Significant speedup
in simulation time can be obtained by partitioning the big
complex networks into smaller sub-networks and solving
each of the simpler sub-network separately [5]. The final
solution is then obtained by combining the solutions of the
sub-networks [5]. The sub-networks need to be connected
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with suitable interfaces that allow to freely combine them
with the same ease as sub-circuits in SPICE can be
combined. For this purpose, interfaces described in this
article are relied in interfaces mimicking the behavior of
transmission lines.
II. T HE IDEA BEHIND WAVEFORM R ELAXATION
The WR method uses several iterations and decomposes one system into several subsystems, each of which
is analyzed for the entire given time interval [2]. In a
SPICE simulation, if there are, for example, two circuits
to simulate, both of these circuits see the same voltage
during the whole simulation time. This basic principle of
how SPICE is working is also the reason why solver is
required to solve all circuits at once. Solver creates one
big matrix and solves it for all the voltages at once. For
big and complex systems this matrix is usually very big,
so a big computer and a lot of time are needed to calculate
the solutions. Hence, reducing the size of this matrix
would speed up the simulation, namely it would decrease
the simulation time. In order to accomplish that, the
analogy with transmission lines can be applied [9]. When
you apply a voltage on the one side of the line, you would
see only 50 Ohms, which is the characteristic impedance
of the line and this situation lasts until wave comes to the
end of the line, gets reflected and comes back. Only when
the wave gets back at your side, then you would know
what is the impedance on the other side of the line. So,
during the period of two times the propagation delay of
transmission line you were in ”isolation” seeing only the
50 Ohms. This is exactly the idea behind the waveform
relaxation, ability to solve the circuits in isolation during
some time, and then, when the update from the outside
world arrives, to do a new calculation. This time delay
allows both sides to do the calculations during some time
while at the same time not caring about the outside world.
Because of this, a compromise that has to be made is the
computation through several iterations in order to come
to the static solution.
III. D ECOUPLING ANALOG CONSERVATIVE
CONNECTIONS

The starting point is a simplification of a general case
where there are several subcircuits sharing a common
node on some of their pins. This case is simplified by
saying that only one pin of each subcircuit would be
connected to the common node, which is the node of our
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Fig. 1. Conservative analog circuit node

Fig. 4. Summary of the outside world for Branch 1

Fig. 2. Same circuit with nodes allowing to reveal the amplitude of the
outgoing waves for each branch

Fig. 3. V 2, V K, ..., V N substituted with voltage sources

interest. What we succeed to calculate for that node, can
also than be calculated for any other node [10]. Each of
the pins is represented by a Thevenin equivalent, a voltage
source and a load, as shown in Fig. 1.
First step would be to make a small manipulation in
the schematic without changing the starting point, so
that this change would allow to introduce wave voltages.
Placing two series resistors of opposite value between
the branches and the common node yields a mid-point
between the resistors that can be probed. The method of
adding and subtracting resistor of the same value is shown
in [5]. The result is shown on the schematic in Fig. 2.
The new node enables the measurement of the amplitude
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of the outgoing traveling waves for each branch. The
quanitites labeled V 1, V 2, V K, ..., V N represent the
outgoing waves.
In order to decouple the branches, another transformation of the circuit is made. If voltage sources were substituted in the nodes where those voltages are measured and
the correct voltage were applied, then the currents in every
branch of the circuit would remain the same. Removing
the branches numbered from 2 to N and enforcing the
measured voltages V 2, V K, ..., V N instead is illustrated
in Fig. 3. Branch 1 is the branch with Thevenin source
UL1 , Thevenin load ZL1 and resistors R1 and −R1 . If the
situation is now observed from the perspective of Branch
1, the circuit shown in Fig. 3 resembles a model of the
outside world seen from Branch 1. Imagine that one such
circuit modeling the outside world for each of the N
circuits can be built. Then these circuits would just have
to exchange the measured V 2, V K, ..., V N quantities
in order to reproduce the same response as the original
circuit. This is what the summing node, that is described
later in this article, is doing instead of them.
In order to solve the circuit in Fig. 3 it is convenient to
transform it a bit further. The Thevenin equivalents can
be changed into Norton equivalents in Fig. 4, as to more
easily compute the total conductance of the common node
to ground:
Gp =

1
1
1
1
+
+ ... +
+ ... +
R1
R2
RK
RN

(1)

Common node voltage Vp and its associated Norton
source current Ip are also connected with conductance
Gp with:
Gp =

Ip
Vp

(2)

Eventually the circuit can be further simplified in order
to represent the outside world as a single series resistance
RT 1 and its associated voltage source VT 1 . Fig. 5 allows
to isolate Branch 1 and solve it based on stimuli coming
from the outside world through VT 1 . The response of the
Branch 1 is send to the outside world as V1 .
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Fig. 7. Model of the outside world with introduced delay

Fig. 5. Transformed summary of the outside world for Branch 1

A. Creating a summing node
Up till now, the circuit block 1 had to collect the outgoing voltages V 2, V K ... V N from other blocks in order
to compute V T 1. From an implementation perspective
this is not practical. The objective is to have an entity
representing the circuit node that would collect inputs
from all blocks, compute the node voltage and feedback
this information to all connected blocks. In this fashion,
circuit blocks will only need to know they are connected
to a given node and won’t need to care for all other
circuits on the node.
Fig. 6 shows how the common node voltage V P can be
obtained from the outgoing wave-voltages V 1, V 2, V K,
..., V N of all its connected circuits. The schematic is also
amended with a preview of input and output signals for
the summing node.

isolation. With this kind of interface between subcircuits,
we can make individual model for each circuit block and
only communicate from time to time to the other circuits.
The above mentioned delay can be simulated in SPICE
with short sections of transmission lines inserted between
each branch and the common node. This way of emulating
Waveform relaxation in a circuit solver like SPICE is
shown in Fig. 8.

Fig. 8. Physical equivalent of Waveform relaxation for use in a circuit
solver

C. The final form of the interface

Fig. 6. Summing node

B. Introducing relaxation
In order to eliminate the need to use a global circuit
solver, relaxation is introduced by putting a delay on the
feedback from the external world, respectively VT 1 , as
shown in Fig. 7.
This delay means that we compute the response of Branch
1 in isolation, while modeling the outside world as an
impedance RT 1 and a voltage source VT 1 (t − ∆t) that
is decoupled from the instantaneous value of V1 . The
essential characteristic of Waveform relaxation is that it
allows to decouple circuits and solve every subcircuit in
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As indicated in (1), the summing node can easily
compute the total conductance to the ground GP , the node
voltage VP and the current IP . In digital simulators the
net can not provide specific information for each of the
branches, respectively it can only provide one information
for them all. That is the total resistance in the node, RP
(1/GP ), and the total current of the node, IP . This is why
then, for their view of the outside world, every branch
needs to remove its own contribution from GP and IP .
This is illustrated in Fig. 9. RP and IP are representing
the inputs provided by the summing node, whereas R1
and I1 , which are the contributions from Branch 1, are
subtracted.
Now a block schematic showing unidirectional signals
for the WRL interface can be constructed in Fig. 10.
Currents in each of the branches are:
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Fig. 10. Waveform relaxation interface

considered. If we apply a 1V pulse input signal on the
network, and observe the voltage in the node between the
two resistors, which is named VP , the response is shown
in Fig. 11.

Fig. 9. Waveform relaxation Interface

V1
V2
, I2 =
R1
R2

etc.

(3)

The block-schematics in Fig. 6 and Fig. 10 describe the basis of a functional Waveform relaxation
interface allowing to connect analog circuit blocks.
V1 , V2 , VK , ..., VN are the outgoing wave voltages of
subcircuits that we, together with resistances of each
subcircuit R1 , R2 , RK , ..., RN bring out to the summing
node as input signals. Summing node collects R1 and
I1 from Branch 1, namely Subcircuit 1, R2 and I2 from
Subcircuit 2 etc. and calculates the total node voltage VP
and the connected current IP . Then, as it’s name implies,
it calculates the sum of all outgoing wave voltages and, in
the next step, brings that information back to each of the
subcircuits. This kind of a approach means it is possible
to solve each of the blocks separated/decoupled from the
other blocks during a certain time interval. Each block is
calculating the response in isolation and not telling the
other blocks what his solution is. After some time, each
of the blocks gets an update from the outside world in the
form of VP , and then recalculates it’s output V1 according
to the arrived update. This is necessary because in the
intervals between these moments of updates, each of the
blocks does not know what are the solutions of other
blocks, neither the other blocks know what his solution
is. So in the intervals of isolation, they are calculating
their own solutions based on assumptions. Exchange of
information between the summing node and each branch
happens through several iterations. In each iteration the
shape of the output waveform of V1 is closer to the
shape of the final solution. Also, at the same time the
Subcircuit 1 is calculating it’s response, Subcircuits 2,3,
etc. are doing the same thing, so parallel computation of
the response is achieved.
IV. S IMULATION OF WAVEFORM RELAXATION
INTERFACE BLOCK IN ADS
As previously mentioned in Section II, there is an
analogy between the behavior of transmission lines and
Waveform relaxation interfaces. This analogy can easily
be checked by performing a simple simulation in ADS.
Firstly, a case of a simple electrical network with a voltage
source and two 50 Ω resistors connected in series is
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Fig. 11. Response of a simple network with 1V pulse input and two
resistors

The network from the previous case is now modified
so that two transmission lines are inserted between each
of the resistors and the VP node. These are transmission
lines with 50 Ω impedance and 1 m length, so the delay
of the each TL is approximately 3 ns. Node V1 is the node
between the first resistor and the first TL, so the voltage
in this node does not have any delay as shown in Fig. 12.
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Fig. 12. Response of the previous case with inserted transmission lines

On the contrary, node V2 is set between the second TL
and the second resistor, which means that input voltage
signal has to travel across both transmission lines in the
circuit to reach node V2 and that is why the delay of 6
ns is present on signal V2 . The node VP is set between
the two transmission lines, so the delay that is present on
signal VP is only 3 ns, which is the delay of only one

145

TL. The response of this network looks almost the same
as in Fig. 11, apart from the initial delays of the signals
measured in nodes V1 , V2 , and VP , which are caused by
the insertion of transmission lines.
The same simulation can be performed with a combination of resistance and capacitance or resistance and inductance to show that, with or without inserting transmission
lines, the same response is also gained for complex
impedance.
For the final simulation, Waveform relaxation block
shown in Fig. 13 was built. This block consists of of two
Waveform relaxation interface blocks shown in Fig. 10
and one Summing node block shown in Fig. 6. Two
50 Ω resistors and input pulse signal are present like in
both previous cases. Waveform relaxation interface blocks
are mimicking the transmission lines from previous cases
and the Summing node block preforms the function of
node VP form previous cases whereas that this is the
same node. Simulation of Waveform relaxation interface
block shown in Fig. 14 yields exactly the same result
as in Fig. 11. This clearly demonstrates that Waveform
relaxation interfaces are interfaces that do not change
the response of the circuit by their insertion, the same
as transmission lines. Also, the Summing node performs
the same function as VP , the function of communication
(exchanging information) between the branches in the
circuit. It is worth mentioning that, just like transmission
lines, every waveform relaxation block also introduces
a small delay (in order to get the decoupling of the
equations) so the delay of VP on Fig. 14 is present but
not visible.

Fig. 13. Waveform Relaxation block built in ADS

Fig. 14. Reponse of a Waveform Relaxation Interface block in ADS

V. C ONCLUSION
Conventional circuit simulation such as SPICE and its
derivatives mainly analyze nonlinear circuits by convert-
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ing them into a system of differential equations. There is
a problem in finding ways to decouple the equations in
order to get sub-systems that can be mapped to separate
computing units [3]. Finding a way to split large systems
into smaller blocks and solving each one of them separately, would yield a significant speedup of simulation
time. Waveform relaxation interfaces represent interfaces
between those smaller blocks, that allow to solve each of
the blocks in isolation, which means not knowing what
the other blocks are doing for certain amount of time.
The Summing node allows exchange of the information
between the blocks. The total solution must be gained
through several iterations, to allow the blocks to share
information with each other and to correct their own outputs according to this exchange of information. The main
benefit of application of this method is the possibility
of co-simulation of analog and digital circuits at systemlevel. Applying the waveform relaxation principle, it is
possible to transform analogue component models meant
for use in standard circuit simulators into VHDL code
suitable for VHDL implementation.
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Abstract—We use a stochastic inversion of multifrequency eddy current data for determination of the liftoff, conductivity and permeability of a plate made of
magnetic and electrically conductive material. We use a
simplified Debye relaxation relation to model the frequency
dependent magnetic permeability. The inverted results are
posterior probability densities of the plate parameters. The
approach is verified using the synthetic data from the
impedance model of a coil above a magnetic plate at three
excitation frequencies. The inversion of such data leads to
significant reduction of the prior uncertainties for all model
parameters. The posterior relative deviation of the liftoff
and permeability-to-conductivity ratio is better than 0.5 %
for impedance measurement uncertainty of 0.1 %.
Keywords— eddy current; stochastic inversion; Monte
Carlo Markov chain; electrical conductivity; magnetic
permeability; relaxation; metallic plate;

I.
INTRODUCTION
Eddy current technique (ECT) is the predominant
method for non-destructive testing (NDT) of metallic
plates [1]. The lift-off between the eddy current probe and
a measured sample and the sample’s electromagnetic
properties (electrical conductivity and magnetic
permeability) strongly influence detected signal [1], [2].
Therefore, the information on these quantities is required
or the measurement technique must be invariant to their
changes. The methods of independent measurement of
these properties, such as potential drop methods, operate
at different frequency range than ECT [3]. Recent studies
on ECT for NDT of plates investigated decoupling of the
effects of the magnetic permeability and electrical
conductivity, minimization of lift-off dependence, or
achieving the conductivity invariance and using it in
permeability measurement [1], [2].
It is a very common practice in eddy current studies to
assume that the magnetic permeability is a frequency
independent real number [4]–[7]. While this may be a case
for certain ECT applications and materials, one must
remain cautious. Failure to recognize that the permeability
is complex valued function of frequency can lead to errors
in estimation of the conductivity, lift-off or plate
thickness. Studies that deal with frequency dependent
complex permeability in the context of material
characterization or electromagnetic NDT techniques state
that the permeability of steels is complex and frequency
dependent in the frequency range of 1 – 100 kHz, which is
also the operating range of most eddy current techniques
[8]. The frequency dependent permeability is modeled as a
relaxation process using Deby or Cole-Cole relations [8].
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In this paper, we apply a stochastic method based on
the Monte Carlo Markov Chain (MCMC) technique to the
inverse problem of determination of the lift-off,
conductivity and Deby form of the permeability relaxation
from multi-frequency synthetic impedance data of simple
eddy current probe (single coil) [9]. Using the approach,
we show the total information content extractable from
such a collection of measurement data in form of posterior
probability distributions. These can be used as a
benchmark for other, faster and more practical methods
based on the signal processing techniques or already
discussed decoupling or invariance schemes [1], [2]. The
stochastic approach can be readily adopted for any sensor
geometry, configuration or excitation spectrum [4]. The
synthetic data are produced realistically, assuming limited
precision and accuracy of the impedance measurement
and repeated experiments as described in [5].
The paper is organized as follows. In Section II, we
present the analytical, forward model of a coil above a
conductive and magnetic half-layer. We also describe the
simplified Debye relaxation model of the magnetic
permeability used in the forward model. Stochastic
approach to the inversion is summarized in Section II.C,
and the inversion results are presented and discussed in
Section III.
II.

METHODS

A. Analytical model
We used the standard approach following Dodd,
Deeds and Theodoulidis to model a coil above the
infinitely thick plate, Fig. 1 [4], [10]. The model can be
readily generalized to include multilayered plates and
transmitter-receiver configurations.


Fig. 1.
Modelled geometry – transmitter coil above a metallic plate.
The plate material has complex, frequency dependent relative magnetic
permeability μr and constant real conductivity σ
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The transmitter coil with rectangular cross section
(number of turns N, inner radius r1, outer radius r2, height
z2 – z1) at location z1 above the tested plate is driven by a
sinusoidal current of constant amplitude IT and frequency
ω = 2π f. The plate material has complex, frequency
dependent relative magnetic permeability μr and constant
real conductivity σ. The problem domain is truncated at
r = R, whereas it is unbounded in both z directions.
The truncated region results in the series eigenfunction
expansion of the solution. The benefits of the series
representation of the solution include easier numerical
implementation and convergence control. The modelling
procedure can be found in [4]. Due to the axial symmetry,
the magnetic potential has only the angular component
and, depending on the region, it has following form:
A1  r , z    D1 exp   i z  J1  i z ,
i

A2  r , z     C2 exp  i z   D2 exp   i z   J1  i z ,  
i

i

where J1 is Bessel function of the first kind, C and D are
determined via the boundary conditions. The eigenvalues,
if the Dirichlet boundary condition is used at r = R, are
J1  i R   0,
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We assumed in (9) normal distribution of the
measurement results with the covariance CD and mean d .
Samples of the posterior probability density    m  can
be obtained using a Markov chain Monte Carlo (MCMC)
method based on the Metropolis-Hastings (MH) algorithm
[5], [11], [12].
For the case of three excitation frequencies ω1, ω2 and
ω3, the measurement vector is
d   Re Z 1  Im Z 1 

m   L 

  rH
r    rL
 rH 
1  j

r    rH 1  j



Im Z 3   
T

The model space is parameterized with

where μrL and μrH are the low and high frequency limits,
and τ is a relaxation time [8]. If we assume that ωτ >> 1,
we can simplify (4) into


C. Stochastic inversion
The model space parametrization m and the
measurement data d are related via theoretical relation
d = Γ (m) based on the analytical model in Section II.A.
The measurement information and the prior information
on model parameters are represented using the probability
density functions π (d) and π (m) [9]. The solution of the
inverse problem in the form of a posteriori probability
density of the model parameters is



B. Frequency dependence of magnetic permability
Debye model of the permeability relaxation is


(7)

In that case, the permeability relaxation model has only
two parameters, μrH and α.



The quantity of interest here is the change of the coil
impedance ΔZ due to the presence of the metallic plate:

Z  j




.
 

where υ is a normalization constant and Λ(m) is the
likelihood function:
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The covariance matrix CD is

we can write
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The MCMC simulations were carried as follows:
1) Calculate the error-free data d0 = Γ(m0) using the
true values of the plate parameters m0.
2) Set the uncertainty level p = 0.1 % and calculate
the measurement covariance matrix CD.
3) Draw the mean value of the measurement data d
as d ~ (d0,CD).
4) Start the simulation using the likelihood function
L(m) corresponding to ( d , CD).
5) Repeat steps 3–4 for a given number of times.
Thus, we entered the inversion procedure with the
mean value of the measurement data that was different
from the error-free value d0. Difference between d0 and d
can be viewed as due to the uncorrected systematic
effects, i.e. total accuracy of the instrument.
III.

Fig. 2.
Posterior marginal probability distributions for lift-off L. The
relative measurement uncertainty of coil impedance was 0.1 %.

RESULTS AND DISCUSSION

We simulated multi-frequency (10 kHz, 30 kHz and
60 kHz) impedance measurement of a cylindrical coil with
radii 3 mm and 3.5 mm, height 3 mm and 370 turns. The
coil lift-off was L = 0.3 mm from the plate. The plate had
σ = 4.6 MS/m, μrL = 100, μrH = 50 and τ = 0.4 ms
(α = 2 krad/s), i.e. ωτ > 25. The relative measurement
uncertainty was p = 0.1 %. In this paper, we will show the
results without the uncorrected systematic effects, i.e.
d  d0 . We assume that the prior information on the
liftoff and plate properties is given in form of constraints
that define a set M0:
M 0  {m | 0 mm  L  20 mm,

 rH
 300 μm,

0 S/m   rH   3000 MS/m,
0 rad/s    1 Mrad/s}.
0 μm 

(13)

The joint prior probability density function π (m) assigns
equal probabilities to equal volumes in M0. This models
our lack of any other prior information except the
boundaries of M0 in (13). More information on
construction of the homogenous prior probability density
functions of this kind can be found in [5] and [9].
The posterior marginal probability distributions of the
plate parameters are represented with the normalized
histograms shown in Figs. 2–6, and mean value and
standard deviation of the MCMC data are summarized in
Table I. It can be seen from the figures that the posterior
information on the plate parameters is improved in
comparison to the prior information by the inversion of
the impedance data measured at three frequencies. The
narrowing of the prior range is in the case of lift-off
significantly larger, and in the case of α parameter to a
degree larger than the narrowing of the conductivity and
permeability ranges, i.e. more information can be obtained
about lift-off and α parameter than about conductivity and
permeability. However, the permeability to conductivity
ratio (PCR) can be inverted more effectively, as previous
studies suggested as well [5].
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Fig. 3.
Posterior marginal probability distributions conductivity σ.
The relative measurement uncertainty of coil impedance was 0.1 %.

Fig. 4.
Posterior marginal probability distributions for highfrequency permeability μrH. The relative measurement uncertainty of
coil impedance was 0.1 %.
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Fig. 5.
Posterior marginal probability distributions for highfrequency permeability-to-conductivity ratio, PCR. The relative
measurement uncertainty of coil impedance was 0.1 %.

Fig. 6.
Posterior marginal probability distributions for parameter α
related to relaxation time according to (6). The relative measurement
uncertainty of coil impedance was 0.1 %.

TABLE I. TRUE AND MEAN VALUES, STANDARD DEVIATION AND RELATIVE DEVIATION OF PLATE PARAMETERS – DATA FROM FIGS. 2 – 6

Value
True value
MCMC mean
MCMC deviation
Relative deviation

Lift-off, L
300.0 μm
300.0 μm
1.5 mm
0.50 %

Conductivity, σ
4.6 MS/m
16.5 MS/m
14.0 MS/m
85 %

Quantitatively, it can be seen from Table 1 that the
true value of lift-off matches the mean value of the
corresponding MCMC data, and that the relative deviation
of the lift-off probability distribution is 0.5 %, i.e. 5 times
larger than the measurement uncertainty p of 0.1 %.
Neither posterior distribution of the conductivity nor
permeability can be characterized meaningfully with mean
value and deviation only (discrepancy between true and
mean values is more than 3 times, and relative deviation is
too large). In this case, it is better to represent the
inversion result with the normalized histograms of Figs. 3
and 4. On the other hand, PCR mean value corresponds to
its true value, and the relative deviation is only 0.33 %, i.e.
about 3 times larger than the impedance measurement
uncertainty. The posterior distribution of α parameter is
also poorly represented with mean value and deviation,
but it is clear that one can improve prior information on
permeability frequency dependence and material
characterization.
IV.

Parameter α
2000 krad/s
2228 krad/s
721 krad/s
32 %

PCR = μrH / σ
10.870 μΩm
10.870 μΩm
0.036 μΩm
0.33 %

the permeability relaxation model that can further reduce
the propagated measurement uncertainty.
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Abstract - In this paper, generation of oscillatory
synthetic signal simulating brain network dynamics is
proposed. The methods follows the expectations of brain
network connectivity, which include expressed phase angle
differences and signal mixture. We have generated thirtytwo signals simulating two groups of sixteen electrodes.
Each signal is a mixture of two signal components. The first
signal component is synchronized within a group of
electrodes but delayed to obtain different phase angles,
while the second signal component is unique to each
electrode. This simulation give us possibility to present that
all brain regions or sources are not connected with each
other and that the phase difference between connected
oscillators (sources or channels) is not necessary close to
zero and could be arbitrary. Phase locking value (PLV) and
phase lag index (PLI) measures of connectivity have been
calculated on the synthetic signals.
Keywords - synthetic signal; functional connectivity;
phase locking value; phase lag index

I.

INTRODUCTION

Brain network dynamics is study of brain networks
whose status change in time. Range of the observing time
can be different from few milliseconds to few seconds or
minutes (resting state).
Brain activity can be recorded using different methods
like a Magnetic Resonance Imaging (MRI), Diffusion
Tensor Imaging (DTI), Functional Magnetic Resonance
Imaging (fMRI), Magnetoencephalography (MEG),
Positron
Emission
Tomography
(PET),
Electroencephalography (EEG), etc.
EEG is appropriate for research of brain network
dynamics because of good temporal resolution, same as
MEG. The brain network dynamics can be investigated
through the brain networks interactions within and among
different brain regions. These interactions are called
connectivity and can be divided on structural and
functional connectivity.
Structural connectivity analysis is method to
monitoring fiber directions within one brain region or
among few distant brain regions [1]. Suitable recording
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methods to analyze structural connectivity are MRI and
DTI.
Functional connectivity can be defined as intensity of
coupling between neural activities among distant brain
regions or within one brain region. Several connectivity
metrics were proposed like a phase synchronization (PS)
[2], phase locking value (PLV) [3, 4], phase lag index
(PLI) [4], weighted phase lag index (wPLI) [5], debiased
weighted phase lag index (dwPLI) [5], the imaginary part
of coherency (IC) [6], etc. They consider some expected
properties like phase locking and try to avoid artifacts that
result in similar behavior, e.g. volume conduction.
Different measures provide different results, although they
all tend to estimate the same connectivity relationship
between signals, i.e., for two analyzed EEG electrodes.
A connectivity metric can be evaluated only by
knowing the ground truth, which is in real signals never
the case. Consequently, we propose a method for
simulating brain network dynamics that could be used to
test the metrics.
Some attempts to generate simulated signals used data
recorded in specific conditions. Based on these data and
using Generative Adversarial Networks simulated signals
were generate [7, 8]. Synthetic signals generated in this
way were proposed as a medical training dataset because
of poor availability of EEG data sets for training medical
staff. Biological signals have specific characteristics
depending on the electrode placement, pathological
events, the source of the organ and noise [7]. Because of
that, connectivity on the synthetic signals generated in this
way is not well defined. These signals contain only
information contained in used training data set and these
data sets aren’t always appropriate for testing
connectivity. Furthermore, these data sets aren’t based on
psychological model of connectivity. Better way to tested
connectivity measures is to generate signals based on the
theoretical properties of brain connections.
One attempt to compare connectivity metrics was
proposed by Stam et al. [4]. Their generated synthetic
signals using Kuramoto model [9] and they compared IC,
PLV and PLI measures of connectivity. The limitations of
their [4] synthetic signal are that all signals which
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represent channels and all components of these signals
oscillate together after some period of time. Furthermore,
their assumption that signals are synchronized only if the
phase difference between them is small does not give us
possibility to simulate and test level of the synchronization
when we have higher phase difference (because the phase
difference between two observing signals could be in at
some time point small and in other big).
We propose a method for simulating brain network
dynamics that take into account the expected properties of
brain networks, such as the property that signals could be
synchronized with arbitrary phase difference in full range
angle (not only small) between them. This
synchronization could be stable in some portion of time,
but in another portion of time signals do not have to be
synchronized. These properties were not considered in
previous studies to our knowledge. Furthermore, our
method for simulating brain networks enables to test
connectivity metrics in order to distinguish between
coupled and independent signals.
In this paper we will generate oscillatory synthetic
signal with certainly not all, but many useful properties of
the real signal and demonstrate its usability on two
commonly used functional measures (phase locking value
- PLV and phase lag index - PLI).
II.

METHODS

As proposed in [4], for generating coupled synthetic
signals for analyzing functional connectivity a concept of
Kuramoto model can be used. Stam et al. [4] made a lot of
assumptions like a starting phase is based on Lorentz
distribution and due to that each subsequent oscillator.
The basic principle of their proposed method [4] is
generating signals that are all coupled using the Kuramoto
model and observing the relationship between the
coupling parameter used for signal generation and selected
coupling measure outcomes. Stam et. al [4] proposed
simulating model with 64 oscillators. They have done
three series of simulations with central frequency 10 Hz
and distribution of central frequency deviations limited to
±1. The EEG channels were formed as an average value of
0, 8 and 16 oscillators. At the beginning of the simulation
the oscillators are not yet synchronized. Stam et al. [4],
have rejected the first 5000 samples to use only the
oscillatory signals with the final level of synchronization.
However, such synchronized signals have only a small
phase difference, which in the case of brain signals turns
out to be nonrealistic. An analysis of real EEG signals
shows that the phase difference between synchronized
signals EEG is not always small and can be arbitrary in
the full angle range.
The functional connectivity measures do not directly
estimate the Kuramoto’s coupling coefficient but the level
of synchronization. The real signals can be split into
components and certain component can be in a certain
moment synchronized or not. The connectivity measure
should therefore measure the level of synchronization with
arbitrary phase lag based on a portion of time when the
signals are synchronized and a portion of signal time when
the signals are not synchronized. Consequently, we
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propose an alternative synthetic signal generation
approach that takes these observations into account.
Thirty-two signals have been generated. These signals
simulate thirty-two electrodes organized in two groups of
sixteen electrodes. Each signal is composed of two signal
components where the first component is synchronized
among all the electrodes in a group and their phase is
additionally altered by an additional angle Δθ (theta). The
other component is not synchronized and brings the more
realistic variability to the signal set.
All the signal components are calculated using the
Kuramoto model in each of the groups independently
using different parameters, shown in Fig.1. K is the
coupling strength and w is weighted value for combining
the two signal components in a group. Both groups are
generated using the same parameters and differ only due
to the random nature of the oscillators’ resonance
frequencies. This is also the only reason to use the
Kuramoto model in our proposed approach.
In Fig.1, ωi is the intrinsic frequency of each oscillator
on the i-th sample, ω0 is the central frequency defined as

0  2    f  2    10  62.8319

rad

(1)
s
Furthermore, Fs is sampling frequency equal to 256
Hz and β represents deviations of central frequency

  10%  0  6.2832

rad

 1 Hz
(2)
s
θi,k is the phase of k-th oscillator on i-th sample, N is
the number of oscillators, in our case number of
electrodes. We have been generating signals from the
Kuramoto model four times using different values for K
and w parameters, given in Table 1.

Figure 1. Flow-chart of the Kuramoto model
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TABLE I.

K

w



it
x (t )  Re(t )  i Im( t )  A(t)e ,
A(t) – is the instantaneous amplitude,

8

1



Φ(t) - is the instantaneous phase.

0

0

8

1

0

0

DIFFERENT VALUES FOR K AND W

Signal group (electrode
indexes)
S1
[1 16]
S2
S3
[17 32]
S4

Signals indexed from 1 to 16 are made as a
superposition of signal component sets s1 and s2. All
sixteen signals from s1 and s3 get synchronized quickly
after the start because of their high coupling strength
(K=8). Opposite to that, all signals from s2 and s4 will not
get synchronized as they are not coupled at all (K=0). Also
the phase of signals s1 are lagged for all sixteen channels
for sixteen evenly spaced values between 0 and 2π to
simulate the expected high variability of phase differences
in real signals. The same approach is used to generate the
second group of signals, 17 to 32, using signal
components s3 and s4. The signals in these two groups are
not connected between them, they are connected only
within the groups. Despite of this, the random nature of
signal generation could lead to synchronous signals even
between the groups, but one could expect this even for the
real signals.
Fig. 2 represents the beginning, middle and the end of
the 10000 samples of thirty-two signals generated based
on previously explained protocol. In the start signals are
not synchronized, but due to the high level of coupling
they quickly get into the final level of synchronization.
III.

ANALYSIS

We used analytic complex signal representation, in the
complex domain as represented in Fig. 3 for signal
generation and for later analysis.

(3)

To traverse from the real valued signals to their
analytic representation a Hilbert transform was used.
For calculation of functional connectivity we used the
phase locking value (PLV) and phase lag index (PLI)
measures. They were selected as most often used basic
measures that differ according to the consideration of
volume conduction effects.
A. Phase locking value
Following equations define PLV [3, 4]:

1 N i ( t )
(4)
,
e
N t 1
where N represents number of samples and ΔΦ represents
the phase angle difference defined as
PLV 

  1  2 ,
(5)
where the Φ1(t) and Φ2(t) represent phase angle from
oscillator 1 and 2, Fig. 4. The PLV values are in range 0 to
1. The lower constant phase angle difference produce
higher PLV value and, opposite to that, higher constant
phase angle difference produce lower PLV value. The first
extreme value, zero, means no connections observed
between the analyzed signals and the second extreme
value, one, means total synchronization. The limitation of
this measure is propensity to find incorrect connectivity in
the real EEG signals due to volume conduction. The main
property of the volume conduction effect is the presence
of a signal component that has a zero-phase lag between
the analyzed signals (phase angle difference equal to
zero). This limitation is considered in the PLI measure,
which was proposed as a solution that avoids

Figure 2. Generated synthetic signals
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Figure 3. Analytic signal representation in the complex domain.

Figure 4. Phase angle difference

misinterpretation of volume conduction as coupling [5].

between observed signals, e.g., obtained from EEG
electrodes/channels.

B. Phase lag index
As we mentioned before, the PLI measure of
connectivity addresses the volume conduction problem.
Two signals with a zero phase lag could be the result of
coupling or volume conduction. PLI assumes that two
signals with zero phase lag are most likely the result of
volume conduction and does not consider them in
measuring the connectivity at all [4]. Following equation
define PLI [4]:

Figure 5 represents a comparison of the PLV and PLI
measures of our synthetic generated signal. For PLV it is
clearly visible that signals within the groups are coupled,
while between the groups the coupling is lower. We can
also see that the strength of the connectivity is getting
higher towards the end of the generated signals. It is more
difficult to see the real coupling among signals in a group
with PLI. As the phase lag is synthetically added to
signals in a group and is in most cases not close to 0+2π,
we expected PLI to detect the connectivity in majority of
the signal pairs inside a group.

1 N
(6)
 sgn( imag ( S12t )) ,
N t 1
where N is the number of samples, S12t is cross-spectral
density among signals one and two (or in real EEG signals
among signals recorded on channels one and two) and
imag(S12t) is the imaginary part of the cross-spectral
density. The cross-spectral density can be calculated as
PLI 

i (  )
S12t  A1t  A2t e 1t 2t ,
(7)
where A1t and A2t are the instantaneous amplitude of
oscillators one and two. Due to equations (6) and (7) we
can conclude that PLI only considers the ratio between
positive (0..π) and negative (0..- π) phase difference. The
connectivity as a product of volume conduction measured
using PLI can be explained as a distribution of phase
angle differences spread around zero radians in complex
plane (PLI ≈ 0). Moreover, if the phase angle differences
are primarily on the positive or negative half of the
imaginary axis this will be regarded as a real connectivity.
Same as the PLV, the PLI values are in range 0 to 1.
Transforming exponential part of equation (7) using Euler
formula, we can conclude that constant positive or
negative phase angle difference observing each sample,
shown as complex value number will produce PLI value
equal to 1. The PLI value equal to 0 will be obtained if
half of phase angle differences are negative and half
positive.
IV.

RESULTS AND DISCUSSION

As we can see each of these two measures have
advantages and disadvantages, and we can say that these
two measures are complementary. We could conclude that
PLV is a measure of synchrony and PLI of asynchrony
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We can see that high connectivity is estimated also for
some signal pairs from different groups. This clearly
illustrates the phenomena that oscillators with similar
properties generate signals that seem to be coupled
although they are actually not.
V.

CONCLUSION

Throughout this paper, we generated synthetic signals
with all main properties of the real signals, such as: an
arbitrary phase lag in full angle range, phase lag
synchronization with small and large phase difference,
and partial signal synchronization. Also, we have
improved existing method for generating synthetic signals
appropriate for testing phase based connectivity. The
advantage of our method is that the connected signals
have phase difference values in the full angle range, as
expected for the real EEG signals. We have been
generating thirty two signals and separated them into two
groups. Signals in each group are connected within that
group, but don’t connect to signals from other group. This
enables to test the connectivity measures not only for
correct detection of true connectivity but also invalid
detection of connectivity for uncoupled signals.
Our signals are a mixture of two signal components.
Only the first signal components are synchronized inside
the signal group, while the second signal components are
arbitrary and make the signals more realistic.
Drawing conclusions about connectivity is subjected
to two difficulties: volume conduction and similarities of
uncoupled signals. Diverse phase angles and generation of
all signals using the same input properties enables
synthetic signals generated with the proposed method to

157

Figure 5. Comparison of the PLV and PLI measures on the three parts of the synthetic signal (on the beginning, middle and end 1000 samples)

illustrate both of the difficulties and to more realistically
test the connectivity metrics.

[4]
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Abstract - Nowadays the root-mean-square (RMS) is one
of the most informative parameters of electrical power grid
signals. By definition, the RMS measurement technique
involves averaging the square of the input signal over time
multiple of the input signal period. However, for digital
measurement methods, the input signal is represented as a
sequence of discrete samples obtained by applying analogto-digital converter (ADC). The paper discusses ways of
approximating of the signal samples by applying polynomial
functions of zero, first and second order. Analytical
expressions are obtained for the RMS measurement error
for the case of applying of different order approximation
polynomials. The influence of the input signal amplitude,
signal frequency, initial phase, sampling frequency and total
measurement time on the RMS measurement error for the
case of applying these measurement approaches is
considered. The influence of the input signal frequency
deviation on the RMS measurement error has been
especially thoroughly investigated. The methods of reducing
the RMS measurement error for the case of sinusoidal and
polyharmonic input signals are proposed. By application of
Matlab and Simulink software packages, a simulation
mathematical model for all considered approaches is
performed.

The performed research [4]-[8] shows that in the case
of RMS measurement of polyharmonic signals, the
application of the method of averaging of the squares of
samples results to a significant additional error. This
disadvantage is especially relevant for the case of the
RMS measurement of current, which is characterized by
large harmonic coefficients values compared to voltage. In
addition to the method based on averaging of the squares
of samples, there are low-pass filtration [9]-[10] and
spectral analysis [11]-[12] methods. Both methods make it
possible to measure polyharmonic signals, but achieving
high accuracy is associated either by an measurement time
increase or by implementation of additional transducers.
This significantly limits it practical application.
The main task of this work is a search a new
algorithms of the RMS measurement, which make it
possible to increase the measurement accuracy for both
sinusoidal and polyharmonic signals. The paper will
consider methods based on the approximation of discrete
samples of the measured signal by first order (piecewise
linear) and second order approximation polynomials.
II.

Keywords – root mean square; simulation; approximation;
measuement error; frequency deviation

I.

INTRODUCTION

The root mean square (RMS) [1]-[3] is one of the most
informative parameters of electrical power grid signals.
This parameter is used for the case of performing indirect
measurement of signal integral parameters (active,
reactive, apparent power, frequency, harmonic distortion).
Digital measurement methods are currently applied to
RMS measurement. The main feature of these methods is
the need to process of the input signal discrete samples,
therefore, the direct implementation of RMS
determination is impossible. The most popular approach
to digital RMS measurement is the so-called square
averaging method [4]-[8]. This method is based on the
approximation of discrete samples by applying a zeroorder polynomial function. This method is characterized
by simple implementation and relative simplicity of error
analysis [4]-[8]. There are many techniques to reduce the
measurement error. However, the application of these
techniques is associated with a significant increase of the
measurement time, which is unacceptable for a number of
practical tasks.
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APPLICATION OF APPROXIMATION POLYNOMIALS
FOR THE RMS MEASUREMENT

A. The RMS Digital Measurement Concept
The root mean square (RMS) of the signal x is
understood as a value equal to the square root of the mean
value of the square signal over a time which is multiple of
the measured signal period [1]-[3]:

X id =

1
TA

TA

x

2

(t ) dt ,

(1)

0

where x(t) denotes measured signal; TA denotes
measurement time, multiple of the signal period; Xid
denotes true RMS value.
For the case of digital measurement methods, the input
signal x(t) is represented as a sequence of discrete samples
x[n]. For this reason, direct application of (1) is
impossible. To apply (1), the discrete signal x2[n] must be
restored to a continuous signal x12(t). Polynomials of the
zero, first and second orders can be applied as a restoring
function.
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B. Application of the Zero-Order Polynomial
The simplest recovery function is a zero-order
polynomial. In the case of applying such restoring
function, the resulting signal changes its value only until
the next sample is reached [4]-[8]:
 x 2 [ n − 1], ( n − 1)TS ≤ t < ( n)TS ,
x12 (t ) = 
 x 2 [ n], nTS ≤ t < ( n + 1)TS ;

(2)

where n denotes discrete sample number; TS denotes
sampling time.
In the case of using the approximating function (2), the
RMS value takes the following form (see (1)):

X p0 =

1
N

N −1

 x [ n] ,
2

(3)

n =0

where N denotes samples
measurement time TA.

number

during

total

The number of samples N can be determined from the
nominal or measured value of the input signal frequency.
In the second case it is possible to achieve smaller values
of the RMS measurement error (will be shown below):
T
N = round  A
 TS


 m ⋅T
 = round 

 TS


 ,


(4)

where T denotes measured or true value of signal period;
m denotes number of observed signal periods over TA.
C. Application of the First-Order Polynomial
In the case of applying a first-order polynomial, the
dependence of the reconstructed signal x12(t) between
samples x2[n] will be linear and the overall dependence of
the signal x12(t) will be a piecewise linear function. In this
case, the dependence x12(t) for each sampling step:
a n ⋅ t + bn ; n ⋅ TS < t < ( n + 1) ⋅ TS ,

x12 (t ) = 
x 2 [ n] for t = n ⋅ TS ,
 x 2 [ n + 1] for t = ( n + 1) ⋅ T ;
S


(5)

where an, bn denotes coefficients of the piecewise linear
approximating function for time interval n·TS ÷ (n + 1)·TS.
The equation system (5) can be applied to obtain the
values of the approximating coefficients:
x 2 [ n + 1] − x 2 [ n]
,
TS
bn = x 2 [ n] ⋅ ( n + 1) − x 2 [ n + 1] ⋅ n.
an =

(6)

N −1



x 2 [ n] +

n =0

1
2N

N

 x [ n] ,
2

(7)

n =1

When obtaining (7), the formula was used to calculate
the area under the piecewise linear function. Considering
that both sums differ only by one sample (first and last),
then (7) can be converted to:
1
N

X p1 =

N −1


n =0

x 2 [ n] +

x 2 [ N ] + x 2 [0 ]
.
2N

(8)

The samples number N is also calculated according to
(4). By comparing the algorithms for the stepwise and
piecewise linear functions, it can be seen that these
algorithms differ slightly of implementation complexity.
D. Application of the Second Order Polynomial
When applying a second-order approximating
polynomial, the dependence of the signal x12(t) for each
sampling step can be represented in the following form:
a n ⋅ t 2 + bn ⋅ t + c n ; ( n − 1) ⋅ TS < t < ( n + 1) ⋅ TS ,

x 2 [ n − 1] for t = ( n − 1) ⋅ TS ,

(9)
x12 (t ) = 
x 2 [ n] for t = n ⋅ TS ,


x 2 [ n + 1] for t = ( n + 1) ⋅ TS ;


By solving system (9), expressions can be obtained for
the approximating polynomial coefficients an, bn, cn for
the case of evenly spaced samples x2[n–1], x2[n], x2[n+1]
with sampling step TS:
an =

x 2 [ n + 1] + x 2 [ n − 1] − 2 ⋅ x 2 [ n]
2 ⋅ TS2
2
x [ n + 1] − x 2 [ n − 1]
bn =
,
2 ⋅ TS
c n = x 2 [ n ].

,

(10)

Substituting the obtained (10) into the general
algorithm of RMS measurement (1), we obtain an
algorithm for RMS measurement when applying the
second-order approximation polynomial:
N +1

X p2 =


n=2

x 2 [ 2n − 2] + 4 x 2 [ 2n − 1] + x 2 [ 2 n]
. (11)
6 ⋅ ( N + 1)

For the convenience of further analysis, this algorithm
can be represented as:
N −1

Applying the obtained (5) and (6) to (1), we obtain an
algorithm for RMS measurement in the case of piecewise
linear approximation of the signal x2(t):

1
2N

X p1 =

X p2 =


n =0

x 2 [ 2n] + 4 x 2 [ 2n + 1] + x 2 [ 2n + 2]
.
6 ⋅ ( N + 1)

(12)

The number of samples and the sampling time when
performing the approximation by a second-order
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polynomial are related by the following expression (in this
expression it is taken into account that the samples
number must be even):
T A = TS ⋅ ( 2 N + 2).

(13)

input signal. When performing (by Matlab software) Fig.
2, Fig. 3 and Fig. 4, the simulation parameters was
selected equal to parameters which are applied for Fig. 1.
In practice, there are two main approaches to reduce
the RMS measurement error [4]-[8]:

As can be seen from the obtained expressions, an
increase of the approximating polynomial order requires
additional arithmetic operations. But since the (11)-(12)
the area under the curve x12(t) is determined at once for
two samplings, the increase in arithmetic operations for
the total measurement time will not be significant.

– by adjusting the number of averaged signal samples
N to ensure that the error component sin(ωNTS) is equal to
zero – see (4);

III. THE RMS MEASUREMENT ERROR FOR THE CASE
OF APPLICATION OF THE ZERO-ORDER APPROXIMATION
POLYNOMIAL

Both of these approaches require additional frequency
measurements to calculate the number of averaged
samples N or the value of the initial phase. To perform
frequency measurement, one of the popular digital
frequency measurement methods of a polyharmonic signal
can be applied: the zero crossing technique; a method of
determining the phase increment in time (“phasor”
method), a quadrature demodulation technique and a
spectral analysis method [13]-[14].

A. The Case of Sinusoidal Signal
For the case of a sinusoidal input signal, the RMS
measurement error can be represented as [4]-[8]:

δ p0 ≅ −

cos(( N − 1)ωTS + 2α ) sin(ωNTS )
,
2 N sin(ωTS )

(14)

– by adjusting of the input signal initial phase to
ensure that the error component cos((N-1)ωTS + 2α) is
equal to zero; this is performed by adjusting the time of
measurement start.

In addition to the listed approaches of RMS error
reducing, there are other approaches:

where α denotes input signal initial phase; ω denotes input
signal angular frequency.

– performing “sliding” RMS measurement technique
and post-filtration of the RMS measurement results [7];

Fig. 1 shows the dependence of the RMS measurement
error on the input sinusoidal signal frequency. The
sampling rate is chosen equal to 10 kHz, the amplitude
value is 1 V, the initial phase is chosen equal to 0 radian
(red dependence), π/6 radian (blue dependence) and π/3
radian (green dependence). The measurement time is
chosen equal to 0.2 sec (ten nominal periods of the input
signal). It can be seen from the plots that the dependences
characterizes a variable behavior and there are singular
frequency points for which (4) is satisfied), for which the
error is zero. The initial phase affects to the error
dependence and results to its displacement relative to the
zero level. There are special values of the initial phase for
which the resulting error value is equal to zero.

– performing averaging of the RMS measurement
results obtained with a phase shift multiple of π [8].

In the case of an arbitrary initial phase (adjustment of
the initial phase is not performed and the start of
measurement and the input signal initial phase are not
synchronized) the maximum error value takes the form:

δ p 0,max ≅ −

sin(ωNTS )
.
2 N sin(ωTS )

(15)

Fig. 2 shows the dependence of the RMS error on the
signal initial phase. From the obtained dependence it is
seen that the error takes zero values for certain values of
the initial phase. When performing the figure, the relative
frequency deviation from the nominal value was taken to
be 0.01 %. Fig. 3 shows the dependence of the RMS
measurement error on the total measurement time. It is
seen that with increasing measurement time, the error
tends to decrease. For this reason, the maximum
measurement time should be chosen, which corresponds
to (4). Fig. 4 shows the dependence of the maximum RMS
measurement error on the arbitrary initial phase of the
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The disadvantage of these approaches is a significant
increase in the measurement time, which for a number of
practical tasks is a significant disadvantage.
B. The Case of Polyharmonic Signal
For the case of RMS measurement of a polyharmonic
signal, the analytical expression for the error estimation is
a combination of (14) for all spectral components of the
measured signal [4]-[8]:
M

δ p0 ≅ −

X i2 cos(( N − 1)ω iTS + 2α i )

 2X
i =1

M

+

−

X j X k cos(( N − 1)ω j + k TS + α i + k )

 2X

j ,k =1
j≠k
M

2
−1
ID N sin(ω j + k TS ) sin (ω j + k NTS )

X j X k cos(( N − 1)ω j − k TS + α i −k )

 2X

j ,k =1
j ≠k

2
−1
ID N sin(ω i TS ) sin (ω i NTS )

2
−1
ID N sin(ω j − k TS ) sin (ω j −k NTS )

+
−

(16)

,

where Xi denotes RMS of the i-th spectral component of
the input signal; ωi = 2πfi = 2πif1 denotes angular
frequency of the i-th spectral component; αi denotes initial
phase of the i-th spectral component of the input signal; M
denotes number of considered spectral components of the
input signal; ωj–k = ωj – ωk; ωj+k = ωj + ωk; αj–k = αj – αk;
αj+k = αj + αk.
The main approach of the error reduce, as in the case
of a sinusoidal input signal, is associated with ensuring (4)
by adjusting the samples number or by adjusting the
sampling rate.
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IV. THE RMS MEASUREMENT FOR THE CASE OF
APPLICATION OF THE FIRST-ORDER APPROXIMATION
POLYNOMYAL
A. The Case of Sinusoidal Signal
It can be seen that the measurement algorithm for the
case of applying the approximation polynomials of the
zero and first orders is slightly different – see (3) and (8).
The resulting (14) can be applied to obtain an analytical
expression for estimating the RMS measurement error for
the case of first-order approximation polynomial. In the
case of a sinusoidal input signal which is represented by:
x[ n ] = X sin(ωnT S + α ) ,

B. The Case of Polyharmonic Signal
In case of polyharmonic input signal:
M

x[ n] =

Fig. 1 shows the dependence of the RMS measurement
error on the input sinusoidal signal frequency for the case
of input signal initial phase equal to 0 radian (red
dependence), π/6 radian (blue dependence) and π/3 radian
(green dependence). The modeling parameters coincide
with the parameters adopted for modeling the RMS error
for the case of zero-order polynomial approximation. It
can be seen from the figure that the initial phase for a case
of first-order polynomial is practically not affected by the
maximum error value and dependence behavior.
For the considered dependence, there are singular
points for which the RMS measurement error is equal to
zero. As can be seen from (17), the condition of equality
of the error to zero is ensured when the factor sin(ωNTS) is
equal to zero, which is satisfied when the (4) is satisfied.
Thus, in the case of a first-order polynomial, it is possible
to provide a zero value of the RMS measurement error if
the measurement time is chosen as a multiple of the input
signal period (see (4)).
The dependence of the maximum value of the RMS
measurement error when applying a first-order
approximation polynomial on the input signal initial phase
is shown in Fig. 2.

(19)

signal x2[n] will contain the sum of harmonic components
with frequencies 2ωk , (ωj – ωk) and (ωj + ωk):
M

x 2 [n] =

X

2
i (1 − cos( 2ω i nT S

+ α i )) +

i =1
M

+

X

jXk

(cos((ω j − ω k )nTS + α j − α k ) −

j , k =1
j≠k

the RMS measurement error, taking into account (8) and
(14), takes the following form:
cos(( N − 1)ωTS + 2α ) sin(ωNTS )
+
2 N sin(ωTS )
(18)
sin(( N − 1)ωTS + 2α ) sin(ωNTS )
+
= A p1 (α , ω , N ).
2N

2 X i sin(ω i nTS + α i ) ,

i =1

(17)

δ p1 ≅ −



(20)

)

cos((ω j + ω k ) nTS + α j + α k ) .

When performing integration of x2(t) according to (8),
the total RMS measurement error is the sum of the RMS
measurement error of individual spectral components,
((18) was obtained for the estimation of the this error).
Then the resulting error takes the following form:
M

δ p1 ≅ −



X i2 A p1 (α i ,2ωi , N )

+
2
2 X ID
M
X j X k ( A p1 (α i + k , ω j + k , N ) − A p1 (α i −k , ω j − k , N )) (21)
+
.
2
2 X ID
j ,k =1
i =1



j ≠k

where the value of polynomial Ap1(α, ω, N) is determined
according to (18), and used notation is represented in (16).
A decrease in the measurement error can be achieved
by adjusting the averaged samples number in accordance
with (4). This allows to reduce all the error components
included in (21).
V.

THE SECOND-ORDER APPROXIMATION
POLYNOMYAL APPLICATION

A. The Case of Sinusoidal Signal
For the case of a sinusoidal signal (17), when applying
the approximation by a second-order polynomial, the
relative RMS measurement error can be represented as:

Fig. 3 shows the dependence of the RMS measurement
error on the total measurement time. As in the case of a
zero-order polynomial, it can be seen that with an increase
of the measurement time, the error tends to decrease (in
this case, the measurement time should correspond to (4)
as close as possible).


cos( 2ωTS ) + 2  
 cos 4ωTS  N + 1  + 2α  +

6 ⋅ (Т + 1)  
2


 (22)
sin( 2ωNTS ) cos(( N − 1)ωTS + 2α ) 
 = A p 2 (α , ω , N ).
+
sin( 2ωTS )


Fig. 4 shows the dependence of the maximum RMS
measurement error on the arbitrary initial phase of the
input signal. It is seen that, as in the case of a zero-order
polynomial, the dependence characterizes a singular
points for which the RMS measurement error is equal to
zero.

Expression (22) was obtained by substituting (16) into
the RMS measurement algorithm represented by (12). The
approximate character of expression (22) is caused by the
application of the Taylor series expansion of the square
root function (the expansion is up to two terms).
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δ p2 ≅ −
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Figure 1. Dependence of the RMS measurement error on the input signal frequency for different values of the initial phase of the measured sinusoidal
signal. From left to right: zero-order approximation polynomial, first-order polynomial, second-order polynomial.

Figure 2. Dependence of the RMS measurement error on the initial phase of the measured sinusoidal signal. From left to right: zero order polynomial,
first order polynomial, second order polynomial.

Figure 3. Dependence of the RMS measurement error of a sinusoidal signal on the total measurement time. From left to right: zero-order
approximation polynomial, first-order polynomial, second-order polynomial.

Figure 4. Dependence of the maximum value of the RMS measurement error on the frequency of the input sinusoidal signal. From left to right:
zero order polynomial, first order polynomial, second order polynomial.

The dependence of the RMS relative measurement
error for the case of applying a second-order polynomial
on the input signal frequency (for three different values of
the initial phase of the input signal) is shown in Fig. 1. It
can be seen that the maximum value of the error weakly
depends on the value of the initial phase (which
corresponds to the case of applying a first-order
polynomial). The frequencies ωopt, at which the
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measurement error is equal to zero correspond to the
following condition:
sin( 2ω opt NTS ) cos(( N − 1)ω opt TS + 2α )
sin( 2ω opt TS )
+ cos 4ω opt TS N + 2ω opt TS + 2α = 0.

(

)

+

(23)
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The solution to this equation gives the following
values of the “optimal” frequencies (ωopt) for which the
RMS measurement error is equal to zero:

ω opt =

πk
.
2( N + 1)TS

(24)

The resulting (24) corresponds to (4), which is valid
for polynomials of the zero and first orders, taking into
account the choice of the samples number (N parameter)
and the sampling step for the case of applying the second
order polynomial (13). Thus, the condition for the
multiplicity of the measurement time to the true value of
the input signal period to ensure the zero value of the error
is equal to (4).
The dependence of the maximum value equal to the
RMS measurement error when applying a second-order
approximation polynomial on the initial phase of the
measured signal is shown in Fig. 2.
Fig. 3 shows the dependence of the RMS measurement
error on the measurement time. As in the case of
polynomials of the zero and first orders, with an increase
of the measurement time, the error tends to decrease (in
addition the measurement time should correspond to (4) as
close as possible). Fig. 4 shows the dependence of the
RMS measurement error on the input signal initial phase.
It is seen that, as in the case of the first order polynomial,
there are singular points for which the RMS error is equal
to zero.
B. The Case of Polyharmonic Signal
In the case of measurement of the polyharmonic input
signal (19), the signal x2[n] can be represent in the form
(20), that is, it is the sum of the spectral components with
frequencies 2ωk, (ωj – ωk) and (ωj + ωk): the integration
error of which for the case of a second order polynomial
approximation is determined by (22). Then the general
expression for calculating the RMS measurement error of
a polyharmonic signal is:
M

δ p2 ≅ −



X i2 A p 2 (α i ,2ω i , N )

+

2
2 X ID
M
A p 2 (α i + k , ω j + k , N ) − A p 2 (α i −k , ω j − k , N ) (23)
+
X jXk
.
2
2 X ID
j , k =1
i =1



j≠k

where polynomial values Ap2(α, ω, N) can be calculated by
(22), and the used designations are represented by (16).
VI.

APPLICATION OF SPLINE FUNCTIONS

Along with the application of interpolation
polynomials for performing recovery of discrete signals,
spline functions are widely used [15]. The problem of
using spline functions for the RMS measurement of
sinusoidal and polyharmonic signals requires a large
additional research.
In practice, the most popular is the so-called local
spline (or Hermite spline) for which the behavior of the
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approximating function between samples is described by a
third-order approximation polynomial function. In
addition, for a given type of spline, the derivative of the
approximating function and the original signal must
coincide. These requirements underlie the principles for
determining the spline coefficients (analytical expressions
are presented in [15]-[16]). Regardless of the input
waveform, 14 multiplication and 3 addition operations are
required to perform the signal integration for one
sampling step. In addition, the calculation of the spline
coefficients requires 8 additional multiplication operations
and the same number of addition operations. This
significantly complicates the implementation of this
method in real RMS measurement transducers.
From the point of view of the achieved accuracy, the
application of splines allows to achieve a smaller
maximum error of RMS measurement than all previously
considered polynomial functions. However, as it was
shown earlier, for polynomial functions there are “good”
relationships (4) of the sampling frequency and signal
frequency for which the RMS measurement error is equal
to zero. The simulation results shows that for the case of
application of spline function, these relationships are not
met. The maximum value of the RMS measurement error
that occurs when applying spline function can be
estimated by using the following expression [15]-[16] (the
expression is obtained for the case of a sinusoidal signal):

δU =

(2π )4 ⋅ f 4 ⋅ TS4 .
384 ⋅ 2

(24)

where f denotes input signal frequency.
VII.

CONCLUSION

As a result of the research performed, the following
conclusions can be drawn:
– the possibilities of RMS measurement by the
application of approximating polynomials of the zero, first
and second order are considered;
– analytical expressions were obtained for estimating
the RMS relative measurement error of a sinusoidal and
polyharmonic signal (zero order polynomial – (14) and
(16); first order polynomial – (18) and (21); second order
polynomial – (22) and (23));
– a relation was obtained for the sampling frequency,
signal frequency and the number of averaged samples, for
which it is possible to achieve a zero value of the RMS
measurement error by all the considered methods;
– it is shown that with an increase in the measurement
time, the RMS relative measurement error by all the
considered methods tends to decrease.
REFERENCES
[1]
[2]

Emanuel A.E. “Power definitions and the physical mechanism of
power flow,” Wiley Chichester, 2010.
Emanuel A.E. “Powers in nonsinusoidal situations - a review of
definitions and physical meaning,” IEEE Transactions on
Power Delivery, vol. 5, issue 3, pp. 1377–1389, 1990.

165

[3]

[4]

[5]

[6]

[7]

[8]

[9]

166

“IEEE standard definitions for the measurement of electric power
quantities under sinusoidal, balanced or unbalanced conditions,”
IEEE Std. 1459–2010.
Fan Wang; M. H. J. Bollen “Frequency-response characteristics
and error estimation in RMS measurement,” IEEE Transactions on
Power Delivery, vol. 19, issue: 4, pp. 1569-1578, 2004.
Predrag B. Petrovic “Root-mean-square measurement of periodic,
band-limited signals”, IEEE International Instrumentation and
Measurement Technology Conference Proceedings, pp. 323-327,
2012.
Andrey N. Serov; Nikolay A. Serov; Vadim A. Loginov;
“Application of the Method based on Averaging of the Squares of
Samples for the RMS Measurement of Polyharmonic Signals,”
2020 XXX International Scientific Symposium “Metrology and
Metrology Assurance (MMA),” pp. 1-6, 2020.
A.A. Kostina; P.M. Tzvetkov; A.N. Serov; "Investigation of the
Method of RMS Measurement Based on Moving Averaging,"
2020 55th International Scientific Conference on Information,
Communication and Energy Systems and Technologies, ICEST
2020 - Proceedings, pp. 235–238, 2020.
A.N. Serov; "An Approach of Reducing the RMS Measurement
Error for the Measurement Method Based on Averaging of the
Squares of Samples," Proceedings of the IEEE International
Conference on Electrical Engineering and Photonics
(EExPolytech), pp. 152-155, 2020.
A. Serov; A. Shatokhin; A. Novitskiy; D. Westermann
“Investigation of the method of RMS measuring based on the

[10]

[11]

[12]

[13]

[14]

[15]
[16]

digital filtration of the square of samples,” 18th International
Conference on Harmonics and Quality of Power (ICHQP), pp. 16, 2018.
Ferrero A. “Harmonic power flow analysis for the measurement of
the electric power quality,” IEEE transactions on instrumentation
and measurement, vol. 60, issue 3, pp. 683-685, 1995.
S. N. Mikhalin; V. M. Gevorkyan; “The problems of digital
processing of signals in the system of automated power quality
control and accounting quantity of electricity (ASQAE)”, MPEI
Vestnik, No. 1, pp. 86-92, 2005.
Andrey N. Serov; Alexander Novitskiy; Alexander A. Shatokhin;
Steffen Schlegel; Ekaterina A. Dolgacheva; Dirk Westermann
“The Influence of Power Frequency Deviation on the Active and
Reactive Power Measurement Error with the Application of DFT,”
2019 20th International Symposium on Power Electronics (Ee),
pp. 1-6, 2019.
M. M. Begovic, P. M. Djuric, S. Dunlap and A. G. Phadke,
“Frequency tracking in power networks in the presence of
harmonics,” IEEE Transactions on Power Delivery, vol. 8, issue 2,
pp. 480-486, 1993.
B. Boashash; “Estimating and interpreting the instantaneous
frequency of a signal. II. Algorithms and applications,”
Proceedings of the IEEE, vol. 80, issue 4, pp. 540-568, 1992.
Carl de Boor, “A Practical Guide to Splines,” Springer, New
York, 1978, 348 p.
Günther Nürnberger, “Approximation by Spline Functions,”
Springer, New York, 1989, 244 p.

MIPRO 2021/MEET

Particle filter implemented as a hardware
accelerator in Cortex-M core periphery
Jurica Kundrata, Dubravko Tomić, Ivan Maretić, Adrijan Barić
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Abstract—Particle filters are a group of filtering methods based
on recursive Bayesian filters which can be used to estimate the
state of an observed dynamical system. The main advantage
of the particle filters when compared to other similar filtering
methods is that it can handle a nonlinear system which includes
non-Gaussian noise sources. A hardware accelerator represents
a digital module which is specifically made to perform some
function. The module is adapted exclusively to the designed
function which the module executes more efficiently and faster
than it is possible using a software implementation on a generalpurpose processing core. This paper analyses a hardware accelerator which implements a particle filter used in the inertial
measurement unit (IMU) measurements. The accelerator is used
in periphery of a low power and low gate count Cortex-M1 core.
The accelerator is evaluated with respect to the area utilization
and execution performance and it is compared to a software
implementation of an equivalent particle filter executed on the
Cortex-M1 core. The results show that the hardware accelerator
has a 30% smaller cell count than the accompanying CortexM1 core. The hardware implementation of the particle filter
has a two-orders of magnitude shorter execution time than the
reference software implementation running on the Cortex-M1
core.
Index Terms—particle filters, digital integrated circuits, microprocessor core

I. I NTRODUCTION
Particle filters are a set of Monte Carlo algorithms also
known as Sequential Monte Carlo (SMC) filters which are
based on recursive Bayesian filters. They are used to estimate
the state of an observed dynamical system and they are
particularly suitable for nonlinear systems which feature nonGaussian noise sources. The particle filters use a weighted
set of samples, i.e. particles to represent the probability
distribution of the state [1], [2], [3].
The particle filter can be used to combine measurements
from multiple sources to give a more accurate and a more
precise estimate of the system state and such a particle filter
constitutes a sensor fusion algorithm. In [4] a particle filter
was used to combine inertial navigation system and barometer
measurements with GPS location measurements for accurate
underwater localization. Sensor fusion algorithm was used in
[5] for 3D orientation detection with an inertial measurement
unit (IMU). In [6] smartphone sensors including IMU, camera
and WiFi measurements were used in a particle filter for indoor
localization.
This work was in part supported by FFG, Austria through project ”Sensor
Fusion”.

MIPRO 2021/MEET

Hardware accelerators are digital modules which are custom
made to execute some functions. The accelerators execute
these functions more efficiently than it is possible when
implemented in software running on a general-purpose central
processing unit (CPU). A cascade particle filter used in object
recognition is implemented as a hardware accelerator in [7].
Hardware acceleration of a particle filter can be also achieved
using a graphics processing unit (GPU) as shown in [8].
Efficient hardware architecture for particle filter used in object
tracking is presented in [9]. A parallel hardware implementation of a particle filter used for tracking in wireless networks
is shown in [10]. An overview of architectures and memory
schemes for sampling and resampling in particle filters is given
in [11].
This paper presents an IMU-specific particle filter implemented as a hardware accelerator in the periphery of an ARM
Cortex-M1 core and compares it to a software implementation
running on the Cortex-M1 core with respect to the area
utilization and performance.
Descriptions of a general algorithm used in particle filters
and an IMU-specific algorithm are given in Section II. Subsection II-A introduces the general algorithm and its most
important steps, i.e. the prediction, update, resampling and
estimation steps. The specifics relating to the IMU measurements in the particle filter are described in Subsection II-B.
The implementations of the particle filter in a System-on-Chip
(SoC) are described in Section III. Description of the Systemon-Chip is given in Subsection III-A. Subsection III-B consists
of the description of the software implementation of the
particle filter, while Subsection III-C pertains to the specifics
of the hardware implementation of the particle filter. The
particle filters are evaluated with respect to to the performance
and the area in Section IV. Subsection IV-A gives the area
utilization of the complete System-on-Chip, while the specific
performance of the software and the hardware implementations
are evaluated in Subsections IV-B and IV-C. The evaluation
results are compared and discussed in Section V which is
followed by conclusions in Section VI.
II. PARTICLE F ILTERS
A. General Algorithm
Particle filtering uses a set of weighted particles to represent
the posterior distribution of some stochastic process given
noisy or partial observations. It is a recursive Bayes filter
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Fig. 1. The flowchart of a general particle filter.

Fig. 2. The flowchart of the IMU-specific particle filter.

which takes the current estimate and updates it based on
observations. Fig. 1 shows the flowchart of a general particle
filter. Similar to the Kalman filter, the particle filter has a
prediction step and an update (correction) step in order to
estimate how the states evolve. The first step in any particle
filtering algorithm is to generate an initial prior distribution.
Most commonly the initial prior distribution is generated uniformly and the weight of each particle is initialized to be 1/N ,
where N represents the number of particles. Each particle
represents a possible state of the system. The prediction step
uses the state model to update each particles’ state based on
the particles current state to which some noise is added and it
is defined as

where P (z|x) represents the prior distribution, P (x) and P (z)
the probabilities of events x and z respectively and P (x|z) the
posterior distribution.
The last step of the particle filter is the resample step. As we
only have a limited number of particles, we want to discard the
particles that describe our observation very poorly and replicate the ones that describe it well. This is done by resampling
the particles based on their importance weights, with the ones
having higher weight being more likely to be selected for the
future iterations of the algorithm. As resampling is generally
computationally expensive, sometimes the particles are not
resampled in each iteration. Instead, they are only resampled
once the effective number of particles - which approximates
the number of particles that meaningfully contribute to the
probability distribution - falls below a threshold. Finally, the
particle filter estimation is obtained as a weighted average of
all the particles’ states which is defined as

Xk = g(Xk−1 ) + Wk−1

(1)

where Xk represents the particles new state, Xk−1 the particles
current state and Wk−1 the current noise, while g(·) represents
the state model.
The next step is the update, or correction, step which takes
the observation into account. For each particle it assumes that
the system is in the state described by that particle and updates
the weights W of the particles based on how likely it is
to obtain the observation that was obtained in reality. This
recursively updates the prior distribution through iterations of
the algorithm, which is a realization of the Bayes theorem
P (x|z) =
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P (z|x)P (x)
P (z)

(2)

µ=

i
X

w i xi

(3)

where µ represents the particle filter estimation, wi the i-th
particles’ importance weight and xi the i-th particles’ state.
B. Particle Filtering of Inertial Measurement Unit (IMU)
Measurements
In this section, a particle filtering method of Inertial Measurement Unit (IMU) measurements is presented. The measuring system is composed of a tri-axis gyroscope, a tri-axis
accelerometer and a tri-axis magnetometer. Fig. 2 shows the
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Fig. 4. The architecture of the weight update block.
Fig. 3. The block diagram of the System-on-Chip with the hardware
accelerator.

flowchart of the IMU-specific particle filter. Like in any other
particle filtering method, the first step is generating an initial
prior distribution. The next step is predicting the next state
of particles using the state model. In this step the gyroscope
measurements are used as input. After predicting the next state,
we use the accelerometer measurements to calculate rotation
around x-axis, i.e. roll Φ and rotation around y-axis, i.e. pitch
Θ. If Ax , Ay and Az are accelerometer measurements in the
x, y and z-axis respectively then the roll Φ is defined as
−Ay
,
A2x + A2z

Φ = arctan p

(4)

while the pitch Θ is defined as
Θ = arctan q

Ax

.

(5)

A2y + A2z

The roll and pitch calculated from acceleration data are
then used to update the weights of the particle filter – the
particles more similar to the calculated data get their importance weights increased. Filter state is then estimated and
the particles resampled. The particles are resampled in every
iteration, without degeneracy checking, in order to obtain the
most accurate results. Lastly the rotation around z-axis, i.e.
yaw Ψ is defined as
Mx cos Θ + My sin Θ sin Φ + Mz sin Θ cos Φ
My cosΦ + Mz sin Φ
(6)
where Mx , My and Mz are magnetometer measurements in
the x, y and z-axis respectively, while Φ and Θ are the particle
filter estimated roll and pitch.
Ψ = arctan

III. PARTICLE F ILTER I MPLEMENTATION ON C ORTEX -M1
CORE

A. System-on-Chip Description
The hardware accelerator of the particle filter is prototyped
in a System-on-Chip which is implemented on an FPGA
(hardware details are given in Section IV). Fig. 3 shows the
System-on-Chip which consists of the ARM Cortex-M1 core
and the hardware accelerator of the particle filter which is
located in the core periphery. The hardware accelerator and
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the SPI communication interface are connected to the CortexM1 core using an AXI bus. The SPI communication interface
is used to communicate to an inertial measurement unit. The
System-on-Chip also features clock and reset circuits required
by the Cortex-M1 core.
B. Software Implementation
Measurements used in this implementation come from an
IMU module on a breakout board which is connected to the
FPGA development board. The IMU uses a 3-axis accelerometer, a 3-axis gyroscope, a 3-axis magnetometer and a barometer
which is not used for the particle filter. It communicates with
the host board via the SPI protocol. Data from any of the
four sensors is collected by pulling the appropriate chip select
line low. The accelerometer provides full-scale 16-bit signed
data for all 3 Cartesian axes. The data is measured as linear
acceleration since each axis is measured individually. The
gyroscope measures the angular rotation rate of the module,
indicating the degrees per second the module is being rotated
around each axis. The magnetometer detects the magnetic field
present around the module. Before using the magnetometer it
is recommended to run a calibration routine to correct any
hard iron bias present around the module.
In this implementation a particle filter is used on roll
and pitch only, yaw is calculated from the magnetometer
readings and filtered values of roll and pitch. This reduces
memory requirements and computation time while having an
insignificant impact to yaw accuracy.
The states of particles in the filter are initialized uniformly
in [-180, +180] degree range with each particle having importance weight 1/N where N is the number of particles in the
filter and in this particular case N = 128 particles are used.
Gyroscope measurements are used as input in the predict
step. During each predict step it is necessary to check if
the particle states fall out of [-180, +180] degree range and
rewind them if they do. In the update step, inverse L2 norm
[12] between each particle and measured state was used as
similarity measure to update the importance weights.
Finally, in the resampling step, residual resampling is used.
In residual resampling (also called “remainder resampling”) it
is assumed that the particles with importance weights greater
than 1/N are always included in the new, i.e. resampled
distribution. In the first step of residual resampling, particles
with importance weights greater than 1/N are selected and
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their importance weight is reduced by a multiple of 1/N . In
the second step, weight normalization and simple resampling
with drawing is performed.
C. Hardware Accelerator Implementation
Particles of the hardware accelerator are stored in a Simple
Dual Port BRAM (SDP-BRAM) [13] with depth N and with
width of 32 bits. The upper 16 bits for roll particle, rollp ,
and the lower 16 bits for pitch particle, pitchp . On start-up,
or after reset, the accelerator requires N cycles to generate
N uniformly distributed particles, this is achieved by a 32-bit
wide Linear Feedback Shift Register (LFSR) which is later
used to generate normally distributed noise in the predict step
of particle filtering.
The predicted particles are pipelined to the weight update
block. Fig. 4 shows the architecture of the weight update block.
The inputs rollp and pitchp are pipelined outputs of the predict
block. The inputs rollm and pitchm are estimations of Φ and
Θ and they are preprocessed measurements of the accelerometer by the Cortex-M1 processor using the equations (4) and
(5). The weights are stored in a Simple Dual Port BRAM with
depth N and with width of 8 bits. The Resample & Allocate
block on Fig. 5 implements the improved residual resampling
[14] algorithm and particle allocation with arranged indexes
[15] in order to resample all particles for the next set of
measurements. SDP-BRAMs are used to store particles and
weights since they are to be read and written to during predict
step.
The hardware accelerator is implemented as a Finite State
Machine (FSM) with three states. The first state is the initialisation state during which all the memories are initialised.
During this stage, uniformly distributed numbers are written
to particle memory and all weight coefficients are set to the
highest possible value.
The predict and update step of particle filtering are performed during second state of FSM. The blocks that are

TABLE I
THE AREA UTILIZATION OF THE S YSTEM - ON -C HIP.
Module
Cortex-M1 core
Hardware acc.
SPI interface
AXI bus
Clock and Reset
Total

Cells []
3878
2767
1230
1217
78
9170

Percentage [%]
42.29
30.17
13.41
13.27
0.85

TABLE II
THE EXECUTION TIMINGS OF THE SOFTWARE
IMPLEMENTATION.
Step
Predict
Update
Resample
Estimate
Total

170

Clock cycles []
14 416
5 436
5 681
1 570
27 103

Percentage [%]
53.18
20.06
20.96
5.79

enabled during this state are shown on the STAGE 1 side of
Fig. 5.
After the last weight factor is calculated and written to the
weight memory FSM enters the third state. This is the same
moment the final S (accumulation of all weights) is calculated.
During the third state of FSM, resample and estimate steps
of particle filtering are performed. The enabled blocks during
this state are shown on the STAGE 2 side of Fig. 5. After
calculating all indexes and corresponding replication factors
FSM goes back to the second state until the reset signal is
detected.
After the reset signal is detected the FSM enters the first
(initialisation) state during which it rewrites all memories as
explained before.
IV. E VALUATION OF THE I MPLEMENTATIONS
A. Area utilization of the System-on-Chip
Table I shows the area utilization of the System-on-Chip
(SoC) after synthesis. The area utilization report is generated
for the targeted Zynq-7000 FPGA system using the Vivado
IDE and shows the number of logic cells for each part of the
System-on-Chip. The synthesized System-on-Chip utilizes in
total 9170 logic cells. The greatest number of cells are utilized
by the Cortex-M1 core followed by the hardware accelerator.
The SPI interface and the AXI bus utilize approximately the
same number of cells, while the auxiliary clock and reset
modules utilize a negligible number of logic cells.
B. Software Implementation Performance
Table II shows the execution timings of the software implementation of the particle filter. The execution timings shows
the number of clock cycles required for each operation, i.e.
each step of the particle filter. The predict step consists of
determining the future state of the particle and adding some
noise to it and it has the largest execution time taking up
approximately a half of the total execution time of the particle
filter algorithm. The update step corrects the particle step with
respect to the measurements and its duration is approximately
equal to the resample step which determines the weights of
each particle and resamples accordingly. The estimation step
uses the weights to determine the system state and this step
has the smallest execution time.
C. Hardware Implementation Performance
Table III shows the area utilization of the synthesized
hardware accelerator. The area utilization shows the number of
logic cells used by the modules representing each operation,
i.e. each step of the particle filter. The synthesized hardware
accelerator utilizes in total 2767 logic cells, i.e. approximately
a third of the logic cells of the whole system on chip.
Furthermore, the module which executes the update operation
consists of approximately a third of total logic cells of the
synthesized accelerator. The estimate operation module and
the finite state machine module accompanying the hardware
accelerator each take up approximately 20% of the total logic
cell count. Finally, the predict and the resample steps each
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Fig. 5. The block diagram of the hardware accelerated particle filter.

TABLE III
THE AREA UTILIZATION OF THE HARDWARE ACCELERATOR.
Step
Predict
Update
Resample
Estimate
FSM
Total

Cells []
262
888
346
633
638
2767

Percentage [%]
9.46
32.09
12.50
22.87
23.05

TABLE IV
THE EXECUTION TIMINGS OF THE HARDWARE
IMPLEMENTATION.
Step
Predict & Update
Resample & Estimate
Total

Clock cycles []
146
157
303

Percentage [%]
48.18
51.82

consist of approximately 10% of hardware accelerator logic
cells.
Table IV shows the execution timings of the hardware
implementation of the particle filter. The execution timings
show the number of clock cycles required for each operation,
i.e. each step of the particle filter. The particle filter in the
hardware accelerator is implemented in two stages as shown
in Fig. 5. The first stage executes the predict and the update
steps of the particle filter algorithm, while the second stage
executes the resampling and the estimation steps. In each
stage the particles are processed in a pipeline which results
in a relatively small number of clock cycles required for
the execution of the calculation steps. The stages require an
approximately the same number of clock cycles to perform a
single iteration of the particle filter.

MIPRO 2021/MEET

V. D ISCUSSION
The Cortex-M1 core and the hardware accelerator for the
particle filter utilize most of the area of the System-on-Chip
as Table I shows. They are much larger than the rest of the
modules in the System-on-Chip and they are comparable in
size, the Cortex-M1 core being approximately 40% larger than
the hardware accelerator.
The predict step in the software implementation takes the
greatest number of clock cycles to execute as it uses the normal
distribution to generate the noise data points required for each
particle in this step. The normal distribution as implemented
in software involves calculating values of nonlinear functions
such as the exponential function which requires a great number
of clock cycles to calculate. The update and the resampling
steps execute in a similar number of clock cycles as they
iterate over the same particles and perform relatively simple
calculations, i.e. a number of summations, multiplications and
divisions.
The Update block has the largest area of all hardware
accelerator blocks because of the pipelined reciprocal value
calculation, as shown in Fig. 4. The smallest block is the
Predict block since it mainly consists of two Gaussian pseudo
random number generators (one for each particle dimension)
which are accumulations of the decimated outputs of LFSR
generators. The FSM block accounts for all control and
pipeline registers, as well as all memory blocks.
The hardware accelerator consists of two stages and each
stage executes a single iteration of the particle filter in a
number of cycles which is comparable to the number of used
particles N in the filter. The first stage executes the predict
and update steps in parallel, while the second stage executes
the resampling and estimation steps in parallel. Both stages
process the particles in a pipeline and this results in a very
short execution time as shown in Table IV.
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The software implementation of the particle filter requires
two orders of magnitude more clock cycles to execute a single
iteration of the particle than the hardware implementation. This
is mainly due to the hardware specifically designed for the
particle filter algorithm present in the accelerator which allows
for a highly parallelised and pipelined execution of the algorithm. The hardware accelerator takes a much smaller number
of clock cycles to execute the algorithm and it consists of a
smaller number of cells than the ARM Cortex-M1 core used
to run the software implementation. It can be assumed that
the hardware implementation is more power efficient than the
software implementation of the filter. This makes the hardware
accelerator particularly suitable for near-sensor measurement
processing where electrical power is often scarce.
The presented System-on-Chip was prototyped on an FPGA
and further work consists of implementing the System-onChip in an integrated circuit, processing it and then evaluating
and comparing the power efficiency of the software and the
hardware implementations of the particle filters.
VI. C ONCLUSIONS
This paper presents a particle filter used to fuse the measurements of an inertial measurement unit to estimate an accurate
orientation in space. The particle filter is implemented in
software running on ARM Cortex-M1 core and in a dedicated
hardware accelerator. The implementations are integrated in
a System-on-Chip which is prototyped on an FPGA. The
synthesis shows that the hardware accelerator has a 30%
smaller cell count than the accompanying Cortex-M1 core.
The hardware implementation of the particle filter has a twoorders of magnitude shorter execution time than the reference
software implementation running on the Cortex-M1 core. The
acceleration of the execution of the particle filter is achieved by
executing the appropriate calculation steps in parallel and by
using a pipeline digital design to efficiently process all of the
particles in the filter. Finally, it is concluded that the hardware
accelerated particle filter is a power-efficient solution
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for near-sensor measurement processing.
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I. INTRODUCTION
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II. SYSTEM IMPLEMENTATION OVERVIEW
A. HIL Topology

HIL
CONTROL

MEASURE

A higher data density is an ever-growing demand in
digital communications. Since the number of peripheral
devices on the bus (sensors, actuators, drivers etc.) also
increases with time, available generic protocols are at
their design’s bandwidth limits. To ensure both data speed
and energy efficiency in mobile devices an innovative
approach is taken by the MIPI alliance on the redesign
[1] of the well-known I2C protocol thus yielding the
advanced technology named Improved Inter-Integrated
Circuit communication or in short I3C. The I3C protocol
is a faster, more integrated and more versatile.
The basic topology of an I3C bus consists of one
Master device and at least one Slave device. A device
attributed with the Master status is preferably always an
embedded, firmware driven piece of hardware. Since a
Master controls the bus data traffic, a microcontroller
(MCU) [2] or microprocessor are devices of choice. On
the other end of the I3C bus, a Slave device (or several
of them) can be designed as an embedded device or as
the practice more often shows a monolithic, application
specific integrated circuit (ASIC).
Testing of devices designed for communication on the
I3C bus is a novel category in the realm of IC verification,
main portion of which is a post manufacturing testing.
High production volume requires an automatic test equipment (ATE) approach to fulfil demands in quality and
often very short time-to-market lead.
To reconcile demands stated above, this paper presents
an implementation of a PXIe [3] based testing environment and appropriate test methods. This implementation
uses hardware in loop (HIL) approach and it is aimed
at an MCU device as a bus Master. Testing in this

TOP

Keywords—i2c; i3c; mipi; labview; measurement;
verification; embedded;

paper is oriented to the Legacy (I2C) trait of an I3C bus
verification [4]. This is an important test to perform due
to the fact that every communication event in the I3C
protocol starts by sending an address byte on the bus
in the I2C signal regime. By achieving the measurement
method validity additional methods are to be developed
for the I3C proprietary functionality testing [5].
The outline of the paper is as follows. Section II
presents the system implementation based on HIL
solution with description of all key building blocks. A
description of test routines and processes is summarized
in Section III. Test results are presented in Section IV.
Short discussion and conclusion are given in Sections VI
and V respectively.

BOTTOM

Abstract—For decades now, an I2C technology has been
an industry proven communication protocol in mobile and
stationary devices. As the industry advances and the number
of peripheral devices and data speeds rise, new protocols are
being developed and implemented. The I3C is a backwardcompatible successor to the I2C and achieves multiple gains
in speed, operations and energy efficiency. A test method
is developed to verify I3C Master parameters. The method
can evaluate both, the new I3C and Legacy (I2C) signal
parameters. The approach to the latter is presented in this
paper.

I3C

Fig. 1: HIL topology used
Using hardware in loop topology for testing purposes is
an industry standard. This approach is used due to a way
the I3C Master governs the bus data traffic and other bus
events. This means that a control over Master behavior
must be introduced.
In some cases HIL can be achieved on singular platform, or in other cases such as this one, in a multiplatform approach as shown in Fig. 1. The topology
presented here can be divided in two layers. The major
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or the top layer, is a PXIe test and measurement system.
The PXIe sole responsibility is to automate execution
of the test scenarios, measure electrical values on the
measurement terminals, analyze and evaluate acquired
data. Final report is presented in a user readable format.
All of the elements listed are controlled by the Labview
software and algorithms developed proprietary for this
purpose.
Bottom HIL layer in this implementation is an embedded MCU i.MX RT685 with a built-in I3C Master
mounted on the development board MIMXRT685-EVK
by the NXP company [6]. This part of the system is
also referred to as the device under test (DUT). Adjacent
to it is a simple Slave device connected with a bi-wire
electrical connection. To test Legacy properties of the I3C
protocol, an I2C matrix LED driver is selected as a Slave.
This Master-Slave installation enables qualitative Legacy
communication over I3C bus. Actual test set-up is shown
in Fig. 2.

delimiting values. To accommodate additional functionalities of an I3C communication, original Firmata protocol
is expanded with additional set of data bytes.
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DESCRIPTION
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DESCRIPTION
START_SYSEX [0xF0]
I3C_REQUEST [0x96]
I3C_FEATURE
feature data 0 (LSB)
feature data 1 (MSB)
DATA 0 (LSB)
DATA 0 (MSB)
END_SYSEX [0xF7]

Fig. 3: FIRMATA byte arrangement

Fig. 2: Test set-up

2) Send-receive: top level controller sends Firmata
commands over the duplex channel to the lower level
system for execution. Controller tasks are defined with
Labview code and can be triggered manually by the user
or with a time defined automatic process. To achieve
synchronization between HIL layers and to strictly control
the execution on the lower level a simple telemetry
principle is implemented.
After the lower level device properly executes command and detects no errors in the process, it returns the
same unchanged command to the controller. With this
return controller compares sent and received message and
confirms that the execution is correct. In other case, if any
error on the lower level system is detected while executing
the command, it will be notified appropriately. Label type
of notification is based on the part of the execution chain
in which error appeared. That label is an error code and
is added to the data byte of the Firmata command prior
to sending the message back to the top level device.
Since the returned command is different than the one
sent, top level device is aware of error and executes
the troubleshoot algorithms to normalize the automation
process.

B. Control Protocol Description

C. Labview Code Implementation

1) FIRMATA: is a protocol developed for communicating with microcontrollers from software on a computer
or in this case a PXIe-8880 Controller. The protocol is
license free for use and can be implemented in firmware
on any MCU architecture as well as in software on any
computer software package. Firmata protocol is defined
as a integral message composed of a stream of bytes as
shown in Fig. 3. Each message is framed with dedicated

1) GUI: user interface is divided into several logic
levels. Each level corresponds to a part in the control
algorithm. User is able to easily set the parameters and
run the test process. Statuses of all processes and results of
measurement and analysis are also available in the same
graphical interface.
2) Communication: The top and the bottom HIL layers
are connected via UART over USB. This enables reliable
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data exchange at a speed required for the operations
needed. One full program cycle requires sending a command and receiving the return message. This is enabled
by lock-stepping the program execution with the communications algorithm. As previously mentioned, program
can execute in whole only if there is a synchronized and
correct message exchange between top and bottom HIL
layers.
3) Measurement: the PXIe system is equipped with
a digital oscilloscope PXIe-5160 (500 MHz bandwidth)
with two channels associated to the two I3C bus lines.
Signals are measured in a high resolution of 10 bits at
2.5 GS/s and recorded to system memory as waveforms.
The measurement process is triggered by an event from
the DUT on a separate signal line. This enables synchronization and proper signal capture in full time span, by
not missing the start and stop conditions on the I3C bus.
4) Waveform analysis: signal analysis is a set of
algorithms dedicated specially for the interpretation of
measurements carried out on the I3C bus. Algorithms
in question determine all of the I3C specification signal
parameters and the post analysis report is the end product
of this process.

to execute. The list is arranged hierarchically so that most
important or vital commands are executed first.
3) I3C Master Execution: keeps the track on the set
of commands from the decoded messages. The execution
algorithms, translate command list to settings in the
registers of the I3C Master driver. The execution of each
command is semaphored with statuses of completion.
The correct completion status of certain command allows
execution process to continue, and a failed completion
status halts execution and reports an error code to the
upper layers of the control system. This enables execution
monitoring and error tracking. Upon successful completion of all executable commands, the upper system layers
are informed with appropriate status and command list is
cleared for next the execution process.
INIT
VARIABLES
RECEIVE / CHECK
DATA FRAME

NO

D. Embedded Controller System

OK
YES

CHECK PROTOCOL

APPLICATION
LAYER

DECODE
PROTOCOL

EXECUTE
COMMANDS

HOUSE
KEEPING

DECODE

I2C

TYPE

PROCESS
COMMANDS

SimpOS (TASK SCHEDULER)

HAL
LAYER

I3C

DECODE

PROCESS
COMMANDS
BUFFER
REGISTERS

UART DRIVER
HARDWARE
LAYER

I3C DRIVER

GPIO

EXECUTE
HARDWARE

Fig. 5: Application layer program flow
Fig. 4: Firmware logical layout
1) Operating system: SimpOS is a custom made task
scheduler written in C with a lightweight footprint on
the hardware execution level. The SimpOS scheduler is
written in under a hundred lines of fully upgradable code,
intended to be easy to use and migrate from one platform
to next. Observed in time slot execution, a SimpOS is
designed as a preemptive scheduler solution. There are
three software layers that are included in the operating
system build as shown in Fig. 4. Application layer runs
routines needed for abstract functions and tasks as shown
in Fig. 5. Hardware abstraction layer (HAL) interlinks the
application layer and peripheral drivers. A most bottom
layer is a set of periphery dedicated hardware registers.
2) Firmata Parser: decodes the control protocol from
a message type structure to a list of commands. This is
achieved by a set of functions that decode message bytes
to command flags located in command container. The list
of commands is made of all instruction for the I3C Master
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E. Slave device
In this paper an off-the-shelf I2C Slave device of
AMS brand with catalogue number AS1115 is used as a
test case. This enables fast implementation time and a
well-known characteristics of the device under test. Since
this is a verification of the Master device parameters,
only the Master generated signals are measured. In that
case, there is only a need for the Slave device to receive
the data over the I3C bus.
III. TEST ROUTINES
Since there is a high level of communication and control between layers of the developed system, an automated
test and measurement process is possible. It is necessary
to define test parameters and schedule of each task in
test scenario prior to starting the test and measurement
process. Labview GUI is used for that purpose. Changing
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the control items mentioned above during run-time is disabled. In addition, test scenario can run until stopped by
schedule or other events, such as error or user command.
As shown in Fig. 6 the synchronization of all processes
is mandatory. After the START of the process is initiated,
there is no user intervention needed until the end. Following the logical diagram, it is easy to get a hold on all key
steps of the process. Command from Labview is sent to
a DUT, and initialization of a PXI measurement system
is made. The measurement system then awaits return of
the status check from DUT. Measurement is then triggered
with the event on the DUT, in this case the I3C bus. As the
measure process finishes data acquisition, a data analysis
is carried out. This is a preliminary data analysis so that
the most significant signal parameters can be evaluated.
All of the measured data is stored permanently for any
additional off-line signal processing and analysis. Final
result is presented as a data report, report format depends
if the process has finished correct or with an error.
Signal parameters that are of key interest in this I3C
verification, are signal rise and fall times, and various data
signal to clock signal delays and intervals. These signal
parameters are defined by the specification of the I3C
protocol, for both Legacy and improved protocol version.

TEST PARAMETERS
&
SCHEDULE

START TEST
SCENARIO

SEND COMMAND
TO DUT

INITIALIZE
PXIe MEASURE

CHECK COMMAND
STATUS

YES

OK

MEASURE

NO

STOP MEASURE,
ANALYZE DATA

STOP TEST,
ERROR HANDLE

REPORT

Fig. 6: Automated test scenario flow
WAVEFORM INPUT
SIGNAL

PARAMETERS VECTOR INPUT
SDA

SCL

[ ][ ][ ][ ]

[ ][ ][ ][ ]

A. Legacy test scenario
tCAS

This paper is concentrated on Legacy signal parameters
testing of I3C protocol. Only the I2C capability of the I3C
Master is used. The important signals in this test scenario
are the data (SDA) and clock (SCL). The communication
for these tests is clocked at 100 kHz. Command control
set is aimed particularly for the Slave device connected
in DUT set-up. Each command deployed to the DUT
is transformed in three bytes sent to the Slave over the
I3C bus in I2C protocol regime. This process can be a
single-shot event or a sequence of events with the same
or different commands. This enables high data rate for a
purpose of statistical analysis.

B. Measurement process
Using a high sample rate digital oscilloscope there
is a significant improvement in quality of analytical
processing. Event trigger for waveform acquisition is a
falling edge of the SDA signal line. Two oscilloscope
channels record signal waveforms for each signal line,
SDA and SCL respectively. Acquisition process ends
with the expiration of time defined for a fixed length of
the recording window (RW). The recording window is
calculated with the values of communication speed on the
I3C bus and transmission data width. One single data bit
on the SDA line is clocked with one full SCL line clock
cycle. Sending the N data bytes, containing 9 bits per byte,
multiplies the duration of one clock cycle period (in this
case 10 µs). When calculated, an 50% increment in value
is added the record window length, as shown by Equation
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FIND LEVELS

tCBP
MARK INDEX

PARAMETERIZE

VECTOR OUTPUT

tDS
tSU
tVD

tf, tr
tHIGH, tLOW
EVALUATOR

Fig. 7: Signal parametrization and evaluation

1, thus ensuring proper and wholesome recording of
START and STOP conditions.
RW [s] = (Nbytes · 9 · TSCL ) · 1.5

(1)

C. Analysis process
The recorded waveform is a set of discrete amplitude samples in time. Relation between the samples
at predefined amplitude levels is an equivalent to time
difference in real signal. The analysis is carried out in two
consecutive steps. First step is a signal parametrization.
Each of two signals is analysed for characteristic patterns.
Those patterns are START, IMPULSE and STOP.
Key amplitude levels for signal analysis, as defined
with I3C protocol specification, are 30% and 70% of
the maximal amplitude. Algorithm developed in this paper scans all samples in the waveform record from the
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Slave were factory verified, all measured values are in
the specified range.

SDA

tHIGH

SCL

tLOW

START

IMPULSE

STOP

Fig. 8: Timing diagram with key parameters

beginning to the end. Tracking of the index values for
key amplitudes is carried out in conjunction with signal
pattern recognition. When a pattern is found, the index
values of the corresponding samples are logged to a
parameter vector.
The final step of signal analysis is for algorithm to
determine timing relations between two signals with the
use of vectors as shown in Fig. 7 as a integral logical
diagram. Those relations, as mentioned before, are defined
within the protocol specifications. Timing analysis in this
paper is shown graphically in Fig. 8. Each timing after
calculation is represented as a number of samples between
two key amplitude levels. Using the sample rate of the
oscilloscope that value is easily converted to a time-based
representation.
D. Evaluation process
The last step is comparison of measured values with
the min-max limits given by the protocol specification.
Traditionally, if the parameters are in appropriate value
range, an event is marked as PASS, and all other values
outside specified range are marked as FAIL. Since control
software keeps trace in test numbering and test events,
exact PASS or FAIL events can be pinpointed for a further
in-depth analysis if needed.
IV. TEST RESULTS
By a definition, the verification is the process of ensuring that parameters defined by the specification are met
in the physically realized device. In this case, parameters
in consideration are timing values between two signals
in the communication protocol. By ensuring all measured
values are in the specified range, the verification process is
complete and device is successfully verified. Test results
presented in this section are obtained from 8 consecutive
measurements on the I3C bus. Total count of bytes
analysed is 24.
As stated in the previous section the result of signal
evaluation is a single mark of passing or failing the test.
For a better insight, Table I shows the numeric results of
measurement on the DUT in question. Measured values
are presented in the data range delimited by the lowest and
highest value measured. Since there was no fragmentation
of the measured signals and both I3C Master and I2C
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TABLE I: Signal evaluation results
Parameter

Min

Min – max measured
(Average)

Max

RESULT

tCAS (µs)
tCBP (µs)
tLOW (µs)
tHIGH (µs)
tDS (µs)
tSU (µs)
tV D (µs)
tf (ns)
tr (ns)

0.6
0.6
1.3
0.6
0.3
0.1
—
20
20

20.4 (20.4)
0.8 (0.8)
20.6 – 21.3 (20.8)
19.9 – 20.0 (19.9)
1.1 – 1.4 (1.1)
19.7 (19.7)
1.4 – 1.7 (1.5)
140 – 560 (287)
210 – 670 (556)

50
50
50
50
3.5
—
3.5
1200
1200

PASS
PASS
PASS
PASS
PASS
PASS
PASS
PASS
PASS

V. DISCUSSION
It is important to note that based on the physical
parameters of test set-up equipment used and low communication speeds there is no secondary effects (SE) that
could impair the measured values. By the term of SE
we consider electrical phenomenon’s such as: noticeable
parasitic losses, electromagnetic interference, signal line
impedance mismatches, etc. This is easily confirmed by
adding the additional parasitic capacitance to the bus lines
thus increasing the signal rise time and worsening the
timing values of the signal.
High signal resolution in waveform recording process
enables accurate signal representation and great precision
in data analysis. A great concern was devoted to algorithms in data analysis so that no noticeable distortion is
added to a signal in the analysis process.
A. Further work
Since this paper is concentrated only on a single feature
of I3C protocol verification, the Legacy communication,
a further improvement of test methods and test set-up is
expected.
VI. CONCLUSION
This paper presents the control system architecture,
general principle of software support, measurement setup and process of measurement and data verification. By
automating test and measurement process, it is possible
to acquire large data set for tests. In a practical sense,
this paper proves the used test methods are valid. The
evaluation process is also able to highlight the measurement results that are on the far sides of the median value.
Feature like this can help to find possible errors if such
a behaviour is noticed.
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Abstract—This paper presents a robust set-based model
predictive current control algorithm for grid-tied inverter
with an LCL filter. Taken into consideration are variations in
grid frequency and grid impedance, as well as uncertainties
in the LCL filter parameters which are modeled in polytopic
linear parameter varying framework. A robust state feedback
gain based on H∞ and regional pole placement constraints
is synthesized solving a linear matrix inequality (LMI)
problem, using this gain robust positively invariant terminal
set is computed. From the terminal set, a family of control
invariant sets is computed offline. Optimization problem is
solved online subject to invariant sets membership constraint
steering the states of the system to terminal set in finite
time. Control algorithm is tested in simulation under grid
frequency disturbance and various power loads.
Keywords—power converters, model predictive control, finite
control set, robust control

I. I NTRODUCTION
In the last two decades controlling the power converters
using model predictive control has been widely used [1],
[2]. Two approaches that are seen in use are continuouscontrol set (CCS-MPC) and finite-control set (FCS-MPC)
model predictive control. Control based on CCS-MPC
solves and minimization problem on a finite horizon result
of which is a continuous control signal that then applied to
the converter using a modulator. Opposite to CCS-MPC,
a FCS-MPC uses the fact that power converters have a
fixed number of switching states by using simple brute
force algorithms to find the switching state with minimal
error and then applies it to the converter.
To ensure the stability and efficiency of inverters using
the FCS-MPC approach additional care has to be taken
as the optimization algorithm implemented only finds a
suboptimal solution due to the finite set of control actions,
such as estimating the error of a suboptimal control action
and modelling it as a disturbance to the system [3]–[5].
Other approaches propose lengthening the control horizon
but this in turn might pose an untractable problem if
naive algorithms are used. To remedy this advanced search
algorithms need to be used [6], [7].
The LCL filters are designed to be used at a constant
switching frequency [8] which gives further advantage to
the CCS-MPC approach, together with the ability to work
with different systems and power levels [9].
Set invariance in control is well-established topic [10].
To represent control invariant sets in computer memory
pollyhedral or ellipsoidal approximations are used. Polyhedral approximations give larger regions of attraction
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but their representation in memory is cumbersome and
the computational cost very high or even untractable
considering the fast dynamics of power inverters. Aprroximating invariant sets with ellipsoidal sets reduces this cost
significantly, but at the cost of smaller regions of attraction.
Power inverters linked to LCL filters require a robust
control design to deal with preturbations in filter parameters [11]. To address this problem in an unified and
systematic way linear polytopic models with a LMI state
feedback control have been sucessfuly used [12], [13].
In this paper a robust model predictive control algorithm
for controlling a grid connected inverter with an LCL
filter we presented in our previous work is extended. To
address the uncertainties in filter parameters, the change
in grid impedance or frequency, we formulated a linear
parameter varying mathematical model. Robust ellipsoidal
approximations of invariant sets are computed offline, first
a robust feedback gain is synthesized form which we
compute a robust terminal set, then from the terminal
set family of ellipsoids is obtained. On-line the model
predictive controller steers the system states to the terminal
set in a finite number of steps. We tested the proposed
approach in simulation using MATLAB/Simulink under
extreme uncertain values of filter parameters, as well as
the disturbance in grid frequency and inductance.
The paper is divided as follows: Section II presents
the linear parameter varying mathematical model of a two
level inverter connected to the grid through an LCL filter,
Section III presents the proposed robust model predictive
controller, Section IV shows the simulation results of a
proposed controller and Section V concludes the paper.
II. M ATHEMATICAL MODEL OF A GRID CONNECTED
TWO LEVEL INVERTER WITH AN LCL FILTER
Consider the grid connected tree-phase converter with
an LCL filter in Fig. 1, to obtain a model in synchronous
T
reference frame, three-phase quantities i1 = [i1a i1b i1c ] ,
T
T
vc = [vca vcb vcc ] , i2 = [i2a i2b i2c ] representing
converter side current, capacitor voltage and grid side
current respectively are transformed as follows:
[
[
[

i1d
vcd
i2d

[
]T
= Tdq i1a i1b i1c
]T
[
]T
vcq
= Tdq vca vcb vcc
]T
[
]T
i2q
= Tdq i2a i2b i2c
i1q

]T

Where Tdq is well-known Park transformation:
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L1 , L2 , r1 , r2 , C and f in a certain range around the given
nominal values, ie.
L1
i 1a
L1

+
Vdc

+
−

i 1b
L1

−

r1

r2

Lf

Lg

r1

r2

Lf

i 2a
Lg

Lf

i 2b
Lg

r1

r2

+
+
+

vga
vgb
vgc

L1,nom − ξL1
L2,nom − ξL2
r1,nom − ξr1
r2,nom − ξr2
Cnom − ξC
fnom − ξf

−
−
−

i 2c

i 1c
C + C + C +
vcb
vcc
vca
−
−
−

Tdq

2
=
3

(
)
(
) ]
sin (θ − 23 π ) sin (θ + 32 π )
. (1)
cos θ − 23 π cos θ + 23 π

sin θ
cos θ

T

Let x(t) = [i1d (t) i1q (t) vd (t) vq (t) i2d (t) i2q (t)] be
the state vector with quantities in stationary frame. Vector
T
u(t) = [ud (t) uq (t)] represents the voltage applied by
T
the inverter and vector v(t) = [vd vq ] represents the grid
voltage. The controlled output y(t) are the grid currents
[i2d (t) i2q (t)]. Then the continuous time state-space linear
model is given by

(2)

where


1/L1
 0

 0
B=
 0

 0
0
and

1
C

− L11
0
0
−ω

0
0

0
− L11
ω
0
0

0

1
L2

ω
− Lr11
0

1
L2

0
0
− C1
0
− Lr22
−ω



0
0
 0
1/L1 



0 
,D =  0

 0
0 

−1/L2
0 
0
0

[
0
C=
0

0
0

0
0

0
0

1
0


0
0 

0 
,
− C1 

ω 
− Lr22

0
0 

0 

0 

0 
−1/L2

]
0
,
1

With the respect to said uncertainties the system model (2)
can be written as a polytopic LPV model [14]. Vertices
(Ac,i , Bc,i , Dc,i , Cc,i ), i ∈ {1, . . . , 64} represent 64 possible combinations of extreme values of system parameters
and define a polytopic matrix family

M=

{ 64
∑

αi (Ac,i , Bc,i , Dc,i , Cc,i )

64
∑

}
αi = 1, αi ≥ 0 .

i=1

(6)
That is, every system with parameters inside predefined
intervals (4) can be written as a convex combination of
vertices (Ac,i , Bc,i , Dc,i , Cc,i ), i ∈ {1, . . . , 64}.
Now, our system can be written as

x(k + 1) = Ad (α)x(k) + Bd (α)u(k) + Dc (α)v(k)
y(k) = Cc (α)x(k)
(8)
where
(3)

with Lf and Lg standing for grid side filter inductance and
unknown grid inductance respectively, and Lg ∈ [0, Lmax ].
To take LCL filter uncertanies into consideration, as
well as grid frequency fluctuation we assume parameters
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(5)

ẋ(t) = Ac (α(t))x(t) + Bc (α(t))u(t) + Dc (α(t))v(t)
y(t) = Cc (α(t))x(t)
(7)
64
where α : R+
→
R
is
a
function
of
time
0
that for every t ≥ 0 retrieves scalars αi , i ∈
{1, . . . , 64} which define the systems as a convex
combination of vertices of a family M, obviously
(Ac (α(t)), Bc (α(t)), Dc (α(t)), Cc (α(t))) ∈ M. (For
brevity we omit writing the argument t of a function α
in the text below.)
Discrete-time representation of a system (7) with constant sampling time T using a forward Euler discretization
is

with ω = 2πf , where f is the grid frequency.
The grid side inductance L2 is modeled as
L2 = Lf + Lg

ri,norm + ξri
ri,norm − ξri
≤ θi ≤
.
Li + ξLi
Li − ξLi

i=1

ẋ(t) = Ax(t) + Bu(t) + Dv(t)
y(t) = Cx(t)

 r1
− L1
 −ω
 1

C
A=
 0

 0
0

(4)

Where parameter θi := ri /Li , i ∈ {1, 2} is modelled as
independent in range

Fig. 1. Two-level grid connected converter with LCL filter

[

≤L1 ≤ L1,nom + ξL1 ,
≤L2 ≤ L2,nom + ξL2 ,
≤r1 ≤ r1,nom + ξr1 ,
≤r2 ≤ r2,nom + ξr2 ,
≤C ≤ Cnom + ξC ,
≤f ≤ fnom + ξf .

Ad (α) = I + T Ac (α),
Bd (α) = T Bc (α),
Cd (α) = Cc (α),
Dd (α) = T Dc (α).
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A. Equilibrium point
T

An equilibrium point [xd ud ] for system (7), considT
ering a desired reference r of the output y = [i2d i2q ]
under constant grid voltage v, is computed as
[

] [
]−1 ([ ] [
] )
xd
Ac (α) Bc (α)
0
Dc (α)
=
−
v . (9)
ud
Cc (α)
0
r
0

Define e(k) = x(k) − xd as an error around equilibrium
T
point [xd ud ] of a system (8), for a given output reference
r under constant grid voltage v, then the error dynamics
is obtained
e(k + 1) = Ad (α)e(k) + Bd (α)uerr (k),

(10)

where uerr (k) = u(k) − ud .
It is obvious this is also a polytopic family with vertices
(Ad,i , Bd,i ), i ∈ {1, . . . , 64} and interior points given by
(Ad (α), Bd (α))=

64
∑

αi (Ad,i , Bd,i )

(11)

i=1

for αi ∈ [0, 1] for all i ∈ {1, . . . , 64},

∑64
i=1

αi = 1.

III. E LLIPSOIDAL MPC
In this section we recall the results from [15].
We say a set I is control invariant for the polytopic
system (10) if for all e ∈ I and all α ∈ [0, 1] there exists
control action uerr ∈ U such that Ad (α)e+Bd (α)uerr ∈ I
holds. Given such set I it is possible to construct a family
of sets {Ii | i ∈ N} with
I0 = I
Ii = {e | ∃uerr ∈ U, ∀α ∈ [0, 1] ,
Ad (α)e + Bd (α)uerr ∈ Ii−1 }.

(13)

(14)

where In is the operation finding inner ellipsoidal approximation of a given set.
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P + P T − Si

0
1
 (Ad,i − dI)P + 1 Bd,i
r
r
Cd,i P

∗
µI
Dd,i
0

∗
∗
Sj
0

∗
∗
∗
µI



>0


(15)
for symmetric positive definite matrices P, Si ∈ R6×6 and
R ∈ R2×6 state feedback gain
K = RP −1

(16)

is guaranteed to be close loop stable for system (10).
Tuning parameter µ denotes closed loop H∞ cost, and
scalars d and r define a circle with center in a point (d, 0)
with radii r where the closed loop poles belong.
To represent ellipsoidal set we use the usual quadratic
constraints: let Q be a square positive semidefinite matrix
then EQ = {x ∈ Rn | xT Qx ≤ 1} is an ellipsoidal set
with a center in origin. To obtain the terminal ellipsoidal
set E0 we solve the optimization problem
min a
a∈R

K T K − aP ≤ 0,
a ≥ 0,

s.t.

(17)

and set its defining positive semidefinite matrix P0 to

(12)

there exists the family of ellipsoidal sets {Ei |i ∈ N}
satisfying the recursion
E0 = E
Ei = In({e|∃uerr ∈ U , ∀α ∈ [0, 1] ,
Ad (α)e + Bd (α)uerr ∈ Ei−1 }),



P0 =

Sets Ii represent all the states that can be steered to Ii−1
using a single control action. To ease the computational
burden for finding such sets we adopt the following ellipsoidal inner approximations of sets Ii proposed in [16].
As shown in [17], given a stabilizing feedback gain K and
an nonempty ellipsoidal control invariant set E ⊂ Rn , that
is:
(Ad,i − Bd,i K)e ∈ E, ∀e ∈ E, i ∈ {1, . . . , 64},

1) Ellipsoidal sets computation (offline): To begin the
recursive construction of ellipsoidal sets first we need
to synthesize a feedback gain K that is stabilizing for
the vertices of a system (10). Using the linear matrix
inequality(LMI) approach presented in [18], by solving
the following LMI feasibility problem for i ∈ {1, . . . , 64}
and j ∈ {1, . . . , 64}

a
P,
u2max

(18)

where umax is the maximal magnitude of a control signal
uerr , and a ≥ 0 is the scaling factor.
For iterative construction of ellipsoids Ei , i ∈ {1, . . . n}
we use the following equation as proposed in [16]




Ei = Πe In 

64
∩


j
∩ (R6 × E U )
Ẽi−1

(19)

j=1
j
where Ẽi−1
are ellipsoids defined in the extended space
T
[e uerr ] ∈ R8 as

T

j
Ẽi−1
= {[e uerr ] | Ad,j e + Bd,j uerr ∈ Ei−1 },

(20)

E U is ellipsoidal representation of the set of control inputs
and Πe is projection operation to the state space from the
extended space.
It is worth noting that solving the LMI problem (15)
and finding the ellipsoids Ei using equation (19) involves
solving a semidefinite optimization problem which is
easily computed on modern personal computers within
seconds [19].
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2) Control algorithm (online): MPC algorithm that will
be run online is now given as:
1) k = 0
2) Find i(k) = min{i | e(k) ∈ Ei }
3) If i(k) == 0 set uerr (k) = −Ke(k)
4) else
u(k) = min

J(e(k), u(k))

s.t.
Ad,j e(k) + Bd,j u(k) ∈ Ei(k)−1 ,
j ∈ {1, . . . , 64}
(21)
5) k = k + 1; jump to 2.
where J is some appropriate cost function.
IV. R ESULTS
Nominal system parameter values for the converter and
LCL filter are given in Table I. Setting the sampling time
to T = 50µs (same as PWM switching time) vertices of
discrete model (10) are calculated for every combination
of extreme values of uncertainties given in Table II. State
feedback controller K (16) is synthesized using (15) for
the parameter values of r = 0.42, d = 0.5 and µ = 100
with control gains


44.0308
−2.2777
 2.2806
44.0308 



0.0926
−0.2024 
.
(22)
KT = 
 0.2026
0.0926 


−33.3988
0.5013 
−0.5021 −33.3978
To check the robust stability of the feedback controller
K, closed loop eigenvalues are computed for every vertex
(Ad,i , Bd,i ) of a polytopic matrix family M. Figure 2
shows all the eigenvalues inside the unit circle for every
system despite the variation in parameters. Next, using the
procedure described in section III we calculate the family
of robust ellipsoidal sets offline.

1
0.8
0.6
0.4
0.2
0
-0.2
-0.4
-0.6
-0.8
-1
-1

-0.8 -0.6 -0.4 -0.2

0

0.2

0.4

0.6

0.8

TABLE I
N OMINAL CONVERTER AND GRID PARAMETERS
Symbol
r1
L1
C
r2
Lf
Lg
Vdc
vg
f
fP W M

Description
Inverter resistance
Filter inductance
Filer capacitance
Grid resistance
Filter inductance
Grid inductance
DC link voltage
Grid peak voltage
Grid frequency
PWM frequency

Value
0.5
1.7
5
0.5
1.7
0–1
500
180
60
20

Unit
Ω
mH
µF
Ω
mH
mH
V
V
Hz
kHz

TABLE II
C ONVERTER AND GRID PARAMETER UNCERTAINTIES
Symbol
ξr 1
ξL1
ξC
ξr 2
ξLg
ξf

Description
Inverter resistance uncertainty
Filter inductance uncertainty
Filer capacitance uncertainty
Grid resistance uncertainty
Grid inductance uncertainty
Grid frequency uncertainty

Value
±0.1
±0.1
±0.1
±0.1
0–1
±3

Unit
Ω
mH
µF
Ω
mH
Hz

For the model predictive controller cost function we
chose
J = (Ad e(k) + Bd u(k))T P(Ad e(k) + Bd u(k))

(23)

to obtain minimal time control, where P is matrix representing the terminal invariant ellipsoid E0 and Ad and Bd
are system matrices corresponding to the nominal system.
Experiments were conducted in simulation using MATLAB/Simulink, inverter with PWM algorithm and an LCL
filter was modelled using Simulink blocks, with control
algorithm written in MATLAB. The following experiments were performed; response of the nominal system
to tracking the grid current reference, response of the
system with perturbed filter parameters to tracking the grid
current reference, and behaviour of the system under grid
frequency change.
Nominal system results are shown in Fig. 3. Grid current
reference was set to peak value of 10A, and then changed
to 20A at 0.02s. System shows fast transient behaviour
and very low higher harmonic content as shown in Fig. 4,
with an THD of 1.84% [20].
When perturbing the LCL filter parameters simulated
results featured higher harmonic content and overall THD,
but very similar dynamic response. Results are show for
one extreme case with ξL1 = −0.1mH and ξC = +0.1µF
in Fig. 5 and 6 showing higher but acceptable [21]
harmonic content of grid current.
When changing the grid frequency from 57Hz to 63Hz
at 0.02s 7 systems stays stable, also by changing the
current reference to -10A at 0.1s it is demonstrated that
algorithm supports two way energy flow, to and from grid.

1

V. C ONCLUSION
Fig. 2. Eigenvalues of a closed loop system for 64 combinations of
extreme parameter values
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In this paper we proposed an robust ellipsoidal set
based model predictive control algorithm to control a
two-level grid-tied inverter connected through an LCL
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Fig. 3. Nominal system response. (top) Grid current in dq coordinates;
(bot.) control signal in dq frame.

Fig. 5. System response with perturbation in filter parameters (ξL1 =
−0.1mH, ξC = 0.1µF); (top) Grid current in dq coordinates; (bot.)
control signal in dq frame.
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Fig. 4. Harmonic content of phase-a grid current of a nominal system.
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Fig. 6. Harmonic content of phase-a grid current of a system with
perturbation in filter parameters.
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determination acc.to IEC for specific induction
motor
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Abstract - As energy efficiency is becoming more and more
important, it was no surprise that IEC introduced new
standards with mandatory efficiency classes for the biggest
electric power consumers, electric motors. More precisely,
induction motors which are estimated to use more than 60%
of worldwide electric energy. IEC 60034-30-1:2014 defines
efficiency classes IE1, IE2, IE3 and IE4 (where IE4 is highest
rating i.e. biggest energy savings) for induction motors rated
for sinusoidal voltage. Measurement methods required
equipment accuracy and data analysis are described in
60034-2-1. Edition 2.0 of this standard came into force in
June 2014 and replaced edition 1.0. from year 2007. Before
this standard, the valid standard was IEC 60034-2:1996. The
main issues are: efficiency classes became mandatory from
year 2009 and not just voluntary as before, an agenda to unify
class standards all over the world under these new IEC
standards has been put forth and measurement methods are
standardized worldwide. In this paper, one induction motor
will be tested according to the newest standard and analyzed
to check how different methods of loss calculation affect
efficiency. Loss calculation will be determined acc. to IEC
60034-2, IEC 60034-2-1 (direct and indirect method).
Keywords – induction motor; efficiency; losses; IEC;
additional losses

I.

INTRODUCTION

In this article will be displayed and compared different
efficiencies obtained from the single tested induction
motor. Measured data are the same, only difference is in
analysis of this data acc.to IEC standards and methods.
Main difference in methods are direct efficiency
determination or indirect efficiency determination. Direct
efficiency determination is method by which the
determination of efficiency is made by directly measuring
the input power and output power.
Indirect efficiency measurement is method by which
the determination of efficiency is made by measuring the
input power or the output power and determining the total
losses. Those losses are added to the output power, thus
giving the input power, or subtracted from the input power,
thus giving the output power [7].
For motors, electrical power is input power and
mechanical power is output power. The respective loss
components are, iron losses, windage and friction losses,
stator and rotor winding losses, additional load losses. All
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of them will be determined as stated in IEC 60034-2-1.
II.

MANDATORY LEGISLATIVES

A. Efficiency classes
This article will compare efficiencies obtained from the
single tested induction motor. Measured data are the same,
only difference is in analysis of this data acc.to IEC
standards and methods.
Induction (asynchronous) motors, as energy using
products, must comply to new ecological standards and
legislation (ErP directive - ErP = Energy related Products
and EU directive EC 640/2009) for efficiency of induction
motors that have become national law in all EU countries
[9]. This guidelines and demands are based on IEC standard
60034-30-1 that defines four efficiency classes (IE1 – IE4)
for 50 and 60 Hz on line operation motors. Class IE1 is
lowest i.e. most energy consumption while IE4 is highest
class. New efficiency classes have been defined in IEC
60034-30-1 for induction motors where IE stands for
International Efficiency:
•
•
•
•
•

IE1 (Standard Efficiency)
IE2 (High Efficiency)
IE3 (Premium Efficiency)
IE4 (Super Premium Efficiency)
IE5 – yet to be fully defined

The efficiency classes should be determined accordant to
IEC 60034-2-1 where there are measurement equipment
and procedure described in detail. The changes became
effective:
• from 16. July 2011: the specified minimum
efficiency class for induction motors must be IE2
• from 01. January 2015: the specified minimum
efficiency class for induction motors must be IE3
for power ratings from 7.5 kW to 375 kW or
alternatively, an IE2 motor plus frequency
converter
• from 01. January 2017: the specified minimum
efficiency IE3 must be achieved for power ratings
from 0.75 kW up to 375 kW or alternatively, an
IE2 motor plus frequency converter.

185

B. Scope
Energy classes are specified for single speed electric
motors that are rated according to IEC 60034-1 or IEC
60079-0, are rated for operation on a sinusoidal voltage
supply and:
• have a rated power Pn from 0,12 kW to 1000
kW
• have a rated voltage Un above 50 V up to 1 kV
• have 2, 4, 6 or 8 poles
• are capable of continuous operation at their
rated power with a temperature rise within the
specified insulation temperature class
• are marked with any ambient temperature
within the range of -20 °C to + 60 °C
• are marked with an altitude up to 4000 m above
sea level
Standard IEC 60034-30-1 establishes a set of limit
efficiency values based on frequency, number of poles
and motor power [6]. Excluded are:
•

single speed motors with 10 or more poles or
multi speed motors
• motors with mechanical commutators (such as
DC motors)
• motors completely integrated into a machine
• motors with integrated frequency converters
when the motor cannot be tested separately
from the converter
• brake motors when the brake is an integral part
of the inner motor construction
• submersible motors specifically designed to
operate wholly immersed in a liquid
• smoke extraction motors with a temperature
class above 400 °C
The current regulation EC 640/2009 will be replaced
from July 2021 by Regulation on electric motor and
variable speed drives EU 2019/1781 that will expand
demands and widen the scope of electric motor regulated
[10].

TABLE I.

TABLE II.

LOADING AND MEASUREMENT EQUIPMENT

Load motor

400V, 50 Hz, 11kW

Torque transducers

TM 310/011

Torque and speed display

Model 3411, Magtrol

Digital michroohmeter

UT 320A

Data acquisition

NI USB 6212

3 phase transformer

Metrel, 0 - 470V

III.

DESCRIPTION OF EQUIPMENT

A. Demands acc. to IEC on equipment
Digital instruments must be used whenever possible.
The measuring instruments for electric quantities shall have
the equivalent of an accuracy class of 0,2 in case of a direct
test and 0,5 in case of an indirect test.
The instrument used to measure the torque shall have a
minimum class of 0,2. The speed measurement should be
accurate within 0,1 revolution per minute.
B. Equipment
• Data of used equipment for measurement are
represented in Table I.
•

Tested motor data are represented in Table II.

•

Testing station with tested motor, load motor and
torque transducer is displayed in Figure 1

IV.

TEST PROCEDURE AND DATA ANALYSIS

A. Efficiency calculation
The electric motor efficiency (η) is defined as the ratio
between output power (P2) and input power (P1).

𝜂=

𝑃2
𝑃1

=

𝑃1 −𝑃𝑇
𝑃1

()

Regarding indirect measurement method in IEC 600342-1 standard, the mechanical output power is not directly

TESTED MOTOR DATA

3 PHASE MOTOR

TYPE: 100L - 4

400 V

TRIANGLE

50 HZ

1455 RPM

4,65 A

COS Φ = 0.81

2,2 KW

IE2 – 84,3 %

3 PHASE MOTOR

TYPE: 100L - 4
Figure 1. Testing station
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measured, but it is calculated subtracting total motor losses
(PT) from the input power (P1).

Slip correction factor (sθ) is calculated as:
𝑠𝜃 = 𝑠 ∙ 𝑘𝜃

()

Total losses are calculated as the sum of constant losses
(Pc), the load losses in stator (Ps,θ) and rotor (Pr,θ) corrected
to a reference coolant temperature of θ = 25 °C and
additional load losses (PLL):

Rotor winding losses are calculated as:
𝑃𝑟,𝜃 = (𝑃1 − 𝑃𝑠,𝜃 − 𝑃𝑓𝑒 ) ∙ 𝑠𝜃

()

()

𝑃𝑇 = 𝑃𝑐 + 𝑃𝑠,𝜃 + 𝑃𝑟,𝜃 + 𝑃𝐿𝐿

In this paper additional load losses will be calculated on
the following manner:
•

Determined as 0.5% of input power [8]

•

Determined from assigned value [7]

•

Determined from residual losses [7]

First method is used in IEC 60034-2, and the last two
are introduced in IEC 60034-2-1 where determination from
residual losses is preferred low uncertainty method. Tests
below are described in an order they were performed.
B. Rated load test
The machine was loaded by suitable means (load motor)
with rated output power and operated until thermal
equilibrium is achieved (rate of change 1 K or less per half
hour). Following quantities are recorded: input power (P1),
torque (T), current (I), voltage (U), operating speed (n),
voltage frequency (f), stator resistance (R), temperature of
ambient i.e. cooling air (θc) and winding temperature at
rated load determined from resistance change (θw).
Stator winding losses are calculated as:
𝑃𝑠,𝜃 = 1,5 ∙ 𝐼 2 ∙ 𝑅 ∙ 𝑘𝜃

()

where current (I) and stator resistance (R) are line to line
values and the correction factor (kθ) is for stator winding
resistance to a standard reference temperature of 25 °C .
Correction factor for stator winding resistance (kθ) is
calculated as:
235+𝜃𝑤 +25−𝜃𝑐
()
𝑘𝜃 =

where are used measured values for iron losses (Pfe) and
stator winding losses (Ps,θ) subtracted from electrical input
power (P1) and multiplied with the slip corrected to a
reference coolant temperature of 25 °C (sθ).
C. Load curve test
The test is carried out immediately after the load test
with the motor at operating temperature. Six load points are
recorded: 140 %, 120 %, 100 %, 80 %, 60 %, 40 % of rated
load. For each load point, recorded data are: voltage (U),
current (I), input power (P1), operating speed (n), frequency
(f), torque (T).
From this test, additional load losses (PLL) are
determined. Firstly, residual load losses (PLr) shall be
determined for each load point by subtracting from the
input power (P1): the output power (P2), the uncorrected
stator winding losses at the resistance of the test (Ps), the
uncorrected rotor winding (Pr), the iron losses (Pfe) and the
windage and friction losses (Pfw):
𝑃𝐿𝑟 = 𝑃1 − 𝑃2 − 𝑃𝑠 − 𝑃𝑟 − 𝑃𝑓𝑒 − 𝑃𝑓𝑤

()

After smoothing of residual loss data versus the square
torque by using the linear regression analysis, the validity
of the test is checked by the correlation coefficient for linear
regression. If obtained correlation coefficient is strictly
higher than 0.95, the additional load losses (PLL) can be
calculated as:
()

𝑃𝐿𝐿 = 𝐴 ∙ 𝑇 2

Where A is the regression line slope of the residual data
and T is the machine torque.

235+𝜃𝑤

TABLE III.

CALCULATED EFFICIENCIES
Direct method

Total losses = 471 W

89,5

79,7

81,9

82,2

84,3

86,7

η = 82,4 %

Indirect method
IEC 60034-2-1 with stray
losses determined from
residual losses
IEC 60034-2-1 with stray
losses determined from
assigned value
IEC 60034-2 with stray
losses determined as 0,5%
of input power

Total losses
= 475,6 W

η = 82,2 %

Total losses
= 490,9 W

η = 81,6 %

Total losses
= 495,3 W

η = 81,5 %
.

Figure 2. Relevant IE efficiencies values for 2,2 kW, 50Hz, 2,2kW
motor [6]
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TABLE IV.

COMPARISON BETWEEN THE LOSS CONTRIBUTION COMPUTED BY DIFFERENT STANDARDS IN RATED LOAD

INDIRECT METHOD
STATOR JOULE LOSSES (W)

ROTOR JOULE LOSSES (W)

IRON LOSSES (W)

60034-2-1

60034-2

60034-2-1

60034-2

60034-2-1

60034-2

216,6

241,9

74,6

81,2

111,5

130,6

STRAY LOAD LOSSES (W)
60034-2-1 FROM
RESIDUAL LOSSES

60034-2-1 FROM
ASSIGNED VALUE

60034-2 AS 0,5 % OF

46,9

62,2

13,4

Assigned value for additional losses introduced in IEC
60034-2-1 can be calculated for 1 kW < P2 < 10 000 kW as:
𝑃𝐿𝐿 = 𝑃1 ∙ [0,025 − 0,005𝑙𝑜𝑔10 (

FRICTION AND WINDAGE LOSSES (W)

INPUT POWER

𝑃2
1 𝑘𝑊

)]

()

D. No load test
The no load test is carried out on a hot machine
immediately after the load curve test. In the standard [1] is
suggested to make this test in eight voltage points
descending from 110% of rated voltage down to 30% of
rated voltage. For this paper were recorded twelve points
from 120% down to 10% with decrement of 10%. At each
of the voltage values must be recorded: voltage (U0),
current (I0), power (P0). Determine the stator resistance
(R0) immediately before and after the no load test. The
interpolated winding resistance of each voltage point shall
be calculated by interpolating the resistances before and
after the test linearly with the electrical power (P0). From
this test are obtained constant losses, subtracting the no load
stator winding losses (Ps0) from the no load input power
(P0):
()

𝑃𝑐 = 𝑃0 − 𝑃𝑠0 = 𝑃𝑓𝑤 + 𝑃𝑓𝑒

26

28,2

Where stator losses (Ps) is calculated as:
𝑃𝑠 = 1,5 ∙ 𝐼02 ∙ 𝑅𝑙𝑙,0
()
with Rll,0 being the interpolated winding resistance at each
voltage point.
For friction and windage losses, from the four or more
consecutive no load loss points between approximately
60% and 30 % of voltage, curve of constant losses (Pc) must
be developed against the voltage squared (U02). Then, a line
must be extrapolated to zero voltage. Interception of line at
zero voltage is considered the friction and windage losses
(Pfw).
For the iron losses, from the values of voltage between
approximately 90% and 110% of rated voltage, curve of
iron losses (Pfe) must be developed against voltage at each
point (U0) where:
()

𝑃𝑓𝑒 = 𝑃𝑐 − 𝑃𝑓𝑤

To determine the iron losses at full load the inner
voltage Ui that takes the resistive voltage drop in the
primary winding into account is calculated by:
()

𝑈𝑖 =
and also is determined summation of friction and windage
losses (Pfw) and the iron losses (Pfe).

Prθ, W
16%

PLL, W
10%

Pfe, W
23%

Pfe, W
Pfw, W
Psθ, W
Prθ, W
PLL, W

Figure 3. Distribution of losses on tested motor

188

2

2

∙ 𝐼 ∙ 𝑅 ∙ 𝑐𝑜𝑠𝜑) + (

√3
2

2

∙ 𝐼 ∙ 𝑅 ∙ 𝑠𝑖𝑛𝜑)

where voltage (U), current (I), resistance (R) and power
factor (cos φ) are from the rated load test.

Pfw, W
5%
Psθ, W
46%

√(𝑈 −

√3

The iron losses at full load must be interpolated from
the iron losses over voltage U0 curve at the voltage Ui [1].
All relevant efficiencies classes data for type of tested
motor are represented in Figure 2.
V.

RESULTS AND DISCUSSION

Distribution of losses on measured motor is displayed in
Figure 3 from where is evident that dominant losses are the
one in stator winding. Calculated losses regarding different
standards are displayed in table IV. Measured efficiency is
represented in the table III where are comparable values
obtained with direct and indirect method according to IEC
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60034-2 and IEC 60034-2-1. Additional load losses are
calculated in three methods as mentioned above. For motor
of rated power 2,2 kW, 4 poles, rated voltage 400V and
rated frequency 50 Hz nominal efficiency required to meet
efficiency class IE2 acc.to IEC 60034-30-1 is 84,3 %.
Tolerated value acc. to IEC 60034-1 is 81,9 %. The tested
motor has efficiency in tolerance for IE2 class according
to direct method and indirect method with additional losses
determined from residual losses which is obligatory way
of testing for motor of this size and power. All of
efficiencies are represented in table III.
VI.

CONCLUSION

In this paper are described different methods of
efficiency determination from a single tested motor. Also
the measurement methods are generally described with
special acknowledgment in differences between standards
IEC 60034-2 and IEC 60034-2-1. Three methods for
additional loss calculation are described and calculated.
Results are showing that the most comparable values from
indirect method with direct method, are the ones with
addition losses determined from residual losses. This is also
stipulated in the standard as preferable method with low
uncertainty. It has to be emphasized that efficiency values
from motor manufacturers are only comparable if the same
measuring methods are used.
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Abstract—This paper represents a solution to the problem
of automatization of a web page robustness score grading.
Robustness of a web page is best defined as a property of a
specific web page to keep its layout and style of elements after
applying different modifications. The rapid development of web
pages has enabled a quick creation of numerous web pages, but
the question is what is the quality of those web pages in terms
of robustness. Automatic grading enables a relatively fast way of
creating a metric in terms of the score that specific web pages
get after being tested for the level of robustness. The research
framework consists of different technologies and concepts that
have been used during the implementation of a practical solution.
The paper describes data structures that have been used to
represent web pages as well as the machine learning methods
such as neural networks, used to calculate the robustness score.
Index Terms—Neural networks,Robustness,DOM,KNN algorithm,Machine Learning, Trees

I. I NTRODUCTION
Web page robustness can be an important factor in the
success of a web page. If a web page layout is easily broken
when new content is added or a component of the page is
changed, then the maintenance of the page will be expensive
and hard. Assessing the robustness can be an equally challenging problem. A web developer needs to have the experience
to know how to effectively create a web page so it is easy to
maintain and predict potential changes in the future. A web
page that is rigid and hard to change will become obsolete
quickly.
In this paper, one solution for automatic robustness of a
web page is created. This solution is created with Python,
because of its good support for different programming data
structures, especially matrix-based data structures. It was a
good choice for the implementation. A review of results is
presented in the result interpretation section. This paper is
structured as follows. First, the related work is analyzed,
after that a description of used tools and concepts is given.
The last two sections give a detailed description of algorithm
implementation details and interpretation of results.
A. Related Work
Several related papers have served as a motivation for
implementing building blocks of the algorithm. In [1] authors
use hidden Markov model on top of potentials derived from
DOM tree features using convolutional neural networks. Using
ideas from this paper, a representation of web page in a tree
form generated from the Document Object Model (DOM) has
been derived. The core of the algorithm is comparing original
web page and pages generated from a set of transformations.
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Comparing comes down to deriving a distance method which
quantifies the differences between the original page and transformed pages. In [2,3,4,5,6] authors present different ways
of comparing two web pages including visual, structural and
content similarity between pages. In [9] author designed an
algorithm that translates web page layouts into trees, using
them to calculate tree distance that can be used as similarity
metric. Authors [11] propose a theoretically guaranteed lineartime kernel computation algorithm. The concepts from this
paper have been used for solving bottleneck for common
computation when manipulating with tree data structure. In
[12] authors present a system that uses neural representations
to separate and recombine content and style of arbitrary
images, providing a neural algorithm for the creation of artistic
images. Values from different layers of neural network have
been used to calculate the similarity between layouts and style
of two web pages. Fig. 1 shows how the neural network can
be used to generate art.

Fig. 1. Generating art

Source: https://sandipanweb.wordpress.com/2018/01/02/deeplearning-art-neural-style-transfer-an-implementation-withtensorflow-in-python/
II. R ESEARCH F RAMEWORK
A. Tools
Python programming language was used for implementation of the building blocks of the algorithm. Python is an
interpreted, object-oriented, high-level programming language
with dynamic semantics. Its high-level built-in data structures,
combined with dynamic typing and dynamic binding, make
it very attractive for Rapid Application Development, as
well as for use as a scripting or glue language to connect
existing components. Selenium is an umbrella project for
a range of tools and libraries that enable and support the
automation of web browsers. Selenium has been used for
taking screenshots of web pages and for transforming web
pages using a combination of HTML changes via Javascript
and changing the dimensions of the browser which opens
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the page. The lxml XML toolkit is a Pythonic binding for
the C libraries libxml2 and libxslt. It is unique in that it
combines the speed and XML feature completeness of these
libraries with the simplicity of a native Python API, mostly
compatible but superior to the well-known ElementTree API.
Parsel is a BSD-licensed Python library for extraction and
removal of data from HTML and XML by using XPath and
CSS selectors, optionally combined with regular expressions.
The combination of these two libraries with another Python
package called BeautifulSoup makes HTML manipulation
easy and straightforward. NetworkX is a Python package for
creation, manipulation, and study of the structure, dynamics,
and functions of complex networks. These packages were used
to manipulate trees generated from the web page DOM. Keras
has been used for Machine Learning parts of the algorithm.
Keras follows best practices for reducing cognitive load: it
offers consistent simple APIs, minimizes the number of user
actions required for common use cases, and provides clear
actionable error messages. Keras also offers out-of-box models
like VGG16 neural network that has been used to extract
layout and style features.

B. Concepts
When you write an HTML document, you put the HTML
content into another HTML content. By this procedure you
set up a hierarchy that can be represented as a tree. Often this
hierarchical or encapsulated system is visually indicated by the
identification of the HTML document. When loading HTML
documents browser breaks and parses this hierarchy to create
a tree of nodes which is called DOM. The Jaccard similarity
index (sometimes called the Jaccard similarity coefficient)
compares members for two sets to see which members are
shared and which are distinct. It’s a measure of similarity for
the two sets of data, with a range from 0% to 100%. Jaccard’s
similarity is successfully applied as a method of finding textually similar documents in a large corpus. A tree is a nonlinear
data structure, compared to arrays, linked lists, stacks and
queues which are linear data structures. A tree can be empty
with no nodes or a tree is a structure consisting of one node
called the root and zero or one or more subtrees. The tree
has been used in the algorithm to represent web pages. They
have been generated from web pages DOM. A Convolutional
Neural Network (ConvNet/CNN) is a Deep Learning algorithm
that can take in an input image, assign importance (learnable
weights and biases) to various aspects/objects in the image
and be able to differentiate one from the other. One example
for CNN is VGG16 which is a convolutional neural network
model proposed by K. Simonyan and A. Zisserman from the
University of Oxford. The model achieves 92.7% top-5 test
accuracy in ImageNet, which is a dataset of over 14 million
images belonging to 1000 classes. This neural network has
been used along with transfer learning to extract layout and
style features from the web pages. Fig. 2 shows the building
blocks of this network.
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Fig. 2. VGG16 Neural Network [18]

C. Implementation
NetworkX and BeatifulSoup libraries have been used to
make it easy to work with HTML source code, and its conversion and representation in tree form. Selenium library enabled
the retrieval of the original page source code which Beautiful
soup uses to find the ”body” tag. This generated tree is passed
as an argument to a function that visits each time from the
current root of the tree to each leaf and builds a set that
represents a collection of subpaths. The collection of subpaths
is then used to calculate kernel distance between two trees, by
calculating the scalar product. Identical subpaths increase the
similarity between the two trees, while the different subpaths
do not affect the similarity. In other words they don’t change
the level of similarity.
A custom function for recording the current state of the
web page as a screenshot has been used. Selenium library has
been used for visiting the page with the given link in a headless
browser and taking a screenshot. This custom function has also
allowed us to send a Javascript code that will be executed
in the browser after the page load. Also an optional config
object can be set to modify the browser’s dimensions which
allows us to check web page responsiveness. These two
options are building blocks for creating page modification
and testing page robustness. First, it is necessary to define
what a modification represents. Every modification used in the
algorithm is a ”dictionary” in the Python program language,
with two keys ”modificationScript” and ”deviceMetric”. The
modification may be a manipulation of the DOM website using
Javascript scripts defined as a ”modificationScript” key value.
The modification can also have a defined value for the second
key ”deviceMetric” to describe the dimensions such as width,
height and resolution of the environment in which the page is
loaded.
Since both the original page and transformed pages representations are defined, a distance between them can be calculated. Using the following libraries ”difflib”, ”io”, ”parsel”
and ”lxml.html” structural and style similarity is calculated.
First, a web page is decomposed to a collection of HTML
tags and the ratio of the structural similarities between the
two pages is calculated by using the functions from the library
”difflib”. In other words, pages with a similar tag order will
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have a high value of similarity score, while pages with a
different order will have a relatively small similarity, and
thus the low similarity score. The same way CSS classes
are extracted from the source code of both pages and using
Jaccard similarity the distance between those two collections
is calculated. Each collection represents a unique set of class
names that have been extracted from the original website
code. Finally, combining these two similarity measures, a
structural and style similarity between two pages is derived.
The similarity measure is between 0 and 1, where values close
to 0 can serve as an indicator that two pages are not structurally
similar, while the score close to 1 indicates high similarity
between two pages.
VGG16 neural network has been used to extract features
from specific layers. Both screenshots, one for the original
page and one for the transformed page after applying one
of the transformations, are used as inputs to the neural network. Structural similarity between pages is calculated as the
difference between activations in deeper layers, since deeper
layers of the neural network represent properties at higher
abstraction. The same way style similarity is derived using
a combination of several shallow layers. Style similarity measures how similar the pages are in terms of visual appearance.
In combination with an already defined measure that shows
the structural similarity of the two images, style difference
represents a good indicator for analyzing website changes.
The last metric calculates the horizontal scroll ratio between
the original and transformed page. Combining these four metrics (source sequence similarity, structural, style and horizontal
scroll similarity) the initial dataset has been created. For each
page ten different transformations have been applied. For
each transformed page all four metrics have been calculated
by comparing it to the original page. Combining these four
metrics a total score for robustness is derived. The dataset is
split into tree subsets train, test, validation with corresponding
sizes 60%, 20% and 20%.
To get a robustness score for the new page, first, the page
is transformed to a tree representation. Then KNN algorithm
is used to find the closest neighbors in the dataset using
the kernel distance. For each page in the dataset a tree
representation has been stored in memory to speed up the
process. After a set of k closest neighbors are found an average
robustness score for the new page is calculated.

Fig. 4. Web page with low robustness score (10.3/40)

D. Result Interpretation
The final result of the algorithm represents a function that
receives an arbitrary page URL and calculates a measure of
robustness for the page located at a given URL using the KNN
algorithm. When building a machine model, RMSE metrics
were used for the selection of hyperparameters, as well as
for measuring performance on the holdout set. RMSD (rootmean-square deviation) or RMSE (root-mean-square error) is
a commonly used measure to calculate the difference between
the prediction model and actual observation values. RMSE
represents the square root of the mean residual value, that
is, the difference between actual value and prediction. To
select hyperparameters during the construction of the machine
learning model, a holdout set was used to measure RMSE,
and a selection was made for that value of the hyperparameter
for which the RMSE is the smallest. As an improvement of
this method, on this relatively small dataset, the method of
repeated cross-validation could be used in the future. Also, to
get better results, a given data set could be expanded with
more web pages. The function that calculates the distance
for trees generated from the source code could serve to do
a certain type of clustering. The measure of robustness is a
linear combination of several metrics that are described in the
previous section, and the scope of this measure ranges between
0 and 40. Pages that have a ”score” close to 0 represent
low-grade page robustness, while pages with a size close to
40 represent pages with a high degree of robustness, pages
that retain the layout and style of the elements even after the
application of modifications. Fig. 3 shows a screenshot of the
page with a high score for robustness. The page achieves a
total score of 36.8 out of a maximum score of 40. Fig. 4 shows
a screenshot of the page with a low score for robustness. The
page achieves a total score of 10.3 out of maximum score 40.
RMSE on a set that was not used during the construction and
validation of hyperparameters is 2.5.

Fig. 3. Web page with high robustness score (36.8/40)
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III. C ONCLUSION
The focus of this paper was building a model for the
automatization of measuring web page robustness. As a final
result of this project, after a successful construction of the
dataset and machine learning model, a function that measures
the degree (level) of the robustness of a randomly chosen
web page is obtained. This has, thus, enabled the user of
the algorithm to relatively quickly get the measure of the
robustness for the particular web page by simply forwarding
the URL by command line, and use the metrics as an input
to another system or machine learning model. As a secondary
result during implementation, the distance between web pages,
precisely between trees generated from the original web page
code, has been defined. This distance or similarity measure
can be used for clustering web pages by their similarity; for
different commercial use, as well as automatized extraction
(scraping) of data from similar web pages using different
methods for different page types. One of the improvements
that can be introduced during machine learning model building
is the implementation of the repeating cross-validation method.
One of many uses of the robustness measure could be in building a reinforcement learning model, where this measure could
be used as a reward/punishment function. That way, the model
with an option of choosing between different alternatives of
the existing web page presented as modifications (Javascript
code) can be used for building web pages with a high degree
of robustness.
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Abstract - Providing qualitative data is one of the main
objectives in various organizations and institutions for
improvements of the quality of services provided. Assessing
and improving the quality of data is a very difficult task due
to the very large volume and different data sources with
different data structure that we have today. Through this
paper, we are evaluating the dimensions, metrics and
frameworks including the respective assessment and
improvement processes, thus constructing the Framework
for assessment and improvement of Data Quality approach
by the organization. Due to the many existing frameworks,
the main focus of this paper is on frameworks that have
wide implementation in various fields and not only in
specific fields.
Keywords - data structures; data quality assessment; data
quality improvement; data quality frameworks

I.

INTRODUCTION

The highest quality of data represents an important
target in the effective administration of data within an
organization. In modern times, certain data and
information play a role in strongly supporting some of the
business decisions. Achieving high quality data affects an
organization to define a business strategy as effectively as
possible and to define a business model for decision
making. Therefore, a high standard of data quality
represents a special role for a large number of businesses.
Failure to provide high quality data for the organization
can negatively affect various issues such as low quality
decisions due to incorrect data, higher operating costs and
lack of customer satisfaction [1]. Low data quality levels
can have far-reaching effects on a business, such as poor
decision making and eventual missed business
opportunities, because data may not provide a clear and
accurate picture of the circumstances [2] [3] [4].
Moreover, data warehouses have increased in size and
complexity and the number of data sources within an
organization has grown in recent years [5] [6]. In addition,
data quality can be described as a multidisciplinary
problem concerning, for example, topics in computer
science, quality control, human factors research and
statistics [7]. The appropriate handling and usage of data
within an organization further requires a form of decision
strategy. This involves steps regarding planning,
obtaining, storing and sharing, maintaining, applying, and
disposing of data [8]. Also, data strategy is often
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influenced by IT strategy that focuses mainly on the use of
technology. Based on the importance of achieving and
providing high quality data, there are a variety of methods
related to data quality assessment and improvement.
High data quality can be defined as data fit for use by
data consumers [1]. This definition can clearly be
interpreted as the quality of the data depends largely on
the context of the data usage, the usability and the ability
to access the data.
There are considered two important aspects to ensure
data quality, including data models must be clearly
defined and data values must be accurate [22].
Three main groups may affect data quality [23]:


Data producers - that are people or systems
generating data;



Data custodians - that provide and manage
computing resources for storing and
processing data;



Data consumers - that are people or systems
using data.

The purpose of this paper is to provide a complete
summary of data quality frameworks that are widely and
generally applicable by summarizing and comparing their
main elements, including data quality definition,
assessment and improvement processes. Also, to give a
guide how to choose appropriate framework for
assessment and improvement of data quality.
II.

DATA DEFINITION

The way data is determined and its quality in the early
steps of the development of a methodology is an important
element that varies throughout literature. This includes the
context, nature, and type of data.
A. Structure and Types of Data
The nature of data or the data type can be defined and
categorized in different ways, but two are the main
different classifications [5] [9]. The first definition is
based on the concept of manufacturing products and
categorizes data into the three types: raw data item,
component data item and information product. Table 1
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shows this so-called orthogonal classification as proposed
by [5].

TABLE I.
Data type
Raw Data Items
Information
Products
Component Data
Items

The second way to classify data is the separation into
structured data, semi-structured data, and unstructured
data [5] [10] [11] [12]. Table 2 describes and illustrates
this.

Data
structure
Raw Data
Items
Information
Products
Component
Data Items
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The most common dimensions are completeness,
timeliness, and accuracy, followed by consistency and
accessibility. The definitions of these dimensions
according to [17] are as follows:
Completeness: The degree to which an entity
has values for all expected at-tributes and
related entity instances.



Accuracy: Degree to which data’s attributes
correctly represent the true value of the
intended object.

Example



Relational
data tables,
statistical
data

Timeliness: The extent to which the age of
the data is appropriate for the task at hand.



Web page,
XML file
The body
(text) of an
e-mail

Consistency: The degree to which an
information object is presented in the same
format, being compatible with other similar
information objects.



Accessibility: The degree to which data can
be accessed in a specific context of use,
which includes suitability of representation.

DATA STRUCTURE

Description
Data that have not undergone
any processing since their
creation and first storage—
they can be stored for long
periods of time
The result of a manufacturing
activity performed on data
Generated every time the
corresponding information
product is required and are
stored temporarily until the
final product is manufactured

B. Poor or dirty data
The success of many organizations can be affected by
data quality problems, and these problems can result in a
variety of impacts, including social and economic impacts
[15]. At a conceptual level and from the organization
point-of-view, the following main impact types can occur
[11]:



C. Common Data Quality Dimensions
Data dimensions represent attributes of data quality
that, if measured and used correctly, can indicate the
overall level of data quality. The process of identifying the
relevant data quality dimensions represents the initial step
for the continuation of the next phase of evaluation and
builds the basis for various improvement activities [16].



Most methods consider mainly structured data. Semistructured data that contains a certain degree of flexibility
is also either explicitly or implicitly considered.
Unstructured data pose a major challenge for many
methods, because many frameworks for evaluating
structured and semi-structured data cannot be applied to
unstructured data.



Strategic: Increased difficulty to define and
execute organizational strategies, contributes to
issues regarding data ownership, and diverts
management attention from crucial aspects (e.g.,
customers or competition).

DATA TYPES

Description
Data that have not undergone any processing
since their creation and first storage—they
can be stored for long periods of time
The result of a manufacturing activity
performed on data
Generated every time the corresponding
information product is required and are
stored temporarily until the final product is
manufactured

TABLE II.



Operational:
Employee
and
customer
dissatisfaction as well as increased cost of
operations (e.g., resources are used to correct
errors).
Tactical: Effects on decision making, more
difficult reengineering, mistrust within the
organization.

The data quality dimensions can be classified into the
four categories [17]:


Intrinsic - includes dimensions which
express the natural quality of the data.



Accessibility - refers to dimensions that
express how accessible data is to users.



Contextual - express the fact that data
quality must be considered within a specific
context.



Representational - refers to dimensions that
are related with the format and meaning of
the data.

The final set of dimensions under these four categories
is presented in Table 3.
III.

DATA QUALITY FRAMEWORKS

The purpose of this paper is to provide a summary of
the various comprehensive data quality frameworks and to
give a guide on choosing the appropriate framework for a
certain data quality assessment and improvement. In
general, each framework should include aspects for each
of the identified key steps: data quality definition, data
quality assessment, and data quality improvement.
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TABLE III.
Category

poor data quality and costs of assessment and
improvement activities;
DATA QUALITY CATEGORY AND DIMENSIONS

Dimension
Accuracy
Believability

Intrinsic
Objectivity
Reputation
Appropriate
amount
Completeness
Contextual

Relevancy
Value-added

Representational

Description
Data is correct (error-free)
and reliable.
Degree to which data is seen
as credible and true.
How impartial are the data.
Data contents or source are
kept in high consideration.
How suitable is the data
quantity.
Refers to the scope of the
information in the data.
How usable, applicable, or
interesting the data is.
Data provides a competitive
advantage.

Timeliness

The age of the data.

Concise
representation
Ease of
understanding

Data is compactly
represented.
How clear, readable, or
understandable the data is.
The extent to which the data
meaning is explained.
Data continuously presented
in the same format.
Access is secure or can be
restricted.
The degree to which the data
is retrievable.

Interpretability
Consistency
Access security
Accessibility
Accessibility

In the most general case, the sequence of activities of a
data quality methodology is composed of three phases [5]:






State reconstruction, which is aimed at
collecting
contextual
information
on
organizational processes and services, data
collections
and
related
management
procedures, quality issues and corresponding
costs.
Assessment/measurement, which measures
the quality of data collections along relevant
quality dimensions; the term measurement is
used to address the issue of measuring the
value of a set of data quality dimensions.
Improvement, which concerns the selection of
the steps, strategies, and techniques for
reaching new data quality targets.

There exist several perspectives that can be used to
analyze and compare data quality methods [5]:



the types of data that are considered in the
methodology;



the types of information systems that use,
modify, and manage the data that are
considered in the methodology;



the organizations involved in the processes
that create or update the data that are
considered in the methodology, with their
structure and norms;



the processes that create or update data with
the goal of producing services required by
users that are considered in the methodology;



the services that are produced by the
processes that are considered in the
methodology;

The frameworks in the Table 3 are generally
applicable frameworks, but there are also a number of
frameworks that have been developed for a specific
purpose like AMEQ, CIHI, IQM, etc., which are excluded
from this paper because of their lack of generality.
IV.

DATA QUALITY MEASUREMENT AND ASSESSMENT

The process of data quality assessment can be defined
as the identification of erroneous data elements and the
measurement of the impact of various data-driven
business processes [18]. The assessment process includes
defining and selecting data quality measurement types
which will then be applied to the existing data to obtain a
clear picture of how well each dimension is performing.
A. Data Quality Measurement Ways
Data quality measurement can be done in two ways:


Subjectively, for example by rating the level
of dimensions’ quality from the data
consumer.



Objectively, for example by any kind of
computations that can give an indication of
the data quality level. Many of these metrics
measure the number or percentage of some
specified constraints that are being violated,
or qualitatively measure the number of
erroneous decisions that were made based on
the data [20].



the phases and steps that compose the
methodology;

Most metrics that are used to measure data quality are
usually within a range from 0 to 1, with 0 that represent
incorrect value and 1 that represent a correct value.



the strategies and techniques that are adopted
in the methodology for assessing and
improving data quality levels;

These dimensions such as accuracy, completeness and
consistency are calculated by the following function:



the dimensions and metrics that are chosen in
the methodology to assess data quality levels;

D=1-(Ni/Nt)



the types of costs that are associated with data
quality issues including costs associated with

Where D is the metric for a given dimension, Ni is the
number of incorrect values and Nt is the total amount of
values for the dimension concerned.
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For example, measure of completeness can be
calculated as:
Completeness=1-(Incomplete values / Total values)
It can be argued that some data quality dimensions
cannot be assessed by objective measures and that for
those dimensions, subjective measures are needed [21].
Table 4 shows an overview of the types of
measurements suggested in each of the frameworks,
where it can be seen that most frameworks strongly rely
on objective data quality metrics [24].

TABLE IV.

CDQ
COLDQ
DQA
DQPA
DQAF
HDQM
HIQM

User Interviews and definition of data quality
metrics for accuracy and currency
Consumer surveys and definition of various data
quality metrics
Stakeholder expectations and definition of
quantitative metrics (functional forms)
Definition of primary data source and derived
data quality metrics
Definition of set of data quality metrics for
different types of measurement
Definition of data quality metrics for accuracy
and currency
Objective assessment though measurement
algorithm suggested
Not specified

TBDQ

Survey questionnaire and simple ratio

TIQM

Consideration of business rules and definition of
data quality metrics
User expectations and definition of data quality
metrics

The TDQM use some common metrics to measure the
identified data quality dimensions, which includes metrics
for accuracy, freeness of error, timeliness, completeness,
and consistency. In the DQA, the so-called functional
forms are presented for the assessment of objective data

TABLE V.

Description

Simple Ratio

Ratio of desired outcomes
to total outcomes

Weighted
Average
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Data analysis, which examines data schemas
and performs interviews to reach a complete
understanding
of data
and
related
architectural and management rules;



Data quality requirements analysis, which
surveys the opinion of data users and
administrators to identify quality issues and
set new quality targets;



Identification of critical areas, which selects
the most relevant databases and data flows to
be assessed quantitatively;



Process modeling, which provides a model of
the processes producing or up-dating data;



Measurement of quality, which selects the
quality dimensions affected by the quality
issues identified in the DQ requirements
analysis step and defines corresponding
metrics.

Most frameworks support objective metrics or a
combination of both objective metrics and subjective
measurements.
V.

Minimum or maximum
value among normalized
individual data quality
indicator values
Assigning weighting
factors to represent the
importance of the variables
to the evaluation of a
dimension

Dimensions
measured
free-of-error,
completeness,
consistency, concise
representation,
relevancy, ease of
manipulation
Believability,
appropriate amount of
data, timeliness,
accessibility
Believability,
appropriate amount of
data

DATA QUALITY IMPROVEMENT PROCESS

After the process of assessing the current data quality,
the goal is to take measures to improve these data, so
various relevant techniques and tools should be
considered.
In their improvement steps, frameworks adopt two
general types of strategies, namely data-driven and
process-driven:


Data-driven strategies improve the quality of
data by directly modifying the value of data.
This
strategy
applies
improvements
techniques like acquisition of new data,
standardization (or normalization), Record
linkage, data and schema integration, Source
trustworthiness, error localization and
correction and Cost optimization [5].



Process-driven strategies improve quality by
redesigning the processes that create or
modify data. This strategy is characterized by
two main improvement techniques: Process
control and Process redesign [5].

FUNCTIONAL FORMS IN THE DQA FRAMEWORK

Functional
Form

Min or Max
Operation

The steps of the assessment phase are [5]:

Main Components
Subjective assessment: Survey questionnaire

OODA DQ

TDQM

B. Data Quality Assessment Steps
In this section, various steps that must be considered
from different data quality methods are generally
described for the purpose of assessing the current state of
data quality.

TYPES OF MEASUREMENT

Framework
AIMQ

quality attributes (see Table 5) [24].

The above strategies, both data-driven and processdriven, apply a variety of data quality improvement
techniques such as algorithms, heuristics, and knowledgebased activities.

MIPRO 2021/DS-BE

3.

The steps of the improvement phase are [5]:


Evaluation of costs, which estimates the
direct and indirect costs of data quality;



Assignment of process responsibilities, which
identifies the process owners and defines
their responsibilities on data production and
management activities;



Assignment of data responsibilities, which
identifies the data owners and de-fines their
data management responsibilities;



Identification of the causes of errors, which
identifies the causes of quality problems;



Selection of strategies and techniques, which
identifies all the data improvement strategies
and corresponding techniques, that comply
with
contextual
knowledge,
quality
objectives, and budget constraints;



Design of data improvement solutions, which
selects the most effective and efficient
strategy and related set of techniques and
tools to improve data quality;



Process control, which defines check points
in the data production processes, to monitor
quality during process execution;



Process redesign, which defines the process
improvement actions that can de-liver
corresponding DQ improvements;



Improvement management, which defines
new organizational rules for data quality;



Improvement monitoring, which establishes
periodic monitoring activities that provide
feedback on the results of the improvement
process and enables its dynamic tuning.

VI.

CHOOSING APPROPRIATE DATA QUALITY
FRAMEWORK

Different data quality frameworks use different
methods during the data quality assessment and
improvement process. In this section, a guide will be
presented that will help choosing an appropriate data
quality framework for a given situation.
Some preliminary steps should be considered carefully
before following the decision guide, presented in Table 7:
1.

2.

If the user’s requirements are for specific
field of data quality, there are a number of
frameworks that have been developed for a
special purpose like AMEQ, CIHI, ISTAT,
etc., which are excluded from this paper.
If the user’s requirements are for the nonspecific frameworks that support the
definition, assessment and improvement
processes in a comprehensive way, the twelve
frameworks presented in this paper constitute
possible options, with the respective data
quality dimensions (Table 6).
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Depending on the context of the data, the
twelve frameworks presented in this paper
are the ones applicable in certain chosen
context.

TABLE VI.
No

DIMENSIONS SUPPORTED BY FRAMEWORKS

Framework

Dimensions
Accessibility, Appropriateness,
Believability, Completeness,
Concise/Consistent representation, Ease
of operation, Interpretability,
Objectivity, Relevancy, Reputation,
Security, Timeliness, Understandability,
Freedom from errors,
Correctness, Completeness, Pertinence,
Currency, Readability, Normalization,
Accuracy, Cost, Completeness,
Consistency, Timeliness, Volatility,
Completability, Reputation,
Accessibility.
Clarity of definition,
Comprehensiveness, Flexibility,
Robustness, Essentialness, Attribute
granularity, Precision of domains,
Homogeneity, Identifiability,
Obtainability, Relevance,
Simplicity/Complexity, Consistency,
Accuracy, Null Values, Completeness,
Currency, Timeliness, Agreement of
Usage, Stewardship, Ubiquity,
Appropriateness, Correct Interpretation,
Flexibility, Format precision,
Portability, Consistency, Use of storage,
Accessibility, Metadata, Privacy,
Security, Redundancy, Cost.
Accessibility, Appropriate amount of
data, Believability, Completeness,
Freedom from errors, Consistency,
Concise Representation, Relevance,
Ease of manipulation, Interpretability,
Objectivity, Reputation, Security,
Timeliness, Understandability, Value
added.
Completeness, timeliness, validity,
consistency, integrity
Accuracy, completeness, consistency,
currency, timeliness, uniqueness,
volatility

1.

AIMQ

2.

CDQ

3.

COLDQ

4.

DQA

5.

DQAF

6.

DQPA

7.

HDQM

Accuracy, currency

8.

HIQM

Accuracy, completeness, consistency,
timeliness

9.

OODADQ

Speed, volume

10.

TBDQ

11.

TDQM

12.

TIQM

Accuracy, completeness, consistency,
timeliness
Accessibility, Appropriateness,
Believability, Completeness,
Concise/Consistent representation, Ease
of manipulation, Value added, Free of
error, Interpretability, Objectivity,
Relevance, Security, Reputation,
Timeliness, Understandability
Inherent dimensions: Definition
conformance (consistency),
Completeness, Business rules
conformance, Accuracy (to surrogate
source), Accuracy (to reality), Precision,
Nonduplication, Equivalence of
redundant data, Concurrency of
redundant data, Pragmatic dimensions:
accessibility, timeliness, contextual
clarity, Deri-vation integrity, Usability,
Rightness (fact complete-ness), cost.
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The decision guide for selection of an appropriate
framework is presented in Table 7.

TABLE VII.

SELECTION OF AN APPROPRIATE FRAMEWORK

Question

Answer

[7]

Applicable Frameworks

Structured

1,2,3,4,5,6,7,8,9,10,11,12

Semi-structured

1,2,3,7,8,9,11,12

Unstructured

1,3,7,9,11,12

What type of
measurements
are preferred?

Objective metrics

2,3,4,5,6,7,10,11,12

Subjective
assessments

1,2,4,10,12

Is identification
of dimensions
supported?
Which
dimensions are
relevant?

Yes

2,4,8,10

No

1,3,5,6,7,9,11,12

Select relevant
dimensions on
Table 6

Result: Frameworks that
supports selected
dimensions

What is the
structure of the
data?

[6]

[8]

[9]

[10]

VII. CONCLUSION
In this paper we presented an overview of data quality
frameworks by surveying and comparing types and
structure of the data. Data types presented are row,
component and information product data types; and data
structures analyzed are structured, semi structured and
unstructured data. We also overviewed and compared data
quality dimensions used for specific frameworks where
some dimensions appear very frequently, and some exist
in only one framework. Different methods and
methodologies are presented in this paper where each of
these frameworks use specific steps to define, assess and
improve quality of the data.
The result of this overview highlights the importance of
assessment and improvement of data quality by choosing
appropriate dimensions and frameworks with aim to
improve quality of datasets and services.

[11]

[12]

[13]

[14]
[15]
[16]

[17]

[18]
[19]

[20]
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Abstract - Unlike other popular data types, such as
images, textual data cannot be easily converted into a
numerical form that machine learning algorithms can
process. Therefore, text must be embedded into a vector
space using embedding algorithms. These algorithms attempt
to encapsulate as much information as possible from the text
into a resulting vector space. Natural language is complex
and contains numerous layers of information. Information
can be obtained from a sequence of characters or subword
units that make up the word. It can also be derived from the
context in which a word occurs. For this reason, a variety of
word embedding algorithms have been developed over time,
which use different pieces of information in different ways.
In this paper, the currently available word embedding
algorithms are described and it is shown what kind of
information these algorithms use. After analyzing these
algorithms, we discuss how it can be advantageous to use
combinations of different types of information in different
research and application areas.
Keywords - word embedding, textual data, natural
language processing, word space, text mining

I.
INTRODUCTION
Some might argue that natural language is the most
complicated invention in human history. It is an everevolving system that allows us to express even the most
elaborate ideas and is seemingly limitless. It is also one of
the primary means of communication, as most knowledge
is stored in some form of natural language. Natural
language has formed over a very long period of time,
resulting in a highly complex system that can represent
large amounts of information in a very condensed form.
This is often because some information can be inferred
from prior knowledge and does not need to be said
explicitly. Another reason is that closely related words have
a similar internal structure and therefore the meaning of a
word can be inferred even for unfamiliar words. This
suggests that there are multiple layers of information in a
given text, and knowledge of this information is crucial for
designing an appropriate text mining algorithm.
In order for machine learning algorithms to work with
textual data, the data must first be transformed into
numerical data that is understandable to an algorithm. This
is not as straightforward as with images, which can be
directly represented by numbers. Textual data is usually
transformed into vectors by word embedding algorithms.
These are, by and large, models trained to perform a
mapping of words or phrases into a real-valued vector of
fixed size such that some desirable semantic properties and
linguistic word relations are satisfied. Word embedding
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algorithms are de facto standard for improving model
performance in numerous Natural Language Processing
(NLP) tasks.
The aim of this paper is to describe the currently
available word embedding algorithms and to highlight
which information sources they use. For each algorithm,
the focus is on transforming from a variable-length word or
phrase to a fixed-dimensionality vector representation. The
algorithm may use the entire available text to determine in
which context a word or phrase occurs frequently, or
subword units to obtain a representation. When subword
units are the smallest possible, we speak of character-level
information extraction. In this paper, we distinguish
between word embeddings and contextualized word
embeddings, where the latter can represent a word with
different vector representations based on the context
surrounding that word. While contextualized word
embedding algorithms have proven themselves in most
NLP applications with remarkable results, there is still
room for (uncontextualized) word embeddings when no
context is available, which may be the case when dealing
with structured data or when computational resources are
scarce.
The structure of this paper is as follows. Section II
introduces and discusses related work. Sections III to V
deal with information used to learn traditional word
embeddings. Section III describes algorithms that use
context to learn embeddings, while Section IV gives an
overview of models that use additional information
available in subword units. Section V gives an overview of
algorithms that consider the word as a sequence of
characters to represent it as a vector. Section VI gives a
brief overview of some important recent advances in
contextualized word embeddings. Finally, section VII
draws concise conclusions about the topics covered in the
paper.
II.

RELATED WORK

Because of the vast amount of data stored as natural
language and the implications that understanding it has for
the study of human intelligence, the NLP field is active and
well researched. Word embedding is one of the first steps
in most NLP-related tasks and, accordingly, many papers
have appeared that describe it systematically. In this paper,
the problems faced by researchers, solutions to these
problems and challenges of current methods are mentioned.
In this section, an analytical evaluation of several recent
scientific reviews dealing with word embeddings is
provided.
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In their study, Camacho-Collados and Pilehvar [1] have
mainly described vector space models and word
embeddings. Despite their flexibility and success in
capturing the semantics of words, the embedding
algorithms have significant limitations. These limitations
stem from the fact that a word is usually represented by a
single vector, which severely limits the ability of
algorithms to generalize. They point out that words with
multiple meanings may have a different definition
depending on the context. For example, the word "cut" can
have 70 different meanings and can even be interpreted as
a noun, verb, or an adjective. The authors of the paper refer
to this limitation as meaning conflation deficiency. They
conclude that an accurate distinction of different senses is
needed, which can be achieved by representing the different
meaning of words, i.e., word senses as independent
representations. The authors of the paper review several
models that learn representations for such word senses.
In 2019, Kowsari et al. [2] provided a comprehensive
survey of text classification algorithms to facilitate the
selection of appropriate structures, architectures and
techniques for the text classification task. Their survey
covers a wide range of different methods that can be used
for the said task, such as feature extraction and
dimensionality reduction. Although the paper takes a more
overarching approach, the authors of the study also briefly
addressed word embeddings as it is an important step in text
classification. For the purpose of this research paper, the
authors focused on a clear description of the underlying
mechanisms for three well-known deep learning methods.
They also briefly discussed a novel approach to word
representation, Contextualized Word Representations.
In the wake of public awareness of the digital language
divide, Ruder et al. [3] authored a survey that provides an
in-depth exploration of cross-lingual word embedding
models. In this study, the authors described the benefits of
such models and compare many models that have been
proposed in recent years. Considering that many crosslingual embedding algorithms have been derived from
monolingual models, the authors first presented
conventional monolingual models. As one of their most
notable contributions, they also formulated a topology of
cross-lingual models based on data requirements, chosen
architecture, hyperparameters and additional fine-tuning.
The study by S. Wang et al. [4], provided an extensive
and beneficial examination of word embedding
architectures based on deep neural networks. To this end,
the authors first identified and elaborated on classical word
embedding models. They also noted some shortcomings
that such models have. The first drawback addressed is the
inability to represent words that were not present in the
dataset used for training, also known as Out-of-Vocabulary
(OOV) words. They presented a few state-of-the-art models
that are able to represent such words with a vector derived
from that word itself. Then, the authors focused on popular
embedding models that are adapted to uniquely represent a
word based on the context surrounding the same word. The
last challenge addressed the processing of different
languages with different linguistic structures. The paper
mentioned models developed for the Chinese language,
mainly because it is different from most European
languages targeted by classical word embeddings. In
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addition, relevant neural network architectures commonly
used in NLP were briefly identified and summarized.
Y. Wang et al. [5] provided a comprehensive overview
of how word representations have evolved from static to
dynamic. Static word representations are referred to as such
because once learned, they do not change with context. As
mentioned earlier, many words or phrases can be assigned
different meanings that simpler models cannot represent.
Authors call this the polysemy problem. On the other hand,
dynamic word representations can represent the same word
with different vectors based on the context, mitigating the
polysemy problem. The paper described static embedding
models and additionally presents some efforts to solve the
polysemy problem. Next, the authors focused on recent
dynamic word representation models and attempted to
demonstrate how such models mitigate the said problem.
They also provided insight into methods and datasets used
for intrinsic and extrinsic evaluation of word embeddings.
Finally, cross-lingual word embedding models were
addressed, for both static and dynamic models.
III.

CONTEXT-LEVEL LEARNED MODELS

Word embedding models that use only other words
enclosing the selected word to learn word representations
are called context-level learned models. Models of this
type were developed on the basis of famously articulated
Firth’s 1957 notion "you shall know a word by the
company it keeps." This means that semantically similar
words or phrases often occur in a similar context. For
example, suppose two very similar sentences. "A bee is
buzzing around." and "A fly is buzzing around". We can
conclude that bee and fly are closely related, which in a
sense they are. This allows us to capture many semantic
properties that a word may have, especially for more
commonly used words. One of the most notable drawbacks
of these models is their inability to effectively represent
OOV words. Newer context-level learned models are
computationally efficient and still desirable for this reason.
They can also be extended with subword data.
A. NNLM
In 2001, Bengio et al. [6] published an innovative
paper, in which they presented a novel idea of using neural
networks to model the sequence as a joint conditional
probability of the next word given all the previous words
in a sequence, also known as neural network language
model (NNLM). The language model can be expressed by:
 ,  , …  =




 | , …  

1

The authors proposed to associate each unique word in a
vocabulary with a dense real-valued vector of fixed size.
The size of the feature vector representation was chosen to
be much smaller than the size of the vocabulary,
consequently alleviating the well-known curse of
dimensionality. Feature vectors were computed for a given
sequence and used to represent the joint probability
function (1) with the neural network. Feature vectors and
function parameters can, therefore, be learned
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simultaneously. NNLM uses a multilayer neural network
where the first layer maps a word from a sequence to its
real-valued vector representation using an embedding .
These representations are concatenated and used to
compute probability scores using a feedforward neural
network with ℎ activation function and softmax layer
to normalize the probabilities. Because the feature vectors
are concatenated and fed into a feedforward network, the
context length must be fixed, which prevents the network
from using a longer context. Training of the neural
network was accomplished by maximizing the loglikelihood on a training corpus. Optimization parameters
are embedding  and network parameters θ. Although the
authors focused on a specific model architecture, they
pointed out that more complex architectures can be used in
conjunction with the same embedding type.
B. SENNA
Following the work of Bengio et al., whose goal was to
model the probability of a word given previous words in a
sentence, Collobert et al. [7] proposed an architecture that
instead uses a pairwise ranking criterion to compute scores
describing the acceptability of a piece of text. Formally
speaking, for a window  =  ,  , …  the |θ is
the score with the network parameters θ. In this case, hinge
loss is defined using ranking criterion as:
  { 0 , 1 − f|θ + f'  (θ)},

 !"# ∈

2

where #denotes the set of all possible text windows with
n words,  is a dictionary of words and   denotes a text
window which is created by replacing the central word
from  by the word  . This was done because a large
dictionary size leads to a very complex computation of the
normalization term in the softmax layer and would require
more elaborate approximations. The architecture used in
this work was named “SENNA” (Semantic/syntactic
Extraction using a Neural Network Architecture) and is
similar to NNLM, the main difference being the previously
mentioned scoring. Some other notable differences are: (1)
the removal of skip connections, (2) the use of ℎ,-.ℎ
instead of ℎ . The paper also introduced a variable
window that encompasses the whole sentence and then
retrieves a fixed representation by using convolutional
layer with max-over-time pooling.
C. Word2vec
Given the extended training times of previous work,
Mikolov et al. [8] introduced Word2Vec, a novel word
embedding architecture that extends the work of Bengio et
al. by removing nonlinearity from NNLM to reduce
computational complexity. They also adopt hierarchical
softmax to reduce the problem of large number of classes.
Hierarchical softmax represents the vocabulary as a
Huffman binary tree and assigns short binary codes to
frequent words, which further increases the training speed.
In this paper, two different approaches for training word
embeddings are proposed. The first is called Continuous
Bag-of-Words (CBOW) and is similar to NNLM, where
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the non-linear layer is excluded and the projection layer,
that maps the word indices of a context to a vector space,
is shared across all words. The second architecture,
Continuous Skip-gram or Skip-gram for short, is similar to
CBOW, but instead of predicting a current word based on
context, it attempts to predict surrounding words based on
a current word.
In a follow-up paper, Mikolov et al. [9] provide
additional optimizations to the word2vec algorithm. One
of these optimizations is the implementation of the
Negative Sampling method that is used to reduce the
number of negative samples. This is done by selecting only
random / negative samples instead of using them all.

D. GloVe
Pennington et al. [10] introduced the Global Vector or
GloVe model to address some limitations that algorithms
like word2vec have. The authors pointed out that such
algorithms can only learn semantic similarities based on a
limited local context window but are unable to use all the
global statistical information available in the dataset. For
this reason, GloVe uses a global word-word co-occurrence
matrix to make efficient use of statistics. If we annotate
this matrix with 0, then each element 0 1 represents the
number of times the word 1 occurred in the context of a
word  . The cost function is then defined as:
;

54 + 6 + 674 − 89:0 1 ) ,
2 =  '0 1 )' 3 
,1



3

where = denotes the size of the vocabulary and  is a
weighting function used to weigh down rare cooccurrences, because they are usually noisy and carry less
information.
IV.

SUBWORD-LEVEL LEARNED MODELS

Despite their popularity and success, context-level
learned models have some weaknesses. They model words
independently and disregard any internal morphological
structure, resulting in their inability to represent rare or
morphologically complex words. To counter this, models
have been developed that use subword information, either
alone or in conjunction with context-level information.
This approach is closer to how words are formed in natural
language. For example, consider the terms "breakable" and
"biased" and assume that we know their meaning. If we
then learn that "unbreakable" is exactly the opposite of
"breakable" we can conclude with enough data that the
prefix "un" negates adjectives. Therefore, even if we have
never heard the term "unbiased," we can infer that its
meaning is the opposite of the term "biased". By using
subword-level information, these models can significantly
reduce problems with the words that are rare and OOV.
For this reason, subword-level learned models are
appropriate for tasks where morphological word structure
contains fair amount of information. They are also
practical for applications where there is no context
available or plenty words are expected to be absent from
vocabulary.
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A. MorphoRNN
To better exploit the complex internal structures of
English, Luong et al. [11] proposed a new model of
architecture that compiles word representations using
morphemes of words, called Morphological RNN
(morphoRNN). For this purpose, the authors used an
unsupervised morphological segmentation toolkit, called
"Morfessor", which recursively splits words using hidden
Markov models and labels morphemes with the tags ,>
(prefix), ?@ (stems) and ?A (suffixes). For efficient
learning, the input form of words is assumed to be
,> ∗ ?>@ ?A ∗ . After the morphemes are retrieved, they
are encoded by a simple embedding matrix described by
Collobert et al. The encoded representations of the
morphemes are then recurrently joined into a parent word
. For a pair: stem vector DEFG and affix vector HII J , 
is constructed as follows:
 = 'KG 'LDEFG ; HII J N + 6G N).

4

This forms the basis of the context-insensitive
Morphological RNN (cimRNN), but to improve
performance, the authors present a context-sensitive
version called csmRNN that adopts the training approach
proposed by Collobert et al. by adding a neural language
model with a pairwise ranking criterion.
B. Byte Pair Encoding
Byte Pair Encoding (BPE) is not a word embedding
algorithm, but a general-purpose data compression
algorithm described by Gage in 1994 [12]. The BPE
algorithm iteratively replaces all instances of most
frequent pairs of adjacent bytes with a byte that was not in
the original data. This is done until there are no more
unused bytes or no more frequently occurring pairs.
In their 2016 paper, Sennrich et al. [13] focus on
translating rare words using subword units due to the
advantages described earlier. Their goal was to achieve an
open vocabulary by using BPE with characters instead of
bytes. Their algorithm works similarly to the original, but
instead of bytes, the most frequent pairs of characters are
merged to form a new character and added to the
vocabulary. Although strictly speaking their study does not
focus on word embedding, they introduced the novel idea
of using BPE to construct subword units.
Recently, Heinzerling and Strube [16] extended this
idea by introducing Byte-Pair Embedding (BPEmb).
BPEmd is basically BPE applied to text, using the resulting
symbols in combination with the GloVe word embeddings.
C. FastText
FastText [14][15] was developed in 2017 at Facebook
as a direct extension of word2vec's Skip-Gram model, but
taking subword information into account. Instead of
predefined morphological structures, fastText models the
morphology of words by representing them with character
n-grams. Additionally, special boundary symbols < and >
are added at the beginning and end of words to distinguish
prefixes and suffixes from other strings. In practice,
multiple  -grams of words are calculated for different
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values of  . The word  is also included to learn
representations for each word. The Skip-Gram model is
used to learn vector representations for  -grams (and
word), and then the final word embedding is computed as
the sum of all vector representations for a word.
V.

CHARACTER-LEVEL LEARNED MODELS

Since words are essentially sequences of characters,
some algorithms use character-level information to
represent words as vectors. There are a few reasons to do
this. For example, languages like Chinese do not use the
alphabet, they use a logographic system of characters. This
means that words are made up from symbols instead of
letters, and each symbol can have its own meaning.
Another reason is to avoid handcrafting features such as
affixes and allow the model to learn the complex
morphological structure. Empirically, end-to-end models
have usually shown better results and higher generalization
ability. Moreover, the number of unique characters is
much more limited than the number of unique words.
Especially when dealing with digitally written text, where
characters are selected from a finite set. This fact allows
models to correctly represent OOV words. Characterlearned models should be used when subword information
is insufficient as they are normally more elaborate. They
should also often be combined with learned context-level
models that can "memorize" the word semantic.
A. CWE
Chen et al. [18] proposed a new model for joint learning of
character and word embeddings, which they named
Character-enhanced Word Embedding model (CWE).
Their goal was to take advantage of both internal
characters and external context to create a model that is
better adapted to languages where characters contain rich
internal information. Their study used the CBOW model
to demonstrate the CWE framework. CWE mainly consists
of two different vocabularies. The first one is a Chinese
character set, denoted with  and the second one is a
Chinese word vocabulary, denoted as K. Each character
Q ∈  is represented by a vector Q̅ and each word  ∈ K
S The final representation of
is represented by a vector 
the word ̅1 is represented as a composition between a
vector 1 and the average of the embeddings of the
characters forming this word. The authors considered two
options for composition, addition and concatenation, but
empirically found that concatenation does not significantly
outperform addition and is more time-consuming. For this
reason, they opted for addition. Consequently, a final
representation for ̅1 can be written as:
XY

1
1
UUU +  QSW Z .
S4 = T
2 4 V1
W

5

In their work, Chen et al. also proposed several methods
that assign multiple vectors to a single character. These
methods are position-based, cluster-based, nonparametric
cluster-based, and position-cluster-based character
embeddings.
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B. Word embeddings based on convolutional neural
networks
Convolutional neural networks (CNN) are a famously
proven network architecture for computer vision because
they can learn spatial features, eliminating the need for
feature extraction steps. The same advantages can be
applied to word representation tasks. We can view a word
or phrase as a one-dimensional image. For example, when
we see a date or an address, we immediately know what it
is by just looking at it. The fact that CNNs are very good
at learning internal structures can be extended to learning
complicated morphological structures that words may
have. Because of this fact, many CNN-based approaches
have been implemented over the years.
Dos Santos and Zadrozny [17] proposed such a method
in 2014. They presented a deep neural network for
performing part-of-speech (POS) tagging using joint
representations at context and character levels. Their
approach, called CharWNN, can be seen as an extension
of the SENNA model, since for a given sentence network,
it also takes the fixed-sized window of words around the
target word to score it. Instead of using only a simple
matrix-based word embedding, CharWNN also uses a
convolutional layer to capture character-level information.
Each character in a word is first transformed into a
character embedding using a complementary embedding
matrix. Then, using one-dimensional convolution, a
matrix-vector operation is applied to each successive
window in a sequence. Finally, max polling is used for all
character windows in the word to extract a fixed size
feature vector. Word-level embeddings were pre-trained in
an unsupervised manner using the word2vec model. The
character-level and word-level embeddings are then
concatenated to form a final word representation.
Kim et al. [19] used a convolutional neural network at
the character-level whose output serves as input to the
language model. However, unlike the previously described
model, this model did not use word embeddings. Given the
large vocabulary, the word embedding matrices have
numerous parameters that must be learned. When the
authors removed these, they obtained a much smaller
model. As they pointed out, this may be desirable in
applications where resources do not support large models
(e.g., embedded and mobile devices). In their model,
words were embedded in the following steps: (1)
characters were embedded through a small embedding
matrix,
(2)
a
one-dimensional
character-level
convolutional layer was used to extract features, (3) maxover-time pooling was applied to retrieve fixed-size word
representations, (4) the resulting features were passed
through a highway layer that further captures complex
interactions between features. The authors showed that
step 4 is not necessary, but it slightly improves
performance. These word representations are then fed into
a Long Short-Term Memory (LSTM) recurrent neural
network with a softmax output to obtain distributions over
the next word. Training is done by minimizing the crossentropy loss between these distributions over the next
word and the actual next word.
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An interesting approach was proposed by Rama and
Çöltekin [20], which used an LSTM autoencoder to
compute representations for word pronunciations.
Autoencoders traditionally have an hourglass shape where
the first half, the encoder, learns to represent the input as
an information-dense vector, and the second part of the
model, the decoder, mirrors the first and learns to
reconstruct the original input data from this compressed
vector. After the autoencoder model is trained, the
resulting dense vector in the middle is called the latent
representation. Instead of the traditional autoencoder
architecture, the encoder here is an LSTM network that
"rolls" the word or phrase into a latent space, and then the
decoder LSTM network "unrolls" it back to the original
word or phrase. Thus, the model can learn word
representations on an unlabeled dataset with variable
input. Because the latent space representation is much
smaller than the original vocabulary size, the model is
forced to learn a sophisticated internal word structure and
remove noise. Authors used this model primarily to
visualize dialect shifts, but the same model could be
adopted for many conventional NLP tasks.
VI.

CONTEXTUALIZED WORD EMBEDDINGS

In the previous sections, we have focused mainly on the
information used to train a model, and assumed that
inference uses only one word to compute its vector
representation. As mentioned, this approach has some
problems, most notably the inability to represent multiple
possible meanings of the same word. Therefore, novel
models, called contextualized word embeddings, have
been proposed. These models can have representations
change based on context and are therefore better suited for
usual unstructured text if resources are ample.
A. ELMo
Embedding from Language Models (ELMo) was
introduced in 2018 by Peters et al. [21] to capture complex
properties and variations across linguistic contexts of word
use. The first step of the ELMo model is to compute
uncontextualized word embeddings, which is purely
character-based. This is achieved by convolutional filters,
followed by two highway layers and a linear projection.
Using these representations, ELMo essentially defines two
language models with biLSTM network, one that models
the probability of a token for previous tokens, and one that
models the probability of a token for future tokens.
B. GPT
Radford et al. [22] introduced Generative Pre-Training
(GPT) model. Instead of a bidirectional language model,
GPT uses a unidirectional language model. For feature
extraction, instead of LSTM layers, the GPT model uses
the Transformer, a novel architecture that has proven to be
very powerful in many different NLP tasks. This allows
GPT to store more structured memory for handling longterm dependencies in the text, resulting in a more general
model. BPE is used to extract subword information.
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C. BERT
Devlin et al. [23] proposed Bidirectional Encoder
Representations for Transformers (BERT), which uses a
bidirectional transformer architecture instead of one-way
architecture like GPT. They also introduced two
unsupervised tasks for pre-training BERT: (1) Masked LM
(MLM), where words are randomly masked and the goal
is to predict the original vocabulary ID of a masked word
based only on its context, (2) Next Sentence Prediction, in
which the goal is to predict whether A follows B or not, for
sentences A and B. As the successor of GPT, BERT also
uses subword information retrieved from BPE.
D. XLNet
Yang et al. [24] introduced XLNet, which uses the
Transformer-XL architecture and can learn bidirectionally
by maximizing the likelihood over all permutations of the
factorization order. It also avoids problems BERT caused
by adding artificial symbols such as [MASK], resulting in
XLNet outperforming BERT on 20 tasks. XLNet was pretrained on subword pieces of known corpora.
VII. CONCLUSION
This paper has given an overview of current word
embedding algorithms and presents a taxonomy based on
the information used to compute word representation. We
have shown the advantages of these sources and how they
are used to solve some NLP challenges. Research in
Natural Language Processing has recently gained
momentum, and we have shown that significant progress
has been made in word embedding methods in the last few
years. Our analysis may allow future researchers to select
or develop algorithms that are better suited for this task.
ACKNOWLEDGMENT
This work has been carried out within the project
“Digital platform for ensuring data privacy and prevention
of malicious manipulation of the personal data – AIPD2”,
funded by the European Regional Development Fund in the
Republic of Croatia under the Operational Programme
Competitiveness and Cohesion 2014 – 2020.
REFERENCES
[1]

[2]

[3]

[4]

[5]

[6]

212

J. Camacho-Collados and M. T. Pilehvar, ‘From Word To Sense
Embeddings: A Survey on Vector Representations of Meaning’,
Journal of Artificial Intelligence Research, vol. 63, pp. 743–788,
Dec. 2018, doi: 10.1613/jair.1.11259.
K. Kowsari, K. J. Meimandi, M. Heidarysafa, S. Mendu, L. E.
Barnes, and D. E. Brown, ‘Text Classification Algorithms: A
Survey’, Information, vol. 10, no. 4, p. 150, Apr. 2019, doi:
10.3390/info10040150.
S. Ruder, I. Vulić, and A. Søgaard, ‘A Survey Of Cross-lingual
Word Embedding Models’, jair, vol. 65, pp. 569–631, Aug. 2019,
doi: 10.1613/jair.1.11640.
S. Wang, W. Zhou, and C. Jiang, ‘A survey of word embeddings
based on deep learning’, Computing, vol. 102, no. 3, pp. 717–740,
Mar. 2020, doi: 10.1007/s00607-019-00768-7.
Y. Wang, Y. Hou, W. Che, and T. Liu, ‘From static to dynamic
word representations: a survey’, Int. J. Mach. Learn. & Cyber., vol.
11, no. 7, pp. 1611–1630, Jul. 2020, doi: 10.1007/s13042-02001069-8.
Y. Bengio, R. Ducharme, and P. Vincent, ‘A Neural Probabilistic
Language Model’, in Advances in Neural Information Processing
Systems 13, T. K. Leen, T. G. Dietterich, and V. Tresp, Eds. MIT
Press, 2001, pp. 932–938.

[7]

[8]

[9]

[10]

[11]

[12]
[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

R. Collobert, J. Weston, L. Bottou, M. Karlen, K. Kavukcuoglu, and
P. Kuksa, ‘Natural Language Processing (almost) from Scratch’,
arXiv:1103.0398 [cs], Mar. 2011, Accessed: Oct. 29, 2020.
[Online]. Available: http://arxiv.org/abs/1103.0398.
T. Mikolov, K. Chen, G. Corrado, and J. Dean, ‘Efficient
Estimation of Word Representations in Vector Space’,
arXiv:1301.3781 [cs], Sep. 2013, Accessed: Oct. 27, 2020.
[Online]. Available: http://arxiv.org/abs/1301.3781.
T. Mikolov, I. Sutskever, K. Chen, G. S. Corrado, and J. Dean,
‘Distributed Representations of Words and Phrases and their
Compositionality’, in Advances in Neural Information Processing
Systems 26, C. J. C. Burges, L. Bottou, M. Welling, Z. Ghahramani,
and K. Q. Weinberger, Eds. Curran Associates, Inc., 2013, pp.
3111–3119.
J. Pennington, R. Socher, and C. Manning, ‘GloVe: Global Vectors
for Word Representation’, in Proc. of the 2014 Conference on
Empirical Methods in Natural Language Processing (EMNLP),
Doha, Qatar, Oct. 2014, pp. 1532–1543, doi: 10.3115/v1/D14-1162.
T. Luong, R. Socher, and C. Manning, ‘Better Word
Representations with Recursive Neural Networks for Morphology’,
in Proc. 17th Conference on Computational Natural Language
Learning, Sofia, Bulgaria, Aug. 2013, pp. 104–113, Accessed: Oct.
29,
2020.
[Online].
Available:
https://www.aclweb.org/anthology/W13-3512.
P. Gage, ‘A New Algorithm for Data Compression’, The C Users
Journal, vol. 12, no. 2, pp. 1–14, 1994.
R. Sennrich, B. Haddow, and A. Birch, ‘Neural Machine
Translation of Rare Words with Subword Units’, arXiv:1508.07909
[cs], Jun. 2016, Accessed: Oct. 23, 2020. [Online]. Available:
http://arxiv.org/abs/1508.07909.
A. Joulin, E. Grave, P. Bojanowski, and T. Mikolov, ‘Bag of Tricks
for Efficient Text Classification’, arXiv:1607.01759 [cs], Aug.
2016, Accessed: Oct. 29, 2020. [Online]. Available:
http://arxiv.org/abs/1607.01759.
P. Bojanowski, E. Grave, A. Joulin, and T. Mikolov, ‘Enriching
Word Vectors with Subword Information’, Transactions of the
Association for Computational Linguistics, vol. 5, pp. 135–146,
2017, doi: 10.1162/tacl_a_00051.
B. Heinzerling and M. Strube, ‘BPEmb: Tokenization-free Pretrained Subword Embeddings in 275 Languages’, presented at the
LREC 2018, Miyazaki, Japan, May 2018, Accessed: Oct. 23, 2020.
[Online]. Available: https://www.aclweb.org/anthology/L18-1473.
C. N. Dos Santos and B. Zadrozny, ‘Learning character-level
representations for part-of-speech tagging’, in Proc. 31st ICML,
vol. 32, Beijing, China, Jun. 2014, p. II-1818-II–1826, Accessed:
Nov. 10, 2020. [Online].
X. Chen, L. Xu, Z. Liu, M. Sun, and H. Luan, ‘Joint Learning of
Character and Word Embeddings’, in Proceedings of IJCAI'15, pp.
1236–1242, 2015.
Y. Kim, Y. Jernite, D. Sontag, and A. M. Rush, ‘Character-Aware
Neural Language Models’, arXiv:1508.06615 [cs, stat], Dec. 2015,
Accessed:
Oct.
23,
2020.
[Online].
Available:
http://arxiv.org/abs/1508.06615.
T. Rama and Ç. Çöltekin, ‘LSTM Autoencoders for Dialect
Analysis’, in Proc. 3rd Workshop on NLP for Similar Languages,
Varieties and Dialects (VarDial3), Osaka, Japan, Dec. 2016, pp.
25–32, Accessed: Oct. 27, 2020. [Online]. Available:
https://www.aclweb.org/anthology/W16-4803.
M. E. Peters et al., ‘Deep contextualized word representations’,
arXiv:1802.05365 [cs], Mar. 2018, Accessed: Oct. 23, 2020.
[Online]. Available: http://arxiv.org/abs/1802.05365.
A. Radford, K. Narasimhan, T. Salimans, and I. Sutskever,
‘Improving Language Understanding by Generative Pre-Training’,
preprint, p. 12, May 2018.
J. Devlin, M.-W. Chang, K. Lee, and K. Toutanova, ‘BERT: Pretraining of Deep Bidirectional Transformers for Language
Understanding’, arXiv:1810.04805 [cs], May 2019, Accessed: Oct.
27, 2020. [Online]. Available: http://arxiv.org/abs/1810.04805.
Z. Yang, Z. Dai, Y. Yang, J. Carbonell, R. Salakhutdinov, and Q.
V. Le, ‘XLNet: Generalized Autoregressive Pretraining for
Language Understanding’, arXiv:1906.08237 [cs], Jan. 2020,
Accessed:
Jan.
31,
2021.
[Online].
Available:
http://arxiv.org/abs/1906.08237

MIPRO 2021/DS-BE

Methods for Automatic Sensitive Data Detection in
Large Datasets: a Review
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Abstract—In recent years, the need for detection and deidentification of sensitive data in both structured and unstructured forms has increased. The methods used for these tasks have
evolved accordingly and currently there are many solutions in
different areas of interest. This paper describes the need for the
detection of sensitive data in large datasets and describes the
challenges associated with automating the detection process. It
gives a brief overview of the rule-based and machine learning
methods used in this area and examples of their application.
The advantages and disadvantages of the described methods are
also discussed. We show that the most recent detection solutions
are based on the latest and most advanced models proposed
in the field of natural language processing, but that there are
still some rule-based methods used for certain types of sensitive
data. In recent years, the need for detection and de-identification
of sensitive data in both structured and unstructured forms
has increased. The methods used for these tasks have evolved
accordingly and currently there are many solutions in different
areas of interest. This paper describes the need for the detection
of sensitive data in large datasets and describes the challenges
associated with automating the detection process. It gives a brief
overview of the rule-based and machine learning methods used
in this area and examples of their application. The advantages
and disadvantages of the described methods are also discussed.
We show that the most recent detection solutions are based on
the latest and most advanced models proposed in the field of
natural language processing, but that there are still some rulebased methods used for certain types of sensitive data.
Keywords—sensitive data, detection, de-identification, unstructured data, machine learning, named entity recognition.

I. I NTRODUCTION
Since the emergence of the Internet, and even more so in
the last decade, the amount of data available to everyone has
increased dramatically. The ability to share and process vast
amounts of data is a great catalyst for the world’s research and
development, but within vast amounts of data lies a significant
amount of sensitive information that can be misused if not
handled properly. The misuse of such data is prohibited by
law. As there has been more and more processing of big data,
and more and more leaks of databases containing sensitive
information over time, the need for data loss prevention has
become even greater. Sensitive personal data, or sensitive data
for short, represents personal information that by its nature
is particularly sensitive in terms of fundamental rights and
freedoms [1]. As such, the processing of sensitive data is
prohibited unless certain conditions are met or permissions
are granted. In the medical domain, medical records can be
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very useful to gain knowledge or find yet unknown relations
through machine learning, but these records cannot be published as they contain sensitive data, which should be found
and removed, anonymized or pseudo-anonymized beforehand.
In the financial domain, companies need to be able to find
sensitive data of their clients and remove the data at the
request of a client or when an event occurs that requires such
actions. These two domains come to the same problem of
detecting sensitive data from two different perspectives. The
problem can be solved manually by having people annotate
each occurrence of sensitive information. Although this is a
relatively secure solution, it is very expensive, slow and timeconsuming. A much better solution would be to automate
the process of detecting sensitive data. Sensitive data can
come in both structured and unstructured forms, making it
even more difficult to detect automatically. The described
problems are collectively widely known as the sensitive data
de-identification problem, which consists of two parts. In the
first part, the sensitive data must be detected, and in the second
part, it must be removed, anonymized, or pseudo-anonymized.
This paper addresses the first problem by presenting and
reviewing methods to detect sensitive data.
The task of sensitive data detection in unstructured text is
essentially a special case of the Named Entity Recognition
(NER) task, which would constitute the detection of certain entities that represent types of sensitive data. While sensitive data
detection in structured data depends entirely on the domain and
its associated metadata, the recent implementations of such
tasks use machine learning on pre-trained word embeddings
([2], [3]).
In the following sections, we first review the related works
that have compared or analyzed different methods for sensitive
data detection. Then, we list the most commonly used methods, why these methods are or have been used for sensitive
data detection, and how these methods have evolved. Finally,
the paper will talk about the good and bad sides of these
methods, compare them and give a conclusion on what is the
current trend of development for the problem and why that is
the case.
II. R ELATED W ORK
Several studies have been done describing the problem
of de-identification in specific domains and comparing the
methods used to solve the problem.
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Stubbs et al. [4] created a dataset for de-identifying medical
records and held a competition to detect sensitive data in the
created dataset. They compared and presented the different
approaches of the submissions to the competition and concluded that the best solutions at the time used combinations
of machine learning and hand-crafted methods for detecting
sensitive data. Leevy et al. [5] compared different long shortterm memory network (LSTM) and conditional random field
(CRF) approaches to the problem of de-identifying sensitive
data in medical text. Most of the studies in the survey were
conducted on different tasks as they either used different
datasets or predicted different subsets of entities of sensitive
data. LSTM and CRF approaches outperformed each other on
approximately the same number of tasks, resulting in no clear
winner between the two approaches. Garfinkel [6] compared
different rule-based and machine learning approaches for the
de-identification problem in medical documents. They found
that rule-based systems are better for entities that have a
strict form, such as zip codes or social security numbers,
but are generally much worse than methods based on machine learning. Meystre [7] examined different kinds of deidentification methods and discussed the strengths and weaknesses of rule-based and machine learning methods in general
for de-identifying clinical records and provided examples of
systems that use these methods. Trienes et al. [8] created a
dataset for de-identification of medical records in which they
compared three methods. The rule-based method had the worst
performance and cannot be generalized to different domains.
The feature-based model which uses CRF performed in the
middle for the main problem as well as in different domains,
while the neural network approach using a bidirectional LSTM
(BI-LSTM) along with a CRF performed best overall. Truong
et al. [9] address the problem of sensitive data detection in the
financial domain, which has not been thoroughly researched
because of the lack of publicly available datasets. They created
their own datasets, and evaluated several approaches on that
dataset, with Convolutional Neural Networks performing the
best amongst all the methods.
There also exists research for the detection of sensitive data
in formats which do not directly involve text. Some of them
use some kind of pre-processing to transform the original
data into text, after which the same methods are used for
the detection of sensitive data in structured or unstructured
text, others employ entirely different techniques. For example,
Google Cloud DLP [10] uses Optical Character Recognition
(OCR) to transform images of textual documents into text, as
well as their speech-to-text API for transforming audio files
to text. Other possible approaches can detect biometric data
in images and videos with face-recognition techniques and as
such be useful in sensitive data detection.
There are software products, as shown in Table I, which
tackle the problem of text de-identification within the problem
of Data Loss Prevention (DLP), and they approach the problem
of detecting sensitive data on a part of, or on all of unstructured
and structured text, as well as on images pre-processed with
OCR, using methods based on rules or machine learning.
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The field of sensitive data detection in structured data has
not been thoroughly researched. Some products mentioned
in Table I offer tools for this task, but they do not go
into more detail than using rules and machine learning. We
could not find any scientific work focusing on automatic
detection of sensitive data in structured data or similar topics,
which suggests that the topic is currently largely unexplored.
Therefore, most of the paper will be related to the detection
of sensitive data in unstructured data.
III. OVERVIEW OF A PPROACHES
The problem of sensitive data detection can be approached
in a number of ways, but most of these methods fall into one of
two categories. The first category is rule-based methods, and
the second is machine learning methods. The final solution to
the problem can also be a combination of several approaches
used together for different parts of the task, or one approach
can be the input to another approach.
A. Rule-based approaches
Rule-based approaches describe rules that decide what the
model recognizes as sensitive, and what it recognizes as not
sensitive. These rules are created by people who have a deep
understanding of the domain and the rules take lot of time and
resources to create.
1) Lookup table: Some of the first approaches used for
sensitive data detection, but mostly not used on their own, were
lookup tables. The idea behind this is to create a hash table of
frequently used terms that potentially tells us whether a word
is sensitive or not. Lookup tables can be used to detect both
sensitive and non-sensitive data. In the first approach, lookup
tables contain words that are often or always entities. For
example, there might be a lookup table that contains the most
common first names, and another lookup table that contains
the most common last names. In the second approach, which
could be used when lookup tables are used in combination
with another method, the lookup table could consist of words
that are not sensitive, but are often recognized as sensitive
by another method, which would remove the misclassification.
Furthermore, if the given data is unstructured, the surrounding
words such as “Mr.” or “Dr.” may be used to detect potentially
sensitive words near them. Therefore, creating a lookup table
with such indicators would allow detection of sensitive words
that are not in lookup tables but are near the indicators.
Depending on the task at hand, specific lookup tables
can be created to include the domain of the task. Some
medical records’ implementations used a list of names of staff
members, patients, or recently deceased individuals ([16] [17]
[18]), and some used names of institutions such as hospitals or
clinics ([19]), along with the lists of the most common names
in each country or similar common knowledge.
2) Regular expressions: Regular expressions represent a
search pattern defined by a sequence of characters. If a pattern
is found in sensitive data that does not occur in non-sensitive
data, then regular expressions are the way to go as they find
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TABLE I
D E - IDENTIFICATION S OFTWARE P RODUCTS
Product

Data use cases

Approach used

Google Cloud DLP [10]
IBM Security Guardium [11]
Nightfall AI [12]
Gretel AI [13]
Presidio [14]
PII Catcher [15]

Audio, Images, Unstructured and Structured text
Structured text
Images, Unstructured and Structured text
Unstructured and Structured text
Images and Unstructured text
Structured text

Machine learning, Rule-based, and OCR
Rule-based
Machine learning and OCR
Machine learning and Rule-based
Machine learning, Rule-based, and OCR
Machine learning and Rule-based

all occurrences of that pattern and thus detect only sensitive
words.
Much of the sensitive data such as dates, identification
numbers, email addresses, etc. follow a pattern or must be
in one of several possible formats in which that type of
data occurs. For example, while identification numbers always
have a strict format, dates occur in multiple formats, but a
regular expression that takes all of these formats into account
at the same time can easily be created, thus identifying all
occurrences of these patterns as sensitive data. Beckwith et
al. [16], Friedlin and McDonald [17], and Neamatullah et al.
[19] used regular expression for, among other things, address,
location, or email patterns, as well as for detecting words
consisting mainly of digits.
3) Identifying metadata: Metadata is data that gives information about other data that is being used. In structured
data, metadata is always present because the structure itself
conveys some information. If the metadata can be helpful in
recognition, then it is also identifying. For example, metadata
would be the name of a column in a database table or the
name of a section in a form. If the metadata conveys useful
information for our task such as the name of the “First name”
column, then that would mean that the data present in that
column is sensitive. Beckwith et al. [16] used identifying information from XML document headers that contained names
and dates, along with regular expressions, to find sensitive data
and remove it from all existing locations in the document.
B. Machine learning approach
Machine learning methods use various algorithms to train
themselves to recognize patterns without having to explicitly
communicate these patterns to the algorithm. Since some of
the most basic machine learning algorithms only consider the
currently observed input, or word in our case, many works
have not used them, but rather algorithms that in some way
capture the context surrounding the currently observed word,
since the problem of detecting sensitive data in unstructured
data depends on context.
1) Hidden Markov model: Hidden Markov models (HMM)
[20] are categorized as generative models that use latent
variables (hidden states) representing entities (outputs) to
predict observable variables (inputs). The hidden states are
interconnected and have probabilities of transitions from one
to another as well as probabilities of producing a particular
input. The model maximizes the joint probability for the entire
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sequence of tags along with the entire input sequence, rather
than for a single tag, because in this way previous words and
tags change the classification of subsequent tags. Chen et al.
[21] used HMMs on data introduced by Stubbs et al. [4]. In
the preprocessing part, each word was embedded into a vector
and this embedding was further given as input to the model.
The model was allowed to use as many hidden states as the
data itself dictates by using the latent Dirichlet process [22].
This allowed the model to capture variations in the data and
thus create more distinct categories. For example, the word “a”
by itself is not a sensitive word and usually suggests that the
word to come is not sensitive either, but if the words “works”
and “as” are present before the word “a” then it suggests that
the next word will be a sensitive word that would represent
an occupation.
2) Conditional random fields: CRFs [23] are a generalization of HMMs, they follow the same idea of hidden states
except that the states are undirected, which allows the model
to use information from both previous and subsequent inputs
as well as possibly other features represented as hidden states.
The most important difference between CRFs and HMMs is
that CRFs are discriminative rather than generative models,
because they maximize the conditional probability of outputs
given inputs, whereas HMMs maximize the joint probability
of inputs and outputs co-occurring. These differences allow
the CRF model to create arbitrary features that need not be
statistically independent and are not restricted to modeling dependencies of hidden states and their associated observations.
These arbitrary features are often handcrafted and specific
to the domain. In the field of sensitive data detection, they
are often created by rule-based methods since the rule-based
methods are better at detecting certain kinds of sensitive data.
Implementations of CRFs for the task of de-identification
use different features to try to predict the most likely labels.
For example, Berg and Dalianis [24] used lemmas, first few
and last few letters of words, and binary and integer indicators,
among others. If the word consists only of numbers, the binary
indicator would be a “1”, and if not, then a “0”. Similarly,
the integer indicator could indicate how many letters are in
the word. Liu et al. [25] used one CRF for various tokenlevel features such as Bag of Words, part-of-speech (POS)
tags, and orthographic features, and another CRF for characterlevel features such as Bag of Characters, which used unigrams,
bigrams, and trigrams, as well as sentence information.
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3) Recurrent neural networks: Recurrent neural networks
(RNNs) are types of neural networks that contain an internal
state (latent variable) that is modified by inputs and produces
outputs. The state thus acts as a kind of memory that allows
past words to influence future output decisions. Like the
HMM, RNNs also model the distribution of a sequence of
observations from latent variables, but RNNs have one latent
variable that is changed by each input that comes to it, while
HMMs have multiple latent variables that are not changed
by the inputs, but only transitions between each other using
previous states and the current input. Srivastava et al. [26]
used two types of RNNs, the first of which generated the
new internal state from the previous internal state and the
current input, while the second RNN used the output of the
previous internal state along with the input of the current state
to generate the new internal state. The RNN’s input was an
embedding of the target word and its surrounding words to
better capture short-term temporal dependencies.
4) Long short-term memory: LSTM is a modification of
an RNN that facilitates recall of previous input, and solves
some of the problems RNNs have faced when processing
long sequences, such as vanishing or exploding gradients.
LSTM has the same general architecture as an RNN, the only
difference is that the internal state (memory) is more complex.
It uses several matrices represented in the form of gates. The
first gate decides which part of the input modifies the memory,
the second decides which parts of the memory are forgotten,
and the third gate decides which parts of the memory are
used to generate the output. Implementations of LSTMs for
the de-identification task mostly use a BI-LSTM consisting of
two LSTMs, the first of which trains on the sequence as it
normally is, and the second on a sequence with a reversed
order of words.
Richter-Pechanski et al. [27] used a BI-LSTM with a
concatenation of character-level word embeddings and embeddings obtained from ELMO (Embeddings from Language
Models [28]), a word representation model trained on large
amounts of unlabeled data. Madan et al. [18] also used a BILSTM, but with character-level embeddings concatenated with
POS tag embeddings.
5) BERT: BERT [29] is a recent deep learning model
that uses attention through bidirectional transformers [30]
to capture important features in natural language. It allows
the model to consider the entire input while predicting each
output, and the model trains itself on which part of the input
to pay the most attention to. The model is pre-trained on huge
amounts of unlabeled data using a masked language model,
laying a good foundation for transfer learning to a variety of
different domains.
Garcia-Pablos et al. [2] and Johnson et al. [3] used BERT for
the task of sensitive data de-identification. They tokenized their
sentences as inputs to a pre-trained BERT and refined it with
a fully connected linear layer that has the outputs of BERT as
inputs, and the log-likelihood of the classes as outputs.
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IV. D ISCUSSION AND A PPLICATION E XAMPLES
Over the years, as seen in the previous section, there
have been many approaches to the problem of sensitive data
detection in unstructured text, most of which fall into two
categories: rule-based methods and machine learning methods.
Both categories have different advantages and disadvantages.
Rule-based methods use domain knowledge to create patterns that are recognized by the system. They require very
few or no training examples because they represent patterns
or rules and the model itself does not need to learn from
examples. It is also easy to add new rules or implement
special cases as the need arises. However, since rule-based
methods are based on hand-crafted rules, it also means that
all specific and rare cases must be considered, and complex
solutions must be created for some of these cases. Moreover,
the engineers behind the methods need to know all the edge
cases and possible scenarios that can occur in order to build
a good model. Another disadvantage of rule-based methods is
that once a system is created, it has very low generalizability
because it was built specifically for the problem at hand, and
if the domain of the entities being searched for changes even
slightly, it cannot adapt to them without a lot of work.
Machine learning methods themselves do not take domain
knowledge into account, as they require large amounts of annotated data to learn to work properly, which usually requires
a lot of work from experts in the domain. If the model does
not detect a particular case where sensitive data occurs, it is
very difficult to make a small change and thereby include that
edge case. Considering all these drawbacks, machine learning
models are still generally better than rule-based methods
because they do not require expert knowledge and manual
work in creating the rules. This means that they do not need
to know all the edge cases, because the model learns them by
itself if it is good enough and if there is enough annotated data.
Machine learning methods also have very high generalizability
because they do not need completely new rules for a slightly
different domain, but can be trained on the data of the new
domain and learn to adapt to it.
Although these two approaches seem very different and have
different strengths, the best models usually incorporate both
approaches. There are two ways to combine these approaches.
The first is to leave the detection of some entities or certain
instances of entities to rule-based methods, e.g., social security
or phone numbers, while the machine learning algorithm
detects the other entities. The second approach is to use rulebased methods to generate features that are used by machine
learning algorithms along with the words from the text, e.g., a
feature could be 1 if the current word consists only of numbers
and 0 if not, helping the machine learning model recognize that
a word could represent a phone or social security number. As
shown in [4] and [8], the best performers in sensitive data
detection tasks were machine learning algorithms using rulebased features in machine learning algorithms, followed by
the methods that used machine learning algorithms for some
entities and rule-based methods for others, followed by solely
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machine learning algorithms, and finally, purely rule-based
methods had the worst performance.
LSTMs and CRFs have shown the best results in several
studies, as shown in [5]. LSTMs tend to perform better than
CRFs, but when CRFs are combined with rule-based feature
extraction systems, there does not seem to be a clear winner
currently, as both perform slightly better than their counterpart
on some tasks, but not on others. The most recent studies
[2], [3] have exploited the novelty of BERT in sensitive data
detection after having produced several state-of-the-art results
in a variety of NLP tasks. Although there are not many such
models yet, the studies conducted have yielded promising
results hinting at the direction in which automated sensitive
data detection is moving and where future work is needed.
In Table II, we provide results of different methods on
several de-identification datasets. On the i2b2 clinical naratives
de-identification challenge [4] dataset, BERT achieved the
best result followed by a combination of CRF and LSTM.
Other machine learning approaches have a somewhat similar F1 score, while only rule-based approaches performed
significantly worse. However, the approaches that use fewer
entity types may not be directly comparable to the approaches
that use all 18. Most approaches referenced in the paper
used datasets that are not widely used, or were used only in
their paper, and thus cannot be directly compared to all other
models, but only to the models tested on the same dataset.
Garcia-Pablos et al. [2] trained and tested their BERT model
on data from the Spanish text de-identification challenge
MEDDOCAN [33] and ranked second, directly behind the
LSTM of Lange et al. [32]. Trienes et al. [8] created a dataset
of Dutch medical records called NUT for training and testing
their models and found that the LSTM performed the best with
an F1 measure of 91.6%, with the CRF model close behind and
the rule-based approach coming in last. They also acheieved
an F1 score of 91.2% on the i2b2 dataset.

Croatia under the “Operational Programme Competitiveness
and Cohesion 2014 – 2020.”
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Abstract—In this paper, we focus on predicting an employee’s absence based on historical timesheet data. More
specifically, based on one-year historical data, we want to
examine how the size of the time window of the historical
timesheet profiles influences the prediction power in the case
of one-week ahead absenteeism prediction. In our case, the
time window denotes an absence profile for a sequence of
weeks that precede the target week, which is then used
as a descriptor when building the predictive model. The
data are obtained from MojeUre, a system for tracking and
recording working hours and includes timesheet profiles of
employees from different companies in Slovenia. We design
different analysis scenarios and use a selection of regression
algorithms from the Weka [1] data mining software as the
primary tool for building predictive models. To analyse the
influence of the window size on the predictive power, we use
as indicators different performance evaluation measures. In
general, we conclude that using an extended window size
helps to achieve better predictive performance.
Keywords—predictive modeling, absence from work,
timesheet data, human resource management

analyzing employee churn and turnover and modelling
employee lifetime value [3].
In this paper, we compile a dataset from a system called
MojeUre and focus on employee absenteeism prediction
from the collected historical data. Our goal is to evaluate
how and if the window size of the sequence of weeks
preceding the target week influences the prediction power
in the case of one-week absence prediction.
The paper is organized as follows. In Section II we introduce the problem of predicting employee absence from
timesheets data and introduce the MojeUre system and the
data. In Section III, we present our research question and
describe the analysis scenario, the process of constructing
the experimental datasets, and the experimental setup. In
Section IV we present the results of our analysis and in
Section V we provide a short discussion. We conclude the
paper with a summary of conclusions and indications for
future work (Section VI).

I. Introduction

II. Predicting absenteeism from time sheets data

Employers in various organizations nowadays want to
use novel technologies to support their day to day operations. The main objective is to improve their human
resources (HR) management’s productivity and optimize
human resource expenditures. More specifically, the company management wants to gain information and insight
from the extensive collections of human resource management (HRM) data that each employer collects and owns,
to support day-to-day operations and decision making, and
to comply with the national and international legislation.
The new era of HR executives moves from settling on
receptive choices exclusively taking into account reports
and dashboards towards connecting business information
and human asset information to foresee future results [2].
Having these dashboards enables them to detect patterns
and trends, anticipate events and spot anomalies, perform
forecasting by using what-if simulations and learn of
changes in employee behaviour so that appropriate actions
can be taken to obtain desired business outcomes. The
purpose of HRM is measuring employee performance and
engagement, studying workforce collaboration patterns,

In this paper, we are addressing the task of absenteeism
prediction from timesheets data. More specifically, based
on data obtained from a time attendance register system,
we construct employees absence profiles. Then we build a
predictive model based on the employees’ absence profile
and the employees’ demographics profile to predict if or
for how many days an employee would be absent. In this
case, we are considering a one-week-ahead prediction.
In the case that we want to predict just if an employee
would be absent or present in the given week, we would
have the task of binary classification. If we want to predict
the number of days an employee would be absent in a
given week, we have the task of regression, which can
be addressed by using regression methods. In this paper,
we consider predicting the number of days an employee
would be absent in a given week.
In the remainder of this section, first, we present a
more detailed description of the task at hand. Next, we
present the MojeUre system, which is our data source.
Furthermore, we describe the structure of the raw data,
as well as the process of data cleaning. Finally, we

MIPRO 2021/DS-BE

219

present the datasets constructed for the task of learning
the predictive models.
A. Description of the task
In this paper, we consider the prediction of the number
of absence days and hence use regression methods for the
prediction task. More specifically, we want to explore how
the size of the time window of the historical absence profiles, based on timesheets data, influences the prediction
power in the case of one-week absenteeism prediction. In
this case, the time window denotes an absence profile for
a sequence of weeks that precede the target week and is
used as a descriptor when building the predictive model.
B. The MojeUre system
The MojeUre system (https://mojeure.si/) was developed by the 1A Internet d.o.o. company from Slovenia
to support planning employees schedules, as well as for
recording work attendance and absenteeism. In addition
to the easy recording of employees’ working hours by
a company, the system also provides access to each employee’s working hours, vacation control, sick leave, travel
orders, and various other functionalities. The system can
be accessed using both the web and a mobile application.
The entry of working hours into the working hours’
record can be done through the web or via a mobile
application. The companies can also buy a working time
registrar, and the employees can do the registration with
personalized cards for clock-in or clock-out (to register
different types of breaks, such as a lunch break, a private
break, etc.). There is also a way to record the working
hours using a mobile application and registration point,
which works with the usage of NFC (near field communication), BLE (Bluetooth), and a QR code that has to
be scanned with a built-in camera on a mobile phone. An
employee or the administrator can arrange a manual entry
of different hours of work. With a simple click, the user
adds hours of work that have been performed in a day.
The system also allows different types of registered hours
in the system in a single day.
C. Data
All the data used for analysis in the paper was obtained
from the electronic system for recording working hours.
More than 150 different companies of various types
and regions in Slovenia use the system for registering
employees attendance. The system’s primary function is
to record the arrivals and departures of an employee at
work and record the various types of employee absence,
such as sick leave and vacation leave. Also, the system
covers other absences such as paternity leave, maternity
leave, part-time leave, study leave, student leave, etc.
In this paper, we are using data from the MojeUre
system for the year 2019, and we have data for all 52
weeks of the year. Following the GDPR legislation [9], the
company providing the data signed the necessary contacts
with the participating companies, which enable the review
of individual data by companies and its use for analytical
purposes.
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TABLE I: The structure of the data instances used for the
learning task.
Descriptive attributes
Employee
Absence profile
demographics window (weeks
profile
preceding K)

Target attribute
Week K absence

D. The structure of the data instances
In Table I, we present the structure of the data instances
used for this learning task. The descriptive attributes are
composed the employee demographics profile and the
absence profile window.
The demographics profile (see Table II) contains attribute describing the demographics of the employee such
as company type (33 types of companies are defined), job
type (6 types of job types are defined), region in Slovenia
where the company is registered (12 different regions),
work hour (number of work hours by contract) and job
type (e.g., part-time, full time, student, etc.). The absence
profile window (see Table III) consists of descriptors of
absence in weeks preceding the target week, for which
we want to obtain a prediction. Absence in each week is
represented with the total number of days the employee
has been absent. Since absence can occur for different
reasons, we also include the information on two types
of absence: sick leave and vacation. This information
is available for all weeks present in the absence profile
window. The procedure of how these data instances were
constructed is described in the following subsections.
TABLE II: Employee demographic profile attributes
Attribute name

Type

WorkHour

numeric

CompanyType

nominal

EmploymentYears

numeric

JobType

nominal

Region

nominal

Description
Data indicating how many hours
per day an employee is employed
by contract.
Company type by specific categories. We have define 33 different
company types.
Describes how many years the person has been employed by the current company.
Describes type of job (e.g. permanent, part-time). We have define 6
different job types.
The region in which the employee’s
company is located. We have define
12 different regions.

TABLE III: Abscence profile window attributes
Attribute name

Type

WeekWNYTotal

numeric

WeekWNY
VacationLeave
WeekWNY
SickLeave

numeric
numeric

Description
The number of all absences in a
given week, including the sum of
sick leave and (vacation) leave.
The number of absences with type
vacation leave in a given week.
The number of absences with type
sick leave in a given week.

III. Experiments and analysis scenarios
A. Research question and analysis scenario
In this analysis scenario, we want to test if and how
the window size (the number of weeks that precede the
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B. Construction of the experimental datasets
The datasets used in the analysis were constructed
from the MojeUre database and structured using the
information presented in Section II-D. In this analysis, we
use the data for the year 2019. More specifically, we split
the one year, composed of 52 weeks, into four quarters
(we denote the quarters as follows Q1, Q2, Q3, Q14). The
periods represented with each quarter are as follows: Q1
starts with week one and ends with week 13; Q2 starts
with week 14 and ends with week 26; Q3 starts with week
27 and ends with week 39, and Q4 starts with week 40
and ends with week 52.
We constructed four variants of datasets that contain
different window sizes of the absence profiles for each
quarter. These absence profiles encode the absence information of one week, two weeks, four weeks and eight
weeks before the target week. The last week of each
quarter is our target week, for which we make absence
predictions.
During the year 2019 new companies were added to the
MojeUre database. Hence, the number of employees was
also changing constantly, and the datasets constructed for
each quarter have different instances. The overview of the
number of instances for each quarter is available in Table
IV. Each quarter dataset contains only those employees
from the MojeUre database with absence information for
the target week for that quarter (week 13 for Q1, week 26
for Q2, week 39 for Q3 and week 52 for Q4). The values
in the absence profiles for employees who were not yet
present in the database for a given week is denoted with a
missing value mark (for the Weka [1] software, this is ’?’).
For example, if an employee was entered into the database
in week 10, the employee would have a question mark
in all attributes from the absence profile for all previous
weeks.
TABLE IV: Summary of the constructed datasets
Quarter
in year

Target
week

Q1

W13

Q2

W26

Q3

W39

Q4

W52

Weeks in descriptive
absence profiles
W12; W11-12;
W9-W12; W5-W12
W25; W24-W25;
W22-W25; W18-W25
W38; W37-W38;
W35-W38; W31-W28
W51; W50-W51;
W48-W51; W44-W51

Num. of
instances
277
297
596
940
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week that we want to predict) influences the predictive
power of the built models. We perform one-week ahead
prediction of employee absence, using employee profile
data, historical time sheet data aggregated on a week level.
We explore the task of predicting employee absence as a
regression task, by predicting the number of absence days.
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(a) The distribution of different company types across regions.
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(b) The distribution of different job types across regions.
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(c) The distribution of different job types across the range of
different companies.

Figure 1: Demographics of employees in the MojeUre
database for the year 2019.
Education, translation, culture, sports. Most of the companies are from Central Slovenia, which is the most
populated region in the country.
Figure 1b shows the distribution of different job types
across the different regions. In this graph, we can see
the distribution of what job types the employees have in
different regions. The highest number of employees have
Permanent job type, and most of the employees are from
region Central Slovenia.
Figure 1c shows the distribution of different job types
across the different company types. The highest number
of employees have a Permanent job type, and most of
the employees are working in company type Education,
translation, culture, sports.
D. Experimental setup

C. Exploratory analysis
Figure 1a shows the distribution of the different company types across different regions in Slovenia. We can
see that most of the employees are from company type
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We used Weka as the primary software [1] tool to
execute predictive modelling experiments for our paper.
WEKA is open-source software that provides tools for
data preprocessing, implementation of several Machine
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Figure 2: Preformance results - Root Mean Squared Error (less is better). The different coloured lines denote the
performance of different methods.

Learning algorithms, and visualization tools to apply
machine learning to real-world data mining problems.
For the experimental analysis, we used different predictive modeling methods for regression implemented in the
WEKA software with different settings. For the regression
task at hand, we compare the performance of the following
methods:

•
•
•
•
•
•

Linear regression (LR);
M5P for both regression (M5P-RT) and model trees
(MP5-MT) [4];
RandomForest (RF) [5];
Bagging [6] of M5P trees (Bag-MP5);
IBK (nearest neighbour classifier with different number of neighbours K=1, K=3, K=7) [7]; and
Support vector regression (SMOreg) [8].

For the case of regression, we used two evaluation
measures for regression analysis. These include Root
Mean Squared Error (RMSE) and Pearson Correlation
Coefficient (CC). The evaluation scenario used in the
experiments was 10-fold cross-validation.
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IV. Results
A. RMSE measure
In Figure 2, we show a graphical representation of the
results for the RMSE measure for all four quarters for
the different regression algorithms (denoted by different
coloured lines) and the different window sizes (shown on
the horizontal axis). In this case, the lower the value of
this error is, the better is the model’s prediction.
As we can see for Q1, the best predictive performance
results are obtained by the random forest algorithm. By
increasing the window from 1 week to 2 weeks, the
RMSE starts decreasing in almost all algorithms. By
further increasing the window size to 4 and 8 weeks, the
performance of some of the algorithms starts to worsen.
In Q2, the best performing algorithm in terms of RMSE
is MP5-RT. By increasing the window from 1 week
to 2 weeks, the RMSE starts decreasing in almost all
algorithms. By further increasing the window size to 4 and
8 weeks, the decrease in RMSE is smaller and eventually
saturates.
In Q3, the best results in terms of RMSE are obtained
by linear regression, whose value is almost unchanged by
increasing the window size. Some algorithms show signs
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Figure 3: Performance results – Correlation coefficient. The different coloured lines denote the performance of different
methods.

of performance worsening when increasing the window
size from 4 weeks to 8 weeks.
In Q4, the best performance is obtained by the Random
Forest algorithm. Regarding the window size influence,
we can notice a similar pattern as in Q2.
B. CC measure
In Figure 3, we show a graphical representation of
the results for the correlation coefficient measure. The
correlation coefficient has values between -1 and 1 (the
closer the value to 1, the better the correlation).
As can be seen from graphs Q1, Q2, Q3 and Q4, a
growth trend is visible in most cases, which means that
adding additional attributes or increasing the range of the
absence profile window increases the correlation. In Q1,
we can see that the most suitable algorithm would be the
bagging of M5P trees. In Q2, the SMO algorithm and
M5P-RT achieve the highest performance. Therefore, in
the case of Q3, predicting the target attribute would be the
most appropriate with linear regression, whose correlation
values are mostly constant. Here, we can also observe a
deteriorated performance of the M5P-MT algorithm. In
the last quarter of Q4, the best correlation is obtained
with the Random forest algorithm.

MIPRO 2021/DS-BE

Throughout all the quarters, it is seen that linear
regression is among the more appropriate algorithms that
give good results. The algorithm with the worst results
throughout quarters is M5P-RT. Otherwise, it has a growth
trend in Q1 and Q2 with the increasing number of weeks,
but it is visibly declining in the Q3 and Q4 quarters.
As already established from the RMSE measure when
adding weeks, this affects the increase of the correlation
coefficient, which would mean that by adding attributes or
increasing the range between weeks, we cause an increase
in correlation and consequently obtain better predictive
power.
V. Discussion
From our results, we can conclude that by adding additional attributes or increasing the windows of the absence
profiles, we can potentially increase the prediction power.
We can further investigate this by performing experiments
that consider a longer absence window profile. In theory,
one would expect to obtain the best results by taking the
longest period of absence profiles available for a given
employee.
In each quarter we have different holidays which could
also affect increasing absence in a specific quarter. For
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example, in Q1, we have the school winter holidays on
different weeks different based on region. Next, in Q2,
we have the school spring holidays. Other holidays are in
Q3, which are the longest holidays from week 26 to week
35. These can also have the most significant impact on
increasing absence. In the last quarter of Q4, the school
holidays are from week 44 to week 45, and usually, the
last week of the year is also used for holidays. All of
the holidays have more impact on employees who have
families, as the children are also at home, which means
that employees are also more likely to take time off. In this
work, we considered the prediction of the total number
of absence days in the week. More insights into absence
can be obtained if we split the problem into two subproblems: predicting if an employee would take holidays
to leave and predicting if an employee would take another
type of leave (e.g., sick leave). Both prediction problems
can be tackled separately or together using state-of-the-art
multi-target prediction methodology.
Another thing to look at is the RMSE errors. In our
case, the granularity of the prediction is +/-1 day. It would
also make sense to test the statistical significance of the
use of different windows sizes. With this, we would see in
detail if the increase or decrease is statistically significant
or not.
VI. Conclusion and Future work
The main goal of this paper was to test if and how
the window size of employee absence profiles influences
prediction power in the case of one-week ahead absence
prediction. Our analysis was based on the 2019 data
from the MojeUre database. In our case, we defined
the problem as a regression problem and compared the
performance of a set of regression algorithms using two
evaluation measures (RMSE and CC). Our results show
that it helps to have longer employee absence profiles
as descriptors when learning the models to obtain better
predictive performance.
In future work, we plan to have a more detailed insight
into this problem by performing systematical experimentation by taking longer profiles (up to a year) and additional descriptive attributes that might help obtain better
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predictive power. Moreover, more insights can also be
obtained by building models for specific company types or
building models for specific regions. With this, we would
be able to capture the specifics of the company types
and regional specifics that might influence the absence.
Finally, given the current Covid-19 virus pandemic we
plan to analyse the influence of the virus on the absence
patterns of employees in 2020, as well as adapt our
methodology to take this into consideration.
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Abstract - In today's highly globalized world with vast
information transfers, it is increasingly difficult to
distinguish valid information from attempts to manipulate
human attitude through propaganda, which poses a growing
threat due to its spread and sophistication. This paper
proposes a deep learning method in order to combine
sentiment scores with traditional Word2Vec vectors which
result in a sentiment aware representation containing
semantic and emotional information, which, when used
together, result in a more accurate propaganda
classification model. The Word2Vec vector method is a
useful tool used to recognize the semantic meaning of words
and their structures in natural language processing, i.e.,
their emotional classification, and thus to detect
propaganda. An emotional dictionary built into VADER's
sentiment analysis results in a text sentiment score
representing emotional information. This method preserves
the flexibility of the Word2Vec vector by combining it with
an output of sentiment analysis. Tests conducted using a
Word2Vec model without sentiment data and using
sentiment data with standard deep learning methods for
propaganda detection show that this hybrid approach
increases propaganda classification accuracy.
Keywords - propaganda; sentiment
representation; deep learning; Word2Vec

I.

aware

word

INTRODUCTION

The word "propaganda" comes from the Latin verb
"propagare". The Catholic Church used it to symbolically
describe missionary activity in spreading the faith [1].
Vladimir Ilyich Lenin described propaganda agitation
as using slogans, allegories, and half-truths to influence
uneducated and uninformed people's attitudes. It was an
effective tool for dethroning the Tsars in Russia [2].
During World War I, the warring states used
propaganda en masse to raise their morale and demoralize
the enemy countries' population. In 1923, an American
propagandist Edward Bernays published his first book
defining the field of public relations, Crystallizing Public
Opinion, which inspired Joseph Goebbels [3]. In 1928,
Bernays published the book Propaganda, which was
heavily criticized for openly supporting society's mass
manipulation. Propaganda was widely used during the
Second World War, the Cold War by states, armies,
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special services, large companies and many other entities
[4].
Astroturfing is a special kind of black propaganda,
which creates a false impression of public acceptance of a
phenomenon, idea, or a person. Depending on the
campaign organizer, there are commercial, statesponsored, political, and military astroturfing.
One of the well-known older cases of astroturfing is
George W. Bush's astroturfing campaign. By flooding the
media, Congress members and senators with many
artificially generated e-mails supporting his policies, he
managed to falsely present the alleged broad public
support for adopting the Patriot Act and other
controversial laws, thus facilitating their adoption.
A classic example of state-sponsored astroturfing is a
Chinese "50 Cents Party" campaign. In 2004, the
Changsha state institution hired unemployed students and
officials as commentators who published social media
praise for the state's and the ruling party's functioning and
achievements, thus opposing critical views. Such "forum
members" received 50 cents per post, after which the
campaign was named [5].
With the development of the digital world, cyberspace
has become a new political battlefield, so countries are
simultaneously developing new strategies to protect their
cyberspace and attack other countries' cyberspace. Social
media
development
additionally expanded
the
cyberwarfare field. Mass use of digital tools is an essential
feature of 21st-century propaganda. Recognizing and
fighting such activities is impossible without using highly
sophisticated digital tools and deep learning methods.
The objective of this paper is to show the performance
of existing propaganda detection methods with and
without the implementation of a sentiment aware word
representation, using accuracy, precision and recall
measures. The other sections of this paper are organized
as follows: Section 2 provides a brief description of the
current work in detecting propaganda. Section 3 provides
a dataset description and the extracted features. Section 4
proposes the system architecture to determine propaganda
in an article and presents the evaluation results. Finally,
section 5 concludes with future directions for this
research.

225

II.

RELATED WORK

This section shows research used as the foundation of
the research paper. It explains the basics behind
Word2Vec and VADER sentiment analysis and shows
related research on Word2Vec and sentiment analysis for
propaganda detection.
A. Word2Vec
Word2Vec is a natural language processing (NLP)
technique created and published by a team led by Tomas
Mikolov. It uses two types of shallow neural networks:
Continuous Bag of Words (CBOW) or Skip-gram, to
create a Word2Vec model which understands the
connections between words in a given text. The Skip-gram
model's training technique tries to predict adjacent words
based on a word in the text instead of the CBOW
approach, which predicts words based on adjacent words.
Regardless of the technique used, Word2Vec creates a
set of vectors consisting of several hundred vectors, with
the corresponding vector added to each unique word in the
text used for teaching. Vectors are then arranged so that
words with the same or similar context in the text are
placed in a sentence close to each other [6].
Johnston and Weiss used the Word2Vec
representation to identify Sunni propaganda in different
media. They used 264,117 lines of text, including press
papers and Wikipedia texts, social media and extremist
literature (for example, terrorist manifestos). The final
text contained 69.9% of extremist and 30.1% of nonextremist vectors from mixed English and Middle Eastern
sources. Ten epochs were used to train the model. The
strong performance of the Word2Vec and Doc2Vec
method in classification tasks led to the decision to use
Word2Vec [7]. Mao, Chang, Shi, et al. suggested that the
combination of Word2Vec vectors with sentiment vectors
could improve classification accuracy. Methods such as
SVM, Naïve Bayes and similar were used to calculate
moods, which imitated mood analysis. The authors
propose the use of hybrid vectors of sentiment in broader
classifications of emotions. These vectors are obtained
using a combination of Word2Vec vectors with sentiment
scores [8]. Putra and Khodra [9] show that the use of a
semantic model increases accuracy compared to a lexical
model which does not consider the semantic meaning of
words. The highest accuracy, 82.94%, was obtained using
ANN from Word2Vec. Naili et al. [10] concluded that
Word2Vec and GloVe gave better semantic meaning
segmentation results than LSA.
B. VADER
VADER (Valence Aware Dictionary for Sentiment
Reasoning) is an NLP algorithm initially proposed by C.J.
Hutto and Eric Gilbert [11]. It combines a sentiment
lexicon approach, grammatical rules and syntactic
conventions for expressing sentiment polarity and
intensity. VADER is an open-source package within the
Natural Language Toolkit. All the lexical features were
rated for the polarity and intensity on a scale from "-4:
Extremely Negative" to "+4 Extremely Positive" by ten
independent human raters. The average score was then
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used as the sentiment indicator for each lexical feature in
the dictionary.
VADER sentiment analysis relies upon a dictionary
which maps lexical features to emotion intensities known
as sentiment scores. VADER produces four sentiment
metrics from these word ratings, which can be seen below.
The first three, positive, neutral and negative, represent
the text's proportion which falls into those categories.
The compound sentiment score can be obtained by
summing up all the text's sentiment scores.
The original VADER authors compared their approach
to sentiment analysis with individual human raters and
popular sentiment analysis methods (LIWC, ANEW, the
General Inquirer, SentiWordNet, and machine learningoriented techniques relying on Naïve Bayes, Maximum
Entropy and Support Vector Machine (SVM) algorithms)
and found that their proposed method obtained very
favorable results in comparison to other sentiment analysis
methods [11].
III.

DATASET AND EXTRACTED FEATURES

This section shows a dataset consisting of both
propaganda and nonpropaganda data collected through a
web crawler from web news sites. It also shows steps
taken to preprocess propaganda and nonpropaganda data
to be used in deep learning, as shown in the deep learning
methodology section.
A. Dataset
The model was created using the RapidMiner software
tool, which can be downloaded from [12]. The data was
collected using the Diffbot web application at [13].
Diffbot is a web application for extracting text from web
pages. The data consists of two parts. The propaganda
data consists of text in English from the websites [14] and
[15]. The nonpropaganda part of the text consists of the
text from [16] and [17].
The selection of propaganda and nonpropaganda text
sources was made, considering websites which specialize
in rating the bias and factuality of different news sites and
media. Websites [18] and [19] were used to select
nonpropaganda and propaganda websites. Both
nonpropaganda sources have a high factuality and
nonbiased rating. In comparison, both propaganda sources
have a questionable rating based on heavy censorship and
the use of questionable sources.
The media ownership was the propaganda text
identifying criterion: state-owned newspapers or Internet
portals are the most common final propaganda spreaders.
In the nonpropaganda text, particular attention is paid to
the most neutral media chosen and the use of the least
"emotional language." Propaganda data consists of text
collected from papers from the Xinhua [14] and CGTN
[15] newspapers' Internet portals. There are 37,503 lines
of propaganda text. The selected text is preprocessed by
removing sentences containing unknown or foreign
characters, removing special characters, and correcting
incorrect words.
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CGTN is an international English-speaking news
channel based in Beijing, controlled by China Central
Television or a state-controlled communicator. CGTN
focuses on markets other than China and operates in over
100 countries [20].
Xinhua News Agency is an official, state-controlled
news agency. Xinhua is the largest and most influential
media organization in China and globally the largest
agency regarding the number of journalists employed.
Xinhua is a ministerial-level institution and the highest
state media institution [21]. The Chairman of Xinhua is a
member of the Central Committee of the Communist
Party of China [22].
The nonpropaganda text was chosen having in mind
neutrality regarding political orientation and the least
emotional language. It consists of text collected from
news articles from Reuters [16] and TheHill [17]. There
are 43,613 lines of nonpropaganda text. The selected text
is preprocessed by removing sentences containing
unknown or foreign characters, removing special
characters, and correcting incorrect words.
Sentiment analysis dataset consists of both propaganda
and nonpropaganda lines of text which were processed
through VADER sentiment analysis before being used in
deep learning together with Word2Vec vectors. The
resulting processed datasets consist of 3,273 scored
propaganda words and 3,152 scored nonpropaganda
words.
B. Data Preprocessing
The main goal of NLP is to create an effective set of
vectors representing text. In a specific task based on
emotional classification, a hybrid vector containing
emotional information is proposed. The paper presents
details of creating a hybrid system, as shown in figure 1.
The method consists of three components:

vector for propaganda and nonpropaganda text.
Word sentiment part of the framework was
implemented using an Extract Sentiment operator from
Operator Toolbox RapidMiner extension from
RapidMiner marketplace. Word2vec vector algorithm was
implemented through Word2vec extension from
RapidMiner marketplace.
The third phase is based on the results of the two
previous phases.
In this paper, the CBOW model was used to train the
Word2Vec model. After initial data processing
(tokenization, lowercase), the CBOW model converts
words into vectors and then calculates all vectors'
averages into the text to get a vector representation of each
sentence.
CBOW is trained by assigning text to a learner's
algorithm. After that, the algorithm converts it to vectors.
Vectors are then used to teach CBOW to recognize the
target word, representing the connection between the
closest neighboring words. In doing so, CBOW further
analyzes the words which are not the nearest neighbors in
the word group so that the vectors representing the words
are multiplied as many times as there are adjacent words
in the text. The multiplication result is then divided by the
total number of adjacent words. The idea of CBOW is that
the values found in the neural network hidden layer will
represent the average value of the input text, and a more
accurate final result will be obtained [23].
Word2Vec reviews the whole text several times during
the training phase. The problem with learning the
Word2Vec model is that the time needed to learn the
model on a specific word is equivalent to its occurrence in
the text. Words which appear less frequently in the text
make coaching difficult.

•

Construction of the semantic component of the
propaganda and nonpropaganda text based on the
Word2Vec vector,

Word2Vec has shown that it is better to use a single
token to represent an expression in speech or text than to
specify individual tokens for individual words. Mikolov
[6] presented the following method:

•

Construction of the sentiment score based on
emotional vocabulary,

(1)

•

Construction of the sentiment aware Word2Vec

Figure 1. Proposed Framework
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Where δ is a discounted coefficient.
This approach is commonly used 2-4 times throughout
the text. Each time the phrases will represent the bigrams
with a result greater than the selected threshold [6]. As
mentioned in the previous chapter, VADER is an NLP
algorithm which combines a sentiment lexicon approach,
grammatical rules, and syntactic conventions. A primary
feature is a dictionary which maps lexical features to
sentiment scores.
Besides the sentiment dictionaries, some structures are
inherently neutral but can change the polarity of sentiment
(such as "not" and "but") or modify the intensity of the
entire sentence (such as "very" and "extremely"). In
VADER, the developers incorporated several heuristic
rules which handle punctuation, capitalization, adverbs,
and contrastive conjunctions. Below are a few examples
of how the degree modifiers boosted the positivity in a
sentence's compound score.

consider which cluster belongs to which word based on
sentiment score. In that way, emotionally loaded words
will be considered for propaganda classification even if
found in nonpropaganda text.
IV.

DEEP LEARNING METHODOLOGY

This part of the research paper shows three different
deep learning methods used to test sentiment aware word
representation. Both convolutional neural networks
(ConvoNet) and Long Short-Term Memory (LSTM)
approaches use standard RapidMiner deep learning setup
which involves data fed into a nested deep learning
operator containing deep learning layers which differ
depending on the method used. H20 Gradient Boosting
Machines (GBM) involve an already preconfigured
ensemble machine learning algorithm. Therefore, no deep
learning layers are needed.

To calculate the entire text's sentiment score, VADER
scanned the text for known sentiment features, modified
the intensity and polarity according to the rules, summed
up the scores of features found within the text, and
normalized the final score to (-1, 1) using a function:
(2)
In addition to the sentence's compound score, VADER
also returns the percentage of positive, negative, and
neutral sentiment features, as shown in the previous
example. In VADER, alpha is set to be 15, which
approximates the maximum expected value of x.
In this paper, a hybrid dataset has been constructed,
representing each word by combining a neural networkbased sentiment score with word embedding based on the
Word2Vec model. Sentiment aware word embeddings,
unlike traditional ones, have a much better emotional
understanding. Moreover, they take full advantage of the
Word2Vec flexibility and implemented more complex
sentiment analysis.
To combine Word2Vec vectors with sentiment
analysis, propaganda text's sentiment analysis was done
separately from the primary process with VADER
sentiment analysis. The sentiment score of the sentence is
a sum of sentiment scores of individual words. Therefore,
the sentence was split into individual words with a
sentiment score calculated using VADER.
The result of this process was a dataset containing
words with their sentiment scores calculated through
VADER sentiment analysis. Before data was used, it was
processed to remove duplicates.

Figure 2. Deep Learning Process

As shown in Figure 2, a deep learning process involves
different steps and phases, and for better understanding
and process description, the authors marked operators
with numbers from 1 to 6. Operator 1 involves data
retrieval from the database. Data is taken directly from
preprocessing. Operator 2 is used to transform data type
from numerical to binomial data type in a column called
sentence id, which automatically maps data from 0-1
range to true and false values. Operator 3 splits data into
two different parts. The first part is used to train the deep
learning model and the second part is used to test the
trained model. Operator 4 represents a part of the process
where the deep learning model is trained. Operator 5 is
used to apply the model learned on unlabeled data to test
the model learned. Operator 6 is used to measure the
performance of the model trained.

After preprocessing, the Word2Vec and VADER
sentiment analysis vectors were combined into one dataset
using the merge operator. The exact process was repeated
on both propaganda and nonpropaganda data, with a final
output being a dataset consisting of both propaganda and
nonpropaganda data.

A. ConvoNet Approach
This approach uses a convolutional network to feed
Word2Vec vectors, as shown in Figure 3. Operator 1 is a
convolutional layer fed with 200 Word2Vec vectors
consisting of both propaganda and nonpropaganda. With
the addition of vectors, other inputs are id, batch, label,
and cluster role. Operator 2 is a pooling layer used to
aggregate all neurons gained by feeding Word2Vec
vectors to the convolutional layer, shown as operator 1.

In the deep learning process, the sentiment score was
given a cluster role, which means that deep learning will

The third layer (operator 3) is a fully connected layer
which consists of 202 neurons, which is a number which
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corresponds to 200 Word2Vec vector dimensions with
the addition of two neurons representing classes used in
classification, which is 2. The best activation function for
our case was ReLu. A dropout of 0.2 was added to avoid
overfitting. The output layer (operator 4) consists of a
fully connected two neurons layer. This layer's activation
function was Softmax.

as shown in Figure 2. The embedding layer (operator 1) is
used to load data into the deep learning process. Data
loaded into LSTM is the same as data used in ConvoNet
and H20 GBM, but it must be loaded differently to make
it more compatible with the LSTM deep learning process.
Loaded data consists of both propaganda and
nonpropaganda Word2Vec vectors represented by the 1dimensional index and label, cluster, id and batch
attributes.
The second layer (operator 2) is an LSTM layer which
consists of 202 neurons and ReLU function.

Figure 3. ConvoNet Deep Learning Process

B. H20 GMB
H20 GMB is a decision tree ensemble machine
learning algorithm which uses a gradient boosting
framework. It relies on an iterative method where new
models are trained to correct previous model errors.
Moreover, Gradient Boosting Decision Tree (GBDT)
optimized implementation which provides a highly
efficient parallel tree boosting.

Figure 4. GBM (H20)

Word embeddings of both propaganda and
nonpropaganda word vectors are handled by being added
into one table and fed into H20 GMB, as shown in Figure
4.

Figure 5. LSTM deep learning process

The output layer (operator 3) is a fully connected
layer consisting of 2 neurons with Softmax function.
D. Results and Discussion
The preprocessing phase of the classification process
included using the NLP technique Word2Vec and
VADER sentiment analysis technique. The original
dataset was transformed into sentiment scored vector
representations. After that, the classification processes
were created using three methods ConvoNet, GMB H20,
LSTM, each with and without word sentiment included.
Each process was evaluated using measures (accuracy,
precision and recall) calculated from the confusion matrix
data (Table I).
TABLE I.

PERFORMANCE OF PROPAGANDA CLASSIFICATION

Predicted propaganda
Predicted nonpropaganda

True
propaganda
TP
FN

True
nonpropaganda
FP
TN

RapidMiner specific implementation of the H20 GBM
already comes preconfigured and does not need deep
learning layers inside the operator, so only operators used
are shown in Figure 4. Operator 1 retrieves data from the
RapidMiner database. Operator 2 splits the retrieved data
into two different parts. The first part of the data is used to
train Gradient Boosted Machines models, and the second
part is used to test the trained model. Operator 3
represents part of the process where data is used to train a
model. Operator 4 is used to apply and test the trained
model on an unlabeled set of data. Operator 5 is used to
measure a model's performance when the model is used
on unlabeled data.

After running the process, RapidMiner compares each
document from testing partition to the true label and the
prediction label and sorts it into the correct place in the
confusion matrix. The values are defined as follows:

C. LSTM
LSTM network approach uses a bit different input
than all other models. Instead of using all word vectors in
one data table, all word vectors (of both propaganda and
nonpropaganda text) are transformed into a Word2Vec
index. That was later interpreted by a Word2Vec model
file fed into the embedding layer, as shown in Figure 5.
The LSTM Deep Learning process is contained inside an
operator deep learning, which is a part of a larger process,

it is calculated as
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TP is called "true positives",
FP is called "false positives",
FN is called "false negatives" and
TN is called "true negatives".
Accuracy represents the ratio of correctly classified
documents compared to the number of all documents, and
.

Precision is calculated as the ratio of true positives to
all positively predicted examples, and it is calculated as
.
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Recall is calculated as the ratio of true positives to all
actually positive examples, and it is calculated as
.
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different sentiments in texts at a semantic and pragmatic
NLP level.
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Abstract—In this paper, we describe an extension of
the ontology of core data mining entities (OntoDM-core)
that will improve the semantic representation of machine
learning and data mining algorithms. The OntoDM-core
acknowledges the multi-faceted aspect of algorithms and
accordingly provides entities, such as algorithm specification,
algorithm implementation, and algorithm execution. We
build upon this representation and include a more detailed
representation of algorithms, including terms such as hyperparameter, optimization problem, complexity function,
etc. Furthermore, we discuss the potential applications of
the ontology. It can be used as a backbone of a repository and knowledge base for storing semantic annotations
of algorithms and for assisting algorithm developers and
domain experts with the task of manual semantic annotation.
Ultimately, the corpus of manually annotated algorithms
using the ontology vocabulary will serve as a foundation for
automating the process of semantic annotation of algorithms
from text using natural language processing techniques.
Keywords—data mining, machine learning, semantic representation, algorithms

I. Introduction
Algorithms are unambiguous finite sequences of welldefined instructions used to solve a specific problem. As
such they represent an integral part of mathematics and
computer science. While we maintain a holistic perspective on the term algorithm, in this paper we are focused
on algorithms in the domain of data mining (DM) and
machine learning (ML). More specifically, we are interested in the formal representation of the knowledge about
algorithms in the form of an ontology. In philosophy, the
term ontology refers to the study of being. However, in the
context of computer science, ontologies are “an explicit
formal specification of the concepts and relations among
them that can exist in a given domain” [1].
In the area of ML and DM, a large body of research has
focused on the development of ontologies, vocabularies
and schemas that cover different aspects of the domain.
Examples of such resources include the Data Mining
OPtimization Ontology (DMOP) [2], Exposé [3], MEX
vocabulary [4], and the ML schema1 [5]. The OntoDM
suite of ontologies is of particular interest, as this paper
extends its line of work. OntoDM includes three different
ontology modules: OntoDM-core [6], OntoDM-KDD [7],
and OntoDT [8].
The algorithm entity in the OntoDM-core ontology
has so far been treated as a black box, meaning only
1ML schema: http://www.w3.org/2016/10/mls
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a small set of top-level entities have been included in
the ontology. With this paper, we aim to improve the
expressive power of the ontology by extending it with a set
of relevant terms related to ML and DM algorithms. This
ontology extension can be further used to create enriched
semantic annotations of algorithms which, once stored in
a knowledge base, can be queried by users seeking to
find the most appropriate algorithms for their specific usecases.
II. Background and Related Work
In this work, we focus on the semantic representation
of algorithms in the domain of ML and DM. In this
context, we provide an overview of key notions about the
importance of algorithms in computer systems, ontologies
as representational artifacts used to represent domain
knowledge, and related work on semantic representations
in the domain of ML and DM.
A. Algorithms in computer science
The term algorithm is perhaps the single most central concept in computer science. Although numerous
attempts have been made to provide a generally accepted
formal definition, researchers are still actively working
on this perchance unattainable feat. Chomsky, Kleene,
Turing, Markov, and Gödel are some of the many bright
minds that have pondered about how to define and characterize an algorithm [9] [10] [11]. A more concrete
characterization was provided by Donald Knuth [12],
building on top of Hartley Rogers’ list of algorithm
features [13]. Knuth stated five properties that are widely
accepted as requirements for an algorithm:
• Finitness: “An algorithm must always terminate after
a finite number of steps.”
• Definiteness: “Each step of an algorithm must be
precisely defined; the actions to be carried out must
be rigorously and unambiguously specified for each
case.”
• Input: “An algorithm has zero or more inputs: quantities that are given to it initially before the algorithm
begins, or dynamically as the algorithm runs.”
• Output: “An algorithm has one or more outputs:
quantities that have a specified relation to the inputs.”
• Effectiveness: “An algorithm is also generally expected to be effective, in the sense that its operations
must all be sufficiently basic that they can in principle
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be done exactly and in a finite length of time by
someone using pencil and paper.”
These features make intuitive sense and can be taken
into consideration when trying to formalize descriptions
of algorithms. In their purest form, they do not provide
a formal definition of an algorithm since there are many
vague terms such as “precisely defined” or “sufficiently
basic”. Similarly, Stone defines an algorithm as: “A set
of rules that precisely defines a sequence of operations
such that each rule is effective and definite and such that
the sequence terminates in a finite time" [14]. Sipser’s
three levels of description of Turing machine algorithms,
interestingly correspond heavily to the way algorithms
are represented in OntoDM [15]. We will expand on this
in the next section, but for now, it is useful to see that
the high-level description corresponds to the specification
layer, the implementation description corresponds to the
implementation layer and the formal description corresponds to the execution layer.
• High-level description: ”Wherein we use prose to
describe an algorithm, ignoring the implementation
details. At this level, we do not need to mention how
the machine manages its tape or head.”
• Implementation description: ”In which we use prose
to describe the way that the Turing machine moves
its head and the way that it stores data on its tape. At
this level, we do not give details of states or transition
function.”
• Formal description: “The lowest, most detailed, level
of description that spells out in full the Turing
machine’s states, transition function, and so on.”
B. Ontologies as representational artifacts
In general, ontologies provide the basis for a nonambiguous, formal representation of domain knowledge
usually approved by the experts in the domain. In general,
an ontology consists of (1) a set of semantically defined
concepts (also called classes), (2) individuals, instances of
classes, and (3) properties, binary relations to represent
the interactions between the classes or the individuals. As
domain machine-readable data models, ontologies have a
huge success in sharing a common understanding of the
structure of information among people or software agents.
The research areas that contributed the most to the
technological breakthrough of ontologies for representing
scientific knowledge are bioinformatics and biomedicine.
For example, the Open Biological and Biomedical Ontology (OBO) Foundry [16] played a key role in the
promotion of ontology design principles that promote
open, orthogonal, and strictly-scoped ontologies with collaborative development. With these principles, ontologies
have been widely used to represent domain knowledge
across different scientific disciplines.
Ontologies as computational artifacts are usually based
on Description Logic (DL) as a knowledge representation
formalism [17]. This logical component allows knowledge
to be shared meaningfully, at both machine and human
levels. Also, an immediate consequence of having formal
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ontologies based on DL is that they can be used in a
variety of reasoning tasks, as well as in the inference of
new knowledge.
C. Semantic representations in the domain of ML and
DM
Several semantic resources have been developed for the
domain of ML and DM and are relevant for our work.
The DMOP ontology [2] has been designed to support
automation at various choice points of the DM process
including a more in-depth view of algorithms (mostly for
classification and regression). The Exposé ontology [3]
provides the vocabulary needed for a detailed description
of ML experiments. The MEX vocabulary [4] represents
a lightweight interchange format for ML experiments. ML
Schema [5] is a joint effort by the designers of various
ML and DM ontology developers with the ultimate aim to
unify the representation of ML entities at a higher level.
OntoDM-core [6] is an ontology of core DM entities,
such as dataset, DM task, generalizations, DM algorithms, implementations of algorithms, and DM software.
OntoDM-KDD [7] is an ontology for representing the
process of knowledge discovery following the CRISP-DM
methodology [18]. OntoDT [8] is a generic ontology for
the representation of knowledge about datatypes. We must
note that DMOP was the main reference point for the
development of this ontology extension, as it is the most
daring attempt to formalize knowledge in the domain of
DM algorithms.
III. Ontological representation of algorithms
In this paper, we describe the extension of the OntoDMcore representation of algorithms, with the focus on
the representation of algorithms for predictive modeling.
Here, we briefly explain the entities of interest that already
exist in the ontology, and then we describe our extension,
as well as discuss our modeling decisions. In Figure 1,
we present a high-level overview of the most important
ontology classes and relations of representing algorithms
in the domain of ML and DM.
A. Representation of DM algorithms in OntoDM-core
In the OntoDM-core ontology, the AlgorithmImplementation-Execution design pattern [19] is a key
pattern used for representing algorithms at different levels
(See Figure 1). The pattern differentiates between three
levels of representation: specification, implementation,
and execution. DM algorithm entity represents the
algorithm at the specification level. DM algorithm
implementation is a realizable entity and represents
a concretization of some algorithm specification. DM
algorithm execution is a process that realizes a specific
algorithm implementation. The task of the algorithm is
described at the specification level and is subsequently
achieved by the algorithm execution at the process
level. This pattern allows us to separate sets of relevant
entities for each discrete high-level representation of
the algorithm. While we considered all aspects of these
entities, in this paper, we focus mostly on the extension
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Figure 1. An overview of the most relevant top-level entities and relationships constituting the DM algorithm annotation schema. Yellow boxes
represent entities already present in the ontology, while the green boxes denote newly added entities.

of the specification level of algorithm descriptions. Here,
we would just note that entities that are relevant to our
extension and already exist in the OntoDM-core ontology
include: dataset specification, which defines the type of
the input dataset, and document, i.e. the record in which
the algorithm is described. The document entity is reused
from the Information Artifact Ontology2.
B. Algorithm parameters
A key part of an algorithm is the parameter. An entity
representing parameters already exists in the OntoDMcore ontology. However, a parameter can take on several
different roles in a DM scenario. Furthermore, we make
a distinction between algorithm parameters and model
parameters. Algorithm parameters are all parameters that
serve as input to the algorithm and in some way have
an impact on the algorithm execution. However, we also
discern between an algorithm parameter and hyperparameter, which represents a parameter whose value is used to
control the learning process. A hyperparameter is an entity
that is inherently tied to the learning process and as such
is perhaps not exclusive, but specific for the domain of
DM and ML. Searching for the tuple of hyperparameters
that yields an optimal model with respect to some loss
function on a given test data is an instrumental process in
which hyperparameters are the main entities. By having
these entities properly described in the ontology, we can
further develop a model search schema, which should be
2IAO:https://github.com/information-artifact-ontology/IAO
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of great utility to DM and ML researchers working in the
domain of automatic ML (AutoML).
Since all predictive modeling algorithms produce a
predictive model, we must also distinguish between an
algorithm parameter and a model parameter. This might
not seem straightforward, as lately the differentiation
between an ML algorithm and an ML model is growing
even vaguer, and users tend to use these as synonyms. For
this reason, let us follow a simple example. In a decision
tree classifier scenario, we can set algorithm parameters
or hyperparameters such as the maximum depth of the
tree, the function to measure the quality of the split, etc.
These parameters affect the way the model, in this case,
the tree is built, however, they do not (and cannot) specify
the parameters of the model, such as the impurity of a
specific node in the tree. Finally, the algorithm parameter,
algorithm hyperparameter, and model parameter have the
dataype entity as part, which is defined in more detail in
the OntoDT ontology. The datatype in this case is usually
discrete (a set of discrete values), boolean, or real-valued.
C. Algorithm complexity
Another important characteristic of every algorithm
is its computational complexity, which can describe the
amount of time it takes to run an algorithm (time
complexity) on a computer, or the amount of memory
space required to solve an instance of the computational
problem (memory complexity). We add both entities to the
ontology, but for now, we focus only on time complexity
classes, expressed asymptotically in big O notation, such
as 𝑂 (𝑛) - linear time or 𝑂 (𝑛 · 𝑙𝑜𝑔(𝑛)) - linearithmic time.
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We chose the big O notation due to it being the most
common metric for calculating complexity. The decision
to only include the time complexity classes was mostly
due to the lack of resources which would provide a clear
list of space complexity classes, and is something to look
into in future research. Apart from enabling an algorithm
to have a specific complexity class, we also allow the
complexity function to be expressed more explicitly, either
by using a mathematical representation or a natural language representation. What this means is that algorithms
that have the same complexity class can have a different
mathematical representation of that class. Additionally,
we divide the complexity specification into model training complexity and model prediction complexity. Model
training complexity measures the time necessary for the
algorithm to train a specific predictive model, while the
model prediction complexity measures the time necessary
for the trained model to make a single prediction. These
measures can have the same values, but often that is not
the case. The addition of the complexity function entities
is an important improvement to the ontology since this
information can have a crucial role in the use-case of a
user choosing which algorithm to use given a specific set
of available resources.
D. Optimization problem
Many learning problems are formulated as optimization
(usually minimization) of some loss function on a training
set of examples. In ML the goal is for a machine to
generalize well, i.e. minimize the loss function not only
on the training set but also on unseen samples. Hence,
the optimization problem, i.e. the problem of finding the
best solution from all feasible solutions is important to a
predictive modeling algorithm. For this reason, we added
the optimization problem entity in the ontology as a partof a DM algorithm. We model the optimization problem
as a descendant of the information processing objective
entity, at the same level as the DM task in OntoDMcore. Similarly, as with the complexity entity, we allow
the optimization problem to be expressed with natural
language and mathematical notation. The optimization
problem can be solved using various optimization algorithms, such as gradient descent and others. This entity
can be further divided into a continuous optimization
problem and a discrete optimization problem, which yield
additional relevant entities that are currently out of the
scope of this paper.
E. Algorithm assumption
Most traditional DM algorithms, such as linear regression and naive Bayes rely on some data-related assumptions, such as feature independence, linearity, and
homoscedasticity. To address this algorithm characteristic,
we add the algorithm assumption entity as a part of
the DM algorithm. We must note though that these
assumptions are not inherent in the algorithm itself, but
are rather human-constructed concepts. The algorithms
would still produce results even if the assumptions are
violated, albeit worse than if they were satisfied. In light of
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this, throughout the years more sophisticated algorithms
have been developed which tend to avoid making any
assumptions. A fitting example is a deep learning model,
which imposes no underlying assumptions on the data.
However, since OntoDM is an all-encapsulating ontology
for DM algorithms, we have to account for this algorithm
characteristic and so we include the algorithm assumption
specification entity.
IV. Use-cases
In this section, we discuss two use-cases of the ontology
extension for representing algorithms. This involves the
design of a simple web-based tool that would enable users
to store representations of their algorithms as well as
query the collection of represented algorithms. Next, we
roughly sketch our idea of how the ontology could be used
in combination with natural language processing (NLP)
techniques for semi-automatic algorithm annotation.
A. Web-based tool for manual semantic annotation
To maximize the utility of the ontology, we are working
on developing a web-based tool for manual semantic
annotation of ML/DM algorithms. In the first instance, we
will focus on manual semantic annotation of algorithms
for predictive modeling. This is because the ontology
is widely developed for covering this task. In future
developments of the tool, we will provide extensions
to cover the representation of algorithms for the other
ML/DM tasks.
The contribution of this tool is twofold. Firstly, by using
the tool end-users will contribute to the creation of a
collaborative digital repository of ML/DM algorithm annotations. Secondly, this repository can be further queried
by different types of end-users. The obtained information
from the repository could be useful in various DM and
ML scenarios. Examples of potentially interesting queries
that can be formulated are as follows:
• What are the hyperparameters of a specific predictive
modeling algorithm?
• Which predictive modeling algorithm has logarithmic time model training complexity?
• What are the model parameters of a specific predictive model?
• Which algorithms have no assumptions and no hyperparameters and have a linear time model training
complexity?
The tool will be built using the semantic technologies
stack. Semantic web technologies enable the encoding of
semantic information for different resources, such as data,
software, etc. RDF 3 is a standard data/metadata exchange
format. It provides a simple data/metadata format for
expressing statements using RDF triples. RDF triples are
composed of a subject, a predicate, and an object. RDF
Schema (RDFS)4 is another semantic technology standard
that is an extension of the RDF data model and provides
basic elements for describing ontologies, such as classes
3Resource Description Framework: https://www.w3.org/RDF/
4W3C RDF Schema 1.1: https://www.w3.org/TR/rdf-schema/
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Figure 2. A prototype of the graphical user interface for the semantic annotation tool.

and properties (relations). The Web Ontology Language
(OWL)5 is a collection of representation languages for
authoring ontologies with different levels of expressivity.
RDF triples are stored in triplestores, which are a specific type of NoSQL databases, similar to graph databases
(databases that use graph structures to represent data).
Triplestores can store trillions of RDF records, which
makes them applicable in the Semantic Web. There are
many implementations of triplestores and one of the
most used ones is Apache Jena TDB 6, which is a part
of a larger open-source framework for Semantic Web
applications. SPARQL7 is a widely used query language
able to retrieve and manipulate data stored in RDF format.
The web-based tool will use RDF triples to store the semantic annotations of algorithms. The annotations will be
based on the developed ontology, which is implemented in
the OWL ontology language. For storing the annotations,
we will be using TDB provided by Apache Jena. For the
query answering service, we will be using Apache Jena
Fuseki SPARQL server that provides the end-point for
posing SPARQL queries.
The user interface will consist of two parts. The first
part is the manual annotation section which consists of
input fields that reflect terms that are essential to the
description of a predictive modeling algorithm. The layout
is comprised of a mix of input fields and dropdown
menus, which reflect hierarchies already present in the

ontology. To enable a straightforward user experience,
we plan to add placeholders that present an example
annotation.
The current prototype of the user interface can be
seen in Figure 2. The design is fairly simple and is
meant to enable simple user interaction. Additionally, we
provide an example scenario using the logistic regression
algorithm. This algorithm solves the supervised flat classification task, which can be further split into a binary
and multi-class classification task. Consequently, as the
task hierarchy is replicated in the dataset specification
class, the dataset which serves as input to this algorithm
is a flat classification dataset. The algorithm produces a
classification model and has linear model training and
prediction complexity. In the end, we add the parameters,
by specifying their name and datatype.
After all the available information is inputted by the
user, the background annotation service creates an annotation in form of RDF triples and stores it in the RDF
triplestore. Users can download their stored annotations,
as well as query the repository either using directly the
SPARQL language via the FUSEKI SPARQL end-point or
by using a web-based querying interface that allows users
to formulate a limited set of queries. At the back end,
these interactions with the user interface are translated as
SPARQL queries.
B. Semi-automatic annotation

5W3C OWL2: https://www.w3.org/TR/owl2-overview/
6Apache Jena TDB: https://jena.apache.org/documentation/tdb/
7W3C SPARQL 1.1: https://www.w3.org/TR/sparql11-query/
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The top-down ontology design is inherently error-prone
due to the personal bias that influences our decisions as
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ontology developers in the process of ontology development. This can also reflect in the knowledge represented
in the knowledge base. To avoid making biased decisions,
we aim to further expand the knowledge base of manually
annotated algorithms by using semi-automatic and fully
automatic approaches. As a result, with a large enough
knowledge base, we can additionally develop algorithm
representations in the form of embeddings which can be
used for various downstream ML tasks. As Graph ML
has gained significant traction in the past several years,
we can turn to Graph Convolutional Networks (GCNs)
and the various architectures based on ML on graph data
[20]. As our data is in the form of multigraphs (multiple
edges encoding different relationships can connect a pair
of nodes), we would experiment with Relational-GCNs
[21].
At the specification level, our primary data source of
knowledge about algorithms is in the form of papers
and reports, i.e. structured text. This allows us to design
a (semi)automatic semantic annotation pipeline based
on NLP techniques. The standard information extraction
pipeline, which is the first step in the NLP pipeline, is
constituted of several phases such as coreference resolution, named entity linking, and relationship extraction.
During all of these steps, we will use our developed
ontology annotation schema, i.e. the set of relevant terms
and relationships to enable better matching of instances
and subsequently filtering the set of potential candidates.
We can also compare semi-automatic and fully automatic
approaches to retroactively improve our knowledge of the
domain leading to better modeling decisions. Additionally,
the tool described in the previous use case can be further
adapted to a semi-automatic scenario, where we would
let users review and update automatic annotations in an
active learning setting. This would in turn lead to the
development of better automatic annotation models.
V. Conclusion & Future work
In this paper, we report on the extension of the
OntoDM-core ontology to improve the representation of
ML/DM algorithms for semantic annotation. We have provided a thorough discussion where we explain our modeling decisions and suggest how the produced ontologybased annotation schema can be further extended. Next,
we discuss the potential use cases of this ontology extension. By using the manual annotation tool, we can
develop a knowledge base of semantic annotations of
algorithms, which can be queried by users. We plan to
allow users to annotate publicly available papers, which
would further aid in the creation of a large, functional
algorithm knowledge base. The tool can be additionally
used in the second use case, where we propose to follow
automated approaches to building knowledge graphs from
textual corpora. In future work, we would also consider
further extensions of the hyperparameter taxonomy and
the taxonomy of optimization problems as they can be
useful in the context of AutoML tasks. Ultimately, we
are seeking to compare top-down (ontology-driven) and
bottom-up (data-driven) approaches.
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Abstract - Student success is paramount at all levels of
education, especially for universities. Improving the success
and quality of enrolled students is one of the most important
concerns. It is important to observe the initial symptoms of
students at risk and implement earlier preventive measures
to determine the cause of the student dropout rate. In this
research, we will use data mining techniques to identify the
factors that affect student success. We will use the data
consisting of log data and grades from students from a course
at the University of Zagreb, Faculty of Organization and
Informatics in Croatia. We will use the data that consists of
log data and grades of students from a course at the
University of Zagreb, Faculty of Organization and
Informatics in Croatia. In this study, machine learning
methods are used to evaluate the performance of deep
learning compared to traditional machine learning methods
in the task of binary classification of whether a student fails
or passes the exam. The results show that the deep neural
network has a very good performance, the second-best, and
with the optimizations, there are many opportunities for even
better generalization.
Keywords - deep learning; machine learning; student
performance prediction; moodle, classification

I. INTRODUCTION
Many areas of life are now dominated by digitalization,
including education. The primary goal of these digital
systems is to help businesses and institutions, and digital
systems are producing more data than ever before [1]. This
data is not only used for business support in the context of
transaction data but also increasingly used for decision
making [2]. By using data mining and machine learning,
better decisions can be made in less time and proactively.
To get a better prediction of student performance, an
accurate predictive model is needed. There are a variety of
insights that can be of interest to learners and instructors,
such as providing student profiles, adopting course
modules, etc. It makes most sense to find students who have
a very high probability of failing an exam and then help
them with tutoring, but in time, before they fail the exam.
Of course, not all students have the same abilities, and some
of them choose the learning path wrongly, and to avoid that,
This work has been supported by the Intelligent system for
automatic selection of machine learning algorithms in social sciences
(SIMON) project funded under Croatian Science Foundation.
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Learning Analytics intervenes by helping to create the
learning path for each student based on their past
performance and preferences. It can also help learners and
teachers to intervene in time to support students or improve
or adjust learning programs.
Moodle is a learning platform designed to provide
educators, administrators, and learners with a single robust,
secure, and integrated system to create personalized
learning environments [3]. Moodle has many modules for
learning and tracking user access, and every click in the
system is stored in a log file. The data can be used to
analyze student behavior and predict if the student is
performing poorly and if the student needs help. Predicting
students who will fail is difficult and not yet effective
enough [4].
Many studies in the literature have used data mining
techniques to predict students' exam performance [5][6].
These studies have used classifiers such as Decision Tree
[7], Support Vector Machine (SVM) [8], Artificial Neural
Network (ANN) [9], Naive Bayes [10], and Random Forest
[11]. Most commonly, a decision tree is used because it is
easy to interpret and use and can be easily implemented in
programming code. Various factors have been used to
predict student performance.
The aim of this paper is to process and analyze the
student performance of those with a tendency to fail as well
as those who pass. Moodle data are first preprocessed.
Then, feature extraction is performed to prepare the input
for machine learning algorithms that classify student
performance into one of two classes: fail or pass. Different
binary classification methods are compared based on false
negative rate and accuracy. Pearson correlation between
target and input features is used to identify the most
significant features, and k-fold cross-validation of different
models is repeated with these features.
In Section 2, we will show some related works that
analyzed the prediction of student performance using
machine learning. In Section 3, we will describe the
materials and methods used for our goal of predicting
student performance and in Section 4, we will show the
results of the experiment to see if deep learning shows the
best performance in predicting student performance from
Moodle log data.
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II. RELATED WORK
Ikbal et al. [12] used demographic data along with
scores for predicting student performance. Cerezo et al.
[13], Agudo-Peregrina et al. [14] and Romero et al. [15]
used log data from LMS-like system. They use features
extracted from logs such as frequency of login, forum posts
(read, created, followed), page views. Some of them go
deeper and check the times when actions took place. Gray
et al. [16] conducted a study with non-cognitive factors:
prior academic performance, conscientiousness, openness,
self-efficacy, intrinsic goal orientation, extrinsic goal
orientation, metacognitive self-regulation, learning effort,
learning time, deep learner, shallow learner, strategic
learner, visual, auditory, kinesthetic, group work
preference. A questionnaire was used to obtain this
information about the students.
Figuera [17] conducted a study on a group of 311
students in a technical communication course at a computer
science college. They used Moodle logs from the summer
semester of 2015. There were more than 55000 log entries.
Figuera used three features, number of accesses, coverage
of learning material provided digitally, percentage of
correct sequences, to test is it possible to use Moodle logs
to trigger alerts when the system detects with a high
percentage of confidence that a student is following a path
that will cause them to fail [17].
Umer, Mathrani, Susnjak and Lim [18] conducted a
study on predicting student outcomes in a course. For
performance prediction Random Forest, Naïve Bayes,
Logistic regression, Linear Discriminating analysis and
ensemble classifier which used weighted majority voting of
all other listed classifiers. Four types of datasets were used:
•

instructions partially online, course Introductory
mathematics (C1),

•

instructions fully online, course Introductory
mathematics (C2),

•

instructions internally on campus,
Software development (C3) and,

•

fully online, course Introduction to finance (C4).

course

They saw that there is a big difference in the prediction
of C1 and C2 record type. C2 has much higher predictive
power than C1 in the early stages, but this is intuitive
because C2 is fully online and provides much more
information about student behavior than C1. C3 was
partially online but had five assessments during the course,
while C4 was fully online but had no assessments. In these
scenarios, C3 performed well in the early stages (not as well
as C2, but much better than C1), while C4 did not. This led
them to conclude that both the LMS and assessment results
are very important in predicting student performance.
There should be at least 3 assessments to get a good
prediction, and more LMS data does not directly improve
the prediction accuracy, but since it was only used at one
institution, it cannot be generalized.
Milinkovic and Vujovic [19] conducted a study on the
prediction of dropout. They used data stored in the faculty
system database, which consists of personal,
administrative, demographic and LMS Moodle data. They
used the Decision Tree method and conducted two
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experiments: one with all preprocessed features and one
with feature selection. This study shows that feature
selection is very important because it can improve the
prediction accuracy, but more importantly, it shows the
most relevant features for prediction, which allows easier
interpretation, and it shows the key features that need to be
checked with more attention and can be influenced, which
gives the greatest improvement.
In the next section, the materials and methods used for
performance prediction of our students are presented.
III.

MATERIALS AND METHODS

A. Data
The data used in this study consists of log data of
students from a course at the University of Zagreb, Faculty
of Organization and Informatics in Croatia. Two datasets
are used and merged. One is Moodle logs for accessing the
course materials, quizzes and the like, and the other is the
data consisting of grades. Correlations of dependent
variable with other variables is shown in Table I. Looking
at the grade’s statistics, the distribution is quite symmetric,
as the skewness is small (-0.43), just a bit to the left. Fig 1.
shows the distribution of grades, where there are 53.07% of
students who failed the course (scored less than 50), and the
rest are students who passed, which makes the data
balanced. A very interesting value is the measure of central
tendency, the mode, which is 56.5, which is barely enough
to pass the course, which may mean that the grades are
given rather than earned. As we can see, predicting student
performance in the early stages is very important for this
course because there are more failing students, and if we
use the third quartile, which is 57.5 points, we have
included the students who barely passed the course, and we
cover 75% of the students, from which we can see how
important it is to know student performance as early as
possible for this course.
In Fig. 2, we can see that there are only 5 students who
uploaded a file (practical tasks, homework, etc.) less than
10 times and passed, while all other failed. Fig. 3 shows the
scatter plot for the retake exam for the whole course, where
only 9 students who took this exam passed the course, while
only 3 of the students who passed were above the third
quartile (more than 57.5 points). If we look at Fig. 4, the
label failed is blue for “true” and green for “false”, we can
see that if a student fails to show up for the exercises 2.5
times, they will not pass.
The initial data analysis was performed using
RapidMiner software. We pivoted the log data from
Moodle and created a frequency table where we aggregated
the log data by full name. Pivoting was done for the
component variables that consist of Moodle log data, such

Figure 1. Distribution of grades
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as access to lectures, quizzes, homework, forum, and the
like. After the frequency table is created, we join it to the
grades. We did an inner join, which removes the data from
the logs that are not student related. Then the binary output
variable fail was created from the variable grades such that
if the student had an overall grade less than 50, then 1,
otherwise 0. After the initial data preparation, we ended up
with 62 variables. Then we removed variables that do not
bring new information to the prediction, dependent
variables except the initial variable fail. The variables that
have 75% or more missing values, full name, name, last
name, and variables that have ID-ness 100% were removed.
ID-ness measures the degree of uniqueness of the variable.
It is calculated as the number of unique values divided by
the number of observations. Then, the variables that have a
stability of 100%, constants, were removed.

Figure 2. Scatter plot for upload files and grades with fail/pass
coloring

Figure 3. Scatter plot for full exam retry and grades with fail/pass
coloring

Figure 4. Scatter plot for grades and attend lab with fail/pass coloring
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TABLE I.
DEPENDENT VARIABLE GRADES PEARSON
CORRELATION COEFFICIENT WITH OTHER VARIABLES
Variable

Pearson
correlation
coefficient

Description

grades

1.00

exam_2_accessdb

0.75

Grade points (binary class fail
and pass
Second exam (MS access)

exam_1_excel

0.73

First exam (MS excel)

self_check_5

0.59

Self-assesment quiz 5

self_check_6

0.58

Self-assesment quiz 6

self_check_9

0.58

Self-assesment quiz 9

blitz_3

0.58

Third unannounced exam

self_check_10

0.56

Self-assesment quiz 10

attend_lab

0.56

self_check_3

0.56

Attendance for laboratory
practice
Self-assesment quiz 3

attend_lectures

0.56

Attendance for lectures

self_check_11

0.56

Self-assesment quiz 11

self_check_8

0.55

Self-assesment quiz 8

self_check_2

0.55

Self-assesment quiz 2

self_check_7

0.54

Self-assesment quiz 7

self_check_12

0.54

Self-assesment quiz 12

self_check_4

0.53

Self-assesment quiz 4

self_check_1

0.53

Self-assesment quiz 1

additional_grades

0.52

Exam for additional grades

access_exam

0.52

Exam grade reports access

blitz_2

0.51

Second unannounced exam

blitz_4

0.51

Fourth unannounced exam

blitz_1

0.50

First unannounced exam

upload_file

0.47

Upload a file (i.e. homework)

access_system

0.41

Accessing course page

access_lesson

0.40

Accesing lesson materials

access_homework

0.38

Accessing homeworks

access_file

0.35

retry_full_exam

-0.27

Accessing external materials
for the course
Exam for the whole syllabus

For the feature selection, we used the Pearson
correlation coefficient, but not with the output variable fail,
but with the variable from which the output variable is
formed, grades. The reason is that fail is a binary variable,
and it would not give us a good result in combination with
Pearson correlation. After the calculation, we remove the
variables that have a Pearson correlation coefficient
between -0.25 and 0.25 exclusive. This completes the data
preparation. The next section describes the methods of
modeling on the prepared data. For modeling Neural
Network, Gradient boosting classifier, Random Forest,
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Logistic Regression and Support Vector Machine are used
and compared.
B. Methods
All techniques and methods for modeling in this study
were performed in Python, version 3.9.1, using the
following libraries: sklearn version 0.24.1, numpy version
1.20.1, pandas 1.2.1, and matplotlib version 3.3.3.
PyCharm professional version 2020.3.3 is used to write the
code, while Jupyter notebook is used for code mobility with
the same Python version and packages defined previously
[20]. RapidMiner version 9.8 is used and everything is
programmed on macOS BigSur version 11.2.
Next, we created models using Grid Search for
hyperparameters and K-fold for cross validation. We used
5 folds because the data has only 313 observations, which
means 20% of the data in each iteration is test data. The
dataset is balanced, so we do not need a stratified sample,
but we will shuffle the data to add some randomness to the
training and testing data. At Grid Search, care must be taken
to train the model in a reasonable amount of time, as there
may be too many hyperparameter combinations to check.
For models, Neural Network, Gradient Boosted Trees,
Random Forest, Logistic Regression, and SVM were used.
Neural Network is different from the rest because it is not a
traditional learning method, but a learning method
developed separately in the field of statistics and artificial
intelligence. The main idea is to obtain linear combinations
of the independent variables and then model the nonlinear
objective function, resulting in a good model for a variety
of problem domains. It is used for both regression and
classification. It is, as the name suggests, inspired by the
human brain. Since the brain can adapt, for example, the
auditory cortex, which is responsible for hearing sounds, it
can adapt and learn how to see. Neural network consists of
an input layer that represents the data and an output layer
that represents the final output, and in between are hidden
layers that fine-tune the input weights until the neural
network's margin of error is minimal. Thus, the hidden
layers extrapolate the most important features in the input
data that have predictive power with respect to the outputs.
This describes feature extraction, which fulfills a similar
utility as statistical techniques such as principal component
analysis.
Gradient boosting, as the name implies, uses a gradient.
Gradient boosting optimizes the loss function in the way it
uses the gradient. For a two-dimensional vector, we
compute the direction vector from partial derivatives
according to the dimensions x and y. Using these partial
derivatives, we get a vector called a gradient which is
calculated using (1):
!"($,&)
!$
∇𝑓(𝑥, 𝑦) = * !"($,&)
+.

(1)

!&

Gradient Boosted Tree is an ensemble-based method,
similar to Random Forest, Gradient Boosted Trees uses an
ensemble of multiple trees to build better predictive models
for classification and regression. The Random Forest
method creates and combines a forest of randomly different
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trees in parallel, while Gradient Boosted decision trees
create a series of trees. In each step of the series, a tree is
trained, and in each next step, an attempt is made to correct
the errors of the tree from the previous step. Most of the
time, the trees in the gradient boosted ensemble are shallow
and are called weak classifiers. They are not randomly
constructed because you want the algorithm to make fewer
and fewer errors, which cannot happen randomly. Because
it is shallow, it is fast and uses less memory, but because it
is serial, it cannot be parallelized. The number of estimators
in the gradient boosted tree ensemble is an important
hyperparameter, as in the random forest, which controls
model complexity. One hyperparameter that is not present
in the Random Forest, but is present in the Gradient
Boosted Tree ensemble, is the learning rate. The learning
rate controls how the Gradient Boosted Tree algorithm
builds a set of trees. When the learning rate is high, each
subsequent tree in the series tries very hard to correct the
errors of the previous tree. Because it tries harder, the
overall model becomes more complex. The opposite is true
when the learning rate is low. Number of estimators is the
number of small trees used in the ensemble, that is, weak
classifiers. The number of estimators is best set at the
beginning to make the best use of resources. The learning
rate controls how much effort each step expends to correct
the error of the previous step. The maximum depth is
typically set to a small value since we want good
performance, and the maximum depth determines how
shallow the tree will be.
Logistic regression is used for classification and uses
the logistic sigmoid function to return a probability value.
The most common use is for binary class classification
(e.g., email: spam or not spam). Algorithm is very similar
to linear regression but uses a more complex cost function,
the sigmoid function. The sigmoid function, whose formula
is shown in (2):
𝑓(𝑥) =

!
!"# ($

,

(2)

maps values between 0 and 1, which is perfect for
binary classes. The result value gives us the probability
between true (closer to 1) and false (closer to 0). We need
to define a threshold for the decision boundary between true
and false, most commonly it is 0.5, but it does not have to
be, it is arbitrary. In logistic regression, the logarithm is
used for the cost function, because if we proceeded as in
linear regression, we would get a non-convex function that
has many local minima, so it would be difficult to find the
global minimum. Gradient descent is used to optimize the
cost function, as in many other methods. The gradient
descent is briefly described in the gradient boosting
method. It is perfect for our case since we have two classes:
failed and passed.
SVM is a supervised machine learning algorithm that
can be used as well for both classification and regression.
The goal of the SVM method is to find a hyperplane with
the same number of dimensions as the number of features,
with a maximum margin that clearly separates the classes.
This margin gives more confidence to classify future data
points with good accuracy. Support vectors are only data
points that are closer to the hyperplane and maximize the

MIPRO 2021/DS-BE

margin. In logistic regression we have a range of [0,1],
while in SVM this range is [-1,1], which serves as the
margin [21][22][23].

TABLE II.

IV. RESULTS
After feature selection, we ended up with 28 input
variables and one output variable fail. The description of
each variable is shown in Table I. All variables are numeric,
and the output variable is binary. There are 313
observations with information about users' grades in
different sections and the frequency of accessing certain
components (such as quizzes, homework, materials, etc.).
In predicting student performance, we focus on predicting
students who perform poorly, and important thing is that
we do not predict that the student will pass when in fact he
will fail. Taking that into consideration the choose false
negative rate for the performance evaluation metric. We
need to keep this rate as small as possible.

Neural
Network
Gradient
Boosted Trees
Random
Forest
Logistic
Regression
Support
Vector
Machine

The results of the 5-fold cross-validation for the binary
classification of the classes fail and pass are shown in Tab.
II. The Gradient Boosted Trees shows the best performance
in terms of false negative rate, while Neural Network
performed the second best. Interesting observation is that
the Gradient Boosted Trees is the best model in terms of
accuracy too, but Neural Network is not the second best.
V. CONCLUSION AND FUTURE WORK
Student performance prediction is difficult to predict. It
would be helpful if the professor could predict student
performance and identify students who need extra help in
the course or in the field of study in general. The results in
this paper show that machine learning algorithms are able
to predict student performance. In this work, the algorithms
Artificial Neural Network, Gradient Boosted Trees,
Random Forest, Logistic Regression and Support Vector
Machine are used on Moodle log data to predict whether a
student will fail or pass the course. As mentioned earlier,
the focus is on the false negative rate because we are more
interested in not predicting the wrong student who will fail
the course than the other way around. Looking at this
measure, Gradient Boosted Trees is the best, while
Artificial Neural is the second best, closely followed by
Random Forest and Logistic Regression. SVM showed the
worst performance in terms of false negative rate. Tree
algorithms are very popular in predicting student
performance, and the results bear this out. But it makes
sense because there are rules in passing the course that give
the student a higher probability of success. For example, if
one goes to all the exercises, uploads all the homework, and
passes all the blitz tests with good grades, the probability of
passing the course is much higher than if one does not. The
final observation in this paper is that ensembles have higher
accuracy than simple models. This is to be expected since
ensembles have better generalization and lower bias than
simple models.
Future work could re-evaluate the input student data
and features for machine learning methods. There are only
313 observations in the data and more observations would
most likely give better results since many features are used,
so a better feature/observation ratio would be much better.
Also, an ensemble of different models may be helpful.
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CLASSIFIERS RESULTS BASED ON 5-FOLDS AVERAGE
RESULT

Classifier

False
negative rate

Recall

Accuracy

0.1544

0.8456

0.8434

0.1259

0.8741

0.8594

0.1637

0.8363

0.8305

0.1723

0.8237

0.8465

0.1970

0.8030

0.8367

Regarding the artificial neural network, infinite changes
can be made to hidden layers, nodes, and activation
functions to get an even better model.
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Abstract – This paper presents the analysis of data about
the damaged paintings on the Celje ceiling in the Celje
Regional Museum. Because of old age, and due to microclimate conditions the paintings started to deteriorate. The
goal of this analysis is to build predictive models for the
damage of the paintings from the existing data on those
paintings and score different factors for affecting the
deterioration (moulding). The data was available through the
Institute for the Protection of Cultural Heritage of Slovenia.
It was preprocessed in Python and the data mining task
(classification and feature ranking) was carried out in Weka.
All models were built using 10-fold cross validation, and were
evaluated on their accuracy (CA), per class precision and
recall, and area under ROC curve (AUC) scores. The
obtained results give some insights as to what may cause the
mould and appear to be consistent with the knowledge of the
domain experts.

Figure 1. The Celje ceiling. Taken from [1]

Keywords – historic art conservation, machine learning,
feature ranking, classification

illustrated on Figure 1. Ref. [2] is a virtual guide that
presents the ceiling in three dimensions.

I.
INTRODUCTION
Micro-climate conditions, presence of organic materials
and contamination by microbial cells (environment dirt and
dust) cause deterioration in old canvas paintings. The
deterioration manifests itself through altered pigmentation,
degradation of pigment layers and mechanical penetration,
such as laceration or peeling off of materials. This reduces
the historical value of old works of art. The Institute for the
Protection of Cultural Heritage of Slovenia (IPCHS) in
partnership with the Jožef Stefan Institute and the
Biotechnical Faculty at the University of Ljubljana have
conducted a project to determine the cause for deterioration
of old artistic paintings that are considered historical and
cultural heritage of Slovenia, and if possible, to restore
them. The work presented here covers the analysis on the
data that IPCHS collected. The goal of the analysis is to
build predictive models fort he damage of the paintings and
score different factors for affecting the moulding. The data
contains information about the paintings on the Celje
ceiling located in the Celje Regional Museum. Ref. [1]
contains a brief history of the ceiling paintings. It covers a
14.95x9.87m area on which are painted 11 paintings with
temper colors on canvas backing. The paitings are held
together by a wooden decorative frame. The ceiling is
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II.

DATA

The data was collected during the fall of 2015, when
IPCHS carried out sampling of the ceiling. Additionally to
the paintings themselves, the wooden elements around
them were inspected too, to estimate their state of
preservation. Biodiversity of contaminating fungi and
bacteria were investigated by cultivation and molecular
methods. In total, 134 attributes were recorded for 561
samples. Attributes are grouped in four groups, with
respect to the particular element analysed:
1. Canvas support (41 binary attributes)
2. Paint layers (76 binary attributes)
3. Varnish (14 binary attributes)
4. Orientation (2 categorical attributes)
The target variable »Mould« is binary and indicates
the presence of mould in the sample. The binary attributes
in groups 1 through 3 incidate the presence of a particular
property, an organic compound or a pigment in the sample.
The two orientation attributes indicate the orientation of
the sample in the south-north and east-west direction in the
painting respectively. They get their values from the
following list: (-1, -0.5, 0, 0.5, 1). Greater value means that
the sample is located more to the north or to the east, and
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lesser value means it is located more to the south or to the
west.
Table 1 summarises the data per segments
(paintings). It contains information about the number of
samples in each segment, the number of samples with
missing class label, and the class distribution represented
by the number of mouldy and not mouldy samples. The
majority class is bolded. Samples 5 through 9 have the
mouldy samples as majority class, and all others have
predominantly not mouldy samples.

methods. Generally, data sets for this field are not publicly
available. Therefore, it is logical that most of the
applications in this field consider only digital artworks
which are openly available on the Internet, and deal with
tasks like style detection and/or transfer, author prediction,
detection of fake artworks etc. These applications take
advantage of the already well-established field of
computer vision. In the case where a data set is available,
researchers tend to use more classical classification and
regression algorithms rather than some advanced or newlydeveloped ML methods, like deep neural networks.

Table 1. Data summary

IV.
Segment

Number
of
samples

1
2
3
4
5
6
7
8
9
10
11

182
55
9
54
57
19
74
11
43
39
18

Number
of
samples
without
label
10
4
1
1
1
3
2
1
1
1
1

Number
of mouldy
samples

Number
of not
mouldy
samples

93
38
4
32
22
4
19
2
20
30
11

79
13
4
21
34
12
53
8
22
8
6

MACHINE LEARNING TASKS AND DATA SETS

Figure 2 illustrates the workflow for the analysis. The
data was analysed collectively (all samples appended
together) and per segment. Then, attribute selection was
applied, and each sample data set was analysed in three
variants: (1) as original, (2) without the orientation
attributes, and (3) only with the orientation attributes.
Segments 3 and 8 were excluded from the per segment
analysis due to the small number of samples (8 and 10
respectively). The samples in segment 11 were balanced
(weighted) to match the unequal class distribution because
that showed to increase the accuracy of the classification
models. The weighting (balancing) is done in the following
manner. Let 𝑁 and 𝑀 be the number of samples for the
majority and not-majority class (𝑁 + 𝑀 is the size of the
entire data set). Each sample in the majority class is
assigned a weight of 1 / 𝑁 (higher 𝑁 means lower weight)
and each sample in the not-majority class is assigned a
weight of 1 / 𝑀 (lower 𝑀 means higher weight). By doing
this, we force the model to not overfit the majority class,
and pay equal attention to the underrepresented class,
because the samples from that class are more heavily
weighted and thus contribute more to the overall error.
Nine different classification methods were applied to
each data set. Those are: decision tree (DT), classification
rules (CR), bagging (with decision tree and rules), random
forest (RF), naïve Bayes (NB), logistic regression (LR),
support vector machines (SVM), and k-nearest neighbors
(KNN).
In addition to the classification step, feature ranking was
also performed, as one of the goals of the analysis was to
score different factors for affecting the moulding.

V.
Figure 2. Analysis layout

Since those segments are oriented to the north, an initial
observation was that the nortern oriented samples are more
likely to contain mould.
III.

RELATED WORK

The literature on machine learning application to art
conservation is very scarce. Ref. [3] provides a survey of
machine learning projects that consider cultural heritage.
They report a general shortage of ML applications in this
field. The availability of open, benchmark data sets
severely limits the application of machine learning
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MACHINE LEARNING METHODOLOGY

This section briefly describes the machine learning
methodology, i.e. the model building and performance
evaluation procedures.
A. Classification methods
Decision trees: DTs [4] are first choice for any
classification task because of their intuitive inductive
algorithm and ease of interpretation. Consider the DT on
Figure 6. Classification on a sample is done by traversing a
path from the root (the top-most node) to a leaf (one of
bottom-most nodes). Each sample can traverse exactly one
path and it is determined by the outcome from the tests in
each node. For example, a sample that is directly north (i.e.
having south-north location equal to 1) will be directly
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classified as mouldy, as determined by the right leaf
coming from the root node, else it would continue down to
the left node and repeat the tests until it reaches a leaf. Each
leaf contains a class label (1 for being mouldy and 0
otherwise) and two numbers in the format 𝑥/𝑦, where 𝑥 is
the number of samples that satisfy the path and 𝑦 the
number of samples that satisfy both the path and the class
label.
Classification rules (CRs): CRs are very similar to DTs
in the sense that each DT can be completely transformed
to a set of CRs by following paths from the root to each
leaf node. A CR has the form »IF conditions THEN
prediction«. Weka uses the RIPPER algorithm [5] to
induct a set of rules.
Ensemble models: An ensemble is a set of (base)
predictive models. The prediction of an ensemble is
obtained by combining the predictions of all base models.
The basic motivation behind ensemble models is that the
strategic combination of individual models can be used to
improve predictive performance.
Bagging is an ensemble method that constructs base
models by making bootstrap replicates of the training data
set. Each base model is trained using different replicate. A
bootstrap replicate (bag) of a data set is obtained by
randomly sampling training examples, with replacement,
from the original training set, until an equal number of
examples as in the training set is obtained. In this work
bagging has been applied with DT and CRs as methods for
building base models.
Random forest is another ensemble method that uses the
same kind of bootstrap replicates as bagging but adds the
additional complexity of randomly changing the set of
attributes that can be used during the construction of the
base models. The number of the attributes that are retained
is given by a function 𝑓 of the total number of explanatory
attributes.
Naïve Bayes: NB is a probabilistic classifier based on
the Bayes theorem with a naïve independence assumption
that the value of every explanatory variable is independent
of the values of other variables. NB uses the data set to
learn probabilistic relationship between the target and
explanatory variables.
Logistic regression: LR is an extension of the standard
linear regression algorithm modified to work with discrete
class labels rather than numeric. Internally, LR maintains
a regression model that captures the probabilistic
relationships between the explanatory and target variables.
For prediction, LR uses a logistic function to estimate the
probability of a sample being mouldy.
Support vector machines: SVM [6] is a supervised
learning method that aims to construct decision boundaries
(support vectors) that best separate samples from different
class labels (in our case mouldy from not-mouldy
samples). In our work, we used the Sequential Minimal
Optimization (SMO) algorithm [7] for constructing the
hyperplanes.
K-nearest neighbors: KNN is a simple and intuitive
algorithm that classifies samples based on a majority vote
from K of its nearest neighbors. A sample is predicted as
having the label of the class most common among its K-
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nearest neighbors. We specify K to be equal to 21, and
“nearness” to the neighbors to be calculated using the
Euclidean distance.
B. Feature ranking methods
Feature ranking methods score attributes based on how
their use affects the predictive quality of the models.
The InfoGain method evaluates the worth of an attribute
by measuring the information gain with respect to the class
and is used in the DT induction process, while the Relief
method looks at the attribute values of the K-nearest
neighbors from each class initializes their weights to zero
and the updates them such that:
𝑊𝑖 = 𝑊𝑖 − |𝑥𝑖 − 𝑛𝑒𝑎𝑟𝐻𝑖𝑡𝑖 | + |𝑥𝑖 − 𝑛𝑒𝑎𝑟𝑀𝑖𝑠𝑠𝑖 | (1)
Where 𝑊𝑖 is the weight of the ith attribute, 𝑥𝑖 is its
value, 𝑛𝑒𝑎𝑟𝐻𝑖𝑡𝑖 is the value of the ith attribute of the
closest instance from the same class and 𝑛𝑒𝑎𝑟𝑀𝑖𝑠𝑠𝑖 is the
value of the ith attribute of the closest instance from the
opposite class.
C. Evaluation procedure
Each classification model are feature ranking were
built using 10-fold cross validation. Different performance
metrics were considered for the classification models.
Classification accuracy is the most straightforward
evaluation metric – it tells us (in percentage) how many of
the samples were correctly classified as either mouldy or
not. The classification accuracy has to be evaluated against
the default classifier, i.e. the percentage of the majority
class, which, in our case are the mouldy samples with
51.4% representation in the data set. Other metrics that
were considered are: per-class precision and recall, area
under the ROC curve (AUC) and the F-measure.
All metrics have values in the [0, 1] interval with higher
values meaning better results. The precision of a model
tells us how many samples actually belong to the class of
interest out of all those that are classified as such. Recall
scores how many samples that belong to the class of
interest have been classified as such. Precision and recall
metrics come from the domain of information retrieval and
can be considered as metrics of classification exactness
and completeness. The F-measure summarizes both values
as their harmonic mean. The AUC value comes from the
domain of signal detection theory. A ROC curve is a plot
of the true versus the false positive rate for varying
prediction thresholds. The area under the ROC curve then
provides an aggregate measure of performance across all
possible classification thresholds.
VI.

RESULTS

THIS SECTION POINTS TO THE RESULTS FROM EVALUATING
THE PERFORMANCE OF THE BUILT MODELS AS WELL AS
FIGURES FOR THE VISUAL MODELS (DECISION TREE AND
CLASSIFICATION RULE SET) IN THE

Appendix section.
Tables, 3, 4 and 5 contain the classification summary
for this work. Each presents the values for CA, precision,
recall, AUC and F-measure of each classification method
on different variant of the data set.
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Figure 3, 4 and 5 illustrate the decision tree models built
on the collective data set in its variants, and Figures 6, 7
and 9 present the classification rule set built on the
collective data set in its three variants.
Table 2 below lists the top 10 attributes ranked by each
of the two feature ranking methods. The north-south
orientation is ranked as the most important by both
methods, with similar results onward. For example, both
rank the presence of varnish as the 4th most important
attribute, and in the top 10 include: goethite, ultramarine
and the presence of proteins in the binder of the paint
layers.
Table 2. Top 10 attributes according to the feature ranking methods
Ordering number
1

InfoGain
North-south orientation

2

Paint-layers; binder;
proteins
Paint layers; pigments;
ultramarine
Varnish, presence
Canvas support; pigments;
goethite
Paint layers; binder;
carbonyl bond
Paint layers; pigments;
white lead
Varnish; binder;
alumosilicates
Varnish; binder; silicates

3
4
5
6
7
8
9
10

Paint layers; pigments;
magnetite

Relief
North-south
orientation
Paint layers; pigments;
goethite
Canvas support;
pigments; kaolinite
Varnish, presence
Paint layers; pigments;
calcite
Paint layers; binder;
proteins
Paint layers; pigments;
ultramarine
East-west orientation
Paint layers; pigments;
anatase
Paint layers; pigments;
smalt

VII. DISCUSSION
Best results are observed when using the original data
set, with all the attributes included. In that setting, all
models outperform the baseline by at least 10%. Removing
the orientation attributes results in lower predictive
performance but allow us to assess the important indicators
in this case.
There are attributes that often appear high in decision
tree, in rule conditions and in feature rankings. These
attributes can be deemed important for our analysis. Some
of them are: goethite (iron (II) oxide-hydroxide), dolomite
(calcium magnesium carbonate), ultramarine (Na8-10
10Al6Si6O24S2-4), etc.
Models exhibit bad performance on many segments,
either due to the unbalanced class distribution and/or small
number of samples. Models built on per segment data sets
perform very badly, many of them result in classification
accuracy worse than the default classifier. Their precision
and recall scores extremely favor one class over the other,
and the AUC values are very close or less than 0.5.
One of the possible reasons for bad predictive
performance is the data set representation. There are
different types of mould in the paintings, present in
different quantities. The type of mould affects the values
of some other components in the paintings. Moreover, the
data attributes are very dependent on each other. The
presence of one compound in the sample affects the
presence (or absence) of other compounds. Rather than as
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binary attributes, we might try to find another, more
expressive way to represent the presence of organic
compounds in the samples, i.e. to quantify the presence of
a particular compound.
VIII. CONCLUSION
The observed results have been proved to be consistent
with the knowledge of the domain experts. The insights
provided by this work will be used in combination with
other research efforts by the staff at IPCHS and will aid in
the restoration of the Celje ceiling paintings.
As mentioned, most of the related work in this field
deals with digital artwork and takes advantages of visual
features for performing some task. Our project is different
from most, in the sense that we use numerical (i.e. binary)
data to represent our artwork. While limiting, it is still a
novel approach. Moreover, given the lack of openly
available data set, as a future direction, we might consider
to make our data publicly available to other researchers.
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APPENDIX
Table 3. Classification summary for the data set with all attributes included
ML method
DT
Bagging DT
CRs
Bagging CRs
RF
NB
LR
SVM
KNN (21)

Accuracy
Value (%)

Precision
Not mouldy

Mouldy

Recall
Not mouldy

Mouldy

AUC
Value

F-measure
Not mouldy

Mouldy

58.1308
57.5701
62.243
59.6262
57.0093
57.0093
60.3738
59.2523
57.3832

0.574
0.569
0.611
0.586
0.574
0.578
0.602
0.608
0.569

0.595
0.588
0.641
0.616
0.565
0.56
0.606
0.578
0.583

0.72
0.72
0.731
0.735
0.633
0.604
0.676
0.585
0.709

0.435
0.423
0.508
0.45
0.504
0.535
0.527
0.6
0.431

0.584
0.599
0.601
0.627
0.596
0.598
0.61
0.593
0.554

0.639
0.636
0.666
0.652
0.602
0.591
0.637
0.596
0.631

0.503
0.492
0.567
0.52
0.533
0.547
0.564
0.589
0.496

Table 4. Classification summary for the data set with the orientation attributes excluded
ML method

Accuracy
Value (%)
46.1682
52.1495
50.4673
48.0374
51.7757
50.2804
49.9065
49.9065
47.2897

DT
Bagging DT
CRs
Bagging CRs
RF
NB
LR
SVM
KNN (21)

Precision
Not mouldy
0.484
0.524
0.51
0.496
0.521
0.517
0.521
0.515
0.492

Mouldy
0.4
0.515
0.442
0.42
0.507
0.489
0.489
0.487
0.355

Recall
Not mouldy
0.695
0.764
0.913
0.764
0.76
0.487
0.309
0.429
0.822

Mouldy
0.215
0.265
0.073
0.181
0.262
0.519
0.7
0.573
0.104

AUC
Value
0.448
0.521
0.473
0.473
0.573
0.505
0.515
0.501
0.465

F-measure
Not mouldy
0.571
0.622
0.654
0.601
0.618
0.502
0.388
0.468
0.616

Mouldy
0.28
0.35
0.125
0.253
0.345
0.504
0.576
0.527
0.161

Table 5. Classification summary for the data set with only the orientation attributes included
ML method

Accuracy
Value (%)
59.6262
61.1215
60.5607
59.6262
62.243
61.1215
62.0561
61.1215
60

DT
Bagging DT
CRs
Bagging CRs
RF
NB
LR
SVM
KNN (21)

Precision
Not mouldy
0.577
0.598
0.598
0.586
0.62
0.601
0.608
0.604
0.586

Mouldy
0.643
0.634
0.617
0.615
0.625
0.627
0.642
0.621
0.628

Recall
Not mouldy
0.8
0.742
0.709
0.731
0.684
0.724
0.738
0.705
0.756

Mouldy
0.381
0.473
0.496
0.454
0.558
0.492
0.496
0.512
0.435

AUC
Value
0.598
0.648
0.607
0.638
0.654
0.64
0.636
0.608
0.624

F-measure
Not mouldy
0.67
0.662
0.649
0.651
0.65
0.657
0.667
0.651
0.66

Mouldy
0.478
0.542
0.55
0.522
0.59
0.551
0.56
0.561
0.514

(Orientation: N=1, S=-1 >= 0.5) => Mold=1 (196.0/71.0)
() => Mold=0 (339.0/135.0)
Figure 3. Classification rule set built from the original collective data set

(Colored layers: binding: proteins = 0) and (Coating, presence = 1) => Mold=1 (28.0/9.0)
(Colored layers: pigment, lead tin yellow type I = 0) and (Colored layers: pigment, ultramarine = 1) => Mold=1 (11.0/2.0)
() => Mold=0 (496.0/232.0)
Figure 4. Classification rule set built from the collective data set with the orientation attributes excluded

Orientation: N=1, S=-1 >= 0.5) => Mold=1 (196.0/71.0)
(Orientation: N=1, S=-1 >= -0.5) and (Orientation: E=1, W=-1 >= 0) and (Orientation: E=1, W=-1 <= 0.5) and (Orientation:
N=1, S=-1 <= -0.5) => Mold=1 (35.0/13.0)
() => Mold=0 (304.0/113.0)
Figure 5. Classification rule set built from the collective data set with only the orientation attributes included
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Figure 6. Decision tree model built from the original collective data set

Figure 7. Decision tree model built from the collective data set with the orientation attributes excluded

Figure 8. Decision tree model built from the collective data set with only the orientation attributes included
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Abstract - Dissemination of fake news and
disinformation on social media platforms pose a serious
threat to society. Distinguishing between fake and truthful
information is not an easy task for humans as well and
automatic detection of fake news has received considerable
attention in recent years. In this paper, we focus on the task
of automatic detection of fake news using several machine
learning algorithms. The impact of various linguistic
features and preprocessing techniques on the performance
of the classifiers has been evaluated using a dataset
containing 17324 news entries. The experimental results are
encouraging, with the most successful models obtaining
accuracy of 99.97%.

language modeling technique for extracting n-grams is
also used, as well as the Doc2Vec model for feature vector
extraction. The performance of several classification
algorithms was evaluated for the task at hand.

Keywords – fake news detection; text preprocessing; word
embeddings; Doc2Vec; classification algorithms

II. OUR APPROACH
In this section, we give details about the data that are
used in this research, as well as the approach that is used
for fake news detection. The general processing pipeline
of our approach is illustrated in Fig. 1. Three methods for
detecting fake news were tested, analysis based on titles
only, content only or the entire content of the news article
of the dataset. The data are processed by using text
preprocessing and language modeling techniques, i.e.
tokenization, stop words removal, n-grams, and their
combination. For vectorization, we use Doc2Vec model
for feature vector representation. Then, prediction models
are generated by using six classification algorithms. Once

I.

INTRODUCTION

Fake news are defined as news spreading disinformation
or completely false information to manipulate or scam the
readers [1]. A study conducted in 2018 regarding the
spread of true and false news online concludes that “lies
spread faster than the truth”, stating that fake news
proliferate 6 times faster and reach 10 times larger
audience than real ones [2]. Information bias as well as the
rapid spread of fake news pose a great threat to the reader
and are becoming a powerful weapon for gaining peoples’
attention and playing with their emotions.

The rest of the paper is organized in the following
way. In Section 2, we give details about the data that are
used in this research and we also present the approach that
is used for fake news detection. The experimental results
obtained from the evaluation of our approach are
presented in Section 3. In Section 4 the results are further
discussed, while Section 5 concludes the paper.

Many research studies have been done on this subject.
The study in [3] outlines different approaches for
detecting fake news. In [4], the use of n-grams of various
lengths is examined, followed by Term Frequency (TF) or
Term Frequency–Inverse Document Frequency (TF-IDF)
feature extraction and comparing six classification
algorithms. The highest accuracy is achieved with the
Lagrangian Support Vector Machine (LSVM) algorithm
using bigrams and TF-IDF. However, for the most of the
remaining variants in the research, the highest accuracy is
usually achieved by using only unigrams. In [5], several
existing approaches for fake news detection are analyzed,
concluding that the TF-IDF and Support Vector Machines
(SVM) achieve the highest accuracy of 93%, Doc2Vec
outperforms Word2Vec, while with deep learning models
the lowest accuracy is achieved.
In this paper, we present an approach for detecting
fake news efficiently that may help cease the spread of
misinformation across all platforms. The news articles are
preprocessed by using several preprocessing techniques. A
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Figure 1. Our approach for fake news detection

249

the models are generated, then, evaluation is performed by
using several evaluation measures.
A. Data
In this study, we used a labeled dataset named Fake
News Inference Dataset (FNID) [6], which contains data
from the 2020 dataset FakeNewsNet [7] PolitiFact,
categorized with “real” and “fake” labels, and the “Liar,
Liar Pants on Fire” dataset [8], where the news are
divided into 6 classes: “pants-fire”, “false”, and “barely
true”, “half-true”, “mostly-true” and “true”.
For the evaluations we only used the title, the content
and the class label of the news from the FakeNewsNet
part of the dataset, with data collected from the factchecking website PolitiFact, containing 8767 real and
8557 fake news. The dataset is balanced, meaning that the
samples are almost uniformly distributed in the two
classes.
We have analyzed the dataset in three different ways,
by analyzing titles only, content only or by combining the
title and content of the news article denoted as “full news
article” in the remainder of the paper. The aim of this
kind of analysis is to examine if the classification will
yield satisfying results by using only the titles of the
news.
B. Text Preprocessing and Language Modeling
Techniques
The data are preprocessed using two commonly used
preprocessing techniques: tokenization and stop words
removal. We also use a language modeling technique for
extracting n-grams. With this, we get four different
representations of raw text data, i.e. tokenized data,
tokenized data without stop words, unigrams and bigrams,
and forming unigrams and bigrams after removing the
stop words.
C. Vectorization
We have used the Doc2Vec model from gensim [9] to
generate vector representations of each data sample.
Doc2Vec was first proposed in 2014 by Quoc V. Le
and Tomas Mikolov [10] for a better distributed
representation of sentences and longer texts, including two
models: Distributed Memory Model (DM) and Distributed
Bag of Words (DBOW). DBOW generates vectors for
texts of various lengths and ignores the context of the
words, whereas DM, in addition to generating vectors of
the texts, it also generates vector representations of
dictionary words, leading to costly timing and memory
requirements.
We trained separate Doc2Vec DBOW models for titles
only, content only and full news article, using the index of
the news and the class label as tags. Additionally, the
models were set to train the vectors for the words
(characteristic in the Doc2Vec DM model), in order to
improve the performance in comparison to the DM model,
as it was proven that the latter achieves better accuracy
[11].

250

D. Classification Algorithms
The dataset was divided in the following manner: 80%
of the samples were used for training the classification
models, while the remaining 20% were reserved for
testing purposes. The dataset was divided by keeping a
uniform distribution within the training and test datasets.
We performed a binary classification with six
classification algorithms from the scikit-learn library [12].
We used default settings for the parameters if not
otherwise stated. The following classifiers were used:
•

Support Vector Classification (SVC) – A support
vector machine classifier with linear kernel and a
C parameter for regularization using soft margin.

•

Multi-layer Perceptron (MLP) – An artificial
neural network algorithm with three hidden layers
using rectified linear unit activation function and
the Adaptive Moment Estimation for weight
optimization, L2 penalty parameter of 0.00001
and random state of 1.

•

Logistic Regression (LR) – A regression classifier
implementing the logistic function and using the
Stochastic Average Gradient solver.

•

Passive Aggressive Classifier (PAC) – An online
learning algorithm that sequentially processes the
data, changing its prediction mechanism only if
the prediction of an item from the training set is
incorrect.

•

Ridge Classifier (RC) – A classifier implementing
the ridge regression using a regularization
parameter of 1 to reduce variance.

•

Stochastic Gradient Descent (SGD) – A technique
for optimizing linear models, set to optimize
linear SVM.

E. Evaluation Measures
To evaluate the performance of the classifiers, we have
measured the time needed to train the models and to make
predictions for all news articles from the testing dataset, as
well as the accuracy, the precision and the recall. Also, we
have compared the time needed to preprocess the data and
train the Doc2Vec model to be able to see if the choice of
the preprocessing and language modeling technique
affects the duration of the program.
Because the dataset is balanced, the classification
accuracy is an appropriate measure that could be used.
However, we also present the precision and recall for each
class in order to get better insights. The recall for the fake
class is very important for solving this task, because it
gives evidence whether the model is able to recognize the
fake samples, having small false negatives (FN).
III.

EXPERIMENTAL RESULTS

We have conducted experiments by using titles only,
content only and full news article, in combination with
different text preprocessing and language modeling
techniques and six classification algorithms.
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A. Tokenized Data
The first experiment was done using the tokenized
data. Table 1 shows the time for preprocessing and feature
extraction needed for tokenization, building the
vocabulary, training the Doc2Vec model and inferring the
vectors.

The time for training and testing the models, as well as the
predictive performance are shown in Table 4a and Table
4b respectively. Analyzing the results, we noticed that the
predictive performance for all classifiers do improve, but
is still not acceptable when trying to detect fake news,
hence we tried the n-grams approach.

Subsequently, we measured the time for training and
testing the models (Table 2a), as well as the results for the
predictive performance (Table 2b).

C. Unigrams and Bigrams
Bigrams almost doubles the Doc2Vec model and the
classification models can be trained on and thus provide
an additional support for extracting the linguistic meaning
of the text. In this way, the context in which a given word
is mentioned could be better captured, which gives richer
information about the semantic.

We should note that when training the models, the
MLP, with its current parameters, is unable to properly
model the data when working with short texts, such as the
titles, but performs well with longer texts, like the content
of the news, so we kept the current settings.

Having longer samples increases the time needed to
process them, as shown in Table 5, because of the
vocabulary the Doc2Vec model has to be trained on. The
most significant increase is in the inference step, taking
approximately 0.2 seconds per item for content only and
full news article.

B. Removed Stop Words
As the results from the previous section are not
satisfactory, we applied a preprocessing technique by
removing stop words, which scales down the data, thus
hoping to shorten the preprocessing and vectorization. The
time for preprocessing and feature extraction when we
remove the stop words from the texts is shown in Table 3.

TABLE I.

TABLE III.

TIME FOR PREPROCESSING AND FEATURE EXTRACTION
WHEN TEXT DATA IS TOKENIZED

TIME FOR PREPROCESSING AND FEATURE EXTRACTION
WHEN STOP WORDS ARE REMOVED
Titles only

Content
only

Full news
article

Preprocessing

2.87s

139.43s

147.16s

25.93s

Build vocabulary

11.94s

25.05s

24.71s

148.82s

149.58s

Train Doc2Vec

42.97s

125.23s

127.48s

781.44s

823.62s

Infer vectors

34.77s

649.28s

665.02s

Titles only

Content
only

Full news
article

Preprocessing

0.69s

24.8s

26.6s

Build vocabulary

8.37s

25.94s

Train Doc2Vec

44.43s

Infer vectors

37.86s

TABLE II.
PERFORMANCE METRICS OF THE CLASSIFICATION ALGORITHMS WHEN THE TEXT DATA IS TOKENIZED. TABLE 2A (TOP) SHOWS
THE TIME FOR TRAINING AND TESTING WITH EACH ALGORITHM, TABLE 2B (BOTTOM) SHOWS THE ACCURACY, PRECISION AND RECALL FOR EACH
ALGORITHM FOR TITLES ONLY, CONTENT ONLY AND FULL NEWS ARTICLE
SVC

MLP

LR

PAC

RC

SGD

Train

Test

Train

Test

Train

Test

Train

Test

Train

Test

Train

Test

Titles only

37.49s

7.3s

5.1s

0.03s

0.47s

0.01s

0.18s

0.01s

0.06s

0.008s

0.22s

0.01s

Content only

75.9s

3.12s

69s

0.02s

0.57s

0.01s

0.14s

0.01s

0.08s

0.007s

0.9s

0.01s

Full news article

79s

3.22s

49.75s

0.02s

0.57s

0.01s

0.09s

0.01s

0.07s

0.009s

0.89s

0.01s

REAL

FAKE

SVC
FAKE
Accuracy
Titles
only

FAKE

73.91%

LR

REAL

51.11%

FAKE

PAC

73.39%

RC

REAL

58.96%

FAKE

SGD

REAL

73.80%

FAKE

REAL

73.77%

Precision

0.75

0.73

0

0.51

0.73

0.73

0.55

0.87

0.74

0.73

0.74

0.74

Recall

0.7

0.77

0

1

0.71

0.75

0.96

0.23

0.71

0.76

0.72

0.76

Accuracy
Content
only

MLP

REAL

82.54%

76.48%

82.63%

78.07%

81.99%

81.13%

Precision

0.84

0.82

0.75

0.78

0.83

0.82

0.74

0.84

0.84

0.8

0.78

0.84

Recall

0.8

0.85

0.78

0.75

0.8

0.84

0.86

0.7

0.78

0.85

0.85

0.77

Accuracy
Full news
Precision
article
Recall
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82.48%

78.24%

82.68%

69.78%

82.25%

79.88%

0.84

0.82

0.78

0.78

0.83

0.82

0.63

0.9

0.84

0.8

0.9

0.74

0.8

0.85

0.77

0.8

0.8

0.84

0.95

0.46

0.79

0.85

0.66

0.93
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TABLE IV.
PERFORMANCE METRICS OF THE CLASSIFICATION ALGORITHMS WHEN STOP WORDS ARE REMOVED. TABLE 4A (TOP) SHOWS THE
TIME FOR TRAINING AND TESTING WITH EACH ALGORITHM, TABLE 4B (BOTTOM) SHOWS THE ACCURACY, PRECISION AND RECALL FOR EACH
ALGORITHM FOR TITLES ONLY, CONTENT ONLY AND FULL NEWS ARTICLE
SVC

MLP

LR

PAC

RC

SGD

Train

Test

Train

Test

Train

Test

Train

Test

Train

Test

Train

Test

Titles only

38.69s

7.37s

162.8s

0.02s

0.56s

0.01s

0.16s

0.01s

0.08s

0.006s

0.26s

0.009s

Content only

48.46s

3.53s

72.66s

0.02s

0.67s

0.01s

0.13s

0.01s

0.08s

0.007s

0.75s

0.01s

Full news article

50.58s

3.7s

40.73s

0.02s

0.58s

0.02s

0.15s

0.01s

0.08s

0.007s

0.5s

0.02s

REAL

FAKE

SVC
FAKE
Accuracy
Titles
only

FAKE

72.09%

LR

REAL

FAKE

68.28%

PAC

71.95%

RC

REAL

FAKE

71.08%

SGD

REAL

FAKE

71.83%

REAL

67.99%

Precision

0.72

0.72

0.68

0.69

0.71

0.73

0.7

0.72

0.71

0.72

0.84

0.63

Recall

0.7

0.75

0.67

0.69

0.71

0.73

0.72

0.7

0.71

0.73

0.43

0.92

Accuracy
Content
only

MLP

REAL

85.71%

80.63%

85.51%

83.64%

84.56%

85.14%

Precision

0.86

0.85

0.79

0.82

0.85

0.85

0.8

0.87

0.86

0.84

0.87

0.84

Recall

0.84

0.87

0.82

0.79

0.85

0.86

0.88

0.8

0.82

0.87

0.82

0.88

Accuracy
Full news
Precision
article
Recall

86.00%

80.40%

86.20%

78.53%

84.82%

85.05%

0.86

0.86

0.8

0.8

0.86

0.86

0.72

0.89

0.86

0.84

0.85

0.85

0.85

0.87

0.8

0.8

0.86

0.87

0.91

0.66

0.83

0.87

0.85

0.85

Using n-grams, reduction in the training time with
some of the algorithms is obtained (see Table 7a). The
results shown in Table 7b clearly show improvement in
the prediction performance, including classifying short
phrases, like the titles of the news, with all classifiers
achieving accuracy above 95%.

In a similar manner, Table 8a displays that the training
time is shorter for almost all classification algorithms.
However, the testing time was longer for MLP and
slightly longer for LR, compared to the testing time in the
previous section.

It is evident that using n-grams considerably improves
the predictions, due to the Doc2Vec’s ability to better
model the relationships between samples with the same
label, thus improving the ability of the classifiers to learn
how they relate to the respective class.

As Table 8b shows, MLP and LR achieved 100%
accuracy with perfect scores for precision and recall when
predicting the data using only the content of the news. The
remaining classifiers are not far behind and taking into
consideration the time needed to train and test the models,
the results RC and SGD classifiers achieved for a fraction
of the time are even more pleasing.

D. Unigrams and Bigrams After Removing Stop Words
The combination of stop words removal and using
n-grams results in notably shorter time for preprocessing
and feature extraction (shown in Table 6), in comparison
to using n-grams directly, except for the part where we
need to remove the stop words prior to forming the
bigrams.

Due to the limited data in the dataset, the bigrams
formed after removing the stop words result in uncommon
two-word conjunctions found in only few of the samples,
making this preprocessing method prone to overfitting.
Larger datasets are needed to overcome the problem of
overfitting, as stated in [13].

TABLE V.
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TIME FOR PREPROCESSING AND FEATURE EXTRACTION
WHEN INCLUDING BIGRAMS

TABLE VI.
TIME FOR PREPROCESSING AND FEATURE EXTRACTION
WHEN INCLUDING BIGRAMS AFTER THE STOP WORDS ARE REMOVED
Titles only

Content
only

Full news
article

Preprocessing

2.9s

161.8s

162.03s

619.5s

Build vocabulary

40.47s

867.69s

857.92s

397.4s

452.81s

Train Doc2Vec

64.13s

296.73s

367.74s

3350.5s

3464.14s

Infer vectors

76.31s

2681.39s

2704.75s

Titles only

Content
only

Full news
article

Preprocessing

1.13s

49.66s

49.56s

Build vocabulary

42.64s

611.63s

Train Doc2Vec

45.7s

Infer vectors

76.4s
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TABLE VII.
PERFORMANCE METRICS OF THE CLASSIFICATION ALGORITHMS WHEN BIGRAMS ARE INCLUDED. TABLE 7A (TOP) SHOWS THE
TIME FOR TRAINING AND TESTING WITH EACH ALGORITHM, TABLE 7B (BOTTOM) SHOWS THE ACCURACY, PRECISION AND RECALL FOR EACH
ALGORITHM FOR TITLES ONLY, CONTENT ONLY AND FULL NEWS ARTICLE
SVC

MLP

LR

Train

Test

Train

Test

PAC

RC

Train

Test

Train

Test

SGD

Train

Test

Train

Test

Titles only

11s

1.08s

90.23s

0.03s

0.54s

0.008s

0.12s

0.01s

0.1s

0.009s

0.14s

0.009s

Content only

5.32s

0.24s

31.1s

0.03s

19.28s

0.009s

0.23s

0.01s

0.12s

0.008s

0.37s

0.001s

Full news article

6.33s

0.26s

31.71s

0.02s

20.6s

0.009s

0.29s

0.01s

0.11s

0.01s

0.29s

0.01s

REAL

FAKE

SVC
FAKE
Accuracy
Titles
only

FAKE

97.06%

LR

REAL

FAKE

96.62%

PAC

REAL

FAKE

97.14%

RC

REAL

FAKE

96.13%

SGD

96.91%

REAL

97.06%

Precision

0.972

0.969

0.965

0.967

0.974

0.969

0.99

0.936

0.977

0.962

0.97

0.97

Recall

0.968

0.973

0.965

0.967

0.968

0.975

0.93

0.991

0.96

0.978

0.969

0.971

Accuracy
Content
only

MLP

REAL

98.73%

98.35%

98.82%

98.67%

97.72%

96.50%

Precision

0.987

0.988

0.977

0.99

0.989

0.987

0.982

0.99

0.987

0.968

0.976

0.994

Recall

0.987

0.988

0.989

0.978

0.986

0.99

0.99

0.983

0.966

0.988

0.994

0.977

Accuracy
Full news
Precision
article
Recall

98.67%

98.47%

98.59%

97.98%

97.81%

98.35%

0.988

0.986

0.98

0.988

0.986

0.986

0.992

0.96

0.989

0.968

0.988

0.979

0.985

0.988

0.988

0.981

0.985

0.986

0.966

0.993

0.966

0.989

0.978

0.989

IV.

Even though the time for training and inferring feature
vectors from Doc2Vec model is a time-consuming
process, the model delivers a powerful new way of
representing longer sentences, paragraphs, and documents.
Used as a standalone method to compute similarity
between texts or as a part of the preprocessing step, the
Doc2Vec model is an important component in the
approach because of its ability to numerically represent a
document and a document’s connection to the other
documents in the dataset. Secondly, when adding the label
of the training data as a second tag of the index-tagged
documents, we help the unsupervised model create the

DISCUSSION

Data preprocessing and language modeling are
important when analyzing linguistic features in texts. Data
preprocessing provides reduction in the volume, while
keeping the core patterns that model the data. When
examining the effects of the preprocessing techniques, and
language modeling techniques, like stop word removal
and including n-grams, we noticed that they help the
machine keep the context of the text, even when using
vector representation, plus increases the volume of
meaningful attributes for the Doc2Vec model.

TABLE VIII. PERFORMANCE METRICS OF THE CLASSIFICATION ALGORITHMS WHEN BIGRAMS ARE FORMED AFTER REMOVING STOP WORDS.
TABLE 8A (TOP) SHOWS THE TIME FOR TRAINING AND TESTING WITH EACH ALGORITHM, TABLE 8B (BOTTOM) SHOWS THE ACCURACY, PRECISION
AND RECALL FOR EACH ALGORITHM FOR TITLES ONLY, CONTENT ONLY AND FULL NEWS ARTICLE
SVC

MLP

LR

PAC

RC

SGD

Train

Test

Train

Test

Train

Test

Train

Test

Train

Test

Train

Test

Titles only

10s

0.98s

12.77s

0.22s

0.56s

0.01s

0.25s

0.01s

0.15s

0.008s

0.17s

0.008s

Content only

0.85s

0.07s

7.5s

0.24s

17.9s

0.01s

0.16s

0.01s

0.11s

0.01s

0.13s

0.008s

Full news article

0.74s

0.06s

40.72s

0.31s

17.52s

0.01s

0.16s

0.01s

0.11s

0.009s

0.09s

0.009s

REAL

FAKE

SVC
FAKE
Accuracy
Titles
only

FAKE

98.50%

LR

REAL

FAKE

97.95%

PAC

98.50%

RC

REAL

FAKE

98.27%

SGD

REAL

FAKE

98.47%

REAL

98.35%

Precision

0.987

0.987

0.969

0.989

0.988

0.983

0.978

0.986

0.989

0.98

0.983

0.984

Recall

0.982

0.988

0.989

0.97

0.982

0.988

0.986

0.979

0.979

0.989

0.983

0.984

Accuracy
Content
only

MLP

REAL

99.94%

100.00%

100.00%

99.88%

99.94%

99.97%

Precision

0.999

1

1

1

1

1

0.998

1

1

0.999

1

0.999

Recall

1

0.999

1

1

1

1

1

0.998

0.999

1

0.999

1

Accuracy
Full news
Precision
article
Recall
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99.97%

99.88%

99.97%

99.97%

99.91%

99.94%

0.999

1

0.998

1

0.999

1

0.999

1

0.999

0.999

0.999

0.999

1

0.999

1

0.998

1

0.999

1

0.999

0.999

0.999

0.999

0.999
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relationship between similar texts, which results in even
better performance of the classification.
With tokenization and stop words removal, we
achieved somewhat similar results. We noticed that when
classifying short texts (the titles of the news), the accuracy
is approximately 10% lower than when classifying the
content of the news. The trend of lower accuracy for the
titles persisted in the remaining two sections, however
both of them provided us with worthy results. For longer
texts, on the other hand, the n-gram model did not result in
noticeable predictive performance gain compared to the
case when only the title is used, but the model succeeded
in reaching accuracy of 98% when including bigrams and
over 99% when removing the stop words prior to forming
the bigrams.
The increasing accuracy in each section is due to the
preprocessing techniques used on top of the embedding
power of Doc2Vec. Analysis done by fellow researchers,
mainly in [14], concludes that Doc2Vec performs better
than other famous semantic models, as the Doc2Vec
model with bigrams achieved the highest score,
outperforming Word2Vec, TF-IDF, LSA and LDA. The
performance of Doc2Vec against the sequence and
sentence transformers will be the main focus in our future
experiments.
Finally, analyzing the predictive performance of the
classifiers and the time requirements to train and test the
models, we concluded that even though Logistic
Regression classifier continuously slightly outperforms
the other algorithms in terms of accuracy, the Ridge
Classifier attains comparable accuracy while having
significantly lower training and testing time. Detection of
fake news can be done efficiently by analyzing the titles of
the news only, so promptly removing them might prevent
to discard them before reaching a wider audience.
V.

CONCLUSION

The arising threat of fake news becomes more
apparent as fake news evolve to be indistinguishable from
the real ones. To help diminish the spread of fake news,
we attempt to develop a model for vector representation of
the news with the Doc2Vec model and compare six
classification algorithms in combination with text
preprocessing and language modeling techniques in terms
of accuracy, precision and recall, as well as the time
needed to train and test the models.
From the results, it is evident that besides high
accuracy, the models also obtain high precision and recall
for both classes. This indicates that the models are not
biased towards any class. However, if the same approach
is applied over an unbalanced dataset, we have to be
careful in selecting a suitable classification algorithm so
that the models do not favor the dominant class. As
described above, the recall for the fake class is very
important for this task and based on the results we can see
that the models efficiently detect most of the fake news,
while still preserving high precision for both classes. Also,
the classification of the news with our approach is fast.
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Fake news classification can only help to some extent,
as we need fact checking to confirm if a news is
undeniably true or false. Fact checking organizations must
not be affiliated with politics, economics, businesses, or
any other parties who may benefit from the spread of said
disinformation. Only when a news is confirmed as a fact,
we can certainly say that fake news detection works well
and we can rely on the machine learning approaches to
further regulate the news.
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Abstract - Each language has its own vocabulary which
is spoken by a corresponding group of speakers. There are
generally languages that have better resources and thus
Natural Language Processing methods typically perform
generally better for such languages; whereas on other hand,
in the case of a large number of low-resource languages –
there is a lack of sufficient annotated data that can be used
in order to efficiently use the unsupervised methods for NLP
tasks. As a result, a spell checker is a necessity for
composing any documentation in a language; typically, by
identifying words that are typologically and grammatically
correct as well as misspelled words in such a language. The
aim of this paper is to present a spell-check dictionary for
the Albanian language by comparing word usage among
various texts. Furthermore, it aims to do so by defining
words to be entered in the dictionary from a large text
collection taken from experiments and then conducting a
comparison review of word usage frequency. The corpora
include 49k sentences for the Albanian language of different
fields such as computer science, economics, law, medicine,
politics, tourism, art, psychology, etc. This spell-check
dictionary would further contribute to the ease of use of the
Albanian language in electronic media. Noting that the
Albanian language is a low-resource language, another aim
of this paper and related further research relates to building
a larger and better corpus of Albanian language on top of
which the spell-checking dictionary could be continuously
advanced and perfected.
Keywords – natural language processing; albanian
language; spell-check; dictionary; corpora

I.

INTRODUCTION

Natural Language Processing (NLP) is a multidisciplinary field that integrates computer science,
linguistics, and cognitive psychology by combining
theories from such disciplines along with computation to
process natural (human) language text [2]. Spell checking
would then be used as a tool to suggest one or more
alternative words as a correct spelling alternative when a
misspelled word is identified. The Albanian language is
considered a low-resource language that lacks a properly
defined dictionary. In other words, NLP entails the
computational representation and analysis that includes
understanding and generation of the text. Also, spellcheck dictionary is a well-known problem in Natural
Language Processing. However, most state-of-the-art
research has been done for different languages even still,
meaning that despite all the research, there is still lack of
focus for some low-resource languages such as the
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Albanian language. To this end, this paper has sought to
address this issue by implementing an unsupervised
method using the NLTK toolkit in Python language and
using a tokenizer to split words into chunks and then
calculating the frequency.
Initially, the testing is performed on 13 sources at
10MB of total capacity. The text tokenization has
generated 49,514 words – for which the expected
frequency analysis and the corresponding difference
average ( △ MT) frequency were calculated; which
deduced three different word categorizations: (1) definite
candidate words for the dictionary, (2) potential candidate
words for the dictionary and (3) rare words. The goal of
this research paper is to build spell-check dictionary for
low-resource language in this case for the Albanian
language.
Whereas many languages share similar logical
morphological and in overall grammatical rules, lowresource languages, especially those have little to no
resemblance to popular languages (such as Germanic
language family) - such as the case of Albanian language
[1] struggle to use and define the same NLP strategies
when it comes to developing spell-check dictionaries. To
this end, this paper seeks to not only adopt and
functionalize NLP tools for the Albanian language, but
also propose a dynamic mechanism of categorizing words
from existing and potential corpora - which will result in a
dictionary that continuously evolves – by ensuring that
misspelled or non-standardized words are omitted – based
on common usage of the language in digital media.
II.

RELATED WORK

In the 50s the tasks of Natural Language Processing were
first introduced but the progress has remained relatively
gradual [17].The scientific community has consistently
been giving a contribution towards finding solutions to
make a machine adopt and develop intelligence akin to
humans. On the other hand, for the Albanian language as
a low resource language specifically, very little research
has been made with regards to Natural Language
Processing. Recently, NLP for the Albanian Language
has begun attracting researchers and it shows signs of
progress in this field, but none of these corpora are
publicly available.
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Tommer et al. [20] have presented a simple
morphological analyzer for the standardized Albanian
language. This morphological analyzer implements
approximately 340 morphological rules that cover the
main inflection types of the Albanian language. Based on
the EAGLE guidelines [13], the tag set encloses 17
labels of the Albanian language. The morphological
analyzer is evaluated using a small corpus of 1,000
tokens (words) achieving oracle precision of 97%and
recall of 92–95%. The “precision” is the number of
correct token-tag pairs that is produced, divided by the
total number of token-tag pairs that is produced, and
“recall” is the number of correct token-tag pairs that is
produced, divided by the number of correct token-tag
pairs that is possible [5]
Author Piton et al. [16] have presented an electronic
dictionary for the Albanian text using Finite State
Transducers with NooJ’s graphs. The main idea of the
authors was to develop electronic dictionaries and Finite
State Transducers for the automatic processing of the
Albanian Language. Pointing out conjoined words, mixed
words or ‘XY’ words that are not (or cannot be) listed
into dictionaries they then continue using Finite State
Transducers (FST) for their dynamic treatment.
Furthermore, the researchers have also taken into
consideration the problem of unknown words in a lately
reformed language and the evolving of features in
dictionaries [6,14]. Hence, the focus of the analysis is not
the text but the word. Two languages such as the
Albanian and French dictionary containing 4,951 words
are used to build the flex forms dictionary [9,7]. The tags
noun, verb (active and non-active), adjective, preposition,
adverbs, interjection, cardinal and ordinal numbers are
reported on this research paper on other hand the number
of tags is not specified and this proposed solution is not
experimentally evaluated.
Statistical part-of-speech tagging models for the Albanian
language was developed by Hasan [8]. The experiments
were evaluated, and they have reported an accuracy of
around 70% in a small tag set. In a follow-up study, [18]
uses three tag sets, a small tag set with 100 tags, a
medium tag set with 150 tags, and a large tag set with 220
tags. The used corpus contains 10,000 words collected
from diverse sources. Those models are experimentally
evaluated by progressively extending the number of
tokens and the number of tags, going from a small to a
large tag set, in a cross-validation setting. The two
models reached an average accuracy of approximately
60%.
Kadriu et. al [11] uses a tag set of 22 tags that refines the
ten traditional parts of speech in some places and adds
tags for feminine and masculine nouns, impersonal,
reflexive, transitive and intransitive verbs, personal and
possessive
pronouns,
determiners,
exclamations,
indeclinable and indefinite elements. The implementation
used NLTK unigram and regular expression taggers
which uses a simple stemming algorithm to treat
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unknown words [10]. The evaluation is based on 30 news
articles from three domains but the number of tokens in
standard corpus is not mentioned in the paper.

III.

NATURAL LANGUAGE PROCESSING

NLP processes text on different levels of linguistic
analysis. Natural Language Processing is a subfield of
Artificial Intelligence that focuses on analyzing,
understanding, and/or generating speech through the
exploitation of unstructured text data [12]. NLP tasks
exploit and analyze each sentence of a text focusing on its
syntax for providing a more structured representation
which, on the other hand, is crucial in applications [15]
that need semantic knowledge such as machine
translation,
information
retrieval/extraction,
summarization, question answering, etc.
•

Creation of Corpus

Natural language processing correlates applications
that are built using a large amount of data. Corpus is a
collection of written or spoken natural language material
stored electronically and used to find out how language is
used. Literally, a corpus is a systematic computerized
collection of authentic language that is used for linguistic
analysis known as corpus analysis [4]. There are several
attempts to build an Albanian corpus for NLP tasks, but
they have significant drawbacks like small corpus sizes;
different formats fitted to individual tasks and moreover,
they are not publicly available. The main objective of the
authors of this paper has been to create an Albanian
corpus which includes 49k sentences for different fields
such as computer science, economics, law, medicine,
politics, tourism, art, psychology, religion etc.
When it comes to corpus word composition, a question
arises at to what types of tokens appear more frequently in
the Albanian sources. To that end, we can find below a
few categories:
Numeric – As few as one digit and zero or more
punctuation characters, e.g. 1,2, 3.14, 2.5€, <, >, ?,
Roman numerical – e.g. XX, XXI
Uppercase – Only uppercase, e.g. LIBRI
Title Case – An uppercase letter followed by one or
more lowercase letters, e.g. Kompjuteri
Lowercase – Only lowercase, e.g. dita
Alphanumeric – as few as one alphabetic and one
digit (allowing for other characters), e.g. B2B or mp4, etc.
Hyphenated word – Alphabetic characters and
hyphens, e.g. juridiko-sociale
Apostrophe word- Alphabetic
apostrophes e.g. t’i, ç’është, etc.

characters

and
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•

Tokenization process of Albanian texts

Tokenization is a kind of pre-processing; whose meaning
is the identification of basic chunks that are to be
processed. Naturally, before any real text processing is to
be done, the text needs to be segmented into linguistic
units or chunks such as words, punctuation, numbers,
roman numerical. Moreover, we have run into some
difficulties during the tokenization; especially in the
Albanian language, since due to its alphabet, the
utilizable file encodings would be ASCII vs UTF-8,
because letters such as ‘Ç’, ‘ç’, ‘Ë’, ‘ë’, will present
differently if the file is not read with the proper encoding.
Also, the use of different kinds of apostrophes e.g ‘‘, ꞌ,
may well affect the way should handle the words such as
e.g t’i, s'kam, ç’është, etc. The text might also include
words with different hyphenation symbols such as -, ⸺,
─, −, that might affect how we can handle words like
‘tekniko-juridike’, ‘indo - evropiane’, ‘shoqërore–
ekonomiko’ etc.
On the other hand, there are words like ‘ç’është’, ‘ç’rast’
that can well be considered as one word, but it will be
natural to consider this as two separate tokens: ‘ç’ and
‘është’ or ‘ç’ and ‘rast’. Furthermore, in the Albanian
language it is common to use hyphens between characters
forming a single word e.g. ‘juridiko-civile, which can be
tokenized individually as ‘juridiko-’ and ‘civile, which
presents a challenge for tokenization and spell checks in
the future, because the use of hyphenated word as one is
grammatically correct (juridiko-civile), whereas the
individualized token ‘juridiko’ is not a grammatically
correct word in itself.
Furthermore, it is very important to concentrate on
pure analysis or generation while taking basic chunks in
consideration.
However,
without
having
these
fundamental chunks clearly segregated, it is impossible to
carry out any analysis or generation. The identification of
chunks that do not need to be further decomposed for
subsequent processing is an extremely important task.
Mistakes made at this step are very likely to induce more
errors at later stages of text processing which may well be
critical.

IV.

EXPERIMENTAL EVALUATION

Our experiments are conducted using the NLT toolkit
using Python language. The corpus contains 631,008
words after removing words that have been duplicated,
those that had characters such as numbers, hyphened,
apostrophes, or roman numerical, the total unique words
are 49,514 identified as words. Fig.1 shows different
sources and their tokenization. Source 5 has the largest
tokenization of approximately 158,375 tokens.
The data in Table I show the frequency of some words out
of 631,008, specifically ones that are used more often in
all selected textbooks in the Albanian language for this
research. The word that has a higher number of
appearances in all sources is the word ‘të’ – which has
appeared 49,992 out of 631,008 words, with a frequency
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of 7.92%; the word ‘e’ has 37,165 appearances and a
frequency of 5.89%; the word ‘në’ has 19,577
appearances and a frequency of 3.10%; the word ‘drejtës’
which has appeared 626 times and has a frequency 0.10%;
the word ‘ndryshme’ has appeared in all sources 628 and
has a frequency of 0.10 %. The word ‘juridike’ has 620
number of appearances in all sources and also has 0.10%
frequency of appearance; the word ‘Evropian’ has 575
number of appearance and has 0.09% of the frequency;
the word ‘ndërkombëtare’ has 482 occurrences and a
frequency of 0.08 %; the word ‘rëndësishme’ has
appeared 280 times in source and has a frequency of
0.04%; the word ‘ekziston’ and ‘jetën’ have 281 numbers
of appearance and 0.04% frequency; the word ‘Kështu’
appeared 279 times with 0.04% frequency from 631,008
the total words number of appearance.

Figure 1. Albanian languages sources tokens

TABLE I.

FREQUENCIES AND APPEARANCES OF WORDS USED MORE
FREQUENTLY

Total word count

631.008

Words
të
e
në

Appearance
49992
37165
19577

Frequency
7.92%
5.89%
3.10%

është

5728
……..

0.89%

duke
vetëm
politike

1762
1318
1224
……..

0.27%
0.20%
0.19%

gjitha
parë
drejtës
ndryshme
juridike
Evropian
ndërkombëtare

868
812
626
628
620
575
482
………
280
281
281
279

0.13%
0.13%
0.10%
0.10%
0.10%
0.09%
0.08%

rëndësishme
ekziston
jetën
Kështu

0.04%
0.04%
0.04%
0.04%

257

a) Hyphenated words appearances in the
Albanian language
Albanian language has words that use hyphens to
construct distinct words below, Table II represents the
number of appearances for such words, as well as their
frequency. The total number of hyphenated words is 1364
from all the sources. The higher number of appearances is
the word ‘juridiko-civile’ with 113 times and 0.0179%
frequency and the lowest number of appearances is the
word ‘shtetet-qytetet’ with frequency of 0.0002%.

TABLE II.

HYPHENATED WORDS IN ALL SOURCES

TABLE III.

Word

APOSTROPHES WORDS FORM ALL SOURCES

t'ia

Number
of
Appearances
219

Frequency %
0.0491

t'ua

158

0.0354

s'mund

156

0.0350
………

t'ju

136

0.0305

s'kam

67

0.0150

s'kishin

65

0.0146

s'duhet
Word
juridiko-civile

Number of
Appearances
113

Frequency
%
0.0179

s'guxonte

9

0.0020

juridiko-private

38

0.006

t'mos

6

0.0013

juridiko-civil

24

0.0038

m'kan

3

0.0007

m'vjen

2

0.0004

…..

………

evro-atlantike

11

0.0017

lural-partiake

10

0.0015

ç'ma

2

0.0004

anglo-amerikane

7

0.0011

ç'shte

1

0.0002

ç'thuhet

1

0.0002

ç'vepruan

1

0.0002

……
shoqëror-politik

4

0.0006

ushtarako-politike

3

0.0004

pluralo-politike

3

0.0004

seratoninë-melatoninë

2

0.0003

shtetet-qytetet

1

0.0002

juridiko-filozofike

1

0.0002

b) Words with apostrophe appearance in the
Albanian language
The Albanian language also uses characters in words
such as apostrophes. The total number of words with
apostrophes is 681 from all the sources. Table III shows a
few of the most used such words which are: ‘t’ia’ with
219 times and with frequency of 0.0491%, on other hand,
the lowest appearance has the word ‘ç'vepruan’ with the
frequency of 0.0002%.
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………

c)

Same words appearances in different
sources of the Albanian language

The same words that appear in different sources, are
shown below in Table IV, through which it can be
observed that the word ‘juridiko-civile’ has a higher
frequency in Source 2 (0.239%) than in Source 1
(0.021%). The word ‘holandezo-flamane’ has a higher
frequency in Source 1 (0.064%) than in Source 2
(0.011%). The lowest relative frequency is the hyphened
word ‘socio-ekonomike’ – which in Source 5 has a
frequency of 0.006% whereas in Source 4 it has a
frequency of 0.0018%.
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TABLE IV.

COMPARISON OF FREQUENCY FOR THE SAME WORDS
APPEARING IN DIFFERENT SOURCES

Sources

Word

Source 1

juridiko-civile

Source 2

Source 3

Appe
aran
ce
5

Frequen
cy
0.021%
0.0006%

juridiko-civile

0.239%

△MT=((MT-MS1)+(MT-MS2)+ (MT-MS3)...(MT-MSn))/ St

holandezo5
flamane
……………

0.239%

(2)

juridiko-civile

1

0.011%

1

0.0018%

1

0.0018%
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Where:

socio-ekonomike
……………

Source 5

The next step in the experiment was to calculate the
average difference of expected frequency, so that we can
rank-order all words in terms of their occurrence across
multiple sources. This is done via the following formula
(2):

holandezo15
flamane
……………

……………
Source 4

Formula (1) has been used for all the unique words
generated from the experiment, to find the total expected
frequency for all the words. This is denoted by ‘M’.

socio-ekonomike

- △MT denotes the Average Difference of Expected
Frequency
- MT denotes total expected frequency
- Ms denotes individual word’s absolute frequency per
source
Having calculated MT and △MT, the corresponding
correlation is used to sort the words in categories:
Ma=△MT/Wn
Mw=(MT-△MT)/ Ma

Dictionary word categorization
As calculated during tokenization, the corpus used
for this paper generated 49,514 unique words – which
represent the base for further experimentation. Noting that
word frequency is relative to each individual source, when
calculating the average frequency, this paper has taken
into account the concept of the regression towards [19]
the mean as well as the law of large numbers; [3] noting
that as additional sources would be added to the corpus,
the more the frequency would be rounded up to the
expected average. To this end, the generated unique words
through tokenization have been (i) calculated individually
in relation to their absolute frequency in each source and
then (ii) found the average frequency from the combined
absolute frequency from all sources. Below we have the
formula (1) used:
MS = (Ws/Wst);
and consequently:
or summarily:

MT=[Σs=13Ms]/st

MT=[Σs=13(Ws/Wst)]/st

(1)
Where:
- Ms denotes individual word’s absolute frequency per
source
- MT denotes total expected frequency
- Ws denominates individual words within each source.
- Wst denominates the total number of words within each
source
- St denominates the total amount of sources
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Where:

(3)

- △MT denotes the Average Difference of Expected
Frequency
- MT denotes total expected frequency
- Ms denotes individual word’s absolute frequency per
source
- Ma denotes the overall Average Difference of Expected
Frequency
- Mw denotes the deviation from average of the Expected
Frequency
There are three categories that are observed as a result of
these experimentations:
(1) definite candidate words for the dictionary,
(2) potential candidate words for the dictionary,
(3) rare words.
This categorization will be used to decide which words
will be included in the dictionary, and which words will
be omitted and discarded. Each category corresponds to a
specific correlation between MT and △MT – as described
in the following cases.
1.

Case 1: definite candidate words for the
dictionary

In the first case, when sorting for the variables from the
Mw, the group of words that result in an index larger than
1 is selected as words that are strong contenders to be
added to the dictionary. The experimentation yielded an
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extreme positive result of 55.49, represented by word ‘të’
– which is the most used word in the text sources used in
this paper.
Because of the linguistic properties of languages, in this
case, the Albanian language, this case will typically
include prepositions, conjunctions, adverbs that are used
more frequently throughout a simple sentence
composition. Examples of such words are presented in
Table VI.

TABLE VII.

WORDS FORM THE SECOND CASE

WORDS

Mw [0.1-1]

lartë

1.2973

qenë

1.1180

pastaj
……..

TABLE VI.

WORDS FORM THE FIRST CASE

WORDS

Mw [>1.0]

të

55.4942

gjitha

9.0986

këtë
……..

8.7162

0.8838

jetën

0.8385

kombëtare

0.7443

shtëpi

0.6945

veçanta

0.6564

unike

0.6152

disa

5.6283

tjetër

3.9182

qytetarëve

0.3762

janë

3.3404

Evropën

0.2940

zgjedhjet

0.1899

vend

2.1712

brenda

1.9539

veçantë

1.7344
……..

kështu

1.5950

fundit

1.5563

vërtetë

1.4946

Case 2 : potential
dictionary

candidate words for the

In the second case, when sorting for the variables from
the Mw, the group of words that result in an index larger
than 0.1 but lower than 1 are considered as potential
candidate words to be included in the dictionary. These
words are typically nouns, verbs and adjectives, that in
relative terms are less often used as opposed to the
grammatical categories that are included in Case 1.
Examples of such words are presented in Table VII.
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punën

……..

……..

……..

2.

1.0625

3.

Case: rare words

In the third case, when sorting for the variables from the
Mw, the group of words that result in an index smaller
than 0.1 are considered rare words, and as such they are
not included in the dictionary. These words need further
attention by linguists; or their index value may increase
as a result of corpus expansion – as new sources are
added, the word could have more incidences of
occurrence. For this case, the experimentation yielded a
marginal positive result of 0.0993, represented by word
‘progres’. This word is typical for Case 3, because it is
not an official word, but an unofficial adaptation from
other languages (progres (Eng.: progress) – in Albanian:
përparim). Other examples of such words are presented
in Table VIII.
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V.

CONCLUSION

edukimi

0.0865

Up to now, there has been no manually tagged corpus of
substantial size for Albanian. The corpus presented in this
paper is by far the largest electronically tagged corpus for
the Albanian language and consists of 49,514 tokens, the
evaluation experiments show very promising results
especially at how this dictionary could be expanded. In the
future, continuously more sources will be added to the
Albanian language corpus, which will unduly shift word
categorization ranges and make the dictionary
development more accurate and intuitive. Consequently, a
much bigger corpus will be the ideal result that we aim to
achieve.

inteligjencave

0.0851

REFERENCES

Shpirtërore

0.0743

TABLE VIII.

WORDS FORM THE THIRD CASE

WORDS

Mw [<0.1]

progres

0.0993

vazhdueshëm

0.0981

kompjuterëve

0.0893
……..

……..
zotësitë

0.0621

dyanshëm

0.0544

ushtrimeve

0.0427
……..

Kuptosh

0.0227

balansuara

0.0167

supozimet

0.0187

Furthermore, some existing algorithm that contributes to
the processing of rare words should be implemented. In
the case of rare words, we suggest providing the list of
such words to linguists so that they can determine which
of these words are foreign and which are authentic
Albanian language words.
Nevertheless, from 631.008 words, through tokenization
only 49,514 words were selected that are correct, whereas
581,494 were words that have other characters or are
misspelled. The linguists, in this case, would examine
those words and decide which will be added to the
Albanian language dictionary. We hope that the situation
will improve with the corpus when the Albanian language
becomes one among the EU languages and then we will
have many public documents translated into this language
which can be used for corpus and experimentation.
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Abstract - The availability of extensive annotated data
for natural language processing tasks is an unsolved
problem. Transfer learning techniques usually mitigate
these issues by relying on existing models in another
language. If no such models exist, the whole transfer
learning setup becomes an implausible option. This paper
presents a simple approach to use grammar rule as a noisy
labelling function to train a classic generative-discriminative
classification setup. The approach relies on a simple NooJ
grammar along with a series of other data labelling
functions. We evaluate the approach on the Conan-Doyle
dataset for the task of explicit negation detection with a lowresource setting and report an improvement of 2% over the
baseline.
Keywords - Negation; noisy labels; labelling functions;
unsupervised learning;

I.

INTRODUCTION

Negation is an occurrence of semantic opposition. This
occurs when two expressions related to each other invert
the meaning expressed by one of the constituents. The
negation phenomenon is visible in Sentiment Analysis
tasks [2], altering the sentiment’s polarity. It has an impact
on the search results in Information Retrieval [23]. When
performing Machine Reading [18] and Information
Extraction in various domains, particularly in the
biomedical domain [8], the sentence’s meaning may be
inverted [8]. Negations can be either implicit, explicit, or
morphological.
•

Implicit, as in “He is yet to win his first
award,” carries the negative sentiment, but no
negative words are present.

•

Explicit, as in “this is not good.”.

•

Morphological, where it is either denoted by
a prefix (for example “dis-”, “non-”) or a
suffix(“-less”)”, as in “It seems a singularly
useless thing to steal” said Sherlock Holmes.

The most common setting for solving negation
detection involves detection of negation cues and negation
scopes:
•

Input: “Come, come, we are not so far
wrong, after all,” said Holmes.

•

Output: (“ : O), (Come : O), (, : O), (come :
O), (, : O), (we :B-scope), (are :I-scope),(not
:B-cue), (so :B-scope), (far :I-scope), (wrong
:I-scope), (, : O), (after : O), (all :O), (, : O),
(” : O), (said : O), (Holmes : O), (. : O).
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This example depicts output from a typical negation
detection system, which requires a minimal amount of
annotated data to train a machine learning model.
Unfortunately, not all languages have such a resource
available. Therefore, we will simulate a low-resourced
setting for this task and build upon the techniques of NooJ
grammar and data labelling functions. In this experimental
setup, we concentrate our attention on the explicit and
morphological variant of the problem. The rest of the
paper is organised as follows. In section 3, we describe
our methodology followed by data described in section 4.
Section 5 discusses the experiments. Results and error
analysis are discussed in sections 6 and 7, respectively,
followed by a conclusion and future work in section 8.
II.

RELATED WORK

Rule-based systems for negation detection proved to be
commonly used and effective indifferent NLP systems
[16], although their performance compared to machine
learning systems is debated. However, in clinical natural
language processing, as opposed to machine learning
models, rule-based models apply rules that are
comprehensible from the human perspective, which is
essential in the context of clinical findings. According to a
recent study [13], the negated finding in medical reports
can be improved using lexical and syntactic rules utilising
the formal grammars created in NooJ. Previous studies
[28] have reported techniques that used features like
negation cue phrases (NegEx [4], PyConTextNLP [3]) and
dependency features (SynNeg). NegEx is used for
negation detection in clinical texts. Rules in the form of
regular expressions are utilised to reach decisions derived
from tokens’ occurrence and location in a sentence [16].
The scope of negation is captured using a window of five
tokens [10]. Transformer based techniques [30,15] have
shown the state of the art results in negation detection
using the representations obtained from the language
representation models.
Furthermore, Ratner et al. [22] introduced the system
called Snorkel, which uses the collection of labelling
functions based on data programming [1] to curate a large
amount of supervised data without access to the ground
truth. Also, Safranchik et al. [24] introduced the algorithm
to link predictions from previous or next labelling to
improve predictability. These previous methods [26] have
been successfully used for solving named entity
recognition and classification (NERC) tasks. NooJ system
has been used to automatically detect verbal phrasemes in
the culinary field [29], to solve the problem of verbal
polysemy in automatic translation [6], to grammatically
model ellipsis in a sentence and produce non-elliptic
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paraphrase [11] and to automatically detect and extract
non-finite clauses from an English corpus of businessrelated texts [20]. Also, NooJ was utilised to implement
the required linguistic resources for corpus study, term
acquisition, and conceptualisation in the building of the
legal domain-specific ontology for the Legal Information
Retrieval System [12], to extract sentiment terms from a
corpus of product reviews from Amazon and to compute
their polarities [7] and to enhance question-answering
systems based on Fuzzy Logic [17]. There is no evidence
of the application of NooJ for negation detection tasks.
III.

NOOJ GRAMMARS AND DATA PROGRAMMING

Our overall setup is like [24] in terms of the algorithm,

Figure 1. Overall System

but we solve explicit negation detection rather than
Named Entity Recognition and Classification (NERC).
Figure 1 depicts the overall system setup. The main
components are as follows.
A. NooJ Grammar
NooJ [27] grammars are representations of various
linguistics phenomena. The NooJ environment provides
easy means to create graph-based grammar creation
functionality, capturing short and long-term dependencies.
We devise NooJ grammar to solve the task of negationcue and scope detection in our experiments. The graph of
the grammar is presented below in Figure 2. It is a simple
graph that captures the negation-cues, everything to the
cue’s left and everything to the cue’s right, which ends in
punctuation.
B. Data Programming
Rather than relying only on a single rule or single gold
annotation, this paradigm utilises multiple noisy rules in
the form of labelling functions to annotate a single
instance of data. These noisy rules can be a simple lookup,
or simple regex or complex logic depending on the task
and a user’s choice. Labelling functions are advantageous
when the availability of non-annotated data set is in
abundance. For example, a simple labelling function for
NERC could be a Wikipedia query to tag the named
entity. An instance tagged by the labelling function can be
a sentence or a single token, or a span of tokens. Another
simple yet powerful feature of labelling functions is that
they can abstain (do not assign any label) on confusing
instances. Each of the labelling functions perform one task
better than another and can make mistakes. To mitigate
the labelling function’s noisy nature, we passed the
tagging through a generative model that tries to model the

264

tagging’s underlying distributions. The trained generative
model is used the model to tag the corpus’s untagged
version. This dataset which the generative model has
tagged, is used to train a discriminative model.
C. Models
The following is the list of models used in our
experiments.
• Classical HMM [5] - The probabilistic model
captures dependencies between two consecutive
annotations tagged by labelling functions.
• Linked HMM [25] – A linking rule associates
two annotations. This probabilistic model jointly
models estimations using individual tagging and
the linking rules.
• Naive Bayes [14] - Models the individual
tagging as an identical and independent
observation.
D. Labelling Functions
We tagged each of the tokens in the sentence using
the labelling functions. The tokens are either tagged as
other, cue, or a scope. The labelling functions used are as
follows.
• BigramNegationCueNT- Tags a primary cue,
which is the word not, and a secondary cue
which co-occurs with the primary cue, which are
the words like can, did, would, have. Abstains if
there are no matches.
• TrigramNegationCue- These are the trigrams
that define a negation scope. For example, by
no means, nothing at all.
• CommonFalsePositives- Words like And or
But, which are found at the beginning of the
sentence. These are tagged as “O”.
• CommonTruePositivesImplicitsCue- Words
from the pre-compiled list of negation cues. For
example, not, no, n ’t, never, etc.
• CommonTruePositivesImplicitsScope- These
are the words that begin with prefix un-, im-, in-,
dis-(unknown, disconnected) or end with the
suffix –less(breathless-ness, lifeless).
• CueConstituencyKeywords- This is a linking
rule that takes the negation cues and the
constituency representation of the sentence and
extracts the sub-tree, which denotes the cue’s
negation scope.
• Non-EntityPunctuation- These are the tokens
from a set of punctuations like a comma,
brackets, hyphens, etc. We label all the
punctuation as “O”.
• NooJLabels- This labelling function directly
uses tagged output processed using NooJ
grammar. It tags for negation cue and the
negation scope.
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TABLE II.

RESULTS OF NEGATION DETECTION IN DISCRIMINATIVE
STEP

Method

Precision

Recall

NooJ

0.75

0.73

0.74

NooJ+LinkedHMM+BiLSTM

0.75

0.73

0.74

NooJ+LF+LinkedHMM+
BiLSTM

0.76

0.75

0.76

NooJ+LF+HMM+BiLSTM

0.75

0.73

0.74

NooJ+LF+NB+BiLSTM

0.67

0.74

0.70

LF+LinkedHMM+BiLSTM

0.50

0.74

0.60

F1

Figure 2. NooJ Grammar

E. Data
We used the Conan-Doyle negation corpus [19], which
is a collection of detective stories. This corpus has been
annotated for negation cue, negation scope as well as
events. The event annotation was not used in this study.
Table I shows the exact number of instances. We used
only the negated subset of the corpus as we did not want
to use any supervision from the dataset. For negation cue
detection, we used a pre-compiled list of negation cues
from the development set.

TABLE I.

DATA DISTRIBUTION IN THE CONAN DOYLE NEGATION
CORPUS

Train

Dev

Test

Negated

842

144

235

Total

3644

787

1089

F. Experiments
The NooJ software was used for creating grammar. The
NooJ grammar shown in Figure 2 is used to detect the
negation scope and the cue, respectively. The detected
tokens are converted to IO notation. In subsequent
experiments, we combined the grammar with labelling
functions to create a noisy labelled corpus. This corpus is
used to train a generative model. We experimented with
various models like linked HMM, HMM, and Naive
Bayes. Finally, the generative model’s output was used to
train the discriminative model, which was BiLSTM in our
case. We also performed one experiment removing NooJ
grammar as a labelling function to verify the feature’s
subsequent contribution. Since the experiment was
performed in a low-resource setting, the annotated training
set was not used for supervised learning. The development
set was used for fine-tuning and checking the performance
of the labelling functions. We have run a grid search on
the generative model hyper-parameters to obtain the best
performance. The generative models from 5 epochs were
trained. For the discriminative model, i. e. BiLSTM, the
features from the BERT (bert-base-uncased)[9] model
were used, along with character representations, to
represent the tokens. The character representation was
passed through a CNN encoder which outputs a 128-
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TABLE III.

RESULTS OF NEGATION DETECTION IN GENERATIVE STEP

Method

Precision

Recall

NooJ

0.75

0.73

0.74

F1

NooJ+LinkedHMM

0.75

0.68

0.71

NooJ+LF+LinkedHMM

0.76

0.73

0.74

NooJ+LF+HMM

0.75

0.73

0.74

NooJ+LF+NB

0.53

0.74

0.62

LF+LinkedHMM

0.55

0.71

0.62
.

dimension vector. These were concatenated and passed
through an encoder. A three-layered BiLSTM with 200
hidden dimensions and 0.5 dropouts is used. The CRF
layer was used for predicting the final tags of the token.
As the only prepossessing step, we lowercased the tokens.
Finally, the test set was used to report the performance
matrices.
G. Results
The results of various labelling functions can be seen
in Table III. The scores are calculated on the development
set, and the column Token Accuracy depicts the accuracy
of each of the labelling functions. For the first experiment,
which uses NooJ grammar for detecting the negation cue
and scope, the F1 score of 0.74 was achieved on the test
set. Table II shows the NooJ grammar when combined
with various generative models. The best performance is
achieved when with LinkedHMM as it outperformed
HMM on the precision score. In the last experiment, we
removed the NooJ grammar rule and relied on the
LinkedHMM and labelling functions only. A considerable
drop in performance has been recorded. Table IV presents
the same experiments but using the BiLSTM model as the
discriminative model. The model was trained using the
data generated from the Generative model.
Here we discovered that the best generative model also
performed best in the discriminative setup. The best
performing discriminative setup performed 2 points higher
than the previous best generative counterpart in F1-score.
The error in detecting the negation of lines in the
corpus is mainly attributed to a negation cue that is more
implicit and more morphological. More missions were
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TABLE IV. LABELLING FUNCTIONS AND ACCURACY.
Function
BigramNegationCueNT

True
Positive
21

False
Positive
17

False
Negative
406

Token
Accuracy
1.00

Token
Votes
38

CommonFalsePositives

0

0

427

1.00

10

CommonTruePositivesImplicitsCue

140

5

287

0.97

145

1.00

11

CommonTruePositivesImplicitsScope

1

10

426

CueConstituencyKeywords

254

158

173

0.79

1272
348

Non-EntityPunctuation

0

0

427

0.95

NooJLabels

276

88

151

0.80

2278

426

1.00

3

TrigramNegationCue

observed if words with the prefix un-* or im-* were
not part of the list. Secondly, the current setup fails to
capture complex sentences, like the following:
• Mr Sherlock Holmes, who was usually very late
in the mornings, save upon those not infrequent
occasions when he was up all night, was seated
at the breakfast table.
• “Now, tell me, Dr Mortimer – and this is
important – the marks which you saw were on
the path and not on the grass?”.
The apparent reason for this is found in the simple NooJ
grammar that skips detecting relevant cases in the first
step.
IV. CONCLUSION
In this paper, we showed that a simple grammar graph
does perform decently in a low-resource setting. Also,
NooJ can be leveraged as a labelling function for training
NLP systems. However, the experiment was done for a
language that indeed has simple grammar. This is
certainly not the case for low-resourced languages. For the
latter languages, such grammars have to be built first. In
the future, we plan to tackle more challenging semantic
representation which remained unaddressed. Another
refinement will be to increase the linking rules in order to
improve the low accuracy and coverage. Additionally, we
will add more supervision that identifies non negated
spans, i.e. more tagging rules that vote on “O” tags will be
added. Finally, we plan to repeat the experiment with lowresource Slavic languages (for example, Croatian, Serbian,
Czech and Polish) and utilise the setup for other natural
language processing tasks. Negation is a complex
phenomenon and differs widely from language to
language, and the complexity of writing these rules cannot
be underestimated.
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Abstract - A constructive logical method for the synthesis
of the characteristic matrix of a linear binary dynamical
system with a given set of one-point attractors and one-step
dynamics of reaching this set from any state is proposed.
The problem conditions are written as a quantified Boolean
formula with subsequent verification of its truth using the
QSAT solver. This solver provide the values of the elements
of the required matrix as a certificate. The proposed method
implementation is performed using automation tools for
constructing and executing composite services in an applied
microservices package for solving problems of qualitative
research of binary dynamic systems. These tools provide
cloud services for getting a quantified Boolean formula in
QDIMACS format, verifying its truth, getting a constructive
solution to the considered problem, and supporting
synchronization of cloud and local data in a hybrid cloud
infrastructure using Dew Computing.
Keywords – composite service, parametric synthesis,
Boolean network, attractor

I.

INTRODUCTION

The choice of parameters for a dynamic model of a
Boolean network with a given set of properties is one of
the key problems in modeling gene regulation processes
using network models. In many cases, one of these
properties is the required set of one-point attractors of a
Boolean network, the size of the attractor basins, and the
maximum time for reaching the attractor from the initial
state of the network.
We propose a logical method for solving this problem
when the dynamic property is written as a formula in the
language of predicate logic with bounded quantifiers of
existence and universality. Based on this formalization,
dynamic model parameters are selected by verifying the
quantified Boolean formula truth. Simultaneously, the
obtaining of a constructive solution to the problem of
parametric synthesis is performed.
The proposed method is implemented using
automation tools for constructing and executing composite
services in the authors’ package of applied microservices
for solving problems of qualitative analysis of binary
dynamic systems [1]. These tools provide cloud services
for constructing a quantified Boolean formula in the
QDIMACS format, verifying its truth, getting a
constructive solution to the considered problem in a
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hybrid infrastructure included cloud and on-premises
resources, and performing data synchronization based on
Dew Computing (DC) technology [2].
A composite microservice is an ordered composition
of microservices or an ensemble of microservices. In the
first case, the composite microservice is assembled based
on a procedural problem statement (PPS) before launch.
In the second case, the unordered ensemble of
microservices is composed using a non-procedural
statement (NPS) after their launch [3]. The microservices
composition scheme describes the plan for conducting a
computational experiment for solving a specific problem
of the subject domain (SD) and is built based on a
computational SD model. An ensemble of microservices
is composed under the decentralized management of
distributed computational agents (DCA) deployed on a
semantic P2P network.
A set of microservices for solving the problem for the
parametric synthesis of a Boolean network includes
microservices for building a Boolean model for this
problem and verifying its satisfiability. The first group of
microservices is not computationally expensive. For the
second group, high-performance computing resources are
required due to the large dimension of the problem. DC
technology provides sharing of on-premises resources
with cloud resources in a vertical hierarchy of scalable
distributed computing [4].
In our approach to solving the problems of qualitative
research and parametric synthesis of binary dynamic
systems (BDS) using an applied microservices package
(AMP), this hierarchy includes high-performance
computing on SMP-cluster which nodes AMP agents are
installed.
This paper is organized as follows. Section II discusses
publications close to the research topic. In Section III, the
problem formulation of the parametric synthesis of a
Boolean network is presented. The method for solving
this problem is proposed in Section IV. In Section V, the
illustrative example of the proposed method
implementation is considered. Section VI describes the
method implementation as a composite microservice.
Section VII provides a conclusion on the results achieved
during the study.
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II.

RELATED WORK

Problems of constructing a set of one-point attractors
and estimating this construction complexity are among the
most important in the dynamic analysis of a Boolean
network. A large number of various studies are devoted to
this topic. No less important is the inverse problem, when
the set of attractors is given, and it is necessary to
construct a network with a given set of dynamic
properties. If the network structure is specified to an
accuracy of unknown parameters, then such a problem
concerning dynamic systems is called a parametric
synthesis problem.
Several publications that are the closest to our research
topic are given here. In [5], two based on random search
procedure algorithms for a Boolean network synthesis are
proposed. In the first algorithm, a set of predictors is
generated for each node randomly. This set satisfies the
specified constraints on the number of elements in the
predictors. In the second algorithm, a transition diagram
with a given attractor set is randomly assigned. Next, the
constraints are checked against the obtained set of
predictors. In [6], the problem of constructing large-scale
networks with given attractors and their maximum regions
of attraction is considered. In [7], a particular case of the
synthesis of a Boolean network for a given set of attractors
is considered when each Boolean function represents the
conjunction or disjunction of literals. All of the above
methods use in some way a Boolean network graph.
Our method involves the parameter selection based on
the equations of the Boolean network dynamics and
logical property specifications, Boolean model generation,
and followed QSAT solver application. For
computationally complex large dimension problems, the
authors have previously developed an efficient parallel
solver Hpcqsat [8].
III.

PROBLEM FORMULATION

where

x(t  1)  A  x(t ), x(0)  x , 



0

t  0,1,2,...

is

the

IV.

discrete

time,

x(t )  col ( x1 (t ), x2 (t ),...,xn (t )) , x(t )  B , B  {0,1} , Bn
is the state space of system (1) (the set of binary n-length
vectors), A is an unknown binary matrix of the dimension
n  n such that each of its rows contains precisely one
unit.

SOLUTION METHOD

It is known that the system of equations (1) with an
initial state x 0  B n in a one-step transition is equivalent
to one Boolean equation



L( x 0 , x1 , A) 



n

n
1
i 1 ( xi



a

ij

 x 0j )  0 



j 1

Each vector from the set C must be an equilibrium state,
and therefore satisfy the system of Boolean equations

c i  A  c i , i  1, m 





According to (3), the system of equations (4) is equivalent
to one Boolean equation


1 ( A) 



m
0 1
i 1 L( x , x , A) x0  x1 ci

 0 



The condition of precisely one unit in each row of the
matrix A is equivalent to the Boolean equation.

 2 ( A) 

 
n
i 1

1 j1  j2 n (aij1

 aij2 ) 



n
j 1 aij

 0 



It is assumed that the set C is determined by the solutions
of the Boolean equation

 3 ( x1 )  0 



The following linear BDS is considered:


is, the condition x1  A*  x 0  C is satisfied. The
problem may have one or several solutions, or there is no
solution to the problem.



Based on the method of Boolean constraints [9] and the
definitions introduced above, the conditions of the
problem posed are written in the form of the following
formula in the language of predicate logic with bounded
quantifiers of existence and universality:

n

The
set
of
states
C
is
given,
i
n
1 2
m
C  {c , c ,...,c }, c  B , i  1, n . It is required for
system (1) to find a matrix A* such that the set of
equilibrium states of the system


x(t  1)  A*  x(t ) 

A :1 ( A)  2 ( A) x 0  B n 

x

1



: L ( x 0 , x1 , A)  3 ( x1 )





where L( x 0 , x1 , A) ,  1 ( A) ,  2 ( A) ,  3 ( A) are
characteristic functions of Boolean constraints (3-7)
respectively.
The corresponding (8) quantified Boolean formula has the
form:



matches with the set C and for each x  B system (2)
passed into one of the equilibrium states in one-step, that
0
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n



(A)(x 0 )( x 1 )(  1 ( A)   2 ( A) 
 L( x 0 , x 1 , A)   3 ( A))
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where A, x 0 , x1 are corresponding sets of subject
variables:

2)

c i  A  c i , i  1,4 :

A  (a11 , a12 ,...,a1n ,...,an1 , an2 ,...,ann ) ,

x9  x12  1
x13  x16  0

x17  x 20  0
x 21  x 24  1





x10  x11  0
x14  x15  1

x18  x19  1
x 22  x 23  0





x9  x10  x11  x12  1
x13  x14  x15  x16  1

x17  x18  x19  x 20  1
x 21  x 22  x 23  x 24  1



x 0  ( x10 , x 20 ,...,x n0 ), x1  ( x11 , x12 ,...,x1n ) .



The total number of subject variables is n 2  2n .
If Boolean formula (9) is true, then a solution (at least one
matrix A* ) exists. Otherwise, the problem has no
solution.
Verification of the truth of formula (9) is performed
using the QSAT solver DepQBF [10] with the “issue a
certificate” option set [11]. The matrix A is a certificate in
our case.
To calculate the next solution (if it exists), a clause is
n
n
*
added to the final formula
i 1
j 1 aij , corresponding

 

to the constraint that excludes repeated finding of the
obtained solution A* , and the DepQBF solver is run
again.
V.

Let us consider in detail all the stages of the
parametric synthesis of a Boolean network using the
example of a one-step linear system of dimension n = 4.
The set C includes four equilibrium states (m = 4):

c1  col (1001), c 2  col (0110),
c 3  col (0000), c 4  col (1111).
The state c3 is equilibrium by the definition of system
(1).
We use the following encoding of subject variables,
namely vector elements x 0 , x1 and the matrix A:

x 0  ( x1, x2, x3, x4), x1  ( x5, x6, x7, x8),

 x9
 x13
A
 x17

 x 21

x10 x11
x14 x15
x18 x19
x 22 x 23

x12 
x16 
.
x 20

x 24

Boolean constraints (3, 4, 7) are conveniently
represented in the form of an algebraic normal form
(ANF):
1)
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3)

ILLUSTRATIVE EXAMPLE

x1  A  x 0 :

x5  x9  x1  x10  x 2  x11  x3  x12  x 4
x6  x13  x1  x14  x 2  x15  x3  x16  x 4
 
x7  x17  x1  x18  x 2  x19  x3  x 20  x 4
x8  x 21  x1  x 22  x 2  x 23  x3  x 24  x 4



x1  C :

x5  x8  x6  x7  x5  x6  x5  x7 

 x6  x8  x7  x8  0



Using the HPCSOMAS-MSC service based on the
converter ANF=0  CNF=1 [12], we get Boolean
expressions for L ( x 0 , x1 , A) , 1 ( A) , and  3 ( A) in the
format DIMACS [13]. The expression  2 ( A) in the
format DIMACS obtained by applying de Morgan's law to
an expression  2 ( A) .
The QDIMACS format [14] for the obtained
constraints is generated using the HPCSOMAS-MSC
service.
Using the DepQBF solver, we get four solutions to the
problem:

1
0
A1*  
0

1

0
1
1
0

0
0
0
0

0
1

0 * 0
, A2 
0
0


0
1

0
0
0
0

0
1
1
0

0
0
,
0

0

0
0
A3*  
0

0

0
1
1
0

0
0
0
0

1
0
0 * 0
, A4 
0
0


1
0

0
0
0
0

0
1
1
0

1
0
.
0

1

There are no other solutions to this problem.
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For each of the matrices A1* , A2* , A3* , A4* the region of
attraction (basin) of each equilibrium state (attractor) from
the set C  {c1 , c 2 , c 3 , c 4 } includes three states. As an
illustration, let us present the attractor basins of a dynamic
system x1  A1*  x 0 (Table I).
VI.

METHOD IMPLEMENTATION

The proposed method implementation is based on a
microservice approach. The software modules for
constructing a Boolean model and verifying its
satisfiability are implemented as microservices. The
advantages of this approach include decentralized
management, scalability, reusability, and ease of updating
modules, as well as a lightweight messaging protocol [15].
A fragment of the computational model for the
considered problem is shown in Figure 1. The
microservice GenBE for a state vector x of dimension n
forms Boolean equations BEq (10-14) in ANF based on
equations (3, 4, 7). The microservice GenBM receives as
the input a list of variables VL, equations BEq, and
quantifiers prefix QP and generates a Boolean model of
the problem in the QDIMACS format using the converter
ANF=0  CNF=1. The output data of this microservice is
the quantified Boolean formula QBF and the Boolean
variable DFT. DFT is TRUE if the resulting formula has a
large dimension. If DFT is true, the verifying QBF truth is
performed by a microservice implemented based on the
parallel solver Hpcqsat. Otherwise, this verification is
performed by a microservice implemented based on the
DepQBF solver. A description of the means for the
module conditional launch control in the computational
model is given in [16].
At the output, the microservice that performed the
verifying QBF truth produces a list of found matrices
LA*. This list is empty if QBF is unsatisfied.
Microservice-generator of BDS [16] generates data
variants according to the next matrix A*. The nested BDS
testing composite microservice finds the attractor basins
of that BDS (if attractors exist). The atomic microservices
of this composite microservice search for equilibrium
states, verifying the isolation property, and, if this
property is not satisfiable, build the attractor basin. A
description of these microservices is given in [1].
All microservices can work autonomously and jointly,
in the form of a composite microservice, have API- and
web interfaces.
Based on the HPCSOMAS-MSC platform [3],
automation tools DMEC (Designer for Microservices
Ensemble and Composition) is developed for the
composite service construction. DMEC is used in AMP to
TABLE I.
i
1
2
3
4

ci
(1001)
(0110)
(0000)
(1111)
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Figure 1. The fragment of the computational model

solve computationally complex problems of qualitative
analysis and parametric synthesis of BDS based on the
Boolean constraints method in a hybrid cloud
environment. Unlike similar software [17], DMEC
supports both static and dynamic assembly modes and is
aimed at professional programmers and SD specialists.
A composite service is a composition or ensemble of
microservices. In the first case, static assembly of
microservices is performed using the PPS. In the second, a
dynamic one is based on the NPS.
The microservices composition scheme describes the
plan for conducting a computational experiment to solve a
problem. The scheme execution logic is set during its
construction using templates for managing the flow of
tasks [3]. A hierarchical control system is used.
The ensemble of microservices is assembled by AMP
agents using inference on a computational model
distributed over the nodes of a semantic P2P network.
This inference is based on the NPS. The user can
formulate, for example, the following NPS (Figure 1):


T1  ( A10  {n, m, C}; B10  {LA*})
matrices A*;

-

getting



T2  ( A20  {n, m, C}; B20  {BDS }) BDS corresponding to these matrices;

getting



T3  ( A30  {n, m, C}; B30  {LAB})
attractor basins for these BDS;

getting



T4  ( A40  {QBP, DFT }; B40  {LAB}) - getting
matrices A* for ready-made QBF formed early;

ATTRACTOR BASINS
Basin
(1000), (1010), (1011)
(0100), (0101), (0111)
(0011), (0001), (0010)
(1100), (1110), (1101)

-
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Figure 2. Computing hierarchy



T5  ( A50  {VL, BEq, QP}; B50  {QBF , Qft}) getting the Boolean model as QBF for ready-made
equations BEq (10-14) formed early.

The Ai0 and Bi0 denote correspondently the input and
output data of these NPS. Using these NPS, AMP-agents
dynamically assemble the composite microservice. Each
microservice can operate in the autonomous mode. For
example, the web-interface of the microservice GenBM
intended to construct the Boolean model as QBF in the
QDIMACS format in an autonomous mode is shown in
Figure 3. The user can set the values of the input
parameters VL, BEq, QP in the corresponding text field or
enter data from a file, specifying the type of input: from a
form or a file. Each microservice is registered on DCA
installed on the network node. The microservice interface
description is recorded in the local knowledge base of the
DCA. All DCAs operate using the same behavioral model
[16] based on the agent's knowledge and reactions to
external and internal events. The decentralized control is
event-driven, asynchronous. DCA starts the microservice
for execution when data is ready. Some microservices (for
example, intended to build a Boolean model and to

visualize results) are less demanding on resources than
others, in particular, to verify this model's satisfiability.
Resource-intensive microservices, depending on the
dimension of the problem, may require high-performance
computing resources. When using the DC paradigm, AMP
is set up as follows. The User Dew Agent (UDA) is
installed with a set of non-resource-intensive
microservices (NRIM) on an on-premises resource. DCA
with microservices based on parallel solvers for highperformance computing (HPC-microservices, HPCM),
installed on an SMP cluster. Thus, when solving
problems, the capabilities of on-premises resources are
fully used, and computations are vertically scaled (Figure
2) when local resources are insufficient. The UDA
evaluates the dimension of the problem in NPS supplied
by the user and distributes subtasks among microservices
under resource requirements. The GenBF and PQBF
microservices (Figure 1) are the examples of
correspondently NRIM and HPCM used for the proposed
method implementation. PQBF is implemented based on
the parallel MPI solver Hpcqsat [8], the architecture of
which is shown in Figure 4. In slave processes, the
Hpcqsat uses the DepQBF sequential solver with the
certificate issuance for getting constructive solutions. The
SMP cluster is required for Hpcqsat execution. For
evaluation of Hpcqsat possibilities, the comparison with
analogical MPI-solver HordeQBF [18] was performed. In
computational experiments, the QBF test QBVAL’18
(http://www.qbflib.org/event_page.php?year=2018) was
used. Computations were conducted on HPC-cluster
"Akademik V.M. Matrosov" [19]. From 200 instances of
this test, there are 76 ones selected according to the
runtime limit from 17 seconds to 168 hours. In sequential
mode, DepQBF solved 58 instances in this limit. For
parallel mode, the time limit was set to 4800 seconds. In
Figure 5, experimental results of running Hpcqsat and
HordeQBF are presented for other 18 instances. Solvers’
characteristics are calculated as follows: total runtime of
N

all instances is



Ti and average runtime is

i 1

1
N

N

T

i

.

i 1

Here N is the number of used instances from the QBF test;
Ti is the runtime of the i-th instance. The advantage of
Hpcqsat is obvious. Unlike HordeQBF, firstly, the
Hpcqsat runtime decreases with the increasing number of
processor cores. Second, all examples were solved only by

Figure 4. The Boolean model building microservice
Figure 3. Hpcqsat architecture
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[2]
[3]

[4]

Figure 5. The Hpcqsat and HordeQBF characteristics with
increasing processor cores

Hpcqsat. In detail, the comparison for these parallel
solvers is given in [8]. Hpcqsat-based microservices can
be installed on different SMP-clusters. UDA generates
subtasks by splitting the Boolean model, distributes them
across these microservices, and merges using
synchronization tools the results as they come in.

[5]

[6]

[7]

VII. CONCLUSION
A logical method is proposed for solving the problem
of parametric synthesis of a Boolean network with the
required set of one-point attractors, the size of the attractor
basins, and the time it takes to reach the attractor from the
initial state of the network. The proposed method
implementation is performed in the form of a composite
microservice. The developed approach fully automates all
steps of solving the considered problem.
The method proposed in this article can be generalized
to other classes of Boolean networks (for example,
conjunctive or disjunctive networks). The property
formula can take into account the following requirements:
multistep transitions, obtaining maximum regions of
attraction for attractors, restrictions on the length of the
trajectory within the attraction region, and other
requirements necessary from the point of view of the
researcher. The formal specification of a property provides
unambiguousness in interpreting the property's meaning,
in contrast to its verbal description. Such specification
allows the formation of a dynamic property model through
a series of sequential formal transformations. Resulted
model is in the form of a Boolean constraint or a
quantified Boolean formula satisfying the logical
specification of the property and the equations of
dynamics of a binary system. The widespread use of BDS
as the models of the objects under study in various subject
domains provides the practical application of the
developed method and tools.
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Abstract—Given the Covid-19 pandemic, the retail industry
shifts many business models to enable more online purchases
that produce large transaction data quantities (i.e., big data).
Data science methods infer seasonal trends about products
from this data and spikes in purchases, the effectiveness of
advertising campaigns, or brand loyalty but require extensive
processing power leveraging High-Performance Computing to
deal with large transaction datasets. This paper proposes an
High-Performance Computing-based expert system architectural
design tailored for ’big data analysis’ in the retail industry,
providing data science methods and tools to speed up the
data analysis with conceptual interoperability to commercial
cloud-based services. Our expert system leverages an innovative
Modular Supercomputer Architecture to enable the fast analysis
by using parallel and distributed algorithms such as association
rule mining (i.e., FP-Growth) and recommender methods (i.e.,
collaborative filtering). It enables the seamless use of accelerators
of supercomputers or cloud-based systems to perform automated
product tagging (i.e., residual deep learning networks for product
image analysis) to obtain colour, shapes automatically, and other
product features. We validate our expert system and its enhanced
knowledge representation with commercial datasets obtained
from our ON4OFF research project in a retail case study in
the beauty sector.
Keywords—High-Performance Computing; Expert Systems; Parallel and Distributed Algorithms; Retail data analysis; Accelerators;
Deep Learning

I. I NTRODUCTION
With the advent of online marketplaces, it has become easier
to reach a broad customer base for many retailers and collect
relevant information concerning shopping habits and seasonal
trends. That became especially clear during the governmentimposed lockdowns that came as a response to the Covid19 pandemic. A wide variety of commercial sectors report a
significant increase in online purchases since then. With this
growth comes a benefit for data scientists as more information
becomes available in a digital format, making it easier to
extract, process, and analyse retail datasets. That is valid for
both sales data from individual shopping transactions, and for
This work was performed in the ON4OFF Project receiving funding from
the EFRE.NRW programme and the Euro CC and DEEP-EST projects receiving funding from EU’s Horizon 2020 Research and Innovation Framework
Programme under grant agreement no. 951740 and no. 754304 respectively.
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image data of the products themselves to support a proper
online presentation of products in online marketplaces.
On the other hand, the availability and abundance of collected datasets represent a significant challenge for store managers and data scientists being overwhelmed by the technical
complexity of the ’big data analysis’. That can be at least
partly explained by the fact that the ’big data analysis’ requires
scalable storage, memory, and computing at the intersection
of traditional Data Mining (DM) and cutting-edge Machine
Learning (ML) and Deep Learning (DL) algorithms. There
is a need for an expert system that includes new forms of
knowledge representations to seamlessly enable retail data
analysis using cutting-edge technology.
This paper presents an architecture blueprint for such
an expert system designed explicitly for retail applications
(e.g., product image tagging, shop product placements, retail product recommendations). We address the challenging
’big data analysis’ requirements by exploiting cutting edge
technologies such as modular High-Performance Computing
(HPC) systems, containers, accelerators, Jupyter1 notebooks,
and open-source software stacks. Our lessons learned from the
ON4OFF2 retail project in using Europe No. 1 supercomputer
Jülich Wizard for European Leadership Science (JUWELS)3
and modular Dynamical Exascale Entry Platform (DEEP)4
supercomputing prototypes complement this paper’s general
technical approach with practice and experience. By not losing
sight of the interoperability with commercial cloud vendors,
we outline conceptual pathways to encourage a broader uptake
by retailers that require alternatives for academically-driven
HPC infrastructures.
The remainder of this paper is structured as follows. Related
work is reviewed in Section II followed by Section III where
a summary of the DM and ML methods used to realise our
expert system is presented. Section IV introduces the expert
system architectural design, including its main features and
necessary data preparation steps, including unique aspects of
1 https://jupyter.org/
2 https://www.on-4-off.de/
3 https://www.fz-juelich.de/ias/jsc/EN/Expertise/Supercomputers/JUWELS
4 https://www.deep-projects.eu/
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the HPC-based implementation. Finally, this paper ends with
a brief summary and some concluding remarks.
II. R ELATED W ORK
There is a lot of related research in association rule mining
like by Sağın et al. in [1] to identify product groups sold
together by DM transaction data of a hardware retailer. For
this purpose, they grouped the products in categories and
subcategories. Their approach was based on using DM software to extract association rules using both FP-Growth and
Apriori. Kumar et al. [2] analyses the different state of the
art parallel and distributed methods for DM. In addition to
frequent itemset mining, they also investigate those methods regarding high utility itemset mining, uncertain itemset
mining, and sequence pattern mining. They also analyse the
difficulties in regards to big data and DM. Gassama et al. [3]
developed a parallel approach to the FP-Growth algorithm,
using the Apache Spark framework’s in-memory computing
capabilities. They compared their approach to the implementation of Apache Mahout5 to evaluate the scalability of their
algorithm. Min et al. [4] propose an FP-Growth algorithm,
Grided FP-Growth, optimized for usage on a cluster. The
Grided FP-Growth approach foregoes the construction of FPtrees and finds conditional pattern bases using the projection
method, therefore preventing memory overflow problems. The
processing of the conditional pattern bases is divided into
subtasks and distributed to multiple nodes. They show that
the Grided FP-Growth algorithm has better scalability and
shorter computation time than FP-Growth. Venkatachari et al.
[5] used the FP-Growth and Apriori algorithms to identify
correlations between items in a grocery store. The goal was
to use the gained knowledge to develop marketing strategies.
They also compared the computational speed of generating
frequent itemsets using the FP-Growth and Apriori algorithms.
Khader et al. [6] analyses pharmacy data using association
rule mining to help improve pharmacy management strategies.
They compare a sequential and parallel approach to FP-Growth
to find the system with the shortest execution time. They
also analyse the difference between using data with only
transactions that include more than one item and data that
include single item purchase transactions.
Winlaw et al. [7] highlighted the effectiveness of using
Nonlinear Conjugate Gradient (NCG) wrappers in Alternating
Least Square (ALS)-based collaborative filtering algorithms
in serial and parallel applications. They show a speedup
and scalable performance that is also compatible with cloudbased environments such as Apache Spark. Jiang et al. [8]
proposed a method to scale-up item-based collaborative filtering using Map-Reduce by distributing the compute-intensive
components of the data analysis over parallel resources of an
Apache Hadoop6 cluster. They also implemented a partitioning
method to reduce the communication cost as the dataset’s size
increases.
5 https://mahout.apache.org/
6 https://hadoop.apache.org/
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Loureiro et al. [9] used transaction data from a fashion
retailer and a DL approach to predict sales numbers of clothing
items. For the DL model, they used multiple physical characteristics of the items as well as opinions of domain experts.
They also used traditional ML methods such as Support Vector
Regression (SVR) and compared to the results of their DL
approach. Advani et al. [10] developed an inference DL model
for visual object recognition that is similar to our approach.
In contrast, their DL model is used to identify relationships
between objects in a given scene in retail environments and,
therefore, add visual context. Fuchs et al. [11] analyses the
potential of using Convolutional Neural Network (CNN) for
object classification and multi-product object detection. They
train the DL model with images of vending machines. They
suggest running the image detection on mixed reality headsets
which could provide customers with valuable information
about products.
III. DATA A NALYSIS M ETHODS
The ’association rule mining’ method is used to uncover
underlying relationships between different retail products in
transactions [12]. It identifies ’frequent itemsets’ that are items
frequently occurring together in the transactions (i.e., products
that customers often buy together). After fine-tuning parameters (i.e., support, confidence, and lift), the method result
is typically a set of rules that can predict more products of
interest for customers that already picked one or more certain
products. As seen in Fig. 1, one example of applications that
take advantage of these rules can be shop product placements
or ‘not personalized product recommendations‘. Two of the
most commonly used algorithms are Apriori [13] and Frequent
Pattern Growth (FP-Growth) [12] while the latter is more
scalable since it uses a tree-based approach.
In contrast, the ’collaborative filtering’ [14] method identifies ’personalized product recommendations’ (cf. Fig. 1) out of
a given transaction list using ’embeddings’. The ’embedding
space’ is an abstract representation common to both products and customers, in which similarity or relevance using
a similarity metric is measured. Algorithms can learn ’embeddings’ automatically, which is the power of those models.
Customers with similar preferences will be close together (i.e.,
a recommendation of a product to customer A based on the
interests of a similar customer B). Used algorithms are ’matrix
factorization (MF) models’ or ’singular value decomposition
(SVD)’ while a comprehensive survey is given in [14].
Another processing-intensive application relevant for retailers is ’product image tagging’ (cf. Fig. 1) using innovative
’deep learning (DL)’ methods. CNNs are widely known for
their effectiveness in analysing image data [15]. That is mostly
due to ’CNN’s’ ability to uncover local patterns within a
product image rather than trying to extract features from
the whole as would be the case with traditional Artificial
Neural Network (ANN)s [16]. But increasingly using deep
layers is not limitless and gives rise to the ’vanishing gradient
problem’ where the network will no longer train properly
after reaching a certain complexity [16]. Another DL model
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to overcome this problem is a ’residual network’ [17] that
introduces residual blocks within the network structure, which
bypass convolutional layers during training and prevent the
gradient from decreasing to zero.
We performed all data analysis with our HPC-enabled
Jupyter-JSC7 with JupyterLab (see Fig. 1 O), a Web-based
interactive development environment for Jupyter notebooks.
IV. E XPERT S YSTEM A RCHITECTURAL D ESIGN AND
S ELECTED I MPLEMENTATION D ETAILS
Fig. 1 shows our architectural design of an expert system
driven by three concrete retail applications that require different types of datasets and features in the data. The innovative
HPC-based design implementation is realized by our modular
supercomputing architecture (MSA) [18] that was developed
in the last decade during the course of the DEEP series of
projects. To use our HPC-based expert system for ’product
image tagging’ (see Fig. 1 A), the retailer needs to access highresolution images from products. But our experience working
with many retailers in the German ON4OFF research project
reveals that the availability of product image data is often
limited. Reasons are copyright issues with the original brand
owners or only too little number of pictures of products. Our
practical experience also reveals that this limiting number
of product images is challenging for offering sophisticated
Graphical User Interfaces (GUI)s in our expert system in
cases where product recommendations may not have a picture.
As shown in Fig. 3, we used 6,585 product images of the
beauty sector (e.g., perfume bottles, lipsticks, etc.) for our
implementation evaluation example. Storing high-resolution
image data raises the demand for a Scalable Storage Service
Module (SSSM) [18] of our MSA architecture implemented
in our Jülich Supercomputing Centre (JSC) infrastructure via
the Lustre8 parallel file system (see Fig. 1 B).
To use our expert system for ’shop product placements’ (see
Fig. 1 C), the retailer needs ’simple transaction data’ without a
vital link to customers (i.e., shopping baskets only). The input
to association rule mining algorithms (see Fig. 1 D) require
no customers’ identity, and their rules are not personalized,
thus making this method more suitable to optimize a store
setup. Our research project example of this optimization is to
position often brought together products at entirely different
locations within the store to keep the customers as long as
possible in a corresponding shop (i.e., expecting revenues by
buying more products). As shown in Fig. 3, our expert system
evaluation is using 8,139,215 transactions.
While association rule mining is also applicable in our
example application of ’retail product recommendations’ (see
Fig. 1 E) for customers, our experience reveals that personalized recommendation techniques like collaborative filtering
(see Fig. 1 D) are more effective. However, these techniques
require distinct customer IDs as part of the transactions. As
such, the data needs to be often anonymized, making it difficult

to include in the data analysis other relevant customer features
(e.g., the street address of cities with high vs low-income
regions). Our research reveals that stores often do not even
have a system to link cashier transactions in stores to unique
customer IDs. Only online shops and the use of (optional)
customer loyalty cards overcomes this challenge, but also leads
to a significant reduction of usable transactions.
A. Computational Infrastructure for Data Analysis
All DM and ML implementations of the HPC-based expert
system are encapsulated as different services and hosted in a
professional Service-Oriented Architecture (SOA) landscape
(see Fig. 1 F) by our ON4OFF project partner Adesso9 .
While Adesso is a professional company able to host future commercial settings off the service landscape after the
ON4OFF research project is over, one goal of the HPC-based
expert system design is to enable conceptual interoperability
with commercial cloud vendors (see Fig. 1 G). That enables
decoupling the computing infrastructure from the services
implemented in the project. Migration to Cloud services hosted
by Amazon Web Services (AWS), MS Azure, or the Google
Cloud is possible. Also, the SOA-based architecture design and
this interoperability further enable retailers to complement the
academically created service landscape with existing commercial services (e.g., AWS Sagemaker10 ).
Moderate size HPC systems are also available in Clouds
today. But our proof-of-concept architecture implementation
of the expert system uses academically-driven HPC systems
to keep the research project’s costs to a considerable level.
It also enables us to fully exploit and conduct research with
our unique MSA approach [18] since we use the DEEP
modular supercomputer (see Fig. 1 H) in our studies and the
JUWELS modular supercomputer (see Fig. 1 I). The DEEP
Data Analytics Module (DAM)11 comprises 16 nodes, each
with 2 Intel Xeon Cascade Lake CPUs, 1 NVIDIA V100
Graphics Processing Unit (GPU), 1 Intel STRATIX10 FieldProgrammable Gate Array (FPGA), and 446 GB of RAM,
as well as a total of 2 TB of Non-Volatile Memory (NVM).
Hence, with an aggregated 32 TB of NVM, this HPC module
design is primarily driven to support big data analytics stacks
like Apache Spark12 (see Fig. 1 M) that require a high amount
of memory to work fast. The module also has access to the
SSSM module (see Fig. 1 B) of the cluster to support largescale datasets and keep the local DAM storage available for
memory-intensive applications. The JUWELS supercomputer,
currently the fastest supercomputer in Europe and 7th fastest
worldwide13 , consist of 2,583 and 940 nodes respectively,
totalling 122,768 CPU cores and 224 GPUs in the cluster
module, and 45,024 CPU cores and 3,744 GPUs in the booster
module.
9 https://www.adesso.de/en/index.jsp
10 https://aws.amazon.com/sagemaker/
11 https://www.fz-juelich.de/ias/jsc/EN/Expertise/Supercomputers/DEEP-EST

7 https://jupyter-jsc.fz-juelich.de/hub

12 https://spark.apache.org/

8 https://www.lustre.org/

13 https://www.top500.org/lists/top500/2020/11/
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Figure 1. Architecture and design of a HPC-based expert system for retail being interoperable with commercial cloud vendors.
B. Product Image Tagging Application Evaluation
Customers of beauty stores participating in our ON4OFF
project often ask salesclerks in the shops about specific shapes
and colors of products (e.g., perfume bottle shapes and colors)
without knowing the particular brands. Based on our research
in the ON4OFF project, Fig. 2 shows selected examples of
perfume bottles that are often asked for by customers given
their unique characteristics. The basic knowledge representation of product data does not include those shapes and colors
in the perfume producers’ description. It focuses on fragrance
strengths and types (e.g., fresh, floral, oriental, woody) that
are sometimes even unknown by customers, especially when
they search for new products never tried before. Our expert
system GUI offers an advanced knowledge representation of
the products available in a beauty store to salesclerks in the
beauty shop to address the above-described problem.
As shown in Fig. 3, our expert system’s ’Image Tagging
Service’ (i.e., hosted in the Adesso service environment, see
Fig. 1 F) consists of the colour detection module and shape
detection module. It extracts information about the colour and
shape of perfume products to produce previously unknown
tags for these items (e.g., see Fig. 2 teddy bear) and store them

together with other relevant product data, thus improving the
search functionality in the expert system GUI. A salesclerk
in the shop using our expert system with an electronic tablet
facing a customer can now enter search strings that represent
product shapes and colors. This approach works not only for
perfume bottle examples, whereby perfume still represents the
significant product portfolio of our use case in the beauty
sector. Hence, it is essential to understand on the technical
perspective that our implementation of the colour and shape
detection modules are not customer nor salesclerk facing.
Instead, our implementation using cutting-edge DL techniques
enriches the product database to enable a better product
knowledge representation, search, and management.
Our image tagging service shown in Fig. 3 consists of
two separate modules that take the same input image data
(i.e., 6,585 images of beauty products) and provide output to
different service landscape interfaces. For the colour detection
module to process the input, it applies a mask to the image
and removes the background information, then converts it
from the RGB (Red, Green, Blue) colour space to the HLS
(Hue, Lightness, Saturation) colour space. Then the module
flattens the data from a three-dimensional array to a single
dimension. It then applies ’K-means clustering’ [12] to the
resulting matrix with K=10, and the clusters are sorted by
size, with the largest clusters representing the most frequently
observed colours in the image. Knowing that most Linux
distributions consist of an RGB colour reference system file
(see Fig. 1 P), the obtained clusters’ centroids are compared to
an HLS conversion of that reference file. The nearest colours’
names and HLS values to those centroids are returned to
the service landscape via the Colour Tagging Interface of an
Adesso landscape service updating the product database.
Our second ’shape detection module’ takes advantage of
’transfer learning’ [19], where a pre-trained network de-

Figure 2. Perfume examples with unique shape/color features.
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Figure 3. HPC-based expert system modules with implementation details about the different services and data analysis steps.
veloped to solve one problem is applied to solve a new,
somewhat similar situation. Describing the shape of the products represented in the available product images is done by
feeding the pre-processed images illustrated in Fig. 3 to a
pre-trained ResNet-50 model [17] and collecting the top 10
decoded predictions for each image. These predictions are
then post-processed to retain relevant shape descriptions (e.g.,
perfume, water bottle, website, lipstick... being subsequently
dropped being too specific or too abstract). Further trimming
is done on the list to select only one descriptive label for
each image finally. We are using these labels and the original
images to train a new ResNet-50 model with a reconstructed
classification layer. Finally, the retrained model is stored on
the service landscape as part of the Shape Tagging Interface
(see Fig. 3).
The model ResNet-50 is available in DL packages available
in our HPC module environment (i.e., Keras14 , TensorFlow15 ,
see Fig. 1 N) on JUWELS and DAM. Our experience reveals
that python scripts from Keras and TensorFlow can be quickly
migrated into clouds if needed by using the AWS EC2 combined with the Amazon Machine Images (AMI) that also offer
images with the same set of DL packages (see Fig. 1 L). We
also achieve interoperability by using container technologies
such as Docker16 (see Fig. 1 K) in Clouds and Singularity17
on JUWELS (see Fig. 1 J) that can work with Docker files
too18 . Our approach is scalable to large quantities of product
image data since we can use up to 128 GPUs on JUWELS
(cf. Sedona et al. [20]) using Horovod19 and DeepSpeed20 (see
Fig. 1 N). In terms of speedup during the re-training process of
the ResNet-50-based image tag generator, we find that running
14 https://keras.io/
15 https://www.tensorflow.org/
16 https://www.docker.com/
17 https://singularity.lbl.gov/

the build, training, and validation scripts required a total of
603 seconds to complete using only the CPUs available in the
HPC environment, while it completed within 70 seconds when
using the available GPUs. This confirms the need to use the
computational power of HPC resources in these applications,
as well as the importance of applying the right tools for the
right task at hand.
Finally, Horovod is using the Message Passing Interface
(MPI) (see Fig. 1 Q) to communicate between GPUs. However, our experience reveals that scaling in commercial clouds
is still challenging when using cutting-edge GPU types (see
Fig. 1 T) required for DL because of high costs (e.g., AWS
EC2 24 USD per hour rate for V100). For that reason
we foresee that data manipulation and DL approaches can
be performed using the modules on the HPC cluster, and
migrating association rule and collaborative filtering scripts
to the cloud.
C. Shop Product Placements Application Evaluation
Fig. 3 shows the implementation details and data analysis
steps of our ’Recommender Service’ in our expert system. We
use the FP-Growth MLxtend21 library implementation (see
Fig. 1 D) on our DAM HPC system with powerful CPUs
(see Fig. 1 S) and take advantage of the large memory node
setup, so that transaction data fits into memory. That can be
combined by using new types of memory hierarchies that go
beyond NVM using an innovative Network Attached Memory
(NAM) [18] in DEEP (see Fig. 1 R). Larger transaction data
can take advantage of Apache Spark (see Fig. 1 M) on the
large-memory DAM nodes using the MLlib implementation
of FP-Growth 22 . That also enables another conceptual interoperability with clouds since most offer Apache Spark with
MLlib as part of their Hadoop ecosystem services (e.g., AWS
Elastic Map Reduce service, see Fig. 1 L) too. We use the

18 https://apps.fz-juelich.de/jsc/hps/juwels/container-runtime.html
19 https://horovod.ai/

21 http://rasbt.github.io/mlxtend/

20 https://www.deepspeed.ai/

22 https://spark.apache.org/docs/latest/ml-frequent-pattern-mining.html

278

MIPRO 2021/DS-BE

resulting rules in collaboration with store managers for product
placements in beauty stores and the expert system GUI.
D. Product Recommendation Application Evaluation
Given the page restriction, we do not provide a detailed
implementation for our ’Personalized Recommender Service’
in Fig. 3, because many steps overlap with those from our
illustrated (unpersonalized) ’Recommender Service’. In our
approach we find that the data cleaning and association rule
generation are only possible on the HPC cluster as the available memory was able to hold the generated one-hot encoded
matrix of the 2.8 million transactions (size 289 GB). There is
only a slight change in the number of transactions since we
only use those with an associated CustomerID (i.e., beauty
store loyalty cardholders). Instead of FP-Growth, we use
the SVD algorithm mentioned above to perform personalized
recommendations via collaborative filtering [14]. We use both
Surprise23 and the Apache Spark MLlib implementations of
SVD 24 on our DAM nodes and in commercial clouds.
V. C ONCLUSIONS
Based on the thorough survey of related work, we conclude
that our HPC-based expert system is unique because it offers a
comprehensive approach of seamlessly working with parallel
and scalable methods on large quantities of data from the
retail sector. Although there is a lot of research on parallel
and scalable algorithms (e.g., FP-Growth, Apriori, DL), we
observe that most retail-based solutions are instead purely
algorithm-oriented or they do not offer an open-source solution
like in our approach. We can further conclude that we do not
validate our approach with only synthetic data as seen in many
other algorithm-based retail systems, but on real retail data in
the beauty sector through the ON4OFF project including real
stores and store managers. While some related work addresses
parallel and scalable methods, we are confident that our unique
HPC-based expert system can scale to a very high amount of
product image datasets or a very high number of transactions.
Our approach also enables interoperability with Cloud-based
systems and complements the existing services with other
services relevant for retail and reusing this approach in other
retail sectors such as bikes, wines, or book shops under the
umbrella of the ON4OFF project. Another challenging future
work is to enable reinforcement learning in our expert system
that learns over time (i.e., through rewards and punishment)
what recommender systems are performing good or bad in
certain stores.
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Abstract – Local collocation meshless methods are a class of
numerical methods for solving partial differential equations
that obtain the solution by approximating the unknown field
locally around each computational node. Computing only
small local approximations is often more cost-effective than
computing a global approximation, but comes with a downside that the final solution is known only in the computational nodes, and the local approximations centered around
each node do not form a continuous function. We present
an efficient partition-of-unity based interpolation method for
gluing the local approximations together into a smooth field.
Additionally, this method can also be used to construct an aposteriori error indicator, which can be used to adaptively refine the solution in regions where the quality is insufficient.
Keywords – partition of unity; error indicator; meshless methods; RBF-FD

I.

I NTRODUCTION

Numerical solving of partial differential equations
(PDEs) plays a major role in modeling real-world phenomena. An important class of method for solving PDEs numerically are local collocation meshless methods, such as
the Finite Point Method [1] or the radial-basis-functiongenerated finite differences [2], which are natural generalization of the classical finite differences method (FDM) [3].
Both FDM and more general local collocation methods
compute stencil weights with the help of local interpolants.
For FDM, this can be done beforehand, but for other
method, which do not have a rigid underlying grid structure, but an unstructured set of points, this becomes a part of
the computational procedure. This is a necessary cost that is
paid in order to have greater geometric flexibility. However,
both in FDM and in more general methods, a global sparse
system of linear equations is assembled from the stencil
weights, which is then solved to obtain an approximation of
the solution at the computational nodes. Contrary to other
methods, such as the Finite Element Method (FEM), the solution is known only in the computational nodes, and not as
a global function. This can be remedied by using global
collocation methods, such as the Kansa method [4], but the
computational complexity grows with the cube of the number of nodes.
To obtain a global function that agrees with the computed values, techniques from scattered data interpolation
can be used [5]. One of the most basic methods is Sheppard’s interpolation [6], which produces a smooth function, but does not necessarily replicate the convergence order of the method, thus reducing the quality of the solution. Higher order techniques are available, a commonly
used method is the moving least squares [7], but they can
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be costly to evaluate, since a linear system must be solved
for each evaluation. Another technique which has recently
been recognized as particularly useful is the partition-ofunity (PU) interpolation [8]. This allows us to take advantage of the fact that, by the construction of the methods, we
can produce local interpolants around each of the computation nodes. These interpolants do not necessarily agree
on the overlapping regions, but can be carefully merged to
form a smooth global function which reproduces the convergence order of the original method and is also efficient
to evaluate.
Additionally, the variation among the local interpolants
can be used to construct an indicator of the solution quality [9]. A-posteriori error indicators, i.e. error indicators
computed from the domain and solution data after the problem has been solved, are extremely useful in adaptive solving. They allow us to identify the areas where refinement is
needed, and the discretization can be adapted accordingly
to increase the accuracy in that area. This type of adaptivity is called h-adaptivity, and can be help us solve problems
which would not have been feasible under uniform refinement, such as problems with singularities [10] or contact
problems in linear elasticity [11].
The rest of the paper is organized as follows: in
section II. we present the general concept of a local
collocation-base strong-form method, in section III. we
present the partition-of-unity interpolation scheme, in section IV. we present the error indicator, that can be derived
from the PU interpolant, and finally we present an adaptive
example in section V.
II.

L OCAL COLLOCATION - BASED STRONG - FORM
MESHLESS METHODS

Consider a boundary value problem
Lu = f in Ω,
u = g on ∂Ω

(1)
(2)

on a domain Ω. To solve the problem, we first construct
a meshless discretization of Ω, by placing N nodes X =
{x1 , . . . , xN } in the interior and on the boundary of the
domain. Recently, specialized and efficient algorithms have
been developed both for boundary node placing [12, 13]
and for node placing in domain interiors [13–15]. Each
node xi is also assigned a list of neighboring nodes Si =
{xi1 , xi2 , . . . , xin } with indices Ii = {i1 , . . . , in }. A list
of neighboring nodes Si is often constructed by finding n
closest nodes to xi , including xi itself. The construction of
neighborhoods for each node is, along with the node generation, considered a part of the discretization process, and
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is done automatically. A sample discretization is shown in This equation can be used to compute the local approximation weights for each node xi and each operator L apFigure 1.
pearing in the problem. In practice, the matrix inverse is
not computed; instead the problem is transformed to a solution of an appropriate set of linear equations. Using different bases for bi gives rise to different local strong-form
collocation methods. For example, using radial basis functions, we get the radial-basis-function-generated finite differences [2], and using monomials, we get the finite point
method [1].

Figure 1: Meshless domain discretization with a neighbourhood of 9 closest nodes around xi . Only one neighbourhood is shown for clarity.

After the discretization has been constructed, we can locally approximate the partial differential operators present
in the problem. The approximation of L at xi is sought in
the form
X
(Lu)(xi ) ≈
(wL,i )j u(xj ) = wT
(3)
L,i ui .
j∈Ii

This way, the operator L as xi is represented using only the
vector of weights wL,i = ((wL,i )j )j∈Ii , and the approximated value can be obtained by dot multiplication with a
vector of local function values ui = (uj )j∈Ii . To compute
the weights, consider a scattered data interpolant over the
neighborhood of xi , interpolating (unknown) values uj at
nodes xj , for xj ∈ Si . Writing the interpolant Fi in a basis
{b1 , . . . , bn } as
Fi (x) =

n
X

αk bk (x),

(4)

k=1

To obtain the final solution u, the PDE (Lu)(xi ) =
f (xi ) is approximated as wT
L,i ui = f (xi ). These equations, together with the boundary conditions, are gathered
in a global sparse system of linear equations, which is then
solved to obtain the approximate solution values ui at nodes
xi .
III.

G LOBAL SOLUTION CONSTRUCTION

The procedure described in the previous section does
not give us a global function u : Ω ⊆ Rd → R as a final result, but instead a set of discrete function values ui at
computational nodes xi . From the derivation of the procedure, we can also construct local interpolants Fi , which are
defined on the neighborhoods of xi . In general the neighborhoods of multiple xi overlap and the potential values of
the solution at an intermediate point x ∈
/ X are different,
depending on which local interpolant Fi we choose to evaluate. However, the interpolants agree at node values by construction, as the interpolating condition was Fi (xj ) = uj
for all Fi . Figure 2 illustrates this situation on a sample one-dimensional problem, where multiple local interpolant are shown. The problem was manufactured from
a solution u(x) = exp(−x2 ) − 1.0/(x2 + x + 1) and
the computational nodes were placed with spacing h(x) =
0.1 + 0.35 · (x + 2)/5. RBF-FD with Polyharmonic RBF
φ(r) = r3 with monomial augmentation of order 2 was
used on neighborhoods of n = 3 closest nodes.

the interpolation conditions Fi (xj ) = uj , j ∈ Ii form a
system of linear equations

   
b1 (xi1 ) · · · bn (xi1 )
α1
ui1
 ..




.
.
.
..
..   ..  =  ... 
(5)
 .
.
b1 (xin ) · · · bn (xin ) αn
uin
The system above cam be written more compactly as
Bi αi = ui . Provided that the system is invertible (as is
the case for example with radial basis function [5]), we can
express αi as
αi = Bi−1 ui ,
(6)
which, when substituted into (4), gives the interpolant as
Fi (x) = b(x)T Bi−1 ui .

(7)

We can then approximate the value of operator L at xi with
the value of L applied to the interpolant Fi and obtain
T

(Lu)(xi ) ≈ (LFi )(xi ) = Lb(xi )
{z
|

wT
L,i

Bi−1

ui .

(8)

Figure 2: Local solutions, constructed as inteprolants over the nodal values in the neighbourhoods, are joined to form a shooth global interpolant.
Only the x-values of data points are relevant to show the nodal positions.

}

To join the many different local interpolants together,
Examining the final expression and comparing it to (3), we we compute a weighted average of the relevant solutions at
obtain
each point. This can be done continuously and efficiently
wL,i = Bi−T Lb(xi ).
(9) using a compactly supported partition of unity [8]. First,
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we determine the effective radius ri of each interpolant Fi .
There are more reasonable choices for ri , such as the distance to the closest computation node, not included in the
neighborhood Si , or ri = γh(xi ) for some γ > 1. The
larger the radii ri the more prominent the averaging effect
will be. In the example in Figure 2 the latter was chosen
with γ = 2. The global interpolant F is then constructed as
F (x) =

N
X

where Ne is the number of necessary evaluations. For uniformly distributed points and constant ri the number of
evaluations for each pj is roughly constant, e.g. Ne ≈ kNq ,
and we can see that the described procedure produces the
result with only logarithmic overhead, provided the number
of evaluation points is large, e.g. Nq ≥ N .
IV.

wi (x)Fi (x),

(10)

i=1

where the weight functions wi are compactly supported,
supp(wi ) ⊆ B(xi , ri ), i.e. wi is non-zero only at the points
that are less than ri away from xi . Additionally, wi must
PN
also form a partition of unity
i=1 wi (x) = 1 for all
x ∈ Ω. One of the simplest way to construct such wi is to
use Sheppard’s construction. Starting with a single weight
function ω : [0, ∞) → (0, ∞) that is nonzero at most on
[0, 1], we can construct
ω(kx − xi k/ri )
wi (x) = PN
.
j=1 ω(kx − xj k/rj )

(11)

Note that the weights wi do indeed sum to 1. With such
construction, the value of F at some point x is the weighted
average of contributions from all neighboring Fi (x), where
kxi − xk < ri (otherwise the weight is 0). The function F
is called the partition-of-unity interpolant, or PU interpolant
for short.

E RROR INDICATOR

While the fact that there exist multiple overlapping local solutions was initially problematic and forced us to construct a single global interpolant, it can also be beneficial, as
it gives us additional information on the local volatility of
the solution. The level of agreement among the local solutions can be used as a measure of confidence in the solution
at that location, and can be used to construct an error indicator. To measure the differences, we first construct a set
of test points T = t1 , . . . , tNt , which represent the location
where the error will be measured. These test points must be
different than data points X, as all local solutions are interpolants and thus agree at points in X. Test points are often
chosen as the midpoints between the neighboring xi , or as
a set of quasi-uniformly distributed Halton points around
xi [9]. In the continuation of our 1D example, we will be
using the midpoints as test points. For each test point ti
we compute the value of the PU-interpolant F (ti ), and the
local errors
ei,j = |F (ti ) − Fj (ti )|,
(16)

for all j such that x contributes to the value of F , i.e. all
The technique for construction of F works with any lo- x such that |t − xj | < r . Denote the number of such j
j
i
j
j
cal solutions Fi . If, like in our case, the Fi are interpolants, with
nj . Additionally, the weights wi,j = wi (tj ) are also
the global solution F is an interpolant as well:
recorded. An illustration of errors evaluated at a test point
in shown in Figure 3, which shows an enlarged part of the
N
N
X
X
F (xi ) =
wj (xi )Fj (xi ) =
wj (xi )ui = (12) solution, shown in figure 2.
j=1

= uj

N
X

j=1

wj (xi ) = uj .

(13)

j=1

Furthermore, F is at least as smooth as the minimum of
smoothness of Fj and ω. In our example, all Fi had C 2
continuity (due to 2nd order monomial augmentation), and
we used the weight ω(r) = (1 − r)3 (6r2 + 3r + 1), which
is also C 2 continuous.
Computational efficiency
While the equation (10) suggests that evaluation time
for each x is of order O(N ), that is not the case, as only
contributions from neighboring xi must be counted. To
evaluate F at Nq points P = {p1 , . . . , pNq }, we can construct a spatial search structure that supports radius based
nearest-neighbor queries (such as a k-d tree [16], which
was used in this paper) on points P . Then, for each of
the nodes xi , we can (on average in a logarithmic time) Figure 3: Computation of local errors. The errors are shown at a slight
get a list of points pj from P , for which kxi − pj k < ri . offset for the sake of visibility. Only the x-values of data and test points
The contribution of xi to the final value of F (pj ) can then are relevant to show the nodal positions.
be counted. This way, each nonzero term in evaluation of
To compute the error at the test point tj , we aggregate
F (pj ) for pj ∈ P is counted exactly once. The total time
the nj local errors using a weighted mean
complexity is of evaluation for all points in P is thus
Te = Nq log Nq + (N + Ne ) log Nq
= (Nq + N + Ne ) log Nq ,
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(14)
(15)

ej =

1 X
wi,j ei,j .
nj j

(17)
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Figure 4 shows the error of the PU interpolant F , obtained from the numerical solution [ui ]N
i=1 , computed as
|F (x) − u(x)|, where u is the closed-form solution. Additionally, the estimate of the error is shown at each point
in the interval [−2, 2] as if it were a test point. The error
estimate is zero in the computational nodes, and, it evaluated only at midpoints, the errors represent roughly the
same shape as the real error.

Figure 5 shows the error of the uniform and adaptive
approaches. The error is measured by evaluating the solution on an independent grid of nodes, and then evaluating
L1 , L2 and L∞ relative errors to get e1 , e2 and e∞ , respectively. The expected convergence rate in d dimensions for
the second order method is O(h2 ) = O(N −2/d ), i.e. we
would expect to see a trend with slope −1 in 2D and −0.66
in 3D. We can see that in practice, the convergence rate under uniform refinement is below the expected value both in
2D and 3D, and the convergence rate fo the adaptive solution is above the expected value. This is especially true for
the strictest e∞ error measure.

Figure 4: Real error of the PU-interpolant based solution and the error
estimated from local variability. The estimated error is zero in the computational nodes.

To compute the error at the nodes xi , the errors from
local test points can be aggregated together by taking an
average of the errors in those points.
V.

C OMPUTATIONAL EXAMPLE

As an application of PU interpolant and the error indicator in adaptivity, we consider a problem in d-dimensions
(for d = 2 and d = 3)
∇2 u = f in Ω,
u = g on ∂Ω,

(18)

Figure 5: Comparison of h-adaptive and uniform refinement when solving (18).

where Ω = [0, 1]d and the f and g are computed from the
manufactured solution
u(x) =

1
.
25k4x − 2k2 + 1

The graph of the solution in 2D can be seen in Figure 7.

The initial and the final node distribution in 2D case is
shown in Figure 6, and the final solution in 2D and 3D is
shown in Figure 7.

The problem is first solved with an initial nodal spacing h(0) and the spacing in each iteration is adapted based
on the value of the computed error indicator. The nodal
density is increased in regions where the estimated error is
larger, and decreased, where it is smaller. The precise nature of adapting the spacing is described in detail in [11].
Our initial spacing was h(0) = 0.05 in 2D and h(0) = 0.1
in 3D. The threshold for the refinement indicator value was
10−7 and the refinement aggressiveness was α = 5 in 2D
and α = 3 in 3D. The PU-radius factor γ = 3 was chosen, and the problem was solved using RBF-FD with PHS
basis functions and monomial augmentation of 2nd order.
The closest 15 and 25 closest nodes were chosen in 2D and
3D, respectively. The adaptive procedure was run for 5 iterations. The problem was also solved with the same setup
using increasingly dense uniform spacing, to get a baseline
convergence rate without adaptivity.

Figure 6: The initial and final node distrubtions when solving (18) with the
adaptive method.
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[4] Edward J. Kansa. Multiquadrics—A scattered data approximation scheme with
applications to computational fluid-dynamics—II solutions to parabolic, hyperbolic and elliptic partial differential equations. Computers & mathematics with
applications, 19(8-9):147–161, 1990.
[5] Holger Wendland. Scattered data approximation. Number 17 in Cambridge
Monographs on Applied and Computational Mathematics. Cambridge University Press, 2004.
[6] Donald Shepard. A two-dimensional interpolation function for irregularlyspaced data. In Proceedings of the 1968 23rd ACM national conference, pages
517–524, 1968.

Figure 7: The adaptive solution of (18) in the final iteration in 2D (left)
and 3D (right).

VI.

C ONCLUSIONS

The partition-of-unity (PU) method for scattered interpolation is introduced and combined with RBF-FD method
for solving PDEs. Using the PU interpolation we merge
different overlapping local solutions into a single global solution, and the variability between the local solution is used
to construct an error indicator. That indicator is then used
in an h-adaptive solution procedure to solve a 2D and a 3D
Poisson problem. Compared to uniform convergence, the
adaptive procedure produces a higher convergence rate and
a lower error with the same number of nodes.
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Abstract—Fluids in computational hydrodynamics are often
considered Newtonian, meaning a constant viscosity, but that
is just a crude approximation for many real-world examples.
Accounting for Non-Newtonian behaviour can provide a significant improvement in simulation accuracy. We present a
meshless solution for the natural convection of a power-law
non-Newtonian fluid driven by differentially heated cavity walls.
The Navier-Stokes and heat transport equations are coupled
using the Boussinesq approximation and numerically solved with
the generalized finite differences, explicit Euler stepping and
Chorin’s projection method.
Keywords—non-Newtonian fluid; Navier-Stokes; meshless
method; natural convection; heat transport; power-law fluid

I. I NTRODUCTION
Natural convection is an omnipresent phenomenon that
plays an important part in nature and consequently in the
functioning of our modern world. It is the main driving force
for weather and a significant part of heat transport in everyday
applications like central heating and special industrial processes like metal casting [1]. As an important process it has
received a great deal of research attention, both theoretical [2]
and numerical [3], as the closed-form approach proves to be
lacking for non-trivial cases.
Studies usually treat fluids with a constant viscosity, also
known as Newtonian fluids. Constant viscosity is a good
approximation for simple fluids like water or air but proves
inadequate [4] when dealing with suspensions or melts composed of large and complicated molecules. Fluids that no
longer exhibit a linear relationship between shear-rate and
viscous stress are called Non-Newtonian. Understanding NonNewtonian dynamics is an important tool as such fluids are
a common occurrence with examples including blood [5],
various foodstuffs [6], [7] and polymers [8]. Non-Newtonian
fluids exhibit diverse behaviour but can be generally classified
as either shear-thinning or shear-thickening with additional
distinction of whether a threshold yield-stress exists for the
transition from solid to fluid-like behaviour. There are many
different models with various levels of theoretical foundations
used to describe respective fluids and specific flow regimes.
The authors would like to acknowledge the financial support of the
Slovenian Research Agency (ARRS) research core funding No. P2-0095 and
the Young Researcher program PR-10468.
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We focus on Ostwald-de Waele power law model [9] as one
of the simplest examples.
Non-Newtonian fluid dynamics have already been studied
with interesting results ranging from non-Newtonian artery
blood flow shown by Kwack et al [10] to injection moulding
of plastics shown by Wang et al. [8]. This paper extends the
spectra of solved Non-Newtonian problems with a meshless
solution of natural convection in a differentially heated cavity
filled with Non-Newtonian fluid. The results are verified
against the data provided by Turan et al. [11]. Meshless
methods are advantageous as they operate on scattered nodes.
The discretization of an arbitrary domain with scattered nodes
is much simpler than creating a mesh, with existing algorithms
[12] capable of generating viable variable density nodes on an
arbitrary domain, inherently enabling also h-adaptivity [13].
The physical model describing the natural convection of
non-Newtonian fluids is presented in section II, the meshless
numerical method is presented in section III. The numerical
setup and the results of the reference De Vahl Davis case
and comparison with previous work are shown in IV. The
final chapter V demonstrates the presented solution procedure
and analyses non-Newtonian behaviour on more geometrically
interesting cases.
II. P HYSICAL MODEL
We are solving the system of coupled partial differential
equations
∇ · v = 0,
∂v
ρ(
+ v · ∇v) = −∇p + ∇ · (η∇v) − gρβT∆ ,
∂t
∂T
ρcp (
+ v · ∇T ) = ∇ · (λ∇T ),
∂t

 n−1
2
1
η = η0
∇v + (∇v)T
.
2

(1)
(2)
(3)
(4)

with v, T , p, ρ, g, β, T∆ , cp , η0 , n representing the flow
velocity field, temperature field, pressure field, density, gravity,
thermal expansion coefficient, temperature offset, heat capacity, viscosity constant and non-Newtonian index respectively.
Maximum flow velocities in systems driven by the relatively
weak natural convection stay much smaller than the velocity
of the sound, which allows us to assume the incompressible
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regime [14]. The incompressibility assumption reduces the
continuity equation to (1). We couple the Navier-Stokes equation (2), describing the momentum transport and heat transport
equation (3) through the last term in the Navier-Stokes equation, the buoyancy force caused by the change in density due to
the temperature variation T∆ . The Boussinesq approximation
[15] assumes that the small temperature-induced variation in
density is only relevant where multiplied by the relatively
strong gravitational acceleration.
The non-Newtonian behaviour is modelled by replacing the
usually constant η in Navier-Stokes with the chosen model
shown in equation (4). We use the tensor norm of shear rate
tensor, the symmetric part of the velocity gradient, as the base
for the Ostwald-de Waele power-law model with the nonNewtonian exponent n determining the behaviour. Power-law
model is the simplest form of a non-Newtonian model with
a single parameter n determining the behaviour. Parameter
values of n > 1 describe shear-thickening behaviour and
n < 1 shear-thinning behaviour with n = 1 equivalent to
Newtonian fluids. We focus on shear-thinning behaviour as it
is more prevalent and strengthens the dynamics.
III. N UMERICAL METHOD
The meshless solution procedure starts with node creation.
The domain is populated with N uniformly distributed randomly placed nodes using the algorithm presented in [12].
Each node is assigned a stencil S(i) containing the indices of
n neighbouring nodes. A generalised finite difference approximation is created using the radial basis function-generated
finite differences (RBF-FD) method [16]. The linear operator
L representing the partial differential equation is approximated
at points pi with
n


X
(5)
(Lu) (pi ) ≈
wi,j u pS(i)j ,
j=1

where u is an arbitrary approximated function, pk the position
of k-th node and wi,j the stencil weights. This kind of
approximation is advantageous as it reduces the computation
of a linear operator in a given node to a simple scalar
product between the vector of stencil weights and the vector
of function values in neighbouring nodes.
The stencil weights are calculated by demanding the exactness of (5) and substituting u for a given set of radial basis
functions (RBF)
φj (p) = φ( p − pj ),

(6)

giving a system Aw = b for stencil weights
φ(kpS(i)1 − pS(i)1 k)

..

.
φ(kpS(i)1 − pS(i)n k)


···
..
.
···



φ(kpS(i)n − pS(i)1 k)
wi,1
 . 
..
  ..  =
.
φ(kpS(i)n − pS(i)n k)
wi,n


(Lφ(kx − pS(i)1 k))|x=pi


..
=
.
.
(Lφ(kx − pS(i)n k))|x=pi

(7)
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We use polyharmonic splines (PHS)
 k
r ,
k odd
φ(r) =
rk log r, k even

,

(8)

with r as the distance between two nodes and k as the order
of the spline. PHS avoid shape parameter tuning required
by Gaussians but are not convergent unless augmented with
monomials that also improve accuracy [17]. The augmented
system

   
A Q wi
b
=
,
λ
c
QT 0




q1 (pS(i)1 ) · · · qs (pS(i)1 )
(Lq1 )|x=pi




..
..
..
..
Q=
,c = 
.
.
.
.
.
(Lqs )|x=pi
q1 (pS(i)n ) · · · qs (pS(i)n )
(9)

introduces s = m+d
monomials
q
with
the
order
up
to
and
d
including m in a d-dimensional space. Values of λ are not
needed and can be discarded after computation.
A. Hyperviscosity stabilisation
To dampen high-frequency numerical errors, we introduce
hyperviscosity stabilisation proposed by Fornberg et al. [18].
The idea for the added operator is suppressing spurious modes
that would otherwise be amplified with time.
The stabilisation is implemented by adding the second-order
hyperviscosity term
+γ∆2
(10)
onto the right-hand side of the heat and momentum equations.
We use the expression γ = 2−6 h4 , where h is the spatial
discretization step, for the scalar coefficient as suggested in
[19], [20].
B. Solution procedure
Time stepping is implemented using the explicit Euler
method. The pressure-velocity coupling in Navier-Stokes
equation is resolved using the Chorin’s projection method [21]
and solving the Poisson’s equation for pressure correction.
We use the previously described RBF-FD method to precalculate the stencil weights used to compute the differential
operator approximations from function values in neighbouring
nodes.
The procedure is implemented in Medusa [22], a C++
library designed for meshless differential equation solving.
IV. R EFERENCE COMPARISON
We use the de Vahl Davis [23] differentially heated cavity
case to verify our solution. The case, schematically shown in
the left panel of figure 1, consists of a rectangular cavity with
width L and height H set to L = H = 1 for the purposes of
the reference comparison. The temperature gradient is imposed
by holding the left wall at a constant, colder temperature TC ,
and the right wall at a constant, hotter temperature TH , with
other walls, thermally insulated. No-slip boundary conditions
for velocity hold on all cavity walls.
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Nu

n = 0.7
4.20
4.15

Simulation

Reference

n = 0.8
Nu

3.35
3.30

n = 0.9

Differentially heated cavity walls lead to heat transfer within
the cavity. The heat is partially conducted through the fluid and
partially advected with the fluid motion caused by the natural
convection. The ratio between convective and conductive heat
transfer is known as the Nusselt dimensionless number
L
∂T
Nu =
.
(11)
TH − TC ∂x x=0
An average Nusselt number across the left wall in our case
provides a convenient tool for describing the system behaviour
with a single scalar value.
The case is characterised by two dimensionless numbers.
The Prandtl number (Pr) provides a ratio between the heat and
momentum transport properties of the fluid while the Rayleigh
number (Ra) describes the thermal dynamics with stronger
flow and eventual turbulence at higher values.
η0
Pr = αn−2 H 1−n L1−n ,
(12)
ρ
ρgβ∆T Ln+2 H n−1
Ra =
,
(13)
α n η0
with thermal diffusivity α = cpλρ . The dimensionless numbers
differ from their Newtonian counterparts because we have to
account for the effects of changing viscosity by including the
exponent n. We use the definitions from the reference solution
[11] to simplify the verification.
Any subsequent velocities and times are expressed in their
dimensionless forms
Lcp ρ
Hcp ρ
v̂x =
vx ,
v̂y =
vy
(14)
λ
λ
α
t̂ = 2 t.
(15)
H
We use the described test case to verify the numerical
method both against itself and against other reference solutions. We are using a randomized node placement algorithm
as described in III with an example of the resulting domain
shown in the right panel of figure 1 with 8893 nodes for an
average node spacing of 0.01.
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2.700

n = 1.0
Nu

Figure 1. Left: The schematic of the benchmark de Vahl Davis test
case and relevant boundary conditions. Right: An example of random
node positioning with 8893 nodes and an average inter-node distance
of 0.01.
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Figure 2. The convergence of average Nusselt number on the cold
wall with increasing node density and comparison with the reference
value from Turan et al. [11]. Subplots show values for different
strengths of non-Newtonian behaviour dictated by the exponent n.

We verify our solution by performing a convergence study
where we gradually increase the number of calculation nodes
and verify that the value of the average Nusselt number
calculated on the cold wall at t̂ = 2 converges. The results
are displayed in figure 2 with the satisfactory outcome as
the Nusselt number is relatively unaffected by the chosen
discretization over the entire range of the parameters and
especially so with more than ∼ 10000 nodes that correspond
to a target node distancing of 0.01.
Furthermore, we ran our convergence study at Ra= 104
and Pr= 10 which allows for verification against the results
obtained by Turan et al. [11] shown in figure 2. The reference values displayed with dashed horizontal lines have been
extracted from a figure with a significant error margin. These
results show less than 1% of difference in the worst case and
can be used to conclude that our solution is in agreement with
the reference.
V. E XAMPLES
A. 2D de Vahl Davis
The first case is the same de Vahl Davis used for the
reference comparison with parameters that are chosen to
demonstrate the impact of non-Newtonian behaviour better.
We chose Ra= 5000, and Pr= 0.01 as those are slightly
below the values where oscillations were observed by [24].
We use the time evolution of average Nusselt on the cold wall
shown in figure 3 to observe the oscillations that occur as the
shear-thinning behaviour strengthens. The initial swoop in the
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Figure 3. The time evolution of average Nusselt number on the cold
wall for cases shown in figure 4.

Nusselt numbers is caused by the initialization of the circular
flow, as the initial values of the temperature and velocity field
are set to 0.
Decreasing the non-Newtonian exponent n has a similar
effect to increasing Ra. While this is probably partially caused
by the non-Newtonian definition of Ra not being perfect in
capturing the behaviour across the entire domain, it is also a
direct consequence of shear-thinning. Lower values of n lead
to a smaller penalty for fast flow and consequent large velocity
gradients.
We can expand the analysis by looking at the differences in
velocity and temperature fields at the end of the considered
time span shown in figure 4. The flow in the rightmost
panel showing the Newtonian case is just a static vortex with
fluid heating and rising at the right wall and cooling and
falling on the left. As we move to lower n, the cases exhibit
oscillations as apparent from figure 3. The oscillations appear
as perturbations of the main vortex and additional unstable
counter-rotating vortices in the corners.
B. Differentially heated cylinders
The second case demonstrates the natural convection of nonNewtonian fluid in a cross-section of three constant temperature cylinders within a square cavity. The case shown in the
left panel of figure 5 consists of a single hot cylinder that
is centrally placed in the lower half of the domain and two
colder cylinders in the upper half. The cavity is otherwise
thermally insulated with no-slip condition for flow velocity
on all cylinders and cavity walls. We discretize the domain
with scattered nodes shown on the right panel of figure 5.
The fluid is heated by the lower, hot cylinder and raises
due to the lower density taken into account by the Boussinesq
approximation. The hot fluid rises towards the cold cylinders,
where it cools down and increases in density to descend
towards the hot cylinder and repeat the cycle in a circular
flow.
We use this case to observe the differences in flow behaviour and temperature field for different values of the non-

288

Figure 4. The velocity magnitude and temperature fields for the de
Vahl Davis case with Ra= 5000 and Pr= 0.01. The results are shown
for varying strengths of non-Newtonian behaviour at t̂ = 5.

Figure 5. Left: The schematic of the differentially heated cylinder
case and relevant boundary conditions. Right: The scattered node
configuration used in the solution procedure with 1295 nodes and an
average inter-node distance of 0.025.

Newtonian exponent n at fixed Ra and Pr numbers are shown
in figure 6.
The behaviour is drastically different, with Newtonian n =
1 case exhibiting conduction as the main form of heat transfer,
while convection dominates the non-Newtonian n = 1 case.
The balance between different forms of heat transport can be
determined from the graph of average Nusselt number on the
cold cylinders shown in figure 7, with convection dominating
where Nu> 1.
The Newtonian case exhibits weak flow, with a majority
of the circulation occurring below the cold cylinders. As we
reduce n the flow becomes stronger with a larger proportion
flowing between and around the cold cylinders with the
temperature field changing accordingly. The large difference
can be partially explained by the majority of the flow, passing
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for a simple transition from a 2D to a 3D problem by changing
a single template parameter in C++ code.
VI. C ONCLUSIONS
We have described the physical model governing the dynamics of non-Newtonian fluids that is beneficial for the simulation
of many real-world fluids. The model is implemented and
solved using the described RBF-FD meshless method operating on scattered nodes.
The solution procedure is verified with convergence analysis
and comparison with the existing finite element solutions for
the de Vahl Davis case of a differentially heated cavity. The
procedure is then used to analyse the impact of changing
non-Newtonian behaviour on oscillations in the de Vahl Davis
case and heat transfer between differentially heated cylinders.
Finally, we provide a solution for the 3D version of the de Vahl
Davis that demonstrates that the procedure can be generalized
to three-dimensional problems.
Figure 6. The velocity magnitude and temperature fields for the
differentially heated cylinder case with Ra= 10000 and Pr= 1. The
results are shown for varying strengths of non-Newtonian behaviour
at t̂ = 1.
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Figure 7. The time evolution of average Nusselt number on the cold
cylinders for cases shown in figure 6.

through the narrow gap between the zero-velocity boundary
conditions on cylinders and walls, experiencing a large shear
rate. A case like this, with a large velocity gradient, presents
a good demonstration for the shear-thinning effect in nonNewtonian fluids, but the large differences in Nusselt number
and flow behaviour for cases with supposedly the same,
or at least similar, Ra and Pr indicate that the used nonNewtonian version of Rayleigh and Prandtl numbers might
not be appropriate. Further work is required to analyse and
improve the non-Newtonian dimensionless numbers.
C. 3D de Vahl Davis
Finally, we show the solution for a 3D de Vahl Davis case
in figure 8 to demonstrate that the method can be generalized
to higher dimensions. Our framework is adaptable and allows
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Abstract—Solving large-scale eigenvalue problems presents
a central problem in many research fields, such as electronic structure calculation, macromolecular simulations,
solid states, theoretical physics, and combinatorial optimizations. Computing the required eigenvalues and the corresponding eigenvectors of the large matrices is a challenging
task requiring significant computational time. Therefore, the
computation of such problems is usually executed on large
computational resources, consisting of a large number of
compute nodes connected with fast interconnection links
and, more often, equipped with the accelerators, such as
graphic processing units. Nowadays, when the whole world
races for the first exascale supercomputer and the research
computational appetites are bigger than ever, the need for
scalable and high-performance eigenvalue solvers, capable
of exploiting such large, distributed-memory machines, is
of crucial importance for the further breakthroughs in
the research. This paper gives an overview of the existing
numerical linear algebra packages and libraries implementing solvers for dense eigenvalue problems, tailored for
distributed-memory systems. The overview analysis showed
that numerous eigensolvers for distributed-memory systems
exist, however, not many of them are capable of exploiting
the full potential of the modern, heterogeneous, GPU-based
machines with complex memory hierarchies.
Keywords—eigenvalue solvers, high-performance computing, distributed-memory, large-scale systems

I. I NTRODUCTION
Computing the eigenvalues and eigenvectors of a given
system is a fundamental computational problem in many
research fields and often the main computational bottleneck in many scientific codes. The problem becomes particularly challenging in the fields of structural dynamics,
quantum chemistry, and control theory when eigenvalues
and eigenvectors of extremely large matrices are soughtafter. To tackle such problems, numerous computational
libraries have been developed, tailored for specific classes
of eigenvalue problems. The most significant ones, globally accepted as a standard in both academia and industry,
are the LAPACK [1], developed for the shared-memory
systems, and the ScaLAPACK [2], a version of the LAPACK for the distributed-memory systems. These two
libraries are widely used as basic building blocks for other
computational libraries, in various scientific codes but
also in computational software platforms like R, Matlab,
Octave, and SciLab.
Nowadays, we witness a rapid development of never
larger computational systems that consist of a huge number of computational nodes. It is not uncommon that each
computational node has two or more multi-core processors
accompanied by graphical processing units (GPUs) and
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a complex memory hierarchy. These new architectures
pose a challenging task to the existing eigenvalue solver
packages in terms of portability, scalability, and efficiency
of the code. It is of the most significant importance that
the development of the new computing architectures is
followed by the development of the novel eigenvalue
solvers that can exploit the full computational potential
of such systems.
This research aims to give a brief overview of the
existing high-performance eigenvalue solver solutions and
how efficient are they in solving large eigenvalue problems
on modern, distributed and heterogeneous computing systems.
This paper is organized as follows. A brief introduction to the eigenvalue problems is given in Section II. Section III describes the available computational
libraries implementing eigensolvers for shared-memory
and distributed-memory parallel systems. An overview of
the performance and comparison of distributed eigenvalue
solvers is presented in Section IV. The paper is concluded
in Section V with the discussion on the state-of-the-art
eigensolvers for distributed-memory systems.
II. E IGENVALUE PROBLEM FORMULATION
The standard eigenvalue problem is defined, in matrix
representation, as:
AX = XΛ,

(1)

where A ∈ Rn×n is a square matrix, Λ =
diag(λ1 , λ2 , . . . , λn ) ∈ Cn×n is a diagonal matrix with
the sought-after eigenvalues, and the columns of X ∈
Rn×n contains the associated eigenvectors [3], with n
being the matrix dimension. The eigenvalue λi and its
corresponding eigenvector xi form an eigenpair (λi , xi ).
If matrix A is complex, then the resulting eigenvectors are
also complex. In the case A is symmetric or Hermitian (A
is complex and is equal to its conjugate-transpose), then
the eigenvalues are real numbers (λi ∈ Rn ).
However, in many real-world cases, one has to compute
the eigenvalues (Λ) and the corresponding eigenvectors
(X) of the systems:
AX = BXΛ,

(2)

where both matrices A and B are squared. This type of
eigenvalue problem is called a generalized eigenproblem.
Note that the standard eigenproblem is a special case of
the generalized eigenproblem in which matrix B is the
identity matrix.

291

To solve an eigenvalue problem on a computer, one has
to choose an appropriate numerical method and computational approach that will deliver both the performance
as well as the accuracy of the obtained solution. Which
method or approach to choosing mostly depends on the
properties of the given eigenvalue problem (i.e. the properties of the matrices A and B in (1) and (2)) and these
properties are: 1) type of the matrix which could be symmetric/unsymmetric, Hermitian/non-Hermitian, general, or
unitary, 2) matrix structure – dense, band, sparse, structured sparseness, Toeplitz, and others, and 3) the number
of eigenvalues required – all eigenvalues, inner/outer spectrum, smallest/largest eigenvalues and if the eigenvectors
are also computed or not. Since the focus of this research
is on the dense eigenproblems, in the following text, only
methods and approaches working on dense eigenproblems
will be discussed.
The first (and a very rough division) of eigensolvers is
whether all the eigenvalues and the corresponding eigenvectors are required or only a subset. In the former case,
the so-called direct eigensolvers are used, while in the
latter case, the iterative eigensolvers are the better choice.
In principle, all eigenvalue solvers are iterative processes,
even the direct solvers. However, the direct solvers have
the first steps in which, in a predetermined number of
steps, the matrix A is reduced into a canonical form (for
example to tridiagonal form for symmetric matrices or
upper/lower Hessenberg for non-symmetric) by applying
orthogonal transformations. In the following steps, the
eigenpairs are computed from the obtained canonical form
using fast iterative eigensolvers such as MRRR [4], bisection and inverse iteration [5], Divide-and Conquer [6] or
QR iteration [3]. To get the eigenvectors of the starting
matrix A, the accumulated reduction transformations are
applied to the computed eigenvectors of the canonical
form. This approach is sometimes also called one–stage
approach.
The computational cost of obtaining the eigenpairs from
a tridiagonal or Hessenberg matrix is O(n2 ) in the worst
case while computing eigenpairs directly from A costs
O(n3 ) (and are cast completely in terms of the memorybound BLAS-2 operations). The computational bottleneck
now becomes the reduction phase (with the cost of O(n3 ))
in which only half of the reduction phase computations
can be cast in terms of optimized, compute-bound BLAS3 operations. To further increase the performance (increase
the ratio of BLAS-3 operations), a two-stage (or multiplestage) [7] approach is proposed, which successively reduces the dense matrix A to the band matrix form (i.e.
diagonal and a few sub/super-diagonals are non-zero), and
then reduces the band to tridiagonal or Hessenberg matrix
form.
The generalized eigenproblems are usually solved by
first reducing them to the standard form. This is usually done by reducing either matrix A or B to diagonal/triangular form. The other approach is to simultaneously reduce A and B to upper/lower Hessenberg or
tridiagonal form using the QZ algorithm [8] [3].
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On the other hand, iterative solvers (working on the
dense matrix A)) are a common choice if a smaller subset
of eigenvalues is sough-after. One of the most popular
eigensolvers is QR algorithm [3], Krylov subspace iterations (such as Lanczos/Arnoldi methods), Jacobi methods,
and power iterations [3].
III. H IGH - PERFORMANCE EIGENVALUE SOLVERS
In this section are presented the most popular highperformance numerical linear algebra packages that implement parallel eigenvalue solvers for dense eigenvalue
problems. Nowadays, one can find a large number of
different eigenvalue solvers, however, most of them are
products of the individual research actions, often lack
the proper maintenance, outdated, or the developers have
stopped further maintain the code. Thus, in the rest of the
paper, only the eigensolver (and numerical packages) that
are regularly maintained, freely available and matured, are
considered.
The eigensolvers are divided into two categories, the
shared-memory and the distributed-memory eigensolvers.
The former contains the eigensolvers (and numerical libraries) tailored for the shared-memory systems, i.e. eigensolvers that can exploit the parallelism on multi-core
CPUs and optionally GPUs level of a single machine.
The second category includes the eigensolvers that can
distribute their workload among multiple computational
nodes (machines), each consisting of multi-core CPUs and
(optionally) GPU accelerators.
The shared-memory solutions are commonly based on
the OpenMP and pthread programming models for exploiting CPU-level parallelism and GPU-specific models
(CUDA, OpenCL) for GPU acceleration. The distributed
memory models are mostly based on Messing Passing
Interface (MPI), standardize and portable standard for
inter-machine communication.
A. Shared-memory solutions
The best-known and widely used linear algebra package
is called LAPACK [1]. It provides routines for solving
commonly occurring numerical linear algebra problems
such as linear systems, least-square, eigenvalue, and singular value problems and associated matrix factorization
such as Schur, Cholesky, QR, and LU. It has been widely
adopted and used by numerous software packages and
presents a foundation for almost all other linear algebra
packages and libraries. LAPACK is well-known for its
high performance and scalability on the shared-memory
computing systems with multi-layered memory hierarchies. The algorithms are organized into matrix blocks
(acting as the basic building blocks), whose sizes can be
tailored to a specific memory layer and thus achieve high
performance on a variety of modern machines. The building blocks (basic matrix operations) depend on highlytuned Basic Linear Algebra Subprograms (BLAS) [9]
library.
LAPACK provides a large number of solvers for almost
all types of eigenproblems. Dense eigensolvers are divided
into three phases: 1) reduce the starting dense matrix to
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a condensed matrix form, 2) compute the eigenvalues
and eigenvectors of the obtained matrix in condensed
form, 3) (if eigenvectors are required) back-transform
the eigenvectors of the condensed form to those of the
starting dense matrix. The dense symmetric (Hermitian)
eigenproblems are solved by calling the driver routines
xSYEV (xHYEV) or xSYEVD (xHYEVD) that compute
all eigenvalues and optionally eigenvectors. To compute
a subset of eigenvalues and corresponding eigenvectors,
one can use xSY,HEEVR and xSY,HEEVX, using MRRR
and QR algorithms, respectively. The above routines, implemented as the one-step approach, are also available as
two-step approach variants. The LAPACK also implements
the variants for solving symmetric and non-symmetric
generalized eigenvalue problems.
LAPACK also provides computational routines for reducing a dense symmetric and rectangular matrix to tridiagonal form (xSYTRD and xGEBRD, respectively) and
a nonsymmetric matrix to Hessenberg form (xGEHRD).
The eigenpairs are computed directly from the obtained
condensed forms using routines xSTEDC and xSTEVR
to compute all or selected eigenpairs of the symmetric
tridiagonal matrix. The eigenvectors of the starting dense
matrix can be obtained (back-transformation) by applying
routine xGEMM (matrix-matrix multiplication).
One of the main drawbacks of the LAPACK is the
lack of support for modern machines equipped with GPU
accelerators. The MAGMA library [10]–[12] overcomes
some of these shortcomings by re-designing and reimplementing most of the LAPACK routines for heterogeneous computing systems equipped with multi-core
CPUs and one or more GPUs. The main idea is to
offload and balance the computational load between
CPUs and GPUs by choosing the best algorithms for
each processing unit. MAGMA also targets only sharedmemory systems but provides support for a wide range
of different computing architectures and parallel models (CUDA, OpenCL, OpenMP). The library implements
solvers for non-symmetric, symmetric (prefix SY) and
Hermitian (prefix HE) standard and generalized symmetric/Hermitian eigenproblems. The routines (suffix with
x) compute only selected eigenpairs and three different
algorithms to compute eigenpairs can be used. For the
standard symmetric/Hermitian eigenproblems the divideand-conquer (routines xSY,HEEVDX), QR (xHEEVX)
or MRRR (xHEEVR) can be used, and the counterparts for the generalized eigenproblem xSY/HEGVDX,
xSY/HEGVX and xSY/HEGVR, respectively. All the
routines are internally reducing the input matrices into
condensed forms (one-stage and two-stage variants), and
then compute sought-after eigenvalues.
The input matrices, before calling an eigensolver, can
be stored in the main memory, in which case the routine
internally manages data movement to the GPU memory, or
in the GPU memory. The latter allows easier integration
into the existing codes, especially if input matrices are
already in the GPU memory, thus reducing costly data
movement from the GPU to the main memory.
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cuSolver [13] is a vendor–specific library developed
by NVIDIA and is tailored specifically for NVIDIA’s
GPUs. The package provides a set of the most commonly
used numerical linear algebra routines from LAPACK.
Both sparse and dense eigenproblems can be addressed on
the multi-GPU machine (shared-memory system). Using
the cuSolver both generalized and standard symmetric
eigenvalue problems can be solved, however, the input
matrices have to be in the GPU memory before a call of
the routines cuSolverDn<t>SYEVDX (standard) and cuSolver<t>SYGVDX (generalized eigenproblem). Optional
letter X at the end of the routine name says that the routine
computes a selection of the eigenvalues and optionally
eigenvectors. By the time of writing this paper, only
symmetric eigenproblems can be solved using multi-GPU
support, and a 1-D column block-cyclic data layout is used
for that purpose.
Compared to the other linear algebra packages, the
Eigen [14] is a C++ template library that defines matrices and numerical solvers as class objects. Therefore,
the library enables easy programming closer to standard
mathematical terminology, rather than making a call to a
function (for example to compute general matrix-matrix
computation) and taking care of input/output arguments,
sizes of the matrix, etc. The library provides routines
to compute dense generalized/standard eigenproblems of
general and symmetric/Hermitian matrices. The routines
for standard eigenproblems first reduce the input matrix to
Schur form and then compute the eigenpairs. In the case
of the generalized eigenproblem, the QZ algorithm (for
general matrix) or Cholesky decomposition (in the case
of symmetric/Hermitian matrix B) are applied to reduce
generalized to a standard eigenvalue problem.
B. Distributed memory solutions
The most popular linear algebra package and industry
standard for distributed memory systems ScaLAPACK [2]
(Scalable Linear Algebra PACKage) is an extension of
the LAPACK library. ScaLAPACK does not support offloading the computation on the GPU accelerators. The
package provides routines for solving standard symmetric/Hermitian and generalized symmetric-definite eigenproblems if all the eigenvalues and (optionally) the eigenvectors or a given subset of the eigenspectrum (routine
time suffixed with letter x) are required. The routines
PxSYEV (QR algorithm) and PxSYEVD (Divide-andConquer algorithm) compute all the eigenvalues (and
eigenvectors) of the dense symmetric or Hermitian eigenproblems, and PxSYGVX routine computes the eigenpairs
of the dense generalized eigenproblems. Besides, ScaLAPACK implements a set of computational routines for
a one-stage approach including reduction to tridiagonal
form (PxSYTRD), applying implicitly stored orthogonal
matrix Q (PxORMTR), and computing the eigenvalues
and eigenvectors of the symmetric tridiagonal matrix using
look-ahead QR (xSTEQR2), bisection (PxSTEBZ) and
inverse iteration (PxSTEIN). Internally, the ScaLAPACK
routines expect that the input matrices are distributed

293

among the processes in the two-dimensional block-cyclic
data distribution1 .
ELPA [15] [16] is a specialized library for computing
the eigenvalues and eigenvectors of large dense symmetric
matrices that usually occurs in quantum chemistry, computational material science, the theory of biological networks, and others. The goal of ELPA is to efficiently solve
extremely large eigenproblems, too large to fit into the
main memory of a single machine, on parallel distributedmemory computing systems.
The library contains two direct eigensolvers to compute all or a subset of the eigenvalues and eigenvectors.
The standard one-stage solver (ELPA1) first reduces the
input symmetric/Hermitian matrix to tridiagonal form via
Householder transformations, then eigenpairs of the obtained tridiagonal system are computed using the divideand-conquer algorithm. If the eigenvectors are required,
back-transformation of the eigenvectors is performed. As
discussed in Section I), a direct reduction from dense
to tridiagonal form soon becomes a bottleneck for large
matrices, thus the second approach (denoted as ELPA2) is
used, which reduces the input dense matrix to tridiagonal
form via an intermediate band matrix form. The ELPA2
delivers high performance for large eigenproblems and exhibits a very good scaling on a large number of cores [16].
The current version of the ELPA library efficiently solves
standard and generalized symmetric/Hermitian eigenproblems in double and double complex precision. The latest
version of the ELPA library implements distributed GPUbased two-stage eigensolver (ELPA2) [17] based on the
cuBLAS library and specialized CUDA kernels to speedup
the back-transformation of the eigenvectors.
In the one-stage approach eigensolvers, the main computational bottleneck is the reduction from dense symmetric to tridiagonal form. To overcome this bottleneck, a twostage approach is used, which alleviates the computational
cost by first reducing to band matrix form. However, in
this approach, the bottleneck is shifted from the reduction
phase to the back-transformation phase. The EigenEXA
library [18] is overcoming this bottleneck by introducing
a novel one-step approach in which the eigenpairs are
computed directly from the band matrix, thus eliminating
the need to back-transform the eigenvectors of tridiagonal
eigenproblem to those of the band from. The parallelism
is based on highly-tuned LAPACK and BLAS libraries for
shared-memory systems and ScaLAPACK for distributedmemory systems.
FEAST package [19] is a high-performance library for
distributed-memory systems ideally suited for large sparse
eigenproblems when a subset of (interior) eigenpairs
are required. FEAST provides solvers for both standard
and generalized, symmetric/Hermitian and non-Hermitian
eigenvalue problems with interfaces for dense, banded, and
sparse matrices. The core of the library is the FEAST
algorithm [20], based on the contour integration and
density-matrix representation. Furthermore, the solvers
support reverse-communication interface [21] and thus can
1 https://www.netlib.org/scalapack/slug/node75.html
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be linked with any (external) MPI-based linear system
solver that uses a customized data distribution pattern.
The only FEAST requirement is the availability of highly
optimized BLAS and LAPACK packages. The library does
not provide support for hybrid or GPU execution.
Intel MKL [22] is another vendor-specific library that
implements a large number of mathematical routines including BLAS, LAPACK, Fast Fourier Transformations,
vectorized math functions, and random number generators.
MKL is a widely-used and very popular mathematical library since it delivers a very good performance on all Intelbased processors. It implements most of the ScaLAPACK
routines for distributed memory systems and provides the
same function interface (see ScaLAPACK paragraph for
more details). Currently, Intel MKL supports only Intel
GPU accelerators, but some third-party efforts have been
made to support GPUs from other vendors as well. MKL
provides driver routines for matrices stored in 3 different
storage types: full, packed, and band and can be stored
in column-major or row-major storage format for better
compatibility with other programming models (e.g Fortran
programming language). The library delivers routines for
generalized and standard, symmetric/Hermitian, and nonsymmetric eigenproblems. MKL implements routines from
the ScaLAPACK package for solving symmetric and nonsymmetric eigenproblems on distributed-memory architectures.
Elemental [23] is a C++ library, first announced in
2013, for dense and sparse linear algebra computation on
distributed-memory systems. Unfortunately, since 2016 it
has not been maintained, but an extension has been developed by the Lawrence Livermore National Lab, called
Hydrogen [24]. The Hydrogen added support for GPU
execution (based on the CUDA architecture). The library
provides several one-step routines for the solution of real
symmetric or Hermitian eigenproblems. The input matrix
is reduced to tridiagonal form (HermitianTridiag) and then
a parallel MRRR (PMRRR) [25]) is applied to find all the
eigenpairs of the tridiagonal system.
The Software for Linear Algebra Targeting Exascale
(SLATE) [26] project aims to provide modern fundamental linear algebra capabilities for HPC and future
Exascale systems. The software library provides, similar
to LAPACK, the basic dense matrix operations including
linear system solvers, least square solvers, and singular
value and eigenvalue solvers. The plans for the SLATE
are very ambitious since it aims at replacing the very
popular ScaLAPACK library whose main drawback is the
lack of support to modern hardware accelerators. The
package implements the communication-avoiding solvers
for symmetric eigenproblems. The solvers are based on the
two-stage reduction to tridiagonal and bidiagonal form.
(P_)ARPACK [27] [28] is a computational library that
computes a subset of the eigenpairs of sparse or structured
non-symmetric, symmetric (Hermitian), and generalized
eigenproblems. The package is the most appropriate to
compute a few eigenpairs of large sparse matrices since
the algorithm is based on matrix-vector product and
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reverse-communication. However, it is shown [29] that
the ARPACK library can also be very competitive if a
few eigenpairs of the dense generalized eigenproblem are
required. The distributed version (P_ARPACK) is based
on BLACS and MPI message-passing interfaces.
LIS [30] [31] is a software library of iterative solvers
for linear systems and eigenvalue problems. The library
was initially developed to provide a scalable and efficient numerical solver for computing partial differential
equations. It provides basic linear algebra operations for
both dense and sparse matrices and iterative solvers for
dense eigenvalue problems. However, due to the lack of
documentation, it is not know which iterative eigensolvers
are implemented and which type of eigenproblems can
be solved. The library support inter-node parallelization
(MPI) and intra-node (OpenMP), bud does not support
GPUs.
Table I summarizes the high-performance libraries,
described above. The dense, sparse and band matrix
structures, in column Sparsity, are denoted with d, s,
and b, respectively. In the column Eigenproblem are
listed the types of eigenproblems the libraries can address.
With std and gen are denoted standard and generalized
eigenproblems, respectively, and nsym and sym stand for
non-symmetric and symmetric/Hermitian eigenproblems,
respectively.
IV. P ERFORMANCE OVERVIEW
The analysis and performance results presented in this
Section are not conducted by this research. The pieces of
information are gathered from previously published papers
and discussed here. The goal is to give the first insight
into the performance and the scalability of the distributed
eigensolvers.
The analysis of the currently available computational
packages for solving dense eigenvalue problems shows
that out of 13 analyzed parallel eigenvalue solvers, 9
of them support execution on the distributed-memory
architectures. From distributed memory libraries, 4 packages implement eigensolvers that can utilize modern GPU
accelerators, 3 of which support distributed execution on
GPUs (ELPA, Hydrogen - a derivative of the Elemental
library, and SLATE). The last distributed-memory GPUbased eigensolver, provided by the Intel MKL library, only
supports execution on Intel GPUs for BLAS routines and a
subset of the available LAPACK functions on the sharedmemory systems.
From the performance analysis point of view, it is
almost impossible to gather the performance and the
scalability results of the target eigensolvers, even though
numerous research efforts (for example on ScaLAPACK
performance [32] from 2004) analyzing the performance
of the distributed-memory systems has been conducted.
Most of the papers analyzing the performance of the eigensolvers are more than 5 years old and benchmarks were
made on, now old and outdated, computing systems. To the
best of the author’s knowledge, only a few performance
analysis has been conducted recently and on the stateof-the-art machines. One of the most recent researches
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carried out the benchmark of ScaLAPACK, ELPA, and
EigenEXA packages [33] on Oakforest-PACS2 supercomputer in Japan. The authors showed that the pure ScaLAPACK eigensolvers are inferior to those of a more modern
ELPA library when solving large eigenproblems (matrix
size up to 90, 000) on the state-of-the-art machines. This
finding is little a bit surprising since ScaLAPACK is still
widely used, but understandable since ScaLAPACK was
designed and constructed in the 1990s and tailored for the
machines of the time, and no major redesigns have been
made since then. The benchmark kernels are available on
GitHub3 .
Another recent study from 2020 [34] reports on the
performance of the SLATE library solvers for the SVD
and generalized dense Hermitian eigenvalue problems on
the Summit supercomputer4 . The eigensolver used was
a two-stage algorithm that utilizes the QR algorithm to
compute eigenpairs of the tridiagonal system. The authors
reported 3× speedup of SLATE SVD solver without using
accelerators and almost 4× speedup if NVIDIA GPUs are
used, on 1 node, compared to the ScaLAPACK. However,
the performance for conversion from the generalized to
standard Hermitian eigenproblem on 18 Summit’s nodes
(without accelerators) is closely matching the ScaLAPACK performance and with accelerators achieves only
a modest speedup (around 20%). Since the conversion
can be cast entirely in terms of compute-bound BLAS-3
operations, the performance gain of using the accelerators
should be significantly higher. Thus, there is much more
research that has to be done on the SLATE library.
The performance and the scalability of the most recent GPU-implementation of the ELPA library have been
tested on Summit (Oak Ridge Computing Facility, USA)
and Talos5 (Max Planck Computing and Data Facility,
Garching, Germany) supercomputers. The performance
analysis on the eigenproblems ranging from 40, 000 to
100, 000 and on 64 compute nodes shows that two-stage
approaches, on both CPU and GPU, outperform their
one-stage counterparts. Unfortunately, the authors did not
compare the performance of the ELPA solvers with other
eigensolvers from other libraries.
V. C ONCLUSIONS
Nowadays, numerous eigenvalue solvers can perform
on distributed-memory systems and only a few of them
can exploit the full potential of the modern computing
architectures equipped with GPU accelerators. However,
many of them are still under development, require additional performance tuning (like SLATE), or address only
a limited set of eigenproblems, so their full performance
is yet to be achieved in the coming years.
From the user’s perspective, the lack of more detailed
performance analysis and side-by-side comparison of the
available, modern eigenvalue solvers, is a major drawback
2 https://www.cc.u-tokyo.ac.jp/en/supercomputer/ofp/system.php
3 https://github.com/eigenkernel/eigenkernel
4 https://www.olcf.ornl.gov/summit/
5 https://www.mpcdf.mpg.de/services/computing/linux/TALOS
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TABLE I
H IGH - PERFORMANCE LIBRARIES FOR SOLVING EIGENPROBLEMS
Library
LAPACK
MAGMA
cuSolver
EIGEN
ScaLAPACK
ELPA
EigenEXA
FEAST
Intel MKL
Elemental/Hydrogen
SLATE
P_ARPACK
LIS

Distributed
×
×
×
×
yes
yes
yes
yes
yes
yes
yes
yes
yes

GPU
×
yes (multi-GPU)
yes (multi-GPU)
×
×
yes (GPU)
×
×
yes (Intel GPU)
yes (Hydrogen)
yes
×
×

Hybrid
×
yes
×
×
×
×
×
×
×
yes (Hydrogen)
yes
×
×

that could lead to an incomplete overview of the overall
performance of the observed libraries. Often, the performance of new libraries is compared against the ScaLAPACK library or different variants of the solvers from the
same package are observed but are rarely compared with
other modern libraries.
Future work will be focused on conducting a detailed
performance analysis of the distributed-memory eigensolvers on modern computing architectures. The goal of
the future work will be to detect how well the existing
eigensolvers can address the scalability and the performance challenges on current and predict their behavior
on the future, most likely, very heterogeneous computing
systems. Furthermore, we believe that a fair performance
comparison of different eigensolvers using the same input
eigenproblems on a dedicated distributed-memory system,
would be a huge boost in the application of eigensolvers
on solving concrete real-world problems, but also to the
developers on how the eigensolver packages can be further
improved.
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Abstract - The pervasiveness of computational and
communication devices, coupled with innovative Internet of
Things (IoT) application scenarios, led to a massive increase
in the number of available data sources and the volume of
data produced per unit of time. This contributed to the
emergence of many open-source streaming data processing
systems of different characteristics and diverging
performances in specific usage scenarios. The heterogeneity
of platforms, programming languages, and models used in
such systems resulted in the prohibitively complex effort
required to quickly and efficiently test their suitability for
specific use cases. Apache Beam framework aims to
introduce the unifying programming model for data
processing systems, tackling the heterogeneity problem and
allowing for fast testing of performance in specific usage
scenarios and migration between different platforms.
In order to test the maturity of the Apache Beam
framework and its performance in processing data from the
IoT domain, we constructed a benchmarking environment
employing data sets with significant spatio-temporal
properties along with a representative set of streaming
operations for such data. We used Apache Kafka as data
source and result collection within different computational
resource configurations hosting execution engines. For each
combination of the computational resource configuration,
execution engine, and streaming operation, we measured
and compared performance in terms of average throughput
and its variance. The results show that the evaluated Flink
and Spark runners, deployed on the single machine,
manifest the law of diminishing returns rather quickly with
regards to the number of available cores. While Spark
runner core throughput significantly outperforms Flink
runner’s core throughput, Spark runner’s system
throughput is consistently lower than Flink ones.
Keywords – Apache Beam, streaming, benchmarking

I. INTRODUCTION
Volume, velocity, variety and veracity of data
produced by pervasive computing devices embedded in
our environment pose a huge challenge on software
systems. These complex systems are designed and
deployed to collect such IoT data, distribute it, process it
in almost real-time, store it, and offer it to end-users or
other services [1][2][3]. To address the problem, many
open source and proprietary stream processing systems
emerged, such as Apache Samza [4], Apache Flink [5],

Apache Storm [6], Apache Spark [7], Google DataFlow
[8] and Twister2 [9], to name a few.
However, ever-increasing development of solutions in
form of new methods, algorithms, tools, platforms for big
data management, processing and analysis, makes even
more difficult for users who wish to "only" find, setup
and use "the most appropriate existing solution" for their
application scenario in this rapidly evolving big data
technology landscape [3]. Furthermore, such variety of
available systems is also brought with it the heterogeneity
of platforms those systems are available on, programming
languages those systems were built with or programming
interfaces those systems expose. Therefore, programming
models inherent to parallel processing paradigms those
systems rely on exhibit consequently differences in
performance on specific tasks that are more or less
suitable for such processing paradigms.
Apache Beam [10] system promises to bring a modeland system- agnostic layer on top of the stream
processing engines, unifying the programming models
and allowing for easy transition between underlying
stream processing systems using the notion of runners. It
currently supports runners for Google Cloud Dataflow,
Flink, Spark, Nemo [11], Samza, Hazelcast Jet [12] and
Twister2 systems.
Apache Beam is a relatively new and still immature
product under intensive development. To test the system's
maturity and available runners, we constructed a
benchmarking environment by selecting a set of simple
and composite operations on data streams inherent to IoT
stream processing systems. A large, openly available and
real-world dataset was used as a test data stream, and the
supporting system components were used as data sources
and result sinks (Apache Kafka [13] and custom tools).
Using the aforementioned environment, we conducted the
initial benchmarks by measuring two separate
throughputs (tool and system throughput) on execution
platforms with differing processing resources (number of
available cores).
The rest of the paper is organized as follows: Section
II presents a brief overview of the related work in the
field of stream processing systems benchmarking. Section
III describes the benchmarking environment; Section IV
presents the benchmarking results, and Section V
concludes the paper and points to future work.

Work presented in this paper has been co-funded by the "Helm
Smart Grid" project under the Competitiveness and Cohesion
Operational Program from the European Regional Development Fund.
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II. RELATED WORK
Most of the related work in benchmarking streaming
engines compares the measured performance of different
“raw” systems directly by possibly applying per-system
optimizations to achieve system-specific performance
advantages on favorable task types. Almost all of the
publications propose their use-case-specific benchmark
setups and scenarios. To our knowledge, there are no
published studies yet that benchmark Apache Beam and
available runners on different system configurations.
In [14], the authors propose a benchmark for
assessing the evaluated streaming systems' performance
in processing NetFlow generated network traffic data.
The paper analyses the specific requirements stemming
from the sheer volume of data processed in almost realtime and domain-specific operations performed on such
flow. The tested systems are Spark, Samza, and Storm.
A data pipeline, borrowed from the advertisement
analytics domain, is designed and implemented in [15] to
closely mimic real-world production scenarios and used
in the performance evaluation of Storm, Flink, and Spark
Streaming engines. Karimov et al. [16] propose a
framework for benchmarking Storm, Spark, and Flink
processing engines, focusing on measuring throughput
and latency of windowed operations and borrowing from
real-world use-cases from the gaming industry. Hanif et
al. [17] implement the Linear Road benchmark to
examine the performance of Apache Flink. The
scalability benchmarking method is described by
Henning et al. [18] for stream processing engines. Nasiri
et al. evaluate Spark Streaming, Flink, and Storm's
performance in the context of a smart city and real-time
data streams.
III. BENCHMARK SETUP
To measure the throughput of the Apache Beam using
different runners, we designed the benchmark
environment with the following goals in mind:
-

The benchmark should measure both raw system
throughput and throughput of a system
resembling real-world scenarios.
The benchmark should assess the scalability of
both the tested runners and the individual
operations tested on a particular runner.
The benchmark should measure only the out-ofthe-box performance of Beam runners, without
any runner-specific setups and optimizations.

A. Operations
We defined six operations to be tested on each of the
employed runners, and their throughput assessed both at
the tool and the system level. All of the operations are
commonly used in most stream processing scenarios,
including the IoT scenarios with rich spatio-temporal
properties. Five of the tested operations are the atomic or
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simple ones, whereas the Composite Transformation,
consisting of a series of atomic operations, resembles a
moderately complex real-world stream operation.
The benchmark defines the following operations:
Identity – counts the number of unique data records
received in the input stream.
Filtering – counts the number of records in the input
stream that satisfy the condition of belonging to a specific
stream identified by a particular stream identifier.
Aggregation – counting the number of records per
measurement type.
First N – selecting the N records containing the
highest measurement values.
Specific Values – records from the input stream are
grouped according to the measurement type; min, max
and average values are calculated for each of the
identified groups.
Composite Transformation – consists of the four
distinct operations on the input stream: (i) filtering
records according to the time period the measurement
was taken (temporal dimension), (ii) filtering records
according to the data stream identifier (simple spatial
dimension), (iii) grouping records according to the
measurement type, and (iv) calculating the max values for
each of the identified groups.
B. Dataset
In order to as closely as possible mimic the real-world
IoT data scenarios in our benchmarking setup, we
selected the openly available City of Chicago Smart
Green Infrastructure Monitoring Sensors data set [19].
The dataset is in the .csv format and consists of more than
13 million data records, totaling in size of 3.43GB. Figure
1 provides a structure of the dataset used (column
headers) and an example of a single data record within
the dataset.
C. System Architecture
The testing system architecture consists of the
following components:
-

a single Apache Kafka instance containing two
topics (data source topic and result topic)
Apache Beam system utilizing one of the
available runners (Spark, Flink, Samza, etc.)
supporting scripts for loading test data into
Kafka source topic and collecting results from
result sink Kafka topic
supporting tools for version and cluster
management

Multiple testing system configurations are possible; in
this paper, we restrict the testing scenarios to only one
computing node hosting all system components and
varying only the processor core count.
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Figure 1. City of Chicago Smart Green Infrastructure Monitoring Sensors dataset format

Figure 2. A series of data stream transformations within Apache Beam implementing the benchmarking process

D. Benchmark Design
The first step of the measurement experiment is an input
script loading of a parametrized number of records from
the test dataset to the Kafka source topic. In that process,
a timestamp is inserted into each record, denoting the
“system input” time of that record.
The following steps are conducted by the Apache
Beam (Figure 2) utilizing the selected runner; each record
is imported from the source Kafka topic using Beam’s
Kafka I/O transformation and a new PCollection object is
created containing the data in a string format. Such record
is further transformed to a custom SensorReading
PCollection object upon which a tested operation (out of
six operations selected for benchmarking) is conducted.
A resulting SensorReading object is further transformed
into a final, OperationResult PCollection object,
serialized into a PCollection string object and outputted
using Kafka I/O transformation to the Kafka result topic.
Results stored in the Kafka result topic are consumed
by the custom script, which logs results into a set of files
suitable for postprocessing and visualization.
E. Benchmark definition
We define two measures supporting of the evaluation
of throughput of different runners under Apache Beam
based system; tool throughput and system throughput.
Tool throughput indicates the number of records a tool
(runner) can process in a unit of time (second), where the
tool performance is observed in isolation – apart from the
other test system elements. On the other hand, system
throughput measures the tested system's total
performance utilizing a particular tool (runner) and all the
other supporting system elements, such as Apache Kafka
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as the system data source and results sink (simulated realworld data feeder and data consumer).
Tool throughput is calculated based on the difference
between the timestamp of the operation result placed in
the result Kafka topic and the timestamp of the first
record consumed by the tool and the known number of
records processed. System throughput is calculated based
on the difference between the timestamp of the operation
result placed in the result Kafka topic and the timestamp
generated when the first record is placed in the source
Kafka topic.
IV. RESULTS
Apache Spark and Apache Flink were chosen as the
two representative runners, significantly different stream
processing engines, to test the Apache Beam’s
performance and usability. No runner-specific
configuration tuning was performed, in line with the
adopted out-of-the-box testing philosophy.
We planned to include other runner engines in this
study also (Samza, Twister2, and Hazelcast Jet), but we
omitted them due to the immaturity of current runner
implementations in Apache Beam; serious problems were
encountered during the installation or benchmarking
phases ranging from unstable performance to
experiencing runtime errors due to version mismatches.
A. Benchmark environment
As an infrastructural base for performing benchmarks,
SRCE HTC Cloud infrastructure was used [20], with the
following resources available per project: 96vCPU,
192GB RAM, 4TB disk space and 4x10Gbit/s network
connection. For conducting the subset of experiments

MIPRO 2021/DS-BE

runner

flink

spark

Throughput at 4 cores

Throughput at 8 cores
250000

throughput [records/s]

throughput [records/s]

250000

200000

150000

100000

50000

200000

150000

100000

50000
Aggre− Composite First N
gation Transform

Specific Filtering Identity
Values

Aggre− Composite First N
gation Transform

operation

Throughput at 16 cores

Throughput at 24 cores
250000

throughput [records/s]

250000

throughput [records/s]

Specific Filtering Identity
Values

operation

200000

150000

100000

50000

200000

150000

100000

50000
Aggre− Composite First N
gation Transform

Specific Filtering Identity
Values

operation

Aggre− Composite First N
gation Transform

Specific Filtering Identity
Values

operation

Figure 3. Comparison of tool throughputs for 4, 8, 16 and 24 core configurations

presented in this paper, we restrained to the following
resources: server node with 24-core AMD Epyc 7401P
processor, 48GB RAM and 100GB disk space. The
number of cores available to Beam runners was varied
according to the experiment parameters (4, 8, 16 and 24
cores).

Input data consisted of the 10M records from the City
of Chicago Smart Green Infrastructure Monitoring
Sensors data set. Each experiment was run for ten
iterations allowing the calculation of average score, score
deviations and detection of outliers.

The following software packages and corresponding
versions were used to create the benchmark environment:

B. Results
Figure 3 provides insight into the dependency of tool
throughput on the number of processor cores available to
tested Beam runners. In the system configuration with the
low number of cores (4 cores), Flink and Spark runners
exhibit a comparable tool throughput, with Spark, almost
in all cases, achieving marginally better performance.
Higher numbers of available cores result in a significant
increase of throughput for Spark runner, compared to
only a modest throughput increase for Flink runner.
However, the throughput increase for Spark runner is not
linear with the number of cores. It can be observed that
the transition from 16 to 24 cores is not as significant as
the one achieved when transitioning from 8 to 16 cores –
suggesting that the tested Beam runners, at least on the
single machine, are starting to exhibit the law of
diminishing returns rather quickly with regards to the
number of available cores.

•
•
•
•
•
•
•
•

Apache Beam SDK 2.25.0
Oracle Java JDK 1.8.0
Apache Kafka 2.11
Apache Zookeper 3.6.2
Apache Spark 2.4.7
Apache Hadoop 2.7
Apache Flink 1.10.0
Apache Maven 3.6.3

with the optional tools and languages also present:
•
•
•
•
•

Python 3.7
Hazelcast Jet 4.3
Scala 2.11
Twister2 0.7.0
Apache Samza 1.5.1
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Figure 4. Tool and System throughput measured for each of the tested operations, with regards to the number of available
processor cores

The other interesting result observed is the amount of
throughput variation among the tested runners. While the
Flink runner’s throughput is neither stellar nor proves
scalability with respect to the number of available cores,
it exhibits stable throughput results – meaning that its
performance is predictable. On the other hand, while
utilizing the increased core counts well, Spark runner
tends to show much higher variation in its throughput
results. This variation, in most cases, increases with the
throughput (i.e., number of cores).
Average system and tool throughput for each of the
tested operations can be observed in Figure 4. As already
noticed in Figure 3, the tool throughput of all operations
on runner Spark significantly increases with the number
of available processor cores. However, this increase is not
homogeneous; for most of the operations, there is a
significant increase of throughput going from 8 to 16
cores, but the transition from 16 to 24 cores presents
somewhat lower gains, in case of operation First N the
tool throughput even decreases with the increase in core
count. The Flink runner's tool throughput shows modest
and stable increment with the increase in core count up to
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16 cores, with an additional increase to 24 cores yielding
almost no increase, or even slight decrease (operations
Specific Value and Identity).
While the tool throughput presents a rather synthetic
performance measure, the system throughput considers
additional sources of latency potentially present in the
real-world systems and usage scenarios. Results depicted
in Figure 4 present surprising differences in outcomes
between those two performance measures achieved by the
Spark runner.
The difference between Flink runner’s tool and system
throughput is consistent and almost negligible across all
the operations, system’s throughput being lower than
tool’s, as expected. However, the difference between
Spark runner’s tool and system throughput is dramatic.
While Spark runner tool throughput significantly
outperforms Flink runner’s tool throughput, Spark
runner’s system throughput is consistently lower than
Flink runner’s system throughput for all of the observed
operations.
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V. CONCLUSION AND FUTURE WORK
In this work, we proposed a benchmark environment
to test the raw throughput of Apache Beam in different
runner configurations and with two scopes in mind:
the tool throughput as the measure of basic runner
performance, and the system throughput, to test both the
runner performance and the performance of interactions
with other supporting system elements. In our test
scenario, we measured Spark and Flink runners'
performances on six defined operations typical for IoT
scenarios, with out-of-the-box runner settings and open
environment measurement data set. Apache Kafka with
custom scripts were used to support data ingestion, result
collection, and performance measurement.
If observed in isolation to the input and output
operations, the Spark runner can produce much
higher tool throughput than the Flink runner across all
tested operations. The difference is more pronounced as
the core count increases. However, as the threshold
number of cores is reached (in our experiment, the core
threshold appears to be 16), the performance increase
diminishes or even decreases for some of the tested
operations.
If the input and output operations, involving Apache
Kafka as the data input and result output, are included in
the measurements, the results change drastically. Flink
runner’s system throughput decreases only marginally
compared to its tool throughput, whereas Spark
runner’s system throughput falls behind the Flink ones for
all tested operations.
Further testing is needed to identify the reason for such
drastic decrease of Spark runner’s system throughput;
whether it can be ascribed to the Apache Beam’ still
immature implementation of I/O transformations for
Spark runner, or the cause resides in the Spark’s
architectural and conceptual difference to Flink’s native
handling of massive data streams.
Additional experiments will also focus on including other
runners (Samza, Twister2, etc.) in performance
measurements as their implementation becomes mature
enough. New experiments will also include distributing
runner components on more execution nodes with
different levels of available resources.
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Abstract – Domain discretization is an essential part of
the solution procedure in numerical simulations. Meshless
methods simplify the domain discretization to positioning of
nodes in the interior and on the boundary of the domain.
However, generally speaking, the shape of the boundary is
often undefined and thus needs to be constructed before it
can be discretized with a desired internodal spacing. Domain shape construction is far from trivial and is the main
challenge of this paper. We tackle the simulation of moving
boundary problems where the lack of domain shape information can introduce difficulties. We present a solution for
2D surface reconstruction from discretization points using
cubic splines and thus providing a surface description anywhere in the domain. We also demonstrate the presented
algorithm in a simulation of phase-change-like problem.
Keywords – meshless; moving boundary; surface reconstruction; simulation; cubic splines

I.

I NTRODUCTION

Tractable solutions to partial differential equations
(PDEs) are not easily obtained. Often advanced mathematical procedures or a series of simplifications are
needed to obtain a closed form solution to a real-life
problem [1]. Therefore, in practice, we often rely on
numerical treatment that provides us with a numerical
approximation. For that, different numerical methods
for solving PDEs have been proposed. Most commonly
used, e.g. Finite Difference Method [2], Finite Element
Method [3], Finite Volume Method [4], Boundary Element Method [5], require a mesh to operate, while meshless methods approximate the differential operators only
using scattered nodes [6] as shown in Fig. 1. This is an
important advantage as the node positioning is considered
to be easier then mesh generation, however, far from trivial. For that reason, several dedicated node positioning
algorithms emerged [7, 8, 9, 10].

etc.
The fact that the domain discretization in the context of meshless methods is heavily simplified makes the
meshless methods very attractive in the context of moving boundary problems, e.g. phase change problems [19].
Providing a good discretization of a moving phase front
is no easy task, as satisfying the quasi-uniform internodal spacing h is crucial to assure the stability of the numerical method [20]. The only way to satisfy the quasiuniform spacing h condition on moving boundary problems is by repositioning the nodes from the domain. However, the node repositioning needs to bo performed with
a minimum cost to domain shape distortion. To reduce
the distortion, the domain boundary shape must be known
even between the discretization points, meaning, a proper
surface reconstruction algorithm from a set of boundary
nodes is needed.
Surface reconstruction has already been addressed in
the context of numerical simulations – Non-uniform rational basis splines (NURBS), often used in computer graphics for representing curves and surfaces [21], are used
in numerical simulations using the finite element analysis, e.g. Isogeometric analysis (IGA) [22]. In this paper, we tackle surface reconstruction in two-dimensional
domain space where the surface is represented as a twodimensional curve. We provide an algorithm that uses cubic splines to reconstruct the domain shape from the discretization points and thus provides us with the domain
shape information anywhere on the boundary.










y

2






Historically speaking, meshless methods were introduced in the 1990s. Since then, different numerical procedures have been proposed, e.g. meshless Element Free
Galerkin [11], the Local Petrov-Galerkin [12], h-p Cloud
Method [13] and others. In this paper, we will use the
meshless generalization of the traditional finite difference
method (FDM) – the Radial Basis Function-generated Finite Differences (RBF-FD) originally proposed by Tolstykh [14]. The RBF-FD has already been used in a vast
variety of applications ranging from linear elasticity [15],
4-dimensional problems [16], geosciences [17], fluid mechanics [10], dynamic thermal rating of power lines [18],
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Figure 1. Example solution of Poisson’s problem with Dirichlet
boundary conditions on N = 881 scattered nodes in the domain.

The paper is organized as follows: In section II a
short presentation to local strong form meshless meth-
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ods, namely the RBF-FD is given. In section III and section IV our proposed surface reconstruction algorithm is
thoroughly explained. The algorithm is then used to solve
a problem from section V, while results are presented in
section VI. Final conclusions are gathered in the final section VII.
II.

L OCAL STRONG FORM MESHLESS METHODS

A general idea of the meshless methods is to use the
local discretization points and construct an approximation of the considered field. This approximation is later
used for manipulation with differential operators using the
ansatz
X
(Lu)(x) ≈
wiL u(pi ).
(1)

possible curves that interpolate X, obtaining the original
curve is impossible without providing additional information or constraints. We, therefore, assume that the given
points are dense enough to adequately describe the curve
in the following way.
Let Y = γ(R) ⊂ R2 be the image of the curve γ. Suppose xp and xq are neighboring points to xi in the sense
that ti is the only knot between tp and tq . The indices p
and q are both dependant on the choice of i, i.e. p = p(i)
and q = q(i), however, the explicit dependency is omitted
in our writing. Let us then define an open neighborhood
Ui = {γ(t), tp < t < tq } of xi in Y . To help clarify the
notation used, an illustration is provided in Fig. 2.

i

Here L is a differential operator and index i runs over the
set of closest neighbors pi of x. Equality of (1) is enforced
and the weights w are computed. Different methods can
be used to compute the weights, we will use the RBF-FD.
Often used RBFs, e.g. Gaussians, include a shape parameter that can play a crucial role in the overall method stability [23]. However, using Polyharmonic splines (PHS)
and additionally augmenting them with polynomials helps
overcome the stability issues [24].
Some solution procedures, including the RBF-FD
based, have been implemented using the object-oriented
approach and C++’s strong template system. Node positioning, support selection, differential operator approximation, PDE discretization and other modules are all
available as part of the Medusa library [25], also used in
this paper.

xp(i)
Ui

γ

di
xi
xq(i)

Figure 2. The notation introduced in section III.

Additionally, define
di = d(xi , Y − Ui )
where d is the standard metric on R2 . As long as
di ≥ max{d(xi , xp ), d(xi , xq )}

(2)

arg min d(xi , xj ) ∈ {p, q}

(3)

and
j=0,...,k−1

III.

S URFACE RECONSTRUCTION

Consider a moving boundary problem. The altering
distance between the neighboring nodes can, firstly, increase to a point where the numerical methods become
unstable due to the violation of quasi-uniform internodal
spacing h requirement, or secondly, become too large to
achieve a desired accuracy of numerical solution in a specific domain area. To avoid such difficulties, repositioning
the nodes in the domain is required, however, during the
repositioning process the domain shape must be preserved
as much as possible. Since the domain shape is, generally
speaking, undefined, it first has to be constructed from
a set of points before the boundary can be discretized.
In this section we present a solution for 2D surface reconstruction from a set of points using cubic splines and
provide complete information about the surface shape at
hand.
Suppose we are given a set of k points
X = {xi ∈ R2 , i = 0, . . . , k − 1}
representing the boundary ∂Ω of the domain Ω, which is
parametrized by a Jordan curve γ : [a, b] → R2 . We do
not have access to neither the domain nor the curve. Suppose there exist knots {tj ∈ [a, b], j = 0, . . . , k − 1} such
that γ(tj ) = xi for all j. The points are given in no particular order, i.e. 0 ≤ i < j ≤ k − 1 does not necessarily imply that ti < tj . Our task is to find a curve γ̃ : [ã, b̃] → R2
that approximates the original curve γ. As there are many
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for all i = 0, . . . , k, we can find one of the neighboring
points xp or xq of an arbitrary point xi by finding the
nearest point among xj for j = 0 . . . , i−1, i+1, . . . , k−1.
When inequality (2) is not satisfied, the discretization
alone does not provide sufficient information to determine
which points of X are in which part of the curve γ. A similar problem can occur if condition (3) does not hold for
some index, i.e. if the nearest neighbor to xi is not xp or
xq .
IV.

A LGORITHM AND IMPLEMENTATION

The surface reconstruction algorithm works in three
steps. First we determine the correct order of given points,
i.e. we find a permutation σ on {0, . . . , k − 1}, such
that σ(i) < σ(j) implies that ti < tj for all indices
0 ≤ i, j ≤ k − 1. In the second step, an approximation γ̃ of the starting curve γ is obtained by fitting a cubic
spline on ordered starting points. Finally, in the third step,
we use the node positioning algorithm [9] to discretize the
curve for use in further calculations.
Ordering the starting points
To find the appropriate permutation σ, firstly, the list
of ordered points {x0i }k−1
i=0 is initialized and an arbitrary
starting point is chosen and assigned to the first position
x00 . Now find the nearest neighbor xp of x00 , and assign
it to x01 . The list is then build up inductively: Once x0j
is defined, find the nearest neighbor xp to x0j . If xp is
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not x0j−1 , set x0j+1 to xp . Otherwise let xp be the second
nearest neighboring point. Now compare xp to x0j−2 . If
these are not equal, set x0j+1 to xp . The process is repeated until we cannot find a point xp that is not already
in the ordered list. The process is also presented as pseudocode in Alg. 1.
In this paper, a k-d tree constructed from X is used
to query for nearest neighbors. Since it is more economical to store two arrays of indices rather than two arrays
of vectors, the permutation is stored instead of a full list
of ordered vectors when implementing the ordering procedure.
Algorithm 1: Point enumeration
Data: An array of points on the plane x[k].
Result: An array representing a desired
permutation σ[k].
Result: An array representing the inverse
permutation σ −1 [k].
1 begin
2
create integer arrays σ[k], σ −1 [k];
3
initialize k-d tree T based on points x;
4
set σ[0] ← 0, σ −1 [0] ← 0;
5
for j ← 0 to k − 2 do
6
set nknn ← 2;
7
while σ[j + 1] is not set do
8
find the nknn -th nearest point x[p] to
x[σ[j]] in T ;
9
if p does not equal σ[j − nknn + 1]
then
10
set σ[j + 1] ← p, σ −1 [p] ← j + 1;
11
else
12
increment nknn by one;
13
end
14
end
15
end
16 end
Domain shape reconstruction
The second step of the surface reconstruction fits a cubic spline γ̃ : R → R2 to the points from the ordered list
{x0i }i . When γ̃ is obtained, all the surface shape information required is at our disposal - even between the discretization nodes. However to be able to reconstruct the
entire domain Ω in the third and final step of the surface
reconstruction algorithm, we must be able to distinguish
between the interior and exterior of the curve γ̃.
Suppose we are given a set of points {z i }i ⊂ ∂Ω and
a set of accompanying normals {ni }i ⊂ S 1 . To determine
if an arbitrary point z lies in Ω, find the nearest point z i
to z, and check if the vectors z − z i and ni point in opposite directions. This can be done by computing the scalar
product
hz − z i , ni i .
(4)
If the above scalar product (4) is negative, we conclude
that z ∈ Ω, otherwise not.
However, making any conclusions based on the sign of
the equation (4) is not reliable. This basic idea typically
fails in the proximity of sharp corners of γ or more generally speaking, where the curve is not differentiable. We
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thus modify the algorithm to use the information provided
by the interpolating spline γ̃. Let
s0 < · · · < sk−1 < sk
be the knots for the interpolated points γ̃(si ) = x0i for
all i = 0, . . . , k − 1 and γ̃(sk ) = x00 . For an arbitrary
query point x, we find the closest point on the curve by
minimizing the function
f (t) = d(x, γ̃(t)).

(5)

Note that f typically has many local minima. To obtain
the correct one, we find the nearest point xq to x among X
and use the inverse permutation p = σ −1 (q). The desired
value t can now be approximated using bisection on the
interval [sp−1 , sp+1 ]. Suppose tmin is the correct global
minimum of f . Generally speaking tmin is dependant on
x, but for the sake of brevity we use tmin = tmin (x) unless
otherwise specified.
Now the scalar product (4) is rewritten to take form
x − γ̃(tmin ), γ̃ 00 (tmin ) .

(6)

Note that this procedure requires that the normals ’point
outwards’. Our construction for γ̃ does not guarantee this,
which we compensate for by introducing a constant c

c = − sgn xint − γ̃(tmin (xint )), γ̃ 00 (tmin (xint )) , (7)
as the sign of the value of equation (6) when applied to a
point xint from the interior, i.e. xint ∈ Ω. Note the constant
c essentially flips the normals.
The equation (6) is then finally modified to
x − γ̃(tmin ), cγ̃ 00 (tmin )

(8)

and enables us to determine if a point x is in the interior
of Ω or not.
Discretization
The only remaining step for a complete surface reconstruction is to discretize the curve γ̃. The discretization
is done by employing the node positioning algorithm proposed in [9]. A detailed description of the node positioning algorithm used is out of the scope of this paper.
V.

P ROBLEM SETUP

We demonstrate the proposed surface reconstruction
algorithm from chapter IV on a simplified movingboundary problem – a simulation of dendrite-like growth
also known as solidification procedure. A dendrite in metallurgy is a typical tree-like crystal structure that develops
as molten metal solidifies [26]. The dynamics of a real-life
problem is thus mainly governed by the phase-transition
physics from molten metal to a solid crystal structure.
A.

Moving boundary

Let the initial domain Ω = Bm /Bd be an annulus between a larger static circle Bm with radius Rm representing the boundary of the molten metal and smaller non-
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The equation is discretized and finally takes the form
Ti+1 (x) = Ti (x) + dt∇2 Ti (x)
before it is numerically solved for all nodes x ∈ Ω.
VI.

(9)

Here, vd is a constant model parameter and φi is the polar
angle of xi . This essentially means that at any given time
step all the nodes from the dendrite boundary are moved
xt+dt
= xti + dtv i (xi ) which results in a dendrite-like
i
growth.
B. Temperature field
Although the dynamics of the problem at hand is simplified by uncoupling the phase-transition front velocity
and temperature field in the proximity, the latter is still
computed at every time step, as shown in our implementation scheme in Fig. 3.

The outer radius Rm , representing the molten metal
boundary, is constant and set to 1, while the initial radius
of Bd is set to Rd = 0.1. On every time step all the dendrite boundary nodes are assigned a velocity as defined
in equation (9), where vd = 0.04. The temperature field
is obtained on every time step before the domain growth
logic is applied, as noted in implementation scheme in
Fig. 3. After the surface had been reconstructed and nodes
repositioned, it is important to map the temperature field
from the old node positions to the new. This is achieved
using the Inverse distance weighting (IDW), a procedure
also known as Sheppard’s interpolation [1].
In this work, we used the RBF-FD with polyharmonic
splines augmented with monomials of second order to
compute the weights from equation (1) and consequently
compute the temperature field in the interior of Ω. The
temperatures at both boundaries, i.e. molten metal and
dendrite boundary, are kept constant at 1 and 0 respectively.
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The problem from section V is now simulated using
our in-house Medusa library for meshless simulations.
Since this is a theoretical problem, the simulation is done
in a dimensionless sense.
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Generally speaking the velocity of the phase-transition
front during the solidification is a function of the temperature field in the proximity. However, in this work,
we simplify the problem to a degree, where this dependency is discarded – the velocity is instead synthetically
defined to result in a dendrite-like shape. To achieve that,
all nodes xi from the ∂Bd boundary are assigned a velocity v i = v i (xi ) that depends on the position of the node
xi and on the boundary normal ni = ni (xi )

(11)
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static circle Bd initially with radius Rd < Rm representing the dendrite’s initial state

Bm = x ∈ R2 , kxk ≤ Rm and

Bd = x ∈ R2 , kxk ≤ Rd .
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Figure 3. Implementation scheme.

The temperature field is governed by the dimensionless heat equation
∂
T = ∇2 T
∂t
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(10)

Figure 4. Timelapse of dendrite-like growth using the proposed
surface reconstruction algorithm.

The simulation is done by explicit time-marching for
Nt = 500 time steps where a single time step is dt = 0.01
units long, with a total simulation time ttot = 5 units.
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The timelapse of the simulation is demonstrated in Fig. 4
for some selected simulation times. Also notice that the
internodal distance h(x) is smaller closer to the dendrite
boundary, which is of great importance in a more realistic
case where the dendrite tip velocity is a function of the
temperature field in the proximity and thus needs to be accurately computed. In our case, the decreasing internodal
distance h provides us a with well defined and distinguishable dendrite shape.
The number of nodes at the initialization time is
N = 506, while there are N = 637 nodes at
the simulation end. The number of nodes increases
as the dendrite boundary is moving but also has a
finer discretization compared to its surroundings. The
total execution time is approximately 21 seconds on
a Windows Linux Subsystem (Ubuntu 20.04
LTS) with Intel(R) Core(TM) i7-9750H CPU
@ 2.6GHz and 16 GB of RAM. The C++ code was
compiled using g++ (GCC) 9.3.0 for Linux with
-fopenmp -O3 -DNDEBUG flags.
It is important to note that between two time steps all
the domain shape information, apart from the discretization nodes, is discarded. Therefore, the domain shape
is reconstructed at every single time step. In Fig. 4 we
can observe how even after the 500 simulation time steps,
the shape of the boundary remains smooth and symmetric. There are no visible irregularities or sights of unexpected discontinuities in the direction of normal vectors.
This observation allows us to conclude that the proposed
algorithm for surface reconstruction is stable.
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Abstract - Among prospective opportunities for accurate
solutions of large scientific problems are parallel computers
that are entering today the exascale era thanks to ever
increasing number of communicating processors. In
scientific computing, such an enormous computational
power can always be harvested for more accurate or
enduring solutions of physical phenomena. Our work is
focused in a decomposition of computational domains of
design problems that are represented by a large set of
discretization nodes, which enable the solution to be
formalized by a large and sparse system of equations. The
computational domain decomposition together with a
parallelized system construction and its solution are
cornerstones of an efficient parallelization. We propose a
methodology, based on the k-d tree, that can efficiently
partition computational domains of arbitrary geometries
and is independent of discretization approaches. Beside the
domain partitioning, common discretization nodes are
determined that are shared among processors responsible
for neighboring subdomains. The analysis of computational
complexity confirms that the partitioning methodology
remains efficient and scalable on parallel computers with
large numbers of processors.
Keywords – domain partitioning; domain decomposition;
parallel computing; k-d tree; discretization; iterative solution;

I.

INTRODUCTION

Many of advanced applications require complex
models and high accuracy simulations in large
computational domains with billions of discretization
points. Such simulations could exceed the available
computer memory or take vast amounts of time to
compute, which is often unacceptable for users. An
option for alleviating these difficulties is parallelization
of the program code and usage of high performance
computers. For an efficient parallelization, however, the
applied algorithms and methodologies have to be tailored
for the execution on many processors that cooperate
under different architectures [1].
A numerical solution of partial differential equations
(PDE) model requires a global domain definition by
generation of discretization nodes (DNs), construction of
a global linear system of equations and its solution. While
the first task is usually sequential and can therefore be a
bottleneck of the method [2, 3], the construction and
solution of the global system can be parallelized.
A global domain has to be partitioned into smaller
subdomains with approximately equal computational load
in each subdomain [4, 5]. For example, in 1D, the domain
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is partitioned into several stripes in one dimension only,
while in 2D, the stripes are divided again in the next
dimension, which results in several square-like
subdomains [6]. In the case of 3D domains, one could use
a 3D partitioning, which could be even more efficient on
some parallel computer architectures because of more
options for communication.
The domain partitioning is an initial phase of a
domain decomposition method that is an important step
in the parallelization of scientific computing. The
partitioning can be performed in preprocessing or in
run-time, but, because of its sequential nature, could
always become a bottleneck of the numerical solution.
The domain partitioners can be topological, based on
partition of a graph that represent DNs [7, 8, 9], or
geometrical, based on partition of the geometrical domain
according to coordinates of DNs. Significant advantages
of geometrical approaches could be in the shorter
computation time, easier parallelization, excellent load
balance and pertained space locality. However, the size of
subdomain interfaces and consequently the amount of
communication cannot be predicted, and consequently
controlled, well. Some of the well-known approaches to
the geometric partitioning are recursive coordinate
bisection [10], octree based partitioning [11],
multi-jagged partitioning [12], and space-filling curve
partitioning [13]. Additionally, there are different
algebraic approaches that use domain decomposition for
parallel processing, based on a numerical “gluing” and
“smoothing” of the solution on the subdomain borders
[14, 15].
Our work is focused on the geometrical partitioning in
meshless discretization based on the k-d tree data
structure. Typically, the density of meshless DNs is not
uniform in the global domain of complex geometries. The
meshless solution in DNs is derived from a small number
of neighboring nodes, i.e., nodes in moving least squares
(MLS) support domains, which disable a direct use of
known mesh-based partitioning methods [9].
In the case of non-overlapping subdomains, a
methodology for determination of subsets of
discretization nodes of the global domain that will be
managed by each processor, is necessary. In the case of
overlapping
subdomains,
subsets
of
common
discretization nodes (CNs) (termed as ghost cells or halos
in MPI community [16]) have to be determined that are
necessary for accurate solution on subdomains’ borders
[17]. We upgraded the known approaches with a simple
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methodology for the determination of common nodes,
i.e., nodes from the overlapping subdomain boundaries.
If the density of the domain DNs is quite constant, the
geometric subdomain areas are proportional to the
number of subdomain nodes and consequently to their
computational load. On the other hand, lengths of
common edges of neighboring subdomains are
proportional to the communication load, because the
intermediate results from nodes on common edges must
be exchanged/communicated between cooperating
processors with common borders of subdomains.
Such a local solution approach is a prerequisite for a
successful solution of complex problems with billions of
DNs, because it provides a sparse linear system, which
can be efficiently built and solved on parallel computers
if appropriate domain decomposition is available.
Besides, the communication among parallel processors is
manageable because intermittent solutions of only a small
portion of common discretization nodes have to be
exchanged between neighboring processors. Namely, the
solution in discretization points depends on a small
number of nodes, in MLS support domains, in the case of
a meshless discretization, or on nodes of joint elements,
in the case of finite element method (FEM) discretization.
In the rest of the text, domain partitioning followed by
determination of common nodes is termed as domain
decomposition. The communication pattern between
cooperating processors has not been investigated in this
work.
Two different approaches were described in [18] for
parallelizing a meshless method with uniform density of
DNs (i) 1D decomposition with stripes of equal width,
and (ii) hierarchical 2D decomposition based on a 2-d
tree. Method (i) has to be upgraded with a load balancing
algorithm in the case of non-uniform density of nodes or
irregular domain geometries. Method (ii) inherits the
balanced division of nodes from the k-d tree, however, in
such general cases, the procedure for determining
common nodes of specific processors still remains a
problem to be solved.
In Fig. 1, 1D domain decomposition is schematically
represented for P processors and for randomized constant
density of DNs. Common discretization nodes of two
neighboring subdomains are marked with dots in the
hatched overlapping stripes. Circular support domains,
usually used in meshless methods, are determined by
MLS approach. Because of the constant density of DNs,
MLS support domain diameters are equal to the width of
the hatched overlapping stripes. With 1D decomposition a
simple approach for the construction of a linear system
and its solution is available, if the processors are
connected in a ring, each with only a left and right
neighbor. Intermittent results in common nodes have to
be exchanged only between left and right neighboring
processors. However, this is not the case in 2D or 3D
decompositions, where more complex communication
patterns are needed.
We propose in this paper an upgraded hierarchical
domain decomposition with a new method for the
determination of CNs. The domain partitioning is based
on the construction of consecutive smaller and smaller
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k-d trees that can be implemented partially in parallel.
The proposed approach is quite natural for many
meshless methods, which already use the k-d tree for
searching for nearest nodes that form the meshless
support domain. The determination of CNs is
implemented by searching the support nodes of the points
on the common border of two neighboring subdomains.
We show that the proposed approach is quite robust even
with non-uniform densities of DNs and copes well also
with general geometries of the global domain, which are
often used in engineering [19, 20].

Figure 1. An example of 1D spatial decomposition of a global domain,
discretized with randomized distribution of discretization nodes (dots).
Common nodes are located in hatched overlapping stripes. Some of the
MLS support domains are marked with circles.

The rest of the paper is organized as follows. In the
next section the basic idea and the methodology for the
geometrical partitioning of a domain and the
determination of CNs are described for the case of
meshless methods. In section Results, some typical
examples of the proposed decomposition are shown,
obtained by a software demonstrator. Then, a theoretical
calculation and communication complexity is derived for
a parallel execution. In the last section, the proposed
approach is discussed and directions for future work are
listed.
II.

METHOD

A. Basic idea
Running a numerical PDE solver on a parallel
computer, formulated either in strong or weak form,
requires parallelization of both the construction of the
global linear system of equations and its solution. For a
scalable parallel solution of both tasks, a partition of the
global domain is needed with balanced computation.
Besides, the common nodes have to be determined from
which the intermittent solutions have to be communicated
between cooperating processors.
After an appropriate global domain decomposition,
the distributed system matrix can be constructed in
parallel. Each processor has all the necessary data from
nodes that enable the construction of the matrix line,
which defines the nodal solution value. Then, an iterative
solution of such a system can be implemented, by
distributed matrix vector multiplications. While all
necessary DNs and CNs are present on each processor,
the solution can be obtained in parallel with minimal
communication load after each iteration, just with
exchanging the current iteration solution values in CNs.
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The communication pattern between neighbouring
processors is not known yet and has to be determined by
detailed analysis of locations of relevant common nodes.
Note that in our targeted system, the number of CNs is
much smaller than the number of DNs, which simplifies
and reduces the total communication complexity.
B. k-d tree based domain partitioning and determination
of common nodes
After a determination of DNs, and assuming that the
amount of local memory of the host processor P1 suffices
for storing all DNs data, the domain decomposition
methodology starts with building the k-d tree of DNs
from the global domain.
The partition of DNs on the first level of k-d tree is
performed on P1 and provides two sets, DN1 and DN2,
with ⌈N/2⌉ and ⌊N/2⌋ nodes obtained by division of DNs
regarding the median of nodal coordinates in selected
dimension d1, e.g., nodes of DN1 have d1 coordinate
smaller or equal to the median of d1. P1 can immediately
start with the transmission of DN2 to P2, while the rest of
the k-d tree is still building on P1. After the k-d tree of all
DNs is built, P1 takes the median of d1 and starts
searching for discretization nodes within the circular
support domains of points that are aligned in the second
dimension d2, on the median of d1. The support nodes
(SN) are determined by nI nearest discretization nodes of
the central point (Cp) of a support domain.

implemented in the same way as on level one. For
example, P1 can build k-d tree on its local nodes (DN1 ∪
CN1), splitting the nodes eventually in the second
dimension d2, searching for common nodes with starting
central point coordinates (min d1, median d2) and
sending the determined DN3 and CN3 to P3. Now, the
number of discretization nodes is almost halved in
comparison to level one, so the calculation and
communication complexity will also decrease.
A simplified graphical presentation of the proposed
methodology is shown in Fig. 2 for four processors and
for a 2D domain. First split of DNs is performed in
x-dimension and the next split in y-dimension. Central
points (green dots) of support domain with nI = 6
discretization nodes (black dots) are shown for the first
partition in x-dimension only. Arrows represent
communication and symbolic geometric shapes represent
DNs (square or trapeze) or CNs (narrow trapeze). At the
end of the algorithm all four processors end with a quite
balanced number of discretization and common nodes.
The described approach is independent of the domain
boundary shapes and should work well also in the case of
complex geometries, e.g., holes (inner boundaries of the
global domain), and non-uniform density of DNs.

First central point Cp1, used for the determination of
CNs, has coordinates (median d1, min d2). Its nI support
nodes (SN1) are found using the existing k-d tree. The
nodes from SN1 belong to the common nodes of
processors P1 and P2. Some nodes from SN1 are already
in either DN1 or DN2, therefore the common nodes of P1
are CN1 = DN2 ∩ SN1, and by the same reasoning CN2
= DN1 ∩ SN1.
Next central point Cp2 is on coordinates (median d1,
min d2+r1), where r1 is the radius of the support domain
of Cp1. It is defined as the average distance between Cp1
and the furthest node in SN1, and Cp1 and the next
furthest node that falls outside SN1. After the SN2 are
found, additional nodes of CN1 and CN2 are determined
in the same way as for Cp1. Note that several same
common nodes can appear in support domains of
consecutive central points on the median, therefore all
eventual duplicates in the CNs sets have to be removed.
The coordinates of Cp3 are calculated as (median d1,
min d2+r1+r2) and the SN3 can be found, etc. The
process is repeated until the coordinate of d2 becomes
larger than max d2. The coordinates of the final point Cpf
are (median d1, max d2), which means that the point falls
onto the boundary of the global domain. The final subsets
of Cpf are determined and inserted in CN1 and CN2 as
described above. The last operation on P1 (DN1 ∪ CN1)
provides all necessary nodes in P1. The processor P1 then
send CN2 to P2, which performs operation (DN2 ∪
CN2) to obtain all necessary nodes in P2.
If two more processors are available, the level two of
decomposition can be implemented on already
decomposed sets of nodes. Processors P1 and P2 have all
necessary nodal data for further partitions, which can be
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Figure 2. Simplified graphical presentation of the k-d tree domain
partitioning and determination of common nodes in four processors P1
to P4. Symbols are the same as defined in the text.

III.

RESULTS

A. Illustrative examples
We implemented the proposed methodology in a
Matlab demonstrator as an upgrade of our existing
meshless local Petrov-Galerkin method implementation.
However, the proposed method can be also used in any
other approach where the support domain is determined
by a set of nearest neighbors. Some simple but illustrative
results are shown for 2D square domains: discretized with
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a small number of randomized discretization points (Fig.
3), for a domain with a hole and non-structured
discretization points (Fig. 4), and for a domain discretized
by nodes with a significant gradient in their density (Fig.
5).
In the example from Fig. 3, a unit square domain is
discretized by |DNs| = 49 nodes obtained from a regular 7
x 7 grid, which has been randomized slightly for the final
nodal distribution. A 2-d tree was built that split the DNs
in two sets around the median, which is 0.49, i.e., left
from median |DN1| = ⌈49/2⌉ = 25 (nodes of P1 marked in
magenta), and right from median |DN2| = ⌊49/2⌋ = 24
(nodes of P2 marked in black). The common nodes have
been determined by searching for nI = 11 nearest nodes in
consecutive points on the vertical magenta line that
represents median.

produce a minor error near subdomain borders. Based on
the results of preliminary testing we conclude that the
error is much lower than existing discretization error.
However, if a more accurate solution is needed, then the
support domains of common nodes can be increased, e.g.,
from nI = 11 nodes to nI = 12 nodes, which slightly
increases the complexity of determination of common
nodes.
In the example from Fig. 4, the unit square global
domain has more complex geometry with an inner
boundary, which determines a circular area (hole with
radius 0.15) that is not a part of the global domain. In this
case, four parts of the decomposed global domain are
implemented, i.e., for four parallel processors. The |DNs|
= 369 and the number of support nodes is again nI = 11.
As expected, the hole has no significant impact on the
balance of the numbers of nodes in each decomposed part
of the domain: |DN1| = 93, |DN2| = 92, |DN3| = 92, and
|DN4| = 92, which remains ideal also for increased
number of nodes. The hole just slightly increases the
radius of these support domains which cover a part of the
hole where discretization nodes are not placed. The
determined numbers of CNs elements are not ideally
balanced: |CN1| = 36, |CN2| = 36, |CN3| = 48, and |CN4|
= 39, but still acceptable for efficient parallelization in
particular with an increased number of nodes, which is
our target system.

Figure 3. 2D unit square domain, discretized with randomized regular
nodes (small circles), is partitioned by 2-d tree into two subdomains
(magenta and black squares). Common nodes are inside support
domains (green circles) of central points (green crosses) on the
x-median, e.g., Cp1 = (0.49,0).

The starting central point Cp1 with coordinates (0,49,
0) is the center of the support domain SN1 with nI = 11
nodes, |CN2| = 5 in set DN1 and |CN1| = 4 in set DN2.
After the radius of the support domain r1 = 0.379 is
calculated, the central coordinates of the next support
domain Cp2 are determined as (0,49, r1). In SN2, we
again have nI = 11 nodes, but five of them {10, 11, 12,
18, 19} are already listed among CNs, therefore they will
be removed from SN2 before further operations. Finally,
after collecting SNs from the two remaining central
points, the decomposition on two processors results in 12
common nodes |CN1| = 12 for P1 and |CN2| =16 for P2.
In some specific cases a few nodes that should be
declared as common nodes, e.g., node 23 in Fig. 3, have
not been included with the proposed approach. This could
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Figure 4. 2D square domain with a hole (area without nodes)
partitioned into four subdomains. Common nodes are inside support
domains (green circles).

In the example from Fig. 5, a significant gradient in
the density of DNs is present because the solution has the
highest gradients in the area with densest nodes, i.e., near
the center of the top boundary. The number of all
discretization nodes is |DNs| = 412 and the number of
support nodes is again nI = 11. The balance of the
numbers of discretization nodes in each sub-domain part
is ideal with 103 nodes in each of four domain partitions.
The determined numbers of CNs are not optimal: |CN1| =
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60, |CN2| = 41, |CN3| = 69, and |CN4| = 60, but we can
still expect a desired parallel speedup because the number
of CNs is much smaller than the number of DNs.

On each level, only the processors that were given any
nodes perform the steps listed below:
1.

Building k-d tree locally for the locally available
nodes.
Processing complexity: 𝑁𝑖 𝑙𝑜𝑔(𝑁𝑖), where 𝑁𝑖
indicates the number of nodes being processed by
this processor in this level 𝑁𝑖= |DNi|.

2.

Communication of half of the nodes ⌈𝑁𝑖/2⌉ as they
are split by the k-d tree. For the processors 𝑗, the
𝑐−𝑖
neighboring processor index is 𝑗 + 2 .
Communication complexity: 𝑐𝑓 𝑁𝑖/2, where cf is

3.

Figure 5. 2D square domain discretized with non-uniform density of
discretization nodes. Common nodes are inside green circles.

B. Estimation of computational complexity
The presented analysis of time complexity, expressed
in a number of elemental operations, is based on several
assumptions that we will present first:
●
●

●
●

●

●

The scattered nodes that form domain discretization
are generated on a single processor.
The domain or its rectangular envelope is
square-like, that is both (or all dimensions if more
than 2D domains are considered) are of comparative
size.
The discretization is isotropic, i.e., the density of
nodes may vary with location but local density is
always the same in all dimensions.
A total of 2c processors are used for parallel
processing, where c is an integer. If more processors
are available, they cannot be used efficiently with
the proposed methodology.
The number of nodes in DNs is so high that the
number of nodes in sub-domains of the k-d tree on
cth level is at least an order of magnitude larger than
the number of nodes in the local support domain.
The interconnect of the parallel computer in use
supports efficient communication of 2c-1 pairs of
processors.

The listed assumptions are necessary to simplify the
algorithm and its explanation. If required, most of them
could be removed for the price of some additional
complexity.
We assign time complexities to a single level of the
proposed algorithm divided into the steps detailed below.
Levels are indexed with 𝑖 ∈ [1, 𝑐 − 1] and processors
𝑐
are indexed with 𝑗 ∈ 0, 2 − 1 , with the processor,
which has the domain nodes available in the first level,
indexed with 0.

[

]

the communication factor, which illustrates the fact
that an elemental communication operation is
generally slower than an elemental processing
operation.
Determination of the common nodes (CNi) that
should be communicated. The k-d tree median that
splits the nodes is traversed by the algorithm,
searching for nearest neighbors of all central points,
aligned on the median. All determined CNs are
stored in a set, to eliminate duplicates, which can
happen between multiple support domains. The
final number of CNs is: 𝑚𝑖= |CNi|.

Processing complexity: 𝑐𝑓(𝑚𝑖 + 𝑚𝑖 𝑙𝑜𝑔(𝑁𝑖)). The
value of 𝑚𝑖cannot be computed in general as it
4.

depends on the local nodal density of the traversed
central points on the median.
Communication of the set of nodes from step 3 to
the neighboring processor - same as in step 2.
Communication complexity: 𝑐𝑓 𝑚𝑖/2, since one half

of the common nodes has already been transferred
as a part of the domain half in step 2.

We have specified processing and communication
complexities separately in the above algorithm steps
because they can be overlapped. For example, the
communication in step 2 can overlap processing in step 3
completely, and even some of the processing in step 1. To
elaborate, step 1 only needs to build k-d tree to its first
level, to be able to split the domain in two and trigger the
communication of step 2. The rest of k-d can be built
while the communication is in progress. Similarly, the
communication of step 4 can overlap step 1 of the next
level.
The efficiency of overlap cannot be predicted since it
depends on the computer architecture, the interconnect,
the size of support domains and the total domain size.
Therefore, we only predict its extremes here. Maximum
time complexity is the sum of the specified individual
step complexities across all levels. Since complexities
decrease by about a factor of 2 for each higher level, the
total complexity can be estimated to about twice the
complexity of the first level:
2𝑁𝑙𝑜𝑔(𝑁) + 𝑐𝑓 𝑁 + 2𝑚 + 2𝑚 𝑙𝑜𝑔(𝑁) + 𝑐𝑓 𝑚 =
(2𝑁 + 2𝑚) 𝑙𝑜𝑔(𝑁) + 𝑐𝑓 (𝑁 + 𝑚) + 2𝑚,
where 𝑁 = 𝑁1= |DNs|, and 𝑚 = 𝑚1. This formula is

approximated up in many steps and thus forms an upper
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bound
complexity of
decomposition algorithm.

the

presented

domain

C. Computational complexity of brute-force method
We do not simplify the constants in the complexity
estimation, since these will be important when we
contrast the proposed algorithm to the brute-force
alternative. In the brute-force method, DNs are
communicated to all the processors that results in a
significant increase of memory complexity, which is not
considered here. The procedure is again hierarchical,
starting with the list of DNs on a single processor. The
brute-force procedure mimics closely the proposed
methodology with the only difference that in each level,
all DNs are transferred to the neighboring nodes. k-d trees
still have to be built on each processor, for the processor
to know its partition of the domain.
The processing complexity of the brute-force method
equals the construction of k-d trees in parallel on all the
processors, after they receive the nodes, therefore
𝑁 𝑙𝑜𝑔(𝑁). The communication complexity equals c
levels of transferring of all N nodes, since all the
processors with nodes can send them to their neighbors,
therefore 𝑐𝑓 𝑐 𝑁. Total complexity of the brute-force
method is thus:
𝑁 𝑙𝑜𝑔(𝑁) + 𝑐𝑓 𝑐 𝑁.
We perform a simulation of the domain partitioning
by using the proposed procedure in Python to calculate
CNs and thus m, which is otherwise difficult to estimate
analytically. Then we estimate the complexities by using
the formulas for computational complexities of the k-d
tree based decomposition method and for the brute-force
method. Furthermore, we use exact values for the number
of nodes to calculate exact numbers of operations
required for two scenarios: (i) without communication
overlapping (marked 0% overlap), and (ii) with full
communication overlapping (marked 100% overlap) and
cf = 10. The results are plotted in Fig. 6 for the total
number of nodes in DNs from 32 000 to 32 000 000 in a
regular grid on square domain without holes, and for nI =
11 support domain nodes.

We can see that the proposed k-d tree based
decomposition method is always less complex than the
brute-force method. The theoretical upper-bound
complexity converges towards the simulated one with an
increasing number of nodes. It is also evident that the
communication overlapping increases the performance of
the k-d tree decomposition.
The value of cf is elusive as it depends on the
performance of the interconnect and the processors [21].
While the factor of 10, which was used in the
simulations, might be realistic for a 10 GB Ethernet
connection versus a single core of a modern processor, it
would increase greatly if multiple cores were used for
processing or if communication links were slower. In
such a case, the proposed k-d tree based decomposition
with communication overlapping would outperform the
other two approaches even more.
Finally, we must point out an eventual difficulty with
the application of the proposed approach. Developers
must have full access to a k-d tree internal structure,
which provides partitioning information for the proposed
method. However, most public k-d tree libraries do not
expose the internal k-d tree structure. A definite solution
for an efficient application of the proposed decomposition
method would be a custom implementation of the k-d tree
library with all the required functionality.
IV.

DISCUSSION AND CONCLUSIONS

In the proposed implementation of the domain
𝑐
partitioning, the number of processors is limited to 2 . To
overcome this restriction, a modified partition strategy
could be used in an eventual custom implementation of
the k-d tree data structure. For example, on the first level,
the partition could be done in three equal subdomains,
and consequently, 3(2c-1) processors could be used, etc.,
which slightly increases possibilities for efficient use of
available processors.
The assumption about generation of DNs on a single
processor could limit the number of nodes in DNs,
because of exceeded memory capacity. Ideally, one could
assume that the DNs can be determined in parallel on a
subset of cooperating processors, however, to our best
knowledge, such a solution is not known for general
cases.
The proposed domain partitioning method can be
limited also by geometries with extremely distinct sizes
in different dimensions. To resolve this problem, a simple
optimization approach could be implemented for the
selection of optimal splitting dimensions in the k-d tree,
e.g., with an initial testing of the number of common
nodes according to the splitting dimension, and
subsequent selection of optimal splitting order.

Figure 6. Computational complexities in the number of performed
operations as functions of the number of discretization nodes: bruteforce method (blue curve), theoretical upper bound of k-d tree based
method (dashed curve), and simulated complexities of k-d tree method
for two values of communication overlapping – 0% (green curve) and
100% (red curve). The number of simulated processors is 1024.
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The global domain partitioning and the determination
of common nodes near the overlapping boundaries are
essential for the parallelization of the global system
construction and its solution. The obtained results
indicate that the proposed domain partitioning is near
optimal. Its parallel implementation and more detailed
experimental performance evaluation should be
performed in the future by comparing runtimes of
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competitive domain partitioning methods on the same
computer architecture.

[8]

We have demonstrated that the k-d tree could be a
useful data structure for the partitioning of a global
domain and for the determination of common nodes.
Because k-d trees are often used as data structures in
meshless solvers, the proposed approach could be natural
for them. However, an in-depth analysis of the
communication pattern for the common nodes, which is
necessary after mapping the subdomains on the physical
processors for a solution of the global linear system,
remains an important task for the future work.

[9]
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Abstract - Particle simulation in the field of nuclear
fusion is a well-established technique which has spawned
dozens of codes around the world through years (e.g. BIT1,
VPIC, VSIM, OSIRIS, REMP, EPOCH, SMILEI, FBPIC,
GENE, WARP, PEPC) with varying degrees of
specialization for different physics areas and accessibility.
Particle-in-cell (PIC) codes simulate numerous plasma
phenomena
on
HPC
systems.
Today,
flagship
supercomputers feature GPUs per compute node to achieve
unprecedented computing power at high power efficiency.
PIC codes require new algorithm design and
implementation for exploiting such accelerated platforms.
In this work, we design and optimize simple PIC code called
SIMPIC, to run on a general GPU compute node. First we
provide a fully GPU SIMPIC code and show that the run
time is 50 % reduced than in CPU. This code in future will
be used as a test example for modifying the other more
complex PIC codes from CPU to GPU.
Keywords-Particle-in-Cell, SIMPIC, multi-GPU, CUDA

I.

INTRODUCTION

Plasma is the rarest state of matter found in nature. It is
composed of charged nuclei and electrons at extremely
high temperatures where the electric and magnetic fields
dominate the behavior of matter. We can find plasma in
many applications such as nuclear reactor cores, rockets,
lasers etc. We are interested in plasma kinetics of nuclear
fusion reactors, which might be the next revolution in
energy resources. These reactors are still in development
stage and due to their high cost, (e.g. the nuclear reactor
Tokamak from ITER [1] costs around 24 000 million
euros) scientists and engineers cannot conduct enough
tests to develop a functional core.
To minimise costs, computer simulations of the reactor
are performed to get the best description of the reactor's
behavior. In this work we simulate the kinetics of plasma
which forms one of the main parts of the core that needs
to be understood in depth. The simulations involve many
interesting aspects from mathematics, physics and
computation such as mathematical modelling based on the
kinetic model description of plasma. This model requires
solving multiple equations to determine the position and
other physical properties of each super-particle (a bunch
of actual particles in plasma). This technique is called
Particle-in-cell (PIC) [2] simulation and it is commonly
used for this.
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II.

PARTICLE IN CELL SIMULATION

PIC simulations provide a description of the plasma's
properties based on the behavior of its particles which are
simulated individually (in small bunches of particles). To
do so, time is discretized and the equations that describe
the behavior of particles are solved for each time step. The
common features of a PIC code that are taken into account
each time step are:
1. Particle mover: updates position and
velocities of the simulated particles according
to the famous Newton's laws of motion. The
velocities are affected by the fields generated
by all the particles.
2. Field solver: calculates the fields inside the
simulated spatial region at some grid points.
There are two kinds of solvers: the
electrostatic ones that only calculates electric
fields and electromagnetic solvers that
calculates electric and magnetic fields. These
solvers use the information of charge density
distribution, charge fluxes and reactor
features. All these interwoven quantities are
governed by a set of coupled partial
differential equations called Maxwell's
equations
3. Accuracy of the simulations improvements:
PIC codes can also include more features to
provide a better description of reality. For
example they can simulate multiple atomic
species, reactor injection of particles, particle
decays in boundaries, particle collisions,
particle reactions etc.
III. SIMPLE PIC – SIMPIC
SIMPIC (Simple PIC) [3] which is a simplified
Particle in cell code. The SIMPIC code was developed
under certain hypotheses which make the simulation
significantly easier.
There is assumed to be no collisions between particles,
no magnetic field and only free electron particles (no
ions). As per these assumptions, the complicated
Maxwell's equations boils down to solving only a Poisson
equation for the potential. This is easily done using the
well-known finite difference method. Now, the field can
be calculated simply by taking gradient of the potential.
In a PIC code, the whole plasma region is divided into
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sub regions called cells. And inside each of these cells,
there are some particles (ions/electrons). We give an
initial random distribution of particles inside the plasma
device. Then, we apply an external electromagnetic field
to these particles usually in the form of a voltage source.
After this initialization, the PIC codes follow a common
algorithm as seen in Fig. 1 for SIMPIC.

Figure 1 SIMPIC workflow diagram. Shows the general algorithm flow
of this code.

IV. GPU PARALLELIZATION OF SIMPIC
GPUs perform computations at a much faster rate than
CPUs [4]. However, they cannot handle other parts of the
code, like branches or conditional statements very well.
Hence, if we can offload the computationally expensive
parts of our code to a GPU while running the rest of our
code on a normal CPU, we can expect some speedup in
our code. This is what we tried. We created a GPU
version of the particle mover and field solver functions.
This was done using CUDA [5] programming for GPUs.
How does this parallelisation work? We can imagine a
GPU as a CPU but with a huge number of cores in it.
Each core in a GPU can work independently on each loop
iteration for example. Obviously, this would be much
faster than running it on a single core in a CPU in a
sequential manner. However, the important criteria for
GPU parallelization is 'independence'. Each GPU must be
able to work on a loop iteration independent of other
threads. Otherwise, we might get wrong results. Keeping
this in mind, we tried to parallelize the two main
computations in our code: the particle mover and the field
solver.
A. Particle mover
Before we can move the particles, we need to know
what forces are acting on each particle. This force is
derived from the surrounding electric field. However, this
is not so trivial. It is important to understand that cells in
the plasma region form a grid and the potential and
electric fields are calculated only at these "grid points".
The particles obviously can be anywhere inside each cell.
Hence to find out the exact force acting on the particle we
perform an interpolation process called 'gathering'. We
take the field values from the two boundaries of the cell
in which the particle belongs, and interpolate them to the
exact position of the particle. A typical particle mover
algorithm would be something like:
1. Gather field at particle position
2. Calculate new velocity using field
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3. Calculate new position using new velocity
As can be seen in the particle mover algorithm, each
thread can now be assigned to a single particle as each
particle moves independent of any other particle. Hence,
it is a very 'parallelisable' algorithm.
One should also note that the GPU has its own memory
space. Before any computation can be done on it, the
required memory needs to be transferred to the GPU.
This transfer is generally the bottleneck for a GPU
application. You can imagine that the transfer of the
position and velocity data of a million particles will take
a lot of time. Hence, we decided to create the particles in
the GPU alone to avoid this memory transfer. We also
implemented an optimised algorithm for particles that go
beyond the plasma region using a Boolean array to flag
particles alive/dead. This aids in vectorised processing in
GPUs.
B. Field solver
For the field solver, we can find a difficulty on this
parallelization and it comes from the discretization of the
equations. To calculate the electric potential, the code has
to compute the solution of a tridiagonal matrix system
which comes from the Poisson's equation, and this is a
very sequential calculation. There are many algorithms
designed to do this calculation, but CUDA comes with a
library called cuSPARSE [6] for algebraic calculations in
GPU. This library contains a function which calculates
the solution for this tridiagonal system. The
parallelization process for the rest of computations of the
field solver part is similar to the particle mover, but in
this case, each thread is assigned to a grid point.
In summary, the parallelization of the field solver follows
the next steps:
1. Solves the tridiagonal matrix using an external
library.
2. Corrects electric potential with the boundary
values.
3. Calculates the electric field with the electric
potential.
V. HETEROGENEOUS COMPUTING USING STARPU
Now, we can make even better use of our computing
resources if we can use both the CPU and GPU for
computation [7]. This is done by creating tasks or
'codelets'. These are just some additions to the existing
code which assigns all the Processing Units (CPU/GPU)
certain tasks to execute: in our case, particle mover and
field solver. This was done using StarPU [8], which is a
software tool which can schedule tasks to run on
heterogeneous architectures (CPU+GPU) (see Fig.2). All
memory transfers and allocations in the application is
done by StarPU itself, which saves some amount of code.
Also, asynchronous tasks can be run on multiple
processing units, with each task working on a data subset.
All these possibilities were implemented on our field
solver and particle mover functions.
We have to note that the two last steps are independent
and, consequently, efficient for GPU calculations.
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toolkit and hence does not need to be installed separately.
You can see below in Figure 3 the timeline for our fully
GPU version of SIMPIC
Some observations from the timeline in Figure 3:
 We can see very minimal data transfers between
the host and device. This justifies our optimized
data transfer algorithm.
 We see that the particle mover accounts for close
to 70% of the compute time whereas the
remaining compute time is taken by the cuSparse
matrix solver for fields.
 This shows that we have been able to incorporate
the two main computationally intensive parts of a
Particle in Cell code in GPU.
VII. PROFILING STARPU SIMPIC VERSION
We used an external tracing application FxT for
tracing purposes. The resulting trace was visualised using
the ViTE visualization program [10].
You can now see the profiling timeline for our application
in Figure 2. Some observations from the figure.




Figure 2 Comparing performance of various accelerated versions of
SIMPIC. Up: Runtime Plot of the Particle Mover against number of
particles. Down: Runtime plot of field solver against number of cells.
The NVIDIA Tesla K80 accelerator in the GPU node of VIZ Cluster

VI.

PROFILING SIMPIC GPU VERSION

We used the NVIDIA Visual Profiler [9] to visualize
the profiling done on the full CUDA version of SIMPIC.
The NVIDIA visual profiler comes along with the CUDA



We can see explicitly the memory transfers from
the CPU memory to the CUDA memory as the
white arrows.
The green bars indicate the StarPU tasks. The
first task is the GPU particle mover task and the
smaller green bar later is the field solver GPU
task. The red parts indicate that the PU is idle.
Note that there are no explicit memory transfer
calls in our code. All the required memory
transfers are transferred by the StarPU memory
management and Scheduler by itself.
The timeline looks very similar to our GPU
version. This is to be expected as this is
essentially the same code but the kernels are
executed as StarPU tasks.
VIII. RESULTS AND CONCLUSION

Figure 3 Timline of One Time Step of our full SIMPIC GPU vesrion
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Figure 4 Timeline for StarPU particle mover task

Our benchmarks of the SIMPIC versions show that the
GPU versions have much better performance than the
CPU version. The GPU particle mover shows a speedup
of greater than 5x, which is to be expected as the particle
calculations are well parallelised and the CPU-GPU
memory transfers have been optimised. However, this
speedup seems to saturate as we increase the number of
particles above 105 particles.
In our code, the calculation of charge density is also
included in the particle mover function. This density is
calculated by extrapolating the charge of a particle located
within a cell to both the grid points of the cell. However,
this process is not very independent as different particles
could add to the charge density at the same grid point.
Hence, this calculation limits the performance of our code.
With regard to this, it can also be observed that the
number of particles per cell (PPC) affects the speedup.
This could mean that the performance would be better if
we have more number of cells for a given number of
particles. On the other hand, the CPU-GPU memory
transfer of the bigger density arrays associated with larger
number of grid points also requires more time. Hence, we
observed that there is an optimal number of particles per
cell which would give us the best speedup for the particle
mover.
On the other hand, for the field solver, we see that the
GPU version is slower than the CPU one for low grid
points, and it is faster for a high number of grid points.
This time consumption mainly comes from the tridiagonal
solver which is not efficient in GPU for low number of
grid points but its calculation time remains more or less
constant with the number of grid points. However, for the
standard grid points that are used in this kind of
simulations, which are usually low, the best overall
performance comes from the GPU particle mover and the
CPU field solver. We also have to note that the most time
expensive part of this code is the diagnostic savings while
also increases particle mover and field solver
computations.
Our StarPU version of SIMPIC shows good speedup
when compared to the CPU version. However, this is not
as much as our CUDA-only GPU version. The particle
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mover runtimes for the StarPU version are slightly faster
than the GPU version. This is because the StarPU data
management is more efficient at data transfers. However,
this advantage is negated when the runtime of the entire
code is considered. This is because of the additional
overhead of invoking the StarPU library and launching
tasks. However, StarPU enables portability of code. It can
be run on multiple architectures without any changes in
code.
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Abstract – A method to resolve the components of multiexponential decay based on a combination of the Knutson
Global method and linearization by numerical integration is
presented. The method is general, numerically robust and
fast (practically real time). Removal of ill-conditioning
through use of a Global approach, noise attenuation and
method flexibility are analyzed in detail. The applicability
of the method in the analysis of relaxation processes, such as
fluorescence spectroscopy and medical imaging, is
presented.
Keywords – fitting; exponentals sum; linearization

I.

INTRODUCTION

Multi-exponential decays are most often the result of
parallel, independent relaxation processes, like
radioactive decay of a mixture of radionuclides,
relaxation of fluorophore mixtures and parallel chemical
reactions of the first order. Finding the components with
close decay constants in a multi-exponential signal is
inherently an ill-posed inverse problem because of nonorthogonality of the exponential functions. The result is
very sensitive to noise level and optimization methods.
The general solution to the problem of separating
exponentials based on a combination of the Global
method and linear approximation through repeated
numerical integration has been developed and tested on
simulated data. The algorithm is of the least squares type
with the possibility of using non-negative constrains.
Stable linear approximation avoids problems of supplying
initial guesses, local minima and nonproductive
iterations. The Knutson Global method combines
different data sets of the same relaxation process and
effectively removes ill-conditioning from the system of
linear equations. The example of such data sets is the
fluorescence relaxation process for two or more
fluorophores simultaneously monitored at different
wavelengths. This type of data would have the same
decay constants (exponential terms), but different preexponential terms.
The Global method type of general solution for the
problem of separating individual exponential functions
uses an assembly of their summary experimental signal.
Use of multiple curves is a logical continuation of our
previous paper which developed general solution for a
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single experimental curve at a time [1]. The single curve
method was inspired by Fosse’s paper in which just a few
of the simplest cases were presented [2]. Although Foss
stated that a general solution is possible, he didn’t present
one. In this paper we combine a general solution for single
curve data with multiple curve Global method by
Knutson,[3] while preserving the linearity of the problem.
However, the basic idea of the nonlinear Global method of
using parallel measurements of the same (fluorescence)
decay at different wavelengths and analyzing them all at
once to remove ill-conditioning from the separation of
exponentials remains unchanged in our approach.
II. THEORY
The development of linear approximation for single
experimental curve was presented in detail in our previous
paper [1]. Only final and matrix form will be presented
here and then the general least squares [4] solution for the
Global method will be constructed. The details are also
presented in the US Patent 7,088,097 [5].
The general solution [1] [5] is presented in (1) where
m is coming from combinations of N exponents, n at time.
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The matrix equation (2) contains single time series
data (M points) of dependent variable y(t) for
biexponential function, its multiple numerical integrals
and independent variable t. Vector p is the solution of a
linear least squares system from which decay constants k
and pre-exponential terms A are computed:

 0
 t2
 y1   ydt
  
 y2    t1
 ...   
 y   tM
 M 
  ydt
 t1

t1 

 p 
 ydtdt 1.0 t2   p1 
 2 

    p3 
  
  p4 
 ydtdt 1.0 tM 

0

1.0

 2

Equation (5) is a block matrix general solution for
linearized Global method. Index for vector y and system
matrix are of blocks coming form data sets (l=1,L). Blocks
in the system matrix contain numerical integrals and
powers of independent variable t. Vector p contains
blocks containing different parameters (k, A) and different
data sets. (l=1,L). Note that columns in the matrix
associated with subvector pk are densely packed because
decay constants are the same for all data
sets.

 y1   ∫1 t1 0
  
 y 2    ∫2 0 t 2
 ...   ... ... ...
  
 y L   ∫L 0 0

In this particular case (biexponential data), vector p is
shown in (3)

 3

To extend this analysis for the Global method we must
have multiple data sets from the same process with
variability in pre-exponential terms. In fluorescence
relaxation that requirement is achieved by following the
same process at different wavelengths. The decay constant
k will not be affected by measurement at different
wavelengths, but pre-exponential parameters A will be.
Computationally, that means the matrix columns
multiplied with the first half of vector p will contain the
same decay constants for all data sets and will be
completely packed. The matrix columns multiplied with
second half of vector p will be data set dependent. For the
example of a biexponential function like in (2), the Global
method linear system is shown in (4).
The system matrix is block packed with respect to data
sets. The first index in vector y represents the data set and
the second one the data point.
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RESULTS AND DISCUSSION

The example of analysis using the developed
methodology is presented using biexponential data. This
type of data is not possible to analyze for a single curve if
the ratio of decay constants is smaller then 1.5 and is very
difficult for ratios in range (1.5-2.0).
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 A1k2  A2 k1 

III.

 p 
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... 0  

p
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... ...  
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... t L   p 
 L, A 
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0.08
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0.06 0.08 0.1 0.12 0.14 0.16 0.18 0.2 0.22 0.24
k(1)

Figure 1. Logarithm of the least squares surface for first data set . The
minimum is located in boomerang shaped valey with flat bottom and it
is not posible to approach true minimum using gradient methods.

The plot in Fig. 1. is constructed using normal
equations with linear parameters eliminated and shows the
dependence of the least squares sum on decay constants k1
and k2. The single minimum is in each narrow, boomerang
shaped valley with flat bottom which prohibits use of
iterative gradient methods to find optimal values of k’s.
Similar picture for another biexponential data set with
the same decay constants but different pre-exponential
terms is shown in Fig. 2. Both plots exhibit the same
problem with boomerang shaped, flat bottom valleys.
However, the valleys on the least squares surfaces are
tilted differently in each figure and combining them in the
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Global method fashion produces a surface with a much
better definition of minima, as shown in Fig. 3. The
minima are in two innermost ovals in the plot.

curve containing biexponential data. In the light of
previous results and discussion, the Global approach
should have a better conditioned system matrix. Table II
summarizes the results. The condition number C is
computed from the ratio of largest and smallest singular
values of the system matrix.
The condition number C improvement for Global
method (data 1 & 2 combined) is more then the order of
magnitude as can be seen from the third row of Table II.

0.24
0.22
0.2

k(2)

0.18

TABLE II..

0.16
0.14
0.12
0.1
0.08

Data
set

σ1

σlast

1

6.66507555

1.00073284x10-3

6660.195

6.67635316

-3

5423.498

-2

242.1174

2

0.06
0.06 0.08

0.1

0.12 0.14 0.16 0.18

0.2

0.22 0.24

1&2

C

1.23100506x10

7.52228309

3.10687401x10

k(1)

Figure 2. Logarithm of the least squares surface for second data set. The
minimum is located in boomerang shaped valey with flat bottom and it
is not posible to approach true minimum using gradient methods.

The results so far have been for ideal data. As can be
expected, noisy data are more difficult to analyze. For
closely spaced exponentials presented here, a single curve
analysis sometimes fails, yielding non-physical
parameters. However, the Global method, even with just

0.24

TABLE III.

0.22
0.2

k(2)

0.18
0.16
0.14
0.12
0.1
0.08
0.06
0.06 0.08

0.1

0.12 0.14 0.16 0.18

0.2

0.22 0.24

k(1)

Data set

k1 = 0.23104906

k2 = 0.138629436

1
+
1%
Gaussian noise

-0.19456844

0.15001740

2
+
1%
Gaussian noise

0.26569474

0.17424628

1 & 2 + 1%
Gaussian noise

0.241164583

0.154677349

two distinct curves, will work better. The results are
summarized in Table III.

Figure 3. Logarithm of the least squares surface for both data sets. The
minimum are much better defined and easy to compute.

The synthetic data shown in previous figures are
generated using the parameters shown in Table 1.

TABLE I.

Data
set

A1

k1

A2

k2

1

20

0.23104906

80

0.13862943

2

80

0.23104906

20

0.13862943

The ratio of decay constants of 1.666 should produce a
high condition number of the system matrix for a single
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(fails)

IV.

CONCLUSION

The combination of linearization by numerical
integration and the Global method represents significant
improvement for both. For the method of linearization, the
Global method improves ill conditioning and produces
better accuracy. For the Global method, linearization
removes non-productive iterations, eliminates the need for
an initial guess, and enables direct instead of iterative
calculations of decay parameters.
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Abstract – We present a C++ template for writing branch
and bound algorithms that are efficient yet easy to read and
understand. The approach separates the logic of an abstract
methodology for dealing with large search spaces efficiently
from the concrete implementation of several algorithms. We
describe how we have designed and implemented an abstract
branch and bound method, both in sequential and parallel
version, and then used it to implement algorithms for finding k-clique, maximum clique, and listing all maximal cliques.
The algorithm for finding maximum clique is the main goal,
since we also have access to the code of a state-of-the-art parallel algorithm available, and we can use it as reference for
comparison with the new algorithm. From the experiments
on 36 input graphs of various difficulty and on up to 32 CPU
threads, we show that the new algorithm is not much slower
than the much more optimized reference algorithm. By developing two more algorithms on the branch and bound template, we demonstrate that the proposed abstract methodology is not only efficient but also easy to use, and can facilitate
the development of closely related algorithms.
Keywords – C++, algorithm, development, NP-hard,
graph

I.

I NTRODUCTION

The motivation for this work comes from experience in implementing algorithms for finding cliques from the field of graph
theory. Implementations of algorithms for solving similar problems should be efficient, error-free, and easily adaptable to use
in unforeseen situations. For efficiency, we use C++ programming language, so that our programs can be compiled on the target architecture, use C++ standard libraries with many highly optimized data structures and algorithms, and gain from extensive
optimizations performed by the compiler. For correctness and
adaptability we chose to reuse as much code as possible, avoid
having single algorithm adaptations require code modifications in
multiple places and having similar code in multiple places. One
approach that works well for code reuse in C++ is its template
feature [1]. Using templates, divide-and-conquer technique can
be used to turn complex algorithms into a set of basic algorithms,
which are simpler to understand and maintain. Unit tests for the
basic algorithms can be more easily written, can have a better
code coverage and are easier to understand. Furthermore, parallelization can also be implemented into the algorithms on a very
high level ob abstraction. We can contrast the listed benefits to
a more conventional style of programming, where a single algorithm is laid out, and optimized to the point where it is difficult
to modify or to adapt into a related algorithm. While execution
speed of such single-purpose code is difficult to match, its maintainability and adaptability are low.
There are several related problems that can be solved by algorithms from a single family. Although the algorithms are very
similar in functionality, a code written for one cannot be easily
modified to support another. Therefore, we design an abstract
layer which serves as a means to generalize the common parts
while leaving the details up for implementation. Furthermore, it
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forces the developer into following several patterns which enable
the whole generalization process.
In [2], a parallel maximum clique algorithm has been developed in C++. Its implementation is available online but it suffers
the single-purpose code design flaw. Therefore it is difficult to
adapt when facing even the slightest of functionality changes. If
one was to modify it into a k-clique algorithm, for example, that
would entail substantial changes throughout the code. Although
the code is structured, it requires the knowledge of several of subproblems that it solves and significant effort to understand.

A.

Graphs and clique algorithms

We use standard definition of graphs. Graph G is pair of sets
(N,E), where N is set of nodes and E is set od edges. Edge
e ∈ E is unordered pair {n1 ,n2 } where n1 and n2 are distinct nodes from N . Graph H = (Nh ,Eh ) is subgraph of graph
G = (Ng ,Eg ) if Nh ⊆ Ng and Eh ⊆ Eg . Graph G = (N,E)
is complete if ∀{n1 ,n2 } ⊂ N, ∃e ∈ E, e = {n1 ,n2 }. Graph
H = (Nh ,Eh ) is clique of graph G = (Ng ,Eg ) if H is subgraph of G and H is complete. Clique C = (N,E) is k-clique if
|N | = k. Clique C = (N,E) of graph G is maximum clique, if
for any other clique Ci = (Ni ,Ei ) of graph G, |N | ≥ |Ni |.
The so called maximum clique problem is a problem of finding a single maximum clique in a given graph. If there are multiple maximum cliques in the graph, then the problem states that
only one (any one) of the cliques to be found and returned to the
user.
The problem of listing (sometimes also called enumerating)
all maximum cliques is very similar. It only differs by requiring
that if there are multiple maximum cliques, that all have to be
found and a list of them returned to the user. This slight requirement difference makes execution time longer in almost all cases,
sometimes significantly so.
The last problem that we deal with in this paper is the k-clique
problem. This is the problem of finding one (any one) clique of
size exactly k. Note that this clique may be a part of a bigger
clique. Although the found clique has to be returned to the user,
this problem is usually solved just to prove or disprove that a given
graph contains a clique of at least size k, and the specific k-clique
that was found is of no interest.
There is almost no end to information about graph we might
be interested in. Maybe we could try finding the longest path in a
graph or we could search for the traveling salesman problem solution. Whatever the problem is, if two algorithms are very similar
on a high level then their implementation should be very similar
as well. Although there is no universal definition of very similar, we may consider the three problems listed above to be very
similar. Using the developed abstract layer, we will implement
the maximum clique algorithm first. Then, as we will show in
section II.D, modifying the working maximum clique code to fit
the other two similar algorithms will be very easy, straightforward
and elegant.
While the algorithms for finding a single maximum clique
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and for listing all maximum cliques are NP-complete, k-clique
algorithm is polynomial. In case that size of maximum clique is
known, a single maximum clique can be found in polynomial time
too. It is worth mentioning that this holds for the general case; if
we are dealing with graphs with specific properties that can be
exploited, much faster algorithms can be designed. A trivial example would be finding one maximum clique of graph with no
edges, where the answer is either {n1 } if the graph is not empty
or {} if the graph is empty. But we are concerned here with designing algorithms for general graphs.

B.

Branch and bound

Branch and bound (BB) is an old algorithmic design, originating in backtrack method [3], that can be used when the problem
consists of finding the best solution from a set of viable solutions
which can be organized in a tree-like structure. In such a case,
the brute force approach is to find the best solution by checking
all viable solutions, but when dealing with a combinatorial explosion of viable solutions, which is the hallmark of NP-complete
problems, such an approach would be too time consuming.
The set of all possible solutions is called search space, and if
it can be organized in a tree, where the solutions are either represented by nodes of or by leaves, it is called a search tree, The
main idea of BB is straightforward. The given search tree needs
to be explored to find the best solution. Exploring the whole three
would not be feasible. Instead we explore only as much as needed
and skip as much of it as possible to speed up the execution. A
subset of the search tree is called a branch but is in reality just
a smaller search tree, which lends the problem to recursive solution procedure. The recursive procedure for searching the tree is
called branching - the first part of the BB. Search is performed
in depth-first manner, but the tree is rarely searched in whole. In
each recursive call, a heuristic is used to estimate the maximal
possible quality of solutions in the given branch. Sometimes this
information reveals that a certain branch does not need to be further explored, since the obtainable solutions in it are worse than
a solution that has already been found elsewhere. Not always
though. This part is called bound, since it can bound or limit the
search space. Since we are working with branches, we call the
effect of bound pruning.
Choosing the heuristic for bounding is not trivial. On one end
we can do nothing, that is, estimate that arbitrarily good solutions
can be found in every branch. This will consequently explore the
whole search space and defeat the point of BB, but it can be useful
for testing the correctness of the algorithm. On other the end the
heuristic can return the exact result which will enable algorithm to
skip and prune all other branches except the one holding the best
solution. Unfortunately such a heuristic will be necessarily time
consuming and we will loose all the benefits from the reduction
in searched space. The heuristic, which will lead us to overall the
fastest algorithm lies somewhere in between.
One way or another we need to take care that the algorithm
as a whole is finite. Normally, each recursively spawned branch
covers a smaller part of the search space than the parent branch,
therefore at some point we end up with an empty branch and we
finish naturally. When this is not the case, e.g. when the search
space is infinite or a general graph instead of a tree, we must implement some mechanism which will ensure us we finish.
BB is usually used when we want to find exact solution. Approximate algorithms are usually specialized, can be much faster
and do not fallow idea of BB nicely. Nevertheless, one way of
modifying the BB is to use a ”too strong” bounding heuristic,
which bounds the search space better and consequently decreasing time, but for the price of possibly pruning the branch with the
exact best solution.
Algorithms we want to solve with BB are normally at least NP
complex. Therefore one should not expected to get polynomial
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time using BB, but something like O(cbn ) is possible. Nevertheless, having smaller base b of exponentiation in big O notation of
time complexity compared to some other algorithm, can reduce
execution time considerably or help tackle larger problems. In
real-life use even if we only manage to reduce the constant c it
can be very valuable.

C.

Branch and bound parallel

No algorithm is ever too fast. When we have done all that
can be done to make a sequential algorithm as fast as possible,
the next logical step is to make it parallel. Modern CPUs have
multiple physical cores with some form of simultaneous multithreading possible, meaning parallel version can further decrease
the execution time. We modify BB algorithm slightly to make it
run in parallel. We call this version Branch and Bound Parallel
(BBP). To make the development easier for users, we have designed an almost identical interface for BBP, as we have had for
BB. That way, once the user gets his algorithm to work with BB,
they have a small step to make it work with PBB too. The main
additional requirement for BBP is the implementation of function
may_create_task, which helps the algorithm in deciding which
tasks are good candidates for offloading to another thread.
In BBP, when we are branching, we can either make a recursive call on a branch in the same thread as in BB, or we can
schedule its execution in another thread and continue on the next
branch in current thread. In general, based on the problem we are
solving, subbranches can be more or less dependent and possibly
use shared variables. Being as independent as possible is crucial
for parallel execution, since shared variables can cause race conditions or worse [4]. Protection of the shared variables increases
execution time, sometimes dramatically.
The threads executing BBP require access to the latest results
found so far to improve the bounding condition, therefore they
are not completely independent. Even after we get our code to a
state in which it works correctly there is still a problem of efficiency. Not enough protection for shared variables and we might
get race conditions. On the other hand if we protect them too
much we might get deadlocks, starvation and other similar problems. Which is another great reason to have all the parallel code
concentrate in one part of the code, preferably the most abstract
one.
This is main reason why for each element of branch the only
real work BB method and BBP method by extension do is store
the best known solution. Problem-related work is of course done
by the code called from BB, but not by the BB itself. That way
the only shared variables in BB are the best known solution and its
quality. Note that the quality is stored separately for performance
reasons - since the method is designed to be general, it cannot assume that the calculation of quality is trivial and should therefore
store it to avoid recalculation. It does not assume anything about
how the quality is stored though, it may be a floating point number or an integer, either with arbitrary representation. It does not
even have to be a scalar, it only requires a total order relation can
be applied on the type, or more loosely in C++ terminology, its
instances can be ordered using operator< (C++ has no way of
testing whether the provided order operation is total or only partial). For many branch and bound algorithms no other variable is
required to be shared.

D.

C++ and its template system

For writing algorithms that require maximum performance either for production or in research, developers often use C++ programming language. This language strikes a good trade-off between functionality and performance.
The code in C++ is compiled on the target architecture, standard libraries include many highly optimized data structures and
algorithms, and compilers are able to perform extensive code op-
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set of elements, though not necessary, since in some cases
there can be more efficient representations. Note that a tree
of all viable solutions would be exponential in size, and
therefore unrealistic to store in memory. Since all solutions
usually come from some combinatorial mix of much more
densely packed information, they can usually be represented through some intermediate information, from which
specific solutions can be generated per request.
3. Solution - This type represents a single valid solution.
Normally this is just a more condense version of an element.
4. SolutionQuality - This type represent the quality of solution. Since it will be used to compare solutions, it is required to have total ordering.

timization. The language itself is not bound to the use of a single paradigm and supports various coding approaches and techniques. There is a price to pay, though; the language has a steep
learning curve, requires attention to minute details of the code,
and the compilers sometimes produce poorly readable error messages. Especially difficult to write is highly abstract code that can
be adapted to many uses, and must be able malleable to specializations. General code is primarily achieved in C++ using templates.
The template system in C++ allows for generic programming,
that is, programming where specific types and functions are to be
specified only later, and the written abstract programs must be
able to work with different sets of types and functions. A combination of templates, and the specific types and functions to be
used in them are resolved at compile-time, further extending C++
ability for writing very efficient programs.

and functions:

To increase performance further we want to implement parallel version. While the newest c++ standards have good amount
of mechanisms we might want to use in parallel code, they can
introduce errors we might not be familiar with, thus further complicating the whole code writing process. This is especially true
for the latest C++20 standard, which is not yet fully supported on
all the compilers and platforms but includes concepts, the newest
abstraction mechanism. In the presented work we only use C++17
standard [1] and try to assist the user with abundant comments.

1. is_correct_solution - Takes solutions and checks
some of its properties. Mostly used during the development to help debug. In the final version it can be reduced
to an empty function, which will help the compiler optimize it completely out of the generated code.
2. empty - Returns true if given branch doesn’t have any
more elements that need to be explored. False otherwise.
3. pop_front - Takes an element from the given branch, but
does not delete it yet.
4. quantify_element - Returns the quality of solution for
the given element.
5. replace - Replaces the stored best known solution (or a
solution set) with a better one induced from the current element.
6. partion_new_branch - Creates subbranch from current
branch and deletes current element from it.
7. bound - Bounds the given branch, i.e. prunes it.
8. add - An optional function only required when searching
for multiple best solutions. When the solution is a set of
solutions, it adds the solution to the set.

Using our implementation of BB or BBP eliminates many of
mentioned c++ specific problems for the end user. Furthermore
it greatly reduces the requirement of familiarity with parallel programming for the user, since all the parallel code is already specified, and the user’s code only needs to not break it – which is arguably easier that writing it from scratch. Since the authors of this
paper did write both, the parallel and generic part and the specific
implementation, they can contest to the specific implementation
being the easier part by far.

II.

M ETHODOLOGY

In subsection I.B we tried to represent the most general idea of
BB. If we generalized it mo the extreme, we would end up with
a function that calls user supplied branch and bound functions,
which would be less than helpful. That is why the abstract layer
is not written in a completely general manner but rather in a minimalistic way which supports some algorithms nicely but might
not be suitable for others. Testing how well it works with other
branch and bound algorithms is unfortunately beyond the scope
of this paper.
BB implementation attempts to enforce the branch and bound
pattern and supports its main functionalities through a verbose
but straight-forward manner. It requires the user to implement
several functions, which perform a single task each, even when
they could be joined into a group of related tasks. This helps the
developer in understanding of the functionalities and guides them
to writing readable and well structured code. The side-effect of
the explicit code is a possible loss of performance and additional
work in some cases, but it forwards our goal, to be user friendly,
very general and easily extendable. There are parts of code where
individual algorithms could take shortcuts, use less variables, and
perform tasks more efficiently if not for the pattern they have to
follow within the given template.

A.

Branch and bound template

BB is designed as a templated interface. It accepts type
Method, which must define the following types:
1. Element - Basic type representing an element of search
space.
2. Branch - This type represents all the elements we are exploring inside current recursive call. A subset of the search
space in other words. This could be simply a vector or
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Inside BB we have two shared variables.

In variable

temp_solution we store the solution with highest quality we
found so far, while in temp_solution_quality we store its

quality.
The main function of BB is branch.
It takes
current_branch as input. In a loop, it takes elements out
of current_branch until it is empty. For each element it checks
it quality. If it is higher than the temp_solution_quality
it replaces temp_solution with new solution. If method has
requires_multiple_solutions and the quality is not higher
it also checks if the quality is equal. If it is, then it adds the
solution from the element to temp_solution with function
add. Now it creates next branch from element with function
partion_new_branch and recursively calls branch on it. Finally it bounds current branch and completes the loop.

B.

Parallel branch and bound template

Branch and bound is almost ideal for parallel execution. Nevertheless there are still some caveats inexperienced users might
have problems with should they decide to implement it themselves. In order to have parallel code we need something that can
create new threads. Standard C++ library provides class thread for
this purpose. Unless we have completely independent threads we
will also have to use some sort of constructs to prevent race conditions, for example mutex, atomic variables, semaphores... Race
conditions are hard to detect and fix. It is worth mentioning that
parallel C++ code is still used very rarely nowadays so finding
similar problems with parallel implementations is difficult.
We do not enforce or check if the functions from Method are
reentrant, since this is not possible in C++. Shared variables di-
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rectly inside BBP are either atomic or protected with mutex.
Creating new thread creates some overhead. If the branch’s
size is bellow certain threshold it makes more sense to process it
in the same thread. Creating more threads than CPU natively supports might will not make the algorithm any faster, on the contrary
it will often cause the opposite. Scheduler will have more threads
to switch, and even more importantly, CPU will clear its cache
more often due to switching threads, which can drastically decrease performance. In the proposed implementation, the whole
process of spawning and coordinating new threads is independent
of branch and bound. That is why we try to separate it as much as
possible and use custom made thread pool.
Implementation of BBP is split into three classes;
BranchAndBoundPar, WorkerPool and ParallelSolver, as

can be seen from the architecture shown in Figure 1.

all modifications to those two variables might cause undefined
behaviour. To protect the temp_solution we use mutex. We
only need to acquire mutex when we find a better solution, therefore only when using function replace or add. On the other
hand temp_solution_quality_atomic is used very often.
Therefore having mutex to protect it would cause a lot of waiting
and would remove us from our goal of fast execution. Instead we
make the variable an atomic. That way allows for slight errors
though; when we update temp_solution_quality_atomic in
one thread, another thread might still get its previous value. This
happens very rarely, and when it does, the only drawback is a
little overhead - for one recursion the method might observe a
larger search space than it might realistically be.
Another change in BBP compared to the sequential version is
that now we don’t always do recursive calls in the same thread.
We call a user implemented function may_create_task whose
main purpose is to prevent putting very small tasks in Queue
for which it would be more efficient to be solved than copied
into tasks. If the task is not too small we call set_task on
worker_pool. If it is too small we call function branch in the
same thread.
BB interface is designed in a way that all user implemented
functions in Method for BB should naturally be reentrant and
therefore usable for BBP. We design BBP to not use any protection at all when using functions from Method and to assume that
all the problem-specific code is fully reentrant and either protects
its shared variables by itself or has all of its variables thread-local.
Based on the problem we are solving, if needed, the optimized implementation can have some variables shared among the branches
inside Method, but its up to user to protect them.
Note that if we run BBP with 1 thread, the path taken through
search space will be identical to the one taken by BB, but there
will be a slight computational overhead for BBP because of the
added thread management.

C.
Figure 1: The architecture of BBP.
ParallelSolver is a template that takes a pointer to
Solver instance. In our case this will be BranchAndBoundPar.
It also creates its own WorkerPool object. ParallelSolver is

simply a wrapper around the other two.
WorkerPool has two main pain parts. First one is a FIFO
queue. There will be stored branches waiting to be explored.
Another one is the actual pool of workers. They will be taking
branches from the queue and solve them in parallel. Inside the

WorkerPool we call branches tasks. We want some tasks in the
queue at all times, so that when a worker finishes there is already
a task waiting for them. But having to many would cause unnecessary copying and having small tasks would cause the overhead
of creating tasks to outweigh the benefit of parallelization. When
set_task is called, we check the size of queue. If there are less
than n2 tasks available we enqueue the newly created branch. Otherwise the thread processes it by itself. There is no mutex for protecting the check, but is not really required, as the check is atomic
and the exact queue size is not of critical importance. Therefore
it is theoretically possible for multiple threads to see the number
of tasks as insufficient and add new tasks, enqueuing more tasks
than necessary.
All workers have a pointer to the BBP class. They wait until
there is task in queue for them to process or the flag to end execution has been set. When they get a task, they call solve from
BBP. Once they are done they try to get another task and so on.
In BranchAndBoundPar we have two shared valwe need to protect.
temp_solution and
temp_solution_quality_atomic. Without any protection,
ues
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Maximum clique

The general idea of this algorithm follows closely the idea described in [2], which in turn builds on a rich history of maximum
clique algorithm development, starting somewhere in [5]. The
idea is that each of the nodes N either is in the maximum clique
or it isn’t. We explore both options for all nodes. We build our
maximum clique incrementally. We start with an empty clique
which will be a sub-graph of the final result, and a set of nodes
that can be added to it, which are initially all the nodes of the
graph. We process these nodes recursively. First we choose a
node from the set of available nodes for expansion, i.e. the nodes
that are connected to all the nodes in current clique, and we call
it current node. Then we have two options of how to process the
current node, which we explore one after the other.
In the first option we add current node to current clique, and
we process the set of nodes for expansion - we only keep the nodes
that are neighbours of current node in the set. Then we recursively
process the remaining nodes if there are any. If there are not, we
have found a maximal clique, i.e., a clique which can no longer
be increased in size. We compare it to the largest maximal clique
we have found beforehand. If the old clique is smaller, we replace
it with the new, otherwise we discard the new.
In the second option we discard the chosen node and leave the
set of nodes for expansion unchanged, then we again recursively
process the remaining nodes if there are any.
Now we modify this algorithm to include the bound part of
BB. Besides the set of all nodes that we can add to clique (all
nodes in this set are connected to all nodes in the clique and therefore adding any one of them to the clique would create a larger
clique), we have a separate ordered subset of nodes. In it we hold
the nodes that seem good according to the heuristic and will be
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processed in this step of recursion. We call this set quality candidates. We still keep the previous set since on the next step of
recursion some nodes currently being labelled bad might become
good. Before we recursively explore the first option, we calculate
the heuristics for the size of maximal clique we can achieve by
adding this node. Only if the result indicates only a larger clique
than the currently largest known can be obtained, we will explore
this branch. This is our bounding condition, which increases the
performance substantially.
For the bounding heuristic, we use greedy node coloring,
which assigns numbers to nodes, each number representing one
color. The rule for coloring is simple, no two nodes that share
an edge can be of the same color and we wish to minimize the
number of used colors. Note that a clique of size q may not be
colored by less than q colors. Therefore, the chromatic number
(the number of used colors) we get from the coloring is an upper
bound on how much we will be able to increase the current clique,
using the given set of nodes. Since we are searching for the exact
maximum clique, it is crucial that we don’t skip a branch, which
would lead to maximum clique because of the wrong heuristic.
This is the reason that the heuristic that returns an upper bound to
the clique is a good one. On the other hand, if a heuristic returned
a number lower than the actual value, it might cause the algorithm
to skip the branch which holds the best solution.

1)

2)

We define a class MaxClique, which implements functions
required in BB in the way that will align with the algorithm explained above.
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Functions

1. is_correct_solution - It tests if all the nodes in vector
are connected and therefore a clique. It doesn’t test if it is
the maximum clique.
2. empty - Because of the chosen optimal representation of
Branch, the function empty includes also the semantics
of bound. Therefore, it first tests for a flag that the given
branch has been searched in full; if the flag is found it returns true, else it tests also for bounding condition, i.e. if
nodes from quality_nodes are colored with enough colors to warrant further search.
3. pop_front - This function does not change the Queue
passed as the parameter, because of the way we store the
possible solutions cannot express removing a single solution. It only return the current clique as the Solution.
4. quantify_element - Returns the number of nodes in
current clique.
5. replace - A simple assign.
6. partion_new_branch - First we check if there is an node
left in quality_candidates. If there is none we set an
internal flag for this branch to be empty; the flag will be
checked in function empty. If there are some nodes left we
move the top node from quality_candidates to current
clique. From remaining_graph we keep only nodes that
are connected to the node we just added to clique. Finally
we color these nodes and keep only the ones that have the
potential to survive the call to empty.
7. bound - Here we don’t do anything since its semantics is
implemented in empty.
8. may_create_task - Returns true iff quality_candidates
have more than three elements. False otherwise.

Notice that c = (nπ(1) ,nπ(2) ,...,nπ(N ) ) is the same clique
for any permutation π. As long as node in maximum clique is
eventually added to it we will get exact solution. The order in
which the nodes are added to the clique therefore does not matter.
We use this to our advantage and add another improvement in the
expansion procedure. Instead of processing a nodes in sequence
of their numbering, we sort them by the color assigned at the last
coloring and then process them from largest color number to lowest. Nodes are guaranteed to have at least as many neighbours as
their color number and thus the nodes with largest color numbers
are more likely to be a part of the maximum clique. As we process
the nodes we eventually reach the first node which doesn’t have
a large enough color to be able to sufficiently increment current
clique and we can discard it and the rest of nodes from further
evaluation in current branch. As we mentioned before, the order
of adding nodes to current clique doesn’t matter. Therefore the
sorting of nodes is arbitrary from the viewpoint of the result correctness. Some of the nodes from the maximum clique may easily
be colored with a low number color and therefore discarded at one
point of the search but the algorithm guarantees that they will be
considered in an overall better combination of other nodes at some
other branch.
Furthermore, the order of nodes influences the quality of the
greedy coloring algorithm. Note that minimal node coloring is
an NP-hard problem by itself, therefore it would make for a poor
heuristic. Greedy coloring algorithm, however, only attempts to
find a local minimum in the number of colors used, using a greedy
approach to coloring, as its name suggests. It colors the nodes in
sequence, assigning each one the minimal color number available
at the time. While the result is not optimal it does produce a valid
coloring, and is has only quadratic time complexity with respect
to the number of nodes it operates on. It is known that greedy
coloring is sensitive to ordering of nodes [6], therefore we sort
the nodes of input graph prior to starting the above described recursive procedure. We sort the nodes in descending order relative
to their degree, which is a simple sorting technique but proven
to be effective. A more advanced initial sorting is a subject of
considerate research and is of topic for this article.

Types

1. Branch and Element - We implement Branch as a triple
of clique, remaining nodes remaining_graph and vector of nodes we are adding on this level of recursion called
quality_candidates. Element could be a triple of current clique, remaining nodes and the node we will add.
Current clique and the remaining nodes are not required,
since we already have them in Branch. The node we
will add in this step is simply the node from the top of
quality_candidates. After each step we remove top
node from quality_candidates. Therefore the Branch
and Element can be the same structure.
2. Solution - A Vector containing nodes in clique.
3. SolutionQuality - An int representing the number of
nodes in clique.

Note that when used in the parallel method, several constants
or immutable variables are shared among the threads - these are
the description of input graph, i.e. the neighbourhood of each
node in the graph, and the number of nodes in the graph. Since
these are immutable, race conditions are not possible and shared
access is not an issue.

D.
1)

Other algorithms
Maximum clique enumeration

Instead of searching for only one clique of maximum size, we
search for all of them. As before when we were looking for one
maximum clique we are building cliques recursively. First, instead of holding one largest known clique, we hold a set of cliques
of the largest known size. Then we make a change in the comparison of current clique size to the largest known. If current clique is
larger, we discard the old set of largest cliques with a new set that
only holds current clique. If current clique is of the same size, we
add it to the set of largest cliques.
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k-clique

The problems of k-clique and maximum clique are closely
related [7]. We can define the maximum clique as k0 -clique. If
k0 < k then we cant find k-clique. If k = k0 then the maximum
clique is our k-clique. But if k < k0 then the maximum clique algorithm will return too big of a clique and we could remove some
nodes to get k-clique. With a slight modification to the algorithm
however we can do this more efficiently. When we are in the process of searching for the maximum clique, the best clique found
so far always increases in size for one. At some point of finding
the maximum clique we must have found a clique of size exactly
k. So whenever we find a bigger clique we simply check if it is of
size k and we end the search there.

III.

R ESULTS

Although the algorithms and the abstract branch-and-bound
layer were co-developed, they are still not optimal in terms of
performance. We demonstrate the performance of the algorithms
on several experiments and compare it to one similar state-of-theart implementation. We present the results evaluated under two
metrics. First is the inspection of code with some subjective measures. Second is the analysis of execution times for the three implemented algorithms, with the emphasis on speedups and scalability. Execution times of the parallel maximum clique algorithm
are also compared to the reference algorithm and the differences
are explained.

A.

Reference algorithm

To evaluate the developed abstract methodology, we must
contrast the implemented algorithms to reference algorithms,
which must be very similar or even equivalent in terms of functionality. Since we only have access to a comparable maximum
clique algorithm [2], we only select that one as reference. The reference algorithm is parallel branch and bound and adaptive in the
sense that offers the user a selection of building blocks to choose
from. For example, the user can choose to represent a set of nodes
either with a bit-set or as a list of nodes.

B.

Code complexity

The complexity of code is difficult to estimate as it is partially
subjective. We will not make any conclusions on the account of
the number of lines of code or the amount of abstractions used.
While the former are less and the latter are more for the newly
presented methodology and maximum clique algorithm in particular, the reference algorithm is more optimized and it includes
some additional functionality. Comparison to the code of reference algorithm is therefore moot.
Instead, we can demonstrate that the one of the objectives of
our approach has been met - the abstract methodology can be used
to implement related algorithms with relative ease. We have implemented two more algorithms by adding very little code. Furthermore, all the code we added was separate, none of it required
changes to the abstract layers of the algorithm. Therefore all the
future improvements to either branch and bound methodology
(e.g. a distributed implementation) and to graph handling (e.g.
the inclusion of a more specific node set class), can be made on
the abstract layer and should simply propagate to all the implementations.
That said, we must emphasize that the abstract branch and
bound has been co-developed with clique-based problems in
mind. For example, the option of returning multiple solutions
would have been missed if it was not for our prior goal to implement an algorithm that returns multiple solutions. It is reasonable
to believe that adding more algorithms would require modifying
or adding more specifics to the implementation of the abstract
layer. However, we believe that such modifications to the abstract
layer would demand very little changes in existing concrete algorithm implementations and would be relatively easy to implement.
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Relatively here is referring to the considered difficulty with which
they would be implemented in the more monolithically designed
reference algorithm.
In addition, the presented implementation was not without
difficulties. The general design of branch and bound, implemented in C++ template system, does not fit perfectly with the
state-of-the-art clique searching algorithms. A good example of
their miss-alignment is in our implementation of functions empty
and bound, the functionalities of which we found difficult to separate in the domain of graphs and cliques in particular.

C.

Execution time

For the experimental part of results, a computer platform
based on a AMD Threadripper 2950X, a 16-core 32-thread processor and 32 GB of RAM was selected. The computer was running Ubuntu 20.04 desktop and was kept idle apart from running
the experiments. To measure the speedup on equally powerful
cores, regardless of how many cores are in use, we have disabled
the dynamic frequency boost of the computer and set a fixed frequency of 2.2 GHz for all cores.
We executed algorithms on 36 graphs from DIMACS second
challenge, which targeted clique algorithms [8]. In the reported
time we do not include the time required to read input files, not
the initial preparation of graphs. Besides the execution time, we
chose to observe another important metric of how much of the
search space was explored, i.e. we measure this with the number
of calls to function color, which performs greedy coloring and
is the base for bounding the search space. Except when explicitly
said otherwise, by reference algorithms we have in mind sequential and parallel versions of the algorithm for finding maximum
clique and by new algorithms we have in mind the corresponding version of newly developed BB- and BBP-based algorithm
for finding the maximum clique.
Let us first focus on the performance of BBP compared to
BB. There is no parallel search space overhead on 1 thread compared to sequential algorithm, since the sequence in which the
search space is explored is identical in both cases. While we get
some differences in execution time when using BB or BBP with 1
thread, numbers are well within the margin of error and are negligible as shown in Figure 2.
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Figure 2: Parallel execution time overhead.
In Figure 3 we plot the parallel speedups individually for each
input graphs. On most inputs we get an almost linear speedup, but
there are some cases where speedup is either highly sub-linear or
super-linear.
Note that the order in which we explore the search tree
changes when we use more than 1 thread, which in turn influences the amount of search space explored and consequently the
time needed to finish. When we multiply execution times with
appropriate relative search space changes, we get the graph that
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we plot in Figure 4. Unfortunately we have not really managed to
achieve super-linear scalability.
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Figure 3: Parallel speedup compared to the sequential algorithm on various input graphs as a function of the number
of threads. Each line represents a different input.
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Figure 6: Search space size of the new algorithm relative
to the reference.
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Figure 7: Combined absolute times across all input graphs.
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Figure 5: Speedup relative to the reference algorithm.
Next we focus on how the new maximum clique algorithm
performs compared to the reference. In Figure 5 we are looking
at the speedup compared to the reference algorithm. We can conclude that again, the results vary greatly based on the input graph.
Both the reference and the new algorithm have an almost linear correlation between execution time and the number of colorings. The initial sorting of nodes is different in the reference
algorithm than the new algorithm. Initial sorting has a large impact on the variation in relative search space explored which in
turn has a large impact on speedup. Therefore it is only expected
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Figure 4: Speedups normalized with search space size.
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If we average the speedups across all the input graphs, the
new algorithm executed on 1 thread has the relative slowdown of
approximately 35%, while executed on 32 threads this drops to
just 6%. If we average execution times instead, then on average
the new algorithm requires 1.8 − 3 times more time compared to
reference as is shown in Figure 7. On the other hand, on average across all input graphs, the new algorithm explores a search
space approximately 45% smaller, as indicated by the number of
performed colorings shown in Figure 8.
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that the algorithms that differ in initial sorting method will explore search spaces differently. We show how the relative search
space changes as a function of the number of threads in Figure 6.
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Figure 8: Combined number of colorings across all the input graphs.
Let new be the new algorithm for maximum clique, mca a new
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algorithm for finding all maximum cliques and kc be a new algorithm for finding k-clique. When searching for k-clique we look
at 3 different scenarios in which we vary k to be either |mc| − 1,
|mc| or |mc| + 1, where mc is the maximum clique for the corresponding graph. We measure the time required for the algorithm
to either confirm the clique of size k exists or does not exist (as
is the case for k=|mc| + 1). We show the comparison of execution times in Figure 9 and make several observations that we list
below. The combined execution time across the input graphs is
only slightly higher for mca than for new. Perhaps surprisingly,
searching for the clique of size |mc| + 1 takes slightly more time
than finding the maximum clique. Finding the clique of size |mc|
with kc on the other hand is much faster, because from the bounding condition is much stronger from the start and therefore the
explored search space is much smaller.

new
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k = |mc|
k = |mc| + 1
mca

Total time [s]

25000
20000
15000
10000
5000
0

1

2

4
8
Number of threads

16

32

Figure 9: Combined absolute times across all the input
graphs for the various scenarios and algorithms.
The mca algorithm experiences on average an almost linear speedup on the tested input graphs. In contrary, as can be
seen from Figure 10, the kc algorithm for k = |mc| experiences
speedup varying with the input graph instance and even slowdown
on several tested graphs. The likely cause of the latter is likely not
the algorithm itself but the very low execution times (about one
order of magnitude lower than mca execution times), which cause
the thread management overhead to surpass the calculation time
in several cases.

We performed extensive experiments on a modern computer
architecture with 16 cores and 32 hardware threads on 36 different
input graphs, to show the difference between the new maximum
clique and the reference algorithm. The results have shown the
new algorithm on average to be slightly slower but also to bound
search space better. There was little to no difference in the algorithm scaling up to 32 threads.
For further work, we already identified the option of replacing FIFO queue used for storing tasks for the parallel algorithm
into a priority queue. The number of remaining elements in a
branch that are allowed for the branch to be enqueued in tasks is
also a parameter whose value is currently set according to a very
small number of preliminary tests and should change in the future. If this number could be auto tuned by the algorithm itself,
that could cause significant additional speedups.
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BIOMEDICAL ENGINEERING

A Model for Jellyfish Detritus Decay through
Microbial Processing
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“Jožef Stefan” Institute, Parallel and Distributed Systems Laboratory, Ljubljana, Slovenia
filip.strnisa@ijs.si, gregor.kosec@ijs.si
Abstract—The decay of jellyfish blooms introduces a
significant organic matter source to the local marine environment that has still an unknown impact on the ecosystem.
In recent laboratory experiments, authors studied how the
introduction of excess organic material affects the coastal
pelagic microbiome by introducing Aurelia aurita detritus
to jars of seawater. During these experiments they have
monitored bacterial abundance, amino acids’ concentrations, dissolved organic carbon, as well the build-up of some
inorganic nutrients. They have found, that about half of the
protein-rich organic matter in jellyfish detritus is almost
instantly available to microbes as dissolved organic matter.
Based on this experimental data we devised a mathematical
model of the jellyfish proteins (amino acids) degradation
caused by marine bacteria. The model is built on top of
the Monod bacterial growth model and the Luedeking-Piret
metabolite production model. In addition, we incorporated
the bacterial populations’ age to model the lag phase as
well as bacterial decay. In this paper, we demonstrate that
with the proposed model, we can sufficiently describe the
laboratory measurements.
Keywords—bacterial growth; Monod model; LuedekingPiret model; jellyfish

I. I NTRODUCTION
Jellyfish blooms can significantly influence the nutrient
cycles in the ocean, and their eventual decay may result
in a large release of both organic and inorganic nutrients
[1]. As jellyfish organic matter is rich in protein [2] and
consequently in nitrogen, it may be of particular interest to
investigate how bacterial mineralization affects the local
nitrogen cycle. Fixed nitrogen is often considered one of
the limiting nutrients in marine environments [3], [4].
The Monod model is often the growth model of choice
when modelling microbial ecology [5]. The said model
is generally used to describe how a microorganism’s
specific growth rate is related to substrate concentration.
In batch systems, where the amount of substrate present
is limited, the bacterial growth can be described in several
phases: the lag phase, the exponential growth phase, the
steady-state phase, and finally, the decay phase (Fig. 1).
The lag phase occurs while the microorganism adapts
to the environment after inoculation and may be caused
by the change of temperature, culture age, and other
factors. Once the microorganism successfully adapts to
the environment, it begins to multiply exponentially. The
exponential growth may come to its end because of one
The authors would like to acknowledge the financial support of
Slovenian Research Agency (ARRS) in the framework of the research
core funding No. P2-0095 and project J7-2599.
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Figure 1. A sketch of bacterial growth phases. ln X is the natural
logarithm of bacterial biomass. The phases are as follows: 1 — lag
phase; 2 — exponential growth phase; 3 — steady-state phase; 4 —
decay phase.

or several of the following factors: product inhibition,
oxygen or substrate depletion. Following the exponential
growth phase is the steady-state phase, where no net
biomass growth can be observed due to equal amount of
decaying and newly grown microorganisms. Finally, net
biomass growth becomes negative as the biomass starts
decaying faster than it grows due to lack of available
nutrients, which marks the onset of the decay phase.
Typically used bacterial growth models incorporate the
exponential growth, and sometimes also bacterial decay
[5]. However, such models are unable to predict the lag
phase, although several approaches exist for modelling
this phenomenon [6]. These approaches however do not
incorporate cell age, for which it has been suggested that
it may affect the metabolic efficiency of the cell [7]. In
literature a model has been developed, which builds on
this idea, but it did not incorporate it specifically for the
purpose of modelling the lag phase [8].
In this paper, we develop a simple bacterial growth
model that considers biomass, as well as substrate, and
product concentrations. Following the results of experiments, where a specific jellyfish species Aurelia aurita
was considered [2], we assume the amino acids being
released from jellyfish detritus to be the limiting nutrient
in marine bacteria growth, which through the process of
mineralization produce ammonium. The model incorporates the Monod growth kinetics with substrate consumption, bacterial ageing and decay, as well as Luedeking-
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Piret model for product formation. Cell age is included
in the model to enable us to model the lag phase. The
model is then fitted to one set of the experimental data
and validated with another set.
II. E XPERIMENTS
Microbial degradation of dead jellyfish organic matter
was studied in a laboratory simulated scenario [2]. The
jellyfish species used in the experiments was Aurelia aurita . Two experiments were performed where key parameters, i.e. bacterial abundance, dissolved organic carbon
(DOC), dissolved nitrogen (DN), and amino acid concentrations, as well as inorganic nutrients’ concentrations
were monitored. Among the inorganic nutrients monitored
in the experiments were: ammonium, nitrate, nitrite, and
phosphate. Each experiment was performed in 3 parallels,
each in a separate jar of 5-10 L in volume. Additionally,
there were control experiments performed at the same
time, also in 3 parallels. The growth medium used was
filtered seawater, which contained a representative pool
of marine bacteria, and the experiments were inoculated
by the addition of a specified amount of jellyfish organic
matter. The amount of jellyfish organic matter added at
the inoculation was such that it reflected a typical decay
of Aurelia aurita [2]. Analyses of the jellyfish organic
matter suggest, that about half of it is in form of dissolved
organic matter, and the rest is particulate organic matter.
The former is almost exclusively available for the marine
bacteria on site. A significant portion of this dissolved
organic matter is in form of combined and free amino
acids.
First (E1) of the two experiments was focused on capturing the whole process, including the initial exponential
growth, as well as the later bacterial decay phase, while
the second (E2) focused only on the exponential growth
phase. The time frames of the two experiments were 0-84
h, and 0-32 h, respectively. The experiments are described
in greater detail in [2].
The results of the experiments are graphed in Fig. 2,
where normalized concentrations of bacterial abundance,
amino acids, ammonium (one of the inorganic nutrients),
and DOC are plotted against time. All concentrations
are subtracted by the control experiments’ mean value
of these concentrations to better highlight the changes.
In Fig. 2a we can see that bacterial abundance follows
a typical bacterial growth curve (Fig. 1). Additionally
we can observe that amino acids, and DOC are being
consumed during the experiments, whereas ammonium
is produced. It is important to note however, that amino
acids contribute to DOC as they contain carbon. Once the
amino acids are depleted in E1, the DOC concentration
also stops dropping significantly, which suggests that
the amino acids may have been the primary or limiting
substrate involved in the growth process. A noticeable
lag phase can be observed in E2’s bacterial abundance
plot (Fig. 2b). The experiments’ results additionally indicate that Pseudoalteromonas, Alteromonas, and Vibrio
species are the dominating active bacteria during the

336

detritus degradation, making up the majority of bacterial
abundance during the exponential growth phase and the
decay phase [2]. Although big part of jellyfish organic
matter is processed by marine bacteria within 1.5 days, the
metabolites released by these bacteria may further cause
nutrient imbalances in the local ecosystem.
Fig. 2 excludes the DN data, as they combine dissolved
organic nitrogen as well as dissolved inorganic nitrogen.
Amino acids contribute to the former, while ammonium
contributes to the latter, which makes it difficult to draw
trends from the DN data. Also excluded from the plots
are nitrate, and nitrite concentrations (both inorganic
dissolved nitrogen) Their concentrations remain mostly
unchanged throughout the experiments [2].
The experiments described above involved bacterial
growth, as well as biochemical change of a material.
They were performed in well mixed 5-10 L vessels, where
oxygen levels were kept above the critical concentration,
at which aerobic bacteria slow down their reproduction.
We can regard such as setup as a homogeneous batch
bioreactor in which an aerobic bioprocess is taking place.
In our batch bioreactor model the jellyfish detritus acts
as the substrate (S), while the bacteria stand for the
active biomass (X), and ammonium is a chemical product
of the bioprocess (P ). Although other chemical species
contribute to DOC as well, amino acids appear to be the
limiting substrate. Therefore amino acids act as S in our
model. As mentioned above, the bacteria involved in jellyfish organic matter degradation are Pseudoalteromonas,
Alteromonas, and Vibrio, but for simplicity, these are all
regarded as a part of one variable X.
III. M ODEL
The simplest set of balances to describe the process is
one following only X (bacterial abundance) and S (amino
acids):
dX
= µ (S) X,
dt

(1)

µ (S) X
dS
=−
,
dt
YX/S

(2)

where we use the Monod growth model:
S
.
(3)
KS + S
µ is the specific growth rate of X, and µmax is the
maximal specific growth rate of X, YX/S is the biomass
yield from substrate S (how much new X appears for the
amount of S consumed), and finally KS is the Monod
substrate saturation constant, which is actually and inverse
measure of the microorganism’s (X) affinity towards S.
A sketch of Eq. (3) is displayed in Fig. 3, indicating
max
that at low S (S  KS → µ = µK
S) the
S
growth is of first order in regards to S, and at high S
(S  KS → µ = µmax ) it is of zeroth order in regards
to S. The model represented by Eqs. (1)-(3) is however
incapable of reproducing the whole growth curve as there
is no decay term in X’s balance, and since all the involved
µ = µmax
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(a) Experiment 1 results.

Figure 3. A sketch of the specific growth rate µ against substrate
concentration S, following the Monod growth model (Eq. (3)). µ is
asymptotically approaching the maximal specific growth rate µmax , as
S increases. At low S we thus observe first order growth, and at high S
zeroth order growth. Also displayed is the Monod substrate saturation
constant, KS . It can be found at µ = µmax
.
2

product (P , ammonium) formation to the model. This
follows the Luedeking-Piret model [9]. Accounting for
these assumptions we write the following balances:
2

(b) Experiment 2 results.
Figure 2. Experimental results plotted against time. Bacterial abundance — normalized bacterial abundance, Amino acids — normalized
amino acid concentration, Ammonium — normalized ammonium ion
concentration; DOC — normalized DOC concentration; a: experiment
1; b: experiment 2. The normalized values were computed as c¯t =
ct −cC
, where c is a placeholder variable representing the datasets
max(c)−cC
(Bacterial abundance, Amino acids, Ammonium, DOC), ct is c at a
discrete point in time t, cC is the average value from the control
experiments (baseline), and max(c) is the maximum value of the
dataset. The maximum values of datasets were 1.16 × 107 cells mL−1 ,
10 µmol L−1 , and 12.2 µmol L−1 for bacterial abundance, amino acid
concentration, and ammonium ion concentration, rescpectively [2].

variables and parameters can only be positive, X can only
increase or stagnate. Therefore a decay term needs to be
introduced to Eq. (1). Additionally, in experiment 2 there
is a significant lag phase noticeable in the growth curve
(see Fig. 2), which the model above cannot reproduce if
it is using parameters obtained from a fit on experiment
1. Literature suggests that differently aged microorganism
have different µmax , and KS as their metabolic efficiency
may decrease with cell age [7], [8]. It is through this idea
that the lag phase could be modelled. We have chosen
to break down X into 3 age-groups: young, mature, and
old (represented by indices 0, 1, and 2, respectively). The
current model assumes handicaps for µmax only, and KS
is unchanged for all age-groups. The decay parameter is
also varied between the age-groups. We can also add the
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X
dX0
=
µi Xi − a? X0 − d0 X0 ,
dt
i=0

(4)

dX1
= a? X0 − a? X1 − d1 X1 ,
dt

(5)

dX2
= a? X1 − d2 X2 ,
dt
P2
µi Xi
dS
= − i=0
,
dt
YX/S
2
2
X
X
dP
=α
µi Xi + β
Xi .
dt
i=0
i=0

(6)

(7)

(8)

a? is the ageing parameter, di is the decay parameter of
the i-th age-group, α is the growth associated coefficient
of the Luedeking-Piret equation, and β is its non-growth
associated counterpart. X’s age-groups have separate balances, where growth (cell division) only directly impacts
the population of young cells, whereas maturation is
achieved by the ageing coefficient a? , and finally decay
by di .
IV. R ESULTS
We solve the system of Ordinary Differential Equations
(ODE) Eq. (4)-(8) with initial conditions displayed in
Table I. Initial values of X, and S are taken from
experimental results [2]. Parameters µmax , a? , KS , d,
YX/S , α, β, and w are manipulated to fit the model to E1
results.
w is an arbitrary constant used to determine the agedistribution of the population of X (i.e. w = 0 → all
are young, w = 1 → all are old, w = 0.5 → most
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are mature, some are young and old). The fitted model
is presented in Fig. 4a, with fitted parameters listed in
Table II. This fit was obtained manually, by graphing the
model alongside the experimental results with Python. A
series of user-manipulatable sliders was programmed to
be included with the plot, which could then be manually
adjusted, while the graphs were updated in real time.
The same parameters were then used to model E2. One
can notice, that E2’s initial X is almost 8-times smaller
than E1’s, but according to the model, this did not cause
the initial lag in E2, as the model and experiment did not
agree. However, by changing w to a higher value (making
the bacterial culture older), we get the fit presented in
Fig. 4b. This adjustment can be justified by the fact,
that E1 and E2 were performed a week apart, the latter
being performed later, and with environmental samples
drawn simultaneously, therefore we can assume that the
E2 culture was indeed older.
The fits of S and P appear mostly accurate. However,
modelling the decay, and the steady-state phases of X
remains a challenge. w was successfully utilized to simulate the lag phase. In E2 the modelled S appears to fit
less accurately to the experiments, but this may very well
come down to experimental errors.
The fit results suggest that in these particular ex2
) is
periments the bacterial doubling time (td = µln
max
about 2.2 h, which seems to be in line with typical
bacterial doubling times observed in nature [10]. Also
according to the fit, on average a single bacterial cell
uses up about 8 × 10−10 mol of amino acids to grow and
divide. Assuming that a model bacterium weighs about
1 × 10−12 g, and its dry weight is about 40 % thereof
[11], with further 50 % of this dry weight being protein
[12], there should be on average about 2 × 10−13 g of
protein per bacterial cell. We can estimate that on averTABLE I. M ODEL INITIAL CONDITIONS .

Variable

E1

X(t = 0)

(w2

Xinit

E2
− 2w +

8.7 × 105 cells mL−1

Xinit

1, −2w2

10 µmol L−1

P (t = 0)

0 µmol L−1
TABLE II. F ITTING RESULTS * .

Parameter

Value

µmax [h−1 ]

0.32 (0: µmax ; 1: 0.95µmax ; 2: 0.25µmax )

a? [h−1 ]

0.075

KS [µmol L−1 ]

2.8

d [h−1 ]

0.058 (0: 0.01d; 1: 0.05d; 2: d)

YX/S [cells L µmol−1 mL−1 ]

1.24 × 106

α [µmol mL cell−1 L−1 ]

6.54 × 10−7

β

[µmol mL cell−1
w [-]

* Obtained

L−1

h−1 ]

2.8 × 10−8
E1: 0; E2: 0.7

by fitting the proposed model (Eqs. 4-8) onto E1 data. In
brackets 0, 1, and 2 stand for young, mature, and old age-groups,
respectively.
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(b) Experiment 2 model fit results.
Figure 4. Fit results plotted with experimental results for comparison
against time. X — normalized bacterial abundance, S — normalized
amino acid concentration, P — normalized ammonium concentration.
Indices model and exp represent model and experiments’ results,
respectively. The normalized values are computed as in Fig. 2, model
values are normalized to maximum experimental values. The parameters
were first fitted to E1 results, and then the same parameters were used
to model E2. E2 fit was improved by changing the w value. These
parameters are presented in Table II.

+ 2w, w2 )

1.2 × 105 cells mL−1

S(t = 0)

(a) Experiment 1 model fit results.

age an amino acid’s molecular weight is about 110 Da,
so converting 8 × 10−10 mol to grams, we get about
7 × 10−12 g of amino acids consumed by a cell before it
divides. Comparing the theoretically assumed protein content of 2 × 10−13 g cell−1 with amino acid consumption
of 7 × 10−12 g cell−1 , we can assume that the value of
YX/S is not unreasonable, albeit this result would suggest
that most of the metabolized amino acids are not used to
build new bacteria, but rather for energy production.
V. C ONCLUSION
We have presented a simple model for jellyfish detritus
decay. The model is a work-in-progress, and is looking to
be updated and improved as we move forward. Currently
the model is based on treating all bacteria involved as a
single biomass variable X, as substrate S we employed
the cumulative concentration of all amino acids, and
the lone product P considered here is ammonium. This
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simplified model is currently able to accurately capture
substrate uptake as well as product formation, and the
exponential phase of biomass growth, including the lag
phase. The model however struggles to reproduce the
plateau of the stagnant biomass growth phase, and the
biomass decay phase. Further additions to the model could
include the consideration of separate bacterial species,
several substrates, and continuous treatment of the cell
age. The improved model will also include additional
metabolites, which were omitted in this work, e.g. phosphate.
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Abstract—An increasing number of data science approaches
that take advantage of deep learning in computational medicine
and biomedical engineering require parallel and scalable algorithms using High-Performance Computing systems. Especially
computational methods for analysing clinical datasets that consist of multivariate time series data can benefit from HighPerformance Computing when applying computing-intensive Recurrent Neural Networks. This paper proposes a dynamic data
science platform consisting of modular High-Performance Computing systems using accelerators for innovative Deep Learning
algorithms to speed-up medical applications that take advantage
of large biomedical scientific databases. This platform’s core
idea is to train a set of Deep Learning models very fast
to easily combine and compare the different Deep Learning
models’ forecast (out-of-sample) performance to their past (insample) performance. Considering that this enables a better
understanding of what Deep Learning models can be useful
to apply to specific medical datasets, our case study leverages
the three data science methods Gated Recurrent Units, onedimensional convolutional layers, and their combination. We
validate our approach using the open MIMIC-III database in a
case study that assists in understanding, diagnosing, and treating
a specific condition that affects Intensive Care Unit patients,
namely Acute Respiratory Distress Syndrome.
Keywords—High-Performance
Computing;
MIMIC-III
database; Acute Respiratory Distress Syndrome; modular
supercomputing; data science platform

I. I NTRODUCTION
The technology involved in collecting, storing, and processing information has advanced to such an extent that we
have at our disposal data on almost every aspect of the
world we can observe; this is true on a Universe1, 2 , global3 ,
local4 , or personal level. This abundance of data means that
Machine Learning (ML) experts can use new innovative tools
to improve their sequence models, for example, improving
Natural Language Processing (NLP) algorithms by processing open-access literature5 . New ML methods are increasing
image processing algorithms’ accuracy with labelled opensource photographic data [1] and enhancing weather prediction
protocols with long and detailed weather records that go back
several decades3 . Specifically, in the medical field, Electronic
1 https://exoplanetarchive.ipac.caltech.edu/index.html
2 https://ai.googleblog.com/2018/03/open-sourcing-hunt-for-exoplanets.html
3 https://www.ncdc.noaa.gov/cdo-web/
4 https://www.europeandataportal.eu/data/datasets/10532954-7c62-44d4-826a-

34642954e394?locale=en
5 https://www.elsevier.com/connect/new-open-access-resource-will-support-

text-mining-and-natural-language-processing
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Health Records (EHRs) have made it easier to group data
of many patients diagnosed with the same conditions from
several hospitals, countries, and even time periods to highlight
previously overlooked markers that could improve treatment
or accelerate diagnosis [2]. Applying ML and Deep Learning
(DL) techniques to this data has the potential of uncovering
underlying correlations that would otherwise require several
researchers several years to piece together [3]. All the above
relevant methods and techniques for medical data sciences
have in common that we observe a significant increase in
the requirement of having larger computing capacity available
(e.g., HPC for distributed training of deep learning networks).
This paper addresses the increased complexity that medical
experts experience when interacting with High-Performance
Computing (HPC) resources which are becoming more widely
available in academic centers and accessible through public
cloud resources as well. That also includes an increase in the
power of HPC resources available through research institutions, clinics, and hospitals. Aside from their regular duties,
medical experts have to learn to navigate these resources in
order to perform their analyses as opposed to the traditional
data analysis performed on personal computers. This paper
thus describes one flexible platform approach wherein this
problem is mitigated and there is no need for medical experts
to pick up any specialised high-level programming skills. Furthermore, today, it is possible to scale medical applications of
the above-mentioned DL and ML techniques in a way that fits
the growing size of the data available through EHRs. But the
quality of the data stored in EHRs represents another challenge
for medical experts in the data analysis process. It varies
between institutions due to different reporting standards or
sensor configurations, while in parallel, several EHR standards
are currently being used in hospitals, adding another layer
of complexity to the equation and ultimately influencing the
quality of any data analysis task.
This paper addresses these challenges by proposing an
HPC-enabled platform that assists in data preparation and
understanding to help medical professionals by taking advantage of algorithmic techniques and efficient computing and
storage resources. We use one specific medical condition as a
driving use case for the design and evaluation of this platform.
Hence, our platform employs ML and DL models in the
analysis of patient information to predict missing values in
medical datasets while keeping the technical complexity to a
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low degree. This model aims to assist in the understanding,
diagnosis, and treatment of a specific condition that affects
Intensive Care Unit (ICU) patients, namely Acute Respiratory
Distress Syndrome (ARDS) while not losing sight that this
platform can be used for other medical conditions.
The remainder of this paper is structured as follows. Related
work is reviewed in Section II and Section III provides brief
overviews on medical and technological methods required
to understand the paper. Section IV describes the dynamic
data science platform tailored to support clinical researchers
in understanding ARDS. While Section V reveals our data
analysis approaches, followed by our evaluations and findings.
This paper ends with some concluding remarks.
II. R ELATED W ORK
In this section we survey related works that are relevant
in context (e.g., simulators of disease progression, machine
and deep learning approaches, etc.). The research by Wang et
al. showed the importance of using mathematical modeling
in the treatment of chronic obstructive pulmonary disease
patients (COPD). Their approach employed a physiological
simulator of the cardiopulmonary system, tuned to replicate
the responses of COPD patients, in order to test mechanical
ventilation protocols in silico[4]. Their work builds on original
work by Hardman et al. who initially developed a physiological simulator of the respiratory systems of a patient that
was capable of accurately representing responses to changes in
mechanical ventilation maneuvers[5]. Das et al. describe the
development, testing, and validation of a virtual patient model
that can accurately mimic the physiological state of ARDS
patients[6]. Their work is a continuation of the work on the
physiological simulator described in the work by Wang et al.
In terms of applications of machine and deep learning
techniques in the context of ARDS analysis, Le et al. trained
a gradient boosted tree model using the Medical Information
Mart for Intensive Care - III (MIMIC-III) database that would
provide an early prediction model for ARDS. Their model
could accurately detect onset of ARDS, and had a relatively
high predictivity of the condition up to 48 hours before
onset[7]. Che et al. employed the MIMIC-III database, as
well as synthetic data, in the development and testing of
a novel Recurrent Neural Network (RNN)-based mortality
prediction and classification model. Their GRU-D model is
based on the Gated Recurrent Units (GRUs) discussed earlier
in this paper, with an trainable decay mechanism and an
application of "informed missingness" that take advantage of
some of the inherent properties of medical timeseries data (i.e.
homeostasis) in order to accommodate missing values[8].
Finally, Punn et al. fine-tuned and compared the performance of several current deep neural networks in diagnosing
COVID-19 from chest X-ray images. The models were tested
for binary classification in order to find out whether COVID19 is detected or not, as well as for multi-class classification
where the model would distinguish between healthy, COVID19, and pneumonia patients, highlighting the NASNetLargebased model as superior to the other proposed models [9].

MIPRO 2021/DS-BE

III. M EDICAL AND T ECHNOLOGICAL M ETHODS
A. Acute Respiratory Distress Syndrome (ARDS)
ARDS is a medical condition that affects an average of 12% of mechanically-ventilated (MV) ICU patients and has a
40% mortality rate [10, 11]. At present, the leading protocol
for diagnosing this medical condition is the Berlin definition
that defines the onset of ARDS as a prolonged ratio of arterial
oxygen potential to fraction of inspired oxygen (P/F ratio) of
less than 300 mmHg, and the lower this value is determined to
be, the more severe the diagnosis is [12]. Several papers have
determined a correlation between early detection of the onset
of ARDS and the patient’s survival, highlighting the need for
early detection and treatment of the condition before the onset
of sepsis and multi-organ failure [11, 13, 14]. Also, several
MV protocols stabilise and remedy the lung injury at the root
of ARDS with the most promising being the ’low tidal volume’
and ’high Peak End-Expiratory Pressure (PEEP)’ ventilation
[13, 15, 16]. However, these procedures depend significantly
on the ICU personnel and are considerably subjective to each
case. For this reason, an algorithmic approach seamlessly
accessible through a platform that provides early warning
and informs medical staff of mitigating procedures can be an
extremely beneficial tool in the hands of ICU personnel.
B. Large Medical Databases for Scientific Research
The computationally powerful data platform’s requirements
are driven by our German Smart Medical Information Technology for Healthcare (SMITH)6 project, with more than seven
university hospitals and clinics taking part in it to deploy those
solutions in daily medical care. The activities related to the
realization of such a platform are part of the Algorithmic
Surveillance of ICU patients (ASIC) use case in the SMITH
project. The goal of ASIC relies in applying modern technologies to the healthcare system [17]. This use case’s specific
focus is to work with ARDS-related patient datasets, process
them, analyse them, and understand the correlations between
the features to predict outcomes from small changes in physiological parameters. The evaluation of the design of such an
HPC-driven data science platform requires to access datasets
that are very close to real datasets in those clinics. However,
using the medical datasets directly from involved SMITH
clinics is subject to many regulations (in terms of availability
for research and anonymisation requirements), especially for
publications. Instead, we take advantage of the freely available
ICU patient data provided in the MIMIC-III database, compiled between 2001 and 2012 from patient admissions to the
Beth Israel Deaconess Medical Center in Boston, MA [18].
Thus, the procedure is to build and test our platform using
patient data from the MIMIC-III database, then verify our
results using patient data collected from hospital participating
in the SMITH project once available. After the platform and
its models are assessed and found useful, the platform is rolled
out with developed models for implementation in ICU for realtime usage subject to a more extensive medical certification
foreseen in the SMITH project.
6 https://www.smith.care/
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Figure 1. HPC-based data science platform design for medical applications for seamless access by non-technical medical
experts.
C. Experimental HPC Setup for the Platform
Given the use of sophisticated DL models, our HPC-driven
data science platform’s computational requirements are high
for training models. Simultaneously, hospitals and clinics
can run the platform locally with trained models to perform
inference (i.e., much less computationally demanding) on real
patients in the future. That avoids data transfers of critical
patient datasets during the platform models’ real usage and
is a vital requirement. Our platform’s HPC design elements
take advantage of the Modular Supercomputing Architecture
(MSA) [19] developed by the DEEP series of projects7 . While
the platform’s experimental evaluation uses the Data Analytics
Module (DAM) module (cf. Table I for selected technology
specifications) of the MSA-based DEEP prototype8 , our platform can also leverage the MSA-based JUWELS9 system to
scale to larger models.

Figure 2. Covid-19 Chest X-Ray and ARDS Analysis
Platform Environment.
infrastructure (see Fig. 1 D), while the latter is performing inference on patients on Hospitals moderate HPC infrastructure
(see Fig. 1 E).

The HPC-based data science platform (see Fig. 1 A) can
be seamlessly used by medical experts to perform essentially
two different activities that are ’ARDS Time Series Analysis
and Model Training’ (see Fig. 1 B) and ’ARDS Time Series
Analysis and Model Inference’ (see Fig. 1 C). It is important
to understand that the former performs model training on the
Juelich Supercomputing Centre (JSC) HPC and AI Exascale

A. Data Science Platform Design Blueprint
For model training our platform used the MSA-based DEEP
DAM system (see Fig. 1 F) while we already started to use
also the MSA-based JUWELS system (see Fig. 1 G). The
deployment of trained models (see Fig. 1 top right) is foreseen
to be done using the Singularity10 container environment on
JUWELS (see Fig. 1 H)11 that is interoperable with Dockerbased solutions. We expect to run Docker12 container environments (see Fig. 1 I) at Hospital computational and storage
resources (see Fig. 1 J). The platform uses a git-based data
management system called DataLad13 (see Fig. 1 P) to enable
a transparent and trackable access to patient datasets on the
premises at the hospital, while also the JSC infrastructure takes
advantage of DataLad in context of MIMIC-III datasets stored
in the Scalable Storage Service Module (SSSM) [19] of the
MSA (see Fig. 1 Q). Hence, the model inference with real
patient data will take place within the hospital moderate HPC
environment that is not a problem because inference itself
is not very much computational expensive (i.e., especially
when only some patients of the ICU are daily analysed).

7 https://www.deep-projects.eu/

10 https://singularity.lbl.gov/

TABLE I. S PECIFICATIONS OF THE DEEP-EST DAM
P ROTOTYPE
CPU
Hardware Acceleration
Memory
Storage

16 nodes with 2x Intel Xeon Cascade Lake
16 NVIDIA V100 GPU
16 Intel STRATIX10 FPGA PCIe3
384 GB DDR4 CPU memory /node
32 GB DDR4 FPGA memory /node
32 GB HBM2 GPU memory /node
2x 1.5 TB NVMe SSD

IV. HPC- BASED P LATFORM D ESIGN E LEMENTS

8 https://www.fz-juelich.de/ias/jsc/EN/Expertise/Supercomputers/DEEP-EST/_node.html
9 https://www.fz-juelich.de/ias/jsc/EN/Expertise/Supercomputers/JUWELS/

JUWELS_node.html
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11 https://apps.fz-juelich.de/jsc/hps/juwels/container-runtime.html
12 https://www.docker.com/
13 https://www.datalad.org/
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Figure 3. Comparison of the different model structures.
As it is difficult to obtain an ’informed consent’ as outlined
in the General Data Protection Regulation (GDPR)14 from
many patients of the ICU our platform deployment approach
convinces medical experts.
The platform supports the training of ARDS time series
data (see Fig. 1 bottom right) via traditional machine learning
models that are using MPI and OpenMP (see Fig. 1 K) via
the Cluster modules [19] of the DEEP and JUWELS systems
using high single-thread performance CPUs (see Fig. 1 S).
Those models are used to exploit a new innovative platform
approach of using Network Attached Memory (NAM) [19]
for model sharing in teams (see Fig. 1 R) without the need
to store data analysis results (e.g., hyper-parameter tuning
or ’gridsearch’ results to disk). More notably, deep learning
training is supported by offering cutting edge many-core
processors and accelerators such as Nvidia GPUs (see Fig. 1 T)
as part of the Booster modules [19] of the DEEP and JUWELS
systems. The tensor cores of those systems are available by
using libraries such as cuDNN (see Fig. 1 O) in conjunction
with powerful deep learning libraries (see Fig. 1 M) such
as pyTorch15 , TensorFlow16 , and Keras17 . Our platform is
even more powerful when considering that distributed deep
learning training is possible via multiple GPUs using tools like
Horovod18 or DeepSpeed19 which are available as modules
within the HPC environment (see Fig. 1 L,N and Fig. 2).

14 https://www.eu-patient.eu/globalassets/policy/data-protection/

data-protection-guide-for-patients-organisations.pdf
15 https://pytorch.org/
16 https://www.tensorflow.org/
17 https://keras.io/
18 https://horovod.ai/
19 https://www.deepspeed.ai/
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B. Feature Selection with the Platform
Because our platform GUI is based on Jupyter notebook (see
Fig. 1 M) it enables a seamless visual interface for medical
experts to perform the necessary data preparation steps. Before
performing ’feature selection’ on the available data, it is worth
noting that of the ~44,000 patients in the original MIMIC-III
database, we consider only the 24,947 patients that received
mechanical ventilation during their ICU stays. Also, the patient
data has many features with missing values and noise. Since
we aim to predict missing values, we base our case study
approach on the most represented features in our dataset.
Hence, we first analyse the patient information (i.e., feature
selection), drop the features that have missing values in all
records, and try to determine which features have data in most
patient records. In this way we also reduce the overall size
of our data. Through this approach we find that six features
are very well represented: Respiratory Rate (RR), Heart Rate
(HR), Systolic Arterial Pressure (SAP), Diastolic Arterial
Pressure (DAP), Mean Arterial Pressure (MAP), and Blood
Oxygen Saturation (SpO2 ). Knowing that (a) the Fraction of
Inspired Oxygen (FiO2 ) is a ventilator parameter that is set by
ICU staff and is automatically recorded whenever it is adjusted
and (b) that the Potential of Arterial Oxygen (PaO2 ) is directly
related to SpO2 , and keeping in mind that our final aim is to
assist in the diagnosis of ARDS which is done by calculating
the ratio of the two parameters mentioned above (P/F ratio),
we centre our approach on predicting values of SpO2 using
our built DL models.
C. Medical Pre-processing Steps with the Platform
The platform key feature is to enable medical experts to interact with platform bringing in their medical expertise without
being exposed to the underlying HPC technical difficulties. For
example, the medical experts opted to disregard all patients
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Figure 4. Performance comparison of the different model structures.
having less than 70 recorded timesteps during their ICU stay.
That reduced dataset at this point consists of 19,781 patients.
Some patients had extremely long records (in the range of
tens of thousands of timesteps), although this issue is resolved
through down-sampling. The timestamps for the recordings
are made consistent by up- or down-sampling each record.
Resampling the data resulted in all patient files consisting of
1000 timesteps, although some patients still had columns of
missing values which resulted in them being dropped from
analysis. At the end of the resampling step the total number
of patients available for analysis was 19,769. The resampled
data is finally standardised and normalised. At the end of preprocessing all the features are within the same range, centred
around 0.
V. P LATFORM E VALUATION C ASE S TUDIES
This section describes the three learning and prediction approaches used to evaluate the usability and performance of the
HPC-based platform described in Section IV. To enable a better comparison and understanding of the different structures,
we summarize all models together in Fig. 3. Additionally, we
present the training and testing performance of these models
in Fig. 4.
A. Gated Recurrent Units (GRUs) Approach
The GRU model is built with two GRU layers with 32 units
each, with dropout values of 0.2 and both kernel and recurrent
regularization, followed by an output layer (Dense layer of
size 1). 32 units were chosen for the layers after testing several
sizes and tuning for the combination that produced lowest loss
value. It is essential to mention here that this hyper-parameter
tuning of the different layer structures requires HPC resources
for our platform since layers’ concrete structure is usually not
known. The loss is calculated using the Mean Absolute Error
(MAE) function and the optimisation is performed using the
ADAM algorithm with a learning rate of 1e-4. Fig. 3 (a) shows
the model structure and the shape of the tensors at each layer.
The model had a total of 10,209 trainable parameters and was
trained for 15 epochs, at which point the loss value stabilised
at 0.7432. The training was completed in 405 seconds. This
value, multiplied by the standard deviation of the feature in
question, equates to an average difference of 1% difference
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from the expected value of SpO2 . The evolution of the training
and validation losses is represented in Fig. 4 (a).
B. One-Dimensional Convolution Approach
Our One-Dimensional Convolution (1D-Conv) model is
made up of three convolution layers with 128 filters each
and a stride of 9, each followed by a 1D-maxpooling layer,
except the last layer where we implement a GlobalMaxPooling1D layer to simulate “flattening” the data before the fullyconnected output layer. Global maxpooling is used as it better
takes into consideration the structure and sequence of the
data than a normal Flatten() layer. To slowdown learning
and try to avoid overfitting, we implement L1 and L2 kernel
regularization at the input layer, and a 0.5 dropout layer before
the final 1D-Conv layer. Also here the HPC-based platform
features have been particularly effective in enabling multiple
different quick runs to find the best hyper-parameter setups
(e.g., dropout value). The structure of the 1D-Conv model is
presented in Fig. 3 (b). The built model had a total of 302,337
trainable parameters. For this implementation, the learning rate
of the ADAM optimiser was tuned to 5e-5 after several trials.
At the end of training, which was completed in 40 seconds,
the MAE plateaued at 0.725. The changes in training and
validation losses during the 20 epochs are presented in Fig. 4
(b).
C. Mixed Approach
Finally, the hybrid model constitutes two 1D-Conv layers
with 64 filters each, followed by a 32 unit GRU layer that leads
into the fully-connected output layer. Optimisation during
the training of this model was performed with a learning
rate of 5e-5 which eventually produced the most promising
results. The structure of the model is presented in Fig. 3
(c). This model had a total of 49,889 trainable parameters.
This model brings together elements from both approaches
described above and produce similar results. It performs much
better than the GRU model in terms of speedup, completing
training in 45 seconds, while its loss reduction is comparable.
The loss results are presented in Fig. 4 (c).
D. Results Discussions
The results presented above highlight One-Dimensional
Convolution networks as a promising approach to processing
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medical sequence data due to it’s higher learning rate and
better performance in terms of loss reduction. This is evident
when we take into consideration that the two other models
required more time to complete fewer training steps. That
is especially beneficial in research if HPC time is limited.
Similarly, these models are much easier to fine-tune and work
with as medical experts, as they process the data in a similar
fashion to 2D-convolution models. In other words, these initial
phases of pre-processing and training are not difficult for the
persons undertaking the task of building these models if they
have only limited experience in using Convolutional Neural
Network (CNN) as medical experts.
Using a pure GRU model for sequence data is a tried and
true method, although our experience here made it clear that it
is bulky, and quite sensitive to minute changes in parameters.
It deserves more attention given that its loss reduction is still
somewhat comparable to the convolution model, however its
downfall is in the time required to train the model, which only
increases as the network grows and becomes more complex.
Although the mixed model performs similarly to the
1D-Conv model in terms of speedup, its results are only as
good as the basic GRU model. That is a positive aspect in
that it offers the same loss reduction as a GRU model with
reduced processing and training time, however it also suffers
from the same sensitivity to minor changes in the parameters.
VI. C ONCLUSION
In this paper we presented the design of a HPC-based platform for medical experts to perform analysis of different RNN
approaches to analysing medical timeseries data, one purely
based on GRUs, one using 1D-Conv, and a hybrid of both
technologies. Medical experts have been able to seamlessly use
the platform after having some short introduction and avoiding
technical details of HPC and AI elements of our platform.
The results of the platform case studies highlight that OneDimensional Convolution as promising method of predicting
missing values in time-series data. We can further conclude
that for ARDS medical experts still some know-how is needed
to understand some of the DL model elements despite the fact
that the platform abstracts away all technical difficulties.
The next steps in our research will be to further understand
the shortcomings of all three models and improve the data
preparation procedures with more significant features with
guidance from medical professionals using the platform. Additionally, more experimentation will be done on the available
model in terms of increasing filters and the number of layers
and observing how that affects the output predictions.
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Abstract—There are several reconstruction methods for
positron emission tomography (PET), but iterative methods based
on maximum likelihood estimation are primarily used. In this
paper, we propose a 2D reconstruction method for PET scanners
that have a narrow field of view in the tangential direction and
are based on the backprojection method. If a PET scanner
has a reduced field of view in the tangential direction, the
reconstructed image obtained by 2D (filtered) backprojection
produces significant distortions. We used the Raytest ClearPETTM
scanner to obtain measurements. The used ClearPET scanner
has reduced field of view in tangential direction. By knowing the
geometry of the ClearPET scanner, we determined a necessary
compensation to reduce the undesirable effects caused by the
narrow field of view. We also added dithering to the measured
data to minimize the quantization effect. Ultimately, the image
obtained by the proposed compensation was significantly improved when compared to the backprojection method. Unlike
iterative reconstruction methods, the proposed algorithm is faster,
but the resulting images show the object captured by the
ClearPET scanner less accurately. The proposed algorithm can
be implemented as an initial estimate in 2D reconstruction when
using an iterative method to accelerate convergence.
Keywords—backprojection, Raytest
dithering, narrow field of view

ClearPETTM

scanner,

I. I NTRODUCTION
Positron emission tomography (PET) is a noninvasive functional imaging modality based on electron-positron annihilation. After injection and dispersion of the radioactive tracer,
an annihilation occurs, resulting in a two high-energy photon
pair (511 keV). Photons are traveling along the same line,
but in opposite directions. If detectors, that are made of
scintillating crystals, detect two photons in a short-coincidence
time window, the detection is valid. Line of response (LOR)
joins two detectors with the valid detection [1].
Since PET imaging is represented with Radon transform,
well known analytical and iterative algorithms can be used
for image reconstruction. Analytical algorithms such as backprojection (BP) [2], [3], filtered backprojection (FBP) [2],
[3], backprojection-filtration (BPF) [2], and 3D reprojection
(3DRP) algorithm [4] are faster and less demanding than
This work was supported in part by the Croatian Science Foundation under
Project IP-2019-04-6703 and in part by the European Regional Development
Fund under Grant KK.01.1.1.01.0009 (DATACROSS).
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iterative algorithms. Nevertheless, iterative methods, based
on expectation-maximization (EM) algorithm [5], for image
reconstruction in PET are primarily used [6]. They are based
on the system matrix which models the scanner response.
There are a few possible ways to obtain the system matrix:
• measuring a point source,
• Monte-Carlo simulation, or
• analytical calculation.
The mentioned methods of obtaining the system matrix are
computationally demanding or difficult to calculate [7].
In this paper, a reconstruction algorithm based on 2D BP
and BPF is proposed. If 2D BP or BPF is used, a reconstructed
image is significantly distorted due to quantization of a single
detector and a narrow field of view in tangential direction.
Thus, dithering is added to measured data and compensation
is made by knowing the geometry of the ClearPET scanner.
Furthermore, we simulated the response of all possible pairs
of detectors located on the observed axial intersection, which
we used to obtain a compensation model. The emphasis of
the paper is on achieving the accurate model that can be used
for compensation either in the fast backprojection methods, as
described in the sequel, or in the iterative algorithms, which
is left for the future research.
This paper is organized as follows. In Section II we give a
short description of the ClearPET scanner. In Section III the
proposed algorithm is explained. Finally, we provide results
in Section IV and conclude the paper in Section V.
II. C LEAR PET SYSTEM
A. ClearPET system
Raytest ClearPETTM is a small animal PET scanner. It
consists of a maximum of 20 cassettes or sectors. Each sector
is a unit of four detector modules arranged in axial direction
and each module contains two layers in radial direction. In
each layer YSO and LuYAP:Ce crystals are arranged in 8 × 8
matrix with the crystal size of 2 × 2 × 10 mm3 . In addition,
every other sector is shifted in axial direction by half the length
of a single module which linearizes the axial sensitivity of
the scanner. All sectors rotate in tangential direction, with a
maximum deflection angle of 20 × 18 = 360 degrees [8], [9].
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(a) Position of crystals in sectors and layers in axial direction.

(b) Position of crystals in sectors, modules and layers. The blue
plane is an example of a plane in which there are 64 crystals on
each side of the ring. The red plane is an example of a plane in
which there are 32 crystals on each side of the ring.

Fig. 1: Position of crystals in sectors, modules and layers in used Raytest ClearPETTM scanner. Each sector is represented with
a same base color. Four modules have different shades of a base color. Sector 0 - blue; Sector 1 - Green; Sector 2 - Yellow;
Sector 3 - Gray; Sector 10 - Red; Sector 11 - Orange; Sector 12 - Purple; Sector 13 - Brown

The Raytest ClearPETTM scanner, which we use to measure
and collect data is only partially equipped. It consists of 8
sectors instead of maximum 20, four on each side of the ring.
Arrangement of the cassettes is shown in Fig. 1.
A total of 48 rings of detectors are possible. Since sectors
are mutually shifted, and due to distance between modules
and distance between 8 × 8 crystal matrices, there are two
different geometrical crystal configurations as shown in Fig.
1b. The first configuration is made of 64 crystals, while
the second one is made of 32 crystals on each side of the
ring. Furthermore, a total of 16 rings are found for the first
configuration, while the second configuration contains a total
of 32 rings. They correspond to different planar intersections
in the axial direction.
III. P ROPOSED ALGORITHM
As a consequence of using only eight sectors in PET
scanner, a significant distortion occurs in the reconstructed
image when using a backprojection algorithm. To cancel the
distortion, a compensation must be done. In this paper, we
propose a compensation method that is based on detailed
physical model of the PET scanner. The model is used to
produce a compensation surface: a reconstructed image of a
virtual, uniformly distributed sample.
A. Generating a compensation
Since a detection of a point source is more likely to occur
near center of a circle due to partially equiped ClearPET
scanner, and its likelihood decreases as approaching the outer
ring, compensation can be made by knowing the probability
density function, which describes the probability of detecting
the point source with the ClearPET scanner.
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For each pair of crystals (i, j), the probability density
function pi,j (r, φ) is assigned, which describes the probability
of the position of a point source while the detection is done
with pair of crystals (i, j). Given the rotation of the ClearPET
scanner we can calculate
Z 2π X X
p(r) = C
pi,j (r, φ) dφ,
(1)
0

i

j

where p(r) describes the probability density function of the
position of a point source at a distance of r from the origin,
while the summation is done over all allowed combinations
of pairs of crystals (i, j). The constant C is the normalization
constant of the probability density function.
The probability density pi,j (r, φ) can be approximated by
a virtual experiment. Uniformly distributed sample (”white
surface”) would have produced all possible variants of LORs,
between each pair of available crystals. Pay attention that in
one configuration (one axial intersection) it has 642 combinations, while in the other 322 . Each synthetic LOR is
additionally dithered to eliminate the quantization error that
occurs during reconstruction. Due to physical size of each
crystal (2 × 2 × 10 mm3 ), dithering was applied accordingly.
Moreover, for each LOR we produced 10 dithered LORs since
a point source from fixed location can be detected by the
same pair of crystals but in a different actual location due
to physical size of each crystal. This part of algorithm needs
to be done only once for given ClearPET scanner for both
crystal configurations.
Finally, probability p(r) was numerically approximated using (1). Each dithered LOR is discretized onto a rectangular
grid (512 × 512 pixels). By counting those LORs (a value in
each element of a grid) a 2D histogram p̃(x, y) is formed.
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(a) Polynomial fit for 64 crystal ring configuration.

(b) Polynomial fit for 32 crystal ring configuration.

Fig. 2: Polynomial approximations of 24th degree for probability density function in polar coordinates p(r). Rotation around
p axis (Number of LORs) results in surfaces depicted in Fig. 3.

(a) A compensation surface for 64 crystal configuration.

(b) A compensation surface for 32 crystal configuration.

Fig. 3: Compensation surfaces in Cartesian coordinates p(x, y). Image dimensions are 512 × 512 pixels. Z axis represents
number of LORs that are passing through a single pixel. Notice that images represent reconstruction of white surfaces, as seen
by the uncompensated PET scanner.

Histogram image p̃(x, y) = p̃(r) has central symmetry due to
a numerical integration according to (1).
Histogram image p̃(x, y) was rastered onto a rectangular
pixel grid. Furthermore, the rectangular pixel grid was
transformed from Cartesian to polar coordinates:
p
x2 + y 2
y
θ = arctan
x
r=

(2)

where x and y are coordinates of each pixel. Since the
histogram has central symmetry, we ignore angle θ and use
only radius r for the polynomial fitting.
The polynomial regression model (3) is expressed in terms
of design matrix R, response vector p~, polynomial parameter
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~ and random error vector ~ε :
vector β
p̂i = β0 +β1 ri +β2 ri2 +· · ·+βm rim +εi (i = 1, 2, . . . , n) (3)
which when using pure matrix notation is written as:
p̂~ = Rβ~ + ~ε

(4)

The vector of estimated polynomial regression coefficients
with ordinary least square estimation is:
ˆ
β~ = (RT R)−1 RT p̂~

(5)

A polynomial of 24th degree has been experimentally
established as the best fit for both configurations. Fig. 2
shows polynomial approximations together with data points.
Fig. 3 shows surfaces corresponding to the probability density
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Fig. 4: Flowchart of the proposed algorithm. On the left we can see the uncompensated backprojected image, as well as the
compensation surface. After the compensation, the usual ramp and Gaussian filtering is applied to the backprojected image
followed by thresholding.

functions for both configurations after interpolation.

B. Applying compensation to the measured data
Dithering was applied to minimize the quantization error
on the measured data and afterwords a 2D backprojection was
made. Additionally, dithering was applied due to physical size
of each crystal and uncertainty of actual location of LORs. For
each LOR we produced 20 dithered LORs. Backprojection is
done by discretization of each dithered LOR onto a rectangular
grid. Similarly, the obtained image I(x, y) can be interpreted
as the non-normalized probability density function of the
occurrence of a point source at (x, y) for the measurement.
Due to the narrow field of view in the tangential direction, it
is necessary to make compensation according to the expression
IC (x, y) =

I(x, y)
.
p(x, y)

(6)

In this way, we attenuated areas with a larger number of LORs
and amplified areas with a smaller number of LORs that occur
due to the geometry of the PET scanner.
C. Filtering
By analogy with BPF, a ramp filter was applied to a
compensated image [10]. A frequency characteristics of a 2D
ramp filter is given by
q
FR (ωx , ωy ) = ωx2 + ωy2 .
(7)
Additionally, a Gaussian filter was used to reduce noise [9].
A frequency characteristics of a 2D Gaussian filter is given by
FG (ωx , ωy ) = e−

2 +ω 2
ωx
y
2σ 2

(8)

By changing parameter σ, we change the cutoff frequency of
Gaussian filter.
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Finally, a soft thresholding was utilized during display to
enhance the compensated image. It was experimentally established that the best soft thresholding can be done according
to
(
0
, IG (x, y) < T
IST (x, y) =
,
(9)
IG (x, y) − T , IG (x, y) ≥ T
where T = 1.4 · median(IG (x, y)) and IG (x, y) is an image
obtained after applying Gaussian filter.
The entire procedure is shown in Fig. 4.
IV. R ESULTS
Measurement was done with Raytest ClearPETTM scanner.
NEMA NU 4-2008 phantom [11] filled with 10 MBq of
radioactive Fluorodeoxyglucose (18 F ) was used as our sample.
The entire 3D model of NEMA NU 4-2008 can be seen
in Fig. 5. A total length of a phantom is 63 mm and outer
diameter is 33.5 mm. Two different parts of phantom were
observed: intersection A-A (Fig. 6a) and intersection B-B (Fig.
6b). Intersections A-A and B-B can also be observed in Fig.
5.
Three different axial intersections of NEMA NU 4-2008
phantom were observed. To show the functionality of the
proposed algorithm, two axial intersections with both (64 and
32 crystals on each side of the ring) geometrical configurations for intersection B-B and one axial intersection with
32 crystal on each side of the ring for intersection A-A
were observed. Acquisition lasted for 10 minutes and over
36 million coincidences occurred. For the configuration with
64 crystals on each side of the ring (and intersection B-B)
18278 coincidences happened, 15249 coincidences occurred
for configuration with 32 crystals on each side of the ring while
observing intersection A-A. Only 8472 coincidences occurred
for configuration with 32 crystals on each side of the ring while
observing intersection B-B which gives us less then 0.5% of
all coincidences per single axial intersection.
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(a) Ground truth (Intersection AA)

Fig. 5: A model of NEMA NU 4-2008 phantom. Adapted from
[12]. Many thanks to Jin Su Kim, PhD for permission to use
the image.

Uncompensated and compensated images by the proposed
algorithm can be seen in Fig. 7. Although uncompensated
images suffer from significant distortion (Fig. 7a, Fig. 7b,
Fig. 7c), especially those with less crystals in a single ring
(Fig. 7a, Fig. 7b), images obtained by the proposed algorithm
(Fig. 7d, Fig. 7e, Fig. 7f) are almost undistorted and the
phantom captured by the PET scanner can be recognized.
Compensated image for intersection B-B with less crystals
(Fig. 7e) is compensated less accurately due to lower count of
coincidences. Dimensions of all images are 512 × 512 pixels.
The entire reconstruction - dithering of data for all 48

(b) Ground truth (Intersection
B-B)

Fig. 6: Ground truth images for intersections A-A and B-B of
NEMA NU 4-2008
possible rings of detectors followed by division, filteration and
soft thresholing took 3.17 seconds on Threadripper 3960x with
128GB of RAM and 2 × GeForce RTX 2080 Ti with 11GB
of RAM. In the part of the algorithm that includes dithering,
CUDA was used for acceleration of the algorithm.
V. C ONCLUSION
In many research papers, standard reconstruction techniques, iterative and non-iterative are described. They usually
do not take into the account physical limitations of a real
scanner system.
In this paper, we deal with a real scanner with an incomplete
sector set. Application of the standard reconstruction methods

(a) Uncompensated
image (32 crystals
on
each
side;
Intersection A-A)

(b) Uncompensated
image (32 crystals on
each side; Intersection B-B)

(c) Uncompensated
image (64 crystals
on
each
side;
Intersection B-B)

(d) Compensated image (32 crystals on
each side; Intersection A-A)

(e) Compensated image (32 crystals on
each side; Intersection B-B)

(f) Compensated image (64 crystals on
each side; Intersection B-B)

Fig. 7: Uncompensated ((a), (b) and (c)) and compensated ((d), (e) and (f)) images for three different axial intersections.
First column consists of images obtained from intersection A-A, while second and third column consists of images obtained
from intersection B-B of NEMA NU 4-2008 phantom. In (a), (b), (d) and (e) there are 32 crystals on each side of the axial
intersection, while in (c), (f) there are 64 crystals. Uncompensated images are completely distorted due to physical limitations
of the PET scanner.
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results in significantly distorted images: narrow field of view
causes central artefacts, while distances between crystals cause
ring-like artefacts in the reconstruction.
We propose detailed modelling of the physical acquisition
system. In this paper, the probability density function is
approximated using a virtual experiment conducted on the
model, followed by the polynomial regression in polar coordinates. Reciprocal values of the obtained model serve for the
compensation and provide for a more accurate reconstruction.
To prove the concept, in this paper we used only a small
percentage of the measurement results: only three axial intersections were selected out of the whole set. We have shown
that only around 0.5% of all coincidences per axial intersection
are needed for a successful reconstruction using the proposed
method. Even from such a reduced set of measurements, the
captured object can be well recognized. Such a reconstruction
is not the final goal. On the one hand, the algorithm can
be exploited as an initial estimation in 2D reconstruction
when using iterative method to accelerate convergence. On the
other hand, the compensation model can be used in advanced
reconstruction methods, and that remains a challenge for the
future research.
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Spectral Features for the Classification of
Familiarity from EEG Recordings
F. Feradov
Technical University of Varna/ Department of Electronics and Microelectronics, Varna, Bulgaria
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Abstract - Familiarity with different objects or stimuli
plays an essential role in forming behavioral and emotional
responses. The present paper examines the applicability of
spectral features in the classification of levels of familiarity
from EEG signals. In particular, examining the differences
of PSD of frequency bands and covariance coefficients as
EEG features is carried out. The experimental evaluation of
the proposed features is conducted using data from the
DEAP database and kNN, C4.5 and SVM classifiers, and
mean classification accuracy of up to 99.5% is reported.
Keywords - EEG signal processing, affective computing,
automated classification of cognition.

I.

INTRODUCTION

By its definition “familiarity” is used to denote prior
knowledge about a person, object or even an idea or a
concept. The existence of such prior knowledge can affect
behavioral and emotional reaction to a given stimulus.
This relation is particularly important in cases where the
evaluation of media is concerned. Movies, music, books,
paintings, photographs and others are often rated based on
their resemblance to other such products or based on
subjective person-specific perception of the work [1].
Based on this, familiarity towards different stimuli can be
considered a part of the human cognitive activity.
In their essence EEG signals are a recorded
superposition of the entire brain activity and contain
information on physiological, behavioral and cognitive
processes [2]. These different types of activities are
related to specific frequency bands in the EEG signals [3].
The use of frequency domain properties such as power
spectrum density (PSD) of given frequency bands and
features based on the spectral parameters is well
established and widely used approach [4-7] in the field of
EEG signal classification.
When used for the purposes of EEG signal
classification PSD features are traditionally calculated for
specific frequency bands. Each of the 5 EEG bands
(Alpha, Beta, Gamma, Delta and Theta) is calculated and
used separately in [4], with the Gamma waveband
demonstrating highest classification accuracy, followed by
Beta, with both having accuracy of slightly over 84%. In
[5] the five frequency bands are used for classification of
emotional states during movie watching. In the presented
results the Alpha, Beta and Gamma band having average
accuracy ranging between 83.6% and 85.5%.
The research is funded by Bulgarian national program “Young
scientist and postdoctoral researchers 2020” financed by the Ministry of
Education and Science, Republic of Bulgaria.
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In the examined example studies [4-7], as in a wide
range of other studies, familiarity of the stimuli is not
taken into account. This is the case even in studies in
which emotions are elicited using multimedia stimuli such
as movies and music. In comparison to the classification
of emotions and emotional states, familiarity is not widely
studied although it demonstrates significant effects over
the formation of emotions and perception in general.
Conducted examinations show [8] that familiarity towards
different stimuli has an effect on the way the stimuli are
perceived and on the induced emotional reactions towards
them. The obtained results show that although familiarity
affects most strongly the subjective perception of the
stimuli (liking/disliking of the stimuli) it also has an effect
on more physiology-related emotional reactions such as
valence and arousal.
The effects of familiarity on emotion classification are
studied in detail by Thammasan et. Al [9]. The presented
research shows evidence that both EEG power spectra and
the brain functional connectivity are affected by
familiarity. When using fractal dimensions and PSD
values as features, a higher arousal and valence
classification accuracy for EEG recordings related to
unfamiliar stimuli is observed. This relation is consistent
between two different sets of data, with the differences in
accuracy in some cases being higher than 7%. The
differences in the results can be attributed to the additional
cognitive activity, stemming from the a priori knowledge
and experiences related to the stimulus.
Based on these observations it can be concluded that
the brain activity related to familiarity is clearly present in
EEG recordings. The possibility to quantify and measure
the amount of previous exposure to a given stimulus can
strongly facilitate research aimed towards emotion
classification in particular, and EEG classification in
general, and can help eliminate errors caused by person
specific biases.
The following paper presents a study on the
classification of different levels of familiarity from
electroencephalographic (EEG) recordings, using spectral
activity features. It examines and proposes a spectral
feature extraction methodology aimed towards
classification of cognitive activity from EEG signals.
Section II contains information about the applied signal
preprocessing approaches and the extraction of the used
features. In Section III, detailed information about the
used data and the experimental setup is given. The
obtained experimental results are presented in Section IV
and a discussion on the obtained results is provided.
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Section V contains the conclusions for the conducted
study.
II.

The calculation of the PSD values is performed in the
following way:

FEATURE EXTRACTION

The first step of the feature extraction process is
related to the preprocessing of the used multichannel EEG
signals. The filtered signals are separated into segments,
from which the features are extracted. The segments are
obtained using a sliding window with a fixed length of 1
second, with an overlap between subsequent frames of
50% (0.5 sec.). The used EEG recordings are taken from
the DEAP database [10] and have length of 63 seconds,
with the first 3 seconds being a recording where no
stimulus is present. The signals are obtained using 32channel EEG setup and a sampling frequency of 256 Hz.
During post processing the recordings are downsampled to
128 Hz, and a bandpass filtered in the range of 0 to 45 Hz
is applied. As a result, after the application of the sliding
window a total of 125 EEG segments per trial are
obtained. The total number of frames can be calculated in
the following way:
 N K L,
P  fix 

L



(1)

where the operator fix denotes rounding towards the
smaller integer number, L is the predefined step size in
samples, and K is the frame size, also in samples.
In the presented study, the power spectrum density
(PSD) differences and covariance coefficient are used as
features for the classification of familiarity from EEG
signals. In addition, two different signal conditioning
approaches are used for the calculation of the PSD
features: 1) extraction of features from all channels 2)
averaging of data from different channels and extraction
of features from a single averaged EEG signal.
1) Complete EEG signal use
The approach in which all of the channels are used for
feature extraction is a standard and widely used EEG
signal processing technique. The extracted features
provide the most detailed information on the studied
phenomena but result in data with high dimensionality and
large datasets.
The first step in the extraction of the PSD based
features is the calculation of the signal spectrum for each
obtained segment. The spectrum for the segments is
obtained by performing DFT on the time domain signal
s(n) [11]. As a result, the spectral coefficients S(k) of the
segments are computed:

Using the obtained spectral coefficients, the power
spectrum density (PSD) for the segments is computed. In
the presented study, only the higher frequencies of the
signal spectrum are used. This is done in order to decrease
the number of generated features and extract information
only from frequency bands relevant to cognitive activity.
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with 0 < k1 < k2 < K-2. In the presented, PSDh
corresponds to frequency range [16 Hz - 45 Hz].
The final step of the feature extraction process is the
calculation of the differences in the PSD between the
spectrums of the signal segments. The features are
calculated as the difference of individual frequency values
between the first signal segment and subsequent segments
and can be presented as:
where PSDf are the features calculated from a given
segment and the first segment and p is the number of the
segment.
The described process is repeated for each channel of
the multichannel EEG recording.
2) EEG channel averaging
EEG channel averaging allows for compression of the
original multichannel EEG data and is used as an
approach for the reduction of the dimensionality of the
data. Although it removes much of the detail in the
recordings and, as a result, it represents only a general
approximation of the recorded brain activity, channel
averaging has demonstrated high classification accuracy
when combined with the calculation of segment
differences [12].
The calculation of features using this approach is
identical to the calculation of the features when no
channel averaging is applied. The difference in the two
methodologies is the averaging of the channels,
performed before the segmentation of the signal:

where is the obtained average sample, M is the total
number of channels and N is the number of signal
samples. Additionally, the signal obtained after the
channel averaging is scaled to the range 0 to 1 before
further processing.
3) Covariance coefficients
The calculation of covariance coefficients for PSD
values obtained from different signal segments and their
use as features allows for a significant reduction of the
obtained classification data. The approach provides a
reduction of the dimensionality of the EEG signals with
the addition of obtaining information about the relations
in the signal without the omission of data (e.g., channel
averaging).
The methodology used for calculating the covariance
coefficients is identical to the one used during the
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standard signal processing, except for the final step. The
obtained PSD values are used to calculate the covariance
between the first segment spectrums and the following
segments. The calculation of the coefficients can be
presented in the following way:

In the case where covariance coefficients are used as a
feature, each two segments produce a single value. This
results in a feature vector of 124 features for any given
channel. As a result of each trial recording, 32 feature
vectors are generated. The size of each obtained feature
set for each participant is 1280 x 124.

where

where A and B are the signal spectrums for two segments,
containing N number of PSD values, μA and σA are the
mean value and standard deviation for A, and μB and σB
are the mean value and standard deviation for B.
The obtained result is a single feature in the range of 1 to 1, where 0 denotes no correlation between the two
spectrums, the value of 1 denotes complete correlation and
-1 denotes negative correlation.
III.

EXPERIMENTAL SETUP

The EEG data used in the presented study is taken
from the DEAP database [10], which contains EEG,
peripheral physiological signals and facial video
recordings. The recordings are made while participants in
the experiment are observing musical videos. Data from
32 participants, with 40 trials for each participant are
provided in the database. The trials are self-annotated by
the participant in accordance with the emotional reaction
elicited by the stimulus and are rated using five criteria –
Arousal, Valence, Dominance, Liking and Familiarity.
In the presented experimental research, only the
Familiarity rating is considered and data separation and
class assignment is conducted solely using this parameter.
The assigned Familiarity scores are integer values in the
range of 1 to 5, where 1 is the lowest score (“Not
familiar”) and 5 is the highest score (“Very familiar”).
The provided EEG data is separated in 5 different classes,
corresponding to the five possible ratings. All trials for
each participant and all participants’ data are used in the
conducted experimental evaluation, with the exception of
participants #2, 15 and 23, for whom no familiarity ratings
are provided. The distribution of Familiarity scores in the
database is as follows: 1 – 560 trials, 2 – 165 trials, 3 - 110
trials, 4 – 122 trials, 5 – 203 trials.
Using the feature extraction methods presented in
Section II, three sets of experimental data are created. The
first dataset contains PSD difference features extracted
from the EEG signals without channel averaging. The
calculation of the spectral difference between the first
segment and subsequent segments results in 30 features
for each pair. As the procedure is repeated for each
channel for each trial a total of 124 feature vectors, each
containing 960 features are obtained. As all 40 data trials
for each participant are used, which results in a total of
4960 features vectors. In order to improve the presentation
of the information in the text this feature extraction
approach will be denoted as “standard”.
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The second feature extraction approach produces
datasets with identical structural setup. Due to the
averaging of the EEG channels, the obtained feature
vectors have a length of 30 features. The total number of
feature vectors again is 4960.

The generated datasets are used to determine the
accuracy and relevance of the considered features. The
experimental evaluation of the data is conducted using the
WEKA machine learning toolbox [13]. WEKA is a freely
distributed toolbox and incorporates a large number of
widely used classification and feature selection
algorithms. For the current experimental evaluation, three
classification algorithms are selected – C4.5 decision tree
[14], kNN [15] and SVM with rbf kernel [16]. The used
classification algorithms are listed in WEKA as J48, iBk
and SMO algorithms. The kNN and C4.5 classification
algorithms are selected because of their speed and
computationally cost-effective implementation in the
WEKA toolbox, while the SVM classifier is included as it
is widely used in task, related to classification of affective
states. The parameter settings of the classifiers are as
follows:


kNN – Number of nearest neighbors k = 1;



C4.5 – Confidence factor = 0.25; Minimum
number of instances per leaf – 2;



SVM – A coarse grid search for the complexity
parameter c and rbf kernel’s gamma parameter
was performed. The search range for the c
parameter was from 1 to 20 with step of 5, while
for g was 0.01 to 1 with step 0.5

The trained classifiers are person-specific and the
validation of the features is performed by separating the
data into two non-overlapping groups – training and
testing group. The training group contains 2/3 of the data,
while the rest of the data is used for testing. The
separation of the datasets is performed randomly, and the
test are repeated 10 times for each participant.
IV.

EXPERIMENTAL RESULTS

The results of the conducted experiments are presented
in Table I. The first column of the table indicates the used
classifier, while the second, third and fourth columns
present the obtained mean classification accuracy for the
examined features – PSD differences for all EEG
channels, PSD differences for averaged EEG channels
and, respectively, covariance coefficients. In addition to
Table 1 the obtained results are also presented in Figure 1.
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Table 1: Mean classification accuracy for different
features
Class.

Standard
channel PSD

Average
channel PSD

Covariance
coefficients

C4.5

82.9 % ± 7.6

79.6 % ± 5.4

47.2 % ± 12.1

kNN

99.5 % ± 0.6

92.1 % ± 4

80.1 % ± 11.0

SVM

98.7 % ± 2.7

82.9 % ± 7.6

76.6 % ± 10.3

information only about the relation between the two states
but lack information regarding the actual difference
between the states. In addition, the calculation of the
covariance between two frames compresses the
information about the PSD of the signal into a single
value, which can further affect classification.
V.

CONCLUSION

In the presented paper, a study on the classification of
different levels of familiarity from EEG recordings was
conducted. The classification of the examined state was
carried out using the differences of PSD values and
covariance coefficients for given EEG frequency bands.
An experimental evaluation of the proposed features
was conducted and a mean accuracy of 99.5% was
achieved in classifying 5 different states of familiarity.
The results also showed an overall high mean accuracy (>
80.1%) for all three types of features that have been
examined.

Figure 1: Mean classification accuracy obtained for different classifiers

As presented in Table 1, the highest mean
classification accuracy of 99.5% was achieved using kNN
classifier PSD differences, calculated from all EEG
channels. The lowest result – 47.2% - was obtained using
covariance coefficients and C4.5 classifier.

Future research will be aimed towards further study of
features for classification of familiarity and other
cognitive activity, reduction of the number of used
features and combination of features. Additionally, the
feature extraction approaches based on calculation of
differences between states during various activities can be
studied for different types of signal representation such as
signal visualization analysis and feature extraction from
specific areas of the brain.
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Although all of the examined features showed
relatively high mean classification accuracy of over 80%,
in the case of a standard setup and kNN classifier a near
perfect result was achieved, with similar results being
observed for the SVM classifier. The overall high
accuracy of this approach is related to the fact that it
provides the most detailed information about the observed
states – both temporal and spatial. The averaging of the
EEG channels reduces the complexity of the classification
process and its computational cost, but also leads to a loss
of spatial information, which affects the mean
classification accuracy with ~7-16% (kNN and SVM). In
the case of the covariance coefficients, the further
reduction in accuracy can be attributed to a principal
difference in the two types of examined features. The PSD
differences represent changes in the EEG signal while the
covariance coefficients represent the relation between two
states. When taken into account that the differences are
calculated based on the first obtained segment, which in
the current cases is a frame of neutral EEG activity, the
PSD features contain information about the difference
between neutral states and cognitive activity. The obtained
results are in line with the results observed in [12], where
the relevance of the difference between neutral states and
state of activity in EEG signals are examined. In
comparison, the covariance coefficients contain
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Abstract—This research explores the class distributions of longterm heart rate variability (HRV) parameters compared to the
distribution of glycated hemoglobin (HbA1c) which depicts the
long-term blood glucose regulation ability. The goal is to find
the optimal HRV parameter and time interval for which it is
measured that correlates to the class distribution based on HbA1c
the most. The class distribution separability will provide an
answer if future highly accurate, precise, and sensitive machine
learning classification can be constructed and if so, to aid their
interaction with the input data. We found that removing a
dataset sample in which at least one feature value is considered
an outlier led to much better results. The strongest pointbiserial correlations for the class distribution separation were
found for 24-hour SDRMSSD-3 (r = -0.43), 20-hour SDRMSSD3 (r = -0.34), and 24-hour ARMSSD-3 (r = -0.33) satisfying
the significance p-value threshold (p ≤ 0.01). All correlations
were negative, showcasing that lower HRV is associated with
worse blood glucose regulation. We observed that the longer the
measurement period, the better the point-biserial correlation.
The best class distribution separation based on the univariate
threshold is achieved for SDRMSSD-3 with ACC = 86.52% and
a weighted F1 score of 86.71%, making it stand out as the single
most valuable HRV parameter when it comes to distinguishing
good from bad blood glucose regulation.
Index Terms—heart rate variability, blood glucose, HbA1c,
classification

which can have Prima, Secunda, or Tertia variations. Nonlinear HRV parameters include: SD1, SD2, SD1/SD2.
The inter-quartile range (IQR) method was applied to
clean the dataset from outliers. Histograms, one-dimensional
and two-dimensional Gaussian kernel density estimators are
used to describe the univariate and bivariate distributions in
the dataset. Point-biserial correlation is used for quantifying
class distribution separability in terms of correlations and
their significance. Classification performance measures include
accuracy, macro, micro, and weighted values of F1 score,
sensitivity, specificity, positive and negative predictive rate.
The rest of this paper is structured as follows. Other
research papers with similar work are presented in Section II.
Section III describes the implemented methodology to remove
outliers in the data, find correlations, and evaluate the results. The results from the applied methods are elaborated in
Section IV. The results and other specifics about the patient
selection process, limitations of the research, etc. are discussed
in Section V, along with visual observations through the
displayed figures. The conclusions from this study and plans
for extending it in future work are presented in Section VI.
II. R ELATED W ORK

I. I NTRODUCTION
This research analysis is part of the Glyco [1] research
project, with the end goal of predicting blood glucose levels from an electrocardiogram (ECG). The project currently
counts 155 patients with heart problems and arrhythmia. The
connection between heart rate variability (HRV) and blood
glucose [2], [3] has researchers striving to develop an accurate
and non-invasive detector of blood glucose levels [4].
In this research, we present a detailed analysis of the
class distributions of the HRV parameters for good and bad
glucose regulation ability classes and justify the motivation
for a future study with its objective being the correlation
with and prediction from the HRV parameters of the glycated
hemoglobin (HbA1c).
The HRV parameters can be in one of two categories.
Time-domain (TD) HRV parameters include SDNN, ASDNN,
SDANN, NN50, pNN50, RMSSD, ARMSSD, SDRMSSD
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HbA1c has long been considered a diabetes marker[5] in
the management of blood glucose in diagnosed patients with
diabetes and as a diagnostic marker as well. It is therefore
relevant to explore the difference in HRV for diabetic and
control groups in the research literature.
Coopmans et al. [6] have concluded that both prediabetes
and type 2 diabetes were independently associated with lower
HRV. Imthiaz [7] states that even in offsprings of diabetic
patients who did not have diabetes, autonomic modulations
if any, can be picked up by HRV analysis. Further on, the
author reports significantly lower RMSSD and pNN50 values
for the study group in comparison to the control group and
a non-significant difference between the two groups for HRV
expressed in SDNN. A similar conclusion that HRV decreases
with the development of diabetes mellitus is presented by
Schroeder et al. [8].
With the HRV parameters contained in our study, Kudat et
al. [9] report a significantly lower SDNN, SDANN, pNN50,
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B. Outlier-removal methods
Since the univariate distribution of the HRV parameters is
non-gaussian, to handle the extreme values in the data for
the HRV parameters, the inter-quartile range (IQR) outlierremoval technique was applied. The three quartile-bounding
points are defined such that the median is equivalent to the
second quartile-bounding point (Q2). The median of the data
below Q2 is the first quartile-bounding point (Q1) and the
median of the data above Q2 is the third quartile-bounding
point (Q3). The inter-quartile range is defined as Q3-Q1 . As
outliers are considered the points that lie outside the interval
[ Q 1-1.5 IQR, Q3 +1.5 IQR ].
Two variations of the IQR outlier-removal method were
used. In the first, the outliers in one HRV parameter did not
influence the other values of the other features in the sample,
i.e. it was replaced with a null value for that feature alone.
In the second variation, if an outlier was found for one HRV
parameter, the sample was removed from the dataset with the
assumption that an outlier in one feature might indicate that
there are irregularities in the measurement and it as a whole
might be an outlier. The two variations are named IQR-Feature
and IQR-Sample correspondingly.
C. Statistical correlation methods
We use the Point-biserial correlation method to quantify
the separability of two classes based on a correlation method.
The point-biserial correlation is identical with the Pearson
correlation, which measures the linear dependency between
two continuous variables, with the exception that here one of
the variables is a dichotomous one instead of a continuous
variable.
The color mapping of the correlation matrices was adjusted
relative to the maximum correlation found with this method,
which was 0.43. The significant correlations ( p ≤ 0.05 )
have the biggest cell area, and only those cells are annotated
with the corresponding correlation coefficients. A visual guide
to the interpretation of the correlation matrices is shown in
Figure 1.
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D. Confusion matrix metrics for classification performance
The number of true positives, true negatives, false positives,
and false negatives are labeled with TP, TN, FP, and FN
respectively. The confusion matrix classification performance
metrics are calculated as:
• Accuracy ACC = (TP + TN) / (TP + TN + FP + FN)
• Precision PPV = TP / (TP + FP)
• Recall SEN = TP / (TP + FN)
• Specificity SPC = TN / (TN + FP)
• Negative predictive value NPV = TN / (TN + FN)
• B F1-score F1 = 2 (PREC × REC) / (PREC + REC)
• G F1-score F0 = 2 (SPEC × NPV) / (SPEC + NPV)
• F1-macro (F1M) = (F1 + F0) / 2
• F1-weighted (F1W) = F1 × num B samples + F0 ×
num G samples
Note that F0 is the F1 measure when the positive and
negative classes are reversed. F1-macro is the macro average
of these values to represent the overall classification ability.
To eliminate the class distribution anomaly we use a weighted
F1 score (F1W).
E. Clinical research and dataset
The ECG signal strip, produced by a single lead wearable
sensor [4], was processed such that ectopic beats, artifacts,
lost signals, noise, and other problematic signal types were
removed or handled appropriately with preprocessing, to reduce their negative influence on the HRV parameters.
Nine of the HRV parameters are defined in one of our
previous research papers [10] and can be viewed there. The
definitions of the two new HRV parameters that were defined
recently goes as follows, where RR denotes an interval between two heartbeats, and NN is an interval between two
normal (N) beats:
• ARMSSD - an average of the root mean square of successive NN interval differences for all analyzed segments
within the defined time period; The value is expressed in
milliseconds.
• SDRMSSD - standard deviation of the root mean square
of successive NN interval differences for all analyzed
segments within the defined time period; The value is
expressed in milliseconds.
Additional HRV parameters are calculated with the following identification:
• Prima (1) calculations apply a 5-minute segment.
• Secunda (2) calculations apply a 30-seconds segment.
• Tertia (3) calculations apply a continuous uninterrupted
ECG segment within a predefined duration.
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Fig. 2. Point-biserial correlations: the original dataset (top), after applying IQR-Feature removal (middle) and IQR-Sample removal (bottom).

TABLE I
N UMBER OF SAMPLES AND PATIENTS IN THE ORIGINAL DATASET AND
DS IQR-F EATURE
Dataset
DS-16h
DS-20h
DS-24h

Samples
7345
5488
4362

B
1583
1106
813

G
5762
4382
3549

Patients
123
121
120

B
37
36
36

G
86
85
84

The interval lengths included in the research for which the
long-term HRV parameters are calculated are the following:
• 16h - 16-hour intervals
• 20h - 20-hour intervals
• 24h - 24-hour intervals
The classes derived from a simple threshold imposed upon
HbA1c are the following:
• Good blood glucose regulation (G): HbA1c(%) ≤ 7
• Bad blood glucose regulation (B): HbA1c(%) > 7
This defines the original dataset (DS) with the number of
patients and samples shown in Table I.
Histograms with adaptive bin sizes as well as the correlation
methods used in the study, except for the Spearman rank
correlation, are extremely sensitive to outliers in the data. The
bivariate kernel density estimators require more outliers to be
significantly influenced but are still prone to providing unclear
results when outliers are present in the data. The outlier
removal resulted in two more datasets: DS IQR-Feature and
DS IQR-Sample.
Applying the IQR-Feature method to the dataset does not
change the number of samples and patients. However, applying
the IQR-Sample method changes the number of samples, and
patients and its effects can be observed in Table II.
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TABLE II
N UMBER OF SAMPLES AND PATIENTS IN THE DS IQR-S AMPLE DATASET
Dataset
DS-IQR-16h
DS-IQR-20h
DS-IQR-24h

Samples
4366
3205
2515

B
1094
741
613

G
3272
2464
1902

Patients
86
80
77

B
27
25
24

G
59
55
53

IV. R ESULTS
One of the main points of interest of the study is the classification problem of whether a patient regulates the glucose well
or badly. Thus, the point-biserial correlation is most relevant
in getting an initial assessment. This analysis also helps in
distinguishing which outlier removal method improves the
class distribution separability or if it only does harm when
aiming for better separability. In the process of quantifying
the point-biserial correlations, the correlation coefficients and
their associated p-values were calculated.
The point-biserial correlation matrices for DS, DS IQRFeature, and DS IQR-Sample datasets are presented in Figure 2.
The p-values of most of the correlations are less than 0.05
due to the large number of samples for which the correlations
are calculated. Overall the correlations are significant and
negative. The fact that the whole correlation matrix depicts
negative correlations is a promising indication of the connection between HRV and the glucose regulation class of a patient.
There is an exception for the SD1/SD2 HRV parameter, where
we observe a change in the sign of the correlation when
the IQR-Sample method is applied. This is due to the lack
of any correlation and the class distribution for that feature
being almost inseparable. Thus, the correlation direction is
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Fig. 3. Distribution plots for 24h SDRMSSD-3 of the original dataset (top) and after IQR sample removal (bottom)

stochastic.
For DS IQR-Feature, in some cases, the point-biserial correlations we observe a decline, and in others, there is an
improvement in the strength of the correlation. However, for
DS IQR-Sample there is an obvious improvement in almost
all correlations compared to the original dataset.
Since the bad blood glucose regulation class (B) is encoded
with 1, and the good blood glucose regulation class (G) with
0, negative point-biserial correlation coefficients indicate that
bad blood glucose regulation corresponds to lower HRV.
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V. D ISCUSSION
Our findings of a mostly negative correlation between HRV
and the ability to control diabetes align with the results
provided by other researchers as analyzed in the related work
section.
In this research, we dived into two other important matters,
to find the optimal HRV parameter for class distribution
separability and to find which measurement duration is best.
A. Optimal HRV parameter
To observe how the classification is improved with each of
the outlier removal methods, the best-performing HRV param-
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Fig. 4. Distribution plots for SDRMSSD-3 after IQR sample removal on datasets 16h (left), 20h (middle) and 24h (right)

eter from the point-biserial correlation analysis, SDRMSSD-3
is further analyzed visually through univariate and bivariate
distribution plots with HbA1c.
Additionally, box-and-whiskers plots are presented for each
of the classes. Note that the outliers shown by the box-andwhiskers plots are not outliers, especially for the DS IQRSample dataset, since the real outliers were removed beforehand when the dataset was cleaned. They only represent the
”outliers” in the class distribution. The role of the box-andwhiskers plots is to summarize and simplify the univariate
class distribution.
The class distributions for the 24h SDRMMSSD-3 of the
original dataset with no outliers removed is presented in the
top part of Figure 3. In contrast, the class distributions for the
dataset with applied IQR-Sample removal is presented in the
bottom part of Figure 3, so the changes of the outlier removal
method can be observed visually.
B. Dependence of HRV on measurement duration
The dependence on the time duration for the calculation
of the HRV is analyzed in Fig. 4. As expected from prior
knowledge about the problem at hand and the point-biserial
correlation matrices, we observe that the longer the measurement duration is, the better the class distribution separation.
To illustrate the performance dependence on the measurement duration and outlier removal we have provided a simple
threshold cut-off class distribution method. The results are
presented in Table III.
We observe a high accuracy and F1 scores over 85% for
the optimal HRV parameter in regards to the class distribution
separability. Note that an increase of up 10% is observed for
accuracy between 16h and 20h measurements and an additional 5% for 24h measurements. Since HbA1c is a diabetes
marker expressed usually like at least a two-month average
of the glucose levels, longer HRV may better express the
correlation to HbA1c. This motivates us to continue measuring
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with even longer periods, such as 48 or 72h, and reach an even
better correlation to HbA1c.
It is important to note that in this research, not all of the
patients with ECG recordings were included in the study.
Those who did not have HbA1c measurements were excluded,
as well as some patients whose instantaneous blood glucose
measurements clashed with the HbA1c(%) values and indicated that other external factors may have influenced the
instantaneous blood glucose measurements. Also, the number
of patient samples to the number of all samples ratios are not
ideal and require further data collection and statistical analysis
in extension to this research.
VI. C ONCLUSION
The focus of our statistical analysis performed on the HRV
datasets coupled with HbA1c levels and a glucose regulation
ability class based on the HbA1c levels was the exploration
of the class distributions for each of the classes and their separability, so that future highly accurate, sensitive and specific
machine learning algorithms can be properly constructed and
aided with additional information about the input data.
Since the distribution of the HRV parameters is skewed
positively and is rarely gaussian-like, two variations of the
IQR outlier removal method were explored. IQR-Feature only
removed the outliers for each feature separately, and IQRSample removed the complete sample when an outlier was
found in it, assuming that an outlier in one HRV parameter
might indicate that the ECG measurement as a whole might be
an outlier. The latter showed a significant improvement in the
class distribution separability, which was demonstrated with
the point-biserial correlations.
The point-biserial correlation analysis depicted the negative
association between HRV and the regulation class. In other
words, the bad glucose regulation class (B) was characterized
with slightly lower values for the HRV parameters. The
strongest correlations found were for the 24-hour SDRMSSD-
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CUT- OFF CLASSIFICATION METRICS FOR

Original DS
24h
20h
16h
IQR-Sample DS
24h
20h
16h

Threshold
9.32
9.44
9.09
Threshold
9.34
8.72
9.06

ACC
78.75%
75.55%
73.76%
ACC
86.52%
82.31%
76.50%

F1M
68.56%
65.62%
62.89%
F1M
82.23%
75.56%
69.44%

TABLE III
SDRMSSD-3 FOR THE ORIGINAL DATASET AND THE IQR-S AMPLE DATASET
F1W
79.79%
76.65%
74.32%
F1W
86.71%
82.46%
76.77%

3 (r = -0.43), 24-hour ARMSSD-3 (r = -0.33), and 20-hour
SDRMSSD-3 (r = -0.34).
The univariate threshold classification resulted in relatively
high accuracy and F1 scores over 85%. The best improvements in the point-biserial correlations were approximately
mapped into the threshold classification performances, with the
DS IQR-Sample-24h SDRMSSD-3 (accuracy ACC = 86.52%
and weighted F1 score of F1W = 86.71%) outscoring the other
HRV parameters.
Hence, SDRMSSD-3 can be considered the single most
valuable HRV parameter for distinguishing good from bad
blood glucose regulation. Also, we concluded that the longer
the measurement period is, the better the correlation to HbA1c
and classification performance.
Promising trends of HbA1c in the data for the bad glucose
regulation class were observed, and its correlations with and
predictions from the HRV parameters will be the subject of a
future study.
Early conclusions show that prior knowledge of type 2
diabetes may produce better classification results and this
will be part of our future work on blood glucose regulation
classification.
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Abstract—The objective of this research is to create an
algorithm for automatic detection of ventricular fibrillation
in electrocardiogram records customized for wearable singlechannel sensors. Our approach is based on observing and
examining sequences of ventricular fibrillation in their frequencydomain. The research, design, and validation process, along with
comprehensive annotations, is carried out on Physionet reference
databases. We use a sliding window approach and apply the Fast
Fourier Transform to convert the data from the time domain to
the frequency domain.
Our approach is based on the determination of frequency
peaks, calculation of energy around the peak, and its ratio to
the overall spectra. The evaluation of detection performance
classification results by applying the digital signal processing
algorithms with machine learning methods classify ventricular
arrhythmia episodes with F1 score of 0.77 and accuracy of 0.92.
Keywords – Electrocardiogram, Fast Fourrier Transformation,
ECG, FFT, Ventricular Fibrillation, Ventricular Tachycardia,
Ventricular Flutter

I. I NTRODUCTION
An electrocardiogram (ECG) presents the heart’s electrical
activity, where each beat is identified by an initial impulse
generated by the sinoatrial node, followed by activity in the
atria and finalized in the ventricle. Normal heartbeat rates
are considered those up to 100 beats per minute (BPM) if
the person is laying. However, in case of heart malfunction,
the beats are generated by the ventricle and are usually with
heartbeat rates up to 200 BPM or sometimes may reach even
higher values. This research focusses on detecting ventricularbased arrhythmia episodes, particularly episodes of Ventricular
tachycardia (VT), flutter (VFL) and fibrillation (VFib).
Shorter ventricular-based arrhythmia episodes alert a potential heart attack and warn the user or competent person to
take precautions to avoid more complications. Longer VT and
VFL episodes may lead to longer VFib arrhythmia, with the
ventricles attempting to maintain up to 500 BPM pulse rates.
Ventricles cannot contract in a coordinated manner due to rapid
and abnormal electrical activity. In the absence of intervention,
this results in immediate loss of the cardiac output, cardiac
arrest with loss of consciousness and no pulse, and death is
the most likely outcome. As the brain deteriorates due to a
lack of oxygen and nutrients, this condition necessitates urgent
specialized life support.
Therefore, detection of ventricular-based arrhythmia is essential for providing good healthcare, especially in remote
online monitoring devices. Our goal is to use a wearable
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ECG monitor for continuous heart monitoring of patients
while performing their everyday activities without physical
obstacles. Added value to this solution is alerting on dangerous
arrhythmia, which is possible through two solutions:
• an edge computing solution, which uses the smartphone
as a device on the edge of the Internet to offload ECG data
to the cloud server, where the AI-based solution detects
dangerous arrhythmia and sends an alert notification to
the doctor, caregiver and patient,
• a dew computing solution, which builds upon the edge
computing solutions by adding autonomy on a smart
device to alert an onset of dangerous arrhythmia.
In both cases, our solution may act as an automated alerting
module realized on the smartphone, or on the cloud server.
In this paper, we present a new model to detect ventricularbased arrhythmia for ECG measurements with wearable sensors. Our detection approach uses a frequency-based method to
detect the dominant energy of ECG signals and overall spectral
energy. Noise generated by the muscle movements or loose
contacts with ECG electrodes of the wearable sensor may
generate signals that look similar to ventricular-based arrhythmia (VFib or VFL). Therefore, detection is not trivial, as if
the patient is hospitalized without physical activity, especially
if an automated system is to be realized for wearable ECG
sensors that need to differentiate ventricular-based arrhythmia
from noise.
We have analyzed the properties by data observation and
analysis of the corresponding medical literature. The research
on ECG frequency domain of ventricular fibrillation [1] was
a starting point for improvement, by a more detailed analysis
of the power densities, the correlation between the peak areas,
particular amplitudes, and their power in various spectra or
sub-spectrum segments. We have implemented several machine learning (ML) models and selected the most optimal.
The ultimate goal was focused on the realization of a fast
and reliable classifier capable to:
• realize fast and efficient pipelined processing,
• achieve higher accuracy performance.
The paper follows the following structure. Related work is
presented in Section II. Section III describes the methods used,
and Section IV presents the achieved results of applying the
newly developed algorithm. The conclusions and future work
are presented in Section V.
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Fig. 1. A QRS signal in the ECG
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II. R ELATED WORK
Much research has been carried on the detection of ventricular fibrillation, mainly on 12 or 6–channel ECGs for
hospitalized patients. Arafat et al. [2] compars the performance
results of several time-domain approaches (Table IV) and
Amman et al. [3] for approaches used for defibrillators. Note
that the goal in defibrillators is to have a very high sensitivity
without paying attention to the precision (positive predictive
value).
There are several time-domain methods. A threshold crossing interval (TCI) algorithm was introduced by Thakor et al.
[4]. Amman et al. [3] improved this approach by developing
standard exponential (STE), and modified exponential (MEA).
It was further on improved by Arafat et al. [2] with development of an algorithm with threshold crossing sample count
(TSCS).
The use of filtering upgraded Time-domain analysis as
preprocessing of the signal with Hilbert transform (HILB) [5]
and phase space reconstruction (PSR) [6] algorithms.
Jekova et. el [7] have introduced a method of real-time
detection of ventricular fibrillation and tachycardia by applying
rules to the calculated parameter of the frequency domain, after
previously applying signal prepossessing filtration with highpass, low-pass, and notch filter, reaching 93.92% specificity
and 91.92% sensitivity on CUDB and 91.13% specificity and
96.03% sensitivity on VFDB databases.
Chen. es. el [8] introduce a method of ventricular fibrillation
detection by calculating short-term auto-correlation function
followed by a regression test on a plot of the peak magnitudes,
reaching up to 100% specificity when rules of condition for a
minimum of detected sequences are detected.
Our approach builds on the earlier work of Greenwald [1],
by enlarging the feature set defining new parameters that reveal
a better Pearson correlation than already published, exploiting
a large set of new parameters and their ratio. Besides, we
used an enhanced set of ECG benchmark databases and fed
the newly generated feature set into new ML-based models.

0.5
0

-0.5

364

-1.0
-1.5
-2.0

1s

2s

3s

4s

Fig. 4. An example of a VFL episode from time-domain ECG signal, (VFDB
Record 418, starting at 401 sec)
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III. M ATERIALS AND M ETHODS
The QRS Complex is a complex associated with ventricular
depolarization with three current deflections, as presented in
Fig. 1. It typically starts with a slight downward deflection
Q, followed by a broad upward deflection R and downward
deflection S, but this is not a set rule, and the QRS complex can
take different forms. The atrioventricular node produces the
QRS complex, or wave, and is responsible for ventricular depolarization. The T wave indicates ventricular repolarisation.
Normal sinus rhythm (NSR) is a standard form of a normal
operating heart (Fig. 2).
Ventricular-based arrhythmia is identified by:
• VT if the corresponding heart rhythm is regular and
faster than the regular rhythm (Fig. 3). More extended
VT periods are dangerous and may lead to more severe
problems.
• VFL is considered as a specific VT with higher rhythm,
which is still regular with sinusoidal waveform and
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Fig. 5. An example of a VFib episode from time-domain ECG signal, (VFDB
Record 426, starting at 658 sec)

variable amplitude (Fig. 4). The existence of longer VFL
episodes leads to more dangerous and critically unstable
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the beginnings of different rhythm episodes used to label the
type of the sequences.

ECG RECORD

C. Frequency domain analysis
[SF] Segment 1
[SF] Segment 2
[SF] Segment 3
[SO]

...
[SF] Last segment

Fig. 6. The sliding window approach

ventricular arrhythmia.
VFib is an abnormal heart rhythm with variable amplitude
and frequency, where the heart activity is initiated by
ventricles which produce heart quiver without organized
and synchronized electrical activity (Fig. 5).
Ventricular-based arrhythmia on ECG strips is identified
with irregular deflections of varying amplitude and varying
frequencies without identifiable P waves, T waves, or QRS
complexes, where the heartbeat rates can vary from 100 to
500 per minute.
•

A. Datasets

When we deal with discrete signals, FFT without zeropadding provides data points on the frequency axis with a
spacing of 1/T , where T is the length of our sequence, e.g.,
0.25 for 4 seconds and 0.125 for sequences of 8 seconds.
Previous studies using frequency domain analysis of VF
waveforms techniques have shown that a dominant peak
concentrated around 4 to 6 Hz typically has the power range
of human VF, decreasing with increasing length [12] [13].
These frequency-domain features are used to analyze if
VFib could have occurred in the ECG of the patient.
The algorithm starts by dividing the power spectrum into
three frequency bands:
• low-frequency band (LFB) from 0.5 Hz to 3.5 Hz,
• middle-frequency band (MFB) from 3.5 to 8 Hz,
• high-frequency band (HFB) from 8Hz to 20 Hz.
Note that the frequencies below 0.5 Hz, which correspond
to heartbeats lower than 30 BPM, are treated to sinus arrest
pauses or direct current feature of the ECG signal and will
not be analyzed. Frequencies over 20Hz do not correlate to
classification.

The ECG databases used in our research are part of an extensive library of benchmark ECG databases publicly available
at the Physionet website [9]. The reference arrhythmia ECG
database used in our experiment is MIT-BIH arrhythmia ECG
database (MITDB), which consists of 48 ECG sample records
of 30 minutes measurements each [10].
For reference to detect VF in our research, we use the
MIT-BIH Malignant Ventricular Entropy Database [1], which
includes 22 half-hour ECG recordings of subjects who experienced sustained ventricular episodes of tachycardia, ventricular
flutter, and ventricular fibrillation.
Another referent ECG database for VF detection is the
Creighton University Ventricular Tachyarrhythmia Database
[11], which includes 35 eight-minute ECG recordings of
human subjects who experienced episodes of sustained ventricular tachycardia, ventricular flutter, and ventricular fibrillation.
All these databases are annotated for episodes containing
ventricular-based arrhythmia.

D. New algorithm for detection of VF signals

B. Sliding window

M BD
(1)
HBD
Fig. 7 presents a typical case of the density distribution of
R for signals with NSR and signals with ventricular-based
arrhythmia. A notable divergence point is observed and used
in our detection algorithm.
Finding a frequency peak is another part of our algorithm. A
frequency peak is a local maximum in the frequency spectrum
of the ECG signal. We denote by F the main peak found in
a corresponding ECG band and the peak amplitude A(F ).
VT heart rate is over 100 BPM, meaning that the main peak
is expected to be in the range of over 1.66 Hz. The highest

To create our working dataset, we use the sliding window
approach illustrated in Fig. 6. Setting a fixed-length window
from the beginning of each record, we capture segments while
shifting the beginning of the window a constant step until the
end. Each extracted sequence is decomposed from the time
domain into a series of sinus waves of varying amplitudes
and frequencies by Fourier analysis (FFT algorithm). The
frequency-domain data we get from these calculations is
subject to further analysis.
We determine the type of the sequence by reading the
corresponding annotation, which contains information about
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In our approach, we use a sliding window with a length of 4
seconds since in our experiments we found that the 8 seconds
approach results in a negligible worse performance measured
in less than 0.2% accuracy. In addition, the calculation of the
FFT for 4 seconds is twice faster.
The algorithm uses information on energy distribution (density) of each of LFB, MFB and HFB correspondingly by
LF D, M F D and HF D, are calculated as a sum of all
frequency intensities found by the FFT in the corresponding
frequency band.
The MFB and HFB limits have been adjusted so that VF
signals’ main frequency components and harmonics lay in one
of the bands. We investigate ways to detect various signal types
by looking at the spectral structures and correlations between
these bands.
The detection concept is based on evaluation of the ratio R
between the middle MFD and high-frequency HFD by (1).
R=
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Fig. 8. R2 distribution of classes N and V in analyzed ECG benchmarks

frequency in VFib is up to 500 BPM, which corresponds
to 8.33 Hz. Therefore we will search for a dominant peak
frequency in the range between 1.66 Hz to 8.33 Hz. Peak
width includes all frequencies with intensities up to half of
the intensity of the peak value. The peak energy E(F ) is
expressed as a sum of all intensities within the detected peak
width frequencies.
In addition to determining the peak density,, we calculate
the outer energy in the overall frequency band OD as a sum
of all intensities for frequencies between 1.5 and 24Hz. Then
we calculate the ratio R2 by (2).
R2 =

OB
D(F )

(2)

Fig. 8 presents the typical cases of ventricular-based arrhythmia. We observe a clear distinction between NSR (or
normal sinus rhythm) and VFib arrhythmia
E. Evaluation metrics
The statistical measures used in the evaluation include the
determination of true and false indications. A positive segment
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is detected as a ventricular-based arrhythmia episode and
negative all other arrhythmias, including normal rhythms.
A true positive (TP) is denoted if the majority of the
analyzed segment width has been correctly identified as
ventricular-based arrhythmia. Similar to this definition, we
identify true negatives (TN) for correct detection that it is not a
ventricular-based arrhythmia episode, false-positives (FP) and
false-negatives (FN) for wrong detections.
TP
SEN =
TP + FN
TP
PPV =
(3)
TP + FP
TP + TN
ACC =
TP + TN + FP + FN
2T P
F1 =
2T P + F P + F N
The performance metrics include sensitivity (SEN), positive
predictive value (PPV), accuracy (ACC) and F1 score as
defined by (3).
IV. R ESULTS AND D ISCUSSION
The first lead from benchmark ECG datasets is analyzed in
this research, and in most cases, it is lead II.
A segment was labeled to belong to a V class if it completely contains ventricular-based arrhythmia and N class if
it completely does not contain. Out of all generated ECG
segments, we use only those that either completely contain
ventricular-based arrhythmia (V class) or do not contain (N
class). This procedure eliminates those mixed segments that
in some parts contain ventricular-based arrhythmia and in the
other part do not contain. This elimination process that extracts
clear segments was used only for training purposes, while for
the testing process, we used all the remainders of the record.
The training set was split into 1/6 of each record, and the
remainder was used for testing. This method is better than
using a random selection of samples since, in that case, the
training and testing sets will overlap, and the results will not
be reliable.
Our goal is to ensure that our algorithm can generalize on
a limited training set and see whether it would perform well
on a broader set of data. As ventricular-based arrhythmia are
not frequent, we were challenged by class imbalance, affecting
our model’s ability to learn the decision boundary effectively.
To tackle this imbalance, we used Synthetic Minority Oversampling Technique (SMOTE).
The training set is further split into 10-fold without shuffling, for cross-validation of different models, before evaluating the best models against the testing set.
We have tested several ML methods, and found that K
Nearest Neighbors (KNN) algorithm outperforms Random
Forest (RF) and Decision tree (DT) algorithms, in terms of
both accuracy and F1 score. The training/test split was done
by assigning 80% of the signal records in the database in the
training set and 20% in the test set. For validation of the best
models, we use 10-Fold cross-validation technique. The best
models were evaluated against the test set.
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Fig. 9. The frequency spectrum of a NSR episode from an ECG signal (MITDB Record 100, starting at 0 sec)
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Fig. 10. The frequency spectrum of a VT episode from an ECG signal, (VFDB Record 422, starting at 1336 sec)
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Fig. 11. The frequency spectrum of a VFL episode from an ECG signal, (VFDB Record 418, starting at 401 sec)
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Fig. 12. The frequency spectrum of a VFib episode from an ECG signal, (VFDB Record 426, starting at 658 sec)

Performance evaluation results are presented in Tables I, II,
and III correspondingly for VFDB, CUDB, and MITDB. The
achieved results are compared to other research in Tables IV
and V. Analyzing Table IV we achieve almost the best SPC,
and do not reach high SEN values since our system is intended
for wearable sensors which generate a lot of noise that corrupts
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proper detection. Therefore, our algorithm achieves almost the
best PPV and high ACC values. Note that our tuning was
realized towards achieving a higher F1 score, while the others
target higher sensitivity for reaching almost the same accuracy.
In terms of F1 score, our algorithm outperforms all other
algorithms.
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TABLE I
R ESULTS OF KNN CLASSIFICATION PERFORMANCE ON VFDB
Class
N
V
accuracy
macro avg
weighted avg

PPV
95.54
80.12

SEN
95.96
74.60

87.33
91.95

85.28
92.13

F1
95.24
77.26
92.13
86.25
92.02

support
75736
16532
92268

TABLE II
R ESULTS OF CLASSIFICATION PERFORMANCE ON CUDB
Class
N
V
accuracy
macro avg
weighted avg

PPV
89.43
65.46

SEN
91.51
59.82

77.43
84.35

75.66
84.79

F1
90.46
62.51
84.78
76.48
84.53

support
13927
3748
17675

TABLE III
R ESULTS OF CLASSIFICATION PERFORMANCE ON MITDB
Class
N
V
accuracy
macro avg
weighted avg

precision
99.90
83.33

recall
99.99
40.54

91.62
99.87

70.26
99.88

F1
99.94
54.55
99.88
77.24
99.86

support
21303
37
21340

TABLE IV
C OMPARISON OF DIFFERENT ALGORITHMS , UPDATING INFO FROM [2]

Algorithm
TCI
STE
MEA
CPLX
SPEC
HILB
PSR
TCSC
our

MITDB
SEN
SPC
100.00
56.82
35.61
95.16
80.94
70.66
35.25
87.39
58.99
99.83
97.84
98.52
95.32
99.04
97.48
99.33
40.54
99.99

CUDB
SEN
SPC
90.15
55.12
40.54
88.79
81.53
66.44
52.46
86.14
37.18
98.82
75.96
89.68
75.35
91.46
79.74
88.14
59.82
91.51

Overall
SEN
SPC
90.84
56.70
40.20
94.70
81.49
70.35
51.28
87.29
38.69
99.76
77.47
97.88
76.73
98.49
80.97
98.51
59.63
96.63

TABLE V
C OMPARISON OF DIFFERENT ALGORITHMS , UPDATING INFO FROM [2]

Algorithm
TCI
STE
MEA
CPLX
SPEC
HILB
PSR
TCSC
our

MITDB
PPV
ACC
0.37
56.89
1.17
95.07
0.44
70.68
0.45
87.30
36.12
99.77
9.64
98.52
13.83
99.04
18.98
99.33
83.33
99.88

CUDB
PPV
ACC
35.7
62.71
49.98
78.34
40.17
69.7
51.13
78.85
89.67
85.47
67.04
86.71
70.92
87.97
65.02
86.32
65.46
84.79

Overall
PPV
ACC
4.36
57.42
14.12
93.54
5.63
70.59
8.05
86.53
77.58
98.46
44.17
97.44
52.40
98.03
54.13
98.14
65.53
93.04

V. C ONCLUSION
We developed an algorithm to detect ventricular-based arrhythmia episodes that can be used to detect signals generated
by wearable ECG sensors where is a lot of muscle noise or a
loose contact, which can give unwanted false-positive results.
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Conventional detection methods of ventricular fibrillations
aim at maximum sensitivity keeping high specificity levels,
while our performance goal is to achieve a higher F1 score.
This means that we developed an algorithm that is more
precise than conventional with lower sensitivity, but more
resistant to noise.
Our solution is based on frequency domain methods and
heuristic decision methods analyzing the distribution of the
frequency spectrum of the ECG segment. We achieved a high
detection accuracy of 92.13% and F1 score of 77.26% for
ECG segments with a length of 4 seconds evaluated on VFDB
as a reference ECG database with multiple ventricular-based
arrhythmia episodes.
It is worth noting, our algorithm detects on 4 seconds of
ECG signal, although most of the conventional algorithms in
defibrillators work on at least 8 seconds of the signal. We
found that 4 seconds reveals a satisfactory performance and
works much faster.
We intend to improve the existing algorithm with detection
on noise and improve the classification performance of the
overall beat detection and classification for future work.
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Abstract—A lot of studies address the use of IoT devices
coupled with machine learning to predict and better detect health
problems. Diabetes is an issue that society is struggling with for a
very long time. The ease with which ECG signals can be recorded
and interpreted provides an opportunity to use Deep Learning
techniques to predict the estimated Sugar Levels of a patient.
This research aims at describing a Deep Learning approach to
provide models for different short-term heart rate variability
measurements.
Our approach is based on a special method to calculate
Heart Rate Variability (HRV) with identification of segments,
then averaging and concatenating them to exploit better feature
engineering results. The short-term HRV is used for the determination of instantaneous plasma glucose levels. The Deep Learning
method is based on Autokeras, the neural architectural search
provided the best results for the 15-minute measurements.
Our research question is to develop a solution to estimate
the Instantaneous glucose value from heart rate variability with
sufficient quality. The evaluated test set gave the following results:
RMSE(0.368), MSE(0.193), R square(0.513), and R squared
loss(0.541).
Index Terms—ECG; HRV; Deep Learning; Glucose; Short Term
HRV; Diabetes

I. I NTRODUCTION
Diabetics is a health condition that affects people of all age
groups, and in a lot of cases, people are not aware they are
diabetic. Known methods to detect raised glucose levels include invasive, minimally invasive and non-invasive techniques
[1]. Invasive techniques are based on finger pricking and
measuring the chemical properties of a blood drop, while the
minimally invasive techniques mainly use a set of very small
needles and test interstitial body liquids or other parameters.
Non-invasive techniques use electromechanical properties to
scan the effects that raised glucose levels produce on the
skin, eyes or other interstitial body liquids. Our approach is
based on using wearable non-invasive ECG sensors to scan
the heart condition and determine a set of heart rate variability
parameters which will be processed by a new Deep Learning
(DL) method.
DL is a subset of the field of Machine Learning (ML), utilizing artificial neural networks. The technology has been around
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for quite some time, the first recognized use dating back to
1873 where Alexander Bain introduced Neural Groupings as
the earliest models of a neural network, inspired Hebbian
Learning Rule. [2]. However, in that period machines were
slow and the calculations were quite expensive both in terms
of computation and finance wise. The last decade in computer
science has seen an explosion of DL, especially with the
availability of cloud computing. Machines have enhanced their
performance so much that today a person can run a DL process
at home or even on a Raspberry PI. [3]
Taking into account the current state of DL, this study’s
research hypothesis is to explore and find out whether it is
possible to develop a DL solution that detects the glucose
level from HRV. This endeavour brings about an inquiry for
a DL method of estimated instantaneous blood glucose level
from simple Time Domain HRV parameters. The approach
begins with collecting electrocardiogram data from which
HRV parameters are calculated for different short-term time
frames. The initial steps are followed by correlation analysis
and conclude with the training of DL models for each time
frame. The data and resources are provided under the umbrella
of the Glyco project [4].
The measurements were conducted within the Glyco project,
in which a group of patients carry a small apparatus that
records an ECG signal and then relays corresponding data to
a proprietary application which processes and annotates heartrelated information. These processed annotations comprise
adequate information for calculating Heart Rate Variability
(HRV). HRV is known as a good parameter for predicting
different health conditions [5]. From previous research we
have identified two methods for calculating HRV for a certain
annotation file segmenting the signal into clean Normal-toNormal intervals [6]:
•
•

Averages - taking the average HRV for each segment.
Combined - concatenating all segments into one long
segment and calculating the HRV on that long segment.

In this research, we aim at predicting a quantity of a blood
sugar level based on HRV measurements, and therefore it is a
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regression problem, while our previous research [5] addressed
the ability to control the glucose level solving a classification
problem. Moreover, we are eager to find an answer to the
following questions. How do these different measurements
hold up against the fluctuation of sugar levels in the blood? Do
these calculations have predictive capabilities? Is one method
better at predictions? All these questions lead to the final
research question: Are HRV parameters able to predict the
Sugar Level of a person?
The article begins with a description of the Methods in
Section III. The related works are shown in Section II. Section IV shows the results with their explanation, and Section V
elaborates on the results. Finally, the conclusions and future
work are elaborated in Section VI.
II. R ELATED W ORK
There are a solid amount of studies on Correlating HRV
parameters to Glucose levels, and in some cases, there are
attempts at implementing ML or even DL techniques to predict
whether a person is diabetic. However, finding works on
predicting an actual Sugar Level value proves to be extremely
difficult. So far, we have not found any research results
addressing this problem.
Swapna et al [7] described several attempts at detecting
diabetes using DL algorithms. Their dataset consists of 20
diabetic and 20 healthy patients. Each patient had a 10min
recording of their ECG in a lying down relaxed supine
position. The ECG signal is sampled at 500 Hz from which
71 datasets for each group of patients are generated. Each
dataset consists of 1000 samples. The authors conclude that
the maximum accuracy they achieved through DL is 95,70%.
In a more recent study, Aggrawal et al [8] explore the
possibilities of detecting diabetes using artificial neural networks and support vector machines from HRV parameters.
The study is conducted on a population of 10 rats, where
they are evenly split into an experimental and control group.
The difference between the groups was found in their diets
which for the experimental group would induce diabetes. After
collecting the ECG signals and calculating HRV parameters
the authors then implement Artificial Neural Networks (ANN)
and Support Vector Machines (SVM) to predict diabetes. They
conclude that ANN had an accuracy of 86.30, while SVM had
an accuracy of 90.50%.
Rahman et al [9] aim to see the predictive capabilities of
diabetes through different DL techniques: Convolutional Long
Short-term Memory (Conv-LSTM), Convolutional Neural Network (CNN), Traditional LSTM (T-LSTM), and CNN-LS. The
dataset contains records of 768 female patients aged at least
21 years among them 268 are diabetes positive and the rest
are diabetes negative. The dataset contains eight predictor
variables: Pregnancies, Glucose, Blood Pressure, BMI, Skin
Thickness, Insulin, Diabetes Pedigree Function, and Age for
diagnostically predicting whether a patient has diabetes. The
authors conclude that the best model was generated by the
Conv-LSTM with an accuracy of 97.26%.
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TABLE I
D ISTRIBUTION OF AGE , W EIGHT, H EIGHT, AND BMI BY G ENDER
G LYCO DATASET [4]

Parameter
age (years)
weight (kg)
height (cm)
BMI

male
avg
std
59.7
9.6
84.4
17.6
161.9
46.5
26.1
8.6

female
avg
std
63.2
11.3
76.6
11.1
164.1
4.7
28.5
4.1

IN THE

total
avg
std
60.8
10.4
82.5
14.8
171.3
8.6
28.3
4.5

DeepHeart [10] encompasses 14,011 users of a specific
Apple Watch app. Each participant’s data was then split
into week-long chunks, and continuous heart rate recordings
shorter than 30 minutes were omitted from the analysis.
This resulted in a total of 57,675 person data records. The
authors conclude that a multi-task long short-term memory
(LSTM) yielded high accuracy results at detecting multiple
medical conditions, including diabetes (0.8451), high cholesterol (0.7441), high blood pressure (0.8086), and sleep apnea
(0.8298)[10].
III. M ETHODS
A. Dataset
The Dataset consists of subjects that take part in the Glyco
Study [4]. There are a total of 155 subjects however, from
those 155 only 138 are valid subjects that pose both clean
and continuous ECG measurements alongside manual Glucose
measurement through finger pricking. It is also important to
note that the subjects in this dataset are known to have health
problems, more precisely heart problems. The dataset contains
94 male and 44 female patients, where the distribution of age,
weight, height, and BMI are presented in Table I.
This article’s scope is on short-term ECG recordings, as a
follow-up on results addressing the correlation among shortterm HRV and instantaneous blood glucose levels [11]. The
approach here is to divide the dataset into six distinct datasets,
each dataset is treated as a separate experiment group which
results in a classification model for each short-term recordings.
Each dataset consists of data collected on a sliding window
concept. Finally, we will continue our research with the
following short-term datasets:
• D30S - 30s sliding window with a 30s offset
• D1M - 1m sliding window with a 1m offset
• D5M - 5m sliding window with a 1m offset
• D10M - 10m sliding window with a 5m offset
• D15M - 15m sliding window with a 5m offset
• D30M - 30m sliding window with a 10m offset
B. Features
The HRV parameters that are taken into consideration are
the the Time Domain features. It was decided to take them
because of the ease of calculation and the already standardized
techniques which can be reproduced in other environments.
Since we are dealing with 2 calculation techniques we are left
with 15 features presented in Table II.
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TABLE II
D ESCRIPTION OF ANALYZED HRV
Parameter
A-SDNN
A-ASDNN
A-SDANN
A-NN50
A-pNN50
A-rMSSD
C-SDNN
C-ASDNN
C-SDANN
C-NN50
C-pNN50
C-rMSSD
Distance
Timestamp

•
PARAMETERS

Description
Standard Deviation of NN intervals
The Average Standard Deviation of NN intervals (minimum 5 minutes)
The Standard Deviation of the averages of NN intervals
(minimum 5 minutes)
Adjacent NN interval pairs differing more than 50ms
NN50 counts divided by a total count of NN intervals
The square root of the mean of the sum of the squares of
differences between adjacent NN intervals
Standard Deviation of NN intervals
The Average Standard Deviation of NN intervals (minimum 5 minutes)
The Standard Deviation of the averages of NN intervals
(minimum 5 minutes)
Adjacent NN interval pairs differing more than 50ms
NN50 counts divided by a total count of NN intervals
The square root of the mean of the sum of the squares of
differences between adjacent NN intervals
The total length of recording expressed in seconds
The time of the recording

An important aspect that requires attention is that some
parameters require a minimum of 5-minute recordings in order
to be calculated. This means that the parameters ASDNN,
SDANN, NN50, pNN50 are removed from the feature list for
the D30S, D1M, D5M datasets.
C. Experiments
As mentioned previously each dataset is considered as a
single experiment group. Each dataset represents a time frame
for which HRV is calculated. We aim at creating a model for
each time frame (dataset) which can be used in real-world
cases where there would be a need to predict on 30s, 1m, 5m,
10m, 15m or 30m time spans. Each model may only be used
for the desired time frame, so the model trained and tested on
30s can not be used to make predictions on 30m data or vice
versa.
The experiments or DL processes are conducted utilizing
AutoKeras[12], as an automated ML system based on Keras
[13] (a wrapper of Tensorflow which in turn is a DL framework
developed by Google[14]). For these experiments, we are
attempting to predict the estimated sugar level of a patient
from their ECG, which means we have a regression problem.
Autokeras requires us to only set some parameters and provide
the data, after that it handles the architectural search entirely
automatically. The parameters we provide are:
•
•
•
•
•
•

the structured data regression class
epochs - number of epochs for each trial
max number of trials - the number of different architectures to try (trial=architecture)
batch size
metrics - which metrics to report while training
objective - which metric to track and develop upcoming
architectures according to the metric maximization or
minimisation
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callbacks - custom callback which the user wants to use,
the same as manual Keras callbacks (optional)

D. Evaluation metrics
Since the problem at hand is a regression problem, the
following metrics are tracked during model development and
evaluation:
• Mean Squared Error
• Root Mean Squared Error
• R squared
• R squared loss
Mean Squared Error (MSE) measures the average of the
squares of the errors and is calculated by (1) as an average
squared difference between the estimated value and the actual
value.
 d − f 2
1
i
i
(1)
M SE = Σni=1
n
σi
Root Mean Squared Error (RMSE) is calculated by (2) as
an absolute measure of the goodness for the fit as a differences
between the predicted and observed value.
r
1 n  di − fi 2
Σ
RM SE =
(2)
n i=1
σi
R squared (R2 ), calculated by (3), is the proportion of the
variance in the dependent variable that is predictable from the
independent variable and usually is expressed as a percentage
value. Sometimes it is called the coefficient of determination.
R2 is the measure of how close the data is to the fitted
regression line, and is expressed as a percentage. Having an
R2 value trending towards 100% shows that the regression
line is a good fit for the data.
RSS
(3)
T SS
R squared loss (R2 loss) is the numerical representation of
how bad a model is predicting. The ore closer to 0 the more
accurate the model is at predicting the given data.
R2 = 1 −

IV. R ESULTS
A. Outlier Removal
The DL model generation process is similar to every other
ML project. The initial steps involved collecting appropriate
data and pushing that data into a statistical analysis phase.
After this analysis, we continued with outliers detection and
their removal using the Interquartile Range (IQR) technique.
B. Autokeras
The AuoKeras process for each dataset took around 24
hours to complete. The code is the same only the input data
and the input shape of the initial layer changed. The objective
of the experiments was to track MSE score and minimize it as
much as possible without falling into the trap of overfitting.
Additionally, close attention was paid to R2 which served as
a way to distinguish the overall fit of the model. This metric
was chosen since it is the most popular metric when it comes
to regression problems[15]. The only negative aspect of the
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Fig. 1. Final Results.

process is that we do not know the rationale behind which
AutoKeras decides to increase layer sizes or the number of
neurons. With that said below are presented the results for
each best model generated from AutoKeras tested on the test
set after training Fig.1.
A description of the architectures of each best model is
presented in Table.III:
V. D ISCUSSION
As mentioned before the data is fed into an Auto ML
process made possible through AutoKeras. Each dataset corresponding to a specific period goes through the same process.
The only difference is that the time spans less than five
minutes have a smaller amount of features, and features such
as ASDNN require a minimum of five minute recordings. For
example, it would be impossible to calculate in 30-seconds
dataset. When it comes to metrics tracking, in the related
works section II we see that all research papers have used
MSE as the main metric to follow and track and then R2 to
asses the accuracy level of generalization on new data.
A. Comparison to other research
Comparing previous research, we notice that the datasets
in use were relatively small compared to the Glyco datasets.
Additionally, we observe that the goal of these papers is to
classify a person as diabetic or not, addressing a classification
problem, while in this research, the goal is to predict the
glucose level.
B. Optimizing HRV for glucose estimation
When it comes to the architectures that AutoKeras came up
with, for the 30-seconds periods dataset the optimal combination of hyperparamater involves an input layer followed by
three dense layers with 16, 24, and 32 neurons. Additionally,
there are three batch normalization layers and finally the output
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layer. All activation functions are of type ReLu, with an Adam
optimizer at a learning rate of 0.001, and for the loss function
Mean Squared Error Loss. The model results with an RMSE
score of 1,267, MSE of 3,978, R2 of 0,47710, and R2 loss of
48,710.
The D1M dataset best performed with a model consisting
of 3 hidden layers with 32,32, and 16 neurons respectively.
The chosen optimizer was Adam with a learning rate of 0.001
and Mean Squared Error Loss. The results are: RMSE score of
1,024, MSE of 1,498, R2 of 0,17341, and R2 loss of 18,341.
Moving on to the D5M dataset, the optimizer learning
rate and loss function stay the same as in the D1M dataset,
Although the number of hidden layers is also the same,
however the number of neurons changes to 64,16, and 64
respectively. The activation functions are the same and the
usage of Batch Normalization Layers is also the same to
achieve an RMSE score of 0,385, MSE of 0,206, R2 of
0,12334, and R2 loss of 15,538.
The D10M dataset consists of 2 hidden layers each with
32 neurons and ReLu activation functions. It has no dropout
layers but two Batch Normalization layers. The loss is the
same as in the previous models. The optimizer that best
performed is Adam with a learning rate of 0.001 achieving
an RMSE score of 0,314, MSE of 0,162, R2 of 0,10080, and
R2 loss of 11,080.
The D15M dataset, consists of 3 hidden layers with 512,
512, and 128 neurons all of which have a ReLu activation
function. It has no dropout layers, but has two Batch Normalization layers. The loss is the same as in the previous models.
The optimizer that best performed is Adam with a learning
rate of 0.001 resulting with an RMSE score of 0,368, MSE of
0,193, R2 of 0,51280, and R2 loss of 54,513.
Finally, AutoKeras decided that the best architecture for the
D30M dataset to have two hidden layers of 512, and 256
neurons with ReLu activation functions and 0 dropout layer.
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Fig. 2. AutoKeras training process on the D30S dataset.
TABLE III
B EST M ODEL A RCHITECTURES

Dataset
D30S
D1M
D5M
D10M
D15M
D30M

Optimizer
Adam
Adam
Adam
Adam
Adam
Adam

Learning
Rate
0.001
0.001
0.001
0.001
0.001
0.001

Decay
0.0
0.0
0.0
0.0
0.0
0.0

Loss
MSEL
MSEL
MSEL
MSEL
MSEL
MSEL

Input
Layer
shape (0,6)
shape (0,6)
shape (0,6)
shape (0,15)
shape (0,15)
shape (0,15)

Dense
Layers
3
3
3
2
3
2

Number
Neurons
16,24,32
32, 32, 16
64, 16, 64
32,32
512, 512, 128
512, 256

Activations
Functions
ReLu, ReLu,
ReLu, ReLu,
ReLu, ReLu,
ReLu, ReLu
ReLu, ReLu,
ReLu, ReLu

ReLu
ReLu
ReLu
ReLU

Dropout
Layers
0
0
0
0
0
0

Batch
Layers
3
0
0
2
2
2

MSEL = Mean Squared Error Loss

The loss function is the same like in previous experiments,
and the same goes for the optimizer with the learning rate.
The results are: RMSE score of 0,232, MSE of 0,090, R2 of
0,23182, and R2 loss of 24,183.
It is interesting to notice how the datasets that have longer
periods have better predictive capabilities. We believe this is
due to the fact that longer time periods allowed presence of
more features in the dataset, since the features that require a
minimum of 5 minute recordings are not present in the 30s,
1m and 5m datasets which could be the reason that the rest of
the datasets are better and generating models for prediction.
With that said, Table IV specifies a list of each dataset with
achieved performance.
The best result here is the D15M dataset where the R2
is 0,51280. The value is not ideal but the results can be
improved. Improvements are possible with more data and a
longer training session would yield better results. We also
observe that the second best result are obtained on the HRV
calculations from the D30S dataset with an R2 of 0,47710.
The results of both datasets make for a good case on whether
a combination of both datasets could yield a model that would
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TABLE IV
P ERFORMANCE OF DL MODELS FOR EACH DATASET
Dataset
D30S
D1M
D5M
D10M
D15M
D30M

MSE
3,978
1,498
0,206
0,162
0,193
0,090

RMSE
1,267
1,024
0,385
0,314
0,368
0,232

R2 score
0,47710
0,17341
0,12334
0,10080
0,51280
0,23181

R2 loss
48,710
18,341
15,538
11,080
54,513
24,183

better generalize the data?
VI. C ONCLUSION
To conclude, the architectural neural search capabilities of
AutoKeras seem to differ greatly between datasets even though
the correlations in some were stronger than the rest. However,
there are some common grounds, such as the loss function
being the mean squared error, the Adam optimizer, the learning
rate 0.001 and the activation function being ReLu for each
dataset. We also notice that the maximum number of hidden
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layers does not exceed 3 layers and the number of neurons
per layer is quite sporadic from 16 to 512.
We conclude that the research question is addressed and
answered positively. Where the best architecture consists of
three layers with 512,512, and 128 neurons, Adam optimizer,
learning rate of 0.001, loss of MSE and two Batch Normalization Layers.
Regarding future endeavours, it would be interesting to see
the comparison of manual DL experiments alongside a more
controllable architectural search through the utilization of the
Grid Search technique. Furthermore, the current results are for
a 24h training, thus a longer training period might yield better
architectures.
Finally, the results show that the best estimation of the
instantaneous plasma glucose level is achieved by processing
HRV on ECG measurements with lengths 30 sec and 15
minutes prior to the estimation moment. For future work, we
will continue to analyze more HRV parameters and different
calculation methods to find a better correlation that will reveal
better glucose level estimation.
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† Jožef Stefan International Postgraduate School, Ljubljana, Slovenia
E-mails:{elena.merdjanovska, aleksandra.rashkovska}@ijs.si

Abstract—Arrhythmias are a wide-spread group of heart
abnormalities. In the area of computational methods for ECG
analysis, much research has been done on automated arrhythmia
detection. In order to be able to develop such methods, databases
containing various arrhythmia examples are necessary. The most
popular such database is the MIT-BIH Arrhythmia database.
Various deep learning architectures have shown superior arrhythmia classification performance on the MIT-BIH Arrhythmia
database. However, the applicability of deep learning models for
arrhythmia classification beyond their study-specific database has
not been explored so far. In this paper, we test the cross-database
generalization capabilities of a convolutional neural network,
shown to successfully detect arrhythmias on MIT-BIH Arrhythmia, on three other public databases that contain the same
arrhythmia groups, namely INCART, MIT-BIH Supraventricular
Arrhythmia, and European ST-T. Additionally, our focus is on
realistic evaluation schemes, namely inter-patient, to evaluate
how well-established models are able to classify arrhythmias
on a much larger number of distinct people not present in the
training of the neural network. The results have shown that
the cross-database generalization performance decreases if the
conditions under which the measurements have been performed
(lead position) in the other databases are not the same as in the
MIT-BIH Arrhythmia database.
Keywords—deep learning; arrhythmia; ECG; generalization;
cross-database

I. I NTRODUCTION
Arrhythmia is any change from the normal sequence of heart
electrical impulses, which is accompanied by abnormal heart
rhythm. The development of automatic ECG-based heartbeat
classification and arrhythmia detection methods represents a
large portion of the research involving computational methods
for ECG analysis. It includes classifiers starting from simpler
types using rules and template matching [1], to standard
machine learning algorithms, with most common and highestperforming being Support Vector Machines (SVM) [2, 3],
Random Forest [4], Nearest Neighbors Classifier [5] and
Multi-Layer Perceptron (MLP) Networks [6]. However, the
focus in recent years have shifted more and more on deep
learning (DL), with various DL architectures showing superior
arrhythmia classification performances [7, 8, 9, 10, 11, 12, 13].
Even more, the classification task is usually focused on learning models from only one lead as input, in this way simulating
We acknowledge the financial support of the Slovenian Research Agency
under Grant P2-0095.
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input from a single-lead ECG device – the newest trend in
ECG monitoring.
Most of the arrhythmia classification studies use a single
standard ECG database for both training and testing. The most
utilized database for this task is the MIT-BIH Arrhythmia
database [14]. The use of a single database for performance
evaluation leads to unknown generalization ability of the
trained model and such ability is usually not explored at
all. In real-case scenario, a promising arrhythmia classifier
is expected to achieve acceptable accuracy over diverse and
usually unseen ECG examples. Therefore, the investigation of
the generalization capability of a model is a crucial task. Only
just few works have tested the generalization properties of
their model for the specific task of ECG analysis outside the
MIT-BIH Arrhythmia database [15, 16].
For the tasks of arrhythmia classification, the authors in
[15] have used a multidatabase validation approach for feature selection to ensure better generalization properties of
the selected feature set. The MIT-BIH Arrhythmia database
was used for training and testing purposes. Additionally, the
MIT-BIH Supraventricular Arrhythmia database [17] and the
St. Petersburg Institute of Cardiological Technics (INCART)
database [18] were used for evaluation and testing purposes, in
order to assess the generalization achieved by a simple linear
classifier developed on the MIT-BIH Arrhythmia database.
For the task of QRS detection, the authors in [16] investigate
the generalization capability of convolutional neural network
(CNN) based-models from intra- and inter-database pointsof-view over three publicly available ECG databases, namely
MIT-BIH Arrhythmia, INCART, and QT.
The cross-database generalization ability of DL models
for arrhythmia classification has not been explored so far.
Therefore, the main goal of this study is to investigate the
impact of ECG dataset diversity on generalization of a DL
model while utilizing a realistic evaluation scheme – the interpatient evaluation paradigm [19]. First, a DL model is trained
and tested on the well-known MIT-BIH Arrhythmia database.
Next, the INCART, the MIT-BIH Supraventricular Arrhythmia,
and the European ST-T databases are used for evaluation
and testing purposes, in order to assess the generalization
achieved by the classification model developed on the MITBIH Arrhythmia database.
The rest of this paper is structured as follows. Section II
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describes the ECG databases, followed by the description of
the data preparation steps in Section III. Section IV presents
the experimental design adopted for the arrhythmia classification cross-database generalization tests, including the DL
architecture for training arrhythmia classification model. The
obtained results are presented and analyzed in Section V.
Finally, Section VI concludes the paper.
II. ECG DATABASES
We use 4 databases that contain annotations for arrhythmia types: MIT-BIH Arrhythmia, St. Petersburg INCART
12-lead Arrhythmia, MIT-BIH Supraventricular Arrhythmia
and European ST-T. The MIT-BIH Arrhythmia database was
chosen as the most popular arrhythmia database. The MIT-BIH
Supraventricular Arrhythmia has been collected to supplement
the MIT-BIH Arrhythmia database with supraventricular arrhythmia samples. Both databases, as well as the European
ST-T database, contain measurements with two leads, but with
different lead configurations. The INCART database is another
popular arrhythmia database, but unlike the others, it contains
all 12 standard ECG leads. All of the databases contain a
large enough number of patients, ranging from 47 to 79,
with different arrhythmia types. The databases have varying
sampling frequencies. All of them have the same annotation
format and are freely available online in the public repository
for physiological signals – PhysioNet [20]. The consistent
annotation format across databases enables easy application
of the same classification pipeline on each database.
A. MIT-BIH Arrhythmia Database
The MIT-BIH Arrhythmia (MIT-BIH-AR) database [14]
contains 48 excerpts from portable ECG recordings, each with
a duration of 30 minutes. These ECG recordings were obtained
from 47 subjects studied at the Boston’s Beth Israel Hospital
(BIH) Laboratory between 1975 and 1979. The recordings
are digitized at 360 samples per second per channel with 11bit resolution over a range of 10 mV. Each record is labeled
by two cardiologists independently, resulting in approximately
110,000 reference annotations in total. Each entry contains
two signals, one of which is always the modified limb lead
II (MLII), while the second lead is one of the following: V1,
V2, V4 or V5. MLII is used for ECG computational tasks on
a single lead and is also used in the arrhythmia classification
task in this paper.
B. St. Petersburg INCART 12-lead Arrhythmia Database
Another popular arrhythmia database is the St. Petersburg
INCART 12-lead Arrhythmia database (INCART) [18]. The
INCART database contains all 12 standard ECG leads. It
consists of 75 annotated recordings extracted from 32 Holter
records, obtained from 32 different people. Each record is
30 minutes long and is sampled at 257 Hz, with gains
varying from 250 to 1100 analog-to-digital converter units per
mV. The reference annotation files contain over 175,000 beat
annotations in total. In the experiments in this paper, we use
the ECG limb lead II, since it is the one closest to MLII present
in the MIT-BIH-AR database.
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C. MIT-BIH Supraventricular Arrhythmia Database
The MIT-BIH Supraventricular Arrhythmia (MIT-BIH-SV)
database [17] was collected at the same institution as the
MIT-BIH-AR database – Boston’s Beth Israel Hospital. It
includes 78 half-hour ECG recordings chosen to supplement
the examples of supraventricular arrhythmias in the MIT-BIHAR database, since they are an underrepresented category.
It also contains two leads, however the information about
which leads are present in the database is not given. In the
experiments, we used the first one of those leads, named ECG1
in the database.
D. European ST-T Database
The European ST-T (EST-T) database [21] is the fourth
database included in this paper. It was intended for use
in evaluation of algorithms for analysis of ST- and T-wave
changes. In addition, it contains arrhythmia labels (802,866
annotations altogether) provided by two cardiologists. The
database consists of 90 ambulatory ECG recordings from 79
subjects. Each record is two hours long and contains two
signals, each sampled at 250 samples per second with 12-bit
resolution over a nominal 20 mV input range. The two signals
provided are two of: MLI, MLIII, V1, V2, V3, V4 or V5. None
of these leads is present in all records, however both MLIII
and V5 are present in around half of the recordings (not as a
constant pair). In this paper, we used MLI or MLIII as input in
the classification models, since, as modified limb leads, they
are closest to the MLII present in the MIT-BIH-AR database.
When none of MLI or MLIII is available, we used the first
precordial lead in the signal pair.
III. DATA P REPARATION
The focus of this paper is on the classification of arrhythmias. The Physionet databases contain a large number of
different arrhythmia labels, however, the Association for the
Advancement of Medical Instrumentation (AAMI) [19] provides guidelines for grouping heartbeats into 5 larger classes:
N (normal), S (supraventricular), V (ventricular), F (fusion)
and Q (unknown). In this paper, however, we decided to only
keep the 3 most significant classes: N, S and V, since F and
Q are represented with a very small number of heartbeats in
all of the databases (less than 1%).
One of the biggest challenges in arrhythmia classification is
the imbalance of the classes. Namely, the number of samples
from the significant arrhythmia classes S and V is small when
compared to the number of samples from the N class, which
consists more than 90% of each database. To address this
issue, we use the Synthetic Minority Oversampling Technique
(SMOTE) [22] and over-sample the S and V classes. This
approach works by synthesizing new samples from the existing
ones, i.e., creating new samples close to the existing samples
in the feature space of the desired class. We experimented
with modifying how many new samples are generated using
the SMOTE technique. In all settings, we oversampled both
S and V classes, using the following 4 strategies: generate 2
times the original number of samples of each class, 3.5 times,

MIPRO 2021/DS-BE

as well as generate exactly 6000 and 9000 samples in total
from each minority class.
The annotations provided in the databases are on a beat-bybeat level, given together with the locations of the R-peaks
of the heartbeats. To generate the datasets, we segmented
the ECG signals into heartbeats. We investigate two types of
segmentation: static and dynamic. The static segmentation is
a modified version of the segmentation suggested in [10] –
a 0.555-second-wide window (200 samples), centered around
the R-peak, represents one heartbeat. The dynamic segmentation is a modified version of the segmentation proposed in [9],
where the T-wave of each heartbeat is detected, considering
the R-peak locations provided in the annotations. A heartbeat is represented with the part of the signal between two
consecutive T-peaks. Afterwards, each heartbeat is resampled
to be 200 samples long and the values are normalized. The
segmented ECG signal into heartbeats is a direct input into
the neural network, without additional preprocessing, such as
noise removal.
IV. E XPERIMENTAL D ESIGN
A. Deep Learning Architecture
In this paper, we use a simple CNN architecture – a modified
version of the architecture proposed in [9], excluding the Long
Short-Term Memory (LSTM) layers. We decided to exclude
them in order to be able to examine the effects of minority class oversampling by keeping the input to exactly one
heartbeat, without having to include the temporal dependency
between the heartbeats, which is neccessary for LSTM. A
visual representation of this architecture is given in Fig. 1. It
consists of 3 one-dimensional convolutional layers with ReLU
activations, which extract features from each heartbeat by
learning many filters, all with a length of 3. Each convolutional
layer is followed by a max pooling operation with pool size 2,
which reduces the length of the heartbeat vector by merging
every 2 neighboring samples into one. Additionally, after the
second and the third convolutional layer, there is a dropout
layer, which randomly drops out 20% of the nodes during
training in order to decrease overfitting. This network was
trained for a maximum of 150 epochs. We used a batch size
of 128 and Adam optimizer with a learning rate of 0.0001.
The implementation was made in Python 3.8 with Tensorflow
2 on an Nvidia GeForce RTX 3090 GPU.
B. Evaluation Procedure
In any machine learning task, one of the most important
steps is splitting the dataset into train, validation and test
sets. The training dataset is a set of examples used to fit the
parameters of the model, while the validation dataset provides
an evaluation of a model fit on the training dataset and is used
to compare different models and their variations [23]. The test
set should be used for one final evaluation of the trained model
and should reflect how well the model would perform on data
unseen before. In this paper, we define a fixed test set for
each database, however these sets are in some scenarios used
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Figure 1. Architecture of the convolutional neural network: names
with the data shapes before and after each layer are shown, as well
as the number of filters in each convolutional (4, 8, and 16) and
number of units in each dense layer (4 and 32).

to modify the number of training epochs, in which case they
are essentially validation sets.
AAMI has proposed guidelines for evaluation of arrhythmia
detection methods in the ANSI/AAMI EC57 standard, which
include 3 distinct evaluation paradigms: intra-patient [8, 9, 10],
inter-patient [9, 10, 24], and patient-specific [7, 24]. We focus
only on the inter-patient paradigm as it reflects most real-life
use cases, where the prediction model needs to perform well
on entirely new people whose data was not present in the
training of the model. The inter-patient paradigm used in most
studies splits the MIT-BIH-AR database into two datasets: DS1
and DS2. This split has been proposed by de Chazal in 2004
[25] and has been adopted as a standard extension of the interpatient evaluation paradigm. DS1 is used to train classification
models and DS2 is used only for testing. The recordings which
belong to each group are given in Table I. The two groups
are essentially two halves of the database, and each has a
similar class distribution. This way, different studies using the
MIT-BIH-AR database can compare their results on the DS2
dataset.
A standard train-test split has not been proposed and
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adopted in practice on other arrhythmia databases. To this end,
we propose a split, consistent with the DS1/DS2 split on the
MIT-BIH-AR database, on the other 3 databases described in
Section II. The splits can be seen in Table I, where the lists of
recording IDs belonging to the train and test sets are given. We
have taken into account that some patients were represented
with more than one recording in the database, so we made sure
those recordings were all in the same group. In the case of the
MIT-BIH-SV database, no information was given as to how
many patients were included in the data collection process,
so we assumed each recording was obtained from a different
patient.
To evaluate and compare the performance of the classification models, we calculated standard classification metrics, for
each class separately, as well as averages over all classes. The
main classification performance metrics used are: Accuracy
(ACC), Recall or True Positive Rate (TPR), Precision or
Positive Predictive Value (PPV), and F1-Score (F1).
C. Experimental Scenarios
In this paper, we train and test arrhythmia classification
models in two scenarios. Before that, we performe preexperiments – training the DL network architecture described
in Subsection IV-A, using the standard inter-patient evaluation
paradigm, on the MIT-BIH-AR database (train: MIT-BIH-AR
DS1, test: MIT-BIH-AR DS2). We experiment with the static
and dynamic segmentation, as well as 4 different SMOTE
strategies, as described in Subsection III, also including a setting without oversampling. From those experiments, we chose
the best-performing settings to be used in the experimental
scenarios on other databases.
The first experimental scenario is testing the selected model
(trained on the MIT-BIH-AR database) on the other databases
as a whole (DS1+DS2): INCART, MIT-BIH-SV and EST-T.
With this scenario, referred to as Scenario 1, we examine the
generalization capabilities of the pre-trained model on unseen
examples from other databases. This way we can compare
the classification performance of the pre-trained model with
the performance when predicting samples from the other 3
databases and see whether the model is general enough to
achieve comparable classification scores.
In the second experimental scenario, using the same architecture and the selected best-performing settings for SMOTE
and segmentation, we train a classification model on each of
the 3 other databases separately, using the train-test splits given
in Table I. With this setup, called Scenario 2, we examine
how well the CNN, developed for the MIT-BIH-AR database,
performs when trained and tested on the INCART, MIT-BIHSV and EST-T databases. In general, it is expected that this
setup gives better scores than Scenario 1, since the train
and test data are from the same data source. However, it is
significant to find out by how much these scores differ, i.e.
how much the classification performance decreases with the
cross-database generalization. For fair comparison on the same
test set, the results from this scenario are compared with the
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cross-generalization performance of the MIT-BIH-AR model
in Scenario 1 just on the test set of each database.
V. R ESULTS AND D ISCUSSION
Based on the performance metrics, the best classification
results on the MIT-BIH-AR database in the pre-experiments
were achieved with dynamic segmentation using the SMOTE
strategy to oversample the S and V classes with 2 times the
original number of samples of each class. The classification
performance of the best-performing model, trained and tested
on the MIT-BIH-AR database, is given in bold in Table III,
where also all other results from Scenario 2 – training and
testing a separate model on each database, are given. The
results from the cross-generalization scenario - Scenario 1 are
given in Table II. The column samples in both tables refers to
the number of samples in the test set.
For better visual comparison, the results from Scenario 1
and 2 are compared with bar plots in Fig. 2. From the bar
plots for Scenario 1 (left), we can see that the model trained
only on the MIT-BIH-AR dataset can predict the samples in
the INCART database with classification scores comparable
to the scores on the MIT-BIH-AR test set. The cross-database
generalization scores of the MIT-BIH-AR pre-trained model
on the MIT-BIH-SV database are also close to but lower than
the scores on the test set of the MIT-BIH-AR database. The
main cross-generalization performance loss can be observed
in both databases in the classification of the S class. However,
applying this pre-trained model to the samples in the EST-T
database did not work as successfully, especially with very
low scores for PPV, TPR and F1 for the S class. This can be
explained by the fact that the model was trained on the MLII
lead from the MIT-BIH-AR database. A similar ECG lead,
used in the experiments, is present in the INCART database
(limb lead II), while the used leads from the MIT-BIH-SV and
the EST-T databases are obviously different from MLII, to a
smaller (in MIT-BIH-SV) or larger extent (in EST-T).
The results from Scenario 2 are visually compared with the
bar plots in Fig. 2 (right). We can see that the cross-database
generalization performance of the MIT-BIH-AR-trained model
on the INCART test set and the model trained and tested only
on the INCART database are very similar. On another hand,
the models trained and tested on the MIT-BIH-SV and the
EST-T databases, have better classification performance than
the cross-database generalization performance of the MITBIH-AR-trained model. Again, the classification performance
on the S class is small in all databases, especially in the ESTT database. This is consistent with the problem regarding the
different ECG leads mentioned above. Both MIT-BIH-AR and
INCART have same leads present in all recordings, while MITBIH-SV and EST-T have a different pair of leads representing
each recording.
VI. C ONCLUSION
In this paper, we test the cross-database generalization
capabilities of a DL model, shown to successfully detect arrhythmias on the MIT-BIH-AR database, on three other public
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TABLE I. P ROPOSED TRAIN - TEST (DS1/DS2) SPLITS ACCORDING TO THE INTER - PATIENT PARADIGM ON THE MIT-BIH-AR,
INCART, MIT-BIH-SV, AND EST-T DATABASES
Database
MIT-BIH-AR

INCART

MIT-BIH-SV

EST-T

Set

Recording IDs

DS1

101, 106, 108, 109, 112, 114, 115, 116, 118, 119, 122, 124, 201, 203, 205, 207, 208, 209, 215, 220, 223, 230

DS2

100, 103, 105, 111, 113, 117, 121, 123, 200, 202, 210, 212, 213, 214, 219, 221, 222, 228, 231, 232, 233, 234

DS1

I01, I02, I03, I04, I05, I06, I07, I08, I09, I10, I11, I12, I13, I14, I18, I19, I23, I24, I25, I26, I27, I28, I29, I30, I31, I32, I33, I34,
I35, I36, I37, I51, I52, I53

DS2

I15, I16, I17, I20, I21, I22, I38, I39, I40, I41, I42, I43, I44, I45, I46, I47, I48, I49, I50, I54, I55, I56, I57, I58, I59, I60, I61, I62,
I63, I64, I65, I66, I67, I68, I69, I70, I71, I72, I73, I74, I75,

DS1

856, 857, 858, 859, 860, 861, 862, 863, 864, 865, 866, 867, 811, 869, 870, 871, 872, 873, 874, 875, 876, 877, 878, 845, 880,
881, 882, 883, 884, 885, 886, 887, 888, 889, 890, 891, 892, 893, 894

DS2

800, 801, 802, 803, 804, 805, 806, 807, 808, 809, 810, 868, 812, 820, 821, 822, 823, 824, 825, 826, 827, 828, 829, 840, 841,
842, 843, 844, 879, 846, 847, 848, 849, 850, 851, 852, 853, 854, 855

DS1

e0103, e0105, e0107, e0110, e0112, e0114, e0116, e0123, e0124, e0125, e0126, e0136, e0139, e0151, e0154, e0155, e0159,
e0161, e0170, e0203, e0205, e0207, e0210, e0212, e0302, e0304, 0306, e0404, e0406, e0409, e0411, e0415, e0418, e0509,
e0601, e0603, e0605, e0607, e0610, e0612, e0614, e0704, e0808, e0818, e1302,

DS2

e0104, e0106, e0108, e0111, e0113, e0115, e0118, e0119, e0121, e0122, e0127, e0129, e0133, e0147, e0148, e0162, e0163,
e0166, e0202, e0204, e0206, e0208, e0211, e0213, e0303, e0305, e0403, e0405, e0408, e0410, e0413, e0417, e0501, e0515,
e0602, e0604, e0606, e0609, e0611, e0613, e0615, e0801, e0817, e1301, e1304

TABLE II. R ESULTS FROM S CENARIO 1: C ROSS - GENERALIZATION PERFORMANCE OF THE MODEL TRAINED ON THE MIT-BIH-AR
DATABASE ON THE FULL DATASET AND ONLY ON THE TEST SET OF EACH DATABASE
Test dataset

ACC

PPV

TPR

F1

ACC

PPV

N
TPR

F1

samples

ACC

PPV

S
TPR

F1

samples

ACC

PPV

V
TPR

F1

samples

INCART DS1+DS2
INCART DS2
MIT-BIH-SV DS1+DS2
MIT-BIH-SV DS2
EST-T DS1+DS2
EST-T DS2

0.9432
0.9407
0.8534
0.8736
0.8963
0.9059

0.6624
0.6247
0.4737
0.4853
0.3469
0.3452

0.8163
0.8262
0.6084
0.6521
0.5961
0.6164

0.6664
0.6467
0.5033
0.5279
0.3323
0.3315

0.9259
0.9150
0.7938
0.8187
0.8451
0.8592

0.9765
0.9866
0.9350
0.9565
0.9980
0.9989

0.9383
0.9166
0.8220
0.8380
0.8457
0.8594

0.9568
0.9503
0.8749
0.8934
0.9155
0.9239

153545
82313
161978
82892
783649
392923

0.9469
0.9425
0.8801
0.8808
0.9560
0.9658

0.1495
0.0838
0.1983
0.1863
0.0037
0.0028

0.7501
0.6812
0.2895
0.3926
0.1373
0.1616

0.2450
0.1492
0.2252
0.2527
0.0073
0.0055

1958
687
12068
4694
1087
229

0.9567
0.9646
0.8863
0.9215
0.8878
0.8927

0.8613
0.8036
0.2878
0.3132
0.0389
0.0338

0.7603
0.8809
0.7137
0.7258
0.8053
0.8284

0.7974
0.8405
0.4098
0.4375
0.0741
0.0650

20000
9812
9918
3847
4455
1777

All

TABLE III. R ESULTS FROM S CENARIO 2: T RAINING AND TESTING A SEPARATE MODEL ON EACH DATABASE , USING THE
INTER - PATIENT EVALUATION PARADIGM FOR SPLITS AS DEFINED IN TABLE I
Database

ACC

PPV

TPR

F1

ACC

PPV

N
TPR

F1

samples

ACC

PPV

S
TPR

F1

samples

ACC

PPV

V
TPR

F1

samples

MIT-BIH-AR
INCART
MIT-BIH-SV
EST-T

0.9428
0.9683
0.9428
0.9972

0.6884
0.6596
0.6828
0.5729

0.7655
0.7597
0.6495
0.5281

0.7160
0.6961
0.6624
0.5474

0.9179
0.9551
0.9263
0.9958

0.9711
0.9920
0.9597
0.9976

0.9365
0.9571
0.9589
0.9983

0.9534
0.9741
0.9593
0.9979

44194
82313
82892
392923

0.9368
0.9835
0.9250
0.9987

0.3098
0.1991
0.3041
0.0000

0.5352
0.3678
0.3539
0.0000

0.3907
0.2535
0.3267
0.0000

1836
687
4694
229

0.9737
0.9662
0.9772
0.9971

0.7844
0.7878
0.7844
0.7211

0.8247
0.9543
0.6357
0.5860

0.8039
0.8606
0.7011
0.6443

3218
9812
3847
1777

All

databases that contain the same arrhythmia groups: INCART,
MIT-BIH-SV, and EST-T. We focus on the information coming
from a single ECG lead. The results have shown that the crossdatabase generalization performance decreases if the conditions under which the measurements have been performed
(lead position) in the other databases are not the same as in
the MIT-BIH-AR database. Therefore, the standardization of
sensor positions while performing measurements with singlelead ECG devices is of crucial importance.
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Abstract - Analysis of synchronized phonocardiographic (PCG) and electrocardiographic (ECG) data
provides insights into cardiac electromechanics that
have previously not been investigated in the context of
exercise-induced cardiac remodeling. This study
aimed to obtain PCG data synchronized with ECG
using an electronic stethoscope and an acoustic
stethoscope with an add-on (microphone inserted into
the stethoscope tube and connected to a smart device),
both synchronized with the ECG, and simultaneous
echocardiographic and ECG data in trained and
untrained horses to assess the feasibility of the devices
to obtain measurements of electromechanical
durations in exercise-induced remodeling of the heart.
A base-apex ECG synchronized with PCG was
recorded
in
seven
trotters.
A
complete
echocardiographic examination was performed. The
electromechanical
durations
measured
by
echocardiography were not consistent with those
measured by a PCG synchronized to the ECG. The
approach to obtain representative measurements of
electromechanical intervals with the prototype device
PCG synchronized to ECG proved feasible and
provided precise measurements.
Keywords: phonocardiography; high resolution
electrocardiography; echocardiography; horse; athlete’s
heart; wireless ECG; PCG
I.

INTRODUCTION

Horses that run for longer periods for athletic
performance have larger hearts than less physically active
animals [1]. In human endurance athletes, this traininginduced cardiac remodeling is called athlete's heart, and
possible effect of enlarged remodeled heart are cardiac
arrhythmias. In horses, arrhythmias are one of the
possible causes of poor performance, and arrhythmias
during or immediately after exercise are a potential cause
of sudden cardiac death which may carry a risk for the
horse and the rider [2]. Limited data suggest that the risk
for sudden death during racing may be higher than that
reported in human athletes [3–5]. In more than 40% of
horses with poor performance, an arrhythmia was
diagnosed during or immediately after exercise. In 50%
of these animals, arrhythmia was believed to be clinically
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important [6]. However, in poor performing racehorses,
solitary premature contractions are common during
standardized incremental treadmill exercise, but their
clinical relevance remains unknown [7]. Physiologic
arrhythmias such as sinus arrhythmia and first- and
second-degree atrioventricular block, are common in
horses and have no clinical importance as long as they
disappear with stress or exercise [8]. Atrial premature
depolarizations often have no negative impact on
performance but, especially in large horses, may
predispose to atrial fibrillation, which is the most
common clinically important arrhythmia [8]. Ventricular
premature depolarizations, especially when associated
with structural heart disease, predispose to ventricular
tachycardia or even ventricular fibrillation [8].
Highly trained individuals have lower resting left
ventricular mechanics, i.e., lower systolic left ventricular
strain, rotation and twist, and this is an adaptation that is
independent
of
structural
remodeling,
arterial
hemodynamics, and heart rate [1]. Left ventricular
internal diameter during systole and diastole, as well as
left ventricular mass and stroke volume, were
significantly greater in the best performing horses [9]. In
another study, training resulted in a significant reduction
in fractional shortening and ejection fraction, left
ventricular internal diameter increased after training, and
calculated left ventricular mass increased significantly,
while body weight remained unchanged [10]. The
prevalence and grade of mitral and tricuspid valvular
regurgitation murmurs increased in 2-year-old
Thoroughbreds after 9 months of athletic training [11].
Left ventricular mass and the prevalence of valve
regurgitation increased in trained horses, indicating the
development of exercise-induced cardiac hypertrophy and
valve regurgitation [12].
Simultaneous analysis of electrocardiographic data
(electrocardiography, ECG) and digitally recorded heart
sounds (phonocardiography, PCG) was first studied in
humans in 2003 [13, 14]. Electromechanical activation
time (EMAT) or QS1 interval is used to predict cardiac
adverse events and discharge outcomes in human patients
with heart failure [15–17], and it has been shown to be
strongly associated with impaired left ventricular
contractility [15, 16, 18]. In human patients, Audicor
electroacoustic cardiography reduced misdiagnosis in
patients with heart failure by more than 30% [19].
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Electromechanical window (EMW) or interval from the
end of T wave to the beginning of S2 sound has been
suggested as a risk marker for torsade de Pointes or drug
induced arrhythmias in a canine model [20]. The negative
value of EMW is most pronounced in patients with long
QT syndrome with documented arrhythmic events [21].
Another study suggested that EMW is not a better marker
for assessing the risk of arrhythmias than prolonged QT
[22]. However, EMW is used to predict arrhythmias in
patients [21, 23], in animal models [20] and in computer
simulations [24]. EMW can be measured invasively (by
an intracardiac pressure recording simultaneously with a
surface ECG) [20] or noninvasively either by
echocardiography with ECG [21] or by simultaneous
measurement of ECG and PCG, as was done in our
previous pilot studies, where we measured and reported
simultaneous ECG and PCG data in nine volunteers, three
horses, six dogs and one cat [25, 26].
This study aimed to obtain PCG data synchronized to
ECG data, and echocardiographic and ECG data in
trained and untrained horses to assess feasibility of the
devices to obtain measurements of electromechanical
durations with 1 ms resolution in exercise-induced
remodeling of the heart.
II.

MATERIALS AND METHODS

We evaluated the electromechanical durations in
seven horses (trained and untrained trotters) that came for
the purpose of a regular health check. The following
procedures were performed: clinical examination, PCG
synchronized with ECG, and a complete echocardiographic examination.
ECG and PCG – We recorded a base-apex
electrocardiogram in seven horses using the 12-lead
digital ECG (Cardiax PC-ECG, Mesamed.com) (Figure
1) and the wireless ECG sensor (Savvy®, Saving,
Ljubljana, Slovenia), the latter has been investigated in
our previous studies [25–29].
We recorded heart sounds using an electronic stethoscope
(ThinkLabs One, Thinklabs Medical, Quebec, USA) and
an acoustic stethoscope with an add-on (microphone
inserted into the stethoscope tube and connected to a
smart device) using 44.1 kHz sampling rate. The position
of the stethoscope where the S1 and S2 heart sounds were
best heard was determined by auscultation of the left side
of the thorax. The head of the stethoscope was held as
still as possible for at least 10 seconds to obtain highquality recordings.
Synchronization of ECG with PCG – Since each of
the samplings, i.e., of PCG and ECG data, runs on its
own oscillator, it was necessary to synchronize the
recordings [17, 18]. We have built a synchronization
device that generates an acoustic test signal for the PCG
recording and an electrical one for the ECG (Figure 2).
We recorded the test signals before and after each
measurement.

382

Figure 1: A base-apex electrocardiogram using the 12-lead
digital ECG (Cardiax PC-ECG, Mesamed.com) in the horse

Analysis of electro-phonocardiographic data – The
first step of the analysis was verification of an accurate
time synchronization of the recordings obtained from the
independent
devices,
which
allowed
accurate
synchronization with linear time interpolation. When
recording with the Savvy wireless ECG sensor, the time
resolution of the ECG recordings is 4 ms due to 256 Hz
sampling. Filtering with a 40 Hz low-pass filter and
interpolating the ECG signal increases the resolution to 1
ms. In the next step, the 10-s intervals of the recordings
with the best quality ECG and PCG signals were selected,
and then the following time points were determined for
each heartbeat: beginning of P wave, beginning of QRS
complex, peak of T wave, end of T wave, beginning of
S1 sound and beginning of S2 sound. From these time
points, the following intervals for five successive
heartbeats were measured: Q–T, EMAT (Q–S1), Q–S2,
EMW (T–S2), R–R, Q–Q, S1–S1, S2–S2, and S1–S2.
Measurements of electrical events were performed using
the MobECG and VisECG programs (Jožef Stefan
Institute) and Digital Diagnostic Center V2.4.0 (MESA
Medizintechnik, Germany). PCGs were analyzed using
the program Audacity V2.2.2 (open-source, crossplatform audio software, audacityteam.org).
Echocardiographic examination – We performed a
complete echocardiographic examination according to
guidelines [30–33]. A Vivid E9 (GE Healthcare, Europe)
ultrasound system with a 1.75-3.5 MHz transducer was
used. A simultaneous base-apex ECG lead was recorded.
The loops and images were analyzed using an offline
Echo-PAC workstation (GE Healthcare, Europe). We
measured left ventricular cavity dimension and left
ventricular wall thickness in diastole and systole, left
atrium in long axis, aortic diameter, and pulmonic and
aortic velocity. One-dimensional variables that change
with weight were indexed (parameter/weight1/3) [32, 33].
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TABLE 1. AGE, SEX, TRAINING STATUS AND ELECTROMECHANICAL
DURATIONS IN SEVEN HORSES
Variable

Figure 2: Synchronization of wireless electrocardiographic
and two phonocardiographic devices.

Horses
H01

H02

H03

H04

H05

H06

H07

Training
status

U

U

T

T

T

NC

NC

Sex

F

F

F

MN

MN

MN

F

Age
(years)

2.7

3.5

3.9

3.8

2.8

2.8

3.8

QT (ms)

508

516

545

482

474

463

561

QTc

0.282

0.312

0.258

0.328

0.360

0.308

0.349

EMAT
(ms)

49

48

77

43

54

15

61

EMATc

0.027

0.029

0.036

0.029

0.041

0.01

0.038

QS2
(ms)

555

561

588

536

515

526

561

QS2c

0.308

0.339

0.278

0.365

0.392

0.350

0.349

Electromechanical activity was measured from the
EMW
echocardiographic images with the built in ECG of the
47
45
43
53
41
64
0
(ms)
echocardiographic machine. Phonocardiography was not
0.026
0.027
0.020
0.036
0.031
0.043
0
EMWc
available on the echocardiographic system. Mitral valve
closure (end of A wave) corresponding to S1 on the PCG
1798
1654
2110
1469
1314
1502
1608
RR (ms)
was identified on echocardiographic images obtained
S1S2
506
512
511
493
461
512
500
from the left parasternal apical view. EMAT was
(ms)
measured from the onset of Q wave to mitral valve
0.281
0.31
0.242
0.336
0.351
0.341
0.311
S1S2c
closure. Aortic valve closure corresponding to S2 in the
PCG was identified on the echocardiographic images
LEGEND: QT = electrical systole, QTc = electrical systole indexed to RR
(QT/RR), EMAT = electromechanical activation time (=QS1), EMATc =
obtained from the right parasternal view (M mode
EMAT/RR, QS2 = interval from start of Q wave to start of S2 sound, EMW =
through the aortic valve). EMW was measured from the
electromechanical window, EMWc = EMW/RR, RR = interval between peaks of
R waves, F = female, MN = castrated horse (gelding), S1S2 = mechanical systole,
end of the T wave to aortic valve closure. The time
S1S2c = S1S2/RR, U = untrained, T = trained, NC = not categorized.
duration corresponding to QS2 in PCG was measured
from the onset of the Q wave to aortic valve closure (preEchocardiographically measured electromechanical
ejection period + left ventricular ejection time).
durations were not consistent with those measured with
PCG synchronized to ECG (EMW values in Table 1 and
EMW values in Table 2 and PEP+LVET in Table 2 and
III. RESULTS
QS2 in Table 1). In the echocardiographic images, the
electro-mechanical durations related to mitral wave closure
We examined two untrained mares, one trained mare, (A wave) could not be measured because the A waves were
two trained geldings, and two horses (one mare and one not clearly seen. Mitral and tricuspid regurgitation was
gelding) that could not be placed in the two categories; noted in the three trained horses, whereas no valvular
horse H06, a gelding with extremely active nature that regurgitation was noted in the other four horses (Table 2).
has been running around the paddock most of his life, and
horse H07, a mare trained a year ago that has been resting
since due to a tendon injury.
We were unable to obtain usable phonocardiographic
recordings with ThinkLabs One electronic stethoscope
because noise and artifacts made accurate determination
of S1 and S2 sounds impossible. Therefore,
measurements made with an acoustic stethoscope
syncronised to ECG are reported below (Table 1). An
example of a phono-electrocardiographic recording is
shown in Figure 3.
The approach to obtain representative measurements
of electromechanical intervals with PCG synchronized to
ECG proved feasible and provided precise measurements.
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Figure 3: Phono-electrocardiogram obtained with Savvy wireless
electrocardiographic sensor and an acoustic stethoscope with an add-on
microphone in a 3-year old gelding (H06).
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TABLE II. ECHOCARDIOGRAPHIC PARAMETERS IN SEVEN HORSES.

Variable
IVSdI
(cm/kg1/3)

LVIDdI
(cm/kg1/3)

LVFWdI
(cm/kg1/3)

IVSsI
(cm/kg1/3)

LVIDsI
(cm/kg1/3)

LVFWsI
(cm/kg1/3)

LAlaxI
(cm/kg1/3)

AoI
(cm/kg1/3)

LAlax/Ao
AV Vmax
(m/s)

PV Vmax

Horses
H01

H02

H03

H04

H05

H06

H07

0.45

0.42

0.35

0.40

0.42

0.37

0.32

1.37

1.41

1.64

1.55

1.55

1.51

1.47

0.30

0.30

0.32

0.27

0.28

0.29

0.28

0.62

0.65

0.51

0.50

0.51

0.54

0.60

0.84

0.76

1.09

1.09

1.09

0.90

0.83

0.46

0.51

0.34

0.33

0.33

0.44

0.49

1.43

1.11

1.47

1.48

1.34

1.18

1.33

0.97

0.87

0.95

0,90

0.84

0.84

0.78

1.47

1.27

1.55

1.65

1.59

1.51

1.58

1.17

0.84

1.21

1.07

1.03

1.06

1.07

0.69

0.88

0.98

0.86

1.04

0.77

0.78

PEP +
LVET (ms)

507

557

520

575

510

-

515

EMW (ms)

70

50

-

70

40

50

-30

IVRT (ms)

112

105

112

116

100

114

109

valve
insufficiency

no

no

MR,
TR

MR,
TR

MR,
TR

no

no

(m/s)

LEGEND: AoI = aortic diameter indexed, AV Vmax = aortic valve maximum
velocity, bpm = beats per minute, EMW = electromechanical window, F =
female, I = parameter indexed to weight (parameter/weight1/3), IVRT = isovolumetric relaxation time, IVSdI = thickness of interventricular septum in
diastole indexed, IVSsI = thickness of interventricular septum in systole indexed,
LAlaxI = diameter of left atrium in long axis indexed, LAlax/Ao = left atrial to
aortic diameter ratio, LVET = left ventricular ejection time, LVIDdI = left
ventricular internal diameter in diastole indexed, LVIDsI = left ventricular
internal diameter in systole indexed, LVFWdI = thickness of left ventricular
posterior wall in diastole indexed, LVFWsI = thickness of left ventricular
posterior wall in systole indexed, MR = mitral regurgitation, PEP = pre-ejection
period, PV Vmax = pulmonic valve maximum velocity, TR = tricuspid
regurgitation, - = missing data.

Because of the small number of trained (3) and
untrained horses (2) and all sexes of the included animals,
we cannot conclude differences between trained and
untrained animals, but larger values for indexed left
ventricular diameter in diastole and systole and indexed
left atrial diameter (Table 2) and higher mean EMATc
(Table 1) are possible in trained horses compared with
untrained animals.
IV.

DISCUSSION

The approach to obtain representative measurements
of electromechanical intervals with PCG synchronized to
ECG proved feasible and provided precise measurements.
Electromechanical activity has not previously been
described in exercise-induced cardiac remodeling. Due to
small number of trained and untrained horses and both
sexes of animals included we cannot conclude about
differences between trained and untrained animals,
however, larger hearts and longer EMATc was noted in
trained horses. An attempt was made to obtain data from
trained and untrained horses, but two of the animals could
not be placed in the two categories. In addition, the
influence of sex (males have larger hearts than females)
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[10–12, 34–36] and age (younger horses have smaller
immature hearts) [10–12] needs to be investigated to
better understand the electromechanical durations in
trained and untrained animals. Interestingly, the shortest
EMW and EMWc were observed in a 3-year-old mare
(H07) that was not in training due to a tendon injury.
Further studies with a larger number of horses are needed
to investigate the significance of this finding. In our work
presented last year [26], EMW and EMAT values were
obtained in three horses, however, these were older
animals and with cardiac disease, and training status was
not considered [26]. EMATc represents a proportion of
EMAT in the cardiac cycle and reflects the time required
for left ventricular systole to generate sufficient pressure
to close the mitral valve. Longer EMAT is strongly
associated with impaired left ventricular contractility [15,
16, 18], and a larger EMATc has been observed in heart
failure patients with worse outcome [15]. Longer EMATc
noted in trained horses in this pilot study could be
associated with larger heart and decreased systolic
function of the trained animals.
Although the number of animals in this study was too
small to draw conclusions about differences in heart size
between trained and untrained animals, indexed left
ventricular diameter in diastole and systole, and indexed
left atrial diameter were greater in trained than in
untrained horses. Training that produces a high cardiac
output for prolonged periods with minimal change in
arterial blood pressure, commonly referred to as
endurance training, produces an increased diastolic load
and stimulates a compensatory increase in diastolic
volume [35]. Relative wall thickness remains normal; an
adaptive response characteristic of human marathon
runners [35, 36]. In one study, relative wall thickness was
significantly increased in trained horses, suggesting that
eccentric cardiac hypertrophy occurs in response to
training [10].
Echocardiographic measurements of electromechanical durations were not consistent with measurements
obtained with PCG synchronized to ECG. This is due to
the fact that echocardiographic studies can only display
and record up to 100 frames/sec. In most echo systems,
the exported frame rate is set to 30 frames/sec [37]. This
frame rate is too low to accurately measure electromechanical durations. In addition, we could not
accurately
detect
mitral
valve
closure
on
echocardiographic images; therefore, measurement of
EMAT by echocardiography was not possible. With
echocardiography we often cannot so precisely determine
the end of flow envelope when valve closure is not
evident.
We were unable to obtain useful phonocardiographic
recordings with the ThinkLabs One electronic
stethoscope because noise and artifacts interfered with
accurate determination of S1 and S2 sounds. Noise and
artifacts occurred due to the unsteady hand holding the
stethoscope. Further investigation of the device, settings,
and recordings is required if the device is to be used for
analysis of cardiac electromechanical activity.
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V.

CONCLUSION

The results presented in this paper are pilot
measurements and a larger number of horses need to be
studied to determine if electromechanical durations differ
between trained and untrained horses. The influence of
sex and age on electromechanical durations also needs to
be investigated. Electromechanical durations measured
with echocardiography were less precise than those
measured with the prototype device: an acoustic
stethoscope and microphone connected to a smart device
and synchronized with the ECG. The latter provided more
consistent phonocardiographic recordings of electromechanical durations than the dedicated electronic
stethoscope.
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Abstract - The first attempts to modeling relationships
between electrocardiographic leads, were based on
measuring lead vectors by using models of human torso
(deterministic approach), and by estimating liner regression
models between leads of interest (statistical models). Among
the most recent attempts, one of the most prominent is the
state-space models approach, because of better noise
immunity compared to mean squared error estimated
statistical models. This study uses state-space models to
synthesize precordial leads and Frank leads, from leads I, II,
and V1. The synthesis was evaluated with the linear
correlation coefficient (CC) on 200 measurements from the
Physionet’s PTB diagnostic ECG database. The results show
better performance of regression models (mean CC between
0.88 and 0.96) than the state-space models (mean CC between
0.78-0.86). The leads were not pre-aligned for the R-peaks,
which can be the main cause for the lower performances of
state-space models, as a previous study has also shown.
Residual baseline wander (after filtering) was the dominant
reason for not obtaining better synthesis results with both
methods.

using only limb leads (I, II, III) of the 12-lead ECG as
inputs to the synthesis [3].

Keywords - electrocardiogram; ECG, lead synthesis, lead
reconstruction, state-space models; linear regression, signal
estimation

When it comes to synthesis from ECG leads produced
by patch ECG monitors (differential leads - DLs), the
deterministic method of synthesis was used by Cao et al. to
synthesize the 12-lead ECG from three DLs [26], whereas
a number of investigations [27]–[31] used linear
transformation for the same purpose, with comparable
results. There are also papers using neural networks [32] or
long short-term memory (LSTM) networks [33], [34]. Lee
et al. used both linear regression and artificial neural
networks to synthesize 12-lead ECG from 3 DLs that can
be implemented as a single patch device [35].

I.
INTRODUCTION
Synthesis of ECG leads estimates unmeasured ECG
leads from a set of measured ECG leads. At least three
measured ECG leads need to be used as inputs to obtain
reliable lead estimates [1]. The purpose of the synthesis is
most often to estimate the standard 12-lead ECG from
measured non-standard leads (e.g. leads measured by patch
ECG monitors such as Savvy [2]), or to estimate remaining
leads from a subset of the 12-lead ECG set.

Since lead vectors of limb leads all approximately lay
in one plane, it is natural to ask would an introduction of
one precordial lead improve synthesis results even more.
This paper therefore investigates synthesis of precordial
ECG leads (V2 to V6) from leads I, II, and V1, of the
standard 12-lead ECG, by using SSMs. Additionally, we
also synthesized Frank orthogonal leads (Vx, Vy, Vz) [4]
since they are available in the same dataset we used.
In addition to SSMs, other methods have recently been
used, like neural networks [5], [6], support vector
regression [7], general vector machine (GVM) [8],
dictionary learning [9], and regression trees [10]. Even
though linear regression is still used directly [11]–[18],
some researchers apply linear transformation on
independent [19] or principal components [20]–[24], or on
derived characteristics in the wavelet domain [25], instead
of transforming original signals.

II.

METHODS

First methods used for synthesis of ECG leads were the
deterministic methods, which describe transformations
between leads based on lead vectors obtained
experimentally using physical models of human torso.
Traditionally statistical regression modeling has also been
used that models relationships between ECG leads by
estimating linear models between leads [1].

A. Data and Preprocessing
We used 200 recording from the Physionet’s [36]
“Physikalisch-Technische
Bundesanstalt
(PTB)”
diagnostic ECG database [37]. Each recording contains
leads of the 12-lead ECG, together with three Frank’s leads.
Data was sampled at 1 kHz and was digitized with 16 bit
resolution.

Recently a novel approach was proposed by Lee et al.
based on State-Space Models (SSMs) [3]. The advantage of
SSMs is that they can provide even better performance than
the regression models and are also handling noise much
better. In that paper, the authors obtained excellent
synthesis results for six precordial leads (V1 to V6), by

First 50 seconds from each recording was used for
fitting the models, whereas the consecutive 10 seconds
were used for models’ evaluation.
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The data were filtered with a 0.5–150 Hz fourth-order
Butterworth bandpass filter according to AHA/ACC/HRS
recommendations [38].
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B. Linear Regression Model and State-Space Model
Both linear regression models and SSMs were
estimated for each measurement. Models were fitted
separately for every lead to be synthesized: V2, V3, V4,
V5, V6. Input leads were: I, II, V1.
Models were evaluated by calculating linear correlation
coefficient (CC) between synthesized leads and the
measurements of the same leads. All the calculations and
processing has been done in MATLAB.
1) Linear Regression Model
Linear regression model between single output vertical
vector of samples 𝒚 and multiple inputs represented as
columns of matrix 𝑿 is:


𝑿𝜷

𝒚



where 𝜷 (vertical vector) is an estimate of the parameter
vector. Each parameter multiplies one of the input
variables. 𝒚 is an estimate of the output. The most common
estimator of 𝜷 is the minimum mean square estimator.
2) State-Space Model (SSM)
Discrete linear time invariant SSM of order three, with
three inputs and one output can be represented with the
following two equations:
𝒒𝑛
𝑏
𝑏
𝑏

𝑦𝑛

𝑞 𝑛
𝑞 𝑛
𝑞 𝑛

1
𝑏
𝑏
𝑏

𝑥 𝑛
𝑥 𝑛
𝑥 𝑛

𝑏
𝑏
𝑏
𝑐 𝑐

𝑎
𝑎
𝑎

1
1
1

𝑐

𝒄 𝒒𝑛

𝑎
𝑎
𝑎

𝑎
𝑎
𝑎

𝑨𝒒 𝑛

𝑞 𝑛
𝑞 𝑛
𝑞 𝑛

𝑑

𝑞 𝑛
𝑞 𝑛
𝑞 𝑛

𝑩𝒙 𝑛 ,

𝑑

𝑑

Leads
V2
V3
V4
V5
V6
Vx
Vy
Vz
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III. RESULTS
Table I. shows mean and median CCs for all
synthesized leads, and for the regression models and two
SSMs: first of order two and second of order three.
Fig. 1. and 2. show synthesis results from SSMs, worst and
best case, respectively. Fig. 3. and 4. show synthesis results
from the regression model, worst and best case,
respectively.
The worst case corresponded to the same measurement for
both methods. Fig. 5. shows input lead II, before and after
filtering with obvious residual baseline wandering.
DISCUSSION

Table I. shows that the best CCs were obtained with the
regression model. Comparing the two SSMs, the one of
order three was just slightly better. We also tried fitting
SSMs of higher order but already with order 4, we started
occasionally getting unstable SSMs with at least one of the
four poles being outside the unit circle.

(2)

(3)

The first equation describes how the estimates of state
variables 𝒒 𝑛 1 are calculated from the state 𝒒 𝑛 and
samples 𝒙 𝑛 in the previous time instant. The second
equation describes how output 𝑦 𝑛 is calculated from the
states and the input at the same time 𝑛. State variables and
the output are only estimates for the true values, because
the model matrices 𝑨, 𝑩, and vectors 𝒄, 𝒅 are not known
and are estimated from the data by using the N4SID
algorithm (MATLAB function n4sid) [39].
TABLE I.

SSMs are known for their noise immunity and are easily
extended to models with multiple outputs. The model can
be easily extended to higher orders just by extending the
vector 𝒒. It turns out in the continuation, that the optimal
order of the SSM, for the purpose of this paper, is three. It
is for that reason that we presented the SSM in equations
(2) and (3) to be of order three.

IV.

𝑥 𝑛
𝑥 𝑛
𝑥 𝑛

𝒅 𝒙𝑛.

The N4SID algorithm is the noniterative, subspace method
of estimating SSMs. The method works on both timedomain and frequency-domain data. Compared to other
SSM estimation methods, it does not require additional
procedures to estimate initial state, because both zero and
nonzero initial states have the same results [39].

Fig. 1.- 4. show that the best case is almost perfect for
both regression models and SSMs with the regression
model still being visibly better. The worst cases, on the
other hand, are obviously caused by baseline wandering in
the measurements.
Fig. 5. shows the input signal, lead II, for the worst case.
It is obvious that even after filtering there is a significant
remaining baseline wandering in the signal. The plots for
the other two inputs signals are similar.

SYNTHESIS RESULTS EVALUATED WITH CORRELATION COEFFICIENTS (CCS)
Regression model (CC)
Mean
0.96
0.93
0.88
0.89
0.89
0.93
0.94
0.88

Median
0.98
0.95
0.92
0.93
0.95
0.96
0.98
0.94

SSM of order 2 (CC)
Mean
0.78
0.80
0.82
0.82
0.81
0.84
0.85
0.86

Median
0.92
0.92
0.90
0.88
0.90
0.89
0.94
0.93

SSM of order 3 (CC)
Mean
0.78
0.79
0.79
0.80
0.81
0.84
0.86
0.86

Median
0.91
0.91
0.88
0.89
0.90
0.90
0.93
0.92
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Figure 1. SSM worst case (mean CC = 0.12). Blue – original, red – synthesized

Figure 2. SSM best case (mean CC = 0.98). Blue – original, red – synthesized

Figure 3. Regression worst case (mean CC = 0.56). Blue – original, red – synthesized
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Figure 4. Regression best case (mean CC = 0.99). Blue – original, red – synthesized

We also tried using additional input leads (III, aVR,
aVL, aVF) for SMMs but did not obtain a significant
improvement. This was expected considering that each one
of these leads is linearly dependent with leads I, II.

Figure 5. Input lead II for the worst case (the same for both SSMs and
regression model). Blue- before filtering, green- after filtering

From the figures, it is obvious that the low values of
correlation, in this case are caused by the baseline
wandering. Still the shape of QRS in the synthesized leads
appears to follow the measured signal quite closely,
especially in the stable region with low baseline wandering
and better for the regression model.
Even though one could expect the baseline wandering
to effect the regression models more than the SMMs,
because regression models directly multiply the input
signals, it is obvious from Figs. 1. and 3. that regression
models performed better in this case.
In comparison with the previous study by Lee et al., we
did not use average beats but the whole signals. Since
baseline wandering can disappear in the average beat, this
is most probably the reason why Lee et al. did not encounter
significant baseline problems. Furthermore, we did not do
the R-peak alignment, which according to Lee et al., is
crucial to obtain best results from the SSMs. We considered
aligning but because of different QRS shapes in different
measurements, we failed to find a systematic way of how
to do it. Our visual examination of synthesis results
suggests however that there are slight delays in the leads
synthesized by SSMs, which implies a need for some
alignment of signals as suggested by Lee et al.
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One would intuitively expect SSMs to perform better
just because there are more parameters involved in statespace modelling. According to Lee et al., SSMs do perform
better after aligning. Our visual inspection of the synthesis
results suggests that as well. The question is why is the
aligning a necessity? Are there some delays between the
recorded leads perhaps introduced by AD conversion? The
cause cannot be of a physical nature, because we know that
the electromagnetic propagation effect of cardiac electrical
sources through the torso is negligible [1].
V. CONCLUSION
The results show a better performance of regression
models compared to SSMs. According to the previous
study by Lee et al., the leads need to be pre-aligned to
obtain much better results with SSMs. This study did not
do the alignment because of a lack of systematic procedure
for that. Furthermore, as we discuss, it is not clear why prealignment is needed.
We also showed a need for more efficient baseline
wandering removal than what is currently recommended,
because base line wandering appears to have a significant
negative influence on the synthesis of ECG leads.
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Abstract - In this paper, a complete analog frontend for
ECG/EMG signal acquisition through non-contact
capacitive electrodes is designed. The main part of the
analog signal acquisition chain is a low noise, low input bias
current preamplifier, which was designed in both
bootstrapped and transimpedance amplifier configurations.
The preamplifier is followed by the cascade of active 2nd
order high-pass filter with a 20 dB gain and 4th order active
low-pass Sallen-Key filter using Butterworth approximation
and 40 dB gain. The effects of coupling capacitance on
system noise and gain-frequency response for both
preamplifier topologies are investigated. The simulated
input-referred noise, with a coupling capacitance value
equal to 100 pF, for both preamplifier topologies has the
value of 2.9 µVRMS. The gain-frequency response of
bootstrapped preamplifier achieved greater resilience to
variation of coupling capacitance value compared to
transimpedance amplifier configuration, especially for lower
values of coupling capacitance.

simple voltage follower, known as the bootstrap
configuration, is introduced in [3] and [4]. Additionally, in
[4], transimpedance configuration with T-network in the
feedback loop is presented. In this work, a complete
analog frontend, including two different preamplifier
configurations and a filtering circuit, is developed. A
detailed circuit schematic, with selected operational
amplifiers and values of passive components, is presented.

Keywords - Capacitive sensing, analog frontend, ECG,
EMG, non-contact

The Analog frontend in this paper is divided into three
functional sections – preamplifier design in bootstrapped
and transimpedance amplifier configurations, active
high-pass and active low-pass filter. The system
architecture of the complete analog frontend is shown on
Fig. 1.

I.

INTRODUCTION

Acquisition of biomedical signals from the human
body today is almost exclusively done with contact
electrodes. Even though functionality and reliability of
contact electrodes have been proven in a clinical
environment, trends in biomedical engineering are going
towards minimization of the overall discomfort and
impact of the measurement system on the human body.
Contact electrodes have numerous problems associated
with them – they can cause skin irritation and potential
allergic reactions when they are attached to the body,
especially when measurements are taken for a long time or
during physical activity [1].
The functional principle of non-contact capacitive
electrodes is based on capacitive coupling between the
conducting surface of the electrode and the human body,
which can be modeled as plates of the capacitor. The
insulator of the capacitor in these scenarios is usually
cloth or fabric, several millimeters thick. Due to the high
output impedance of capacitive electrodes, special care
needs to be taken to design an adequate electronic
acquisition system with an emphasis on low noise design
and attaining the high impedance interface towards the
capacitive electrodes.
In recent developments, several preamplifiers and
system topologies were developed. In [2], the preamplifier
is designed with a simple voltage follower configuration
of the operational amplifier. A modified version of a
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The main goal of this paper is to develop and evaluate an
analog frontend capable of measuring ECG/EMG signals
from capacitive electrodes, based on bootstrapped and
transimpedance
preamplifier
configurations.
The
developed system is evaluated in the terms of inputreferred noise and influence of coupling capacitance value
to the variation of gain-frequency response.
II.

DESIGN REQUIREMENTS AND SYSTEM
IMPLEMENTATION

Figure 1. System architecture

While designing the system, operational amplifiers and
values of all passive components were chosen to meet
both electrical and mechanical requirements, primarily
ensuring signal integrity and compact size.
A. Preamplifier Design
ra-high output The role of the preamplifier in this analog
frontend is to serve as an impedance transformer – due to
the ultra high impedance of capacitive electrodes, input
impedance of the preamplifier ideally needs to be in the
range of a few TΩ, so the majority of signal coming from
electrodes can be fed to the rest of electronic system. The
main challenges of preamplifier design include choosing
the right operational/instrumentation amplifier and
preserving its high input impedance. The most important
parameters when choosing a suitable operational
amplifier for the preamplifier role in extremely high
output impedance circuits are low input bias current
(preferably in fA range), low input offset voltage (µV
range), low current and voltage noise density, in fA/√Hz
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and nV/√Hz range, respectively. In this work, operational
amplifier LMP7721 from Texas Instruments has been
chosen due to its extremely low input bias current (20 fA
at 20° C) and input voltage density of 6.5 nV/√Hz at 1
kHz [5].
The preamplifier can be realized as a simple voltage
follower, as in [2]. The problem of this configuration, and
of all amplifier topologies which are AC coupled, is a
lack of the return path or input bias currents of the
operational amplifier. When there is no return path for the
bias currents, the AC coupling capacitor is charged via
bias currents, and voltage on the capacitor eventually falls
out of the common-mode voltage range, which results in
a non-functioning circuit. There are several ways to
assure the return path for input bias currents, the most
common one being a simple resistor network between
amplifier inputs and ground. The problem with this
approach is the substantial reduction of the input
impedance of the amplifier.
In [4], a bootstrap configuration of voltage follower is
presented to preserve high input impedance between the
capacitive electrode and non-inverting input of the
amplifier. Implementation of the bootstrapped voltage
follower circuit is shown in Fig. 2.

1 GΩ resistors in the feedback network and 1 MΩ resistor
tied to reference voltage, resulting in equivalent
resistance of 1.02 TΩ. Additionally, 1 nF capacitor C2 is
used to enhance the stability of the amplifier.

Figure 3. Preamplifier in transimpedance configuration

Figure 2. Bootstrapped preamplifier configuration
Figure 4. High-pass filter

Capacitor C2 and resistor R1 form positive feedback
between the output and the non-inverting input of the
amplifier. Due to the negative feedback between the
output and the inverting input of the amplifier, at
frequencies above the cutoff frequency, defined with
network R1-C2, in an ideal case R1 is effectively
disconnected, resulting in the input impedance equal to
the amplifiers’ input impedance.
Limiting factors that can lower the input impedance are
DC errors of the amplifier, primarily input bias current
and input offset voltage. Resistor R3 connects the output
of the amplifier to the guard ring, allowing leakage
currents to flow through a low-impedance path instead of
the sensitive preamplifier’s passive network.
Preamplifier circuit can be realized as a current-tovoltage converter [4], in a form of a transimpedance
amplifier (TIA). The implementation of TIA in this work
is shown in Fig. 3. Due to the high output impedance of
the capacitive electrode, the expected output current is in
the range of pA [4]. To achieve suitable sensitivity, i.e.,
10 – 1000 mV/pA, the feedback resistor needs to be in
the range of 10 GΩ – 1 TΩ. Large values of feedback
resistors can be omitted by the usage of a passive Tnetwork [4]. In this work, T-network is realized by two
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B. High-pass filter design
The high-pass filter is implemented as an active 2nd order
Sallen-Key filter with a cutoff frequency of 0.5 Hz and
gain of 20 dB, and it is shown in Fig. 4.
C. Low-pass filter design
The low-pass filter is implemented as an active 4th order
Sallen-Key filter with a gain of 40 dB, and it is shown in
Fig 5. The transfer function is designed to be maximally
flat in the passband region, through Butterworth
approximation, to reduce signal distortion. The cutoff
frequency of the low-pass filter can be easily altered and
fitted to specific needs – in table 1., the left column
represents values of passive components needed to realize
the filter for ECG signal (150 Hz), while the right column
represents values needed to achieve a cutoff frequency of
500 Hz, adequate for filtering unwanted high-frequency
components from the EMG signal [6]. Texas Instrument’s
OPA4188 was used to design both high-pass and lowpass filters [7].
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Figure 5. Low-pass filter

Table 1. Values of passive components for low-pass filter
realization
fc = 150 Hz
fc = 500 Hz
R9
42.2 kΩ
12.6 kΩ
R10
267 kΩ
80.3 kΩ
R11
5.49 kΩ
7.61 kΩ
R12
1 kΩ
1.4 kΩ
R13
22.6 kΩ
6.74 kΩ
R14
499 kΩ
150 kΩ
R15
15.4 kΩ
15.4 kΩ
R16
1 kΩ
1 kΩ
C5
10 nF
10 nF
C6
10 nF
10 nF
C7
10 nF
10 nF
C8
10 nF
10 nF
All capacitors in both preamplifier and filter circuits are
of C0G/NP0 type. Capacitors with C0G dielectric
material provide low temperature sensitivity in the wide
temperature range – typically 0.3 %/°C in -55° - 125°C
range and have low nominal capacitance dependence on
signal frequency and voltage compared to capacitors with
X5R and X7R dielectric materials [8]. Additionally,
capacitors in preamplifier and filter sections, for both
bootstrapped and transimpedance configurations, are
designed to have capacitor values of 10 nF and 100 nF,
which are widely available in 0603 SMD packages with
C0G type dielectric, keeping dimensions of the designed
system compact. Chosen resistor values are easily
attainable in a wide variety of SMD packages and
tolerance grades. To ensure gain and cutoff frequency
accuracy, resistors with < 1% and capacitors with < 5%
tolerance should be used.
III.

Figure 7. Coupling capacitance dependence of gain-frequency
response of transimpedance preamplifier

The effect of coupling capacitance variation can be seen
on the overall noise behavior in both configurations.
Input-referred noise of the bootstrapped and
transimpedance preamplifier configurations is shown in
Fig. 8 and Fig. 9 respectively. For coupling capacitance
value equal to 10 pF, bootstrapped configuration achieves
0.1 µVRMS
lower
input-referred
noise
than
transimpedance configuration while coupling capacitance
values greater than 100 pF results in equal noise
performance for both configurations. Input-referred noise
has the value of 2.9 µVRMS for coupling capacitance equal
to 100 pF, for both preamplifier configurations.

SIMULATION RESULTS

To evaluate the effect of coupling capacitance on system
noise and gain-frequency response, simulations are done
using LTSpice©. The skin-electrode interface is modeled
with a parallel combination of a resistor and a capacitor.
The resistor value has been set to 1 GΩ, while the
coupling capacitance value has been varied between 10
pF and 1 nF. Fig. 6 and Fig. 7 show the dependency of
gain-frequency response of bootstrapped preamplifier and
preamplifier
in
transimpedance
configuration,
respectively. The bootstrapped amplifier achieves greater
resilience to variation of coupling capacitance compared
to transimpedance amplifier, especially for lower values,
which corresponds to greater distances between the skin
and the electrode.
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Figure 6. Coupling capacitance dependence of gain-frequency
response of bootstrapped preamplifier

Figure 8. Input-referred noise of bootstrapped preamplifier
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referred noise than transimpedance preamplifier
configuration. In future work, a printed circuit board will
be designed, based on a developed analog frontend with
an emphasis on low noise and power consumption design.
The developed analog frontend will be used to acquire
ECG and EMG signals in real scenarios. Acquired
measurement results will be compared to the simulations.
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Abstract - Surface electromyography (sEMG) uses noninvasive technique of measuring muscle action potentials on
the skin surface. Numerical methods are often the first step
in such a process of electrodes and biomedical electronic
systems design. Thoughtful simulation, that precedes
physical implementation, may speed up the product
development, foreseeing its potential deficiencies in the
earliest phase. Familiarisation with all the possibilities of
such platforms and considerate model design in distinctively
defined steps is the key to time, memory, processing power
and money savings. The goal of this research is to explore
the impact of the size and shape of capacitive electrode on
the quality of capacitive coupling. For this purpose, the
COMSOL Multiphysics software is used. In the past thirty
years, a considerable number of papers have been dedicated
to the implementation of various biceps muscle anatomy
approximations. The primary issue of such finite element
method models are realistic representations of the
generation of action potentials in muscle units and their
propagation through tissues and skin. In this paper, a
concentric cylinder model of upper arm is proposed in order
to allow stationary analysis of electrical field distribution on
the electrode-fabric interface based on multiple parameters,
such as electrode shape and distance or thickness and
dielectric permittivity of fabric.
Keywords - surface electromyography; EMG; capacitive
electrode; finite element method; COMSOL

I.

INTRODUCTION

Advanced computer simulations are an indispensable
part of a process that allows more and more precise and
accurate modelling of realistic conditions. In the past
thirty years, a considerate number of papers have been
dedicated to implementation of various approximations of
biceps muscle anatomy (Fig. 1). The goal of such abstract
mechanical and electromagnetic models is to explore the
impact of numerous parameters, such as bone [2] and
blood vessels [3] positions, as well as electrode size, shape
and distance [4]. Furthermore, these models are often
found useful in intrabody communication researches [5].
The fundamental task of such models is to realistically
simulate the generation of action potentials in motor units.
Action potential propagation through tissue and skin can
be represented with an electric dipole source in a
cylindrical volume conductor [3, 4, 6] with subcutaneous
layers [5], tripole approximation [7], or even more
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realistical geometries and tensor model of electrical
conductivity [8].

Figure 1. Anatomical image of upper arm cross
section, [1].

In surface electromyography (sEMG), such models
may offer an insight into electrical field distribution and
quality of capacitive coupling between dry capacitive
electrode and muscle. The development of the biceps
muscle model is shown in the next chapters. It will be
used in the simulation of various conditions on the surface
of electrode and fabric, such as electrode shape and
distance, as well as thickness and dielectric permittivity of
fabric.
II.

MODEL IMPLEMENTATION

The model is designed in COMSOL Multiphysics®
5.4 software. The finite element method (FEM) within the
Electrostatics submodule of AC/DC module is used to
simulate the electrical conditions on the electrode-fabric
interface.
Cylindric upper arm approximation is chosen, with the
length of the upper arm used according to [9]. To ensure
simulation efficiency through the symmetry of the model,
the two-dimensional pattern is created (Fig. 2). It is then
transformed into a cylindrical volume conductor with the
central cortical bone cylinder, as well as fat, skin and
fabric layers, with thickness according to [5]. The
resulting geometry is enclosed within an air cylinder in
order to define simulation space (Fig. 3). Through
dividing parts of the geometry in separated components,
modularity and flexibility of redesign is achieved. For
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example, a bone position can be easily adjusted, and the
electrode geometry can be redefined.

Figure 4. Line potential model of action potentials
source.

Figure 2. Two-dimensional starting pattern. Bone is
designed separately.

Previously described conditions and the chosen
frequency of 100 Hz meet the requirements of
electrostatic approximation. Thus, the COMSOL model in
Electrostatics submodule is described by finite element
control equations for linear materials (1):
()
where E (V/m) is the electric field strength, D (V/m) is the
electric displacement field, 0 is the vacuum dielectric
constant, r is the relative dielectric constant, V (V) is the
electric field potential, whereas ρV (C/m3) is the volume
charge density.

Figure 3. Three-dimensional model of the upper arm.

All materials except the muscle are modelled
isotropically, whereas the muscle is modelled with
symmetric anisotropy [10]. Electrical conductivity and
dielectric permittivity values, measured at 100 Hz, are
taken from [11], whereas the dielectric permittivity of
nonconducting fabric is taken from [12]. The electrode is
implemented as a copper cylinder and placed on the
surface of the fabric.
Considering the action potential propagation speed
values throughout muscle fibers, e.g., 4.1 m/s measured on
the temperature of 36.5°C [13], and the length of the
upper arm, action potential spreading from neuromuscular
junction to muscle endings can be treated as
instantaneous. Based on that assumption, the action
potentials source is modelled as line potential along the
upper side of the bone surface (Fig. 4), with the value
equal to the amount of voltage created during the
contraction of one motor unit, i.e., 110 mV [14]. The
electrode on the fabric surface, as an entry to the external
electronic circuit, is specified with a Terminal node of
charge type.

Assuming that the space charge density on the
nonconducting fabric layer is approximately zero, the
electric displacement field continuities between skin,
fabric and air layer are set as follows (2):
()
where n is the value of a unit normal vector to the
cylindrical layer, whereas D1 and D2 are the normal
component values of the electric displacement field
vectors of the adjacent two layers for combinations
skin-fabric and fabric-air.
Initial values of the electric field potential are set to 0.
Additionally, for the purpose of simulation
optimisation, geometry domains are rearranged with the
focus on the layers below the electrode. Thus, the finite
element mesh is created (Fig. 5).

Figure 5. Mesh of the most important part of the
model.
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III.

RESULTS

To obtain the results, the Stationary study is applied.
Variation of parameters, such as the electrode radius,
distance from fabric, thickness of the fabric and its
dielectric permittivity, are used.
Due to insufficient graphical scale precision, graphical
results do not differ substantially. An example of a
graphical result is given in Fig. 6 and 7.

The results show that the decrease in fabric thickness
and the distance between the electrode and fabric, as well
as the increase in the electrode radius and fabric dielectric
permittivity, improve the quality of myoelectric signals
reception. This is largely in accordance with the expected
behaviour of capacitive coupling.
In general, as shown in (3), the capacity increases with
dielectric permittivity  (i.e., fabric and air between the
electrode and fabric) and the electrode surface A, whilst
decreases with the distance between the electrode and
muscle, d:
C = A / d

Figure 6. Example of three-dimensional simulation
result on electrode and fabric layer.

()

The model is shown to be efficient for the most of
measurements: out of 16 applied simulations, 10 were
computed with the residual tolerance approximation of
10-4, 1 with 210-4, and 4 with 10-3. Relative tolerance was
kept at 0.05, whereas average computation time was less
than 10 minutes. In case of 1 mm thin fabric layer, mesh
in the thin layers of fabric and skin, as well as in the layers
above and below the electrode, was improved. Residual
tolerance approximation reached 0.5, relative tolerance
approximation 0.01, whereas the computation time was 17
minutes.
Although modularity created a path to efficiency and
flexibility of modelling, it made automatic updates more
difficult – e.g., a parametric sweep is mostly not possible.
As shown in Fig. 8, due to model geometrical
limitations, the main problem is the necessity of placing
the electrode at least a fraction of a millimeter above the
fabric surface (in this case 0.5 mm).

Figure 7. Example of cross-sectional simulation results
in the part of the model around the electrode.

Default parameter values are 4 mm electrode radius
(rel), 2 mm fabric thickness (rf), 1.5 fabric dielectric
permittivity (f) and 0.5 mm electrode distance from
fabric (D). In order to speed up the simulation, the fabric
on the lower half of the upper arm is removed. The values
of voltage potential, sensed on the surface of the
capacitive electrode, are given in Table I.
TABLE I.
Parameter
rel [mm]

Simulation results
Parameter value /potential value [mV]
3/
4/
6/
8/
92.444
92.566
92.809
92.995
rf [mm]
1/
1.25 /
1.5 /
2/
96.930
95.518
94.395
92.566
1.2 /
1.4 /
1.6 /
1.8 /
f
91.903
92.566
93.629
94.123
D [mm]
0.5 /
1/
1.5 /
2/
92.566
89.778
85.778
83.194
*control variable values:
rel = 4 mm
rf = 2 mm
f = 1.5
D = 0.5 mm

IV.

DISCUSSION

Given the neglected external conditions, imperfection
of physical implementation and the fact that the electrode
is pure copper cylinder, the captured myoelectric signals
reach values of around 90 mV.
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Figure 8. Geometrical limitation of the
electrode-fabric interface.

Furthermore, due to substantial increase of the
demands for precision, the simulations that use fabric
thickness of values around 1 mm and less also present a
computational challenge, which is evident from the
obtained results: e.g., decreasing the fabric layer thickness
from 1.25 mm to 1 mm increased the computation time
almost twice.
V.

CONCLUSION

In this paper, a concentric cylinder model of upper arm
is proposed. The action potential source is modelled as a
line potential along the upper side of the bone surface. The
goal is to analyse the electrical field distribution on the
electrode-fabric interface in stationary conditions.
The results are in line with the expected capacitive
coupling behaviour: with the increase in electrode radius
for 2 mm, the potential captured on the electrode surface
increases by 0.2 – 0.3 mV, whereas with the increase in
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distance between the electrode and fabric for 1 mm, the
potential decreases for about 5 mV.
[5]

On the other hand, with the increase in fabric dielectric
permittivity for 0.1, the potential increases for around
1 mV, whereas with the increase in fabric thickness for
0.25 mm, the potential decreases for around 1 mV.
Given the described behaviour, greater electrode
radius, as well as thinner fabric layer with greater
dielectric permittivity, are expected to create stronger
capacitive coupling.
Starting from two-dimensional pattern, symmetry of
the model is ensured. Hence, the model is shown to be
efficient for dimensions with the order of 1 mm, allowing
flexibility in redesign through modular structure, but on
the other hand, making automatic updates more difficult.
Future development will be focused on improving the
simulation efficiency for fabric thickness lesser than 1 mm
and a wider range of parameters.
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Abstract - The development of optical coherence
tomography (OCT) devices has significantly influenced
diagnostics and therapy guidance in ophthalmology. The
growing number of available images results in the
increasing importance of introducing robust algorithms for
automatic segmentation in clinical practice. With advances
in computer vision in recent years, development of
algorithms for segmentation of the retinal structure and/or
pathological biomarkers have intensified. However, we are
experiencing a reproducibility crisis due to a lack of openly
available databases. In this paper we give an overview of a
new openly available Annotated Retinal OCT Image
(AROI) database that we have developed as a result of the
collaboration of one research institution and one hospital. It
consists of 1136 annotated B-scans (from 24 patients
suffering from age-related macular degeneration) and
associated raw high-resolution images. In each B-scan, three
retinal layers and three retinal fluids were annotated by an
ophthalmologist. Results for intra- and inter-observer
errors are obtained to set a baseline for ML algorithms
validation. We believe that the AROI database offers many
possibilities for the computer vision research community
specialized in retinal images and represents a step towards
developing a robust artificial intelligence system in
ophthalmology.
Keywords - annotated image database; retinal OCT
images; automatic segmentation

I.

INTRODUCTION

Artificial intelligence and deep learning (DL)
algorithms have had many breakthroughs in recent years
partially due to large datasets like ImageNet [1]. Given
that there are no similar datasets (in terms of diversity,
scale, and open access) in medicine, transfer learning is
often used. However, it has not been widely adopted in
ophthalmology [2]. It is still not clear enough how much
transfer learning can help in case where the source dataset
consists of natural images (as the ImageNet) and the target
dataset consists of medical images (entirely different from
natural images) [3]–[5], or how suitable the neural
network architectures developed on ImageNet will be for
medical images [6].
Since the introduction of optical coherence
tomography (OCT), OCT imaging is increasingly present
in ophthalmic clinical practice. Despite the lack of
publicly available databases, the importance of automatic
segmentation has been recognized in the research
community. Simultaneously with the progress of DL
algorithms in computer vision, in ophthalmology there are

400

increasing requirements for automatic segmentation. We
are faced with growing amount of data (a single OCT
volume usually consists of over 50 B-scans, depending on
the type of OCT device), manual segmentation is timeconsuming (and therefore infeasible in clinical practice),
and at the same time segmentation of retinal structure and
pathological biomarkers are necessary for more accurate
diagnosis and more effective therapy. All of the
aforementioned issues resulted in a large number of
published papers for automatic segmentation in recent
years. It is predominantly an outcome of introducing Unet architecture [7] in 2015 which accomplished good
results in a small data regime.
The lack of publicly available databases hampers the
validation
of
algorithms
and
leads
to
reproducibility/replication and therefore reliability crises.
Recent study done by Wintergerst et al. [8] attempted to
replicate Chen et al. algorithm [9] (well-known algorithm
for drusen segmentation in OCT images) according to the
report in the original paper (as code is not open source).
After replication on a different dataset, inferior results
were obtained. Even with improvements of the algorithm,
originally reported results could not be achieved. To our
knowledge it is the first such replication study which
raises concerns about reliability/reproducibility. Another
problem with algorithms trained on small datasets with
lack of diversity is their considerable bias and no
possibility of generalization. The reliability of published
results is paramount for applying automatic segmentation
and AI into clinical practice. Also, the algorithms applied
in clinical practice should generalize well, and that could
be achieved by training on large and diverse databases
(covering all eye diseases as well as healthy persons; with
variability in demographic characteristics; different types
of OCT devices) – and this can be managed by a public
repository with databases collected from various research
groups. As labelling is time-consuming and requires
expertise, this can be achieved quicker by pooling efforts
across research groups.
In this paper we give a detailed overview of a new
openly available Annotated Retinal OCT Image (AROI)
database that consists of high-resolution raw OCT images
for 24 patients suffering from neovascular age-related
macular degeneration (nAMD) with 1136 images (Bscans) annotated. Three retinal layers and three retinal
fluids occurring in nAMD have been manually annotated
by an ophthalmologist. Inter- and intra-observer errors
were calculated. Images are prepared for semantic
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segmentation and available in PNG format. We describe
the current stage of development of the AROI database,
with plans for further improvements and new features.
A. Related Databases
The common practice of algorithm validation is
through community challenges due to standardized
benchmarks (same dataset and same validation metrics).
In 2017 “The Retinal OCT fluid Detection and
Segmentation Benchmark and Challenge” (RETOUCH)
[10] was organized. The benchmarking resource database
consisted of OCT volumes from 112 patients suffering
from age-related macular degeneration (AMD) and retinal
vein occlusion (RVO). OCT volumes were acquired from
three types of OCT devices: Topcon, Spectralis, and
Cirrus. Three types of retinal fluids were annotated:
subretinal fluid (SRF), pigment epithelial detachment
(PED), and intraretinal fluid (IRF). [11] To our
knowledge, it has been the largest such publicly available
database up to date.

retinal pigment epithelium and photoreceptor loss, there is
no adequate therapy for now [16].
Diagnosing and monitoring AMD is significantly
enhanced by introducing optical coherence tomography
(OCT). OCT is a method of medical imaging which
enables non-invasive 3D imaging. 3D retinal images of
high resolution enable clinical evaluation of the retinal
disease as morphological features can be observed and
measured from OCT images. It has significantly improved
the diagnosis and treatment of AMD. For the AROI
database, macular SD-OCT volumes were recorded with
the Zeiss Cirrus HD OCT 4000 device. Each OCT volume
(Figure 2) consists of 128 B-scans (2D images in XZ
plane) with a resolution of 1024 x 512 pixels with pixel
size 1.96 x 11.74 μm. Although terms like “OCT volume”
and “3D imaging” are common, more precisely the
volume consists of 128 B-scans spaced 46.78 μm apart.

In a recent review paper, Khan et al. [12] give an
extensive overview of publicly available databases in
ophthalmology (up to May 2020). According to their
study, there are 94 open access datasets. AMD is present
in 16% of datasets; 19% of all datasets include images
from OCT or OCT angiography; and 35% of datasets
include manually annotated segmentations. It leads the
authors to raise serious concerns about “data poverty” and
argue about challenges in data collection.
An extensive overview of all available databases is
beyond the scope of this paper. One of the common
problems is that most of the publicly available databases
have never become popular due to lack of visibility,
accessibility, transparency, absence of data descriptions,
etc. However, we would like to highlight the DUKE
dataset [13], the most popular used by research groups in
developing and evaluating algorithms. It consists of 110
B-scans of 10 DME (diabetic macular edema) patients
acquired with Spectralis OCT device.
II.

Figure 1. Example of a B-scan (in the fovea, the central part of macula)
for the healthy person (left) and patient suffering from nAMD (right).

PROPERTIES OF AROI DATABASE

A. Data Collection
Age-related macular degeneration (AMD) is the
leading cause of irreversible blindness in people 50 years
of age or older in the developed world [14]. The total
lifetime prevalence in the world is 8.69% [15] and it is
likely to increase due to growing ageing of population.
According to these estimates, by 2040 there will be 288
million people affected by AMD [15].
AMD is a progressive disease. The early and
intermediate stage is usually asymptomatic, and the only
known therapy, for now, are antioxidant and mineral
supplements that can eventually slow the progress. Late
stage is divided into exudative, wet or neovascular AMD
(nAMD) and geographic atrophy (GA). In the case of
neovascular AMD (Figure 1), the mainstay of treatment
are intravitreal injections of anti-Vascular Endothelial
Growth Factor (anti-VEGF) drugs. In the case of
geographic atrophy, characterized by geographic areas of
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Figure 2. Fundus image and macular OCT volume.
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Figure 3. The number of annotated B-scans for each individual patient (left) and the distribution of the number of annotated B-scans along vertical
(Y) axis (right).

Figure 4. Organization of images in the database.

We have collected and annotated OCT images for 24
patients diagnosed with nAMD undergoing active antiVEGF therapy or follow-up at a tertiary hospital between
April 1, 2018, and October 30, 2018. Data collection
adhered to the tenets of the Declaration of Helsinki and
the standards of Good Scientific Practice of Sestre
milosrdnice University Hospital Center (Zagreb, Croatia).
All patients signed informed consent and the data were
anonymized. The presented study was approved by the
Ethics Committee of the Sestre milosrdnice University
Hospital Center (EP-3272/18-11) and the Faculty of
Electrical Engineering and Computing (Zagreb, Croatia).
All annotations were done by an ophthalmologist in
GNU Image Manipulation Program (GIMP) [17]. The
database consists of 1136 annotated B-scans out of total of
3072 B-scans for 24 patients (37% of B-scans were
annotated). Not every single B-scan would be annotated if
adjacent scans were similar. Also, in the fovea (the central
part of macula), a larger number of B-scans were
annotated as visual acuity mostly depends on the
pathological changes in that area. Figure 3. shows the
number of annotated B-scans for each individual patient.
The average number of annotated B-scans per patient is
47.3 (with standard deviation of 25.7). The distribution of
the number of annotated B-scans along vertical (Y) axis is
as well shown in Figure 3. It is seen that the major number
of annotated scans is around the foveal center (ordinal
number 62).
Images from OCT devices could be exported in IMG
format, and in the database, we have made them available
in more common and accessible PNG format. Also,
images are grouped so that for each patient there are all
raw B-scans, with annotated ones provided separately.
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The name of each image is associated with the patient
ordinal number (1-24) and B-scan ordinal number (0-127)
(Figure 4). B-scans which are not annotated are also
available as adjacent scans provide contextual information
that can be used in case of developing a 3D segmentation
method. At this stage, the images are not divided into
training, validation, and test set – division could be
optimized depending on the developing method. However,
we do not recommend splitting B-scans from the same
patient over training, validation, and test set as adjacent Bscans are similar, and therefore in the test set there will be
“already seen” B-scans in the training set (causing
overestimated evaluation of the method). We recommend
k-fold cross-validation where folds are formed such that
they do not split images from same patients into different
folds.
B. Annotations of retinal layers and fluids
Four boundaries between the layers are annotated
(Figure 5). The retina is a layered tissue inside the eye and
is histologically divided into ten layers: 1. internal limiting
membrane (ILM), 2. retinal nerve fiber layer (RNFL), 3.
ganglion cell layer (GCL), 4. inner plexiform layer (IPL),
5. inner nuclear layer (INL), 6. outer plexiform layer
(OPL), 7. outer nuclear layer (ONL), 8. external or outer
limiting membrane (ELM or OLM), 9. photoreceptor
layer and 10. retinal pigment epithelium/Bruch membrane
complex (RPE-BM). The layers seen in the OCT scan
correspond to these histological layers. As pathological
changes can lead to large deviations in the structure of the
layers, it is often impossible for an ophthalmologist
reading the OCT scan to determine all 11 boundaries or 10
layers reliably. We selected boundaries that can be readily
determined in virtually all images and that are also
relevant for localizing the observed fluids: internal
limiting membrane – ILM, retinal pigment epithelium
(RPE), and Bruch membrane (BM). Additionally, the
boundary between the inner plexiform layer and inner
nuclear layer (IPL/INL) was annotated as the foveal center
could be defined as the point of least distance between
ILM and IPL/INL.
Of the fluids, the following are annotated (Figure 6):
pigment epithelial detachment (PED), subretinal fluid and
subretinal hyperreflective material (marked jointly as
SRF), and intraretinal fluid (IRF).
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Figure 5. Examples of annotated boundaries between layers: internal limiting membrane – ILM, boundary between the inner plexiform layer and
inner nuclear layer (IPL/INL), retinal pigment epithelium (RPE), and Bruch membrane (BM). Images are cropped and only the ROI is visible.

Figure 6. Examples of annotated fluids: pigment epithelial detachment (PED), subretinal fluid (SRF), and intraretinal fluid (IRF). Images are cropped
and only the ROI is visible.

A significant class imbalance is one of the reasons that
make automatic segmentation challenging and should be
considered when developing the algorithm for automatic
segmentation. Shares for each class in the total number of
pixels are shown in Table I. The background (area above
ILM and under BM) occupies as much as 83.26% while
the IRF occupies only 0.12% in the total number of pixels.
The higher segmentation errors are expected for classes
that are less represented. Out of a total of 1136 scans,
PED, SRF, and IRF are present in 1014 (89.26%), 648
(57.04%), and 229 (20.16%) B-scans, respectively.

Figure 7. Example of an image prepared for semantic segmentation
(with eight classes).

C. Images prepared for semantic segmentation
Joint segmentation of layers and fluids should lead to
better accuracy due to the dependence of layers and fluids.
To determine only the annotated boundaries, it is more
appropriate to make semantic segmentation first and
subsequently to determine the boundaries. For that reason
images are prepared for semantic segmentation (Figure 7)
with eight classes: area above the retina (vitreous), three
retinal surfaces (we use the term “surface” to label the
area between annotated boundaries and to distinguish
them from 10 retinal layers since they do not match;
surface usually covers more layers), area below the retina
(choroid) and three retinal fluids (PED, SRF, IRF).
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TABLE I.

PERCENTAGE OF THE NUMBER OF PIXELS FOR EACH
CLASS IN THE TOTAL NUMBER OF PIXELS

Above ILM - IPL/INL RPE ILM IPL/INL - RPE
BM
35.07%
TABLE II.

ILM
IPL/INL
RPE
BM

5.10%

7.89%

Under
BM
PED SRF

IRF

1.07% 48.19% 1.50% 1.05% 0.12%

INTRA- AND INTER-OBSERVER ERROR IN BOUNDARIES
ASSESSMENT

Inter-observer error
MSE
MAE
5.87±3.68
1.86±0.64
20.46±47.71
2.65±1.19
51.74±148.15 2.96±2.30
12.77±17.79
2.54±1.59

Intra-observer error
MSE
MAE
2.10±1.43 1.02±0.36
5.93±4.80 1.70±0.59
8.28±9.33 1.80±0.79
5.17±6.68 1.53±0.78
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TABLE III.

Interobserver
Intraobserver

THE DICE SCORE (MEAN AND STANDARD DEVIATION) IN THE INTER-OBSERVER AND THE INTRA-OBSERVER CASE.
Above
ILM
0.982
±0.072
0.998
±0.003

ILM IPL/INL
0.950
±0.111
0.973
±0.008

IPL/INL RPE
0.948
±0.112
0.970
±0.117

RPE - BM
0.699
±0.129
0.778
±0.092

D. Inter- and intra-observer error
The same ophthalmologist re-annotated 75 randomly
chosen B-scans with no reference to the original ones and
with time delay (3 months after finishing the first
annotations) to determine the intra-observer error. Also,
the same 75 B-scans were annotated by an additional
ophthalmologist to estimate inter-observer error thus
enabling the validation of developed algorithms in relation
to human variability.
To determine the intra-observer error, we have
calculated the differences between “ground truth”
(original annotations from 1st ophthalmologist) and reannotations from the same ophthalmologist. To determine
the inter-observer error, we have calculated the differences
between “ground truth” and annotations from 2nd
ophthalmologist. Variations in assessment of retinal
boundaries are presented with mean square error (MSE)
and mean absolute error (MAE) with belonging standard
deviations (Table II). Values are shown in pixels where
each pixel corresponds to 1.96 μm along the axial (Z)
axis.
The most common metric for estimating error used in
semantic segmentation is the Dice score. The Dice score
ranges from 0 to 1, where 1 indicates perfect matching. In
Table III the Dice scores for all eight classes are presented
in case of evaluating inter- and intra-observer error. It can
be seen that the values are the lowest for IRF and the area
between RPE and BM which are represented by only
0.12% and 1.07% pixels, respectively (Table I).
Considering the lack of standardization in measuring
inter- and intra-observer variability in ophthalmology
there are a lot of rising questions about how to properly
measure inter- and intra-observer variability (how to
choose the size of the dataset, should images be chosen
randomly, or to best present the whole dataset, how many
observers to choose, etc.) According to [18] it would be
better to choose three annotators. In our opinion it would
be preferable if they are not from the same hospital (the
greater probability of the introducing same bias) – as it
was not manageable in this study, we plan further
investigation in future work.
III.
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PED

SRF

IRF

0.860
±0.301
0.912
±0.242

0.876
±0.366
0.924
±0.331

0.735
±0.280
0.844
±0.140

Training ML algorithms on databases that are not
diverse enough would lead to considerable bias which is
unacceptable in clinical practice. The AROI database is
limited in scale and diversity but our goal was not
building a broad and comprehensive database as that is not
the feasible task for a single research group. We have
limited ourselves to a narrow segment of the population,
one type of disease, and one type of OCT device, but at
the same time we have made significant efforts to secure
the quality of annotations.
The main challenge to the introduction of automatic
segmentation and, more generally, AI into clinical practice
is not in developing more accurate architectures of neural
networks but in overcoming the lack of well-annotated
open access data. We believe that the AROI database
represents a step towards developing a robust artificial
intelligence system in ophthalmology.
OPENLY AVAILABLE DATASET
The image database is openly available to other
research group members and can be accessed by following
the instructions provided in [19] and through the Open
Science Framework repository [20].
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Abstract - Cognitive load is related to the amount of
working memory resources used in the execution of various
mental tasks. Different multimodal features extracted from
peripheral physiology, brain activity, and oculometric
reactions have been used as non-intrusive, reliable, and
objective measures of cognitive load. In this paper, we use
data from 38 participants performing a four-level difficulty
n-back task (0-, 1-, 2-, and 3-back task), with their
oculometric reactions simultaneously recorded. Based on the
neuroanatomic structure and function of the visual system,
26 oculometric features are extracted and organized into 3
groups related to: pupil dilation (PD), blinking, and fixation.
The discriminative power of each group of features was
evaluated in four-level cognitive load classification using a
support vector machine (SVM) model and feature selection,
and the achieved classification accuracies were: 33.33%
using only pupil dilation features, 30.90% using only blinkrelated features, 30.21% using only fixations-related
features. Finally, a 36.11% classification accuracy was
achieved using a combination of all extracted oculometric
features. The presented results show that various groups of
oculometric features provide complementary information
about the subject’s cognitive load. The comparison of the
extracted groups of features is given, and the most important
features in terms of classification performance are discussed.
Keywords - cognitive load; classification; eye tracking;
pupillometry; SVM

I.

INTRODUCTION

Cognitive load is related to the amount of working
memory resources used in the execution of various mental
tasks and is generally considered a multidimensional
construct [1]. Measurable dimensions of cognitive load are
mental load, mental effort, and performance [1]. Mental
load is considered an indication of the expected cognitive
capacity demands and a priori estimate of cognitive load
[2]. The second aspect of cognitive load, mental effort,
refers to the cognitive resources that are allocated to
execute the given task and is considered to reflect the actual
cognitive load. Performance, as the third aspect of
cognitive load, is defined in terms of person’s
achievements, e.g. number of correct test items, number of
errors, and execution time, and can be determined during
the task or thereafter. Cognitive load can be increased by a
variety of factors, such as the difficulty of a task,
environment (distracting vs. quiet), person’s expertise, etc.
[2]. High cognitive load induces stress, resulting in
decreased task performance, while a manageable level of
the cognitive load has a lower effect on the performance.
Therefore, automated assessment of cognitive load can
provide insights to maximize user’s performance by easing
the cognitive load to avoid stress, frustration, and errors [3].

Four primary methods to cognitive load assessment are:
subjective (self-report) measures, performance measures,
behavioural measures, and physiological measures [4].
Physiological measures are based on the assumption that
changes in cognitive functioning induce changes in
physiological variables [2] related to the heart, brain, skin,
and eye activity and are often used in cognitive load
assessment [5, 6]. Oculometric, i.e. eye activity, measures
have several advantages over the other methods, with nonintrusiveness of the measurement being the main
advantage. There are various techniques used for eye
activity
tracking
such
as
electrooculographic,
galvanometric, or corneal reflective techniques [7], while
eye-tracking setups vary: some are head-mounted, some
function remotely and automatically track the head during
motion, etc. Depending on the chosen technique, setup,
environment, and research hypotheses, the extracted
oculometric features vary, but mostly include features
related to pupil dilation, blinking, gaze fixations, and
saccades.
Pupillometry is proven to be a reliable tool for studying
cognitive and emotional processes [8]. Pupil diameter (PD)
reflects the activity of the locus coeruleus nucleus (LC) [7,
9-13], a brain structure that promotes noradrenergic
signalling in the brain during the stress response and
regulates arousal and autonomic activity. Pupil dilation
occurs as a consequence of mental effort exertion and
numerous sources of the accompanying psychological
stress [15-16]. Blinking, precisely spontaneous eyeblink
rate, correlates with dopamine levels in the central nervous
system and is associated with learning processes and
certain aspects of cognitive flexibility [9, 17]. Studies have
shown that cognitive load influences the rate and duration
of eyeblinks [18-21].
Superior colliculus (SC), a brain structure located in the
midbrain, controls motor planning and execution of
saccades [22]. It has been shown that saccadic peak velocity
correlates with measures of SC activity [23, 24] and
decreases towards the end of the task [25, 26]. Furthermore,
a longer saccades length was found to indicate higher
cognitive load [27], with a higher saccade count being
associated with higher visual complexity [28]. However,
the saccadic measures highly depend on the performed
cognitive task. Ocular fixation is actively controlled by the
same brain structures involved in the control of saccadic
eye movements (e.g. SC, cerebellum, and reticular
formation) [29] and longer fixation duration indicates
higher demands on working memory [27].
The classification of cognitive load is a widely
investigated research topic [30-37]. Assessing cognitive
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load from oculometric features is effective and convenient,
and the data can be obtained in real-time. Real-time
classification, through non-intrusive measurement, is
desirable in various situations such as driving, piloting, and
other environments where direct physiological
measurements are inconvenient or may limit the subject’s
task performance.
One of the most widely used tasks in cognitive load
estimation is the n-back task [30]. Several studies
investigated cognitive load classification induced by
different levels of the n-back task from eye-related
measures including pupil dilation, blink duration, number
of blinks, eye movements, etc. [31-34]. Some studies used
a combination of eye-related measures with other
physiological modules such as heart activity, electrodermal
activity, electroencephalography (EEG), etc. [33-35]. The
number of classes in classification studies based on
oculometric features on n-back task vary: from pairwise
classification (0-back vs. 2-back, 1-back vs. 2- back) [31]
to classifying 3 levels of task difficulties [32].
Besides the n-back task, cognitive load classification
based on oculometric features was investigated in the
context of other cognitively demanding tasks, such as
Stroop task [36], flight simulator [37], driving simulator
[16], and real test drive [38]. Most of the studies focused on
one task only [16, 31, 37], while some of them investigated
a combination of various tasks [32, 38]. Used classification
models included convolutional neural networks (CNNs)
[16, 32], Extra-Trees [31], Gaussian Mixture Models
(GMMs) [34], and other models such as support vector
machines (SVMs), k-nearest neighbours (k-NN), and linear
discriminant analysis (LDA) [39].
The studies briefly reviewed above have generally
shown the discriminative power of oculometric features
during increased cognitive demand and their potential in
cognitive load assessment. However, none of the
mentioned studies investigated cognitive load classification
of 4 levels of n-back task solely from oculometric features
organized into different functional groups of features,
which is the topic of this paper.
II.

METHODS

A. Participants
The participants in this study were 38 students from the
University of Zagreb (34 male and 4 female; mean age =
23.97; SD = 1.77 years; age range = 22-31). All participants
signed informed consent according to the guidelines of the
University of Zagreb. The study was approved by the
Ethics Committee of the University of Zagreb Faculty of
Electrical Engineering and Computing.
B. Experimental protocol and setup
The participants underwent a series of n-back tasks. The
participants were seated in front of a screen where the tasks
were displayed and were instructed to respond with a left
arrow on the keyboard in front of them whenever they were
presented the same stimulus as the one presented n trials
previously, and with a right arrow whenever the stimulus
was not the same as the one presented n trials previously,
where n is a prespecified integer (n = 0, 1, 2, or 3), similar
to the experiment design in [6]. At the bottom of the screen
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there were always shown words “yes” on the left side of the
screen representing the positive response, and “no” on the
right side representing that the stimulus is not the same as
the one presented n trials previously, where a white box
around the selected answer would appear, once answered.
The participants’ reaction time and accuracy were
measured, along with their oculometric responses during
the task. The stimuli in the n-back task were uppercase
consonant letters. Each letter was presented on the screen
for 0.5 s, with a period of 2.5 s for the participants’
response. The experimental paradigm consisted of 17
blocks, which included eight blocks of tasks, and nine
blocks of resting periods in duration of 45 s, where blocks
of tasks and resting blocks are presented in alternating
order. During the resting periods, the participants were
asked to relax and continue looking at the screen in front of
them. The blocks of tasks were randomly shuffled for each
participant. The subjects underwent a total of 120 trials of
the n-back task that were evenly distributed into four
difficulty levels. The total duration of the protocol was 765
s.
The Gazepoint GP3 HD remote eye tracking system
was used to record the dynamics of the oculomotor system,
PD, and eye blinking (Fig. 1). The device is non-invasive
and allows head movement. Data is recorded at a frequency
of 150 Hz using markers obtained by the reflection of
infrared light on the pupil of the eye, and the compensation
of head movements is calculated using a depth camera. The
characteristics of the device used to monitor the gaze are
following:
•

0.5-1 degree of visual angle accuracy

•

150 Hz sampling frequency

•

9-point calibration

•

35 cm (horizontal) x 22 cm (vertical) movement

•

±15 cm range of depth movement

C. Data Processing and Feature Extraction
Oculometric data were collected during all 17 segments
of the n-back task, which included PD for both pupils,
blinking events, and gaze coordinates (Fig. 2). The data
were divided into 3 functional groups related to different
eye activities (pupillary response, blinking events, and
fixations) for further feature extraction. Data from two
participants were removed due to recording errors.
1. Pupillary response: Pupillary response is
calculated as PD change compared to the baseline
value. During blink time eye-tracking device holds
the last PD recorded and these values need to be
removed from the dataset. From processed
pupillary response data, the following oculometric
features were calculated for each task segment:
a. Mean pupil diameter (PDmean)
b. Median PD (PDmedian)
c. Standard deviation of PD (PDstd)
d. Minimum PD (PDmin)
e. Maximum PD (PDmax)
f. Slope of PD (PDslope)
g. Standard deviation of PD slope
(PDstd_slope)
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e.
f.
g.
h.

Figure 1. The equipment used in the experiment: Gazepoint GP3 HD
remote eye tracking system

2.

Blinking events: Further data processing consisted
of detecting starting and ending points of blink
events. Following oculometric features were
calculated for each task segment:
a.
b.
c.
d.
e.
f.
g.
h.

3.

Number of blinks (NoB)
Total time eyes were closed during the
segment (BDtotal)
Mean blink duration (BDmean)
Standard deviation of blink duration
(BDstd)
Median blink duration (BDmedian)
Mean time between blinks (TBBmean)
Standard deviation of time between
blinks (TBBstd)
Median time between blinks (TBBmedian)

Fixations: From the gaze coordinates data, the
following oculometric features were extracted:
a.
b.

c.
d.

Number of fixations (NoF)
Total gaze distance, i.e. measured
trajectory length divided by Euclidian
distance between gaze coordinates
(TGD)
Mean fixation duration (FDmean)
Median FD (FDmedian)

Standard deviation of FD (FDstd)
Maximum FD (FDmax)
Minimum FD (FDmin)
Distance per fixation, i.e. total gaze
distance divided by the number of
fixations (DpF)

Besides the features computed using the oculometric data
during a specific task (T), as described above, the following
ratio-based features were calculated for all feature groups:
task feature value divided by the preceding rest feature
value (T/B), task feature value divided by the following rest
feature value (T/A), and feature value during the preceding
rest divided by the following rest feature value (B/A). Total
number of calculated features was 92, i.e. 23 initial features
and 3 ratio-based versions of each feature, as described
above. Participant-based normalization was done, i.e. for
each participant mean feature values were subtracted and
divided by its standard deviation. After normalization, the
ANOVA test was applied as a preliminary feature
elimination step.
D. Classification Models
The classification was performed using the SVM
learning model. All data extraction and processing were
performed in Matlab R2020b. Four classifiers were trained
to discriminate four classes of tasks difficulty. Single
feature groups as well as the combination of all three
feature groups were evaluated in the models. The training
process for all models was carried out using a nested leaveone-subject-out
(LOSO)
cross-validation,
which
incorporates hyperparameter tuning and model evaluation
[5, 6]. The data were first divided into 36 folds, where each
fold comprised instances from a single participant. Data
from one participant, i.e. one fold, was always held as the
testing set, and the remaining data, i.e. 35 folds, were used
for training. This process was repeated 36 times, testing on
a different participant in each iteration. Classification
accuracy for each testing set was calculated by dividing the
number of correctly predicted labels by the total number of
testing samples from each subject (i.e. correct/total). Mean
classification accuracy and standard deviation (SD) for all
models were calculated from the obtained 36 classification

Figure 2. A time-domain plot of the recorded oculometric signals for a specific participant. Blocks of the paradigm are denoted at the top of the
plot
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accuracies on each of the test folds. The kernel used for the
SVM model was the radial basis function kernel, and the
hyperparameters tuned for the SVM classifier, using
Bayesian optimization, included gamma (the kernel
coefficient, search range from 0.01 to 100) and C (the
penalty for the error, search range from 0.01 to 100).
III.

RESULTS AND DISCUSSION

In this study, the cognitive load classification based on
oculometric features was investigated for 4 different levels
of the n-back task (0-, 1-, 2-, and 3-back task). As a
preliminary feature elimination step, we then applied the
ANOVA test (p<0.1) and 14 features from PD group, 4
features from Blink group, and 8 features from Fixation
group were selected for classifiers training, making a total
of 26 features for the final classifier based on all groups of
features. The remaining features were eliminated due to
their weak discriminative power on a between-task level.
Selected features were:

TABLE I.

MEAN CLASSIFICATION ACCURACIES (IN %) OF
TRAINED SVM MODELS FOR 4-LEVEL CLASSIFICATION
Feature set

Mean accuracy ± SD

PD

33.33 ± 21.96

Blink

30.90 ± 12.50

Fixation

30.21 ± 15.92

PD + blink + fixation

36.11 ± 25.14

TABLE II.

RECALL AND PRECISION OF TRAINED SVM MODEL ON
ALL GROUPS OF FEATURES FOR 4-LEVEL CLASSIFICATION
N-back

Recall

Precision

0-back

0.7561

0.5962

1-back

0.4118

0.5676

2-back

0.3585

0.4043

3-back

0.7143

0.5882

1.

PD group: PDmean-T, PDmedian-T, PDmin-T, PDstd_slopeT/B, PDmean-T/A, PDmedian-T/A, PDmin-T/A, PDmax-T/A,
PDmean-B/A, PDmedian-B/A, PDstd-B/A, PDmin-B/A, PDmaxB/A, PDstd_slope-B/A

increased mean classification accuracy of the final model,
showing that various groups of oculometric features
provide complementary information about the subject’s
cognitive load.

2.

Blink group: NoBT, BDstd-T/A, FDmean-T/A, FDmedian-

Table II shows comparably higher recalls for
classification of 0- and 3-back tasks vs. 1- and 2- back
tasks. This indicates more pronounced differences in the
oculometric features during 0- and 3-back task segments,
relative to 1- and 2-back task segments.

T/A

3.

Fixation group: TGDT, FDmedian-T/B, TGDTT/A,
FDmean-T/A, NoFT/A, TGDB/A, FDmean-B/A, NoFB/A

To distinguish between 4 different levels of cognitive
load represented by the n-back levels, four different SVM
classifiers were trained and evaluated for cognitive load
assessment. One classifier was trained for each of the three
different feature groups and one classifier was trained using
all feature groups combined. The evaluation scores of the
trained classifiers are presented in Table I and Table II. The
mean classification accuracies vary between 30.21% and
33.33% when using only one feature group, while the mean
classification accuracy based on all feature groups is
36.11%. The mean classification accuracy achieved for the
PD group is 33.33%. One of the 14 features in the PD group
of features, median pupil diameter, is already reported in
[31, 40, 41] as an important feature in cognitive load
estimation. The mean accuracy achieved for the blink group
is 30.90%. One of the oculometric features from this group,
number of blinks, is also reported in several previous
studies [31, 42]. The mean classification accuracy achieved
for the fixation group is 30.21% and is the lowest accuracy
for a single feature group classification. Finally, we showed
that the classification based on all features achieved the
highest mean classification accuracy of 36.11%, and that 4level cognitive load can be assessed using only oculometric
features with a better-than-chance level classification, i.e.
better than 25%.
As expected, classification based only on PD features
achieved the highest accuracy among classifiers using only
one feature group, which is already reported in [31] where
the authors did pairwise classification of 3 levels of n-back
task and used only two feature groups: PD group and blinkrelated group. Still, small changes in PD for 0- and 1-back
task, as shown in a previous study [44], might have
constrained the classification accuracy. Furthermore, the
addition of blink feature group and fixation feature group
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In addition to the classification accuracy, we provided
information on the error distance, i.e. the absolute distance
between the labelled difficulty level and the level estimated
by the classifier, for all trained classifiers, as shown in Fig.
3. Most of the classification errors are between
neighbouring classes, i.e. the classes that differ in absolute
values by one (0- vs. 1-back task; 1- vs. 2-back task, and 2vs. 3-back task). Such classification error is expected since
feature values are more similar between these neighbouring
classes. For random guessing, error distribution would be
25% for distance 0, 37.5% for distance 1, 25% for distance
2, and 12.5% for distance 3, based on the ratio of relevant
outcomes vs. all possible outcomes on 4x4 confusion
matrix, i.e. 4/16, 6/16, 4/16, 2/16. Furthermore, the sum of
the first two columns, i.e. error distance 0 and 1, for random
guessing would be 62.5% and it is shown in Fig. 3 that the
sum of those 2 columns is higher for all classifiers ranging
from 71.87% to 75% which indicates neighbouring class
similarity.
In addition to 4-level classification, we did the 3-level
classification for all combination of classes, as well as the
pairwise classification. The achieved accuracies are
presented in Table III, while acknowledging relatively
large SDs which might be due to inter-individual
differences in eye tracking features as well as several
potential sources of error. When compared to [31], a study
which is most similar to the present study, we achieved
lower mean accuracies for 0- vs. 2-back and 1- vs. 2-back
classification (76.8% for 0-vs. 2-back and 71.5% for 1- vs.
2-back is achieved in [31]). However, slightly higher
accuracies were achieved for 0- vs. 1-back and 0- vs. 1- vs.
2-back classification (e.g., 54.0% for 0- vs. 1-back, and
46.7% for 0- vs. 1- vs. 2-back is achieved in [31]).
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Figure 3. Error Distance: The absolute distance between the labeled difficulty level and the level estimated by the classifier, for all trained 4-level
task difficulties classifiers

These findings are likely a consequence of the
methodological differences between the study by Appel et
al. [31] and the present study. Most notably, [31]
implements a cross-subject classification method where the
test subject is matched with n subject-specific classifiers
and votes from each classifier are weighted according to a
similarity measure between the test subject and the train set
subjects. On the other hand, authors used less features to
train while we used a more comprehensive set of features,
including fixation-related features. In any case, this paper
represents in-progress research on eye tracking measures
for cognitive load estimation, which will in future research
require investigating various potential sources of
classification error, like:
•

the quality and robustness of eye tracking system
(Gazepoint GP3 HD system in our work vs. 250
Hertz SMI in reference [31]);

•

no chin rest in our work, which is used in reference
[31] to fix head position and minimize head
movements;

•

data sampling approach: our work had 8 samples
per subject, i.e. 2 samples per cognitive load level,
while reference [31] had 100 samples per cognitive
load level for each subject, which were computed
on 1-through-5-second sequences randomly
extracted from eye tracking recordings on 0-, 1-,
and 2-back tasks;

•

IV. CONCLUSION
In this paper, four difficulties of n-back task were
classified using solely oculometric data. Previous studies
did cognitive load classification of n-back task either based
on a combination of oculometric and other physiological
measures or on three or less levels of difficulty [31, 33, 34].
The main aim of this work was to further investigate the
potential of a comprehensive set of oculometric features in
the task of unimodal 4-level cognitive load classification.
We used LOSO validation to evaluate the effectiveness of
our models. We achieved better than chance classification
accuracies and the comparison of the different oculometric
groups of features is given.
One of the main strengths of this work is the
randomized protocol design which eliminates the chances
of overestimating classifier’s performance. Due to
randomly shuffled blocks of tasks for each participant, in
the future work other classification models, besides the
SVM, could be used in cognitive load classification such as
more complex sequence models, like recurrent neural
networks or long short-term memory networks.
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Abstract – The aim of the paper is to compare the
performance of classification of samples based on selfreporting emotions of subjects described by qualitative
variables and textual description of situation in which it is
experienced. The ISEAR data set was used in the research,
which consists of 7666 samples classified in seven classes
representing basic emotions (joy, fear, anger, sadness,
disgust, shame, and guilt). For the text-based classification
logistic regression (LR) was used as well as deep learning
methods of convolutional neural networks (CNN), long
short-term memory networks (LSTM) and convolutional
long short-term memory networks (C-LSTM), while for
classification based on qualitative variables LR and
multilayer perceptron (MLP) were used. Performance of
classification according to the textual description is similar
for the LR and deep learning methods ranging from 53.65%
in accuracy for CNN to 57.43% for LSTM, while the LR
(accuracy of 77.19%) outperforms the MLP (accuracy of
51.83%) in classification according to qualitative variables.
Also, we constructed an ensemble of classifiers based on text
and qualitative variables showing improvement in
performance compared to separate classifiers and accuracy
ranging from 63.04% (CNN for text and MLP for
qualitative variables) to 80.55% (LR for both text and
qualitative variables).
Key words - emotions; text classification; logistic
regression; deep learning

I.

INTRODUCTION

Detection of emotions or emotion analysis is a part of
a larger discipline of sentiment analysis which has been
rapidly developing in the last two decades and deals with
“determination of valence, emotions, and other affectual
states from text or speech automatically using computer
algorithms“[13]. In this research we are focusing on
detection of emotions from text which is also part of the
discipline of Natural Language Processing (NLP). The
early work on sentiment analysis deals with the
determination of sentiment in customer reviews, the task
which reduces to standard machine learning task of
classification, most commonly in three classes (positive,
negative, and neutral) or in two classes (affectual or
subjective text and objective text). Emotion detection
deals with the classification of text according to emotions
based on a psychological model such as those proposed by
Ekman [6] or Plutchik [15]. Ekman's model assumes six
basic emotions: anger, disgust, joy, sadness and surprise,
while Plutchik Wheel of Emotions assumes eight basic
emotions: joy, sadness, anger, fear, disgust, trust,
anticipation, and surprise together with combinations of
emotions.

412

In the case of sentiment analysis of customer reviews
annotated data sets can easily be adopted due to the fact
that customer reviews on the Internet usually use the starbased rating system. In the case of emotion analysis the
annotated data set is harder to obtain. A standard way to
annotate the data set is using expert annotation [18] which
can be expensive and is debatable since experts have to
estimate the author’s personal state. In the ISEAR data set
that we are working with [9], authors are using the selfreporting approach where subjects describe situations
when they have experienced a specific emotion [17].
Other possible approaches include crowdsourcing or
annotation using platforms like Amazon's Mechanical
Turk1 or CrowdFlower2, and the so-called distant
supervision or self-labelling using social networks such as
Twitter where readers or writers annotate the text
themselves [12]. These approaches are not as reliable as a
controlled survey, as in the case of the ISEAR data set, but
they enable a quick annotation of a large amount of noisy
data.
In this research we have conducted a classification of
emotions using the ISEAR data set in two ways: using
qualitative variables obtained from questionnaires and
using textual descriptions of situations in which an
emotion is experienced. Our first aim was to compare the
performance of a classification based on qualitative
variables and textual descriptions for basic seven emotions
of joy, fear, anger, sadness, disgust, shame and guilt. The
second aim was to construct an ensemble of classifiers in
order to efficiently use both types of descriptions (by
qualitative variables and text) for the detection of
emotions. By this research we aim to examine if emotions
(and which of them) can efficiently be recognized using
text and without extensive examination which is done here
using questionnaires. Novelty of research is in comparison
of these two approaches. Cross cultural differences are not
examined here although country of responder is used in
research as one of qualitative variables.
For the classification based on text, we used traditional
statistics and the machine learning algorithm of logistic
regression (LR), as well as deep learning methods of
convolutional neural networks (CNN), long short-term
1

https://www.mturk.com/, Amazon Mechanical Turk (MTurk) is a
crowdsourcing marketplace that makes it easier for individuals and
businesses to outsource their processes and jobs to a distributed
workforce who can perform these tasks virtually
2
http://faircrowd.work/platform/crowdflower/, a platform with machine
learning and processing features in which human labour completes tasks
that cannot yet be automated.
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memory networks (LSTM), and convolutional long shortterm memory networks (C-LSTM). We chose logistic
regression for classification because of assumption that
this method is convenient to be used with qualitative
variables and to form ensemble with text classifier in a
natural way. Experiments with textual data are also
conducted using method of support vector machines and
similar results as by usage of logistic regression are
obtained (not reported here). For the purpose of
classification by logistic regression documents (consisting
of one or a few sentences) were represented in bag of
words (BoW) representation by a sparse matrix whose
rows represent terms, and columns represent documents.
For the purpose of classification by deep learning
methods, words in sentences were represented by
continuous low-dimensional representation depending on
the context in which a word appears in the texts.
Influential models on word representations, the so-called
word embeddings, are word2vectors representation [11]
and GloVe [14]. For classification based on qualitative
variables we, once again, used the LR and multilayer
perceptron (MLP).
The rest of the paper is organized as follows: in the
second section, the related research is shown, the third
section describes methods of classification which were
used, the fourth section describes the experiment, and the
final section provides discussion, conclusion, and
directions for further work.
II.

RELATED RESEARCH

Early work on emotion detection was done by
adopting data sets using news headlines [19] and
children’s fairy tales [2] following Ekman’s model of six
basic emotions. In [5] authors propose a simple Vector
Space Model for the classification of emotions using
centroids of classes and compare it with the classification
by Naive Bayes, and support vector machines (SVM)
algorithm. They have used the ISEAR data set for
learning, and the SemEval 2007 data set for the affective
task for testing.
In [1] authors use deep learning methods for
classification of 24 fine-grained types of emotions using
the data from Twitter. They used distant supervision
(hashtags of emotions) and validated the data collection
method using human annotations. For classification they
used the Gated Recurrent Neural Networks (GRNN), a
variant of recurrent neural networks which they propose in
the paper. In [3] are several models are compared on six
different benchmark sentiment data sets, which belong to
different domains and have different levels of granularity
(binary, 3-class, 4-class, and 5-class). For classification
the LSTM and bidirectional LSTM algorithms were used,
as well as CNN, and L2-regularized LR with the BoW
representation as a baseline. The best performance was
obtained for LSTM, and bidirectional LSTM models
improved in comparison to LR with the BoW
representation by 2 to 5% across datasets mostly for
dimension of word embeddings 300 and 600. In our
research we obtained similar performance of LR and used
deep learning models.
Schuff and co-authors [18] contributed a manual
annotation for a publicly available Twitter data set, the
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SemEval 2016 stance data set. In classification of
emotions according to Pluchick's model, they report the
micro-average F1 measure across the set of eight emotions
of 58% for linear models using MaxEnt and SVM
algorithm with BoW representation, 61% for the LSTM
model, 62% for the bidirectional LSTM model, and 60%
for the CNN model. In [20] the ISEAR data set for
classification of emotions by Naive Bayes classifier on
selected features was used, using weighted log-likelihood,
normalized Google distance and mutual information
methods for feature selection. Unigram, bigram and
trigram features were used for the text representation. Best
accuracy was achieved for the unigram features using a
feature selection method of mutual information. In [16],
the Dominant Meaning Technique was proposed, which
extracts words with dominant meaning for each class. The
technique was applied for classification on the ISEAR
data set, and compared to the classification by SVM in
terms of the F1 measure showing comparable and more
stable results across classes of emotions.
A survey of data sets used for emotion classification is
provided in [4]. As previous results show that linear
classifiers provide results almost as good as neural
networks for the task of emotion classification [18]
authors provide the results of emotion classification
according to Ekman's model of fundamental emotions for
different data sets using the MaxEnt classifier with the
BoW representation. We will compare our results with
these results across available classes of emotions.
III.

METHODS OF CLASSIFICATION

For classification we used the L2-regularized LR with
the BoW representation and neural network models: CNN,
LSTM, and C-LSTM model with word embeddings.
A. Logistic regression
We used the LR implemented in the R package
LiblineaR for the classification of qualitative variables and
textual descriptions. LR is a linear classifier which usually
poorly separates the low-dimensional data using nonlinear boundaries. In high-dimensional spaces, linear
boundaries are usually adequate to separate the classes
[10]. The accuracy is comparable to the tuned SVM
method, it is faster than the SVM method and relatively
insensitive to parameters. In the LR, probability of the
class is calculated by the formula [7]

where b0, b1, ..., bn are parameters estimated the by
maximum-likelihood estimation and X1i, X21, ..., Xni are
values of independent variables (here values of
qualitative variables and weights of index terms in a
term-document matrix of textual descriptions) for the i-th
sample. The algorithm of the LR separates two classes,
and multi-class classification is implemented in the
LiblineaR package by performing k classifications where
k is a number of classes, one class versus the rest.
Probabilities of classes of emotions for ensemble
classifier are calculated as a convex combination of
probabilities obtained by the classification using
qualitative variables and textual description
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where P(YQV) is probability that a sample is in the
observed class based on qualitative variables, and P(YText)
is probability that a sample is in the observed class based
on a textual description. In our experiments, the t is set to
0.5.
B. Neural network models
Neural network models were implemented in Python
using TensorFlow. As per their design, the CNN and the
LSTM methods vary in their approach to feature
extraction. CNN, originally developed for computer
vision, “uses a convolutional layer to project each word
within a context window to a local contextual feature
vector, so that semantically similar word n-grams are
projected close to each other in the contextual feature
space” [21]. Taking into consideration the contextual
feature space, the CNN model moves to distinguish key
words in that space using max pooling layer and forms a
fixed-length global feature vector. Yih et al. in [21] further
explain that said vector can later be fed to feed-forward
neural network to extract non-linear semantic features.
LSTM, on the other hand, utilises its memory blocks
in a way which can be thought of as a differentiable
version of memory chips in a digital computer [8]. Graves
in [8] further explains that “the multiplicative gates allow
the LSTM memory cells to store and access information
over long periods of time, thereby mitigating the
vanishing gradient problem.” Therefore, the purpose of
applying these methods to the problem of sentiment
analysis is understanding whether distinguishing key
features in space or through time would yield better results
in regard with this issue of sentiment analysis.
When compared to a human brain, the CNN can be
thought of as vision, and LSTM as a combination of
hearing and short-term memory, as its name suggests.
Therefore, the usage of only one of the respective methods
could be perceived as isolating certain regions of the brain
responsible for certain human senses. So, in the light of
modelling methods with a human brain in mind, C-LSTM
was implemented as well. It uses convolutional and max
pooling layers in the same way as CNN in order to extract
higher-level sequences of word features. Its output, fixedlength global feature vector, is then fed to the LSTM layer
to capture long-term dependencies as described in [22].
For regularization, dropout is used after the convolutional
layer, and recurrent dropout is used in the LSTM layer.
IV.

EXPERIMENT

A. Data set
The ISEAR (International Survey on Emotion
Antecedents and Reactions) data set [9] is the result of a
project of a large group of psychologists who collected
data from 3000 responders in 37 countries and across five
continents. Responders were students and they were asked
to report situations in which they had experienced all of
the seven basic emotions (joy, fear, anger, sadness,
disgust, shame, and guilt). The questions in the survey
covered the way they had appraised the situation and how
they reacted. Qualitative variables include background
variables, bodily symptoms, expressive reactions,
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physiological symptoms and similar. The data set consists
of 7666 samples. One responder normally generated 7
samples, one for each observed emotion. Many of
responders and samples were ejected after preliminary test
questions. Thirty-six variables are included in the
research: 34 of them are qualitative variables, one variable
contains textual description of a situation consisting of
one or a few sentences, and one variable contains a class
label, or an emotion that was experienced. For example, a
sentence of one of responders describing emotion of joy
was: “When I got a letter offering me the Summer job that
I had applied for.”
B. Design of the experiment
Eighty percent of the samples were used for learning
and 20% for testing. For the BoW representation, all terms
contained in the textual descriptions were used as index
terms, except stop words, which were ejected. Stemming
or lemmatization was not used. The classification was
repeated 5 times with random sampling of 20% of testing
samples, and average values of observed measures were
calculated. For each repetition the 5-fold cross-validation
was performed using train data for grid search of the cost
parameter for the LR.
For neural network models sentences are padded to the
maximum length of 128. Stop words were not used, and
words were stemmed. Experiments were done both with
Common Crawl GloVe pretrained vectors with the
dimensionality of 300, and without pretrained vectors.
Fifteen percent of learning samples were used for
validation. We constructed six neural networks models:
CNN, LSTM, C-LSTM models for text-based
classification and three models of ensemble classifiers. All
three ensemble neural network models consist of two
branches, one for each type of variables. Qualitative
variables were processed by a simple MLP whose
architecture is shown in Fig. 1. Text, on the other hand, is
processed by CNN, LSTM and C-LSTM. Output of both
those branches is later concatenated and fed to another
MLP. The size of LSTM (Fig. 1), CNN and C-LSTM is
128 as the words are fitted to that length. MLP has input
size of 99. That input size was chosen because some
qualitative variables could be scaled from 0 to 1, but the
others were one-hot encoded and that raised the number of
variables to 99.
The architecture of the other two ensemble models is
almost identical to the one shown on Fig. 1. C-LSTM
implementation introduces additional Convolutional and
MaxPool layer before the LSTM, and the CNN
implementation replaces LSTM layer with another
Convolutional and GlobalMaxPooling layer. Optimization
of all models was done by Adamax optimizer.
C. Results
For the evaluation we used a measure of accuracy for
an overall comparison of used methods of classification
based on text and on qualitative variables. Table 1 shows
results of accuracy of the models using textual data, while
Table 2 shows results of accuracy of the models using
qualitative variables and ensemble models. For textual
data, deep learning models were used with and without the
pretrained vectors. Pretrained vectors were obtained by
the GloVe algorithm [14]. It can be seen that there is no
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TABLE 2. Accuracy of the classification using qualitative variables
(QV), and both type of data (QV + text). Accuracy for the best model for
each application is bolded.
Method

Type of
data

Accuracy

MLP

QV

51,83

LR

QV

77,19

CNN + MLP

QV + text

63,04

LSTM + MLP

QV + text

66,04

C-LSTM + MLP

QV + text

65,38

LR + LR

QV + text

80,55

Figure 1. Ensemble LSTM and MLP model

significant improvement in the accuracy if pretrained
vectors are used, except for the CNN whose performance
is equal with the LSTM and C-LSTM models in that case.
Otherwise, the CNN shows a slightly poorer performance
in comparison to the LSTM, C-LSTM and LR whose
accuracy is very similar for the classification using textual
data. The classification using qualitative variables shows
much better performance using LR than the MLP. Results
for the ensemble models are given for models that do not
use pretrained vectors. Accuracy of the ensemble
classifiers using textual data and qualitative variables is
improved in comparison to separate models.
Next, we observe the F1 measure for classes of
emotions. In Table 3 we compare our results obtained by
the LR with the BoW representation, with results reported
by Bostan and Klinger [4] for the ISEAR data set. They
use the MaxEnt classifier with the BoW representation.
Results are reported only for available classes of emotions
since the results for emotions based on Ekman’s model are
reported in [4]. We compare these results to confirm that
results are similar for various methods (LR and MaxEnt
classifier) using the BoW representation. We have also
obtained similar results using the SVM.
Fig. 2 shows the F1 measure across observed emotions
for the classifiers based on text (without pretrained
vectors), while Fig. 3 shows the F1 measure across
observed emotions for ensemble classifiers. From Fig. 2 it
can be noted that the F1 measure is similar for deep
learning models and LR across emotions. The average F1
measure for all emotions amounts to 53.53% for CNN,
56.86% for LSTM, 56.89% for C-LSTM, and 57.16% for
LR.

Comparison of Fig. 2 and 3 indicates that, with a
combination of classification using textual data and
qualitative variables, we can obtain models with a better
F1 measure for all observed emotions. Fig. 4 compares the
F1 measure of models using textual data (obtained by LR,
LSTM, and C-LSTM) and the LR model using qualitative
variables. F1 measure is the best for a model that uses
qualitative variables for all emotions, except for disgust. It
is interesting to observe the differences between the best
model using textual data, and model using qualitative
variables since this will give us an insight concerning
emotions which can be successfully recognized using only
the text, and without conducting extensive surveys.
Differences in the F1 measure between the LR model
using qualitative variables and the best performing model
using textual data for each emotion are shown in Table 4.
TABLE 3. Comparison of our results of the F1 measure obtained by
the LR with the BoW representation and the results reported by Bostan
and Klinger [4] obtained by MaxEnt algorithm using the BoW
representation.
Emotion

F1 measure

F1 measure
(Bostan &
Klinger, 2018)

Anger

47

47

Disgust

60

59

Fear

68

69

Joy

69

67

Sadness

62

69

TABLE 4. Difference of F1 measure for LR model using qualitative
variables and the best model using textual data.

TABLE 1. Accuracy of the classification using textual data without
the pretrained vectors (Text), textual data with pretrained vectors (TextPV).

Emotion

The best model
using text

Difference (%)

Method

Text

Text-PV

Anger

LSTM

19.75

C-LSTM

-3.28

CNN

53.65

56.19

Disgust

LSTM

57.37

57.43

Fear

LR

14.32

C-LSTM

57.11

56.32

Guilt

LR

51.20

LR

57.42

-

C-LSTM

28.83

Sadness

LSTM

7.02

Shame

C-LSTM

13.62
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Based on our results, the only emotion that can be
detected better based on textual data than by qualitative
variables is disgust. The difference in the F1 measure for
the classification based on the LR model using qualitative
variables, and the best model using textual data amounts
to less than 15% for emotions of sadness, shame, and
fear. These emotions can efficiently be detected from text
without an extensive survey. Fear can be detected with
the F1 measure of almost 68% using only textual data,
and sadness with the F1 measure of 64%. This means that,
for example, depression or anxiety can be efficiently
detected based on the textual description of a subject’s
state of emotions. The emotion of joy has the best F1
measure (70%) based on textual data, while guilt and joy
have the best F1 measure (almost 99%) based on
qualitative variables.
V.

Figure 2. F1 measures for classifiers based on textual data

DISCUSSION AND CONCLUSION

In this research we compared the performance of the
classification of samples based on self-reporting emotions
of subjects described by qualitative variables, and textual
description of situation in which an emotion is
experienced.
Our results of classification based on the BoW
representation of textual data using LR are in line with
reported results for classification using the MaxEnt
classifier on the same data set [4]. Among deep learning
models the LSTM and C-LSTM model have
approximately 3% better accuracy in comparison to the
CNN. The C-LSTM model is the best-performing one,
since C-LSTM and CNN models are approximately 10
times faster per epoch compared to LSTM model.
Furthermore, the usage of pretrained vector of word
representations resulted in improvement of accuracy for
the CNN model only by 3%, while accuracy for the CLSTM model was reduced by almost 1%. This means that
words have a good representation based on collection of
textual data, and that using pretrained vectors is not
necessary.
With regards of qualitative data, our results show a
much better performance of the LR in comparison to the
MLP. Good performance of classification based on
qualitative variables is not unexpected since qualitative
variables included in the survey describe bodily
symptoms (such as feeling cold or heart beating faster),
expressive reactions (such as laughing, crying), and
physiological symptoms when an emotion appeared, after
which we are also able to recognize emotions. The
ensemble classifiers show an improvement in
performance in comparison to separate models.
Our results for the classification of textual data show
similar performance for the LR classifier with the BoW
representation and deep learning models with word
embeddings. In [18], a slightly better performance of the
deep learning models (CNN, LSTM, and bidirectional
LSTM) was reported in comparison to the MaxEnt and
SVM algorithm with the BoW representation on the task
of emotion detection tested on the Twitter data. In our
future work we plan to combine these two approaches in
order to test hybrid models that would enable the usage of
good properties of both types of models.
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Figure 3. F1 measures for esemble classifers

Figure 4. Comparison of F1 measures based on classification using
textula data (LR, LSTM, and C-LSTM) and qualitative variables
(LR).
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Abstract – We use machine learning techniques to address
a problem from environmental epidemiology. Prenatal
exposure to mercury (Hg) can impair the neurological
development of children. We study the relations between
exposure factors and indices of neurological development of
children. To this end, we use predictive modelling approaches
for regression, as well as methods for estimating feature
importance. While the learned models are insufficient for
accurate prediction of neurodevelopment indices, they
nevertheless point to the exposure factors that most influence
neurological development.
Keywords – machine learning, regression, feature ranking,
environmental epidemiology, neurological development

I.
INTRODUCTION
Mercury (Hg) is known to have adverse impacts on human
health [1]. The general population is mainly exposed to
mercury in two ways: (1) through the diet - mostly by fish
consumption (methyl Hg) and (2) through dental amalgam
fillings (Hgo vapour). Prenatal or early postnatal exposure
to methyl Hg can cause neurodevelopmental disorders in
children. A recent study [2] investigates the association
between prenatal exposure to mercury and neural
development of children, taking into account genetic data
(apolipoprotein E-Apoe). For their purpose, they have
surveyed mother-child pairs from the central region in
Slovenia and from Rijeka, a city on the Croatian coast in
the northern Adriatic, and have collected data on their
lifestyle and Hg exposure. The study targeted the seaside
population. Due to inefficient response in Slovenia, they
surveyed mothers from the central Ljubljana region. The
population surveyed tends to eat more seafood, and is thus
much more exposed to Hg through food, and that makes it
better suited for this kind of analysis. The
neurodevelopment of some children at 18 months of age
has been assessed with the Bayley Scales of Infant and
Toddler Development, Third Edition (Bayley-III) Test [3].
The test helps to identify children with delay in
development and assesses their development in different
domains, such as cognitive, communication, physical,
social and adaptive. Our study focuses on the data set
provided by the PHIME study [2]. The goal is to train
machine learning models that will relate the Bayley-III
scores to the lifestyle and exposure data. We train
regression models to predict each score separately.
Below, we describe the data that was used in our study in
some more detail. We proceed to describe the machine
learning methods used and present the results. We look at
the predictive performance of the models (on testing data),
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as well as their descriptive error (on the training data). We
examine those models that are interpretable and comment
on them. We then close the paper with a discussion,
conclusions and directions for further work.
II.

DATA

The PHIME project [2] is part of a larger longitudinal birth
cohort study set in the Mediterranean area. The project was
designed to investigate the association between prenatal
Hg exposure from fish consumption during pregnancy and
neuropsychological development of children, as well as to
investigate the co-exposure to other potentially neurotoxic
elements and their role in the biological response of the
children exposed to Hg in the prenatal period. The project
started with the recruitment of women in their last
trimester of pregnancy. Then, maternal urine, blood, serum
and plasma were sampled. The collected data covers 540
mother-child pairs from Slovenia, and 229 from Croatia.
At birth, cord blood and maternal scalp hair were sampled
for determination of trace element concentrations. Mothers
also filled out a questionnaire regarding their health, lifestyle and dietary habits, socio-economic status, residential
and occupational history. Six to eight weeks later, breast
milk was collected for determination of trace elements.
The full list of attributes is given in Table 3.
Table 1. Descriptive classification of Bayley target scores.
Composite score
Class
130 and above
Very Superior
120 - 129
Superior
110 - 119
High Average
90 - 109
Average
80 - 89
Low Average
70 - 79
Borderline
69 and below
Extremely Low
The outcome of the Bayley-III test consists of five scores:
cognitive (CSS), language (LCS), motor (MCS), fine
motor (FMSS) and gross motor (GMSS). The distribution
of the values of the scores is summarised in Table 2. A
descriptive classification is presented in Table 1.
Table 2. Summary of the target variables.
Score
Min.
Max.
Mean
CCS
60
145
111.8
LCS
50
144
106.3
MCS
58
142
107.1
FMSS
4
19
12.1
GMSS
2
19
10.2

St. dev.
13.3
14.2
10
2.1
1.9

MIPRO 2021/DS-BE

Table 3 Descriptive attributes in the data set describing prenatal exposure to Hg and neurodevelopment in children.
Lifestyle and diet attributes, and those with name “M_*” relate to the mother. “CB_*” refers to the cord blood.
M_hair_THg
M_blood_THg_ngg
M_blood_MeHg
M_blood_Mn_ngg
M_blood_Cu_ngg
M_blood_Zn_ngg
M_blood_As_ngg
M_blood_Se_ngg
M_blood_Cd_ngg
M_blood_Pb_ngg
M_Serum_Ca_mmolL
M_Serum_Mg_mmolL
M_Serum_FeIII_molL
M_Plasma_Se_gL
M_Plasma_Zn_molL
CB_THg
CB_MeHg

CB_Mn
CB_Cu
CB_Zn
CB_As
CB_Se
CB_Cd
CB_Pb
M_milk_THg
M_milk_MeHg
M_milk_Mn
M_milk_Cu
M_milk_Zn
M_milk_As
M_milk_Se
M_milk_Cd
M_milk_Pb

CB_Serum_Ca
CB_Serum_Mg
CB_Serum_FeIII
CB_Serum_Se
CB_Plasma_Zn
M_urine_THg_ngg
M_urine_Cu_ngmL
M_urine_Zn_ngmL
M_urine_As_ngmL
M_urine_Se_ngmL
M_urine_Cd_ngmL
M_urine_Pb_ngmL
M_Urine_creatinine
_mmolL
baby_urine_THg_ngg
BMI
BMI_class

At the time of performing the Bayley’s test, another
(supplementary) questionnaire was filled out by the
mothers, including the type of feeding from birth onwards,
and behavioural features. The data set is rather incomplete
as there are a lot of missing data. For example, the blood
and urine features are available only for the Croatian
population, which makes almost 30% of our data set. In
total, the data set consists of 769 mother-child pairs,
described with 82 descriptive attributes (lifestyle and
exposure data). For 329 mother-child pairs, there are no
Bayley-III scores available. Most of the questionnaire
attributes have high number of missing values. Mothers
either did not want to answer some of the questions or they
thought they are not important. At each stage of data
collection (prenatal, at birth, at 18 moths of age) the
number of participating mother-child pairs was dropping.
Our dataset thus consists of 440 examples, which
correspond to mother-child pairs where Bayley-III scores
are available. The descriptive attributes are listed in 3. Our
goal is to predict the values of the 5 target attributes
(Bayley scores).
III.

MACHINE LEARNING METHODOLOGY

This section briefly describes the machine learning
methodology, i.e., the model building methods, the feature
ranking method, and the performance evaluation.
A. Regression methods
Model trees: We use the M5P algorithm in WEKA [4], a
java reimplementation of the M5 algorithm, originally
proposed by Quinlan [5]. M5 first grows an unpruned
decision tree to maximally reduce the subset variation in
the target variable. After the tree has been grown, linear
regression models are built for the examples in each node,
using only the attributes tested in the specific subtrees
rooted at the corresponding nodes. The tree is then postpruned. For prediction, the algorithm averages the
predictions of the linear models that are on the path
traversed by an instance from the root to a leaf.
Regression trees: The REPTree algorithm for generating
regression trees in WEKA combines elements from M5 [5]
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mothers_age
AGE
smokingbeforepregnancy
smokingcurrently
numberofcigarettesperday
freshfish
frozenfish
tinnedfish
FISH
no_amalgams
AMALGAMS
levelofeducation
EDU
GA
gest_age
birthweight
child_sex

firstpregnancy
parity
parity_cat
breast
genotipapoE_child
genotipapoE_mother
apoe_child_2cat
apoe_mother_2cat
BDNF
PON1
CPOX
COMT
BDNF_child_2cat
PON1_child_2cat
CPOX_child_2cat
COMT_child_2cat

and the C4.5 algorithm [6]. It is a fast decision tree learner
optimised for speed and simplicity. It works for both
classification and regression problems.
Ensemble models: An ensemble is a set of (base)
predictive models. The prediction of an ensemble is
obtained by combining the predictions of all base models.
The basic motivation behind ensemble models is that the
combination of individual models can be used to improve
predictive performance.
Bagging [7] is an ensemble method that constructs base
models by making bootstrap replicates of the training data
set. Each base model is trained by using a different
replicate. A bootstrap replicate (bag) of a data set is
obtained by randomly sampling training examples, with
replacement, from the original training set, until an equal
number of examples as in the training set is obtained. In
this work, bagging has been applied with model and
regression trees as the methods for building base models.
Random forests [8] are another ensemble method that uses
the same kind of bootstrap replicates as bagging. However,
they introduce additional complexity by randomly
randomly changing the set of attributes considered
throughout tree construction. A different random subset of
attributes is considered in each node. The size of that
subset is a function 𝑓𝑓 of the total number of explanatory
attributes. We have used random forests with regression
trees as the method for building base models.
Linear regression: This is a well-known algorithm for
modelling the relationship between one target variable and
one or multiple descriptive variables. We build a linear
regression model by fitting it with a least squares
approach, minimising the root mean squared error between
the predicted and actual values of the target variables. By
default, the M5 approach to feature selection is used, i.e.,
only those variables that appear in the M5 tree are used.
K-nearest neighbours: KNN is a simple and intuitive
algorithm that predicts the target value of an example as
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the average of the targets of the K nearest neighbours. We
set K to 11. The distance to the neighbours is calculated by
using the Euclidean distance formula.
B. Feature ranking method
Besides building regression models, we also estimate the
importance of the attributes/ features for the regression
task at hand and rank the features in terms of how strongly
their use affects the predictive quality of the regression
models. We use the RReliefF method [9], an extension of
the classical Relief method for feature selection [10].
The Relief method looks at the attribute values of the Knearest neighbours from each class. It initializes their
weights to zero and then updates them such that:
𝑊𝑊𝑖𝑖 = 𝑊𝑊𝑖𝑖 − |𝑥𝑥𝑖𝑖 − 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑖𝑖 | + |𝑥𝑥𝑖𝑖 − 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑖𝑖 |

(1)

where 𝑊𝑊𝑖𝑖 is the weight of the ith attribute, 𝑥𝑥𝑖𝑖 is its value,
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑖𝑖 is the value of the ith attribute of the closest
instance from the same class and 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑖𝑖 is the value
of the ith attribute of the closest instance from the opposite
class.
For regression problems, the concept of near hit or miss
is not applicable, since the target is continuous and
therefore, we need another way to model that. To solve this
problem, the RRelief method, instead of counting hits and
misses, uses the probability that the predicted values of
two instances are different. This probability can be
modelled by the relative distance between the predicted
values of two instances.
Note that we perform feature ranking, but not feature
selection. All regression methods use the full set of 82
descriptive attributes in building predictive models.
C. Evaluation procedure
The regression models and the feature rankings were built
using 10-fold cross validation. The data are split into 10
folds of approximately equal size. Models are built on 9/10
of the data and tested on 1/10, with performance metrics
averaged across the 10 folds. As performance metrics, we
consider the correlation coefficient and the root relative
squared error for the regression models. The correlation
coefficient quantifies the strength of the linear association
between the values of two variables. In our case, these are
the observed and predicted values of the target variable.
The correlation coefficient takes a value between
1 and -1, with 1 or -1 indicating perfect correlation and 0
meaning no correlation at all. A positive correlation
indicates a positive association between the variables
(increasing values in one variable correspond to increasing
values in the other variable), while a negative correlation
indicates a negative association between the variables
(increasing values is one variable correspond to decreasing
values in the other variable).
The root relative squared error (RRSE) is a measure of
performance relative to a default predictor which would
just predict the global arithmetic mean (over the whole
training set) for each and every example. RRSE normalizes
the total squared error by dividing it with the error obtained
by using the default predictor.
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IV.

RESULTS

In this Section, we present the predictive performance
figures for all of the employed regression methods. Table
3 and Table 4 present estimates for the RRSE and
correlation coefficient between real and predicted values
of the scores on unseen cases, estimated by 10-fold crossvalidation (CV). The values of these metrics obtained on
the training data are presented in Table 6 and Table 7.
Table 4. Correlation coefficient values (testing data, CV)
of the regression methods for the Bayley’s scores.
Method/Target
REPTree (RT)
M5P (MT)
Lin. reg.
KNN (K=11)
Bagging (RT)
Bagging (MT)
Random forest

CCS
0.01
0.11
0.05
0.04
0.08
0.13
0.17

LCS
0.05
0.13
0.16
0.03
0.14
0.17
0.10

MCS
-0.13
-0.09
-0.10
0.07
-0.12
-0.11
-0.05

FMSS
0.05
0.13
0.02
0.08
0.12
0.10
0.19

GMSS
-0.13
0.04
-0.06
-0.03
-0.08
0.01
-0.03

Table 5. RRSE values (testing data, CV) of the regression
methods for the Bayley's scores.
Method/Target
REPTree (RT)
M5P (MT)
Lin. reg.
KNN (K=11)
Bagging (RT)
Bagging (MT)
Random forest

CCS
1.01
1.02
1.14
1.18
1
1
0.98

LCS
1.02
1.03
1.06
1.05
0.99
0.99
0.99

MCS
1.01
1.07
1.13
1.02
1.02
1.04
1.01

FMSS
1.01
1.04
1.1
1.05
0.99
1.01
0.97

GMSS
1
1.05
1.13
1.07
1.01
1.02
1.01

We then present an example of a regression tree and a
model tree that predict the language composite score:
These are given in Figure 1. We give a linear regression
equation for predicting the same score in Figure 2.
Regression trees for predicting the values of the other four
Bayley’s scores are given in Figure 3. Table 9 lists the 10
most important features for predicting each of the scores,
identified by the RReliefF feature ranking method.
Table 6. Correlation coefficient values (training data) of
the regression methods for the Bayley's scores.
Method/Target
REPTree (RT)
M5P (MT)
Lin. reg.
KNN (K=11)
Bagging (RT)
Bagging (MT)
Random forest

CCS
0.34
0.34
0.39
0.27
0.74
0.68
0.98

LCS
0.25
0.38
0.48
0.24
0.73
0.65
0.98

MCS
0
0.17
0.36
0.27
0.6
0.55
0.98

FMSS
0.22
0.41
0.45
0.27
0.73
0.59
0.98

GMSS
0
0.38
0.36
0.21
0.51
0.64
0.98

Table 7. RRSE values (testing data) of the regression
methods for the Bayley's scores.
Method/Target
REPTree (RT)
M5P (MT)
Lin. reg.
KNN (K=11)
Bagging (RT)
Bagging (MT)
Random forest

CCS
0.93
0.93
0.91
1.12
0.78
0.79
0.44

LCS
0.96
0.92
0.87
0.98
0.79
0.8
0.45

MCS
1
0.98
0.93
0.96
0.89
0.87
0.46

FMSS
0.97
0.91
0.89
0.99
0.82
0.83
0.44

GMSS
1
0.92
0.93
1.01
0.93
0.84
0.45
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Tree structure

Constant predictions in leaves for regression tree
LM1: composite_score_lang = 102.6286
LM2: composite_score_lang = 107.1035
LM3: composite_score_lang = 100.5653
LM4: composite_score_lang = 108.5012
LM5: composite_score_lang = 113.9703
LM6: composite_score_lang = 109.881
LM7: composite_score_lang = 107.8205

Linear equations in leaves for model tree
LM1: composite_score_lang = 103.3150
+ 4.361 * M_milk_Cd - 0.0574 * BMI
+ 0.4666 * child_sex=F
LM2: composite_score_lang = 107.5185
+ 7.0185 * M_milk_Cd - 0.0574 * BMI
+ 0.4666 * child_sex=F
LM3: composite_score_lang = 102.2106
-0.079 * BMI + 0.4666 * child_sex=F
LM4: composite_score_lang = 108.7256
-0.0193 * BMI + 0.4626 * child_sex=F
LM5: composite_score_lang = 114.1946
-0.0193 * BMI + 0.4626 * child_sex=F
LM6: composite_score_lang = 110.1054
-0.0193 * BMI + 0.4626 * child_sex=F
LM7: composite_score_lang = 108.0448
-0.0193 * BMI + 0.4626 * child_sex=F
Figure 1. A regression and a model tree predicting the
composite language score.

The test that appears at the root of the tree in Figure 1 that
predicts the LCS checks the sex of the child. The left
branch of the tree corresponds to male children, while the
right corresponds to female children.
In case of the regression tree, the lowest value of
the LCS is predicted in leaf 3 (LM3), i.e., LCS=100.5653,
for male children whose mother had a BMI over 23.586.
The highest value of the LCS is predicted in leaf 5 (LM5),
i.e., LCS = 113.9703, for female children, where Se in cord
blood (CB_Se) is over 82.016 and As in mother’s urine
(M_urine_Cu_ngmL) is not over 24.238 (ng/mL).
For the model tree, each leaf contains a linear
equation. We can see that for female children LCS is
higher (child_sex=F adds 0.4626 to the LCS). On the other
hand, the LCS of the child decreases with the BMI of the
mother. The decrease is steeper for female children (larger
negative coefficient for BMI in the leaves in the right
branch of the tree).
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Linear regression model equation
composite_score_lang =
-0.0036 * M_hair_THg +
3.376 * M_blood_THg_ngg +
-1.9464 * M_blood_MeHg +
-1.0119 * M_blood_As_ngg +
0.0967 * M_blood_Se_ngg +
0.1838 * M_Plasma_Se_gL +
2.3167 * CB_THg +
-1.5386 * CB_MeHg +
-0.3151 * CB_Pb +
-0.0095 * M_milk_Cu +
3.459 * M_milk_Cd +
-0.2579 * CB_Serum_FeIII +
-2.1135 * M_urine_THg_ngg +
0.1559 * M_urine_Cu_ngmL +
0.0093 * M_urine_Zn_ngmL +
-0.7787 * M_Urine_creatinine_mmolL +
-0.2557 * BMI +
-0.2735 * mothers_age +
31.0452 * freshfish=8,4,2,3,1,5,6,9,10 +
-14.3669 * freshfish=4,2,3,1,5,6,9,10 +
6.7656 * freshfish=6,9,10 +
30.313 * frozenfish=6,5 +
-28.2781 * frozenfish=5 +
-5.5658 * no_amalgams +
13.2096 * AMALGAMS=3,2 +
-5.0292 * AMALGAMS=2 +
12.178 * levelofeducation=4,1,5,3 +
8.1421 * child_sex=F +
3.4477 * parity_cat=0 +
-16.9515 * genotipapoE_child=34,44,23 +
-4.3309 * genotipapoE_child=44,23 +
25.0199 * genotipapoE_child=23 +
18.1059 * apoe_child_2cat=1 +
3.9172 * PON1=CT,TT +
88.1125
Figure 2. A linear regression model predicting the composite
language score.

In the linear regression model, we can also notice the
negative influence of the mother’s BMI on LCS.
child_sex=F adds 8.1421 to the LCS. We can also notice
the negative influence of the number of amalgams
(amalgams increase exposure to elemental Hg), as well as
that of MeHg, in both mother’s and cord blood.
In the regression trees for predicting the other
four Bayley’s scores, variables that describe the presence
of different elements in cord blood are predominant. They
appear in the root nodes for three of the four scores. They
also appear at lower levels of the trees, also when not
appearing in the root node. Highest values of the overall
motor scores are observed for lower levels of CB_Pb and
CB_THg (MOTOR tree). Highest values for the fine motor
scores are observed when CB_THg is low and Zn in
mother’s milk is high (M_milk_Zn > 4169.05, FINE
MOTOR tree). Highest values of the gross motor scores
are observed for M_urine_THg_ngg <= 0.91 and
CB_Serum_FeIII <= 29.2 (GROSS MOTOR tree).
Finally, highest values of the cognitive score are observed
when CB_Cu <= 618.678 and CB_Zn <= 1551.694
(COGNITIVE tree).
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______________________________________________
COGNITIVE
CB_Cu <= 618.678 :
| CB_Zn <= 1551.694 : LM1 (58/83.322%)
| CB_Zn > 1551.694 :
| | M_milk_As <= 0.596 :
| | | M_milk_As <= 0.123 : LM2 (95/93.594%)
| | | M_milk_As > 0.123 : LM3 (48/68.006%)
| | M_milk_As > 0.596 : LM4 (75/99.576%)
CB_Cu > 618.678 :
| levelofeducation=2,1,4,5 <= 0.5 : LM5 (72/75.408%)
| levelofeducation=2,1,4,5 > 0.5 : LM6 (92/120.661%)
LM1: composite_score_cogn = 117.0616
LM2: composite_score_cogn = 112.984
LM3: composite_score_cogn = 110.1329
LM4: composite_score_cogn = 115.9493
LM5: composite_score_cogn = 106.8385
LM6: composite_score_cogn = 108.9575
______________________________________________
MOTOR
CB_Pb <= 11.655 :
| CB_THg <= 1.055 : LM1 (72/102.406%)
| CB_THg > 1.055 :
| | M_Serum_FeIII_molL <= 16.15 : LM2 (56/101.21%)
| | M_Serum_FeIII_molL > 16.15 :
| | | CB_Pb <= 7.8 : LM3 (100/88.284%)
| | | CB_Pb > 7.8 :
| | | | M_milk_Mn <= 3.435 : LM4 (94/68.112%)
| | | | M_milk_Mn > 3.435 : LM5 (29/63.277%)
CB_Pb > 11.655 : LM6 (89/127.743%)
LM1: composite_score_motor = 110.0383
LM2: composite_score_motor = 109.2108
LM3: composite_score_motor = 104.8979
LM4: composite_score_motor = 106.4228
LM5: composite_score_motor = 108.6004
LM6: composite_score_motor = 105.5323
______________________________________________
FINE MOTOR
CB_THg <= 1.335 :
| M_milk_Zn <= 4169.05 : FM =12.5752 (102/90.579%)
| M_milk_Zn > 4169.05 : FM = 13.4947(27/85.02%)
CB_THg > 1.335 :
| child_sex=M:
| | levelofeducation=1,5<=0.5 : FM=10.9591 (70/104%)
| | levelofeducation=1,5 > 0.5 : FM=11.8335 (84/99%)
| child_sex=F:
| | M_milk_Zn <= 3242.146 : FM=12.1311 (110/72%)
| | M_milk_Zn > 3242.146 : FM=12.3039 (47/115%)
______________________________________________
GROSS MOTOR
M_urine_THg_ngg <= 0.91 :
| CB_Serum_FeIII <= 29.2 : GM=10.9877 (81/143%)
| CB_Serum_FeIII > 29.2 :GM = 10.1811 (30/59.93%)
M_urine_THg_ngg > 0.91 :
| BMI <= 20.991 : GM=9.9548 (92/63.903%)
| BMI > 20.991 :
| | M_milk_Cd <= 0.109 :
| | | M_milk_Pb <= 0.571 : GM=10.1248 (99/64.472%)
| | | M_milk_Pb > 0.571 : GM=9.9406 (29/108.972%)
| | M_milk_Cd > 0.109 : GM=9.9742 (107/107.245%)
______________________________________________
Figure 3. Regression trees for four Bayley’s scores: CCS, MCS,
FMCS, and GMCS (cognitive, motor, fine motor, gross motor).
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V.

DISCUSSION

The predictive power of the built models is very limited.
All (regression) correlation scores are below 0.2. The
descriptive power is better, but also not satisfactory. For
illustration, the linear regression equation in Figure 2 has
a correlation coefficient of 0.48 on the training data
(descriptive power), while the estimated correlation
coefficient on testing data (predictive power) is 0.16. The
model tree, on the other hand, has a correlation coefficient
of 0.19 on testing data and 0.35 on training data.
The fact that the neurological development of children
cannot be accurately predicted from their environmental
exposure comes as no surprise. Besides genes, nutrition,
and environmental exposure, physical activity, health and
community are important for child development. Most
importantly, early experiences and relationships in the first
five years of life are critical for development (for which
only very limited information was present in the data).
Despite the low predictive power, the results of the models
(Figure 1 and 2) are at least partially in line with the main
findings of the PHIME birth cohort study [2], [11], [12].
This is particularly in case of the motor score, where
possible negative effects of the prenatal exposure to Hg
and Pb were observed and in the case of language
development, where sex seems to be an important
determinant.
Some additional predictors were revealed through the
regression trees, namely copper, zinc, cadmium and
arsenic concentrations in cord blood and/or milk and some
through the feature ranking (Table 7), e.g., mercury levels
in maternal milk and baby urine. Their association with the
Bayley scores is biologically plausible (e.g., proinflammatory effects, neurotoxic potential). These
findings provide valuable insight into the environmental
epidemiology aspects of chronic low-level exposures in
the general population. They will be further evaluated
using an expanded dataset.
VI.

CONCLUSION

We have used machine learning techniques for regression
to address a problem from environmental epidemiology,
namely to relate prenatal exposure to mercury (Hg) to the
neurological development of children. The learned models
do not have sufficient power for accurate prediction of
neurodevelopment indices. In particular, the gross motor
score and overall motor score seem to be unrelated to the
factors that potentially influence neurodevelopment.
Feature ranking approaches, nevertheless, point to the
exposure factors that most influence neurological
development. In terms of exposure, the presence of methyl
Hg (MeHg) in the mother’s milk and in the urine of the
mother (or the baby) comes out as strongly related to all
Bayley’s scores. The same goes for exposure to Hg via
amalgams and the consumption of tinned and frozen fish.
Many directions for further work have been opened by this
study. Promising machine learning methods to be
considered include methods for semi-supervised learning.
These could handle the missing values of the target scores.
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Table 8. Correlations between the target scores.

CCS
CCS
LCS
MCS
FMSS
GMSS

1
0.5
0.54
0.51
0.34

LCS
0.5
1
0.46
0.35
0.38

MCS
0.54
0.46
1
0.81
0.77

FMSS
0.51
0.35
0.81
1
0.28

GMSS
0.34
0.38
0.77
0.28
1

In addition, it would make sense to use methods for multitarget regression (MTR). These would simultaneously
predict all scores. The use of MTR methods makes sense,
since the values of the target scores are correlated, as
shown in Table 8. For example, the overall motor score is
strongly correlated with the gross and fine motor scores.

Also other, less obvious pairs of scores, have correlations
higher than 0.5.
Methods for semi-supervised multi-target regression
would be especially appropriate for the data at hand, given
that many target values are missing and multiple scores
need to be predicted.
Also, it seems necessary to consider feature-selection
to improve the predictive power of the learned models, by
applying a threshold to the produced feature rankings or
using other feature selection methods. Finally, considering
the low predictive performance of the models across the
entire space of mother-child pairs, a possible direction for
further work is to apply subgroup discovery methods to
find interesting sub-parts of the data. It may well be
possible that stronger relations between exposure and child
development exist for smaller subpopulations.

Table 9. The most important features for predicting each of the Bayley’s scores. The list for MOTOR is almost the same
as for LANGUAGE (identical up to position 8, with M_Urine_creatinine_mmolL and PON1 at the last two positions.
COGNITION
numberofcigarettesperday
M_milk_MeHg
baby_urine_THg_ngg
breast
no_amalgams
tinnedfish
M_Urine_creatinine_mmolL
M_urine_THg_ngg
frozenfish
M_urine_As_ngmL

LANGUAGE
numberofcigarettesperday
M_milk_MeHg
breast
no_amalgams
baby_urine_THg_ngg
tinnedfish
frozenfish
AMALGAMS
freshfish
M_Urine_creatinine_mmolL

FINE MOTOR
numberofcigarettesperday
M_milk_MeHg
breast
baby_urine_THg_ngg
no_amalgams
tinnedfish
M_Urine_creatinine_mmolL
frozenfish
AMALGAMS
M_urine_THg_ngg
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Abstract—In this paper, we explore the influence of COVID-19
related content in tweets on their spreadability. The experiment is
performed in two steps on the dataset of tweets in the Croatian
language posted during the COVID-19 pandemics. In the first
step, we train a feedforward neural network model to predict if
a tweet is highly-spreadable or not. The trained model achieves
62.5% accuracy on the binary classification problem. In the
second step, we use this model in a set of experiments for predicting the average spreadability of tweets. In these experiments,
we separate the original dataset into two disjoint subsets: one
composed of tweets filtered using COVID-19 related keywords
and the other that contains the rest of the tweets. Additionally,
we modified these two subsets by adding and removing tokens
into tweets and thus making them artificially COVID-19 related
or not related. Our preliminary results indicate that tweets that
are semantically related to COVID-19 have on average higher
spreadability than the tweets that are not semantically related to
COVID-19.
Keywords—information spreading; neural networks; NLP; Twitter; COVID-19

I. I NTRODUCTION
Social media accelerates information spreading and may
cause an infodemic, especially during a crisis. As stated by the
World Health Organization (WHO), the COVID-19 outbreak
culminated with a massive infodemic, which is potentially
dangerous because it makes it difficult for individuals to find
reliable sources of information when they need it [1], [2].
In the context of infodemic, exploring information spreading
plays an important role and may improve various aspects of
crisis communication. Additionally, understanding information
spreading patterns is the first step towards fake news detection.
As the highly popular and used online social network,
Twitter is one of the most studied networks in the domain of
natural language processing (NLP) and social network analysis
(SNA) in general. There is a variety of tasks that ranges
from tweet classification [3], [4], fake news detection [5], [6],
sentiment analysis [7], [8] to hate speech detection [9], etc.
Many of these studies deal with information spreading, link
This work has been supported in part by the Croatian Science Foundation
under the project IP-CORONA-04-2061, “Multilayer Framework for the
Information Spreading Characterization in Social Media during the COVID-19
Crisis” (InfoCoV), and by University of Rijeka project number uniri-drustv18-38.
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prediction, virality prediction, and other similar tasks [10]–
[12].
Since retweeting is the key mechanism for information
spreading on Twitter, retweet prediction has been the focus
of many research that deal with information spreading. There
is a large number of published papers that propose approaches
for retweet prediction based on various features that may have
an influence on retweeting. For example, Zhang et al. [13]
use three sets of features: the author information, content
information, and user interests, while in [14] authors consider
features related to the time interval of retweets and the location
of users in information cascades. In [15], authors study retweet
cascades and try to predict cascade size at the exact moment of time. Some other approaches combine various manually constructed features, such as linguistic features, users’
personal information, temporal features, etc. Recently, deep
learning approaches have been used to automatically learn
optimal features. In [16] authors propose a novel attentionbased deep neural network to incorporate contextual and social
information for the prediction of retweeting. According to
recent studies, deep learning seems to be the most promising
approach for information spreading prediction tasks.
During the COVID-19 pandemic, a lot of researchers have
analyzed various aspects of tweets related to the coronavirus.
Most of the research is dedicated to the infodemic and information spreading [17]–[20], while some studies are focused
on the tasks of fake news detection [21], [22] and sentiment
analysis [23], [24]. One important research in that domain
is the study conducted by Cinelli et al. which addresses the
problem of COVID-19 infodemic in social media [17]. Authors analyzed COVID-19 information spreading on Twitter,
Instagram, YouTube, Reddit, and Gab. They fitted information
spreading with epidemic models and determine the basic
reproduction number for each social media platform. They
show that there are no substantial differences between fake and
true news spreading, only that the amount of fake news varies
across platforms. In another similar study [18], authors analyze
the Korean COVID-19 related Twitter dataset collected on
February 29, 2020. Their results indicate that the spread of
information was faster in the coronavirus network than in the
other networks.
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This study aims to explore the influence of COVID-19
content in Croatian tweets on their spreadability. Hence, we are
focused on retweet prediction based only on the tweet content.
In our approach, we use neural network embeddings for text
representation [25]. In the first part of the experiment, we
collect the dataset (cro-tw) of tweets in the Croatian language
posted during the first year of the COVID-19 pandemic. For
the purpose of the second part of the experiment, we divide
the cro-tw dataset into two disjoint subsets: (i) cro-CoV-tw
- dataset that contains COVID-19 related tweets and (ii) cronoCoV-tw - dataset that contains tweets not related to COVID19. Further, we train a feedforward neural network model to
predict if a tweet is highly spreadable. This task is framed as
a classification task with two classes: low spreadability and
high spreadability. We define the spreadability factor as the
retweet count normalized by the number of followers. In the
second part of the experiment, the trained model is used to
perform predictions on different variants and modifications of
the cro-CoV-tw and cro-noCoV-tw datasets in order to explore
the influence of COVID-19 related words on the predicted
spreadability of tweets.
The rest of the paper is organized as follows. In the next
section, we describe the dataset and the training procedure. In
the third section, we present the experimental setup in which
we analyze spreadability and report the results. The last section
is concluded with a discussion of the results and future work.

TABLE I: Dataset statistics

Number
Number
Number
Average
Average

of tweets
of words
of unique words
number of words
number of retweets

cro-tw

cro-CoV-tw

cro-noCoV-tw

93,444
2,118,622
187,678
22.67
2.794

9,050
261,974
38,276
28.95
2.853

84,394
1,856,648
178,578
22.00
2.788

B. Training Procedure
As the retweet count for each tweet depends on the number
of followers the account has, we calculate the spreading
factor by normalizing the number of retweets by dividing it
by the number of followers. Further, the normalized value
is passed through the log function (spreadingF actor =
log(retweets/f ollowers + 1)). Fig. 1 and 2 show histograms
of the retweet count and the spreading factor.
After ordering the tweets by the spreading factor, two
classes are made by dividing the tweets into two equally
large sets (one with lower spreading factor and the other with
higher spreading factor). The value of the spreading factor that
borders the two classes is 0.0016.

II. M ATERIALS AND M ETHODS
We train a feedforward neural network on a dataset of
Croatian tweets to predict the spreadability of each tweet.
A. Training Dataset
The Twitter dataset we use for training is collected from
Croatian accounts. The tweets are in the Croatian language
and posted from 01.01.2020. to 15.01.2021.
Dataset preprocessing:
•
•

•
•
•

All letters are transformed to lowercase letters.
Tweets in the Croatian language are filtered by checking
if they contain at least one of the characters: č, ć, ž, š,
or d̄.
Twitter links are removed from the tweets.
Special characters are removed.
Tweets with zero retweets are removed.

Tweets with zero retweets are removed because such tweets
introduce noise into the model and because such tweets are
less interesting from the perspective of information spreading.
The final dataset has 93,587 tweets. The tweets are vectorized by averaging token embeddings extracted from the
CLARIN.SI-embed.hr dataset [26] (i.e., centroid calculation
as described in [27], [28]). The embeddings in the dataset are
based on the fastText skip-gram model [29]. Of the 93,587
tweets, 143 have no tokens found in the embeddings. Among
the rest of the tweets, 93.8% of tokens have embeddings.
Further details about the dataset can be seen in Table I.
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Figure 1: Histogram of the number of retweets each tweet has
We train a sequential neural network (in Keras) to classify
the tweets into one of the two classes defined above.
The neural network’s architecture is as follows:
• The input vector’s length is 100.
• The first hidden layer has 100 nodes with linear activation.
• The next seven layers have 256, 128, 64, 32, 15, 8,
and 4 nodes. These layers use rectified linear activation
function. They are regularized with the L2 regularization
technique.
• The last layer has one node with sigmoid as its activation
function.
• Optimizer used for training is Adam with binary crossentropy loss function.
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III. R ESULTS
To explore the influence of COVID-19 related words in a
tweet on its spreadability, we perform predictions with our
model on seven subsets of the dataset. The main value used
for the comparison is the number of tweets (and the relevant
percentage) that our model classifies as highly-spreadable.
As our model is trained to predict the spreadability only
from a tweet’s text, any changes to the textual content of a
tweet greatly influence the predicted class.

Figure 2: Histogram of the calculated spreading factors on a
logarithmic scale

C. Evaluations

A. Setup
We use two lists of key tokens related to the COVID-19
pandemic (strong key tokens, Table II, and weak key tokens,
Table III). Both lists are used when filtering tweets related to
COVID-19. To detect if a tweet is related to COVID-19, the
occurrence of only one token from the strong list is enough,
but at least two occurrences are needed from the weak list.
When removing words related to COVID-19 (to create the
subsets of the dataset used in the experiments below), only
the strong list is used.
TABLE II: The strong key tokens

To evaluate the model we use 10% of the dataset (while the
other 90% is used for training). It achieves 62.5% accuracy.
Fig. 3 shows the model’s accuracy by comparing its predicted values with the true values. The predicted and true
classes (which are denoted with zero for low spreadability and
with one for high spreadability) are averaged by seven days
and plotted through time.

Token

Word (Eng.)

korona
virus
covid
kovid
karant
izolac
ostanidoma
ostanimodoma
slusajstruku
slušajstruku
ostanimoodgovorni

corona
virus
covid
covid
quarantine
isolation
stayhome
stayhome
listenprofession
listenprofession
stayresponsible

TABLE III: The weak key tokens

Figure 3: Comparison between true and predicted tweets’
spreading factor, averaged by seven days (showing the model’s
performance). X-axis is time (aggregated by seven days), and
Y-axis is the average class (which is zero for low spreadability
and one for high spreadability) of all the tweets in the seven
day window

Token

Word (Eng.)

Token

Word (Eng.)

stožer
dezinf
epide
pandem
odgovorni
hzjz
infekc
inkubacij
mask
bolnic
doktor
ljuskav
terapij
patoge
mjer
dijagnost
obrana
rad od
ostanimo
doma
kući
respir
samoizol

headquarters
disinfection
epidemic
pandemic
responsible
HZJZ
infection
incubation
mask
hospital
doctor
pangolin
therapy
pathogens
measure
diagnose
defense
work from
stay
home
home
respirator
self-isolation

virol
distanc
zaraz
vizir
sars
who
lockd
simpto
alemka
markoti
vili
beroš
beros
capak
prosvjed
šveds
festival
slobode
ostani
struk
liječ
starač
dom

virology
distance
infection
visor
SARS
WHO
lockdown
symptom
Alemka
Markoti
Vili
Beroš
Beroš
Capak
protest
Sweden
festival
freedom
stay
profession
treat
nursing
home

The seven subsets of the datasets we experiment on are:
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•
•
•
•
•
•
•

the whole dataset of all collected tweets: cro-tw;
the subset of tweets that are related to COVID-19: croCoV-tw;
modification of cro-CoV-tw by removing strong key
tokens related to COVID-19: cro-CoV-tw-remTok;
modification of the cro-CoV-tw by removing random
words: cro-CoV-tw-remRnd;
tweets that are not related to COVID-19: cro-noCoV-tw;
modification of cro-noCoV-tw by adding the word ("koronavirus", eng. coronavirus): cro-noCoV-tw-addCov;
modification of cro-noCoV-tw by adding a random word:
cro-noCoV-tw-addRnd.

B. Results
The spreadability prediction results for all the seven subsets
of the dataset are shown in Table IV.
TABLE IV: Spreadability prediction results for all the seven
subsets of the dataset. #Total is the total number of tweets in
each subset, #Spreading is the number of tweets classified as
highly-spreadable, and %Spreading is the percentage of tweets
that are classified as highly-spreadable

cro-tw

#Total

#Spreading

%Spreading

93,444

40,498

43.3%

cro-noCoV-tw
cro-noCoV-tw-addCov
cro-noCoV-tw-addRnd

84,394
84,394
84,394

33,707
47,818
33,394

39.9%
56.7%
39.6%

cro-CoV-tw
cro-CoV-tw-remTok
cro-CoV-tw-remRnd

9,050
9,050
9,050

6,791
6,424
6,743

75.0%
71.0%
74.5%

Tweets in the subset cro-noCoV-tw have a lower percentage
of highly-spreadable tweets (39.9%) than the subset cro-tw
(43.3%). After artificially adding COVID-19 context to every
tweet in the subset cro-noCoV-tw, the resultant subset cronoCoV-tw-addCov has a higher percentage at 56.7%, which
would suggest that the COVID-19 context makes a tweet more
spreadable.
To further test the hypothesis that the COVID-19 context
increases the predicted spreadability of a tweet, we add a
random word to each of the tweets in the subset cro-noCoVtw, instead of the word related to COVID-19. At 39.6%, the
resultant subset cro-noCoV-tw-addRnd has a similar percentage of highly-spreadable tweets as the subset cro-noCoV-tw,
as would be expected if the hypothesis is correct.
In contrast to the subset cro-noCoV-tw that has 39.9%
highly-spreadable tweets, 75.0% of the tweets in the subset
cro-CoV-tw are highly-spreadable. From the subset cro-CoVtw, strong key tokens related to COVID-19 are removed,
which produces the subset cro-CoV-tw-remTok. 71.0% of
the tweets in the new subset are highly-spreadable, agreeing
with the hypothesis, as the percentage is lower after removal
of the strong key tokens related to COVID-19. Predicted
spreadability is high even after key token removal, suggesting
that there is more to the COVID-19 context than the key tokens
related to COVID-19.
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To test if the removal of words in general is responsible
for the decrease in the percentage of highly-spreadable tweets
(instead of specifically the removal of key tokens related to
COVID-19), we create one more subset cro-CoV-tw-remRnd.
In the new subset, we remove the same number of words as is
removed in the subset cro-CoV-tw-remTok, but the words are
chosen randomly. The resultant percentage is 74.5%, which is
close to the percentage of the subset cro-CoV-tw.
We further test the influence of additional words (other than
"koronavirus") on the predicted spreadability of tweets. The
results are shown in Table V.
TABLE V: Spreadability prediction results for the subset cronoCoV-tw with added words
Word (Cro.)

Word (Eng.)

%Spreading

koronavirus
mjere
zaraženi
virus
stožer
izbori
broj
vlada
cjepivo
karantenta

coronavirus
measures
infected
virus
headquarters
elections
number
government
vaccine
quarantine

56.7%
51.8%
51.7%
50.0%
49.3%
48.7%
47.2%
45.8%
43.9%
40.0%

today
child
food
croatia
house
tourism
mask
politics
car
music

38.9%
38.4%
36.6%
36.5%
35.6%
34.8%
32.0%
31.8%
29.6%
29.4%

39.9%

None
danas
dijete
hrana
hrvatska
kuća
turizam
maska
politika
auto
muzika

IV. D ISCUSSION AND C ONCLUSION
Our model proved its ability to predict a tweet’s spreadability only from its text with a 62.5% accuracy on the binary
classification problem, which could be further improved with
a better embedding method and model.
COVID-19 context seems to be a large influence on a
tweet’s spreadability. By training a model on more text related
to COVID-19 we will be able to explore in more detail the
nature of its influence in social networks.
In future work, we plan to use BERT [30] for embedding
instead of the fastText embeddings we used in this paper.
We plan to fine-tune BERT with texts related to COVID-19
and continue analyzing different aspects of COVID-19 related
communication in Croatian social media.
With embeddings, it is possible to produce helpful visualizations of the text space, which we plan to use with BERT
on COVID-19 texts for exploration.
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Abstract – The COVID-19 pandemic has urged national
governments worldwide to recommend several health-safety
measures, including social distancing, the use of face masks,
and sanitization. In this paper, we focus on body temperature
monitoring and contact tracing, and we introduce a novel
infrastructure designed to provide National Healthcare
Systems with a centralized repository for systematic data
collection and analysis. To this end, our system enables
aggregating body temperature monitoring and contact
tracing information acquired from a distributed network of
heterogeneous data collection nodes. By doing this, we aim at
collecting more data using different types of existing
measurement devices. Also, the information architecture of
the proposed system supports analyzing data in a centralized
fashion. In this regard, we highlight the components that
render our approach more suitable than current solutions in
supporting cohesive intervention protocols and we describe
the advantages in terms of better response against the
COVID-19 pandemic and other types of health-safety
emergencies.
Keywords – pandemics, big data, COVID-19, health-safety.

I.
INTRODUCTION
The unanticipated outbreak of the Severe Acute
Respiratory Syndrome Coronavirus 2 (SARS-CoV-2) has
rapidly escalated into a global emergency that infected
more than 100 million individuals and caused over 2
million deaths worldwide. Consequently, national
governments have enacted drastic provisions such as
shelter-in-place and lockdown orders, especially in the first
phases of the Coronavirus disease 2019 (COVID-19)
pandemic and in case of faster growth of the infection
curve. Additionally, other types of preventive nonpharmaceutical practices, including social distancing and
Personal Protection Equipment (PPE) requirements, have
been implemented to ensure the safety of individuals while
releasing restrictions. Recent research studies show a high
acceptance and compliance rate, which contributed to
render them more effective.
On the contrary, countermeasures such as temperature
monitoring and contact tracing have been successful only
in a few countries (e.g., China) due to several factors,
including government adoption, user compliance, and
availability of an information infrastructure. As the
effectiveness of health-safety measures depends on their
systemic deployment and use, contact tracing specifically
requires the entirety of the population to use the system in
order to capture potential situations of risk. Similarly,
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protocols for body temperature checking are less effective
when they are not integrated with reactive measures that
enable alerting individuals who are at risk because of their
social interactions. Unfortunately, in addition to poor
adoption from national governments and, consequently,
limited individuals’ adherence, the unprecedented nature of
the COVID-19 emergency involved a lack of information
infrastructures that support collecting, storing, analyzing,
and using the aggregated data from temperature monitoring
and contact tracing effectively. The most significant effort
in this regard has been the partnership between Google and
Apple, which resulted in a set of smartphone-based
Application Programming Interfaces (API) that support
detecting individuals’ proximity using the Bluetooth
protocol [1]. However, their infrastructure does not support
data from other devices or information about other types of
measurements, such as temperature monitoring or
positivity tests. As a result, most countries utilized many
different systems that did not exchange information with
one another, which created additional data fragmentation.
Moreover, the lack of systems for aggregating and
exchanging information from different sources required
human intervention and posed a significant burden on the
National Healthcare Systems (NHS), which were already
overwhelmed by the emergency.
In this paper, we introduce an infrastructure-based
solution based on a centralized database and on a
distributed network of acquisition nodes that leverages the
combined use of body temperature monitoring and social
tracking. By doing this, our system aims at offering a more
comprehensive solution for filling the effectiveness gap
(e.g., in the case of asymptomatic and presymptomatic
individuals) as well as increasing the information available
to limit potential virus transmission. We discuss the
architecture of the system and its components, detail the
advantages of its integration with the currently available
infrastructures and systems, and address concerns related to
users’ privacy and data access.
II.

RELATED WORK

In addition to the implementation of pharmaceutical
and non-pharmaceutical health-safety measures, the
COVID-19 pandemic has been tackled by several groups
who have adopted different strategies in the design and
development of solutions for collecting information useful
to limiting the spread of the virus, preventing potential
outbreaks, and minimizing the risk of infection and its
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damage [2]. As a result, several types of systems have been
introduced. Primarily, efforts have been spent in the
direction of overcoming the initial lack of data about the
spread of the pandemic, using systemic approaches based
on centralized or distributed data collection. The former
strategy has been utilized predominantly in governmental
institutions, such as NHSs, for managing the progress of the
pandemic. Simultaneously, other types of tools have
leveraged personal technology, such as smartphones,
wearable devices, and self-reporting websites, to collect
data, inform individuals about their potential risk, and
support tracing. For instance, the authors of [3] describe a
mobile application that individuals could use to self-report
symptoms that could be potentially associated with an
ongoing infection. Also, different devices, including
wearables, have been introduced to support remote
monitoring of body temperature changes [4] [5]. As a result
of the development and introduction of multiple systems
collecting different data, using different protocols, and
storing it in self-contained repositories, the availability of
solutions has created the problem of fragmentation, which
poses new challenges to the use of the data being collected
as described in [6]. On the contrary, a more promising and
successful avenue for tracing has been pursued by
platforms that provide a more comprehensive approach to
data collection and use.
Several studies have analyzed the effectiveness of
centralized and distributed data collection infrastructures
for fighting COVID-19 using proximity tracing [7]. In this
regard, the most successful case was the partnership
between Google and Apple, which has led to the
development and deployment of a set of APIs that enable
collecting information about individuals’ proximity using
the Bluetooth protocol [1]. Specifically, they use several
components of the radiofrequency signal, such as strength
and signal-to-noise ratio, to calculate and track social
contact. Although some studies report an initial concern
about privacy [8], further research has clarified the security
of the application and its compliance with rules about the
collection and use of individuals’ personal information [9].
As a result, the APIs have been integrated into several
mobile applications adopted by national governments
worldwide. Furthermore, data from recent studies
demonstrate that smartphone-based solutions for proximity
tracing have been received positively by end-users when its
adoption has been advertised effectively [10]. Particularly,
data from the NHS show that this approach prevented
594000 infections in the United Kingdom alone [11] [12].
Moreover, data from Washington state demonstrated the
effectiveness of contact tracing in the case of low adoption
rates (e.g., 15% of the entire population) [13]. Although the
APIs developed by Google and Apple offer a great platform
for proximity tracing, there is still a lack of solutions that
enable integrating and using data from multiple services,
which would enable a more comprehensive view of the
pandemic as well as more in-depth analyses about its
evolution.
III.

SYSTEM DESIGN

In a preliminary study, we analyzed individuals’
adoption of health-safety measures with the objective of
identifying strategies that were less effective in tackling the
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pandemic because of poor user adoption or adherence. To
this end, we distributed a survey in which we asked to rank
the most common health-safety practices based on their
perceived effectiveness. Although the data collection is
ongoing, we analyzed the results obtained from 514
individuals in one week during the progress second wave
of the pandemic. Although participants showed overall
compliance with most health-safety recommendations,
their perceived effectiveness indicated a disparity between
the countermeasures, as shown in Figure 1. Specifically,
wearing face masks and Personal Protection Equipment
(PPE), social distancing, and sanitization accounted for
25%, 24%, and 20% of the perceived health-safety,
respectively. Conversely, other measures accounted for the
remaining 31%. In particular, checking body temperature
regularly, getting vaccinated, and adopting contact tracing
measures, resulted in a lower perceived effectiveness, that
is, 14%, 12%, and 4%, respectively. The results regarding
vaccines could be explained by the fact that no vaccines
were available when the survey was circulated. Conversely,
participants’ comments indicate a lower compliance with
monitoring their body temperature and social interactions.
Also, the perceived low effectiveness of body temperature
checking could be motivated by the inefficacy of this type
of measure against asymptomatic and presymptomatic
individuals. Furthermore, individuals indicated the
difference between measurement systems and the
impossibility to retrieve a trace of their measurements as
another source of distrust in this health-safety practice.
Finally, as far as the perceived low effectiveness of contact
tracing is concerned, respondents indicated a variety of
possible motivations. Several people were not aware of
social tracking measures or technology, others instead
indicated that they considered this measure less effective
due to a lack of universal adoption and the presence of false
positives and true negatives, even if they installed mobile
applications for contact tracing. Nevertheless, although our
results indicate a low perceived effectiveness, respondents’
comments and willingness to use monitoring and tracking
technology are in line with findings in the literature, which
indicate a high acceptance of app-based contact tracing [10]
and, in general, of tracking technology [14]. Surprisingly,
privacy concerns were mentioned in only a few instances,
which may suggest that this would not be a major issue in
the case this measure would be enforced as other healthsafety practices, as realized in countries such as China and
the United Kingdom.

Figure 1. Users’ perceived effectiveness of health-safety measures
recommended against the spread of COVID-19.
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As the goal of our work is to support fighting the
pandemic by increasing the effectiveness of each healthsafety measure, we focused on improving the lessperforming ones. As a result, based on the analysis of the
causes of non-compliance and on an evaluation of the
limitations of current solutions, we designed a novel
infrastructure for supporting body temperature monitoring
and contact tracing. To this end, our approach was aimed at
leveraging existing devices and systems already in use
rather. Indeed, introducing new hardware or mobile
applications with a one-size-fits-all strategy would not be
effective due to the impossibility of adopting it universally,
replacing current infrastructures, and adapting to specific
use cases.

TPSs can benefit from an easy-to-integrate off-the-shelf
data storage system.

Our proposed solution is an information infrastructure
that consists of a centralized data repository that enables
many different stakeholders to collect, store, and access
information related to body temperature monitoring and
contact tracing. Particularly, the platform supports
acquiring information about interactions between
individuals, visits to private and public locations, and
measurements of body temperature and other parameters.
By aggregating information from multiple sources in a
single database, we aim at solving the current data
fragmentation and at offering a source of information for
more accurate and comprehensive data analyses, which can
be beneficial for fighting the COVID-19 pandemic as well
as other health crises and emergencies. To this end, our
infrastructure exposes a series of Application Programming
Interfaces (API) served over HTTP that enable a variety of
third-party stakeholders (TPS) to store their data in the
centralized repository so they can contribute valuable
information that can be accessed and analyzed for further
use, as described in Figure 2. For instance, the data
collected by the platform can be available to several the
National Health Service and to other relevant organizations
that are involved in individuals’ health-safety. Specifically,
as there are many different systems utilized for measuring
individuals’ body temperature and trace their social
contacts, the APIs of our solution enable TPSs to share the
data with our platform independently from the specific
device being utilized for measuring individuals’ body
temperature or the contact tracing protocol, thanks to a data
format specifically designed to render our infrastructure
completely agnostic with respect to the data collection
instrument and the specific type of information acquired
from the user. For instance, as far as body temperature
monitoring is concerned, the proposed platform supports
receiving data from different types of thermometers (e.g.,
thermal scanners and kiosks), mobile applications for selfreporting, and even manual input. Similarly, in the case of
contact tracing, the proposed platform supports data from
social tracking software, infrastructure-based data
collection, and paper-based forms. As long as TPSs adhere
to a simple data protocol that enables capturing the
information components relevant for our platform, they can
use the proposed system. To this end, we designed a simple
format and structure that is detailed in the API overview
below. Consequently, the proposed infrastructure can
leverage existing systems, software, acquisition devices,
and tools as a distributed network of heterogeneous data
collection nodes. In turn, by adhering to the API protocol,

Figure 2. Overview of the platform structure, type of information
exchanged via the Data and Notification APIs, and types of processing
nodes.
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A. Main Entities
The data repository of the proposed infrastructure
consists of eight entities that represent the core information
being collected and shared by the system. Additionally, the
system includes other types of entities that are utilized for
ensuring the operation of the platform. The main entities
and their purpose are summarized in Figure 3, and they are
as follows:
•

User: this represents any single person who uses
the platform directly (i.e., they created an account)
or indirectly (i.e., because a TPSs stored data
involving their contact information and,
consequently, created a user entity). They are
associated with an identifier that is globally unique.
Also, their email and phone number are stored in
the system. This has a three-fold purpose, that is,
identification, contact in case of notifications and
alerts, and two-factor authentication. As many
social tracking systems collect contact information,
they can be utilized in place of the numeric
identifier or the token (as discussed below).

•

Location: this represents a specific place, which
can be a public venue or a private home. As in the
case of users, they are associated with a globally
unique identifier and with a flag that indicates
whether the location is visible in the system or not.
This enables users to prevent any of the
stakeholders of the platform from accessing the
information associated with their house.
Additionally, public locations are identified by
their GPS coordinates (i.e., latitude and longitude),
name, and address. However, some of the values
can be null, as shown in Figure 3. This is to include
locations that are not associated with a specific
latitude, longitude, or address. For instance, this is
the case of flights, which can be identified by using
their code as a name.

•

Token: it is an alphanumeric string that identifies a
user or location. Tokens can be utilized in place of
the identifier for data collection and analysis
purposes, and they enable abstracting from the
numeric identifiers associated with users and
locations. Also, tokens are generated with a new
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request, and they expire as soon as they are
consumed. Alternatively, an expiration date can be
set to enable the acquisition of longitudinal data
(e.g., the total duration of a visit to a location).
Therefore, they can be utilized to render data
collection completely anonymous, which, in turn,
results in increased privacy for users.
•

•

432

Measurement: it primarily refers to body
temperature checks. Their value is stored together
with information that enables identifying the user,
the location, and the date and time in which the
measurement was taken. However, either the user
identifier or the location identifier can be null.
Although this is counterintuitive, by doing this, the
proposed infrastructure supports situations in
which individuals’ body temperature is checked,
but it is not associated with their identity. For
instance, this is the case of temperature scanners in
high-traffic areas or other types of equipment that
does not support identifying the person being
monitored. Nevertheless, storing a body
temperature measurement without the information
about the person enables evaluating situations of
risk and notify users who were in the location
around the time in which the alert was generated.
Conversely, the identifier of the place where the
measurement was taken can be set to null in case a
user wants to monitor their body temperature in
their home or in a location that is not in the system.
To this end, the proposed infrastructure supports
data collection from self-monitoring applications
while preserving users’ privacy. In addition to the
value, which can represent an individual’s body
temperature in case of this type of monitoring, the
system collects the measurement type. This
enables using the platform for different
measurement purposes. For instance, in addition to
body temperature, the proposed infrastructure can
be utilized to aggregate information about
diagnostic tests (e.g., PCR) as well as antibody
tests (e.g., serological tests). In this case, the
measurement type can represent the type of test,
whereas the value can indicate the positivity of the
subject. Consequently, the use of the proposed
system can be extended to incorporate other
relevant indicators that may help fight the spread of
the pandemic or identify new outbreaks early.
Visit: it represents a known location of an
individual in a specific time window. In contrast to
measurements, which are associated with body
temperature checking or other parameter
monitoring uses, visits are utilized for contact
tracing purposes. Specifically, they enable tracking
individuals’ location over a timeline. This, in turn,
combined with measurements, can be useful for
identifying situations of potential risk involving a
specific venue and alerting users in the case they
have been in the same place in the same time
window. In addition to the identifier of the
location, the data repository enables storing the
beginning and the end of the visit. However, either
value can be null in the case the data acquisition

node does not capture it, such as most venues in
which the exit is not regulated.
•

Interaction: this entity is utilized for contact tracing
purposes and enables to explicitly indicate
situations in which two or more individuals are in
close proximity. The data repository stores
information about the users (their identifier) and
about the location, if this is available. Also, the
platform supports specifying the date or the time
frame of the interaction. By doing this, if an
individual tests positive, all the people who have
been in contact with them in a time compatible with
the incubation and development of the virus will be
able to receive a notification about their potential
the risk of infection.

•

Alert: this entity represents situations in which one
individual is at risk, and they can be generated
either by a data acquisition node in the case of a
measurement value that is non-compliant with the
standard, or by a data processing node that
identifies a concern based on the analysis of the
information in the repository. In the former case,
the alert is immediate, whereas in the latter
scenario the alert appears when it is found by the
DPN. Alerts are stored in the entity sandbox and
visible to the user they are associated with, based
on the data access rules described below. However,
stakeholders with higher permissions can process
alerts and issue notifications to the user or to other
stakeholders.

•

Notification: this type of entity is utilized to inform
a user that they may have been exposed to potential
risk due to past interactions or visits that involved
the co-presence of individuals who have been
confirmed as being at risk. They differ from alerts
in that their purpose is to notify one or more
individuals that someone they have been in contact
or shared a location with has tested positive or has
been confirmed as a case. Notifications are issued
by the NHS or by an authorized organization based
on the information on the platform or other data.
The notification type indicates the severity of the
notification, whereas the message is utilized to
detail the actions that they need to take next.

Figure 3, as well as the list above, presents the key
attributes of the entities, details the relationships between
the entities, and explains how they are exchanged between
the stakeholders. The main advantage of this approach is
the possibility of maintaining a low complexity of the data
design so that TPSs can seamlessly integrate it in their
system. Also, the minimal set of entities and attributes
required to contribute to the data repository, renders it
interoperable with a multitude of acquisition systems and
with different types of relevant information, in addition to
the measurements indicated here. Nevertheless, the data
repository of our platform utilizes a document-oriented
database management system, which supports a more
flexible structure and enables including additional detail, if
needed. For instance, the system can be utilized to store
users’ names. However, this information is not shared with
other stakeholders, unless they already had access to it or
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own the data based on the data access permissions,
ownership, and history rules defined below.

the log and be informed about how their information is
utilized, in compliance with privacy regulations.

Figure 3. Key information acquired and shared by the Data API and by
the Notification API

B. Data Access Permissions, Ownership, and History
Data APIs enable stakeholders registered with an API
key to insert information measurements, visits, and
interactions. To this end, there are two types of Data API
permissions, that is, write-only (W) and read-write (RW),
as described in Figure 4. Write-only permissions enable
organizations to only insert data in the repository. This is
the case of stakeholders contributing to the system with
their data collection nodes. By doing so, they will be able
to acquire information from their users and store it in the
repository, but they will not be able to view or access data
inserted by other entities. Therefore, the proposed platform
provides a third-party entity having a W permission in the
system with a sandbox that acts as a dedicated storage space
in which the entity can insert and access its own data.
However, write-only permission does not enable entities to
access information outside their sandbox, that is, collected
by other stakeholders. As a result, organizations will be
able to use the data repository of the system to read and
write information they collect and own without tampering
with others’ data. On the contrary, RW permissions enable
authorized stakeholders to read the data acquired from
other entities, in addition to writing information in their
own sandboxes. This is the case of organizations affiliated
with or authorized by NHSs. By doing this, they can access
the data to realize analyses and research studies and share
the results with other stakeholders by inserting them into
the platform.
As far as data ownership is concerned, the permission
structure enables stakeholders to own the information they
contribute. Therefore, TPSs maintain ownership of the data
they submit to the platform, and they can access it
completely. Moreover, an organization that has RW
permissions is not able to modify or delete the information
stored outside their sandbox (i.e., in others’ sandboxes) to
guarantee the integrity of the data. Furthermore, TPSs with
RW permissions are only able to view the information of
the main entities detailed in Figure 3 unless the owner of
the data gives explicit permission to get access to additional
details. In addition to stakeholders, all the data involving a
single user is shared with them, so they can review it and
even flag it as private information. By doing so, their
information regarding measurements, visits, or interactions
will not be visible outside the sandbox of the stakeholder
who contributed it unless the NHS service would issue a
request related to a major health-safety emergency.
Finally, as TPSs with RW permissions can read others’
data, access is tracked so that owners and users can view
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Figure 4. Permission structure of the platform.

C. Data and Notification APIs
The core APIs of our proposed infrastructure shown in
Figure 3 are divided into two types of interfaces, one for
data and one for notifications. The former set of interfaces
is available to TPSs for storing the information they directly
collect about one or more individuals or locations,
including measurements that are non-compliant with the
expected values. This enables TPSs to acquire data and
raise alerts if needed. Conversely, notification APIs can be
utilized by higher-level TPSs, such as NHSs or their
affiliated and authorized organizations, to contact users in
case they have been exposed to potential contagion, based
on the analysis of the information from the sandboxes of
one or more TPSs. In addition to separating their different
purposes and the separate permission levels required for
using them, the distinction between Data and Notification
APIs marks the type of TPS that can access the latter type
of interfaces. Additionally, each API has a different set of
security measures that enable protecting the data as well as
users’ privacy, such as decoupling the user identifier and
preventing potential attempts of sending unsolicited
messages.
D. Information Assurance
The proposed infrastructure has the purpose of
providing multiple TPSs with an easy-to-integrate system
for aggregating information that can be useful for analyzing
the evolution of the pandemic and tackling specific issues,
such as the presence of an outbreak in a location, or for
addressing broader challenges thanks to the combined
availability of different types of data. To this end, the
platform is designed to collect information from many
different sources, such as users and TPSs. Both must
register and create an account to be able to access the
system. Specifically, TPSs are required to enter additional
information when they request the use of APIs.
Nevertheless, the information entered in the system may
include untrusted sources or incorrect data. Furthermore,
the decentralized nature of data collection processes based
on self-reporting introduces several concerns regarding the
authenticity of the data. Furthermore, as the system collects
information from a variety of measurement devices and
data acquisition systems, the different sensitivity of
instruments (e.g., thermometers) and accuracy of
measurement processes may affect the quality of the
information stored in the data repository. However, this can
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be addressed with a trust score system, so the data from
each TPS can be ranked in terms of reliability.
IV.

CONCLUSION

The pandemic scenario generated by the COVID-19
emergency has required the development and
implementation of urgent strategies for limiting the risk of
new outbreaks, flattening the contagion curve, and reducing
the damage caused by the virus. To this end, in addition to
health-safety measures, technology has been an important
ally for deploying solutions that tackle the multifaceted
aspects of the emergency, including body temperature
monitoring, contact tracing, and early detection of
symptoms. Thus, the data acquired by personal devices,
scanners, kiosks, self-reporting forms, websites, and other
systems may contain relevant information for identifying
risk proactively or for addressing it reactively. In this paper
we have proposed a centralized information infrastructure
that enables aggregating the data collected by a multitude
of heterogeneous acquisition nodes and using it for
analyses that could help identify potential situations of risk
or generate new and useful knowledge about fighting the
pandemic.
The proposed information infrastructure has several
differences with respect to other types of APIs such as the
ones introduced by Google and Apple, which are
specifically designed for supporting proximity tracking on
mobile devices. Conversely, although our approach is less
platform- and purpose-specific, it is more comprehensive
as far as the supported devices and type of information that
TPSs and individuals can share. Furthermore, the proposed
system has several advantages compared to existing
solutions. It can be utilized to collect real-time data as well
as historical data. Consequently, TPSs can contribute the
information they acquired during the early stages of the
pandemic and share it with other stakeholders, such as
research institutions, who can analyze the data and
contribute to finding new evidence and generate knowledge
about the pandemic and its countermeasures. Moreover,
although the proposed infrastructure was specifically
designed for fighting COVID-19, it can be suitable for
managing other types of health crises or emergencies.
The specifications of the platform, its API
documentation, and its implementation details are shared in
a public repository that is available at the URL
http://ush.to/uXXXuT. Currently, we are finalizing
implementation details related to the compliance with
healthcare regulations in terms of data collection and
storage. Also, we are working with stakeholders to test
different the platform in different scenarios and make the
necessary changes. As a next step, we will integrate the
system in some of the existing solutions and we will realize
implementation and stress tests with selected TPSs that will
enable us to evaluate the correctness of the design, the
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robustness of the system, and its performance.
Subsequently, we will publish the system and make it
available for integration and use to the public.
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Abstract—There have been several studies of natural compounds used as SARS-CoV-2 inhibitors. Among those, we selected
the most viable natural anti-viral compound, rutin, as a basis for
structure-based molecular docking campaign using databases of
commercially available compounds that are potential ligands.
The known and well-studied SARS-CoV-2 main protease
structure was used as a target and Asinex screening library
was filtered to select structurally similar and pharmacokinetically
feasible compounds.
Before screening campaing, the protein was minimized and selected compounds were protonated and parametrized. A modified
version of rDock high-throughput virtual screening tool called
RxDock was used for molecular docking. RxDock was developed
to enable running large molecular docking studes on modern
computer systems, including supercomputers and clouds.
Our approach combines traditional approach of pharmaceutical industry where natural compounds are used as a template
to develop novel inhibitors while using novel high-throughput
virtual screening techniques and validation tests. It promises to
pave a way to develop an agnostic approach in development of
novel inhibitors while keeping the cost of both the computational
protocols and bioassays lower than the current drug discovery
pipeline.
Index Terms—SARS-CoV-2 Mpro, natural products, antiviral compounds, inhibitors, RxDock, molecular docking, highthroughput virtual screening, commercial compound databases,
RDKit

I. I NTRODUCTION
Coronavirus disease 2019 (COVID-19), a most recently
emerged respiratory disease caused by severe acute respiratory
syndrome coronavirus 2 (SARS-CoV-2), is a disease that
caused a pandemic that changed the medical, scientific, economical, and political landscape like no other disease had since
the outbreak of acquired immunodeficiency syndrome (AIDS)
in more than 40 years ago. SARS-CoV-2 was first isolated and
identified in individuals who were exposed at a seafood market
in Wuhan City of Hubei province in China in December
2019 [1]. COVID-19 was initially zoonotic in nature, as it
had crossed species to initiate primary human infection, but
human-to-human transmission quickly became the primary
mean of viral transmission in the human population, all too
similar to SARS-CoV [2], [3] and Middle East respiratory
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syndrome coronavirus (MERS-CoV) [4]. Most individuals infected with the SARS-CoV-2 virus were asymptomatic, but the
ones whose SARS-CoV-2 infection progressed to COVID-19
exhibited mostly mild to moderate symptoms. However, about
15% of COVID-19 patients progressed to severe pneumonia
and about 5% eventually developed acute respiratory distress
syndrome (ARDS), septic shock, and/or multiple organ failure
[5], [6].
In the current quest for identification of COVID-19 vaccines
and specific antiviral treatments [7]–[10], the SARS-CoV-2
Mpro received major attention [11], [12] in the light of the first
SARS-CoV outbreak in the early 2000s [13], [14]. Alternative
coronaviral targets include papain-like protease (PLpro), RNAdependent RNA-polymerase (RdRp), NTPase/helicase, and
spike protein (S) [15], [16]. The main protease exclusively
cleaves polypeptide sequences after a glutamine residue and
therefore the main protease is an ideal drug target compared
to other coronaviral targets because no other human host-cell
proteases are known with this substrate specificity [17]–[19].
Several SARS-CoV-2 protein structures have been solved
using either X-ray diffraction or cryo-electron microscopy.
One of these structures, employed in this work, is the crystal
structure of the SARS-CoV-2 Mpro enzyme in complex with
a synthetic peptidomimetic inhibitor called N3 (PDB code
6LU7, Fig. 1) [20]. While the catalytically active form of Mpro
is a dimer, the two protomers most likely act independently
from each other as the two active sites are solvent-exposed and
symmetrically located at opposite edges of the cleft between
the two protomers [21]. The proteolytic process in the active
site of Mpro is enabled by the catalytic H41-C145 dyad with
the cysteine thiol group acting as the nucleophile [22]. The
initial drug development efforts after the SARS outbreak in
2003 aimed at electrophilic attack to the cysteine residue of
the catalytic dyad via covalent Michael inhibitors [23]. While
that strategy had a valid medicinal chemistry background,
discovery and development of such inhibitors were put on
hold as electrophilic drug candidates often cause serious
adverse reactions such as carcinogenesis, tissue necrosis, or
severe allergies [24]. Since the SARS outbreak ended and
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treatment and establish the permanent national infrastructure
necessary to tackle any imminent viral outbreaks in the future.
II. M ATERIALS AND M ETHODS
Molecular docking methods are used to predict the drug
interactions with macromolecules. The blind docking method
involves a search throughout the entire surface of the macromolecule for binding sites. Therefore, blind molecular docking analyses of custom small ligand libraries curated from
commercially available databases have been screened with the
main protease of COVID-19, SARS-CoV-2 Mpro.
A. Protein Preparation

Fig. 1. N3 interaction with SARS-CoV-2 main protease catalytic site

another zoonotic episode of a similar virus was considered
virtually impossible, all further SARS-CoV drug discovery
and development ended without bringing any compound to
the phase of clinical trials, let alone successfully putting a
specific anti-SARS drug on the market.
However, in late 2019, another zoonotic episode of the
mutated SARS-CoV virus did occur. Less than half a year from
that time point, multiple studies aiming at developing specific
SARS-CoV-2 infection treatment have been published [20],
[25]–[30]. The mechanism-based inhibitor N3 was designed
using computer-aided drug design (CADD) techniques in one
of those studies [20]. Through a combination of structurebased virtual and high-throughput screening of over 10,000
compounds, seven further compounds were identified as inhibitors of Mpro with half-maximal inhibitory concentrations
(IC50) ranging from 0.67 to 21.4 µM, and those compounds
included drug candidates in clinical trials, approved drugs, and
other pharmacologically active compounds. The strongest antiviral activity in bioassays was found for ebselen, a synthetic
organoselenium drug molecule with an anti-inflammatory, an
anti-oxidant, and cytoprotective activity which is currently in
a clinical trial as a potential treatment for bipolar disorder
[31]. On the other hand, a large-scale CADD study of natural
compounds discovered that rutin is the most promising hit
compound well suited as a basis for further development of
SARS-CoV-2 Mpro specific inhibitors [32]. Further research
and development efforts regarding high-throughput virtual
screening are ongoing [33], [34].
In this paper, we use high-throughput virtual screening to
discover potential inhibitors of Mpro of SARS-CoV-2. We
screened almost 100,000 compounds from a commercially
available compound library frequently used in drug discovery
projects [35]–[37]. We employed a virtual screening against
the crystallographic Mpro structure. We present here our
analyses and important findings relating to the inhibition of
Mpro, which we believe can guide the search for a COVID-19
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The crystal structure of MPro (PDB ID: 6Y84) was obtained
from Protein Data Bank (PDB) (DOI: 10.2210/pdb6Y84/pdb).
Crystal water was removed from the structure, as well as all
other solvent artifacts, leaving just the protein residues.
Such protein was minimized using the GROMACS software
suite [38]. The protein was parametrized using AMBER99SBILDN protein, nucleic AMBER94 force field [39]. For water
topology, TIP3P three-site model was used. Cubic system cell
was defined, with 1.5 Angstrom between the solute and the
generated cell. After the system was defined, the protein was
solvated and neutralized. The system was then minimized
using the steepest descent minimization protocol.
Protein prepared in this manner was then used in subsequent
docking simulations.
B. Cavity Search
RxDock software package was used to search and define the
binding site of minimized SARS-CoV-2 main protease [40],
[41]. The two-sphere method was used, with a hydrogen atom
(HE2) on catalytic histidine (HIS41) being the initial center of
the search method. Details about the two-sphere methodology
RxDock uses can be found in RxDock official documentation
[41]. The search radius was 15 Angstroms, with the larger
sphere being 6 Angstrom in radius, and the smaller one being
1.5 Angstrom in radius. Visual inspection confirmed that the
two-sphere method encompassed the entirety of the SARSCoV-2 catalytic site (Fig. 2).
C. Rutin Optimization and Docking
Rutin was chosen as a reference ligand based on a documented screening campaign of natural compounds as an
inhibitor of SARS-CoV-2 main protease. The ligand structure
was downloaded from Chemspider and minimized using RDKit [42].
Rutin was then docked to SARS-CoV-2 main protease
binding site using full docking protocol that consists of
three stages of genetic algorithm search, followed by lowtemperature Monte Carlo and simplex minimization stages per
each generated pose. The exhaustiveness of a hundred poses
for rutin was used and then ranked according to measured
binding affinity (score). The most favorable one was used as
a template for subsequent HTVS analysis.
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Fig. 2. SARS-CoV-2 main protease catalytic site

D. Custom Small Ligand Library Preparation
A commercial database from manufacturer Asinex was
chosen as a library to be screened in this HTVS campaign.
Specifically, Elite Library(r) and Synergy Library(r) (available
as a single .sdf file) were chosen as compounds in these
libraries have been screened against a panel of early ADMET
tests (including DMSO and water solubility, PAMPA, PGP,
and CYP inhibition) to make sure screening hits are devoid
of potential ADMET problems and are amenable for rapid
hit-to-lead optimization.
This compound library (containing Elite and Synergy libraries) was then filtered picking only compounds that had
25% structural similarity to rutin. The RDKit software suite
was used for this process, in which the maximum common
substructure is identified for rutin and any compound in the
library. If the compound from the library conformed to the
chosen filter, it was protonated for a pH of 7.4 and minimized
using constrained minimization protocol. A sample of the
final result is shown in Fig. 3, where curated compounds are
overlapped against minimized rutin. A total of 151 ligands out
of 91,001 compounds were curated.
E. High-Throughput Virtual Screening
Custom small ligand library was docked to the SARS-CoV2 main protease binding site using the same protocol as with
docking rutin to it, described in the upper paragraph. The
HTVS campaign was run on multiple threads to speed up the
process.
F. Screening results post-processing
All poses of docked ligands (15,100 poses in total) were
sorted and the best 100 poses (maximum three per ligand)
were written in the separate .sd file. Structural information
for each pose of a ligand was calculated as well, those being
atoms number, bonds number, molecular weight in Daltons,
number of rotatable bonds, number of hydrogen bond donors,
number of hydrogen bond acceptors, and number of aromatic
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Fig. 3. Rutin interaction with SARS-CoV-2 main protease catalytic site

rings that ligand possesses. Every ligand was tested whether
it conforms to Lipinski’s Rule of Five.
PyMOL, a molecular visualization tool, was used to visualize all results calculated using RxDock, and prepare figures
for this paper [43]. The electrostatic surface potential was
determined using the APBS plugin of PyMOL [44].
III. R ESULTS AND D ISCUSSIONS
In addition to the control docking run on the N3 peptidomimetic ligand present in the crystal structure, we reevaluated rutin as a potential SARS-CoV-2 Mpro inhibitor and
performed a free docking campaign on the manually curated
commercial database.
According to the RxDock documentation [41], the binding
modes of the ligands are ranked according to their docking
score based on the master docking function, which is a
weighted sum of intermolecular, ligand intramolecular, site
intramolecular, and external restraint terms. Table I lists the
docking score and structural data for control compounds (N3
and rutin) and ten of the best compounds according to the
docking score.
A. Docking Studies of the Control Drugs with SARS-CoV-2
Mpro
The docked pose of the minimum energy (docking score)
conformers of the two control compounds, namely, N3 peptidomimetic ligand and natural compound rutin, are depicted
in Fig. 1 and Fig. 3, respectively. The docked poses show
without doubt that the control compounds bind deep within
the active site of the SARS-CoV-2 Mpro macromolecular
structure. Fig. 1 shows that N3 binds firmly through seven
conventional hydrogen bonds with residues GLY143, PHE140,
GLU166 (with three hydrogen bonds), GLN189, and THR190
besides other interactions such as van der Waals interactions
with a docking score of -27.595. Fig. 3 shows that rutin binds
well to the catalytic site through six conventional hydrogen
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TABLE I
OVERVIEW
Ligand

N3
Rutin
AEM 12940950
AEM 12971195
LMG 18652334
ADM 12437230
LEG 15394966
AAM 13201916
ADD 13552947
AEM 13143846
LEG 15030385
ADM 12437369

Number
of
heavy
atoms
56
53
32
31
28
32
31
26
34
34
28
32

Number
of
bonds
58
57
36
35
31
36
35
29
39
39
30
36

OF TOP LIGAND PROPERTIES AND SCORES

Molecular Number
weight
of rotatable
bonds
695.931
19
610.537
6
427.464
2
413.437
2
373.863
5
407.497
3
390.529
4
316.404
2
416.504
2
445.500
4
353.468
7
407.497
3

bonds with residues CYS145, HIS163, GLU166 (with three
hydrogen bonds, much like N3), and PHE140 with a docking
score of -40.155, which is much better than N3 ligand present
in the 6LU7 crystal structure.
However, both rutin and N3 are not compliant with even
the most basic Lipinski rules of 5, as both of them have
higher mass, a larger number of hydrogen bond donors than
recommended, and rutin has a much larger number of hydrogen bond acceptors than recommended. As such, these
compounds are not likely to be successful drug candidates
due to their poor pharmacological profile but can be used as
a template for compounds in the subsequent high-throughput
virtual screening.
B. Docking Studies of the Curated Commercial Library with
SARS-CoV-2 Mpro
We used rutin as a template for finding similar compounds
in Asinex Elite and Synergy database of small ligands. Our
custom library was prepared per the method described in the
Materials and Methods section of this paper. Out of 91,001
compounds that entered the initial screening, 151 compounds
with structural similarity to rutin of 25% entered virtual
screening protocol.
The docked pose of the minimum energy conformer of
the best compound per RxDock scoring function, namely
compound AEM 12940950, is depicted in Fig. 4. It shows
that AEM 12940950 binds well through two conventional
hydrogen bonds with residues THR190 and GLN192 besides
abundant van der Waals interactions with a docking score of
-46.245. Other screened compounds presented in Table I binds
similarly to compounds AEM 12940950.
Compared to N3 and rutin, all of our best ten compounds
have significantly better pharmacological properties as all
compounds except one, namely LEG 15030385, conform to
Lipinski’s Rule of Five. While rutin is a natural compound, a
citrus flavonoid found in a wide variety of plants, its drugability is hampered by its large molecular weight and abundant
hydrogen donors and acceptors. However, as a template it
proved extremely useful as compounds similar to it proved to

438

Number of
hydrogen
bond donors
7
10
0
0
2
2
2
3
3
1
2
2

Number of
hydrogen
bond
acceptors
9
16
5
5
4
4
2
3
3
6
3
4

Number
of aromatic
rings
0
3
4
4
3
3
3
2
3
4
3
3

Best score

−27.595
−40.155
−46.245
−43.282
−41.550
−40.593
−39.243
−39.104
−38.563
−37.644
−36.563
−36.337

be both better inhibitors in terms of docking score, namely
AEM 12940950, AEM 12971195, AEM 12971195, LMG
18652334, and ADM 1243723 have lower docking scores than
rutin, and virtually all compounds with promising docking
scores have significantly more druggable properties.
The approach we took in this research suggests that natural
compounds indeed are promising templates for the drug discovery process. Moreover, commercial databases are nowadays
widely accessible and open to both industry and academia and
therefore make the search for potential new hits and leads
significantly easier than it was just a couple of years ago.
Parallel to making small ligand databases open, new tools
designed for such databases emerged and automated virtually
the entire process of making a custom and curated database.
This concept was used in the making of this paper where we
showed two distinct principles.
The first principle shown in this paper is that natural
compounds have a higher affinity than custom and artificial
peptidomimetic compounds. This is in line with the resurgence
of pharmaceutical industry drug discovery pipelines where
natural compounds yet again serve as principal templates in
discovering novel therapies.
The second principle is that compounds derived and/or
similar to natural compounds that conform to well-known
pharmacological principles such as Lipinski’s Rule of Five
have higher affinity and higher probability to make a successful inhibitor than the natural compounds themselves.
IV. C ONCLUSION
This blind virtual screening campaign proposes a potential
approach for the utilization of natural products as templates in
the discovery of structurally similar compounds as prospective
inhibitors of SARS-CoV-2 Mpro. We observe that both natural
compounds and compounds similar to it bind within the active
site of the 6LU7, the main protease of SARS-CoV-2, which
is essential for preventing the protein mutation of the virus
by inhibiting the viral replication, and further spread of the
infection. The estimated docking scores of best compounds
range between −46.245 and −36.337, while the docking score
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Fig. 4. AEM 12940950 interaction with SARS-CoV-2 main protease

of rutin that had a function of a template was −40.155. Among
all the molecules, the inhibition activity of AEM 12940950
was found to be the highest as its docking score (−46.155) is
the minimum, followed by AEM 12971195 (−43.282), AEM
12971195 (−41.550), LMG 18652334 (−40.593), and ADM
1243723 (−40.593). These results have been obtained using
principally computational methods with further validation of
molecular dynamics simulations planned. They would also
need to be further evaluated in a wet-lab environment under
in vitro, in vivo, and ex vivo conditions.
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inhibitors as potential therapeutics for COVID-19 treatment: in silico
screening study,” Glycobiology, no. cwab021, Apr. 2021. [Online].
Available: https://doi.org/10.1093/glycob/cwab021
M. J. Abraham, T. Murtola, R. Schulz, S. Páll, J. C. Smith, B. Hess,
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IMPLEMENTATION OF 5G TECHNOLOGY

An Impact of Implementation of 5G Technology
on Information Security
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Abstract - The paper deals with a possible impact of
implementation of the fifth generation of technology (5G) in
mobile telecommunications networks on information
security. Information security is one of top concerns among
the companies and institutions which are in the process of
digital transformation. Internet of Things (IoT), based on 5G,
brings a new set of issues, such as: security, safety, privacy
and cyber-systems robustness. Therefore, it is outmost
important that use of IoT applications in 5G mobile
telecommunications networks from start includes protection
of critical infrastructure, private and business sensitive
information. A possible impact on both information and
cybersecurity in the mobile telecommunications networks in
Republic of Croatia have been briefly analysed. Some
measures are listed and described in order to decrease
vulnerabilities and mitigate security and privacy threats
under 5G. The role of national regulatory authorities related
to information security in the process of implementation of
5G technology have been described in the case of Republic of
Croatia.
Keywords – 5G of Mobile Technology, Information
Security, Mobile Telecommunications Network, Internet of
Things, Cybersecurity

I.

INTRODUCTION

Electronic communications empowered with high
speed data connections and high data rates have shaped
society and markets. Today we speak about
digital/information society, digital transformation and new
industrial revolution. Existing wireless communications
technology cannot meet all requirements for end-user
services in near future (Figure 1). One of the enablers for
this tremendous change is the fifth generation of mobile
telecommunications networks (5G) [1] due to
improvements of e.g. latency and date rate / data
throughput.
5G has become challenging and interesting topic not
only in technology but in economy and society as well.
Internet of Things (IoT) in 5G eco-system requires both
new wireless network architecture and innovative end-user
services. Contemporary Long Term Evolution (LTE)
technology in mobile telecommunications networks (4G) is
not sufficient and efficient to meet the demands of multiple
device connectivity and a high data date, broader
bandwidth, low latency Quality of Service (QoS) and low
interference. An emerging and enabling technology, related
to 5G, includes, among others: new radio (NR) [2], multiple
input-multiple output (MIMO) antennas with beam
formation technology [3], very short (millimetre) wave
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communication technology [4], heterogenous networks
(HetNets) [5], low power wide area networks (LPWAN),…
In parallel to this significant technology change in
electronic communications there is an another interesting
process ongoing. European Union (EU) commission
published several documents that strongly influences data
processing business as well as information security. In 2016
EU Parliament introduced General Data Protection
Regulation (GDPR) [6]. GDPR is a data protection law
which came in force in 2018 [7]. This regulation applies to
any organisation that controls or processes the data of an
EU resident. The regulation has a significant impact on
business in all industry sectors, bringing changes for
business in terms of both cost and effort. The introduction
of new rights for individuals have increased the regulatory
burden for both companies and governmental institutions.
They reviewed their data protection compliance programs
in order to determine next steps and decided on the level of
investment required in order to address the changes. ePrivacy regulation, aligned with GDPR rules, has been
enforced as well. Therefore, companies need to ensure they
have everything necessary in place to comply with the new
GDPR, e-Privacy regulation [8] and the Directive on
security of network and information systems (“NIS
Directive”) [9]. This has also a huge impact on electronic
communications market regulation in EU with influence on
information security and EU single digital market as well.

Figure 1. New electronic communications market
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II.

IMPACT OF 5G ON ELECTRONIC COMMUNICATIONS
MARKETS

The global societal challenges related to health, homes,
ageing and wellbeing, environment, industrial areas like
energy, transport, agriculture, tourism and others, inclusive
safety and security are and will be expressed particularly in
a “Smart society” (Figure 2). “Smart systems” connecting
physical world and information world and providing
autonomous mode of operation are recognized as part of the
solution. Particularly important is the role of the Internet of
Things (IoT) [7, 8]. Basic technology behind such a
complex development is Information and Communication
Technology (ICT) enabling interaction and collaboration
among citizens, services related to city physical and social
infrastructure offered to them, and implementation and
operation of “Smart systems” for a “Smart city” [9].
The transformation to digital society and digital
economy is one of the results of ongoing process of
digitalisation and globalisation. The creation of digital
single market in EU has provoked that digital economy in
EU has become increasingly reliant on the control and
processing of personal data. On one side this process
creates enormous opportunities for business but on another
side could become obstacle or even a huge hurdle in
implementation of new technologies. The process is
accompanied by a growing public awareness and concern
for the importance of information security that also
comprises cyber security [10].
Information security is one of the key issues to be
addressed by telecommunications network operators
during the process of implementation of IoT based on 5G
technology and new end-user services based on this
technology. It gives the importance of transparency and the
risk of personal data breaches. To overcome possible
information security problem The implementation of
GDPR and full compliance to GDPR, ePrivacy and „NIS
Directive“ [11] introduce numerous requirements
regarding the confidentiality and security of personal data.
This process implies also a number of changes that the
operators need to implement, particularly in terms of
personal data processing and protection.
The problems of security, privacy and personal data
protection have appeared with implementation of first IoT
based end-user services but they have become a bigger
threat with implementation of 5G IoT based end-user
services in a “smart society” due to expected boost of new
end-services that include a lot of personal data. Another
threat is possible vulnerability these end-user services
because of their purpose like health, water supply, energy
transport, traffic control, etc (Figure 2). Some of new enduser services are not applicable in existing
telecommunications network due to satisfactory QoS.
Implementation of 5G technology enables QoS that many
end-user services required in order to be applicable and
wide-spread in a “smart society” thus fulfilling new much
stronger and rigid legal requirements on information
security.

Figure 2. „Smart society“ concept in 5G eco-system

III.

IMPACT OF IMPLEMENTATION OF 5G TECHNOLOGY
ON INFORMATION SECURITY

Electronic communications have gone through a
completely different market regulation process, from state
monopoly to a competitive market of electronic
communications. This transition was governed by statutory
regulation. Different approaches have been applied to
regulate certain issues in electronic communications, and
regulatory objectives have changed in line with
technological and market changes. The same process is
needed in the future, but at a faster rate. The development
of the information and communication technology
including networks, services, applications and content is
exceptional, as is the research and innovation in this area.
This must also be reflected in the governance and
regulation of electronic communications, including the 5G
technology and IoT in order to be able to adapt to changing
environments and prepare solutions for evolved and
predicted problems. Different types of problems require
different regulation tools, i.e. different solutions for
different circumstances. The need for a “smart regulation”
that are effective and solution-oriented, ranging from noregulation (deregulation), self- and co-regulation, to
statutory regulation, has been recognized [12]. Such a
regulation space and its three dimensions is shown in the
Figure 3. These three dimensions are: type of regulation,
impact and topic.

Figure 3. Electronic communications market regulation space
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It is obvious that security, privacy and data protection
are the most complex topics in the electronic
communications market regulation space with a huge both
social and public impact. Importance of information
security, including cybersecurity, is increased with
implementation of 5G technology and IoT end-user
services based on 5G in a “Smart society” concept (Figure
4) [13].

Research and development of 5G technology based IoT
solutions is a global process but implementation is a local
process that should take into an account the specific issues
and requirements of each state in order to produce benefits
for its citizens and promote public interest. One of these
specific local requirements is also information security and
regulatory framework.
IV. POSSIBLE IMPACT OF 5G TECHNOLOGY ON
INFORMATION SECURITY IN ELECTRONIC
COMMUNICATIONS MARKET OF REPUBLIC OF CROATIA

Figure 4. 5G security and „smart society concept”

The Body of European Regulators of Electronic
Communications (BEREC) has recognized the importance,
as well as complexity of information security challenges by
implementation of 5G technology in mobile
telecommunications networks [14]. BEREC has issued a
report that includes threats but also possible measures in
order to cope with a new security challenges in the
electronic communications markets where 5G technology
is (going to be) implemented [15]. A toolbox for 5G
security has been created in order to help and support the
mobile telecommunications network operators in fight with
upcoming security threats and challenges arose by
implementation of 5G technology [16].
European Parliament and European Council have also
recognized the importance of information and cyber
security in electronic communications markets. They
issued “Cybersecurity Act” in 2019. in order to counter
fight with continuously increasing risk on both information
security and cybersecurity [17]. The act is of the bases for
many documents and guidelines prepared by European
Union agency for cybersecurity (ENISA) which include,
similar like BEREC documents, description of the threats
to information/cybersecurity and measures how to cope
with new challenges in electronic communications market
that are bought by implementation of 5G technology and
especially IoT end-user services based on 5G technology
[18, 19]. International Telecommunication Union (ITU)
also dedicates resources and activities to this topic [20].
IoT is prone to cyber threat environment. Therefore, some
significant changes are also expected in the manner how
regulation is implemented: from vertical solutions for a
specific network or service towards solutions for multiple,
in some cases all, networks or services. Many systems and
services that combine features from different paradigms
require such solutions, for instance using IoT based on 5G
technology for sensing and collecting data and cloud
computing to store it and execute applications [21]
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The mobile telecommunications network operators in
Republic of Croatia have to perform an assessment about
possible information security threats, taking in
consideration whether all relevant local data protection
laws and regulatory obligations have been taken in
consideration. The relevant national regulatory authorities
(NRA) and state institutions have to check out the outcome
of the actions that the operators have undertaken in order to
assure required level of information security. In general,
most threats and challenges faced by 5G security are the
same as those faced by 4G security. However, the security
brought by 5G IoT new end-user services, 5G network
architecture and implementation of 5G technology to
existing mobile telecommunication network need to be
considered by each operator. Some examples of these
threats and challenges are:
-

Access authentication for third party end-user
services;

-

3GPP security standards for 5G network
architecture like network slicing and Service Based
Architecture;

-

Secure use of computing resources assets for the
applications in “cloud”;

-

Impact on traditional cryptographic algorithms,

The figure 5 [22] illustrates an overview of threat
scenarios from network point of view. There are two types
of the threats, outside operator’s domain and inside
operator’s
domain

Figure 5. An overview of the threats from 5G network point of view

One of possible responses to those new threats is to
increase processing and control. Additional processing
power also adds complexity, thus multiplying the number
of data points to be aggregated and interpreted when
evaluating the best response to any detected event. Any
“state of the art” solution will not only need to overcome
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the above-mentioned challenges but continually adapt to
changes in the usage of technology and evolving threat
landscape. Independently which solution will be applied,
total cost of ownership for network operator will be
increased by full implementation of. These costs could arise
to a level that there is no positive business case for an
operator to implement a new technical solution or an enduser service which is based on a 5G technology like new
IoT end-user services. Furthermore, an additional obstacle
in implementation of new technology due to e.g. GDPR
could be complexity of administrative procedures that
should be undertaken by both operators and end-users in
order to fully comply to GDPR requirements, as well as
additional costs connected to these procedures.
National risk assessments should identify the typical
and most significant threats and their relevance in the case
of 5G mobile telecommunications networks. The
assessment presented in the Table 1 [22] includes the
following high-level categories of information/cyber
security threats and threat actors. The main threat actors
are:
-

Accidental (Acc.) threat actor, e.g. unintended
impact or a side effect from an operation not
targeting
the
operation
of
a
mobile
telecommunications network;

-

An individual “hacker” (Ind.);

-

A “hacktivist” group (Hack. group);

-

An organized crime group (Crime group);

-

An insider within a telecommunication operator or
vendor;

-

State or state-backed actor.

-

Compromised
espionage;

-

Compromised availability

-

Compromised integrity of a service.

confidentiality,

including

Relevance rating is from 1 to 5, i.e. very low, low, medium,
high and very high respectively.
Table 1. Summary of findings on main threats in electronic
communications market in Republic of Croatia
Actors

Acc.

Ind.

Hack.

Crime

group

group

Insider

State

Confidentiality

1

2

3

3

4

5

Availability

2

2

2

2

3

4

Integrity

2

2

2

3

3

4

The main threats in electronic communications market
in Republic of Croatia don’t differ significantly from the
main threats in electronic communications markets in other
EU or European states. The threat of an intentional
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Hrvatska agencija za mrežne djelatnosti (HAKOM), is
Croatian NRA for electronic communications, postal
services market and railway services market [23]. The role
of HAKOM as the NRA for electronic communications is
twofold, the market regulation in collaboration with other
regulatory authorities and encouragement of the
implementation of 5G technology in existing mobile
telecommunications networks. Some policy and regulatory
issues fall within the scope of electronic communications,
but topics related to privacy, security protection require
responsibility across the entire IoT based end-user services
value chain. National regulatory authorities for electronic
communications having wide experience in all these areas
can play significant role in development of trustworthy 5G
based IoT end-user services in a “smart society scenario”.
A close cooperation of HAKOM with Croatian Personal
Data Protection Agency (Agencija za zaštitu osobnih
podataka – AZOP) [24], as well as with government and
market stake holders, is essential prerequisite for a
successful implementation of 5G technology.
V.

The main threats are:

Threats

cyberattack is high or even very high in a case that main
actor behind is a state or a state-backed group. In the case
of Croatia a threat of a cyberattack in 5G mobile
communication network from individual hacker or a group
of hackers is lower than in majority other EU countries due
to lack of economic interest of the actors and due to the size
of the electronic communications market in Croatia.
However, the threat from an insider from the mobile
telecommunications networks operators or their vendors is
still significantly high and on a similar level to the other EU
countries due to regional / pan-European / global networks
/ Telemach / A1 / T-Mobil ).

CONCLUSION

Implementation of 5G technology in mobile
telecommunication networks enables the operators to
increase their competitiveness. In the same time the impact
of cyberattacks and other threats to information security
grows, especially because the actors increasingly seek to
target and disrupt critical infrastructure and systems.
Effective multi-stakeholder and public-private cooperation
is essential in order to strengthen information/cybersecurity
and respond to the large and growing range of
information/cyber security threats to the 5G mobile
telecommunications networks. The operators of mobile
telecommunications network have to connect together all
key components of the security infrastructure in a seamless
fabric thus enabling a successful implementation of the
solutions and innovative IoT end-user services, based on
5G technology. This process could be very expensive for
an operator and can jeopardize their business plan and time
plan for implementation of the solutions which boost
development of digital society, digital economy and single
digital market in EU.
The Croatian NRAs for electronic communications
(HAKOM), in close cooperation with Croatian personal
data protection regulatory authority (AZOP), Croatian
government and Croatian market stake holders, has to
prepare a broader regulatory perspective for deployment of
trustworthy 5G based IoT end-user services. An ultimate
common goal is to boost digital economy by deployment
and innovative IoT end-user services which are based on
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5G technology and in the same time to fully comply to
GDPR and ePrivacy directives thus assuring a high level of
information security in mobile telecommunications
networks.
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Abstract - 5G mobile communication infrastructure
attracts increasing attention of stakeholders, going beyond
only interconnection of people and increasingly serve to
connect and manage 5G-enabled IoT devices. Among others,
unmanned aerial vehicles (UAVs) or systems (UAS) already
rely on 5G communication infrastructure and in the near
future are envisioned to use it even more. 5G systems
already support a wide-variety of different applications,
such as remote healthcare, self-driving ground vehicles,
virtual or augmented reality, drones, surveillance and many
more. Among these is the high-resolution video surveillance
using drones for different purposes. In road traffic analysis,
one of the most important public safety applications, the low
compressed or uncompressed video stream can greatly
improve the analysis and traffic incident detection
performance. On the other hand it is challenging to transmit
high-resolution video stream in real time due to its data size.
This paper provides an overview of the current research in
the area of UAV command and control using 5G systems
describing basic concepts and challenges. We review some of
the latest research in regard to real-time high-resolution
video transfer. A brief discussion of experiments on the 5G
private campus network communication between a drone
and a ground analytical system is presented.
Keywords - UAV, remote control, performance evaluation,
5G, HD video stream, edge computing, proof-of-concept

I.

INTRODUCTION

Advances in technologies behind Unmanned Aerial
Vehicles (UAV), better known under the term ‘drones’,
became omnipresent tool for different assignments, such
are observation, emergency search and rescue, agriculture,
public safety, object detection, communication and many
other. Besides, the emergence of Fifth Generation cellular
networks (5G) expands the scope of their applications and
possibilities. It is expected that the advantages of 5G
networks (enhanced broadband, reliable and low latency
connections, mobile edge computing and networks
slicing) will enable new innovative services and business
opportunities.
This paper aims to examine some of the recent
applications of 5G connected drones related to public road
monitoring and traffic analysis. Also provided is a brief
overview of some of the novel publicly available traffic
datasets recorded by the drone cameras. Proposed is an
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experimental laboratory UAV platform for development
of a real-time traffic detection and analysis system.
Cellular connectivity was tested between the UAV and 5G
base station (BS) in the laboratory environment, on a
private, 5G campus network, providing experimental
results on throughput and latency between the UAV and
base station.
The rest of the paper is organized as follows: Section
II briefly reviews some related work in regard to 5G
connected drones and object detection. Publicly available
drone datasets that are appropriate for machine learning
tasks are discussed in Section III. Proposed platform
architecture and experimental results from the laboratory
environment tests are provided in Section IV.
II. RELATED WORK
In the field of drone development, a tremendous
progress has been made in recent years. Since UACs are
being continuously improved, they enter into the focus of
interest of many research groups. There are many
significant contributions related to challenges of limited
drone computational resources and improvement to the
wireless connectivity options and data throughput. When
considering the application of 5G drone control networks,
technological constraints and solutions both for
communication and automatic video detection and
analysis have to be taken into account.
3GPP Technical specification TS 22.125 version 17.3
from March 2021 [1] addresses several options for
command and control communication (C2) between UAV
controller and UAV, among others is the direct C2
communication established in a way both the UAV and
UAV controller are registered to the 5G network. This
type of connection is also the topic this article is focused
on. The technical specification define requirements for
remote UAV control using a high-definition (HD) video
over the 5G network with minimal data rates of 300 Kb/s
for C2, 25 Mbits/s for video transfer and end-to-end
latency up to 20 ms. If a 4K video is considered, speed
requirements are even more strict: 50 Mb/s for C2 and 120
Mb/s for video.
Taking the mentioned requirements into the
consideration, the first part of this brief review provides
overview of recent research in the area of cellular network
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application for controlling UAVs. Some of the research
papers from recent years [2-4] already explored the results
of cellular-connected drones using public 4G networks,
especially regarding handovers and connection latency,
data throughput. Public 4G networks usually provide an
average throughput of a 10-50 Mbit/s both in downlink
and uplink. But one of the main issues with cellular
communication (thus also for cellular-connected UAVs) is
that cellular modems experience line-of-sight (LoS) links
to distant base stations. These cause unnecessary
handovers, data connection interruption and consequently
increase of connection latency.
One of the recently published research papers in 2020.
is [5] where authors present experimental results on the
cellular communication between an UAV and a
commercial 5G network. Analyzed were link quality,
throughput, and handovers. Carried were three types of
tests and measurements: during the liftoff phase and
during flights at 30 and 100 m. As experiments were
conducted on the public mobile network, there were
handovers between 4G and 5G. In regard to transfer
speeds, the research concludes that the UAVs in real fight
conditions can receive several hundred Mbit/s over 5G,
which is satisfactorily for most of the applications.
Due to different issues related to network connectivity,
[6] proposes a closed-loop control solution for Open
RANs to support drone-based video streaming
applications on commercial cellular networks, providing
19% network capacity gain with better adaptability to
network conditions and changes. Horizon 2020 project
“5G!Drones” aims to trial several UAV use-cases
covering different 5G network services (eMBB, URLLC
and mMTC) and providing reference design
demonstrating how 5G can support U-space services [7].
Among these use-cases is the UAV situation awareness
and public safety. Work [8] presented 5G-enabled UAV
prototype with a virtualized flight-controller onboard
computer at the edge of the 5G cellular network. By the
offloading of resource demanding tasks from the drone
optimization of UAV energy consumption is achieved.
For analytical processing of video gathered by UAV
the most common computer vision methods used are
CNN, R-CNN and Optical flow [9-16]. These processing
methods are mainly used for detection and tracking of
different objects in video sequence offering different
levels of performance. Optical flow is the movement of
objects between successive video frames, which is a
consequence of the relative movement between the object
and the camera. In the domain of image processing, the
intensity of the frame of the video sequence (I) can be
expressed as a function of space (x, y) and time (t). Then
the optical flow problem can be mathematically expressed
as the displacement of a point spatially determined with
coordinates (x, y) to a new position in the image within
the time period dt. Optical flow is method which doesn’t
use any marked data-sets and because of that it can be
easier to implement than CNN and R-CNN based methods
which need marked data-sets to detect and track the
object. Despite not using trained neural networks for
detection and tracking of the objects in video stream
optical flow methods can show good performance for
tracking an object from the UAV as it is seen in papers
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[15] [17-18]. Since optical flow is mathematically based
on tracking the moving pixels in the picture there is
always a challenge in implementing this method on UAV
based camera systems because of relative movement
between UAV and detected object. However, there are
ways of compensating for the movement which has
already been done successfully in multiple papers [18]
[19].
There are also multiple open-source based tools for
detection, classification and tracking of the objects in
video. Most of the open source tools are CNN based, for
example Faster R-CNN [20], Detectron [21],
SlimYOLOv3 [22] and OpenDataCam [23], but there are
also ones which implement detection and analysis using
optical flow method [19] [24]. These tools are not
optimized for videos which are taken from the UAVs so
using this or any other open source tools is a good starting
point for a future research but it also requires additional
fine tuning for videos which are taken by UAVs.
III.

DRONE DATASETS FOR IMPROVED VISION TRAFFIC
ANALYSIS

Application of an unmanned aerial vehicle removes
typical limitations of common traffic data collection tools
due to the aerial view. On the other hand, vision analysis
and object detection is a challenging task in general,
especially when considering video or images received
from camera placed on an UAV. Issues related to camera
shooting angle and height changing during the flight,
weather conditions and drone stability are some of the
challenges that must be considered. As drones that are
used for road traffic monitoring usually fly on relatively
high altitudes (80-120 m), drone camera view covers
larger area, but the target objects are very small on the
shot video frames compared to their actual size
(sometimes only a few dozen pixels in size). Complex
object motions, variation in picture or video quality,
reflection from objects are also some of the problems. Due
to all these issues commonly used techniques and
algorithms for vehicle detection, object tracking and
analysis of traffic flow parameters (speed, density etc.) are
not applicable. Video surveillance employing drones is the
focus of many research groups, to which contribute
advances of automated object detection and classification
using artificial intelligence (AI) / machine learning (ML)
techniques in recent years. In order to improve
performance of these AI/ML based methods, it is
necessary to use annotated videos and images during the
training of the algorithm [25].
This part of a paper covers some of the available
traffic datasets recorded by the drone cameras. There are a
number of datasets containing different records of
naturalistic road user trajectories (cars, vans, buses,
pedestrians, bicycles etc.) in different environments and
from different countries. It is important to note not all of
them contain images and/or videos, but some only
annotated data.
Institute for Automotive Engineering (ika) of RWTH
Aachen University and fka GmbH, Germany, have
prepared several drone datasets containing road user
trajectories recorded at roadways, highD [26], four
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intersections, inD [27] and three different roundabouts,
rounD [28] in Germany, including all common road
entities. Datasets do not contain the original aerial images
or videos. The highD dataset [26] contains road user
trajectories recorded at six different locations, including
110 500 vehicles, 44 500 driven kilometers and 147 driver
hours. All three datasets contains annotations for each
road user and its type, including vehicles (car, lorries,
trailers, vans, buses), pedestrians, bicyclists and
motorcycles. The authors state the positional error is
typically under 10 cm. Provided are scripts for Python
used for parsing the provided files and visualization of
annotated trajectories. These datasets can be applied not
only to traffic analysis, but also to driver and pedestrian
modeling, different traffic predictions and safety
validation of Automated Driving Systems. All three
datasets (inD, highD and rounD) are free for noncommercial use only, but a commercial license is also
possible to obtain.
The VisDrone2021 dataset [29] is prepared and
regularly updated by the Lab of Machine Learning and
Data Mining, Tianjin University, China. This dataset is
consisted of several parts used for object detection in
images, multi-object tracking and crowd counting. It was
and is still used for workshops related to computer vision
research. It contains 400 video clips and 10 209 static
images. Various drone-mounted cameras were used under
various weather and lighting conditions, in 14 cities in
China, covering urban and rural environment, different
entities (vehicles, bicycles, pedestrians, etc.). According to
authors, dataset was manually annotated including
important attributes including scene visibility, object class
and occlusion. Dataset size is around 10 GB and is free to
access.
The Multi-view Traffic Intersection Dataset (MTID)
[30] is a traffic monitoring dataset containing specific,
simultaneous recording of the same intersection with
complex traffic scenes from multiple points of view. Two
synchronized viewpoints come from camera mounted on
existing infrastructure or gantries, and a camera mounted
on a drone. Traffic in all views has been annotated. This
dataset provides the ability to analyze the distinctions
between different viewpoints. The dataset is freely
available online.
The Stanford Drone Dataset [31] is created by the
Computational Vision and Geometry Lab (CVGL) at

Stanford University. It provides collection of images and
videos of various types of entities (pedestrians, bicyclists,
skateboarders, cars, buses etc.) that move in the outdoor
environment. The dataset is published under the Creative
Commons Attribution-NonCommercial-ShareAlike 3.0
License with additional option for commercial usage. It is
around 69 GB in size available for download.
The CyCAR Dataset [32] is provided by the Intelligent
Digital Systems Lab at Imperial College London and the
KIOS Research and Innovation Center of Excellence at
the University of Cyprus. It is based on the UAV
recordings above the city of Nicosia in Cyprus. It contains
27 min of high-resolution video with cameras positioned
vertical to the ground, with a minimum and maximum
levels between 20 and 500 m above the ground. The
annotated frames span from heavily congested to clear
traffic situations. Its current size is around 13 GB
available for download under an Open Data Commons
(ODC) Attribution License.
The DroneTrafficZA2020 Dataset [33] is provided by
the University of Pretoria, South Africa. It contains 4K
video about 18 minutes in length together with vehicle
detection, classification and counting data. Automatic
object detection and counting of object was done using
OpenDataCam [23]. The dataset was created to test traffic
classification and speed quantization methods using
artificial intelligence implemented of a low-cost
computing platform for long-term real-time traffic
monitoring and analysis applications. It is around 3 GB in
size available for download under the Creative Commons
Attribution 4.0 International license.
The Ohio State University, Columbus, United States,
provided two datasets with top-view trajectory data of
pedestrians in crowd under vehicle influence: VehicleCrowd Intraction (VCI) - DUT and CITR Datasets [34].
There are around 340 pedestrian trajectories in CITR
dataset and 1793 pedestrian trajectories in DUT dataset.
The Github project web site also provides a link to the raw
video recordings of both datasets. The files are around 730
MB in size available for free access.
IV.

PROPOSED PLATFORM ARCHITECTURE AND
EXPERIMENTAL SETUP

The purpose of preliminary study was to analyze
campus network 5G data connection applicable to traffic

Figure 1. Proposed test system architecture
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TABLE 1. NETWORK PERFORMANCE RESULTS
Experiment
BS intranet
Internet

Link
DL
UL
DL
UL

maximum

Throughput (Mb/s)
average

871
159
725
133

746
147
587
111

stdev

Latency (ms)

194
21
213
16

~ 1 ms
~ 1 ms
~ 9 ms
~ 10 ms

Figure 2. Screenshot of a traffic detection operation (blue bounding boxes indicate final results)

surveillance UAV. Experimental platform (Fig. 1) is
designed to be flexible for future research and consists of
two main components: a) drone system, b) terrestrial
station controller. Drone system consists of the following:
an open-source based developer hexacopter UAV
platform with a dedicated onboard computer unit (OCU)
running Linux Debian, equipped with 5G sub.6 M.2
format modem module, 4K camera and a backup drone
radio transceiver. Terrestrial station (TS) is a computer
equipped with a multicore CPU (i7), GPU (RTX 2080S),
64 GB RAM, running proprietary commercial OS with
wired Ethernet connection to the local cellular base
station (BS) intranet or public Internet and a backup
drone radio controller. The 5G base station used 3.6 GHz
band. The drone radio controller was provided only for
basic UAV telemetry debugging and was not used during
the tests. The idea to have a processing system on the
ground instead on the UAV improves its energy
efficiency, as the OCU serves only to control the UAV
and to encode the video using the H.264 video
compression.
The preliminary experiments were performed in one
of the laboratories at the Faculty of Electrical
Engineering and Computing in Zagreb, where a small
private 5G campus network is operated. As the drone
could not be operated in a real environment over the
private 5G network due to its modest coverage, a half
hour recording of the road traffic was previously prepared
with the UAV platform. It is important to emphasize that
no UAV was flown using a 5G network, but proposed
system components were only tested in a controlled lab
environment and only the prerecorded video was
streamed over the 5G data link.
For the purpose of the 5G network connection
properties tests, a previously made road traffic recording
was only played through the UAV platform components,
thus simulating camera recording and streaming through
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UAV OCU using onboard 5G modem. There were
several measurements of static data link properties
conducted: simultaneous upload and download tests
between OCU connected to 5G campus network and TS
that was in the first group of tests connected to local BS
intranet and afterwards to the public Internet. Connection
to a local BS intranet was used to perform network
performance tests without any external influences to the
data link, except BS and radio. Tools used for connection
performance measurements were iPerf3 (installed both on
OCU and TS) and a custom-built UAV control clientserver application where the server part resides on the
OCU, and client part on the TS.
Results provided in Table 1 should be considered
taking into account that the tests were conducted in
highly-controlled
laboratory
environment.
Thus
measurements were not affected by actual influences that
can certainly occur in actual, real-world UAV operating
conditions. Direction DL is referred to data transfer from
TS towards UAV/OCU, while direction UL is referred to
data transfer from UAV/OCU towards TS. Download
throughput results were somewhat expected for these
basic tests, but Internet connection had a significantly
higher latency than expected. This discrepancy is related
to the internal configuration of 5G campus network at the
time tests were performed and requires further research.
On the other hand, campus 5G network implementation
did not significantly improved upload (UL) throughput,
but was sufficient to provide video stream transfer to
ground TS.
The second part of the experiment was to test TS
hardware platform for analysis of two prerecorded traffic
videos taken from 80 m and 120 m, in total length of
about 10 minutes each. For this purpose a SlimYOLOv3
[22] open-source detector was evaluated, as shown on
Fig. 2. Preliminary tests confirmed the previously
described hardware platform of TS is sufficient. The
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detection of larger object such as buses and cars was
successful with detection rate of 91 % in both recordings.
On the other hand, detection rate of smaller objects, like
pedestrians and bicycles was only 18 %, mainly due to
lack of well-annotated training data. It is therefore
necessary to direct future research towards improving the
train data quality, especially for smaller targets.
V.

Open source frameworks and computer vision
methods for detection, classification and tracking of the
vehicles from UAV based videos have been researched
and brief overview of them is given in this paper. Future
research will be focused to deeper analysis and
comparison of open source tools used for different
objects detection in aerial images of public roads and
development of a specialized computer vision analysis
solution which can be used for public road safety
purpose.
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Abstract - Broadband backbone for the 5-th generation
networks is essential for QoS to the end customer. It must be
fulfilled in any conditions. The Quality of Service (QoS),
that must be observed in this type of network is the
probability of blocking, less than 10-12. Considering the
ultra-high speed, it is not allowed any technical problem.
The construction of the traceroute and the selection of
devices, must take into account many different parameters,
such as reliability, price, terrain, climatic features, region
and loads. MINI-LINK 6352 is one of the devices, which
supports those conditions. Traffic models, queue and the
parameters of equipment is presented in the paper, as a part
of broadband network traceroute in the North Bulgaria.
Keywords – Quality of Service, mmW, mWave, RAN

I.

INTRODUCTION

Today, we all depend on the quality of service and
quality of excellence, the speed of our access to the global
Internet world. Almost all of the learners and the students
need constant connections with their teachers and
advisors, the big part of the business already works
distantly from home, the players and work clouds, the
smart buildings, the e-health critical applications. And the
last but not least, the Industry automation 4.0 is already
entering more and more industrial units. The quality of
service has to be fulfilled to the end customer, regardless
of its type.

The last part of the paper presents some pictures of the
real installation and the needed parameters of the installed
devices MINI-LINK 6352 in North Bulgaria, a part of
renewing and preparing the network for the next
generation networks for the one of the biggest mobile
providers in the country [3, 4].
II.

QUALITY OF SERVICE

Quality of Service (QoS) is a set of mechanisms that
makes it possible to prioritize the frames depending on
traffic type, and to make sure that the capacity is sufficient
to guarantee the network free of congestion. QoS is an
alternative to overprovisioning the network. A network is
logically separated in an operator domain and one or more
customer domains. The priority of a frame in an end-toend connection can be different in different parts of the
network. Customers set the priority to use in their
domains, and the operator sets the priority to use in the
operator domain [2, 4].
Figure 1 shows an overview of the QoS mechanisms
that the packet radio supports. It is shown the ingression
of the frames to classification part, choosing the priority
by the operator with mapping tables, the possible dropping
of some frames till the end of the cycle in the shaping
buffer [2].

The quality of service of the backbone structures that
must be achieved during transmission is less then 10-12.
The delay and blocking on the backbone network is
unacceptable, in the conditions that are working today [1].
The traffic queues for less delay variation are sensitive
to the traffic of the TCP/IP. Those protocols have a
congestion avoidance mechanism that is based on buffer
utilization. A high link utilization must be provided, high
TCP goodput, queues configured to handle this type of
traffic needs to be in the area of hundreds of milliseconds
at the smallest congestion point, equivalent to the network
end-to-end Round-Trip time [2].
Microwave links operate with large fade margins and
forward error correction resulting in low residual BER
level, typically 10-12, the quality of service for those part of
the network must be fulfilled. In the paper is cited the
classification mechanism, the work of the chosen devices.
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Figure 1. QoS mechanisms supporting by packet radio
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The QoS could be fulfilled with the classification
mechanism extracts customer priority in frames that enter
the operator domain.
The classification mechanism is set to extract the
following types of customer priority [5]:


MPLS TC value in the MPLS header;



IPv4 DSCP value in the IP header;



IPv6 DSCP value in the IP header;

PCP value in the C-tag or S-tag of the Ethernet header.
The policing mechanism makes sure that a customer does
not use more than the allowed resources in a network.
The policing mechanism limits the input bit rates
based on a bandwidth profile.
The bandwidth profiles support the MEF concepts
Committed Information Rate (CIR), Committed Burst
Size (CBS), Excess Information Rate (EIR), and Excess.
And the queuing mechanism supports queue
management mechanisms with the priority queues. The
tail is dropped, if it is needed. The management
mechanism uses: Weighted Random Early Detection
(WRED) and so called aging. This combination of queue
management mechanisms fulfilled the conditions and get
the required behaviour.
The scheduling mechanism can be set up to work with
one set of high-priority SP queues, one set of WFQ
queues, and optionally one low-priority SP queue, the idea
is every one of the 7th queues, to have different priority in
percentage from 10% to 40%. Starting from very low
priority queue 0 to the highest priority queue 7. Normally
the highest priority queue empty first [2].
The mechanism of classification guarantee fulfilling
the conditions of needed QoS.
III.

INTEGRATED ACCESS IN 5G NETWORK

Clearly, the mobile backhaul/midhaul/fronthaul
network is an important milestone towards realising a 5G
network. The 5-th generation networks without doubt
must assure capacity, low latency, very high level of
reliability and security [6].
The evolution of mmW technologies and the
availability of new spectrum will allow supporting fronthaul applications, with capacities ranging from 10 Gbps to
100 Gbps [7]. The capacity requirements of typical macro
sites, and later combine this information with the network
topology to get the transport requirements of the
MW/mmW links in different segments of the network.
The migration of mmWave to the new radio relay system
mmWave will be set finally these years [8].
Technology is available and under development to
make full use of existing (6-86 GHz) and future (90-300
GHz) spectrum: E-band (80 GHz) has been commercially
deployed for several years, W-band (100 GHz) and Dband (150 GHz) are the most promising upcoming bands,
with trials already deployed for more than one year. [9]
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Figure 2. Microwave and mmWave bands

Wider channels (112MHz, even 224MHz where
possible) in traditional frequency bands and raw
availability of spectrum (10GHz in E-band, 18GHz in Wband and 30GHz in D-band) provide the main resources to
expand the capacity of MW and mmWave radio systems.
According to situation nowadays, mobile data traffic
will increase much more than previous years. Fifth
generation RAN technologies serving this mobile data
traffic already require fronthaul/backhaul solutions
between the RAN - packet core to deal with this increased
load [5, 8].
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Figure 3. Mobile Network Evolution: From Traditional RAN to CRAN

As shown on Fig. 3, the fundamental concept behind
C-RAN is to move the BBUs for all nearby cell-sites and
small cells to a centralized location. While C-RAN
presents many advantages, one significant challenge it
creates is the need for a high capacity and low latency
fronthaul network. [10, 11]
A. Fronthaul
A fronthaul network transports Common Public Radio
Interface (CPRI) signals between the Remote Radio Heads
(RRH) at the cell-sites and the BBUs in the central office
or data center.
As networks evolve to 5G, the fronthaul network will
need to not only support CPRI, but Ethernet as well.
For the purpose of maintenance the massive capacity
promised by 5G networks, the two parameters most
closely linked to fronthaul bandwidth will increase
intensely: bandwidth carrier and number of antennas.
Carrier bandwidth is expected to increase into the
hundreds of MHz range while massive MIMO could drive
the need for hundreds of antenna elements. Depending on
the specific use case, it is probable to perceive a 5G
remote radio head (RRH) handling 200 Gbps or more of
baseband traffic [11, 12].
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From Table 1 is evident that an actually cost-effective
and future fronthaul network must support solid CPRI
interconnect at 9.8 Gbps for 4G services and support
Ethernet at Nx10GE and Nx25GE for 5G services [6, 13].
On Fig. 4 is showed the converged 4G and 5G
network as a result of requirements for the fronthaul
network.
The fronthaul network must support both CPRI and
Ethernet when 4G and 5G services coexist
simultaneously. The synchronization method needs to be
changed due to the fact that the fronthaul is evolving
towards Ethernet. Last but not least, the fronthaul network
must be better protected against eavesdropping and theft.
Consequently, 5G networks can rely on tight 10GE
and 25GE connections between the 5G remote radio head
and the baseband processing unit.
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Figure 5. 5G network backhaul

The Integrated Access and Backhaul (IAB) is a
capable solution for the successful implementation of 5G
networks, as shown on Fig. 5. A key concept of the IAB is
to reuse the existing 5G access connection structure for
the backhaul, as well as effectively multiplex the access
and backhaul in time, frequency and space domain.
Although the standard can support IAB in sub-6 GHz in
addition to above 6 GHz spectrum, the disposal of
mmWave spectrum for 5G opens up the possibility of
using a large amount of new access spectrum, which is
very well suited for IAB. The spatial separation between
the backhaul and the access can be done by the wellknown technology – beam forming in MIMO systems [8].
With the use of such solution it is possible to improve
the coverage by installing denser networks, without the
need to install fiber. Thus, integrated access and backhaul
improved the cell coverage, facilitates and reduces the
cost of very dense collocation.
IV.

Nx10GE

Fronthaul
network

Nx10G

Access

SEAMLESS TRANSSITION TO 5G IN NORTH
BULGARIA

The considered points give an idea of the current and
recent development of mobile backbone structure in the
coming years.

25GE

Figure 4. 4G and 5G convergence network

B. Backhaul
The connectivity in a 5G network can be done wireless
and/or wireline. Due to the transition to a denser network,
one of the possibilities is through mmWave spectrum in
RAN or with Fiber - the other preferred choice for
connection.
The integrated access backhaul (IAB) concept was
defined in 3GPP release 16 to allow the new radio (NR) to
operate in a part of the RAN spectrum for backhaul
connectivity [11, 14].Therefore it possible to use NR for
wireless backhaul from central locations between mobile
cell sites and to distributed cell sites.
Figure 6. Ericsson mini-link 6352 antenna
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all stakeholders will enable the different view of
innovations through the coming years. The construction of
5G networks by mobile operators faces many challenges
that need to be addressed: (i) higher capacity
requirements; (ii) denser cell sites networks, (iii)
deployment on street level, (iv) network virtualization and
artificial intelligence (AI). The development of wireless
technologies will address these challenges through
advanced technologies (mmWave, LoS MIMO, SDN and
Cloud-RAN) and others, such as the inclusion of new
bandwidths, new coding and modulation schemes and AI.
All this will contribute to both a higher quality of services
provided by operators and a prerequisite for the
development of new services.
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Abstract – With the introduction of the new European
Union Aviation Safety Agency regulations for Unmanned
Aerial Vehicles in January 2021 beyond visual line-of-sight
operations will be possible. Since there are no legal
requirements for this but only recommendations for
Unmanned Aerial Vehicles (UAV) hardware, a possible
approach for this is presented in this paper. The system
architecture used, and the modification of the fixed-wing
UAV are discussed. For the UAV data link, a combination
of a classical remote control from the model sport sector and
fourth generation mobile radio was used. Finally, results of
the test flights are presented.

The OPEN category is intended for small UAVs and
low-risk flights. It is subdivided several times and is the
most precisely executed category, since in the future most
UAV flights, private as well as commercial, will fall into
this category. Therefore, there are three subcategories A1,
A2, and A3 for the OPEN class [3].

Keywords – Unmanned Aerial Vehicle (UAV); Long
Term Evolution (LTE); Beyond Visual Line of Sight
(BVLOS); cellular

I.

INTRODUCTION

At the beginning of 2021, the new regulations for
Unmanned Aerial Vehicles (UAVs), commonly known as
drones, adopted by European Union Aviation Safety
Agency (EASA) came into force in the European Union.
This should standardize the approval process and make it
easier for hobby and professional UAV users. The new
regulations were developed in two separate implementing
regulations. The first corresponds to the "Manufacturing
Regulations for Drones" and is referred to as the
"Delegation Act" [1] (COMMISSION DELEGATED
REGULATION (EU) 2019/945). This means that
manufacturers will have to manufacture their UAVs
according to the Delegation Act regulations when the new
regulations come into force. The second new regulation is
the "Operating Regulations for Drones" and is referred to
as the "Implement Act" [2] (COMMISSION
IMPLEMENTING REGULATION (EU) 2019/947). For
pilots of UAVs, this means that when the new regulations
coming into force, they must follow the instructions of the
Implement Act.
The main innovation is a simple division of UAVs into
three new categories, OPEN, SPECIFIC and CERTIFIED
[3], which is shown in figure 1. This means that
throughout the EU, all civil UAVs will fall into one of
these three categories, which will also be interpreted
uniformly throughout the European Union.
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Figure 1. New Easa categories for UAVs [3]

The SPECIFIC category deals with all UAVs where
one or more specifications of the OPEN category are
exceeded [3]. This applies, for example, to flights higher
than 120 meters above ground and flights beyond visual
line-of-sight (BVLOS). Special approvals tailored to the
individual mission are required for this. For this purpose, a
special risk assessment is to be carried out in the future on
the basis of a special Specific Operation Risk Assessment
(SORA) document.
The CERTIFIED category concerns UAV missions
with the highest risk. This includes special applications,
such as industrial and transport applications of dangerous
goods, UAVs operating over crowded areas or the
transport of people. This will require special approval
processes, both for the UAV and the operator, which have
not been defined yet. The special requirements for this
category will probably be based on the certification of
civil aircraft. The first proposal for this is to be published
by EASA in 2021 [4].
This paper presents a proposal to prepare a
commercial off-the-shelf (COTS) fixed-wing-UAV using
cellular technology for deployment in the SPECIFIC
category for BVLOS missions. Until the introduction of
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the new EASA regulations, BVLOS UAV operations were
not possible is Austria. There have only been a few special
UAV operations within research projects, where the
regulation authority, the Austro Control, was involved [5].
Therefore, the main objective is to equip a UAV with
redundant avionics in order to ensure safe operation and to
further obtain an approval on the basis of the SORA. For
this purpose, the results from research activities around
the BVLOS operation of UAVs at FH JOANNEUM are
described and a possible avionic architecture is presented.
II.

HARD- AND SOFTWARE SETUP

To make mobile radio usable for UAVs, appropriate
modems had to be used. On the one hand, there are mobile
radio modems in board form from the IoT sector and on
the other hand mobile radio USB data sticks from the
consumer sector.
The UAV itself should be controlled by a COTS flight
controller. For this purpose, variants of Pixhawk as well as
the add-on board NAVIO2 came into question. These
open-source flight controllers can both be operated with
the Px4 firmware. This gives you a fly-by-wire capable
UAV system out-of-the-box.

has a high coverage range. This paper does not focus on
any specific cellular provider.
A ZTE MF831 was used as LTE USB dongle. This
LTE dongle offers LTE speed according to class CAT 4
and has connectors for external antennas. One ZTE
MF831 LTE dongle each was used for the Flight Control
System (FCS) and the Ground Control Station (GCS).
Unfortunately, the development of cellular USB modems
has stopped in recent years. LTE dongles with higher
speed classes are unavailable. However, for the planned
functions, the Cat 4 speed class with 150 Mbit/s downand 50 Mbit/s upload speed offers sufficient bandwidth
[9].
As additional hardware, an x86 laptop with Windows
10 was used as GCS. The open-source software Mission
Planner was used as GCS software. Furthermore, a classic
remote control (RC) in the 2.4 GHz band was used for
manual take-off and landing. Automated take-off and
landing operations would theoretically also be possible
with the NAVIO2, but are too risky for fixed-wing UAVs,
since the risk of damage to the UAV is too great.
A Logitech G Extreme 3D Pro joystick was connected
to the GCS via USB for in flight control of the UAV via
mobile radio. To transmit a live video feed from the UAV
to the GCS during the flight, a Raspberry Pi standard
camera was additionally attached to the NAVIO2. With
the open-source software gStreamer a 720p video stream
with 15 frames per second was recorded and directly
streamed via UDP to the GCS over the CAT 4 connection.
This feed needed a bandwidth of approximately 4 Mbit/s.
The complete setup of the GCS with external LTEantennas, the joystick and RCs is shown in figure 3.

Figure 2. The NAVIO2 shield on a Raspberry Pi flight controller [6]

However, these flight controllers do not have an M.2
interface to connect an IoT cellular modem, but you can
connect a so-called companion computer, such as a
Raspberry Pi, to the Pixhawk via its UART interface. The
NAVIO2 flight controller is even an add-on board for a
Raspberry Pi as seen in figure 2. The Raspberry Pi is a
single board computer (SBC) based on an ARM Systemon-Chip (SoC), running a full Debian Linux operating
system Raspbian OS. Therefore, the choice fell on
consumer cellular USB dongles. These were well
available, cheap to buy and could be easily connected to
the Raspberry Pi via USB interface.
Since the third-generation mobile network (3G) will be
deactivated in the near future [7] and the spread of fifthgeneration mobile communications (5G) is not yet very
advanced, a focus has been placed on the fourth
generation (4G – Long Term Evolution, LTE). The
frequency ranges used are numbered as bands. In Austria,
bands 1 (2100 MHz), 3 (1800 MHz), 7 (2600 MHz), 8
(900 MHz) and 20 (800 MHz) would be in use by the
three different network operators [8]. Especially the
frequency band 20 is suitable for UAV operation, since it
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Figure 3. Full GCS setup

III.

SYSTEM ARCHITECTURE

An essential point was the specification of a suitable
architecture for the avionics as well as the ground control
station (GCS). In order to establish a connection between
the FCS and the GCS via the cellular network, both end
devices must be within the same IP range and a
communication protocol must be available to transfer the
data.
Before going into more detail about the system
architecture, the function of a UAV data link must be
briefly explained: A UAV data link is divided into a
command and control (C2) link and a payload data link.
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The C2 link includes the pilot's control data (uplink) and
the UAV's status information (downlink), and the payload
would be, for example, a live video feed. However, in the
case of a BVLOS operation, the live video feed would
also be considered as telemetry since it is essential to
control the UAV in that case.

FCS takes over the attitude control. The control, which is
then performed via the cellular network using the
MAVLink protocol, is done by simply specifying changes
to the axes in angles via the joystick. The corresponding
control commands for the actuators and the motor on the
UAV come from the FCS, i.e., from the NAVIO2.

Figure 5. The Skywalker X8 UAV [12]

Figure 4. Shematic of the system architecture

In classic model sports or UAV operations in the
visual line-of-sight (VLOS), an additional radio module in
the 433 MHz ISM band is often connected to the FCS and
to the GCS as a telemetry data link. In this case, the
UAV's data is sent to the GCS via the MAVLink [10]
protocol using this telemetry data link.

For safety reasons and to protect the connections, a
case was made for the NAVIO2 in a 3D printer. The
templates for this are available directly from the
manufacturer. In figure 6, the NAVIO2 can be seen in the
center in the red housing (2). A Futaba receiver (1) was
connected to the NAVIO2 as the primary data link. Next
to it is the GPS receiver module. The board at the bottom
is the Electrical Speed Controller (ESC). At the top you
can see the two LiPo batteries. The white ribbon cable
connects the Raspberry Pi camera, which was mounted on
the front tip of the UAV, to the Raspberry Pi. The LTE
dongle was mounted on the left. Unfortunately, this is not
directly visible (3), only the USB extension cable can be
seen.

In the architecture presented here, as shown in figure
4, this standard telemetry module has been replaced by the
two LTE USB dongles. To communicate with these
modules using the MAVLink protocol, the FCS as well as
the GCS had to be in the same IP range. Since double
Network Address Translation (NAT), also called Carriergrade NAT [11] is used in cellular networks for user
equipment such as smartphones or USB-modems, none of
the network nodes could be reached directly. A reverse
SSH tunnel had to be set up via a public server. Therefore,
a Linux server with a public IP address was set up at the
FH JOANNEUM. Both end devices could thus connect to
the publicly reachable server via the reverse tunnel. This
allowed the server as well as the FCS and the GCS to be
brought into a private IP range and communication via the
MAVLink protocol was thus possible.
Thus, the GCS could be used to switch flight modes
between manual control via the RC and fly-by-wire
control via the cellular network. In addition to the status
displays of the GCS, the live video feed was also
displayed on the laptop using the open-source software
VLC. The reception of the UDP data stream was thus also
possible due to the same IP range of FCS and GCS.
IV.

UAV SETUP

A Skywalker X8 model, as seen in figure 5, was used
as the fixed-wing UAV. This fixed-wing UAV is easy to
control and offers enough storage space to install the
necessary hardware. Furthermore, the model is inherently
stable. This means that once the pilot has fine-tuned the
ailerons (trim), the UAV can fly straight and stable.
Using the Px4 software on the FCS, this model could
also be controlled by fly-by-wire. This means that when
the pilot switches from manual control to this mode, the
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Figure 6. Integration of the system components in the X8

V.

FLIGHT TEST RESULTS

Test flights with this setup were conducted at the
Weiz-Unterfladnitz airfield in Styria, Austria. Model
aircraft can also be flown at this airfield. Different mission
profiles were created. First, the general function of the
NAVIO2 was to be tested. For this purpose, waypoints
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were programmed on the virtual map on the GCS, which
were subsequently to be followed autonomously by the
UAV. Furthermore, a "Coming home" was implemented
as an emergency scenario, which should be carried out in
case of a loss of the data link. This ensured that the UAV,
in the event of a loss of the data link, would return to the
starting position at 50 meters above ground and orbit there
within a radius of 30 meters. This allowed the UAV to
return to the home position in an emergency and land it
via manual control.

were noticeable in the form of a flickering image. The
frame rate was deliberately chosen low in order to still
have a picture even in worse conditions. This is necessary
if you want to control the UAV outside the field of view.
There is also an artificial horizon in the software, but this
alone is not sufficient for a safe control of a UAV outside
the field of view. figure 8 shows the GCS with the
Mission Planner software and the live video feed below.
VI.

DISCUSSION AND OUTLOOK

The test flights with this setup showed the consistently
good performance of this architecture. Controlling the
UAV using joysticks in fly-by-wire mode proved to be
very easy. Even inexperienced pilots can control the UAV
in this way. The live video stream is mandatory for
BVLOS control. During the test flights, there were often
short dropouts in the single-digit second range, but the
video feed could be transmitted throughout. The simplest
method to control the UAV BVLOS would be the
autonomous waypoint control. The height and the speed
above ground as well as the radius around a waypoint can
be easily programmed in the GCS software.

Figure 7. Testflight controlling the UAV via LTE

Subsequently, control via fly-by-wire mode over the
cellular network was to be tested in flight. To activate this,
the UAV must be flying stably straight ahead at a safe
altitude. Then the joystick control can be activated via the
GCS software using a virtual knob.

Figure 8. Live video feed and telemetry data during a test flight

These tests were also successful for the most part.
Joystick control via the cellular network worked very well
as seen in figure 7. The pilot operated the UAV (in green
on top of figure 7) via LTE (LTE dongle is marked at the
bottom of figure 7). Only during the transmission of the
live video feed were frequent short interruptions, which
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The basic functionality of operating a UAV with
cellular technology could be verified with this setup. No
BVLOS flights were performed with this UAV, as no
permission was available for this at the time of the test
flights. However, the results from these tests were used in
other research projects at FH JOANNEUM. The biggest
weakness of this architecture is the lack of any
redundancy in the data link if one is out of radio range of
the manual remote control. If you fly with the UAV in
rural areas, the cellular coverage can be poor, and
dropouts can occur. Therefore, you should definitely
implement redundancy with respect to the data link. This
would be for example the use of a second LTE dongle but
with a different provider. With the new EASA UAV
regulations, BVLOS flights are now possible in any case.
This means that this architecture can be extended
accordingly and BVLOS operations can also be tested
subsequently.
For the certification process in the specific category
this setup would be a possible solution. For the SORA
process one must consider redundancy measurements as
mentioned before and the implementation of a parachute.
As the mobile radio network is a highly dynamic
technology it can always happen, that even with sufficient
signal coverage given, only limited bandwidth is
available. With the introduction of 5G and the resulting
improved beamforming of the antennas and massive
Multiple Input Multiple Output (MIMO) technology [13],
this situation could improve. Dedicated SIM cards from
providers, for which a certain bandwidth is always
reserved at the transmitting stations, would also be
desirable.
Further potential for improvement would be the
installation of external LTE antennas. They could provide
the necessary signal gain in poor LTE reception
conditions. However, emergency scenarios should always
be implemented in advance. This includes a "coming
home" function as well as carrying a parachute during
BVLOS operations.
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Abstract - With the deployment of the 5G in wireless
communications, the researchers’ interest is focused on the
sixth generation networks. This forthcoming generation is
expected to replace the 5G network by the end of 2030.
Artificial intelligence is one of the leading technologies in
5G, beyond 5G, and future 6G networks. Intelligence is
endowing the tendency to throw open the capabilities of the
5G networks and the future 6G mobile wireless networks by
leveraging the universal infrastructure, open network
architectures, software-defined networking, network
function virtualization, multi-access edge computing,
vehicular network, etc. This discussion is aimed at
providing, in a comprehensive manner, how artificial
intelligence can be integrated into different applications and
finally, we analyse and discuss the opportunities and main
technical challenges of the wireless communication
standards, present novel approaches, and recent results that
will encourage the development and implementation of the
sixth generation networks.
Keywords - Artificial intelligence, 5G, 6G, mmWaves

I.

INTRODUCTION

Today we are at the stage of Industry 4.0 and the third
wave digital transformation based on information and
telecommunication technologies (ICT) and artificial
intelligence. Since the 2000s, over 100 countries in the
world (the majority of industrial developed and many
developing) decided to develop their economies based on
Industry 4.0 technologies (Internet of Things - IoT, big
data, blockchain, etc.) [1,2,3]. National plans for the
development of ICT networks were approved for
digitalization projects in many countries. [4]

On Fig. 1 is shown the 5G commercial network coverage
map worldwide [7].
The new 5G network standards are being developed to
accomplish the preferred performance goals and to coexist with 4G network [8]. There is very limited spectrum
available below 6 GHz, so mmWave frequencies that can
incorporate wide-bandwidth transmissions are being
investigated for next generation communication systems
[9].
With the development of IoT, 5G includes
communications between people and things (device to
device, vehicle to vehicle, etc.). 5G networks have an
extensive variety of services comprising enhanced mobile
broadband (eMBB), ultra-reliable and low-latency
communications (uRLLC), and massive machine-type
communications (mMTC) [10]. Nevertheless, wireless
data traffic and the numbers of connected things are
expected to leap to a hundredfold of equipment in a given
m3. Thus, the service capability of 5G is improved to
provide services to both people and things. 5G can
achieve a peak data rate of 10 Gbps and perform well in
eMBB scenario with bandwidth 400 MHz and more
advanced channel coding and high-order modulation like
Low-Density Parity Coding (LDPC) and 256QAM [11].
Furthermore, some application such as sending HD
multimedia, holographic videos needs a spectrum
bandwidth that is currently unavailable in the mmWave
spectrum [9,10].

Wireless communications are one of the few sectors
that kept a fast-growing tendency with creative features
for a number of decades. [5]
In the era of Industry 4.0, IoT uses 4G mobile
networks and new booming 5G networks as a
telecommunications basis. Phase 2 standardization of 5G
networks (Release 16) was finally completed in June 2020
[6]. The standardization of 5G communications has been
completed, and the system is being deployed worldwide.
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Figure 1. 5G coverage map worldwide [7]
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Such situation offerings demanding challenges on an
area or a spatial spectral efficiency and the needed
frequency spectrum bands for connectivity. Therefore, a
wider radio frequency bandwidth is needed and can only
be found at the sub-terahertz THz and THz bands [12, 13]
Additionally, the recent progress of various mobile
applications, especially those supported by Artificial
Intelligence (AI), is spurring intense discussions on the
future evolution of wireless networks [14, 15]. These
challenges have motivated not only the scientists, but the
industry to start conceptualizing the sixth generation (6G)
of the wireless communication network. The aim of 6G is
to provide communication services for the future
application of 2030 and supporting the sustainability and
competitiveness of wireless communication networks.
Therefore, the 6G mobile networks are expected to offer a
huge coverage that allows users to communicate with one
another, at any time and any place, with a high data rate
due to the unconventional technologies, that will be
adopted by 6G networks, such as and tremendously large
bandwidth (THz) and AI, including the functional and
environmental aspects along with the services of the
networks [16, 17].
II.

REQUIREMENTS AND KEY TRENDS OF THE FUTURE
6G NETWORKS

One of the first research projects for 6G was launched
by the University of Oulu, Finland for full future
adaptation of 6G network by the end of 2030 [18]. In
addition to this university, many research institutes have
started to explore numerous issues and tasks in 6G
networks, like Seoul National University, Korea, Korea
Advanced Institute of Science and Technology, Southeast
University, China, NTT Docomo, Japan, etc. At the same
time, three industrial groups were created by the European
Telecommunications Standards Institute (ETSI) to
develop specifications for new-generation mobile
networks: mWT (millimeter Wave Transmission),
Network Function Virtualization (NFV), and Next
Generation Protocols (NGP) [19, 20, 21].
6G offers some fascinating services beyond broadband
applications, such as extended reality (XR), virtual reality
(VR), mixed reality (MR), augmented reality (AR), super
Hi-vision
video
streaming
(8K),
holographic
communications, eHealth, unmanned aerial vehicles
(UAV), connected autonomous vehicles, etc., currently
not available by the 4G and 5G communication networks
[22, 23].
Based on the great capabilities of 5G wireless
communications networks, the mobile industry should be
relocated from the traditional approaches to some new
ones, including operation in shared spectrum bands, interoperator spectrum sharing, indoor small cell networks, a
large number of local network operators, etc [24].
Scientists and researchers have set out research methods
on the formulation, characterization, design, and
identification of significant technologies motivating the
initiation toward a beyond 5G networks or 6G
communication system. Therefore, the requirements of 6G
compared to 5G are more limited as shown in Table 1 [13,
25, 26].
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TABLE I.

6G KEY PERFORMANCE INDICATORS COMPARED TO 5G
Systems

Parameter

Services

UEs

5G

6G
- MBRLLC;
- mURLLC;
- HCS;
- MPS.
- Sensors and DLT
devices;
- XR and BCI;
- Smart implants.

- eMBB;
- URLLC;
- mMTC.
- Smartphones;
- Sensors;
- UAV.

Bandwidth (max)

1 GHz

100 GHz

Spectral efficiency
considering energy
efficiency

100 bits/s/Hz/m2/J

1000 bits/s/Hz/m3/J

E2E latency

~1 ms

<1 ms

Radio latency

0,5 ms

0.1 ms

Reliability

99.9999%

99.99999%

Mobility

350 km/h

>1000 km/h

10 – 100 cm in 2D

1 cm in 3D

10 (20) Gbps

>1Tbps

Positioning precision
Peak data rate
Connection density

6

10 devices/km

106 devices/km2
100 devices/m3

2

Notes:
MBRLLC – Mobile Broadband Reliable Low Latency Communication;
mURLLC – massive URLLC;
HCS – Human-Centric Services;
MPS – Multi-Purpose Services;
DLT – Distributed Ledger Technology;
CRAS - Connected Robotics and Autonomous Systems.

In the following paragraphs, we discuss some of the
most significant requirements and tendencies of the future
generation of mobile communication networks.
The future 6G communication systems are expected to
be featured by the following associated services [1, 13,
27]:


Ubiquitous mobile ultra-broadband (uMUB);



Mobile broadband reliable
communication (MBRLLC);



Ultra-high
speed
with
communications (uHSLLC);



Massive machine-type communication (mMTC);



Ultra-high data density (uHDD);



Human-centric services (HCS);



Multi-purpose services (MPS).

low
low

latency
latency

The future 6G networks are expected to increase the
level, currently set by 5G networks with the donation of
improved services from the perspectives of network data
availability, mobile data rate, and seamless ubiquitous
connection. Additionally, 6G communications will utilize
a rare communication method to gain acceptance to
numerous mobile data groups and send them via
traditional enhanced radio networks. Such a process will
allow the innovative wireless transmission of feelings with
participation and virtual presence, including holographic
calls and a tactile Internet [22, 25, 28]. Fig. 2 present the
major key features of future 6G networks.
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Multi-band
ultrafast speed
transmission

High security and
privacy

Energy efficient
communication

Artificial
Intelligent

Figure 2. 6G key features

The outstanding concepts are the THz wireless
communications system, AI, and programmable intelligent
surfaces [29]. It is expected, that the future 6G system will
have 1000 times higher simultaneous connectivity in
comparison with 5G network. New features are expected
to have latency nearby to zero, such as end-to-end delay of
less than 1 ms. It is supposed that by the end of 2030,
there will be 50 billion connected devices to Internet of
Everything (IoE), which means an enormous number of
connections per km2. In the future mMTC, as also known
massive IoE (mIoE), machines will play the roles that
were done by a human in the previous network
generations. The ultra-high speed with low latency
communications (uHSLLC) in 6G will provide fast
connectivity, high reliability of more than 99.99999%, and
a peak data rate of approximately 1 Tbps. The user
equipment or devices in 6G network will need much more
energy, in comparison with the 4G/5G wireless networks
– they are invented to operate in higher frequency radio
bands. Thus, energy consumption and energy efficiency
are some of the challenges that need to be taken into the
consideration. The future 6G communications will employ
satellite communication technologies to provide global
coverage. 6G will integrate telecommunication satellites,
earth imaging satellites, and navigation satellites in order
to provide localization services, broadcast and Internet
connectivity, as well as weather information to cellular
users [25, 30].
The
6G
networks
will
employ
satellite
communications (GPS, Galileo, Glonass, BeiDou, QZSS)
to provide global coverage and super precision positioning
[31]. This will help in the progress of connected robots
and fully autonomous connected vehicles. The 6G
network will offer complete unmanned mobility, safe and
self-driving cars, a smart infotainment system, and
enhanced traffic management.
III.

6G TECHNOLOGIES: CONCEPTS AND SERVICES

Based on the growth of mobile networks (primarily 4G
and 5G), 6G networks are mainly based on the
architecture and deriving the benefits achieved in 5G [10,
12, 32]. Some of the technologies, implemented in 5G,
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will be improved in 6G and several new technologies and
applications will be added. Therefore, the 6G
communication network will be operated by many
technologies. Some of the expected essential technologies
for 6G networks are discussed in the following sections
(shown on Fig. 3).
A. Artificial Intelligence (AI)
Artificial Intelligence (AI) and Machine learning
(ML), along with deep learning, are widely considered
technologies that can be one of the key parts of the future
6G network. It can be said, that without a doubt, the AI
has attracted a lot of attention in the field of networking as
image classification, computer vision, social networks,
and security. AI and ML technologies can be implemented
in the 6G communication networks in different layers:
data links and network infrastructure, SDN, NFV, and
cloud/edge/fog computing [14, 33, 34]. The intelligent
radio transmission in the future 6G network can be
realized completely through AI with assistance from ML
algorithms [35]. We really expect to go from AI and ML
as a basis for air interface design, self-optimizing
transmitters, and receivers and cognitive spectrum use.
B. Mobile Edge Computing
Due to the distributed massive cloud applications,
mobile edge computing (MEC) becomes a significant part
of 6G technologies, which helps the calculations to be
performed as close to the IoT devices as possible. [1, 3,
16, 33]. Implementation of AI-based MEC will reduce the
data volume sent to the central servers, which will
ultimately lead to lower latency, as a result improving the
performance of real-time services and applications. The
AI techniques implemented in MEC (complex networks)
could achieve better results rather than using the
traditional algorithms. MEC can play a significant role to
provide high Quality of Experience (QoE) in smart
dynamic services and applications for edge scenarios.
C. Blockchain
The blockchain is a comparatively newer technology
and offers a variety of applications. In the 6G systems,
some numerous services and applications can be
supported – smart healthcare, network decentralization,
spectrum sharing, smart transportation, distributed ledger
technologies (DLT). The use of blockchain in 6G
networks would considerably improve the security of
authentication and could simplify the network
management and enhance the network performance [25,
26, 27]. On another hand, blockchain technologies
combine a distributed network architecture, compromise
mechanism, and innovative cryptography to highlight the
promising features that are not available in the existing
structures [36, 37]. Furthermore, by implementing
blockchain technology in a spectrum sharing system, the
problems of low spectrum usages and broadband
monopoly could be overcome.
One of the primary goals of 6G systems are scalability
and reliability of the networks. In this regard, it will be
possible to achieve key design aspects, such as fault
tolerance, security, low latency, and decentralization.
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Figure 3. 6G architecture scenarios

D. Terahertz Technology (THz)
The first specification of 5G NR, developed by 3GPP
using mmWave and sub-6 GHz bands supporting high
data transfer. 6G aims to enable even higher data rates and
new applications. The radio frequency band (RF) is filled
by existing wireless communications and cannot be used
for future technologies [11]. These factors stimulated the
development of 6G networks through the use of terahertz
(THz) waves in addition to mmWave bands. THz waves
operate between 0.1 THz and 10 THz, with the equivalent
wavelengths 0.03 mm÷3 mm range. The ITU-R specified
the 0.275÷3 THz band as the main band for terahertz
communications in cellular networks [30, 35]. The THz
communication compared to mmWaves will improve the
6G capabilities by supporting wireless communication,
high data rates in the order of hundreds of Gbps, super Hivision video streaming, augmented reality, and precise
positioning.
The THz band offers several advantages, but on the
other hand, propagation loss, molecular absorption, high
penetration loss are just some of the issues that must be
resolved to enable the use of terahertz communication in
6G networks. All these lead to engineering challenges for
antenna systems and effective transceivers with innovative
adaptive array technologies.
E. Visible Light Communications
Visible light communication (VLC) has been proposed
to complement RF communications by adapting a cheap
light-emitting diode (LED). These devices can indeed
switch between different light intensities very quickly to
modulate a signal and to transmit it to a proper receiver
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[22]. In comparison with RF which has high latency and
interference, the VLC offers higher bandwidths and
resistance to electromagnetic interference. The progress of
LED technology and multiplexing techniques are among
the main prerequisites for the application of VLC in 6G
network [25]. On the other, hand the wavelength division
multiplexing and the use of white light based on different
wavelengths will increase the transmission rates to 100+
Gbps for VLC access points. Communication systems
based on visible light communication can offer very high
data rates, low latencies, and secure communications.
F. 3D networks
The current 5G and previous generations networks
also have been designed to provide connectivity for
devices collocated on the ground in bi-dimensional space
(2D network). However, the 6G heterogeneous networks
will integrate the ground and space networks to provide
communications for UE in the three-dimensional (3D)
network and to incorporate satellites, terrestrial networks,
UAVs, and undersea communications. Thus, the 6G
communication systems genuinely accomplished the
global coverage and stringent seamless access, even for
river, sea, plane, and mountain areas [2, 23, 34]. The
altitude above Earth's surface of low earth orbit satellites
is between 700 to 1500 km, for that reason, it is difficult to
achieve the ultra-low delays of the signals. Long-distance
imposes higher power requirements for IoT equipment to
communicate with the satellite.
Regardless of these opportunities, some challenges
need to be addressed before UAVs can be effectively used
in wireless networks, such as modelling space to ground
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communication channels, improving the topology and
trajectory, energy efficiency, and resource management.
G. eHealth
The eHealth isn’t a new technology, like an example,
the medical specialists used for more than two decades the
Wireless Brain-Computer Interaction (BCI). The future
6G networks in combination with AI will change the
healthcare sector, so the doctors and nurses can provide
and guarantee better patient care. Healthcare will be
significantly changed, with 24/7 monitoring of the human
vitals and environmental readings (e.g. humidity, air
pollution, temperature) through a number of both
wearable IoT devices and implants. Remote surgery will
also be possible through 6G communications. The realtime data of the patient will be used as the raw data, which
are then transmitted to edge servers or through the Internet
for analysis [15, 34, 38].
H. Autonomous Systems and Intelligent Transport
System
The Internet of Things, Smart Cities, and Intelligent
Transportation Systems are three of the main concepts that
will be encouraged with the appearance of 5G and the
future 6G technologies. The future 6G networks can
support the deployment of autonomous vehicles and
unmanned aerial vehicles (UAV). In the intelligent
transport system (ITS) the vehicle shares its sensor data
and current position with other vehicles and the roadway.
On the other hand, the vehicles can receive data from the
roadway and/or infrastructure, which can reduce the
likelihood of incidents and improve mobility. With the
usage of AI and such type of communications [16, 32, 39],
ITS can succeed in safe intersection crossing, safe lane
changing, optimal traffic signal control, smart parking
allocation, and emergency warning notification. The UAV
can simplify the eMBB, mMTC, and URLLC services in
the 6G networks, so, therefore, could help in various fields
including smart video surveillance, aerial photography,
smart farming, and disaster management.
Smart Cities
The concept of a smart city was proposed in the late
1990 and was aimed primarily at the development of
technologies and infrastructure of the city. Some scientists
defined that the smart city is distinguished by the use of
such components of smart urban systems as smart video
surveillance system and video analytics; intelligent street
lightning system; intelligent transportation system; public
Wi-Fi networks; IoT; augmented and virtual reality;
unmanned and autonomous vehicles, etc [1, 3, 32, 36].
Powerful use of intelligent systems can be achieved with
the combination of artificial intelligence techniques with
edge technologies and devices.

approximately every decade, for this reason, the
appearance of the 6G at the end of 2030 is quite possible.
Future research in the field of 6G wireless networks will
be further developed, upgraded, and complement the
recent technologies used in the 5G networks. In this
regard, will be introduced the use of Terahertz technology
in addition to mmWaves, visible light communications,
edge computing, and others. Improving the performance
of 6G networks will be achieved through the use and
development of AI/ML technologies. Finally, we
recognized the following key technologies most possible
to be defined for the future 6G network: (i) AI and ML
technologies implemented in network infrastructure, SDN,
NFV, and cloud/edge/fog computing; (ii) wider radio
frequency bandwidth terahertz (THz) waves in addition to
mmWave; (iii) blockchain technologies can be supported
– smart healthcare, network decentralization; (iv) threedimensional (3D) network incorporated satellites,
terrestrial networks, UAVs and undersea communications;
(v) autonomous vehicles and UAVs can simplify the
eMBB, mMTC and URLLC services in the 6G networks.
These technologies are not yet available to users, but they
all give researchers an incentive to work in different areas,
such as: a study of spatial multiplexing algorithms for
antennas systems of 6G radio access network;
investigation of the radio frequency bands 92-174.8 GHz
range for the development of 6G generation mobile
communication networks; research into the need and
scenarios for the use of AI to improve the efficiency of the
6G radio interface.
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Abstract – This research paper introduces a Corpus for
Albanian Speech Recognition (CASR), aims for training and
evaluating Automatic Speech Recognition models for
Albanian language. The corpus is based on bible’
audiobook, comprising 20 hours of transcribed audio data,
where transcripts and audios are in the Albanian standard
language. An end-to-end speech recognition model based on
deep learning is implemented to test and evaluate this
corpus. It shows that acoustic models trained on CASR
gives satisfactory results. The corpus will be freely available
for independent research and provides a valuable resource
for research on Albanian ASR.
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I. INTRODUCTION
Automatic Speech Recognition (ASR) has grown
tremendously in recent years, focusing mostly on deep
learning techniques [1]. The ASR system is concerned
with recognition and translation of spoken language into
text by machine [2]. In this field compared to others even
though includes general principles serving all languages
of the world, has a difficulty to standardize its practical
usage for all the natural languages. It happens partially
because of the specificity of the different languages
(including morphological, syntactical, grammatical and
semantical ones), the dynamics (such as the constant
language evolution), and language characteristics (mostly
of spoken languages) [3]. The major issue for an ASR
system relies in the design of the corpus which is
determinant factor for its success. The following
attributes are to be considered in the design of the corpus:
speaker and channel variability which includes attributes
such as; phonetics, adverse environment conditions
(clean, noisy); speaker attributes such as; age, gender,
accents, speed of utterance, dialects; training process and
voice recording device [4]. An efficient ASR system
should be able to identify all the above mentioned types
of attributes to produce the text corresponding to input
signal. This paper introduces the CASR corpus, which is
a read speech dataset based on bible audio book which
will be freely available for independent research. To
show the effectiveness of this corpus an end-to-end
speech recognition model based on deep learning is
implemented. The rest of the paper is structured as
follows: Section 2 - an overview of the Albanian
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Language; Section 3 - the corpus development; Section 4
is focused on the end-to-end speech recognition system;
Section 5 relates the discussion to the overall results
observed within the experiments; Section 6 - conclusions
and recommendations.
II. OVERVIEW OF ALBANIAN LANGUAGE
Albanian language according to linguistic studies [5], is
one of the oldest languages belonging to the group of
Indo-European languages. The Albanian language is
characterized by a rich dictionary with a large number of
words, where in total there are about 41'000 words [6].
The grammar of the Albanian language is more
complicated compared to other Indo-European languages
[7]. Structurally, the Albanian language today is
presented as a synthetic-analytical language, with a
predominance of synthetic features and a tendency
towards analyticism [8]. A good part of its phonetic and
grammatical features are inherited from Indo-European
languages, and other part are subsequent developments.
The Albanian language today has its own phonological
system, consisting of 7 vowels phonemes and 29
consonants phonemes. It has an accent with intensity and
is generally immobile during flexion. In most cases,
especially in the noun system, the emphasis falls on the
penultimate syllable. The Albanian language has a
developed system of grammatical forms, it has a binary
inflection system, prominent and indistinguishable
inflection, and still well preserved case forms (there are
five cases) as well as the system of three genders, etc. [9].
The noun system has prominent and in-prominent forms
and consequently prominent and in-prominent inflection.
The plural of nouns is followed by suffixes as well as by
changes within the noun. The nouns in Albanian language
are inflected by gender (masculine, feminine, neuter) and
number (singular and plural), also there are five
declensions with five cases (nominative, accusative,
genitive, dative and ablative) [10]. The verb in Albanian
can be in one of the 6 possible moods: indicative,
admirative, conjunctive, conditional, optative, and
imperative [11]. In addition to inflection with special
endings, the Albanian language also recognizes internal
inflection. There are two types of adjective structures;
similar and indistinguishable. The numbers are presented
mainly by the decimal system, but also is preserve the
vigesimal system. The Albanian language has a rich
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system of modal and temporal forms, some of which are
inherited and other were performed during its historical
evolution. The verb system is very diverse where has six
ways and three non-elaborate forms. The order of the
words in the sentence is generally free. The lexicon
consists from words of local origin and borrowed words.
As far as spoken language is concerned, the presentation
of language is manifested through its standard and
dialects. The two main dialects of the Albanian language
are the Tosk and Geg dialect. The lack of a digital
dictionary as well as the application of some rules on it,
encounters great difficulties in the processing of spoken
language. Vocabulary is considered as a basic tool for
spoken language processing.
III. CORPUS DEVELOPMENT
A. Source Data
The CASR is based on bible audio book, which is freely
available1. The audio recordings are in MP3 format up to
8 minutes’ length. All audio recordings are compressed in
32 bit-float and rate 16kHz. In total there are 20 hours’
audio' records in the Albanian standard language. Text
data are transcribed and saved in the PDF format and are
published in the same website. The speeches are
transcribed strictly verbatim and are adapted into standard
written form by omitting speech disfluencies, correcting
factual errors and slips of the tongue, and adding context
to ensure the transcripts reflect the intentions of the
speaker clearly and accurately. The speaker speaks in
standard Albanian language without using dialects. The
linguistic register is strictly standard, and the topics are
primarily concerned with religious issues using a rich
vocabulary. It is chosen to convert this type of raw data to
a corpus suitable for ASR because of : compatibility
between the written transcripts and the speeches; low
presence of noise in the audio data and small compression
loss of the audio data.
B. Audio and Text Preprocessing
Once all the audio recordings were downloaded it has
been organized to adapt to the corresponding transcripts.
Considering that most acoustic models are trained with
relatively short utterances, usually up to a few seconds in
length, the Audacity tool has been used [13] to align the
audio recordings and split them into short utterances. This
exercise is to briefly show how to create an audio file
from the beginning to the final step. Each record audio is
exported to the Audacity tool where the sound is
represented by raw audio waves. The audio records has
been trimmed in range 3 to 17 seconds length suitable for
ASR systems. To avoid time spaces between words, they
are cut leaving no more than 0.1 seconds length. Next, all
audio files are exported in wav format and then are
converted into flac format using a 16-bit linear PCM
sample encoding (PCM_S16LE) sampled at 22.05 kHz2.
1

2

Each audio file is composed of an average of 22 words.
In total are crated 7667 utterances. A very important
element is the naming of the files. Each utterance is
named with a randomly generated four-digit number that
corresponds to the text file names. Regarding to text
preprocessing, each book’s text is normalized by
converting it into upper-case, re-moving the punctuation,
and expanding common abbreviations and non-standard
words [12]. It has been checked and corrected text-audio
mismatch including inaccuracies in source texts, readerintroduced insertions, deletions, substitutions and
transpositions, and involuntary disfluencies. Other
significant sources of mismatch that were noticed are
inaccurate text normalization and grapheme to phoneme
errors in the automatically generated pronunciations by
speaker. Data segmentation is a very important issue as
they have to correspond with audio files. After
segmenting the data, each segment is named with the
same four-digit number that corresponds to the audio file.
This way are created the audio and text files of the CASR
corpus.
C. Corpus description and organization
After data normalization, text and audio preprocessing,
the finished corpus contains 8300 utterances with a total
duration of 20 hours and has a total size 1.3GB. The
CASR is split into two subset called CASR_1 and
CASR_2. Each subset is separated on two part:
CASR_train_1, CASR_test_1 and CASR_train_2,
CASR_test_2. Information on the corresponding
transcripts, such as the number of sentences, the number
of words and the average length of sentences are shown
in Table 1.
TABLE 1. CORRESPONDING TRANSCRIPTIONS INFO

Number of
sentences
Avg. words per
sentence
Total word

CASR
train_1

CAS
test_1

CASR
train_2

CASR
test_2

4850

867

1615

335

21.95

24

21.84

20.93

106493

20812

35274

7014

While for details regarding to speech from the both sets
are presented in Table 2, such as number of utterances,
duration and average duration per speaker. The splitting
of the dataset in this way ,enable all independent
researchers to experiment with their ASR models, first
with small datasets by overcoming any hardware
limitations they may have. Also to show how the size of
the dataset affects the performance of ASR systems.

https://albanianorthodox.com/dhjata-e-re-chc/
https://cloudconvert.com/wav-to-flac
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TABLE 2. CORRESPONDING SPEECH INFO
CASR
train_1

CASR
test_1

CASR
train_2

CASR
test_2

Duration

12 h

3h

4h

1h

Utterances

4850

867

1615

335

Avg.duration per
utterance

8.9 s

12.5 s

8.9 s

10.7 s

IV. END-TO-END-SPEECH RECOGNITION
Recently Deep Neural Networks (DNN) are considered as
fundamental part of current ASR [1]. With the
introduction of end-to-end models [14, 15] deep learning
has made a turn in the field of speech recognition. These
models take as input the audio signal and directly output
transcriptions. In this paper an end-to-end Speech
Recognition model is introduced, suitable for Albanian
language which will be trained and evaluated using
CASR. The model will be focused in the Deep Speech
models that are recurrent neural network (RNN) based
architectures [16] which will be built in Pytorch tool [17].
This model has two main neural network modules — N
layers of Residual Convolutional Neural Networks
(ResCNN) to learn the relevant audio features, and a set
of Bidirectional Recurrent Neural Networks (BiRNN)
[18] to leverage the learned ResCNN audio features. The
audio waves derived from CASR will be processed using
the Mel-Frequency Cepstral Coefficients (MFCCs) [19],
which are motivated by the nature of the speech signal.
To simplify speech recognition pipelines by taking
advantage of the capacity of deep learning system to learn
from large datasets, the Connectionist Temporal
Classification (CTC) loss function [20] will be applied, to
predict the speech transcript. For handling the audio data,
will be used a tool called torchaudio which is a library
built by the PyTorch team specifically for audio data. The
output of model is a probability matrix for characters
which will be feed into the decoder to extract what the
model believes are the highest probability characters that
were spoken.

naturally extended when calculate Levenshtein distance
for two sentences. While word error rate (WER)
compares reference text and hypothesis text in wordlevel. Mathematically WER is defined as:
WER = (Sw + Dw + Iw) / Nw

(1)

Where:
- Sw is the number of words substituted
- Dw is the number of words deleted
- Iw is the number of words inserted
- Nw is the number of words in the reference
II. Character Error and Character Error Rates
Character error is calculated by computed the
Levenshtein distance between reference sequence and
hypothesis sequence in char-level. While character error
rate (CER) compares reference text and hypothesis text in
char-level. Mathematically CER is defined as:
CER = (Sc + Dc + Ic) / Nc

(2)

Where:
- Sc is the number of characters substituted
- Dc is the number of characters deleted
- Ic is the number of characters inserted
- Nc is the number of characters in the reference
B. Results
First, the model was trained and evaluated using the
CASR_1 corpus and then the CASR_2 corpus. Because
of limited time and resources, our model get trained for
50 epochs only. Fig.1 indicates the WER results in
percentage for CASR_1 and CASR_2. In both cases, as
shown in Fig.1, a WER of 30% is obtained. Note that the
size of the dataset does not affect the WER performance,
as in the case when the model is trained with CASR_1
with 4 hours of audio as well as in the case when the
model is trained with CASR_2 with 16 hours of audio,
the WER achieves almost the same results.

V. PERFORMANCE EVALUATION
The evaluation of ASR system is based on word error rate
(WER) [21], loss training word and character error rate
(CER) as metrics [22].
A. Assessment Criteria
I. Word Error and Word Error Rate
Word error is calculated by computing the Levenshtein
distance between reference sequence and hypothesis
sequence in word level. Where, Levenshtein distance is a
string metric for measuring the difference between two
sequences [23]. Informally, the Levenshtein distance is
defined as the minimum number of single-character edits
(substitutions, insertions or deletions) required to change
one word into the other. The edits to word level can be
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Figure 1. The performance on the development set in terms of word
error rate.

Fig. 2 shows the CER results in percentage for CASR_1
and CASR_2. With increasing number of epochs, the
error from the model has been sufficiently minimized
reaching in 10% in both cases, as shown in Fig.2. The
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number of epochs defines the number times that the
learning algorithm will work through the entire training
dataset. Also, the CER is not affected by the size of the
dataset, as in the case when the model is trained with
CASR_1 and in the case when the model is trained with
CASR_2, the CER achieves almost the same results.

[2]
[3]
[4]
[5]

[6]
[7]
[8]
[9]
[10]

Figure 2. The performance on the development set in terms of character
error rate.

Table 3 indicates the loss results. Loss function is used to
gauge the error between the prediction output and the
provided target value. We may conclude that the loss as
in the case of model training with CASR_1 as well as in
the case where the model is trained with CASR_2 is
negligible, where with increasing number of epochs
going to zero.

[11]
[12]
[13]
[14]
[15]

TABLE 3. LOSS
Epochs

1

10

20

30

40

50

CASR_1

2.91

0.73

0.58

0.54

0.54

0.48

CASR_2

2.93

0.78

0.53

0.51

0.51

0.49

[16]
[17]

VI. CONCLUSION
This paper introduces CASR, an Albanian speech corpus
suitable to train and evaluate ASR systems. The corpus
includes about 20 hours speech data from 1 speakers
which speaks in standard Albanian language without
using dialects. Both the audio and the corresponding text
are provided in the corpus. The experimental results
shows that the corpus is able to achieve good
performances on ASR. The corpus is expected to
accelerate research within the speech community and
specifically for Albanian language. Design and analysis
of heterogeneous and large corpora are expected to be
analyzed in the future.
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Abstract – Deep learning technology nowadays is considered
one of the most advances in machine learning that have led
to significant and widespread improvements in how people
interact with the world. Deep Learning is a technique that
constructs artificial neural networks to mimic the structure
and function of the human brain. Recently Deep Learning is
well known for its applicability in speech recognition. This
stems mainly by the flexibility and predicting power of deep
neural networks. This research paper introduces an end-toend speech recognition model applicable for Albanian
language. The model is based on Recurrent Neural Network
(RNN) architecture, which will be created and implemented
in Pytorch tool. It is composed by two main neural network
modules - N layers of Residual Convolutional Neural
Networks (ResCNN) to learn the relevant audio features,
and a set of Bidirectional Recurrent Neural Networks
(BiRNN) to leverage the learned ResCNN audio features.
The model will be trained and evaluated using a corpus in
Albanian, created for this purpose and a corpus in English
derived by LibriSpeech. The experimental results show a
very satisfactory WER, CER and Loss.
Keywords - Deep learning, Albanian language, end-to-end
ASR.

Speech by Baidu [7], and Listen Attend Spell (LAS) [8].
These models simplify speech recognition by taking
advantage of the capacity of deep learning approach to
learn from large dataset. One of the key component of
end-to-end ASR architectures is Connectionist Temporal
Classification (CTC) Loss Function [9]. Through CTC,
the model will learn to align the transcript itself during
training, where the key is the “blank” label introduced by
CTC, which gives the model the ability to say that a
certain audio frame did not produce a character. This
paper introduces a model for SR suitable for Albanian
language. The model will be trained and evaluated using
a corpus in Albanian created for this purpose as well as a
corpus in English derived by LibriSpeech [10]. The
output of the model is a probability matrix, which
represent the characters that will be feed the decoder. The
rest of the paper is structured as follows: Section 2
introduces a brief discussion of end-to-end ASR modules.
Section 3 presents the model design. Section 4 presents
the experiments and discussion related to the overall
results observed. And some conclusions are listed in the
section 5.

I. INTRODUCTION
End-to-end (E2E) ASR systems are an emerging
paradigm in the domain of speech recognition that offer
multiple benefits [1]. Traditional ASR system [2], are
composed by: acoustic model, language model,
pronunciation model, and require separate training for
each component, which can be quite complex. While E2E
ASR system [1], is a single integrated framework with all
the necessary components that guarantees simple training
process. Also, it reduces the training time, decoding time,
and improves the performance. Recently, end-to-end
models being integrated with deep learning approaches
have dramatically improved the accuracy of automatic
speech recognition. The success of deep learning in
speech recognition started with the presentation of fullyconnected deep neural network (DNN) [3]. Recent
advances in deep learning techniques applied to speech
recognition include the usage of convolutional deep
neural networks (CNN) [4] and the recurrent neural
networks (RNN) versions [5]. Applying deep learning in
end-to-end ASR allows the model to learn directly from
the data instead of usage of feature engineering [6]. Two
of the most popular end-to-end models today are Deep
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II. END-TO-END ASR MODULES
This section describes the basic components of end-toend systems, focusing mainly on the modules used to
build proposed model.
A. Recurrent Neural Networks (RNN)
RNN is a standard feed-forward neural network, where
connections between nodes form a directed graph along a
temporal sequence [11, 12]. Derived from feed-forward
neural network, RNN uses its internal "memory" to
process the sequences of inputs. Fig.1 shows the diagram
of a simple RNN.

Figure 1. Diagram of a simple RNN [1]
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For a sequence X = {x1, x2, . . . , xT }, where Xt ∊ R is
a input vector at time t, the output Ot will be expressed :
Ot = f (Uxt + Wht−1)

(1)

and represent the weights of the
Where: W, U ∊ R
matrices, while f is a non-linear function. The RNN is
trained using backpropagation and stochastic gradient
descent [13]. Gradient descent is an optimization
algorithm used to update the weights of the neural
network. The RNN is useful in prediction because of the
feature that remember previous inputs.
B. Bidirectional Recurrent Neural Network (BiRNN)
BiRNN compared to RNN allows both the forward
context and the backward context to be incorporated into
predictions. [14, 15]. This is accomplished by running
two RNNs over a sequence, one in the forward direction
and other in the backward direction. Fig.2 shows the
diagram of a BiRNN.

D. Convolutional Neural Network (CNN)
CNN is considered as regularized version of multilayer
perceptron that consists of an input layer, some hidden
layers and an output layer [18, 19]. The middle layers are
called hidden, because their inputs and outputs are
masked by the activation function and convolution
operator [20]. Convolution is a mathematical operation in
which an input function x(t) is combined with a function
h(t) to give an output that signifies an overlap between
x(t) and the reverse translated version of h(t).
Mathematically it is expressed:
y(t) = (h x x)(t) =

h τ x t

τ dτ

(2)

The hidden layer includes a layer that does multiplication
or other product, and its activation function is commonly
ReLU [21]. It is followed by other convolution layers
such as pooling layer, fully connected layer and
normalization layer as is shown in Fig.3.

Figure 2. Diagram of a BiRNN [1]

For an input sequence X = {x1 , x2 , . . . , xT }, the forward
context receives the input in forward order, t = {1, 2, . . . ,
T }, and the backward context receives the input in
reverse order t = {T, T − 1, . . . , 1}. The output of the two
RNNs, h and h , is joined to form a single output vector.
Both these RNNs together compose a single bidirectional
layer. BiRNN compare to RNN do not require that its
input data to be fixed, moreover its future input
information is reachable from the current state.
C. LSTM and GRU
Long short-term memory (LSTM) [16], is an artificial
recurrent neural network (RNN) architecture, that avoids
the vanishing gradient problem. It has internal
mechanisms called gates that can regulate the flow of
information. These gates can learn which data in a
sequence is important to keep or throw away. So that, it
can pass relevant information down the long chain of
sequences to make predictions. It processes data passing
on information as it propagates forward. These operations
are used to allow the LSTM to keep or forget
information. The gated recurrent unit (GRU) [17], is the
newer generation of RNN and is quite similar to LSTM.
It has two gates, a reset gate and update gate. The update
gate is used to decide what information to throw away
and what new information to add. While, the reset gate is
used to decide how much past information to forget.
GRU has fewer tensor operations, therefore they are a
little speedier to train then LSTM.
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Figure 3. Diagram of CNN [19]

ReLU is a unit which removes negative values from an
activation map by setting them to zero. It increases the
nonlinear properties of the decision function and of the
overall network without affecting the receptive fields of
the convolution layer. The pooling layer is used to
compress information of feature mapping. The fully
connected layers provide the high-level reasoning, where
the neurons have connections to all activation in the
previous layer, similar to non-convolutional neural
networks. The normalization layer normalizes input
across the features, instead of normalizing input across
the batch dimension. The batches are matrices (or
tensors) where one axis corresponds to the batch and the
other axis (or axes) correspond to the feature dimensions
[22]. CNN compared to other ANNs needs a bit
dependence during preprocessing, is easy to understand,
fast to implement and has a good accuracy.
E. Residual Convolutional Neural Network (ResCNN)
Residual Neural Network (ResNet) as a class of ANN is
used to ease the training of very deep CNNs [23, 24]. It
does it by utilizing neural networks skip connections, or
shortcuts to jump over some layers. ResNet is composed
by a number of stacked residual blocks, where each block
contains direct links between the lower layer outputs and
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the higher layer inputs. Fig.4 indicates the structure of
residual block.

While the loss function for CTC is expressed:
(5)
LCTC (x,y) = - log ∑ ∊ , ∏ 𝑃 α |𝑋
CTC assumes conditional independence between each
time step, when the output at each time step is
independent of the previous time steps.
III. MODEL DESIGN

Figure 4. The structure of Res block [24]

Generally, it is composed by two convolutional layers.
All layer have an identical structure, and the skip
connection represent the identity mapping of x.
Mathematically, the residual block is expressed:
y=F(x) + x

(3)

Where x and y are the input and output of the considered
layers, and F is the stacked nonlinear layers mapping
function. Usage of ResNet can be accelerates the
convergence in training phase, also improve accuracy
generated by greatly increased depth.

The proposed model for end-to-end ASR is based on
recurrent neural network (RNN). The architecture is
composed by two main modules: Residual Convolutional
Neural Networks (ResCNN) and Bidirectional Recurrent
Neural Network (BiRNN) similar as [25]. Fig.6 shows
the proposed architecture. The audio waves extracted by
the corpus are transformed into Mel Spectrograms to feed
layers of BiRNN [26]. BiRNN connects two hidden
layers of opposite directions to the same output. Usage of
BiRNN increases the amount of information available on
the network, thus making a better prediction. Instead of
LSTM is used Gated Recurrent Unit (GRU’s). It needs
less computational resources and the performance is
better for small and less frequent dataset.

F. Connectionist Temporal Classification (CTC)
CTC is a type of neural network output for training
recurrent neural network (RNN) such as LSTM network,
to tackle sequence problems where the timing is variable
[9]. Let suppose an acoustic input X = [x1, x2, . . . , xT],
with the desired output sequence Y = [y1 , y2 , . . . , yU ].
An accurate alignment of X to Y is unknown, and there is
additional variability in the ratio of the lengths of X and
Y, typically with T<U. To construct the alignments for
the (X, Y) pair, the CTC algorithm introduces a blank
token that acts as a null delimiter. This token is removed
after collapsing repeated predictions, allowing repeated
sequences and periods of “silence”. In this way, the blank
token is not included in the loss computation. It allows a
direct alignment between the input and the output without
forcing a classification to the output vocabulary. Fig.5
shows an example of the CTC alignment, considering a
sequence by Albanian corpus. Note that, the blank token
is represented by “e”.

Figure 5. CTC alignment for an input X and output Y

Mathematically, the conditional probability for a single
utterance (X, Y) is expressed:
P (Y|X) = ∑
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∊

,

∏

P α |X

(4)

Figure 6. Proposed model

Next module is residual block, where each layer feeds
into the next layer and directly to the layers about 2–3
hops away. By utilizing skip connections, or shortcuts to
jump over some layers, could be avoided the problem of
vanishing gradients [27], by reusing activation from a
previous layer until the adjacent layer learns its weights.
Skipping simplifies the network, using fewer layers in the
initial training stages. It accelerates learning by reducing
the impact of vanishing gradients, as there are fewer
layers to propagate. The network then gradually restores
the skipped layers as it learns the feature space. Next
node in the proposed architecture is Softmax module
[28]. The softmax is a mathematical function used to
normalize the output, converting it from weighted sum
values into probabilities. Each value in the output of the
softmax function is interpreted as the probability of
membership for each class. The model outputs a
probability matrix for characters which will be used to
feed the decoder, by extracting what the model believes
are the highest probability characters that were spoken.
IV. EXPERIMENTS
The training and evaluation of the proposed model will be
done by two datasets, one in Albanian language and other
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in English language. The dataset of English language is
taken by LibriSpeech corpus [10], which is based on an
open-source English audio books project featuring
various recording qualities, while the dataset of Albanian
language is created by us for this purpose. Both datasets
consist of 20 hours of audio records, of which 16 hours
are used for training and 4 hours for testing. The
evaluation of ASR system is based on word error rate
(WER) standard metric as well as loss training and
character error rate (CER) [29, 30]. First, the model will
be trained and evaluated using the Albanian corpus called
CASR and then the English corpus called Libri_Speech.
Because of limited time and resources, the model will be
trained for 50 epochs only. Fig.7 indicates the WER
results in percentage for CASR and Libri_Speech. In both
cases the satisfying WER results were obtained. Note
that, in the case when the model was trained in Albanian
language gives better results of WER achieving in 30%.

Figure 7. The performance on the development set in terms of word
error rate.

Fig. 8 shows the CER results in percentage for CASR and
Libri_Speech. In both cases the satisfying CER results
were obtained. Note that, in the case when the model was
trained in Albanian language gives better results of WER
achieving in 30%.

case where the model is trained with Libri_Speech is
negligible going to zero.
TABLE 1. LOSS

V. CONCLUSION
This paper introduces an end-to-end speech recognition
model based on deep learning. The model is based on
Recurrent Neural Network (RNN) architecture with
different approaches and applies Pytorch tool for
implementation. It is composed by two main neural
network modules - N layers of Residual Convolutional
Neural Networks (ResCNN) and a set of Bidirectional
Recurrent Neural Networks (BiRNN). The model is
trained and evaluated using a corpus in Albanian
language created for this purpose and a corpus in English
language taken from LibriSpeech. The experimental
results show a very satisfactory WER, CER and Loss for
both corpora. In the case when the model is trained in
Albanian language gives better result of WER achieving
in 30% and CER in 10%. The proposed model is quite
promising for the Albanian language.
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Abstract - The effects of the communication of physical
and virtual sensors on the performance of the mobile
network can be assessed through several Key Performance
Indicators (KPI), of which the Average Downlink
Throughput (ADT) is very important. The paper presents
an approach for measuring this indicator in a mobile
network using a Machine Learning Model (MLM) which
uses contextual variables related to traffic class, user
location, time period, signal strength, base station. The
geographical area of the m:tel network on the section of the
“9th January” motorway, a key road in the Republic of
Srpska, BiH, was selected for the case study in the research.
The measured ADT performance reflects the degree of
Quality of customer Service (QoS) in the observed space.
The proposed model was created in the SPSS software
package, and its training and testing were performed based
on data collected by field measurements. The research
results show that the model can perform measurement and
prediction with satisfactory accuracy while increasing the
data set for training and testing by the Data Augmentation
(DA) method. In addition to the MLM model, the paper
proposes a wireless sensor network model for the acquisition
of contextual data along the motorway.
Ključne riječi – “9th January” motorway; communication
of virtual and physical sensors; supervised machine learning;
MLM; ADT; DA;

I. INTRODUCTION
At the very beginning of their development, firstgeneration mobile network technologies enabled users to
transmit only voice, while today's wireless technologies
enable connection to the Internet and transmission of
multimedia data at high speeds. Along with the increase in
the number of services, user demands for a certain level of
quality of service (QoS) are growing, which means the
availability of the network in almost all geographical
locations, including along roads. Network performance
can be assessed through multiple KPIs, and, in this paper,
the emphasis is on ADT. Mobile operators, as service
providers, measure the values of these indicators due to
the planning and expansion of network capacities and
resources, all with the aim of customer satisfaction.
The paper proposes a model for measuring ADT
values based on the communication of virtual and physical
sensors. Thereby, physical sensors perform the function of
acquiring the value of independent (contextual) variables
related to network traffic classes, user location, time
period, signal strength, base station, network technology.
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The virtual sensor is based on MLM, i.e. artificial neural
network – a multilayer perceptron that uses input data
from physical sensors as inputs to generate an abstract
value at the output, in this case the network performance
of ADT in Mbps. MLM is a predictive model and is
suitable for application in situations where it is difficult to
determine the interdependencies of multidimensional
input and output in advance. Therefore, such models can
also be defined as adaptive nonlinear models. Predictive
modeling can be defined as predicting the future values of
a variable or variables based on known historical values.
Studies dealing with the modeling of virtual sensors
based on machine learning techniques have been
published in [6,7,8,9]. The subject of research in [10] is
the approximate capabilities of artificial neural networks,
and the basic principles of Wireless Sensor Networks
(WSN) are given in [14,15]. The communication of virtual
and physical sensors is based on protocols, some of which
were analyzed in [11], while the method of synthetic
expansion of insufficiently large data set (Data
Augmentation) was analyzed in [16,17].
In this paper, the main goal of the research is to create
a communication model of virtual and physical sensors
based on a multilayer perceptron for measuring one of the
most important KPIs, which is ADT. In addition, it is
necessary to create a model of a WSN for collecting
contextual data along the observed section of the
motorway, the section of the “9th January” motorway
(M9J) in the Republic of Srpska, BiH, on the route Doboj
(Db) - Banja Luka (BL).
The structure of the paper consists of eight sections
with a list of references. After the introductory section,
Section II presents the research methodology, then Section
III describes the method of collecting research data by
mobile devices as contextual sensors, and analysis of
virtual sensors in Section IV, communication of virtual
and physical sensors in Section V, the WSN model
proposal along the observed motorway section is given in
Section VI, the results of the research and discussion in
Section VII and finally conclusion in Section VIII.
II. RESEARCH METHODOLOGY
Regarding the defined goals of the research, it is
necessary to define all algorithmic steps, from data
collection for training and testing of the model to the
application, i.e. end user. Fig. 1 shows the proposed
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model, where it is possible to observe several physical
sensors that are integrated into a mobile device – a
smartphone. Based on the data obtained in this way, the
smartphone, which has the role of a mobile contextual
sensor (sensor device or sensor node) in this case,
performs their mapping into contextual data, entropically
encodes them for efficient transmission through the
mobile network, and then the data are processed at the
Cloud with a help of a virtual sensor. The measured ADT
value in this way can be used by various applications and
users. In Fig. 1, the labels x1,...x7 represent the following
contextual input/independent variables observed in this
research: x1 - Data type; x2 - Time variable – Day; x3 Instance of time variable – Period during the day; x4 Spatial unit (on the traffic segment of the motorway); x5 Received Signal Strength Indicator (RSSI); x6 - Base
station; x7 - Network technology.

Figure 1. Adaptive communication model of physical and virtual
sensors for measuring ADT values

The methodology of the research process was
implemented in several successive steps: 1) Analysis of
the mobile device as a contextual sensor and data
collection for training and testing of the model; 2)
Analysis of virtual (software) sensors; 3) Communication
analysis of physical and virtual sensors (protocols and
entropy coding); 4) Model for measuring ADT values
with a virtual sensor in which the acquisition of input data
is performed using a wireless sensor network; 5) Creating
a model of a virtual sensor based on MLM to measure the
values of ADT using the IBM SPSS software platform for
advanced statistical analysis, machine learning algorithms,
text analysis, open source extensibility, integration with
big data and seamless deployment into applications.
The second experiment was performed on an extended
data set with a total of 71053 measurements done using
sensor clusters along the observed motorway section. The
data set was obtained from the vendor of the m:tel
provider for 4G network technology using the black-box
method. Data (1801 vectors in total) were extracted from
the set for the same number of days, the same periods
during the day and the same spatial unit on the motorway
as is the case with the described experiment in which a
mobile phone was used as the basic measuring equipment.
In addition to the above three contextual variables, the
following are used as independent variables when creating
MLM models: -Total aggregate traffic per cell (in Gbit); Average value of Channel Quality Indicator (CQI); - Base
station (28 in total). The values of the variables are
averaged and given per one hour. The dependent variable
represents the average throughput per user of the
telecommunications service – ADT.
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III.

MOBILE DEVICE AS A CONTEXTUAL SENSOR

A. Contextual sensors
Taking into account that the observed independent
variables are contextual, i.e. that they are defined for a
particular context, it should be noted that this term,
according to [1], is defined as "microenvironment of
communication that allows the meaning of information or
message to be assessed as good or bad, pleasant or
unpleasant, true or false, useful or useless, permanent or
temporary, individual or joint, general or particular”.
The acquisition of the values of such variables is
performed according to Contextual Sensing (CS)
principles. There are several definitions of this term, and
in [2] it is stated that it is a "technology by which
conclusions are made about the characteristics of one or
more persons, locations, objects, situations or activities,
using this information to dynamically adapt, synchronize
situations and processes". Today, this technology is
especially present in mobile and smart systems, but also in
general, in human-machine interaction since the context is
usually determined on the basis of combining data from
several physical sensors with the help of many available
applications.
For instance, the data on the spatial unit on which the
mobile device is located is determined on the basis of GPS
coordinates. Due to the above facts, it can be said that
mobile devices are one of the best examples of ContextAware systems. Smartphones today are an indispensable
part of every segment of human life and contain many
integrated physical sensors such as GPS, accelerometer,
Bluetooth,
WiFi network
detector,
gyroscope,
magnetometer, operating system sensors, distance sensor,
ambient light sensor, microphone, camera, thermometer,
barometer, etc. that communicate with embedded software
applications such as virtual sensors.
Therefore, modern smartphones, in addition to the
roles of intelligent systems for multimodal communication
and Internet terminals, have evolved into contextual
sensor-nodes of sensor networks. In support of this, the
authors in [3] state that almost every electronic digital
device can be considered a kind of sensor. In the concept
of "smart cities" [3], the authors categorize sensors, which
allow mapping of measured physical values into
contextual data, as: 1) Technical in-situ sensors (which
measure meteorological parameters of the physical
environment - temperature, radiation, monitoring human
health, etc.); 2) Technical remote sensors (optical sensors,
cameras, thermal cameras, satellite systems); 3) Human
sensors - people as sensors (psychological parameters of
man, management in a state of disasters and incidents,
user mobility, tourism, detection of epidemics and
diseases).
B. Data collection
To create a virtual sensor based on the principles of
machine learning, it is necessary to provide a set of data
for training and testing that are structured into inputoutput vectors, which is done in an excel file within this
research. Thus, by applying the learning paradigm with
the teacher, it is first necessary to train the model, and
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then test it. Measurement of the values of seven input
contextual and one output variable was performed on the
segment of the M9J motorway, 72 km long, located
between the toll ramps Jakupovci near BL and Johovac
near Db, marked in red in Fig. 2. The M9J segment is
covered by the 3G m:tel operator signal, which has 21
base stations. within 24 spatial units of equal individual
lengths of 3 km whose endpoints are marked with blue
markers in Fig. 2.

Figure 2. Map of the road segment with 24 spatial units per 3 km long
on the 9th January motorway

The first experimental measurements were done during
2020 on the following days (31st August, 2nd September,
3rd September, 4th September, 5th September, and 7th
September 7) in two daily instances, in the morning
(between 9:00 and 11:00 h) and in the afternoon (between
17:00 and 19:00). Four types of input data (image, Google
map, audio streaming, video streaming) with a
combination of values of individual contextual variables
for individual spatial units were collected using a
smartphone Xiaomi REDMI NOTE 4X with mobile
android application Network Cell Info Lite. At the same
time, measurements of other input variables (RSSI,
Network Technology, Base Station) were done and value
vectors of independent research variables (input vector)
were obtained. The values of the dependent variable ADT
are determined by the indirect method at the end of the
measurement.
Classes of traffic in the mobile network, according to the
definition of the Organization for the Development of
International Telecommunication Standards (3GPP), by
QoS criteria: 1) Conversational traffic (voice
transmission, Talks and lectures); 2) Streaming traffic
(audio/video streaming, video telephony, telnet, voice and
video services); 3) Interactive traffic (internet search,
interactive applications such as interactive e-mail and
interactive web browsing) and 4) Background traffic
(W3, e-mail, background download, FTP, news and
Telnet, download of background files).
The known categorization of data types according to
spatial dimensions corresponds to certain traffic classes,
namely: 0-dimensional data, with a typical example of
textual or numerical data; 1-dimensional data, which have
one given dimension, and that is most commonly time
(examples are audio data); 2-dimensional data, which
have two dimensions of space and typical examples are
images and graphical data; 3-dimensional data, which
usually have two spatial and one temporal dimension [1].
The basic parameter for the analysis of QoS of individual
traffic classes is delay (one of the KPIs), but it is not the
subject of research in this paper. According to the
dimensionality and traffic class, the selected input data are
presented in Table I.
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TABLE I

SPATIAL DIMENSIONALITY AND TRAFFIC CLASSES OF
SELECTED INPUT DATA

Input data
Google Maps (176 MB)
Audio streaming (mp3
file, duration: 1:54:24
and with the size of
111.09 MB)
Image (jpg files with
the size of 100 MB)
Video streaming (mp4,
duration: 19 min. 55
seconds and with the
size of 65.27 MB)

Spatial
dimensionality
0-dimensional data

Interactive traffic

1-dimensional data

Streaming traffic

2-dimensional data

Interactive traffic

3-dimensional data

Streaming traffic

Traffic class

By conducting experimental procedures in the
described manner, a total of 233 input-output data vectors
of the research variables were collected. Experimenting
with different ratios (40%:60%; 50%:50%; 60%:40% and
70%:30%) showed that the best prediction performance is
obtained at a ratio of 70%:30%. Thus, the total data set is
divided into two parts in ratio: 70% or 163 vectors for the
adaptive predictive model training process with a
supervised learning paradigm and 30% or 70 vectors for
performance testing of developed models. The second
created MLM model uses a significantly larger data set
collected by sensor measurements and consists of 1801
input-output vectors. The total set was divided by a ratio
of 70%:30% in favor of training data or 1251 training
vectors and 550 model testing vectors.
IV. VIRTUAL SENSORS
Unlike physical sensors that are hardware, virtual
sensors are based on software solutions (soft sensors).
Their basic function is indirect measurement or estimation
of values of variables, which are not measurable or
measurement is very difficult to achieve, based on the
combination (fusion) of data obtained from several, most
often heterogeneous, physical sensors. During the creation
of a virtual sensor, the biggest problem can occur due to
insufficient knowledge of the process being modeled. In
other words, it is crucial to know the relationships and
dependencies of the output on the input. Therefore, virtual
sensors can be classified into two categories [6,7,8]: 1)
Virtual sensors based on physical models of dependence
(Model-Driven). Estimation of the value of the observed
variable is done either on the basis of known physical
models or with the help of approximation of functions and
regression techniques; 2) Virtual sensors based on
empirical models (Data-Driven). The main advantage of
such models is that they do not require prior knowledge of
the nature of the process, i.e. the interdependence of
multidimensional input space and output abstract value.
Regarding empirical models, software sensors based on
artificial neural networks, phase logic and multivariate
statistical methods are most often mentioned in the
literature [9]. In addition to the above, software sensors
based on hybrid models are listed in [9]. They combine
the advantages of the other two categories, and the most
famous examples are genetic algorithms and genetic
programming.
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The MLM on which the virtual sensor is based is
designed to approximate (a universal approximator) any
continuous function, and in addition, it can solve problems
that are not linearly separable. According to [10], it is
considered that the multilayer perceptron enables
nonlinear mapping between the input and the
corresponding output vector. Supervised learning is a
paradigm
for
MLM
training,
applying
the
Backpropagation algorithm, which uses the gradient
descent method because the goal is for the training to go
in the direction that reduces the error fastest. In addition,
backpropagation tries to eliminate it with minimal change
of weight factors.
V.

COMMUNICATION OF VIRTUAL AND PHYSICAL
SENSORS

A. Protocols
Depending on the needs of users and the purpose of
the user application itself, it generates a query that is
broadcast through the entire topology, to the final physical
devices. Those sensors that meet the query criteria
respond by sending data. The application can send
requests to a virtual sensor instantly (one-time queries),
which means at certain moments of time or periodically
(persistent queries). Therefore, a single virtual sensor can
communicate with multiple applications [11]. Two
protocols for direct communication between virtual and
physical sensors are given in [11], namely Directed
Diffusion and Cross-layer Discovery and Routing (CDR).
The Directed Diffusion protocol involves establishing
multiple routes from the node that is the source of the
query (sink) to the final sensor and selecting the best
route. This protocol is oriented towards energy saving of
sensor devices, and the CDR protocol implements almost
the same functions and principles of packet routing. It is
important to note that when choosing routes and sensors
that match the query, it must be taken into account the
basic necessary performance such as minimum delay,
maximum throughput, minimum number of signal jumps
(hops), minimum power consumption, transmission
reliability, etc. In addition to these protocols, for
communication of physical and virtual sensors, it is
possible to use any protocol that belongs to the DataCentric paradigm of communication in distributed data
processing systems [12].
B. Entropy coding of communication
The data collected using physical sensors are usually
redundant, which leads to a slowdown in speed and
congestion of the transmission process to the end user.
Such problems are solved by Entropy coding techniques
with the aim of reducing the size by compression of data
without transmitted losses. Entropy is a physical quantity,
it is a measure of uncertainty, chaos, disorder and
unpredictability of occurrence of events, states or
processes and logarithmic function is their probability.
Probability is an independent variable while entropy
function is a dependent variable which is explained in
information theory by information source statistics. as
 X , p( x) , where X represents a set of states, i.e. symbols
X={x1, …, xn}, and p(x) their individual probabilities of
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occurrence whose sum must be equal to 1. If we randomly
select a state xi with probability pi, there is a certain
uncertainty before the choice of state, and after the choice
a certain amount of information is obtained. As in
physical systems, entropy in information theory and
communication coding theory is a measure of the
uncertainty of a system, which can be expressed by an
entropy function: H ( p1 ,..., pn ) :


n

H ( X )  H  p1 ,..., pn    pi  logb pi





i 1

In the case of a binary system, the unit for entropy is a
bit/symbol.
The code means "mapping the source list symbol
sequences into the code list symbol sequences" [13].
Therefore, to each symbol emitted by the source, the
encoder assigns a string of code list symbols called a code
cipher. For a source encoder to be effective, it needs to
assign longer code ciphers to less probable symbols and
shorter code ciphers to more probable symbols. The
essential condition and explanation of entropy coding is
given by Shannon's first theorem which, basically, says
that the average length of a coding cipher must be greater
than or equal to the entropy of a discrete non-memory
source, or:


L  H  S  



where S represents the alphabet of a discrete non-memory
source, and each symbol s from the alphabet is encoded by
code ciphers of average length, which is defined as the
average number of bits assigned by the encoder to the
source symbol.
VI. WSN MODEL ON THE M9J SECTION
Unlike the model presented in Fig. 1, where data is
collected using a mobile sensor node – a smartphone, this
section proposes a topology with stationary sensor nodes
along the 9th January motorway that can be: 1) intrusive installed on or in the road itself and 2) non-intrusive usually installed next to or above the road. The sensors are
interconnected and communicate within a wireless sensor
network. Thus, the difference in the method of data
collection and transmission in relation to the proposed
model with a mobile device as a sensor comes to the fore
here. Although there are many different definitions of
wireless sensor networks, it can generally be said that they
represent a network of spatially distributed multifunctional
sensor platforms spatially located in the sensor field,
which cooperatively collect data on the network
environment (temperature, pressure, humidity, etc.) and
then they exchange and transmit them through the
network to the central node – coordinator (sink) or base
station [14]. The coordinator aggregates the collected data
and then forwards it to the external network (Internet).
The main components of a wireless sensor network are
Sensor node or sensor device, Sink node, Gateway, Base
station.
The proposed wireless sensor network topology along
the 9th January motorway segment is shown in Fig. 3.
Since it is necessary to cover a large area due to the
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motorway length itself, this topology is hierarchical
because the sensor nodes are grouped into clusters.
Otherwise, each end device would have to transmit data to
the base station, which would cause significantly faster
battery consumption and suboptimal transfers. Within a
single cluster, end devices send data to the cluster head or
coordinator (sink), and the cluster head sends the data
further to the base station/gateway of the mobile network.
It is obvious that in the topology shown, within individual
clusters, the sensor nodes are connected to the star
topology. It is possible that communication between
cluster heads and sensor devices is based on technology
(Bluetooth, WiFi) that differs from communication
technology between base station and cluster head (LoRa,
LTE). Due to the fact that communication from all end
nodes in the cluster takes place over the head of the
cluster, it is clear that this element must have higher
processing power, higher memory capacity and better
communication capabilities. Therefore, the coordinator
(sink) is in charge of controlling communication and
aggregating data from individual sensors [15].

Figure 3. Proposed topology of wireless sensor network along M9J

Within each of the 24 spatial units 3 km long along the
motorway, one sensor cluster can be formed. It is
necessary to choose a smaller number (several) sensors in
the cluster, spatially located at equal distances from each
other, which will acquire the values of variables with a
short sampling period due to rapid changes in radio
conditions.
VII. RESULTS OF TRAINING AND TESTING OF MLM
AND DISCUSSION
In this section, the results of training and testing of the
final MLM model, generated on the IBM SPSS software
platform with the parameters of the highest accuracy of
ADT value prediction, are presented textually and
graphically.
The first step in creating an MLM model is to rescale
the input values or reduce them to the same range. In the
case of the selected final model, the standardization
method has been used according to which the variables are
rescaled so that they have an arithmetic mean equal to 0
and a standard deviation equal to 1. In the second step, the
total data set is divided into 70% for training and 30% for
testing (163:70 input-output vectors). The selection of
model architecture is made in the third step. The final
model has two hidden layers with 10 neurons in each with
an output function of the hyperbolic tangent shape: f (x) =
tanh x (Fig. 4). In the next step, the training parameters of
the multilayer perceptron are set so that the weighting
factors are adjusted after processing each individual
input/output vector from the training set (individual or
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online
learning).
The
training
algorithm
is
backpropagation, and the Initial Learning Rate is set at
0.4. The criterion for stopping the training algorithm is a
time period of 15 minutes or five consecutive steps
(iterations) without reducing the error. The maximum
number of epochs is determined automatically. Training
and testing of the final model is done according to
previously defined parameters. IBM SPSS generates
results with numerically expressed model performance,
which represent the relative accuracy criteria based on
which the MLM model is selected. The relative error (RE)
of the model testing is a dimensionless value and is 0.684.
The performance of the predictive model can be
improved by the DA methods, which involves the
generation of synthetic data based on already available
ones [16,17]. In this paper, the Autoencoder network is
used to expand the basic set, which has seven inputs,
according to [18] five nodes in the hidden layer and seven
nodes in the output layer, while the activation functions
have a sigmoid shape. In this way, based on the 233
input/output vectors at the Autoencoder input, the same
number of vectors is obtained at the output, and they are
further divided into training and testing data, and joined to
the corresponding pre-existing sets. Therefore, once
described by the iteration, the existing data set is doubled.
A total of three iterations were realized and for each
increase in the basic set, the value of the relative testing
error was registered. Based on the analysis of the
correction of the RE model in Fig. 5, there is an evident
trend of decreasing the value of RE testing with increasing
number of iterations, which means an increase in the
accuracy of the model. In practice, this increase in the data
set simulates several field measurements performed,
which are described in the Methodology section. A linear
function describing the decline of RE can be
mathematically modeled with the equation:
y  0, 0449 x  0, 7435

(3)

This mathematical model gives a value of R2 = 0.9324,
qualitatively very high, according to the Chaddock scale,
presented in Table II. [19, 20].
TABLE II.

CHADDOCK SCALE

Determination coefficient
0.1–0.3
0.3–0.5

Qualitative characteristic
Weak
Moderate

0.5–0.7

Salient

0.7–0.9

High

0.9–0.99

Very High

Figure 4. MLM model architecture
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[2]
[3]

[4]

[5]

Figure 5. The declining trend of RE values with increasing data set

The MLM model with an extended data set, with the
same parameters as in the first case, shows an RE equal to
0.323 when tested. Based on this, it can be concluded that
the predictive model, which uses 7.7 times larger set with
real data for training and testing, shows a significantly
higher degree of prediction accuracy. Table III shows a
comparison of performances of the two created MLM
models.
TABLE III. COMPARISON OF PERFORMANCES OF CREATED
MLM MODELS
Training
data set
(number of
vectors)
163
1251

Testing data
set (number
of vectors)

RE testing of
MLM
models

70
550

0.684
0.323

RE testing of
MLM models with
DA (three
iterations) method
0.556
-

VIII. CONCLUSION
The paper presents a methodology for indirect
measurement of ADT values based on an MLM. ADT is a
very important KPI and its prediction is significant in
terms of resource expansion, network development and
user requirements in the future. The results of training and
testing of the model indicate that the data set collected in
the first experiment with one mobile device is not
extensive enough to reliably conclude about its validity,
but by applying the DA method, the relative error can be
obviously reduced. In another experiment, when the set of
research data was increased several times, it was shown to
drastically decrease RE, which means that R2 increases.
The prediction results are significantly better even than the
results obtained by applying the DA method in the first
experiment. The presented model of wireless sensor
network along the M9J can be used as a platform for
further development and improvement of traffic in the
operator's mobile networks. The results of the research
enable a better analysis of network performance for future
traffic planning and design in networks. Since the research
was spatially related to a very important road and key
mobile network in that area, it gives this paper an
additional practical significance in the dimension of MLM
quality to improve the communication of virtual and
physical sensors.
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Abstract - NETCONF is an important component of SDN
(Software Defined Networking) architecture (as defined in
RFC 7426) and network programmability and automation.
ETF has defined the NETCONF (Network Configuration
Protocol) standard in RFC 4741 in December 2006 and
improved it in June 2011 in RFC 6241 (which is the
currently active standard). NETCONF was created based on
the requests of the network operators (defined in RFC 3535
in June 2002) for a standard protocol for the configuration
of network devices. NETCONF defines the mechanisms of
installing, manipulating, and deleting the network device
configurations. NETCONF uses RPC messages, SSH for the
transfer of messages between the server and the client; it has
its defined set of operations and it uses YANG for data
modelling. NETCONF defines the initial basic set of
operations and additional capabilities. Capabilities are
additional functions of the NETCONF device (of client and
server) that may but do not have to be implemented by the
network devices. In this paper will be shown an overview of
the capabilities of NETCONF protocol. The objective of this
paper is to present the results of the interoperability lab
where the support for NETCONF capabilities have been
tested on router/switch (R/S) devices of major network
equipment manufacturers. This paper describes the test
environment and how the laboratory testing of the
NETCONF capabilities of virtual network R/S devices was
performed.
Keywords – NETCONF; interoperability; SDN; network
programmability; automation

I.
INTRODUCTION
In June 2002 Internet Architecture Board and the most
important members of Internet Engineering Task Force
(IETF) community for networking control held a meeting
with the network operators. The results of the meeting
have been documented in RFC 3535. It showed that the
network operators were using CLI (Command line
interface) user interfaces of network equipment
manufacturers for the configuration of devices, i.e.
console operating method and telnet/SSH protocols. The
advantage of such operating method is that it is textoriented, unlike BER (Basic Encoding Rules), i.e. ASN.1
coded method of Simple Network Management protocol
(SNMP) [1].
In order to satisfy the requirements in RFC 3535 the
first version of NETCONF protocol was developed,
defined in RFC 4741 published in December 2006.
NETCONF protocol was then improved in June 2011 in
RFC 6241 [2] [3].
NETCONF provides the mechanism of installation,

manipulation, and deletion of network devices
configuration. NETCONF protocol is divided into four
layers [6]:
•

secure transport layer: provides secure and
reliable transmission of messages between the
client and the server.

•

messages layer: describes the coding mechanism
of remote procedure call (RPC) and notification.

•

operations layer: defines a group of basic
operations of the protocol that allow retrieval and
editing of configuration data. Table I presents the
basic operations of NETCONF protocol.

•

content layer: consists of configuration data and
notification data. NETCONF protocol does not
deal with the contents layer in its RFC
documents, but rather a separated protocol has
been made, titled YANG. YANG is defined in
RFC 6020, and RFC 6021 presents the types of
data [2].

Basic NETCONF functionalities can be expanded by
defining additional possibilities (NETCONF capabilities)
while establishing the session between the client and the
server. NETCONF allows a client to discover the set of
protocol extensions supported by a server. These
capabilities permit the client to adjust its behaviour to take
advantage of the features exposed by the device. The
capability definitions can be easily extended in
noncentralized manner [3].
Capabilities are additional functions of the NETCONF

TABLE I. NETCONF OPERATIONS [3]
Operation
<get>
<get-config>
<edit-config>
<copy-config>
<delete-config>
<lock>
<unlock>
<close-session>
<kill-session>

Description
Retrieve running configuration and device state
information
Retrieve all or part of a specified configuration
datastore
Edit a configuration datastore by creating,
deleting, merging or replacing content
Copy an entire configuration datastore to
another configuration datastore
Delete a configuration datastore
Lock an entire configuration datastore of a
device
Release a configuration datastore lock
previously obtained with the <lock> operation
Request graceful termination of a NETCONF
session
Force the termination of a NETCONF session

University of Applied Sciences Velika Gorica, Velika Gorica,
Croatia
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device (of client and server) that may but do not have to
be implemented by vendor on the network devices.
In the first part of this paper will be presented an
overview of the capabilities of NETCONF protocol. The
objective of this paper is to present the results of the
interoperability lab where the support for NETCONF
capabilities have been tested on router/switch (R/S)
devices of major network equipment manufacturers.
II.

NETCONF CAPABILITIES

The NETCONF protocol provides a small set of lowlevel operations to manage device configurations and
retrieve device state information. The base protocol
provides operations to retrieve, configure, copy, and delete
configuration datastores. Additional operations are
provided, based on the capabilities advertised by the
device [3].
A NETCONF capability is a set of functionality that
supplements the base NETCONF specification.
Capabilities augment the base operations of the device,
describing both additional operations and the content
allowed inside operations. The client can discover the
server’s capabilities and use any additional operations,
parameters, and content defined by those capabilities [3].
The NETCONF capability is identified by a uniform
resource identifier (URI) defined in RFC3986. The base

capabilities are defined using URNs following the method
described in RFC3553 and have the following format:
urn:ietf:params:netconf:capability:{name}:1.x
where {name} is the name of the capability. Capabilities
are often referenced using the shorthand :{name}[3].
Capabilities are advertised in messages sent by each
peer during NETCONF session establishment. When the
NETCONF session is opened, each peer (both client and
server) must send a <hello> element containing a list of
that peer’s capabilities. Each peer (client and server)
advertises its capabilities by sending them during this
initial capabilities exchange. Each peer needs to
understand only those capabilities that it might use and
must ignore any capability received from the other peer
that it does not require or does not understand [3].
Additional capabilities can be defined using the
template in RFC6241. Future capability definitions can be
published as standards by standards bodies or published as
proprietary extensions [3].
Table II. presents the current list of NETCONF
capabilities and appropriate RFC documents where they
are defined.
III. POSSIBILITIES OF NETCONF PROTOCOL
NETCONF standard offers the following possibilities

TABLE II. CURRENT LIST OF NETCONF CAPABILITIES [4]
Capability
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Capability Identifier

Reference

:writable-running

urn:ietf:params:netconf:capability:writable-running:1.0

[RFC6241]

:candidate

urn:ietf:params:netconf:capability:candidate:1.0

[RFC6241]

:confirmed-commit

urn:ietf:params:netconf:capability:confirmed-commit:1.0

[RFC4741]

:confirmed-commit:1.1

urn:ietf:params:netconf:capability:confirmed-commit:1.1

[RFC6241]

:rollback-on-error

urn:ietf:params:netconf:capability:rollback-on-error:1.0

[RFC6241]

:validate

urn:ietf:params:netconf:capability:validate:1.0

[RFC4741]

:validate:1.1

urn:ietf:params:netconf:capability:validate:1.1

[RFC6241]

:startup

urn:ietf:params:netconf:capability:startup:1.0

[RFC6241]

:url

urn:ietf:params:netconf:capability:url:1.0

[RFC6241]

:xpath

urn:ietf:params:netconf:capability:xpath:1.0

[RFC6241]

:notification

urn:ietf:params:netconf:capability:notification:1.0

[RFC5277]

:interleave

urn:ietf:params:netconf:capability:interleave:1.0

[RFC5277]

:partial-lock

urn:ietf:params:netconf:capability:partial-lock:1.0

[RFC5717]

:with-defaults

urn:ietf:params:netconf:capability:with-defaults:1.0

[RFC6243]

:base:1.0

urn:ietf:params:netconf:base:1.0

[RFC4741]
[RFC6241]

:base:1.1

urn:ietf:params:netconf:base:1.1

[RFC6241]

:time:1.0

urn:ietf:params:netconf:capability:time:1.0

[RFC7758]

:yang-library

urn:ietf:params:netconf:capability:yang-library:1.0

[RFC7950]

:yang-library:1.1

urn:ietf:params:netconf:capability:yang-library:1.1

[RFC8526]

:with-operational-defaults

urn:ietf:params:netconf:capability:with-operational-defaults:1.0

[RFC8526]
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•

type of device (e.g. router, switch) and its model;

NETCONF as a standard-based solution for
configuration management over remote IP access
to R/S device because the structure of commands
and data is the same for all vendors.

•

size (capacity) of device (e.g. small home router,
backbone ISP router);

•

vendor (e.g. Cisco, Juniper, …);

NETCONF as a standard-based solution for
configuration management because of providing
the automated and programmable network
operations which replaces the process of manual
configuration and so significantly decreases the
possibility of human error.

•

device operating system (IOS, JUNOS, …);

•

operating system version.

and advantages [5]:
1.

2.

3.

NETCONF because of making a clear distinction
between configuration and operational data.

4.

Possibility of partial configuration of a network
device that is offered by NETCONF. NETCONF
achieves by using XML language and “XML
subtree filtering” function.

5.

6.

Possibility of validation a configuration prior to
implementation that is offered by NETCONF.
NETCONF
achieves
validation
of
the
configuration datastore by using the capability
<validate>
Possibility of locking a configuration datastore
offered by NETCONF. NETCONF operations
“lock” and “unlock” protect from simultaneous
change of configuration datastore from several
sources (for example by access of other user with
NETCONF session, CLI or SNMP protocol).

7.

“Backup & Restore” possibility offered by
NETCONF. NETCONF achieves by (1)
manipulation of different configuration datastores
(<running>, <candidate>, <startup> and backup)
and (2) by using the “Rollback-on-Error”
capability.

8.

Possibility of network-wide configuration offered
by NETCONF. NETCONF achieves by using
different configuration datastore (<running>,
<candidate>, <startup> and backup) and with
operations “lock” and “unlock”.

Most of the above listed NETCONF advantages and
possibilities are obtained by using NETCONF capabilities.
IV.

VENDORS INFORMATION ABOUT NETCONF
IMPLEMENTATION

Two types of devices in computer networks are
distinguished [5] [9]:
•

end devices: examples are computer, server or IP
phone;

•

intermediate device: examples are hub, switch,
router, firewall or gateway.

All today’s computer networks are based on two most
widely spread types of intermediate devices: switch and
router. The switch performs its basic functions on the OSI
model data layer, whereas the router performs its basic
functions on the network layer [9].
Support of an R/S (router/switch) device for
NETCONF by the vendor depends on the parameters of
this device (type of device, device model, type of
operating system, operating system version, group of
supported functionalities of the operating system) [5].
Because of frequent changes of these parameters it is
not possible to determine which R/S network devices
support NETCONF and in which software version, and
the results change almost daily [5].
An example is the support for NETCONF for Cisco
devices. Cisco uses Cisco Feature Navigator application
which makes it possible to determine which R/S devices
support the NETCONF standard.
Figure 1 shows the example of using Cisco Feature
Navigator application in determining the implementation
of the NETCONF standard on Cisco devices. Of all the
features that are available in the bottom left window, the
NETCONF Protocol (6241) has been selected. The bottom
left window shows which Platforms (types and models of
devices) support NETCONF in IOS XE type of operating
system. For the selected Platform of device (router, model
ASR1002-HX) the bottom right window shows all
software releases that support NETCONF, their
requirements for DRAM and Flash memory, as well as the
software image.[5]

Network devices differ among themselves regarding
[5]:
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Figure 1 – Cisco Feature Navigator [6]

List of all the devices and their software releases that
support NETCONF by the vendor, changes almost daily
due to a large number of device models and software
versions (e.g. very often a feature is added to certain
software versions and devices requested by major users).
Therefore, it is not possible from the vendor’s
documentation
to
determine
the
quantitative
implementation of the NETCONF standard on the
vendor’s devices (e.g. percentage of devices that support
NETCONF and which capabilities are implemented).
The implementation of the NETCONF standard is
determined in [5][7] through research from the
information obtained from the vendors (through
interviews) and the users (through interviews and
questionnaires). The objective of [4] was to present the
results of the interoperability lab where the support for
NETCONF capabilities have been tested on R/S devices
of major worldwide network equipment manufacturers.
V.

INTEROPERABILITY LAB TEST

A. Selection of R/S vendors for lab test
For interoperability lab test the vendors with the
highest market share of R/S devices have been selected.
Table III. shows the condition on the market of R/S
network devices in Croatia based on the research carried
out by means of a user questionnaire in [5][7]. It can be
seen from the Table III. that there are four vendors most
represented by the users in Croatia: Cisco (49.54%), HPE
(14.05%), Huawei (9.61%) and Juniper Networks
(8.87%) [5][7].
The above information of R/S market share is for
Croatia. Similar results are for R/S worldwide market
share as shown in IDC report [8]:

•

The worldwide Ethernet switch market share for
Q1 2019 is: Cisco 53.7%, Huawei 8.9%, Arista
Networks 7.5%, HPE 5.3%, Juniper 2.6%, others
22%.

•

The worldwide combined SP and enterprise router
market share for Q1 2019 is: Cisco 42.4%,
Huawei 24.5%, Juniper 10.4%, others 22.7%.

In the lab have been tested R/S devices by Cisco,
Juniper Networks and HPE, while Huawei did not make
its software available for NETCONF testing. Together,
they cover 72.46% of the market of R/S devices in
Croatia.
B. Tested R/S devices and software releases
Table IV. shows the list of tested virtual R/S devices:
device manufacturer (vendor), model of the device
TABLE III. MARKET SHARE OF R/S VENDORS IN CROATIA
(USER QUESTIONNAIRE) [5][7]
Vendor

%

Cisco

49.54

Hewlett Packard Enterprise (HPE)

14.05

Huawei

9.61

Juniper Networks

8.87

Extreme Networks

4.62

Others

13.31
Total:
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TABLE IV. LAB TEST: R/S DEVICES AND SOFTWARE VERSIONS [4]
Vendor

Platform

OS

Version

Release date

Cisco

Cisco CRS1000v

Cisco IOS XE

16.9.3

Mar 20 2019

Cisco

Cisco IOS XRv 9000

Cisco IOS XR

6.5.3

Mar 26 2019

Cisco

Cisco Nexus 9000v

Cisco NX-OS

7.0(3)I7(6)

Mar 05 2019

Juniper Networks

Juniper vMX

JUNOS OS

19.1R1.6

Apr 17 2019

HPE

HPE VSR1001

HPE Comware

7.1.064

Jun 13 2017

(platform), type of operating system (OS) used on the
device, installed OS version and its date of release.
There has been tested three different platforms by
Cisco, each of them with different type of OS (currently
Cisco implements three different types of operating
system: IOS XE, IOS XR and NX-IOS). [4]
All versions of the software releases that are tested in
the lab are for virtual machines and they are released in
2019, except of HPE software that is from 2017 (anyway
it was the most recent software for HPE platform).
All OS software used in test lab were downloaded
from the vendors’ web pages and they were the latest
available when the lab testing has been performed (in
August 2019).
C. Test environment
Figure 2 shows the test environment that consists of
NETCONF client and virtual routers and switches.
MG-SOFT NetConf Browser Professional Edition
was installed on laptop and has been used in lab test as
NETCONF client.
Virtual routers and switches in the test lab had the
function of NETCONF servers. EVE-NG and VMware
Workstation 15 Player were used to create virtual R/S
devices. EVE-NG was installed on virtual server in
VMware vSphere virtual environment. VMware
Workstation 15 Player was installed on the same laptop
as NETCONF client. EVE-NG was used to create virtual
routers Cisco IOS XRv 9000 and Cisco CSR 1000v, as
well as virtual switch Cisco Nexus 9000v. VMware
Workstation 15 Player was used to activate virtual
devices Juniper Networks vMX Virtual Router and HPE

Figure 2 – Test environment [4]
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VSR1000 Virtual Services Router. [4]
D. Test results
Figure 3 shows the result of the lab test: the list of
supported capabilities for each tested virtual R/S device.
From the lab test results can be noticed that all three
tested Cisco devices support both :base:1.0 and :base:1.1
version of NETCONF protocol, while Juniper Networks
and HPE devices support only :base:1.0 version of
NETCONF protocol.
Among the tested virtual R/S devices, Cisco CSR
1000v switch supports the highest number of NETCONF
capabilities and it is only device that supports :yanglibrary.
None of tested virtual R/S devices does not support the
following NETCONF capabilities: :startup, :partial-lock,
:time:1.0, yang-library:1.1, :with-optional-defaults. [4]
VI.

CONCLUSION

NETCONF standard defines basic operation set and
additional capabilities. Most of the listed NETCONF
advantages and possibilities in this article are obtained by
using NETCONF capabilities.
In the research [5][7] optional implementation of
NETCONF capabilities has been recognized by most of
the customers as disadvantage, although some of them see
this NETCONF feature as advantage (as it offers

Figure 3 – Test results: supported capabilities on R/S devices [4]
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flexibility in customer implementation).
It can be very frustrating for the customers in
situations where customer could have in their network R/S
devices with support of NETCONF standard, but cannot
obtain all advantages and possibilities that would be
available with all NETCONF capabilities (for example
“backup & restore” or network-wide configuration).
The lab test of five different platforms by major
worldwide network vendors have shown that:
•

all tested R/S devices have support for :base1.0
capability;

•

None of tested R/S devices does not support all
available capabilities of NETCONF protocol;

•

R/S devices from different vendors support
different set of NETCONF capabilities;

•

different platforms of the same vendor do not
support the same set of NETCONF capabilities.

Capabilities are additional functions of devices which
may, but do not have to be implemented. On this way
NETCONF standard gives a possibility to the vendors not
to implement all capabilities, and in this case many of
NETCONF advantages could not be used by users.
From the results of lab test it can be seen than some
vendors invest more in network programmability
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approach in order to obtain improved solutions for
automated network management.
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Abstract – Network management correlates data from
different sources. It enables integrated view on
telecommunication network and service status to network
personnel. Typically, the same management data are used
by number of network management platforms and tools.
Unfortunately, these data are very often collected in
parallel, from the same sources. It overloads network and
network management systems.
In this paper we have proposed an MQTT-like architecture
of network management system. MQTT is a protocol that
uses a publish and subscribe model. It allows „publisher“ to
send messages belonging to specific topic to one or multiple
„subscribers“ that are subscribed to the topic. However,
there is no direct connection between these entities. Central
point of MQTT architecture is a „broker“, acting as router
between publishers and subscribers.
In architecture proposed, publishers are software agents
collecting data from managed objects (network elements).
Data are published to subscribed entities (e.g., network
management applications). Every subscriber can process
data received and publish processing results, acting as a
publisher of data from higher abstraction level.
Main improvement of MQTT architecture is that broker
can store published data for a certain amount of time. This
promotes broker as a central point from which is possible to
obtain management data. In the case of crisis (e.g.,
earthquake or flooding), proposed architecture allows
external stakeholders to obtain data about network
availability in real-time manner.

Figure 1. Service spreading over network resources.

Service level agreements (SLA) concluded between
telecom operators and their subscribers should guarantee
service quality level and minimum service availability
time during predefined period (e.g., year).
Knowing about network problems that can degrade
quality of service guaranteed to customers can preserve
operator of service level agreement violation.
Network management data should be tied and
correlated with data from different sources, such as
inventory management and service architecture data,
help-desk data (e.g., complaints from customers), end-toend testing results, KPI threshold violations from
performance management systems etc. [2] (Figure 2):

Keywords – MQTT, network management architecture,
publish and subscribe.

I.

INTRODUCTION

Telecommunication network is an infrastructure
typically designed and implemented by telecom
operators. However, main goal of telecom operators is
not to set up network itself; rather, they are interested in
using network as the infrastructure for service
deployment while services are “goods” that operators
offer to their customers. Based on that, terms “service
management” and “service level agreement” became very
important to telecom operators.
Services are dispersed through the whole network
allocating different network resources [1]. It means that
service availability depends on availability of different
network resources as well as network architecture itself.
Service management is partially based on network
management data (Figure 1):
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Figure 2. Service structure: general approach.
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It leads us toward conclusion that the same network
management data are going to be used by number of
different service management applications since service
management is positioned above network management in
Telecommunication Management Network (TMN)
pyramid [2],[3] (Figure 3).

approach can be realized using Constrained Application
Protocol (CoAP). One of the main differences between
MQTT and CoAP can be found in the transport layer of
the OSI model. MQTT runs on top of the Transmission
Control Protocol (TCP) while CoAP runs on top of the
User Datagram Protocol (UDP). Although UDP is not
reliable, CoAP provides its own reliability mechanism
using „confirmable messages“ and „non-confirmable
messages“ [11]. Many IoT protocols support single-topic
messaging. This type of messaging implies that only one
topic can be sent per message. In [12] an IoT message
protocol that supports multi-topic messaging is proposed.
Authors presented protocol with less delay and lower
traffic for multi-topics compared to the MQTT. The
general IoT architecture is based on real-time operating
system (RTOS).
II.

Figure 3. Service management in TMN pyramid.

For example, in UMTS (3G) network architecture
radio network controller (RNC) controls number of
NodeB nodes. Example of network management data for
radio network controller is number of operational NodeB
elements as well as state of every NodeB network
element.
Since these network elements are part of UMTS
Terrestrial Radio Access Network (UTRAN), its
operational status will have an impact on different
services provided by telecom operator.
Main idea presented in this paper is to propose
network management architecture based on MQTT
principles that will allow one-time “publishing” of
network management data that can be used (immediately
or later) by different service management applications.
Paper is structured as follows: first we will present
short introduction together with related work. After that,
we are going to present the network management
architecture overview. For this purpose, MQTT protocol
and its architecture will be briefly described. Finally, we
have touched basic implementation aspects of
architecture presented.
A. Related work
MQTT is very known protocol widely used in Internet
of Things (IoT) computing concept describing objects
that can deliver information over Internet. Usage of
MQTT protocol in IoT paradigm is described in many
papers [8], [9], [10], [11]. For Internet connected devices
there are many cloud providers offering connectivity
between devices and the cloud. MQTT integration with
cloud services is described in [5]. Amazon Web Services
for Internet of Things (AWS IoT) can collect data from
many different devices and connect them to endpoints for
other tools, like network management solutions.
Implementation of such system using MQTT is described
in [4]. In this paper we have proposed an MQTT-like
architecture of network management system. Similar
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MQTT OVERVIEW

A. MQTT
MQTT is a Machine to Machine (M2M) Internet of
Things lightweight connectivity protocol. Small code
footprint makes it suitable to implement in small devices.
Further, protocol fulfills requirements for low power
consumption, low bandwidth consumption and low
latency [4].
However, advantages mentioned above are not crucial
for MQTT appearance in network management
architecture proposed in this paper. The most important
characteristic of MQTT in context of this architecture is
the fact that it uses a publish and subscribe pattern for
transmitting and receiving messages between its
communication entities, such as devices and applications
(e.g., gateways or servers).
Presentation
device

Data source

MQTT Server (broker)
MQTT
message
MQTT Client
(publisher)

Subscription on topic

MQTT
message
MQTT Client
(subsriber)

TCP/IP network

Figure 4. MQTT architecture.

An MQTT server called a „broker” is in the core of
MQTT architecture. Devices connected to the broker are
known as „clients”. Broker acts as a router, handling data
exchange between clients.
Data exchanged between clients are classified (based
on its content) within one of possible classes, called
„topics”.
When client wants to distribute data, it publishes data
classified within certain topic (client is „publisher“).
Broker sends data received to all clients that have
expressed interest to that topic. Interest is expressed by
previous subscription to certain topic. All clients
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receiving topic data are known as „subscribers“ to certain
topic (Figure 4) [5]. MQTT client acting as publisher of
some topic can acts as subscriber to another topic.
There are several important MQTT aspects that must
be considered [6]:
1) Clients do not have addresses like in email
systems, and messages are not sent to clients.
2) Messages are published to a broker on a topic.
3) The job of an MQTT broker is to filter messages
based on topic, and then distribute them to
subscribers.
4) A client can receive these messages by
subscribing to that topic on the same broker.
5) There is no direct connection between a
publisher and subscriber.
6) All clients can publish (broadcast) and subscribe
(receive).
7) MQTT brokers do not normally store messages.
For both publishers and subscribers, it is not necessary
to have fixed network addresses; rather, both must know
broker address. Broker will take care about specific
message to be delivered to all sides interested in specific
topic. When publisher publishes message, its job is done.
Further, it is not necessary to have direct connection
between communicating entities. In the case of complex
network with high security level, number of firewalls and
restrictions, it can be very important feature.
Client can receive data as subscriber, but also to send
data as publisher at the same time. It allows client to act
as a data processor. One client (subscriber and publisher
at the same time) can receive data from lower abstraction
level and publish processing result to be available to other
clients (subscribers) on higher abstraction level.
B. MQTT topics
MQTT topic is very important part of MQTT
architecture. Topic allows clients to address specific data
that are of importance to client (it allows data filtration).
Rather than knowing data source, client must know data
specification – which data are important to the client.
MQTT topics are a form of addressing that allows MQTT
clients to share information.
Topic is text, structured in hierarchical manner, like
folders and files on hard-disc. Forward slash (/) is used as
a delimiter of textual topic parts.
This mechanism allows creation of user friendly and
self-descriptive naming structures. For instance:
/students/1st year/Ivan Horvat
When referring to the topic, client can use wild cards,
for one or multi-level replacement. For instance:
/students/+/Ivan Horvat
has meaning “all students named Ivan Horvat from
any year” (one level replacement). On the other hand:
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/students/#
has meaning “all students” (multi-level replacement).
C. MQTT architecture and network management
As mentioned above, there are number of network
elements which are sources of network management data
used in service management process. Number of service
management applications very often collect network
management data simultaneously, doing redundant job
and overloading network resources.
The main idea how to use MQTT benefits in network
and service management process is to establish stable
broker application. Collectors of network management
data as well as processors of data collected can act as
both subscribers and publishers. Management
presentation tools can approach any kind of management
data by subscribing to specific topic.
Management data can be described by topic structure,
very similar as object identificators in Simple Network
Management Protocol (SNMP) protocol [7].
III.

MQTT NETWORK MANAGEMENT ARCHITECTURE

Proposed
MQTT-like
network
management
architecture, together with managed network part is
shown on figure 5.
On the bottom, there is part of radio access network,
covering 2G and 3G mobile network. These parts are well
structured. Every network technology has its own
controller (BSC – Base Station Controller for 2G and
RNC – Radio Network Controller for 3G network). Every
controller has number of underlying network elements
(BTS – Base Transceiver Station for 2G or NodeB for
3G).
Management data are collected by network
management data collecting modules (1). These modules
act on “north” side as publishers publishing network
management data to clients (2). Any client can be
subscribed to specific topic (3) and, after data processing,
can “return” processed data as publisher (4). Processed
data can be used by client applications, acting as
subscribers (5). Data processing can be done in number
of iterative and parallel steps, which means steps 3 and 4
can be repeated number of times, even simultaneously.
Normally, MQTT brokers do not store messages.
However, messages in our architecture carry network
management data. All published data must have been
stored at broker side for certain amount of time. That
amount is not fixed and will be related to data topic. For
instance, network configuration data reliable even days
after has been set while alarming data becomes unreliable
after couple of minutes. Parameter Time To Live (TTL)
is introduced to cope with data reliability issue (see
section “Implementation aspects”). It allows defining of
time frame within data are reliable. Unreliable data are
discarded.
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Network and service
managementt GUI
applications, alerters,
etc

presents radio network controller RNC1. Here we can
define number of attributes belonging to the RNC1. For
instance:
/RAN/3G/RNC/RNC1/GPS location

5

/RAN/3G/RNC/RNC1/Number of NodeBs
/RAN/3G/RNC/RNC1/Number of Operational NodeBs
/RAN/3G/RNC/RNC1/Number of Halted NodeBs
Broker

Further, NodeBs can be shown as own topics:
/RAN/3G/RNC/RNC1/NodeB 1-1
4

3

Network management
data filtration,
correlation… modules

1

Network management
data collecting modules

Radio access network
2G

3G

BSC 1

RNC 1

BTS 1‐1

NodeB 1‐1

BTS 1‐2

NodeB 1‐2

BTS 1‐3

NodeB 1‐3

RNC 2
NodeB 2‐1

Figure 5. MQTT-like network management architecture.

A. Network management topics
Since network has hierarchical structure, it is suitable
to be described by topics. For instance, part of radio
access network from the figure 5 can be described as
follows.
/RAN
presents radio access network itself.

/RAN/2G
/RAN/3G
presents 2G and 3G network.
/RAN/3G/RNC/RNC1
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together with appropriate attributes:
/RAN/3G/RNC/RNC1/NodeB 1-1/Operational state=OPER
/RAN/3G/RNC/RNC1/NodeB 1-1/Admin state=UNLOCKED

At the lowest level, network management data
collection modules collect data about operational and
administrative state of NodeBs. After data are published,
subscribed correlation module will count total number
and number of operational NodeBs for specific RNC.
These aggregated data will be published and available
later for any interested modules.
For managed network, “dictionary” of all possible
management topics must be created and must be available
to all clients. It defines interface from subscribers to
network and service management data. Subscribers must
know broker address only as well as description of topic
in which they are interested.
B. Implementation aspects
Topic structure as described in previous section
integrates network inventory data with real-time network
management data. For instance, total number of NodeBs
for one RNC is inventory data and is rarely changed. On
the other hand, number of operational NodeBs is
dynamically changed, based on current network status.
Sudden storm can drastically decrease this attribute in a
couple of minutes.
One client may wish to collect inventory data at startup
and then to continue following new messages related to
specific topic. Hence, it is necessary to extend MQTT
protocol introducing message buffering. This will allow
clients to collect even previously published data.
However, it leads us to the question: “how reliable my
data are?”. In order to ensure data reliability, we have
introduced Time To Live (TTL) attribute to every topic.
For instance, inventory data can be refreshed once per
day, with TTL=24 hours. Dynamic data, such as number
of operational NodeBs must be collected and recalculated
on minute basis. Hence TTL should be measured in
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minutes. All published and stored data will be discarded
after TTL has expired.
C. Existing management tool comparison
There are number of network management tools
collecting and offering network management data to
interested parts. These data are usually accessible through
Application Programming Interface (API). There are
number of protocols that can be used for API
implementation such as SNMP or SOAP. However, if we
want to collect data from different network parts via
SNMP protocol, we must be familiar with network
management data structure for every collecting process.
Main idea of proposed architecture is top serve as a
central network management data warehouse, where
interested parts can find data needed using simple
communication protocol and even simpler network
management structure description.
Proposed network management architecture should act
as an “umbrella” system, covering different network
management data types. User of that system is focused on
data type needed (described by human readable “topic” in
this architecture), rather than technical aspects of data
collection.
IV.

NETWORK MANAGEMENT ARCHITECTURE
IMPLEMENTATION

Proposed architecture is implemented in javascript
programming language with NodeJS and Mosca library.
It is running in NodeJS Environment.

Figure 6. Network management broker – topic presentation.

This is standard architecture since MQTT is part of
MOSCA. However, we have extended “regular”
architecture with both MQTT extensions we mentioned
above: message buffering and TTL. Topic dictionary is
created and is available for editing through graphical user
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interface (Figure 6). It is mandatory part of broker
application in this network management architecture
since topic dictionary serves as description of interface
from subscribers to published network management data.
For publishing and retrieving messages, simple API is
developed. Using this API 3rd party applications can be
very simple integrated in network management
architecture proposed.
V.

CONCLUSION

In this paper, we have presented an MQTT-like
architecture of network management system. Using
MQTT terminology, “publishers” are applications
collecting data from network elements. Data are published
to “subscribers”, subscribed entities that can process data
received and re-publish processing results. All these
transactions are handled by “broker”.
Main improvement of MQTT architecture is that
broker can store published data for a certain amount of
time. This promotes broker as a central point from which
is possible to obtain management data. To make
previously publish data reliable, we have introduced TTL
parameter connected to every specific topic. Proof of
concept implementation is done describing part of Radio
Access Network.
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Abstract - The paper deals with the use of WebP image
format on web pages within the Croatian domain (.hr).
Overview of usual image formats, JPEG, PNG, GIF and
SVG, is given, but the emphasis is on the WebP format, which
is the topic of the research. Its main features are described
and how images are converted to WebP format from other
formats, as well as the ways of using WebP format on web
pages are listed. For the purposes of the research, a tool for
collecting WebP images from web pages was developed. The
mentioned tool found, identified and downloaded WebP
images from the home pages of network sites within the .hr
domain. Image data was stored in a database so that it could
be analyzed further. The research showed that 1.04% (872
web pages) with the Croatian domain (.hr) use the WebP
image file format. The largest number of web pages, 371 of
them, use between two and five WebP images, while the
smallest number of pages (ten of them) use over 50 WebP
images. A manual review of web pages that have a larger
number of WebP images leads to the conclusion that web
shops mostly use this format. Furthermore, a review of WebP
images showed that WebP is mostly used in cases where
compression with data loss is suitable, for example, for
photos.
Keywords – webp format, images, .hr domain

I.

INTRODUCTION

The WebP image file format was created after Google
bought On2 Technologies, a company that worked on
various video compression technologies. This served as
the basis on which Google developed two new formats,
WebP and WebM (audiovisual format) [1]. The WebP file
format was introduced in 2010 and is a format that
supports both lossy compression and lossless compression
of data. For this reason, it is suitable for all types of visual
content and is a good alternative to other image file
formats [2]. It is available in open access.
In WebP file format, compression is based on VP8
video encoding for compression of video frames [3]. Its
image compression algorithm uses a predictive coding
method. This means that pixels are grouped into blocks,
and the values of adjacent blocks are used to predict the
value of a particular block. The difference between the
actual and the predicted value is then coded. Using this
method, up to 40% smaller file sizes with good quality are
achieved [4]. This format is much more flexible than other
formats because it offers different ways of coding. Lossy
compression is most commonly used and often achieves
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better results than JPEG. While data lossless compression
can be compared to the PNG format, these images can also
be encoded in 24-bit color [5]. Besides, the WebP file
format also supports animations, i.e., it can store multiple
images and display them continuously in a sequence.
Compared to animated GIF images, it achieves a much
smaller file size, but when it comes to animations, it is still
recommended to use some of the video formats. It also
supports full or partial transparency [5].
Initially, the WebP file format only had support on
Google's web browsers. Even Mozilla rejected it because
it did not provide enough progress compared to the popular
JPEG and PNG formats. However, in 2019, Mozilla
implemented support for the WebP file format because
they recognized indications that it would be adopted faster
and to a greater extent [6]. Also, Apple recently announced
support for the WebP file format for Safari web browsers.
With the new versions of macOS 11 and iOS 14 operating
systems comes the Safari 14 browser which supports the
WebP file format and is currently available in beta version
[7]. According to the W3Tech report, 0.6% of web pages
use the WebP file image format [8]. These are mostly
larger and more well-known companies’ web pages, and
one of them is the e-commerce platform Shopify, which in
2019 started automatically providing images in WebP file
format. While for browsers that do not support WebP,
there are alternative images in JPEG format [9]. Other
prominent companies that use the WebP format are
Google, eBay, YouTube and AliExpress.

II.

PREVIOUS RELATED RESEARCH

The review of scientific papers is dominated by articles
related to the record format itself, with an emphasis on the
characteristics of compression and conversion from one
format. Zhanjun and Shen [10] provide an overview of the
format and predict its good development in the future.
Giaime et al. [11] discuss compression performance and
conclude that they do not bring much progress, with the
lack of several features that other algorithms have.
Matijevic et al. [4] discuss the impact of the conversion on
the characteristics of a photographic image and conclude
that there are consequences in changing the color and
sharpness of the image while using conversion from JPEG
to WebP file format. In the part of the representation of
formats on web pages, we have to rely on the statistics of
the previously mentioned source, W3Tech [8], as well as
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BuiltWith [12] that states that there is content in WebP file
format on 475,000 web sites. According to the authors at
the time of writing, there are no other papers that discuss
the presence of WebP file format in general on the Internet,
or in any segment (part of the market, the most popular
domains or the entire domain).

III. WEBP IMAGE FILE FORMAT
Image file formats are divided into two types: Raster
and vector. The focus of this paper is on the raster image
format, so vector formats will not be discussed in detail.
Regarding the raster file formats on web pages, most
browsers generally support 10 file formats [13], one of
which is the WebP file format.
As the WebP file format is more recent, when
discussing the potential transition to the new format, it is
necessary to consider the possibilities of converting other
file formats to the WebP file format. Google has developed
an encoding and decoding library called Libwebp [14],
which enables conversion of images to WebP and
conversion of images from WebP file format, as well as
other options for viewing images and animating WebP
images. It also serves as a recommendation for how to
implement the WebP specification. Inside the Libwebp
library, there is a tool for converting images to WebP file
format called Cwebp, which can be used through the
command-line interface. It can be installed using any
package manager (npm, Yarn, etc.) and then invoked using
the cwebp command. Compared to graphics tools, cwebp
is much more flexible because it offers more options that
affect the result. A tool called imagemin [15] also enables
conversion and optimization of images of various formats.
It uses plug-ins to support various formats, and imageminwebp is a plug-in for the WebP file format. Imagemin can
be installed and used through the Node.js platform, the
Gulp or Grunt task automation tool, as well as using
Webpack.
A. Use of WebP file format on web pages
Taking into account that the WebP file format still does
not have the support of all current web browsers, there are
examples of good practice on how to use it. The following
are examples of how to use WebP loaded through HTML
elements, CSS properties, and using JavaScript code, as
well as of how to use alternative images for browsers that
do not support the WebP file format.
An example of good practice is using the WebP file
format in HTML through the application of <picture>
elements (Figure 1). Using the <picture> element, the
WebP image will be displayed for browsers that support
this format, while it will display an alternative image in
another format for browsers that do not support WebP.
Furthermore, for browsers that do not support <picture>
element (IE, Opera Mini), the image from the <img>
element will be displayed, which will, in most cases, be the
same, alternative image.
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Figure 1. Example of using WebP file format through the application of
HTML elements

Using a WebP image as a background image using CSS
properties is not as simple as adding an image using
HTML tags. Although there is a possibility of adding
another background-image property for the alternative
image, this is not recommended for the reason that both
image files are then downloaded. This undermines the
optimization and the use of the WebP file format thus loses
its purpose. However, there are feature detection tools
available in the web browser that are very useful in cases
like this. One such tool is Modernizr, which creates a script
with the selected components and then checks if the listed
components are supported in the browser. The script
connects to the HTML via the <script> element and will
automatically add a specific class if the browser supports
or does not support the selected components. In the
example for WebP file format, this means that the webp
class will be added on the <html> element if it is
supported, and if it is not, then the no-webp class will be
added. Using the mentioned classes, CSS properties can
then be added, which will be applied consistently (Figure
2).

Figure 2. Example of using WebP file format through the application of
CSS properties

Use of the JavaScript programming language to set the
values of attributes of HTML elements or values of CSS
properties will depend on the browser and its support, first
for the execution of JavaScript code, and then for the
ability to interpret WebP file format.
It is to be expected that with the widespread support of
the WebP file format [16] in web browsers, a parallel
definition will be omitted, and any content in the WebP file
format will be easily defined, as shown in Figure 3.

Figure 3. Example of using WebP format through the application of img
tag

IV.

RESEARCH

A. Methodology
The applicable research methodology is webometrics.
According to Mike Thelwall [17], webometrics deals with
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web measurement techniques. Further methodological
elaboration is given in the review of the field [18]
according to several authors who have written on the
subject. Relevant research techniques are crawler and
scraper. Web crawling is a data extraction technique. Thus
Suganya Devi et al. [19], referring to a group of authors,
define crawler as part of Web mining techniques. On the
other hand, Web scraping is a technique for interpreting
extracted data. A. Hernandez-Suarez [20] et al., referring
to other works, define Web scraping as an automatic data
extraction technique. A combination of these two
techniques is needed to extract the desired data. To retrieve
data, ready-made tools were not used, but a customized
system was developed that combines the above techniques
with the ultimate goal of storing data in a relational
database on which content analysis can then be performed.
Figure 4. Block diagram of a data collection systems

B. Data collection
For the purposes of the research, the list of .hr domains
was obtained from the Registry of .hr domains of the
Croatian Academic and Research Network CARNET [21].
The MariaDB [22] relational database was used for the
domain database and data storage. Access to and updating
of this data is provided by the application programming
interface (API) using the PHP [23] programming
language. The architecture of the tool is shown in Figure
4. This tool was written in the Java programming language
using the Apache Maven [24] add-on management and
project building tool. Furthermore, the tool used is
Selenium [25], a web browser automation tool. Its main
purpose is to test web applications, but it also has several
other features and can be used for data crawling and
scraping. To simulate the display conditions of the pages
that users have, ChromeDriver [26] was used, which
allows opening and automatically performing tasks in the
Google Chrome browser. In addition to the above, the
following libraries were used: Gson [27] to convert Java
objects to JSON view and vice versa, Apache Commons
IO [28] which helps to create input/output functionality,
Apache HttpComponents Client API [29] for access to
resources via HTTPS protocol and implementation of an
HTTPS client. The JavaScript method getEntriesByType()
[30] was used to retrieve the resources of the web page,
and the resources that the aforementioned method
recognizes by type of resource are included.

Figure 5 shows a database model consisting of tables
domain and image. For a domain, it is important to note
that the data realname represents the actual domain name
and is significant because a particular domain can redirect
to another domain where the web page is actually located
and that domain is not necessarily a .hr domain. Column
webpimages indicates the number of unique WebP images
found, column images represent the number of images in
other formats, and the column resources is the total number
of resources found on the home page and, apart from
images, it includes CSS, JavaScript files, fonts, etc.
Domain status serves as an indicator for domains that have
not yet been processed (status = 0), domains that are being
processed (status = 1) and domains that have been
processed (status = 2). For images, it is important to
mention the MIME file type, which defines the type and
subtype, and it will be defined for WebP images as
image/webp.

Figure 5. ER data model
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Table 1. Test case results
Results
Total number of
other resources
(css,js)

Total number of
resources

Test case 1
Test case 2
Test case 3
Test case 4

Number of images
in other formats

Test cases
Number of WebP
images

Testing the performance of the created system was
performed in 4 test cases available at URL
https://oziz.ffos.hr/MIPRO2021. Figure 6 shows the
layout of test case 1.
Test case 1
Images (favicon-webp.webp, chairs-jpg.jpg, chairspng.png and chairs-webp.webp) are loaded on the page in
<link> element (favicon), in <img> element, in a
JavaScript file by adding background-image properties.
Test case 2
Images
(favicon-png.png,
architecture-webp.webp,
architecture-png.png and architecture-jpg.jpg) are loaded
in <style> element, in a CSS file.
Test case 3
Images (favicon-png.png, audience-png.png, audiencewebp.webp and audience-jpg.jpg) are loaded in style
attribute, in a CSS file, in a JavaScript file by creating
<img> element.
Test case 4
Images
(favicon-webp.webp,
fog-png.png,
fogwebp.webp and fog-jpg.jpg) are loaded in <link> element
(favicon), in <style> element, in a JavaScript file by
adding <source> element to <picture> element.

2
1
1
2

2
3
3
2

2
1
2
2

6
5
6
6

Data was harvested only from the home page or index
page of the web site. It is also important to emphasize that
the harvesting tool will not consult the robots.txt file,
which serves to tell such tools what resources it can request
from the web page, but will harvest all web pages despite
the existence of this file. The reason for it is the lack of
legislation and legal consequences, and to prevent
harvesting, the web page maintainers may request the
termination of harvesting or block the possibility of
harvesting the web page. Furthermore, the reason is that
this research is not periodic and the content is not
harvested with commercial intent or intention to publish
on other web pages but to obtain metadata (number of
images, resources, etc.).
V.

Figure 6. The layout of test case 1 in the browser

The test results are presented in Table 1 and show that
the created tool successfully identifies images in WebP file
format as well as all other image formats as well as the
total number of resources on the page. The accuracy of the
data depends on the mode of operation of the JavaScript
method getEntriesByType () that can be reduced due to
reading from the cache. A discrepancy was observed in the
reading of the favicon resources.
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RESULTS

The obtained database of Croatian domains (.hr) consisted
of 110,852 domains. Data collection lasted from 2020-0923 09:25:30 to 2020-09-25 15:12:12. Data collection was
performed in multiple iterations. Domains that remain in
the status of harvesting are domains that display the
message that the web site cannot be accessed (This site
can't be reached), as well as domains whose harvesting was
interrupted because the harvesting tool stopped
unexpectedly. The specified domains have been returned
under domains that have not yet been harvested. In the last
iteration of domains on which no data was collected, www
was added in front of the domain name. This is because
some web sites only have a defined domain that uses the
www subdomain. Data were collected from a total of
90,196 (81.37%) domains, while 20,656 (18.63%)
domains remained in the harvesting status and are
considered non-existent.
Of all the successfully harvested domains, 76,075
(84.34%) have a real .hr domain, 7,831 (8.68%) have a
.com.hr domain, while 6,290 (6.97%) have some other
domain (Figure 7). The Croatian domain (.hr) has a total
of 83,906 (93.02%) successfully harvested pages. Use of
the WebP image file format will be analyzed below on
these pages.
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make up more than half of the total resources of the web
page.
When analyzing the WebP images by their URL, the use
of URL rewrite method and content delivery network was
noted. These methods help deliver the appropriate images
with the support of web browsers. For example, an image
uploaded in JPEG format is automatically converted to
WebP format and a section for the WebP image is added
to the URL (i.e.
.../media/431e299cfbd0452a6fc71573fbcedc.jpeg/w_980,
h_560,fp_0.50_0.50,q_85,/431e299cfbd0452a6fc71573fb
cedc.webp), which can be easily canceled if the browser
does not support it.
Figure 7. Graph showing actual domains

The research showed that 1.04%, i.e., 872 web pages of
successfully harvested pages in a Croatian domain use the
WebP image file format. Of the listed pages that use the
WebP image file format, 74 have a .com.hr domain, while
the remaining 798 have a .hr domain. Figure 8. shows the
number of WebP image files the aforementioned web
pages use, i.e., one WebP image is used by 174 of them,
from two to five WebP images are used by 371, from six
to ten WebP images are used by 162, from 11 to 20 WebP
images are used by 117, from 21 to 50 WebP images are
used by 38, while over 50 WebP images are used by ten
web pages. Thus, the largest number of web pages, 371 of
them, use between two and five WebP images, while the
smallest number of pages (ten) use over 50 WebP images.

Therefore, it was possible to read from the URLs that
3,308 WebP files out of a total of 6,123 came from JPEG
format, 1,512 from PNG format and nine from GIF format
(Figure 9). This information is not known for the
remaining WebP files, although a review of WebP images
showed that photographs predominate.

Figure 9. Formats from which WebP files are created

Figure 8. Web pages by the number of WebP images

The total number of WebP files from all web pages that
use the WebP format is 6,123, which makes an average of
seven WebP images per web page. Furthermore, additional
analysis of the collected data shows that the WebP image
file format is mostly used in addition to other image
formats, while a small number of web pages, 30 of them,
use exclusively WebP images. Moreover, web pages that
use over 20 WebP images generally have more images in
WebP format than images in other formats. However, on
web pages with less than 20 WebP images, there are
generally more images in other formats. A manual review
of each of the web pages with over 20 WebP images shows
that they are mostly e-commerce pages, followed by pages
related to real estate (rent, sales, decorating, etc.). Besides,
it should be noted that on these web pages, images mostly
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VI. CONCLUSION
Images are an integral part of web pages and are used
for aesthetic, presentation and information purposes. They
are important because they attract the user's attention and
can better convey complex messages compared to the text.
However, if the images are not well implemented, they can
ruin the user's experience of the web page because it will
load more slowly, consume more data traffic and users will
leave it before they even get any information. Therefore,
image optimization is an important step in creating a web
page. One way to optimize images is to implement an
appropriate format that will ensure the best ratio of quality
and file size. Nowadays, the most frequently used image
format for photos on web pages is JPEG, for illustrations
it is PNG, and for animated images GIF. However, new,
more effective image formats are emerging that could
replace them in the future. One such format is the WebP
image format, which is intended for use on web pages, has
the option of lossy compression and lossless compression,
and also supports animated images. Besides, the
compression of the WebP file format is based on VP8
video encoding, and it can achieve smaller file sizes with
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imperceptible differences in quality compared to the other
listed formats. All of the aforementioned makes it a good
alternative, but the problem arises with the support of web
browsers. Only 10 years after the creation of this format,
its full support is expected on all current web browsers.
However, some of the well-known companies, such as
Google, eBay, YouTube and others, have already
successfully implemented and currently use the WebP file
format. Several ways were found to convert images from
other formats to the WebP file format so it could be used
before full support. The ways to use the WebP file format
were also found in cases of websites that do not support
the WebP file format or use alternative images. A research
was conducted to gain insight into the frequency of use of
the WebP file format on web pages with the Croatian
domain (.hr) and what it is most used for. From the
research results, it can be concluded that a very small
number of web pages with a Croatian domain uses the
WebP file format. Among them, with the largest number
of WebP images, e-commerce pages stood out, where
image content and good optimization are very important.
The reason for finding more images on e-commerce pages
can be found in the ability to convert images from other
formats to WebP file format to achieve smaller file sizes,
which ultimately reduces the overall bandwidth on those
pages. Furthermore, it can be concluded that the WebP file
format is mostly used for photographs, but its application
is not excluded when it comes to illustrations and
animations. Moreover, the arrival of new formats does not
mean that the old frequently used formats will stop being
applied, but the advantages of the new formats will
definitely change the order and bring improvement. In
order to make the right decision, it is necessary to conduct
a test, and on that basis choose which format or
combination of formats will provide the most optimal
solution for a particular application.
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Abstract - This paper presents a web application designed
to evaluate the accessibility of a modular Content Management
System called Quilt CMS, widely used as a solution for Croatian
higher education institutions. Aimed primarily at web
developers, this tool is focused not on evaluating subpages as
whole documents, but on modules of a Quilt CMS instance used
in their context, providing cleaner analysis and easier code
refinement. The modules were evaluated using AATT Automated Accessibility Testing Tool, composed of Axe,
Chrome and HTML Code Sniffer accessibility evaluation
libraries. The modules’ code is accessible via the newly created,
customizable REST API methods, providing a solution easily
extendible to other web platforms. The web accessibility of
modules is evaluated according to the following accessibility
guidelines: Web Content Access Guidelines (WCAG 2.0 and
2.1), Web Accessibility Initiative - Affordable Rich Internet
Applications (WAI-ARIA) and Section 508. The analysis was
done on one of the websites using this CMS, but is applicable
in other instances due to module code sharing. The results were
used to improve the source code of selected Quilt CMS modules,
providing a higher level of accessibility norms’ implementation.

II. SPECIFICATIONS AND ASSESSMENT TOOLS FOR
WEBSITE ACCESSIBILITY
In the last few years, many guidelines and rules have
been published to improve web accessibility so that people
with various (dis)abilities can perceive, understand,
manage and communicate using the web [3].
A. Accessibility Guidelines
The W3C (World Wide Web Consortium) is the main
international organization for Internet standards, which has
published a series of guidelines and recommendations for
creating more accessible web content. The term web
content generally refers to information on a web page or
application, including natural information such as text,
images, sounds and tags that define the structure,
presentation etc.
•

The WCAG (Web Content Accessibility
Guidelines) became the ISO standard in 2012.
WCAG 2.1. consists of 13 guidelines that are
organized under 4 principles: visible, operable,
understandable and robust. For each guideline,
there are success criteria that can be tested, and are
divided into three levels of compliance: A (lowest),
AA, and AAA (highest).

•

The WAI-ARIA (Accessible Rich Internet
Applications) guidelines focus on dynamic content
and more advanced parts of the user interface (tree
structure, drag and drop, content that depends on
user actions and mouse usage).

Keywords - web accessibility; content management systems;
modules, W3C, WCAG, WAI-ARIA, Quilt CMS

I.

INTRODUCTION

The basic idea of the web is to be accessible to all
people, regardless of their language, location, capability, or
device through which they access it. Web accessibility is
key for developers and organizations looking to create
high-quality applications and tools, and the web must be
accessible to people of all abilities.
In order to provide a single common standard for
reading and creating web content, the Web Accessibility
Initiative (WAI) has published the WCAG (Web Content
Accessibility Guidelines) and the WAI-ARIA (Web
Accessibility Initiative - Accessible Rich Internet
Applications) [1]. With the same goal, the US Congress
amended the Rehabilitation Act and added Section 508
accessibility rules [2].
In this paper, we present an application created to help
developers to quickly identify possible problems with
accessibility of modular web applications. The application,
instead of testing page by page, checks and arranges errors
by modules. Modules are components used to structure
specific
elements
(e.g.
module
"Repository",
"Notification", etc.). Due to the division of code by
modules, the application easily integrates with other
instances.
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Under Section 508 of the Rehabilitation Act, the U.S.
Congress requires all government agencies to provide
employees and people with disabilities the same access to
information. The relevant standard for websites is
paragraph 1194.22, “Web-based Intranet and Internet
Information and Applications” which sets out 16 rules that
must be met. Some rules have similar guidelines in WCAG
1.0, and some cover success criteria in WCAG 2.0.
Furthermore, as of 22 December 2016, European
Directive (EU) 2016/2102 is in force, which seeks to
provide people with disabilities with better access to public
service websites and mobile applications. The Directive
obliges public sector bodies' websites and applications to
meet certain technical accessibility standards.
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B. Accessibility Evaluation Tools
Various tools that evaluate sites according to
accessibility standards, guidelines and recommendations
exist, such as: DynoMapper, A11Y Compliance Platform,
Accessibility Checker by CKSource, AChecker, WAVE
etc. There are also tools that combine a number of tools,
such as AATT 1 (Automated Accessibility Testing Tool),
developed by PayPal consists of Axe, Chrome and HTML
CodeSniffer API services for testing applications for
compliance with accessibility standards.
•

•

•

Axe2 is an open source tool maintained by Deque
Systems. It tests content according to WCAG 2.0
and WCAG 2.1. Level A and AA guidelines, WAIARIA guidelines and best practice rules - rules that
do not necessarily comply with the WCAG success
criterion, but are industry-accepted practices that
improve the user experience.
Chrome3 is a library developed by Google and it
consists of API services that check a collection of
accessibility issues (includes, but is not limited to,
calculating contrast ratios and suggesting colors,
and retrieving and verifying ARIA attributes and
states).
HTML_CodeSniffer 4 is a client-side script that
verifies HTML source code and conducts testing at
all three levels of compliance with the WCAG 2.1
and U.S. law policy "Section 508”.

Other tools require manual testing of each page, one at
a time, and with AATT, accessibility testing is easily
integrated into an existing automation package. It allows
you to configure the test server and test the individual
HTML code, or modules in this case.

higher education institutions in the US [9]. In Latin
America, the accessibility evaluation of WCAG 2.0
guidelines was performed on 348 main university websites,
using the WAVE tool, showing the needs for better
accessibility policies and directives [10].
The accessibility research presents specific issues.
There is more need for DOM support, to evaluate dynamic
web pages with content being created after the page loads,
or to evaluate the accessibility of systems based on
modules, not on subpages. One approach to solving the first
problem can be the implementation of a browser plugin,
such as MAUVE++ [11]. Another approach to the issue of
huge websites with thousands of subpages, often based on
content management systems, is clustering subpages of a
web application and selecting representative pages for
score calculation, to improve the evaluation speed [12].
Another well-researched topic is using alternative text for
images, one of the basic elements of accessibility for blind
persons. For instance, some authors develop algorithms to
automatically classify alternative text as “descriptive” or
“undescriptive” [13]. While these elements are important,
it seems that the need for evaluating the “real usability”
factors, such as ease of understanding the page structure
and navigation, would be more important for people with
reading disability [14].
Not much effort is made to help developers in the
process of developing the accessible web applications.
From the developers’ perspective, a survey on IBM web
developers, from 2010, shows the need for clear
explanation of the automatically detected problems, but
pinpointing the location of the problem on the rendered
page view and the opportunity to experience the website
from the perspective of users with disabilities [15].
IV. APPLICATION PROPOSAL

III. RELATED WORK
A huge number of tools has been proposed as a solution
for accessibility evaluation. At the moment, W3C offers a
list of 160 tools, complying with some of the 14
accessibility guideline specifications [4]. These tools often
become obsolete over time as guidelines change and the
machine-readable way of providing the testing rules, such
as Accessibility Conformance Testing specification is not
provided. Sometimes the tools lack functionalities needed
by website users or website developers. They also often do
not provide the evaluation results in a standardized format,
such as EARL – Evaluation and Report Language, which
would help in easier integration and reuse.
An evaluation of 126 online web accessibility tools,
using the W3C criteria for accessibility tools selection [5]
is provided in [6]. Another evaluation assesses eight
popular tools, but also proposes new methods for such
evaluations [7]. The web accessibility evaluation of higher
education websites was performed on 44 websites in India,
using two tools: Axe and TAW. Besides the statistical
analysis, the paper provides the steps for making those
higher education websites more accessible [8]. The same
tool, Axe, is proposed along the Tenon application, in some
1
2

https://github.com/paypal/AATT
https://www.deque.com/axe/
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A. User Requirements
Existing testing tools test only one web page (one URL)
and it would be very tedious for developers to test all
subpages of one domain. As web pages created using Quilt
CMS consist of modules, the idea of this approach is to
enable accessibility testing and error reporting by modules.
For accessibility evaluation, AATT (Automated
Accessibility Testing Tool) API services are used that
evaluate modules by the most important accessibility
guidelines (WCAG, WAI-ARIA and Section 508).
The user selects multiple test modules, the pages where
the modules are placed, and the test options. Testing
options include selecting the tool to be tested, selecting
standards and selecting the impact of the error (critical,
serious and minor). They can be saved and downloaded so
that the user does not have to repeat the selection next time
and for easier comparison of the results.
Analysis of results consist of error names, descriptions,
impact and position in the code. The results, which can
include the links to websites with solutions and tips, can be
downloaded as a CSV file.

3
4

https://github.com/GoogleChrome/accessibility-developer-tools
http://squizlabs.github.io/HTML_CodeSniffer
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B. Technologies and Tools
React, an open source JavaScript library, is used to
build the user interface; accessibility testing was
implemented using the already mentioned AATT API
service. To make the application as interactive and easy to
use as possible, SCSS, a preprocessor scripting language
that is interpreted or compiled into CSS (Cascading Style
Sheets), is used to display HTML elements, in combination
with the Bootstrap and FontAwesome libraries.
C. System Architecture
To evaluate the interface, a web application for testing
and analysis was created that communicates with the user
via a graphical interface from a browser. To retrieve data,
API (Application Programming Interface) services are used
- API for retrieving data on Quilt CMS (Content
Management System) modules and AATT (Automated
Accessibility Testing Tool) API for assessing and testing
the source HTML (HyperText Markup Language) code
from other servers.
Quilt CMS is a modern platform built on open source
technologies, which supports a large number of uses - from
a simple modular system to advanced content management
system providing many integrations with external
applications. It is often used as a management system for
various academic institutions in Croatia, as well as abroad.
The module is a user interface component that generates
dynamic content. Given the context, it can display different
types of information providing users the ability to
customize the content. For example, the "Notifications"
module may also exist on the "Mathematics 2" and "Parallel
Programming" course pages, but will display different
content (information).
To obtain information about modules (portlets), special
REST API methods have been developed. Retrieving
content from a web address retrieves the HTML result of
the module on the requested page. HTML content contains
all elements of the page (CSS, JavaScript, etc.), but does
not contain elements of the design itself or other modules
that can be found on the page. All methods are of the GET
type and return a response in JSON format. After sending
the request to download the list of modules, it is necessary
to select the module for which the user wants to retrieve the
HTML and the pages where the module is located, and
which the user wants to test. The API will return only those
pages where the user has permission to retrieve data. This
solution is built to integrate with any existing test
environment and is easily extended with other web
platforms.

Figure 1. System architecture graph

V. IMPLEMENTATION
The application consists of two main parts - selection of
the modules to be tested and selection of the test method.
A. Application Workflow
The application code is divided into two directories.
The api directory contains the code needed to run the
AATT API service, while the client directory contains the
code needed to implement the user interface and call the
API service methods (AATT and Quilt CMS).
When the application is launched, the user can test the
two websites - the Faculty of Electrical Engineering and
Computing 5 and the Study of Energy Efficiency and
Renewable Energy Sources6 .
Once a website is selected, the API service retrieves all
available modules existing on it. A list of modules is
displayed, and the test settings menu appears on the right.
The modules list can be searched for easier selection. When
the modules are selected, the API is called to retrieve all the
pages on which the module is located. It initially selects the
first five pages, but users can change this. The user also
needs to choose the testing tool - Axe, Chrome or HTML
Code Sniffer. When selecting the HTML Code Sniffer tool,
the user can choose between testing according to WCAG
2.1 (performance criteria A, AA or AAA) or Section 508.
Also, in this case, there is the possibility of testing errors,
warnings and/or notifications.

The user interface displays the application information
to the user (modules, errors, analysis, testing options) and
allows interaction. Business logic processes server data,
sends (module codes) or receives it (errors analysis) from
the AATT API service and displays it on the user interface.
Special API methods retrieve information about Quilt CMS
modules - the pages on which they are located and their
code. The system architecture flow is shown below in
Figure 1.
5

https://www.fer.unizg.hr/
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Figure 2. The list of pages where the module is located

6

https://sibenik.unizg.hr/
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TABLE 2. CHROME ANALYSIS TABLE COLUMNS
Appeared

the number of error occurrences relative to the total
number of selected pages (expressed as a percentage)

Heading

a description of the error or accessibility item being tested

Pages

a list of pages where everything contains an error

Severity

possible values are "severe" and "warning"

When selecting the HTML Code Sniffer test tool, the
user can select the testing method, either WCAG 2.1 (all
three levels) or Section 508.
WCAG 2.1. standard analysis table columns are shown
in Table 3.
Figure 3. Testing tools (a) Axe (b) Chrome (c) HTML Code Sniffer

B. Accessibility Analysis
The analysis is performed at the module level (the total
number of errors on all pages selected) and there is a more
detailed analysis of each selected page.

TABLE 3. HTML CODE SNIFFER ANALYSIS
ACCORDING TO WCAG 2.1 STANDARD
Appeared

the number of error occurrences relative to the total
number of selected pages (expressed as a percentage)

Principle

WCAG 2.1. principle

Message

a description of the error or accessibility item being tested

Techniques

link to the official W3C website (https://www.w3.org/)
with a technical description of how to solve the error

Pages

a list of pages where the error is found

Error level

error type, possible values are error, warning, notice

Section 508 standard analysis table columns are shown
in Table 4.
TABLE 4. HTML CODE SNIFFER ANALYSIS
ACCORDING TO SECTION 508 STANDARD

Figure 4. Example of a module analysis using the Axe tool

The Axe analysis table columns are shown in Table 1.
Chrome analysis consists of a collection of rules that
check for the most common accessibility issues, which are
shown in Table 2.
TABLE 1. AXE ANALYSIS TABLE COLUMNS
Appeared

the number of error occurrences relative to the total
number of selected pages (expressed as a percentage)

Id

the name of the error or accessibility item being tested

Description a more detailed description of the error
Help

explanation of the error

Pages

a list of pages where the error is found

Impact

possible values are "serious", "critical", "minor"
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Appeared

the number of error occurrences relative to the total
number of selected pages (expressed as a percentage)

Message

a description of the error or accessibility item being tested

Rule

link to official site Section 508

Pages

a list of all pages where the error is found

Error level

error type, possible values are error, warning, notice

For the user to be able to compare the results after
changing the source code, results of the module analysis are
available in CSV format for download. Downloading the
analysis results is possible only at the module level - for
each module analysis result there is one CSV file.
The user does not have to choose the same options
every time for comparison with previous analyzes; the
application enables the user to download test settings and
reuse them. The file saves: the URL of the website being
tested, the testing tool, the standard (WCAG, Section 508),
whether error printing, warnings and notifications have
been selected and tested modules (each module ID and the
ID of each corresponding page selected for testing). When
a user wants to test the same modules and pages, it is
possible to load them before selecting a domain.
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The application consists of two main parts - selection of
the modules to be tested and selection of the evaluation
method.

VI. EVALUATION

B. Testing Results and Error Correction
Table 6 presents the results of the initial and final testing
of modules. The columns state how many pages were tested
and how many errors each tool found.

This paper evaluates the website of the University of
Zagreb, Study Program of Energy Efficiency and
Renewable Energy Sources and the most frequently used
modules. The modules and their number of occurrence on
the pages are listed in Table 5.

After checking the modules, it was necessary to correct
the errors, but as can be seen from Table 6 some errors
cannot be corrected successfully. The specifics of each
error are listed below and the success of their corrections is
explained.

A. Most Frequent Errors
After checking all selected modules, the most common
errors are:
1.

2.

3.
4.

5.

6.

7.
8.

9.

This form does not contain a submit button, which
creates issues for those who cannot submit the form
using the keyboard. Submit buttons are INPUT
elements with type attribute "submit" or "image",
or BUTTON elements with type "submit" or
omitted/invalid - The code does not contain a send
button, which makes it difficult for those to fill in
the form with the keyboard
Link elements can only be located in the head
section of the document - <link> elements may only
be inside the <head> element
Duplicate id attribute value - There are several of
the same unique identifiers (attribute id)
Anchor element found with a valid href attribute,
but no link content has been supplied - element <a>
missing content (text)
Ensures the contrast between foreground and
background colors meets WCAG 2 AA contrast
ratio threshold - It is necessary to ensure the
contrast between the content of the element and the
background so that it satisfies the WCAG 2 AA
contrast ratio threshold
Ensures every id attribute value of active elements
is unique - it is necessary to ensure that each unique
identifier (attribute id) is really unique
Align attributes - The align attribute is not used in
HTML5 (used until version 4)
Tables should have appropriate headers - Table
header cells must be marked with <th>, and data
cells with <td> for tables to be accessible
Ensures role attribute has an ap- propriate value
for the element - It is necessary to ensure that the
role attribute has the appropriate value
TABLE 5. THE MOST COMMONLY USED MODULES

1.

2.

3.

4.

5.

This error occurs on the form (element <form>)
located at the top of the page and it is hidden
(display: "none"). It is used for internal actions and
if corrected, it will cause malfunction of the
website.
This error occurs only because the HTML code of
the entire portlet is retrieved (including the <head>
with the <body> element), while the tool assumes
that retrieve consist only the content of the <body>
element and considers the <link> elements to be
outside the <head> and this error does not actually
appear on the webpage
This error is mostly corrected, but in the
Notifications module some elements are generated
by the content management system so it cannot be
corrected, while in the Poll module the cause of this
error is an external library which also cannot be
changed
This error requires that link element (<a>) must
contain title attribute, but in the case of
Notifications module that element was created
using a custom function that does not receive such
a parameter
This error could be corrected when it came to the
smaller parts of the module, but sometimes it was a
matter of changing the main color of the website
and the change would completely disrupt the
design.
TABLE 6. RESULTS OF TESTING MODULES

errors

Axe

Chrome

WCAG WCAG WCAG Section
A
AA
AAA
508

Total

Employee portfolios
before
after

1
0

2
1

5
1

5
1

8
2

3
1

24
6

3
3

1
0

4
4

5
4

6
5

2
2

21
18

1
0

0
0

3
1

3
1

4
2

1
1

12
5

2
1

2
1

2
2

3
2

4
3

0
0

13
9

1
0

3
1

3
1

4
2

2
0

16
5

Notifications
before
after
Repository

Module

The number of pages on which it
appears

Employee portfolios

1135

Notifications

952

Repository

485

before
after

Poll

476

Course Info

Course info

475

before
after
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before
after
Poll

1
1
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6.

7.

8.

9.

This error is corrected by adding an identifier
attribute, but this is not possible when this attribute
is generated using the content management system.
This error was corrected every time it was found
because it was only necessary to adjust the way the
tables were styled according to HTML 5.
This error was corrected every time it was found
because it was necessary to adjust the appearance
of the tables and add the appropriate <th> and
<td> elements.
This error appeared because of a role = "tablist",
code that is included through an external library
and cannot be changed.

VII. DISCUSSION
As Chrome and HTML Code Sniffer show which
element contains an error, and HTML Code Sniffer clear
instructions based on Section 508 guidelines, on what needs
to be fixed together with error location, and links to
debugging techniques, some errors were very easy to
correct. However, the Axe tool only prints the name and
description of the error, and it was sometimes very difficult
to find out where the error occurred.
On the other hand, there are parts of code included
through external libraries that cannot be modified. Also, the
non-accessible module content is often provided by the
user. In addition, the website design itself can be a source
of errors, which is also not easy nor desirable to change.
This shows that it is important to think about accessibility,
especially if the code will be shared among websites or it is
the created content will be available to everyone.
VIII.

FUTURE WORK

As the user enters content via Quilt CMS, currently the
application cannot determine which part comes from the
user and which from the web page layout code. In the future
it would be useful to make an analysis of the original
template used, not just the final html code of the module.
Also, the application currently offers testing using three
different tools and a separate analysis for each. Joint testing
and analysis would make the job easier for the web
developers using the application, because there is currently
a repetition of individual errors and duplication of results.
Finally, a third direction for future implementation
could be mobile application testing. With the increasing
progress of mobile devices, users more often access and use
the websites over mobile devices. It is necessary to enable
equal access to people with disabilities, and for that reason
it is necessary to provide accessibility testing on mobile
implementations also.
IX. CONCLUSION
To help people with disabilities to participate more
actively on the web, the European Commission has adopted
the Web Content Accessibility Guidelines 2.0, AA
compliance level, published by the Web Accessibility
Initiative. In addition to this globally recognized standard,
this web application also tests content according to WAIARIA and Section 508 guidelines.
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Unlike existing tools, this application not only tests the
HTML code of a given URL, but also tests the modules on
all pages on which it is located, with four different types of
testing. After testing and correcting errors from test results,
this application not only displays errors, but also prints on
exactly which elements are located and provides
information on techniques on how to fix them, giving more
detailed and efficient analysis. This application could easily
be integrated with other content management systems
based on modules/portlets, provided that the REST API for
accessing the HTML code of the modules is created. This
tool enabled simpler accessibility evaluation compared to
existing tools; 50% of detected errors were corrected.
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Abstract – Despite the recent introduction of biometric
identification technology, Personal Identification Numbers
(PIN) are the standard for granting access to restricted areas
and for authorizing operations on most systems, including
mobile phones, payment devices, smart locks. Unfortunately,
PINs have several inherent vulnerabilities and expose users
to different types of social engineering attacks. Specifically,
the risk of shoulder surfing in PIN-based authentication is
especially high for individuals who are blind.
In this paper, we introduce a new method for improving
the trade-off between security and accessibility in PIN-based
authentication systems. Our proposed solution aims at
minimizing the threats posed by malicious agents while
maintaining a low level of complexity for the user. We present
the method and discuss the results of an evaluation study that
demonstrates the advantages of our solution compared to
state-of-the-art systems.
Keywords - accessibility; cybersecurity; Human-Computer
Interaction

I.

INTRODUCTION

In recent years, biometric identification (e.g., using
fingerprint, iris, and face recognition) has been introduced
as a convenient authentication method for unlocking access
to personal technology (e.g., smartphones and smart locks)
and restricted areas in offices and buildings. Nevertheless,
passcodes based on a Personal Identification Number (PIN)
are primarily utilized as the preferred system for
authorization purposes in several types of hardware devices
and software systems. Indeed, the most common uses are
Point-of-Sale payment solutions, which require users to
input their PIN to validate their purchase with credit or
debit card in Automated Teller Machines (ATMs), payment
kiosks, and other types of vending solutions that are
available in public locations. Also, most access control
systems require users to enter a PIN to grant permission to
enter an area or to obtain a resource.
Several studies have shown that, despite their
convenience and ease of implementation, PIN-based
authentication methods have inherent vulnerabilities and
are susceptible to several types of attacks, including those
based on brute-force techniques, due to their limited length
and entropy [1]. Moreover, social engineering tactics such
as shoulder surfing can be utilized to capture user’s PIN
when they are entering their code on an authentication or
authorization device. This can be realized by a nearby
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attacker or using technology (e.g., hidden cameras or
microphones) [2] [3].
In addition to inherent vulnerabilities, the security of
current PIN input methods lacks accessibility to users with
sensory conditions. Specifically, individuals who are blind
are at increased risk of shoulder surfing attacks because
they may be unaware of the presence of a nearby malicious
agent or device. Although recent research in accessibility
introduced new methods for improving the trade-off
between security and accessibility, most solutions
presented in recent years have important residual
vulnerabilities, introduce elements that significantly affect
their convenience, or have poor feasibility.
In this paper, we propose a novel accessible input
method that is designed to enhance the security of the PIN
acquisition process. We detail the rationale of our solution
and discuss its implementation on currently available
devices based on numeric keypads and on touchscreens and
other interfaces that support gestures. Furthermore, we
present an evaluation study that confirms that the proposed
method can provide users who have vision conditions with
an accessible and secure while maintaining a balance in
terms of complexity trade-off. Finally, we analyze the
drawbacks of our system and potential improvements.
II.

RELATED WORK

In the last decades, the level of security of
authentication systems based on PINs has been investigated
extensively. As the limited entropy of PINs inherently
exposes them to brute-force attacks, several systems have
been introduced to limit the number of failed attempts.
Moreover, research groups have highlighted the
vulnerability of PINs to techniques, including shoulder
surfing, that enable a malicious agent to retrieve the code
by simply looking over the shoulder of their victim as they
type the PIN. This can be realized either in person or using
cameras and other types of acquisition devices that are
becoming increasingly subtle. Recent studies demonstrated
how microphones can be utilized as a more elusive yet
effective technology for capturing keypresses in PIN input
on different systems, including smartphones [2] [3].
As malicious strategies have evolved over the years,
more sophisticated PIN input methods have been proposed.
However, most of them lack accessibility to individuals
who are blind. For instance, [4] proposed the use of gaze
detection instead of requiring users to enter their code using
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a keypad. Conversely, other solutions especially designed
to increase the trade-off between security and accessibility
have significant drawbacks. The authors of [5] proposed a
novel input method for individuals with vision
impairments. Their system associates each of the 10 digits
of the PIN with three different words representing colors,
body parts, and fruits. Then, in the verification phase, the
system presents several objects to the user, who responds
to each option with a gesture on a touchscreen that enables
marking the symbol as being part of the PIN or as incorrect.
By doing this, they increase the entropy in the input method
and, thus, make it more difficult for an attacker to use
shoulder surfing techniques. Unfortunately, the solution
introduces additional complexity for the user, and it is not
robust against malicious agents that gain control of the
input and output. Other methods focusing on accessibility
do not guarantee an adequate level of security. Among
them, the PIN input technique especially designed for the
blind presented in [6], which does not resolve the issue of
shoulder surfing. Finally, more sophisticated techniques
that have been proposed recently are not compatible with
the devices currently on the market, and their integration
may shift the security issue to a different part of the process.
For instance, in [7], the authors propose the use of BrainComputer Interface as an increased-security input method.
By analyzing the cortical electrical activity of the user in
response to visual or auditory stimuli that represent
different options for each digit, their system enables
verifying the PIN without any visible action of the user,
which prevents the attacker from accessing the user’s input.
III.

SYSTEM DESIGN

The proposed system is designed to address the
limitations of current accessible PIN input methods with
specific regard to their security. Also, the objective of our
solution is to adapt to the devices currently deployed
without requiring significant changes to their hardware. To
this end, the proposed input method can be integrated in
existing technology that incorporates an input device such
as a keypad (e.g., ATMs, POSs, and vending machines) and
an output audio/video system, as well as in other types of
interfaces, including touchscreens.
The proposed method is not intended to render PINs
more secure. Indeed, the complexity of the PIN itself
depends on two factors, that is, the number of symbols in
the alphabet and the length of the code. Specifically, it can
be calculated as σδ, where σ represents the number of
symbols in the alphabet and δ represents the number of
digits in the code. As most PINs consist of 10 symbols and
4-6 digits, they involve a relatively low number of
combinations (i.e., 104-106), which renders them especially
vulnerable to brute-force attacks [1].
As PINs are less robust than alphanumeric passwords,
because of their length and limited alphabet, most PINbased systems include additional security measures, which
mainly consist in limiting the attempts in case of error. As
an example, ATMs and payment systems will lock a card
after three failed PINs. Also, more effective practices
involve avoiding code reuse. For instance, 6-digit codes are
often utilized as one-time passwords (OTP) in two-factor
authentication (2FA) systems.
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In contrast, we propose an input methodology that
increases the security of the acquisition process while
maintaining the level of complexity of PIN codes
unchanged. Specifically, our objective is to improve the
four-fold trade-off between (1) accessibility to individuals
who are blind, (2) security against social engineering
attacks (i.e., shoulder surfing), (3) convenience for the user
(i.e., cognitive effort, including ease of learning and use),
and (4) feasibility of their implementation in currently
available systems and devices.
A. PIN setup
The proposed solution involves adding one extra step to
the PIN setup, which consists in defining a confirmation
key. Traditional PIN input methods acquire the PIN from
the user, who enters the code using a keypad or another
form of input interface. Conversely, our approach utilizes
the input device to provide the user with two sets of
answers: confirm (i.e., Yes) or deny (i.e., No). One symbol
from the alphabet (i.e., a number) represents an affirmative
answer, whereas the remaining characters are associated
with a negative reply. By doing this, by pressing one of the
buttons of the numeric keypad, the user will submit either
an affirmative or a negative response. We assume that the
association between the confirmation code and the symbol
of the alphabet is user specific. For instance, it can be
defined and associated with the account a priori, so that
authentication devices can recognize it: when the user is
initially provided with the PIN, they can also select (or be
given) the symbol that corresponds to the affirmative
response. This association is explained in Figure 1: the
number 5 is utilized as a confirmation button, whereas all
the others are utilized to submit a negative answer.
B. PIN verification
As in other accessible PIN input systems designed for
people with vision and hearing conditions, our solution is
based on bi-directional communication between the
computer and the human agent. Depending on the
characteristics of the user, this can be realized with different
types of output techniques, including text-to-speech
technology or touch-based displays.
In our method, each digit of the PIN is verified as
follows. The system generates a random sequence of two
or more symbols from the alphabet (e.g., a series of
numbers from 0 to 9) in which at least one character
corresponds to the target digit. After presenting one symbol
in the sequence, the system waits for a user response before
showing the next one: the user can confirm that the symbol
is the correct digit or mark it as incorrect (e.g., by pressing
either the confirmation code or any other button on the
keypad). After the entire sequence has been presented to the
user and a response has been received for each symbol, the
system moves to the next digit and repeats the process with
a new sequence of options. The process terminates after the
system has collected the user’s input in response to each of
the options presented for the digits.
The number of options presented during the verification
phase can be configured by the user to obtain a more secure
authentication method at the expense of longer verification
time.
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separated channel, which enables using a more private
system (e.g., listening to it using earphones). This, in turn,
eliminates the risk of shoulder surfing and smudge attacks.
Indeed, a malicious agent listening to the user’s input
will be able to identify the response code because the
number associated with a positive answer will appear at
least once in the verification step of every digit. However,
it will be difficult for attackers to exploit the confirmation
code if they do not have access to the list options displayed
by the device. Specifically, a brute-force attack based on
knowledge of the correct confirmation code entered by the
user has a likelihood of success equal to the combined
probability of a right guess for all the digits, which depends
on the number of options. For instance, in the example
shown in Figure 1, this is 0.254 (i.e., 0.3%), whereas
introducing 10 options reduces the probability of success to
0.2510, though it impacts the usability of the method.

Figure 1. Example of application of the proposed system. In this case,
the number 5 enables the user to confirm the correct digit whereas all
other numbers are utilized as a negative response. During the verification
phase, the system controls the PIN by displaying four options for each
digit. At least three are selected at random, whereas one contains the
correct digit.

Figure 1 shows an example of a verification process that
uses a sequence of four numbers for each digit of the PIN:
if the system outputs the correct symbol (e.g., the number 4
as the first digit), the user should press the confirmation
button (i.e., 5), whereas in case the symbol is not correct,
the user should give a negative answer by pressing any
other button. In the example shown in Figure 1, the user
should press the button 5 when presented with the number
4 as the first digit, with the number 7 as the second digit,
with the number 9 as the third symbol, and with the number
1 as the fourth digit. In all the other cases, the user should
respond by pressing a different button. As demonstrated in
the sequence diagram, the system starts verifying the PIN
by presenting the number 8 as the first option for the first
digit. As this is incorrect, the user should respond
negatively by pressing any buttons. In this case, the user
selects 9. Then, the system presents the second option, that
is, the number 2, which is also incorrect. As a result, the
user denies that this is the target digit by pressing 3.
Subsequently, the system shows the correct symbol, that is,
the number 4, as an option. Thus, the user confirms that this
is correct by pressing the button associated with the
confirmation code (i.e., the number 5). Finally, the system
presents the fourth option, that is, 1. As this is incorrect, the
user responds negatively by pressing the number 2. After
completing the verification of the first digit, the system
moves to the second one, which follows the same logic. By
doing this, the PIN is verified after the user provides a
correct response to each of the sixteen options (that is, four
for each digit). As shown in Figure 1, the system can
present the same symbol twice (either correct or incorrect),
which does not affect the execution of the proposed
method, though it has implications in terms of security.
The proposed method completely decouples the input
provided by the user and their PIN, which enhances
security. Furthermore, the output is displayed via a
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Although the proposed method, combined with
measures already utilized to prevent brute-force attacks, is
robust against shoulder surfing, it is vulnerable to other
types of attacks in which a malicious agent gains access to
both the system output and the corresponding user input.
This can be realized with a combination of social
engineering tactics and other hacking techniques.
Nevertheless, the proposed input method supports several
possibilities for mitigating this risk. One strategy relies on
the user and does not involve any changes to the design and
implementation of the system. The user can consistently
reiterate the same number associated with a negative
response to mark numbers displayed by the system as
incorrect in the verification step of each digit. As a
consequence, negative response codes will appear in the
input sequence as many times as the confirmation code.
Figure 1 demonstrates this method: in addition to entering
the number 5 to respond to a correct option, the number 2
is utilized in every digit to mark output as incorrect.
Consequently, both numbers could be interpreted by a
malicious agent as a correct response code. By doing this,
the user can reduce the success probability of an attack by
50%. As the possibility of consistently using additional
incorrect response codes and, thus, using entropy
advantageously, depends on the number of options
provided as an output for each digit, the success probability
of an attack can be reduced up to 90% by asking the user to
submit 10 responses for each digit. Unfortunately, this
impacts convenience, as discussed in the next Section.
In contrast to other systems for improving PIN security,
which require significant hardware, software, and process
modifications, the proposed method is designed to work
with the traditional PIN acquisition process on devices that
are already in use (e.g., ATM, PoS, and eVending) and it
requires only minimal changes to the software. Moreover,
the input methodology presented in this paper works best
with other interfaces that support gesture-based interaction
such as touchscreens, because this also enables decoupling
the alphabet of the PIN and the symbols utilized as
confirmation code. For instance, strokes can be used in
response to the number. Although this does not influence
security, it increases the usability of the system because it
removes the Stroop Effect caused by the interference
between the numbers of the PIN keypad and their meaning
as response codes.
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IV.

SYSTEM EVALUATION

In this Section, we evaluate the security proposed input
method, and we compare it with other solutions. Moreover,
we present the results of a user study in which we analyzed
the usability of our system.
A. Security considerations
If utilized in combination with techniques that prevent
brute-force attacks, the proposed acquisition method is
robust against social engineering techniques based on
shoulder surfing in which a malicious agent can capture the
user’s input but does not have access to the system output.
the level of security of the proposed method is correlated
with the number of available options presented by the
system for each digit. Specifically, it is calculated as the
combined probability of guessing the correct option for
each digit. As a result, increasing the number of options
results in a more secure PIN. Depending on the
implementation of the method, this value can either be
fixed or it can be decided by the user during the PIN
configuration phase.
Conversely, if the attacker gains control of both the
input and the output, the performance of our system from a
security standpoint depends on the entropy in the response
codes entered by the user across the entire verification
process. Although the latter is limited by the number of
options presented by the system as an output, in this case,
the level of security solely relies on the ability of the user
of entering response codes that can confuse the attacker.
Lower security levels are obtained either by using one
response code for marking all incorrect options or by
maximizing by using a number of response codes greater
than the number of available options. By doing this, the
correct response will be the symbol that appears only once
in every digit verification. Conversely, the best result is
obtained when the user selects a number of different
response codes that is equal to the count of available
options and utilizes the same codes consistently in the
verification of every digit. By doing this, each symbol will
appear the same number of times and, thus, the attacker will
be in a situation in which each of the response codes entered
by the user has the same probability of being the correct
one. In this case, the probability of success of a brute-force
attack in which the malicious agent will attempt to use the
possible codes is the inverse of the total response codes
entered by the user, and it ranges from 0.5 (in the case of 2
options) to 0.1 (in the case of 10 options). Unfortunately,
this is still high, though it can be mitigated by systems that
prevent further input in case of failed attempts.
B. Usability study
The objective of our preliminary study was to evaluate
several components of the usability of the system, including
ease of learning, cognitive effort, and perceived ease of use.
To this end, we recruited 31 participants, 12 (39%) were
females and 19 (61%) were males. Their age ranges were
the following: 18-24 (7 - 23%), 25-34 (8 - 26%), 35-44 (8 26%), 45-54 (6 - 19%), and 55-64 (2 - 6%). All of them
identified as having a normal sight and were familiar with
PINs. We designed three different tasks and implemented
them in a web-based application that simulated an input
device structured as a keypad. Also, the application
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included output in the form of a pre-recorded sound for
each number. Participants received the link to the web page,
which enabled accessing each of the experimental tasks
after watching a short instruction video. The web
application also served as a data-collection tool.
The purpose of the first task was to evaluate the time
required for learning the system. To this end, participants
were asked to use the confirmation response code to mark
a target number as correct and discard all other symbols as
incorrect by using other response codes. At the beginning
of each trial, the data collection system displayed a new
target number and response code. Then, the system
presented a sequence of 5 options selected at random and
acquired the user’s response. Participants were asked to
repeat the task until they completed 5 consequent trials
without any error. For each participant’s session, we
recorded the error rate in each trial and the number of
participants who were able to complete the trial without
errors. Also, we collected individuals’ comments at the end
of the task. The results are shown in Figure 2. All subjects
were able to correctly type their given PINs after 9 trials,
though most of them (74%) did not make any errors after
they repeated the task 5 times. At the beginning of each
session, the average error rate was 0.45, but our data show
that it quickly improved below 20% after 2 attempts.
Several participants mentioned that they were disoriented
by the fact that the response code was also a number, which
is consistent with research done in the context of the Stroop
Effect. Indeed, the issue can be solved in input interfaces
such as touchscreens, by enabling individuals to use stroke
colors or gestures instead of numbers. The confirmation
could be associated with its corresponding symbol either
during the PIN configuration phase or at the beginning of
the input verification process. Moreover, we asked
participants to rate their likelihood of adopting the proposed
method, and their opinion about whether introducing one
more element in addition to the PIN number would
discourage them from using the system. They unanimously
were in favor, given the security and accessibility benefits.
Secondly, our objective was to evaluate the appropriate
trade-off between security and convenience in the proposed
input method. Thus, in task two, we analyzed the time
required to verify the PIN with a number of options that
ranged from 2 to 10. At the beginning of the task,
participants were provided with a target 4-digit PIN and
with a confirmation code that did not change throughout the
task. Then, in each trial, the system asked them to verify
their PIN by presenting a sequence of options selected at
random (including the confirmation code) and by acquiring
the user’s response. A total of 18 trials were realized,
starting with 2 alternatives for each digit and increasing the
available number of options every 2 trials. Users had the
possibility of changing their last answer in response to an
option by typing a cancel key and entering a new response
code. By doing this, we could minimize the impact of errors
on the trial time.
Figure 3 shows users’ response times in the trials. The
values do not incorporate the time required by the system
to present the output, which depends on the number of
options and on the duration of the audio displayed as an
output. Total response times vary from 5-30 seconds in case
of 2 options to 10-110 seconds in case of 10 options.
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Figure 2. The results obtained in Task 1, which enabled us to measure
the ease of learning of the proposed system. To this end, we analized the
error rate in each trial (dotted red line) and the number of users who were
able to complete the trial without any errors (solid blue line). All users
were able to achieve 100% accuracy in at most 9 trials.

Figure 3. The results obtained in Task 2, in which we investigated the
trade-off between security (i.e., the number of available options for each
digits) and convenience (i.e., time required to verify the PIN). The chart
shows users’ response times.

Data from task 2 shows that the proposed method
involves a total verification time that is at least one order of
magnitude greater than the traditional PIN input.
Depending on the number of options, our results show that
the total verification process can exceed 2 minutes.
Although response times may be impacted by a residual
training effect, most users were able to complete the PIN
verification phase with significantly less errors compared
to the first task. Indeed, using more options results in a
more secure verification that is less convenient for the user.
Our data show that displaying 10 options corresponds on
average to a four-fold increase in the response time and,
consequently, in the total time required to complete the task
compared to 2-4 options.
TABLE I.

PERFORMANCE SUMMARY OF TASK 2

Available
options

System
time
(ms)

Average
response time
(ms)

Average
trial time
(ms)

Weighted
response
time (ms)

2
3
4
5
6
7
8
9
10

3200
4800
6400
8000
9600
11200
12800
14400
16000

12395 ± 6662
14725 ± 7216
15517 ± 6828
21346 ± 8177
25606 ± 11757
34842 ± 15813
43135 ± 21420
51162 ± 25865
71836 ± 27556

15595
19525
21917
29346
35206
46042
55935
65562
87836

6197
4908
3879
4269
4267
4977
5391
5684
7183
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Table 1 summarizes the average user response time for
each of the available options and highlights that the number
of available options increases the variance in users’
response times. Furthermore, the weighted response time,
that is, the average response time for each option, shows
that users’ performances are consistent across all trials,
regardless of the number of options displayed as an output,
which demonstrates that subjects were able to learn and use
the input method effectively. Nevertheless, the data show
better response times in the case of 4-6 options. Although
it is counterintuitive that a smaller number of options
results in lower performances, this may be because as they
are presented with a new digit, they need some time to
adjust to it. Conversely, the performance decrease in the
case of an increased number of options may be caused by
fatigue or other factors associated with attention. Also, we
asked users to rate their preference in terms of number of
options, and they indicated that they would configure their
PIN verification phase to require 3-6. This is in accordance
with the data measured from their performances and,
specifically, with the weighted response time.
In task 3, we aimed at evaluating whether changing the
response code impacts the usability of the proposed
method. To this end, participants were asked to verify a
total of 8 different PINs. Four of them utilized the same
confirmation code, whereas the other half involved a
different confirmation code each time. At the beginning of
each trial, the user was provided with the PIN and with the
confirmation code. Four alternative options were provided.
We divided participants in two groups: one began the task
with four trials providing different confirmation codes,
whereas the other group started with four consecutive trials
that had the same confirmation code. As shown in Figure 4,
using different confirmation codes results in slightly lower
performances. However, this may be due to the cognitive
load caused by the experiment design itself, which required
the participants to change multiple confirmation codes in a
short time.
Finally, task 4 was identical to task 3, with the only
modification consisting in using different shapes instead of
numeric symbols on the keypad. As shown in Figure 4, this
resulted in slightly better performances. Furthermore, users
confirmed that they preferred this method, mainly because
it removed the interference between the confirmation code
and the options displayed as an output.
In the last task, we utilized shapes as confirmation
codes instead of colors or objects (as realized by many
studies in the literature, including [4] and [5]), because they
can be easily implemented in touchscreen devices. This
enabled us to evaluate the potential integration of our
system as an additional PIN input method in novel
interfaces. By doing this, they inherently offer an additional
security measure, because users will be able to define their
own shape in the PIN configuration phase and utilize other
user-defined shapes in response to incorrect options
presented by the system.
We tested the system with sighted participants before
realizing a study with individuals who are blind, which is
part of our future work.
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number of options in sequence. The user selects the correct
one using the confirmation code and they mark the others
as incorrect by realizing an alternative action in the input
interface (e.g., the keypad). By doing this, our method
decouples the PIN and the code entered by the user, which
is beneficial against shoulder surfing. We presented an
example of its use and discussed its advantages and
drawbacks from a security standpoint. Also, we detailed a
user study that enabled us to evaluate the usability of our
system with specific regard to user’s cognitive effort and
we identified a security and convenience trade-off that may
be suitable for most users.
Figure 4. Performance difference in the code reuse. The chart
summarizes the data collected in tasks 3 and 4. As shown in the Figure,
reusing the same confirmation code results in an accuracy increase in the
verification phase of PINs. Also, using shapes instead of numeric
confirmation codes increases subjects’ performances and results in a
better acceptance from individuals who participated in the study.

V. CONCLUSION
Passcodes based on PINs are still the preferred and most
common authentication method in many scenarios,
including mobile technology, ATMs, POS devices, and
access control systems, despite their security
vulnerabilities. Recent studies focusing on accessibility
highlighted that individuals who are blind may be
especially subject to attacks based on social engineering
and they proposed novel input techniques that improve
security by adding significant complexity.
In this paper, we introduced a PIN input method that
ensures accessibility to individuals who are blind while
maintaining a low level of complexity compared to stateof-the-art systems and other novel solutions. Our approach
consists in defining a user-specific confirmation code that
can be utilized during the verification phase of the PIN. In
our method, for each digit of the PIN, the system outputs a
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Abstract – Our growing reliance on the digital world has
caused a similar growth in the sophistication of bots trying to
impersonate humans. The most classic tool to tell human and
computers apart is the CAPTCHA, however CAPTCHAs
based on cognitive challenges are becoming either insecure or
very difficult to be solved by humans too. A possible solution
is leveraging the rich sensor set of modern mobile devices to
capture the physical nature of humans while they are
interacting with the system, however, traditional PCs do not
have the same opportunity. In this paper we describe
ascCAPTCHA, a CAPTCHA based on an acoustic sidechannel that leveraging a simple microphone is compatible
with PCs lacking the rich sensor set of smart devices.
Keywords - CAPTCHA, side-channel, acoustic, bot, sensor
CAPTCHA, PC.

I.
INTRODUCTION
Recently services delivered over the Internet have
become part of the daily routine of everyone and a lot of
private user's information is continuously uploaded on the
network. This rich trove of data has attracted a lot of
attention, and the development of malware has also grown
and is now often empowered with advanced Artificial
Intelligence techniques. A recent study [1] pointed out that
about a fifth of all web traffic (i.e., 20.4%) comes from bad
bots, which continuously attack websites, mobile apps, and
services’ APIs. These malicious bots perform activities
such as registering thousands of free accounts, testing
stolen usernames and passwords or credit card details at a
large scale, obtaining tickets for resale, increasing click
rates on pay-per-click ads, or stealing data from websites
usually related to pricing, etc.
The most common mechanism used to prevent these
malicious actions is called a Completely Automated Public
Turing test to tell Computers and Humans Apart
(CAPTCHA). However, sophisticated bots are able to
mimic human behavior and bypass the most commonly
adopted CAPTCHA mechanisms (e.g., no CAPTCHA
reCAPTCHA, GEETest, etc) [ 2, 3, 4].
Recently, a new type of CAPTCHA based on sensor
data has emerged to stop these bots. Unlike the traditional
CAPTCHAs that leverage the cognitive capability and/or
behavior of humans to identify them, these CAPTCHAs
instead leverage their physical nature. The idea behind
these emerging CAPTCHAs is that humans can perform
simple physical tasks easily, while bots, being pieces of
software, cannot. Classical examples of CAPTCHAs in
this category are CAPPCHA [5,6] and Invisible
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CAPPCHA [7]. However, to the best of our knowledge,
both of them, as well as all sensor-based CAPTCHAs
proposed in the literature, are designed for mobile devices
and can not be used in PCs due to the lack of a rich sensor
set. This motivated us to design a new sensor-based
CAPTCHA that leverages the microphone, a sensor that is
nowadays available in almost every device, to tell humans
and computers apart.
The rest of this paper is organized as follows. In section
II, we provide an overview of the related work; in Section
III we describe the ascCAPTCHA scheme; in Section IV
we provide an overview of the ascCAPTCHA system,
highlighting the ascCAPTCHA evaluation process and the
messages exchanged between the application and the
remote web service; in Section V we describe our
experimental results; in Section VI we provide a security
analysis of the proposed scheme against some well-known
types of attacks; finally, in Section VII we draw our
conclusions and point out potential directions for future
work.
II.
RELATED WORK
Recently,
several
sensor-based
CAPTCHA
mechanisms have been proposed for mobile devices, either
to improve the usability of the traditional CAPTCHAs or
to make them more resilient against the new bot
generations. These mechanisms use the sensors either as
an input mechanism to solve a cognitive task (e.g.,
AccCAPTCHA [8], GISCHA [9], SenCAPTCHA [10]) or
to detect a physical task performed by the user [5,6, 7].
The first sensor-based CAPTCHA has been proposed
by Liao et al.[8] in 2013. Their proposed method, named
AccCAPTCHA, asks the users to play a simple rolling ball
game by moving the device. They used the accelerometer
as an input mechanism to move the ball. The users are
considered as human if they successfully move the ball to
the destination hole. In 2015, a new type of sensor-based
CAPTCHA called CAPPCHA (a Completely Automatic
Public Physical test to tell Computers and Humans Apart)
[5,6] emerged which leverages the physical nature of the
human to distinguish between the human and bots. To
solve the CAPPCHA Challenge, users are required to tilt
the smartphone to a specific degree. The motion sensors
have been used to detect the physical task performed by
the user. The same principle behind CAPPCHA has also
been leveraged by Guerar el al. [11,12] to prevent
automated programs from performing a brute force [13] or
a credential stuffing attack [14]. The authors proposed two

525

authentication methods (i.e., 2GesturePIN [11, 15] and
CirclePIN [12]) for smartwatches that embed a form of
CAPPCHA. To log in, users have to physically rotate the
bezel or the smartwatch digital crown to a specific degree
to input the PIN digits. Similar to CAPPCHA, Hupperich
et al. [16] proposed Sensor CAPTCHA which asks the
users to perform a physical task to prove they are human
such as hammering, fishing, drinking, or turning the body
while holding the mobile device. Mantri et al. [17]
proposed a CAPTCHA mechanism that asks the users to
move the device according to a specific pattern displayed
on the screen. For instance, the user is required to write an
''M'' letter while holding the device.
Invisible CAPPCHA [7] is the work that is most
closely related to ours. The authors leverage the motion
sensor readings to distinguish between humans and bots in
a fully transparent way. When the users interact with the
device to fill a form or write a comment, Invisible
CAPPCHA analyses sensor data to detect the micromovement of the device caused by the user’s tap on the
touchscreen. Since simulated tap events cannot generate
the same movement pattern, this method can effectively
separate humans from bots. The security and usability
offered by Invisible CAPPCHA attracted a company called
Brave, which developed the first prototype of a sensorbased CAPTCHA based on the same key concept of
Invisible CAPPCHA [18]. Further details on conventional
and emerging CAPTCHA schemes can be found in [23].
III.
ASCCAPTCHA
Despite the variety of sensor-based CAPTCHA
methods proposed in the literature, no one among them is
compatible with PCs. This is mainly due to the fact that
they are leveraging motion sensors such as the
accelerometer and gyroscope, which are available only in
smartphones, tablets, and smartwatches. This motivated us
to propose a new sensor-based CAPTCHA compatible
with PCs, yet usable in other devices as well. Our goal is
to develop a secure and usable CAPTCHA mechanism
compatible with devices of different form-factor.
Inspired by Invisible CAPPCHA [7] and acoustic side
channel attacks [19, 20, 21], we propose ascCAPTCHA, a
novel CAPTCHA mechanism based on Acoustic Side
Channel. Similar to Invisible CAPPCHA, the
ascCAPTCHA is fully transparent to the users and it
leverages the side channel to detect the user's tap. The main
difference is that the sensor data analysed by
ascCAPTCHA is generated by the microphone, instead of
the accelerometer.
In the past, acoustic side channel has been used to infer
user’s keystrokes typed on the touchscreen, keyboards, and
ATM pad [19, 20], but this is the first time it is used in a
CAPTCHA scheme to improve the security rather than
compromise it.
In order to tell humans and computers apart,
ascCAPTCHA analyses the sensor data captured by the
microphone during interaction with online services that
require protection against automation abuses (e.g., fill a
form, write a comment, sign up, etc.). The rationale behind
this is that the user’s tap on the keyboard or screen is a
physical interaction that generates a sound wave that can
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be detected easily by the microphone [19]. Fig. 1 illustrates
the audio peaks detected when a human user types on a
keyboard a word seven characters long. On the contrary,
the simulated taps by the bot do not generate any sound.
Unlike the traditional CAPTCHA methods, using
ascCAPTCHA allows users to interact with the online
services without the need to solve any challenge which
makes it fully transparent and thus very usable.
IV.
SYSTEM OVERVIEW
Similar to CAPTCHAs, ascCAPTCHA can be used to
prevent any abuses of online services that require user's
input. In this paper, we take authentication to a web-based
service as a use case.
A. ascCAPTCHA evaluation process
During the evaluation of the user's input,
ascCAPTCHA records two audio signals using the
microphone: the first one just before the insertion of the
password to define the noise threshold and a second one
during the user's input. The noise threshold will be used to
find significant audio sequences (i.e., audio peaks) in the
second signal. We tested the following three approaches to
differentiate between the humans and bots:
1.

Time Correspondence
In this approach, ascCAPTCHA stores the
timestamps of each character typed by the user,
while recording the audio signal from the
microphone at the same time. If at least 90% of
the timestamps of the detected audio peaks
overlap with the stored timestamps, then the user
is considered as human; otherwise, the input is
considered as a malicious one injected by a bot.

2.

Character correspondence
Similar to acoustic side channel attacks[19, 20],
in this approach, ascCAPTCHA uses the
microphone as a side channel to detect the
characters typed by the user. If the detected
sequence of characters matches the password
characters, the user is considered as human,
otherwise a bot.
Similarly to Asonov and Agrawal [19], we
leveraged deep learning to classify each key
pressed. When a key is pressed by a user on the
keyboard, it produces a variation of the audio
signal, called press peak, for a time window of
about 8-10 ms [19]. The signal shape in each
window can be divided into the following three
consecutive areas: i) Touch peak which is a peak
in a window of 2-3 ms, caused by the user's finger
when touching the key, ii) Noisy meaningless
area, and iii) Hit peak which is a peak in a
window of 2-3 ms at the end of the 8-10 ms
window, caused by the finger and the key hitting
the keyboard supporting plate.
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Figure 1. The audio peaks detected by ascCAPTCHA when a human
user types a word seven characters long

●

Figure 2. Example of normalized FFT of the hit peak and touch peak of
a human tap of key ‘0’

Feature selection

To predict a key from an audio peak, the types of
features that can be used as input of the neural
network are:
●

Normalized FFT of only the touch peak
(see Fig. 2)

●

Normalized FFT of the touch peak
concatenated with Normalized FFT of
the hit peak (see Fig. 2)

●

Output of VGG16 convolutional neural
network, pre-trained on the ImageNet
dataset and without the last fully
connected layers, and applied on the
spectrogram of the concatenation of the
hit and the press peak (see Fig. 3)
●

Data collection and neural network
training

During the data collection phase, we recorded the audio
signal of 200 clicks per key, then a time-shift was
applied to them to perform data augmentation.
From each peak in the recorded audio files, we
extracted the feature with one of the previously
mentioned methods. Then we created a neural
network from scratch, composed of a number of
input neurons equal to the size of the features used
and a number of output neurons equal to the
number of keys of the keyboard. In the network
there is only one hidden layer of 100 or 1024
neurons, depending on the type of feature used.
Each output neuron is related to a key of the
keyboard and the possible value is a decimal
number in the [0, 1] range. We trained the neural
network using the features extracted from the
recorded audio files. The predicted key is the key
with the highest value in the output neuron.
●

Classification of Humanness

This process consists of the detection of the audio
peaks during the insertion of the password, the
extraction of the features from every audio peak,
and its classification through our trained neural
network model.
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Figure 3. Example of the spectrogram computed for a human tap of
key ‘0’

During the classification of each audio peak, we take
the keys related to the 10 output neurons with the
highest values instead of considering only the key
with the best score. This is due to the fact that the
correct key might be one of these 10 keys.
If each character of the password matches one of the
characters in its corresponding set of predicted
keys, the user is considered as human, otherwise a
bot.
3.

Time and character correspondence

The character correspondence can be applied after the
application of the time correspondence if the
latter has positive results. The combination of the
two approaches is more accurate and stronger
against false positives (i.e., bot identified as
human) than applying only the character
correspondence but it is not better than the time
correspondence approach by itself. Hence we do
not use it.
B. Communication between client and
server
ascCAPTCHA runs on the client side. The response of
the evaluation will be signed through Elliptic Curve
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Digital Signature Algorithm (ECDSA) and the credentials
of the client will be sent to the server if and only if the user
has been identified as human. The communication
between the client and the server uses Transport Layer
Security (TLS) protocol and follows these steps:
●

●

●

ascCAPTCHA sends the message (m,
n, sign(m||n)) after the evaluation of
the user’s input, where: m is the result
of the evaluation (True if a human
user is detected, False otherwise); n is
a nonce, a unique and random
generated sequence which is very
important to prevent replay attacks;
sign(m||n) is the ECDSA signature of
the concatenation of m with n.
The server checks the integrity of the
message. If the message has not been
altered and the value of m is True, the
server sends an “ok” message.
ascCAPTCHA sends the user’s
credentials when the “ok” message is
received. If the credentials are correct,
the server allows the user to access the
web service. The user has a limited
number of attempts. If the maximum
amount of trials has been reached, the
ascCAPTCHA will block the next
access of the user to the authentication
service..

The different steps of communication between the
client and the server are illustrated in Fig. 4.
V.
EXPERIMENTAL RESULTS
All the tests were performed on a MSI GL63 8RD
laptop, using the 2004 version of Windows 10 Home
Operating System. It is important to mention that this
laptop is equipped with a silent keyboard and even with a
soft click, this has not an impact on ascCAPTCHA
performance. ascCAPTCHA results are described in the
following sections.
C. Detection of human users
We notice that using the character correspondence
which is based on deep learning there are many false
negatives given by the similar sound produced by several
keys. This is why in this section, we present the results of
time correspondence only. During the test, we set the
maximum number of authentication attempts to 3. Then,
we tested ascCAPTCHA 100 times for each precision
percentage (i.e., 85%, 90%, 95%, 100%) using the
following password: “he35ghibn564st”.

As shown in Table 1, ascCAPTCHA usually detects
the human presence at the first or second trial. The reason
the human user was not identified as a human from the first
trial is due to the background noise in the environment.
D. Detection of bots
In this section we discuss only the results obtained
using the time correspondence approach because the
character correspondence approach generates many false
positives.
ascCAPTCHA was tested using simulated user’s input
10 times. The username and password used to simulate the
user authentication to a web service are (username:
RaffaDNDM, password:“he35ghibn564st”). In all the
authentication attempts, the input was identified as
malicious injected by a bot. The audio files recorded by
ascCAPTCHA were very similar and highlight the two
most probable situations:
●

The noise during the noise evaluation (i.e.,
recorded just before the authentication) is very
high: In this case, no audio peak can be detected
during the authentication (see Fig. 5).

●

The noise during the noise evaluation is very
low: In this case, some audio peaks caused by the
background noise during the authentication can
be detected. However, the timestamps of these
audio peaks don't match the password characters’
timestamps (see Fig. 6).
The only case, in which a bot can successfully
authenticate, is when there is a sequence of audio
peaks caused by the noise, and the time between
them is the same between the password
characters. This event is extremely unlikely for
passwords of non-trivial length because it is hard
that there would be a high noise only during the
insertion of the password and not during the noise
evaluation. If no noise evaluation was performed,
the bot could also analyse the background noise
of the user and possibly identify a periodic
sequence of peaks. Then type the characters with
the same time intervals discovered in the previous
noise pattern. This highlights the strength and the
importance of the noise evaluation performed by
ascCAPTCHA before the insertion of the
password.

TABLE I. ACCURACY OF HUMAN DETECTION WITH TIME
CORRESPONDENCE

Time correspondence percentage
100%

95%

90%

85%

trial

80 %

80%

83 %

80 %

trial

19 %

19 %

17 %

20 %

3 trial

1%

1%

0%

0%

st

nd

1
Number
of trial

2

rd
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Figure 4. Communication between client and server

nonce. If the bot tries to change the nonce, the signature
becomes invalid.
G. Reverse engineering attack
The code working on the client must be kept secure by
the File System. Even if the attacker can reverse code on
the server, the signature of the message and the TLS
communication guarantee that this attack cannot be
performed.

Figure 5. Audio peaks, detected during the password insertion of a bot,
when the noise is very high during the noise evaluation

Figure 6. Audio peaks, detected during the password insertion of a bot,
when the noise is very low during the noise evaluation

E. Other input devices
In order to test the effectiveness of the time
correspondence approach, we tested ascCAPTCHA with
other input devices (i.e., external wireless keyboard
Logitech K480, mouse, and touchpad). In the first
experiment, the external keyboard has been positioned in
front of the laptop and the embedded microphone of the
laptop has been used for recording the audio signal.
In the second experiment, the virtual keyboard of
Windows 10 has been used with the mouse (Zelotes T90)
and the touchpad as input devices. In the case of the mouse,
the time correspondence leverages the sound of each
mouse click used to select a key on the virtual keyboard.
While, in the case of the touchpad, it leverages the sound
of each click on the physical left button of the touchpad.
The results of the time correspondence using these
devices were equal to the ones obtained using the laptop
keyboard. Hence the time correspondence approach is very
efficient and it works well in several scenarios. This is
because it depends on the position of the microphone and
not on the device used for the input. On the contrary,
character correspondence is limited to the hardware
characteristics of the input device.
VI.

SECURITY ANALYSIS

In this section, we discuss the security of
ascCAPTCHA against the following well-known attacks:
F. Replay attack
The message sent to the server which includes the
ascCAPTCHA verification results along with a unique
random number, called nonce, is signed using ECDSA.
This is an effective way to prevent replay attacks because
the server refuses any message with a previously used
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H. Human-solver relay attack
ascCAPTCHA is strong against this attack because
there are no additional tasks to be performed as in
traditional CAPTCHAs. Hence, no challenges can be sent
to remote human solvers.
I. Brute force and credential stuffing
attacks
Today, two of the biggest problems that threaten every
website with a login are the use of malicious bots for
credential stuffing and credential cracking using brute
force attacks. In credential stuffing attacks, bots use the
stolen credential sets (i.e., username and passwords) to
authenticate at one or more services. While, in brute force
attack, the bot tries all the possible character combinations
until the password is found.
ascCAPTCHA is efficient against these attacks. In the
case the user has been identified as a bot, ascCAPTCHA
immediately blocks the user. While in the case that the user
has been identified as a human, ascCAPTCHA provides
the user three chances to input the correct credentials.
J. Denial Of Service (DOS)
If a bot is detected by ascCAPTCHA, ascCAPTCHA
blocks it at the client side. Hence the server cannot be
overloaded, because the client prevents bot generated
attempts without communicating any message to the
server.
K. Eavesdropping attack
In order to prevent this attack, all the messages
exchanged between the client and the server, including the
POST requests, are padded with space characters. This
prevents an eavesdropper from understanding which string
is sent in every step of the communication. In fact, if
padding is not applied, the eavesdropper can analyse the
size of the packets to understand which data are exchanged
between the parties [22].
VII.

CONCLUSION

Recently, a new generation of bad bots has emerged
which represents a serious threat to all businesses in
general. Sensor CAPTCHAs based on the physical nature
of humans are one of the promising solutions to defend
against these emerging bots. However, the proposals in the
literature are not compatible with PCs. In this paper, we
proposed ascCAPTCHA, a new invisible CAPTCHA that
is compatible with all devices with a microphone,
including PCs. In fact, our scheme leverages the sound
generated naturally during the user’s input to identify the
human. The experimental results show that the time
correspondence is the best method to evaluate the user’s
input. Its effectiveness has been tested using different input

529

devices. In future work, we plan to test ascCAPTCHA in
other devices enabled with a microphone such as
smartphones and smartwatches.
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Abstract - The potential of using the web as a support for
people with disabilities has long been recognized. Given that
the population is aging and life expectancy of people with
disabilities has increased, it is important to take appropriate
measures to ensure that all users have equal access to the
digital services provided by the web. The importance of web
accessibility has been recognized by many countries around
the world, which have legislated how public content must be
designed in order to be accessible. This paper provides
information on how legislation has affected the accessibility
of websites in Croatia. It also compares and discusses the
results of the research conducted regarding the accessibility
of the selected websites and the Croatian catalogue of
websites.
Keywords - web accessibilty; accessibility evaluation;
impact of legislation; digital inclusion; digital accessibility

I.

INTRODUCTION

Although concepts such as accessibility and universal
design are even more popular today in the Republic of
Croatia than they were in the past decade, there is still a
significant need to emphasize the importance of
implementing digital content under the auspices of these
concepts. Today's society, on the one hand, promotes the
acceptance of diversity and inclusion in every sense, on the
other hand, there is still a significant need to point out what
this general inclusion essentially means. When talking
about a specific area such as the accessibility of the digital
environment, it is important to point out that it already
should be taken for granted today when it comes to its
application in the development of digital content on
different topics and subjects. In addition, it should be noted
that in the context of an inclusive society and equal
opportunities for all its members, where it is useful to take
into account the need to take care of accessibility in general
(architecture, etc.) and accessibility in the digital domain,
this area is also defined by certain legal regulations that
additionally emphasize the need to respect and comply with
the elements of accessibility. When it comes to legislation
related to the field of digital accessibility, at the level of
1

Directive (EU) 2016/2102 of the European Parliament and of the
Council of 26 October 2016 on the accessibility of websites and mobile
applications of public sector bodies, https://eurlex.europa.eu/eli/dir/2016/2102/oj
2
Web Content Accessibility Guidelines WCAG 2.0,
https://www.w3.org/TR/WCAG20/
3
Act on the Accessibility of Websites and Software Solutions for Mobile
Devices from Public Sector Bodies (NN 17/19),
https://www.zakon.hr/z/1929/Zakon-o-pristupačnosti-mrežnih-stranicai-programskih-rješenja-za-pokretne-uređaje-tijela-javnog-sektora
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European Union, it is certainly worth highlighting the
Directive (EU) 2016/2102 of the European Parliament and
of the Council of 26 October 2016 on the accessibility of
websites and mobile applications of public sector bodies1,
and in addition to the aforementioned directive, it is
certainly worth highlighting the existence of the Web
Content Accessibility Guidelines WCAG 2.0.2 If we move
to the level of the Republic of Croatia, we should certainly
point to the Act on the Accessibility of Websites and
Software Solutions for Mobile Devices from Public Sector
Bodies (NN 17/19)3 in force from September 23rd, 2019,
Proposal of digital accessibility standards developed by
Croatian academic and research network - CARNET in
cooperation with the Center for Research, Education and
Application of New Knowledge UP2DATE, from 20194.
As part of the project jointly carried out by Croatian
Regulatory Authority for Network Industries (HAKOM)
and the Faculty of Electrical Engineering and Computing at
the University of Zagreb (FER), which actively involved
the end users of accessible content, i.e., people with
different types of disabilities, a Methodology for the
development of an accessible website was created5. The
Methodology includes the following segments:
understanding accessibility requirements; defining
accessibility requirements; technology selection and
implementation; evaluation and refinement of implemented
accessibility.
According to the Methodology, within the first activity
(phase) it is necessary to reach a consensus among all
stakeholders involved in the development of the website
and to take into account the fact that accessibility does not
only refer to the installation of individual elements, but also
to universal design as well as the application of accessible
elements that satisfy as many end users as possible. The
goal is to satisfy everyone but given the heterogeneity of
requirements this is sometimes an unrealistic expectation.
In addition, it must be taken into account that creativity is
also recognized as one of the keys to success in the field of
accessibility. Moreover, in this step, it is crucial to be well
acquainted with the legislation relevant to a specific
4

Proposal of digital accessibility standards developed by Croatian
academic and research network - CARNET in cooperation with the
Center for Research, Education and Application of New Knowledge
UP2DATE, from 2019.
5
Methodology for the development of an accessible website,
http://www.ictaac.hr/images/HAKOM_skup/Metodologija/HAKOM_A5_Metodologij
a_FINAL_WEB.pdf
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geographical area where the implementation of accessible
solutions will take place. It is also good to consider the
scope of accessibility, i.e., to define which communication
barriers should be addressed to the greatest extent. In the
second activity, it is necessary to define the basic design
and software technology requirements, consider the content
and user interactions, pay attention to colours, links and
toolbar with accessibility options. The third activity
involves the selection of technology and the
implementation of accessibility requirements previously
defined, as well as the implementation of basic accessibility
guidelines and software enhancements. Finally, the fourth
activity aims to verify the accessibility of the tools and
evaluate the developed or improved accessible website. It
is possible to use free tools such as AChecker6 and WAVE
Web Accessibility Tool7, but it should be kept in mind that
automated checks can only identify a limited number of
problems, so to ensure a high level of quality user
testing/evaluation is necessary
This paper analyses and shows the realistic situation
regarding digital accessibility of selected websites
available in the Republic of Croatia. It is important to point
out that the field of accessibility is very complex and that
certain deviations related to e.g., unsatisfactory compliance
with the given accessibility criteria is to be expected. This
Methodology is one of the key segments to achieve a
meaningful development in this specific area, which can be
confirmed by the following analysis. To achieve the best
possible results in the field of digital accessibility, with
legal frameworks as promoters, the mentioned
Methodology is imposed as a very useful tool that can
ensure and facilitate the development of high quality,
accessible solutions.
II. ANALYSIS OF WEBSITES’ ACCESSIBILITY IN 2020
Web Accessibility Initiative (WAI) is the World Wide
Web Consortium’s (W3C) effort to establish and promote
accessibility standards and guidelines for people with
disabilities (PwDs). As a part of WAI, a shared standard for
web accessibility has been developed as Web Content
Accessibility Guidelines (WCAG). The guidelines
published in 2008, the WCAG 2.0, are categorized into
three levels:
•

A – minimum level of accessibility,

•

AA – a website conforms to both A and AA,
recommended conformance level,

•

AAA – a website conforms to both A, AA and
AAA, not recommenced to be required as it is
impossible for some sites to satisfy the AAA
criteria entirely.

In the analysis of websites’ accessibility described in
this section, compliance with level AA of the WCAG 2.0.
guidelines was tested.
Web accessibility evaluation tools are software
programs or online services that help to determine if web
content meets accessibility guidelines [1]. These tools are

based on automatic application of certain accessibility
guidelines, without using artificial intelligence methods to
achieve results. Therefore, it is necessary for expert to
interpret the results and thus give them relevance. Such
results are called potential problems. For example, it is up
to the expert to decide whether the text in alt tag is
meaningful enough and whether it describes the image
accurately and well enough. As one of possible
shortcomings, the authors in [2] state that most accessibility
evaluation tools cannot detect these potential problems.
The AChecker tool is used to evaluate HTML content by
loading a website location, file or pasting HTML source
code, after which the tool performs accessibility analysis
and generates a report on identified accessibility issues that
the selected site has, based on user-selected accessibility
analysis reference rules. AChecker identifies 3 types of
problems:

•

Likely problems – problems identified as possible
obstacles to users during interaction with the
websites,

•

Potential problems – a problem AChecker cannot
recognize [3].

First group consists of websites of television stations in
Croatia such as Croatian Radio-Television (HRT)8, RTL9,
Nova TV10, Sport TV11 and one TV station by the choice of
students. Television station with the least known problems
is RTL, but it has many potential problems which need to
be identified. Distribution of known problems and potential
problems can be seen in Figure 1. It is important to
emphasize that Croatian Radio-Television is funded by the
Government of Croatia and therefore belongs to the
websites covered by the Law on the Accessibility of Web

9

7

10
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Known problems – problems that are identified as
obstacles to achieve accessibility,

Students of computing and electrical engineering
studies from two Croatian universities who are enrolled in
the courses related to the ergonomics, human-computer
interaction, design for all and web accessibility were given
a task to analyse websites with AChecker tool and present
the results graphically with few sentences as a review of the
conducted analysis. This tool was used because the aim of
this research is to investigate the trend of websites’
accessibility in Croatia by comparing the research results
gathered using the same tool in 2012 and 2014. Also, to
make the comparison as relevant as possible, the
compliance level with the WCAG 2.0 guidelines (level
AA) was used for analyses from different years. The
websites given to the students for analysis were divided into
five groups. Students selected a group by finding the
module of their student ID with the number five. Each
group is represented with the word MOD and with the
number in range from zero to five. The types of problems
which were taken into consideration were the problems
recognized earlier and problems which were identified as
potential problems. The focus was on previously identified
problems.

6

AChecker, https://achecker.ca/checker/index.php
WAVE Accessibility Evaluation Tool, https://wave.webaim.org/
8
Croatian Radio-Television, https://www.hrt.hr/

•

RTL, https://www.rtl.hr/
Nova TV, https://novatv.dnevnik.hr/
11
Sport TV, https://www.sptv.hr/
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Sites and Software Solutions for Mobile Devices of Public
Sector Bodies.

Figure 3

Figure 1

Distribution of potential and known problems of television
stations

Web portals such as Večernji list 12 , Jutarnji list 13 ,
Slobodna Dalmacija 14 , Glas Slavonije 15 and Istarski.hr 16
are represented in the second group. Figure 2 shows that the
informative portal with no known or potential problems is
Glas Slavonije while Jutarnji list and Slobodna Dalmacija
have the most known problems, 105 of them.

Figure 2

Distribution of potential and known problems of Croatian
State Administration Bodies

Websites
of
Croatian
State
Administrative
Organizations apply to fourth group. The selected websites
are Central State Office for Sports22 , Central State Office
for Digital Society Development23, State Office for Central
Public Procurement 24 , Central State Office for
Reconstruction and Housing Care25and Central State office
for Croats Abroad26. Distribution of known and potential
problems is shown in Figure 4 from which is seen that
Central State Office for Reconstruction and Housing Care
has the least known problems, only 4 of them, while Central
State Office for Digital Society Development and Central
State office for Croats Abroad have the most known
problems.

Distribution of potential and known problems of web portals

The next group consists of websites of Croatian State
Administration Bodies. Websites which were analysed
were Ministry of Defense (MORH)17, Ministry of Finance
(MFIN)18, Ministry of Labour Pension system, Family and
Social policy (MROSP) 19 , Ministry of Science and
Education (MZO) 20 and Ministry of Health 21 . Figure 3
shows distribution of known and potential problems of the
selected websites. Ministry of Defense has the most known
problems while Ministry of Health has the least of them.
Consideration should be given to the fact that law of
accessibility only includes public sector bodies.

Večernji list, https://www.vecernji.hr/
Jutarnji list, https://www.jutarnji.hr/
14
Slobodna Dalmacija, https://slobodnadalmacija.hr/
15
Glas Slavonije, https://www.glas-slavonije.hr/
16
Istarski, https://istarski.hr/
17
Ministry of Defense, https://www.morh.hr/
18
Ministry of Finance, https://mfin.gov.hr/
19
Ministry of Labour Pension system, Family and Social policy,
https://mrosp.gov.hr/
20
Ministry of Science and Education, https://mzo.gov.hr/en
21
Ministry of Health, https://zdravlje.gov.hr/
22
Central State Office for Sports, https://www.sdus.hr/
12
13
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Figure 4

Distribution of potential and known problems of Croatian
State Administrative Organization

The last group includes private companies' websites,
such as Ericsson Nikola Tesla27, Rimac28, Školska knjiga29
and Croatia Airlines 30 . As it is shown in Figure 5, the
company with the least known problems is Rimac and the
company with the most known problems is Croatia Airlines.

23

Central State Office for Digital Society Development,
https://rdd.gov.hr/
24
State Office for Central Public Procurement,
https://sredisnjanabava.gov.hr/
25
Central State Office for Reconstruction and Housing Care,
https://sduosz.gov.hr/
26
Central State Office for Croats Abroad, https://hrvatiizvanrh.gov.hr/
27
Ericsson Nikola Tesla, https://www.ericsson.hr/
28
Rimac, https://www.rimac-automobili.com/
29
Školska knjiga, https://shop.skolskaknjiga.hr/
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analysed based on the recommended AA level of the
WCAG 2.0 guidelines.
TABLE I THE AVERAGE NUMBER OF KNOWN AND POTENTIAL
PROBLEMS IDENTIFIED BY THE ACHECKER TOOL ON THE SELECTED
SAMPLES FOR TWO ITERATIONS

Figure 5

Distribution of potential and known problems of private
companies

From this analysis, the difference between websites of
state bodies and private sector is noticeable. Act on the
Accessibility of Websites and Software Solutions for
Mobile Devices from Public Sector Bodies adopted by
Croatian Parliament has been in force since 2019, so state
administration bodies and administration organizations are
obliged to enforce legal provision while in the private
sector it is still not mandatory. For this reason, third and
fourth group have the best results regarding the numbers of
known problems. Most common known problems on the
websites were lack of alt attribute, blank label element,
unidentified HTML lang attribute while the most common
potential problems were too long attribute descriptions,
documents missing a "skip to content" link, groups of links
with related purposes were not marked, forms were not
providing assistance such as error messages and error
prevention.
III. DISCUSSION – WEBSITES’ ACCESSIBILITY TREND
A. 2012-2014 accessibility status
In 2012 [4] and 2014 [5], research was conducted to
determine whether the Croatian websites under the www.hr
domain catalogue 31 , conform to the above-mentioned
WCAG 2.0 standard which was the latest standard at the
time. The www.hr domain catalogue has over 25000
websites and is divided into categories such as government,
education, tourism, entertainment, and others, all of which
were equally represented in the sample used for the
analysis. A set of randomly selected websites were
analysed using the AChecker tool. This tool was selected
because it was compatible with automatic analysis process
used in this research (due to the large number of websites
included in the analysis).
In the first iteration of the research, in 2012, one
thousand (randomly selected) websites were sampled.
However, 90 websites were excluded from the sample due
to being unreachable. The second iteration included the
same number of websites (910), randomly selected based
on the same criteria (to equally represent every category
from the www.hr domain catalogue).
The results for both iterations are presented in Table I
and contain the information on two (out of three) levels of
problems the AChecker tool (described in section II)
identifies: known and potential. The websites were

31

Total number of websites
included in the analysis
The average number of the
detected known problems
The average number
of potential problems

First Iteration
(2012)

Second Iteration
(2014)

910

910

53.98

42.77

281.01

257.247

In 2012, old and unpopular websites that were not
adequately or at all maintained produced the most
problems. Additionally, it is assumed that the developers
and administrators of personal websites or small businesses
were not aware of the problem of e-accessibility. The
results of the second iteration were, yet again, hardly
satisfying. The conclusion was drawn that web developers
were working to fulfil the requirements of their clients
while using modern technologies to reach as many users as
possible not considering web accessibility at all. Even
though accessibility guidelines were presented, and
initiatives have been started, in 2014 there was still a lack
of awareness about accessibility in the web development
community.
B. Additional research from 2014
Given that the population aged 65 and older is growing
faster than any other age group worldwide and that the
number of people aged 80 years and older will triple, from
143 million in 2019 to 426 million in 2050 [6], it is not
surprising that research efforts have been made on website
accessibility to meet the needs not only of people with
disabilities, but also of older people. For this reason,
additional research was conducted in 2014 on the
accessibility of websites visited by the older people in
Croatia [7]. Although the research conducted in 2014 on the
accessibility of the most visited websites of the Croatian
catalogue of websites indicated that the design of websites
in general (considering all categories of websites) does not
take into account the needs of specific categories of users,
this research placed a special emphasis on the assessment
of websites most visited by the elderly population.
Websites that are most visited by older people are those that
provide information from which they can benefit, such as
those related to pension payments, health insurance, care
homes, but also various entertaining-informative websites
(web portals). The analyses described below uses the
results available from the 2014 research, and although the
data are limited in the context of a number of potential
problems, we decided to include the results from the two
tools used in this research due to their relevance to the topic.
To perform an evaluation of twelve websites selected as
relevant for the elderly population in Croatia, the tools
AChecker and W3C Markup Validation Service were used.
Both tools evaluate HTML code according to WCAG
guidelines, but unlike AChecker, W3C Markup Validation

Croatian website catalogue, https://www.hr/katalog
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Service32 is a tool whose main goal is to help people who
have difficulty tracking and finding content, as well as to
help developers code more efficiently. It should be noted
that at the time the tool was developed, the WCAG 2.0
guidelines did not yet exist, so the tool relied on the WCAG
1.0 guidelines for efficiency. The analysis of the website
works in a similar way to AChecker. After the analysis, the
tool provides a list of errors and warnings about parts of the
web page that do not comply with the WCAG guidelines.
The description of errors and warnings is detailed and
provides suggestions on how to improve the code and the
reasons why such a code is better. Validation of HTML
code is very important as the presence of errors can cause
the web page to behave differently on different browsers.
Also, if there are errors or tags that are not part of the
HTML specification, assistive technologies such as screen
readers may not be able to interpret the content for the user
even though these problems are not visible in the web
browser.
The next table (Table II) shows the results of the
accessibility evaluation performed on twelve selected
websites, i.e., the number of known problems identified by
AChecker and the number of errors and warnings identified
by W3C Markup Validation Service.
TABLE II THE RESULTS OF PERFORMED ACCESSIBILITY EVALUATION
OF WEBSITES VISITED BY OLDER PEOPLE IN CROATIA IN 2014
W3C Markup
Validation Service
Known problems Errors Warnings
7
5
2
3
7
1
29
24
3
11
9
1
AChecker

Website
http://www.hzzo.hr
http://www.vlada.gov.hr
http://www.azfond.hr
http://www.muh.hr
http:/www.domovi-zastarije.com
http://www.dugzivot.com
http://www.centarzdravlja.net
http://www.24sata.hr
http://www.hrt.hr
http://www.index.hr
http://www.jutarnji.hr

6

14

94

4

11

11

85

150

26

45
53
13
23

170
21
157
167

97
2
173
151

From the figures shown in the table, we can conclude
that the trend of the accessibility status of websites visited
mainly by elderly people, who are observed as a target
group in conducted research, is the same as that observed
for the number of websites from the www.hr catalogue.
This means that the official websites of government
institutions have the lowest number of problems and errors
identified by both tools, while the tools identified a
significantly higher number of problems and errors on the
other websites. In addition, there is a significantly greater
variation in the number of problems and errors identified
by these two tools, which may be due to different categories
of problems/errors that these tools identify. These results
only confirmed that, in general, the websites of
governmental administrative institutions are the most
suitable for people with different needs (be it people with
disabilities or elderly people), while the commercial
32

websites and different informative portals are identified as
websites with more potential barriers for certain categories
of users.
C. Final comparison
The next table (Table III) brings a comparison of the
numbers calculated as the average number of the detected
known and potential problems with the AChecker tool in
2012, 2014 and 2020 on the selected samples of websites.
The goal of this comparison is to see if there is a trend
toward better accessibility status over the years as well as
with the adoption of the law related to web accessibility
adopted by Croatian Parliament in 2019. As can be seen
from the table, the average number of problems detected in
2014 is lower than in 2012, and although the number is
lower, these results are also hardly satisfactory because the
detection of known problems means that the website does
not meet the “must have” accessibility features and
therefore cannot receive a satisfactory grade. Therefore, the
results are even more disappointing when looking at the
figures from the 2020 column, which shows the average
number of problems detected for the total number of
websites included in this research, as the numbers have
increased. Although the sample size of websites is not as
large as the one form the previous (2012 and 2014)
analysis, the sample includes categories of websites
associated with state administration bodies and
administration organizations that are required to enforce the
accessibility law, and only these categories have fewer
known problems than in previous years.
TABLE III
THE AVERAGE NUMBER OF KNOWN AND
POTENTIAL PROBLEMS IDENTIFIED BY THE ACHECKER TOOL ON THE
SELECTED SAMPLES FOR RESEARCH CONDUCTED IN 2012, 2014 AND IN
2020
First
Second
Iteration Iteration
(2012)
(2014)
Total number of
websites
included in the
analysis

910

910

2020
Overall

By
category

25

5

Website
category

Television
stations
Informative
59
portals
State
42.77
65.4
10
Administration
Bodies
State
15.2 Administrative
Organizations
65.4
Companies
Television
647.2
stations
Informative
1332.8
portals
State
257.247 636.2 385.6 Administration
Bodies
State
239.2 Administrative
Organizations
636.2
Companies
82.6

The average
number of the
detected known
problems

53.98

The average
number
of potential
problems

281.01

W3C Markup Validation Service, https://validator.w3.org/
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All this indicates that the websites affected by the new
regulations have a rather stagnant trend in terms of
accessibility, while the websites from other categories, such
as private websites and informative portals, have a
decreasing trend in terms of accessibility status.
The increasing number of problems can be partially
explained by comparing web design trends. In the period
from 2010-2015, flat design was very popular, the absence
of shadow effects, used in previous years, and
simplification of UI elements allowed web developers to
focus on the content on the website [8]. Even though most
developers were not aware of e-accessibility, the simplicity
of the design trends presented fewer problems in
conforming to accessibility guidelines. Few years into the
future, in 2020, thanks to advances in web development
tools, overlapping layers of UI elements and microinteractions such as – page transitions, fading and sliding
images, subtly animated graphics, hover elements and
others are used more than before [9]. The new design trends
pose a challenge for web developers trying to incorporate
accessibility and may be the reason for the rising number
of potential problems presented in this analysis.
The presented results included the analysis of websites
in accordance with the WCAG 2.0 guidelines that were
published in 2008 and are approved as an ISO standard
(ISO/IEC 40500:2012). However, as the technology
advances, so must the guidelines for content accessibility
which is why in 2018 (WCAG 2.1) and in 2021 (WCAG
2.2) additional guidelines were published [10]. All of them
are backwards compatible meaning that all content that
conforms to WCAG 2.2 also conforms to 2.1 and 2.0.
Comparing the WCAG 2.1 to the previous version, there
are 17 additional criteria, the focus being mobile
accessibility, people with low vision and people with
cognitive and learning disabilities. The content of the most
recent WCAG 2.2 is available as a working draft and the
final version will include “success criteria” requirements.
Furthermore, WCAG 3, temporarily referred to as “Silver”
guidelines, is currently being drafted as a successor to
WCAG 2.2. Considering the accessibility guidelines have
extended the requirements of the WCAG 2.0, the current
results of the analysis show there is an urgent need for
raising awareness about digital accessibility.
It is also important to note that, just as accessibility
guidelines must keep pace with advances in technology, so
accessibility checker tools must keep pace with new
versions of accessibility guidelines. This main tool used in
this research is the AChecker tool which was announced to
shut down on April 30, 2021. Since AChecker also does not
check WCAG guidelines above 2.0, newer tools will need
to be used for future work for evaluation of the websites’
accessibility, such as WAVE or Accessi33.

33

IV. CONCLUSION
Considering the analysed data in this paper, it can be
concluded that shifts are taking place and that legislation is
still a factor that has a positive effect, i.e., contributes to
changes. Although this is the case, sometimes even legal
regulations are not strong enough to stimulate and
implement the necessary actions in the field of
accessibility, from which it can be concluded that for active
and purposeful action in the field of accessibility, it would
be good to act in other ways to raise awareness of the
importance of digital and architectural accessibility for
people with disabilities and how much its implementation
can positively contribute to increasing the quality of life for
all, especially for people with different types of disabilities.
The results of the study suggest that there is still much to
be done in the accessibility field and that work needs to be
done to improve the accessible content currently
implemented in order to minimize the occurrence of errors.
REFERENCES
[1] "Web Accessibility Evaluation Tools List," 2021 February 28.
[Online]. Available: https://www.w3.org/WAI/ER/tools/.
[2] C. G. Gay, "AChecker: Open, interactive, customizable, web
accessibility checking," in Int. Cross Discip. Conf. Web Access.,
Raleigh , 2010.
[3] "AChecker
documentation,"
[Online].
Available:
https://achecker.ca/documentation/index.php?p=checker/index.php.
[Accessed 28 February 2021].
[4] I. Vučak, M. Vuković and Ž. Z. :. H. a. i. i. Car, "Analiza
pristupačnosti odabranih sjedišta weba kataloga WWW.HR," in
Zbornik radova CUC 2012 – Brže (komunicirati), više (naučiti), jače
(se povezati)! / Orlović, Ana (ur.)., Zagreb: Hrvatska akademska i
istraživačka mreža - CARNet, 2013..
[5] I. Vučak, Informacijska i komunikacijska uslužna platforma za
potpomognutu komunikaciju, Zagreb: Disertacija, Sveučilište u
Zagrebu, Fakultet elektrotehnike i računarstva, 2017.
[6] United Nations, "United Nations, „Ageing"," [Online]. Available:
https://www.un.org/en/sections/issues-depth/ageing. [Accessed 4
March 2021].
[7] A. Pirša, et al. "Adaption of websites to older people," Technical
report, University of Zagreb Faculty of Electrical Engineering and
Computing, Zagreb, 2015.
[8] "A recent history of web design trends: 2015 - 2019," GoDaddy
Blog,
2019
August
19.
[Online].
Available:
https://www.godaddy.com/garage/web-design-trends/ . [Accessed 3
March 2021].
[9] "The history of web design," Learn, [Online]. Available:
https://www.canva.com/learn/web-design-history/. [Accessed 4
March 2021].
[10] W. W. A. Initiative (WAI), "Web Accessibility Initiative (WAI),"
Web Content Accessibility Guidelines (WCAG) Overview ,
[Online].
Available:
https://www.w3.org/WAI/standardsguidelines/wcag/. [Accessed 4 March 2021].

Accessi.org, https://www.accessi.org/

536

MIPRO 2021/CTI

PROCESS AND SOLUTION INNOVATIONS

Creativity and Innovation Processes in Complex
Sustainable City Environments:
„Smart Creative City” Concept
D. Simunic*, A. Viskovic *, and D. Zubrinic*
*

University of Zagreb Faculty of Electrical Engineering and Computing
dina.simunic@fer.hr

Abstract - Creativity is an essential „gluing” component
for generation and sustainability of the „upgraded” concept
of the next generation of citizens' life in the smart city.
Creativity enables novel unique ideas. Since every human
environment is specific and of very individual nature, with
as many differences as possible related to all the
characteristics of citizens in one household, or in a village, in
an urban quarter, in a city, in a state, in a region or on a
continent, power of creativity in all these nano-, pico-,
micro- or mega-environments is of a paramount importance
for a creation of the smart tailor-made city. The second
term in the title, innovation, enables implementation of the
given creativity by forming a new idea, solution, process,
product, series of products, human-made environment, or,
as a final goal, the smart city that will support happy and
long life of all citizens. The article describes the creativity
phases and innovation types in the complex sustainable and
emerging technology environment of the “Smart Creative
City”.
Keywords - creativity; innovation; innovation processes;
creativity phases; emerging technology; green environment

• the energy union strategy [4]; its aim is to transform
the European energy system into the most sustainable in
the world
• the Urban Agenda for the EU [5]; it is a cohesive
force for the Commission, national ministries, city
governments and other stakeholders as to provide easier
access to funding and more knowledge
•
the energy
performance
of
buildings
directive (EPBD) [6]; it promotes increase of buildings'
energy efficiency by incorporation of smart technologies
in the process
• the EU Covenant of mayors for climate &
energy [7]; its objective is to realize the committed EU
climate and energy objectives by gathering many local
governments
• the Strategic Energy Technology Plan (SET
Plan) [8]; it supports the most impactful technologies in
the EU's low-carbon energy system transformation by
powering up and promoting research and innovation
efforts

I.
INTRODUCTION
The great architect Frank Lloyd Wright said: „To look
at the cross-section of any plan of a big city is to look at
something like the section of a fibrous tumor” (from
Adam John, [1]). The sentence relates a configuration of a
city: a carefully planned human made artificial structure
or an organically grown structure, without a specific
planning.

• the Smart Cities Information System (SCIS), [9]; it
serves as an exchange knowledge platform

Eurostat statistics [2] from March 2019 indicated that
roughly 75% of European population lives in cities. Thus,
the EU has to pay particular attention to a creation of more
attractive urban areas that are complying to the newest
European energy policies related to reduced consumption
and greenhouse gas emissions [3]. The urban areas should
be planned in a more attractive and healthier way for the
EU population due to their inherent property of being the
major driver of the economy meaning that cities open jobs
and competitiveness of EU.

As of February 2021, there are 14 such developed
Partnerships:

The relevant EU policies, proposals and initiatives that
take care on urban areas are:

Within the urban agenda for the EU, actions
partnerships between the Commission, EU organisations,
national governments, local authorities and stakeholders
such as non-governmental organisations are developed for
plans for passing better laws, improve funding
programmes and share all kinds of knowledge.

1. air quality
2. circular economy
3. climate adaptation
4. culture and heritage
5. digital transition
6. energy transition
7. housing
8. inclusion of migrants and refugees

MIPRO 2021/CTI

539

9. innovative and responsible public procurement
10. jobs and skills in the local economy
11. security in public spaces
12. sustainable use of land and nature-based solutions
13. urban mobility
14. urban poverty
The Green Deal, adopted in December 2019 [10]
(COM(2019)640 final) is the most important document of
the EU Recovery Plan for the green transition and
decarbonisation of energy and transport, especially since
the start of the COVID-19 crisis. Its aim is a fair and
properous EU in the near future, challenged by changes in
the climate and limited energy supplies. One of the
important parts of the Green Deal is to encourage novel
green industries and to fix EU position as a global player
in the world competitiveness.
Since buildings are responsible for around 40% of
energy consumption and 36% of greenhouse gas
emissions in the EU, with the expected use-life of
majority of them till 2050, the annual energy renovation
rate of residential and non-residential buildings by 2030
with the accent to deep energy renovations is at least
doubled, as a EU's goal. The two goals will be achieved
by these interventions: energy poverty reduction and
increase of citizens' well-being, followed by the third goal,
caused by the pandemic COVID-19: increase of
construction and renovation ecosystem. The key
legislative proposals in that directions will be prepared by
June 2021.
Since the adoption of the European Green Deal, the
first energy union report is published on 14 October 2020
[11]. It checks progress made in the five sectors of the
energy union - decarbonisation, including renewables,
energy efficiency, the internal energy market, security of
supply and research, innovation and competitiveness. On
the top of it, it supports the implementation of the
National Energy and Climate Plans (NECPs), as well as
on the relationship between boost of the EU's economy
and energy-related investment.
There are some factors that influence the concrete
energy transition of a separate city. These are: city’s
geographic situation that influences the amount of energy
required for heating, cooling and lighting; city's
demographics with its needed demand for space and
services; urban form and density, where it is known that
sprawling cities tend to have higher per capita emissions
than more compact ones; urban economy with the types of
economic activities and their emissions of large quantities
of greenhouse gases; wealth and consumption patterns of
urban residents.
When sharing data, four key types of insight are
required:
• Operational insight; it examines characteristics of
things such as buildings, communities and organizations,
using data to evidence and improve their value for the
city;
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• Critical insight; it provides real-time monitoring of
incidents and current cases that is important for
achievement of the desired response;
• Analytical insight; it determines patterns,
correlations and predictions of the explored datasystem.
This insight is the most important part for our goal of
generation of the „Smart Creative City”, since it allows
innovations of systems or services;
• Strategic insight; it examines outcomes related to
strategic objectives, decisions and plans.
Only smart cities are solutions that support the
European Green Deal.
Futhermore, our vision is that only „Smart Creative
City” that grows within it an inherent component of
creativity can successfully win a naturally grown chaos
(that is only seemingly chaos to human, but otherwise
order to nature) and turn it into a „human made synthetic
order”.
In relation to the global smart cities with a size of
minimum cca 10 millions people, Croatia is a small
country with small cities. In [12], Graeme Evans and Jo
Foord in the chapter entitled: „Small cities for a small
country Sustaining the cultural renaissance?” discuss a
new growth theory. The „new growth theory” is based on
a „creative economy” that could be an exact match for
small cities in a win-win manner. The „creative economy”
is based on people's use of their creative imagination to
increase an idea's value [13]. It is applied from arts to
science, whenever an economic activity depends on a
person's individual creativity for its economic value. It is
independent of a cultural element content and not limited
by finite resources. In an open creative environment with
a structured organization, a creative economy can result in
an exploitation of unpredictable business ideas for
innovative products and services, oriented to environment
of small cities, or even to novel concept of free private
cities [14].
In order to open novel discussions on introduction of
creative sustainable order in new concepts of creative
cities in Croatia, the paper presents basic creativity phases
and innovation types.
A.
Smart Creative City
Smart cities rely on integrated and interconnected
strategies and systems to effectively provide better
services and increase quality of life, ensuring equal
opportunities to all, as well as safety and protection of the
both: human and environment. They are based on
emerging ICT technologies, like 5G. The idea of the smart
city is that it relies on gathered information from sensors
that are all connected to Internet of Things (IoT) and
transmitted in real time to central monitoring location. The
network containing huge amounts of connected sensorss
can be in the full function only by application of the
emerging technologies, such as 5G [15], [16]. The
network should enable robust flow control, adjustment
and fine tuning of the parameters, mainenance of the
infrastructure and manufacturing systems, and all in the
real time.
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A smart city continuously strives to improve social,
economic and environmental sustainability outcomes. It
responds to challenges like climate change, rapid
population growth and political and economic instability
by engaging with society, applying collaborative
leadership methods, working across disciplines and city
systems, and using data information and modern
technologies.
International standards are sources of best practices
developed with experts from around the world [17]. They
are used to monitor technical and functional performance.
They ensure that technologies used in cities are safe,
efficient and integrated. The standards enable optimal
management of resources to reduce environmental impact
and improve service delivery to citizens. Standards are an
important means to the unification of the world in terms of
exchanging knowledge and technology. In that sense,
systems are interoperable, which enables standards
furthermore to stimulate innovation, especially in the
cities [18].
Smart city concept requires development of careful
planning strategy. It is important to envisage a specific
perspective of the city, meaning that it is important to
understand its most valuable properties. Thus, the overall
strategic planning process is based on the set of analytical
tools, on a series of indicators and on techniques that
support creative thinking. As a consequence, creative
planning, including taking valuable assets like closeness
of research institutes, city history, traditions and values,
friendliness of citizens, images and perceptions of a place
or presence of companies are also a part of the strategic
planning process.
The concept of the „Smart Creative City”
encompassess many dimensions of creativity and
innovations. The most important examples related to
engineering is coupling to the arts and looking at an issue
(or, what can be called, „unsolved or even unsolvable
problem”) from another perspective. This synergy of arts
and engineering can definitely enhance view to the
complex set of dilemmas and bring the issue out of the
darkness, in the same manner as even the smallest hole
with a source of light enlightens darkness. This will
automatically increase the both: effectiveness and
efficiency of the proposed solution.
The idea behind the „Smart Creative City” is to enable
and support pilot projects that can open minds of the
participants and thus, introduce a new way of thinking,
especially in terms of holistic view. Actually, this is the
essence of the development of ancient cities and of the
human mind: it is people who has skills and creativity and,
thus, form the city itself and take care of the urban
development. Every city reflects primarily the citizens
who live in it.
B.
„Smart Creative City” Strategy
It is very clear that a development strategy of a
country, of a region or even of a global view strongly
relies on innovation that supports more sustainable human
activities and more inclusive society, in general. The
strategy of the „Smart Creative City” lies on five pillars,
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or we can say that it is developing in five phases. The first
phase is planning, the second is establishment of
indicators, together with assessment of potential and
obstacles. The third phase is execution. The fourth is
assessment. The fifth phase is the final brick in the
feedback loop that reports back. The development phases
are depicted in Fig. 1.

Fig. 1

Development phases of the „Smart Creative City”

The first phase deals with preparation. It can be also
taken as a planning phase. In this phase, the stakeholders
identify a problem, which results in raising of an
awareness of importance of inter- and trans-disciplinarity
between all disciplines, but especially between science,
technology and arts. One of the good examples is the
S+T+ARTS programme of the European Commission
[19] that funds collaboration of arts and technology in
order to support proliferation of creativity from arts
directly into technology, which results in stimulation of
innovation across various programmes.
Since ancient times, arts and technology were
narrowly coupled (as an example, one can take great
Leonardo da Vinci with all his fantastic inventions and not
less fantastic arts, as well [20]). In the modern culture, arts
are taken as an undoubful catalyst for an efficient
conversion of science and technology knowledge into
novel products, services and processes. Creative
component of arts is an active ingredient in an increase of
innovation capacity of high-tech big and small companies.
An important part of this creation energy is a focus to the
sustainability and social inclusion of the generated
products, services and processes.
The second phase of „Smart Creative City” is
establishment of indicators. The indicators are meant to
support the formulation of the required stakeholders for
the future success. It is important that the participants in
this part of the scenario for making the „Smart Creative
City” strategy successful are partners with broad
knowledge and visions. This is important in order to
understand a potential for change, how could the creative
solutions to existing and/or emerging problems be helpful,
and what are the obstacles (are they removable and how?).
It would be helpful to have the urban development
experts, especially with an experience of „charette”
technique, as the participants in building this phase. Of
course, it is also possible to build the team with the same
quality, but it requires more time. The result of this phase
is an assessment of a possibility of generating a creative
milieu of a particular city. The „final audit” of an
assessment possibility reflects weak, good, strong or no
chances for an establishment of the „Smart Creative City”.
A strong support embedded in the second phase is a
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democracy. Namely, important part of the citizens, when
„correctly” and „appropriately” „pushed”, can provide a
competent impact in the whole process in the longer term.
In this way, today's technology that enables efficient
citizens' networking and, thus, visibility, is a fantastic
factor that supports all the three main components of this
creative process in this second phase: activity-based
projects, human development, and, of course, the capital
development. The three components are given in Fig. 2.

C.
„Smart Creative City” Innovation
The four basic types of innovations that are built upon
the creativity, especially in the pilot projects of the smart
city are [21]:


sustaining or incremental



disruptive or creative destruction



technology transferable



transformation or radical

The sustaining or incremental innovation is the most
common innovation type in engineering in general, but
also in the ICT. It is based on an evolutionary change of a
certain product and it is quite relevant in the deployment
of the „Smart Creative City” strategy.

Fig. 2.
Technology as the pillar of the three main components of the
creative process

The third phase is execution. This phase is a natural
continuation of the planning phase and assessment of
potential and obstacles, as well as noting indicators. The
most important carrier of this phase is a concept with
pilot projects. As in all other areas, like arts, the creation
requires experimentation, in order to perform perfectly,
once when the final project will take place. In this case
with a smart city, this is quite crucial, since it could be
fatal to make some serious, or even small mistakes in the
final creation of the „Smart Creative City”. Also, pilot
projects are crucial pillars of the innovation, since it is
built exactly in them.
The fourth phase is an assessment that lies on
monitoring of the chosen indicators, measuring
achievement, registering problems and understanding
failures. It is depicted on Fig. 3.

Fig. 3.

The technology transfer-based innovation is based on
the existing technology applied suddently in another
sector. This is also a kind of innovation that could be
expected in the lifetime of the „Smart Creative City” pilot
projects.
The transformational or radical innovation open new
paradigms in the technology, economy and society.
Therefore, it is expected in the strategically oriented
„Smart Creative City” pilot projects, which will be based
on the forming of the core creative/innovation group with
a careful election of the technology and artistic
participants.
The four innovation types are depicted in the innovationtechnology-smart city volume on Fig. 4.

The fourth, assessment phase of the „Smart Creative City”

The fifth and the final phase deals with
communication of the whole process to the others,
meaning that it is a democratic process that includes
academic studies, public events and exhibitions, open fora
and other forms that support the discussion of the future of
the city and provide a creative and constructive feedback
to the „strategy development group” of the Smart Creative
City.
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The disruptive innovation, based on the „creative
destruction”, is expected in the pilot projects of the „Smart
Creative City”.

Fig. 4.

„Smart Creative City” innovation types
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II.

SUSTAINABILITY

What is sustainability? Entropy, evolution: we
cannot escape their laws; the entropic and evolutionary
processes have only one direction that cannot be changed.
Time cannot turn. But we can change our influence on the
speed of these processes (that is, on their derivation over
time). Our way of life, consumption, behavior are decided
by the speed of entropy decay, the speed at which useful
energy is wasted and, according to the latest analyzes, the
period of survival of the human species.
Thus, we come to the concept by which we mean the
commonality of the relationship of human activities and
their dynamics with the biosphere and its mostly
somewhat slower dynamics. These relationships must be
such that it allow people’s lives to continue, that each
individual can meet their needs and that different human
cultures can evolve, but in such a way that changes
caused to nature by human activities are within certain
limits so as not to destroy global biophysical
connectivity.
Energy-consuming and dissipative cities
Though the study of systems far from equilibrium,
thermodynamics proves capable of representing the
relationships that exist between dynamic structures, such
as living systems, whose evolution is inexorably limited
by physical constraints, and the environment. The
definition of general behaviors, within the logical
schemes of evolutionary thermodynamics, offers a
rigorous reading key for the study of natural systems,
living organisms, and their dynamics over time.
These relationships must be such as to enable people’s
lives to continue, that each individual can meet their
needs and that different human cultures can develop, but
in such a way as to change the inflicted natures by human
activities to be within certain limits so as not to destroy
global biophysical connectivity. One should definitely
introduce a city platform, as described in [22].

III. CONCLUSIONS
The basic creativity phases and innovation types are
presented in the paper, as the basis for opening
discussions for development of small cities in the
direction of „Smart Creative City”.
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Abstract - Digital transformation is occurring across the
globe swiftly altering processes and revolutionizing
traditional businesses. An increasing number of companies
are now realizing the potential and significance of
digitalization. Seven out of ten most valuable companies
globally are now operating on a platform business model. In
most cases, platform-based companies act as matchmakers
between supply and demand. The power sector is no
exception. However, the creation of a successful platform in
the power sector is a much more complicated task. A
platform operating in the energy arena needs to be able to
draw real-time data from countless physical components of
the system. This data needs to be used to optimize system
operation and resolve any disturbances on the grid. Only
after enabling a digitally controlled, decentralized flow of
energy in real-time can the second layer of the platform be
constructed: a digital ecosystem. The paper discusses how
digitalization will alter utility business models and how
energy companies can benefit from using new digital
solutions (such as asset management systems, customer
billing and information apps, predictive analytics, etc.) in
creating added value. In addition, it outlines the strategic
significance of creating a digital platform and an open
innovation ecosystem for energy utilities.
Keywords - value co-creation; open innovation; sharing
economy; big data; digital platform; business model; power
sector

I.

INTRODUCTION

The energy sector is going through quite a radical
transformation. New objectives, new constrictions and
new driving factors facilitate changes across the energy
supply chain. These changes are dramatically altering
business landscapes of the sector. Paired with the
emergence of new technological solutions, these changes
also affect the way consumers think about energy supply
and consumption [1]. Possibly the most obvious impact
of market dynamics are the changes in the generation
mix. Facilitated by government policies, power producers
have switched their interest towards renewable energy
sources (RES)[2][3]. Transitioning to a zero-carbon
economy is an arduous task that requires the
implementation of a combination of policies and
technologies. In this context, there are focused efforts
towards developing a whole string of new applications
such as battery storage, demand response, carbon capture
and many other [4][5]. Looking at things from a global
perspective, the renewable sector has been recording
biggest growth rates in installed generation capacities for
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years [6]. Significantly raised awareness regarding both
environmental issues and the impact of electricity
generation on the greenhouse effect caused a stir among
power companies forcing them to adapt their business
strategies [7]. In this transitional period towards a lowcarbon energy system of the future, companies in the
sector had to be quick to react to new market
circumstances. As the line between energy producers and
consumers gets blurred, utilities face several challenges
novel to the industry.
The complexities of the electricity system make the
energy sector less agile than others [8]. However, while
focusing on the supply process, numerous utilities
disregarded the need to ennoble their business models
with new customer orientated approaches [9]. With the
age of digitalization ascending upon the energy sector
disruptive forces emerge as key shapers of the new
energy paradigm. In this context, digitalization is the
application of digitally-enabled solutions to provide new
revenue streams and create added value for consumers.
The digital revolution in progress does not simply affect
established processes, but has a profound impact on the
very mechanisms underpinning the entire market. As the
rapid transformation progresses, electricity markets are
reformed, market players’ business model reinvented,
new technological solutions appear, multiple industry
sectors converge and prosumers emerge. This
overwhelming process of fundamental change is driven
by several forces. It is not just a question of
decarbonization (reduction of carbon dioxide emissions).
It is about rewriting the entire modus operandi of the
energy sector.
After decades of silence, data is now starting to flow
between providers and consumers [10]. This is in many
ways revolutionary, as it allows energy to flow between
the two sides of the energy supply equation. Traditional
one-way energy traffic is starting to be obsolete, while bidirectional flow of current is a thing of the future. Data is
one of the key enablers of the implementation of
distributed energy sources and a key enabler for
consumers to start acting as prosumers on the electricity
market. The increased complexity of electricity systems
will no doubt have to rely on various machine learning
algorithms that will predict when and where energy will
be needed and how to optimize power flows in order to
achieve maximum system efficiency [11]. Enhancing the
predictability of variable renewables such as solar and
wind will minimize the need for capital investments in
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energy storage and grid infrastructure. This is a radical
change of the existing top-down supply structure that
characterized electricity systems for the past several
decades [12]. Digital transformation in progress will
provide a foundation for disruptive innovation necessary
to enable these processes.
The paper is organized as follows. After the
introduction to the subject, the concept of value cocreation is discussed and the importance of having an
open business structure outlined. In section 3, the
building blocks of digital platforms are described and key
platform layers are identified. The section also provides a
quick overview of the transactive multi-sided energy
management system necessary to ensure optimal
operation the future power system based on distributed
energy sources (DER). Section 4 reveals a high-level
overview of the digital ecosystem in power sector, while
section 5 draws a final conclusion on the matter.
II.

THE CONCEPT OF VALUE CO-CREATION

Creation of value is the core purpose of economic
exchange. One of key rules in business-to-business
marketing is that value should be created through
constant interaction between consumers and providers
[13]. Traditional models regarding value creation focus
on a central company’s output and price. In this context,
internal know-how is considered one of the key elements
of a company’s survival on the market. However, new
business models heavily oppose such a narrowly defined
concept of value creation. Their main idea is that no
matter how large the company is, it cannot compete with
massive potential of the open, developers’ market. This is
why an increasing number of companies started to focus
on developing platforms upon which they gather external
knowledge to be offered to the market. In this way, these
companies open their organizations and share some of
their know-how. Their goal is not to fully monetize on
each developed idea, but rather to achieve two crucial
things: (1) expand the market by creating added value for
their consumers and (2) maintain their position as a
market leader. In a recent study, it has been determined
that in knowledge intensive services, value co-creation
occurs through a dyadic problem-solving process
encompassing five key activities: determining needs,

designing and producing solutions, organizing the process
and resources, managing value conflicts, and
implementing solutions [14].
In order to enable a functional ecosystem, any platform
must consist of four types of players, as illustrated in
Figure 1. Apart from platform owners and infrastructure
enablers, engaging external developers and consumers is
crucial to ensuring overall success of the endeavor. In this
context, value co-creation has become an umbrella term
describing a string of complex ideas. As such, it appears
in a considerable amount of literature, both business and
science orientated [15]. With the evolution of information
and communications technology (ICT), companies across
the globe started using internet as a medium for
multisided platforms. At present, 7 out of 10 most
valuable companies by market capitalization are based on
a platform business model [16]. All of them aim to
connect consumers to providers in ecosystems based on
value co-creation. Observing the outlined concept, value
co-creation can be described as a joint process of
producing added value [17]. This implies a logic of
creating services and/or products that are not unilaterally
generated, but are co-created through a synergy between
providers and consumers. This type of rationale coincides
with service-dominant logic (SDL) where services (not
goods) are the fundamental unity for value exchange [18].
In other words, web-enabled interaction facilitates the
emergence of new business models that focus on the
creation of value based on consumer needs and based on
offering a premium service. These service-based systems
mutually interact improving the quality of output for all
participants engaged in the exchange. Value is, thus,
fundamentally derived through the integration and
application of resources, rather than embedded in firms
output and captured by price [19]. This type of logic fuels
business innovation, development of new products and
services, improves consumer experience and creates longlasting market relationships [20].
III.

DIGITAL PLATFORM BUILDING BLOCKS

The upsurge of platforms is driven by technological
innovation [21]. New solutions regarding cloud-based
solutions, social networks and mobile phone technology
are enabling everyone to get connected and contribute to

Figure 1. Co-creation in platform-based power sector ecosystem
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creating content at a worldwide stage. Simply because
there are plenty of successful platform-based companies
surviving and thriving on the market, does not necessarily
mean that constructing a feasible platform business is
easy. In all truth, constructing a platform is an arduous
task, both time-consuming and capital-intensive. Pursing
a platform strategy in no way improves the chances for
success. Like any other business venture, platforms fail
more often than they succeed [22]. This is why it is
important to bear in mind all the headwinds these
endeavors face. Platform strategy is not about selling a
good or a service online. It is about engaging supply and
demand side actors and creating an environment that
enables innovation and value creation through a
synergistic effect. In recent years, digital platforms based
on artificial intelligence, Big Data and machine learning
have overridden established laws and redefined business
models around the world.
Looking at the energy sector, competition is composed
mostly of conventional businesses [23]. It should be
noted here that this does not mean the energy industry is
easy to enter. Competition is fierce, margins are slim, the
sector is based on a behemoth of a system, government
regulation is strict and the demand for continuous supply
is of paramount importance [24]. A new entrant does not
only have to fit within this frame, but has to be able to
thrive within a highly constricting environment. It has to
achieve financial viability whilst operating a complex
system. It has to keep providing a reliable and affordable
source of energy whilst under constant regulatory
scrutiny. Changing government policies, social pressures,
debt obligations towards investors and all sorts of
different competition make things even harder [25]. What
makes developing a platform-based utility even more
difficult is the fact that the energy sector is highly
regulated, but digital platforms (as a relatively new area
for lawmakers) are not [26]. This imbalance has the
potential to cause considerable issues during the next few
decades as digital will enter all pores of the energy
industry.
Synergetic effects of various market forces such as
policy measures, technological innovation and customer
evolution facilitate new forms of competition and the
emergence of disruptive players. These occurrences are
happening at rapid pace and at a global scale
fundamentally transforming the energy sector.
Digitalization, decentralization (referring to the transition
towards distributed energy sources) and decarbonization
do depend on policy support and economic
circumstances. However, it is only a matter of time until
they reach every single country and every single home
with an electrical connection. The future of utilities
already present on the market heavily relies on what they
are doing to enhance their digital capabilities at this very
moment. In this context, numerous utilities have already
started to engage themselves in digitalizing their
operations. Given the many restraints typical of the
energy industry, this is an arduous, time-consuming
process. In general, despite the fact that utilities are
increasingly aware of the changes their business models
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require in order to stay competitive on the new market,
their revelations are often not translated into practical
actions [27]. When difficulties associated with
digitalization efforts will be surpassed, technical
constraints resolved and when regulation will no longer
present an unsurmountable obstacle, utilities (energy
suppliers) will start operating as platforms. If a utility can
function only as a commodity procurator and a service
provider, without owning energy related assets, having a
platform would be essential in differentiating among
other suppliers. Especially considering the slim cost
margins that are a trademark of the energy sector. A
platform can: provide a better service for clients, enable
easier and more transparent monitoring of consumption,
optimize energy management models and simplify bill
handling processes [28]. In addition, since it is always the
same type of commodity being sold, the major distinction
between different energy suppliers will be the service
they offer. Platform that entails an open innovation model
procures capabilities from outside incumbent firms.
These capabilities raise the platforms’ level of service
and unequivocally provide a source of added value for
end consumers and the entire ecosystem.
Unfortunately, unlike other sectors, where platform
companies can often act simply as matchmakers between
supply and demand, the story in the energy sector is quite
different. And much more complicated. This is because
of the specificities of electricity as a commodity and the
gravity of the energy system itself. In order to be
successful, a platform operating in the energy arena needs
to be able to draw real time data from countless physical
components of the system. It then needs to utilize this
data to optimize system’s operation (again in real time)
without endangering the reliability of supply. When
numerous consumers, regulatory restrictions and
technical issues are added to the equation, we are
presented with an enormous task of reconciling these
constraints with needs and desires put in front of a
platform [29]. As one can assume, there is no magic
formula or a singular path towards achieving a
satisfactory functionality of such a platform. However,
there are certain factors that have a significant impact on
the effectiveness of one’s digital efforts. In broad terms, a
utility needs to foster an environment that can offer a
continuative engagement of various actors all aligned
towards ensuring an agile, open ecosystem that facilitates
the development and application of new concepts and
technological solutions. A platform firm is structured
around an organizational platform and an operating
system. It bases its operation on cloud services, external
connectors and identity management protocols. At the
heart of a platform lies a hardware and software
architecture that functions as a hub used for facilitating
connections, resources and transactions. By doing so, a
successful platform represents an ecosystem enabling a
synergy of various participants all with the goal of
creating value. In a truly platform-orientated firm there
are no borders for value creation. Assets and outputs are
created and developed outside the mother organization.
Figure 2 shows the key layers of a platform-based
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operating model. Business, infrastructure and physical
layers are further decomposed into six interoperability
layers [30].

Figure 2. Platform layers built upon a smart grid architecture

Physical layer contains the components of the power
supply chain. This is where power flows between
households, producers and prosumers occur through the
distribution/transmission grid. Optimal flows of
injections and withdrawals must be established in realtime respecting the physical constraints of the system.
Solving the Optimal Power Flow (OPF) problem is the
most common way optimizing operation and minimizing
costs. Physical layer and the infrastructure layer exchange
data. This communication facilitates a trading mechanism
which is utilized for monetary compensations regarding
power withdrawals and injections to the grid [31]. In the
economic layer, two types of markets can be
distinguished. First, there is collective market run through
a centralized entity. Second option is the peer-to-peer
(P2P) market, where trades are facilitated bilaterally with
no central authority to supervise the transactions. The
increasingly distributed nature of the power network
requires the application of a transactive energy
management system [32][32]. This refers to direct energy
exchanges responding to market-based energy
injections/withdrawals. These types of systems allow
individual prosumers to execute P2P transactions within
their microgrid communities. Microgrids can be defined
as an aggregation of consumers, prosumers and
producers. New technological solutions and the
emergence of prosumers are causing a wider adoption of
microgrid-based concepts in the power grid [33]. In order

need to apply transactive principles in the retail market.
This is of particular importance for prosumers, distributed
generators and the future applications of demand
response techniques. While still in its early stages of
development, P2P market seems to be a necessity for the
power system of the future. In this context, blockchain is
hailed as a potential solution that can enable not only a
decentralized transaction system, but that can also
enhance the cyber-security of these very transactions
[34][35]. Figure 3 shows the basic principle of a
transactive energy management model where each
physical asset has a corresponding virtual counterpart.
These digital twins can transact in the digital space and
track power flows that occur between different players on
the market.
Transactive systems usually focus either on economic
or engineering layer of the system. However, the
development of practical applications in the power sector
demands for an integrated approach to the issue [36].
Upon physical and infrastructural layers, the business
layer is built. This layer is the potential gatekeeper to the
value co-creation ecosystem. Transactive energy
management enables individual users and interconnected
microgrids to collaborate according to real-time market
signals. For the system to be functional, a considerable
amount of dynamic data needs to be collected and
analyzed [37]. The true value of this data lies not in the
potential benefits for the optimization of the system, but
rather the data’s potential to refine services for endconsumers.
IV.

DIGITALLY-ENABLED ECOSYSTEMS

During the past decade there has been a surge of
interest directed towards the concept of ecosystems as
new modus of the competitive environment. The term is
borrowed from biology and signifies a group of
interacting firms that are mutually dependent on each
other [38]. Observing available literature suggest that
ecosystems can be considered as business, innovation or
platform orientated. Business ecosystems center on an
individual company around which other firms,
organizations, institutions, etc. are aligned. Innovation

Figure 3. Digitally-enabled P2P transaction network

to close the gap between retail and wholesale electricity
prices, distribution system operators (DSOs) and utilities
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Figure 4. Types of value systems

ecosystem focuses on a particular innovation, a set of
innovations or a new value proposition. Platformorientated ecosystems focus on creating an environment
of open collaboration regarding a certain area of interest.
These ecosystems comprise of a platform sponsor and
their complementors that bring added value to consumers.
In practice, borders between different types of
ecosystems often get blurred as companies mix different
strategies in an effort extract maximum value out of the
system. Figure 4 reveals a high-level illustration of
different market arrangements, including the ecosystem
value proposition model.
There are plenty of examples where the dynamic
ecosystem model created partners from competing
companies. BWM and Toyota work in synergy trying to
develop some of the key technologies that they
implement in new vehicles – such as batteries. Apple,
Fitbit and Garmin together created an ecosystem focused
on apps regarding fitness. Perhaps the most well-known
example of ecosystem application are smartphones. Apps
are the ones that make smartphones smart. This is the
reason why smartphone producers thrive to enable opensource platforms that attract developers which create
added value for consumers. Recently, the largest opensource platform that enables hosting for software
development – GitHub was purchased by Microsoft. In
2020, there were 28,000 projects being developed by
millions of developers on the GitHub platform. As large
as a single company might be, it cannot compete with
such massive development capacity. There are several
dimensions to an ecosystem. Every larger company exists
in several business ecosystems. The key is to understand
the role that it can play in these arenas. One of the key
aspects of defining an ecosystem strategy is determining
a degree of openness within the ecosystem. This degree
should be set according to the potential of new entrants to
create added value for consumers and defines the nature
of relationships between various players in the
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ecosystem. In this context, increasing connectivity in
order to engage diverse participants is crucial. In the fastpaced digital world, organizations that do not work
towards understanding their ecosystems, the nature of
their competitors and the tendencies of their consumers
risk slipping into a participatory role. This scenario is
playing out in incumbent energy companies around the
world. Although energy is at the heart of every process in
the world, numerous energy providers find themselves in
the background. This is not because we don't need
electricity. It's because the majority of companies are still
operating within an old paradigm. They simply offer a
commodity, not a service. A recent cross-sector analysis
by McKinsey reveals exactly that (Figure 5).

Figure 5. Average economic profit by industry (source: McKinsey [39])

V.

CONCLUSION

New technologies, new market players and a brandnew approach to energy planning force utilities to evolve
their business models and adapt to new circumstances.
Some utilities recorded progress. However, a number of
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them is yet to catch this wind of change and still lurk in
the shadows of business arenas. In truth, the energy sector
is a difficult one for implementing changes. This is in
large part to its bond with the extensive infrastructure that
ensures the interrupted energy supply. However, despite
the fact that today’s utilities are less agile than most
technology companies, things are changing. As
digitalization is swiftly entering the pores of our entire
society it only remains a matter of time when the entire
energy supply chain is digitalized. Utilities are slowly
moving towards this direction. Worth saying is that
having a large number of companies stuck in a traditional
way of operating is not necessarily a bad thing. Sure, it is
a negative trait of a sector, but it enables opportunities for
those companies that open themselves new innovative
technological solutions and new ways of doing business.
Terms like artificial intelligence, blockchain and big data
will soon become much more to the energy industry than
just buzzwords. In the meantime, the industry’s rules will
be rewritten, new players will emerge whilst a number of
old ones will fade. As any transformation, this one offers
a platform for new opportunities. To be able to predict
only a part of the future one must be perfectly aware of
both the past and the present. This is particularly true in a
world more interconnected and more complex than ever
before. As new technologies evolve, they bridge the gaps
between different areas of the economy. Over time, they
gently creep into our daily lives, making it unimaginable
for any of us to go through our day without some form of
technology. The same technology that probably wasn't
available a few years ago.
The energy sector sits on the cusp of a dramatic and
fundamental transformation. Different utilities will find
different modes to respond to this change. These
responses depend on a number of various factors such as
their respective infrastructure portfolios, regulatory
frameworks, customers’ structure, level of agility and
technological evolvement. Looking at a longer time
horizon, we envision a utility acting as an adhesive
between a whole array of market participants. The
electricity system of the future will resemble a living
organism optimizing its demand and production
schedules, reporting operational issues and determining
maintenance needs. Communication will be crucial to this
system, raising the importance of reliable security
protocols. Data flows are to be transparent and timely,
circulating from large scale power units, smaller scale
distributed sources, grid operators, microgrids, battery
storages and consumers. In this brand-new world, more
interconnected than ever before, utilities will have to
evolve into active service providers. This will require
serious changes to existing operating habits and the
application of new business models. The entire company
culture will have to be changed from bottom up to
accommodate a new way of thinking about the
company’s role in the provision of energy.
REFERENCES
[1]

J.H. Wu, Y.H. Huang, “Electricity portfolio planning model
incorporating renewable energy characteristics,” Applied Energy
119, 278–287, 2014.

MIPRO 2021/CTI

[2] K. Matsumoto, K. Andriosopoulos, “Energy security in East Asia
under climate mitigation scenarios in the 21st century,” Omega
58, 60-71, 2016.
[3] N. Lior, “Sustainable energy development (May 2011) with some
game-changers,” Energy 40, 3-18, 2012.
[4] A. Višković, V. Valentić, V. Franki, “The impact of carbon
prices on CCS investment in South East Europe,” Economics and
Policy of Energy and the Environment, Volume 2013/3, 2013.
[5] V. Franki, A. Višković, A. Šapić, “Carbon capture and storage
retrofit: Case study for Croatia,” Energy sources, Part A:
Utilization and Environmental Effects, 2019
[6] B. Johansson, “Security aspects of future renewable energy
systems – A short overview,” Energy 61, 598-605, 2013.
[7] V. Franki, A. Višković, “Energy security, policy and technology
in South East Europe: Presenting and applying an energy security
index to Croatia,” Energy 90, 494-507, 2015.
[8] A.S. Rao, G. Verweij, E. Cameron, “Sizing the Prize: What’s the
Real Value of AI for Your Business and How Can You
Capitalise?”, PwC, 2017.
[9] A. Višković, D. Šimunić, V. Franki, “Innovation platfirm - A
novel energy service utility,” 2020 43rd International Convention
on Information, Communication and Electronic Technology,
MIPRO 2020 - Proceedings 2020, 425–430, 2020.
[10] K. Panetta, “Gartner Top 10 Strategic Technology Trends for
2019”, 2018.
[11] EY, “Blockchain Technology as a Platform for Digitization.
Implications for the Insurance Industry”, 2015.
[12] A. Višković, V. Franki, “Coal Based Electricity Generation in
South East Europe: A Case Study for Croatia. International
Journal of Energy Economics and Policy 5, 206-230, 2015.
[13] A. Lindgreen, M. Antioco, R. Palmer, V.H. Tim, “High-tech,
innovative products: Identifying and meeting business customers'
value needs,” The Journal of Business and Industrial Marketing
24(3/4), 182–197, 2009.
[14] L. Aarikka-Stenroos, E. Jaakkola, “Value co-creation in
knowledge intensive business services: A dyadic perspective on
the joint problem solving process,” Industrial Marketing
Management 41, 15-26, 2012.
[15] H. Saarijärvi, P.K. Kannan, H. Kuusela, “Value co-creation:
Theoretical approaches and practical implications,” European
Business Review 25(1), 6—19, 2013.
[16] https://companiesmarketcap.com/, last accessed 5th February
2021
[17] M. Galvagno, D. Dalli, “Theory of value co-creation: A
systematic literature review,” Managing Service Quality, 24(6),
643—683, 2014.
[18] D.T. de Oliveira, M.N. Cortimiglia, “Value co-creation in webbased multisided platforms: A conceptual framework and
implications for business model design,” Business Horizons
60(6), 747-758, 2017.
[19] S.L. Vargo, P.P. Maglio, M. Archpru Akaka, “On value and
value co-creation: A service systems and service logic
perspective,” European Management Journal 26(3), 145-152,
2008.
[20] H. Alves, C. Fernande, M. Raposoa, “Value co-creation: Concept
and contexts of application and study,” Journal of Business
Research 69(5), 1626-1633, 2016.
[21] M. Iansiti, K.R. Lakhani, “Managing our hub economy,” Harvard
Business Review 95(5), 84-92, 2017.
[22] K.J. Boudreau and L.B. Jeppesen, “Unpaid crowd
complementors: the platform network effect mirage,” Strategic
Management Journal 36(12), 1761-1777, 2015.

549

[23] S. Kloppenburg, M. Boekelo, “Digital platforms and the future of
energy provisioning: Promises and perils for the next phase of the
energy transition,” Energy Research & Social Science 49, 68-73,
2019.
[24] A. Višković, V. Franki, V. Valentić, “Effect of regulation on
power-plant operation and investment in the South East Europe
market: an analysis of two cases,” Utilities policy 30, 8 – 17,
2014.
[25] A. Višković, V. Franki, “Status of Croatia’s energy sector
framework: progress, potential, challenges and recommendations.
Thermal Science 19(3), 751-770, 2015.
[26] Y. Jae Kim, C. Wilson, “Analysing future change in the EU’s
energy innovation system,” Energy Strategy Reviews 24, 279299
[27] Strategy&, “2019 Digital Operations study for energy: Power and
utilities,”
https://www.strategyand.pwc.com/gx/en/insights/2019/2019digital-operations-study-for-energy/2019-digital-operationsenergy-insights.pdf, last accessed 25th of March 2021
[28] N. Duch-Brown, F. Rossetti, “Digital platforms across the
European regional energy markets,” Energy Policy 144, 111612,
2020.
[29] W.P. Zarakas, “Two-sided markets and the utility of the future:
how services and transactions can shape the utility platform,” The
Electricity Journal 30(7), 43-46
[30] F. Fraile, R. Sanchis, R. Poler, A. Ortiz, “Reference Models for
Digital Manufacturing Platforms,” Applied Sciences 9(20), 4433,
2019.
[31] G. van Leeuwen, T. Al Skaif, M. Gibescu, W. van Sark, “An
integrated blockchain-based energy management platform with

550

bilateral trading for microgrid communities,” Applied Energy
263, 114613, 2020.
[32] Z. Li, S. Bahramirad, A. Paaso, M. Yan, M. Shahidehpour,
“Blockchain for decentralized transactive energy management
system in networked microgrids,” The Electricity Journal 32, 5872, 2019.
[33] S.M. Dawoud, X. Lin, M.I. Okba, “Hybrid renewable microgrid
optimization techniques: A review,” Renewable and Sustainable
Energy Reviews 82, 2039-2052, 2018.
[34] M. Andoni, V. Robu, D. Flynn, S. Abram, D. Geach, D. Jenkins,
P. McCallum, A. Peacock, “Blockchain technology in the energy
sector: A systematic review of challenges and opportunities,”
Renewable and Sustainable Energy Reviews 100, 143-174, 2019.
[35] A. Adeyemi, M. Yan, M. Shahidehpour, C. Botero, A. Valbuena
Guerra, N. Gurung, L.C. Zhang, Aleksi Paaso, “Blockchain
technology applications in power distribution systems,” The
Electricity Journal 33, 106817, 2020.
[36] D. Hammerstrom, S. Widergren, C. Irwin, “Evaluating
transactive systems,” IEEE Electrification Magazine 4(4), 30-36,
2016.
[37] H. Wang, J. Huang, “Incentivizing energy trading for
interconnected microgrids,” IEEE Transactions on Smart Grid
3053, 1-11, 2016.
[38] M. G. Jacobides, C. Cennamo, A. Gawer, “Towards a theory of
ecosystems,” Strategic Management Journal 39(8), 2255-2276,
2018.
[39] McKinsey, “How tech giants deliver outsized returns—and what
it means for the rest of us”, https://www.mckinsey.com/, last
accessed 6th of February 2021

MIPRO 2021/CTI

Integrated Strategic Action for Facilitating the
Electrification Process
Alfredo Višković*, Vladimir Franki **, Alfonso Damiano***
*

**Faculty

Energy Platform Living Lab, Zagreb, Croatia
of engineering, Rijeka, Croatia; Energy Platform Living Lab, Zagreb, Croatia
**University of Cagliari, Italy

Abstract - Energy sector is at crossroads facing
fundamental changes across its entire supply chain. The
surge of new technological solutions revolutionizes the way
we generate, transmit and consume energy. One of the
major driving factors of transformation is the process of
electrification. In order to foster and facilitate the
electrification process, a multi-level strategy needs to be
implemented. The aim of this paper is twofold. First, we aim
to identify the forces of disruption and key areas of
technological innovation in the energy sector. Second, we
center on the process of electrification. In this context, five
key focus areas that should be the center of a national
strategic action plan aimed at reaching a sustainable energy
future are determined. In order to reap all the potential
benefits of the electrification process it is crucial to adopt emobility, improve energy efficiency, create synergy between
corporate and research networks, invest in research and
development to strengthen national capabilities in electric
frontier technologies and raise awareness regarding the
benefits of electrification. We argue that utility providers
and distribution system operators act a key role in enabling
the deployment of new solutions and the development of the
sector as a whole.
Keywords – energy transformation;
electrification; action plan; power sector

I.

sustainability;

INTRODUCTION

Numerous disparate trends facilitated by raised
environmental concerns are remolding energy systems
across the globe. Climate change has become a global
issue with a profound effect on socio-economic systems
across the world [1]. The negative impact of the energy
sector on the environment has the potential to cause a
significant degradation of the quality of life [2]. This
realization caused a stir among energy producers and
policy makers. New policies aimed at mitigating climate
change facilitated the surge of renewables and the
proliferation of various new technological solutions
aimed at achieving a low-carbon energy system [3]. In
order to make further progress, additional policy action is
needed. Energy sector has traditionally been highly
regulated and characterized by relatively stable returns,
but in recent years it is experiencing numerous changes
deeply affecting the industry [4]. So far there have been
three eras of transformation that had (and continue to
have) a critical impact on the energy sector as a whole.
First large transformation came with the liberalization
of the energy markets. Liberalization entails the
restructuring of vertically integrated companies dividing
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their business into 4 separate entities in line with the 4
main parts of the energy supply chain: production,
transmission, distribution and supply [5]. This enabled
production and supply to become market-viable business
areas, while distribution and transmission remained
natural monopolies regulated by an energy authority.
Second transformational process regards the on-going
decarbonization of the energy system. Raised awareness
regarding the harmful impact of the energy sector on the
environment resulted in an endeavor towards achieving a
sustainable, low-carbon system of the future [6]. Today,
we are at the dawn of a third significant transformation –
digitalization of the energy supply chain. As technology
evolves, the world becomes more digital. Digitalization
facilitates the optimization of processes opening
countless opportunities in all segments of the supply
chain [7]. In the future it will enable consumers to
become more involved in the operation of the grid,
potentially enabling a sting of service-orientated
approaches to capturing and creating value in the energy
ecosystem [8].
The paper aims to identify key drivers of change in the
energy sector, pointing out some of the main issues and
potentials of the transitional period. In this context, six
forces of disruption and six areas of technological
innovation are identified. Second part of the paper
discusses electrification as an important segment of the
transformation towards sustainability. Up until recently,
few mitigation scenarios paid attention to electrification,
but recent research shows an increasing focus on
demand-side technologies [9]. Companies in the power
sector are only beginning to see electrification as an
opportunity for revitalizing sales and revenues [10].
Level of electrification increases with stringency of
climate policy. At present, apart from the topic of rural
electrification [11], there are not a lot of papers that focus
on policies that would facilitate the electrification of
different
processes
[12].
However,
changing
circumstances regarding the energy sector and its effects
on the environment are causing policy makers and
researchers to focus on facilitating end-use of electricity
in different applications. This paper tries to bring some
clarity on the importance of beneficial electrification as a
tool in reducing carbon emissions. Furthermore, it
outlines key focus areas that should be the center of a
national strategic action plan aimed at reaping the
benefits of electrification.
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The text is organized as follows. After the introduction
to the subject, six forces of disruption in the energy sector
have been outlined. In section 3, six key areas of
technological innovation are identified. Section 4 presents
an overview of the electrification process along with its
main characteristics and facilitators, while section 5
draws a final conclusion on the topic.
II.

FORCES OF DISRUPTION

We identified six forces of disruption that drive change
in the energy sectors of today: electrification,
digitalization, implementation of renewable energy
sources (RES), technological and business innovation,
evolution of consumers and the emergence of disruptors.
For an easier overview, these forces are represented in
Figure 1.

Figure 1 Six forces of disruption in the energy sector

Electrification is an on-going process that increases
consumption, improves efficiency and facilitates the
decarbonization of the energy system [13]. At present,
electricity only makes 19% of overall final energy
consumption, growing from 15% in 2000 [14]. However,
a number of analysts assume this share can more than
double by 2050 [15]. Companies have started to electrify
numerous processes in an effort to reduce emissions and
improve efficiency. Electricity is an easily available and
reliable source of energy while electric systems are often
more controllable and lighter than fluid or mechanical
systems. In order to be able to reap the benefits of
electrification, decarbonizing the generation portfolio is
crucial. Electrification of processes, buildings, heat
systems and the general shift from heavy to lighter
industries are all factors increasing consumption [16].
Digitalization accompanied by the use of big data,
Industrial Internet of Things (IIoT) and Artificial
Intelligence (AI) will prove to be essential in taking the
energy sector to the next level. After decades of silence,
data is now starting to flow between providers and
consumers. This is in many ways revolutionary, as it
allows energy to flow between the two sides of the
equation, as well. Traditional one-way energy traffic is
starting to be obsolete, while bi-directional flow of
current is a thing of the future. Data is one of the key
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enablers of the implementation of distributed energy
sources and a key enabler for consumers to start acting as
prosumers on the electricity market [17]. The increased
complexity of electricity systems will have to rely on
various machine learning (ML) algorithms that will
predict when and where energy will be needed and how
to optimize the supply chain flow in order to achieve
maximum efficiency of the system [18]. In this context,
ML is already being implemented for predicting
intermittent outputs of renewables such as wind and solar
power plants [19]. Moving forward, a considerable
amount of literature predicts that AI-based techniques
will form the basis of the future power sector with
applications ranging from energy efficiency [20], power
generation [21] and transmission [22], to utilities of the
future [23]. This is a radical change of the existing topdown supply structure that characterized electricity
systems for the past several decades. Digital
transformation in progress will provide a foundation for
disruptive innovation necessary to enable these processes.
Boosted by the support of government policies
technologies regarding wind farms, photovoltaics, various
distributed resources, battery storage systems, smart grid
solutions and energy efficiency recorded significant
improvements [24]. After years of falling costs,
renewables are now reaching a stage where they are
competitive to traditional sources. Only one issue remains
in order to break the last barrier towards an even more
significant implementation of renewables – the issue of
flexibility. Most renewables being deployed utilize solar
or wind energy and these sources are quite volatile.
Balancing out the variations in production patterns is
essential in enabling a system based on renewable energy.
As a number of reports forecast, energy demand is likely
to increase by around one quarter to what it is now, in
large part due to population growth and urbanization [25].
These reports also forecast renewables to make up around
40% of global generation (as compared to their current
25% share) [14]. This all means that the energy sector
will become virtually unrecognizable in the next 20-30
years.
During this process of change, innovation is a crucial
front on which the battle for the energy market share is
taking place. As the grid gradually gets “smarter”, new
solutions offer new possibilities unimaginable before.
These technological advances paired with the global
process of digitalization are revolutionizing the way
energy systems operate and how their participants interact
[26]. At the same time, these changes present a great
challenge for standard energy planning and practices
[27]. Companies stuck within a surpassed traditional
model of operation will soon face insurmountable
obstacles on the market. Electricity and gas, once lowengagement products, are now increasingly visible to
consumers. Markets that operated with only a handful of
players are now packed with dozens of energy providers
offering numerous service packages. Innovation is
immensely important for companies operating in any
area. Incumbents operating in the energy sector will need
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to focus on facilitating innovation of both their business
models and technological solutions.
As the energy supply chain gets digitalized, new
players appear disrupting the delicate balance of the
energy market and opposing traditional businesses. The
implementation of smart meters enables the collection of
data regarding customers’ consumption patterns. Various
new business models and a range of pricing structures
emerged leveraging this very data. Apart from aiding
customers in finding a tariff that best suits their needs,
data collected is also used in various other ways, mostly
aimed at gaining insights into consumers’ habits and then
using those insights to tailor offerings and perhaps help in
optimizing energy demand through various demandresponse (DR) mechanisms [28]. Most companies are
familiar with innovation, but they generally look for
opportunities to improve their existing products, services
or processes. This kind of innovation is branded as linear.
Disruptors are among the rare companies that don’t just
look to gradually improve a certain business segment.
They look for new ways of solving customers’ needs. At
present, innovation start-ups in the energy industry
mostly focus on technologies regarding renewable energy
sources. However, it is only a matter of time until
disruptors that found ways to offer completely new
services enter the market.
New technologies offer an immense number of new
possibilities enabling consumers to gradually start being
an active part of the system. Up until recently, consumers
had virtually no insight into their respective consumption
patterns. The introduction of smart meters is now
enabling them to raise their awareness and allows them to
modify the way they use energy at their workplace or at
home. Thanks to data analytics, an increasing number of
commercial, industrial and household consumers are
finding ways to be more energy efficient in their daily
processes [29]. With the aid of sensors, they are able to
predict heating or cooling requirements and limit the
variations in energy demand. Additionally, large
companies such as Google, Wal-Mart, Samsung,
Facebook etc., have all set various targets regarding the
improvement of energy efficiency, purchasing green
energy credits and supplying themselves with renewable
energy. Finding ways to optimize consumption and
purchasing renewable energy is not the only thing
companies and households do. In order to reduce their
energy bills, more and more users are starting to install
energy sources of their own, and this is only the
beginning. It should be noted that the transitional phase
towards a zero-carbon energy system will not be as swift
as one would hope. It will be an enduring march during
which a combination of policies and technologies will
have to implemented. It will also be a time during which
the power sector will have to rely on traditional thermal
power plants to guarantee stable and reliable supply [30].
III.

AREAS OF TECHNOLOGICAL INNOVATION

Regardless of the sector in question, innovation is
immensely important for any business endeavor and is at
the heart of the global energy sector transformation we
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are currently witnessing. Technological innovations
paired with globalization and evolved customer behavior
create a window of opportunity for a second type of
innovation – one that focuses on creating new business
models. We identified six areas of technological
innovation that will drive change in the energy sector:
artificial intelligence and big data, blockchain, battery
storage, smart grid and internet of things, renewables and
electric vehicles and their accommodating infrastructure.
For a better overview, these areas of innovation are
presented in Figure 2.

Figure 2 Areas of technological innovation

Despite receiving an increased amount of attention,
artificial intelligence not utilized enough in the energy
system of today. It seems that the vast majority of utility
companies view artificial intelligence primarily through
the scope of customer service [31]. It is therefore mostly
applied to digital marketing and various customer
orientated applications. Utilities mostly use mature
applications of AI, but invest far too little effort in
developing novel, bespoke solutions. In most cases, they
focus on enabling superior data processing and analytics
for improved customer experience. This is why utilities
have so far applied AI to automate specific tasks related
to the repetitive nature of customer inquiries. In this
context, AI’s perceived investment risk is low and it can
potentially deliver a considerable return on investment
during a relatively short time horizon. However, there are
multiple existing processes within the utility that can be
enhanced by using AI. Improvements in areas such as
invoicing, paying, but also reporting planned or
unscheduled outages have enabled a much more efficient
communication between utilities and consumers [32].
Opening up a channel of communication is one of the
first steps towards providing a service, not just a
commodity and this is the basis of modern business
models across the world.
Energy storage has always been an essential part of
the energy system, but with falling prices of batteries it is
destined to play a major role in the energy system [33].
The role of battery storage is even more emphasized with
the increased use of renewable energy sources. The
majority of renewable energy comes from either wind or
solar power. These two energy sources are characterized
by variable production. In other words, their production is
dependent on outside conditions. Consumption, on the
other hand, has a different modus operandi resulting in a
potential system imbalance. Energy storage thus becomes
a key player providing the necessary balancing service
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between real-time production and consumption of
electricity. Apart from balancing out the shortcomings of
the renewable generation portfolio, their role is also
aimed at smoothing out the demand curve and thus
lowering operational costs that arise from peak
consumption.
With the surge of distributed sources and an increased
occurrence of two-way flows of both data and power in
the electricity grid, a whole string of smart grid (SG)
solutions emerge [34]. Digitalizing the energy supply
chain enables generating enormous amounts of data able
to describe the details of system operation [35]. This new
structure of the power system allows consumers to gain a
more active role in the electricity market permitting them
to contribute to the dynamic energy management system
[36]. In this context, the largest challenge becomes the
question of how to take advantage of consumers’
participation in order to improve efficiency and reduce
costs. Solving this challenge requires the application of
various methods for the exploitation of vast volumes of
data generated by countless smart meters and sensors
[37]. Therefore, robust data analytics, high performance
computing, efficient data network management, and
cloud computing techniques are crucial in effectively
managing smart grids [38]. This is where Big data comes
in play. Big data represents an array of complex data sets.
Given their large size, these data sets are unmanageable
by traditional data processing software [39]. Data can be
processed and analyzed in order to draw insights on how
to optimize the system, but can also be used to increase
transparency, coordination and information sharing.
There are several business areas in which big data can be
of particular aid to the energy industry: consumption
forecasting [40], predictive maintenance [41], operation
(proactively analyzing processes leads to insights on how
to improve efficiency), customer experience [42] and
security [43].
Apart from a number of positive outcomes,
digitalization raises fundamental security and trust issues
which are the prerequisites for doing business – this is
where blockchain technology comes in play. Blockchain
is a powerful peer-to-peer (P2P) network technology. It
utilizes advanced computer science techniques in
enabling trustworthy interactions. Blockchain technology
is being increasingly adopted in platforms dealing with
P2P transactions. At present, blockchain technology is
mostly applied in the financial sector. However, the
network infrastructure of the energy system makes it
suitable for blockchain applications [44]. Particularly
when it comes to distributed power grids. Together with
internet of things (IoT), blockchain will soon transform
operations in the energy sector connecting a vast array of
devices with platforms that record and share data in real
time. In the future, we are likely to witness a
transformation of existing transaction models from a
centralized to a decentralized structure. Decentralized
data storage and automated validation would make
transactions more transparent and easier to monitor and
record. By incorporating blockchain technology in
transaction models of the energy sector, the need for
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intermediaries would be eradicated opening up space for
more efficient asset management systems and improved
emission unit allowance (EUA) trading. Blockchain
technology can also be incorporated into other aspects of
business of a utility such as metering, billing and
clearing. These processes will also involve the use of
advanced artificial intelligence algorithms.
Microgrids consisting of distributed, interconnected
elements that supply local energy needs in a sustainable
manner are is the future of the energy system. The
centralized approach used in solving the energy puzzle
envisioned a one-way flow of energy from producers to
consumers with the power grid acting as a backbone of
the system. Microgrids offer a different perspective. They
envision a decentralized approach where instead of large
production stations we have smaller distributed sources of
energy [45]. The system is now being designed to enable
a bidirectional flow of energy and enable everyone to
contribute in the power generation process. Smart meters
are being extensively implemented across Europe and are
now considered standard equipment. Smart home devices
are entering an increasing number of houses enabling
consumers to monitor, for the first time, the energy
consumption of their appliances. Soon enough, machine
learning algorithms will be incorporated in the majority
of these devices enabling computer aided optimization of
household processes [46]. In this context, the Internet of
Things (IoT) will play a crucial role facilitating a more
efficient use of energy. It can allow device optimization
and the correction of demand, but it can also enable
buying and selling energy.
IV.

ELECTRIFICATION

In parallel to the implementation of renewable sources,
the process of electrification creates additional benefits
for the environment shifting a number of end-uses from
fossil-based sources. Creating an energy policy that
would promote electrification is difficult task. Effectively
implementing an energy policy is often challenging as
policies rely on consumers to make certain choices.
Therefore, policymakers often provide consumers with
tools and incentives in order to make their choices more
aligned with policy goals [16]. In order to successfully
facilitate the electrification process, having a multilayer
strategy acting across different sectors is required. In
particular, looking from a national perspective, five focus
areas with a strong potential in facilitating the
electrification process are identified as: (1) enhancing
energy efficiency, (2) adopting e-mobility solutions, (3)
improving collaboration between academic and
commercial sectors, (4) strengthening national research
and development (R&D) capabilities regarding new
technologies and (5) diffusing awareness regarding the
benefits of new energy solutions.
In essence, electrification facilitates the increase of
energy efficiency. In developing countries, electrification
offers significant opportunities in segments that are
oftentimes largest polluters. In developed countries,
perhaps the largest potential of electrification can be
realized through the transportation sector. Apart from
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transportation, electrification is directed towards
residential heating, various commercial, industrial and
household processes and manufacturing. As the light-duty
vehicles segment accounts for the majority of the
transportation segment, it has been identified as a critical
area of the decarbonization process. According to a recent
study, transportation accounts for almost a third of all
emissions in the UK [47]. The majority of these
emissions come from light-duty vehicles. There are four
areas with considerable electrification potential:
transportation,
renewable
generation,
residential
buildings and industry. Consequently, these areas have a
significant potential when it comes to decarbonization
efforts.
According to recent studies, there are over 60
electrification technologies being applied. Out of these
technologies, six were identifies for having the highest
deployment potential [48]: battery systems, heat pumps,
LED lamps, electric drives, power electronics and energy
management systems (EMS). Heat pumps can provide
more heating energy than they consume electricity. They
extract heat from a cold space and transfer it to a warmer
one. They are utilized for space and water heating and are
as much as 50% more efficient than traditional
condensing boilers [49]. Power electronics refer to wide
band-gap-devices that employ semi-conductors in
controlling and converting electric power. Energy
management systems are automation systems that utilize
energy-related data to optimize processes. In
electrification processes, presently they are mostly
applied in various heating, ventilation and air
conditioning (HVAC) processes [50]. In order to fully
reap the benefits of electrification, a systematic,
integrated action is needed involving all these areas.
The electrification of transport has been a rapidly
evolving field during the past couple of years [51].
Vehicle range on a single charge has improved from less
than 160 km to over 500 km [52]. This was one of
primary concerns for potential electric vehicle (EV)
owners. Second, the cost of batteries recorded a decline
from 1000 $/kWh in 2010 to below 300 $/kWh [48]. The
reduction in battery prices significantly lowered the cost
of EVs enabling the production of a few models with
prices acceptable for a wider array of buyers. As prices of
EVs record further reduction, we witness the gap between
traditional internal combustion engine (ICE) vehicles and
electric-based models become even more narrow [53]. As
a result, an increasing number of EVs are present on the
roads. With the increasing use of electric vehicles, there
is a growing interest in researching their potential, but
also possible limitations in reducing harmful emissions.
Although they do not directly emit CO2 into the
environment, EVs use energy that is deeply tied to the
very structure of the power system. In other words, if
EVs are powered by fossil-based generation, their
potential in reducing carbon emissions will inevitably be
limited [54]. Therefore, the increase in electricity
consumption caused by the surge of EVs should be
accompanied with the increase of renewables in the
power generation segment [55]. At present, EVs benefit
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from direct government subsidies that partially offset
their high purchase costs. The key is to ensure their
economic viability without subsidies. Additional
problems for widespread adoption of EVs are also the
accompanying charging infrastructure and the prolonged
time it takes for them to charge. The next step is to shift
subsidies from vehicle purchases to charging stations.
This would enable equal opportunities for EVs as ICE
vehicles now have. As far as the charging process goes,
in this fast-paced world, people are somewhat unwilling
to wait for their vehicle to charge. In order to mitigate
this issue, charging techniques need to be improved. In
the meantime, people need to accustom to the different
pace their EVs dictate [56]. This is a difficult task as it
requires people to change their habits. An additional
problem lies in the fact that high-power charging
infrastructure and a larger number of EVs would have a
profound effect on the entire power grid. If vehicles
would be charged during peak hours it would
significantly increase load. This would, in turn, cause
prices of electricity to surge and would potentially have a
negative impact on the stability of the power system. To
mitigate this issue, charging schedules would need to be
optimized and additional investments in both generation
capacities and battery storage would be needed. On the
other hand, the adoption of EVs could also be an
opportunity if the vast potential of newly deployed
battery storage is to be taken advantage of. In this
scenario, EV owners would charge their vehicles during
off-peak hours and might even provide additional power
in peak times. Vehicle-to-grid (V2G) technology could,
in such a way, reduce peak loads and aid to grid
flexibility. In order to accommodate EV adoption and all
the parameters it entails, a comprehensive nation-wide
strategy should be made. The strategy should encompass
regulatory and legal issues that potential EV owners and
charging infrastructure operators would encounter [57].
Research & Development (R&D) is of strategic
importance as it facilitates the creation of new
technologies and innovative solutions to meet
sustainability goals. In order to strengthen e-mobility
adoption and improve energy efficiency programs, there
should be no lack of coordination between research and
business sectors. Progress is often slowed down due to
personnel under-sizing, scarcity of financial resources
and poor sensitivity to patenting activity [48]. That is
why it is important to incentivize research regarding
strategic areas of innovation and enhance the knowledge
sharing process between academic and business
networks. Finally, promoting the benefits of
electrification should be directed to both the public and
the business community and should be the final step
towards a wider adoption of electrification in end-uses.
V.

CONCLUSION

Fundamental changes are occurring across the energy
sector’s
value
chain.
Sustainable,
low-carbon
technologies are now an essential part of the generation
portfolio as they slowly replace traditional fossil-based
central stations [58]. Customers are becoming
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increasingly involved in the electricity system serving as
active participants in the generation segment [59]. By
producing and consuming electricity, they act as
prosumers on the market. Additionally, as people become
more involved and more informed they consequently
become more demanding. As if these changes are not
enough of a challenge, major trends such as
electrification, digitalization and the penetration of
electric vehicles present additional forces disrupting the
delicate balance of the energy system. As the energy
transformation progresses, new opportunities arise
offering potential benefits for all the participants of the
energy supply system. This is primarily facilitated by
technological innovation, as grid operators are now able
to receive information, process data and act upon events
in real-time. In addition, consumers are increasingly
becoming producers thus becoming bi-directional
participants on the electricity market. New innovative
technologies such as smart meters, sensors, smart
appliances and optimization algorithms enable a stronger
than ever connection between all elements of the
electricity supply chain, from generators to consumers.
With the aid of digital platforms, sensors can indicate
occurrences of peak loads or disturbances in the grid.
In this paper, six forces of disruption and six key areas of
technological innovation have been identified as crucial
drivers of change in the energy sector of today. The paper
argues that businesses, policy makers and the general
public need to work together for truly reaping the benefits
of this transitional period. As already mentioned the
transition towards achieving a zero-carbon energy system
is composed of multiple layers and numerous focus areas.
Apart from having a strategic action plan regarding emobility, special attention should be paid to areas such as
energy efficiency, collaboration between academic and
commercial sectors, strengthening national research and
development capabilities in new technologies, but also
diffusing awareness regarding the benefits of new energy
solutions towards policy makers, businesses and the
general public. The changing nature of the energy system
offers unique opportunities for economic growth as well
as the chance to improve the quality of life.
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Abstract - The paper discusses the development of an IoT
smart door application adapted to people with special needs,
i.e. anyone who has difficulty opening the front door
independently. Special emphasis is placed on persons with
disabilities (PwDs) and on pandemic conditions. The new
innovative application design is based on the principles of
universal design in the broadest possible sense. All phases of
application development are presented, from the idea of
innovative and sustainable design of the application itself
through the analysis of the needs of a wide range of potential
users, various technical possibilities of implementation
including all levels of communication, from proximity to 5G
network, and application sustainability analysis. The design
brings several innovative conceptual and technical solutions
that contribute to the attractiveness, applicability and
sustainability of the application.
Keywords - IoT, person with disabilities, smart doors,
new design, universal approach

I.
INTRODUCTION
Safety is one of the priorities of persons with disabilities
(PwDs) and other people with special needs, especially
home security. However, home security in these pandemic
conditions is taking on a whole new dimension. Therefore,
the focus of ICT/IoT applications is necessarily shifting
from mobility to security. Consequently, an application that
provides maximum security of entry into the home with
accessibility of use is becoming very popular. Such an
application must have useful and useable solutions in
accordance with several specific requirements. These
specific requirements come from external conditions,
predominantly determined by the pandemic, and internal
conditions, determined by the limitations of people with
special needs. Additional essential factors that determine
application challenges are reliability and massiveness. An
application that has the potential to respond to these
challenges must be a completely new IoT-based residential
entry control application, even more, an application that is
far beyond the front door control.
The second chapter presents a concise analysis of the
market with an emphasis on the user structure and defines
the target application. The third chapter describes the
challenges of the new application. The functional model is
described in Chapter four. Chapter five provides an
overview of alternative designs of targeted IoT app. In
conclusion, the most important elements are summarized
and guidelines for further steps are proposed.
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II. CHANGES IN THE STRUCTURE OF PWDS NEEDS
There are two main drivers of change in the market for
services for PwDs, and both strongly support the
development of IoT applications for them. The first is a
general social trend of lifestyle changes marked by an aging
population, an increase in the number of PwDs and an
increase in the number of single households. The second
trend is very new and is marked by pandemic conditions that is the change in life priorities of PwDs and the elderlies.
A. General social change
A significant part of the world's population are PwDs
and children with disabilities [1], [2], [3]. The global trend
increases their share in the total population. Another
significant factor, which is partly related to disability, is the
global trend of population aging. It is one of the most
important social changes of the 21st century that has an
impact on almost all sectors of society. The trend is shown
in Figure 1. showing the median age of the population, i.e.
age at which 50% of the population is older and 50% is
younger, in some of the most significant countries
considering GDP, ranking by IMF [4], [5].
The change in the way of social life greatly affects the
number of single households that have the highest growth
trend in the world. They are followed by the number of twomember households, while the number of multi-member
households is constantly declining as it is shown in Figure
2. [6]. Such a situation leads to the impossibility of self-care
for the elderly and PwD, so they are forced to leave their
own home and settle in institutions. This is contrary to the
WHO recommendation that older people as well as PwDs
live in the community as long as possible and that they join
institutions as late as possible to foster a sense of
independence and mental health. There is also a UN
recommendation from 2007. that families of persons with
disabilities should be equipped with the resources to
provide adequate care and avoid institutionalization. One of
the more significant problems for the possibility of
independent living is that the elderly population as well as
PwDs due to their chronic illnesses or acute health
condition are not able to either open the door (e.g.
bedridden) or decide whether to open the door (for example
due to mental illness or intellectual disability). Also, with
this group of PwDs the entrance and the exit control and is
significant for their guardians in case they do not return in
the expected time [2], [3].
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Figure 1. Median age of the population

B. Changing priorities under the impact of a pandemic
In the last year, almost the entire population of the Earth
has been changing its priorities under the influence of
pandemic living conditions. However, there are more and
more social analyzes that indicate that these trends will last
longer, and that they will largely have a permanent
character. This change in priorities and trends has several
significant features. The first (1) is to reduce the need to
move outside. There are two main reasons for this: the risk
of infection as the risk of bad consequences of the infection
and the general closure of social activities. Another
important factor (2) is increase of the need for isolation, i.e.
self-isolation (voluntary and preventive). In such
conditions, some specific needs and problems erase. The
avoidance of living together in special purpose homes is
increasing, which means that, more importantly for these
considerations, the need for independent living in one's own
home is increasing. There is a growing need for as few
physical contacts and visitors as possible, and a need for
physical security. Finally, perhaps most importantly, there
is a growing need for a general sense of security and a
reduction in feelings of loneliness and isolation. On the
other hand, the logistical problems of supply, maintenance
of living space, health care and nursing in the conditions of
significantly reduced social contacts are enhanced.
III.

CHALLENGES OF THE NEW APPLICATION

Because of described world situation the focus is
shifting towards home security which is starting from the
front door. Front doors should not only provide security
from the entry of unwanted visitors but also to provide
functional support for their independent living. All this set
up completely new challenges for smart door applications.

other similar pre-existing solutions. There is on the market
a smart lock and smart doorbell solutions with their
connectable applications, but they work in a limited
distance connected by wi-fi [6] and are relatively
expensive, especially for our targeted population.
Additionally, they require the installation of special devices
and cameras. There are some solutions that use mobile
devices but are functionally insufficient [7]. However, only
few of these solutions are adapted for people with motor,
visual, hearing or cognitive difficulties but they do not
respect the principles of universal design. In addition,
existing smart door applications often come on the market
in the "Smart Home" application package, which gives
some applications that users do not need or are not
interested in. Price of such “Smart Home” is higher than for
a single application. The application package must
necessarily work with functional compromises of its parts
to cover the breadth of needs, but with very little
consideration of the actual needs and capabilities of users.
This is especially noticeable with PwDs. In general, the
current state of development of ICT and IoT applications is
driven more by the fascination of technical progress than
by the needs of users. Current solutions do not meet their
needs due to several reasons. Adapting applications to PwD
mainly comes down to limited interface adaptation (larger
letters, louder sound), which most such users are not
satisfied with (especially the group with mobility
difficulties and mental problems). Use is overly
complicated, and usage on the user interface side is too
limited. Also, it does not solve the problem of feeling
insecure when letting visitors into the space.
So, the first step is gathering requirements,
understanding the users and their goals via naturalistic
observation, limited survey among potential users, focus
groups and interviews. Some interesting and unexpected
results are emerged; set of their needs are reduced
compared to users without difficulties. On the other hand,
these needs are qualitatively significantly higher than for
others. Considering the issue of the needs of PwDs, we
conclude that controlling entry into their space is high on
their list of priorities. This is further noticeable at the time
of the pandemic because PwDs are at high risk and have a
heightened sense of fear of the disease in general.
Due to all the above, an adequate application should
achieve the following requirements:
1.

To increase the user's feeling of security, and
reduce user's the sense of isolation, loneliness and
abandonment himself,

2.

Customizing the user interface to multiple PwD
needs,

40%

3.

Easy and intuitive use,

30%

4.

To provide more alternatives of realization
according to specific user preferences,

5.

Expand communication possibilities on user's side
in order to ensure fast and reliable interaction,

6.

Reduce the cost for PwD users.

Existing smart door applications generally work as ICT
copies of special-purpose devices such as intercoms or

20%
10%
0%
one

two
2007

three
2016

four & more

Figure 2. Household distribution EU-27
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As the biggest challenge for the application of smart
doors, we see the need of users to increase the feeling of
security, reduce the feeling of isolation and loneliness and
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TABLE I.

1

User
Type
Client

APPLICATION USER STRUCTURE

User Description

User
Quantity
1 (only 1)

User Status

Persons in need of
Registered
remote management of
the front door.
2 Guard
People who make
1 … few
Registered
ian
decisions for the client
(limited)
3 Visitor
People who have the
1 … many Registered /
need / desire to open
(unlimited) Unregistered
the doors of clients.
(guest)
4 Door
Entrance or any other
1 … few
Registered
door in the client's space. (limited)
5 Data
Keeping records of all
1 … few
Registered
ware
events related to the
(limited)
house
client's smart door.

left to himself. Technical improvements and major
technical adjustments to the user can contribute to this, but
they are not enough. An additional technical possibility is
to increase intelligence of user devices. One logical
continuation is the step towards AI and towards the virtual
assistant. However, such a solution should be carefully
introduced. PwD population and elders prefer physical
social interaction and are difficult to adapt to the standard
interface of virtual assistants. They have little confidence in
technique and are difficult to accept “high-tech” solutions.
Probably the most significant problem is that virtual
assistants are generally not tailored to the needs of PwD
(similarly to existing ICT applications).
In such conditions, an innovative solution that
maximally solves these obstacles is a personal assistant in
the form of a guardian. The guardian is a person trusted by
the beneficiary - adult children, siblings, friends of great
trust, social workers or others who can and may take such
responsibility. The role of the guardian is to take the
decision in circumstances when the user himself does not
want or cannot make a decision to let the visitor into his
living space. The physical location of the guardian doesn’t
matter. Another important element is the recording of visits
and visitors, that are stored in the cloud, and are available
to the user, guardian(s) and others authorized by the user.
Cost is basically non-functional requirement, but very
important for PwD users. In addition to meeting other needs
and applying a guardian solution, the application has a clear
sustainability potential for the target group. But, research
among users has shown that there are four additional groups
of users, and in total there are five target groups:

5. Small children (6-10 years) i.e. their parents who
want to have control of the front door while the
children alone at home (approx. 120.000).
The data were obtained from the official website of the
Croatian Bureau of Statistics [7], supplemented by a
comparison with data from UN and UNESCO reports [8],
[9] for category 2, and a free estimate for category 4.
Furthermore, it must be considered that users are also
visitors and guardians. So, the estimation of number of
potential users reaches 1.000.000 users.
IV.

For an application to be sustainable and successful, its
functionalities must meet two basic criteria: it must be
useful, and it must be useable. This means that the
functionality of the application must meet the needs of its
users to perform the desired actions and, secondly, that the
functionality of the application allows the user to
accomplish the task in an effective, efficient and satisfying
manner. The functionality of the application depends on the
needs of the users and their needs.
The primary or direct users are people with various
types of special needs, from PwDs to small children (e.g.
their parents), as already described. They primarily need for
remote control, supervision and management of the front
door. They are direct users of the application as well as
guardians and visitors. Visitors can be delivery people,
postmen, community care, social care, guests, and others.
The stakeholders of the application are also doors, and data
warehouses in which all data related to the monitoring and
management of smart doors are stored and, if necessary,
processed. Therefore, the complete user structure includes
5 groups of users shown in Table 1. To achieve their goals
application must provide innovative functional solutions
expressed through functional model and innovative
technical solutions which are realized through user function
scenarios.
The functional model has three levels of functionalities:
1.

Basic functionalities: remote access to the door,
control, monitoring and management of the
opening i.e. entry into the client space

2.

Additional functionalities: adapting the interface
design and application functionality to customer
possibilities, remote (guardian) door management
including communication from remote locations,
and predefining visitor entry permissions

3.

Added functionalities: migrating smart door
service from local devices to network IoT
services, eliminating customers' need for special
devices at front door, and the ability to have
multiple doors within the same application and a
wider range of devices connected with the door.

1. PwD, especially those with mobility difficulties and
mental issues (approx. 550.000),
2. Persons who do not have the status of disability, but
have real needs due to chronic movement problems
or mental problems (estimate 140.000),
3. Acutely ill persons who, due to their current, but not
short-term, condition, have problems with access
and control of the front door (approx. 30.000),
4. Persons who for special reasons, such as a
pandemic, they want to limit their contact with
outside parties (there are no figures for now, but
there are, estimate 100.000),
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FUNCTIONAL MODEL

Basic functionalities meet the fundamental
requirements of entrance door control. They are also a link
to current solutions and existing applications and make it
easier for users to adapt to new solutions. Additional
functionalities allow users with special needs to use the
application in multiple ways, according to their needs. They
also represent elements of universal design which allows a
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wide using. Added functionalities give added value to the
application, making it more attractive and even closer to
users with special needs. Also, by applying a universal
design principle, they make the application attractive to all
users.
Total needs and events can be described through 9
scenarios divided into 3 groups:
1. Fundamental user functions: (i) user registration and
initial assignment of rights (client, guardian,
visitor), (ii) user login (client, guardian, visitor), (iii)
rights management (client, guardian), (iv) review of
records (client, guardian, visitor),
2. Smart door management: (i) the client makes the
decision to open the door, (ii) the client does not
respond, the guardian makes the decision to open,
(iii) the client does not want to decide, the guardian
makes the decision to open,
3. Predefined entries: (i) the visitor entrance based on
an announcement and a one-time permit, (ii) the
visitor entrance based on predefined rights.
Scenarios and functionalities are not directly causally
related. Each scenario relates to multiple functionalities. In
this way, a modular structure of the application is built,
which enables flexible development and implementation by
elements.
The most significant group from the application
functionality point of view is second group of scenarios and
it must fully meet the useful and useable criteria. Functional
use case diagram that describes a user's interactions with
events and processes is shown on Figure 3. It represents all
user types, both human and machines. The presented model
shows all participants in the scenario as users of the
application and defines all the objectives of the application
for this group of scenarios. Furthermore, the operation of
the application is seen, in all three scenarios of this group
of scenarios from the side of the user perception.
The user uses a system management application on his
mobile
device.
Existing
applications
require
customizations for people with special needs and expanded
functionality to include guardians. The application needs to
communicate with the administrator's mobile device, which
can be anywhere, using the resources of the user's local
network or public wireless network. A database (that can

Figure 3. Functional use case diagram

be in the cloud) is used to store customer and event data on
the door.
Observed by the user, regardless of the method of
implementation, the application makes a call to the client.
The client has the possibility to communicate with the
visitor and / or the door and do or doesn’t decide to open
the door. In case the client decides to open the door,
decision is implemented, and the data is stored in the
records in the cloud. In case of disapproval of the door
opening, the visitor may request communication with the
guardian. If the client does not want / cannot make a
decision, the request is sent to the guardian. The order of
calls is predefined by the client and may involve several
guardians. The client can make a call to the guardian
beyond the predefined list. After the delegation of the
decision to the guardian, further management is taken over
by the guardian, with the possibility of communication with
the client and the visitor. Users will have possibilities to set
up basic features depending on their disabilities: type, color
and size of font, background colors, voice control, size of
icons, etc.
V.

ALTERNATIVE DESIGNS

Usage and event scenarios can be realized in a variety
of ways, defined through alternative application designs.
There are several possible technical solutions for this type
of smart door application. We can reduce them to three
basic designs:
1.

IoT upgrade to existing entrance door control
solution,

2.

IoT based integration of entrance door control
elements solution,

3.

pure IoT network-adapted entrance door control
with cloud-based solutions.

The communication platform for all three designs is a
modular and scalable communication network supported
by communication protocols from proximity to global
wireless network including 5G network. It can also include
a fixed network via the client's terminal equipment. An
overview and description of the communication platform is
given in Figure 4.

Figure 4. Application communication platform
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For the visitor, the starting point of the communication
is the global mobile network, client's wi-fi network or
WPAN protocol (bluetooth, zigbee). For the client, the
communication platform can be home wi-fi network or a
global mobile or fixed network. For the guardian, it is a
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global fixed or mobile network or his home wi-fi network.
Both client and guardian have permissions to manage the
door from client’s space or remote.
Application operations is presented in Figure 5. It defines
the responds of client or guardian to the entry request.
Alternative solutions are presented separately for better
clarity. Of the significant alternative events the visitor may
entry by predefined entry rights, permanent or one-time pin
or QR code, or by voice message or some other similar
solution. All communication and control take place via the
application, and the door is opened only by the lock. A
similar procedure is defined for exit. The door as a
stakeholder receives all commands from the application
and executes it and sends feedback. The application records
all relevant data, especially opening and closing times,
audio and video communication. Record as a stakeholder is
a cloud storage and application managed by service
provider. Access to the records has a client, guardians, and
others by court decision.
The differences between these solutions are in a way of
communication between the users of the application and
gives the possibility of flexible adaptation to the client's
special and general needs, such as financial. Comparison of
alternative designs is presented in Table II and Figure 6.
A. IoT Upgrade Solution
This approach anticipates the use of a controllable
electronic lock on the front door as a product already on the
market, with minimal modifications, as shown in Figure 7.
Such a lock uses a controller with a communication module
and multiple output control modules. The client uses his
own terminal devices that are tailored to his special needs.
At the front door, a controllable electronic lock
communicates with a mobile phone or other client's device
using WPAN (e.g. Bluetooth, Zigbee) or wi-fi. The
guardian uses his mobile device, which is connected to the
client's device via a global communication network. The
lock is equipped with a built-in or connected
microcontroller that communicates with the user's local
network via communication module using selected
protocol. A wi-fi camera for visual and audio
communication with visitors can also be connected to the

TABLE II. COMPARISON OF ALTERNATIVE DESIGNS
Application Solutions
Activity

IoT
Upgrade

IoT Integration

IoT Pure
Solution

Lock-door
Interface

electronic
lock with
controller

electronic lock with
specific device
(SpDe) with
controller, comm
and M2M options
(like a cellphone)

electronic lock
with controller
and M2M
options

Visitordoor
interface

doorbell
with
specific
features

Guardiandoor
interface
Visitorclient
comm.

touch a SpDe
close move in front
of SpDe
proximity comm
with the SpDe

via Client’s equipment

via
Client’s
equipment
via
doorbell

NONE

WAN
via SpDe
WLAN
WLAN
WAN

Clientdoor/lock
comm.

doorbell
with
specific
features

WLAN
via SpDe

WLAN
Clientguardian
comm.
Visitorguardian
comm.
Clientrecords

WAN

WAN,
automated

WAN; automated from client’s
equipment

WAN,
redirected

WAN; redirected by client
WAN
via Client’s equipment
WAN

system. Both the lock and the camera can be powered by
their own battery (rechargeable or replaceable). The visitor
comes and by pressing the bell sets a request to enter. The
ringtone is registered by the client or its terminal device and
the application is activated as shown in Figure 5.

Figure 6. Design & scalability
Figure 6.
5. Design
Application
operation
Figure
& scalability
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VI.

Figure 7. Controllable electronic lock scheme

IoT Integration Solution
This solution is based on a specific device on the front
door. This specific device is similar to a mobile phone in its
communication and some other features, and we can call it a
"cellbell". It has a camera, supports data and voice
communication with client and/or guardian devices, and
controls the input lock. The communication solution uses
client's equipment or directly from the device itself. Given the
goals and features, it can also be a mobile phone appropriately
adapted to this purpose. We use a controllable electronic lock
on the front door, like the previous case. Cellbell
communicates with the client's terminal equipment, and/or
with the guardian. Depending on the equipment, it can use all
levels of communication – proximity, wi-fi, global
communication network. It can also be connected to a client
router and an ethernet connection, which gives a lot of extra
security. The power supply of such a device can be solved
similarly as the power supply of a wi-fi camera, with its own
battery (rechargeable or replaceable). Arriving at the door,
the visitor "rings" in several ways - touching the device,
sending a signal using proximity communication, bringing
the QR code. Ringing triggers an entry request. Further
communication goes between the cellbell and the client or
guardian equipment. However, a higher level of management
can be transferred to the cellbell. This gives more to the
reliability of the system, remote communication with both
mobile and fixed network, and if it is equipped with a SIM
card can be independent of the client's equipment.

There are a few more topics that need to be worked out.
First is cost which depends on the chosen design but each
choose with its functional solutions should reduce the cost
of implementation for the users. The cost of use can be
distributed in the regular cost of electronic communications
services. Because of the social and economic status of
PwDs and elderly population, the cost of smart door
solution has to be subsided by the governments or by
telecom provider via ESF (European Social Fond). Security
is also important issue that should be considered closely privacy, cybersecurity attacks, network problems, power
outage, etc. Currently solutions rely on network security
and stability. In case of power or telecom outage, there is
always classical solution – plain door bell, lock and key.
The most important next steps are development and
presentation of prototypes and evaluation of solutions.
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sends a request to open the door via the application. The
application on the client's mobile device receives the request.
Communication is established between the visitor’s and
client’s mobile device. Based on predefined statuses, the
application can decide to release visitors into the client space.
If there are not enough positive statuses for such a decision,
the application establishes communication with the client or
guardian according to the already standard protocol.
Depending on the capabilities of the device and the
communication network used, this communication can be
voice, video, image, or data. This brings additional quality in
terms of safety.

[2]

[3]

[4]
[5]
[6]

[7]
[8]
[9]

MIPRO 2021/CTI

CONCLUSION

The paper gives a detailed description of a new universal
and innovative solution for smart door application that will be
an integral part of a smart home in the future. The app is initially
intended for PwDs but can be used by anyone interested in a
smart home accessibility solution. Universality is based on the
application of the principles of universal interface design, in
technical solutions and especially in various features and wide
possibilities of application. Innovation is reflected in several
new features that are tailored to a wide range of users with a
variety of special and different needs. The first element is
reliance on the technology of the 4th industrial revolution (4IR). In
the user part of the design, it relies on ICT / IoT technology with
the maximum use of network technologies in the
communication part. The application has an evolutionary
feature, because of its modularity it can be easily adapted
during further technological development. Reliance on modern
and up-to-date technology is a key driving element of
application design and the basis of other innovative solutions.
The second element of innovation is the adaptation of the
entrance door control procedure to people with special needs,
and the third is the adaptation of the presentation that goes
beyond previous solutions. Finally, the element that takes most
attention is the role of the remote guardian.
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Abstract - Today, more than 90% of households in the
EU have internet access and use wireless network
technologies to a large extent. With the increasing
penetration of the Internet of Things (IoT), access to the
Local area wireless network is under increasing load. In this
paper, an analysis of the living space of a typical multimember family in an urban environment in Croatia and the
impact of different sources of electromagnetic radiation on
the performance of a local wireless network is made.
Primarily 2.4 GHz frequency spectrum was analyzed, and
the influence of different individual sources of
electromagnetic radiation on the quality of communication
via a local wireless network was determined using different
communication analysis tools. The contribution of this
paper is to bring into focus common, invisible to us humans,
communication problems due to the overcrowded 2.4 GHz
space of a typical urban household, which can certainly
affect the performance of the Internet of Things
environment in new more modern homes. As a result of this
research are recommendations and guidelines on how to
distribute and use sources of electromagnetic radiation in
the household to avoid major interference to the wireless
network communication signal.
Keywords - Wireless Networks; Wi-Fi; Wi-Fi Spectrum
analysis; IoT

I.

INTRODUCTION

In wireless network environments, data transmission
takes place via high-frequency radio waves. Wi-Fi is the
most popular wireless technology that carries internet
protocol (IP) traffic [1]. In most of today's households,
wireless networks are used for laptops and smartphones to
access the Internet. Wi-Fi brings people, processes, data,
and devices, together and enables using data and
transform it into valuable information that makes life
better and business thrive [2]. Requirements for higher
data transmission speeds of wireless communication are
increasing daily which is necessary to accommodate for
all the new devices with more and more data throughput
hungry applications. To connect these devices to a
wireless network, two frequency spectrum are used today
2.4GHz and 5GHz. Besides security concerns regarding
this shared data transmission media, a big challenge is all
the interference for the signal itself. Because wireless
networks are used for the transmission of data via
microwaves on certain radio frequencies, which represent
the physical layer of the network, they are sensitive to
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various sources of interference. The more devices are
trying to use the same wireless network they will be in
contention for the access and usage of the wireless
network itself which is normal because of the nature of the
wireless network. Also, there are issues regarding the
environment in which the wireless network operates that
are also influencing how the signal is propagated, what is
the signal strength in certain areas of the network, etc.
These two issues are part of the wireless network itself
and the way we design and deploy the wireless network.
But there is a third aspect and this is something that
normally is introduced to the wireless environment
without prior consideration about how it will impact the
wireless signal, especially in the home environments.
These are different sources of electromagnetic signals that
interfere with existing wireless network signals. These are
not just other wireless access points from your neighbor
but also various devices that we use in our homes daily
like Bluetooth devices for a gaming console, headphones,
baby monitors, smartwatches, microwave ovens, etc. In
this paper, we analyze how various sources of wireless
signal present in today's homes are influencing wireless
network performance. Primarily we focused on the 2.4
GHz frequency spectrum because of the saturation that is
becoming more obvious every day and now regular users
are starting to notice the diminished performance of their
wireless network which is usually interpreted as „slow
Internet“. After the analysis is done we can make some
general conclusions about how these new wireless devices
are affecting wireless network performance.
II.

WIRELESS LAN AND FREQUENCY RANGE

In this section, a short overview of current wireless local
area network technologies will be given. There are
different kinds of wireless networks depending on their
function and coverage area. When we talk about a
network in an average household this network is called
Local Area Network (LAN) and if this is a wireless
network that it is called Wireless Local Area Network
(WLAN). Acronym WLAN implies an IEEE 802.11 set
of standards that are used for the development of wireless
technologies on layer 1 and layer 2 of the Open Systems
Interconnection (OSI) model. In everyday speech, we
refer to wireless local area networks as Wi-Fi networks
which is a brand term coined by the brand-consulting
firm Interbrand just so that it would be easier to
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remember than the original name IEEE 802.11b direct
sequence. A network of companies that drives global
adoption of wireless technologies based on the IEEE
802.11 set of standards is called the Wi-Fi alliance. (WiFi Alliance, 2021) Some of the most used standards today
are 802.11a, 802.11b, 802.11g, 802.11n, and 802.11ac.
Devices that operate by these 802.11 standards are using
two frequency spectrum one in a 2.4GHz range divided
into 11 or 13 channels separated by 22 MHz as shown in
Figure 1, and one in a 5GHz range (which is 5.17GHz 5.33GHz) which is very flexible in terms of channel
width using channel binding techniques.

Figure 1. WLAN channels in 2.4 GHz band [3]

All of today's wireless devices support one of these
spectrums or even both. There are some advantages and
drawbacks of each frequency range that needs to be taken
into account when designing wireless networks. Most of
the time typical wireless network will use both frequency
ranges because of various wireless devices that connect to
a wireless network. For example, because the frequency
level 2.4GHZ range has a better range for the same signal
strength than 5GHz but because of the congestion of the
2.4GHz range, it is more prone to interference from other
sources. Also, still, not all devices support 5GHz
although much higher data rates are possible. Figure 2
shows the overview of standards and their characteristics.

Figure 3. The ground floor of the apartment

There is one wireless access point in the apartment
centrally located. The signal strength of the wireless
access point is set to maximum so that every part of the
apartment is covered and that the wireless access point is
utilized to the maximum. The frequency spectrum that
will be analyzed is 2.4GHz. For the interference sources,
we will test Bluetooth devices, microwave ovens, gaming
console gadgets, cordless phones, wireless cameras, baby
monitors, remote control devices, Virtual reality goggles,
and wireless access points. For testing, we used Cisco
WAP4410N wireless access point, USB wireless LAN
network interface card model DWA-127 for network
scanning purposes, and the USB RF Explorer interference
measuring device. Measurements of interference between
Wi-Fi and IoT devices were made at a distance of 1 m
from each other. Access point broadcasts a signal with a
power of 100mW on a channel bandwidth of 20 Mhz. We
connected two Wi-Fi devices to the wireless access point
and started communication between them by sending
larger files. In such an environment, we measured and
compared two key data: latency and percentage of
retransmitted packets. These two data are key indicators
of the impact of individual IoT devices on Wi-Fi network
performance. In the continuation of the paper, we present
an analysis and impact measurement of an individual IoT
device on the performance of the Wi-Fi network with a
tabular display and a comparison of all devices included
by this work.
III.

Figure 2. IEEE 802.11 standards overview

III

METHODOLOGY

For this paper analysis of wireless interference will be
conducted in an apartment in the municipal building in
Zagreb. The apartment has an area of around 100 m2 and
is located on the 8th floor. Building construction s of
steel-reinforced concrete bearing walls and drywall
partition wall. The ground plan of the apartment is shown
in figure 3.
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MEASUREMENTS

Before taking any measurements a heatmap was created
to see if the usable signal from the main access point is
covering the entire area of the apartment. This is
important just to confirm that taking measurements
makes sense because comparison will be done by
measuring signal strength directly. The heat map is
shown in figure 4.
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Figure 4. Heatmap of the wireless signal

The heatmap reveals the position of the main wireless
access point and the measurement was done along the
line every at points 1 meter apart. From this Heatmap it is
evident that signal strength is getting weaker as the signal
is passing through the walls, especially through steelreinforced concrete bearing walls. Nevertheless, the
signal strength is still adequate in all parts of the
apartment to support wireless communication. Although
signal strength is adequate this is not enough to conclude
that this wireless network will function in all
circumstances. To see how other devices that emit
electromagnetic radiation influence the Wi-Fi signal we
will also need to create a baseline for this wireless
network to compare future readings. This baseline
measurement is done 1 m from the main access point
when all other devices are turned off. The result of this
measurement was that the interference signal is -80 dBm
which is below levels that could influence the main
access point wireless signal. Using the Wireshark tool it
is established that the average packet loss was 8.4%. This
high data retransmission is due to neighboring wireless
access points in other apartments that are using
overlapping channels. The first measurement of
interfering wireless signal was done using Bluetooth
headphones version 1.1. Setup was that Bluetooth
headphones are receiving music while a file was copied
between two laptops connected over a Wi-Fi network.
Inter is in the frequency range from 2460 – 2480 MHz
which is directly overlapping with the Wi-Fi signal. In
normal operation, if a Bluetooth device transmits on a
frequency that overlaps with the Wi-Fi channel while a
Wi-Fi device is in the "listen before transmit" phase, the
Wi-Fi device will do a random backoff during which time
the Bluetooth device will hop to a non-overlapping
channel allowing the Wi-Fi device to begin its
transmission [4] which causes delays. The result on the
wireless network was functionally the same as a Denial
Of Service (DoS) attack. Data loss was 32,8% and
latency was up to 3016ms which is a practically unusable
network for most of the applications. A microwave oven
has a similar influence on the wireless network. The
microwave oven does not transmit data, but still radiates
signals in the unlicensed 2.4 GHz band acting as an
unintentional interferer for IEEE 802.11 Wireless Fidelity
(Wi-Fi) communication signals [4]. Although microwave
ovens should shield from microwave radiation this is not
the case. Also, although the declaration of the microwave
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oven (Samsung M1717N) states that the frequency is
2450 GHz the interference is through the most of Wi-Fi
2.4 GHz range and the interference signal strength is very
high at 3 meters from the oven and still sensible even at a
5-meter distance from the oven. Fortunately, there is a
technique for mitigating microwave oven interference
called a cognitive radio system. It is possible to transmit
data without any microwave oven interference during the
OFF cycles of the microwave [5]. This was expected
from the microwave oven but even worse are wireless
cameras that are becoming common devices in modern
homes. For the measurement, we used a typical wireless
camera that is easy to install which makes it a popular
choice (model 203CWAS). Just from the signal
measurement, it was clear that this is a very strong and
stable interference measuring -40dBm at a 3 m distance
from the main Access point. When we tried to use a
wireless network just for basic file transfer between two
laptops the network just failed after less than 30 seconds
of very poor performance. To our surprise Wi-Fi camera
was the worst device that you can have in your wireless
network. All of these measurements were done one by
one without simultaneous usage of different interference
sources. We also took measurements of interference
signal strength from other sources namely Cordless
phones which do not affect the Wi-Fi network because of
the different frequency range (1900MHz). Video Baby
monitor (model Miao-Miao) does not influence the Wi-fi
network because of a very weak signal that reaches only
5-6 meters. Other Bluetooth devices like gaming consoles
(Sony Play Station 4) and remote control toy cars had a
negligible effect on the Wi-Fi network performance. One
interesting thing to note is how the Wi-Fi network adapts
to user devices that use different 802.11 standards namely
802.11 b. In the case when you have at least one 802.11b
device the performance of the Wi-Fi network will
diminish for all of the devices although other devices are
using standards that support higher speeds. In our case
retransmission rate when only one 802.11b devices was
connected was 29% with latency as high as 1627ms. The
results can be seen in table 1.

Device

Table 1 Measurement results
Max.
Network
Max
Data
Latency
Data rate
(dBm)
loss (%)
(ms)
(Mb/s)

Bluetooth
earphones
standard 1.1
Microwave oven
at 3 m

3061

-42

1

32.8

3016

-32

3.5

19.7

Game console

130

-54

3.5

9

Cordless phone

No effect

N/A

No effect

0

Wireless camera

>10000

-42

1

100

802.11 b device

1627

-62

3.5

29
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IV.

CONCLUSION

Measuring these electromagnetic interferences we saw
that all sorts of devices can interfere with Wi-Fi signal
even if the declaration says they should not interfere. The
fact of the matter is that the average Wi-Fi user will not
create Heatmaps and do a site survey to analyze the
wireless environment for interferences or overlapping
channels between wireless access points. Because more
and more wireless-capable devices, especially IoT devices
are becoming normal in modern homes at least some
guidelines should be followed when choosing and using
these devices. Recommendation based on the data
collected and analyzed is to choose devices that support
the 5 GHz range, change old devices with newer ones that
are less prone to interfere with the Wi-Fi network. Use
wireless access points that can automatically adjust
operating frequency and adjust signal strength to
overcome interference. Do not use multiple devices that
emit electromagnetic signals (microwave ovens and
wireless cameras). Soon even the 5GHz range will suffer
from similar problems as the 2.4GHz range but this is
inevitable because of the nature of wireless technology
which is a shared media that all wireless devices can
access or just interfere with.
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Abstract – Extensive non-ionizing high-frequency
electromagnetic field (HF EMF) measurements were carried
out in Republic of Croatia during 2018. Measurements of
electric field strength on 812 locations were analysed. This
paper focuses on distribution of HF EMF given on the basis
of ICNIRP`s total exposure quotients (TEQ). Main objective
is to establish which HF EMF sources affect TEQ values the
most and to create classification of human exposure to HF
EMF in respect to TEQ. Collocated HF EMF sources were
also analysed, because they dominantly affect TEQ values
on every point of investigation. There is an ongoing need for
occasional controlled measurements of HF EMF, because on
some points of investigation values of TEQ can exceed the
established criteria and can have potentially negative effect
on human health. Those locations are usually collocated
with different HF EMF sources, which can be found on top
of buildings or on one or more masts built very close to one
another.
Key words – distribution of non-ionizing high-frequency
electromagnetic fields; total exposure quotients

I.

INTRODUCTION

Consciousness about sustainable development and
social responsibility in all aspects of balanced sustainable
development infiltrates many societies with different
cultures and different scientific and technological
developments [1]. Although documents concerning social
responsibility [2 - 4] are well accepted on an international
level they are not obligatory and they simply give
guidance on the principles of social responsibility and on
ways to integrate socially responsible behaviour into an
organisation [3]. Socially responsible behaviour includes
care about protection of workers as well as protection of
general public exposed to HF EMF. At European Union
level series of documents about occupational an general
public protection against established adverse health effects
from electromagnetic fields were published [5 - 8].
Basic European legal documents on HF EMF
protection are described in [8] and mandatory for all
European Union member states to integrate them into their
legal policies. European Union has published three
technical documents [9 - 11] as non-binding practical
guides to good practice to help the implementation its
legal documents into technical aspects of member states.
Medical and technical backgroud for limitting exposure to
elecromagnetic fields (100 kHz to 300 GHz) are given in
documents published by Commission on Non-Ionizing
Radiation Protection (ICNIRP) [12 -15]. ICNIRP is an
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independent non-profit scientific organization chartered in
Germany. It was founded in 1992 by the International
Radiation Protection Association (IRPA) to which it
maintains close relations. The International Commission
on Non-Ionizing Radiation Protection (ICNIRP) provides
scientific advice and guidance on the health and
environmental effects of non-ionizing radiation (NIR) to
protect people and the environment from detrimental NIR
exposure. Non-ionizing radiation refers to electromagnetic
radiation such as ultraviolet, light, infrared, and radio
waves, and mechanical waves such as infra- and
ultrasound. In daily life, common sources of NIR include
the sun, household electrical appliances, mobile phones,
Wi-Fi and microwave ovens [16].
II.

MEASUREMENTS

Measurements were performed by accredited CMO
Lab laboratory with several Rohde & Schwarz
measurement systems which consisted of a spectrum
analyser FSH and an isotropic probe TS-EMF-B1.
Equipment was properly and periodically calibrated in
accredited laboratories. Isotropic (tri-axial) electric field
probe consists of three independent electric dipoles placed
orthogonally and because of that it can be used in any
orientation with respect to the field [24]. Isotropic probe
measures the resultant field strength as the root sumsquare according to equation (1):

E=

(E

2
1

+ E22 + E32

)

()

In the vicinity of non-ionizing HF EMF sources,
electric field strength measurements in frequency range
from 30 MHz to 3 GHz were carried out during 2018.
Measurements were carried out within legal obligations of
HF EMF sources owners to regularly check in specific
time intervals whether human health is protected from
unacceptable HF EMF levels. Measurement sample
consisted of electric field strength measurements
conducted on 812 locations. On each location six
measurements were carried out giving total of 4872
electric field strength measurement results which were
analysed. On every location only one out of six measuring
points was selected, namely where maximum TEQ value
was calculated according to equation (2):
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where Ef is electric field strength in V/m at frequency
f, while Eg,f is electric field reference level in V/m at
frequency f. The above summation formula assumes
worst-case conditions among the fields from the multiple
sources [12].
According to internationally accepted scientific
laboratory and epidemiological studies ICNIRP considers
basic exposure criteria given in (2) as a safety precaution
that provide protection against known adverse health
effects. Since the sample was extensive and represents
close to a third of all HF EMF measurements carried out
in Republic of Croatia in 2018, it is possible to obtain
relevant and representative data for further analysis of
human exposure to non-ionizing HF EMF. HF EMF
sources were from different owners, allocated throughout
the entire territory of Republic of Croatia and usually
consisted of several different generation mobile telephony
sources radio transmitters, as well as other sources
mentioned in table I.
TABLE I.

HF EMF SOURCES WITH FREQUENCY RANGE DETECTED ON
A SAMPLE OF 812 LOCATIONS DURING 2018 IN CROATIA
HF EMF sources
TV
FM
LTE 800
GSM 900
UMTS 900
DCS 1800
LTE 1800
UMTS 2100
LTE 2100

Frequency range
470,0 MHz – 790,0 MHz
87,5 MHz – 108,0 MHz
791,0 MHz – 821,0 MHz

III.

MEASUREMENT RESULTS

On each point of investigation measurements were
performed with an isotropic field probe placed on nonconductive stand at a point where maximum field level
was preliminary measured. Each measurement lasted for
six minutes or longer and it refers to the exact moment in
time and it is possible that in other moment measurement
result might be different. Nevertheless, all measurement
results paint a picture about existing, ongoing and future
possible effects of HF EMF. As it can be seen in table II
on one location TEQ value exceeds criteria given in (2).
Aforementioned location is collocated with different HF
EMF sources. Detailed analysis is given further on in this
paper.
TABLE II.

TOTAL EXPOSURE QUOTIENTS (TEQ) CALCULATED FOR
ALL LOCATIONS IN A SAMPLE

Number of
all
locations in
a sample

1805,0 MHz – 1880,0 MHz
2110,0 MHz – 2170,0 MHz

Installation of HF EMF sources can be various – on
free standing mast, on the top of a building, on the side of
a building, inside building, inside tunnel or it can be
temporary installed as a portable source. Sources which
are installed inside building or tunnel usually have a part
of equipment installed outside building or a tunnel. HF
EMF sources can be classified according to a location of
their installment as follows:
1. Densely inhabited urban areas,
2. Suburban areas,
3. Rural areas,

Industrial zones,
Beside roads or lanes and
Poorly inhabited mountainous or maritime areas.

HF EMF sources can also be classified according to
especially sensitive population or areas where HF EMF
sources are installed such as in the vicinity of
kindergartens, schools, hospitals or other facilities and/or
military facilities, polygon or specially protected areas.

925,0 MHz – 960,0 MHz

Measurements of non-ionizing HF EMF have been
done for many years in Croatia in the vicinity of EMF
sources according to Croatian legislation [17 - 20] and
were based on [21 - 27] standards requirements. Previous
measurement results have been analysed and described for
example in studies [28 - 30]. According to its basic
purpose HF EMF sources include mobile telephony,
commercial radio, television and other. Mobile telephony
sources can be classified according to type and effective
radiated power of basic base station [30] as:
1. Broad range base station based on macro cells,
2. Medium range base station based on micro cells,
3. Local base station based on pico cells and
4. Home base station based on femto cells.
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4.
5.
6.

812
Number of
collocated
locations in
a sample
747

Number of locations in a sample with TEQ values
0 - 0,01

0,01 - 0,1

384

367

0,1 - 1
58

>1
3

Number of collocated locations in a sample with
TEQ values
0 - 0,01

0,01 - 0,1

343

348

0,1 - 1
53

>1
3

Extensive measurements demonstrated that in
frequency spectre from 30 MHz to 3 GHz participate
series of different HF EMF sources (see table I).
According to previous studies and articles based on
previous large sample measurements in Croatia [17 - 19] it
was noticed that in most cases those sources are collocated.
Collocated HF EMF sources can be divided into two
groups:
1.

Sources which are allocated on the same mast or a
building and are comprised of several same or
different types of installed equipment which emit HF
EMF (see figure 1).

2.

Sources which are allocated on two or more masts or
buildings where masts or buildings are located in
close vicinity of few tens of meters from one another
and are comprised of several same or different types
of installed equipment which emit HF EMF (see
figures 2 and 3).
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IV.

Figure 1. Collocated HF EMF sources installed on a building
comprised of followin systems: FM, TV, LTE 800, GSM 900, UMTS
900, LTE 1800, LTE 2100

CONCLUSION

Results of extensive HF EMF measurements research
taken in the vicinity of 812 locations in Croatia show that
those results can be distributed in four different classes of
possible HF EMF influence on human health and
environment. Table II shows that majority of results
according to basic exposure criteria have very little or
little possible influence on human health and only on 61
out of 812 locations which represents 7,5 % of all
locations in a sample have possibly significant influence.
Results of TEQ on only three locations are above value
that ICNIRP considers unacceptable. Further analysis
established that on 56 out of 61 critical locations are
collocations of different HF EMF sources. On basis of this
research, risk of adverse health effects from HF EMF
sources was very small, but it comes with a warning that
future research would have to be focused on estimations
and measurements in the vicinity of collocated HF EMF
sources. Future steps have already been taken, since
research will be extended with the data collected in 2019
and 2020. The purpose for even more extensive nonionizing HF EMF measurements will be to determine
whether general public is well protected according to
today's knowledge about cumulative exposure to HF EMF
transmissions. One of the objectives will also be to
establish a correlation between HF EMF measurements
and estimations.
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Abstract - This research aimed to evaluate the impact of
including gamification principles into the course ObjectOriented Programming (OOP) at the university level.
Adopting object-oriented principles by students has been a
well-known challenge for a long time. Most instructors agree
that there is a problem for some students to understand
object-oriented programming logic because it is abstract to
them. The most important thing is to encourage and motivate
them to practice more and exchange ideas among themselves.
Gamification could be of great help in this case. Gamification
represents the usage of game-design elements and principles
in a non-game environment. When used in education,
increasing students’ motivation is often the main goal. This
paper contributes to this area by asking the research
question: Does the use of gamification elements in the
teaching process increases students’ motivation to practice
more, and consequently score better on the exam (Q1). There
were 112 students taught by the same instructor included in
the study; one experimental group with 21 randomly selected
students lectured with the use of gamification elements, and
one control group with 91 students lectured without
gamification elements. Both groups were given the same
exam. The paper will show the results of the experiment.

However, it seems that this also can create an obstacle. The
reason for this lies in the subtle switch in a way of thinking
that students must undergo when designing software and,
as strange as it may seem, they must give up on some things
they already learned. The world around us can be explained
in terms of objects, and all the objects can be defined with
properties and behavior [2]. Therefore, it seems that
students must also renounce some of the things they have
learned in the procedural way of thinking, so this study path
can resemble returning to the non-procedural way of
thinking.

Being long-time teachers in the Object-Oriented
Programming course, paper authors are continuously trying
to improve their approach towards students and find better
ways to describe the software design principles of objectoriented
paradigm:
Encapsulation,
Inheritance,
Polymorphism, and Abstraction [1]. Of the aforementioned
principles, abstraction is the one that best explains the
confusion and struggles that students are facing in the rather
steep learning curve of the course.

In that regard, playing games with and amongst
students can be of great help, because the games resemble
very closely to what our students were accustomed to as
children. The classroom can be thought of as a field, and
our students can be thought of like players that are trying to
outsmart the opponents by achieving the best score and
consequently make progress to new levels [3]. This is close
to the very definition of gamification and the natural,
human desires to win. Game elements such as points,
leaderboards, badges, and performance graphs introduce
relief from the stress of a steep learning curve but also, they
provide encouragement and greater self-esteem which may
help students to finish the course more successfully.
Consequently, on a personal level, gamification elements
are proven to enhance both extrinsic and intrinsic
motivation [4]. Extrinsic motivation is considered to be
reward-driven, mostly oriented towards gaining rewards.
On the other hand, intrinsic motivation is of particular
importance, because the students are motivated to succeed
for the sake of their self-esteem and are oriented more
towards themselves than on rewards [5]. In that sense,
those different types of motivation are not in conflict, but
both promote better individual performances by the
students and are a very important part of the gamification
process.

To give their students proper support, one of the
methods that authors are using is a multi-paradigm
approach, in which they combine the object-oriented
principles with imperative and procedural programming
styles that their students are mostly accustomed to.

In that regard, gamification in general can be considered
as a very promising tool regarding motivation in different
areas, from recreational sport [6] to learning physics [5]. In
all that areas, gamification has produced respectable results
that should be taken seriously.

Keywords - gamification; object-oriented programming;
students' motivation
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Considering all the reasons mentioned above, the
authors concluded that gamification could be well suited
for their course.
This study aims to show that gamification enhances the
students’ focus, motivation, and engagement and
consequently promotes a better understanding of abstract
terms.

II.

GAMIFICATION IN EDUCATION

The use of gamification in education and game-based
learning have evolved since the beginning of this century
[7]. Gamification utilizes game mechanics to transform the
learning experience into a game, while game-based
learning integrates games into the learning process [8].
The term gamification, alongside the gamification in
education, has spread from the 2010s globally. There are
more than 100 empirical papers in the education and
learning domain [9]. Most of the studies in this field
incorporate game elements into their online learning
platforms. The studies contain the following categories
[9]:
 Games that students play


Games that students develop as projects



Coming up with new approaches, tools,
frameworks, or suggestions



Curriculum proposals

The most represented category are games developed
for students to play that help them learn software
engineering concepts more easily. The second are games
developed by students where they experience software
development processes. The third most represented are
innovative concepts that use games in software
engineering education. The least amount of studies were
done on the topic of curriculum proposals that can be
adopted by lecturers of project-based courses.
In addition, the most common concepts found in
designing the gamified solutions which are responsible for
improving students’ motivation and making them more
successful are [10]:


Freedom to Fail



Rapid Feedback



Progression



Storytelling

Freedom to fail is connected to risks and experiments
conducted by students. The focus is moved from results
and oriented much more on the process of learning.
Feedback has always been one of the key elements in
education, but with applying game design, it can be
increased by using frequent question-and-answer
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activities, as well as progress bars that are responsible for
keeping track of students’ results. The idea behind
progression is to divide course assignments into smaller
levels. Students need to complete basic levels to be able to
complete higher levels. The easiest way to describe
storytelling is to quote one of the Kapp notes where he says
that "…people learn facts better when the facts are
embedded in a story rather than in a bulleted list" [11].
An important aspect we should consider before starting
a gamified solution in education is to determine which
courses are suitable for the solution. Every course can be
gamified by using some of the game elements, but the
existing structure of a course should be easy to redesign
(e.g. software engineering project courses). Lecturers, who
are involved in implementing a gamified solution, must be
very good motivators and should have good pedagogical
skills [12]. This is important because students react better
when faced with new approaches to lectures and exercises
when they can rely on a lecturer who supports them in
every aspect of this process. Lecturers need to be ready to
take risks because they are stepping into innovative
approaches that may not give successful results in the end
[12]. In addition, we should mention that the gamified
platform, used for implementing the solution, has to be
user-friendly to make it easier for students to take all
advantages while using it [12].
When we talk about the success of implementing
gaming elements in education, the most successfully
implemented elements are extra points, badges,
scoreboards, and feedback. They raise students’
motivation to achieve more than they would initially
achieve. On the other side, elements that have a negative
impact are avatars, time tracking, and competition. This is
because students do not like to feel pressure and do not like
to be distracted from completing the main path in their
study program. All these outcomes are based on the
students’ surveys [8].
III.

RESEARCH

This research aimed to evaluate the impact of including
gamification principles into the course Object-Oriented
Programming (OOP) at university level. When used in
education, increasing student’s motivation is often the main
goal. This paper contributes to this area by asking the
research question: Does the use of gamification elements in
the teaching process increases student’s motivation to
practice more, and consequently score better on the exam
(Q1). There have been 112 students included in the study,
taught by the same instructor; divided into one
experimental group of 21 students lectured with the use of
gamification elements, and other 91 students making a
control group lectured without gamification elements. Both
groups were given the same exam at the end of the course.
The paper will show the results of the experiment.
At the beginning of the study, the aim was to check
whether there was a statistically significant difference in the
prior knowledge of Programming (PROG) and Data
Structures and Algorithms (DSA) for both groups. This was
important to determine, in order to exclude the difference
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in prior knowledge for both experimental and control
groups as an important factor in the exam results. Based on
the previous teaching experience, the knowledge from the
first-year courses PROG and DSA is a key prerequisite for
successful learning and adoption of course content OOP,
which students enroll in the second year of study. For this
purpose, data on students’ grades from the control and
experimental groups were processed. All students involved
in the experiment passed the PROG and DSA courses.
Grades at higher education institutions in Croatia are as
follows:


Grade 2 - Sufficient



Grade 3 - Good



Grade 4 - Very good



Grade 5 - Excellent

Table I shows the distribution of students’ grades on PROG
course.
Table I.

Experimental
group
Control group
Total

Distribution of student's grades on PROG course
Grade 2
4

Grade 3
6

Grade 4
6

Grade 5
5

Total
21

9
13

23
29

27
33

32
37

91
112

H0 = the experimental and control groups do not differ
statistically significantly according to the distribution of the
obtained grades from the PROG course.
Assuming that there is no significant difference
between the control and experimental groups, the
proportion of certain scores observed should be the same in
both groups. Applying this principle, table of expected
frequencies was obtained. Table II shows the values of
expected frequencies on the PROG course.
Table II. Distribution of expected values of grades on the PROG course
Grade 2
2.4375

Grade 3
5.4375

Grade 4
6.1875

Grade 5
6.9375

Total
21

10.5625
13

23.5625
29

26.8125
33

30.0625
37

91
112

Using the notation f0 for the expected frequencies, and
ft for the measured frequencies, and taking into account the
Yates correction, because there are measured frequencies
with values less than 5, the value of 𝜒 2 was calculated:

𝜒2 = ∑
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(|𝑓0 − 𝑓𝑡 |−0.5)2
𝑓𝑡

= 1.9197

𝑣 = (2 − 1) ∗ (4 − 1) = 1 ∗ 3 = 3

(2)

The limit value of 𝜒 2 with 3 degrees of freedom at the
significance level of 5% is 7.815. Since the calculated value
of 𝜒 2 in the experiment is smaller (1.9197), the H0 was
accepted, i.e., there is no statistically significant difference
in the distribution of the obtained grades on the PROG
course between experimental and control groups.
Using the same method, data on grades from the DSA
course were also processed. Tables III and IV shows the
distribution of student's grades and values of expected
frequencies on the PROG course.
Table III. Distribution of student's grades on the DSA course

Thus, the total sample consists of N = 112 students, of
which 21 students are in the experimental group and 91
students are in the control group. Students in the
experimental group have been chosen randomly by
software used on university. The 𝜒 2 test was used for
statistical data processing. A null hypothesis was set:

Experimental
group
Control group
Total

According to 𝜒 2 test specification, to interpret the test
results, the number of degrees of freedom (labeled v) are
required, which were calculated by multiplying the number
of rows reduced by one, by the number of columns reduced
by one.

(1)

Experimental
group
Control group
Total

Grade 2
5

Grade 3
6

Grade 4
5

Grade 5
5

Total
21

13
18

25
31

21
26

32
37

91
112

Table IV. Distribution of expected values of grades on DSA course

Experimental
group
Control
group
Total

Grade 2
3.375

Grade 3
5.8125

Grade 4
4.875

Grade 5
6.9375

Total
21

14.625

25.1875

21.125

30.0625

91

18

31

26

37

112

𝜒2 = ∑

(|𝑓0 − 𝑓𝑡 |−0.5)2
𝑓𝑡

= 1.6918

𝑣 = (2 − 1) ∗ (4 − 1) = 1 ∗ 3 = 3

(3)

(4)

The limit value of 𝜒 2 with 3 degrees of freedom at the
significance level of 5% is 7.815. Since the calculated
value of 𝜒 2 in the experiment is smaller (1.6918), the H0
was accepted, i.e., there is no statistically significant
difference in the distribution of the obtained grades on the
DSA course between experimental and control groups.
The points students earn on the OOP course are divided
in such a way that 85% of the points students earn is by
solving the exam in a controlled environment, and other
15% of the points students earn in other ways, such as
preparation for labs, flash tests, and commitment.
Practically, the same instructor lectured generation of
112 students, divided into two groups. The experimental
group was lectured using additional gamification
elements, while the control group wasn’t. For the
experimental group, each of the learning outcomes was
supplemented by optional additional tasks that aimed to
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increase the engagement of the students. Therefore, these
tasks introduced points for commitment that served as a
great reference for assigning badges and a clear
leaderboard presentation. Those points served as an
empirical way of presenting a student's progress
throughout the course. On the other hand, the badges
served in a more visual representation of achievement and
were assigned to the students with the highest scores or
out-of-the-box thinking. Finally, leaderboards served in a
motivational manner to increase competitiveness amongst
students. Leaderboard with points and badges used in the
experiment is shown on Fig 1. Students’ personal data was
hidden intentionally. 16 out of 21 students submitted all
additional tasks, while the other five students submitted
some tasks but not all.
At the end of the lecture course, all students took the
final exam which was the same for all students and brought
a maximum of 85 points. All students from the observed
study took the exam. The average student score in the
experimental group was 67.93 points, while the average
score in the control group was 51.13 points, which made a
significant difference in favor of the experimental group.
Two-tailed t-test has been made to check if there is a
statistically significant difference between those values.
The results are shown in Table V. H0 hypothesis cannot be
accepted based on the calculated p-value, so an alternative
hypothesis has been accepted to show that the difference
between values is statistically significant.
Table V. t-test results

V.

CONCLUSION

Adopting object-oriented principles by students has
been a well-known challenge for a long time. Most
instructors agree that there is a problem for some students
to understand object-oriented programming logic because
it is abstract to them. The most important thing is to
encourage and motivate them to practice more and
exchange ideas among themselves. Gamification could be
of great help in this case.
This study aimed to evaluate the impact of including
gamification elements into the course Object-Oriented
Programming (OOP) at the university level. A generation
of 112 students taught by the same instructor was included
in the study where they were divided into two groups: one
experimental group with 21 students and one control group
with 91 students. Using statistical analysis, it was shown
that there is no statistically significant difference between
them concerning their level of prior knowledge. The
experimental group was lectured with the use of
gamification elements, while the control group was not.
Both groups were given the same exam at the end of the
lecture course. The majority of students in the experimental
group finished and submitted the tasks given by the
instructor. At the end of the lecture course, all the students
took the final exam. The average student score in the
experimental group was significantly better than in the
control group.
The results of the study could encourage other
researchers to further investigate the impact of
gamification in education.

H0: The difference between experimental and control group is not
statistically significant
t = 3.491, t critical two-tail = 2.032, df = 34, p = 0.0013, p < 0.01
We do not accept H0 hypothesis

IV.

LIMITATIONS

It is necessary to mention some limitations of our study
and its results. The research was conducted on a sample of
112 students, with 21 randomly selected students being part
of the experimental group and 91 students being part of the
control group. Repeating the experiment on a larger sample
would certainly increase the relevance of the research
outcomes. Although the research showed a significant
difference in the output of the experimental and control
groups, which was in favor of the experimental group, even
though both groups had the same level of prior knowledge,
it isn’t completely certain that this is solely the result of
introducing elements of gamification into teaching. Based
on many years of experience in teaching OOP, the authors
used grades from PROG and DSA courses to measure the
students’ necessary prior knowledge so they can
successfully master OOP course. It would be interesting to
show by statistical processing the correlation between the
output results of these courses and the output result of the
OOP course, which can be an interesting area to explore in
the future. Further research plans would be to increase the
number of students participating in the research, as well as
expanding the scope of research to other courses.
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Fig 1. Leaderboard example
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Abstract - Agriculture and the food industry creates
many jobs in the European Union (EU). Thanks to natural
conditions, especially its farmers' knowledge, and skills, the
EU is the world's leading agricultural product producer.
Unfortunately, at the same time, there is a small share of
young people in the total number of EU farming producers
and entrepreneurs. It is assumed that innovative forms of
education can further interest young people in
entrepreneurship in agriculture. This paper describes the
results of implementing the Erasmus KA2 project
AGRIENT, whose main goal is the development of
competencies and skills for young people who want to
develop their agribusiness. The project also developed an
innovative training system with the application of virtual
reality technology.

of Patras, Computer Technology Institute| and Press
"Diophantus" (Greece), European Training Centre
(Romania), and the Slovak University of Agriculture in
Nitra (Slovakia). This paper describes the activities carried
out under the AGRIENT project to achieve the following
specific objectives:

Key words – innovative education; agriculture; virtual
reality

Based on the related activities, the AGRIENT project
brought two important intellectual outputs [5]:

I. INTRODUCTION
In the European Union (EU), approximately 10 million
people work in agriculture, representing 5% of all
employees [1]. According to the same source, another 25
million people occasionally engage in agricultural work in
the EU, and the list of the ten largest exporters of
agricultural products includes 6 EU countries.
The development of technology and specialization in
agriculture requires certain levels of technical and
economic training. In addition to technical skills, such
activity should include entrepreneurial skills, emphasizing
three categories: craftsmanship, management, and
entrepreneurship [2] to develop socially responsible
agriculture. At the same time, there is a challenge in the
EU of a shortage of young entrepreneurs in agricultural
entrepreneurship. According to [3], only 11% of people
under 40 in the EU work in agricultural entrepreneurship.
That is why it is essential to adapt training programs or
other knowledge transfer forms to (young) farmers' needs.
The European Commission (EC) supports such
processes to maintain a healthy and innovative European
economy through various strategies and funding sources
[4]. A small contribution to such guidelines is the project
Enhancing Youth Entrepreneurship Skills, Careers
Guidance and Competences in Agriculture Through a
Game-based Virtual Reality Platform (AGRIENT) [5]
funded by the Erasmus + program and with the following
participants: Polytechnic of Šibenik (Croatia), University



To attract youth interest in agriculture, help them
gain quality skills and strong entrepreneurship
capabilities and also assist them in formulating
initiatives in the agricultural sector



To train and support young people to succeed in
formulating, starting, and running their
agribusinesses



IO1 - Design of Agro ‐ Entrepreneurship
Curriculum, Formulation of Innovative Courses,
and Creation of Open Educational Resources



IO2 - Game ‐ based 3D Virtual Reality
Educational
Platform
for
Agro
‐
Entrepreneurship Education
II.

DESIGN OF AGRO‐ENTREPRENEURSHIP
CURRICULUM

The research conducted as part of IO1 provided
feedback from various policymakers on the relevance and
importance of study fields and subjects for a future agroentrepreneur. The survey included 51 respondents, and
their structure by country of origin has been shown in
Table 1. The division of respondents, according to the
domain of business, has been shown in Table 2.
Respondents marked the skills shown in Table 3, with a
proportion as high or very high importance. Table 4 has
listed the educational areas that respondents have marked
with a proportion as something that every entrepreneur
should know or something of critical importance.
According to the previously described research results,
project participants made five courses to map fields and
topics from Table 4: Entrepreneurship, Agrotourism,
Apitherapy, Organic Agriculture, and Smart Agriculture.
The first (and most comprehensive) Entrepreneurship
course provides a broad theoretical basis for all study
fields and subjects listed in Table 4. Other courses cover
these study fields evenly, but less extensively and with

Co-funded by the Erasmus+ Programme of the European Union
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specific applications for particular entrepreneurship forms
in agriculture. Designed courses also have appropriate
learning outcomes that are taking into account the skills
needs from Table 3. Detailed course descriptions that
include a list of teaching topics and learning outcomes are
available on [5]. Teaching materials include content
suitable for the usage on subsequently selected virtual
reality platform for learning purposes, and which include:
lectures, tutorials, case studies, and videos.
TABLE I. PARTICIPATING IN POLICYMAKERS BY COUNTRIES
Country
Greece
Cyprus
Romania
Slovakia
Croatia

Share
19,61%
19,61%
21,57%
15,69%
23,53%

TABLE II PARTICIPATING POLICYMAKERS BY BUSINESS DOMAIN
Business domain

Share

Higher education, scientific
institutes

27,45%

Vocational education
Youth education associations
Ministries and development
agencies

17,65%
25,49%

Entrepreneurship

17,65%

11,76%

TABLE III

POLICYMAKER ATTITUDE IN THE NECESSARY
SKILLS FOR ENTREPRENEURSHIP IN AGRICULTURE
Question: What knowledge
fields do you consider essential
for a successful agroentrepreneur?

Answer:
High or very
high
importance

Negotiation skills

88,24%

Communication skills

86,27%

Motivational skills

84,31%

Managing change skills

80,39%

Analytical intelligence skills

78,43%

Conflict management skills

68,63%

Emotional intelligence skills

68,63%

TABLE IV
POLICYMAKER ATTITUDE ABOUT THE
CRITICAL CONTENT OF THE AGRICULTURAL ENTREPRENEURSHIP
CURRICULUM
Question: How would you
Answer: Something
evaluate the relevance and
that every
importance of each of the
entrepreneur should
following study fields/subjects for
know or something of
a future agro-entrepreneur?
critical importance
Business management
Planning/defining business costs
92,16%
Business model development
88,24%
Market surveying and product
88,24%
pricing
Business and marketing plan
80,39%
A Startup guide for entrepreneurs
78,43%
Market analysis
78,43%
Business monitoring and control
74,51%
Planning and managing the business
70,59%
team
Team Management
Establishing your team
82,35%
Teamwork skills
82,35%
Managing and allocating human
80,39%
resources
Techniques to motivate human
78,43%
resources
Team management and execution
74,51%
team
Conflict management
66,67%
Strategic Management
Leadership in the organization
76,47%
(company)
Organizational culture
66,67%
Change Management
Personal presentation skills - verbal
80,39%
and non-verbal aspects
Organizational leadership
72,55%
Creating constructive feedback
72,55%
Skills of persuasion
68,63%
Ability to mediate a discussion /
68,63%
debate/conflict
Organizational communication
Verbal communication
84,31%
Interpersonal communication.
78,43%
persuasion
Communicating with interest78,43%
holders outside the organization
Written communication
76,47%
Leadership
Understanding and capitalizing on
your own potential
Personal development techniques
Self-motivation

III.

84,31%
70,59%
68,63%

STATE OF THE ART IN VIRTUAL REALITY AND
VIRTUAL WORLDS

According to [6], virtual reality is the use of computer
technology to create the effect of an interactive threedimensional world in which the objects have a sense of
spatial presence. By far, the most commonly used
definition of the virtual world is [7]: Asynchronous,
persistent network of people, represented as avatars,
facilitated by networked computers. An avatar is any
digital representation (graphical or textual) beyond a
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simple label or name that has agency (an ability to
perform actions) and is controlled by a human agent in
real-time [7].

all the useful online learning features. Simultaneously,
mutual interaction and exchanging of accumulated
knowledge between students are possible during learning
the same material, making learning more fun.

In recent years, online learning has changed education
by becoming a supplement to traditional methods,
allowing students to learn at a distance and according to
their schedule. It became a powerful tool that allowed an
unlimited range of teaching without entering the
classroom. One of the main disadvantages of online
learning about classroom teaching is the lack of
interactivity between teachers and students, especially
when they need additional clarifications or help during the
teaching process. Virtual worlds have the potential to
connect the benefits of classroom teaching and online
learning. Through avatars, it is possible to simplify the
teaching process and enable interaction between students
and teachers without interrupting lectures while retaining
TABLE V
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The simplest way to create virtual worlds that can
display educational content is to use ready-made platforms
available online in the cloud or installed on-premises. The
use of ready-made solutions saves time because they have
already implemented most of the virtual world's necessary
functionalities. The teacher can focus on creating teaching
content using particular scripting languages. Table 5
shows an overview of such platforms offering their basic
functionalities [5]. Of these tools, the Open Simulator
platform has excellent properties, which is why it is a
perfect choice to realize a virtual educational environment
for the AGRIENT project's needs.

AN OVERVIEW OF VIRTUAL WORLD PLATFORMS [5]

Name

Free

Opensource

Graphics

Text

Voice

User
community

Custom
content

Type

Second Life

no

no

Very
Good

yes

yes

Very
Active

Yes

Virtual
World
Platform

Open Simulator

yes

yes

Very
Good

yes

yes

Very
Active

Yes

Virtual
World
Platform

Active Worlds

no

no

Good

yes

yes

Fairly
Active

Yes

Virtual
World
Platform

Open Cobalt

yes

yes

Good

yes

yes

Not Active

Yes

Virtual
World
Platform

Open
Wonderland

yes

yes

Very
Good

yes

yes

Not Active

Yes

Virtual
World
Platform

World of
Warcraft

no

no

Great

yes

yes

Minecraft

no

no

Low

yes

yes

Never Winter
Nights 2

no

no

Very
Good

yes

yes

Very
Active
Very
Active
Fairly
Active

No
Yes
Yes

MMO
Game
MMO
Game
Multiplayer
RPG
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IV.

OPEN SIMULATOR EDUCATIONAL PLATFORM FOR
AGRO‐ENTREPRENEURSHIP EDUCATION

OpenSimulator is a server platform written in the C #
programming language that can run on a single (so-called
standalone mode shown in Figure 1) or multiple
computers (so-called grid mode shown in Figure 2) [8]. In
standalone mode, the entire simulation is performing as a
single process on a single computer. In grid mode, the
load distributes to several network nodes managed by a
Robust service.
A particular virtual world viewer is installed on the
client computer as a separate application and
communicates with the server via HTTP protocol. A list
of supported client applications is available at [8]. No
particular installation on the server is required, and it is
enough to unpack the distribution in one folder and start
the OpenSim service.

Figure 1

OpenSimulator running in standalone mode [8]

The virtual world consists of three-dimensional objects
and substrates that can be imported or adapted from
existing templates. The interaction between avatars and
objects is programmed by the OpenSimulator script
language, which supports a subset of the Linden Labs
Second Life [9] script language (LSL) plus its extensions
(OSSL). The settings and content of the virtual world are
stored on the server in a select database as SQLite [10]
(sufficient for standalone mode and supplied in the
primary distribution) or MySQL [11], MariaDB [12], and
Microsoft SQL Server [13] for the grid mode
environments
The server sends the necessary information to be
displayed on the client's machine and must have enough
working memory if many clients access it. The client
computer must have a powerful enough graphics
processor to display the virtual world in real-time based
on the received server's pieces of information.

Figure 2

OpenSimulator running in grid mode [8]

The development of the virtual world called Agrient
was part of the work on I02. This virtual world is available
on the OpenSimulator platform installed on a single server
in a standalone mode. The Firestorm browser [14] is
installed on the client computer to access parts of the
virtual world.
Within the above, it is possible to access the lectures
of the previously developed curriculum. The student
selects a teaching field from the curriculum by accessing
the appropriate course realized as part of the virtual world
(e.g., Figure 3 shows a view of the so-called knowledge
island that contains teaching materials for the Business
management course).
The student also controls the avatar moving in the
virtual world and activates panels with different teaching
materials available in English and the languages of the
countries participating in the project (e.g., Figure 4 shows
the course introductory).

Figure 3

Knowledge island that contains teaching materials for the
Business management course [5]

The knowledge test carries on through quizzes
prepared for each teaching topic. Various templates for
selecting one or more correct answers are available, and
Figure 5 shows the solution by placing it in the right
answer box.
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the same teaching contents at the same time is possible.
Although the offline preparation of teaching contents
within the project, it is possible to enable teachers' to lead
teaching in the virtual world and achieve additional
interaction with students in future work.
REFERENCES
[1]

[2]

[3]
Figure 4

Multilingual panel with teaching materials [5]
[4]

[5]

[6]

[7]
[8]
[9]
Figure 5

Example of solving a question on a quiz [5]
[10]

V.

CONCLUSION

Regardless of the technology's possibilities, the
AGRIENT project took external policymakers' opinions
into account and incorporated them into the teaching
materials range when developing the curriculum. The
implemented Open Simulator platform is likely to
educate young people in entrepreneurship in agriculture
because it includes virtual reality applications in
education. That mainly refers to innovation in the
development of teaching content and knowledge exams.
Due to the implementation of the virtual world's platform,
the additional mutual interaction of students who study

588

[11]
[12]

[13]

[14]

Eurostat (European Statistical Office), ''Farmers and the
agricultural labour force – statistics'', 2018., available at:
https://ec.europa.eu/eurostat/statisticsexplained/index.php/Farmers_and_the_agricultural_labour_force_
-_statistics, [January 2021.]
Verstegen, J.A.A.M., R.B.M. Huirne, "The impact of farm
management on value of management information systems'',
2001., Computer and electronics in agriculture 30 (1), 51-69.
P. Sloot, C. Lauwere, M.J. Zondag, A. Pauer, "Needs of young
farmers - Report I of the Pilot project: Exchange programmes for
young farmers," 2015., Publications Office of the EU, DOI:
10.2762/13075.
European Commission, ''Common agricultural policy - Income
support
Young
farmers'',
2019.,
available
at:
https://ec.europa.eu/info/food-farming-fisheries/keypolicies/common-agricultural-policy/income-support/youngfarmers_en, [January 2021.]
Enhancing Youth Entrepreneurship Skills, Careers Guidance and
Competences in Agriculture Thought a Game-based Virtual
Reality Platform (AGRIENT), project website, 2021., available at:
http://agrient.eu/index.php/en/, [January 2021
National Aeronautics and Space Administration (NASA), ''Virtual
Reality: Definition and Requirements'', 2011., available at:
https://www.nas.nasa.gov/Software/VWT/vr.html, [January 2021.]
Bell, M. W., ''Towards a definition of virtual worlds'', 2008.,
Journal of Virtual Worlds Research, 1
Open Simulator, project website, 2020., available at
http://opensimulator.org, [January 2021.]
Linden Research, Inc., Second Life® Wiki, 2021., available at
http://wiki.secondlife.com, [January 2021.]
SQLite Consortium, SQLite database technical documentation,
2021., available at https://www.sqlite.org, [January 2021.]
Oracle Corporation, MySQL database technical documentation,
2021., available at https://www.mysql.com, [January 2021.]
MariaDB
Foundation,
MariaDB
database
technical
documentation, 2021., available at https://mariadb.org, [January
2021.]
Microsoft Corporation, Microsoft SQL Server database technical
documentation, 2021., available at https://www.microsoft.com/enus/sql-server, [January 2021.]
The Phoenix Firestorm Project Inc., Firestorm Viewer, 2021.,
available at https://www.firestormviewer.org, [January 2021.]

MIPRO 2021/CE

Young Adults' Privacy Concerns about
Wearable Technology
A., Papić*, K. Đurđević*
* Faculty of Humanities and Social Sciences/Department of information sciences, Osijek, Croatia
apapic@ffos.hr, kdjurdjevic@ffos.hr
Abstract - Wearable technology is defined as a group of
devices which can be worn at human body. Wearable
technology can have positive impact on quality of life
especially in regard to tracking physical or mental health.
The most used wearable technologies are smartwatches,
Google glasses, fitness trackers and safety wearables.
Wearable technology has numerous advantages such as
visualization of everyday life in real time and support for
decision making, interoperability with other devices like
smartphones and computers, recognition of disease
symptoms as well as some emotions and moods.
Furthermore, some experts perceive wearable technology as
human’s sixth sense thus it can process information which
other senses cannot process. In this paper was conducted
research among 218 young adults in Croatia regarding their
privacy concerns about wearable technology. The research
results revealed that although young adults accentuated a
lot of advantages of wearable technology, a majority of them
pointed out following disadvantages of wearable technology:
(1) high price, (2) possibilities of access and theft of personal
data, (3) unwanted surveillance and (4) impossibility of
permanent erasure of personal data.
Keywords – wearable technology; young adults; privacy;

I.

INTRODUCTION

Wearable technology is defined as a group of devices
which can be worn at human body 8. Some experts
perceive wearable technology as human’s sixth sense thus
it can process information which other senses cannot
process. Wearable technology is based on several main
systems such as RFID, GPS, GSR, Bluetooth, ultrasound,
laser, cameras etc. 2. There are a lot of advantages of
wearable technology such as imperceptible device,
visualization of everyday life in real time, tracking
physical and mental health, easiness of use, smartphone
compatibility, interactive device etc. Wearable technology
spreads in different sectors for example health, business
and sport for measuring performances. However, the
main disadvantage of wearable technology is vulnerable
privacy protection which also depends a lot of upon the
end user, namely which data user allows to be collected
and shared with others 5. According to recent researches
7, in regard to privacy issues of wearable technology,
users are concerned about their unconsciousness of which
data are actually collected by wearable technology,
synchronization of their wearable devices with
smartphones and laptops and storage of data into central
databases of provider of wearable technology who can sell
the data to the third person and use data to increase the
profit. Furthermore, the users are concerned about their
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voice recording, location sharing, face recognition of
themselves as well as people around them and data
leaking toward social networks. The users should read the
instructions for use of wearable technology and become
aware of requirements of wearable technology providers.
Also, it is very important that appropriate authorities
check harmonization of organizations’ privacy policies
with GDPR 6. According to previous researches users'
privacy protection could be better protected with
limitations of access and implementation of biometrics
5. Wearable technology can be divided according to its
purpose and according to mode of wearing. The most
used wearable technologies worn on the head are
smartwatches for gaming and virtual reality, earphones
and earrings for entertainment, hair ribbons and necklaces
for physical activity tracking. The most used wearable
technology worn on the torso is a belt for physical activity
tracking. Smartwatches and bracelets for tracking physical
and mental health, even a mood of user, are the most
popular wearable technologies worn on hands. The most
used wearable technologies worn on the legs can measure
oxygen supply of muscles and can be used in purpose of
pain relief. Smartwatch is the first commercial wearable
technology which become very popular around the world
4. Smartwatches for their work use mobile operational
systems such as Apple WatchOS and Android Wear. The
smartwatches have possibilities of use of different apps for
example for schedules, organization apps and social apps.
Smartwatch's touchscreen is the main input and output
component of the device 1. These devices use Bluetooth,
GPS, WiFi and GSM card for Internet connection without
connecting to smartphones 1. The great disadvantage of
smartwatches is low battery duration. Smart glasses are
wearable technology firstly made by Google so smart
glasses are actually well known as Google Glasses. The
main disadvantage of smart glasses is a high price but also
users' privacy because smart glasses can track the user and
other persons around the user 3. Fitness trackers got a
huge popularity thus users can measure their daily
activities such as number of steps, heartbeats, duration of
sleep etc. Safety wearables are used in security purposes
and have implemented GPS for location sharing in
dangerous situations.
This paper aims to explore young adults' privacy
concerns about wearable technology thus the research
questions raised in this paper are the following:
(1) What kind of wearable technology young adults
choose?
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(2) Which advantages and disadvantages of wearable
technology young adults perceive?
(3) What kind of privacy concerns about wearable
technology young adults perceive?
After the introduction which gives theoretical insight
into the theme of the paper follows the description of the
method used in the research. Third section of the paper
consists of the overview of gained research results and
related discussion. The last concluding section of the
paper brings the main findings of the research and points
out its possible implications.

The following kinds of wearable technologies young
adults chose: 62.3% of participants used smartwatch,
47.2% of participants used fitness tracker, 5.7% of
participants used Google glass, 3.8% of participants used
safety tracker and 1.9% of participants used Samsung
health. Fig. 2. shows the percentage of young adults
regarding their preferences toward wearable technologies.

II. METHOD
In this paper the method used in this research is an
online questionnaire distributed in July and August 2020
year toward random sample of young adults in Croatia
between 18 and 30 years old. Total of 218 fulfilled
questionnaires were analyzed for the purpose of answering
to the research questions.
III. RESULTS AND DISCUSSION
The total of 218 young adults filled out the online
survey regarding their privacy concerns about wearable
technology. According to gender in research participated
76.6 % of female parents and 23.4% male parents. At Fig.
1. it can be seen young adults' age. The majority of
participants were 23 years old (15.1%). 13.8% participants
were 24 years old. 4.1% participants were 19 years old
and the same number of participants were 30 years old.
The other groups of participants according to the age were
between 5% and 10% of total number of participants.

Figure 2. Young adults’ preferences toward wearable
technologies

Young adults were asked whether they were aware about
what kind of data can be collected by wearable
technologies. The majority of participants, even 94%,
answered that they were aware that wearable technologies
can collect number of steps, 86.7% of participants were
aware that wearable technologies can collect heartbeats,
77.1% of participants were aware that wearable
technologies can collect location data, 55% of participants
were aware that wearable technologies can collect data
about sleep quality, 52.8% of participants were aware that
wearable technologies can collect health data, 49.1% of
participants were aware that wearable technologies can
collect personal messages such as e-mails, 45.4% of
participants were aware that wearable technologies can
collect photos and videos, 22% of participants were aware
that wearable technologies can collect data about mood,
20.2% of participants were aware that wearable
technologies can collect data about card numbers and 1%
of participants were aware that wearable technologies can
collect data about number of burned calories. The fact is
that wearable technology can collect all of these data. Fig.
3. shows young adults' awareness about what kind of data
can be collected by wearable technologies.

Figure 1. Young adults' age

59.2% of participants were students, 32.6% of
participants were employed and 8.2% of participants
were unemployed. According to educational grade,
29.8% of participants finished secondary school, 33% of
participants finished undergraduate study, 30.7% of
participants finished graduate study. 4.6% of participants
were enrolled into some professional studies and 1.8% of
participants were enrolled into some postgraduate study.
Figure 3. Young adults' awareness about what kind of
data can be collected by wearable technologies
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Young adults were asked about advantages of wearable
technology. 62.8% of participants completely agreed and
25.2% of participants agreed that an advantage of
wearable technology is physical activity tracking. 67.4%
of participants completely agreed and 18.3% of
participants agreed that an advantage of wearable
technology is smartphone compatibility. 59.6% of
participants completely agreed and 24.8% of participants
agreed that an advantage of wearable technology is health
tracking. 48.6% of participants completely agreed and
31.2% of participants agreed that an advantage of
wearable technology is physical activity stimulation.
43.1% of participants completely agreed and 35.8% of
participants agreed that an advantage of wearable
technology is interactive device.

38.5% of participants completely agreed and 34.4% of
participants agreed that an advantage of wearable
technology is easiness of use. 33.9% of participants
completely agreed and 28.4% of participants agreed that
an advantage of wearable technology is imperceptible
device. 27.5% of participants completely agreed and
25.2% of participants agreed that an advantage of
wearable technology is mental health tracking. According
to research results young adults graded advantages of
wearable technology in a following order: (1) physical
activity tracking, (2) smartphone compatibility, (3) health
tracking, (4) physical activity stimulation, (5) interactive
device, (6) easiness of use, (7) imperceptible device and
(8) mental health tracking. Fig. 4. shows advantages of
wearable technologies.

Figure 4. Advantages of wearable technologies

Young adults were asked about disadvantages of wearable
technology. 45% of participants completely agreed and
25.2% of participants agreed that a disadvantage of
wearable technology is possibility of personal data theft.

44% of participants completely agreed and 25.2% of
participants agreed that a disadvantage of wearable
technology is privacy protection. Fig. 5. shows
disadvantages of wearable technologies.

Figure 5. Disadvantages of wearable technologies
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36.7% of participants completely agreed and 31.7% of
participants agreed that a disadvantage of wearable
technology is low battery duration. 39% of participants
completely agreed and 27.1% of participants agreed that a
disadvantage of wearable technology is high price. 36.2%
of participants completely agreed and 28.9% of
participants agreed that a disadvantage of wearable
technology is permanent data storage. 26.1% of
participants completely agreed and 20.6% of participants
agreed that a disadvantage of wearable technology is
appearance. According to research results young adults
graded disadvantages of wearable technology in a
following order: (1) possibility of personal data theft, (2)
privacy protection, (3) low battery duration, (4) high price,
(5) permanent data storage and (6) appearance. Fig. 6.
shows young adults’ privacy concerns about wearable
technology.

49.1% of participants completely agreed and 20.6% of
participants agreed that their privacy concerns about
wearable technology were in regard to surveillance and
espionage. 43.1% of participants completely agreed and
26.6% of participants agreed that their privacy concerns
about wearable technology were in regard to data selling.
43.6% of participants completely agreed and 22.9% of
participants agreed that their privacy concerns about
wearable technology were in regard to face recognition
and identification. 42.2% of participants completely
agreed and 24.3% of participants agreed that their privacy
concerns about wearable technology were in regard to
data leaking. 43.1% of participants completely agreed and
26.6% of participants agreed that their privacy concerns
about wearable technology were in regard to data selling.
38.5% of participants completely agreed and 25.7% of
participants agreed that their privacy concerns about
wearable technology were in regard to social media
synchronization.

Figure 6. Privacy concerns about wearable technology

69.7% of young adults were concerned about unwanted
surveillance and data selling of their personal data, 66.5%
of young adults were concerned about face recognition
and identification of themselves or persons around them
and data leaking and 64.2% were concerned about social
media synchronization with wearable technology.
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According to research results young adults graded their
privacy concerns about wearable technology in a
following order: (1) surveillance and espionage and data
selling, (2) face recognition and identification and data
leaking and (3) social media synchronization.
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IV. CONCLUSION
According to the gained results it could be concluded
that the most popular wearable technologies among young
adults in Croatia were smartwatches (62.3%) and fitness
trackers (47.2%). Young adults graded the advantages of
wearable technology in a following order: (1) physical
activity tracking, (2) smartphone compatibility, (3) health
tracking, (4) physical activity stimulation, (5) interactive
device, (6) easiness of use, (7) imperceptible device and
(8) mental health tracking. Within the same research
young adults also graded the disadvantages of wearable
technology in a following order: (1) possibility of personal
data theft, (2) privacy protection, (3) low battery duration,
(4) high price, (5) permanent data storage and (6)
appearance. The research results among young adults in
Croatia also revealed their privacy concerns about
wearable technology. Young adults were concerned about:
(1) surveillance and espionage and data selling, (2) face
recognition and identification and data leaking and (3)
social media synchronization with wearable technology.
Between 60% and 70% of young adults who used
wearable technology were concerned about privacy issues
of wearable technology. The producers of wearable
technology should make more in regard to privacy
protection of users to gain users’ trust. The
implementation of biometrics into wearable technology is
certainly one of promising trends.
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Abstract – Machine Learning (ML) is a technology to make
messages created by humans (text, images, speech etc.) more
understandable for computers so that they could better
answer humans' queries and needs when recalling this
information. Here is considered the ML sub-area – Natural
Language Processing (NLP) and presented examples of its
methods using text corpuses created from MiproCE
presentations.
Keywords – ML; NLP; teaching; education

I.

INTRODUCTION

Communication with computers involves one major
difficulty: computers do not (yet) understand our human
language and only a limited number of humans (called
programmers) understand (some of) computer's languages.
It is unrealistic to expect, that all humans learn to
understand computer's language, i.e. become programmers;
besides, for understanding computer code our brains use
quite different mechanisms than when understanding
human language [1][2] – for our brains program code is not
at all a language.
We reason, define our problems, goals and wishes
always first in our everyday human language – English,
Estonian, Croatian etc., but we express ourselves also in
other formats – in music, dance, images. In order to
improve human-computer communication we have to teach
computers better to understand our multimodal formats of
communication.
II.

NEW APPROACHES

recognition systems : "Whenever I fire a linguist our system
performance improves" [4]. The currently most famous
living linguist Noam Chomsky commented the situation
ironically: "There is a notion of success … which I think is
novel in the history of science. It interprets success as
approximating unanalyzed data.”
III.

NLP - FROM STATISTICS TO DATA
SCIENCE
Polonius: What do you read, my lord?
Hamlet: Words, words, words.

A. NLP – Data Entry, Text corpus
The computer-based natural language research uses
large corpora of human-produced text, often billions of
words. In the following are used texts from the Mipro CE
subconference from years 2017-2020, both in English and
in Croatian languages. Most NLP tools do not depend on
concrete language, thus it were interesting to find
similarities and differences what NLP methods reveal in the
English and Croatian-language text corpuses and what
'new' can be distilled from these texts.
B. NLP - Statistics
Text analyzing begins with classical statistical methods,
e.g. count of total number of words and count vocabularies
– unique words. It turned out, that while the corpuses (total
number of words) have been steadily growing, vocabularies
(unique words) used in both languages – English and
Croatian - remained during 2017..2020 nearly the same.

A. From linguists to programmes
Understanding, i.e. parsing human language in
computers is a difficult problem. Traditionally this was a
research area for linguists, who built for parsers big
handcrafted grammars. These parsers often generated large
numbers of possible parses for a given input sentence. But
in tests performed in 1990 where to best of handcrafted
parsers were presented short (max length -13 words)
sentences from the Associated Press news these 'handmade' by linguists parsers understood only 30% or less of
presented sentences [3].
Therefore currently NLP does not use traditional
linguistic concepts – grammar, parsing, parts of speech, it
is totally based on statistical properties of texts. In NLP
linguists have been displaced with programmers;
characteristic is the quote from Frederick Jelinek, long-time
head of the Center for Language and Speech Processing at
Johns Hopkins University, where he developed speech
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Figure 1. Number of words and size of vocabularies (unique words).
It seems, that pandemic (in spring 2020) has essentially increased
interest in making conference presentations
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Another common statistics in text analysis is
distribution of frequencies of words – this is considered one
of the first important tasks in content analysis [5], basis of
the Google search, basis for market trends analysis [6]. For
frequency analysis are first from corpora removed
stopwords – very frequent words ('a', 'the', 'it',,). The wellknown package nltk (Natural Language ToolKit) lists 127
English stopwords [7] and for the Croatian language 177
stopwords [8]. From the remaining text corpus are counted
unique words – the vocabulary of the corpus. Frequencies
of essential words are shown in the following graphs.
Notice, that in both languages the word with highest
frequency is the same and even the frequencies of use of
the word are close - authors of texts (presentations on
MiproCE) belong to the same category of humans who are
discussing the same topics.

C. Entropy
The increase of disorder or entropy is what distinguishes the
past from the future, giving a direction to time.
Stephen Hawking, A Brief History of Time

Text quality – how informative it is, how easy to read,
its expressivity can be described by entropy of text units –
entropy of single words, entropy of n-grams, entropy of
phrases or sentences [9].
Entropy (on word level) of text T consisting of words
w is calculated using Shannon's formula

H (T ) = −  p ( w) log 2 ( p ( w))
w∈T

Entropy shows average amount of information of words
(in bits) – the most important aspect of communication and
the same holds for other text units – characters (Shannon
considered characters), groups of words, sentences or
whole documents. Entropy of single words (unigrams), two
consecutive words (bigrams), three consecutive words
(trigrams) etc. show essential difference between English
and Croatian languages.
English

Croatian

25677

27049

131

181

Entropy of unigrams:

6.33

8.25

Entropy of bigrams

8.2

8.06

Entropy of trigrams

6.17

5.63

Entropy of 4-grams

4.76

4.26

Entropy of 5-grams

3.83

3.41

Vocabulary
'proper' words)
Stopwords:

Figure 2. The most frequent word frequencies distribution in
MipreCE2020 English-langauge track

(unique

Research of world languages has shown, in all world
languages entropy of words (unigrams) is greate than 6 bits
per word. The Croatian language is more complex than
English: more letters, more word forms etc., thus in studies
its entropy has always been greater [10].
The above table reveals also a difference between
English and Croatian languages – while entropy of single
words (unigrams) in Croatian language is bigger, the
relation quickly changes with longer expressions (bigramstrigrams-… 5-grams).
Often occurring phrases can be found using the
Pointwise Mutual Information (PMI) of an n-gram [11]:

PMI ( w1...wn ) = log

p ( w1...wn )
∏ p ( wi )
i

The phrases with high PMI value are in English and
Croatian languages different.

Figure 3. The word frequencies distribution in MiproCE 2020
Croatian-language track. The most frequent word is the same as in
English-language track and even the frequences are close.
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In English: "does not" (7.86), "has been" (7.76),
"Facebook, Instagram, Twitter" (25.95), "In this paper"
(15.28), "as well as" (14.23), "can be seen" (14.1), "On the
other hand," (24.36), "in the field of" (12.81) etc.
In Croatian: "strucno usavrš1avanje" (11.43), "Visokog
ucilišta" (11.27), "Kljucne rijeci" (11.02), "najmanje
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jednom, inace" (25.81), "izvorne engleske rijeci" (24.57),
"Pitanje NUM Koliko cesto" (29.7) etc.
In [ 12 ] was proposed keyword extraction based on
entropy difference between the intrinsic and extrinsic
mode, i.e. significant phrases occur in tight ''dumplings'
which are unevenly distributed, but common/insignificant
phrases are evenly distributed in the whole text. Checking
the n-grams with high PMI values did not show clear
winners – the only candidate for a keyword phrase turned
out the phrases "Facebook, Instagram, Twitter" and
"strucno usavrš1avanje" (Professional Development).
Below are spectra of occurrence in the corpuses of both
languages of some phrases with high PMI values.

E. Predicting the next word
Information: the negative reciprocal value of probability.
Claude Shannon

The main problem of language understanding is
prediction of the next word (or character). Text/corpus
model is a collection of conditional probabilities of the next
word in text.
Suppose we already have a sequence of words:

w1 , w2 ,..., wi −2 , wi −1
The next word could be guessed maximizing the
relative probability (the Bayesian inference [13]):

arg max(wi ∈V ) P(wi | wi−k ,..., wi−1 )

(*)

P(wi | w1 ,..., wi −1 ) is the conditional
probability that after words w1 ,..., wi −1 follows the word
wi . In practice probabilities are estimated from real-word
Here

Figure 4. The phrase (E = 8.98, PMI = 11.28) also occurred nearly in
every paper, but was not used as often as the previous phrase

frequencies, i.e. the relative probability of word 'students'
after the previous words 'all our' could be calculated from
the frequencies of use of these words in a (large) corpus of
text where these words were already used:

P ( wi | w1 ,..., wi −1 ) ≈

Figure 5. The phrase (E = 4.83, PMI = 15.76) is formally a good
canditate for a keyword phrase

D. Word embeddings
The frequencies of words can be used for classification
of documents, but more informative about word's meaning
gives word's context.
Contexts are words which occur in a fixed length
window together with the word; continuous contexts are
usually called n-grams, non-continuous – bags_of_words
(BOWS). In the MiproCE English corpus for the most
frequent word "students" its most frequent (2,0)-contexts
were: 'show that students' – 0.125, 'percent of students' –
0.111, 'showed that students' – 0.091, 'with the students' –
0.072 etc.
Most of frequent n-grams have a very limited meaning,
for instance, the most frequent 5-grams created from the
MiproCE English-language corpus were:
"Facebook, Instagram, Twitter and YouTube"
"participants from the field of"
"Pitanje NUM Koliko često očekujete"
"za izraže koji se tiču"
"za nadprosječne učenike prosječne učenike"
It is even for human rather difficult to get meaning of
the text from these n-grams.
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Fr ( w1 ,..., wi −1 , wi )
Fr ( w1 ,..., wi )

In practice (to speed up calculations) the last formula is
simplified even more. Using the naive Bayes conditional
independence assumption that the probabilities
P ( w j | w j −1 ) are independent are in language models
often used only binary probabilities (a very rough
assumption), thus
n

P ( w1 ,..., wn ) = P ( w1 )∏ P ( wi −1 | wi )
i =2

F. Generating (new) text
Doing data analytics makes use of two skills: statistics, and
telling a story with those statistics in ordinary words
Carl Howe, data scientist, RStudio, Inc.

The presented above argmax formula (*) can be used to
create new texts based on probabilities occurring in the text
corpus – give some words w1 ,..., wi −1 as a seed and find a

wi
which
maximizes
probability
P( wi | w1 ,..., wi−1 ) , then shift the 'action window' one

word

step to right and repeat the process starting with sequence
w2 ,..., wi −1wi .

To use only binary contexts (i.e. the previous word)
seems a rather rough assumption, thus we made some
experiments in text prediction where for producing the
most probable next word where first tried trigrams (two
previous words) and if they could not produce a satisfactory
continuation – the bigrams. Since the program was
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maximizing the probability of the next word, i.e. used
trigram/bigram with highest frequency, it quickly cycled,
started to continue the same phrase (indicated below in
bold), thus produced strings have a very low entropy
(indicated at the end of text):
pedagogical decisions on using the Internet and the
second part of the most important for the purpose of the
most important for the purpose of the most important
…(E=3.45)
To podrazumijeva upravljanje simulacijom putem
lokalne instance GNSNUM poslužitelja. Uz postojecu
VMWare Player aplikaciju, na simulacijskom racunalu
omo gucena je lokalna propusnost "ICMP Echo Request"
paketa u oba smjera aktivacijom predefiniranih pravila
"File and Printer Sharing (Echo Request - ICMP) –
Domain /Public". Drugim rijecima, aktivacijom navedenog
pravila Windows vatrozida omogucena je lokalna
propusnost "ICMP …(E = 5.66)
To get influence from farther earlier words are in NLP
used contexts with lengths > 50 (words or characters – text
processing has often done also on the level of characters),
but this 'far influence' does not come from n-grams - words
are considered as elements of vectors of probabilities of
their context words. Mapping from words to vectors is
called 'Word Embedding'. The dimensions of these vectors
can be rather large, e.g. the Stanford collection of pretrained word embeddings [ 14 ] dimensions vary from
50..600.

Figure 7. The central part of the word cloud from MiproCE Croatian
language presentations

Algebraic (vector) operations also show that word
vectors reflect semantic relations between words, e.g. if
v(w) is the vector of a word w and ≈ denotes closeness,
then

v ( students ) − v ( student ) + v(course) ≈ v(courses )

- the first subtraction creates 'pure' plural which when added
to word course creates vector for the word courses .

Zooming in reveals in the above picture several groups
of words with close meaning:

The word vectors are not unique – they depend on the
text corpus and even with the same text corpus different
NLP packages (different methods for creating text model)
produce (somewhat) different results.
Representing words as vectors with real-valued
coordinates allows to calculate from the cosines product of
their vectors distance (i.e. similarity) between words
Vocabulary of the whole corpus becomes a 'cloud' of dots
in multidimensional space;

Figure 8. Some 'isles' of close words from the previous word cloud
image. 'Instagram', 'Facebook', 'platform', 'social media' are semantically
similar and incclination/case is not any more a problem – program has
placed different lexical forms of the same word together – 'be', 'been',
has', 'have', 'using', 'usage' etc.

Statistical methods become quickly too complex and
computationally expensive to calculate high-dimensional
word embeddings. High-dimensional embeddings are
created by step-wise local information collection, imitating
the method what (presumably) humans use for information
processing. The high-dimensional word vectors (digital
model of the text corpus) created by neural networks can be
used for creating new text using word embedding's to
predict next words.
Figure 6. The word cloud created from the MiproCe 2020 English
lanaguage presentations
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There are already tens of such programs available, e.g.
from the corpus of MiproCE English presentations tutorial
program from [15] produced sentences, which on cursory
inspection may seem already sophisticated enough to be
accepted for the next MiproCE conference. The following
examples are produced using text representation on
character (not word) level, thus it is a miracle that
grammatical concordance (case, singular/plural etc.)
appears automatically (with some errors); after 3 minutes
appeared (Windows 10, 4.12 GHz, 16 GB RAM):
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University education should develop student's
creativity. In the research activity and to the course is to
explain the training of computer science courses and the
number of formal education will be experiencing a basis for
them to understand the tasks they are interested in the field
of education and the students that will be the same as the
correct solution of the 21st century.
Because of the training is constant for a solution for the
teachers' point of view, where assignment needs the content
of education and the students who have a very negative
attitude towards the European Commission as a potential
for the student and the results and analyze it statistically
significant difference between the traditional teaching
methods and viewed by the Fourth Industrial Revolution
and its advantages and disadvantages of student motivation
in the field of education and the other MS Teams are shown
in Table II.
And so on and so forth – the length of the 'creation' can
be set to whatever. There is no intelligence, no new ideas in
produced text. Changing model parameters allows to create
another 'high-scientific' output.
"University education should develop student's
creativity. Computer networking career and the
comparison of the results also provides all localization in
applying one system can be used for new rules. Also new
ideas aimed attitudes towards understanding of the correct
answer containing to access to the digital learning (local
and script consumed in Croatian Science FCN gamegenerated experience of different CE Content-Based
Programmes, Microsoft OneDDM) has been conducted on
some of the most frequently evaluated e-learning software
in the developed course …
Ucenici su odgovorili na potrebe obrazovanja koje se
odnosi se na potrebe studija. Sudjelovanje u svrhu
potrebnih za ucenje programiranja u programiranju te na
temelju podataka i studenata u nastavi informacijskokomunikacijske tehnologije u nastavi informatike koje su
nastavnici su odgovorili na pitanje koje se odnosi se na
pitanje koje su potrebno postaviti standardni …
IV.

WHAT IS ML ?

Every teacher knows what is learning – a process to
improve, change learners behavior in order that learner can
better respond to its environment, better achieve its tasks.
Computers are deterministic devices whose behavior
does never change – is it does, then the computer is severely
broken. When the same text corpus is re-used (with the
same model structure) computer creates the same model
and if it is used for text creation (with the same seed)
appears the same text.
Thus the acronym 'Machine Learning' is actually a
misuse of the word 'learning'.
In order to understand each other, we should have some
common understanding of terms what we use, but there is
lot of dissension in use of terms 'information', 'knowledge',
'learning'. Would you say that Newton learned the Law of
Gravity or Einstein learned the Theory of Relativity? They
did not 'learn' those laws, they discovered them setting up
totally new frames of thought, performing experiments,
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what nobody had thought of before. They first created new
mental approach, new framework, then observed, collected
data in this framework and then generalized their
observations data as a new Laws of Nature.
When humans speak/write, the next word also depends
on all the already produced words, i.e. they use a procedure
similar to rule (*) what computers use, but the process
begins in their consciousness " :

arg max(wi ∈V ) P(wi | " , w1,..., wi−1 )

(**)

The rule what computers use is only an approximation
of the tail of the human's procedure. The premise
wi−k ,..., wi−1 of the used in rule conditional probability is

only a small tail of the premise " , w1 ,..., wi −1 used by

humans, thus the consequence wi is less exact (its
probability is smaller) and thus also the entropy
(information content) of the whole produced phrase is
smaller.
Word vectors (however long) can't express the
meanings of words the way as we know them – we change
them constantly. Depending on our mood, previous events,
time of year/day etc. we can use the same words with quite
opposite meanings: "John, You did well!" may mean
("Good, we expected you to fail") or ("You failed, we
expected you to win!"). The current NLP research is trying
to analyze sentiments (positive or negative) and some
researchers even try to analyze more feelings [16], [17],
[ 18 ]. But this (and many problems connected with
memory) are difficult forms of verbal expression and
difficult to re-produce – computers (yet) do not have
feelings and do not know, what to remember - is the word
Rijeka a name of a student, bird, virus or programming
language and should it be stored in memory?
And here lays the main, most important difference
between Machine Learning (ML) and Human learning
(HL). Machine Learning in NLP is an approximation of the
tail (visible) part of human communication.
The NLP text models can make everything looking like
truth. One of (currently) biggest models, the GPT2
accepted the following fable [19]:
"In a shocking finding, scientist discovered a herd of
unicorns living in a remote, previously unexplored valley,
in the Andes Mountains. Even more surprising to the
researchers was the fact that the unicorns spoke perfect
English."
The GPT-2 system continued the fable to look like a
true story from some news agency:
"The scientist named the population, after their
distinctive horn, Ovid’s Unicorn. These four-horned,
silver-white unicorns were previously unknown to
science.…"
If a program can fluently explain four-horned silverwhite English-speaking unicorns then it certainly can also
prove that Earth is flat, vaccines and 5G are evil etc. - a
perfect creator of 'fake news', but these news are 'fake' (or
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in modern terms. 'alternative truth') just because they are
not provable.
V.

Therefore become interesting – is there a correlation
between use of the word "Table" and character "%" ?

DATA SCIENCE IN "COMPUTERS IN EDUCATION"

The first step in any research begins with collecting
some statistics to reveal the most important features of this
area and presenting this in tables.
The search for the word 'Table' returned in
MiproCE2020 text corpus:
Search "Table" (10968 hits in 68 files of
68 searched)

Thus the frequency of the word 'Table' was in average
in every presentation :
431535/10968 = 39.3441247
i.e. nearly 40 times.

Figure 11. Spectrum of occurrence of words 'table' and character '%'

The Pearson correlation between lists of occurences
was (0.173, 0.018)
In MiproCE Croatian-language presentations the
picture was similar, but correlation stronger.

This evokes a question – is the topic of MIPRO CE
statistics?
Earlier were here presented tables of frequencies of
words in both, English and Croatian-language text
corpuses. The clear indicator of data handling, the
percentage sign "%" usually does not occur as a separate
word, but only together with some number, thus the symbol
did not appear in search for words. Therefore the MiproCE
presentations 2017-2020 were separately searched also for
occurrences of the "%" sign. It turned out, that more than
half of presentations used the "%" tens of times – clear
indicator that these presentations were dealing with Data
Science:

Correlation: (0.204, 0.023)
Data is collected in order to learn something, to
introduce changes in existing practices. The tables and
percentages in MiproCE presentations should also be used
for introducing some improvements, changes.
To study this aspect we collected from the Wordnet [20]
- a database of English words that are linked together by
their semantic relationships - all words belonging to synset
(synonyme set) of concept "change":
'change', 'alteration', 'modification', 'variety', 'alter',
'modify', 'vary', 'switch', 'shift', 'exchange', 'commute',
'convert', 'exchange', 'interchange', 'transfer', 'deepen'.

Figure 9. More than half of presenations where using the "%".

And the use was extensive – in average, ca 20 times in
a presentation (at least, since often meaning of numbers in
a table also was percent, if the column/row header was
'Percentage of …').

If a presentation collected some data and suggested
some changes to existing procedures then it most probably
should also use one of these words. But this could occur
only once or twice (in Introduction and in Conclusions),
what was seen also from frequency of occurrences of these
words:
'change' - 0.00022, 'variety' - 0.0002, 'transfer' - 0.0001
Thus more than half of presentations in CE are dealing
with Data Science.
VI.

CONCLUSIONS

Achievements
in
development
of
digital
communication tools have been rapid. AI bots like Siri,
Cortana, Alexa, and Google Assistant in our mobile
phones, chat robots in banks and large companies websites
– they all provide many useful services and behave already
like half-humans. Many of achievements in NLP, ML, AI
etc. will be certainly applied also in education.
Figure 10. Number of times the character "%" was used in a
presentation.
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As with use of every very high-level technology there
are also several possible risks. When the currently one of
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the largest natural language models GPT-2 (1,500,000,000
parameters) was released [21], its creators warned:

used for all examples in this paper produced from MipreCE
English-language corpus following assertion:

"…extremist groups can use GPT-2 for misuse,
specifically by fine-tuning GPT-2 models on four
ideological positions: white supremacy, Marxism, jihadist
Islamism, and anarchism … it’s possible to create models
that can generate synthetic propaganda for these
ideologies".

Students are not included in the process of e- learning
in the context of the process of teaching and learning.

But the truth value of texts created by NLP packages is
very questionable – computer cannot evaluate its
statements. The same Tensorflow program which has been

And another text-creation package just revealed that
Darwin met the silver-white English-speaking unicorns
with four horns on the board of 'Beagle'. But unicorns
agreed to fly to 'Beagle' only on condition that Darwin
signs non-disclosure agreement, thus Darwin did not
mention them in his book. Handwritten (unsigned) notes
about this meeting were found in Darwin's papers and sold
on Christie for 50 ml USD to unnamed byer.
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Shifting pre-lab activity online for a more
efficient instructional engineering laboratory
session
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Abstract - When students come to the laboratory, the
objective of the instructor is to, through carefully designed
exercises, familiarize the students with concepts they have
been learning about in lectures before the lab class itself.
Lab work is an essential part of education of an engineer
and this paper discusses how and why shifting pre-lab
activity online using a Learning Management System is
beneficial to both the students and the instructors and
creates a more efficient instructional engineering laboratory
session.
Keywords – pre-lab activity.

I.

INTRODUCTION

Laboratory practical classes are an essential
component of all science degrees. In practical classes
students acquire and develop essential skills for their
chosen discipline which cannot adequately be achieved
by theoretical instruction alone. These practical classes
are at the core of the idea of a “polytechnic” which the
Zagreb University of Applied Sciences is.
In general, the fundamental objectives of engineering
instructional laboratories are [1]:
•
•
•
•
•
•
•
•
•
•

to
familiarize
future
engineers
with
instrumentation, software tools and sensors for
measurements of physical quantities,
identify the strengths and limitations of
theoretical models as predictors of real-world
behaviors,
develop a research approach to the problem,
demonstrate the ability to collect, analyze, and
interpret data, and to form and support
conclusions,
design, build or assemble a part, product, or
system, including using specific methodologies,
equipment, or materials,
learn from failure,
demonstrate appropriate levels of independent
thought, creativity and capability in real-world
problem solving,
identify health, safety, and environmental issues,
develop teamwork, ability to judge, ethics,
communicate effectively about laboratory work
with specific audience, both orally and writing,
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•

demonstrate
competence
in
modification and usage of
engineering tools and resources.

selection,
appropriate

At the Electrical Engineering department, the course
Fundamentals of Electrical Engineering is intended to
introduce students to electrical engineering, and it does so
on a weekly basis for 15 weeks straight, which is the
duration of a single semester. The course itinerary can be
seen on Table I and it shows that laboratory classes make
an important and sizeable part of the course.
The content of the laboratory exercises is directly
connected to the past lectures and auditory classes that
the students attended. The content of the five exercises is
in short:
• Ohm’s law and Kirchhoff’s laws
• transient state, rms and mean value of a
signal
• voltage and current analysis in RLC circuit
with sinus excitation
• voltage, current and power measurements
• resonance
While in the lab, students often encounter many
problems that stem from unfamiliar equipment or
materials, the laboratory manual, unfamiliar verbal
instructions, lack of technical skills, possible time
constraints and general lack of prior theoretical
knowledge. The exercises prove to be challenging and
given the large list of demands it is not surprising that
without adequate preparation students tend to be
preoccupied with technical details and thus mechanically,
without thinking, follow instructions for laboratory work.
This is where pre-lab activities come in as a preparation
tool.

TABLE I.

COURSE ITINERARY

Type of class

Hours per week

Number of weeks

Lectures

3

15

Auditory

3

15

Laboratory

3

5
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The use of pre-lab activities that encourage students to
prepare for a laboratory classroom session is a commonly
used teaching technique to help alleviate the problem of
students showing up for lab under-prepared in order to
participate in laboratory sessions, which in turn leads to
decreased learning. Pre-lab activities have also shown to
reduce the technical and analytical errors made by
students in the laboratory [2] [3].
For many years, the pre-lab activities were done by
providing students questions in the lab manual. Students
were required to complete these theoretical and numerical
questions before the lab starts and turn them in at the
beginning of the lab. This was a prerequisite to even start
the exercise, so it was a necessity for a teaching assistant
to check if the task was done so at the beginning of the
exercise itself, the assistant had to review each
preparation and ask each student few questions to check
the understanding of the material and that the preparation
was not just copied from someone else.
Considering the group of students in the lab for a
specific exercise consisted of 12 to 16 students (arranged
in two or three for one measuring station) depending on
the date and day of the week, this proved to be a timeconsuming task. As a result, a third of the time or one full
school hour was lost from the total time provided for
performing the exercises. Students had less time to handle
the equipment necessary for the experiments in front of
them, and measure and process the results. The larger
time waste was for the teaching assistant that had less
time to help with the experiments themselves and explain
their concepts.
In order to solve this problem and to try to curb
cheating in pre-lab task, online pre-lab activities were
introduced.
II.

TABLE II.

PRELAB ASSIGNMENT VARIATION

Assignment
number

Total tasks

Total variations

1

6

18

2

4

20

3

4

9

4

4

6

5

5

9

To access the learning management system, students
use their AAI@EduHr identity. AAI@EduHr is the
Authentication and Authorisation Infrastructure of
science and higher education in Croatia. It is operated and
coordinated by the University Computing Centre,
University of Zagreb, also known as SRCE.
The
username
is
in
the
form
FirstName.LastName@tvz.hr and in addition to the
Moodle system, it is also used for accessing the web
content of the subject and for accessing the computers in
the computer lab. The Moodle system itself can be
accessed from any web browser, whether on a
smartphone, tablet, desktop, or laptop.
B. Assignments
Since there are five laboratory classes throughout the
semester, there are five pre-lab assignments. Each
provides the student an opportunity to earn an equal
number of points that accumulate towards the final grade.
As seen on an example in Figure 1., each pre-lab
assignment includes an introduction in which it is clearly
stated which part of the syllabus the test covers, how
many points each task is worth and the percentage of
accepted deviation from the correct results. Moodle allows
the setting of deadlines, which are used on a regular basis.
The determination of time criteria for assessments has

IMPLEMENTATION

A. Learning management system
In an effort to automate the system of evaluating the
pre-lab assignments a decision was made to use a LMS
(Learning management system). After considerable
research, the choice was made to use Moodle [4].
In essence, Moodle is a tool for creating electronic
educational content and conducting distance learning. It
is a modular system which means that it consists of
smaller units that users can add and change as needed.
The tool enables the creation of new content with the help
of various resources or the integration of ready-made,
pre-prepared electronic content. There are almost no
restrictions on the type of document that can be integrated
and displayed in Moodle. The tool also enables lesson
planning, user management, knowledge testing and
assessment, activity monitoring and communication.
Figure 1. The introduction part of the first pre-lab assignment
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Figure 3. Success report for the first pre-lab assignment in form of a
chart

Figure 2. The inner workings of the first pre-lab assignment

been made using institutional experience [5].
Considering the unproctored nature of online testing,
certain steps were taken in order to curb cheating and steer
students towards individual work, even though working in
groups is not discouraged. For each specific task, several
variations were made and each of the variations has
random numbers. An example of this is shown in Figure
2, where the inner workings of the first pre-lab assignment
can be seen. It consists of six specific numerical tasks,
which are randomly selected from six pools of variations.
This adds to the complexity, so hopefully each student
must do his own calculations. Also, in some assignments,
a pool of total tasks is larger than the number of tasks for
each student and for each student they are presented in a
randomized order.
This all results in a situation where all students have
different tasks in front of them which can be seen on
Table II, but with the same goal: to encourage them to
solve the preparations independently and thus better
prepare for the work on the exercises as has been the case
in some other fields [6] [7].
III.

pre-lab assignments and even generate such reports for
individual tasks inside the assignment and therefore have
a deeper insight into possible holes in knowledge among
students which can be rectified after or during the
laboratory classes. Such data mining analyses can lead to
improvements in teaching, and therefore help students in
development of practical skills, which is what lab-work is
all about [8].
Also, there is no need for additional records or
databases that include student success rates, except
Moodle. Everything is stored in one place. This proved
to be extremely useful because in cases of re-enrolling the
course or pausing years of study, because student data is
permanently in the system and does not have to be
searched for. The only time data about the student in the
e-course is deleted from the system is when he or she
passes the course.
This has had an additional effect of permanent data
transfer to Moodle so that the points from the laboratory
exercises, intermediate exams, homework, and written
exams are also entered into the system, so that everything
is accessible in one place. Materials from auditory
exercises and lectures are also available, as well as

RESULTS

Using Moodle software has proven to be very
beneficial for several reasons.
The first and most important one is that a large time
wasted was eliminated. On average, lab work on the
course is done by 360 students every semester, which
when divided into groups of 12 translates into 30 groups.
The average time of reviewing the preparation was about
3 minutes per student, which means that the teaching
assistant would need to spend about 35 to 40 minutes per
exercise period for reviewing assignments for 12
students. Over 30 groups this accumulates to a total of 20
hours that can now be directly dedicated to mentoring
students and helping them to do the exercises and learn as
much as possible.
Using Moodle has also provided us with a tool for
easier documentation and performance estimates. As seen
in Figures 3 and 4, we can now access success reports for
Figure 4. Pre-lab assignment structure and success data analysis
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recorded videos of measuring each individual exercise,
thus making the work easier for the teaching staff. Also,
students have everything they need to successfully master
the material of each course in one place.
IV.

CONCLUSION

From an institutional perspective, shifting pre-lab
activity online via Moodle has been a success. Anecdotal
student input about it, through regular semester surveys
has been positive, but there is a need for making a specific
survey on the topic in order to further develop it.
Further research is planned on the topic and also
further upgrades on the concept of online pre-lab activity.
Using pre-lab video demonstrations and assessing its
usefulness has become of interest [9] [10].
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Abstract - Disrupted by the COVID-19 pandemic, the
2019/20 academic year brought an unplanned shift to
education online. While teaching itself became more
challenging, the main disruption was in testing, where not
being in the same room with students whose knowledge was
being evaluated posed serious challenges. This paper
discusses the approach taken by the lecturers of the course
„Fundamentals of electrical engineering” in professional
study of electrical engineering at the Zagreb University of
Applied Sciences. The paper examines the important role of
a properly set up Learning management system for
knowledge evaluation and compares the unproctored online
approach to the typical proctored exam.
Keywords – undergraduate; distance learning; LMS;
testing; COVID; online; exams;

I.

INTRODUCTION

Depending on the educational direction, technology
has always been a part of the educational process one
way or another, whether we are talking about using
computers in education or just using power point during
an ex-cathedra session. In electrical engineering
education, the inclusion of technology in the educational
process is inevitable because of the fact that we are
studying and educating about technology.
During the 2019/20 academic year, because of the
disruption cause by the COVID-19 pandemic, a large and
an unplanned shift to using technology for education
online occurred. While most of the lessons could be
adapted online, through use of streaming applications,
presentation software and aided by the use of graphics
tablets, the main disruption happened in testing.
Suddenly, students and teachers were not in the same
room while knowledge was being evaluated and this
posed serious challenges to institutions and individuals
that were accustomed to proctored testing.
This paper examines the role of Learning
management systems used as a tool for online knowledge
evaluation in an engineering course named Fundamentals
of Electrical Engineering at the Electrical Engineering
department of the Zagreb University of Applied Sciences
during the COVID-19 pandemic.
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II. EXAM CONCEPT AND IMPLEMENTATION
Fundamentals of Electrical Engineering is a first
semester course that acts as an introduction to electrical
engineering for students. The course is spaced through 15
weeks, which is the duration of a single semester. The
course itinerary can be seen on Table I. Course
examinations during the semester are done through two
midterms, usually at week 7 and 15, and an additional
midterm at week 16.
During the 2019/20 academic year, all 3 midterms
were held online, using Moodle as the Learning
management system of choice. Moodle was chosen after
considerable research [1].
To access the learning management system, students
use their AAI@EduHr identity. AAI@EduHr is the
Authentication and Authorisation Infrastructure of science
and higher education in Croatia. It is operated and
coordinated by the University Computing Centre,
University of Zagreb, also known as SRCE.
Each midterm consisted of 8 calculation problems.
The examination for each midterm was split in two parts,
with one part consisting of 6 shorter calculation problems
while the other 2 calculation problems formed the second
part of the exam. The whole midterm examination lasted
120 minutes. 60 minutes was given for each part. Some of
our prior work and experience was the largest influence on
our timeline decisions [2].
A. Challenges
The main challenge in online knowledge evaluation is
keeping the outcomes the same as in an offline, proctored
knowledge evaluation setting. Online, the biggest
emphasis had to be put on curbing cheating. This can be
done in various ways [3] [4] [5] [6], but due to the
possible technical challenges that would be put on
students and lecturers a choice was made to make the

TABLE I.

COURSE ITINERARY

Type of class

Hours per week

Number of weeks

Lectures

3

15

Auditory

3

15

Laboratory

3

5
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Figure 1. Electrical scheme for a task

Figure 3. Extended answer input typing interface

testing unproctored and curb cheating in different ways,
all of which will be covered by this paper by going
through the first midterm as an example.

result in order to achieve gradual scoring and avoid
scoring on the principle of true - false. Thus, it was
possible to get partial points on an individual task.

267 students took the first online midterm exam. They
were not required to have a microphone and/or camera
mainly because the inability of monitoring such a large
number of students all at once. There was also a concern
for the stability of the streaming platform MS Teams due
to the increased bandwidth.

An example of one of the four variants of one exam
task from the first part of the exam is given below. In the
given network, according to Figure 1, determine the total
resistance of the network and the instrument
measurements. An example of supplied starting data
would be: E = 3 V, R1 = 19 Ω, R2 = 10 Ω, R3 = 19 Ω,
R4 = 10 Ω and R5 = 16 Ω.

One of the larger student concerns was the “newness
factor” of the online test. Students and teachers were in a
way forced to be “early adopters” of such a knowledge
evaluation procedure. This was mitigated by a mock
midterm exam two weeks earlier that proved to be a great
opportunity to test all the functionalities of the system for
the users on both sides of the evaluation. A total of 187
students attended the test and it proved to be a success.
B. Question procedure
In the first part of the exam, each of the six tasks
awards 10 points, and in the second part, each of the 2
tasks awards 20 points, which gives a total of 100 points.
The exam was scored by the system and there were no
negative points. Students are expected to make a
calculation and, as solutions, type in the correct results
with the appropriate units of measurement. Typed
solutions without the correct unit of measurement were
evaluated with 0 points.

Students are expected to type the final solution into
the response interface (Figure 2) when making a
calculation. The solution should contain a numerical
value and a unit of measurement. Clicking on the orange
root icon in the interface shown in Figure 2 opens a new
interface for students to type fractions, write the result in
a scientific record, add prefixes in front of units using
symbols, etc. (Figure 3), and the system recognizes all
equivalents correct solutions.

Each task (8 of them) was given in 4 variants with
randomly generated numerical values, and the task
schedule was given in random order with free navigation
through the questions. This was done to curb cheating.
Each task had several sub-questions leading to the final

Figure 2. Answer input interface
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Figure 4. Setting up the response interface and allocating point
distribution
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Figure 5. WIRIS QUIZZES interface in the LMS where the question is
programmed

Assuming 2300 Ω is the correct answer the system
will equally evaluate the following forms as a valid
solution:
• 2.3∙103 Ω
• 2,3∙103 Ω
• 2.3 kΩ
• 2,267 kΩ
The settings also set the system to recognize a
deviation of 1.5% from the correct result. The system for
entering results is also adapted to mobile devices, and the
student does not necessarily have to access the exam via a
desktop computer.
To create this type of question in the LMS using the
WIRIS QUIZZES tool, version 3.78.4, you first had to
adjust the form of the answer that will be displayed in the
test interface, the distribution of points (Figure 4), then
adjust the formulas and set random numerical values
(Figure 5) and define which input values are allowed and
how much deviation from the correct result is also
allowed (Figure 6). All remaining questions in the
mindterms are set and created in the same way.
C. Questions and outcomes
In the course Basics of Electrical Engineering, 6
learning outcomes were defined, and the first three
outcomes were checked in the first midterm exam. These
are the following outcomes:
1.

2.

3.

formulate basic concepts (branch voltage and
current, structure equations for primitive
elements: resistance, ideal voltage and
current source, simple and complex circuit,
measuring
instruments)
and
laws
(Kirchhoff's laws, Joule's law) related to the
composition of direct current circuits
electricity
combine methods and theorems (contour
current method, node potential method,
addition principle, superposition principle,
Thevenin's theorem, Norton's theorem,
Millman's theorem) in solving problems
related to linear networks of direct and
alternating current.
connect theorems and methods for solving
linear DC networks with the appearance of
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Figure 6. Setting the allowed input values and the amount of deviation
from the correct solution

capacitors as an element of the circuit and
the laws of commutation (initial conditions,
forced and free response, transient and
steady state) and transients (charging and
discharging capacitors and coils via resistors)
The first 6 questions from the first part of the exam
are designed by topics of weekly lessons so that all the
predicted outcomes for this midterm exam are covered.
On shorter questions of this type, practice, speed of
preparation and accuracy of problem solving in a given
time frame were checked. Brief description of the first 6
questions:
1. network with 4 voltage sources and 4 resistors in
which it is necessary to determine the unknown
resistance, the power of the network and how
much power is dissipated in the network
2. network given as a mixed connection of 5
resistors with 1 voltage source and measuring
instruments (voltmeter and ammeter) - it is
necessary to determine the total resistance of the
network and instrument measurements
3. network with ammeter, two resistors and current
and voltage source - it is necessary to determine
the unknown resistance, voltage between the
terminals of the current source and the value of
the unknown resistance in order to consume the
maximum power and the amount of that power
4. network with two voltage sources, three resistors
and one variable resistor - it is necessary to
determine the value of the variable resistor in
cases where the maximum power is consumed
on it and when the efficiency is rated at 0.6
5. capacitor network with 6 capacitors in a mixed
connection - it is necessary to determine the total
capacity, the amount of charge that will be
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delivered to the network if it is connected to a
voltage source calculate network energy
in the mixed connection of a capacitor / coil with
two resistors it is necessary to determine the
time constant and voltages and currents on all
element after switching on the switch or in
steady state

6.

The second part of the exam contains two questions
that also cover all 6 weeks of teaching and all the
outcomes envisaged for this midterm exam, but they
require connecting different teaching topics. Students are
expected to choose the most appropriate method and
theorem to apply for the simplest way to solve the task.
These tasks test the engineering approach to problem
solving. Brief description of these issues:
1.

a complex network containing a switch by
means of which the task is conceived in two
parts - it is necessary to apply methods and
theorems of solving networks and to determine
the indications of all instruments and the
working force of the connection before and after
switching
network consisting of a mixed connection of
three resistors and a capacitor / coil which tests
transients - it is necessary to determine current
and voltage at the initial moment, the given
moment t and in the steady state

2.

III.

RESULTS

Moodle has enabled us a wealth of data to mine and
try and better educate [7]. When observing the difficulty
of the test, simple averages may not be enough, and we
use different indicators for more information:
• discrimination index - correlation between the
score for a question and the score for the whole
test
• discriminative efficiency - percentage of the
maximum value it could have taken given the
scores the students got on this question, and the
test as a whole

TABLE I.
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FIRST MIDTERM

TABLE III.

SECOND MIDTERM

Question
number

Average
points

Discrimination
index

Discriminative
efficiency

1.

4,02

40,24

47,10

2.

1,29

12,88

31,87

3.

1,82

18,18

60,80

4.

0,82

8,21

45,25

5.

2,20

21,96

56,18

6.

1,71

17,12

66,00

7.

1,21

12,12

40,04

8.

1,87

18,75

40,04

For a good question, we hope for a high discrimination
index which means that the students who score highly on
a question are the same students who score highly on the
whole test. The discriminative efficiency gets around the
weakness of the discrimination index.
With that information in mind, we analyze the results
of our midterms and subsequent exams. The first midterm
was attended by 267 students. The point distribution and
the two mentioned question indicators are shown in Table
1. Table 2. shows the exact same data fields but for the
second midterm. The second midterm had a lower
attendance of 184 students, meaning we had a drop in
attendance between the two midterms of about 31.086 %.
This is a typical pattern that we see throughout the years,
where students who have poorly wrote the first midterm
focus their attentions on the first exam term instead of the
second midterm.
Both midterms had the same question structure that
was already laid out in the paper. Average points, the
discrimination index and the discriminative efficiency,
coupled with the fact that different questions have
covered different topics, show us what part of the lessons
were less understood among the student population and
should perhaps be revisited during the semester.
After the two midterms, in the February of 2021.,
students have two more exam terms, which we can also
analyze. There is a difference that has to be noted. While

Question
number

Average
points

Discrimination
index

Discriminative
efficiency

1.

1,26

12,62

47,38

2.

2,06

20,60

35,40

3.

1,57

15,69

33,13

Question
number

Average
points

Discrimination
index

Discriminative
efficiency

4.

0,73

7,27

58,03

1.

5,18

12,95

48,48

5.

2,83

28,31

52,05

2.

12,64

31,59

48,63

6.

2,13

21,31

41,17

3.

4,68

11,69

35,95

7.

4,10

20,49

40,25

4.

3,81

9,51

48,50

8.

2,65

13,27

40,25

5.

8,13

20,32

43,91

TABLE II.

FIRST EXAM TERM
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the midterms had 8 questions, the exams have 5. This
makes it a bit more difficult to analyze the less
understood lessons since with a smaller number of
questions, the topics are intertwined.
The first exam term had an attendance of 77 students,
while the second one had an attendance of 172. This is
also a usual pattern of attendance, explained by the fact
that the first exam term is only a week after the second
midterm. Students usually opt for more time for studying
and preparation and attend the second exam term en
masse.
An analysis of the two, shown on Tables 3 and 4,
shows that the second exam term was significantly more
successful one from the student perspective. This type of
data also gives us an insight into exam difficulty among
different professors or teaching assistants that author the
exam and can be a tool for standardizing the exam
difficulty.
IV.
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Abstract – Information and communication technologies
changed the ways of provision of banking and financial
services in recent decades. The educational process in these
fields must reflect recent development. This paper briefly
describes the course of Electronic Services in Banking,
which uses methods of eLearning to provide students
experience with electronic services in banking and finance.
The course is also aimed at the security and safe usage of
these services. In 2020, the pandemic of Covid-19 affected
virtually all areas of human activity. Due to anti-pandemic
measures, the course of Electronic Services in Banking took
place only in the online environment. This paper further
provides a comparison of the efficiency of the education
process in the course in the pandemic year of 2020 and
previous years. The efficiency of learning in the course was
measured by the comparison of pre-course and post-course
tests’ results using absolute gain, relative gain, and class
average normalized gain over four years’ period. The
impacts on the effectiveness of the education process were
not detected in the pandemic year in comparison with the
average of non-pandemic years. The feedback of the
students on the pandemic iteration of the course is also
presented.
Keywords - Effectiveness Measuring, Educational
Process, Electronic Banking, Covid-19 Pandemic

I.

INTRODUCTION

Information and communication technologies (ICT)
became important media for providing banking services.
Personal computers and mobile devices are now the main
facilities enabling usage of banking services worldwide.
Electronic banking services are further developed
continuously and their new forms are still emerging.
Services of electronic banking are more cost and time
effective than traditional banking services thanks to ICT.
The access to electronic banking services is virtually
continuous. Communication between banks and their
clients is faster and easier when using electronic banking
services.
On the other hand, the introduction and operation of
electronic
banking
services
require
additional
expenditures for ICTs used when comparing with
traditional banking services. Furthermore, electronic
banking services must reflect rapidly changing
technologies dominant in the everyday life of its users.
This change might be illustrated in the development of
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various prevalent forms of electronic banking in time (e.g.
chain of transformation from homebanking to internet
banking and further to mobile banking).
Dynamic changes in technologies of electronic banking
must be reflected also in the education of students in the
fields of banking and finance. Our university provides
such education in the course named Electronic Services
in Banking (ESB). This course is developed and updated
over time and it uses also principles of eLearning in its
educational process. The course of Electronic Services in
Banking is provided for multiple years to our students but
the dramatic change occurred in 2020 with the outbreak
of the global pandemic of COVID-19.
The Covid-19 pandemic has caused major problems in
many areas of human activity. Mankind did not
experience such a situation in practically one hundred
years since the global pandemic of the so-called “Spanish
flu”. Therefore, no one was able to prepare for such a
situation. Of course, this event also affected the
educational processes, including university education.
The anti-pandemic measures also included a ban on fulltime teaching in times of a bad pandemic situation. Thus,
distance education became the standard not only at the
university level but also at lower levels of education.
Practically every course had to be adapted to the
conditions of such education.
In this contribution, the course of Electronic Services
in Banking (ESB) is presented. The ESB course provides
education in the field of electronic services in banking to
students of economics in Slovakia. The effectiveness of
the educational process in this course during its pandemic
iteration (the year 2020) and pre-pandemic periods (years
2017 – 2019) is measured and compared.
II. THE COURSE
The course of Electronic Services in Banking (ESB)
provides education in the field of electronic banking for
students in the specialization of Finance, Banking, and
Investment for several years already. The course uses
several aspects of blended learning (e.g. online video
learning, online assessment, and also virtual classroom
interaction during pandemic situations) with the aim to
provide effective education in the field [1].

MIPRO 2021/CE

The course is dedicated to the electronic services
within the field of banking, but some of them might have
the overlap with the other areas (e.g. e-government).
Several themes regarding electronic services are also
presented in the form of students’ essays as one of the
mandatory assignments within the course. The emphasis
is laid mainly on the security of the electronic banking
services as it is an important factor of trust-building in the
particular service [2].
The course aims to reflect dynamic changes in
technologies used in the field. Multiple topics (e.g. Home
banking, WAP banking) were replaced by more actual
(such as Mobile Banking, payments using QR codes, etc.),
as they became technologically obsolete.
Digital signature is presented as one of the options of
authorization elements and also as a tool for the signing
of electronic documents. Many other forms of
authentication and authorization are noted within the
course. Furthermore, the rules of safe usage of electronic
banking are mentioned to support the security of the
service [3]. The security and safety of e-banking usage
are significant factors of its adoption [4]. Also, the
amount of information on electronic banking services
positively impacts their adoption by potential users
[5],[6]. In addition to that, the perceived usefulness of
electronic banking forms may significantly affect its
acceptance [2]. All these factors are considered in the
course to promote acceptance of e-banking among the
course participants and to widen their knowledge in the
field.
The learning management system (LMS) Moodle is
used to support the educational process within the ESB
course. LMS Moodle is an e-learning platform based on
open-source principles. It represents a stable and safe
platform for learning and teaching using e-learning
methods [7]. Moodle is a standard e-learning
environment at our institution and is used also in other
courses [8]. All theoretical materials (texts, graphics,
videos) in the course are available in LMS Moodle.
The first part of the ESB course is dedicated to the
usage of digital signature within the communication
between banks and their clients. Its technology is shortly
introduced as the digital signature is important in
securing the communication within the framework of
electronic banking and multiple other fields (e.g. egovernment). The ESB course introduces the terms of
encryption, Public Key Infrastructure (PKI), electronic
and digital signature to its participants. The potential role
of a digital signature in the authentication and
authorization processes in electronic banking is
highlighted. The students try out the encrypted
communication and verification of electronic documents
(such as bank statements) using their own digital
certificates provided by the certification authority.
This part of the course supports the faculty's
certification authority based on EJBCA open source
solution [9]. This certification authority can provide the
course participants the digital signature certificates. These
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digital signature certificates are further managed by the
open-source software GPG4win (for personal computers)
or OpenKeyChain (for smart mobile devices).
Subsequently, students get acquainted with internet
banking both theoretically and practically. Internet
banking is a form of electronic banking allowing usage of
banking services via the internet. For practical trying out
the internet banking serves the virtual bank, which
supports also some other outdated e-banking forms (e.g.
Home banking, GSM banking, WAP banking). Newer
forms of electronic banking (namely QR payments and
Mobile banking in general), which are not supported by
the virtual bank, are presented and examined by the
course participants in real bank applications. Especially,
Mobile banking available in smartphones (and other
mobile devices) is highlighted in the course curricula as it
is the most used form of e-banking at the time [3].
The security of electronic banking services is
emphasized in the ESB course. Various options of
authentication and authorization (static passwords,
dynamically generated codes, biometric elements, and
digital signature) are presented, compared, and also
practically tried by the course participants. Multiple
forms of the security violations of electronic banking are
presented and the possibilities of their prevention are
mentioned.
During pre-pandemic years the ESB course was a
combination of theoretical seminars with practical
exercises using the e-learning environment of the learning
management system Moodle. However, during the
pandemic iteration of the course, the whole educational
process was switched into the online environment. All
learning materials were still available in the LMS Moodle,
but lectures and seminars took place online using Cisco
Webex platform. Additional video tutorials were
produced by teachers and uploaded in LMS. Many
practical tasks were demonstrated by lecturers and also
tried by students during online seminars. All necessary
practical exercises were conducted by students on their
own devices at home. The thematic content of the course
during the pandemic situation was not different from the
pre-pandemic years. The comparison of the efficiency of
the educational process in these years might be an
interesting aim of this research.
III. MEASURING
THE
EFFECTIVENESS
EDUCATIONAL PROCESS

OF

The appropriate way of measuring the effectiveness of
the ESB course was examined over recent years. In
general, it is difficult to prove that a learning gain was
caused by an educational intervention [10]. There is
always the possibility of retention, parallel training, or
maturation, therefore it is hard to prove the causality of
learning gain due to the education within provided course
[11]. There exist debates regarding the usage of
comparison of pre-course and post-course assessments,
while the creation of control groups with which groups
with an educational intervention can be compared is

611

problematic [12]. However, in the fields of natural
sciences or engineering, many authors used class-average
normalized gain to measure the effectiveness of the
educational process [13],[14].
Class-average normalized gain 〈g〉 measures the ratio
of a whole group’s performance to the maximum
achievable improvement. Mathematically it can be
expressed as a fraction of maximum achievable precourse to post-course gain [10]. It can be used to reduce
the impacts of pre-course knowledge (and other starting
point group characteristics), thus decreasing the need for
a control group [15].
The course of Electronic Services in Banking includes
the initial test before the course and also the test after
finishing the course. The tests’ results data (suitable for
such comparison) were obtained for four consecutive
years (2017 - 2020). Therefore, the comparison of precourse and post-course tests' results is a convenient
method to measure the effectiveness of education in the
ESB course during a given period. Absolute gain, relative
gain, and class average normalized gain were used to
measure the effectiveness of this course over the years of
available tests’ results.
Average gain (gavg) was calculated as the average (Avg)
post-course score – average pre-course score achieved by
students during tests in a particular year (1).
gavg =Avg post-course score – Avg pre-course score (1)
Absolute gain (gabs) was calculated as the ratio between
average gain and maximum score achievable in the test
(in our case 100 points) (2).
gabs = gavg / maximum score achievable

(2)

Relative gain (grel) represents the ratio of how much
students have increased their scores in comparison with
their early test results. It represents average gain divided
by average pre-course score (3).
grel = gavg / Avg pre-course score

(3)

Finally, class average normalized gain 〈g〉 is expressed
as average gain divided by the maximum possible gain
TABLE I.

〈g〉 = gavg / (100 – Avg pre-course score)

(4)

According to Hake (1998) [16] or Prather et al. (2009)
[17], the educational process in a course can be
considered effective when the class average normalized
gain is above 30 percent. The anticipated result of our
comparison was that the educational process in the ESB
course will cause significant gains in the knowledge of
the course participants.
Furthermore, the effectiveness of the educational
process in the pandemic year of 2020 expressed by the
class average normalized gain was compared with an
average of the class average normalized gains of the
previous 3 years to reflect the impact of the changes in
the educational process due to pandemic measures.
IV. RESULTS
In each iteration of the ESB course, the pre-course and
post-course tests are conducted. Furthermore, the survey
about the attitude towards electronic is executed before
the course and at the end of the ESB course. The survey
after the course completion includes also the opinion of
participants on the course. Relevant proposals from
students serve for the enhancement of the educational
process in the following years.
A.

Comparison of pre-course and post-course
tests’ results

The test of knowledge in the area of electronic banking
is a mandatory task for all students of the course before
and also after the course completion. Both tests enclose
ten questions randomly allocated from the set of 40
questions (of similar difficulty) regarding electronic
banking. Each question has a maximum score of 10% and
hence the whole test 100%. The data on students’ test
results were gathered during the years from 2017 to 2020.
Following Table 1 contains the comparison of the
results of pre-course and post-course tests.

COMPARISON OF PRE-COURSE AND POST-COURSE TESTS RESULTS IN THE YEARS 2017 - 2020
Absolute gain
(gabs)

Relative gain
(grel)

0.020

16.91%

28.72%

class average
normalized
gain 〈g〉
41.14%

0.018

13.93%

23.95%

33.30%

71.53% ± 11.65%

0.012

15.17%

26.93%

34.76%

71.17% ± 10.49%

0.031

17.35%

32.24%

37.57%

72.87% ± 11.36%

0.015

16.15%

28.48%

37.32%

N

Pre-course test
scores

Post-course test
scores

p value

2017

126

58.89% ± 13.09%

75.80% ± 11.84%

2018

119

58.17% ± 11.51%

72.10% ± 10.33%

2019

138

56.35% ± 11.50%

2020

135

53.82% ± 12.34%

Total

518

56.72% ± 12.24%

Table 1 contains results during all four investigated
years in the period of 2017 to 2020. Result data include
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(4). The maximum possible gain is calculated as the
maximum score achievable (again 100 points) minus the
average pre-course score.

the number of tests in a given year (N), pre-course test
score, post-course test score (including standard
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deviation), p value, absolute gain (gabs), relative gain (grel),
and normalized gain 〈g〉.
In total, 518 completed tests in pre-course and postcourse sets were gathered during the period of years 2017
to 2020. In the sample, there was used the same count of
pre-course and post-course tests' results in the given year
to prevent the distortion of results.
The overall average score in the pre-course test
increased from 56.72% (±12.24%) to the score of 72.87%
(± 11.36%) in the post-course test. The overall absolute
gain reached the level of 16.15% and relative gain was at
28.48%. The educational process is effective when the
class average normalized gain is above 30% ([16],[17]).
This level of effectiveness was detected in overall results
and also in each year separately indicating the ESB
course is the effective form of education.
B. Comparison of pre-pandemic and pandemic
TABLE II.

Pre
pandemic
average
Pandemic
year 2020

During pre-pandemic years (i.e. 2017, 2018 and 2019)
average pre-course test score was 57.8%(±12.03%) and
average post-course score recorded level of 73.14% (±
11.27%) (p =0.017). The absolute gain in the prepandemic average was 15.34% and the relative gain was
26.53%. The class average normalized gain 〈g〉 was
36.40%.
The 2020’s average test score significantly increased
from 53.82% (±12.34%) in the pre-course test to 71.17%
(± 10.49%) (p = 0.031) in the post-course test. The
absolute gain in 2020 was 17.35% and the relative gain
was 32.24%. The class average normalized gain 〈g〉 was
37.57%.
Table II contains the comparison of average results
from the pre-pandemic years (2017, 2018, and 2019) and
results of the pandemic year 2020.

COMPARISON OF PRE-COURSE AND POST-COURSE TESTS RESULTS BEFORE PANDEMIC AND DURING IT
Absolute gain
(gabs)

Relative gain
(grel)

class average
normalized
gain 〈g〉

0.017

15.34%

26.53%

36.40%

0.031

17.35%

32.24%

37.57%

N

Pre-course test
scores

Post-course test
scores

p value

128

57.80% ± 12.03%

73.14% ± 11.27%

135

53.82% ± 12.34%

71.17% ± 10.49%

The comparison of data shows that the result in the
pandemic iteration of the course was very similar with the
average of pre-pandemic years. Furthermore, absolute
gain, relative gain, and the class average normalized gain
higher than the pre-pandemic averages of these measures.
The level of effectiveness (〈g〉>30%) of the education in
the course was achieved in all years investigated, in the
pandemic year even higher than in the average of prepandemic years.
These findings suggest that the effectiveness of the
educational process in the ESB course was not decreased
due to a change of its character (switching to fully online
education due to anti-pandemic measures in the country).
C. The ESB course survey and feedback results
During the ESB course, it is (also in the beginning and
at its end) also conducted a survey to investigate any
shifts in the adoption of electronic services in banking by
the students. At the end of the ESB course, the
participants can provide feedback on the course, which is
then a source for improvement suggestions of the course.
The survey participants were all students of the third
year of study full-time study. The survey during the
pandemic year 2020 was committed online via using
Google Docs questionnaire. There were collected 128
filled-out questionnaires.
After the ESB course, around 88 percent of
respondents adduced the usage of any form of electronic
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years

banking representing an almost 5 percent increase in
electronic banking usage in comparison with pre-course
level. Around 78 percent of students used mobile banking
(from the pre-course level of 71 percent) and
approximately 69 percent internet banking (65 percent
before the ESB course). Furthermore, almost 12 percent
of respondents indicated that they shifted to the more
secure forms of authorization and authentication in any
electronic banking form. Only 2 percent of students
adduced distrust in electronic banking, which is a positive
decrease from above 10 percent before the course.
Furthermore, the frequency of electronic banking usage
increased to the level of 75 percent of respondents (usage
at least once per month) from 68 percent in pre-course
usage. All respondents in the post-course survey
mentioned protection against harmful software as highly
important for secure usage of electronic banking (less
than 96 percent before the course). Less than 34 percent
of students admitted not abiding by the rules of safe and
secure usage of electronic banking (significantly less than
62 percent before the course), which represents an
important positive change in electronic banking's safe
usage adherence. All these findings are positive changes
from the pre-course status during the ESB course.
During the post-course survey was also gathered the
feedback from the students on the course itself. Over 87
percent of the course participants indicated their
satisfaction with the ESB course. Almost 81 percent of
respondents appreciated a smooth transition to online
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education due to the Covid-19 lockdown. Many course
participants (46 percent) also recognized the accentuation
of the safety and security of electronic banking usage.
Slightly above 29 percent of students stated that
participation in the ESB course stimulated them to use
some new electronic service in banking.
Over 26 percent of participants welcomed the
possibility to familiarize themselves with older forms of
electronic banking. Several students (around 20 percent)
appreciated also the possibility to get at least theoretically
acquainted with the newest technologies in the field of
electronic services in banking. The majority of students
would welcome practical demonstration of the newest
technologies in electronic banking (for example the
newest forms of biometric authorization).
Our results suggest that the ESB course improves the
theoretical knowledge and practical skills of its
participants in the field of electronic services in banking
and also contributes to their adoption.
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period from 2017 to 2020. During all investigated years,
the effective levels (above 30 percent) of class average
normalized gains were detected, insinuating the
educational process in the ESB course was effective.
The course iteration during the Covid-19 pandemic
year of 2020 was promptly shifted into the online form of
education. The change of the form of learning from fulltime to the online distant form did not affect the
effectiveness of its educational process according to the
comparison of efficiency measures with an average of the
three pre-pandemic years.
Furthermore, the pre-course and post-course survey
results were compared to investigate changes in the skills
and knowledge of the course attendees in the field of
electronic banking. Several positive shifts in students’
knowledge and skills were detected. According to that,
the results show an increase in the adoption of electronic
services in banking by the course participants occurring
during the course. Students also indicated the benefits of
the course participation and also provided feedback for
the changes in the future of the course.
Our results show that the ESB course has an effective
educational process and the pandemic iteration of the
course was similarly effective to the pre-pandemic
iterations.
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Abstract - Sociologists, pedagogues and psychologists are
constantly rethinking the characteristics of the Alpha
generation - children born between 2010 and 2025.
Technology follows them, shapes and marks them, they are
growing up to be the most technologically "skilled" and
most educated generation ever. Although Marc Prensky
introduced the concept of digital natives back in 2001, it
seems that the Alphas are the first true digital natives to
understand and speak the original language of digital
technology. Educators now face the challenge of adapting
the ways they interact and communicate with Alphas, and of
adapting the educational system. The assessment of the
educational needs of new generations using the criteria and
logic of a system that is already obsolete is a complete
failure. We must anticipate changes in education at the level
of digitalization, virtualization, gamification of teaching, but
also at the content level. The European Commission has
invited EU members to a strategic dialogue in order to
prepare a proposal for a recommendation for successful
digital education by 2022. Educational professionals need to
communicate with the IT sector, find a common language
and integrate it into the curriculum components. The paper
presents the results of a qualitative analysis of 20 semi structured interviews in which 10 ICT experts and 10
university pedagogues consider the issues of the future of
the educational system as well as the integration of
technology into the teaching process. Research results
indicate a partial agreement in the vision of the future of
computers in education, but also a different view of the role
of the educational system, which further emphasizes the
need for a dialogue in considering this topic.
Keywords – alpha generation, education, teaching, ICT

I.

INTRODUCTION

Each generation is a reflection of the society from
which it grows and which shapes and marks it. All
members of a society, especially educational
professionals, must have an interdisciplinary approach to
studying the characteristics of certain generations, the
environments in which they grow up, socialize, educate,
employ, that is to studying the entire socio-culturaleconomic climate that shapes them. We are witnessing
the fourth industrial revolution that grew out of the third,
which was marked by the development of digital
technologies. The fourth is developing and growing much
faster, bringing progress in nanotechnology, genetics,
artificial intelligence, biotechnology, marking social,
media, technological and educational processes. "Losing
the boundaries between technology and us as humane
human beings, the change is happening at a speed that is
often too great for timely and quality adaptation of
traditional processes of communication, work and
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learning" [1]. This is a challenge to the educational
system, which is slowly and sluggishly changing and
adapting to the needs of today, children growing up in it,
but also the labour market. Historically speaking, the
advancement of technology leads to an increase in
unemployment in the short term, but after a certain
adjustment there is an increase in productivity, and thus
an increase in employment. Therefore, Jakovac and
Tomac note that we should not resist technological
changes [2]. Advances in technology have largely led to
the replacement of human labour in routine occupations "middle jobs" (secretaries, drivers, delivery people or
sales occupations that are being replaced by ecommerce). "This explanation is closely related to the
concept of mismatch of competencies, because it proved
that the middle of distribution (occupations, and thus
wages) has the greatest mismatch between the skills
offered and required in the labour market." [2].
Change should not be feared, it should be
systematically studied, anticipated and thoughtfully
planned in the educational system. The competencies
needed by today's children, that is, the young people in
which they will grow up, are very different from the
competencies needed by those who are today leaving the
educational system. Since the biggest changes are
happening in the field of IC technologies, dialogue and
cooperation between educational experts and ICT experts
is crucial in planning the educational system of the future
(which is already approaching). “Information technology
(IT) is technology that uses computers to collect, process,
store, protect and transmit information. The term IT is
associated with communication technologies because
nowadays working with a computer is unthinkable if it is
not connected to a network, so we are talking about
information and communication technology "[3]. As
early as 2004, MacGilchrist, Myers, and Reed warned
that the changes that occur with the entry of ICT into all
spheres of life strongly influence the socio-emotional
dynamics that determine the structure of the educational
system [4]. Alpha generation recently started going to
school. We are already late in planning their educational
future related to the use of ICT, because ICT became
their present already in preschool.
II.

ALPHA GENERATION

Children growing up with computers, tablets, the
Internet, social networks, smartphones, applications that
track their movement, health, nutrient intake, these are
children who prefer the virtual world over the physical,
children whose technology is woven into their genetic
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code. Alphas do not perceive the social networks as a
tool, but a way of life. Technology follows, shapes and
marks them, they are the native speakers of the language
of the future. They are growing up to become the most
technologically "skilled" and most educated generation
ever. Although Marc Prensky introduced the concept of
digital natives in his work “Digital Natives, Digital
Immigrants” back in 2001, it was Alpha who were the
first true digital natives to speak the original language of
digital technology [5].
Although the traits that define generations often
do not begin to manifest until adolescence, it is currently
possible to identify certain characteristics of the Alpha
generation. Experts warn that while growing up, the
Alpha generation will be characterized by extreme
impatience because they will grow up with technology
that responds very quickly to their wishes. Increasingly
advanced technological connections bring with them the
reverse in the form of the danger of social isolation, and
the question arises as to how socialized and socially
"fitting" this generation will be, to what extent they will
learn to resolve conflicts, negotiate, express feelings,
everything that is usually learned in direct contact in the
process of growing up. Alphas enjoys instant pleasures
and frequent rewards. They will receive information
quickly, have to select it faster, process it in parallel.
They will be preferred games over "serious work". They
will not know the privacy we know; it will be replaced by
the so-called arbitrary exposure. McCrindle, the creator
of the name Alpha generation, believes that children from
the Alpha generation will be educated longer, start
earning later and live longer in the household with their
parents [6]. Carr warns that Google is constantly
changing us, and that children growing up with it as the
main source of information will have a problem of
concentration, lack of focus on longer text, and that they
will not have the ability to read in depth. Consequently,
new generations possess a different combination of
cognitive skills, developed ability to recognize visual
shapes in three-dimensional space, multidimensional
visual-spatial skills, mental maps, the ability to induce
reasoning and respond more quickly to expected and
unexpected stimuli. [8]
Furthermore, it is interesting to observe and
connect the characteristics of the generation of Alpha
parents, the so-called millennials, with the expected
characteristics of the Alpha generation. Christine M.
Carter states in Forbes that never before in history has
there been such a passionate, intense and borderline
obsessive relationship between two generations as the
relationship between millennials and Alphas [9].
Nowadays there are companies that create products and
spaces that target the Alpha generation and millennials.
As more and more millennials become parents and place
their trust in artificial intelligence to entertain their
children, companies like Facebook and Apple are
developing platforms that connect Alphas and indirectly
millennials. Artificial intelligence becomes an integral
part of the Alphas’ life from birth, they have fun with it,
use it to learn and communicate with Alex or Siri. And
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this is just the beginning, we are witnessing the
development of the general (one that will surpass man in
some specific task), but also super artificial intelligence
that will surpass humans in absolutely every cognitive
task, which is a future that we may doubt, but Alpha
generation does not. A generation does not fear
technology, and it seems that now is the right time to ask
all experts dealing with child development questions
about possible educational scenarios for the future.
III.

METHODOLOGY

The research included 20 participants, 10 ICT
experts (1-10 E) and 10 university pedagogues (1-10 P) a suitable sample. Each interview was conducted via
video conference on the Zoom platform. Before the
interview, the respondents received an email with
information about the research, their role in the research
and the link to the Zoom meeting. The semi-structured
interview consisted of two close-ended and eight openended questions. Close-ended questions were used to
examine the attitude of participants about the need for
cooperation of experts from the educational system with
experts from the IT sector in curriculum planning of the
educational system, and whether they believe that
distance learning will replace the traditional "face to face"
teaching in the future. Open-ended questions were used to
find out whether participants were familiar with the
characteristics of the Alpha generation, whether they
recognized the need to integrate ICT into the teaching
process and how they interpreted it, what advantages they
saw in the rapid introduction of ICT in the education
system, what dangers and threats they saw, what
competencies to develop the education system in children
of the alpha generation, which changes in the education
system were necessary in relation to the needs of children
of the Alpha generation, and which adjustments of the
teaching process would they suggest, as well as for which
occupations of the future we needed to educate children
and youth. Finally, the participants were asked to briefly
summarize the recommendations of the educational
system related to the topic of the interview. Qualitative
data collected by semi-structured interviews were
analysed according to Berkley [10], with the separate
categories of the analyses of the interview recordings.
Interview recordings were transcribed by the first author
and then reviewed by second author.
IV.

RESULTS AND DISCUSSION

To the first close-ended question about the need
for cooperation of experts from the educational system
with experts from the IT sector in the planning of the
education system, all participants (pedagogues and ICT
experts) answered in an affirmative manner. To the
second close-ended question, if they thought that distance
learning will replace the traditional “face-to-face”
teaching in the future, 9 pedagogues answered negatively,
one positively, whereas 8 ICT experts answered
positively, two negatively. This part of the paper analyses
the themes that emerged from the data analysis (Table 1).
Each theme is supported by key concepts that have been
found in coding the interviews conducted with
pedagogues and ICT experts.

617

TABLE I. LIST OF EMERGING CATEGORIES FROM DATA
ANALYSIS
KEYWORDS
THEMES

the
characteristic
of the Alpha
generation

the
integration of
technology
in the
curriculum
the
advantages
of
introducing
IC
technology
in the
teaching
process

dangers/threa
ts

competencie
s necessary
for the Alpha
generation
the
adaptations
of the
teaching
process, and
changes of
the
educational
system in
relation to
the needs of
the Alpha
generation

occupations
future

recommenda
tions
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Pedagogues
non-independence,
dependence on social
networks and
technology, poor
socialization,
"selfishness",
narcissism,
impatience, knowledge
of modern media,
multiculturalism

ICT experts

growing up with
technology, knowledge
of the “code” of
technology, impatience,
lack of criticism,
multilingualism

partially, the role of a
teacher, caution,
dosing, built into
curricula

from the earliest age,
structured, planned

special situations such
as pandemics, greater
availability and faster
flow of information,
more motivated
children

digitization of content,
faster flow of
information, flexibility,
children more
motivated to work,
networking and
connection of
knowledge and people

reduction of personal
communication,
reduced social
interaction, alienation,
neglect of the affective
aspect of teaching, the
issue of the
educational aspect of
teaching, insufficient
training of teachers in
IC competencies,
textbooks and books the past
creativity, innovation,
entrepreneurship,
social competences,
media literacy,
divergent thinking,
self-directed learning
adaptation of teaching
methods, multimodal
contents, visualization
of teaching contents,
active learning, active
teaching, interactive
teaching, more
dynamic teaching,
reduction of
"unnecessary"
contents, choice, fun
learning, faster change
of content
ICT sector, a sector in
which man is
irreplaceable,
occupations related to
sustainable
development
teacher’s professional
training for working
with the Alphas,
changes in higher
education curricula of
teacher studies,
interdisciplinary
approach

incompetence of
teachers regarding IC
competencies, teachers'
fear of technology,
children who have
"outgrown" teachers in
the use of modern
technologies,
insufficient equipment
of schools,
infrastructure
digital competences,
media literacy,
patience, innovation,
labour market skills,
prioritization
teacher's adaptations to
technology, teacher's
training in ICT, more
digital teaching
materials, visualization
of teaching content,
more active,
stimulating, interactive
teaching, gamification
of teaching, faster,
more dynamic teaching

ICT sector, occupations
related to artificial
intelligence,

teacher's professional
training for digital
competencies,
cooperation of the
educational system with
the ICT sector

A. The Characteristics of the Alpha generation
Research participants from both categories
(pedagogues and ICT experts P 1-10 and E 1-10) perceive
the characteristics of the Alpha generation from two
aspects: positive and negative. Both categories of
respondents point out their knowledge of technology and
media as positive, and their lack of criticism and
impatience as negative, bearing in mind that the IC
experts emphasized more positive characteristics ("these
are children who are already more adapted to today's times
than many 50-year-olds" (E2), "technology shapes them
and forces them to constantly improve" (E5), "they grow
up with the logic of ICT, adults can't understand that" (E8
), "they learn more languages at the same time, English is
their mother tongue" (E10)), and pedagogues notice more
negative characteristics such as dependence on technology
and media, reduced socialization, "selfishness" and
narcissism, and lack of independence ("this is the
generation that will definitely have problems in social
contacts "(P2)," I'm afraid these children will be lonely
and lost "(P4), “they spend too little time with each other”
(P5). Five pedagogues and five CT experts have not heard
of the term Alpha generation so far, nor have they thought
of them as a specially defined generation.
Knowledge of the characteristics of individual
generations is necessary for all segments of society. It
integrates more and more areas of the social, cultural,
economic sector and cognition into the process of
planning, innovating and developing products and
services. For strategic leaders, key information about the
characteristics of generations is extremely important for
managing changes in the positioning of organizations for
future success [11]. The creators of the educational
policies and the entire educational system must also
consider the educational needs of the generations to
come, at this point the Alpha generation, in order to plan
the educational system for them. It is interesting to note
that half of the respondents did not consider the
characteristics of Alpha children as a specially defined
generation at all. As early as 2010, before the birth of the
first members of the Alpha generation, J. C. Meister and
K. Willyerd stated that children are more skilled than
adults when it comes to the use of the Internet, and
considered the network to be the most important
instrument of their own social and economic influence
and affirmation. [12]
B. The Integration of Technology into Curriculum
All research participants believe that ICT should be
integrated into curriculum. ICT experts unreservedly
support the integration of ICT into curriculum, and they
point out the importance of doing so from an early age,
stating that it is important that the whole process is well
planned and structured. Pedagogues agree with the
integration of ICT into curriculum, however, they
unanimously preach caution in "dosing" the use of
technology, and emphasize the importance of teachers in
the "knowledge transfer". Communication technology and
modern media have an unavoidable role in rethinking the
culture of today's childhood and growing up, and can
represent creative, educational and democratic potential.
These features must be considered from the perspective of
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new forms of educational practice, with technology being
an integral part of a common social process, rather than
individual and private [13]. Many scientific studies have
shown that our brain is "plastic" and develops throughout
life, depending on the intensity of intellectual effort and
the environment in which we learn [7, 14], and ICT
represents the most powerful influence on members of the
Alpha generation.
C. The Advantages of Introducing IC Technology in the
Teaching Process
Pedagogues and ICT experts see the same advantages
of introducing technology in the teaching process. They
both recognize faster and more efficient flow of
information, networking, greater motivation of children.
Pedagogues particularly emphasize the situation with the
COVID-19 pandemic, where technology has had an
irreplaceable role. Many authors recognize the necessity
and the advantages of introducing digital technologies in
the teaching process and, like our participants, see the
irreplaceability of the same in the future [1, 8].
D. Dangers/Threats of Introducing ICT in the Teaching
Process
When it comes to the topic regarding the dangers and
threats that participants perceive, and are related to the
rapid introduction of ICT in the educational system, we
got somewhat layered responses from pedagogues and
ICT experts. Nine ICT experts warned about insufficient
training of teachers in the field of ICT and the
disproportion between computer literacy of teachers and
students (in favour of students). They also state that
schools are insufficiently equipped with computers. All
pedagogues, on the other hand, warn of the elements
related to the dangers associated with insufficient social
interaction, problems of socialization, insufficient
development of social competencies, communication
skills, neglect of the educational component of school and
development of affective aspects of students'
personality…(“I honestly fear that those children will face
problems when it comes to socialization and creating
close relationships with other people" (P2), "a school is an
educational institution, we must not forget the educational
role of the school, which will definitely become
questionable if technology replaces man" (P3), "even now
there are problems when it comes to children's social
interactions, therefore one should be careful with dosing
of ICT" (P5 ), "today people are more and more alienated,
and we can expect the same from children who live in the
virtual world" (P7), "even for millennials, science has
confirmed that they have problems developing traits like
tolerance and empathy. What will happen to the Alphas?"
(P8)). Only two pedagogues see the danger in the
insufficient training of teachers in the ICT field.
Many authors warn about the possible dangers of the
dominance of the digital environment in the lives of
children and young people, primarily citing possible
disorders of memory, concentration, loss of empathy and
social competencies, problems in the process of
socialization, development of addiction [7, 15, 16, 17].
Pedagogues must be aware of both the benefits and
possible dangers of ICT for the development of children
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and young people when it comes to creating curricula and
the whole educational system in order to use the best
traits and prevent the possible harmful consequences.
E. Competencies
The competencies that we have to develop in the
children of the Alpha generation through the educational
system have been significantly more commented on by
pedagogues. All emphasized that the development of
social competencies is imperative (communication
competencies, development of kindness, compassion,
tolerance, recognition of one's own and others' feelings).
In addition, they mention: creativity - as many as 8
respondents, media literacy - 5 respondents, divergent
thinking - 3 respondents, self-directed learning - 2
respondents ("it is necessary to develop entrepreneurship
and innovation, sitting by a computer kills the need for it"
(P4), " the most important thing is to adopt self-directed
learning, it is imperative for a world where the Alpha
generation is growing "(P5)," critical attitude and
awareness of how media and technology affect the way of
thinking" (P7)).
ICT experts state that digital competencies, media
literacy (as many as 8 ICT experts state that knowledge of
the functioning of media, social networks and applications
are necessary for the future and life in the modern world,
"knowledge of Internet use does not mean understanding
its manipulativeness" (E5).
Creativity, innovation, divergent thinking, critical
thinking, and prioritization are skills that are universal for
all time, and in the future, they will become an imperative
and it is important to develop an effective system of
thinking and problem solving. The need to develop media
literacy is a growing area of research [18].
F. The Adaptations of the Teaching Process
The adaptation of the teaching process to the needs of
the Alpha generation is the category that was the most
commented by the participants. All participants stressed
out the need for change and adjustment. Pedagogues
analysed the teaching process from the aspect of:
a) content - emphasis on content that needs to be
updated, reduced, made more interesting (“there is a dire
need for the reduction of content, subjects are full of data
that are immediately forgotten, and the same data is, to
today's children, available at the click of a mouse, there is
no need to remember them "(P3)," content needs to be
updated, it must follow today's times, children must feel
that they are vital, useful, necessary" (P9)); b) teaching
methods and forms of work that are considered unsuitable
for the Alpha generation, with all comments being focused
on the need to introduce a multimodal environment and
greater visualization of the teaching content ("we cannot
offer texts to today's children, or to those who will follow
after them, they require images, animations, information
that changes quickly, teaching where verbal methods
dominate, frontal teaching is, to put it mildly, boring"
(P2)); c) learning and teaching - emphasize active
learning, active and interactive teaching, more dynamic
teaching process ("teaching must no longer be static, we
must give students the opportunity to participate in it as
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learning partners" (P2), "we cannot expect children who
use computer games as a way of spending time to perceive
teaching as something interesting when it is completely
contrary to how they receive and process information
"(P5)," classical teaching is boring, slow and unmotivating
for children living with computers, tablets and the
Internet." (P6); d) curricular changes - introduction of
attractive, modern, current elective subjects ("curricula are
outdated, it is urgent to introduce the electives of subjects
and content already at the primary school level").
All 10 ICT experts warn that teachers must adapt to
children who are more advanced in knowledge and
understanding of ICT, they mention more dynamic, active
teaching, the need to create digital teaching materials and
as many as 6 experts mention the term "gamification" of
teaching ("teaching should be gamified, which does not
mean that it should be turned into a game, but it should be
more like computer games, be more active, more
stimulating, give feedback, keep constant attention "(E2),"
come on, learn from computer games on how to keep
children's attention, how to motivate them" (E5).
We must anticipate changes in education, we can
expect them at the level of digitalization, virtualization,
gamification of teaching, but also at the content level.
Prensky divides the content taught in schools into
inherited and future. Inherited content includes reading,
writing, math, logical thinking. They are still important,
but somehow outdated. Future content is mainly digital
and technological, including software, hardware, robotics,
nanotechnology, sustainable development, genomes, etc.,
and includes ethics, politics, sociology, languages 5 [5].
That kind of content is more interesting to the Alphas. Of
course, there is a question on how many digital
immigrants are willing to teach such content and how
quickly changes must be introduced to the education of
teachers. Day by day, content, methods and forms of work
are more and more accessible to students to learn in a
multimodal environment, they are offered texts, images,
animations, graphics, simulations, giving them the
absolute control over the choice of resources, given
personal preferences. This encourages self-regulated, that
is self-directed learning [8], which pedagogues recognized
as an advantage of using ICT, but also stressed out the
need to adjust the teaching process in that direction.
Research shows that Alphas learn surrounded by dynamic
media characterized by a high level of interactivity, they
do not use a linear but a random approach to content, and
static text and images cause them to lose interest and
attention. They are mostly visual types so that only
moving visual methods raise their level of memory and
motivation to acquire knowledge [19]. The learning
process for Alphas needs to be relevant, useful and fun. If
we think of education from a traditional perspective
specific to pre-digitalization, which viewed learning as a
process of delivering instructions, data, and definitions,
then the function of the teacher easily becomes a function
that can be performed by any sophisticated artificial
intelligence. However, the nature of learning and teaching
indicates human, personal and social exchange, a process
in which the content, the subject of learning, as well as the
learning goals themselves are adapted to individuals. The
perception of the impact of technology on learning is
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based on this perspective because it indicates the
processes that will have their origin in encouraging
creative, individual, research work. [1] At the end of the
18th century, Pestalozzi said that the only real learning is
learning with the use of head, heart and hands, that is,
learning that must include the cognitive, affective and
psychomotor aspects. Here we can learn from what
attracts children the most - computer games. They are
interactive, stimulating, offer constant stimuli, require
constant activity, give feedback on performance. As
commented by almost all of the participants, the teaching
process should be similar to a game. Gamification is not a
process of creating games, nor of introducing computer
games into teaching, it is focused on making learning fun
and engaging while ensuring the integrity of the learning
experience. The main area of interest should be the
incorporation of the characteristics of a game into the
context of school learning. The following is a list of
gaming concepts that can be included in a game:
engagement, investment, fulfilment, abstractions of
concepts and reality, reward structures, progression,
levels:, storytelling, curve of interest: replay, do-over or
infinite play: actions and events: game state [20]. And we
can't help but wonder which computer games are the most
successful, the most widespread - those that have a
precisely balanced level of difficulty, those that are neither
too simple nor too demanding that we could not (of course
with effort) move to a higher level. Because - if something
is too simple - it is boring, and if it is too difficult, too
demanding, if we cannot achieve success - we give up.
Should not the teaching process for the Alpha generation
follow that same concept? Alpha generation have
developed hypertextual minds as a result of daily
stimulation of multiple different senses. The linear way of
thinking that still dominates in the educational systems
makes it difficult for them to learn because their brains
have developed through exposure to multimodal content
[5]. Teachers should learn to communicate in the language
and style of their students. This does not mean that the
entire traditional curriculum needs to be changed. Basic
skills, reading, writing, knowledge of mathematics are still
important, but new content is technologically conditioned,
including robotics, nanotechnology and genomes.
Children are accustomed to speed in exchanging content,
constant availability, instantaneity, direct exchange of
content that makes them impatient for traditional
systematic processing of material. [8].
G. Occupations
When asked about the occupations we can expect in
the future, for which we need to prepare the children of
the Alpha generation, pedagogues listed three groups of
occupations - one group consists of occupations based on
new technologies, the other of occupations based on
typically "human" characteristics - empathy, helping
(health, care, education), and the third group are
occupations related to sustainable development
(production of healthy food, renewable energy sources…).
ICT experts listed occupations related to the ICT sector
(developers, IT managers, information security experts,
computer network architects), highly developed
technology and artificial intelligence. Contemporary
research confirms the participants’ thoughts on future
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occupations. It is predicted that in the coming years some
of the most popular occupations will be in the following
areas: medicine, computing and the Internet,
entertainment, social networks, energy and the
environment, space, business and law, robotics [21].
H. Recommendations
Recommendations given by the pedagogues are
perhaps best summed up by the comment of respondents
P5: "In order for teachers not to lag behind the children
they teach, it is urgent to introduce systematic training to
enable them to use digital technologies and media to
perform tasks, solve problems, create databases,
communicate, manage information, collaborate, create and
share the content. Without this knowledge and skills, we
cannot compete with the generations to come. In addition,
it is necessary to systematically change the awareness of
teachers about the need to accept digital resources in the
educational system."

administer - but with students who are physically or
mentally somewhere else." [19].
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Abstract - In education, the COVID crisis requires
saving and real-time availability of a high quantity of data,
especially video materials. Consequently, some institutions
use YouTube to store large amounts of video data and link
them to the LMS Moodle. In this paper, we are dealing with
analyzing YouTube analytics data and Moodle data to
discover new knowledge about students' behavior and
identify the factors that influence the students' success. The
variables that are analyzed in our approach include: Type
of video material, the complexity of the content in the video,
the number of spikes, the number of dips, the week of
semester, the type of study, absolute duration of the videos,
the week of COVID isolation, subject, the number of
students on the course, total views, the number of views in
different time segments, total watch time, average
percentage viewed in different time segments, the number of
students that didn't watch the videos, the number of
downloads of files associated with videos in different time
segments and others. We applied our approach to videos
from two courses. Results indicated differences in
interactions with videos in different time periods,
differences in patterns for different types of videos.
Research results could help teachers to monitor video
viewing rates at key points throughout the semester to
identify level of engagement and act early to prevent
students` dropout.
Keywords - Learning analytics, YouTube, videos, Moodle,
COVID

I.

INTRODUCTION

COVID-19 caused a significant change in all aspects
of life. Government policies came as prevention and
largely affected activities in all sectors. Education is no
exception, where the teaching process went online.
Online learning requires learning resources for students social media platforms have shown to be a valuable
platform for such purposes. One of the social media
platforms, YouTube, is the most widely used free videosharing platform globally. Over a billion hours of video
are watched every day through YouTube [1]. Due to their
popularity, YouTube is an excellent solution as an
educational and didactic tool. Also, independently of
COVID-19, YouTube can find its teaching place and be a
part of the e-study program [2]. Additionally, it can have
a huge role in implementing different social innovations
[3]. YouTube analytics allows teachers to extract the
patterns of their video usage. Such a tool enables
obtaining insights into their effectiveness. From now on,
we are investigating how teachers can benefit from data
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available from YouTube analytics and use it in data
analysis to detect their students' viewing patterns. To
implement our goals, several courses from different study
programs and different years of study were included in
research to examine and compare different teaching
approaches, with a view to acquire additional insight into
students' viewing patterns in different learning
environments.
This paper is structured as follows. Section 2 provides
a brief overview of relevant papers regarding this topic.
Section 3 explains the applied methodology and describes
the data used in our research. Section 4 presents and
discusses research results, whereas section 5 concludes
the paper and gives directions and guidelines for further
research in this domain.
II.

REVIEW OF PREVIOUS WORK

The analysis of academic success is very important for
the economy of a country [4], and new examination and
insights are required in such challenging times, as the
COVID crisis.
Data mining algorithms and various data analytics
approaches have successful applications in the
educational domain as tools for decision support system
development (e.g. [5]), some of them in the learning
analytics context ([6]).
Kadoić and Oreški [7] analyzed student behavior and
success based on logs in Moodle. Their study examined
activity logs from when students log in to the course to
find frequencies and patterns in students' activities. The
same authors [8] presented a case study based on an
undergraduate IT course focusing on examining gender
differences among students. Whereas research in LMS
data analytics has received significant attention among
researchers, there are only several recent research papers
focusing on examining YouTube video usage for
educational purposes. Some of them are explained from
now on.
Staziaki et al. [9] investigated technical aspects and
best practices of creating educational content on
YouTube. They also discussed the current usage of
YouTube for Radiology education and its advantages and
disadvantages. Among other aspects, optimal video
length was examined in their paper, but no evidence was
found on optimal video length of lectures.
Lau et al. [10] analyzed 10 YouTube lectures to
examine trends in view count, total percentage of video
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viewed, and audience retention. They found a uniform
linear decline in viewing each video.
Bunce et al. [11] analyzed students` attention to video
viewing. Their results found that students' attention
alternates between being engaged and non-engaged in
very short cycles of 4 or 5 minutes. Guo et al. [12] looked
at the length of time students spent on a video and
whether students attempted an assessment problem at the
end of the video. They found that shorter videos were the
most significant engagement indicator.
This paper tries to fill the previous research paper's gap
by integrating YouTube analytics data and Moodle data
to gain insights into students' behavior.
III.

METHODOLOGY AND DATA

A. Data understanding
The analyzed data consists of integrated data from two
sources: LMS Moodle data and YouTube analytics data.
The data that were collected are related to several courses
at the Faculty of organization and informatics. They were
performed in the summer semester of the academic year
2012/20 and the winter semester of the academic year
2020/21. The courses that were included are Business
decision making (one course for Croatian students and
one course for the international students, performed in
English), Theory of decision making, Analysis of
business decisions, and Data mining (one course for
Croatian students and one course for international
students, performed in English). Since it was the COVID
pandemic period, those courses were implemented fully
online. In the implementation of those courses, several
technologies were combined:
• LMS Moodle is the primary learning
management system. At the system, all the
resources were applied, and the courses run at the
third level of ICT application in teaching,
•

Big Blue Button (BBB) for synchronous and
asynchronous video lecturing, integrated into
Moodle,

•

YouTube for uploading the recordings of prerecorded lectures. YouTube was used as an
alternative service to BBB.

This research focuses on the analysis of the data
collected by YouTube and data from the LMS system
related to the activities implemented through YouTube.
Not all Moodle data were analyzed. The focus is on
YouTube analytics and discovering the possibilities
offered by YouTube, which can be helpful in terms of
learning analytics.
In our research, the first step was to create a data table
that combines data from YouTube and LMS. The
collected data were as follows (columns in the data table):
• The title of the topic covered by the video lecture
uploaded on YouTube (the topics were related to
the courses that are mentioned earlier),
•

The type of the teaching process (lectures,
seminars, or laboratory exercises – all three types
were covered in this research),
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•

The complexity of the topic (three-item scale:
low, medium, and high was used by lecturers to
evaluate the complexity of the topic),

•

The number of spikes in the video (this data was
overtaken from YouTube Analytics: "Spikes
appear when more viewers are watching,
rewatching, or sharing a moment or moments of
a video")

•

The number of dips in the video (this data was
overtaken from YouTube Analytics: "Dips mean
viewers are skipping or leaving your video at
that specific part.")

•

The complexity of the content calculated as the
sum of the number of dips and the number of
spikes (considering the definitions of the dips
and spikes, the initial assumption of the authors
was the sum of them would be in relation to the
complexity of the content),

•

The average percentage of maximum points
achievement (most of the video content uploaded
to YouTube was followed by the assignment for
students that teachers graded, and this column
contains the percentage of achievement of
maximum points in average for it),

•

The language of the video (Croatian or English),

•

The week of the semester (this column contains
the data about the week in the semester in which
the video content was published and became
available to the students),

•

The title of the course,

•

The semester (winter, summer),

•

The level of the study program (undergraduate or
graduate level),

•

The type of the study program (economic
entrepreneurship, informatics study, or both),

•

The week of the quarantine (for the summer
semester topics, we observed the week of the
quarantine as a possible parameter that influences
the student behavior and success),

•

Absolute duration of the video content (minutes),

•

The number of the students,

•

The total number of video-content views in the
semester,

•

The total number of video-content views in the
semester normalized by the number of students,

•

The number of views on the first day of the
video-content publication,

•

The number of views on the first day of the
video-content publication normalized by the
number of students,

•

The number of views in the first seven days since
video-content publication excluding the first day,
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•

The number of views in the first seven days since
video-content publication excluding the first day
normalized by the number of students,

•

The number of views after the first seven days
since video-content publication,

•

The number of views after the first seven days
since video-content publication normalized by
the number of students,

•

The day since the publication in which the
highest number of views was achieved,

•

The number of days between the knowledge
assessment milestone (e.g., the deadline for
submitting the projects or the day of the exam)
and the day with the highest number of views,

•

The average percentage viewed,

•

The number of downloads of the files connected
to the video content (e.g., the lecture's
presentation, the instructions for doing
homework or projects).

The number of videos uploaded to YouTube in the
courses included in the analysis in this paper is 25.
B. Methodology description
The methods used for the analysis in this paper include
qualitative analysis supported with descriptive statistics,
correlation analysis, and rules analysis.
Correlation analysis calculates the statistical
relationship between two variables. Correlation aims to
investigate the dependence of one variable on another.
Correlation between two variables is measured by the
Pearson correlation coefficient (r). Pearson correlation
coefficients is in range from: –1 <= r >= 1. Values closer
to 1 or –1 show variables very highly correlated. A
coefficient value closer to 0 indicates there is no linear
relationship between variables. The sign of coefficient
indicates the direction of dependence. Correlation can be
interpreted only for statistically significant coefficients.
It is important to note that the Pearson correlation
coefficient measures linear dependence between
variables. In situations of the dataset with complex
nonlinear relationships, correlation is not recognized.
The data analysis presented here aims to uncover
interesting patterns in the data. Pattern discovery is
mainly conducted by rule learning. The advantage of the
rules approach is their straightforward interpretation. The
task of rule learning is to induce predictive or descriptive
models from a set of examples. Contrary to predictive
rule induction, where the main aim is to induce a model
in the form of a set of rules, descriptive rule induction
aims to find patterns in the data. Their results are
presented in the form of individual rules. Descriptive
induction algorithm refers to subgroup discovery
algorithm; contrast set mining and association rule
learners. The first one is applied in this research.
Subgroup discovery is conducted to find individual
patterns (rules) explaining orderliness in the dataset.
Subgroup discovery is an exciting approach to handle and
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analyze datasets. This approach enables brief
explanations of subgroups regarding the features of
interest. Subgroup discovery as defined by Klosgen [13]:
"Given a population of individuals and a property of
those individuals that we are interested in, find
population subgroups that are statistically 'most
interesting,' e.g., are as large as possible and have the
most unusual statistical (distributional) characteristics
concerning the property of interest." Subgroup
descriptions are conjunctions of features that are specific
to a particular class of instances. The result of subgroup
discovery is a set of subgroup descriptions, where a
subgroup description is a conjunction of features. SAS
JMP 16.0 was used in this research in order to perform
subgroup discovery.
IV.

RESEARCH RESULTS

A. Qualitative analysis results
The qualitative analysis was performed by paper
authors who are also the lecturers at the courses covered
in the research. Some of the following results could be
achieved using quantitative methods. However, there was
not enough data in the table to enable some quantitative
methods applications: there is too low a number of rows
in the research table. After several focus groups, some of
the conclusions that were made are the following:
1. In general, analysis of logs of YouTube videos is
very useful for teachers because it can give them
good insights into students' behavior and success
and enable proper and fair communication with
students. E.g., the authors of the papers faced
situations in which students complained about
the weight (difficultness, complexity) of the
content (topic), and just a brief look at logs on
YouTube analytics showed that less than 5% of
students opened the video).
2.

The complexity of the content measured by the
sum of spikes and dips is not a good measure for
measuring the content's complexity since it is not
correlated with the content complexity evaluated
by lecturers. However, this variable can be
interpreted as the complexity of explaining the
content by teachers. The video-sections in which
stripes and dips appeared were analyzed, and in
most cases, the content related to dips and stripes
is classified as blurred or possibly too fast
explained, so it required the repeated viewing of
the video sequence.

3.

The percentage of maximum points achievement
is high and more critical; it is very similar to the
percentage of maximum points achievement in
previous years when the teaching process was
implemented face2face.

4.

Longer videos have a lower average percentage
viewed (Figures 1 and 2). However, if longer
videos present more complex content, then the
total number of views of the longer videos
normalized by number of students is higher.
Students come back to rewatch the parts that are
confusing for them.
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8.

The video materials were delivered in English
and Croatian language, depending on the
concrete course. When comparing the average
grades achieved by Croatian and international
students, we can conclude that there was no
significant difference in students' success
(grades) between the two groups of students
(Croatian students and international students).
That can partly lead us to conclude that the
content is correctly delivered in the English
language. However, other aspects should be
analyzed to fully claim that the courses’ content
was fully correctly delivered in English, which
are not analyzed in this paper.

9.

Also, there is no significant difference in the
normalized number of views between Croatian
and international students. The videos were
equally tracked by students who speak different
languages.

Figure 1. Key moments for audience retention (short video – labs)

Figure 2. Key moments for audience retention (long video – lectures)

5.

The number of downloads of the files connected
to the video-content is always higher than the
total number of views. Additionally, the
difference between the number of downloads of
the files connected to the video-content and the
total number of views is higher in videos that are
longer when compared to the shorter videos.

6.

The number of days between the knowledge
assessment milestone (e.g., the deadline for
submitting the projects or the day of the exam)
and the day with the highest number of views is
low. In most cases, the day with the highest
number of views is the day of the homework
deadline (the deadline is in most cases in 23.59)
or the day before the test (the test is earlier in the
day). That can conclude that many students
prepare for the test to do their homework on the
last day possible.

7.

After the knowledge assessment milestone
passes, we face a deficient number of views
(Figures 3 and 4).

Figure 3. Distribution of views (labs)

Figure 4. Distribution of views (lectures)
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10. The analysis covered the influence of the
quarantine on the students' results. By comparing
the average grades with the grades in the
previous academic year, we concluded that there
was no influence of COVID detected on students'
results in the pandemia period – the results are
similar to the results from previous years. The
initial assumption was that due to stress and
social distance in pandemia, lower grades would
be achieved by students. However, the test
results, in general, are higher than usual due to
issues in adjusting to the new ways of teaching
and evaluation, as well as cheating possibilities
that increased significantly compared to the face2-face knowledge assessment.
11. In terms of the type of study program, we can
conclude that a higher number of views are
achieved for topics related to the field, which is
not students' primary study field. E.g., the topic
"decision making" is more connected to the
economic students, and the topic "data mining" is
more related to the ICT students. However, the
ICT students have a higher number of views in
decision making than in data mining. Similarly,
economic students have a higher number of
views in data mining. Students face many
difficulties in studying the topics that are not in
their primary field of study so they need to
consult them much more than "their-field"
videos. Due to the small number of rows in
research table, some quantitative instrument
(such as Chi-square test) was not implemented
since the preconditions for its implementation
were not met.
B. Correlation analysis results
We have applied correlation analysis to measure the
relationship between two variables: the dependence of
two variables. Correlation analysis was calculated for
each pair of variables. Table 1. represents Pearson
correlation coefficients (r) for statistically significant
correlations (p<0,05) with |r| higher than 0,3.
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TABLE 1. CORRELATIONS
Variable by variable Correlation

Absolute
duration of
the video

Type of
video
material

-0,43

Average
Absolute percentage
duration of viewed
the video during the
course

-0,78

The number
Absolute
of views in
duration of
the first
the video
seven days

0,35

The
Complexity
number of
(teachers'
views after
perspective)
seven days

-0,35

Average %
for
Complexity
assignment (spikes and
associated
dips)
with video

-0,40

The
number of
days
between
the
knowledge Complexity
assessment (spikes and
milestone
dips)
and the
day with
the highest
number of
views

626

0,31

Visualization

The
number of
days
between
the
The number
knowledge
of views in
assessment
the first
milestone
seven days
and the
day with
the highest
number of
views

0,35

The video's absolute duration has negative statistically
significant dependence with variables Average
percentage viewed during the course (r= -0,78) and type
of video material (r=-0,35). Longer videos have a lower
percentage of views. Association of video duration with
the type of video material shows that videos for exercises
are shorter than videos for lectures and seminars. The
video's absolute duration has a positive, statistically
significant correlation with the variable number of views
in the first seven days (r=0.35), indicating that shorter
videos have a lower number of views in the first seven
days and vice versa. The number of views after seven
days is correlated with complexity measured subjectively
by the teacher. This correlation is negative, indicating
that a higher number of views have videos that are
evaluated as low complex videos.
The complexity of the video material was also
measured as a sum of videos` spikes and dips. It is
interesting to note that complexity from teachers`
perspective and complexity defined as the sum of spikes
and dips does not correlate (r=0,05, p>0,05). Thus, both
definitions of video complexity should be further
examined. Complexity measured as the sum of spikes and
dips and dips is correlated to the Average percentage of
points accomplished on an assignment connected to a
particular video. This correlation is negative, showing
that lower complexity videos led to achieving a higher
number of points on assignments.
Complexity is positively correlated with the variable
number of days between the knowledge assessment
milestone and the day with the highest number of views.
Since variable The number of days between the
knowledge assessment milestone and the day with the
highest number of views data preparation is defined as the
distance from assignment deadline (measured in days),
positive correlation indicates that higher complexity
videos have been viewed the closest to the assignment
deadline. It is not surprising that students did the
assignment at the last minute if the assignment and/or
video's content was not very complex.
C. The rules analysis results
Results of subgroup discovery presented as meaningful
rules are shown in Table 2. Subgroup discovery
recursively partitions data according to a relationship
between the particular feature of interest (in this case
Average percentage of views) and other predictors and
descriptors. In results representation by IF-THEN rules,
the first part of the rule is used to set up descriptor values.
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The second part of the rule represents values for feature
of interest. The following table presents the induced
subgroup descriptions. Subgroups in table are sorted by
the relative share of the examples in the subgroup.
TABLE 2. RULES
IF(Absolute duration of the video>=17,25
AND
Study level = "Graduate")
THEN Average percentage of views = 0,19
IF(Absolute duration of the video>=17,25
AND
Study level = "Undergraduate")
THEN
Average percentage of views = 0,29
IF(Absolute duration of the video<17,25
AND
Assignment achievement ="Excellent" )
THEN
Average percentage of views = 0,66
IF(Absolute duration of the video<17,25
AND
Assignment achievement =(Good or Very good) ) THEN
Average percentage of views = 0,80

measures from two perspectives and their relations to
students' performance, (v) effects of quarantine on
students` video usage.
However, these results should be interpreted with
caution due to several research limitations. A limited
sample of videos was included consisting of only a few
courses and only one Faculty from the University of
Zagreb. In future research, the sample should be
expanded in order to provide more reliable results.
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Abstract - Educational sector is continuously advancing
with the help of information and communication technology
and the support of initiatives for development and
implementation of open access to information resources
which could be integrated in educational practices. As a
result, education has become accessible to many people
around the world in a way that has never been possible
before. Special category of educational resources accessible
openly on the internet are Open Educational Resources. They
aim to facilitate access to the educational resources without
any obstacle including cost. This paper aims to emphasize
important facts about Open Educational Resources to
promote their use.
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I.

INTRODUCTION

Modernization of the educational sector, continuous
advancement in information and communication
technology, development of global initiatives for
development and implementation of open access to
educational resources, have made education accessible to
the growing number of people around the world in a way
that has never been possible before. An important pillar in
the modernization of the educational sector and the topic /
subject of this paper is the concept of Open Educational
Resources (OER) having an important role to help in
"providing democratic and equitable access to knowledge,
supporting life-long and informal learning, and offering
diversified sources of knowledge" [1]. The goal of this
paper is to introduce and emphasize important facts about
OER to promote their use and to promote open education.
Methods used in this paper are analysis of literature on this
topic and provision and description of examples of the
most famous OER.
II.

DEFINITIONS OF OER

The term Open Educational Resources (OER) was
coined at the beginning of the 2000s and was additionally
expanded during the following decade as OER developed.
OER include "…any educational resources (including
curriculum maps, course materials, textbooks, streaming
videos, multimedia applications, podcasts, and any other
materials that have been designed for use in teaching and
learning) that are openly available for use by educators and
students, without an accompanying need to pay royalties
or license fees" [2]. Probably most famous definition of
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OER was presented in 2012 under title "Paris OER
Declaration" explaining that OER are "teaching, learning
and research materials in any medium, digital or otherwise,
that reside in the public domain or have been released
under an open license that permits no-cost access, use,
adaptation and redistribution by others with no or limited
restrictions" [3]. For IFLA [1], OER "are teaching,
learning and research materials made available for free,
and with no or only limited restrictions, to support access
to knowledge". For Butcher [4] OER are "any educational
resources (including curriculum maps, course materials,
textbooks, streaming videos, multimedia applications,
podcasts, and any other materials that have been designed
for use in teaching and learning) that are openly available
for use by educators and students, without an
accompanying need to pay royalties or licence fees". There
are other definitions of OER available, but the selected
ones describe OER in the best possible manner.
III.

CHARACTERISTICS OF OER

Openness, sharing, equality of access education, equity
/ fairness, no-cost access, and quality are some of wellknown characteristics of OER. They can be all found in
documents promoting OER strategic goals like "reducing
barriers to education, including access, cost, language and
format; enabling the free access to and reuse of expressions
of human knowledge, in all of its forms; ensuring
educators have the legal rights to retain, reuse, revise,
remix and redistribute educational resources as they
determine - without having to ask permission; increasing
the efficiency and effectiveness of public funds spent on
education; transforming teaching and learning and
enabling effective, open pedagogy; connecting
communities of educators and learners around open
content; expanding the use of internet and digital
technologies in education; enhancing educational
opportunities to foster development and more productive,
free societies; empowering educators to have more agency
in the classroom" [5].
The openness in teaching and learning practices means
that knowledge should be shared – freely, openly, and
equitably as a common good [6]. Hylén [7] pointed out the
two most important aspects of openness: free availability
over the internet and as few restrictions as possible on the
use of the resource. This means that "there should be no
technical barriers (undisclosed source code), no price
barriers (subscriptions, licensing fees, pay-per-view fees)
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and as few legal permission barriers as possible (copyright
and licensing restrictions) for the end-user". The openness
of OER could mean that OER are "1.) in the public domain
or 2.) licensed in a manner that provides everyone with free
and perpetual permission to engage in the 5R activities:
•
•
•
•
•

Retain - make, own, and control a copy of the
resource (e.g., download and keep your own copy)
Revise - edit, adapt, and modify your copy of the
resource (e.g., translate into another language)
Remix - combine your original or revised copy of
the resource with other existing material to create
something new (e.g., make a mashup)
Reuse - use your original, revised, or remixed copy
of the resource publicly (e.g., on a website, in a
presentation, in a class)
Redistribute - share copies of your original,
revised, or remixed copy of the resource with
others (e.g., post a copy online or give one to a
friend)" [8].

Atenas and Havemann [9] presented four key themes
for understanding OER: search, share, reuse, and
collaborate. Furthermore, they elaborated these themes
explaining how they contribute to the openness of OER:
TABLE 1. ETHOS OF OER, KEY THEMES [9]
Theme
Search

Share

Reuse

Collaborate

Description
In order for existing open content to be found and
made use of, it is clear that such materials must be
straightforward to search for and retrieve. As the
content is housed in repositories, support for search
and retrieval (within the repository interface, via an
OER aggregation service, or indeed via popular
search engines such as Google) is therefore crucial.
Share represents the activity of educators who take
the step of turning a learning resource into an open
resource. Repositories can and must play a key role
by not only enabling resources to be shared, but
facilitating and encouraging sharing.
The reuse of resources requires something of a shift
in academic practice, and as such it also entails
addressing barriers and resistance. Reuse must first
of all be clearly permitted as well as convenient.
A successful repository will not simply be a virtual
warehouse for content but a meeting place for
communities of practice, within which knowledge
isn't only stored but exchanged, evaluated, and cocreated. Through this affordance of social
interaction, repositories can enable resources to be
reviewed, commented upon, and rated.

By being open, OER support a change of view of
educational practice from narrow view to educational
practice which centres on the production of content to "a
broader definition that encompasses all activities that open
up access to educational opportunity in a context where
freely available online content and services (whether
"open", "educational" or not) are taken as the norm" [10].
Ehlers [11] combined openness in resource usage and
creation vs. openness in pedagogical models as an
explanation of pedagogy meeting open educational
resources. He suggested three layers of this concept: 1.)
autonomous learning without OER: A high degree of
pedagogical openness (project based learning, etc.) and a
low degree of OER usages and creation would result in
interactive, autonomous learning contexts without
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extensive use open educational resources, 2.) lectures with
OER: using OER (e.g. a slide set) to give a lecture to
students in a directive, knowledge transfer, 3.) open
learning architectures: whereas a high degree in openness
in pedagogical models in combination with a high degree
in OER usages and creation result in a high degree of open
educational practice in which OER are used in open
learning architectures (e.g. creation of learner generated
content in exploratory, autonomous learning scenarios).
Access without cost has made OER attractive to large
number of people as it has a "potential to give people
everywhere equal access to our collective knowledge and
provide many more people around the world with access
to quality education [12].
When we speak about fairness or equal access to
education, early adopters of OER believe that education is
a public good and that openness can have a strong, positive
effect in education [12] as OER are means for increasing
equity by improving student access to the learning material
[13].
Sharing is also crucial for wider adoption of OER [14].
OER are shared through digital repositories which are
"platform for educators to share educational resources with
others worldwide. High-quality resources made available
from the OER repository can serve to inspire teachers, be
directly accessed by learners and be improved upon or
localised by others" [15].
OER are usually included in the educational process
called open learning or open education. Open learning is
"an approach to education that seeks to remove all
unnecessary barriers to learning, while aiming to provide
students with a reasonable chance of success in an
education and training system centred on their specific
needs and located in multiple arenas of learning. It
incorporates several key principles: 1.) learning
opportunity should be lifelong and should encompass both
education and training; 2.) the learning process should
centre on the learners, build on their experience and
encourage independent and critical thinking; 3.) learning
provision should be flexible so that learners can
increasingly choose, where, when, what and how they
learn, as well as the pace at which they will learn; 4.) prior
learning, prior experience and demonstrated competencies
should be recognized so that learners are not unnecessarily
barred from educational opportunities by lack of
appropriate qualifications; 5.) learners should be able to
accumulate credits from different learning contexts; 6.)
providers should create the conditions for a fair chance of
learner success [4]. Open education, another concept
related to open educational resources includes open
technologies facilitating collaborative, flexible learning,
and open sharing of teaching practices and new approaches
to assessment, accreditation, and collaborative learning
[16]. Open education relies on OER to achieve the goal of
giving broader access to more effective learning and
training opportunities in formal and informal education
[1].
It is important to indicate that OER isn't solely about
educational information resources per se, it is a whole
movement that consists of diverse individuals and
organizations spanning educational institutions, IGOs,
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NGOs, governments [5] which actively participate in
development and promotion of OER.
IV.

WHAT DO OER OFFER?

OER offer great variety of content and services [7]: 1.)
learning content: full courses, courseware, content
modules, learning objects, collections and journals, 2.)
tools: software to support the development, use, re-use and
delivery of learning content including searching and
organization of content, content and learning management
systems, content development tools, and on-line learning
communities, 3.) implementation resources: intellectual
property licenses to promote open publishing of materials,
design principles of best practice, and localization of
content. Additionally, OER include: individual course
units or modules, textbooks, lesson plans, syllabi, lectures,
assignments, games, quizzes, podcasts, videos [17].
As it was mentioned in the previous section, OER are
stored in specialized digital repositories of OER or shortly
- ROER (Repositories of Open Educational Resources)
which are important components of educational process in
general and are usually part of libraries. "A digital
repository is an online archive for the storage of digital
objects; these can range from digital archives, moving or
still image galleries, manuscripts, anything that is in
electronic format and needs a place to be stored either in
the short or longer term" [18].
Examples of two ROERs:
Multimedia Educational Resource for Learning and
Online
Teaching
(MERLOT)
(Fig.
1)
at
http://www.merlot.org/merlot/index.htm is one of the
world’s most famous digital repository of educational
resources. "It is a community of staff, volunteers, and
members who work together in various ways to provide
users of OER (Open Educational Resource) teaching and
learning materials with a wealth of services and functions
that can enhance their instructional experience" [20].

Figure 2. OER Commons Web site [21]

OER are also part of different types of information
services on the internet which are not necessarily ROER,
since there isn't large number of active ROER in the world.
Santos-Hermosa, Ferran-Ferrer and Abadal [22]
researched ROER and they discovered that most ROER in
higher education are institutional (created by universities
and government bodies and associated with their libraries)
and are designed exclusively for educational resources,
rather than being hybrid and containing research content.
Examples of other types of OER internet services
include:
The Open Course Library (OCL) (Fig. 3) at
http://opencourselibrary.org is "a collection of shareable
course materials, including syllabi, course activities,
readings, and assessments designed by teams of college
faculty, instructional designers, librarians, and other
experts" Its content include OER as well as low-cost
textbooks [23].

Figure 3. Open Course Library Web site [23]

Figure 1. Multimedia Educational Resource for Learning and Online
Teaching (MERLOT) Web site [19]

OER
Commons
(Fig.
2)
at
https://www.oercommons.org/ is a dynamic digital library
and network which offers OER content in different subject
areas. In OER Commons are anyone can search, browse,
and evaluate over 50 000 high-quality OER [21].
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Some educational institutions like MIT have their own
online OER resources at https://ocw.mit.edu/index.htm
[24].
The idea behind this Web site was to publish all MIT
course materials online and to make them available to
anyone (MIT Open courseware) (Fig. 4). Publishing of
educational materials like this has an advantage over other
solutions as the educational institution is managing its own
educational resources with the help of libraries. Libraries
are integral part of educational institutions and are,
therefore, partners to teaching staff and students as well as
facilitators of access to knowledge. They make course
materials more affordable and help demonstrate the
library’s value to the institution by supporting student
success [25]. Librarians support OER by: 1.) encouraging
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their creation and use, 2.) ensuring their availability,
accessibility and visibility, 3.) curating and ensuring its
quality, 4.) advising on copyright matters, 5.) training
users’ ICT skills and encouraging digital literacy [1].

TABLE 2. INDICATORS FOR QUALITY ASSURANCE (IQA) OF OER [9]
Indicator of
Quality
Assurance
Featured
resources

User
evaluation
tools

Fig. 4. MIT Open courseware Web site [24]

V.

ADVANTAGES OF OER

OER offer the following advantages: 1.) OER can
provide democratic and equitable access to knowledge,
meaning that anyone can access and use the resources
regardless of income level, if there are no technical barriers
2.) OER can support life-long and non-formal learning, by
being available to people outside of the formal educational
system, regardless of age and previous studies, 3.) OER
can offer more diversified knowledge than traditional
textbooks. 4.) OER can also create a more dynamic
experience for the learner, who instead of passively
listening or reading, can take part in the creation of the
educational resources, 5.) The possibility for others to
review a work and make corrections or improvements is
also a means of increasing the quality and relevance of the
materials. Furthermore, when sharing something online,
its creators also tend to put a bigger effort in ensuring its
quality given that their exposure will be wider, 6.) OER
generally allows for reuse, enabling others to adapt good
ideas for their own contexts [1]. Another advantage of
OER is that they can be implemented in diverse
educational situations including learning-specific tasks
and consist of asynchronous learning resources [26].
VI. EVALUATING OER
OER should be evaluated before they are integrated in
the educational process. JISC proposed the following set
of criteria for determining OER quality: accuracy,
reputation of author/institution, standard of technical
production, accessibility, and fitness for purpose [27].
Atenas and Havemann [9] presented another set of the
quality indicators that "represent good practices in
repository design, as they enable repositories to promote
openness, sharing, reuse of resources and collaboration
amongst academic communities". They reviewed the
available literature on OER and made available a set of
indicators of quality assurance (IQA) for repositories
containing OER and these indicators are presented in
Table 2. and are linked directly to four themes in Table 1.
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Peer review

Authorship

Keywords

Metadata

Multilingual
support

Social Media
support

Description

Themes

Characteristics

Ability of
featuring
resources that
are
potentially of
high interest
for teachers
because of it
design or
content.
Tools for the
resources to
be evaluated
by users
aiming to rate
a resource.
Peer review
as policy to
revise and
analyse each
resource to
ensure its
quality.
Analyse if the
repositories
include the
name of the
author(s) of
the resources.
Methodically
describe the
resources to
facilitate the
retrieval of
the materials
within certain
specific
subject areas
Introduce
standardised
formats of
metadata
(Dublin Core
- IEEE LOM
- OAI-PMH)
for
interoperabilit
y
Design the
interface of
the in a
multilingual
way to widen
the scope of
users by
allowing
them to
perform
search of
content in
different
languages.
Introduce
social media
tools to
enable the
users to share
the resources
within social

Search,
Share,
Collaborate

Social

Collaborate

Social

Collaborate

Social

Search,
Reuse

Social

Search

Technical

Search,
Share,
Reuse

Technical

Search,
Share,
Reuse,
Collaborate

Technical

Search,
Share,
Reuse,
Collaborate

Social,
Technical
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Creative
Commons
Licences

Source Code
or Original
Files

media
platforms.
Specify the
type of
Creative
Commons
Licence per
resource or
give
information
about the
specific type
of licence for
all the
resources.
Allow
downloading
the original
files or source
code of
resources so
they can be
adapted.

Search,
reuse,
collaborate

Technical

VII. CONCLUSION

Reuse,
Collaborate

Technical

The evaluation itself can be done by completing any of
the following activities [27]:
•
•
•
•

Self-assessment (individuals and institutions
release resources of highest quality possible)
Internal QA processes (institutions to QA their
own resources before release)
Rating systems (community-driven QA through
ratings and comments within OER release
platform)
Individual review (comments and suggestions
made by individuals and institutions).

OER are already in use in educational practice on
different levels of education whether their users (learners /
students) know they are using OER or are just accessing
"some learning material" on the Web. Though OER are
present in public for several years, they still need
systematic promotion and recognition. Schaffert and Geser
[28] offered recommendations for promotion of OER for
different stakeholders included in the educational process.
Of all of them, perhaps, recommendations for educational
policy makers and funding bodies are the most interesting
as they suggest what needs to be done for OER to become
more visible: promote open educational practices that
allow for acquiring competences and skills that are
necessary to participate successfully in the knowledge
society; foster the development of OER, e.g. through
creating a favorable environment for Open Access to
educational content; support the development of widely
used, state-of-the-art and sustainable open access
repositories; demand public–private partnerships to
concentrate on ventures for innovating educational
practices and resources. Hylen [7] provided arguments for
institutions to become involved in OER projects: 1.)
altruistic argument that sharing knowledge is a good thing
to do and also in line with academic traditions, as pointed
out by the Open Access (OA) movement, 2.) educational
institutions should leverage on taxpayers’ money by
allowing free sharing and reuse of resources developed by
publicly funded institutions, 3.) by sharing and reusing, the
costs for content development can be cut, thereby making
better use of available resources, 4.) it is good for public

632

relations and can function as a show-window attracting
new students, 5.) many institutions feel a growing
competition as a consequence of the increasing
globalization of higher education and a rising supply of
free educational resources on the Internet.

OER have emerged as a concept with the great
potential to support educational transformation [4] at all
levels of education and to promoted open education. The
main characteristics of OER like openness, sharing,
equality of access education, equity / fairness, no-cost
access, and quality would certainly help in integration of
OER in the educational practices where they haven't been
included so far. The outcomes of inclusion of OER are
straightforward: "by finding, adapting and remixing OER,
educators can create materials that are not only
personalized to their students’ learning needs but also
foster greater equity for accessing content for those with
limited background knowledge" [13]. OER are versatile
and content rich in their nature and include variety of
information resources which make them very attractive to
wide audience and especially to students and educators.
OER have already been proven in the educational practices
but still need to be more widely promoted to take the
"advantage of the rights and permissions granted by OER,
to use and reuse content" [5]. The consequences of lack of
promotion are seen in only few well-known digital
repositories or portals offering OER. Fortunately, OER are
associated to institutions guaranteeing financing of their
development, their existence and long-term management
of such resources. As part of the educational practices,
OER include Open Access (OA) to educational
opportunities; open learning, place and pace flexibility;
and open scholarship which means free and open access to
educational resources for use, reuse, adaptation, retention
and redistribution to others [6] which are, again, important
for adoption of OER. OER have strong ties to online
learning and while OER do not come only in digital
format, information technologies have been essential to the
growth and spread of the OER movement [1]. Generally
speaking, the concept of OER is a major breakthrough in
education, which promotes sharing, adaptation and
contextualization of course content and it makes a
significant and noticeable contribution in teaching and
learning, by making a variety of educational resources
easily and freely available [29]. OER are also related to
libraries which serve as their support and promotors. To
sum up, possibilities of developing and disseminating
digital educational resources in general and OER in
particular will only increase over time as "OER are a
strategic opportunity to improve knowledge sharing,
capacity building and universal access to quality learning
and teaching resources" [30]. It is therefore important to
develop, promote and evaluate OER to make them as
widely accessible as possible and used as much as
possible.
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Abstract - The necessary changes in the educational
processes because of COVID-19 pandemic has many
immediate and long-time implications. It is now clear that the
stress of distance learning and lock-down have changed
young persons in many aspects. In our research, we have
focused on the teens – high school students from secondary
schools in Slovenia. We wanted to see how they cope with the
distance learning and the implication on their performance.
Anonymous survey was answered from 325 high school
students from all four years of secondary education. The
questionnaire consisted of 38 questions grouped in two
categories: (1) application of learning styles (2) assessment of
the students’ performance. The stress of change affected the
teachers and students alike. Some teachers used distancelearning methods more effectively than others did. We
wanted to know how teachers’ skills influence the students’
performance. The obtained data and their analysis have
shown that visual, reading and auditory kinesthetic learning
styles have (significant) impact to the grade of high school
students depending on study subjects. On the other hand,
only kinesthetic distance-learning methods influence the
performance of high school students in arts.
Keywords – distance learning; ICT; learning methods;
learning styles

I.

INTRODUCTION

In today’s world of constant technological change,
quick adaptation is the key that we have to master in order
to keep up. Due to informational and communicational
technology, many positive aspects can also be found in
educational institutions. Not only is communication faster,
but education is also available to students from distant
places, hence the term distance education.
In 2020, we found ourselves in the middle of a crisis
caused by the rapidly contagious COVID-19 virus. The
World Health Organization declared a pandemic in
Slovenia for the first time in March, and gradually the
doors of all public buildings began to close, including
educational institutions, which had to quickly reshape their
teaching strategies.
The government had to ensure a continuous
educational process. The technology playing a key role,
but the quality of the teaching was in the hands of the
individual teacher. Only the teaching skills provide
adequate motivation and individualization [1]. Individuals
differ in their abilities, due to individual differences and
needs. The goal of society is to encourage the development
of a comprehensive personality so that the individual can
contribute as much as possible to successful social
development
and
national
well-being
[2].
Individualization in school also means taking into account
perceptual learning styles that differ from individuals and
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the teacher's choice of teaching methods is paramount.
Motivating high school students is difficult because they
usually do not have established life goals and they do not
have intrinsic motivation. Therefore, we assume that in
distance learning, teachers were not able to fully consider
student’s individual needs and could imply poorer learning
success.
The purpose of the research is to determine what the
learning style of an individual student is and how it
matches the methods of distance learning and whether it
affects their performance.
II.

DISTANCE EDUCATION

Online learning emerged in the 1980s [3] and in 1999,
the term »e-learning« was first used, but it is also known
as »online learning« or »virtual learning« [4]. In the
online learning the communication takes place with the
help of various media, and the educational system itself
requires a different preparation than for classical lessons
[5]. The purpose of e-learning is not to replace traditional
teaching, but to enrich it with the use of modern
technology, which is indispensable in the growing
importance of lifelong learning. However, it can also be
seen as a parallel direction in education, in the case of
extraordinary circumstances when the provider and / or the
participant cannot be present at regular classes [6].
Online learning thus represents the future of education
in terms of benefits like [5]:
• place, time and pace flexibility of learning and
teaching,
• development of technical skills,
• new knowledge and competencies,
• the same costs and more participants,
• real-time knowledge testing, interactive content and
• the possibility of adapting learning methods and
approaches to the needs of the individual.
The use of ICT outside the classroom also enables
more clarity, greater access to information and easier
consideration of individualization in the classroom, and
thus digital literacy. Adapted pace contributes to better
results, but it should be noted that inadequate integration
of the use of technologies can have a negative impact on
the quality of teaching [7].
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The unwanted outcome of distance learning can also
occur due to [3]:
• impact limited practical experience,
• isolation which can cause the participant to feel
lonely and
• health problems that can result from poor posture
and eye strain due to looking at the screen.
Brečko [8] adds the inability to form social groups to
the disadvantages of distance learning. When learning
takes place in so-called social isolation, the absence of a
response that is otherwise particularly desirable in primary
and secondary school children in the form of a class can
negatively affect learning and learning success.
In order to limit the negative impact of distance
learning as much as possible, it is especially important to
plan the process itself, within which the forms and
methods of learning must be adapted and the importance
of individualization and, last but not least, motivation must
be taken into account.
I.

LEARNING INDIVIDUALIZATION
The key to implementing successful education is
choosing the right methods that allow e-learning
participants to be optimally involved in the learning
process. Individuals can adapt learning to their life rhythm
and style [3]. The methods chosen by providers in online
education cover media and technology. The media
transmit information or enable communication, while
technology enables the operation of the media. Media are
text, audio, video and multimedia, which includes a
combination of text, graphics and sound, with the help of
which we can obtain learning materials. Technologies
include print, radio, television, telephony, and computer
and web tools [5]. Online tools allow the exchange of
different types of learning materials (documents, slides,
and audio or video recording) [3].
Preparing or planning distance learning materials is a
lengthy and essential process. The program must be
prepared in accordance with the curriculum, the choice of
media in additional sources must be used sensibly with
content that must not forget to plan motivation and take
into account learning individualization [6].
The individualization can be achieved by encouraging
activity, responsibility and motivation in students during
the learning process. Hopkins [9] emphasizes the
importance of shaping teamwork by taking into account
the differences of individuals in prior knowledge and the
different ways of acquiring new knowledge. In order to
achieve this, a learning style that allows for even more
flexibility, diversity and choice needs to be included in the
lesson planning itself. Personalization assumes the
uniqueness of each individual student with the aim of
maintaining the desire for knowledge and learning abilities
and strengthening self-confidence, regardless of his/her
talent or family or social background. Kalin [10] adds that
teachers must adapt the forms and methods of teaching to
the needs of individual students and thus contribute to the
highest possible quality of teaching and promote student
development, interests and motivation.
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In distance learning, individualization can be achieved
using ICT tools such as computer networks, digital
libraries, virtual classrooms and various multiplications
that allow the transfer of knowledge to the selective needs
of participants [6]. Considering the differences between
students or an individualized pedagogical approach, it is
possible to create an optimal learning-stimulating
environment. The latter can be ensured by developing
learning motivation or understanding the motivation in the
learning process [11].
II.

LEARNING MOTIVATION

Motivation represents one of the most difficult
concepts, as it is difficult to define, let alone describe the
causes of it. The basic function is stimulation, which gives
a certain impetus and the function of guidance, which
directs to a certain activity [12]. Needs, interests, desires
and inclinations have a common starting point, namely a
motive that triggers a mental state in us, which forces us
and encourages us to satisfy this motive with the help of
driving force, motivation [8]. Motivation itself depends on
expectations, and these depend on self-efficacy, which
means that we can expect a good grade on the test when
we are confident in our knowledge. This means that the
expected results are the result of self-confidence and selfknowledge.
Encouraging intrinsic motivation is a challenge for
teachers inside the classroom, let alone in distance
learning. In the distance learning the pace of learning is
largely left to the individual student and we can assure high
degree of independence. At the same time, it is necessary
to encourage intrinsic motivation and initiate self-learning
for students to find solutions to problems independently.
Unless the education processes are based on a strict
schedule using videoconferencing, other forms of distance
learning may have shorter or longer interruptions. These
interruptions means that the student must then gather
energy and become actively involved in the learning
process again and again [8]. Encouraging motivation in
distance learning means looking for new ways of learning
success, which encourages student’s creativity and
motivation. Collaboration is crucial in motivation and
cannot be achieved in online learning to the same extent as
in classroom teaching. In order to maintain motivation, it
is therefore important to strive for the use of constant
feedback, while taking into account learning styles [13].
III.

PERCEIVED LEARNING STYLES

From the point of view of biological responses from
the environment, we know four perceptual learning styles,
namely visual, auditory, kinesthetic, and reading, which
form the »VARK model«. Understanding of the learning
styles is crucial in teaching and the teachers need to take
them into account in the planning phase because of their
impact on internal motivation [14]. Kayalar and Kayalar
[15] adds:
•
•
•
•
•
•

a positive effect on school success,
improving self-esteem,
performance in finding strengths and weaknesses,
supporting potential,
helping to overcome barriers,
stimulating curiosity,
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• using natural skills,
• reducing learning stress and
• overall satisfaction in the learning process.
The visual type translates the heard or read information
into images [16]. They can easily imagine or visualize
images, have imagination and thus realistically imagine
the ideal image of something that helps them to achieve
what they want more easily [17]. Non-verbal
communication is helpful in communication, as it is easier
for him to remember instructions or information, due to
facial expressions and body language [18]. The hearing
type filters the information received through listening and
remembers a lot by only hearing the lecture [16]. When
listening, they pay close attention to intonation, emphasis
of words, and speed of speech [18]. They are usually not
that good at writing [16], but non-verbal communication
can also be a problem [15]. They are extremely sensitive
to noise in the classroom [19]. Reading type is the most
traditional in terms of learning methods, as it is easiest to
learn by reading and writing [20]. Fleming [21] adds that
of all the styles, reading and visuals have the most
beautifully arranged notebooks. [22] say that the
kinesthetic type is the most active, intuitive and
perceptible. Othman and Amiruddin [14] explain that they
have more energy as a result of biological predisposition
because they are able to increase learning motivation
through physical activity. They can therefore be learning
passive in the classroom.
IV.

DISTANCE LEARNING METHODS ACCORDING
TO THE VARK MODEL

Students with a visual style can be approached by
teaching through PowerPoint presentations, thought
patterns, highlighted text, diagram, graph, and diagram
display [23]. However, since the mentioned visual
methods belong to the asynchronous form of
communication, the latter does not provide such feedback,
which is not an obstacle for students with a visual style, as
all that matters to them is that this content is as attractive
as possible.
Teachers can approach students with an auditory
perceptual style through video or audio conferences, audio
recordings, webinars, and chat rooms [24]. The form of
communication is synchronous if we choose audio or
video conferencing and chat rooms, where it is possible to
give immediate feedback, or asynchronous, when the
material is transmitted in the form of sound recordings.
The positive feature is that students can adjust the volume
themselves and thus adjust the sound to their needs.
Reading students are best at learning from a PDF or
Word document or text in any other format [25]. The
asynchronous form of communication does not offer
feedback, but it does not present an obstacle to students, as
it is important for them that the text itself is written as
clearly as possible.

The study VARK Learning Styles and Online
Education: Case Study [27] found a link between students'
perceptual styles and selected learning methods, that is a
PDF document, a recording of a lecture and a video
conference. They found that the auditory and visual type
of students prefer to choose video conferencing and
engage in discussions. The reading type prefers to select a
PDF document, while the kinesthetic ones chose all the
selected methods and were able to adapt the learning to
their schedule. They found that matching learning styles
and methods was not significantly related to learning
outcomes [27]. However, research Understanding
Learning Styles, Attitudes and Intentions in Using eLearning System: Evidence from Brunei [28] has found
that in entrepreneurship and economics students, the link
between learning style and methods and performance in
online education [28].
V.
RESEARCH AND ANALYSIS
The research is based on a random sample of 325 high
school students from Maribor. Students were classified
according to the year they attend. The structure of the
students is: 28.92% of first-year students, 30.46% of
second-year students, 23.69% of third-year students and
16.92% of fourth-year students.
The questionnaire consisted of 38 questions divided
into three sets. The first set referred to perceptual learning
styles according to the VARK method. This included a
scant 20 statements, which are divided into 4 categories of
VARK model perceptual learning style, that is visual,
auditory, reading and kinesthetic. Each of the categories
includes 5 statements. Students answered them based on
how they usually learn, with a five-point scale where a
score of 1 means almost never true and a score of 5 that the
statement is almost always true. The second set covers
questions about the forms of teaching chosen by professors
during the period of distance education. There are 12
questions in this set, and these are also divided into 4
categories of VARK model distance teaching methodes,
that are visual, auditory, reading-writing and kinesthetic.
Each category includes 3 questions, which students answer
with a five-point scale, in which statement 1 means almost
never true, and statement 5 almost always holds true. The
third set of the questionnaire included questions about the
performance of students in distance education in two
science and two social sciences subjects. Students
answered the questions with a five-point scale, in which
grade 1 means poorer success and statement 5 means better
success, compared to classical school education.
The Kruskal Wallis H-test shows an association
between the following parameters.

Kinesthetic methods include, for example, YouTube
case studies, demonstrations, experiential assignments,
and practical exercises [26]. There is asynchronous
communication that does not take place at the same time,
but it is crucial for students to be able to manage their time
and include physical activity during learning.
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TABLE I.

THE ASSOCIATION OF PERCEPTUAL LEARNING STYLES
WITH SCHOOL SUCCESS

Proposition / Learning style

Significant impact
Kruskaldf p
Wallis H

Subject

In the notes, I have important
words painted with a felt-tip pen
or colored ballpoint pen. / Visual
I can read graphs, diagrams. /
Visual
I like to take part in discussions.
/ Auditory
I learn by recording the material
and then listening to the
recordings. / Auditory
I learn quickly if I hear
instructions or sound recordings.
/ Auditory
I have nicely arranged
notebooks. / Reading
I am successful in writing essays
and reports. / Reading
When we are on an excursion, I
remember a lot. / Kinesthetic
When interpreting, I use my
hands to illustrate speech. /
Kinesthetic
I remember the material better if
I can empathize with it. /
Kinesthetic

Bio

10.884

4

0.028

Geo

10.324

3

0.016

Bio

11.163

4

0.025

Math

11.092

4

0.026

13.641

4

0.009

9.968
*9.833

4 0.041
*4 *0.041

Geo

11.449

4

0.022

Math

11.834

4

0.019

23.154
*11.155

4 0.000
*4 *0.025

10.199

4

SL
Bio
*SL

Bio
* SL
Geo

Distance education can be a challenge for both students
and teachers in the educational process. It depends on the
individual teacher whether he/she would turn the situation
into a problem, how he/she could approach the students
and provide them with the necessary individualization and
external motivation. Teacher may focus on the wide range
of tools offered by modern technology, thus enabling more
opportunity for students in distance education. Students
could be provided by learning styles that explore their
needs and more appropriate learning method.
The research found that all perceptual learning styles
affect performance in science and social science subjects,
and that only the motor form of distance learning affects
the performance of students in social science subjects.
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Abstract – Digital tools can be used in various interesting
and creative ways to deliver content and/or as a proxy for
open-ended students projects. However, they are all bound
by the limitations of physics. Augmented Reality paired with
gamification becomes a powerful tool for motivation and
engagement. It also unlocks the ability to create
multisensory learning experiences that go beyond the
limitations of traditional media. These experiences make the
teaching subject more tangible. Some of the experiences give
students the ability to launch the content at any place while
others need a trigger. In a few examples, the author will
show how these experiences can be created, using various
apps and tools based on trigger images, surface scanning, or
service location. Furthermore, these examples will
demonstrate curriculum-based integration possibilities and
also their impact on student engagement while in a remote
and non-remote teaching environment.
Keywords – augmented reality, engagement, gamification,
multisensory learning, remote teaching, scavenger hunt,
STEAM, ARKit, ARCore

I. INTRODUCTION
Virtual reality (VR) and augmented reality (AR)
technology are not exactly the latest, but they have not yet
become something that is familiar to everyone and used
on daily basis, such as mobile phones which are
constantly in our hands. Namely, the first relatively
functional system of its kind was invented back in 1990.
However, VR and AR technologies are still most
commonly associated with gaming and entertainment,
although they are also present at some much higher and
lesser-known levels, as described in [1].
Application in sciences like medicine, can facilitate
learning, diagnosis, and even save lives. The purpose of
museums is to introduce distant, ancient, or unknown
worlds to people (e.g. visit the Paris Louvre). VR/AR
technology shows excellent results in the treatment or as
an aid in post-traumatic stress, various phobias,
depression, and anxiety, but also in dealing with children
with autism. When you have to show someone what
something looks like, and that something doesn’t exist yet,
this technology is the only solution. For example, an
architect can thus show the idea of building a house in a
3D environment (as seen in [2]) and present the solution
more easily than drawing or just describing it.
AR technology allows us to see elements that do not
exist in real life through the application using the screen of
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a device, most often a mobile phone. These elements
expand the reality around us, but only if we look at it on a
screen.
Augmented reality changes the way we work, learn,
play and connect with the world around us. It’s the perfect
way to visualize anything that is otherwise difficult or
impossible to see.
Apple has the largest augmented reality platform in the
world, with hundreds of millions of compatible devices
and thousands of augmented reality applications in the
App Store. According to [3], other big global brands don’t
even plan new ways to promote without playing the
AR/VR card, and giants like Samsung or Facebook are
constantly looking for startups and investing into them to
contribute to new ideas for this concept. Being part of
something so exciting is imperative for them, but more
than anything they want to be the ones to lead the trends,
not just follow them.
Developers are tapping into advanced AR tools to
create more immersive and realistic AR experiences by
using ARCore or ARKit. ARCore is Android’s AR
framework, while ARKit is the same thing for Apple’s
iOS.
II.

USING AND CREATING AR CONTENT FOR
EDUCATIONAL PURPOSES

There is an extremely large number of different
applications, platforms, and providers on the market that
ensure the use of AR technology. It is possible without
any knowledge of technology or coding preferences to
study Tutankhamun's mummy, observe the physiognomy
of dinosaurs or the structure of molecules in just two
clicks in your classroom, living room, or backyard. One
such example is the application "Hrvatski Velikani",
which uses HRK banknotes as a trigger. When the
application is launched and focused on the banknote, it
comes to life and displays a brief 3D experience of the
Croatian famous person on the trigger banknote. So, we
have Stjepan Radić who utters his historical sentences, or
Mažuranić who reads the Bašćanska ploča (tablet).
Among the firsts books that also incorporated augmented
reality into its own design by placing relevant digital
content within the printed page using AR was [4].
In addition to these existing "take and use"
applications, which are becoming more and more
numerous every day, there are also those in which you can
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customize the content or create them from scratch and
even create your own treasure hunts. Some of them are
quite easy to use, some more complex, and some require a
higher level of coding. We distinguish them by the content
that can be used in creating experiences (2D assets, 3D
assets, video, animation…), but also by the fact that some
of them need a trigger. For some, it is necessary to have a
trigger image, picture and/or QR code. So regardless of its
location and space availability, scanning a particular
image triggers an experience. Some require scanning a flat
surface for displaying the experience, others are activated
by using location services. A more detailed classification
of VR/AR technology can be found in [5].
III. GOOGLE ARTS & CULTURE
Google, in collaboration with the Darwin State
Museum in Moscow and the Natural History Museum in
London, has added new functionality to its Arts & Culture
app for mobile, Android, and iOS devices - displaying
prehistoric creatures using augmented reality (AR)
technology. Thanks to this app, it is possible to host for a
moment the animals that ruled the Earth and its seas and
oceans hundreds of million years ago as shown in Fig. 1.
from the comfort of your own living room or yard. The
app uses surface tracking to place an object.
For example, Opabinia a creature that lived 500
million years ago and had five eyes, as well as
Amurosaurus, a duck-dinosaur that lived 72 million years
ago, are just two of many examples of extinct animals that
can be revived. Bird lovers can meet the Great Auk,
known as the original penguin that became extinct in
1844. Sea lovers can swim and study sharks, fish, crabs,
and other sea animals. All this can be very easily and
successfully integrated within the biology curriculum on
various levels. For space lovers and STEM, there is the
Apollo 11 command module and Neil Armstrong's A7-L
space suit worn by Armstrong when he landed on the
moon back in 1969. Thanks to Google and AR technology
you can even take a closer look at his space suit. In
addition to the above, through the Arts & Culture
application, it is also possible to view works of art by
Frida Kahlo (Self-Portrait), Gustav Klimt (The Kiss) and
other artists, which is a great asset for art teachers.
Everything you place in your environment with AR
technology can be captured as a photo or video. An
excellent application that finds its use in a variety of
teaching subjects.
What it lacks is the ability to adapt the content to your

own needs (another language, adding interaction,
arranging elements according to your own needs, etc.).
IV.

EYEJACK CREATOR AND APP

The EyeJack app is one of the easiest platforms to use
because it is essentially limited to adding a short video on
top of a trigger image. The application must be installed
on your computer. An audio upload is available to include
a voice-over or ambient sound. This extremely easy-to-use
application is primarily designed for the art sector. Its
purpose was to revive works of art. The teachers
recognized quite quickly the possibilities of this
application in their teaching. After creating a short gif or
video using simple tools like PowerPoint or Keynote, you
choose a trigger image and your textbooks, worksheets,
and even the classroom wall can "come to life". It does not
require a high level of digital literacy or coding and the
whole experience can be created in minutes. It can be used
to create an introduction to a particular content,
motivation before solving a problem difficult to model, or
just as a great tool for presenting information differently.
The disadvantage is that it only allows the usage of gif
formats or videos limited up to 30s. An example of how it
is used in cross-curricular approach combined with
cultural heritage to engage students in usual worksheet
type math problems delivered using immersive experience
can be found in [6]. The idea for this came from [7].
V.

ASSEMBLR AND ASSEMBLREDU

The Assemblr Studio is an app that you download onto
your computer. It can be used on a tablet but it’s not
convenient for mobile phones, due to the small screen
size. The 3D library is notable with animated objects and
many educational items to include in your class. The
platform is simple to use and it allows more
personalization than any of the other tools. But on the
other hand, it requires from users a certain knowledge of
vectors in 3D space. The free options are acceptable for
many classrooms, and the cost to upload a customized
trigger image (also called marker) is affordable. It is
possible to use your own images or videos, a large and
animated 3D object library while 3D objects can be
uploaded with a subscription. In addition to 3D assets, it is
possible to add text tags and any You Tube videos within
the scene itself without a time limit. In this way, short
descriptions of what the 3D object, text task, problem or
any other information is displayed, which is triggered by
clicking on the inserted tag or a screenshot of the inserted
video. Thus, it is possible to interact with the created
experience in augmented reality, which in fact makes such
an experience a mixed reality (MR) experience. Each
created experience or scene is triggered with the generated
QR-like code which is then followed by surface tracking.
All this allows users to easily create treasure hunts. The
user can create multiple scenes, distribute trigger codes in
the classroom, around the school, or simply distribute
them through available communication channels, so that
each scene contains a solution to a particular problem or
task that is sought to obtain a clue.

Figure 1. Ancient creature looking at the bulldog using Google Arts &
Culture
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VI. METAVERSE STUDIO AND APP
This dynamic tool allows users to create and
experience augmented-reality activities while learning
21st-century skills. There is a storyboard which can be
shared and where users can create quizzes, treasure hunts,
escape rooms. Unfortunately, it is not intended for average
users. Creators are required to have a relatively high
degree of logical thinking, as well as having basic
knowledge of coding. Blocks of different contents and
purposes (informative texts, multiple answer questions,
free keyboard entries that require checking the accuracy of
the entered text ...) are arranged in a meaningful whole
and linked together using IF-THEN algorithms, in a way
that the user of the experience has to click on a button or
type in the text which then takes them to the next scene
according to the correctness of the given answer. What is
extremely good about this app is the fact that it allows you
to get feedback from each student. If classes with student
lists are created within the studio, when they use the
experience, statistics can be seen for each of them
(number of correct answers from the first attempt, time of
use and other useful data). But a great aspect of it is that
there are certain blocks whose insertion allows students to
post uploaded photos (which can be a solution to a task,
project or just even a selfie) that are published on the socalled classroom wall. This enables the creation of
multisensory experiences, but at the same time it is a great
way for assessment and/or evaluation, either formative or
summative. A teacher can even challenge students to work
in teams to solve a riddle or puzzle or bring the magic of
virtual reality to the classroom by incorporating a 360degree video scene. Experiences are instantly shareable
via a unique link or a QR code (as shown in Fig. 2), sent
via email, embedded in web sites etc. A simple example
of how this app uses cats and maths to engage students in
practicing percentages, ratios, equations etc. can be
activated by scanning the QR code from Fig. 2. or
following the link in [8].
VII. SCAVENGAR AND SCAVENGAREDU
The AR technology behind this app eliminates the
trigger image and places objects in your space by surface
tracking. What makes this app unique among the available
AR applications is the complexity of the experiences that
can be created and the need to physically move between
the so-called checkpoints. The user goes through an AR
quiz, which is in the form of a scavenger hunt with
multiple choice questions. 3D elements are inserted
between these questions and they can be viewed and
studied from all angles. There are also hints popping out
in a textual form (Fig. 3).
The experience can be created for surface scanning

Figure 2. Sharing screen for AR experience created with Metaverse
studio
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Figure 3. Screenshots from Scavenger hunts using ScavengAR

activation or related to geolocation. Whichever way it is
activated by, the minimum space to successfully pass
through the hunt is 4x4m and it requires physical
movement. Questions, hints and objects pop up in front of
you, but in order to see and/or solve them, you have to get
to them and "collect" them. There are a large number of
already created hunts from different scientific fields that
can be simply used. No special skills are needed, just the
app and one-click to share the link to an experience. Thus,
students can be educated about plastic pollution in oceans
and collect the most common water pollutants, walk
through space and study the planets in the solar system
(Fig. 3), capture a particular species of vertebrates and
learn about their characteristics, or just learn about the
historical significance of an event or place. All this is
possible to edit and modify according to personal needs
and desires. It is also possible to create your own
scavenger hunt on a topic of your choice with your own
content and questions. The main disadvantage is that the
app runs using ARKit – only used on iOS devices. It
automatically eliminates the possibility of using it in a
diverse classroom with BYOD (bring your own device).
This significantly reduces the possibility of its use. But
since there are always several students in each class who
own iOS device, it can be then used successfully for group
work.
VIII. CONCLUSION
All participants included in the learning process can
benefit from multisensory lessons. It is more likely that
the information will retain, if students learn something by
using more than one sense. The engaging activities result
in a better memory of the skill.
Using multiple senses gives all students more ways to
connect with what they’re learning and an opportunity for
teachers to teach with and for creativity.
Through carefully planned activities, users can
collaborate to solve problems, find items on scavenger
hunts, review content and create unique experiences to
share with the community. With unlimited possibilities for
creating experiences and new apps with new features
being added continuously, teachers willing to spend the
time can design or empower students to create activities
that teach a variety of skills.
In a few years, AR will with certainty become
something that is used on a daily basis. Virtual and
augmented reality technologies will benefit all sectors by
creating more efficient processes, advancing training and
providing new ways to collaborate and work together.
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Abstract - We use text mining as a part of formative
assessment in one generation of the first year undergraduate
students enrolle d in our Statistics course. Practical lab
exercises were done in R and RStudio. During the semester,
students wrote weekly assignments. There were 11
assignments. Assignments were prepared in Rmarkdown,
and students added necessary code and text to the
Rmarkdown document, knitted the document and submitted
the generated html files. We wanted to identify students
whose submissions were not substantially different from the
assignment (substandard work) and groups of students who
submitted similar texts (possible collusion or plagiarism).
Additionally, we wanted to compare results of text mining
with students’ final grades.
Text analyses were done in R using packages XML,
RCurl, RWeka and tm. A document term matrix was created
with trigrams. For each assignment, distance between
submitted texts was calculated as the Euclidian distance.
Hierarchical cluster analysis with complete linkage was used
to identify similarities between students’ assignments. The
initial assignment was included for comparison. Clusters of
assignments with very small inter assignment distances
pointed to similarities of assignments. Students whose work
was most distant from others were found to be either
excellent, or failing students.
Keywords - Text mining; Hierarchical cluster analysis;
Learning analytics; Assignments evaluation

I.
INTRODUCTION
Use of computers for grading essays is not a recent
development. As a matter of fact it goes back to 1960’s,
more than 50 years ago [1]. These early attempts were
based on statistical properties of text such as length of
sentences and words, frequency of parts of speech etc. and
still achieved reliability similar to human graders. FerreiraMello et al [2] review the current state of educational text
mining. They found that text classification and clustering
and natural language processing were the most frequent
methodological approaches in educational text mining. The
most important educational data sources were forums,
online assignments and essays, as well as chats, documents
and social networks, and the most popular uses were
evaluation, student support and analytics.
Amigud et al [3] used natural language processing and
majority voting, based on support vector classification,
multinomial naïve Bayes, and decision tree classifier, to
identify students who wrote a submitted report, based on
the whole portfolio of their previously generated content.
They report achieving a 93% accuracy in mapping studentproduced content. Akçapinar [4] used term frequency –
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inverse document frequency and cosine similarity to
identify plagiarism in reflective writing. He compared
frequency of plagiarism before and after students were
provided with feedback on plagiarism detection, and found
that frequency of plagiarism reduced after the feedback.
Similar approach to text analysis was used by Arianti et al
[5] to automatically assess essays with accuracy reported at
97%. Lemantana et al [6] use similar approach to combine
essay grading and plagiarism detection by calculating
similarity of student essays with answer keys on the one
hand, and other students’ essays on the other. Brkić Bakarić
et al [7] used word frequency counts, text classification and
contrastive analysis on students’ reflective reports. They
find that the most successful students are more focused on
the assignment itself, while less successful ones delve more
into finding ways for solving problems. They did not,
however, achieve reasonably useful classification accuracy.
Some authors propose adding semantic features to
automatic essay grading systems, and show that
semantically enhanced grading systems perform better than
existing systems [8], [9].
Most of the cited educational text mining applications
relied on large quantities of student-produced content, from
MOOCs, university level data, or national testing.
Unfortunately, recent more complex tools are not fitting for
analyzing smaller volumes of textual content, such as those
generated in small classes. New natural language
processing algorithms are usually developed for English
language, and availability of tools for languages with
smaller speaker bases is scarce.
Research reported here was conducted on data from
undergraduate introductory statistics course enrolling
around 50 students each year. Students perform data
analysis and write reports in Rmarkdown on weekly basis.
Overall, they submit more than 500 reports each year.
Students are obliged to submit all reports in order to
approach the examination. We encourage students to
collaborate on data analysis, but emphasize that
interpretative text in their reports should be their own
original work. Due to large volume, during the semester
only two randomly chosen assignments are graded. We
decided to use text mining to support early feedback and
detection of students who are at risk of failing the course.
The problem that we identified was that some students
submitted meager reports, barely meeting or not meeting
expectations, while others collaborated in report writing.
We also expected that students submitting similar texts
would have lower final grades, thus early identification of
these students could help improve course pass rate.
Therefore, objectives of this research were:
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to identify students who have done substandard
work on an assignment



to identify students who have submitted similar
assignments



to explore association between students’ final
grades and the proximity of their assignments to
work of other students.

The paper is organized as follows. Section II presents
the data and methods used in the paper. Section III is
devoted to presenting results of text mining and
hierarchical cluster analysis, in Section IV we discuss the
results and finally state our conclusions and share our
thoughts for future work in Section V.
II.

MATERIALS

AND METHODS

A. Data
Participants in this study were 49 students enrolled in
an undergraduate introductory course in statistics during
their first year of study. Weekly exercises comprised
assignments in Rmarkdown. Students were expected to
download assignments and data from the learning
management system (LMS), fill in necessary code, and
interpret the results. Final reports in Rmd and html format
were submitted in the LMS for grading.
B. Methods
Data analysis was done in R and RStudio [10], [11].
Text was extracted from html files using XML
package[12]. Packages RCurl[13], RWeka[14], [15], and
tm[16] were used for text mining. Hierarchical cluster
analysis was performed using the function hclust, and
dendrograms and tanglegrams were created in package
dendextend[17].
Texts of the unsolved assignments were included in the
analysis. Standard preparation of the text comprised
removal of special characters, transforming all letters to
lowercase, removing digits and punctuation, as well as
Croatian stop words and extra white spaces. We did not use
stemming, as we were interested in detecting use of the
same phrases, and not the frequency of words. We used
ngram tokenization, where ngrams consisted of three to five
consecutive words. After tokenization, a document term
matrix was created. Distances between submitted students’
reports were calculated as Euclidian distances between
vectors of ngram frequencies. Hierarchical cluster analysis
using complete linkage was performed to identify clusters
of similar students’ reports. We decided to use complete
linkage because distance between clusters with complete
linkage represent maximal distance between any two
members of the cluster, i.e. in our case maximal distance
between students’ reports. Thus, levels at which clusters
join can be directly linked to the initial distance matrix.
Common methods for detecting number of clusters in
hierarchical cluster analyses were not appropriate for this
analysis, because we do not expect to have a small number
of homogeneous clusters. On the contrary, we were
interested in finding clusters that are formed by very similar
reports. In order to choose thresholds for such clusters, for
each pair of students we computed number of ngrams used
by the first student that do not appear in the second
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student’s report. For each assignment and student, we
computed median of the number of unique ngrams in
comparison to all other students. From these medians we
removed those that were equal 0 (i.e. belonging to students
that had no unique ngrams in their reports). For each
assignment, we computed square root of the minimal
median across all students who had some unique content in
their reports. This number was used as a threshold for
identifying clusters of reports that were similar to each
other.
Results of hierarchical cluster analyses were visualized
as dendrograms, with a red line representing the threshold.
Nodes for students were colored. Nodes color intensity
represents the final grade (higher grades equal darker
color). Students who have submitted substandard work
were identified by belonging to the same cluster as the text
of the unsolved assignment. Student who have submitted
similar reports were identified by belonging to the same
cluster.
In order to identify groups of students possibly working
together during the semester, we created tanglegrams
between all pairs of assignments.
III. RESULTS
Number of ngrams per assignment varied between 8915
and 30858, with mean of 16637, and median 14008. For
illustration, on the last assignment number of unique
ngrams from all pairwise comparisons between students
ranged between 15 and 2320.
Figure 1 presents an example of a dendrogram resulting
from the hierarchical cluster analysis. For this assignment,
the threshold was set at 8.7. Three clusters were identified.
Two clusters included only students – representing groups
of students with difference between reports below the
threshold. One cluster included the original unsolved
assignment, indicating that contribution of students in this
cluster was minimal. The intensity of color of students’
identifiers indicates that students in these clusters had low
final course grades. Students with higher final course
grades fall into two groups. Some of them are positioned
away from the other students, while others appear as a
single darker node in a group of students with lower grades,
whose reports may be different enough to exceed the
threshold.
In order to identify groups of students who are
repeatedly members of a same cluster, we created
tanglegrams for each pair of assignments. Figure 2 presents
one such tanglegram between assignments 6 and 11.
Tanglegrams compare structures of two dendrograms with
equal nodes, and identify their common subtrees. Lines
connect the same node in the two dendrograms. Grey lines
indicate nodes belonging to different subtrees, and colored
lines indicate nodes belonging to common subtrees. The
presented tanglegram identifies three common subtrees.
Only one of these subtrees also meets our threshold
criterion for a cluster.
While tanglegrams enable automatic identification of
potential repeating clusters, the fact that they seek common
structures limits their usefulness, because three or more
students in a cluster could connect in different orders, and
would thus not belong to a common subtree. Therefore, for
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Figure 1

Dendrogram for assignment 6

each assignment, we extracted clusters defined by the
thresholds, and for each student, we counted the number of
assignments in which he or she belonged to a cluster. Figure
3 presents distributions of final grades by the number of
clusters in which a student appeared. As expected, students
who do not appear in any clusters or appear in few clusters
have higher average grades than students who appear in
many clusters. However, the fact that a student does not
appear in any clusters by itself does not signify better
grades. Students who have written a lot of unique text in

their reports would differ from other students, disregarding
the quality of their work.
IV. DISCUSSION
Our results show that even with “small data” it is
possible to use simple text mining methods to inform
teachers about quality of students’ reports. Unlike [3], [4],
[7]–[9], we chose not to use stemming, because we were
interested in detecting common phrases, and not word
frequencies. That is also why we used word ngrams with

Figure 2 Comparison of dendrograms for assignment 6 and assignment 11
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Abstract – The integration of Virtual Reality (VR) in
education has shown positive results on learners’
engagement and outcomes. Nonetheless, such studies are
usually conducted in controlled laboratory environments
which have been set up to provide optimal experiences. Even
though the outcomes of these works provide useful insights,
they also raise serious questions about their validity and
applicability in the actual classroom context. Under this
consideration, we performed an empirical study in which
the potential of an affordable mobile-VR solution was
explored in the context of a Biology course (upper secondary
education). The experiment lasted for three weeks during
which different topics were explored and investigated.
Participants’ (n=35) perception toward VR and knowledge
advancement were monitored during the whole course of the
study with the key findings suggesting that mobile-VR can
provide an affordable yet diverse learning experience. In
this work we highlight the benefits as well as the
limitations/shortcomings of this method on the basis of
which we provide researchers, educators, and (educational)
developers recommendations related to the benefits and
shortcomings of this approach. Finally, considering the
current circumstances and the ‘new norms’ (i.e., remote
teaching) exploring the potential of this method in distance
learning contexts is highly advisable.
Keywords – Biology Education, Mobile Learning, Virtual
Reality, STEM Education, Learning Analytics

I.

INTRODUCTION

Virtual Reality (VR) is an emerging technology field
that has advanced tremendously within the past decades.
Thanks to this vast evolution, a number of diverse and
multivariate solutions have emerged with the promise to
cover both the recreational and the professional demands
of the modern society. However, beyond the commercial
sector, the potential of this technology to promote
empathy and increase motivation has also attracted
educational researchers’ interest as recent systematic
reviews [1-2] and meta-analysis demonstrate [3-4].
Nevertheless, the integration of VR in the educational
context cannot yet be considered as ‘common-practice’
due to the significantly high cost of the equipment (e.g.,
high-end computers, Head-Mounted Displays, motiontracking controllers) or the demanding integration
procedures (e.g., physical space configuration, hardware
equipment deployment). This is also why relevant
research studies are usually being performed under
controlled conditions (e.g., laboratories) [5-6] instead of
the actual classroom context [7-8].
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A proposed solution to counter the aforementioned
obstacles is identified in the so-called low-end immersive
VR solutions which are accessible and affordable,
especially when accounting the needs of large cohorts [9].
Motivated by this recommendation, we explored the
potential of mobile-VR with particular focus on learners’
experience and knowledge acquisition.
II.
VIRTUAL REALITY IN EDUCATION
According to [10], there is no best approach that
educators should follow, as there are many factors to
consider (e.g., context, students, instructional stage), while
each case is unique. Ever since this statement, many
efforts have been made to aid the traditional teaching-andlearning approaches, while—during the past decades—
they were adjusted, altered and enhanced to address
matters related to e-Learning (e.g., Learning Management
Systems, Intelligent Tutoring Systems, MOOCs).
The immersive nature of VR was initially considered
to be particularly useful in distance learning contexts [11]
yet, the growing interest toward this technology as well as
the demanding nature of STEM (Science, Technology,
Engineering, Mathematics) education led to the formation
of a new educational paradigm in which VR was
introduced as an alternative method to conduct ‘hands-on’
experimental activities [12]. According to [13], despite the
rapid application of this approach, students may resist
unconventional educational methods if they feel that they
do not align with their notions of education. This concern
is further validated after considering the contradictory, if
not inconsistent, nature of the results that VR educational
researchers report.
For instance, the study that [14] conducted highlighted
the added-value of VR on both the learning outcomes and
the degree of satisfaction that Engineering students
experienced. In addition, participating students
demonstrated increased self-confidence, when required to
undertake the respective steps in the real-world context.
Nonetheless, the necessity to use a computer mouse to
control the 3D machineries was reported as a significant
obstacle and one of the main reasons which degraded the
intuitiveness of this intervention. On the other hand, [15]
compared the effectiveness of desktop-VR to that of the
conventional approach (booklets) but no significant
differences were identified on participants’ knowledge
gains. To this end, a notable observation was made with
regard to the degree of interaction and engagement that
the VR group demonstrated, during the conduct of the
intervention, with the learning material.
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The study that [16] performed compared one of the
most traditional teaching methods (presentation held by
the instructor) to immersive VR. The main hypothesis
speculated that the use of an alternative instructional
approach would aid military personnel’s motivation and
thus, performance. The findings of this work validated the
proposed hypothesis and further highlighted the crucial
role that instructors’ presence played in the training
process. The added-value of VR on the aforementioned
topics is also confirmed in the study conducted by [17]
while the authors also suggest that VR educational
solutions should be utilised only as a complementary tool
to enhance the learning context and not as a replacement
of the traditional approach.
Alhalabi [18] compared different VR settings (CAVE,
Head-Mounted Display–HMD) against the conventional
didactic approach and found that the students which have
been utilising the HMD solution outperformed all the
other cohorts. Interestingly, the student cohort which
followed the traditional learning approach demonstrated
the weakest performance across all. The authors linked
these outcomes to the advantages that HMD brings on
concentration and attention. In the same vein, [19]
explored how the technical characteristics of different VR
setups (desktop, HMD, room-based) affect learning
outcomes. The authors concluded that the high degree of
presence that the learners experienced when using the
HMD setup impacted positively the levels of enjoyment
and thus, their motivation to engage with the educational
activities. Moreover, the degree of freedom that such
devices inherently offer enabled participants to develop
greater levels of autonomy and thus, facilitated the
attainment of their learning goals and objectives.
Considering the presented conclusions and
recommendations, the following observations (Ox) are
made:

III.

MATERIALS AND METHODS

A. Research Context
The study was performed in the context of a threeweek Technology-Enhanced Learning intervention
dedicated to an introductory Biology course. The chosen
upper-secondary school specialises in subjects related to
Sciences and thus, the entrance requirements are
considerably higher when compared to non-disciplineoriented institutions. Under this consideration, it can be
assumed that the selected cohort had an inherently
increased interest (intrinsic motivation) toward this subject
area and a solid educational background.
The Biology course, in which this intervention was
deployed, was part of the mandatory subjects that students
had to undertake. Even though participation to the study
was voluntary, students were offered a compensation for
their time (course credits) by elevating the need to
complete the respective homework. Therein, a positive
boost on their extrinsic motivation can also be speculated.
B. The Intervention
For the conduct of this case study participating
students were provided with a low-cost (portable) VR
solution1 designed and developed with cross-compatibility
standards (iOS/Android smartphones) in mind. This
ensured equal opportunities for inclusion across all the
students who expressed interest to participate in the study.
The topics’ selection was discussed and agreed with
the Biology class teacher prior to the conduct of the
intervention. Accordingly, the VR content was prepared in
accordance to the curriculum’s learning objectives and
matched against the respective assessment criteria. The
following topics (Fig. 1) were covered during the conduct
of this intervention: (a) Class #1: Cells, (b) Class #2:
Genes, and (c) Class #3: Evolution.

O1. VR-supported instruction can increase learners’
motivation, self-confidence, and satisfaction. Therefore, a
positive impact on learners’ knowledge advancement and
achievements can be expected.
O2. The degree of immersion that learners develop
contributes directly to the aforementioned outcomes
while, across the spectrum of the high-end immersive
technologies, the camera-tracked HMD setups are
considered to be the most optimal solution.
Based on these observations, the following working
hypotheses (Hx) were developed:
H1. The integration of VR in the physical classroom
context will impact equally positively learners’ experience
(i.e., motivation, engagement, satisfaction) as in the case
of the laboratory-based interventions.
H2. The use of low-end (cost effective) VR equipment
will affect the development of immersion negatively but
the impact on the learning outcomes/achievements will
still be positive.
H3. The experiential nature of VR will influence
positively students’ interest in Biology and attitude toward
the integration of this technology in education.

Figure 1. Snapshots of the VR content.

In order to accommodate the initial burden (e.g.,
equipment setup, orientation) a more considerate approach
was employed during the first-class requiring students to
perform less actions and thus, complete less assignments.
Nonetheless, in the second and third class the number of
tasks was increased and so did the assignments (exercises)
that students had to complete.
1
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C. Data Collection and Analysis
In the wider context of this study, an effort to
investigate the perceptions that Finnish teachers and
students have toward immersive technologies, was made.
In greater detail, a school-wide survey was distributed to
all the teachers and students aiming at eliciting
information related to their past experiences with MixedReality (MR) tools and interest in integrating such
solutions in practice. To avoid accessibility issues,
anonymised responses were gathered via Google Forms.
For the investigation of the presented hypotheses, the
single-case research approach was employed [20]. The
primary data collection included information originating
from self-reported surveys based on the Likert Scale (1:
Strongly Disagree – 5 Strongly Agree) and open-ended
questions as well as interactive assessments (course
related). For the primary data collection, the digital
learning platform ‘ViLLE’ was deployed [21]. The
platform offers a wide range of diverse instructional
features such as tutorial-based learning, interactive
exercises, and Learning Analytics (LA) [22]. In the
present case study, the tool was utilised as an add-on, via
which participants undertook the evaluation assessments,
in real-time, and provided responses to the user experience
surveys. The gathered data (e.g., performance scores,
engagement time, survey responses) were analysed using
the R software for statistical computing (v 4.0.3) in which
descriptive statistics and Multiple Regression Analysis
were performed for the identification of the correlations
between the variables and the determination of the
strength of the relationships.
For the conduct of this study, ethical approval was
granted to the research group from the university ethics
committee and the school principal. Students who agreed
to participate in the experiment were informed—in both
written and verbal form—about the nature of the study as
well as about the possible side effects which have been
linked to the use of HMD and alike accessories. All the
participants and their guardians countersigned a consent
form prior to the conduct of the intervention.
IV.

FINDINGS

A. Pre-Intervention
A total of 27 teachers and 322 students participated in
the school-wide survey. The findings of this study
revealed that participating teachers are well-informed
about the features and the potential of immersive
technologies. In fact, the vast majority (85.19%) has
utilised, at least once, a tool emerging from the respective
spectrum be it for recreational or educational purposes. On
the other hand, participating students were less acquainted
with such technologies as slightly more than half
(61.18%) reported to have some sort of experience with
such technologies. Regardless of their past experiences,
both parties expressed positive attitude toward the
integration of MR in education while, 7 out of 10
maintained positive stance toward this intervention.
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B. Intervention
The final sample of the case study consisted of 35 (25
females) students aged between 16 to 19 years old. More
than half of them (62.86%) reported to have had past
experiences with VR thus, allowing us to confidently rule
out the novelty effect. In addition, this can be further
correlated to the positive stance that participants
maintained toward the statement which examined the
integration of VR in the educational context (μ=4.03).
Prior to the conduct of the intervention the research
team performed different usability tests related to the
quality of the VR content and the compatibility of the VR
googles on different devices (iOS, Android). However,
during the initiation of the experiment, a couple of
students reported that their device was either incompatible
or unable to render the VR content. As there were no
additional devices available, those students had to be
excluded from the experiment.
•

Class #1: Cells

Students’ performance in the first class exceeded the
initial expectations both with regard to the completion rate
of the given tasks (97.60%) and in terms of completion
time (12 minutes and 47 seconds). Despite the positive
outcomes in the learning performance, the overall comfort
level (μ=3.5) and the perceived learning experience
(μ=3.59) were both rated as ‘average’.
These inconclusive and possibly contradictory
outcomes align to the rather diverse responses that
participants provided in the open-ended questions. In
greater detail, on the positive side, participants highlighted
the added-value of this approach in the classroom context
with particular emphasis on the impact it had on their
interest, motivation, and attention to detail. On the
negative end, the development of headache symptoms that
a small portion (8.57%) of them reported as well as the
language of the VR content (English), which acted as a
barrier (17.14%) toward the development of their
understanding, impacted negatively the perceived
usefulness of the VR application and thus, the overall
experience. Interestingly, the fact that nearly one in three
students (29.41%) had cracked phone screens had no
impact on any of the aforementioned topics.
•

Class #2: Genes

During the first class it was observed that not all the
students used the VR googles while interacting with the
VR content. In order to investigate this decision further,
an additional item was added to the post-session survey
examining the use of the VR accessories and their impact
on the learning experience. The otherwise anecdotal
observation was validated with 6 out of 10 students
confirming to have been using the VR glasses during the
whole course of the study. This result is further justified
after considering the rather low ratings that students
reported on the degree of experienced comfort (μ=2.58) or
the concentration levels (μ=2.94).
As students were acquainted with the experimental
procedures and the VR tool, it was deemed reasonable to
increase the number of exercises so as to compare their
performance and outcomes to the previous class. Even
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though the number of tasks and questions was doubled up,
the average completion time was increased by almost
three times (30 minutes and 42 seconds) while the
completion rate dropped (91.29%). The decrease in
students’ performance was further linked to the drop on
the rating related to the perceived learning experience
(μ=3.13) and concentration levels (μ=2.94).
As in the Cells class, a small portion of students
(8.57%) reported discomfort symptoms though the
number of participants who raised the language barrier
issue was considerably greater (37.14%). Nevertheless,
the use of the VR application to explore such complicated
topic was connected with a positive sign as it enabled
students to deconstruct and internalise specific elements of
the subject under investigation.
•

Class #3: Evolution

Despite the small increase in the number of students (7
out 10) who undertook the VR experience using the
provided googles, the negative feedback with regard to the
side effects (discomfort) was decreased (2.86%) without,
however, affecting significantly the average comfort level
(μ=3.25) or their ability to concentrate (μ=3.25).
As in the second class, the number of tasks that
students had to perform was increased. However, this
action impacted students’ motivation in a negative way, as
seen from the radical performance drop on the completion
rates (71.26%) and the increase in the assignment
completion time (51 minutes and 56 seconds). In order to
accommodate the timetabling restrictions students were
advised to complete the remaining tasks as homework.
Regardless of the aforementioned outcomes, the
number of students (5.71%) who reported difficulty in
understanding the learning content (language barrier) was
considerably less whilst, the key themes that emerged
from the open-ended responses were evenly spread, with a
greater (positive) intensity over the quality of the learning
content. In any case, the VR equipment was critiqued,
once again, with the students recommending the adoption
of better-quality lenses.

18.60%). Likewise, the VR intervention increased their
interest toward the examined Biology subjects (+0.73%)
but not all of them (-5.72%) would consider undertaking
advanced Biology courses in the future.
Concerning the open-ended questions, those who
maintained a positive stance (42.86%) toward the VRsupported approach reported increased levels of
enjoyment and high levels of engagement; thanks to the
vividness of graphics and the rich ‘game-like’ experience.
On the other hand, those who expressed a negative
opinion (57.14%) highlighted the language barrier and the
discomfort that the VR equipment added to the process.
The latter is further justified after considering that only a
few participants (8.57%) utilised the VR lenses for
purposes non-related to the provided schoolwork.
D. Summary
As with every didactic method, students’ past
experiences, personal preferences, and preconceptions
affect greatly the acceptance of alternative educational
approaches. This was also confirmed from the findings of
this work (Table I).
TABLE I. OVERVIEW OF THE KEY FINDINGS
Measurement
(mean, percent)
Experience
VR

Participants demonstrated equally high learning
performance (completion rates) in the knowledge
retention test for both the Cells and the Evolution
assignments but underperformed in the Genes. This
outcome comes without a surprise after considering the
already poor performance that students demonstrated in
the latter topic.
The changes identified in students’ attitude,
perception, and interest about VR and Biology were
varied and diverse. In greater detail, their awareness
toward VR was increased by 26.62% though they became
less interested in using this technology, be it for
recreational purposes (-10.78%) or educational ones (-
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PostIntervention

3.23

4.09

Interest

VR

3.43

3.06

Interest

Biology

4.06

3.06

Intervention
Measurement

Class #1

Class #2

Class #3

Experience

VR

3.5

2.58

3.25

Interest

VR

3.59

3.13

3.39

Engagement

VR

-

2.94

3.25

Performance

Biology

97.60%

91.29%

71.26%

Retention

Biology

88.57%

59.29%

88.57%

VR

Setup,
Language,
Discomfort

Language,
Discomfort

Language,
Discomfort

Issues

C. Post-Intervention
Both the retention test and the conclusive survey took
place at the end of the intervention aiming to highlight the
positive and the negative effects that the integration of VR
in the classroom context brought as well as the strengths
and the weaknesses of the present intervention in Biology.

PreIntervention

Students’ feelings and attitude toward the proposed
intervention were mixed as it generated both positive (e.g.,
enjoyment, excitement, satisfaction) and negative (e.g.,
frustration, dissatisfaction) comments. The difficulty of
particular topics as well as the increase in the number of
tasks impacted students’ motivation and interest and that
affected further their performance. Nevertheless, such
outcome raises concerns about the potential of VR in
supporting or, in this case, replacing the traditional and /or
digital learning practices.
Even though participants’ initial perception and
interest toward (educational) VR was positive, a gradual
decrease was observed over the course of the time. This
can be mainly attributed to the following factors: (a) the
quality of experience that the cost-effective lenses
provided, and (b) the language barrier formed due to the
fact that the learning content was provided in a foreign
language. These outcomes flag the need for additional
research both with regard to the wider adoption of this
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technology in the classroom and toward the readiness of
(high-school) students to act as independent learners in
cases where the provided information is not readily
available in their mother tongue.
V.

DISCUSSION

In this study a research direction is drawn where
immersive technologies integrated, explored, and
evaluated in the context where teaching and learning
practices take place by definition. Below we provide
answers to the proposed hypotheses, implications for
practice, and future work recommendations.
A. Hypotheses’ examination
The first hypothesis assumed that learners’ experience
will be equally positive as in the case of the laboratorybased studies [6, 15, 19]. In this experiment, students rated
the overall experience as moderate. This outcome can be
justified after considering the health-related symptoms
(e.g., headache, eye ache) that have been reported in every
class or the high concentration of negative feedback that
has been received with regard to the language barrier (VR
content). Therein, this hypothesis cannot be validated or
rejected.
The second hypothesis was built on the results that
[18] reported after accounting the different degrees of
immersion that learners developed when utilising diverse
VR solutions and their impact on the learning
outcomes/achievements. Based on participants’ overall
performance (i.e., class-specific and knowledge retention
assessments), it can be concluded that low-immersive
solutions can support equally well the attainment of the
educational objectives and thus, promote the achievement
of the expected learning outcomes. Exception to these
consists the Genes class in which students demonstrated
poor performance. Nonetheless, a possible explanation to
this result can be drawn from the open-ended questions as
students considered this subject to be exceptionally
difficult to grasp while further mentioning that the
assignments’ tasks had non-gradual difficulty variability.
Therefore, this hypothesis is validated and confirmed.
The final hypothesis assumed that the provided
‘hands-on’ educational experience would increase
students’ interest in Biology and affect in a positive way
their perception toward the integration of VR in the
educational context. Even though students’ interest in the
present Biology course was marginally increased (subject
to statistical significance uncertainty), their greater interest
in the field was not affected. Moreover, the increased
awareness that participants developed with regard to the
potential and capacity that (low-immersive) VR has,
impacted their interest in this technology but not their
perception toward the integration of Mixed-Reality in the
educational context. Therein, this hypothesis is disproven
and rejected.
Finally, an observation which cannot be explained
from the gathered primary data, but compliments all the
aforementioned results, concerns participants’ decision to
not utilise the provided hardware equipment—for matters
non-related to the Biology course—outside the classroom
context. Although many possible explanations can be
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accounted to justify participants’ stance, future studies
should consider the exploration of this direction—both
from the user experience and the educational
perspective—especially now that teaching-and-learning
practices take place (primarily) in remote settings.
VI.

LIMITATIONS OF THE STUDY

As with every research study, the issues or obstacles
that emerged set the boundaries of this work and provide
recommendation for future research and investigation.
Experiment setup: Researchers exploring the potential
of immersive technologies are usually recruiting and
(randomly) assigning participants in different conditions
(i.e., control/treatment group). This approach was
considered initially but disregarded after receiving the
final count of students who expressed interest in
participating in the study. The main reason which led to
this decision was the principal objective of this study
concerning the evaluation of mobile-VR in the classroom
context without altering any of the otherwise ‘normal’
conditions (such as, average classroom sample size).
Future studies should prioritise the evaluation of this
technology in the real classroom setting and, where
possible, further compare its added-value across different
settings.
Course: Participants’ knowledge in the introduced
subjects was not examined prior to the conduct of the
intervention. However, given the frequent and systematic
evaluation approach that was followed in this case study,
it was considered unnecessary to include an additional
(preliminary) assignment in respect to students’ overall
load. In either case we can confirm that none of these
subjects has been taught, in the formal school context,
prior to the conduct of this intervention.
Hardware: Despite the efforts made to identify and
prevent compatibility issues (i.e., minimum requirements,
cross-platform support), a couple of students were not able
to participate. Although this reflects the actual conditions
of the real classroom, the research team agreed in
retrospect that compatible mobile devices could have been
provided to those students in return to their good will to
support the conduct of this intervention.
Content: Even though one would expect that
secondary school students are fairly acquainted with the
English language; this was not the case in the present
study. The dissemination of the learning content in a
foreign language added unnecessary difficulty, prolonged
the completion of the assignments, and demotivated
students from achieving their fullest potential. Therein,
future studies should consider carefully this limitation and
possibly provide the learning content in a hybrid form.
VII. CONCLUSION & IMPLICATIONS
Overall, the present work offers a small step in
evaluating the educational potential of low-cost mobileVR for improving student learning. Our findings provide
insights related to the potential of mobile-VR to facilitate
learning suggesting that the answer depends on the type of
knowledge in question. If the content to be learned is
factual, mobile-VR may impede learning. Contrary, if the
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material to be learned is conceptual, mobile-VR may be
worthwhile. In addition, it provides insights for the idea
that ‘liking’ is not necessarily translated to ‘learning’ and
thus, the affordances of VR in learning should be
considered both while designing the learning content and
when integrating it in the school context.
Regardless of the chosen technology, the role of
teacher is to create opportunities for learning rather than
disseminate ready-made knowledge. Hence, educators’
interest in Technology Enhanced Learning is the first
factor that should be considered, as far as the integration
of educational technology in the school context is
concerned. To this end, adequate training and technical
support are both essential, especially when the subjectknowledge area of the prospect teacher is not aligned to
the field of technology.
Integrating tools like VR for educational practices can
inherently influence learners’ motivation and increase
engagement. However, researchers and instructional
designers who explore the potential of immersive
technologies as an alternative didactic approach or
teaching aid should consider carefully the instructional
strategy and pay particular attention on the design of the
instructional elements (e.g., course structure, evaluation
method) in order to enable learners achieve their fullest
potential and maximise the learning gains.
Technologists and developers specialising in the field
of immersive technologies naturally lack the conceptual
foundations related to the subject under investigation or
even the theoretical knowledge required to design
instructional interventions. As a result, the focus is
primarily placed on the graphical fidelity of the content—
which should be an added bonus—and not on the main
purpose for which this content is being prepared.
Therefore, the quality and the compatibility of the
proposed tool should be examined extensively and from
different perspectives prior to the conduct of the actual
intervention.
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Abstract - COVID-19 has taken the whole of human
society by surprise, unprepared for a pandemic on such a
large scale. Different restrictions have affected all areas of
our lives. While the business sector has been able to respond
relatively flexibly to these changes, changes in education are
still relatively slow. Despite the first wave of the pandemic,
when we stayed at home from the bottom up and often
improvised, the second wave of pandemic surprised the
education sector again more-less unprepared. As part of this
paper, we will focus on a brief overview of the challenges of
education migration to online space and following we
analyze the current situation at our faculty at the time,
when we are forced to be really online. Following we try to
identify the most critical factors that affect online education
at our faculty itself and the quality of knowledge transfer
from the universities to the students.
Keywords - COVID-19 pandemic, e-Learning, knowledge
transfer

I.

INTRODUCTION

COVID-19 astonished the human population
absolutely unprepared. This period showed that the
business sector can react relatively quickly to everchanging restrictions and government regulations. The
slower reaction of the education sector (especially the
public education) were caused by its handicap – the direct
link and dependence on decisions and restrictions set by
the ministry. Every change must be decided and approved
by the Ministry of Education, Science, Research and Sport
of Slovak Republic (MINEDU), which needs wait for the
government. Afterwards, it is necessary to design and
distribute all information and documents, etc. Nowadays,
in rapidly changing time, this process takes a long time
and therefore the application of the decision in practice,
with all the efforts involved, is a matter not of several
days, but weeks. This disadvantage rose in the time of the
ongoing pandemic when the statistics of increasing
diseases and deaths change from day to day and on their
basis, there is a continuous closure, resp. opening of
educational institutions [16].
At the time of the first lockdown, during the first wave
of the pandemic, also the other problems appeared in
connection of long-term purchases of equipment needed to
provide online education across the entire educational
environment, cased by ministry regulation that requires to
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purchase equipment via procurement [17]. These
problems are followed by the missing methodology,
support and list of best practices for the teachers who had
to face the problem of choosing an appropriate education
platform, learn how and when to use it. Gradually, over
time, the situation gets better, but a teacher and his/her
digital skill are the most critical factor, that influences the
way and quality of provided online learning. Every level
of the education system fights the situation in its own way.
For example, the smallest children at primary education
have about 8-10 online lessons per week, but they are
often supplemented by various online educational games
(for
example
https://wordwall.net/,
https://www.matika.in/en/,
https://www.gramar.in/sk/,
https://www.wocabee.app/?lang=EN, etc.) that enhance
children to learn also outside their free time outside the
online lessons. This level of education has also a strong
support of the MINEDU that provides online resources
across three websites; tries to ensure all students, and in
particular, those in their final years of schooling, had
internet access and a learning device; broadcasting two
television channels.
The universities do not have such kind support, but on
the other hand, they were started to include the elements
of online education a long time before the pandemia
lockdown. But before this time, the digital transformation
could be described more as an opportunity to use digital
technologies in education. However, these changes are
only seldom captured at the institutional level within
organization processes, strategic documents and
instructions more often they have realized the activity of
particular individual teachers. Effective online education
boosts the quality of online course design, teaching and
learning and has to be confirmed in the structure and
documents of the education institution. [1], [3] But
lockdown forced every one of us to migrate to online
space. This kind of switching education into online space,
without any design and development phases, is in [1]
defined as emergency remote teaching, not online
education. From that point of view also education at our
faculty was “switched” just to remote teaching mode
supported by the ICT. This migration resulted in the
development of online courses within LMS of all realized
subjects at the faculty, so from some point of view, it
could be understood as the first step in this direction.
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This paper presents a brief analysis of the positive and
negative impacts of the pandemic on education in
the university environment and we will evaluate them
based on data collected during teaching subject
Informatics I and via realization of a questionnaire survey
among students of our faculty.
II.

COVID-19 PANDEMIC: ONLINE EDUCATION
CHALLENGES

The topic of online and e-learning has been popular for
several decades. [4], [19] The development of information
technologies has naturally led to the development of
approaches and methods of education using these
technologies. At present, we guess, there is no educational
institution that does not deal with this form of education.
The spread of the COVID-19 virus and the subsequent
national lockdowns also contributed significantly to the
given situation, as the educational process moved
education to the online space from day to day.
In the first wave of the pandemic, several authors
identified the basic challenges of online education [12],
[18]:
 Technology is presented as the most important
challenge, thanks to a dependency of online learning
on the technological equipment of all involved
education participants. The problems with ICT cover a
wide range of technical problems that each participant
has to solve independently during online education
(e.g. problem with the quality of internet connection,
problems with overloaded platforms, a problem with
hardware and software compatibility, a problem with
the outdated hardware that is not supported by the
software, etc.), which can be an ultimate and
frustrating obstacle for some users.
 Socio-economic factors come to the fore more than in
the case of classical Face-2-Face (F2F) education,
because some students, due to their family
background, may not have sufficient conditions for
online education. Unfortunately, especially in
pandemic times, they are most vulnerable to fall
behind or encounter additional challenges to meet up
with others in online learning.
 Human and pets’ interruptions – during the online
learnings it is often, that the education process is
interrupted by the other family members or pets. The
result is a loss of attention during the learning process.
 Digital competence is related to the group of skills,
knowledge and attitudes needed when using ICT and
digital devices to perform responsibilities, such as
problem-solving,
information
management,
a collaboration concerning effectiveness, efficiency
and ethics. In the case of online learning, the low level
of digital competencies could cause lagging in the
educational process, followed by different ethical or
unconscious user failures in the online space.
 Assessment and supervision during online learning
are some of the most problematic issues. In online
learning, the teachers have often only one tool to
control students’ activity during assessment – proxy
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supervision. This tool is not possible to regulate and
control cheating. Besides this tool, the teacher can
modify their assessment by using ICT-enhanced
testing formats (for example constructed-response,
performance-based formats, sentence-completion or
short-answer, matching, true-false and clozeprocedure) and change the evaluation method, because
during pandemic it is unimaginable to claim that
learners are getting the same learning experiences and
chances through online learning during this pandemic.
 The compatibility of online learning with some of the
study branches is problematic, especially with those
where hands-on practical experiences are expected (for
example this is the case of most humanities and social,
sport or engineering science study braches). Remote
laboratories could be used as an instructional tool, but
it is not able to provide the experience in real-world
conditions (for example contact with the patients
during his treatment).
A. Critical factors of unexpected migration into online
learning during the COVID-19 pandemia: faculty
case
As every education institution, also our faculty and its
staff had to migrate from the usual and traditional
approach of education to fully online education. If we
want to evaluate the pros and cons of this system of
education, we have to simplify it in some way and use the
business information systems evaluation approaches, that
use characteristics of the three basic components and
processes [20]:
 Components are represented by the people, hardware
and software. [7] People are all participants, which ate
involved in the business process supported by the
information system. In our case, they are students,
teachers, administration and IT staff. Hadware and
software are the same important as people. For
example, without servers and networks coping with
currently logged-in and active students and teachers,
i.e. large volumes of transferred data, online storages,
where at this time accumulates several different,
especially video files, etc., this form of education
would not be feasible. And from the point of view of
the software, the important factors seem to be the
availability and compatibility of the products on the
different types of equipments, that people have at their
homes, the support of synchronous or asynchronous
communication.
 The process could be described as a series of actions
or steps taken to achieve a particular end. In
connection with online learning, it means mainly data
collection and information and different report
generation.
If any of these parts does not work properly, the
system will not fulfil its purpose, resp. there is a risk that
various problems will accumulate, which can be very
difficult to solve in the future. Following we applied the
above-mentioned approach to answering the question,
why was the migration to online space so painful and not
completely smooth, in this digital age. For that, we used
data collected by questionnaire survey realized by our
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students after the first wave of COVID-19 pandemic [2]
and data achieved from the LMS Moodle. Based on the
research of this data we will try to identify the main issues
of the process of the learning migration into the online
space.
As part of the questionnaire survey, all students of the
faculty were addressed (it means 1012 people), while the
survey organizers received answers from 432 respondents,
which represents a return of 42.69%.
At first, we analysed the questions concerned with the
migration process itself. Based on the achieved results, the
majority of students (67%) agreed that the faculty
managed this challenging period. Just 12% of students
were unsatisfied and 21% was not able or did not want to
answer.
Despite the amount of experience that our faculty has
already with blended learning since 2004 0, [10], active
use of LMS Moodle [5] and regular participation in
national and international projects concerned on the online
or ICT supported education (for example, RESTART Reinforce entrepreneurial and digital skills of students and
teachers to enhance the modernization of higher education
in MOLDOVA, ELDORA – Education for Local
Development of Rural Areas, CABCIN - Establishment of
Capacity Building Centers as a Sustainable Solution to
Raise the Standards of Teaching Staff in Indian HEI’s)
also our staff and students found out some unpredictable
problems while they take part on online education. We
categorize them based on the Components-Processes
Principle.
Components - Technologies
As already mentioned, technologies are an essential
part of online education. However, in the case of online
education (and in the case of a country lockdown), not
only is the technical equipment located in the school
premises, but also the technical equipment and the
availability of education via the Internet. Based on the
official statistics, the Internet penetration in Slovakia
reached 85% last year [9], and the share of the Internet
population is 82% [15], which represent values below the
European average but do not represent a marginal problem
for moving to online space. The results of the survey
confirmed this statement: 77% agreed that they are
equipped enough for online learning (Figure 1).

Our experience, as teachers, has shown some
limitations such as frequent connection outages
(especially due to poor internet connection), which is
problematic especially at the time of exams, when the
student must be constantly online. The analysis of
students’ logs into the LMS resulted in finding, that
almost 5% percent of students was not able to upload or
finish his/her assessment online and there was a need to
solve the problem differently.
In addition to the problems with the unstable
connection to the Internet on the side of students, the
hardware equipment of the faculty also got into trouble.
Especially at the time of increased requests for
connection, i.e. at the critical time of the semester, at the
time of starts and exams, the server was unable to process
so many requests in real-time at the same time and there
often were server outages. It was therefore necessary to
create a kind of additional reservation system in order to
reduce the request conflicts on the server at the same time.
Nevertheless, finally, the faculty management decided to
purchase new more powerful equipment.
The next hardware problem that occurred was how to
solve the need to write while explaining the topic in an
online lesson. As in the case of F2F learning, the same is
with online learning, in that it is not possible to just rely
only on the subsequently published video tutorials, but
from time to time there is a need to respond to the
questions or explain the topic also in the written form. The
faculty, therefore, had to invest its funds to provide
graphical drawing tables for the teachers (especially in the
case of Math classes).
In addition to hardware, another important component
is the software. As for the availability of the application,
our students did not have a problem with it, because since
2006 we used LMS Moodle for publishing the materials
for the students, so both, teachers and students were
familiar with this environment. But at the time of online
education, we lacked an online communication tool. For
that purpose university management secured for us two
new platforms MS Teams and CISCO Webex, which were
used both. The decision depended on the teacher.
Based on the survey data analysis outcome, that it is
confusing for the student and they ask for some
regulations, when and for what purpose will be using the
particular platform. The problem was, that they were lost
in the schedule and they did not get a notification which
platform is used for which lesson and they have to browse
each platform and channel to find the appropriate meeting.
This aspect is closely connected to the last component –
people because teachers had to agree on some regulations
of using these platforms.
Components - People

Figure 1. The satisfaction of students’ home equipment in connection
with online education; Source: own
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People are the most important aspect of education, so
it is important to have sufficiently digitally skilled users
on both sides. Because you can create even the best online
course in the world, with several different support
activities, which will increase the participation of students
in education, if subsequently, a teacher is not able to use it
correctly, resp. the obtained results are not used for further
course improvement. But on the other side, the problem
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occurs also when students are not able (or enough skilled)
to use all prepared material to sufficient preparation for
the final evaluation of the subject. From that outcome that
the critical issue of online education is the level of digital
competencies of the education process participants.
Authors in [14] identified a new problematic field – the
level of adaptation to newly developed ICT. It reaches
only 59% of the Slovak population. This issue seemed to
be significant also at our faculty: despite the experience
with working with LMS Moodle, some had a teaching
problem with adaptation to the new work environment especially for the integration of other necessary
functionalities, online testing and work with new
platforms such as CISCO Webex and MS Teams. As is
mentioned in [11], that educational institutions in case of
implementing online education need to design a special
strategy for learning digital skills because there is a need
to involve all participants in the learning process. Besides
this, it is important to educate users about the use of
alternative assessment approaches that will be devoid of
cheating and plagiarism, since the education system is
vulnerable to external problems of this kind [1].
In connection with this, we were interested in the
students’ opinion about the realization of online learning
at the faculty. Almost 2/3 of students (74%) were satisfied
with the form that was used for their online education and
just 13% was not satisfied. Among the most frequent
answers include:
 The occasional longer reaction time of teachers:
Today's young generation is constantly online and
expects the same from their teachers, who already
manage their time in other ways and divide it also
between family and interests. During the pandemic,
the number of e-mails rapidly increased and some
teachers in this unexpected amount of e-mail often
overlook the e-mail from the student and the student
lose the feedback from the teacher. The solution is in
using an application with notification on mobile
phones. But, unfortunately, especially less ICT skilled
persons do not have applications installed on their
mobile phones and they are not able to respond as
quickly as the young generation. It is more difficult for
them to manage various notifications, applications, etc.
 Problematic, resp. questionably setup method and
implementation of online evaluations. Due to the
lack of experience of teachers with online tests, exams,
assessments, it sometimes happened that students did
not manage to submit their solutions, answers on time.
The teachers set a very short time to work out to
prevent depreciation, as they could not supervise this
evaluation process at students’ home.
 Experiments with the optimal number of students
during the online lessons. Because, we had not enough
experience with education that amount of students
online, we implemented an experiment within the
individual subjects and study years, so the number of
students varied on the particular lessons. Students were
confused by this situation. Based on this experience,
we realized, that more than 30 students at one on-line
practical lesson are unfitting.
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Processes
For everything work really well, the teachers, as well
as the students, must have something to lean on in case
there is a problem within the implementation of the
educational process. The pandemic closure of educational
institutions fully showed that we missed the specialized
methodology, the described processes of online education,
a sufficiently powerful support system and documentation.
Unfortunately, even though we have many years of
experience in creating methodologies for various online
education, also thanks to participation in various
international projects and also during the preparation and
implementation of online education for external students,
we have not been able to apply these processes during
migration to online education during the unexpected
pandemic. The main problem was, that we hoped in online education just during the first wave, so we concerned
about the current realization of education. But reality
forced us to start to summarize our experiences, map the
necessary processes and develop the support systems. At
present, the faculty puts particular emphasis on
technological support functionality. The main objective is
to provide a sufficient amount of information to students
so that they can continue their studies. One of the most
important aspects of process modelling is to describe and
ensure the information flows. From that point of view, we
were also interested in the opinion of our students,
whether we published them enough information to be able
to study. As results of Figure 2, almost 2/3 of students are
satisfied.

Figure 2. Students’ satisfaction with provided information connected
to online education; Source: own

B. Most important challenge: Transfer of knowledge via
online education
The main mission of universities is, in particular, the
transfer of knowledge itself. Therefore, we were interested
in how it was perceived by the students. When students
had to compare whether they had acquired similar
knowledge as in full-time teaching, we obtained very
ambiguous results (Table 1). As you can see, there is a
relatively large representation of students who did not
know whether to acquire the same knowledge and skills
through this form of education as in the case of full-time
education. As follows from data in Table 1, remote
education seems to be adequate for lectures, most
respondents agreed that online lectures could fully replace
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attendance lectures. Within this part, students perceive as
a positive of on-line education the fact that video
recordings from lectures were created and thus, in addition
to classical study materials, they also have available video
lectures that would not have arisen during a flood
situation.
TABLE I STUDENTS’ SATISFACTION WITH LECTURES AND PRACTICAL
EXERCISES MIGRATION INTO ONLINE FORM; SOURCE: OWN
Answer

At all

Lectures

Practical
exercises

Strongly agree

22%

33%

17%

Agree

22%

24%

22%

Undecided

28%

19%

19%

Disagree

15%

12%

22%

Strongly Disagree

13%

12%

20%

cannot take part in the online lesson. That was the reason,
why we try to determine the share of approaches during
pandemic education in individual course items. Due to
data migration to the new server, we only had data from
2015/2016 in the current installation.
For better clarity, we have included many different
links of resources and activities in several basic
categories: General information, Study materials,
Manuals and tutorials, Lectures, PC-Labs, Activity tasks,
Evaluation activities. Figure 3 represents how the
frequency of student accesses to individual categories has
changed before COVID-19, i.e. during F2F education, and
currently learning online.

But on the other side, as for practical exercises, the
students confirmed, that online lessons are not able to
replace F2F learning. In the case of the exercises, which
are almost practically focused, the students obviously miss
the immediate contact with the teacher and explanation of
mistakes as it is possible in F2F learning.
C. Informatics I – our fully online experience
The subject Informatics I is a compulsory subject in
the first year of study at the faculty. It aims is to provide
basic information about information technologies, their
use in human society. In addition to theoretical
knowledge, students in the course should acquire practical
skills in working with a computer and its operating
system, creating HTML pages and the basics of
programming using the R language. In terms of content,
this is a relatively unpretentious subject, but our objective
is, thanks to practical exercises and a semester project, to
balance the level of skills and knowledge that students
have brought from various high schools, because, as is
stated in [13], among high school graduates are wide
differences both in theoretical knowledge as well as
practical experience in the IT field.
The subject has had a course in LMS Moodle since
2008, which first served as a repository of study materials
for the subject, but over time we have developed it and
currently, it can be used as a full-fledged online course,
which would allow study and complete self-study and
subsequent self-evaluation of our students. From this point
of view, for us, the limitations and subsequent migration
to online space during COVID-19 was essentially just a
transfer of F2F lectures and PC-labs to online space. We
used CISCO Webex and MS Teams for these online
classes, which are mandatory according to our study
regulations, and therefore we had to implement them to
the prescribed extent as if there were no pandemics.
However, we were interested in how the activity of
students within the online course changed, as there was no
change in content. The only difference was that the
students lost F2F lessons, where we often reminded of
some important deadlines, resp. activities. At present, we
have published this information mainly electronically, for
sure also for students who had technical problems and

MIPRO 2021/CE

Figure 3. The percentage share of approaches to individual parts of the
subject; Source: own

As results of Figure 3, the share of approaches
significantly graded in the case of manuals, tutorials,
videotutorials and evaluation activities, which contains
also self-evaluation activities. These numbers indicate that
despite online participation in exercises and lectures,
students need to repeat the given procedures once again
using the recorded procedures. This output corresponds to
what the questionnaire output indicated, that students
think that online teaching cannot fully replace F2F
teaching - especially in the case of practical exercises.
As follows from the above mentioned, one of the main
objectives of migration education into online education is
to keep the level of knowledge transfer from teachers to
students. So we were interested, whether this migration
affected the students results in subject graduation. We
supposed that students who had more extensive online
study materials available, and in addition the consultation
available at any time, as well as lessons to the same extent
as their colleagues from the previous non-pandemic year,
would reach the better results. The comparison of these
different groups of students is presented in Table 2.
Based on the obtained results, it can be stated that in
terms of the results those who obtained the credit point
and then completed the course with an exam, showed
roughly the same level of knowledge and skills as last
year's students. However, there is a more significant
difference in the fact that in a pandemic year through a
credit test focused on practical skills, almost half of the
students did not pass, which represents a double increase.
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This result also corresponds with the results of the
questionnaire, where students confirmed that online
exercises, could not replace F2F practical exercises. The
advantage of the full-time form of the exercise is that the
teacher can directly interact with what is happening on the
screens of individual students directly in the classroom,
while in the online lesson it depends only on the activity
and questions of the student. However, for various
reasons, some of them prefer not to ask when something is
not working appropriately. During F2F lessons, the
teacher can help even those students who may not even be
aware of the problem and can offer them a helping hand in
time.
TABLE II SUBJECT INFORMATICS I IN NUMBERS; SOURCE: OWN

[6]

[7]

2020/2021

No. of students

244

279

60
(25%)

127
(45%)

25

26

143
(59%)

153
(55%)

[10]

72

70

[11]

C

D

[12]

III.

CONCLUSION

Despite unflattering information published by the
public media that education in Slovakia is not well
prepared for online education, it is not possible to
globalize this information. As can be seen from this
article, but also our experience, everything depends on
people for their efforts and motivation. At all levels of
education in the Slovak Republic, could be shown great
examples that have shown that despite the limited
possibilities and the support of the state it is possible to
educate online and satisfyingly. Based on the presented
data, we can state, that our faculty can be included among
the successful implementers of migration to the online
space.
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Abstract - The paper introduces an original, broadly
applicable method of creating a highly useful online prop
being appropriate for the particular situation when children
and adolescents find themselves in the pandemic restrictions
launched into the digital cosmos without being trained to
bear a flight lasting almost half a year, being a member of a
busy crew, though they have never had an experience of
being together with for twenty four hours a day. This
method is called cognitive painting.
Within an online course in addition to the usual tasks we
have started up a project dealing with creating a new year
story underpinned by students’ own perception of snow (in
case of snowy winters), their love towards their favorite
Christmas toys, their Christmas wishes and hopes and
underpinned by sound reasoning about Christmas gift in
general, Christmas miracles a and Santa Clause.
62 school children took part in this work (the age from 7 to
18 years). As a result, we have a 92-pages printed book as an
output of that co-creative work. A very precious feature of
our method is that it can be effectively applied in arbitrary
countries, taking into account the peculiarities of national
culture and nature.

Proceeding from the fulfilled analysis of the situation,
the authors of [1] indicate the necessity of creating the
activities for improving “the individual health of children
and adolescents and their families, the health of the
community, and the intellectual and working capacity of
these individuals over the long term, with positive
economic and social results for each nation”. Similarly,
the authors of [2] underline the significance of helping
children and adolescents to deal with mental health
burden of the pandemic.

Keywords - constructing a positive cognitive-emotional
space; cognitive painting; cognitive-colour scheme; cognitive
maturity; emotional maturity; creativity; student-self oriented
learning model; cognitonics; little “C” creativity; big “C”
creativity

They are bereft of co-creative off-line
activity, which is underpinned with strong
emotions, discussions, brainstorming sessions in
which all the members of a group suggest the
ideas and then discuss them;

I.

INTRODUCTION

During last year and the first months of the year 2021,
many scholars from different countries analysed the
influence of the corona virus pandemic on moral state of
children and adolescents, on the development of their
negative attitude to the world. In particular, the papers
[1], [2], [3] explicate, first of all, such negative
phenomena as high rates of anxiety, depression, stress.
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The study described in the present paper just satisfies
these demands, the paper is of constructive character.
Our analysis has shown that cognitive danger of
coronavirus pandemic is a consequence of the following
principal factors:
Children and adolescents are bereft of
their usual surroundings (school life, strolls with
their friends, off-line education, extracurricular
activity);

Children and adolescents are bereft of
off-line group activities, such as round table
discussions, sport events, creative contests, balls,
parties, museums;
Their interaction with the parents is an
illusion, because parents are at home but in fact
they are not. They are working online all the
day. It disappoints children’s hopes and looks
like the fraud, it doesn’t meet their expectations.
Children have to make peace with it, but it is
difficult, even impossible in particular age.
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In this connection let’s try to have a look at
the work of astronauts on board of the cosmos
station during a long period of time (half a year,
for example);

necessity of supporting and improving LCC in order to
create the preconditions for increasing the proportion of
the specialists in significant application domains who
possess BCC.

Astronauts are grown-up people who
know beforehand how long they would stay on
board of the station;

Our paper [4] suggests a method of combining as
early as possible LCC and BCC in the process aimed at
realizing the Thought-Producing Self (see [9], [10]) of the
child.

They are trained well how to cope with
the restrictions of all kinds;
The members of the crew are well
matched psychologically and roughly equal in
ability, they are well motivated and are inspired
by what they are doing;
Each of them is highly involved in the
activity he/she is carrying out, and it helps to
overcome the restrictions.
We may assume that children and
adolescents were launched into the “digital
cosmos” without any preparations and due to
their small age they were lack of highly
motivated creative activity and ability to initiate
creative work which could be overwhelming.
Negative response to the situation of restrictions and
the necessity to work hard without improved ability to
think over and then put forward his/her own ideas,
without being propped up by the creative surroundings
makes it clear that children and adolescents need an
emotional and creative prop.
We have invented a broadly applicable method of
creating a highly useful online prop being appropriate for
the particular situation, when children and adolescents
find themselves in the pandemic restrictions launched
into the digital cosmos without being trained to bear a
flight lasting almost half a year, being a member of a
busy crew, though they have never had an experience of
being together with twenty four hours a day. This method
called cognitive painting is stated below.
II. SCIENTIFIC FOUNDATIONS
COGNITIVE PAINTING

OF

A. The Method of Drawing Together
Little “C” and Big “C” Creativity
The paper [4] presented a new look at little "C" and
big "C" creativity. Big "C" creativity (BCC) is regarded
in connection with the creative ability of outstanding
scientists, musicians, painters, writers, poets [2]. Smart
society demands little "C" creativity (LCC). It reveals the
smart society's necessity of creative thinking [3, 4] and
creative approach to solving the every-day tasks. LCC
improves problem solving skill, which is one of most
important skills.
BCC is defined by two main characteristics. It is
regarded as original and highly significant creative
activity for big groups of people. Creativity of children
(LCC) usually is subjective and is defined by their
previous knowledge. The main characteristics of LCC is
their imagination [8]. Smart society demands the
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The first step of the method suggests the
understanding by the children of the significance of
thought. It helps to return the notion "value of thought" to
the world's conceptual picture of the school children.
The second step suggests the awareness of the school
children of the fact that their ideas, metaphors, way of
viewing nature, communicative situations, the pictures,
etc. may be highly significant for relatively big groups of
people in case of sharing their ideas with the others. The
reason is that they have given a sophisticated look at
something and have revealed an example of serendipity
(the ability to make pleasant and unexpected discoveries
entirely by chance). It happens due to their natural ability
to see out of the way things in usual things and usual
things in out of the way things. It might be thought
provoking for grown-up people.
Example (one of the examples of nature inspired
behaviour). “The crown is sitting on the twig. The crown
is heavy and big, the twig is thin. But the crown is no
nervous. It is not afraid of the fact that the twig may
break, because the bird doesn't think about the twig, it
trusts its swings” (Anne, a seven year girl).
The third step is to make children aware of the beauty
and wisdom they have discovered, because in most cases
they do it without a second thought, intuitively. It just
dawned upon them. They need encouragement to
continue mental and spiritual work on that level. Their
efforts and their inspiration should be discussed and
appreciated by the community.
The fourth step is to show the examples of BCC
revealing the same idea to make children believe that the
value of thought doesn't depend on age and experience,
but age and experience help us to penetrate the very
essence of the thought, to comprehend it.
In the case considered in the present paper, we work
with little “C” creativity, and, as a result, it reaches the
level of the big “C” creativity. That means the situation
when the written storis of the children, adolescents, and
even grown-ups reveal the images and the way of
consideration on such level that it is possible to put them
together with images and ideas of such great poets as
Alexander Pushkin and Boris Pasternak.
B. Student-Self
Model

Oriented

Learning

Our method of cognitive painting introduced in the
present paper is based on the Student-Self Oriented
Learning Model (SSOL-model). The principal motive for
its creation was the idea that educational processes in
knowledge society (or smart society) should be based
much more on taking into account and improving
emotional intelligence (EI) of the learners.
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The SSOL-model is defined as the model being
beneficial for self-cognition and self-construction through
the prism of the acquired knowledge and life experience
[11], [12], [13], [14], [15]. The principal distinguished
features of the SSOL-model are as follows: (a) it takes
into account and bases educational process on EI of the
learners; (b) it aims at reaching cognitive engagement of
the learners; for this, it proposes a conceptual learning
environment instead of the environment based on
mechanical remembering (it means addition of emotional
color to the studied notions and, as a consequence, makes
much easier the comprehension of these notions).
C. Cognitonics
The SSOL-model is one of the fundamental results of
a new scientific discipline called cognitonics, or the
science about the human being in the digital world [13],
[15], [16], [17], [18], [19], [20], [21], [22]. The birth of
cognitonics was prepared by the authors’ papers [23],
[24], [25], [26], [27], [28].
The authors organized as the co-chairs six
international conferences on cognitonics in conjunction
with the international scientific multiconferences
“Information Society” (Slovenia, Ljubljana, Jozef Stefan
Institute, October 2009, 2011, 2013, 2015, 2017, 2019,
see https://is.ijs.si/?page_id=903). Totally, the researchers
form 25 counties participated with the papers in six
international conferences on cognitonics.
In [13], [15], [22], the authors formulated the
following expanded definition of cognitonics: it is the
science about the trajectories of raising the human being
to such level of intellectual and spiritual height where the
scale of his/her personality becomes proportional to the
scale of the digital world.
Cognitonics provides the methods to reach cognitive
engagement of the learners at the lessons and to arise
their curiosity.
The ideas and methods of cognitonics underpinned a
number of educational projects in several countries, in
particular, in Croatia and Macedonia [29], Croatia [30],
United Kingdom [31], [32], and Mexico, United
Kingdom and PR China [33].
III.

THE METHOD OF COGNITIVE PAINTING

The main impulse to the birth of cognitonics was given
by our Theory of Dynamic Conceptual Mappings (the
DCM-theory). During the first decade of its development
the central idea was as follows: while thinking over how
to inscribe a piece of theoretical materials into the
conceptual world’s picture (CWP) of a learner, it is useful
to find (or to create during a lesson) in his/her CWP a
bright, positively coloured fragment and to establish a
correspondence between the entities and relationships
from the considered piece of theory and the entities and
relationships from this selected (or created) fragment of
CWP.
Last year we faced a new problem: not to introduce a
certain piece of theory but to initiate positive changes in
the children’s attitude to the world, in their moral state.
That is why we transformed the central idea of the DCM-
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theory and suggested the following method called the
Method of Cognitive Painting:
Starting situation: The learners (the children or
adolescents) are morally suppressed by certain
circumstances, their vision of the situation is negative or
mainly negative.
Recommended
formulation):

way

out

(the

most

general

Step 1. Try to find in the CWP of the learners certain
bright, positively coloured fragments.
Step 2. Invent a kind of intellectual, emotional activity
closely linked with found bright, positive fragments of
the CWP and transporting the positive colour of such
fragments (or a fragment) to the perception of the current
situation.
Let’s consider our successful implementation of this
method. Within an online course in addition to the usual
tasks, we have started up a project dealing with creating a
new year story underpinned by students’ own perception
of snow (in case of snowy winters), their love towards
their favorite Christmas toys, their Christmas wishes and
hopes and underpinned by sound reasoning about
Christmas gift in general, Christmas miracles and Santa
Clause.
This story aimed at evoking their emotions,
reminiscence of childhood, memories of Christmas and
New Year parties, favorite Christmas decorations and
toys, the recalling of past events and pleasant
experiences, penetrance into the magic world of whirling
snow and even the world of heavy Christmas snowfalls,
Christmas holidays when children can enjoy the snow in
lots of way, can put on skates and have a slide across the
ice may somehow “outwit” the exhausted brain and let it
have an inspiring rest, plunging into reminiscence of
favorite things.
The similar idea underpins the well-known song “My
favorite things from the wonderful film “The Sound of
Music” (1965):
“Girls in white dresses with blue satin
sashes,
Snowflakes that stay on my nose and eyelashes,
Silver white winters that melt into spring,
These are a few of my favorite things.
When the dog bites, when the bee stings,
When I am feeling sad,
I simply remember my favorite things,
And then I don’t feel so bad”.
This approach has nothing to do with virtual reality,
on the one hand, but it is used with the help of the
opportunities provided by the digital space in general and
online education, in particular. With the help of virtual
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reality, human try to outwit the brain, but they
immediately face the danger of addiction (like drug
addiction) with all possible consequences ahead.
In November, we distributed via e-mail an initial
version of a new year story, it consisted of four pages and
contained the slots on the themes listed below for
inserting later the students’ compositions. By the middle
of December, we obtained a printed book “Wonderful
New Year Story” composed by 62 students (from 7 to 18
years old) and consisting of over 90 pages. The book
includes also several colourful Christmas pictures done
by the students. Printing a book was aimed at showing
vividly to the students and their parents the results of
their intellectual and emotional efforts, the power of
creativity, its possibility to transfigure the reality.
In the considered case, the children were given a fourpage frame of a specially invented new year story with
three slots introduced as follows:
Describe the snow, snowflakes,
snowfall, snow like a carpet of resplendent hue;
Describe your favorite Christmas toy
and explain why it is your favorite toy;
Write about your Christmas wishes,
what are you dreaming about at Christmas time.
The story itself describes one Christmas Eve when
two children (brother and sister) were at home alone.
They were looking at the window painted silver by frost
and waiting for their parents. And outside it was solemn
snowfall. Then children and adolescents were asked to
write about the snow.
Children were given the poetical examples of viewing
the snow when the rhythm of falling snow and whirling
snow is compared with the pace of life: a solemn
snowfall like the slow pace of life in the country; heavy
snowfall when it is stormy outside, and the windows is
roaring like the perception of life when it seems to
quicken its space, and it is difficult to keep up with it.
The falling snow seems to reveal the pace of life
which is going on with the same laziness or with the same
swiftness keeping pace with heavy snowfall or walking in
step with the falling or whirling snow.
Boris Pasternak made an assumption that the year is
following the year like the snow is falling or like a word
is following another word in the poem. In one of the
poems Pasternak gave the following metaphor: “In the
gate a snowstorm is knitting the net out of the swiftly
following snowflakes”.
It is possible to say that the children were given some
space drawn by the world known poet Boris Pasternak
(big “C” creativity) to express their way of viewing and
perceiving the snow to reveal little “C” creativity. The
idea is to inspire children and adolescents to hover about
the reality and give birth to some other ways of viewing
the usual things (out of box thinking based on putting
together little “C” and big “C” creativity.
We received 62 descriptions of snow.

“… You are keeping a snowflake on your palm It is
not melting, because it trusts you. If it doesn’t melt, it
means that you have tamed it. And it has nothing to do
with the fact that you are wearing a glove”.
Example 2 (Katja F., 10 years old).
“In the morning I looked out of the window. The
whole sky was covered with snowflakes, they were
whirling as if they were dancing. I went out to enjoy the
snow. I stepped on the snowflake, and it took me up to
the heaven above the clouds. I looked up and saw the
blue dome of the infinite sky where the snowflakes were
born”.
Example 3 (Alyona V., 17 year sold).
“The snowfall is crying quietly
Whipping off the face of the day.
The sunset’s enfolding the garden
And the peace is spread above”.
Example 4 (Herman N., 9 years old).
“White snowflakes are spreading afar, covering
colourful autumn leaves, making a carpet of resplendent
hue, it is crunching pleasantly. I looked up and found that
the snowflake which was the fairest of all. I called her
Snowy. She was dancing gracefully. She was very
delicate. She was the miracle created by Nature”.
Example 5 (Savely O., 17 years old).
“I like snowstorm, because it is the only element that
can dance. I like to dance with snow in pair, matching the
speed and rhythm of music.
I like to learn new dance steps and to dance to the
music of the snow and the wind with delight. When the
storm dies down, and the dance is over, I have my red
cheeks not due to the fact that the frost is hard, and the
snowfall is heavy, but as a reminder of my excitement
and pleasure, because the partner is perfect, and we have
been dancing all the way to my school”.
The obtained results allow us to say that a new,
broadly applicable method of constructing a positive
cognitive-emotional space for young children and
adolescents is created. It may be called the method of
cognitive painting.
During the last decade, it has been broadly realized
that education in knowledge society (or smart society) is
to pay a particular attention to supporting and developing
in the learners the significant, domain independent skills
called soft skills [34], [35] or transversal skills [36], [37],
first of all, analytical and critical thinking, creativity, out
of box thinking, thinking and acting in terms of public
good.
The examples received from children and adolescents
show the revealing of creative thinking, out of box
thinking, analytical thinking, and figurative reasoning.
The application of the SSOL-model supports and
improves emotional intelligence and imagination. That
co-creative work underpinned with the SSOL-model

Example 1 (Katja G., 11 years old).
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helps to transfigure the reality (which is the property of
the big “C” creativity).
IV.

[2]

CONCLUSION

1. Cognitive and emotional maturity has a strategic
significance, because it leads to active creative work and
helps to improve out of box thinking. Under the condition
of pandemic situation it helps to expand the limits of life
space and helps to substitute obvious restrictions by the
strong cognitive activity giving way to mental
representation of one’s spiritual life.

[3]

[4]

O. S. Fomichova and V. A. Fomichov, “The pillars of higher
personality development of net generation in smart society”, in
Zbornik 22. mednarodne multikonference INFORMACIJSKA
DRUZBA - IS 2019. Zvezek E. Proceedings of the 22th
International Multiconference INFORMATION SOCIETY - IS
2019, Volume E. Kognitonika/Cognitonics. Uredila/Edited by
Vladimir A. Fomichov, Olga S. Fomichova. 7.-8. oktober 2019/ 78 October 2019, Ljubljana, Slovenia. Ljubljana: Jozef Stefan
Institute, 2019, pp. 15-18.

[5]

H. Gardner. “Creating Minds: an Anatomy of Creativity Seen
Through the Lives of Freud, Einstein, Picasso, Stravinsky, Eliot,
Graham, and Gandhi”. Basic Books, New York, 1993.

[6]

V. T. Kudryavtsev. “The phenomenon of child creativity”.
International Journal of Early Years Education. 2011, vol. 19, No.
1, pp. 45-53, https://doi.org/10.1080/09669760.2011.570999.

2. Student-self oriented learning model, used in our
approach to solving the problem of unexpected location
of non-trained children and adolescents on board of
“digital space ship”, is proved to be fruitful, because it
leads to cognitive engagement and strong emotional
output. We “outwit” the brain, and it doesn’t suffer from
the restrictions.
3. The necessity of having an emotional and
creative prop in the situation when children and
adolescents are bereft of off-line group activities, such as
round table discussions, sport events and creative
contests, parties, balls, museums gives birth to a new
cognitive tool called cognitive painting, when a so called
“cognitive-colour scheme” is given with the help of big
“C” creativity (in our case - the poems of the world
known poets such as Alexander Pushkin and Boris
Pasternak). Several slots are constructed within the frame
of the poems in order to make children fill the slots,
occupy all the space in these cognitive slots with
descriptions and metaphors based on their own way of
viewing the given entity or subject under discussion.
4. 62 school children took part in that work (from 7
to 18 years old). As a result, we have a 90-page printed
book as a result of that co-creative work.
5. It proves the existence of the ability to create a
positive cognitive-emotional space for young children
and adolescents (without using virtual reality), using
thought-provoking cognitive activity leading to strong
emotions and, as a result, leaving a semantic trace and
evoking overwhelming fruitful spiritual and
intellectual life for each personality and for
community in general.
6. A very precious feature of our method is that it can
be effectively applied in arbitrary countries, taking
into account the peculiarities of national culture and
nature. The initial version of the new year story and
the slots may be used without any changes in the
countries with snowy winters.
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Abstract - In a typical physics course for non-physics
majors, students analyze and solve problems that are simple
and perceived by students as idealized to the extent that they
are only remotely related to real-world problems. This
perception hurts their motivation to learn fundamental
physics. In this work, we show how students can use the Unity
Physics Engine as a physics simulator to solve and analyze
more complex and exciting physics problems than the
standard paper-and-pencil problems. We provide an
example of such a problem: calculating the mean free path
for hard disk gas. By delegating the hard and tedious work of
performing the time evolution of the system of gas particles
to the Unity Physics Engine, students can concentrate on
acquiring and analyzing data. In this way, students can
engage with the physics of complex problems that could
motivate them to learn fundamental physics. This approach
to teaching physics is interesting in particular for a computer
science major because it also helps students develop their
programming skills.

In this work, we present how we used Unity to calculate
the mean free path for hard disk gas. We firstly analyzed
how well the Unity Physics Engine handles disk-disk
collisions. In the next step, we uniformly populated the
rectangular box with a certain number of disks, gave them
initial velocities, and let the physics engine perform the
time evolution of the system. Using Unity’s collision
detector, we calculated the paths disks traveled between
two successive collisions and subsequently the mean free
path.

Keywords - Unity game engine, physics engine, physics
simulation, mean free path, hard disk gas

II. UNITY AS A PHYSICS SIMULATOR
If we think of our project as a game, our game is a
simple two-dimensional game: a number of disks moving
within the rectangular container colliding with each other
and the walls of the container (Fig. 1). In the Unity IDE, we
built the gas container out of four rectangular sprite game
objects (sprites, for short), which we equipped with the
Edge Collider 2D. Disks are added programmatically at the
start of the game. Hence, we built a disk prototype as a
Prefab sprite: circle equipped with the Circle Collider 2D
and RigidBody 2D. Colliders attached to sprites determine
the sprites’ boundaries and ensure that colliding objects
might collide. The RigidBody 2D component makes sprites
“physical” – it gives mass, position, and velocity to the
sprite; makes it susceptible to forces; and, more importantly
for our experiment, puts its motion under the Unity Physics
Engine control. To make disk-disk and disk-wall collisions
elastic, we created Physics Material 2D with Friction set to
0 and Bounciness set to 1 and assigned it to the collider of
the Prefab disk. [3].

I.

INTRODUCTION

Fundamental physics laws are simple and elegant yet
powerful. For example, Newton’s laws of motion can be
found in every K–8 physics curriculum but also in the
toolbox of an engineer designing a bridge. The power of
Newton’s laws jumped to a new level when physicists and
engineers started to use computers and, since then, has been
increasing not only because the computing power of
computers was increasing but also because new algorithms
have been developed. However, exploiting this power isn’t
necessarily an easy task. In this work, we have considered
the hard disk gas in a rectangular container. Even though
the physics required to model the system is simple
(conservation of mechanical energy and linear
momentum), the time evolution of the system requires that
all collisions in the system have to be detected and resolved,
and this is not an easy task. Luckily, we have good news
from the gaming industry. Modern computer games can be
stunningly realistic due to powerful physics engines. The
physics engine is a part of a game engine responsible for
the physics of the game. There are many game engines, and
we selected the Unity game engine since it is a relatively
simple, intuitive, user-friendly game engine to start with
and is free for personal use [1].
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Theoretical calculation of the mean free path or
numerical calculation by means of developing computer
simulations from scratch [2] are difficult tasks and, as such,
not suitable as a student project. The Unity Physics Engine
makes this problem accessible to students and at the same
time provides them with opportunities to develop
programming skills.

An essential part of the Unity game engine is its
scripting (in C# or JavaScript) facilities which we used to
i) initialize the simulation, collect data, save data to files,
stop the simulation, and ii) work with collision events.
Scripts are attached to game objects. The first script was
attached to the Empty game object. In this script, we used
the Start method, called by Unity once on startup, to
instantiate disks uniformly within the container and set their
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initial velocities. This script we also used as the data
container, data logger, and collisions counter. The second
script was attached to the disk Prefab sprite. This script
reacts to all collision events through the implementation of
the OnCollisionEnter2D method. In this method, we
analyze collisions (is it disk-disk or disk-wall collision?),
calculate the disk free path, and save this data in the first
script's data containers.
To interpret the results of the simulations, we have to
know which system of measurement Unity uses. It is fine
to attach an SI unit to all physical quantities in Unity.
However, we prefer to think in Unity units: one Unity space
unit is a distance traveled by an object moving with the
velocity of 1 Unity velocity unit for a time of 1 Unity time
unit. If we choose 1 Unity velocity unit to correspond to
102 m/s and 1 Unity time unit to correspond to 10−11 s,
then 1 Unity space unit corresponds to 102 m/s ∙
10−11 s = 10−9 m. Unity mass unit can also be related to
any real-world mass unit, and this will consequently
determine the relation between Unity force unit and realworld force unit. Unity mass unit was irrelevant in this
work because we did not analyze forces in the system even
though the Unity Physics Engine might have used forces in
its calculations.

moving objects from passing through other
objects without detecting collisions.
III.

RESULTS

To calculate the mean free path for the hard disk gas,
we developed the simulation in Unity which includes a
number of hard-disks moving within the container and
colliding with the walls of the container and with each
other. Since we did not know how well the Unity Physics
Engine handles the physics of collisions, we performed one
series of simulations in which only two disks collide and
compared the results with the theory.
A. Oblique elastic collisions of two smooth disks
Our primary goal was not to extensively test the Unity
Physics Engine. Hence, we only performed one type of
simulation in which a disk of radius 𝑟 and mass 𝑚 collides
elastically with a stationary disk of radius 𝑅 and mass 𝑀
(Fig. 2). The expression for the scattering angle of the
incoming disk, 𝜗𝑡ℎ , is [5]:
𝑏√
𝑏2
1− 2
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𝐷
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Figure 1. The gas container is a rectangular box (left). At the beginning of
each simulation, gas particles (hard disks) were uniformly distributed in
the container (right). In the figure, the container is of the size 10 Unity
length units × 10 Unity length units, and the number of gas particles
equals 100.

The Unity Physics Engine is optimized for video games
meaning that a smooth game experience is more important
than physics correctness. Luckily, Unity exposes some of
the physics engine parameters so users can optimize the
physics engine according to their requirements. As in our
previous paper, we have changed the default values for
three parameters [4]:
•
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Velocity Threshold – set to the minimal value
of 0.0001 to reduce low-speed disk sticking to
the walls of the container,

•

Fixed Timestep – set to 0.0001 (200 times
smaller than the default value) in order to
increase the precision of the physics engine
calculations; in contrast to our previous work
[4] where we just took the smallest possible
value for this parameter, in this work we also
explored the effect of this parameter on the
numerical errors in the simulations,

•

Collision Detection in the Collider 2D
component – set to Continuous to prevent fast-

Figure 2. Incoming disk of radius 𝑟 and mass 𝑚 collides with stationary
disk of radius 𝑅 and mass 𝑀.

In the simulations, we varied the impact parameter 𝑏
and the mass 𝑚 of the incoming disk. We set the initial disk
velocity, 𝑣⃗𝑖 , to 2.0 Unity velocity unit in the direction of the
𝑥-axis. After the collision event, we used the final disk
velocity, 𝑣⃗𝑓 , determined by Unity to calculate the scattering
angle 𝜗 . We performed 19 800 simulations. To quickly
check the results of the simulations, we generated the
contour plot for the scattering angle 𝜗 obtained from the
simulation as a function of scaled impact parameter 𝑏/𝐷
and the mass ratio 𝑚/𝑀 (Fig. 3) and visually compared our
results with the corresponding couture plot obtained using
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Figure 3. Contour plot for the scattering angle 𝜗 of the incoming hard disk
of mass 𝑚 as a function of scaled impact parameter 𝑏/𝐷 and the mass
ratio 𝑚/𝑀. We performed 19 800 simulations of collisions in Unity. In
each simulation, we used the velocity vector 𝑣⃗𝑓 of the deflected disk of
mass 𝑚 determined by the Unity Physics Engine to calculate the angle 𝜗.
Simulation results are in accordance with the theory: the maximum of the
𝜗−𝜗
absolute value of the relative error, | 𝑡ℎ | ∙ 100%, is 0.05%.
𝜗𝑡ℎ

the theory (1) (Fig. 4 in Ref. [5]). Quick visual inspection
does not reveal any discrepancy between the simulation and
the theory.
To be more quantitative, we compared each scattering
angle 𝜗 obtained from the simulation with the theoretical
scattering angle 𝜗𝑡ℎ (1). The maximum of the absolute
value of the relative error for the scattering angle 𝜗,
𝜗−𝜗
| 𝑡ℎ | ∙ 100% , was 0.05% . This excellent agreement
𝜗𝑡ℎ

between simulations and theory was obtained with the
Fixed Timestep set to 0.0001 Unity time units, which is the
minimum value allowed for this parameter. When the Fixed
Timestep's default value was used (0.02 Unity time units),
the maximum of the absolute value of the relative error was
19.8%. Using the simulations, we found that this relative
error does not depend on the ratio 𝑚/𝑀 but strongly
depends on the ratio 𝑏/𝐷 – the error increases dramatically
as the impact parameter 𝑏 approaches its maximum value
𝐷 (Fig. 4). The relative error is smaller for smaller values
of the Fixed TimeStep parameter, and for the value of

Figure 4. The relative error for the scattering angle 𝜗 as a function of
scaled impact parameter 𝑏/𝐷, with the parameter Fixed Timestep set to
0.02. The relative error increases dramatically as the impact parameter 𝑏
approaches its maximum value 𝐷. The lines in the figure are guides for the
eyes.
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Figure 5. The relative error for the scattering angle 𝜗 as a function of the
scaled impact parameter 𝑏/𝐷 for different values of the Fixed Timestep
parameter. Top panel: The relative error is smaller than −0.2% when 𝑏/𝐷
is smaller than 0.3 for all Fixed Timestep parameters. The relative error is
smaller for smaller values of the Fixed Timestep parameter. Bottom panel:
The relative error substantially increases for higher values of the scaled
impact parameter 𝑏/𝐷. For the Fixed Timestep parameter of value 0.0002,
the relative error is well below 1% even when 𝑏/𝐷 is approximately equal
to 1. The lines in the figure are guides for the eyes.

0.0002 Unity time units and smaller, the relative error is
well below 1% in the whole range of the ratio 𝑏/𝐷 (Fig. 5).
Since we have powerful enough computers for simulating
hard disk gas, to maximally reduce the relative error for the
scattering angle 𝜗, we set Fixed Timestep to its minimal
value of 0.0001 in all simulations.
B. Calculating Mean Free Path for Hard Disk Gas
In Unity, we created the rectangular box in this
dimension: 10 Unity length units × 10 Unity length units.
At the beginning of each simulation, the box was equally
scaled in both dimensions (to accommodate different disk
densities) and uniformly populated with 𝑁 = 100 disks of
radius 𝑟 = 0.154 Unity length units. Each disk velocity
was initialized to 4 Unity velocity units in the random
direction. The values for the disk radius and initial velocity
were taken from our previous work where we used Unity to
study some properties of two-dimensional gas [4] – any
other reasonable value could have been used. All collisions
(disk-disk and disk-wall) were set to be elastic while the
disk rotational degree of freedom was disabled.
After we started the simulation, we were waiting for the
disks’ velocity distribution to approach Maxwell-
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Boltzmann distribution since the expressions for the mean
free path are derived for gas having that velocity
distribution. To reach the Maxwell-Boltzmann distribution,
we had to wait until each disk had undergone 5 collisions
on average [6]. From that moment, we were observing
collisions, calculating and saving the free path for every
disk in the box. The free path is the distance a disk travels
between two successive collisions with other disks in the
box. The disk might collide with the walls one or several
times between two successive collisions with other disks.
In that case, the free path is the sum of all straight segments’
lengths until the disk collides with another disk. In each
simulation, we used 10 000 free paths from all disks to
calculate the mean free path in that simulation. Results of
simulations are given in Fig. 6. For each data point, we
averaged results from 10 simulations which differed only
in the initial disk velocities. The standard deviation was
smaller than the dot size, so the error bars are not visible.
Our simulation results are consistently smaller than that
calculated from the classical kinetic-theory formula for the
mean free path (Fig. 6., full line):
𝜆𝐾 =

1
2√2𝑛𝑑

,

(2)

where 𝑛 is the disk number density (number of disks per
unit area), and 𝑑 is disk diameter. This formula is valid only
at low densities. Our simulations showed that the relative
𝜆 −𝜆
error, 𝐾 𝑠𝑖𝑚 ∙ 100%, increases as the disk number density
𝜆𝑠𝑖𝑚

increases. This density problem calls for van der Waals
theory that accounts for the finite size of the gas particles:
𝑝=

𝑛𝑘𝑇
1−𝑛𝑏

− 𝑎𝑛2 ,

(3)

where 𝑝 is gas pressure, 𝑘 is Boltzmann’s constant, 𝑇 is the
temperature, 𝑎 is a measure of the average attraction
between particles, and 𝑏 is the van der Waals covolume.
Since disks in the hard disk gas interact only through hardcore repulsion, parameter 𝑎 can be set to zero. The
covolume 𝑏 is equal to one-half the total volume excluded
by the finite size particle, which, in our problem, is equal
to:
1

𝑏 = (2𝑟)2 𝜋.

(4)

2

Using the van der Waals equation of state (3), one can
calculate the correction to the classical expression for the
mean free path [7]:
𝜆𝑣𝑑𝑊 =

𝜆𝐾
𝜒

, where 𝜒 =

1
1−𝑛𝑏

.

(5)

Our simulation results (Fig. 6, dots) are in accordance with
the modified formula for the mean free path (Fig. 6, dashed
line). However, this new formula starts to underestimate the
simulation results for higher densities 𝑛. This effect is due
to the overlap of the disks’ exclusion volumes, in which
case the total excluded volume is not the simple sum of
each disk exclusion volume [7].

Figure 6. The mean free path 𝜆 for the hard disk gas as a function of disk
number density 𝑛 : simulation results (dots), classical kinetic-theory
formula (full line, 𝜆𝐾 ), formula with the van der Waals exclusion volume
corrections (dashed line, 𝜆𝑣𝑑𝑊 ).

IV.

In physics simulations, numerical precision is essential.
We found in the disk-disk collision simulations that the
default Unity engine settings did not yield satisfactorily
accurate results. Fortunately, Unity exposes physics engine
parameters, and we tweaked several parameters, most
importantly Fixed Timestep, to increase the precision and
attain satisfactory results.
By analyzing the problem of the mean free path for the
system of hard disk gas, we have shown that the Unity
Physics Engine is powerful, could be set to be precise, and,
in our opinion, is not difficult to use. Unity is a great virtual
physics laboratory (particularly for classical statistical
physics) and, in addition, might also help students develop
their programming skills.
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Abstract – Biology pre-service teachers in 3rd and 4th
university year should perform 14-days pedagogic practice
in lower secondary or secondary school. Because of the
COVID-19 outbreak, the pedagogical practice was
conducted as distance online education. Overnight, they
were expected to adopt online environments. How
successfully the pre-service teachers implemented the
pedagogical practice of the university program Subject
Teacher, Biology, Faculty of Science and Mathematics,
University of Maribor, during COVID -19 is the content of
this paper. The paper presents a SWOT analysis of the
implementation of pedagogical practice in lower secondary
and secondary schools in distance online education, during
COVID -19. The key competences developed in distance
education, the experience gained, the usefulness of ICT,
which ICT is useful in distance education and the personal
feelings of pre-service teachers before and after the practice
are highlighted. Most pre-service biology teachers describe
experience as good, exceptional and something quite
different from the original expectations. Biology pre-service
teachers are grateful for new knowledge about computer
applications that are very useful in biology distance
education (Powtoon, Filmora, Audacity, Quizlet, Zygote
body, Moodle, Padlet, etc.). The main disadvantage of
distance learning is the lack of direct contact with students
and the time delay, as they spend 3 to 5 times more time
preparing materials for distance learning than for
performances in school settings.
Keywords - Biology distance education, ICT pedagogic
applications, Pedagogic practice during COVID -19

I.
INTRODUCTION
Unexpected events require rapid change and
flexibility. Due to the Coronavirus Disease 2019 (COVID19) outbreak, education system was changed to online
environments. Teachers were expected change their
teaching and learning methods overnight. Some teachers
were more prepared than others were, but all of them were
put in situation where they had to start teaching online
with a lot of improvisation. The entire school systems
were suspended and teaching moved online. There has
never been anything like this before. Hodges et al [1]
recognized this kind of situation as "emergency remote
teaching". Overnight teachers were expected adapt Online
Distance Education [2], regardless of whether students,
teachers, and support staff were pedagogically and
materially prepared for this transition.
Moore et al [3] describe distance education as
physically separation between teacher and learner. It is not
something that came into existence after the invention of
the Internet. Physical separation between teachers and
learners has existed in various forms for at least two
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centuries, but in the earlier era of distance education, most
interactions between teachers and students were
asynchronous. With the introduction of the Internet,
opportunities for synchronous work diversified across a
range from chats to videoconferencing systems [1]. In the
COVID-19 pandemic Online Distant Learning was forced
by an external factor rather than a pedagogical desire to
make courses or computer applications [4].
By COVID-19 educational outbreak in schools, some
subject teachers in lower secondary and secondary school
were to take over online teaching immediately, but at the
same time some of them were to be mentors to pre-service
teachers in the 14-day pedagogical school practice. Such a
situation required a lot of digital, information literacy
from teachers, especially in sciences subjects. Science
teachers (natural sciences, i.e. biology, chemistry and
physic) have a special role in science digital literacy
education, because they need to include digital technology
in the practical aspect, laboratory exercises, and fieldwork
[5], which are special – professional digital competencies.
Science digital competencies are classified as follows: Use
of data loggers, digital microscopy, subject-specific
software, virtual laboratory, etc. [6]. The use informationcommunication technology (ICT) in the school laboratory,
during fieldwork or in the classroom requires additional
knowledge and skills that students can only acquire in
school science subjects. Digital Competence Framework
for Educators [7] lacks this kind of digital literacy,
although students can learn science digital literacy from
those teachers who are digitally literate in the sciences.
Some Slovenian biology teachers did not have digital
literacy skills, so they canceled the mentoring to preservice biology teachers.
A. Defining Digital Competence
Recently, many terms have been associated with
digital competence, as synonyms, as part of it or as a
supplement, such as digital competence, digital literacy,
media literacy, ICT literacy, 21st-century skills, digital
skills, computer skills, or internet skills [8]. A digitally
competent person is someone who has several
characteristics: theoretical knowledge, practical skills and
attitudes suitable for ICT use.
B. Pedagogic Practice during COVID-19
According to university program for pre-service
biology teachers at the Faculty of Natural Sciences and
Mathematics at the University of Maribor, pre-service
biology teachers in 3rd and 4th academy years have 14 days
of pedagogical practice in lower secondary or secondary
school, beginning in March, just in time for the total land
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closure to begin. The educational activities were broadcast
online, but this situation was extremely difficult for preservice teachers because they did not know students in the
classrooms. Pre-service students cannot know students in
school classes, because pre-service students are university
students who want to become teachers of a particular
subject (e.g. biology, mathematics …). Pre-service
students ˝fall˝ into school classrooms in the middle of the
school year for 14 days of pedagogical practice.
How pre-service biology teachers adopted, conducted
and improvised online distance education is the focus of
this article.
II.

USING OF ICT IN DISTANCE EDUCATION AT
PEDAGOGIC PRACTICE

In March 2020, 16 pre-service biology teachers had to
complete pedagogic practice in lower secondary or
secondary school. Two of them decided to implement 14day pedagogical practice when contact implementation
will be possible. In secondary school, nine (64.3%) preservice biology teachers did 14-day pedagogical practice,
and five (35.7%) did it in lower secondary school.
During their studies, these pre-service biology teachers
learned about Digital Competences [7], Padagogy Wheel
[9] and possibilities of many applications that can be used
for teaching, but because lack of time, mainly
theoretically, and they used computer applications as
users, not administrators. In online pedagogical practice,
pre-service biology teachers should change the role of
user to that of administrator. Pre-service biology teachers
have no practice in distance education as teachers and
administrators of distance education before 14-day
pedagogical practice.

ICT for different propositions.
All 14 pre-service teachers use email as a
communication channel. They communicate with
students through email by mentors. Only nine students
used the communication platforms MS Teams, Zoom or
Vimeo
for
online
education.
As
mentor
recommendations, pre-service teachers prepare some
presentations and mentors mostly email these
presentations to students or upload them to Moodle or
YouTube. Only three pre-service teachers (21.4%) had
online instruction. All pre-service teachers prepared
PowerPoint presentations, but some of them also
prepared presentations using Nearpod (28.6%), OneNote
(21.4%) and they also prepared presentations using
Loom, Google Slides or Prezi.
Most ICT applications are free, but one student used a
paid application: Zygote Body. She would like to display
3D models or human organs. If she were in class, she
would bring in some animal organs and even do a
dissection; in COVID-19, dissection is not possible. Just
as Zygote Body is a special program for biology classes,
Plant identification Keys and PlantNet are also special
programs for biology classes that are free. When we use
these applications, teaching and learning process can be
interactive, and this is the main point of distance and
online education. A pre-service teacher created her own
educational video. She used different programs and
applications: Filmora, Audacity, Scratch, Zygote Body,
BioDigital Human and OBS Studio. It took her about 4
working days to make a 15-minute video.

According to the reports of the pre-service biology
teachers’ after pedagogical practice, they include
different ICTs into distance education (Fig. 1). They use
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Figure 1. Used ICT in pedagogic practice during COVID-19.

MIPRO 2021/CE

Each lesson should end with feedback on what has
been learned. The pre-service teachers used different
applications. Five pre-service teachers used Google
Form, four used Nearpod and Edpuzzle, three pre-service
teacher used Kahoot, two used Moodle and one preservice teacher used Mentimeter.
Teachers and pre-service teachers have adapted to the
new environment by converting existing teaching
methods to online mode [2], but mostly to scheduled
lectures supported by learning materials, and rarely to
filmed lectures or teaching materials accompanied by
recorded explanations [10].
III.

SWOT ANALIZE DISTANCE EDUCATION AT
PEDAGOGIC PRACTICE

After the pedagogical practice, an analysis was
conducted in which we found out the strengths,
weaknesses, opportunities and threats of distance
education. The feedback of the pre-service biology
teacher according to the SWOT analysis is highlighted
below.
A. Strengths
Pre-service teachers wrote the next strengths of
distance pedagogical practice in distance education:
˝Great developmental advances in applications
designed for teaching.˝
˝We can expand our vast knowledge with additional
online resources and training in new computer programs
and applications.˝
˝Students are trained more in digital and information
literacy than in traditional education.˝
˝New ideas, advances, and developments in the field
of online communication software. Strategy to develop
new knowledge and skills (e.g. use of ICT technology and
other tools, such as MS Forms).˝
˝Time we would otherwise have spent on transport to
school has been used to learn about applications and
digital channels.˝
˝Unique distance learning experience.˝
B. Weaknesses
The pre-service teachers emphasized the next
strengths of the pedagogical practice of distance learning:
˝I was forced to use digital channels that I was not
familiar with (e.g. at university level, pre-service teachers
used MS Teams in pedagogical practice we should use
other online platforms, such as Zoom or Vimeo.˝
˝In distance education, it is not possible to supervise
students and their work as well as it is possible in the
classroom.˝
˝Student identity is not protected, so computer
accounts can be hacked and abused. ˝
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˝Ignorance of technology, use of applications.˝
˝My greatest weakness was certainly my ignorance of
web applications.˝
C. Opportunities
The opportunities were found in the next sentences:
˝Using modern technology also for something useful,
for example social networks and games.˝
˝I have learned about new applications and digital
channels and how to use them in distance education.˝
˝We have gained experience on how to work remotely
in case a situation arises again.˝
˝We are able to address the lack of knowledge and
skills of teachers in using ICT technology.˝
˝We were able to show teachers our skills in using
ICT.˝
˝Development of digital competencies and digital
literacy.˝
˝Students who have a slower perception of the subject
matter can replay the subject matter more often, making
it easier to remember.˝
D. Threats
Threats should be taken seriously and special care
should be taken to avoid them:
˝Some students are less motivated to work.˝
˝Most of their time is spent on the computer and on
the phone.˝
˝Students do not have the same opportunities and
access to computers.˝
˝Constant exposure to electronic devices can be
harmful to health.˝
˝Students can become addicted to computer devices.˝
˝Poor legal basis for using online applications for
distance education. Theft of personal information may
occur.˝
˝Overload, burnout from spending too much time
preparing for distance education.˝
˝Equal opportunity for all students to use technology,
access to distance learning or students don't have
computer or tablet or internet.˝
˝Application, web, connection not working or bed
connection.˝
IV. CONLUSION
Pre-service 3 and 4th year biology teachers were
required to undertake 14 days of pedagogic practice. In
COVID-19 outbreak they had the opportunity to do it as a
distance education. Because of the uncertain situation, no
one could do the pedagogical practice in 14 days. The
fastest pre-service teachers did it in 3 weeks; most took 6
rd
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weeks to complete all requirements of the 14-day
pedagogical practice.
After the practice, pre-service teachers analyzed the
distance education activities. All agree that COVID-19
outbreak, distance education was a special opportunity
and experience to be prepared in case the situation
happens again, but no one would like to do the
pedagogical practice in this way again. They learned a lot
about computer applications, programs, and developed
some digital competences, but they missed key
educational factors: classroom contact with students,
immediate student feedback, classroom environment,
quality of discussion, eye contact, verbal and nonverbal
classroom communication, and lack of biology laboratory
performance. Distance education is a threat to the lack of
laboratory work in biology, which is severely limited in a
virtual environment where there are videos, animations or
simulations [11] cannot replace the learning manipulative
skills and practical laboratory skills.
According to COVID-19 situation, distance education
is a solution, but for a long time. With computer tools,
programs, and application, teaching could be more
interesting, impressive, and modern, but nothing can
replac the quality of classroom teaching, because students
are not well prepared for activities such as reading and
writing, answering clearly and accurately, summarizing
ideas, planning strategies, arguing, and collaborating with
others [12] via distance learning.
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Abstract - The development of information technology
has led to the emergence of specialized software in various
fields of knowledge, including health and sports. Knowledge
about them and the ability to use them become leading in
the work of athletes and their coaches, so their mastery
should take place within their professional training. The
article describes a special course "Digital Health
Technologies", which is studied by future specialists in
physical culture and sports: content, forms, methods, and
teaching aids. The authors present the results of statistical
analysis and confirm the effectiveness of the special course:
students confirm the ability to use specialized software to
develop health programs and rehabilitation programs for
athletes. Analysis of alumni surveys confirmed the
effectiveness of the course.
Keywords - digital technologies; digital health; specialists
in physical culture and sports; professional training.

I.

INTRODUCTION

The phenomenon of digital health arose as a result of
the digital revolution convergence with the health fields,
health care and society. This phenomenon provides the
rights and possibilities expansion of the members of
society for better tracking, managing and improving their
and their families’ health. Digital technologies in
healthcare sphere also improve access to information
resources, reduce costs, improve the quality of health care
and make it more personalized and accurate. Today, there
is no clear definition of the “digital health” phenomenon,
although the common point in the approaches of different
authors is the establishment of the origin of this definition.
Thus, one of the most recent definitions made in 2015
belongs to Phil Baumann, who interprets it as “the
collaborative integration of different technologies with the
health care system for disease prevention, diagnostics,
treatment and control, as well as planned measures to
promote, measure and maintain healthy well-being” [1].
A. Why do digital health technologies important for
physical education and sports professionals?
The analysis of the requirements for the results of
professional training of Physical Culture and Sports (PCS)
specialists shows the importance of acquirement
theoretical knowledge, based on the latest achievements of
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various sciences. I.e. for professional training and further
professional realization of PCS specialists, important
information content is: first for the organization and
successful implementation of the educational process, and
then for supporting their activities and professional
development of the specialist [2; 3].
Nowadays the information support is impossible
without the use of digital technologies (DT) and the tools
that make it possible to search for information over the
Internet. It is crucial to analyze the empirical data on the
tracking of physical characteristics of sportsmen, use of
specialized software to support the educational process
through the visualization of separate sport movements (or
physiological changes in the human body), organize the
professional interaction in chats or social networks, etc.
This highlights the necessity to develop the ability to
use digital technologies, including digital health
technologies for rapid analysis of professional
information, critical evaluation of it and use in
professional activities.
II.

DIGITAL HEALTH TECHNOLOGIES

A. Key elements of digital health
The key elements of digital health as a result of the
integration of DT with health care have been identified by
Dr. Eric Topol. According to E. Topol, they include:
wireless devices, sensors, hardware and software,
microprocessor and integrated circuits, the Internet, social
networks, mobile networks, health information
technology, genomics and personal genetic information.
Digital health includes such categories, as: mobile health
(mHealth), wireless health, health 2.0, electronic health (eHealth), electronic patients (e-Patients), healthcare IT,
health and healthcare data, cloud computing, telemedicine,
personalized medicine, and other health-related notions [1;
4].
Depending on the platform underlying the use of web
technologies for healthcare, there are Health 2.0, Health
3.0, Health 4.0. It should be noted that Health 2.0 is often
defined as a movement that unites all health care providers
who use Web 2.0 technologies to improve the quality of
this process.
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The term “Health 2.0” (Health 2.0), introduced in
2004, reflects the integration of health technologies with
the Web 2.0 platform and means the use of social software
to promote cooperation between patients, rehabilitation
therapists, consulting physician, instructors, teachers and
other health and physical education and sports workers.
The platform includes: personalized search for health
information to enrich the consumer experience;
dissemination of knowledge between communities,
technologies for content delivery and sharing, etc.
In 2011, Indu Subaiya and Matthew Holt clarified the
concept of Health 2.0 as a healthcare field involving cloud
technology and mobile devices, as well as other tools and
applications with an accessible interface which in an
interactive form provides data on a certain physical
characteristic of a person. These technologies are
implemented on the principles of customer-centric design,
search for information to help the consumer simplify the
decision-making process.
In analyzing the experience of using web technologies
in the context of health issues, our attention was caught by
the
British
site
Cosmic
Kids
(http://www.cosmickids.com), which presents videos with
sets of yoga exercises (Cosmic Yoga) on YouTube. These
exercise videos are widely used all over the world for
yoga classes both in schools and at home. Every month,
the site’s developers upload a new set of exercises to
YouTube. Access to the exercise complexes on YouTube
is free. Interesting titles of gymnastic complexes, relevant
video design and good mood of the coach make yoga
classes useful and exciting.
An analysis of Internet sources showed that today
there are a huge number of applications for counting
calories and physical activity, such as: “Your fitness
assistant”, “Your diet assistant”, “Excellent calories
counter”, as well as MyFitnessPal, FatSecret, Diet &
Diary, for Endomondo fitness, Nike Training Club, In
Shape Free, Runkeeper, Samsung Gear Fit (fitness
bracelet). Such supplements have advantages: they can
always be with the user, thus saving time (for example,
keeping a calorie diary), stimulating to keep fit, etc.
Therefore, according to the results of the analysis of
digital health technologies, a conclusion should be made
about the expediency of their use in the professional
activities of PCS specialists.
B. Physical Culture and Sports (PCS) professionals
need to be prepared to use the means of physical
education that are associated today with digital
health technologies.
It was important at the stage of ascertaining the
problem to identify the state of use of digital health
technologies in the process of professional activity of PCS
specialists and to identify difficulties that arise in their
use.
For this purpose, a survey was conducted among the
specialists of PCS (Ukraine). In the process of preparing
the questionnaires we used both basic (direct and indirect,
clarifying and complementary) and control questions,
taking into account that during the answer there may be
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corrections caused by subjective factors. Before the
questionnaire, the purpose and rules of filling in the
questionnaire were clarified, each respondent had own
form of the printed questionnaire. It should be noted that
one of the conditions of the survey was the possibility of
anonymity, as it allowed the reviewers to be as frank as
possible.
The results of the survey showed that the majority of
respondents (86%) have difficulties in the period of
adaptation in the professional space during the
professional development, which are related to various
reasons. The greatest difficulty among the respondents
were a psychological problems (53%), because of
reflection the inner feelings of the graduate in the period
of adaptation to professional activity. Thus, 38% of
respondents indicated uncertainty about their own
professional competence in the face of rapidly growing
technological progress, and only 15% attribute these
difficulties to other reasons (emotional stress due to
difficulties at work, difficulties in communicating with
other colleagues, rejection in the team, difficulties in
communicating with the staff). The fact that a significant
proportion of respondents (36%) had a lack of knowledge,
skills, and abilities to use digital health technologies to
support their professional activities was of particular note
in the survey.
The following answers were received to the question
“How often do you use digital health technologies in your
work?”: constantly (daily) – 8%; often (several times a
week) – 32%; occasionally (several times a month) –
42%; occasionally (several times a year) – 18%; do not
use – 0%.
The majority of respondents (70%) agree with the
statement that the use of these technologies has a positive
effect on the quality and level of knowledge acquisition,
13% have doubts about their effectiveness for the
professional activities of FTS, 17% did not decide on the
answer.
The majority of respondents (92%) noted that they
would like to increase the level of knowledge, skills,
abilities in the use of digital health technologies in the
professional activity of a PCS specialist.
The obtained data allowed to formulate the following
conclusions: the vast majority of PCS specialists have a
superficial idea of digital health technologies and the
peculiarities of their use to support professional activities;
the vast majority of PCS specialists do not implement
them in practice due to lack of knowledge, skills, abilities
to work with information resources.
The results of the questionnaire gave grounds to claim
that for young professionals who are well versed in the
means of the digital technologies (DT) adaptation in the
professional space is much easier. Thus, a significant
amount of the necessary literature can be found on the
Internet, visual and demonstration materials can be found
on social networks or channels or made by the
professional, and the exchange of experiences can be
systematically carried out in special forums or online
conferences.
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The study found that, unfortunately, a significant
number of respondents have mostly superficial,
unsystematic knowledge on the implementation of digital
health technologies in the professional activities of PCS,
fragmentary ideas about their ability to optimize
professional activities.
Based on the analysis of the answers to the
questionnaire, it was found that today a significant number
of PCS specialists are already trying to use DT tools.
We believe that PCS specialists should be prepared to
use the means of physical education, which are associated
today with digital health technologies: pedometers,
electronic bracelets, where it is possible to measure
physical activity (number of kilometers travelled, number
of ascents by floors, etc.) and physical body parameters
(pulse, pressure, weight, etc.). Their involvement on the
one hand is interesting for young people, and on the other
hand is related to the specifics of the professional
activities of future specialists PCS, which is now
integrated with DT [5; 6; 7; 8].
C. Study of the special course “Digital Health
Technologies”
The special course “Digital Health Technologies” was
introduced into the educational program for training
specialists in the specialty “Physical Culture and Sports”.
The special course included a computer lab workshop
(studying software for smartphone applications,
applications for portable devices such as iPhone and iPad)
and the use of educational resources (created using the
Moodle platform).

The laboratory workshop contains a theoretical block
(includes educational information), a practical block (the
use of social networks for educational purposes, use of
web technologies of health-preserving subjects,
performance of settlement and graphic works directed on
definition of weight of the person, measuring the
characteristics of physical activity, calorie counting and
physical activity, i.e. the use of so-called “mobile
nutritionists and trainers”, etc.), help block (dictionary of
basic terms through blogs, wiki, social networks, podcasts,
chats, video sharing) and control block (special testing
program) (Fig. 1).

Figure 1. Window of the special course “Digital Health Technologies”
for calculation and graphic works

The purpose of studying the special course “Digital
Health Technologies” is the formation of information and
digital culture of the future PCS specialist through the
formation of meaningful and responsible attitude to the
health, knowledge about health and a healthy lifestyle,
digital technologies of support and control over health,
ability to use digital health technologies in professional
activities and reflection skills in relation to their
application.
The main tasks of studying the special course are:
mastering the basics of a healthy lifestyle; formation of
ideas about information methods and digital means that
preserve and strengthen health; formation of
understanding of the essence of culture, culture of health
and healthy lifestyle; formation of motivation to maintain
health as the highest value by means of DT; education of
the need for real health practice with the involvement of
DT, their active creative use to achieve life and
professional goals; formation of skills to independently
develop technologies for the application of DT of
individual rehabilitation, aimed at prevention, correction
of personal health, support and development of body
resources.
The content of the developed resource includes
educational and methodical information that will allow the
student to master the practical skills to use digital health
technologies for analysis and didactics of motor actions in
physical education and sports training.
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Figure 2. The window of the special course “Digital Health
Technologies” – a reference block

When selecting the exercises, we took into account
that they should be multifunctional, and meet the
following requirements: clarity; professional orientation of
tasks; creative approach; the presence of instructions for
action with the material; novelty.
The purpose of such exercises was to expand students’
understanding of the possibilities of using the Internet,
deepen theoretical knowledge of the profession, improve
skills of search, processing and analysis of professional
information, use of digital technologies to solve
professional problems, develop logical and critical
thinking. This approach simulates the content of future
professional activity, reproduces the conditions and
actions in which information and digital technologies are
used.
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After a series of exercises, reflection, discussion and
analysis were mandatory: What important things did you
learn? Was it useful for you? What do you think about this
exercise? How can you use this in your professional
activities? The students had to continue the phrase: “I
think, ...”. Such activities contributed to the formation of
participants’ self-analysis skills. The teacher was given the
opportunity to correlate subjective judgments and
assessments with “objective” impressions and abilities of
members of the student group, to prepare the next lesson,
to select participants exercises. The study of these
programs contributed to the formation of students’ ability
to use specialized software, including digital health
technologies in order to solve professional problems.
D. The results of the pedagogical experiment
To calculate the quantitative characteristics of the
impact of studying the special course, testing was used
which included questions on the use of digital health
technologies.
Experimental work involved 610 students during
2015-2020. The first experimental group (EG1, 213
students) majoring in 017 Physical Culture and Sports
attended classes in-person and in part within distance
learning. The second experimental group (EG2, 202
students) majoring in 017 Physical Culture and Sports
studied remotely through the Moodle platform.
The first and second groups, in addition to the general
“Digital Technologies in the field of PCS” course, had to
master a special course “Digital Health Technologies”.
Students of the control group (CG, 195 students)
studied with the involvement of traditional full-time
methods, forms and means of teaching. At the same time,
they did not study the special course.
The distribution of levels of academic achievement at
the beginning and end of the experiment is presented in
the diagrams (Fig. 4-5).

Figure 4. Distribution of levels at the end of the experiment

Empirical values of statistics according to Student’s
criterion for the indicator “ability to use DT” are
calculated in MS Excel and are presented in table 1.
TABLE I.

EMPIRICAL VALUES OF STATISTICS BY STUDENT’S
CRITERION (TCRIT. = 1.97)

Groups

EG1

EG1
EG2

-2.04

CG

2.38

EG2

CG

0.36

0.18
-0.17

At the
beginning
of the
experiment

3.56

At the end of the experiment
Average (before
experiment)

40.09

39.48

39.77

Average (after)

54.11

60.49

49.13

Dynamics of
averages

35%

53%

24%

The calculation data in the table give grounds to assert
that at the level of significance of 0.05 the values of the
averages for EG1, EG2 and CG at the beginning of the
experiment do not differ statistically.
Analysis of the initial and final results of the
pedagogical experiment confirms the positive dynamics of
levels in all groups. At the same time, statistical
examination of the shift of the averages for the groups
EG1, EG2 and CG by Student’s test revealed their
statistical discrepancy for each possible pair. The averages
for all samples were statistically different: the highest
value in EG2 (60.49), then EG1 (54.11), the lowest in CG
(39.77).

Figure 3. Distribution of levels at the beginning of the experiment

We explain the obtained dynamics not only by the
introduction of a special course, but also by the use of
distance learning technologies, which contributed to the
development of skills of information exchange, search,
comparison and prediction of professional actions based
on digital health technologies.
III.

CONCLUSION

The active development of digital technologies and
tools determines the reorientation of professional activities
of specialists, including PCS specialists, to the virtual
space, where the ability to analyze information flows, the
ability to use specialized software and to provide effective
communication online and offline is in demand.
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Digital health technologies not only allow interactive
tracking of changes in the physical state of the body, but
also allow to be perceived as a powerful tool for
professional activity of PCS specialists. In the process of
training by visualizing schedules of changes in physical
condition, they can become a tool for developing effective
methods of rehabilitation, training, and rehabilitation.
The use of digital health technologies enables PCS
specialists to teach movements using the basic principles
of health care, improve motor programs, promote health
and create safety conditions in the process of physical
culture, sports and coaching work, and physical
rehabilitation of patients and athletes.
The developed special course confirmed its
effectiveness for full-time and distance learning formats,
and the results of educational achievements were the best
when learning online.
We see the problems of mastering digital health
technologies on open educational platforms by future
specialists of PCS as prospective for further research.
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Abstract. The article presents an analysis of the attitude
of school teachers and college teachers of the Sumy region to
distance learning during the 2020 pandemic. The empirical
data was obtained through an online survey in May and
November 2020. The following factors were analyzed:
technical support for distance learning; the level of
professional training of teachers; ways to improve the
qualifications of teachers; administration support level;
main problems and difficulties in conducting distance
lessons; the psychological attitude of teachers to conducting
lessons online; comparison of the intensity of the load
between traditional and distance learning; features of the
organization of control; objectivity of assessment; personal
attitude to online learning; prospects of using online
education in the future.
Among the main results: teachers' understanding of the
need to constantly improve their digital competence;
awareness of the importance of self-education and reflective
assessments; experience exchange; passing online courses on
educational platforms.
Remaining problematic: the organization of effective
automated control and the objectivity of student assessment;
low student responsibility, low self-discipline and motivation
for online learning; academic integrity of students; low level
of influence on motivation to learn.
Keywords - online learning; distance learning;
questionnaires; colleges; pandemic; professional training;
advanced training; digital competence; self-education.

I.

INTRODUCTION

The development of distance technologies and their
use in education in the 21st century has been the subject
of numerous scientific studies. Analysis of scientific
articles showed an increased interest in the following
topics:
−
Organizational and pedagogical conditions of
distance learning - research by Yu. Bogachkov,
V. Bykov, V. Kukharenko [2]. They considered the state
of development of distance learning in schools and
already in 2011 they proposed a developed model of a
network of resource centers for distance education [1].
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−
Distance learning models - studied by
V. Kovalchuk, I. Voronkova. Their subject of research is
cloud-based models [4].
−
The use of cloud services to support the teaching
of physics and mathematics disciplines was considered by
O. Semenikhina [9].
−
The world experience in the development of
distance learning was studied by M. Henney and
T. Newwein [5]. T. Bates analyzes the experience of
introducing distance learning in Europe and the United
States [11].
−
Technologies for creating distance courses - the
subject of research by Yu. Rudenko, N. Degtyareva,
S. Petrenko. The authors studied the role of pedagogical
design, its principles and rules in creating a distance
course [6].
The coronavirus pandemic has caused the rapid
development and use of all advances in distance learning.
The global use of all forms of e-learning has become the
reason for a new round of development and the subject of
research. New research includes acquired mass
experience and is of a practical nature. Thus, the
psychological component of distance learning was
studied by E. Pomytkin, L. Pomytkina, L. Ivanova
(typical trajectories of emotional responses to distance
learning) [8].
The state of distance learning in Ukraine was studied
by O. Semenikhina, Yu. Rudenko [12]. They investigated
the technical, software and pedagogical features of
teaching in colleges and came to the conclusion that
quality education is impossible without motivation.
A. Shevtsov,
O. Lastochkina
considered
the
conditions for training teachers in the context of
emergency introduction of distance learning [10]. Their
conclusion: the main difficulty is the psychological
rejection of the participants in the organization of training
only with the help of online connections.
However, the experience of distance learning acquired
during the pandemic in dynamics (from its beginning in
2020 to the end of the year) did not become the subject of
research.
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The generalization of the results demonstrates some
dynamics of changes in the opinions of teachers
regarding distance learning, but it was precisely the
dynamics that was not the subject of scientific research.
The aim of the article is to provide an analysis of the
dynamics of changes in teachers' opinions regarding
distance learning.
II.

III.

RESULTS OF RESEARCH

Let us analyze the results obtained after two
diagnostics.
Question 1. Answers to the question about the load
on the teacher were distributed as shown in diagram 1.

METHODOLOGY OF RESEARCH

The object of the study was the state of distance
learning in schools and colleges of Sumy and Vinnitsa
regions from the point of view of teachers. The total
number of respondents was 512 people. Of these, 254 are
representatives of the Sumy region, 265 - Vinnytsia.
To conduct the study, we used:
−
theoretical
methods
(analysis
and
systematization of scientific works to identify the state of
development of the problem);
−
empirical methods (observation, interviews,
questionnaires).
The study took place in three stages.
Stage 1 (May 2020) - the first mass survey of
teachers.
Stage 2 (December 2020) - the second mass survey of
respondents.
The survey was conducted twice using the same
questionnaire (Table 1). The only difference is the last
two questions that were added to the questionnaire in step
2 (questions 10 and 11):
TABLE I. TEACHER QUESTIONNAIRE QUESTIONS

1. What kind of teaching is a big burden for teachers (distance
or traditional)?
2. Does the school or college leadership help you organize
distance learning?
3. Rate the services on a 10-point scale according to the degree
of comfort for learning (Google Class, Zoom, Teams, Moodle,
Viber, e-mail, others)
4. Do you know about the use of the automatic homework
checker function in educational services Google Class, Teams,
Moodle?
5. Do you conduct video tutorials?
6. What methods do you use to grow professionally?
7. What are the main problems of distance learning?
8. Do you think distance learning is promising?
9. Your suggestions for improving the quality of distance
learning
10. In your opinion, has the situation with distance learning
changed for the better during the six months of quarantine
conditions?
11. What are the positive changes in distance learning?

The third stage of the study was devoted to
quantitative and qualitative analysis, as well as
interpretation of the data obtained.
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Figure 1. Distribution of answers to the question “What kind of teaching
has a high workload for teachers (distance or traditional)?”,%.

As the diagram shows, the teachers' opinion that
distance learning is more intensive than traditional
classroom teaching has hardly changed. Both in May, at
the beginning of quarantine, and in December, teachers
consider the workload to be very high. This is due to the
following reasons: psychological problems of perception
of this form of education; a large amount of technical
information; stress on the eyes; fatigue from constantly
spending time at the computer.
Question 2. The second question was about help from
the leadership of schools or colleges. Obviously, distance
learning in any college or school is a system in which all
participants are involved - management, teachers,
students, their parents. Naturally, the teacher's work is
greatly facilitated by the help and support of the
leadership (Fig. 2). The results of the survey showed that
the situation has changed positively.

Figure 2. Distribution of answers to the question “Does the school or
college administration help you in organizing distance learning?”,%.

If in May only 21.26% of respondents claimed that the
administration helps them, then already in the second half
of the year, in December, the percentage increased to
54.72%. At the same time, when asked what kind of help
is needed, teachers in both the first and the second survey
indicated: assistance in providing IT technologies,
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organizing courses for studying platforms, organizing
parental control.

Figure 5. Distribution of answers to the question
"Do you conduct video lessons?",%.

We were interested in how teachers assess the comfort
of various services during training on a 10-point scale
(question 3). The chart shows a comparison of the average
scores after two surveys (Fig. 3).

It is important to note the fact: Ukrainian teachers
work very responsibly and fruitfully on their professional
improvement. This conclusion can be drawn from the
analysis of question 6 (Fig. 6).

Figure 3. Distribution of teachers' answers to the question “Rate the
services on a 10-point scale according to the degree of comfort for
learning”,%.

The results show a significant increase in the
popularity of Google Class (a platform for organizing,
delivering and monitoring lessons) and Zoom
(conducting video tutorials) and a sharp decline in the
popularity of Viber (messaging) and E-mail. This trend
can be explained as follows: at the beginning of the
quarantine, most teachers did not know how, to use
various services. Therefore, Viber and email were
popular. However, six months later, many have learned to
work in Google Class, Zoom, Teams, appreciated the
quality and functionality of these services and changed
their minds in their favor. Messaging and e-mail no
longer play a key role in distance learning, but serve as an
additional tool.

Figure 6. Distribution of teachers' answers to the question “What
methods of professional growth do you use?”,%.

The percentage of teachers taking professional
courses has increased significantly. The exchange of
progressive experience has also become very relevant.
Monitoring of teachers' attitudes towards the new form of
work also showed that initiative, responsibility and desire
to be a professional prevail.
Despite the positive dynamics, it is important to see
what problems were topical both in May and December,
and whether there is a dynamics in their elimination
(question 6). The result is shown in the diagram (Fig. 7).

This idea is confirmed by the analysis of the answers
to questions 4 and 5.

Figure 7. Distribution of answers to the question "What are the main
problems of distance learning?",%.

Figure 4. Distribution of answers to the question “Do you know about
using the automatic homework checker function?”,%.

The chart shows a significant 40% increase in the
number of teachers who find it difficult to work on
multiple platforms at the same time and want to work on
a structured single learning platform. At the same time,
the number of technical problems decreased by 38%.
However, for almost a year
invariably remain
problematic:
−
mperfect schedule that does not correspond to
the principles of distance learning and negatively affects
the fatigue of both students and teachers;
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−
low discipline of students and weak motivation
for online learning;
−
lack of effective automated monitoring of
assessment and knowledge control;
−
objectivity in the assessment of students;
−
academic dishonesty of students.
Figure 8 shows how the attitude towards distance
learning has changed, namely its perspective.

Among the positive changes, teachers note:
−
Technical innovation;
−
Creation and distribution of various refresher
courses;
−
Psychological readiness of students and teachers
for distance learning;
−
Organization and structure of training;
−
Gaining experience by all participants in
distance learning;
−
Using video tutorials;
−
Raising the level of technical training of teachers
and students;
−
Improving the quality of educational services.
It is also worth noting the activation of universities to
create training courses, retraining, advanced training of
teachers, as well as the development of new electronic
didactic materials.

Figure 8. Distribution of answers to the question “Do you think distance
learning is promising?”,%.

Obviously, the majority of teachers are inclined to
think that mixed education is promising (48, 43% in May
and 63.78% in December). And only 4.72% of the
December poll respondents consider distance learning to
be uniquely promising (against 0% in May).
What is needed to improve the quality of distance
learning was shown by the answers to question 9:
−
seek and use effective methods of motivating
students,
fostering
discipline,
responsibility
consciousness and information culture;
−
improve
technical
and
methodological
assistance, provide an opportunity to exchange
progressive experience;
−
not restrict freedom in the choice of methods
and informational means of teaching;
−
improve the functionality and quality of
educational platforms.
The last two questions (questions 10 and 11) were
added to the second questionnaire (December). We
assumed that almost a year of experience allows teachers
to draw certain balanced conclusions.
An analysis of the answers to the 10th question
shows: despite the difficulties, problems and completely
new learning conditions, 75% see a positive trend
(Fig. 9).

IV.

Thus, the analysis of teachers' opinions about the
quality of distance learning during quarantine conditions
allows us to draw the following conclusions:
The situation with the organization and technical
support of distance learning has changed for the better.
The quality of educational platforms has also improved,
and many schools and colleges have begun to use a single
platform. Teachers began to conduct more video lessons,
mastered new forms of assessment and control of
students.
Teachers are interested in further professional growth
and self-education. They want to learn, to use progressive
experience.
The following problematic tasks require solution:
improving the discipline of students, increasing
motivation for distance learning; academic dishonesty of
students.
In the perspective of scientific research, there are such
tasks - to find new forms and methods of teaching that
allow them to educate such qualities of students:
consciousness, responsibility, discipline, organization.
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Abstract - The article addresses the issues of the need to
learn throughout life and professional development of
teachers in the field of information technology. In the
article, the authors compare the effectiveness of training
and master classes for teachers. The authors note the
importance of visual support of educational activities,
provide the results of the analysis of tools for creating
computer animation and describe the results of the author's
research. The authors compare the effectiveness of training
and a master class in teaching teachers to create computer
animations. The experiment was conducted at Makarenko
Sumy State Pedagogical University (Ukraine). Number of
study participants – 121.
Both forms of training (training and master class)
proved their effectiveness, but the authors noted differences
for age groups of teachers: young teachers showed higher
performance in the master class, and teachers with more
than 10 years of experience – in the results of training. The
authors also recorded the problem for young teachers not so
much to create an animation, but to generate an idea for its
construction (the idea of the animation itself).
Keywords - training; master class; teacher training;
lifelong learning; computer animation; teaching teachers to
create computer animations; professional training of teachers

I.

INTRODUCTION

A. Formulation of the problem
With the development of the information society, the
ability to learn throughout life is becoming increasingly
popular. This ability is important for teachers because, on
the one hand, they work with young people growing in the
digital world and, on the other hand, the development of
IT leads to the emergence of new technologies and
specialized software that must have a person working with
youth. Besides important is that today's young people are
born in the digital world and are accustomed to the clip
perception of information. That's why the visual content is
more acceptable than text in contrast to teachers, who are
more focused on teaching materials in a linear text format.
These contradictions raise the issue of teacher training in
the field of IT, and in particular in the field of computer
animation.
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B. Analysis of current research
Advanced teacher training is common world practice.
In Ukraine, as a rule, it is carried out every five years in
postgraduate education institutions or universities. It
provides a free choice of educational programs, forms of
education, educational institutions and organizations, or
other subjects that provide advanced training. Further
training was previously focused more on the development
of skills in the subject area but, over the past ten years, the
situation has changed, as evidenced by regulations (Laws
of Ukraine: “On Complete General Secondary Education”
(2020), “On Professional Development” (2012), “On
postgraduate education” (2014), the Concept of
development of continuing pedagogical education (2013),
the Standard educational program of the organization and
carrying out advanced training of pedagogical workers by
establishments of postgraduate pedagogical education
(2018)), and requests of teachers themselves for individual
educational trajectories of development.
Scientists substantiate that professional development
and competence development in IT is a necessary
component of becoming a teacher today. For this purpose,
various forms are used: offline and online courses [2],
conferences [7], scientific and methodological seminars
[5, 6], festivals [9], etc. Teacher training is usually
conducted in the form of lectures and reports, and the
direct participants in the educational process take a
passive position: they listen, record, "consume" the
knowledge gained.
However, collective forms of learning, based on active
interaction and intensive communication based on unique
life and professional experience and willingness to share
it, have become more effective. Among such forms,
scientists distinguish training sessions and masterclasses.
Training sessions today is understood as learning in
which less attention is focused on theoretical material and
more - on the practical development of skills. As
mentioned in [1], training session is a pre-planned
educational process, the purpose of which is to change the
attitude, knowledge, or behavior of participants through
their own (acquired) educational experience, to develop
skills to perform a definite type of activity. Training
session has several specific features that distinguish it
from other forms of learning: group work; training
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focused on active actions and maximum immersion in the
topic; focus on a goal, which determines the types of work
on the training session itself.
A masterclass is a form of learning based on a
practical demonstration of a creative solution to a
problem, a new method, technology, author's model, etc.
The masterclass involves three stages: entry-inclusion of
participants in the work; author's demonstration of
problem-solving; evaluation of the effectiveness of the
proposed solution. An important result of the masterclass
for teachers is the development of reflection and
motivation for self-analysis and self-assessment, selfawareness in a professional environment. It provides a
valuable experience that helps to identify further areas of
self-development.
Training sessions [11, 12] and master classes [14, 13]
are more often offered for the development of IT skills.
However, the comparison of their effectiveness in the
context of teacher training was not carried out, which was
the subject of our study.
C. Objective
To compare the effectiveness of training sessions and
masterclasses to improve the skills of teachers in the field
of computer animation.
II.

METHODOLOGY OF RESEARCH

The study was conducted at the Makarenko Sumy
State Pedagogical University (Ukraine) in 2020 during the
organization of advanced training of future teachers of
mathematics and physics of Sumy region (total number of
participants 121 people).
The study involved solving several tasks: 1) to explore
the most common means of computer animation; 2)
compare the effectiveness of training sessions and
masterclasses in teacher training; 3) based on the results of
the experiment to provide recommendations for the use of
forms (training sessions and masterclasses) of advanced
teacher training in universities.
We used content analysis to determine the most
common computer animation tools.
We have developed a questionnaire for teachers. The
questionnaire provided an opportunity to assess: the level
of IT proficiency, the desire to use computer animation in
lessons, self-assessment of skills to develop computer
animation for educational purposes, etc.
The questions of the questionnaire are presented in
table 1.
TABLE I.

QUESTIONNAIRE FOR TEACHERS

1. Year of graduation.
2. Teacher experience.
3. Do you use information technology in your professional activities?
4. Should computer animation be used in teacher work?
5. Identify the positive aspects of using computer animation in
professional activities.
6. Indicate the negative side of using computer animation in
professional activities
7. What tools do you know for developing computer animation?
a.
Adobe Animate (Flash)
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b.
Microsoft PowerPoint
c.
GIF-animator
d.
Synfig
e.
other ____________________________________.
8. You use / will use animation to:
a.
explanation of new material;
b.
systematization of the studied;
c.
actualization of knowledge;
d.
reflections and consolidation of knowledge;
e.
other ____________________________________.
9. Do you plan to create author's animations for use in the
educational process?
10. What causes difficulties in creating animation:
a.
idea of computer animation;
b.
step-by-step animation planning;
c.
selection of the necessary material;
d.
software selection;
e.
selection of tools for creating animation.

This questionnaire was offered to teachers twice before and after the training.
The pedagogical experiment was structured in a way
that one group of teachers mastered the ability to create
and use computer animation in training, and the other
group - in masterclasses. To check the formation of skills,
we used independent tasks that were evaluated according
to the developed criteria.
Statistical analysis consisted of the use of the Student's
t-test average score.
III.

RESULTS

A. The most common means of computer animation
Today, many different software tools specialize in
creating computer animations. Among the most famous
and widespread in Ukraine: Adobe Animate, Toon Boom
Harmony, Moho, Pencil2D, TupiTube, Synfig Studio,
Pivot Animator, Cinema 4D, Easy GIF Animator, etc.
Each program has its differences, but they all provide a
typical set of computer tools: draw, animate objects, create
cartoons, and save the animation.
There are also several online services for working with
animation in the user's browser. Among these, we will
single out Crello (crello.com), GIF Animator
(ru.toolson.net/GifAnimation/Create),
Wick
Editor
(wickeditor.com), Canva (canva.com), Animatron
(animatron.com), etc. They have a smaller set of computer
tools compared to full-fledged programs that are installed
on personal computers.
Based on the content analysis of programs and
services for creating computer animation, we chose the
program Adobe Animate. This program is considered a
professional tool for animation-designers, and it is used to
create vector graphics and computer animation with the
subsequent export of the result in various formats (html5,
WebGL, svg, swf, gif, exe). The program features raster
graphics support, the ability to format text blocks,
embedded audio or video content, and programming
ActionScript scripts, which allows you to create not just
animation, but entire multimedia applications with
animated content and guidelines (interactive animations).
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B. Training session or masterclass: organization of a
pedagogical experiment
Department of Informatics of Makarenko Sumy State
Pedagogical University (Ukraine), conducts advanced
training courses for teachers of various specializations in
the field of using IT in professional activities. In
particular, in October 2020 advanced training was
provided for 121 computer science teachers in the Sumy
region, which was focused on the formation/development
of skills to create computer animations to support the
educational process.
Objectives of advanced training: to acquaint teachers
with computer animation and programs where it is
created; demonstrate the possibilities of using computer
animation in lessons; analyze the tools needed to create a
simple and interactive animation; learn how to create
simple computer animations (gif) and interactive
animations (swf/exe).
Details of the organization of the pedagogical
experiment we give in table 2.
TABLE II.

FEATURES OF THE ORGANIZATION
OF PEDAGOGICAL EXPERIMENT

Stage
1
2
3

4

5
6
7

TRAINING SESSION
MASTERCLASS
Survey of teachers about the use of computer animation in
school
Presentation "Using interactive computer animations in the
learning process based on Adobe Animate"
Independent task of creating interactive animation of
Solar eclipse
59 teachers
62 teachers
30 of them are young
33 of them are young
(up to 35 years old)
(up to 35 years old)
and 29 experienced
and 29 experienced
(over 35 years)
(over 35 years)
Teachers created animations
according to the instructions
Teachers were shown how to
with the support of the
create interactive animations
trainer
Repeated self-execution of the task of creating interactive
animation of Solar eclipse
Evaluation of works by criteria, analysis of results
Re-interviewing teachers about the use of computer
animation in school

The practical task of creating an interactive animation
of the solar eclipse performed independently by teachers
was evaluated according to the following criteria.
1. The visual design of animation, observance of the
physical sizes of animation on various screens. Developed
interactive animation should have an attractive
appearance. Attention is paid to the color, the use of fonts,
the compliance with the physical size of the animation - it
should look good on different screens, not be too small or
too large. It is also important to adhere to the condition of
proportionality of objects to not distort reality.
2. Using the program tools. Animation elements
must be made with Adobe Animate tools. Images from the
Internet are not allowed if they can be implemented with
the program tools.
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3. Using different types of animation, layer masks
and symbols. When creating an animation, you must apply
frame-by-frame or automatic animation to the objects. The
presence of different types of animation increases the level
of work done. A separate effective addition to the work is
the use of masks to the layers and the use of symbols
(composite animation), which makes animation easier to
design.
4. Interactivity. For creating an animation, a
necessary condition is its interactivity. It is necessary to
make an animation that will respond to user actions and
the presence of control buttons.
5. Duration. Computer animation should last for a
while so that the user can get acquainted with it in detail,
plan their next steps, and at the same time it should not be
too slow.
6. No errors. The animation should not contain
errors: the text content should be carefully read, the image
should take into account the laws of nature and be as close
as possible to reality, the animation should be played
correctly, and its interactive elements should be properly
programmed, etc.).
7. Perceptibility. Developed computer animation
should be intuitive to any user without explaining the
algorithm of its work.
Each criterion is evaluated in 2 points, where 0 - the
requirement for the criterion is not met, 1 - the criterion is
not fully met, 2 - the animation satisfies the criterion.
The maximum score that can be obtained for
animation is 14 points.
An example of development is shown in Fig. 1.

Figure 1. Examples created by teachers
of the computer animation "Solar Eclipse"

C. Comparative analysis of survey results
Teachers with work experience of up to 10 years
(EG1) and more than 10 years (EG2) took part in the
pedagogical experiment. At the same time, a significant
number of respondents use IT in professional activities 73%.
At the beginning of the experiment, 87% of teachers
mentioned the advisability of using computer animation
(CA) in their lessons. Among the positive aspects of the
use of CA, they noted: the possibility of multiple
demonstrations of complex processes and phenomena
(56%), revitalization of the learning process (87%),
visualization of dependencies between objects of the
system under study (43%). Negative, in the use of CA, in
their opinion are the need for technical support for the
reproduction of CA (69%), lack of time to search or
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develop CA (74%), lack of CA already developed for each
topic (36%), the constant development of CA and the need
and their mastery (23%).
The most common tools for creating CA teachers
called: Adobe Photoshop - 22%, Adobe Animate (Flash) 18%, Microsoft PowerPoint - 50%, GIF-animator - 20%,
Synfig - 3% and others. Most often, teachers use CA when
explaining new material - 45% and updating knowledge 26%. Among the difficulties in creating a CA, teachers
note the idea of computer animation (69%), the choice of
tools for creating animation (55%), step-by-step animation
planning (54%), selection of necessary material (52%),
and software selection (49%).

Figure 3. Examples created by teachers of the computer animation
"Solar Eclipse"

Before advanced training, 87% of teachers considered
it necessary to create a CA to support the educational
process.
Comparison of the described results with the answers
after advanced training showed a positive trend towards
sympathy for the use of CA for teaching, and showed
reducing difficulties in developing CA and (Fig. 2).

Figure 4. Examples created by teachers of the computer animation
"Solar Eclipse"

Figure 2. Examples created by teachers of the computer animation
"Solar Eclipse"

D. Statistical analysis of the results
At the beginning of the experiment an initial
evaluation of teachers was conducted (stage 3:
Independent performance of the task of creating an
interactive animation of the solar eclipse, table 2). The
results of its implementation gave grounds to divide
teachers into two experimental groups: in group EG1
training session was conducted, and in EG2 the
masterclass was conducted, and for each of the groups
were selected subgroups of teachers with experience up to
ten years (EG1-1, EG2-1) and teachers with more than ten
years of experience (EG1-2, EG2-2).
According to the results of repeated performance of
independent work, educational achievements were
distributed differently (Fig. 3-4).

We recorded a positive trend in the overall results:
both training sessions and masterclasses as forms of
teacher training proved to be effective. Statistical analysis
using the Student's t-test showed similarities at the
beginning and end of the experiment but the mean score
was different: after training, it increased significantly in
both groups (Table 3).
TABLE III.

ESTIMATE THE AVERAGES FOR THE INDICATORS AT THE
BEGINNING AND END OF THE EXPERIMENT

Paired
t-test
with different dispersions
Mean
N

Before

After

EG1

EG2

EG1

EG2

5,54

5,85

9,34

9,13

59

62

59

t experimental

-0,79

62
0,44

t critical

1,97

The results for subgroups were also different:
according to the results of statistical analysis, we see more
successful use of training for EG1-2, and the use of a
master class for EG2-1 (table 4).
TABLE IV.
RESULTS BY THE LEVELS FOR EG1-1, EG1-2, EG2-1,
EG2-2 BEFORE AND AFTER CONDUCTING CLASSES
Paired
t-test
with different dispersions
Mean
N
t experimental
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Before

After

EG1-1

EG2-1

EG-1-1

EG2-1

6,93

7,15

9,17

10,61

30

33

30

-0,5

33
-2,11
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t critical

1,97

Paired
t-test
with different dispersions
Mean
N
t experimental

Before

After

EG1

EG-2

EG-1

EG-2

4,55

4,41

9,41

7,24

29

29

29

29

0,25

t critical

2,7
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1,97

The differences are explained by the results of the
repeated questionnaire: for the group EG1-2 the design
and step-by-step planning of the animation remained
difficult, and for the group EG2-1, on the contrary, these
problems were almost removed.
We also note a positive shift in the types of lessons in
which the use of CA is appropriate: the percentage of
teachers who see the prospects of using CA in explaining
new material and during reflection has increased
significantly: from 63% to 81%.
IV.

CONCLUSION

Advanced teacher training today is possible through
the use of various forms of education. Their effectiveness
is influenced both by the industries in which such training
is carried out, and the psychophysical characteristics of a
person who wants to improve professional skills.
The analysis of scientific research has established the
effectiveness of training and masterclasses to improve the
IT skills of teachers and in particular their skills in the
computer animation field.
A comparative study of the effectiveness of training
session and masterclasses showed a successful result for
heterogeneous groups (groups with different teacher
experience), however, the masterclass proved to be more
effective for teachers with more than ten years of
experience, which is explained by the not-so-recent study
at the university, which offered special courses of
specialized software in the field of computer animation, as
well as the intuitive perception of tools in the computer
environment.
The training proved to be more effective for teachers
over the age of 35, which is explained by a more careful
perception of software, the habit of developing skills,
rather than intuitively, mistakenly, choosing tools to create
animation. It was also much easier for teachers of this age
to "give birth" to an idea of animation and its
reproduction, which is explained by greater experience
and knowledge of typical mistakes that students make and
what should be taken into account when learning a
particular topic.

MIPRO 2021/CE

We see the development of an open educational
resource for advanced training of teachers under 35 in the
form of a virtual masterclass as promising for further
scientific research.
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Abstract - The media are introduced into teaching based on
knowledge of theories of learning and teaching. A
stimulating learning environment is important to ensure an
appropriate learning culture, in this context a stimulating
multimedia environment. An innovative approach to the
teaching process implies a selection of appropriate teaching
media, approaches, methods and teaching strategies, with
regard to the defined outcomes and characteristics of
individual media within the stimulating environment. In
this paper the attitudes of students of the Faculty of Teacher
Education in Rijeka to the use of digital media in the
teaching process was examined, with an emphasis on selfassessment of the use of digital technology. Based on the
assessment of their own ability to recognize different media,
the results indicate that students choose media in
accordance with the teaching content and that they believe
their digital skills are sufficient for quality implementation
of media in teaching. Student attitudes are that the lessons
in which the media are used are more interesting. According
to students' answers, the conclusion is that they believe that
greater importance should be given to the use of digital
media in the teaching process because they enable
individualization of work, contribute to collaborative
learning, game - based learning and project learning.

Keywords– digital media, digital technology, teaching,
students

I.

INTRODUCTION

For purposeful teaching, focused on the interests and
activities of students, importance should be given to
constructivist teaching with a multimedia environment
and competent teachers. Teachers' competencies are
reflected in planned activities that, with the choice of
collaborative methods and work strategies and with the
help of the media, enable the contentment of individual
needs of students. Multimedia in teaching as a separate
factor in teaching is not a measure of the effectiveness of
the teaching process, but in addition to technology and
digital media, individual characteristics of students,
didactic organization of teaching and learning and desired
learning outcomes are also important [6]. Given the

688

defined learning outcomes, teaching is well complemented
by various media, among which digital media play a
major role. Primary school teachers should possess skills
to implement contemporary approaches and adapt them in
order to enable young students to carry out active learning
[7]. “Student’s enthusiasm, involvement and willingness
to learn greatly relies on the material that the teacher used
in the classroom” [1]. That is why teaching materials
presented by appropriate media should improve the
quality of learning for every student.
This paper presents the features of multimedia in the
context of the teaching process with consideration for a
stimulating environment for the application of digital
media.
II. MULTIMEDIA IN EDUCATION
The development of information and communication
technologies enables the use of auditory, visual, and audio
-visual media with an emphasis on digital media, as a joint
activity of students and teachers in the teaching and
learning
processes.
The
student’s
enthusiasm,
involvement, and readiness for the learning process relies
heavily on the medium the teacher uses in the classroom.
As technology has emerged in all school subjects, not only
Computer science teachers are allowed to use it. Digital
tools ensured an application of new opportunities in the
educational process. Active learning by using technology
enables a faster realization of certain activities [7].
Teaching media must serve as a means to improve the
quality of learning for each student [1].
Multimedia can be defined as a specific combination
that refers to the combination of image, sound, animation
and video, while multimedia teaching [6] indicates
teaching that uses two or more media that complement
and enrich each other within appropriate learning
strategies regarding the desired outcomes to be achieved.
The aim of using multimedia in teaching is to present
certain information more interesting and attractive. The
possibility of searching and realizing multiple views on
data is an advantage of multimedia, which should be used
whenever possible and necessary [12]. There are many
benefits of the use of multimedia in the teaching process,
which encompasses attracting and maintaining student
concentration, leading to increased student interest,
facilitating the presentation of more complex concepts and
creating long-term knowledge that students will be able to
apply in real situations [4].
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III.

ENCOURAGING ENVIRONMENT FOR THE
APPLICATION OF DIGITAL MEDIA

One influential element in the contextualized nature of
learning and teaching that encourages and enables creative
action is also the learning environment [13]. It is
necessary to equip the learning environment with digital
media that will stimulate the development of students'
cognitive abilities as well as their reasoning within the
learning process. The role and optimal use of digital
media within multimedia teaching is important in a
stimulating classroom atmosphere that contributes to
interpersonal relationships, thereby choosing teaching
methods through forms and methods of work and creative
design of teaching activities, planning classes with clearly
defined learning outcomes and implementation of didactic
and methodical activities [10].
It is the use of digital media in teaching that enables
specific individualization of work, but also collaborative
and research learning. The use of technology or digital
tools in the educational process has become indispensable
in order to be able to carry out certain activities more
successfully and more quickly. Such activities support
active learning in students as a form of Inquiry Based
Learning and Game Based Learning, that is, active
approaches to learning that request students’ research and
finding answers for assigned questions [8]. Digital media
enables learning by action, learning to solve problems,
achieving learning goals, improving the roles of teachers
and students in teaching and activities. Very specific are
also social forms of work, articulation of the educational
process and evaluation of learning outcomes [6].
Therefore, a significant role is given to the teacher, who in
planning selects didactically, and shapes the media and
environment for teaching students and organizes activities
in which students learn how to solve problems by research
and thinking [3], [11]. Continuous education of teachers is
necessary for the application and design of educational
media because teachers are the links between students and
the media [9], [5].
In order to point out to students, the future school
teachers, the importance and opportunities provided by the
use of digital technology and media in teaching, students
are introduced to the contents of multimedia didactics as
well as knowledge and skills of using digital technology
and digital media within the program of Teacher Training
Study. The development of teaching competencies and
digital competencies of students will enable future
successful planning and implementation of classes
teaching using contemporary forms, methods and
strategies of teaching and learning with the appliance of
technology and media. In the context of the importance of
the use of technology and media in teaching, a survey was
conducted among students of the Teacher Training Study
that examined the attitudes of students to the use of media
in teaching.
IV. ATTITUDES OF TEACHER TRAINING STUDY
STUDENTS ON THE APPLICATION OF TECHNOLOGY IN
TEACHING
The aim of the research was to determine the selfassessment of students of the Teacher Training Study on
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their abilities to use technology in teaching and to
examine students' attitudes to the use of media in
teaching.
Two hypotheses have been set:
H.1 Students are assessed as competent to apply
technology in teaching.
H.2 Students express positive attitudes about the use of
media in teaching.
The research was conducted at the Faculty of
Teacher Education in Rijeka during 2020 through a
designed questionnaire on the application of digital
technology and media in the teaching process. As part of
this paper, two questionnaire scales are analyzed. The
first one consisted of 9 particles on which students selfassessed their own digital skills on technologies in
teaching with the Likert-type scale (1- "I completely
disagree" to 5- "I completely agree"). The second scale
consisted of 12 items with which students expressed their
opinions on the importance of using the media in teaching
on the same Likert-type scale. The survey also included
an open-ended question in which students expressed their
opinion on the positive aspects of using the media in
teaching.
The sample consisted of a total of 133 students of the
Teacher Training Study of the Faculty of Teacher
Education in Rijeka, namely 127 female respondents
(95.5%) and 6 male respondents (4.5%). According to
years of study the sample consisted of the following
respondents: 38 first-year students (28.6%), 32 secondyear students (24.1%), 17 third-year students (12.8%), 17
fourth-year students (12.8%) and 29 fifth-year students
(21.8%).
TABLE I. STUDENTS' SELF-ASSESSMENT ON THE SKILLS OF USING
DIGITAL TECHNOLOGY IN TEACHING

Statement
1. I have experience in
making presentations for
teaching / presentation
purposes.
2. My computer skills are
sufficient for quality
implementation of media
in teaching.
3. I have experience in the
development of games
and quizzes for
educational purposes.
4. I recognize different media
and aim to choose the
media that I use for the
purposes of presentation /
teaching.
5. I improved my digital
skills during my studies.
6. I use new technologies in
the environment.
7. The use of digital media
additionally motivates
me.
8. Using the media in front
of other students makes
me uncomfortable.
9. My computer skills are
weaker compared to other
students.

N

MIN MAX

M

SD

133

1

5

4.70

0.707

133

1

5

4.43

0.791

133

1

5

4.24

1.001

133

2

5

4.20

0.776

133

1

5

3.86

1.001

133

1

5

3.85

0.925

133

1

5

3.62

0.942

133

1

5

2.09

1.111

133

1

5

2.08

0.958
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The results of the students' self-assessment of the
skills of using digital technology in teaching (Table I)
indicate that students assess their computer skills and
knowledge more than sufficient for quality
implementation of the media in teaching (M = 4.43).
They also highly evaluated the ability to recognize
different media and targeted selection of media that are
used for the purposes of presentation / teaching (M =
4.20).
The students assess that they have experience in
making presentations for teaching/presenting purposes
(M = 4.70) as well as in creating games and quizzes for
educational purposes (M = 4.24). This can be linked to
positive attitudes to the use of new technologies in the
environment (M = 3.85) and to a significant agreement
that they improved their digital skills during their studies
(M = 3.86).

as well as the particle "8. Using the media in front of
other students makes me uncomfortable" (M = 2.09).
It was surprising that the mean value (M = 3.62) of
students' self-assessment on the particle "7. The use of
digital media additionally motivates me" was so low.
Given the opportunities that the digital media offer when
planning teaching and learning, only 19.5% of
respondents fully agree, while as many as 36.1% of
students are undecided about motivation. Based on the
obtained results, the hypothesis: “The students are
assessed as competent to apply technology in teaching” is
accepted.
The arithmetic means of the particles on the scale of
students' attitudes about the importance of using digital
media in teaching (Table II) indicate students' opinions
that classes in which media are used are more interesting
(M = 4.05) and that it is desirable to use media in
teaching (M = 3.96). The students find it preferable to use
the media in classes (M = 3.96), but believe that the
effectiveness of media assisted teaching largely depends
on teachers´ competences (M = 4.05).
TABLE II. STUDENTS´ OPINIONS ON THE IMPORTANCE OF USING THE
MEDIA IN TEACHING

Statement
1. Teaching with the use of
media is more interesting.

Figure 1. Students’ self-assessment of digital skills improvement

Figure 1 shows that the self-assessment of digital
skills improvement grows through years of study (from
1st to 5th year of study), as well as the assessments of
experiences in creating presentations, games and quizzes
(Figure 2), which indicates the importance of education
and acquisition of learning outcomes aimed at developing
digital skills as part of IT courses.

Figure 2. Students’ self-assessment of experiences in creating games
and quizzes

The positive assessment of one's own ability to use
digital technology in teaching is also visible through the
low mean value (M = 2.08) of the particle "9. My
computer skills are weaker compared to other colleagues"
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N
133

2. The effectiveness of
teaching using the media
largely depends on the
133
competence of teachers in
using it.
3. It is desirable to use the
133
media in teaching.
4. Multimedia didactics
knowledge is important in 133
the teaching process.
5. The use of media increases
133
teaching activity.
6. The use of media in teaching
contributes to a more
133
relaxed teaching
atmosphere.
7. Modern teaching is
inconceivable without the 133
use of media.
8. Teaching preparation with
the use of media is more
133
demanding than the
preparation of the classical
form of teaching.
9. The use of media in teaching
133
enhances educational
success.
10. The implementation of
teaching with the use of
media is more demanding 133
than the implementation of
classical teaching.
11. The use of media in
133
teaching violates discipline.
12. The use of media in
133
teaching is superfluous.

MIN MAX

M

SD

1

5

4.05

0.834

1

5

4.05

0.815

1

5

3.96

0.753

1

5

3.94

0.833

1

5

3.70

0.914

1

5

3.56

0.873

1

5

3.27

1.181

1

5

3.24

1.081

1

5

3.17

0.780

1

5

2.80

0.971

1

5

2.66

0.920

1

5

1.92

0.849

Giving importance to the modernization of teaching
via using digital media is reflected in the students´
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attitudes that the knowledge of multimedia didactics is
important in the teaching process (M = 3.94) because the
use of media increases activity in teaching (M = 3.70).
By comparing the attitudes of students from different
years of study related to giving importance to the
knowledge of multimedia didactics, it can be seen (Figure
3) that the third and fourth year students who have
attended the course Didactics attach greater importance to
the knowledge of multimedia and Plan Teaching,
certainly with the help of digital technology.

Figure 3. Comparison of students´ attitudes to the importance of the
knowledge of multimedia didactics

Moreover, compared to the years of study, there is a
more positive attitude of second-year students (M = 3.91)
to the importance of using media that increase teaching
activity, compared to the attitudes of first-year students
(M = 3.32), which contributes to educational content
from IT courses and outcomes achieved by students in
one year of study (Figure 4).

Figure 4. Comparison of students´ attitudes to the importance of using
media that increase teaching activity

The students´ attitudes to increasing the active
participation of children in the use of media, as expected,
cannot be linked to the attitudes of students whether the
use of media affects children´s success, while as many as
79 students (59%) are undecided whether the use of
media in teaching promotes school success in children (M
= 3.17) because the respondents feel that they do not have
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experience of teaching and monitoring in connection with
the use of media.
The students' attitudes towards two closely related
particles: "8. Teaching preparation with the use of media
is more demanding than preparation of the classical form
of teaching" (M = 3.24) and "10. The implementation of
teaching with the use of media is more demanding than
implementation of classical teaching" (M = 2.80) indicate
to the attitude that the preparation of teaching in which
the media will be used requires increased teachers´ efforts
in planning and preparation than classical teaching, while
on the other hand the implementation of teaching with the
help of digital media, according to 46% of respondents,
should not be more demanding.
It was assumed that the mean values of students'
opinions of the contribution of media use to a more
relaxed teaching environment (M = 3.56) would be
higher given the modern approach to teaching supported
with the use of media that encourages collaborative forms
and work strategies. The students also mostly disagree
with the statement that the use of media in teaching
violates discipline (M = 2.66) as well as with the
statement that the use of media in teaching is superfluous
(M = 1.92).
When expressing opinions on the open-ended
question about presenting the positive aspects of using
the media in teaching, students’ state the following
aspects: curiosity, modernity, motivation, accessibility,
activity, relaxation, dynamism, creativity, visuality,
interactivity…
The common opinion of the students is that the use of
media in teaching contributes to the modernization of the
teaching process in which the teacher is the organizer of
teaching and the moderator of the teaching process during
which students should come to conclusions, thus
encouraging their critical thinking and development of
attitudes. Visualization with the help of media influences
students' interest by providing a clearer picture of the
content that is systematized, by interacting with both
participants in the teaching process and with media
content, which motivates participants to be more involved
during the teaching and learning process. A stimulating
and positive atmosphere is created in which the use of
various media sources encourages children to be creative.
The obtained results that indicate positive attitudes of
students to the use of media in teaching are in agreement
with the results of the research on the attitudes of primary
school teachers and students to the use of educational
technology in teaching [2], which showed that primary
school teachers have a slightly negative attitude to the
application of educational technology as opposed to
students who are yet to become teachers.
The above results, which indicate the students'
opinions of the importance of using digital media in
teaching, confirm the hypothesis "Students express
positive opinions on the use of media in teaching".
V.

CONLUSION

Digital technology and modern media in teaching
pose challenges to future teachers in choosing
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approaches, methods and strategies of teaching with
regard to the characteristics of individual digital media
and the factors of the stimulating environment. According
to the research, students, future teachers, self-assess that
they have sufficiently developed computer skills to
implement the media in teaching and that they have
improved their computer skills during their studies. They
recognize different media and purposefully choose the
medium they use for teaching purposes and have
experience in creating digital games and quizzes. They
are of an opinion that the lessons in which the media are
used are more interesting and that the effectiveness of
teaching with the help of the media largely depends on
the competence of teachers in using it. The findings of
multimedia didactics are important in the teaching
process because the use of digital media in teaching
contributes to the modernization of the teaching process.
Future teachers point out that the use of digital teaching
content contributes to a more relaxed teaching
atmosphere. The student’s motivation, involvement, and
readiness for the learning process relies heavily on the
medium the teacher uses in teaching.
In an effort to promote the use of digital media that
enrich the teaching process, it can be concluded that an
important role is played by the teacher, who should adapt
teaching to the abilities and interests of his students and
effectively coordinate selected media with the
environment in order to motivate students, encourage
research and creative work toward achieving the learning
outcomes.
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Abstract - Project “Algorithmic Thinking Skills Through
Play-Based Learning for Future’s Code Literates” (ALGOLITTLE) is funded by the Erasmus+ program KA2. The
project coordinator is the İzmir Demokrasi University with
a project team of experts in the fields of robotics, developers
for interactive learning platforms, and preschool education
experts from Turkey, Portugal, Italy, Slovenia, and Croatia.
The main goal of the project is to prepare a program and
teaching material to teach undergraduate students how to
develop algorithmic thinking skills in all areas of preschool
education so they can integrate them into music, art,
mathematic, drama, science, and all activities included in
early childhood living and learning. This project aims to
offer the opportunity to acquire ICT-oriented skills and
thus directly influence the modern skills of undergraduate
students of Early and Preschool Education. The emphasis is
on teaching children through play about the new “literacy of
the future” in which algorithmic thinking is predominantly
expressed. The paper describes the context and reasons for
initiating the project, planned intellectual results, project
activities, and its expected impact. The most important
activities include preparing and developing curricula,
interactive animated presentations, and workshops, and
piloting the implementation of courses in the spring
semester of 2022.
Keywords - project ALGO-LITTLE; algorithmic thinking;
programming; play-based learning; undergraduate students;
preschool education
I.

INTRODUCTION

An algorithm is defined as “a set of actions involving the
understanding of objectives of further activities and undertaking
a series of steps to solve practical and educational problems"
[1]. Algorithm comprehension enables the transfer of problemsolving methods to similar tasks in consideration of algorithmic
thinking to reach a solution by defining the steps clearly [2].
Not only is algorithmic thinking the foundation of
understanding and learning to code, but a necessary life skill
considering that by using this skill, one can create and follow
simple sequences to perform a task. A good procurement of
algorithmic thinking skills provides future generations with the
most appropriate steps to reach the eligible goal.
In the ICT sector, the main interest that sector
representatives invest not in computer programs but algorithms
included in those programs. It is necessary to understand the
operation of these algorithms encountered in every moment in
every aspect of life and to organize life accordingly, to solve the
problems encountered by deconstructing them into simple parts,
to reach the desired results by following the most appropriate
ways, and to be able to act systematically. The correct
understanding of an algorithm also allows it to be expressed in
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different ways. If one can apply and follow an algorithm easily
every time one comes across it, and if one can design more
effective versions of that algorithm, this may prove that
algorithmic thinking skills and learning have been acquired. “As
computational thinking, coding, and educational robotics are
entering European schools as tools for thought, teachers and
curriculum developers offer to foster algorithmic thinking skills
starting from the preschool period so that children could
interpret data more easily and develop thinking strategies for
understanding and solving problems” [3].
One of the projects with this topic is the project
“Algorithmic Thinking Skills Through Play-Based Learning for
Future’s Code Literates“ (ALGO-LITTLE), funded by
Erasmus+ program KA203 – Strategic Partnerships for higher
education. The project's goal is to encourage the inclusion of
coding and algorithmic thinking in the field of Early and
Preschool Education and integrate this kind of thinking into
everyday children’s activities. The project covers three topics:
early childhood education and care, ICT - new technologies digital competencies, and the development of new innovative
curricula/educational methods/development of training courses.
In this project, a project consortium brings together its
expertise, dynamism, and the European perspective into the
planned course content, including diversity of culture and
experience. University professors and educators whose
expertise are preschool teaching, play-based learning, didactic
of informatics, e-learning, ICT in education curriculum
development, robotics, and coding, with diverse backgrounds
and views from different regions of Europe facilitate and
develop more creative and innovative course content with an
exchange of know-how among the partners. The project
coordinator is the İzmir Democracy University (Turkey), and
the partners are: University of Maribor (Slovenia), Instituto
Politecnico de Viseu (Portugal), Scuola di Robotica (Italy), and
the Faculty of Teacher Education University of Rijeka (UFRI;
Croatia). UFRI carried out a similar project (acronym GLAT;
Erasmus+ KA201) [4], related to fostering algorithmic skills in
elementary schools. This experience was important for the
project practice since the quality information exchange and the
transfer of know-how would be ensured among the partners.
The project started in September 2020 and will last for two
years. The main activity is to prepare and develop a course
program and teaching materials to teach undergraduate students
of Early and Preschool Education how to reflect the algorithmic
thinking skill in all areas of preschool education and integrate it
into Early Childhood Education.
Algorithmic thinking skills are one of the most important
steps of computational thinking skills, one of the most urgent
educational needs today, with the acquisition of algorithmic
thinking skills being recommended starting from the preschool
period. Prospective kindergarten teachers who will graduate
from this department will also learn how to integrate

693

algorithmic thinking skills into all learning processes included
in preschool education through these project outcomes.
The project provides new insights into the research area of
algorithmic thinking from different aspects, specifically for the
Early Childhood Education process. Furthermore, as the main
result, project partners will be able to carry out the proposed
teaching approach a step further by conducting further studies
on the subject matter, including all project outputs to be
available to use in courses for students. All interested Early
Childhood Education departments will be able to use the
developed teaching materials under the Creative Commons
license (CC BY-SA). Additionally, the project practice will
directly impact the undergraduate study of Early and Preschool
Education, upskilling the teaching of different areas of Early
Childhood Education, supporting children to see the happenings
from different angles, create algorithms, apply them, and
observe if they can reach the objective or not, and verify their
steps, choose different solutions, anticipate the problematic
issues, and correct them.

II.

CONTEXT AND SCOPE OF THE RESEARCH

Algorithmic thinking is the ability to think in terms of clear,
simple, and small sequences and repetitive rules to solve a
problem or understand a situation [5]. There can be more than
one method (algorithm) to solve a problem. For example, a
sweater can be folded in several different ways. Alternatively,
there may be more than one way to reach a restaurant. The
choices can vary according to the set goals when performing
these tasks. For example, someone who does not want to get
stuck in red lights while driving can choose a direction without
traffic lights, or someone who wants to take an economical
journey or to reach his destination quickly can choose the
shortest route. A person who learns the division process steps
(in Math’s) divides numbers each time using the same algorithm
during various mathematical operations. Therefore, algorithms
are used in the ICT sector and in many other non-related
sectors, including production, service, education, transportation,
etc.
For preschool children, the algorithm skill represents the
abilities to work according to rules and models to understand,
use, apply, and develop algorithms, and analyze, correct the
sequence of actions to reach the results, transfer the acquired
methods of action (algorithms) to new situations, and clearly
describe their activities to others. As [1] claim, the structure of
preschool children’s algorithm skills is divided into four parts
called procedural, personal, regulatory, and communicative
components. The procedural component is responsible for the
study of properties, types, and ways of displaying algorithms for
their application and preparation; the personal component is for
developing awareness of the importance of new knowledge; the
regulatory component promotes the development of the ability
to plan, monitor, and self-correct their activities; the
communicative component stimulates the development of
communication skills in preschool children due to their
interaction with adults and group mates in the process of an
algorithmic activity.
Education received in early childhood plays a vital role in
developing life skills, especially learning-by-doing and playbased learning skills for optimal development [6]. One of the
most important features of the activities carried out at every
moment of life is that they progress step by step, consist of
repetitive processes, and include choices and classifications. For
example, while folding clothes, the primary task is to classify
them, for example, into pants, sweaters, and underwear, then to
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fold each one in an appropriate way and store them in their right
place. Or when going somewhere, before leaving the house, to
wear clothes appropriate to the weather condition. The next step
is choosing a means of transportation (or walking) based on the
distance to the destination and, in the end, reach it by following
the road.
Some plugged and unplugged methods for teaching
algorithmic thinking in preschool are present for some time now
in kindergartens, but most often guided by external expert. In
existing programs, one of the key teaching tips is to connect
unplugged lessons to the online lessons using “bridging
activities”, and their other guidelines referring to problem
solving activities and play based learning for children such as
storytelling and discussing the scenarios, working in pairs with
encourage children to help each other [7]. Unplugged activities
to develop algorithmic thinking are those activities in which
learners do not use digital devices but physical objects to
present and understand concepts. For example, children can
search for words in a grid and describe their position or solve
problems in everyday life (making a sandwich or cup of tea),
solve mazes or puzzles, describe an algorithm in storytelling
and search for algorithms in dance or gym exercises. On the
other hand, activities with digital devices can include different
devices such as Bee-Bot or Sphero where coding becomes a
playground for solving different movement problems. MIT
Media Lab has The Lifelong Kindergarten group with a mission
to “develop technologies, activities, and communities to engage
young people, from all backgrounds, in creative learning
experiences, so they can develop their thinking, their voices,
and their identities” with projects and programs such as
Creative Learning and Scratch, design to think and act
creatively; to program their own stories, animations and games
interactively [8].
A. Objectives of the project
The project comprises the following objectives: closing the
skills gaps in ICT-oriented teaching/learning activities for an
immediate impact on contemporary teaching skills of Early and
Preschool Education undergraduates; increasing the acquisition
of knowledge and skills of kindergarten teaching
undergraduates related to employing algorithmic thinking skills
through play-based learning as an innovative teaching approach;
upskilling the lecturers of the partner universities related to the
integration of algorithmic thinking skills into all subject areas
focused in preschool education. Children who gain their
algorithmic thinking skills in every moment of their lives will
have one of the most necessary skills in the future information
industry.
Project target groups are 80 kindergarten teacher
undergraduates who will participate in the piloting process in
five countries (Italy, Portugal, Slovenia, Turkey, Croatia) and
nine lecturers who will take part in the training to gain insight
into the application of the developed learning/teaching activities
to integrate algorithmic thinking skills into all subject areas
addressed in preschool education and monitor the teaching
practices through in-classroom observations.

III. INTELECTUAL OUTPUTS AND ACTIVITIES IN
THE PROJECT
A. Methodology and activities in the project
Except for the preparation of intellectual outputs, the project
aims to test their compliance with project objectives.
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The intellectual output preparation process comprises two
research methods. The first is mainly descriptive and includes
preparation, curriculum development, and interactive animated
presentations as teaching material. It includes literature reviews,
workshops, individual works, teamwork, and joint work of the
project team members to empower all included parties. The
second method is more experimental and consists of piloting the
process taking place after preparing the curriculum and teaching
materials. By providing training during the spring semester of
2022, summative and formative assessments will take place to
measure the effectiveness of the piloting.
The “Algorithmic Thinking Skills in Early Childhood”
course, which is planned to be prepared within this project's
scope, will be an innovation and provide support to other
courses offered in the Early Childhood Education Department
of all partner universities. This course will teach prospective
teachers who graduate from this department to learn how to
foster children’s algorithmic thinking skills in various integrated
areas. The curriculum will include modules, so the lecturers will
be able to benefit from the module content during the courses.
The curriculum will be published under the CC BY-SA license
and be open access to all interested preschool teaching
departments to use, share, copy, and redistribute the curriculum
in any medium or format as well as to adapt, remix, transform,
and build upon the curriculum for any purpose, even
commercially, provided they mention the project, that is, give
appropriate credit, provide a link to the license, and indicate if
changes have been made. The prepared material can be used to
remix, transform, or build upon the curriculum but under the
same license as the original.
Learning motivation increases with play-based learning.
The activities are interesting, keep the learner active, and enable
them to learn through experience. Learning activities developed
with this learning approach extend the learners’ focus and
facilitate continuous feedback, with errors corrected without
delay. The effort to achieve the goals set through games also
helps to repeat learning processes in a fun way and reinforce
learning. Therefore, sample lesson activities that will be
developed within the project scope will be handled according to
the play-based learning approach to foster children’s
algorithmic thinking skills in this elective course.
Higher education lessons, whose content will be developed
in the project for the students studying Early and Preschool
Education, will be designed according to the flipped learning
approach that enables the student's active participation in the
lesson by using the information he/she has learned and acquired
via e-learning.
B. Results and impact
The main results of the project practice will be the project’s
intellectual outputs: first, the higher education curriculum for
the course “Algorithmic Thinking Skills in Early Childhood.”
The curriculum will be prepared based on the ECTS principles
described in the Bologna process.
The second group of results is interactive animated
presentations which include learning/teaching activities, ways
of employing algorithmic thinking and giving the learners the
opportunity to choose different options in decision stages. This
will engage the learners with the content of the presentations,
increase the motivation and focusing time. There will be
opportunities like watching videos, listening to audio
recordings, following the instructions, writing their answers for
the next day’s lessons, taking quizzes before the lessons, and
creating other opportunities to discuss the learning/teaching
activities for a longer period during the courses. Animated
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presentations will be uploaded to the project website and be
open-access [9].
Other results are given as follows: undergraduates who
participate in the piloting process will be asked to sign the
signature lists – they will be certified in order to provide full
attendance and will receive their ECTS credits; the project
practice will strengthen the collaboration among European
Universities and ICT sector representatives; all scientific
documents produced during the project practice will be
published on the project website and shared with the third
parties; all documents will be open access according to the
European Commission’s requirements and project management
activities will improve the project partners’ existing knowledge
and skills to coordinate a strategic partnership project requiring
to monitor and manage several project steps synchronically.
The results will be disseminated through interactions in real and
virtual platforms. The project practice will thereby reach at least
5 000 interested people using these dissemination channels.
The course content will be unique in terms of innovation,
with a focus on integrating algorithmic thinking skills into all
subject areas addressed in Early and Preschool education.
Current preschool practices mainly focus on only coding lessons
separately and teaching how to foster computation skills in
these lessons. However, this project focuses on all
developmental areas and how to integrate algorithmic thinking
skills into their teaching processes.
The project practice will focus on these components while
developing play-based learning/teaching activities. Three
application stages will be dwelled on: first, the development of
a children’s skills to use linear algorithms while solving a
problem; second, the application of various types of algorithms,
and developing primary skills to create algorithms, and the third
one is the reinforcement of algorithm skills and the transfer of
learned algorithms to various subject areas and learning
activities.
The planned implementation explained above is innovative
in closing the gap in the teaching skills of preschool teaching
undergraduates related to fostering preschool children’s
algorithmic thinking skills to become future code literates.
C. Other project activities
A series of activities will be implemented continuously
throughout the project to disseminate and popularize the results
in all partners' countries. Software developers and robotics
education experts will take care of interactive animated
presentations, including learning/teaching activities, ways of
employing algorithmic thinking, and allowing the learners to
choose different options in the decision stages. This will engage
the learners with presentation content, increase their motivation,
and focus.
At various events such as conferences, workshops, seminars
on the use of ICT in education in partner countries and other
European countries, experts participating in the project will
present results to their colleagues – experts in this field, and, in
particular, to interested practitioners for the dissemination in the
field of ICT and Early and Preschool Education.
A final event, a multiplier event will be held in every
partner country, presenting their own results of realization of
learning, teaching and training activities, including benefits
gained in the university elective course for experts and
interested practitioners.
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IV.

EXPECTED PERFORMANCE OF THE PROJECT

The ALGO-LITTLE project is expected to impact the
immediate participants and a larger and significantly wider
group – the expert and the professional community – in creating
a new enriched kindergarten culture, aware of the benefits of
algorithmic thinking. The immediate participants will gain
significant experience by participating in workshops and
creating the development of learning material for university
courses. By doing so, they will help European experts in the
field of e-learning and programming, who will share their
expertise, knowledge, and examples from practice with them.
The project is also aimed at all other kindergarten teachers
because the results of the project will be presented in all
countries-partners and the developed learning materials with
examples of good practices will be available to kindergarten
teachers to improve their competencies, i.e., the acquisition of
modern knowledge and skills geared towards innovative
teaching in the field of ICT and coding. Ultimately, the project
results will also serve formal education regarding the
completion of syllabi at included universities and wider.
Teaching through compulsory and/or elective courses within
this new field and topics will also have an impact on students –
future kindergarten teachers. The project results can be used
immediately for informal learning in partner countries and
beyond as they will be translated into English. The impact of the
project on students will be directly reflected in kindergartens,
which will implement new teaching strategies and activities. In
doing so, students will cover play-based learning for
algorithmic thinking and stimulate other interested parties, such
as parents in kindergarten. Modern pedagogical approaches
have had the opportunity to explore coding and developing
algorithmic thinking since the earliest age. By expanding the
impact of project results on larger groups of students and
kindergarten teachers, there is also the expectation of improving
attitudes towards algorithmic thinking and programming.
All partners have good networks, including various public
bodies, universities, and NGOs, and they will disseminate the
project results in their networks.

V. CONCLUSION
With fostering algorithmic thinking in preschool
foundation, digital competencies are provided and supported. In
this case, by acknowledging algorithmic thinking as a
prerequisite for computational thinking, skills much needed for
the future are strengthened, not just for the job market but for
understanding more complex concepts that consist of making
choices, doing things differently, and above all, achieving
deeper understanding. With undergraduate students of Early and
Preschool Education being taught how to integrate algorithmic
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thinking in everyday life in kindergarten practice, innovative
methods and approaches are promoted for implementing
algorithmic thinking in kindergartens, successful use of ICT in
preschool education by giving examples of good practice.
Additionally, there are activities for the dissemination and
popularization of results. Students will promote the gained skills
and competencies to children by applying algorithmic thinking
in their own work and arrangements by developing their own
digital competencies. Creativity, algorithmic thinking, and
problem-solving will be fostered with play-based learning.
Currently, a joint knowledge paper is being developed with
all partners included as well as workshops with experts and
practitioners where they provide their outputs and suggestions
on which the curriculum for the course will be developed. With
this activity, the idea of algorithmic thinking is distributed, and
the course is simultaneously constructed using the top-down
(knowledge papers, course, teaching and learning materials) and
bottom-up approach with practitioners’ and experts’ ideas from
the everyday practice implemented into all prepared materials.
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Abstract - At the beginning of 2020, the news has reached
us that the COVID-19 virus is spreading fast. In a few weeks,
the only option for the heads of states was to declare COVID19 epidemy and effectively lock people to their homes, forcing
education at all levels to go online. In this same year, a
generation of high school students have finished their
secondary education and now continue with a university
education due to the epidemy and online. This situation has
made these students “transition guinea pigs” that can
profoundly affect their lives. They changed the academic
environment, changed the educational paradigms and
principles, and now clearly lack social contact with their
peers. Our research has two goals: to find how they cope with
the changed educational paradigm and how they establish
their social bonds with their schoolmates. The results show
insight into the freshmen reality and their performance at the
university. We also present the differences between online
learning approaches in high school and university and the
perceived and real problems with prolonged online
education.
Keywords - component; formatting; style; styling; insert
(key words)

I.

INTRODUCTION

The COVID-19 changed education in the year 2020 [1].
What was once thought to be only the distance future
became a reality, and remote education emerged only a
few days. In a short time, we needed to overcome the
technical, organizational, and emotional difficulties with
more or less success. Nevertheless, this new reality was not
just for a few days, but it lasted for most of 2020 and
continues in 2021. Generations of students have stayed at
home and used ICT technologies for their education. The
same is true for the teachers. As always, some were better
prepared than others, but eventually, everyone adopted.
Some frameworks to guide educators became available
after the initial transition [2].
In March 2020, a handbook was published describing
the Chinese experience with providing learning during the
outbreak of COVID-19. Huang and colleagues [3] describe
how the Chinese Ministry of Education launched the
“Disrupted classes, undisrupted learning” initiative, which
provided distance education to more than 270 million
students. The strategies used by teachers varied widely,
from videoconferencing systems to synchronous videosupported one-to-one teaching. They also describe the
diverse materials for the students that they used. They
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emphasize the extensive use of pre-recorded lectures and
open digital learning resources.
Teachers had to switch to remote teaching [4]. Some of
them were very successful, others not so much. Some
teachers are more inclined to introduce technological
solutions to the learning process, and some are highly
reluctant. At the University of Maribor, we had two weeks
to prepare and realize internal training for those who were
not prepared for online education. Later more elaborate
courses for teachers were scheduled, and teachers' intrinsic
and external motivation resulted in many participants on
these courses. However, we still see differences between
teachers. Some have mastered simple online teaching
techniques and use them successfully on all occasions. On
the other side of the spectrum, we have some teachers who
used almost all online strategies and were also successful.
It would be foolish to judge the teacher’s success and
proficiency based on the number of strategies he/she uses,
though.
In just a few days, various websites were established to
help educators and students with explanations. We are
particularly proud of the website “Razlagamo.si” [5],
where pupils could learn with video explanations about
every course on a primary and secondary education level
in Slovenia. Additionally, students of educational study
programs helped pupils (primary and secondary level
studies) individually. Therefore, each learner could get
individualized help from the proficient teacher or student
teacher. The students of educational study programs were
motivated to participate. This was a project of three
educational faculties from the University of Maribor and
was not propagated enough in the mainstream media;
therefore, many pupils were not aware of this kind of
service they could use. We consider that learning loss
could be minimized if primary school students knew
whom to address their problems [6].
There was no centralized solution on e-learning
platforms (Moodle, MS Teams, Zoom) in Slovenia, and
teachers had to decide what tools they will use and how
will they teach. MS Teams is an excellent platform if an
educational institution has established IT infrastructure
[7]. MS Teams embeds all types of communications we
need in education. It is not just videoconferencing software
but manages teams’ members with various roles, has
public and individual communication. MS Teams also
enables file sharing and document repository with version
control. In the MS Teams, we can also use assignments and
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additional plugins. The MS Teams, on the other hand, is
not good in assessment; therefore, it is not a replacement
for Moodle and its far superior quizzes, which are much
more elaborated with different question types [7].
In primary and secondary education, we see more video
conferencing applications, Zoom, which is excellent where
infrastructure and users are not firmly set. Any participant
needs only a link to the conference, and it can join. Like
any videoconferencing software, we need to learn to use it
before exploiting its benefits [8] [9]. Subjectively we have
seen the quality of the video to be better in Zoom than in
MS Teams. Google has a full suite that could be used in
education if there were no concerns about GDPR and the
location of files and services outside Europe.
The effectiveness of emergency remote teaching
measures is still under discussion [10]. Despite the best
efforts, many teaching staff did not previously have to
develop the unique skills required to create and deliver
online learning and upskill quickly.
During the first few weeks, primary education's chaos
was even more significant when available academic
services could not meet the increased demands and failed
utterly. The students' feedback was even more dissatisfied
because many did not have the means to participate in
online education. They did not have a computer (or
phones) and a fast enough internet connection. The
secondary school situation was better, but the teachers'
expertise varied depending on their personal preferences
and ICT competencies [11].
Whenever students change their educational institution,
there are some variations in their knowledge and skills
because of their previous education differences. First-year
students in universities come from various secondary
schools and with diverse backgrounds. We have to bring
them to the desired level of expertise for their desired study
programs’ requirements. The COVID-19 outbreak
exposed a significant variation in educators’ readiness to
use technology to support learners at a distance. The gap
was noticed in the international context [12] and Slovenian
one [13].
Universities had a similar problem. At our university,
we had two days and a weekend to switch to remote
lecturing. Some lecturers already used e-learning, and
therefore switching to remote lecturing for them was easy,
but it was not easy for the rest of them [7]. The semester's
start was supposed to be in a hybrid manner (some students
in the classroom, others online). The organizational
problems were huge because there was no clear system due
to lack of time, which students could attend the class in
person or online. We had to solve different problems, e.g.,
“what happens when the next hour another teacher picks
different students to attend in the classroom.” We could
see a student in the cars outside the faculty watching
lectures on their phones and during the breaks come to the
classroom or vice versa. Some senior students quickly
realized this organizational nightmare and demanded
remote lecturing for them, and consequently, many
teachers were left alone in the classrooms. On the other
hand, first-year students were not that resourceful, and
they suffered the most. The situation resolved in two
weeks, and then we were all online. Although we were
better prepared for remote lecturing in the second wave,
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we could not achieve the same inclusion level of a student
in the learning process as we could in the classroom.
Asking students to comment or express their opinions is
primarily reflected in short answers agreeing to the
professors’ opinions. Interestingly we could get better
feedback in the classrooms, but we got more attendance in
the online lectures. In the beginning, we could see some
“dead” students (those who logged in the system but were
away), but gradually most of the students were present all
the time (if they were addressed, they responded almost
instantly). The problems were much less perceived with
the older students, but the freshmen were a little lost.
In the academic year of 2020/2021, a generation of high
school students experienced remote teaching in the spring
and later finished their secondary education. They now
continue with a university education which is due to the
epidemy also online. The face-to-face education lasted
only for a short period (three weeks) and was not enough
for students to form new bonds with the institution and
their peers. They have not got enough time to “meet” with
their schoolmates, nor they could get familiar with their
teachers and teaching assistants. They were most of the
time left to themselves, which inevitably raises their
frustration and influences their motivation for the study. If
we see the attendance level rise in online education in the
older students, we see a drop in attendance in the first-year
students. In the university, we could see much fewer
problems with our students' ICT equipment than reported
in lower levels of education.
One important aspect of the transition from high school
to university is the social aspect. Since they have changed
the schools, they also changed the educational
environment, their peers and teachers are new, and
pedagogical approaches are now different [14].
In this paper, our research was focused on perceived
differences between remote teaching at the high schools
and university and how the transition from high school to
university affected their social network regarding their
peers.
II. METHODOLOGY
We prepared the online survey with ten questions
grouped in four categories: (1) independent variables; (2)
high-school questions; (3) faculty questions; and (4) social
interactions.
The survey participants were students attending the first
year of study in the academic year 2020/21 from the
Faculty of Education and Faculty of Natural Sciences and
Mathematics. The balanced sample includes 50 students,
about 25 from each institution. Data were processed using
SPSS statistical software. The statistical methods of
descriptive statistics, chi-square test, and chosen nonparametric tests were used to analyse the rating scales.
III.

RESULTS

A. Didactics strategies used in high school and faculty
A five-level assessment scale was presented to the
students to assess the didactics methods or approaches the
teachers used during distance learning lessons. The scale
ranges from 1 (seldom) to 5 (almost always). Table 1
shows methods or approaches used by learning subjects of
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natural and social sciences at the high school level and
study a subject of ICT at the university. The methods or
approaches are sorted by the application frequency. To
gain better insight into the assessments, we add the average
range and assessment.
Table 1: Frequency of didactics methods used in different
subjects or courses
Pos

High School - Natural
Sciences

𝑅
1.

Video
conferencing

𝑅

𝑥̅
Video
conferencing

University - ICT

2,97

4.

Instruction for
work with the
texbooks

PDF materials
2,45 2,59
(text and
graphics)

𝑥̅

Video
conferencing

4,51 4,82

PDF materials
(text and
graphics)

3,19 3,77

media learning
individual work or
materials (audio
individual search 3,14 3,18
and video
for informations
recordings)

PDF materials
(text and
graphics)

3

𝑅

𝑥̅

3,58 3,39

individual work or
Manual for work
2. individual search 3,8 3,38
with the
3,29 3,26
for informations
texbooks

3.

3

3,64

media learning
media learning
Manual for work
materials (audio
materials (audio
5.
2,45 2,59
2,07 2,29
with the
1,37 1,9
and video
and video
texbooks
recordings)
recordings)

In Table 2 we present the same questions but now
differentiated by the institution because we wanted to see
if there are differences between lecturers and their use of
didactical methods. They both have educational studies but
for different subjects.
Table 2: Didactics methods or approaches by the university
institution
Method or approach

N

𝑅

Instruction for work with
the texbooks

23

23,5

17

16,44

24

19,88

17

22,59

24

19,92

16

21,38

24

19,71

17

22,82

24

21,38

17

20,47

U

Estimated success
much less successful
less successful
equaly successful
more successful
much more successful

Institution
Faculty of natural
sciences and
mathematics
4 (17,4%)
9 (39,1%)
7 (30,4%)
1 (4,3%)
2 (8,7%)

Faculty of
Education
1 (5,9%)
3 (17,6%)
11
2 (11,8%)
0 (0,0%)

χ²=8,172, df=4. Numbers in parentheses indicate column percentages

p > 0.05

In Table 4 we compare the students by the faculty they
attend. We see no significant difference between their
opinions.

P

126,5 0,040*

177

0,456

178

0,666

173

0,626

195

0,801

*p < 0,05

In most cases, we see no differences between the two
faculties, but in the manual, for work with the textbooks,
the significant differences (p = 0,040) can be seen between
the two faculties. Students of the Faculty of Natural
Sciences and Mathematics use much more manuals for
work with the textbooks than students at the Faculty of
Education.
B. Success during COVID-19 lockdown.
The answer to this question was not mandatory.
Therefore, some students did not express their opinion. In
the analysis, only valid cases are included.
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The overview of the responses in Table 3 confirms what
we have already suspected. Most of the students (45%)
stated that they were not affected by the COVID-19
lockdown. However, another considerable portion of
students thought they performed less successfully than in
the classroom. More successful are little more than 10%.
Table 4: Estimated success by a university institution

individual work or
2,92 3,16 individual search 2,92 3,51
for informations

Institution
Faculty of natural sciences
and mathematics
Faculty of Education
Faculty of natural sciences
PDF materials (text and
and mathematics
graphics)
Faculty of Education
media learning materials Faculty of natural sciences
and mathematics
(audio and video
Faculty of Education
recordings)
Faculty of natural sciences
and mathematics
Video conferencing
Faculty of Education
Faculty of natural sciences
individual work or
and mathematics
individual search for
informations
Faculty of Education

Estimated success
f
f%
much less successful 5 12,5
less successful
12 30
equaly successful
18 45
more successful
3
7,5
much more
2
5
Total*
40 100
*valid cases only

High School - Social
Sciences

3,34 3,68

Table 3: The estimated success of students during the COVID19 lockdown

C. Type of contact during COVID-19 lockdown
Surveyed students were freshmen, and therefore they
had only three weeks to establish contact with their peers.
We expected they would have more contact with their
classmates from high school than the faculty's classmates.
As in the previous question, only valid cases are
included in the analysis here too.
Table 5: Contact type during a lockdown
Interpersonal contacts
mainly with classmates from high school
more with high shool classmates that with
faculty classmates
equaly with both
more with faculty classmates that with
high school classmates
mainly with faculty classmates
Total*

f
4

f%
9,8

12 29,3
11 26,8
7

17,1

7 17,1
41 100

*valid cases only

The acquired data presented in Table 5 show that we
were generally correct, and they do have more contact with
their classmates from high school. There are no significant
differences between students from both faculties (see table
6)
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Table 6: Interpersonal contact by faculty
Institution
Faculty of natural
Faculty of
sciences and
Education
mathematics

Interpersonal contact

mainly with classmates from high
school

4 (16,7%)

0 (0,0%)

more with high shool classmates
that with faculty classmates

7 (29,2%)

5 (29,4%)

equaly with both

6 (25,0%)

5 (29,4%)

more with faculty classmates
that with high school classmates

3 (12,5%)

4 (23,5%)

mainly with faculty classmates

4 (16,7%)

3 (17,6%)

E. Maintaining social interactions
Not surprisingly, students use social networks more than
other communication types for social interaction, as shown
in Table 9. We thought that video conferencing calls would
be a bit better on this scale because students have become
proficient users by now, but this was not the case.
Table 9: How students maintain social interaction

χ²=5,057, df=4. Numbers in parentheses indicate column percentages

p > 0.05

D. Solving study problems
We wanted to know how first-year students solve their
study problems. Students had four possible answers, where
the most reasonable answer, in our opinion, would be to
contact lecturers or assistants. Knowing our students, they
will not contact the lecturer or assistant unless all other
options were not exhausted. We were not surprised with
the results presented in Table 7 though we expected more
students would pick lecturers because of their inability to
form firm bonds with their classmates in three weeks. We
were, therefore, wrong with our prediction.
Table 7: Whom students contact if they have a problem with the
study
Support when problems occur
classmates from high school
classmates from faculty
lecturers
assistents
Total*

f
f%
1
2,4
37 90,2
2
4,9
1
2,4
41 100

p > 0.05, df = 3

Table 10 shows significant differences between students
from two faculties in using phone calls and SMS. Students
from the Faculty of Natural Sciences and Mathematics are
more traditional phone users than students from the
Faculty of Education. This is a surprising find in our
research.
Table 10: Maintaining social interaction by faculty
way to maintain
social interaction
Phone calls and
SMS

Social networks

Video conference
calls

*valid cases only
Others

Table 8: Estimated success by a university institution
Institution
Where you seek for support
when problems occurs

Faculty of
natural
sciences and
mathematics

Faculty of
Education

classmates from high school

0 (0,0%)

1 (5,9%)

classmates from faculty

21 (87,5%)

16 (94,1%)

lecturers

2 (8,3%)

0 (0,0%)

assistents

1 (4,2%)

0 (0,0%)

χ²=5,022, df=3. Numbers in parentheses indicate column percentages

p > 0.05

As expected, there are no significant differences
between students of the two faculties, as presented in Table
8.
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Institution
Faculty of natural
sciences and
mathematics
Faculty of
Education
Faculty of natural
sciences and
mathematics
Faculty of
Education
Faculty of natural
sciences and
mathematics
Faculty of
Education
Faculty of natural
sciences and
mathematics
Faculty of
Education

N

𝑅

24

17,92

17

16,44

23

20,26

17

20,82

24

19

17

23,82

4

4,25

2

U

P

130

0,033*

190

0,742

156

0,18

1

0,134

2

F. Most missed social interaction between students
The majority of public discussion on TV or written
media has shown that students miss contact with their
friends regardless of the level of education. Our survey
confirms that, as presented in Table 11. Informal activities
are firmly in second place. The contact with the colleagues
is also high. Much higher than we consider they would be
based on the short period they could form the social
contacts at the beginning of the academic year.
Table 11: What you miss most during COVID-19 lockdown
most missing social
interaction
contact with friends
Informal activities
contact with colleagues
Contact with lecturers

𝑅

χ²

2,93
2,73
2,46
1,88

25,277*

*p < 0.05, df = 3
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Table 12 shows that there are no significant differences
between a student from both faculties.
Table 12: Missed thing by faculty
Most missing social
interaction

Institution

Faculty of
natural sciences
and
Contact with friends
mathematics
Faculty of
Education
Faculty of
natural sciences
and
Contact with colleagues
mathematics
Faculty of
Education
Faculty of
natural sciences
and
Contact with lecturers
mathematics
Faculty of
Education
Faculty of
natural sciences
and
Informal activities
mathematics
Faculty of
Education

N

24

𝑅

U

P

203

0,973

184,5

0,576

21,04

17

20,94

24

20,19

17

22,15

24

22

19,59

24

20,75
198

17

0,501

0,857

21,35

p > 0,05

IV.

DISCUSSION

In response to the changed educational conditions, we
find that technological development has enabled an
increase in communications by using videoconferencing
systems. The reason lies in the adaptation of these systems
to various platforms. At the same time, the school system
has adopted its usefulness at all levels of education. The
forms of learning content have also adapted, but they are
firmly subject depended. Despite the predominant direct
communication via videoconferencing systems, the use of
rich text media dominates among the learning content. The
latter is easier to prepare and can be easily updated and
distributed. Regardless of the mode of communication and
distribution in the COVID-19 situation, students mainly
estimate that their success has not been degraded.
However, almost a third of them believe that they were less
successful due to different circumstances. According to
our research results, technology alone cannot meet the
student's needs for social interaction. Social interaction
itself is primarily focused on interpersonal contacts
between peers. Both in seeking help in case of study
difficulties and also in other forms of social interaction.
Surprisingly, despite the developed capabilities of video
conferencing applications, communication using social
networks predominates. A feature of social networks is
delayed communication and the absence of an audio-visual
component. This is a peculiar phenomenon, as the study
shows that students miss contact with friends the most.
However, it seems that indirect contact is enough for them,
as they do not seek direct visual and audible contact.
V.

CONCLUSION

This paper investigates and compares the transition of
students from high school to university. This generation is
unique since they witnessed remote teaching in both
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Abstract - This paper describes and analyses the
introduction of open-source intelligence areas in the
cybersecurity curriculum. Learning outcomes and their
attainment through the application of open-source
intelligence as a new subject or as part of one or more
existing subjects are considered. A strategy that can be
applied and possible ways of selecting tools and exercises to
achieve the objective are considered.
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INTRODUCTION

Cybersecurity as a term became an important title in
current graduate and postgraduate education, it is the
initial phase of introduction for a new field where a lot of
different approaches are taken.
It is a global trend to redefined security in computing
and IT-related issues to the cybersecurity domain, often
having some issues with existing curriculums in academia
Cybersecurity science and cybersecurity can be best
defined by a quotation from [1]: „Cybersecurity science is
an important aspect of the understanding, development,
and practice of cybersecurity. Cybersecurity is a broad
category, covering the technology and practices used to
protect computer networks, computers, and data from
harm. People throughout industry, academia, and
government all use formal and informal science to create
and expand cybersecurity knowledge. As a discipline, the
field of cybersecurity requires authentic knowledge to
explore and reason about the ‘how and why’ we build or
deploy security controls."
The cybersecurity curriculum can be defined as a
curriculum that covers the cybersecurity area by
cybersecurity science methods. It is important to
recognize the availability of security, related data on the
open Internet and is it important to be able to exploit this
data and information often very helpful in cybersecurity
issues like incident attribution, strategic view on the
current situation, etc.
Open-source intelligence or OSINT can be defined, as
intelligence collected from open sources, or more precise
[5] „According to U.S. public law, open-source
intelligence:
•Is produced from publicly available information
•Is collected, analysed, and disseminated promptly to
an appropriate audience
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•Addresses a specific intelligence requirement
The important phrase to focus on here is "publicly
available." The term "open source" refers specifically to
information that is available for public consumption. If
any specialist skills, tools, or techniques are required to
access a piece of information, it can't reasonably be
considered open source." [5].
OSINT is related to cybersecurity in many aspects
where maybe the most important are Ethical Hacking,
Penetration Testing, and Identifying External Threats.
OSINT is often used to identify potential weaknesses in
systems so that they can be remediated before they are
exploited by threat actors.
II. CYBERSECURITY SCIENCE AND CYBERSECURITY
CURRICULUM: ANALYSIS OF ESSENTIAL ASPECTS OF THE
OBSERVED STUDY PROGRAMS IN CROATIA AND EU
Study programs that are close to cybersecurity in
Croatia and two relevant programs in the EU are
observed. Analyses are based on data collected in the [2].
In Croatia three programs are analysed, while 2 in the EU.
1.Faculty of Organization and Informatics – Specialist
Study Management of Security and Audit of Information
Systems
2.Faculty of Electrical Engineering and Computing Postgraduate Specialist Study Information Security
3.Tehničko veleučilište u Zagrebu, TVZ, the Specialist
study of Digital Forensics and Informational security
Although these study programs are not comparable
due to the educational level, the analysis of the content
and organization of the teaching study programs about the
proposed new study program of TVZ, shows the focus on
acquiring theoretical knowledge as well as their
connection with practical knowledge and skills of the
profession.
By reviewing the structure of the course, in the
analysis of study programs, it is noticeable that the study
programs ensure a high degree of theoretical knowledge
and acquisition of technical skills and competencies of the
profession. Students are offered elective courses that
further deepen the knowledge of a particular field and
therefore the specific competencies of the profession.
The analysed specialist study programs, through the
output competencies listed below, provide students with
knowledge and abilities of analytical methods, technical
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skills, and management practice in the field of information
security.
1.To assess information security risks;
2.To understand the technical, organizational, and
human factors associated with information security risks;

- Secure systems engineering
- Security modelling and analysis
- Digital and computational forensic investigations
- Implementation and management of risk

3.To evaluate IT tools to protect against threats that
threaten the organization;

- Information security management (CISO)

4.To assess the impact of security policies, the legal
framework, compliance requirements, and market
development on complex systems and objectives of the
organization;

- Secure operations of computer systems

5.To monitor and coordinate the lifecycle of
information security involving the planning, procurement,
development, and evaluation of security infrastructure;

- Development of secure communications

6.To embrace lifelong learning and professional
progress in the field of information security;
7.To understand, analyse and apply technological
solutions in the construction of security architecture.
By looking at the overall knowledge and skills that
students acquire by completing their study programs
through their exit competencies, they characterize a
slightly lower level scale and detail of theoretical
knowledge while focusing on the applicable knowledge
and skills of the profession.
Available data on specialist university study programs
show that completed students have the necessary
knowledge and information security skills for the analysis,
implementation, maintenance, and application of modern
information technologies and information security
standards in the manufacturing, service, and public
sectors. Given the conducted analysis, completed students
of the proposed new specialist professional graduate study
of Information Security and Digital Forensics will have all
competencies for working in the same or similar
professions.
When it comes to Accredited European Union
programs, several comparable study programs are
performed at higher education institutions in EU countries
and we will single out the Norwegian University of
Science and Technology, Master of Science in
Information Security, and Stockholm University of
Technology, Master's Programme in Information Security.
Enrolment at Norwegian University of Science and
Technology, study program Information Security - Digital
Forensics are eligible students who have completed
bachelor level in software engineering, information
systems, information technologies, computer engineering,
or similar study programs, which means that the minimum
required level of ECTS credits is 180, and within the
framework of acquired points from computing 80, which
includes mathematics and statistics, programming,
algorithms, databases, operating systems, communication
systems and technologies, distributed systems as well as
software engineering. As stated, students are offered
different orientations under these study programs, and
upon completion, students will be qualified and trained to
perform the following occupations:
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- Information security consultants
- Cybersecurity specialists
- Cyber and digital forensics professionals
- Research and development
The interdisciplinary of the analysed study programs is
noticeable in the fields of computing, information
sciences, business management, and organization, as well
as the technological basis of information security.
A very similar program is at Stockholm University, a
Cyber Security study program. To enrol in this study
program, students must have a Bachelor's level (180
ECTS) with a minimum of 90 points in computing,
information technologies, operating systems, etc. If the
student does not have the required minimum number of
ECTS from these courses, the possibility of taking
distinguishing exams up to 15 ECTS is provided.
The structure of study programs consists of courses in
the field of Information Security, Digital Forensics, and
the courses necessary for the creation of cognitive basics
of information security technologies and procedures. Most
courses have a weight factor of 7.5 ECTS credits and are
evenly distributed over 3 semesters. Each semester there
are 4 courses, while in the 4th semester the final thesis is
foreseen.
Norwegian University of Science and Technology,
study program Information Security - Digital Forensics
has for all three specializations the same first semester as
the Methodology of Scientific Work and Communications
and the Basics of Cybersecurity Technology, Basics of
Digital Forensics and Basics of Information Security
Management.
The second and third semesters are specific and are
divided into specializations, although there are some
overlapping courses such as Network Security and
Biometrics that are studied on multiple specializations.
Stockholm University, Cyber Security unlike the
above study program has no sub-specialization, but only a
unique study program of Information Security. The
program is also interdisciplinary and covers the areas of
computing and information technology and the security
management of business systems. The structure of the
analysed study programs is very similar, while at
Stockholm University, the cybersecurity program's special
emphasis is given to the legal domain through the course
Legal aspects of information security.
The analysis presents a wide area of expertise and
knowledge for students, but mostly concerting on specific
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scenarios and developments, while not stressing the
importance of data available on the live Internet in realtime. From the viewpoint of OSINT, the analysed studies
do not cover issues of open-source intelligence as part of
its curriculum as a separate subject, but as part of other
subjects, so it is not a clear and separate learning outcome
relate to OSINT.
III.

OPEN-SOURCE INTELLIGENCE IN CYBERSECURITY

Open-source intelligence (OSINT) in cybersecurity
refers to all the information which is open for public
consumption, this includes both online and offline
resources [6],[7]. Especially in cybersecurity OSINT has a
new role in gathering data that with deep analytical
processing can protect valuable resources such are
governmental, public, and private institutions (IT and data
as assets).
Providing students with a new program with deep and
wide OSINT explanations with examples that will be
covered in lab exercises, will enrich students' knowledge
with a new niche in cybersecurity. OSINT, especially
online open sources, has erupted last seven years. High
Internet speeds have brought many online services that
gather people from wide age groups. For OSINT online
data examinations, social services, and many news portals
and other portals with enabled visitors' social messaging
interaction, brought us a close look at the real-time public
opinions. Harvesting social media network data
(comments on social online media) OSINT analytical
tools are capable of deducting public opinions uncovering
random groups of people that shortly may become
organized groups with the power to destabilize public
order.
OSINT is present in all aspects of people generated
data that is born out of people's interaction on the Internet.
Because of the wide Internet presence in nowadays lives,
we are finding OSINT data very close to people. Strong
examples are mobile phones that provide users to instantly
spread their own opinion and in that way to generate a
public opinion. The second example, that is going to erupt
in few years in front of us, are the Internet of Things
devices (IoT). IoT will produce huge amounts of personal
data that will reveal user behaviours. Looking for these
data on open data sources and analysing them, we will be
able to predict public unaccepted behaviour from certain
people or groups of people.
OSINT, is a pillar of the current cybersecurity
analysis, in essence, it can prevent and detect crime that is
in its emerging phase. Parts of OSINT we already can find
in several student programs that are "sub-atomically" and
dispersed covering this matter. OSINT is already present
in ethical hacking, information security, web security, and
many other courses.
The introduction of OSINT should be done in 2
separate phases, first phase the introduction of an electoral
course with the aim to introduce the subject and its
learning outcomes, while providing information on how
the student population and learning infrastructure can cope
with the new subject. In the second phase, OSINT should
be a full mandatory course. Obviously, data about student
success and other related metrics should be carefully
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analysed during both phases, which should be not a
problem since of current e-learning and remote leering
capabilities due to pandemic.
Open OSINT in cybersecurity curriculum should
consist of the separate electoral course and modules in
related subjects in the first phase of implementation, while
in the second phase of the implementation it should
become a mandatory subject while retaining additional
modules s references in other subjects, possibly even in
other curriculums like the digital economy.
As parts of cybersecurity are dispersed in courses that
only partially cover OSINT appearance, OSINT as a
standalone course will gather all chapters from all
mentioned courses in one new course. The direction is to
organize a new course "Open source intelligence in
cybersecurity" that will enrich and round off all
knowledge found in other related courses. In this course,
students will get knowledge specially tailored for OSINT
in cybersecurity. Cooperation with business entities that
work in cybersecurity and OSINT is mandatory especially
in having available tools and real-life expertise with
practitioners being involved in lectures and exercises. It is
important to note about legal considerations especially
about the GDPR and ethical issues in practical exercises
and case studies.
The OSINT course should contain the main lecture
with accompanying lab exercises. Lab exercises with their
hands-on approach will show students how methods and
knowledge learned in the main class will act in real life
using open source and free tools for achieving goals of
gathering relevant OSINT data.
A. Proposed OSINT course
Based on the research here are proposed learning
outcomes and course topics for OSINT electoral course on
VSITE and TVZ.
Learning outcomes:
Learning
outcome 1:

ability to analyse problems
understand information requests

and

Learning
outcome 2:

use critical thinking methodology to
describe a structured approach to content

Learning
outcome 3:

use critical thinking methodology to
explain problems, develop a intelligence
data collection plan

Learning
outcome 4:

critical thinking methodology as a model
for raising awareness about online
visibility

Learning
outcome 5:

knowledge of tools/services used to
collect and analyse publicly available
information

Learning
outcome 6:

use tools to analyse connections in social
networks

Learning plan:
1.

An overview of OSINT principles, methods and
tools
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2.

Identity protection, activities, privacy, GDPR

3.

Data collection, access to data sources

4.

Converting and mapping data into information

5.

Mapping identities, structures and hierarchies

6.

Data collection of persons, organizations and social
connections

7.

Identifying potential threats

8.

Profiling

9.

Introduction to predictive analysis

Lab works and tools will be developed according to
learning plan and learning outcomes. The program will be
evaluated in 2021/2022 academic year.
IV.

CONCLUSION

OSINT is a new crest that is becoming more and more
popular in a modern world of predictions present from
economy to Internet security. Following the open-source
market, we will be able to knit the course according to
new features that are already here. Some of them are
SOCIET (Social intelligence), SOCMINT (Social media
intelligence), HUMINT (Human intelligence), CYBINT
or DNINT (Cyber or digital network intelligence),
FININT (Financial intelligence), and others.
Having Open source intelligence in the cybersecurity
curriculum as a standalone course brings us more freedom
for composing know-how material of this emerging
OSINT phenomenon. We strongly believe that students
will find new course profound which will bring them
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knowledge that will enrich their cybersecurity knowledge
set. It is essential to have a graduate two-step approach in
the OSINT introduction to avoid problems and collect
data about the new load on the existing learning
infrastructure, especially for the laboratory exercises and
practical work. This is a problem that emerged during a
massive move to remote learning during the current Covid
- 19 pandemic, a problem that can emerge for new course
introduction, but which can be controlled through careful
monitoring and planning.
REFERENCES
[1]
[2]
[3]
[4]

[5]

[6]
[7]

Josiah Dykstra „Essential Cybersecurity Science", O'Reilly Media,
Inc., 2015, https://learning.oreilly.com/library/view/essentialcybersecurity-science/9781491921050/, visited 12.1.2021
TVZ „ELABORAT Specijalistički diplomski stručni studij
Informacijska sigurnost i digitalna forenzika „ TVZ 2017,
https://en.wikipedia.org/wiki/Open-source_intelligence,
visited
12.1.2021
J. Richard "Rick" Kiper „Forensication Education: Towards a
Digital Forensics Instructional Framework" SANS.edu, Graduate
Student
Research,
February
3,
2017,
https://www.sans.org/readingroom/whitepapers/bestprac/paper/37582, visited 12.1.2021
https://www.recordedfuture.com/open-source-intelligencedefinition/, visited 12.1.2021G. Eason, B. Noble, and I. N.
Sneddon, “On certain integrals of Lipschitz-Hankel type involving
products of Bessel functions,” Phil. Trans. Roy. Soc. London, vol.
A247, pp. 529–551, April 1955.
Nihad A. Hassan, Rami Hijazi: Open Source Intelligence Methods
and Tools: A Practical Guide to Online Intelligence, Apress, 2018,
ISBN: 9781484232132
Stewart Bertram: "The Tao of Open Source Intelligence",IT
Governance Publishing,ISBN: 9781849287296, 2015
.

705

Software for Writing Online Exam with Video
and Audio Surveillance - Cheatless
Jurica Đurić *, Alan Mahmutović **
*
**

College for Information Technologies, Zagreb, Croatia
College for Information Technologies, Zagreb, Croatia
jdjuric@vsite.hr; amahmutovic@vsite.hr

Abstract - Our lives have been changed a lot during last year
due to pandemic outbursts and earthquakes in Croatia.
Teachers had very little time to adjust to online teaching,
while students also had to adapt very quickly to the new
situation. As classes progressed, dilemmas arose as to how
exams would be held in an online environment. There are
many solutions for conducting online exams, but some of
these solutions are not designed to a particular institution’s
specific needs. Using all available information about other
solutions, the authors built a new software solution called
Cheatless. Conducting online exams is not as easy as it may
sound at first thought. Many problems must be considered,
but the biggest concern is how to run a legitimate online exam
without any possibility or at least a minimal probability of
cheating. Cheatless is using video and audio surveillance and
restricting user’s computer from using other programs.
Restrictions can minimize above stated concerns, and online
exams can be conducted almost as it is in classrooms.
Keywords - e-exams, learning management system, Microsoft
Forms, online exam, video and audio surveillance, Cheatless

I.

INTRODUCTION

The universal application of digital technology resulted
in the development of new ways of learning that require
mastering of new skills and knowledge. Appearance of
Covid-19 pandemic has forced both students and teachers
to adopt new forms of teaching and assessment. Through eexams, exams that take place online, mechanisms of
cheating in exams where introduced and therefore we need
for systems to manage security of e-exams was introduced.
Program Cheatless is a type of e-exam management system
that is an upgrade of a learning management system. Many
other higher education institutions have started applying eexam forms to test knowledge, such as University College
London that has chosen course management system
Moodle and use online quizzes and examinations [1], and
University of Nottingham developed open-source
assessment management tool known as the Rogo e-Exam
system [1], but these are all online learning management
systems that do not have an effective way to prevent
cheating on the exam.
Writing exams in classrooms is always challenging
because students are trying to cheat using all kinds of
methods. Teachers have a tough job of detecting suspicious
behavior of students during writing exams. They mostly
rely on their ability to see strange student movements or
look in a direction that can be recognized as a potential
cheating attempt. Although, cheating in classrooms can be
minimized by carefully watching every student. Online
exams are a different story, and teachers cannot easily
detect students’ suspicious behavior because they are not in
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a controlled environment, and teachers do not have that
level of freedom to control the environment. Another
problem is how to surveille students during written exams.
Using only web camera is not enough because student can
have another monitor or book above the screen or near the
screen, that the teacher cannot see. Furthermore, they can
use documents on their computers during writing exams,
and the teacher cannot stop them from cheating.
II. CHEATING PREVENTION
Cheating on exams has been a widespread phenomenon
in the world regardless of the levels of detection
development [2]. There are different ways of cheating in
exams, which to some extent can be prevented when the
exams are held face to face in classrooms. With the
application of e-exams, some of the ways of copying are
automatically no longer possible, such as wandering eyes:
looking over the shoulder of someone or to the side, passing
notes: scribbles on paper, or using an invisible ink: visible
only with a certain kind of handheld penlight [3], but some
techniques are now easy to detect like whispering asking
for and giving answers verbally [3], open books on desk or
e-books on desktops, use smartwatch or smartphones, use
of glasses with small camera and earbuds for cheating, and
using copy-paste method for answering on e-exam. By
applying e-exams and an efficient way of monitoring things
in the environment, it is possible to be more effective in
preventing cheating than in exams in the physical
environment.
III. E-EXAM MANAGEMENT SYSTEMS
E-exam management systems are software solutions
that have a purpose of preventing cheating when taking
online exams. Some learning management systems have
integrated some mechanisms of prevention, but those are
usually poor solutions. Learning management system is
the framework that handles all aspects of the learning
process. An LMS is the infrastructure that delivers and
manages instructional content, identifies and assesses
individual and organizational learning or training goals,
tracks the progress towards meeting those goals, and
collects and presents data for supervising the learning
process of an organization as a whole [4].
All e-exam management systems have one thing in
common [5]:
1)
2)
3)
4)
5)

Type of Exam (Objective or Subjective),
Question Navigation,
Schedule/Timer,
Capture Candidate Photo and
Exam Result Processing
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The biggest difference between them is how they set
security parameters to prevent or detect cheating attempts
and how compatible they are with other learning systems.
There is currently no similar software that can be
effectively compared to the program Cheatless. Although
all software solutions work separately and have similar
security settings such as question base, limited writing
time, exam recording, and live tracking capability during
the exam. Cheatless is designed to increase the security of
conducting e-exams through Microsoft Forms, which also
gives it a distinct advantage over other solutions because
its purpose is not just to conduct exams but to prevent fraud
and provide all students with equal conditions when testing
knowledge.
IV. OTHER COMPETITIVE SOFTWARE
On the market, there are a few software solutions but they
do not have all the features like Cheatless. For example
LockDown Browser, has following features:
• Assessments are displayed full-screen and cannot
be minimized,
• Browser menu and toolbar options are removed,
except for Back, Forward, Refresh and Stop,
• Prevents access to other applications including
messaging, screen-sharing, virtual machines, and
remote desktops,
• Printing and screen capture functions are
disabled,
• Copying and pasting anything to or from an
assessment is prevented,
• Right-click menu options, function keys,
keyboard shortcuts, and task switching are
disabled,
• An assessment cannot be exited until the student
submits it for grading,
• Assessments that are set up for use with
LockDown Browser cannot be accessed with
other browsers.
Using just LockDown Browser doesn’t prevent student
from cheating, but using Respondus Monitor, cheating can
be minimized [6]. Respondus Monitor is a fully automated
proctoring solution that enables students to take online
exams at any time of the day or night, without prescheduling.
Students use a webcam to record themselves during an
exam. A "startup sequence" guides them through
requirements selected by the instructor, such as showing
identification or making a short video of the exam
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environment. Only the instructor can review video
recordings and the results of the proctoring session [7].
V. SOFTWARE FOR WRITING ONLINE EXAM WITH VIDEO
AND AUDIO SURVEILLANCE - CHEATLESS
Based on the previously mentioned problems, we
created a new software tool. Our software solution offers
an efficient way to conduct online exams and minimize the
probability of cheating. The whole system is based on two
main applications:
•
•

Cheatless (student application),
Cheatless Admin (teacher application).

Cheatless (for students) is an application for writing
online exam in a controlled environment. Cheatless Admin
is an application for teachers. Teachers create an exam
using Microsoft Forms online tool and enters required data
to Cheatless Admin application. After the teacher enters all
the required fields, he creates the file which is going to be
distributed to students. Also, he can view all the video
material of each student when they are finished with
writing the exam.
Using Cheatless, teachers can be sure that the student
writing the online exam, cannot use their computer for
cheating, because he can just use it for writing exam. The
software has the following features:
• Writing online exams with video and audio
surveillance,
• Cheatless opens in full screen without an
options to resize the window or to minimize it,
• Shutdowns all application on student’s
computer except Microsoft Teams and itself,
• Disabled all Windows shortcuts including
copying and pasting, switching programs and
all other functional keys,
• Disabled use of another monitor,
• Disabled use in virtual machines,
• Disabled use of remote access,
• Disabled creating a screen shoot,
• Automatic upload video to private cloud.
Microsoft Forms is using writing exams, so to implement
this system institution must have Microsoft 365 account
for teachers and students.
After installation, it is recommended that every student
take an example of an exam. In that way, they can be sure
that everything is working properly, especially video, and
audio surveillance and they get to know how to use the
application in real exam.
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Figure 1. Cheatless - student application

Figure 1 shows the student view of an application. The
red area represents the menu of functions it contains:
•

run a test colloquium,

•

load a colloquium or exam,

•

turn the microphone on or off,

•

stop a colloquium or exam,

•

show or hide the camera,

•

shows information about the application,

•

exit from the application.

The stop a colloquium or exam function automatically
submits the answers and stops the writing. It is important

to note that the camera cannot be turned off by the student.
In the white area are instructions for users of the
application.
Teachers have a different view of the Cheatless system,
they have their own application. All the questions for the
exam are prepared in Microsoft Forms, and then needed
data is entered into a module for teacher Cheatless Admin.
To successfully conduct the exam, the exam settings must
be the same on Microsoft Forms and Cheatless Admin
application. In Figure 2 are shown the settings of
colloquium or exam duration in minutes. In Figure 3 are
shown the settings of the predetermined duration of the
colloquium or exam. This means that answers can be sent
during this period, outside of that period no answers will
be received.

Figure 2. Cheatless Admin - teacher application with an exact duration of colloquium or exam
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Figure 3. Cheatless Admin - the teacher application with predetermined date and time of colloquium or exam

VI. CHEATLESS PROGRAM ACTIVITY SCHEDULE
Using Microsoft Forms the teacher creates an exam
that remains digitally stored in his user account. By
starting the teacher application and with the authentication
of the first level, he withdraws the created exam from
Microsoft Forms in which he encrypts it, defines passing
parameters, question solving duration and sends it in
encrypted file to students who are taking the online exam.
Students download an encrypted file to their computer.
They run the student application and load the encrypted
file. The moment the file is uploaded, the writing of the eexam begins. At the beginning of the exam, all
unnecessary applications are closed, and it cannot be used
as long as Cheatless is running. The camera on the

computer is constantly on, and the microphone collects all
the sounds from the environment. At the end of the exam
or after the time expires, the exam is sent to the teacher
together will all video and audio recording. Depending on
the types of tests, the teacher can have the tests corrected
immediately or very quickly. All the recordings are stored
on the server and they are available for subsequent review
to determine the unauthorized or suspicious behavior of
students while writing the exam. During the writing of
colloquium or exam, Microsoft Teams stays open so that
students and teacher can communicate if there is a need for
clarification of some questions. In that way,
communication between students and the teacher is still
possible like if they were in a classroom. During the
colloquium or exam, the teacher can review the recordings
through teacher application shown in Figure 4.

Figure 4. Cheatless Admin - teacher application video control
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or exam. During written exams in classrooms, teacher does
not need to record student because he can control the
environment around student and sees the potential
attempts of cheating during writing the exam.
The first idea was to develop Cheatless only for College
for Information Technology, but during the
implementation and some media exposure, other higher
education institution shown interest in using Cheatless for
conducting online exam in their institution. Among that,
Cheatless was recognized as innovative software in
education at the International Exhibition of Inventions
ARCA 2020 Zagreb, Croatia, and it was awarded with a
gold medal.
Figure 5. Data and information transfer

Figure 5 shows the direction of data movement. The
teacher creates an exam or a colloquium, encrypts it. He
sends it to the students. The students take it and go on with
the exam. During the exam, Cheatless sends visual and
audio data to the server. Later, the teacher can review the
recordings.
VII. STUDENTS EXPERIENCE
Students who used Cheatless already for exam
purposes stated that at first, they were a little intimidated.
They were afraid because it was new tool with the need to
install it first and learn how to use it properly. Also, they
were concerned about the functionality of the equipment
such as computer, web camera and microphone and they
internet connection. In addition to all the above, they were
enough stress with the exam itself and whether they will
pass the exam or not. Writing exam while camera is turned
on is very unpleasant and uncomfortable for most students.
In general, all students stated that they were pleasantly
surprised how Cheatless works and how simple is for use.
Cheatless does not have complicate setup and special
preparation for the writing an exam. Also, they gave a
positive feedback especially in aspect how they can take
an online exam during pandemic and continue with study
process.
VIII. CONCLUSION
The Cheatless program was developed for the needs of
the College for Information Technology (VSITE). The
pandemic period affected the change of online teaching.
The College for Information Technology has a practice of
conducting short tests after each lecture or exercise but
with the new way of remote teaching this has become
unfeasible. Cheatless enables the teacher to re-check the
knowledge of students but also gives students the
opportunity to pass the exam without putting themselves
and their environment under risk.
Cheatless can be used in classroom, too, not just for
online exams. In the classrooms, the teacher can control
the student’s computer so that the student cannot have
other applications started on his computer during the test
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IX. FUTURE WORK
Upgrading the existing system is always possible. Some
important improvements are possible like:
1) User authentication and increased secure user
authentication and verification could be used on
occasion face-recognition [8] with stored images
from student indexes.
2) By applying artificial intelligence methods and
models [9] so that the degree of detection of
suspicious behavior and cheating prevention as
well as detection of other person in room during
writing in minimized.
3) Increased the compatibility of functioning with
other learning systems.
4) Adding a module for drawing would give teachers
much more freedom setting the exam questions,
because in some exams, students must draw a
simple schema or diagram. At the time of writing
this paper, that option is not available in Microsoft
Forms, so that module in Cheatless could be very
useful.
5) Creating a mobile application to add a second
camera to the Cheatless system that will give a
teacher much wider view of student’s environment
during writing the exam.
After implementing all feature mentioned above, writing
online exams would give much more reliable, convenient,
and more secure way of conduction online exam.
Sometimes it is hard to distinguish is the student nervous
because of the camera or maybe is trying to cheat, but with
the help of artificial intelligence it can be more detectable.
Teachers’ application also can be upgraded with
functionality like:
1) Implementing module for auto assigning exam to
student based on some parameters like group
name.
2) Monitoring students in real time who is writing and
who is not writing.
3) Implementing module for chat during the exam.
4) Monitoring students by viewing primary or
secondary camera during the process of writing an
exam.

MIPRO 2021/CE

REFERENCES
[1] M. S. Al-Hakeem and M. S. Abdulrahman,
"Developing a New e-Exam Platform to Enhance the
University Academic Examinations: the Case of
Lebanese French University," I.J. Modern Education
and Computer Science, 2017.
[2] R. Bawarith, A. Basuhail, A. Fattouh and S. GamalelDin, "E-exam Cheating Detection System,"
International Journal of Advanced Computer Science
and Applications, pp. 176-181, 2 2017.
[3] K. Yee and P. MacKown, "Detecting and Preventing
Cheating During Exams," in Pedagogy, not policing :
positive approaches to academic integrity at the
university, New York, The Graduate School, 2009,
pp. 141-147.
[4] W. R. Watson and S. L. Watson, "An Argument for
Clarity: What are Learning Management Systems,

MIPRO 2021/CE

What are They Not, and What Should They
Become?," TechTrends, 2007.
[5] S. R. Miller, "The Best 7 Free and Open Source Exam
Software Solutions," GoodFirms.co, [Online].
Available: https://www.goodfirms.co/blog/best-freeopen-source-exam-software-solutions. [Accessed 1
12 2020].
[6] "https://web.respondus.com/he/lockdownbrowser/,"
[Online].
[7] "https://web.respondus.com/he/monitor/," [Online].
[8] F. YAO, "Machine learning with limited data,"
iFlyTek-Surrey Joint Research Centre on Artificial
Intelligence, 2021.
[9] L. C. O. Tiong and H. J. Lee, "E-cheating Prevention
Measures: Detection of Cheating at Online
Examinations Using Deep Learning Approach - A
Case Study," 2021, arXiv:2101.09841.

711

Computer Probabilistic Models Construction and
Analysis of Professional Activity of Their Use by
Ukrainian Mathematics Teachers
M. G. Drushlyak*, I. V. Shishenko*, N. S. Borozenets**, K. M. Nekyslykh** and O. V. Semenikhina*
*

Makarenko Sumy State Padagogical University, Sumy, Ukraine
** Sumy National Agrarian University, Sumy, Ukraine
marydru@fizmatsspu.sumy.ua, shiinna@ukr.net, bnataliya3009@gmail.com, Katrin_Sumy@i.ua,
e.semenikhina@fizmatsspu.sumy.ua
Abstract – The article deals with the analysis of the
dynamic mathematics software in order to determine those
where it is possible to construct typical probabilistic models.
The results of a survey of Ukrainian mathematics teachers on
the activity of using specialized software in probability theory
teaching are presented. The partial involvement of such
software in the conditions of traditional learning and the
increase of intensity in the conditions of distance learning are
confirmed. The expediency of using MathKit software to
construct typical probabilistic models based on the results of
statistical tests is substantiated: tossing a coin, choosing one
of several, choosing two of several, etc. The workshop on the
formation of mathematics teachers’ skills to construct
probabilistic model was organized based on Makarenko
Sumy State Pedagogical University and its effectiveness was
confirmed.
Keywords – computer modeling, probabilistic models,
computer probabilistic models construction, professional
activity, mathematics teachers, workshop, modeling skills
formation.

I.

INTRODUCTION

Today, the skills to analyze random facts, assess
chances, make hypotheses, predict developments and make
decisions in situations of uncertainty are in the focus of the
society. The development of such skills occurs in the study
of school mathematics, which forms students' ideas about
deterministic and random processes and the probabilistic
nature of the world and society laws. Different methods,
including computer simulation, are involved.
Computer models allow to automate / accelerate a
computational experiment, to visualize the results of
various influences, to predict the unexpected consequences
of the interaction of some elements of the model. On the
other hand, students' awareness of probabilistic processes
is complicated by the need for numerous experiments,
which often do not have time at mathematics classes, or the
need to process large arrays of numerical data that require
the use of computer to automate calculations. This
highlights the problem of mathematics teachers using
specialized software to construct probabilistic models.
The analysis of scientific and pedagogical findings
related to this problem showed that there is a very limited
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number of methodological materials on the use of
specialized software in probability theory teaching, which
could be used to construct probabilistic models and develop
skills to construct them:
• the possibilities of using powerful specialized
software or computer mathematics systems (for
example, Statgraphics, Statistica, SPSS, Systat,
Stadia, Maple, MathCad [1; 2; 3], etc.), spreadsheets
[4], programming environments using a random
numbers generator (for example, Pascal [5; 6]) are
considered;
• dynamic mathematics software is used, in particular,
Gran1 [7; 8], MathKit [9], GeoGebra [10].
The findings indicate the feasibility of using specialized
software in probability theory teaching, describe the
methodological features of its use, but some scientists
(M. I. Zhaldak,
M. P. Shishkina,
V. V. Lapinsky,
K. I. Skrypka [11]) note a number of problems: lack of
technical equipment for classrooms; ignorance of
specialized software in the field of probability theory by
teachers; inability of teachers to use computer tools for
modeling, etc.
This determined the purpose of scientific research: to
investigate the teachers’ professional activity to use
specialized software in the probability theory, in particular,
to construct probabilistic models.
Achieving the purpose required solving a number of
tasks: 1) to analyze the existing software for constructing
probabilistic models; 2) to conduct a survey of mathematics
teachers on the activity of using specialized software in
probability theory teaching; 3) to characterize the
possibilities of using the most popular software among
teachers, where probabilistic modeling is possible; 4) to
describe the workshop on the formation of skills to
construct probabilistic models and evaluate its
effectiveness.
II. ANALYSIS OF SOFTWARE FOR
CONSTRUCTION OF PROBABILITY MODELS
A variety of mathematical software is used to construct
probabilistic models in Ukrainian educational institutions
(Table 1).
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TABLE I.
Software
type

MATHEMATICS SOFTWARE
Software

Computer
Mathematics
Systems

Maple,
Maxima,
MathCad

Dynamic
Mathematics
Software

GRAN1,
GeoGebra,
MathKit

Statistical
analysis
software

Statgraphics,
Statistica,
SPSS, Systat,
Stadia

Spreadsheets

Exel, Numbers,
LibreOffice
Calc,
Gnumeric

Infographics

Infogr.am,
Visual.ly,
GoogleCharts,
Vizualize.me,
Easel.ly.

Note
Sample statistical characteristics
calculation, diagrams
construction, application of
statistical criteria, regression and
correlation analysis, trend lines,
etc.
Probabilistic models
construction, sample statistical
characteristics calculation and
their visualization, results
dynamic visualization
Statistical data processing,
parametric criteria, regression
and correlation analysis, trend
lines, etc.
Sample statistical characteristics
calculation, construction of
diagrams of different types, data
approximation, trend lines,
regression and correlation
analysis
Construction of diagrams of
different types

The experience of the authors testifies to the prevalence
of the spreadsheet processor for processing the results of
experiments by statistical methods due to its inclusion in
the office software package, which is installed on each
personal computer. However, the construction of
probabilistic models in it is reduced only to the construction
of diagrams and trend lines.
III. RESULTS OF THE SURVEY OF
MATHEMATICS TEACHERS ABOUT THE
ACTIVITY OF USING SPECIALIZED SOFTWARE IN
PROBABILITY THEORY TEACHING
A questionnaire was developed for the survey (Table 2).
TABLE II.

QUESTIONNAIRE FOR TEACHERS

1. Do you use specialized software to teach probability theory? If
your answer is "NO", what are the reasons?
2. For what purpose do you use specialized software in teaching
probability theory?

increasing students' interest;

visualization of test results;

organization of research activities of students:

intensification of the educational process;

simplification of calculations;

construction of probabilistic models;

other______________________________________
3. At what step of the lesson do you use specialized software?

explanation of new material;

problem solving;

control of educational achievements;

organization of homework

other___________________________________
4. When studying the topics of the stochastic semantic line do you
use specialized software?
5. Which software do you prefer?

GRAN1;

Exel;
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GeoGebra;

Maple;

MathKit;

other.
6. What topics should be accompanied by specialized software?

“Classical definition of probabilities"

"Statistical determination of probabilities"

"Geometric probability"

оther_______________________________

According to the results of the survey (2020, 172
mathematics teachers of Sumy region) it was found the
following. 72% of teachers do not use specialized software
due to lack of computer equipment in the mathematics
classes. 64% of teachers do not have specialized software
for constructing probabilistic models. 36% do not see the
use of specialized software efficiency to improve the
quality of probability theory training. 28% of teachers use
specialized software to study probability theory, among
them only 13% use it to interest students in educational
material; 12% use to explain new learning material; only
10% offer students to solve probability theory problems
using specialized software; only 2% organize independent
research activities of students using it.
Regarding the preferences of teachers, among those
who use software in probability theory teaching: 56%
prefer GRAN1, as this software is recommended by the
Ministry of Education and Science of Ukraine; 32% choose
GeoGebra because of the free distribution of the software;
12% use MathKit because its computer tools involve
constructing probabilistic models.
All teachers who use specialized software in the
probability theory teaching have a unanimous opinion that
it is appropriate to do for constructing probabilistic models.
Teachers highlighted the topics "Classical definition of
probabilities"
(84%),
"Statistical
definition
of
probabilities" (100%), "Geometric probability" (100%), in
particular, the construction of probabilistic models for the
“meeting problem” (85%), Buffon's experiment (54 %),
Bertrand paradox (38%).
IV. THE MOST POPULAR SOFTWARE FOR
CONSTRUCTING PROBABILITY MODELS AMONG
UKRAINIAN TEACHERS
Let us describe the tools of the most popular software
and present examples of typical problems solutions.
A. GRAN1(https://ktoi.fi.npu.edu.ua/zavantazhyty/catego
ry/1-gran1) – software recommended by the Ministry
of Education and Science of Ukraine
The main tools for solving stochastic problems and
constructing probabilistic models are Statistical sample,
Statistical sample data (distribution type – Discrete or
Continuous; data type – Frequency, Relative frequencies,
Options; Graph type – Polygon or Histogram), Frequency
table, Pearson's test.
Problem 1. A random variable is normally distributed
with the expected value of 10 and the standard deviation
of 5. Find an interval symmetric with respect to the
expected value in which a random variable with the
probability of 0.9973 falls as a result of tests.
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Solution

(Gran1).
1

Let

(𝑥−𝜇) 2
−
2𝜎2

us

set

the

Gaussian

function 𝑓(𝑥) =
𝑒
, in which 𝜇 = 10, 𝜎 = 5.
𝜎√2𝜋
Let us select the menu item Operations / Integrals / Integral
and set the limits of integration, which will depend on the
parameter p1: A = 10-p1 and B = 10 + p1. We change the
parameter until the value of the integral (respectively, the
required probability value) will be 0.9973 (the value of the
integral will change automatically). This occurs at p1 = 15.
Thus, the required interval (-5.25) (Fig. 1).
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2√3

)˄(−
<𝑐<
) . In the point properties in the
3
3
Advanced tab, specify the Conditions for displaying the
3
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𝑐<

2√3
3

2√3
3

<𝑎<

2√3
3

)˄(−

2√3
3

<𝑏<

2√3
3

)˄(−

2√3
3

<

),1,0] (Fig. 2).

Figure 2. The trace of the point with the coordinates (a; b; c), provided
that it falls into the cube inscribed in the sphere
Figure 1. Construction of a probabilistic model in Gran1

B. GeoGebra (www.geogebra.org)
Basic tools for solving stochastic problems and
constructing probabilistic models are Create a list, Analysis
of one variable, Show statistics, Probability calculator,
𝜒 2 test.
Problem 2. A cube is inscribed in a sphere of radius 2.
What is the probability that a point randomly selected in a
sphere will fall into an inscribed cube?
Solution (GeoGebra). This is a classic problem for the
application of geometric interpretation of probability. Let
us construct a probability model for the problem using a
statistical definition of probability based on a series of
random tests.
Let us construct a sphere of radius 2 with center at the
origin. In order for the point to be inside the sphere, we
propose to use spherical coordinates. It is necessary that the
spherical coordinates (r,θ,φ) of the point satisfy the
conditions 0 ≤ 𝑟 ≤ 2, 0 ≤ 𝜃 ≤ 1800 , 0 ≤ 𝜑 ≤ 3600 . It
is these limits that we will identify with the limits of the
parameters r, θ, φ. In GeoGebra, you can only build a point
in Cartesian coordinates via the command line. Therefore,
you need to specify a point with coordinates (a, b, c), where
𝑎 = 𝑟 𝑠𝑖𝑛𝜃 𝑐𝑜𝑠𝜑, 𝑏 = 𝑟 𝑠𝑖𝑛𝜃 𝑠𝑖𝑛𝜑, 𝑐 = 𝑟 𝑐𝑜𝑠𝜃.
The next step is to inscribe the cube into the sphere. The
4√3

edge of the cube is equal to
. The cube can be construct
3
on its two vertices. So, we construct, for example, vertex
2√3 2√3

2√3

2√3 2√3

points ( ,
, − ) and (−
,
,−
3
3
3
3
3
construct the cube on these two vertices.

2√3
3

). Now we

The point with coordinates (a, b, c), which is randomly
selected in the sphere, will get to the inscribed cube,
provided
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that
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2√3
3
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C. MathKit (https://obr.1c.ru)
The developers offer the following computer tools in
the Statistics section: Random test, Random test player,
Statistics calculation, Time series (table), Time series
(graph), Frequency polygon, Frequency histogram.
When selecting Random Test tool, you can specify the
type of test: random throw or random selection. If you
choose as a test Random throw, you need to choose: the
number of objects that are thrown at the same time; items
used (coin, button, and dice). The values of the test results
are indicated. If you choose the button, which is not a
symmetrical object and the results of its throwing are not
equally possible events, it is necessary to indicate the
probability with which the button will fall upwards
additionally.
If you choose Random selection as a test, you must
additionally specify the number of items that come out of
the basket at the same time; how these items get out of the
basket (with return, without return or simultaneously);
items used (balls, playing cards, numbers, English letters,
people, gloves, shoes, hands, various objects, faces of the
dice, different sides of the euro coin, buttons, socks,
Bernoulli test (success or failure). Before the test you need
to put items from the catalog in the basket.
Statistics Calculation tool allows you to calculate the
number of repetitions of values, the sum of values in the
test, the minimum and maximum value in the test, the value
of the element with the number.
Time Series tool (or time series) allows you to enter
values of a random variable collected at successive discrete
moments of time into a table, and Time Series (graph) plots
the dependence of one of the functions specified in the
statistics on the test number.
Random test player is a tool that performs one random
test or automatically launches a series of such tests. There
are three buttons on the player: Start launches a series of
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tests; Step performs one (or more) tests in one step; Reset
resets the entire series to the beginning [12].
Problem 3. There are 2 red and 2 green balls in the
basket. 2 balls are taken out of it. What is the probability
that they will be the same color? (Fig. 3)
Solution (MathKit). Let us set the type of test – Random
selection – take two balls from four balls. We will enter test
results in the table. To determine the probability of taking
balls of the same color, use the data from the table. Having
determined the frequency of taking balls of different colors,
we calculated that the probability of taking balls of the same
color is approximately 0.333, which does not contradict the
results of the analytical solution. Additionally, it is possible
to visualize with a graph, when the green line is the
probability of taking balls of different colors, and blue – the
same.

Figure 3. Taking bullets from the basket

Problem 4. "Throwing a coin". Construct a probabilistic
model of a head facing upwards (Fig. 4).

Figure 4. Tossing a coin

Problem 5. Little Ann has two identical pairs of gloves.
Going for a walk, she randomly takes two gloves. Calculate
the probability that Ann chooses a couple (Fig. 5).
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Figure 5. Choice of gloves

Thus, according to the results of the survey, teachers'
preferences of specialized software for constructing
probabilistic models: Gran1, GeoGebra, MathKit. Analysis
of the toolkit of software showed that they all provide
visualization of data through histograms, have tools for
sample analysis (mean, root mean square, mode, median,
etc.), as well as allow dynamic visualization of objects. The
Gran1 distinctive feature is the automated calculation of
Pearson's chi-square test values. The GeoGebra distinctive
feature is the possibility of high-quality visualization of 3D
models of probabilistic nature. The MathKit distinctive
feature is the ability to model typical problems of
probability theory in an automated format. Mastering these
software is important for mathematics teachers.
V. WORKSHOP ON THE FORMATION OF
SKILLS TO CONSTRUCT PROBABILITY MODELS
The workshop was launched in 2018 after a survey of
the activity of mathematics teachers on the use of
specialized software in probability theory teaching.
According to the results of the survey, it was concluded that
it is necessary not only to get acquainted, but also to master
software in which you can quickly construct probabilistic
models of typical problems of school mathematics.
Therefore the issues addressed at the workshop included
are comparative analysis of GRAN1, GeoGebra, MathKit;
solving typical probability theory problems (tossing a dice
or coin, getting items out of the basket with return, without
return or different items at the same time); modeling Buffon
problem (with step-by-step instructions, Fig. 6 [13, 14]);
Bertrand's paradox (various methods with step-by-step
instructions, Fig. 7 [13, 14]).
The workshop (6 hours) took place based on
Makarenko Sumy State Pedagogical University and took
place according to the following scheme. Teachers were
offered a video "Analysis of DMS to solve probability
theory problems" (7 minutes), then teachers were offered a
typical problem modeling probabilistic process (up to 30
minutes), then there was a workshop with learning to use
the tools of the three software (5 hours), then again the same
task for independent solution were offered (up to 20
minutes).
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In the conditions of the accepted scale of measurement
"+" was put in a case when the estimation increased, "0"
was put, when it did not change, "–" was put, when the
estimation decreased. The dynamics of estimates are shown
in Table 4.
TABLE IV.

RESULTS OF EVALUATION ACCORDING TO
THE SIGN TEST

Sign
Number of changes

«–»

«0»

«+»

4

55

36

Temperical = 36 (number of pairs with "+" sign).
Tcritical=0,5 ∙ (95 − 1,96 ∙ √95) = 37,95.
Figure 6. Experimental determination of the number π if the length of
the needle is less than the distance between the lines [14]

Statistics analysis confirmed that the null hypothesis
should be rejected and the alternative one should be
accepted about the impact of the workshop on the level of
teachers’ skills to construct probabilistic computer models
at the level of significance of 0.05. Since the number of
positive changes ("+") is greater than the number of
negative ("-"), the impact of the workshop is positive.
Additionally, the time spent on constructing
probabilistic models was analyzed. It was found that after
the workshop it decreased by 31%: the average task time at
the beginning of the workshop was 23.4 minutes, and at the
end – 16.1 minutes.
VI.

Figure 7. One of the methods for determining the probability that the
length of a randomly selected chord of a circle is greater than the side of
the inscribed triangle [14]

The selection of software (1 point), the correctness of
data entry (1 point), the correctness of the model (1 point),
the correctness of the quantitative characteristics
calculation (1 point), solution methods (1 point), fixed the
time of construction of each solution were evaluated.
The workshop was attended by 32 people (2018),
29 people (2019) and 34 people (2020). A total number of
participants were 95 people. The results before and after
workshop are fixed in Table 3.
TABLE III.

EVALUATION RESULTS AT THE BEGINNING
AND AT THE END OF THE WORKSHOP

Score

0

1

2

3

4

Before

12

22

21

47

10

2

After

-

11

7

20

42

15

5

Since two evaluations were used for one person (at the
beginning and at the end of the workshop) and the results
of two different persons were independent of each other, we
used the sign test to determine the effectiveness of the
workshop.
The null hypothesis was that the workshop did not
affect the level of teachers’ skills to construct probabilistic
computer models, whereas the alternative one was that the
workshop affected the level of teachers’ skills to construct
probabilistic computer models. We used a two-way sign
test for large samples [15].
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DISCUSSION

Regarding the trend of information content perception
by young people more visually and non-linearly, which has
been observed recently, we note that the formation of skills
to construct probabilistic models is characterized a high
level of visual thinking, which focuses on reproducing
specific but previously unknown images and relation to the
sphere of methods of object transformation.
Visualization of random events by constructing
probabilistic models in solving probability theory problems
allows solving several educational tasks. Among them are:
to demonstrate ways to use specialized software for solving
probabilistic problems; to provide an empirical basis for the
educational process, which will allow to talk about the
educatee’s awareness of the problem, which is formulated
by the problem condition, and the adequacy of modeling
this condition and finding its solutions; to demonstrate
different approaches to obtaining a numerical solution of
the problem and its "uniformity" when using these
methods. It allows also formulating additional tasks:
justification of the "mandatory" approximation of the
obtained results to an exact solution with an increase in the
number of random events, which is impossible without
understanding the nature of probabilistic events identified
with discrete or continuous distribution laws to strengthen
the applied orientation of mathematics and to form
associative connections between formal mathematics and
life problems through visualization of an experiment with
random variables and their appearance. In other words, it is
possible to demonstrate the use of mathematical methods
and the feasibility of constructing mathematical models of
different situations in real life. Let us note modeling
problem (based on random events) is difficult to imagine
and reproduce using traditional methods.
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However, we consider it necessary to note that dynamic
visualization does not always have didactic advantages
over the static presentation of educational material. The
question of the feasibility of dynamic visualization of a
static model is context-dependent, and in the case of using
the idea of visualizing an experiment with random variables
on the choice of forms and means of dynamization, the
nature and degree of interactivity will inevitably affect the
teacher's experience of using specialized software, feeling
of the educational audience, etc.
VII. CONLUSION

[2]

[3]

[4]

[5]

Based on the results of the study, the following
conclusions should be drawn.
According to the analysis of existing software for
constructing probabilistic models, the following groups are
identified: Computer Mathematics Systems, Dynamic
Mathematics Software, Statistical analysis software,
Spreadsheets, Infographics.
According to a survey of mathematics teachers, it was
found that only 28% use specialized software in probability
theory teaching. At the same time, teachers prefer GRAN1,
GeoGebra, MathKit, as sofware whose computer tools
allow you to construct probabilistic models. Teachers note
that the use of dynamic mathematics software forms the
basis for simplifying the construction of a mathematical
model of the problem, organizing a sufficient number of
random tests, visualization of these random events and
allows making the educational process of research nature.
The workshop on the formation of skills to construct
probabilistic models is an effective means for mathematics
teachers’ professional development. The use of computer
modeling in probability theory teaching gives the teacher
the opportunity to make communication with students more
productive, pay more attention to logical analysis of
problem conditions, shift routine technical calculations to
computer, and visualize the concepts of probability
semantic line of school mathematics, which are difficult to
understand.

[6]

[7]

[8]

[9]

[10]

[11]

[12]

[13]

[14]

REFERENCES
[1]

L. Demidova, M. Ivkina, E. Zhdankina, O. Krylova, E. Sofyin, V.
Reshetova, N. Stepanov and N. Tyart, (2016). “Software Package
STATISTICA and Educational Process”. In 2016 International

MIPRO 2021/CE

[15]

Conference Education Environment for the Information Age
(EEIA-2016). DOI: 10.1051/shsconf/20162902011.
M. Albici, (2009). “SPSS in Statistic Studies a Case Study in
Education”. In: 15th International Conference the KnowledgeBased Organization. In Applied Technical Sciences and Advanced
Military Technologies, pp. 27-31.
E. Semenikhina, (2014). “Development of Dynamic Visual Skills
SKM MAPLE among Future Teachers”, European Journal of
Contemporary Education, vol. 10, no. 4, pp. 265-272.
Ju. E. Voskobojnikov and E. I. Timoshenko, (2006). Mathematical
statistics (with examples in EXEL). Novosibirsk: NGASU
(Sibstrin). 152 p.
V. A. Bulychev, (2009). “Computer in school probability and
statistics course”, Matematika, no 14. Available at
http://mat.1september.ru/view_article.php?ID=200901409,
[accessed: 30.01.2021].
D. D. Bychkova, (2011). “Formation of subject competencies in the
process of solving probabilistic problems using a computer”,
Vestnik
Kostromskogo
gosudarstvennogo
universiteta
im. N. A. Nekrasova. Serija. Pedagogika. Psihologija. Social'naja
rabota. Juvenologija. Sociokinetika, vol.17, no 3, pp. 29-32.
M. I. Zhaldak and H. Yu. Mykhalin, (2004). “Elements of
stochastics with computer support. A guide for teachers ”. Kyiv:
RNNU "DINIT", 125 p.
M. I. Zhaldak and V. M. Franchuk, (2020). “Web-oriented system
for access to remote desktop and software GRAN in the process of
teaching mathematics at school. Information technologies and
teaching aids”, Information technologies and learning tools, 76(2),
pp. 14-29.
V. A. Bulychev, (2014). “Random experiment and its
implementation in the environment "1C: MathKit", Informatika i
obrazovanie, no 3, pp. 45-47.
O. Semenikhina and M. Drushlyak, (2015). “Organization of
Experimental Computing in Geogebra 5.0 in Solving Problems of
Probability Theory”, European Journal of Contemporary
Education, vol. 11(1), pp. 82-90.
M. I. Zhaldak, M. P. Shyshkina, V. V. Lapinskyi and K. I. Skrypka,
(2012). Evaluation of the quality of program learning of constant
importance for secondary schools: a monograph. Kyiv:
Pedahohichna dumka, 132p.
“1C: MathKit is a software middle ground for the establishment of
interactive mathematical models” [resourse]. Available at
http://obr.1c.ru/mathkit, [accessed: 30.01.2021].
A. H. Merzliak, D. A. Nomirovskyi, V. B. Polonskyi and M. S.Iakir,
(2011). Algebra: textbook for 11th grade with in-depth study of
mathematics. Xarkiv: Himnaziia, part 2, 272 p.
V. N. Dubrovskij and V. A. Bulychev, (2019). “Matematika 5-11
klassy. Metodicheskie rekomendacii po ispol'zovaniju MK v
uchebnom processe”. Moskva: «1S-Pablishing». 427p.
M. I. Grabar' and K. A. Krasnjanskaja, (1977). Application of
mathematical statistics in pedagogical research. Moscow, 346 p.

717

Using ICT in Generating Motivation for
Foreign Language Learning: from
Traditional to Virtual Classroom
Petra Cuculić*
*Algebra

University College, Zagreb, Croatia
petra.cuculic@algebra.hr

Abstract - Language teaching and learning today are dynamic
processes that are marked with continuous interaction
between the participants. Having employed adequate
teaching methods, the lecturer can create a quality
environment for teaching thus enabling students to be
motivated, learn at an adequate pace and achieve the desired
learning outcomes. Foreign language teaching and learning
have been closely tied to using ICT tools in classrooms for
many years, since using ICT tools generates motivation in
students. Therefore, teachers usually integrate a wide array
of tools into their lessons, ranging from audiovisual tools,
interactive presentations, whiteboards, mobile applications
etc. However, with the change of setting from the physical
classroom to the online classroom in 2020, ICT tools have
adopted an even more important role than they had in the
traditional classroom: they have evolved from the means of
facilitating the teaching and learning into the medium where
teaching and learning take place. The aim of this paper is to
explore how motivation and attitudes of students for learning
foreign languages are shaped in a new synchronous virtual
medium of teaching. To explore motivation and attitudes
towards foreign language learning in a virtual classroom in
great detail, in-depth interviews were conducted with a
selected number of students who participated in a virtual
Croatian Language and Culture course.
Key words: language teaching, language learning, ICT tools,
traditional classroom, virtual classroom, motivation,
attitudes, synchronous online teaching

I.

INTRODUCTION

Foreign language teaching and learning, according to
Moeller and Catalano are “the teaching or learning of a
nonnative language outside of the environment where it is
commonly spoken.” [1]. The interrelated processes of
language teaching and learning have greatly evolved since
the start of the twentieth century. The teaching of foreign
languages was initially considered a process of the
transmission of knowledge from the teacher to the learners.
The approach was mainly teacher-centered, with students
as passive recipients who were supposed to develop their
linguistic skills in the process. As opposed to the
traditional approach, language learning is nowadays
student-centered and it implies an extremely active and
engaging process for both the teacher and students. The
teacher’s role is considerably different than it used to be,
in fact, the teacher is no longer a transmitter of knowledge,
but rather a mediator in the teaching process where
students actively participate.
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As demonstrated through an overview of the
development of methodology of English language teaching
in Thanasoulas, the foreign language teaching tradition
continually evolved through the twentieth century, slowly
placing more and more emphasis on students, their attitudes
towards the language and consequently, their motivation. In
the so-called Classical Method, the emphasis was on the
translation methods, rules of grammar, syntax and pure
rote memorization [2]. Since learners were exposed to the
foreign language only through the textual analysis, their
knowledge was mostly passive and incomplete.
Communicative Language Teaching, on the other hand,
represented a milestone in the development of language
teaching methodology. In this approach, the emphasis was
placed on the communicative language competence of the
learner achieved by the use of language in “unrehearsed
contexts” [3], placing thus student in the center of the
learning process.
Numerous research articles point out the importance of
another factor in foreign language learning which,
according to Krashen in Moeller and Catalano, “occurs
when the learner comprehends the language input in a lowanxiety, high-motivation situation, and proposed that the
teacher’s role is to create such a learning environment.”
Moeller and Catalano further argue that the place where
foreign language acquisition usually happens is the
classroom, which the teacher, therefore, has to adapt into a
stimulating and stress-free environment [4]. To achieve this
aim in the classroom, and especially when teaching kids,
the teacher can employ various techniques, starting from
teaching techniques, interaction patterns, behaviour
management and finally, technology to generate motivation
in students.
II.

ICT AND FOREIGN LANGUAGE TEACHING

Technology shapes today’s modern world and its
different aspects. Svensson, Zetterqvist and Ingerman argue
that “We live in a world interwoven with technology, and
life in today’s society presupposes integration with
technology – physically in terms of objects and the
outcomes of technological processes; intellectually in terms
of the knowledge needed to make use of technological
objects and processes, as well as the knowledge manifest in
their development and function” [5].
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The interweave of technology into all aspects of our
daily lives left a mark in teaching and learning processes
as well. The use of ICT in teaching processes is no longer
only a tool that facilitates learning, but it has rather become
the principal medium of the transmission of knowledge
that is slowly but surely replacing the traditional
techniques or at least adapting them to fit the new
requirements. The use of technology in teaching process
has numerous benefits. According to Yuldashevna and
Tuhtayevich, “The use of technology in foreign language
learning and teaching, as some analysis show, contributes
in: […] supporting teacher-student collaboration,
creativity, autonomous learning, as well as the activation
of already acquired knowledge” [6].
Vannestal in Yuldashevna and Tuhtayevich describes
other advantages of using ICT in teaching a foreign
language. “First of all, ICT helps to create more variation
in the classroom, which might lead to increased motivation
in the students and thus better conditions to learn the target
language. Internet is full of free, authentic and up-to-date
materials that language teachers can use in their teaching.
Internet provides a good opportunity for students from all
over the world to interact with each other through emails,
online calls or in a chat room. Despite what means of
communication is chosen, ICT is likely to help develop the
understanding of other culture” [7]. ICT tools indeed give
students an opportunity to interact with their peers from all
over the world, thus exchanging their ideas and acquiring
the knowledge of different cultures. Internet has made the
whole world a global village, bringing closer different
cultures and enabling their communication in real-time on
the social media. Not only do internet and ICT facilitate
learning by offering a range of different learning and
teaching tools, as well as the information at anybody’s
fingertips, but they also offer a possibility of distance
learning. Nowadays, it is not unlikely to see students from
all over the world learning at the same time in the same
virtual classroom.
III.

USING ICT IN TRADITIONAL FOREIGN
LANGUAGE CLASSROOMS
One of the significant advantages of using ICT when
teaching foreign languages in physical classrooms is
greater student participation and higher motivation. In the
article The Effects of ICT on Learning/Teaching in a
Foreign Language Houcine claims that “Teachers
reported on their learners being engaged, motivated and
attentive […], while the enhancement of linguistic
competence combined with motivation and challenge led
to more autonomy and initiative (to do research on the
Web, to propose links, to use online dictionaries and
encyclopaedias)” [8]. Surrounded by various digital tools
in our everyday lives, such as, smartphones, tablets,
laptops, smart TVs, watches and the omnipresent internet,
learners have started processing the information
differently than for example, 20 years before.
For instance, rote memorization has become an obsolete
skill in today’s world because we do not need to memorize
trivial details anymore, since we can access any
information on internet in a matter of seconds.
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Furthermore, writing on the keyboard has become more
important than writing by hand, even to the point that some
children do not want to be bothered to acquire the skill,
since they mostly write on their computers or smartphones.
Moreover, on various social media we are constantly
bombarded with snippets of information, photos and
videos, and as a result, we are often experiencing a lack of
concentration when we have to deal with more complex
tasks that demand our continuous attention, in-depth
analysis or perseverance to complete them.
All these changes in our surroundings have influenced
our behavioural patterns and consequently our ability to
learn. Therefore, our teaching and learning techniques
must also be adapted to the new digital era. As Negoescu
and Boştină-Bratu argue in their article Teaching and
Learning Foreign Languages with ICT, “The textbook is
not sufficient anymore, teachers need to bring it alive by
adapting it and providing supplemental resources […] now
it’s about the way teachers and students access information
and via technology transform active learning into
interactive learning” [9]. In teaching foreign languages
today, a variety of computer tools is available to teachers
to deliver more engaging and modern lessons. For
instance, the mere use of Power Point presentations instead
of writing on the blackboard or whiteboard will add to the
teaching dynamics and provide a medium for participative
learning environment. Presentations can be further
enriched with audio or video effects and photos that can be
integrated into the tool. Moreover, using different games,
and interactive quizzes highly improves the level of
student motivation, regardless of their age. If the classroom
is equipped with an interactive whiteboard where teachers
can project a game or an activity, this will add a pinch of
innovation into the teaching. Interactive whiteboard with
its touchscreen enhances collaboration between the
participants in the learning process, as well as with the
teacher. It, moreover, enhances collaboration between the
students, which helps facilitate pair and group learning.
Finally, there are various online tools that help learners
build vocabulary, check their knowledge or compete with
their classmates in games and quizzes designed to assess
their language skills. There are also tools for practicing the
pronunciation skills, grammar skills, and writing skills.
Internet itself with various news portals, dictionaries and
online encyclopaedias is a rich source of teaching and
learning materials that teachers can use in the classroom.
There are also various learning materials sorted by
difficulty for learners with different language levels. What
is more, internet is a gold mine for students with higherlevel language skills who can enjoy in real, and
linguistically unadapted content and thus take advantage
of a unique opportunity to experience language
environment of native speakers.
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IV. USING ICT IN VIRTUAL
FOREIGN
LANGUAGE
CLASSROOMS
Online teaching has made an important breakthrough
during the time of the pandemic. With the onset of the
worldwide pandemic and the introduction of lockdown
measures in numerous countries, the educational
institutions were faced with unprecedented challenges.
Both students and teachers were unable to physically
attend or hold lessons and schools and had to organize
distance learning or online teaching as soon as possible.
Online teaching and learning have marked a significant
growth in such circumstances, accompanied by the
increased usage of online teaching tools and platforms.
Foreign languages teaching was no different than other
fields.
As Maican and Cocorada argue in their article Online
Foreign Language Learning in Higher Education and Its
Correlates during the COVID-19 Pandemic the rise of
online language courses started long before COVID-19
pandemic. “In line with the progress in other educational
fields, the last decade has seen a significant expansion of
online language courses, offered by educational
institutions or by specialized platforms such as Mondly,
Duolingo, Livemocha, Rosetta Stone. […] Offering an
overview of the studies conducted between 1981 and 2005
on the use of CALL (Computer Assisted Language
Learning) in language learning at all education levels, a
past study highlighted positive effects as regards in […]
connection with the students’ involvement in the foreign
language class and with their attitude towards ICT use,
provided the technology stability and support are ensured”
[10]. Online language teaching can be divided into two
categories – synchronous and asynchronous. As their
names imply, synchronous teaching happens in real time
and requires student interaction, while asynchronous
teaching provides learning materials for the students who
can study at their own pace and at their convenience.
When it comes to foreign language online teaching,
synchronous approach is a much more natural option. The
synchronous approach presupposes teaching in real-time,
just as teaching in a language classroom does. There is a
wide variety of online platforms that offer a suitable setting
for synchronous online foreign language teaching, such as
Zoom, Microsoft Teams and Google Classroom, whereby,
Zoom and Microsoft Teams offer the possibility of
videoconferencing apart from the option of sharing files
and doing collaborative work. Zoom as a platform is more
specialized for videoconferencing and chatting, while
Microsoft Teams includes all abovementioned services
with a few extra possibilities such as the integration of
various applications. Asynchronous online foreign
language teaching is a good option for self-study activities
or as a platform for practicing knowledge and skills
acquired in a language classroom.
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V.

VIRTUAL CROATIAN
LANGUAGE AND CULTURE
COURSE

The aim of the Croatian Language and Culture course is
to equip students with essential language skills and provide
a general overview of the Croatian culture. The added value
of the course is the strengthening of students’ cultural
competence. All in all, the course aims to prepare students
for everyday basic communication, as well as introduce
them to Croatian customs, culture and history. Different
interaction patterns are used in various activities, so
students have a chance to work on their own, in pairs and in
a team, competing against each other. Having completed
the course, students will acquire basic grammar and
vocabulary skills, as well as a selected array of
conversational functions and thus form a solid basis for
further developing and practicing their language skills.
Students will also remember historical, cultural and
geographical facts about Croatia.
A. Synchronous Online Teaching at
Croatian Language and Culture course
The course was moved into online teaching setting due
to COVID-19 pandemic and was therefore taught via
Microsoft Teams that was selected as the platform that
would offer the most interactive interface for foreign
language teaching and learning. Microsoft Teams
combines the options of videoconferencing, important for
synchronous language lessons, moreover it has the option
to share the teacher’s screen and share the presentation.
Interactive whiteboard that is integrated into the tool is a
good option that replaces the traditional classroom
blackboard in an online setting. In Microsoft Teams, all
participants can interact during the course, have their
cameras turned on during the lesson and raise their hands
or turn on their microphones when they want to ask a
question or when the teacher calls out their name. The chat
option is also useful for asking questions to which the
teacher can later give an answer. Moreover, students can
easily share their completed written tasks either by sharing
their screens or sending the answers in the chat. It is easy
to project videos from the platform or play audio files and
it is also easy to integrate various applications, such as
Kahoot, Nearpod, Polly etc. in the platform.
B. Course Structure and Learners’
Backgrounds
The course was taught on an elementary level since the
learners had little or no prior Croatian language knowledge.
Since the students came from different academic, linguistic
and cultural backgrounds, namely from Mexico, Italy and
India, the language of instruction was English. The course
consisted of 23 contact hours and took place on a daily
basis. For the completion of the course, the students were
awarded with 2 ECTS. The course structure was divided
into two parts, practical exercises where students practiced
their language skills, and a lecture aimed at developing the
students’ cultural competence. The teaching platform used
was Microsoft Teams and teaching was synchronous, so as
to bridge the gap between several different time zones.
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The teacher had the camera and microphone turned on
during the whole lesson in order to mimic the real
classroom setting and to facilitate learning the language,
for example, when practicing pronunciation skills.
Students decided whether they wanted to turn on the
camera and microphone or not, however, during speaking
exercises, it was mandatory to have the microphone on.
Additional online tools used were Youtube videos (music
and movie excerpts) Powerpoint presentations (used to
present and explain the topic, provide examples and short
oral exercises), Kahoot quizzes (used at the end of the
lesson as a revision tool), Nearpod interactive games (used
as collaborative tools – polls, interactive pinboards). The
aim of the course was to teach the students to read, write
and use a selected array of everyday Croatian words and
key conversational phrases, to be able to explain the
general overview of the Croatian history, geography,
customs, culture, and finally to create positive attitudes
towards the language and culture among students, as well
as to motivate them to continue learning the language. To
pass the course, students had to pass two learning
outcomes by doing a project on their own or in pairs and
by presenting it to the whole class.
VI. RESEARCH
The general research aim of this article is to determine
whether synchronous online foreign language teaching of
Croatian Language and Culture course using ICT tools can
develop students’ motivation and positive attitudes
towards foreign language learning, as using ICT tools
traditional classrooms can generate motivation in students.
To fulfill the research aim more easily, the following
questions were used by the interviewer:
1.

How interesting and useful were the digital tools
used in the Croatian Language and Culture
course? (on a scale of 1-10). Please answer the
question first and then elaborate.

2.

Assess the degree of interaction (student –
student, teacher – student) in the CL&C online
lesson (on a scale of 1-10). Please answer the
question first and then elaborate.

3.

Compare the quality of information you would get
in a traditional physical classroom with the
information obtained via the online platform.

4.

Can virtual CL&C course encourage further
learning of the Croatian language? Why?

5.

What are the observed shortcomings of the CL&C
online course? Is there anything that could be
improved and how?

A. Research Sample
Due to a small number of participants in the course
(11), two student volunteers who completed the program
were chosen to take part in semi-structured in-depth
interviews. This research method was selected to get a
broader overview on a smaller representative sample. The
prior Croatian language and culture knowledge of both
students was elementary. The students came from
different linguistic and cultural backgrounds.
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B. Research Methods and participants
Since there were 11 students participating in the
Croatian Language and Culture course, two students were
chosen to participate in the research. One student came
from India and the other from Mexico, they were aged 21
and 27, respectively and both of them were female. The
aim of the student 1 (aged 27, from Mexico) in taking up
the Croatian Language and Culture course was to get a
general overview of the Croatian language, as well as to
learn simple everyday conversational phrases. The student
had no prior linguistic knowledge and had a vague idea
about the culture; the student was poorly motivated at the
beginning of the course. The student developed interest in
the course early on and was relatively active during
lessons. The student 1 passed the course and earned 2
ECTS. The aim of the student 2 (aged 21, from India) in
taking up the Croatian Language and Culture course was
to further develop basic linguistic skills the student had
already acquired and also to improve the general
knowledge about the Croatian culture, history, geography
and lifestyle. The student had prior elementary knowledge
about Croatia and the Croatian language because she spent
5 months living in Croatia during Erasmus+ mobility. The
student was highly active and motivated since the start of
the course and was very eager to learn more and do the
extra tasks. The student passed the course and earned 2
ECTS.
The research was conducted using a semi-structured
in-depth interview with nine questions, out of which six
were open-ended questions and three closed-ended
questions. Additional questions at the beginning of the
interview were related to demographics. For some
questions, the participants had to indicate the extent to
which they agree or disagree with them. The level of
agreement or disagreement was defined using a Likert
scale.
Finally, a qualitative method was used to analyse the
results of the research. For the purpose of this article, the
emphasis is put on the analysis of the 5 selected questions,
which are listed in the following paragraph.
C. Research Results – Interpretation
The students were asked the following set of questions in
the semi-structured in-depth interview:
1. How interesting and useful were the digital tools used
in the Croatian Language and Culture course? (on a
scale of 1-10). Please answer the question first and then
elaborate.
Student 1 - 9, because the inevitable glitches that occur
break up the flow of the class. The standard communal
sense of the classroom that is created when students are
playing guessing games using digital tools breaks up
fast if the tool glitches or communication is broken due
to poor WIFI.
Student 2 - The meetings arranged through Microsoft
Teams helped in creating an interactive session between
the students and the teacher. Along with that, the
teacher took us on the virtual tour around Croatia
through Youtube videos which made us feel more
intrigued. Kahoot is my personal favourite tool for the
Croatian language & Culture multiple choice quizzes.
Being apart from each other, sitting in different
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countries but connected remotely we felt like sitting next
to each other in the same classroom.

Student 1 finds the digital teaching tools useful but
exemplifies the problems in synchronous online
teaching/learning that can arise due to a slow internet
connection. Student 2 finds the digital teaching tools
interactive and thinks that they helped create class cohesion.
2.

Assess the degree of interaction (student –
student, teacher – student) in the virtual CL&C
lesson (on a scale of 1-10). Please answer the
question first and then elaborate.

Student 1 - 10, given that the group of students had no
interaction previous to attending the online CL&C
lessons, the sense of togetherness and classroom
comraderie that had developed during the course was
extraordinary. We first started attending the course
without any particular interest in its subject-matter,
however; we had grown to appreciate the course
material and explore the topics covered in more depth
for their final presentations.
Student 2 - The degree of interaction (student –
student, teacher – student) in the Croatian Language
and Culture online class was 10. We could smoothly
share our views by unmuting or writing in a chat box.
The teacher led the discussion and encouraged us to
participate in the class. In that way, we got the
opportunity to learn from each other. The teacher
increased the involvement of learners by organising
online quizzes, asking questions. It was amazing to ask
“Bok! Kako ste?” and greet each other at the end of
the class in Croatian language making classes
amusing and interactive.
Student 1 thinks that the interactivity of the course helped
create a sense of togetherness and group participation in a
group of students that had not known each other before the
start of the program. Student 2 thinks that it was easy to
communicate with the teacher and other students during the
lesson due to the microphone and chat options. Also, the
teacher encouraged class interaction.
3.

Compare the quality of information you would
get in a traditional physical classroom lesson with
the information obtained via the online platform.

Student 1 - Information acquired in a classroom
onsite would doubtlessly be of a higher quality as
more ground could be covered and more spontaneous
interactions could develop. I also believe that the level
of student attention is much higher when they are
facing the teacher in comparison to following the
classes via their personal computers.
Student 2 – The teacher used modern tools to bridge
the gap between the traditional teaching and online
teaching. So the quality of information was good. But
if there had been traditional classes then we could
have tried speaking Croatian at different places and
observe the speaking skills. We could have seen the
Croatian culture on our own. Now after online
learning we can easily manage to travel physically to
Croatia and explore more.
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Student 1 thinks that information acquired in a traditional
classroom would be of a higher quality and that the level of
student attention is higher when they are attending onsite
lessons. Student 2 thinks that the digital tools used in online
lessons managed to provide a stimulating learning
environment. Student 2 regrets not having the opportunity
to physically experience the culture come in contact with the
native speakers of the language.
4.

Can virtual CL&C course encourage further
learning of the Croatian language? Why?

Student 1 - Absolutely. Primarily because they are well
targeted for the specific audience consisting of young
people. The historical overview was just enough to
intrigue the students but not bore them and the pop
culture references have been well chosen to appeal to
an international audience while still representing the
Croatian mainstream.
Student 2 - Yes, virtual CL&C course can encourage
further learning of the Croatian language. The
materials provided by the teacher helped us in basic
understanding of Croatian Language, which will make
the advanced learning more interesting.
Both students agree that virtual Croatian Language and
Culture course can encourage further learning of the
language.
5.

What are the observed shortcomings of the CL&C
online course? Is there anything that could be
improved and how?

Student 1 - The only shortcoming would be the glitches
that occurred on several occasions during the teacher's
presentation. Namely, problems with sound
reproduction, poor WIFI or issues with audio,
however; these are mainly beyond the control of the
teacher.
Student 2 - I am fully satisfied with the performance of
CL&C coursework and I would rate 10 as classes quite
engaging. Starting from basic Croatian language
letters to ordering food in restaurants was a fabulous
journey. We get to know about the different Croatian
cities, foods, festivals, inventions, songs and many
more. It was a wholesome package to explore Croatian
Language and Culture.
Student 1 exemplifies the technical problems with
sound reproduction or poor WIFI connection as the
main shortcomings of the online course. Student 2 does
not name any shortcomings and expresses overall
satisfaction with the course, especially thanks to
engaging classes.
VII. CONCLUSION
The results of in-depth interviews carried out among
the participants of the Croatian Language and Culture
course have shown that virtual classrooms provide a good
platform and a stimulating environment for foreign
language teaching and learning.
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Microsoft Teams proved to be a suitable platform for
online teaching when it comes to the Croatian Language
and Culture course, because it simulated a real classroom
environment with the options of videoconferencing,
student participation (raise your hand, chat, microphone,
camera), as well as many integrated applications and a
whiteboard. The research on whether using ICT as a
platform for virtual foreign language learning can generate
motivation and positive attitudes in students was
conducted using qualitative research method (in-depth
interviews) on a smaller sample of students. Qualitative
research on a small sample was chosen rather than
quantitative research on all students in class, since there
were only 11 students and the sample would not be
representative for a qualitative analysis. The answers
received from the students proved that teaching in a virtual
classroom can generate motivation and positive attitudes
towards foreign language learning in students, regardless
of their initial level of motivation. Interactivity of digital
tools in virtual language classrooms helps create positive
attitudes towards language learning, generate the interest
of students and motivate them to learn more about the
subject matter. This research, however, opens up some
space for additional research of this topic on a larger
sample that could confirm or deny what was established in
this research.
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ICT in foreign language teaching and learning have
definitely proved to be a useful tool in providing language
instruction to learners, whether they are in used traditional
or virtual classrooms. Whether discussing traditional
setting or the online classroom, which became its principal
alternative during the COVID-19 pandemic, ICT tools give
valuable teaching assistance in both scenarios. In a
traditional classroom, the teacher can use ICT tools to
enhance student participation and motivation. Virtual
classrooms offer a good alternative to traditional
classrooms if ICT tools are employed, since they help
bridge the gap between different time zones, students with
different backgrounds, as well as help create class
cohesion and a sense of interaction among students, which,
consequently, help generate motivation. Synchronous
virtual teaching presupposes teaching in real-time, and it is
important in foreign language teaching and learning
because the students can interact among themselves and
with the teacher, as well as practice their listening and
speaking skills in real time. The shortcomings in this
approach are technical difficulties, such as poor WIFI
quality or occasional glitches, that can hinder the process
of teaching. Asynchronous online foreign language
teaching, on the other hand, gives students the possibility
to review study materials which are easily available, but
does not create class cohesion or a sense of togetherness
among students.
However, an undeniably added value of virtual foreign
language teaching and learning is the possibility of
simultaneously connecting learners from all around the
world via an online platform. In such an environment,
students can not only learn the foreign language and
explore the culture of the nation in question, but also
strengthen their intercultural competences by interacting
with their peers from around the globe without having to
leave their home country or their home.
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Abstract - The paper presents the results of Educational
computer`s game application for social skills training by
recognizing and naming emotions in children with Autism
spectrum disorder (ASD). The educational computer game
was developed on the basis of the ability model of Emotional
intelligence. The main target of the game is to develop skills
in children with ASD for emotional recognition,
understanding and naming using story-based (plot) pictures
and emoticons. The educational computer game was
incorporated in the e-learning platform Moodle. The paper
presents a case of a child with ASD and the results from a
repeated application of the game. An analysis was made of
the upgrading the skills for recognizing the emotions by
counting the mistakes, searching for additional information,
correct and false attempts in the individual modules of the
game as well as the time for completing the tasks.
Additionally, a survey for the parents was applied to collect
information about the behavior of the child, his interest in the
game and his motivation. The results show the need for short
instruction, use of simple words and the game’s positive effect
on recognizing emotions.
Keywords - educational computer game; autism; behaviour

I.

INTRODUCTION

The inclusion of e-learning in education sets the
requirements for the introduction of educational computer
games as a learning tool. One of the advantages of using
games in instruction is the easy tracking and assessment of
the achievements of the children in the learning process [1].
Games can also be used to assess knowledge in the
educational environment [2]. Recently, Educational
Computer Games have been actively used in working with
children with special educational needs. Speech and
language professionals believe that the use of games has a
positive effect on the therapeutic outcome. Games improve
children's knowledge and skills and have a beneficial effect
on therapists [3]. Children with special educational needs
use games with pleasure and the use of technology in the
education of children with developmental disabilities is
becoming more and more frequent.
Autism spectrum disorders (ASD) includes a group of
heterogeneous developmental conditions characterized by
communication and social interaction problems and
restricted interests and/or stereotyped behaviors. [4]
The study is funded by Bulgarian National Scientific
Research Fund, Contract DN-05/10, 2016
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Children with ASD face problems related to social
interactions, communication, and language, and repetitive
interests and behaviors [5].
Etiology of ASD looks into genetic, and epigenetic,
immunological, environmental factors, but we are still
unclear about how these factors and their interaction could
trigger ASD condition [6]. Modern therapy would rather
focus on the development and fostering of social skills and
the improvement of abilities for emotional recognition of
the partners in the speech act by improving the
communicative competence and increased personal
involvement in group activities with peers and adults. The
development of social skills would be the most common
focal point for therapeutical intervention for individuals
with ASD assisted recently by the advancement of
technology since most kids with ASD would opt for
computer games and will demonstrate good computer
skills.
The Emotional Understanding Skills Training game aims
at improving the abilities of a kid with ASD in terms of
raising his awareness of the emotions of the others. This
means that it helps to master the vocabulary for different
emotions, the expression and variations of these emotions
in different cases and real-life situation, not only by
confronting them in a static form.
II.

REVIEW OF DEFINITIONS AND RELATED
STUDIES

Mobile applications and computer technology are
suitable for children with ASD because they present the
information visually; provide a secure predictable learning
environment [7] and constant learning [8]. Educational
computer games can be used in the work with children with
ASD to develop social skills [9] and to improve the abilities
of facial recognition [10]. Children with autism often
display difficulties in social interactions and behavioral
problems related to emotions [11] with a focus on fear and
happiness, as well as more complex emotions [12]. They
have difficulty recognizing emotions, encoding emotional
information and recognizing facial expressions [13], which
also creates problems in the development of emotional
intelligence [14]. Children with ASD demonstrate
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difficulties in solving tasks in social situations, and
language-based interventions could help their functioning
[15]. Mobile applications and technologies can give
children with ASD the opportunity to practice many
situations and increase their emotional intelligence [16].
Educational computer games can help children with ASD
to recognize emotions and develop social interaction skills
in different situations [17]. Computers can be used to train
emotional recognition and enhance the overall social
cognition [18].

environment that can be used for education and training.
The platform gives the opportunity to design courses,
individual tasks, games, queries and upload text, media,
and interactive blocks – Fig 1.

Numerous studies review the application of games for
emotional recognition and development of social skills
namely communication skills and social conversation skills
for children with ASD [19, 20]. Positive results have been
reported as a consequence of computer games use for
children with ASD. ALTRIRAS – the role-playing game
offers training in recognizing facial expressions: surprise,
joy, anger, and sadness [21]
Other games, directed at children’s behavior also show an
improvement of social skills [22] and some physical
parameters: balance, hand-eye coordination, as well as
imitation skills, receptive language skills, communication
skills, daily life skills, etc. [23].
III.

GAME DESCRIPTION

The basic idea of the game, presented in this paper is to
introduce emotions and their names and enhance the
sensitivity of the child on how to detect emotions, existing
in real life situations. As an additional result, the child is
expected to learn names of emotions that he/she does not
know and to be interested in the experiences of others by
being acquainted with situations related to emotions and
facial expressions.
For this purpose, plot pictures with depicted emotions
were used, e.g.: I am surprised, it hurts, it is difficult for me,
I have fun, I am sad, I am proud, I am ashamed, I am happy,
I am angry, I am scared, I am excited, I am disgusted, I'm
afraid.
The visual tools are plot pictures with human characters
and emoticons. The plot pictures present the emotion
through the plot and through a painted emotion on the
characters' faces. The combination of naming the emotion
in a sentence, setting a task and visual follow up of the
situation increases the opportunities for children with
autism to:
• learn emotions through both auditory and visual
perception;
• repeat;
• learn through trials and mistakes;
• have many attempts until the correct answer is
completed;
• learn and have fun;
• use the computer for learning.
The Emotional intelligence (EI) model [24] was used to
develop the game. According to this model, emotional
intelligence includes the ability to monitor feelings and
emotions. This model includes understanding, naming and
managing emotions as an essential element [25].
The educational computer game is developed in the
web-based platform Moodle. It is a virtual learning
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Figure 1. Examples of the four segments of the educational computer
game

Through SCORM package - tool that enables effective,
efficient online training - Moodle presents the content to the
learners/participants, and saves data from learner
interactions within the SCORM package. SCORM tracks
four basic metrics: time, date, pass/fail, and score.
The learner’s progress can be traced and kept track of
while the learner takes breaks during the learning process
or during playing the game. In addition, the test scores
achieved by the learners are reported to the LMS.
The location of the game in the Moodle platform allows
easy collection of data related to the child's results - time,
number of errors, and number of points.
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TABLE I.

GAME CONTENT

interacting with the game for 5 days in a row, at a particular
time, completing the series of games in a specific order
(the order doesn’t vary) without any interval. Parents are
given explicit instructions regarding the 5-day period. On
finishing the testing phase of the game parents are
expected to complete a questionnaire as to provide data on
the usability of the game for the child, the child’s interest
and motivation to play the game, the levels of his
concentration. It is essential to note that each of the games
has been pre-tested with 20 children with no learning
disorder.
The representation of the results of repeated
application of the game in a child with ASD are presented
at Fig.2:

Figure 2. Results of repeated application of the game

IV.

PILOTING OF THE GAME WITH A CHILD WITH ASD:
FINDINGS

M.P. is a 9-year-old boy with childhood autism, attends
school in a special class for children with autism with an
individual program. The child has psychological therapy,
speech and language therapy and occupational therapy.
M.P. uses about 50 words that are not comprehensible to a
stranger. The child is able to follow some instructions and
handle non-verbal tasks.
We hypothesize that M.P. will be able to learn the names
for different emotions through involvement in social
situations in particular when provided with contrasting
images. The subject is also believed to be able to recognize
the emoticons, corresponding to different emotions upon
completing the game. This should lead to a better handling
of social situations in real life. The principles of the game
design and the methodological concepts such as use of
content words, constant repetition and slow and clear
articulation of the words and sentences are believed to
enhance and improve the subject’s concentration. This
approach is expected to facilitate the successful
completion of the specific task. The child is expected to
interact with the games for 5 days in a row, every time
identifying quicker and faster the correct alternative thus
guaranteeing repetition and improvement in the
recognition skills. Parents are also expected to facilitate the
process by making sure that M.P. will be playing and
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Table II summarizes the data for M. P’s attempts.
•
Number of attempts – shows the attempt
sequence;
•
Attempt duration - how long the game itself has
been played. It counts the time from entering the game to
leaving it. It also provides information on how long the
player has been on the question;
•
Number of mistakes - how many wrong answers
were given by the player. Game 4 is a bit more difficult,
because it is played until the right answer, not until the first
mistake;
•
Number of additional auditions - shows how many
times the “listen” button is pressed again on the task
condition.
The summarized results of repeated application of the
game in terms of time, number of errors and total score:
TABLE II.

Game 1

RESULTS OF M.P

Number
of
attempts

Attempt
duration

No of
mistakes

No of
additional
auditions

1

7:55

2

2

2

6:35

3

3

3

1:00

5

1
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Game 2

Game 3

Game 4

4

0:59

9

1

5

6:05

4

1

1

7:59

9

8

2

3:26

7

0

3

4:56

21

0

4

1:00

5

1

5

3:56

12

2

1

3:59

2

2

2

1:58

4

2

3

3:00

2

3

4

2:46

7

1

5

2:26

3

1

1

4:22

10

0

2

1:48

6

0

3

2:00

12

0

4

2:26

14

0

5

1:56

5

1

Game 1, which consisted of 11 items where the players
had to finish a sentence with an appropriate picture
corresponding to a particular emotion, wasn`t very
interesting for M.P. and he started, but didn’t finish two of
the attempts /Table II/. The data indicates that the number
of errors increases in attempt 3, 4 which contradicts the
hypothesis for improvement. Perhaps it was due to the
problems with the concentration or the loss of interest in the
task, or maybe the multiple errors were due to the failure to
understand the task related with the concept of a sentence
and the instructions. We might argue that tasks should
increase in difficulty with regards to the number of items
included especially when it comes to the order in which the
player with ASD is answering. Another concern is the
linguistic difficulty - the notion of sentence for this type of
learners.
Game II presents the player with a different challenge
involving verbal instructions with a picture response from
a set of 4 pictures. The game comprises 11 items again. The
data from the first attempt indicates that the player is forced
to listen 8 times to the instruction in order to understand it,
which also indicates serious learning difficulties in
grasping the task. In the attempts that follow, the time spent
on the tasks decreases, while the third attempt also indicates
the highest number of errors. The number of errors remains
very high in the succeeding attempt.
Game 3 presents the player with a different task. Now
he has to identify identical emotions within a set of 8
pictures. The game consists of 5 items. The attempt review
data indicates that the player had to listen fewer times to the
instructions in a relatively similar timeframe, spent on the
instructions, however the mistakes in the fourth attempt
have increased significantly, in fact there are too many. One
possible explanation could be related to the player’s
concentration, maintaining the focus while performing the
task during the fourth attempt. It is interesting to note that
the number of mistakes for Games 1, 2 and 3 was

MIPRO 2021/CE

significantly higher than on previous days, which may
indicate serious problems with the overall motivation to
continue playing the games.
Game IV presents the player with 6 items requiring the
player to identify correspondence between a picture
expressing an emotion and one of 4 emoticons. The fifth
attempt of M.P. demonstrates shorter time and higher
achievement rate as well as fewer listening attempts to the
instructions. We could argue that this game was best suited
to the learner’s abilities or probably with the clearest
instruction.
The results of a satisfaction survey completed by a
parent:
•
Question 1: Are the questions easy to understand
for the child?
Answer: “Yes, they are. They are very easy.”
•
Question 2: Do the pictures present the emotions
adequately?”
Answer: “Yes, they do.”
•
Question 3: Are the emoticons well chosen?
Answer: “Yes, they are”
•
Question 4: Is the child enjoying the game?
Answer: “Yes, he is”
•
Question 5: Is the child able to keep concentrated
during the game?
Answer: “Yes, definitely he is”
•
Question 6: Do you think the child can finish the
game?
Answer: “Yes, I think so.”
•
Question 7: Does the child want to play the game
again?
Answer: “If the game is finished, the child doesn’t want
to play again”
•
Question 8: Do you think the game improves the
child’s understanding of emotions?
Answer: “Yes. Definitely it does.”
•
Question 9: Do you think the game has an effect
on naming the emotions?
Answer: “Yes, It does.”
Parent’s Recommendations:
•
To include a male voice, different voices to read
the question or answers.
•
The instructions and texts should be shorter.
•
To use clearer terms, the child does not understand
the word “emotion” and “emoticon”
•
Some of the sentences in the instructions are too
long.
Overall, the parents’ recommendations would rather
focus on the improvement of the understandability,
additional simplification of the sentences and the
approaches on enhancement of the player’s concentration
of attention for example they suggested using different
voices for questions and answers such as male/female
voices.
In general, the surveyed parents feel positive to the
introduction of computer games and technologies for
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children with ASD and testify to more positive attitude on
behalf of the player regarding the studying process.
V.

CONCLUSION

The use of computer games is a new and contemporary
trend in therapy that provides, through innovative ICT
solutions, interesting and emotionally engaging
instructional experience in order to stimulate children with
various disorders in developing and strengthening their
skills. Impaired social skills represent a serious challenge
for individuals with ASD. Parents are supportive and find
the application useful. They provided the authors with some
recommendations and feedback on the used stimuli –
words, images and instructions. Still, they consider the
application too complex for their children.
One limitation of the game featured here and
recognized by the researches would be definitely related to
the instructions of the games that would indicate the need
for a special procedure for pre-checking of the
comprehensiveness of the instructions. Also, it is highly
possible that gradual internalization of the instruction and
higher achievement rates can be accomplished if the
players are exposed to the game longer and interact with it
for a number of weeks rather than just a period of five days.
Another issue worth noting down is that the analysis was
based on separate data collected for each one of the games,
while it is important to take into account the total impact of
the games featuring different modalities in the training and
learning process namely visual, verbal etc, which are
believed to possess the potential for gradual improvement
in the training of children with difficulties in recognizing
emotional states.
The same experiment needs to be carried out at a larger
scale in order to evaluate the effects and impact of the game
on a higher number of children with ASD. Further areas of
interest could be also a comparison on the impact of the
repetitiveness of this game on subjects without learning
problems.
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Abstract - At Zagreb University of Applied Sciences
Turnitin software has been in use since 2014 for bachelor’s
and master’s theses plagiarism detection, as well as for
authenticity checking of seminar papers. The decision about
acceptable authenticity is made upon software generated
originality report consisting of percentages showing
similarity index of newly created text and already published
sources. In this paper, based on the normalized Herfindahl –
Hirschman Index, the metrics for authenticity level decision
has been developed through new descriptive indicators:
Effective number of different sources (ENDS) used in a text
and Effective similarity index per source (ESIS). The metrics
is descriptive. The usage of ENDS and ESIS indicators is
examined at the Department of Electrical Engineering,
proposing their introduction as new complementary
indicators to the existing originality report for making
decisions on student text authenticity.

papers [2]. A Turnitin originality report for a selected
bachelor’s thesis is presented in Fig. 1.

Keywords - Authenticity check; Acceptable level of
similarity; Effective number of different sources used; Effective
similarity index per source; Turnitin

I.

INTRODUCTION

Computer assisted authenticity check has been used
since February 2014 at Zagreb University of Applied
Sciences (TVZ). The Turnitin software was selected mainly
for the purpose of bachelor’s and master’s theses
authenticity check. The process of checking theses has been
formalized by The standard operating procedure of the
TVZ office for Quality since May 2018. Since December
2019, Turnitin access has been provided to the whole
Croatian academic community as a result of activities of the
Croatian Ministry of Science and Education and the
University Computing Center. Since May 2020, Turnitin
software has been integrated into TVZ’s Moodle LMS,
which provides automated verification of submitted student
seminar papers [1].
In general, an automated plagiarism detection (or
content similarity detection) software generates originality
/ similarity report with overall similarity index (OSI) and a
list of individual source similarity indexes (ISSI) sorted in
descending order. Similarity indexes are measured in
percentages based on match with previously published
texts. Turnitin plagiarism checking tool compares papers
against an expanding database of Internet pages, archived
pages, a subscription repository of periodicals, journals,
publications, and a repository of previously submitted

730

Fig. 1.
An example of Turnitin originality report with overall
similarity index (OSI) and a list of individual source similarity indexes
(ISSI)

The main objective of this paper is to give a
contribution to the quality of high education through
understanding the necessity of academic integrity, as well
as to induce students in developing their own originality
[1]. Students should be aware that plagiarism is
unacceptable and on the other side teachers need to have
proper tools as well as clear metrics and well-defined
criteria for making decisions on the authenticity of student
papers [3].
The structure of the paper is as follows:
In Section II., the process of authenticity check of
bachelor’s / master’s theses at TVZ is described. Practical
aspects in the application of plagiarism detection software
at the Department of Electrical Engineering of Zagreb
University of Applied Sciences (ELO TVZ) were
presented.
In Section III., a procedure of determining the criteria
for an acceptable level of overall similarity is proposed,
based on statistical analysis of originality reports from
received theses in 2020.
In order to have a more complete insight into the level
of plagiarism, in addition to stating the overall similarity
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25%

The role of authenticity check in the process of
defending bachelor’s / master’s theses at TVZ is presented
in Fig. 2.
Turnitin's
similarity
checking

Thesis

Originality
report

Based on the
Report, the mentor
issues a Certificate
of Authenticity

Thesis
Defense
Committee

Correction of the draft versions of the bachelor's /
master's thesis based on the matching Report

Student

Mentor
Head of the bachelor’s / master’s exams

Fig. 2.

Turnitin plagiarism checking tool in the process of
submitting bachelor’s / master’s thesis

During the thesis creation process, students can check
the percentage of similarity of the text with other sources
on the Internet, by using the Turnitin software. The student
can also do the re-check of the thesis several times before
final submission, thus correcting and refining text as well
as proper quoting of the sources used [1]. In case the thesis
contains parts that need to be cited in its original form (for
example: legal regulations, professional norms or program
codes), such sources can be excluded by the Head of the
bachelor’s / master’s exams in order to reduce the OSI.
After the student makes the final version of the thesis,
the mentor analyses originality report from the Turnitin
system and checks the authenticity of the student's work. It
is the mentor's responsibility and decision whether to sign
the certificate of the thesis authenticity. Inspecting the
work, the mentor decides in case of a greater similarity with
other sources, whether the high overlap was the result of
the necessary citation or whether the work was transcribed
in certain parts.
Before defending a thesis, the student must submit to
the Head of the bachelor’s / master’s exams a handwritten
signed statement on the authorship of the thesis and a
certificate of authenticity signed by the mentor.
III.

STATISTICAL ANALYSIS OF SIMILARITY INDEXES

During 2020, 194 bachelor’s and master’s theses at
undergraduate and graduate studies of ELO TVZ were
defended. Based on collected originality reports from all
received theses, the distribution of OSI in a form of
probability mass function is calculated and its histogram is
presented in Fig. 3. The shape of the function resembles a
lognormal distribution, which was to be expected.
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index, in Section IV. the concept of new metrics is
presented. Namely, by analogy to the Herfindahl –
Hirschman Index, used to analyze market concentration,
the new descriptive metrics for authenticity level decision
has been developed giving the Effective number of
different sources (ENDS) used in a text, as well as
Effective similarity index per source (ESIS).

Fig. 3.
Histogram of overall similarity indexes for all theses in 2020
Theses with OSI ranging from 6 % to 9 % are the most common (23 %
of all theses)

Mean of analyzed OSI is 10.0 %, standard deviation is
5.8 %, median is 9 % and mode (value that occurs most
often) is 11 %. The highest OSI was for one master's thesis:
35 %, of which 18 % was due to citing legal regulations in
their original, unaltered form.
Determining criteria for an acceptable level of similarity
Publishers of books and scientific journals use criteria
for acceptable similarity percentage based on OSI and the
highest ISSI. For example, Springer Nature guide advises
that documents with the highest ISSI up to 5 % generally
show no signs of potential plagiarism, but warns that
documents with an OSI higher than 20 % should be
checked more carefully [4]. IEEE guide for reviewers
advises that papers with an OSI less than 10 % and the
highest ISSI up to 3 % do not need any special attention.
Possible issues occur when paper has OSI in a range from
10 % to 50 % where care should be taken that the highest
ISSI does not exceed 10 % [5]. Some Croatian professional
journals have stricter criteria on the highest ISSI, requiring
that the acceptable limit for similarity from a single source
is 5%. If the highest ISSI is above 5%, the manuscript is
returned to the author for paraphrasing [6]. Detailed study
of manuscripts submitted to the American Journal of
Roentgenology proposed screening algorithms based on
OSI, including and/or excluding quotations and references
as well as the highest similarity index from a single source
(highest ISSI). By using 95 % confidence limits, optimal
criteria were determined as follows: 19.5 %, 11.5 % and
3.5 %, respectively [7].
In order to determine an objective criterion for the
acceptable level of OSI, it is useful to determine the
quantile distribution function based on the known
probability distribution of similarity indexes. According to
definition, represented by equation (1), Quantile function,
Q(p) is an inverse of cumulative distribution function F(x)
and returns the value x for a probability 0  p  1 such that
[8]:
Q(p) = inf{x  R : p  F(x)} = F-1(x)

(1)

where inf{x} is infimum function. Since the horizontal axis
is a probability p, it goes from 0 to 1. The vertical axis goes
from the smallest to the largest value of OSI = x.
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According to the described procedure for determining
quantile function, the result from all received theses in 2020
is presented in Fig. 4 as a graph and can be summarized as
follows:
- 50 % (50th percentile) of all theses submitted in
2020 have overall similarity index less than or equal
to 9 %;
- 90 % (90th percentile) of all theses submitted in
2020 have overall similarity index less than or equal
to 17.2 % similarity;
- 95 % (95th percentile) of all theses submitted in
2020 have overall similarity index less than or equal
to 20.8 %.
Similarity
index

Quantile function applied to thesis similarity
indexes

40%
35%

95% thesis:
20.8%

30%
25%
20%

50.0% thesis:
9.0%

15%

90% thesis:
17.2%

10%

Percentage
of all theses

5%
0%
0%

10%

20%

30%

40%

50%

60%

70%

80%

90% 100%

Fig. 4.
Quantile function applied to thesis overall similarity indexes
(OSI); For example, OSI less than or equal to 20.8 % had 95 % of all
theses submitted in 2020

Presented results can help in deciding on the criteria for
an acceptable level of similarity. For example, Thesis
defense committee recently submitted a criterion to
mentors of Department of Electrical Engineering based on
90th percentile. In other words, mentors could certificate
the authenticity of a thesis without a deeper content analysis
if a thesis has overall similarity index 17 % or less.
For comparison, the Turnitin color of the originality
report icon is green when the overall similarity index is
less than or equal to 24 %. All possible similarity ranges
in Turnitin are [9]:
- Blue: No matching text;
- Green: One word to 24 % matching text;
- Yellow: 25-49 % matching text;
- Orange: 50-74 % matching text;
- Red: 75-100 % matching text.
In the case of analyzed bachelor’s and master’s theses,
as many as 97.4% had Turnitin’s green semaphore. The
remaining theses (only 2.6 %) had 25 % or higher OSI.
These theses contained parts of regulations and
professional norms that had to remain in their original form
- and are exceptions. After a deeper analysis of the content,
the mentors confirmed their authenticity.
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IV.

THE CONCEPT OF NEW COMPLEMENTARY METRICS

Besides the metrics and corresponding criteria, which
are a standard output of computer assisted originality
report, there is a need for additional indicators to support
decision making on the authenticity of student papers.
1) Balanced measure for the number of different
sources used in the text
Common practice is that bachelor’s / master’s theses
should include a larger number of adequate sources. As can
be seen from originality reports, individual source
similarity indexes differ significantly from each other:
larger parts of the text were taken from a small number of
sources, and very small parts of the texts were taken from
numerous sources. On the example of the report from Fig.
1, the question that arises is how many sources in fact did
the student use for the bachelor’s thesis? The answer will
be sought in the development of the metrics for the effective
number of different sources used in a text [1].
2) Balanced measure for similarity index per source
used
Instead of the single value of the highest ISSI (s1),
commonly used among publishers of books and scientific
journals as a criterion for acceptable similarity, a similar
indicator encompassing all ISSI values si is needed. The
answer will be sought in the development of the metrics for
the effective similarity index per source.
Analogy with the market concentration
Using an analogy with the market, each individual
source used corresponds to a market participant. In
economy, the metrics for calculating market concentration
have been developing for years. One of them is Herfindahl–
Hirschman Index (HHI), a commonly accepted measure of
market concentration. The HHI is calculated by squaring
the market share (in this case, individual source similarity
indexes) si of each market participant competing in the
market and then summing the resulting numbers (2):
𝐻𝐻𝐼

𝑠

(2)

where n is the total number of market players (in this case,
the number of sources used).
The HHI is very easy to calculate and has a wide
practical application. In the USA, government institutions
that deal with antitrust issues use the HHI index to assess
how a proposed merger or acquisition would change the
market concentration in a particular industry [10].
However, in this form HHI does not give us descriptive
information about the number of sources used, so it needs
to be normalized to 100 %. Normalization is done by (3):
𝐻𝐻𝐼

∑

(3)

∑

It can be easily determined that the range of HHIn is:
1
𝐻𝐻𝐼
1
𝑛
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The lower limit of HHIn gave us the idea that its reciprocal
value (4) could represent the Effective number of
different sources (ENDS) used in a text of a thesis [1]:
𝐸𝑁𝐷𝑆

∑
∑

(4)

The ENDS indicator is invariant to the overall similarity
index (OSI) and provides a balanced measure for the
number of different sources used in the text that will be
shown through the examples in the Section V.
Average similarity index per source (ISSI average)
calculated as simple arithmetic mean OSI / n, usually has a
very small value. The reason for this is that originality
report regularly contains a large list of small percentages
from matching with numerous sources. On the other hand,
an indicator defined as (5), has in the denominator ENDS
instead of n:
𝑂𝑆𝐼
(5)
𝐸𝑆𝐼𝑆
𝐸𝑁𝐷𝑆
Because the ENDS was obtained by squaring si the
impact of small percentage values is reduced. Indicator
ESIS is an acronym for Effective similarity index per
source and can be used as a balanced measure for similarity
index per source instead of just one value of the highest
ISSI, as the earlier mentioned criterion.
V.

NUMERICAL EXAMPLES AND DISCUSSION OF
RESULTS

By comparing theses that have the same OSI, it is
determined that some theses have numerous sources and in
fact contain a valuable literature review, and on the other
hand, some theses with the same OSI have only a few
sources, but take larger parts of unchanged text from each
of them [1]. To illustrate different distributions of sources
in a thesis, illustrative numerical values are prepared and
presented in Tab. I.
Thesis 1 to Thesis 3 have the same OSI of 24 %, which
is the highest level with green Turnitin’s semaphore.
Thesis 1 has text from just one source. Thesis 2 has text
from 12 sources with uniformly distributed ISSI (2 % from
each source). According to the analogy with market
concentration, sources in Thesis 1 represent a monopolistic
market (the highest HHI) and Thesis 2 is the extreme
opposite, representing a perfect competition market (the
lowest HHI), see HHI row in Tab. I.
Distributions of used sources in Thesis 1 and Thesis 2
are extreme cases and are not common in practice. Thesis 3
is a selected bachelor’s thesis presented in Fig. 1 with real
ISSI values. Thesis 4 to Thesis 6 have the same share of
ISSI as Thesis 1 to Thesis 3, but the OSI is 17 %, which
corresponds to the criterion discussed in the Section III.
According to (4), Thesis 1 and Thesis 4 have ENDS =
1 (only 1 source used); Thesis 2 and Thesis 5 have ENDS
= 12 (12 source used). Thesis 3 and Thesis 6 have ENDS =
3.2 which means that effectively only 3.2 sources were used
(although n = 8), i.e. the remaining sources were used in a
very small amount. As can be seen, ENDS indicator is
invariant to an overall similarity index (OSI).
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TABLE I. EXAMPLES OF EFFECTIVE NUMBER OF DIFFERENT SOURCES
(ENDS) CALCULATION

Individual source similarity indexes (ISSI) si
Source
1
2
3
4
5
6
7
8
9
10
11
12
OSI (Σsi)

Thesis 1 Thesis 2 Thesis 3 Thesis 4 Thesis 5 Thesis 6
24.0%
2.0%
12.0%
17.0%
1.4%
8.5%
2.0%
5.0%
1.4%
3.5%
2.0%
2.0%
1.4%
1.4%
2.0%
1.0%
1.4%
0.7%
2.0%
1.0%
1.4%
0.7%
2.0%
1.0%
1.4%
0.7%
2.0%
1.0%
1.4%
0.7%
2.0%
1.0%
1.4%
0.7%
2.0%
1.4%
2.0%
1.4%
2.0%
1.4%
2.0%
1.4%
24%
24%
24%
17%
17%
17%

2
HHI (Σsi ) 0.058
2
2
HHIn (Σsi ) / (Σsi) 100%
1.0
ENDS = 1 / HHIn
Sources used (n)
1
ESIS = OSI / ENDS 24.0%
ISSI average (Σsi / n) 24%

0.005
8%
12.0
12
2.0%
2%

0.018
31%
3.2
8
7.4%
3%

0.029
100%
1.0
1
17.0%
17%

0.002
8%
12.0
12
1.4%
1%

0.009
31%
3.2
8
5.3%
2%

An example of two papers with the same OSI but
different ISSI is presented in Tab. II. According to [5]
Paper 1 will have unacceptable high similarity index from
a single source (highest ISSI criterion is not met) because
s1 = 11 %. At the same time, Paper 2 will have acceptable
high similarity index from a single source s1 = 10 %
(highest ISSI criterion is met), although s2 is also 10 %.
This example shows the weakness of the criteria stated in
[5].
On the other hand, indicator ESIS encompasses all ISSI
values si in the calculation and shows that ESIS is higher
for Paper 2 (10.0 %) than for Paper 1 (6.5 %). The ESIS
indicator proves that Paper 2 is more critical in terms of
high similarity with (few) sources.
TABLE II.

EXAMPLES OF EFFECTIVE SIMILARITY INDEX PER
SOURCE (ESIS) CALCULATION

ISSI si
Source
1
2
3 - 10
OSI (Σsi)
ENDS = 1 / HHIn
Sources used (n)
ESIS = OSI / ENDS
ISSI average (Σsi / n)

Paper 1
11.0%
1.0%
1.0%
20%

Paper 2
10.0%
10.0%

3.1
10
6.5%
2%

2.0
2
10.0%
10%

20%

Example of plagiarized seminar paper
On the example of a plagiarized seminar paper received
as a written exam, the ENDS and ESIS indicators will be
calculated. Turnitin originality report for it is presented in
Fig. 5. The extremely high level of OSI (91 %) itself is an
example of disrespect for academic integrity. Complete
unethicality is shown by the value of the indicator ENDS =
2.1, which means that the effective number of different
sources used is only 2.1. In other words, seminar paper is
very far from a balanced review of literature, so it was
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definitely plagiarism by combining in fact texts from only
two sources.

proposed criteria for an acceptable level of overall
similarity index is 17 % or less.
Future research will be focused on the development of
multi-criteria analysis to support the decision-making
process on the authenticity of student work.
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Abstract—This paper focuses on the study of Deep Learning
based solutions in Computer Vision applications in Control
Engineering. Machine Learning (ML) based Systems recently
gained a lot of scientific traction, as the latest advances in complex
fields like Computer Vision and Natural Language Processing
proved their great capabilities in learning abstract and non-linear
relationships.
To demonstrate the power and operational capability of
Machine-Learning algorithms within sensor-applications, an
image regression model able to predict the angular position of
a servo motor shaft, given only images as the sensors input will
be designed and trained. The selected device is well known and
used as a common actuator in many control applications. A
large dataset consisting of 100.000 labelled images was necessary
during training for the model to obtain its final prediction
accuracy. The final model and its generalization capabilities
underline the potential of Neural Networks to adapt themselves
to engineering-tasks which are hardly achievable with traditional
methods. The paper concludes with a statistical analysis of the
trained sensor to gain some insights at the performance and
behaviour of the derived model.

II. G ENERAL TASK AND S YSTEM D ESCRIPTION
This work aims to explore the feasibility and possibilities
of ML models in sensor applications for well-known control tasks. However, the focus does not lie in the concrete
superiority of the chosen approach for the given problem, but
rather on the research of novel approaches in the context of
our control laboratory. The result should be something that
other students can build upon and relate to when they try
to apply Deep Learning approaches to control tasks. It was
clear from the start, that a trained vision-based ML solution
should not compete with a fast, cheap and precise optical
motor encoder, but the unparalleled flexibility of ML solutions
to adapt to varying input conditions like differences in lighting,
perspective or even different measurement equipment and their
ability to learn non-linear relationships is a sought-after quality
in many sensor applications that justifies the research effort on
this constructed problem.

Keywords—Deep Learning, Computer Vision, Convolutional Neural Networks, Data Acquisition, Control Engineering

I. I NTRODUCTION
There are currently many research projects aiming to extract
useful information from raw pixel data with the use of modern
Convolutional Neural Network (CNN) architectures, like the
research of Nvidea on autonomous cars [1].
Deep Learning methods are able to automatically learn to
model high-dimensional and non-linear relationships, which
is a desirable property in many application fields, including
control [2].
For a long time, the performance and capabilities of ML
algorithms were limited by slow computers and a general rarity
of larger data sets. However, this considerably changed during
the last decade, as the average working-station is now able to
train those algorithms in a feasible amount of time [3].
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Fig. 1: Schematic of the experimental setup.
The idea behind the setup is the automation of the data
acquisition and labelling process. Having a sufficiently big
labelled data set is crucial when training ML-based Computer
Vision models like Convolutional Neural Networks (CNNs).
The experimental setup is schematically illustrated in Figure 1
and the actual setup is shown in Figure 2. A servo motor was
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Fig. 3: Training set image samples.
Fig. 2: Experimental setup.

used as the main system under consideration. This motor is
controlled by a small custom Micro Controller Unit (MCU)
in order to have control over the label distribution, which is
important in order to avoid sampling bias. The optical system
of the experimental setup consists of a small PSEye Camera
mounted on a Franka Emika Panda robot with a distance to
the motor between 30 to 90 cm and a maximum angle to
the motors front plate normal vector of about 10°. This robot
constantly moves the camera in the given margins with a speed
of about 5 cm/s to not limit the regression task to a single
perspective. This camera, which is connected to the central PC
via USB, takes images with a resolution of 480x640 pixels
from the motor with a constant frame rate of 60 fps. The
servo motor has an optical 12-bit quadrature encoder enabling
rotation measurements with a step size of φ = 0.088◦ .
III. DATA ACQUISITION
For the current work, a training set consisting of 80.000
labelled images and two test sets consisting of 10.000 labelled
images each were acquired. To evaluate the generalization
capabilities of the trained vision model, the test and validation
sets were acquired under different lighting conditions, with
variations in the position of the motor and with changes in
the camera movement margins. The images are rather big
compared to popular publicly available data sets often used
to test neural network architectures like MNIST (28 ∗ 28 ∗ 1)
or ImageNet (256 ∗ 256 ∗ 3) [4], which poses a challenge on
both the training hardware and the model design. The labels
consist of a single angle value in radians with a two decimal
place accuracy (see Figure 3).
Regarding the size of the dataset, there is a general tendency
among ML practitioners that there ”can not be enough data for
a given problem”. But according to the power-law described
in [5] there is a certain point, beyond which the model’s
performance will cease to increase, whereas the computational
complexity inherent to the handling of huge amounts of data
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keeps increasing. However, most ML projects struggle to
acquire enough labelled data with sufficient quality.
Our experiments with different data set sizes showed, that
the generalization capabilities of the trained ML model suffer
when trained with fewer than 40.000 training images, so
80.000 training images seams to be a good compromise in
quality versus computational effort during training [6].
To further increase the generalization capabilities of the trained
model, data augmentations are applied during training. Data
augmentations include any steps, that augment or change
the original data, without changing the semantic/contextual
meaning of the data. These augmentations have a very positive
impact on both the trained model’s accuracy and its generalisation capabilities, as they effectively increase the amount of
training data - one of the most critical assets of ML projects
[7].
IV. D EEP L EARNING D ESIGN P ROCESS
A. Model Architecture
CNN architectures mitigate the exploding number of model
parameters fully-connected neural networks would have with
such high-dimensional inputs like images by leveraging the
high spatial correlation of pixel values through the use of
convolutions and pooling operations. The combination of these
operations is stacked multiple times, decreasing the height and
width of the input, effectively reducing the dimensionality of
the data. The kernel weights of the convolutions are learned
during the training process. While starting with the recognition
of low-level features like edges, the deeper the network is,
the more abstract the extracted features become. If the input
is reduced enough, the cubic volume of width*height*depth
(number of feature-maps) gets flattened and fed into a traditional fully connected neural network which learns the final
abstractions needed for the dedicated task [8], as illustrated in
Figure 4.
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Fig. 4: LeNet 5 CNN architecture [8].

While this architecture performs well on a variety of different
tasks, during the last decade, numerous improvements have
been proposed and some of them inspired the architecture used
in this work:
•

•

•

•

The activation function ”ELu” [9] was chosen in combination with a favourable parameter initialization strategy
- the He Normal Initialisation [10]. This combination
proved to be very successful and, if tuned carefully, can
even lead to self-normalizing networks [11].
Batch Normalization was performed before every Pooling
Layer to increase robustness against internal covariate
shift [12].
Global Average Pooling was used as a final pooling layer
to further reduce the dimensionality of the data from
7 ∗ 10 ∗ 128 to 1 ∗ 1 ∗ 128. This may seem to destruct
spacial information, but as this point after all the pooling
layers and continuous abstraction steps, there is generally
no more critical spacial information left in individual
feature maps. Furthermore, Global Average Pooling helps
to prevent over-fitting [2].
The last part of the architecture consists of a small
densely connected neural network with 80% dropout
applied to the second layer. The numbers of neurons in
the first two layers of this network are chosen arbitrarily.

For an exhaustive description and implementation details of
the architecture, see [6].
B. Loss Function
The combination of output activation function, data labels
y and the used loss function together frame the behaviour
of an ML model. Here, the expected prediction ŷ will be a
single continuous value, describing the angle of the motor
shaft to a reference point in the range from 0 to 2π. This is a
regression problem requiring the model to have a single neuron
as an output with a linear activation function. The default loss
function for such a task is the Mean Absolute Error (MAE)
and its close relative, the Mean Squared Error (MSE) [3].
However, using MAE as a loss would penalize the model when
predicting values around the extreme points, when the actual
values are at the other end. This leads to the necessity of a loss
function, which also considers the periodic nature of rotational
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systems. For the given reasons a loss function consisting of
both, the MSE and the squared angular difference was chosen
as:
sin(y − ŷ) 2
L(y, ŷ) = arctan(
) + (y − ŷ)2 .
(1)
cos(y − ŷ)
This implementation of the angular difference between the
targets y and the predictions ŷ is only correct for absolute
differences which are smaller than π2 due to the π-periodicity
of the tangent function. However, the loss function still showed
good convergence and the training results discussed in a later
section further prove it’s effectiveness.
C. Optimization and Training Settings
The training was conducted over 45 epochs, which are complete runs over the entire training set. With 80.000 training
images, this corresponds to 3.600.000 single training steps in
which 1.16 · 1012 individual pixels are processed.
A batch size of 16 was used because a higher number would
have required the used working station to have more RAM
available to store all the gradients and activation caches of
every image inside a batch [2].
Adam Optimization was used to minimize the loss of the
model over the augmented training examples. All optimization
parameters except the learning rate were adopted from the
original paper [13].
Instead of using a constant learning rate, Learning Rate
Scheduling was used to leverage both the convergence speed of
higher learning rates during the first epochs and the quality of
convergence of smaller learning rates during the latter epochs
[14].
V. R ESULTS
A. Training
To give an overview of the computational efforts behind
optimization algorithms working with such a big dataset, the
training over 45 epochs on 80000 training images ran for about
1 day and 16.5 hours on our hardware. Table 1 shows the
evaluation of the trained model on the 3 different data sets
and Figure 5 depicts the training curve of the MAE on both
the training set (orange) and the validation set (blue).
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Fig. 5: Training Curve: MAE.

All of these metrics and visualizations serve the purpose
of evaluating if the trained model can generalize its gained
knowledge to new samples it has not seen during training.

(a) Angular Difference Boxplot

The fast progress during the first epochs slowed down at
around epoch 8 and eventually converged to an MAE of
0.06 radians, which indicates that the trained model has low
bias. The small difference between the training and validation
curves proofs that the model was able to generalise to new
images it had not seen during training.
Live tests of the trained model under more difficult lighting
conditions and with servo motor models with different front
plates and shaft sizes and colours showed an MAE of approximately 0.1 to 0.2 radians, which is still a very good result
and proof of the model’s great capability to generalise.
metrics
custom loss (1)
MAE

train
0.055
0.067

validation
0.106
0.075

test
0.063
0.064

(b) Angular Difference Histogram

Fig. 6: Statistical analysis of test set labels, predictions and their
angular difference.

TABLE I: Model evaluation.
Regarding the feasibility of this approach in our chosen
context, this project proved that the iterative design process is
suited for educational work and student projects, as there are
many wonderful sources and papers to get help from. With
modern ML frameworks, it is relatively easy to train a first
simple model and seeing its prediction accuracy climb with
every experiment can be a rewarding activity.

•

B. Statistical Analysis of the Vision Sensor
The following analysis is based on the predictions of the model
on the 10.000 unaugmented images from the test set.
The purpose of this analysis is to gain some insights at the
performance and behaviour of the model beyond the one
obtained by the training loss and metrics:
•
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The Boxplot of the angular difference distribution between labels and predictions (Figure 6a) does include
outliers ranging from −π to π, which might be a result
of the implementation limitations of our loss function.
This means that for some images the sensor predicts
completely unusable results.

•

•

The histogram of the angular differences (Figure 6b) is
the first indication, that there is some kind of systematic
error, as the subjective centre of this distribution is negative, which means that the sensor tends to predict values
that are slightly bigger than their target values. Another
observation is that the distribution with its faster incline
for negative values and slower decline of positive values
is not a Gaussian distribution which is confirmed by the
normal probability plot of the angular difference (Figure
7a) which should be linear for normal distributions when
using this scale for the y-axis.
While there are fewer predictions at the points
[0, π2 , π, 3π
2 ], the prediction accuracy is higher, as the
scatter plot of the angular differences between the labels
and the predictions plotted against the corresponding
angle values (Figure 7b) demonstrates. This could be
explained with the overlapping of the motor shaft with
noticeable optical features of the front plate of the motor.
Other peculiarities of this plot include a suspiciously
linear increase at the start of the plot, a slightly periodical
behaviour for every quadrant and most outliers being at
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the extreme points and around the value two where there
is a lot of text on the front panel of the motor.

VII. C ONCLUSION
This paper has aimed to explore a Deep Learning based
solution and demonstrate its feasibility in vision-based sensor
applications. The final trained model is able to predict the
position of a motor-shaft given only live pictures, it had not
seen during training. It can now be used as a sensor in any
control task with an average prediction accuracy of 0.0638 radiant (3.66◦ ). Due to the interesting anomalies and prediction
distributions discovered during the statistical analysis in Sec.
V.B, further research in ML architectures is required to enable
the use of Deep Learning powered computer vision sensors in
safety and performance-critical tasks and support engineers in
adopting this approach to solve control tasks.
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Abstract

-

This paper describes the implementation of
Arduino microprocessor platform in High school and College
education. Here are presented preliminary experiences using
the Arduino platform in the undergraduate computing
curricula, at both the high school and college levels. The goal
is to enhance student learning by engaging them in a projectbased learning experience and introducing them to
fundamental computing and engineering concepts in the
context of a highly visual and easy to use environment. Given
the really small cost of the Arduino and all of its available
variants, it is a perfect platform. What we're finding is that
when students are engaging more of their senses during the
act of learning, they're more likely to integrate the concepts,
since the Arduino really connects the physical world to the
digital world.
Keywords - Arduino; Education; Computing; Engineering

I.

INTRODUCTION

The Arduino platform is relatively easy to master, from
beginners, hobbyists, teachers to professional users. Due
to its relatively large number of components that users can
connect to it, it is great for almost all projects [1]
In education, the Arduino platform is great for any
student who wants to learn more about electronics,
electronic components like relays, optoelectronics,
transistors and various sensors. Also, the Arduino platform
is a way to get into automation. During workshops on
Arduino, students learn about the basics of Arduino and
the microcontroller that is the heart of all Arduino and
Arduino-like boards. Microcontrollers are not quite new to
electronics, but beginners sometimes find it difficult to
understand how they work and how they can be used in all
sorts of real-world applications to manage devices or
detect some sensor data [2].
Programming a microcontroller is not easy, developers
need to know the architecture of the microcontroller and a
lot of technical information about that specific
microcontroller they are programming. They also need to
know assembly language to program it. When the Arduino
comes into play, these problems are kept to a minimum.
They still exist, but the Arduino platform solves many
problems. One of the main reasons is the standardized
programming environment of a wide range of

740

microcontrollers. With Arduino IDE (Integrated
Development Environment) students can program and use
the same code for more than one microcontroller just by
changing a few parameters before uploading the code [3].

II.

ARDUINO HARDWARE AND PROGRAMMING

At the beginning of the workshops, students are
introduced to the basics of hardware, i.e. some significant
differences between microcontrollers and different
arduino boards, which microcontroller family is better for
some applications and which is better for different uses.
They learn about the most important specifications of each
microcontroller and why it is important not to exceed some
of the parameters, such as maximum voltage or maximum
current per pin.
Arduino products are based on the 8-bit ATmega
microcontrollers. Boards are equipped with a large number
of digital and analog IO pins, serial communication
modules, USB connection, and ICSP capability. Arduino
boards are easily interfaced with external components for
data acquisition and control applications [5].
Communication between a microcontroller and other
peripherals is also one of the important keynote for
students. Not all microcontrollers have the same
communication ability, and understanding which one is
better than another is crucial for the better understanding
and getting a bigger picture. Some of the communication
protocols have limited speed; some have limitations of the
maximal distance between two microcontrollers or
microcontrollers and sensors.
After introducing microcontrollers, students learn more
about different Arduino boards listed in Table 1. Students
learn which Arduino boards are the most applicable for
potential use in their project. Some Arduino boards come
without a programming interface, which is better for some
projects, because they do not drain unnecessary current if
battery-powered. But for beginners it is best to use a board
with a standard USB interface for communication and
programming the board [4]. With a whole pile of different
sensors which on first thought do the same thing, students
must learn about the main difference between analog
sensors and digital ones. Also, they must learn which
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sensors are better for a particular use, what is the range of
measurement, and what is the difference between two
sensors of the same vendor.
Now with the knowledge of basic hardware, students
can go to the next phase of learning and use that piece of
hardware in their hands for everyday use. First, they know
how to use Arduino IDE, which is the workspace for
programming the Arduino microcontrollers. Due to the
simple interface, students quickly jump into the Arduino
world and start writing their first "Hello world" program
on Arduino. After the first simple program, they learn
about installing an additional library or support for an
additional Arduino or Arduino board.
III.

ARDUINO VSITE COLLEGE PROJECTS

With all that knowledge, students can now approach
project-based problems e.g. start blinking an LED when
the temperature sensor detects rising above a given value
or activate a relay when a button on some Arduino pin is
pressed. Temperature measurement is done using a
simple NTC sensor, a basic temperature-dependent
resistor, which means that with temperature change,
resistance is changing. As seen in Fig.1 and Fig.2 the
sensor is connected to an analog input on Arduino which
gives values from 0 to 1023 for a voltage range of 0 to 5V.
Using an algorithm, that analog value can be displayed.

Figure 1. Connecting simple temperature sensor with NTC to Arduino

All students choose a project of their interest to complete
the workshop because they learn much more efficiently if
they must show some final results from lessons they learn
in a workshop.
Also, some students decide to write their college
graduating work based on a project from the workshop
using the knowledge that they have acquainted on
workshop. They create various automation systems or
some surveillance system based on simple sensors. Also,
some students create even more complex systems using all
kinds of sensors, microcontrollers, and logic to control
appliances. They present some of the sensor data on
displays or send data to some web server. From those
practical examples, teachers can also see whether they
successfully transferred knowledge to students, and also

TABLE 1. COMPARISON OF ARDUINO BOARDS

Name

Processor

Operating/Input
Voltage

CPU
Speed

Analog
In/Out

101
Gemma
LilyPad

Intel® Curie
ATtiny85
ATmega168V
ATmega328P
ATmega32U4

3.3 V/ 7-12V
3.3 V / 4-16 V
2.7-5.5 V /
2.7-5.5 V
3.3 V / 3.8-5 V

32MHz
8 MHz
8MHz

ATmega2560

5 V / 7-12 V

ATmega32U4

5 V / 7-12 V
3.3 V/ 5V

Pro

SAMD21
Cortex-M0+
ATmega168
ATmega328P

Pro Mini

ATmega328P

3.3 V / 3.35-12 V
5 V / 5-12 V

Uno

ATmega328P

5 V / 7-12 V

Zero

ATSAMD21G18

3.3 V / 7-12 V

Mega
ADK
Mini

ATmega2560

5 V / 7-12 V

ATmega328P

5 V / 7-9 V

Nano

ATmega168

5 V / 7-9 V

LilyPad
USB
Mega
2560
Micro
MKR1000

ATmega328P
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3.3 V / 3.35-12 V
5 V / 5-12 V

EEPROM
[kB]

SRAM
[kB]

Flash
[kB]

USB

UART

6/0
1/0
6/0

Digital
IO/
PWM
14/4
3/2
14/6

0.5
0.512

24
0.5
1

196
8
16

Regular
Micro
-

0
-

8 MHz

4/0

9/4

1

2.5

32

Micro

-

16
MHz
16
MHz
48MHz

16/0

54/15

4

8

256

Regular

4

12/0

20/7

1

2.5

32

Micro

1

7/1

8/4

-

32

256

Micro

1

8 MHz
16
MHz
8 MHz
16
MHz
16
MHz
48
MHz
16
MHz
16
MHz
16
MHz

6/0

14/6

0.512
1

1
2

16
32

-

1

6/0

14/6

1

2

32

-

1

6/0

14/6

1

2

32

Regular

1

43836

14/10

-

32

256

2 Micro

2

16/0

54/15

4

8

256

Regular

4

8/0

14/6

1

2

32

-

-

8/0

14/6

0.512

1

16

Mini

1

1
512 Kbit
(I2C)

2
(ATmega32u4)

32
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students realize that this technology is not so hard to learn
if they are interested and willing to learn more about a
specific area. Overall, students learn some basics about
microcontrollers and how to use the simple sensor, such as
measuring temperature, how to use and interpret other
sensor data, and what is the area of use of various sensors.

students developed GPS monitoring system for tracking.
Base of that system is also Arduino board connected to the
GPS module with sensor of movement and GSM module
for sending information to mobile phone.
IV.

ARDUINO PROJECTS IN HIGH SCHOOL TESLA

Here are shown some examples of simple Arduino
projects for students of High school Tesla. Arduino
platform is used at laboratory exercise course at the First
Technical School Tesla, Zagreb, Croatia, in the second
grade of the electrical and computer technicians program.
Laboratory exercises are organized in small groups of
students (maximum 10 students) [6].
A. LED flashing
In most programming languages the first code that
students write prints "Hello world" on the screen. The
Arduino board has no screen. So the first code we will
write is the code for flashing the LED.
void setup() {
pinMode( 13, OUTPUT);
}
void loop() {
digitalWrite( 13, HIGH);
delay(1000);
digitalWrite( 13, LOW);
delay(1000);
}
The Arduino board has a built-in LED connected to a pin
13. as shown in Fig.3
Figure 2. Arduino board with sensors on VSITE workshop

After workshops, students mostly give a positive
feedback to a teacher, because they learn something new
about technology they already know. Also, they realize
that programming Arduino is not that complex and not
very different from programming for other platforms.
Most of the students, after they finished basic Arduino
workshop, ask for advanced workshop. This is for the
teacher great feedback and gives him motivation to
organize more complex Arduino workshops.
After introducing students to the Arduino world, almost
every student come up with some idea of making their own
project. Now they got all the knowledge and support for
make their idea come true. Best feedback students can give
to teacher is by making their project from start to fully
functional working project and with addition of making
them more optimized and give more functionality in the
future.
For their graduating work some students make their own
project based on Arduino platform, like a watering system
for agriculture. Arduino is a base of the system with soil
humidity sensor and relays for watering the crops. Other
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Figure 3. Arduino with LED on pin 13
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B.

Running light

This is the code for „running light“ . The LEDs should
light up one after the other in a row.
void setup() {
pinMode(7, OUTPUT);
pinMode(5, OUTPUT);
pinMode(3, OUTPUT);
}
void loop() {
digitalWrite(7, HIGH);
delay(500);
digitalWrite(7, LOW);
digitalWrite(5, HIGH);
delay(500);
digitalWrite(5, LOW);
digitalWrite(3, HIGH);
delay(500);
digitalWrite(3,LOW);
}

Figure 5. Arduino with prototype board assembly for running light

C. LED control with pushbutton
The wiring diagram is shown in Fig.4
A pushbutton is an component that give contact only
while pressed (not a switch). It is used on most of today's
devices such as mobile phones, tablets, keyboards, remote
controllers,, alarms, etc. On a mobile phone, we adjust the
volume with the button, turn it on and off, and some have
a "home" button.
The code is simple. Using the digitalRead () function,
we read the voltage of the digital pin to which the button
is connected. The voltage can be either 0V or 5V.

Figure 4. Arduino with 3 LED on digital pins

int button = 0;
void setup() {
pinMode(7, OUTPUT);
pinMode(9, INPUT_PULLUP);
}
void loop() {
button = digitalRead(9);
if (button == HIGH) {
digitalWrite(7, LOW);
}
else {
digitalWrite(7, HIGH);
}
}

The assembly diagram is shown in Fig.5
The wiring diagram for a LED control with pushbutton is
shown in Fig.6
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A servo motor is a device that has an output shaft as seen
in Fig.8. The shaft can be set to certain angular positions
by sending a coded signal. As long as the coded signal is
constant, the servo will maintain the angular position of the
shaft. If the coded signal changes, the angular position also
changes.
Most commonly, a servo is used to control angular
motion from 0 to 180 degrees. The angle is determined by
duration of the pulse that is fed to the input of the device.
Such a coded signal is called Pulse Width Modulation PWM .

Figure 6. Arduino with pushbutton controlling the LED
Figure 8. Servo motor

The code for level crossing is:
The assembly diagram for a LED control with pushbutton
is shown in Fig.7

Figure 7. Arduino with prototype board assembly for pushbutton control
of LED

D. Construction of a level crossing
The level crossing, in addition to traffic lights, usually
has a ramp that rises and falls. We will use a button as a
sensor for the arrival and passage of the train, and we will
use a servo motor as a motor for raising and lowering the
ramp.
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#include <Servo.h>
int pos = 0;
int x = 0;
int y = 1;
int a = 0;
int b = 0;
Servo servo;
void setup(){
servo.attach(9);
pinMode (2, INPUT_PULLUP);
pinMode (3, OUTPUT);
pinMode (5, OUTPUT);
}
void loop(){
int val = digitalRead(2);
if (val == 0 && y == 1) x = !x ;
y = digitalRead(2);
if (x == 1) pos = pos + 2;
if (pos >= 90) pos = 90;
if (x == 0) pos = pos - 2;
if ( pos <=0) pos = 0;
servo.write(pos);
if (pos != 0) { b = a; a = !a; }
else { b = 0 ; a = 0; }
digitalWrite(3, a);
digitalWrite(5, b);
delay (300);
}
By pressing the button (at least 300 ms) we turn on the
signaling light and lower the ramp.
Pressing the button again (at least 300 ms) raises the ramp
and switches off the signaling.
The wiring diagram for a control of level crossing is
shown in Fig.9.
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V.

Figure 9. Arduino controlling level crossing

In this paper it is shown how the idea of using Arduino
platform is implemented in College for Information
Technologies and in the High school Tesla from Zagreb,
Croatia. Arduino platform was chosen, which not only
fulfills the conditions of the curriculum in the area of
algorithmization and programming but also distributes it to
other disciplines. Arduino platform has a wide range of
benefits and is very flexible. The students are taught
through examples and are encouraged to combine different
disciplines to successfully solve problems. It can be
concluded that Arduino platform is an excellent tool for
students acquiring new knowledge and competences in the
field of computer science, electronics and many other
related fields. As students were encouraged to use Arduino
platform during their schooling and studies, many of them
wanted to do their finishing and graduating works in
projects involving Arduino platform.

The assembly diagram for controlling a level crosing is
shown in Fig.10.
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Abstract – Microsoft Teams is a chat-based collaborative
ICT platform, document sharing, online meetings with many
advantageous communication features that seek to improve
distance learning effectiveness and efficiency in the
educational environment. MS Teams was introduced a few
months before the COVID crisis, and due to the situation,
teachers had to quickly adopt and use this new form of
technology
in
distance
education.
This research will present how teachers have accepted the
MS Teams educational platform, whether they are satisfied
with it and what factors influence this satisfaction. In the
theoretical part, we describe the unified theory of acceptance
and use of the technology model (UTAUT). In addition to the
UTAUT model, we also used the online tool SELFIE,
developed by the European Commission, which helps schools
assess how they use digital technologies for innovative and
effective learning. The SELFIE tool provides schools with an
overview of the current state of the use of digital technologies,
taking into account the views of teachers, students, and school
management representatives. This self-assessment process
can help schools to establish a dialogue on areas that can be
improved.
Applying the UTAUT model and the SELFIE tool, we
prepared a questionnaire to investigate the satisfaction with
MS Teams’ use and the connection between satisfaction with
the teachers’ age and their experience with the general use of
ICT. In the results, we present the survey analysis and which
factors significantly influence adoption, satisfaction, and MS
Teams in primary education.
Keywords - technology acceptance models; UTAUT; Selfie;
teacher satisfaction with new technology; MS Teams.

I.

INTRODUCTION

Microsoft Teams [1] is a chat-based collaborative ICT
platform, document sharing, online meetings with many
advantageous communication features that seek to improve
distance learning effectiveness and efficiency in the
educational environment. MS Teams was introduced a year
before the COVID crisis, and due to the situation, teachers
had to quickly adopt and use this new form of technology
in distance education. Krašna and Pesek [2] reported that
MS Teams is a useful tool for online and remote teaching
but still lacks some advanced options available in Moodle.
We know several different models of technology
acceptance (Theory of justified actions (TRA), Theory of
planned behavior (TPB), Model of technology acceptance
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(TAM), Motivational model (MM), Computer application
model (MPCU), Innovation model (IDT), Socio-cognitive
model (SCT)), which are in competition with each other
and each has different acceptance factors [3]. Venkatesh et
al. [3] reviewed and discussed all these described models
and compared them empirically with each other. Then they
created a single model that combines elements from all of
the above models. The model was named “Unified Theory
of Acceptance and Use of Technology” or UTAUT.
According to research, all previous models explained
between 17% and 53% of the variance on users’ intentions
to use the new technology. According to tests, the UTAUT
model should explain as much as 69% of the variance of
the user’s acceptance of information and communication
technology. The UTAUT model provides a useful tool for
evaluating the introduction of new technology. It helps to
understand the reception factors so that it is possible to plan
or intervene in cases where users are less inclined to accept
and use new systems. Due to all the above, we used this
method in our research.
In the UTAUT model, seven constructs are key, four of
which are important as direct factors of user acceptance of
the new technology; an expectation of implementation,
expectation of effort, environmental impacts, and
conditions of use. These four main determinants
significantly influence intent to use. The key moderators
influencing these factors are gender, age, volunteering, and
experience. The presented model proved to be very
effective, as it explains as much as 70% of the variance of
the intended use.
Authors drew up a diagram (see Figure 1) showing how
the model factors affect each other.

Figure 1: Model UTAUT [3]

We have reviewed a lot of research using UTAUT.
Most are still focused on higher education teachers and
students on adopting various LMS, OLAP, virtual

MIPRO 2021/CE

classrooms, and other technologies. However, we found a
study [4] from Estonia where the authors in the article
Attitudes Towards Mobile Devices and Estonian Basic
Education: Using the UTAUT Model Framework describe
mobile devices’ acceptance among Estonian primary
school students. Studies to date have shown that attitudes
toward technology can affect whether and how mobile
devices are used. They argue that there are few studies that
would focus on elementary school patterns and the use of
mobile devices. Therefore, they aimed to test whether the
widely used theoretical UTAUT model can also be applied
to the sample of primary school children or whether some
changes will be needed before using it to study the attitude
towards mobile devices among all education stakeholders.
3521 Estonian primary school students from 6th (n = 2673)
and 9th (n = 848) grades participated in the research. 4
posture factors could be distinguished from the results.
These included: self-efficacy, social impact, anxiety, and
enjoyment of a performance. The attitude towards mobile
devices in learning explained about 43% of the deviation of
the student’s behavioral intention to use mobile devices.
Flogie et al. in the study [5] based on a sample of 127
parents and 69 primary school teachers from five Slovenian
regions, the key research question was whether the use of
ICT in the classroom affects the level of commitment and
interest in participation and whether it affects the
relationships between students and between students and
teachers. Study confirmed that innovative didactic teaching
approaches supported by modern ICT have a positive
impact on youths' engagement in school and their interest
in collaborating with their peers and teachers, which is the
foundation for developing their social competence and
emotional intelligence.
Some studies seek to capture the development of
technology usage in schools at the regional, national or
international level. These studies offer useful insights into
the general acceptance of digital technologies for teaching
and learning in compulsory education. They do not provide
information on the digital capacity of an individual school.
However, school leaders, teachers, and students need a
practical way to think about what is going well and not so
well in their school and to develop measures to better
integrate digital technologies based on accurate
information.
Although there are few tools in this direction, they
usually focus on only some of the dimensions needed to
consider and plan schools' digital capacity. Besides, they
generally have a uniform approach and do not allow school
communities to adapt them to their needs. The subjects
included in these tools focus on the quality of the content,
usually do not use psychometric methods, making it
challenging to ensure the quality of the information
provided. Also, the vast majority of these tools do not
involve students' voices but only involve school leaders and
teachers' views. However, the ultimate goal of integrating
digital technologies into schools is to improve students’
learning and digital skills.
Therefore, we used in our research also SELFIE tool
(Self-reflection on Effective Learning by Fostering the use
of Innovative Educational Technologies, [6]) with an
emphasis on technology acceptance of MS Teams. It is a
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tool designed to help schools integrate digital technologies
into their teaching, learning, and testing processes. The
SELFIE tool has a solid foundation in research and was
developed based on the European Commission’s
framework Digcomp 2.1 [7] to promote digital learning in
educational organizations.
The SELFIE tool anonymously collects the views of
students, teachers, and school management representatives
on the use of technology in their schools. Based on the
answers, the tool creates a report of school strengths and
weaknesses in technology use. The SELFIE tool is
available for all primary, secondary and vocational schools
across Europe and beyond in more than 30 languages.
In the study Costa et al. [8], the authors summarize that
improving the use of digital technologies in teaching and
learning in schools is a priority for countries in Europe and
beyond.
An interesting study with Selfie was done in Italy [9].
They report on the interesting results of a pilot initiative that
used the SELFIE tool in a sample of 201 schools in Italy.
More than 31,000 school leaders, teachers, and pupils
participated. The results show differences in the perception
of school leaders, teachers, and students about their school's
digital competence and the different levels of use of digital
technology. The paper also addresses the issue of the
systems approach needed to integrate, maintain and extend
SELFIE into compulsory education.
II. RESEARCH
In our research, we surveyed 30 teachers from the
Bistrica ob Sotli primary school, Slovenia. We chose this
school because the school has decided to use the MS Teams
exclusively.
The survey is combined is from two parts. In the first
part, the data collection process was carried out with an
online survey questionnaire, which was published on the
1KA online survey tool [10].
In the questionnaire, we asked respondents about their
age, how often they use various computer technology, how
confident they are using various ICT tools, their expectancy
about needs, usefulness, and satisfaction of using MS
Teams, and the frequency of use of MS Teams. The last
section of the questionnaire was statements from the
UTAUT model [3], representing the user’s acceptance of
ICT and covering the factors that affect the user’s
acceptance. We adjusted the claims for the needs of MS
Teams. The claims were assessed by teachers using a fivepoint Likert scale. For this part, our sample included only
26 of those completed because four were only partially
answered.
In the second part, respondents answered the
standardized SELFIE questionnaire. For the research
purposes, we used only the results that included the
technology acceptance, particularly MS Teams. In this part,
20 teachers from the same school responded.
We will first present the results from the first part of the
survey, where we used UTAUT model questions. In this
part, 20 female teachers (77%) and six male teachers (23%)
took the survey.
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Table 1 presents teachers' age structure at the Bistrica
ob Sotli primary school, which shows that those over 41
years of age predominate.

Table 4 shows the results we obtained from the
teachers, where we asked them about the needs, usability,
and satisfaction of using MS Teams. They responded on a
five-point Likert scale, and we present the average and
standard deviation.

Table 1: Age groups
Years old

Frequency

20 – 30

2

8%

31 – 40

4

15 %

41 – 50

6

23 %

51 – 60

13

50 %

61 – 65

1

4%

Ratio

Table 4: Value of MS Teams

Teachers were asked to rate the frequency of using
some basic ICT tools on a Likert scale from 1 (never) to 5
(every day). The results are in Table 2.
Table 2: Frequency of technology use
Average

Std.

E-mail

5,0

0,0

Internet, for things connected to
your work

5,0

0,2

Spreadsheets (e.g., MS Excel)

3,0

1,0

Text processor (e.g., MS Word)

4,7

0,5

Programming language (for doing
basic tasks)

1,3

0,7

Chat rooms (e.g., Discord, also chat
in MS Teams)

4,8

0,5

Table 3 showed teachers' results when we asked them
to rate their ability and knowledge of the general use of ICT
on a Likert scale from 1 (not at all sure) to 5 (I am
absolutely sure).
Table 3: General use of ICT
Average

Std.

I can write a letter with a text
editing program.

4,9

0,6

I can send a file by e-mail (e.g.,
meeting notes).

5,0

0,0

I can transfer photos to a computer
and display them.

4,9

0,6

I can store electronic files in folders
and subfolders on my computer.

5,0

0,0

I can use a spreadsheet program to
manage administrative and similar
matters.

3,9

1,0

I can share my knowledge and
experience with others in a conversation
forum/user group on the Internet.

4,3

1,0

I can make presentations with
simple animation functions.

4,3

1,0

I can manage software online (ematerials, teaching materials).

4,7

0,5

4,8

0,4

I can use video conferencing
systems (Zoom, MS Teams, etc.).
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Next, we asked them how often they use MS Teams.
Almost all answered (92%) use it every day, and only two
(8%) use them a few times a week.

Do you think the use of MS Teams for your
work is needed?
Do you find MS Teams for your work useful?
Are you generally satisfied with MS Teams?

Average
4,8

Std.
0,51

4,7
4,5

0,45
0,51

Table 5 presents the averages of six statements (three best
and three worst-rated) of the seventeen statements we used
from the UTAUT model and represents the user’s
acceptance of MS Teams. The statements were assessed by
teachers using a five-point Likert scale. Other statements'
averages ranged between 3.7 and 4.9.
Table 5: Opinions about MS Teams with UTAUT model questions
MS Teams is a useful tool in conducting
distance learning.
Any ICT tool is easy to use.
Learning to use MS Teams was easy.
My colleagues believed that I should use MS
Teams in my work.
School management is generally in favor of
using MS Teams.
I have all the necessary equipment and
resources (computer equipment, internet
access, appropriate information system,
browser, etc.) that I need to use MS Teams.

Average
4,8

Std.
0,4

3,7
4,1
4,1

0,9
0,7
0,7

4,9

0,3

4,9

0,5

Table 6 shows that most teachers endorse the need and
involvement in additional computer training within the
school environment.
Table 6: MS Teams professional training

Should schools provide
additional computer training
for professionals to help
easier use of MS Teams?
Would you attend additional
computer training to help
you easily use MS Teams?

Yes

No

22 (85%)

3 (12%)

I don’t
know
1 (3%)

23 (95%)

2 (7%)

1 (3%)

In the second part of our survey, we used some questions
from the SELFIE tool. We picked questions that deal with
technology acceptance.
In the first question, we asked them when they start to use
technology. In Table 7 we present the answers and see that
most respondents are early adopters of technology.
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Table 7: Adoption of technology
(1) I tend to use digital technologies
after the majority of my colleagues
(2) I tend to use digital technologies at
the pace of the majority of my
colleagues
(3) I tend to be an early adopter where I
see a clear benefit
(4) I am usually among the innovators
who try out new technologies

Frequency
0

Ratio
0%

1

5%

15

75%

4

20 %

Table 8 shows the factors that inhibit the use of the
technology. Lack of teacher time and low digital
competence of students predominate.
Table 8: Factors inhibiting the use of technology
Lack of funding
Insufficient digital equipment
Unreliable or slow internet connection
School space restrictions
Limited or no technical support
Lack of time for teachers
Low digital competence of teachers
Low digital competence of students

Frequency
1
0
2
4
0
13
3
5

Table 9: Negative factors for technology use at home for Remote
Teaching and Learning
Frequency
4
12

Ratio
20 %
60 %

11
3

55 %
15 %

1

5%

4
7

20 %
35 %

Table 10 shows which factors most often positively impact
distance learning and learning with digital technologies.
School experience in virtual environments, professional
teacher education, and school organization and
communication predominate. Here respondents could
choose more than one statement.
Table 10: Positive factors for technology use at home (Remote
Teaching and Learning)
The school has experience in the use of
Virtual Learning Environment
The school has access to a well
organized online digital repository
The school has a “Bring Your Own
Device” policy
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14

70%

18

90 %

15

75 %

14

70 %

11
17

55 %
85 %

Table 11 shows confidence in using technology in
different areas on the Likert scale from 1 (not at all) to 5
(very confident). The results show that they are very
sovereign in these areas, as the average is above 4 in all
areas.
Table 11: Confidence in using technology

Ratio
5%
0 %
10 %
20 %
0%
65 %
15 %
25 %

Table 9 shows the negative factors for using technology at
home for distance teaching and learning. Limited internet
access at home and low digital competencies of families
predominates. In this question, respondents could choose
more than one statement.

Limited student access to digital devices
Limited student access to a reliable
internet connection
Low digital competence of families
Teachers lacking time to develop
material for remote teaching
Teachers lacking time to provide
feedback to students
Difficulties in engaging students
Difficulties in supporting families

Teachers participation in professional
networks
Teachers participation in a professional
development program
Teachers collaborate within the school
on digital technology
The school collaborates with other
schools
The school has a digital strategy
The school has a well-organized, regular
communication

Frequency
18

Ratio
90%

16

80 %

3

15 %

Communication
Class teaching
Feedback and support
Preparing lessons

III.

Average
4,3
4,2
4,2
4,1

DISSCUSION

The sample of teachers surveyed shows that as many as
73% of teachers are in the age group between 41 and 60.
Regarding the use of some basic ICT tools (Table 2),
teachers often use e-mail, the Internet, online chat rooms,
and a text processor in their work, and a little less a
spreadsheet editor. They don’t use programming language
since they are not computer science teachers and don’t
need to know how to program. In general, teachers are
quite adept at general ICT use (Table 3), as the average is
greater than 4.3 (where 5 is highest), only the use of
spreadsheet programs is worse, namely 3.9. This is
interesting because, as already noted, these teachers are not
young and probably didn’t have any formal ICT education.
The majority of teachers (92%) use MS Teams every day,
and the remaining 8% use a little less, which is because
entire school has decided to use MS Teams for remote
teaching. It is also interesting that teachers find the use of
MS Teams necessary, meaningful, and satisfied with it
(Table 4). In our opinion, this is due to the longer everyday
use of the MS Teams, which enabled them to master the
tool. On the other hand also MS Teams evolved in last year
and became a mature tool to organize remote schooling.
According to the results from Table 6, most teachers claim
that schools should provide internal training to facilitate
the use of MS Teams, and as many as 90% of them would
also attend such training. The reason is probably that
teachers feel better at training in a familiar school
environment where they are not embarrassed to ask
anything. On the other hand, teachers form on the school
small professional learning community (PLC) to exchange
knowledge and good practices of technology use. We
believe that such PLCs are also a very strong reason why
schools should decide on one communication tool (MS
Teams, Zoom, Moodle) and exclusively use it.
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We conclude that those who highly rated the general use
of ICT and the frequency of use had previous ICT
experience, which is reflected in higher assessments of
behavior in relation to the UTAUT dimensions. In our
case, we can also argue similarly for the environmental
(School) impact dimension.
Before we conducted the survey, we predicted that older
teachers would find it more difficult to accept the
technology and that the results in Table 5 would also show
this. Fortunately, this is not the case, which is promising in
terms of further development of technology use in the
education field.
Table 13 shows that the Selfie questionnaire is in line with
the first part of the survey since teachers expressed views
on the technology acceptance statements.
The Selfie questionnaire results also confirmed our results
in the field of technology acceptance, as the average
adoption of technology (Table 7) by teachers was as high
as 3.2 (on a scale from 1 to 4). It is interesting to see the
inhibiting factors for the use of technology at home when
remote teaching (Table 8). The most prevalent answer was
the lack of time of teachers. It is well known that remote
teaching is time-consuming for teachers since they have to
prepare a lot of additional materials. This is also one reason
that in Slovenia, we started a collaborative sharing
platform Razlagamo.si [11] where teachers share their
video explanations and other teachers can use them in their
remote classes. The second most common answer was the
lack of digital competences of the students. This is also not
surprising since there is no compulsory computer science
subject in Slovenia and no formal digital education
strategy.
It is not surprising that factors that negatively impact
technology use in remote teaching (Table 9) are limited
internet access at home and families' low digital
competencies. The Slovenian government addresses the
first with planned infrastructure projects. Other is much
harder to tackle and currently, there is no plan for how to
address it.
Positive factors that impact technology use (Table 10) are
school experience in virtual environments, professional
teacher education, and school organization and
communication. As already shown earlier, we can
conclude that teachers' lifelong learning is a crucial factor
for adopting technology in education and should be
addressed not only on the school level but also on the
national level.
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IV.

CONCLUSION

This paper used the UTAUT model and Selfie tool to
investigate technology adoption among teachers in a
primary school. This study confirmed that in the current
COVID crisis with longer period of remote teaching, the
teachers with high technology adoption also have more
positive views on the technology's effectiveness. It also
showed that it is essential for the technology acceptance
school environment, where management and even other
teachers support technology. This also results in the local
teacher community where the transfer of knowledge and
good practices is established and thus further expands the
overall technology acceptance.
This paper represents the first such research on technology
acceptance of ICT tools in remote teaching and will be
expanded on more schools in Slovenia.
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Abstract - In addition to education, based on statistics, it is
evident that ambition is a crucial factor when it comes to
building a career and pursuing success. More ambitious
people tend to strive for greater accomplishments and
achieve a higher level of education and independence (in both
personal and professional aspects of life). Previous research
show that, even though the distribution of graduate degrees
among women and men is similar, fewer women are working
in executive-level jobs because women need to overcome
more social, organizational and personal barriers to higher
work positions. The goal of research conducted among
students at Algebra University College was to examine if
there is a gender gap in the level of ambition and career
aspiration among male and female students because of the
gender differences that were spotted among the workforce.
The results of the conducted research have shown that there
are some differences between male and female students when
it comes to level of self-esteem and career aspiration, but
there is no significant gender gap in ambition level among
students.
Keywords – gender differences; ambition; career; professional
success; students

I. INTRODUCTION

Ambition is a strong desire to achieve a goal and if
pursued it can lead people to success [1]. People often
associate it with leading figures in companies, hard
workers, and those who take control. Ambition is
viewed as a positive trait, but overambitious people are
often looked upon with disapproval. The same goes
for ambitious women.
With the obvious lack of women in executivelevel jobs, the question arises on the cause of that
disproportion. [2]. Are they willing to let go of their
career to raise a family or is that imposed on
them? Gender inequality is not visible only in the
number of female executives, but also in the pay gap.
Are those differences based only on, as shown in the
2019 by Bolotnyy and Emanuel survey concerned with
the question why women earn less than men among bus
and train operators; ¸the fact that even though they have
the same choice sets in the workplace, women and men
make different choices [3] or are there additional
reasons in general? With the number of women who
attend college rising every year, and even outgrowing
the number of men, it still seems that nothing has
changed regarding the gender gap.

company, this research was conducted among students
at Algebra University College. The research aim was to
find out students’ opinions and their plans for the future,
to see if there are any differences between genders, if
they have a clear path, and how ambitious they are.
II. AMBITION AND CAREER ASPIRATIONS

A. Ambition
Ambition is by definition a strong wish to achieve a
goal [1]. It is a trait, and it is consistent over
time. “Ambitious people believe they are capable of
achieving success. This belief in their self-efficacy drives
them toward their goals, motivating them to tackle
challenges rather than yield to the possibility of failure”
[4]. Ambitious people strive to achieve recognition by
their superiors; both social and professional [5]. Although
they are self-confident, if they fail in their goals, they tend
to be dissatisfied with themselves [5]. Toward other
people, they feel competitiveness and are constantly
comparing themselves with others [5]. When it comes to
working, “ambitious person is ready to work intensively,
to work in free time, to change the work to make a career
and achieve the professional ’top’ [5].” They are openminded, flexible, critical, and are willing to take the
risk. Being ambitious will likely result in higher levels of
education [6].
B. Career aspirations
Career aspirations are the professional goals one wants
to achieve; they are essential for a successful
career. Career aspirations can be influenced by various
factors, and some of those factors are socio-economic
status, race, parents’ occupation, and expectations, and
education level [7]. “Adolescence would be an ideal time
to study the career development of young women, as many
changes occur during this time that strongly influence the
formation of career aspirations and preferences”[7]. Those
early aspirations and career-related goals can be a good
indicator of the occupational choice that people make [8].
However, those aspirations can change due to social
pressures, socio-economic status, and family background
[8]. Women’s career aspirations have evolved steadily
during the twentieth century, resulting in their increased
workforce participation rates” [7].

As studying is one of the first steps towards starting
your own business or breaking into high positions in a
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C. Barriers for women on their way to leadership
Women must overcome more barriers than man on their
way to the c-level executive positions [9]. Barriers start to
occur at the very beginning of their career and get bigger
as they progress towards higher positions. “The barriers to
women’s advancement in organizations today have a
relatively straightforward cause. Most organizations have
been created by and for men and are based on male
experiences” [10]. There are three types of barriers that
women will face on their way to the top and those are
societal, personal, and organizational barriers [11]:
Societal barriers - include gender stereotypes that start
at a young age, women are primarily seen as caregivers,
the “double burden” and high childcare cost. Some of the
organizational barriers include men perceived to be more
competent, everyday sexism, unequal mentoring, and
sponsorship. “Double burden” is created by the widely
spread belief that chores are a woman’s obligation, because
of that women have less time and energy to focus on their
career [11]. “A global study by the International Labour
Organization found women perform 76 per cent of the total
amount of unpaid care work, 3.2 times more time than
men. In the UK, the study found women spend an average
3 hours 52 mins a day on domestic tasks, and men 2 hours
11 minutes” [11].
Organizational barriers - “Broken rung” refers to the
difficulties that disable women from moving up on a
corporate ladder. “Despite gains for women in leadership,
the “broken rung” was still a major barrier in 2019. For the
sixth year in a row, women continued to lose ground at the
first step up to manager” [9]. “Glass ceiling” is a phrase
used to address an artificial barrier women face when it
comes to progressing to executive-level jobs. “Another
term more recently suggested for these barriers is the
labyrinth, indicating the complicated, exhausting
challenges that women must navigate on their way to
senior roles” [12].
Personal barriers - relate to how women present
themselves in the workplace[11]. A potential personal
barrier can be the gender gap in ambition: “BCG has found
that men and women have similar levels of ambition at the
beginning of their careers, but ambition levels can be
diminished by the experiences of women over time. If
these experiences are positive, then ambition is nurtured,
but if these are negative, then ambition is damaged” [11].
Occupational choices can also create barriers for women in
the workforce. Disproportionate representation of men and
women in certain sectors (higher percentage of women in
support functions and a higher percentage of men in
strategic functions and areas with profit and loss
responsibility). “This is a problem because line roles in
many organizations are often seen as a precursor to the top
jobs – General Manager, Managing Director, and CEO
roles” [11].
D. Woman as a workforce
At first, when women entered the workforce, they
mostly worked in the service sector. Jobs that include
healthcare, education, and retail are still mainly held by
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women [13]. While the need for those workers is rising,
they are still low-paid jobs. Some believe that is because it
is seen as feminine, and those jobs tend to get undervalued
[13]. Although the number of working women is almost
the same as the number of working men – they form 47 %
of the labour force, their number is reducing down the
corporate pipeline as they represent only 21 % in senior
management and leadership positions [9]. “Women are
often held to higher performance standards than men, and
they may be more likely to take the blame for failure”[9].
Unlike men, senior-level women are much more likely to
embrace employee-friendly policies [9]. Furthermore,
women have a harder time finding a job than men [14] and
they are far more likely to work part-time. The reason lies
in the fact that women choose more flexible working hours
because they are expected to take care of children due to
the high cost of childcare [13]. “More than 70 % of families
spend more than 10 % of their incomes on care.” When it
comes to the civilian workforce, the participation rate for
prime-age workers in Croatia in 2020 Was 90.7 % women
and 92.4 % men [15].
E. The gap in ambition and career aspirations – previous
research
“Although women make up roughly half of the
workforce, far fewer women than men reach senior
management and leadership positions. While the business
case for gender diversity at all levels is compelling,
progress has been glacial” [16]. To explain the gap
between women and men at the top of companies, society
has developed a theory that women are less ambitious than
men [2]. That view comes from the thinking that women
who want children lower their aspirations and career goals
with age and they would rather focus on family [16].
However, formerly conducted research has shown that this
is not true. At the beginning of their career, women have
as much ambition as men or even more and are very eager
to seek recognition and promotion to higher leadership
positions. The reason why their ambition can decrease is
found in the way their companies treat them [16].
Therefore, the problem is not motherhood, but rather the
company culture and how the top of the company
perceives women. “Ambition is not a fixed attribute but is
nurtured – or damaged – by daily interactions,
conversations, and opportunities that women face over
time” [16]. The good thing is that this problem is quite
solvable, but it must be done by the CEOs. Those steps
include building “a gender-diverse leadership team with
the right role model”, changing “the informal context” –
CEOs should find out when their team members are most
relaxed, “making and relentlessly promoting structural
changes such as flexible work” and “tracking progress and
involving everybody” [16].
Female managers can also have lower career
confidence [2] and that lack of confidence can make
women more cautious when they are applying for jobs or
promotions, just as hesitation while applying can put
women at a disadvantage.
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III. RESEARCH METHODOLOGY

A. Research Design
The research was conducted among Algebra University
College students in academic year 2020/2021, during
January and February 2021.
The goal of the research was to examine if there is a
difference in the level of ambition and career aspirations
between female and male students.
The survey was conducted with Google Forms
software. The anonymous questionnaire had 8 statements
and the students could choose to which level they agree or
disagree with each statement. There were five possible
answers to each statement according to the Likert scale of
agreement.
The survey results were processed with the Microsoft
Excel tool. A quantitative method was used for the result
analysis.
B. Participants
The participants were 129 Algebra University College
students of the undergraduate study programs:
• Software engineering: 31 students (24 %)
• System engineering: 13 students (10.1 %)
• Multimedia computing: 11 students (8.5 %)
• Digital marketing: 11 students (8.5 %)
• Visual communications design: 38 students (29.5
%)
and the following graduate study programs:
• Design and communication management: 22
students (17.1 %)
• Game development: 1 student (0.8 %)
• Software engineering: 1 student (0.8 %)
• System engineering: 1 student (0.8 %).
The research had 62 participating female students (48.1
%) and 67 participating male students (51.9 %). The
biggest percentage of students who participated in the
research study the Visual communication design
undergraduate study program and the distribution of male
and female students from that study was approximately
equal (52.6 % female students and 47.4 % male students).
The noticeable difference in the distribution of female and
male students was among participants from the Design and
communication management graduate study (77.3 %
female students and 22.7 % male students) and the
Software engineering undergraduate study (19.4 % female
students and 80.6 % male students).
The results presented in this paper were not analyzed
and shown according to study programs, but according to
gender.
C. Results
The results of the quantitative analysis to the online
survey questionnaire, presented according to each of the
statements offered in the questionnaire, are as follows:
1. THE LEVEL
EXECUTING TASKS
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SELF-ESTEEM

WHILE

The research results have shown that 61.2 % of male
students agree or strongly agree with the given statement
“I have a high level of self-esteem while executing tasks
(during studies or at a workplace)”, as well as 56.45 % of
female students, while a higher percentage of female
students (16.13 %) disagree or strongly disagree when
compared to male students (7.46 %). 27.42 % of female
students and 31.34 % of male students neither agree nor
disagree with the statement, as shown in Table 1.
TABLE 1. Distribution of answers to the statement (in percentages)
according to gender, N=129: I have a high level of self-esteem while
executing tasks (during studies or at a workplace).

I have a high level of selfesteem while executing tasks
(during studies or at a
workplace).

Male
students

Female
students

Strongly disagree

1.49 %

6.45 %

Disagree

5.97 %

9.68 %

Neither agree nor disagree

31.34 %

27.42 %

Agree

41.80 %

40.32 %

Strongly agree

19.40 %

16.13 %

2. READINESS FOR LIFELONG LEARNING TO
KEEP A SATISFACTORY JOB TITLE

82.26 % of female and 85.08 % of male students agree
and strongly agree with the statement: “I’m ready for
lifelong learning to keep a satisfactorily job title.” Not even
one male student strongly disagrees with this statement,
however 1.61 % of female students did strongly disagree
Also, 1.61 % of female students and 2.98 % of male
students disagree. 14.52 % of female students and 11.94 %
of male students neither agree nor disagree with the
statement, as shown in Table 2.
TABLE 2. Distribution of answers to the statement (in percentages)
according to gender, N=129: I'm ready for lifelong learning to keep a
satisfactory job title.

I'm ready for lifelong learning
to keep a satisfactory job title.

Male
students

Female
students

Strongly disagree

0.00 %

1.61 %

Disagree

2.98 %

1.61 %

Neither agree nor disagree

11.94 %

14.52 %

Agree

46.27 %

32.26 %

Strongly agree

38.81 %

50.00 %

3.
CAREER
EXPECTATIONS:
MANAGING
POSITION AT FUTURE WORKPLACE

When it comes to career expectations, female students
have slightly bigger expectations than male students;
56.45 % of female students and 52.24 % of male students
agree or strongly agree with the statement: “When I finish
my college education, I expect to have a managing
position at my future workplace, within 10 years.” 17.91
% of female students and 14.52 of male students disagree
or strongly disagree with the statement, while 29.85 % of
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male and 29.03 % of female students neither agree nor
disagree, as shown in Table 3.

career or a job that I would
like to do.

TABLE 3. Distribution of answers to the statement (in percentages)
according to gender, N=129: When I finish my college education, I expect
to have a managing position at my future workplace, within 10 years.

Strongly disagree

2.98 %

6.45 %

Disagree

11.95 %

9.68 %

Neither agree nor disagree

19.40 %

24.19 %

Agree

52.24 %

45.16 %

Strongly agree

13.43 %

14.52 %

When I finish my college
education, I expect to have a
managing position at my
future workplace, within 10
years.

Male
students

Female
students

Strongly disagree

2.98 %

3.23 %

Disagree

14.93 %

11.29 %

Neither agree nor disagree

29.85 %

29.03 %

Agree

29.85 %

33.87 %

Strongly agree

22.39 %

22.58 %

4. PROFESSIONAL ADVANCEMENT AS PRIORITY
OVER RAISING A FAMILY

To the question if they prioritize career progression
over raising a family, 25.8 % of female students and 29.85
% of male students agree or strongly agree, but there is
noticeable difference among the students who disagree
and strongly disagree (38.72 % of female students and
28.36 % of male students). 41.79 % of male and 35.48 %
of female students neither agree or disagree, as shown in
Table 4.
TABLE 4. Distribution of answers to the statement (in percentages)
according to gender, N=129: I prioritize professional advancement over
raising a family.

I prioritize professional
advancement over raising a
family.

Male
students

Female
students

6. READINESS TO TAKE INITIATIVE DURING THE
EXECUTION OF WORK TASKS (EITHER IN COLLEGE
OR IN THE WORKPLACE)

79.11 % of male and 74.2 % of female students agree
and strongly agree with the statement: “I am ready to take
initiative during the execution of work tasks (either in
college or in the workplace)”, while not one male student
strongly disagrees. However, 4.84 % of female students
do strongly disagree. At the same time, 2.98 % of male
students disagree, as well as 4.84 % of female students.
17.9 % of male and 16.12 % of female students neither
agree nor disagree with the statement, as shown in Table
6.
TABLE 6. Distribution of answers to the statement: I am ready to take
initiative during the execution of work tasks (either in college or in the
workplace).

I am ready to take initiative
during the execution of work
tasks (either in college or in
the workplace).
Strongly disagree

Male
students

Female
students

0.00 %

4.84 %

Disagree

2.98 %

4.84 %

Neither agree nor disagree

17.91 %

16.12 %

Strongly disagree

7.46 %

6.45 %

Agree

58.21 %

37.10 %

Disagree

20.90 %

32.27 %

Strongly agree

20.90 %

37.10 %

Neither agree nor disagree

41.79 %

35.48 %

Agree

17.91 %

17.74 %

Strongly agree

11.94 %

8.06 %

5. CLEAR VISION OF FUTURE CAREER OR JOB
(WHEN THEY STARTED COLLEGE)

With the statement “When I started college, I had a
clear vision of my future career or a job that I would like
to do”, 59.68 % of female and 65.67% of male students
agree and strongly agree. When it comes to disagreement,
14.93 % of male students and 16.13 % of female students
disagree or strongly disagree. 19.4 % of male and 24.19 %
of female students neither agree nor disagree with the
statement, as shown in Table 5.
TABLE 5. Distribution of answers to the statement (in percentages)
according to gender, N=129: When I started college, I had a clear vision
of my future career or a job that I would like to do.

When I started college, I had
a clear vision of my future
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Male
students

Female
students

7. READINESS TO CHANGE JOBS TO GET
SATISFACTORY POSITION

To the statement “I am ready to change jobs to get a
satisfactory position.”, 74.19 % of female and 62.69 % of
male students agree and strongly agree. When it comes to
disagreement, 10.44 % of male and 4.84 % of female
students disagree or strongly disagree. 26.87 % of male
and 20.97 % of female students neither agree nor disagree
with the statement, as shown in Table 7.
TABLE 7. Distribution of answers to the statement: I am ready to change
jobs to get a satisfactory position.

I am ready to change jobs to
get a satisfactory position.

Male
students

Female
students

Strongly disagree

2.98 %

3.23 %

Disagree

7.46 %

1.61 %

Neither agree nor disagree

26.87 %

20.97 %

Agree

37.32 %

40.32 %

Strongly agree

25.37 %

33.87 %
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8. OPINION ON THE STATEMENT THAT WOMEN
STILL FACE OBSTACLES TO PROGRESS TO
HIGHER MANAGEMENT POSITIONS

[2]

When it comes to whether there are still obstacles that
women have to face to achieve the highest managerial
positions, 77.43 % of female and only 29.85 % of male
students agree and strongly agree. Also, none of the
female students strongly disagree, and only 4.83 %
disagree, while 34.33 % of male students disagree or
strongly disagree. 35.82 % of male and 17.74 % of female
students neither agree nor disagree with the statement, as
shown in Table 8.

[3]

TABLE 8. Distribution of answers to the statement: I think women still
face obstacles to progress to higher management positions.

I think women still face
obstacles to progress to higher
management positions.

Male
students

Female
students

Strongly disagree

13.43 %

0.00 %

Disagree

20.90 %

4.83 %

Neither agree nor disagree

35.82 %

17.74 %

Agree

25.37 %

51.62 %

Strongly agree

4.48 %

25.81 %

IV. CONCLUSION
The results of the conducted research have shown that
there are only slight differences among students of Algebra
University College when it comes to the level of self-esteem
while executing tasks, readiness for lifelong learning to keep
a satisfactory job title, career expectations (e.g. that they will
have a managing position at their future workplace)
according to gender. Also, a high number of students, both
male, and female, are indecisive when it comes to choosing
between family and career.
As for the clear vision of their future career or a job that
they would like to do, at the beginning of their study, the
results of the research indicate that female students lead when
compared to male students. The opposite is the case when it
comes to readiness to take initiative during the execution of
work tasks (either in college or in the workplace).
The biggest gender gaps are noticed in the readiness to
change jobs to get a satisfactory position, which more female
students are ready for, and a particularly noticeable difference
in opinions concerns the statement that women still face
obstacles to progress to higher management positions. It
cannot be said with certainty whether male or female students
are biased in their favor, but the same should be researched
in more detail in the future.
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Abstract - In this paper, an educational robot that can be
controlled and programmed over the internet and a simple
computer game of marbles are presented. The robot was
made from Fischertechnik set and controlled with Arduino
Uno, connected over the cloud using mBlock 5. The robot
and most of the game were prepared before the workshops
with students. Students aged 9-14 added basic control
commands for the game and the robot. They filled out
qualitative and quantitative questionnaires about the
motivation for a live game of marbles, a computer game of
marbles, and a robot game of marbles controlled over the
internet. The pros and cons of a computer game and a robot
design and control were evaluated. Changes in motivation
for playing a live game of marbles before and after the
computer game and robot game were analyzed. Finally, a
comparison of students’ motivation for learning
programming a computer game and an educational robot
was made and advices for keeping the motivation were
given.
Keywords - gamification; educational robot; remote
control; Fischertechnik; Arduino; mBlock; marbles
simulation

I.
INTRODUCTION
Previous studies have shown that children are attracted
to robots and computer games. These tools are great
motivation and big knowledge potential for learning
STEM (Science, Technology, Engineering, and
Mathematics) [1][2]. Programming and playing with
educational robots are very popular, both educationally
and motivationally [3][4][5]. However, it is easier to teach
programming of computer games than programming
robots since most of the children have access to
smartphones or computers, but only a few of them have a
robot at home [6]. In our study, we developed a lecture
about programming a computer game and a robot game of
marbles, as similar as possible to each other and to the live
game of marbles, to increase interest in heritage game and,
in the same time to increase students' motivation for
programming and robotics using gamification elements.
To test the gamification concepts in learning computer
science (CS) through a computer game and to see how
gamification will motivate students to solve difficult
computer algorithms, in [7] students tried to learn CS by
playing a game. Results showed that 60% of participants
agreed and 25% strongly agreed that the game was fun
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and interactive even though they were solving relatively
hard computer algorithms for beginners. Most of the
participants (95%) said that games can help with difficult
concepts of learning materials.
In [2], two experiments were described. The focus of
the experiments was on motivating students for CS by
project assignments connected to the design process. In
the game experiment, two types of games were used: firstperson shooter game, which showed as a great choice for
all tested boys, and an escape-room style game preferred
by the girls. According to the results, girls liked having
control over the creation of games, but all of them found
the game development as a “rather tedious” process and
none of them would like to be a game developer in the
future [2]. The biggest problem during game development
for students were: (1) many different software tools used
to model and animate the game, and (2) focus on solving
the problems of implementations and fixing bugs, instead
of designing the game flow and making the game fun. In
the robot experiment, one of the tasks was to program the
robot to go into a small pyramid made of a tent and to take
pictures inside of the pyramid where an art exhibition was
prepared. The results showed that (1) students
successfully learned CS concepts, (2) robots improved
tangible learning experience, (3) hardware inconsistencies
were the biggest frustration, (4) students viewed CS as a
problem-solving activity that needs patience and thinking,
and (5) students accepted the application of CS and robots
to the real world [2].
Gamification principles in social robots could be used
to increase long-term user interaction [8]. A relevant
paradigm for long-term engagement with social robots is
called the Computers As Social Actors (CASA) paradigm,
which assumes that people tend to connect with robots as
with humans (e.g. to play games with them and treat them
politely). Gamification elements related to CASA
paradigm that could motivate and gamify robots are
points, leader-boards/ranking, social interaction, using
story/theme [8].
The research question for this paper was, could one of
the most popular and one of the oldest children's games,
the game of marbles [9][10], be gamified with a simple
computer game or simple robot so that the motivation for
the game of marbles and the programming increases. To
measure the difference in motivation, a computer game
and a robot game of marbles were prepared as a workshop
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for students. To make them as similar as possible, and to
remove any 3D and physical advantages of the robot, the
robot was controlled remotely over the internet and the
students observed a real-time video of the robot on their
computer screens.
II.

EXPERIMENT PREPARATION AND DESIGN

A. Live game of marbles – history, motivation, and rules
Marbles are small balls, usually about 1.5 cm in
diameter, made of glass, ceramic, or even stone. Their
origin is prehistoric: stone marbles have been found in
caves in Europe, in Mississippi, and in China. Throughout
Africa, small stones are tossed rapidly and successively
into a series of holes. In Europe, marbles are known from
the 14th-century French manuscript, and in England from
the middle of the 15th-century [11].
Since marbles are one of the most popular heritage
games played amongst children of all ages and all over the
world and in all human history, there are many versions of
the game of marbles [10][11]. In Croatia, two versions of
the rules prevail [12][13]. In the first version, the aim is to
hit the other marbles and knock them out of the ring (Fig.
1). The ring is usually round and defined by the slightly
dug-up channel in the ground. Marbles are put into the
ring by hand at the beginning of the game. The marble
that is used for hitting and knocking out other marbles is
usually bigger and is called taw [12][13]. In the second
version, all players try to hit the hole in the ground until
one succeeds. Then other players try to knock his marble
out of the hole using a limited number of tries defined by
the first player. If they miss, he hits and knocks out their
marbles [12][13].
In our study, we adopted rules from the first version:
(1) at the beginning of the game, four marbles are placed
randomly inside of the ring, (2) the goal is to knock the
marbles outside of the ring and to keep them, (3) the same
player continues to shoot an agreed number of times, (4)
the winner is the player who has more marbles at the end
of the match. According to [9], “motivations” for playing
marbles are:
• shooting control of the taw: each player has control
over the taw through aiming and the precise motion of
the fingers that shoot,
• winning other marbles: one of the biggest motivations
is “playing for keeps”, which means that the knocked
marbles are won and kept by the player who knocked
them out,
• the randomness of the terrain inside the ring:
randomness and the difference in terrain builds up the
motivation for the game since it makes every game
different. There is always a possibility to get lucky or
unlucky because of the terrain,
• multiplayer (social component): probably the biggest
reason for the popularity of this game is competing
with friends that always have a few marbles in their
pocket and are prepared to play the game. There are a
lot of tricks in the game that connected players, like
yelling the words and rules in the middle of the game
that would mean changing the taw or a chance to clean
the terrain of the possible obstacles [9].
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Figure 1. Live game of marbles.

In our research, we implemented all motivating
elements except keeping knocked marbles, since the game
was virtual and the robot was remotely present.
B. Setup
The workshop consisted of three segments, and each
lasted for 10-15 minutes (in total 30-45 minutes). The
workshop was online and individual. After each segment,
students filled out a quantitative questionnaire (Table I)
and gave qualitative observations (Table II and Table III).
The first segment was a presentation about the live game
of marbles and the rules of the game. The second segment
was programming and playing the computer game of
marbles. The third segment was programming and playing
the robot game of marbles. The workshop was attended by
21 students aged 9 to 14 years. All of them had experience
with robotics and/or programming in mBlock.
C. Computer game of marbles
Most of the computer game of marbles was
preprogrammed in advance using mBlock 5 [14] and
Scratch 3.0 [15]. Each student had to finish the program
by adding events to control the taw. Each event was
triggered using keyboard keys: (1) left and right arrow
changed an angle of a taw (the taw and the taw holder
rotate for approximately two degrees after pressing left or
right arrow), (2) up and down arrow changed a slope of
the taw holder, and (3) space released the taw from the
taw holder. The game contained basic physics, e.g. when
the taw hits another marble, the marble bounced in a
physically correct direction depending on the angle of
impact. The code concerining physics conceptswas
prepared in advance thus the students could concentrate
only on the basic programming of controlling the
movements of the taw. To achieve as many similarities as
possible to the live game and the robot game, the firstperson view during the game was used. The player could
see the taw and the taw holder in the forefront as well as
the ellipsoid ring and trees in the background (Fig. 2).
After students finished the programming, they played their
games and imagined what would they improve in the
game.

Figure 2. Computer game of marbles.
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D. Robot game of marbles
In this paper, we propose a design of a robot that can
play the game of marbles and can be programmed and
controlled remotely over the internet. The Fischertechnik
educational kit TXT Discovery was used [16] to develop a
robot since the TXT Discovery set allows freedom in
building the simple robot using a minimum number of
parts and with the possibility of controlling the motion in
two degrees of freedom.
The robot was controlled with Arduino UNO [17] and
Didacta’s UNO-F5 board adapter [18]. The motors were
powered with 9V and connected to the H-bridge chip of
the UNO-F5 board. The electrical scheme is given in
Fig. 3. The robot was programmed using the same dragand-drop programming language as the computer game,
Scratch 3.0 and mBlock 5. Most of the robot functions
were preprogrammed in advance. The robot could move in
two directions just like the taw in the computer game
(Fig. 4). Motor 1 was used for rotation around the fixed
base of the robot. Each command from the student made
the rotation of the taw for 20 ms with full power. Motor 2
was used for moving the taw holder up and down. When
moved down, the holder becomes steeper, and the taw has
a higher initial velocity. Each command from the student
moved the taw holder for 100ms in the upper direction
and 50ms in a downward direction. Motor 3 was used for
releasing the taw. Students had to finish the program by
adding events to control the taw holder and released the
taw. Each event was called using chosen keyboard keys.
Students programmed and controlled the robot over
the internet (Fig. 5). Due to the cloud communication
using mBlock5 and local communication over USB with
the robot, the delay of the signal from the students’ input
to the robot controller was up to 0.58 s. To achieve as
many similarities as possible to the live game, the firstperson view during the game was used.

Figure 3. Electrical scheme for the robot.

Figure 5. Student’s view of the robot game of marbles.

III.

RESULTS

Students filled out the questionnaires three times
during the workshop after each workshop segment. The
questions were similar across the questionnaires to check
students’ expectations before and after the workshop
(Table I, Fig. 6).
Questions 1.1, 1.14, 2.5, and 3.9 measure general
motivation and interest for a live game of marbles.
Questions 1.1 and 1.14 are control questions at the
beginning and the end of the first questionnaire. After the
second and the third segment of the workshop (questions
2.5 and 3.9), motivation for the live game of marbles was
raised, compared to initial motivation and interest
obtained in questions 1.1 and 1.14. This can lead to the
conclusion that themed educational computer games and
robot games could increase interest in heritage games.
Questions 1.4, 1.5, and 2.1 measure interest in playing
a computer game of marbles before and after the
workshop. The interest raised by 9%, which means that
the computer game of marbles exceeded students’
expectations. Fascinatingly, they would like more to
program the game than just to play the computer game of
marbles (questions 1.6 and 1.4).
In the beginning, students were mostly motivated by
the appearance of the robot (question 1.7) and the least for
watching the robot playing marbles (question 1.8).
Controlling the robot is in the middle with the same
average grades for questions 1.9 and 1.10. It could mean
that the interest in controlling the robot and the “level of
fun” while controlling the robot have a similar meaning to
students. Interestingly, six students rated differently these
two questions. Even though the grades for interest in
controlling the robot were already high, after the
workshop the average grade raised even more (to 4.95),
and only one student rated playing the robot game with
grade 4 (question 3.3).
As expected, all of the students answered “yes” to
question 1.11 (Table I). After controlling the robot over
the internet, the expected “fun level” was increased by
0.52 (questions 1.12 and 3.4). Surprisingly, students had
different opinions about how much more fun it is to
control the robot live instead of over the internet, resulting
in an average grade of only 3.76 in favor of controlling
robot live (question 3.5).

Figure 4. Robot for the robot game of marbles.
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Average grades for questions 2.3 and 3.7 (Table I)
were 1.62 which means that most of the students think that
programming the computer game and the robot game was
not difficult. Additionally, average grades for interest in
programming a robot game were higher than for interest in
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programming the computer game (questions 1.13, 3.6 and
1.6, 2.2).
Finally, the motivation for upgrading and future work
with the computer game was slightly bigger than with the
robot game (questions 2.4 and 3.8).
To compare the relative motivation and satisfaction
between the live game of marbles, the computer game,
and the robot game before and after the workshop,
additional four questions were asked (Fig. 7). At the
beginning of the workshop, the motivation for the robot
game was greater than for the computer or live game. As
expected, after the workshop, satisfaction with the robot
game of marbles was very high. It was even highest than
the motivation at the beginning of the workshop which
means that the robot game exceeded student’s
expectations the most. Satisfaction with the live game of
marbles was the smallest which was expected since they
have only listened to the presentation about the live game
TABLE I.

of marbles without trying to play it. The same results were
obtained comparing the questions 1.4, 1.5, 1.7, 1.8, 1.9,
1.10, 2.1, and 3.3 (all green columns in Fig. 6 are higher
than the orange columns).
To support the quantitative results, we also asked the
students four qualitative questions: (1) how do you
imagine a computer game of marbles, (2) how do you
imagine a robot game of marbles, (3) how would you
upgrade the computer game, and (4) how would you
upgrade the robot game. Questions (1) and (2) were asked
before working on a computer and robot game of marbles.
Question (3) was asked after the second segment
(computer game of marbles) and question (4) was asked at
the end of the workshop (after the robot game of marbles).
Interesting comments are given in Table II. Numbers in
brackets represent how many students gave similar ideas.
The total number of students that gave the comments and
the number of their comments are given in Table III (the
number of comments is in the brackets).

QUANTITATIVE QUESTIONS IN QUESTIONNAIRES.

Questionnaire 1
1.1. How much do you want to try the live game of marbles?
1.2. What do you want to try the MOST?
1.3. What do you want to try the LEAST?
1.4. How much the computer game of marbles could be an
INTERESTING game for you?
1.5. How much do you want to PLAY the computer game of
marbles?
1.6. How much do you want to PROGRAM the computer game
of marbles?
1.7. How interested are you in an APPEARANCE of the robot
for the robot game of marbles?
1.8. How much fun would it be to WATCH a ROBOT playing
game of marbles?
1.9. How much do you want to CONTROL the ROBOT for the
robot game of marbles?
1.10. How much fun would it be to CONTROL the robot game
of marbles?
1.11. What do you think, can you CONTROL the robot for the
robot game of marbles over the INTERNET?
1.12. How much fun would it be to CONTROL the robot game
of marbles over the INTERNET?
1.13. How much do you want to PROGRAM the ROBOT for
the robot game of marbles?

1.14. How much do you want to try the live game of marbles
now?

Questionnaire 2 and Questionnaire 3
3.1. What did you like the MOST at the workshop?
3.2. What did you like the LEAST at the workshop?

2.1. How interesting was PLAYING the computer game of marbles?
2.2. How interesting was PROGRAMMING the computer game of marbles?

3.3. How interesting was PLAYING the robot game of marbles?
3.4. How interesting was CONTROLLING a live robot ONLINE?
3.5. How much more fun is it to CONTROL the ROBOT LIVE,
without controlling it over the internet (1 not at all, 5 incomparably
more fun)?
3.6. How interesting was PROGRAMMING the ROBOT game of
marbles?
2.3. How DIFFICULT was it to PROGRAM the computer game of marbles?
3.7. How DIFFICULT was it to PROGRAM the robot game of
marbles?
2.4. How much do you want to CONTINUE PROGRAMMING the COMPUTER
game and add some new features?
3.8. How much do you want to CONTINUE PROGRAMMING the
ROBOT game and add some new features?
2.5. How much do you want to try the live game of marbles now?
3.9. How much do you want to try the live game of marbles now?

Figure 6. Average grades for questions from Table I. Lighter color represents Questionnaire 1, medium-dark color represents Questionnaire 2, and
dark color represents Questionnaire 3.
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All students’ comments can be grouped into eight
groups: taw choice, collecting, aesthetics, perspective,
rules, detecting and scoring points, control, and
multiplayer. At the beginning of the workshop, most of
the students’ visions of the computer and robot game can
be arranged in the group “control”. After the workshop,
“control” is still the most important element of the robot
game and the “scoring” became more important in the
computer game.
Additionally to the comments in tables, “control over
the internet” was mentioned three times, but not as an
upgrade, but as a good solution. One student commented
that it would be better to control the robot without the
internet, but the same student also said that the control
over the internet was “really good”.

Finally, eight students commented how they liked the
original robot game and had no suggestions on how to
improve it. Interestingly, most of them belong to a group
that has less experience in programming and robotics. A
total number of students’ comments about upgrades after
the workshop is significantly smaller than the number of
comments before the workshop which can lead to the
conclusion that the computer and the robot game fulfilled
students’ expectations. Quantitative analysis in Fig. 6 and
Fig. 7 confirms these conclusions.

Sensors as crucial elements of the robots can be
recognized in answers that talk about knocking detection,
how to control the robot (the robot uses a camera or an
ultrasonic sensor to detect a target) and for determination
of the shooting power based on distance. However, after
the workshop, sensors were not mentioned at all.

TABLE II.

QUALITATIVE COMMENTS OF THE STUDENTS. NUMBERS IN BRACKETS REPRESENT HOW MANY STUDENTS GAVE SIMILAR COMMENTS.
Question (1)
Game vision

Question (2)
Robot vision

Taw choice

-

-

Collecting

collecting opponents’
marbles

-

Aesthetics

own marble design; marble
holder appearance; marble
colors; sounds (cheering and
marble collision)
first-person, third-person
(side-view), top view (2D)
the round ring is drawn by a
player; billiard-like holes;
barriers; marbles formation
(circle, cross, random)
points for marble knocking;
winning the game;
exchanging points for
marbles; double-points
marbles; the scoreboard

non-humanoid robot (5);
humanoid robot (2); color;
robot-skin; glass fence

Perspective
Rules

Detecting and
scoring points

Control

billiard, slingshot, or mouse
control; marble and terrain
physics; moving around the
ring

Multiplayer

human vs. human (10);
human vs PC (5)

760

Figure 7. The number of students that would like to play live,
computer, or robot game of marbles the most or the least.

Question (3)
Game upgrade
choose taw when the game
starts
collecting opponents’
marbles; choosing marbles at
the start of the game; new
marbles with levels
the different look of the
marbles (4)

-

top view

ring-fence and four spots for
marbles

changing position after
shooting; billiards-like with
holes; drawing the ring;
terrain choice
winning points; more levels;
scoreboard; “end of the
game” mark (5)

buying better marbles for
points; hit and knock
detection: metal detector and
metal marbles; a chip in a
marble; touch detector in the
holes
different control: auto control
(5), manual control (8),
joystick (5), buttons (4),
remote control, smartphone
app; ways of shooting:
cannon, slingshot, autoreloading marbles, marbles
slide, more precision, airpump; moving (2); aiming:
laser, camera, target on a
digital map
human vs. autonomous robot
(4); human vs. human
controlling robots (3);
autonomous robot vs.
autonomous robot; no human
(1), solo (1)

Question (4)
Robot upgrade
-

clear and modern design;
color; a humanoid robot

smartphone (camera) should
be closer to the marbles
more marbles

positive feedback when the
marble is knocked, like a
sound “Great!” or a screen
that shows which marbles
were knocked

more physics depending on
shooting power; leveldepending shooting precision
and difficulty

more precise movements (3);
more power and faster
shooting (3); faster response
(3); auto-control (1); change
of the turn for another player
with sound, led light, or just
to lock another player while
the first one is shooting;
aiming: laser (2), more
realistic gunpoint

multiplayer (4)

-
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TABLE III.

NUMBERS OF STUDENTS’ COMMENTS ON QUALITATIVE QUESTIONS. THE FIRST NUMBER IS THE NUMBER OF DIFFERENT STUDENTS AND
THE NUMBER IN THE BRACKETS IS THE NUMBER OF THEIR COMMENTS.

Taw choice
Collecting
Aesthetics
Perspective
Rules
Detecting and scoring points
Control
Multiplayer

Question (1)
Game vision
5 (5)
7 (12)
5 (6)
11 (17)
10 (19)
18 (47)
12 (12)

Question (2)
Robot vision
8 (13)
2 (2)
3 (7)
21 (68)
9 (9)
[3]

IV. CONCLUSION
In this paper, we compared students’ opinions about
the live game, computer game, and robot game of
marbles. Using three quantitative questionnaires and four
qualitative questions during a different time of the
workshop, we measured students’ motivation for the game
of marbles and the programming.
The workshop was held online and students could
program the robot only over the internet. However,
programming the robot game of marbles was still the most
interesting and motivating part of the workshop compared
to playing the computer game or watching the
presentation of the live game of marbles. Even though the
grades for interest in controlling the robot were already
high, after the workshop the average grade raised even
more and the effect of controlling the robot over the
internet was very positive. After each activity, students
became very creative and gave many improvements to the
computer and robot game.
Accordingly to the workshop results, to maintain
students’ attention and motivation during a programming
workshop, the focus of tasks should be on “control”,
“rules”, and “detecting and scoring points”. To maintain
students’ attention and motivation during a robotics
workshop, the focus of tasks should be solely on “control”
of the robot.
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Abstract - Zagreb University of Applied Sciences adapted
immediately to the Covid-19 pandemic crisis and lockdown
in mid-March 2020, by organizing online education via a
video conferencing platform. Online courses for
undergraduate and graduate studies of electrical engineering
have been held synchronously with a recording possibility,
followed by related audio / video / written materials for
students’ individual asynchronous online learning and
knowledge assessment via LMS. In this paper, the results of
an internal project about the correlation of students’ success
in exams and their attendance at synchronous online lectures
and exercises held at Department of Electrical Engineering
are presented. The modeling of data was performed by linear
regression and results were compared with similar ones
based on previous face-to-face teaching results. The analysis
showed a strong positive correlation between students’
success in exams and the existence of rich self-learning
content as well as their attendance at synchronous online
lectures and exercises.
Keywords - Synchronous online education; Pandemic
crisis; Electrical engineering study; Exam data modeling; Selflearning content, Self-learning index

I.

INTRODUCTION

Research about student class attendance and success in
exams at undergraduate study of electrical engineering at
Zagreb University of Applied Sciences have been
conducted since academic year 2017/2018. Data collected
in the past academic years of face-to-face (F2F) held
classes, showed a strong positive correlation between two
examined variables [1]. New teaching organization, due to
the pandemic of COVID-19, brought new challenges for
both students and teachers of Zagreb University of Applied
Sciences. Immediate shift and adaptation to online
education via a video conferencing platform, introduced
during the first lockdown in the middle of March 2020,
brought some novelties.
To investigate the impact of the novelties, an internal
project with the topic Research on the influence of
synchronous and asynchronous forms of teaching on the
success of Electrical Engineering students was launched.
Data were collected for the purpose of comparison with the
results of previous research, using the same methodology.
The new research was conducted on a sample of 1,195
respondents, among whom 664 students in previous
semesters attended F2F education, and 531 student in
semesters with newly implemented online synchronous
education. The first results and conclusions are presented in
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this paper. Analysis of the results of online education and
comparison with the results of previously conducted
research of F2F mode of education, showed the importance
of lecture materials being available asynchronously, such
as lecture video recordings and online textbooks written
specifically for the course. Such rich content materials
support the generation of students, who have been growing
up closely connected to digital technology and got used to
the “anywhere, anytime and on any device” lifestyle.
Individual work of students and their success in exams are
closely related to the ubiquitous Internet and instant access
to distant learning materials and supporting content [2].
According to one Spanish case study, COVID-19
pandemic has caused a massive disruption in the way
traditional higher education institutions deliver their
courses. Unlike the past transitions from face-to-face
teaching to blended, online or flipped classroom, changes
in emergency remote teaching as a temporary shift of
instructional delivery to an alternate remote delivery mode
due to crisis circumstances – happen suddenly and in an
unplanned way [3]. According to a Finnish research,
several factors can influence the level of class attendance,
including university culture, workload, teaching methods,
and the teacher. Class attendance can vary considerably
across countries, universities, and courses [4]. Research
results of student success and class attendance in an
environment of online education could be influenced by
other environmental variables. As indicated in a
Preliminary Report conducted in March 2020, shortly after
an earthquake that hit the Croatian capital city, stress
caused by the pandemic and natural disasters have made
studying completely different from the usual [5].
Teaching is otherwise recognized as a high-stress
profession [6], and even more affected by “burn-out” due
to the sudden, unplanned shift to virtual education. In
previous research, it is shown that despite all the trends in
the development and implementation of technology
mediated learning, the role of lecturer is still very important
[1], [2].
The main goal of this paper is to contribute to the
quality of teaching and raise students’ motivation to
achieve better results. Teacher – student(s) interaction is
inevitable and modern technology enables a flexible
support important for adaptation to different circumstances
of the teaching environment.
The rest of the paper is organized as follows: In Section
II. the preparation of input data and methods for data
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analysis are described and in Section III. the results of data
analysis are presented and discussed.
II. DATA PREPARATION AND METHODS
Data are collected for courses that were held in different
educational settings; face-to-face (F2F) in the semesters
before the pandemic crisis, and synchronous online during
crisis. There are four courses in the scope of this research
at undergraduate level, and one course at graduate level:

Details about conducting online teaching at courses in the
scope are given in Tab. II.
TABLE II.

FORM OF CONDUCTING ONLINE COURSES

Course

Type

Online
textbook

Video
recording

Online
Presentations

PCEE

Synchronous

Yes

No

Yes

STP

Synchronous

No

Yes

Yes

DC

Synchronous

No

Yes

Yes

ITC

Synchronous

No

No

Yes

PEQL

Synchronous

No

Yes

Yes

Undergraduate study of electrical engineering:
PERSONAL COMPUTERS IN ELECTRICAL ENGINEERING
(PCEE) in winter semester of academic year 2019/2020
held face-to-face; in winter semester of academic year
2020/2021 held online;
SIGNALS THEORY AND PROCESSING (STP) in winter
semester of academic year 2019/2020 held face-to-face; in
winter semester of academic year 2020/2021 held online;
DIGITAL CIRCUITS (DC) in summer semester of
academic year 2018/2019 held face-to-face; in summer
semester of academic year 2019/2020 held online;
INFORMATION THEORY AND CODING (ITC) in summer
semester of academic year 2018/2019 held face-to-face; in
summer semester of academic year 2019/2020 held online.
Graduate study of electrical engineering course:
PROTECTION OF THE ENVIRONMENT AND THE QUALITY OF
(PEQL) in winter semester of academic year
2018/2019 held face-to-face; in winter semester of
academic year 2020/2021 held online.
LIFE

In total, 1,195 students were enrolled in these courses,
664 before the Covid-19 pandemic crisis and 531 students
during the pandemic crisis. General info about the courses
in the scope are given in Tab. I.
TABLE I. COURSES IN THE FOCUS OF RESEARCH
Course

Study

Semester

Type

Exam

PCEE

Undergraduate

1

Compulsory

Written
exam

STP

Undergraduate

3

Compulsory

Written
exam

DC

Undergraduate

4

Compulsory

Written
exam

ITC

Undergraduate

4

Compulsory

Written
exam

PEQL

Graduate

1 (+6)

Elective

Project

Teaching for these courses consists of lectures,
exercises and laboratory exercises. Lectures and exercises
were held in a F2F manner before the pandemic crisis or
synchronous online during the pandemic crisis. Laboratory
exercises before the pandemic crisis are performed in a
standard hardware or software oriented laboratory setting
with F2F assistance of a lecturer supported by technology
mediated learning. During the pandemic crisis, work on
standard hardware laboratory equipment is replaced with
individual student work at home on simulation software
tools with synchronous online assistance of a lecturer.
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Data about students’ attendance at lectures and
exercises are collected during semesters, as well as the
knowledge assessment results. The principles of collecting
and processing the above data are explained in the
continuation.
Attendance
Data for Attendance A are normalized to scale from
0 % - no attendance to 100 % - attendance at all lectures
and exercises. Attendance at laboratory exercises is
mandatory for all courses in scope, so their data are
excluded as irrelevant for finding the correlation of
students’ success in exams in relation to their attendance.
Moreover, for students who did not complete the laboratory
exercises successfully, data records are excluded in further
processing. Students that re-enroll in the courses are not
taken in further processing, too.
Exam success
Data for Exam success E is measured through scores
ranging from 0 % to 100 % instead of ordinary grades to
obtain a higher resolution for more accurate analysis. For
the purpose of this research only the results of the written
knowledge assessment and live project presentation grades
are taken into calculation, while student activity and the
level of acquired skills in the laboratory practicum are
excluded. For students who have accessed more than one
knowledge assessment during early exam terms, the highest
achievement was taken into consideration for this research.
Exam terms
Previous research have shown a strong positive
relationship between students’ success in Early exam
periods and their regular attendance at lectures and
exercises [1], [2]. Namely, Late exam terms are held at least
3 months after the end of lectures and thus the positive
influence of synchronous teaching is fading out and
difficult to establish. Therefore, in this research only results
from Early exam terms are analyzed to examine the
importance of synchronous online learning. Early exam
terms include:
- Continuous course assessment via midterm exams;
- Exam within 2 weeks after the end of lectures;
- Exam within 4 weeks after the end of lectures.
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Exams
For all undergraduate courses in the scope, knowledge
assessment is done by a written exam. Online written
exams are conducted for each student with different task
parameters to avoid unwanted interferences and common
student work.

Parameters values are obtained by means of ordinary
least square method on all data set ( Ai , Ei ), i = 1…N,
where N is number of students who took the exam at early
exam terms [9].

For the graduate course in the scope, knowledge
assessment is done by individual project research, written
report in a form of a professional paper and its live
presentation. The written report is checked by a plagiarism
detection software [7].

100%

Students have they own understanding of plagiarism, so
that the role of a teacher is crucial in raising students’
awareness on the importance of work originality [8].

Personal computers in electrical
engineering 2020/2021

Exam success

80%
60%
40%
20%

III.

DATA ANALYSIS AND DISCUSSION

E = 0.031·A + 0.594

In continuation, the correlation of students’ success in
exams and their attendance at lectures and exercises, are
presented via Exam success – Attendance graphs.
Exam success

Digital circuits 2018/2019

0%

Exam success
100%

60%

40%

60%

80%

100%

Signals theory and processing
2019/2020

80%

40%

60%

20%

40%

Attendance

0%
0%

20%

40%

60%

80%

100%

Fig. 1.
Individual exam success Ei (gray dots) and Exam success
cluster average E* (black dots) vs. Attendance A at lectures for course
Digital circuits – early exam terms in academic year 2018/2019

In Fig. 1 individual Exam success Ei vs. Attendance Ai
for each student is presented by gray dots for course Digital
circuits held face-to-face in academic year 2018/2019.
Mean value of each vertical cluster is presented by a black
dot and named Cluster exam success average E*.
For a clearer view, on further graphs clusters are
presented only by their mean values E* and dispersion
intervals formed by the value of the standard deviation 
of Ej in cluster j. Upper bound is E* +  (upper gray dash)
and the lower bound is E* -  (lower gray dash) in Fig. 2 10.
Without entering deeper into the area of sophisticated
modeling, linear regression was applied for relation
between variables Exam success and Attendance, presented
in Fig. 2 - 10 by red lines and appropriate formulas as well
as parameter values for slope (a1) and for intercept (a0):
𝐸 = 𝑎1 ∙ 𝐴 + 𝑎0
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20%

Fig. 2.
Exam success vs. Attendance for course Personal computers
in electrical engineering – early exam terms in academic year
2020/2021 [Synchronous online without video recordings but with
online textbook]

100%
80%

Attendance

0%

(1)

20%

E = 0.166·A + 0.441

Attendance

0%
0%

20%

40%

60%

80%

100%

Fig. 3.
Exam success vs. Attendance for course Signals theory and
processing – early exam terms in academic year 2019/2020
[F2F teaching]

Exam success
100%

Signals theory and processing
2020/2021

80%

60%
40%
20%

E = 0.086·A + 0.513

0%

0%

20%

40%

60%

Attendance
80%

100%

Fig. 4.
Exam success vs. Attendance for course Signals theory and
processing – early exam terms in academic year 2019/2020
[Synchronous online with video recordings]
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Exam success

Digital circuits 2018/2019

Exam success

100%

100%

80%

80%

60%

60%

40%

40%

20%

20%

E = 0.287·A + 0.550

Attendance

0%

0%

Fig. 5.

20%

60%

80%

100%

Exam success vs. Attendance for course Digital circuits –
early exam terms in academic year 2018/2019
[F2F teaching]

Exam success
100%

40%

Digital circuits 2019/2020

Information theory and coding
2018/2019

E = 0.059·A + 0.660
0%

Fig. 6.

20%

100%

80%

80%

60%

60%

40%

40%

40%

60%

80%

100%

Exam success vs. Attendance for course Digital circuits –
early exam terms in academic year 2019/2020
[Synchronous online with video recordings]

Exam success

20%

Attendance

0%

Information theory and coding
2019/2020

20%

E = 0.158·A + 0.640

Attendance

0%
0%

20%

40%

60%

80%

E = 0.199·A + 0.445

100%

Fig. 7.
Exam success vs. Attendance for course Information theory
and coding – early exam terms in academic year 2018/2019
[F2F teaching]

Protection of the environment and
Exam success the quality of life 2018/2019

Attendance

0%
0%

20%

40%

60%

80%

100%

Fig. 8.
Exam success vs. Attendance for course Information theory
and coding – early exam terms in academic year 2019/2020
[Synchronous online without video recordings]

Protection of the environment and
the quality of life 2020/2021

Exam success

100%

100%

80%

80%

60%

60%

40%

40%

20%

20%

E = 0.515·A + 0.574

0%
0%

20%

40%

60%

Attendance
80%

100%

Fig. 9.
Exam success vs. Attendance for course Protection of the
environment and the quality of life – early exam terms in academic year
2018/2019 [F2F teaching]
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E = -0.028·A + 0.894

0%

0%

20%

40%

60%

Attendance
80%

100%

Fig. 10. Exam success vs. Attendance for course Protection of the
environment and the quality of life – early exam terms in academic year
2020/2021 [Synchronous online with video recordings]
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Obtained values for linear regression slope (a1) and
intercept (a0) for all analyzed courses, as well as other
statistical results are given in Tab. III. Average success Ē
for early exam terms is simply calculated via (2) and for
comparison purposes shown in Fig. 11.

of the solutions is to use logistic function (4) as a mapping
function with parameters obtained from modeling
piecewise linear function presented in Fig. 13 [9].
𝑓(𝑆𝐼𝐴𝑆) =

𝑁

1
𝐸̅ = ∑ 𝐸𝑖
𝑁

1
= 𝑆𝐿𝐼
1 + 𝑒 −𝑎(𝑆𝐼𝐴𝑆−𝑏)

(4)

a = 5.3023 ; b = 0.5

(2)

𝑖=1

Share of intercept in average success (SIAS)
TABLE III.
Slope
a1

Course
ITC
Face-to-face
ITC
Synch. online
DC
Face-to-face
DC
Synch. online
STP
Face-to-face
STP
Synch. online
PCEE
Face-to-face
PCEE
Synch. online
PEQL
Face-to-face
PEQL
Synch. online

EXAM STATISTICS

Intercept Average
a0
success Ē

SIAS

Self-learn.
index

0.158

0.640

75.1 %

85.3 %

86.6 %

0.199

0.445

58.0 %

76.8 %

80.6 %

0.287

0.550

67.8 %

81.2 %

84.0 %

0.059

0.660

69.8 %

94.6 %

91.4 %

0.166

0.441

52.3 %

84.3 %

86.0 %

0.086

0.513

55.4 %

92.7 %

90.6 %

N/A

N/A

63.5 %

N/A

N/A

0.031

0.595

62.0 %

95.9 %

91.9 %

0.515

0.574

88.1 %

65.2 %

69.1 %

-0.028

0.894

87.4 %

102.4 %

94.1 %

95%

85%

F2F

77%

81%

Online

F2F

ITC

Fig. 12.

58%

F2F

Online
ITC

Fig. 11.

70%

68%

52%

F2F

Online
DC

F2F

55%

Online
STP

64%

F2F

Online

87%

F2F

Online

F2F

Online

PEQL

Comparison of Average success for teaching held Face-toface vs. Synchronous online – early exam terms

Online

F2F

PCEE

Online

PEQL

Comparison of Share of intercept in average success (SIAS)
for teaching held Face-to-face vs. Synchronous online

100%
75%
50%
25%

Share of intercept in
average success (SIAS)

-100%

-50%

Fig. 13.

Piecewise linear function (gray polyline) and its modeling
with logistic function (blue curve)

62%

PCEE

65%

Self-learning
index (SLI)

0%

50%

100%

150%

200%

By applying the Logistic mapping function (4) to the
SIAS indicator, the new indicator named Self-learning
index is obtained. Unlike SIAS indicator, Self-learning
index (SLI) ranges from 0 % to 100 %. Accordingly, in the
acquired knowledge that has been assessed at the exam, the
part corresponding to the self-acquired knowledge can be
measured with SLI. Values of SLI are presented in the
rightmost column in Tab. III. and in Fig. 14.

In order to have an insight into the share of selflearning in exam success as proposed in [2], the indicator
Share of intercept in average success (SIAS) is calculated
via (3) and presented in Tab. III. and in Fig. 12.
𝑎0
𝑆𝐼𝐴𝑆 =
(3)
𝐸̅

87%

It is important to note that the SIAS indicator, although
it has a strong relationship with the share of self-learning
in exam success, due to its linear origin is unbound. For
example, the value of SIAS in Fig. 12 exceeds 100 % for
online teaching of PEQL course. Therefore, the mapping
the SIAS range (- ∞ , + ∞) to (0 , 1) is necessary to obtain a
normalized indicator in range from 0 % to 100 % [10]. One

F2F
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N/A

STP

102%

96%

93%

0%
88%

75%

F2F

DC

Courses ITC and PCEE had not video recordings;
Courses DC, STP and PEQL had video recordings; Course
PCEE had online textbook written specifically for the
course.

Average success

Online

84%

Self-learning index (SLI)
81%

84%

Online

F2F

ITC

Fig. 14.

91%

Online
DC

86%

F2F

N/A

Online
STP

94%

92%

91%

F2F

69%

Online

PCEE

F2F

Online

PEQL

Comparison of Self-learning index (SLI) for teaching held
Face-to-face vs. Synchronous online
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This completely new indicator needs to be validated in
further research. It is to be expected that the model (4) will
remain unchanged, but fine adjustments will lead to the
optimal value of the parameter a.
Discussion
Based on the results, the following findings arise:
1. Average success in synchronous online education is
similar to average success resulting from the face-toface education;
2. Only in the case of the ITC course there was a drop in
average success (-23 %), which could be either a
statistical error or the reason should be sought in the
fact that neither videos, nor the online textbook were
available to the students;
3. For all courses (except ITC), the Self-learning index
is higher for online education compared to face-toface education. This means that in the total acquired
knowledge, a share of self-acquired knowledge is
higher for online education. It could be caused by the
existence of more suitable online materials for
individual self-learning, previously not available to
the students.
4. Courses with increased Self-learning index therefore
had suitable online materials available: video
recordings of lectures and/or online textbooks written
specifically for the course;
5. The highest increase of Self-learning index occurred
in case of the graduate course, at which students are
mainly employed, and classes are held in late
afternoon / evening hours. This means that selflearning is most likely performed at the time of day
when it suits students best;
6. Strong positive correlation between student’s success
in exams and their attendance at lectures perceived for
face-to-face education, decreases in the case of online
education for courses that offer video recordings of
lectures and/or online textbooks to students;
7. All analyzed courses offer teachers’ presentations of
lectures (both in F2F and online mode of teaching) to
students. However, in order to achieve better success
in exams, such materials need to be enriched with
video recordings of lectures or online textbooks;
8. Video recordings of lectures and online textbooks are
suitable for the generation of students who have been
growing up closely connected to digital technology
and got used to the “anywhere, anytime and on any
device” lifestyle.
IV.

CONCLUSION

The comparison of average exam success for 1,195
students at undergraduate and graduate studies of electrical
engineering at Zagreb University of Applied Sciences,
gathered from five courses held in the period of face-to-face
education, prior to the Covid-19 pandemic crisis, and from
the same courses in the period after the sudden shift to
synchronous online education during the pandemic crisis,
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showed similarity for all the analyzed courses. One of the
main outcomes of the research is the new indicator SLI
(Self-learning index) developed for measuring the level of
self-learning in the results of exam performance.
SLI indicator showed that in the total acquired
knowledge, a share of self-acquired knowledge is higher for
online education than face-to-face education. On the other
hand, courses with higher SLI offer richer online available
material, such as video recordings of synchronously held
online lectures and online textbooks written specifically for
the course.
Finally, it is shown that the importance of synchronous
online learning for student success in exams decreases
proportionally to the richness of online available teaching
materials.
Future research directions are:
- Developing guidelines for the preparation of targeted
presentation methods and types of educational content
intended for online self-learning in order to achieve
higher student motivation and better exam results;
- Validation of the new SLI indicator.
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Abstract - Modern children use more and more Internet
services for various purposes - entertainment, learning,
communication with friends, etc. One of the tasks of parents
and educational institutions is to inform the children about
the rules for safe usage of Internet services and train them
to follow these rules. In this article we present a set of mini
games aimed at the formation of digital competencies on the
topic of "Safe Internet". The games are designed for pupils
in low secondary schools. They are developed as SCORM
packages and are delivered to students in Moodle e-learning
environment. In addition, we present the results of their
pilot testing with students in 5th, 6th, and 7th grades.
Keywords - internet safety, educational computer games,
school education, ICT, SCORM, e-learning

I.

INTRODUCTION

In the 21st century the access to the Internet is freer
than ever. School aggression and aggression in Internet
have grown significantly over the recent years and have
become a serious problem. Nowadays, bullying in all its
forms (verbal, psychological, physical) at school and on
the Internet is a global problem with long-lasting impact
for the society. It is a violation of one of the fundamental
rights in European society – to learn in an environment
without violence or discrimination.
As a part of the modern digital culture, the safe use of
the internet is a key topic in Bulgarian IT curricula for
middle age school students. "It is necessary to reach
children's perceptions and awareness of the importance of
the subject. Children should be aware of the dangers they
encounter by using various services on the Internet,
including e-mail and social networks. It is important to
develop skills to identify and prevent online hazards." [1]
In the article is presented an educational computer
game “Safe Internet”. The game consists of 4 mini games
(What would you do if .., Let’s Save Polly, Who wants to
be a millionaire, Puzzles) in the field of safe Internet. With
the help of games it can be checked how the students
would react in different types of dangerous realistic
situations in the Internet, if they know the rules for safety
in the Internet browsing. The games are suitable to
educational curricula of ICT school subject. The target
groups of the games are students in 5th, 6th, and 7th grade.
The levels of the different grades are separated, and the
games could be used and played with all the three grades
The study is supported by Bulgarian National Scientific Fund under
contract DN 05/10, 2016.
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in order to introduce the rules of safe browsing and revise
them as well.
In the paper we present some results from usability
study of the mentioned above games. We are focusing on
the items related to the general perceptions of the games
and their usefulness. The research questions could be
outlined in two groups:


General perception of the games regarding the
students’ grade (5th, 6th, 7th). RQs: Are there
differences in the grade groups regarding items
relevant to general perception of the games?



General perception of the separate games in all
grades and in each grade. RQs: Are there
differences in general like of the games? Are
there differences in separate game usefulness?
II.

RELATED STUDIES

Nowadays many children are online without parental
or other adult control. Research presented in [2] found that
more than 60 percent of children aged 9–16 were online
every day or almost every day, and 93 percent were online
at least once a week. About 60 percent had accounts in
social networks. As authors stated in [3], “parents were
not aware of their child’s online experiences and
consistently underestimated the risks to which their child
had been exposed”. In [4] is outlined the important role of
parental mediation as managing and regulating media
experience of their children. In the report about internet
activities of children under nine years old [5], authors
found that these children do not have enough knowledge,
skills and social experience “to engage with the internet in
a safe and beneficial manner in all circumstances”,
although the raising trend of their usage of internet
connected devices like smartphones and tablets. Also,
authors point out that children need education about how
to safely use internet resources. In [6] it was summarized
that digital knowledge and skills raise stably from age
eight to young adulthood, but it is not ensured that
children are able to protect their personal data using
different internet services. As authors state, only 13% of
children that identified online risk reported it. In the same
review, schools are identified as important partner in
building knowledge and skills for safe usage of Internet.
Of course, there exist many points of view about kind of
activities that could help children in this area. In the
review [7] it is found that serious games, virtual reality,
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online platforms, and internet activities can be used to
educate children on how to use internet safely. Also,
different technological solutions can be used to preserve
children from internet risks. In [8] authors emphasize that
“cyber‐safety education for young children cannot be
effectively developed without first considering young
children's thinking about the internet”. Other authors are
focused on building online resilience – the ability to
maintain the negative experiences online. [9] Projects and
initiatives listed in [10] are mainly focused on providing
on-line materials about safe usage of internet. In the
literature review [11], authors generalize that serious game
can be used effectively to help children how to identify
and tackle cyberbullying. Usage of set of small serious
games with storytelling in mobile application is presented
in [12]. Also, authors conclude positive feedback from
students and teachers who used these games. Authors of
[13] state that “the use of educational games as learning
tools is a promising approach due to their abilities to teach
and reinforce not only knowledge but also important skills
such as problem solving, collaboration, and
communication.”
III.

CONNECTION WITH CURRICULUM FOR 5TH, 6TH, AND
7TH GRADES

In the last 5 years there were two changes in ICT
curricula in Bulgarian schools. In 2016 a new school
subject - Computer modelling, was involved. It is related
to development of basic digital skills and programming in
block-based environment. One of the core digital
competences that are in the focus of the curricula are
competences related to the safe use of the internet (3rd and
4th grades), fake news and ethical use of IT resources (4th
grade). In the next grades at low secondary school (grades
5th till 7th – ages 11-13 years’ old students) the topic “Safe
internet” is enlarged and taught in all grades.
The expected results in terms of skills and
competences as learning outcomes [14, 15, and 16] are
presented in TABLE I.
IV. DESIGN OF “SAFE INTERNET” – EDUCATIONAL
COMPUTER GAMES FOR LOWER SECONDARY SCHOOL
A. Characters Used
The main characters in the mini games "Safe Internet"
are Polly and Ollie. Ollie and Polly are a boy and a girl
who are friends and help each other and together help the
players to remember what they learned at school for safe
browsing.
Ollie is a boy who is very curious but does not know
the rules for safe use of the Internet and for this reason
often falls into trouble from which the players must save
him. Ollie is the lead characters in the following mini
games: "What would you do if" and "Who wants to be a
millionaire". In the "What would you do if" game, Ollie
and the player go through various problematic situations
on the Internet. Poly helps them. The avatar’s images for
5th were downloaded from [17], for 6th grade [18], and 7th
grades – from [19] as vector graphics. Modifications have
been made to the image. (TABLE II)
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TABLE I.
Gra
de

EXPECTED RESULTS IN TERMS OF SKILLS AND
COMPETENCES AS LEARNING OUTCOMES

Topic
Everyday
usage of
internet.
Rules
for safe
browsing

5th

E-mail

6th

Sources
for realtime
communication.
Rules for
being safe
online

7th

Social
networks
and
personal
data
protection

Expected Results for Pupils
Explain and follow the rules
of safe browsing.
Give examples for the role
of Internet in daily life.
Online browsing by using
hyperlinks.
Online browsing by using
the address line.
Define function of e-mail.
Explain the rules of safe
usage of e-mail.
Know and follow the rules
of being safe online;
Know the ways of real-time
communication;
Explain the settings of a
software for real-time
communication with the aim
of providing security;
Give examples for social
networks;
Respect the personal data
and space of others online;
Explain the actions which
should be taken if there is a
violation of personal
integrity in social networks;
Set the security settings for
the personal data while
using a social network;

New
Concepts
Internet;
A software
for visiting
web sites
(browser);
Web address;
Hyperlink;
[14]
e-mail;
e-mail
address; [14]
Communication in real
time;
Profile;
Username;
[15]

Social
network;
Personal data;
[16]

B. Game Structure
The educational computer game “Safe Internet”
consists of 4 mini games (What would you do if ..., Let’s
Save Polly, Who wants to be a millionaire, Puzzles) in the
field of safe Internet. The main aim of the games is to
TABLE II.
Grade

AVATARS USED IN THE GAMES
Ollie

Polly

5th
[17]

[17]

6th

[18]

[18]

7th

[19]

[19]
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provide teachers and students with a tool for assessment
and self-assessment of the knowledge about dangerous
situations in the Internet. The games are relevant to school
curricula of ICT subject. The target groups of the games
are students from 5th, 6th, and 7th grades. The scenario, the
design and the avatars are fully pursuant with the age of
the target groups.
Each of the mini games starts with a brief dialogue
between the two main characters in which they explain to
the player the purpose of the game and what the rules of
the current mini game are. The mini games are as follows:


“What would you do if ... " – Each level is
composed of 3 different subsets based on the
situational method. In each of the situations, the
players are presented with a real case which can
very easily happen in the Internet which means
they can easily become a victim of it. At each
step, the players are provided with various
possible actions that can be taken for solving the
problem (Fig. 1):

Figure 1. Screenshot from the game “What would You do if ..”
for 5th grade

“You receive a letter stating that the sender is your
school. The letter states that they must update your
personal data in their database. There is an
attachment to the letter, which you must
download, fill in with your data and send back.
What are you going to do?
1.

You will download the file. (not correct)

2.

You will reply to the message and ask
them why this update is necessary.
(partially correct)

3.

You will take a screenshot of the
message and inform your school that
such a message is being circulated.
(correct)”

Depending on the response, the situation may
continue in two or three different ways (Fig. 2)
Passing through the different situations is possible
only after solving/finalizing the previous situation
or after the whole situation has been played and
there is an impossibility to reach the optimal
solution of the set topic. Upon reaching a moment
when the players did not manage to solve the
situation, Polly reminds one of the golden rules for
safe browsing in the Internet, which was not taken
into consideration when making decisions. All the
situations are pursuant with the age and it
curricular in the specific grade (5th, 6th, and 7th
grade).
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“Who wants to be a millionaire” (Fig. 3) or also
known as “Become a millionaire” is a television
game that aims to test the knowledge and skills of
those playing it in various fields. Here, by playing
the game, the students can check if they remember
the rules for safe browsing in Internet. The game
consists of 9 questions, divided into 3 categories
all related to internet safety and the actions a
student would take in a particular situation. With
each correct answer, the players get an extra point

Figure 2. General algorithm for passing the level of the game
“What would You do if ..”

Figure 3. Screenshot from the game “Who wants to be a milionaire”
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to their total score. The purpose of the players is
to answer all the questions correctly and to collect
the maximum number of points. If a player is
having difficulty with a question, they may use
one of the following jokers – ‘50/50’ and ‘Change
the question’. After passing the mini game, the
players can continue with a new one.




“Let’s Save Polly” (Fig. 4) is another mini game,
which, along with “Who wants to be a
millionaire”, aims to test the level of knowledge
of topic: “Rules for safe browsing” in the form of
a quiz. The game consists of questions with only
two possible answers for each of them, one of
which is correct. It turns out that despite her
knowledge of safe browsing, Polly has become
entangled in the web of the internet. In order to
save her from the dangerous network, the player
must answer correctly to minimum 5 out of 7
questions that are related to the rules for safe
internet usage. With each correct answer, Polly's
avatar moves closer to the safe (green) part of the
web space, and with each wrong one to the
dangerous (red) part of the network. The players
can answer a maximum of three questions
incorrectly, and after each wrong answer one of
their lives displayed disappears.
“Puzzles” (Fig. 5) is a game where students have
to arrange the puzzle which represents 1 of the 10
rules for safe browsing. After arranging the
pieces, the whole picture is displayed. Students
can recall the rules in a more interesting and
engaging way.

V.

PILOT TESTING OF THE GAMES IN 5TH , 6TH AND 7TH
GRADES

A. Methodology
The games have been developed with Adobe Captivate
8 and are integrated into e-learning environment Moodle
as SCORM packages. That allows to observe every action
the students make [20, 21].
The aim of the testing was to outline perceptions of the
students regarding use of proposed games, the level of the
satisfaction of the use of games. In order to ensure
anonymity of the students in the e-learning environment
and at the same time to be able to compare their levels of
achievements and attitude towards the proposed games in
the next stages of the study we prepared anonymous user
accounts (student1, … student200) distributed randomly
between students in the paper-based questionnaire, used to
collect students’ perceptions of the games and to evaluate
the usability of the games. [22]
The questionnaire consists of items for every game.
There are different number of the items for each type of
mini game and a little diversity in the structure. (TABLE
III). All items, except Gender, are 5 level Likert type
questions - 5-Definitely Yes, 1 – Definitely No. Due to
ordinal data, we applied non-parametrical statistical test
for independent or paired samples – Kruskal-Wallis test,
Man-Whitney-U test, Friedman’s Test, Wilcoxon Signed
Ranks Test, Descriptive statistics and measurement of the
size effects. In the validation procedure for all
questionnaires are calculated Cronbach’s alpha
coefficients of reliability for internal consistency. In all
used statistical methods, we apply level of statistical
significance 0.05.
TABLE III.

DESCRIPTIONS OF THE GROUPS OF THE ITEMS

Name of the mini Number of
game
items
“Let’s Save Poly” 25
/short name “Save
Polly”/
and
“What would you
do if …” /short
name “What if...”
Figure 6. Screenshot from the game “Let’s save Polly”

“Puzzles”

16

“Who wants to be 17
millionaire”
/short name
“Millionaier””

Figure 4. Screenshot from the game “Puzzle”

Groups of Items
One - gender of the students
Four - Educational usefulness
(utility) of the game;
Five -“easy to use” - 5;
Nine - “design”, including, colors,
avatars, navigation;
Five -“general perception”;
One - open answer, related to
suggestions for game improving.
One - gender of the students;
One - educational usefulness
(utility);
Five - “easy to use”;
Four - “design satisfaction”
including, colors and navigation;
Four - “general satisfaction”;
One - open answer - suggestions
for game improving
One gender of the students;
Two- educational usefulness
(utility) of the game;
Five- “easy to use”;
Four-“design satisfaction”
including, colors, avatars,
navigation;
Four-“general satisfaction”;
One -open answer and related to
suggestions for game improving.

Figure 5.
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B. Description of the target group
The pilot testing of the mini games was conducted in
February 2020, just before COVID-19 pandemic, with 23
students in 5th grade (12 boys and 11 girls), 23 students in
6th grade (9 boys and 14 girls) and 91 students in 7th grade
(47 boys and 44 girls).

TABLE IV.

RELIABILITY OF THE QUESTIONNAIRES

Grade
Game
Let’s safe Poly
Situations (What would you if)
Who wants to be millionaire
Puzzles

5
6
7
all
Cronbach’s α coefficients
0.916 0.949 0.861 0.902
0.928 0.964 0.915 0.931
0.762 0.918 0.775 0.833
0.925 0.889 0.805 0.845

C. Results
1) Reliability
The reliabilities of the questionnaires are measured by
Cronbach’s alpha coefficients. For all mini games are
obtained high levels of reliability. (TABLE IV)
2) Mini game “Let’s save Poly”
The items for this mini game related to General
perception are: 15. You like the scenario of the game. 16.
You like playing the game. 22. The game's pace is suitable
for you. 23. Generally you like the game. 24. You will
recommend the game to your friends and classmates.
Analysis of the data regarding general perception of
the mini game “Let’s save Poly” show that there are no
statistically significant differences between grades. The
Kruskal-Wallis non-parametric test with level of
significance α=0.05 was applied and all calculated values
of p were >0.05.
More than 80% of all students confirm that they like
the scenario of the game (Item 15), the pace of the game is
suitable (Item 22), and generally they like the game (Item
23). About 75% like playing the game (Item 16) and will
recommend the game to their friends and classmates (Item
24). (Figure 6)
3) Mini game Situations – “What would you do if…”
The evaluation questionnaire was filled by 23 students
from 5th grade, 23 – from 6th grade, and 86 from 7th grade.
The results from Kruskal-Wallis test show that we can
assume there is no statistically significant difference in
general perception of the game in the three groups of
students.
About 85% of all students confirm that they like the
scenario of the game (Item 15), the pace of the game is
suitable (Item 22), generally they like the game (Item 23),
and about 80% will recommend the game to their friends
and classmates (Item 24). About 74% like playing the
game (Item 16). (Figure 7)
4) Mini game – “Who wants to be millionaire”?
The evaluation questionnaire was filled by 19 students
from 5th grade, 23 – from 6th grade, and 87 from 7th grade.
Regarding the general perception group of items, the
results from Kruskal-Wallis test show that in the three
groups of grades maybe there is statistically significance
difference in answers of item 15, p=0.05. (TABLE V)
Therefore, we applied post-hoc analysis with ManWhitney – U test. Descriptive statistics showed that
students from 7th grade (median = 5.00; mean rank =
41.57) generally like the game more than the students
from 6th grade (median = 5.00; mean rank = 58.59).
Mann-Whitney U-value is statistically significant U =
680.00 (Z = -3.22), p < 0.01, and the difference between
the 7th grade group and 6th grade group is mid (r = 0.31).
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Figure 6. General perseption of the game “Let Safe Polly”

TABLE V.
KRUSKAL-WALLIS TEST STATISTICS FOR GENERAL
PERCEPTION FOR THE GAME “WHO WANTS TO BE A MILLIONAIRE”
Items
11. You like playing the game
14. The game's pace is suitable for you
15. Generally you like the game
16. You will recommend the game to your
friends are classmates

χ2
df
p
0.801 2 0.670
2.680 2 0.262
10.797 2 0.005
2.870

2 0.238
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Figure 8. General Perception of the game
“Who wants to be a millionaire?”

6) Comparison of the
item
Figure
9. “Generally you like the
game”
This comparison gives an answer to questions: Are
there difference about games likes?
Figure 7. General perception of the game “What would You do if …”

About 80% of all students confirm that they like
playing the game (Item 11), 89% confirm that the pace of
the game is suitable (Item 14), 84% generally like the
game (Item 15) and will recommend the game to their
friends and classmates (Item 24). (Fig. 8).
5) Mini game “Puzzles”
The evaluation questionnaire was filled by 20 students
from 5th grade, 23 – from 6th grade, and 86 from 7th grade.
The results from Kruskal–Wallis test show that we can
assume there is no statistically significant difference in
general perception of the game in the three groups of
grades.
About 70% of the students like playing the game.
According to 72% the game pace is suitable for them.
77% of the respondents generally like the game and 76%
will recommend the game. (Fig.9)
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The descriptive statistics of the item, related to the
general like of the four proposed games are presented in
TABLE VI.
The non-parametric Friedman’s test for paired samples
was applied. The results show that there is statistically
significant difference between items related to general like
of the games - χ2=24.288, df=3, p<0.05. The post-hoc
analysis is applied with Wilcoxon signed ranks test for
TABLE VI.
DESCRIPTIVE STATISTICS OF THE ITEM
“GENERALLY YOU LIKE THE GAME” FOR ALL THE GAMES
Generally you like the
game
Puzzles Millionaire What If Safe Polly
Mean
4.02
4.47
4.36
4.34
Median
5.00
5.00
5.00
5.00
Mode
5
5
5
5
Std. Deviation
1.365
1.084
1.099
1.040
Percentiles
25
3.75
5.00
4.00
4.00
50
5.00
5.00
5.00
5.00
75
5.00
5.00
5.00
5.00
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(TABLE VIII) The effect size is middle according to
Cohen’s classification. For 5th and 6th grades we did not
find a difference in the general like of the games.
7) Comparisson of the item “The game helped you to
learn better the learning material”
This comparison gives an answer to the question: Is
there difference about games usefulness?
The descriptive statistics of the item related to the
usefulness of the four proposed games are presented in
TABLE IX.
The non-parametric Friedman’s test was applied. The
results show that there is statistically significant difference
between items related to general like of the four games χ2=31.699, df=3, p<0.05. The post-hoc analysis is applied
with Wilcoxon signed rank test for dependent variables.
The statistically significance was found between
“Puzzles” and other games with middle effect size
(TABLE X). Differences between other three games
regarding their usefulness for mastering of learning
content related to the topic “Safe internet” were not found.
In groups of 5th and 6th grade we did not find
difference regarding usefulness of all games. The
statistically significant difference between usefulness of
the games was observed in the group of 7th grade. The
results of Friedman test are χ2=30.929, df=3, p<0.05. The
Wilcoxon Signed Ranks Test with Exact test were applied.
The results show that less useful game for the group of 7th
grade is “Puzzle” mini game with large or middle range of
effect size. (TABLE XI)

TABLE VIII. WILLCOXON SIGNED RANKS TEST STATISTICS FOR THE
ITEM “GENERALLY YOU LIKE THE GAME” FOR 7TH GRADE
Figure 9. General perception of the game “Puzzles”

dependent variables. The statistically significance was
found between “Puzzle” and other games with middle
effect size (TABLE VII). Differences between other three
games regarding general like of the games were not found.
From the observed data we can conclude that the
puzzles game is less liked by the students in comparison
to the other proposed games.
When we compared the general like of the games in
the groups of grades, we found statistically significant
difference in the group of 7th grade. Friedman’s test
statistics was χ2=25.361, df=3, p<0.05. The difference
was not observed only between general like of the games
“Let’s save Polly” and “What if…”. The Wilcoxon Signed
Ranks test with Exact 1-side test was applied. The tests
show that “Puzzles” mini game is less generally liked in
comparison to the other three games. Also, generally most
liked mini game is “Who wants to be millionaire?”
TABLE VII.

WILCOXON SIGNED RANKS TEST STATISTICS AND
EFFECT SIZE (r) FOR ALL STUDENTS

Generally, you like the game
Millionaire – Puzzles
What if …- Puzzles
Save Polly - Puzzles
b. Based on negative ranks.
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Z
-3.712b
-2.992b
-2.894b

p
0.000
0.003
0.004

r
-0.34
-0.28
-0.27

Generally, you like the game
Millionaire - Puzzle
What If - Puzzle
Save Poly - Puzzle
What if - Millionaire
Save Poly - Millionaire

Z
-4.193a
-2.642a
-2.678a
-2.392b
-1.724b

Exact Sig. r
(1-tailed) p
0.000
0.48
0.004
0.30
0.003
0.30
0.010
0.27
0.041
0.20

a. Based on negative ranks. b. Based on positive ranks.
TABLE IX.
DESCRIPTIVE STATISTICS OF THE ITEM “THE GAME
HELPS YOU TO LEARN BETTER THE CONTENT”
Puzzle
Mean
Median
Mode
Std. Deviation
Percentiles

TABLE X.

25
50
75

Millionaire What if... Safe Poly

3.88
4.00
5
1.242
3.00
4.00
5.00

4.42
5.00
5
.973
4.00
5.00
5.00

4.29
5.00
5
1.047
4.00
5.00
5.00

4.22
5.00
5
1.063
4.00
5.00
5.00

WILLCOXON SIGNED RANKS TEST STATISTICS AND
EFFECT SIZE (r) FOR ALL STUDENTS

The game helped you to learn better the
learning material
Millionaire - Puzzle
What if - Puzzle
Save Poly - Puzzle

Z
-4.657b
-3.456b
-2.966b

p
0.000
0.001
0.003

r
0.43
0.32
0.27

b. Based on negative ranks.
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TABLE XI.
WILLCOXON SIGNED RANKS TEST STATISTICS FOR
ITEM “THE GAME HELP YOU TO LEAR BETTER THE LEARNING
MATERIALS”
The game helped you to learn better the
learning material
Millionaire - Puzzle
What if - Puzzle
Save Poly - Puzzle

Z
-4.789c
-3.431c
-3.132c

p
0.000
0.001
0.003

r
0.55
0.39
0.36

c. Based on negative ranks.

VI.

[5]
[6]

[7]

CONCLUSION

The discussed in the paper four educational computer
mini games, related to the topic “Safe Internet” were well
accepted by the students from 5th, 6th, and 7th grades, who
participated in the pilot study. The scenarios of the games
“Let’s Save Polly” and “What would you do if …” were
liked respectively by 80% and 85% of the students.
Nevertheless, considering obtained results, we can
conclude that less liked and less useful game is mini game
“Puzzles” for the students in 7th grade. Students in 5th and
6th grade generally like all types of the proposed games
and confirm that all games helped them to learn content in
the topic “Save Internet”. The games of type puzzle seem
to not be so suitable for the students in 7th grade with
comparison to the younger students in 5th and 6th grades.
The games are suitable to educational curricula of ICT
school subject in lower secondary school level. They
could be used for self-training and self-assessment of
competences related to the safe use of the internet. Also
teachers could use them as a tool for formative assessment
during the classes. Our next analysis will be directed
towards evaluation of students’ achievements during pilot
study of the games in e-learning environment.
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Abstract - Browsing through topics in online catalogues is
often the first step in the information-seeking process.
Therefore, subject analysis and indexing are vitally
important and also closely connected to the subject access to
information. The aim of this paper is to analyse and compare
the subject terms from different knowledge organization
systems, used for subject retrieval in online catalogues of
museums and cultural heritage institutions, in order to better
understand and improve browsing interfaces. Preliminary
research and mapping will be conducted on subject terms
collected from three sources: (1) the Art UK platform, (2) the
Tate’s website, and (3) the Art & Architecture Thesaurus.
The mapping between the previously mentioned subject
vocabularies resulted in the identification of various levels of
matching. Based on the analysis and interpretation of
mapping results, a few suggestions, aimed at ensuring the
functionality and convenience of browsing in the context of
online catalogues of collections held in museums and heritage
institutions, are offered.
Keywords - museums; heritage institutions; online
catalogues; user interfaces; subject access; subject browsing;
subject vocabularies

I. INTRODUCTION
Museums and heritage institutions are often tied to the
building in which their holdings are physically located,
most often existing in a local/national context and available
for a narrow group of visitors. However, the traditional
paradigm of museums is changing, and there is a growing
need for museums and heritage institutions to also become
present in the digital environment.
Some of the ways in which museums can present
themselves in an online environment are museum
collection websites, various thematic portals, online
exhibitions, educational workshops, digital archives and
libraries, and more. Establishing the online catalogues of
museum collections (consisting of digital/digitized objects
and their metadata) is certainly one of the foundations of
the digital strategy of many museums and heritage
institutions in providing access to museum material.
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The aim of this paper is to analyse and compare subject
terms from different knowledge organization systems, used
for subject retrieval in online catalogues of museums and
cultural heritage institutions, in order to better understand
and improve browsing interfaces. Preliminary research and
mapping will be conducted on subject terms collected from
three sources: (1) the Art UK platform, (2) the Tate’s
website, and (3) the Art & Architecture Thesaurus.
II. SUBJECT ACCESS TO COLLECTIONS OF MUSEUMS
AND HERITAGE INSTITUTIONS IN DIGITAL ENVIRONMENT
Objects held in museums represent the most valuable
part of world’s cultural heritage, so documenting them is an
essential prerequisite for their long-term preservation, but
also for ensuring access to information and museum
collections. Documentation includes cataloguing (i.e.
creating a set of metadata describing an object) and creating
object’s visual representation (i.e. a visual media). While
cataloguing objects, it is possible to record information
about the author, title, physical characteristics, stylistic
features, geographical and temporal aspects, and the subject
matter. In doing so, cataloguers should be guided by
standards specialized in describing works in the fields of
art, architecture, and other cultural works (e.g. the
Cataloging Cultural Objects (CCO) guide, the Categories
for the Description of Works of Art (CDWA) guidelines,
etc.).
Subject analysis and indexing are based on “an
identification, description, or interpretation of what is
depicted in and by a work or imageˮ [1]. The cataloguing
guidelines usually recommend to assign the most specific
subject terms provided by the chosen subject indexing
system. Subject indexing languages can be simply divided
into uncontrolled and controlled
vocabularies.
Uncontrolled vocabularies include subject tags, keywords,
and other free-text terms, based on natural language. On the
other hand, controlled vocabularies consist of a selected list
of predetermined terms and phrases, and their relationships,
as well as instructions on how to use them, and the most
common are subject heading lists, thesauri, classification
schemes, etc. [1].
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The cataloguing rules according to the CCO guide and
the CDWA standard are based on the distinction between
information intended for display on museums’ and heritage
institutions’ websites and databases, and detailed
information in the background of these systems and which
describe all aspects of a particular work [1,2]. The data
intended for the display is written in a format that is easily
understood by users. On the other hand, data intended for
indexing is characterized by the use of specialized data,
controlled vocabularies, etc. They serve primarily as a basis
for information retrieval.
This distinction is extremely important in the context of
user access to resources on online catalogues of museums
and other heritage institutions. In addition to the title of the
work and information about the artist, users are
increasingly turning to exploring content topics. Therefore,
the subject access is considered as an important component
in designing user interfaces and ensuring the functionality
and convenience of browsing and searching in the context
of digital collections [3].
Accordingly, in this research, we decided to explore
several subject vocabularies and compare user interface
designs, with particular emphasis on subject access points
to museum collections. Different sources of subject terms
are included: (1) the subject system designed for the
purpose of browsing the online Art UK platform, (2) the
subject index devised and used in a particular museum
institution (Tate’s website), and (3) the Art & Architecture
Thesaurus, which is a controlled vocabulary and actually
represents the gold standard in subject indexing. The
following is a brief description of each of these
vocabularies and a basic analysis of the user interfaces.
A. The Art UK platform
The Art UK (URL: https://artuk.org/) is an online
platform, i.e. an aggregation database that brings together
and presents publicly-owned collections of British
museums, galleries and other heritage institutions. It
primarily consists of paintings in oil, tempera and acrylic,
and since the early 2000s, over 250,000 artworks from over
3,000 collections have been digitized [4].
Users can either search or browse the content of the Art
UK site. Browsing is possible through the “Artist” and
“Artworks” categories, while the subject access to artworks
is especially emphasized (“Topics” browsing category;
URL: https://artuk.org/discover/topics). The browsable list
of topics is organized in two hierarchical levels of subject
terms: 16 categories and 153 subcategories. Thematic
groupings are organized around general categories and
cover all areas of human knowledge and cognition (Fig. 1).
As an example, we will mention the category called
Literature and fantasy, which includes 6 subcategories:
Creatures, Dreams and nightmares, Literature, Myths and
fables, Proverbs and sayings, and Science fiction.
After selecting a particular work of art, its image and
metadata are displayed: the title, artist’s name, date,
medium, dimensions, access rights, and subject categories
that describe artwork’s content. In addition to the subject
terms that are determined on the Art UK platform itself,
some artworks also contain subject tags, i.e. user-generated
tags collected in a crowdsourcing project aimed at
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involving the audience in identifying subjects in paintings
and describing them in their own words [5]. These listed
subject terms and tags are also clickable hyperlinks, and the
user can use them to browse through thematic groupings of
works.

Figure 1. The Art UK platform – the topic browsing interface

B. The Tate’s website
The Tate is a network of four art galleries located in
London (the Tate Britain and Tate Modern), Liverpool (the
Tate Liverpool) and Cornwall (the Tate St Ives). The Tate
Britain (until 2000 known as the Tate Gallery) was founded
in the late 19th century, and laid the foundation for
development of today’s Tate. It is the most important
national collection of British art from 16th century onwards
and international modern and contemporary art, and it
comprises nearly 70,000 works [6].
The Tate’s website (URL: https://www.tate.org.uk) is a
gateway that provides information on all of Tate’s galleries
and is the main source of information on digitized
collections and artworks. It is designed to enable users to
explore and search artworks via artist’s name or artwork
title as well as subject.
The Tate uses an in-house subject indexing vocabulary
specifically developed for the needs of its own museum
collections. It was devised based on research of visitors’
information subject queries and careful consideration of the
structure and design of Iconclass classification system, as
well as other subject systems [7]. The Tate’s index is
designed with the aim of describing Tate’s collection of
works of British art, so the part of subject terms is locallyoriented. Therefore, geographical terms and person names
such as Shakespeare, UK counties, natural features (non
UK), etc., can be found in it. It is organized in three
hierarchical levels of terms, and it comprises 16 categories,
165 subcategories, and a large number of specific subject
terms that are added as needed to specifically describe the
content of artwork. As an example, we will mention the
category called Leisure and pastimes, which includes 5
subcategories: Art and craft, Eating and drinking, Music
and entertainment, Recreational activities, and Sport.
Some examples of terms from the third hierarchical level
are: clubbing, dance, eating, exhibition, music, etc.
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After finding and selecting an artwork, its visual
representation and metadata are displayed: the title, artist’s
name, date, medium, dimensions, access rights and artwork
summary. Following section, the “Explore”, provides
subject terms that describe its subject matter (Fig. 2). The
terms displayed here are clickable links, thus enabling the
exploration of works by topics (as on the Art UK platform).
This functionality is in line with the postulates of modern
conceptual reference models for bibliographic data that
divide the information seeking process into the five user
tasks: find, identify, select, obtain, and explore [8]. The
latter implies the possibility for the user to independently
explore the connections among the subjects and place them
in context, learn the terminology of the subject area, and
draw new conclusions.
Figure 3. The Pareto chart of distribution of subject terms assigned to
artworks by Tate’s top-level subject index categories (source of data:
https://www.tate.org.uk/; 20-Feb-2021)

and ensures interoperability between different information
systems [10,11].

Figure 2. The Tate’s website – an example of the “Explore” section

In the “Explore” section, each subject term is
accompanied by frequency, i.e. an information on how
many times it has been assigned to artworks in Tate’s
collection. If we put this data in the context of subject
indexing and the peculiarity of the subject matter which
derives from the very nature of works of visual art (Fig. 3),
it can be noticed that a larger amount of assigned subject
terms refers to concepts concerning figurative art, i.e.
works depicting imagery from the real world (e.g.
architecture, nature, places, people, etc.). On the other
hand, concepts concerning the abstract art and works that
do not depict visual reality but explore spiritual dimension
of human existence (e.g. abstraction, religion and belief,
literature and fiction, etc.) make up a smaller part in the
distribution of assigned terms. Assigning terms in this case
is a challenging task, and requires a dose of subjectivity and
ingenuity from the indexer.
C. The Art & Architecture Thesaurus (AAT)
The Art & Architecture Thesaurus is a structured
vocabulary used to describe works of fine art, architecture,
decorative arts, and other visual cultural heritage items. At
the end of 2020, it contained more than 400,000 terms [9].
The use of the AAT Thesaurus can be observed through
several main purposes: (1) cataloguing and describing
objects using standardized terminology, and creating
metadata that will ensure the quality of documentation, (2)
a starting point for successful information retrieval based
on linking concepts into semantic and knowledge network,
(3) metadata as a basis for further scientific research, (4) the
AAT Thesaurus as structured, linked data that allows
mapping between thesauri and other types of vocabularies,
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We can say that the AAT is a faceted classification
system, but also a system based on hierarchical
relationships. The terms refer to concepts, which form the
core of this thesaurus, and are organized into 8 main facets.
Starting from abstract concepts to concrete objects, facets
are as follows: (1) Associated Concepts (which includes
terms such as, e.g., cyberspace, kitsch, etc.), (2) Physical
Attributes (e.g. cracks, motifs), (3) Styles and Periods (e.g.
Precambrian, shabby chic), (4) Agents (e.g. barbers, role
models), (5) Activities (e.g. humanities, meditation), (6)
Materials (e.g. bleach, ions), (7) Objects (e.g. lost cities,
plant rack), and (8) Brand Names (e.g. Google Earth,
Zamak (TM)) [12].
The AAT Thesaurus is available on the Getty Research
Institute website. It can be accessed through the search
option or by browsing the AAT hierarchies (URL:
https://www.getty.edu/research/tools/vocabularies/aat/).
The main type of records in the AAT is a concept. Each
of it is presented with so-called full record display, i.e. a set
of data that defines a specific concept: definition (describes
the meaning and how it is used in cataloguing), list of terms
(with the indicated preferred term, and also the terms that
could be synonyms), display of hierarchical position,
unique ID number, etc.
III. METHODOLOGY OF THE MAPPING
The preliminary research was based on the process of
mapping the subject terms from different knowledge
organization systems. Mapping refers to a “process of
establishing relationships between the concepts of one
vocabulary and those of another” [13]. As mentioned
earlier, data for mapping was collected from three sources:
(1) the subject terms used on Art UK platform, (2) the
subject terms used at Tate’s website, and (3) the Art &
Architecture Thesaurus. The aim was to determine the
matching level of a selected set of subject terms from
different vocabularies included in the research.
The mapping was based on the Simple Knowledge
Organization System (SKOS), i.e. “a common data model
for knowledge organization systems such as thesauri,
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classification schemes, subject heading systems and
taxonomies” [14]. The SKOS distinguishes between two
basic categories of semantic relation: hierarchical relation
and associative relation. A hierarchical relation between
two concepts means that one concept is ‘in some way more
general (“broader”) than the other (“narrower”)’. For
example, the term architecture is broader than the term
building. An associative relation ‘indicates that the two
concepts are inherently “related”, but that one is not in any
way more general than the other’ [14]. For example, terms
domestic cat and wildcat are related in that way.
We defined six matching categories based on the SKOS
data model: exact match, close match, related match, broad
match, narrow match, and no match. skos:exactMatch links
two concepts that are the same, both in semantic meaning
and spelling. That also includes the subject terms that differ
in singular/plural form. Exact match indicates “a high
degree of confidence that the concepts can be used
interchangeably across a wide range of information
retrieval applications” [14]. skos:closeMatch links “two
concepts that are sufficiently similar that they can be used
interchangeably in
some
information retrieval
applications” [14]. However, finding exact matches in
different systems is rare, so the skos:closeMatch is more
appropriate
in
majority
of
situations
[13].
skos:relatedMatch “is used to state an associative mapping
link between two concepts” [14]. As for the
skos:broadMatch and skos:narrowMatch, they “are used to
state a hierarchical mapping link between two concepts”
[14]. We added the no match category to indicate the terms
from one system that do not have a matching pair in the
other system.
IV. MAPPING RESULTS AND INTERPRETATION
Each analysed vocabulary is created to meet a specific
purpose and has a specific function: (1) the subject
vocabulary on the Art UK platform is primarily used for
browsing on online user interfaces, and terms are organized
in a browsable hierarchical tree, (2) Tate uses its own
subject index for a dual purpose: the subject indexing (used
as internal system), and browsing on an online interface
(used for the explore functionality), and (3) the AAT
Thesaurus which is a controlled vocabulary of terminology
intended primarily for professional users (e.g. museum
specialists, subject indexers, researchers, etc.), and it is the
basis of the museum collection management systems, thus
indirectly ensuring the creation of quality metadata, which
are needed for the information retrieval in the online
environment [15].
In this study of mapping between different
vocabularies, the subject vocabularies used in online
catalogues and primarily intended for users (i.e. the Art UK
and Tate) were identified as source vocabularies. We
mapped them against the AAT Thesaurus, which is
therefore our target vocabulary. The AAT is an
international standard for describing materials in the field
of art and architecture. Mapping was performed in one
direction (i.e. from source to target vocabulary), and was
done in two phases: (1) mapping of Art UK’s subject terms
against the AAT Thesaurus, and (2) mapping of Tate’s
terms against the AAT.
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As for the choice of subject terms, we decided to
explain our methodology on the selected set of terms from
the Art UK’s and Tate’s vocabularies. The category Towns
and buildings was chosen from the Art UK, and we chose
the category Architecture from Tate’s vocabulary. The
terms are thematically related to the field of architecture.
One of the reasons for selecting these categories is the
realization that during the initial research of the corpus it
was noticed that most of the terms come from categories
that describe concepts related to the representational aspect
of the artworks (see, for example, Fig. 3). The fact that we
decided to present a limited set of terms can be understood
as a limitation of this research. However, this is a pilot
study, and based on its results we plan to thoroughly
develop a methodology for further research of the topics we
are dealing with in this article.
The process of mapping and matching of the subject
terms was semantically dependent. We focused the process
on the conceptual level of the terms, and less on the
hierarchical anchoring of the terms in a subject vocabulary.
The terms from different vocabularies were compared with
each other on the basis of equivalence, i.e. “relationships
between synonymous terms or names for the same concept”
[16]. Combined terms found in the Art UK and in the Tate’s
vocabulary, which meant concepts connected by the “and”
conjunction (e.g. term Bridges and viaducts), were
separated into individual terms, and such were mapped
against the AAT Thesaurus [1]. Therefore, the initial
number of researched subject terms differs from the total
number of matching pairs obtained in the mapping process.
In determining the level of matching, the categories we
defined according to the SKOS data model were used: exact
match, close match, related match, broad match, narrow
match, and no match.
The important thing that also needs to be emphasized is
that every analysed vocabulary has different structure of
subject terms based on its function. The AAT Thesaurus is
a controlled vocabulary with a complex hierarchical
structure, and each category has multiple levels. In
addition, it also uses a polyhierarchical structure, which
means that a particular term can be found in several
categories. In contrast, the Art UK’s subject vocabulary
distinguishes only two hierarchical levels, and the Tate uses
three levels of terms. We can conclude that the
heterogeneity of the hierarchical structures of the latter two
vocabularies is based on the fact that these are intended for
a wide audience. Therefore, they are organized in a simpler
structure that allows easy subject access and ensures the
intuitiveness of the user interface.
A. The Art UK and the Art & Architecture Thesaurus
The mapping between the Art UK vocabulary and the
AAT Thesaurus was done on the subject terms
encompassed in the Art UK’s category titled Towns and
buildings (Tab. I). This included 18 terms (including the
category name itself and subordinate terms).
Out of a total of 18 researched terms, 7 of them were
created by merging two terms into one concept (e.g. the
term Stately homes and palaces). Combined terms are a
feature of the Art UK’s vocabulary, and their purpose is to
make it easier for the user to access the content. Namely,
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these are often concepts that are semantically close, and
their unification ensures a comprehensive access, and not a
restriction to a specific, sometimes narrow topic defined by
a particular subject term. By dividing the initial 18 terms
into separate units, we obtained a total of 25 terms from Art
UK that we mapped against the AAT Thesaurus.
The goal of the Art UK platform is to access the online
catalogue primarily through the browsing function, and for
this purpose a browsable tree has been designed. It
represents the topics and provides subject access points.
Structured vocabularies (such as the AAT Thesaurus) are
extremely complex, and their hierarchical structure needs
to be reduced because it is impractical to navigate through
it on user interfaces. Despite the simplified structure of the
Art UK’s vocabulary organized in only two levels, the
mapping of subject terms against the AAT Thesaurus
showed an extremely high level of concept matching. Out
of a total of 25 matches, 17 are exact matches, 4 are close
matches, 2 are narrow matches, and 2 are related matches.
The presented mapping results between the two
researched vocabularies show exceptional anchoring of the
Art UK’s user interface in professional terminology (Fig.
4). To conclude: the need to use standardized terminology
on user interfaces has been recognized, but also the
importance of recognizing audience needs for simplified
subject access points (with understandable terminology and
a simple structure of information).
TABLE I.

THE MAPPING BETWEEN THE ART UK SUBJECT TERMS
AND THE ART & ARCHITECTURE THESAURUS

Source vocabulary:
Art UK
Towns and
buildings*
(* top-level subject
index category)

Bridges and viaducts
Entertainment
venues
Fortifications
Gardens and green
spaces

Target vocabulary:
AAT
towns

exact match

buildings (structures)

exact match
exact match

bridges (built works)
viaducts

close match

entertainment buildings

exact match
exact match

fortifications
gardens (open spaces)
parks (public recreation
areas)
houses
interior architecture
(object genre)
monuments
ports (settlements)
waterways
public buildings
(governmental
buildings)
religious buildings
roads
rail transportation
buildings
ruins
agricultural structures
mansions
palaces
streets
squares (open spaces)
townscapes (built
environment)
offices (work spaces)

related match

Houses

exact match

Interiors

related match

Monuments
Ports and waterways

exact match
close match
exact match

Public buildings

exact match

Religious buildings

exact match
exact match

Road and rail (towns
and buildings)
Ruins
Rural buildings
Stately homes and
palaces
Streets and squares
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Matching level
(SKOS)→
exact match

close match
exact match
narrow match
close match
exact match
exact match
exact match

Townscapes

exact match

Workplaces

narrow match

B. The Tate and the Art & Architecture Thesaurus
The mapping between the Tate’s vocabulary and the
AAT Thesaurus was done on the subject terms form the
Tate’s Architecture category (Tab. II). Although Tate’s
vocabulary is organized in a three-level structure, in this
study we focused only on terms from the 1st and 2nd
hierarchical levels. This resulted in 15 terms (including the
category name itself and subordinate terms).
TABLE II.

THE MAPPING BETWEEN THE TATE SUBJECT TERMS
AND THE ART & ARCHITECTURE THESAURUS

Source vocabulary:
Tate
Architecture*

Matching level
(SKOS)→

Target vocabulary:
AAT
architecture (object
genre)

(* top-level subject
index category)

close match

agricultural
bridges and
viaducts
features
garden structures
industrial
military
monuments

close match
exact match
exact match
related match
exact match
close match
close match
exact match
broad match

agricultural buildings
bridges (built works)
viaducts
architectural elements
garden structures
industrial buildings
military buildings
monuments
period (general)

broad match

style (critical concept)

close match

entertainment buildings

periods and styles
places of
entertainment
public and
municipal
religious
residential
ruins
townscapes, manmade features

close match
close match
close match
close match
exact match
exact match

public buildings
(governmental buildings)
municipal buildings
religious buildings
residential structures
ruins
townscapes (built
environment)

A characteristic of Tate’s subject vocabulary is the use
of terms made up of adjective word forms (e.g. in the
Architecture category we find the terms industrial,
residential, etc.). In contrast, the Art UK’s vocabulary uses
nouns as subject terms. Here, however, we came across
fewer combined terms than in the Art UK’s vocabulary.
There were 3 combined terms, and after separating them,
we obtained a total of 18 subject terms from Tate that we
mapped against the AAT Thesaurus. Out of a total of 18
matches, 9 are close matches, 6 are exact matches, 2 are
broad matches, and 1 is related match.

Figure 4. Comparison of alignment of mapping in percentage
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The fact that more close matches were found in the
Tate’s vocabulary (rather than exact matches found in the
Art UK; see, for example, Fig. 4) is based on the fact that
Tate’s vocabulary was originally developed as a subject
indexing language for the internal cataloguing of museum
collections, and was only subsequently adapted for the use
as subject access point. The use of adjective forms of
subject terms seems problematic if they are viewed outside
their context. However, when such terms are placed on
online user interfaces and viewed through the functionality
brought by the Tate’s “Explore” section, they fulfil their
function as subject access points very well. This
shortcoming is solved by a visual representation of the
hierarchical relations of the subject terms (see, for example,
Fig. 2), so that the user can contextualize the browsed term
and discover the answer for his information need.
V. THE CHALLENGES OF OUR RESEARCH
The main challenge of this mapping project was the
semantic aspect of subject terms. We encountered it
because sometimes we were not able to unambiguously
determine the semantic meaning of a term. Each term from
the AAT Thesaurus has a definition, i.e. scope note, while
the other observed subject vocabularies do not have such
data available.
Cross-mapping between terms from different
terminology systems is an intellectually demanding task
that involves working with a huge amount of data. It also
relies on subjective human assessment, based on his
knowledge and intellectual effort, and is therefore
susceptible to errors. We can conclude that computerassisted mapping would greatly facilitate the mapping
process, provided that the obtained results are manually
reviewed and edited.

the active reuse of museum material and also their
participation in describing (tagging, annotating) and
creation of content based on collections (user-generated
digital storytelling, virtual exhibitions), etc. Consequently,
this enables a greater visibility of art and cultural heritage
and ensures their preservation. Online catalogues will
ensure the democratization of access and use of museums’
collections that will contribute to the sustainability of
cultural institutions in a modern 21st century context.
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Abstract - Millions of gamers play video games every
second, but there are numerous reasons why they do it.
Although video games are mainly created for entertainment,
they are increasingly being used for educational, artistic,
and therapeutic purposes. However, the motives of the
players, behind these purposes, are numerous. The game
analytics company Quantic Foundry tried to make a
categorization of gamer motivations by developing a model
that consists of six motivation groups: the action, the social,
the mastery, the achievement, the creativity, and the
immersion components. They are divided into twelve factors
– excitement and destruction; competition and community;
challenge and strategy; completion and power; fantasy and
story; discovery and design. This research followed the
framework of Quantic Foundry's model and conducted a
survey among the student population of Algebra University
College during the academic year 2020/2021. With the
presentation of the results of the survey and our subsequent
analysis of them, the goal of the conducted research
presented in this paper is to contribute to the understanding
of what motivates gamers to spend their time playing video
games, a question of increasing importance in numerous
other fields related to this growing phenomenon.
Keywords - video games; gamers; players; motivation;
motivation model

I.

INTRODUCTION

Video games are now the most popular and profitable
form of entertainment and the number of video game
players is estimated to be 2.7 billion, with 2.5 billion
playing on mobiles, 1.3 billion on personal computers, and
0.8 billion on consoles [1]. But although united in their
choice of playing video games, gamers’ motivations for
playing are numerous. The term “motivation” is derived
from the Latin term “motivus”, meaning “a moving
cause”, and it is often understood as a set of forces acting
on or within a person to initiate behavior [2].
One of the most known theories of motivation is the
one by Abraham Maslow. In his paper The Theory of
Human Motivation (1943) he categorized the human
needs as 1. the physiological needs, 2. the safety needs, 3.
the love needs, 4. the esteem needs, and 5. the selfactualization needs. According to Maslow's assumption,
people are motivated by unsatisfied needs, among which
the lower needs have the priority over the higher needs
(e.g. the physiological over safety needs) in a way that
every lower need has to be satisfied for other needs to
resurface [3]. The psychologist Frederick Herzberg
accepted Maslow’s theory and tried to apply it to the
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research of job satisfaction in the workplace. The result
was his two-factor theory that divided factors as
“motivators”, the presence of which results in job
satisfaction, and “hygiene factors”, the absence of which
results in job dissatisfaction. His important contribution
was in seeing these two types of factors not on the
continuum, but as mutually independent [4]. Today, the
demand for the research of motivation is growing, and a
multidisciplinary field called “motivation science” is
emerging as a connection of educational, social, and
organizational psychology and cognitive/affective
neuroscience [5]. The study of motivation proved to be
very relevant in the field of business and education, in
terms of influence on the work and academic
performance, and in the military, in terms of morale or
esprit de corps as “the capacity of a group of people to
pull together persistently and consistently in pursuit of a
common purpose” [6].
II. GAMER MOTIVATION FACTORS
The research on motivation also found its place
concerning games, especially because of its role in game
design, where one of the biggest concerns is how to keep
the player playing. A particularly influential theory is that
of Richard Bartle, who in his 1996 paper "Hearts, Clubs,
Diamonds, Spades: Players Who Suit MUDs" presented a
taxonomy of player types that divided them into four
characters: Achievers, Explorers, Socializers, and Killers.
They are a part of a quadrant model where the X-axis
represents a preference for interacting with other players
on one side and exploring the world on another, and where
the Y-axis represents a preference for interaction on one
side and unilateral or one-sided action on another [7].
Several years after the publication of the paper, a test
known as the Bartle test of Gamer Psychology was
created, and although it was very popular and taken over
200,000 times in its original form between 1996 and 2006,
[8] it met the criticism for its statistical aspects, especially
regarding the Explorer type [9]. As a result, Jon Radoff
constructed a modified model, that divided the
motivations into Immersion, Cooperation, Achievement,
and Competition, with X-axis showing a continuum
between qualitative and quantitative, and Y-axis between
a few and many players [10].
The creation of a user persona – a fictional archetype
of an end user in terms of her or his demographic
information, personality, goals, needs, frustrations and
motivations – is often based on questionnaires and is one
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of the most effective ways to inform a development of
products that will satisfy their users. By incorporating
gamer motivation factors in the creation of gamer user
personas, game developers and marketing experts can
attract the players and meet their needs more effectively.
Furthermore, the study of game motivation can show
relevance in numerous other fields where motivation is a
subject of research, not only because these motivations are
not limited to the activities of playing games, but also
because the world indeed is becoming more and more
gamified and, according to some, the 21st century can be
called the “ludic century” [11].
III.

•

•

•

•

•

•

•

•

GAMER MOTIVATION MODEL FRAMEWORK

Quantic Foundry is a game analytics and market
research company that combines "social science with data
science to understand what drives gamers". To analyze
gamer motivations based on surveys, they constructed a
Gamer Motivation Model that consists of six motivation
groups: Action, Social, Mastery, Achievement, Creativity,
and Immersion. These clusters are divided into twelve
factors – Excitement and Destruction; Competition and
Community; Challenge and Strategy; Completion and
Power; Fantasy and Story; Discovery and Design. Short
description of the factors and the games where they could
be fulfilled are the following:
•

•

DESTRUCTION – chaos or demolition in the
virtual world, achieved primarily by using guns
and explosives. The complementary style of
gameplay can be found in games like Call of
Duty and Battlefield.
EXCITEMENT – actions and thrills in a fastpaced environment that provides a constant
adrenaline rush and requires a rapid reaction
time. Some of the games that can offer this
gamer motivation factor are Halo and Street
Fighter.
COMPETITION – the desire to win or gain
superiority in many forms of contests, e.g. duels,
matches, and team vs. team. It can be found in
abundance in video games like League of A.
Legends and StarCraft.
COMMUNITY – collaboration and socialization
accomplished by chatting and grouping with
other players. This gamer motivation factor can
be satisfied by playing games like Portal 2 with
a friend or Mario Kart at a party.
CHALLENGE – invitations to a trial of difficult
or demanding tasks that heavily rely on skill and
abilities. An example of a game based on this
kind of gamer motivation factor is Dark Souls.
STRATEGY – a requirement of careful decisionmaking and planning, often in the form of
balancing resources and competing goals.
Games related to this motivation factor are
Civilization and Europa Universalis.
B.
COMPLETION – finishing everything that a
game has to offer, for example, completing
every mission, finding every collectible, and
discovering every hidden location. The games
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•

•

like Skyrim can offer a lot of opportunities for
completionists to discover, explore or level up.
POWER – becoming as powerful as possible in
the context of a game world. Some games that
rely on this gamer motivation are Middle-Earth:
Shadow of Mordor and Bioshock 2.
FANTASY – the sense of being immersed in an
alter ego in an alternate world. In other words,
becoming someone else, somewhere else. This
gamer motivation factor is prevalent in games
like Fallout and Mass Effect.
STORY – the presence of elaborate storylines
and
multi-dimensional
characters
with
interesting back-stories and personalities. Some
games that satisfy this gamer motivation factor
are The Last of Us and Bioshock.
DISCOVERY – finding or learning something
for the first time by experimenting with the
gameworld physics, crafting and combat
techniques, or by searching easter eggs (an
unexpected or undocumented additions to a
computer program that serve as a joke or bonus)
or bugs (software errors). This gamer motivation
model is closely related to the term "play" and it
can be found in games like Minecraft.
DESIGN – active expression of individuality by
customizing characters or virtual space. A lot of
opportunities for character design can be found
in games like Tyranny.

In this paper, the framework of Quantic Foundry’s
model will be used. It is one of the newest models, and it
claims that it solved statistical problems of the previous
models. Tens of thousands of gamers took the original
Quantic Foundry’s profile tool, but although it included
demographic elements like age and gender, it did not
include the element of formal education.
IV.

THE RESEARCH METHODOLOGY

Research Design
The main question addressed in this study was: “How
important are the individual gamer motivation factors to
the University College Algebra students?“.
To answer this question, a cross-sectional study of
gamer motivation was conducted among the Algebra
University College students, based on the survey in
January 2021 during the academic year 2020/2021. The
anonymous and voluntary survey had a form of an online
descriptive questionnaire. Five questions were related to
demographic data, two questions to gaming habits, and
twelve to gamer motivation factors. The last twelve
questions needed to be answered on the Likert’s scale of
importance with five degrees (from not important to
extremely important).
Research Sample
The population sample included 50 Algebra University
College students of undergraduate and graduate study
programs, N = 50. 18 % (9) of them were students of
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Software Engineering, 18 % (9) of System Engineering,
38 % (19) of Multimedia Computing, 2 % (1) of Data
Science, 20 % (10) of Game Development, and 4 % (2) of
Digital Marketing. 84 % (42) of the participants were
male, and 16 % (8) female. 86 % (43) were full-time
students, and 14 % (7) part-time students. 36 % (18) of
the participants were younger than 20, 52 % (26) were
from the age of 20 to 25, 8 % (4) were 26 to 30 years old,
2 % (1) were 31 to 35 years old, and 2 % (1) were older
than 35.
C.

Data Collection and Analysis
The questionnaire was developed for Algebra
University College students and it was used online by
sharing a link to a Google Form with a questionnaire. It
contained closed questions and the data collected from
the questionnaires were quantitative. For descriptive
statistics, Google Forms was used.
V.

TABLE 2 STUDENTS'
QUESTION 2 (N = 50)

RESPONSES

TO

SURVEY

Motivational factor 2
EXCITEMENT

Frequency
of responses

Students in
percentages

Not important at all

2

4%

Slightly important

8

16 %

Neither important nor unimportant

8

16 %

Very important

21

42 %

Extremely important

11

22 %

THE RESEARCH RESULTS

On the first question about gaming habits: “In a typical
week, how many days do you spend playing for at least
30 minutes?”, 20 % (10) of the students answered “0–1
day”, 24 % (12) answered “2–3 days”, 16 % (8) answered
“4–5 days”, and 40 % (20) answered “6-7 days”. On the
second related question: “Which type of a player do you
consider yourself to be?”, 40 % students answered that
they consider themselves to be casual players, who “play
video games in short sessions / rarely or mostly those that
are categorized as ‘casual’“, 46 % evaluated themselves
as core players, who “play video games regularly, but
with moderation in time and effort invested”. Finally, 14
% of the participants evaluated themselves as core
players, who “invest a lot of time, effort, and money in
playing video games, often competitively”.
According to the results of the main part of the
questionnaires, the importance of individual gamer
motivation factors for students at Algebra University
College is as follows.
For the first gamer motivation factor, “Destruction”,
20 % of the students answered that it is not important, 24
% that it is slightly important, 26 % that it is neither
important nor unimportant, 26 % that it is very important,
and 4 % that it is extremely important (Table 1). The total
number of student respondents to survey question 1 was
N=50.
TABLE 1 STUDENTS'
QUESTION 1 (N = 50)
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The second gamer motivational factor, “Excitement”,
was evaluated by 4 % of the students as not important at
all, by 16 % as slightly important, by 16 % as neither
important nor unimportant, by 42 % as very important,
and by 22 % as extremely important (Table 2). The total
number of student respondents to survey question 2 was
N = 50.

RESPONSES

TO

SURVEY

Motivational factor 1
DESTRUCTION

Frequency
of responses

Students in
percentages

Not important at all

10

20 %

Slightly important

12

24 %

Neither important nor unimportant

13

26 %

Very important

13

26 %

Extremely important

2

4%

The third gamer motivation factor, “Competition”, is
not important for 18 % of the students, for 14 % it is
slightly important, for 20 % it is neither important nor
unimportant, for 30 % it is very important, and for 18 %
it is extremely important (Table 3). The total number of
student respondents to survey question 3 was N = 50.
TABLE 3 STUDENTS'
QUESTION 3 (N = 50)

RESPONSES

TO

SURVEY

Motivational factor 3
COMPETITION

Frequency
of responses

Students in
percentages

Not important at all

9

18 %

Slightly important

7

14 %

Neither important nor unimportant

10

20 %

Very important

15

30 %

Extremely important

9

18 %

The fourth gamer motivation factor, “Community”, 8
% of the students evaluated as not important at all, 20 %
as slightly important, 26 % as neither important nor
unimportant, 28 % as very important, and 18 % as
extremely important (Table 4). The total number of
student respondents to survey question 4 was N = 50.
TABLE 4 STUDENTS'
QUESTION 4 (N = 50)

RESPONSES

TO

SURVEY

Motivational factor 4
COMMUNITY

Frequency
of responses

Students in
percentages

Not important at all

4

8%

Slightly important

10

20 %

Neither important nor unimportant

13

26 %

Very important

14

28 %

Extremely important

9

18 %
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For the fifth gamer motivation factor, “Challenge”, 8
% of the students answered that it is not important, 24 %
that it is slightly important, 24 % that it is neither
important nor unimportant, 30 % that it is very important,
and 14 % that it is extremely important (Table 5). The
total number of student respondents to survey question 5
was N = 50.
TABLE 5 STUDENTS'
QUESTION 5 (N = 50)

RESPONSES

TO

SURVEY

For the eighth gamer motivation factor, “Power”, 6 %
of the students answered that it is not important, 8 % that
it is slightly important, 26 % that it is neither important
nor unimportant, 44 % that it is very important, and 16 %
that it is extremely important (Table 8). The total number
of student respondents to survey question 8 was N = 50.
TABLE 8 STUDENTS'
QUESTION 8 (N = 50)

RESPONSES

TO

SURVEY

Motivational factor 8
POWER

Frequency
of responses

Students in
percentages

Not important at all

3

6%

Motivational factor 5
CHALLENGE

Frequency
of responses

Students in
percentages

Not important at all

4

8%

Slightly important

4

8%

Slightly important

12

24 %

Neither important nor unimportant

13

26 %

Neither important nor unimportant

12

24 %

Very important

21

44 %

Very important

15

30 %

Extremely important

8

16 %

Extremely important

7

14 %

The sixth gamer motivation factor, “Strategy”, for the
4 % of the students is not important at all, for 12 % it is
slightly important, for 20 % it is neither important nor
unimportant, for 42 % it is very important, and for 22 %
it is extremely important (Table 6). The total number of
student respondents to survey question 6 was N = 50.
TABLE 6 STUDENTS'
QUESTION 6 (N = 50)

RESPONSES

TO

SURVEY

Motivational factor 6
STRATEGY

Frequency
of responses

Students in
percentages

Not important at all

2

4%

Slightly important

6

12 %

Neither important nor unimportant

10

20 %

Very important

21

42 %

Extremely important

11

22 %

The seventh gamer motivation factor, “Completion”,
was evaluated by 14 % of the students as not important at
all, by 28 % as slightly important, by 16 % as neither
important nor unimportant, by 32 % as very important,
and by 10 % as extremely important (Table 7). The total
number of student respondents to survey question 7 was
N = 50.
TABLE 7 STUDENTS'
QUESTION 7 (N = 50)

RESPONSES

TO

SURVEY

Motivational factor 7
COMPLETION

Frequency
of responses

Students in
percentages

Not important at all

7

14 %

Slightly important

14

28 %

Neither important nor unimportant

8

16 %

Very important

16

32 %

Extremely important

5

10 %
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The ninth gamer motivation factor, “Fantasy”, 8 % of
the students evaluated as not important at all, 22 % as
slightly important, 12 % as neither important nor
unimportant, 32 % as very important, and 26 % as
extremely important (Table 9). The total number of
student respondents to survey question 9 was N = 50.
TABLE 9 STUDENTS'
QUESTION 9 (N = 50)

RESPONSES

TO

SURVEY

Motivational factor 9
FANTASY

Frequency
of responses

Students in
percentages

Not important at all

4

8%

Slightly important

11

22 %

Neither important nor unimportant

6

12 %

Very important

16

32 %

Extremely important

13

26 %

For the tenth gamer motivation factor, “Story”, 0 %
students answered that it is not important at all, 18 % that
it is slightly important, 18 % that it is neither important
nor unimportant, 38 % that it is very important, and 26 %
that it is extremely important (Table 10). The total
number of student respondents to survey question 10 was
N = 50.
TABLE 10 STUDENTS' RESPONSES
QUESTION 10 (N = 50)

TO SURVEY

Motivational factor 10
STORY

Frequency
of responses

Students in
percentages

Not important at all

0

0%

Slightly important

9

18 %

Neither important nor unimportant

9

18 %

Very important

19

38 %

Extremely important

13

26 %
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The eleventh gamer motivation factor, “Discovery”,
was evaluated by 20 % of the students as not important at
all, by 14 % as slightly important, by 30 % as neither
important nor unimportant, by 28 % as very important,
and by 8 % as extremely important (Table 11). The total
number of student respondents to survey question 11 was
N = 50.
TABLE 11 STUDENTS' RESPONSES
QUESTION 11 (N = 50)

TO SURVEY

Motivational factor 11
DISCOVERY

Frequency
of responses

Students in
percentages

Not important at all

10

20 %

Slightly important

7

14 %

Neither important nor unimportant

15

30 %

Very important

14

28 %

Extremely important

4

8%

Finally, 10 % of the students answered that the last
gamer motivation factor, “Design” is not important to
them at all, 14 % that it is slightly important, 14 % that it
is neither important nor unimportant, 42 % that it is very
important, and 20 % that it is extremely important to
them (Table 12). The total number of student respondents
to survey question 12 was N = 50.
TABLE 12 STUDENTS' RESPONSES
QUESTION 12 (N = 50)

TO SURVEY

Motivational factor 12
DESIGN

Frequency
of responses

Students in
percentages

Not important at all

5

10 %

Slightly important

7

14 %

Neither important nor unimportant

7

14 %

Very important

21

42 %

Extremely important

10

20 %

VI.

DISCUSSION AND CONCLUSION

This research applied the framework of Quantic
Foundry's model by surveying the student population of
Algebra University College in Croatia during the
academic year 2020/2021. Unlike the original Quantic
Dream survey, this research included the element of
formal education in its demographic data by making its
sample limited to the students of a particular institution.
This provides an opportunity to compare the results of
this survey to the ones on the general population or on
students from other universities, with a creation of a
related gamer student user persona as a possible
implementation. The gamer student user persona that
would include these motivational factors could prove
valuable not only for marketing analysts, but also for the
institutions of formal education in terms of inclusion of
gaming or gamification as a complementary tool to the
traditional teaching methods.
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The results of the research show that most students
evaluated Fantasy and Story as the extremely important
gamer motivational factor, followed by Strategy and
Excitement. As not important at all, most students
evaluated the motivational factor Discovery and
Destruction, followed by Competition. However, students
generally avoided the extremes extremely important and
not important at all. As very important, most students
evaluated the motivational factor Power, followed by
Design, Strategy and Excitement. The motivational
factors that had the highest percentage of the student’s
answers with extremely important and very important
degrees combined are Story, Strategy and Excitement.
The motivational factor that had the highest percentage of
the students’ answers when two degrees on the other side
of the spectrum, slightly important, and not important at
all, are combined, is Destruction, followed by
Completion.
A popular belief about video games for a long time
was, and still partially is, that video games are played
because of the players’ desire for destruction. Our study
shows the opposite. Furthermore, in the development of
computer games, story writing rarely gets much attention,
but the results of our study may suggest that this is the
wrong approach from the marketing perspective. The
only gamer motivation factor that none of the participants
evaluated as not important at all is Story. Based on these
results, game developers should be more focused on
offering as motivational factors Story, Fantasy, Power,
Design, and Excitement, if they want to satisfy the game
motivations of potential players.
This research contributes to the understanding of
gamer motivation by indicating that artistic and
immersive elements are what motivates gamers the most,
but more research is needed to confirm this thesis.
VII. LIMITING ELEMENTS OF THE RESEARCH AND
RECOMMENDATIONS FOR FURTHER RESEARCH
The results of this survey are based on the students'
self-assessment of the motivations for playing and they
can be prone to misinterpretation, dishonesty, or
unconscientious responses. To avoid survey fatigue and
to draw a needed number of respondents, the number of
questions in this study was limited. For a consistency
check, the number of questions should be much higher.
Furthermore, the research sample of this study was
limited to students of a particular institution, the sample
of participants was very small and the results of research
with a longer duration could have been different. This
was partly due to a lack of in-person class-attendance, so
possible respondents could not be reached at the location
of the university college.
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Abstract – The research and educational project
Discovering the Old Dubrovnik Cathedrals was launched in
2015. Its activities were focused on the study of archaeological
finds originating from the site of two consecutive medieval
cathedral buildings under the actual Baroque Cathedral in
Dubrovnik. The archaeological excavations at the site were
undertaken after the earthquake of 1979, and the resulting
finds have not been studied since. The primary activity of the
educational project that so far involved over 40 students was
the study of stone and glass fragments, as well as fragments
of wall paintings and pottery. Out of approx. 3000 stone
fragments, 250 were selected for detailed cataloguing,
analysis and indexing. A metadata record was created for
each object and each record was accompanied by multiple
photographic representations of the fragment. Whole-part
relationships between records allow the structuring and
simulation of certain architectural units (e.g. the
Romanesque ambo). Another important result of the project
is the development of structured terminology via multilingual
thesaurus (equivalence, associative and hierarchical
relationships have been established among concepts). The
aim of the article is to present an application of data
processing in the field of digital art history and in the broader
context of digital humanities.

1). More than 30 years after the archaeological
excavations, those buildings have remained insufficiently
studied, while the archaeological finds have been almost
completely undocumented and unpublished. Furthermore,
up to this day the documentation of the 1980s campaigns
has not been systemised or made available to the wider
community of scholars.

Keywords – digital humanities; digital art history;
Dubrovnik cathedral; archaeological heritage; Middle Ages;
database; cataloguing; thesaurus

Figure 1. Area beneath the Cathedral of the Assumption of the Virgin
in Dubrovnik – remnants of the chancel in the first church (photo by M.
Zeman)

I.
INTRODUCTION
The project “Discovering the Old Dubrovnik
Cathedrals” has been underway since 2015. The
fundamental activities of this project are expert analysis
and presentation of the movable monuments and
archaeological finds which were discovered in the 1980s
during excavations of the ground beneath the Dubrovnik
Cathedral, a monument protected by UNESCO as a part of
the historic city centre [1]. It is one of the most complex
sites on the eastern Adriatic coast with various findings
dating from late antiquity to the early modern period.
Remnants of two medieval churches have been discovered
under the actual Baroque cathedral during the excavations
in the 1980s – the Romanesque cathedral previously
known from written sources, and a newly discovered older
church dating from the Early Middle Ages [2][3][4] (Fig.

Participating in this project are experts from five
partnering institutions: Department of Art History of the
Faculty of Humanities and Social Sciences at the
University of Zagreb, the Institute of Archaeology, the
Institute of Art History, and the Department for
Conservation and Restoration of the Academy of Fine Arts
at the University of Zagreb, all collaborating with the City
Parish of the Assumption in Dubrovnik (the owner of the
material). Project associates, and also leaders of student
workshops, from partnering institutions are: Ana
Marinković, Maja Zeman and Goran Zlodi (Faculty of
Humanities and Social Sciences University of Zagreb,
Suzana Damiani (Academy of Fine Arts in Zagreb), Ivana
Ožanić Roguljić (Institute of Archaeology in Zagreb), and
Danko Zelić (Institute of Art History in Zagreb). External
associates of the project are Matko Matija Marušić, Marta
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Perkić (Conservation Office, Dubrovnik), Ana Požar
Piplica, Marija Šiša Vivek, and Nikolina Topić.
Representing the City Parish of the Assumption in
Dubrovnik, the owners of the material, the project is
supervised by Ivan Viđen.
During field research in Dubrovnik, the experts from
various fields, divided into four thematic research teams
(stone, wall paintings, ceramics, and glass), have gathered
and processed data on 2000 stone fragments, tens of
thousands of wall-painting fragments, ceramic and glass
finds from the site. The processing of the data from photodocumentation, plans, sketches and diaries from the 1980s
excavations, all stored in the Institute of Art History [5],
has also begun. From 2015 to 2020, over 40 undergraduate
and graduate students of the Faculty of Humanities and
Social Sciences and Academy of Fine Arts at the
University of Zagreb have participated in student
workshops. Students have been included in the activities
of processing and digitising of the research documentation
from the Institute of Art History in Zagreb (Fig. 2).
In the next chapter, the development of the database
will be elaborated, after which the integration of the
documentation will be presented. Since the site is multilayered, a special chapter is dedicated to the categorization
of fragments in the database in order to determine their
relative chronology. In the conclusion, the future activities
of the project were announced - data entry for ceramics and
fragments of the wall painting - which will expand and
improve the integration of data on the project.
.

complex, new methodology was needed for their
interpretation. After establishing the cooperation with the
Department for Information and Communication Sciences,
the project activities developed towards using
contemporary information and communication technology
in order to enable a more complex and complete analysis
of the archaeological finds, and the medieval architectural
complex of the Dubrovnik Cathedral as well.
Since 2019, interactive digital tools have been in
development in order to enable the use of various
mechanisms of integration, comparison, annotation and
visualisation of the data (metadata and digital
representations of wall paintings and finds) which would
allow simulation and reconstruction of the site. In addition,
those mechanisms would help reconstruct the course of the
previous research and the archaeological context of the
architectural structures and movable finds, and thus add to
interpretation of the site as a whole.
These tools are based on a key component of the
information system, the database, which enables
documentation and integration of gathered data, photos,
plans, maps, and 3D models of architectural structures
found on the site. The Modulor++ information system was
chosen as the database for the project, since it is a metadata
management system that enables documentation of
heterogeneous cultural heritage objects. Modulor++ has
event-based approach to data modelling and it is therefore
flexible to exchange metadata via the LIDO schema and
align with the CIDOC-CRM conceptual reference model
that is adopted as standard ISO 21127:2014 – “Information
and Documentation: A Reference Ontology for the
Interchange of Cultural Heritage Information.”
A conceptual schema was developed through the
analysis of project-related specificities of entities,
relationships and their properties. Based on the conceptual
schema, and via the Modulor++ meta-model, the
adaptation of the metadata schema in the given domain
was implemented. Research and practical implementations
have already shown that event-based approach to semantic
metadata interoperability is appropriate and sustainable
[6]. Thus, the use of some local metadata elements is
enabled in this project as well, while preserving semantic
interoperability in a broader heritage context.

Figure 2. Working together with students on analysis and
documentation of stone fragments on the roof terrace of the Cathedral
(photo by M. Zeman)

II.
THE DEVELOPMENT OF THE DATABASE
Given that the analysed movable monuments and
archaeological finds are chronologically and stylistically
diverse, and the documentation made in the 1980s is very
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Since 2020, intensive work has been done on entering
previously gathered data on stone fragments based on field
documentation (2015–2020). Students participated in
structuring and systematising the existing data.
The documentation cards compiled by students contain
the identification numbers, dimensions and descriptions of
fragments, descriptions of motif, materials and techniques,
data on the function or relationship to other architectural
elements (columns, capitals, beams, ambos, ciboria), and
photos.
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Figure 3. Data entry form – example of cataloguing a stone fragment

Students enter and edit metadata through a data entry
interface (Fig. 3). For each key metadata category in the
database (object type, material, technique, period,
function, condition, theme, motif, etc.), relationships to
corresponding concepts are established and provided via
structured thesauri (Fig. 4).

Figure 4.
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Work-concept relationship – example of a record for object
and a record for concept (object type) in thesaurus

Thesaurus
enables
vocabulary
control
by
standardisation of data values for terms used within key
metadata elements. For each individual concept (e.g.,
ambo, marble, carving, Renaissance, etc.) there is a record
in the thesaurus that unambiguously defines the concept,
and one or more different terms used for the concept – the
relationships between synonyms, polysemes, etc. are
established. The terms are also structured in a hierarchical
network, as Modulor++ supports polyhierarchical
relations in the thesaurus.
References to Art & Architecture Thesaurus (AAT)
and Thesaurus of Monument Types: Data Standard in the
Architectural Heritage Inventories [7] have been
established for each applied concept. The thesaurus
module (Fig. 5) used in the database is multilingual which
will allow the publication of data in a multilingual
catalogue and thus greatly contribute to the visibility of the
project results. More than a hundred concepts applied in
the project have already been translated in the Project of
collaborative terminology contribution to the Art &
Architecture Thesaurus (AAT) held at the Faculty of
Humanities and Social Sciences, University of Zagreb [8].
Important results of this project are expected also in the
development and translation of the special field
terminology in related interdisciplinary contexts.
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Figure 5. An example of concept record in the thesaurus

III.
INTEGRATION OF DOCUMENTATION
The documentation made in the 1980s offers additional
data on the location and the year of the finds, their context,
and photographs and/or drawings of fragments made
during the excavations in the 1980s, all of which are going
to be integrated in the database. Student Buga Kranželić
was in charge of systematising the project documentation,
while student Ivan Komar was involved in the activities of
structuring the data for the digital database and data entry.
Irena Šimić, the documentalist at the Institute of Art
History, and Danko Zelić, senior researcher at the Institute,
are in charge of processing the 1980s research
documentation, while students Petra Galović, Ivan Komar,
Buga Kranželić and Gregor Sirotić Marušić were also
included in the activities.
IV.
CATEGORISING THE STONE FRAGMENTS
Since the site is multi-layered, it is important to
establish categorisation of layers in the database in order
to determine the relative chronology of the fragments’
origin, and, if possible, a more precise dating (including
the style period and/or century or decade). As the
information needed for dating of stone fragments is
entered into the database, attention is given to coordination
and matching of this data (most importantly, aligning the
chronological markers) with the data related to other
materials – wall paintings, ceramics, glass, metal
(numismatic finds). Further inquiry and additional analysis
of the archaeological site will produce a more precise
insight into the course of research conducted in the 1980s,
and eventually add to the interpretation of the
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archaeological layers. For each object, data on quadrants,
trenches, or other excavation locations, is entered into the
database. This will facilitate the reconstruction of building
phases, as well as their dating.
Stone fragments selected for additional analysis mostly
belong to the interior of the early medieval or Romanesque
church. The interactive digital database serves to group
together individual collections of fragments based on data
on materials, techniques, formal/stylistic features,
functions and dimensions. Where appropriate, whole-part
relationships between object records were established
which allows simulation of certain architectural units (e.g.
the Romanesque ambo). The entering of data was preceded
by a mini-workshop through which the students were
introduced to the basic elements of the medieval liturgical
furnishing as they gathered related visual comparative
material. One of the results of such grouping of material
will be a visual reconstruction of particular liturgical
furniture, which will provide better possibilities of
comparison with other examples from the eastern Adriatic,
Italy, and the larger Mediterranean area.
Thus, the visual reconstruction of the objects will
enable determining the chronological layers of the
analysed sculpture, as well as the workshops or even
particular masters. For example, from a group of 70 preRomanesque fragments (not belonging to the same
chronological layer), those belonging to a typical early
medieval liturgical furnishing will be identified and their
position in the ensemble will be defined (ciborium, altar
rail, etc.) (Fig. 6).
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Figure 6. Fragments of pre-Romanesque altar screen of various layers from the site of the Dubrovnik Cathedral (a, b: fragments of a beam; c:
fragments of a pluteus; d: fragment of a pilaster) (from the project documentation). Ideal reconstruction of a pre-Romanesque altar screen from
Dalmatia (Mastirine, Kašić) (source: V. Delonga, 1988 [9])

Based on the analysis of 41 marble fragments recorded
in the database and identified as parts of the Romanesque
ambo, the general appearance of the ambo will be
reconstructed. A combination of digital and comparative
art-historical methods will be used for the ideal
reconstruction, namely, through the comparison with the
existing Romanesque ambos in the cathedral of Split and
Trogir. Additional data needed for the reconstruction are
provided by microscopic 3D digital inspection, a
technology which detected pigments on the
aforementioned marble fragments (3D digital shooting
conducted by Suzana Damiani). As digital recording is
used primarily in the analysis of the wall-paintings
fragments, its use on the marble fragments envisages the
collaboration among the research teams (Fig. 7).

V.
CONCLUSION
The cataloguing and the analysis of stone fragments
presented here, illustrates potentials of using digital tools
in developing new methods to support the research process
in the field of art history. For each object (i.e. stone
fragment) metadata record is created and linked to other
records representing related documentation material (field
diaries, visual documentation, bibliographical references
etc.), allowing complex modelling of data relations. Where
appropriate, whole-part relationships between object
records were established which allows for a more complete
simulation and reconstruction of certain archaeological
layers of the site, as well as of particular architectural units
or sculptural ensembles (e.g. altar screen, Romanesque
ambo).
In the next stage of the project, data for over 2000
additional stone fragments will be entered, including data
for other types of movable finds from the locality –
ceramics and wall-painting fragments. During the process,
a special field terminology related to complex
interdisciplinary context will be further developed.
Accordingly, the terminology will be additionally
structured via multilingual thesaurus (equivalence,
associative and hierarchical relationships have been
established among concepts) and mapped to relevant
national and international thesauri, to establish
multilingual access and interoperability in the context of
linked open data (LOD) environment. By implementation
of
FAIR
principles
(findability,
accessibility,
interoperability, and reusability) of Open Science, this
project will facilitate further networking and information
interlinking, and thus will represent a valuable asset for the
digital art history and the multidisciplinary field of digital
humanities.
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Abstract—The Covid-19 pandemic has resulted in a major shift
from classroom to online learning. In this paper we present the
strategy we used to develop a course for teaching the Introduction
to Artificial Intelligence course at the Zagreb School of Economics
and management under the changed circumstances. We have
analyzed and compared a number open source tools and products
on the market and weaved them into a fully digital classroom.
We have evaluated student satisfaction and compared learning
outcomes. Specifically we also present a number of approaches
taken related specifically to the field of AI and the conducting
of practical exercises using a cloud based approach. Our data
shows that many of the tools adopted during Covid-19 should
stay in use in post pandemic times.
Index Terms—higher education, artificial intelligence, Covid19, online learning

I. I NTRODUCTION
Artificial intelligence (AI) is an increasingly important
[1] branch of computer science which researches machines
and methodologies which display intelligent behavior. Unlike
classical computing where the emphasis is on humans coding
specific behavior into computer hardware the emphasis in AI
is in adaptation and learning as its main strategies for dealing
with real world problems. These problems are often complex
and dynamic, i.e. change or evolve over periods of time, and
as such in the majority are not themselves suitable to simple
rule based approaches.
Artificial intelligence’s scope is far beyond computer science and reaches all facets of economical, technological,
and social activity [2]. It is clearly separated into areas of
theoretical and practical development which in a large part
fall within departments of computer science. However, a large
number of advances have been made in industry and other
fields of research beyond the focus of computer science departments. Exemplary are advances in robotics which are often
tied to aerospace engineering, engineering of vehicles, space
exploration laboratories and defense departments research [3].
AI when implemented within a business improves performance
in financial, marketing, administrative and process domains
[4]. In addition many of the largest companies by revenue in
the United States are heavily invested into AI deployment,
use and research. Some of these have been nicknamed “AI
first companies” and they rely intensively on the use of AI
technologies in critical facets of their business. One of the
authors has spent considerable time in two such companies
in Silicon Valley, Epiphany Inc. and Google Inc. Both were
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and are known as hubs of innovation and implementation
of Artificial intelligence which was used to satisfy customer
needs and directly impact the company’s revenue.
The Zagreb School of Economics and Management (ZSEM)
is a recognized school in the area of business and management,
both are AACSB (Association to Advance Collegiate Schools
of Business) accredited schools. ZSEM is among the top 5% of
best business schools in the world [5], and is among the best 60
in Europe [5]. Both schools recognize that modern leadership
needs to include technology, specifically, information processing (IT) technologies which have been shaping our world
for decades now. As such ZSEM has added programs which
incorporate the field of IT; MBA Management of Information
Systems concentration, undergraduate program in Business
Mathematics and Economics concentration. ZSEM continually
evaluates and evolves its offerings to students.
The link between business management and technology
does not stop here, the link between AI and a healthy business
is more complex than just acquiring the technology and
implementing its process in the business environment. The
situation affects the prerequisites for AI introduction into a
business scope, they are wider than just the technological
implementation detail. The complexities range from privacy
to legal frameworks, all the way to oftentimes deep ethical
questions about the use and deployment of AI as a technology.
A solid regulatory framework coming from the public side is
only now starting to get discussed, unfortunately, by people in
positions of decision making who have a less than perfect
understanding of the technology and the issues related to
its use [3]. Competing interests are another challenge in AI
related decision making.
As a response to this backdrop ZSEM has decided to
invest in broadening its coverage of artificial intelligence in its
curriculum, bringing into student’s focus both the opportunities
and challenges AI presents. The planned courses will span
from very practical technology courses targeted at students
with an interest in STEM fields, but will also create content
targeted at those students who are more interested in the
management, public policy and legal aspects of AI as it
pertains to a modern business setting.
The Covid-19 pandemic has disrupted educational institutions [6] across the world [7]. Over 1.6 billion students, almost
80% percent of the students worldwide, had to accommodate
lockdown procedures and stay away from the classroom [8].
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This paper presents the deployment of one such course, its
goals and aims, as well as how we adjusted in bringing it
successfully to students during the Covid-19 pandemic. There
were challenges and obstacles, in the end we successfully
completed the course with the first generation of students,
and received very positive feedback from them. Some of the
lessons learned during this period have proven to be excellent
solutions even for times when we exit the Covid-19 lockdowns
and return back to normal teaching.
A. Background
The impact of artificial intelligence on the global economy
has been modelled by different institutions, one such study was
commissioned by the International Telecommunication Union
from McKinsey & Co and published in 2018 [9]. There are
many details on the impact of AI in it, let’s focus on a few
high level observations. The study calculates the economic
impact globally in the period from 2020 to 2030 to 13T USD
in additional global economic activity, or about a 16% higher
cumulative GDP compared with today. Or about a 1.2% of
additional GDP growth per year, which is a doubling compared
to the impact the IT sector had on the global economy, 0.6%
during the 2000s [9].
“Seventy percent of companies may have adopted at least
one type of AI technology, but less than half may have fully
absorbed the five categories.” Also, “The pattern of adoption
and full absorption may be relatively rapid—at the high end
of what has been observed with other technologies.” The
impact or lack of it will have wider societal implications.
“A key challenge is that adoption of AI could widen gaps
between countries, companies, and workers.” The impact will
understandably be mostly visible in companies which are
successful in adopting AI technologies. “By 2030, they could
potentially double their cash flow (economic benefit captured
minus associated investment and transition costs), which implies additional annual net cash flow growth of about 6 percent
for more than the next decade.” Conversely the laggards that do
not adopt AI technologies at all or that have not fully absorbed
them in their enterprises by 2030 may experience around a
20% decline in their cash flow from their current levels [9].
Artificial intelligence will have a deep impact on labor, major
shifts in the type of jobs which will be in demand, and a
diminishing return or availability of repetitive or non-complex
job types.
Failure to appreciate the importance of artificial intelligence
will certainly lead to a new AI divide additionally straining
the social fabric in many societies. As such the importance
of widening the reach of this technology cannot be overstated. One proven way of introducing new ideas and new
technologies is through education, specifically through higher
education.
While research and development continue in computer science departments and laboratories in enterprises, a growing
number of educational institutions are embracing the “new IT”
and moving their focus to the field of AI and its application in
their respective subject domains. Moreover, given the reach of
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artificial intelligence technologies we can make a prediction
that successful institutions will see ever more cross field
collaboration, as AI systems often draw from technologies
which span many fields of study, from mechanical engineering,
to oceanography, from medical science to pharmaceutics, from
law to security.
Its with this background in mind that ZSEM decided to
invest early in AI, therefore not only staying current with
technological development but staying ahead of the economic
curve, and committing itself to continue being relevant to their
students by equipping them with the knowledge they will need
in order to stay competitive and sought after in the labor
market in the next decade, as well as to inspire and encourage
those brave who may embark on their own entrepreneurial
journey.
B. Goals
The course which we dubbed ‘Introduction to Artificial
Intelligence’ has been designed as an introduction to the
subject for the two major groups of students studying at the
ZSEM, those with courses spanning mathematics, statistics,
data and computer science topics, but also, and more importantly, to the population purely oriented to business, economic,
management and marketing topics. As these students will very
likely become key decision makers in the decade that is already
unfolding.
A significant part of the course is focused on the use of AI
in modern businesses and it is delivered to students with no
prior knowledge of AI, Machine Learning or programming. In
fact each unit has always a real world enterprise or scientific
illustration through multimedia.
The course was designed to present students with; an
overview of the history and place of AI, its techniques and
terminology, its main uses in today’s products and businesses,
its relation to business decision making and organization. We
examine AI’s relevance in making predictions, but also the
associated risks and open ethical questions. The end goal of
the course is to place the student in a position where they can
actively participate in AI related business or public decision
making and give them a starting foundation to further their
own exploration of the field if they choose to do so. Again,
the course is designed to be equally useful to students who
decide to pursue management or technical tracks.
II. C OURSE STRUCTURE
A. Target student population
The course was initially delivered at the ZSEM. Participants
were from two groups of students, the majority from the
Undergraduate Program and three students from the Executive
MBA Program. The course was designed and delivered in
English. During the initial semester three Erasmus exchange
students enrolled into it as well. The total class size was 20
students.
Due to the Covid pandemic the course was delivered as an
online learning course with live lectures and seminars taking
place over Zoom.
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B. Learning objectives
There were several aspects in planning the learning objectives. The main drive was to provide students with the
knowledge and concepts to enable them to analyze AI systems.
To accomplish this the field of AI was analyzed historically,
e.g. how its development proceeded and what were the problems and technologies which enabled it. The field was also
analyzed structurally in two major domains, applications of
AI and techniques of AI. Such an approach is common when
teaching AI and is adopted in many textbooks e.g. AI a
Modern Approach [10]. As one of the main analytical tools
the students are introduced to the concept of intelligent agents,
their various shapes and forms, and how they are used in
modelling and understanding AI systems.
The learning objectives and respective expected learning
outcomes have been listed in detail in table I.
C. Covered topics
The topics covered during lectures were designed to achieve
the learning objectives. Instruction was a mix of lectures
through presentation slides, mixed with multimedia content
relevant to the subject and preferably illustrated through real
world applications, products or breakthroughs. Examples of
the latter range from autonomous farm equipment, robotic
warehouse auditing to medical implants built and delivered
with AI.
The multimedia content selected had a twofold purpose:
• Illustrate dry or theoretical subjects with their relevance
in AI applications.
• Add extra effort to initiate and motivate in class discussion.
Note that the course was divided into lecture/discussion
parts (2 hours) and a seminar part (1 hour). The two blocks
had different purposes; lectures were oriented at introducing
new material and familiarizing the student with concepts and
terminology. The objective of the seminar was to further refine
the material by examples, practice through small projects,
coding, and individual and team research.
Topics are divided into themes which give the student an
overview of AI from three perspectives: the technological,
from application domains, and of the economic significance.
All of this serves the goal of building an understanding of what
is AI and what is the impact of AI. To gauge the change to a
student’s understanding of AI a short survey was administered
at the start and end of the course. We will discuss some of the
results from this survey in later sections.
The layout of topics was such that it would give students
a gradual introduction to the field, to some of its techniques
and methods of analysis, e.g. the history and development of
computing machinery as well as the importance of making predictions and their interplay with science and engineering. The
course is conceptually divided into three main sections (and at
the end of each one students were administered graded tests).
The first section was described above, the second section went
further into AI algorithms and it covered the applications of
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TABLE I
C OURSE G OALS
Course goals

Learning outcomes

Acquire knowledge of the definition and evolution of AI, its terminology, main areas of application
and research and the concepts of
patterns, predictions and intelligent
agents.

After studying the given topics,
students should be able to:
• Recognize AI problem domains
• Identify domains where AI
techniques could be applied
• Examine real world systems
and how they use AI techniques
• Design AI approaches for select problem areas

Develop analytical thinking about
problem solving with intelligent
agents. Develop an understanding
of knowledge representation and
acquire knowledge on planning
techniques and agents acting in the
real world.

•

Develop skills in the contemporary
use of AI. Acquire knowledge on
how business decision making is
changing based on AI techniques.
Get familiar with most common
uses of AI and with new areas
looming over the horizon. Develop
an understanding of the economics
of AI.

•

•
•
•

•

•

•

Participate in the design of systems
that act intelligently and learn from
experience.

•
•
•

Acquire knowledge of the risks and
ethics of AI and AI based systems.
Acquire a brief overview of common security risks and introduce
basic concepts of privacy in order
to tie them to the AI field.

•
•

•
•

Develop expertise on the business
impact of AI and strategic AI related decision making.

•

•
•
•

Propose or analyze agent
based AI solutions
Specify and describe knowledge based systems
Examine and quantify planning systems
Author reports on specific AI
use cases
Make or refute a case for
the use of AI in a business
operation
Write reports on the use of
AI in a particular business
context
Quantify different AI approaches to solve business
objectives
Participate in a mixed team
decision making process
Identify suitable problem domains and data
Quantify basic economics of
a system
Author pro and con arguments
Examine risk in AI systems
Recognize components and
data in AI systems which increase risk
Classify types of risks
present in an AI system
Author risk reports on AI
based systems
Propose or review a business’s technological portfolio
Consult on the application of
AI
Participate in strategic AI related decision making
Identify AI decision making
stakeholders
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and the economics of AI thus exposing students to the practical
and business oriented side of AI. The last section continues
exploration of AI subfields but it also introduces some of the
problems associated with AI from labor disruption, to ethical,
bias, security questions. All these were explored in the context
of how they may affect real world business subjects, or society
in general.
A full list of topics covered in the course is given in table
II.
TABLE II
C OVERED TOPICS
Week

Topic

1

Introduction to the definition, motivation and historical development of AI. Why AI?

2

Overview AI from three perspectives; technological, application domains, and economic significance. What is the impact
of AI?

3

The role of classification, pattern recognition, search and
prediction. Statistics and probability refresher.

4

Intelligent agents and cognitive architectures.

5

AI Algorithms - Classes of algorithms

6

AI Algorithms - Properties and applicability

6

AI Algorithms - Properties and applicability

7

Applications of AI - Part I

8

Applications of AI - Part II

9

The economics of AI

10

Data, Data Bias and Uncertainty

11

Computer vision

12

Speech and Natural Language

13

Privacy, Ethics and Legal considerations

14

Robotics and Autonomous Systems

15

The Future of AI / Final Presentations

D. What the course is not about
Given the constraints in both time and target population
of students, this course was not a technical deep dive into a
particular artificial intelligence subfield e.g. computer vision,
natural language processing, search, planning or robotics.
The course was also not designed to teach in depth the
theoretical and mathematical underpinnings of the techniques
and algorithms of AI covered. In order to be able to analyze
the use, benefits and risks of AI in a business context we
opted to go for breadth of subject coverage, this made it
prohibitive to go in depth into each of the fields, as most
of them are semester long courses just by themselves. In
addition there are complementary courses at the ZSEM where
interested students could satisfy their demand for a deeper
level of subject knowledge.
This course is not just an overview of AI, the aim of it is to
leave students with enough practical knowledge of analysis,
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programming with AI libraries, and simpler image and text
processing tasks. This develops a sense for what is possible
in respective areas of the economy and society where AI is
in use today, and what is the project complexity involved in
order to achieve the set AI goals.
III. C HALLENGES OF ONLINE TEACHING
We knew in advance that due to the Covid-19 pandemic
we will likely have to run the course outside the classroom.
Despite the early weeks of the semester being in hybrid mode
for some of the obligatory courses, it was decided our course
would be online from the ground up. The experience and
data published in this paper has been collected during the
first semester of the 2020/2021 academic year over the class
duration of 15 weeks.
As we ran the course, we periodically (every third week)
interviewed students (N=20) as to the online learning experience, its drawbacks, and how to correct them. After going
over the interview and feedback points, these were the themes
that emerged and which we had to adjust ‘in flight’. The
observations below are ordered by relevance to the students.
A. Physical presence
All students without exception expressed that they miss
physical classes. These are anecdotal answers and have not
been cross validated. Note that physical presence is likely
a mask for many interactions with peers they were missing
during the semester. All students understood and agreed with
the need to follow the pandemic related guidelines and the
need to close the classrooms fully.
B. Student-student interaction - the interplay bottleneck
About one fifth (22%) of the students were very active
and interacting during classes, through discussion, questions,
observations, suggestions or statements. A comparable number
of students (18%) raised the issue to do something about
student to student activity, they wanted to hear other student’s
opinions on topics, they actively asked to have more debates
and exchanges of opinion between themselves, in general they
expressed frustration about the lack of more direct studentstudent interaction. In the interviewee’s own words, “The only
improvement I see is having more engagement in the course,
more discussions where all students take part.”
C. Student-professor interaction - the visual bottleneck
The first author delivered the initial course during the second
half of 2020. As expected most of the issues in teaching on
an online format were related to several key areas:
• Reduced eye to eye contact
• Reduced visual resolution in Zoom’s gallery mode
• Interruptions because of the need to switch between
gallery views (students spanned two different views)
• Lost visual contact when lecturer needs to interact with
other supporting software
• In some cases low quality or low volume audio
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The list illustrates the technical side of the challenge during
lecture and seminar periods. The resolution and peripheral
vision of the human eye make a remarkable difference when
in a classroom group setting. It is very hard to have a
conversation with one student and pay attention to the whole
group. This is a non issue in the class where vision attention
can be focused on the face of the interlocutor, yet periodic
scanning and peripheral vision gather information, reactions,
from individuals across the whole group. When using software
to interact there is a tradeoff of seeing the interlocutor’s face
detail (in which case the gallery view is lost) or reducing the
interlocutor to a thumbnail (the preferred way in our case) and
monitoring the whole group. Perhaps a dual monitor system
could have helped the situation, at least to the lecturer, this
solution could potentially scale to all the students.
Current video conferencing tools are extremely limited in
what they can achieve. The problem continues to be an
interesting area of research. A summary of our findings
and recommendations for video conferencing tools will be
published in a separate report.
Many issues in Student-professor interaction have a source
in the visual bottleneck problem.
D. Group work - the coordination bottleneck
Group work on assignments and projects was generally the
least affected area of online instruction during the pandemic,
though we should not discount the possibility that it was the
least visible to course staff. Early on there were challenges in
forming groups, e.g. what is the right mix of expertise and
characters to form a group? There are less impediments to
this task in a class setting with the higher communication
bandwidth it provides. The lowered direct student-student
interaction has also an effect on this early coordination.
The class was a fair mix of students from different years
and concentrations, we only observed one group of three which
carried over from another course they took together. Work on
group projects was individual for each group with minimal
interaction among different groups and limited interaction with
the lecturer.
This mode of work seems to not have affected the understanding of learning objectives, during the final survey students
reported being satisfied with the learning objectives being clear
(91%).
IV. T EACHING AIDS
To deliver the course during the lockdown period we used a
number of tools from three main categories; tools and systems
already in place and in use at ZSEM, new tools and systems
specific to distance learning, new tools and systems specific
to teaching AI in this particular course.
A. Lecture and coordination tools
These were already available at the ZSEM. They include
Moodle (provisioned by Carnet), Google suite (Docs, Gmail,
Meet), Zoom.
All lectures were delivered and recorded over Zoom [11].
On the positive side there were no interruptions of service, or

798

other technical or quality of video and audio problems. There
were a few problems because the student’s equipment was not
ideal (usually tied to a lower quality microphone, or headset).
Checking equipment availability and compatibility in advance
could have a prevented these cases from taking place. And
would have probably been useful for other courses as well.
Moodle [12] was used as the main course communication
channel for; teacher-student and student-teacher correspondence, lecture recording and presentation sharing, all the
midterm testing and test management, as well as student
quizzing and recognition.
Google suite was used to coordinate project activities,
project work on shared presentations and individual homework. Our best practice was to coordinate with a couple of
shared spreadsheets shared between staff and the students.
Google forms were used for the final student survey. Gmail
was used for general communication among course staff and
the school administration.
We do not include in this list student’s own communication
tools, which were likely used when working as groups.
B. Subject matter expansion
The course relies on introducing the founding concepts of
artificial intelligence, it also relies amply on illustrating the
breadth of applications of various techniques and algorithms
and their practical use for business and social purposes.
Fortunately there are a number of online sources which cover
the field in much detail.
One of the prime sources in this respect are topical documentaries, reports, news clips which are publicly available on
corporate pages, institutional pages and online video platforms
(primarily YouTube). They served as a valuable source to spark
discussion, provide context and examples on the variety of
fields of application of AI, and also as a source of inspiration
for what is possible.
In addition many companies provide product demos, strategy papers, case studies and white papers, these were used to
give students a pool of material for their individual and group
projects.
All students have been exposed to some of the ethical and
more speculative topics before taking the course by reading
or watching science fiction literature and films. These sources
served as a source of contrast to a purely textbook approach
to teaching AI. That being said, some of the best textbooks
do themselves point to or discuss many of the points brought
up in works of fiction.
C. Exercise and project tools
About thirty percent of the project content involved some
form of programming, or using AI related python libraries.
Python is possibly one of the most used programming languages in the field of AI, particularly in the research and
application domains. To introduce python basics with small
snippets of python Programiz’s Python Online Compiler [13]
was used. It’s a simple environment where code can be typed
in or pasted from a library of examples and executed, it does
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not have the ability to save code so it’s useful only for the
introduction of basic concepts and algorithms.
A better option for code which is closer to real world
applications was found in Google’s Colab [14], where more
complex examples can be saved, and shared with students.
Relevant libraries and external data, including images or video,
can be imported. The ability to save the course code makes it
useful across generations of students and it forms the backbone
of the course described here. It will be recommended for future
planned courses at the ZSEM which need this type of support.
As mentioned earlier the Google suite to which ZSEM has
corporate level access has been used for presentations, data
sharing and information sharing. It’s a very good complement
to Moodle. As an example, lectures recorded by Zoom were
transferred to Google drive so the access rights can be controlled by school staff. From there the videos were announced
on Moodle, which is the single starting point for all student
interaction with the various courses developed at ZSEM.
D. Assignments supported by multimedia
To prepare the students for real world analysis of AI’s
use potential within different business contexts a number of
exercises were developed. These weave in all of the above
mentioned tools and information sources to provide a starting
point for students. These assignments are not different from
assignments students would have received if the class work is
in person so we are not going to spend too much time on them.
Material was obtained from freely available organizational,
corporate and online sources.
V. S UMMARY
A. What went well
The school was already partially prepared [15] [16] and in a
large part the workflow was already in place and supported by
information technology prior to the Covid-19 pandemic. The
transition to the online model of teaching while certainly not
trivial did not require an extraordinary effort. Once the school
announced the transition the staff adapted very quickly to the
new workflow. Both staff and students were motivated to not
lose yet another activity in their lives and they all put an extra
effort to adapt. ZSEM leadership and supporting IT services
were on point with timely information and plans.
In this particular course we added extra effort to test the
students’ character profiles and mix them into groups where
their diversity was recognized by everyone in the group to
enhance the support from other group members based on
their respective strengths. When working on project tasks
(leadership, research, writing) were assigned based on this
system as well. This approach was welcomed by the students
and we will continue to research its application in future
semesters.
We assessed the student’s prior and post course understanding of AI, the results were quite remarkable. At the beginning
the majority (92%) held one of the stereotypical views of AI
often advanced in mass media or works of fiction. At the
end of the course all students agreed with the following two
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statements. The course improved their understanding of AI.
The course removed preconceptions they had about AI. Of all
the students 81% chose the course as an elective.
Lastly, Moodle as the main hub for this and other ZSEM
courses was already in place prior to the pandemic. It already
is critical for the student experience but now it showed itself
a critical part of the learning process.
B. Challenges
Going away from the classroom setting presented several
critical visual but ultimately communication issues. The complete absence of subtle visual cues, the limited angle of view,
the inability to use effectively a board, and physical objects
makes the classroom not impossible to replace but very hard
to match without even more technological advances. This
is particularly important for the video-conferencing infrastructure, which is rarely designed specifically for a teaching
environment. While some immediate recommendations could
be given to companies working on these products, government
and non-government institutions should invest funds to have
more research on this particular topic.
ZSEM invested seriously into its IT infrastructure, however,
some of the students (3) did not have adequate video conferencing equipment or adequate internet connectivity. In addition
early on students were muting their cameras, this had to be
promptly discouraged as it just added one more impediment to
interaction. The importance of competent lecturers equipped
with relevant technology cannot be overstated. This is best
summarized by a quote which comes out of the final student
survey.
“As a student who is not able to attend class most of the
time, I find great value in the material which is available via
Moodle. Thanks to the understanding of the instructor and
thorough presentations, I was able to learn and finish the
course without a problem. The instructor is probably the most
valuable part of this course, due to being knowledgeable and
making every topic intriguing and close to our generation.”
VI. C ONCLUSION
For any learning institution it is critical to invest in technology. ZSEM from its founding has invested into leading IT
trends and continues to do so [17] [18]. If it had not done
so, then switching to an online mode during the pandemic
lock downs would have made learning very difficult if not
impossible and would inevitably resulted in its own economic
disruption. What is important to understand is that the investment made was to advance the learning environment yet in
the end it had a side benefit of making the organization more
resilient to the serious disruption brought by the Covid-19
pandemic [6]. The artificial intelligence course was successfully delivered with students reporting over 95% satisfaction
rates. As technology and competition keep accelerating every
lost semester gains in importance. It took prepared lecturers
and relevant technology to navigate the pandemic impact on
education.
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Abstract - Microcontroller Arduino is nowadays very
popular teaching hardware for computer science in Slovak
Republic. This contribution deals with our experience with
teaching Arduino through eduScrum teaching method in
distance learning during pandemic situation of Covid-19.

Institute in the town Ivrea decided to create a simple and
cheap educational set for students [7].
Since then, many researches [8-11] proved that a
microcontroller is a good teaching aid.

Keywords – arduino; microcontroller; eduScrum

I.

INTRODUCTION

Currently, computer science teachers not only in
Slovakia use various forms of teaching. University
teachers used mostly blended learning, some of them also
other forms like project-based learning and other forms.
Teachers at primary and secondary schools prefer
traditional teaching methods like frontal instruction, but
more and more teachers in Slovakia try to use various
forms of project-based learning - also the 5 E InquiryBased Learning. Positive results of blended learning
showed researches from [1-5].
There are many types of interesting teaching methods.
One of the interesting teaching methods based on
experiences in project management and software
development in software companies could be eduScrum.
EduScrum teaching method could prepare students for
their future profession and improve their soft skills. With
eduScrum it is possible to teach almost everything in
computer science at all levels of education. We choose
this method for teaching microcontroller Arduino in two
secondary schools in the Slovak republic.
II.

Figure 1. Arduino kit

For programming it is possible to use official
programming Arduino IDE with library Wiring, which is
similar to language C. Fig. 2 shows the official Arduino
IDE.

ARDUINO

Single-board computers like Raspberry Pi and many
various educational programming boards like BBC
micro:bit and microcontroller Arduino enjoy great
popularity among people of all ages. Thanks to these
devices children and students can learn logic circuits - turn
on/off LED lights, various sensors, detect or play sound,
etc. Fig. 1 shows Arduino basic kit.
Over the years, microcontroller Arduino has been used
as the “brain” in thousands of projects, one more creative
than the other. A worldwide community of makers has
gathered around this open-source platform, moving from
personal computing to personal fabrication, and
contributing to a new world of participation, cooperation
and sharing. [6]

Figure 2. Arduino IDE

The development of the first Arduino started in 2005
when the Italian employees from Interaction Design
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III.

EDUSCRUM

EduScrum method is based on agile software
development method, which use many companies around
the world. Educational institutions in the whole world
want to prepare students for the future employment. The
solution for this could be using agile methodologies in
teaching process.
In 2013, Dutch professor of science, Willy Wijnands,
proposes a pedagogical application of Scrum. He is the
initiator and founder of eduScrum and uses Scrum's
ceremonies, roles, and tools in the classroom.
This method is different from the classic teaching
method, because the students have, they own way of
teaching the new curriculum. Students can use a teaching
method, materials, and the progress that they want.
A. An eduScrum Team
The team consists of a product owner (teacher), teams
of four students (the four-member team is recommended).
One student from each team is an eduScrum Master.
The Product Owner determines learning objectives and
is also responsible for monitoring and grading results. The
Product Owner may share references to learning materials,
answering questions, and providing examples.
The student team consists of autonomous students who
collaborate to achieve the required learning goals at the
end of the Sprint according to the defined acceptance
criteria.

Every lesson is at the beginning, during this time, each
member of the group tells the others (recommended max.
time is 2 minutes for each member) what he did, what he
is doing, what problem he has.
After the sprint is over (3 or 4 weeks), the group
should present their results. This is called Sprint demo.
After each Sprint is finished it's time for a
retrospective - the group tells or writes what went well,
what went wrong, and what needs to be improved in the
next sprint. Retrospective must be done after each sprint
demo is finished.
IV.

TEACHING WITH EDUSCRUM

Our research was held at the school year 2020/2021. In
our research, we used microcontrollers Arduino for
teaching programming through innovative system
eduScrum in two secondary schools - Gymnázium
Ľudovíta Štúra in Zvolen (Slovakia) and SOŠ
Informačných technológii in Banská Bystrica (Slovakia).
In both schools, we taught one class 18-19 years students
two hours per week 5 months. One school was a
vocational school focused on informatics and the other
school was a more general school - a grammar school. We
started teaching with presence education, but because of
pandemic Covid-19, we continued with distance learning.
In grammar school, we used Google Classroom and in
vocational school, we used MS Teams. Fig. 3 shows
Google Classroom teaching Arduino in Tinkercad.

The eduScrum master is a coaching leader of the team,
he helps to perform optimally - but he does not direct the
team. He is chosen by the Product Owner or by class. The
eduScrum Master serves the Product Owner in various
ways with creating transparency on progress by making
the “Flip” available and ensuring that it is up to date and
he is facilitating eduScrum events when asked or needed
[12].
B. eduScrum events
EduScrum goals are planned for the period named
Sprint (recommended period could be 3 or 4 weeks). Each
Sprint has its own Sprint backlog - each group has a set of
requirements with problem-solving. Each sprint backlog
consists of parts:

Figure 3. Teaching Arduino through Google Classroom

Fig. 4 shows MS Teams teaching in vocational school.

• what you will learn - simple description what the
students will know after the SPRINT backlog is
finished,
• the goal to be achieved - more specific part (topic)
of what students will learn,
• acceptance criteria from the teacher's point of view
- how will the sprint be finished (presenting a
functional demo of the example and everyone
briefly tells what they have learned and done in
this sprint. The presentation will take place in front
of the whole group.),

Figure 4. Teaching Arduino throug MS Teams

• guides and aids - recommended reference material
for studying this course (alternative recommended
studying material - web pages, books).
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In both schools, we taught with the online Arduino
simulator Tinkercad. Some students in both schools had
physical Arduino kits.
A. Example
We taught Arduino 5 month, in which we had Sprints
with the following Arduino goals:
•

Sprint 1: LEDs, buttons

•

Sprint 2: potentiometer, buzzer

•

Sprint 3: servo motor, temperature sensor

•

Sprint 4: connection of LCD display, tilt
sensor, photoresistor

•

Figure 6. Practical task - Arduino with temperature sensor and servo
motor

Fig. 7 shows the presentation of Arduino's work.

Sprint 5: programming mobile apps in App
Inventor and connection to Arduino

An example of Sprint is showed in fig. 5.

Figure 7. Demo presentation of team

Figure 5. Sprint 2 backlog

After each Sprint finished teams presented their tasks
with a presentation in MS PowerPoint. Each team had 5
minutes to tell us what they did and each member of the
team choose one Why question from the Sprint backlog
and answered it. Fig. 6 shows Arduino with servo and
temperature sensor.
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A. Experiences
Our research was held at the school year 2020/2021. In
our research we used microcontrollers Arduino for
teaching with the eduScrum method for 5 months in two
schools – one school was a grammar school and the
second one vocational school. In both schools, we taught
in the third-year class (18-19 years old) two hours per
week. The main aim of our research was to find out,
whether we can motivate students to study computer
science by using a real-object programming like the
microcontroller Arduino. The second also important aim
was to find out if the eduScrum method could be useful
for teaching computer science - microcontrollers. We used
the semi-structured questionnaire at the end of the
workshops for collecting data for our research. Measuring
motivation could be done with observation or simple
questionnaire after workshops. The questionnaire
contained 17 questions and was filled in by 36 students
(31 boys and 5 girls). Five students did not complete the
questionnaire. First, three-question was focused on
gender, student year, name of the school.
We asked students if they compare regular teaching
and eduScrum - what they prefer. Fig. 8 shows that
students prefer the eduScrum method.
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Figure 8. Questionnaire task Compare regular teaching and
eduScrum – what do you prefer?

Fig. 9 shows the answer to the question How much did
you like eduScrum. Answers show, that students like
eduScrum, but not to 100%

Figure 11. Big problem can be solved by breaking it down into
smaller problems

Fig. 12 shows that almost all students think that they
are team players, which is very important for the
eduScrum method.

Figure 9. How much did you like eduScrum?

The eduScrum is the focus on developing soft skills other questions were aimed at soft skills. Fig. 10 shows
answers to the question How would you rate your team
and cooperation.
Figure 12. Do you think you were a team player in your team?

Some questions were focused on working with
Arduino (Fig. 13), App Inventor or which teaching
method they prefer (Fig. 14).

Figure 10. How would you rate your team cooperation?

Fig. 11 shows that students think that eduScrum is
more creative than normal teaching methods.

Figure 13. How do you like Arduino?
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Figure 14. Would you like to continue learning eduScrum/ App
Inventor/ Arduino

V.

CONCLUSION

By this article, we wanted to point out if the eduScrum
method could be a suitable teaching method for teaching
computer science and if microcontrollers Arduino is a
motivational tool for students in secondary schools.
According to results from the questionnaire, students like
working with Arduino, and they prefer to use the
eduScrum method before classic teaching methods. We
will continue with our research with using the eduScrum
method in other schools and different computer science
teaching aids.
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Abstract - Since the early 1990s, open access (OA)
scholarly publishing has become widespread in the
international scientific community. Although there are
numerous benefits of OA publishing, researchers experience
a number of disadvantages related to the transition to the OA
model. Article processing charges (APCs) paid by
authors/institutions have become a key mechanism for
funding full OA (the gold OA model). This paper addresses
the issue of OA publication costs and attempts to find out
what financial resources have been used by researchers at the
University of Zagreb, Faculty of Electrical Engineering and
Computing for publishing in gold OA journals over the last
five years. The published OA articles indexed in the Web of
Science Core Collection for the period from 2016 to 2020
were analysed. A quantitative analysis of Journal Citation
Reports metrics for 163 journals was conducted to identify a
relationship between APCs and journal rankings. In
addition, a detailed study of gold OA articles was carried out
by examining the websites of 31 publishers and identifying
APCs for 64 journals. Funding and collaboration models
were extracted for 174 gold OA articles as they provide
insight into the extent of national funding in relation to
financing based on international collaboration. Finally, a
calculation of invested funds over the last five years is
presented.
Keywords - Open Access; gold open access model; scholarly
publishing; article processing charge (APC); University of
Zagreb, Faculty of Electrical Engineering and Computing
(FER)

I.

INTRODUCTION

Open Access (OA) is an Internet model for publishing
scholarly, peer-reviewed journals that has evolved since
the early 1990s [1]. As defined by Creative Commons,
open access papers are “digital, online, free of charge, and
free of most copyright and licensing restrictions [2]. Their
widespread distribution improves research and discovery
and may increase the impact of the published research
results. The main types of open access are gold and green.
Gold open access means that an author publishes an article
in an open access journal and its publisher is responsible
for making the content freely available immediately. In
contrast, green open access means that an author publishes
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an article in any journal and then self-archives a copy in an
open-access institutional or specialist online repository or
other website. Hybrid open access journals have a mixed
profile, publishing articles in both open and subscription
models. They allow authors to pay an article publication
charge and publish specific work as Gold open access
papers.
There are many benefits of OA, particularly in terms of
the wide and rapid dissemination of scholarly ideas and
discoveries in new research, teaching, and practice, as well
as boosting the knowledge economy. Therefore, OA has
been supported from the beginning by research funders,
universities, and national governments, which introduced
OA mandates and policies that require researchers to make
their findings publicly available [3].
The most serious threat to academic OA publishing are
predatory journals that publish articles for a fee without
performing a quality peer review process and editorial
work such as checks for plagiarism. According to an
analysis, predatory publishers collect millions of dollars in
publication fees that are ultimately paid out by research
funders [4]. As a warning to the academic community, an
international panel of scholars and publishers has agreed
in 2019 a definition on predatory publishing which says
that “Predatory journals and publishers are entities that
prioritize self-interest at the expense of scholarship and are
characterized by false or misleading information,
deviation from best editorial and publication practices, a
lack of transparency, and/or the use of aggressive and
indiscriminate solicitation practices.” [5]
Among other disadvantages of OA, article processing
charges (APCs) are most often highlighted. OA journals
provide articles to readers for free and there are no longer
charge subscription fees to readers or libraries. Therefore,
academic/research institutions and authors themselves
must cover the costs of publishing and distribution. The
financial "author-pays" model is used by many OA
journals that publish under the gold and hybrid models.
Publication prices are influenced by many factors, such as
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the reputation and impact of the journal, the disciplinary
publication market, available funding in a particular
research area, etc. [6]. A 2011 report showed that open
access publication fees were only paid with personal
funding in 12% of cases, with funders paying in 59% of
cases, and universities in 24% of cases [7].
Medical and health-related research fields are leading
the adoption of OA, followed by physics, mathematics,
and earth and space sciences. Chemistry and engineering
have the lowest adoption of OA, with the latter ranging
from 17.4% to 29%. One factor limiting the acceptance of
OA in these fields is that they are industry-oriented, which
is incompatible with the wide and open dissemination of
knowledge. However, authors in these two fields publish
most OA publications through the gold OA route [3].
In the fields of electronics and computer science, there
are two distinct publication patterns. Due to their roots in
basic science disciplines such as physics and mathematics
and their various application-oriented, research-intensive
subfields, researchers in these fields are more likely to
publish in internationally visible and highly ranked
journals. Authors have also embraced OA publishing, and
the number of OA journals is growing steadily, both in the
portfolios of major publishers and in the journals of
professional organizations. On the other hand, many of the
engineering publications are practice-oriented rather than
research-oriented and are published in local journals.
According to the analysis of Björk and Korkeamäki,
the share of OA journals in all Scopus indexed engineering
journals was 13.4%, while the share of OA in all indexed
articles was 10.4% [8].
In many engineering disciplines and computer science,
publishing in conference proceedings is almost as
important as publishing in journals [9][10]. Since the mid1990s, conferences and symposiums have become an
important publication venue for the dissemination of
research results and now occupy a relevant position. This
is also reflected in the publication programs of
professional societies such as IEEE [11].
Research in article processing charge (APC)-based
business models and their impact on open science is
mainly concerned with the impact of high prices on OA
publishing [12][13][14], the characteristics of APC
journals [6][15][14], and their quality [16]. The question
of what factors influence the level of APCs and their
increase [17] is also a frequent research topic, as is the
calculation of APCs in different disciplines and time
periods [18][19].
This paper addresses the issue of gold OA publication
costs and financial resources used by scholars at the
University of Zagreb, Faculty of Electrical Engineering
and Computing over the last five years (2016 – 2020).
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II. FACULTY OF ELECTRICAL ENGINEERING
AND COMPUTING (FER)
The Faculty of Electrical Engineering and Computing
(FER) at the University of Zagreb is the leading national
research and higher education institution. It offers highquality Bachelor's, Master's, and postgraduate programs
and attracts the best students in Croatia. In addition to
educating generations of highly qualified and versatile
engineers, FER makes a valuable contribution to the
development of the Croatian industry through numerous
projects. According to the European Commission data,
FER is at the top in Croatia when it comes to attracting EU
projects [20].
The Faculty has developed valuable international
collaborations with many research institutions around the
world and currently participates in about 250 projects, both
at the EU and national levels, funded by various grant
schemes. The number of international projects in the last
five years makes it one of the most internationally active
institutions in Croatia.
In terms of scientific output, scholars at FER are highly
productive, regularly publishing scientific papers in
prestigious journals and international conference
proceedings.
In a recent study [21] on scientific citation ranking with
about 160,000 of the world's most cited scientists in all
scientific disciplines, 2% of the most influential scientists
in the world for 2019 include 47 Croatian scientists, where
three of them come from FER.
III. METHODOLOGY
The study was based on data available in the Web of
Science Core Collection databases (WoSCC) and DOAJ
database, which provides extensive information on OA
journals, including APC costs for publishing in each
journal. WoS groups OA papers in the following
categories: DOAJ Gold, Other Gold, Bronze, Green, or
Gold in combination with one of the above categories. In
this respect, WoS Gold OA papers in this study refer only
to papers that were classified in WoSCC as DOAJ Gold or
Other Gold. All remaining categories are considered as
Other OA. The specific objectives were:
•

Whether and to what extent do national funders
participate in funding OA publications?

•

What is the average gold OA publishing cost per
article?

•

Is there a correlation between Journal Citation
Reports (JCR) quartile category and APCs?

Using the address field to search WoSCC, a total of
1,611 papers affiliated with FER were found for the period
2016-2020. These papers were filtered to include only
papers that were classified as articles or reviews. Papers
that had more than one classification (e.g., article;
proceedings paper) were not included in the study.
WoSCC data were exported in Excel form. The
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quantitative analysis was done using Excel’s statistical
functions. This produced our first dataset, which consisted
of 804 papers published in a total of 163 journals,
including open, closed and hybrid. A comparative analysis
of those journals was performed to determine the JCR
journal ranking category for each journal for the year 2019,
the most recent year for which data were available. For
journals that had multiple categories with different
quartiles, the best quartile was taken. After that, we filtered
only the gold OA papers for further analysis, which
resulted in a new dataset, consisting of 174 articles
published in a total of 64 journals (31 publishers). We
identified the APC cost for each journal from the DOAJ
database to detect a possible relationship between APCs
and journal rankings. Funding and collaboration models
were extracted for every gold OA article for which
WoSCC records provided data on funding resources.
Finally, we calculated the total funds invested over the last
five years, with a detailed analysis of the average price per
article published by the most represented publishers and
scientific fields.
IV. FINDINGS
There was a total of 804 papers of the article and
review types. 407 were published as open access (51%)
and 397 in closed access (49%). Out of 407 OA papers,
236 were authored exclusively by Croatian authors and
171 were authored by Croatian authors in co-authorship
with foreign scientists.
Further analysis of the OA papers revealed that 174 of
them (just over 40%) were published in gold OA,
accounting for about a fifth of all published papers (Figure
1.). Croatian authors published 136 papers (78%) of those
papers and 38 papers (22%) were published in coauthorship with foreign collaborators.

As expected, FER’s authors published mainly in the
journals in Engineering, Electrical & Electronic;
Computer
Science,
Information
Systems;
and
Telecommunications categories. Distribution was
generally similar for gold OA papers, though the journals
in the Engineering, Electrical and Electronic category
published twice the number of papers available in other
OA routes.
The main focus of the study was to analyse the funding
of OA publishing and how it relates to the quality of
scientific journals. The results showed that the total
amount of funds invested in gold OA publishing was EUR
205,940. The analysis showed that, out of 174 papers
published by the gold OA route, 54 had no stated source of
funding, while 120 were funded by grants, foundations,
institutions, or a combination of these. The amount of
funds invested for publishing papers with no stated
funding source was EUR 51,623, while for papers funded
by grants and foundations it was EUR 154,317.
The average APC cost for all gold OA published papers
was EUR 1,197 (Croatian journals EUR 335 and for
international journals EUR 1,351). The total amount paid
for papers written by Croatian authors was EUR 159,068
and for papers written in co-authorship with foreign
authors EUR 46,872. Regarding the source of funding, a
total of EUR 65,323 was paid from Croatian sources, EUR
46,093 from international sources, and EUR 42,901 from
combined Croatian and foreign sources (bilateral
agreements, cooperation projects, etc.).
To determine the relationship between the APC and
journal quality, all gold OA papers were categorised by
quartiles according to JCR data for the journals where they
were published. The results are presented in Table 1.
TABLE 1.

GOLD OA PAPERS BY JCR QUARTILES
Quartile
Q1
Q2
Q3
Q4
ESCI

Number of gold
OA papers
48
37
37
38
14

That was followed by the calculation of the average
APC cost for each quartile, which can be seen in Table 2.
TABLE 2.
Quartile
Figure 1

WOSCC indexed papers in the 2016-2020 period

Croatian journals published 26 of the gold OA papers
(15%) and 148 of them were published by the international
journals (85%). For this analysis, journals classified as
"Croatian journal" refer to journals whose publishers are
located in Croatia and journals classified as "international
journals" refer to journals whose publishers are located in
other countries, regardless of the characteristics of their
authors or editorial boards.
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Q1
Q2
Q3
Q4
ESCI

AVERAGE APC FOR GOLD OA PAPERS
Average APC cost
(EUR)
1,408
1,312
1,746
441
727
TOTAL

Total Cost
(EUR)
67,598
47,224
64,637
16,304
10,177
205,940

According to our analysis, the Q3 papers had the
highest average APC cost and Q4 the lowest.
To answer the question of whether there is a
relationship between gold OA papers and journal quality,
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we compared closed, other open, and gold OA papers by
looking at the ratio of Q1, Q2, Q3, and Q4 papers, i.e., how
many papers were published in each category (papers in
ESCI journals were filtered out for this analysis). In
general, authors at FER published the majority of their
papers in journals categorised by JCR as Q1. This is true
whether we consider the total number of all papers
published (49% were in Q1), closed papers (47% were in
Q1), or all types of open access papers (51% were in Q1).
In each of these cases, the ratio is roughly similar: Q1
papers are the most numerous, accounting for around 50%
of published papers, followed by Q2 papers, then Q3, and
finally Q4. However, if we look more closely at the
percentage of gold Q1 papers, we find that the ratio is
significantly different: only 30% of gold OA papers were
published in Q1 journals. The number of Q2, Q3, and Q4
papers was almost the same, with Q4 papers being the
second most common, even if by just one paper.

don’t have access to funds or don’t like paying to publish
on principle [23]. The results of a Springer Nature survey
on funding OA papers showed that lack of funding is the
greatest obstacle for OA publishing. The results confirmed
that authors are using a wide range of funding sources,
with APCs covered by research funders, institutions,
publisher agreements, and other sources (e.g. personal
funds) [24].
The results of our analysis show that gold OA papers
accounted for about a fifth of all published papers of FER
scholars. This is similar to the results of previous studies
[3][16]. Publishing by gold route suggests that high APC
prices are not the reason that discourages FER authors
from publishing in such outlets. Besides, gold OA
publishing has been funded mainly from national
resources. As the principal national funding agency
(Croatian Science Foundation) limits the costs allocated
for OA to EUR 2,000 per year (per project) [18], it can be
assumed that OA is funded through cooperation with
industry.
Nevertheless, the calculated average price per gold OA
article of EUR 1,197 may be seen as a financial problem
for those FER scholars who do not participate in any grantsupported research project.
It is worth noting that only 15% of the gold OA papers
were published in Croatian journals. Therefore, the
question arises whether this is due to a lack of Croatian
scientific journals in the field of electrical engineering and
computing, or whether Croatian journals in the field are
underrepresented in the WoS database. It should also be
further investigated how much do scholars at other
departments of the University of Zagreb and in other
scientific fields rely on national or foreign funding sources
for OA publication and whether there is a correlation
between the number of institutional research projects and
the number of OA publications.

Figure 2. Distribution of journal quartiles for (1) All papers, (2)
Closed papers, (3) All OA, and (4) gold OA.

V. CONCLUSION
OA publishing has many advantages, such as faster
dissemination of new knowledge and its greater impact. It
is nowadays strongly recommended and even mandated by
many institutions and funding bodies. For example, the
European Commission [22] mandates Open Access for all
scientific publications funded by EU programs.
On the other side, in a Taylor & Francis researcher
survey conducted in 2019, 40% of researchers said that
they would not submit their work to a fully open access
journal that charged for publication and published no
subscription content. The respondents said that they
wouldn’t submit to such a journal primarily because they
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An analysis of the distribution of closed, open and gold
OA papers in Q1 ranked journals shows that there is no
difference between OA and paywall journals (Figure 2).
However, an analysis of the JCR quartile ranking of
journals publishing gold OA papers shows a poorer
representation of the highest-ranked journals. As the
quality of gold OA journals is often debated in academia,
these data certainly suggest the need for further research
on this topic.
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Instagram as emotional and intellectual
motivation for understanding sections of printed
and digital magazines
Denis Vincek
Ante Kovačić elementary school, Zlatar, Croatia
denis.vincek7@gmail.com

Over 60 percent of work time of elementary school
librarians is assigned to direct educational work. The aim of
the previous Teaching plan and program for school
librarians and today’s inter-subject curriculum is for the
students to acquire IT, information and media literacy
skills. One of the examples of this is the creation of a school
magazine. The research conducted five years ago showed
that the students fail to completely grasp the term section.
This is why the author of this paper used the Instagram
social network to teach this term through the activities in
the school library, using a new teaching concept. The
students used descriptions and hashtags and were
emotionally and intellectually motivated to produce a
printed and digital school magazine with contentappropriate sections.
Keywords – section; Instagram; New Google Sites, article;
printed and digital school magazine; school library; school
librarian

I.

INTRODUCTION

The role of school libraries was defined for the first
time by the Teaching plan and program for elementary
schools from 2006 in which the Library information
education is mentioned for the first time. The need for
stimulating the necessity for written sources and other
types of library materials, developing reading skills and
habits and the fundamentals of informational literacy and
the information skills as a prerequisite for efficient
information retrieval are listed as the primary goals of the
modern schools and school library in this document. It
defines at least two units which are covered and
formalized throughout the elementary school education
[1].
School librarians have made use of the fact that media
education is not covered thoroughly enough by the
Teaching plan and program for Croatian language, as it
was reduced to a mere artistic perception of a particular
work of art. This allowed them to start their direct
teaching activities in the media domain.
The term Library Information and Media Education
was first mentioned at the 27th Summer School for School
Librarians in 2015, but was never formalized in a
document [2]. The comprehensive curricular reform and
the launch of the School for life program repealed the
Teaching plan and program from 2006, but the domain of
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school librarians was defined by the curricula of different
subjects, especially for topics shared by multiple subjects
[3].
The domain for school librarians still exists within
convergence with other subjects and implementation of
school, national, and international projects, workshops and
extracurricular activities.
The Annual plan and program for every school
stipulates the number of working hours every librarian
dedicates to each of the four segments of their work:
Educational activities (60%), library- and informationrelated activities, cultural and public activities, and
professional development.
II.

THEORETICAL OVERVIEW

A. School library and school newspaper
According to [1], the second-grade students should be
able to recognize and name children’s magazines (covers),
differentiate school magazines from daily newspaper and
magazines, be able to recognize the section and determine
whether its content is education or entertainment,
differentiate between newspapers with different
publication cycles (weekly, monthly) and acquire the habit
of reading children’s magazines.
The School for life project defined the educational
outcomes in the curriculum for Croatian language for
elementary schools and gymnasiums [4] according to
grades and organizational areas. Based on this document
and [3], school librarians continue to teach students and it
is expected that upon finishing the eighth grade a student
will be able to:
•

recognize and name children’s magazines
(covers),

•

differentiate between children’s magazines and
daily newspapers,

•

determine whether the content is educational,
informative or entertaining,

•

differentiate between magazines according to their
publication date,

•

acquire a habit of reading children’s magazines
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•

recognize the section,

•

caricatures,

•

recognize, differentiate and name all elements of
newspaper articles,

•

illustrations.

•

analyse the content of a newspaper,

•

•

photographs,

create a school magazine with the guidance of a
librarian.

•

caricatures,

•

illustrations.

Research conducted in 2015 among the fourth-grade
students of four elementary schools in the KrapinaZagorje county [5] showed that 75% participants have
read at least one children’s magazine, 70% of them are
able to tell apart informative articles from educational and
entertaining articles, and 75% of participants knew how to
recognize and name the parts of each article – main title,
name of author, signature under the photograph and the
main body of the text.
The conducted research has shown that students do not
know what sections are and so an additional survey
conducted among the librarians and homeroom teachers of
these fourth grades showed that the term section is not
covered in the second grade [5]. Three quarters of
participants commented that they find the concept difficult
for 8-year-olds and they usually skip it when covering the
unit.
Another parallel research was conducted at the same
schools and at the same time as the one with eighth-grade
students [5]. It showed that 90% of participants regularly
read at least one children’s magazine, while 50% read two
or more. All participants were able to determine whether
the content of the three presented articles was informative,
educational or entertaining.
Unlike the research conducted among the fourthgraders in which only the basic components of an article
were tested (main title, name of author, signature, and the
main body), this research showed the extent to which the
students are able to recognize and name all the elements
that an article can have.
The following textual elements were offered to the
students:
•

main text,

•

supertitle,

•

main title,

•

subtitle,

•

interheadline,

•

lead,

•

quote,

•

signature under the photograph,

•

name of author,

•

infographics,

•

text frame with or without a photograph.

The article also had the following visual elements:
•
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photographs,

The article also had the following visual elements:

It is clear that the aim was to see the extent to which
the eighth-grade students are able to recognize and name
all elements of an article, since they are exposed to them
from the second grade onwards.
The research has shown that the basic elements were
recognized and named by 75% of fourth-graders and
100% of eighth-graders. In terms of all textual and visual
elements of the article, 90% of eight-graders were able to
recognize and name all elements, which is not surprising
given the complexity of the task. In 10% of the cases, the
error was mainly confusing the lead with the subtitle.
However, this research also showed that only 10% of
eighth-graders are able to define what a section is, while
67% of them chose the correct definition when offered an
additional multiple-choice task with two incorrect and one
correct definition – “a type of common denominator for
multiple texts about a similar topic; sections help the
readers find the topic they are interested in as they are
always under the same name and in the same place and
they help the editors organize and divide journalists’
tasks” [6]. Only 47% of eight-graders were able to
correctly sort the offered article summaries into offered
sections. In terms of other page elements that are not a
part of the article (page numbers, name of journal,
number, month, year) – all participants provided the
correct answer for the given example.
One of the conclusions from this research was that the
students are not familiar enough with the term section.
B. Creating the school magazine as a factor in
understanding the elements of an article and a
journal page
Ten years ago, the author of this paper took over the
mentorship of the extracurricular group Zlatarske Iskrice,
the school magazine at the Ante Kovačić elementary
school in Zlatar. The magazine was started in the school
year 1957/58 but it was not until 2010/2011 that the
students were given a more proactive role in terms of
creating the content, suggesting the topics, taking
photographs and creating the entire magazine in the
school library all the way to a PDF file (design and
graphic layout) which is sent to the printing office. For the
first time, the main editor is a student and the articles are
no longer written by teachers and members of the school
staff (Fig. 1).
However, it became apparent in 2018 that the
members of Zlatarske Iskrice are still not completely
certain how to assign their content into appropriate
sections, as the main editor often asked the confirmation
from the mentor before suggesting and collecting and
articles for the magazine.
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This takes into consideration the hypothesis that
students should be more emotionally involved, since all
members of the group Zlatarske Iskrice had an Instagram
account. They were also expected to be intellectually
motivated as the New Google Sites has a simple design
which allows the students with IT fundamentals to
intuitively create and connect websites through it.
A. Instagram
In early 2010, US programmers and entrepreneurs
Kevin Systorm and Mike Krieger were working on a
project called Burbn, which soon started using
photographs as a means of communication. The investors
found it attractive and the iOS version of Instagram was
soon launched via App Store, which lead to the Android
version in 2012. After its launch, it was installed 1 million
times in less than 24 hours. It was taken over by Facebook
in 2012 and it has over 1 billion users at the time [10].

Figure 1.
School magazine of the Ante Kovačić elementary is an
example of a printed magazine with appropriate sectioning

III.

A NEW APPROACH TO TEACHING THE TERM
“SECTION”

In order to make a student media literate, according to
the definition of media literacy, the student must acquire
four competences. As of 2018, the author of the paper has
been using the four-leafed clover model described and
presented at the XXX Spring School of School Librarians
[7]. The model contains four components: access to the
media message, analysing, evaluating and thinking
critically about the message, and creating the message and
transmitting it via media. This last step is developed by
producing a school magazine. But, for a student to go
through all interiorization stages according to Bloom’s
revised taxonomy in the cognitive domain [8], the
precondition is to have complete knowledge,
understanding and application of the term section, as it is
vital for the ultimate step – creating the publication [8].
This is why the author of this paper rejected the
previous theoretical approaches and started applying a
more contemporary learning and teaching strategy,
emphasizing the emotional and intellectual motivation,
which were first mentioned as key factors in modern
teaching by Matijević and Radovanović [9].
In the extracurricular activities, the author uses social
networks such as Instagram and the New Google Sites, as
new digital tools which facilitate collaboration between
mentors and students, but also between students in the
group.
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Its interface is easily navigable and involves five icons
at the bottom of the screen (Fig. 2). By clicking on the
house-shaped icon, the users can look at the most recently
posted photographs of the accounts they follow and can
double-tap on them to like them, write a comment below,
or reply to a comment. The number of heart-shaped likes
shows how many people expressed their preference for a
particular photograph. The second left-most icon is the
search bar, which can be used to find different profiles,
posts and Instagram TV. The middle, plus-shaped icon is
used for taking and posting photographs and videos,
which can also be chosen from the phone gallery, often
provided with descriptions and hashtags. The fourth heartshaped icon shows the posts by accounts who had
previously liked the user’s posts, started following them or
sent them a follow request. The fifth, right-most icon leads
to user profile, where all posts, likes and comments are
shown. In addition to photographs, users can communicate
with each other through direct messages by clicking on the
icon in the top right corner of the main screen.
Instagram stories are shown at the top of the main
screen and this feature was added in 2016. The stories are
short videos and photographs which last for a few
seconds, showing the fragments of the user’s life. They
are deleted 24 hours after being posted and can be
enhanced by various effects. The stories, along with other
functions, are one of the main reasons behind their viral
popularity among the young people, according to [10].
B. New Google Sites
The beginning of the Google Sites platform can be
traced to JotSpot, which was taken over by Google in
2006. Classic Google Sites appeared in 2008 and allowed
the content to be posted for free, apart from the 10 USD
domain fee. As of May 21 2008, the service is completely
free and has been constantly upgraded to become the New
Google Sites in June 2016 [11].
Its biggest advantage is the fact that it is a free service,
whose only requirement is a Google account (e.g. Gmail).
It allows the user to create a limitless number of websites
on every location. It provides over 17 GB of storage
space, along with the options for connecting with other
Google products (Analytics, Documents, Drive,

813

YouTube). The service allows the user to collaborate with
others (as viewers or editors) and is becoming more and
more attractive to the Google search engine. Until
recently, a website was supposed to have at least 10,000
views to be shown in the Google search engine, while this
number has been reduced to 3,000 views in recent times.
The interface is simple and ideal for beginners, but also
allows the more advanced users to create a more attractive
website. It is characterized by simple and intuitive
navigation, guiding both the creator and the user. This
webpage hierarchy allows for a clearer structure, with
pages and subpages which correlate with sections and
subsections. Internal and external hyperlinks and footers
can be easily embedded and the content is easily readable
on all devices. The attractivity is enhanced by the parallax
effect, which causes the background element to move
slower than the foreground, thus creating the impression
of depth used to highlight objects in longer websites. A
user can quickly build and design a website with several
webpages, embed and shape content (text, photographs,
YouTube, folders…), add pages and subpages, name and
connect them, and make a website more attractive using
pre-made designer templates, themes with created
headings and sections, add a map with the desired location
and, finally, post and share the website (authorisation)
with others. Some of the most recently added functions
include adding content, condensing text to save space,
history of website versions, posting banners to highlight
something, the Family link application to improve safety,
templates, rotating photograph menus and button and
divider used to make every website more easily viewable
and more attractive.

Since Instagram is a social network which makes use
of photographs with hashtags and descriptions, every pair
had to create at least three different photographs about
three different situations throughout the day. They had to
use appropriate descriptions and hashtags and post the
photographs on the joint user account (Fig. 2).
During the following meeting, all photographs,
descriptions and hashtags were analysed and the students
acquired the expected section-related learning outcomes
up to the highest level according to [8].
Not only did the students acquire the term section,
they successfully created an Instagram magazine with
twelve sections filled with appropriated sections from
their field trip in Zagreb. The sections of this digital
magazine were filled with appropriate content and to the
extent appropriate for the medium in which it was created.

C. Cooperative and guided learning in two steps
A one-day field trip to Zagreb was organized for the
members of the group Zlatarske Iskrice. The students were
divided into pairs and an Instagram account was created
for them for the purpose of achieving the planned outcome
under the heading of “Rubrika_drukčije” (engl.
Section_Different) which every pair had access to.
All the students passed through the same locations but
every pair was randomly assigned to cover different areas.
These included:
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•

city,

•

culture,

•

current events,

•

entertainment.

•

fashion,

•

food,

•

politics,

•

religion,

•

sports,

•

theatre,

•

traffic,

•

and weather.

Figure 2.
One of the results of the first step in the new approach to
teaching the term section: a screenshot from an Instagram post of
students from the group Zlatarske Iskrice who were supposed to take an
appropriate photograph for the section City and post it with the
appropriate description and hashtag. The five navigation icons are
shown in the bottom of the screen
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During the second stage, which took place in spring
2020, the students had to apply the acquired skills. It was
decided that the students would create a digital version of
their school magazine via the New Google Sites platform.
This was done in parallel with the printed edition, after 60
years of having a print-only magazine.
This was a “triple trouble” kind of challenge, as the
students first had to undergo education to use this
platform, which was done by the author of this paper and
the mentor of the group Zlatarske Iskrice. Up until that
point, no elementary school in the Krapina-Zagorje
county, or in Croatia for that matter, had a digital version
of their school magazine. This was also the first magazine
on this particular platform for Croatian schools in general,
as some high school magazines were done using the
WordPress platform.
Considering the collaborative potential of the New
Google Sites, the students created the website called
Zlatarske Iskrice Online at the internet address
https://sites.google.com/view-/zlatarske-iskrice-online
(Fig. 3.), which contained numerous other websites as its
sections and subsections [12].
They used the textual and visual elements that had
already been collected and prepared for the printed version
of the magazine and added another section to keep up with
the daily news: “Sve o koroni” (engl. All Things CoronaRelated). The digital magazine contains the following
sections: Highlights, Topic of the Issue, They are the Best,
Our School’s Heroes, Interesting, Reports, Good to Know,
Person of the Issue, Well-known yet Approachable,
Unknown yet Approachable, Cultural Critique, Fashion
Advice and Hairstyles, Iva’s Q&A, Horoscope, Our Eightgraders, Us and the Media, School Time Machine,
Giveaway, and All Things Corona-Related. The students
filled all the sections with appropriate textual and visual
elements with the combination of blank spaces to create a
visually appealing school magazine, which won the first
prize at the Jutarnji list competition for the best school
newspaper in Croatia in July 2020 [13]. All the mentioned
sections, apart from the section All Thins Corona-Related,
are also a part of the printed edition of Zlatarske Iskrice.
IV.

METHODOLOGY

The following initial hypothesis was used in this
research:
•

Using the Instagram social network helps students
understand how to section digital and printed school
magazines.

The goal was to test this hypothesis on a larger sample
and in similar conditions, as was done when introducing
the concept about sections with the members of the
extracurricular group Zlatarske Iskrice. However, due to
epidemiologic measures which were in force throughout
the beginning of the school year 2020/21, it was decided
to test this hypothesis only among the eighth-grade
students at the Ante Kovačić elementary school in Zlatar.
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Figure 3. The results of the second step in the new approach to
teaching the term section: digital school magazine Zlatarske Iskrice with
19 sections filled with appropriate textual and visual content created by
the students in spring 2020 using the New Google Sited platform.

Since the entire population consists of 53 students, it
was decided to conduct this research on the entire
population.
Google Forms app was used to administer the survey
because of its simplicity for designing questionnaires,
distribution and data processing and analysis. The
participants only need internet access to fill out a survey
using any gadget, while the creator of the survey only
needs to have a Google account.
The survey contained three closed-class questions and
one open question. The survey was anonymous and the
estimated amount of time for completing it was 10
minutes. The survey was conducted in late September
2020 during IT classes and the questionnaire was
completed by all students from the analysed population.
Before conducting this research, the described two
steps in teaching which were covered with the
extracurricular group were also covered with the entire
population.
Due to epidemiological measures and a larger group of
students involved, the research conducted with the eighthgraders differed from pre-research activity with the
extracurricular group. Since the trip to Zagreb was
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impossible, the students used the same sections (city,
culture, current events, entertainment, fashion, food,
politics, religion, sports, theatre, traffic, and weather) to
describe their home town of Zlatar, instead of Zagreb.
They also used the New Google Sites platform to create a
digital class newspaper instead of a digital school
magazine.
V.

RESULTS AND DISCUSSION

In the open-choice question, the participants were
supposed to define section and about 60% of them did so
correctly.
In the following question, all participants chose the
correct definition of section between one correct and two
incorrect options (according to [6]). It should be noted that
students could not return to the first question after
answering the second.
As much as 90% of participants correctly sorted the
text summaries into given sections. This was a closedclass questions with multiple-choice answers.
In the last question, the students were supposed to
state the platform which was the biggest help to
understand the concept of section through emotional and
intellectual motivation. A total of 40 participants (75.5%)
chose Instagram, 7 (13.2%) chose New Google Sites and 6
participants (11.3%) chose both platforms (Fig 4.).

percentage of correct answers increased with the
application of the new teaching approach from 47 to 90
percent. This clearly shows that the suggested teaching
concept yields better results, i.e. that a higher percentage
of students acquires the expected learning outcomes
The research has confirmed the hypothesis that using
the Instagram social network helps students to better
understand sectioning of digital and printed school
magazines, considering the fact that 86.8 percent of
participants highlighted this social network as an
important factor of emotional and intellectual motivation
in learning and teaching in comparison to the New Google
Sites platform.
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Abstract - The aim of the research refers to the frequency
of experiencing some form of electronic violence and
mechanisms for protecting pupils on the Internet. Using a
random sampling method, 744 subjects aged 11 to 18 years
were examined. The sample in the research is designed to
include upper elementary school pupils and secondary school
pupils like vocational schools and gymnasiums on the
territory of the Republic of Serbia. The research is conducted
through an online questionnaire „Safe Internet usage among
pupils“ created for the purposes of the research, as well as the
standardized The School Refusal Assessment Scale-Revised
(SRAS-R) questionnaire developed by Christopher Kearney
and Wendy Silverman. It is a psychological assessment tool
designed to evaluate school refusal disorder symptoms in
pupils and identify their reasons for avoiding school. It was
found that there is a statistically significant correlation
between cyber bullying and students' Internet usage habits
with feelings about school and parental control of pupils. The
results of this research give us an insight into the real state of
the presence of violence on the Internet among pupils, as the
connection of violence with other aspects of life.
Keywords: internet usage, pupils, digital safety, school,
violence, parental control, prevention

I.

INTRODUCTION

The Internet is an important source of information and
communication, as well as an integral part of the social
environment of people, especially pupils. In order to use
the Internet properly, pupils must be comprehensively
informed about all the advantages and disadvantages of
using the Internet. Likewise, teachers and parents need to
complement existing youth work by informing pupils. In
addition to its role in informing pupils, supporting young
people to find the right information and making their own
decisions, informing children through parents and teachers
at school fully enables them to increase the benefits of
using the Internet and reduce possible risks. They
sometimes use the Internet as a substitute for their real life,
so they have problems with socialization and normal
functioning in their real life. This world of electronic
opinion is the so-called e-world of hate, which is being
used by almost all social groups, regardless of age, level of
education, gender or place of residence. Hate appears in
every field of life; it is present not only on gossip websites
but also in politics [1]. The paper observes the frequency
of experiencing some form of electronic violence and
mechanisms for protecting pupils on the Internet. The
essence of this research is aimed at examining the
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relationship between the influence of parental control,
when using the Internet, on information and protection of
children from violence on the Internet. The obtained
results will aim to show us the real effects that the use of
the Internet has on the safety of pupils in primary and
secondary schools.

II. THEORETICAL BACKGROUND
The Internet is a developing medium that is constantly
presenting new functionalities. Children's use of the
Internet is constantly changing. This requires caution
regarding risky behavior on the Internet and safe use of the
Internet [2]. ‘Utilization of information and
communication technologies raises questions from the
aspect of socialization and its impact on children
development which is still not explored enough’ [3][4].
’The current generation of young children is the first who
has not experienced a world without ICT. That is why they
are called “network generation’ [3][5]. This generation can
not only be called "living children" but also ‘children at
risk’. Upbringing is a complex phenomenon. It can be
observed from multiple aspects such as individual, social,
familiar or scholastic influences. Even though family,
particularly parents, make the foundation of influences on
upbringing of children, school also plays a very important
part in it. “21st century leads to new challenges and
demands from such perspective’[3][5]. ‘Parenting is a
complex activity that includes many specific behaviors
which act individually and together to influence the child's
outcomes [6]’. Their ‘material role’ is to buy computers
and provide access to the Internet. Children often develop
better understanding and acquire better skills than their
parents. Children often influence the purchase of
hardware, and the hardware is installed out of sight of the
parents... Parents should talk to their children about using
the Internet. They need to check the children who access
the network [6]. ’Parental control is reflected in the level
of leadership, stopping certain Internet-related behavior
and/or making rules’ [6]. Parents should be supportive of
their children [6][7][8]. Parents are responsible for the
behavior of children while using the computer or the
Internet [3] [9].
A. Internet and new technology addictions
The phenomenon of Internet addiction is described by
various terms such as obsessive-compulsive disorder,
problematic, pathological use of the Internet, etc.
Accelerated technological progress conditions the constant
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development of the Internet and its functions. Although
Internet addiction is an impulsive tendency to use the
Internet, accompanied by loss of control, preoccupation
and continuous use regardless of the consequences of
behavioral disorders, Internet abuse is a milder form in
which a person can control his behavior and limit and
regulate use [10]. The term pathological use of the Internet
is more widespread than Internet addiction and may
include phenomenon such as cyber persecution, identity
theft and others. The question is what is meant by
excessive use of the Internet, because the fact that someone
‘physically spends a certain number of hours on the
Internet’ does not automatically mean that it leaves
consequences for the user [10].
Internet usage becomes pathological when it lasts for
too long. Other non-specific symptoms of addiction to new
technology may include changes in the rhythm of
wakefulness and sleep, chronic fatigue, decreased immune
system efficiency, abnormal appetite, poor care,
headaches, visual problems, back pain and carpal tunnel
syndrome due to prolonged mouse use [10].
Users can get addicted to certain applications or
functions of the Internet, such as online shopping, online
gambling, cyber-sex and pornography, to the extent that
they are classified as certain types of addictions where
their pathology is not conditioned by the Internet. The
general type of addiction involves a person who is addicted
to the Internet, overuses it, engages in various online
activities and has an unstoppable need to continue to do so,
is much less common among users [10]. Internet addiction
in adolescents could disrupt their achievement of
psychosocial developmental tasks. ‘It is necessary to
investigate the clinical characteristics of Internet addiction
in adolescents in order to create a basis for preventive and
intervention strategies‘[11].
B. Violence
Traditional definitions define the physical actions as
intent to cause harm. Historically, the term violence has
been used only for physical acts and to this day the
meaning has been extended to psychological and sexual
assaults. There is a definition of violence in the narrower
and broader sense. Violence in the narrow sense defines
physical violence. On the other hand, physical violence is
a rude and painful act directed against physical integrity of
people. In a broader sense, violence can take the form of
psychological violence that is felt indirectly and has
physical and mental effect [12].
‘Group members are now more easily accessible to
each other via email, SMS / text messaging, mobile apps
and social media’ [13]. Dissemination of information
among members is facilitated by technology. Private
channels (e.g. email, bulletin boards, and websites)
provide ongoing feedback through which group norms,
identities, and beliefs can be disseminated and
strengthened. This was followed by increased oversight
and disciplinary processes among group members.
Technology increases individual exposure to calls within a
group or norms conducive to violence and increases
mobilization efforts to act on those norms. Such processes
extend beyond the boundaries of the group. Just as
supportive or coercive communication occurs among
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media within groups, violent competencies can be
projected online as well. Facebook posts and photos are
‘liked’ and ‘shared’, tweets are ‘retweeted’ on Twitter,
videos on YouTube are ‘embedded’, and hashtags on these
websites are present and easy to spread. ‘As on the street,
rumors and gossip can spread through the Internet, and
network antagonism can easily translate into interpersonal
violence on the street, especially if the victims are spatially
close to each other. The Internet can also complement
violent incidents that have occurred on the street, allowing
victims and perpetrators to continue arguing’ [13]. Online
ridicule can provoke future violence [13].
C. Advantages and disadvantages of using the
Internet
The Internet usage can have both good and bad effects
on the well-being of adolescents due to the multitude of
activities that can be undertaken online. Internet provides
an opportunity to develop the skills needed for a modern
workplace, as well as new opportunities for selfexpression, communication, and access to information.
[14]. ‘However, it opposes this’ dystopian perspective in
which online time’ squeezes out ‘other useful activities
such as reading, playing sports and face-to-face
interactions with friends and family, as well as exposing
children to potentially inaccurate and harmful content and
sexual and commercial exploitation….’ [15]. The Internet
has made it possible to play on digital social networks,
which are in use among pupils today. It also makes it easier
to access entertainment on demand through websites with
traditional media such as Internet TV, as well as through
specialized websites such as YouTube and music
streaming applications such as Spottily these activities
enable pupils to develop creativity and social skills, as well
as opportunities for stimulation and relaxation. There are
also negative effects such as addiction, commercial
exploitation and increased chances of being exposed to
inappropriate content. Evidence is emerging that new
activities such as playing games and streaming fun are
reducing time spent on school assignments [14][15]. ‘The
Internet provides more access to information’ [8]. ’This
can contribute to the social and educational development
of children, but spreading inaccurate content and
inappropriate violent content on the Internet can harm
children. There are suggestions that huge exposure to
information can affect concentration and reduce the range
of attention [15]. Many people think that the Internet is a
place where privacy exists. There is no law on the Internet,
because it does not have a governing body, a corporation
that owns its rights and a board of directors that makes
decisions about the future of the Internet. People from all
over the world are shifting its content, direction and focus
[15]. ‘The Internet accepts any ideas, any thoughts and any
interests’ [16]. The Internet has a light and a dark side.
People specifically sought to understand hacking,
computer security, and corporate and industrial crime.
People often minimize the importance and impact of
interpersonal violence and crime on the Internet, because
it is not physical, and people who sit in front of their
computers are considered safe because they sit at home.
Violence and crime on the Internet can often lead to
violence and crime in the real world. Interpersonal
violence and crime on the Internet can lead to data,
property and financial losses, social, professional and
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organizational damage, and serious emotional distress.
There are certain types of interpersonal crimes, such as
cyber persecution, identity theft and child pornography,
religious cults and hate groups. There are other forms of
cyber-crime and violence, such as cyber terrorism and
cyber wars. For example, a rather strong law has been
passed dealing with cyber-persecution, child pornography
and fraud, and laws relating to other types of interpersonal
crime on the Internet are basically non-existent or
seriously lacking. There are a lot of crimes on the internet.
The annual catch of cybercrime is estimated at over 100
billion dollars. Specifically, in 2004, the revenue from
cybercrime amounted to 105 billion dollars. It is claimed
that the Internet, in addition to being very profitable,
influenced criminal activities in several ways. The Internet
enables new forms of unlimited harmful activities. In order
to effectively prevent violence, it is important to develop
specific policies that can be adopted and applied on a daily
basis. Since the Internet is basically an entire virtual
universe and owned by no one, it is not easy to determine
who should be responsible for policy development. Due to
issues of jurisdiction, training and management, it is
difficult to know exactly how to apply policies and
procedures, even if they exist. It is extremely important
that individuals, parents, teachers, professionals,
businesses, Internet service providers and law enforcement
personnel try to develop and implement such policies and
protocol [16].
D. Prevention and intervention
It is desirable to educate people about what different
types of violence look like. For example, people need to
understand the phenomenon of covert threats, they need to
be able to detect and identify violence so that appropriate
interventions can be taken quickly to stop violent behavior
before it escalates into something more serious. On the
Internet, technological tools to prevent violence can
include firewalls, encrypted e-mail, e-mail filters, and
intrusion and anomaly detection systems [16]. Individuals
must develop the skills to escape and avoid violence, and
then allow themselves to respond appropriately based on
the situation. ‘Organizations that provide services on the
Internet or try to protect the Internet from violence should
also develop strategic responses in case of detection of
violence. It is important that different organizations try to
foster an atmosphere of coordination and cooperation in
order to consistently implement the consequences of
violent behavior [16]’.
III.

RESEARCH METHODOLOGY

Research subject and problem
The availability and use of smartphones and tablets among
teenagers has drastically increased in the last two to three
years, as has their connection to the Internet via mobile
phones. The authors examined whether habits when using
the Internet (frequency of time spent on the Internet,
visiting social networks, forums, writing blogs) have an
impact on awareness and knowledge of terms related to
violence on the Internet. Also, the research subject is the
influence of Internet violence on the attitude of children
towards school. A special part of the research is to examine
the impact of parental control when using the Internet, on
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information that children get and their protection from
violence on the Internet.
Research hypotheses
The main hypothesis of the research is:
Hypothesis 0 (H0): There are statistically significant
relations between certain dimensions/items SB - Cyber
bullying and INT –Pupils’ habits when using the Internet
with certain dimensions/items SK - Feelings about school
and ROD - parental control of pupils.
Auxiliary hypotheses:
Hypothesis 1(H1): There are statistically significant
correlations between individual dimensions/items SB Cyber bullying with individual dimensions/items SK Feelings about school and ROD - parental control of
pupils.
Hypothesis 2(H2): There are statistically significant
correlations between individual dimensions/items INT Pupils’ habits when using the Internet with individual
dimensions/items SK - Feelings about school and ROD parental control of pupils.
Method
Survey Instruments (Measures)
For the purposes of this research, Kaurovic et al. (2019)
used four questionnaires that were combined into one
questionnaire "Safe use of the Internet among students",
which gives a global score of 51 items. The survey was
designed in accordance with similar research in this
domain [17][18][19][20].
The first questionnaires ‘The School Refusal
Assessment Scale-Revised (SRAS-R)’, developed by
Christopher Kearney and Wendy Silverman (1993). It is a
psychological assessment tool designed to evaluate school
refusal disorder symptoms in children and identify their
reasons for avoiding school. This self-report inventory,
which is also available in parent response form, consists of
24 questions/items that measure the frequency with which
a child experiences emotions and behaviors related to
school attendance, classified into four dimensions: fear,
companionship, avoidance, and relationships with friends.
Respondents are asked to answer each of the 24 items on a
Likers scale of 0 (‘never’) to 6 (‘always’) [17].
The remaining three questionnaires/dimensions were
designed through logical and creative analysis of existing
credible items in the researched [18][19][20]. The
‘Parental Control’ questionnaire, which is presented
through one dimension of ROD, which consists of seven
items, which are at interval level and are ranked on the
Likers scale of 1 to 5. The questionnaire ‘Habits when
using the Internet’ contains a total of 11 items and consists
of two dimensions: Internet (Categorical variable) and
Purpose of the Internet (Interval variable / Likers scale 15 used). The ‘Cyber Bullying’ questionnaire is presented
through one dimension consisting of three items, which are
presented categorically.
Data and processing collection and Sample
In this study, N = 744 subjects were examined by the
method of random sampling. The sample in the research is
designed to include upper elementary school pupils and
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secondary school pupils like vocational schools
(Mechanical School, Technical School, School of
Economics, School of Food Chemistry, School of
Agriculture) and Gymnasiums. Respondents are aged 11
to 18 years. The research was conducted in Republic of
Serbia, in the first half of 2019 through an anonymous
online questionnaire created for the purposes of this
research. IBM SPSS Statistics 21 software package was
used to process all collected data. The statistical method
used for data processing is correlation analysis.
Correlation analysis was applied to determine the direction
and strength of the correlation of variables / dimensions
used in the study. In this way, all the dimensions found in
this research were analyzed. In addition to statistical
methods, the following methods were used: analyticalsynthetic method, comparative method and content
analysis method.
Data on the sample of respondents were presented through
the first two items, through gender and age of respondents.
It can be concluded that the sample consisted of more male
subjects, but the difference of 16 subjects is in favor of the
fact that the sample is uniform according to gender. Based
on the general division of pupils attending higher grades of
primary school and high school pupils, it can be concluded
that the sample of pupils from the first group is larger and
consists of 656 respondents, while the sample from the
second group of pupils consists of 88 respondents. When
the first group of respondents is observed, the most
represented age is 12 years, while the least represented age
is 11 years. When the second group of respondents is
observed, the most obsessed age is 15 years, while the least
obsessed age is 16 years. The average age of all
respondents is 13 years.
IV.

EMPIRICAL RESEARCH RESULTS

The results of the correlation analysis between
dimensions/items SB - Cyber bullying and INT - Pupils’
habits when using the Internet with dimensions/items SKFeelings about school and ROD parental control of
students are given in Table 1. The results refer to the total
sample N = 744 respondents. Pearson's correlation was
used. In Table 1, statistically significant correlations were
indicated: * p <0.05; ** p <0.01.
Overview of correlation analysis of individual
dimensions/items SB - Cyber bullying and INT - Pupils’
habits when using the Internet with individual
dimensions/items SK- Feelings about school and ROD
parental control of students is shown in Table 1.
Table 1. Overview of correlation analysis of observed
dimensions/items
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SB1

SB2

SB3

INT1

INT2

SK1

0,053

,113**

-,079*

-,152**

,192**

SK2

,076*

0,044

-0,027

-,216**

,214**

SK3

0,036

0,054

-,098**

-0,059

,112**

SK4

**

0,037

-0,058

-0,043

,134**

,111

ROD
ROD1

0,009
0,06

-,111**

0,068

,252**

,104**

**

0,055

-0,04

,168**

**

0,069

-,105

ROD2

-0,045

-0,06

0,011

,326

ROD3

-0,023

-,130**

,120**

,179**

0,054

ROD4

-0,021

-,113**

,086*

,248**

0,027

0,033

,169

**

,113**

**

0,053
0,042

ROD5

-0,004

-0,054

ROD6

0,06

-0,032

0,022

,185

ROD7

0,025

-0,052

-0,002

,125**

V.

DISCUSSION

Discussion of the correlation analysis results
Correlations between SB - Cyber bullying with SK Feelings about school and ROD - parental control of
students (Testing Hypothesis H1)
Correlation analysis between individual dimensions /
items SB - Cyber bullying with individual dimensions /
items SK - Feelings about school and ROD - parental
control of students (Table 1) shows that there are both
negative and positive statistically significant correlations
between the observed dimensions. Observed according to
the dimension SB - Cyber bullying, which consists of three
items, the following statistically significant correlations
are noted:
Item SB1 - Knowing: is positively connected with the
SK dimension - Feelings about school through two items:
with SK2 - socializing and with item SK4 - relationship
with friends.
Item SB2 - Experienced: it is connected with the
dimension SK - Feelings about school, through only one
item SK1 – fear, positively and very strongly. With the
dimension ROD - Parental Control, it is connected
strongly negatively, as well as with three items of that
dimension: ROD1 warning, ROD3 interest, ROD4 rules.
Item SB3 - Reported: is negatively related to the SK Feelings about school dimension, through two items: SK1
fear and SK3 - avoidance. With the dimension ROD Parental Control it is positively related through two items:
ROD3 - interest and ROD4 - rules.
Based on the analyzed correlation analysis of the
dimension SB - Cyber bullying with certain dimensions /
items SK - Feelings about school and ROD - parental
control of pupils, it can be concluded that Hypothesis 1
(H1) was confirmed: ‘There are statistically significant
correlations between individual dimensions/items SB Cyber bullying with certain dimensions/items SK Feelings about school and ROD - parental control of pupils
‘.
Correlations between INT - Pupils’ habits when
using the Internet with SK - Feelings about school and
ROD - parental control of students (Testing Hypothesis
H2)
Correlation analysis between individual dimensions /
items INT - Pupils’ habits when using the Internet with
individual dimensions / items SK - Feelings about school
and ROD - parental control of students (Table 1) shows
that there are also negative and positive statistically
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significant correlations between the observed dimensions.
Observed according to the dimension INT - Pupils’ habits
when using the Internet, which consists of two dimensions,
the following statistically significant correlations are
noted:
Dimension INT1 - Internet: it is very negatively
connected with the dimension SK - Feelings about school,
through two items: SK1 - fear and SK2 - socializing. On
the other hand, it is positively connected with the
dimension ROD - Parental Control, as well as with all
items of that dimension: ROD1 - Warning, ROD2 Restriction, ROD3 - Interest, ROD4 - Rules, ROD5 Talking, ROD6 - Consequences, ROD7 - Filters.
Dimension INT2 - Purpose of the Internet: it is very
positively connected with the dimension SK - Feelings
about school, through four items: SK1 - fear, SK2 socializing, SK3 - avoidance, SK4 - relationship with
friends. It is also positively related to the dimension ROD
- Parental Control, as well as to two items of that
dimension: ROD1 - warning and ROD5 - talking.
Based on the analyzed correlation analysis of the
dimension INT - Pupils’ habits when using the Internet,
with certain dimensions / items SK - Feelings about school
and ROD - Parental control of students, it can be concluded
that Hypothesis 2 (H2) was confirmed: ‘There are
statistically significant correlations between certain
dimensions / item INT - Pupils’ habits when using the
Internet, with certain dimensions / item SK - Feelings
about school and ROD - parental control of students’.
The existence of negative and positive statistical
correlation between the observed dimensions, and
especially items SB3 and SK1 and SK3, is in line with
previous research on this topic. Research Baić at all,
(2017) shows that half of elementary school students were
victims of cyber violence, while one in four of students in
elementary school has exercised cyber violence [21].
Cyber violence among children peers’ parts essential
features of the traditional forms of bullying, including
aggressive behavior, existence of intention to hurt another
person, imbalance of power between participants and
repetitiveness [22]. However, unlike traditional violence
where the perpetrator is visible, most often known to the
victim, and its advantage is reflected in the physical
strength that can be surpassed, in cyber violence there is
an imbalance of power between the perpetrator and the
victim. In the cyber world, there is a feeling of superiority
of the attacker over the victim, where the attack can be
carried out anonymously and that many victims will never
be able to find out the identity of the attacker. Also, there
is an unlimited ‘audience’ in front of which the victim can
be exposed to humiliation, insults and other forms of
abuse. This increases the shame and fear of public
humiliation of the victim. In a large number of cases, the
overture to physical abuse is actually benign electronic
communication via social networks that grows into
manipulation that children are not even aware of. It is for
these reasons that students ignore, fail to recognize, or
don’t mention cyberbullying, and do not see a solution in
reporting violence, making Internet violence a growing
social threat [23]. The youngest population should have
been taught from the earliest childhood, as evidenced by
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the fact that, for example, the British government has
launched an initiative that should enable all primary and
secondary school pupils to acquire basic and advanced
knowledge related to cyber security [24].
The previous discussion explained the statistically
significant correlations between certain dimensions / items
SB - Cyber bullying and INT - Pupils’ habits when using
the Internet with certain dimensions / items SK - Feelings
about school and ROD - parental control of pupils. These
correlations are in some cases positive and in some cases
negative, but there is certainly a statistically significant
correlation between these items and dimensions. Based on
the presented results and the discussion of the research and
the confirmation of both auxiliary hypotheses, the main is
confirmed too: Hypothesis 0 (H0): There are statistically
significant relations between certain dimensions/ items SB
- Cyber bullying and INT – Pupils’ habits when using the
Internet with certain dimensions/items SK - Feelings about
school and ROD - parental control of pupils.
VI.

CONCLUSION

Today's age is characterized by the permeation of the
Internet in all spheres of life, including the sphere of
children's lives. The presence of the Internet in the lives of
pupils brings with it both positive and negative outcomes.
Positive outcomes such as socialization, easier
communication and more accessible education through
information are clear, but those negative consequences are
the subject of many researches and doubts. Based on a
review of the literature and based on the conducted
research, it is concluded that the frequency of time spent
on the Internet has an impact on awareness and knowledge
of terms related to violence on the Internet. The impact of
violence on the Internet on children's attitudes towards
school is characterized by a negative connection. A special
part of the research was related to examining the impact of
parental control, when using the Internet, on information
and protection of children from violence on the Internet.
The results showed that parental control is positively
related to the reporting of violence on the Internet by
students, as well as to the use of the Internet.
The role of the education system in combating
electronic peer violence is to provide jurisdiction and
competencies to teachers for prevention, detection of all
forms of violence against and among students, but also to
establish mechanisms for reporting and monitoring, in
cooperation with police and relevant social services.
Certainly, a necessary element is giving support to the
harassed pupil and support to the family by the school
through the activities of the pedagogical and psychological
office.
In the future, it would be interesting to examine what
further affects the safety of children on the Internet. We
should also repeat this research and compare the results. It
would also be important to examine the pupils of the lower
grades of primary schools, because the presence of the
Internet is increasing among children. In addition to the
pupils themselves, it would be good to interview the
parents so that they would give their opinion and
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suggestions regarding the prevention of internet violence.
The sample of respondents should be extended to countries
in the region (Western Balkans) in the future.
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Abstract - Knowledge transfer, explicit, as well as tacit, can be
singled out as a key and crucial determinant of the modern
knowledge economy. In global business organizations,
success depends on quality, and often, rapid knowledge
transfer. People who are often engaged, usually without
official responsibility, bring great value through their
engagement in such activities and can be determined as
transformational team members. Various organizations
ranging from academic, medical, corporate to the military,
benefit from team members who can recognize the need for a
change and instigate the process of acquiring new knowledge
and its incorporation into everyday functioning within the
team. In this article, the scope of the real situation within
various organizations is presented, through demonstration of
the actual status of transformational team members, the
structure that surrounds them, and the level on which their
role is structured, defined, and institutionalized within the
organization. Many organizations recognize the need for
transformational team members but at the same time, they
fail to recognize and structuralize the institution of
transformational team members, their activities and provide
an environment in which they can strive.
Keywords – knowledge transfer, transformational team
member,
transformational
team,
transformation,
implementation

I.

INTRODUCTION

In the modern knowledge economy, knowledge transfer
is a crucial determinant of success. That transfer of
knowledge explicit, as well as tacit, must be high quality
and fast in business organizations that want to survive in
the global environment.
Engaged team members, often without official
responsibility, bring great value through their efforts in
such activities and can be detected as transformational
team members. Therefore, transformational team members
transfer the knowledge and improve not only professional
skills but also the “life skills” of team members, without
assuming a team leadership position [1].
Often, internal transfer of knowledge is being done
through mentorship, conducted by senior team members,
and a learning process performed by juniors. The
educational system provides the basic knowledge and some
level of expertise needed to perform a certain job or duty,
but rarely is someone with an academic degree of any kind
completely ready to perform independently in the working
place, whether in a team or solo. A significant time must be
devoted to the process of learning a specific skill set and
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expertise to transform a new employee from being a junior
to a fully functional, independent team member. Business
organizations are implementing various programs such as
onboarding training, ‘on-the-job’ learning programs, and
even corporate academies. Medical institutions are known
for the fact that any doctor coming from university, spends
a significant number of years learning alongside senior
colleagues and mastering the art of specific medical
treatments specialized for their future career. In demanding
military positions like fighter pilots, the start of a
professional career is just a beginning of a continuous
learning process mentored by seniors and more experienced
staff. This has become so common in our society that
anyone barely thinks of it as something special and
something that needs to be thought off. But in many cases,
especially in business environments, internal knowledge
transfer is taken for granted and not being followed up by a
defined structure, official process, documentation, or even
recognized as an institution that is ensuring the future of a
specific business. Many organizations fail to see the
internal transfer of knowledge and people who conduct that
process as vital for everyday business and the realization of
strategic goals of the company.
II.

INTERNAL EDUCATION PROGRAMS

A. Onboarding process
Most often, onboarding processes have a common
theme: indoctrinating new employees into the
organizational culture. But those traditional methods of
onboarding have some serious weaknesses: newcomers are
“processed” to accept an organization’s identity and they
are expected to downplay their own identities, at least
while they are at work [2]. Moreover, newcomers actually
may not internalize the organizational values even if they
appear to comply through external behaviors; over and
above compliance, leaders need employee engagement if
they want employees to contribute on their own and in
ways that are not programmed [3].
Four principles, suggested by Cable et al., can help
organizations and managers get their onboarding processes
off to a good start., but require organizations to reshape the
way they approach socialization while asking workers to
cast their new roles and their relationships with colleagues
and managers in a different light, are as follows [2]:
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1.

2.

3.

4.

Breaking out of the traditional employment trap the most difficult step, because traditional
managers typically think about jobs as clusters of
activities, in which they pay employees a market
rate to complete pre-scripted activities. Employees
do not necessarily have to care about the activities;
as the saying goes, “that’s why it’s called work!”
Yet this may not be the most effective way to
connect with today’s employees, particularly those
in their 20s and 30s, who are starved for places to
express their authentic identities [4]. They will
make up the majority of the workplace in the future.
Helping newcomers identify their authentic
strengths - before introducing newcomers to fellow
team members or even describing a specific job, it’s
helpful to provide them with dedicated time to
pinpoint and describe their unique strengths and
best selves.
Facilitating introductions to other organizational
members - it’s important to structure introductions
with colleagues so that the person has the
opportunity to introduce himself or herself in a way
that's consistent with their authentic strengths.
Asking newcomers to consider how their authentic
strengths can be applied to the job – when
introducing the organization's needs, specific tasks,
and job responsibilities, newcomers should be
invited to reflect on their signature strengths and
how they could actively put them to use as part of
the new job. This allows new hires to frame their
new jobs as opportunities to use their best strengths
and to integrate their purpose and motivation into
the job parameters.

But before any of these steps can be mastered, before
newcomers can see how they fit in and how they can
improve the system, they must master the written but also
unwritten rules of the job and the values that govern the
system in which they are employed.
B. Incubator programs
Modern technology companies like IT companies need
to transfer specific knowledge and expertise from senior
engineers to juniors who are coming directly from
universities. Usual mentoring programs, in which juniors
are simply embedded into a team and taught by seniors,
impose great stress on senior staff and the outcome is
moderate at best. Companies that recruit a larger number
of juniors at one time use the opportunity to make the
knowledge transfer structural, comprehensive, and
intensive.
Those structural knowledge transfers can be and are
often called talent incubators. Term incubator, in the sense
in which it is used for the purposes of this paper, as an
example of good but rare innovative practice, refers to the
program in which juniors or interns are being recruited in
groups, which upon employment, immediately begin their
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educational agenda. During that period, they do not
perform usual team tasks and activities, but strictly
undergo a set of lectures, demonstrations, case studies, and
knowledge examinations. As well as being educational
incubators, they also serve as a selection tool, through
which juniors who are not able to absorb the material or
company values are being discarded from the organization.
This way, organizations can select the proper team
members very early during their engagement and reduce
related costs, minimize organizational strain, and in the
end, remain with almost fully trained and capable
professionals after only six months or a year.
Talent incubator programs consist of the following key
elements which are essential for their success:
1.

2.

Preparation - a process that begins several months
before the start of the program. In case the
company is implementing the incubator for the
first time, all lectures, documents, brochures,
rulebooks, instruction manuals, trainers, facilities
(lecture room and similar) and more need to be in
place before the first day of the program. Ad hoc
changes, reinventions and the “as we go” set up
will not bring the needed results. The first time a
company is implementing this kind of program the
preparation process can take up to several months,
but when repeated, the preparation process will
take a significantly shorter time and consist mainly
of adjusting all previously created material.
Structure - the main character of all incubator
programs is the structure that defines them.
Predefined structure and realization of the
program according to that structure allows the
organization to transfer the required knowledge
while at the same time not be overwhelmed by the
program, making it possible to follow it through.
The structure, if properly defined, will leave no
question unanswered and ensure all the benefits
from it. The structure defines the following:
a. Room and venue that are used for the
program and by the program participants.
b. Exact knowledge, expertise, and skills
that are to be transferred. Those are
allocated into modules each of which
reflects a level of complexity. The
material of each module needs to be
absorbed by the participants and tested
before the participant can start with the
next module, which is more complex end
demanding.
c. Participants from the organizational side
are defined well before the program
starts. This goes for an incubator leader
or a coordinator and all trainers that will
selectively cover a certain area within the
module by giving lectures, conducting
case
studies,
defining
practical
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d.

e.

assignments and testing the knowledge
that
was
transferred. Successful
programs require a dedicated leader or a
coordinator, whose full-time engagement
is devoted to incubator activities, like
coordinating lectures, conducting tests,
along with providing lectures and
instructions themselves.
Timeline and program schedule are also
defined upfront, so that every participant
from the organizational side knows when
and where he or she will join the program
activities and perform their part.
The aftermath of the program is also
defined in a way that every program
participant who finishes the program
successfully has a defined position within
the organization and team in which his or
her professional engagement will
continue.

Talent incubator programs are best suited for small and
medium companies, which require
occasional
implementations of the program, and are tailor-made for
the specific business need at a certain time [6]. One of the
most significant benefits IT companies can get from a
Talent Incubator is bridging the gap between eventual
social skills deficiency among their top experts and their
obligation to mentor new team members during regular
work activities. The overall strain on organization is
lowered and general efficiency improved on multiple
levels.
The difference and connection between talent incubator
programs and business incubators can be explained as
follows:
- Business incubators are conceived as a process that
accelerates the success of the start-up companies [5], and
incubation is the mixture of business development
processes, infrastructure, and people, to support the growth
of the start-up companies by supporting them through the
process of the development [6]. The World Bank Group
defines that business incubation programs aim at
promoting the economic development of its community by
guiding the start-up companies and their business
development [7]. These programs offer a set of services to
support the start-up companies and provide the incubate
with:
1) an advisor and a planning activity for the start-up;
2) coaching the entrepreneur in any required services
for development;
3) access to finance sources; and
4) training and networking [6].
Incubators goals, summarized by Al-Mubaraki and
Busler, according to incubator organizations in the
developing countries, are [6]:
- to create jobs
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-

to develop community's entrepreneurial climate
and value it attributes to entrepreneurship
to provide business in the community
to build/accelerate local industry growth
to diversify local economies
to encourage minority or women entrepreneurship
opportunities of analysis of the spin-in/spin-out
business
to commercialize technologies for supporting the
entrepreneurs in the community
to generate complementary benefits for the
sponsoring organization
to revitalize a distressed neighborhood
to transfer the people to work.

All the above mentioned is not possible without
particular people who can coordinate, guide, and give
advice to people starting their business ventures, and help
them transform their current business idea into a viable
enterprise, set out to operate for years to come.
C. Internal academies
Large companies, numbering thousands of employees,
with a high number of recruits, tend to establish internal
academies with elaborate programs. Usually, lecturers and
trainers are specialists from within the company, who have
mastered the business area they teach, and also excel in
teaching. In addition to those, big companies use external
lecturers, speakers, and prominent experts to give
specialized training programs or lectures. Participants of
the programs from internal academies, get diploma-like
certificates, confirming their participation and completion.
Although similar to talent incubators, internal academies
are substantially bigger in terms of numbers of
participants, lecturers, and the variety of courses provided
[8].
The internal academy is in the modern age re-invented
as learning platforms that can provide a broad range of elearning classes for employees, their customers, and the
general public [5], which can not only encourage their
professional development, but directly transfer specific
knowledge and principles of using their product, without
loss of time and in full. Video courses can ensure that you
don't miss a single detail [8].
Internal academies are well suited for large enterprises,
which require continuous learning activity for new and
existing employees on a larger scale. Key performers and
facilitators in those academies can be employed full-time
and engaged completely in activities associated with the
academy and their participants. Their skills, apart from
organizational ones, need to be especially developed in the
area of presenting, teaching, communicating, and
evaluating.
D. Specialist programs
Specialist professional programs, in addition to
enabling competitiveness in the labor market, help in the
realization of a new career, they also provide advancement
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and training that can be a wind at the back of an existing
career [9].
III.

PEOPLE WHO CARRY OUT THE INTERNAL
KNOWLEDGE TRANSFER

A. Selection and appointment
People who carry out the knowledge transfer, who
make other people competent, ready to solve complex
issues and problems or simply, be better at what they are
doing now, need to be lecturers by nature or at least have
the desire to improve the performance of other people.
Their role consists, not only of oral and sporadic feedback
and instructions, but also the need to define, structure, and
validate a lecture or/and training program which will be
used for a certain time and transfer adequate expertise.
Simply being the best in an organization at a certain field
of expertise is not enough, but a set of skills related to
knowledge transfer needs to be developed including,
according to Kelly Creigton, 2019 [17]:
- Technology Skills – Need to be technically proficient
to use classroom technology and content creation tools
(video editing applications, presentation software, etc.)
- Strong Communication Skills – Knowledge transfers
need to be able to communicate efficiently to various
audiences and usually using complex material.
- Organizational Skills - Lessons and courses need to be
organized to provide maximum efficiency of knowledge
transfer. Also, lessons need to be organized on a macro
level when the material is split into multiple iterations and
groups. Lecturers and trainers are the ones responsible for
organizing knowledge transfer during lessons and the
overall schedule.
- Adaptability - Trainers need to be able to change the
way the course is heading or the material itself if they see
that the audience is not receiving it in the desired manner.
Also, trainers need to be open to new learning methods and
concepts.
- Ability to Assess Employees - Instructors and trainers
need to be able to assess the willingness to learn from the
course attendants, as well as the knowledge or skills that
have been retained.
- Advanced Research Skills - Effective instructors and
trainers research the best and most relevant methods when
designing a course or a lecture. They ensure that their
learning materials are relevant and that their tactics inspire
learning and engagement.
- Enthusiasm for Learning - Effective instructors and
trainers display a sincere enthusiasm for learning. They are
keen on improving their skills and expand their knowledge
base whilst inspiring others to do the same.
B. Recognition within the organization
Although internal educators and trainers are somewhat
recognized by the organization and their transformational
contribution is validated through special status and
benefits, everyday team members who provide valuable
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insight into other people's work and transform their
performance to a new level, rely on team leaders’ ability to
recognize them and their contribution. In situations where
team leadership is not adequate or well experienced,
transformational team members can be mismanaged and
their contribution compromised.
IV.

EDUCATION SYSTEM ROLE

A wide spectrum of programs and traditions in the
formal education system recognize and support student
accomplishments, aware that "motivation and success are
what drive individuals in any profession" [10], and thus
also in the educational environment. Recognition is not
important only for students, it is important also for
teachers, as Andrews highlighted in historical studies on
the question: Does Recognition Really Matter? that follow
[11]. Scherers' research findings in 1983 have shown the
most important reasons for positive feelings about work:
- receiving respect;
- receiving recognition;
- receiving reinforcement;
- being encouraged by principals, parents, colleagues and
students [12].
In his review, Million in 2004 summarized the awardwinning effects:
- boosted self-esteem
- new sense of pride
- renewed confidence
- the feeling of reinforcement of what they had been doing
and also encouraged others
- it gave them a voice in their profession; suddenly they
were being asked to speak, write and apply for grants and
people wanted to know their thought on education issues
- it spotlighted their areas of expertise
- it inspired them to work harder
- it validated their ideas [13].
“Students can be recognized for a number of
accomplishments, including improved academic standing,
a demonstration of their love of learning, or because they
have shown exemplary attitude and behavior”, and “some
will lead by example while others will be determined to
learn, no matter the obstacles” [14]. Even small tasks,
programs, recognitions, and awards can be an effort to
promote a positive culture in formal education through
identifying students who may be carriers of
transformational team member roles.
Future needs and development of the
institution
To grasp the full potential of all transformational team
members, and not only recognized internal trainers,
organizations need to structuralize the process of
recognizing those team members, develop their skills
further, and secure their team status accordingly. This way,
the key knowledge and expertise will be retained and
expanded more efficiently throughout the human structure
of the organization.
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Based on all findings and ideas presented in this paper
so far, it would be advisable to introduce these steps in
recognizing and implementing the Transformational Team
Member Role throughout organizations:
1.

2.

3.

4.

V.

Establish the institution of transformational team
members – define a clear set of performance
outcomes of an individual, values they cherish,
and importance for the organization. Their status
needs to be aligned with internal trainers and
educators.
Train the team leaders – frontline managers must
be competent to recognize the transformational
team members in their teams, maintain and
elevate their motivation, support their efforts and
clear the obstacles they might encounter.
Train the trainers – transformational team
members usually show a natural talent for
teaching and improving the performance of
others, but their skills need to be continuously
improved, new ones added and as persons, they
need to be prevented from acquiring bad habits
which can deteriorate their ability to make a
positive influence. Train the trainer programs, run
by more experienced trainers, supported by the
academic system can be of great benefit.
Adjust the compensation system – along with
formal recognition, compensation and award
system needs to support the motivational
activities towards transformational team
members in form of salary additions, bonuses,
etc.
DIGITAL TRANSFORMATION AS CULTURE AND
BUSINESS MODEL CHANGE

The integration of digital technology into business
processes has fundamentally transformed them. As stated
by Owyang, it should not be used only in a limited fashion,
such as: just turning paper into PDFs or using web tools to
communicate to customers, but in the end, the core culture,
and even business model should be changed [19].
Kaleido Insights, for example, proposes a digital
transformation diagnostic & roadmap to action that
includes the modules:
1. Strategy
2. Data
3. Customer Experience
4. Organizational Alignment
5. Analytics & AI
5. People & Culture, and
6. Innovation
and highlights that the most commonly overlooked item is
the mindset of workers, managers and leaders to be a
“digital first” culture, meaning: making decisions based on
data analysis, understanding how to harness information
and data as a product not just physical assets, rapid
iteration, acceptance of failure as a means for progress, and
developing a culture that is pliable and nimble [20].
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But, even though business process planning following
the possibilities of digital transformation can help
companies determine their capabilities, systematically use
the benefits of digital tools, and in accordance with the
knowledge gained through digital transformation tools,
adapt their promotional activities to increase sales in a way
that they design a user experience that will bring them the
desired business results, and the users the desired user
experience[21], digital technology tools should also be
harnessed to inward-facing transformation of company,
especially to implement the Transformational Team
Member Role. Advanced digital tools are a great
foundation for implementing the Transformational Team
Member Role because they provide advanced features that
can track significant and key success indicators of
professional roles.
The Enterprise Resource Planning (EPR) systems,
which are mediated by digital technology and software,
integrate management of business processes, and connect
all business processes, such as financial accounting,
management
accounting,
human
resources,
manufacturing, order processing, supply chain
management, project management, customer relationship
management (CRM), data services, management of school
and educational institutes, through the connection of
Business Intelligence, Enterprise Asset, e-Commerce and
others [22]. They can be the basis for the expansion of
good practice in the field of human resources with the
recognition and implementation of the Transformational
Team Member Role.
VI.

CONCLUSION

Although organizations recognize internal trainers,
educators, and team members who possess crucial
knowledge for the business, modern organizational trends
stress the growing need for ‘learning by doing’ processes
within a team, which need to be facilitated by a team
member or members who can transfer the knowledge and
improve the performance of others during the work itself
and alongside performing their everyday duties.
The significance of these team members, who are often
engaged, usually without official responsibility, and bring
great value through their engagement in such activities, is
immense. Their significance should be institutionally
recognized and structuralized as a transformational team
member role and implemented through activities and an
environment in which they can strive and in a way that
their influence becomes unobstructed and they are allowed
to grow freely.
The structure recommended in this paper provides
structure to the institution in the transformation of team
members, transformational team members guidance
necessary to improve their teaching skills, compensation
that would help motivate them in the long run and, maybe
most importantly, the awareness of training for team
leaders, which have the biggest influence on the
performance of transformational team members, their
effect on the team and the impact on the organization as a
whole.
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Abstract - This study aims at determining the impact of
students' satisfaction with teachers' and assistants' overall
teaching performance on students’ satisfaction with the
online live model of teaching during the COVID-19
pandemic in a private Algebra University College in
Croatia. Student satisfaction is one of the most important,
but also critical, objectives in higher education institutions.
Institutions that fail to attain student satisfaction risk their
reputation, reduced recruitment of new students, and
negative effect on existing students' academic performance.
For the purposes of this study, a quantitative method was
used in examining the hypothesis. A survey questionnaire
was used for data collection. 1029 students of undergraduate
and graduate study programs at the Algebra University
College participated in this study, and 4348 fully completed
questionnaires concerning 111 courses were processed. The
defined main objectives are students' satisfaction with
teachers' overall teaching performance, students'
satisfaction with the online live model of teaching during the
COVID-19 pandemic, and students’ expectations that in
such a model of teaching they will succeed in achieving the
set learning outcomes. The findings show the existence of
relationships between students' evaluation of teachers' and
assistants' performance quality and students’ satisfaction
with the online live model of teaching.
Keywords – teacher performance; student satisfaction;
online teaching; academic performance; students

I. INTRODUCTION

As stated by World Economic Forum in April 2020,
the COVID-19 pandemic has changed education forever,
especially since it has resulted in schools closing all
across the world. Globally, over 1.2 billion children left
the classrooms. As a result, education has changed
dramatically, with a distinctive rise of e-learning,
whereby teaching is undertaken remotely and on digital
platforms. Research suggests that online learning has
shown to increase retention of information, and take less
time, meaning the changes the coronavirus has caused
might be here to stay [1].
However, many (new) challenges have emerged or
become more pronounced; students without reliable
internet access and/or technology struggle to participate
in digital learning [1], a lack of digital equipment for
students in need, as well as disorientation of both students
and teachers in the newly formed circumstances. Those
circumstances, or to be more precise the lockdown, did
not allow for anything other than a quick adjustment to
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distance learning. Teachers and assistants were expected
to help students master the learning outcomes of their
courses.
An effective lecturer is conceptualized as one who
produces desired outcomes in the course of his duty as a
lecturer [2]. Therefore, in cases where there is a
deterioration in the academic achievement, attitudes, and
values of students, one may curiously wonder whether the
high failure rates and poor quality of students is a
reflection of the quality of teaching or lack of lecturer’s
competencies [2]. In other words, if the inability of
lecturers to interact with the classroom of students could
be responsible for the observed poor student achievement
in the classroom [3] [4], the quality of teachers’ and
assistants’ performance can be of particular importance
during retail online teaching and learning.
Student satisfaction is one of the most important, but
also critical, objectives in higher education institutions.
The importance of students’ satisfaction in higher
education cannot be underestimated because institutions
that fail to attain student satisfaction risk their reputation,
reduced recruitment of new students, and negative effect
on existing students' academic performance.
Therefore, the purpose of the research conducted in
the summer semester of the academic year 2019/2020 at
the private Algebra University College in Croatia was to
investigate the relationship between students’ satisfaction
and teachers’ performance quality, to examine in more
detail how much teachers can improve the student
experience with their qualities in unprecedented
circumstances and the expectations that they will be able
to master learning outcomes even in such difficult
circumstances during the COVID 19 pandemic.
II. STUDENTS’ SATISFACTION

The quality of education has to be approached, as
Ignacio González pointed out [5], by relating it to “the
degree of success achieved in European higher education
to generate suitable atmospheres for the production and
transmission of knowledge, with the conviction that
young Europeans should be culturally and intellectually
equipped in new ways so that they can build, both
personally and collectively, their lives in a satisfactory
and meaningful way” [6].
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Student satisfaction is one of the indicators
established, based on student opinion, to measure the
quality of the university system, as shown by numerous
studies [5] [6] [7] [8]. A satisfied student is more
receptive to the teaching/learning process and less likely
to abandon university education, something which is
becoming a problem all over the world [5].
A. Factors Contributing to Students’ Satisfaction

In traditional classroom settings, factors associated
with student satisfaction are student characteristics,
quality of relationships with faculty, curriculum and
instruction, student life, support services, resources, and
facilities [9]. However, online courses present a different
set of challenges to instructors and students [9]. The
instructor is the main predictor of student satisfaction [9]
[10] [11]. Instructors must be perceived as available if
students have questions and must be flexible [9] [12]. The
instructor is not only a facilitator of learning but also a
motivator for the student [9].
B. Students’ Satisfaction with the Teaching Performance
Quality

Research shows that factors contributing to students’
overall satisfaction with the teachers’ performance
quality most often include the following determinants, as
highlighted by Doris U. Bollinger and Trey Martindale:
-

-

-

Feedback - the instructor's feedback is the most
important factor in satisfaction with an instruction
[10].
Communication - distance learners can experience
feelings of isolation, and high levels of frustration
and anxiety if communication and interaction
between the different parties are lacking [13].
Technology - Online access is one of the most
important factors influencing student satisfaction
[14].
Course Management - Access to other resources,
such as course textbooks, libraries, technical support,
and a toll-free number to reach the university are also
important to the distance learner [13].
Students without technical support may experience
high levels of frustration in the online environment
[15].
Course web site - Learners should be able to move
within the course website without getting lost [16].
Interactivity - Learning environments in which social
interaction and collaboration are allowed and
encouraged lead to positive learning outcomes [17].
General information - Distance learners should be
motivated, organized, and committed. They must
become responsible for their learning [18]. Students
with positive attitudes were more satisfied with the
online experience and spent more time actively
engaged online [19]. Also, students perceive the
convenience of the online course as a benefit and they
enjoy the flexibility of the online learning
environment [20].

III. ONLINE TEACHING
A.

Online education

The development and wide usage of information
technologies, along with the increase of Internet speed
and availability and in general the way we collect, share
and process information today, put pressure on the
education system to modernize teaching approaches. The
COVID-19 pandemic has put additional pressure and
accelerated the process of change also on institutions that
were not yet ready to change the paradigm of teaching and
forced them to implement distance education in a short
period of time.
By definition, distance education consists of distance
learning (the student’s activity) and distance teaching (the
teacher’s activity) [21].
4 features separate distance learning from traditional
approaches:
-

distance learning is carried out through institutions;
it is not non-formal or informal learning;
teacher and student are separated geographically or
in time during learning;
all learning stakeholders, teacher-student and
student-group, are connected by interactive
communication systems; and
like any education, distance education establishes a
learning group composed of students, a teacher, and
instructional resources [21].

Professional development is crucial for teachers who
need to teach their first online course without any
previous experience in online teaching (because their
teaching was conducted in the traditional form). Through
professional development, they need to embrace the
differences and develop new views of teaching and
learning, and critically examine their unquestioned
assumptions and beliefs on teaching [22].
The gradual process of distance teacher education is
what most institutions choose.
B.

The Online Live Model of Teaching at Algebra
University College

During the COVID-19 pandemic at the Algebra
University College, approximately 99% of all courses,
accredited for the traditional approach to teaching, were
introduced into the distance learning approach.
Considering that only a small number of teachers had
experience in online teaching, a workshop on online
teaching methodology was mandatory before launching
that form of teaching. After the workshop and a
discussion with all relevant stakeholders and before
launching the online teaching model, it was decided that
the best way to deliver learning outcomes is an online live
model of teaching through one unified platform, same for
all stakeholders, by using an interactive communication
platform.
The decision about the unified communication
platform was primarily made because most of the teachers
already had experience in using that communication
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platform. At the same time, it was also the way, besides
mandatory workshops for all teachers, to assure the
spread of knowledge between teachers, because each
inexperienced teacher had a colleague with experience
who could help him if it's necessary.
The schedule of teaching hours was defined in the
same way as it was for traditional education. According
to the schedule, students connected to the platform and
could listen to the teacher and his lecture and discuss and
interact with him and student colleagues. The teaching
department of Algebra University College, which is in
charge of managing the teaching process, schedule and
student groups, has invested maximum effort to create the
same groups as they were formed before switching to an
online model, to keep the stability of the group, as well as
the relationship between students in the group and the
teacher.
The first approach was education conducted
completely online; all lectures and all exercises were
delivered in the online live model of teaching. After the
epidemiological situation improved, based on the
decision of the Academic Council, Algebra University
College was introduced into blended learning (online live
lectures combined with traditional exercises in
laboratories).
Although nowadays students do not know a world in
which technology, computers, cell phones, and social
media do not exist [23], as mentioned in the previous
chapter, it is not only necessary to educate teachers for
distance learning, but it is also necessary to educate
students to maintain the quality of the educational
process, as they are, along with teachers, stakeholders in
this, for many, new type of formal education. Through
videos and written instructions, Algebra University
College tried to educate students to use interactive
communication platforms and bring them closer to the
specifics of this way of learning.
Additionally, to ensure the same quality approach
from the beginning, the first few lectures were monitored
by technical support staff, who were there to help
inexperienced teachers and students.
IV. RESEARCH METHODOLOGY
A. Research Design

The general objective of the study was to determine
the relationship between students' evaluation of teachers'
performance quality and students' satisfaction with the
online live model of teaching. The specific objectives
were to evaluate the following topics:
•
•
•
•
•
•

the overall satisfaction with the teachers’
performance quality,
retained quality of lectures,
the overall satisfaction with the assistants’
performance quality,
retained quality of labs/exercises,
the overall satisfaction with the live model of
teaching,
achievement of set learning outcomes.
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The research is based on quantitative data analysis of
the online surveys. Data was gathered through the
questionnaires based on the 9-point Likert-type items
scale. According to the specific objectives, the following
respective null hypotheses were formulated as the
research guidelines:
Hypothesis 1: There is no relationship between student's
satisfaction with the teachers’ performance quality and
the opinion that the quality of the online live model of
lectures is not degraded.
Hypotheses 2: There is no relationship between student's
satisfaction with the assistants’ performance quality and
the opinion that the quality of the online live model of
labs/exercises is not degraded.
Hypotheses 3: There is no relationship between
student's satisfaction with the live online model of
teaching and their opinion that the process of achieving
the set learning outcomes is not degraded.
To confirm or reject the stated hypotheses, statistical
methods were used. The data were collected using online
forms, and processed by KNIME Analytics Platform
(version 4.3.1.) [24]. The inferential approach was
applied to explore relationships between answers,
expressed as ordinal numeric Likert-type items [25] [26].
For each pair of questions, the following was calculated:
a) Pearson's correlation coefficient, to notice possible
interconnection of answers, and b) p-value, which
indicates the significance of the Pearson's correlation
coefficient. For this study purposes alpha value of 0.01
was used.
B. Research Sample and Data Collection

The research was conducted at the end of the summer
semester of the academic year 2019/2020. The population
for this study consists of 1029 students of following
graduate study programs: Applied Computing,
Multimedia Computing, Digital Marketing and Visual
Communication Design, and undergraduate study
programs: Applied Computing, Digital Marketing, and
Creative Design and Communication Management, who
were directly involved in the live online learning process
so they could provide reliable information for conducting
the study. They answered questions related to the
assessment of teachers' overall teaching performance,
satisfaction with the online live model of teaching during
the Covid-19 pandemic, and estimated success in
achieving the learning outcomes. The survey process
resulted in 4348 fully completed questionnaires on 111
courses.
C. Data Analysis

Frequency distribution and percentages were used to
analyze the distributions of answers on a Likert scale of 1
to 9 degrees of satisfaction or agreement. Pearson's
Moment Correlation Coefficient was used to determine
the relationships between respective pairs of questions
related to set hypotheses.
Participants’ responses to survey question 1: Rate your
overall satisfaction with the lecturers’ performance
quality on a scale of 1 to 9 are presented in TABLE 1.
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TABLE 1 STUDENTS' RESPONSES TO QUESTION 1
Answer
1 (extremely dissatisfied)
2
3
4
5
6
7
8
9 (extremely satisfied)
Total

Frequency
85
49
88
75
174
177
470
722
2508
4348

Percentage
2.0
1.1
2.0
1.7
4.0
4.1
10.8
16.6
57.7
100 %

The teacher's overall performance quality is rewarded
with grade 7 or larger in 85.1 % of cases and was
penalized with grade 3 or lower in only 5.1 % of cases,
which shows a strong positive difference of 80 % in favor
of overall satisfaction with lecturers teaching online
classes.
Participants’ responses to survey question 2: I believe
that the online live teaching model did not significantly
impair the quality of lectures in this course are presented
in
TABLE 2.
TABLE 2 STUDENTS' RESPONSES TO QUESTION 2
Answer
1 (strongly disagree)
2
3
4
5
6
7
8
9 (strongly agree)
Total

Frequency
201
89
146
160
334
258
473
594
2093
4348

Percentage
4.6
2.0
3.4
3.7
7.7
5.9
10.9
13.7
48.1
100 %

The quality of lectures scored grade 7 or larger in 72.7 %
of cases and was penalized with grade 3 or lower in 10 %
of cases, resulting in a positive difference of 62.6 %,
showing a slight decrease of 17.3 % in comparison with
the difference calculated for overall satisfaction of
lecturers' performance quality.
Participants’ responses to survey question 3: Rate your
overall satisfaction with the assistant lecturer on a scale
of 1 to 9 are presented in TABLE 3.
TABLE 3 STUDENTS' RESPONSES TO QUESTION 3
Answer
1 (extremely dissatisfied)
2
3
4
5
6
7
8
9 (extremely satisfied)
Total

832

Frequency
111
37
53
54
210
133
364
649
2737
4348

Percentage
2.6
0.9
1.2
1.2
4.8
3.1
8.4
14.9
62.9
100 %

The assistant lecturer's overall performance quality is
rewarded with grade 7 or larger in 86.2 % of cases and
was penalized with grade 3 or lower in only 4.6 % of
cases, which shows a strong positive difference of 81.6 %
in favor of overall satisfaction with assistant lecturers
teaching online classes. This difference outperforms the
answers to survey question 1 about teachers in the amount
of +1.6 %.
Participants’ responses to survey question 4: I believe
that the online live teaching model did not significantly
impair the quality of exercises in this course are presented
in TABLE 4.
TABLE 4 STUDENTS' RESPONSES TO QUESTION 4
Answer
1 (strongly disagree)
2
3
4
5
6
7
8
9 (strongly agree)
Total

Frequency
212
99
134
140
353
212
477
563
2158
4348

Percentage
4.9
2.3
3.1
3.2
8.1
4.9
11.0
12.9
49.6
100 %

The quality of exercises scored grade 7 or larger in 73.6
% of cases and was penalized with grade 3 or lower in
10.2 % of cases, resulting in a positive difference of 63.3
%, showing a slight decrease of 18.3 % in comparison
with the difference calculated for overall satisfaction of
assistant lecturers' performance quality. This result is
consistent with teachers/lectures pair of questions – the
difference is only 1 % between assistants/exercises and
teachers/lectures differences.
Participants’ responses to survey question 5: Rate your
overall satisfaction with the online live teaching model on
the course on a scale of 1 to 9 are presented in TABLE 5.
TABLE 5 STUDENTS' RESPONSES TO QUESTION 5
Answer
1 (extremely dissatisfied)
2
3
4
5
6
7
8
9 (extremely satisfied)
Total

Frequency
184
75
134
114
322
264
506
621
2128
4348

Percentage
4.2
1.7
3.1
2.6
7.4
6.1
11.6
14.3
48.9
100 %

The online live teaching model is rewarded with grade 7
or larger in 74.9 % of cases and was penalized with grade
3 or lower in 9 % of cases, which also shows a positive
difference of 65.8 % in favor of overall satisfaction with
that teaching model. This difference is smaller than for
teachers and assistants, but still significantly positive.
Participants’ responses to survey question 6: I feel that
even in such a model of teaching, I will be able to reach
the defined learning outcomes of the course are presented
in TABLE 6.
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TABLE 6 STUDENTS' RESPONSES TO QUESTION 6
Answer
1 (strongly disagree)
2
3
4
5
6
7
8
9 (strongly agree)
Total

Frequency
147
62
89
120
327
246
498
660
2199
4348

Percentage
3.4
1.4
2.0
2.8
7.5
5.7
11.5
15.2
50.6
100 %

The students' feelings about reaching defined learning
outcomes scored grade 7 or larger in 77.2 % of cases and
was penalized with grade 3 or lower in 6.9 % of cases,
resulting in a positive difference of 70.4 %, showing a
slight increase of 4.5% in comparison with the difference
calculated for overall satisfaction with online live
teaching model.
Based on the students' answers, a correlation analysis
for respective pairs of survey questions was conducted.
The results are shown in TABLE 7. The answers, whose
relative frequencies are shown in tables 1-6, were
interpreted as numeric values, so Pearson's productmoment coefficient was calculated to find correlations
between pairs of questions that participate in accepting or
rejecting hypotheses. The value of this measure ranges
from -1 (strong negative correlation) to 1 (strong positive
correlation). A value of 0 represents no linear correlation.
TABLE 7 CORRELATIONS BETWEEN OBSERVED PAIRED
RESPONSES
Variable 1

Variable 2

Teacher
Assistant
Online

Lectures
Labs/Exercises
Learning outcomes

Pearson's
correlation
0.475
0.419
0.789

p-value
0.000
0.000
0.000

D. Discussion of Findings

The correlations presented in TABLE 7 are coherent
to results of students’ responses on six survey questions.
They show that the students' satisfaction with
teachers/assistants is inversely proportional with possible
impairment of the quality of lectures/exercises in the
online live teaching model.
From the analysis of the data, it is found that the
correlation coefficient between satisfaction with the
teachers’ performance and quality of lectures equals to
0.475, and the p-value is lower than alpha value of 0.01.
This result proves that the perception of satisfaction with
teachers’ performance quality influences students'
opinion that the quality of the online teaching model is
not significantly impaired, and that the correlation is not
the result of chance, so the first hypothesis is rejected. The
equivalent correlation between satisfaction with the
assistants’ performance quality and the opinion that the
quality of the online labs/exercises is slightly lower than
for teachers. It equals 0.419, but is still positively related
and not random, therefore the second hypothesis is
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rejected too. Finally, the third hypothesis is also rejected,
because Pearson's correlation coefficient in the third case
is 0.789 and it can be deducted that the perceived ability
to reach the defined learning outcomes of respective
courses will depend on the overall satisfaction with the
online live teaching model.
Results also show that the pair of questions 5 and 6 –
online teaching model vs. achieving learning outcomes –
have the most pronounced correlation of all three
observed pairs of questions, meaning that online classes
successfully fulfilled their role in a challenging COVID19 pandemic environment.
V. CONCLUSION

Quick adjustment to newly formed circumstances of
distance learning during the COVID-19 pandemic in the
private Algebra University College in Croatia created the
environment in which teachers and assistants were
expected to help students master the learning outcomes of
their courses through the Online Live Model of Teaching.
The aim of the study conducted in the summer
semester of the academic year 2019/2020 was to
determine the impact of students' satisfaction with
teachers' and assistants' overall teaching performance on
students’ satisfaction with the online live model of
teaching during the time of COVID-19 pandemic
lockdown. The results of the study, with 1029
participating students of undergraduate and graduate
study programs at the Algebra University College and
fully completed 4348 questionnaires concerning 111
courses, have shown that the perception of satisfaction
with teachers’ performance quality influences students’
opinion that the quality of the online teaching model was
not significantly impaired. Also, although the relationship
between satisfaction with the quality of assistants’
performance and the students’ opinion on the quality of
the online labs/exercises is slightly lower than for the
teachers, it was still positively related and not random.
According to the results, the quality of teaching in the
online teaching model has not been degraded and the
students will be able to achieve the set learning outcomes.
These findings have extreme importance for Algebra
University College because students’ satisfaction is one
of the most important and critical objectives in all higher
education institutions. As explained before, institutions
that fail to attain students’ satisfaction risk their
reputation, reduced recruitment of new students, and
negative effects on existing students' academic
performance.
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Abstract – When, at the beginning of the summer semester of
the academic year 2019/2020, the COVID-19 pandemic took
a swing in the whole world, Croatia was no exception. The
teachers and students were instantly forced to adapt to the
remote model of teaching. At Algebra University College,
online classes were conducted through the Online Live Model
of teaching, which not only required students' adaptation,
but also posed challenge to the teachers. Teachers had the
support of the higher education institution through
professional services, such as technical support, but also the
department for supporting the quality of teaching. A survey
was conducted, based on teachers' feedback, to maintain the
quality of teaching and detect the endangered segments of
teaching, with 78 participating teachers and assistants. The
main objectives are defined as detection of the level of
teaching quality and teaching segments that are most
endangered in this model of teaching. The results of the
research showed that although teachers consider the quality
of teaching to be adequate in the given circumstances, they
consider interactivity and active participation as the most
endangered segments in the Online Live Model of teaching.

States, governments, and competent institutions have
dealt with how to cope with sudden and challenging new
circumstances, proposing measures and guidelines for
maintaining human health and rearranging human daily
lives, but also preventing the absolute collapse of economy
and activities. In the interest of contributing to the
improvement of the quality and equity of higher education,
international institutes such as UNESCO International
Institute for Higher Education in Latin America and the
Caribbean (IESALC) prepared reposts on the impacts of
COVID-19 on higher education [1], but the greatest burden
of adapting higher education teaching models fell on higher
education institutions themselves.

Keywords – teaching quality; Covid-19; online live teaching
model, interactivity; students

A. Online teaching and learning (OTL)
Readiness to teach online can be broadly defined as
“the state of faculty preparation” to teach [2] [8].
Perception of online readiness includes a mixture of
attitudes and experience, which are impacted by a range
of individual characteristics, contextual, and cultural
factors [2] [9] and relates mainly to 2 aspects: individual
and institutional [2].

I. INTRODUCTION

When the COVID-19 pandemic took a swing in the
whole world in the academic year 2019/2020 and the
respective implementation of social distancing protocols
resulted in a rapid transition to OTL (Online Teaching and
Learning) [1], the teachers and students were instantly
forced to adapt to the remote model of teaching in a very
short time - independent of whether they were prepared [2].
Croatia was no exception, so, at Algebra University
College, online classes were conducted through the Online
Live Model of teaching, which not only required students'
adaptation but also posed challenges to the teachers.
The teachers and students were instantly forced to learn
how to adapt to the remote model of teaching. The need to
rapidly adapt to new contexts of teaching and learning
online has not only required students' adaptation, but also
posed challenges to the teachers and revealed how teacher
education institutions and teacher educators encountered
and experienced the challenges and opportunities to carry
on their job in such unexpected circumstances [3] [4] [5]
[6].
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This rapid transition of all teaching consequently
provides a unique opportunity to observe the extent to
which teachers felt prepared for online teaching and
learning (OTL) [2] [7].
II. READINESS FOR ONLINE LIVE MODEL OF
TEACHING

For individuals, teachers’ perception of personal
readiness may specifically rely on their future-oriented
projections of their knowledge and skills concerning
OTL, which are manifested in their sense of self-efficacy
and experiences [2] [10]. For institutions, contextual
readiness is presented by the context in which OTL is
implemented and it is key to readiness and may include
the support structures, resources, and professional
development opportunities [2] [11]. Many recent
researches show that institutional support is vital for
teachers in higher education when transiting to a remote
model of teaching ie online teaching and learning (OTL)
[2] [12] and that the integration of online teaching can be
associated with technical and pedagogical support, the
higher education institutions’ vision about online
learning, and strong leadership [2] [13] [14].
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B. Theoretical framework of teachers’ readiness for OTL
in higher education
Schrerer et al. highlighted three dimensions of higher
education teachers’ readiness for OTL [2]:
-

-

-

Technological and pedagogical content knowledge
(TPACK) self-efficacy as an indicator of perceived
OTL competence, whereby teachers’ TPACK is
relevant for OTL because integrating technology,
pedagogy, and content is key to training educators
for OTL [15].
Online teaching presence as an indicator of OTL
teaching practices, whereby key components of
teaching presence are active communication,
providing
feedback,
and
learner-learner
interaction [16].
Institutional support as an indicator of the
contextual readiness for OTL, whereby teachers’
perception of the degree to which pedagogical
support, leadership, and vision building about OTL
and the technical and pedagogical support specific
to the transition to OTL during the pandemic are
both important components of contextual readiness
[2].
III. QUALITY ASSURANCE AND TEACHING
SUPPORT

A. Quality Assurance
The Law on Quality Assurance in Science and Higher
Education defines the internal system of quality assurance
and improvement as a system of measures and activities
by which educational institutions ensure their
responsibility for the efficiency and achievement of
quality outcomes of educational and scientific activities
[17].
Following the same law, the responsibility of each
institution is to build institutional mechanisms for
systematic definition, monitoring, evaluation, and
coordination of quality indicators, activities, and
development, with the permanent purpose of promoting
high standards of professional development and
improving the quality of all elements of activities of the
higher education institution [17].
Standards and guidelines for quality assurance in the
European Higher Education Area (ESG) are a basic
document that through 10 basic standards and dozens of
guidelines within, clearly outlines the expectations that
are placed in terms of quality assurance systems in front
of any higher education institution with public authority
operating in the European Higher Education Area
(EHEA) [18]. The ESG does not prescribe ways to
implement the quality assurance process, but directs
them, covering areas that are critical to the quality of work
and learning environments in higher education [18]. The
main principles of the ESG are that higher education
institutions are responsible for the quality of their work
and that quality assurance takes into account the needs
and expectations of students, all other stakeholders, and
society [18].
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Building quality in only one area and neglecting other
areas does not lead in a good direction. Institutions should
design their system following their values and strategic
goals, involving all stakeholders and all information from
input/mission, goals, and processes to outputs/results in
this process.
B. Good practice example: Support for teaching staff at
Algebra University College
One of the standards of the ESG refers to teaching
staff, where the guideline emphasizes that: "higher
education institutions have primary responsibility for the
quality of their staff and for providing them with a
supportive environment that allows them to carry out their
work effectively" [18].
Through the internal quality assurance system at
Algebra University College, the level of teacher
competence is recognized and their further training plans
are set accordingly. Activities of the Vice-dean for
academic affairs and Heads of study programs are there
to support teaching staff and to assure continuous efforts
and improvement of teaching quality. Internal quality
assurance systems and processes are used to promote the
best teachers to encourage others to work on themselves
and to improve their skills [19].
As early as in the selection process, the introductory
class is delivered before the Head of study programs,
Head of the department and/or a more experienced
colleague, and the Vice-dean for academic affairs. After
the introductory lecture, the candidate receives feedback
on the quality of their lecture, recommendations for
improvement, and, if necessary, referral to further
training [19].
Accordingly, at Algebra University College, there is
an active mentoring system in place in such a way that
candidates who performed well in the introductory lecture
but need to improve some individual competencies are
referred to more experienced colleagues within the
department [19].
Teachers are evaluated through multiple surveys. Each
academic year, the survey is conducted twice a semester,
for the first time after 7 weeks of teaching (to identify any
necessary interventions to improve the quality) and for
the second time at the end of the semester (to determine
student satisfaction and the efficiency of the measures
taken since the first survey) [19].
In addition, to ensure the quality of the program and a
continuous review of the different aspects related to the
learning experience, workshops and seminars are
organized to discuss different academic topics, teaching
methods, methods of assessment, teaching methods for
students with special needs, etc. Workshops and seminars
are obligatory for all teachers as their aim is to find new
ways of academic improvement to ensure the success of
students and the quality of teaching [19].
Also, Algebra University College encourages and
financially supports the training of full-time and external
teachers and assistants. Scientific work is encouraged
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through the payment of registration fees for the
publication of scientific papers and going on scientific
conferences [20].
When the COVID-19 pandemic took a swing and
about 99% of courses, accredited for the traditional
approach to teaching, have been switched to a distance
learning approach, workshops were organized on the
methodology of online teaching to provide the teacher
with a supportive environment. Additionally, at the
beginning of the introduction of the online live model of
teaching, teachers had support from technical staff, who
monitored their first lectures and were there to help with
technical issues.
Among other methods, through the teacher's survey,
according to the internal quality insurance system,
attempts were made to identify areas for development and
improvement, which need to be implemented in the
second cycle of the online live model of teaching. The
results are presented in the next chapter.
IV. RESEARCH METHODOLOGY

A. Research Design
The main question addressed in this study was:
“Which segments of teaching are most endangered in the
online live model of teaching during COVID-19
pandemic lockdown?“ because of the rapidity and
unexpectedness of the transition to the remote, online
model of teaching for studies that are not otherwise
accredited as online study programs, but according to the
instructions from superior state institutions to prevent the
spread of the Coronavirus.
The purpose of this study was to investigate
endangered segments of the online live model of teaching
in the summer semester of the academic year 2019/2020,
during the COVID-19 pandemic lockdown, based on
teacher feedback surveys to provide teachers with
additional (necessary) support in adapting to the new
circumstances.
As specific objectives, the following were defined:
1.
2.
3.

investigate the level of teaching quality assurance
in the online live model of teaching
detect teaching segments that are most
endangered in this model of teaching
explore ways in which teachers could be provided
with additional support.

B. Research Sample
To achieve the objectives of this study, the survey was
conducted among Algebra University College teachers.
78 teachers (lecturers) and assistants participated in the
study:
- 55.1 % of lecturers (who perform lectures),
- 44.9 % of assistants (who perform
labs/exercises);
of undergraduate study programs:
- Applied Computing,
- Multimedia Computing,
- Digital Marketing and
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-

Visual Communication Design;

and graduate study programs:
- Applied Computing,
- Digital marketing and
- Creative
Design
and
Management.

Communication

C. Data Collection and Analysis
The questionnaire that was developed for teachers and
assistants of Algebra University College was used online,
through Google Form. It contained both closed questions
(mostly rated on a 5-point Likert scale or predefined
answers regarding teaching or technical support) and
open-ended questions (in which teachers could enter
answers in their own words, based on their opinion and
experience).
The data collected from the questionnaires was mainly
quantitative (responses to closed questions), but also
qualitative (responses to open-ended questions). The
Likert scores on the questionnaire were quantitatively
analyzed with descriptive statistics using Microsoft
Office Excel.
D. Research Results
The results of the quantitative analysis of the
responses to the online survey questionnaire and
qualitative analysis of the responses to the online survey
questionnaire of the study are as follows:
1.

The level of teaching quality assurance in the
online live model of teaching

SURVEY QUESTION 1: Teachers were asked to
what degree (on 5-point scale of agreement) they consider
the online way of teaching (their course or part of the
course they teach) to be an adequate way of transferring
knowledge and skills to students. Results are presented in
Table 1.
TABLE 1 TEACHERS' RESPONSES TO SURVEY QUESTION 1
(N=78)

Answer
1 (strongly disagree)
2 (disagree)
3 (neither agree or disagree)
4 (agree)
5 (strongly agree)
Total

Frequency
2
13
10
40
13
78

Percentage
2.6 %
16.7 %
12.8 %
51.2 %
16.7 %
100 %

67.9 % of teachers agree or strongly agree that the online
way of teaching (their course or part of the course they
teach) is an adequate way of transferring knowledge and
skills to students, while 19.3% consider that the online way
of teaching is not adequate, and 12.8 % neither agree or
disagree.
SURVEY QUESTION 2: Teachers were asked to
what degree (on 5-point scale of agreement) they consider
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that the quality of teaching is adequate in the given
circumstances. Results are presented in Table 2.
TABLE 2 TEACHERS’ RESPONSES TO SURVEY QUESTION 2
(N=78)

Answer
1 (strongly disagree)
2 (disagree)
3 (neither agree or disagree)
4 (agree)
5 (strongly agree)
Total

Frequency
1
2
6
39
30
78

Percentage
1.3 %
2.6 %
7.7 %
50 %
38.4 %
100 %

88.4 % of teachers agree or strongly agree that the quality
of teaching is adequate in given circumstances, 7.7 %
neither agree or disagree, and only 3.9 % consider that the
online way of teaching is not adequate.
2.

The teaching segments that are most
endangered in the online live model of teaching

SURVEY QUESTION 3: Teachers were asked to
indicate which segment of teaching they think is most
endangered by this form of teaching (they were advised
to select 2 out of 7 predefined answers). Some teachers
selected more than 2 responses so the overall response
frequency was 182 (N=78). Results are presented in
Table 3.
TABLE 3 TEACHERS' RESPONSES TO SURVEY QUESTION 3
(N=78)

Answer
Frequency
Active participation of students
44
in teaching
Attendance in classes (it is very
17
low)
Collaboration of students
22
Interactivity
50
Knowledge transfer
1
Students’ skills development
14
Weaker assessment of the
34
quality of acquired knowledge
and skills (teachers do not
know how many students really
follow the material)

Percentage
56.4 %
21.8 %
28.2 %
64.1 %
1.3 %
17.9 %
43.6 %

Teachers indicated that the most endangered teaching
segments by this form of teaching are interactivity (64.1
%), active participation of students in teaching (56.4 %)
and weaker assessment of the quality of acquired
knowledge and skills (teachers do not know how many
students really follow the material) (43.6 %), while
knowledge transfer (1.3 %) is the least endangered
teaching segment. More than a quarter of teachers think
that most endangered teaching segment is collaboration of
students (28.2 %), for more than a fifth of teachers the most
endangered teaching segment is class attendance (it is very
low) (21.8 %), and for more than a sixth of teachers the
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most endangered teaching segment is students’ skills
development (17.9 %).
3.

The ways in which teachers could be provided
with additional support in the online live model
of teaching

SURVEY QUESTION 4: Teachers were asked to
what degree (on 5-point scale of agreement) they consider
that all the necessary information and instructions related
to online teaching were provided to them on time. Results
are presented in Table 4.
91 % of teachers agree or strongly agree that all the
necessary information and instructions related to online
teaching were provided to them on time, and only 9 %
disagree or strongly disagree.
SURVEY QUESTION 5: Teachers were asked to
what degree (on 5-point scale of agreement) they consider
that all the necessary information and instructions related
to online teaching were clear and unambiguous to them.
Results are presented in Table 4.
93,6 % of teachers agree or strongly agree that all the
necessary information and instructions related to online
teaching were clear and unambiguous to them, and 6.4 %
strongly disagree.
SURVEY QUESTION 6: Teachers were asked to
what degree (on 5-point scale of agreement) they consider
that they know where they can find everything they need
to successfully conduct online classes (links, instructions,
explanations). Results are presented in Table 4.
91 % of teachers agree or strongly agree that all the
necessary information and instructions related to online
teaching were clear and unambiguous to them, 6.4 %
disagree and strongly disagree, and 2.6 % neither agree or
disagree.
TABLE 4 TEACHERS’ RESPONSES TO SURVEY QUESTIONS 5,
6 AND 7 (N=78)

Links,
instructions,
explanations
provided to
them on time
clear and
unambiguous
can find what
they need

Neither
Strongly
Disagree agree or
disagree
disagree

Agree

Strongly
agree

7.7 %

1.3 %

0.0 % 25.6 % 65.4 %

6.4 %

0.0 %

0.0 % 28.2 % 65.4 %

5.1 %

1.3 %

2.6 % 24.3 % 66.7 %
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SURVEY QUESTION 7: Teachers were asked to state
what creates the most problems for them in teaching
online. Results are presented in Table 5.
TABLE 5 TEACHERS’ RESPONSES TO SURVEY QUESTION 7
(N=78)

Answer
Frequency
Vague instructions on how to hold
0
classes
Technical problems (computer,
19
software, traffic speed)
Lack of professional help at a time
2
of difficulty
I have no problems with online
53
teaching
Software for remote teaching
1
System overload
1
Some students do not have a
1
microphone
Nothing
1
78
Total

Percentage
0%
24.4 %
2.6 %
67.8 %
1.3 %
1.3 %
1.3 %
1.3 %
100 %

67.8 % of teachers indicated that they have no problems
with online teaching, but for 24.4 % of them technical
problems (computer, software, traffic speed) create the
most problems in teaching online. 2.6 % consider that lack
of professional help at a time of difficulty creates the most
problems for them in teaching online, and 1.3 % had
problems with software for remote teaching, system
overload and with the circumstance that some students do
not have a microphone. 1.3 % responded that nothing
creates problems for them in teaching online.
SURVEY QUESTION 8: Teachers were asked to state
who they contact most often in case they have questions
or ambiguities related to online teaching. Results are
presented in Table 6.
TABLE 6 TEACHERS’ RESPONSES TO SURVEY QUESTION 8
(N=78)

Answer
Frequency
Everything is clear to me
1
There was no ambiguity
2
Technical support
34
The teaching support department
32
Head of my department
5
Colleague
3
All listed (depending on the
1
situation)
78
Total

Percentage
1.3 %
2.6 %
43.5 %
41 %
6.4 %
3.9 %
1.3 %
100 %

In case they have questions or ambiguities related to online
teaching, 43.5 % of teachers most often contact technical
support, 41 % contact the teaching support department and
6.4 % contact head of their department. Only 3.9 % contact
their colleague and 1.3 % answered all listed (depending
on the situation). 2.6 % of teacher responded that there was
no ambiguity and 1.3 % stated that everything is clear to
them.
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E. Discussion of Findings
Almost 70 % of teachers consider that the online way
of teaching (their course or part of the course they teach)
is an adequate way of transferring knowledge and skills
to students and that percentage rises to almost 89 % of
teachers when we take into account the quality of teaching
in given circumstances.
For teachers, the most endangered teaching segments
in this form of teaching are interactivity, active
participation of students in teaching and weaker
assessment of the quality of acquired knowledge and
skills (teachers do not know how many students really
follow the material), but at the same time, knowledge
transfer is still the least endangered teaching segment.
Segments that may partially be endangered are
collaboration of students, class attendance and students’
skills development.
From the perspective of the quality assurance system
and teacher support, it was interesting to see that most
teachers were satisfied with the information and
instructions provided to them, which were clear and
unambiguous to them and that they could find links,
instructions and explanations they needed to successfully
conduct online classes.
V. CONCLUSION

Readiness to teach online can be broadly defined as
the state of faculty preparation. Whether online teaching
and learning are part of institutional commitments or if it
is something imposed on the institution by extraordinary
circumstances as the COVID-19 pandemic, the internal
quality assurance system can and needs to cover and
support it like any other process, because institutions can
independently choose which elements need to be covered
by internal quality assurance system.
The results of the research conducted among 78
Algebra University College teachers and assistants during
the summer semester of the academic year 2019/2020,
during the COVID-19 pandemic, showed that although
teachers consider the quality of teaching to be adequate in
the given circumstances, especially the two dimensions
according to Schrerer et al., integrating technology,
pedagogy, and content, as well as institutional support,
they consider the interactivity and active participation as
the most endangered segments in the online live model of
teaching.
It can be concluded, based on teachers and assistants'
evaluation at Algebra University College, that the second
dimension, which covers interaction and communication,
as well as weaker assessment of the quality of acquired
knowledge and skills (teachers do not know how many
students really follow the material), in the introduced
online live model of teaching, is recognized as a segment
of teaching for future more intensive improvement and
additional internal quality assurance system support.
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Abstract - In this paper we deal with the problem of
creating an online environment for taking written exams
during the lockdown caused by the COVID-19 pandemic.
We have taken an approach that combines Microsoft Teams
and an e-learning system. Before the exam begins all
students join a Microsoft Teams meeting together with the
teachers. This provides a simple way for teachers to check
and monitor students' activity during the exam. Also, any
student can immediately contact the teachers if they
encounter technical problems. Online exam is accessed
through an e-learning system. In our e-learning system
exam questions can be parameterized, so that each student
gets different variants of questions of the same difficulty.
Furthermore, the order of the questions is randomized, so
that students get different permutations of the questions. In
smaller courses this can ensure that each student takes a
unique variant of the exam which can discourage and
minimize cheating. To answer questions students must
upload scans or photos of their handwritten solutions. After
the written online exam is manually evaluated, students
must also take an oral exam through a Microsoft Teams
meeting with the teachers. The described online exam
procedure was used on the course Fundamentals of electrical
engineering in the Fall semester of 2020/2021.
Keywords - online examination; e-learning; parameterized
questions

I.

INTRODUCTION

Since February of 2020 we all experienced significant
changes to our daily and professional lives because of the
global COVID-19 pandemic. It had a particularly strong
impact on the education sector in many countries around
the world. Schools and universities have been forced to
suspend in-person classes and organize online classes that
the students follow remotely using videotelephony
platforms such as Microsoft Teams and Zoom. In Croatia,
primary schools and most secondary schools resumed inperson classes in the February of 2021. However, many
higher education institutions still organize online classes
as of February 2021.
One important aspect of the distance education are the
online assessments. It is hard to ensure the integrity of the
online assessment process, because it is very challenging
to create a controlled online exam environment. There are
expensive and complex exam proctoring solutions such as
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ProctorU1 and Examity2 or special freeware software such
as SafeExamBrowser 3 . However, they generally do not
offer support for all mobile devices or Linux operating
systems. In this paper we consider a lighter online exam
setup using Microsoft Teams and an e-learning system.
The rest of the paper is structured as follows: in the
second section we give an overview of related work, in the
third section we present our e-learning system WebOE. In
the fourth section we discuss the transition to the online
lectures and online exams during the COVID-19
pandemic. In the fifth section we describe the
implemented online written exam module in WebOE
system. Afterwards, in the sixth section we present the
online exam setup used on our course. Finally, we
conclude the paper in the seventh section.
II.

RELATED WORK

Authors in [1] focused on the motivational factors that
hinder wider acceptance of exam proctoring tools in
educational institutions. They are commonly used in
MOOCs (Massive open online courses), but in formal
education in-person exams are preferred. They concluded
that the main motivating factor is the level of trust that the
institutions have in security and privacy of such tools.
Atoum et al. in [2] introduce a comprehensive
automated online exam proctoring system. Test takers are
required to use two cameras and a microphone during the
exam. The system analyzes video and audio of the test
taker and uses a list of classifiers that try to detect if the
test taker is trying to cheat during the exam. In initial
experiments authors report high level of detections.
Konecki in [3] researched the impact of distance
learning on motivation and success rate of students during
the COVID-19 pandemic. Author’s analysis shows that
the students’ engagement and motivation increased during
the switch to the distance learning, and that the final
results on an undergraduate introductory programming
course slightly improved. This leads to the conclusion that
with careful preparation programming courses can be
effectively taught using interactive distance learning tools.
1

www.proctoru.com
www.examity.com
3
safeexambrowser.org
2
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III.

OVERVIEW OF THE WEBOE E-LEARNING SYSTEM

The online written exam module presented in this
paper was integrated into the existing e-learning system
WebOE, accessible at https://osnove.tel.fer.hr.
The WebOE system was originally designed and
developed by Ivan Felja and Armin Pavić in early 2000s
as an educational support tool for students and teachers on
the freshman year course Fundamentals of electrical
engineering at the Faculty of Electrical Engineering and
Computing, University of Zagreb. Since 2010, the
principal author of this paper is responsible for design,
development, and maintenance of the WebOE system [4].
This system is running as a Microsoft IIS web server
application on a Windows Server 2008 machine. It was
developed using server-side scripting language Classic
ASP, as well as client-side scripting language JavaScript
and various JavaScript libraries such as jQuery, MathJax4,
JSXGraph 5 and Highcharts 6 . The central part of the
system is its relational database which is designed and
controlled by the Microsoft Access database management
system.

Figure 2. Interactive learning materials about RLC circuits

Students use WebOE e-learning system to access
required and supplemental learning materials, receive
personalized homework assignments (Fig. 1), solve lab
tests, and get a detailed overview of their results, activity
and lab attendance on the course. Moreover, the system
offers students and other guests numerous interactive
learning materials (Fig. 2), formative assessments
(manually prepared or automatically generated as shown
in Fig. 3) and virtual lab experiments (Fig. 4).

Figure 3. An excerpt from an automatically generated formative
assessment about the power in AC circuits

Figure 1. Homework assignments interface where each student
gets a task with randomized input parameters

4

mathjax.org – a display engine for mathematics
5
jsxgraph.uni-bayreuth.de – library for interactive
geometry, function plotting and data visualization
6
highcharts.com – interactive and dynamic charts library
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Figure 4. Virtual lab experiment – AC analysis of an RLC circuit

On the other hand, WebOE e-learning system provides
teachers with a comprehensive overview of the results and
activities of the students on the course. They can follow in
detail the progress of each student on the course during the
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semester. Also, the system generates and presents various
statistical data about the written and oral exams,
homework assignments, tests and activities during the
lectures and in the lab. E.g., teachers can compare exam
results among different groups of students as shown in
Fig. 5.

Figure 5. Comparison of 2018/2019 final exam results statistics
and distribution of point scores among six different student groups

However, WebOE does not only help teachers to
analyze and track students’ results. It is also used to
upload learning materials, create questions and tasks for
various assessments, set and control deadlines for
completing homework assignments, lab exercises and
tests. Furthermore, the system keeps detailed records of
lab attendances, as well as written and oral exams.
The WebOE system is currently in use on our course
Fundamentals of electrical engineering at two institutions
– at the University of Zagreb, Faculty of Electrical
Engineering and Computing (Spring semester), and at the
University of Zagreb Study Programme of Energy
Efficiency and Renewable Energy Sources undergraduate
study program in Šibenik (Fall semester).
IV.

TRANSITION TO ONLINE TEACHING AND ONLINE
EXAMS DURING THE COVID-19 PANDEMIC

The beginning of the Spring semester of 2019/2020 in
March 2020 coincided with the onset of the COVID-19
pandemic. In mid-March of 2020, the in-person lecture
and lab classes were suspended, and it was necessary to
quickly organize online classes. Until the end of the
Spring semester professors delivered online class lectures
using Microsoft Teams. Also, teaching assistants held
online exercises using Microsoft Teams, where they
solved practice questions. Online lectures were recorded
and uploaded online, so they could be later viewed again.
We also uploaded to the WebOE system comprehensive
lecture notes and lab manuals that the students previously
had to buy.
Because of the large number of students at the Faculty
of Electrical Engineering and Computing in Zagreb (over
700 enrolled students on our course) homework
assignments were already done online, long before this
pandemic (Fig. 1). During the course each student gets
five personalized homework assignments, with randomly
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chosen questions and randomly generated input
parameters. After the student uploads solutions, they are
automatically evaluated. Lab tests are normally taken
during the lab classes. Each lab test is also personalized
and automatically evaluated. Lab tests contain randomly
chosen parameterized multi-choice questions. A
parameterized question has variable question text and
given answers texts, as well as variable figures. Therefore,
it is possible to generate different similar variants of the
same original question. Also, teachers regularly add new
questions for lab tests and homework assignments. In this
way we have ensured that the average results on these
assessments stay almost constant over the past years, with
the average points scored of about 65%.
As in-person lab classes were suspended, we designed
and successfully organized online lab exercises that
replicated actual experiments. One of the virtual lab
experiments can be seen in Fig. 3. Lab tests were also
conducted remotely, and we observed that the success rate
increased to slightly over 70%. Nevertheless, this is still
comparable to the results in previous years, where lab tests
were taken in controlled conditions in lab classes under
the supervision of teaching assistants.
This experience taught us that by carefully choosing
the set of questions, correctly estimating the time needed
to solve the test, as well as by using variable,
parameterized questions of similar difficulty we can
reduce the possibility and feasibility of cheating during
remote exams.
In the Spring semester of 2019/2020, we did not need
to organize online written exams because they were
initially postponed and afterwards successfully completed
in-person in July, August and September of 2020. It must
be noted that instead of holding oral exams, theoretical
questions were incorporated into written exams.
Later, in the Fall of 2020 there was a resurgence of the
COVID-19 pandemic. Once again, lecture classes and lab
classes had to be done remotely. Therefore, during the Fall
semester of 2020/2021 on our course in Šibenik all the
lecture classes were delivered using Microsoft Teams. Lab
classes were organized remotely through the WebOE
system, just as was done on our course in Zagreb in the
Spring semester of 2019/2020. However, this time around
it was required to organize online mid-term and final
exams. Teachers on the course decided that the oral exams
will be held using Microsoft Teams, and they discussed
various options (e.g. Moodle and WebOE) for online
written exams. In the end they opted for the WebOE
system as the preferred platform for taking online written
exams. It was shown to be simple and reliable, running
thousands of instances of personalized lab tests and
homework assignments using parameterized questions in
Spring semester 2019/2020 and previous years.
Therefore, it was necessary to design an online exam
module that will meet the following specifications given
by the teachers on the course:
•

System must support parameterized questions
(questions with variable text or different images)
that will be of similar difficulty, but still different
enough to reduce the possibility of cheating.
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•

Individual exams must be further personalized by
the random ordering of the exam questions. This
can also help in hindering cheating attempts.

•

After starting the exam, the student is presented
with the list of all exam questions, just as in
normal written exams. This gives students
flexibility in choosing the order in which they will
solve the questions.

•

•

•

System must support questions that require
freehand response. Students must be allowed to
upload binary files with their solutions to the
given questions. Binary files must include various
image formats (JPEG, PNG, GIF, etc.), document
files (PDF, doc, docx, txt, odt, etc.) or archive
files (zip, rar, etc.). Also, the system must log
upload time of each answer.
During the exam students should be able to delete
their uploaded answers and/or upload updated
answers. After the exam is submitted students
should not be able to upload, delete or update
answers.

•

The teacher must be able to create an exam, give
it a name and set its duration.

•

The teachers must be able to create exam
questions, and if needed upload figures for
questions. Also, they must set the number of
points for each question and set the initial order of
the exam questions.

•

The teachers give students the permission to
access the exam and afterwards close access to the
exam.

•

The teachers should be able to monitor in real
time the exam solving dynamics.

•

As soon as a student uploads an answer, teachers
should be able to view it.

•

After an exam is submitted, teachers will view it
in the same way as it was presented to the student.

•

When grading the exam attempt, a teacher should
be able to give a score and a feedback comment
for each answer separately.

•

After teachers evaluate each answer the system
will calculate the sum of all points scored on the
exam automatically. The teachers should be able
to override that points score, for example if they
subsequently identify cheating attempts.

•
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System must record the time when the exam was
started and submitted by the student. If students
experience technical problems with their machine
or the Internet connection, they can resume their
exam attempt until the submission deadline. The
system must submit the exam automatically if the
time for solving the exam has expired.

Bonus questions that bring in additional bonus
points must be supported. However, the total sum
of points scored on the exam must not exceed the
prescribed maximum value.

•

Teachers should be offered an option of viewing
each exam attempt in the initial question order,
and not just in the randomized order as it was
presented to the student. This could help teachers
when grading the exams.

•

Teachers must be able to set the visibility of exam
results. Only if the exam results are visible
students can see their overall exam points score,
points scored per each question, and all their
feedback comments.

Additionally, WebOE systems already supported
automatic calculation of total points scored on the course,
and automatic checking if the student passed the course.
The system also proposes students’ final grades based on
predefined points ranges. Finally, teachers check and
approve final grades, and control when the final grades
will become visible to the students.
V.

ONLINE WRITTEN EXAM MODULE IN WEBOE

In time for the mid-term exam in Fall semester of
2020/2021 we designed, implemented, and tested an
online written exam module according to the
specifications in Section 3. The online exam module was
written using ASP, HTML, CSS, JavaScript and jQuery,
as well as the JavaScript library MathJax that displays
LaTeX mathematical expressions in HTML.
The detailed records about the online exams are stored
in the central Microsoft Access database of the WebOE
system. A total of six new database tables were added to
the WebOE database:
•

onlineExam table – each row contains data about
an online exam. It contains the ID of the exam,
academic year, name and short name of the exam,
its duration, upload folder location, and control
keys for opening and closing the access to the
exam, as well as opening and closing applications
for the exam.

•

onlineExam_questions table – each row represents
one question on the online exam. Therefore, it has
a question ID and a corresponding exam ID,
question text, question figure name, the number of
points, and a control key for setting the type of the
question (a normal question or a bonus points
question). Also, each question has its ordinal
number from the initial order of questions.

•

onlineExam_attempts table – each row represents
one exam attempt by a student. It contains an
attempt ID, student ID, exam ID, academic year,
and time of the exam start and the exam
submission. Total points score on the exam
attempt is stored in the existing table all_results.

•

onlineExam_presentation table stores randomized
data on how the exam was displayed to the
student, i.e. the order of questions and the variant
of each question. Each row contains an ID,
attempt ID, question ID, and the variant of the
question (random integer in the range 1 to 100). If
necessary, modulo arithmetic is used to adjust the
displayed variant of the question.
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•

onlineExam_log table stores data about students’
answers to the exam questions. Each row contains
an ID, attempt ID, question ID, recorded time of
the answer upload, the name of the uploaded file,
and the status of the answer (default value is True,
i.e. the answer is final).

•

onlineExam_grades_log table stores evaluation
data of students’ answers. Each row contains an
ID, attempt ID, question ID, points scored,
feedback comment, teacher name, recorded time
of the answer evaluation, and its status (default
value is True, i.e. the answer evaluation is final).

Currently, the online exam module contains 13
different ASP scripts that implement all the requested
functionalities and provide a web interface for students
and teachers to the online exam platform.
Students online exam interface is implemented using
two main ASP scripts. First of them is the online exam
homepage that contains data on exam applications
(necessary for additional examinations after the mid-term
and final exams), links to any open exams, and detailed
records of a student’s previous online exam attempts (Fig.
6).

Figure 6. Students’ online exam homepage

Figure 7. An excerpt from a student’s online written exam attempt
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When the students take the exam, the WebOE system
records the time of the start of the examination and
randomly generates a permutation of exam questions, as
well as variants of each question. Afterwards, students are
presented with the overview of their personalized exams
as shown in Fig. 7. During the exam students submit their
answers using the simple file upload form included in
each question. Once the exam is submitted further upload
or deletion of answers is not allowed. After the teachers
complete the exam evaluation students can see their
overall points on the exam, as well as detailed points for
each answer together with the feedback information.
Teachers online exam module is somewhat more
complex, containing eight main ASP scripts. They are
used to set up and compose the exam, control access to the
exam, test run the various exam variants, monitor the
examination process in real-time and finally to grade the
exams.
First, teachers can create new online written exams,
and set-up their main parameters – the exam duration and
the location of the exam upload folder. All the questions’
figures and students’ answers will be uploaded there. It
must be noted that this folder is placed in the private part
of the web server and its contents can only be accessed
through three auxiliary ASP scripts that use ADO Stream
Objects methods.
Afterwards, teachers can compose questions for the
online written exam. Each question must have a maximum
points score and an ordinal number that can be used to
recreate the initial ordering of the questions. Online exam
interface currently supports calculation questions that
require a written answer together with the solution.
Questions can be parameterized, i.e. parts of the question
text or the figure names can be varied. Therefore, multiple
variants of the same question can be generated randomly.
A special string is used to indicate variable parts of the
question. This can be a word, part of a sentence or,
usually, an input parameter value. E.g. if a source current
can be 1, 2 or 3 A then the special string will be written in
the original question text as ##1 A*2 A*3 A##. During the
exam these special strings will be decoded using regular
expression and only one randomly chosen variant will be
shown. Question editing and figure upload web interface
is shown in Fig. 8. Note that the LaTeX is used for
mathematical notation. The third variant of this question is
displayed in Fig. 7.

Figure 8. Question editing and figure upload web interface

845

When the online written exam is composed teachers
can execute test runs of the exam using random or initial
question ordering and random or defined question
variants. This way, teachers can check and verify that all
the questions display correctly before the exam is opened
to the students.
After the students start taking the exam teachers can
monitor the exam solving dynamic in real-time using a
dashboard web interface shown in Fig. 9. Each table row
represents one student, and each table column represents
one question in initial order. When a student uploads an
answer dashboard will display recorded upload time and a
link to the student’s answer. In this dashboard all the
answers are sorted according to the initial questions order,
so it is easier to check and compare students’ uploaded
solutions. The dashboard data is auto refreshed every 30 s.

combination for minimizing any cheating attempts.
Students that opted to turn off the camera during the exam
had to stay online after the exam ended, so they could be
briefly interviewed about their uploaded answers. Also,
teachers followed group chat during the meeting to
quickly answer to any technical problems or other
students’ requests. The duration of the mid-term and final
written exams were set to 140 minutes – 120 minutes for
solving 10 questions and 20 minutes added for preparing
and uploading the answers. Questions were parameterized,
and therefore a personalized exam of uniform difficulty
was randomly generated for each student. Students
answered each of their questions by hand on a piece of
paper, and then they uploaded a photo or a scan (e.g. using
one of the popular lightweight mobile PDF scanners) of
their solution to the WebOE system. We allowed
uploading one file per question. Students could use
archive files to combine multiple files if necessary.
Later, after the online final written exams were
evaluated teachers also held an oral exam on the Microsoft
Teams platform. This is a part of the course curriculum,
but it also proved very helpful in verifying the students’
results on the online written exam. After the final exam
8/21 students passed the course, and after an additional
winter examination another 6 students passed the course.

Figure 9. A dashboard for real-time monitoring of the exam

Finally, when the exam ends teachers can evaluate
each answer and give an overall points score for each
exam attempt. Teacher also see additional information,
such as question variant numbers and exact placement of
each question according to the initial order. Teachers can
also add a comment when evaluating an answer as a
feedback information to the student.
VI.

ONLINE EXAM SETUP USING MICROSOFT TEAMS
AND WEBOE

The online written exam module described in Section
4 was successfully used as a part of the online exam setup
on the course Fundamentals of electrical engineering at
the University of Zagreb Study Programme in Šibenik in
the Fall semester of 2020/2021. In contrast to the great
number of students on our course at the Faculty of
Electrical Engineering and Computing in Zagreb there
were 21 students enrolled in the Fall semester 2020/2021
on our course in Šibenik. This manageable number of
students allowed us to monitor students’ activity during
the online exams without resorting to expansive and
complex exam proctoring solutions.
A Microsoft Teams meeting was active during the
online written exam, and all students taking the exam had
to participate in the meeting. All students had to initially
turn off their microphones. Afterwards, they had a choice
of keeping the camera that records them on or off. If the
camera was turned on the teachers monitored the video of
the students during the exam (e.g. standard laptop frontfacing web camera). Together with the real-time
dashboard in Fig. 9 this was shown to be a good
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It must be also noted that this smaller group of
students uploaded about 150 MB of data during each
exam. Therefore, disk space resources could be a problem
when replicating this online setup on larger courses.
VII. CONCLUSION
In this paper we gave an overview of the online exam
setup we used in the Fall semester of 2020/2021 that
successfully combined our e-learning system WebOE with
the Microsoft Teams platform. To ensure the integrity of
the online exam we used parameterized questions and
random question ordering to generate a personalized
written exam for each student. Furthermore, an online oral
exam held using Microsoft Teams was used to
additionally verify online written exam results.
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Abstract - Is programming the literacy of the modern
technology-oriented world? The answer seems obvious. The
skills such as analytical thinking, problem solving and data
analysis have become part of our life. Programming, present
everywhere, enhances creativity and digital competences, so
highly appreciated nowadays. Educational institutions aim at
providing their students with necessary education in that
field. However, while in some countries teaching
programming in primary school is a basic element of the core
curriculum, based on advanced and complex schemes, in
others it is still only a topic for debates. In order to provide
young people with equal chances for digital competence
development, there is high demand for educational solutions
supporting coding education in an effective, easily accessible
way. This paper presents the initiative of five European
institutions: Zamojskie Towarzystwo Oświatowe, Zamość,
Poland; I. Osnovna škola, Čakovec, Croatia; Školska knjiga
d.d., Zagreb, Croatia; JYU, University of Jyvaskyla, Finland;
Agrupamento de Escolas de Fornos de Algodres, Portugal to
create a coherent system of teaching programming at
primary school together with necessary teaching resources
that will be uniform for all project participating countries
and available to all educational institutions interested in the
idea.
Keywords – digital skills; education; programming; digital
literacy

I.

INTRODUCTION

In today’s technology-oriented world nearly all career
paths require some form of digital literacy. Even the fields
not directly related to technology or computer science
fields involve some elements of digitals competence.
Coding and programming are all around us. It has become
tremendously important to equip students with the skills
necessary to effectively find, evaluate, communicate and
responsibly share the digital content. Digital competence is
the key to their future. What is more, it has become obvious
that technological education needs to be provided from the
earliest possible stages. Nowadays, a primary school
student is a student hungry for knowledge concerning
digital contents and eager to make the most of what it has
to offer. Thus, the education of digital literacy skills begins
as early as possible. It begins in the classroom. The benefits
are so numerous that they are the sufficient reason for
making coding literacy easily accessible for schools, if not
mandatory. ‘The world is changing rapidly but public
education has maintained almost the same system since its
organized introduction. Although enormous efforts are
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being made in educational reforms around the world, the
problem remains largely the same: most schools try to
prepare students for the future based on what has been done
in the past.’[1]. While aiming at providing their students
with the necessary education in that field, many educational
institutions face lack of methods, tools and schemes for
doing so. At European level, there can be observed
considerable differences in the advancement of introducing
programming education to school curricula. International
cooperation in search for innovative solutions is very
promising.
II.

DIGITAL LITERACY

What is digital literacy then and why is it claimed to be
so important? If we want to give the generally known
definition of the concept, digital literacy is an individual’s
ability to find, evaluate and create information through
writing and other media on various digital platforms.
School leaders and educators focus more and more on the
benefits of digital literacy education. Digital content is
undoubtedly of high attractiveness to a young user. Today’s
school-aged children do not even imagine a non-digital
world, they have grown up with technology as part of their
lives. Most kids are at least comfortable with computers,
smartphones and other devices. They know how to interact
with technology and participate in the digital culture.
Students who are digitally literate know how communicate
and share digital content. But is that enough? Is the ability
of making use of the already existent content still
satisfactory? Here is undoubtedly much more to that. The
approach towards educating students to be technology
creators, not just technology users is clearly visible.
Students who develop digital and, especially, coding
literacy become content creators, they are no longer content
consumers. They move forwards. Students who learn to
program experience the pride of making something from
scratch, they develop curiosity, problem solving skills and
creativity. Coding helps students to understand how
technological devices work, then they take control of their
creation. This itself is the reason strong enough for making
programming part of the child's education. Living in the
environment full of devices running on the code of some
kind proves that coding literacy can be argued to be one of
the most important skills for current and future generations
to learn. Many professionals claim that it should become
part of the national curriculum alongside with the sciences,
maths, literature etc. The problem is, not all educational
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institutions are equally prepared for the introduction of this
content. ‘Europe lacks skilled ICT specialists to fill the
growing number of job vacancies in all sectors of the
economy. A crucial issue underpinning this is the need to
modernise our education and training systems, which
currently do not prepare young people sufficiently for the
digital economy and society, and to move to a life-long
learning approach so that people can adapt their skills sets
throughout their life-times as needed.’[2]. For this reason,
educators involved in Erasmus+ CodeInnova project came
up with an idea of creating educational content, which is
meant to make at least some basic coding literacy a
requirement for all students. The main objective of the
project is to create a coherent system of teaching
programming at primary school together with necessary
teaching resources that will be uniform for all project
participating countries and any educational institutions
interested in the idea.

III.

INNOVATION IN TEACHING PROGRAMMING

Steve Jobs once said: ‘Everybody in this country should
learn to program a computer, because it teaches you how
to think.’ Most educators and parents will agree that digital
competences are indispensable skills for young people, but
as far as coding itself is concerned, there is still some
discussion concerning the level of primary school at which
it should be introduced to children. There is still existent a
misleading perception that creating digital contents is an
advanced science that belongs only to highly educated
specialists. What is needed, are the practical strategies to
introduce this kind of new literacy from the earliest stages.
While general computational skills have already been
introduced to school curricula around the world, there is
still need for successful introduction of computer
programming. Why should primary school students learn
computer programming? Providing kids with computer
programming at an early stage helps create a foundation
for future learning of related subjects like maths, strategic
thinking, solving problems and grammar. It encourages
students to take control for their own educational process.
Programming lessons reinforce collaboration. In the real
world most technological advancements have been created
by groups of people collaborating together. Coding fosters
the development and strengthening of such skills as
sequencing, counting, problem solving, logical and critical
thinking. The earlier we introduce coding to children, the
more comfortable they become with computers and
technology. Erasmus+ CodeInnova project is the answer
to high demand for educational solutions supporting
coding education at primary level in an effective and easily
accessible way. It is an initiative of five European
educational institutions in search for innovation in
teaching coding from the earliest stages of primary school.
As coding education is not equally available to all schools
in many countries at European level, the innovative project
aims at equipping educational institutions of the
participating countries with necessary ideas and tools to
teach programming to students from the earliest stages.
The creation of uniform solutions and tools is aimed to
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constitute the teaching database promoting teaching
programming in primary schools.

Figure 1: The project logo
How to ensure that the international initiative becomes
effective and applicable in so many varied educational
systems? The project construction and project results
planning:
•
Joint and coherent core curriculum for teaching
programming at primary school, with the preceding
research on existing curricula, consultations with
national experts and professionals to ensure most
reliable feedback and updates to the new curriculum
contents.
•
50 model lesson plans, coherent with the core
curriculum for teaching programming at primary
school. The lesson plans closely corresponding to the
newly created curriculum and textbooks and tested out
in each partner country.
•
2 textbooks for teaching programming at primary
school: for grades 1-4 and 4-9: the contents of the
textbooks, corresponding to the new curriculum; the
division into two levels and corresponding chapters
ensuring easier applicability in all European countries
and thus making the products more useful and universal;
the involvement of local experts in partner countries
ensuring reliable cooperation of professionals on
international level.
•
Internet platform to support teaching
programming at primary school (including didactic
materials for teaching programming): experts and
associates in partner countries consulted concerning
creation of the digital content for the platform which
provides for the exchange of best practice being more
effective and reliable.
•
The creation and implementation of the concept
of testing of all the project components, the core
curriculum, textbooks, lesson plans and the Internet
platform, ensuring reliable and constructive feedback
allowing for further modifications and updates.
The international project implementation allows for
comparison of educational systems, methodologies and
working out subsequent project results. The exchange of
best practices and transfer of knowledge between scientific
institutions and schools is possible only thanks to such
innovative international cooperation. Acquired knowledge
in the field of teaching programming in primary schools,
newly gained competences in the use of innovative
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methodology and tools in teaching programming in
primary schools constitute new, non-existent before,
cooperation network for the improvement of education
quality in Europe.

Figure 2: Project meeting
IV.

METHODOLOGY

The teaching of computer programming is one of the
greatest challenges that have remained for years in
Computer Science Education. A particular case is
computer programming course for the beginners. While
the traditional objectivist lecture-based approaches do not
actively engage students to achieve their learning outcome,
we believe that integrating some cutting-edge processes
and practices like agile method into the teaching
approaches will be leverage. Agile software development
has gained widespread popularity and acceptance in the
software industry and integrating the ideas into teaching
will be constructive. In the educational system, while the
positive impact of agile principles has been felt on
students' projects, none has been experienced on the
teaching aspect. Therefore, this paper proposes the use of
agile process in the teaching of first year programming
courses. The goal is to help the beginners develop their
computational thinking and programming skills, proffer a
teaching technology that maximizes students' chances of
engagement, improve teaching as teachers reflects on what
they are teaching and what the students are learning.
Additionally, beginners will be able to operate the
computer, program, and improve their programming skills
through active team collaboration as well as managing
large classes effectively by the teacher.
The choice of methods and forms of work in teaching is
an important question for the modern teacher. Unlike those
traditional methods in which the teacher is more or less the
transmitter of knowledge, and students are passive
listeners and recipients of this knowledge, modern
teaching methods allow active involvement of students in
teaching, which expresses their creativity, which is
actually the goal modern teaching. To begin with, it is
necessary to understand the differences between teaching
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methods and learning techniques. Learning techniques are
tools that allow understanding and comprehension of
content: mnemonics, flash cards, summaries, notes, visual
thinking, etc. On the other hand, teaching methods are
based on theoretical foundations that include different
techniques or procedures that teachers use to transfer
knowledge, procedures and values and to facilitate the
development of student skills. Active teaching methods are
discussion, research, problem-based learning, simulation,
gamification.
The discussion, method has an orientational and
motivational character. It enables students to be introduced
to the program (whether the program is compiled by a
teacher-programmer, to get a finished program, or
compiled by the students themselves), to make a work plan
and to motivate for the upcoming activity based on the
importance of its implementation. should be realized. The
research method involves independently searching for
facts, finding relevant connections and relationships
between given data, restructuring data, redefining and
independently coming to new (unexpected) results.
Problem-based learning - problem-based learning provides
a high level of student creativity. This is the highest range
and form of learning. The gamification method is often
applied in teaching. Student intelligence, perseverance and
desire to win, competition come to the fore.

Figure 3: Lesson plan about coding
Some active learning methods used in educational
materials in CodeInnova:
•

creative writing method (mind maps, posters,
comic books, content for the web site)

•

photo-speech (analysis of shapes and colours,
expression of impressions, content analysis with
logical tasks and puzzles)

•

meditative forms (creating imaginary animated
stories in the Scratch programming language)

•

role-playing (improvisational creation of
computer games, simulations and animations in
the programming language Scratch, Python)
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•

project learning through research (searching for
information on the Internet, critical evaluation of
the obtained search results, debugging program
code)

•

perception and imagination (Put yourself in a
position ...?; How could the story go on?; What
will smart devices look like in the future? What
are the jobs of the future? What are the skills of
the future?)

•

change of software tools, robots, microcontrollers

•

creating and listening to music – by using
programming language

•

creative work – computer game, animation,
posters, comic books, web site, etc.

Our experience shows that starting with the concept of
variables can cause problems with younger children.
Visual programming tools such as Scratch, Microsoft
MakeCode, Blockly Games and code.org provide more
interactive and fun sessions to kids. “Maze” in Blockly
Games is an introduction to loops and conditionals.
Microsoft’s MakeCode editor is the perfect way to start
programming and get creating with the BBC micro:bit.
The colour-coded blocks are familiar to anyone who has
previously used Scratch, and yet powerful enough to
access all the features of this tiny computer. Students can
also switch to JavaScript to see the text-based code behind
the blocks.
Scratch is loved by children and adults the world over.
For many, Scratch is their first introduction to
programming from around age 8 and up. Students can
integrate micro:bit into your Scratch projects, turning your
micro:bit into a physical game controller, paintbrush,
digital scoreboard or more. In Scratch environment,
dragging blocks into a coding area and then snapping them
together creates code. Developers of this programming
tool noted that “We have always been intrigued and
inspired by the way children play and build with Lego
bricks. Given a box full of them, they immediately start
tinkering, snapping together a few bricks, and the
emerging structure then gives them new ideas” [8].
Previous research and studies show positive effects of
visual programming environments on students’ learning.
We found “a slight improvement in the students’ selfconfidence in their problem solving ability” while working
with Scratch [9].
Python is a great way to deepen your programming
skills through text-based coding. Its natural English-like
structure makes it easy to start learning, but it is also
powerful enough to be used in areas like data science and
machine learning. It is widely used in schools and is
supported by a global community of teachers,
programmers and engineers.
To facilitate learning authors argue that coding concepts
must be instructed following an order. We ranked seven
fundamental concepts of coding and these are algorithms,
loops, if statements, functions and procedures, graphics,
variables, and finally lists and indexes. Teachers must start
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teaching algorithms, loops and if statements first out these
seven fundamental concepts. Especially, starting with
these three concepts plays an important role in teaching
coding to kids ages 4 and up. In essence, our methodology
proposes that teachers must start teaching algorithms first,
then loops and if conditionals as the third concept when
dealing with young children. Teachers can follow a twotiered methodology to teach coding concepts to young kids
(see Picture 4). Traditionally programming is taught at
high school or undergraduate level starting with variables.
Early research also revealed that students in grade 7 and
younger responded best to the graphics-rich programming
environment whereas high school students preferred more
conventional textual environment [10].

Figure 4: Methodology for teaching coding to kids 4+.

V.

CONCLUSION

‘Whether you want to uncover the secrets of the
universe, or you just want to pursue a career in the 21st
century, basic computer programming is an essential skill
to learn.’- Stephen Hawking
Technology-related skills have become part of our life. It
has become obvious that being the recipients of the newest
technological solutions is not enough and educators’ goal
should be to teach children the value of learning
programming. Becoming the creators of digital content is
the step forward. ‘Coding enhances creativity, teaches
people to cooperate, to work together across physical and
geographical boundaries and to communicate in a
universal language. Technology is part of our life, and
coding brings it closer to you’ [3] . The skill of
programming is crucial for success in technology-driven
world and introducing teaching programming to primary
schools curricula seems highly justified. Not only will it
make young people become active users of the digital
contents but it will also broaden the range of skills helpful
in many other areas. Joint ventures of educational
institutions, aiming at the creation of a coherent system of
teaching programming at primary school, enables
exchange of best practices and gives a chance to
institutions of varied experience in teaching programming
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to learn from the best. It provides educators with necessary
competence to introduce the concept of coding from the
earliest possible stages and it equips schools with
innovative tools, methodologies and ideas to make this
kind of education effective. The creation of uniform core
curriculum for teaching programming at primary school,
textbooks, lesson plans, internet platform enables the
creation of the teaching database available to all Internet
users interested in the idea. It corresponds with the main
objective of the international cooperation under Erasmus+
CodeInnova partnership – to share educational contents, to
learn from one another and to improve by exchanging best
practices. Programming skills have become the powerful
instrument for work, entertainment and study and there is
more to what they can bring to our lives in the modern
technology-driven world, no matter which part of the
world we live in. International cooperation constitutes the
basis for innovation, improvement and effectiveness of
educational systems, whose mutual objectives are to help
young people become confident citizens of the modern
technology-oriented world and to make them able to
successfully face any challenges this world may pose.
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Abstract - Augmented reality (AR) is one of the emerging
technologies of today. It has the potential to offer a novel
approach to medical training that supplements conventional
training methods with gamification and a more interactive
learning experience. In emergency medicine, AR has
benefits and feasibility in the clinical care of patients, in
operating rooms and inpatient facilities, and in the
education and training of emergency care providers. To
further explore the role of AR in teaching management of
anaphylactic shock to family doctors a single blinded,
randomized controlled trial will be conducted. All
participants will be involved in a one-day education
program, consisting of lectures and skills practice. The test
group will additionally engage in education about
anaphylactic shock in augmented reality. The baseline will
be assessed in a learning environment through a simulation
based on the developed scenario. The simulation will be
independently assessed with a developed evaluation scale by
three experts. Participants will perform the simulation again
after the intervention. After 1 and 12 months a simulation
will be repeated in the participants’ workplace with a
standardized patient. We expect to prove that augmented
reality is an efficient educational tool for emergency care at
the primary health care level.
Keywords - augmented reality, medical education, primary
care, emergency medicine, anaphylaxis, simulation

I.

INTRODUCTION

Augmented reality (AR) is one of the emerging
technologies of today. It offers the opportunity of a
digital, often interactive overlay onto a real or virtual
environment [1]. It is placed in between reality (real
environment) and virtuality (virtual environment) on the
reality-virtuality continuum. This is a continuous scale
ranging between reality, where everything is physical,
and virtual reality, where a complete virtual environment
is created by a computer. Mixed reality is located
between them, and includes augmented reality (AR) and
augmented virtuality (AV) [2].
In recent times there have been big advances in the
development of augmented reality applications (ARAs).
These applications are software and/or hardware
developed explicitly with AR functionality in mind and
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have already been applied in many educational settings
[3]. Different hardware devices can be used for AR;
handheld such as smartphone, tablet or smartwatch or
non-handheld such as head-mounted display (HMD, e.g.
Hololens) [4,5]. HMD is worn on the user’s head and has
the advantage of display staying in front of the eyes, no
matter in what direction the user looks [4].
II.

USE OF AUGMENTED REALITY IN MEDICAL
EDUCATION

AR offers a novel approach to medical education and
training that supplements conventional training methods
with gamification and a more interactive learning
experience [6]. AR offers several advantages. AR can be
implemented in several healthcare areas and aimed at all
levels of learners. It helps the healthcare learner to
understand spatial relationships and concepts, to acquire
skills and knowledge, strengthen cognitive-psychomotor
abilities, shorten their learning curve, and prolong
learning retention [7]. The physical training environment
may be very similar, if not the same, as the professional
work environment. The learning environment provides
the necessary variations in the training task. The real time
interactive nature of AR provides immediate learner
feedback which supports taking control over the learning
process. AR learning environments do not always require
an expert or instructor to observe trainee performance and
can provide situated just-in-time and just-in-place
learning [4].
AR can be used for learning through feedback, as a
navigation system, innovative interface [8], or
meaningful information tool [6]. It offers an immersion
into a scenario, a participatory reality, or a regenerative
concept. AR can be used for remote assessment and
training [9], or simulator practice [7,8].
In the health care sector, AR is used in training medical
students and health care providers on various topics such
as anatomy [10,11], emergency medicine [6], surgery
[12], nursing [5], and more [3,13,14].
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In emergency medicine, AR has benefits and feasibility
for care delivery, in operating rooms and inpatient
facilities, and the education and training of emergency
care providers [15]. However, the current research on this
topic is scarce.
AR can be used to increase the perception of realism in a
high-fidelity simulation. Vaughn et al [16] conducted a
study in which prelicensure students cared for a manikin
in a simulation lab scenario wearing HMD that projected
video into the students’ field of vision. The video
combined visual images and cues seen in a real patient
and created a sense of realism the manikin alone could
not provide. AR can be used for invasive procedure
training [8,17]. Balian et al [6] performed a feasibility
trial in which they integrated a cardiopulmonary
resuscitation training manikin with a commercial AR
device to provide participants with real-time audio-visual
feedback via a holographic overlay of blood flow to vital
organs dependent on chest compression quality.
Participants were mostly satisfied with the system and
were able to deliver high-quality chest compression [6].
In a Follmann et al [18] study AR was used to display a
triage algorithm and telemedicine assistance was enabled
to compare the duration and quality of triage with a
conventional one. Triage with data glasses required more
time however achieved an accuracy of 92 % compared to
the control group achieving only 58 %.
There are also some concerns regarding using AR for
education. There could be some technical problems, such
as distraction through multiple images, overheating of
hardware, difficulties with establishing an Internet
connection,, and also high cost [19,20].
Students and medical professionals need more situational
experiences in clinical care, especially for the sake of
patient safety. There is a clear need to further study the
use of AR in healthcare education [7].
III.

DEVELOPMENT OF AR INTERVENTION

An AR intervention represents a combination between
standardized and evaluated medical procedures
corresponding to a specific medical event (for example
anaphylactic shock) and digital support i.d. software [21].
The development of an AR intervention consists of
various phases which are crucial for the consistency of
the final stage of the product [21]:
a) defining medical event.
b) analysis and the documentation of crucial parameters
(patient type, symptoms, procedures, measurements,
medication, stuff involved, decision tree, execution
process and time perspective etc.),
c) defining targeted users or user-groups,
d) creation of use case scenario,
e) defining expected (un)wanted outcome in form of
standardized result (points achieved, the success rate in
percentages),
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f) software development and
g) final development of an AR intervention.
A. Defining medical event
Definition of a medical event that meets the basic criteria
of the possibility of technical implementation according
to the needs of the simulation centers. This phase
includes medical evaluation covering the basic aspects of
the medical event from general frequency (how present is
the medical event in the scope of other medical events),
clinical complexity (how difficult it is to properly address
patient's needs), environment (clinical, non-clinical) and
patient (gender, age, anamnesis). Basic analysis is done
by the doctor in the technical team and evaluated by the
other stakeholders i.d. simulation centers.
B. Analysis and
parameters

the

documentation

of

crucial

After creating a basic definition of the specific medical
event (for example anaphylactic shock) other parameters
of the medical event are carefully defined. In the context
of scenario preparation, we first define patient type
including gender, age, symptoms, anamnesis, and other
important medical information. According to the specifics
of the addressed medical event, we define consequences
of the optimal, sub-optimal and wrong medical decisions
which are included in the decision protocol, covering all
the possible consequences of the (in)adequate
measurements performed. The definition of the idiomatic
structure of the medical event includes the medical stuff
involved as well.
C. Defining targeted users or usergroups
User definition is a crucial part of software development
since it articulates the basic ergonomy of the final
software application. The first part includes definitions of
all the involved user groups (paramedics, technicians,
doctors). According to the different user types,
corresponding user journeys and stories are created.
D. Creation of Use Case scenario
Based on the user journeys and stories various use case
scenarios are created. This includes difficulty levels,
environment specifics, and the potential scoring
outcomes. Based on this basic set of user interface
elements is created, the main functionality of elements is
defined and UI infrastructure is created.
E. Defining expected (un)wanted outcome in form of
standardized result
All the possible medical outcomes from the user actions
performed are defined to provide adequate scoring.
Optimal, sub-optimal, and wrong scenarios and the set of
corresponding weights, which are then translated to
scoring in form of points or percentages, are defined.
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F. Software development
Software development includes environment creation
including all the 3d assets, animations, sounds and user
interactions. Integration of all elements described above
into the most believable, realistic holistic experience
causing adequate levels of stress in regards to the
potential real case scenario.
G. Development of AR intervention
AR intervention is developed by a group of medical
experts (doctor, instructor) and IT experts (user
experience engineers, 3d artists, designers, and AR and
product developers).
The doctor and instructor define the basic scenario with
all the corresponding parameters. User experience
enginere define user groups, user stories and user
journeys. She creates a pallet of basic user interface
elements and defines their main functionality. Based on
this basic user interfaces are created. The designer
provides an exclusive look for all the elements included
in the user interfaces. 3d artists create models for all the
spatial elements included in the application. This process
involves the creation of basic geometry, creation of
realistic textures, UV mapping, and environmental
arrangements. Animators create transformations of the
objects in the context of time and space. This means all
present movements of the objects included in the
application (for example patient moving hands, lips,
breathing, speaking, etc). Sound engineer provides, edits
and integrates all sounds to boost believability of the final
user experience. Developers create game engine and
program every aspect of the final application.
AR intervention will be delivered in the form of software
as a service (SaS), meaning application supporting
available devices for distributing AR content. Add on to
the application will be web space for user management
and pass rate tracking.
The primary type of device used for the execution of AR
intervention at the moment is Hololens, a free standing
computer supporting comprehensive 3D rendering,
unlimited user movement, voice control and hand
tracking. Any additional controllers will be used.
Hololens supports communication with IoT devices (i.d.
sensors or other supportive elements) and the cloud
offering additional computing resources for multiple user
experience (for example debriefing). Awake platform will
all support other providers of AR reality devices like
Oculus Rift, Apple and Lenovo.
IV.

RESEARCH PROTOCOL

To further explore the role of AR in teaching
management of anaphylactic shock to family doctors and
to evaluate ARA (augmented reality applications)
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efficacy a single blinded, randomized controlled trial will
be conducted [14,22].
We plan to recruit 150 family medicine physicians who
will be randomly divided into test and control groups.
Inclusion criteria will be a signed informed consent and
willingness to participate. Exclusion criteria will be
physical inability to participate in activities, previously
experienced side effects of using AR, and heart disease
[21].
All participants will participate in a 1-day training
program consisting of a lecture on anaphylactic shock
and manual dexterity practice (aspiration, airway
management, alternative airway management, artificial
respiration, chest compressions, safe defibrillation,
oxygen application, use of medication during emergency
care).
The test group will receive education on anaphylactic
shock in AR. Training with AR is a scenario for the
management of a patient with anaphylactic shock. When
the HMD is put on, a woman with symptoms of
anaphylactic shock that gradually worsen can be seen.
Her breathing becomes difficult, an urticarial rash
appears, and she says she does not feel well and cannot
breathe. When she is asked questions, she answers. The
participant must then take the necessary steps to treat this
patient correctly; otherwise, the augmented patient will
die [21].
We expect the study to last for 12-18 months. All
participants will complete the questionnaire on
demographic and other data, and the Folkman-Lazarus
Ways of Coping Questionnaire (WCQ).
The baseline knowledge, skills, and competencies of the
participants regarding the management of a patient with
anaphylactic shock will be assessed through a simulation
based on the developed scenario using a high-fidelity
simulator in a learning environment. The participants will
perform the simulation in a group of 3; the other 2
members of the group will be educated trainers. They will
follow the leadership of the individual participant and not
engage in actions until instructed by the participant. The
simulation will be video recorded. The recordings will be
independently assessed by 3 experts that will not be
aware of the participant’s group allocation, based on the
developed evaluation scale. They will harmonize their
assessment and produce a single result. This will be in the
form of a numeric outcome (primary outcome result) and
a binary form (successful/not successful) [21].
After the intervention, the participants will once again
perform the simulation with a high-fidelity simulator and
complete the WCQ, which will be followed by a
debriefing. The simulations will be again video recorded,
and the recordings assessed by experts as already
described. Both groups will be assessed again at 1 month
and 1 year after the intervention, using the WCQ scale
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and simulation. This time, the simulation will be
performed in the participant’s workplace with a
standardized patient, followed by a debriefing. The
scenario of the simulation will be the same as before.
Again, simulations will be video recorded; experts, as
already described, will assess the recordings. The shortterm effect will be measured using performance
immediately and 1 month after the intervention, while the
long-term effect will be measured 1 year after the
intervention, which will also be our primary time point
[21].
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CONCLUSION

AR is one of the emerging technologies of today. Our
study offers an immersion into a scenario and provides an
authentic simulated experience. We expect to prove that
augmented reality is an efficient educational tool for
emergency care at the primary health care level.
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Abstract - COVID-19 pandemic has irreversibly changed all
aspects of human endeavors, and learning is not an
exception. Although distance learning has been used as a
backbone for many courses and even studies, during the last
year all teachers and students worldwide had to employ at
least one piece of software for educational purposes.
Empirical study presented in this paper examines quality of
the software that was most commonly used for delivering
lectures and conducting examinations, as perceived by
university students. Reported findings uncovered pros and
cons of evaluated software as well as provided guidelines for
improving their quality.
Keywords - quality, software, distance learning, higher
education, COVID-19 pandemic

I.

INTRODUCTION

The COVID-19 pandemic was the reason why all
higher education institutions (HEIs) worldwide had to
migrate to various forms of distance learning. It all
happened at the beginning of the summer semester of the
year 2020 and today, one year later, distance learning is
due to pandemic situation the main form of delivering
lectures and conducting exams.
Based on the data collected from 424 higher education
institutions, Marinoni et al. [1] concluded that all HEIs in
the world had to face challenges (e.g., access to technical
infrastructure, competencies and pedagogies for distance
learning and related requirements of specific fields of
study) when they were forced to change educational
settings from face-to-face to distance teaching. The same
authors emphasized that distance teaching offers a lot of
opportunities (e.g., more flexible learning possibilities,
number of models of blended or hybrid learning, mashup
of synchronous and asynchronous learning, etc.) when
compared to its face-to-face counterpart.
The results of a survey on the impact of coronavirus
on higher education conducted by the European
University Initiative showed that 85% of European higher
education institutions "plan to move faster towards a
European virtual inter-university campus" [2].
One of two strategic priorities European Commission
outlined in the Digital Education Action Plan (2021-2027)
[3] is "fostering the development of a high-performing
digital education ecosystem". In this document it is stated
that there is a need for improvement of infrastructure,
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connectivity of digital equipment, and „user-friendly tools
and secure platforms which respect privacy and ethical
standards”. Findings presented in [3] have shown that
95% of academic staff believe that the COVID-19
pandemic "marks a turning point" in how information and
communication technologies are used in their teaching.
Online teaching is an important part of distance
education. According to Nieuwoudt [4], there are two
models of online class attendance: synchronous virtual
lectures and/or watching recorded lectures. Results of the
study discussed in the same paper [4] indicate that the
extent of students’ online participation, interaction, and
class attendance is related to their academic achievement.
The same author [4] concluded that students’ academic
success could be increased by combining various
synchronous and asynchronous activities during virtual
classes.
After the traditional classrooms closed their doors
because of the COVID-19 pandemic, the majority of HEIs
employed synchronous teaching based on various video
conferencing services [5]. Parra and Granda [6] found that
HEIs started to teach in a virtual environment by means of
video conferencing tools without determining criteria for
selecting the most appropriate software in that respect.
There is a lot of video conferencing systems (e.g.,
Zoom, Microsoft Teams, Big Blue Button, Adobe
Connect, Google Meet, Skype, Viber, WhatsApp, etc. [5],
[6]) that HEIs can use for the purpose of synchronous
teaching in online settings. Chaiko et al. [7] stated that Big
Blue Button’s main competitors are web-based video
conferencing solutions like Zoom which has recently
gained popularity in distance education. According to the
same authors, one of the reasons why HEIs replaced
Zoom with Big Blue Button are expenses, vulnerability of
data, and security flaws of the former.
The quality of online teaching draws on the choice of
software used for interaction between teachers, students
and other stakeholders in educational ecosystem. On the
other hand, software quality is one of the key factors of
users’ satisfaction. Therefore, the choice of
videoconferencing software for educational purpose is of
particular importance for all educational institutions.
The aim of the study presented in this paper is to
examine the degree to which four pieces of software
(Zoom, Big Blue Button, Microsoft Teams, and Adobe
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Connect) used for distance learning during the COVID-19
pandemic at two higher education institutions in Croatia
have met quality requirements.
The remainder of the paper is organized as follows.
The next section provides the theoretical background to
the study. Research framework is outlined in the third
section. Findings of the empirical study are reported in the
fourth section. Conclusions are drawn in the last section.
II.

RELATED WORK

The results of a study conducted by Parra and Granda
[6] dealing with the evaluation of two applications
(Webex and Zoom) used for virtual teaching meetings at
university level revealed that there was no significant
difference between these two applications, except that
users perceived Zoom as significantly more attractive,
effective, useful and faster than Webex. The authors also
emphasized that the quality of internet connection can
affect how users perceive the quality of software for
distance learning.
In the context of using the Zoom application in
language learning, Alfadda and Mahdi [8] found that
students’ attitudes and behavioral intentions were strongly
positively related to the actual use of Zoom.
Study on the examining video conferencing systems
with respect to the quality of the educational experience
carried out by Correia et al. [9] has shown that Skype was
perceived as the most usable system followed by Zoom,
Microsoft Teams, and WhatsApp. The same authors
discovered that the largest differences among these
applications exist when efficiency, effectiveness, safety,
satisfaction, and utility were considered. For example,
high performance in protecting the users’ privacy and
security features contribute to the greater use of Zoom
when compared to other applications.
According to Chaiko et al. [7], Microsoft Teams can
sometimes be lagging on users' computers for no reason.
Serhad [10] found that students have not experienced any
technical difficulties while using Zoom. Results of the
study performed by the same author indicate that students
believe that Zoom is compatible with other technologies
they are using. In the same study, some students reported
that the use of Zoom caused computer restart and crashes
which could impact their intention to continue to use
Zoom.
The results of a comparative evaluation of 5 popular
video conferencing tools (Big Blue Button, Google Meet,
Skype for Business, WebEx, and Zoom) conducted by
Margounakis et al. [5] have shown that teachers rated
Zoom and Google Meet much higher than remaining three
applications.
According to Soman [11], there are various factors that
impact the selection of a particular cloud meeting
application by users, including number of participants in a
meeting, maximum time duration of a meeting, frequency
of occurrence of a meeting allowed, features offered by
basic version of a meeting application, price of paid
version of a meeting application, attendance recording
facility, number of host and co-host allowed in a meeting
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application, hardware and software requirements, and
security provided for data and user identity.
Considering that current body of knowledge on
evaluating quality of software used for the purpose of
conducting educational activities is rather scarce, we
initiated an empirical study in which we examined four
different
applications
initially
designed
for
videoconferencing. Details on employed research
framework are provided in the following section.
III.

RESEARCH FRAMEWORK

A. Procedure
The research was conducted during the winter
semester of the academic year 2020/2021. Before the
study took place, all participants interacted with software
which was subject to evaluation. FIPU (Juraj Dobrila
University of Pula, Faculty of Informatics) students used
Big Blue Button within learning management system
Moodle and Zoom, while POLYRI (Polytechnic of
Rijeka) students employed Adobe Connect within learning
management system Merlin and Microsoft Teams. The
measuring instrument in the form of post-use
questionnaire was administrated through Google Forms.
Participation in the study was voluntary and anonymous.
B. Apparatus
Based on the model and measuring instruments
designed for evaluating various dimensions of quality in
different contexts of use [12], [13], [14], [15], [16], [17],
[18] [19] [20] we identified 17 relevant attributes and
adapted their items to the context of our study.
Attitude towards use refers to the degree to which
students have positive perception about the use of
software for the purpose of distance learning during
COVID-19 pandemic. Job relevance indicates the level to
which software used for the purpose of distance learning
during COVID-19 pandemic is appropriate for conducting
educational activities. Ease of use indicates the degree to
which is simple to interact with software used for the
purpose of distance learning during COVID-19 pandemic.
Aesthetics denotes the degree to which the software used
for the purpose of distance learning during COVID-19
pandemic has visually appealing user interface. Usefulness
refers to the extent to which software used for the purpose
of distance learning during COVID-19 pandemic is
beneficial in the context of conducting educational
activities by its means.
Effectiveness is the extent to which software used for
the purpose of distance learning during COVID-19
pandemic enables students to execute educational
activities accurately and completely. Efficiency refers to
the degree to which software used for the purpose of
distance learning during COVID-19 pandemic enables
students to quickly perform educational activities.
Outcome denotes the extent to which students perceive the
quality of educational process carried out by means of
software used for the purpose of distance learning during
COVID-19 pandemic as acceptable. Reliability signifies
the degree to which software used for the purpose of
distance learning during COVID-19 pandemic is
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unfailing. Task-technology fit indicates the level to which
software used for the purpose of distance learning during
COVID-19 pandemic supports students in performing
educational activities.
Compatibility refers to the extent to which software
used for the purpose of distance learning during COVID19 pandemic operates properly on various devices and
among different environments. Responsiveness signifies
the extent to which software used for the purpose of
distance learning during COVID-19 pandemic responds
promptly to students’ actions. Anxiety refers to a
psychological state caused by negative experiences or
expectations to lose self-esteem when confronting a
situation in which users must use software for the purpose
of distance learning during COVID-19 pandemic.
Uniqueness signifies the degree to which the software
used for the purpose of distance learning during COVID19 pandemic is distinctive among applications with the
same purpose. Confirmation indicates the extent to which
the software used for the purpose of distance learning
during COVID-19 pandemic has met students’
expectations.
Satisfaction denotes the degree to which users are
pleased with using the software for the purpose of distance
learning during COVID-19 pandemic. Loyalty refers to
the degree to which students have the intention to continue
to use the software they employed for the purpose of
distance learning during COVID-19 pandemic and
recommend it to their peers. Overall quality indicates the
level of comprehensive impression the software used for
the purpose of distance learning during COVID-19
pandemic has left on students.
Educational activities include all relevant students’
tasks and obligations such as attending lectures, actively
participate in lab sessions, participate in examinations, etc.
The post-use questionnaire was composed of 10 items
related to the demographic data of participants and the
usage frequency of software for distance learning during
the COVID-19 pandemic. The second part of the
questionnaire was composed of 149 items related to the
evaluation of 17 aforementioned quality attributes and one
single score item designed for examining the overall
quality in the context of software used for performing
educational activities. The responses to the items
operationalized for measuring perceived quality were
modulated on a five-point Likert scale (1 - strongly agree,
5 – strongly disagree).
As a complex measure that reflects the quality of
software used for distance learning during COVID-19
pandemic perceived by individual student, the sum of
responses to items assigned to the particular attribute was
used.
IV.
A.

FINDINGS

Participants
A total of 385 subjects were involved in the study.
Most of them (57.93%) were students at Juraj Dobrila
University of Pula, Faculty of Informatics (FIPU), among
whom 71.6% were male and 27.4% female. Remaining
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42.07% studied at the Polytechnic of Rijeka (POLYRI)
among whom 58.6% were male and 41.4% female. The
average age of the POLYRI students was 23.01
(SD=6.519), while FIPU students had 21.67 (SD=3.836)
years on average when the study took place. The majority
of study participants in both groups was composed of fulltime students (FIPU=86%, POLYRI=76%). While all
FIPU students were enrolled to the Informatics study
program, in the POLYRI group of students, 77.2% of
them studied Informatics and 22.8% of student were
enrolled to Entrepreneurship study program.
The majority (87%) of FIPU students used Big Blue
Button, while 52% of them used Zoom every day during
the winter semester of 2020/2021 academic year. As much
as 61.4% of FIPU students used the Big Blue Button to
attend classes between 4 and 10 hours per week, while
46.2% of them used Zoom for the same purpose between
1 and 3 hours per week.
The majority (77.2%) of POLYRI students employed
Microsoft Teams, while 46.9% of them used Adobe
Connect on daily basis within the winter semester of the
2020/2021 academic year. Most of POLYRI students
(43.2%) used Microsoft Teams to participate in classes
between 4 and 10 hours per week, while 35.8% of them
used Adobe Connect for the same purpose between 1 and
3 hours per week.
B. Perceived Quality of Big Blue Button and Zoom
The analysis of data collected from FIPU students
revealed that 85.20% of them think that using Zoom for
the purpose of performing educational activities while
82.51% of them believe the same when Big Blue Button is
taken into account. We also found that 84.30% of study
participants is convinced that Big Blue Button is suitable
for distance learning while the same holds for 80.72% of
them when Zoom is considered. Furthermore, study
results indicate that 91.48% of students agree that the
employment of Big Blue Button is free of effort while
89.69% of them confirmed the same for Zoom. It was also
discovered that 76.68% of respondents think that Zoom
has visually pleasing interface whereas 73.09% of
students believe so when Big Blue Button is considered.
As much as 88.34% of students is convinced that Big Blue
Button is beneficial for conducting educational activities
during COVID-19 pandemic while 82.96% of them
believe the same with respect to the Zoom.
It was also discovered that 78.92% of study
participants agree that the use of Big Blue Button
enhances effectiveness in conducting educational
activities while 77.58% of them think the set forth when
Zoom is considered. Moreover, 76.23% of students is
convinced that the use of Big Blue Button improves the
efficiency of conducting distance learning activities while
the same holds for 73.09% of them in the context of
Zoom. As much as 82.51% of respondents reported they
are happy with the manner of conducting distance learning
by means of Big Blue Button whereas 78.03% of them
declared equally for Zoom. We also found that 78.92% of
students agree that Zoom is reliable application while
77.58% of them think the same when Big Blue Button is
considered. The analysis of that uncovered that 80.27% of
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participants agree that Big Blue Button provides sufficient
support to conducting educational activities while the
same is true for 75.34% of them when Zoom is taken into
account (Fig. 1).

Figure 1. Percentage of FIPU students that expressed their agreement
with the statement "... provides sufficient support for the
implementation of educational activities"

According to the study results, 69.51% of students
think that Zoom is compatible with other applications they
are using whereas the same holds for 65.02% of them with
respect to Big Blue Button. As much as 82.51% of
respondents agree that Big Blue Button has acceptable
response time whereas 74.44% of them believe the same
in the context of Zoom. On the other hand, 81.17% of
students are feeling anxious when interacting with Big
Blue Button while 78.48% of them are feeling the same
when using Zoom. It was also discovered that 56.50% of
study participants agree that Big Blue Button stands out
among applications with the same purpose while 53.81%
of them believe equally regarding Zoom. The analysis of
data revealed that 68.16% of students stated that Big Blue
Button has confirmed their expectations regarding being
used for educational purposes while the same is true for
67.26% of them when Zoom is considered.
TABLE I. QUALITY OF SOFTWARE USED FOR DISTANCE LEARNING
DURING COVID-19 PANDEMIC PERCEIVED BY FIPU STUDENTS (N=162)
Big Blue
Zoom
Button
Mean
SD
Mean
SD
Attitude Towards Use
1.79
0.57
1.75
0.55
Job Relevance
1.77
0.45
1.79
0.49
Ease of Use
1.76
0.44
1.77
0.48
Aesthetics
1.84
0.60
1.80
0.61
Usefulness
1.76
0.44
1.79
0.50
Effectiveness
1.83
0.51
1.83
0.56
Efficiency
1.87
0.57
1.89
0.60
Outcome
1.80
0.51
1.87
0.54
Reliability
1.76
0.49
1.77
0.51
Task-Technology Fit
1.79
0.60
1.86
0.63
Compatibility
1.97
0.60
1.97
0.59
Responsiveness
1.74
0.50
1.84
0.56
Anxiety
1.65
0.59
1.67
0.61
Uniqueness
2.07
0.73
2.12
0.73
Confirmation
1.87
0.62
1.92
0.61
Satisfaction
1.88
0.59
1.93
0.60
Loyalty
1.91
0.60
1.85
0.57
Overall Quality
3.65
1.10
3.82
1.05
* note that lower mean value indicates better results, except for overall
quality in which case is vice versa.
Quality Attributes
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The study results indicate that 71.30% of students
reported that Big Blue Button left good impression on
them while the same holds for 67.71% of them regarding
Zoom. However, 69.51% of respondents declared they are
willing to use Zoom again for educational purposes
whereas the same is true for 66.37% of students in the
context of Big Blue Button. The item for measuring
overall quality revealed that study participants perceived
Zoom (M = 3.82, SD = 1.05) as slightly better solution for
conducting educational activities when compared to Big
Blue Button (M = 3.65, SD = 1.10). Findings related to
the perceived quality of Big Blue Button and Zoom are
summarized in Table 1.
C. Perceived Quality of Adobe Connect and Microsoft
Teams
According to the results of data collected from
POLYRI students, 90.74% of study participants think that
using Microsoft Teams for the purpose of distance
learning is good idea while 57.41% of them share the
same opinion about Adobe Connect. It was also
discovered that 85.19% of respondents agree that
Microsoft Teams is suitable for conducting educational
activities whereas the same is true for 54.94% of them
when Adobe Connect is considered (Fig. 2).

Figure 2. Percentage of POLYRI students that expressed their
agreement with the statement "... provides sufficient support for the
implementation of educational activities"

As much as 91.36% of study participants reported that
it is easy to use Microsoft Teams while 61.73% of them
stated the same for Adobe Connect. Study results are also
implying that 78.40% of students think that Microsoft
Teams has an attractive user interface while only 33.33%
of them believe so in the context of Adobe Connect. The
analysis of data collected my means of the post-use
questionnaire revealed that 87.04% of students agree that
the use of Microsoft Teams adds to the quality of
educational process whereas 62.35% of them share the
same opinion regarding Adobe Connect.
The study results indicate that 71.60% of respondents
believe that Microsoft Teams supports conducting all
relevant educational activities while the same holds for
53.70% of them when Adobe Connect is taken into
account. It was also found that 72.22% of students agree
that the employment of Microsoft Teams increases the
efficiency in performing the activities of distance learning
whereas 56.17% of them is convinced in the same with
respect to Adobe Connect. As much as 74.07% of study
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participants believe that the quality of delivering
educational activities by means of Microsoft Teams is at
acceptable level while the mentioned holds for 46.30% of
them in the context of Adobe Connect. According to study
results, 60.49% of students agree that Microsoft Teams is
bug-free application while 35.80% of them support that
claim when Adobe Connect is considered. The analysis of
collected data also uncovered that 75.31% of study
participants agree that functionalities integrated in
Microsoft Teams provide complete support to the
educational process whereas for 53.70% of them this is
true with respect to Adobe Connect.
As much as 59.88% of students reported that
experience of using Microsoft Teams does not differ
among different devices and within various web browsers
while this is true according to 46.30% of them when
Adobe Connect is examined in that respect. It was also
discovered that 69.14% of study participants agree that
Microsoft Teams quickly loads and responds to users’
actions while the same holds for 49.38% of them in the
case of Adobe Connect. Only 11.73% of students reported
they are feeling disturbed when using Adobe Connect
whereas 10.49% of them are experiencing the same when
interacting with Microsoft Teams. According to 52.47%
of respondents, Microsoft Teams is distinct among
applications with the same purpose whereas for 30.25%
the mentioned is true in the context of Adobe Connect.
TABLE II. QUALITY OF SOFTWARE USED FOR DISTANCE LEARNING
DURING COVID-19 PANDEMIC PERCEIVED BY POLYRI STUDENTS
(N=162)
Adobe
Microsoft
Connect
Teams
Mean
SD
Mean
SD
Attitude Towards Use
2.29
1.26
1.47
0.78
Job Relevance
2.16
1.00
1.58
0.69
Ease of Use
1.95
1.02
1.38
0.64
Aesthetics
2.73
1.12
1.63
0.80
Usefulness
2.01
1.10
1.47
0.74
Effectiveness
2.19
1.01
1.82
0.85
Efficiency
2.22
1.07
1.82
0.90
Outcome
2.33
1.11
1.72
0.93
Reliability
2.59
1.01
1.97
0.87
Task-Technology Fit
2.21
1.00
1.75
0.82
Compatibility
2.33
0.90
2.04
0.81
Responsiveness
2.31
0.99
1.88
0.83
Anxiety
3.75
1.17
3.98
1.21
Uniqueness
2.80
0.99
2.21
0.95
Confirmation
2.64
0.97
1.98
0.79
Satisfaction
2.57
0.99
1.95
0.78
Loyalty
3.05
1.12
1.85
0.79
Overall Quality
3.30
1.25
4.58
0.65
* note that lower mean value indicates better results, except for overall
quality in which case is vice versa.
Quality Attributes

As much as 62.35% of students reported that their
interaction with Microsoft Teams was better than expected
while the same believe 30.86% of them regarding Adobe
Connect. Study results indicate that 60.49% of
respondents agree that is pleasant to use Microsoft Teams
whereas the same holds for 35.80% of them in the case of
Adobe Connect. It appears that 66.67% of students is
willing to recommend Microsoft Teams to their peers
while only 19.75% of them would do so in the context of
Adobe Connect. The results of evaluating perceived
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overall quality indicate that students recognized Microsoft
Teams (M = 4.58, SD = 0.65) as better solution for
delivering lectures and performing examinations when
compared to Adobe Connect (M = 3.30, SD = 1.25).
Summary of findings on evaluating facets of quality with
respect to Adobe Connect and Microsoft Teams are
presented in Table 2.
V.

CONCLUSION

The objective of this paper was to examine quality of
software that is used for conducting educational activities,
including
delivering
lectures
and
performing
examinations, as a form of distance learning during
COVID-19 pandemic. For that purpose, an empirical
study was carried out in which representative sample of
users was composed of students from two higher
educational institutions in Croatia. Based on our previous
work, we identified 17 dimensions of quality relevant for
the context of the study. The set forth facets of quality
were measured with 149 items. The perceived overall
quality was examined with a single item. To compare
applications that were subject of the study, data collected
from participants were transformed into a single score for
every of 17 quality attributes.
When analyzing data collected from FIPU students,
we have found that they rated the overall quality of Zoom
higher than they did for Big Blue Button although
according to individual results, Zoom was perceived as
better solution for distance learning only from the
perspective of five quality attributes, including attitude
towards behavior, aesthetics, reliability, compatibility, and
loyalty. On the other hand, data collected from POLYRI
students revealed that they perceived Microsoft Teams as
better option for conducting educational activities when
compared to Adobe Connect with respect to requirements
of all quality attributes including the overall quality.
When advantages of all applications included in the
study are considered, we found that majority of students
have positive attitude towards their employment for
educational purposes during COVID-19 pandemic, that
they can use them without much effort on daily basis, that
they think how the use of these applications facilitates and
improves the manner of conducting educational activities
thus contributing to the improvement of the educational
process in general. As the main drawback of all evaluated
applications, we identified that they do not provide
anything novel nor specialized for educational purposes
when compared to other similar pieces of software.
Incompatibility in terms of the quality in use on different
devices and in divergent web browsers was also reported
as one of the cons that plagues all applications included in
the study. Finally, some students experienced
interruptions and problems with stability in work when
interacting with applications involved in the study which
together with mentioned disadvantages decreased
students’ satisfaction and reduced their intentions to
continue to use these applications.
Although the reported findings have relevant
implications for applications used for distance learning
during COVID-19 pandemic, there are limitations
common in empirical studies that needs to be
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acknowledged. The first one relates to the homogeneity of
the study participants. Since students served as
representative sample of users in our study, a more
heterogeneous sample of relevant stakeholders in
educational process (e.g., teachers) could provide entirely
different answers to the post-use questionnaire items.
Keeping that in mind, the presented results should be
interpreted carefully. The second limitation concerns the
number of applications that were examined during the
study. Given that every application has its particularities,
reported findings can be generalized only to four ones that
were involved in the study. Considering all the set forth, to
explore the robustness of presented results and draw
sound generalizable conclusions, further studies should be
carried out.
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Abstract—Computer vision and it’s use is starting to
represent a major part of our daily life. Analysis of captured
pictures and the use of the information that they contain can
support specific tasks in an increasing number of applications. In this paper we present two out of the box solutions
for making teamwork-based education more interesting by
using wireless plugins. For this reason we used two different
systems for detecting palms and fingers of user’s hands.
We developed two different applications to test each of the
two out of the box solutions. The first application supports
teacher-student cooperation. Students on remote computers
can draw various shapes and lines fully via hand tracking and
the shapes are then simultaneously redrawn on the teacher’s
or student’s computer. It uses Google’s MediaPipe library for
hand tracking and Node.js for server communication. The
second application is a simple video game aimed primarily
at preschool children. By playing the game, children learn
basic shapes, colors and logical thinking. The application uses
the handtrack.js library for hand-tracking and HTML/CSS
with JavaScript for the base application. Both applications
demonstrate how computer vision can be easily integrated
into remote educational user interfaces. We hope that this
will stimulate other developers of educational applications to
integrate into their application also computer vision based
interaction.

sign language. It can form a great number of complex
poses and is different from person to person in terms of
color, size and shape. Therefore a unified tracking system,
that is based on image recognition encounters several
difficulties [3].
• High-dimensionality of the problem: Hands can
have more than 20 degrees of freedom (DOF), while
some models have been designed with as much as 25
DOF [4].
• Self-occlusion: The hand may overlap itself or another hand if the system supports multiple hand
detection.
• Data processing speed: Large amounts of image data
have to be processed even in low resolution and in
low frames-per-second (FPS) scenarios.
• Unpredictable environments: Backgrounds and
lightning may change drastically from user to user.
• Rapid hand motion: Due to the high amount of
image data needed to be processed, a high frame rate
is tough to achieve hence since hands are able to
translate and rotate significantly from frame to frame.

Keywords - education; computer vision; hand tracking;
mediapipe; handtrack.js

II. OVERVIEW OF THE FIELD

I. I NTRODUCTION
No matter their age, humans crave for praise, however,
praise is much more needed for preschool children as
it can affect their mental development [1]. Part of the
received compliments comes from the commendation of
a child’s drawing in daycare or school. However due to
unpredictable events schools might temporarily close and
a major part of a child’s commendation is lost, which can
lead to noticeable changes in child’s behaviour. Our goal
was to come up with a system, that aids children to learn
and draw with immediate feedback and praise, no matter
the whereabouts of teacher and pupil.
In the last couple of years technology has started to
lean towards developing applications and video games that
don’t rely so much on mouse and keyboard, but more
on body tracking, mostly hands [2]. The vast majority
of these systems take advantage of so called controllers.
The use of these controllers greatly increases the reliability
and smoothness of hand tracking but in this way a lot of
hand information is lost. The human hand is capable of
transmitting large amounts of information via typing or
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Nowadays we can find many applications based on
hand tracking and computer vision. There are companies
that deal exclusively with computer vision-based games
such as Oculus [5] and those who provide a framework
for building computer vision-based hand tracking applications, with the likes of ManoMotion [6]. A number
of applications that encompass both hand tracking and
education are much fewer. Great examples of such are
Oculus Cubism [7], which let’s you solve puzzles in virtual
reality using your hands, and SideQuest’s VR Piano [8] in
which users can learn to play a virtual piano.
There have been many papers published that deal with
educating people of computer vision and it’s methods [9]
[10] [11], however, we haven’t found any that deal with
using computer vision for education.
III. H AND TRACKING TECHNIQUES
In this section we will present each hand tracking
library used in our project, handtrack.js [12] by Victor
Dibia, and MediaPipe [13] by Google. There exist several
techniques for computer vision hand tracking. However,
many of those approaches use colour histograms and HOG
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classifiers meaning that they can distinguishing between
background and hands based on texture and boundary
characteristics. While performing great in good conditions,
the problem arises in environments where the background
is unusual or changes in illumination may cause drastic
changes in skin colour [3].
For our project we wanted a robust system for hand
detection, therefore we have chosen two systems that use
a trained neural network model.
A. The Handtrack JavaScript library
Handtrack JavaScript is a fully functional hand tracking
model that uses an object detection application programming interface (API) called TensorFlow to analyse the
video and produce a result containing the hand’s location
and its bounding box. The goal of the library is to abstract
away steps associated with loading the model files, provide
helpful functions and allow a user to detect hands in
an image without any machine learning experience [12].
Therefore the implementation of the library is simple, fast
and its use is very intuitive. All a programmer has to do
is include the library using an HTML script tag and call
the necessary functions to execute the detection.
Its main library, TensorFlow [14], is an API build on
top of a neural network, that uses a predefined dataset to
execute object detection. For the purpose of Handtrack.js,
the Egohands dataset [15] was used. It consists of up to
five thousand images containing high quality, pixel level
annotations. The dataset is converted into a TensorFlow
format and imported into its hand detection model. The
model is trained and prepared to execute hand detection
on any incoming image.
Worth noting is the fact that the library is still being
updated and improved, so its final optimization was still
not reached. The current version of the library enables
tracking of multiple hands in up to 40 FPS for high
end PC’s [12]. Furthermore, the author of the library
recommends that programmers enable multi-thread image
capture for I/O events (reading images from a webcam). In
addition to that, he acknowledges that the size of the input
image (camera resolution) affects FPS significantly and the
accuracy of hand detection is not affected, which means
that programmers can use smaller camera resolution to
achieve the same detection results with better performance.
B. The MediaPipe library
MediaPipe is not just a neural network trained model,
but more of a framework for building pipelines to perform
inference over arbitrary sensory data [13]. MediaPipe
enables developers to build a perception pipeline as a
directed graph. Components of a graph are called calculators and are connected by 0 or more streams. Streams are
represented as a time-series of data packets and together
with calculators, they define the data-flow of a graph
(Fig. 2).
The graph is specified using GraphConfig protocol
buffer and runs using a Graph object. The basic data unit
in the pipeline is called a Packet, it includes a timestamp
and any C++ type as a payload. Time series of data packets
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form a Stream, which then connects nodes in the graph
called Calculators. When a new data packet reaches
a node it won’t be processed until all of its preceding
packets have been processed. The entire MediaPipe graph
execution is decentralized, meaning there is no global
clock and data can be processed in different nodes simultaneously, which results in higher throughput. However,
as it was mentioned earlier, each node can have multiple
input and output streams, therefore MediaPipe also applies
a synchronization system for determining which packet
from either input streams to process first [13].
Due to the pipeline approach of MediaPipe, existing
perception applications can be modified easily by incrementally adding other calculators to the pipeline or
modifying existing ones. At the time of writing there have
been made over 14 machine learning (ML) solutions for
video and picture media. To name a few:
• Object detection
• Face detection
• Iris tracking
• Pose tracking
• Hair segmentation
• Hand tracking
Hand tracking solution
Our project is based on and uses hand tracking ML
solution. The system utilizes an ML pipeline for detail detection and representation of 21 2.5D1 landmark
points on hands for every frame of the video source.
This solution, as opposed to other similar hand tracking
systems, doesn’t require a lot of processing power thanks
to the well-designed pipeline architecture. Instead of one,
the pipeline uses two hand detection models that work
together. The first model which is called the Palm detection
model detects palms in a single frame and provides to the
second model the so called Hand landmark model which
are oriented hand bounding boxes for every detected palm.
The Hand landmark model then operates on the cropped
images defined by the bounding boxes of its preceding
model.
Palm detection model
Hand detection can be significantly more difficult than
face detection. The face has many high contrasting patterns
such as eyes, nose, and mouth, as opposed to hands which
vary in color and shape, along with other difficulties which
have been discussed in the Introduction (Section I). To
overcome these obstacles, the model takes into account
other parts of the body, position of arms, torso, etc. Secondly, the model uses an encoder-decoder feature extractor
used for bigger scene context awareness and for smaller
objects also. With cross-entropy loss and without decoder
feature the average model precision is 86.22%, while
with the decoder feature precious grows significantly to
94.07%. Lastly with the decoder and focal loss instead of
cross-entropy loss the average precision is 95.70% [16].
1 2.5D perspective refers to 2D projection with additional techniques
that cause the image to appear in 3D.
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Fig. 1. 21 hand landmarks as returned by the MediaPipe API. Each point is chosen to best represent the hand anatomy and, apart from wrist, each
point represents a finger joint.

which they added various background images [16].
MediaPipe provides to its user-base an easy-to-use
multiple language API. Specifically for the hand detection
pipeline, API is available for Android, iOS, C++, Python,
and JavaScript. The API has several configuration parameters:
• STATIC IMAGE MODE (default to false): If set to
false, the solution treats input frames as a video
stream, meaning it will only do detection on the first
frame and then track the landmarks on successive
frames. This is great for processing video frames as
it reduces latency. If set to true it will do detection
on every frame. This can be used for separate static
image collages.
• MAX NUM HANDS (default is 2): Maximum number of hands to detect.
• MIN DETECTION CONFIDENCE (default is 0.5):
Returns hand landmarks only if confidence is higher
than the set parameter.
• MIN TRACKING CONFIDENCE (default is 0.5):
If the solution is in tracking mode then this parameter
determines if a hand has been tracked successfully
from one frame to another. If confidence is lower
then the next frame must be re-detected.

Fig. 2. Hand pose and landmark detection pipeline. Orange boxes
represent external input (camera) and external output (display), white
boxes with orange outline represent nodes i.e. calculators and blue/yellow
lines are streams.

Hand landmark model
The model for detecting hand landmarks creates a
precise localization of 21 2.5D coordinates (Fig. 1) via
regression based on cropped image of its preceding model.
For the model to train on, Google has manually annotated
over 16K real world images consisting of In-the-wild
dataset with over 6K images of a large variety (e.g. global
location, skin color, lightning conditions) and an In-house
dataset, that contains 10K images from 30 people which
cover all angles of hand gestures. Lastly, they have created
100K images with the help of a synthetic hand model to
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IV. R ESULTS
This section showcases two example applications we’ve
developed for the purpose of testing wireless teamwork
education based plugin.
A. Hand drawing application
The motivation for this application was to come up with
a system in which a user can simply visit a website in
which (s)he can use their hand to draw on the screen,
while the same pattern is then simultaneously redrawn on
a different computer, possible on a different network. The
solution was implemented with the use of Node.js and its
libraries:
• express: Small and robust tools for HTTP servers,
• https: Upgrades our HTTP server to HTTPS server
since Chrome, Firefox and other web browsers are
preventing users from using cameras on an unencrypted HTTP website,
• socket.io: A client library for sending messages from
one computer to another.
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Fig. 3. Display of various drawing techniques. Top left picture represents a normal multi-color line drawing, while top right shows a line drawing
where close neighbouring lines are connected. Bottom pictures represent drawings with a pattern that either reveals a random rock band (bottom-left)
or displays a starry night sky (bottom-right).

The application hosts two web pages. A page for users
to join and draw on, and a page for an administrator to
observe the drawings of all the users. While there can be
many users, there can be only one admin page user, so that
server knows who to send the user’s data packets to. The
user page contains a camera and a canvas element. The
camera element is used as an input for our ML pipeline
and on the canvas element, we display the user’s drawings.
To make the application more interesting, we added several
drawing techniques. Based on user’s declared hand-pose
a different technique is selected (Fig. 3). The following
techniques have been implemented:
• Palm with fingers apart: Normal multi-color drawing,
• Palm with fingers together: Line drawing where close
neighbouring lines are connected,
• Peace symbol pose: Drawing a heart emoji every third
frame (to prevent over clustering),
• Rock’n’Roll pose: Drawing of a pattern that reveals
a random rock band and
• OK pose: Night sky pattern.
Along with these poses, we identified additional ones.
When a user makes a fist, the drawing stops, so the user
can move to another part of the canvas and continue
drawing from there. Also to make it as user-friendly as
possible we have added a button to clear the canvas as
well as an option to clear the canvas by holding two hands
simultaneously on the screen.
Hand detection is most efficient if a user is drawing with
fingers apart. Therefore, we have implemented a system
in which the user first holds the desired technique pose
for 3 seconds, after which the selected pose is locked,
and the user can draw no matter the hand pose. If the
currently locked pose wants to be cancelled, all hands must
be removed from the camera so the pipeline doesn’t detect
any hands, and after 3 seconds the locked pose will be
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reset, and a new pose can be re-selected.
Application as a conference call extension
As an additional functionality of the application, we
have also enabled the administrator to change the colour
of the canvas background to green, as a way of turning
the canvas into a so-called green screen. Afterwards, with
little work and the help of a broadcaster software, you can
add your canvas drawings to your conference call camera.
In that way teachers can bring the attention of students as
they are able to draw on the teacher’s camera live.
B. The preschool children games platform
Technology is becoming a part of everyday activities
even for preschool children. Therefore, this is an opportunity to use these technologies to help children develop
mental and motor skills, not just to provide entertainment
value. With this in mind, we have developed a simple
platform for such games in which children control objects
by moving their hands in front of a camera (Fig. 4).
Since this application serves more as a ”proof-ofconcept” than an actual video game, the games included
are kept simple, to demonstrate the possible uses of such
technology in learning and entertaining young children.
One of these games is to sort objects according to colour
(Fig. 5):
Taking into account all the recommendations from the
library’s author, we used the Handtrack library to enable
hand recognition in a simple game for preschool children.
First, the application asks the user for permission to
access their camera. After confirmation we call a function
handTrack.startVideo() to initiate hand tracking.
The library automatically performs hand detection and
returns the location and bounding box parameters of one
hand if it is visible. We use the central point of the hand
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and game logic. The graphical design is kept to bare
minimum, to not distract players from the game itself.
V. F INDINGS
This section will present negative and positive features
of computer-based hand tracking, a comparison of used
libraries, and possible improvements to our applications.
A. Positive and negative features of hand tracking systems

Fig. 4. On the start menu of the home screen different games for
preschoolers can be selected.

While hand tracking has seen some incredible improvements in the last decade it is still far from replacing the
keyboard-and-mouse combination. Although hand tracking technology is gaining increasing popularity in entertainment applications, accuracy is still lower compared
to keyboard and mouse. The biggest upside is aiding
physically impaired users and the development of motor
skills of young children.
B. Effectiveness of proposed hand tracking system
We’ve tested our system on a group of eight preschool
children (aged 5 and 6) as well as a presentation at a postgraduate lecture to enhance video conference interactions.
Positive aspects taken from tests on five to six year old
subjects.
•

•

Fig. 5. Color sorting game

to track the user’s hand movement (supplement for the
mouse) and the bounding box to detect hand gestures that
perform different actions (grab or release). To maximize
performance and guarantee a smooth experience for the
child, we use a separate JavaScript code to perform hand
detection and a smaller camera resolution, according to
the recommendations of the author.
When the player (child) sorts each individual object
correctly, he or she is rewarded with a confirmation
sound. When the game is over, i.e. all items are sorted
correctly, the sound congratulations and the restart button
are displayed. Positive reinforcement is used in the game
to encourage the player to continue playing after each
successfully completed task. By using their hand to move
objects, they learn motor and mental skills simultaneously.
With this application, we want to demonstrate the benefits
of such games and modern technology for the development
of preschool children, who will inevitably come into
contact with it.
The application runs on a simple HTTP server that
provides encryption for user data and enables the use of
a web camera. The application skeleton is created with
HTML and CSS. The game itself runs using HTML’s
canvas tag and a JavaScript code to support hand detection

866

•

•

The fact that our system is hosted on a computer
immediately draws the attention of our group. While
playing subjects did not realize they were learning,
they took it as playtime.
Interactivity gave an additional boost to their enthusiasm. Preschool children are clumsy with a keyboard
and mouse. They are more used to touch screen
devices, such as tablets and phones, therefore our type
of interface is more familiar.
Some were very enthusiastic if they solved a puzzle
and were delighted in receiving praise, while others
were not that amused.
After solving all tasks in our game for preschool
children, most of our subjects were eager for more,
therefore our hand drawing application, which stimulates the child’s imagination, was very welcomed.

Negative aspects taken from the same subjects.
•

It was very frustrating if the system didn’t recognize
hands and instead recognized some other body parts.
Few of our subjects became confused and noticeably
irritated.

Test study of our system as a conference call extension
did not bode as well as our tests on preschool children.
The test was done on a three hour long lecture with over
50 students. One of the participants had set up the canvas
as a green screen and a link was broadcast and posted in
chat. However, at most 3 people tried drawing on canvas.
Our conclusion was that application as a conference call
extension is not effective in university level education.
We acknowledge that our system has not yet been mass
tested, therefore we’ve made our system available for
testing.
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C. Handtrack.js and MediaPipe comparison
We can split the comparison of both libraries into two
parts: functionality of output data and overall performance.
Functionality of output data
Output data of handtrack.js library contains information
of hands bounding boxes and their central point, while
MediaPipe API returns 2.5D locations of 21 hand landmarks. While handtrack.js works well for detecting hands,
MediaPipe gives us much more creative freedom.
Overall performance
We’ve tested the benchmark for both libraries on Intel
ThinkPad T470s with Intel Core i7-7500 @ 2.7 GHz and
24.0 GB of RAM. We’ve used both libraries’ own demo on
the same browser to prevent any advantages. FPS values
are shown in Table I.
TABLE I
C OMPARISON OF HANDTRACK . JS AND M EDIA P IPE H AND
PERFORMANCE AS NUMBER OF FRAMES PER SECOND

Library
Handtrack.js
MediaPipe Hands

Average FPS [FPS]
9
18

LIBRARY

(FPS)

Max FPS [FPS]
10
24

Even though the Handtrack JavaScript library runs well
and is surprisingly efficient at real-time processing ( 10
FPS when testing on an average performance personal
computer), there are some visible issues still remaining.
As the web camera data has to be sent from the client
to the server, this affects the speed and accuracy of hand
detection. A big influence on success is the scenery in
which the player is located. A cluttered background and
large differences in illumination intensity influences hand
detection to the point where some sections of the image
don’t even provide a valid result. With that in mind, we
do not recommend this library for any big projects, since
MediaPipe would be a far better pick.
D. Possible improvements
A comparison of both libraries has shown that the most
straightforward improvement to our second application
for preschool children would be to replace the handtrack.js library with MediaPipe API. Both applications
would also benefit from additional functionalities. Games
VI. C ONCLUSION
In this paper, we presented two applications for making
teamwork-based education more entertaining. For each
of the applications, we’ve used a separate hand-tracking
library for the purpose of testing and comparison of said
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for preschool children could be extended with additional
learning exercises, while remote hand drawing app could
have additional drawing techniques, an option to erase
specific techniques, to cut and move part of the drawing,
etc. The remote hand application could also benefit from
allowing more than one administrator per session, so that
multiple people could observe drawings from multiple
users.
libraries. In the end, MediaPipe turned out to be the better
of the two, a conclusion based on the usability of output
data and the overall performance. Our end products turned
out to be successful in terms of aiding children with
learning and making remote teamwork-based education
more entertaining.
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Abstract – Distance learning has been an area of scientific
interest long before the Covid-19 pandemic. The electronic
learning (e-Learning) makes the learning process easier
more accessible. That is due to the extremely reduced time
for communication between participants; the ability to learn
anytime, anywhere; the added interactivity; the possibilities
for self-control and self-evaluation.
The purpose of this paper is to analyze the students’
opinion about the possibility of blending traditional onsite
learning with e-learning (i.e. the so-called blended learning),
and to evaluate their willingness and readiness to use
electronic teaching materials, such as video and audio
lectures, and interactive documents. The analysis has been
conducted with а survey among 200 university and high
school students studying IT-related courses. The
questionnaire was held in January 2020, just before the
Covid-19 pandemic, and reflects the students’ attitude and
their readiness, but not their practical experience.
Results show that the students accurately find the
advantages and disadvantages of both learning methods and
think that the most effective, flexible, and motivating
approach is the blended learning method, which combines
the traditional onsite education and the e-Learning.
Keywords - e-learning, multimedia teaching materials,
students’ attitude

I.

INTRODUCTION

During the educational process, we, as lecturers,
increasingly face problems related to the attitude of
students to their individual tasks, the inability to cope with
exams, lack of motivation and their unwillingness to learn.
Therefore, we are constantly looking for ways to present
the learning materials in a more attractive way and to look
for the most interesting, easy and convenient method for
this. We even tend to reduce the material in terms of
volume and complexity. In the last few years, this problem
has been noticed by many colleagues and there are many
studies, comparisons of teaching methods and attempts to
improve the quality of education by providing electronic
materials in addition to traditional textbooks and training.
The advantages and disadvantages of e-learning and
traditional onsite learning are considered and analyzed in
many papers and discussions, for example [3, 5, 6]. The
experience of the usage of new technologies like virtual
and mixed reality in education is presented in [1, 2]. [1]
describes an experiment with undergraduate, postgraduate
and Ph.D. students at the University of Warwick. Modern
students are using new technologies in their daily lives
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and presenting the study material in the form of an e-book,
podcast or multimedia presentation would probably be a
more convenient option for them. Obtaining the necessary
knowledge in a format convenient for them would
motivate them more in the process of acquiring
knowledge. Naturally, we strive to meet the expectations
of young people, so we decided to collect, research and
analyze their opinions.
II. EXPERIMENT
The study, in the form of a survey, was conducted at
the beginning of the summer semester of the academic
year 2019/2020, ie. prior to the announcement of the
Covid-19 pandemic, and therefore does not reflect
students' views on online learning. We conducted and
described a similar study in [4]. The questionnaire was
completed by 200 participants from different age groups
and stages of study, including undergraduate students
from 1st to 4th year, postgraduate students, graduates and
high school students from 12th grade. It should be noted
here that all respondents are trained in the field of
information technology - university students are from the
department of "Computer Systems and Technologies", and
high school students are participants in the educational
program of the Ministry of Education and Science "IT
Career Training". Based on this, the opinion of the
respondents cannot be defined as "mass" and should not
be treated as such. The study involved 39 women and 159
men, and the distribution by courses is shown in Table 1.
Due to the low percentage of the first-year respondents,
masters and graduates, these groups will not be considered
in the current analysis.
In order to get to know the participants and to create a
profile of the respondents, we asked several questions,
aimed at helping us to better understand the motivation
and preparation of the participants. One of the questions
was "What is your motivation to choose to study in the
field of information technologies and programming?". A
large percentage of respondents, 66.2%, indicate that they
have chosen the specialty because of their own desire and
motives, which suggests that they are sufficiently
motivated and have an interest in the material taught to
them. On the other hand, the percentage of respondents
who answered that high salaries in the sector is a reason to
choose an IT specialty is also not small - 59.7%. Our
experience in the university and practice in real-life show
that very often, students, motivated mainly by salary,
refuse or fail to complete their studies.
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TABLE I.

PERCENTAGE DISTRIBUTION OF THE SURVEY
PARTICIPANTS

Groups
1st year students
2nd year students
3th year students
4th year students
Masters degree students
Graduates
12th grade high school students

Participants, %
2.5
27.9
24.4
26.9
2
5
11.4

Prior preparation is also a key element for the students'
interest. About 76% of respondents say they have some
preparation before enrolling in the specialty. The majority
say that they had information technology-oriented courses
at school, and only 24% say that they have no prior
training.
When asked what form of teaching they find most
useful, respondents unanimously agree that these are the
exercises or workshops followed by active forms of
training (projects, course works), as shown in Figure 1. As
can be seen, they do not value lectures and homework as
particularly useful in their studies.
The reasons for this can be a number of factors:
•
The lectures are usually attended by several
groups of students from different departments, which
often means a large number of students, while in the
exercises the groups are divided and the number of
students is significantly smaller. This allows a more
detailed discussion of the material with the lecturer and
more time for personal questions on the unclear parts, as
well as its actual demonstration. As shown in Figure 3,
students prefer demonstrations of prototypes and software
products, which is often not possible during the lectures
because of the limited time to get through the topic.
•
During the workshops, students can test what
they have learned from the lectures, as well as ask the
teacher when they encounter difficulties. The main
problem for them is the motivation to try something on
their own. Not knowing how and where to start and how
to structure and distribute their tasks makes them lose
interest. This is clearly seen in the extremely low
percentage of respondents who chose homework as the
means of learning new material. At home, students find it
difficult to find the motivation to work on tasks related to
the learning process. This is partly due to the environment
that predisposes them to relax, compared to the
environment during workshops, where they are expected
to work and practice their knowledge.
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When asked if they were willing to debate an issue
with their fellow students and the teacher during a lecture
(Figure 2), most students said they would, as this would
help them understand the material better. This, in practice,
is not the case, and we are all witnessing this problem. In
theory, students want to discuss during the lectures, but
something stops them. About 25% of respondents say they
would not ask anything because they are afraid and
ashamed to speak in front of the professors and
colleagues. The atmosphere during the lecture does not
predispose them to ask questions and discuss and they are
afraid to ask questions.
Although in practice, students do not ask questions
during the lectures, they attend them and 40% of
respondents say that lectures are important and help them
learn the material better. Only 5% say they don't.
It is worth noting the percentage of respondents who
answered that they attend lectures only because they are
mandatory and teachers make attendance checks - 24.4%.
This makes us ask ourselves the question, "If they weren't
mandatory, would students visit them?"
While students consider workshops to be the most
preferred and attend the lectures, perhaps because of the
fact that the professors make attendance check, the
majority (61.2%) find lectures useful and think that they
help them understand the material when the lecturer
passes it on. The percentage of respondents who do not
benefit from the lectures is relatively small - 17.4%.
The topic of easier perception of the study material is
not limited to attending and listening to lectures. In recent
years, we have seen an increasing influx and use of
interactive learning materials, which aim to help students
understand the material better and keep their attention
during lectures. It is an indisputable fact that just attending
a lecture is not enough. When asked which presentation
materials they find the most useful way of presenting the
study material during a lecture, the respondents answered
that these are mostly multimedia presentations, e.g. Prezi
and demonstration of a real prototype or software (Figure
3). Last is the textbook as a way to learn the material. It
should be noted here that the question concerns the way of
presenting the lecture materials and the role of the
textbook as a means of self-preparation is not discredited
with the students. They understand the benefits of textual
materials, including textbooks, and 46% of them prefer
them instead of the methods of teaching only with video
lectures. Textbooks and textual teaching materials are
easy to search and are evaluated by respondents as a
reliable source of information. Text materials become
even more accessible when they are in electronic format,
as they allow fast searching and the ability to copy, which
in many cases is a convenience.
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Figure 1.

Figure 2.

What form of teaching do you find most useful?

Do you tend to debate an issue with your classmates and the teacher during a lecture?

Figure 3. Respondents’ reply to - What would be the most useful way of presenting the study material during lectures?
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The percentage of students who prefer video lectures
is not small - 42%, and nearly 12% of them choose
podcast as a learning option. Podcasts are becoming an
increasingly popular form of learning because the listener
is not engaged in watching videos or reading text and can
listen to the lecture on the way to the university and back
or while playing sports. Of course, neither video lectures
nor podcasts could replace textual materials and
textbooks, and students understand this, as shown in
Figure 4.

a desired addition by students. Very often, students use
video lectures when they need to refresh their knowledge
or have missed a lecture. They are an excellent way to
prepare for the exam.

Video and audio lectures are a good option for gaining
additional knowledge, but they are not enough to be a
substitute for live contact with the lecturers and
professors. Discussions during the lectures allow for easier
understanding and mastering of the material, while the
existence of video and audio lectures for all disciplines is

It is interesting how the respondents evaluate their
lecturers. When asked what makes a good teacher, they
think he is innovative, uses non-standard teaching
methods, is a good professional, has a desire to teach, and
has practical experience in the field in which he teaches.
Figure 5 shows the analysis of the most common terms
used by the respondents to describe a "good teacher".

It is important to note that respondents unanimously
agree that there is a need for lectures, whether they are in
real-time or recorded, and that the information on the
Internet, although in abundance, is disordered, chaotic and
often difficult to understand.

Figure 4. Respondents’ opinion about video and audio lectures

Figure 5. What do you think a good teacher is?
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III.

CONCLUSIONS

After analyzing the answers received, we can
summarize that:
• According to students from all courses, the most
preferred and effective form of education are workshops.
They are 4-5 times more preferred compared to lectures.
Nevertheless, students regularly attend lectures because
they still think they are useful.

• According to the mass opinion of the respondents,
video and audio lectures are useful, in cases when for one
reason or another they missed the real lecture. The
discussion during the real lectures and the live contact
with the teacher allow for better mastering of the study
material.
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Abstract – With the arrival of COVID-19 pandemic in
March of 2020 the first lock-down and closing of schools and
faculties occurred. Educational institutions had to find a
solution overnight. To ensure the continuity of schooling was
a great challenge, the strategy of the faculties has only
indicated digital transformation, and a small number of
faculty staff was ready to face this new situation (according
to the research had already been carried out). Teachers that
had already used digital technologies and e-learning found it
easier to form their classes in online environment that they
were already familiar with. But those teachers that have
never done so, found themselves facing a great challenge.
Faced with the inability to hold classes in a traditional
classroom way, they were challenged to quickly transition to
online environment and ensure the completion of the
academic year. With the arrival of the new academic year, the
return to the classic way of classes was expected, but this did
not completely occur. The pandemic did not cease and again
higher education institutions face closing and classes are
more and more held remotely. Levels of preparation and
experience of teachers and students at the University of
Mostar differ greatly. This paper has a goal of presenting
experiences and needs of the teachers of the Faculty of
Humanities and Social Sciences and ascertaining how these
experiences can be, and how much they have been used
relating to the situation we find ourselves in again.
Keywords - digital transformation; Covid-19; e-learning;
emergency remote teaching; higher education

I.

INTRODUCTION

The COVID-19 pandemic has generated significant
changes in teaching methods throughout the world and
transition to online education has become a reality. During
the COVID-19 pandemic, numerous changes have
occurred and these changes have not circumvented higher
education either.
The situation that higher education system found itself,
regarding to all the necessary changes put before it, even
before all pandemic related events, which were directed at
demands of the digital time, innovation calling for revision
of the existing curricula, but also pedagogical and
methodical frames inside which teaching process is
organized, have brought us the need to react immediately
to maintain the process of education.
The situation caused by the pandemic shows that the
available e-learning systems are generally not sufficient,
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but, more alarmingly, tells of the insufficiently developed
digital skills and competencies of the certain number of
university professors, as well as incompatibility of the
teaching materials and assignments students have to
realize in remote education systems. In what was stated, an
incentive side of the pandemic can be seen. It additionally
warns of the fact that education and the society of
knowledge have to present a cornerstone of the future
development of the society in all its segments.
In these new circumstances, classes can be held only in
the most complicated way – online in so called digital
educational environment. Digital educational environment
represents a changed educational surrounding in which the
teachers can act accordingly if they enrich their teaching
skills with digital competencies. Digital competency
represents a complex construct of knowledge and digital
skills that, in this new situation of online classes, refer to
appropriate choice and usage of digital educational tools.
The primary purpose of the usage of digital educational
tools is unobstructed educational process which, for its
ultimate goal has student’s activity during education
content acquisition. This placement of the demands of the
digital educational environment refer to the teacher who is
extremely digitally competent and can independently
choose and appropriate digital educational tool.
Considering that this highly specialized demand was
fulfilled by a small number of teachers (mostly at technical
faculties), the authors were interested in how the teachers
at the Faculty of Humanities and Social Sciences at the
University of Mostar responded to these demands, which
difficulties they faced, and based on that ascertaining how
these experiences can be and how they were usable in the
situation we find ourselves in again.
A. Digital transformation of education
and Emergency remote teaching
(ERT) during the COVID-19
pandemic
Digital transformation is not a new phenomenon and it
is associated with higher education institutions for several
years already. In the context of higher education
institutions, it can be regarded as a sum of all digital
processes needed for achieving transformation processes
which offer the ability of positive optimal application of
digital technologies to the higher education institutions.
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This procedure is also consisted of appropriate strategic
preparation, establishing trust, contemplation of processes,
merging and strengthening off all parties involved,
separate, associate and organizational knowledge. [3].
Digitization at the higher education institutions should
not be called e-learning, because remote learning is just
one of several features of digital transformation of higher
education institutions [3]. Two recent trends in digital
transformation in educational industry during the COVID19 pandemic are the spread of remote education and more
and more innovations in educational technologies. [1].
The COVID-19 pandemic forces teachers to research
and apply methods of remote learning more than ever
before. Although before the COVID-19 pandemic there
were practices of remote education, this was unusual, and
most of the activities took place in a classroom.[1].
Yet, while the use of technology for remote teaching
has been happening since the early 1980’s, the widespread
closing of education institutions due to the 2020 COVID19 outbreak seemed to shock the educational community,
with many teachers scrambling to figure out how to shift
their pedagogy to “emergency remote teaching” [5].
Emergency remote teaching (ERT) is defined as a
sudden interim shift of instructional delivery to an online
delivery mode as result of an immense catastrophe, in
contrary to the online courses which are initially planned
and designed to be delivered virtually [2]. ERT actually
offers academic freedom because the teacher can made
educational decisions based on the context of the current
situation to increase learning possibilities for students in
spite of the crisis. Integration of technology in education
did not only change the way students learn, it changed the
pedagogy of learning and teaching by promoting
collaboration activities.
II.

RESEARCH RATIONALE

Faculty of Humanities and Social Sciences is a
component of the University of Mostar that educates
students in three education cycles (undergraduate,
graduate, and postgraduate) on 17 study programs. Faculty
of Humanities and Social Sciences today has 2500 enrolled
students, 111 full-time employees, of which 80 are
teachers, and 120 external associates.

establishment of the Crisis plan has a goal of further
tracking of the situation and undertaking measures for
prevention and early detection of the cases of illnesses
caused by COVID-19 virus, raising and promoting the
awareness of employees, students, external associates and
other participants to slow and minimize the spread of the
infection with the maximum possible implementation of
the educational plans and programs, securing the
realization of the vision, mission and goals of the
University of Mostar and all its components. Furthermore,
before the start of the academic 2020. /21., with the decree
of the Senate, a combined model of classes was adopted
which consists of online type, which implies classes and
exams which are implemented with online platforms and
tools made for educational purposes, in a way that students
have the possibility of communication with the
educational staff in real time, and classical type, which
implies classes and exams implemented at the sites of the
components.
A. Methodology and respondents
The research was carried out among the educational
staff of the Faculty of Humanities and Social Sciences of
the University of Mostar. It was approached by 36
employees of which 18 (50%) were female and 18 (50%)
were male. Of the total number of respondents, 21 (58,3%)
were employed from 11 to 30 years in education while 15
(41,7%) had less than 10 years of employment in education.
B. Statistics and Results
For statistical processing of the basic descriptive
sociodemographic data as well as representation of the
percentage of certain answers for certain statements along
with the basic descriptive parameters and results of the
testing of the normality of the distribution KolmogorovSmirnov test was used. For testing of the significance of the
relationship between variables of age, years of service in
education, estimation of the quality of performance of
remote teaching and estimation of own competence to use
information and communication technologies, Pearson
correlation coefficient was used. Chi-square test was used
to determine the existence of statistically significant
differences in the answers of respondents.

Faculty of Humanities and Social Sciences has its
dislocated departments in Orašje and Brčko. At Orašje,
study program of Social work is being realized and study
program of Public relations is realized at Brčko.
The summer semester of the academic 2019/2020
functioned in accordance with adopted Guidelines for
organization of remote classes which defined obligations
and recommendations for education staff, students and
management of faculties divided into several categories
related to establishing the communication channels,
technologies for holding online classes and technical
support.
Before the start of the academic 2020 /21 the Senate of
the University of Mostar has adopted the Crisis plan of
readiness and response to the COVID-19. The
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TABLE I

DISPLAY OF PERCENTAGE OF CERTAIN ANSWERS FOR CERTAIN CLAIMS ALONG WITH BASIC
DESCRIPTIVE PARAMETERS AND RESULTS OF TESTING THE NORMALITY OF DISTRIBUTION BY
KOMOLGOROV-SMIRNOV TEST (N=34)
Percentage of answers (%)
Claim
1
2
3
4
5
C Q
Min Max SkewKurtoK-S
ness
sis
1
Satisfaction by the reaction of the Faculty dur- 2.9
14.7 41.2 41.2 4
0.5
1
5
-1.416
3.134
1.435*
ing the pandemic
1
Adjustment of the Faculty to remote learning
5.9
14.7 35.3 44.1 4
0.5
2
5
-.893
.054
1.517*
1
Equality of quality of virtual classes with
2.9
23.5 8.8
38.2 23.5 4
1.25 1
5
-.479
-.992
1.577*
classic form
1
Remote teaching takes more time than classi2.9
11.8 11.8 38.2 32.4 4
1
1
5
-.911
.116
1.555*
cal form
1
Intent to use tools for remote teaching after
11.8 52.9 35.3 4
0.5
3
5
-.277
-.617
1.677*
the pandemic
2
Satisfaction by technical support from the
5.9
2.9
20.6 26.5 44.1 4
1
1
5
-1.129
.796
1.446*
Faculty
2
Satisfaction by access to Faculties educational 11.8 11.8 14.7 26.5 35.3 4
1.13 1
5
-.687
-.783
1.317
materials from home
2
Satisfaction with the technological solutions
8.8
11.8 47.1 32.4 4
0.5
2
5
-.845
.252
1.639*
to maintain remote teaching
3
General estimation of quality of performance
2.9
35.3 32.4 23.5 5.9
3
1
1
5
.327
-.583
1.243
of remote teaching
4
Self-assessment of competencies to use tech32.4 38.2 29.4 4
1
3
5
.054
-1.404
1.235
nology in class

Legenda:
1Answers 1 to 5 have the next meanings: I completely disagree (1), disagree (2), I neither agree
nor disagree (3), I agree (4), completely agree (5)
2 Answers 1 to 5

have the next meanings: Very unsatisfied (1), unsatisfied (2), moderately satisfied
(3), satisfied (4), very satisfied (5)
3 Answers

1 to 5 have the next meanings: much worse than before quarantine (1 worse than before
quarantine (2), same as before quarantine (3), better than before quarantine (4), much before
quarantine (5)
Answers 1 to 5 have the next meanings: insufficient (1), sufficient (2), good (3), very good (4),
excellent (5)
p <. 05*
4

By Kolmogorov-Smirnov test (Table I) it was
determined that the results are statistically insignificant
(p > .05) on general assessment of the quality of
implementation of remote classes, as well as at the selfevaluation of competence for application of technology in
education. The coefficients of the skewness of distributions
of these results are in the range of .054 to .327, and the
kurtosis in range from -1.404 to -.583. Kline (2005) states
that the distribution can be considered as normal if the
coefficients skewness and kurtosis move in the range from
-3 to +3. Regarding that the relevant coefficients are in
acceptable range and that Kolmogorov-Smirnov test is
statistically insignificant, the requirements for normality of
distribution were fulfilled and parametric procedure was
applied, that is, calculation of t-test for independent
samples was applied.[4] Testing of the significance of the
relationship between variables of age, years of service in
education, estimation of the quality of performance of
remote teaching and estimation of own competence to use
information and communication technologies with Pearson
correlation coefficient, statistically significant correlation
was found between age and estimation of own competence.
Older respondents estimated themselves less competent to
apply information and communication technologies in
classes.
Chi-square (χ2=15.176; df=4; p<0,01) confirms the
existence of statistically significant difference in
representation of answers regarding the satisfaction by the
reaction of the Faculty during the pandemic in a total
number of the answers of the respondents. A large number
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of respondents agree or completely agree that the Faculty
properly reacted during the pandemic, while a smaller
number do not agree with this claim or has a neutral answer
regarding to what would be expected in an even
distribution. (Table III).
TABLE II TESTING OF THE SIGNIFICANCE OF CORRELATION BETWEEN
VARIABLES OF AGE, YEARS OF SERVICE, ESTIMATION OF QUALITY OF
PERFORMANCE OF REMOTE TEACHING AND ESTIMATION OF OWN
COMPETENCIES
FOR
APPLICATION
OF
INFORMATION
AND
COMMUNICATION TECHNOLOGIES BY PEARSON COEFFICIENT OF
CORRELATION

r

df

p

age – years of service

.656

33

.000**

age – estimation of
quality

.191

33

.279

age – estimation of
competence

.474

33

.005**

Years of service –
estimation of quality

.236

33

.179

Years
of
service–
estimation
of
competence
Estimation of quality of
performance –
estimation of
competence

.107

33

.545

.230

33

.191

p <. 05*
p < .01 **

Chi-square (χ2=12.824; df=4; p<0,01) test also
confirmed the existence of statistically significant
difference in representation of answers relating to the
satisfaction by the adjustment of the Faculty to remote
classes in a total number of the respondent answers. More
respondents agree or completely agree that the Faculty
adjusted well to the remote classes, while a smaller number
of respondents disagree with this claim or has a neutral
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TABLE V

answer regarding to what would be expected in an even
distribution.
TABLE III

SATISFACTION BY REACTION OF THE FACULTY
DURING THE PANDEMIC BY CHI-SQUARE TEST

1

2

3

4

5

Fo

2

1

7

9

15

6.8

6.8

6.8

6.8

1

2

3

4

5

Ft

6.8

Fo

1

-

5

14

14

χ2

18.941

Ft

8.5

-

8.5

8.5

8.5

df

4

p

.001**

χ

2

15.176

df

4

p

.002**

TABLE IV

EQUALITY OF QUALITY OF VIRTUAL CLASSES
TO CLASSICAL FORM BY CHI-SQUARE TEST

1

2

3

4

5

Fo

1

8

3

13

8

Ft

6.6

6.6

6.6

6.6

6.6

χ

2

13.515

df

4

p

.009**

Chi-square (χ2=13.515; df=3; p<0,01) confirmed the
existence of statistically significant difference in
representation of answers to the claim that the quality of
virtual classes is equal to that in a classical form, in a total
number of respondent answers. More respondents agree or
completely agree that the quality of these two forms of
classes is equal, also more respondents do not agree with
this claim, and those that completely disagree and those that
answer neutrally are less represented with regard to what
would be expected in an even distribution. (Table IV).
Chi-square test (χ2=15.939; df=4; p<0,01) also
confirms the existence of statistically significant difference
in representation of the answers to the claim that online
classes take more time than the classical form., in a total
number of respondent answers. More respondents agree or
completely agree with this claim, while less respondents do
not agree with this claim or has a neutral answer to what
would be expected in an even distribution.
Regarding to the question if they plan on using tools for
online classes when the pandemic is over, chi-square
(χ2=8.706; df=4; p<0,05) confirms the existence of
statistically significant difference in representation of
answers to the claim of using the tools for online classes
when the pandemic is over, in a total number of respondent
answers. More respondents agree or completely agree that
they consider using tools for online classes after the
pandemic, while less has a neutral answer to what would be
expected in an even distribution. No answers that disagree
with the claim were recorded.

Chi-square (χ2=18.941; df=4; p<0,05) confirms the
statistically significant difference in representation of the
answers regarding the satisfaction with the technical
support from the Faculty, in a total number of respondent
answers. More respondents partially and completely agree
that they are satisfied with the technical support from the
Faculty while less represented is the answer of
disagreement, in what would be expected in an even
distribution. (Table V).
Also confirmed is the statistically significant difference
in representation of answers to the claim that they are
satisfied by the technological solutions to hold online
classes, in a total number of respondents.
More
respondents agree or completely agree with this claim
while less respondents disagree with this claim or has a
neutral answer to what would be expected in an even
distribution. (χ2=13.294; df=4; p<0,05).
More respondents claim that the quality of classes is
worse than before the quarantine or the same as before,
while less respondents consider that the quality of classes
is higher than before the quarantine to what would be
expected in an even distribution. (χ2=15.118; df=4;
p<0,01).
TABLE VI

SELF-ASSESSMENT OF COMPETENCIES TO
APPLY TECHNOLOGIES IN CLASS BY CHISQUARE TEST

1

2

3

4

5

Fo

-

-

11

13

10

Ft

-

-

11.3

11.3

11.3

χ2

.412

df

2

p

.814

Chi-square (χ2=.412; df=5; p>0.05) does not confirm
the existence of statistically significant difference in the
representation of the answers regarding to the selfevaluation of competence to apply technology in classes.
(Table VI.).
Respondents were given an option to enter a personal
note and their experience about the readiness of the Faculty
to act in crisis. Some of the answers are:
•
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SATISFACTION BY TECHNICAL SUPPORT OF
THE FACULTY BY CHI-SQUARE TEST

„I believe that the Faculty has answered to the
crisis situation accordingly, with respect to its
abilities and available resources. Of course, it can
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always better and continually work in improvement
of working conditions. “
•

„Very responsible and professional. “

•

„I commend the extraordinarily quick and highquality adjustment in organization of classes, flow
of information, high-quality and prompt education
and technical support. “

•

„In the context of the situation with the Covid-19
pandemic, I believe that the Faculty of Humanities
and Social Sciences has acted proactively and
accordingly. In segments of holding classes and
communication with the students, it positioned
itself as the leading component at the University. “

The largest number of respondents, 13 (36,1%) agrees
with the claim that holding classes and exams remotely
went without difficulties. Those who had difficulties
stated the following reasons:
•

„Attempts to cheat during exams. “

•

„Insufficient interaction with the students, some
courses are hard to hold remotely because of the
content, students are more inactive, the possibility
of cheating on exams. “

•

„Technological connection
ability to cheat on exams. “

•

„Regarding to the specific educational content,
written exams were not possible. Combined classes
in the winter semester (classically and remotely)
have enabled written exams which returned
seriousness and credibility to the course. “

•

„Difficulties with holding exams “

problems,

higher

This paper offers a systematic overview of the
actions of the faculty management in a crisis
situation and the way classes were coordinated. It
also displays which competencies the teachers
need. The authors believe that the result of this
research will serve to strategically plan actions
during crisis situations, but mostly to prepare a
program for constant expert training of teacher
competencies. A valuable answer was offered to
questions that were raised in education during
crisis events, and through examples of good
practices proposals for drafting a crisis strategy and
expert training of teacher competencies were
shaped.
III.

CONCLUSION

Closing of the faculties caused by the COVID-19
pandemic presented a challenging moment in a higher
education process. Faculties at the University of Mostar
were closed in March and classes were transitioned to
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online environment and it was not possible any more to
hold classical classroom classes. But, most of the teachers,
as well as students were not ready for emergency remote
teaching. Faculties were underequipped with information
and communication technology, and especially noticeable
was the lack of digital competencies. This research has,
however, concluded that the most of the respondents
agrees or completely agrees that the Faculty has
appropriately reacted during the pandemic. Also, more
respondents agree or completely agree that the Faculty has
adjusted well to remote learning. More respondents agree
or completely agree that the quality of classes in classical
form is equal to virtual form, with the fact that also more
respondents do not agree with this claim, and there are less
of those who completely disagree with it and those who
gave neutral answer than what was expected in an even
distribution. Mostly, respondents answered that they
would continue to use tools for remote teaching when the
pandemic is over.
The finding of the research points to numerous
challenges that the employees of the Faculty of Humanities
and Social Sciences faced, and clearly present how the
employees coped with them, insights they gained and
skills they developed in given circumstances. Furthermore,
this research offers an insight that continued educations of
teachers should take place. To serve this point, a Center for
development of digital competencies should be founded.
This center would offer knowledge and skills that are
essential for successful planning and performance of
classes, following and assessing students’ achievements.
The center would help teachers overcome their gaps in
knowledge about digital environments in order to prevent
the situation they found themselves in this time. The center
would also be a primary provider of technical support in
all matters related to e-learning such as: creation of
repository of digital materials, preparation of class
materials, creation of instructional materials for teachers.
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Abstract - The Video Assistant Referee (VAR) system is an
innovative technology in football created to improve the
decision-making process. This paper explores the similarities
and differences between VARs/AVARs’ experiences in the
Croatian Top Division (1. HNL) and Major League Soccer
(MLS) in relation to the efficiency, possible limitations and
improvements of the VAR system. These results and findings
should help researchers and practitioners to improve
application and functionality of the VAR system in football
but also to identify possible problems.
Keywords - Video Assistant Referees (VAR) technology;
football; VAR; AVAR; Croatian Top Division; Major League
Soccer, UX

I.

INTRODUCTION

Many companies around the world are nowadays
devising new technologies to improve the game [1]. Video
Assistant Referee (VAR) system was first used in football
at the 2018 FIFA World Cup. One of the main goals of the
use of the VAR system in football was greater transparency
when trying to minimize wrong decisions and reduce
subjective errors by the referees ([1], [2], [3]), thereby
increasing the fairness of the sport ([4], [5]).
Tamir and Bar-Eli [6] emphasize that the introduction
of the VAR system into football represents "an important
revision in modern professional soccer" and "moral
revolution" in sport. The VAR team includes: Video
Assistant Referee (VAR), Assistant VAR (AVAR) and
Replay Operator (RO) working in the Video Operating
Room (VOR) [7]. The main VAR principle is to assist the
referee in the event of „a clear and obvious error“ or „
serious missed incident“ in relation to (IFAB [8]): (1)
goal/no goal, (2) penalty/ no penalty, (3) direct red card (not
second yellow card), and (4) mistaken identity (“when the
referee cautions or sends off the wrong player of the
offending team”).
Furthermore, the rapid development of software allows
greater involvement of technology in the process of
refereeing football matches. For example, considering the
use of artificial intelligence (AI) in refereeing a football
match, Gottschalk et al. [3], have concluded that the use of
AI has limitations because the referees have a high degree
of discretion. Therefore, there is still the need for referees
(people) on the field during football matches. The VAR
system can be perceived as an innovation that changes
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traditional football. The diffusion of innovation is a

process [9] and in this sense, the essence of adoption
of the VAR system depends on the level of
adoption/comprehension and satisfaction with the
application of the VAR system by all stakeholders in
football. Moreover, Samuel et al. [4] have found that the

referees consider that the application of the VAR system in
football matches technically and technologically has
changed their careers (e.g. preparations for the match,
player management, public perception).
The application of the Video Assistant Referee (VAR)
decision-making system in a professional football
association has its pros and cons. For example, Mather
[10] points out that one of the major areas of discussion
about the application of the VAR system is related to the
offside (rule). Also, the analysis of the satisfaction of
football fans and spectators with the application of the VAR
system by van den Berg and Surujlal [11] indicates the need
to improve the system (e.g. "with changes in rules, referee
decision-making, stoppage time and the availably to view
and hear VAR comments in the stadium", ...).
Based on the analysis of 760 football matches, before
and after the implementation of the VAR system, LagoPenas et al. [2] have concluded that the VAR system does
not significantly change the play in elite soccer, but have
also emphasized that the use of the VAR system should be
further studied in different contexts for better
understanding by those who have an impact on the quality
of the VAR system implementation. Since understanding
the quality of the VAR system depends on the environment
in which it is applied, it is especially important to explore
the opinions and attitudes of VARs / AVARs after their
experience of using VAR systems in different
environments.
The main aim of this paper is to explore experiences
with the VAR system by only VARs / AVARs in the
Croatian Top Division (1. HNL) and Major League Soccer
in the USA (MLS).
The following section contains a short theoretical
analysis related to the use of the VAR system in football.
The third section contains an explanation of the research
methodology, core findings of a study, and discussions. In
the last section a brief conclusion is given.
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II.

RELATED WORK

Samuel et al. [4] has concluded that the referees (e.g.
Israeli Premier League context) have perceived some
change after the VAR system implementation in football,
for example, in pre-match preparation, players’
management, public perception, less pressure during the
matches.
In addition, the referees have noticed that the largest
changes are related to pre-match preparation, players’
management, and public perception. The shortcomings of
the application of the VAR system in football are related to
offside decisions.
According to Mather [10], this is due to the physical and
perceptual limitations of the spatial resolution of the camera
and also due to the too-late-judgment-calls about the time
of contact between the player and the ball. Lago-Penas et
al. [2] have analyzed the effect of the VAR system on the
referees’ decisions (e.g. Spanish La Liga) and concluded
that it is necessary to speed up the time of reviewing the
recordings on the field during football matches (on-field
review) and their analysis of the matches has confirmed a
significant reduction in the number of offside instances
after the use of the VAR system.
Also, based on results of research, Kubayi et al [12] and
[13] (e.g. The Chinese Football Super League - CSL) have
found that the use of the VAR system increases the number
of penalties and total playing time, but have confirmed a
significant decline in the number of offsides and fouls.
Regarding offside decisions, Mather [10] points out that
research results are indicating two problems regarding
camera possibilities/computer vision: (1) physical and
perceptual limitations of spatial resolution, (2) TV update
rate of 50 Hz. Due to this, there is a significant possibility
of a wrong decision being made by the referee when using
the VAR system. Furthermore, Zglinski [14] emphasizes
that the success of the VAR system depends on football
rules and standards.
III.

RESEARCH FRAMEWORK

This study aimed to explore the similarities and
differences between VARs/AVARs’ experiences in the
Croatian Top Division (1. HNL) and Major League Soccer
(MLS) regarding the efficiency, possible limitations, and
improvements of the VAR system.
A. Procedure
Empirical research was conducted in February 2021.
All VARs/AVARs in the 1.HNL and MLS were asked to
join the research by completing the questionnaire online
(Google Forms). The VAR system in Croatian football was
introduced during the second part of the 2019/2020 season,
while in the case of Major League Soccer (MLS) the VAR
system has been in use since 2017. It is important to note
that the Croatian Football Association (HNS) has opted for
the use of 6 to 7 cameras, while Major League Soccer
(MLS) uses a minimum of 6 to an average of 10 cameras
installed in stadiums during every football match.
B. Apparatus
For this research, an improved questionnaire developed
by Lucić, Babić, and Vučkov [15] was used. The
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questionnaire contained 35 questions. The answers to the
questionnaire items related to VARs/AVARs’ experiences
of using the VAR system were modulated on the Likert
scale (1 = completely untrue; 5 = completely correct).
IV.

FINDINGS

A. Participants
A total of 74 respondents (only VARs/AVARs)
participated in the research. Most of them (46; 62.16%)
were from Major League Soccer (MLS), among whom 26
(56.52%) were VARs and 20 (43.48%) AVARs. The
remaining 28 (37.84%) were participants from the Croatian
Top Division (1. HNL), among whom 15 (53.57%) were
VARs and 13 (46.43%) AVARs. The majority of the study
participants in both groups were men (MLS=93.62%; 1.
HNL=100%).
The majority (57.1%) of the 1. HNL participants (only
VARs/AVARs) were between 31 and 40 years of age,
28.6% were between 41 and 45 years of age, 10.7% were
between 46 and 50 years of age, while 3.6% of them were
between 20 and 30 years of age. Most of the MLS
participants (39.1%) were between 31 and 40 years of age,
19.6% of them were between 41 and 45 years of age, 6%
were between 20 and 30 years of age, 6% were between 46
and 50 years of age and 10.9% were between 51 and 55
years of age. Only 4.3% of the MLS participants were older
than 55 years. Most of the study participants in both groups
were referees (MLS = 58.7%, 1. HNS= 53.6%), while other
participants were assistant referees (MLS = 41.3%, 1.
HNS= 46.4%). In this research, most of the MLS
participants (28.3%) have had less than 5 years of
refereeing experience in the Top Division; 21.7% of them
have had between 5 to 10 years of refereeing experience;
an equal percentage of them (19.6%) have had between 11
to 15 years and between 16 to 20 years; and 10.9% of them
have had more than 20 years of refereeing experience in the
Top Division. While in the case of the 1. HNL participants,
most of them (35.7%) have had between 11 to 15 years of
refereeing experience; 28.6% of them have had between 6
to 10 years; 17.9% of them have had less than 5 years of
refereeing experience; 10.7% of them have had more than
20 years of refereeing experience in the Top Division. Only
7.1% of the 1. HNL participants have had between 16 and
20 years of experience in Top Division. The majority of the
study participants in both groups were VARs/AVARs who
are still active/still officiating (MLS =60.9%, 1.
HNL=85.7%).
Most of the MLS participants (34.8%) have refereed
less than 15 matches with the help of VAR system and more
than 46 football matches with the help of VAR. Further,
30.4% of VARs/AVARs in the MLS have refereed between
15 and 45 football matches with VAR’s help.
The results of this research indicate that 46.4% of the 1.
HNL participants have refereed between 15 to 45 football
matches with the help of VAR; 42.9% of them have
refereed less than 15 matches with VAR’s help. Only
10.7% of them have refereed between 46 and 60 football
matches with the help of VAR system.
Concerning the question: “How would you assess your
knowledge in the field of application of VAR technology
in football?, the results of this research (Fig. 1.) show that
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most of the study participants in both groups recognize that
their knowledge to be excellent (MLS=47.8%, 1.
HNL=50%) and very good (MLS=39.1%, 1. HNL=42.9%),
while only 13% of the MLS and 7.1% of the 1. HNL
participants consider their knowledge to be good.
All research participants stated their satisfaction with the
education and training conducted for the purpose of
application of the VAR system during the refereeing of a
football match.

Figure 1. Percentage of VARs/AVARs in 1.HNL (left) and in MLS
(right) answering the question “How would you assess your knowledge
in the field of application of VAR technology in football?”

B. Major League Soccer (MLS): VARs/AVARs’
experiences with VAR system
According to the research results (Table II), on average,
the MLS participants' answers to the statements range from
“completely untrue” (1,67) to “completely true” (4.83).
The analysis of the data collected from the MLS
participants revealed that 100% of them think that the use
of the VAR system in football is generally a good idea and
97.8% of them intend continuously to improve their skills
in using the VAR system in football. We have also found
that 93.5% of the MLS participants would recommend the
use of the VAR system in refereeing football matches.
Furthermore, study results indicate that 91.3% of the MLS
participants agree that the VAR system increases the
percentage of correct referee decisions and that they find
the results of using VAR technology to be satisfactory.
Moreover, 87% of the participants consider that the players
believe that the VAR system is easy to use in refereeing a
football match; taking into account the resources,
knowledge and skills required for its application, as well as
that the cooperation between VARs/AVARs and Ros
during the match is clear and understandable, and that the
VAR system increases the transparency of refereeing in
football; but also that they are fully accustomed to using
VAR technology in football matches. 84.8% of the MLS
participants believe that VAR technology helps referees
make more correct decisions. Furthermore, study results
indicate that 82.6% of the participants agree that, in terms
of the VAR system results, they find it simple to referee
football matches, as well as that the VAR system generally
improves the quality of football.
Most of the participants (76%) agree that their
experience in using the VAR system has surpassed their
expectations. Thus, the results show that 76.1 % of the MLS
participants think that the football players consider that the
application of the VAR system in refereeing is a good idea,
while 69.6% of them think that VAR technology fits well
with the traditional football environment and 67.4% of the
MLS participants agree that the quality of refereeing
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decisions supported by the VAR system in football depends
mostly on the functionality of video technology and that the
VAR system makes the refereeing process easier for the
referees in football. The results also indicate that 65.2% of
the participants believe that the quality of refereeing
decisions supported by the VAR system in football depends
mostly on the clarity of communication between the field
and VAR referees, while 63.1% of them believe that the
functionality of the VAR system in refereeing a match
provides sufficient support to the field referees (e.g. number
and size of screens/cameras, image clarity, and
deceleration, ability to draw offside lines, etc.).
More than half of the participants (54.4%) agree that
they can easily eliminate the thought of using the VAR
system when making a decision on the field, while only half
of the participants (50%) believe that the VAR system is
reliable and without software errors. Slightly less than half
of the MLS participants (45.6%) agree that football fans
believe that refereeing football matches without the VAR
system is obsolete and does not ensure the expected level
of fairness. Furthermore, 43.5% of them consider the
number of cameras they use as part of the VAR system in
the League to be sufficient to cover all of the required
angles during the match.
Only 37% of the MLS participants believe that the
acquisition of skills required for the use of the VAR system
is simple. Moreover, the research (see Table II) has shown
that, on average, the MLS participants (M=1.71, SD=0.89;
Mdn=1.5), have found the assertion: "The referees could
successfully use the VAR system without the ROs (Reply
Operators) provided they are trained to use it within the
scope of the ROs." to be mostly untrue. Only 10.9% of the
MLS participants agree that the referees could successfully
use the VAR system without the ROs (Reply Operators)
provided they are trained to use it within the scope of the
ROs.
The possibility of losing control over the refereeing
when they use the VAR system creates concerns for a
smaller number of MLS participants (2.2%). Namely, the
MLS participants, on average (M=1.67, SD=0.84;
Mdn=1.5), disagree with this statement (Table II).
C. Croatian Top Division (1. HNL): VARs/AVARs’
experiences with VAR system
According to the research results (Table II), on average,
HNL participants' answers to statements range from
“completely untrue” (1,68) to “completely true” (4.93).
Based on the data results (see Table I), all participants
(26; 100.00%), only VARs/AVARs of the Croatian Top
Division (1. HNL), have agreed that they are fully
accustomed to using the VAR system in football matches
and that they intend continuously to improve their skills in
using the VAR system in football. Almost all participants
have agreed that the cooperation between VARs / AVARs
and ROs during the match is clear and understandable
(96.5%). Furthermore, 96.4% of them think that the
application of the VAR system in football is generally a
good idea and that it increases the transparency of football
refereeing, as well as that they would recommend the use
of the VAR system in refereeing football matches.
Moreover, most of the participants (89.3%) consider that
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VAR technology helps the referees to make more correct
decisions, and that the VAR system increases the
percentage of correct referee decisions. The 1. HNL
participants agree that the football players believe that the
use of the VAR system in refereeing is a good idea. Results
of data analysis have shown that most of VARs/AVARs in
the 1. HNL (85.7%) believe that it is simple to referee
football matches when using the VAR system, and that the
VAR system makes the refereeing process easier for the
referees in football. They have also agreed that the results
of using VAR technology are satisfactory. Thus, the results
have shown that most of the 1. HNL participants (82.2%)
believe that they can easily eliminate the thought of using
the VAR system when making a decision on the field, but
also (78.6%) that their experience in using the VAR system
has surpassed their expectations. Moreover, 75% of the 1.
HNL participants are of the opinion that the quality of the
referees’ decisions supported by the VAR system in
football depends mostly on the clarity of communication
between the referee on the field and VAR and 71.5% of
them agree that VAR technology fits well with the
traditional football environment.
Furthermore, 64.3% of the participants are of the
opinion that football fans believe that refereeing football
matches without the VAR system is outdated and does not
provide the expected level of fairness. Half of the
participants (50%) believe that the quality of field decisions
supported by the VAR system in football depends mostly
on the functionality of video technology.
Slightly less than half of the participants (46.4%)
believe that the functionality of the VAR system as inmatch refereeing provides sufficient support to the field
referees (e.g. number and size of screens/cameras, image
clarity, and deceleration, ability to pull out of the sidelines,
etc.) and that acquiring skills required for the use of VAR
is easy. Also, 35.7% of them agree that the VAR system is
reliable and without software errors. Moreover, the mean
(see Table II) indicates that in this research, on average, the
1. HNL participants (M=1,86, SD=1.11; Mdn=1.5), have
found the item: "The referees could successfully use the
VAR system without the ROs (Reply Operators) provided
they are trained to use it within the scope of the ROs." to be
mostly untrue. Namely, only 10.7% of them have agreed
with the above statement. Also, the same percentage of
participants (10.7%) have agreed that the number of
cameras they use as part of the VAR system in the League
is sufficient to cover all of the required angles during the
match.
Only 7.2% of the 1. HNL participants (7.2%) agree that
the use of the VAR system makes them concerned about
the possibility of losing control over refereeing football
matches. Namely, the 1. HNL participants, on average
(M=1.68, SD=1.02; Mdn=1), disagree with this statement.
D. VARs/AVARs in Croatian Top Division (1. HNL):
after one year of experience with VAR system
The non-parametric Wilcoxon Signed-Rank Tests were
used to compare differences between experiences with the
VAR system as means of assistance in refereeing football
matches before and after one year of application of the
system by VARs/AVARs in the Croatian Top Division (1.
HNL). The results of the research of VARs / AVARs’
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experiences in the Croatian Top Division were already
examined and summarized in the paper Lucić et al. [15].
Specifically, if we compare the 1. HNL participants’
considerations now and one year ago, it is clearly visible
that nowadays the 1. HNL participants agree statistically
significantly less that the quality of refereeing decisions
supported by the VAR system in football depends on the
clarity of communication between the referees on the field
and VAR (z= -2.00, p = 0.046), but also that the
functionality of the VAR system in a match provides
sufficient support to the field referees (e.g. number and size
of screens/cameras, clarity and deceleration of the image,
ability to draw outside the side edges, etc.) (z = -2.95, p =
0.003), and that the results of using VAR technology are
considered satisfactory (z = -2.68, p = 0.007).
Furthermore, one year ago the 1. HNL participants were
significantly less convinced that acquiring skills required
for the use of the VAR system was simple (z = -2.24, p =
0.025).
E. VARs/AVARs in Croatian Top Division (1. HNL) and
Major League Soccer (MLS): comparison of
experiences with VAR system
To compare differences between VARs/AVARs in the
Croatian Top Division (1. HNL) and Major League Soccer
(MLS), regarding their experiences with the VAR system
in football, The Mann-Whitney U test was used. Table I
shows all items that were analyzed.
The analysis of the obtained data has revealed that
unlike the MLS participants (Mdn=4) the 1. HNL
participants (Mdn=4.5) consider significantly more
(U=438.00, z=-2.56, p=.010) that refereeing is much easier
with the help of the VAR system.
Results of the research show that VARs/AVARs in the
1. HNL (Mdn=3) perceived significantly less (U=471.50,
z=-2.00, p=.045) that the number of cameras they use as
part of the VAR system in the League is sufficient to cover
all of the required angles during the match in comparison
to the MLS VAR/AVAR (Mdn=3).
TABLE I VARS’/AVARRS’ EXPERIENCES IN THE CROATIAN TOP DIVISION
(1. HNL) AND MAJOR LEAGUE SOCCER (MLS) (THE AVERAGE SCORE,
MEDIAN, )
Items: experience
VAR system …

with

Easy to use in refereeing a
football match
Simple to referee football
matches

Is generally a good idea
Concerned
about
the
possibility of losing control
over
refereeing
football
matches.
The quality of refereeing
decisions depends mostly on
the clarity of communication
between the field and the VAR
referees.
The quality of refereeing
decisions depends mostly on
the functionality of video
technology.

1. HNL
(N=28)
M
()

MLS
(N=46)

Mdn

4.43
(0.63)
4.36
(0.73)
4.64
(0.83)

4.5

1.68
(1.02)

M
()

Mdn

4.28
(0.69)
3.93
(0.68)
4.72
(0.46)

4

1

1.67
(0.84)

1.5

4.00
(0.94)

4

3.85
(1.09)

4

3.57
(1.00)

3.5

3.85
(1.17)

4

4.5
5

4
5
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Items: experience
VAR system …

with

The cooperation between
VARs/AVARs and ROs
(Reply Operators) during the
match
is
clear
and
understandable.
Provides sufficient support to
the field referees (e.g. number
and size of screens/cameras,
image clarity and deceleration,
ability to draw offside lines
etc.)
The number of cameras I use
as part of the VAR system in
the League is sufficient to
cover all of the required angles
during the match.
Acquisition of skills required
for the use of the VAR system
is simple.
The
referees
could
successfully use the VAR
system without the ROs
(Reply Operators) provided
they are trained to use it within
the scope of the ROs.
VARs/AVARs can easily
eliminate the thought of using
the VAR system when making
a decision on the field.
Helps the referees make more
correct decisions.
Makes the refereeing process
easier for the referees in
football.
Increases the transparency of
refereeing in football.
Generally improves the quality
of football.
Increases the percentage of
correct referee decisions.
I find the results of using the
VAR technology to be
satisfactory.
Is reliable and without software
errors.
Experience in using the VAR
system
has
surpassed
VARs/AVARs expectations.
VARs/AVARs are fully
accustomed to using VAR
technology
in
football
matches.
VARs/AVARs
would
recommend the use of the
VAR system in refereeing
football matches.
Fits well in the traditional
football environment.
Football players believe that
the use of the VAR system in
refereeing is a good idea.
Football fans believe that
refereeing football matches
without the VAR system is
obsolete and does not ensure
the expected level of fairness.
VARs/AVARs intend to
continuously improve their
skills in using the VAR system.

1. HNL
(N=28)

MLS
(N=46)

M
()

Mdn

M
()

Mdn

4.25
(0.52)

4

4.17
(0.64)

4

3.39
(0.96)

3

3.70
(0.94)

4

V.
2.57
(0.96)

3

3.04
(1.03)

3

3.39
(1.03)

3

3.24
(0.95)

3

1.86
(1.11)

1.5

2.02
(0.98)

2

4.32
(0.86)

5

3.59
(1.18)

4

4.54
(0.79)

5

4.17
(1.14)

4.5

4.39
(0.96)

5

3.76
(0.97)

4

4.57
(0.69)
3,96
(1.14)
4.50
(0.79)

4.04
(0.92)

5
4
5

4.39
(0.77)
4.20
(0.83)
4.54
(0.66)

DISCUSSION

The introduction of the VAR system allows for a fairer
outcome of football matches. However, the practice
indicates certain shortcomings in the use of this technology,
which could in some ways, obstruct the speed of its
application in football. It is especially important to
investigate the perception of all stakeholders about the
satisfaction with the use of VAR systems in different
environments in terms of the influence of different factors
(e.g. number of cameras in the field, VARs / AVARs
education, etc.). This paper explores the perception of
VARs / AVARs in the Croatian Top Division (1st HNL)
and Major League Soccer (MLS) after their experience
with the VAR system in a real environment.

4

Based on the results of research, it was determined that
VARs/AVARs in the 1. HNL and MLS after the experience
of using the VAR system perceived its shortcomings. In
this regard, as shortcomings of the use of VAR system,
VARs/AVARs in the Top Division of Croatia (1st HNL)
have pointed out the following problems:

5

•

5

insufficient number of cameras to cover all the
necessary angles during matches,
• the VAR system is unreliable and contains software
errors,
• it is not easy to acquire the skills required for the use
of the VAR system,
• insufficient functionality of the VAR system (e.g.
number and size of screens/cameras, image clarity,
image slowdown, ability to draw lines in the
background, etc.).
While the largest number of VARs / AVARs in MLS as
shortcomings of the application of VAR system, have
indicated the following problems:

4

4.43
(0.65)

5

3.11
(0.83)

3

3.46
(1.11)

3.5

3.86
(0.89)

4

3.96
(0.73)

4

4.54
(0.51)

5

4.46
(0.78)

5

4.75
(0.80)

5

4.67
(0.60)

5

3.86
(1.04)

4

3.91
(0.84)

4

•

4.21
(0.74)

4

4.04
(0.84)

4

•

3.89
(0.88)

4

3.33
(1.01)

3

4.93
(0.26)

5

4.83
(.044)

5

The results of the comparison before and after one year
of experience with the VAR system by Croatian VARs /
AVARs have shown that after one year of experience
statistically significantly less of them agree that the quality
of refereeing decisions supported by the VAR system
depends on the clarity of communication between the field
referees and VAR and that the functionalities of the VAR
system provide sufficient support to the referees (e.g.
number and size of screens/cameras, clarity and
deceleration of the image, ability to draw outside the side
edges, etc.), as well as that the results of using VAR
technology are satisfactory. However, after a year of

Moreover, the 1. HNL participants (Mdn=5) believe
significantly more that VARs/AVARs can easily eliminate
the thought of using the VAR system when making a
decision on the field (U=414.00, z=-2.68, p=-007) in
comparison to the MLS participants (Mdn=4). Also, the 1.
HNL participants (Mdn=5) believe significantly more that
the VAR system increases the percentage of correct referee
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decisions (U=382.00, z=-3.09, p=0.002) in comparison to
the MLS participants (Mdn=4). Furthermore, the 1. HNL
participants (Mdn=5) find the results of using the VAR
technology to be satisfactory significantly more than the
MLS participants (U=484.00, z=-1.97, p=.049) (Mdn=4).
Finally, the 1. HNL participants consider significantly more
(U=446.00, z=-2.29, p=.022) (Mdn=4) that football fans
believe that refereeing football matches without the VAR
system is obsolete and does not ensure the expected level
of fairness in comparison to the MLS participants (Mdn=3).

insufficient number of cameras to cover all the
necessary angles during matches,
it is not easy to acquire the skills required for the use
of the VAR system.
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experience, significantly more of them have stated that the
acquisition of skills for the use of the VAR system is easy.
Further, results of comparison of perceptions of using
the VAR system in football by VARs / AVARs in the 1.
HNL and MLS show that VARs / AVARs in the 1. HNL
believe significantly more than their MLS counterparts
that: (1) the number of cameras they use as part of the VAR
system in the League is not sufficient to cover all of the
required angles during the match in relation to
VARs/AVARs (2) with the help of the VAR system the
referees on the field can easily referee football matches, (3)
they can easily eliminate the thought of using the VAR
system when making a decision on the field, (4) the VAR
system increases the percentage of correct referee
decisions, (5) the results of using VAR technology are
satisfactory, and (6) football fans believe that refereeing
football matches without the VAR system is obsolete and
does not ensure the expected level of fairness.
VI.
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Abstract - Higher education institutions (HEIs) face
many challenges in an increasingly complex and turbulent
environment. Academic managers are becoming leaders of
change in their institutions and their roles are increasingly
more challenging. Their managers' decisions and decisionmaking styles (DMS) directly affect the organization's
efficiency, adaptability, employee satisfaction, and student
academic performance. Since a DMS of decision maker
forms the backbone of effective decision-making (DM), it is
extremely important to analyze DMS of an academic
managers. Therefore, this paper aimed to present findings
of relevant studies on the DMS used in HEIs as well as the
consequences of their usage. To emphasize the need of
conducting further research on academic managers' DMS in
conditions of unstable environment, the systematic
literature review (SLR) is conducted and presented in the
paper.
Keywords - decision-making styles; higher education;
turbulent environment; academic managers; systematic
literature review

I.

INTRODUCTION

Uncertainty and turbulent environment have
contributed to the increasing complexity of the field of
higher education throughout the world [1]. Attracting new
students, high mutual competition, and the university’s
struggle for limited resources and funding, are just some
examples of demands placed on the academic community
members. Managers at all higher education institutions
(HEIs) are forced to think in unusual ways and look at
situations from different perspectives [2]. Following
globalization changes, academic managers are becoming
leaders of change in their institutions. Because of that,
their roles and responsibilities are increasingly more
challenging. According to [3], academic leaders should
possess management skills to successfully guide and
develop scientific institutions. Furthermore, according to
the same authors, decision-making (DM) is recognized as
a skill of highest importance for managing HEIs, followed
by communication skills, problem-solving skills,
negotiation and ICT adoption. Author [4] highlights DM
as a fundamental function of leadership and the
management process. Regardless of the type of
organization within which they operate, managers must
primarily be skilled decision-makers in order to become
good planners, organizers, controllers, and leaders [2].
Researchers [5] pointed out that academic decisionmakers create long-term effects and consequences on the
performance of the institutions they manage. Given their
position and authority, academic managers should be
more carefully examined. Although there is a great
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amount of research in the field of DM and management is
extensive, the possibility of generalizing research findings
conducted in various types of organizations into an
academic context is limited for several reasons. Firstly,
unlike managers in general, academic decision-makers
preform a specific role that requires daily and
simultaneous coordination of complex academic (e.g.,
teaching and scientific work) and managerial (e.g.,
financial planning and development strategy) activities
[1]. Secondly, it should be noted that managerial positions
in HEIs are almost always held by respected members of
the academic community (e.g., full professors), who do
not necessarily have previous managerial experience or
DM skills mentioned above. There seems to be a lack of
research that respects these specificities and focuses on
DM exclusively in an academic context.
DM can be defined as an indicator of how a person
states a problem, thinks about the problem, and chooses
the possibilities of solving it [6]. DM permeates all aspects
of academic managers' activity from planning,
implementing, and evaluating routine tasks, to adopting
long-term and strategic HEIs development plans. Also, all
decisions, to some extent, affect the performance of HEIs
and their students [7]. Empirical research on DM is still
largely conducted within psychological disciplines [8].
From a psychological perspective, it is vital to explore
managerial decisions in the context of their needs,
preferences and values. According to [9], decision-making
style (DMS) is a cognitive process that represents how an
individual approaches a problem and uses the information
to formulate a decision. Since a DMS of decision maker
forms the backbone of effective DM, it is extremely
important to measure DMS, especially in an academic
context [10]. Given the paucity of research examining
DSM on HEIs, and in particular, papers that would present
a systematic review of the existing literature in this area,
this paper aims to:
1. Present findings of relevant studies on the DMS
used in HEIs, as well as the consequences of their usage;
2. Emphasize the need and importance of conducting
further examinations on academic managers' DMS,
especially in conditions of high risk and unstable
environment.
In the following chapters the basic classifications of
DMS are presented as well as associated findings of
several studies that have addressed the issue of DMS in
academic settings. To conclude, some notes for academic
managers and directions for future research are provided,
based on a review of the relevant literature.
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II.

DECISION MAKING STYLES CLASSIFICATIONS

Researchers [11] defined DMS as a common and
learned pattern of an individual's response to problematic
situations. Organizational culture and personality traits
directly influence the formation of academic managers'
DMS, which in turn reflect their way of thinking, using
data, conceptualizing and visualizing the future of higher
education [12]. In management theory and practice there
are a number of attempts to classify and systematize
DMS. Most often, forms of DMS are placed on a
continuum, ranging from autocratic (DM power is in the
hands of individual) to democratic (DM power is shared
with employees/associates who participate in DM
process) [13]. Reference [14] proposed one of the oldest
DM schemes that distinguishes decision-makers who
collect and process information either intuitively or
rationally. Intuition is often perceived as a sudden
awareness of information between which the existence of
patterns of connections is perceived [15]. There are two
processes through which intuition operates in the DM
[16]. Namely, intuition enables explicit decisions based
on the use of one's feelings, as well as implicit decisions
based on the invocation of previous experiences in DM
situations. Author [17] holds that decision-maker
intuition stems from his general experience, instincts or
intentional learning. On the other hand, rational decisionmakers feel obligated to consider several scenarios and
the probabilities of various alternatives before making a
final choice [8]. Therefore, rational DM concerns critical
reflection and objective evolution of facts that both
require time and effort [18]. Rational DM implies caution
and methodical forethought of all generated possibilities
[19].
Authors [20] define DM as a social process. According
to them, managers will to some extent and depending on
the characteristics of the problem consult with associates
and involve them in the DM process [13]. Given the
criterion of participation, according to their model, it is
possible to distinguish two types of autocratic styles, two
types of consultative styles and finally one group style of
DM. This theory has proven to be very applicable in
practice. By answering some fundamental questions (e.g.,
decision importance, problem structure, amount of
information available, etc.), managers are navigated
through the decision tree and can determine the most
situationally DMS: autocratic (AI), autocratic (AII),
consultative (CI), consultative (CII) and group (G)
decision making style. Researchers [10] also contributed
to the nomological network of DMS and proposed a new
classification within a psychological perspective. DMS is
a cognitive process closely related to personality and is
highly correlated with one’s needs, values, and self-image
[9]. According to their understanding, DMS combines
factors such as the context, how managers perceive and
understand the information, and what managers value and
evaluate as relevant. In short, DMS reflects the way
managers respond to a particular situation and can be
assessed using a specialized questionnaire instrument or
inventory, based on which it is possible to determine:
analytical, directive, conceptual or behavioral DMS [9].
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III.

DECISION MAKING STYLES IN ACADEMIC
CONTEXT

HEIs operate under the guidance and supervision of
their academic managers. Given that good decision leads
to a successful organization focused on quality and makes
employees more committed to fulfilling their work
responsibilities [21], it is crucial how academic managers
approach DM. To present results of relevant studies on
the decision-making styles in academic context, the
systematic literature review (SLR) is conducted. In
following sections used methodology and analysis of
relevant papers are presented.
A. Methodology
Authors [22] highlighted the importance of literature
review since it can result in discerning insufficiently
researched areas, unveiling inconsistencies as well as
emphasizing future research directions. The initial
reading of the literature on “DMS” indicated that there
are fewer studies in an academic context than out of it. To
examine which DMS are applied in HEIs the systematic
literature review (SLR) is conducted. The review
procedure of the paper is based on previous studies that
apply the SLR method [22] [23] [24]. Hence, the process
of this study has included: the research questions
formation, the exclusion criteria establishment, the
electronic sources determination, the search query
formation, and the most relevant papers selection and
analysis. This review process addresses two research
questions:
RQ1. Which decision-making styles in an academic
context with emphasis on higher education are examined
in existing studies?;
RQ2. Is the emphasis within those studies on the
decision-making problem or the decision-maker?
The formed research questions were used as
guidelines throughout the review process. In addition, the
exclusion criteria are defined in order to identify studies
relevant for the research. The document type of paper,
language of paper, and duplicates of paper were used as
exclusion criteria. Therefore, the analysis included only
articles, conference papers, reviews, and book chapters
written in English that aren't duplicates. Furthermore, the
electronic sources that were used for the selection of
relevant studies are Web of Science (only Web of Science
Core Collection) and Scopus. The selected electronic
sources were searched combining different keywords
(e.g., decision, making, styles, university, hei) with
boolean operators (i.e., AND, OR) to choose the
appropriate number of existing studies, respecting
resource constraints, that are representative for qualitative
analysis. Therefore, the query used for searching sources
is:
(TITLE(decision AND making AND styles)) AND
(TITLE(education OR academia OR academic OR
university OR faculty OR institution OR hei OR deans))
Searching by provided query resulted in 17 papers on the
Web of Science and 23 on the Scopus. There are
statements such as Primary Reporting Items for
Systematic Reviews and Meta-Analysis (PRISMA) or
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Identification

Assessment of Multiple Systematic Reviews (AMSTAR)
that can be used to improve reporting of SLRs or metaanalysis. Consequently, the PRISMA statement is applied
within the research [25]. Figure 1 represents the PRISMA
flow diagram which consists of 8 out of 9 steps since the
meta-analysis was not planned and carried out within this
study. In the scanning phase, the titles and abstracts of the
studies were checked given defined objectives, research
questions, and exclusion criteria. Hence, the most
irrelevant papers for the research were excluded within
this phase. Only one paper was excluded within the
eligibility phase since the term dean was used for
secondary education principal [26]. The bibliographic
data were managed using the reference management tool
Zotero throughout the review process.
Records identified through
database searching
(n = 40)

Additional records
identified through other
sources
(n = 4)

Screening

Records excluded
(n = 6)

Full-text articles assessed
for eligibility
(n = 12)

Full-text articles excluded,
with reasons
(n = 1)

Included

Records screened
(n = 18)

Eligibility

Records after duplicates
removed
(n = 26)

Studies included in
qualitative synthesis
(n = 11)

Figure 1. PRISMA flow diagram of the research [25]

B. Analysis of relevant papers
Researchers in the field of business DM consistently
show that circumstances are a key factor in successful
DM in any organization [1]. A tendency for a
comprehensive approach with no tolerance of uncertainty
will be doomed in a dynamic environment because
managers have minimal information, relationships
between phenomena are unclear, and the future is
unpredictable [27]. Author [28] predicted that decisionmakers would be forced to use intuition because of
missing data or their incoherence primarily. Scholars
state that 90% of various organizations' decisions are
intuitive in nature [29]. Thus, academic managers are also
perceived as more intuitive than rational in DM, while the
environment in which they operate is increasingly
complex and with many alternatives [30]. This view can
be supported by analyzes of everyday DM situations,
where, for example, deans of faculties do not always
apply rational criteria when selecting new faculty staff,
but their intuition and personal norms [30]. Similarly,
[31] believes that educators' population is mostly intuitive
and this includes the way they make decisions. Thus,
HEIs are predominantly observed through the prism of
irrationality [32]. Empirical research findings have shown
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that intuition improves project success and employee
performance [33] and that it plays an important role in
strategic DM in organizations [28].
Although intuition seems to lead to better decisions in
described circumstances, intuition alone is not a
guarantee of academics' best decisions [34]. The need to
link rationality and important academic managers'
decisions is also evident in the numerous ambiguities in
HEIs, leading to a lack of direct oversight of employees
and business processes [30]. The absence of a rational
approach to DM can lead to the non-implementation of
HEI's strategic importance decisions, such as the
implementation of an e-learning system [35]. The HEIs
should strategically and analytically implement e-learning
in the existing academic activities in order to successfully
achieve many of functional benefits that e-learning brings
[36]. Rational DMS leads to clear and consistent
managerial behavior in strategic DM. Therefore, intuitive
and analytical approaches are required and used for
successful DM, especially for making significant,
strategic decisions in HEIs [30].
Although HEIs today operate in a turbulent
environment where decisions need to be made promptly
with no time for detailed analysis, [37] states that the
academic profession enhances multi-perspective thinking
of academic decision-makers (e.g., deans, vice-deans,
heads of departments). Furthermore, such a way of
thinking, which is inherent to rational DMS contributes to
a better problem understanding and consequently better
decisions [38]. As management positions at HEIs are
mostly held by academics who do not have managerial
experience, it is particularly interesting to look at the
relationship between intuitive and rational DMS and
work experience. Managers with greater experience are
more successful in using both DM approaches
independently or alternately to better respond to the
situation's demands. Also, analytical knowledge
accumulates over the years and builds intuitive
knowledge which altogether helps adapt to different and
specific problem situations [8].
Since previous studies have shown that academics
experience a higher level of work-family conflict than
non-academics [39], researchers [40] conducted an
interesting study on a sample of academics in Pakistan,
aiming to examine the impact of the same conflict on
DMS. The results show that work-family conflict
negatively predicts rational and intuitive DMS. It was
also noted that women use more frequently intuitive
DMS, and that intuitive and rational DM approaches are
more common in private HEIs than public ones.
However, there are still many inconsistencies in the
literature, therefore the relationship between intuitive and
rational DM in the academic context has yet to be
clarified [30] [1].
A study conducted on the sample of Pakistani
academic managers at public HEIs found that the
autocratic (AI) style dominates DM over other styles of
the Vroom-Yetton model [12]. This finding primarily
describes the impact of culture and climate norms, in
which the sharing of information and power is seen as a
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matter of ego and self-esteem. The findings also showed
that consultative (CII) and group style (G) follow
managerial preference. Although academic managers are
willing to discuss and gather information from employees
on institutional issues, at the same time, they hold all the
power of final DM in their hands. These results reflect the
current trend of shifting from traditional and authoritarian
leadership to more democratic styles with greater
employee participation [41]. In the light of discussed
findings, it is important to say that employees who are not
given enough opportunities to participate in the DM
process are also less work-efficient [12]. A recent study
on a sample of school teachers confirmed that active
involvement in pedagogical practice planning contributes
to teachers' commitment and students' academic
achievement [42].
Scholars [2] have conducted research on 54 deans of
Malaysian public HEIs and applied the [9] inventory of
DMS. More than half of the deans estimated that they
predominantly use a behavioral DMS, followed by an
analytical style as a back-up, and directive as well as
conceptual styles as least preferred ones. At the same
time, those findings indicate that academic managers
consider themselves flexible in applying the different
DMS. According to [10], effective managers possess a
strong combination of directive and behavioral styles,
making them action-oriented and first-line operatives.
The behavioral DMS is oriented towards people,
relationships and social sensitivity, which requires more
soft skills than intellectuality. On the other hand, the
analytical DMS makes academic managers task-oriented,
rational, and tolerant to ambiguities or inconsistencies.
For these reasons, this style promotes academic
excellence as it emphasizes comprehensiveness and
thoroughness. Findings of an earlier performed study by
[43] also confirmed the dominance of behavioral DMS
among academic leaders. However, more importantly,
they emphasize the importance of two-way
communication and participation in DM as significant
predictors of university teachers' job satisfaction. Work
satisfaction has been linked to teachers' commitment and
intention to stay in the organization [44]. In contrast, the
same authors state that low job satisfaction will lead to
job avoidance and less effort.
Appendix A provides a more detailed overview of
already discussed and other relevant research findings,
which examined the issue of DMS in HEIs. The research
papers were found following previously described
methodology, and are presented from the aspect of DMS
and their characteristics, the subject or decision-maker and
his approach to DM, and their main findings or outcomes.

overlapping of their features, academic managers at all
levels need to develop the ability to make situationally
correct decisions at the right time [21]. Given each
individual's complexity, it is not reasonable to expect
academic leaders to fit neatly into only one category of
DMS. There is no good or bad DM approach, much less a
universally applicable DMS [13]. The assumption of an
ideal DMS needs to be replaced by a flexible DMS
adapted to the particular problem situation. Therefore, it is
important to emphasize that organizational leaders should
be flexible and willing to consult with associates in the
successful execution of their managerial tasks and
encourage a sense of belonging and other desirable
organizational behaviors. The presence of rigidity and
bureaucracy should be minimized in the education system
as it can lead to frustration, inferiority, and dissatisfaction
of academic staff, which can further cause psychological
problems and alienation from the university system.
In response to RQ2, the conducted SLR indicates that
existing research on DSM in HEIs mainly focuses on the
behavior of academic managers in business decisionmaking situations. However, given the importance of
business DM, it is noted that existing studies in the
academic context are insufficient and leave numerous
gaps and ambiguities that have yet to be filled. DMS is a
variable of great importance that should be measured
regularly to determine whether academic managers have
the necessary flexibility in successfully responding to the
demands of an increasingly complex environment [10].
Besides, examining individual DMS predicts how
academic managers will behave when faced with various
problems. Also, present papers are often contextually
specific (e.g., the influence of culture and norms individualism vs. collectivism, can blur research results),
which calls into question the possibility of generalizing
their findings. Analyzed studies in this SLR were crosssectional and did not allow causal conclusions. Hence,
future research in this area should consider all of the
observed weaknesses and focus on implementing
experimental and longitudinal research designs.
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APPENDIX A.
Ref. DM style(s)

[45]

[46]

[30]

[47]

[48]

[40]

[2]

[12]

[43]

OVERVIEW OF RESEARCH PAPERS ON DECISION MAKING STYLES AT HEIS
Characteristics of style(s)

DM
approach

Major outcomes

Field-dependent tend to use the outer reference,
Cognitive styles have adjustment effects on
to be influenced and disturbed by the outer
Administrative
the relation between emotions (positive,
Cognitive likely
factors; field-independent are less likely to be
staff at middle-and Descriptive negative) and DM; cognitive styles influence
styles
influenced and disturbed by the outer factors
top level
the state of emotions, but the association
between the styles and DM is unsteady
Collegium model - DM occurs through consensus
Deans are perceived as mostly engaged in
between faculty and administration
collegial DM; fewer were perceived using the
political and bureaucratic modes of college
bureaucracy model –operations are
Several Academic
governance; organized anarchy model is not
University schools
alternative governed by dean as authoritative figures
perceived as a frame of reference used by
and collages deans
conceptual Political system - existence of powerful
perceived by
Descriptive deans
models of organizational actors and dominant coalitions that
departmental
campus intentionally influence organizations activities
chairpersons
governance Organized hierarchy - others can propose a
variety of choices but dean role is to keep track of
useful solutions and to pursue them in whatever
context they happen to occur
is an analytical tool while intuition
Rationality and intuition are necessary to
Rational and Rationality
Decision makers at Prescriptive
as tool for quickly synthesizing
- better strategic DM process in the HEIs
intuitive serves
the
department
information based on feelings and experience of
strategic
DMS
level and higher
decision maker
DM
Extraverts derive energy from others; introverts
Off-campus agents and on-campus specialists
do their best thinking alone
differ significantly from the public for the
On-campus
judging/perceiving preference; off-campus
Sensors collect information through practical use
Extension
agents and on-campus specialists prefer the
of the senses; intuitivists translate sensory
Myers- information into meanings
specialists and offjudging function, while the public is much
Briggs Type
campus Extension Descriptive more focused on perceiving; off-campus
Indicator Thinkers make decisions that are impersonal and agents, compared
agents share the sensing and judging
(MBTI) rational; feelers make decisions based on personal
to National
preference with on-campus specialists, but are
values and subjective feelings
Representative
like the public in their thinking/feeling
Judgers prefer an order, structure, preplanning,
Sample
and closure; perceivers prefer everything to be
open-ended and flexible
Rational - characterized by a thorough search for
Department chairs selected rational as their
and logical assessment of alternative
primary DMS and dependent as their backup
DMS
Intuitive – characterized by reliance on hunches,
feeling and impressions as guidance through DM Department chairs
Scott and
- characterized by a search for advice
of public
Descriptive
Bruce DMS Dependent
and guidance from others before important DM
universities
Avoidant - characterized by attempts to avoid DM
Spontaneous - sense of immediacy and a desire to
get through the DM process as soon as possible
Rational – same as previously described
Faculty members,
Intuitive - same as previously described
ranging from
Scott and Dependent - same as previously described
lecturers to full
Bruce DMS
professors
Avoidant - same as previously described
Spontaneous - same as previously described
Directive - characterized by autocratic and
internal orientation
Rowe and Analytical - characterized by an autocratic bent
Boulgarides
Deans of public
classification Conceptual - characterized by high cognitive
universities
complexity
and
people
orientation
DMS
Behavioral – characterized by supportive and
friendly orientation
Autocratic I - managers take decisions by
themselves with the help of available information
Autocratic II - subordinates provide information
to managers rather than generating alternatives
Heads of
Vroom- Consultative I - managers take ideas individually
departments of
Yetton model from employees and take them into consideration
public sector
of DMS Consultative II - managers take ideas from
universities
employees as a group and take them into
consideration
Group - employees are as a group actively
engaged in DM
Directive - same as previously described
Rowe and Analytical - same as previously described
Academic staff,
Boulgarides Conceptual - same as previously described
employed from
classification Behavioral - same as previously described
lecturer to
of DMS
professor positions

Rowe and Directive - same as previously described
Boulgarides Analytical - same as previously described
[49] classification
Conceptual - same as previously described
of DMS Behavioral - same as previously described
Rational - same as previously described
Intuitive - same as previously described
Scott and
[50] Bruce DMS Dependant - same as previously described
Avoidant - same as previously described
Spontaneou - same as previously described
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DM level(s)

Work-family conflict negatively predicts
rational and intuitive DMS and positively
Descriptive predicts avoidant and spontaneous DMS
while no association found with dependent
DMS
More than half of the deans have very
dominant and dominant behavioral style, can
switch to back-up analytical style and their
Descriptive least preferred DMS were directive and
conceptual
Autocratic I DMS have the highest mean
score as compared to other DMS; there is no
significant demographic difference regarding
the gender and age of academic managers, but
their marital status and qualification both have
Descriptive significant effects on their DMS

Universities have adopted the behavioral
DMS; there is direct effect of directive DMS
job satisfaction; university management
Descriptive on
style has only indirect effect on academic job
satisfaction through the university DMS as
mediator
Predominant DMS of academics is analytical,
followed by behavioral style; university
Academic staff Descriptive management style indirectly affects academic
job satisfaction through the university DMS
Work-family conflict negatively predicts
Permanent faculty
rational and intuitive and positively predicts
members, ranging
avoidant and spontaneous DMS; decisional
Descriptive
from lecturers to
intelligence moderates the relationship among
professors
work-family conflict, rational, intuitive and
dependent DMS
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Abstract - The Covid-19 pandemic caused a sudden shift
towards online teaching, learning and assessment, which
was troublesome for both teachers and students. The most
affected were the students with various disabilities, whose
inclusive options provided in the classroom were no longer
available at home. Many socially responsible universities
managed to support the education for differently abled
students enabling various forms of alternative activities that
partially or completely bypass their problems. This paper
reviews the accessibility options of operating systems,
learning management systems and especially assistive
technologies that facilitate the education of impaired
students. They cover the add-ons and tools for vision and
hearing impairment. Teaching, learning and assessment are
carefully examined for both disabilities. Particular attention
is paid to practical work, which is a compulsory part of
many higher education courses. The paper concludes with
the major barriers of online higher education, which should
during Covid-19 pandemic enable an equal right to all the
students, regardless of their physical and mental disabilities.
Keywords - accessibility, assistive technologies, inclusive
hgher education

I.

INTRODUCTION

According to Article 26 of the Universal Declaration
of Human Rights, education is one of the main human
rights [1]. Moreover, “higher education shall be equally
accessible to all on the basis of merit”. The outbreak of
Covid-19 impacted education worldwide, demanding an
instant closedown of schools. UNESCO estimated that in
the beginning of April 2020, 84.8% of total enrolled
learners in all forms of education were not attending
school [2].
To enable education for all, particularly for university
students, most countries have instantly shifted towards
online learning, discriminating the university students and
the schools with inadequate social, economic and
infrastructural conditions, as well as the staff and students
with lower information technology competence. Without a
doubt, the most affected were the students with various
disabilities, whose inclusive options provided in the
classroom were no longer available at home. It had
seriously worsened the fact that very few students with
disabilities will ever get a college degree [3]. Many
responsible universities, which have had a capacity to
make reasonable adjustments, managed to provide
accessibility options for differently abled students [4], [5],
[6], [7]. They typically include magnification and
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navigation of the content by speech, listening of the
content using a screen reader; the opportunity to change
colors, contrast levels and fonts for vision impaired
students; accessible applications based on sign language
for hearing impaired; and a variety of tools for students
with communication or cognitive disorder.
All these accessibility applications are offered for
students who attend the lectures within university
premises. Most of the afore mentioned assistive
technologies can also be used at home, allowing the
impaired students to successfully continue their higher
education in spite of the extraordinary conditions the
pandemic brought.
Assistive technologies incorporate personal aids,
assistive products and assistive medical devices that have
a potential to reduce the growing exclusion of students
with disabilities [8]. They have facilitated students with
various impairments to have better learning opportunities,
to gain greater independence in achieving their
educational goals and to become more self-confident [9].
Regrettably, only 10% of the people who need
assistive technologies can access those [8]. Does this
estimation imply that the majority of higher education
students were sacrificed due to Covid-19 pandemic?
Probably not, because all the frequently used operating
systems have accessibility options [10], most learning
management systems (LMS) support accessibility too
[11], and a wide range of Web based and mobile assistive
applications are offered free of charge or for a reasonable
fee [12]. These allow for abundant usage to avoid the
discrimination on the basis of disability.
The major prerequisites to achieve this goal is
students’ previous experience with accessibility products,
the awareness of universities to suggest the best options,
and the teachers’ competence to get the best out of them.
The paper continues with Section 2, which presents
common accessibility suites of operating systems and
accessibility features of learning management systems.
Sections 3 introduces the assistive technologies for
hearing and vision impairment, where teaching, learning
and assessment have been carefully examined. Section 4
introduces the opportunity to support practical work. The
paper concludes with the major barriers of online higher
education, which should during Covid-19 pandemic
enable an equal right to all the students, regardless of their
physical and mental disabilities.
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II. ACCESSIBILITY OF OPERATING SYSTEMS
AND LEARNING MANAGEMENT SYSTEMS
The most popular operating systems (OS): Android,
Mac OS, Microsoft Windows and Ubuntu have many
embedded accessibility options. Android offers
accessibility applications and services, like Accessibility
Menu, Select to Speak, Switch Access, TalkBack and
TalkBack Braille keyboard [13]. Mac, on the other hand,
provides accessibility shortcuts with a keyboard or
assistive devices enabling voice control, audio description
of presented content, and access to magnifiers and screen
readers, as well as support for physical and motor
impairment
[14].
Moreover,
Windows
offers
magnification and modification of the screen content,
which can be presented verbally or with Braille display
using Narrator [15]. These are available on all Office
applications. Additionally, they provide access to people
with learning, mobility, and cognitive impairment. And
finally, Ubuntu provides the screen reader Orca, keyboard
modifier for mobility disabled, and voice recognition [16].
OS accessibility options successfully bypass many
problems of handicapped students, particularly the ones
with vision and hearing incapacities, helping them use the
equipment and to access LMSs.
LMS accessibility was examined for Blackboard Learn
[17], D2L Brightspace, formerly Desire2Learn [18],
Canvas [19] and Moodle [20]. The selection of these
LMSs was done referring PCMag’s systematic review of
various technical journals [21], marketplaces [22], and
knowledge sharing platforms [23], which are endorsed by
scholar references [24]. Their basic audio, vision and
motor impairment add-ons are presented in Table I.
All the LMSs have embedded accessibility add-ons
that support teaching and learning of students with vision
or with hearing impairments. Screen magnification is part
of them all. Deaf-blind students can attend online classes
only if they use Blackboard Ally, which has a refreshable
Braille display (RBD). Screen readers are part of testing
plugins, enabling the assessment of blind students as well.
Moreover, all examined LMSs have navigation keyboards
that are crucial to facilitate education of motor impaired.

TABLE I.

COMPARISON OF LMS ACCESSIBILITY FEATURES
Accessibility features

LMS
LMS
name
Screen
magnif.
tools
Screen
reader
tools
Audio
descript.
tools
Speech
recognit.
tools
Braille
display
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Blackboard
Learn
Blackboard
Ally

Brightspace
D2L
Brightspace
CORE

Canvas
LMS
Canvas
LMS
Supported
with own
tools

Partially
supported

Zoomtext

Chrome
JAWS

JAWS
NVDA
VoiceOver
Talkback

JAWS
VoiceOver

Ultra

Partially
supported

Not
applicable

Moodle

Unlike teaching and learning, which is facilitates by
the LMSs that were assessed, the assessment is explicitly
mentioned only for D2L [18]. D2L embeds third-party
accessibility testing services, such as Axe, Lighthouse,
WAVE, HTML CodeSniffer and Bookmarklets. They are
accessed via a cloud-based platform.
In parallel with the self-created tools that support
assistive education, learning management systems usually
embed standalone accessibility applications, which are
compatible for different OS (Table I). They will be
presented in more details in the following sections of this
paper.
III. ASSISTIVE TECHNOLOGIES FOR VISION
IMPAIRED STUDENTS
The assessment of online learning accessibility of
selected applications mentioned in Section 2, is examined
using the recommendations that are most suitable for
higher education. They were suggested in Web Content
Accessibility Guidelines (WCAG) 2.1 [25]. WCAG is a
referenceable technical standard that was approved as an
ISO standard ISO/IEC 40500:2012 [26], with a new
version 2.2 announced for 2021. WCAG 2.1 covers four
major accessibility principles, based on examining
whether the content is perceivable, operable,
understandable and robust. The requirements are divided
into three levels of conformance: A (lowest), AA and
AAA (highest). They define the testable success criteria
necessary for design specifications.
Captions are intended for hearing impaired, while
label in name for vision impaired only. Prerecorded media
alternative and live audio are the high-level criteria
belonging to level AAA and they are intended for deaf
and hard of hearing. The conformance of the most
frequently used applications with these success criteria for
hearing impaired is presented in Table III.
Non-text content enables presentation of the written
content with text or with Braille alphabet. Audio-only and
video-only provides an alternative to listen, see or touch
the pre-recorded content. Captions are intended for
hearing impaired, who can access prerecorded auditory
information of the content presented on the screen. Label
in name activates control that briefly explains the content
appearing on the screen. These four success criteria
belong to level WCAG 2.1 recommendations belonging to
level A, the first two are intended for both vision and
hearing impaired.

Moodle
Supported
with own
tools
JAWS
NVDA
Chromevox
ORCA
Not
applicable

Read
Speaker

Dragon
Inspection

Not
applicable

Not
applicable

RBD

Partially
supported

Not
applicable

Not
applicable

TABLE II.
Success
criterion

APPLICATIONS FOR VISION IMPAIRED AND WCAG
WCAG 2.1 compatibility
JAWS

VoiceOver

ZoomText

Non-text
Content

Supported

Supported

Supported

Audio only

Supported

Supported

Supported

Supported

Supported

Supported

Partially
supported
Partially
supported

Partially
supported
Partially
supported

Partially
supported
Partially
supported

Label in
name
Media
alternative
Audio only
(live)
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TABLE III.

APPLICATIONS FOR HEARING IMPAIRED AND WCAG
WCAG 2.1 compatibility

Success
criterion

AVA

RogerVoice

VoxSci

Captions

Supported

Supported

Supported

Video only

Supported

Supported

Supported

Sign
language

Not
applicable

Audio
control
Text
alternatives
Images of
Text

Partially
supported

Partially
supported
(English,
French)
Partially
supported

Supported

Supported

Partially
supported
(British
English)
Partially
supported
Partially
supported

Partially
supported

Not applicable

Not applicable

JAWS [27] and VoiceOver [28] are screen readers for
Windows and macOS users correspondingly. JAWS was
recently powered with the text magnifier Zoomtext [29],
making Vision. Vision is available in English, Spanish,
German, French and Dutch for an annual fee of 160 US$.
VoiceOver’s advanced version VoiceOver with Braille
offers better support to vision impaired and deaf-blind
students. It currently supports only those students who are
familiar with English and Spanish. Compared with these
screen readers, NVDA for Windows [30] offers around 50
languages, which also provide Braille display. VoiceOver
and NVDA are free.
IV. ASSISTIVE TECHNOLOGIES FOR HEARING
IMPAIRED STUDENTS
By choosing the option for screen reading, vision
impaired and blind students can study at home, do selfassessments and successfully participate in the quizzes
and examinations [31]. They are more convenient than
Braille’s displays, which can be used by only 10% of all
the students who are familiar with the Braille alphabet.
Table III presents the conformance of the popular
assistive technologies for hearing impaired: AVA [32],
Roger Voice [33] and VoxSci [34] with the WCAG 2.1
success criteria. They predominantly include the timebased media, which were introduced in Section III. AVA
enables speech recognition, lip reading and live
transcription of lectures, helping hard of hearing and deaf
students have an access to spoken lectures and to quizzes.
Intended for mobile phone use, Roger Voice for Android
and iOS successfully supports collaboration among
students, enabling them to communicate with colleagues
who have no disabilities. VoxSci is a British sign
language translator, which is converting voice messages
into text. It is not embedded in LMSs.
V. ASSISTIVE TECHNOLOGIES SUPPORTING
PRACTICAL WORK
Practical laboratory work and experiments improve the
practical skills of students in various courses, from STEM
to medicine and arts [35]. Implementation of different
techniques like virtual labs, simulations and hands-on
exercises in online learning environments proved their
usefulness
and
effectiveness
gaining
students’
appreciation [36].
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Recently, LMS Moodle was redesigned and fed with
engineering related content adapted for blind, deaf and
deaf-blind students [37]. The assessment was done using
multiple choice questions presented visually for the deaf,
and auditory for the blind.
VI. FINAL REMARKS
Students with different disabilities should have an
equal right to education as all their colleagues.
Unfortunately, as a consequence of full closedown of
schools caused by the Covid-19 pandemic, in average two
thirds of previous academic was lost [38]. The only
solution for higher education to continue the school year
was to shift to online education. This was not painless,
particularly not for the differently abled students. They
seem to be “at great risk of losing connection both
academically and emotionally” [39].
One school year usually makes a difference in life.
With the new pandemic peaks, it is obvious that the online
education will remain the only alternative at least by
autumn semester 2021, making the discrimination due to
disabilities more profound. Regardless of many available
software tools supporting inclusive education, only the
privileged students have the opportunity to actively attend
the lectures, study at home and pass their exams. There
are several major obstacles they face. The first problem is
the digital divide, i.e. the disability of many students
worldwide to connect to the Internet. At the moment, if
affects in average 40% of all the population,
predominantly in the economically underdeveloped
countries [40]. The second barrier is the lack of LMS
experience among many teachers and students, affecting
the quality of teaching and the accuracy of assessment.
Unavailability of most software tools supporting disabled
students in languages different from English and Spanish
is a drawback for vision and hearing impaired who are not
confident in using them. Cost can also be a restriction,
particularly during learning at home, because universities
provide only the school access for teaching and
examination. With determined activities of governments
and considerable investments in education, the situation
can improve, reducing the discrimination on the basis of
poverty and disability.
VII.

CONCLUSION

Despite all the efforts to support inclusive education,
the greatest challenge will always remain unsolved.
Online teaching and learning drastically decrease social
interaction during education. It is important for all
students, especially for those who need additional care due
to their specific needs. No digitally supported activity can
substitute the established friendly relationship between
teachers and students, professors’ readiness to find the
most appropriate hints to demystify the incomprehensible
subjects, their ability to make analogies with everyday
activities, and capacity to bridge most problems. For ages,
good teachers have been role models students were
inspired of and trying to mimic. This human dimension of
education is missing today. If all students do not return
back to traditional education soon, and especially the
differently abled, their emotional stability, mental health,
motivation and well-being will be endangered.
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Abstract - Many papers exist that research semiautomated or fully-automated assessment of SQL queries in
the context of high education, as this approach promises less
load on teachers, more consistent assessment across all
students and faster feedback to students. Instead of
assessment process that results either in all or none marks
awarded for a query, high education standards are more in
favor of providing partial marks. This, and the fact that there
should be an easy way for a teacher to customize assessment
rules to adapt them to institution standards, makes
assessment process more complex so many currently
available tools fall short. This paper presents a newly
developed fully-automated assessment model and an
information system that implements it system and explores
the possibilities of using it for partial assessment in higher
education. This assessment model is designed to support
complex joins and groupings, making it more applicable for
real students’ assignments and resulting queries. Students
also get the immediate results and a list of found issues with
their queries, which is very important for them in process of
learning. In this paper, built system is compared with manual
assessments of the same student queries and its shows
promising results, even for very complex joins and groupings.
Keywords – SQL; assessment; fully automated; partial
marks; configurable assessment process; join; group by; higher
education

INTRODUCTION
Although new database systems, like Not Only SQL
Databases (NoSQL), are becoming more and more popular
in recent years, traditional RDBMS systems are still present
and even dominant in many areas [3]. Enterprise-level
vendors such as Oracle, IBM, and Microsoft, as well as
many open-source projects, continue to develop RDBMS
products and add new features to them in order to stay
relevant. As shown in [4], skills and knowledge of one or
more of these RDBMS products will make students more
employable in the IT sector [4]. With this in mind, it comes
as no surprise that higher education institutions that offer
programs in software engineering, applied computing,
computer science, etc., offer courses that teach students
about relational databases [2].
At the Algebra University College, introductory
database course is compulsory for Software Engineering,
System Engineering and Multimedia Computing students
[1]. The objectives of this course are to teach students how
to design simple relational databases and how to use SQL
language to retrieve, insert, update and delete data from a
relational database [1]. Students’ work is assessed with
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three schoolwork and an exam. In each of these
assessments, students are required to solve practical
assignments by writing SQL code against real database. An
average number of students enrolled in the course is around
240 per academic year. Each schoolwork has four
assignments, each exam has around 25 assignments and
there are five exam terms available. Based on these
numbers, it is easy to calculate that in each academic year
teachers have over 30k assignments to assess, in worst-case
scenario. On average, that number is lower because roughly
30% of students pass the exam on their first attempt, some
students pass it on their second attempt, etc. Even so, the
amount of assignments that teachers have to assess can be
measured in thousands. One possible solution would be to
switch some practical assignments to single or multiplechoice questions, for which many excellent automatic
assessment solutions already exist. However, due to the
need for applied skills and knowledge shown in [4], this
road will not be taken – all exam questions must remain
practical.
Apart from a great workload put on teachers, there are
three additional issues with manual assessment [1] [5]. The
first issue is that the manual process takes longer, so
students have to wait for their results for a couple of days,
which sometimes leaves them frustrated. The second issue
is the fact that for human beings, it is not easy to apply the
same criteria for all students, especially during longer
periods of assessment. Fatigue takes its toll and despite best
efforts, the teacher can sometimes unintentionally apply
different criteria to different students. Lastly, as students
are aware that teachers might make mistakes, they exercise
their right to ask for clarification of given marks, after the
results have been published, further delaying the final
results.
In order to solve all of the above-mentioned issues, it
would be ideal to create a system with the following
characteristics:


It is capable to assess SQL queries automatically.



The assessment process uses provided correct SQL
queries and marking rules and gives partial marks
in range [0, max_marks].



Assessment process gives results with the score
and a list of errors made by student.



It is capable of processing batches of student
queries and producing a structured result to be read
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by teachers and students. The duration of the entire
process should be measured in minutes.
By using this ideal system, teachers’ main job would be
to prepare student SQL queries in the defined format and
start the process. The assessment would be done very
quickly, resulting with a report for teachers and a report for
students. The report for students would contain the score
and a list of errors made. Since the marking would be done
by a system, there would be no ground for complaints.
The problem is that making such an ideal system is not
a trivial task. Many papers have been experimenting with
semi-automated and fully automated assessments [1] [6] [7]
[8] [9] [10] [11] [12] [13] [14]. Many of these approaches
work only in all-or-nothing marking modes – if a student’s
query matches the model query perfectly or returns the
same result set, they award full marks. If not, zero marks
are awarded. A list of made errors and partial marks is
rarely provided. This paper specifically builds on research
done in [1] because it is the closest match to our ideal
system. This paper has learned on problems and mistakes
made in that paper and tries to correct and improve them to
create a better automatic assessment system.
System [1] is capable of partially assessing SELECT,
FROM, WHERE, ORDER BY clauses of SELECT
statement, VALUES clause of INSERT statement and basic
forms of UPDATE and DELETE statements. As this is not
enough for our intended purpose, the system proposed in
this paper must be able to assess additional SELECT
statement clauses: GROUP BY, HAVING, aggregate
functions, all types of JOIN and scalar functions.
METHODOLOGY
This paper suggests a fully automated assessment
model built on [1]. A system capable of processing multiple
student queries and producing reports was developed based
on this model. This developed system is used to verify
assumptions and measure how close it is to an ideal system.
As a first step, the following requirements were put on
the proposed model:
1.

It can execute query against the actual database and
process the results set, and it can parse and analyze
query text.

2.

It expects queries to be written by following a set
of guidelines.

3.

It must be able to recognize equivalent join
constructs.

4.

Marking should not stop if certain SQL clauses are
incorrect.

5.

It can give partial marks according to a correct
answer and an extensible set of rules.

6.

select l.*, c.Name as City
from Location as l
left join City c on l.CityId = c.CityId
select l.*, (select Name from City c
where l.CityId = c.CityId) as City
from Location as l

For certain assessment goals, this can be considered
good and a student would receive full marks. However, if
the assessment goal is to check whether a student has
learned how to use joins, then this approach will incorrectly
award points where points should not be awarded. Another
example are the following two queries:
select * from City where Name like 'Tok%'
select * from City where Name like 'Rok%'

Because a student mistyped letter R instead of T, they
will certainly lose some marks, possibly all of them,
although a student has demonstrated the knowledge of
filtering.
In order to improve this approach, this paper adopts and
improves approach from [1] and uses query text analysis to
gain more insight into students’ work and uses it to improve
marking process. By using this analysis on the first
example, it would be obvious that a student did not use join
and would receive no marks for that part of the query. In
the second example, the acceptable Levenshtein’s distance
[15] of 1 would allow a student to receive all marks.
B. Requirement 2: Queries must be written according to
a set of guidelines
SQL is a high-level language and allows the same query
to be expressed in multiple ways. For example, table aliases
are optional; if a student defines a table alias, it is
recommended to use it in the rest of the query, but it is also
perfectly valid to define an alias and never use it. Because
of these SQL conveniences, accounting for all possible
SQL query-writing options is complex and a goal to strive
for in the future, but it is not a part of the model proposed
in this paper. Instead, a set of guidelines are given to
students who are expected to follow them. These guidelines
can be summarized as follows:


Students can choose whether to assign aliases to
tables. If an alias is assigned to one table, it must
be assigned to all tables and it must be used in the
rest of the query.



If using joins, it is mandatory to use either aliases
or table names for each column in the query.



Aliases for columns are optional. If an alias is
assigned, it must be used in the rest of the query.

It must provide a score and a clear list of errors
made by student.

A. Requirement 1: Model can execute query against the
database and analyze query text
When marking a student query, many of the tools in [6]
[7] [8] [9] [10] [11] [12] [13] [14] send both the correct
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query and the student query to the actual database, and then
compare the returned result sets. Some tools give all or
nothing score based on whether the result sets are the same,
and some tools give a percentage of points depending on
the percentage of result sets similarity. This paper finds this
approach valid, but believes it cannot be used by itself
because it is not flexible enough. For example, if we
execute the following queries (the first one is a correct
query, the second is a student query), they will return the
same result set.
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In WHERE, column name must always be the first
operand (i.e. Quantity > 0 is correct, 0 < Quantity
is not).



In ORDER BY, column names or aliases must be
used, not positions.



All row filtering must be done in WHERE;
HAVING can be used only to filter groups.



Query must contain only necessary elements (i.e.
WHERE 1 = 1 might result in loosing points).

C. Requirement 3: Model recognizes equivalent joins
In relational databases, data is stored in its normalized
form [16]. That means that in order to retrieve complex
data, it might be necessary to join the data from multiple
tables. At most times, query writers do not need to worry
about optimal order and join types because the optimizer
takes care of those details and chooses optimal order and
indices to execute the query [17]. This fact can present a
problem for automatic assessment process because the
correct answer can use one join, and a student can choose
another one, for example:
select * from Location l
left join City c on l.CityId = c.CityId
select * from City c
right join Location l on l.CityId = c.CityId

Both of these joins are equivalent and the student’s
answer must be considered as correct. The model must be
able to accommodate all possible join solutions that obey
defined guidelines. In order to achieve that, the first step is
to convert joins to canonical form.
From [18], a join of two tables is actually a cross
product of all rows with a predicate applied, so we can write
any join of tables A and B with predicate p like this:
𝜎𝑝 (𝐴 × 𝐵)
Because joins are commutative, we can write:
𝜎𝑝 (𝐴 × 𝐵) = 𝜎𝑝 (𝐵 × 𝐴)
Joins are also associative, allowing us to create cross
products of multiple tables in any order we like and then
apply all predicates at the end:
𝜎𝑞 (𝜎𝑝 (𝐴 × 𝐵) × 𝐶) = 𝜎𝑝^𝑞 (𝐴 × 𝐵 × 𝐶)
Two simplifications made in this paper are that only
equi-joins are considered and that the joins are always made
between primary and foreign keys where both contain only
one column. Building on [24], the model proposed in this
paper extracts all predicates defined in FROM clause. For
each predicate, source and target tables and columns are
extracted, as well as the type of join (inner, left outer, right
outer or full). Predicates are processed like this:
1.

All right outer joins are converted to left outer
joins, with target and source tables swapped.

2.

For all inner and outer joins, necessary swaps are
made to make sure that the source table is always
alphabetically lower than the target table.
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3.

All columns are also alphabetically sorted on the
source column name.

4.

All aliases are expanded into full names.

By following these steps, it is ensured that different
approaches to selecting same data are always canonized in
the same form and can be easily compared. For example,
the following queries are all recognized as the same:
select * from Invoice r
inner join Detail s on r.ID=s.InvoiceID
inner join Product a on s.ProductID=a.ID
left outer join CreditCard k
on r.CreditCardID=k.ID
select * from CreditCard k
right outer join Invoice r
on r.CreditCardID=k.ID
inner join Detail s on r.ID=s.InvoiceID
inner join Product a on s.ProductID=a.ID
select * from Detail s
inner join Product a on s.ProductID=a.ID
inner join Invoice r on r.ID=s.InvoiceID
left outer join CreditCard k
on r.CreditCardID=k.ID

In this way, a prerequisite where a model can recognize
equivalent join constructs is satisfied.
D. Requirement 4: Marking should not stop if certain
SQL clauses are incorrect
Proposed model must give partial marks according to a
customizable set of rules. Some of these rules are marked
as mandatory, and some as optional. When mandatory rule
is broken, marking process deducts defined number of
points and stops – no other rules will be validated. In order
to achieve partial assessment, the number of mandatory
rules should be kept small. Usually, only the rule that
checks if the query compiles and executes is marked as
mandatory, all other rules are considered optional.
Additional important consideration to achieve partial
marking is that each part of SQL should be assessed as
isolated from other parts of the same SQL as possible. That
means that the student can get 0 points from one part of
SQL (i.e. SELECT if completely wrong) but can get full
points for another part of the same SQL (i.e. WHERE is
correct). For example, when marking WHERE part, the
SELECT list written by a student is replaced with * and
executed against the database. The result set is compared
with the correct result set and if they match, full marks are
awarded for WHERE. However, if the result sets do not
match, a query text analysis is performed on WHERE
predicates to give partial marks.
Isolated marking can be only implemented with besteffort guarantee. If an error is made in FROM part, it is very
likely that other parts will not receive partial marks.
E. Requirement 5: Model gives partial marks from a
correct answer and an extensible set of rules
For each assignment, the teacher is supposed to provide
three set of values: A) the correct answer, B) what
percentage of marks should be given for each query clause,
and C) which rules should be applied. This way, the
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automatic marking process is completely customizable by
the teacher and each teacher can have the model resemble
their marking style. A part of configuration for an
assignment might be:
{
"correct_answer": "select Id, Name from
City where Name like 'Tok%'",
"max_points": 4,
"clause_points_from": 10,
"clause_points_where": 50,
"clause_points_groupby": 0,
"clause_points_having": 0,
"clause_points_select": 40,
"clause_points_orderby": 0,
"parses_and_compiles": {
"deduct": 100,
"hard_stop": 1
},
"from_each_missing_table": {
"deduct": 50,
},
"from_each_wrong_join": {
"deduct": 50,
},
"from_use_specific_join": {
"deduct": 100,
"specific_join": "left"
},
…

And student solution is this:
select P.ID, P.Name, K.Name
from Detail as S inner join Product as P
on S.ProductID = P.ID
inner join Invoice as R on S.InvoiceID = R.ID
inner join Employee as K on R.EmployeeID = K.ID
where K.ID = 275
order by P.ID asc

The report given to student is like this:
starting to mark: JaneDoe.sql
where section: wrong rows filtered, remaining 90.0 %
select section: missing column detail.productid.
remaining 86.0 %
order by section: missing column detail.productid,
remaining 81.0 %
order by section: column 1 should be productid but is id,
remaining 76.0 %
JaneDoe.sql marking complete, remaining: 76.0 %
The model was built in Python programming language
and uses Mozilla SQL Parser1 package for deep query text
analysis. At the start-up, the model executes a script to
create a database against which queries will be executed.
All queries that change the state of the database run in
explicit transactions and are rollbacked at the end.

}

This configuration first contains the correct SQL and
the maximum number of points for this assignment. Then,
settings with prefix “clause_” define what percentage of
maximum number of points is assigned to each part of the
query (i.e. WHERE clause holds 50% of 4 points, which is
2 points). Then, any amount of rules can be defined for the
assignment process. For each rule, the deduction/addition
percentage is defined and some rules might have additional
settings. For example, “from_use_specific_join” rule says
that if the student solved the problem without left join, 0
points will be awarded for that part.

RESULTS

Currently, the model supports 17 rules and additional
rules can be embedded in the assessment pipeline with little
effort.

In the validation process of the new system, the main
goal was to discover the proposed system applicability,
since there is added support for complex joins and
groupings and grading became consequently more complex
and challengeable. For that purpose, a total of 100 manually
evaluated SELECT statements were used and grades given
by teachers were compared with grades given by the
proposed system. A typical assignment from the earlier
actual exam term was used (showed earlier in this paper),
so that the results of the comparison are as realistic as they
can be. Chosen SELECT statement emphasize a need to use
complex joins, the last added feature to our proposed
system.

F. Requirement 6: Model must provide a score and a
clear list of errors
The result of the marking process for one query is a
score and a list of found issues and made deductions. For
example, if correct solution is this:

Each of 100 solutions was awarded from 0 to 2 points.
Firstly, a rough indicator of the proposed system usability
is the comparison of the difference of total points given by
the proposed system (for all 100 assignments) and total
points given by the teachers that evaluated them manually
(Fig. 1).

select Detail.ProductID from Detail
inner join Invoice
on Detail.InvoiceID=Invoice.ID
inner join Employee
on Employee.ID=Invoice.EmployeeID
where Employee.Name='Anna'
and Employee.LastName='Smith'
order by Detail.ProductID

1

Another indicator of the proposed system usability is
the comparison of average points awarded. Fig. 2 shows
that there is a minimal difference in total average points
given by the proposed system and those awarded by the
teachers.

https://github.com/mozilla/moz-sql-parser
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Another important aspect of validation is the
distribution of given points, since one of the focuses of our
proposed system is the ability of defining precise criteria
for partial points. The earlier version of the proposed
system implemented only plain SELECT statements and
resulted in simpler distribution of points given by the
system, which includes only 0%, 25%, 50%, 75% and
100% of the maximum points [1]. The newly proposed
system shows greater possibilities in giving partial points,
since the criteria created by teachers are much more precise.
Fig. 3 shows the distribution of awarded partial marks. We
can see that the granularity of given grades is noticeably
larger than in the earlier version of the proposed system.
Since teachers tend to evaluate on binary basis and the
earlier version of the system had only a few scoring levels,
we can make an assumption that the development of the
proposed system is headed in the right direction and that it
brings students more precise and fairer evaluation of their
assignments.

Figure 1. Total sum of the points given by proposed system
compared with the total sum of points given by teachers

Figure 2. Total average points given by proposed system
compared with total average points given by teachers

Figure 3. The distribution of given partial points
with total number of valuated assignments

TABLE I. OBSERVED FREQUENCIES OF GRADES
Grades
Proportion
of grades
evaluated
by teachers
Proportion
of grades
evaluated
by system
Total

0%

65%

70%

75%

76%

78%

80%

82%

85%

86%

88%

90%

95%

99%

100%

12

0

2

7

0

0

2

0

0

0

6

5

1

0

65

100

12

2

0

4

1

2

0

2

1

2

0

8

1

1

64

100

24

2

2

11

1

2

2

2

1

2

6

13

2

1

129

200

Total

TABLE II. EXPECTED FREQUENCIES OF GRADES
Grades
Proportion
of grades
evaluated
by teachers
Proportion
of grades
evaluated
by system
Total

0%

65%

70%

75%

76%

78%

80%

82%

85%

86%

88%

90%

95%

99%

100%

Total

12

1

1

5.5

0.5

1

1

1

0.5

1

3

6.5

1

0.5

64.5

100

12

1

1

5.5

0.5

1

1

1

0.5

1

3

6.5

1

0.5

64.5

100

24

2

2

11

1

2

2

2

1

2

6

13

2

1

129

200

In order to prove our earlier assumptions, we carried out
statistical hypothesis testing. We used Chi-square test (χ2)
on the base of our 100 grades and with the null hypothesis
that there is only a minor difference when comparing
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grades given by the proposed system and grades given
manually by the teachers. The observed frequencies of
grades given by the teachers and grades given by the
proposed system are shown in Table 1.
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To calculate degrees of freedom and χ2 value, we also
need expected frequencies of grades shown in Table 2. The
number of degrees of freedom is:
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Abstract - This paper is a result of three different needs
that became apparent and unavoidable during the COVID
19 pandemic at our institution. Further exploration revealed
that for each of the needs, there is a huge amount of
research papers, thus validating the approach taken by this
paper. First need is for blended learning. Old school
approach where teacher instructs from a cathedra that
worked for centuries should be replaced either completely
or partially with online learning content, due to new natural
media for learning – Internet. Second need is a gamification.
Many research papers show that newer generations of
students lose their attention and motivation for learning
more quickly than previous, especially if the topic is
difficult. To counteract this, many gamification efforts have
been explored. Lastly, programming is difficult for students
to learn, so new teaching techniques are always welcome to
keep students motivated. With COVID 19 situation where
live teaching becomes impossible and where many
institutions were forced to migrate online, these needs
became paramount very quickly. Based on said, this paper
proposes a blended learning component that complements
existing methods of online teaching and that also contains
gamification elements. A way of transferring curriculum
into actionable items of proposed system is defined, as well
as a system itself. Authors hope that this approach will lead
students to better understanding of programming topics,
lower dropout rates and higher satisfaction in learning.

due to epidemiological measures, roughly the same course
composition was transferred to online platforms.
Seemingly unrelated to this, there is a consensus
among many researchers ([1], [2], [3]) that programming
courses, especially introductory ones, are not easy to
master because programming requires a set of specific
skills: to understand abstract concepts, to learn the syntax
of an artificial language and to transform real-world
actions and information into appropriate programming
instructions and data [1]. On top of that, a student wanting
to learn to program must be a power user of an operating
system and must be proficient in a set of development
environments and tools. Therefore, it is no surprise that
programming courses almost without exceptions
experience high dropout rates [1] [4]. As these dropouts
cause dissatisfaction for students and financial difficulties
for institutions, numerous researches have been conducted
to analyze, predict and prevent them [3], [4], [5], [7].

In the spring of 2020, almost all higher education
institutions in Croatia were forced to switch to online
teaching, due to the worldwide COVID 19 pandemic. For
paradigm change this big, institutions did not have years
or months to prepare, but only days, maybe a couple of
weeks. This change has affected students, teachers, and
administration staff alike, leaving them to cope with new
circumstances as best as they can.

When the first wave of the pandemic was over and all
courses were successfully transferred to online platforms,
a question of the impact of a purely online approach to
dropout rates has been raised. According to [6], teaching
online takes more time and effort than teaching face-toface courses and students need more discipline to succeed
in online courses. The latter was confirmed by a survey
taken among students of all undergraduate and graduate
programs. Students said that most important online
learning challenges include not having to go to the
university campus, not participating in the social
interaction with teachers and other students, and the high
availability of distractions in the form of web-browsing
resources, video-streaming services, and computer games,
all available at only one click away. With computer
courses being difficult by themselves and with all
distractions becoming available when classes went online,
it became apparent that to keep students interested and
motivated and to prevent an increase in dropouts, a
blended learning approach had to be designed and
implemented.

Before this change happened, all software engineering
courses at the authors’ institution were being held face-toface in the classroom, with almost no online components.
Each course was composed of lectures, held for larger
groups of students in large classrooms, and lab exercises,
held for smaller groups of students in specialized
laboratories. Once face-to-face classes become impossible

As stated in [8] and [9], blended learning can be
defined as the thoughtful integration of different online
and face-to-face teaching methods, with five available
components to choose from: face-to-face or online
teacher-led, face-to-face or online collaboration, and
online self-paced. This paper suggests a design and
implementation of an online self-paced component for

Keywords – blended learning; gamification; learn
programming; programming courses; COVID 19; higher
education
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programming courses. This would allow students to
choose the time most appropriate for their learning, allow
them to learn at their own desired speed, and provide them
with the flexibility to learn in any location [8]. This
blended learning approach would hopefully enhance
students’ learning engagement and experience [10].
In the last decade, gamification has become an
important technique in many areas [11]. For example,
studies have shown that applying gamification elements in
websites engaged users [13]. It comes as no surprise that
gamification can be effective in education and especially
in programming courses [11], [12]. At the same time that
authors of this work decided to envision a blended
learning component for online self-paced learning, the
decision was made that this component should have
gamification components built into it. This was done with
the purpose to engage students more, to present the
learning material in a more approachable way, and to
allow students to increase their motivation and interest,
hopefully resulting in better grades, success rate, and
lower dropout rate.
METHODOLOGY
This paper describes the approach taken to design and
implement a self-paced learning component for blended
learning. In addition, this paper describes the rationale
behind converting the learning content of one
programming course to content appropriate for use in this
new learning component. To create this new component,
the following requirements were defined:
•

New component must be context agnostic – it
must be capable of supporting many courses, both
in programming area and other.

•

New component must be available to students in
modern formats they are accustomed to, mainly in
mobile interfaces.

•

New component must organize learning in small
chunks, appropriate for learning experience
lasting no more than several minutes.

•

New component must use gamification elements.

The fact that new component must be context agnostic
comes from the facts that blended learning approach was
necessary for all courses in software engineering study
program, both programming and other (computer
architecture, physics, mathematics, computer networks,
etc.) and that creating specialized components for each
course type would be impractical and unrealistic.
As mobile phones become a part of every aspect of our
lives, students prefer to consume their learning content via
mobile interfaces [14]. With this important fact in mind,
the proposed system was built with a mobile-first
approach. The choice was made not to create native
mobile applications, but to create a regular web
application with a user interface and user experience
designed first for mobile resolutions and then for regular
screen sizes. This way, both students using mobile phones
and those using laptops were satisfied and were able to
enjoy learning content in their favorite interface.
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When shaping learning content into consumable units,
it is important to take into account the duration of each
unit. Although many pieces of research have proven that
there is no fixed duration after which students’ attention
starts to decline ([15], [16]), the decision has been made to
keep the duration of each unit under 10 minutes, based on
rich prior experience in e-learning for adults. When a
certain topic was too complex or too broad to fit in 10
minutes, it was split into two or more shorter units. The
goal was to produce short and easy-to-consume chunks
that students can consume without losing attention and inbetween other activities.
As suggested in [17] and [18], when gamification
consumers
perceive
gamification
elements
as
informational, it may give them feelings of competence
and achievement and hence it might enhance intrinsic
motivation and promote performance gains. Gamification
elements most cited are points, levels, and leaderboards,
so all of these elements must be included in the blended
learning component proposed in this paper.
A. Design and the implementation of the blended
learning self-paced component
To satisfy the aforementioned requirements, a
proposed system was designed as a web application with a
mobile-first user interface and experiences. The system
uses national AAI@EduHr infrastructure [19] for user
authentication and allows only users enrolled in the
specified institution to sign in. After they have signed in,
users can see a list of available courses, a list of available
topics with their progress for each of the courses, and a
leaderboard where other students’ progress from the same
course is shown. Fig. 1 shows a part of the list of available
topics for the Data Structures and algorithms course,
together with user progress (current level and amount of
units required to advance to the next level).
Once a topic is selected, the next self-paced lesson is
started (Fig. 2). Each lesson has multiple items and each
item can either give some information to the student or
can require a student to solve a problem. Once all items in
a lesson have been completed, a lesson is considered
completed and the student is awarded points. The student
is taken back to a list of topics that immediately reflects
newly accumulated points and progress. If student
switches to a leaderboard, her or his points are used to
determine a new position among other students.

Figure 1. A screenshot of a Data Structures and Algorithms course with
top three topics and user current level and completion percentage
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answers and the student must choose the correct one by
inserting it into the slot (only one answer is correct). This
question type is most suitable for code completion types
of questions, for example:
Question: Complete the following implementation of
the destructor in .cpp file:
[empty slot]Osoba();

Answers: Osoba::~
~Osoba::, Osoba~::

Figure 2. One item of a lesson containing question text, question image
and four offered answers

(correct

answer),

Osoba::,

In the third question type, the student is presented with
a problem statement that has multiple empty slots. The
student is also presented with two or more answers: some
of them must be used in correct empty slots, and some of
them should not be used at all. This question type is most
suitable for larger code completion types of questions, for
example:
Question: Implement an include guard for .h file:

B. Converting existing learning content for blended
learning self-paced component
Once the workflow of the new system was finished, it
became necessary to define a way to fit the existing
learning content of a certain course in this workflow. The
first step was to take each learning outcome and break it
into smaller parts called topics, with each topic roughly
equal to the content of one week worth of lectures and lab
exercises (for example, one defined topic was called
“Binary trees basics”, other was “Heaps and priority
queues”, etc.) This step defined the exact amount of
learning material that needed further decomposition. That
decomposition was done by defining multiple levels for
each topic: the student starts each topic with level 1 and
progresses to level 5. Once level 5 is achieved, that topic
is considered completed. After completion, the student can
choose to practice that topic more. In each practice run of
the completed topic, the student gets 10 random questions
from the topic. The number of repetitions is not limited.
To progress from level n to level n + 1, the student has
to complete a variable amount of lessons, with current
percentages of completed lessons at the current level also
shown to the student for gamification purposes. Each
lesson is made from multiple items. Each item can either
give some smaller amount of information to the student or
can require the student to solve a problem. When solving a
problem, a problem statement is shown (with possibly one
or more images) and the student is expected to answer a
question. The way to answer the question depends on the
question type.
In the first question type, the student is presented with
two or more possible answers and the student must choose
the correct one (only one answer is correct). This question
type is most suitable for theoretical questions, for
example:
Question: If a perfect binary tree has two levels, how
many nodes can fit in it?
Answers: Three (correct answer), Two, Seven, Eight

[empty slot 1]
[empty slot 2]
class MojaKlasa { … };
[empty slot 3]

Answers:
#ifndef _MOJAKLASA_H_ (use in slot 1)
#define _MOJAKLASA_H_ (use in slot 2)
#endif (use in slot 3)
#ifdef _MOJAKLASA_H_ (not used)
#undefine _MOJAKLASA_H_ (not used)
#else (not used)

One important aspect of this proposed method of
converting existing learning content for blended learning
self-paced component is to determine key messages that
need to be delivered to students and then to use different
types of questions to deliver messages from different
angles to make sure that students understand them.
RESULTS
The proposed system was built and ready to use right
before the start of the summer semester in 2021, with the
intention to test its behavior and acceptance with one
course, that being Data structures and algorithms. The
transformation of existing learning content for the blended
learning self-paced component was done for the half part
of the semester successfully and everything was ready for
the students to engage and use the system.
For the first half of the semester, a set of seven topics
was defined. In these topics, there were 35 levels defined
with 65 lessons. For lessons, 321 items were created. For
items that were defined as questions, 1,340 correct and
wrong answers were provided. Table 1 shows the
distribution of questions items per question type:

In the second question type, the student is presented
with a problem statement that has exactly one empty slot.
The student is also presented with two or more possible
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TABLE 1. NUMBER OF CREATED QUESTIONS PER
QUESTION TYPE
Question type

Number of questions

Type 1

219

Type 2

28

Type 3

74

Out of 157 enrolled students, until half of the semester,
54 of them have participated in the new self-paced
component. Fig. 3 shows students’ activity expressed in
the number of completed lessons in each week, starting
from week 11 of 2021 (first week of the semester), and all
the way to week 19 (beginning of midterm exams at the
half of the semester).
Fig. 4 shows students’ activity per hour in the day (for
example, the x value of 13 represents the time between
13:00 and 13:59).
Out of 157 enrolled students, 46 of them were taking
the class second or third time. Out of 872 activities in
total, 330 activities belonged to such students. Their
distribution per week is shown in Fig. 5.

Figure 3. Students’ activity in a number of completed lessons per week

DISCUSSION
Usage statistics show that new component available
through the mobile interface is used at least once by 54
out of 157 students, which is 34%. This relatively low
number might be explained by the following factors:
•

There was no promotion of the new system other
than telling students about it in the lectures.

•

Usage of the system was completely optional and
did not contribute any points to the final grade or
passing the course.

•

The system was in its early beta version so some
students might be reluctant to engage in a system
that has yet to reach full maturity.

Fig. 3 displays a huge amount of activities at the
beginning, which might be attributed to the new system
that students haven’t seen before. After this initial
enthusiasm, activities dropped to more realistic levels and
remained there right up to the midterms. The reason for
that might be students’ bigger engagement in preparation
for midterm exams, but to confirm this assumption,
another research should be done with values from the
whole semester. If there were to be found an increase in
the activities after the midterms, the assumption would be
confirmed.
Another interesting observation can be made: although
students taking the class second or third time make 29%
of the student population enrolled in the course, their share
of all activities is 38%. This might be explained by the
fact that these students are familiar with the course
difficulty and are ready to invest more time to complete it
successfully this time. If this insight might be shared with
students taking the course for the first time, hopefully, it
would yield a better passing rate. Also, this shows that
investing more efforts in advertising the system to such
students might be beneficial for their passing the course.
When students’ activities per hour in the day are
looked at, it is clear that many activities take place in
hours that are not usually considered regular studying
hours. This proves that the online availability of this
system allows each student to learn at her or his own pace
and that further improvements of this approach are the
correct way to go.

Figure 4. Students’ activity per hour of the day

Figure 5. Number of completed lessons per week for students taking the
course second or third time
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The results of this paper show that students have
accepted the new system and are willing to use it. By
including the system in official course activities, the
number of users might significantly increase. Although
the fact that students like and are willing to use the system
is encouraging, it does not tell anything about the system’s
effectiveness and usefulness in helping students achieve
better grades, in increasing the passing rate, or in lowering
total dropout rates. One very empirical way of exploring
the system’s effects might be to analyze the success of a
generation of students without the system with the success
of a generation of students that have used the system.
Another thing that has not been answered in this paper is
the effect of gamification on the system’s adoption.
Another research might be done where one group of
students have the same system without visual gamification
elements (levels, points, and leaderboard) and compare
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their activities and results against another group that has.
Further improvements might also lie in the direction of
adding more question types and adding multimedia
elements like short video lectures.

[9]

[10]
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Abstract - Gamification in education represents the
application of game design elements and game principles in
teaching with the aim of increasing student motivation and
engagement. Although it is important to motivate students
in classroom teaching, it is even more important in online or
hybrid teaching models that are increasingly being
implemented nowadays due to the COVID-19 pandemic
situation. Gamification can be used in education at different
levels, from primary and secondary schools to universities.
The analysis of literature on the use of gamification in
Croatian education showed that it is more present in
university education and less in primary and secondary
schools. Nevertheless, experience shows that games and
many digital tools are used in schools for the purpose of
gamification, although there is a gap in the literature on this
topic. The research presented in this paper is a work-inprogress on the use of gamification in education. The paper
gives an overview of digital tools used for gamification in
schools to increase students’ motivation and the quality of
teaching. Systematic research on gamification should be
continued in order to propose appropriate pedagogicaltechnological frameworks that facilitate the application of
gamification in schools.
Keywords - gamification in education, digital tools, game
design elements for education, students’ motivation

I. INTRODUCTION
In the context of the Croatian educational system,
modernization of teaching is mentioned as one of the main
goals in the national subject curricula [1]. In the guidelines
of the curricula, it is proposed to replace traditional
teaching methods with modern pedagogical approaches,
that include student-centred teaching and involve
interaction with students. In this process it is very
important to motivate and engage students to achieve
learning outcomes as successfully as possible.

common these days due to the COVID-19 pandemic
situation [5]. Although gamification can be used in
education at different levels, from primary and secondary
schools to universities and lifelong learning programs, the
analysis of literature on the use of gamification in
Croatian education showed that it is more present in
university education and less in primary and secondary
schools. Nevertheless, experience shows that games and
many digital tools are used in schools for the purpose of
gamification, although there is a gap in the literature on
this topic. The application of gamification in schools can
be seen in the examples presented by teachers on some
events such as the CUC - Carnet User conferences or
professional conferences organized by the Croatian
Education and Teacher Training Agency (ETTA).
This paper aims to fill the gap in the literature by
identifying the tools that could be used for gamification by
school teachers in Croatia. Section 2 gives background
regarding basic GBL and gamification concepts with a
focus on game design elements suitable for gamification.
Section 3 provides an overview of related work exploring
gamification, especially in the context of Croatian
education. Section 4 presents some commonly used digital
tools used for gamification in schools and section 5 brings
conclusions.
II.

BACKGROUND

A. Basic Concepts
Very often in the literature, descriptions such as
gamification, serious game, game-based learning, gameinspired design or simulations and games are mixed. It is
important to understand that these are not synonyms,
although the difference is very small [3, 4]. All these
terms are related to games and fun in education and are
directly related to attempt to increase motivation and
improve student engagement.

Hoverer, for today's students, it is often emphasized
that they belong to the so-called "digital generations" or
"Z-generations" because they grow up with new digital
technologies such as computers and the Internet,
smartphones, video games [2]. Characteristic for them is
that they process information quickly, like to do several
tasks at the same time and play games. These
characteristics should be considered in the educational
process, using, among other modern approaches and
digital technologies, those based on Game Based Learning
(GBL), serious games, and gamification [3, 4].

Game-based learning (GBL) is an approach that
involves the use of digital games [6]. Digital games
increase students' motivation to learn and thus increase
their opportunities to achieve desired learning outcomes
by playing games or even creating their own games while
using simple principles and game characters within
learning activities. Using GBL, learning occurs through
playing and developing games while fostering critical
thinking and problem-solving skills.

Although it is important to motivate students in faceto-face classes, it is even more important in online or
hybrid teaching models, which are becoming more

Serious games can be defined as interactive,
competitive, or training lessons with defined learning
outcomes that allow students to have fun while gaining
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knowledge. They differ from all other games because their
goal is not just fun, but they contain a clearly defined
educational component. In well-designed educational
games, the learning content is hidden and students play
the game regardless of which part relates to learning and
which to the educational content presented in the game
[3].
The term gamification was coined in 2002 by the
British programmer Nick Pelling. but it did not become
popular until 2010 [10]. Gamification is the application of
certain game design elements and principles to non-game
contexts. The purpose of gamification is to engage
participants through game-based elements such as avatars,
badges, virtual points, levels, etc. [7, 8]. The main
difference between gamification and serious game is that
gamification does not require a complete design of the
digital game which is an advantage from a financial point
of view. Even simple digital tools like LMS, quiz tools,
etc. can be used for easy implementation of gamification
[9].
B.

Gamification in Education
Gamification in education represents the application of
game design elements and game principles in the
classroom with the aim of increasing student motivation
and engagement [7, 8]. Simply put, gamification uses
game-based mechanics, aesthetics, and playful thinking to
engage students, promote learning, and solve problems [8,
11]. Besides education, gamification has also become
popular in the workplace, as gamification provides
immediate feedback that can improve employee
motivation and the ability to fix problems faster than
before [10].
In theory, the use of gamification in education can
improve student engagement by transforming tasks into
games that motivate students through rewards for success,
and it can induce desirable behaviour change. In practice,
gamification has now shown significant results in creating
more accessible and cost-effective materials for e-learning
compared to digital games [7].
Studies on gamification report that the main benefit of
gamification is to increase learner motivation, awareness,
and engagement [12, 13]. These elements have been
mentioned in other studies in relation to a negative aspect
of traditional learning, where students reported that
traditional learning can be boring for students or does not
motivate them as well as modern learning methods. For
this reason, gamification could have a great future,
especially after the pandemic when students and teachers
will be familiar with digital tools and used to e-learning.
Gamification often uses some elements of game
design to increase participant motivation and engagement.
Gamification used in education could use the following
features to achieve excellent learning outcomes: users as
students, tasks that users perform and work towards
defined goals, points as a result of performing tasks, levels
that allow users to progress from simpler to more complex
tasks depending on their knowledge, badges as rewards
for completed tasks, and ranking users according to their
progress [7, 11].
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C. Common Game Design Elements in Gamification
Digital badges are virtual medals awarded as a sign of
success, a token for reaching some levels, or an
acknowledgement for achieving goals. The goal of digital
badges is to encourage users to be more engaged and
successful at completing activities. To win a digital badge,
the user must know what conditions are required [14].
From the teacher's point of view, earned digital badge can
be a proof of the achieved result, while from the student's
point of view, earned digital badge can be a positive
feedback [14]. Some studies claimed that more than 90%
of students reported that using the badge system in their
daily study routine motivated them and helped them stay
focused during class [15]. Studies also suggest that badges
are "symbols of recognition". To explain, badges provide
a sense of accomplishment during classroom activities. A
sense of accomplishment is important for this topic
because children often lack motivation to continue
learning.
Similarly, in [16] the authors reported on the
incorporation of game elements such as avatars, badges
and rewards into everyday e-learning in various subjects.
For example, avatars are commonly used in schools, but
not many studies have been presented on this topic.
Avatars are graphical representations of a player that users
create on their own. With the avatar created, users present
themselves to other users in communities. The results of
the study show that students' interests are increased after
using avatars compared to their interests before using
avatars.
Points are a classic element in almost any game to
provide feedback. Depending on the points scored, users
can see opportunities to progress and improve [7]. Using
points along with a progress bar as part of the feedback
system can be a powerful tool to improve children's
productivity and increase interest in the lesson [17].
The use of leaderboards is another way to motivate
learners [7]. Leaderboards are used to create a competitive
atmosphere in the class by displaying the names of the top
5 or top 10 learners, for example.
Storyline or narrative is an excellent tool to help
students achieve an ideal interest curve and stay motivated
during the learning process. The storyline relates to the
native in the game and helps illustrate the applicability of
concepts to real life [7].
III.

REVIEW OF RESEARCH ON GAMIFICATION
IN CROATIA
Globally, gamification has become extremely popular
as a scientific term after 2011. There are numerous papers
describing case studies as well as reviews on gamification
[7, 8, 18]. The focus of the review presented in this paper
is on the situation in Croatia. Therefore, it has been
investigated whether there is any research on gamification
in schools described in the journals or conference
proceedings.
The analysis of the literature on the use of
gamification in Croatian education showed that it is more
present in higher education and less in primary and
secondary schools. For example, in [19] the authors
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describe the research study on the implementation of
gamification using digital badges in the Moodle for course
in the university computer science program. Gamification
in an ICT course and a business course at a higher
education institution using quizzes created by the Kahoot!
tool is described in [20].
One of the first papers mentioning gamification in a
Croatian high school is [21]. The authors described the
use of gamification elements such as adding points to
assignments and tests, awarding students with badges,
organizing class tournaments using leaderboards, and
integrating educational games in the classroom. The
authors in [22] describe the use of gamification as a tool to
teach high school students how to program.
Of the other studies related to Croatian schools, the
one described in [13] stands out as the most complete.
This study is part of the SCOLLAm project, where a
custom mobile learning platform was developed and
deployed in lower elementary schools to create interactive
mathematics lessons with gamified "the Math Widget" for
solving the four main arithmetic operations on tablet
computers. The results of the study show that gamification
contributed to increased levels of student achievement in
mathematics learning.
It is worth mentioning the review paper [23] which is
one of the more comprehensive studies on the
implementation of gamification in Croatian schools. The
research surveyed teachers about the use of gamification
in their teaching activities as well as about their attitudes
towards gamification in general. The results reported that
only about one third of the participants were familiarized
with gamification and most of them never participated in
any kind of in-service training on gamification. The
authors highlighted a large gap in the Croatian education
system, where teachers report lack of knowledge when
talking about gamification, lack of time and lack of
interest in improving teaching methods. Some teachers
also reported that gamification is too complicated to be
integrated into the traditional teaching style in Croatian
schools. This topic needs to be deeply researched, as all
these reasons could be a result of misunderstanding the
concept of gamification and the lack of education at the
national level.

IV.

DIGITAL TOOLS FOR GAMIFICATION USED
IN CROATIAN SCHOOLS
As presented, Croatian teachers mostly lack
motivation and knowledge to introduce gamification in the
classroom and only a small number of teachers have
understood the gamification concept [23].

Figure 1. Loomen – quiz and its statistics

908

Figure 2. Kahoot! Quiz screen on mobile phone and desktop computer

However, teachers in Croatia are familiar with digital
tools that enable implementation of gamification so they
just need to be motivated and educated to use these tools
for that purpose as well.
One of the biggest and most popular platforms used
for gamification purposes is Moodle [25]. Moodle allows
implementation of gamification in all school subjects due
to the possibility of creating different activities such as
quizzes, crosswords, Level Up! and quiz mentor, which
also provide quick feedback in the form of results, badges,
progress bars, etc [9].
In Croatia, a system called Loomen [26], based on the
Moodle and maintained by the Croatian Academic and
Research Network (CARNET), has been developed
specifically for the use of e-learning in the national
education system. In addition to students, teachers have
also been trained on the Loomen platform in recent years,
as part of the School for Life project, which provided
teachers with the appropriate knowledge for e-learning
[24]. Loomen allows students to be tracked as they
complete activities on the platform (Fig. 1). Loomen is
also a useful tool for gamification as all the important
elements such as badges, avatars, rewards, progress bars,
storylines can be implemented [9]. Each student can create
their own picture or avatar to introduce themselves to the
other members of the group. In Loomen, progress is easy
to track using the progress bar. The progress bar allows
the teacher to provide quick feedback, but also visually
represents the students' assignments. Additionally,
students can be rewarded with a virtual badge by
completing each activity. With the help of various tests
and crossword puzzles with a time limit, Loomen can
foster a competitive spirit among students.

Figure 3. MS Forms – Escape Room example
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Besides Moodle/Loomen, other digital tools used in
Croatian schools also enable the implementation of
gamification, such as Izzi Kvizzi [27], Kahoot! [28],
Microsoft Forms [30], Mentimeter [32], etc.

gamification because of the elements mentioned above
[33].

Izzi Kvizzi is a new digital platform available online
[27]. Izzi Kvizzi was developed in the 2020/2021 school
year for students in primary school (grades 1-4) and
facilitates an online knowledge competition. On the
platform Izzi Kvizzi students from the earliest school age
compete for knowledge from all subject areas with
appropriate gamification elements as well as games such
as memory cards, crosswords, interactive videos, puzzles.
By solving the tasks, students collect XP points
individually, but also as a class team. The class team with
the most XP receives valuable rewards such as T-shirts.

Globally, 2020/2021 has been challenging year for
both teachers and students when it came to implementing
online teaching and e-learning. Teachers had to use
innovative solutions to motivate and engage their students
when using online or hybrid teaching models due to the
COVID-19 pandemic situation. One way to increase
student motivation and engagement is to use gamification.
The aim of this paper was to provide an overview of basic
GBL and gamification concepts and to present digital
tools that are affordable, easy to use, and suitable for
gamification in Croatian schools.

Kahoot! [28] is a digital game-based tool, designed to
improve the working atmosphere and to support and
encourage the competitive spirit of students at all levels of
education. Through the elements of gamification, Kahoot!
provides very quick feedback that can be used for
formative evaluation to monitor student progress [29]. The
tests in Kahoot! encourage a competitive spirit among
students as they motivate students to answer the questions
correctly in the shortest time possible. The element of
rankings is particularly represented, as the fastest answers
receive the most points and at the end of each question the
order of the questions is changed depending on the
number of points obtained. The three best students can
especially distinguish themselves on the virtual podium at
the end of the quiz (Fig. 2).

The analysis of the literature on the use of
gamification in Croatian education showed that it is more
present in university education and less in primary and
secondary schools. This could be a result of
misunderstanding of the concept of gamification by school
teachers. However, the analysed studies were published
before the pandemic COVID-19, during which Croatian
teachers used e-learning platforms and digital tools more
than ever before. During the pandemic, Croatian teachers
were trained to use different tools, including those that are
suitable for gamification in the classroom. Therefore, it is
possible that they changed their attitude towards
gamification in general, seeing it as a useful method to
motivate students, and that they will continue to use
gamification tools in their practice in the future.

Microsoft Forms is a part of the Microsoft Office 365
suite [30] that can be used to create quizzes that are not
time-limited. By incorporating creativity into MS Office,
it is possible to find elements of gamification by creating
quizzes with narrative like Escape Room (Fig. 3).
Learning through a game like Escape Room contains
many elements of gamification and it encourages students
to collaborate, develop critical thinking skills that allow
for elements of discovery and exploration in the search for
a solution like treasure. Each time students move to the
next "room" or higher level, they receive feedback when
they have successfully overcome obstacles [31].

However, these statements are not proven so further
research is needed. In addition, more systematic research
on gamification should be conducted in the future to
propose
appropriate
pedagogical-technological
frameworks to facilitate the application of gamification in
schools which will be aligned with the guidelines of the
new Croatian subject curricula

Mentimeter [32] is an online digital tool that allows
teacher to create interactive presentations with live polls to
engage students during lectures. The tool can be used on
any smart device. Students follow the presentation from
their own devices and automatically see new slides as the
lecturer changes the slides. This option is very important
for work discipline and engagement in class, especially
when the lecturer creates interactive slides for which a
student response or contribution is expected. The answers
or results are immediately visible graphically to all. The
presentation created in Mentimeter can contain different
types of questions: open and close types of question such
as true/false questions, ranking, scales, Q/A, multiplechoice answers, open-ended questions. All questions can
be limited in time, but the fastest student to answer the
questions correctly gets the most points, and that student is
immediately ranked on the leaderboard. The Mentimeter
provides quick feedback, and it is well suited for
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V.

CONCLUSION
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Abstract - In today’s world, most of measurement
equipment in teaching physics are digital and more
computer like then their analogue counterpart. The process
of measurement becomes as closed black box and students
lack the real feel of experimentation. Often students just
connect sensors, press start button and get the results. If
something is not right, they do not understand the
underlying physics and cannot explain the results nor find
the errors in the process. In such cases, they often blame the
“faulty” equipment. After years of observation and
communication with the primary school students and
teachers, we conclude that students need to be involved into
the experiment’s equipment development. This not just
enhance their physics knowledge and natural science
competences but digital competences too. We used BBC
Micro:bit and its sensors to develop experiment equipment.
Students need to learn how to connect sensors and write the
code to acquire data from the sensors. Later they use their
sensors in measurements and try to explain the underlying
physics phenomena they measure. We designed the
blueprint for gradual building of complexity in measuring
equipment. The case study was carefully prepared and
conducted in a small group of primary school students.
Keywords – Physics experiments, BBC Micro:bit, natural
science competences, digital competences

I.

INTRODUCTION

As teachers, we should always strive to make our lessons
as interesting as possible. In teaching physics, it can get
boring with only learning through solving mathematical
problems. That is why experimental lessons are a part of
the curriculum [1]. The teacher usually demonstrates some
phenomena at the beginning of each big chapter with an
experiment, but it is far more interesting for the students,
when they have a hands-on approach and learn through
conducting the experiments by themselves [2]. We can all
agree that enhancing the lessons with experiments can
raise student’s motivation and desire to engage more in
the learning process [3].
Conducting physics experiments in the classroom is
usually done with the inclusion of interdisciplinarity, since
it’s difficult to prepare an experiment without including
any other field. The term STEM (Science, Technology,
Engineering and Mathematics) is trending on behalf of
that [4]. It is usually only beneficial to start looking for
and preparing experiments for the lessons with the
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mentality of including some of the mentioned academic
disciplines [5].
In the past few years, we also focused on the inclusion of
ICT in learning physics through simulation [6, 7] and
coding [8]. We tried to show the potential of various uses
of it. A more interesting approach is by using hardware
and programming as well. In that case, we tend to turn to
various measuring systems, which consist of the main hub
and sensors that are attached to it. Such a system is
efficient and simple to use because it is generally “plug &
play” for attached devices. Another approach is also to use
already known technology like smart phone. The students
can describe some of the physics phenomena, using
already built in sensors in their own device that they use
daily [9, 10, 11]. But this is again just another closed black
box device.
The repetition of similar experiments that require the
mentioned hardware system can become boring as the
students mostly only read the measurements and continue
with the standard scientific methods to analyze the data.
Since the development of cost-efficient hardware for
educational purposes, people started to construct their own
measurement systems [12] and use it in lessons. This
approach also focuses on the use of open source materials,
showing students the potential of the DIY (do it yourself)
way. A broader term used for it is physical computing
[13].
Building simpler versions of such devices is also a great
introduction into developing research methods, since it
requires the students to tackle the experiments from
different aspects. The biggest obstacle in using this
approach in primary school is the time consumption and
complexity of using different hardware, attaching sensors,
etc. The problem can be solved through using more
student friendly hardware and a few years ago, the
Micro:bit Educational Foundation [14] started developing
an embedded system which is aimed for even down to 11
year old students. The BBC Micro:bit is built simple
enough, to enable effective learning of coding, without the
need of complex knowledge about programming. The
board also includes built in sensors, which allows the
students to start experimenting without the need to attach
third party hardware. Although, even attaching third party
hardware as sensors, etc. is easy as long as the students
follow the voltage and current restrictions [15, 16, 17].
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Through the article, we review the key documents that
were the basis to prepare the experiments (chapter 2). A
brief description of the experiments, the process of
evaluating the efficiency of the experiments is described
later on (chapter 3). The results of the experiments are
analyzed and discussed (chapter 4) with ideas for further
research (chapter 5).
II. A WAY OF DEVELOPING NATURAL SCIENCE AND
DIGITAL COMPETENCES INCLUDING THE CURRICULUM
The Slovenian national curriculum for primary school
physics aims for the students to be able to understand and
research natural phenomena. The goal is also to teach the
students the methods and language required to reach the
set goals. The students need to understand that physics can
describe phenomena from the smallest particle to space
[1].
Part of understanding the natural phenomena is also
through experiments. This allows them to get a hands-on
approach on the phenomena, usually in a controlled
simulation of it. Therefore, we can set up the parameters
and set the focus on selected competences that we want
the students to develop.
As we go through the national curriculum, we conduct
that even with all the guidelines, set goals and didactical
guidelines, the teacher has a tremendous amount of
freedom to build their own lesson plan. This limits him
only to apply the methods to achieve the set goals only in
ways that are suitable for the cognitive level of the
students, their prior knowledge and skills.
In physics, we are usually referring to developing generic
competences, natural science competences and digital
competences. The generic competences are the basis
(general behavior of the students, characteristics, etc.) that
we use to define specific competences in other fields. In
other words, the generic competences get a narrower
meaning and are easier applied in the lesson plan through
the natural science and digital competences.

Although natural science competences also focus partially
on the development of the digital literacy, it is also a part
of digital competences [19]. One of the common
misconceptions is that digital literacy equals to the digital
competences, but it is merely one of the competence area
named Information and data literacy. It tackles similar
factors as natural science competences or generic
competences, but it is put in the context of using ICT.
Digital competences consist of competence areas such as:
•

Communication and collaboration,

•

Digital content creation,

•

Safety,

•

Problem solving.

The competence areas are divided into competences,
defining specific fields of the said area. In this article we
focused to the problem solving competence.
III. THE RESEARCH PROCESS
In our research we have prepared the physics experiments
that we are going test on the students. After a pilot test we
evaluated the efficiency of the prepared physics
experiments.
A. Preparation of the physics experiments
The Micro:bit has a lot of built in sensors, which allows us
a simple construction of measurement systems without the
need of attaching a lot of third party hardware. As we are
pilot testing the suitability of the Micro:bit, the
experiments are aimed to be simple enough to be
constructed in a short period of time. This gives students
have enough time to code the software and perform the
measurements. We researched collections of experiments
to find inspiration and tips on how to prepare the
instructions
and
tasks
for
the
students.

As mentioned before natural science competences focus
on the mathematical competences and the basic
competences in science and technology. It mostly focuses
on the key factors that are the starting point in research
[18]. Natural science competences include competences
as:
•

Collecting data,

•

Analyzing and organizing data,

•

Scientific problem solving,

•

Organization and planning of work,

•

Individual and teamwork,

•

Etc.

In our research, we focused on the analysis and
organization of data, the adaptation to new situations and
the organization and planning of work.
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B. Experiments
After a brief research on existing experiments we prepared
three experiments (Fig. 1-7) where students gradually get
to know some of the sensors of the Micro:bit:
Measuring battery voltage and measuring soil humidity

•

Students learn about radio communication
between two Micro:bits and the importance of
data encryption.

•

Students cover one Micro:bit in a thermal
insulation material and observe the temperature
change when they put it in an ice box. They
compare the results with other teams, which have
different thermal insulation materials.

•

Students learn about the importance of wearing
“warm” clothes during winter.

Comparing the roughness of the ski base depending on
different materials

Figure 1. Prepared tray that each group received in the beginning of
the experiment.

•

Students learn about reading data from analog
pins on the Micro:bit through measuring battery
voltage with the use of the ground pin and a
numbered pin.

•

Students use the acquired knowledge to construct
a soil humidity system with the use of two metal
nails that are connected to a numbered pin and
the 3 V pin. Students then convert the analog
data into soil humidity through measuring the
current flow through the differently wetted soil
pots.

Figure 3. Prepared tray that each group received in the beginning of
the experiment.

•

Students use the build in light sensor to construct
time gates using two Micro:bits. Using a wooden
board, they construct a slope with two time gates
and measure time when the light sensors detect
the mini figure passing through.

•

Students use the radio communication to
calculate the time difference of the travel
between the time gates and project it on the LED
matrix on a third Micro:bit.

Observing the temperature change depending on the use
of different thermal insulation materials

As seen through the experiment descriptions, students get
to know a new sensor and new functions through every
experiment.
Since there is always a learning curve to even getting to
know how to use ICT, we prepared an introductory lesson
about the Micro:bit. The introductory lesson is performed
once before the actual experiments so that students
learned some basics in programming and uploading the
code onto the Micro:bit. The purpose of the introductory
lesson is also to get all the students with different prior
knowledge to the same level.
Figure 2. Prepared tray that each group received in the beginning of
the experiment.
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C. The pilot testing process
The introductory lesson and the experiments are
performed on separate dates to evaluate the gained
knowledge from one experiment to another (the titles of
the experiments are listed in the order we chose to be
appropriate):
• Date 1: Introductory lesson,
• Date 2: Measuring battery voltage and
measuring soil humidity,
• Date 3: Observing the temperature change
depending on the use of different thermal
insulation materials,
• Date 4: Comparing the roughness of the ski
base depending on different materials,
As mentioned before (subchapter B), we started with the
introductory lesson where the students learn the basics of
the Micro:bit. The lesson includes displaying their names
on the LED matrix and reading digital and analog values
on a chosen numbered pin (the students read the values of
the 3 V pin and the ground pin to check already known
values).

would be more efficient. We need to take in consideration
that the experiments consist of the students first reading
the instructions, coding the software and calibrating the
sensor, constructing the measurement system, measuring
the data and solving the tasks. This means that there
would be little time to explain some functions even though
the duration of the experiments went from 45 to 90
minutes (the duration of experiment on specific date).
B. Analasys of the first experiment
The students were put into groups and had some initial
troubles with the organization, since the process was still
fairly new considering they never used the Micro:bit in
physics experiments.
The simplicity of the experiment (reading values from a
numbered pin) allowed the students a smooth transition
into the whole process, since they could put enough time
into each step of the process (if the experiment was more
complex, students would lose motivation quicker and get
stuck at the coding part).

On the performance dates, the students are divided into
groups where each one of them is assigned to a role
(measurement system construction, coding the software,
measuring data and leading the group with instructions).
Those roles are switched with each experiment, so each
student in the group gets to experience each role.
D. The research method
As a research method, we chose a case study [20, 21]. The
goal was to observe the students during the experiments
and notice any possible difficulties or strong moments.
Brief discussions followed at the end of each experiment,
summing up the lessons and pointing out the key
knowledge obtained through it. After each experiment we
also collected feedback and implemented it in the next
experiment.
IV.

RESULTS AND DISCUSSION

We were limited in the research method because of the
COVID 19 situation and perform the experiments with 9
primary school students from the 9th grade. The benefit of
using 9th graders as test subject (9th grade is the last grade
of primary school in Slovenia) is that they have already
learned most of the primary school physics including the
ones that the experiments were built upon. This still
allowed us to create three groups to compare the progress
within the groups and between the groups.
A. Analisys of the introductory lesson
With the introductory lesson we have concluded that 7 out
of 9 students already had experiences with the Micro:bit
from elective course. They already knew how to upload
code and some basic instructions. Yet, none of them knew
how digital and analog pins work, which proved the
necessity of the introductory lesson.

Figure 4. Measuring the voltage of the batteries.

When the students had to measure the soil humidity we
prepared 5 buckets with soil that was dried out first and
checked the analog readings of the Micro:bit first. We put
in different amounts of water and shook the buckets well
to distribute the water evenly. We marked the buckets
with letters and measured the values to check if the values
differ enough to distinct different stages of soil wetness.
We discovered that it was important to alert the students to
keep the same distance between the two nails that are put
in the soil, to get data that can be compared then between
the different buckets, since measured current also depends
on the distance between the nails.

It was better to invest time in the introductory lesson to
explain what values of digital and analog pin readings
represent in a bigger detail so that further experiments
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Figure 5. Measuring current flowing through moist soil.

C. Analysis of the second experiment
The focus of this experiment was to observe the
temperature change of the sensor on the Micro:bit. As
they were reading the values they realized how the
surrounding affected the sensor (even a chip on the
Micro:bit itself was producing enough heat for the sensor
to measure few degrees Celsius higher than the actual
temperature of the room).

Figure 7. Set up slope with time gates.

An interesting thing happened in this experiment. The
group, where the students that had less experience with
the micro:bit, finished the third experiment earlier and
more efficient than the group with the students with more
prior knowledge. This could be explained by the fact that
the group with more prior knowledge rushed through the
instructions and not being cautious about the details.
E. Analysis of the development of the natural science
and digital competences throughout the experiments
As expected, the students could plan and organize the
experiment better with each date. The biggest difference
was between the first two experiments. The students had a
slight fall-back at the last experiment because of the
calibration of the sensor.

Figure 6. Preparation of the Micro:bit before measuring the change of
temperature in a coller box through time.

During the observation of the temperature, two groups
realized that they set up the radio communication group to
the same value. This means that two receiving Micro:bits
picked up data from two of the groups Micro:bits that
were put in the cooler with ice at the same time. The
experiment resulted in two of the teams writing down the
values of only one Micro:bit (they discarded the “false”
values). They ended up comparing only two different
insulation materials.
D. Analysis of the third experiment
The students learned from their previous mishap with
setting the right parameters in the radio communication
and followed the instructions step by step.
The construction of the time gates was put as the last
experiment, because the light sensor was the most difficult
for the students to understand, especially when they
needed to calibrate it. The coding part took longer than
expected, but the end result was still a success and the
students managed to create a well calibrated and coded
measure system to calculate the time travelled from one
time gate to another.
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Despite the difficulties, the students have shown the
capability to adjust to each experiment and complete the
tasks. All of the groups needed some guidance when
coding the radio communication in the second experiment
and when calibrating the light sensor in the last
experiment.
In general, we did not observe major differences in the
success of the groups through the experiments. This could
be due to the small number of students we observed.
Another reason for it could be that the majority of the
tested students attended elective courses on Computing
throughout the primary school. On this school, where the
experiments were tested, almost half of all the students
attend at least one elective course Computing,, which is
available in 4th through 6th grade. Some of them even
choose similar elective courses on Computer science. It
would be interesting to perform the test with a larger
number of students. Maybe one introductory lesson would
not be enough to learn how to code, because of the prior
knowledge that the students get through the said elective
courses.
V.

CONCLUSION

Teaching physics with the help of ICT [22] to construct
the measurement system from scratch seems like a good
idea to develop interdisciplinary skills, natural science and
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digital competences. The pilot testing has shown a
potential in including this concept at the physics lessons. It
is important that when considering to implement such
lessons in physics that the students have at least one
introductory lesson to learn the basics of the required ICT
technology. It is also important that the students are not
flooded with all the functions and information at once, but
that the difficulty gradually increases through
experiments.
The real question is, whether the experiments are time
efficient enough to be used as a part of the yearly plan in
the classroom. We need to understand that an introductory
lesson is necessary to prepare the students for further
experiments. Then we need to cover enough curriculum
goals with the experiments. Further research would be
required.
The problem of time schedule should also be solved. The
subject would mainly focus on algorithmic thinking
through performing experiments based on natural science
fields. The idea is not farfetched. Some primary school
students already learn how to code in Scratch from the 4th
– 6th class (around 9 -11 years of age). Computer science
subjects are an elective course in Slovenia and that means
that not all students have to attend. Algorithmic thinking
and physical computing approaches are not possible to
achieve in other more established subjects, because this
topics are not present in the curricula.
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Abstract - The report examines the possibilities and the
challenges of transition from mobile learning to mobile
research in different stages of education – from primary
school through secondary school to university. Available
sensors in modern smartphones are analysed. A
classification of existing solutions for using smartphones as
research devices has been made. The use of smartphones
and mobile learning at different stages of education is also
analysed. A study of the readiness of the students from the
University of Ruse to engage in mobile research is
conducted. At the end of this paper, relevant conclusions
and recommendations for the use of mobile devices as
research tools are made.
Keywords – mobile learning; education; research; sensors

I.

INTRODUCTION

Nowadays, modern communication devices such as
smartphones and tablets are part of people's daily lives.
Today, smartphones are powerful research devices
regardless of location and time. They are equipped with
fast multi-core processors, a large amount of memory,
they support high-resolution displays and, unlike personal
computers, they have numerous built-in sensors. The data
received from the sensors of the smartphones can be used
by mobile applications or through a web browser. In the
field of education, smartphones are also already being
actively used and various approaches to mobile or blended
learning are being offered. In this way, innovative
educational technologies are applied and students feel
more motivated and more interested in what they are
learning. While mobile learning provides the basis, the
next step in using modern mobile devices could be
conducting research with them. To implement the mobile
research, it is necessary to have and use modern mobile
devices - smartphones that have numerous sensors;
availability and use of relevant mobile applications; and
trained users to be able to use these mobile applications.
Globally the number of users who use smartphones is
growing at a very fast rate - from 1.06 billion in 2016 to
4.3 billion expected in 2023 [1]. Another study [2] for
mobile devices owned by Americans in 2021 shows that
96% of them in the age group 18-29 years have
smartphones and the largest percentage of this survey’s
participants (30%) use them as the main device for
Internet access.
The use of mobile devices and desktop computers in
2020 is analysed by E. Enge in his research [3]. It is stated
that globally in 2020 68.1% of all website visits are made
with mobile devices and this is an increase of 4.8%
compared to 2019. The study shows that globally mobile
devices lead in visits of sites in almost all categories
considered (including education and science sites).
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II.

SMARTPHONES AS MOBILE RESEARCH TOOLS

A. Sensors in the smartphones
The possibilities and limitations of using modern
mobile devices as research tools at the moment are
determined mainly by the available built-in sensors and
their characteristics. In the latest smartphone models, the
number of sensors and their accuracy is constantly
increasing. How the average number of sensors built into
smartphones changes over the years - from 5 sensors in
2007 to 19 sensors in 2021 - is presented in [4]. It is
shown that with the increase of the number of sensors the
functionality of smartphones and the areas of their
application also increase. The availability in smartphones
of numerous sensors that can not only be successfully
used by the user, but also can be used to collect scientific
data, is indicated in [5, 6]. These sensors are
accelerometer, gyroscope, magnetometer, GPS receiver,
microphone and camera barometers, photometers,
thermometers, air humidity sensor, etc. Detailed
classifications of the sensors that can be used with
smartphones are given in [7, 8], basically dividing them
into two types - built-in and external (with wireless or
cable connection to the smartphone).
One of the essential characteristics of smartphone
sensors, which is related to the possibility of their use for
research, is accuracy. The accuracy of the orientation
sensors in 56 different smartphones is considered in [9]. It
is stated that the use of a browser or application does not
affect the accuracy. It was found that the devices with iOS
operating system have higher accuracy, while those with
Android have lower accuracy.
B. Types of architectures or solutions for research
using smartphones
There are numerous publications that indicate the
possibilities of using smartphones as portable research
tools, which provide the ability to monitor, measure,
diagnose, analyze and predict in various fields. In some
cases, smartphones are equipped with additional external
sensors or they are connected to a data acquisition device.
P. Daponte in his paper [8] describes the areas of
application of smartphones as a separate measurement
system: sports, education, measurements, security,
medicine, etc. Two configurations for smartphone
operation are described: Embedded SmartPhone
Measurement Instrument (ESPMI), where it receives a
measured value directly from the built-in sensors;
SmartPhone Measurement Instrument Interface (SPMII)
where it receives a measured value from an external
measuring instrument and displays it to the user.
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The use of smartphones in different areas - medicine
(16 different applications are listed), chemistry (8
applications), food industry (4 applications) and
environment (6 applications) are described in [10].
The use of mobile devices as research tools in various
fields - for the use of mobile devices themselves, market
research for goods and services, research in human
sciences, research in the field of agriculture, as well as
those in the field of healthcare are described in [11].
S. Majumder and M. J. Deen made an overview [12]
of current research and developments for the use of
smartphone-based technologies in healthcare. Eight main
areas of such application are considered.
Eight ways in which smartphones can be used as
research tools, including as a seismic activity detector,
horizontal level determination, skin cancer tester, heart
rate monitor, microscope, and more, are discussed in [13].
Two types of mobile applications for data collection
depending on the time for conducting the experiment are
considered - for conducting a single experiment at a
certain point in time or for conducting long-term
experiments [14]. The possibilities of eight different
applications and their use are considered.
The development and use of a mobile application to
monitor consumer behavior in particular alcohol
consumption are discussed in [15]. The application
supports tracking the location of users via GPS and filling
in a specialised questionnaire.
The possibilities and advantages of using mobile
phones when filling in online questionnaires are discussed
by M. Trucano [16]. The advantages over paper
questionnaires are their faster receipt and higher accuracy,
no user training required, devices can be used anywhere
and have lower power consumption, the obtained data can
be combined with other data, lower research costs, etc.
The pros and cons of using smartphones for market
research and consumer behavior are discussed in [17].
Among the advantages are: quick and easy way to access
users; simplified user location authentication via GPS;
receiving data in real time; due to the shorter
questionnaires for smartphones, users are more responsive
when filling them out and get better results; more
complete data - not only received from questionnaires, but
also from other sensors (photos, video, audio). Among the
disadvantages that are mentioned are: the need for shorter
questionnaires, as the filling in by the user is very often
interrupted by other applications; the questionnaires
should be simpler (without long scrolling) than those for
desktops; images or video cannot be used, as users'
smartphones have different capabilities and may not play
media files properly; some age groups find it harder to
work with mobile devices; the questionnaires must be
reproduced on different mobile operating systems.
The motivation of users to participate in the Dutch
iSPEX project and to use their smartphones and a small
additional device for measuring aerosols is considered in
[18]. It is stated that one of the reasons is that consumers
are interested in the impact of aerosols on health and the
environment. For the purposes of the survey, a
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questionnaire including 42 questions was developed, and
valid answers were received from 1123 users.
The author D. Ortega [19] describes three methods for
researching mobile applications by involving users. A
diary of users - how they use the mobile application. As a
disadvantage, it is stated that the researcher does not have
a view on the activity of consumers. Laboratory tests they enable the researcher to monitor and manage the
work of users with the application in a controlled
environment. Observations - it is stated that they are
similar in structure to laboratory tests as they involve
observation. In addition, they may include a record of the
participants' work for further observations or comparisons.
The use of smartphones as devices for protection of
cultural heritage are described in [20]. The report
examines the use of two smartphones (one as a light
source and the other as a measuring device with a special
application installed) to study the yellowing of newspaper
paper over the time.
M. Monteiro et al. in their paper [21] describe the use
of a smartphone for conducting a physical experiment to
measure angular velocity and centripetal acceleration. It is
stated that the use of a smartphone simplifies the conduct
of physical experiments. The same author reviewed the
literature and indicated what physical experiments could
be performed while using more than one sensor on a
smartphone (for example gyroscope and accelerometer)
[22].
After reviewing existing research solutions using
smartphones, these can be divided into several groups:








Architectures depending on the type of sensors
used
o

Architectures that use the sensors built
into the smartphone.

o

Architectures that use external sensors
that transmit data to a smartphone.

o

Architectures in which the smartphone
controls data collection devices.

Architectures depending on the number of devices
used
o

Single device for data collection and
processing.

o

Smartphones connected
sharing network.

Architectures depending
applications used

on

to

the

o

Applications are installed
memory of the mobile device.

o

Web based applications.

a

data

type

of

in

the

Architectures depending on the time of the
experiment
o

To perform a one-off experiment at a
certain point in time.

o

For conducting long-term experiments.

MIPRO 2021/CE



Architectures depending on user participation:
o

o



Passive (automatic) data collection from GPS, accelerometer, humidity
sensor, temperature sensor, atmospheric
pressure sensor, etc.
Active (with the participation of the
user) data collection - filling in
questionnaires, filling in information
about an event, place, participant, etc.

Solutions depending on the field of application

III.

o

For conducting physical experiments.

o

To monitor the health of patients.

o

For environmental monitoring.

o

For sociological research.

o

In the field of education.

o

In the field of agriculture.

o

In the field of sports.

o

In the field of “smart cites”.

o

To preserve the cultural heritage.

MOBILE LEARNING AND MOBILE RESEARCH

A. Analysis of the existing situation
As a prerequisite for the transition from mobile
learning to mobile research, we can first consider the
increasing penetration of both e-learning and mobile
learning in schools.
The results of a study of the e-learning systems market
in 2021 are shown in [23]. It is stated that the global elearning market in 2019 was USD 144 Billion and it is
expected to almost triple in 2026, - up to USD 374 Billion.
It is stated that the coronavirus pandemic has led to a rapid
growth of e-learning and this year the market will reach
USD 190 Billion. The growth of mobile learning is also
considered, stating that in 2020 the market was USD
27.32 Billion and will reach USD 240 Billion in 2027.
The study shows that 70% of learners are motivated to use
mobile devices in the learning process instead of personal
computers, and 29% of them are convinced that they can
easily apply what they have learned.
Statistics on e-learning in schools in 2020 are
examined in [24]. An online survey of 1,208 American
teachers was used for this purpose. The results show that
as the age of the learners increases, the percentage of
those who use their own mobile devices in the classroom
as the main technological device also increases. Teachers
in the high school stage (9-12 grade) indicate that 33% of
students use such devices, in the middle school stage (6-8
grade) indicate 15%, and the smallest percentage of
students use mobile devices in the class in group 3-5
grade.
The report [25] from 2013 presents a study of more
than 2,300 American students aged 8 to 18 on their use of
digital technologies in the learning process. The results
show that in the middle school stage 47% of the students
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use smartphones in the learning process, while in the high
school stage 60% of the students use smartphones.
According to the survey, 70% of students would like to
use their full-screen tablets for research.
Statistics on the use of mobile learning as of 2017 is
provided in [26]. It is said that 20% of users aged 19-34
do not use desktops at all, and 80% of Internet users own
smartphones. Almost 100% of consumers want to
complete their training in mobile form. Mobile learning
tools are widely used, with 74% of teachers using them
while travelling.
The relationship between smartphone use for learning
and student performance at the Malaysian Tertiary
Institution are examined in [27]. 176 students were
interviewed and it was stated that the use of smartphones
has a negative impact on success, as the transmission of
information is often one-way. It is stated that efforts
should be made to increase student achievement.
However, another study [28] finds that 70% of learners
feel more motivated when learning using a mobile device
than when using a computer. Research shows that mobile
learning users spend 40 minutes a day learning more than
those using a computer or tablet. Learners who use
smartphones complete the learning material 45% faster
than those who use a computer.
The report [29] examines the use of mobile
applications for teaching and research at the University of
Waikato. For this purpose, a questionnaire was developed
and 138 students were interviewed. They point out that
they use smartphones and their applications mainly for
communication, data storage and collaboration with other
researchers.
B.

Study of the readiness of the students from the
University of Ruse to engage in mobile research
In a survey conducted in 2013 at the University of
Ruse among 150 students (112 men and 38 women), 66%
answered that they own a smartphone [30]. Only 27%
answered that they used mobile learning in one form or
another. Of those who own a smartphone, 67% say they
would participate in research using their devices.
The highest percentage of students would fill in online
surveys (67%), and the least students would agree to
provide personal information (49%). More than half of
them (54%) would use their smartphones to conduct
scientific experiments.

Figure 1. Comparison of students’ ownership of smartphones,
m-learnig usage and willingness to participate in research activities
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Figure 2. Comparison of students’willingness to conduct scientific
experiments, to provide personal data and to participate in online
surveys

Figure 3. Comparison of surveyed in 2021 two groups of students’
m-learning usage, willingness to participate in online surveys, to
provide personal data and to conduct scientific experiments

In 2021, a new online survey was conducted. 140
students (109 men and 31 women) took part. Unlike the
2013 survey, the new survey shows that all students
(100%) own smartphones and almost all students (97%)
would participate in research using their devices. Already
85% of students have used mobile learning, and 97%
would use their smartphones for research. Again, the
highest percentage of students (97%) would fill in online
surveys, and the least percentage of students agree to
provide personal data (64%), with both indicators showing
a significant increase compared to 2013. 75% of students
would use their smartphones for scientific experiments.

The results show that students who have developed
mobile applications using smartphone sensors (second
group) are more willing to use smartphones for research.
Since the percentage of students who used mobile learning
in both groups is almost the same, this parameter does not
affect the obtained results.

Fig. 1 shows the comparison of students’ ownership of
smartphones, m-learning usage and willingness to
participate in research activities using their mobile
devices.

In the eight years since the previous survey, the
percentage of smartphone owners among students has
risen from 66% to 100%. The percentage of those students
who use mobile learning has increased more than three
times (from 27% to 85%). This has positive effect on their
opinion of using their own mobile devices for research (an
increase from 67% to 97%), as well as on their willingness
to use their smartphones to conduct scientific experiments
(an increase from 54% to 75%).

On Fig. 2 are given the results about students’
willingness to conduct scientific experiments, to provide
personal data and to participate in online surveys.
The students surveyed in 2021 can be divided into two
control groups - bachelors (116 students) and masters (24
students). It is typical for the students from the second
group that they study the discipline "Mobile
technologies", which includes the development of mobile
applications that use the built-in sensors of smartphones
(gyroscope, compass, GPS, camera, acceleration sensor,
etc.). The purpose of division into two groups is to check
whether the development of such specialised mobile
applications by students affects their willingness to use
mobile devices for research.
The results of the survey show that there is almost no
difference in the results whether they use mobile learning
- 86% of students in the first and 83% of the second group
answered positively (Fig. 3). All students (100%) from the
second group would participate in completing online
surveys, and for the first group the result is 97%. With
regard to the other two questions, the students in the
second group again show greater willingness to participate
in research. 83% of students in the second group are
willing to provide personal data (preferences, location,
images, video and audio recordings, etc.), while in the first
group this result is 69%. Again, 83% of students in the
second group would use their own smartphones to conduct
experiments, and for the first group, 72% answered
positively.
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IV.

CONCLUSION

Globally, both the number of smartphone users and the
mobile learning market are constantly increasing. Students
from the University of Ruse are no exception to this trend.

This shows one of the important prerequisites for even
greater dissemination of mobile research is that consumers
have used mobile learning in the process of their
education.
The study also shows that students who study a
discipline involving the development of mobile
applications using smartphone sensors are more willing to
switch to using them for mobile research.
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Abstract - Learning allows people the acquisition of
something new; knowledge, skills, or deepening
understanding. The digital age has made knowledge and
information more accessible. At the same time, those changes
posed challenges in front of teaching practices and
pedagogies; although access to information is easier, users
are often no more than passive consumers. The preparation
process of students, to be full-fledged members of the
knowledge society, implies the development of lifelong
learning skills and critical thinking in accessing and assessing
information. Previous research shows that the best learning
outcomes are achieved through active participation,
connectivism and teamwork, while "playfully" learning and
engaging in activities they enjoy. The purpose of research
conducted on a sample of 51 undergraduate design students
of the Algebra University College was to examine whether
students prefer collaborative, cooperative, or independent
learning, and which of the following approaches helps to
increase their self-actualization, social skills and the
achievement of better study results. The research was
conducted during the winter semester of the academic year
2020/2021.
Keywords - Team Learning; Cooperative Learning;
Collaborative Learning; Independent Learning; Individual
Learning; Study Performance

I.

INTRODUCTION

Learning is the process that enables people to acquire
new understanding, knowledge, behaviors, skills, values,
attitudes, and preferences [1] [2]. Those changes occure as
a result of the interaction of the individual with the
environment [3], and in addition to this, just to set up an
example; IGI Global has singled out 118 other scientific
and professional definitions, clarifications, and
explanations of what the learning process encompasses and
refers to. Previous research shows that in the education
process, the best learning outcomes are achieved through
active student participation, connectivism and teamwork
while “playfully” learning and engaging in activities they
enjoy [4]. But, the reason why the issue of learning has
become so complex, surely lies also in the fact of
“digitization of environment” and the systematic
introduction of new technologies in the human
surrounding.
The digital age makes things ”complicated”: knowledge
and information are more accessible., but at the same time,
those changes pose challenges to teaching practices and
pedagogies. As Paranandi cited: ”The quantity of
knowledge in the world is doubling every 18 months
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according to the American Society of Training and
Documentation (ASTD)” [4]. Although computers and
smart devices made access to information easier, human
engagement often boils down to passive consumption,
because of the increasingly dominant fast-paced lifestyle.
With less time and more stimuli than ever, to become a fullfledged member of knowledge society implies the
development of lifelong learning skills and critical thinking
in accessing and assessing information.
II.

LEARNING METHODS IN A DIGITAL AGE

Collaborative and cooperative learning are instructional
methods in which students learn together in small groups.
A distinction between those two approaches became blurry
over time, as practitioners at all levels mix them [5]. Ted
Panitz rightly remarked: “confusion arises when people
look at processes associated with each concept and see a
certain amount of overlap or inter-concept usage” [5].
Although the two terms are very similar both in name and
meaning, “they are unique from a philosophical
perspective” [6] and there are several key differences
between them when they are analyzed as educational
principles. In collaborative learning, groups of students
work together, but the emphasis is primarily on the
individual contribution of each member in solving
problems, completing a task, or creating a product. In
cooperative learning, teaching is structured around small
groups of students working together in such a way that the
success of each member of the group depends on the
success of the group, so group contribution is more
important than the individual. In the passages that follow,
the basic assumptions of each concept and their
comparison will be presented for a better understanding of
the underlying nature of interactive learning.
A. Cooperative Learning
Cooperative learning is an approach to learning in
which students work as a team under the guidance of a
teacher. They are given the same task and only their joint
contribution to its execution is validated, not their
individual progress. “The term refers to classroom
techniques in which students work on learning activities in
small groups and receive rewards or recognition based on
their group's performance” [7].
Cooperative learning is not a new idea, as David W.
Jonson and Roger T. Johnson highlighted; ”the Talmud
clearly states that to study Talmud you must have a learning
partner“ [8]. Although not necessarily in the same words,
the concept itself is familiar in many cultures: “it is not
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knowledge to know knowledge, it is knowledge to give
knowledge” [9]. In the 17th century, Johann A. Comenius
believed that students benefit both from teaching and from
being taught by other students. In the 18th century, Joseph
Lancaster and Andrew Bell have extensively used
cooperative learning groups in England, and the idea was
spread to America when a Lancastrian school was opened
in New York City at the very beginning of the 19th century
[10].
The cooperative learning principle has made its way
into formal educational programs for use in schools, it is
evaluated as such, and is most often used after individual
learning. As George M. Jacobs states, in the teachercentered learning structure it is the teachers who choose
what and how the students will learn [11]. This method can
prove inefficient if the atmosphere is not comfortable for
the students or if students start to work against each other.
Brown and Lara in 2011 cited Johnsons from 2009 that
there are three ways when individuals take action
concerning others; one's actions may promote, or obstruct
the success of others, or not have any effect at all on the
success or failure of others [10]. That means that they may
be:
- working together cooperatively to accomplish
shared learning goals;
- working against each other (competitively) to
achieve a goal that only one or a few can attain;
- working by oneself (individualistically) to
accomplish goals unrelated to the goals of others
[10].
B. Collaborative Learning
Collaborative learning can be most simply defined as
“group work” [12]. But, moreover, “collaborative learning
is a personal philosophy, not just a classroom technique“
[5]. Collaborative learning is based on the idea that learning
is a naturally social act in which the participants talk among
themselves, and it is through talking that learning occurs
[13].
Collaborative learning is an educational approach to
teaching and learning that involves groups of students
working together to solve a problem, complete a task, or
create a product. However, based on the studies, although
they work on a common goal/project, they primarily have
individual tasks and individual application is important. It
encourages social interaction while still letting students feel
responsible for themselves. This method encourages a
competitive atmosphere and benefits students that are
overachievers. George M. Jacobs in his research argues that
students are more likely to be invested in learning about
topics they choose and study from materials they get to
choose. [5] Students are still mentored but are given
freedom of choice, and more extensive and deeper
interaction between students is encouraged.
Timothy S. Roberts cited Tinzmann, Jones, Fennimore,
Bakker, Fine, and Pierce from 1990, that main
characteristics of collaboration are:
- shared knowledge between teachers and students:
in a traditional classroom teacher is the
information giver, but collaboration incorporates
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-

-

-

student inputs, where the students share
experiences or knowledge;
shared authority between teachers and students:
the teacher shares the setting of goals allowing the
students to approach the completion of an
assignment in a manner of their choosing;
teachers as mediators: they encourage students to
learn how to learn — and this is one of the most
important aspects of collaborative learning;
heterogeneous groupings of students: it teaches all
students to respect and appreciate the contributions
made by all members of the class, regardless of
content [14].

C. Collaborative or Cooperative Learning?
As McInnerney and Roberts explain, "those seeking to
make use of the literature will be aware of the confusion
that can arise between the terms cooperative and
collaborative; often the title of a paper may use the word
cooperative, while the body of the paper discusses
collaborative learning, or vice versa” [14]. But, when
comparing cooperative and collaborative learning are
complementary, there seem to be at least two features that
distinguish them: the degree of structure, whereby
cooperative learning is more structured and collaborative
learning is less structured, and learner-centeredness,
whereby cooperative learning is more teacher-centered, and
collaborative learning is more learner-centered [15]. ”The
underlying premise of collaborative learning is based upon
the consensus of building through cooperation by group
members, in contrast to competition in which individuals
best other group members” [7].
Although the main idea of contemporary understanding
of cooperative learning is a shift from the traditional
classroom (where “a competitive reward structure, such as
grading on the curve, and one student's success necessitates
another's relative failure” [7] dominated) ”and it is often
contrasted with competitive or individualistic learning“
[15], if not well implemented by a teacher as an authority it
can become competitive, because the focus is more on
individual achievement, unlike in collaborative learning,
where the focus is more on collective achievement. More
characteristics of both methods are shown in Table 1
adapted according to Pedagogiayandragogia 2016 [12].
TABLE 1
LEARNING

COLLABORATIVE

VS.

COOPERATIVE
FOCUS

ROLES
/RESPONSIBILITIES

COOPERATIVE
COLLABORATIVE

Teacher centered

Student-centered

More on individual
achievement

More on collective
achievement

Predefined/imposed (not
always)

Negotiated/agreed

Limited responsibility
(each person for a portion
of the work)

Community (participants
work together to solve a
problem)

Delegation of sub-tasks

Common tasks

Different goals

Common goals

Closed assignments

Open assignments

Predictable processes

Unpredictable processes

Static

Dynamic

MISSION

WORK
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Production
PRODUCT

TEAM RELATIONS

Development

Known product (or
problem-solution)

New product (no pre-set
notion of the problemsolution)

Mutual independence

Mutual dependence

Asynchrony (solving
tasks)

Synchrony (solving
tasks)

Different contexts

Common context

George M. Jacobs ”argues that collaborative and
cooperative learning should be seen as a synonymous
student-centric approach to learning, while teachers and
students should shape their learning environments to best
facilitate the cognitive and affective benefits that studentstudent interaction offers [11]”. As far as collaborative and
cooperative learning are concerned, the name is not
important, but the flexibility of educators (in how they
facilitate peer learning among their students) is [11].
D. Individual learning
Individual, self-regulated learning is an independent
learning practice that allows students to learn on their own,
at their own pace and according to their own desired
learning style, and to cover those areas of the curriculum or
lessons that are necessary for their learning. Such learning
is not optimal if the students do not engage in it responsibly
and if they are not organized. It also requires a lot of
concentration, but it gives students privacy and freedom in
completing a task [16].
Collaborative and cooperative learning have various
advantages, but because of digitalization, as outlined in the
introduction, also because of less time people have
available, and more and more information among which it
is necessary to distinguish the important from the
irrelevant, to extract the essence, to use available
information always in a new and innovative way, which
appear very often in the online environment, the need to
strengthen the ability of self-regulated learning is also
emphasized. The digital age demands fast critical appraisal
of constantly coming data, effective problem solving, fast
innovative solutions, confidence in decision making,
adequate response to one's personal needs, social skills of
connecting with other people and recognizing their needs
while achieving business results and taking responsibility
for oneself, and also social and environmental
responsibility. Self-directed learning, which is among those
goals, can lead to self-actualization through increasing selfmotivation and self-confidence.
As learning becomes a lifelong process, and people
personally
participate
in
computer-mediated
communication, which includes all kinds of devices
(phones, emails, voicemails, online chats, etc.)
opportunities for individual learning and coping with the
“new“ are also becoming increasingly important, and
independence in individual learning if not a necessity, it is
at least one's advantage. ”It is now more important than
ever for students to know where to find the knowledge they
require than it is for them to internalize it“ [4].
As stated by Panitz, “there are many mechanisms
already for group analysis and introspection” [5], but for
research, in this paper, the concept of independent learning
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will be included. Further, for a better understanding of
students’ preferred learning method based on their
evaluation of their own study performance achieved
concerning their preferred learning method, the following
markers are defined, concerning;
-

-

-

SELF-ACTUALIZATION: students' motivation,
easiness of expressing themselves, feeling
confident, anxiety while learning;
SOCIAL SKILLS: noticing other people
emotions, criticizing ideas, not people,
expressing empathy (towards others);
ACHIEVING RESULTS: work contribution,
responsibility (for performing tasks), achieving
better results.
III.

RESEARCH DESIGN

A. Sample description
The research was conducted in the winter semester of
the academic year 2020/2021 on a sample of 51
undergraduate students of Market Communications
Design (98 %) and graduate students of Creative
Management of Market Communications (2 %) at the
University College Algebra. In the survey participated 39
female (76 %) and 12 male students (24 %).
B. Purpose and goals of the research
The purpose of the research was to examine whether
students prefer collaborative, cooperative, or independent
learning, and which of the following approaches helps to
increase their self-actualization, social skills and the
achievement of better study results. To achieve the purpose
of the research, the following research goals were set:
1. How does the preferred way of learning affect the
self-actualization of students?
2. How does the preferred way of learning affect
students' social skills?
3. How does the preferred way of learning affect the
achievement of student results?
C. Research instruments
Quantitative research was conducted using a survey.
The survey questions were developed on the basis of
theoretical research. The survey questionnaire consisted of
a total of 10 questions that offered pre-offered closedended answers, based on thorough research on the topic.
Students were briefly acquainted with the key terms and
theory used in the survey so that they could more
accurately understand the key concepts presented in the
survey and to ensure the maximum level of objectivity in
answering.
D. Research results
To answer the research objectives, students were asked
10 questions regarding their attitudes about cooperative,
collaborative and independent learning, to find out which
is according to them their preferred method of learning,
and their self-actualization, social skills, and achievement
of results according to the preferred learning method.
Students were asked to choose the statement that best
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describes their position on each question, but they had the
option of multiple choice of answers, so in some answers,
the number of answers is bigger than the number of
respondents.
a.

SELF-ACTUALIZATION

independently on their own, and 23.5 % when they study in
a competitive team (Table 4).
TABLE 4 STUDENTS’ RESPONSES CONCERNING THEIR
CONFIDENCE (N=51)
CONFIDENCE TO MASTER THE MATERIALS

Percentage

Research goal 1: How does the preferred way of
learning affect students' self-actualization?

COMPETITIVE (group teacher dependent)

23.5 %

COLLABORATIVE (group mutual dependent)

45.1 %

To answer the first research question, students were
asked to choose the statements that most closely describe
their attitude concerning:

INDIVIDUAL (independent)

39.2 %

a1. STUDENTS' MOTIVATION
When asked to specify circumstances in which they
have higher motivation to learn, more than half of
participants answered that they have higher motivation
when they study on their own with possible instructions on
certain tasks (52.9 %), team learning under the supervision
of a professor/instructor is preferred by 37.3 % students,
and learning in the team when individual tasks are
determined 31.4 % of them, as presented in Table 2, N =
51.
TABLE 2 STUDENTS' RESPONSES CONCERNING
THEIR' MOTIVATION TO LEARN (N=51)
HIGHER MOTIVATION WHILE LEARNING

Percentage

a4. ANXIETY WHILE LEARNING
The fourth question examined learning anxiety, N = 51.
43.1 % of participants claim that their anxiety is lower
when learning in a team in which there are no clear
boundaries in performing tasks, 39.2 %, participants
answered that their anxiety is lower when they study on
their own, and 29.4 % of students feel less anxious when
learning and working in a team in which individual tasks
are strictly defined (Table 5).
TABLE 5 STUDENTS' RESPONSES CONCERNING
THEIR ANXIETY WHILE LEARNING (N=51)
ANXIETY WHILE LEARNING

Percentage

COOPERATIVE (group teacher dependent)

29.4 %

COOPERATIVE (group teacher dependent)

31.4 %

COLLABORATIVE (group mutual dependent)

43.1 %

COLLABORATIVE (group mutual dependent)

37.3 %

INDIVIDUAL (independent)

39.2 %

INDIVIDUAL (independent)

52.9 %

a2. EASINESS OF EXPRESSING THEMSELVES
The second question referred to the expression of
participants in the offered ways of learning, N = 51. More
than half, more precisely 51 % of participants, express
themselves more easily when learning independently, 35.3
% of participants express themselves more easily when
learning in a team in which there are no clear boundaries
in performing tasks, while 25.5 % of students express
themselves more easily in a team in which individual tasks
are strictly defined (Table 3).
TABLE 3 STUDENTS’ RESPONSES CONCERNING
EASINESS OF EXPRESSING THEMSELVES (N=51)
EASINESS OF EXPRESSING THEMSELVES

Percentage

COOPERATIVE (group teacher dependent)

25.5 %

COLLABORATIVE (group mutual dependent)

35.3 %

b.

SOCIAL SKILLS

Research goal 2: How does the preferred way of
learning affect students' social skills?
To answer the second research question, students were
asked to choose statements that most closely describe their
attitude concerning:
b1. NOTICING OTHER PEOPLE EMOTIONS
The fifth survey question was related to the perception
of other people’s emotions during learning, N = 51. 51 %
of students notice other people’s emotions more easily
when learning in a team and for a common goal, 37.3 % of
students when working in a group but independently for
themselves, and 17.6 % easier notice other people emotions
when they study independently on their own (Table 6).
TABLE 6 STUDENTS' RESPONSES CONCERNING THEIR
PERCEPTION OF OTHERS’ EMOTIONS (N=51)
NOTICING OTHER PEOPLE EMOTIONS

INDIVIDUAL (independent)

COOPERATIVE (group teacher dependent)

a3. FEELING CONFIDENT
The third question investigated the circumstances in
which students have more confidence to successfully
master the material, N = 51. 45.1 % of participants feel
more confident that they will successfully master the
material when learning in a team in which there are equal
positions of members, 39.2 % when they study
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Percentage

51 %
COLLABORATIVE (group mutual dependent)
INDIVIDUAL (independent)

17.6 %
51 %
37.3 %

b2. CRITICIZING IDEAS, NOT PEOPLE
The sixth question referred to a method of learning that
helps participants to learn how to criticize ideas, not people
(N=51). 49 % of participants claim that learning in a
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cooperative team helps them learn how to criticize ideas,
not people, 39.2 % of participants claim that learning in a
collaborative team helps them learn how to criticize people,
not ideas, and 23.5 %, say that self-learning helps them
learn how to criticize ideas, not people (Table 7).
TABLE 7 STUDENTS’ RESPONSES CONCERNING THEIR
CRITICISM (N=51)
CRITICIZING IDEAS, NOT PEOPLE
COOPERATIVE (group teacher dependent)

that it is easier to learn for them independently and when
they are responsible for performing tasks, for 41.2 % of
students it is easier to learn in a group where there is equal
responsibility for performing tasks, and 25.5 % of students
find it easier to learn in a team with a leader who is
responsible for performing tasks (Table 10).
TABLE 10 STUDENTS’ RESPONSES CONCERNING
RESPONSIBILITY (N=51)

Percentage

49 %

COLLABORATIVE (group mutual dependent)

39.2 %

INDIVIDUAL (independent)

23.5 %

RESPONSIBILITY

Percentage

COOPERATIVE (group teacher dependent)

25.5 %

COLLABORATIVE (group mutual dependent)

41.2 %

INDIVIDUAL (independent)

43.1 %

b3. EXPRESSING EMPATHY
The seventh question was related to expressing
empathy towards others (N=51). For 52.8 % of students, it
is important to express empathy towards others when they
study in a team, but it is not crucial for them, for 27.6 %, it
is most important to express empathy towards others, while
for 23.5 % of students self-learning is more important than
expressing empathy towards others (Table 8).
TABLE 8 STUDENTS’ RESPONSES CONCERNING THEIR
EMPATHY (N=51)
EMPATHY

Percentage

The last, tenth question examined the conditions in
which students assess they achieve better results (N=51).
41.2 % of respondents assess they achieve better results
when learning in a team, in which the team chooses tasks
to meet the team goal/project, 41.2 % of students when
learning independently and choosing tasks to fulfill
goals/projects. 31.4 % of participants assess they achieve
better results when studying in a team in which the team
sets tasks for fulfilling the team goal/project (Table 11).
TABLE 11 STUDENTS' RESPONSES CONCERNING
ACHIEVING BETTER RESULTS (N=51)

COOPERATIVE (not crucial)

52.8 %

COLLABORATIVE (most important)

27.6 %

ACHIEVING BETTER RESULTS

INDIVIDUAL (self-learning more important)

23.5 %

COOPERATIVE (group teacher dependent)

31.4 %

COLLABORATIVE (group mutual dependent)

41.2 %

INDIVIDUAL (independent)

41.2 %

c.

ACHIEVING RESULTS

Research goal 3: How does the preferred way of
learning affect student achievement?
To answer the third research question, students were
asked to choose the statements that most closely describe
their attitude concerning:
c1. WORK CONTRIBUTION
The eight survey question posed to students referred to
the importance of work contribution (N=51). 52.9 % of
students prefer group work where the joint contribution is
important, 17.6 % of students prefer to work in a group in
which individual contribution is important, and 37.3 % of
participants prefer independent work (Table 9).
TABLE 9 STUDENTS' RESPONSES CONCERNING WORK
CONTRIBUTIONS (N=51)
WORK CONTRIBUTION

Percentage

COOPERATIVE (group teacher dependent)

52.9 %

COLLABORATIVE (group mutual dependent)

37.3 %

INDIVIDUAL (independent)

17.6 %

c2. RESPONSIBILITY
The ninth survey question concerned the responsibility
for performing tasks (N=51). 43.1 % of students consider
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c3. ACHIEVING BETTER RESULTS

IV.

Percentage

CONCLUSION

The research showed that in terms of self-actualization,
design students of the Algebra University College estimate
that their motivation raises the most when learning and
working independently, as well as that they express
themselves most easily when working alone. It is
interesting to notice that the highest percentages of them
feel most secure when working in a collaborative team,
where members are mutually dependent, and at the same
time, the largest percentage of students feel anxiety while
learning in a collaborative team.
In terms of social skills, it is easiest for them to notice
other people's emotions when working in a collaborative
team in which members are mutually dependent, but they
find that learning in a cooperative team helps them learn
how to criticize people, not ideas. Also, more than half of
respondents consider that it is important to express
empathy towards others when they study in a team, but it
is not crucial for them, and for the other quarter of
participants self-learning is more important than
expressing empathy towards others.
More than half of the respondents prefer group work
where the joint contribution is important, and in terms of
responsibility for performing tasks, they equally prefer
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individual and joint team responsibility. In general, student
assesses that for achieving better results, they are equally
helped by independent work as well as teamwork in which
team members have joint team responsibility, but likewise,
they believe that learning in a group that teacher dependent
also, only slightly less, helps them in achieving better
results.
Research has shown that students prefer both group and
individual work, which shows that they are aware of the
benefits of teamwork, but also the importance of selfregulated individual and independent learning and
responding to the demands placed on them by active
participation in the digital age knowledge society.
Students’ participation in this assessment itself refers that
they are used to approaching learning as a lifelong process
and to critically thinking and assessing information.

[8]

[9]

[10]

[11]

[12]
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Abstract – A game plays a very important role to
children. Everything that is done through the game is easier
to accept and longer to remember. This paper describes a
method that, although it originated forty years ago, can
provide surprisingly a lot to today’s generation of students.
The method helps in the development of computational
thinking and computer-free programming in children at
early school age. In particular, in this paper, the examples
are given on how to use methods to realize and carry out
learning outcomes according to the curriculum for the 1st
grade of primary school and present a real example of their
use in mathematics classes in teaching practice. The results
of this work can be an incentive to all of those whose interest
is the further development of learning programming and
mathematics through a game in young children.
Keywords - game, programming, mathematics, unplugged
method, computer-free

I.

INTRODUCTION

A game plays a very important role in life. Animals
also play and act happily. In addition to having fun for
everyone who plays, the game is also useful. With the
help of the game, many people spend their time in a more
pleasant way, and some get treated, learn or earn money
along the way.
Of all the periods of human life, play is the most
associated with childhood. Play is something that follows
us through life from an early age. Through play and game,
the child learns about himself, about life, about everything
that surrounds him. Through it, he meets his friends,
develops the social aspect of his life. It is also important in
school and affects the intellectual development of the
child. The game is a great incentive for pupils. It is used in
all stages of the teaching process, particularly in adopting
new content, practicing or repeating, and even at
knowledge tests. The game helps to acquire educational
outcomes and educational expectations of interdisciplinary
topics and relationships with other subjects. A good
teacher will find a way to apply the game in all subjects.

However, children need to be encouraged to love,
understand and continuously follow up mathematics.
Understanding mathematics is necessary for a whole
range of professions. For those where it is not directly
applicable, it is useful insofar as it supports the logic and
logical thinking because mathematics is an instrument of
exploring the world, a particular model of thinking, an
exercise for the brain. Mathematics is a game. Therefore,
the task of the teacher is to make children like
mathematics from the first grade. One way to make it
more interesting is to learn it through the game.
Mathematics has evolved over the centuries, but some
parts of mathematics haven’t change for centuries. The
numeral system we use today with the numbers 0, 1, 2, 3,
4, 5, 6, 7, 8, and 9 was invented in the sixth century AD
by the Indian mathematician and astronomer Aryabhata
[1]. Even today no one "thinks" that numbers should be
marked differently, same as Pythagorean theorem and
Euclidean geometry are still valid. The beauty of
mathematics is in its simplicity and universality. There
are between 2,000 and 10,000 languages in the world,
depending on the definition of the language used [2].
However, the expression 1 + 1 = 2 is valid in all world
languages, except that this expression is pronounced
differently in each language.
Like math, people most often consider programming
as something difficult and incomprehensible. If
programming and game appear in the same sentence,
most will associate it with computer games. This paper
will not talk about it, moreover, for the method described
in this paper, a computer and electricity are not required.
For the described method to be in trend, an English term
is applied. It's called the "unplugged" method, i.e. a
model of teaching computational thinking with no
computer [3]. In programming, same as in mathematics,
some contents appear in all programming languages.
These terms are introduced in Table I. The very first
encounter with these terms is possible by the Mema
method.

A. Mathematics, Programming, and Game
Mathematics is often a subject that pupils and
students love the least.
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TABLE I. COMPARISON OF BASIC TERMS IN PROGRAMMING LANGUAGES
AND MEMA METHOD

Terms encountered in
all programming
languages
Variables
The content of the
variable
Addressing the variable
New content replaces
the old one

How they manifest in the Mema
method
Mema Compartments
Number of grains, content of
comparments
Comparment color, Comparment name
The old content is physically ejected
and new content is inserted
When the comparment is completely
full and no more grains can be added
When the content of the comparment is
physically looked, the result is being
printed, but the content remains in the
comparment
All Mema toys/instruments in the class
must have the same colors

Overflow
The output prints the
content but doesn't
empty the variable
Compatibility of two
computers
The order of the
commands is almost
always important
Program testing

The steps in the program on the pupil's
Mema are checked
Performing program steps using Mema
In the same command the comparment
is used and changed

Variable update

II.

MEMA METHOD

a) Comic for preschool children
Since very young children do not distinguish colors,
Mema compartments contain pictures of various objects.
As an example, Figure 2 shows a procedure by which
children can "calculate how many balls to put in the
marked compartment" using Mema [6].

Figure 2. Program presented through comic (according to M.
Čičin.Šain’s idea) [6]

b) Graphic pseudocode for early school age
children
As an example, Figure 3 shows the procedure by
which children can use Mema to show the course of action
of solving the task "how to calculate and print out three
times larger number for some entered number" [5].

A. Mema toy and its program
A toy called Mema (Figure 1) was created in 1980 [4]
by Prof. Marina Čičin-Šain to use it in the learning and
teaching process. Mema aims to help and develop
computational thinking logics and computer-free
programming in children at early school age [5].

Figure 3. Program for an entered account number prints three times
larger number (according to the idea of M. Čičin-Šain) [5]

B. Learning outcomes and Mema method in the first
grade of elementary school
According to the Croatian computer science
curriculum [7] for the first grade of elementary school in
the domain Computational Thinking and Programming,
pupils are expected to adopt two learning outcomes B.1.1.
“a pupil solves a simple logical task” (Table II.) and
B.1.2. “a pupil follows and shows the sequence of steps
required to solve a simple task.” (Table III.) at one of the
four levels of knowledge offered: satisfactory, good, very
good and exceptional.
.Figure 1. Mema toy for the first grade of elementary school
(according to M. Čičin.Šain’s idea)
[5]

Čičin-Šain, the author of this model [6], has proven in
her research from 1987 that pupils who have been
educated by the Mema model at an early age have shown
better programming results when they were using program
languages in the higher grades of elementary school
compared to other children that haven’t been taught by
this model.
The Mema toy represents the main memory of a
computer and was originally built out of nine empty
matchboxes glued in three rows and three columns to form
a single unit (Figure 1).
Depending on the age of the children, the program in
the Mema method is set in two ways:
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The Mema method can be used to define three levels
of tasks for assessing the acquisition of learning outcomes
for all 4 grades of elementary school: (a) at the level of
recognition, (b) at the level of active use, reproduction
and (c) at the level of active use, application and
creativity. In particular, tasks at the level of (c) active use,
application, and creativity can be helpful in “discovering”
talented programmers among early school-age pupils.
However, in this paper, a special relation is given
between the Mema method and learning outcomes for the
1st grade of elementary school, ie the realization of
learning outcomes B.1.1. and B.1.2. Also, it is necessary
to emphasize that the Mema method enables
interdisciplinary connection of informatics and other
subjects, which is foreseen by the informatics curriculum
[7].
The Mema method, described in this paper, can be
used equally successfully by lower grade elementary
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school teachers, as well as teachers of informatics and
technical education. This means that no prior knowledge
of computer programming is required.
As shown in Table II, for the realization of outcomes
B.1.1. [7], it is necessary to show pupils ready-made
programs with a picture for which it is necessary to
require them to describe the steps in words, ie what the
same programs do.
TABLE II.

TABLE III. LEVELS OF ADOPTION OF OUTCOMES B..1.2. AND EXAMPLES
OF TASKS SOLVED BY SUPPORT OF MEMA

Outcome B 1. 2 .: follows and shows the sequence of steps
necessary to solve a simple task.
“The student recognizes a simple task (problem) from everyday
life. Analyzes the task (in different ways of solving it), describes
the steps of solving it. Shows the steps for solving the task
(picture, words). ” [7]
LEVELS OF
ADOPTION [7]

LEVELS OF ADOPTION OF OUTCOMES B..1.1. AND EXAMPLES
OF TASKS SOLVED BY SUPPORT OF MEMA

B 1. 1. outcome: solves a simple logical problem
"The pupil recognizes the problem and thinks of possibilities for
solving a simple logical task. With the teacher's help, he solves
simple logical tasks, shows curiosity and questions the ways to
reach the solution of a simple logical problem. He encourages
himself and others to persist in finding solution. ”[7]
LEVELS OF
ADOPTION [7]

SATISFACTORY:
"With the help of
his teacher, pupil
recognizes the
problem and,
following the
instructions, solves
a simple logical
task."

Task 2: Describe in words what does the
following program shown in this figure?

GOOD: "With the
help of a teacher,
he discovers the
possibilities of
solving a simple
logical task."

Task 3: If 5 grains enter the blue and 8
grains into the red, what will be printed
from the green box?

VERY GOOD:
"Pupil with the
occasional help of
the teacher,
discovers the
possibilities of
solving a simple
logical task."
EXCEPTIONAL:
“Pupil
independently
reexamines the
ways to get to the
solution of a
simple logical
task. He
encourages
himself and others
to persist in
finding solutions."
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Task 2: Draw a program that asks us
to enter two numbers, then calculates
and prints their difference. Describe
in words what the program does.
Picture solution:

EXAMPLES OF TASKS
(according to Čičin-Šain [5])
Task 1: Can we empty the green box with
this command?

Task 4: How many commands does this
program have?
Task 5: What are the input, output, and
processing commands in this program?
Task 6: Can the first and second
commands switch places? Describe in
words what changes in that case?
Task 7: What happens if we swap places
with the third and fourth command?
Task 8: Were we allowed to use boxes of
another color?
Task 9: If we place the same compartment
color (variable) on the left and right side,
describe in words what does the following
program shown in this figure.

EXAMPLES OF TASKS
(according to Čičin-Šain [5])
Task 1: Draw the command to empty
the green box.
Picture solution:

SATISFACTORY:
"With the help of his
teacher, the pupil
recognizes the simple
task and, describes how
would he solve it."

GOOD: "With the the
occasional help of a
teacher, he discovers the
steps of solving a simple
task and shows the
solution."

VERY GOOD:
"The pupil
independently displays
and monitors the
sequence of steps
required to solve a
simple task."

EXCEPTIONAL: “With
the help of the teacher,
the pupil analyzes the
solution of a simple task
and evaluates it."

Word solution:

Enter some number of balls in
the green compartment and a
number of balls in the blue
compartment.

Calculate
the
difference
between the number of balls in
the
green
and
blue
compartment and enter that
number in the yellow one

Print the result from the
yellow compartment.
Task 3: Draw a picture of a program
that loads a number (whatever you
want) into a compartment and that
calculates and prints a double number.
Solution 1:

Solution 2:

Task 4: Write a program that loads
one data into the red compartment and
the other data into the blue one, and
then replaces the contents of the red
and blue compartment and prints their
content. (eg compartment names can
also be written in a different
language,…)
Picture solution:
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Furthermore, it is possible to ask pupils about the
outcomes of the program by changing the "number of
balls" in the "inputs" by combining the colors of the
Mema boxes, changing the order of the commands, and
similar. Examples of tasks are given in Table II. In the
described way, the logic of solving the set problem tasks
is developed, which is necessary for later solving the tasks
when acquiring the following outcome B.1.2..
Learning outcome B.1.2. "the pupil follows and shows
the sequence of steps necessary to solve a simple task" [7]
can be realized in the following way. With the help of the
Mema method, the pupils write the steps of solving logical
tasks, performed with a Mema toy, by image (graphic
pseudocode) and words.
First-grade elementary school pupils learn the basic
operations of addition and subtraction in math classes.
They can very easily use the Mema method to write/draw
an image in a form of a program.
It is also important to emphasize that pupils can solve
the same logical tasks in multiple ways by using different
colors of the Mema box and by using a different number
of beads that can be inserted into these boxes. Task
examples are listed in Table III.
C. The use of Mema Method in Classroom Teaching
The method was used for the first time in class in 1982
by the teacher Nada Mulac from the Nikola Tesla
elementary school in Rijeka. Consequently, a few years
later, pupils taught by this method had statistically
significantly better success in programming for the "real"
computer [6].
This method was also applied by the co-author of this
paper in the Pećine elementary school. She worked as
instructed by the two other co-authors of this paper after
attending a short introductory course in the non-profit
organization of the Cybernetics Society Rijeka [6]. In her
work, she used instructions for teachers [5, 9]. She worked
with children, combining content from mathematics and
programming.
Work by applying this method began three years ago
at the beginning of the school year when pupils started
first-grade. According to the teacher, the experiences in
working with children are very good. Currently, pupils are
attending the third grade and continue to use the Mema
method in their work. The Teacher’s Manual contains
instructions for working with Mema in first-grade.
Instructions for higher grades (second-, third-, and fourthgrades) are included as well. [8]. This teacher’s
experiences of working with Mema are excellent. Mema
helped her pupils not only to learn to program, but also to
love math. The third grade of Pećine elementary school
has 19 pupils, 8 boys, and 11 girls.
The authors were concerned if pupils would be
disappointed if they don't get a tablet or laptop. But all the
pupils proudly made their own Mema toy with no
resistance. They were happy to assemble the boxes, glue
and paint the compartments (Figure 4).
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Figure 4. 3rd-grade pupils of of Pećine elementary school
made their Mema toys

At the first parent meeting on September 6, 2018, the
teacher presented the Beginner's handbook of
Programming and Mema [9]. Besides parents, she also
presented it to the members of the First-grade Class
Council and the Teachers' Council of the Pećine
Elementary School.
By learning in this way, through play, there is a greater
motivation to learn, a positive attitude towards
mathematics is acquired ("What shall we have in the first
lesson?". The most common answer of students is:
"Mathematics"!). According to the teacher, imagination,
creativity, logical thinking and reasoning are developed,
and six pupils are included in additional classes in
mathematics. The pupils mastered the content step by
step. If minor difficulties turned up, they were
successfully overcome with the additional help of
pupils from the class and the teacher.
Play also affects faster decision-making, the use and
testing of different strategies, connecting and applying
various areas of mathematics, increasing children's selfconfidence and independence, increasing motivation.
Pupils adopted certain concepts from informatics
(Table I.). They also use their knowledge in computer
science classes. As of this school year, informatics is an
elective subject, and it is attended by all third-grade pupils
of the Pećine school.
It will certainly be interesting to follow these pupils in
the future and see if learning programming in one of the
programming languages will be easier for them than for
their colleagues who have not used this method.
But based on previous experiences, we can warmly
recommend the method, because in addition to preparing
for programming it brings other benefits to pupils. In
addition to this method, mathematics is much rather
repeated, comprehensive reading is practiced, logic is
developed and fine motor skills are practiced. With this
model, not only that pupils are not additionally loaded, but
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they are also helped to master the material that already
belongs to those classes. Everything is achieved without
additional costs for equipment, and teachers with the
manual, step by step, educate their pupils, even when they
have no prior knowledge.
III.

[2]

[3]
[4]

CONCLUSION

Although developed more than forty years ago, the
Mema method proved very effective for early learning
programming. The paper describes the experiences of this
time, which promise that the same method could be just
effective at this present time.

[5]
[6]

[7]
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Izazovi i poteškoće tijekom
nastave na daljinu
Anica Vragović

III. osnovna škola Varaždin, Varaždin, Hrvatska
anica.vragovic@skole.hr
Sažetak - Zbog izvanrednih okolnosti uzrokovanih
pandemijom korona virusa prekinuta je klasična nastava i
počela je provedba nastave na daljinu. U ovom radu se govori
o izazovima i poteškoćama koji su se javljali tijekom nastave
na daljinu. Početak nastave na daljinu bio je stresan za
učitelje, učenike i roditelje. Preko nastave na daljinu učitelji
su uspjeli održati obrazovni sustav, zadržati učenike na
okupu, održati komunikaciju s učenicima i roditeljima,
realizirati nastavne programa i ovladati informacijsko
komunikacijskim tehnologijama. U vrlo kratkom vremenu
ostvaren je veliki napredak u korištenju tehnologije.
Organizirani su virtualni razredi u kojima učenici i svakom
trenutku mogu kontaktirati učitelje. Prateći reakcije
roditelja, učenika i učitelja vidljivo je da su svi imali
određene probleme što je bilo i za očekivati jer je to bila
velika promjena za sve. Cjelodnevni boravak pred
računalom, pritisak, nesigurnost s IKT-e tehnologijom, loša
komunikacija, samo su neki od problema koji su se javljali
tijekom nastave na daljinu. U ovo suvremeno doba škola bi
trebala biti mjesto gdje učenici provode svoj život kroz igru,
učenje i druženje. Veselimo se povratku u takvu školu, a do
tog vremena treba nam strpljenje, upornost i stručnost da
bismo odgojno obrazovne aktivnosti mogli provoditi na što
bolji način.
Ključne riječi - nastava na daljinu, izazovi, poteškoće
I.

UVOD

Učenje na daljinu povezujemo s razvojem
informacijsko komunikacijske tehnologija, odnosno
pojavom interneta. Učenje na daljinu prakticiralo se i prije
pojave računala, preko dopisnih škola još krajem 19.
stoljeća. Učenici/studenti
nisu imala predavanja i
nastavno gradivo savladavali su pomoću knjiga, a u školu
su dolazili samo polagati ispite. Krajem 20. stoljeća
Nacionalna fondacija za obrazovanje SAD (National
Science Foundation) organizirala je važno savjetovanje
gdje je zaključeno da se obrazovanje treba mijenjati u
skladu s razvojem tehnologije i da se tehnologija mora
iskoristiti za oblikovanje novog načina organiziranja
nastave i novog načina dostavljanja materijala studentima
[1]. U svijetu je učenje na daljinu gotovo već potpuno
normalno dok je u Republici Hrvatskoj to još uvijek samo
alternativa klasičnom obrazovanju [2]. U Republici
Hrvatskoj se nastava na daljinu provodila 1991. u vrijeme
Domovinskog rata, preko obrazovnih programa na radiju
i televiziji. S obzirom na situaciju izazvanom pandemijom
COVID-19 nastava na daljinu je opet zaživjela. Nastava se
provodila preko televizije i kroz različite platforme
(Teams, Google Classroom, Yammer) prema dogovoru u
školama. Informacijsko komunikacijske tehnologije su u
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kratkom vremenu ušle u naše škole. Online učenje postalo
je prihvatljivo i odlično rješenje u ovoj situaciji. Online
učenje ili nastava na daljinu je oblik nastave kad učenik i
učitelj nisu fizički na istom mjestu, a poučavanje se odvija
pomoću informacijsko-komunikacijske tehnologije. Za
potrebe izvođenja nastave izrađene su virtualne učionice
odnosno virtualni razredi. Obrazovne sadržaje učenici su
mogli mogu pratiti i usvajati putem interneta. Nastava se
održavala kroz video pozive, uživo te su pripremani i
izrađivani razni scenariji učenja. Materijali su dijeljeni u
različitim oblicima kao tekstovi, slike ili video-materijali.
II.

IZAZOVI NASTAVE NA DALJINU

Priprema za nastavu na daljinu započela je još
2017. kada je u reformu obrazovanja uključen razvoj
digitalnih kompetencija učenika i učitelja. Digitalna
pismenost uvodila se postepeno, uvođenjem e-Dnevnika,
razvojem
jedinstvenog
elektroničkog
identiteta,
uvođenjem mikroračunala, korištenjem digitalnih
udžbenika, uključivanjem u projekte e-Škole i
izrađivanjem digitalnih nastavnih materijala. Za takav
veliki iskorak u razvoju digitalne pismenosti bila je nužna
tehnička podrška, odnosno opremanje škola. Skromno ili
nikako opremljene škole bio je jedan od razloga
nekorištenja informacijsko-komunikacijske tehnologije.
Osim loše tehničke podrške učitelji nisu imali razvijene
digitalne kompetencija te je postojao strah od promjene
uobičajenih načina poučavanja [3]. Bilo je neophodno i
educirati učitelje za rad u virtualnom okruženju i primjenu
suvremenih tehnologija te izradu digitalnih nastavnih
materijala i osmišljavanje scenarija učenja. Očekivanja
koja su pokrenule nove tehnologije da će se informacijsko
komunikacijska tehnologija uklopiti u nastavni proces,
nisu bila u skladu s realizacijom u školama. Postojale su
velike praznine između svakodnevne uporabe informacija
i komunikacijskih uređaja izvan škole i onoga što učitelji
rade s učenicima u svojim učionicama [4]. Usavršavanje
učitelja počelo je radom na platformi Loomen, na kojoj
su učitelji upoznali rad u virtualnom okruženju. Mnogi su
učitelji bili nezadovoljni i pružali su otpor takvom načinu
usavršavanja. Pokazalo se da je to ipak bila dobra priprema
za nastavu na daljinu. Izuzetno je
važno imati
osposobljene učitelje za osmišljavanje raznovrsnih
nastavnih scenarija i primjenu suvremenih tehnologija
kojima bi omogućili učenicima stjecanje znanja i
razvijanje kompetencija potrebnih za zdrav i održiv život
u 21. stoljeću [5]. Nastava na daljinu ili online nastava
omogućila je učenicima sudjelovanje u nastavi kada
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tradicionalni oblik nastave nije bio moguć. Preko online
nastave učitelji su uspjeli sačuvati obrazovni sistem,
zadržati učenike na okupu, komunicirati s učenicima i
roditeljima, realizirati nastavni program u online
okruženju i ovladali su informacijskim tehnologijama [6].
Na novi način rada trebali su se naviknuti učenici i učitelji.
Iako je prema van izgledalo da sve besprijekorno
funkcionira pojavili su se mnogi problemi i napetosti u
interakcijama učenik-učitelj-roditelj. Svaki od tih
čimbenika osjećao je da daje maksimum.
III.

PREDNOSTI I NEDOSTACI NASTAVE NA DALJINU

Učenici i učitelji bili su zatečeni ukidanjem
klasičnog izvođenja nastave. Uzbuđeni, a pomalo i
prestrašeni kako će to izgledati. Nakon nekoliko mjeseci,
nastava na daljinu je postala nova normalna nastava.
Tijekom nastave na daljinu osjećala se nekako opuštenija
atmosfera učenja. Upravo je to možda bila prednost i
nedostatak nastave na daljinu. Online nastava ili nastava
na daljinu kao i svi oblici poučavanja ima svoje prednosti
i nedostatke koji su prikazani u SWOT matrici (Tablica1).
Na temelju prepoznatih čimbenika možemo razvijati
strategije na dobrim snagama, iskoristiti prilike, a otkloniti
slabosti i suočiti se sa prijetnjama kako bismo unaprijedili
online nastavu.
TABLICA 1: PREDNOSTI I NEDOSTACI NASTAVE NA DALJINU
(izradila autorica)
SWOT MATRICA
Slabosti
Nedostatak digitalnih kompetencija
(online učenje zahtjeva od korisnika
Dobra integriranost akademske mreže
određena znanja i vještine)
(Carnet)
Otpor uvođenju novih metoda
Veliki broj učitelja koji su kroz edukacije na
poučavanja
loomenu bili pripremljeni primjenjivati IKT-e u
učenju i poučavanju
Veći angažman učitelja tijekom rada (u
primjeni novih - zahtjevni metoda
Prihvaćena strategija e-učenja
poučavanja)
Snage
Odgovarajuća IKT infrastruktura

Suradnja učitelja na društvenim mrežama i
obrazovnim portalima

Tehnička podrška-nepouzdana
tehnološka infrastruktura

Organizirane virtualne učionice

Preopterećenost učitelja i učenika

Vremenska fleksibilnost (učenici mogu
pristupiti obrazovnim sadržajima kada žele)

Održavanje motivacije i aktivnosti
učenika

Nastavi mogu prisustvovati svi učenici,
grupa učenika ili pojedinačno

Izgovori učenika na tehničke probleme,
zbog neizvršavanje zadataka

Mogućnost sigurne komunikacije s učiteljima
i učenicima

Neodgovarajuća zastupljenost ispitivanja
određenih cjelina.

Prijetnje
Nedovoljna sigurnost tijekom
provjeravanja nastavnog gradiva (
mogućnosti prepisivanja tijekom provjera)

Korištenje metoda aktivnog učenja
Inflacija visokih ocjena
Pristup nastavnim materijalima je omogućen
neovisno o lokaciji i vremenu
Samostalno i personalizirano učenje
Poboljšanje i razvoj digitalnih kompetencija
Poboljšanje tehničke opremljenosti škola
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A. Aktivnost i motivacija učenika
Za uspješno učenje vrlo je važna suradnja svih
sudionika nastave. Upravo zbog nesuradnje tijekom
nastave na daljinu, javljale su se poteškoće. Aktivnost i
motivacija učenika su varirali. Prema rezultatima upitnika
[7] koji je proveden po školama od strane Ministarstva
znanosti i obrazovanja mišljenja su bila podijeljena.
Početkom nastave na daljinu 58 % sudionika smatralo je
da su učenici aktivniji u školi, a 42 % da su aktivniji na
nastavi na daljinu. Na kraju nastavne godine aktivnost
opada pa 30% učitelja smatra da su aktivniji u nastavi na
daljinu, jer nakon dužeg vremenskog razdoblja teško je
bilo zadržati motivaciju i aktivnost učenika. Na samom
početku nastave na daljinu većini učenika (i učitelja) bio je
to izazov i znatiželja kako će to funkcionirati. Neki su
ozbiljno i savjesno radili kao i u redovnoj nastavi, ali neki
učenici su se dosta opustili. Mnoga istraživanja pokazuju
da ne postoji razlika u uspješnost i u zadovoljstvu kod
učenika koji uče preko interneta i onih koji uče u
tradicionalnoj učionici [8]. Iako učenici svakodnevno
koriste IKT-e tehnologiju u komunikaciji s vršnjacima,
igricama, pregledavanju video materijala, tijekom nastave
na daljinu ipak je bilo dosta poteškoća. U početku neki nisu
ozbiljno shvatili da je to nastava, pa nisu sudjelovali na
nastavi uživo, nisu se javljali u chat, nisu pregledavali
materijale i slali zadaće. Izgovarali su se na probleme s
internetom i druge tehničke probleme. Takvim
neodgovornim ponašanjem narušena je suradnja između
učitelja i učenika, a odgovornost je jedna od glavnih
vrijednosti odgojno-obrazovnog [9]. Učitelji su u toj
situaciji bili bespomoćni, tražili su pomoć razrednika i
roditelja. Razrednici su kontaktirali učenike i roditelje.
Vrlo često su i jedni i drugi obećavali veću aktivnost ali bi
nerijetko sve ostalo na obećanju. Sudjelovanje učenika u
aktivnostima nastave i učenja izuzetno je važno. Učenik
treba redovito i aktivno sudjelovati u procesu učenja, biti
usmjeren na kompetencije koje stječe kroz obrazovanje.
Upravo se promjenama u Nacionalnom kurikulumu za
obrazovanje napravio pomak s transfera znanja na razvoj
kompetencija [10]. Aktivno učenje omogućava pojedincu
razvoj njegovih potencijala učenika, pri čemu je on
konstruktor i sukonstruktor svojega znanja [11].
B.

Dostava materijala učenicima s teškoćama u
razvoju
Upute Ministarstva znanosti i obrazovanja
Prilike
Veća povezanost učitelja (međusobno
pomaganje, dijeljenje primjera dobre prakse)

POTEŠKOĆE TIJEKOM NASTAVE NA DALJINU

IV.

Nemogućnost uvida, kontrole kod
odrađivanja zadataka

Zadavanje i realizacija zadaća

O zadavanju zadaća postoje brojne rasprave i
istraživanja u proteklih godina. Jedni smatraju da su
zadaće potrebne i važne, a drugi da zadaće nisu potrebne
ili da bi se trebale realizirati kroz druge aktivnosti, a ne kao
nastavak učenja školskog gradiva. Jedan od protivnika
domaćih zadaća je Glasser koji smatra da zadaća učenika
opterećuje u njegovo slobodno vrijeme [12]. Referenca
[13] pišu da su zadaće potrebne i da služe kako bi učenici
poboljšali svoj školski uspjeh. Referenca [14] također
smatraju da pisanje zadaća utječe na bolji školski uspjeh,
ali i na povećanje motivacije te da pisanje zadaća uči
odgovornosti. Referenca [15] navode da se domaćom
zadaćom razvijaju tehnike samodiscipline. Problem
zadaća sagledavamo s tri pristupa. Stavovi učitelja,
učenika i roditelja o zadavanju i pisanju zadaća nisu
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jednaki. Za roditelje i učenike pisanje zadaća je obveza
učenika koja im oduzima previše vremena [16]. Većina
učitelja smatra da se pisanjem zadaća ponove i uvježbaju
nastavni sadržaji kako bi učenici lakše i bolje dalje pratili
nastavne sadržaje i nadograđivali svoje znanje. Takav stav
zadržali su i tijekom nastave na daljinu. No tijekom
nastave na daljinu velike kritike bile su upravo na račun
zadaća. Što se to promijenilo kod izvršavanja domaćih
zadataka tijekom nastave na daljinu? Tijekom redovne
nastave učenici nisu dobivali zadaću iz svih predmeta, a
tijekom nastave na daljinu imali su zadaću gotovo iz svih
predmeta. Problem koji su često iznosili učenici odnosio
se na količine zadaća. Za mnoge od njih zadaće su bile
preopširne, prezahtjevne, a vrijeme za realizaciju zadane
zadaće bilo je prekratko. Budući da su učenici sve
aktivnosti obavljali od kuće sve što su radili doživljavali
su kao izradu zadaće. Učenici su često prepisivali zadaće,
fotografirali i dijelili u zajedničkim komunikacijskim
grupama i to gotovo uvijek u zadnji čas [17]. Nerijetko su
se u pisanje zadaća uključivali i roditelji. Pišući zadaće
umjesto učenika roditelji djeci ne pomažu i potrebno ih je
osvijestiti o svrsi domaće zadaće. Referenca [18] je u
svom radu istaknuo da je kod polovine učenika zadaća
napisana od strane roditelja. Radeći zadaće umjesto djece
šaljemo im lošu poruku, učimo ih krivim vrijednostima, a
upravo te vrijednosti koje se u obitelji usade temeljne su i
nerijetko odlučujuće za cijeli život [19].
Djeca su tijekom jutra bila na nastavi koja se
odvijala online. Vrlo često su poslije nastave nastavili
komunikaciju
sa
svojim
vršnjacima
preko
komunikacijskih ili društvenih mreža ili igranjem video
igara, umjesto da prionu pisanju zadaća i rješavanju
određenih zadataka. Zaboravili su na zadaću i na vrijeme,
na svoje obveze i odgovornost. Korištenje IKT-a i predaja
zadaća u e-obliku traži i razvija kod učenika točnost i
samoodgovornost [17]. Kad su roditelji umorni došli s
posla učenici bi im se požalili kako su cijeli dan za
računalom i da još trebaju pisati zadaću. Kako najčešće
nisu odradili zadane aktivnosti, proučili i ponovili
određene sadržaje vrlo često nisu znali ni riješiti zadaću.
Budući da je zadaće trebalo predati u određenom roku
zvali su u pomoć roditelje koji su bili iznenađeni količinom
sadržaja i zadataka koje treba riješiti. Mnogi roditelji ne
poznaju svu tematiku i da bi pomogli djeci i sami su morali
to gradivo proučiti što je tražilo dosta vremena. Tada su i
oni osjećali da neke sadržaje neće stići odraditi. Obično su
se takve aktivnosti provodile kasno navečer kad su djeca
došla bespomoćna, ljuta i često plačljiva pozivajući se na
pritisak koji im se stvorio jer sve neće stići. Nakon nekog
vremena roditelji su izgubili živce. Zvali su razrednike i
tražili podršku i savjet. Ti roditelji su dobivali pouzdane i
točne informacije što se zapravo događa s njegovim
djetetom, te su zajedničkim utjecajem pokušali stvari
promijeniti. Drugi dio roditelja je tražio savjet na
društvenim mrežama, prozivajući učitelji za nerad i
pritisak.
C. Komunikacija između učenika, učitelja i roditelja

(komunikacijske grupe, elektronska pošta, chat). U
vrijeme klasične nastave nije bila tako velika mogućnost
komunikacije između učenika, učitelja i roditelja. Učenici
i učitelji komunicirali su tijekom nastavnog sata, a učitelji
i roditelji najčešće na individualnim razgovorima. Tijekom
nastave na daljinu komunikacije je bila moguća gotovo u
svakom trenutku. Mogućnosti su bile savršene, a
poteškoće velike. Učitelji su upravo komunikaciju tijekom
nastave na daljinu navodili kao jako stresnu aktivnost. S
jedne strane učenici su im se javljali tijekom dana i noći
kad su se sjetili, a s druge strane do nekih učenika nisu
uopće mogli doći. Učenici i roditelji su se žalili da se neki
učitelji danima/ tjednima nisu javljali. Nisu pregledali
zadaće (uratke), nisu potvrdili jesu li zaprimili rad pa
učenici nisu znali jesu li uopće uspješno poslali rad. Osim
na loše povratne informacije, kritike su bile na nejasno
postavljene zadatke. Greške u komunikaciji su bile
obostrane. Roditelji i učitelji tijekom nastave na daljinu
susreli su se s nekim novim teškoćama. Učitelji su
ukazivali na propuste i promašaje, a roditelji su pokušavali
navedene razloge što bolje objasniti. Izostala je kvalitetna
komunikacija i rješavanje uzroka određenih poteškoće.
Komunikacija između učitelja i učenika je pedagoški čin,
načelo, metoda, sredstvo koje služi za bolje razumijevanje
i prenošenje onoga što je dobro i ukazivanje na ono što
nije dobro [20]. Jasno postavljeni kriteriji, pridržavanje
rasporeda poboljšalo bi komunikaciju i suradnju, a time i
cjelokupni odgojno - obrazovni učinak nastave.
D. Napetost na društvenim mrežama
Tijekom nastave na daljinu najveće su se
rasprave vodile na društvenim mrežama. Organizirale su
grupe na kojima su se vodile rasprave o problemima koji
su se javljali tijekom nastave na daljinu. Roditelji su se
okupili u grupi pod nazivom Roditelji o korona školi. To
je bio njihov virtualni prostor u kojem su imali priliku
reći što misle o načinu na koji je organizirano poučavanje
tijekom COVID-19 pandemije. Uglavnom se u toj grupi
kritiziralo i vrijeđalo učitelje. Roditelji su smatrali da rade
posao učitelja. Društvene mreže odnosno internet im je
omogućio brz prijenos informacija i umrežavanje s
istomišljenicima [21]. Roditelji su smatrali da se količina
vremena koja je potrebna za pisanje zadaće tijekom
nastave na daljinu udvostručila. Isto tako su se žalili na
svakodnevnu pomoć koju su trebali pružati djeci tijekom
pisanja zadaće. Učitelji su također imali svoje grupe gdje
su iznosili teškoće i probleme tijekom nastave na daljinu.
Umor, iscrpljenost od cjelodnevnog gledanja u ekran,
dugotrajna ispravljanja zadaća, pripremanja nastavnih
materijala i još pritisak roditelja i medija. Pisalo se da ne
rade dobro, da puno traže, a nište ne daju, da sve moraju
raditi djeca s roditeljima. Osjećali su jednu vrstu
elektroničkog nasilja (cyberbullying) jer su o njima bile
objavljivane razne neprovjerene izjave, fotografije,
karikature i drugi neprovjereni materijali. To je uglavnom
bio razlog napetosti koja se stvarala na društvenim
mrežama između roditelja i učitelja.

Tijekom nastave na daljinu učenici, učitelji i
roditelji komunicirali su kroz razne oblike e-komunikacije
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V.

ZAKLJUČAK

Na temelju prepoznatih čimbenika koji utječu na
provođenje nastave na daljinu možemo razvijati bolje
strategije poučavanja kojima ćemo poboljšati slabosti i
otkloniti nedostatke online nastave. Vrlo je važna podrška,
poticaj, ohrabrivanje i razumijevanje učenika. Za dobru
suradnju uvjet su jasne upute i kriteriji te je zato važno
dogovoriti
pravila komunikacije i točan raspored
aktivnosti koje ćemo provoditi s učenicima. Kako bismo
mogli poticati i pratiti aktivnosti učenika potrebno je
dogovoriti način praćenja i vrednovanja tih aktivnosti,
odnosno neaktivnosti. Suvremena nastava naglašava
važnost aktivnog učenja te je važno poticati učenike na
samostalnost, samovrednovanje i vršnjačko vrednovanje.
Sadržaje i metode poučavanja treba prilagoditi poučavanju
na daljinu i posebno paziti na prilagodbu učenicima s
posebnim odgojno-obrazovnim potrebama. Za dobar
odnos, komunikaciju,
međusobno uvažavanje i
razumijevanje neophodno je sa svim uputama i kriterijima
upoznati roditelje. Virtualno okruženje možemo iskoristiti
za međusobno pomaganje, učiti od drugih i dijeliti s
drugima. Velika prednost nastava na daljinu je poboljšanje
i brzi razvoj digitalnih kompetencija učenika i učitelja te
tehnička opremljenost škola. Zbog nedostatak fizičkog i
socijalnog kontakta djeci ipak nedostaje škola. Referenca
[22] definira školu kao mjesto gdje se djeca igraju,
razgovaraju, zajedno sanjaju, maštaju, slave rođendane,
međusobno si pomažu, poklanjaju pažnju jedni drugima pa
svi skupa želimo što prije povratak u školu.
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Sažetak - Život ljudi se u posljednjih 30-ak godina
gotovo iz temelja, iako se čini ne baš primjetno, promijenio.
Nema područja ljudskoga života, poslovnoga ili privatnoga,
a posebno obrazovanja, učenja i poučavanja, koje se uslijed
korištenja računala, mobitela, tableta i interneta nije vrlo
značajno promijenilo. Obrazovni sustav škola, ali i učenici i
učitelji, korištenjem moderne tehnologije, brže i
motiviranije dolaze do znanstvenih i stručnih podataka
potrebnih za nastavu i spoznavanje te brže i bolje ostvaruju
zadane ishode učenja [1].
Mobilni uređaji kao što su pametni telefoni i dlanovnici
značajno su promijenili način na koji živimo, radimo,
prikupljamo informacije i komuniciramo. Ne tako davno,
2014. godine procijenjeno je da će do 2020. godine, čak 90 %
populacije starije od 6 godina imati mobilne uređaje (Wood,
2014). Sve više i više, dobna granica kada djeca počinju
koristiti mobilne uređaje, smanjuje se. Mobilni uređaji
prepoznati su kao jako korisni u praćenju zdravlja i
promicanju aktivnog načina života [2].
Findak navodi da je nastava Tjelesne i zdravstvene
kulture važan element školovanja djeteta [3]. Kaže da se
nastavom TZK zadovoljavaju potrebe za kretanjem i igrom,
a isto tako utječe na promjenu antropološkog statusa
učenika i stvaranje navike za redovitim tjelesnim
vježbanjem. U vremenima u kojima trenutno živimo, očit
je stalan razvoj svih vrsta tehnologija, a posebno
informacijsko-komunikacijske tehnologije (IKT) koja nam
drastično mijenja i način života. Ključno je da učitelj TZK
ostane u centru poučavanja, a da informacijske i
komunikacijske tehnologije budu korištene kao pomoćna
sredstva koja će olakšati prijenos znanja učenicima te
uvažiti njihove razlike.
Ključne riječi – IKT; TZK; učitelji TZK; učenici

I.

UVOD

Informacijsko-komunikacijska tehnologija je generički
pojam, definiran kao raznolik skup tehnoloških alata i
resursa koji se koriste za komunikaciju, stvaranje, širenje i
upravljanje informacijama.
U nastavi Tjelesne i
zdravstvene kulture to obuhvaća sve komunikacijske
uređaje ili aplikacije, uključujući i monitore za praćenje
brzine otkucaja srca, brzinomjere, kamere, radio,
televiziju, pametne telefone, računala te mrežni hardver i
softver, satelitske sustave i slično, kao i različite servise i
aplikacije vezane uz njih.
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II. ULOGA INFORMACIJSKO-KOMUNIKACIJSKIH
TEHNOLOGIJA U ISHODIMA UČENJA U NASTAVI TJELESNE I
ZDRAVSTVENE KULTURE
Danas je upotreba IKT-a postala neizostavan dio
suvremene nastave. Mnoga istraživanja pokazuju da novi
mediji učenicima pomažu u savladavanju nastavnog
sadržaja te da potiču bolju suradnju i interakciju [4]. Isti
autor navodi da se učenici sve ranije susreću s
informacijsko–komunikacijskom tehnologijom te da bi
škola u poučavanju sve više trebala poticati upotrebu te
tehnologije. Korištenje IKT-a u nastavi TZK moglo bi
pridonijeti povećanju kvalitete nastave TZK tako da se
koriste brojne prednosti IKT-a. To je npr. jednostavan
pristup slikama, videozapisima i drugim resursima,
sposobnost jednostavnog objašnjenja složene informacije i
motoričkih vještina, održavanje više interaktivnih sati i
proširenje komunikacije među učenicima poslije nastave
TZK. Uz nove medije, učitelj više nije jedini izvor
informacija pa nastavni proces postaje dinamičniji i
zanimljiviji. Prenošenje informacija obavlja se putem više
kanala pa ih učenici mogu primiti vizualno, akustički i
kinestetički što nesumnjivo pozitivno utječe na proces
usvajanja znanja [5]. Od velike je važnosti da se uvođenje
IKT-a u nastavu TZK provede učinkovito i organizirano te
da učitelj poznaje tehnologiju koju koristi. Učitelj mora
uvijek iznova stjecati nove informatičke vještine jer brz
tehnološki razvoj uzrokuje stalne promjene u nastavi i
poučavanju pa smatraju da informacijska pismenost i nove
medijske tehnologije predstavljaju ključ za promoviranje
učenja [6] [7]. Uloga učitelja je jako važna za korištenje
IKT-a u nastavi, jer se osposobljenost za upotrebu
suvremenih tehnologija danas smatra jednom od iznimno
važnih kompetencija učitelja [8]. Iako je pozitivan utjecaj
tjelesne aktivnosti na zdravlje i prevenciju pretilosti
prepoznat i dokazan brojnim znanstvenim istraživanjima u
Hrvatskoj, kao i u većini drugih država, nastava TZK
provodi se samo dva puta tjedno. Korištenje novih medija
za sada ne može povećati broj sati TZK u nastavi, ali
može nastavu TZK učiniti privlačnijom i zabavnijom te
pružiti mogućnost svakodnevnog vježbanja, uz
zadovoljavanje vlastitih potreba, interesa i želja, s
ciljem stvaranja unutarnje potrebe za tjelesnom
aktivnošću i kretanjem svakog učenika [9]. Također,
korištenjem
raznih
komunikacijsko-informacijskih
tehnologija učenike bi se moglo obavještavati o
obilježavanju nekih važnih dana u godini koji su vezani uz
naše zdravlje. Tako korištenjem IKT-a u nastavi ne samo
TZK, nego i npr. Hrvatskog jezika, posebno dijela koji se
bavi medijskom kulturom učenika, možemo promicati
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zdrav način života i poticati učenike na razmišljanje o
važnosti kretanja za cjelokupno zdravstveno stanje ljudi, o
zdravoj prehrani, o potrebi mijenjanja navika koje ne vode
dobrome zdravlju. Učenike bi se moglo sve više pomoću
IKT tehnologije podsjećati da sve više brinu o svome
zdravlju dajući im putem raznih aplikacija, koje su
dostupne na pametnim telefonima, informacije o
obilježavanju tih važnih datuma za naše zdravlje kao što je
npr. 7. veljače, Dan planinara, 29. travnja Svjetski dan
plesa, 10. svibnja Dan tjelesne aktivnosti, 25. svibnja
Međunarodni dan sporta, 3. lipnja Svjetski dan bicikla, 15.
listopada Međunarodni dan pješačenja itd. Istraživanja
učinaka mobilnih uređaja i ostalih medija u nastavi TZK
ukazuju da primjena mobilnih aplikacija donosi promjene
u smislu poboljšanja prehrane, tjelesne aktivnosti i
sjedilačkog ponašanja među djecom [10]. Dio IKT-a su i
suvremeni digitalni satovi koji su se pojavili u zadnjih pet
godina, koji su povezani s pametnim telefonima i u sebi
sadrže vrlo ozbiljne aplikacije koje ne samo da mogu
pratiti brojne aktivnosti korisnika već mu mogu i izravno
podastirati i važne informacije kao što su količina
utrošenih kalorija, vrijeme stajanja i vježbanja, ritam srca,
vrste aktivnosti kojima se tijekom dana bavio, upozoriti ga
ako nije dovoljno spavao s obzirom na dob, ali i upozoriti
na prehrambene aktivnosti koje treba obavljati tijekom
dana, pa i na potrebu da povremeno prekine s
aktivnostima i nakratko se koncentrira i opusti, mirno
dišući. Dobra stvar ovakvih satova je i što korisnik može
ili sam odrediti količinu dnevnoga kretanja ili prihvatiti
neki od predloženih programa s obzirom na dob, visinu i
tjelesnu masu.
Takvi programi mnoge potiču na
aktivnosti jer u ljudskoj je prirodi da dostigne ono što je
izabrao ili si je sam postavio kao cilj. Preko pametnog
sata povezanoga s pametnim telefonom učenici mogu i od
učitelja primati poruke o potrebi za obavljanjem različitih
tjelesnih aktivnosti. Kako tehnologija te vrste sve više
nepreduje, i satovi s osnovnim funkcijama za praćenje
tjelesnih aktivnosti postaju sve dostupniji. Prateći i
iskustva slovenskih učitelja Tjelesne i zdravstvene kulture,
uočeno je da oni koriste IKT uglavnom za rješavanje
administrativnih poslova kao što su pisanje nastavnih
planova, analize, komunikaciju i promotivne aktivnosti
[11] [12] [13], što je i očekivano jer odgovarajuća IKT
tehnologija zahtijeva kompetencije za korištenje IKT-a
[14], visoku razinu entuzijazma i spremnosti uvođenja
promjene u vlastitoj praksi [15]. Međutim, suvremena
tehnologija ipak može pružiti važne vizualne i mentalne
povratne informacije u svladavanju novih pokreta,
poboljšanu kontrolu pokreta u različitim okolnostima i
bolje razumijevanje nastavnih sadržaja. To se posebno
odnosi na one slučajeve kada je povratna informacija
dostupna pomoću odgovarajućih materijala za e-učenje uz
upotrebu analize tjelesne kondicije, video isječke, video
analize, računalno simulirano kretanje, itd. Naravno, za
provedbu nabrojanih vrsta rada u tjelesnom i
zdravstvenom području bitni su mnogi elementi odgojnoobrazovnoga rada.
Tim elementima pripadaju, sa
stajališta opreme, trajno postavljena ili prijenosna
edukacijska sredstva. Edukacijska sredstva izvori su
znanja pomoću kojih se učeniku prenose određene
spoznajne poruke kako na nastavi, tako i na
izvannastavnim i izvanškolskim aktivnostima [16].
Proučavajući literaturu vezanu uz ovu temu, naišli smo na
vrlo zanimljive primjere korištenja IKT-a u nastavi TZK

938

koje su doista impresivne. Jedno od takvih informatičkokomunikacijskih sredstava koje se mogu preporučiti za
korištenje je „Microsoft KinectTM“. To je sustav koji
omogućuje registriranje podataka o anatomskim točkama
u 3D prostoru [17]. Radi na principu dubinske i vidne
informacije koje omogućuje senzor Kinecta na zaslonu
računala. Prikupljanje podataka provodi se na način da
učenik stoji na udaljenosti tri metra od senzora, a tijekom
pet sekundi softverski se očitavaju i pohranjuju podaci o
visini i još 40-ak mjera longitudinalne dimenzionalnosti
učenika.
Sve navedeno se može, osim povratnih
informacija roditeljima, koristiti u mnoge svrhe rada s
učenikom. Tjelesna visina, kao jedna od morfoloških
mjera, standardno se procjenjuje mjerenjem visine učenika
običnim visinomjerom ili antropometrom po Martinu.
Trajanje mjerenja visine učenika, uključujući postavljanje
učenika u ispravan položaj i upis rezultata, iznosi do 30
sekundi [18] [19].
Ovim sustavom mjerenja i
automatskog softverskoga bilježenja tjelesne visine
potrebno vrijeme iznosi 5 sekundi. Razlika je vidljiva jer
omjer potrebnog vremena između standardne i ove metode
iznosi 6:1 ukoliko se mjeri predloženim sustavom, a
poglavito u praćenju kvalitete vrednovanja učenika u
nastavi TZK. Uređaj Microsoft Kinecta, financijski je
trostruko jeftiniji od standardnoga antropometra, a
izrađena je nova proširena verzija ovog softvera za koju
ovaj uređaj uopće neće biti potreban. Ovi postupci već se
provode pomoću aplikacije koja je informatički
primjenjiva na svakom pametnom telefonu.
Kako
tehnologija napreduje iz dana u dan, tako se postupno
ubrzava i prijenos informacija od jednog do drugog
informacijskog uređaja (mobitel-računalo/laptop, laptoptelevizor itd). Jedan takav sustav omogućuje bežično
zrcaljenje mobitela ili drugoga kompatibilnoga mobilnoga
uređaja s računalom, laptopom, televizijskim zaslonom ili
video projektorom.
Dakle, „zrcaljenje zaslona“
omogućuje upotrebu računala, televizora ili video
projektora za projiciranje slike s mobitela. Ukoliko se, sa
stajališta nastave Tjelesne i zdravstvene kulture, projektor
postavi na strop prostora u kojem se provodi vježbanje,
slika će se projicirati na zid dvorane, hodnika ili
prilagođene učionice. Takav prikaz ima dimenzije od
nekoliko metara zbog čega je izrazito vidljiv svim
učenicima. Korištenje ovoga rješenja kineziolozima nije
potrebno detaljno objašnjavati jer ono omogućuje video
prikaz nastavnih tema ili bilo kojih edukacijskih video
sadržaja u svakodnevnom radu. Dodatne su prednosti,
koje nije moguće izvesti standardnom demonstracijom,
brojne. Na primjer, video prikaz projicirane nastavne
teme može se usporiti, može se više puta vrlo brzo
ponoviti, a po potrebi i „zamrznuti“ u ključnim trenucima
izvedbe (zgrčka, smak, premet strance, skok šut…).
Daljnje komparativne prednosti nije potrebno navoditi.
No, ovim se ne umanjuje značaj demonstracije uživo.
Međutim, provedba standardne demonstracije uživo
ponekad je nemoguća tjednima ili mjesecima tijekom
nastavne godine. Naime, učitelji TZK moraju kvalitetno
provoditi nastavu i kada nisu spremni za demonstraciju, a
demonstracija je zasigurno sastavni dio kvalitetne
provedbe nastavnoga sata. To su dani nakon npr.
bolovanja kada mnogi učitelji nisu još u potpunosti
spremni. Također, neki učitelji imaju akutne i/ili kronične
ozljede zbog čega nisu u mogućnosti pokazati određene
motoričke zadaće. U svjetlu pandemije covida-19 i
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potrebe da se škola odvija na daljini, ali i s projekcijom na
takve moguće situacije u bliskoj i daljoj budućnosti,
ovakav oblik komunikacije učitelja TZK i učenika itakako
dobiva na vrijednosti i smislenosti. Primjenom aplikacije
„zrcaljenje zaslona“, programski sadržaj koji se nalazi na
mobilnom uređaju bežičnim (wireless) putem prenosi se
na veći zaslon (video projektorom na zid dvorane) u
vremenskom trajanju od 5 sekundi. Naime, u nastavi
Tjelesne i zdravstvene kulture ima mnogo više nastavnih
tema čije efektivno vrijeme prikaza traje manje od sedam
sekundi (kolut naprijed, premet strance, skok šut, šut
sredinom hrpta stopala…), a samo nekoliko se prikazuje
duže od sedam sekundi.
Standardna demonstracija
učitelja traje vremenski prosječno dvostruko duže.
Razlika vremena može se mudro upotrijebiti za učiteljevo
analiziranje, naglašavanje i ukazivanje bitnih elemenata u
strukturi gibanja.
Po mnogim obilježjima koje ima ovo zanimanje,
učitelji TZK pripadaju u skupinu „vokalnih djelatnosti“.
Naravno da je to tako kada je glas most za uspostavu
komunikacije između učitelja i učenika.
III.

ZAKLJUČAK

Razvoj pametnih telefona, a time i mobilnih aplikacija,
jako se brzo širi te se njihova primjena u svrhu poučavanja
povećava.
Potpunu primjenu informacijske i
komunikacijske tehnologije, pa tako i pametnih telefona,
možemo osigurati jedino ako učitelj prati razvoj novih
tehnologija i njihovih mogućnosti, ako ih posjeduje i ako
podržava njihovu primjenu u nastavi. Ključno je da
učitelj TZK ostane u centru poučavanja, a da
informacijske i komunikacijske tehnologije budu korištene
kao pomoćna sredstva koja će olakšati prijenos znanja
učenicima te uvažiti njihove razlike. Korištenje svih
tehnologija može potaknuti učenike da više koriste
internet za potrebe nastave Tjelesne i zdravstvene kulture i
za još veća saznanja o kretanju i tjelesnoj aktivnosti kao
osnovnog pokretača zdravog načina života, a samim time
pridonijet će se razvoju zdravog hrvatskog društva koje
dobiva informacije što, kako i zašto vježbati [20]. Sve
upućuje na zaključak da primjena Informacijsko –
komunikacijske tehnologije uistinu doprinosi ili može
doprinositi kvaliteti provođenja rada u svim odgojno–
obrazovnim područjima, pa tako i u tjelesnom i
zdravstvenom
obrazovnom
području,
naglašeno
uključujući Tjelesnu i zdravsrvenu kulturu.
Držimo, stoga, da je više nego potrebno da se ubuduće
osigura u svim školama u puno većoj mjeri nego dosada,
ne samo potrebna komunikacijsko-informacijska sredstva,
nego još veća primjena tih sredstava u nastavi Tjelesne i
zdravstvene kulture.
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Sažetak - Poznato je da kod većine djece matematika kao
nastavni predmet ne izaziva previše ugodne asocijacije ni
emocije, već naprotiv: nelagodu, znojenje dlanova, čak i
frustracije. Dostupnost IKT-a promijenilo je način učenja i
poučavanja u matematici. U ovome radu opisano je
istraživanje čije je cilj bio provjeriti učinkovitost korištenja
novih tehnologija kao pomoćnog nastavnog sredstva u
uvodnom i završnom dijelu sata nastave matematike, te na
koji način one utječu na uspjeh učenika. T-testom za zavisne
uzorke utvrđeno je da postoji statistički značajna razlika u
prosječnoj zaključnoj ocjeni prethodne i tekuće godine za
sve učenika zajedno. Učenici su u prethodnoj godini imali
veću prosječnu zaključnu ocjenu (4,52) nego u tekućoj
godini (4,38). Obzirom da je istraživanje provedeno
početkom školske godine 2015./2016, ove školske godine se
na istom uzorku ispitanika anketnim upitnikom provjerila
relevantnost prethodno dobivenih rezultata. Na temelju
dobivenih rezultata možemo zaključiti da neovisno o
prethodno provedenoj aktivnosti primjene tableta u nastavi
matematike, to nije dugoročno doprinijelo boljem uspjehu
učenika. Učenici kao najveći razlog tome vide u težini i
opsegu gradiva. Dobiveni rezultati ukazuju da nije
postignuta dugoročna učinkovitosti korištenja IKT-a.
Ključne riječi – informacijsko – komunikacijska tehnologija,
matematika; razredna nastava

I.

UVOD

Sve više postajemo svjesni važnosti novih vještina 21.
stoljeća koje uključuju korištenje informacijskokomunikacijske tehnologije u gotovo svim sferama života,
a posebno u obrazovanju. U današnje je vrijeme gotovo
nemoguće zamisliti obrazovanje i učenje bez korištenja
računala i novih tehnologija. Računalo i Internet postali su
svakodnevnica učenika prije, poslije, ali i tijekom
nastavnog procesa [1].
Kao pomoćno nastavno sredstvo u nastavi, danas se
najčešće koriste računala i informatička tehnologija
(tableti, pametne ploče, pametni telefoni), dok je Internet
postao važno mjesto za sve oblike e-učenja te na taj način
postao jedan od glavnih izvora informacija.
Informacijsko komunikacijska tehnologija može imati
različite ulogama u školama u svrhu unapređenja učenja i
cijelog odgojno-obrazovnog procesa. Ovisno o svrsi i

940

načinu na koji se IKT alati koriste u učionici, Lim i Tay,
[2] klasificirali su IKT alate u 4 grupe:


Informacijski alati – aplikacije koje pružaju
informacije u različitim formatima (tekst, zvuk,
grafika ili video)



Situacijski alati – sustavi koji smještaju učenike u
okolinu gdje oni mogu „iskusiti“ kontekst i
događanja (simulacije igre i virtualne stvarnosti)



Konstrukcijski alati – mogu biti korišteni za
manipulaciju informacijama, organizaciju ideja ili
predstavljanje interpretacija (aplikacije umnih
mapa ili socijalnih mreža koje pomažu učenicima
da organiziraju svoje ideje, komuniciraju s njima i
dijele ih)



Komunikacijski alati – aplikacije koje olakšavaju
komunikaciju između učitelja i učenika te učenika
međusobno (e-mail, e-konferencije, e-diskusije...)
II.

IKT U NASTAVI MATEMATIKE

Matematika nastavlja biti važna komponenta u
formiranju obrazovane osobe i kao takvo, obrazovanje
matematike trebalo bi reflektirati ciljeve obrazovanja u
dinamičkom društvu. Obzirom da su mnoge matematičke
ideje po prirodi apstraktne, mora postojati poseban trud da
se smanji opseg apstraktnih sadržaja u nižim razredima.
Razumijevanje i shvaćanje matematičkih koncepata kroz
praktično iskustvo daje učenicima samopouzdanje da idu
prema apstraktnijim idejama [3].
Iako prema istraživanju koje je provela Klasnić [4],
učenici od prvog do četvrtog razreda nastavu matematike
ne smatraju teškom i da nemaju veći strah od nje, Hadley i
Dorward [5] govore da strah od nastave matematike s
godinama raste te da u osnovnom obrazovanju najveću
razinu tjeskobe učenici pokazuju upravo u nastavi
matematike.
Postojeće metode i načini poučavanja nisu dostatni za
ostvarenje matematičkih ciljeva u nekom razumnom
vremenu, stoga su se neke zemlje i institucije okrenule
IKT-u i istražuju načine kako IKT može pomoći u
dostizanju obrazovnih ciljeva matematike. Korisnici i
stručnjaci često se fokusiraju na to što specifična
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tehnologija može ili ne može učiniti za obrazovanje.
Procjena potencijala i prikladnosti pojedine tehnologije
mora se bazirati na obrazovnim potrebama i ciljevima, a
ne na samim tehnologijama [3].
Nove tehnologije omogućuju učenicima rješavanje
problemskih zadataka, istraživanje i razumijevanje veza
između nastavnih cjelina te aktivan pristup matematičkim
sadržajima [6]. U radu objavljenom u Centru za
tehnologiju u učenju [7] navode se dva osnovna razloga za
uvođenjem tehnologije u nastavu matematike: fokus na
učenikovom razmišljanju i veća opipljivost rezultata, čime
se postiže bolje razumijevanje pojmova i povezivanje
odnosa kako? i što?
Prednosti koje učenici dobivaju koristeći IKT u
matematici su velike. Tako učenici razvijaju matematičke
modele kroz istraživanje, interpretiranje i objašnjavanje
podataka [3], a uporaba edukacijske tehnologije pomaže u
stvaranju veza unutar i preko raznih područja matematike,
upoznavanju učenika s novom temom, ponavljanju
utvrđenih činjenica, razumijevanju ideja, razjašnjavanju
veza ili fizičkih grafičkih prikaza, interpretiranju
apstraktnih koncepata, te kod diskalkuluje1
Svjesni velike prednosti i učinkovitosti koje IKT pruža
u nastavi matematike, Odjel obrazovanja australske vlade
financirao je projekt pod nazivom „Poučavanje učitelja
za budućnost“ čiji je cilj bio razviti IKT kompetencije
kod budućih učitelja matematike kako bi ih mogli
primjenjivati u svome radu. Također, provedeno je
istraživanje na 118 seoskih i gradskih škola u Australiji
kako bi se utvrdilo koliko učitelja i na koji način koristi
IKT u nastavi matematike. Rezultati pokazuju da 73%
učitelja koristi uvijek ili često tehnologiju u nastavi
matematike dok je 27% učitelja koristi rijetko ili nikada
[8]. No, u istraživanju odnosa između upotrebe obrazovne
tehnologije u matematici i postignuća iz matematike u
Južnoj Africi, rezultati su pokazali da su učitelji tek s
10% učenika koristili računala u učionici i to kako bi
istražili matematičke pojmove, tražili ideje povezane s
matematikom ili vježbali matematičke vještine i
postupke. Utvrđeno je i da je uporaba obrazovne
tehnologije povezana s matematičkim postignućima
učenika [9].
Gotovo sva istraživanja navode kako informacijsko –
komunikacijska tehnologija u nastavi matematike prije
svega ima motivirajući karakter te snažno djeluje na
pažnju učenika prilikom uporabe. Tako o pozitivnom
utjecaju na ishode učenja, ali i na interes učenika za
matematiku pišu i Azid, Hasan, Nazarudin i Md-Ali [9].
Oni u svojem radu opsuju strategiju poučavanja koja je
koristila Web 2.0 alate i ne samo da je dovela do
povećanja matematičkih postignuća učenika, već ih je i
motivirala da izvršavaju zadatke dane tijekom
predavanja. Rezultati ovog istraživanja također su
pokazali i da je učenje matematike bilo zabavno, a
učenicu su postali više zainteresirani za upotrebu ovih
alata. Ove rezultate potvrđuju i rezultati dobiveni u
Odstupanja koja stvaraju učeniku ozbiljne teškoće u ovladavanju
matematikom/aritmetikom bez obzira na dostatan stupanj intelektualnog
razvoja, normalno funkcioniranje osjetila i optimalne uvjete redovitoga
podučavanja (Sharmi; Kako pomoći djetetu s teškoćama u učenju
matematike, Ostvarenje, Lekenik, 2001).

eksperimentu koji su proveli Yeh, Cheng, Chen, Liao i
Chan [10], gdje su za nastavu u učionici, ali i kod kuće
učenici učili koristeći aplikaciju Math-Island. Rezultat
ovog eksperimenta otkrio je da postoji porast postignuća
učenika u matematici, posebno u izračunavanju i
zadacima riječi. Ujedno, svi učenici u eksperimentalnoj
grupi imali su prilično visoku razinu interesa za
matematiku.
A. Tablet i matematičke aplikacije – pomoćno nastavno
sredstvo u nastavi matematike
U zadnjih deset godina nove tehnologije pružaju
učiteljima matematike više mogućnosti da nastavu
matematike učine zanimljivijima i poticajnijima. Tablet
PC je prijenosno računalo opremljeno „touch – screenom“
(ekranom na dodir), a korisnik dodirom na ekran može
pisati i manipulirati uređajem. Tableti su dostupni u
obrazovne svrhe od početka 21. stoljeća – no njihov se
potencijal rijetko koristio radi troškova.
Zadnjih godina uočena je brza ekspanzija tableta u
kućanstvima i školama. Jedna od obrazovnih prednosti
tableta je korištenje matematičkih aplikacija u učenju
matematike. Postoje aspekti koji potvrđuju da korištenje
matematičkih aplikacija i softvera unaprjeđuje nastavu
matematike. Prije svega nudi mogućnost više opcija
prikaza što podrazumijeva dostupnost različitih načina
prikazivanja matematičkih sadržaja. Zadnja tri desetljeća
razvijeni su i proučavani različiti tipovi matematičkih
programa.
Posljednjih godina aplikacije 2 su se brzo proširile.
Trenutno postoji preko milijun aplikacija u online trgovini
aplikacija App Store - za iOS uređaje i online trgovini
aplikacija Google Play - za Android uređaje. Štoviše,
izdašna količina matematičkih aplikacija dostupna je u
obje „on-line“ trgovine. Matematičke aplikacije koje se
izvode na prijenosnim tabletima vrlo su korisne za
matematičko učenje jer omogućuju učenicima da vlastitim
tempom rade na rješavanju matematičkih problema što
može biti posebno korisno za učenike s posebnim
potrebama kojima je potrebno više vremena za rješavanja,
te pružaju učenicima trenutnu povratnu informaciju o
točnosti obavljenih zadataka što bi tradicionalnim
načinom učenja bilo teško postići – pružanje brze
povratne informacije je vrlo važno za učenike s posebnim
potrebama [11].
Iako su se aplikacije pokazale kao korisne i
motivirajuće za učenje, postaji još dosta prostora za
njihovo poboljšanje. Kompleksna rješenja koja se nude
mogu izgledati nejasno, a tehnologija ne mora uvijek
funkcionirati ispravno. Također, ukoliko uporaba tableta
nije dobro organizirana, dolazi do gubitka vremena koje
odlazi na podjelu tableta, vrijeme potrebno za pokretanje
aplikacija te spajanje na Internet mrežu koja svakako mora
pokrivati učionice u kojima se koriste tableti.

1
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Aplikacije su softverski programi koji se pokreću na tabletima i
pametnim telefonima
2
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III.

METODOLOGIJA ISTRAŽIVANJA

Uzevši u obzir činjenicu da je matematika jedan od
predmeta koji učenicima zadaje najviše problema i
strahova, posebno u višim razredima osnovne škole,
istraživanje je provedeno upravo na tom predmetu.
A. Prvi dio istraživanja
Cilj istraživanja bio je provjeriti učinkovitost
korištenja novih tehnologija kao pomoćnog nastavnog
sredstva u uvodnom i završnom dijelu sata nastave
matematike te na koji način one utječu na uspjeh učenika.
Na temelju definiranog cilja istraživanja postavljeno
je prvo istraživačko pitanje:
 P1 - U kojoj mjeri primjena IKT-a utječe na
uspjeh u usvajanju matematičkih sadržaja kod
učenika razredne nastave?
Istraživanje je provedeno početkom školske godine
2015./2016. i trajalo je cijelo prvo polugodište na ukupno
60 sati matematike. Provedeno je za potrebu izrade
doktorske disertacije3 [12]. U istraživanju je sudjelovalo
127 učenika trećih i četvrtih razreda iz 6 razrednih odjela,
koji su bili podijeljeni u dvije eksperimentalne i jednu
kontrolnu grupu. U istraživanju je korišteno pet
edukativnih alata pomoću kojih su učenici, primjenom
taktilne tehnologije, rješavali kvizove znanja i igrali
edukativne
matematičke
igre.
U
uvodnom
(motivacijskom) dijelu sata koristili su Kahoot, Plickers i
Matematičku igru za dvoje jer ti alati, osim edukativne
uloge, imaju i natjecateljski karakter (vremensko
ograničenje, lista učenika poredanih po uspjehu) što
dodatno doprinosi motivaciji učenika te njihovom
interesu za matematičke zadatke. U završnom dijelu sata
učenici su samostalno rješavali zadatke koristeći alate
Socrative i Nearpod koji su ih vodili kroz cijeli kviz,
dajući im detaljne upute i povratne informacije o točnosti
njihova odgovora.
B. Drugi dio istraživanja
Cilj drugog dijela istraživanja bio je ispitati sadašnje
stanje obzirom na uspjeh u nastavi matematike te na taj
način provjeriti rezultate primjene IKT-a u nastavi
matematike kod onih ispitanika koji su sudjelovali u
prethodno opisanom eksperimentu. Obzirom da je
eksperiment proveden školske godine 2015./2016., ovim
rezultatima dobio bi se uvid o postignutoj dugoročnoj
učinkovitosti primjene IKT-a u nastavi matematike.

nejednakosti između ovog uzorka i uzorka iz prvog dijela
istraživanja proizlazi iz činjenice da su neki učenici koji
su sudjelovali u prethodno opisanom eksperimentu već
završili osnovnoškolsko obrazovanje, a u kontrolnim i
eksperimentalnim skupinama u međuvremenu su zbog
promijene škole došli novi učenici, a otišli neki postojeći.
IV.

REZULTATI ISTRAŽIVANJA

A. Prvi dio istraživanja
Za opis podataka prikupljenih na uzroku korištene su
osnovne deskriptivne analize: izračunavanje postotaka
pojedinih kategorija za kvalitativne varijable te mjera
centralne tendencije i disperzije (aritmetička sredina i
standardna devijacija) za kvantitativne varijable. Svi
zaključci statističkih testiranja doneseni su uz 5% rizika
pri zaključivanju (tj. uz p<0,05).
Prije početka provođenja eksperimenta izmjerilo se
početno stanje učenika obzirom na njihov uspjeh u
matematici u prošloj godini (zaključna ocjena) te
inicijalni ispit znanja (ispit predznanja) kako bi se
utvrdilo početno stanje svih triju grupa. Tijekom
eksperimenta uspjeh učenika provjeravao se ispitima
znanja nakon svake obrađene cjeline (3 puta tijekom
eksperimenta).
Vidljivo je da su učenici iz kontrolne skupine u
početnom mjerenju, prije provođenja eksperimenta,
pokazali nešto slabije znanje na ispitu predznanja od
učenika prve i druge eksperimentalne skupine (Slika 1).
Iznenađuju rezultati prvog testa znanja u kojem su upravo
učenici iz kontrolne skupine postigli najbolji uspjeh, a
učenici druge eksperimentalne koji su već mjesec dana
provjeravali svoje znanje i vježbali uz pomoć tableta
postigli najlošiji uspjeh. Na drugom ispitu znanja učenici
svih razreda postižu približno jednake rezultate, no
razlika u njihovim ocjenama najviše je vidljiva na
zadnjem ispitu znanja na kojem su najslabije rezultate
ipak ostvarili učenici kontrolne skupine, a najbolje
rezultate učenici druge eksperimentalne skupine.

Na temelju definiranog cilja istraživanja postavljeno
je drugo istraživačko pitanje:
 P2 – Može li se utvrditi postizanje dugoročne
učinkovitosti korištenja IKT-a u nastavi
matematike?
Istraživanje je provedeno tijekom školske godine
2020./2021. Za potrebe ovog dijela istraživanja kreiran je
anketni upitnik. Svi odgovori ispitanika bili su anonimni.
U istraživanju je sudjelovalo 120 učenika. Razlog
3

Slika 1.

Prosječne ocjene tijekom polugodišta prema grupi, N=127

Usporedba ocjena na ispitu predznanja i testovima
tijekom provođenja istraživanja
Prosječne ocjene svih učenika zajedno iz ispita
predznanja te tri ispita tijekom provođenja istraživanja
prikazane su u Tablici 1. Analiza varijance za ponovljena

http://darhiv.ffzg.unizg.hr/id/eprint/8771/1/Pavi%C4%8Di%C4%87%2
0Zajec,%20Tea.pdf
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mjerenja pokazala je da postoji statistički značajna razlika
u prosječnim ocjenama (p <0,001).
Prosječna ocjena na ispitu predznanja statistički je
značajno manja od prosječnih ocjena na sva tri testa
provedena tijekom provođenja istraživanja, dok među
njima nema statistički značajnih razlika.
PROSJEČNE OCJENE SVIH UČENIKA ZAJEDNO, N=
127

TABLICA I.

Aritmetička
sredina
(0) Ispit predznanja
(1) Ispit 1
(2) Ispit 2
(3) Ispit 3

3,69
4,21
4,31
4,38

sd
1,1034
,9867
,8775
,9834

Statistički
značajne razlike
uz p<,05
0<1,2,3
1>0
2>0
3>0

Kontrolna grupa
Prosječne ocjene učenika u kontrolnoj grupi iz ispita
predznanja te tri ispita tijekom provođenja istraživanja
prikazane su u Tablici 2. Analiza varijance za ponovljena
mjerenja pokazala je da postoji statistički značajna razlika
u prosječnim ocjenama (p <0,001). Prosječna ocjena
ispita predznanja manja je od prosječnih ocjena sva tri
ispita tijekom provođenja istraživanja, dok između njih
nema statistički značajne razlike.
PROSJEČNE OCJENE UČENIKA U KONTROLNOJ
GRUPI, N= 40

TABLICA II.

Aritmetička
sredina
(0) Ispit predznanja
(1) Ispit 1
(2) Ispit 2
(3) Ispit 3

3,53
4,38
4,33
4,08

sd
1,1980
,8679
,9167
1,1851

Statistički
značajne razlike
uz p<,05
0<1,2,3
1>0
2>0
3>0

Prva eksperimentalna grupa
Prosječne ocjene učenika u prvoj eksperimentalnoj
grupi iz ispita predznanja te tri ispita tijekom provođenja
istraživanja prikazane su u Tablici 3. Analiza varijance za
ponovljena mjerenja pokazala je da postoji statistički
značajna razlika u prosječnim ocjenama (p<0,001).
Prosječna ocjena ispita predznanja manja je od prosječnih
ocjena sva tri ispita tijekom provođenja istraživanja, dok
između njih nema statistički značajne razlike
PROSJEČNE OCJENE UČENIKA U PRVOJ
EKSPERIMETALNOJ GRUPI, N= 43

TABLICA III.

Aritmetička
sredina
(0) Ispit predznanja
(1) Ispit 1
(2) Ispit 2
(3) Ispit 3
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3,72
4,26
4,33
4,35

sd
1,1407
,9535
,8083
1,0208

Druga eksperimentalna grupa
Prosječne ocjene učenika u drugoj eksperimentalnoj
grupi iz ispita predznanja te tri ispita tijekom provođenja
istraživanja prikazane su u Tablici 4. Analiza varijance za
ponovljena mjerenja pokazala je da postoji statistički
značajna razlika u prosječnim ocjenama (p<0,001).
Najviša prosječna ocjena je ocjena na trećem testu
tijekom provođenja istraživanja, dok je najmanja ocjena
iz ispita predznanja. Ostale statistički značajne razlike
prikazane su u Tablici 4.
PROSJEČNE OCJENE UČENIKA U DRUGOJ
EKSPERIMENTALNOJ GRUPI, N= 44

TABLICA IV.

Aritmetička
sredina
(0) Ispit predznanja
(1) Ispit 1
(2) Ispit 2
(3) Ispit 3

3,80
4,00
4,27
4,68

sd
,9784
1,0997
,9242
,6013

Statistički
značajne razlike
uz p<,05
0<1,2,3
1<3
2>0; 2>3
3>0.1,2

Jednosmjerna analiza varijance pokazala je da postoji
statistički značajna razlika u prosječnim ocjenama na
trećem ispitu tijekom provođenja istraživanja između
grupa učenika (F=4,223, p=0,017). Tamhaneovim T2
post hoc testom za nehomogene varijance utvrđeno je da
je prosječna ocjena na trećem ispitu učenika u kontrolnoj
grupi statistički značajno manja od prosječne ocjene na
trećem ispitu učenika u drugoj eksperimentalnoj grupi
(p=0,015). Između ostalih grupa nema statistički značajne
razlike u prosječnoj ocjeni na trećem ispitu.
Ovi rezultati odgovor su na prvo istraživačko pitanje.

B. Drugi dio istraživanja
Kao što je prethodno spomenutu, u ovome dijelu
istraživanja sudjelovalo je 120 ispitanika, a od toga njih
61 (50,8%) je prethodno primjenjivalo tablete u nižim
razredima, dok se 59 (49,2%) ispitanika izjasnila da nisu
koristili tablete u nižim razredima.
Pri odgovaranju na pitanje o svom uspjehu iz
predmeta matematike u višim razredima osnovne škole
(od 5. do 8.) u odnosu na postignuti uspjeh u nižim
razredima, 54,2% ispitanika izjasnilo se da su ostvarili
lošiji uspjeh, 38,3% njih da im se uspjeh nije promijenio,
a tek 7,5% ima bolji uspjeh nego u nižim razredima.
Detaljnijom analizom možemo uočiti podjednake udjele
odgovora neovisno o prethodnom iskustvu upotrebe
tableta u nižim razredima osnovne škole (Slika 2).

Statistički
značajne razlike
uz p<,05
0<1,2,3
1>0
2>0
3>0

943

Ukoliko stavimo u međusobni odnos moguće utjecaje
na uspjeh (ocjene) i postignutu razinu uspjeha iz
matematike u višim razredima primjećujemo da je na
lošiji uspjeh najviše utjecala težina i opseg gradiva.
Ujedno, vidljivo je da poučavanje potpomognuto IKT-om
nije odabrano kao razlog postizanja boljeg uspjeha iz
matematike već samo zadržavanje postojećeg. (Slika 4.).

Slika 2. Ostvareni uspjeh iz matematike u višim razredima obzirom na
prethodnu upotrebu tableta u nižim razredima, N=120

Analizirajući odgovore o tome što ispitanici smatraju
da je najviše utjecalo na njihov uspjeh (ocjene) iz
matematike u višim razredima, 51,2% ispitanika smatra
da je to težina i opseg gradiva, 14,9% da je uzrok
poučavanje na klasičan način (bez IKT-a), 9,9% da je to
poučavanje potpomognuto IKT-om, a njih 24% za uzrok
smatra nešto drugo. Detaljnijom analizom možemo uočiti
podjednaki udio odgovora neovisno o prethodnom
iskustvu upotrebe tableta u nižim razredima osnovne
škole kod tvrdnje da težina i opseg gradiva imaju utjecaj
na ocjenu. Kod ostalih tvrdnji primjećuju se manje
razlike, no kod tvrdnje da poučavanje potpomognuto
IKT-om ima utjecaj na uspjeh matematike izjasnilo se
9,17% učenika koji su prethodno upotrebljavali tablet,
dok isto tako izjasnilo samo 0,83% onih koji nisu imali
prethodno to iskustvo (Slika 3).

Slika 3. Utjecaj na uspjeh iz matematike u višim razredima osnovne
škole, N=120
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Slika 4. Utjecaj na uspjeh i ostvarenost uspjeha iz matematike u višim
razredima osnovne škole, N=120

V.

ZAKLJUČAK

Cilj ovog rada bio je kroz prvi dio istraživanja
provjeriti učinkovitost korištenja novih tehnologija kao
pomoćnog nastavnog sredstva u uvodnom i završnom
dijelu sata nastave matematike te na koji način one utječu
na uspjeh učenika. Istraživanje je provedeno na učenicima
trećih i četvrtih razreda koji su bili podijeljeni u dvije
eksperimentalne i jednu kontrolnu grupu. Na tablet
računalima učenici su dobili pripremljene kvizove,
edukacijske igre za provjeru matematičkih znanja, igre
natjecateljskog karaktera, križaljke i zadatke za
ponavljanje. U uvodnom dijelu sata koristile su se
aplikacije sa matematičkim zadacima za djecu
(Matematika 3 i 4, Matematička igra za 2 osobe,
Photomath, Tellagami, Kocke, Zabavna matematika, QR
code, GeoGebra,...) dok su se u završnom dijelu sata
koristile edukativne platforme za izradu kvizova, igara i
prezentacija (Kahoot, Socrative,Plickers, Nearpod).
Za utvrđivanje uspjeha učenika obrađeni su rezultati
dobiveni na ispitu predznanja te na tri testa znanja koja su
učenici pisali tijekom provođenja eksperimenta. Učenici iz
kontrolne skupine u početnom mjerenju, prije provođenja
eksperimenta, pokazali su nešto slabije znanje na ispitu
predznanja od učenika prve i druge eksperimentalne
skupine. Usporedbom prosječnih ocjena prvog i drugog
ispita znanja nije utvrđena statistički značajna razlika.
Tamhaneovim T2 post hoc testom za nehomogene
varijance utvrđeno je da je prosječna ocjena na trećem
ispitu učenika u kontrolnoj grupi statistički značajno
manja od prosječne ocjene na trećem ispitu učenika u
drugoj eksperimentalnoj grupi (p=0,015). Između ostalih
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grupa nema statistički značajne razlike u prosječnoj ocjeni
na trećem ispitu. Obzirom na dobivene rezultate, ne može
se sa sigurnošću zaključiti da učenici koji koriste
tehnologiju u nastavi matematike postižu bolji uspjeh na
ispitima znanja od učenika koji rade na klasičan način
(bez tehnologije).
Ovi rezultati mogu se usporediti s rezultatima
istraživanja koje su proveli Fabian i Topping [14]
ispitujući percepciju učenika o korištenju mobilnih
tehnologija i njihov učinak na matematička postignuća.
Eksperimentalna skupina u matematičkim aktivnostima
koristila se tabletama, dok je kontrolna skupina imala
slično osmišljene aktivnosti bez tableta. Većina učenika
iz eksperimentalne skupine imala je pozitivne ocjene, ali
njihove ocjene krajnje aktivnosti nisu se značajno
razlikovale od kontrolne skupine. Nije utvrđena razlika u
rezultatima postignuća skupina nakon testiranja.
Sveukupno, studija naglašava da uspjeh mobilne
intervencije učenja ovisi o raznim čimbenicima, poput
karakteristika učenika, stabilnosti tehnologije i
kompatibilnosti sadržaja.
U drugom dijelu istraživanja pomoću anketnog
upitnika ispitala su se mišljenja i provjerili rezultati
primjene IKT-a u nastavi matematike kod onih ispitanika
koji su sudjelovali u prethodno opisanom eksperimentu.
Obzirom da je eksperiment proveden školske godine
2015./2016., ovim rezultatima dobio se uvid o postignutoj
dugoročnoj učinkovitosti primjene IKT-a u nastavi
matematike.
Na temelju dobivenih rezultata možemo zaključiti da
neovisno o prethodno provedenoj aktivnosti primjene
tableta u nastavi matematike, to nije dugoročno
doprinijelo boljem uspjehu učenika, jer se 54,2%
ispitanika izjasnilo da su postigli lošiji uspjeh iz
matematike nego u nižim razredima. Učenici kao najveći
razlog tome vide u težini i opsegu gradiva, čak njih
51,2%. Stavljajući u međuodnos moguće utjecaje na
uspjeh i postignutu razinu uspjeha iz matematike u višim
razredima primjećujemo da poučavanje potpomognuto
IKT-om nije odabrano kao razlog postizanja boljeg
uspjeha iz matematike već samo zadržavanje jednakog
uspjeha.
Obzirom na ovakve dobivene rezultate, postizanje
dugoročne učinkovitosti korištenja IKT-a. nije ostvareno.
Činjenica je da je ipak uloga učitelja presudna u
motiviranju učenika za nastavni sadržaj. Mašta i
entuzijazam učitelja mogu prevladati potencijalne
nedostatke opreme i resursa [13].

MIPRO 2021/CE

LITERATURA
I. Matasić and S. Dumić, “Multimedijske tehnologije u
obrazovanju,” Medijska Istraživanja Znan.-Stručni Časopis Za
Novinarstvo Medije, vol. 18, no. 1, pp. 143–151, Jun. 2012.
[2] C. P. Lim and L. Y. Tay, “Information and Communication
Technologies (ICT) in an Elementary School: Students’
Engagement in Higher Order Thinking,” J. Educ. Multimed.
Hypermedia, vol. 12, no. 4, pp. 425–451, 2003.
[3] A. Murthy, “ICT AND ITS’ ROLE IN PRIMARY
MATHEMATICS EDUCATION,” p. 6.
[4] I. Klasnić, “Matematika, “ljuta si k’o paprika“ – mit ili realnost?,”
14 Dani Mate Demarina Suvremeni Izazovi Teor. Prakse Odgoja
Obraz., p. 139, 2014.
[5] K. M. Hadley and J. Dorward, “Investigating the Relationship
between Elementary Teacher Mathematics Anxiety, Mathematics
Instructional Practices, and Student Mathematics Achievement,”
J. Curric. Instr., vol. 5, no. 2, Art. no. 2, Oct. 2011, doi:
10.3776/joci.%y.v5i2p27-44.
[6] L. Y. Tay, S. K. Lim, C. P. Lim, and J. H.-L. Koh, “Pedagogical
approaches for ICT integration into primary school English and
mathematics: A Singapore case study,” Australas. J. Educ.
Technol., vol. 28, no. 4, Art. no. 4, May 2012, doi:
10.14742/ajet.838.
[7] “Center for Technology in Learning.”, Why should a teacher use
technology in his or her mathematics classroom? SRI
International, 2007, Pristupano: Jan. 31, 2021. [Online].
Dostupno:
https://education.ti.com/sites/UK/downloads/pdf/Research%20N
otes%20-%20Technology%20in%20Class.pdf.
[8] L. Day, “A Snapshot of the Use of ICT in Primary Mathematics
Classrooms in Western Australia,” Aust. Prim. Math. Classr., vol.
18, no. 1, pp. 16–24, 2013.
[9] N. Azid, R. Hasan, N. F. M. Nazarudin, and R. Md-Ali,
“Embracing Industrial Revolution 4.0: The Effect of Using Web
2.0 Tools on Primary Schools Students’ Mathematics
Achievement (Fraction),” Int. J. Instr., vol. 13, no. 3, pp. 711–
728, Jul. 2020.
[10] C. Y. C. Yeh, H. N. H. Cheng, Z.-H. Chen, C. C. Y. Liao, and T.W. Chan, “Enhancing achievement and interest in mathematics
learning through Math-Island,” Res. Pract. Technol. Enhanc.
Learn., vol. 14, no. 1, p. 5, Mar. 2019, doi: 10.1186/s41039-0190100-9.
[11] S. Baker, R. Gersten, and D. Lee, “A Synthesis of Empirical
Research on Teaching Mathematics to Low-Achieving Students,”
Elem. Sch. J. - ELEM SCH J, vol. 103, Sep. 2002, doi:
10.1086/499715.
[12] T.
Pavičić
Zajec,:
“UČINKOVITOST
KORIŠTENJA
INFORMACIJSKO-KOMUNIKACIJSKE TEHNOLOGIJE U
NASTAVI MATEMATIKE NIŽIH RAZREDA OSNOVNE
ŠKOLE,”, doktorski rad, Zagreb, 2007. Pristupano: Jan. 03.01,
2021. [Online]. Dostupno::
https://education.ti.com/sites/UK/downloads/pdf/Research%20No
tes%20-%20Technology%20in%20Class.pdf.
[13] K. Tomljenović and V. Zovko, “Primjena informacijskokomunikacijske tehnologije u nastavi matematike – komparativna
analiza uspjeha učenika 7. razreda osnovne škole,” Croat. J. Educ.
Hrvat. Časopis Za Odgoj Obraz., vol. 18, no. Sp.Ed.2, pp. 215–
221, Aug. 2016, doi: 10.15516/cje.v18i0.2177.
[14] K. Fabian and K. J. Topping, “Putting ‘mobile’ into mathematics:
Results of a randomised controlled trial,” Contemp. Educ.
Psychol.,
vol.
59,
p.
101783,
Oct.
2019,
doi:
10.1016/j.cedpsych.2019.101783.
[1]

945
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Sažetak - Ovaj stručni rad temelji se na provođenju
velikih višegodišnjih projekata, kao što je projekt Drvokod
u kojega je uključeno nekoliko desetaka škola, mentora i
učenika, rasprostranjenim na cijelom teritoriju države.
Rad se odnosi na planiranje, provođenje i evaluaciju, te
isto tako na usavršavanje i nadgradnju u budućim
verzijama.
Zadavanje ciljeva i zadataka je jedan od najvažnijih
aspekata projekta, no međutim planiranje i provedba
zauzimaju važno mjesto. To se najviše odražava u velikim
projektima koji se izvode na više međusobno udaljenih
lokacija.
U radu su iznesene smjernice za rad, tehnička priprema,
permanentno praćenje te evaluacija. Naravno i
mnogobrojni problemi koji su proizašli prilikom same
provedbe.
Zasigurno veliki i višegodišnji projekti se ne bi mogli
zamisliti bez IKT -a, te korištenja mnogobrojnih alata i
aplikacija.
Kako se većina projekata odvija posredstvom Interneta,
omogućena je velika mogućnost moderiranja u realnom
vremenu pa tako i vrlo vrijedna analitika same provedbe
projekta.
Stručni rad se temelji na stvarnim podatcima.
Ključne riječi – projekti; analitika

I.

UVOD

U ovom radu se govori o projektu Drvokod koji se
odvija u više škola na većoj udaljenosti u trajanju više
godina. Da bi se omogućilo postojanje projekta potrebno
je pomno planirati osim ciljeva i zadataka samog projekta
i njegovo izvođenje i opstojnosti.
A. Ciljevi
Ciljevi višegodišnjih projektnih aktivnosti potiču učenike
na
razvoj
istraživačkih
kompetencija
koje
podrazumijevaju analitički pristup temeljen na
znanstvenim principima, odnosno razvoj vještina
postavljanja
pitanja,
planiranja,
promatranja,
eksperimentiranja, tumačenja rezultata, donošenja
zaključaka i predstavljanja istraživanja.
Projektna je nastava problemski i istraživački usmjerena
nastava,
potkrijepljena
samostalnim
učeničkim
istraživačkim radovima. Sastoji se od modela nastave
organiziranog oko projekta [1].
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Projektna nastava se definira kao rad učenika na
određenom istraživačkom projektu u određenom
vremenskom trajanju [2].
Odgojno-obrazovnim procesom učenike se osposobljava
za suradnju i komunikaciju uz međusobno uvažavanje,
kritički odnos prema informacijama i argumentirano
iznošenje ideja te ih se potiče na osobni doprinos
očuvanju bioraznolikosti i prirodne baštine Hrvatske.
Razvijaju se i kompetencije korištenja različitim
tehnologijama, poput informacijsko-komunikacijskim
tehnologijama, optičkim napravama, alatima i sličnim.
Stvara se ozračje za inovativno i kreativno rješavanje
problema povezanih s biološkim temama. Razvijanjem
odgovornosti potiče se solidarno promišljanje i djelovanje
važno za osobnu dobrobit i dobrobit zajednice.
Ciljevi mentora su izuzetno važni u samom procesu
vođenja učenika, koordiniranja svih aktivnosti i
međusobne suradnje kako između kolega u istoj školi
tako i između kolega u različitim gradovima [3].
B. Stupnjevitost
Velike projekte treba raditi u nekoliko faza, Prvo je
izrada projekta u školi koji se provodi kroz projektnu
nastavu koja se svrstava u osnovni oblik nastave, u kojem
se posebno ističe zajednički rad nastavnika i učenika na
rješavanju problema [4].
Zato je potrebno sastaviti tim od nekoliko mentora i
oformiti grupu učenika za njegovo provođenje
Ukoliko je projekt zanimljiv proširit će se na županiju, a
u nekim slučajevima i na državu. Nadalje projekt može
postati i međunarodni. (slika1.)
C. Slojevitost
Za kvalitetnu provedbu potrebno je napraviti podjelu
na autore projekta, izvoditelje projekta, daljnje edukatore i
na korisnike rezultata projekta.
Veliki projekti se obično izvode u fazama, tako da se
obično provodi i npr. prvoj fazi kao školski projekt, druga
faze je županijski nivo, dok slijedeće faze su projekt na
državnoj ili međunarodnoj razini. (slika 1.)
Svaka faza djeluje u mikro cjelini kao zasebni projekt,
sa definiranim ciljevima, zadatcima, metodama i
vremenskom intervalu. Faze se mogu ispreplitati, što ovisi
o sposobnosti i spretnosti izvoditelja ili korisnika projekta.
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II.

PROVEDBA

domena. U pripremu spada izrada matične web stranice tj.
portala koji objedinjuje sve korisnike, te dodjeljivanje
zasebne sub-domene svakoj školi (izvoditelju ) uključenoj
u projekt.
Osim ovoga u tehničku pripremu spada i pripadajući
hardver koji posjeduju korisnici, a biti će potreban u
realizaciji, kao npr. fotoaparati, računala, tableti
mobiteli, laserski pisači, plastifikatori i ostali sitni pribor.
IKT tehnologije dijelimo na slijedeće segmente:

Slika 1.

MS Teams – je dio sustava Office365 [6], koji je
najviše korišten u internoj komunikaciju autora i
između korisnika projekta. Oformljen je posebni
kanal, koji je podijeljen na timove iz pojedinih
oblasti.

•

Photo Shop – kao predstavnik programa za
obradu slike. Kako se sve što se radi u projektu
treba i adekvatno prezentirati, mnoge fotografije
je potrebno obraditi. Ponajviše radi isticanja
detalja koje je preporučljivo postaviti na web
stranicu u foto galeriji. Uz Photo Shop moguće je
koristiti i manje zahtjevne programe kao npr. Fast
Stone ili IrfanView [7].

•

QR Code Generator [8]. Za brzi pristup svim
pojedinim materijalima, kako pismeno tako i na
webu, na pojedine dokumente je potrebno utisnuti
QR Cod. Njega možemo izraditi na različite
načine. Jedan od najjednostavnijih je korištenje
ove slobodne web aplikacije, koja nam daje QR
Code ispisane riječi, bez potrebne pred instalacije.

•

WordPress – osnovni CMS sustav za izradu web
stranica [9]. Za njegovo korištenje je potrebna
instalacije na prethodno zakupljen server uz
pripremljenu sub-domenu koja će predstavljati
naziv stranice.

Prikaz II. faze projekta

A. Planiranje
Tijekom nastave poželjno je da učenici izrađuju različite
projekte vezane uz promatranja i istraživanja u svrhu
učenja. Takav oblik nastave osobito potiče istraživački
rad učenika tijekom kojeg učenik sam dolazi do novih
znanja. Bitno je da projekt učenicima bude zanimljiv i
izazovan. Pri pripremi istraživanja učenike treba
usmjeravati da postave jedno jasno istraživačko pitanje na
koje će moći dobiti odgovor provedbom istraživanja.
Nakon što je istraživačko pitanje postavljeno dalje slijedi
detaljno planiranje provedbe projekta. Učenici su
podijeljeni u grupe. Jednu grupu čine učenici koji se bave
biološkim dijelom projekta, a drugi dio čine učenici koji
se bave informatičko-tehničkim dijelom projekta. Svaka
grupa radi svoj dio, da bi nakraju postali jedna grupa koja
se bavi završnim dijelom projekta.
Obje grupe učenika određuju materijale i postupke koje
će koristiti u radu. Prema nacrtu istraživanja pri provedbi
istraživanja bilježe se rezultati istraživanja usklađeni s
ciljem istraživanja i postavljenim hipotezama. Rezultate
obogaćuju tablice, slike i prilozi koji su povezani s
tekstom. Nakon provedbe istraživanja i analize rezultata
pristupa se pripremi izvještaja o istraživanju [5]. Rezultati
projekta se prikazuju na razini škole, zatim na razini
županije, kada se priključe i druge škole iz županije.
Projekt je prezentiran i na državnoj razini nakon čega se
pridružilo još škola diljem države.
Nakon pridruživanja ostalih škola, održane su radionice
kako bi se dale jednake upute za rad mentorima i
učenicima. Sve objave svih škola su objedinjene i
postavljene na web portal čime je olakšan pregled i
međusobna suradnja. Na portalu se nalazi svih 28 škola
koje su uključene u projekt. Na njihovim web adresama
nalazi se popis vrsta drveća koje škole posjeduju
isključivo u školskom dvorištu. Ukupan broj izbrojanog i
determinirango drveća je 110, od toga 52 različite vrste.
Razliku upravo čine drveća istih vrsta koja se ponavljaju
u više škola ili čak u istim školama,a one samo ulaze u
ukupan broj izbrojanog drveća.
B. Tehnička priprema
Za provedbu velikih projekata potrebna je i određena
tehnička priprema. Ovdje spada posjedovanje hosting
servera sa mogućnošću udomljavanja velikog broja sub-
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•

Za rad u WordPressu je potrebno predznanje koje
je objašnjeno u slijedećem koraku.
•

Google Analitics – je vrlo moćan alat iz Google
obitelji. Prvenstveno služi za kontrolu i analitiku
posjećenosti web stranice. Ovo je vrlo moćan alat
koji nam može pokazati broj posjeta, vrijeme
pregleda, geografsku poziciju posjetitelja i još
mnogo toga. Podatci mogu biti prikazani
numerički i grafički, te su prilagođeni za dodatnu
analizu. Ovi podatci, u većini slučajeva nisu
dostupni javno, te ih najčešće koristi administrator
sustava.

Edukacija:
Kod velikih projekata važnu ulogu ima educiranje svih
onih koji sudjeluju u projektu. Jedna bitna stvar su
radionice za polaznike. Radionice se organiziraju
tematski, u živo ili on line. Uz predavanja koja prethode
radionici uvježbava se praktičan rad na npr. IKT
tehnologijama.
Najzahtjevniji je rad sa WordPress-om, alatom za
uređivanje web stranica. Svaki korisnik ima jedinstvenu
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prijavu na sustav. Kako je rad na radionici praktičan, sve
što se napravi na pojedinoj web stranici ostaje trajno
zabilježeni i javno vidljivo na internetu.
C. Moderiranje
Moderiranje velikih projekata dijele se na nekoliko
dijelova, a to su organizacijski, tehnički i edukacijski dio.
Pod organizaciju spada organiziranje timova po
školama, suradnja s upravom škole, drugim kolegama i
učenicima.
Problemi tehničke prirode su različiti. Od uređivanja
stranica do ispisa QR Code-a. Kao svi korisnici nisu vični
savladavanju ovih zadataka, pomoć suradnika, kolega i
glavnih administratora je vrlo značajna.
Edukacijski dio je također zahtjevan, pogotovo u
znanstvenoistraživačkom postupku, gdje je potrebno
organizirati nazočnost vanjskih suradnika i eksperata u
određenom znanstvenom području.
D. Evaulacija
Autorima velikih projekata je vrlo bitno da projekt
traje što dulje, te da se implementira u neki oblik nastave,
(kao npr. GLOBE projekt). Iz tog razloga potrebno je
konstantno evaluirati dosadašnji rad. Evaluacija se
provodi on-line, pomoću različitih alata npr. Google
Forms. Rezultati se prikazuju poslije svake faze i poslije
svake značajnije prezentacije samog programa (npr.
Mipro, CUC, MZO…)
E. Nadogradnja
Svaka faza projekta ima svoje specifičnosti, te je na
početku teško predvidjeti kvalitetu, interes i trajanje
projekta. Samim tim, a i saznanjima od evaluacije, projekt
se stalno nadograđuje. Dodaju se novi elementi stranica,
praćenja rada, specifikacija uzoraka, galerije slika,
vremenske crte itd.
F. Različitosti
Rad na velikom projektu iziskuje stalnu fleksibilnost
tijekom provedbe. Korisnici (Škole tj. učitelji) su na
različitim geografskim lokacijama u Hrvatskoj, različitim
veličinama škola, različitim predznanjima učitelja, te
različitih klimatskih uvjeta i okoliša. Potrebno je stalno
usklađivanje i zbog konstantnog pristupa novih škola, te
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njihovog ubrzanog provođenja pojedinih faza. Tu je i plan
na proširivanje projekta na srednje škole, kao i izrada više
jezičnih web stranica.
III.

ZAKLJUČAK

Sve ovdje navedeno je prikaz presjeka višegodišnjeg rada
na projektu DRVOKOD koji se proširio na 28 škola u
Hrvatskoj. Portal Drvokod [10] ima oko 11 tisuća
posjeta. Sudjelovnje u velikim projektima omogućuje
učenicima različitog uzrasta, različitog predznanja i iz
različitih regionalnih dijelova države da rade na istom
istraživačkom zadatku, što nudi učenicima mnogo
mogućnosti za uključivanje u raspravu, slušanje i reakciju
na ideje drugih. Također su dobra prilika za ostvarivanje
timskog poučavanja koje se temelji na proučavanju među
predmetnih tema ili tema važnih i vezanih uz neku
lokalnu zajednicu.
Najbitnija je suradnja sa svim sudionicima projekta pa i u
vrijeme pandemije kada se sva komunikacija održavala
putem online platforme za daljnje dogovore i zaduženja.
Veći je problem bio sam istraživački i tehnički dio
projekta jer se učenici nisu mogli okupljati pa je taj dio
rada na projektu bio usporen.
Stoga da bi projekt bio kvalitetno izvediv i uz sve
nepredvidive situacije mora biti dobro organiziran i
vremenski dobro isplaniran.
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Promethee metoda i alati kognitivne
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Sažetak - Brzina razvoja i mogućnosti inteligentnih
tehnologija pomoću računala učvršćuju integraciju čovjeka
i tehnologije. Takva „suradnja“ poboljšava niz procesa kroz
obradu, pohranu i razmjene relevantnih podatke. Primjeri
u industriji, edukaciji, administraciji i svakodnevnom životu
potvrđuju totalno kibernetičko trenutno djelovanje.
Kognitivna kibernetika koncepta „Big Data“ oslonjena na
„Promethee“ metodu, (Preference Ranking Organization
METHod for Enrichment Evaluations) poslužila je u
provedbi nastave za šest predmeta elektrotehničke grupe na
Strojarskoj tehničkoj školi Fausta Vrančića, i na kolegiju
Inteligentni sustavi Elektrotehničkog odjela Tehničkog
veleučilišta u Zagrebu. Rad prikazuje provedenu nastavu
primjenom novih alata i metoda vođenog učenja,
(Leading/Lerning), u školi i na daljinu, (online). Promethee
metoda je odmah po svojem otkriću, (1982. Jean-Pierre
Brans), usvojena i primijenjena u zdravstvu. Služi za
višekriterijsko odlučivanje u skupu ponuđenih izbora sa
svojim značajkama koje nisu uvijek sve potpuno
prepoznatljive. Primijenjena na obrazovanje i edukacije kao
sustave s karakteristikama složenosti, stabilnosti i
prilagodljivosti, učinkovito pomaže donošenjem odluka pri
stjecanju znanja. Prednost joj je da analizom više
kriterijskog odlučivanja, (MCDA- Multi Criteria Decision
Analysis), prikaz „ispravne“ odluke ponudi kroz alternative
od kojih se izabire najbolja. Za brzo razumijevanje
problema vizualizacijom uporabljeni su alati Visual
PROMETHEE s grafičkom analizom GAIA, (Graphical
Analysis for Interactive Aid).
Ključne riječi - inteligentni sustavi; kognitivna
kibernetika; promethee metoda; edukacija; odlučivanje

I. UVOD
Kako integracija čovjeka i računala ne bi prerasla u
inženjering tehno-biološkog dizajna potrebno je
kognitivnom kibernetikom kao pragmatičnim misaonim
sustavom prokazivati kaptologije i pluriperspektivnost
inteligentnih tehnologija. Kaptologija, (engl. Captology, akronim Computers As Persuasive TechnOLOGY) se
prvenstveno odnosi na računala kao i na sve ostale
inteligentne interaktivne tehnologije, tvorevine umjetne
inteligencije
s
persuazivnim
učinkom,
(lat.
persuasibilibus – namamljen), [1].
Zasjenjeni željom za postizanjem brzine, maksimalne
djelotvornosti, preciznosti i sve veće dobiti, uporaba
novih interaktivnih tehnologija, prelazi u vladavinu
društvima diljem svijeta, [2-5]. Aktualni primjer
integracije čovjeka i inteligentnih tehnologija potvrđuje
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se već godinu dana u egzistirajućoj pošasti pandemije
„COVID – 19“ s kojom se suočava cijeli svijet. U svim
sferama života proživljava se obuzetost koronavirusom.
Silni podaci i recikliranje informacija zasjenjuju znanost i
istraživanja, a medijska žarišta interesa su apokaliptičnost
civilizacijskog smisla egzistencije i strah od smrti.
Zaokupljenost svjetske javnosti takvim informacijama
blokira planiranje budućnosti i nameće rješenje
funkcioniranja civilizacije kroz integraciju s inteligentnim
tehnologijama. Jedna od mogućnosti da se snađe u tome i
takvom svijetu je učinkovita edukacija i obrazovanje, [6].
Kako se i tim procesima stjecanja znanja sve više koriste
inteligentni sustavi, bitno je primijeniti u njima alate koji
su pod nadzorom zdravog razuma, (lat. sensus
communis), [7] a koji će poslužiti i u razumskim
promišljanjima sve češćih životnih izazova.
A. Fenomeni integracije inteligentnim sustavima
Stjecanje znanja uz promjene međuljudskih odnosa i
način života u društvenim zajednicama, pod utjecajem su
tehnologija i tehnika koje se stalno razvijaju i mijenjaju.
Tehnologije su kroz povijest općenito, a posebno
društvene mreže danas, donijele nevjerojatne pozitivne
promjene u životu. Međutim uvijek postoji učinak kojim
tehnološki mediji na razini manipulacije inertnim
masama prikazuju slike drugačije stvarnosti, [8]. Danas
sve snažnija utjecaj i privrženost zaslonskom okruženju
dovodi do graničnih kaptoloških integracijskih fenomena
čovjeka i inteligentnih interaktivnih tehnologija kao što
su:
•

FONK – (engl. fear of not knowing) = strah da se nešto
neće znati ako se nije uz tehnologije,

•

FOMO – (engl. fear of missing out) = strah da će se
nešto propustiti ako se ne koriste,

•

YOLO – (engl. you only live once) = uvjerenje kako se
samo jednom živi,

•

OHEN – (engl/lat. only hic et nunc) = opsjednutost život
koji je samo sada i ovdje,

•

ALCON – (engl. always connected) = i život uvijek
povezan, i sl.
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Primjeri takvog ponašanja potvrđuju integraciju jer
integrirati, (lat. integrare) znači i sjediniti povezivanjem
različitih elemenata ali i stvorenja u jedinstvene cjeline.
Integralan (lat. integralis) kao sveobuhvatan, potpun, u
takvom evolucijskom ciklusu dovodi do slabljenja vještina u
međuljudskim odnosima. Pozitivan i učinkovit razvojni
tehnološki i civilizacijski slijed od izolacije do integracije
moguće je zadržati načelima Promethee metode i
kognitivnom kibernetikom, kako kaptološki učinak ne bi
ponovo vodio u izolaciju, odnosno zatvaranju kruga učinkom
virtualne integracije povratkom na početak s intelektualnom
degradacijom, Slika 1.

Tvrdnja koliko je čovjek danas integriran u
inteligentne tehnologije, u [12] navodi i potvrđuje kako:
„znanstveno-tehnički aparat, kao dio sustava znanstvenotehničkog pogona čovjeka, tehničkog sebstva, engl.
techno-self), njegovu pozicija unutar tog sustava mjeri
suvremenošću. Takav je čovjek suvremen jer postoji
samo virtualno, i uspio je samo ako ga znanstvenotehnički pogon prepozna i potvrdi. Nakon što je jednom
došla među ljude, virtualna stvarnost više nikada nikamo
neće otići i nepovratno će redefinirati društvenost i
identitet ljudi, njihov samoosjećaj i doživljaj sebe, a za
svoju svrhu mora se dezinvestirati iz neposredne
stvarnosti svog okruženja“!? Upravo stoga okruženje
mora biti prepoznato za stjecanje znanja, (obrazovanje,
edukacije, usavršavanja,…) i mora uključiti interakciju s
edukatorom, [13-14].
A. Provedeno istraživanje

Slika 1.
Biološka i tehnološka evolucija u zatvorenom krugu
učinka virtualne integracije uz kognitivnu kibernetiku

U [9], na postavljeno pitanje što bi nam se dogodilo kada
bi cijelo vrijeme bili integrirani s vanjskim svijetom nudi
odgovor: „Možda bismo bili dovedeni u situaciju u kojoj bi
iskustvo našeg života bilo zasjenjeno posredno iskustvom
izvješćivanja, objavljivanja i dobivanja povratnih informacija
o samim nama“. U toj definiciji sve više izostaje komponenta
međuljudskih odnosa i zdravog razuma, zbog usmjerenosti
samih sebi, a što vodi ponovnoj izolaciji. Istoj onoj koja je u
početku civilizacije u biološkom okruženju rezultira s
„nitko“!? Da se ta činjenica spozna, potrebno je usuglasiti
pozitivan učinak inteligentnih tehnologija za edukacije
vođenih zdravim razumom na kojeg stalno netko mora
ukazivati, odnosno prepoznavanjem učinka Promethee
metoda i kognitivne kibernetike, detaljno opisano u [10].

II. KOGNITIVNA KIBERNETIKA I
INTELIGENTNI SUSTAVI EDUKACIJE
Zadaća svakog društva naročito današnjeg u
umreženom i globalitariziranom svijetu je obrazovanje s
ciljem stvaranja čvrstog pojedinca kao temeljne
sastavnice društva. On mora razaznati ispravno od
iskrivljenog, istinu od neistine i ne smije ostati zatočen u
krivo izgrađenim uvjerenjima. Unatoč trenutnoj
dostupnosti ogromnog svjetskog znanja, zaokupljenost
senzacijom pojedince implementira u masu kojom se lako
manipulira, [11]. Identitet postaje paradoksalno
integrirani online u smislu da je njegova važnost u
izvješćivanju a doživljeno uzbuđenje koje se osjeća nije
uzbuđenje izravna iskustva već neprimjetno odmaknute,
neizravne i kontinuirane reakcije drugih integriranih kroz
tehnologiju.
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U obrazovanju i edukacije se danas pokušava slikom
učiti, tragati za znanjem, slikom se zaključuje uz pomoć
inteligentnih sustava razvijenih za potrebe edukacija.
Problem sveden na prezentacije slikom, „izvanjska je
osobnost“ koja zbog trivijalnosti prerasta u umreženi
identitet. Osobnosti pojedinaca prikazom malicioznijeg i
manje moralnog kaptološkog društva kojim vladaju
društvene mreže unatoč tomu što je obilježena, može prerasti
u integriranu digitalnu demenciju, [15]. Da se to ne dogodi
učenje uz pomoć interaktivnih inteligentnih sustava mora biti
poticajno vođeno od strane edukatora. Na tim su osnovama
provedena istraživanja, tijekom provedbe nastave licem u
lice, odnosno personaliziranom korespondencijom s
učenicima za: 1) pet elektrotehničkih srednjoškolskih
predmeta od drugog do četvrtog razreda, i nakon pojave
pandemije koronavirusa, prijelazom na online za 2) kolegij i
diplomske radove veleučilišnog studija i 3) edukaciju
cjeloživotnog usavršavanja licenciranih specijalista.
Modelom edukacije licem u lice, potvrđena je 100%
sposobnost polaznika u savladavanju znanja služeći se novim
metodama i novim alatima za modeliranje, s tim da o njima
nisu prethodno imali nikakvog predznanja. U nastavljenoj
online edukaciji utvrđena je smanjena sposobnost
savladavanja za 20-30% i to uz dva puta veći angažman
edukatora. Evaluaciju usvojenog znanja utvrđenu
usporedbom dobivenih rezultata, detaljno dokazano u [7],
prikazuje Tablica I .
TABLICA I.
R.
br.

1

2

PROVEDBA EDUKACIJE LICEM U LICE/ONLINE
Ishod-Učinak
OnL/LuL

Istraživanje tijekom edukacije
Ustanova/
Institucija
ELO -TVZ1,
studenti
kolegija
Inteligentni
sustavi
ELO -TVZ1 ,
diplomanti i
studenti
kolegija
Inteligentni

Broj
polaznika

Sadržaj

%

Ukupno
102
55-LuL4,
47-OnL5

Održano: 30h
predavanja i
30h4/60h5
vježbi

Ukupno
13
11-LuL4,
2-OnL5

Održano: 30h4
konzultacija
100%4/70%5
60h5
konzultacija

100%4/80%5
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R.
br.

Istraživanje tijekom edukacije
Ustanova/
Institucija

Broj
polaznika

Sadržaj

Ishod-Učinak
OnL/LuL
%

sustavi
STŠ-FV2 ,
učenici 2-4
razreda, Pet
(5) predmeta
el. tehničke
grupe
AEROING3 ,
aerodromski
specijalisti na
stručnom
usavršavanju

142 svi
LuL4

Održano: 8h
predavanja i
12h vježbi
tjedno

25 svi
OnL5

Plan: 30h4/5
predavanja i
30h4 vježbi
Održano 60h5
vježbi

Samo
Licem u
lice
100%4

Internetu u ažuriranim demo verzijama koje se mogu
besplatno koristiti, Tablica II.
TABLICA II.
R.
br.

ALATI KOGNITIVNE KIBERNETIKE
Platforme, alati i metode…

LOGO

Uporabljen

c1a

Kao Visual Decision Softver standard
Promethee metode - u diplomskim
radovima studenata

2

Grafička analiza Promethee metode -u
diplomskim radovima studenata

3

Set podrški s interneta „u oblaku“
jednostavne tehničke infrastrukture -u
studentskim seminarima

4

Programska podrška univerzalnih
logičkih modula – srednjoškolski PLC
praktikum

B. Vizualizacije Promethee metode

5

Programsko okruženje – srednjoškolski
praktikum mikroprocesora

Kao u [9], odnosno [12], ranija istraživanja u [16] i [17],
potvrđuju kako je današnje edukacijsko okruženje siromašno
pitanjima a bogato odgovorima. Strjelovito brza tehnologija
umanjuje ključne čimbenike vrijednosnih promišljanja kad
njeno korištenje ne nadzire edukator. Kod zaslona, danas
najčešćeg
edukacijskog
okruženja,
aktivnosti
senzornomotoričke koordinacije sumiraju u sebi sva
mentalna iskustva. Da bi se izbjegla prevelika ovisnost i
opčinjenost slikama a opet slike koristili za pomoć, kao npr. u
donošenju odluka, u inteligentnim sustavima odabiru se
metode koje služe za višekriterijsko odlučivanje u skupu
ponuđenih izbora sa svojim značajkama. Kroz znanstvenu i
stručnu suradnju, (Tehničko veleučilište u Zagrebu,
University of Applied Sciences Offenburg & ITK Ingenieurgesellschaft für Technische Kybernetik, Rülzheim,
Germany), matematičke metode inženjerskog modeliranja i
kolaborativno istraživanje promovirano je, [18-19]. i
usvojeno kao nastavni sadržaj [20-22]. Savladavanje gradiva
istraživanjem i kroz izradu seminarskih i diplomskih radova
otkriva potencijale kroz uporabu određenih alata. Diplomanti
veleučilišta navedenih istraživanja su navođeni od strane
mentora kako bi pronašli, savladali i uporabili raspoložive
alate i uz pomoć Promethee metode obradili, grafički
prikazali i komentirali učinke inteligentnih sustava
specijalističkih tema: Kognitivni gradovi i Internet stvari,
[23] i [24].
U sličnom istraživanju srednjoškolci su pomoću platformi
Logo Soft Comfort, Bascom i Arduino kroz vježbe u
praktikumu savladali u nastavnim predmetima konkretnu
problematiku razumijevanje logičkih sklopova, [25].
Primjenom alata totalne integrirane automatike, umjesto
teorijskog učenja na portalima nove generacije inženjerskih
programa, kroz prilagođeno okruženje razvijali su, uređivali i
pratili logike potrebne za upravljanje aplikacijama.
Komercijalni i aplikativno razrađeni portali programske
tehnologije u intuitivnom korisničkom sučelju omogućuju
navigaciju i brzo prepoznavanje željenih funkcija
programiranja i uređivanja, a sve veći broj njih se usvajaju
kao alati kognitivne kibernetike jer su raspoloživi na

6

Platforma za spajanja računala s
fizičkim komponentama srednjoškolski mikro i nano praktikum

3

4

Samo
Online
75%5

1 – Elektrotehnički odjel Tehničkog veleučilišta
2 – Strojarska tehnička škola Fausta Vrančića u Zagrebu
3 – AEROING d.o.o. Specijalizacija cjeloživotnog usavršavanja za ELO TVZ
4 – LuL = Nastava licem u lice, (evaluacija usvojenog znanja obrađena u [7])
5 – OnL = Nastava Online, (evaluacija usvojenog znanja obrađena u [7])
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Na tim osnovama u obrađenim primjerima provedbe,
praćenja i istraživanja nastave, odnosno edukacije, za
predstavljeni konačan skup ponuđenih aktivnosti, (A)
definirane su vrijednosti po kriterijima, (f) te uz odabir
alternativa ponuđeni su najbolji uvjeti. Diplomanti su,
detaljno razradili u, [23] i [24]. Promethee metodom i uz
pomoć nje bez problema rješavali:
• Konstrukcije fuzzy relacija za kriterije (f),
• Konstrukcije preferencije na skupu (A) i
• Uspostavu poretka.
Za donošenje odluke kao funkciju preferencije (Pi ) za
svaki kriterij (f) kreirana je fuzzy relacija kojom uz
navođenje slijedi analize s više kriterija, (Multiple
Criteria Decision Analysis). Analizira se odlučivanje kao
procjena učinka kriterija u procesu donošenja odluke.
Analiza kao alat, primjenjivana je u pripremi
srednjoškolske nastave i za specijalističke edukacije. Za
odluke s više kriterija Promethee metodom pripremljene
su podloge na razini:
• Definiranja konteksta,
• Identificiranja dostupnih mogućnosti,
• Odabira ciljeva i kriterija,
• Utvrđivanja i ponderiranju relativne važnosti
pravih kriterija,
• Izračuna vrijednosti prioriteta kriterija i
• Uvida u različite vrijednosti prosudbi.
Iako su kriteriji i provedba analize obrađeni u priručniku
za teorijsko savladavanje nastavnog gradiva, analiza koju
su izradili diplomanti u svojim završnim radovima
potvrdila je učinkovitiju pomoć Visual PROMETHEE
raspoloživog besplatnog programskog alata jer se nisu
služili priručnikom. Isto je utvrđeno i kod srednjoškolaca.
Različite kriterije ocjenjivali su pomoću tablica prikazom
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ocjena svake akcije za svaki različiti kriterij. Ti podaci
unutar Visual PROMETHEE tablice izravno se uređuju i
kao grafika pomažu brzoj vizualnoj predodžbi, odabiru
radnji i kriterija. Za definiranje kvalitativnih i
kvantitativnih ljestvica, nedostatnih vrijednosti, statistike
kriterija i drugih potrebnih parametara raspoloživi su
pametni pomoćnici koji pomažu u procjeni preferencija i
prioriteta. Akcije i kriteriji se lako onemogućuju ili
omogućuju za djelomične analize. Izbor odluke ili
ponuđenih sukobljenih kriterija osiguran je poretkom od
najboljeg kao i razvrstavanjem u unaprijed definirane
kategorije.
Vizualno predočenje neke odluke procjenom, pomoć je u
donošenju zajedničkih i složnih odluka uz navođenje.
Kada nekoliko različitih donositelja odluka ima različita
stajališta kao i opravdanje nevaljane odluka na temelju
objektivnih elemenata nepristranosti postiže se
izvanredan efekt učenja. I to učenja na novi način.
Umjesto čitanja priručnika i uputa za prikaze ispravnih
odluke dobivaju se alternative koje najbolje odgovaraju
postizanju cilja i razumijevanju problema. Pomoću
dodatnog alata za grafičku analizu, GAIA – (engl.
Graphical Analysis for Interactive Aid), koji je racionalan
okvir za strukturiranje problema s odlukama,
identificiraju se i kvantificiraju sukobi i sinergija.
Rezultat prikaza grafičke analize ustvari je slika i
slikovno predstavljanje koje se već uobičajeno lako
percipira okom preko zaslona. Njime se ističu glavne
alternative i strukturirana obrazloženja jednostavnim
grafičkim prikazima parcijalnog rangiranja, promjene
težinskih kriterija, mrežnog grafa i dr. Slike 2. i 3.
informativno
prikazuju,
vizualiziraju
obradu
konceptualno odabranih entiteta a konkretni su primjeri
su u [23 i 24].

Slika 2.
Visual PROMETHEE prikazi odozgo s lijeva na
desno: tablica toka, GAIA, parcijalno i potpuno rangiranje,
mrežni graf i težinski kriteriji stabilnosti, [6]

C. Nastavak istraživanja za kognitivnost vizualizacije
Promethee metodom

Slika 3.

Visual PROMETHEE, Prikaz početnog zaslona s
postavljanjem parametara [6]

Rezultat
potpunog
rangiranja,
metodom
PROMETHEE II, grafički je tzv. dugin prikaz (engl.
Rainbow), Slika 4. i 5. iz [23 i 24]. To je podloga
daljnjih istraživanja fokusiranih na prikaz vizualnog
prosuđivanja odabranih kriterija uređenim duginim
spektrom. Na taj bi se način detalji izračuna preko
parametara protoka koji naglašavaju dobre i slabe osobine
svake akcije, preciznije pretvoriti u vizualni identitet.
Pojedinu akciju odnosno mrežni prikaz naznačenih
dobrih osobina, (vrijednosti u intervalu od 0 do +1) i
slabih osobina, (vrijednosti od 0 do -1) nadomjestio bi
uređeni dugin spektar.
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Slika 7.

Podloga za referentni kod kognitivne kibernetike
kreiran Promethee metodom

III. ZAKLJUČAK

Slika 4.

Slika 5.

Promethee I -„Internet stvari“ [23]

Promethee I - „Pametni gradovi“ [24]

Analogijom s crtičnim odnosno matričnim ili QR
kôdovima koji se strojno lako čitaju i koriste svuda gdje
je potrebno nešto brzo prepoznati, Slika 6. istražuje se
kôd koji bi vizualno pružio relevantnu informaciju.

Slika 6.

Linijski/crtični, matrični i QR barkod kao podloga
nove istraživačke ideje

Ideja je da se uređivanjem
duginog grafa iz
Promethee metode potpunog rangiranja po uzoru na boje
u prirodi, vizualni identitet kroz frekvencijski ili raspon
valnih duljina može odmah prepoznati. Dugin spektar bi
prikazivao uređeno stanje npr. izračuna parametara
protoka ili najboljih karakteristika neke akcije. Ideja je
predstavljanje
CC-referentnog
kôda,
(CognitiveCybernetic RainbowCod), Slika 7. Strojnim
čitanjem bi se dobili i svi mogući podaci i provedena
razrada koja može obuhvatiti i razvoj primjene ostalih
Promethee metoda, od III do VI.
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U radu su prezentirani rezultati konkretnih primjera
savladavanja određenog nastavnog srednjoškolskog gradiva i
stjecanja znanja kroz veleučilišne seminare i diplomske
radove uz pomoć Promethee metode. Primjenom platformi i
alata totalne integrirane automatike, umjesto teorijskog
učenja na portalima nove generacije inženjerskih platformi i
programa, navođenjem od strane edukatora postizani su
odlični rezultati. Usvajanjem alata kognitivne kibernetike, a
to znači da su postupci vođeni zdravim razumom i
pojednostavljenom vizualizacijom potvrđena je visoka
učinkovitost ali i otvoreni smjerovi daljnjih istraživanja
povezanih s višekriterijskim odlučivanjem uz pomoć
vođenog učenja i vizualizacije. U provedenim istraživanjima
studenti dva diplomska rada su metodom poučavanja
navođenjem, (leading/learning), usvojili, primijenili i
objasnili višekriterijsko odlučivanje pomoću PROMETHEE
metode. Primjenom na konkretne teme pametnog grada i
Interneta stvari pomoću programa „Visual PROMETHEE“,
izravno i jednostavno su riješili zadatak pomoću tablica s
definiranim kriterijima uz promjene preferencija i težinskih
faktora svakog pojedinog kriterija. Rezultati prikazani
grafičkom i matematičkom analizom ukazali su na najbolje
rješenje. U sličnom istraživanju srednjoškolci su pomoću
platformi Logo Soft Comfort, Bascom i Arduino kroz vježbe
u praktikumu savladali u nastavnim predmetima konkretnu
problematiku razumijevanje logičkih sklopova. Primjenom
alata totalne integrirane automatike, na osnovama
višekriterijskog odlučivanja, umjesto teorijskog učenja na
portalima nove generacije inženjerskih programa, kroz
prilagođeno okruženje učenici su razvijali, uređivali i pratili
logike potrebne za upravljanje aplikacijama. Komercijalni i
aplikativno razrađeni portali programske tehnologije u
intuitivnom korisničkom sučelju omogućuju navigaciju i brzo
prepoznavanje željenih funkcija programiranja i uređivanja, a
sve veći broj njih se usvajaju kao alati kognitivne kibernetike
kojoj je zadatak osim stjecanja informatičkih vještina
korištenje zdravog razuma.
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Sažetak – Ovim istraživanjem pokazalo se kako projektno
učenje temeljeno na suvremenim tehnologijama uz
pedagošku metodu PBL (“Project base learning” odnosno
“Projektno bazirano učenje“) utječe na akademsko
postignuće učenika u nastavi matematike. U istraživanju je
sudjelovalo 153 učenika iz dvije srednje strukovne škole u
Gradu Zagrebu, primijenjen je eksperimentalni nacrt
istraživanja na dvije skupine ispitanika. Kontrolnu skupinu
su činila 83 učenika, koji nisu koristili metodu PBL u
nastavi matematike, dok je 70 učenika činilo
eksperimentalnu skupinu i sudjelovalo u projektnom učenju
temeljenom na suvremenim tehnologijama uz pedagošku
metodu PBL. Rezultati istraživanja pokazuju kako
projektno bazirano učenje (PBL) povećava akademski
uspjeh učenika u nastavi matematike.
Ključne riječi – akademsko postignuće; Etwinning
platforma; projekti; PBL (projektno učenje)

I.

UVOD

Projektno učenje temeljeno na suvremenim
tehnologijama stavlja učenika u centar poučavanja.
Metodologije poput učenja temeljenog na projektima
“Project base learning” (PBL) stječu popularnost kao alat
za poticanje vještina 21. stoljeća: istraživanjem,
stvaranjem i konstruiranjem rješenja problema [1].
Učenici uče o stvarnom svijetu kroz projektni rad.
Mijenja se uloga učitelja, on više nije osoba koja samo
prenosi sadržaj i dostavlja informacije učeniku već
osmišljava projekt kao okvir za učenje.
Collings ističe kako su kroz projektni rad u
eksperimentalnoj školi učenici postigli veće rezultate na
standardiziranim testovima u čitanju, pisanju, računanju
te u socijalnim vještinama nego učenici u kontrolnoj
skupini [2]. Projektno učenje je poučavanje koje potiče
suradnju među učenicima uz socijalizaciju [3], uključuje
određivanje teme projekta, pripremu, planiranje,
provođenje i vrednovanje projekta. Nastavnik ne
sudjeluje direktno u projektu, on vodi projekt, koordinira
njime, motivira i usmjerava učenike te potiče na rad kroz
međusobnu suradnju i istraživanje.
U usporedbi s tradicionalnim metodama podučavanja,
učenici koji se bave učenjem u malim grupama postižu
više ocjene, zadržavaju informacije duže i imaju
poboljšane komunikacijske i suradničke vještine [4].
Projektno učenje je model učenja koji pokušava povezati
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probleme poznate učenicima iz svakodnevnog života s
tehnologijom i školskim projektima. Chen i Yang su
utvrdili kroz metaanalize kako u usporedbi s
tradicionalnom metodom učenja projektno učenje ima
srednje do veliki pozitivan učinak na akademska
postignuća učenika [5]. Boaler je istraživao tijekom tri
godine učenike koji su podučavani koristeći tradicionalne
matematičke programe u jednoj školi i učenike koji su
koristili PBL u drugoj školi. Učenici koji su koristili
projektno bazirano učenje imali su bolji akademski
uspjeh nego učenici u tradicionalnoj školi. Učenici u školi
PBL bili su podjednako sposobni odgovoriti na
proceduralna pitanja koja su sadržavala formule, ali bili
su superiorniji u odgovorima na primijenjenim i
konceptualnim problemima [6].
Nakon jednogodišnje primjene PBL metode u nastavi
pokazalo se kako ona ima pozitivan učinak na razvoj
vještina kao što su suradnja, kritičko razmišljanje i
rješavanje problema [7]. Unatoč tom J.W.Thomas je u
konačnom osvrtu na PBL zaključio kako postoji potreba
za empirijskim istraživanjima o učinkovitosti PBL,
posebno u usporedbi s tradicionalnom nastavom te je
potrebno istražiti uvjete u kojim se postižu bolja
akademska postignuća [7]. Motivacija učenika se održava
kroz stvarne životne probleme i primjene na konkretnim
zadacima. Cjelokupna nastava organizirana oko projekta,
potiče interdisciplinarni rad, komunikacijske vještine,
suradničko učenje, kritičke i organizacijske sposobnosti
učenika te logičko razmišljanje i rješavanje problema [8].
Projekt se zasniva na stvarnim problemima i potrebama, a
kroz interdisciplinarnost i integraciju s kurikulumima
različitih predmeta učenicima se nastavni sadržaji
olakšavaju i čine zanimljivim te primjenjivim u stvarnom
životu.
Prema Meleš i Stričević ciljevi projekta kao metode su:
učiti samostalnosti i autonomnom djelovanju, razvijati
osobne sposobnosti, poticati prepoznavanje osobnih
potreba, poticati i razvijati spremnost na djelovanje,
osposobljavati za odgovorno djelovanje, poticati
otvorenost prema problemskim situacijama, razvijati
sposobnost za komunikaciju i suradnju, stjecati vještine
rješavanja sukoba, prepoznati probleme, učiti strukturirati
ih,
poticati
organizacijske
sposobnosti
i
interdisciplinarnost [9].
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Prilikom provođenja projektnog učenja profesori često
detektiraju nedovoljan broj nastavnih sati, koje mogu
planirati pri realizaciji projekta, zbog velike količine
nastavnih sadržaja, koje treba obraditi tijekom nastavne
godine. Prednosti projektnog učenja su povećanje
aktivnosti učenika, motivacija, a posebice kod onih
učenika kojima je nastava dosadna i nemaju interes za
sudjelovanjem u nastavnom procesu što dovodi do
ometanja nastave i neostvarivanja obrazovnih ishoda
[10]. Postoji potreba da se obrazovanje prilagodi svijetu
koji se mijenja, time što će se učenike poticati na
istraživački rad kako bi oni, koristeći ono što znaju, došli
do novih spoznaja koje će im omogućiti stvaranje i
konstruiranje rješenja kroz proces učenja. Učenici u
učionicama tradicionalne nastave koriste često samo
najniže razine kognitivne sposobnosti za obavljanje
osnovnih aktivnosti poput čitanja i pamćenja [11]. Znanje
učenika zato može biti površno i kratkotrajno. Učenici ne
mogu primjenjivati takvo znanje u budućnosti i nisu
stimulirani za samostalno učenje [12]. Učenike se kroz
projekte potiče na interdisciplinarni rad i usvajanje
metoda znanstveno - istraživačkog rada. Kako bi se to
ostvarilo implementiraju se Web 2.0 alati kao nadopuna
tradicionalnoj nastavi. PBL se pokazao posebno
učinkovitim kada se primjenjuje u kombinaciji s
računalnom tehnologijom [13]. Tehnologija ima
potencijal motivirati učenike, kako bi oni uspješnije
izvodili projekte, čime bi se povećao njihov interes za
istraživanjem te ostvarila bolja komunikacija i suradnja s
vršnjacima. Rezultati studije pokazuju da je PBL
učinkovitiji uz podršku informacijsko komunikacijske
tehnologije [5].
Jedna od online platformi koja pruža takvu podršku i
suradničko učenje je Etwinning platforma za virtualne
projekte između škola na međunarodnoj razini. Kroz nju
se ostvaruje suradnja odgojno-obrazovnih ustanova u
Europi. Služi za komunikaciju, razmjenu iskustava i
različitih materijala upotrebom informacijske i
komunikacijske tehnologije kroz rad projekata [14]. U
ovom istraživanju korištena je Etwinning platforma za
rad na projektima uz prikladne Web 2.0 alate (Slika 1.).
Učenici koji su sudjelovali u radu projekata su kroz
projekte, ugrađene u godišnji izvedbeni kurikulum,
obrađivali dio nastavnih sadržaja.
II.

METODOLOGIJA

Cilj ovog istraživanja je pokazati kako se primjenom
metodologije učenja temeljenog na projektima “Project
base learning” (PBL) povećava akademsko postignuće
učenika u nastavi matematike.
A. Hipoteze
H1: Primjenom metodologije učenja temeljenog na
projektima u nastavi matematike povećava se akademsko
postignuće učenika.
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Slika 1. Prikaz korištenih Web 2.0 alata tijekom
projektnog rada kroz Etwinning platformu.

B. Uzorak istraživanja
Prigodni uzorak čini 153 učenika i učenice dvije
strukovne škola u Gradu Zagrebu. Dva razreda su
sudjelovala u radu projekata koristeći metodologiju
učenja temeljenog na projektima (PBL), a jedan razred je
imao tradicionalnu nastavu, dok je u drugoj školi jedan
razred radio projektnu nastavu (PBL) a dva su radila
tradicionalnu nastavu bez rada na projektima.
Istraživanje se provelo koristeći eksperimentalni nacrt
na dvije skupine ispitanika. Kontrolnu skupinu čine 83
učenika koji su nastavne sadržaje obradili na tradicionalan
način, a eksperimentalnu skupinu čini 70 učenika koji su
koristili metodologiju učenja temeljenog na projektima
“Project base learning” (PBL).
C. Instrument istraživanja
Učenici su putem on-line platforme Microsoft Teams
pozvani na sudjelovanje u istraživanju, pri čemu je
istraživanje bilo dobrovoljno i anonimno. Učenici su
obaviješteni kako će se njihovi podatci obrađivati skupno,
na razini čitavog uzorka te kako mogu odbiti sudjelovanje
u istraživanju na početku i u svakom trenutku
ispunjavanja anketnog upitnika.
Anketni upitnik se proveo početkom školske godine
te je uz osnovna socio-demografska obilježja sadržavao
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pitanje o zaključnoj ocjeni iz matematike u prethodnoj
godini, sudjelovanje u projektima i vrsti projekta.
Prikupljeni podaci obrađeni su i analizirani u statističkom
programskom paketu SPSS-u 21 (Statistical Package for
the Social Sciences) čija je besplatna demo verzija u
trajanju od 21 dan preuzeta sa stranice proizvođača:
https://www.ibm.com/analytics/spss-trials.

D. Rezultati istraživanja
Socio-demografska struktura ispitanika pokazuje
postotke ispitanika koji su sudjelovali u Etwinning
projektima, 29,4%, sudionike koji sudjeluju u nekim
drugim projektima 16,3%, te one koji uopće ne sudjeluju
u projektima 54,2% ispitanika (Tablica I., Slika 2.).
Zaključne ocjene učenika su prikazane u Tablici I., te
grafički (Slika 3.). Obzirom na to da distribucija varijable
kojom je mjerena zaključna ocjena iz matematike na
kraju prethodne školske godine odstupa statistički
značajno od normalne razdiobe (značajnost KolmogorovSmirnov Z test p=0.00), za testiranje statističke
značajnosti razlika korišten je neparametrijski test, MannWhitney U test za dva nezavisna uzorka.
TABLICA I.

Slika 2. Prikaz strukture ispitanika prema sudjelovanju u
projektima i vrsti projekta.

SOCIO-DEMOGRAFSKA STRUKTURA ISPITANIKA

Varijabla
Kategorije varijable
Sudjelovanje
u radu
projekta
kroz nastavu
matematike

Da
Ne
Ukupno
Nedovoljan

Zaključna

Dovoljan

ocjena iz
matematike

Dobar

na kraju

Vrlo dobar

prethodne
školske
godine

Odličan
Ukupno

Frekvencije

Postotci

70

45,8%

83

54,2%

153

100,0%

3

2,0%

46

30,1%

52

34,0%

35

22,9%

17

11,1%

153

100,0%

Sudjelovanje

Etwinning projekti

45

29,4%

u radu

Neki drugi projekti

25

16,3%

Ne sudjeluju

83

54,2%

Ukupno

153

100,0%

učenici

Etwinning projekti

45

64,3%

sudjeluju kroz

Neki drugi projekti

25

35,7%

Ukupno

70

100,0%

projekta kroz
nastavu
matematike
Vrsta projekta
u kojem

nastavu
matematike
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Slika 3. Zaključna ocjena iz matematike ispitanika
Koristeći Mann-Whitney U test za dva nezavisna uzorka,
uz pet postotnu razinu rizika, testirano je postojanje
statistički značajne razlike u zaključnoj ocjeni iz
matematike na kraju prethodne školske godine, između
učenika koji su sudjelovali u radu projekata kroz nastavu
matematike te onih koji nisu sudjelovali u radu projekata
kroz nastavu matematike. Prema rezultatima provedenog
testa, učenici koji su sudjelovali u radu projekata kroz
nastavu matematike razlikuju se statistički značajno od
učenika koji nisu sudjelovali u radu projekata kroz
nastavu matematike (p=0,01); pri čemu su učenici koji su
sudjelovali u radu projekata kroz nastavu matematike na
kraju prethodne školske godine postigli bolju zaključnu
ocjenu iz matematike (M ± SD = 3,34 ± 0,991), dok su
učenici koji nisu sudjelovali u radu projekata kroz
nastavu matematike na kraju prethodne školske godine
postigli slabiju zaključnu ocjenu iz matematike (M ± SD
= 2,92 ± 1,015) (Tablica II.). Ovim smo potvrdili
hipotezu istraživanja po kojoj učenici koji sudjeluju u
projektnoj nastavi imaju veći akademski uspjeh.
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REZULTATI
TESTIRANJA
STATISTIČKE
ZNAČAJNOSTI RAZLIKA U ZAKLJUČNOJ OCJENI IZ MATEMATIKE NA
KRAJU PRETHODNE ŠKOLSKE GODINE MEĐU RAZLIČITIM SOCIODEMOGRAFSKIM GRUPACIJAMA
TABLICA II.

Varijabla

Sudjelovanje
u radu
projekta
kroz nastavu
matematike
Testiranje
statističke
značajnosti

Zaključna ocjena iz matematike prošle školske
godine
Srednji
Kategorije varijable
Frekvencije
rang

Literatura
[1]

[2]
[3]

Da

70

86,66

Ne

83

68,86

Mann-Whitney
Wilcoxon
Z = -2,581
p = 0,01

III.

U = 2229,0
W = 5715,0

ZAKLJUČAK

[4]

[5]

[6]

[7]
[8]

Rezultati istraživanja potvrđuju kako se primjenom
metodologije učenja temeljenom na projektima u nastavi
matematike povećava akademsko postignuće učenika što
je u skladu s prethodnim istraživanjima koje pokazuju
metaanalize Chen i Yang [5]. Preporuka za buduća
istraživanja je ponoviti ovo istraživanje na većem uzorku
ispitanika. Potrebno je u istraživanje uključiti više
profesora koji su otvoreni novim metodama poučavanja te
istražiti uvjete u kojim se postižu bolja akademska
postignuća učenika kroz projektno bazirano učenje (PBL).
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[14]
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Sažetak - Umjetna inteligencija u posljednje vrijeme
doživljava svoj procvat u raznim područjima ljudskog
života i djelovanja. S obzirom na brzinu razvoja i
sveobuhvatnost primjene ove tehnologije, javlja se i potreba
za njezinom implementacijom u sustav osnovnoškolskog
obrazovanja s ciljem stjecanja potrebnih vještina i znanja
učenika kako bi spremno odgovorili na zahtjeve koje će
uskoro pred njih postaviti tržište rada. Implementacija
umjetne inteligencije u obrazovanje ima dvostruku ulogu poučavanje UZ umjetnu inteligenciju i poučavanje ZA
umjetnu inteligenciju. Ovaj rad prikazat će oba moguća
načina
implementacije
umjetne
inteligencije
u
osnovnoškolsko obrazovanje kroz primjere dobre prakse te
kratki prikaz odabranih aplikacija i alata.
Ključne riječi - umjetna inteligencija; implementacija;
obrazovanje; multidisciplinarni pristup

I.

UVOD

Umjetna inteligencija (engl. Artificial Intelligence, AI)
polako, ali sigurno sve više postaje dio našeg
svakodnevnog života i rada. Umjetna inteligencija, iako
je učenici (svjesno ili nesvjesno) koriste, nije uvrštena kao
zasebna tema poučavanja u kurikulum nastavnog
predmeta Informatika za osnovne i srednje škole spominje se tek kao tema za dodatno istraživanje u 8.
razredu osnovne škole i to kao prijedlog za ostvarivanje
ishoda učenja C.8.3 te kao prijedlog teme za projektni rad
u 1. razredu općih, jezičnih, klasičnih, prirodoslovnih i
prirodoslovno-matematičkih gimnazija u ishodu učenja
C.1.3 [1]. S obzirom na tu činjenicu, javlja se potreba da
se umjetna inteligencija ipak na neki način implementira u
postojeći kurikulum. Postoje škole koje, osim kroz
izvannastavne aktivnosti, učenicima i u redovnoj nastavi
približavaju pojam umjetne inteligencije kroz robotiku i
automatiku. Pri tome koriste opremu za čiju nabavu i
održavanje su potrebna materijalna sredstva, ali i
adekvatna edukacija učitelja koji tu opremu koriste u
nastavi. Budući da je kurikulum osmišljen na način da
učitelju pruži autonomiju u izboru sadržaja, digitalnih
platformi i alata potrebnih za ostvarivanje ishoda učenja,
vrata za implementaciju umjetne inteligencije u sustav
obrazovanja širom su otvorena, i to bez potrebe za
dodatnom izmjenom ili dopunom nacionalnih kurikuluma,
kao i bez potrebe za dodatnim ulaganjima u materijalnu
opremu. Kako je u kurikulumima svih nastavnih predmeta
naglasak na stjecanju i razvoju digitalnih kompetencija
učenika, tako se i u ostale predmetne kurikulume mogu
implementirati aplikacije temeljene na umjetnoj
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inteligenciji i to kroz multidisciplinarni pristup kao i kroz
kurikulum međupredmetne teme Uporaba informacijske i
komunikacijske tehnologije [2]. S obzirom na sve
navedeno, umjetnu je inteligenciju u obrazovanje moguće
implementirati na dva načina: 1. poučavanjem za umjetnu
inteligenciju u nastavnom predmetu Informatika i 2.
poučavanjem uz umjetnu inteligenciju u ostalim
nastavnim predmetima, a kroz međupredmetnu temu
Uporaba informacijske i komunikacijske tehnologije.
Umjetna je inteligencija u procvatu i svi, pa tako i učenici,
trebaju osnovno razumijevanje tehnologija koje ju
podupiru. Stečena znanja omogućit će im da se
produktivno koriste inteligentnim uređajima i uslugama s
kojima se susreću [3].
II. UČENJE UZ UMJETNU INTELIGENCIJU
Učenje uz umjetnu inteligenciju podrazumijeva
implementaciju dostupnih AI alata, aplikacija i platformi u
nastavni proces za pomoć u učenju i ostvarivanju ishoda
učenja te stjecanje i razvoj digitalnih kompetencija
učenika, ali i nastavnika, tj. učitelja. Različiti alati i
aplikacije koji će biti prezentirani i opisani u ovom
poglavlju namijenjeni su uporabi u različitim nastavnim
predmetima i predmetnim područjima. Dio njih učenici su
koristili na nastavi Informatike što je i opisano u samome
radu, a s dijelom tih alata i aplikacija su učenici upoznati,
no nisu ih još imali priliku koristiti. Tijekom školske
godine 2020./2021. bit će organizirana edukacija
nastavnog osoblja škole o mogućnostima primjene alata i
aplikacija temeljenih na umjetnoj inteligenciji kako bi ih
mogli implementirati u izvođenje različitih nastavnih
predmeta.
A. Izrada prezentacija uz pomoć umjetne inteligencije
Svaki učenik tijekom svog obrazovanja prezentira neki
sadržaj kao rezultat svog rada ili istraživanja. Neki od
najčešće korištenih alata za izradu prezentacija zahtijevaju
određeno vrijeme i digitalne vještine kako bi korisnik
savladao tehniku rada u tom alatu, što zapravo
preusmjerava pažnju korisnika sa sadržaja na tehniku rada
i dizajn prezentacije. Beautiful.ai [4] je besplatni web alat
za jednostavnu izradu dinamičnih prezentacija. Korisnik
prilikom izrade prezentacije postaje usmjeren na sadržaj
koji želi prezentirati, dok je sam dizajn prepušten umjetnoj
inteligenciji. Kontrole za rad su jednostavne i intuitivne, a
osim brojnih predložaka koji se mogu prilagođavati,
sadrži i ugrađene animacije te besplatnu bazu grafičkih
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sadržaja. Omogućuje i suradnički rad, a prezentacija se
automatski pohranjuje na korisnički račun.

Slika 1.

Beautiful.ai – AI web alat za izradu prezentacija

U ovome su alatu učenici 6. razreda na nastavi
Informatike suradnički izrađivali prezentacije o
elektroničkom nasilju u paru, putem zasebnih korisničkih
računa. Za razliku od drugih dostupnih alata i aplikacija
za izradu prezentacija, rad u alatu Beautiful.ai učenicima
je bio lak zbog intuitivnog i jednostavnog sučelja.
Također su brzo mogli i dodavati te preuređivati elemente
na slajdovima.
Uporabom ovog alata, učenici različitog uzrasta mogu
lakše i brže izrađivati digitalne prezentacije za svoje
projekte, praktične radove i istraživanja.
Alat je
jednostavno implementirati u različite nastavne predmete
kroz međupredmetnu temu Uporaba informacijske i
komunikacijske tehnologije. Učiteljima koji ga koriste za
izradu digitalnih prezentacija s pomoću kojih provode
nastavu, bez obzira na to koji nastavni predmet
podučavaju,
omogućuje
racionalizaciju
vremena
potrebnog za njihovu izradu.
B. Učenje i razvoj jezičnih vještina uz umjetnu
inteligenciju
Semantris [5] je igra udruživanja riječi (igra
asocijacija) na engleskom jeziku koju pokreće strojno
učenje. Dostupna je u dvije inačice: arcade i block. Igrač
upisuje trag, odnosno riječ, a umjetna inteligencija
trenirana na temelju mnoštva primjera razgovornog teksta,
povezuje određeni broj riječi te igraču za uspješno
povezivanje riječi dodjeljuje bodove.

Slika 2.

Semantris – AI igra udruživanja riječi – block inačica

Igre asocijacija pogodne su za razvoj kreativnog
razmišljanja, obogaćivanje vokabulara (u ovom slučaju
vokabulara engleskog jezika kao stranog jezika kojeg
učenici uče u školi) te za stvaranje semantičkih veza.
Primjena igre u nastavi pomaže u zadržavanju pažnje
učenika te doprinosi boljoj motivaciji za učenje.
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Alat koji poboljšava pisanje na engleskom jeziku je
Writing Assistant [6] – koristi AI tehnologiju za
označavanje pogrešaka, nudi prijedloge za ispravak
napisanog teksta te omogućuje i usvajanje pravopisnih i
gramatičkih pravila kroz kratke lekcije koje su u
besplatnoj inačici tog alata dostupne.

Slika 3.

Writing Assistant – alat za unaprjeđivanje pisanja na
engleskom jeziku

Thing Translator [7] aplikacija je namijenjena za
uporabu na pametnim uređajima s ugrađenom kamerom.
Korisnik fotografira željeni objekt, te odabere jedan od 9
ponuđenih jezika kako bi čuo izgovor naziva
fotografiranog predmeta na odabranom jeziku. Naziv
predmeta pritom se izgovara i na engleskom jeziku, a
aplikacija također i ispisuje riječi na oba jezika na zaslonu.
Ova je aplikacija korisna za početno učenje čitanja
stranog jezika za sve uzraste učenika, odnosno
imenovanje predmeta i razvoj te obogaćivanje jezičnog
vokabulara. Dobit je višestruka, jer osim engleskog
jezika, učenik može naučiti imenovati predmete i na
drugim svjetskim jezicima metodom tzv. globalnog čitanja
[8].
C. Umjetna inteligencija u prirodnim znanostima
Edukativna aplikacija PhotoMath [9] je aplikacija za
pametne uređaje koja s pomoću kamere uređaja
prepoznaje rukom ili računalom napisani zadatak te
korisniku nudi njegovo rješenje. Njezina edukativna
vrijednost krije se u tome što je ujedno i instrukcijski alat
– ona daje opis i objašnjenje rješenja zadatka po koracima,
a obuhvaća i razne matematičke grane, pa je njena
primjena moguća na raznim obrazovnim razinama.

Slika 4.

PhotoMath aplikacija i njena primjena u nastavi Matematike

Aplikacija Leafsnap [10] upotrebljava softver za
vizualno prepoznavanje i kameru pametnog telefona kako
bi identificirala fotografiranu biljku pretragom svoje
slikovne baze podataka.
Korisnik može snimiti
fotografiju biljke (lista, cvijeta, ploda ili kore) ili već
postojeću snimku sa svog uređaja učitati u bazu podataka
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stotine sićušnih audio datoteka sa snimaka instrumenata
koji sviraju uživo [12].
Shadow Art [13] eksperiment je koji upotrebljava web
kameru te igrifikaciju - igrač treba u što kraćem
vremenskom roku rukama prikazati zadanu životinju.
Model prepoznaje koju životinju oblikuju igračeve ruke, a
ako je igrač bio dovoljno brz i točan, prelazi na sljedeću
razinu.

Slika 5.

Leafsnap aplikacija i primjena u nastavi Prirode

aplikacije. Kao rezultat, aplikacija prikazuje podatke o
biljci (vrsta, rod, porodica), njezine karakteristike, druge
fotografije te dodatne izvore za istraživanje. Što se više
fotografija nalazi u bazi podataka, aplikacija „uči“
prepoznavati više vrsta biljaka s različitih geografskih
područja.
Ovu aplikaciju učenici mogu koristiti kao pomoć u
identificiranju biljnih vrsta za razne znanstvene projekte
na nastavi prirode i biologije, poput identifikacije biljaka
koje prikupljaju za herbarij.
D. Umjetna inteligencija u likovnom izražavanju,
izražavanju pokretom i zvukom
Body, Movement, Language: AI Sketches zbirka je
eksperimenata nastalih kao rezultat interakcije
nagrađivanog koreografa Billa T. Jonesa i Google
Creative Laba. Ovi eksperimenti koriste AI kako bi
omogućili korisnicima da istraže kreativne mogućnosti
govora i pokreta koristeći računalo s kamerom [11].

Slika 6.

Body, Movement, Language: AI Sketches – izražavanje
pokretom

Semiconductor je eksperiment koji omogućuje
dirigiranje vlastitim orkestrom putem web preglednika.
Korisnik pomiče ruke kako bi promijenio tempo, glasnoću
i instrumentaciju glazbenog djela. Ovaj eksperiment
koristi PoseNet, knjižnicu strojnog učenja koja mapira
pokrete putem web kamere. Algoritam reproducira zvučni
zapis usklađen s kretnjama dirigenta koristeći pritom

Slika 7.

Semiconductor – primjena u nastavi Glazbene kulture
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Slika 8.

Shadow Art

Ovi eksperimenti doprinose razvoju osjećaja za ritam i
pokret, utječu na prostornu koordinaciju i motoričke
vještine te razvijaju kreativnost. S obzirom da veliki dio
djece i mladih živi sjedilačkim načinom života te većinu
vremena provodi u korištenju tehnologije, ovo je dobar
način da upravo upotrebom tehnologije promijene svoje
životne navike.
III. UČENJE ZA UMJETNU INTELIGENCIJU
Učenje za umjetnu inteligenciju ima za cilj pružiti
učenicima osnovne spoznaje o tome što je umjetna
inteligencija, što ona može, a što ne može te im pomoći da
steknu vještine potrebne za eventualni daljnji napredak u
tome području. Također, cilj je i poučiti učenike kako
kritički promatrati i koristiti umjetnu inteligenciju kao i
kako se nositi s rizicima koje ona donosi kroz digitalnu
transformaciju.
A. SnatchBot
SnatchBot [14] jedan je od besplatnih alata za izradu
chatbotova - računalnih programa koji automatiziraju
određene zadatke, poput razgovora s korisnikom putem
konverzacijskog sučelja. Nakon registracije korisničkog
računa moguće je izraditi chatbota modificirajući
postojeći predložak ili u izradu krenuti od „praznog“ bota.
Nije nužno poznavati niti jedan programski jezik, već je
za izradu dovoljno samo korištenje interaktivnog sučelja.
Učenici mogu kreirati chatbota kao digitalni sadržaj
prema svom interesnom području, mogu raditi
samostalno, u paru ili u timu, a mogu upotrijebiti i neki od
gotovih predložaka kojega potom mogu mijenjati i
prilagođavati kako i dobili željeno rješenje.
Izrada chatbota je multidisciplinarni zadatak, jer se,
osim razvoja digitalnih kompetencija, razvijaju i stječu i
mnoge druge vještine, odnosno kompetencije. Radom u
timu učenici razvijaju suradničke, komunikacijske i
socijalne vještine, a u timove mogu biti grupirani prema
interesima za neko određeno područje. Uzevši to u obzir,
u izradi chatbota učenici mogu primjenjivati stečena
znanja iz drugih područja ljudskog djelovanja, ali ih i
proširivati te stjecati nova. Tako, primjerice, učenici

961

Izrada projekta odvija se u tri etape:
1.

Slika 9.

a.

unos teksta putem tipkovnice,

b.

snimanje
zvučnih
mikrofona,

c.

dodavanje slika putem URL-a, snimanje
slike putem kamere i crtanje slikovnog
uzorka s pomoću ugrađenog alata za
crtanje,

d.

unos brojčanih vrijednosti u obliku unosa
naziva varijable te odabira njezinog
formata (broj ili višestruki izbor).

SnatchBot sučelje

mogu izraditi chatbota koji će krajnjem korisniku pomoći
u dobivanju odgovora na neka pitanja, pomoći mu u izradi
nekog zadatka i slično. Kreativnim razvojem vlastitih
rješenja učenici razvijaju i algoritamsko, logičko,
analitičko i kritičko mišljenje.
B. Machine Learning for Kids
Platforma Machine Learning for Kids ilustrira
učenicima kako se strojno učenje primjenjuje u stvarnom
svijetu kroz jednostavno okruženje za korištenje modela
strojnog učenja u cilju prepoznavanja teksta, brojeva, slika
ili zvukova [15]. Platforma je povezana s već postojećim
programima za učenje programiranja – Scratch, App
Inventor i Python, što ju čini izrazito pristupačnom i
pogodnom za različite uzraste učenika. Dostupna je u
web inačici i, osim pristupa internetu, ne zahtijeva
nikakvu dodatnu instalaciju na korisničko računalo.
Platformu je moguće koristiti sa i bez registriranog
korisničkog računa. Učitelj može kreirati korisničke
račune za učenike, ali i učitelje (maksimalno 30
korisnika), te im tako omogućiti i da rade u timovima na
nekom zajedničkom projektu. Na platformi su dostupni i
radni listovi, njih ukupno 38, i to u obliku uputa za
učenike kako bi mogli samostalno, korak po korak izraditi
neki projekt, a sadrže i metodičke upute za učitelje s
dodatnim objašnjenjima i prijedlozima za rad. Radni su
listovi dostupni za preuzimanje i u MS Word formatu kako
bi ih učitelji lakše mogli prilagoditi potrebama svojih
učenika.
Radni listovi mogu se pretraživati prema određenom
filteru – prema vrsti projekta (prepoznavanje teksta,
zvuka, slika ili brojki), prema razini predznanja (beginner,
intermediate i advanced) te prema programu u kojemu se
projekt može izraditi (Scratch, Python ili APP Inventor).

Slika 10. Radni list platforme Machine Learning for Kids
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prikupljanje uzoraka koje će računalni model
prepoznavati:
zapisa

putem

2.

treniranje računalnog modela za prepoznavanje
prikupljenih uzoraka i

3.

izrada igre ili aplikacije u određenom programu
koja koristi istrenirani računalni model.

Ovim načinom rada učenici stječu potrebna znanja za
razumijevanje kako strojno učenje funkcionira te imaju
mogućnost graditi vlastite projekte temeljene na umjetnoj
inteligenciji.

Slika 11. Machine Learning for Kids - timski rad učenika 4. razreda
osnovne škole na izbornoj nastavi Informatike

Svaki registrirani korisnik može izraditi do tri
projekta. U postavkama korisničkog računa moguće je
urediti koliko vremena će istrenirani računalni modeli biti
pohranjeni (slikovni i tekstualni mogu biti pohranjeni
minimalno 1 sat, a maksimalno 255 sati), pa se te opcije
mogu prilagođavati ovisno o trajanju projekta na kojemu
pojedinac ili grupa radi. Pri tome se prikupljeni uzorci
registriranih korisnika ne brišu, pa oni uvijek mogu
ponovno istrenirati računalni model na temelju tih
uzoraka.
Na platformi su također dostupni i pred-trenirani
modeli koje učenici mogu koristiti za izradu svojih
projekata u Scratch-u. Ti su modeli korisni kada nam je
potrebna velika količina podatkovnih uzoraka, a nemamo
dovoljno vremena za njihovo prikupljanje. U Scratch se
dodaju kroz opciju Proširenja, a odnose se na:
prepoznavanje govora (Speech to text), lica (Face
detection), poza (Pose detection), neprimjerenog
tekstualnog sadržaja poput prijetnji, opscenog rječnika,
uvreda i govora mržnje (Toxicity) te fotografija
(Imagenet). Učenici mogu koristiti i TensorFlow [16] alat
kako bi stvorili vlastiti model strojnog učenja za izradu
projekata u Scratch-u ili, a ko poznaju napredno
programiranje, model mogu izraditi i u Pythonu. Također,
mogu koristiti i alat Teachable Machine [17] i istrenirati
TensorFlow model za prepoznavanje slikovnih uzoraka.
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Neregistrirani korisnik može raditi samo na jednom
projektu pri čemu ima sve mogućnost rada kao i
registrirani korisnik, ali ne može pohraniti svoj projekt i
raditi u timu.
Za razlikovanje tekstualnih i slikovnih podataka te
treniranje modela strojnog učenja, platforma Machine
Learning for Kids koristi API ključeve dostupne na IBM
Cloud-u [18]. Korisnik na toj platformi treba registrirati
besplatni korisnički račun (Lite), a izrađene API ključeve
povezati sa korisničkim računom na Machine Learning for
Kids platformi. Za treniranje računalnog modela za
prepoznavanje teksta, potrebno je koristiti servis Watson
Assistant (dostupno 5 modela strojnog učenja), a za
prepoznavanje slika servis Watson Visual Recognition
(dostupna 2 modela strojnog učenja). API ključevi su
besplatni ukoliko na IBM Cloud-u odaberemo Lite verziju
korisničkog računa, no oni su ograničeni brojem modela
strojnog učenja. Nakon 30 dana neaktivnosti, korisnički
račun se briše. Za treniranje modela strojnog učenja koji
prepoznaju brojke i zvuk, API ključevi nisu potrebni.

za rad, dok su projektni zadatci zabavni i povezani s
problemima iz stvarnog života.
IV. ZAKLJUČAK
Današnji učenici digitalni su urođenici.
Oni
tehnologiju koriste svakodnevno - za zabavu,
komunikaciju i obavljanje raznih zadataka vezanih uz
obrazovanje. Integracijom AI aplikacija i alata u redovni
nastavni proces kroz multidisciplinarni pristup
odgovaramo i na potrebe vremena u kojemu živimo, kao i
na potrebe suvremenog učenika omogućivši mu da stječe
i razvija digitalne kompetencije, znanja i vještine. Isto
tako, učenika potičemo i da tehnologiju koristi namjenski i
odgovorno te da postane producer digitalnog sadržaja, a
ne samo njegov konzumer. S druge pak strane, odgojnoobrazovni djelatnici na taj način postaju suvremeni učitelji
koji tehnologiju pametno i ciljano koriste u nastavnom
procesu u svrhu njegovog unaprjeđivanja. Na taj način
učenicima mogu pružiti maksimalnu podršku u njihovom
razvoju i napretku kako bi spremno dočekali promjene
koje se događaju već danas.
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Sažetak - Arduino platforma u čijem je središtu
programabilni mikrokontroler ima svoju primjenu u raznim
tehničkim područjima i informatici, a jednako je vole
profesionalci, hobisti i entuzijasti. Arduino pronalazi svoje
mjesto i u obrazovanju, pogotovo u STEM području, jer
omogućuje inovativno poučavanje i učenje, potiče
kreativnost i rješavanje problema. Obrazovanje IT
stručnjaka veliki je izazov zbog brzog razvoja tehnologije, pa
neka znanja brzo zastarijevaju. U ovom radu opisat će se
način organiziranja projektne nastave u kojoj su korišteni
Arduino RFID kompleti, te izazovi koje takva nastava stavlja
pred nastavnika i studente. Glavni cilj ovakve nastave je
transfer teorijskih znanja u praksu, razvoj sistemskog
mišljenja i projektnog pristupa. Studentima je osigurano
okruženje u kojem će primijeniti stečena znanja i vještine, te
steći nova kroz aktivno i suradničko učenje. Pošto je Arduino
mikrokontroler sposoban komunicirati s okolinom i
obrađivati podatke koristi se za razvoj sustava interneta
stvari. Kao primjer, predstavit će se izrađeni model pametne
kuće u čijoj je realizaciji korištena Arduino platforma, te
omogućila da se skup elektroničkih i softverskih komponenti
poveže u složenije cjeline i time realiziraju određene
funkcionalnosti pametne kuće.
Ključne riječi - Arduino, internet stvari, pametna kuća,
aktivno učenje, problemska nastava, projektni pristup

I.

UVOD

Svakim danom raste broj senzora, gadgeta, aparata i
uređaja potrošačke elektronike, sigurnosnih, audio-video i
drugih sustava koji se mogu povezati na internet i tako
postati „pametni“. Kuće se automatiziraju, prilagođavaju
potrebama i željama ukućana, te postaju funkcionalnije
zbog mogućnosti upravljanja na daljinu putem interneta.
Radi se o konceptu interneta stvari (IoT) u kojem se koristi
mrežna tehnologija za povezivanje velikog broja uređaja,
senzora i drugih stvari radi prikupljanja, dijeljenja i
razmjene podataka putem interneta, što otvara potpuno
nove mogućnosti interakcije između ljudi i takvih „stvari“
[2]. Mobilne aplikacije služe za nadzor, upravljanje i
automatizaciju procesa unutar tih sustava. Osim gotovih
rješenja, mnogi entuzijasti, hobisti i zaljubljenici u
informatiku i elektroniku smišljaju i izrađuju vlastita
rješenja pametnih sustava, a pri tome najčešće koriste
Arduino platformu [5].
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Središte Arduino open-source platforme je ploča s
mikrokontrolerom koja se jednostavno programira (C/C++
u Arduino IDE ili Arduino Create web aplikaciji) i
povezuje s drugim uređajima. Postoje različiti modeli
Arduino ploča, a međusobno se razlikuju po
komponentama i performansama. Među njima je
najkorištenija Arduino Uno ploča (slika 1). Poželjno je da
budući stvaratelji (tzv. „makeri“) posjeduju osnovno znanje
iz programiranja, elektroničkim konceptima poput napona,
struje i otpora, te osnovnim elektroničkim elementima
(dioda, otpornik i dr.). Arduino mikrokontroler komunicira
sa svojom okolinom putem digitalnih i analognih ulaza i
izlaza [7]. Tako može prikupljati podatke iz okoline putem
različitih senzora, obraditi ih i izvršiti određenu akciju sa
prekidačima, rasvjetom, zvukom, elektromotorom i slično.
Arduino je dovoljno fleksibilan za široku primjenu,
jednostavan za korištenje, cjenovno prihvatljiv, otvoren i
dobro dokumentiran, te ima veliku zajednicu korisnika.
Stoga je važno da se studenti na stručnim studijima
informatike tijekom školovanja upoznaju s mogućnostima
Arduino platforme, kao i načinom funkcioniranja interneta
stvari. Osim stručnih znanja, studenti time razvijaju
vještine učinkovitog rješavanja problema, kritičkog
razmišljanja, snalaženja u novim situacijama, suradničkog
i timskog rada, odnosno stječu upotrebljiva znanja i vještine
koje će ih pripremiti za tržište rada [3].

Slika 1. Zastupljenost upotrebe Arduino ploča
Izvor: https://www.sparkfun.com/news/1982
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II.

PRIMJENA ARDUINA U NASTAVI

Obrazovne institucije diljem svijeta koriste Arduino
kao resurs za poučavanje i učenje u širokom spektru
područja (slika 2). Postoje mnogobrojni resursi za
poučavanje s Arduinom i učenje o Arduinu koji uključuju
pripreme za nastavni sat, video lekcije, članke i priručnike,
biblioteke gotovih projekata sa shemom, programskim
kodom i objašnjenim koracima prilikom izrade. Korisni
resursi za nastavnike mogu se naći na službenim web
stranicama
Arduina
namijenjene
edukatorima
(https://www.arduino.cc/education/), a na hrvatskom
jeziku,
u
Merlinovoj
učionici
(http://www.merlin10.com/arduino/osnove/).
Ukoliko je nastava s Arduinom dobro pedagoški
osmišljena, studentima će omogućiti povezivanje znanja iz
različitih područja (pogotovo STEM), primjenjujući ih na
stvarne probleme [6], te bolje razumijevanje interakcija
programskog koda sa stvarnim hardverom.

Slika 2. Pokazatelji upotrebe Arduina u obrazovanju
Izvor: https://www.arduino.cc/en/main/education

Radeći na Arduino projektima, studenti prolaze cijeli
proces, od povezivanja elektroničkih komponenti na
eksperimentalnoj pločici s Arduino pločom, programiranja
mikrokontrolera, testiranja i otklanjanja pogrešaka, pa do
dobivanja funkcionalnog sustava.
U primjeru projektne nastave koji će biti predstavljen,
studenti prve godine Stručnog studija Informatika na
Veleučilištu u Rijeci (ukupno 42 studenta, 24% ženskog i
76% muškog spola) koristili su Arduino RFID komplete s
Arduino Uno pločicom tijekom 15 sati vježbi iz kolegija
Sustav i informacija, uz suradnju s kolegijem Sklopovlje.
Svi nastavni materijali, upute, sheme i drugi resursi
prilagođeni su studentima i nalazili su se unutar
e-kolegija na Merlin platformi. Studentima je preporučeno
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da prije vježbi prouče nastavne materijale, tako da se na
vježbama mogu fokusirati na realizaciju projekta (pristup
obrnute učionice). Radeći u timovima, studenti su izradili
5 Arduino projekta (LED on-off-blink, semafor na 2
načina, senzor svjetla i LED on-off, RFID identifikacija,
projekt po izboru). Svaki student je imao svoju ulogu u
timu
(povezivanje
komponenti,
pisanje
koda,
dokumentiranje, opis i prezentiranje funkcionalnog
sustava primjenjujući sistemski pristup), a sa svakim
novim projektom njihove uloge su se rotirale. Svaki
projekt imao je svoju dinamiku i rokove, te kriterije
ocjenjivanja. Za sveukupni uspjeh projekta bilo je važno
surađivati, dijeliti znanje i preuzeti odgovornost. Studenti
koji su imali prethodno iskustvo s Arduinom (33%) postali
su vršnjački mentori [4].
Projektna nastava s Arduinom ima svoje pedagoške i
stručne prednosti koje prepoznaju mnogi nastavnici [6].
Studenti kroz takav oblik nastave imaju priliku aktivno
učiti, povezivati znanje iz različitih predmeta/kolegija,
samostalno istraživati, razvijati kreativnost i praktične
vještine, rješavati problemske situacije, surađivati, te
uvidjeti mogućnosti primjene stečenih znanja [8]. Većina
studenata koja je sudjelovala u opisanoj projektnoj nastavi
s Arduinom zadovoljna je organizacijom i provedbom
nastave (67%), te ju smatra zanimljivom (55%) [4].
Izazovi za nastavnika su mnogi. Prvenstveno, potrebno
je dobro pedagoški osmisliti i pripremiti sve nastavne
materijale, osigurati dovoljno Arduino kompleta za rad,
redovito provjeravati ispravnost komponenti (nepažljivim
rukovanjem može se oštetiti Arduino pločica), instalirati
potreban softver na računala. Dio navedenih problema
može se riješiti korištenjem Arduino simulatora [8]. Za
potrebe izvođenja opisane projektne nastave s Arduinom
ove godine, zbog Covid-19 pandemije i online nastave,
koristi se Tinkercad Circuits virtualni Arduino simulator
(www.tinkercad.com).
Studente sa skromnim predznanjem iz programiranja i
osnova elektronike takva nastava može obeshrabriti. Tako
je 22% studenata opisanu projektnu nastavu s Arduinom
doživjela frustrirajuće [4].
III.

MODEL PAMETNE KUĆE S ARDUINOM

Pametne kuće nazivaju se i automatiziranim
domovima, te predstavljaju dio koncepta interneta stvari.
Danas postoji veliki broj različitih rješenja za pametne
kuće i gotovo svaka električna komponenta unutar kuće
može biti uključena u takav sustav. Ključno je uspostaviti
komunikacijsku mrežu radi povezivanja električnih i
elektroničkih uređaja, te konfigurirati računalni sustav koji
omogućuje razmjenu podataka, nadziranje i upravljanje
umreženim uređajima. Tehnologija pametne kuće koristi
mnoge značajke asistivne tehnologije kako bi se različite
funkcije kuće automatizirale i uređaji u kući međusobno
komunicirali [1]. Radi se o naprednim automatiziranim
sustavima, a različitim podsustavima i uređajima u
pametnoj kući upravlja se putem aplikacije na računalu,
tabletu ili pametnom telefonu. Takve aplikacije koriste se
za izvršavanje različitih zadataka poput kontrole
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temperature (sustav grijanja i hlađenja), upravljanja
rasvjetom, otvaranje i zatvaranje vrata, prozora, ili dizanje
i spuštanje roleta, upravljanja drugim uređajima u
kućanstvu (npr. hladnjak, štednjak, pećnica, aparat za
kavu, perilica suđa, kućno kino, robot usisavač i sl.), te
upozoravaju o određenim promjenama unutar kuće i u
okruženju. Sve ove mogućnosti upravljanja dostupne su i
kad ukućani nisu kod kuće, što doprinosi poboljšanju
kvalitete života ukućana i većoj sigurnosti kuće.
Tehnologija pametne kuće može pratiti unutarnju
okolinu i aktivnosti ukućana, te tome prilagoditi
podsustave kojima upravlja (različiti scenariji), što
boravak u kući čini lakšim i ugodnijim.
Kako bi se prezentirale najvažnije funkcionalnosti
pametne kuće koristeći Arduino platformu, izrađen je
model pametne kuće (slika 3). Zbog složenosti zadatka, za
izradu modela korišteno je više Arduino ploča:
 Arduino MKR 1000
 Arduino Uno
 Croduino Basic 3
Arduino MKR 1000 pločica korištena je za upravljanje
rasvjetom unutar kuće. Ona omogućuje povezivanje na
kućnu Wi-Fi mrežu, pa se RGB led lampicama i led
diodama upravlja putem mobitela (aplikacija Blynk).
Sustav omogućuje da se putem mobilnog telefona led
lampice uključe, mijenja intenzitet svjetla ili ugase, ako ga
ukućani zaborave ugasiti svjetlo kada izlaze iz kuće, što
može poslužiti za zavaravanje lopova. Na Arduino Uno
pločicu povezan je senzor pokreta i programiran tako da se
uključi alarm (zvuk) i led lampica kada se netko nalazi u
blizini. Rasvjeta se na pljesak ruke uključuje i isključuje.
Sigurnosti podsustav mogao bi se unaprijediti tako da
sustav pametne kuće javi korisniku (SMS, IM poruka)
kada je neko u blizini kuće i putem kamere može pogledati
video stream u realnom vremenu. Croduino Basic3 je
standardna hrvatska Arduino kompatibilna pločica.
Spojena je na ekran (tzv. „display“) i odgovarajući senzor,
pa prikazuje informacije o vlažnosti zraka i temperaturi u
kući. Postavljen je i „tilt“ prekidač koji prepoznaje
promjene u nagibu što uključuje led diodu, pa može
signalizirati otvoreni prozor ili vrata. Druga led dioda je
programirana da se uključuje pomoću fotootpornika,
odnosno izrađenog senzora svjetla/tame. To omogućuje
štednju struje koja se automatski isključuje tijekom dana.
Croduino Basic3 mikrokontroler upravlja električnim
klavirom, demonstrirajući kako se može zavaravati lopove
zvučnim efektom. Uokolo makete kuće postavljena je
RGB led traka, a boje na LED traci se mijenjaju pomoću
daljinskog upravljača, pa se može prilagoditi ugođaj i boja
prema raspoloženju.
Kada je Arduino sustav spojen i konfigurairan prema
željama i potrebama, te testiran, ugrađuje se u stambeni
prostor, odnosno u ovom slučaju u model pametne kuće
(slika 3 i slika 4).
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Slika 3. Model pametne kuće izvana

Slika 4. Model pametne kuće iznutra

IV.

ZAKLJUČAK

Arduino platforma ima veliki potencijal za primjenu u
nastavi na različitim stupnjevima obrazovanja, ali mora
biti dobro pedagoški osmišljena i provedena. Njome se
promiču znanja i vještine potrebne u 21. stoljeću, što je
posebno važno studentima informatike koji se trebaju
pripremiti za dinamično tržište rada u IT sektoru.
Sudjelovanjem u Arduino projektima studenti dobivaju
priliku primijeniti stečena znanja u rješavanju stvarnih
problema, kroz suradničko i aktivno učenje. Nadalje,
studenti stječu i tzv. „meke vještine“ kao što su timski rad,
preuzimanje odgovornosti, upravljanje vremenom i
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pridržavanje rokova, te razvijaju kreativnost i
inovativnost.
Zahvaljujući brzom razvoju mrežne tehnologije kuće
su danas sve „pametnije“, te se mogu prilagoditi željama i
potrebama ukućana. Za implementaciju sustava pametne
kuće postoje mnoga gotova rješenja, ali Arduino platforma
omogućuje osobi da dizajnira, izradi i primijeni vlastita
rješenja. Izrađeni model pametne kuće primjer je
kreativnosti i preuzimanja inicijative studenta koji je
primijenio stečena znanja i vještine s ciljem prikaza
mogućnosti automatizacije kućanstva. Izrađeni model
prikazuje upravljanje osnovnim podsustavima pametne
kuće: rasvjetu, alarm, praćenje određenih parametara u
domu poput temperature i vlage. Izradom modela vjerno
se može dočarati kako takav automatizirani sustav radi i
doprinosi zadovoljstvu ukućana zbog udobnosti koju pruža
napredno i udaljeno upravljanje. Sustav pametnog doma
uvijek se može unaprijediti i nadograditi, te sigurnost
doma dovesti na višu razinu.
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Sažetak - Upravljanje rizicima je vrlo važan segment
Upravljanja projektima. Poznato je ako nema rizika,
onda nije riječ o projektu. Rizik s kojim nismo
računali, odnosno koji nismo identificirali, vrlo često je
najopasniji rizik. Iz tog je razloga u nastavi
upravljanja rizicima vrlo važno studentima, osim
teoretskih premisa, omogućiti da na konkretan način
simuliraju matricu rizika na izabranom projektnom
okviru. U radu je prikazano upravljanje rizicima
matricom 5x5 softverom Riskmanagenable na
primjeru potencijalnih rizika uporabe pisača i MPF
uređaja u mrežnom radu.
Ključne riječi - Upravljanje projektima, rizik, matrica
rizika, Riskmanagenable softver

I.

UVOD

Nastava kolegija Vođenje projekata i dokumentacija na
Visokoj školi za informacijske tehnologije u Zagrebu, u
softverskom smislu, se oslanja na dva softverska produkta,
MS Project-u u dijelu ukupnosti vođenja projekta i
Riskmanagenable softvera u dijelu Upravljanja rizicima.
Svaki student na Laboratorijskim vježbama treba, u okviru
izrade vlastitog projektnog rješenja, koristiti navedene
produkte.
Kultura upravljanja rizicima je u vremenima kojima
svjedočimo puno više razvijena u područjima bankarstva,
medicine, prometa te u vojno-sigurnosnom službama.
U tehnološkom segmentu koje pokriva Visoka škola za
informacijske tehnologije, područje rizika je značajno samo
u segmentu računalne sigurnosti dok u dijelu programiranja
i projektiranja informacijskih sustava to nije na tom nivou,
ili, bar nije u glavama studenata koji su na završnoj godini
preddiplomskog stručnog studija. Iz tog razloga se u
posljednjim izmjena studijskih silabusa nastojalo ovom
području posvetiti posebna pažnja.
Kad god se u projektnim aktivnostima ne razmišlja o
rizicima, opravdanje je „mali“ projekt pri čemu nije
jednostavno definirati, u m jernom smislu, značaj tog
pridjeva.
Izbor softverskog rješenja za izvođenje Laboratorijskih
vježbi se ogledao u dva uvjeta. Prvi, da bude rješenje koje
se u osnovi naslanja na jedno od široko primjenjivanih i
općepoznatih softverskih rješenja (Excel) i drugi da ima
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slobodnu verziju koja u financijskom smislu neće dodatno
opteretiti poslovanje Škole. Uz taj drugi uvjet je stvorena
pretpostavka dugoročnije primjene izabranog rješenja, i
nakon što studenti završe studij na Visokoj školi za
informacijske tehnologije.
II.

RIZICI U PROJEKTNIM AKTIVNOSTIMA

Upravljanje projektima je vrlo kompleksna aktivnost
koja, prema nizu projektnih kuća koje su izradile svoje
metodologije, obuhvaća mnoge dijelove koje se nalaze i u
redovnim poslovnim aktivnostima.
Prema Omaziću i Boljkasu [1] projektni menadžment
je zapravo upravljanje rizicima, jer je jedan od osnovnih
ciljeva projektnog menadžmenta svladati različite
nesigurnosti i neizvjesnosti kojima je izložen svaki
projekt. U osnovi riječ je o akceptiranju svih prijetnji koje
se mogu pojaviti na projektu. Identifikacija rizika, kao
sumarni naziv, predstavlja značajni izazov jer se problemi
obično pojavljuju tamo gdje ih se najmanje očekuje. Rizik
se može definirati kao vjerojatnost da projekt neće ispuniti
jedan ili više postavljenih ciljeva .
Na sličan načni rizike definira i Kerzner [2], kao
mogućnost neostvarivanja definiranih ciljeva.
Važno je znati da rizike ne treba sagledavati samo s
negativne strane. Pogled na rizik kao prijetnju sigurno
treba upotpuniti i šansom. Pristup upravljanju rizikom od
prvog trenutka je vezan za uzroke koji ih generiraju a
njihovo ostvarenje nosi sa sobom posljedice koje su
rezultat ostvarenja rizičnih događaja.
Prema ISO 31000 [3] ukupnost upravljanja rizikom se
sastoji od tri ključna segmenata: principa, okvira i procesa.
Procesi se dijele na procjenu i svladavanje rizika. Procjena
rizika u osnovi sadrži dijelove koji trebaju omogućiti
njihovo svladavanje odnosno pridonijeti ukupnosti
upravljanja rizikom a to su: identifikacija, analiza i
procjena rizika. Dakle, naglasak je na identificiranju rizika
kao preduvjeta upravljanju, što se često zaboravi u
nesustavnom upravljanju projektima.
Dio ukupnosti plana upravljanja rizicima, na
kvalitativnom nivou, je i matrica rizika. Ona pridjeljuje
svakom identificiranom riziku jedinstvenu ocjenu. Riječ je
o matrici koja kombinira vjerojatnost nastupanja rizičnog
događaja (učestalost) i vrijednosti utjecaja svakog od njih.
Ovisno o autorima izrade matrice rizika, visoki rizici se
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prikazuju crvenom bojom, povećani smeđom, srednji
žutom i najmanje opasni zelenom bojom. Ovisno o veličini
projekta i količini rizika, matrice mogu biti 3x3, 5x5 ili
4x6 ovisno o standardima koji se primjenjuju.
III.

OSNOVNO O RISKMANAGENABLE SOFTVERU

Riječ je o programu za procjenu rizika koji se instalira
lokalno na računalo. Takvi programi ne moraju nužno biti
ništa lošiji od rješenja u oblaku, a namijenjeni su manjim
tvrtkama koje nemaju upravljačke i razvojne sektore na
više fizički odvojenih lokacija. Kad se govori o softveru za
upravljanje rizicima, prva asocijacija je da su to skupa
rješenja koje si male tvrtke nemaju financijskog rezona
priuštiti. Pri tome se zaboravlja da zapravo velika većina
računala već ima sve predispozicije da posluže kao alat za
procjenu rizika. Za tu namjenu može poslužiti MS Office
paket, odnosno njegov dio koji sadrži tablični kalkulatorExcel. Excel je vrlo podesno softversko rješenje za
procjenu, obradu i prezentaciju rizika. Uz korištenje
makronaredbi može se transformirati u vrlo dobar alat za
procjenu rizika. Upravo ovu funkcionalnost koristi i
primijenjeni program [4]. Ovaj programski dodatak je addon koji se instalira na postojeći Excel.
Postoje dvije verzije ovog programskog dodatka,
besplatna koja se obrađuje u ovom radu i ona koja se plaća.
Obje verzije nude gotovo istovjetnu funkcionalnost.
Razlika se svodi na količinu obrađenih podataka, odnosno
unosa, koja je na besplatnoj verziji ograničena, ali za
potrebe ispitivanja funkcionalnosti više nego dovoljna.
Nakon instalacije koja ne zahtjeva neke posebne vještine
dobije se potpuno izmijenjeno sučelja u odnosu na
originalni Excel (slika 1)

U Risk modulu se kroz četiri kategorije definiraju
rizici, njihovi nositelji, primjenjuju standardizirane liste
postupanja s rizicima (npr. lista COBIT 5- kreirana od
ISACA-e za upravljanje informacijskom tehnologijom
[5]) kao i liste samih korisnika koji definiraju uzroke
nastajanja rizika te kriteriji rizika za definiranje stupnja
rizika u cilju izrade matrice rizika.
Modul Remediation sadrži četiri kategorije u kojima se
definiraju pretpostavke za upravljanje rizicima i to na
način kako to predviđa ISO 31000.
Dynamic modul sadrži četiri kategorije. Namjena im
je, kroz ključne pokazatelje, osigurati nadzor nad rizičnim
događajima, odnosno izloženosti riziku ali mogu biti i alat
ranog upozorenja na moguću pojavu rizika ili promjenu
koja može voditi do eskalacije potencijalnog problema.
Objective modul sadrži dvije kategorije. U njima se
nalazi popis ciljeva koji mogu biti ugroženi u slučaju
nastupa pojedinačnog riskantnog događaja te očekivana
težina ostvarivanja ciljeva odnosno težina implementacije.
Structure modul se sastoji od dvije kategorije. One
polaze od pretpostavke da je tvrtka sastavljena od
organiziranih i međusobno povezanih dijelova i
dobrodošla je u velikim subjektima za definiranje koji su
dijelovi
poslovnog
subjekta posebno
izloženi
pojedinačnom riziku.
People modul sadrži dvije kategorije koje bi se
pojednostavljeno mogle svesti na podatke o zaposlenicima
koji su uključeni u projekt i koji mogu biti izvori rizika ili
osobe koje će najviše osjetiti incident rizika.
Modul Profile sadrži veze prema karticama za izradu
raznih izvješća, poput grafikona, matrica ili interaktivnih
mapa. U ovom dijelu programa može se pronaći sve što je
potrebno za stvaranje sveobuhvatnog izvještaja o riziku za
cijelu organizaciju, za pojedini njen dio ili projekt projekt
u cjelini. U ovaj segment ulazi i matrica rizika . Može se
slobodno reći da se u ovom dijelu glavna snaga programa.
UPRAVLJANJE RIZICIMA U RADU PISAČA I MFP
UREĐAJA POMOĆU RISKMANAGENABLE SOFTVERA
U ovom dijelu rada prikazuju se rizici u projektnoj fazi
implementacije pisača i višefunkcijskih uređaja (MFP) a
koji su vezani isključivo za opasnosti koje bi se mogle
pokazati u svakodnevnom radu.
IV.

Slika 1. Sučelje početnog ekrana

Osnovni ekran je podijeljen na sedam modula : Risk,
Remediation, Dynamic, Objective, Structure, People i
Profile. Radi lakšeg snalaženja i preglednosti svaki sektor
ima drugu početnu boju. Dobra dokumentiranost je
posebna vrijednost ovog programskog paketa što značajno
olakšava krivulju učenja. Na početnom ekranu se nalaze, u
donjem desnom dijelu, linkovi na dodatne opcije, „online“
podršku i ono najinteresantnije, poveznicu na stranice
kompanije gdje se mogu pronaći kratki video materijali s
objašnjenjem svake opcije. Na ovome ne prestaje
funkcionalnost olakšanog pristupa pojašnjenja pojedinih
opcija . Kod otvaranja sekcija u gornjem lijevom kutu
sučelja nudi se link na video koji objašnjava otvorenu
opciju.
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Deset je rizika koji su navedeni kao ključni. ID rizika
odgovara rednom broju nabrojanog rizika:
•

nakon ispisa papir ostaje bez nadzora u izlaznoj
ladici,

•

svi, uključujući i posjetitelje, mogu koristiti pisače
i MFP uređaje,

•

pisači i MFP uređaji imaju otključane USB
portove,

•

nema trenutnih aktivnosti na portovima ( u smislu
praćenja aktivnosti na uređajima),

•

nezaštićeni HD na MFP uređajima,
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•

ne provodi se formatiranje HD nakon što se
uređaji vraćaju nakon isteka najma,

•

skeniranje u formatima koji omogućuju izmjene
na datotekama,

•

ispis i skeniranje preko mreže bez adekvatne
zaštite,

•

korištenje fax uređaja kao „Back Door-a“ te

•

nekontrolirani ispis i zloupotreba povjerljivih
dokumenata.

Slikom 2 je prikazan dio „Risk Register-a“ gdje su u
prvom stupcu vidi status rizika, odnosno da li je trenutno
aktivan ili neaktivan. Sljedeći stupac opisuje rizik. Nakon
toga slijedi osoba na koju se predmetni rizik odnosi. Ovi se
podaci povlače iz „People Register-a“ a to mogu biti
zaposlenici imenom i prezimenom, isti definirani internom
šifrom ili oznakom sektora koji generira rizik. U slučaju
ovog rada je samo generički navedeno da su nositelji rizika
zaposlenici.

oznaku rizika. Drugi stupac sadrži informacije o
vjerojatnosti štetnog događaja na skali od jedan do pet.
Treći stupac opisuje posljedice u rasponu od jedan do pet.
Četvrti stupac dobiva automatsku brojčanu vrijednost koja
je umnožak drugog i trećeg stupca. Peti stupac pretvara tu
vrijednost u opisnu vrijednost, a zadnji stupac smješta
pojedi rizik u zonu od jedan do pet, gdje je zona 1 najmanja
izloženost riziku i označena je svijetlo žutom bojom do
najveće izloženosti označene zagasito crvenom bojom
(zona 5). Iz podataka prikazanih na slici 4 vidljivo je da,
ako se ne poduzmu odgovarajući koraci, rizici povezani s
ispisnim rješenjima mogu eskalira ti i dovesti do velike
izloženosti istima, što može imati za posljedicu
nepredviđeni rast troškova za poslovni subjekt.

Slika 2. Aktivni rizici u Risk Register-u

Registar rizika sadrži mnoštvo informacija koje pomažu
pri procjeni izloženosti poslovnog poduhvata riziku. To je
važan alat za smanjenje rizika. Na slici 3 se vidi dio prikaza
registra rizika. Prvi stupac sadrži uzroke koji su doveli do
riskantnog događa ja. Kod ispisnih rješenja uzroci pojave
riskantnog događaja su: neodgovarajuća implementacija,
dizajn, loša koordinacija, te neodgovarajuća podjela
odgovornosti. Nakon toga slijedi stupac u koji se unose
posljedice rizika. Prije spomenuti rizici gotovo uvijek
generiraju financijske gubitke, koji onda mogu posljedično
dovesti do pojave rizika u drugim sektorima. Sljedeći
stupac opisuje izvor rizika. Kako se printerima gotovo
isključivo služe zaposlenici, oni su navedeni kao
potencijalni izvor rizika. Na kraju slijedi opis riskantnog
događaja ako dođe do eskalacije rizika . Iz tog razloga može
doći do gubitaka povjerljivih dokumenata ako dođe do
presretanja važnih dokumenata upućenih na ispis. To može
dovesti do rasta troškova u slučaju da zaposlenici koriste
nekontrolirano printere za ispis raznih dokumenta,
uključujući i dokumente koji nisu u direktnoj vezi s poslom
koji obavljaju.

Slika 4. Rizični događaji bez poduzimanja mjera za kontrolu rizika

Stanje nivoa rizika nakon poduzetih mjera za umanjenje
rizika je prikazano slikom 5. Svi rizici povezani s ispisnim
rješenjima su u zoni1, odnosno ne predstavljaju veliku
prijetnju. Ovo je moguće zbog toga jer proizvođači opreme
konstantno prate rizike povezane sa njihovom opremom, te
redovno izdaju sigurnosna ažuriranja koja popravljaju
uočene sigurnosne propuste. Uz proizvođače, na tržištu
postoje tvrtke koje se bave sigurnošću ispisnih rješenja u
korporativnom okruženju. Sinergija djelovanja ovih
kompanija i proizvođača opreme kreiraju rješenja koja
rizike vezane uz ispisna rješenja mogu svesti na sasvim
prihvatljivu razinu.

Slika 3. Uzroci riskantnih događaja u Risk Register-u

Tablični izgled rizičnih događaja vezanih uz ispisna
rješenja , ako se ne poduzmu nužne mjere za kontrolu rizika,
je prikazan slikom 4. Prvi stupac služi za identifikacijsku
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Slika 5. Rizični događaji nakon poduzimanja mjera za kontrolu
rizika
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Koliko god se nastojalo da se izbjegne rizik, on uvijek
ostaje u nekoj mjeri prisutan. Uzrok tome mogu biti
različiti, poput nekog novog momenta koji nije bio prisutan
u prethodnim analizama, pa do ljudskog faktora koji je
izazvao rizični događaj. Taj rizik se naziva rezidualni rizik
i slika 6 prikazuje nivoe tog rizika nakon poduzetih mjera.
Na slici se može vidjeti da se podaci u velikoj mjeri
poklapaju s tablicom na slici 5 koja pokazuje prihvatljivi
nivo rizika nakon poduzetih mjera. Iz tih podataka se može
vidjeti da su poduzete mjere dale rezultat i da su svi rizici
pod kontrolom, ili su svedeni na prihvatljivu razinu.

primjenjuju protumjere, jer to garantira da će se
potencijalne promjene uočiti na vrijeme i te da će poduzete
protumjere biti pravodobno provedene. U njemu se navodi
i potencijalni sljedeći termin za ponovnu procjenu, ako
dođe do većih promjena.
Kao preduvjet dobrog izvještavanja potrebno je još
unijeti dio podataka u Objective Register, što je prikazano
slikom 8. Ovdje je važno unijeti procjenu teškoće
provođenja mjera za smanjenje rizika. Procjena se obavlja
tako da se izabere razina teškoće implementacije na skali
od jedan do pet, gdje laka implementacija nosi redni broj
jedan, a gotovo nemoguća implementacija ima pridružen
broj pet. Iza toga se unosi vrijeme potrebno za provođenje
mjera, te broj timova nužnih za provedbu mjera kako bi se
ostvarili pojedini ciljevi.

Slika 8. Podaci iz Objective Register-a

Prednosti korištenja programa za analizu rizika su
višestruke, a jedna od svakako najvećih prednosti je i
prezentacija pojedinih podataka.
Slika 6. Rizični događaji nakon poduzimanja mjera za kontrolu
rizika

Slikom 7 je prikazan dio Treatment Register-a. Prvi
stupac sadrži ID rizika, drugi stupac sadrži poziciju osobe
koja mora odobriti poduzimanje mjera za smanjenje
rizičnog događaja dok treći stupac sadrži poziciju osobe
delegirane za vođenje mjera smanjenje rizika. Posljednji
stupac prikazuje prioritet djelovanja. Kad se pojavi više
rizika istovremeno kapaciteti tvrtke često nisu dovoljni da
se svima posveti ista pažnja. U Treatment Register-u je
moguće odrediti prioritete. Prioritet pojedinog rizika
povezan je s vjerojatnošću pojave rizike, te utjecajem rizika
na poslovni poduhvat.

Slikom 8 se prikazuje status rizika ako se ne poduzmu
odgovarajuće mjere. Iz ovog izvještaja je vidljivo, da
ukoliko se ne poduzmu odgovarajuće mjere, velika većina
rizika može ugroziti poslovanje tvrtke.

Slika 8. Stanje rizika bez poduzimanja mjera

Od deset promatranih rizika, sedam (70%) izlažu
poslovni subjekt visokoj ili kritičnoj izloženosti. Kod
ovako visoke izloženosti je potrebno poduzeti hitne korake
kako bi se rizik anulirao ili bar sveo na prihvatljivu razinu.
Slika 9 pokazuje izloženost rizicima koji su posljedica
proaktivnih mjera za suzbijanje rizičnih događaja. Nakon
poduzetih mjera svih deset rizika su u prihvatljivoj zoni bez
značajne izloženosti odnosno, niske izloženosti.

Slika 9. Stanje rizika nakon proaktivnih mjera za suzbijanje rizika

Slika 7. Dodavanje prioriteta rizika u Treatment Register-u

Unutar istog registra prikazanog slikom 7 dodjeljuje se
osoba zadužena za izvještavanje. Osoba koja se delegira za
izvještavanje o kretanju rizika treba biti kompetentna i
dobro upoznata s prirodom rizika , te znati kako se
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Uobičajeno je da se u praksi rizici prikazuju matricom
rizika. Tri matrice rizika iz navedenog primjera su
prikazane slikom 10. Prva matrica predstavlja prihvatljivi
rizik nakon provedenih mjera za umanjenje rizika. Ova
matrica prikazuje da su svi rizici u prihvatljivoj zoni, te se
može izvesti zaključak da su sve predviđene mjere bile
uspješne. Druga matrica pokazuje iste rizike ako ne bi bile
poduzete mjere. Ova matrica prikazuje da , ako se rizicima
koji su vezani uz ispisna rješenja ne prida pažnja, odnosno
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ako se zanemare, mogu dovesti do visoke izloženosti
riskantnim događa jima koji onda mogu biti generatori
troškova i krize poslovanja tvrtke. Zadnja matrica prikazuje
nivoe rizika koji ostaju nakon poduzetih mjera. Iz matrice
je vidljivo da mjere koje se pravodobno provedu smanjuju
preostali rizik u prihvatljive okvire koji nisu smetnja ni
razlog za brigu kod poslovanja tvrtke.

Slika 12. Prikaz rizika u Control Chart-u

Slika 10. Prikaz rizika Matricom rizika

Slika 11 prikazuje podatke o izloženosti rizicima u vidu
tabličnog prikaza. Radi se istovjetnim podacima koji se
nalaze u matrici (slika 10). Isti podaci, samo drugačiji vid
prikaza. Prilikom prezentacije rizika ovi i mnogi drugi
pristupi se mogu kombinirati kako bi istaknuli pojedine
podatke, te nadređenima olakšali snalaženje u mnoštvu
prezentiranih podataka.

U slučaju ograničenih raspoloživih resursa prvo se
poduzimaju mjere za anuliranje rizika višeg prioriteta, pa
prema rizicima koji imaju niži prioritet. Kod prezentacije
podataka bitno je izabrati pravi način prezentacije, kako bi
bitni podaci bili lakše vidljivi i razumljivi auditoriju kojem
se prezentiraju.
V.

ZAKLJUČAK

Rezultat primjene Riskmanagenable softvera u nastavi
na Visokoj školi za informacijske tehnologije u Zagrebu, se
ogleda u dva dijela.
Slika 11. Tablični prikaz rizika

Slika 12. prikazuje podatke o prioritetu poduzimanja
mjera. Isti podaci prikazani su na šest načina prikaza. Iz
prikazanih podataka vidljivo je da tri rizika imaju top
prioritet, jedan rizik visoki prioritet, tri rizika srednji
prioritet te tri rizika niski prioritet poduzimanja mjera kao
odgovor na potencijalni rizični događaj.

Prvi, da je primjena ovog rješenja u upravljanju rizicima
dobrodošla ne samo u nastavi već i u tvrtkama kojima je 15
rizika, u definiranju rizičnih događaja, više nego dovoljno.
Pogotovo, a ko se uzme u obzir, Parettovo načelo da 20 %
rizika ima 80% utjecaja na upravljanje projektima.
Primjena ovog rješenja je pogodna iz razloga što se matrica
rizika izvodi postupno kroz definiranje niza elemenata koji
je u finalu čine. To podrazumijeva da se ukupnost
promišljanja rizika gradi na svim ponuđenim kategorijama,
korak po korak. U okviru ovog dijela treba kazati da svi
projekti u kojima sudjeluje Visoka škola za informacijske
tehnologije u dijelu upravljanja rizicima koriste ovo
rješenje.
Drugi, studenti su u najvećem dijelu, unatoč početnim
negodovanjima, ovo rješenje prihvatili, a povratne
informacije kazuju da su shvatili važnost upravljanja
rizicima na sustavni način i u poslovnim aktivnostima.
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Sažetak – Članak opisuje korištenje Alice 3 programskog
jezika s interaktivnim grafičkim sučeljem za učenje
programiranja u izvannastavnim aktivnostima u dvjema
srednjim školama čiji se učenici obrazuju za različita
zanimanja. Programiranje i dizajniranje u grafičkom
virtualnom okruženju interaktivan je i zabavan pristup
razvoja algoritamskog načina razmišljanja s naglaskom na
objektno usmjerene koncepte gdje učenici kroz igru, bez
prethodnog iskustva u programiranju mogu razvijati logiku
programiranja i stvarati algoritamska rješenja čije rezultate
mogu vidjeti u realnom vremenu. Članak prikazuje utjecaj
znanja i vještina usvojenih programiranjem u interaktivnom
grafičkom okruženju na ostvarene ishode u programskim
jezicima koji su dio redovnog nastavnog programa. Opisano
je u kojoj mjeri takva iskustva utječu i motiviraju učenike za
nastavak programiranja i razvoj programskih rješenja u
budućnosti te postoji li
utjecaj programiranja u
interaktivnom grafičkom sučelju na demistifikaciju
programiranja i programskih jezika. Opisana iskustva i
rezultati mogu imati pozitivan utjecaj na motivaciju i želju
učenika za učenjem programiranja orijentiranog na
objektne koncepte, neovisno od njihovog obrazovnog
usmjerenja.
Ključne riječi - programiranje; računalo; izvannastavne
aktivnosti; algoritam; programski jezici; Alice; objektno
programiranje; tekstualni programski jezici; vizualni jezici

I.

UVOD

Poučavanje i učenje apstraktnih sadržaja kao što je
programiranje, gdje su prilikom razvoja i pisanja programa
potrebne vještine vizualizacije, predstavlja izazov za
nastavnike i učenike. Iako učenici danas vrlo rano počinju
koristiti računala, informacijska tehnologija predstavlja
samo alat prilikom razvoja algoritamskih rješenja, odnosno
okruženje za pisanje i razvoj programskih instrukcija. Za
planiranje, razvoj i implementaciju najboljih algoritamskih
rješenja uz tehnologiju potrebna su znanja, vještine i
iskustvo u programiranju. Osnovna znanja i vještine
programiranja danas su jednako važni kao i opća pismenost
jer živimo u digitalnom društvu okruženi digitalnim
tehnologijama čije korištenje zahtjeva računalnu
pismenost. Iako korištenje i manipuliranje robotskim i
ostalim računalnim tehnologijama zahtjeva računalnu
pismenost, osnovna računalna znanja i vještine nisu
dovoljni za ozbiljno programiranje i pisanje programskih
uputa koje će se izvršavati u računalnim i robotskim
sustavima. Put od početnika pa do iskusnog programera
vrlo je složen i zahtjevan, kako za učenike tako i za njihove
nastavnike. U tom složenom procesu učenja i poučavanja
apstraktnih znanja mnogi učenici gube interes za
programiranje pa je zato važno prepoznati posebnosti

MIPRO 2021/CE

svakog pojedinog učenika kako bi za njega pripremili
odgovarajući sadržaj i metode poučavanja programskih
jezika.
Od programera se očekuje da zna koristiti računalnu
tehnologiju, razviti koncept budućeg programa, napisati
programski kôd u nekom programskom jeziku, provjeriti i
testirati ispravan i očekivani rad programa, te na kraju
uočiti i ukloniti eventualne pogreške. Sve navedeno
predstavlja hijerarhiju znanja, vještina i iskustava.
Programski jezik u kojem pišemo određeni programski kôd
predstavlja samo način izražavanja i interpretiranja naših
ideja i algoritamskih rješenja. Ovdje se može povući
paralela sa stranim jezicima. Manje je važno na kojem
ćemo jeziku interpretirati neku svoju zamisao, ideju ili
sadržaj, već je puno važnija kvaliteta sadržaja koji želimo
prezentirati. Da bismo imali kvalitetan sadržaj potrebna je
prethodna analiza i planiranje budućeg koncepta koji ćemo
izraziti pomoću određenog programskog jezika. Pisanje
programskih kôdova bez planiranja i prethodne analize
predstavlja površno učenje programiranja, a programiranje
je vještina koja se ne može učiti površno [1]. Programer
mora imati jasno definiran koncept svog programskog
rješenja, a što podrazumijeva vizualni ili apstraktni pregled
tijeka izvršavanja programa od ulaznih vrijednosti, obrade
i izvršavanja programskih kôdova, pa sve do očekivanih
izlaznih vrijednosti.
U redovnom obrazovanju programski jezik za učenje
programiranja definiran je unutar sadržaja informatičkih i
računalnih predmeta, a ovisno o školi i usmjerenju
programiranje predstavlja samo jedan dio tih sadržaja.
Nastavkom obrazovanja u srednjoj školi učenici donose
različita iskustva iz područja programiranja i poznavanja
programskih jezika, a koja su do tada stekli u formalnom i
neformalnom procesu obrazovanja. Prva iskustva i doticaj
s programiranjem i programskim jezicima pojedini učenici
stječu u vrlo ranim fazama svoga odrastanja kroz
sudjelovanje u raznim informatičkim grupama i
radionicama koje su u pravilu dio izvannastavnih
aktivnosti. U okviru redovnih nastavnih sadržaja za vrijeme
trajanja osnovnoškolskog obrazovanja većina učenika
stječe svoja prva znanja, vještine i iskustva iz svijeta
programiranja.
Iz razgovora s učenicima i provedene ankete proizlazi
da je većina prvo programersko iskustvo ostvarila u
vizualnom programskom okruženju prilikom čega su
koristili vizualne programske jezike (Logo, Scratch), dok
od tekstualnih programskih jezika navode Python kao
programski jezik koji su učili u osnovnoj školi (Slika 1.).
Jedan dio učenika do dolaska u srednju školu nije imao
nikakvih iskustava u programiranju.
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U srednjoj školi, ovisno o ranije stečenim znanjima i
vještinama u programiranju, za učenike bez iskustva učenje
programiranja predstavlja početak, dok za učenike s
određenim iskustvom učenje programiranja predstavlja
nadogradnju ranije usvojenih znanja i vještina u
razumijevanju i razvoju programskih rješenja.
Velika početna diferencijacija i složena programska
paradigma zahtjeva fleksibilan model poučavanja kako bi
se svakom pojedinom učeniku omogućio model učenja
primjeren njegovim sposobnostima i početnim vještinama.
U članku je prikazano okruženje za poučavanje
programiranja u dvije srednje škole, te utjecaj
izvannastavnih sadržaja za poučavanje programiranja koji
se temelje na paradigmi vizualnih programskih jezika, kako
bi učenje programiranja prenijeli iz apstraktnog prostora u
vizualno programsko okruženje.

Slika 1. Grafikon prikazuje postotak ispitanika obzirom na
postavljeno anketno pitanje: „Prvi programski jezik koji sam učio (-la)
bio je?”

II.

PROGRAMSKO OKRUŽENJE

Programsko okruženje obuhvaćeno ovim člankom čine
programski jezici koji se koriste u prve dvije godine
obrazovanja
za
poučavanje
programiranja
u
Elektrotehničkoj školi u Zagrebu i Prvoj privatnoj
gimnaziji u Zagrebu. Poučavanje programiranja u dvije
srednje škole obuhvaćene istraživanjem odvija se unutar
informatičkih i računalnih predmeta prema odobrenom
kurikulumu Ministarstva znanosti i obrazovanja. U srednjoj
strukovnoj školi za zanimanje Tehničar za računalstvo,
poučavanje programiranja odvija se unutar strukovnih
predmeta koji su obuhvaćeni strukovnim kurikulumom za
stjecanje kvalifikacije tehničar za računalstvo u
obrazovnom sektoru elektrotehnika i računalstvo, a koji je
2017. godine donijelo Ministarstvo znanosti i obrazovanja
[2]. U prve dvije godine obrazovanja za zanimanje
Tehničar za računalstvo programiranje se poučava u sklopu
predmeta Algoritmi i programiranje. Poučavanje
programiranja u zanimanju Elektrotehničar izvodi se unutar
nastavnih sadržaja predmeta Računalstvo, a koji je dio
Nastavnog plana i okvirnog programa za područje
elektrotehnike donesenog još 1996. godine [3]. Za učenje i
poučavanje u oba spomenuta zanimanja koristi se
programski jezik C. Za razliku od strukovnih škola u
gimnaziji se za učenje i poučavanje programiranja koristi
programski jezik Python koji je dio nastavnih sadržaja u
predmetu Informatika. Odluku o donošenju kurikuluma za
nastavni predmet Informatike za osnovne škole i gimnazije
u Republici Hrvatskoj donijelo je Ministarstvo znanosti i
obrazovanja 2018. godine [4].
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Osim redovnih nastavnih predmeta čiji sadržaji služe za
učenje programiranja u gimnaziji i strukovnoj školi koje su
obuhvaćene istraživanjem, kroz dodatne i fakultativne
predmete učenici imaju mogućnost proširiti svoja znanja i
vještine iz područja programiranja. Premda se u strukovnoj
školi za poučavanje programiranja koristi C jezik, dok se u
gimnaziji koristi Python, zajedničko jednom i drugom
jeziku je da spadaju u skupinu tekstualnih programskih
jezika. Učenici u srednje škole dolaze s različitim znanjima
i vještinama u programiranju koristeći različita programska
okruženja. Dio njih nailazi na poteškoće prilikom nastavka
učenja programiranja, a što se moglo uočiti iz razgovora s
pojedinim učenicima prilikom korištenja tekstualnog
programskog jezika.
Prilikom pisanja tekstualnih programa koji se uče u
srednjim školama, kao što su C-jezik i Python, prije njihova
pokretanja potrebno je napisati cjelovito programsko
rješenje od ulaza pa sve do izlaza. U tijeku pisanja
programa učenik nema mogućnost pokretanja dijela
programa, te u nekom njegovom dijelu izvođenja
vizualizirati rezultate izvršavanja određenih programskih
naredbi. Tek nakon prevođenja i izvršavanja programa
učenik vidi izlazne rezultate ili informacije o eventualnim
pogreškama u sintaksi programskog jezika. Popravljanje
pogrešaka u sintaksi nije jednostavan zadatak za učenike
koji tek počinju usvajati znanja i vještine pisanja sintaksi
kod tekstualnih programa. Razina apstrakcije u određenoj
programskoj paradigmi je u korelaciji sa složenosti
programskog jezika jer zahtjeva dubinsku vizualizaciju
same jezgre programskog kôda u izvršavanju. Zbog
složenosti i apstrakcije tekstualnih programskih jezika
moguća je demotiviranost i odustajanje učenika od učenja
programiranja te je stoga važno odabrati prikladan
programski jezik i alternativno programsko okruženje.
Prema indeksu programerske zajednice TIOBE koji
pokazuje popularnost programskih jezika, trenutno su u
svijetu među tri najpopularnija programska jezika C jezik,
Java i Python. Indeks TIOBE ažurira se jednom mjesečno
(Slika 2.). U posljednjih sedam godina prvih 8 TIOBE
indeksa nije se bitnije promijenilo, a što ukazuje da se nije
bitnije promijenila popularnost prvih osam programskih
jezika. Unatrag godinu dana vidljiv je određeni pad
popularnosti programskog jezika Java, koji je pao s prvog
mjesta na drugo i pri tome se gotovo izjednačio s Pythonom
koji je na trećem mjestu popularnosti (Slika 3.).

Slika 2.

Promjene TIOBE indeksa od 2008. godine [5].
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generiranog Java kôda u posebnom prozoru. Alice 3
omogućuje izvoz animacija i programskih rješenja u
NetBeans-e gdje se može izravnim kodiranjem u Java-i
proširiti funkcionalnost programa koji su kreirani u Alice
[7]. Programiranje i manipulacija objektima u Alice 3
odvija se u tri dimenzije (3D) pa je samim time postupak
programiranja nešto složeniji nego u dvodimenzionalnim
programskim jezicima.

Slika 3.

TIOBE indeks – 10 najpopularnijih programskih jezika [5].

Za razliku od tekstualnih jezika s kojima se ispisuju
linije programskog koda, u vizualnim jezicima se
programiranje izvodi u višedimenzionalnom okruženju.
Vizualne programske jezike možemo podijeliti na hibridne
i čiste vizualne programske jezike. Primjer čistih vizualnih
jezika za početno učenje programiranja su Logo i Scratch
kod kojih se programiranje odvija u dvije dimenzije
pomoću blokova. Prilikom programiranja učenik na
temelju vizualne percepcije slaže programske blokove
prilikom čega se znatno umanjuje problem sintakse. Kod
ovih jezika nije moguće prevođenje blokovskih naredbi u
tekstualne naredbe i obrnuto.
Primjer hibridnog vizualnog programskog jezika je
Alice gdje se programiranje odvija u tri dimenzije. Alice je
inovativno programsko okruženje temeljeno na blokovima,
što olakšava stvaranje animacija, izradu interaktivnih
narativa ili programiranje jednostavnih igara u 3D
okruženju. Za razliku od mnogih drugih aplikacija kod
kojih je kodiranje zasnovano na slaganju programskih
blokova, Alice motivira i potiče učenike na učenje
programiranja kroz kreativno istraživanje. Dizajniran je za
podučavanje vještinama logičkog i računskog razmišljanja,
temeljnim na principima programiranja koji mogu poslužiti
kao uvod u objektno orijentirano programiranje. Projekt
Alice za poučavanje programiranja pruža dodatne alate i
materijale za čitav niz dobnih skupina i predmeta s
dokazanim prednostima prilikom uključivanja i
zadržavanja manje zadovoljnih i motiviranih grupa učenika
u učenju informatičkih sadržaja [6].
Kako bi se povećao interes za programiranjem u obje
škole kroz dodatne i fakultativne sadržaje osim učenja
programiranja korištenjem tekstualnih jezika učenicima je
omogućeno programiranje u vizualnom programskom
okruženju pomoću programskog jezika Alice 3.
Alice 3 je najnoviji dio programskog jezika Alice.
Sadrži sve značajke koje je Alice imao do sada s dodatnim
naglaskom na objektno orijentirane koncepte. Alice 3 ima
bogatu galeriju objekata koja uključuje sve što je potrebno
za poticanje kreativnosti, uključujući cjeloviti Sims ™
kreator objekata. Nova galerija izgrađena je na zajedničkoj
strukturi svih klasa koja omogućuje dijeljenje animacija
između različitih objekata iste klase. Alice 3 podržava
brojne izvrsne značajke koje pomažu u potpunom prijelazu
na programski jezik Java, uključujući gledanje i analizu
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Zbog svojih mogućnosti i referenci Alice je prvi izbor
u poučavanju programiranja kod mnogih obrazovnih
ustanova u sklopu formalnog i neformalnog obrazovanja.
Alice se koristi u Oracle Academy u sklopu programa Java
Fundamentals Course kao uvod u objektni programski
jezik Java [8]. Zbog svega navedenog i mogućnosti
prelaska iz vizualnog okruženja na tekstualni programski
kôd, Alice se koristi na fakultetima u predmetima za
početno poučavanje programiranja [9]. Kako bi se s
poučavanjem i učenjem programiranja u vizualnom (3D)
okruženju upoznalo što više nastavnika Agencija za
strukovno obrazovanje i obrazovanje odraslih organizirala
je dvodnevnu edukaciju nastavnika na temu „Alice 3 –
Inovativno programsko rješenje kao uvod u programski
jezik Java (11. - 12. siječnja 2021.) “ [10]. Zbog široke
zastupljenosti programskog jezika Alice prilikom
poučavanja i učenja programiranja i njegove
implementacije u izvannastavne sadržaje u strukovnom i
gimnazijskom programu obrazovanja, u članku je
provedeno istraživanje o izazovima programiranja u dvije
škole, a rezultati istraživanja opisani su u nastavku članka.
III. EVALUACIJA ISTRAŽIVANJA
Istraživanjem su obuhvaćeni srednjoškolski učenici
uključeni u izvannastavne aktivnosti učenja programiranja.
Sudjelovanje u istraživanju bilo je dobrovoljno i anonimno,
a provedeno je u on-line okruženju pomoću ankete na
Google Formsu [11]. Učenicima je postavljeno osam
anketnih pitanja zatvorenog tipa i jedno pitanje otvorenog
tipa. Na pet pitanja zatvorenog tipa učenici su mogli
dodatno obrazložiti svoj odgovor. Odgovori na pitanja
ukazuju na iskustva koja su učenici imali u programiranju
prije srednje škole, programskim jezicima koje su učili i
koje trenutno uče, kao i njihovim očekivanjima vezano uz
stjecanje znanja i vještina iz programiranja u budućnosti.
U anketi je dobrovoljno sudjelovalo 45 učenika srednje
strukovne škole i opće gimnazije, od toga 84,1% učenika
srednje strukovne škole i 15,9% učenika opće gimnazije
(Slika 4.).

Slika 4. Grafikon prikazuje postotak ispitanika obzirom na postavljeno
anketno pitanje: „Učenik (ca) sam srednje strukovne škole ili opće
gimnazije?”
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Više od polovine učenika, 51,1% navodi Python kao
programski jezik koji su učili prvi, a zatim slijede Logo
24,4% i C-jezik 20%. Prva iskustva u programiranju većina
učenika, njih čak 71,1%, stjecala je u osnovnoj školi, dok
je 22,2% učenika prvo iskustvo u učenju programiranju
imalo tek u srednjoj školi. Samostalno učenje ili
izvannastavne grupe prije osnovne škole 6,7% učenika
navodi kao svoje početno iskustvo u programiranju. Od
ostalih programskih jezika kao svoje prvo iskustvo učenici
još navode Scratch i Qbasic (Slika 5.).



Na početku mi je bilo jako teško, ali sada kada sam
već nešto i naučio ide mi lakše.



Učiti osnove je teško, ali kada se to shvati u redu
je.



Ako se vježba i usvaja gradivo programiranje se
može naučiti, ako se ne vježba programiranje će
biti jako teško.



Gradivo je većinom dobro objašnjeno, ali ima
teških lekcija.



Smatram da mogu naučiti uz dosta vježbanja



Treba naučiti sve sintakse

Slika 5. Grafikon prikazuje postotak ispitanika obzirom na postavljeno
anketno pitanje: „Gdje sam stekao (-la) prva iskustva u programiranju?”

Na pitanje o programskim jezicima koje uče u srednjoj
školi 71,1% učenika navodi C-jezik, 24,4% Python, a
33,3% Javu. Odgovori su u korelaciji s brojem učenika iz
strukovne škole i opće gimnazije koji su sudjelovali u
anketi s obzirom da u strukovnoj školi uče Javu i C-jezik,
dok u općoj gimnaziji uče Python. Iako nije bio jedan od
ponuđenih odgovora ovdje učenici još navode i Alice 3 kao
programski jezik koji im je dostupan u izvannastavnim
sadržajima (Slika 6.).

Slika 8. Grafikon prikazuje postotak ispitanika obzirom na
postavljeno anketno pitanje: „Programiranje u tekstualnim
programskim jezicima kao što su C-jezik i Python mi je teško i
apstraktno?”

Prilikom odgovara na šesto anketno pitanje 28,9%
učenika se u potpunost slaže, a 53,3% učenika se uglavnom
slaže s izjavom koja je dio anketnog pitanja: „Upoznao sam
programski jezik Alice 3. Programiranje u vizualnom
programskom jeziku kao što je Alice 3 je lakše i manje
apstraktno“. Samo 17,8% učenika se ne slaže ili se
uglavnom ne slaže s navedenom izjavom (Slika 8.).
Prilikom odgovora na prethodno pitanje učenici su
mogli obrazložiti ili komentirati svoj odgovor:

Slika 6. Grafikon prikazuje postotak ispitanika obzirom na
postavljeno anketno pitanje: „Programski jezik koji učim u srednjoj
školi je?”

Na pitanje koliko im je teško i apstraktno programiranje
u tekstualnim programskim jezicima 42,2% učenika se
slaže u potpunosti ili se uglavnom slaže da im je teško i
apstraktno programirati u tekstualnim programskim
jezicima kao što su C-jezik i Python, uglavnom se ne slaže
48,9% učenika, dok se 8,9% učenika uopće ne slaže da im
je teško programirati u tekstualnim jezicima (Slika 7.).



Alice 3 mi se čini lakšim jer odmah mogu vidjeti
što će se dogoditi ako nešto upišem.



Alice 3 je puno intuitivniji od Pythona, ali mislim
da mi je važnije savladati Python.



Volim vidjeti ono što programiram.



Samo odaberem naredbu koju želim.



Preferiram tekstualne jezike
organizacije i boljeg pregleda.

zbog

lakše

Prilikom odgovora na prethodno pitanje učenici su
mogli obrazložiti ili komentirati svoj odgovor:
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Imam problema s razumijevanjem samog
programa. Teško mi je odrediti redoslijed naredbi
koje bi trebale ići kako bi program napravio ono što
želim.

Slika 7. Grafikon prikazuje postotak ispitanika obzirom na
postavljena anketna pitanja: „Upoznao (-la) sam programski jezik
Alice? Programiranje u vizualnom programskom jeziku kao što je
Alice 3 je lakše i manje apstraktno?”
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Kod odgovara na sedmo anketno pitanje 22,2% učenika
se u potpunost slaže, a 55,6% učenika se uglavnom slaže s
izjavom koja je dio anketnog pitanja: „Programiranje u
vizualnom programskom jeziku kao što je Alice 3 može mi
pomoći da bolje razumijem tekstualne programske jezike
kao što su Python, C-jezik, Java i sl.“. Uglavnom se ne slaže
13,3% učenika, dok se 8,9% učenika uopće ne slaže s
navedenom izjavom (Slika 9.).
Prilikom odgovora na prethodno pitanje učenici su
mogli obrazložiti ili komentirati svoj odgovor:


Mislim kako bi mi moglo pomoći u razumijevanju
ostalih programskih jezika jer je Alice 3 na neki
način ista stvar samo što ima vizualni dodatak.



Mogu bolje razumjeti naredbe pomoću Alice 3.



Ne, zato što već razumijem tekstualne programske
jezike.

Slika 9. Grafikon prikazuje postotak ispitanika obzirom na
postavljeno anketno pitanje: "Programiranje u vizualnim programskim
jezicima kao što je Alice 3 može mi pomoći da razumijem tekstualne
programske jezike kao što su Python, C-jezik i Java?”

Prilikom odgovara na osmo anketno pitanje 68,9%
učenika se u potpunost slaže, a 24,4% učenika se uglavnom
slaže s izjavom koja je dio anketnog pitanja: „U nastavku
svoga obrazovanja planiram i dalje stjecati nova znanja i
vještine iz programiranja.“, dok se samo 6,7% učenika ne
slaže s navedenom izjavom (Slika 10.).

Slika 10. Grafikon prikazuje postotak ispitanika obzirom na
postavljeno anketno pitanje: „U nastavku svog obrazovanja planiram i
dalje stjecati nova znanja i vještine iz programiranja?”

Odabrani (značajni) odgovori na pitanje otvorenog tipa
„Što bi ti pomoglo za lakše usvajanje znanja i vještina iz
programiranja?“:


Veća posvećenost u vježbanju programskih
zadataka i nastava u školi (uživo).



Gledanje videa na YouTubeu i izvannastavne
aktivnosti.
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Vjerojatno kada mi sve to ne bi bilo toliko
apstraktno bi mi bilo lakše.



Pomoglo bi mi da krenem s osnovama.



Više vježbanja, tečajeva za programiranje, itd...



Više praktičnog rada i primjene.

IV.

RASPRAVA

Rezultati provedene ankete ukazuju na veliku
diferencijaciju u znanju i vještini programiranja kod
učenika prilikom prelaska iz osnovnoškolskog u
srednjoškolski sustav obrazovanja. Najveće razlike mogu
se uočiti kod odgovora na pitanje o vremenu stjecanja prvih
znanja u programiranju i vrsti programskog jezika kojeg su
učenici koristili za učenje programiranja. Više od 70%
anketiranih učenika imalo je određenih iskustava u
programiranju prije srednje škole, a polovina njih je navela
Python kao programski jezik s kojim su počeli
programirati. Međutim, čak više od jedne petine učenika,
njih 22,2% nije imala nikakvih iskustava u programiranju
prije dolaska u srednju školu. Iako samo 20% učenika
navodi da su učili C-jezik u osnovnoj školi, taj broj se
znatno povećava u srednjoj školi gdje C-jezik uči 71,1%, a
Python 24,4% anketiranih učenika. Iz dobivenih rezultata
vidljivo je da je samo manji broj učenika u srednjoj školi
nastavio učiti isti programski jezik koji su učili u osnovnoj
školi. Navedeni rezultati su u korelaciji s činjenicom da je
čak 42,2% učenika navelo da im je učenje tekstualnih
jezika kao što su C-jezik i Python teško i apstraktno, a kao
razlog navode učenje i razumijevanje kompleksne sintakse,
kao i nesnalaženje u strukturi i redoslijedu programskih
naredbi. Manji broj iskusnijih učenika, njih oko 10%
navodi da preferiraju tekstualne jezike zbog lakše
organizacije i boljeg pregleda programa. Otprilike sličan
broj učenika, njih 11,1% uopće ne preferira vizualne
programske jezike, dok se 28,9% učenika u potpunosti
slaže, a 53,3% uglavnom slaže da im je programiranje u
vizualnim programskim jezicima lakše i manje apstraktno.
Isto tako 22,2% učenika se u potpunosti slaže, a 55,6%
uglavnom se slaže da bi im paralelno učenje programiranja
pomoću vizualnih i tekstualnih programskih jezika
pomoglo da bolje razumiju sintaksu i programiranje u
tekstualnom jeziku. Iz dobivenih rezultata vidljivo je da čak
77,8% učenika vidi određenu korist od učenja vizualnih
programskih jezika kao što je Alice u izvannastavnim
aktivnostima. Samo 8,9% učenika uopće se ne slaže da im
programiranje u vizualnom okruženju može pomoći kod
programiranja u tekstualnom programu. Više od dvije
trećine učenika, njih 68,9% je potpuno sigurno da će
nastaviti stjecati nova znanja i vještine programiranja i
nakon završene srednje škole, dok njih manje od 10%
smatra da se neće baviti programiranjem u nastavku svog
obrazovanja.
Iz odgovora na pitanje otvorenog tipa, odnosno što bi
im pomoglo za lakše usvajanje znanja i vještina iz
programiranja, može se zaključiti da su učenici jasno uočili
probleme prilikom učenja programiranja na temelju kojih
su iznijeli jasne prijedloge za lakše učenje i usvajanje
nastavnih sadržaja. Od navedenih prijedloga svako treba
izdvojiti programiranje u vizualnom okruženju kao dio
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izvannastavnih sadržaja, te više vježbi i uvježbavanja
programskih zadataka na nastavi uživo. Kao stanoviti
problem učenici ističu i diferencijaciju u razini početnih
znanja i vještina pa stoga predlažu da svi krenu s osnovama
programiranja bez obzira na prethodno stečena iskustva u
programiranju.
V.

ZAKLJUČAK

Zbog velike početne diferencijacije u predznanju
neophodno je primijeniti fleksibilni pristup poučavanju
kako bi se svakom pojedinom učeniku bez obzira na
njegovo predznanje omogućio primjeren oblik učenja i
usvajanja nastavnih sadržaja iz područja programiranja. To
je poseban izazov za nastavnike koji trebaju determinirati i
prepoznati kognitivne kapacitete svakog pojedinog učenika
kako bi mu omogućili usvajanje nastavnih sadržaja od
razine koju je učenik dosegnuo u svom prethodnom
obrazovanju.
Ukoliko se pogrešno utvrdi razina prethodno stečenih
znanja i vještina postoji opasnost od stvaranja
diskontinuiteta u kognitivnoj strukturi pojedinog učenika, a
što dovodi do poteškoća prilikom usvajanja novih
nastavnih sadržaja koji ne prate slijed i razinu prethodno
naučenog gradiva. Stvaranje diskontinuiteta, odnosno rupa
u znanju, kod učenika generira poteškoće kod učenja,
posebno prilikom usvajanja apstraktnih sadržaja kao što je
programiranje u tekstualnim programskom jeziku.
Odabir primjerenih metoda za poučavanje koje su u
korelaciji s karakteristikama i sposobnostima učenika
predstavlja ključnu kariku i preduvjet za uspješno
poučavanje. Nakon analize kognitivne strukture razreda
potrebno je odrediti načine i metode poučavanja kako bi
učenje programiranja bilo jednako pristupačno početnicima
i učenicima s više iskustava. Jednu od metoda za učenje
programiranja predstavlja odabir programskog jezika koji
treba biti primjeren kognitivnoj razini učenika.
Rezultati ankete su pokazali da učenici s manje
predznanja i iskustava u programiranju preferiraju vizualne
programske jezike koji su po svojim karakteristikama
manje apstraktni, dok učenici s više iskustava žele nastaviti
programiranje u tekstualnom programskom okruženju.
Mogućnost odabira primjerenog programskog jezika,
odnosno metode za učenje programiranja kroz dostupne
izvannastavne sadržaje umanjuje utjecaj razlika u razini
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predznanja iz područja programiranja. Dizajniranje i odabir
grafičkih elemenata, odnosno programiranje u vizualnom
okruženju učenicima je zabavnije i intuitivnije jer ne
zahtijeva pamćenje i pisanje složenih sintaksi. Na ovaj
način kod učenika se povećava motivacija, sposobnost
rješavanja problema i analitičko razmišljanje.
Korištenje intuitivnih programskih okruženja kao što je
Alice učenicima s manje iskustava u programiranju pomaže
prilikom razvijanja složenih algoritamskih rješenja, a što u
konačnici olakšava učenje programiranja u tekstualnim
programskim jezicima. Iako svi učenici neće i ne mogu
postati
programeri,
učenje
programiranja
kroz
izvannastavne aktivnosti u različitim programskim
okruženjima, omogućit će im usvajanje osnovnih znanja
programiranja potrebnih za stjecanje računalne pismenosti
neophodne za današnje životno okruženje i poslove
budućnosti.
VI.
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Sažetak – Fizika kao znanost nastala je tako što su ljudi
promatrali različite pojave u svijetu koji nas okružuje i na
temelju tih pojava izvodili fizikalne zakone. Napretkom
tehnologije povećala su se znanja iz fizike, no i dalje je
opažanje pojava pomoću pokusa najvažniji način na koji se
učenici u školama upoznaju sa zakonima fizike. Cilj ovog
rada je upoznati nastavnike s informatičkom tehnologijom
koja olakšava izvođenje nastave fizike u srednjoj školi. Iako
je pokus uživo još uvijek najbolji način za izvođenje
nastave, u nekim se situacijama (nedostatak opreme,
nastava na daljinu…) on ne može izvesti te je potrebno
koristiti različite informatičke alate kako bi se ti pokusi
dočarali. Tu se ponajprije misli na animacije, računalne
simulacije i snimke pokusa. Drugi način korištenja
informatičke tehnologije u nastavi fizike uključuje nastavu i
pokuse koji se mogu izvesti u razredu. Pametni telefoni
danas imaju brojne mogućnosti koje se mogu kreativno
iskoristiti u nastavi fizike. Učenici na taj način mogu
samostalno istraživati zakone fizike. Uz pametne telefone
postoje i uređaji koji mogu pomoći u izvođenju pokusa. To
su svakako osobno računalo, različita mikro-računala i sl..
Ključne riječi - fizika; nastava fizike; informatičke
tehnologije

I.

UVOD

Povijesno gledano u posljednjih 150 godina došlo je
do nezamislivog napretka tehnologije. Takav napredak
nam je upravo omogućila upravo znanost. Napredak je
najviše vidljiv upravo kod informatičke tehnologije. Ako
se samo pogledaju dimenzije računala i njihova snaga
prije desetak godina i danas vidljivo je da upravo
informatička tehnologija doživjela velik rast. Stvari koje
su prije nekoliko godina bile nezamislive danas jako
olakšavaju život. Za razvoj informatičke tehnologije
zaslužna je znanost, a kao dvije najveće grane znanosti tu
su matematika i fizika te sve njihove podgrane koje nam
omogućavaju računala kakva imamo danas. Kako bi se
iskoristila sva moć informatičke tehnologije koje
posjedujemo i samim time došlo do još većeg napretka
iste, bitno je iskoristiti tu tehnologiju na najbolji mogući
način, a to je za učenje. Ovaj rad se bavi idejama i
implementacijom informatičke tehnologije u nastavu
fizike za srednje škole. Pretpostavlja se da su sve škole
opremljene osobnim računalima i da većina učenika
posjeduje pametne telefone. Imajući na umu tu
pretpostavku postavlja se pitanje kako nam osobno
računalo i pametni telefon mogu pomoći u izvođenju
nastave fizike kako bi ovaj zahtjevan predmet bio lakši za

MIPRO 2021/CE

izvođenje nastavnicima te razumljiviji i zanimljiviji
učenicima.
U ovom radu opisana je istraživački usmjerena nastava
fizike koja se temelji na interaktivnom istraživanju pojava
i koristi je sve više nastavnika. Međupredmetna tema
„uporaba informacijske i komunikacijske tehnologije“
izrazito je važna za razvoj učenika koji odrastaju u svijetu
gdje se intenzivno koristi informacijska tehnologija.
Prikazane su neke PhET simulacije koje se mogu koristiti
u učionici, ali korisne su i u izvođenju nastave na daljinu.
Neki pokusi koji su teški za izvesti ili opaziti mogu se
prikazati videosnimkama. Za izvođenje istraživanja u
nastavi fizike mogu se koristiti pametni telefoni koji imaju
određene senzore koji pomažu u mjerenju nekih fizikalnih
veličina. Na kraju su opisane pozitivne i negativne strane
korištenja informatičkih tehnologija u nastavi fizike.
II.

ISTRAŽIVAČKI USMJERENA NASTAVA FIZIKE

Istraživački usmjerena nastava fizike je oblik nastave
koji razvija razumijevanje fizike kombiniranjem znanja,
znanstvenog razmišljanja i zaključivanja. Ona potiče
smislenije i dublje učenje od običnog memoriranja i
nabrajanja sadržaja te ono što je bitnije, odražava
istraživački karakter fizike kao znanstvene discipline. Ova
vrsta nastave standard je nastave fizike u razvijenim
zemljama pa tako i u Hrvatskoj
Zasniva se na konstruktivističkom modelu učenja, gdje
učenici sami grade svoje znanje od svojih već postojećih
znanja i novih informacija. Druga bitna činjenica je to da
je fizika istraživačka disciplina što bi nastava fizike
trebala i odražavati. Ono što nastavu fizike čini
istraživački usmjerenom je da učenici: traže odgovore na
znanstvena pitanja, formuliraju i testiraju hipoteze,
osmišljaju i provode pokuse, samostalno zapisuju svoja
predviđanja, opažanja i zaključke i prezentiraju drugima
svoje rezultate i zaključke te ih argumentirano brane.
Bit istraživački usmjerene nastave nije da učenici sve
sami rade, nego da se učenicima maksimalno omogući
samostalno zaključivanje. Naravno, sve u skladu i
mogućnostima rada u razredu. Druga bitna stavka
ovakvog tipa nastave je upoznavanje učenika s procesom
istraživanja. Nastavnici usmjeravaju i vode učenike u
istraživanju, ali uvije im ostavljaju dovoljno prostora za
samostalno zaključivanje.
Važno je ne pomiješati izvođenje istraživački
usmjerene nastave s izvođenjem pokusa, iako ovaj tip
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nastave podrazumijeva izvođenje pokusa. Pokusi se mogu
izvesti uživo, biti snimljeni, mogu se pokazati računalne
simulacije, mogu se čak izvoditi i misaoni pokusi. Ono što
nastavu fizike čini istraživački usmjerenom je postavljane
problema i istraživanja tako da je potreban visok
intelektualni angažman učenika. To se može postići tako
da uz navedene pokuse učenici stvaraju i testiraju
hipoteze, samostalno formuliraju opažanja i donose
zaključke [1].

III.

UPORABA INFORMACIJSKE I KOMUNIKACIJSKE
TEHNOLOGIJE

2019. godine Ministarstvo znanosti i obrazovanja
Republike
Hrvatske
donijelo
je
odluke
o
međupredmetnim temama. Međupredmetne teme su teme
općeljudskih vrijednosti i kompetencija za život u 21.
stoljeću i kao takve su na poseban način svakodnevno
prisutne u odgojno obrazovnom radu cjelokupne
obrazovne vertikale. Međupredmetne teme ostvaruju se
povezivanjem odgojno-obrazovnih područja i nastavnih
tema svih nastavnih predmeta. Ukupno postoji sedam
takvih tema, a to su:
•

Osobni i socijalni razvoj

•

Učiti kako učiti

•

Građanski odgoj i obrazovanje

•

Zdravlje

•

Poduzetništvo

•

Uporaba
informacijske
tehnologije

•

Održivi razvoj

i

komunikacijske

Tema uporaba informacijske i komunikacijske
tehnologije je ona koja nas najviše zanima. Detalji svih
međupredmetnih tema internetu na stranicama škole za
život ili službenim stranicama Ministarstva znanosti i
obrazovanja [3].
Najvažnije domene međupredmetne teme uporaba
informacijske i komunikacijske tehnologije su: A.
funkcionalna i odgovorna uporaba IKT-a, B.
komunikacija i suradnja u digitalnome okružju, C.
istraživanje i kritičko vrednovanje u digitalnom okružju i
D. stvaralaštvo i inovativnost u digitalnome okružju. Ove
tri domene prikazane su na slici 1.

Slika 1. Shematski prikaz 4 domene međupredmetne teme uporaba
informacijske i komunikacijske tehnologije. Preuzeto sa [2].

Domena funkcionalna i odgovorna uporaba IKT-a
odnosi se na stjecanje znanja i vještina uporabe
tehnologije te mogućnostima koje tehnologija pruža za
sam proces učenja. Učenici se služe digitalnim
obrazovnim sadržajima kako bi unaprijedili svoje znanje.
Uče se odgovornoj i sigurnoj uporabi tehnologije i
prepoznaju štetna ponašanja kako bi mogli zaštiti sebe i
druge u digitalnom okruženju.
Domena komunikacija i suradnja u digitalnome
okružju, kao i to joj ime govori bavi se komunikacijom na
način da učenici u poštuju prava drugih, te se ponašaju u
skladu s etikom. U suradnji i komunikaciji važna je i
uporaba standardnog jezika te razumljivo izražavanje.
Učenici u ovom dijelu mogu primijetiti sve prednosti i
nedostatke komunikacije u digitalnom svijetu.
Treća domena je istraživanje i kritičko vrednovanje u
digitalnome okružju. Ova domena je izrazito bitna zato
jer učenici sami istražuju informacije koristeći
tehnologiju. Tako dolaze do različitih pristupa i
mogućnosti u rješavanju određenih problema. Učenici
sami procjenjuju kakve informacije trebaju pronaći te
koliki je opseg tih informacija. Učenici na kritički način
procjenjuju koji izvor informacija je relevantan.
Posljednja, ali nikako najmanje važna domena je
stvaralaštvo i inovativnost u digitalnome okružju. Ovaj
dio je izrazito bitan jer potiče učenike da slobodno i
otvoreno iskažu svoju maštovitost u radu s
informacijskom i komunikacijskom tehnologijom.
Učenike se motivira da osmišljavaju nove ideje i budu
kreativni u kreiranju novih sadržaja u digitalnom obliku.
Učenici u digitalnom okružju predstavljaju svoje radove
što im omogućuje bolje snalaženje u daljnjem
obrazovanju i bolje prilagođavanje novim tehnologijama
[2].

IV.

PHET SIMULACIJE

PhET je skraćenica za Physics Education Technology.
To je neprofitan projekt koji sadržava mnoge besplatne
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interaktivne simulacije iz različitih grana znanosti. Iako je
u početku bio zamišljen isključivo za fiziku, kasnije su
dodane simulacije iz kemije, matematike, biologije. Danas
na stranici postoji ukupno 158 interaktivnih simulacija.
Prevedene su na 94 jezika. Simulacije su uvedene kako bi
se olakšalao izvođenje pokusa nastavnicima i gradivo
učinilo lakše savladivim. Simulacijama je moguće
pristupiti i pokrenuti ih na osobnom računalu putem web
browsera [5], [6].

B. PhET simulacije za nastavu na daljinu
Iako je pravi pokus uživo i dalje najbolji način za
istraživanje i učenje nove pojave, ponekad takav pokus ne
može izvesti. Neki od razloga za to mogu biti nedostatak
ili nekvalitetna oprema u školi. Postoji mogućnost
izvođenja nastave na daljinu. Tada se trebaju tražiti
alternativna rješenja, a takva rješenja mogu biti upravo
simulacije koje učenicima daju mogućnost samostalnog
istraživanja.

A. PhET simulacije za nastavu u učionici
Dobar primjer su simulacije nekih zakona za koje je
teško izvesti pokus. Jedan od takvih primjera jest zakon
očuvanja energije. Nije moguće istovremeno pokazati
kako jedna vrsta energije prelazi u drugu, kinetička u
gravitacijsku potencijalnu i obrnuto. U simulaciji je
moguće odrediti sve parametre te učenici tako mogu
vidjeti odnos varijabli, kako masa, brzina, visina utječu na
energiju i najbitnije da je ukupna energija sustava
očuvana. Na slici 2. je prikazana simulacija „skater“ i sa
strane je moguće vidjeti dijagrame energija u svakom
trenutku. Kasnije je moguće dodavati različite opcije
poput trenja ili otpora zraka te učenici mogu vidjeti i
njihove učinke.

Jedna do takvih simulacija je istraživanje Faradayevog
zakona. Iako simulacija ima svoje nedostatke u odnosu na
pravi pokus u njoj se mogu vidjeti najbitnije stvari te se
njenim pokazivanjem i postavljanjem pitanja učenicima
može doći do zadovoljavajućeg nastavnog ishoda.
Simulacija Faradayevog zakona sa žaruljom, magnetom,
zavojnicom i silnicama magnetskog polja prikazana je na
slici 4.

Slika 4.

Slika 2.

Prikaz zakona očuvanja energije pomoću PhET simulacije
skatera u parku.

Još jedan zanimljiv primjer korištenja PhET
interaktivne simulacije učeničko istraživanje je simulacija
sa kretanjem projektila. Ovakvo istraživanje i isto teže
izvedivo u učionici zato je ova simulacija moćan alat..
Simulacija gibanja projektila, prikazana na slici 3., nam
omogućava odabir različitih ulaznih podataka od početne
brzine, kuta pod kojim se ispaljuje projektil, mase
projektila, otpor zraka. Dobrim kontroliranjem varijabli
učenici mogu sami istraživati kako se mijenja domet
projektila ovisno o kutu pod kojim je projektil ispaljen,
brzini projektila. Tu postoje brojne druge mogućnosti, a
simulacija prikazuje i vektore tako da učenici u svakom
trenutku mogu vidjeti kako izgledaju vektori brzina.

PhET simulacija Faradayevog zakona.

Drugi primjer bi bila simulacija valova, za nastavu na
daljinu i istraživanje refleksije valova na žici ili opruzi. U
ovom slučaju učenici mogu odabrati kako raditi valove,
ručno ili kao oscilacija. Moguće je odrediti čvrst ili
slobodan kraj kako bi se vidjelo kako se ponaša val.
Postoji
mogućnost odabira frekvencije, amplitude,
prigušenja i svojstva žice kako bi učenici mogli dobiti
realnije slike ponašanja valova. Istraživanje valova
pomoću PhET simulacije koja nam omogućuje biranje
frekvencije, amplitude, prigušenja, čvrstog ili slobodnog
kraja prikazano je na slici 5.

Slika 5.

PhET sumulacija generiranja valova na na žici.

V.

Slika 3.
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PhET simulacija gibanja projektila.

SNIMKE POKUSA

Nastavnici prilikom izvođenja nastave umjesto
izvođenja pokusa mogu pustiti snimku pokusa. Snimka
može biti vlastito izrađen pokus ili primjerice video
pokusa koji je već snimio neko drugi. Snimanje pokusa u
odnosu na pokus uživo ima neke svoje prednosti i
nedostatke.
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Prednost snimljenog pokusa je moguće ponavljanje
istog pokusa više puta kako bi učenici mogli vidjeti točno
određeno svojstvo. Naravno tu se radi o pokusam koje je
moguće izvesti u razredu, ali postoji mogućnost da duže
traju, na primjer pokusi iz termodinamike gdje je potrebno
pričekati neko vrijeme da se uspostavi termodinamička
ravnoteža. Mogu se i snimiti i pokusi koji nisu teški za
izvesti, ali ih je teško opaziti, primjer takvog pokusa je
pokus s magnetom i cijelim i prekinutim metalnim
prstenom kojim se kojim se pokazuje Lenzovo pravilo.

koristi za grafički prikaz akceleracije je Physics Toolbox
Sensor Suite.

Uz ove snimke preporuča se izvesti pokuse kako bi
učenici vidjeli ograničenja pokusa te iz snimke pokusa
više naučili. Još jedna prednost snimljenih pokusa je da se
učenicima mogu pustiti snimke pokusa koje nije moguće
izvesti u razredu. To su pokusi koji se ne mogu izvesti
zbog nedostatka opreme ili nedovoljno prostora u
učionici. Postoje pokusi koji mogu predstavljati opasnost
prilikom njihovog izvođenja te je zato bolje učenicima
pustiti snimku pokusa. Primjeri tih pokusa su pokus s
faradayevim kavezom, Van der Graaf generator, zatim
pokusi koji pokazuju različita zračenja.
Uz prednosti snimljenih pokusa postoje i nedostaci.
Najveći problem kod snimljenih pokusa može biti sumnja
učenika u vjerodostojnost prikazanog sadržaja. Mnogi
učenici bi se mogli pitati je li to što je pokazano na snimci
zaista tako, jer učenici ne vjeruju nešto dok ne vide to
uživo. Zato je potrebno raspravljati s učenicima o
prikazanoj snimci. Jedan od mogućih problema je
kvaliteta snimke, tu se može raspravljati o rezoluciji videa,
kadrovima, fluidnosti izvođenja snimke te o tome postoji
li neka distrakcija koja može navesti učenike da ne srž
pokusa. Na ove stvari potrebno je pripaziti prilikom
snimanja pokusa kao i prilikom traženja adekvatne snimke
pokusa koji je već netko drugi snimio.

VI.

Slika 6. Određivanje akceleracije pomoću aplikacije Physics Toolbox
Sensor Suite. Prikazana je ovisnost akceleracije o vremenu, akceleracija
u sva 3 smjera i ukupna akceleracija.

PAMETNI TELEFONI I NASTAVA FIZIKE

Tijekom godina tehnologija je jako napredovala, tako
da danas već učenici u svojim pametnim telefonima
posjeduju mnoge alate koji se mogu iskoristiti za
unaprjeđivanje nastave fizike. Većina pametnih telefona
opremljena je kamerama, zvučnicima, mikrofonima i
brojnim senzorima. Neki od tih senzora su: akcelerometar,
GPS, žiroskop, senzor blizine, kompas, barometar i
mnogi drugi. Pomoću određenih aplikacija koje su
besplatne i dostupne za android mobilne uređaje, mogu se
aktivirati određeni senzori i prikazivati podatke koji se
mogu koristit u nastavi fizike. Neki od programa koji se
mogu koristiti za mjerenja su Physics Toolbox Sensor
Suite [7], phypox [8] i mnogi drugi.

Pametni telefoni uz pomoć aplikacije mogu proizvoditi
zvuk. Tako se može pokazati Dopplerov efekt. Ako se
odrede zvukovi sličnih frekvencija čuje se interferencija
zvučnih valova. Na slici 7. prikazana je aplikacija phypox,
gdje je vidljiv grafički prikaz ljudskog govora, promjena
decibela u vremenskom intervalu.

Primjerice može se uključiti GPS u aplikaciji koji daje
točan položaj, učenici se zatim hodaju po učionici i pritom
drže pametni telefon u rukama. Zatim program daje ispis
gibanja, brzinu i akceleraciju u svakom trenutku i u svim
smjerovima. Oni malo hrabriji mogu izračunati
gravitacijsku akceleraciju tako da puste uređaj da se giba
pod utjecajem gravitacije. Na slici 6. vidi se jedno
mjerenje akceleracije pri kretanju. Aplikacija koja se
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TABLICA I.
Informatički alat
za izvoženje
nastave

PhET simulacije

Snimke pokusa

Slika 7. Prikaz sinmanja zvuka ljudskog govora pomoću aplikacije
phypox. Vidljiva je promjena decibela u vremenu ovisno o tome što se
govori.

A. Ostali naćini korištenja informatičke tehnologije u
nastavi fizike
Uz naveden primjere postoje još mnogi drugi načini
kako koristiti informatičku tehnologiju u nastavi fizike.
Jedan od danas popularnijih načina je snimanje
predavanja. Pomoću računala moguće je kreirati različite
edukativne video materijale. Postoje različiti alati za
izradu kvizova. Tu su i još različiti uređaji koji se mogu
koristiti. Neki do njih su mikro-računala kao što su
micro:bit i raspberry pi i arduino koji se uz različite
dodatke mogu koristiti kao mjerni instrumenti. Nastavnici
mogu kreirati i vlastite simulacije fizikalnih procesa.
VII. PREDNOSTI I NEDOSTACI INFORMATIČKE OPREME U
NASTAVI FIZIKE

Uporaba informatičkih tehnologija u nastavi fizike ima
svoje prednosti i mane. Nastavu fizike uživo i izvođenje
pokusa i istraživanja ništa ne može zamijeniti, no postoje
situacije u kojima se ona može unaprijediti korištenjem
novih tehnologija.
Prednost informatičke tehnologije u nastavi fizike je
da ona donosi svježinu u nastavi, učenici uvijek vole
isprobavati i vidjeti nove stvari. Simulacije mogu biti
zanimljive i pružiti neke mogućnosti koje običan
eksperiment ne može. Učenici mogu raditi simulacije kod
kuće i za to im je dovoljno da imaju osobno računalo.
Snimljenim pokusima može se postići da učenici obrate
pozornost upravo na dio koji je važan, snimljeni
eksperimenti mogu se pokrenuti više puta i za njih nije
potrebna skupa oprema i strah da se određena pojava ne
vidi. Pametnom uporabom tehnologije u istraživanju
potiče se kreativnost učenika. Učenici nogu napraviti mali
projekt gradnje mikro-računala koje kasnije može biti
mjerni instrument. Prednosti i nedostaci svakog od ovih
informatičkih alata nalaze se u tablici 1.
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Aplikacije za
pametne telefone

Mikro-računala

Edukativni
nastavni
materijali

PREDNOSI I NEODSTACI INFORMATIČKIH
TEHNOLOGIJA U NASTAVI
Prednosti

Besplatno, velik
broj simulacija,
mogućnost kontrole
varijabli, korisno za
nastavu na daljinu

Nedostaci
Sve simulacije
nisu jednako
izvedene,
učenicima je
potrebno dati
detaljne upute za
njihovo
korištenje

Besplatno, velik
broj pokusa, nema
opasnosti za
učenike, moguće
višestruko
ponavljanje,
korisno za nastavu
na daljinu

Različite
kvalitete snimki
pokusa, određene
pokuse potrebno
je dodatno
objašnjavati

Omogućuje
kreativnost u
osmišljavanju
mjerenja

Određene
aplikacije nisu
besplatne i
dostupne na svim
platformama,
potrebno je više
vremena za
svladavanje

Velik broj
mogućnosti, jako
potiče kreativnost
učenika, može
pobuditi interes
učenika za druge
predmete

Cijena, potrebno
je uložiti puno
vremena da bi se
realiziralo mikroračunalo kao
mjerni instrument

Besplatno, dobro za
nastavu na daljinu

Zahtjeva veći
angažman
učenika, manje
atraktivno od
ostalih sadržaja

Negativne strane korištenja informatičke tehnologije u
nastavi fizike mogu bit učeničko nepovjerenje, jer nije isto
vidjeti snimljeni pokus i pokus uživo u učionici. Postoji
problem sa simulacijama koji je isti kao i kod snimljenih
pokusa, a to je da učenici ne vjeruju ono što im pokazuje
simulacija. Najveći problem može biti pronalazak
najboljeg alata za određeno gradivo. Izrada vlastitih
mjernih instrumenata pomoću mikro-računala zahtjeva
puno vremena i truda, a oprema u većini slučajeva nije
besplatna.
VIII. ZAKLJUČAK
Tema korištenja informatičke tehnologije u nastavi
fizike, a i u nastavi općenito vrlo je popularna u posljednje
vrijeme. Jedan od razloga za to je dostupnost računala i
informatičke tehnologije, a drugi je održavanje nastave na
daljinu. U ovom radu bili su prikazani neki od načina
implementacije informatičke tehnologije u nastavu fizike
kako bi se pomoglo nastavnicima u izvođenju nastave
fizike. Informatička tehnologija može imati veliku
primjenu u nastavi fizike. Ona ima svoje prednosti i
nedostatke. Potrebno je poticati učenike i nastavnike na
njeno korištenje. Najvažnija stvar pri korištenju
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informatičke tehnologije u nastavi fizike jest to da ne bi
informatička tehnologija zasjenila samu fiziku. Nastavnici
moraju zato sami odabrati hoće li i kako koristiti
informatičke tehnologije u nastavi fizike, s obzirom na to
što je najbolje za njih i njihove učenike.

[3]
[4]
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Riznica kreativne međunarodne suradnje u
Erasmus projektima školskog partnerstva
Marina Mirković
Tehnička škola, Požega, Republika Hrvatska
marina.mirkovic@skole.hr
Sažetak
Tehnička škola u Požegi sudjeluje u dva Erasmus+ KA2
projekta školskog partnerstva: "Together in Environmental
Solutions Learning Activities" (TESLA) i "With the Skills
of the Future for a Successful Job and Life" (SKILLS).
U radu su predstavljeni ciljevi projekata te opisane brojne
aktivnosti. Projekt TESLA potiče svijest učenika o održivom
razvoju korištenjem obnovljivih izvora energije i savjesnoj
uporabi energije. Osnažuje suradnju srednjih škola i
institucija važnih za energiju i ekologiju te razmjena dobre
prakse na europskoj razini. Projekt SKILLS osposobljava
učenike za razvijanje originalnih rješenja i ideja. Kvalitete
koje će učenici steći preklapaju se sa sposobnostima koje
zahtijeva poslovni svijet.
Projekti omogućuju suradnju škole sa partnerskim školama
iz šest zemalja Europske unije putem mobilnosti učenika i
nastavnika te online aktivnosti putem eTwinning projekata.
Partneri osmišljavaju radionice s primjenom kreativnih
metoda i tehnika poučavanja i učenja uz zanimljive
aktivnosti za učenike ali i edukacije za nastavnike. U
stjecanju vještina i ključnih kompetencija pomažu digitalne
tehnologije i alati.
Međunarodna suradnja pomaže školama da poboljšaju
iskustvo poučavanja učenika vještinama koje će im pomoći
u obrazovanju, radu i društvu. Aktivnosti u projektu potiču
učeničku maštu, kreativnost, pronalaženje novih rješenja uz
učenje o sebi, drugima i okolini.
Ključne riječi – školsko partnerstvo, Erasmus projekt,
suradnja, vještine, mobilnost, digitalne tehnologije

I. UVOD
Agencija za mobilnost i programe EU odobrila je
2019. godine Tehničkoj školi u Požegi dva Erasmus+
KA2 projekta školskog partnerstva: „Together in
Environmental Solutions Learning Activities“ (TESLA) i
„With the Skills of the Future for a Successful Job and
Life“ (SKILLS). Projekti će omogućiti suradnju škole sa
šest zemalja EU putem mobilnosti učenika i nastavnika te
online aktivnosti putem eTwinning projekata.
Oba projekta odvijaju se tijekom dvije školske godine:
2019./20. i 2020./21. Uz mobilnosti, učenici rade i na
brojnim aktivnostima online putem eTwinning platforme
koja će omogućiti suradnju učenika i nastavnika, praćenje
rada učenika te diseminaciju i evaluaciju projekata u svim
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njihovim fazama. Projektima za Tehničku školu potpunu
financijsku potporu dodijelila je Agencija za mobilnost i
programe Europske unije.
Ključna aktivnost 2 u Erasmus+ projektima osmišljena je
kako bi poticala razvoj, prijenos i/ili provedbu
inovativnih praksi te provedbu zajedničkih inicijativa
kojima se promiče suradnja, suradničko učenje i razmjena
iskustva na europskoj razini.
Školska partnerstva
omogućuju školama mobilnosti učenika i odgojnoobrazovnih djelatnika kako bi se razvile kao organizacije
i povećale svoj kapacitet za sudjelovanje u
međunarodnim projektima [1].
Školska partnerstva (KA229) služe za razmjenu dobre
prakse. U njima sudjeluje najmanje 2, a najviše 6 odgojno
obrazovnih ustanova iz najmanje dvije različite
programske zemlje. Trajanje projekta je od 12 do 24
mjeseci [2].
II. PROJEKT TESLA
Projekt će potaknuti svijest učenika o održivom
razvoju korištenjem obnovljivih izvora energije i
savjesnoj uporabi energije. Pružiti će pregled energetskih
resursa, njihove upotrebe i ograničenja. Dio projekta
posvećen je znanstveniku Nikoli Tesli, njegovom životu,
radu i izumima. Kroz projekt povezati će se sadržaji
fizike, energetike, elektrotehnike i ekologije. Osnažiti će
suradnja srednjih škola i institucija važnih za energiju i
ekologiju te razmjena dobre prakse na europskoj razini.
U projektu sudjeluju škole iz četiri zemlje:


Tehnička
(koordinator)



Bundeshandelsakademie und
Bundeshandelsschule Linz, Austrija, Linz



Kanepi Gümnaasium, Estonija, Kanepi



Liceul Teoretic Coriolan
Brediceanu, Rumunjska, Lugoj

škola, Hrvatska,

Požega

Ukupni proračun projekta je 97.771,00 eura, od čega je
Tehničkoj školi kao koordinatoru dodijeljeno 28.840,00
eura.
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Projekt obuhvaća 4 mobilnosti (Hrvatska, Estonija,
Rumunjska i Austrija) u kojima će uz učenike i nastavnike
partnerskih škola sudjelovati po 6 učenika i dva
nastavnika iz Tehničke škole.
Od 4 planirane transnacionalne aktivnosti učenja
podučavanja i osposobljavanja (mobilnosti) do sada je
održana mobilnost u Republici Hrvatskoj u kojoj je
Tehnička škola bila domaćin.
Aktivnosti su održane od 10. do 16. studenog 2019.
godine. 23 sudionika (17 učenika i 6 nastavnika) stiglo je
iz Austrije, Estonije i Rumunjske u Požegu. Uz 13 učenika
i 6 nastavnika Tehničke škole u Požegi sudjelovali su u
mobilnosti projekta TESLA pod nazivom "Renewable
sources for generating electricity". Sveukupno je
sudjelovalo 30 učenika i 12 nastavnika (slika 1).
Aktivnosti su održane u: Tehničkoj školi u Požegi,
Memorijalnom centru „Nikola Tesla“ u Smiljanu,
Aquatika – slatkovodnom akvariju u Karlovcu, mini HE
Pleternica, Sunčanoj elektrani ELPOS u Radnovcu, Sveta
Nedelja - posjet tvrtki Rimac Automobili, Zagrebu i
Požegi.
Timovi škola putem prezentacija i video uradaka
predstavili su svoje škole i gradove iz kojih dolaze te dali
osvrt na uporabu obnovljivih izvora energije u njihovim
zemljama. Učenici su sudjelovali u radionici "Igra s
energijom" te finalnom odabiru službenog loga projekta u
kojem je pobijedio logo učenika iz rumunjske škole (slika
2).
Održano je predavanje i radionica iz energetike o
rasvjetnom solarnom stupu i solarnim panelima. U
radionici "Life and Inventions of Nikola Tesla" učenici su
radili u međunarodnim skupinama te izrađivali digitalnu
brošuru o Nikoli Tesli s vremenskom trakom,
prezentacijom, posterom i kvizom.

Slika 2. Logo projekta TESLA

Tijekom ožujka 2020. u školi je organiziran, opremljen
i postavljen Erasmus+ kutak kao stalna postava u holu
škole s učeničkim radovima. Erasmus + kutak u svakoj će
školi biti stalno mjesto na kojem će se nalaziti informacije
i prikazati izložbe o školskim timovima, aktivnostima,
proizvodima, sastancima, kojima će upravljati školski
timovi (slika 3).
Učenici su tijekom rujna i listopada proučavali
sadržaje o bioekonomiji, Njeni sektori i industrije imaju
snažan inovacijski potencijal zahvaljujući povezanosti
širokog spektra znanosti i industrijskih tehnologija. U
parterskim školama obilježeni su Dani Erasmusa u
listopadu 2020.
U studenom, povodom Svjetskog dana izumitelja
učenici su istraživali i proučavali izume u području
energije i okoliša. Izrađivali su plakate i prezentacije.

Team building aktivnost Escape room - Let's meet
Croatia, koja je učenicima gostima omogućila
upoznavanje Republike Hrvatske, pripremili su i vodili
učenici Tehničke škole.

U prosincu 2020. učenici su uređivali Erasmus+ kutak
za nadolazeće blagdane pri čemu su istraživali
obilježavanje božićnih i novogodišnjih blagdana u
zemljama partnerima.

Tijekom prosinca 2019. učenici su izrađivali božićne i
novogodišnje čestitke za svoje prijatelje u partnerskim
školama.

Tijekom ožujka 2021. planirana je energetska
ekspedicija "Energija u našoj školi". Cilj ove aktivnosti u
projektu je ušteda energije promjenom ponašanja

Slika 1. Sudionici prve mobilnosti u projektu TESLA održane u
Republici Hrvatskoj
Slika 3. Erasmus+ kutak u Tehničkoj školi, Požega
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korisnika ustanove, a u slučaju škole to su učenici, učitelji
i ostalo osoblje obrazovno-odgojne zajednice.
Učenici će izvoditi analizu energetskog testiranja u
školi (visina temperature, potrošnja energije, troškovi
potrošnje energije). Učenici će svoje rezultate i izračune
koristiti za daljnja istraživanja, kao i usporedbe situacija u
školama partnera. Razvijati će prijedloge za poboljšanje
energetske učinkovitosti u školi i pronalaženje načina
kako bi se izbjegle emisije CO2.
Lokalna zajednica je pomogla u domaćinstvu
mobilnosti, posebno Grad i županija u susretu s gostima
(učenicima i nastavnicima iz škola partnera). Ostale škole
u gradu i županiji prate rad Tehničke škole u projektima
kao primjer dobre prakse.
Slika 4. Sudionici prve mobilnosti u projektu SKILLS održane u
Estoniji

III. PROJEKT SKILLS
Cilj projekta je osposobiti učenike za razvijanje
originalnih rješenja i ideja. Kvalitete koje će učenici steći
preklapaju se sa sposobnostima koje danas zahtijeva
poslovni svijet. Projekt je osmišljen sa ciljem da poboljša
stjecanje osnovnih vještina naših učenika koji će biti
upoznati s ključnim principima i komponentama
projektnog učenja.
U Estoniji su nastavnici sudjelovali na seminaru o
vještinama 21. stoljeća te ih svi partneri uz pomoć raznih
aktivnosti uvježbavaju s učenicima u njihovim školama.
Fokus je na učenju u interaktivnom i međunarodnom
okruženju primjenjivom na stvarne okolnosti.
U projektu sudjeluju škole iz pet zemalja:


Kanepi Gümnaasium, Estonija, Kanepi
(koordinator)



Suleyman Demirel Anadolu Lisesi, Turska,
Istanbul



Osnovna šola F. S. Finžgarja
Lesce, Slovenija, Lesce



Tehnička škola, Hrvatska, Požega



IIS Petrucci
Catanzaro.

Ferraris

Maresca, Italija,

Ukupni proračun projekta je 116.901,00 eura, od čega
je Tehničkoj školi kao partneru dodijeljeno 24.453,00
eura.
Projekt obuhvaća jednu mobilnost za nastavnike
(Estonija) te 4 mobilnosti (Hrvatska, Turska, Italija i
Slovenija) u kojima će uz učenike i nastavnike ostalih
partnerskih škola sudjelovati po 5 učenika i dva
nastavnika iz Tehničke škole.
U Estoniji je od 9. do 13. prosinca 2019. godine
održana transnacionalna aktivnost učenja, podučavanja i
osposobljavanja za nastavnike „Seminar 21st century
skills and teaching strategies“. Domaćin ove mobilnosti
bila je Gimnazija Kanepi. Na seminaru je sudjelovalo
sveukupno 10 nastavnika (slika 4).
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Prvi seminar održan je u tvrtci BCS Koolitus iz
Tallinna. Teme su bile: kritičke vještine 21. stoljeća,
generacijske i kulturne razlike. BCS Koolitus vodeća je
kompanija za obuku, upravljanje projektima i savjetovanje
u Estoniji. Predavačica je bila gospođa Karmen Ruut. U
predavanju su naglašene vještine učenja i inovacije –
komunikacija, kreativnost, rješavanje problema i kritičko
mišljenje.
Aiki Pärle, predavačica s Estonian Entrepreneurship
University of Applied Sciences (Estonsko poduzetničko
sveučilište primijenjenih znanosti) iz Tallinna održala je
drugi seminar. Iskusna je predavačica koja radi u visokom
obrazovanju s vještinama upravljanja kvalitetom,
liderstva, strateškog planiranja i organizacijskog razvoja.
Teme su bile: razvoj i inovacije u organizacijama,
estonska priča o uspjehu.
Zanimljivo je bilo predavanje o potrebi razvoja škole
kao brenda kako bi bila konkurentna u natjecanju izbora
škole kod budućih učenika.
Treći seminar održale su predavačice Anu Sarv i Airi
Nülo sa Sveučilišta u Tartu. Tema je bila poboljšanje
prijenosnih vještina i podrška aktivnom učenju.
Prijenosne vještine su vještine koje su relevantne i korisne
u različitim područjima života: društvenom životu,
profesionalnom i u školi. To su opće vještine koje se
mogu prenijeti između radnih mjesta, odjela i industrije.
Među deset najvažnijih prijenosnih vještina su:
poslovna strategija, vođenje i upravljanje timom,
rješavanje problema, sposobnost timskog rada, analiza
podataka,
komunikacijske
vještine,
upravljanje
vremenom, radna etika, komercijalna svijest te slušanje i
pružanje povratnih informacija. Na seminaru je
predstavljena „obrnuta učionica“ kao mogućnost primjene
novih tehnologija u nastavi radi povećanja motivacije
učenika, postizanja boljih obrazovnih rezultata te
osuvremenjivanja nastavnog procesa. Analizirane su
brojne nastavne metode i njihova primjena u obrnutoj
učionici (slika 5).
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Slika 5. Radionica za nastavnike na seminaru u Estoniji

Stečena iskustva i znanja sa seminara sudionici su
prenijeli u svoje matične škole kroz rad s učenicima i
suradnju s kolegama nastavnicima.
U kulturološkim aktivnostima sudionici mobilnosti
upoznali su gradove Tallinn, Tartu i Võru.
Tallinn kao glavni grad Estonije, najstarije je i najveće
gradsko središte u sjeveroistočnoj Europi.
Učenici su tijekom rujna i listopada proučavali
sadržaje o robotici. U veljači su istraživali povijesne,
vjerske ali i zanimljive moderne zgrade u Republici
Hrvatskoj u kojima je pri gradnji primijenjena matematika
(npr. veza s geometrijskim tijelima). U prezentaciji zgrada
u našoj zemlji prikazivali su konstrukcije, skice ili
izračune.

IV. PRIMJENA DIGITALNE TEHNOLOGIJE I ALATA U
PROJEKTIMA

Učenici će naučiti koristiti se različitim digitalnim
alatima u svojim aktivnostima mobilnosti, kao i zadacima
između mobilnosti (slika 6). Svoje radove izrađuju
pomoću alata: Pixton, PowToon, Kizoa, Padlet, Moovly,
Popplet, Kahoot, Prezi, Piktochart, Genially [3]. Od svih
učenika očekuje se visoka motivacija i interes za uspješnu
realizaciju zadataka, razvijanje kreativnosti, originalnosti i
korištenje interneta u korisne svrhe.

Slika 6. Radionica za učenike uz primjenu digitalne tehnologije

radionice u okolini škole te snimljeni video zapisi na
mobilnosti (slika 7).
U travnju 2020. obilježen je Dan planeta Zemlje.
Učenici su putem nastave na daljinu pratili TEDEd Earth
School, sa zanimljivim i korisnim video lekcijama o
prirodi, okolišu, energetici, održivom razvoju [4].
Tijekom svibnja 2020. godine učenici i nastavnici
nekoliko partnerskih škola, pa tako i Tehničke škole
sudjelovali su u anketiranju putem alata SELFIE. To je
besplatan internetski alat za samovrednovanje u školama
koji je razvila Europska komisija u suradnji s vijećem
europskih obrazovnih stručnjaka i čiji je cilj pružiti
potporu školama u primjeni digitalnih tehnologija za
poučavanje i učenje. U njemu se putem upitnika
anonimno
i
dobrovoljno
prikupljaju
mišljenja
rukovoditelja škole, nastavnika i učenika, a rezultati se
objedinjuju u interaktivno izvješće iz kojeg su vidljive
prednosti i nedostaci [5]. Prema izvješću SELFIE
anketiranja, Tehnička škola je dobila ocjenu četiri (slika
8).
Time-lapse fotografiranje zanimljiva je tehnika koja
snima scenu ili predmete koji se sporo mijenjaju i pretvara
ih u video koji se reproducira velikom brzinom. U posjetu
i razgledavanjima na mobilnostima učenici će
fotografirati. Potom će spojiti sve fotografije u prekrasan
time-lapse video.

U projektu SKILLS nabavljen je dron koji će
učenicima omogućiti razvijanje orijentacijskih i
motoričkih vještina te digitalne pismenosti. Može se
koristiti za razvijanje vještina programiranja kada učenici
pišu programe za kontrolu leta. Dronovi omogućuju
rekreativne i obrazovne aktivnosti. Nude drugačiji pristup
terenskom radu kao i učinkovit način angažiranja učenika
u učenju. Mogu potaknuti znatiželju učenika da otkriju
skrivene i teško vidljive objekte i okolinu. Održane su
Slika 7. Radionica za rad s dronovima
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Organiziran je video susret sa slovenskim timom pri
čemu su učenici Tehničke škole predstavljali rad drona i
robotske ruke. Uz video zapise i
prezentacije za
slovenske učenike pripremljen je i online kviz.
Provodimo kvalitativnu evaluaciju uspješnosti
projekata. To ne uključuje samo mjerenje zadovoljstva
projektnim rezultatima, već detaljniju analizu stanja u
školi prije i nakon provedenih aktivnosti, kao i aktivnosti
praćenja uspješnosti ostvarenih aktivnosti putem intervjua,
upitnika i sl.
Diseminacija
o
projektima,
aktivnostima
i
mobilnostima provodi se putem mrežnih stranica
projekata, mrežne stranice Tehničke škole i škola partnera,
objavama za medije, putem društvene mreže Facebook.
Diseminaciju provodimo na svim mogućim razinama
(lokalna/regionalna/nacionalna kao i europska putem
brošure eTwinning projekata. Do sada je u projektima
izrađen Newsletter i brošura, kao i mrežna stranica [6].
Zajednička dokumentacija projekata čuva se u Google
mapi, gdje je i zajednička evidencija s medijskim
objavama. O učeničkim aktivnostima i radovima
prezentiranim na Danima Erasmusa snimljena je radijska
emisija (slika 9).
Portal eTwinning koristi se za komunikaciju, razmjenu
učeničkih radova u projektu, objavu brošura i fotografija.
Škola iz Rumunjske „Liceul Teoretic Coriolan
Brediceanu“, Lugoj, ima oznaku eTwinning škole, a
kolegica Adriana Maris kao eTwinning ambasadorica
pomaže u radu pri objavi fotografija, prezentacija i ostalih
sadržaja putem TwinSpacea projekta.
Portal School Education Gateway nastavnici u
projektu koriste za edukacije kao i zanimljive i korisne

Slika 9. Snimanje učenikza radijsku emisiju na Danima Erasmusa

materijale vezane za temu projekta. Tu su i publikacije
vezane za provedbu kombiniranih/mješovitih mobilnosti
(kombinacija virtualnih i fizičkih mobilnosti) [7].

V.

ZAKLJUČAK

Rad na međunarodnom projektu izazov je i prilika za
samoostvarenje osobnih kompetencija učenika i
nastavnika Motivacija je na visokom nivou i stvorena je
nova dimenzija povezanosti među sudionicima, timovima
učenika i nastavnika. Kroz opuštene, dobro razrađene
aktivnosti profesori i njihovi učenici upoznali su nove
kolege i stekli nova znanja i prijateljstva.
Redovito se održava komunikacija s partnerima.
Dogovara se oko aktivnosti, raspodjele zadataka,
materijala i termina. Suradnja je krenula pri izradi
projektnih prijava s razmjenama ideja i prijedloga.
Zbog okolnosti uslijed pandemije bolesti covid-19 nije
bilo moguće provesti planirane mobilnosti. Agencija za
mobilnosti i programe Europske unije redovito prati rad i
pruža savjete. Ako fizičke mobilnosti ne bude moguće
provesti u budućnosti, upućuje se na mogućnost provedbe
virtualnih mobilnosti [8]. S obzirom na izmijenjene
okolnosti provedbe projekta, razmišlja se o dodatnim
aktivnostima koje se mogu provesti lokalno kako bi se
osiguralo postizanje projektnih ciljeva na drugi način.
Naravno, postoji i mogućnost produljenja trajanja
projekata, što će se i iskoristiti.
Današnji učenici, lideri su budućnosti. Zanimanja u
STEM području najbrže se razvijaju, a često imaju najveći
potencijal za rast radnih mjesta u 21. stoljeću. Izgradnja
čvrstih STEM temelja kroz dobro osmišljen kurikulum
najbolji je način da učenici sa zanimanjem proučavaju
matematiku, znanost i tehnologiju tijekom svog
obrazovanja.

Slika 8. Prikaz rezultata anketiranja nastavnika u alatu SELFIE
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Aktivnosti u projektu potiču učenike da razvijaju i
usavršavaju svaki aspekt svojih komunikacijskih vještina u
osobnom i profesionalnom životu. Učenici moraju
posjedovati sposobnost nesmetane suradnje u fizičkom i
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virtualnom prostoru, sa stvarnim i virtualnim partnerima
na globalnoj razini. Veza i suradnja s drugima nije bitna
samo za njihovo učenje već i za mentalno i emocionalno
zdravlje.
Aktivnosti mobilnosti ne samo da će potaknuti razvoj
vještina govora i slušanja, već će učenike naučiti kako
zajedno, u timu učinkovito postizati ciljeve.
Iščekuju se novi susreti i mobilnosti, upoznavanje
energetskih potencijala i postrojenja u zemljama škola
partnera u projektu TESLA, te zanimljivih institucija
razvoja vještina u zemljama partnerima projekta SKILLS,
što će dodatno obogatiti riznicu suradnje.
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ARTIE: Umjetna inteligencija u
osnovnoškolskom obrazovanju - izazovi i
mogućnosti novog doba: razvoj kurikuluma,
priručnika za učitelje i obrazovnih materijala za
učenike u osnovnoškolskom obrazovanju
Ivana Ružić, Siniša Stričak
I. osnovna škola Čakovec, Čakovec, Hrvatska
I. osnovna škola Čakovec, Čakovec, Hrvatska
ivana.ruzic@skole.hr
sinisa.stricak@skole.hr

Sažetak - “ARTIE: Umjetna inteligencija u
osnovnoškolskom obrazovanju - izazovi i mogućnosti novog
doba: razvoj kurikuluma, priručnika za učitelje i obrazovnih
materijala za učenike u osnovnoškolskom obrazovanju” je
dvogodišnje međunarodno strateško partnerstvo triju škola i
dviju neprofitnih organizacija koje usko surađuju s
obrazovnim sustavom, pružaju podršku i sudjeluju u razvoju
obrazovnih materijala: I. osnovna škola Čakovec (CRO),
Agrupamento de Escolas do Barreiro (PT), I Spoleczna
Szkola Podstawowa im. Unii Europejskiej w Zamosciu (PL),
Hrvatski robotički savez (CRO) i Nefinia (NE). U današnjem
svepovezanom svijetu umjetna inteligencija vitalna je
kompetencija, posebno za djecu i mlade. Djeca i mladi
moraju razumjeti što se nalazi iza zaslona njihovih pametnih
uređaja, kako se umjetna inteligencija može (ispravno i
pogrešno) koristiti, na koje načine djeluju društveni mediji i
sl. Digitalizacija mijenja načine na koji ljudi uče, stvaraju i
rade, mijenja potrebe za različitim novim vještinama na
tržištu rada. Tržište rada bori se s velikim nedostatkom
stručnjaka na području umjetne inteligencije. Partnerske
organizacije primijetile su da obrazovni sustavi njihovih
zemalja još uvijek nisu razvili sveobuhvatne obrazovne
materijale primjenjive za učenike u osnovnoškolskom
obrazovanju. Zajedničkim znanjem, vještinama i iskustvom
navedenih partnera pokrenuto je međunarodno strateško
partnerstvo financirano sredstvima Europske komisije
(skraćenog imena ARTIE) koje uključuje relevantne ciljeve
usko povezane s politikom Europske komisije: podrška
kvalitetnom obrazovanju, razvoj digitalnih vještina,
poticanje inovacija i digitalnih kompetencija u svim
obrazovnim ustanovama, stvaranje i dijeljenje otvorenih
obrazovnih sadržaja i primjera dobre prakse. Zajedničkim
radom, partneri stvaraju i svim zainteresiranim ustanovama
i pojedincima nude na korištenje besplatne, otvorene
obrazovne sadržaje namijenjene učenicima i njihovim
učiteljima kako bi spremno učili/poučavali, razumjeli,
primijenili i stvarali vlastite radove iz područja umjetne
inteligencije.
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Ključne riječi – osnovnoškolso obrazovanje; digitalne
vještine; umjetna inteligencija; kurikulum; obrazovni sadržaji;
metodički priručnici; međunarodni projekti

I.

UVOD

Davno su prošla vremena posjeta knjižnicama radi
fotokopiranja nekoliko stranica iz različitih enciklopedija i
drugih tiskanih izvora znanja za potrebe školskih
projekata, istraživanja, prezentacija i sl. Zahvaljujući
generaciji koja je odrasla s tehnologijom nadohvat ruke,
suvremeni učenici žive u svijetu u kojem se obrazovanje
promijenilo i gdje im je internet primarni izvor zabave i
informacija.
Dostupnost pametnih tehnologija poput interaktivnih
ploča, robota, 3D tehnologije, proširene i virtualne
stvarnost, mijenja načine učenja i poučavanja. To je
neizbježno. Kako se tehnologija nastavlja razvijati, tako se
mijenjaju i načini na koji učimo. Brzi napredak
informacijsko komunikacijske tehnologije, poput umjetne
inteligencije i robotike, utjecao je na sve industrije,
uključujući obrazovanje.
Umjetna inteligencija (UI) se definirana kao sposobnost
digitalnog uređaja (računala ili računalom kontroliranog
robota) da izvršava zadatke koje uobičajeno povezujemo s
inteligentnim bićima. Pojam umjetne inteligencije se često
primjenjuje na projekte razvoja digitalnih sustava
intelektualnih procesa karakterističnim za ljude, poput
sposobnosti
rasuđivanja,
otkrivanja
značenja,
generaliziranja ili učenja iz prošlih iskustava[1].
Umjetna inteligencija, internet stvari i robotika stvorit
će nove prilike i koristi za naše društvo[2].
Nedavno izvješće IBM-a i Svjetskog gospodarskog
foruma za visoko obrazovanje pokazuje da se broj radnih
mjesta koje zahtijevaju vještine analize podataka i
analitike povećao s 364.000 na 2.720.000 u 2020.
godini[3]. To znači da je jaz između ponude i potražnje
ljudi s potrebnim znanjima i vještinama iz područja
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umjetne inteligencije sve veći, a jedno izvješće predstavlja
svjetsku bazu od 300 000 stručnjaka za umjetnu
inteligenciju, ali i s milijunima dostupnih prilika za
zapošljavanje, što rezultira još većim plaćama za
stručnjake iz ovog područja.
Prema podacima Svjetskog gospodarskog foruma
umjetna inteligencija mogla bi doprinijeti preko 14
bilijuna dolara globalnoj ekonomiji do 2035., istodobno
dramatično poboljšavajući živote milijardi, ali svoj će
potencijal ostvariti samo ako se koristi odgovorno.[4] O
važnosti umjetne inteligencije govori činjenica da je
Svjetski gospodarski forum okupio savez preko 100 tvrtki,
vlada, organizacija civilnog društva i akademskih
institucija kako bi ubrzao usvajanje umjetne inteligencije
u globalnom javnom interesu. Članovi saveza surađivat će
na identificiranju i primjeni najboljih dostupnih alata i
praksi za etičku uporabu umjetne inteligencije i
maksimiziranje njezinih koristi za sve članove društva.
Ako se nadamo iskoristiti puni potencijal umjetne
inteligencije za sve, naš fokus trebao bi biti na ranom
upoznavanju i uvođenju umjetne inteligencije u sustav
obrazovanja djece i korištenju umjetne inteligencije u
učionici.
U današnjem svepovezanom svijetu digitalne
kompetencije su vitalne kompetencije, posebno za djecu i
mlade. Djeca i mladi moraju razumjeti što se krije iza
njihova zaslona pametnih telefona, kako se umjetna
inteligencija može koristiti i kako funkcioniraju društveni
mediji. Digitalizacija također mijenja način na koji ljudi
rade i koje im vještine trebaju na tržištu rada i u
svakodnevnom životu. Potražnja za stručnjacima iz
područja informacijsko komunikacijske tehnologije
kontinuirano raste i mnogi današnji učenici i studenti radit
će na poslovima koji još ne postoje. Učenjem o umjetnoj
inteligenciji, aktivnim korištenjem umjetne inteligencije u
obrazovanju, stvaranjem uz pomoć informacijsko
komunikacijske tehnologije učenici poboljšavaju vještine
programiranja i računalnog razmišljanja, uče rješavati
složene probleme i grade solidnu osnovu za daljnje
obrazovanje u disciplinama povezanim s tehnologijom.
Tehnološke promjene i promjene na tržištu rada
transformiraju potražnju za vještinama brže nego ikad
prije. Više od 65% učenika radit će na poslovima koji
danas i ne postoje. Osigurati digitalno kvalificiranu radnu
snagu ili digitalno obrazovati šire stanovništvo, presudno
je za stvaranje jedinstvenog digitalnog tržišta u Europi, za
stvaranje i osiguranje mnogobrojnih prilika i mogućnosti,
konkurentnosti i inkluzivnog digitalnog društva.
Trenutno, međutim, 44% europskih građana nema
razvijene osnovne digitalne vještine. Nedostaje i 37%
raznovrsnih stručnjaka s razvijenim digitalnim vještinama
u svim segmentima na tržištu rada: u poljoprivredi,
bankarskom sektoru, industrijskoj proizvodnji itd. Europi
također
nedostaju
kvalificirani
informacijsko
komunikacijski stručnjaci koji bi popunili sve veći broj
slobodnih radnih mjesta u svim sektorima ekonomije.[5]
Ključno područje za rješavanje navedenih problema jest
potreba za modernizacijom naših sustava obrazovanja i
osposobljavanja, koji trenutno dovoljno dobro ne
pripremaju mlade ljude za digitalnu ekonomiju i digitalno
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društvo, pristup cjeloživotnom učenju tako da ljudi mogu
prilagođavati svoje vještine tijekom cijelog svog života, u
bilo kojem trenutku kad se takva potreba javi.
Svjetski ekonomski forum procjenjuje da će do 2022.
godine velik dio tvrtki usvojiti tehnologije poput strojnog
učenja, te stoga snažno potiče vlade i obrazovanje da se
usredotoče na brzo podizanje obrazovanja i vještina, s
naglaskom na STEM (znanost, tehnologija, inženjerstvo i
matematika) i nekognitivne soft vještine, kako bi se
udovoljilo ovoj nadolazećoj potrebi.
Microsoftova nedavna studija pokazuje da će do 2030.
godine studenti do završetka studija morati svladati dva
aspekta ovog novog svijeta:
• znati koristiti tehnologiju koja se neprestano
mijenja, poput umjetne inteligencije, robotike i
programiranje i
• naučiti raditi i surađivati s drugim ljudima u timu
kako bi učinkovito rješavali zadane probleme.
Priprema učenika za rad s tehnologijom umjetne
inteligencije može započeti rano. Kako se većina djece već
u ranoj školskoj dobi koristi digitalnom tehnologijom,
podučavanje o najnovijoj tehnologiji i korištenje iste
osigurava razvoj vještina koje će djeci i mladima trebati
za napredak na tržištu rada i budućim poslovima.
Uključivanjem umjetne inteligencije u obrazovanje u
budućnosti osigurava bolju pripremljenost djece i mladih
za suočavanje s danas nepoznatim izazovima na budućem
tržištu rada i na budućim poslovima.

II.

KONTEKST UVOĐENJA UMJETNE INTELIGENCIJE U
OSNOVNOŠKOLSKO OBRAZOVANJE

Zašto su računalne znanosti, umjetna inteligencija,
robotika računalno razmišljanje i programiranje
pismenosti budućnosti? Informacijsko komunikacijska
tehnologija je zabavna i kreativna! Čovječanstvo je od
svojih prvih dana stvaralo pomoću gline, kamena, opeke,
papira i sl. Danas također stvaramo, ali danas stvaramo
digitalnim alatima, stvaramo programskim kodom.
Najnovija tehnologija osnažuje! Ona svima nama
omogućuje mnogo više od konzumiranja digitalnih
sadržaja; omogućuje nam da sami ili u timu stvaramo
programskim kodom, stvaramo digitalnim alatima i svoje
stvaralaštvo možemo učiniti dostupnim milijunima ljudi
kako bi poboljšali kvalitetu življenja. Mi možemo stvoriti
različite društvene usluge i programe, računalne igre ili
možemo upravljati računalom ili robotom. Izuzetno je
važno razumijevanje svijeta. Sve je više stvari povezano.
Shvaćanje onoga što se događa iza zaslona omogućuje
nam da bolje razumijemo svijet.
Koristi od pouzdane umjetne inteligencije mogu biti
višestruke, na primjer bolja zdravstvena zaštita, sigurniji i
čišći promet, učinkovitija proizvodnja te jeftinija i
održivija energija. EU-ov pristup umjetnoj inteligenciji
ohrabrit će ljude da prihvate te tehnologije, a poduzeća
potaknuti da ih razvijaju [6].
Umjetna inteligencija je računalna znanost koja
objedinjuje
programiranje,
robotiku,
računalno
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razmišljanje, rješavanje problema, kreativnost, kritičko
rasuđivanje, analitičko razmišljanje i timski rad. Danas
90% radnih mjesta traži osobe s digitalnim vještinama, što
također uključuje umjetnu inteligenciju, robotiku i
programiranje. Umjetna inteligencija vjerojatno je
pokretačka tehnološka snaga prve polovice ovoga stoljeća
i transformirat će gotovo svaku industriju, ako ne i ljudska
nastojanja u cjelini. Sadašnji i budući održivi gospodarski
rast i društvena dobrobit Europe sve se više oslanjaju na
vrijednost koja proizlazi iz podataka. Umjetna
inteligencija jedno je od najvažnijih područja za
podatkovno gospodarstvo [7].

Slika 1. Podaci o umjetnoj inteligenciji u EU [8]
Tvrtke i vlade širom svijeta ulažu ogromne svote novaca
u vrlo širok niz implementacija umjetne inteligencije u sve
aspekte djelovanja, a deseci novoosnovanih poduzeća
financiraju se u iznosima od milijardi eura. Bilo bi naivno
misliti da umjetna inteligencija neće imati utjecaja na
obrazovanje.
Ovo međunarodno partnerstvo svojim intelektualnim
rezultatima pokušava pružiti ravnotežu između stvarnosti,
istinskog potencijala i divlje ekstrapolacije. Svaka nova
tehnologija prolazi kroz razdoblje intenzivnog rasta ugleda
i očekivanja, nakon čega slijedi nagli pad jer ne ispunjava
očekivanja, nakon čega dolazi do sporijeg rasta kako se
tehnologija razvija i integrira u naš život.
Europsko društvo postaje multikulturno i unatoč
velikim razlikama u svojoj povijesti raznolikosti i
službenom odgovoru na različitost, susreće se sa sličnim
izazovima. Jedan od tih izazova je osigurati digitalno zrelo
društvo, s vrlo dobro razvijenim brzo rastućim digitalnim
vještinama, obrazovanjem koje će osigurati potrebe
budućih poslova i pridonijeti razvoju bolje i odgovornije
budućnosti s obzirom na kulturne orijentacije, religije,
socijalni i ekonomski status, ili čak dob, seksualnu
orijentaciju itd.
Međunarodno partnerstvo osigurava:
• složen pristup i međunarodni karakter u rješavanju
problema nedostatka sveobuhvatnih obrazovnih
materijala o umjetnoj inteligenciji,
• obrazovne materijale, scenarije poučavanja i
primjere dobre prakse naučene u drugim
partnerskim zemljama kao katalizator za rješavanje
problema
u
lokalnom,
nacionalnom
i
međunarodnom kontekstu.
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Ciljevi zajedničkog rada jesu:
• razvoj sveobuhvatnog kurikuluma koji će
učenicima u osnovnom obrazovanju omogućiti
rano stjecanje znanja i vještina za razvijanje
budućih digitalnih kompetencija,
• razvoj metodičkih priručnika, nastavnih planova,
primjera dobre prakse koji će potaknuti učitelje na
podučavanje najnovije i brzo mijenjajuće
tehnologije,
• stvaranje međunarodne mreže učitelja koji
surađuju i razmjena iskustava
• razmijeniti iskustva i primjere dobre prakse na
lokalnoj, nacionalnoj i međunarodnoj razini s
učiteljima iz različitih škola, lokalnih vlasti i
stvarateljima politika,
• pružiti inovativne obrazovne sadržaje iz područja
robotike i umjetne inteligencije, produbiti znanja i
vještine, povećati zanimanje za poslove
budućnosti.
Da bi postigao ovaj cilj, međunarodno partnerstvo u
projektu ARTIE uključuje sljedeće radne postupke:
• istražiti trenutne resurse, alate, politike i primjere
najbolje prakse,
• stvoriti novi kurikulum, smjernice i preporuke za
škole,
• pružiti smjernice, preporuke i resurse obrazovnoj
zajednici,
• osmisliti i preporučiti specifičnu i inovativnu
metodologiju za rješavanje identificiranih
potreba na temelju poučavanja i učenja umjetne
inteligencije,
• provesti pilot radionice i aktivnosti u školama s
različitim ciljnim skupinama za testiranje,
vrednovanje, potvrđivanje i širenje metodologije
i resursa,
• osigurati diseminaciju svakog rezultata svakoj
ciljnoj skupini kako bi se povećala upotreba i
umnožavanje rezultata, kao i utjecaj i održivost
projekta.

III.

INOVATIVNOST U SUSTAVU OBRAZOVANJA

Projekt ARTIE inovativan je jer će se baviti specifičnim
potrebama u obrazovnom sustavu, promovira vrlo važne i
brzo rastuće potrebe na tržištu rada i pruža podršku
učiteljima u trenutnom kontekstu. Europska komisija
iznosi europski pristup umjetnoj inteligenciji i robotici.
Bavi se tehnološkim, etičkim, pravnim i socijalnoekonomskim aspektima za jačanje istraživačkih i
industrijskih kapaciteta EU-a i stavljanje umjetne
inteligencije u službu europskih građana i gospodarstva.
Umjetna inteligencija postala je područje od strateškog
značaja i ključni pokretač gospodarskog razvoja. Ona
može donijeti rješenja za mnoge društvene izazove od
liječenja bolesti do smanjenja utjecaja na okoliš. Međutim,
socijalno-ekonomski, pravni i etički utjecaji moraju se
pažljivo riješiti. Nužno je udružiti snage u Europskoj uniji
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kako bismo u prvom planu osigurali tehnološku revoluciju,
konkurentnost i oblikovali uvjete za njezin razvoj i
uporabu (osiguravajući poštivanje europskih vrijednosti).
Rijetki su primjeri gdje učitelji i učenici zajedno rade na
projektima
praktične
umjetne
inteligencije.
Komplementarnost vidimo u činjenici da se robotika u
praksi sve više oslanja na umjetnu inteligenciju i povezuje
s obrazovnim predmetima. Najveće postignuće ovog
projekta bit će suradnja učitelja koji će iskustvo stečeno u
praktičnom sadržaju na učinkovit i zanimljiv način
prenijeti na svoje učenike.

•
•
•

•

poboljšati kvalitetu i europsku dimenziju
poučavanja i osposobljavanja,
poduzeti odgovarajuće preventivne pedagoške
mjere: mijenjamo stavove prije nego što se naprave
pogreške
promovirati STEM i poslovne ideje povezane s
robotikom i umjetnom inteligencijom uskom
suradnjom s lokalnim institucijama i obrazovnim
centrima,
potaknuti kreativno razmišljanje.

Slika 3. Snježna oluja - rješavanje stvarnog problema
pomoću robota
Slika 2. Razvoj vještina programiranja i računalnog
razmišljanja programiranjem robota
Projekt je inovativan i zato što će:
• uvesti i testirati inovativne metode poučavanja
STEM predmeta, robotike i vještina umjetne
inteligencije (inovativan multidisciplinarni pristup
usmjeren na međusobno povezivanje),
• iskoristiti najnovije tehnološke inovacije i alate za
rješavanje svakodnevnih problema koristeći se
vještinama programiranja,
• naglasiti zajedničko rješavanje problema kao
učinkovit alat za kreativno razmišljanje i
metodologiju usmjerenu na učenika,
• koristiti učenje temeljeno na rješavanju problema
(PBL) i tako omogućiti aktivno učenje, bolje
razumijevanje i zadržavanje znanja
• ciljna skupina su mladi i tinejdžeri (10-15 godina)
za koje je obrazovanje o umjetnoj inteligenciji
isprepleteno sa znanstvenim tečajevima nešto novo
i nedostupno u okviru redovnog školski programi,
• organizirati učitelje koji će naučiti kako ovu ideju
primijeniti u praksi,
• naučiti učenike kako kreativno rješavati probleme
koristeći novostečeno iskustvo,
• educirati
mlade
o
korištenju
robotike,
programiranja i umjetne inteligencije što će ih
potaknuti da koriste svoje znanstvene vještine u
praksi i dijele svoja praktična znanja kroz različite
kanale,

994

Navedene metode uključuju kombiniranje različitih
područja
učenja,
razvijanje
istraživačkih
i
komunikacijskih vještina, rješavanje problema na
kreativan način, suradnju unutar i izvan nje učionica,
razvijanje dubokog razumijevanja znanja o sadržaju,
sudjelovanje u javnom stvaranju i poboljšanju ideja i
znanja.
IV. ZAKLJUČAK
U današnjem svepovezanom svijetu umjetna
inteligencija je vitalna kompetencija, posebno za djecu i
mlade. Digitalizacija mijenja način na koji ljudi uče, rade i
koje vještine su potrebne na tržištu rada. Tržište rada ima
veliki nedostatak stručnjaka u području umjetne
inteligencije i općenito dobro razvijenih digitalnih vještina.
Partnerske organizacije primijetile su da obrazovni
sustav još uvijek nije razvio sveobuhvatne obrazovne
resurse za učenike u osnovnim i srednjim školama i samo
nekoliko entuzijastičnih učitelja samoinicijativno podučava
učenike o umjetnoj inteligenciji. Projekt ARTIE iznosi niz
relevantnih ciljeva politika Europske komisije, koji i dalje
vrijede više nego ikad što uključuje: podršku za
visokokvalitetno obrazovanje, poboljšanje njegove
relevantnosti, razvijane digitalnih vještina Europljana,
poticanje inovacija i digitalnih kompetencija u svim
obrazovnim institucijama i otvaranje obrazovnih sustava.
Metodološki pristup projekta ARTIE temelji se na
multidisciplinarnom pristupu, učenju usmjerenom na
rješavanju problema, kako bi se pronašla rješenja i
poboljšanja praktični problema iz stvarnog života ljudi,
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suradničkom rješavanju problema kao učinkovitom alatu za
kreativno razmišljanje i metodologiju usmjerenu na
učenika.
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https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fitdigital-age/excellence-trust-artificial-intelligence_hr, veljača 2021.
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https://ec.europa.eu/info/sites/info/files/commission-white-paperartificial-intelligence-feb2020_hr.pdf, veljača 2021.
Podaci o umjetnoj inteligenciji u EU,
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fitdigital-age/excellence-trust-artificial-intelligence_hr#podaci-oumjetnoj-inteligenciji-i-eu-u, veljača 2021.
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Sažetak - Upotreba informacijsko-komunikacijske
tehnologije (skraćeno IKT) neizostavna je u suvremenim
oblicima učenja i poučavanja te podrazumijeva transfer i
upotrebu svih vrsta informacija i sva tehnička sredstva koja
omogućavaju korisnicima da koriste informacije te
komuniciraju. Nastava postaje zanimljiva, raznolika,
dinamična, inovativna i kreativna kada nastavnik uz
standardne metoda poučavanja koristi i IKT.
U ovom radu prikazana je upotreba informacijskokomunikacijske tehnologije (IKT) u nastavi matematike sa
svrhom postizanja boljeg uspjeha i motivacije kod učenika.
Prikazana je primjena alata Quizizz na odabranu nastavnu
jedinicu iz matematike u srednjoj školi Ivan Švear u IvanićGradu. Također prikazani su i rezultati ankete provedene
nakon primjene kviza u nastavi matematike. Pokazalo se da
je kviz odlična motivacijska metoda, a sam alat Quizizz vrlo
jednostavan za korištenje kako nastavniku tako i učenicima.
Ključne riječi – IKT; kviz; Quizziz; matematika

I.

UVOD

Često se može čuti kako današnjim učenicima
nedostaje znatiželje i motivacije za proučavanje i
usvajanje novih informacija. Jedan od razloga je sigurno i
sporo mijenjanje obrazovnog sustava, kojeg još uvijek
uglavnom odlikuju tradicionalni oblici učenja [1]. U
suvremenim oblicima poučavanja neizostavna je uporaba
informacijsko-komunikacijske tehnologije (skraćeno
IKT). U većini slučajeva informacijska i komunikacijska
tehnologija pojednostavljuje i olakšava učenje. Nastava
postaje zanimljivija, raznolika, dinamična, inovativna i
kreativna kada nastavnik uz standardne metode
poučavanja koristi i IKT [2]. Pojam informacijska i
komunikacijska tehnologija podrazumijeva transfer i
upotrebu svih vrsta informacija te sva tehnička sredstva
koja omogućavaju korisnicima da koriste informacije te
komuniciraju. Sastoji se od informacijske tehnologije,
telefona, elektroničkih medija, audio i video signala [3].
Aktivnost učenika na satu može se postići raznim
metodama, a neke od njih su obrnuta učionica,
provođenjem ankete, kvizova i provjera znanja.
U ovom radu naglasak ćemo staviti na kvizove i
njihovu primjenu u nastavi matematike. U Hrvatskoj je u
nastavi matematike primjena tehnologije u porastu već
više više od desetljeća, ovisno o uvjetima koji postoje u
pojedinim školama. Specijalno, o jednom pristupu
korištenju kvizova u nastavi matematike pisala je Sanja
Loparić 2010. godine u osvrtu na učenički projekt izrade
matematičkog kviza u Tehničkoj školi u Čakovcu [4]. Širi
pregled mogućnosti daju Nevia Grbac i Sonja Eberling u
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svom radu iz 2017. godine gdje analiziraju dostupne alate
za izradu kvizova kao što su Testmoz, Quizlet i Kahoot!
[5].
Kviz je vrsta društvene igre u kojoj se ispituje znanje i
vještine iz različitih područja. Obično je natjecateljskog
karaktera. Riječ kviz potječe iz engleskog jezika od riječi
Quiz. Njezina etimologija nije jasna, pretpostavlja se da je
nastala spajanjem riječi „pitanje“ (engl. question) i
„radoznao“ (engl. inquisitive) [6]. Prema nepotvrđenoj
predaji, riječ kviz izmislio je vlasnik kazališta u Dublinu,
James Daly. On se 1791. okladio da će u roku jednog dana
uvesti u engleski jezik novu riječ bez značenja. Uspio je
dobiti okladu tako što je angažirao skupinu dječaka koji su
posvuda po gradu kredom pisali riječ quiz. Prvim
sudionikom kviza u povijesti smatra se Edip koji je
odgovarao na Sfinginu zagonetku [7]. Kviz kao društvena
igra u javnost je ušla u ranim tridesetima 20. stoljeća i to
preko radija u SAD-u, a u četrdesetim godinama prošlog
stoljeća je doživio vrhunac. Nakon toga slijedili su ih
televizijski kvizovi i, nastankom računala i njihovim
umrežavanjem, internetski kvizovi. Kvizovi su vrlo
popularni i u Hrvatskoj i u svijetu. Javljaju se u raznim
oblicima, različitim medijima te s različitom
organizacijom (na primjer [7]: televizijski kvizovi,
telefonski kvizovi, radijski kvizovi, pub kvizovi, kviz
uživo preko mobilne aplikacije, računalne igre, školski
kvizovi i tematski kvizovi).
U Hrvatskoj su vrlo popularni televizijski kvizovi.
Navest ćemo samo neke od njih: 3-2-1, ali vrijedan
(1972.), Kviskoteka (1980.-1996.), Tko želi biti milijunaš
(2002.-2010. te 2019.- ), Najslabija karika (2004.-2010.),
Potjera (2013.- ) i Šifra (2016.-2019.). 2013. godine u
Hrvatskoj je osnovana neprofitna udruga Hrvatski kviz
savez (HKS), krovna organizacija svih hrvatskih kvizaša, s
ciljem promoviranja kulture kvizova i povezivanja
hrvatskih kvizaša s međunarodnom scenom [8].
Školski kvizovi često se organiziraju kao natjecanja
između škola. Cilj im je kroz igru motivirati učenike za
učenje i postizanje boljih rezultata u školi. Primjeri
školskog kviza su ekološki kviz Lijepa naša i Baština
čovječanstva [7].
II. ALAT QUIZIZZ
Današnji učenici navikli su na brz protok informacija i
sadržaje koji se brzo izmjenjuju. Kvizovi su jedan od
načina približavanja sadržaja očekivanjima i načinu
razmišljanja učenika. Treba naglasiti da izrada kvizova
nikad nije bila jednostavnija. Danas postoji velik broj
besplatnih alata za izradu kvizova, primjerice Testmoz [9],
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Quizlet [10], Kahoot! [11], Quizizz [12]. Pristup tako
izrađenim kvizovima moguć je pomoću računala, tableta i
pametnih telefona. Upotrebom moderne tehnologije
učenicima nastava postaje zanimljivija od klasične nastave
i samim time su motiviraniji i aktivniji, a povratna
informacija im je odmah dostupna kroz rezultate [5].
Kvizovi su odličan način za ponavljanje gradiva.
Kviz kao nastavno sredstvo može se koristiti u
samostalnom radu i istodobno sa svim učenicima. Također
može se koristiti u svim dijelovima sata (na primjer, u
uvodnom dijelu sata učenicima se omogućuje da se na
zanimljiv način prisjete naučenih nastavnih sadržaja; ako
se kviz koristi nakon obrade nekog sadržaja učenicima se
omogućuje razvijanje kognitivnih znanja, dublju pohranu
informacija). Također, kvizovi se mogu koristiti i kod
ponavljanja i utvrđivanja gradiva nakon određenih
obrađenih tema [13].
U nastavku će biti prikazana primjena kviza u nastavi
matematike. Kviz je izrađen u alatu Quizizz koji je jedan
od novijih alata u kojima se lako izrađuje kviz. Alat
Quizizz radi na svim uređajima s preglednikom,
uključujući računala, tablete i pametne telefone. Sličan je
kvizu Kahoot!, a glavna razlika je što učenici ne trebaju
nastavničko računalo jer im se i pitanja i odgovori
prikazuju na njihovom uređaju [13].
Neke prednosti alata Quizizz:
•

učenici ne mogu prepisivati jedan od drugoga jer
se pitanja i odgovori mogu pomiješati

•

nije nužno ograničiti vrijeme za odgovor pa svaki
učenik može odgovarati svojim tempom

•

nije potrebno čekati druge učenike koji još nisu
odgovorili

•

sporiji učenici nisu frustrirani ukoliko ima za
odgovaranje treba duže vremena

•

mogućnost zadavanja kviza za domaću zadaću

•

svoj rezultat učenici mogu podijeliti s drugima ili
samo s učiteljem

•

rezultate kviza učitelj može poslati i roditeljima
na uvid

•

učenici mogu sami izraditi kviz za svoje prijatelje.

Za rješavanje kviza učenik se ne mora ni registrirati
niti prijavljivati. To mora učiniti samo nastavnik kako bi
mogao izraditi kviz. Učenici na svojim računalima ili
mobilnim uređajima ulaze preko poslane poveznice i
prijavljuju se pomoću pin koda (Game Code) koji upisuju
na stranicu [13]. Nakon toga učenici moraju upisati svoje
ime nakon čega pristupaju kvizu.
Nakon registracije i prijave kao učitelj, otvara se
sučelje gdje se mogu pogledati (ali i koristiti) uradci
drugih učitelja. Za kreiranje kviza potrebno je kliknuti na
Create → Quiz nakon čega je potrebno upisati ime kviza i
izabrati područje iz kojeg je izabrana tema. Također, može
se kvizu dodati i sličica te odabrati razred kojem je ovaj
kviz namijenjen. Za svaki novi zadatak bira se vrsta
pitanja, na primjer, pitanja jednostrukog ili višestrukog
odgovara ili postavljanje otvorenih pitanja na koje se
može odgovarati (slika 1.). Dozvoljeno je umetanje
matematičkih znakova, slika, videa, zvuka i ostalo, te je
zbog toga pogodan za korištenje od strane nastavnika svih
predmeta.
Nakon što se izrade sva pitanja, nastavnik bira želi li
pokrenuti kviz uživo ili želi kviz dodijeliti za domaću
zadaću. Kod pokretanja kviza uživo, mora se izabrati
jedna od dvije opcije. Prva opcija je klasičan kviz gdje
učenici napreduju svojim tempom i nakon svakog pitanja,
učenik odmah vidi je li ispravno riješio zadatak. U
svakom trenutku učeniku je vidljivo na kojem je mjestu u
ljestvici s rezultatima. Osim točnih odgovora, za bolje
rangiranje na ljestvici, utječe brzina odgovaranja. Ukoliko

Slika 1. Mogućnost odabira različitih vrsta pitanja
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Slika 2. Izgled sučelja prilikom izrade pitanja jednostrukog odgovora

ne želimo da se učenici međusobno natječu, prije samog
pokretanja kviza, nudi se mogućnost gašenja te opcije.
Druga opcija za kviz je Instructor-paced, odnosno
odabirom ove opcije možemo kontrolirati tempo kako bi
svi učenici kroz svako pitanje prolazili zajedno.
Na slici 2 prikazan je izgled sučelja prilikom izrade
pitanja. Lijevo su prikazane postavke pitanja, a s desne
strane se prikazuje kako će to pitanje izgledati na uređaju.
Nakon završetka kviza učitelju je dostupna statistika u
Excelu (po razredu, po učeniku i po pitanju). Pored
statistike svakog učenika nudi se opcija „Email to
Parent“, odnosno, na jednostavan i brzi način, rezultati
kviza mogu se poslati roditeljima. Ova opcija je odlična,
pogotovo kada se kviz provodi u svrhu ponavljanja
gradiva jer na taj način se i roditelj može uključiti i
pomoći svojem djetetu da nauči, ponovi i uvježba
potrebno.
Posljednje dvije godine vidljivo je da se radilo puno na
poboljšanju kviza Quizizz. Dodano je mnoštvo opcija
kojih prije nije bilo, na primjer, omogućeno je
povezivanje s Edmodom i Google Clasroomom te je
uvedena mogućnost stvaranja lekcija.
III.

REZULTATI ISTRAŽIVANJA I RASPRAVA

Cilj ovog istraživanja je otkriti u kojoj mjeri korištenje
kviza utječe na učeničku motivaciju te koja su njihova
razmišljanja o kvizu. Na jednoj nastavnoj jedinici iz
matematike proveden je kviz, a nakon toga su učenici
ispunili anketu. Rezultati su prikazani u nastavku.
Kviz je korišten u nastavi matematike u prvom razredu
opće gimnazije Srednje škole Ivan Švear Ivanić-Grad. S
obzirom da se u vrijeme održavanja kviza nastava izvodila
prema modelu C (nastava na daljinu) zbog nepovoljne
epidemiološke situacije vezane uz virus SARS-CoV-2,
kviz je proveden pomoću platforme Google Classroom.
Preko te platforme učenici su dobili sve potrebne
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informacije o kvizu. Na primjer, u koje vrijeme će se
provesti kviz, pristupni kod, povratne informacije nakon
kviza i slično. Kviz je korišten u nastavnoj jedinici
Ponavljanje nastavne jedinice Algebarski razlomci.
Ciljevi ove nastavne jedinice su postići da učenici
upotrebom IKT tehnologije:
•

ponove kratiti algebarske razlomke primjenjujući
pritom rastavljanje na faktore

•

ponove provoditi operacije zbrajanja, oduzimanja,
množenja i dijeljenja algebarskih razlomaka

•

ponove računati vrijednost zadanog algebarskog
razlomka uvrštavanjem konkretnih brojeva

•

uvježbaju provoditi osnovne operacije
algebarskim izrazima te ih pojednostavnjivati

•

budu visoko motivirani i aktivno uključeni u rad.

s

Provedeni kviz Algebarski razlomci sastoji se od 10
zadataka. Izrađen je u alatu Quizizz. Svaki zadatak ima
ograničeno vrijeme za odgovor (3 ili 5 min). Ukupno su za
rješavanje učenici imali 40 minuta. Zadaci i odgovori su
pomiješani kako učenici ne bi prepisivali jedni od drugih.
Na slikama 3. i 4. su prikazana dva zadatka. Na slici 3.
učenici odabiru jedno od ponuđenih rješenja za koje
smatraju da je točno, dok na slici 4. učenici sami moraju
upisati odgovor.
Učenicima je ovo bilo prvi put da na nastavi
matematike koriste kviz. Učenici su kviz rješavali kod
kuće na mobitelu, tabletu, laptopu ili računalu (ovisno o
tome što im je na raspolaganju). Na prethodnim satovima
gradivo su ponavljali najčešće kroz nastavne listiće.
A. Rezultati ankete
Po završetku rješavanja kviza, učenici su ispunili
anketu.
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Slika 3. Primjer pitanja s višestrukim odabirom i jednim točnim
odgovorom (zadatak preuzet iz [14])

Slika 4. Primjer pitanja s popunjavanjem praznine

korištenje kviza u nastavi matematike utječe na
dinamičnost (95%) i raznolikost (100%) nastavnog sata.

S obzirom da je u tijeku bila nastava na daljinu, anketu
su ispunili svi učenici u razredu, odnosno njih 22. Anketa
je podijeljena na tri dijela. Prvi dio sadrži općenite
podatke o učeniku te podatke o njegovom interesu za
matematiku. U drugom dijelu su pitanja na koja su učenici
iskazivali svoje stavove prema danim izjavama koristeći
Likertovu skalu, a čiji su rezultati prikazani u tablici 1.
Učenici su za svaku danu tvrdnju procjenjivali stupanj
slaganja s istom. Stupanj slaganja s navedenim tvrdnjama
ocjenjivan je ocjenama od 1 do 5, gdje ocjena 1 znači
„uopće se ne slažem“, a ocjena 5 „u potpunosti se
slažem“.

Treći dio ankete sastojao se od dijela za komentare
gdje su učenici mogli napisati svoja pozitivna iskustva te
prijedloge za poboljšanjem. Većina učenika nije napisala
komentare, a od onih koji jesu, izdvojit ćemo komentar
jedne učenice: „Iako već godinu dana imamo gotovo
isključivo online nastavu, jako malo su profesori koristili
kvizove u nastavi. Prvi put se susrećem sa kvizom Quizizz i
super mi je. Za ponavljanje gradiva, voljela bih i ubuduće
da koristimo kviz jer mi je zanimljivo, volim se natjecati sa
svojim prijateljima u razredu i odmah sam mogla vidjeti
koje zadatke nisam znala riješiti pa znam da to moram
uvježbati do ispita.“

Iz rezultata ankete je vidljivo da je učenicima
zanimljivije ponavljanje bilo koristeći kviz (95% učenika),
motiviraniji su na učenje matematike (86%) i smatraju da
TABLICA I.

Izjava
Korištenjem kviza u nastavi matematike, više sam
angažiran na učenje matematike.
Korištenjem kviza u nastavi matematike, profesorica me
dodatno motivirala na učenje matematike.
Ponavljanje kvizom zanimljivije mi je nego klasično
ponavljanje.
Prilika za natjecanjem u kvizu me motivirala na brže
rješavanje zadataka.
Smatram da korištenje kvizova u nastavi matematike
utječe na dinamičnost nastavnog sata.
Smatram da korištenje kvizova u nastavi matematike
utječe na raznolikost nastavnog sata.
Sviđa mi se što mi je povratna informacija, kroz rezultat,
odmah dostupna.
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REZULTATI ANKETE

1
Uopće se ne
slažem

2
Uglavnom se
ne slažem

Ocjene
3
Niti se
slažem, niti se
ne slažem

4
Uglavnom se
slažem

5
U potpunosti
se slažem

0%

9.09%

18.18%

27.27%

45.45%

0%

9.09%

13.64%

31.82%

45.45%

0%

0%

4.55%

18.18%

77.27%

0%

4.55%

9.09%

31.82%

54.55%

0%

0%

4.55%

18.18%

77.27%

0%

0%

0%

18.18%

81.81%

0%

0%

4.55%

9.09%

86.36%
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IV.

ZAKLJUČAK

S obzirom da su današnji učenici okruženi digitalnim
tehnologijama i IKT ima utjecaj na sva područja života,
današnje škole ne bi smjele zanemariti tu činjenicu.
Tradicionalni način poučavanja trebalo bi zamijeniti
suvremenim načinom u kojem je naglasak na učeniku, na
razvijanju njegovih sposobnosti i kritičkog mišljenja. Kad
govorimo o suvremenim nastavnim metodama, tu je
neizbježno uključiti i korištenje digitalne tehnologije.
Posljednjih godinu dana, zbog pandemije izazvane
virusom SARS-CoV-2 i nastave na daljinu, dogodio se
pozitivan pomak prema suvremenom načinu poučavanja i
korištenju IKT na nastavnom satu. Škole su morale
poboljšati infrastrukturu i materijalne uvjete, a
nastavnicima su omogućene edukacije kako bi poboljšali
svoje digitalne kompetencije. Kako bismo nastavu učinili
zanimljivom, raznolikom i dinamičnom, odlučili smo se
za izvođenje kviza na satu u svrhu ponavljanja gradiva.
Kviz je odlična motivacijska metoda koju je vrlo
jednostavno izraditi. Osim za ponavljanje gradiva, može
se koristiti i na početku obrade novog gradiva te za
ispitivanje znanja učenika. Najveća prednost kviza je
brzina obrade podataka i pružanje povratne informacije
učenicima. S obzirom da su rezultati kvizova odmah
dostupni, učenici odmah saznaju što znaju i na čemu još
moraju poraditi. Kod učenika se razvija natjecateljski duh
kao i vještina rada u timu. Provedena anketa je pokazala
da učenici vole kada se napravi odmak od tradicionalnog
načina poučavanja i kada se na nastavnom satu koriste
digitalne tehnologije.
Smatramo da nastava postaje zanimljivija, raznolika,
dinamična, inovativna i kreativna kada nastavnik uz
standardne metoda poučavanja koristi i IKT. Ipak, moguće
je da se neki učenici i nastavnici ne bi složili s tim;
ponekad nastavnici nisu zainteresirani ili se odupiru
primjeni novih načina poučavanja i radije se drže
tradicionalnog načina poučavanja. Također, treba imati na
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umu da fokus cijelo vrijeme mora biti na učeniku i razvoju
njegovih sposobnosti i da nikako nije dobro da cijeli
nastavni sat bude prožet metodama informacijske i
komunikacijske tehnologije.
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Sažetak - Usvajanje ishoda učenja tijekom svojeg
školovanja učenici pokazuju i dokazuju na različite načine
kroz usmena i pisana ispitivanja, pisanje seminarskih
radova i referata, izradu prezentacija, praktičnih uradaka,
programskih rješenja i dr. Vrlo se često radi o nekoj vrsti
pisanog uratka. Dodatno, u uvjetima proglašavanja
pandemije, odnosno prelaskom na model C nastave, učenici
mnoge zadatke odrađuju kod kuće, te u, obično unaprijed
propisanom roku, dostavljaju svoje radove na platformu ili
šalju poveznice na svoj repozitorij. U radu se analizira
iskustvo primjene jedne mogućnosti prezentiranja domaćih
zadaća, rezultata rada kod kuće, seminarskih radova ili
programskih uradaka, te drugih sličnih radova, pri čemu
učenici svoje radove prezentiraju preko vlastitog mrežnog
sjedišta, odnosno from.hr domene. Analizirane su značajke
takvog načina prezentacije, navedena usporedba sa drugim
načinima, predložene mogućnosti za poboljšanje. Zaključak
je kako stvaranje vlastitih mrežnih sjedišta kao svojevrsnih
portfelja (mapa) radova učenika tijekom srednjoškolskog
obrazovanja ima dobrih strana, a polučuje i dobre rezultate
u stjecanju kvalitetnije informacijske pismenosti.
Ključne riječi – digitalna mapa; holistički pristup;
informacijska pismenost; nastava na daljinu

I.

UVOD

Školsko je obrazovanje danas još uvijek ustrojeno
uglavnom tradicionalno. Učenici većinom predmete uče
izolirano, tek sa ponekom korelacijom koju novi
kurikulumi preporučuju, ali je situacija s pandemijom
zakomplicirala mogućnosti i izvedbu zbog preporuka koje
idu prema što manje miješanja učenika različitih razrednih
odjela, što manje (bliskih) kontakata (učenika i
nastavnika), uz primjenu prilično krutih i nefleksibilnih
rasporeda, sve da bi se spriječilo širenje virusa.
Nastava na daljinu, tek eventualno s pogledom preko
kamere, omogućuje učenicima, ovisno o njihovim
individualnim osobinama, da s manje ili više uspjeha ipak
usvajaju kurikulumom planirana znanja i vještine, pri
čemu je prijenos znanja ostvaren najčešće videom ili
uputama uz korištenje prezentacija i udžbenika, te
ponekad gotovih tečajeva. Provjere znanja i vještina
odvijaju se u uglavnom tek donekle kontroliranim
uvjetima, te samim time postaje upitno koliko i kako pri
tome voditi postupak vrednovanja..
Ovakav način rada ostvaren implementacijom nastave
na daljinu pomoću raznih preporučenih platformi
(Microsoft Teams, Google Classroom i dr.) koje
omogućavaju rad i komunikaciju sa učenicima, ali bez
neposrednog i izravnog kontakta, dodatno se može
oplemeniti nekom od suvremenih edukacijskih ideja.
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Jedan takav zanimljiv koncept je holistički. Taj
koncept podrazumijeva cjelovito obrazovanje učenika,
dakle ne samo prijenos i stvaranje snažnog temeljnog
znanja, nego i ostvarenje svrhovitije povezanosti učenika
sa zajednicom uz izraženije razumijevanje svijeta oko
sebe.
Kako u provedbi bilo kojeg pristupa obrazovanju
nastavnici igraju bitnu ulogu, tako i ovdje mogu
učenicima pomoći u otkrivanju vlastitog identiteta i
povezanosti sa lokalnom i globalnom zajednicom.
Holističko obrazovanje relativno je novi koncept (nastao
osamdesetih godina prošlog stoljeća), a karakterizira ga
pristup u kojem nastavnici prepoznaju i njeguju šire
potrebe učenika (specifične obrazovne, emocionalne,
socijalne) prihvaćajući cjelovitost učenika i njegovog
odnosno njezinog iskustva što ima korijene još u staroj
Grčkoj.
Znanje i vještine učenika obično se ocjenjuje
metodama i načinima koji vrednuju njegovo znanje,
odnosno vještinu u određenom trenutku, te na kraju
školske godine iz svih tih ocjena i bilješki izvodi se
konačna ocjena. Pri tom nastavnici uzimaju u obzir čistu
srednju ocjenu ili ocjenu zaključuju tako da tu ocjenu
modificiraju temeljem bilježaka i dojma o radu učenika
tijekom godine. U potonjem slučaju bar se donekle u obzir
uzima i širi kontekst pojedinog učenika, odnosno
manifestira se holistički pristup.
Prihvatljiv način praćenja napretka i ostvarenih
rezultata učenika tijekom obrazovanja, njegovih spcifičnih
osobina i potreba u svijetlu holističkog pristupa, nudi
digitalna mapa (electronic porfolio, e-portfolio). E-mapa
je svrhovita zbirka radova učenika koja pokazuje njegov
napredak, postignuća, koja nudi dokaze njegovih vještina i
sposobnosti. Ta zbirka može uključivati školske i domaće
zadaće, eseje, dnevnike, blogove, multimedijske datoteke i
dr. Moguće ju je ostvariti kao mapu na nekom osobnom
repozitoriju (OneDrive, Google Disc), kao mapu na
zajedničkoj platformi (Microsoft Teams, Google
Classroom), kao osobno mrežno sjedište i na druge
načine.
Stvorena mapa može se koristiti kao alat za učenje
(dokumentira, omogućuje dijeljenje, prikazuje obrazovne
ciljeve, olakšava korištenje i arhivira) i vrednovanje (kao
alat obrazovnoj ustanovi pri praćenju i evaluaciji
učinkovitosti programa), ali i kao arhiva za prikazivanje
znanja, vještina i sposobnosti učenika budućim
poslodavcima. Što mapa ne bi trebala biti? Ne bi trebala
čuvati cjelokupan, niti slučajan rad učenika (osim možda u
svom arhivskom dijelu).
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U svom radu Paulson i Paulson [1] navode: “mapa je
laboratorij u kojem učenici stvaraju značenje iz svojeg
akumuliranog
iskustva.”
Odabirom
svojeg
reprezentativnog rada i refleksijom na naučeno, oni grade
smisao od svojeg obrazovnog iskustva u različitim
predmetima i deriviraju iz procesa novo značenje [2].
U ovom radu je opisano iskustvo stvaranja učeničkih
mapa u obliku osobnih mrežnih sjedišta korištenjem
domene .from.hr (te drugih besplatno realiziranih mrežnih
sjedišta). Ideja je bila da takva digitalna mapa posluži kao
pokazatelj napretka učenika tijekom školovanja na način
da učeniku omogućuje prezentiranje svojih zadaća, te da u
posebnom dijelu prikuplja njegove najbolje i najuspjelije
radove, da kroz samoprezentaciju olakša holistički pristup
obrazovanju pojedinog učenika, te da, u slučaju uzorne
mape, omogući njegov daljnji uspjeh u karijeri (razmjena
učenika, daljnje obrazovanje, izvanškolske aktivnosti,
posao i drugo), ali također da učenicima međusobno
omogući uvid u pojedinačni napredak, ali i uvid
roditeljima u rad i napredak njihove djece. Dodatno, u
slučaju pandemije, ovakav način omogućava i privremenu
pohranu njihovih radova i zadaća kako bi se njihov rad i
napredak mogao pratiti i vrednovati i na daljinu.

mrežnog sjedišta putem jednostavnog CMS sustava uz
smještaj sjedišta na CARNET-ovim poslužiteljima.
Što se tiče memorijskog prostora, inicijalno je za
mrežno sjedište osiguran prostor od 50 MB. U slučaju
opravdane potrebe za većim prostorom, moguće je javiti
se e-mailom i uz obrazloženje zatražiti veći prostor.
Moguće je i postaviti poveznice na uploadane slike i .pdf
dokumente te na video sadržaje. Pri tome veličina
pojedinačne slike ili dokumenta ne smije prelaziti 5MB.
Valja istaknuti i to kako CARNET helpdesk pruža
korisničku podršku oko korištenja usluge 3 u 1, odnosno
oko registracije .from.hr domene te otvaranja korisničkog
računa potrebnog za izradu mrežnog sjedišta, ali ne pruža
podršku za izradu mrežnog sjedišta i upravljanje
wordpress CMS-om.
Također, bitno je naglasiti kako korisnik sam snosi
odgovornost za cjelokupan sadržaj svojih stranica, vodeći
računa o povezanosti sadržaja na stranicama uz
spomenuto predstavljanje korisnika, njegove hobije i
interese sukladno općim humanitarnim i civilizacijskim
normama [4].
III.

II.

DOMENA FROM.HR

UČENIČKE MAPE

.hr domena je nacionalna domena Republike Hrvatske
kojom upravlja Hrvatska akademska i istraživačka mreža
(CARNET). U toj je domeni svim hrvatskim građanima
omogućeno pravo ostvarenja svojeg virtualnog identiteta,
tako da svaka domaća fizička i pravna osoba ima
pravo bez naknade registrirati jednu .hr domenu.

Učenički portfelj ili mapa zamišljen je kao
organizirana prezentacija obrazovnih rezultata: znanja,
vještina i primjera obrazovnih i radnih uspjeha učenika.
Portfelj može ponuditi strukturu za aktivno uključivanje
učenika u razvoj i razumijevanje kriterija za (vlastiti)
dobar i primjeren napredak, kao i za usporedbu tog
napretka sa radom drugih učenika.

Pod vršnom .hr domenom u CARNET-u se registriraju
i isključivo besplatne domene .from.hr [3], i tu domenu
mogu registrirati sve fizičke osobe iz Republike Hrvatske,
kao i strane fizičke osobe s boravištem u Republici
Hrvatskoj jednoznačno prepoznatljive po svojem
osobnom identifikacijskom broju (OIB).

Prikupljanje, pregled i evaluacija učeničkog rada kroz
duži period može osigurati bogatiju, dublju i adekvatniju
sliku o tome što je učenik naučio i što je sposoban
napraviti, nego što je to prilikom korištenja mnogih
drugih, uobičajenih mjerila (standardizirani testovi,
kvizovi, završni ispiti).

Pri tom naziv domene može biti oblika ime-prezimedodatak.from.hr. Dio “dodatak” nije obavezan ali domena
u svom nazivu mora sadržavati ime i prezime korisnika
domene. Istovremeno s domenom .from.hr registriraju se i
domene .name.hr i .iz.hr. Sve upute za izradu korisničkog
računa i kreiranje mrežnog sjedišta objavljene su na [3].

Takve mape mogu biti u različitm oblicima: od
fizičkih mapa ispunjenih bilješkama, slikama i
dokumentima različitih vrsta do online digitalnih arhiva i
učeničkih mrežnih sjedišta, a koristiti se mogu na svim
razinama obrazovanja.

Korisnicima se kod registracije nudi i praktična usluga
naziva „3 u 1“ osmišljena tako da i ljudi bez stručnog
znanja u ovom području mogu sami kreirati, održavati i
mijenjati sadržaj mrežnog sjedišta po vlastitim željama.
Pri tom se oblikovanje i promjene stvorenog mrežnog
sjedišta vrše preko korisničkog sučelja, odnosno nadzorne
ploče (dashboard).
Prilikom kreiranja, poželjno je odmah na početku
stvaranja prikupiti početne materijale koje se želi objaviti
(tekstove, slike, poveznice, video isječke i sl.) te staviti
pripremljeni sadržaj na mrežne stranice i urediti ih prema
vlastitim željama. Dozvoljeni su sadržaji tekstualnog
oblika te slike. Sadržaj tako stvorenog mrežnog sjedišta
trebao bi biti vezan uz predstavljanja samih korisnika,
njihovih hobija i interesa u nekomercijalne svrhe.
Dakle, pomoću usluge “3 u 1”, CARNET je svim
korisnicima from.hr domena omogućio kreiranje vlastitog
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One predstavljaju opipljive zbirke rada učenika koje
uključuju pisane ispite, dnevničke unose, obavljene
testove, laboratorijska izvješća, umjetnička ostvarenja,
modele ili projekte), te druge materijalne dokaze napretka
u učenju te druga ostvarenja uključujući pohvalnice,
nagrade, certifikate, preporuke, pisane evaluacije
nastavnika ili kolega, kao i vlastite oglede.
Portfelj ili mapa može biti ostvarena i kao digitalna
arhiva, prezentacija, blog ili mrežno sjedište koje također
uključuje jednak sadržaj, ali može uključiti i video uratke,
multimedijske prezentacije, tablične proračune, poveznice,
fotografije ili druga digitalna svjedočenja procesa i
rezultata učenja.
Online mape često nazivaju i digitalne mape ili emape. Mogu biti ostvarene kao blogovi ili online dnevnici
koji uključuju aktualne refleksije aktivnosti učenja,
napretka i obavljenih zadataka.
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Prednost je i što se mape mogu prezentirati, javno ili
privatno,
roditeljima,
nastavnicima
i
drugim
zainteresiranim, odnosno u obrazovanje uključenim
pripadnicima lokalne zajednice.
Nastavnici obično ističu slijedeće prednosti korištenja
učeničkih mapa:






Učeničke mape najučinkovitije su kad se koriste u
evaluaciji napretka i postignuća učenika kod
učenja. U situacijama u kojima se mape koriste
kako bi dokumentirale i evaluirane znanja,
vještine i radne navike koje su učenici usvojili u
školi, nastavnici ih mogu koristiti za prilagodbu
strategija poučavanja ako je uvidom utvrđena
nepodudarnost rezultata učenja sa planiranim
ishodima učenja. Pri tome i učenička aktivnost u
popunjavanju i nastavnikova kontrola rada
učenika uvidom u mape treba biti integrirana u
nastavni proces i kontinuirana, a ne tek da služi
kao arhiva na završetku tečaja ili nastavne godine.
Učeničke mape mogu pomoći nastavnicima u
postupku nadgledanja i evaluacija napretka u
učenju tijekom vremena. Testovi i kvizovi
nastavnicima daju informaciju o tome što učenici
znaju u određenoj točki vremena, ali mape mogu
dokumentirati kako su učenici stasali, postajali
zreliji i poboljšavali se kao učenici u nastavnom
predmetu ili tijekom školovanja.
Mape pomažu nastavnicima prilikom utvrđivanja
mogu li učenici primjenjivati naučeno na nove
problemske situacije i različita predmetna
područja prilikom transfera učenja. Učeničke
mape mogu biti korištene i za uvid i evaluaciju
učenja i rada učenika, odnosno njihovih aktivnosti
i u izvanškolskim okruženjima (sudjelovanja u
razmjenama, projektima sa mentorima iz
zajednice).



Mape mogu ohrabriti učenike za snažnije
preuzimanje ovlasti i odgovornosti u procesu
vlastitog učenja, one mogu predstavljati način da
učenici kritiziraju i evaluiraju vlastiti rad i
napredak.



Mape mogu poboljšati komunikaciju između
nastavnika i roditelja, kao i pomoći da roditelji
budu informiraniji o napretku u obrazovanju i
učenju svoje djece, što se poučava i što djeca uče i
rade u školi. Posljedično, kad su roditelji
informiraniji i uključeniji u obrazovanje svoje
djece, oni mogu igrati aktivniju ulogu u podršci
djece kod kuće, što može imati znatan utjecaj na
obrazovna postignuća i trajno bolje rezultate[5].

Digitalne mape su odgovarajući medij i za određeni
broj učenika koji ima poteškoće u pokazivanju svojih
stvarnih sposobnosti tijekom uobičajenih provjera i
ispitivanja u školi i učionici, dok su iznimno dobri u
samoizražavanju kroz video, glazbu, umjetnost, rječitost,
oblikovanje, kodiranje ili kreativno pisanje, kao i za one
učenike koji se ustručavaju govoriti u učionici. U
digitalnom prostoru takvi se učenici obično lakše
izražavaju i pokazuju svoj sjaj [6].
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Educator Matt Renwick naglašava vrijednost digitalne
mape kao oblika holističke metode procjene „Učenici su
više od postignuća. Oni su neponovljive jedinke, od kojih
svaka posjeduje različite motivacije i darovitosti.
Ekstrahirati razumijevanje njihovog trenutnog statusa i
budućeg potencijala samo na simbol (npr. ocjenu) u
najboljem slučaju predstavlja iznošenje netočnog suda o
njihovim sposobnostima, a u najgorem pokazuje znak
obrazovnog zanemarivanja. Mi to možemo bolje.“ [6]
Osim spomenutog, e-portfelj može pomoći učenicima
u razvoju neovisnosti, s obzirom da preuzimaju
odgovornost za oblikovanje i ostvarenje vlastitog mrežnog
prostora uz autonomiju pri dokumentiraju i dijeljenju
svojeg učenja. Izbor i vlasništvo nad individualnim
procesom učenja, većinom snažno pomaže u motivaciji za
poboljšanja i budi osjećaj ponosa.
Radom na svojoj digitalnoj mapi tijekom svojeg
obrazovanja, učenici mogu razvijati vještine prepoznate
kao bitne za rad u 2020.: kritičko razmišljanje,
komunikaciju i rješavanje problema.
Učenici s digitalnim mapama mogu biti u prednosti
prilikom konkuriranja za stipendiju, razmjenu ili posao, s
obzirom da na kraju školovanja posjeduju organiziran i
strukturiran pregled svojeg rada i postignuća.
IV.

PISANJE I OBJAVLJIVANJE NA INTERNETU

Digitalna učenička mapa može biti izvedena kao
mrežno sjedište. Takvo osobno mrežno sjedište može
uključivati stranice sadržajno oblikovane za iznošenje i
dijeljenje vlastitog mišljenja (blogovi ili web-logovi,
postovi) o nekoj temi u bilo kojem trenutku.
Pisanje blogova ili postova dobar je način da se
učenici zainteresiraju za pisanje i objavljivanje što učenici
prihvaćaju i vole. Takvo pisanje razvija i komunikacijske
sposobnosti s ozbirom da se uči djeliti stajališta i
sudjelovati s drugima u raspravama globalnog dosega.
Prilikom pisanja potrebno je ukazati značaj na sadržaj,
jasnoću, pravopisnu i gramatičku ispravnost teksta koji se
planira objaviti. Autor treba biti svjestan kako piše za
globalnu publiku. U uputama autoru dobro je naglasiti
smisao stavljanja poveznica na druge, srodne, korisne
sadržaje ili ideje, kao i na izvore navoda ili citata
korištenih u tekstu.
Jasno je kako to vrijedi i u slučaju stvaranja sadržaja
za digitalnu mapu. Javno objavljivanje osobnih radova ili
stavova razvija kritičko razmišljanje o sebi, o temi ili o
svijetu koji nas okružuje, razvija komunikacijske
sposobnosti, ali nosi odgovornost koje autor treba biti
svjestan.
V.

DIGITALNE MAPE U OKOLNOSTIMA ONLINE
NASTAVE (MODEL C)

Prelaskom na tzv. model C (nastava na daljinu)
naglašena je potreba za promjenom paradigme učenja i
poučavanja - pomak s činjeničnog znanja na razvoj
kompetencija nužnih za uspješan život i rad u 21. stoljeću:
kritičko razmišljanje, rješavanje problema i informirano
donošenje odluka, razvoj kreativnosti i inovativnosti.
Ovakvu promjenu trebaju pratiti i odgovarajuće metode
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vrednovanja koje se mogu provoditi u virtualnom
okruženju za učenje i poučavanje. Jedan od načina
ocjenjivanja rada u nastavi na daljinu je praćenje sadržaja
učeničkih mapa, pa se digitalne učeničke mape (za zadaće
koje prate redovitu nastavu, odnosno raspored) na svim
platformama podrazumijevaju.
Nadalje, u [7] naglašena je potreba podizanja
pismenosti učenika, razvijanja razmišljanja poput
logičkog i kritičkog mišljenja jer učenici trebaju znati
vrednovati, procijeniti i razumjeti informacije te ih
primijeniti u realnim situacijama. Ovdje se, također, može
uvidjeti korisnost digitalnih mapa u koje učenici mogu
stavljati svoje zadatke esejskog tipa u kojima je potrebno
razvijati mišljenje i analizirati informacije.
Tijekom obrazovanja na daljinu digitalne mape
općenito svoju primjenu nalaze u slučajevima asinkronih
aktivnosti (u različito vrijeme). Dok sinkrona
komunikacija omogućuje povezivanje i razmjenu
informacije više sudionika u isto vrijeme, asinkrona
komunikacija je prikladnija za zadatke koji zahtijevaju
promišljanje i više vremena za ostvarenje. Dok se
sinkrona komunikacija događa u realnom vremenu,
asinkrona komunikacija od sudionika ne zahtijeva da budu
istodobno online te imaju vremena oblikovati svoj
odgovor i komunikaciju ili je odgoditi. Nakon oblikovanja
svoje zadaće, svoj odgovor učenici stavljaju u svoju mapu.
Digitalne učeničke mape olakšavaju vrednovanje za
učenje koje se ostvaruje kontinuiranom podrškom
nastavnika u virtualnoj učionici/na daljinu uz davanje
kvalitetne povratne informacije učeniku za svaki odrađeni
zadatak kako bi se provjerila ostvarenost planiranih ishoda
učenja, poticala aktivnost i suradnja te kako bi učenik
dobio informaciju o svom učenju. Preporuka je da
nastavnik svaku zadaću individualno komentira i daje
učenicima povratnu informaciju o ostvarenosti
zadatka/ishoda te s ciljem praćenja napredovanja učenika
unosi bilješke u e-dnevnik.
Već i sama platforma koju je škola odabrala za
izvođenje nastave na daljinu te praćenje i vrednovanja
rada učenika, omogućuje da učenici prikupljaju
zadaće/problemske zadatke/istraživačke radove/projekte u
svojim mapama. Učenici na taj način stvaraju svoj eportfelj koji predstavlja zbirku različitih materijala
(prezentacije, osvrti, eseji, mentalne mape, posteri,
infografike, fotografije, video uradci, poveznice na razne
materijale) koji prikazuju njihov rad i napredak, no na
manje strukturiran način nego što je to prilikom
oblikovanja vlastitog mrežnog sjedišta.
Vrednovanje naučenog, odnosno vrednovanje
ostvarenosti ishoda učenja temelji se na postojećim
elementima praćenja i vrednovanja koji su definirani
kurikulumom, a rezultira ocjenom. Ne mora se provoditi
standardnim postupcima (usmeno, pisano koristeći alate
za videokonferencije). Vrednovanje naučenog može se
provesti izradom složenijeg istraživačkog rada iz zadanog
područja ili eseja s temom koja povezuje vlastito iskustvo
s naučenim [8].
Može se zaključiti kako digitalne učeničke mape
omogućuju učenicima prezentaciju radova u domeni
vrednovanja za učenje i vrednovanja naučenog.
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VI.

ISKUSTVO U REALIZACIJI UČENIČKIH E-MAPA –
MREŽNO .FROM.HR SJEDIŠTE KAO MAPA

U nastavku iznosim iskustva primjene from.hr domene
kod korištenja učeničkih mrežnih sjedišta za njihove
digitalne ili online mape.
A. Učenici uključeni u provedbu
Na stvaranje svojeg mrežnog sjedišta kako bi pomoću
njega oblikovali svoju digitalnu mapu putem koje mogu
prezentirati sebe i svoje radove ove su godine upućena
204 učenika. Njih 152 dosad je registriralo svoje besplatno
mrežno sjedište. Najveći razlog što to nisu svi učinili
uglavnom je izvođenje nastave po modelu C pri kojem su
se okolnostima nužno trebali prilagođavati načini izvedbe
nastave, nastavne metode te postupci vrednovanja i
ocjenjivanja.
Preporuka je bila stvaranje sjedišta na .from.hr
domeni, odnosno korištenje besplatne „3 u 1“ usluge, no
prilikom konačnog odabira načina i mjesta za
udomljavanje, učenici su mogli odlučivati i birati
samostalno.
Nakon registracije mrežnog sjedišta, učenici su
upućeni kako ih mogu koristiti za svoj ditalni portfelj ili
mapu kako bi predstavili sebe, svoje hobije i interese,
svoja znanja i vještine (e-portfelj i holistički pristup), za
prezentaciju svojih radova koje je (s obzirom da mogu
uključivati slike ekrana, poveznice i/ili video materijale)
nepraktično ili nemoguće prikazati u bilježnici, te za
objavu svojih postova ili drugih pisanih radova (eseji,
seminarski radovi, elaborati) koje u tom slučaju neće
trebati predavati u tiskanom (papirnatom) obliku.
U stvaranje svojih mrežnih sjedišta uključeni su
učenici osam razreda strukovne srednje škole koji se
školuju za zanimanja Tehničar za računalstvo (sedam
razreda, druga i treća godina) i Tehničar za elektroniku
(jedan razred, četvrta godina).
B. Nastavni predmeti
Stvoreno mrežno sjedište treba omogućavati
prezentaciju učeničkog rada i aktivnosti vezano uz
nastavne predmete: Uvod u računalne mreže, Računalne
mreže, Skriptni jezici i web programiranje te Građa
računala, ovisno o zanimanju i godini školovanja.
C. Registrirane domene
Spomenuto je već kako su se učenici sami odlučivali
gdje će registirirati svoju domenu. Najveći broj učenika
izabrao je WordPress (73) i .from.hr (41), ostali učenici
odabirali su Google Sites, WiX, jimdofree i druge servise.
D. Komentar iskustva i opažanja
Komentare u nastavku iznosim bez njihovog uređenja
prema važnosti ili učestalosti pojavljivanja:


Učenici nedovoljno prepoznaju važnost u
mogućnosti da se osobno, te kroz svoj rad, znanja
i sposobnosti predstave lokalnoj i globalnoj
zajednici;



Na korištenje mrežnog sjedišta za prezentiranje
učenika i njihovih radova utjecao je način
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izvođenja nastave, naime u modelu C, učenici
najveći dio svojih radova prezentiraju preko mapa
na platformi koju je odabrala škola, tako da se oni
tamo ujedno i arhiviraju, te je u tom smislu
vlastito mrežno sjedište donekle izgubilo na
značaju. Dodatno, oni imaju manje vremena za
uređivanje sadržaja na mrežnom sjedištu s
obzirom da svoj rad nakon što ga naprave, trebaju
dokazati preslikama i prijenosom u svoje mape na
platformi škole;

prilikom stvaranja digitalnih (online) mapa učenika
izvedenih u obliku mrežnih sjedišta navodi na slijedeće
zaključke:


from.hr domena može poslužiti za stvaranje
online mapa ili e-portfelja učenika (realizacija je
jednostavna, korištenje besplatno, memorijsko
ograničenje uglavnom nudi dovoljno prostora);



učenici prihvaćaju ovakav način prezentacije i
uglavnom uspješno provedu postupak registracije
i administracije (iako dio učenika bira druge
domene zbog poteškoća prilikom registracije);



nastavnicima je olakšan (online) pristup
bilješkama, odnosno radovima učenika prilikom
pregleda i kontrole napretka i redovitosti učenja;



javno objavljivanje omogućuje razmjenu znanja i
međusobni uvid u rad i napredak učenika;

Učenici su prilično nevješti u oblikovanju
sadržaja za prezentaciju na mrežnim stranicama.
Iako preko nadzorne ploče imaju sasvim dovoljno
alata (a učenici treće godine školovanja uče i
HTML jezik, čija primjena im nudi i dodatne
mogućnosti oblikovanja) učenici imaju problema
sa odgovarajućim postavljanjem slika u tekstu,
kao i odabirom i načinom oblikovanja teksta;



posebnu pažnju treba obratiti vrednovanju
učeničkog rada, odnosno različiti su kriteriji
vrednovanja riješenih zadaća (koje mogu biti i
prepisane), u odnosu na vrednovanje tematskih
ogleda koji bi trebali biti jedinstveni individualni
radovi;



omogućen je uvid roditelja, odnosno razrednika u
rad i aktivnost učenika;



Učenici su često zanemarivali ubacivanje
poveznica u tekst, što je danas sasvim uobičajeno,
korisno, a predstavlja i dobar način da stranica
zauzme bolju poziciju prilikom prikazivanja
rezultata tražilica;



učenici su oblikovanjem svojih mrežnih sjedišta
upućeni na organizaciju i sistematizaciju svojih
znanja i izgleda cjelokupnog sjedišta, što je od
izrazite važnosti poglavito u strukovnim školama
kod obrazovanja tehničara.



Učenici često imaju problema sa organizacijom i
usustavljivanjem sadržaja na mrežnom mjestu.
Sustavnost i smislenost u postupcima pri
dijagnostici i rješavanju problema od velike je
važnosti u obrazovanju za tehnička i inžinjerska
zanimanja;



Učenici često nisu bili svjesni mogućnosti kako
rješenje svojih problema (vezano uz neki školski
zadatak) mogu potražit na mrežnom sjedištu
svojeg kolege koji je zadatak dobro napravio.
Ovakvo korištenje mrežnog sjedišta može biti od
koristi za međusobne konzultacije, te u konačnici
brži i jednostavniji napredak. Na mrežnim
sjedištima nekih učenika ima odličnih radova.









Učenici su se za odabir mrežnog sjedišta ove
godine češće odlučivali za WordPress, čemu je
najčešće zapravo povod bio kolegijalna preporuka
ili jednostavnost registracije s obzirom da oba
servisa omogućuju postavljanje svih osnovnih
sadržaja, ali primjećuje se kako se stranica
stvorena na WordPress servisu otvara brže od one
stvorene preko .from.hr;

Iako je učenicima sugerirano kako svoje mrežno
sjedište mogu oblikovati kao svoj portfelj i
osnovno mjesto za rješavanje nekih budućih,
novih problemskih situacija, tek je nekolicina
učenika svoje sjedište oblikovala na taj način.
Analizom mogućnosti koje nudi usluga „3 u 1“
određena preporuka bila bi osiguravanje većeg
prostora za pohranjivanje, većeg broja gotovih
predložaka dizajna, te većeg broja mogućnosti za
uređivanje stranica (CSS, HTML);
VII. ZAKLJUČAK

Iskustvo primjene domene from.hr (može se
reflektirati i na primjenu drugih besplatnih domena)
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Javno objavljivanje rezultata učenja u vidu
sistematizacije i pokazivanja znanja i vještina stečenih u
školskim ili izvanškolskim uvjetima i aktivnostima
uključuje sposobnost kritičkog razmišljanja, ali i vještinu
primjerene komunikacije i prezentacije sadržaja, što su
vještine prepoznate kao poželjne za buduća vremena.
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Sažetak - Kvalitetna je komunikacija izrazito je važan
čimbenik, ne samo u privatnom, već i u poslovnom
okruženju. Ljudi neprestano komuniciraju, a često se najveći
dio komunikacije odvija bez riječi. Neverbalna komunikacija
kao takva, svjesno se ili nesvjesno koristi kako bi se izrazile
emocije, pokazali stavovi i osobine ličnosti. Ponekad ljudi
kroz neverbalnu komunikaciju govore i suprotno od svojih
riječi ili onoga što bi željeli. Odnosi se posebno na govor tijela
jer podrazumijeva komuniciranje putem pokreta tijela,
gesta, mimike i držanja tijela. S obzirom da većinu nesvjesnih
poruka šaljemo upravo na taj način, neverbalna
komunikacija izuzetno je važna u izgradnji naših odnosa.
Ova tema osobito je važna za studente s obzirom na to da po
završetku studija ulaze u poslovni svijet i potragu za željenim
poslovima te u skladu s tim; poslovne intervjue odnosno
razgovore za posao. Temeljna svrha ovoga rada je istaknuti
važnost govora tijela prilikom razgovora za posao. U radu se
pojašnjava razlika između verbalne i neverbalne
komunikacije, vrste neverbalne komunikacije, te uloga i i
važnost govora tijela u uspješnom poslovnom pregovaranju.
Opisuje se na koji način se određenim dijelom i pokretima
tijela šalju različiti tipovi poruka, zone udaljenosti u
komunikaciji te kako govor tijela utječe na poslovne ljude.
Na kraju, u radu se zaključuje na koje se načine može
pravilno koristiti govor tijela da bi budućem poslodavcu
poslala željena neverbalna poruka te u kojoj mjeri fizičke
odrednice stvaraju temelj za selekciju potencijalnih
kandidata na razgovoru za posao.
Ključne riječi – komunikacija; neverbalna komunikacija;
govor tijela; razgovor za posao; poslovni intervju

I.
UVOD
S obzirom na to da je čovjek društveno biće
komunikacija predstavlja jedan od najvažnijih elemenata
svakodnevnice u privatnom i poslovnom svijetu. U svom
radu „Neverbalna komunikacija na poslovnom sastanku“
Vidulin 2017. godine ističe kako je „čovjek jedino živo biće
koje ima sposobnost komuniciranja na sveobuhvatnoj
razini, razmjenjujući informacije o sadašnjosti, prošlosti i
budućnosti, izražavajući osjećaje te usvajati i razvijati
znanja na temelju podataka koje je prikupio, obradio i
sistematizirao“ [1].
Komunikacija (lat. communicatio: priopćivanje,
razgovor) [2] je razmjena informacija, ideja i osjećaja.
Komunikacija primarno ima dvije dimenzije - verbalnu i
neverbalnu. Verbalna komunikacija se ostvaruje govorom i
predstavlja primaran način prenošenja informacija. U svom
radu „Neverbalna komunikacija“ Markota 2017. godine
ističe da se „neverbalna komunikacija šalje usporedno s
verbalnom i igra veliku ulogu u interpersonalnoj
komunikaciji jer prati ono što pojedinac govori kako bi se
dodatno naglasile misli i stavovi osobe“ [3].
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Učinkovita komunikacija „ostvaruje ciljeve osoba koje
komuniciraju“ te će „uspješno prenijeti informaciju,
iskazati mišljenja i osjećaje“ [4] ili razriješiti konflikte.
„Loša komunikacija smanjuje samopoštovanje i
samopouzdanje te izaziva povlačenje, otpor ili
odbacivanje“. „Sposobnost
preciznog
i
jasnog
komuniciranja od iznimne je važnosti u svim socijalnim
situacijama, stoga je važno razvijati (…) komunikacijske
vještine: aktivno slušanje, parafraziranje (sažimanje),
vještine davanja i primanja povratnih informacija i
asertivnost.“ [4] Važno je naglasiti da je značenje
komunikacije njezin ishod, a ne ono što je rečeno jer ljudi
različite događaje, informacije ili situacije percipiraju samo
kroz svoju mapu. Mapa označava unutarnju interpretaciju
dijela teritorija koji je dostupan pojedincu, a teritorij
predstavlja sveukupni vanjski svijet koji nas okružuje [5].
U ovom radu se istražuje i objašnjava važnost
neverbalne komunikacije, osobito govora tijela, u
poslovnom svijetu. Općenito govoreći, govor tijela je
neverbalna komunikacija, pri čemu se pokretima tijela, ne
samo da može, već komunicira bilo svjesno bilo nesvjesno:
izrazima lica i gledanjem, položajem tijela i pokretima,
tonom glasa, dodirima i zonama osobnog prostora.
II.
NEVERBALNA KOMUNIKACIJA
Pekas u svom radu „Neverbalna komunikacija“ 2019.
godine definira „neverbalnu komunikaciju kao način na
koji ljudi komuniciraju bez riječi, bilo namjerno ili
nenamjerno, dopunu ili zamjenu za verbalnu komunikaciju
te za izražavanje emocija, pokazivanje stavova i
odražavanje osobina ličnosti (…)“ [6]. Neverbalna
komunikacija odnosi se na sve radnje tijekom razgovora, a
da nisu riječi.
A. Vrste neverbalne komunikacije
Najčešće opisivane vrste neverbalne komunikacije
odnose se na sljedeće:
•

Izrazi lica

Ljudsko lice sposobno je prenijeti bezbroj emocija bez
riječi, a oni su univerzalni bez obzira na kulturne razlike:
sreću, tugu, bijes, iznenađenje, strah i gađenje [7].
•

Pokreti tijela i držanje tijela

Uključuje držanje, stav i suptilne pokrete kao npr.
kimanje glavom te tumačenje obrambenih položaja [7].
•

Geste

Značenje nekih gesta razlikuje se u različitim kulturama
stoga je važno biti oprezan i upućen u kulturološke razlike
odnosno kako se pojedinoj kulturi upotrebljavaju geste
kako bi se izbjeglo pogrešno tumačenje [7].
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•

Kontakt očima

Način na koji se gleda odnosno promatra nekoga može
komunicirati mnoge stvari, uključujući interes, naklonost,
neprijateljstvo ili privlačnost [7].
•

Dodir

Dodir se odnosi na stisak ruke, zagrljaj, tapšanje po
ramenu, može biti slab i jak, kontroliran i nekontroliran, ali
za uspješno pregovaranje ne bi trebao biti prejak i trebao bi
biti kontroliran [6].
•

Osobni prostor i zone

Zone osobnog prostora te njihovo značenje razlikuju se
u različitim kulturama, situacijama i bliskosti odnosa.
Mogu se koristiti za prijenos neverbalnih poruka kao što su
signali intimnosti i naklonosti, agresije ili dominacije [7].
Na Slici 1. prikazane su 4 osnovne zone udaljenosti.

Te karakteristike, najčešće su vidljive ili se procjenjuju
na temelju govora tijela i tona glasa, a izrazito utječu na
dojam koji kandidati ostavljaju na poslodavca u razgovoru
za posao. U Tablici 1. prikazan je govor tijela koji pokazuje
stavove i karakteristike ličnosti prilikom provođenja
poslovnih intervjua.
TABLICA I. GOVOR TIJELA PRILIKOM POSLOVNOG
INTERVJUA (izvor: izrada autora prema Posao.hr , 2021.[10])

Otvorenost

Fleksibilan stav, otvorene ruke pokazujući
dlanove ili zapešća, primicanje bliže osobi,
ruke i noge nisu prekrižene, osmijeh,
kontakt pogledom, kimanje glavom.

Obrambeni
stav

Ukočenost, zatvoreni stav, ruke i noge su
čvrsto prekrižene, pogled u stranu,
minimalni kontakt očima bez osmijeha,
stisnute šake i usnice, glava dolje, ravni ton
glasa.

Dosada,
nestrpljivost

Lupkanje prstima i nogom, glava
naslonjena na ruke, čišćenje ili čupkanje
odjeće, tijelo okrenuto prema izlazu, stalno
gledanje na sat, izlaz, knjigu.

Pomanjkanje
razumijevanja

Naborano i namršteno čelo, bezizražajan
pogled, namješteno kimanje glavom i
osmijeh, lagano podignuta obrva, usiljen
glas, ponavljanje izraza poput «Shvaćam» i
gledanje uokolo.

Entuzijazam

Lagani osmijeh, uspravno tijelo s
otvorenim ramenima i rukama koje su
okrenute prema van, oči otvorene, živahan
hod, glas je izražajan i dobro moduliran.

Stres

Prazan pogled, namješten osmjeh, ukočen
stav i ruke sa strane, iznenadni pomaci
očiju, nervozno lupkanje, iznenadne
promjene raspoloženja, govor bez tona koji
je pretih ili preglasan.

Slika 1. Osnovne zone udaljenosti (izvor: D. Šumiga, 2018.[8] )

•

Paraverbalno komuniciranje

S. Karabatić u radu „Upravljanje zdravljem i
komunikacijom“ 2018. godine objašnjava paraverbalno
komuniciranje kao „način na koji izgovaramo riječi,
odnosno, brzinu, ritam, jačinu i druge osobine glasa.
Paraverbalne poruke mogu slati vrlo jasnu poruku bez
obzira na stvarno značenje izgovorenih riječi“ [9].
III.
GOVOR TIJELA PRILIKOM RAZGOVORA ZA POSAO
U poslovnom svijetu, neverbalna komunikacija,
prema Pekasu u radu pod nazivom „Neverbalna
komunikacija“ iz 2019. godine „ima ključnu ulogu u
uspješnom pregovaranju i treba ju u cijelosti popratiti
ispravnim pokretima, govorom tijela“ [6].
Neverbalna komunikacija ima veliki utjecaj prilikom
razgovora za posao. Uz životopis i pismenu molbu,
neverbalna komunikacija jedan je od ključnih segmenata
koji odlučuju u selekciji za posao. Prema članku portala
Posao.hr „Neverbalna komunikacija u službi intervjua za
posao“) ističe se da naklonost voditelja dobivaju
„kandidati koji su pokazivali doziranu i točnu upotrebu
neverbalnih znakova (osmjeh, kontakt pogledom, otvoren
stav tijela, lagano kimanje glavom...)“ [10]. Također,
istaknute su i „osobine koje su najčešće pozitivno
ocjenjene na intervjuima: otvorenost, optimizam, iskrenost
u komunikaciji, strukturiranost i organiziranost [10].“
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•

Osmijeh

Medij za biznis Točka na i u članku „Na što treba
paziti u govoru tijela prilikom razgovora za posao“ 2018.
godine pojašnjava kako „gotovo 40% menadžera ljudskih
resursa, lažan osmijeh kandidata doživljava na loš i
neprihvatljiv način“ [11]. Međutim, „kontakt očima u
kombinaciji s iskrenim osmijehom ostavlja dobar dojam i
donosi prednost“, a ističe i kako „osmijeh tijekom
intervjua također može i smanjiti stres jer smanjuje lučenje
hormona koji potiču stres“ [11].
•

Pokreti

Nervoza kandidata prilikom razgovora za posao je
uobičajena i može biti vidljiva kroz govor tijela. U takvim
slučajevima, ponekad nervoza može prikriti druge
kvalitete pojedinca. Tada dobri ispitivači traže dodatne
pokazatelje o ponašanju i zanemaruju nervozu. U takvim
situacijama najbolje je sjesti s nogama na tlu i ruke staviti
u krilo. [11]
•

Držanje tijela

Točka na i u svom članku „Na što treba paziti u govoru
tijela prilikom razgovora za posao“ 2018. godine dodatno

1007

ističe da „31% menadžera ljudskih resursa loše i previše
opušteno držanje smatra razlogom za eliminaciju
kandidata“ [11]. Također navodi kako „loše držanje
sugerira da su kandidati previše opušteni ili prezadovoljni
samim sobom te da su lijeni ili površni“, a da „prilikom
razgovora za posao ispitivači žele vidjeti ljude koji sjede
uspravno i održavaju cijelo vrijeme kontakt očima što šalje
dojam radoznalosti, spremnosti na učenje i uzbuđenosti.
Držanje mora biti prirodno te kada se želi nešto naglasiti
potrebno je nagnuti se naprijed kako bi se ukazalo
sugovornicima da postoji želja za iznošenjem nečeg
važnog“. [11]
•

Kontakt očima

Portal Točka na i u objavljenom članku „Na što treba
paziti u govoru tijela prilikom razgovora za posao“ 2018.
godine ističe da „loš kontakt očima prilikom intervjua
može ugroziti priliku za dobivanje posla“ [11].
Izbjegavanje pogleda u oči šalje poruku da osoba nema
samopouzdanja. U intervjuu jedan-na-jedan preporuča se
stalno održavanje kontakta očima dok sugovornik priča.
Također navodi kako je „u grupnom razgovoru najbolje u
početku održavati kontakt očima s osobom koja je
postavila pitanje, ali tijekom odgovaranja trebalo bi se
pogledati i druge sugovornike kako bi se uočili njihovi
neverbalni znakovi i zadržala njihova pozornost“ [11].
Pekas u svom radu „Neverbalna komunikacija“ 2019.
godine navodi da je „kontakt očima jedan od neverbalnih
načina za:
→ izražavanje sklonosti/intimnosti i razvijanja odnosa
(ljudi više gledaju u ljude kojima su skloni)
→ vježbanje kontrole (ljudi mogu pojačati kontakt očima
kad žele nešto objasniti ili biti uvjerljivi)
→ reguliranje interakcije (očima se usmjerava
'pokretačka sila', nakon početnog zamaha)
→ informaciju o raspoloženju i karakteru (pozornost,
vjerodostojnost, sklonost – kao i antipatije)“ [6].
•

prekrižene ruke kandidata tijekom intervjua šalju loš
signal“ [11]. Ističe i kako je općenito vjerovanje „da ljudi
prekriženim rukama šalju signal da im je dosadno, da nisu
koncentrirani na razgovor ili da im je sugovornik odbojan“
[12]. Uobičajen položaj prekriženih ruku prikazan je na
Slici 2.
Na Slici 3. prikazan je drugi mogući način držanja
prekriženih ruku; s palcima prema gore. Pekas 2019.
godine opisuje da „taj način neverbalne komunikacije
upućuje na visoku samouvjerenost“, samopoštovanje i
držanje do svog stava te moć utjecanja na stavove drugih
sugovornika [6].

Slika 3. Prekrižene ruke s palcima prema gore (izvor: India bix, 2021
[12])

Pekas ističe da „način djelomično prekriženih ruku, a
to je kada se s jednom rukom pridržava drugu ruku u
predjelu lakta“ omogućava osobi ponovno proživljavanje
emocionalne sigurnosti koju je osjetila još u djetinjstvu,
kada su je u svakoj stresnoj situaciji roditelji držali za
ruku“[6]. Djelomično prekrižene ruke ne ukazuju na
direktnu nelagodnost, već se ta nelagodnost jednim
dijelom uspješno skriva [6]. Način djelomično prekriženih
ruku prikazan je na Slici 4.

Ruke

U svom radu „Neverbalna komunikacija“ 2019.
godine Pekas isto tako ističe kako su „dlan, prst, lakat,
odnosno cijela ruka dijelovi kojima se može promatrati
trenutno stanje osobe“ [6]. Također, govori da je „vrlo
bitno pratiti položaj i kretnje ruku; da li su savijene,
prislonjene, u džepovima ili na drugim mjestima (…)“ [6].

Slika 4. Djelomično prekrižene ruke (izvor: India bix, 2021. [12])

Stoga bi kandidati za posao prilikom intervjua trebali
obratiti veću pozornost na to kako drže ruke prilikom
razgovora jer on uvelike utječe na stvaranje dojmova o
njima.
•
Slika 2. Uobičajeni položaj prekriženih ruku (izvor: India bix, 2021. [12])

Točka na i u članku 2018. godine ističe da „gotovo
trećina ispitanih menadžera ljudskih resursa smatra da
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Stav tijela

U svom radu „Neverbalna komunikacija na
poslovnom sastanku“ 2017. godine Vidulin ističe kako
„stav tijela šalje poruku o našem raspoloženju“ [1].
Također napominje da „čovjek koji hoda uspravno,
podignute glave, ne šalje istu poruku i ne ostavlja isti
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dojam kao pojedinac s pognutom glavom i spuštenim
ramenima“ [1]. Ističe i da se „tjelesnim stavovima mogu
pri prvom susretu izraziti i posebne karakteristike ličnosti
kao što su dominantnost, podčinjenost, nervoza,
agresivnost ili nesigurnost“ [1]. Ističe neke znakove tijela
koji pokazuju na:
-

-

„skrivanje → šake ili ruke prekrižene, ali stisnute
uz tijelo, trljanje ruku, ruke u džepovima;
neslušanje → pomicanje stopalima ili mahanjem
nogu prilikom sjedenja;
napetost → ruke na leđima;
arogancija → stražarski stav s prekriženim
rukama gdje su šake vidljive, ruke iza glave, ruke
na bokovima, stiskanje šake, kažiprst usmjeren u
zrak;
podčinjenost → nagnuta glava, dlanovi okrenuti
prema gore;
nesigurnost → prekrižene noge pri stajanju,
slijeganje ramenima, odmicanje unazad te
otvorenost → čvrst stav, neprekrižene noge, ruke
na koljenima, naginjanje naprijed“ [1].

IV.
ZAKLJUČAK
Govor tijela može utjecati na uspjeh intervjua za
posao više od svega izgovorenog. Tijelo može pokazati sve
osjećaje, stavove i emocije koje se kriju iza izgovorenih
riječi, kao što su: strah, trema, sreća, uzbuđenost,
agresivnost i slično. Neverbalna je komunikacija, a osobito
govor tijela, uz životopis i pismo prijave za željeno radno
mjesto, ključna u procesu selekcije prilikom razgovora za
posao. Ona namjernim ili nenamjernim putem pokazuje
interni odraz pojedinca.
Neverbalnom komunikacijom često se šalje više
poruka nego se može prenijeti verbalnim putem. No, važno
je istaknuti da nikada govor tijela ne treba tumačiti
jednoznačno, jer ruke na leđima mogu značiti i da osoba
popravlja majicu, naginjanje naprijed može se osim
otvorenosti tumačiti i kao napad na osobu prema kojoj se
naginje, unošenje u intimni prostor sugovornika ovisi o
bliskosti između dva sugovornika, kao i o trenutnoj temi o
kojoj komuniciraju, osjećajima koji su uključeni i drugim
faktorima, stoga tumačiti svako ponašanje jednoznačno je
znak neobrazovanosti osobe koje ih tako tumači, a ne
obrnuto.
Kada je riječ o poslovnom i profesionalnom svijetu
neverbalna komunikacija najčešće je od velike važnosti. U
neverbalnu komunikaciju ubraja se: izraze lica, pokrete
tijela i držanje tijela, geste, kontakt očima, dodir, osobni
prostor i paraverbalno komuniciranje. Prilikom razgovora
za posao važno je, stoga, obratiti pažnju baš na kontakt
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očima, osmijeh, pokrete, položaj ruku i držanje odnosno
otvoren stav tijela jer time kandidat za posao šalje poruku
budućem poslodavcu da je zainteresiran za suradnju,
otvoren za mogućnosti, fleksibilan, spreman za učenje i
nove izazove, kao i da ima pozitivan stav što je svakom
poslodavcu od iznimne važnosti.
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Mogućnosti primjene računalnih oblaka u
obrazovanju
Michaela Šitum
Osnovna škola Granešina

michaela.situm@skole.hr
Sažetak - Računalni oblak relativno je nov pojam, iako
se temelji na desetljećima istraživanja u virtualizaciji,
distribuciji i osnovi računalstva, te u novije vrijeme
umrežavanju weba i softverskih usluga. U radu se
raspravlja o pojmu računalstva u oblacima, navode se neka
pitanja koja se pokušavaju riješiti, a povezana su s temom
istraživanja "oblak" i o implementaciji dostupnoj danas.
Sukus svega jest implementacija aplikacija računalnih
oblaka u osnovnoškolsko obrazovanje te njegove prednosti i
nedostatci ali i mogućnosti primjene. Dani su primjeri kako
sat pomoću računalnog oblaka može biti produktivan te
kojim se oblacima možemo koristiti i kojim se već danas
koristimo u nastavi. U zaključku rada slijedi kratak osvrt
na budućnost tehnologije računalnih oblaka.
Ključne riječi: računalni
implementacija, budućnost

I.

oblak,

osnovna

škola,

UVOD

„Računalni oblak“, odnosno računalstvo u oblacima
definirano je kao vrsta računalstva u kojem se više oslanja
na dijeljenje informacija i aplikacija na nekoliko
određenih računalnih poslužitelja u odnosu na obične
stolne aplikacije koje čuvaju informacije na računalu, ili
eventualno na jednom vanjskom računalnom poslužitelju.
Sukus je ovog rada teorijski dio računalnog oblaka, te
konkretno, implementacija u obrazovanju (osnovnim
školama), prednosti i nedostatci implementacije i
usporedba te mogućnosti njezine primjene. Neke
aplikacije računalnih oblaka koje su u posljednjih
nekoliko godina postale dio svakodnevnice u obrazovanju
su e-Matica i e-Dnevnik. e-Matica je centralizirani sustav
Ministarstva znanosti, obrazovanja i sporta koji služi za
unos najvažnijih podataka o učenicima i djelatnicima
osnovnih i srednjih škola. Aplikacija je zamišljena kao
digitalni oblik Matične knjige koja se u školama ručno
ispunjava. Osnovna joj je namjena smanjenje papirologije,
ali i brža sinkronizacija ostalih aplikacija koje bi trebale te
podatke (primjerice sustav za upis u srednju školu). „eDnevnik“ je web aplikacija za vođenje razredne knjige u
digitalnom obliku.“
II.

PRIMJENA RAČUNALNIH OBLAKA U
OSNOVNOJ ŠKOLI

Mnoge obrazovne ustanove u svijetu prepoznale su
potencijal računalstva u oblaku jer on smanjuje troškove,
a povećava učinkovitost i upotrebljivost računalnih
resursa [1]. Svoj „put k oblaku“ obrazovne su ustanove
najčešće započele unajmljivanjem usluge elektroničke

1010

pošte za potrebe studenata i osoblja, te resursa za pohranu
podataka, ponajviše za otvorene obrazovne materijale
gdje sigurnost podataka nije od vitalne važnosti [2]. Osim
uporabe različitih aplikacija u oblaku, visokoškolske
institucije povremeno iskazuju potrebu za velikom
procesorskom snagom radi provođenja istraživanja i
eksperimenata ili dodatni diskovni prostor za pohranu
velike količine podataka, što može zatrebati i
administrativnom osoblju, a rješenje je u unajmljivanju
dodatne infrastrukture u oblaku. [1]
A. Mogućnosti primjene
Aplikacije računalnih oblaka relativno su noviji pojam u
IT sektoru, a njihova implementacija u obrazovnom
sektoru još je uvijek u povojima. U osnovnoškolskom se
obrazovanju u većini škola u Republici Hrvatskoj
trenutačno upotrebljava nekoliko aplikacija računalnih
oblaka kao što je već spomenuti e-Dnevnik, a u svim
školama se mora upotrebljavati e-Matica. Postavlja se
pitanje zašto se uopće krenulo u implementaciju takvih
aplikacija računalnih oblaka u osnovnoškolskom
obrazovanju. Osim e-Dnevnika ili e-Matice u školi se
može i upotrebljavati Office365 Education prvenstveno
namijenjen za škole. Office365 Education jest usluga
koja omogućuje obrazovnim institucijama i njezinim
zaposlenicima, učiteljima, nastavnicima i učenicima
besplatan pristup Office365 alatima sa AAI@EDU
korisničkim računom na skole.hr domeni. Usluga
Office365 raspolaže mogućnostima za personalizaciju
izgleda samih aplikacija i to odabirom ponuđenih tema.
CARNet u suradnji s Microsoftom na office365.skole.hr
portalu omogućuje korištenje Office365 usluga
korisnicima iz sustava školstva. Korisnicima je na
raspolaganju Office365 elektronička pošta sa 50 GB
prostora za pohranu poruka ako putem webmail.skole.hr
odaberu preusmjeravanje pošte na Office365. Najvažnije
su aplikacije koje Office 365 Education uključuje
sljedeće: Office Online (stvaranje i uređivanje
dokumenata programa Word, OneNote, PowerPoint i
Excel iz preglednika), Sway (Profesionalno digitalno
prepričavanje) i naravno OneDrive prostor za pohranu i
zajedničko korištenje datoteka do 1 terabajta. Na taj način
postoji mogućnost umrežavanja učitelja i nastavnika te
rad na zajedničkim projektima. Znatno se štedi na
vremenu, a nastavnim materijalima koji su pohranjeni u
memoriji oblaka može pristupiti svatko te ih preuzimati
ili uređivati. Također se smanjuje papirologija s obzirom
na to da se sve nastavne materijale i pripreme može
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pohraniti u memoriju oblaka. S pomoću programskih
alata koje nudi Office365, nastavnici u ovom slučaju
mogu stvarati i pohranjivati tekstne dokumente,
proračunske tablice ili powerpoint prezentacije. [2] U
obrazovnom sektoru upotrebljavaju se i sustavi za
upravljanje e-učenjem (LMS) smješteni na vanjskim
poslužiteljima. Jedna od najraširenijih aplikacija za eučenje jest Moodle, koji se može okarakterizirati kao
aplikacija u oblaku. Značajan doprinos uporabi aplikacija
u oblaku za potrebe obrazovanja u Hrvatskoj daje
CARNet na portalu Edu.hr, gdje su dostupne posebno
razvijene usluge u oblaku za učenike, studente i
nastavnike, kao što su Webmail, Loomen (temeljen na
Moodleu), Portal za učenje na daljinu Nikola Tesla,
eKnjižnica, eLektire ili obrazovna multimedija na
zahtjev. Treba istaknuti Sveučilišni računski centar
„SRCE“ koji za znanstvene i obrazovne ustanove u
Hrvatskoj nudi usluge u oblaku poput virtualnog
poslužitelja (VPS), virtualnog računalnog laboratorija
(VCL), uslugu pohranjivanja podataka (GSS) s 10 GB
prostora, te daje platformu za razvoj i primjenu e-učenja
(sustav Merlin, sustav za e-portfolio, uslugu webinara).
Računalstvo u oblaku ima mnogo potencijala za kreativnu
uporabu u poučavanju i učenju, za povezivanje i suradnju
studenata i nastavnika. [1] [3] [4]
B. Prednosti implementacije tehnologije računalnog
oblaka u osnovnoj školi
Jedna od prednosti aplikacija računalnih oblaka u odnosu
na stolne aplikacije i ručno upisivanje jest stalna
sinkronizacija s konačnim korisnikom. Konačni korisnik
(profesor) traži podatke o ocjenama nekog učenika iz
nekog predmeta. Sve što je potrebno nalazi se na
računalnom poslužitelju i doslovno jednim ili dvama
klikovima miša može se doći do željenih informacija.
Profesor se ne mora brinuti o tome gdje se ti podaci
nalaze nego računalni poslužitelj i aplikacija rade to za
njega. Kad bi profesor imao neki Excelov dokument sa
svim ocjenama učenika iz nekog predmeta, možda ne bi
mogao pronaći lokaciju tog dokumenta. S pomoću ove su
aplikacije pojednostavljeno je upisivanje ocjena iz testova
i zaključivanje jer postoji mogućnost grupnog unosa
ocjena, zaključivanja i izostanaka. Još jedna od prednosti
jest mogućnost prijave u aplikaciju s bilo koje lokacije
koja ima internetsku vezu. Budući da sve aplikacije
računalnih oblaka spremaju svoje podatke na određene
računalne poslužitelje, dovoljno je samo imati internet
vezu, pripadno korisničko ime i zaporku za ulaz u
aplikaciju. Profesor tako može upisati ocjene u e-Dnevnik
iz topline svoga doma, tako da ima više vremena na satu
za analiziranje rezultata ispita i može kvalitetnije
iskoristiti svoj nastavni sat. Također, u Hrvatskoj je
napravljen i e-Dnevnik za učenike. Preko te aplikacije
roditelji mogu pratiti izostanke i ocjene svoje djece, te
tako mogu djelovati na vrijeme i potaknuti svoje dijete da
uvidi ozbiljnost situacije i da ozbiljnije shvati važnost
obrazovanja za njegovu budućnost. Većina djece ne
govori svojim roditeljima sve ocjene kojima je ocijenjeno
u školi, a dok razrednik i roditelj ne uvide situaciju, često
bude već prekasno. Sljedeća od mnogobrojnih prednosti
aplikacija računalnog oblaka jest sinkronizacija s ostalim
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aplikacijama.
Primjerice,
podatci
iz
e-Matice
sinkroniziraju se s podatcima iz e-Dnevnika i NISpVU-a.
Prilikom upisa u srednju školu njegovi podaci se
automatski preuzimaju iz aplikacije e-Matica. Jedna od
konkretnih prednosti uporabe aplikacija računalnih
oblaka u osnovnoškolskom obrazovnom sustavu jest
smanjenje i sprječavanje neovlaštenog unosa ocjena i/ili
njihovo brisanje te krađa i namjerno uništavanje imenika
u fizičkom obliku. Mnogo puta smo u medijima mogli
čuti da je u nekim školama izgorjela zbornica, gdje su se
nalazile razredne knjige svih razreda. To bi imalo
katastrofalne posljedice jer se stanje sigurno ne bi moglo
vratiti na staro, jer nisu svi profesori toliko sistematični
da pišu na još jedan poseban papir sve ocjene koje unose
u razrednu knjigu da, bi mogli preduhitriti takve situacije.
S uporabom e-Dnevnika takvim se kriminalnim
aktivnostima stalo na kraj, jer ne bi imalo previše smisla,
kad je ionako sve u digitalnoj formi. Prednost e-Dnevnika
je i u tome što profesor vidi samo ocjene iz svojeg
predmeta (jedino ako nije razrednik) te tako može
objektivnije dati zaključnu ocjenu, a ne na temelju
uspjeha iz nekih drugih predmeta. I učenici imaju korist
od aplikacija računalnog oblaka kojima se koriste u
osnovnoškolskom obrazovanju, točnije od e-Dnevnika.
Naime, na e-Dnevniku je napisan cijeli kalendar
aktivnosti, kojeg je datuma test i lektirna zadaća
zakazana. Tako učenici mogu lakše planirati svoje
vrijeme za učenje i slobodne aktivnosti. Još jedna
prednost za razrednike je automatski izračun svih
matematičkih izraza poput aritmetičke sredine zaključnih
ocjena učenika, aritmetičke sredine zaključnih ocjena
cijelog razreda i broj opravdanih i neopravdanih
izostanaka s nastave te je tako mogućnost pogreške u tom
segmentu svedena na apsolutnu nulu. Budući da su svi ti
podaci podijeljeni na računalnom poslužitelju, osoba koja
je zadužena za računanje prosjeka i/ili broja izostanaka na
razini cijele škole može u kratkom vremenu doći do
rezultata jer je potrebno samo nekoliko klikova na
aplikaciji da bi se došlo do tih podataka bez straha od
mogućih pogrešaka. Možda i najveća prednost korištenja
aplikacija računalnih oblaka u obrazovanju jest
funkcionalnost i stalna ažuriranost. Naime, CARNet
stalno radi na poboljšanju e-Dnevnika te ga prilagođava
potrebama krajnjih korisnika, otklanja sve eventualne
pogreške i nedostatke te implementira neke nove
mogućnosti u aplikaciju. Održavanje aplikacija eDnevnik
i eMatica jako je jeftino s obzirom na to da se mora samo
ulagati u trošak računalnog poslužitelja i održavanja, a to
pokriva država i ostali sponzori. Centralizacija podataka
također je jedna od prednosti aplikacija računalnih
oblaka. Konkretno, predmetni nastavnik ima na jednom
mjestu ocjene svih učenika iz svih razrednih odjela u
kojima predaje te može kod kuće analizirati situaciju i
vidjeti odstupa li koji razredni odjel od prosjeka (u
pozitivnom ili negativnom kontekstu).
C. Nedostatci implementacije tehnologije računalnog
oblaka u osnovnoj školi
Kao i svaka promjena i tehnološki napredak, tako i
implementacija aplikacija računalnih oblaka u
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obrazovanju ima i svoje nedostatke. Konkretan
nedostatak e-Dnevnika jest taj što velik dio djece živi pod
velikim pritiskom svojih roditelja te će strahovati cijeli
dan što će biti kad dođu kući. Primjerice, učenik dobije
lošu ocjenu iz testa iz hrvatskog jezika i dođe kući, a
majka ga već s ulaza kudi. Zabrinjavajuće visoki postotak
djece bi nakon takve lekcije bilo još manje motivirano za
daljnje učenje i ispravljanje ocjene. Ipak je bolje da dijete
kaže koju je ocjenu dobilo, bila ona dobra ili loša. Još
jedan od nedostataka jest sigurnost informacija. Ipak je
osnova računalnih oblaka i njihovih aplikacija dijeljenje
informacija. To znači da podaci ovise o nekoj trećoj
osobi,
konkretno
o
administratoru
računalnog
poslužitelja. To ulijeva nesigurnost među profesore jer
ovise o tome imaju li računalni poslužitelj i aplikacije
njihove podatke ili su izbrisani. Najveći je nedostatak
nemogućnost spajanja na aplikaciju ako se uređaj
(računalo ili laptop) ne može spojiti na internet i/ili ako
nestane struje. Primjerice, učitelj želi usmeno ispitati
nekog učenika, a on kaže da je već odgovarao taj predmet
i/ili je već taj dan bio ispitan (usmeno ili pismeno)
dvaput. Da je spojen na e-Dnevnik, učitelj bi to mogao
lako provjeriti, ovako mora ili vjerovati ili ne vjerovati
učeniku. Kao i sve što sprema svoje podatke na internetu,
tako i aplikacije računalnih oblaka u obrazovanju strahuju
od napada hakera i virusa. Neovisno o tome u kojoj je
mjeri sigurnosni sustav kvalitetno napravljen, uvijek
postoji ta razina nesigurnosti od toga da svi podaci
nestanu ili postanu javni, makar se rade sigurnosne kopije
s vremena na vrijeme. Međutim, neke osnovnoškolske
ustanove nisu toliko tehnološki napredne i nemaju
prevelike financijske mogućnosti za nabavu računala,
uvođenje interneta u svaku učionicu. U razgovoru sa
studentima postavljalo se pitanje je li školama u selima i
na otocima financijski isplativo uvoditi internet i kupovati
novu informatičku opremu koja podržava korištenje
eDnevnika za mali broj učenika, također se postavljalo
pitanje je li u području tih sela i otoka uopće moguće
uvesti internetsku vezu. Čak i da se može uvesti
internetska veza, opet je upitno koliki broj roditelja u
svojim domovima može pristupiti internetskoj vezi,
odnosno e- Dnevniku. Međutim to bi trebao biti jedan od
glavnih zadataka države i resornog ministarstva jer je
potrebno za napredak kako lokalne zajednice tako i
društva u cjelini.
D. Mogućnosti korištenja računalnim oblacima u
neposrednoj nastavi
U okviru projekta e-škole koji je CARNet provodio sa
svojim partnerima od 2015. godine do današnjih dana,
većina škola počela se koristiti informacijskokomunikacijskom tehnologijom u nastavi. Cilj je ovog
projekta razvoj digitalno zrelih škola s pomoću primjene
informacijskih i komunikacijskih tehnologija, kako u
nastavnom, tako i u poslovnim procesima škole. S
obzirom na to da se danas većinom radi s učenicima koji
se svakodnevno koriste ovom vrstom tehnologije, nužno
je bilo istu implementirati i u nastavu. Budući da
tehnologija napreduje, tako bi i način poučavanja djece
trebao napredovati. Učitelji bi trebali svoja znanja i
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vještine prebaciti u ovakav nastavni proces te ga kreirati
na drukčiji način s pomoću ICT-a koji bi njima bio
zanimljiviji. Samim time nastavni bi proces omogućavao
nastavu izvan učionice odnosno kad nastava završi,
učitelji s učenicima mogu uvijek ostati u kontaktu na
način da im zadaju dodatne materijale za rad, odgovaraju
na nedoumice i sl. da bi učenici interaktivno živjeli i
radili. Gledajući s aspekta učitelja, vrlo je jednostavno
pripremiti materijale za rad i prilagoditi ih uzrastu djece.
Sustav je u potpunosti multimedijski, radimo sa zvukom,
slikom i videozapisima koji nam omogućuju napraviti
multimedijsku nastavnu jedinicu, podijeliti je virtualno sa
svim učenicima unutar učionice. Učenici onda mogu
stavljati zabilješke, označavati, čitati, vezati se na druge
nastavne materijale ili neke vanjske izvore kao što je web
ili baze podataka. S obzirom na to da svaki učenik ima
svoj stil učenja, multimedijski sustav u ovom slučaju
omogućuje individualni pristup svakom učeniku, nastavi i
učitelju. Najbolji primjer neposrednog korištenja ICT-a i
računalnih oblaka u nastavi možemo dati na primjeru
nastavnog sata informatike. Učenici i nastavnici umjesto
klasičnim stolnim aplikacijama u školi i kod kuće koriste
se aplikacijama računalnih oblaka za stvaranje, ažuriranje
i pristup različitim tekstnim dokumentima, crtežima,
proračunskim tablicama i prezentacijama. Olakšavajuće
im je i to da takve aplikacije nije potrebno instalirati, a
dokumenti su pohranjeni na sigurnom mjestu u oblaku.
Također im se može pristupati i s mobilnih uređaja
(smartphone, tablet), vlastitih računala, ali i računala u
internetskim barovima ili kod prijatelja. [5] U nastavi
informatike to bi se moglo realizirati na sljedeći način.
Pretpostavka je da se održava nastavna jedinica u 1.
razredu i da se učenici koriste tabletima i e-udžbenicima
u nastavi te da su na prethodnom satu iz nastavne cjeline
o računalima učili o "mapama/datotekama“. Zadatak je za
idući sat vježbati služeći se tabletom i kućnim računalom
kreiranje i premještanje mapa kod kuće. Na sljedećem
nastavnom satu najavljuje se nastavna jedinica te se pita
učenike tko može reći čega se sjeća s prethodnog sata.
Nakon toga najavljuje se da će danas ponoviti kako
kreirati mape. Zatim se objašnjava pojam mape kao
prostor na računalu u koje pohranjujemo dokumente,
slike, filmove, igre i sl. Broj mapa može biti neograničen,
ali je bitno da svaka mapa ima svoje ime. Zatim bi
uslijedila demonstracija u kojoj jedan učenik na računalu
spojenom na projektor kreira mapu i tako podsjeti druge
kako se to radi, a usput bi objašnjavao kako se nova mapa
stvara. Nova se mapa stvara desnim klikom miša na
praznoj radnoj površini ili u Google Driveu prilikom čega
pojavi se novi izbornik. U tom izborniku pronađe se gdje
piše New/Novo/Nova mapa i klikne se na to lijevom
tipkom miša. Kod Google Drivea se pojavi novi izbornik
gdje upisujemo ime mape, a prilikom njezina kreiranja na
radnoj površini računala u izborniku New/Novo pronađe
se Folder/Datoteka/Mapa i klikne se lijevom tipkom miša
na to te se tako stvori nova mapa. Zatim drugi učenik
demonstrira kako će se stvoriti nova mapa u postojećoj. U
toj mapi može biti i više od jedne mape, npr. za svaku
vrstu filmova koji se gledaju ili glazbu koja se sluša. Na
kraju se jedan učenik demonstrira premještanje mapa.
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Mape se mogu premještati tako da se klikne lijevom
tipkom miša na određenu mapu i ne pušta se tipka te se
tako vidi kako se može pomicati tu mapu kamo god se
želi. Nakon ponavljanja onoga što se naučilo na
prethodnom satu, najavljuje se učenicima što će biti
njihov današnji zadatak. Učenicima je na radnoj površini
njihovih računala instalirana Google Drive aplikacija
računalnog oblaka. Učitelj zamoli učenike da otvore
aplikaciju i mapu koja se nalazi na Driveu. Mapa se zove
Ljeto, a u mapu učitelj ubacuje slike koje se njima
automatski pojavljuju u mapi jer je učiteljevo računalo
povezano s računalima učenika te se mape automatski
sinkroniziraju. Nakon sinkronizacije, u mapi se nalazi
nekolicina slika koje će zajedno pogledati. Učenici
trebaju kreirati tri mape. Ime je prve mape More, druge
Ljeto, a ime treće Ljetni praznici. U sljedećem zadatku
trebaju razvrstati u odgovarajuću mapu slike ovisno o
tome što je na njima prikazano. Nakon što su učenici
razvrstali sve slike u odgovarajuće mape, stvaraju novu
mapu unutar mape Ljeto sa svojim imenom i premjeste tri
gotove mape u nju. Zatim ponavljaju isti postupak na
radnoj površini računala. Na kraju sata učitelj s učenicima
otvara računalnu mapu i zajedno s provjeravaju jesu li sve
slike pravilno smještene u odgovarajuće mape. U ovom
su nastavnom satu obuhvaćeni svi zadatci nastavnog sata.
Obrazovni su zadatci sljedeći: ponoviti pojam mape te
njenu funkciju. Ponoviti stvaranje vlastite mape te nove
mape unutar postojeće te ponoviti premještati mape
unutar mape. Funkcionalni su zadatci: razvijati vještinu
upravljanja računalom; razvijati vještinu pozornog
slušanja te usmenog izražavanja; razvijati sposobnost
koncentracije i pažnje te sposobnost vizualnog opažanja.
Odgojni su zadatci: razvijati osjećaj samopouzdanja i
sigurnosti u vlastite vrijednosti samostalnim rukovanjem
računalom, razvijati pravilan odnos i odgovorno
ponašanje prema opremi kojom se koriste, navikavati se
na međusobno poštovanje unutar skupine, razvijati
sposobnost vizualnog opažanja, vještinu pozornog
slušanja. Korelacija se ostvaruje s hrvatskim jezikom u
području jezičnog izražavanja (slušanja i govorenja).
Metode su rada sljedeće: metoda usmenog izlaganja,
metoda razgovora, metoda demonstracije, samostalan rad
učenika, a oblici su rada u nastavi frontalni i individualni.
Nastavni mediji i didaktički materijali koji su se koristili
u ovom nastavnom satu bili bi projektor, računalo, PPT i
aplikacija Google Drive. Sat je odrađen na dva načina.
Prvi je uporabom klasičnih nastavnih sredstava i
pomagala dok je drugi sat odrađen s pomoću ICT
tehnologije. Učinkovitost učenja na pametnom satu
prilikom korištenja ICT-a daleko je veća nego na
klasičnom satu što vidimo iz priložene tablice.
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TABLICA I.

USPOREDBA UČINKOVITOSTI PAMETNOG SATA U
ODNOSU NA KLASIČAN SAT

III.

ZAKLJUČAK

Tehnologija računalnog oblaka u stalnom je razvoju, ali
još uvijek nije doživjela svoj vrhunac. Korisnici se njom
svakodnevno koriste u privatne i poslovne svrhe. Što se
tiče implementacije u osnovnoškolsko obrazovanje, može
se zaključiti da je implementacija aplikacija računalnih
oblaka u hrvatskom osnovnoškolskom obrazovnom
sustavu donijela mnoga poboljšanja u različitim
aspektima. e-Dnevnik olakšava učenicima praćenje
nadolazećih aktivnosti i obveza, a razrednicima nadzor i
praćenje uspješnosti učenika u razrednom odjelu.
Roditeljima daje bolji pregled realne situacije djetetove
zainteresiranosti
za
školovanje,
a
profesorima
pojednostavljeni unos ocjena, zabilješki i evidencije
dolazaka. Iako aplikacije računalnih oblaka iziskuju
određene početne investicije u računalnu opremu,
implementacija je dugoročno isplativa u kontekstu boljeg i
lakšeg izvođenja nastave. Aplikacijama računalnih oblaka
u osnovnoškolskom obrazovanju (e-Dnevnik) korisnici se
koriste već nekoliko godina i još nije zabilježen ni jedan
veći eksces poput objave tajnih podataka ili gubljenja
podataka iz baze. Neki korisnici još imaju predrasude
prema takvom načinu provođenja nastave u obrazovnom
sustavu, ali činjenice ukazuju na to da su takve predrasude
neosnovane. Moguće je da će u budućnosti korisnici
većinom prijeći na operacijske sustave koji nemaju
potrebu za lokalnim aplikacijama fizički instaliranim na
stolnom računalu već im pristupaju putem interneta.
Razvoj računalnih oblaka težit će ka povećanju kapaciteta
uz male ili gotovo nikakve troškove za investiranje u
infrastrukturu, a svoj potpuni potencijal dosegnut će kad
se uklone sigurnosni problemi i moguća ovisnost o
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jednom servisu što ipak ima svijetlu budućnost jer
maksimalno iskorištava računalne resurse.
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Nastava na daljinu uporabom OneNotea i Teamsa
Danijel Vrbanc, dipl. ing.
Željeznička tehnička škola – Moravice, Vrbovsko, Hrvatska
danijel.vrbanc@skole.hr
Sažetak - U radu je prikazan način nastave na daljinu
uporabom Microsoftovih alata u OneNote-u, kao e-bilježnici,
i Teamsu kao komunikacijskom konferencijskom alatu. U
kratkim crtama opisan je OneNote. Objašnjene su prednosti
OneNotea kao e-bilježnice prema vlastitoj subjektivnoj
procjeni. Pokazan je način rada u OneNote-u kao svestranog
alata, nastavnog pomagala/nastavnog sredstva, kojim se
olakšava prikupljanje bilješki kao i zamjeni za tradicionalnu
bilježnicu. Konferencijski i suradnički alat Teams je pokazan
kao uglavnom komunikacijski alat u svrhu stvaranja dobre
razredne atmosfere kroz nastavu na daljinu. Dobro razredno
okruženje i stvaranje što prirodnijeg odnosa, sličnom onom
u realnim uvjetima u razredu, opisano je kroz način izlaganja
gradiva, komunikacije nastavnika s učenicima i učeničke
međusobne komunikacije. Opisane su i najčešće poteškoće
kod učenika i nastavnika u takvom online okruženju. U
zadnjem dijelu rada pokazani su primjeri rada u OneNote-u
kroz primjere rješavanja zadataka iz predmeta Osnove
elektrotehnike za 1. razred zanimanja Tehničar za
mehatroniku. Kao zaključak se navode vlastite procjene
učinkovitosti nastave na daljinu kroz opisane alate i
subjektivno vrjednovanje u odnosu na klasičnu razrednu
nastavu.
Ključne riječi: OneNote Class Notebook, Teams, Nastava na
daljinu

I.

UVOD

Pandemija SARS-CoV-2 koja je uzrokovala i uzrokuje
do sada najveći zastoj u funkcioniranju čovječanstva,
ukazala je na potrebu uporabe digitalnih tehnologija, ili
informacijsko komunikacijske tehnologije (u daljnjem
tekstu IKT) u nastavi. Bilo da se radi o osnovnoškolskim,
srednjoškolskim ili visokoškolskim ustanovama, sve su
trebale posegnuti za alatima kojima se moglo bar na neki
način organizirati nastava. Ta nastava je kolokvijalno
nazvana nastava na daljinu.
U nizu postojećih alata raznih proizvođača, raznih
snaga učinaka, različitih cijena; neki od alata su se više
profilirali, a neki manje. U srednjoškolskom sustavu i
osnovnoškolskom sustavu najpovoljniju poziciju ima
Microsoftov Office 365 jer je već niz godina dostupan
svim osnovnoškolskim i srednjoškolskim učenicima i
nastavnicima u Republici Hrvatskoj.
Naravno da alat sam po sebi nije dovoljan kako bi se
postigli očekivani učinci (ishodi) poučavanja. Nužna je
sposobnost upravljanja tim alatima, kako kod učenika,
tako i kod nastavnika. Isto tako je potrebna adekvatna
oprema, tehnička podrška kao i povezljivost, dakle dobra
internet konekcija.
Iz ovih par navedenih stavki o preduvjetima izvođenja
nastave na daljinu, vidljivo je da je pandemija uzrokovala

jedan ogroman utjecaj na nastavni proces koji je doživio
nužne promjene.
II. ŠTO SU ONENOTE I TEAMS
Office 365 je skup alata koje globalno koriste radne
organizacije, škole, visoka učilišta, razne organizacije i
ostali subjekti. Sastoji se od snažnih alata kojima se
pojedinac na radnom mjestu, učenik, nastavnik i slični
koriste u svakodnevnom obavljanju svojih poslova [1].
Pored ostalih alata tu su zastupljeni najpoznatiji alati Word
(program za uređivanje teksta), Excel (proračunska
tablica), PowerPoint (moćan prezentacijski alat), kao i niz
ostalih više ili manje poznatih alata. Jedan od njih je
OneNote te njegova posebna inačica Class Notebok (tj.
OneNote ClassNotebook).
A. OneNote ili Class Notebook
Jedan od najkvalitetnijih alata za nastavu je OneNote,
tj. njegova razredna inačica Class Notebook (OneNote
Class Notebook) [2]. U hrvatskom govornom području
OneNote bi mogao imati naziv e-bilježnica.
OneNote je digitalni alat koji predstavlja bilježnicu u
koju se mogu stavljati različiti sadržaji. Sastoji se od
sekcija, a sekcije od stranica. Vrlo je intuitivan za
početnike, te postaje operativan nakon nekoliko desetaka
minuta uvoda u rad.
OneNote bi se kolokvijalno mogao nazvati svaštarom.
Zašto? U OneNote se mogu pohraniti različiti sadržaji:
pisani tekstovi, rukopis (ako uređaj na kojem pišemo ima
ekran osjetljiv na dodir i stylus – digitalnu olovku), word
datoteke, pdf datoteke, slike, prezentacije, poveznice na
mrežne stranice, ugrađene video datoteke, kvizove i još
dosta drugih mogućnosti gniježđenja (embeding) drugih
sadržaja. (slika 1.)
OneNote je dostupan u više varijanti: može ga se

Slika 1. OneNote na hibridnom računalu u primjeru uporabe
aktivne olovke (stylus).
Umetanje dodatnog sadržaja.

pokrenuti kroz desktop aplikacije (postoje 2 varijante:
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OneNote 2016 i OneNote for Windows 10), kao i uporaba
kroz internet preglednik.
I pametni telefoni imaju svoje inačice posebno
prilagođene za manje ekrane te se OneNote može
upotrijebiti i na njima.
Posebna je pogodnost uporabe OneNotea što ga je
moguće koristiti na bilo kojem mjestu, na bilo kojem
računalu ili pametnom telefonu, jer se svaka promjena
ujedno prenosi i na server u oblaku, te je prelaskom na
drugo računalo uvijek dostupna ažurirana verzija zadnjih
promjena sadržaja.
U slučaju nestanka mrežne konekcije, svi podaci se
bilježe lokalno te se prvom uspostavom internet veze
podaci sinkroniziraju.
B. Teams
Teams predstavlja jedan suradnički alat za rad timova
i od tuda mu potječe sam naziv [3].
Pored zadavanja zadataka s rokom izrade, mogućnošću
pregleda OneNotea, međusobne komunikacije (čavrljanja
– chata) i raznih drugih zgodnih mogućnosti potrebnih za
rad u timovima, u ovom radu, tj. u prikazu rada u nastavi
na daljinu, korišten je prvenstveno kao alat za sastanke, tj.
za „živu“ nastavu. Pored izrazito popularnog alata Zooma, Teams je pokazao dobre kvalitete koje zadovoljavaju
potrebu rada u virtualnoj učionici.
Nedostatak Teamsa može se pokazati u pokušaju
integriranja mnogih alata koji se mogu koristiti odvojeno:
tu je primjer otvaranja Word datoteka, Power Point
prezentacija i drugih sadržaja. Time rad s Teamsom
postaje prilično konfuzan. Uputno je koristiti alate kao
zasebne cjeline. Naročito se to pokazalo u korištenju
OneNote-a koji se kroz Teams, prema iskustvima autora i
njegovih učenika,
pokazao kao nedovoljno dobro
integriran alat u Teams okruženju, za razliku od odvojenog
korištenja.
C. Ostali dodatci u Office 365 programskom paketu
Pored velike skupine moćnih alata, Office 365 nudi i
OneDrive servis koji predstavlja mogućnost pohrane
podataka u oblaku do veličine 1TB. Ovakav način
spremanja i dohvaćanja podataka nužan je u online nastavi
što zbog zaštite podataka, tako i zbog svestranije
mogućnosti
pristupa
potrebnim
informacijama.
Predstavlja jedan od jako važnih alata u programskom
okruženju Office 365.
Sway je jedan zanimljiv prezentacijski alat kojim se u
nekoliko jednostavnih koraka može stvoriti dojmljiv
uradak.
Outlook je mail servis koji ima dosta poklonika.
Microsoft Edge je internetski preglednik koji također
ima zanimljive osobine kao što su sličnost u navigaciji s
Chrome-om, manja memorijska zahtjevnost, brže
učitavanje stranica, mogućnost pisanja bilješki direktno na
stranice, pojačana sigurnost [6]
III.

MREŽNA INFRASTRUKTURA

Za nastavu na daljinu potrebna je i kvalitetna mrežna,
tj. internet infrastruktura, kako za učenike tako i za
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Slika 2.

Zakazivanje sastanka u Teamsu

nastavnike. Na svim područjima Republike Hrvatske ne
postoji dostatno jaka mrežna infrastruktura ili postoji
nedostatak internet signala, te to predstavlja dodatnu
poteškoću za one nastavnike i učenike koji žive u ruralnim
područjima, u kojima nema dovoljno kvalitetne
mogućnosti povezivanja internetom, bilo da se radi o
žičnom ili GSM povezivanju na globalnu mrežu.
IV.

RAČUNALNA OPREMA

Za izvođenje nastave na daljinu nužna je i hardversko
softverska opremljenost učenika i nastavnika. Solidno
stolno računalo ili laptop s adekvatnim hardverskim
performansama kao i programska podrška u vidu
operacijskog sustava nužna je za mogućnost održavanja
nastave.
U krajnjoj nuždi mogu se upotrijebiti i pametni
telefoni, jer za sve aplikacije koje se rabe na stolnim
računalima, postoje i inačice za iOS ili Android telefone.
Naravno da je za kvalitetan rad poželjnije rabiti laptop ili
stolno računalo, jer su mogućnosti uporabe aplikacija
daleko šire od korištenja relativno malog uređaja kao što
je pametni telefon.
V.

NASTAVA NA DALJINU - POSTUPCI

Najvažniji segment nastave na daljinu prema
subjektivnoj procjeni autora ovog rada je stvoriti povoljno
okruženje za nastavu. Što to podrazumijeva? Atmosfera u
učionici, tj. odnos nastavnika i učenika, kao i međusobnog
odnosa učenika je vrlo važna komponenta. Kako to vrijedi
za uobičajenu nastavu u razredu, tako je jako bitno
posvetiti pažnju tome i u online okruženju. Opuštenost se
postiže sigurnim ovladavanjem digitalnih alata kojima se
koristimo: OneNote i Teams.
U nastavi je važno učenicima naglasiti važnost uporabe
klasičnih nastavnih sredstava i pomagala: obične
bilježnice, udžbenika, te pribora za pisanje i crtanje. Dakle
intencija je da se nastava što više orijentira da bude
klasična nastava a „oplemenjena“ digitalnom IKT
tehnologijom.
A. Priprema za nastavu
Dan ranije, ili nekoliko dana ranije, potrebno je
zakazati nastavni sat u određeno vrijeme (najbolje se držati
satnice koja je definirana rasporedom sati). Taj postupak
se radi kroz Teams kroz zakazivanje sastanka (slika 2.).
Prije samog početka nastavnog sata potrebno je
pripremiti materijale za nastavu npr. PowerPoint
prezentaciju, otvoriti galeriju slika ako se koristi, u
pregledniku pripremiti video materijale i eventualne ostale
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Slika 4.
Slika 3. Detalj rješavanja zadatka koristeći hibridno računalo i aktivnu
olovku (stylus). Ekran je dijeljen preko Teamsa, a zadatak
rješavan u realnom vremenu

materijale kako bi se pri izvođenju nastave mogli dijeliti
putem sastanka u Teamsu.
Naravno da treba provjeriti kameru i mikrofon,
slušalice ili zvučnik.
B. Izvođenje nastave – novo gradivo
U zakazano vrijeme ili par minuta kasnije potrebno je
priključiti se sastanku. Za nastavnika je najbolje da emitira
ne samo zvuk već i svoj video. Za učenike je bolja varijanta
da imaju prikazane samo svoje „avatare“ i isključen zvuk.
Sam početak nastave dobro je prilagoditi što vjernije
uobičajenoj nastavi u razredu licem u lice. Pri upisivanju
nastavne cjeline dobro je podijeliti ekran e-dnevnika.
Nastavna cjelina se obrađuje na uobičajen način što
sličnije nastavi u razredu. Dobro je imati pripremljenu
prezentaciju nastavne cjeline koja se također dijeli da je svi
vide. Pri pregledavanju kakvog video uratka potrebno je
svakako posebno uključiti u sastanak zvuk s računala kako
bi sudionici sastanka čuli zvuk koji je dio videa (obično je
po „defaultu“ taj zvuk isključen zbog moguće mikrofonije
te na to treba posebno obratiti pažnju).
Tijekom nastave nastavnik primjenjuje svoj stil
poučavanja i prilagođava ga mogućnostima rada na
daljinu. Autor ovoga teksta je u stalnoj interakciji s
učenicima kako bi potaknuo njihovu aktivnost i
koncentraciju.
Učenici rade bilješke u svoje obične bilježnice kao i u
realnoj nastavi u školi, te svoje radove u bilježnici radi
kontrole slikaju sa svojim mobitelima i prilažu u OneNote.
Isto tako i domaće uratke rade u svojim običnim
bilježnicama te ih fotografiraju i prilažu u OneNote.
C. Izvođenje nastave – rješavanje zadataka
Rješavanje zadataka matematičkog oblika ili nekog
tehničkog oblika, za koji je potrebna ploča i kreda, radi se
pomoću OneNotea. Prikazan je primjer rješavanja zadatka
iz Osnova elektrotehnike za 1. razred zanimanja Tehničar
za mehatroniku. (slika 3.)
Za simuliranje ploče i krede potrebno je imati hibridno
računalo ili tablet s aktivnom olovkom (stylusom) kojim
pišemo po zaslonu ekrana na kojem je otvorena aplikacija
OneNote. Dobro je primijeniti raster na stranicu (bilo
vodoravne linije, bilo kvadratični raster, kako bi pisanje i
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Personalizirani zadatak postavljen u OneNoteu

risanje bilo što urednije. U realnom vremenu treba
rješavati zadatak i u isto vrijeme tražiti povratnu
informaciju od učenika kroz razna potpitanja. To je jako
važno, kako bi učenici bili usredotočeni na nastavu.
D. Izvođenje nastave – provjera znanja
Velik problem predstavlja provjera znanja kojoj treba
posvetiti posebnu pozornost. Mogućnosti prepisivanja u
online okruženju su velike kao i mogućnost korištenja
literature.
Da bi se izbjegla uporaba nedozvoljenih aktivnosti na
provjerama znanja, potrebno je personalizirati zadatke za
svakog učenika te ih definirati na način da im je moguće
koristiti sve izvore literature.
Naravno da je takav pristup najučinkovitiji, ali
zahtijeva puno vremena za pripremu (slika 4.)
Rješavanje zadataka se obavlja u običnim
bilježnicama, rješenje se poslika i priloži u OneNote.
Primjer riješenog zadatka je prikazan na slici (slika 5.).
E. Izvođenje nastave – domaće zadaće
U nastavnom procesu je važno učenicima zadavati
domaće zadaće. One se mogu raditi na isti način kao i u
klasičnoj nastavi, dakle izradba u običnoj bilježnici,
fotografiranje stranice bilježnice i prilaganje u OneNote.
Međutim OneNote ima niz mogućnosti prilaganja
raznovrsnih sadržaja koja oplemenjuju i upotpunjuju
domaću zadaću što nije moguće u klasičnoj bilježnici.
Pored slike domaćeg uratka iz bilježnice, može se priložiti
u OneNote video, slika, Excel tablica i sve što je već
spomenuto od sadržaja koji mogu biti umetnuti kao
dodatak.
VI.

NEDOSTATCI NASTAVE NA DALJINU

Nastava na daljinu, prema autoru ovoga rada, ipak
predstavlja surogat prave nastave koja se odvija licem u
lice, bilo da se radi o osnovnoškolskoj, srednjoškolskoj ili
visokoškolskoj ustanovi.
Nemogućnost žive interakcije između učenika i
predavača
kao
i
interakcije
između
samih
učenika/studenata predstavlja najveći problem. Govor
tijela, neverbalna komunikacija je također ograničavajući
faktor.
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nastave učenicima/studentima približavamo još više
dostupnost digitalne tehnologije a time i zloporabe
neprikladnih sadržaja.
U jednoj od nerazvijenijih i najnaprednijih tehnološki
razvijenih zemalja, Južnoj Koreji, zabilježili su kod mladih
osoba znatan broj porasta poremećaja pamćenja,
koncentracije i pozornosti, a isto tako i emocionalnog i
općenitog otupljivanja. Tu pojavu su nazvali digitalna
demencija. [5].

Slika 5. Detalj riješenog zadatka u bilježnici, poslikan i prenesen u
OneNote

Potreba za kontrolom uređaja koji rabimo donosi
određenu distrakciju koja nas odvlači od onoga čime se u
nastavi treba baviti, a to je sama nastava.
Potrebna je određena vještina baratanja hardverom i
softverom kako ni u tom segmentu nastave ne bi došlo do
ometajućih efekata i skretanja pozornosti.
Mrežna infrastruktura često zna biti vrlo agresivan
ometajući čimbenik koji može u slučaju prekida
internetske veze dovesti do totalne nemogućnosti
održavanja nastave. To je naročito česta pojava u ruralnim
sredinama.
Najbolji efekti poučavanja postižu se ipak u
razredu/predavaonici u kojoj do punog izražaja dolazi
osobnost nastavnika/profesora i njegov stil poučavanja.
Zato je jako bitno prilagoditi nastavu na daljinu koja se
zbog pandemije korona virusa morala tako održavati što
više atmosferi licem u lice. Tu su se ova dva zanimljiva
alata, Teams i OneNote, pokazali dostatni.
VII. OVISNOSTI O RAČUNALNOJ TEHNICI I DIGITALNA
DEMENCIJA

Još prije desetak i više godina pojavila su se
promišljanja o utjecaju digitalnog informacijskokomunikacijskog okruženja na populaciju.
Agresivan pristup tvrtki koje se bave proizvodnjom
hardvera i softvera kao i sama privlačnost digitalnih
uređaja te njihova stalna uporaba, promijenila je ponašanje
ljudske populacije, pogotovo mladih generacija, u cijelom
svijetu.
Uporaba digitalne tehnologije kod mladih, danas
najviše kroz uporabu pametnih telefona, donijela je i
mnoge neželjene posljedice. Jedna od njih je ovisnost o
potrebi korištenja, koja u krajnjim slučajevima kojih ima
sve više, dolazi do nužnosti bolničkog liječenja ovisnosti
naročito u uporabi video igrica.
Kao primjer može se navesti kako je svjetska
zdravstvena organizacija 2018. godine uvrstila Gaming
disorder u 11. reviziju Međunarodne klasifikacije bolesti i
srodnih zdravstvenih problema. [4]. Primjenom digitalne
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Zato je jako važno na koji način rabimo tehnologiju u
nastavi, kako sama nastava ne bi na neki način poticala
neželjeno
ponašanje,
tj.
neadekvatnu
uporabu
informacijsko komunikacijske tehnologije. A dostupnost
tehnoloških sprava (hardver i softver), koje su u prvom
redu namijenjene za nastavu na daljinu ili običnu nastavu
potpomognutu IKT-om, mogu biti poticaj za korištenje
sljedećih neprihvatljivih aktivnosti na pametnim
uređajima koje mogu često proizvesti: ovisnost o
društvenim mrežama, ovisnost o već spomenutim
videoigrama, ovisnost o informacijama, ovisnost o online
klađenju ili kockanju, ovisnost o online seksu, ovisnost o
online kupovini.
VIII. KAKO KLASIČNU NASTAVU „POMIRITI“ S
DIGITALNOM NASTAVOM I NASTAVOM NA DALJINU?
Klasična nastava je pokazala i dokazala svoju
vrijednost kroz desetljeća i stoljeća. Nastavnika sa
znanjem, vještinama zaokupljanja pažnje, pedagoškim
kompetencijama, nikada ne može nadomjestiti digitalni
sadržaj.
Oplemenjujući klasičnu nastavu s primjerenom dozom
digitalnih sadržaja čini se kao najkvalitetniji pristup.
Hardver i softver koji koristimo treba se s pravom mjerom
primijeniti u nastavi.
Dakle, simbioza dobrih nastavnih primjera prakse s
novim tehnologijama, treba postati ključ primjene novih
tehnologija u nastavnom procesu.
Može se reći kako jedan pristup ne poništava drugi, te
je moguća dobra koegzistencija klasične i pridodane joj
digitalne nastave.
Naravno da kombinirani pristup treba prilagoditi stilu
poučavanja svakog nastavnika i metodi koja se
primjenjuje. A tu problematiku bi trebalo teorijski obraditi
i primijeniti za praksu na učiteljskim fakultetima kako bi
se što prije „tehnika“ poučavanja prilagodila novim
tehnološkim vremenima.
ZAKLJUČAK
U ovom radu pokazano je kako su IKT pomagala za
nastavu na daljinu, Teams i OneNote, korištena tijekom
pandemije.
Teams se koristio samo za konferencijske pozive
(sastanke), kao i njegov dio kojim se može pregledavati
sadržaj iz OneNotea.
Od nastavnih pomagala koristila se obična bilježnica
čiji pojedini preslici stranica su prilagani u OneNote.
OneNote se koristio kao ploča (white board), a dodatni
sadržaji koji su se koristili kroz Teams su: video isječci,
internetsko strujanje (engl. streaming), te slike na
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računalima koje se putem konferencije dijele da ih vidi
cijeli auditorij u timu. Isto tako se često dijelila
prezentacija, bilo da se radilo o PowerPointu ili Swayu ili
nekom drugom, za tu svrhu, upotrijebljenom alatu.
Svi sadržaji iz obične bilježnice učenika mogli su se
prenijeti jednostavno fotografiranjem i prijenosom u
OneNote. Po potrebi su se ti sadržaji mogli nadopunjavati
dodatnim sadržajima, što je veliki doprinos kvaliteti
uratka.
Ipak, nastava na daljinu je postala samo nužda u
vrijeme pandemije, te je prema subjektivnom mišljenju
autora donijela loše obrazovne učinke (ishode).
Razloga je više: tehnološka ograničenja (iznenadnom
pojavom pandemije, nastava na daljinu se nije uspjela
adekvatno pripremiti), pristupačnost mrežnom internet
okruženju (naročito u ruralnim područjima RH), zahtjevna
programska znanja (učenici i nastavnici nisu jednako vični
uporabi informacijsko komunikacijske tehnologije), i
možda najvažnije: nastava na daljinu ne može ostvariti
atmosferu učionice/predavaonice (nastava licem u lice).
Učenje se najbolje odvija u pravom socijalnom
okruženju
u
školi/fakultetu
među
profesorima/nastavnicima i učenicima/studentima, te
prema subjektivnoj i iskustvenoj procjeni autora ovog
rada, nastava na daljinu je postala jedini način da se u

MIPRO 2021/CE

okolnostima pandemije ostvare bar osnovni učinci
poučavanja.
Nastava na daljinu i njezini učinci kroz vrijeme
pandemije dobra su podloga za istraživanja koja se
vjerojatno provode ili koja će se provoditi.
Glavni odgovor koji će ta istraživanja donijeti moglo
bi se iznijeti kroz pitanje: „Je li ostvareno blještavilo
tehnoloških alata jednako donijelo i primjerenu
učinkovitost u poučavanju?“
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Abstract— Digital signaling has become more and more
applied in the field of electronics including radio, audio, and TV.
It offers better accuracy, greater flexibility, increased storage
capabilities and high-speed transmission of data of all kinds
(including audio and video data) over long distances. The basic
types of digital filters are finite impulse response (FIR) and
infinite impulse response (IIR) filters. In this paper we model
three different lowpass IIR filters: Butterworth, Chebyshev and
elliptic using Matlab to compare their response and to explore
minimum-order designs to specify the passband and the
stopband in terms of the amount of tolerable ripple and
frequencies.
Keywords— Infinite impulse response, Lowpass filter;
Minimum order design

I. INTRODUCTION
Filtering is the process of changing the frequency content
of a signal and completely removing unwanted frequency
components from the signal. The meaning of the term filter
would be a mathematical mapping of an input signal to an
output signal. Their function is to change the characteristics of
the input signal spectrum in the prescribed manner with the
intention of reducing the unwanted properties of the input
quantities and retaining or emphasizing properties that are
deemed desirable.
Electronic filters have a very wide gamut, and the most way
we divide them is according to the type of signal they filter,
i.e., analog, and digital filters. An analog filter has an analog
signal at its input and output, so both the input signal and the
output signal are functions of time and can have infinitely
many values. In digital signal processing, both the input and
the output of the filter are given in discrete form, which means
that they are functions of certain points at the time of
waveform recording.
Due to the possibility of digital signal recording, there is
also the possibility of using digital filters in applications that
require the ability to program, and thus some flexibility. The
desired frequency response of the filter depends on the value
of its preset coefficients, which can be computed with today’s
widely available hardware and software packages intended for
that purpose.
The advantages of digital filters over analog filters are:
• programmability and accessibility, which in
turn also translates to ease of assembly and
testing
• simplicity, since they only require basic
arithmetic operations of addition and
multiplication which in turn means they easy to
apply.
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stability and predictability, which is in direct
connection with their digital nature
harsh weather and temperature changes
resistant
not prone to manufacturing errors since the do
not require so many precise components, which
also makes them age well
better cost performance ratio

The analysis of digital filters is complex and is
accomplished using a digital signal processor (DSP). Digital
filters can be divided on their response to impulse excitation.
The response to such an excitation is called the impulse
response and the Fourier transform of the impulse response is
called the frequency response of the filter. The frequency
response of the filter tells what the signal will be at the output
of the filter for different frequencies, i.e., how much the gain
of the filter is for different frequencies. If the impulse
response of a filter drops to zero after a finite period of time,
then that filter is called a finite impulse filter or FIR filter. If,
on the other hand, the impulse response never reaches zero
and exists indefinitely then such a filter is called an infinite
impulse filter or IIR filter.
The advantage of digital IIR filters over FIR filters is that
IIR filters need a smaller number of coefficients to perform
the same filtering operation. The disadvantage of IIR filters
is the phase response that is nonlinear. If the used application
does not require phase information, then an IIR filter is
sufficient and well suited for the task. It should also be noted
that due to the recursive property, IIR filters are more difficult
to design and apply. Depending on the frequency band that
either transmits or attenuates the signal, digital filters can be
sorted:
• Low-pass filter
• High-pass filter
• Band-pass filter
• Band-stop filter

Figure 1. Ideal low-pass filter
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order from 1 to 20 with 30 being the end limit. Higher order
means more coefficients, and thus longer calculation time.
The impulse response of the filter described by equation
(1) is infinitely long for coefficients that are not equal to zero.
In actual applications when using stable IIR filters, the
impulse response has an attenuation that is almost zero when
we have a finite number of samples of the measured signal.

Figure 2. Approximate low-pass magnitude characteristics

The ideal characteristic of a low-pass filter is not
realizable with finite networks. However, the realistic filters
can have only frequency responses that approximate these
ideal characteristics. Hence all real-world filters contain a
transition band.
The realistic filter consists of three segments in the
frequency axis. The first segment is considered to be the
passband, where the gain is relatively high, so that the signals
in this range can pass through the filter. The gain in this
segment cannot be constant, which means that some variation
is inevitable. In many applications, it is acceptable that the
passband gain varies from 0 dB to -3dB.
The second segment is considered to be the transition
band. In this transition band, the filter gain gradually changes
from one to zero.
The third segment is considered to be the stopband, where
the gain is relatively small. Signal attenuation in reality
cannot be infinite but has some minimal value. Both
amplitude ripple and attenuation are measured in decibels.
The frequency response can then be approximated in
several ways. We examine the operation of a typical IIR lowpass digital filter to appreciate the essential differences
between Butterworth filters, Chebyshev filters and Elliptic
filters.

The frequency response of a filter also differs from the
response of an ideal filter [2] [3] [4]. Depending on the form
of the frequency response, IIR filters are divided into:
• Butterworth filter
• Chebyshev type I filter
• Chebyshev type II filter
• Elliptic filter
The frequency responses of the most used approximations
of IIR lowpass filters designed with a cut-off frequency of 2
GHz are shown in a Figure 3. to Figure 7. A change in
frequency response depending on filter order can be easily
observed.
Also changing the filter order leads to a larger decreasing
frequency response in the transition band. However,
increasing the filter order does not always have the same effect
on the shape of the frequency response for different
approximations of the low-pass IIR filter. For the Butterworth
filter, increasing the filter order monotonically reduces the
frequency response in the transition band. On the other hand,
for Chebyshev type I filter, increasing the filter order
monotonically reduces signal in the transition band with the
consequence signal ripple in the passband. The number of
ripples in the passband and stopband or both, depending on
approximation, determine the filter order.
A. Butterworth filter
The Butterworth filter is characterized by the fact that
there is no signal ripple in either the passband or the stopband.
The frequency response is also smooth at all frequencies [1].
Figure 3 shows the response of a low-pass Butterworth filter
for different filter order. The advantage of the Butterworth
filter is that it has a smooth and monotonically decreasing
frequency response in the transition band. As seen in Figure

II. IIR DIGITAL FILTERS
IIR filters are digital filters whose output data is calculated
by summing the previous output values, multiplied by some
weight factor, with the current and previous input values also
multiplied by some weight factor. If the input values are
denoted by x and the output values by y, then the equation for
the IIR filter can be written:
y[i] = -

1
a0

N -1

N -1

y
x
(- ∑j=1
aj y[i-j] + ∑k=0
bx x[i-k])

(1)

Usually, 𝑁𝑥 is equal to 𝑁𝑦 and the filter order is equal to
𝑁𝑥−1 . The lower order of the filter reduces the number of
arithmetic operations and thus reduces the errors that occur
during the calculation. The problem with higher order filters
is that errors appear very quickly in calculation and influence
on the accuracy of results. It is recommended to choose the
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Figure 3. The frequency response of a low-pass Butterworth filter
for different order

MIPRO 2021/CTS

Figure 4. The frequency response of a low-pass Chebyshev type I
filter for different order

3, a bigger filter order entails a steeper transition between the
passband and stopband.
The order of the Butterworth filter is calculated according
to equation (2). Due to the condition that the filter order must
be an integer, and we therefore, but not always, select N to
the nearest highest integer.

Figure 6. The frequency response of a low-pass Elliptic filter for
different order

The order of the Butterworth filter is calculated according
to equation (3). Due to the condition that the filter order must
be an integer, and we therefore, but not always, select N to
the nearest highest integer.
𝐴𝑎

𝐴
( 𝑎)
10 10 −1
)
𝐴𝑝
( )
10 10 −1
𝑓
log( 𝑎 )
𝑓𝑝

ln √

log(

𝑁≥

1
2

()

B. Chebyshev type I filter
Chebyshev filters have a significantly smaller transition
band as opposed to Butterworth filters of the same order. But
the consequence is signal ripple in the passband. The
Characteristic frequency response of Chebyshev filters is
such that in the passband there is a ripple of the signal of the
same amplitude in both plus and minus, then a monotonically
decreasing signal in the transition band and a sharper
transition to the stopband. Figure 4 shows the frequency
response of the Chebyshev filter for the various orders. It
should be noted that increasing the order of the filter
decreases the width of the transition band, but then a signal
with a higher number of ripples in the passband occurs.

Figure 5. The frequency response of a low-pass Chebyshev type
II filter for different order
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C. Chebyshev type II filter
These filters are almost the same as Chebyshev type I
filters, but the difference is that they have a maximally flat
passband, while their signal ripple occurs in the stopband [5].
For them, it is necessary to determine how much attenuation
is desired in the stopband. The frequency response
characteristic of Chebyshev type II filters is such that they
have signal ripple in the stopband, a monotonically
decreasing amplitude in the passband, and a sharp transition
between the passband and the stopband. Figure 5 shows the

Figure 7. The frequency response of a low-pass Butterworth filter
for minimum order
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frequency response of the Chebyshev type II filter for various
order.
The order of the Chebyshev type II filter is calculated as
with Chebyshev type I filter, according to equation (6). Due
to the condition that the filter order must be an integer, and
we therefore, but not always, select N to the nearest highest
integer.
𝐴𝑎

ln √
𝑁≥

(

1010 − 1
𝐴𝑝

1010 − 1

𝐴𝑎

+ √1 +

1010 − 1
𝐴𝑝

10 10 − 1

)

()

𝑓
𝑓 2
ln (( 𝑎 ) + √1 + ( 𝑎 ) )
𝑓𝑝
𝑓𝑝

Figure 10. The frequency response of a low-pass Elliptic filter for
minimum order

elliptical filter for various orders. It should be emphasized
that for them it is necessary to determine how much ripple is
desired in the passband and how much attenuation is desired
in the stopband.
The main application for the elliptic filter is where very
fast transitions are required in transition band that is between
passband and stopband.

Figure 8. The frequency response of a low-pass Chebyshev type
I filter for minimum order

D. Elliptic filter
Elliptical filters have a sharp transition at the boundary
between the passband and the transition band, but they also
have a sharp transition at the boundary between the stopband
and the transition band. This results in signal ripple in the
passband and stopband. It is for this reason that elliptical
filters are applied in applications that require a narrow
transition band, while at the same time signal ripple is not
essential. Figure 6 shows the frequency response of an

E. Minimum order design
We will use an application filterBuilder to specify the
minimum order filter. The first step is to set the passband
frequency to 2205 Hz and stopband frequencies to 6615 Hz.
The second step will be to set the passband ripple to 1 dB and
the stopband attenuation to 60 dB. Therefore, knowing all
four parameters allows us to easily calculate the appropriate
filter order, N for a particular approximation, and the
appropriate cut-off frequency, 𝑓𝑐 .
Thus, for predefined parameters (passband frequency,
stopband frequency, passband ripple, stopband attenuation),
the minimum filter order for the Butterworth filter is
calculated by filterBuilder application and the compared with
the equation (2). Therefore, a seventh-order filter is necessary
to meet the specifications with a Butterworth design.
Following the same approach to calculate the minimum
filter order can be easily verified that a fifth-order filter is
required for Chebyshev type I and Chebyshev type II designs
according to filterBuilder application and the equations (3)
and (4).
Following the same approach to calculate the minimum
filter order can be easily verified that a fourth-order filter is
sufficient for the elliptic design according filterBuilder
application.
III. CONCLUSION

Figure 9. The frequency response of a low-pass Chebyshev type
II filter for minimum order
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The Butterworth low pass filter frequency characteristic
has the property that it is flattest at passband. One deficiency
of this property is the fact that the rate of increase of
attenuation for higher frequency is rather low. The simplicity
of their mathematical development is the chief attribute of this
class of characteristics. However, this characteristic is usually
used only when the filtering requirement is not demanding.
Otherwise, it is not effective, and it's paid a high price for the
relatively poor performance.
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The Chebyshev type I low pass filter frequency response
exhibit equal-ripple variation in the passband and monotonic
increase in attenuation outside the passband greatly steeper
over the Butterworth filter. On the other hand, the Chebyshev
type II filter has a more gradual transition band compared
with Chebyshev type I filter although they have the same
filter order.
The Elliptic lowpass filter has equal-ripple variation in
both the passband and the stopband. The conclusion is that the
choice for the best approximation is depending on what signal
characteristics are important. If an application requires low
component count but where neither passband ripple nor group
delay is important, then Chebyshev type I and II or elliptic
filters proves to be a better choice.
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or larger number of aperiodic events cause overloaded
conditions. In overloaded conditions, since too many tasks
await execution, there is no feasible schedule, i.e., there
is no algorithm that can produce a schedule in which
all deadlines are met. Furthermore, it is known from
the early real-time research [6] that under overload, the
earliest deadline first (EDF) scheduling, which is known
to be optimal in non-overloaded sporadic and periodic
task systems [2], performs worse than the random priority
assignment. Although a plethora of different complex
approaches for mitigating overload exists [7], [8], in
this paper we propose a rather simple, but effective,
modification of FreeRTOS, which can mitigate these effects.
Note that approaches from [7], [8] such Red as Late
as Possible (RLP), and Blue When Possible (BWP) are
complex and cannot be easily incorporated in a real-time
kernel such as FreeRTOS. Moreover, these approaches
require a large amount of on-line computation, thus
introducing unwanted overhead. These problems can be
I. I NTRODUCTION
resolved by implementing a dynamic priority scheduling
Reliability of a real-time system depends not only on the scheme.
functional correctness of its components, but also on the
Extending the FreeRTOS scheduling subsystem by
timeliness and predictability of task execution [1]. There integrating dynamic schedulers has been presented by a
are many mechanisms implemented in a real-time kernel number of related researches, including a scheduling library
which influence the predictability of the system. However, for FreeRTOS (ESFree) [9]. Similar work, focusing on
the scheduling algorithm is certainly the most important optimizing the EDF algorithm for running in FreeRTOS is
factor, since it is responsible for satisfying timing and described in [10]. While both works focus on integrating
resource contention requirements [2].
EDF scheduler in FreeRTOS, our research investigates the
Real-time operating systems for embedded applications possibility of integrating customizable scheduling heuristics.
typically support static scheduling algorithms. In static Moreover, we focus on improving the performance in
scheduling, the schedule is generated based on the overloaded conditions of a soft real-time system.
properties of the task set which are known beforehand,
In this paper, we present and describe a modification
e.g., computation times and task periods. The produced of an open-source real-time operating system FreeRTOS,
schedule is fixed during the runtime of the task set. If the which enables integrating dynamic scheduling algoritms.
real-time system is operating in a dynamic environment, We have chosen FreeRTOS due to its small binary footprint,
e.g., a control system for an autonomous vehicle, meeting scalability, and support for different hardware architectures.
the assumptions of static scheduling is not feasible and The native FreeRTOS scheduler is designed to support
it is required to change the schedule during runtime [3]. static scheduling and it supports preemption, which is
Moreover, in order to achieve a feasible schedule with static appropriate for implementing static scheduling algorithms
scheduling, in general case the processor cannot be fully only. We will demonstrate how modifying FreeRTOS
utilized [4]. Full CPU utilization with static scheduling can by integrating means for running dynamic scheduling
only be achieved with rate monotonic priority assignment algorithms can ensure optimality in non-overloaded
in a specific case where the task periods are harmonic [5]. task systems and significantly improve performance in
Consequently, if the system load increases during runtime overloaded conditions.
due to task overruns or simultaneous arrivals of aperiodic
tasks, the overall performance can be significantly degraded.
Typically, increased worst-case execution time (WCET)
Abstract—Real-time operating systems typically have
support for static task scheduling algorithms only. However,
real-time applications often require dynamic scheduling
algorithms in order to meet their timing constraints.
Furthermore, in the case of overloaded conditions, i.e.,
scenarios when there is no feasible schedule, the total
tardiness of real-time tasks can be significantly decreased
by using a custom dynamic priority assignment. This
paper presents a method for integrating custom scheduling
heuristics to an open source real-time operating system
(FreeRTOS). The FreeRTOS task management subsystem
was modified in order to support dynamic task priority
assignment. The method was evaluated by simulating the
execution of periodic preemptable task sets and the results
were compared with the default FreeRTOS scheduler with
respect to the total weighted tardiness and weighted number
of late jobs measure. The system performance in both
underloaded and overloaded conditions was improved by
using custom dynamic scheduling policies.
Keywords—FreeRTOS; scheduling; real-time systems;
dynamic priority assignment
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II. P RELIMINARIES
A. System model
In this paper, we analyze a real-time system which is
comprised of a set of periodical preemptable tasks: T =
{τ1 , τ2 , ..., τn }. Each task is represented by its worst-case
execution time Ci , period Ti , deadline Di , and weight Wi .
The task deadlines in the considered system are implicit,
i.e., equal to the task periods. The tasks periodically release
an infinite sequence of instances, i.e., jobs Jij . Each job
is characterized by three parameters: Jij = {cij , rij , dij },
where cij is the remaining execution time, rij is the release
time, and dij is the absolute deadline of the j-th released
job of task τi . We consider synchronous task sets, in which
the released jobs have no initial offset. We assume that all
of the task and job parameters are integers. We analyze the
execution of the task set in one hyperperiod. A hyperperiod
H is the smallest time interval after which the periodic
patterns of all tasks in the set are repeated. It is calculated
as the least common multiple of the task periods [11]. The
utilization of a task set is defined as the ratio of worst-case
computation time and task period
all the tasks in the
Pfor
N
i
set and it is computed as U = i=1 C
Ti . In overloaded
conditions, utilization factor is greater than 1.
The jobs in our system model are scheduled by a prioritybased scheduler. Jobs are dispatched according to the
assigned priority value πij , i.e., the jobs of higher priority
are executed first. The scheduler supports preemption,
which means that higher priority jobs can interrupt the
execution of lower priority jobs. In the described method,
job priorities are calculated according to a priority function.
Priority function can be described as an assignment which
binds the job priority value to an expression consisting
of job parameters and mathematical operators. The lower
value of πij corresponds to the higer priority of job Jij . For
example, the EDF sheduling algorithm can be described
through the following priority function πij = dij . The
considered system model corresponds to a soft real-time
environment, i.e., it is tolerated for a job to complete
its execution after its deadline [12]. For comparing the
scheduling schemes in soft real-time systems, we use
the tardiness metric. Tardiness is defined as the amount
of time a job stays active after its deadline [2]. It is
computed as tij = max(fij − dij , 0), where fij is the
time at which the job Jij finishes its execution. The weight
parameter corresponds to the importance of a job, indicating
the amount of performance degradation associated with
delaying the job past its deadline. In a soft real-time
environment, the performance metrics typically include
the weighted tardiness and the weighted number of late
jobs [13]. The total weighted tardiness for a set of N tasks
τi , where each task consists of M jobs Jij is defined as:
N X
M
X
Tw =
Wi · tij
(1)
i=1 j=1

Before defining the weighted number of late jobs, the unit
penalty Uij of job Jij must be defined:
(
1 if tij > 0
Uij =
(2)
0 else
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The weighted number of late jobs is defined as:
N X
M
X
Uw =
Wi · Uij

(3)

i=1 j=1

B. Motivational example
As stated in the previous text, the main advantage
for using dynamic scheduling algorithms is the ability
to achieve feasible schedules for task sets with U ≤ 1,
which is known from the literature [12], [4]. In the
continutation, we provide an example which illustrates
how the consequences of system overload can be reduced
by using dynamic priority assignment policies. We shall
analyze schedules provided by different scheduling schemes
which differ in priority assignment policies, in order
to compare the performance of static and dynamic
scheduling policies. Moreover, we will demonstrate how
the performance can be improved by using custom policies
which directly influence the performance metric.
Example II.1. Consider an embedded system with the
following functionality. The system receives data by CAN
bus, which needs to be stored into external memory. The
system also sends debug messages to the user through
UART protocol. It is critical that the data received through
CAN interface is processed as propmptly as possible,
while storing the data can occasionally complete with
tardiness. Printing the debug messages to the user is of
least importance. The frequency of accessing CAN, UART
and memory interface is predefined. This functionality
is achieved through three tasks, with timing parameters
and weight values listed in Table I. It is not possible to
find a feasible schedule since the system is overloaded:
4
6
5
U = 10
+ 12
+ 15
= 1.23. Therefore, some jobs shall miss
their deadlines. The goal is to find a scheduling scheme
which provides a schedule with the least amount of total
weighted tardiness in the first hyperperiod.
Table I: Parameters of the example task set.
Task
τ1
τ2
τ3

Ci
4
6
5

Ti = Di
10
12
15

Wi
0.1
0.3
0.4

Functionality
UART communication
storing data to external memory
CAN communication

The first considered approach is to schedule the tasks
according to the Rate Monotonic Scheduling (RMS)
algorithm. All of the jobs of a task are assigned the same
priority which is associated with the task period. The
produced schedule is shown in Fig. 1. The job arrivals are
denoted with an upward arrow, while the deadlines are
denoted by a downward arrow. Late jobs are visualized
in red and the tardiness is marked upon job completion.
For late jobs that are not completed within the considered
time interval, their current tardiness at the end of the
hyperperiod is taken into account. Since task τ3 has the
longest period, jobs J3j have the lowest priority and
neither one is completed in the first hyperperiod. However,
jobs J1j and J2j met all of their deadlines. The total
weighted tardiness at time instant t = 60 corresponds to
the
P3 current weighted tardiness of all released jobs J3j :
j=1 t3j · W3 = (45 + 30 + 15) · 0.4 = 36.
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Figure 1: Schedule generated according to the RMS algorithm for the task set given in Table I.
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Figure 2: Schedule generated by FreeRTOS priority scheduling (πi = Wi ) for the task set given in Table I.
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Figure 3: Schedule generated according to the EDF algorithm for the task set given in Table I.
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Figure 4: Schedule generated according to the WSRT algorithm for the task set given in Table I.

Since the tasks have different weight values, it is weights with its dynamic parameters. In this example,
reasonable to try to reduce the total weighted tardiness by we shall analyze the Weighted Shortest Remaining Time
assigning priorities according to task weights, πi = Wi . algorithm (WSRT). The WSRT priority function corresponds
c
The generated schedule is depicted in Fig. 2. Most of to the expression Wiji . Such a schedule is shown in Fig.
the late jobs correspond to the task with the lowest 4Pand the total weighted tardiness in this case equals:
5
priority,
τ1 . The total
j=1 t1j · W1 + t21 · W2 = (10 + 20 + 30 + 40 + 50) ·
P5
P3weighted tardiness in this case equals:
t
·
W
+
t
·
W
=
(50
+
40
+
30
+
20
+
0.1
+ 1 · 0.3 = 15.3.
1
2
j=1 1j
j=1 2j
10) · 0.1 + (1 + 2 + 3) · 0.3 = 16.8
The example shows that we can significantly reduce the
The next considered approach is to schedule the tasks
total weighted tardiness of the given task set by applying
by dynamic scheduling algorithms. First, we consider the
a dynamic scheduling algorithm and by using a priority
EDF algorithm. The obtained schedule is shownPin Fig. 3.
assignment function which is adequate for the given task
5
In this case, the total weighted tardiness equals: j=3 t1j ·
set.
P4
P3
W1 + j=2 t2j · W2 + j=1 t3j · W3 = (1 + 8 + 8 + 10) ·
III. OVERVIEW OF F REE RTOS TASK MANAGEMENT
0.1 + (3 + 8 + 12) · 0.3 + (2 + 4 + 10) · 0.4 = 16.
SUBSYSTEM
We have already shown that we might be able to reduce
the total weighted tardiness by using a priority assignment
The FreeRTOS tasks are implemented as functions
policy which takes the task weights into account. Therefore, written in C programming language which typically run in
we will consider an algorithm which combines the task an infinite loop. In this case, we consider a single-processor
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Figure 5: An illustration of ready list in FreeRTOS.

Figure 6: Modified ready list in FreeRTOS, where the job priority
is assigned as the value of list item descriptor.

environment in which only one task can be executing at
any given time instant. The FreeRTOS tasks can exist in for the running task is updated upon every system tick
one of four states: running, ready, blocked or suspended. interrupt and the deadline parameter is updated when
Current state of a task is indicated by its presence in the the remaining execution time reaches zero. The general
idea of implementing a dynamic scheduler is to create a
appropriate list, e.g., ready list, suspended list, etc [14].
The tasks are managed through the Task Control Block new ready list which contains tasks ordered by a custom
(TCB) structure. A TCB corresponding to each task parameter, i.e., dynamic priority. The list shall be sorted
contains all information necessary to completely describe in increasing priority value. The priority of the idle task
the task state, e.g., task name, priority value and a pointer is set to some arbitrary value, significantly greater than
the priorities of other tasks. The task parameters which
to the task’s stack memory.
The list of ready tasks is implemented as an array of are used for computing the priority values, i.e., period,
lists, where each array element corresponds to tasks which remaining computation time, deadline, and weight, need to
share the same priority. An example of a ready list, along be added to the TCB structure. Consequently, the function
with the corresponding TCB structures is shown in Fig. 5. xTaskCreate() needs to be re-implemented in order to
Tasks A and B are placed in the same list, as they share initialize these task parameters. The initial priority value of
the same priority. Task C is in the running state, since it the task is computed upon task creation and it is updated at
is the highest priority task. Note that the currently running every system tick interrupt for the tasks in ready state. The
task is identified by the pxCurrentTCB variable. Each task priorities are updated dynamically through the macro
of the tasks is represented in its associated list as a list function vTaskComputePriority(). The function
item descriptor, xStateListItem. When a new task is takes the TCB structure as a single argument and stores
added to the ready list, a pointer to its list item descriptor the computed priority value as a xTaskPriority TCB
structure member. For changing the priority assignment
is inserted at the end of the associated priority level list.
The tasks enter the blocked state if they are waiting for policy, only the vTaskComputePriority() function
time-related or synchronization events. They are inserted needs to be modified.
In the default task management subsystem, the ready
into the delayed list and sorted by the value of the tick at
which the task shall be unblocked. Upon every system tick tasks are inserted at the end of the ready list. However,
interrupt, it is checked whether a task needs to transition the ready list needs to be sorted by priority values and
from the blocked state to ready state. The currently running therefore the function for adding the tasks to ready list must
task is updated upon every system tick interrupt. The be modified. The function will now insert new elements
scheduling routine is responsible for checking whether a in a way that the ready list remains sorted based on the
task in the ready list has a higher priority than the currently value of each list item descriptor. We are assigning the
computed priority as the list item descriptor value, thus
running task and performing a context switch if needed.
The default scheduling algorithm can be customized by the ready tasks are sorted in the increasing order of their
modifying the adequate configuration constants for enabling priority. This mechanism is illustrated in Fig. 6. There
preemption and time slicing. If time slicing is used, the are three ready jobs in the system and EDF scheduling
tasks which share the same priority value are scheduled algorithm is applied. The priority of each job is equal to
its deadline and the priority value is set as the value of list
according to Round Robin mechanism.
item descriptor corresponding to the job. Hence, the list
IV. I MPLEMENTATION OF A DYNAMIC SCHEDULING
item corresponding to task “A” is placed at the beginning
MECHANISM
of the list. The function vTaskSwitchContext() is
In this section, we describe the modifications to the modified in a way that it selects the first element of the
FreeRTOS task management subsystem required to achieve ready list as the currently running task.
dynamic priority assigment according to custom scheduling
The last modifications are related to the transition
algorithms.
from blocked state to ready state. By default, the list
Firstly, it must be ensured that the timing parameters item descriptor of a blocked task refers to the unblock
related to jobs, i.e., remaining execution time and deadline, time. Therefore, before placing an unblocked task into the
are updated in runtime. The remaining execution time ready list, the value of its list item descriptor must be
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assigned to the priority value. Priority of the unblocked
task is compared to the running task’s priority in order
to determine whether a context switch is needed. Hence,
the priority of the task in running state also needs to be
updated.
V. E VALUATION
A. FreeRTOS test application
The modifications of the FreeRTOS task management
subsystem were tested on a FreeRTOS simulator for
Linux systems which uses POSIX threads (current version
available from [15]). We appraised the usage of the
simulator as more adequate than running the tests on a
microcontroller because the simulator simplifies the process
of specifying the parameters of the input task sets, as well
as parsing and storing the results of the simulations. We
emphasize that the modifications described in this work
are related to the FreeRTOS kernel only, and no changes
were made in the processor-specific code. Therefore, this
method can be ported to any architecture which supports
FreeRTOS without adjustments.
The execution of periodic tasks is simulated in the
following way. The CPU utilization of each task is
simulated by decrementing a variable which corresponds
to its computation time. When the remaining execution
time reaches zero, the task is blocked until its next
activation time. In that way, periodic execution of the
tasks is achieved. All variables related to the system state,
e.g., ID of the currently running task, are traced through
the user application. The events of interest, e.g., context
switches, are monitored by using trace macro functionality.
In that way the system state variables are updated
upon kernel events without unnecessary modifications to
the kernel. For example, during a context switch, the
traceTASK_SWITCHED_IN() macro is called, which
contains the TCB handle of the task about to enter
the running state. This macro allows us to extract the
information about the running task and use it in the test
application for tracing the system state.

4) The task computation times are computed by
multiplying the task periods and utilization factors.
We generate the task weights as random variables with
uniform distribution from the interval [0.1, 1] with an
increment of 0.1.
C. Results
We simulated the execution of the generated task sets
scheduled by several dynamic priority assignment policies:
• EDF algorithm: πij = dij ,
• a modification of the EDF algorithm where task
weights are included in computation of priority πij =
dij
Wi ,
cij
• WSRT algorithm: πij = W ,
i
• Least
Slack
Time
(LST)
algorithm:
πij = max(dij − cij − t, 0).
The performance of the dynamic scheduling policies
was compared to static scheduling algorithms RMS and
Weighted Shortest Processing Time (WSPT). Moreover, the
test sets were scheduled with the task weights set as priority
values.
Since we used a large number of task sets with different
parameters for testing our method, we evaluate the results
using normalized criteria. We define normalized weighted
tardiness and normalized number of late jobs as follows:
Tw
Tw =
(4)
n·w·c
Uw
(5)
Uw =
n·w

where n is the total number of jobs in the task set, w is
the average weight and c is the average computation time
of all jobs.
Figs. 7-8 show the results obtained by scheduling the
test sets according to the considered scheduling algoritms
in underloaded and overloaded conditions, respectively.
The results are compared with respect to the normalized
weighted tardiness criterion. The performance of the
considered scheduling algorithms is also compared with
respect to the normalized number of late jobs criterion.
B. Generating task sets for testing
The obtained results are depicted in Fig. 9.
For testing the described modifications, we used a variety
The naive approach of assigning the static priorities
of task sets which differ by their utilization factors. For according to task weights yields the largest amount of total
generating the sets, we used the UUnifast algorithm [16]. tardiness and late jobs. The dynamic scheduling algorithms
The UUnifast algorithm is used for generating synthetic performed as expected in underload conditions; Figs. 7 and
task sets with a given utilization factor. The algorithm is 9 show that dynamic algorithms produced better results for
adequate for generating a large number of task sets, as it U ≤ 1. However, Figs. 8 and 9 show that for test sets with
does not cause bias, i.e., the utilizations of the generated U > 1, the algorithms EDF and LST produced significantly
task sets are uniformly distributed. In the experiments, we greater values of both metrics than RMS. However, WSRT
generate 100 task sets for each utilization factor in the algorithm outperformed RMS in both underloaded and
interval [0.6, 1.5] with increment of 0.05, which equals to overloaded conditions. Furthermore, the modification of the
a total of ( 1.5−0.6
priority function of EDF algorithm with weight parameter
0.05 + 1) · 100 = 1000 task sets.
Each of the task sets is generated in the following way: notably outperformed the original EDF algorithm. It is
1) We choose the total utilization factor of the task set. important to note that the scheduling policies with the best
2) The utilization of each task is computed according performance, i.e., WSRT and modified EDF, include the
to UUnifast algorithm.
task weight parameter in their priority function, which is
3) We generate the task periods according to uniform directly related to the comparison criteria. For any arbitray
distribution, with given lower and upper bounds.
performance metric, our FreeRTOS modification enables
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Figure 9: The results obtained by the considered scheduling
algorithms with respect to the U w metric.
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Figure 7: The results obtained by the considered scheduling
algorithms with respect to the T w metric in underloaded
conditions.
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Figure 8: The results obtained by the considered scheduling
algorithms with respect to the T w metric in overloaded conditions.

that customized priority functions can be effortlessly
implemented, thus enhancing the system performance.
VI. C ONCLUSIONS
In this paper we presented a method for extending
the possibilites of FreeRTOS scheduling subsystem by
using dynamic scheduling algorithms. Moreover, we
implemented a mechanism for integrating custom priority
assignment policies to the scheduler. We compared the
performance of several scheduling algorithms with dynamic
priority assignment to the commonly-used static scheduling
algorithms and the intuitive approach of assigning priorities
according to task weights. We showed that customizing the
priority assignment policy according to the task parameters,
especially the task weight, can significantly improve the
performance according to weighted tardiness and number
of late jobs criteria.
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Abstract—Mixed-criticality real-time system models were
proven to be useful in the processes of system verification,
system validation, and safety assessment in safety-critical
embedded systems. In recent years, a great number of various
mixed-criticality models were investigated. These models are
usually accompanied with corresponding schedulability tests.
In the literature, schedulability tests are typically compared
following the results of evaluation on synthetically generated
task sets. Due to the large number of possible test scenarios
and a significant effort that needs to be undertaken to
implement a certain test, it is not an easy task to reproduce
these results. Furthermore, as schedulability tests are used
in safety-critical systems it is crucial that tests and results
are reproducible. In this paper, we present a framework for
evaluation of schedulability tests and show how it can be
used to reproduce the most common results.
Keywords—real-time, mixed-criticality, schedulability,
framework

I. I NTRODUCTION

times for tasks. Mixed-criticality scheduling addresses the
problem of scheduling tasks with multiple allocated WCET
estimations.
A very important aspect in analysis of scheduling
problems in mixed-criticality systems, but also in realtime systems in general, is determining schedulability of
a task set. Therefore, in order to provide traceability and
reproducibility of existing schedulability tests, we devise a
framework, which enables evaluation of mixed-criticality
schedulability tests.
A. Related work
As mentioned before, the first schedulability analysis of
mixed-criticality systems was introduced by Vestal in [1].
His analysis targets the fixed priority preemptive mixedcriticality systems. The analysis is an extension of responsetime analysis for sporadic task sets introduced in [2].
Moreover, Vestal proposed that combining the responsetime analysis and Audsley’s optimal priority assignment
(OPA) [3], a priority assignment can be found for a mixedcriticality task set if it exists. This approach was shown to
be optimal later by Dorin et al. [4]. In the first more comprehensive research of the fixed-priority mixed-criticality
systems [5], Baruah et al. introduced the properties of
runtime monitoring of execution time and static or adaptive
schemes in mixed-criticality scheduling. According to these
properties, the following system configurations are possible:

Nowadays, there is an increased rise in the demand of
embedded computers, which can execute functions with
different level of importance. This is especially important
in the design of safety-critical systems, which today abandons the traditional partitioned design approach in which
safety and non-safety functions are executed on different
computers. To avoid the increase of different computers in
the system, which can increase consumption, complexity
and development time, system designers nowadays use a
single embedded computing platform to execute functions
of different criticality, i.e., both non safety-critical and
safety-critical functions. This trend increased the number
• static mixed-criticality denoted as SMC-NO that
of heterogeneous computing platforms, which allow oncorresponds to the approach introduced by Vestal,
chip separation of different functions. In addition, new
• static mixed-criticality with runtime monitoring detechniques had to be devised to maintain separation of
noted as SMC,
functions with different criticality.
• adaptive mixed-criticality denoted as AMC, which
In the context of embedded system software, i.e., realincludes runtime monitoring and two different system
time operating system, the problem of partitioning and
states.
safety is linked to the scheduling of tasks, which execute
functions that have different criticality. To address this and For each static configuration, sufficient schedulability tests
similar problems, mixed-criticality model was introduced were devised. For adaptive scheme, two different sufficient
in academia. The initial insight, which motivated extensive schedulability tests were devised denoted as AMC-rtb and
mixed-criticality research and publishing trend in last ten AMC-max. In later work, adaptive scheduling scheme was
years, was given by Vestal in his seminal mixed-criticality predominantly discussed in papers in both fixed-priority and
paper [1]. The main conjecture in mixed-criticality models dynamic priority systems [6]. A lot of dynamic scheduling
is that the estimation of the worst-case execution time tests were introduced as well, which are typically based on
(WCET) is linked to the importance of the function. the earliest deadline first (EDF) with virtual deadlines
More precisely, for critical functions, i.e., tasks, extensive scheduling in which low-criticality deadlines of highrigor shall be applied for determining the execution criticality tasks are reduced in low-criticality mode [7],
time, which will cause the discovery of larger execution [8].
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TABLE I: The organization of Java packages in the
B. Motivation, challenge and contribution
framework implementation
There were attempts of enhancing the existing AMCPackage
Description
max schedulability tests by alternative response-time
assignments
Package contains implementations of priority assignanalysis denoted as AMC-IA introduced in [9]. However,
ment algorithms for mixed-criticality systems.
the later investigation has shown that the AMC-IA test has
evaluation
Package contains utilities for testing of priority
significant errors, which when corrected did not guarantee
assignments, feasibility tests and response-time analyses.
improvement over AMC-max test [10]. Similarly, an
ftests
Package contains implementations of feasibility tests.
exact schedulability test for fixed-priority mixed-criticality
interfaces
Package contains definitions of interfaces for priorsystems was introduced in [11]. In the later work [12], it
ity assignments, feasibility tests and response-time
analyses.
was shown that the exact test proposed in [11] contained
models
Package contains classes which represent mixedseveral errors and inconsistencies, which reduced the
criticality job, task, task set, system state and task
reproducibility of results. The framework described in this
state.
rtimes
Package contains implementation of response-time
paper aims to increase reproducibility and discover similar
analyses.
errors in analyses.
taskgen
Package contains implementation of task set generaIt is important to note that we decided to devise the
tors.
framework for schedulability testing in mixed-criticality
systems since most of the available real-time simulation
and analysis tools that are available, such as tools devised A. Source code organization and framework specifics
in [13], [14], [15], [16], [17], were found to be either too
As we mentioned before, the framework is implemented
generic or too inflexible to efficiently compute and compare in the Java programming language. The source code of
various mixed-criticality schedulability tests.
the framework is organized in packages, which contain
The main contribution of this paper is the framework, classes that implement different functionalities required for
which aims to enable a straightforward implementation and the schedulability testing. Framework packages are listed
consistent reproduction and comparison of mixed-criticality in Table I. The contents of crucial packages are shown in
schedulability tests. In the paper, we present architecture Tables II-VII.
of the framework that is written in the Java programming
Since the framework enables introduction of new schedulanguage. We explain how new schedulability tests can be lability tests and extension of the existing functionalities,
added and how some of the most common schedulability the features that are related to the system model are
results from the literature can be reproduced consistently. implemented on a higher level of abstraction, i.e., as
The current version of the framework is maintained in abstract classes and interfaces. The list of abstract classes
GitHub repository [18].
and interfaces, which make core of the framework are
shown in Table V. Three basic classes and interfaces that
II. S YSTEM MODEL
In this paper, we represent system as a set T of sporadic are specified in interfaces package, define priority
assignment, feasibility test, and response time interfaces.
mixed-criticality tasks τi that can be described as sets:
Their respective implementations are in separate packages:
~i , Ti , D
~ i , Li }
τi = {C
(1) package with priority assignments implementation shown
~i in the latter equation is monotonic non- in Table II, package with feasibility tests is shown in
Vector C
decreasing vector of WCET estimations, which correspond Table IV, and package with response times is shown in
~ i is Table VI. Another generic item in the framework is class
to WCET analyses of different rigor. Similarly, D
monotonic non-decreasing vector of relative deadlines. FeasibilityTestResponseTime, which compares
Different values of deadlines are exploited in the EDF the response time of each task to its respective deadline.
with virtual deadlines approaches. Period of each task τi Note that this is in line with the theoretical observation
is denoted as Ti . All values, including the time t, are about the classes of schedulability tests, i.e., schedulability
considered to be discrete. Parameter Li denotes criticality test can be either boolean test or response-time based test
level of a task. In this paper, we are interested in dual- [19].
The evaluation package shown in Table III contains
criticality systems. Hence, criticality of each task can be
two
additional classes, which are used in the experimental
either low (LO), or high (HI), i.e., Li ∈ {LO, HI}.
evaluation
of schedulability tests. Class TestItem is
The framework, which is presented in this paper, can be
combination
of a priority assignment algorithm and a
used for both fixed-priority schedulability tests as well as
feasibility
test.
In the framework implementation, all fixedwith dynamic priority assignment approaches. In addition,
priority
response
time analyses and feasibility tests take
the framework can be used for both static and adaptive
into
an
instance
of
TaskSet class, which contains tasks
mixed-criticality schemes.
that are ordered according to a certain priority assignment.
III. F RAMEWORK OVERVIEW
Therefore, the usage of TestItem class ensures that a task
In this section, we present code organization and specifics set is ordered according to the desired priority assignment
of the framework. In addition, we demonstrate how to prior to applying the schedulability test. However, in a
implement new schedulability tests as well as priority special case, when using the Audsley’s optimal priority
assignment algorithms.
assignment (OPA) the schedulability decision can be
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TABLE II: Classes in the assignments package
obtained in a more efficient manner. This is due to the
optimality of the OPA algorithm. More precisely, when the
Class
Description
OPA algorithm is employed, response time is utilized in the
PriorityAssignmentDynamic
Class contains implementation of
off-line assignment for dynamic
process of assigning priorities. If the OPA algorithm cannot
priority system (does not change
produce a priority assignment for a task set with given
the order of tasks off-line).
response-time analysis, task set is not feasible with regard to
PriorityAssignmentCrMPO
Class contains implementation of
criticality monotonic priority orderthat analysis. Note that for such an usage of a response-time
ing (CrMPO) for dual-criticality
analysis in the OPA algorithm, a response-time analysis
systems.
has to satisfy requirements of OPA compatibility [20]. In
PriorityAssignmentDM
Class contains implementation of
deadline-monotonic priority assignthe context of mixed-criticality systems, examples of OPA
ment (DMPA).
compatible schedulability tests are AMC-max, AMC-rtb,
PriorityAssignmentOPA
Class contains implementation of
SMC-NO, SMC, and hence they can be used with the OPA
Audsley’s optimal priority assignment (OPA) algorithm devised in
algorithm. However, an exact schedulability test devised
[3].
in [11] is not OPA compatible.
PriorityAssignmentNOPA
Class contains implementation of
When the schedulability test is not OPA compatible
non-optimal priority assignment
(NOPA) for dual-criticality systems
in a fixed-priority scheduled system, it is possible to use
devised in [11].
suboptimal heuristic assignments. An example of such
an assignment that is used with the exact schedulability
TABLE III: Classes in the evaluation package
test in [11] is implemented in our framework in class
Class
Description
PriorityAssignmentNOPA.
TestItem
Class represents a single test item. In this context,
Similarly, note that the usage of priority assignment
test item is a combination of priority assignment and
is not necessary for the dynamic priority assignment
feasibility test.
approaches since the information about priority assignment
TestUtils
Class contains implementation of methods which run
testing with custom parameters.
is incorporated in the schedulability test itself. From
the implementation point of view, it is not necessary to
sort the tasks when applying feasibility tests in dynamic
B. Example of implementation of response-time analysis
environment since the priority of tasks in system is not
In this subsection, we discuss an example of implementafixed, yet it changes during the system operation. Examples
of such tests are tests based on the EDF with virtual tion of response-time analysis. For this particular example,
deadlines approach, i.e., the EDF with virtual deadlines test we chose AMC-rtb analysis since it is significantly simpler
devised in [21] and Ekberg’s schedulability test devised in than the AMC-max analysis and the exact test, but it still
includes multiple system states, i.e., LO and HI, which
[8].
In taskgen package, implementations of task genera- are specific to the adaptive mixed-criticality scheme. To
tors are placed. At the moment, a single implementation determine schedulability using the AMC-rtb scheme, we
of task generator algorithm is available, i.e. UUnifast have to calculate the response time in low-criticality mode
algorithm devised in [22] is implemented. However, our Ri (LO), response time in high-criticality mode Ri (HI),
implementation has several additional features that are and response time in case of a criticality switch from low to
high-criticality mode Ri (M C). The latter response times
useful in the task generation:
can be calculated using the following recurrence relations:
• Implementation enables adding a constraint on the
X  Ri (LO) 
hyperperiod of the generated task sets, i.e., if the
Ri (LO) = Ci (LO) +
Cj (LO) (2)
hyperperiod of generated task set exceeds the given
Tj
j∈hp(τi )
maximum value, it shall be discarded.
X  Ri (HI) 
• Implementation enables adding a constraint, which
Ri (HI) = Ci (HI) +
Cj (HI) (3)
denotes the allowed deviation of the utilization. Note
Tj
j∈hpH(τi )
that since we have to generate task sets that have integer, i.e., discrete parameters, the resulting utilization
X  Ri (M C) 
of a task set generated by the UUnifast algorithm
Ri (M C) = Ci (HI)+
Cj (HI)
Tj
can be different than the target utilization due to the
j∈hpH(τi )
X  Ri (LO) 
rounding errors.
+
Ck (LO)
• Implementation enables adding a schedulability test
Tk
k∈hpL(τ
)
i
as a filter for the resulting task sets, i.e., an instance
(4)
of IFeasibilityTest. This is especially useful
in cases when we only want to observe feasible task In the latter equations, hp(τi ) is a set of tasks with
sets with regard to a certain feasibility test.
higher priority than τi . Note that subsets hpL(τi ) and
• Finally, the implementation enables blacklisting cer- hpH(τ ) contain only tasks with higher priority than τ
i
i
tain task sets from the generated set of task sets. This that are low-criticality or high-criticality, respectively. The
is useful when we want to generate two different sets code shown in Listing 1 shows the implementation of
of task sets.
the calculation of the Ri (M C) for HI tasks, which is
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TABLE IV: Classes in the ftests package
Class
FeasibilityTestEDFWithVD

FeasibilityTestEkbergGreedy

FeasibilityTestUBHL

FeasibilityTestEfficientExact

FeasibilityTestEfficientExactWrong

FeasibilityTestResponseTime

Description
Class contains implementation of the earliest deadline
first with virtual deadline
feasibility test from [21].
Class
contains
implementation of the
Ekberg’s
schedulability
test for EDF-scheduled
dual-criticality systems as
proposed in [8].
Class contains implementation of the necessary
schedulability test based
on separate calculation of
LO and HI response times
(UBH&L) [21].
Class contains implementation of the exact schedulability test for fixed-priority
preemptive dual-criticality
systems as proposed in [11]
with corrections from [12]
and this research.
Class contains implementation of the exact schedulability test for fixed-priority
preemptive dual-criticality
systems as proposed in [11]
with possible errors.
Class
contains
implementation of the
generic
response-time
schedulability test for
fixed-priority preemptive
dual-criticality
systems,
which
compares
the
response time of each task
to its respective deadline.

TABLE V: Classes and interfaces in the interfaces
package
Class/Interface
PriorityAssignment
IFeasibilityTest

IResponseTime

Description
This is an abstract class that specifies priority
assignment interface and additional methods.
Interface specifies methods that each feasibility test has to implement, i.e., a method
that checks feasibility.
Interface specifies methods that each feasibility test has to implement, i.e., a method
that calculates response time of a task.

calculated in a loop iteratively. It can be seen that in
for loop in line 6, it is assumed that the tasks with the
index lower than task τi have higher priority, i.e., priority
assignment implementations move tasks with higher priority
into position with lower index. In line 12, it can be seen
that two separate cases are handled, which correspond to
two different sums in equation (4). Note that this code
is somewhat rewritten here for conciseness and clarity in
comparison with code in [18].
When adding a new response time analysis to the
framework, user has to provide a function similar to the
code provided in Listing 1. Afterwards, when an instance
of FeasibilityTestResponseTime is being instantiated, user provides its implementation of response time
to the constructor of the feasibility test class, which will
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TABLE VI: Classes in the rtimes package
Class
ResponseTimeSMCno

ResponseTimeSMC

ResponseTimeAMCmax

ResponseTimeAMCrtb

ResponseTimeEfficientExact

ResponseTimeClassic

Description
Class contains implementation of
SMC-NO response time for fixedpriority preemptive dual-criticality
systems as proposed in [1].
Class contains implementation of
SMC response time for fixedpriority preemptive dual-criticality
systems as proposed in [5].
Class contains implementation of
AMC-rtb response time for fixedpriority preemptive dual-criticality
systems as proposed in [5].
Class contains implementation of
AMC-max response time for fixedpriority preemptive dual-criticality
systems as proposed in [5].
Class contains implementation of
the exact response time for fixedpriority preemptive dual-criticality
systems as proposed in [11] with
corrections from [12] and this research.
Class contains implementation of
response time for non mixedcriticality systems devised in [2].

TABLE VII: Classes in the taskgen package
Class
UUniFastDiscard

Description
Class contains implementation of UUnifast
algorithm for task set generation from [22].

ensure proper comparison of calculated response times with
the deadlines of tasks. Note that if boolean schedulability
test is needed, user can directly implement a class that
extends IFeasibilityTest. In addition, note that
schedulability test can have both response-time and boolean
variant. Moreover, in the current version of the framework,
exact schedulability test devised in [11] has response-time
based test and boolean test as shown in Table VI and Table IV, i.e., classes ResponseTimeEfficientExact
and FeasibilityTimeEfficientExact are implemented.
C. Customizing priority assignments
Similarly, as in case of feasibility tests new priority
assignments can be added. Here, we briefly illustrate
how the simplest priority assignment is implemented, i.e.,
deadline-monotonic priority assignment (DMPA). Listing 2
shows the partial code of class that implements the DMPA
assignment. Simply, by sorting a new list of tasks using the
comparatorDM, which sorts tasks according to deadlines,
in line 8 new priority assignment is obtained. By modifying
assign method, new priority assignment algorithms can
be easily added.
IV. E VALUATION OF IMPLEMENTED TESTS
A. Test scenarios
In this section, we evaluate implemented schedulability
tests using the framework. We evaluate the performance of
the implemented schedulability tests with regard to three
different parameters that are commonly analyzed in the
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Listing 1: The implementation of AMC-rtb response time
in the framework class. ResponseTimeAMCrtb.
1 public class PriorityAssignmentDM
2
implements IPriorityAssignment {
3
4
@Override
5
public MCTaskSet assign(MCTaskSet
set) {
6
List<MCTask> tasks = new
7
ArrayList<MCTask>(set.getTasks());
8
tasks.sort(comparatorDM);
9
return new
MCTaskSet(tasksSorted);
10
}
11
...
12 }

Listing 2: The implementation of DMPA in the
framework class PriorityAssignmentDM.
literature. These parameters are low-criticality utilization
of a task set (U (LO)), the number of tasks in a task set
(n), and maximum allowed period of a task in a task set
(Tmax ).

Fraction of schedulable task sets

...
// R_lo calculated w.r.t. C(LO)
while (R_mc != t && R_mc <= D) {
R_mc = t;
t = Ci_HI;
for (int j = 0; j < i; j++) {
MCTask tj = tasks.get(j);
int Cj_LO = tj.getWCET(0);
int Cj_HI = tj.getWCET(1);
int Tj = tj.getT();
int Lj = tj.getL();
if (Lj < L) {
t = t + Cj_LO *
Math.ceil(1.0 * R_lo / Tj);
} else {
t = t + Cj_HI *
Math.ceil(1.0 * R_mc / Tj);
}
}
}
...

1
0.8
CrMPO
DMPA

0.6

SMC-NO+OPA
SMC+OPA

0.4

AMC-rtb+OPA
AMC-max+OPA
Exact+NOPA

0.2

EDF-VD
UBH&L+DMPA

0

0.2

0.4

0.6

0.8

Utilization of task sets (U )

Fig. 1: Fraction of schedulable task sets for different scheduling
approaches and corresponding schedulability tests with regard to
processor utilization factor U . The utilization step was 0.025 and
2000 task sets were generated per utilization factor.
Fraction of schedulable task sets

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21

0.85

SMC-NO+OPA
SMC+OPA
AMC-rtb+OPA
AMC-max+OPA

0.8

Exact+NOPA
EDF-VD
UBH&L+DMPA

0.75

0.7

3

4

5

6

7

8

Number of tasks in a set (n)

Fig. 2: Fraction of schedulable task sets for different scheduling
approaches and corresponding schedulability tests with regard
to the number of task in a set n ∈ [3, 8]. 2000 task sets were
generated per n.

C. Results

Figs. 1-4 show the typical results that are often compared
in the literature, which are generated here using the devised
framework.
Fig. 1 shows the fraction of feasible task sets of different
B. Task set generation
approaches with utilization factor in interval [0.1, 0.9].
In the evaluation, task sets were generated using the task The fixed-priority mixed-criticality schedulability tests
set generator implemented in the framework, i.e., the UUni- are labeled in form RTA+PA, which denotes the pair of
fast algorithm implemented in class UUniFastDiscard. response-time analysis and priority assignment, e.g., AMCSpecificities of the implementation were discussed in rtb+OPA. Exception to this rule is EDF-VD since it is a
section III-A. In the evaluation of the schedulability tests, dynamic approach, and CrMPO and DMPA assignments
values of U (LO), n, Tmax were varied independently, that are used in combination with classical non mixedi.e., the values of other parameters were fixed in each criticality response-time analysis devised in [2].
experiment. The complete list of input parameters and
Fig. 2 shows the fraction of feasible task sets with
their default values for task set generation is below:
regard to the different number of tasks in a set, i.e.,
• utilization U (LO) = 0.6 with δ = 0.025 as allowed
n ∈ [3, 8]. DMPA and CrMPO approaches are omitted due
deviation of utilization,
to their poor performance. Fig. 3 shows further evaluation
• the number of tasks n = 6,
with regard to the higher number of tasks in a set. The
• period T is chosen from interval [Tmin , Tmax ] =
Exact+NOPA approach is omitted since its execution time
[2, 100] with uniform distribution,
grows exponentially when the number of tasks is increased,
Ci (HI)
and therefore it cannot be computed for a large number of
• the criticality factor CF , i.e., CF = C (LO) = 2,
i
task sets in a reasonable time.
• and fraction of high-criticality tasks in a set CP =
0.5.
Finally, Fig. 4 shows the performance of tests with regard
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Fig. 3: Fraction of schedulable task sets for different scheduling

Fraction of schedulable task sets

approaches and corresponding schedulability tests with regard to
the number of task in a set n ∈ [8, 100]. The task set number
step was 5 and 1000 task sets were generated per n.

0.85

SMC-NO+OPA
SMC+OPA
AMC-rtb+OPA
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Exact+NOPA
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Fig. 4: Fraction of schedulable task sets for different scheduling
approaches and corresponding schedulability tests with regard
to the maximum period of task in a set Tmax ∈ [100, 500]. The
period step was 50 and 1000 task sets were generated per period.

to the different period values, and these results correspond
to the results in the literature as well.
V. C ONCLUSION
In this paper, we presented a framework for evaluation
of mixed-criticality schedulability tests that are available in
literature. This task is very important today due to the significant increase in publishing of different schedulability tests
and response-time analyses for mixed-criticality systems.
Our framework can be used for straightforward evaluation
of schedulability tests that are available in the literature.
In addition, we showed how response-time analysis and
priority assignments can be implemented, and we described
additional features of the framework, which enable simple
introduction of new tests into the framework and their
evaluation. Our future work will be focused on introducing
newly devised schedulability tests to the framework, and
ensuring that the framework is up-to-date.
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Abstract – Smart Sticker concept describes a device for
products environmental condition data-logging in the
supply chain. The device must operate in different
conditions, monitor different parameters, and have long
battery life. In this paper, we present an analysis and
selection of the low-power microcontrollers considered for
developing the Smart sticker prototype. The key task in
designing the Smart Sticker is to implement low-power,
cost-effective and small-footprint components. To choose the
appropriate microcontroller several parameters are
considered, such as energy consumption in normal
operation and deep sleep mode, required features, operating
temperature range, price, and dimensions. Larger sized,
higher-priced, higher in energy consumption, and feature
richer microcontrollers are excluded from our selection. The
result of the conducted testing and analysis are discussed,
and recommendations are given for the selection of
microcontrollers based on the specific Smart Sticker design.
Key words – low-power,
consumption, RFID, sticker-label

I.

microcontroller,

energy

INTRODUCTION

Transport and storage of goods are the main elements
of logistics and play a vital role in economic development.
Modern logistics has a goal to increase control over all its
elements [1]. Continuous environmental monitoring of
products and goods are still limited by hardware
scalability and power consumption. To overcome this
problem, in the last decade several concepts and
prototypes are proposed [2]–[7]. In [8] authors present a
Smart sticker concept. Smart sticker is a standalone device
for storage and transportation data logging, based on
RFID technology, low-power, and flexible electronics
powered by a Li-ion battery. To achieve desired lifetime
authors concluded that low-power microcontroller and
sensors in combination with RFID technology must be
used for the development of Smart sticker.
As mentioned above, the selected microcontroller for
the Smart sticker should allow long-term battery life, work
reliably in outdoor temperatures during winter and
summer, have a small footprint and an adequate price, due
to potential production in larger quantities. It is advisable
to choose a microcontroller that is sufficient for the needs
of the device, without unnecessary features that can
increase the price and energy consumption. Due to the
specific design of the device, it is necessary to analyze and
compare the properties of these microcontrollers.
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Currently, in the literature, several similar systems can
be found. In [6] authors developed a traceability system
based on IoT and RFID where environmental conditions
were acquired using external sensors controlled by
Raspberry Pi. The proposed system is not standalone. It
consists of three monitoring parts: the fixed RFID reader,
handheld RFID reader, and IoT-based sensor. The authors
didn’t consider energy consumption as the main
controlling unit is connected to the power grid. Because of
the Raspberry Pi’s higher power consumption, this
approach is not suitable for large scale monitoring system.
Another RFID-based monitoring system is proposed in [9]
where RFID is only used as a passive tag for product
identification. Wireless sensor network (WSN) system is
connected and powered either by a mobile phone or RFID
reader connected to a personal computer. After successful
identifying with the RFID tag, WSN is activated and all
captured data is sent to a web-based service. This
approach excludes the requisite for specific
microcontrollers as all data acquired in this approach is
processed by some external device. A standalone RFID
smart tag is presented in [5]. The smart tag, attached to the
product consists of the light, temperature, and humidity
sensors, a microcontroller, a memory chip, and an antenna
for RFID communication. The MSP430F1612 ultralowpower microcontroller (Texas Instruments, USA) [10] is
chosen as the main processing unit combined with
Complex Programmable Logic Device (CPLD) and the
complete smart tag is powered with lithium battery LFP25
(Varta, Germany). The projected lifetime of the smart tag
is 5 days with a one-second measurement interval, which
is the equivalent of 400 000 single measurements. Due to
the short lifetime, the proposed design of the smart tag is
not suitable for a real-world monitoring system. To
overcome this shortage deep analysis of energy storage
and energy consumption needs to be conducted.
In recent years, several papers are published in the
field of testing and optimizing microcontrollers for the
lowest possible energy consumption. In [11] authors
considered seven different microcontrollers with different
architectures (8-, 16- and 32-bits) and assembled a set of
benchmarks tests where working frequency, energy
consumption, and execution time were considered. They
conclude that increases in working frequency increase
power consumption but reduce total energy consumption.
Ruberg et. all [12] proposed an energy consumption
estimation method for microcontrollers, estimation is
based on measuring real energy consumption per C
instructions, then the proposed tested algorithm is
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analyzed for the total number of the instructions needed to
be executed. They show that estimation results give an
error rate of less than 7% so it can be used as a good
starting point for total energy estimation. Authors in [13]
present a “test-engine”, low-power microcontroller system
that consists of a low-power multi-parameter sensor,
microcontroller, and Bluetooth module where current
consumption is measured as a whole and for each part
separately. Using different power modes, a complete
energy profile can be created and used for future energy
estimation. Based on the above references, working modes
of microcontrollers are notable characteristics that must be
considered.
In this paper, we analyze the selection of
microcontrollers for Smart sticker. Smart sticker device
block schematic is given in Fig. 1. Gray blocks in Fig. 1
depict the mode of operation in which the mobile phone
collects data from the memory of the Smart sticker.

Several microcontrollers are selected (Table I.) based
on the author’s experience, current availability and two
properties. The first property for microcontroller
comparison is the number of required microcontroller’s
functionalities (Table I). I2C is required, multiple
selections of low power modes are preferred, the supply
voltage in the range from 2.5 to 3 V to achieve
compatibility with sensors, and operating temperature
range according to industry standards [14]–[20].
TABLE I.

FUNCTIONALITIES OF THE SELECTED MICROCONTROLLERS.

Microcontroller

I2C

ATmega328P-AU

Yes

Low
power
modes
S

Supply Operating
voltage temperature
[V]
[°C]
1.8 – 5.5 -40 – 85

ATmega32U4-MU

Yes

S

2.7 – 5.5

-40 – 85

MSP430G2553

Yes

LPM

2.2 – 3.6

-40 – 85

STM32F103C8T6

Yes

SSS

2.0 – 3.6

-40 – 85

STM32L100RCT6

Yes

SSS

1.6 – 3.6

-40 – 105

STM32G030K8T6

Yes

SSS

2.0 – 3.6

-40 – 85

STM32L010K8T6

Yes

SSS

1.8 – 3.6

-40 – 85

S
– sleep,
SSS – sleep-stop-standby,
LPM – low-power modes from 1 to 4.

The second property is power consumption during
normal and sleep mode. Measurements are performed
with a Keysight 34465A multimeter. It features 6 ½ digits
of resolution with a maximum read speed of 50 000
readings/s. Keysights 34465A measurement functions are:
•

DCV and ACV

•

DCI and ACI

•

2- and 4-wire Resistance

Figure 1. Smart sticker block diagram

•

Frequency

The rest of the paper is organized as follows. Section
II covers the requirements for the microcontroller and the
analysis and comparison according to individual
parameters. Section III concludes the paper and proposes a
microcontroller that has proven to be the best choice
according to the comparison results. The mentioned
section concludes the importance of energy saving in low
power applications.

•

Capacitance

•

Diode test

•

Continuity test

•

Temperature.

II.

MICROCONTROLLER REQUIREMENTS

Before performing the analysis and comparison, it is
necessary to consider the requirements of the
microcontroller.
In Fig. 1, Real-Time Clock (RTC) is working
continuously and monitors time and date. Periodically, the
RTC turns on the microcontroller, sensors, and EEPROM.
The microcontroller then measures the data from the
sensors and saves collected data to the EEPROM. After
successful data storage, the microcontroller, sensors, and
EEPROM will turn off. Due to the described modes of
operation, it is important to consider the energy
consumption in the normal (active) mode.
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Figure 2. Keysight 34465A

Accuracy specifications of the multimeter
compliant with ISO/IEC 17025 standard [21].

are

Each microcontroller is programmed to work in the
normal (active) mode for 30 seconds, after which it goes
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into the lowest power mode available. Table II contains
the measurement results.
The result of an individual measurement is the average
value obtained from 100 measurements. When comparing
power consumption, the normal (active) mode is of greater
importance. As indicated in Fig. 1, RTC can be used in
sleep mode, whose role is to turn off the microcontroller
and other active components. By turning off the
microcontroller and other active components, the power
consumption is reduced. Measurements were performed at
an operating voltage of 3 V for all microcontrollers to
make comparison possible.
TABLE II. CURRENT CONSUMPTION OF SELECTED
MICROCONTROLLERS.

Normal mode
current
consumption
[mA]
5.38

Sleep mode
current
consumption
[nA]
270

10.82

2.74*106

0.34

110

STM32F103C8T6

0.78

1856

STM32L100RCT6

0.13

282

STM32G030K8T6

0.96

1420

STM32L010K8T6

0.12

275

Microcontroller
ATmega328P-AU
ATmega32U4MU
MSP430G2553

As shown in Table II, the STM32L010K8T6 has the
best results, with a current consumption of 0.12 mA. The
MSP430G2553 MCU could be also used for ultra-low
power applications with its lowest sleep current
consumption.
The second analysis was done according to the current
purchase price in the market, with a comparison of the
price for 1 piece, and the price of the order for a larger
quantity. All listed prices are obtained from Mouser
Electronics, Inc. Price of the microcontroller
proportionally increases the price of the Smart sticker. As
shown in Table III, the STM32G030J6M6 has the lowest
price per unit.
TABLE III. PRICE OF SELECTED MICROCONTROLLERS.

Microcontroller
ATmega328P-AU

Price per 1
unit [€]
1.79

Price per 1000
units [€]
1.48

ATmega32U4-MU

3.54

2.95

MSP430G2553

1.98

0.97

STM32F103C8T6

2.13

2.15

STM32L100RCT6

2.08

2.32

STM32G030K8T6

1.31

0.60

STM32L010K8T6

1.71

0.84
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The third comparison is made according to the
dimensions, a small footprint is important for a welldesigned Smart sticker.
TABLE IV. DIMENSIONS OF SELECTED MICROCONTROLLERS.

ATmega328P-AU

Dimensions
(H x L x W)
1.05 x 7 x 7 mm

Volume
[mm³]
51.45

ATmega32U4-MU

0.95 x 7 x 7 mm

46.55

MSP430G2553

1.2 x 6.6 x 4.5 mm

35.64

STM32F103C8T6

1.4 x 7 x 7 mm

68.6

STM32L100RCT6

1.4 x 10 x 10 mm

140

STM32G030K8T6

1.4 x 7 x 7 mm

68.6

STM32L010K8T6

1.4 x 7 x 7 mm

68.6

Microcontroller

According to Table IV, MSP430G2553 has the
smallest footprint based on volume.
The fourth comparison was made on the basis of
architecture (Table V). Due to the potential need for
encryption, architectures with 32-bit instructions have an
advantage over 8-bit instructions.
TABLE V. ARCHITECTURE OF SELECTED MICROCONTROLLERS.

Microcontroller
ATmega328P-AU

Architecture
8-bit RISC

ATmega32U4-MU

8-bit RISC

MSP430G2553

16-bit RISC

STM32F103C8T6

32-bit ARM

STM32L100RCT6

32-bit ARM

STM32G030K8T6

32-bit ARM

STM32L010K8T6

32-bit ARM

To determine the most suitable microcontroller, each
microcontroller has its properties evaluated. Each property
in the microcontroller table is linearly rated from 1 to 10.
The best properties value in the table (lowest current
consumption, lowest price, smallest volume, architecture)
is rated with 10 points. The worst properties value in the
table is rated with 1 point. The most suitable
microcontroller has the highest score, which is obtained
from the sum of the ratings. As shown in Fig. 3,
STM32L010K8T6 achieved the highest score as the most
suitable and best overall microcontroller. If the Smart
sticker design would not use the RTC to turn off the
microcontroller, the MSP430G2553 would be suitable,
due to its lowest current consumption in low power mode.
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STM32L100RCT6
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Figure 3. Microcontroller evaluation chart.
[5]

III.

CONCLUSION

In this paper, we analyze different types and versions
of microcontrollers considered for the Smart sticker
design. Characteristics taken into the analysis are price,
volume, architecture, active and sleep current
consumption. Price is scored in two ways: price per one
unit, and price per thousand units. For mass scale
production, microcontroller prices are lower. To achieve a
well-designed Smart Sticker, the microcontroller’s
footprint (volume) is considered. All electric current
consumption measurements are conducted using a highend multimeter compliant with ISO/IEC 17025 standard.
Results are scored from 1 (worst value) to 10 (best
value). Final results have shown that the
STM32L010K8T6 is the most suitable microcontroller for
the Smart sticker design. It meets all functional criteria
and achieves the best overall result in terms of current
consumption, price, volume, and architecture.
Future work will include the development of the Smart
sticker prototype with the selected microcontroller and
testing it on different products and in different
environments.
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Abstract - In this paper, a precise real-time temperature
control system based on infrared (IR) thermometry for
domestic induction cooking is presented. The system is a
part of the MSX E/2 network; the system exists in our
patented solution, which is based on two IR sensors with
filters and one emissivity measurement optical part. A real
product is implemented in an EGO induction cooker with
universal LIN interface with aim of testing cooking
processes. A proportional-integral controller is applied to
establish the output power level and a signal conditioning
circuit has been implemented. A simple and necessary
calibration procedure with a wireless MSX sensor is
presented. Tests and their results are obtained through real
cooking processes in range between 60°C and 250°C with a
maximum temperature error of 5 °C (including tests for
cooking soup, pasta, deep fry, roast etc.).
Keywords – temperature control; temprature regulation;
cooking; induction cooktop; infrared sensor; wireless sensor;
cooking laboratory; improving life cycle of cooktops

I.

INTRODUCTION
The acronym MSX stands for Multi Sensor
Technology and E/2 is a trademark that represents energy
consumption saving in cooking by using that MSX
wireless multisensory technology to regulate cooking
process. Wireless sensors and control modules are
working with proprietary wireless protocol in a smart E/2
network. The method used is patented. [1]
As humanity discovered new methods of producing
heat, advancing from wood to coal, then onto gas and
electricity we have been improving our ability to control
how hot that heat is. With an electric and gas stove one
can simply turn a knob to get hotter or colder hotplate.
This ease of control was first introduced with gas stoves in
the 1880s. Our “modern” stove was invented 140 years
ago and has been stuck in that era ever since.
Countertop appliances, however, have followed us to
2020. They have outstripped our stoves in utility, ability,
and function. There are blenders that cook, smart
temperature deep fryers, slow cookers, rice cookers,
toasters, steamers, pressure cookers, air fryers etc.
The main reason for the advance of the countertop
appliances is temperature-controlled cooking. Countertop
appliances work by placing a measured amount of food
and water (or oil) in a bowl and heating it. Then as
cooking process happens, the temperature of the bowl is
measured. During the cooking process the appliance
measures temperature changes and either stops applying
heat or lowers that heat. This is the basic function of
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appliances; cooking by measuring and responding to
temperature.
MSX E/2 works to implement a similar function by
linking temperature of the food with smart induction
burners, both linked to a smartphone or tablet. MSX
controller decides if the cooktop needs to apply full power
to heat up quickly, or a lower power to sustain a target
temperature. After it receives the information from
sensors it recalculates the power. This constant loop
allows the system to automatically regulate and control
the temperature of the food. All of this without additional
appliances or tools; the cookware becomes more efficient
and effective: it gets more done with less.
The MSX E/2 cookware (pots and pans) fulfil their
basic function plus functions of a rice cooker, a fondue
pot, a yogurt maker, a double boiler, a chafing dish, smart
slow cooker and so much more; while still being a
standard, everyday pot and pan that can be used at user’s
discretion. MSX E/2 cookware replaces all countertop
appliances. Along with many advantages, the one to
highlight is that recipes can now be executed to
perfection by anyone, anywhere.
II. COOKING METHODS AND MSX E/2 NETWORK
E/2 cooking is smart, automatic cooking that utilizes
various sensors [3]. Sensors are connected via proprietary
wireless radiofrequency (RF) linking E/2 control module
mounted inside stove to the connected infrared (IR)
sensors. MSX E/2 technology uses E/2 chip (Fig.1) and
developed hardware (HW) with double wireless
communication: Bluetooth BT and E/2.

Figure 1. E/2 chip (plug-in module): the cornerstone of the technology

Received sensor data is used to regulate automatic and
energy efficient cooking process (Fig 2). E/2 plug-in
module (Fig. 1) is designed to enable E/2 cooking on
regular stoves. In principle, E/2 enabled stove is a
completely regular stove and can be used normally for
manual cooking. E/2 plug-in adds the possibility of
automatic cooking by usage of remote RF sensors when
user chooses the E/2 mode on a specific cooking zone
(Fig. 3). [8]
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Figure 2. Stove with E/2 control module

connection. Just like smartphones became the merger of
phone, a beeper, a digital camera, a GPS device, the MSX
E/2 is a control module that will replace all countertop
appliances (Fig. 6) and can regulate all types of cookers
from gas to standard electric heaters. The most difficult
regulation is that of the induction cooker because of the
protected and complex software (SW). One system that is
widely used in appliances is the E.G.O. Induction
generator which is connected with user interfaces through
LIN protocol.

Figure 3. Left Stacked button modules 1…n in manual mode on stove
Middle By lifting the sensor module, automatic cooking process begins
Right The user interface button (UI) can be used remotely

Figure 6. Selected examples of cooking algorithms that are solved by
MSX E/2 technology [4]

Legend: sensor

MSX module

Figure 4. Cooktop (stove) in MSX E/2 smart mode
with integrated module m and possible sensor locations,
each located in a button (plug-in) module 1…n

For temperature cooking many possible sensors can be
used as shown in Fig. 4:
•

lid sensor “LS” (temperature, sound, vapor,
pressure among other parameters),

•

bottom sensor “BS” (IR, NTC temperature in the
cooker, NTC e.g. on the pan handle (Fig.5),

•

food sensor “FS” (NTC, IR e.g. on the wall of the
pot, meat (food) sensor etc).

III. E.G.O. SYSTEM INDUCTION GENERATOR
The E.G.O. "Induction Generation 5" system consists
of the following components: Generator, Inductor(s) and
User Interface [2].
Generator: The 2-burner generator is the basis for the
design of cooktops with 1, 2 or up to 6 cooking elements.
In combination with a 4-burner generator, the Domino
generator can be used for a 3-phase (48A) cooktop with 4,
5 or 6 cooking zones.

Figure 7. 2-burner ("Domino") generator in the MSX testing cooktop

Inductor(s): The inductors contain an inductive coil
that heats the cookware used and a temperature sensor.
Figure 5. Solution on pan handle - EU patent EP 2681491

MSX user interface button (UI) is connected to a
smartphone and/or tablet with a Bluetooth (BT)
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User Interfaces UI: The User Interface represents the
interface of the cooktop with the user.
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In the Induction Generation 5 (G5) all E.G.O. controls
are available with an E.G.O. LIN bus interface. Examples
are E.G.O. Touch Control Lite Slider, Touch Control Flex
and Knob Control K6. Communication within the
induction system between the UI and the generator is done
via a bus system with a special E.G.O. protocol. This
separation between input functions and the heating
function is the basis for the modular design of the entire
system. The induction is thus responsible for the power
control and temperature monitoring as slave, while in the
user interface the customer-specific user philosophy is
stored.
The regulation of cooking with standard UI is power
regulation and is done without any temperature control of
cooking. This means that one can only regulate power
input, while temperature control is non-existent.
Functionality of the Touch Control enables both setting of
the heating levels (0, u, 1-9, P) and setting of the timer
value. Power that is used for heating pots and pans is thus
very important. The biggest problem of induction
generators is in the minimal power that they can supply.
The power provided is too high for most of the cooking
processes; except in the initial cooking phase: heating to
the boiling point.
Converter power of the 180mm inductor is 3.0 kW
and the needed power for maintaining is in range of 40
W. The power tolerance in nominal operation is big: 10/+5%. Tolerance of the smallest continual controlled
power level is -25/+15% and power consistency between
single and dual operation is 14%. The power output is
affected by the cookware material and the mechanical
structure The temperature data used in a cooker has the
sole function of protecting the cooker. NTC temperature
sensor on the inductor is used to protect the inductor from
overheating: cooking element temperature threshold 1
default: 160°C / max 200°C, cooking element
temperature threshold 2 default: 240°C / max 250°C and
cooking element maximum temperature (cooking element
OFF) default: 260°C / max 270°C 285°C.
The value of temperature on the upper side of the glass
ceramic is calculated besides the measured temperature
beneath the glass ceramic. If this value reaches certain
limits, firstly, the boost function is stopped. In the next
step, the standard power may be reduced to 60% of the
required level or maximally 25% of the power. If the
cookware has an indention in the center of the bottom, the
temperature protection is limited. Temperature of the
generator (heat sink temperature) is also being monitored
as well as the fan speed is determined by the measured
electronics temperature on the heat sinks.
With all protections, lifetime, and warranty of the
induction system, G5 is (depending on the application and
usage) designed for a lifetime of 10 years, based on a
lifetime test which considers 2500 operating hours per
cooking element. The operating time is divided into 1000
hours at full load, 500 hours at 50% load, 500 hours at
30% load 500 hours at 10% load. Full load implies the use
of the Boost function. If this function is activated, the
maximum boost-power is given from the cooking element,
which allows very fast heat up times (e.g. fast water
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boiling). The time limitation (default 10 minutes) is done
by the UI. Booster cannot be used for more than 100 hours
per year, which is less than 10 hours per month.
IV.

MSX E/2 ELECTRONIC IMPLEMENTATION AND
TEMPERATURE CONTROL SYSTEM
We used E.G.O. application layer to control an
induction hob by LIN bus. A cooking zone is controlled
by addressing it with a number and requesting power in
percentages. Induction modules must handle power
management and MSX E/2 control module with MSX PC
based UI takes over the master functionality of bus
communication. All subscribers must monitor bus traffic
and if there is no response by some specific cooking zone
for example, the master has to shut down this cooking
zone and set requested power to 0. The control module is
allowed to listen to all necessary information. The power
is set with parameters shown in Table 1.
TABLE 1. REQUIRED POWER IN A COOKING ZONE
Temp [Co]
Power [%]
0..200
0..100% in 0.5%-Steps
201..240
102..180% in 2%-Steps
241..255
Reserved

To analyze power feedback, the Real power is very
important. Real Power is current measured actual power.
The master must compare Requested power with Real
power cyclically. There may be a delay of up to 1000 ms
between requesting power and acknowledgement
(especially for real power) which must be noted.

Figure 8. Left E/2 control module with LIN interface on the MSX
testing equipment. Right: E/2 LIN module mounted inside cooktop.

To close the regulation loop, we integrated IR
measuring system in the cooker to sense the bottom of the
pot [6]. Due to a well-developed energy regulation system
we did not have problems to implement data of the
temperature of the bottom to our cooking algorithms. E/2
control module uses received sensor data to implement
automatic and energy efficient cooking process. The main
controller is always in control of the heaters as well as the
user interface while still allowing “normal” manual
cooking. E/2 accesses user interface and heaters indirectly
through the main controller when E/2 smart cooking is in
use on a specific cooking zone [9]. Figure 9 shows the
data flow.
We developed a unique sensory system that is cheap
for mass production with better characteristics than
today’s expensive state of the art sensors used in cookers.
IR sensor and the method of calibration are patent
pending. To calculate the temperature of the bottom of
the pan from sensors with needed precision, we used two
IR sensors.
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4
VEXC = C  TdPOT
+ k *VORI

(4)

The calculation is simply the difference between
the measured value of the current E/2 and the value of the
VORI . TdPOT is the difference in temperature due to the
difference between the temperature of the vessel and the
glass. The final temperature was previously calculated
TPOT = 4

1
D 4
E 4
 VEXC −  TGLASS
+  TEXC
C
C
C

TPOT = 4

1
D
BD 4
E 4
 VEXC −
 VORI −
 TORI +  TEXC
C
AC
AC
C

TPOT = T glassori + TdPOT

Figure 10. Left. E/2 IR sensor part of our electronic pcb.
Right. E/2 Complete module for cooker with E/2 and standard sensor
Figure 9. Regular Power board for induction heater

First of the two IR sensors used is the MSX 0222 that
measures temperature of the ceramic glass and the second
is E/2 0622 that measures temperature of the bottom of the
pot. Each of them has integrated NTC reading [5]. From
these sensors we measure:
VORI:
T ORI:
VEXC:
T EXC:

MSX 0222 thermopile reading voltage signal
MSX 0222 NTC reading temperature
E/2 0622 thermopile reading voltage signal
E/2 0622 reading temperature

TABLE 2. PART OF SPECIFICATION FOR PERFORMING TEST
Description

Initial assumptions: After a specified time,
TPOT = TLID = TGLASS
Where
TGLASS: Glass temperature (calculated)
TPOT: Pot temperature (calculated)
TLID: Measured temperature of the calibration sensor
4
4
VORI = C  (TGLASS
− TORI
)

Selection Function Assessment

Boiling water (e.g.
soups)

The ingredients are added to the water and brought to the boil
with 100% or 180% (performance level). The performance is
then reduced for cooking/simmering. Different levels can be
selected to set the temperature for the simmer. Water
temperature depending on the meat: approx. 80°C Deviation +5°C Water temperature should be freely selectable.

Cooking (e.g. Pasta)

Water is brought to the boil. Acoustic signal. Add the
ingredients to the water and cook according to the packet
instructions. Function selectable as a program. It is important
that the water is brought back to the boil quickly after adding
the ingredients. For frozen ingredients in a maximum of 2
minutes.

Keeping water to
temperature

Water is heated to the desired temperature and held. The target
temperature is set and the program starts. For vegetable
cooking and similar use cases: Accuracy of +- 5°C

()

C, D : Calculation parameters

TGLASS = 4 1/ C  VORI + TORI4

The output signal provided by the detector is low (a
few nano amperes), therefore, the amplification and
filtering of the signal is needed prior to the processing of
the signal.
MSX real culinary, cooking experiments are
performed to find the best culinary result. Diverse pots
and various amounts of food are used. A few examples of
experiment specifications are shown in Table 2.

(2)

Since the measurements are determined by segment,
there can be multiple and can be used in any desired field.
For example, we can choose to cook a sous vide meal by
selecting sous vide on the menu therefore select an area of
700C, while deep fry is selected at 1800C. We can have
several different C, although experiments show good
enough approximation with one C in a certain field. Based
on C and the measured values of VORI and TORI, we obtain
the calculated temperature of the TGLASS having already
taken into account the temperature compensation.
TGLASS=(VORI/C+(( TORI +273,15)^4))^(1/4)-273,15

(3)

We change the basic equation by assuming that we can
replace the temperature compensation and the energy that
affects VEXC senor with VORI The equation reads
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Figure 11. The results are analized and tests are performed with new
parameters.
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Parallel to real culinary tests we also performed tests
for quality control. The industry uses quite a few standard
tests to test cooking appliances, such as CENELEC IEC
60350 [7].
The standard equipment for testing is
POWER meters, Temperature acquisition and recording
equipment. Our goal was to test the E.G.O. inductor in
real cooking conditions on 4 examples for the duration of
few months. This is the only way to keep the quality and
to check the real specification and warranty data in longterm testing as well as making the quality life cycle
analysis (LCA). This test was possible with
implementation of data acquisition, real-time control
system and automation of testing process. E.G.O. UI
electronic module connected on LIN is replaced with
MSX control modules. For real cooking we used our
developed hardware HW and wireless network of sensors
with E/2 protocol. The control module’s wireless part is
used to connect the cooker to the PC.

in order to make the life cycle of their components
longer.

Figure 13. Example of Power testing data in case of a “healthy”, wellfunctioning inductor

The connection is used to receive data and to send
data for power regulation. Our MSX PC module is
connected to the USB port on the PC to provide the
wireless connection of the PC. The purpose of MSX PC
LAB software is to control the data acquisition process,
to manage the acquired data and finally, to calculate the
regulation parameter. Part of the software SW is the userfriendly interface on PC with displaying monitoring data
(Fig. 12).

Figure 14. Example of Power testing data in case of the malfunctioned
inductor

Figure 12. Example of displaying testing data

UI is also suitable, among many other possibilities, for:
• Selecting parameters for regulation and for
testing; defining of the proportional-integralcontroller
• Defining the target temperature
• Defining data acquisition system
• Analyzing recorded data
• Defining automatic elements for testing…
Our aim was to find real data on power reduction with
diverse pots and requested power. These reductions are
result of pots used and limitations from the inductor,
caused by heating elements. An example is shown on the
graph for the new »healthy » generator (Fig. 13). After
several hundreds of hours working with the cooker, the
malfunctioning of the generator started (Fig. 14). The
malfunction is not connected to temperature limitations of
the system. The acquired data is very useful for producers
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We found that our developed MSX E/2 cooking
system can be used also for testing LAB equipment. With
further developed parts of HW and SW, we now have an
MSX LAB system for producers of appliances with many
benefits. Additionally, a very important aspect that is not
to be underrated, is the energy efficiency in using
different pots. This aspect is easily integrated in a real
cooking appliance and cookware. That way the user can
know what the quality of the pot is and what they can
expect during and from cooking.
V.

DATA ACQUISITION AND REAL TIME CONTROL
SYSTEM

The MSX LAB has much more than just standard
power meters that all labs use for cooking tests. A wide
range of supported MSX sensors in parallel with the
complete set of LIN data offer a perfect data recording
and analysis solution.
We have lab equipment that is capable of high-quality
signal conditioning, data recording and processing where
simultaneously used real-time control front-end is
possible. MSX LAB is capable of monitoring, recording
and storing parallel data at full real speed from measuring
sensors (TFOOD, TPOT etc.) and from testing inductor
(PACTUAL, THEATER etc.) all in real-time. This gives to
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producers of components and appliances the opportunity
to have the best Power Analysis and Power Quality
Testing Solutions. This is only possible with flexible,
robust and highly accurate MSX HW with easy-to-use
SW innovation. MSX LAB is modular and flexible by
design. It can expand channel count as requested
measurements grow in time.
MSX has created MSX LAB for its needs over the
past 25 years of testing cooking processes. The hardware
and software were designed around the problems with
using standard lab equipment to cook, as lab equipment
isn’t truly the same as cooking equipment. With
developing MSX LAB automation solutions, we have
developed simple and flexible automation testing
solutions that can run appliances at 100% capacity,
minimizing time and increasing walk away time for
skilled staff to focus on value-added work and analysis.
We have a Bluetooth-based system which can connect
to smart phones allowing users to cook with their phone.
MSX is really a simple technique of cooking food at a
precise temperature, rather than using high temperature
and relying on precise timing. Simple implementation of
the new solutions from smart home, new digital pots,
sensors are the real benefits of an open platform for the
future.
VI.

CONCLUSION

The induction heater is often used in the process of
cooking in a household. The advantage of induction
heater is that it is very quick, and it is energy efficient in
heating of food. The power regulation, however, is not
precise and the user can very rarely find the right level of
energy to be used in different processes of cooking. In
order to improve efficiency, the goal must be temperature
regulation. E/2 multi-sensor system is a standard sensor
network for precise definition of cooked food. IR reading
of the bottom of the cookware helps in the precision.
Software and hardware of E/2 technology uses multiple
wireless sensors for determination of temperature of the
food and state of cooking, which are explained in this
article. Tests and their results are obtained through real
cooking processes.
In our lab work, we found ways to implement our
technology in the MSX LAB which will help industries to
test long term quality of cooktops with aim to prevent
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malfunctioning as it happened during our testing.
Furthermore, open platform for future implementation of
new solutions (smart home, new digital pots, sensors,
using internet recipes etc.) is a real benefit for developers
and testing labs. Developing new models for improving
service data with monitoring status of elements in a
cooker and wireless sending of data through an app is
open and can make a big improvement in lifetime of
cooktops. Testing energy efficiency of pots with cooktops
is very innovative and can help customer in decision on
which pot and pan to acquire.
MSX E/2 technology is innovative, state of the art and
high-quality approach to cooking, that can revolutionize
the kitchen world. To keep this level, a constant
innovation and hard work is needed. Technically perfect
engineering demands work on details and solving
technical tasks from day to day according to the market
needs. Testing equipment with integrated MSX
technology can make the big step to the highest quality
standards.
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Abstract - The marine industry is increasingly turning to
environment friendly fully electric or hybrid solutions. Here
propulsion system implementations can vary from simple to
very complex, encompassing different components
(consumers and energy sources) connected to a common DC
bus. In these cases, it is necessary to take care of the
requested and available system power ratio, controlling and
monitoring each system component status, messages and
alarms, for the purpose of the system optimal functionality.
In this paper software solution for the overall power
management system is presented. This real-time closed-loop
control system, based on fieldbus, is specifically designed
and adaptable to the needs of complex modern marine
electric or hybrid propulsion based on premium efficiency
permanent magnet electrical motors and variable speed
generators.
Keywords - electric and hybrid marine propulsion,
permanent magnet motors, variable speed generators, power
management system, real-time closed-loop control system,
common DC bus

I.
INTRODUCTION
In order to comply to the environmental challenges
more and more modern ships nowdays are turning to fully
electric or hybrid propulsion systems. Usually the core of
modern marine propulsion systems are AC synhronous
permanent magnet (PMSM) electric motors and variable
speed generators due to their premium efficiency, compact
and robust design[1].
The complex marine propulsion systems comprise of
several system components that can roughly be divided in
two main groups:


energy sources - provide onboard electric
energy
 energy consumers - use the energy for their
operation
Due to the specific application of these systems, energy
sources, i.e. batteries, generators, shore connections,
photovoltaic cells and H2 fuel cells, generate and/or store
needed onboard energy. Usually more energy sources are
combined in order to acchieve optimal cost and
performance ratio. Once provided, onboard energy is
available to the energy consumers like port and stabord
propulsion motors, bow and stern thrusters and all
consumers of the hotel. In advanced marine propulsion
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system to accomlich this energy flow all system
components are connected to the common DC bus.
To manage this complex marine propulsion system
communication between all system components must be
established. For that purpose each component is assigned
with small application specific hardware implementing
real-time closed-loop control software. Through this
subset of small embedded computers messages about
components status, measured and calculated data, alarms
and requested or delivered power are continuosly sent to
the common fieldbus. Based on data acuisition from all
system components, on a higher level, Power management
system (PMS) manages this subset of small embedded
computers and decides whether it is possible to deliver the
requested power, how the power will be distributed, which
components should and can be engaged and takes care of
system optimal functionality. PMS Human Machine
Interface (HMI, Interface) displayes overall system status
in real-time and allows the operator to send specific
requests to the propulsion system, but the feasibility of the
given request is determined by PMS.
II.

STATE OF THE ART

On todays market commertial solutions can be found.
Noris Group has developed PMS for hybrid and electric
propulsion systems that improves energy balance,
prevents blackouts and protects generators but offers only
generator monitoring [2]. Additionaly ABB [3], Konsberg
[4] and Wartsila [5] offer PMS solutions as modules of the
overall vessel control system.
Considering the marine propulsion system in focus
and consulting solutions oriented towards solving specific
requirements [6], [7] and [8], here real-time closed-loop
softvare solution is presented, supporting specific
requirements of PMSM marine electric propulsion
systems based on common DC Bus and assuring optimal
system functionality.
III.

POWER MANAGEMENT SYSTEM (PMS)

In marine electric or hybrid propulsion systems, PMS
is dedicated to constantly collect avalable status data for
each system component through common fieldbus.
Received data are then proccessed and displayed in realtime on PMS Interface. The Interface can be implemented
on multiple vessel locations with different priorities.
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Figure 1. PMS HMI Engine room Main page

A. Engine room
In the engine room highest priority PMS HMI is
located. The interface is composed of Main page and
several Detailed views adapted to the preview
requirements of every system component.
On the Main page (Fig. 1.) each component in the
marine propulsion system is displayed according to the
single line diagram defined by the project. The page is
divided in three sections, where in the middle section
common DC bus is showen. The upper section
encompasses all energy sources and in the lower section
all energy consumers can be found. Each component is
represented by single rectangle frame with fixed
dimensions where obtained data and statuses for each
component are propperly interpreted and displayed. On
top of the component frame actual numerical values are
displayed. For each component maximum of six values
are allowed. Bellow additional zero, one or two
parameters are located. On the bottom of the component
frame name is displayed along with multivalue mode and
status.
The Interface additionaly implements certain visual
effects to provide fast and easy overview of certain
component status in case of needed attention form the
operator. For that purpose five component states can be
distinguished:
1.
2.
3.
4.
5.

Component enabled and working properly
Component enabled but under alarm
Component disabled, connected to the DC
Bus but under alarm
Component disabled, connected to the
common DC Bus with no errors or warnings
Component phisicaly disconnected from DC
Bus
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The First state is when the component is enabled and
working properly. Than it is prepresented by black
rectangle souranded by glowing green frame. If certain
enabled component starts to experience an error Second
state becomes active. Now glowing frame becomes red
and blincking word "ALARM" is displayed in the middle
of the black rectangle. To acknowledge occured error the
operator needs to select given component and then the
word "ALARM" becomes steady. Only when the error is
resolved and component starts working properly the
component returns to the First state. The Third state is
when certain component is not currently in use, under
alarm and disabled. Then the component black rectangle
becomes blured. In the background red color is reamins
with blincking word "ALARM" in the middle. Procedure
for alarm acknowledgement is the same. Once the errors
are resolved but the component is still disabled the
background becomes green and the word "ALARM"
disapeares. This is Fourth state. The interface allowes the
operator to request direct return to the First/Second state
for components in Fourth/Third state, and vice versa, by
pressing "Enable/Disable" button below component
frame. With this action the request is sent to the PMS
which, based on current system state, decides if the
request is feasible and executes or ignores it. In case of
need for servicing or maintanance the component must be
phisically disconnected from the DC Bus and enters Fifth
state. In this case the thin line representing component
connection to the DC Bus deseapears. Once connected
again the link appears and component enters appropriate
state.
For big complex marine propulsion systems it is
obligatory to have possibility to phisically separate entire
system in two independent and fully functional parts. In
that case before reconection of the two parts is possible
precharging procedure must be conducted so that both
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sides of the system have equal DC voltage. Once the
equality is achieved the reconnection is allowed. In order
to provide support for that functionality the Interface gives
overview of needed information. The separation of the
system is represented by small DC Bus line brake.
Additionaly the DC voltage for each side of the system is
displayed. Beside showing important values the PMS does
not provide additional support for the reconnection
procedure.

Every group consists of maximum two components.
Details of first component are displayed in left section of
the Layout and details for the second component in right
section. Due to identical Detailed View for components in
the same group only one side of the Layout will be
described.
In upper left corner of every Layout component frame
with already described functionalities can be found. The
rest of the upper section of every Layout is reserved to
alarm details and instructions on what actions must be
taken to resolve it. The goal of Detailed View is to give
additional dimension to the actual numerical data received
from the fieldbus.

Figure 2. Indicators

Figure 3. Communication error indicator

The lower left corner of the Interface Main page is
reserved for additional three indicators (Fig. 2). The PMS
supports multiple operating stations and control tranfer
from station to station has to be clearly indicated and
priority selected. Only one operating station can be in
control and send operator's requests to the propulsion
system. If the operator is on the bridge than Remote
Control indicator will be active and if some actions are
reqired in the engine room then the operator will tansfer
control by selecting Local Control indicator in Engine
Room. For the purpose of monitoring fieldbus
comunication status there is third indicator which lights up
green when there are no interference and becomes red in
case of an error (Fig. 3.).
In order to get additional system information for every
component the Interface provides Detailed View. The
access is possible by selecting the component name, on
the bottom of the component frame, or appropriate tab on
top of the Main page. Since large propulsion systems are
composed of many different components and due to the
limited space Detailed View is organized by grouping
related or similar components. In that way more complete
overview of certain group is acchieved providing the
ability to simultaneously monitor and compare all
components in certain group. For each component group
different number of data is available and relevant.
Additionaly for some data types it is important to keep
track of its limits and to visualise limit acchievement.
Base on that four types of possible Layouts are definded
as showen in Table I.
TABLE I.
Num

In the Limited data oriented Layout first two data in
the component rectange are not limited and are graphicaly
displayed by two Circular Gauges with defined minimum
and maksimum values. Actual value along with its
measuring unit is located in the middle of the Circular
Gauge. For remaining four data corresponding limits are
defined and are graphicaly displayed by Vertical Gauges.
Here actual value along with measuring unit is displayed
on top of each Vertical Gauge. When actual value reaches
lower or higher limit the Vertical Gauge bar becomes red
otherwise it is green (Fig. 4.).
In Non Limited data oriented Layout first four data in
the component frame are not limited and the rest are
limited data. Here non limited data are graphicaly
displayed by four Circular Gauges and last two data by
Vertical Gauges (Fig. 5.)

TYPES OF DETAILED VIEW LAYOUT
Type

Tot. Num.
of Data

Num of
Lmtd data

1

Limited data oriented

6

4

2

Non Limited data oriented

6

2

3

Distributed

4

2

4

Default

2

0
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Figure 4. Limited data oriented Layout

Figure 5. Non Limited data oriented Layout
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In Distributed Layout first two data are not limited
and require Circular Gauge graphical representation.
Remaining data are limited and graphicaly represented by
Horizontal Gauges (Fig. 6.). Actual value with the
measuring unit is displayed on the right of each Horizontal
Gauge.

section of this Layout only two Circular Gauges can be
found (Fig. 7).
In the bottom section of every Detailed View Layout
history of last alarms is avaiable and accessable by
selecting Show Alarm Log option in Alarm details box
(Fig. 7). The Interface additionally provides overview of
last errors for the whole propulsion system on Alarm Log
tab (Fig. 8.). The operator has the option of saving system
alarm log in local text file by pressing Save Alarm Log
button in right bottom corner of the screen.

Figure 8. History of system alarms

B. Bridge
On the Bridge operating station lower priority PMS
HMI is implemented. Compared to the Engine Room
station in addition to everithing alredy described, here the
Interface has additional interacting functionalities.
Figure 6. Distributed Layout

Since many data needs to be displayed in limited
component frame enlargement preview functionality has
been implementated. When the operator taps on
component frame upper section only first row data is
resized and showed (Fig. 9). By tapping again second row
is resized and showed. In that way the operator can loop
through each row and stop on the most relevant data. This
functionality is avaiable on Main Page as well as on each
Detailed View.

Figure 9. Enlarged preview of system component data

Figure 7. Default Layout

The Default Layout is reserved for simpler
components that do not require spetial monitoring. For
that kind of components usually only two data are
relevant and not limited. Because of that in the middle
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On the Bridge PMS Interface the operator has the
possibility to choose one of few predefined propulsion
system operating modes in which he can decide to
postpone generator start and activate battery only mode or
to deactivate all system components in case of longer
vessel unatandancy (Fig. 10). All presets for each
operating mode are project defined and parametrized. The
Interface additionaly allows the operator to make minor
changes to each operational mode by changing predefined
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parameter value. This tuning action is available on the
Limited data oriented and Non Limited data oriented
Layout. Before the parameter change begins the operator
must specify operating mode for which the change is
about to be made by selecting it from the Main Page.
Otherwise warning message appears on the screen (Fig.
11). After desired mode is selected propper Detailed View
Layout must be chosen. Now by selecting corresponding
parameter box, parameter value starts to blink and
Tumbler component appears allowing the operator to
choose new parameter value from given range of values
(Fig. 12). The operator can save or cancel the action by
pressing the corresponding button. After that Tumbler
component dissapears and parameter value stops blinking.
If saved, changed parameter value becomes valid for both
components displayed on the same Layout.

Figure 10. Predefined operating modes

Regardless to the selected operational mode the
operator can decide to manually start or stop certain
system component. This is possible by pressing Start or
Stop button below each component frame on Main Page
of the Bridge operating station Interface (Fig. 10). If the
component is programaticaly disabled i.e. in third or
fourth state then the component must first be enabled i.e.
tranfered to first or second state and then starting action
becomes available. If the component is phisicaly
disconnected from the DC bus then the component must
be first reconnected, enabled and only then started.
Since Engine Room and Bridge PMS HMI allow
manual operator interaction every request from operator is
first sent to the PMS. Here the request is processed and
based on overall system status determined by status
messages coming from each component and calculated
available and needed power ratio the PMS decides if the
request is feasible and is executed or can harm the system
and is ignored.
C. Software organization
The PMS is layered software solution where in the
lowest layer very fast, compact and modular control
software is located. Due to the very strict time critical
requirements these functionalities are written in C
programming language.
In the middle layer application specific data model
resides generated by applying object-oriented principles
in Python language. For updateing model data three
parallel processes must be executed
by applying
multithreading concept. First process is dedicated to
constantly collect required display data from fieldbus.
This module is dedicated and can be adapted to various
kinds of fieldbus protocol. Second process takes received
data, decodes it and prepares for the third process. The
last process updates model data according to prepared
data in equal time intervals. Additionaly in separate
parallel process operator requests are continously sent to
the control software in the lowest layer for proccessing.
In the top layer interface functionalities are situated.
Based on emmited signals from middle layer changes
made to the model data are immediately visible. For
adequate visual efects and responsive layout QML user
interface modeling language is used.

Figure 11. Changing parameter value - warning

Figure 13. Software organization

Figure 12. Changing parameter value
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IV.

IMPLEMENTATION

The described PMS is implemented and tested on
project following single line diagram in Fig. 13. The
propulsion system in question encompasses two batteries,
two variable speed permanent magnet generators and one
photovoltaic cell as propulsion system energy sources
(Fig. 14). Additionaly one 3phase and one 1phase score
connection were added as specific project request.
Furthermore, Hotel and four AC sinhronous permanent
magnet electric motors, two as main propulsion drives and
two as thrusters, were selected as propulsion system
energy consumers. All energy sources and consumers are
connected to the common DC Bus. For this project two
PMS HMI locations were specified where the Interface in
Engine Room has highest priority and the Bridge Interface
lower priority. Besides that project in focus implements
BriMaS maneuvering remote control system described in
[9] located on bridge as well as port and stabord wings.
Overall system communication iz realized over CAN bus
using CanOpen communication protocol.

In this project four propulsion system operating
modes are defined differing in battery start charging level
parameter and generator start power level parameter. The
PMS HMI allows the operator to change values for these
two parameters on Limited data oriented Layout and
Distributed Layout. Additional parameter on Limited data
oriented Layout is introduced which defines battery level
for unconditional generator start. In order to protect the
whole propulsion system this parameter cannot be
changed.
Finally, in this project the operator can switch variable
speed generator operation to imo mode by selecting
adequate option on Distributed Layout. By selecting
Parallel Gen. Operation, on the same Layout, requested
generator power is distributed equaly to both generators.
Otherwise only one generator is engaged until the
requested power overpasses project predefined power
limit.
V.

CONCLUSION

In this paper original Power Management System is
presented which is specifically designed for big marine
AC sincronous permanent magnet electric motor
propulsion systems based on common DC Bus and covers
specific requrements of these complex systems. The PMS
is adaptable to different projects and supports any type of
fieldbus communication.
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Abstract – Limit checking is very simple and intuitive
method that can be applied for fault detection. Concept and
variants of limit checking are briefly reviewed in this paper.
This includes limit checking of absolute value, trend
checking, fixed and adaptive thresholds, use of hysteresis and
change detection.
Keywords – limit checking; trend checking; regime
switching; adaptive threshold; fault detection

I.

INTRODUCTION

Fault detection detects plant malfunctions in real time,
in timely and reliable fashion. There exist numerous
methods for fault detection, as shown in taxonomy in Fig.
1, modified from [1].

Figure 3. Limit checking of absolute value

When two limits or thresholds are present, a maximal
value Ymax and a minimal value Ymin, a normal state is when
measured variable y is within a tolerance zone, (1), [1]:
(1)
There is a trade-off how wide is accepted (tolerance)
zone and missed detection or false alarms. The method can
be extended to more variables and multivariate limit
checking. Limit checking with two variables is described
with (2), (3), [5] and is shown in Fig. 4.
,

,

,

,

(2)
(3)

Figure 1. Taxonomy of fault detection

Limit checking is just one small subset among
numerous approaches available. It can be further
subdivided as shown in Fig. 2.
Figure 4. Multivariate limit checking

III.

Figure 2. Limit checking

TREND CHECKING

Instead of comparing a measured variable, its rate of
change, i.e. its first derivation can be compared with the
preset thresholds, Fig. 5, [1]. This would detect large and
rapid changes of the measured variable.

This approach is quite simple and easy to understand
in comparison to other more complex approaches. It makes
limit checking the most frequently employed method for
fault detection.
II.

LIMIT CHECKING OF ABSOLUTE VALUES

When using limit checking of absolute value,
measurement of the plant variable is compared to a pre-set
limits, Fig. 3, [1-4]. There can be one or two limits. In the
former case, the variable is compared to its upper threshold.
In later case it is compared to both upper and lower
thresholds.
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Figure 5. Trend checking
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Limit checking applied to the first derivative (called
trend checking) is given in (4), [1].
(4)
First derivation can be approximated by differentiation, (5):
1

(5)

Again, there are lower and upper bounds imposed on
the first derivation of the measured signal y(t).
Limit checking of absolute value and trend can be
combined together as shown in Fig. 6. Such combination
is suitable for early detection of fast developing deviations
and to avoid false alarms for small trends, [1]. This can be
realized with function definitions within intervals, [1,2]. as
given by (6) and (7).
0
(6)
0
(7)

Interquartile range and percentiles may be used for the
thresholds, [3,6,7]. Suitable percentile values are 5 and 95,
and 1 and 99 percentiles. Web calculator for the
determination of values is given in [8]. For example 95
percentile threshold will encompass 95% of plant values.
This would over longer period yield threshold violations for
5% of plant values. Stricter threshold value can be set to 99
percentile that would yield threshold violations for 1% of
plant values. Even this value can result in threshold
violations that appear too often for practical use. Decision
logic with timing window can be applied after the
thresholding that is described later in this paper.
 Empirical statistical distribution
In many cases measured variable is not normally
distributed. In such cases, thresholds can be determined
from empirical statistical distribution. As an example, the
statistical histogram, [6] of one piston engine variable
(EGT), [7] is shown in Fig. 8. Its cumulative distribution
function is shown in Fig. 9. Based on its cumulative
distribution function, percentiles, Fig. 10, can be
determined. Percentile calculators are commonly available
within most statistical and graphics software.

Figure 6. Combining limit and trend checking

IV.

FIXED THRESHOLD

Crucial problem with limit checking is how to
determine values for thresholds. Threshold can be applied
to directly measured variable, but also to its statistical
descriptions like mean and variance. Here will be
considered the former case. The latter will be discussed
later under the section “Change Detection”.
A. Heuristicaly Determined Thresholds
Threshold levels are generally selected based on
knowledge and experience about the plant operation (i.e.
from the experience of a mechanic or an engineer). Such
levels represent a compromise between sensitivity and
accuracy (missed detection and false detection).
Alternatively, threshold levels can be chosen based on the
statistical analysis of the measured signal.

Figure 8. Statistical histogram of piston engine EGT

Figure 9. Cumulative distribution function of engine values

B. Statistically Determined Thresholds
When determining threshold levels from the statistical
analysis of measured signal we can often assume a normal
distribution of the signal or use real empirical distribution.
 Normally distributed variable
In this case the measured variable behaves according to
a normal distribution that is described by (8) and illustrated
in Fig. 7, [6].
√

Figure 7. Normal distribution
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(8)

Figure 10. Percentiles of piston engine EGT

V.

ADAPTIVE THRESHOLDS

Fixed thresholds do not consider the influence of
system status and interference caused by noise. This can
often cause missed detections and false alarms. To cope
with the previous problem, adaptive thresholds can be used.
A. Threshold that Follows Process Dynamics
Values of adaptive threshold is continuously following
the dynamics of the process. Example of adaptive threshold
is given in Fig. 11, according to [9]. This is mentioned also
later under section “Limit Checking of Model Residual”.
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Once a transition to fault state has been made, the input
must undergo a significant reversal before the reverse
transition to normal state can occur.
VII. ANALOG AND ALGORITHMIC IMPLEMENTATIONS
Limit checking can be implemented in analog
technology or as an algorithm on a microcontroller.

Figure 11. Fault detection with adaptive threshold

B. Threshold Related to Operating Regime Switching
Operating regime switching describes structural
changes in a behavior of the system. It affects the statistical
distribution of the measured variable, its mean and
variance. Shifts between discrete regimes are triggered by
some system variable, Fig. 12, in case of turbines,
generators and engines, it can be based on the revolutions
per minute (RPM), [10]. Depending on the operating
regime r, threshold value Ti can be used for limit checking.

A. Analog Implementation
Analog solutions are simpler, cheaper and very fast (for
most purposes instantaneous), but lack flexibility of more
complex adaptive thresholds. Speed is determined by
comparator’s (operational amplifier and circuit) frequency
characteristics. Limit checking with a comparator, [12,13]
is shown in Fig. 15. Trend checking with the differentiator
and comparator, [14] is shown in Fig. 16.

Figure 15. Limit checking with analog comparator
Figure 12. Regime switching

VI.

THRESHOLD WITH HYSTERESIS

Very often measured variable contains a small amount
of noise. In the presence of superimposed noise comparator
produces multiple output transitions, due to multiple
crosses and re-crosses of the threshold value, Fig. 13, [11].
Use of hysteresis removes instability of a comparator
circuit due to the noise in the measured signal. The idea is
based on using two thresholds: external TH and internal TL
threshold separated by the value of hysteresis H, [4], (9).
H = TH - T L

(9)

Figure 16. Trend checking with differentiator and analog comparator

Analog solution for introducing hysteresis, consists of
a comparator with a positive feedback, [11,13,14] as
shown in Fig. 17. This type of comparator is also known
as a Schmitt Trigger.

Figure 13. Noise causes multiple transitions during comparison
(modified from Analog Devices, [11])

An external threshold is used for the fault detection and
internal threshold for return to the normal state, Fig. 14.

Figure 14. Detection with and without hysteresis
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Figure 17. Limit checking with analog comparator with hysteresis

B. Algorithmic Implementation
Algorithmic implementations are more expensive,
limited by the speed of the microcontroller (still very fast
today), but offer many solutions for application of adaptive
thresholds, lookup tables etc., Fig. 18, [15]. The input
signal is sampled by the ADC (Analog-Digital Converter)
and this introduces temporal resolution defined by sample
period Ts (inverse of the sample rate fs), (10).
(10)
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Figure 18. Limit checking implemented with microcontroller

As the samples are taken at discrete intervals, the
whole implementation is discrete in time, in comparison to
continuous time in an analog implementation.
Limit checking expressed as a pseudocode (informal
way of programming description) is given below:
DO {
IF y > T THEN alarm ON
IF y <= T THEN alarm OFF
} WHILE (limit checking in progress)

Trend checking expressed as a pseudocode (y value, yd
– difference, yp – past value of y from the last iteration):
DO {
yd = y - yp
IF yd > T THEN alarm ON
IF yd <= T THEN alarm OFF
yp = y
} WHILE (trend checking in progress)

Limit checking with the hysteresis expressed as a
pseudocode is shown below:
DO {
IF y > TH THEN alarm ON
IF y < TL THEN alarm OFF
} WHILE (limit checking in progress)

Combining limit and trend checking with complicated
decision limits can be realized with a lookup table, Fig. 19,
instead of calculating limits as functions in real time.

Figure 20. Change in mean and deviation for normal and faulty
condition

criterion may be applied as threshold, (11):
∆

(11)

When change in mean is significant in comparison to
the standard deviation, and probability density functions
do not overlap significantly, simple limit checking with a
threshold can be applied, where threshold is given by (12),
k ≥ 2, [1].
(12)
∆
B. Hypothesis Testing
When changes in mean in comparison to the standard
deviation are not so large, e.g. k ≤ 1, the statistical test with
hypothesis testing should be used instead, [1]. The
following terms are of importance:




no fault
Null hypothesis
H0
fault is present
Change hypothesis H1
Reject and non-reject region

Significance level α splits distribution in a reject region
and a non-reject region. Figs. 21 and 22 show significance
level for one and two thresholds, [1,2,4,6].

Figure 21. Single threshold

Figure 19. Combining limit and trend checking

VIII. CHANGE DETECTION
Change detection or change point detection attempts to
identify moments when the probability distribution of a
stochastic process changes, Fig. 20, [1]. When detecting
changes in the probability distribution of a measured
variable it implies a change in stochastic process that
generates such variable, or on a physical level, change in
plant behavior.
A. Change Detecion with Binary Thresholds
Measured variable often has a normal distribution.
When plant operation changes, these changes may be
reflected in change of mean, change of variance or both,
[1]. If a change in a mean μ is small in comparison to
corresponding standard deviation σ, then the following
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Figure 22. Dual threshold

C. Run Sum Test
 Run Sum Test for mean, (13), [1] uses cumulative
sum (CUSUM) of variable under consideration.
∑



(13)

Cumulative Sum Techniques (CUSUM) is
separately described here in more detail:

Cumulative sum techniques provide rapid analysis and
identification of trends in a series of data, [16,17].
CUSUM is considered in (14), (15) and (16). The high
CUSUM value Shi is detecting a positive anomaly and the
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low CUSUM value Slow is detecting a negative anomaly.
Samples of the measured variable yn are assigned weights
ωn.
0
(14)
,

0,

,

0,



,



,

(15)
(16)

When the value of S exceeds Shi or goes below Slow, a
change in value has been found. CUSUM control chart in
Fig. 23, [18] indicated that the process has drifted off target
on sample 29.

This can be achieved by introduction of detection logic
using time window. In a nutshell, it specifies permitted
number of threshold violations within a specific time
window. One particular implementation with resettable
counter and comparator is given in Fig. 24, [20]. Filtering
in time domain accomplished by described logical block
reduces the number of false detections by transforming the
fault symptoms generated by the thresholding into more
reliable decision obtained from a comparator block.

Figure 24. Detection logic using time window

Same concept illustrated with moving window is
shown in Fig. 25, [10]. In this alternative approach a
sliding window of a particular length (duration) is used, and
counting the number of threshold exceedances within that
window is performed. When the number of exceedances
surpasses the specified value, than a fault alarm is raised.

Figure 23. Cumulative Summ Techniques (CUSUM)



Detection of changes in a variance

An F-test of equality of variances is used to test if the
variances of two populations are same, N1 and N2 are the
number of samples, (17), [1,6].
(17)

,

For distributions to have different variances with
significance level α, the following relation, (18) must be
fulfilled, values could be found in tables:
,

,

,

(18)

D. Likelihood Ratio
Accurate calculation of mean and variance requires the
particular number of samples. Hence, it takes some time
before change in mean and variance can be determined that
leads to increased detection time. Likelihood ratio of two
likelihood functions for a particular value of the measured
variable y, (19) can be used instead for testing hypotheses
in parametric models, (20), (21), [1,19]. This ratio assesses
the goodness of fit of two competing statistical models. A
null hypothesis H0 is corresponding to no fault. The
alternative hypothesis H1 is corresponding to a fault.
Ѳ |
Ѳ |

if λ > 1 do not reject H0
if λ < 1 do reject H0

(19)
(20)
(21)

IX. DETECTION LOGIC WITH TIME WINDOW
Frequent threshold violations in limit checking, due to
the unreliable determination of threshold values (too little
data available to accurately determine a threshold), can
make detection too sensitive to faults, resulting in many
false alarms. It may be necessary to devise some method
to further differentiate an intermittent glitch from a real
problem, making fault detection useful in a real world.
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Figure 25. Number of threshold violations within a specific time window

Application of decision logic with timing window
decreases the number of false alarms, at the cost of
increased missed detection and increased detection time.
These terms are very briefly described below:
 False alarms:
A fault is detected when a fault has not actually
occurred in a system.
 Missed detection:
A fault has occurred but is not detected.
 Detection time:
A fault should be detected as soon as it happens.
X. LIMIT CHECKING OF MODEL RESIDUAL
A model based fault detection uses a process model
that is fed with the same signal as the real process, Fig. 26,
[1,2,9,21,22]. Model output is then subtracted from the
output of the real process generating a residual signal. Such
residual generator is then followed by a decision logic that
is implemented as a limit checker. If the underlying process
model fits the data well, then the residuals are randomly
distributed with a normal distribution. Same concepts of
fixed and adaptive threshold could also be applied to
residuals, [1,2]. Adaptive thresholds are calculated as a

Figure 26. Model based fault detection using limit checking of residual
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Cymatics for Visual Representation
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Abstract - Cymatics is a visual representation of sound in
form of geometric patterns. It is accomplished by a tonoscope
device. In most implementations, dispersed fine particulate
matter is placed on a horizontal metal plate (Chladni plate)
that is excited by frequencies present in the sound under
analysis. Sound, resonances, standing waves and nodes
appear as interesting symmetric geometric patterns. Instead
of physical implementation, software implementation of the
tonoscope can also be used. In this paper noise of various
aircraft engines is analyzed. Developed patterns could be
potentially used for early detection of impending faults.
Keywords - cymatics; tonoscope; sound; geometric
patterns; machine; aircraft; engine; noise; fault detection

I.

INTRODUCTION

Cymatics is the study of visible effects produced by
sound and vibration. It is a visual representation of sound
in the form of geometric patterns, as illustrated in Fig. 1.
The term cymatics, describes a subset of modal vibrational
phenomena, and was coined by Hans Jenny, Swiss
physician and natural scientist. It is named after the Greek
term ta kymatika, "matters pertaining to waves". He also
authored two volume book on the subject, [1]. The origin
of idea behind Cymatics can be traced years to African
tribes more than 100 years ago. Beneath of cymatics is a
principle of periodicity that is so common to various
processes in nature. We are surrounded by widespread
evidence of various periodic phenomena, [2]. The
phenomena is briefly introduced in [3]. Vibration is
characteristics of all matter and is base of its existence in
the universe. It is known saying of Nikola Tesla: “If you
want to find the secrets of the universe, think in terms of

Figure 1. Examples of cymatic figures (C. Smith)
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energy, frequency, and vibration.” Sound, an audible
vibration we hear, is just another form of energy that is
produced by vibrations. If an object in air vibrates, it also
causes movement in surrounding air molecules, causing
them to vibrate as well.
II.

CHLADNI PATTERNS

Chladni patterns got name after German physicist and
musician E. F. F. Chladni, sometimes known as “the father
of acoustics”, who investigated this phenomenon in 1787.
He was inspired by early experiments by Robert Hooke
from 1680 who was able to see the nodal patterns. Chladni
has excited the natural frequency of the brass plate by a
violin bow, Fig. 2, [4, Fig. 12]. Experiment is performed on
a device called tonoscope. Fine sand is uniformly sprinkled
over a metal or glass plate, also known as a Chladni plate.
As a result, a standing wave is formed in the solid plate with
corresponding nodes and anti-nodes. Sand settles at the
positions of nodes on the plate. Resulting patterns are
symmetrical, where no displacement occurs at nodes and
maximum displacement at the anti-nodes. The nodes occur
along so called "nodal lines". Low frequency tones produce
simple and clear patterns, while higher frequency tones
form more complex patterns. These vibratory effects are the
creation of static, but also dynamic patterns that occur as a
result from the varying excitation in time. The creation of
forms, today known as Chladni figures was described in his
book, [5] and is shown in Fig. 3, [6]. Video introduction to
Chladni patterns can be found in [7,8]. Please note fourfold
and diagonal symmetries that are present in figures.

Figure 2. Illustration of the Chladni plate technique, [4, Fig. 12]
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A. Square Plate
Square Plate Theory is given by (1)-(6), [11]:
(1)
Boundary Condition: Anti-node at plate edge
, ,

(2)

- X:

sin

cos

(3)

- Y:

sin

cos

(4)

- T:

(5)

Applying boundary conditions:
A and B = 0

(6)

B. Circular Plate
Circular Plate Theory is given by (7)-(12), [11]:
(7)
Boundary Condition: Anti-node at plate edge
Ф
Figure 3. Table of Chladni figures from Chladni’s book Acoustics, 1802

Applying boundary conditions:

0
III.

PHYSICAL TONOSCOPE

The tonoscope is a simple apparatus for visualization of
sound vibrations. H. Jeny made use of crystal oscillators to
set plates and membranes vibrating. Experimental setup of
tonoscope is illustrated in Fig. 4. Most common plate
shapes are square and circle, although triangle and violin
body can also be met. Instead of a violin bow, used by
Chladni, more modern versions employ some kind of an
electromagnetic shaker to excite the plate. Such
electromagnetic shaker can often in simpler
implementations be replaced with a loudspeaker. Sounds
produced by a loudspeaker leave a vibrational imprint
according to cymascopic principles using sand, powder, or
a liquid that is placed on a plate. Formed patterns are
mathematically described by (1)-(11) that can be found in
[9-12]. Basic mathematical descriptions of nodes and anti
nodes frequencies differs slightly for square and circular
plates.

Ф
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Ф

0
0

, ,

cos

(9)
(10)
(11)
(12)

C. Chladni’s Law
Chladni’s Law describes the frequency of the modes of
vibration for flat circular surfaces that have fixed center as
a function of the number of diametric (linear) nodes m and
the number of radial (circular) nodes n, (13), [9-12].
fm,n ~ C (m + 2n)p

(13)

C and p are coefficients that depend on plate properties.
Nonlinear relation produces sensitivity to changes of
patterns to frequency of analyzed sound.
IV.

Figure 4. Experimental setup of tonoscope (PHYWE)

(8)

SOFTWARE EMULATIONS OF TONOSCOPE

Physical tonoscope is an interesting instrument from
which a lot can be learned, particularly about numerous
influential factors that contribute to pattern shapes.
However, much of the patterns generated on a physical
tonoscope can be preserved in its software emulations.
This makes experimentation much quicker. It allows to
create frequency patterns without the traditional hardware
needed to research plate vibration. Also, due to
simplification and constant influential parameters in a
simulation, software simulations offer repeatability of
experiments. Simulation of real world sounds can be
achieved by superposition of several patterns
corresponding to prominent frequencies in analyzed signal.
Two popular software implementations are following next.
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A. Software Tonoscope
The ‘Tonoscope’ is a software, Fig. 5, that accurately
calculates Chladni patterns of pure sounds (one frequency
only) on a square plate, [13].

Figure 7. Pure tone 132 Hz

Figure 8. Pure tone 264 Hz
Figure 5. Tonoscope software

B. Soledine
The Soledine is a software that can visualize harmonic
sounds (not just one frequency), Fig. 6, as water figures on
the circular plate, [14]. It can analyze sound recording in
short successive segments. However, it is more artistically
inclined. Instead of exact tonoscope implementation it
makes several approximations and simplifications. In
calculation, it takes few prominent frequency components.

Figure 9. Pure tone 528 Hz

Figure 6. Soledine software

V.

SIMPLE TONAL SOUNDS

Some figures corresponding to pure sinusoidal tones of
different frequencies are shown in Figs. 7-10. One can note
dramatic changes in pattern complexity with every
frequency doubling. Following frequencies have been
used: 132, 264, 528 and 1056 Hz. Please note how
resulting patterns are getting more and more complex with
every frequency increase.
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Figure 10. Pure tone 1056 Hz

VI.

AIRCRAFT ENGINE NOISES

Noise recordings have been acquired from aircraft
engine noise recordings uploaded to YouTube. Following
noise sources are used: piston and turboprop engine with a
propeller, turbojet and turbofan engine, briefly about such
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noise can be found in [15]. All recordings are exterior,
except of the turbofan. Steady sections of recordings have
been analyzed. Waveform, spectrum, spectrogram and
cymatic pattern are determined for each noise source.
A. Piston Engine
Piston engine is the most common source of power for
small, general aviation aircraft. It has pistons that are
linearly moving within cylinders. Linear movements are
converted to rotational one. Analyzed engine is the
Lycoming IO-360 with three blade propeller mounted on a
test stand and used on a Cessna Cardinal RG (177RG)
aircraft, [16]. The results are shown in Figs. 11-14.

B. Turboprop Engine
Turboprop is kind of a jet engine that transfers its
motion primarily to a propeller instead of directing it out
as fast exhaust gasses (jet) to achieve a thrust. Exhaust
gasses contribute only a small portion of the total thrust.
Rotational movement in gas turbines is straightforward, as
there is no need to convert a linear motion into rotation. It
has less moving parts than a piston engine and is hence
more reliable. Analyzed is the Allison 250 B15 turboshaft
engine with five blade propeller mounted on a Four Winds
experimental aircraft, [17]. The results are shown in Figs.
15-18.

Figure 11. Waveform – piston engine noise

Figure 15. Waveform – turboprop engine noise

Figure 12. Spectrum – piston engine noise

Figure 16. Spectrum – turboprop engine noise

Figure 13. Spectrogram – piston engine noise

Figure 17. Spectrogram – turboprop engine noise

Figure 14. Cymatic pattern – piston engine noise

Figure 18. Cymatic pattern – turboprop engine noise
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C. Turbojet Engine
This is an older type of low bypass ratio jet engine.
Analyzed engine is the General Electric CJ610-6 mounted
on an old Learjet 24 business jet, [18]. The results are
shown in Figs. 19-22.

D. Turbofan Engine
This is a high bypass ratio engine common on modern
aircrafts. Analyzed engine is the Rolls Royce RB-211
mounted on a Boeing 757, [19]. The results are shown in
Figs. 23-26. Here the fan contributes to harmonics, [15].

Figure 19. Waveform – turbojet engine noise

Figure 23. Waveform – turbofan engine noise

Figure 20. Spectrum – turbojet engine noise

Figure 24. Spectrum – turbofan engine noise

Figure 21. Spectrogram – turbojet engine noise

Figure 25. Spectrogram – turbofan engine noise

Figure 22. Cymatic pattern – turbojet engine noise

Figure 26. Cymatic pattern – turbofan engine noise

VII. PATTERN SYMILARITY
Turbojet engines are now rare and almost always
require hush kits to reduce noise emissions and fulfill the
new noise regulations. Also the fuel consumption is high
in comparison to modern turbofan engines. As can be seen
in Figs. 16, 17, 20 and 21, turboprop and turbojet engine
have low energy content at frequencies below 200 Hz. The
propeller contributes to harmonics in the noise, [15].
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Various types of image comparison techniques may be
used (pixel-to-pixel difference, crosscorrelation, etc,).
A. Comparing Two Engine Regimes
Due to a software tonoscope emulation, patterns are
centered and aligned. Hence, no compensation for position
change is necessary. Pixel-to-pixel comparison of patterns
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VIII. CONCLUSION

Figure 27. Engine noise cymatic pattern – engine regime 1 – take off

Visualization of various aircraft engine noises in form
of cymatic patterns has been presented. The basic premise
behind this investigation was the fact that most processes
find in nature produce beautiful patterns. The concept
extends to mechanical processes in engines. When elements
of anengine are operating in the correct way it is expected
to produce a nice cymatic pattern. Any imbalance in engine
operation is expected to produce less beautiful or different
cymatic pattern. This can aid detection of engine problems,
either by trained mechanics or by comparison of cymatic
patterns. Nonlinear transformations that are present from
recorded noise signal to final cymatic pattern are expected
to emphasize imperfections in the engine operation.
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Abstract—Information-as-a-Service (InfaaS) is a key concept
for collaborative disaster management applications. For developing a collaborative disaster management application based on
InfaaS concept, the control in infrastructure-layer is required.
We have been developing InfaaS-adaptive Disaster Management
Application Platform (InfaaS-AP) to support the construction
and operation of collaborative disaster management applications
that satisfy InfaaS concept. InfaaS-AP leverages multiple existing
Software-Defined technologies, each of which has a dedicated
controller. All controllers are centrally managed by Resource
Management System (RMS) in InfaaS-AP. Though availability is
critical for InfaaS-AP, RMS in current InfaaS-AP is a single
point of failure. It is due to the connectivity between RMS
and the controllers. RMS with redundant configuration requires
maintaining connectivity after fail-over. In addition, since each
controller has its own redundancy mechanism, the behavior of
the redundancy mechanism makes it difficult to maintain the
connectivity. From such a situation, we propose the connectivityaware redundancy control module. The proposed module not only
handles the fail-over of RMS but also monitors and interrupts
the behavior of the redundancy mechanism of each controller.
In the evaluation, we conducted experiments in which one of the
controllers or RMS was stopped and checked the behavior of the
proposed module.
Index Terms—InfaaS-AP, Software-Defined Technology, Redundancy Mechanism

I. I NTRODUCTION
In recent years, collaborative disaster management has
become important, in which multiple sites work together to
reduce the damage caused by disasters. Each site decides
activity plans of disaster management based on held information. To conduct collaborative disaster management effectively,
information sharing among sites is essential.
A collaborative disaster management application supports
the information sharing among the sites, which results in more
effective decision-making of the activity plan at each site in
the collaborative disaster management. The key concept of
the collaborative disaster management application is InfaaS
(Information-as-a-Service), which means providing information continuously in an easy-to-understand manner. To develop
a collaborative disaster management application based on
InfaaS concept, the control in infrastructure-layer is required.
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It is difficult for each application to prepare a controllable
infrastructure.
From such situations, we have been studying and developing
InfaaS-adaptive Disaster Management Application Platform
(InfaaS-AP) to support the construction and operation of
collaborative disaster management applications that satisfy
InfaaS concept [1] [2]. InfaaS-AP leverages multiple existing
Software-Defined technologies such as Docker, OpenFlow, and
Gfarm. Since each Software-Defined technology is controlled
by a dedicated controller, InfaaS-AP is a distributed resource
management that links the Resource Management System
(RMS) in InfaaS-AP with each controller of Software-Defined
technologies.
Though availability is critical for collaborative disaster
management applications, the RMS is a single point of failure
in the current InfaaS-AP. One of the factors that prevents
availability for the RMS is the connectivity between the RMS
and the controllers. When the RMS adopts any redundancy
mechanisms, the connectivity is disrupted after fail-over that
automatically switches to the standby system. In addition,
each controller has its redundancy mechanism that makes
it difficult to maintain the connectivity. For realizing the
redundant configuration guaranteeing the connectivity in the
distributed resource management, we propose a connectivityaware redundancy control module in the InfaaS-AP’s RMS.
The connectivity-aware redundancy control module maintains
the connectivity by controlling fail-over of the RMS and
redundancy mechanism of the controllers.
This paper is structured as follows. In Section II, we
introduce the InfaaS-adaptive disaster management application platform and discusses the availability of InfaaS-AP. In
Section III, we analyze the functions required for redundancy
configuration with maintaining the connectivity between the
RMS and the controllers and then describe the architecture
of the proposed module. In Section IV, we confirm the
operation of the proposed module through the experiments
that stop the RMS or one of the controllers. In Section V, we
describe related work on fail-over maintaining connectivity. In
Section VI, we conclude this paper and discuss future work.
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II. BACKGROUND
A. Collaborative Disaster Management Application
A collaborative disaster management application supports
the information sharing among sites in collaborative disaster
management. Collaborative disaster management means that
multiple sites work together to reduce the damage caused by
disasters. Since each site decides activity plans of disaster
management based on held information, information sharing
among the sites is essential to conduct collaborative disaster
management effectively. Information sharing among the sites
with collaborative disaster management applications enables
each site to conduct disaster management based on information
that reflects the current situation.
The key concept of collaborative disaster management
applications is Information-as-a-Service (InfaaS), which provides information continuously in an easy-to-understand manner. There are three requirements for collaborative disaster
management applications to satisfy InfaaS concept: Clarity,
Synchronization, and Continuity for the information. Clarity means that information should be provided in a format
that everyone easily understands. Since collaborative disaster management involves people with various backgrounds,
it is necessary to convert the information into an easyto-understand format, such as visualization. Synchronization
means providing the same information to all users at different
sites. Since the difference in the information held by each
site causes inconsistent activity plans, the same information
must be provided to all sites. Continuity means providing
information at all times. Since a site that is not provided
information fails to work with other sites, information should
be provided to the sites constantly in any situation. Though
collaborative disaster management applications achieve Clarity
and Synchronization in application-layer, achieving Continuity requires addressing at infrastructure-layer. However, not
all collaborative disaster management applications have the
infrastructure to be dynamically customized.
B. InfaaS-adaptive Disaster Management Application Platform
For supporting the construction and operation of collaborative disaster management applications that satisfy InfaaS
concept, we have been studying and developing InfaaSadaptive Disaster Management Application Platform (InfaaSAP) [1] [2]. InfaaS-AP provides application developers with a
set of resources called plane. The plane consists of two components: distributed visualization environment and SoftwareDefined IT Infrastructure.
A distributed visualization environment makes collaborative
disaster management applications satisfy Clarity and Synchronization. To provide a distributed visualization environment,
InfaaS-AP leverages SAGE2 and Tiled-Display Wall. SAGE2
is a middleware of distributed visualization system [3]. SAGE2
provides a virtual display space that visualizes information
arranged freely. The virtual display space is transmitted to the
Tiled-Display Walls at each site. The sites share information
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via the virtual display space while displaying information on
the large screen of the Tiled-Display Wall.
A Software-Defined IT Infrastructure makes collaborative disaster management applications satisfy Continuity. A
Software-defined IT infrastructure recovers from failures by
dynamically reconstructing a plane under software control.
To provide a Software-Defined IT Infrastructure, InfaaSAP leverages existing Software-Defined technologies: Docker,
OpenFlow, and Gfarm.
Docker [4] is an open-source software for container-based
virtualization. In the current InfaaS-AP, the controller of
Docker is Docker Swarm manager. In Docker Swarm, compute
nodes running Docker engines are managed in units called
Docker Swarm cluster [5]. Docker Swarm manager orchestrates Docker containers to Docker Swarm clusters.
OpenFlow is one of the Software-Defined networking technologies [6]. OpenFlow switches deliver packets based on
flow-entries that define the rules for packet delivery. In the
current InfaaS-AP, the controller of OpenFlow is Ryu [7]. Ryu
is a framework of OpenFlow controllers that configures WSGI
server for REST-API and launches OpenFlow controllers based
on the code written in python.
Gfarm is an open-source software of distributed file system [8]. In the current InfaaS-AP, the controller of Gfarm is
Gfarm metadata server. Gfarm consists of Gfarm filesystem
nodes and Gfarm metadata servers. Gfarm metadata servers
manage which Gfarm filesystem node stores files. Gfarm
filesystem nodes store and send files. Since each SoftwareDefined technology is controlled by a dedicated controller,
InfaaS-AP is a distributed resource management that links the
RMS in InfaaS-AP with each controller.
C. Resource Management System in InfaaS-AP
The RMS centrally manages the operations of each controller for constructing and reconstructing the plane. The
RMS consists of two modules: Master Orchestrator and Status
Database. Master Orchestrator is the core module of the RMS.
The resources allocated to the planes are selected by the
resource selection algorithm of Master Orchestrator based
on Status Database. Status Database stores information about
InfaaS-AP, such as the operating status of compute nodes
and network topology. The controllers in InfaaS-AP conducts
operations to construct the planes following the instructions
from Master Orchestrator, such as deploying Docker containers, establishing routes on OpenFlow network, and placing
files on Gfarm filesystem nodes. When a failure occurs in the
plane, Master Orchestrator reconstructs the plane. Since plugin
algorithms for Master Orchestrator are being researched and
developed, the resource selection algorithm that determines the
resources allocated to planes is easily changed.
InfaaS-AP requires availability because of the features of
the services provided by collaborative disaster management
applications. However, the RMS is a single point of failure
in the current InfaaS-AP. One of the factors preventing the
resolution of the single point of failure is the connectivity of
distributed resource management described in Section II-B.
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The RMS constructs and reconstructs planes through the
controllers of Software-Defined technologies. When the connectivity between the RMS and the controllers is interrupted,
the RMS fails to control InfaaS-AP. The purpose of this study
is the redundancy configuration of the RMS with maintaining
the connectivity between the RMS and the controllers.
III. CONNECTIVITY-AWARE REDUNDANCY
CONTROL MODULE
A. Existing redundancy configurations
Generally, the redundancy configuration of two servers
is classified into two types: Active/Active configuration and
Active/Standby configuration. Active/Active configuration prepares both servers to process tasks and distributes tasks with
load balancers or DNS round-robin. The advantage of Active/Active configuration is that downtime, which is the period
while the service has stopped, equals zero. If one server stops,
the other server continues processing tasks, thus the service is
not stopped. The disadvantage of Active/Active configuration
is that it requires maintaining consistency between servers.
On the other hand, Active/Standby configuration has only
one server processing task. When the active server which is
processing tasks is stopped, the standby server which is ready
to process tasks starts processing tasks after fail-over. The
advantage of Active/Standby configuration is that it is easier
to maintain consistency between servers than Active/Active
configuration because one active server processes all tasks.
The disadvantage of Active/Standby configuration is that it
causes downtime. The service has been stopped until fail-over
is completed.
We adopt Active/Standby configuration for the redundancy
configuration of the RMS in InfaaS-AP. The purpose of this
study is redundancy configuration of the RMS with maintaining the connectivity between the RMS and the controllers.
When the RMS is configured as Active/Active configuration,
it is necessary to consider distributing tasks to the RMS
and maintaining consistency across the RMS. Since the Active/Standby configuration is basic and simple, it is easy to
add the required functions for the redundancy configuration
of the RMS that maintains connectivity.
B. Requirement Analysis
To realize Active/Standby configuration of the RMS, we
conduct requirement analysis based on two scenarios. Since
the RMS and the controllers are geographically separated, it
is assumed that only one of them is stopped by a disaster. On
the assumption, we derived the following two scenarios where
the connectivity is interrupted.
(i) The active RMS is stopped.
(ii) One of the controllers is stopped.
Figure 1 shows the behavior of fail-over of the RMS in
scenario (i). The standby RMS starts processing after fail-over,
which automatically switches to the standby. However, after
fail-over of the RMS, the connectivity between the RMS and
the controllers is interrupted. When the connectivity between
the RMS and the controllers is interrupted, the RMS fails to
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(Active)

Fail-over

Resource
Management
System
(Standby)

The controllers in InfaaS-AP
Docker Swarm
manager

Ryu

Gfarm
metadata
server

Fig. 1. The Behavior when the active Resource Management System in
InfaaS-AP is stopped.

control InfaaS-AP. In scenario (i), detection that the active
RMS has stopped is required to conduct fail-over. The standby
RMS needs to be ready to take over the tasks from the active
RMS. After the fail-over of the RMS, the current active RMS
needs to reconnect to each controller. The following three
requirements are derived from this analysis.
(1) Detection that the active RMS has stopped
(2) Reflection of the status of the active RMS to the standby
RMS
(3) Reconnection between the current active RMS and the
controllers after fail-over of the RMS
Requirement (1) is necessary to determine the timing of
fail-over of the RMS. Requirement (2) synchronizes the
information from the active RMS to the standby RMS to
enable the standby RMS to take over the tasks after failover. Requirement (3) reconnects the current active RMS to
the controller based on the information taken over from the
previous RMS.
Figure 2 shows the behavior of the redundancy mechanism
of the controller in scenario (ii). Some redundancy mechanisms of the controllers conduct fail-over of the controller.
Since the redundancy mechanism of each controller is designed only for itself, no function reconnects the controller to
the RMS after fail-over. The connectivity between the RMS
and the controller is interrupted after fail-over of the controller.
The RMS loses the control of the resources managed by the
disconnected controller. In scenario (ii), it is required to detect
that the controller becomes unavailable from the RMS. After
the fail-over of the controller, the RMS requires establishing
a connection with the available controller. If the controller
redundancy mechanism does not automatically recover the
controller, the RMS requires to recover the controller. The
following two requirements are derived from scenario (ii).
(4) Detection that the controller become unavailable
(5) Keeping the controllers available from the active RMS
Requirement (4) is necessary for the RMS to determine switching the connection to the available controller. Requirement
(5) keeps the controllers available from the active RMS by
reconnecting the RMS to the controller after fail-over of the
controller or by launching a new controller.
C. Connectivity-aware Redundancy Control Module
For realizing the five requirements described in Section III-B, we propose a connectivity-aware redundancy control module embedded in the RMS. The structure of the
proposed module is shown in Figure 3. To maintain the
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Fig. 2. The behavior of the redundancy mechanism of the controller in InfaaSAP when the controller is stopped.
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Fig. 3. Structure of Connectivity-aware Redundancy Control Module.

distributed resource management of InfaaS-AP by the RMS,
the proposed module is embedded in the RMS. The proposed
module has four functions: (1) Alive Monitor, (2) Information Synchronizer, (3) Fail-over Handler, and (4) Redundancy
Mechanism Handler.
1) Alive Monitor: Alive Monitor satisfies requirements (1)
and (4) by monitoring the RMS and the controllers are running properly. Alive Monitor conducts heartbeat monitoring
between the active RMS and the standby RMS. Though there
are various implementations of heartbeat monitoring, Alive
Monitor implements heartbeat monitoring with Linux signals
and signal handlers. If no heartbeats are sent or received
between the active RMS and the standby RMS within the
preset time interval, Alive Monitor triggers Fail-over Handler.
Alive Monitor also checks periodically that the controllers
are running properly. For the Docker Swarm manager, Alive
Monitor checks the response of “docker node ls” command,
which displays the status of compute nodes in Docker Swarm
cluster. For Ryu, Alive Monitor sends the HTTP request
that gets OpenFlow network topology to the REST-API
and then checks the response. For Gfarm metadata server,
Alive Monitor checks the status of “gfmd” process with
“systemctl” command. If Alive Monitor fails to get the
responses or receives “not healthy” message, Alive Monitor
triggers Redundancy Mechanism Handler.
2) Information Synchronizer: Information Synchronizer
satisfies requirement (2) by reflecting the status of the active
RMS to the standby RMS. Information Synchronizer manages
the synchronization of three types of information required to
take over the tasks after fail-over of the RMS: InfaaS-AP
Configuration, Plane Configuration, and Status Database.
InfaaS-AP Configuration contains the information about

the available resources in InfaaS-AP and the compute
nodes running the controller. Plane Configuration contains
information about the resources allocated to planes and the
applications running on planes. Status Database contains the
logs of the InfaaS-AP, such as the running time of each
compute node or statistical information of each OpenFlow
switch as described in Section II-C. Information Synchronizer
detects the update of these information and synchronizes
them, enabling the RMS to keep the status of InfaaS-AP even
after fail-over.
3) Fail-over Handler: Fail-over Handler satisfies requirement (3) by conducting fail-over of the RMS and establishing
connections between the RMS and the controllers. When
Failure-over Handler is triggered by Alive Monitor, Failureover Handler activates the standby RMS based on the synchronized information. The activation of the standby RMS is
finished when all connections between the standby RMS and
the controllers has been established.
Fail-over Handler finds the compute node running the
controller from InfaaS-AP Configuration and then checks the
controllers are available from the RMS with Alive Monitor.
Fail-over Handler configures the RMS to connect to available
controllers. In addition, Fail-over Handler conducts the following operations to restart the operations to each controller
from the RMS. For Docker Swarm manager, Fail-over Handler
makes Docker Swarm manager generate a Docker Swarm
token required to construct planes. For Ryu, Fail-over Handler
requests Ryu to send OpenFlow network topology required to
select the routes allocated to planes. For the Gfarm metadata
server, Fail-over Handler checks each filesystem node stores
what files to determine which filesystem node should be
allocated to planes. Through the sequence of Fail-over Handler
operations, the RMS reestablishes connection and restarts
operation to each controller.
4) Redundancy Mechanism Handler: Redundancy Mechanism Handler satisfies requirement (5) by reconnecting the
controller to the active RMS after fail-over of the controller
and starting a new controller when no controller is available.
The redundancy mechanism of the Docker Swarm manager
is the redundant configuration with Raft Consensus Algorithm [9]. One of the Docker Swarm managers becomes the
leader and then manages the Swarm cluster. When the leader
of the Docker Swarm managers is stopped, the next leader is
automatically elected by a majority vote of Raft Consensus
Algorithm. However, the RMS is unaware that the leader has
changed and tries to connect with the previous leader.
Redundancy Mechanism Handler selects the compute nodes
to be configured as Docker Swarm managers with the plugin
algorithms. When Alive Monitor judges the leader of the
Docker Swarm manager is stopped, Redundancy Mechanism
Handler finds the current leader by querying the candidate
leaders. In addition, Redundancy Mechanism Handler keeps
the number of Docker Swarm managers at least three for
the leader election by a majority vote of Raft Consensus
Algorithm.

The redundancy mechanism of Ryu is the redundancy
configuration of OpenFlow controllers. One OpenFlow switch
is allowed to connect to multiple OpenFlow controllers since
OpenFlow version 1.3. The types of redundant configuration
of OpenFlow controllers is changed by assigning roles.
In InfaaS-AP, since the RMS determines the contents of
flow-entries, Ryu adds and removes flow-entries based on the
requests arrived at the REST-API of Ryu. Ryu should be
running only when the RMS requests the REST-API of Ryu.
Therefore, the benefits of the redundancy mechanism of Ryu
are smaller than risks of disrupting the connectivity. Therefore,
the combination of alive monitoring of Ryu by Alive Monitor
and launching of Ryu by Redundancy Mechanism Handler
addresses the case when Ryu has stopped. The node launching
Ryu is selectable by the plugin algorithms.
The redundancy mechanism of the Gfarm metadata server is
Active/Standby configuration and switch-over, which switches
to the standby system manually. The plugin for Zabbix is
provided to manage the fail-over of Gfarm metadata servers.
When Zabbix is introduced to an InfaaS-AP, it is necessary
to address the case that Zabbix is stopped. Therefore, we implemented fail-over of Gfarm metadata server by combination
Alive Monitor and Redundancy Mechanism Handler without
the plugin for Zabbix.
Redundancy Mechanism Handler makes the Gfarm metadata server Active/Standby configuration. The node that
launches Gfarm metadata server is selectable by the plugin algorithms. When Alive Monitor judges that the Gfarm metadata
server has stopped, Redundancy Mechanism Handler conducts
switch-over of Gfarm metadata server. Since the proposed
module conducts fail-over of Gfarm metadata server, the RMS
easily detects the timing of the fail-over and the current active
Gfarm metadata server. After fail-over of Gfarm metadata
server, the RMS reconnects with the current active Gfarm
metadata server.
IV. EVALUATION
In this section, the experimental environment is introduced
and then the experiments to check that the proposed module
achieves the redundancy configuration of the RMS with maintaining the connectivity are described.
A. Evaluation Environment
The evaluation environment is a virtual environment with a
situation of six sites connected by OpenFlow network. The
structure of the virtual environment is shown in Figure 4.
The specification of the host machine is shown in Table I.
The evaluation environment was constructed by connecting
nine virtual machines and six virtual OpenFlow switches
with virtual Ethernet device (veth) as shown in Figure 4.
The virtual machines and virtual OpenFlow switches are also
connected to a full-mesh management layer-2 network. The
management layer-2 network is not provided to collaborative
disaster management applications, it is only used for the
control plane of OpenFlow network and the communication
between the RMS and the controllers. Each virtual machine is
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Fig. 4. Overview of the evaluation environment

structured with Kernel-based Virtual Machine (KVM), which
has the same configuration. The virtual machines run CentOS
7.8 assigned with 1 CPU core, 1GB of memory, and 20GB
storage. The RMS and each controller were launched on a
different virtual machine. The active RMS was launched on
n1. The standby RMS was launched on n2. Ryu was launched
on n8. Docker swarm managers are assigned to n1, n2, n9.
Gfarm metadata server was launched on n3 and n6. Two
nodes, n4 and n5, were assumed to be display nodes with
Tiled-Display Wall. The six virtual OpenFlow switches are
constructed with OpenvSwitch. Though OpenvSwitch has the
function that acts as a layer-2 switch while not connected
to any OpenFlow controllers, the function has been disabled
because OpenvSwitch creates paths that the RMS does not
intend.
TABLE I
S PECIFICATION OF HOST MACHINE
CPU
Memory
Storage
OS

Intel(R) Core(TM) i7-4578U CPU @ 3.00GHz
16GB 1600MHz DDR3L SDRAM
APPLE SSD SM0512F 512GB
CentOS7.8

B. Fail-over of the RMS
In this experiment, the RMS is stopped by sending SIGINT
to check the proposed module’s functions (1)–(3). We measured the time until fail-over of the RMS was finished. The
average time of the five measurements is shown in Table II.
The failure detection by Alive Monitor took 8.7 seconds. In
this experiment, the monitoring interval of Alive Monitor was
set to 4 seconds. Since Alive Monitor judged that the failure
occurred when the heartbeat between RMS timed out twice
in a row, we checked that the failure detection by the Alive
Monitor worked as expected. Fail-over by Fail-over Handler
took 2.1 seconds. Since the response time of each controller
accounts for more than 90% of the 2.1 seconds, the time
required for fail-over of the RMS is expected to increase with
the increase in network latency.
TABLE II
AVERAGE TIME SPENT ON FAIL - OVER OF
THE R ESOURCE M ANAGEMENT S YSTEM IN I NFAA S-AP.
Action
Failure detection
Fail-over

Time(s)
8.7
2.1
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C. Handling redundancy mechanism of the controllers
In this experiment, one of the controllers was stopped to
check the proposed module’s functions (4)–(5). We measured
the time until each controller was recovered and became available from the active RMS. Alive Monitor was configured to
monitor each controller every three seconds. The average time
of the five measurements was the result of each experiment.
The average time of the five measurements for Docker
Swarm Manager is shown in Table III. It took 11.9 seconds
until the new leader of Docker Swarm Manager is available
from the active RMS. Since the 11.9 seconds is the time it
takes from Docker Swarm manager was stopped until the
elected leader returns a response, the effect of the specification
of Docker Swarm is significant.
The average time of the five measurements for Ryu is shown
in Table IV. Even without the redundancy mechanism of Ryu,
it takes 2.6 seconds from failure detection to launching Ryu,
which is equivalent to the recovery time of the RMS and the
other controllers.
The average time of the five measurements for Gfarm
metadata server is shown in Table V. Since the standby Gfarm
metadata server is ready for operations immediately, the time
required for switch-over by Redundancy Mechanism Handler
is less than one second.
TABLE III
R ECOVERY TIME OF D OCKER S WARM

MANAGER

Action
Until the new leader of Docker Swarm Manager is
available from the active RMS.
Redundancy re-configuration
Information synchronization
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1.3
0.2

Time(s)
1.4
1.2
0.15

TABLE V
R ECOVERY TIME OF G FARM METADATA SERVER
Action
Failure detection
Switch-over
Information synchronization

Time(s)
2.0
0.15
0.17

V. RELATED WORK
There are some existing implementations for the redundancy
configuration. Pacemaker [10] is an open-source software to
manage redundant servers. By defining the monitoring method
of the servers and the behavior when the server is stopped in
Pacemaker, functions equivalent to the proposed module are
implemented into Pacemaker. When Pacemaker is introduced
in InfaaS-AP, it is necessary to handle the situation when
pacemaker stops.
After the fail-over of the RMS and the controllers, there is
an approach to recover the connectivity by name resolution
with avahi [11]. By implementing a handler to update the
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VI. CONCLUSION & FUTURE WORK
In this paper, we proposed the connectivity-aware redundancy control module to maintain the connectivity between
the RMS and the controllers. The proposed module made
the RMS an Active/Standby configuration. We analyzed the
requirements for Active/Standby configuration of the RMS and
derived the four functions required for the proposed module.
The proposed module maintains the connectivity by handling
the fail-over of the RMS and redundancy mechanism of the
controllers. In the evaluation, we conducted experiments to
check that the proposed module maintains the connectivity.
The current proposed module does not support the scenario
where two or more of the RMS and the controllers are stopped.
In addition, the current proposed module does not support
the scenario with network failures in InfaaS-AP. We plan to
improve the proposed module to support these scenarios.

Time(s)

TABLE IV
R ECOVERY TIME OF RYU
Action
Failure detection
Launching Ryu
Information synchronization

correspondence between hostnames and IP addresses using
avahi after the fail-over, the connectivity is maintained. InfaaSAP will be deployed in multiple sites separated geographically,
thus there are many compute nodes. Since avahi uses multicast
communication, packets are replicated in proportion to the
number of compute nodes. A large number of replicated
packets overloads the management network in InfaaS-AP. The
proposed module queries only the compute nodes running the
controller, thus fewer packets are sent than avahi.
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Abstract—In this paper, we present a new framework for
parallel and distributed processing of real-time text streams capable for executing NLP-Natural Language Processing algorithms.
The focus is set on acceleration based on attention for building
the topology, and not on the individual NLP algorithms. We
elaborate the configuration of our specific use case and discuss
the reduction of the time required for system configuration in
order to use the benefits of virtualization and containers.
Research hypothesis: We can process more text tuples per
unit time using the newly developed framework for an algorithm
that divides the sequential algorithm into smaller jobs and
tasks including tokenization, part of speech tagging, stopwords,
sentiment analysis, where each of these individual jobs are specific
nodes in the Apache Storm-based topology.
We have conducted an experimental proof-of-concept and
found the optimal configuration confirming the validity of the
hypothesis.
Keywords— framework; real-time processing; natural language
processing; parallel processing; distributed processing

I. I NTRODUCTION
The huge amount of textual data that is generated and the
great development of natural language processing algorithms
provide a wide range of possibilities. Applying a Natural Language Processing (NLP) algorithm over a real-time text stream
is a computationally complex problem, especially when a large
amount of text tuples needs to be processed. Implementation
of a certain degree of parallelism is necessary to cope with the
real-time processing demands of the high speed of incoming
texts.
One approach is to use fine-grained parallelism that could
yield acceptable speedup, but in some cases, this requires
an understanding of complex linguistic phenomena or how
the algorithm is working at the fine-grained level [1]. This
approach requires specific knowledge of the algorithm and
knowledge of the NLP field.
Although all existing parallel and distributed systems provide a lot of processing speed, an additional learning curve
is initiated, to change the platform or language, since they do
not allow direct implementation of the Python programming
language as the most widely used development environment
for NLP algorithms. This would mean either adapting existing
algorithms or completely re-implementing existing Python
algorithms, which is our initial motivation for this research.
The developed framework specified in this paper uses the
Apache Storm environment to provide low latency, message
delivery guarantee, and fault tolerance [2]. However, the
main languages in which Apache Storm-based programs are
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developed are Java and Scala, which do not directly provide
an environment for developing NLP-based algorithms with
Python.
In this paper, we present a new framework with the specification of an initial system configuration in a container,
which will provide an environment to write NLP algorithms
in Python to be executed on the Apache Storm-based infrastructure and cluster.
We aim at testing the validity of the following research
hypothesis: We can process more text tuples per unit time with
the newly developed framework, just by dividing the sequential
algorithm into jobs that include tokenization, part of speech
tagging, stopwords, sentiment analysis, if these individual jobs
are nodes in the Apache Storm-based topology.
To verify the validity of this hypothesis, we will realize a
prototype implementation, test the performances and compare
it to the conventional methods. We will first measure the
time required for the different loads, a different number of
text tuples on the sequential implementation. Then the same
sequential algorithm divided into jobs as tokenization, part of
speech tagging, and placement of each job in a different node
from the Apache Storm topology and we will measure the
execution time for the corresponding loads. The hypothesis
can be confirmed if the number of processed text tuples per
unit time is increased.
The rest of the paper is organized according to the following
structure. Related work and findings in the specific field are
presented in Section II. The system architecture is described
in Section III illustrating the significance of the Apache Storm
topology and our framework approach to built topologies as
a crucial acceleration construction. Section IV elaborates the
experimental environment and methods. Results are evaluated
in Section V and discussed in Section VI. Finally, Section VII
addresses the conclusions and gives directions for future work.
II. R ELATED W ORK
The field of real-time NLP applications is attractive for
a large number of researchers. Some of them are aimed at
speeding up NLP algorithms but there is also a lot of research
potential to parallelize or distribute the processing at different
processing instance for large amounts of textual data [3].
This acceleration approach where the processing takes place
on several different processing instances gives much better
results [4].
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Although parallelization at the level of NLP algorithms can
give quite good results, for real-time systems it is necessary
to perform the same operation over multiple texts that arrive
in parallel. One such architecture was developed with the
help of Apache Storm [2], where each text operations such
as tokenization, part of speech tagging, named-entity recognition, stemming, lemmatization are defined as a node in the
Apache Storm topology, so that multiple documents can be
concurrently processed in different parts of the topology. Some
nodes have multiple instances [4].
Two architectures have been proposed to handle large
amounts of text, one of which uses the Apache Storm topology
and the other uses batch processing, but batch processing is
not in line with what we need, and that is text data flow
analysis in real-time [5]. A system called STREAMIT has
been developed which is used for visualization of streams
of textual data in real-time, i.e. for monitoring streams of
textual data. This system uses graphics cards with the help
of CUDA implementation. The algorithm is executed on
individual distributed threads on a grid of CUDA blocks.
Each thread accesses shared memory that can write the results
needed to visualize the text streams [6].
Several real-time event detection systems analyze data
streams coming from social network messaging. One such
system detects traffic from Twitter and analyzes the stream
by Twitter API and Waikato Environment for Knowledge
Analysis (Weka) [7]. Another example is the scalable and
distributed event detection system has been developed using
Storm topology and Twitter text streams [8].
Trendminer is an architecture for real-time analysis of social
media texts implementing the concept of graph and nodes as
processing units that can run concurrently executing parallel
tasks with Java API and Hadoop. This system manages with
a cluster of 6 machines, a total of 84 virtual cores, through
42 physical cores, to process data from the order of all daily
tweets [9].
Another approach to speed up text processing [10] and
accelerate text classification implements individual NLP algorithms or fine-grained parallelism using SVM enhanced
by multithreading and CUDA. Parallel algorithms for preprocessing of social networking data based on NVIDIA CUDA
and Hadoop map reduce architectures were compared for their
implementation [11] to explore their benefits and drawbacks.
III. S YSTEM ARCHITECTURE
The sequential approach is mostly used for applications
that process a small amount of textual data or are not realtime processing systems for textual data. However, this is
not recommended for applications that have a stream of text
data as input. These applications need to perform NLP-based
algorithms on an incoming textual data stream and output the
results to a file, database, or visualize them. For these systems,
we need a completely different approach.
Apache Storm meets such requirements as a distributed realtime computing system. The main component of the Apache
Storm is the topology. One topology is in the form of a direct
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Fig. 1. Sequential NLP processing.

acyclic graph (DAG). The nodes in the graph can be spouts
or bolts. Spouts are nodes from which the data stream comes,
and Bolts are the processing nodes. The storm cluster consists
of a master node (Nimbus), and multiple worker nodes. Each
worker node has a supervisor who is in charge of managing the
processes in the node. Another important part of an Apache
Storm cluster is the Zookeeper cluster, which coordinates work
between the master node (Nimbus) and the worker nodes.
Apache Storm manages most of the things for us but still
needs some configuration and has a learning curve.
One of the basic issues is the problem that the whole
Apache Storm-based system is primarily intended for the Java
environment. However, most ML-based algorithms, especially
natural language processing, are written in Python. We will
use the Streamparse Python library to run Python code against
real-time streams of data via Apache Storm. Primarily Apache
Storm supports many programming languages but as a proof of
concept, Streamparse solves many of the associated problems.
Sequential processing is suitable for small textual data or
data that does not have real-time requirements. Fig. 1 shows
the sequential way of processing textual data used in our experiments to compare and obtain the final results. We specify an
NLP node as a processing node used for pre-processing such as
tokenization, stopwords, lemmatization, stemming and others,
or a certain NLP algorithm, such as named-entity recognition
(NER), part of speech tagging (POS), classification, sentiment
analysis, text to speech.
Apache Storm-based topology for real-time stream NLP
processing used in our approach is presented in Fig. 2. The
topology starts with a spout, which is a stream of textual
data. This is followed by the pre-processing section. tokenisation, stopwords, and lemmatisation/stemming. These three
bolts, processing units can have multiple instances, so here
we have the parallelization of pre-processing. Each tuple,
independently of the others, flows through pre-processing part
and continues to a bolt for sentiment analysis. So the tuples
with positive sentiment continue to one branch and those with
negative sentiment continue to another branch, introducing
parallel and distributed processing tasks of text tuples. Finally,
the results are written in separate files. Each of the nodes in
the topology runs a specific NLP job executed as a parallel
task in our framework. The specific implementation of each
individual NLP job affects the overall processing performance.
Parallelization of tokenization part and implementation details
of tokenization are beyond the main focus of this research
since we aim at exploring job-level parallelism.
Data independency of particular tasks is analyzed when
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Fig. 2. Real time NLP topology

building a topology, and for efficient parallelization, it is
important that a particular node is independent of previous
processing nodes. Nodes that execute certain work and are
independent of previous nodes can be efficiently parallelized
in various ways. Therefore, prior to approaching the addressed
problem, it is good to be able to define the processing units
(nodes) including units for tokenization, stopwords, classification in order to analyze the data dependency and to determine
whether they are dependent on the other nodes.
The data dependence analysis for this specific system architecture showed the following nodes: tokenization, stopwords,
lemmatization / stemming are sequentially dependent on exchanged data. However, we can exploit parallelism to execute
multiple instances on the same node, due to independent tuples
that move through the nodes. Parallelism after the sentiment
node can be exploited for text tuples in such a way that those
tuples with positive items will continue to one branch of the
topology and the negative ones to the other branch. Note
that the whole topology is executed over an Apache Stormbased cluster which can have more than one machine (physical
or virtual) and each machine will execute multiple processes
requested by the operating system.
The whole process of creating an NLP pipeline is explained
with a certain level of abstraction. To create the topology, we
use the streamparse library that provides tools to configure
the number of bolts (parallel processing units), so that we can
parallelize the same job, i.e. write how many instances of bolt
node will be instantiated.
Then we create an Apache Storm cluster by creating a
master node (Nimbus), worker nodes and a zookeeper cluster.
This means that on each machine in the cluster we need
to install and configure the necessary requirements as well
as network connections. These requirements include Apache
Storm requirements as well as NLP requirements.
Finally, the topology is deployed to the cluster. This type
of processing of a large amount of text data implies that the
processing of individual nodes should be as fast as possible.
Each node will work on one NLP job, and if it is about certain
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ML-based algorithms, it is best for them to be pre-trained,
which is only to be used for prediction.
The node with sentiment analysis from Fig. 2 will use a
pre-trained model from the NLTK library [12].
The intention of this Framework is to speed up the processing of text tuples, not to develop new methods in the field of
Natural Language Processing. One of the recommendations
is to use the principles of Transfer Learning [13], so that
in each of the nodes in Strom Topology that do a certain
NLP job for which a model is needed, to load the pre-trained
model for each node separately. Using pre-trained models,
libraries, and NLP toolkits will make the code cleaner and
easier to understand. Because the cluster management process
is more complex and can create problems with different virtual
environments on different worker nodes. The Apache Storm
Framework itself balances the work in the cluster nodes
but still, a careful approach is required to use certain NLP
algorithms in individual nodes.
IV. E XPERIMENTAL METHOD
The system specification to conduct experiments in this
research is specified in Fig. 3. A virtual machine with a
docker is installed on the system. The number of virtual CPUs
assigned to this virtual machine is 4. Docker container contains
the Apache Storm system and streamparse library that runs

Fig. 3. System specification
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W
Ttotal (W )

(1)

To evaluate the impact of introducing the parallelization
algorithm, for each of the experiments we measure the response time TS (W ) and TP (W ) respectively for the sequential
and parallel version for a specific load W , and calculate the
speedup S(W ) of the Storm topology with respect to the
sequential NLP pipeline by (2).
S(W ) =

TS (W )
TP (W )

1600
1400
1200

V. E VALUATION OF RESULTS

800

400
200
0

Text tuples
Sequential NLP

Framework spout =1, bolt=2, p=2

Fig. 4. Execution time for the Sequential NLP and Parallel Apache Stormbased experiments.

tuples results in a linear increase of the execution time for the
Sequential NLP experiment.
It is important to note that the initial results in Fig. 4 are
obtained with 1 spout which emits tuples, 2 bolts realized as
parallel processing units where the sentiment analysis takes
place, and 2 worker processes. With this configuration, the
speedup ranges from 2.2 to 2.8, as presented in Fig. 5.
VI. D ISCUSSION
Next, we analyze the impact of spouts, bolts, and worker
processes on the overall performance.
Achieved performance for different configuration of spouts,
bolts, and worker processes is presented in Fig. 6. Fig. 7
presents the calculated speedup relative to the sequential
algorithm of different configurations.
We observe that the execution time increases linearly for
all configurations as long as the workload W increases. The
2.9

(2)

We expect that the speedup is higher than 2 assuming that
at least two branches will introduce the impact of parallel
processing.

1000

600

2.8

2.7
Speedup

v(W ) =

1800

Seconds

Python code against real-time streams of data via Apache
Storm. This type of virtualization with containers allows an
environment to use Apache Storm and write NLP algorithms.
So we focus on how to build topologies as illustrated in the
example Fig. 2.
Two approaches define our experiments as sequential and
parallel NPL.
• Sequential NLP is a Python script in which the text tuples
are processed sequentially and each of the text tuples
moves through the pipeline - tokenization, stopwords,
stemming, sentiment analysis. The sequential NLP experiment uses a Python-based algorithm, pre-processing
and sentiment analysis are performed sequentially.
• Parallel NLP model specified by the Apache Storm-based
topology with spouts, bolts, and worker processes.
– First, a comparison of the sequential and parallel
approaches is made. The initial configuration of
Apache Storm was bolt=1, spout=2, worker process=2.
– Second, a comparison of different configurations for
spout, bolt, and worker processes was made, and
their respective speedup.
Input in both experiments are text tuples with an average
length of 280 characters, as a standard length used in social
networks, so the posts have a maximum size of 280 characters.
Total execution time is measured for each experiment as
response time (latency) Ttotal to finish the whole task.
Different experiment tests are specified with various execution workloads W of 5.000, 10.000, 15.000, 20.000, 25.000
... 150.000 text tuples respectively as input.
To evaluate the performance we calculate the achieved speed
v reached for a specific load W by (1).

2.6
2.5
2.4
2.3
2.2

The results of both approaches are obtained and performed
on the virtual machine illustrated in Fig. 3 with a goal to analyze the performance of real-time natural language processing
of text tuples.
Fig. 4 presents the results of execution time versus various
inputs for both experiments. Increasing the number of text
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2.1

Text tuples

Fig. 5. Achieved speedup for the experiments
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Fig. 6. Different configuration of spouts, bolts, and worker processes

highest achieved speedup in the range 2.2 to 2.8 is achieved
for the configuration specified by spout = 1, bolt = 2 and
p = 2 (worker processes).
Note that the speedup slightly decreases after 115K text
tuples, although its value is over 2.2.
The main parameters to pay attention are the number of
spouts, bolts, and worker processes. A worker process executes
a subset of a topology. An executor is a thread that is spawned
by a worker process. The worker process belongs to a specific
topology and may run one or more executors for one or more
components (spouts or bolts) of this topology. So the number
of worker processes, spouts, and bolts affect the number of
processes and threads that are created. A different number of
spouts, bolts, and worker processes will give different results.
According to the Apache Storm documentation, the number of
threads that will be created per worker process is calculated
by dividing the number of spouts and bolts by the number of
worker processes.
(spout + bolt)
= threads
p

(3)

According to (3) we can calculate number of threads per
worker process.
• spout = 1, bolt = 2, p = 2
2 threads per worker process
2 worker processes, 4 threads
• spout = 1, bolt = 8, p = 1
9 threads per worker process
1 worker process, 9 threads
• spout = 1, bolt = 4, p = 4
2 threads per worker process
4 worker processes, 8 threads
The experiment was conducted on a virtual machine that
uses 4 cores, and this is why for this case the optimal
configuration is spout = 1, bolt = 2, p = 2 which produces
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spout=1, bolt=8, p=1

spout=1, bolt=4, p=4

Fig. 7. Achieved speedup for different configuration of spouts, bolts, and
worker processes

a total of 4 threads. Increasing the number of threads reduces
performance and also allows the process to have unpredictable
execution times, and occasional performance drops. Also, a
large number of worker processes and threads can result in
out of memory exception, because we have limited working
memory in each of the nodes in the Storm cluster.
In this research, we found that the best performance for this
implementation and system specification of a 4-core virtual
machine is achieved by using 2 worker processes with 2
threads each, a total of 4 threads.
VII. C ONCLUSION
A larger number of text tuples processed per unit time can
be obtained by dividing natural language processing sequential
algorithms, into smaller jobs, which can be tokenization,
stopwords, part of speech tagging, named entity recognition,
sentiment analysis, each of those jobs can be a node, boltprocessing node, in the Apache Storm topology.
This can be achieved with the Python programming language and the proposed framework, leaving the same implementation of NLP algorithms. The change that needs to be
made in order for the sequential algorithm written in Python
script to be processed by the framework is to install a docker,
instantiate a container with the initial configuration of Apache
Storm, and streamparse.
The customization of the code would be as follows:
•

•

From the Python script where the sequential version of
the code is written, take the part with the stream source
and insert it into the spout node of the Apache Storm.
For each of the defined NLP jobs make a Bolt-processing
node in Apache Storm.
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Configure the Apache Storm for a specific cluster and
configure the number of bolt-processing node instances
for each NLP job.
Therefore the validity of the research hypothesis is confirmed and an experimental proof-of-concept is provided we
can get quite significant accelerations with this framework
and with relatively little knowledge of implementation details
about NLP algorithms, also working in the Python environment which is known for developing NLP algorithms. The
final benefit is that we can take advantage of the libraries and
large toolkits that already exist.
As a part of future work, we plan to conduct more experiments to find the optimal number of spouts, bolts, and
worker processes for each implementation and system specification.
Future research will reveal answers about scaling the system
and trying out different configurations for the Apache Storm
cluster.
•
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Abstract—This paper examines the problem of parallelizing
neural network training using the back-propagation neural
network, as a breakthrough example in the field of deep learning.
The challenge of our solution is to twist the algorithm in such a
way so it can be executed in parallel, rather than sequentially. In
this paper, we test validity of a research hypothesis if the speed
can be increased by parallelizing the back-propagation algorithm
and keep the same accuracy. For this purpose, we developed a
use-case of a handwriting recognition algorithm and conducted
several experiments to test the performance, both in execution
speed and accuracy. At the end, we examine just how much it
benefits to write a parallel program for a neural network, with
regards to the time it takes to train the neural network and the
accuracy of the predictions. Our handwriting problem is that of
classification, and in order to implement any sort of solution,
we must have data. The MNIST dataset of handwritten digits
provides necessary data to solve the problem.
Index Terms—message passing interface, neural network,
handwriting recognition, multilayer perceptron, parallel processing, distributed processing

I. I NTRODUCTION
We live in a world where everyone has a smartphone at
their disposal and can write anything that comes to mind
on it. Even so, that world is still, and will continue to be
filled with handwritten notes, texts and descriptions. The prime
example are schools where students write their notes in paper
notebooks, rather than on their smartphones. Some students
are naturally good at organizing their handwritten notes, but
some prefer them to be in a digital format in which they
could store them in a cloud, manipulate them etc. Instead of
having to rewrite all of their notes, with an app for handwriting
recognition one could just scan or take a picture of a page of
a notebook, feed it to a piece of software that would be able
to process the image and give the written text as output. Said
output could then be processed and stored as per the user’s
desire.
Using machine learning (ML), researchers have actively
been developing new and refining old ways of recognising
handwritten text. One of, if not the biggest breakthrough in
the field of ML is the multilayer perceptron algorithm, more
commonly called a neural network (NN).
Of course, computer scientists would like to speed up and
optimize the process, if even just a little bit. The idea for
optimizing the training process of the NN is to run it in parallel
on multiple CPU cores, or even (if the hardware is present)
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on multiple workstations. Naturally, we also have to check the
accuracy of the neural network trained in parallel, and how it
compares to the accuracy of the sequentially trained NN.
The hypothesis we make is loosely based on the No-FreeLunch Theorem, in the sense that there can’t be a one-size-fitsall solution to all problems. More concretely, the assumption
is that there will have to be a trade-off between execution
speed and prediction accuracy. This hypothesis is validated by
measuring the time the algorithm takes to finish training the
NN sequentially, in contrast to the parallel execution. After the
different training sessions, the prediction accuracy is checked
on the test set. Our expectation is that it will be slightly
lower for the parallel implementation, due to the fact that the
algorithm will not converge in a conventional sense as it would
if it ran sequentially.
There have been multiple approaches to parallelizing a NN.
Petchick et al. [1] explains four approaches in order of level
of granularity, from training session parallelism, to weight
parallelism. Training session parallelism consists of no communication between the processes, providing zero overhead.
Weight parallelism is the finest grained solution. With it, the
input from each synapse is calculated in parallel for each node,
and the net input is summed via some suitable communications
scheme. Our solution is based on the exemplar parallelism
approach which provides little communication overhead and
is very suitable to our experimental environment.
In Section II, we start by examining some related scientific
papers regarding the problems of NN, handwriting recognition,
and parallelization, and how they relate to this paper. Then, a
basic overview of our solution is presented in Section III, first
by going over existing knowledge of standard NN structure,
followed by a bird’s eye view of the parallel architecture.
The implementation is discussed in Section IV providing an
explanation of a standard sequential implementation for the
NN classification problem, a parallel implementation, and by
giving details on the specific environment being used to run
the tests and provide our results. In Section V we compare
the results generated by the different implementations, and in
Section VI we asses the impact and worth of our solution.
II. R ELATED WORK
The invention of neural networks has been one of the
biggest breakthroughs in AI and ML. Heckt-Nielsen [2]
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Fig. 1. Backpropagation NN structure

presents a survey of the basic theory of the back-propagation
NN architecture covering architectural design, performance
measurement, function approximation capability, and learning.
One of, if not the most, useful applications of neural networks
is in pattern recognition. Pao [3] has elaborated the nature of
the pattern-recognition task and adaptive pattern recognition
(and its applications) as one of the most useful applications
of AI.
One application in which pattern recognition would be right
at home is in the recognition of handwritten text. Graves
and Schmidhuber [4] combine two recent innovations in NN,
multidimensional recurrent NN and connectionist temporal
classification [5]. They introduce a globally trained offline
handwriting recogniser that takes raw pixel data as input.
Unlike competing systems, it does not require any alphabet
specific pre-processing, and can therefore be used unchanged
for any language.
AI requires huge computational power for processing. Seeing as microprocessor manufacturers have struggled to increase the raw computational power of CPUs, the relevancy
of Moore’s Law has slowly been fading. This in turn has
increased the need for engineers to think of new ways to
increase the amount of computation that is possible in a finite
period of time. This is where parallel computing comes in with
[6] and [7], introducing new paradigms for parallel algorithm
design, performance analysis and program construction. Akl
[8] surveys existing parallel algorithms, with emphasis on
design methods and complexity results. Parallelizable optimization techniques are applied to the problem of pattern
recognition and learning in feed-forward neural networks by
Kramer [9].
III. S OLUTION OVERVIEW
A. Neural network structure
Our solution is designed using the standard multilayer
perceptron NN, also known as a backpropagation NN shown
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in Fig. 1. The NN consists of an input layer of nodes (perceptrons), an output layer of nodes, and at least one (usually
more) intermediate layer. To keep things simple, we will train
NNs with only one hidden layer. The network is trained on a
data set consisting of (xi , yi ) pairs where xi is a feature vector
used as an input, and yi is the true output, or the ground truth,
for that feature vector.
A node in the ith layer of the NN is connected to all nodes
in the (i + 1)th layer. The connectors that connect a node in
a layer to the nodes in the next layer have assigned weights
wij . We denote by xij the ith input to the node j. A node in
one layer takes all of the products xij wij that come as inputs
from the previous layer, computes their sum zj and uses it to
compute the output (or the input to the next layer).
The NN learns by comparing the computed output with the
true output, and adjusting the weights of the nodes accordingly
so the computed output is the same as the desired one (if the
computed output is already the true output, no adjustment is
done). The changes to the weights propagate back through
the network (hence the name) up until they reach the input
layer. The algorithm stops after a full epoch without change
in weights (sometimes we stop the algorithm prematurely
to combat the problem of overfitting to the training set).
Sometimes the outputs of the problem are not uniformly
distributed among the population of the input/output pairs. For
this reason we need a BIAS node with its own weight assigned
to it, at each non-output layer, that has no inputs going into
it. If the population is biased towards a certain output class,
the BIAS allows us to skew the evaluation function so that we
can better predict the true output.
B. Parallelization
There are multiple strategies to implement a parallel solution for the backpropagation NN. Some of the main strategies
are discussed by Pethick, Liddle, Huang and Werstein [1]. We
will go with the ”preferred technique” according to Rogers
and Skillicorn [10], which is exemplar parallelism, also known
training example parallelism. In essence, the training set is
split into disjoint subsets and each running process (a thread,
microprocessor or separate machine) works on only one subset. The processes need to start with initial states identical to
each other, meaning the weights associated with each node
need to be the same. Usually this means that every weight at
the beginning is set to 1. At the end of the training, the changes
are combined and applied together to the neural network by
averaging them out. The diagram for this parallel solution
approach is given in Fig. 2.
Two advantages come to mind when we think about this
approach to parallelizing a NN. First is the small overhead
that occurs because of the communication between processes.
Namely, the processes only communicate at the beginning to
distribute the data, and at the end of the training to average
out the weights, so relatively few messages are generated. The
second advantage is the speed-up during the training phase.
Since the data set is split into n smaller subsets si , where
i = 1, 2, ..., n, the time it takes to go through an epoch is the
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Fig. 2. The parallelization method. The dataset is split equally among the processes, each process trains its own neural network, and at the end all the
processes average out their weight vectors.

maximum of the times ti it takes to iterate through a subset si ,
or tepoch = max(ti ). A disadvantage to this approach is that
it does not provide a performance increase at the layer level,
meaning that no two nodes in the same process, working on
the same subset of data, work in parallel.
IV. E XPERIMENTAL METHODS
For the purposes of this research, we will conduct two
experiments that correspond to two implementations for the
handwriting recognition back-propagation NN. The first one
will be a classical sequential solution and the other will be
a parallel implementation. For both experiments, we will use
Python with its scikit-learn library which includes the tool
needed for training NNs, MLPClassifier.
For the sake of simplicity, the dataset we will be using to
train the NN is the MNIST dataset [11] of handwritten digits
which includes 60,000 labeled 28x28 images of handwritten
digits in its training set and 10,000 images in its testing set.
Only the first 6,000 data points will be used for the training in
our experiments. The implementation can easily be extended
to use the EMNIST dataset [12] which also includes images
of handwritten letters.
A. Sequential implementation
The sequential implementation is executed conventionally,
starting by reading the training and test data from csv files
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in the format (y, x1 , ..., x784 ) where y is the digit that corresponds to the image represented by the pixels denoted by xi
where each digit xi holds values from 0 to 255 representing
the amount of the color black in the pixel, 0 being all white
and 255 being all black.
The dataset will be split into training and test data sets,
The training subset will be used to train a vast variety of
classifiers, each having a different number of neurons in their
hidden layer, and each being run with a different number of
epochs. The number of neurons in the hidden layer and the
number of epochs will vary in the interval from 50 to 100.
The test set will be used to determine which of the classifiers
has the most optimal accuracy to training time ratio.
The goal is to find a NN model that is easy and fast to train
but makes the most accurate predictions possible. Note that
sometimes the most accurate classifier is not the best choice
because it may take longer to train than it’s worth. For this
reason, the actual classifier that will be used on the parallel
implementation will be the classifier which has most optimal
accuracy to training time ratio.
B. Parallel implementation
In development of a parallel implementation, the goal is
to take the training set and distribute it evenly among the
processes in the pool. The master process, usually the one
with rank = 0 is responsible to read the data, to determine
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the number of training examples per process and to scatter
the data among the other processes. After each process has
their share of the training data, they can begin the training
independently of each other. First they initialize their own
classifier. Afterwards, each process begins fitting training its
NN to its respective subset of the training data.
When the processes are finished, they need to send their
weight matrices to the master process whose job is to compute
an average for each respective element in the different weight
matrices, and produces an all encompassing weight matrix for
the neural network. The master process then uses the test data
to predict the class of each test example, comparing it with
the real class and thus, determining the accuracy of the neural
network.
The main tool that will help us write the parallel algorithm is
the Python library mpi4py that offers the means necessary to
write a parallel program using the Message Passing Interface.
C. Experimental environment
The solution is implemented in such a way that it can be
executed on any multiple processor configuration, so long as
the data can be split evenly among the processes the algorithm
is started with. For example, our training data consists of 6,000
training examples, meaning that the program should be started
with a number of processes n, such that 6,000 is divisible by
n. For our testing purposes, we will use a system with an i79750H six core CPU and 16GB of RAM. The algorithm will
be run three times, with n = 2, n = 4 and n = 6 processes
respectively.
Out of the family of classifiers described in the sequential
implementation, we will select the optimal classifier to use for
the parallel implementation. That classifier should provide a
good balance between the accuracy of the predictions, and the
time it takes to train.
To asses the value of our exercise in parallelization, we
introduce an impact f actor parameter, defined by (1).
prediction accuracy ∗ s1
(1)
training time ∗ s2
The parameters s1 and s2 represent significance factors. For
the purpose of this paper, we will assume equal importance
between prediction accuracy and training time by setting
s1 = s2 = 1. This is not always the case in practice. Usually,
the trade off between time and accuracy will vary from
situation to situation and so the significance parameters would
have to be set accordingly. The impact f actor parameter
defined as such, can provide a numerical representation of
the benefit regarding the parallelization of the neural network
algorithm.
The impact f actor parameter defined as such, provides a
numerical representation of the benefit regarding the parallelization of the neural network algorithm.
impact f actor =

V. R ESULTS
A. Sequential implementation
Running the script that contains the sequential algorithm, we
observe the time it takes to train all of the individual classifiers.
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Fig. 3. A 3D mesh presenting the training time with respect to the hidden
layer size and number of epochs

Fig. 4. A 3D mesh presenting the accuracy with respect to the hidden layer
size and number of epochs

Fig. 3 presents a mesh of all the classifiers and how the training
time reacts almost linearly to different hidden layer sizes and
different epoch numbers. Note that the results are not exactly
linear due to the nature of how operating systems schedule
tasks. Each time the code is executed, the measured time will
be different. We conducted five test runs and calculated an
average.
When it comes to the accuracy of predicting the test set,
the same type of mesh is given in Fig. 4, where the accuracy
reacts very differently to epoch numbers and hidden layer
sizes, from the training time. As we add more neurons to a
classifier’s hidden layer and we increase the number of epochs,
we can surmise that the time it takes to train it isn’t worth
the negligible increase in accuracy we get. The numerical
representation of these results is given in Table I.
The defined impact factor parameter shows that the best
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TABLE I
I MPACT FACTORS FOR DIFFERENT MLP CLASSIFIERS
Hidden layer
50
50
50
50
50
65
65
65
65
65
75
75
75
75
75
85
85
85
85
85
100
100
100
100
100

Epochs
50
65
75
85
100
50
65
75
85
100
50
65
75
85
100
50
65
75
85
100
50
65
75
85
100

Time
7,2142
9,2273
10,5781
11,0793
11,324
7,5223
8,3173
8,2403
8,2412
8,1574
5,4276
5,7881
5,3966
5,5618
5,5589
6,4337
6,5464
6,2227
6,353
6,275
8,2521
8,0113
7,8782
8,0304
8,0716

Accuracy
85,8985
87,2587
87,6787
88,1088
88,1088
85,6985
88,3188
88,3188
88,3188
88,3188
88,2288
88,2288
88,2288
88,2288
88,2288
89,6289
89,6289
89,6289
89,6289
89,6289
89,4989
89,4989
89,4989
89,4989
89,4989

Impact
11,9068
9,4564
8,2886
7,9525
7,7806
11,3925
10,6186
10,7178
10,7167
10,8267
16,2552
15,2429
16,3487
15,8633
15,8714
13,9311
13,6911
14,4034
14,108
14,2834
10,8454
11,1715
11,3603
11,1449
11,088

Fig. 6. Speedup versus different numbers of processes

Fig. 7. Prediction accuracy for the sequential and parallel algorithms

Fig. 5. Training time for the sequential and parallel algorithms

trade-off in terms of accuracy and training time is accomplished using a classifier with 75 neurons in its hidden layer,
with a number of 75 epochs. Such a classifier gives a reasonably good accuracy of 88.23 percent using about 5.39 seconds
to train, and therefore, it is used in our parallel implementation,
to test if and how much of an increase in speed we can gain,
whilst keeping the accuracy in check.
B. Parallel implementation
With the parallel algorithm, interesting details come to light
about the speed with which the neural network is trained. We
are using a classifier identical to the optimal classifier from
the sequential implementation (recall that the optimal classifier
had 75 neurons in the hidden layer and a maximum of 75
epochs). The change in training time is presented visually in
Fig. 5. Our parallel program using 2 cores managed to train
the neural network in less than half of that of the sequential
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algorithm. Using 4 cores, the increase in speed from 2 to 4
isn’t as significant as that from 1 to 2, and the increase from
4 to 6 even less so. Increasing the number of processors, will
cause negligible increase in speed. The reason for this is the
nature of Amdahl’s Law [13] (Fig. 6), which concludes that
the speedup is limited by the sequential part of the algorithm
and not by the number of processors. With all of that taken
into account, these results, presented in Table II, are still an
improvement over the original sequential implementation.
The same can not be said, however, for the accuracy of the
predictions. Although not bad by any means, Fig. 7 presents
a slight drop-off from the sequential algorithm’s 88%, to this
parallel algorithm’s 85%, 82% and 80% accuracy, using 2,
4 and 6 cores respectively. This result is in line with the
hypothesis we presented in the introduction.
The impact f actor parameter determines the usefulness
of our experiment. Table II also presents the impact factor
for each of the executions with 1, 2, 4 and 6 cores. The
sequential algorithm’s impact f actor = 16.37 while for
the parallel algorithm running on 2 cores impact f actor =
31.89, for 4 cores impact f actor = 37.36 and for 6 cores
impact f actor = 38.93.
Even though the accuracy of our predictions went down
using the parallel training, the higher impact of the parallel
implementation tells us that the experiment was indeed worth-
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TABLE II
I MPACT FACTORS FOR DIFFERENT NUMBERS OF PROCESSES - NO
COMMUNICATION OVERHEAD

No. of processes
1
2
4
6

Training time
5,39
2.67
2.21
2.08

Accuracy
88.23
85.15
82.56
80.97

Impact factor
16.369
31.891
37.357
38.928

TABLE III
I MPACT FACTORS FOR DIFFERENT NUMBERS OF PROCESSES - WITH
COMMUNICATION OVERHEAD

No. of processes
1
2
4
6

Training time
5,39
13.67
13.21
13.08

Accuracy
88.23
85.15
82.56
80.97

Impact factor
16.369
6.229
6.250
6.190

handwritten digits. Although we achieved that speed up, it
came at the price of accuracy with the predictions. In the end,
these results prove that the hypothesis we presented in the
introduction can be considered as satisfied.
The algorithm of training neural networks is sequential in
its nature, so the end results make sense taking everything into
consideration. The experiment provided us with an interesting
insight into the world of neural networks and parallel computing and how, sometimes, you can’t have your cake and eat
it too. In order to accomplish something, some sacrifices also
need to be made, whether those be complexity, resources, or
accuracy.
This experiment proves useful as a jumping-off point for
further research. Priorities in said research would include
refining the computing of the final weight matrix of the trained
NN, rather than just averaging the weight matrices of the
separate NNs trained in the individual processes. We would
also like to explore finer grained solutions where the processes
communicate more often (during or after each epoch, rather
than just at the end of the training to computer the weight
matrix).
Lastly something that would likely provide an interesting
read, is the exploration of different ML algorithms. Perhaps
Naive Bayes classifiers, Decision trees, Linear and Quadratic
discriminant analysis (LDA and QDA), etc. could prove themselves to be better suited for parallel execution than NNs.
R EFERENCES

Fig. 8. The change of the Impact Factor for different numbers of processes
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Abstract—In the last decade or two, parallel computing has
solved a myriad of problems when it comes to speeding up the
problem-solving process. To deliver the necessary acceleration
of their product, application developers have turned to CUDApowered GPU parallel processing. One of the many uses of the
well-known NVIDIA parallel computing platform CUDA is to
enhance the performance of problems whose root comes from
speeding up database queries. The fundamental focus of this
paper is evaluating the performance of different parallelizing
techniques using the TPC-H benchmark. This is achieved by
parallelizing the ’SELECT’ queries that the benchmark offers
using the Open Multi-Processing (OpenMP) API (Q3, Q6, and
Q12 in particular), then parallel on the GPU using the previously
mentioned CUDA platform. Lastly, comparing the GPU’s performance with both sequential instruction execution and parallel
instruction execution on a CPU. This implementation resulted in
speedup ratios ranging from 2 to 4 when analyzing the CPUparallel code and ranging from 10 up to 558 when analyzing the
GPU-parallel code. Index Terms—ECG; CUDA; GPU; OpenMP;
Parallel Computing

I. I NTRODUCTION
The (TPC-H) is a decision support benchmark. It is defined
by the TPC (Transaction Processing Performance Council),
which is a non-profit corporation dealing with transaction
processing and database benchmarks. It consists of a few
ad-hoc queries and concurrent data modifications, presents a
decision support system that works on vast volumes of data,
executes queries with a high degree of complexity, and gives
answers to critical business questions.
The goal of this work is to implement and optimize the
TPC-H benchmark. First, the sequential implementation of 3
chosen queries from the benchmark (queries Q3, Q6, and Q12)
is proposed. Those queries are then optimized by parallelization, creating implementations in OpenMP and CUDA. The
implementation is executed on data obtained by the database
population program called DBGEN [1], supplied by TPC
for the TPC-H benchmark. DBGEN generates eight separate
ASCII files, each containing pipe-delimited load data for one
of the tables defined in the TPC-H database schema found in
the TPC-H specification [2].
Regarding the TPC-H specification, the final tests should
be made under an adequately chosen scaling factor. Because
of the extreme volume of data, scaling factors of 0.1, 0.2,
0.5, and 1 were used for the development process. The work
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presented in this paper focuses on CUDA technology and
finding a way to parallelize the sequential implementation of
the TPC-H benchmark efficiently. A short explanation about
using a Graphics Processing Unit (GPU) for general-purpose
computing and a few parallel techniques is also provided to
understand how the benchmark was implemented.
At the end of this report, a comparison of the results is
presented. The results are obtained by running the sequential,
OpenMP, and CUDA implementations. Conclusions about the
maximum speed-up are specified, according to the parallelization of portions of the sequential code. For the foreseeable
future work, further testing in search of the most optimal
thread combination will be done. Furthermore, we plan on
presenting the solution to all the TPC-H benchmark queries.
The paper is organized according to the following structure.
Section II presents related work, and Section III presents
background on GPU. Section IV is devoted to methods with
elaboration of our new approach and evaluation methods.
Results are presented in Section V and discussed in Section
VI. Finally, Section VII is concludes the research and gives
future work perspectives.
II. R ELATED W ORK
The focus of many research papers aims at the acceleration
of database operations and GPU computing.
Govindaraju and Manocha [3], present algorithms using graphics processing units (GPUs) to efficiently perform
database management queries. These algorithms use optimal
data memory representations and storage models on GPUs to
perform fast database computations. They show that the GPUs
can be used as a co-processor to accelerate many database and
data mining queries.
The importance of using a GPU to accelerate database
operations was exemplified by Bakkum, and Skadron [4]. The
authors accelerated SELECT queries by executing them on
the GPU using CUDA. By using the SQL parsing mechanism
to break down the queries and implementing a subset of the
SQLite command processor directly on the GPU for their
execution, they present that the queries execute 35 times faster
compared to those on the SQLite virtual machine, assuming
that the data would remain in a cache on the GPU.
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Using a GPU as a co-processor to accelerate database
systems has been addressed by Yong et al. [5]. By considering
how the GPU cooperates with the CPU, and its characteristics,
they propose a database accelerator named Galactica, whose
results outperformed the traditional database systems.
A new hybrid query processing was suggested by Shehbab
et al.[6] to accelerate the execution of queries with both GPU
and CPU. Their approach breaks down each SQL statement
into smaller queries followed by distributing different query
parts to be executed either on the CPU or parallel on the GPU
and CPU. Their results show that the approach achieves a
speedup of up to 39 times.
He et al.[7] use the GPU as a co-processor when executing relational query processing algorithms to accelerate the
queries. Their workloads include queries on data stored in the
GPU memory and TPC-H queries (including complex data
types and data sets more extensive than the GPUs memory).
Their results show that the GPU-based algorithms are up to
27 times faster than their optimized CPU-based counterparts
and GPU-only or CPU-only schemes.
Ngamsuriyaroj and Pornpattana [8] evaluate the performance of TPC-H queries on a MySQL cluster. They use
both inter-query and intra-query parallelism to achieve better
performance over the original MySQL cluster. The authors
evaluate all the 22 TPC-H queries’ performance, and with
this approach, the results illustrate higher throughput and a
significant improvement in execution time.
Rauhe et al.[9] use just-in-time compilation to execute
queries on the GPU while minimizing the synchronization
and transfer overhead. They also describe various patterns
used to build parallel execution plans. Their experimental
evaluation using a TPC-H subset shows that it is possible to
achieve an acceleration of up to 5 times compared to a CPU
implementation by using these patterns.
III. G ENERAL -P URPOSE COMPUTING ON G RAPHICS
P ROCESSING U NIT
Since their emergence as peripherals, the GPUs (Graphics
Processing Unit) have become the most potent computing
processors for the price they are sold for. Their architecture
makes them much superior to CPUs in terms of the flow rate
of operations performed. This is because a significant portion
of the CPU’s resources are being used for non-computing
purposes such as caching, predicting the program’s branching,
and so on, which implies that they are more focused on
maintaining the execution time of the sequential programs.
Owens et al., in the research for general-purpose computation
on graphics hardware presented in [9], examine the flow of rate
of operations performed on GPUs compared to the CPUs. This
research confirms that GPUs have a considerable advantage in
contrast to CPUs. This justifies the migration of applications
on the GPU regarding highly demanding applications in terms
of computational power.
The beginnings of General-Purpose computing on Graphics
Processing Unit (GPGPU) arise from using the GPUs’ tremendous computational performances that, for the first time, were
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Fig. 1. System architecture

applied when using the OpenGL library. Because this is an
arduous process, even for those who are reasonably familiar
with the GPU, NVIDIA developed the CUDA programming
model [10], a solution for general computing on GPUs. This
model is usually used to significantly decrease the execution
time of the previously-not and now-CUDA program. That
is done by Data-parallel calculations of millions of threads
running kernels. In this context, a kernel is a small program
that runs on a GPU. With the definition of kernels, the concept
of threads can be introduced. A thread is a collection of
parallel executions of a kernel invoked on a device. A thread is
executed by processing elements as part of a block. The blocks
provide a more coarse-grained decomposition of the index
space. The threads in the block execute the same kernel and
share local memory and block synchronization. Synchronization is a command that ensures that all previously enqueued
commands to a command queue have finished execution before
any following commands enqueued in the command-queue can
begin execution.
IV. M ETHODS
A. Our approach
For this research, we propose a system consisting of C++
programs for every query (Q3, Q6, and Q12) that read the
input from .tbl files. The programs mentioned above are then
executed in three different ways: sequentially (on a single-core
processor), parallel using OpenMP (on a quad-core processor),
and parallel using CUDA (on a GPU) (Figure 1).
The development of the solution starts with writing a C++
program that parses the input obtained from the specific SELECT query tables. The following task is creating sequential,
and OpenMP code for the query, these go together because it is
straightforward to parallelize the sequential code in OpenMP.
We can achieve the desired parallelization by writing a few
extra lines (directives). The third and final part is parallelizing
the queries on GPU using CUDA. It is also important to note
that the implementation will be developed under the TPCH specification guidelines [2]. The presented code can be
executed sequentially or in parallel, depending on how it is
compiled. The command for compiling the parallel binary is
g++ Q3.c -Wall -ansi -pedantic -fopenmp
If the ”–fopenmp” switch is omitted, all OpenMP directives
are ignored, and a sequential binary is obtained. Due to the
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difference in the implementation, we will analyze each query
separately.
1) Q3: This query retrieves the ten unshipped orders with
the highest value [2]. The full query can be found in [2].
In this query, three tables are used: customer, orders, and
lineitem. For each table, memory is allocated in an array
of floats whose size is associated with each table’s number
of records. The query’s sequential implementation uses three
for loops, each going through one table’s records (customer,
orders, or lineitem). All the tables are joined according to
some conditions in the WHERE clause, joining [c.custkey =
o.custkey] and [l.orderkey = o.orderkey].
We can satisfy this condition in our implementation by
adding an ”if-clause” testing all the equations and inequalities
between the records in the tables. This portion of code
produces a temporary array of joined tables according to
the conditions in the WHERE clause. The OpenMP parallel
implementation of this query uses the same source code with
the additional rows above each for loop defining the directive
for parallelization. To implement Q3 in CUDA, all three tables
that are populated by DBGEN need to be allocated in the host’s
memory, which are then filled in the input buffers (the pinned
memory). Besides the input buffers, one more buffer is created
for output results from the kernel executions. A coalesced read
is performed in each kernel to optimize the implementation.
Three kernels are used. The first kernel joins the data from the
tables: lineitem and orders according to the WHERE clause’s
associated conditions. The second kernel joins the data from
the table customer and the data output by executing the first
kernel, according to the remaining associated conditions in the
WHERE clause. The last kernel gives the final output.
2) Q6: This query quantifies the amount of revenue increase that would have resulted from eliminating specific
company-wide discounts in a given percentage range in a given
year [2]. The full query can be found in [2]. The query scans
only the lineitem table, over four parameters (l.extendedprice,
l.discount, l.shipdate, l.quantity) to get a sum of the product
(l.extendedprice * l.discount) in each record of the table,
meeting some conditions regarding the values of the mentioned
parameters. The sequential implementation of Q6 is achieved
by iterating through all the records in the lineitem table. The
table is allocated as a float 4xN matrix (where 4 stands for the
number of parameters in the table, and N is the number of rows
in the table) using one for-loop and by adding an if-condition
which is true whenever the WHERE-clause is satisfied and in
the end, summing over the records requested by the query.
Using the same function that implements Q6 sequentially
only differing in the OpenMP directive added above the for
loop for reduction over the variable that holds the sum, we
achieve the desired quad-core CPU parallelization. For this
implementation, the data from the population allocated in
the host’s memory is filled in a CUDA input buffer (pinned
memory). To not call (each iteration) the data from host
memory, for a coalesced read to be performed, the data is first
put in shared memory so a better optimization can be achieved.
The reduction algorithm is chosen according to [11]. Because
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the volume of data is quite large, only one level of reduction is
not enough. The output buffer will contain an array of sums;
each sum is a sum of calculations performed on calculations
of N iterations (where N is the number of the local-size). This
is why more levels of reduction need to be performed over the
output. This is done by setting the output buffer as an input
buffer and allocating an empty buffer for the output buffer for
the next level of reduction. The final result of the reduction
contains the sum, which is the expected data for the Q6 query.
3) Q12: This query determines whether selecting less expensive shipping modes is negatively affecting the critical
priority orders by causing more parts to be received by
customers after the committed date [2]. Also, for this query,
the full specification is found in [2]. The query uses two tables,
which are orders and lineitem. For both tables, the amount of
memory allocated is equal to the number of columns accessed
from that table multiplied by the number of rows. Again, the
sequential and parallel code using OpenMP differ only in the
directives added before the for-loops, so we will only explain
the sequential code.
Firstly, we used for-loops followed by an if-condition that
corresponds to the WHERE clause to set the values that
we are summing over to 1 or 0 depending on whether the
o.orderpriority condition is satisfied. Secondly, we iterate
through all the rows that satisfied the condition and calculate
the two sums using the previously assigned values. Q12
CUDA implementation does not differ much from the Q3
implementation. Instead of using three tables, only two tables
are populated by DBGEN (lineitem and orders) allocated in
the host memories, which are then filled in the input buffers
(the pinned memory). Also, one more buffer is created for
output results from the kernel executions. A coalesced read
is performed in each kernel to optimize the implementation.
Two kernels are used. The first kernel joins the data from
the tables: lineitem and orders according to the associated
conditions presented in the WHERE clause. The second kernel
calculates two sums according to the condition in the SELECT
clause.
B. Evaluation methods
As previously mentioned, we obtain the data by the database
population program DBGEN. This program takes one argument: the scaling factor for the data (scaling factor 0.1
corresponds to 100MB data, 1 corresponds to 1GB data).
Since we want to see how our programs behave on different
input sizes, we decided to include smaller data sets (100 MB),
200MB, 500MB, and the most extensive set we used is 1GB.
Furthermore, we evaluate the implementations for different
configurations of the cache memory on the GPU. We looked
for the number of threads and the grid/block combination that
execute the algorithm the fastest for each query and each
CUDA kernel. Given the inputs and memory configurations,
we evaluate the parallel algorithms’ execution speed and, in
the end, calculate and analyze the speedup ratio according to
(2).
P arallelExecutionT ime
(1)
Speedup =
SequentialExecutionT ime
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Fig. 2. Execution time of Q3

Fig. 4. Execution time of Q12

A. Q3 results
Figure 2 represents the performance of the Q3 algorithm.
Due to the query’s complexity, we decided to only go for a
scaling factor of 0.1 for this query. As portrayed in Figure 2,
the sequential execution of this query is almost unending. Its
Sequential execution 264,960.43 seconds which corresponds
to 3 days with an hour to spare. Then comes the OpenMP
execution, which, as expected, is faster, but it is still very
long, and in the end, we have the CUDA implementation for
which the following thread combination was used.
(n + BlockDim − 1)
(2)
BlockDim
The grid dimension given in (2) achieved execution time is
474.839 seconds. The combination mentioned above is the
combination used for all of the queries and all the scale factors
because that combination was the best out of a small number
of tried combinations.
GridDim =

Fig. 3. Execution time of Q6

To analyze the correct execution times, the programs were
executed ten times each, and an average was calculated.
V. R ESULTS
The implementations Q3, Q6 and Q12 were performed on
the following machine:
1) CPU: Intel(R) Core(TM) i7-8565U CPU @ 1.80GHz
2) RAM: Ramaxel 8GB 2400MHz DDR4 PC4-19200
non-ECC Unbuffered SoDimm OEM Laptop Memory
RMSA3260NA78HAF-2400
3) MB: HP ENVY x360 Convertible 15-dr0xxx
4) GPU: NVIDIA GeForce MX250
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B. Q6 results
In Figure 3 we can analyze the execution time of the Q6
query for scale factors 0.1, 0.2, 0.5, and 1. Even the sequential
execution of Q6 was fast compared to the other queries, which
is why we will analyze the times measured in milliseconds.
Despite this, we managed to achieve significant results for
this query as well. The sequential times are 7.4, 14.4, 27,
53 milliseconds, respectively. When measuring the OpenMP
program’s execution time, we got the following results for all
the scaling factors 3.4, 6.1, 11, 21 milliseconds. In the end,
the CUDA implementations measured execution time for all
scaling factors was speedy. Thus we will continue to analyze
the numbers in milliseconds. For the smallest data set, we got
a time of 0.57 milliseconds. For the 0.2, 1.447 milliseconds,
and for the 0.5 and 1 scaling factors, the execution times were
2.671 and 4.293 milliseconds.
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Fig. 7. Q12 speedup
Fig. 5. Q3 speedup

VI. D ISCUSSION

Fig. 6. Q6 speedup

C. Q12 results
What we can see in Figure 4 are the results from the
execution of Q12 sequentially, using OpenMP and using
CUDA. What we can analyze in the Figure are the execution
times for all the scaling factors mentioned above. Since Q12
has higher complexity compared to Q6, the execution times
were significantly longer. We got the following measurements
for the sequential execution: 339.751, 1141.634, 9279.23,
67826.328 seconds, and the last value is around 18 hours.
Using OpenMP, we got significantly faster results, 103.213,
548.362, 2436.582, 18367.464, which is still a tremendous
amount of time to wait for a single query to be executed. That
is why we also executed the CUDA implementation, for which
we got the results that follow 5.198, 10.347, 77.294, 253.923
seconds.
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Looking at the results for the full time of the CUDA
implementation, for all scaling factors 0.1, 0.2, 0.5, and 1,
a conclusion can be made that for small volumes of data,
executing the query on a GPU is not a smart way to go,
because the time spent for putting the data from host memory
to local GPU memory is too expensive. This proves that only
by working with extreme volumes of data, using the GPU is
justifiable. On the one hand, when using OpenMP, the highest
linear theoretical speedup we can achieve is the number of
cores our CPU has. Due to the architecture, we experimented
on, the highest speedup achieved with OpenMP is 3.8. On the
other hand, when using CUDA, the most significant overhead
is transferring the data from host memory to the local GPU
devices’ memory, and the execution is incredibly fast.
The most significant speedup we achieved using CUDA is
for the Q3 implementation, which was 558. What can be
perceived from the results is that when using a GPU for
General-Purpose computing, we achieve the desired results
very fast compared to the sequential or OpenMP counter-part.
When analyzing the speedup, we can look at Figures 5, 6, and
7, which portray the speedups for Q3, Q6, and Q12, with the
purple line being the OpenMP speedup and the green being
the CUDA speedup over the sequential execution time. Since
we wanted to see how our programs improve depending on
the scale factors, we can see a difference in the speedup for
different sizes for the data sets. For Q6, the OpenMP speedup
ratio is 2.18, 2.36, 2.45, 2.52, and the CUDA speedup ratio
is 12.98, 9.95, 10.10, 12.34. The OpenMP speedup ratio for
Q3 is 3.74, whereas the CUDA speedup ratio is the highest
we have achieved, and it is equal to 558. Furthermore, for
Q12, using OpenMP, we achieved a speedup ratio of 3.29,
2.08, 3.80, 3.69 for all the scale factors, respectively, and the
CUDA speedup ratio is 65.36, 110.33, 119.99, 268.46.
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VII. C ONCLUSION
This paper shows the potential of accelerating database SELECT queries by using OpenMP and GPUs. Using the CUDA
enabled GPUs as a co-processor can be a constructive way
of achieving huge speedup when executing simple SELECT
queries’ kernels on significant data volumes. We showed a big
gap between CPU and GPU processing, and it will probably
continue to increase as the GPU price decreases. The increase
in performance would most likely result in GPUs’ use in the
database systems to execute queries. As part of future work,
we plan to investigate further to find the most optimal thread
combination because only a minimal number of combinations
were executed and present the solution to all the TPC-H
benchmark queries.
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Abstract - The airport environment is an extremely
complex system with a large number of interdependent
factors. A large number of airports have limited
infrastructure capacity. One of the solutions to increase the
capacity and efficiency of the airport is spatial
infrastructure expansion. However, a large number of
airports are close to populated areas, and further expansion
is not possible. When implementing operational
infrastructure solutions, it is necessary to establish a
correlation between the Key Performance Indicators (KPI)
and the existing limiting factors of the airport and the
airspace in the vicinity of the airport. This paper will
describe the basic performance indicators important for
single-runway airports. Moreover, it will present the
scalable and modular aviation software solution. It is used
for simulation, allocation, and optimization systems for
airport airside. The possibilities of using the output of the
software tool and the quality of the datasets thus collected
for the application of different prediction algorithms will be
investigated. In this way, an attempt would be made to
achieve a synergy of simulation tools and advanced
algorithms. It will help decision-makers to determine the
actual complexity and limitations during the planning and
future investments.
Keywords – KPI, airport, performace, predition algorithm,
airside

I.

INTRODUCTION

Air transport currently helps to generate €766 billion in
economic benefits to Europe and nearly 12 million jobs
[1]. Lack of airspace modernization across Europe is
acting as a drag on economic growth and competitiveness
to the European economy. Inefficiency in European air
traffic management means unnecessary delays, increased
operational costs, and additional CO2 emissions.
In Europe, a large number of airports have limited
infrastructure capacity, and the traffic is limited to the
existing layout of commercial airports. Unless action is
taken, these issues will get worse as passenger numbers
in Europe increase from 891 million in 2015 to 1.35
billion in 2035. This will put significant pressure on
airport and airspace capacity [1]. Expansion of
infrastructure is in many cases impossible due to limited
spatial factors, such as the proximity of large cities or
environmental protection measures. Therefore, more
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efficient utilization of the existing infrastructure is
regarded as one of the key enablers for future air traffic
growth [2].
Single runway airport capacity is a serious problem for
many European airports, namely for more than one-third
of the 100 busiest airports [3]. Problems then arise when
airport capacity, especially airside (mainly runway)
capacity cannot cope with the increasing demand [4].
Most airports also have many limiting factors affecting
the airside performace. Two major factors affecting
single-runway airport operations are weather with low
visibility in the winter months and the proximity of high
terrain, which limits the freedom of aircraft movement at
lower altitudes [5]. Increasing the airport capacity and
performance is possible only by optimizing procedures
without upgrading the infrastructure. The increase can be
improved in several ways; however, metrics need to be
developed as a starting point for justifying investments
that would increase airside efficiency. For each airport
depending on the nature of its operation, it is necessary to
detect limiting factors, and select significant and
measurable KPIs (Key Performance Indicators). Airside
performance is affected by a large number of interacting
factors in three major spheres of airside activity:(1)
airport operations control (AOC), (2) maintenance
services, and (3) air traffic control (ATC)[6].
Airport system performance is a set of measurable
indicators that define the operational efficiency of an
airport. For validation and measurement of airport
performance, key indicators are used (KPI).
Identifying a set of easily understandable high-level
indicators (KPIs) enables interested parties:
• to understand airside aspects of air transport
performance network;
• to measure performance across airports and over
time;
• to position ATM performance within airside air
transport performance [7];
ICAO in the GANP (Global Air Navigation Plan) 2016
document defines 16 basic groups of key performance
indicators [8]. Each airport is individual, and some
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restrictions are specific only to that airport. Therefore, it
is very important to determine which factors are
important for a particular airport and what is the
connection between them. The model to be presented will
be part of the study before optimization measures or the
implementation of new technology.
The rest of this paper is organized as follows. Related
research will be presented in section II. Section III will
present the dataset used in CAST as the input for the
neural network algorithm. We will present the basic
features of the CAST software and its possibilities to be
used in synergy with a machine learning algorithm.
Section IV will describe the used model. In section V we
will discuss the results. Finally, some conclusions and
suggestions for further research are presented in section
VI.
II.

RELATED RESEARCH

The motivation for numerous papers in this research area
is made up of the following factors: optimization in terms
of safety, environmental protection, capacity increase,
and consequent cost reduction.
In addition to academy and researchers, the major
national regulatory and civil aviation authorities also
work on these problems. The two biggest are Air Traffic
Management (ATM) initiatives in Europe - Single
European Sky ATM Research [9] and U.S. - Next
Generation Air Transportation System (NextGen). They
set the targets for reducing the environmental impacts in
terms of noise, air quality, and climate change. One way
to achieve this is certainly airside optimization. There are
many papers dealing with airside optimization measures.
The scope of airside operation research covers airspace
and air traffic flow management, aircraft operation in the
terminal maneuvering area, and surface traffic operation
[10]. A large number of papers used either simulated data
or actual real data when analyzing the airside
performance. Researchers measured different parameters,
so in the paper [11], a comparative analysis of the results
has indicated significant differences in the system
efficiency for two airport airside area layouts with regard
to different ATM tactics.
Authors in [2] describe efficiency optimization measures:
aircraft, wake turbulence category, ATM performance,
aircraft fleet mix, and transferring air traffic demand to
alternative airports. Optimization often focuses on delays
in departures. In [12], authors conclude that keeping an
aircraft in a waiting position causes the aircraft to run on
the ground by almost a third of the time. This model aims
to reduce the ground time of the aircraft on the
maneuvering area by algorithms related to the allocation
of the optimal start time of the aircraft engine, i.e. the exit
of the aircraft from the position. The paper concludes that
the proposed KPIs are very useful for analysis of the
arrival aircraft sequencing and help to uncover
inefficiencies within the terminal maneuvering area
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(TMA)[13]. According to paper [14], macroscopic
methods with simplified approaches and generalizations
are limited suitable for a holistic approach, leading to a
lack of possibility to evaluate capacity enhancements. In
contrast, microscopic simulation-based models like
AirTOp or Simmod offer a very detailed modeling
approach mainly used for special cases or individual
airport scenarios. However, most research that used fast
time simulation methods in this area has analyzed how
individual parameters affect various outputs, without
taking into account the interdependence of individual
parameters. This research method could be misleading
because certain inefficiencies can be caused by several
factors that interact and are related to each other. Paper
[15] analyzes taxiway network around runways on
individual KPIs such as arrival runway occupancy time
and departure taxi times, while research [16] provides a
comprehensive assessment of the impact of surface
congestion on taxi times, fuel burn, and emissions
through analysis of the departing traffic data from four
major U.S airports. In paper [17] increasing traffic and
changing traffic mix are simulated with the airport and
airspace modeling tool SIMMOD, which provides the
output data to calculate the capacity utilization and
chosen level of service indicator minutes of average delay
per flight. This paper investigates the impacts of
uncertainty on airport performance through fast-time
simulations using SIMMOD. Various uncertainty
sources, such as pushback times, runway exit times, taxi
speeds, and runway separation times, are evaluated with
actual flight schedules at Detroit International Airport
[18]. Mentioned papers use either fast time simulation or
machine learning methods. This paper, in comparison to
similar researches, will use a combination of machine
learning algorithms and fast time simulation methods,
which is a new approach to airport airside analysis.
III.

DATASET

The dataset used to create the model consists of 112
records representing different simulation scenarios in
CAST (see Table 1.). CAST (Comprehensive Airport
Software) is flexible, comprehensive modeling tool for
aircraft traffic at airports and in the airspace. It enables a
rapid, scenario-based evaluation of systems in scalable
levels of detail, for example, to remove bottlenecks, plan
resources or assess and improve a system‘s capacity.
TABLE 1. Sample of dataset used in the simulation

S1

HPDTS HPUDS
2
4

REUS
L40.60 M30.50.20 l else 70.30

FAFS PD
3
2

TC

TGT
0:10:02

S2

2

4

L40.60 M30.50.20 l else 70.30

4

2

0:10:47

S3

1,50

4

L40.60 M30.50.20 l else 70.30

3

2

0:08:31

S13

2

4

L40.60 M30.50.20 l else 70.30

3

2 closed A 0:13:11

S14
.
.
.

2

4

L40.60 M30.50.20 l else 70.30
.
.
.

3

4
4

L40.60 M30.50.20 l else 70.30
L40.60 M30.50.20 l else 70.30

S111
S112

.
.
.

1
1

.
.
.

.
.
.

3
4

.
.
.

1 closed A 0:11:53
.
.
.
.
.
.
3
3

closed B 0:09:49
closed B 0:09:57
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Each record contains the following attributes:
•

Holding position downstream time separation
(HPDTS) – The separation made between the
departing aircraft. It is based on the time
separation expressed in minutes. HPDTS in our
scenarios is between 1 and 5 minutes.

•

Holding
position
upstream
distance
separation (HPUDS) – Separation of departing
aircraft from incoming ones based on the
distance of the incoming aircraft from the
runway threshold. It is expressed in units of
distance (nautical miles – NM). HPUDS in our
scenarios are between 3 and 6 NM.

•

FAF(Final Approach Fix) separation (FAFS)
– Separation on FAF. Final approach separation
in our scenarios is between 2.5 and 6 NM.

•

Pushback delay (PD) – The time that elapses
from the completion of the pushback procedure
to the start of the aircraft movement. PD in our
scenarios is between 1 and 5 minutes.

•

Runway Exit usage definition (REUS) –
Represents a Runway Exit usage distribution
according to available exits to different aircraft
wake turbulence categories (Light, Medium, and
Heavy). There are 4 exits at the airport we used
as a simulation. A, B, C, and D (Fig. 2). Light
aircraft vacate the runway on the taxiway at
exits E and D in a ratio of 40:60. Medium
aircraft leave runway on B, C, D in a ratio of
40:40:20, while Large aircraft leave the runway
at exits A and B in a ratio of 50:50.

•

Taxiway closure (TC) – Maintenance or the
closure of certain parts of taxiways can also be a
limitation. In this set scenario, there was a
possibility of closing certain parts of the
taxiways. We considered three possibilities:
taxiway Alpha is closed, taxiway B is closed, or
both taxiways are active.

•

Total time on ground (output TGT) – For
each departing flight this is the time between
actual off-block time (AOBT) and Actual takeoff time (ATOT). For each arriving aircraft this
is the time between Actual landing time (ALDT)
and Actual in-block time (AIBT)

Fig 1. shows the total ground time in simulation made for
the output of the model. Parameters not considered in this
model had fixed values, while other parameters changed
values for the purpose of creating different scenarios.
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Figure 1. CAST analysis of Total ground time (TGT)

This KPI is intended to give an indication of the
efficiency of the departure and arrival phase operations
on the surface of an airport. This may include the average
queuing that is taking place in front of the departure and
arrival runways, non-optimal taxi routing, and
intermediate aircraft stop during taxi-out. The KPI is also
typically used to estimate excess taxi-out fuel
consumption and associated emissions (for the
Environment KPA). The KPI is designed to filter out the
effect of physical airport layout while focusing on the
responsibility of ATM to optimize the outbound traffic
flow from gate to take-off [8]. All parameters have an
significant impact on this time, however, the question
arises: which has the greatest impact?
IV.

MODEL

Performance of the airport system in technological terms
measurable through the parameter of total aircraft ground
time at certain positions in the airport and through the
parameter of aircraft delay within the airport system. At
each airport, there are zones that, due to some limitations,
may result in aircraft being delayed for longer than
necessary. So, one of the basic KPI is the total ground
time of the aircraft from the time of the intended
movement to the time of take-off.
The paper will consider several attributes that affect the
output for prediction algorithms. The KPI we have
considered is the total ground time of the aircraft. The
model we have proposed can potentially be a part of
future feasibility studies when investing in technologies
that will optimize the airport environment. Today, there
are a large number of procedures and technologies that
can be used for optimization, however, due to the specific
nature of each airport, it is not possible to use a model
that would use unique KPIs for every airport. Therefore,
we have proposed a model that is described below.
The model will provide insight into the correlation of
limiting factors and thus make it easier for decisionmakers to monitor performance over time and what type
of optimization they will approach in the future. In our
scenario, we simulated an airport with a single runway
layout with taxiways connected to each end of the runway
(Fig 2.).
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•
•
•

Figure 2. Airport layout used in the simulation

On the airport, there are a number of factors that affect
total ground time. We selected 6 parameters that are in a
possible dependence, which will eventually be described
by the Pearson correlation in relation to the output KPI.
The aim of this paper is to establish a measure of the
correlation of individual factors. Before implementing
new technologies or procedures, a feasibility study should
include such a correlation model.
The shortcomings of previous approaches that treated
events in air traffic are reflected primarily in the intuitive
determination of attributes (variables) that will be
considered. Therefore, it is necessary to find an approach
that will objectively confirm the justification of the
attribute use and their correlation with the output
variable. The approach should be applicable to a wide
range of circumstances, taking into account the specifics
of airports and their traffic.
The use of a large number of attributes in forecasting
introduces complexity when collecting data, but also
when calculating and creating models. Experiential
selection of relevant attributes cannot be justified by
itself. It is necessary to determine the influence of the
attributes on the output variable and in addition the
correlation between the attributes. By calculating the
correlation, it is possible to determine whether, for
example, the value of one attribute decreases/increases
proportionally as the value of another attribute. In the
case of establishing such a correlation, it is possible to
ignore one or more attributes that have the same or very
similar behavior when applying the algorithm because it
means that their impact on the calculation of the output
variable will be the same or very similar.
Correlation is a bivariate analysis that measures the
degree of correlation of two variables, as well as the
direction of their correlation. The correlation value can be
between -1 and +1. A value of ± 1 means a perfect degree
of correlation between the variables, while a value closer
to 0 means a weaker correlation. If the correlation sign is
positive, it means a proportional relationship, while a
negative sign means an inversely proportional
relationship. In this case, the Pearson correlation
coefficient was used [20]. If two random variables X and
Y are given, this coefficient is calculated via the formula:
(1)

Where :
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covariance,
standard deviation of the variable X,
standard deviation of the variable Y.

Using the Pearson correlation coefficient, it is possible to
create a correlation matrix and present it as a heatmap
that can further serve to determine the relevant attributes
that will be part of the model. In addition to showing the
relationships of attributes to the output variable, this
matrix provides insight into the interdependence of the
attributes themselves. Based on the established
correlation, we showed that Holding position upstream
distance separation and Runway Exit usage definition
have the greatest impact on the output.

V.

RESULTS

In order to confirm whether it is even possible to predict
Total ground time based on the above attributes, we used
ANN (Artificial Neural Network) implemented on the
Google Collaborative platform. TensorFlow, an end-toend open-source platform for machine learning, and a
Keras library were used. Our fully connected ANN
consists of an input layer, two hidden layers, and an
output layer (Fig 3.). Both hidden layers contain 6
neurons each, and we used rectified linear activation
function. The ratio for the training and test data set is
80:20. Adam optimizer and Mean Squared Error Loss
function were used to train ANN, batch size is 30, while
epoch number is 200. The achieved results showed
satisfactory accuracy because in 75% of cases ANN
predicted TGT parameter with an accuracy of ± 1 minute.

Figure 3. Neural network

After that, a correlation analysis was performed and the
obtained results are show in the Table 2.
Although some of the attributes show low correlation
with the output variable, this does not necessarily mean
that these factors can be generally excluded from
consideration. Low correlation may be due to the limited
number of scenarios used when creating the dataset.
To generalize the conclusions, it is necessary to consider
a much larger number of different values for individual
variables, which would generate a larger number of
scenarios.
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TABLE 2. Pearson’s correlation coefficient heat map for the input features.

Atribute

HPDTS

HPUDS

FAFS

REUD

TWC

TGT

HPDTS

1.0000

-0.1931

-0.0044

0.0273

-0.0524

-0.2895

0.6171

HPUDS

-0.1931

1.0000

-0.1378

-0.0042

-0.1964

-0.0057

0.0814

FSFS

-0.0044

-0.1378

1.0000

0.3201

0.1819

0.1253

0.0850

PBD

0.0273

-0.0042

0.3201

1.0000

0.3557

-0.0685

0.3839

REUD

-0.0524

-0.1964

0.1819

0.3557

1.0000

0.1737

0.4818

TWC

-0.2895

-0.0057

0.1253

-0.0685

0.1737

1.0000

-0.0677

TTT

0.6171

0.0814

0.0850

0.3839

0.4818

-0.0677

1.0000

VI.

CONCLUSION AND FUTURE RESEARCH

The airport is a complex system consisting of a large number
of interdependent factors. Holistic approach describes that
parts that are not individually complex, in sum increase total
system complexity. This means that we cannot simply describe
the system without observing the interaction between
individual parameters. Consequently, complexity has arisen as
a unifying feature of our world, regardless of the scale and the
kind of system in analysis.
In the near future, we will encounter major changes in air
traffic nature, primarily due to the situation with COVID 19.
There is already a large amount of research related to landside
optimization in terms of how it is possible to maintain social
distance in crowded places like airport terminals. When there
is a change in flows on the land side, there will be a disruption
on the airside as well. When implementing airside
optimization measures, a feasibility study needs to be
prepared. The paper presents a model that could be used as
part of such studies. The model includes an airport and
airspace simulation software CAST in conjunction with
prediction models. We have shown that it is possible to detect
the dependence of individual attributes with the observed
output and to establish the connection between the attributes
themselves.
For future research, a larger number of attributes should be
taken into the model and their connection observed. Also, in
addition to the use of simulators, it is possible to observe real
data from airports and make a comparison with simulated
traffic. In this paper, we analyzed a single runway airport, and
for future research, the multiple runway layouts should be
considered. There are also more methods of calculating
correlation like Kendall rank correlation, Spearman
correlation, Point-Biserial correlation. The algorithm used a
sample of 112 scenarios, which is a relatively small number
for machine learning methods. For future research, it is
possible to create a larger number of scenarios, which will
certainly increase the prediction and accuracy of the
algorithms.
It is possible to make a correlation between the parameters on
the airside and the parameters on the ground side as well. One

1098

PBD

of the major factors in observing these attributes is the
performance of the ATM system. The human factor and its
level of influence on system performance should be taken into
account. This method could be used for processes on the
ground side, and ultimately should strive for integration into a
single model that could link the performance of the air and
ground side. The analysis presented in this paper highlights the
important research area.
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Abstract—The world population is increasing at a rapid
speed and so are the requirements for everyday life like
energy, technology, and industries. In the past few years,
there has been a huge increase and development in the
industrial sector and new technology like the Internet of
Things (IoT) has played a major role in it. The industrial
sector is consuming a large portion of the energy worldwide
and is contributing a large amount of greenhouse gas
emissions. Hence, they face significant economic, social and
environmental pressures to create energy-efficient processes
and systems of production and directly manage their energy
consumption, looking at aspects beyond direct costs. One
of the effective ways to reduce energy consumption, cost,
and greenhouse gas emissions is to use an industrial energy
management system (IEnMS). The IEnMS uses IoT for (big)
data collection, processing, storing, and visualization. In this
case, one key challenge the industries face is the selection of
an IoT platform among the hundreds of IoT platforms in
the market. In this paper, we adapt our previously proposed
general framework to choose an IoT platform focusing here
on the requirements of IEnMS. The proposed framework
provides an objective methodology that can be used to select
the most suitable IoT platform for different IEnMS based
on their particular requirements.

Keywords— IoT, IoT platform, platform features,
industrial energy management system, framework
I. I NTRODUCTION
Energy and climate change are one of the most important topics in the public eye. Across every sector whether
it is industry, housing or government, there is an attempt
to save energy and control climate changes [1] because
of the fact that energy is finite and can be used in a
smart and efficient way to protect the current and future
generations [2]. Industry is the one that is consuming
the highest amount of energy and it is estimated that
about 42.3% of the total energy produced in the world
is consumed by the industrial sector [3]. For a company
to be in the race of competition and position themselves as
a market leader in the long run, the company has to give
priority to the management and operation of the company’s
energy system. Due to this reason industry needs more
attention to use effective energy management.
Energy management is one of the promising means
for an industry to reduce energy consumption and related
energy cost and reduce carbon emission. Back in nineties,
energy cost was a small factor for the industrial companies,
this is due to the reason that the energy cost was very
low as compared to the production size and greenhouse
gas emission was not the priority. But within the last
decades the energy and energy sourcing prices in Europe
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increased rapidly. Industrial sector is focusing on energy
management in which the company prepares long term
energy policies, planning and targeting for the energy
use. Industrial Energy Management System (IEnMS) is
used to implement this whole process and control energy
consumption, green house emission, reduction in energy
use by a specific percentage and save cost.
The Internet of Things (IoT) is promising to make
the environment smarter and connecting devices to each
other and with the platform for communication and data
exchange. Connected devices are adopting IoT at a rapid
pace. Since IoT is expanding continuously, the need for
connectivity methods grows to ensure that the devices
work, capture, analyze and manage the data accurately. For
efficient connections and sharing of information, communications protocols like MQTT and HTTP are used [4] .
The best way to store, process and analyse that data within
its infrastructure is by using an IoT platform that comes
with the data processing capabilities [5]. It will not only
allow you to collect data from Industrial machines but can
also help you set up a custom visualization dashboard.
This contribution aims at utilizing our developed theoretical framework for selecting a suitable IoT platform for
IEnMS by using IoT and big-data. Our goal is to provide
an objective while general methodology that different
industries can apply when selecting the most suitable
IoT platform for IEnMS based on their particular needs
and business requirements. In other words, this paper
will support industries to carry out a detailed analysis
of their own energy requirements and understand the key
components of their Energy Management (EnM) to find
the best match for their IEnMS. The study will find
the answers of the following questions. 1) What are the
components of EnM in industrial sector? 2) How are the
Industrial energy management systems working using IoT
and big-data? 3) How to design a framework for selecting
a suitable IoT platform for industrial energy management
system by comparing the requirements of IEnMS with the
features provided by the IoT platforms?
The rest of the paper is organized as follows. Sec. II
contains Industrial EnM (IEnM). Sec. III explains IEnMS
and in same section we have explained Industrial Energy
Management system its working. Sec. IV contains Internet
of Things (IoT), IoT platform and the need for IoT platform. Sec. V contains our proposed theoretical framework
for selecting IoT framework for IEnMS. Sec. VI concludes
the paper.
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II. I NDUSTRIAL E NERGY M ANAGEMENT (IE N M)
One of the indicators of the economic development is
the fast growth in industrial sector. With the passage of
time the number of industries is growing and so is the
need of energy [6]. The increase in the use of energy will
be continuous with the rapid development in the industrial
sector and the fast growth of the world population and
will create problems like increase in energy price and the
carbon emission. Industry needs energy management to
use energy efficiently and also control carbon emission.
Energy management consists of practices and processes to
improve energy efficiency. As a result, in the recent years
many organizations have put focus on energy related issues
to improve their productions and operations and improve
energy efficiency and thereby reduce energy usage and
energy cost. Industry needs energy management to use
energy efficiently and also control carbon emission.
A. Components of IEnM
In this section we will discuss the important components
of IEnM that we have identified from the literature [6]–
[10]. There are five main components in IEnM planning/strategy, operation/implementation, controlling, organization and culture.
Planning/Strategy: The first phase of EnM has three
parts. The first part is the written long-term energy policy
of the company. Second part is energy planning and target
setting in which the industry is making the plans and
setting future targets for the energy use. The target may
be the lowering the green house gas emission, energy consumption, reduction in energy use by specific percentage
etc.. Third part is the strategic energy risk management
that is used to analyze any type of risk the company
can face related to the energy use and how the risk can
be managed by the company’s predetermined financial
objectives and risk tolerance.
Operation/Implementation: The second phase of EnM
that consist of three parts. The first part is Implementation
of energy efficiency measure in which the companies are
implement specific energy projects and energy efficiency
technologies to reduce electricity consumption. The second part is the investment decision on energy efficiency
measure in which companies are conducting a systematic
economic calculation to calculate the return of investment.
The third part is the energy audit, in which the companies
within the operations of an energy management constantly
review the status-quo and highlight energy saving potential.
Controlling: The third phase of EnM that consist of
three parts energy accounting, performance measurement
and bench-marking. Energy accounting is the process of
constant analysis of the energy consumption and measure
the energy efficiency monitoring on a regular basis and is
reported. Performance measurement is an integral part of
EnM and it defines the key performance indicators (KPI)
for energy efficiency. KPI’s are describing the relationship
between an activity and the required energy. Energy benchmarking is an activity that is focusing on energy perfor-
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mance and can be defined as the method used to compare
the energy efficiency between or within entities and is a
useful contribution to reduction in energy use and related
cost and emission. There are three types of bench-marking
industrial benchmark, historical benchmark and companywise benchmark. In industrial benchmark, the company
compares its own facilities and process with the facilities and process of other company. In historical benchmarking the company compares its energy consumption
of a process or facility with its own process or facility
in the early times. In company-wise bench-marking the
company compares its facilities and processes inside the
company.
Organization: The fourth phase of energy management
that consist of two parts. Selection of energy manager
which is based on the experience and should be climate
friendly. There should be a close link between the energy
manager and the top management, and is responsible
to update the top management about the activities and
progress of the energy management. The second part is the
integration and standardization. According to industrial
companies energy management should be integrated with
the production management processes using ICT tools and
standardization. The production process and evaluation of
potential energy saving investment can be controlled by the
ICT tools and the transparency of the industrial companies
can be increased by the standardization.
Culture: The last phase of energy management consists
of two parts. First part is education and training. In
industries at the corporate level or plant level the energy
manager needs man-power which require basic education
to meet the requirements. For this purpose, the industrial
companies need continuous energy related training, which
provides positive impacts on the energy management. Staff
motivation is the second part in which the industrial companies needs to motivate the staff to actively participate in
improving the energy efficiency. In that case the companies
give rewards to the technical and operational staff, which
helps to sustain the momentum and improve the overall
support for the energy management program.
III. F UNDAMENTALS OF IE N MS
For an organization to improve its energy performance,
one of the best way is to use an Industrial Energy
Management System (IEnMS). It monitors, controls, and
optimizes energy performance in a plant and measures
the consumption of energy. It is also used to diagnose
problems like over-consumption and leaks across the entire
plant. For energy consumers including industrial, public
sector and commercial organizations an EnMS is a framework to manage their energy usage and can be defined
as “a set of interrelated or interacting elements of a plan
which sets an energy efficiency objective and a strategy
to achieve that objective” [11]. it provides companies
the opportunities to improve energy savings by adopting
energy saving technologies. In most cases for a successful
implementation of EnMS required low investment cost and
specialized expertise and staff training.
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TABLE I
R EQUIREMENTS OF I NDUSTRIAL E NERGY M ANAGEMENT [7]
S No
1
2
3
4
5
6
7
8
9
10
11

Requirements for IEnM
Development and implementation of strategic plan that includes the energy policy and specific targets for the energy savings.
Organizing different energy activities including the allocation of responsibilities and tasks.
Establishment of management team that is leading by an energy manager who will be responsible to report directly to the high management.
Development of related policies and procedures which can include energy procurement, energy usage, cheap energy purchases etc.
Carrying out the initial energy audit to identify energy saving potentials
Planning and implementation of energy efficient measures
Identification of the company’s unique key performance indicators which can show the measure progress on a regular basis.
Implementation of the energy meters for the monitoring of the energy consumption at the main production processes at a regular interval.
Reporting of the information gathered from the data to the high management.
Providing progress to the high management so that the management shows interest in the energy management activities.
Training, motivating, and proving information to the employees of the company about energy management activities.

Fig. 1. Industrial Energy Management

Industries are required to follow a series of defined
steps to establish a successful EnM. The main steps
required are development of energy policy and assigning
responsibilities, highlighting main energy users, setting
measurable goals and targets, implementing actions to
achieve the goals, checking actions are successful, and
continuous system review as shown in Figure 1.
A. Working of Industrial Energy Management System
An Industrial Energy Management System is a
computer-based system that is used to collect and measure
energy data from the field like HVAC units (heating, ventilation and air-conditioning), lighting system, water and
gas meters installed on production line etc. and provide
that information to the user. The working of IEnMS is
explained below.
Building data collection strategy: A system that is used
to collect real time accurate and granular data and have
the information that where and when the energy has been
used and by which device(machine). The data is collected
by installing sensors/smart meters, and sub-meters on the
incoming supply and the large energy consumer (device).
For example, on the HVAC, production line, boilers etc.
The objective of this part is to monitor the collection of
real-time data that shows where the majority of the energy
being used.
Transform raw energy data into useful information: In
this phase the collected data is analyzed, interpreted and
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is converted into useful information. Here the big-data
software is used that can easily import the raw data from
different machines using IoT devices and then convert
the raw data into useful information in the forms of
charts, graphs etc. that is user friendly. Here the raw data
collected may related to the production levels, weather
data, humanity and other factors that could influence
energy usage to generate the key performance indicators.
Assign responsibility, analyze data: In this phase the
information provided needs to be converted into useful and
meaningful reports, that can only be possible by adding
the information to the knowledge of the facility and some
expertise in energy management. This can be done by the
energy manager. The role of the energy manager is to
interpret the information provided by the Industrial Energy
Management System and combine this information with
the company’s process, set the targets.
Interpret the results, and agree an action plan: Here in
this phase the energy usage reports are available to the
energy manager. The energy manager and energy management team start communication with the departments
to start an energy policy and make agree to an action plan.
IV. I NTERNET OF T HINGS AND I OT PLATFORM
The term “Internet of Things”, or “IoT”, was introduced
by the British technology entrepreneur Kevin Ashton in
1999 as the title of a presentation at Procter and Gamble.
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Fig. 3. IoT for IEnMS

Fig. 2. Industrial Energy Management System

IoT and can be defined as small and complex systems
that allow businesses, governments, and citizens to adopt
and interconnect physical objects and virtual objects based
on existing and evolving interoperable information and
communication technologies [5]. IoT is a new technology paradigm that has emerged as a global network of
machines and devices capable of interacting with each
other and with the platform for collecting, analyzing,
storing and visualizing data generated from the devices
and machines using sensors, actuators, communications,
and analytical tools [12]. IoT is now playing a main role
in Industrial sector by collecting data from machines and
other sources [13] and IoT platform is used to store,
process and perform analytics on the collected data and
provide useful information to be sent to the customer, as
shown in Figure 3.
An IoT platform provides services to IoT devices and
customers and enables IoT device an endpoint management, connectivity and network management, processing
and analysis, data management, application development,
access control, security, monitoring, event processing and
interfacing [5]. Recent increase and development in mobile
devices, embedded technologies, cloud computing and
data analytics has resulted in a boom in IoT utilization,
in terms of personal and organizational use, to conduct
information exchange to facilitate recognition, monitoring,
tracing, positioning and administration [5],[6]. The number
of IoT platforms are increasing at a rapid speed, For
example, in 2015 the number of IoT platforms were almost
260, which grew to 360 in 2016, exceeded to 450 in 2017
and reached to 620 in 2019 [14]. Requirements for IoT
platforms, which provide important services and features
for IoT applications, change as new IoT devices emerge
[9]. This complexity in the context of rapid change poses
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challenges for businesses, governments and citizens that
often have little experience of the infrastructure of IoT
and limited knowledge of how to select an IoT platform
that can meet their current and future needs.
IoT application needs a platform to run smoothly and
provide the data so that the companies take present and
future business decisions based on the data received from
the IoT platform [11]. An IoT platform is the main part
of an IoT solutions. Among the hundreds of IoT platform
vendors in the market, it becomes very difficult for the
companies to find and select a suitable IoT platform that
is best suitable for their business application and which can
fulfil their maximum business requirements. This problem
can be solved by two steps. In the first step, the company
can identify their complete present and future business
requirements. In the second step the company should have
the knowledge of some of the key factors of an IoT
platform before selection. In this way the company can
select a suitable IoT platform for their business application
by comparing the requirements with their features.
V. G ENERAL FRAMEWORK FOR SELECTION OF I OT
PLATFORM FOR IE N MS
We have aimed to create a more general approach that
can be more widely used across all the cases. To show how
our general framework can be applied to assessing and
choosing an IoT platforms, in this study we have selected
the top five IoT platforms (AWS, Azure, Google, IBM,
and Oracle) based on market share. We have compared
these IoT platforms according to the twenty-one key IoT
platform factors that we have identified in [5]. We have
compared these twenty-one key factors with the features
provided by those selected five IoT platforms as shown in
Table II.
More specifically, the entries of Table II have the
following meaning related to the specific feature to be
considered: ‘yes’ means the feature is available, ‘high’
indicates strong, ‘bad’ shows weak, ‘good’ indicates that
the feature is very good, ‘-’ shows that the feature is
unknown and ‘no’ indicates that the feature is not available
in the platform. In order to identify and fill the features
of the selected five IoT platforms, different articles [5],
[15]–[20] have been studied from many databases. Some
websites [21]–[26] have been used, especially the websites
of those selected IoT platforms. A few white papers [27]
have also been studied.
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Fig. 4. IoT platform selection Framework for Industrial Energy Management System
TABLE II
F EATURES PROVIDED BY I OT PLATFORMS [13]
Factors
Scalability
Flexibility
Stability
Security
Data analytics
Disaster recovery
Data ownership
Protocol support
System performance
Interoperability
App. environment
Cloud ownership
Pricing model
Legacy architecture
Attractive interface
Time to market
Bandwidth
Edge intelligence
Hybrid cloud
Platform migration
Previous experience

AWS
Yes
Yes
Yes
High
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Bad
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Azure
Yes
Yes
High
Yes
Yes
Yes
Yes
Yes
Yes
Bad
Yes
Yes
Yes
Yes
Yes
Yes

Google
Yes
Yes
Yes
High
Yes
No
Yes
Yes
Yes
Good
-

IBM
Yes
High
Yes
No
Yes
Yes
Yes

Good
Yes
-

-

No

Oracle
Yes
Yes
High
Yes
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
-

The framework for selection of an IoT platform is illustrated in Fig.4. as a schematic of the selection procedure.
The whole process consists of five stages. In the first stage,
the company finalize their business requirements. In the
second stage, the company requirements are applied to
prioritising which factors are required (R) and important
(I) for this business context. In the third stage, the R and I
factors are compared with the features provided by the five
selected IoT platforms. The IoT platform/s that provide a
maximum of the features as compared to the requirements
are selected and shifted to the stage four. In stage four,
there might be one or many IoT platforms that match the
required and important factors. Stage five is the decision,
which is explained next.
If there is one IoT platform that provides the most
required and important features then the same IoT platform
can be selected for the business application. But, if there
are multiple IoT platforms providing these features then
the company may choose an IoT platform based on the
comparison of their match to ”I” factors and select a
suitable IoT platform for their business needs. There might
also be chances that none of the platforms provide all
of the required features; this might indicate that new
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platforms should be selected and evaluated accordingly.
For the IEnMS, the five stages of the framework are
explained in a simple way. A company is interested to start
energy management system to save reduce greenhouse
gas emission, save energy and reduce energy bills. The
company is interested to use IoT application for its EnMS.
Initially the have to learn the components of IoT to
understand what is IoT and how it works. Secondly they
have to study to know what is an IoT platform and what are
key factors of an IoT platform. They need an IoT platform
for their business application but they do not know which
platforms are providing what features and which one
is best. when the company have the knowledge of IoT,
IoT platform factors and the features those platforms are
providing then in stage 1, the company go through each
of the 21 factors that have been identified as important
in choosing a platform and use this to help them to
formulate their business requirements. In stage 2, these
factors are prioritized as being either required (R) and
important (I) for their business needs. They find that their
required factors to consider (R) are for example, scalability, stability, system performance, attractive interface,
edge intelligence, time to market, flexibility, and previous
experience. Their important factors to consider (I) are for
example pricing, security, data analytics, disaster recovery,
and interoperability. In stage 3, the R and I factors are
compared with identified features of IoT platforms. The
platform that is fulfilling the ”I” and ”R” requirements of
the company can be selected. In case there are multiple of
IoT platforms that are offering completely the ”I” and ”R”
requirements of the company, then the company can select
one that is providing the ”I” requirements in a better way.
In some cases it can happen that non of the IoT platform
are providing all the ”I” and ”R” requirements, in this case
the company can search some other IoT platform for their
IoT application.
VI. C ONCLUSIONS
The aim of this study is to build an objective methodology that can support industries to select the most suitable
IoT platform for their IEnMS based on their specific
needs. To do so, we first highlight the components of
EnM and later we have explained the components and
working of IEnMS. Second, we identified twenty-one
key factors of IoT platforms from the literature. Finally,
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we have designed a theoretical framework for selection
of IoT platform for IEnMS and tested it in five wellknown examples. This research then provides a general
framework to select the most suitable IoT platform for
industries to build their IEnMS by comparing its specific
requirements with the features offered by the different
platforms.
We believe industries can select an appropriate IoT
platform for their IoT application, if they first analyze
their business requirements, and start selection of the IoT
platform with clear business requirements and have the
knowledge of key factors of IoT platforms. This study
highlighted important key factors of IoT platform. Those
key factors may cover some of the current requirements
of the IEnMS and can help ensure that current and
future needs of the business are meet. It will facilitate
the companies to select a suitable IoT platform for their
business needs.
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Abstract—Smart grid applications typically use cloud
computing to address the computational requirements for
efficient electricity delivery. Recently, the emerging Internet
of Things (IoT) has resulted in increased number of devices
connected to the smart grid, including consumer gadgets,
measurement equipment, and electrical and electronic devices such as smart power converters, phasor measurement
units, and smart meters. These heterogeneous devices that are
present in all the four stages of a smart grid—generation,
transmission, distribution, and consumption—generate huge
amount of structured, semi structured and unstructured
data. Gathering, storing, and processing such huge data
volumes using cloud computing creates problems of bandwidth, latency, disaster recovery, and cost. To overcome these
problems, we present a theoretical discussion on the usage
of IoT, edge computing and big data to collect the data
from smart grid, process the data using edge computing and
big-data analytics, and use the data for smart grid maintenance, energy information and future decisions. Further,
we highlight how edge computing and big-data approaches
have mitigated the above mentioned problems by shifting the
control, intelligence, and trust to the edge of the network.

Keywords— IoT, Smart grid, big data, edge computing,
cloud computing
I. I NTRODUCTION
The renewable energy-based smart grid (SG) concept
emerged in the early 21st century, motivated by the
necessity to increase renewable energy production in the
electricity grid. The transformation of the 20th century
traditional electric grid to modern 21st century smart
electric grids was enabled by remarkable advancements
in power electronics and internet and communication
technologies (ICT). The integration of the new technologies enables efficient utilization of the energy production and consumption, providing opportunities for new
energy resources like wind and solar etc., allowing the
exchange of generated power from different sources and
also bi-directional flow of power and communication. As
a result, both utility companies and customers have been
installing renewable energy sources (RES), such as solar
and wind energies, inside the distribution grid [1]. Further,
new technological paradigms such as Internet of Things
(IoT) are influencing modern SG operations by improving
communication, achieving better customer relationships,
and handling the huge amount of data generated from the
smart devices. In this sense, IoT is increasingly being used
in SG applications for data gathering, communication, and
smart analytics. For example, energy-based data analytics
from the user to the utility can highly improve efficiency,
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reduce congestion, and improve power-supply reliability
in 100% renewable-energy-based SGs in the future [1].
Recently, many industries across sectors have shifted
their business operations to some form of cloud computing since cloud computing provides some benefits such
as flexibility, operability, and cost savings. As a result,
enormous amounts of data generated by devices are being
sent to the cloud servers for processing and analysis [2].
In the industrial environment, such an increase in data
from devices create many problems. First, a large amount
of data is transferred to the cloud for analysis, but most
of it may be irrelevant to the operations. Thus, this data
transmission ends up creating high traffic to a central
repository and increases costs due to extra unnecessary
storage. Second, important data that need to be sent with
small latency’s of between seconds and millisecond can
be very important for crucial industrial operations may
experience costly delays. Third, sending data to cloud and
retrieving that data can be very costly [3].
Edge computing is used to overcome the aforementioned problems in cloud computing [4]. The benefits
of edge computing are that it moves data analysis and
services away from centralized servers and a lot of data
analysis is performed at the source of data collection [3].
Edge computing analyze data on the spot and filters the
important data in real time; this improves the speed of
data analysis and the decision-making process [5]. Edge
computing is proving huge benefits to (IoT)-enabled business, but nevertheless, cloud computing remains important
because having a centralized location for the data storage
and analysis still has many benefits. In particular, nontime-sensitive data can be sent to the cloud, for example,
for deep analysis post-hoc using machine learning (ML)
methods to improve industrial operations and strategies
[6]. Table I shows some differences between cloud and
edge computing [6], [7].
The comprehensive sensing and processing abilities
of IoT support many technologies in SG. Further, the
rapid increase in IoT-enabled devices can cause explosive
growth in data generation, resulting in the so-called “big
data” regime, where the system generates data that is so
large, fast, or complex that non-traditional methods are
required for processing it. The generation of big data in
SGs makes the existing data-processing capacities ineffective as edge computing does not have all the resources
sufficient for the complex and intelligent big-data analytics
tasks [8]. Hence, it is important to include more modern
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TABLE I
D IFFERENCE BETWEEN C LOUD COMPUTING
Point of Difference
Operations
Benefits

Suitable use case

Cloud Computing
Happens on the cloud platforms
such as AWS, Azure, Google
Can store massive amount of data on scalable
hosting on the cloud which can accessable
anytime on the Internet
Suitable for the operations with more tolerance
in terms of latency and requires high
levels of computing power

big-data analytics to improve the data-processing capacity
of IoT data [9]. Big-data analytics can be defined as the
process by which the variety of IoT data are analyzed to
find the trends, hidden patterns, unseen correlations and
new information. This huge amount of data analysis and
information gathering will provide benefits to companies
for current and future effective decisions and will also
provide benefits to the individual users [10].
In this paper, we present a theoretical framework using
a combination of IoT, edge computing, big data, and
analytics for the efficient collection of data from the
huge number of devices connected to SG as well as the
processing, storage, and visualization of the collected data.
We elaborate on some benefits of edge computing and and
big data, such as latency, bandwidth, disaster recovery, and
price in the entire SG system, starting from data collection
to data visualization. The rest of this paper is organized
as follows. In Section II, we describe related studies on
big-data analytics in smart grids and explain the concepts
of IoT, edge computing, and big data. In Section III, we
explain how these technologies—IoT, edge computing,
big data, and big-data analytics—work together. Finally,
Section IV concludes the paper.
II. R ELATED R ESEARCH
In this section, we use systematic literature review structure, similar to [11], to answer the question “what type of
technologies can be used to handle the massive amount of
data from SG and obtain meaningful information from it,
so that it can be used for better business decisions?” The
main objectives are to identify technologies that can work
together to effectively extract information from big data
to fulfil the requirements of SG business and operations.
A. Smart Grid
The SG technology concept has emerged to improve
the flexibility and efficiency of the traditional grid and
provide new opportunities for new generation methods
such as wind, solar, and other RES based generation.
The SG is essentially an electrical network that consists
of infrastructure, software, and hardware, which enables
it for two-way communication between all parts of the
system and participants and efficiently generate power and
enable distribution in the supply chain. As a self-sufficient
distributed system that can provide energy from different
sources including renewable and storage, SG also enables
the suppliers and consumers access to the control and
management capabilities [12].
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AND

E DGE COMPUTING .

Edge Computing
Happens on the device itself
or at the gateways
Network can be scalable independently
with each new device that is added to the
system, possibly working as a federation
This is suitable for low latency applications and that
allows for distributed data storage, leading to a
scalable and cost effective hosting providers

SG allows two-way communication between the generation and consumption side with the help of devices such
as smart meters, smart appliances, battery energy storage
systems, power electronics converters, and other energy
efficient resources. SG uses computer technologies for
the improvements in automation, communications such as
information exchange between consumers, transformers,
and generation plants, and connectivity between many
components of the power network, e.g., power gathered
from different generation plants [13].
The SG works differently than the traditional grid; the
network structure of the smart grid is complex having twoway communication and two-way interactions between
the devices and the participant in the supply chain. The
operations involves many steps from power generation to
consumption, as explained below [14].
Generation: Power is generated from distributed
sources that can include traditional power plants and
renewable sources such as solar and wind. Electric storage
can be used for generation-side management, including
consumption-integrated storage such as electric vehicles.
Transmission: The generated power is transmitted using a network of transmission lines substations, and
distribution systems. In the SG, transmission comprises
three interactive components—smart control centers, smart
power transmission networks, and smart substations. The
smart transmission networks are conceptually built on
the existing electric transmission infrastructure and the
current advanced technologies—sensing, computing, communication and signal processing—provide services such
as power utilization, power quality, network security, and
reliability.
Distribution: The generated power is transmitted using
a network of transmission lines that connects via substations to distribution systems that cover smaller areas
and deliver power directly to the consumer. Because of
the presence of both centralized and distributed power
generators in modern SGs, the distribution networks have
two-way electricity transmission, or, in other words, bidirectional power flow.
Consumption: The power consumption in modern SGs
is often controllable and manageable by the end user
using smart meters, sensors in appliances, plugs, and smart
sockets. The user can control and manage their electricity
consumption by using mobile phone applications or website applications to monitor and control the power usage.
Control and management: SGs have the capability
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Fig. 1. Structure of Smart Grid (modified from [14]).

of control and management, and consumers, utility companies, and others in the energy industry can have a
strong control on the energy usage and management. Data
about the consumption and loads is generated from the
connected homes, smart cities etc., and the information
generated from that data is used by the companies and
customers for their current and future decisions (using
data analytics and visualization tools). For example, the
energy companies can use the information for predictive
maintenance; utility companies can use the information for
demand and response programs; and residential users can
use the information to reduce the energy consumption at
the peak loads and reduce energy bills.
Storage: Electric storage is an important SG technology
that enables generation-side management—households can
store either extra produced energy or cheaper priced electricity, and later use it in the case of outage or when
electricity is more expensive. Independent residential grids
that are totally dependent on the renewable energy and
generate a surplus of energy can store the surplus energy
for future use.

B. Internet of Things
The term “Internet of Things”, or “IoT”, was introduced
by the British technology entrepreneur Kevin Ashton in
1999 as the title of a presentation at Procter and Gamble.
IoT and can be defined as small and complex systems
that allow businesses, governments, and citizens to adopt
and interconnect physical objects and virtual objects based
on existing and evolving interoperable information and
communication technologies [15]. IoT is a new technology
paradigm that has emerged as a global network of machines and devices capable of interacting with each other
and with the platform for collecting, analyzing, storing and
visualizing data generated from the devices and machines
using sensors, actuators, communications, and analytical
tools. IoT is now playing a main role in SG by collecting
data from all the main phases of SG, including generation,
transmission, distribution, and consumption [16], [17].
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C. Edge computing
Edge computing refers to the enabling technologies that
allow computations to be performed at the edge of the network; from the cloud viewpoint, edge data is downstream
data, and from the IoT services viewpoint, it is upstream
data. In such a scenario, edge can be defined as any
computing and networking resource that is between the
data source and cloud. Smart phone is a simple example
of an edge device, because it lies between the human user
and the cloud. The aim of edge computing is to ensure
that computations are performed at the proximity of data
sources [2], [18].
The nodes at the network edge are performing many
tasks such as data processing, caching, device management, and privacy protection to reduce the traffic from
the devices to the cloud. In order to perform all these
tasks in the network, the edge should be well designed
to effectively meet the security, reliability and privacy
protection requirements.
D. Big Data
In simple terms, big data can be defined as the collection of unstructured, structured, and semi-structured data
generated by the social media, devices, sensors, software
applications, and digital devices that are continuously
generating data [19]. The data collected is so large
that the normal conventional data processing software
and techniques are not able to process it. Big data is
characterized by the three main determinants, called as
3Vs of big data—volume, velocity, and variety. Volume is
the huge amount of data generated that make the datasets
too large for the normal database technology. This type of
data is measured in larger units of data, such as terabytes,
petabytes, and exabytes. Velocity is the speed with which
the data is generated, processed, and moved around in
real time. Variety is the type of data (nature of data), i.e.,
whether the data is structured or unstructured [20].
The main idea of IoT is to connect heterogeneous
objects to the internet and collect data from these devices,
analyze the collected data, and make future decisions.
Recently, due to dramatic improvements in the technology
and business digitization, the number of devices connected
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Fig. 2. IoT and Edge computing in Smart grids using Big data Analytic.

to IoT has increased tremendously; as a result, the amount
of data has also increased tremendously so that there is a
need to apply big data and big-data analytics to IoT. Big
data and big-data analytics have high potential to extract
meaningful information from the huge amount of data and
improve the decision processes. The main requirements
(functional and non-functional) of big data and analytics
in IoT are explained below.
Connectivity: Connectivity in IoT is mostly ubiquitous
with the heterogeneous objects in the network. Many
objects are connected to internet via sensors in a smart
environment. IoT services are mostly based on machineto-machine (M2M) communication protocols that are required to handle a large number of streams, and it takes
benefits directly from the cloud distributed storage and
computing infrastructure [21]. The first and most important
requirement of IoT is to provide reliable connectivity for
big data and analytics. Reliable connectivity will provide
big data and analytics the opportunity to efficiently combine and integrate the massive amounts of machine generated sensor data. Using the advanced wireless networks
such as Wi-Fi and 4G/5G, many objects around us are
able to connect to the computing and high performance
infrastructure and facilitate the IoT services [22].
Storage: The amount of storage required for huge
amounts of heterogeneous data in a low-cost hardware
on a real-time basis has increased tremendously. The
requirements of big-data storage in IoT are to handle
massive amount of unstructured data and provide low
latency for analytics. A challenge is that many sources of
IoT data exist, for example, sensors’ data, social media,
etc., and they are modeled in various ways using different
communication protocols and interfaces. Big-data technology provides some IoT-efficient data storage capabilities,
but more robust solutions are required.
Quality of services: The ability to provide guarantee of
a specific level of performance to the data flow is called
Quality of service (QoS). The QoS provided by the IoT is
that the IoT network should be reliable and should provide
the guarantee of an efficient transfer of data from the
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sources that generates the big data. The QoS in the IoT
network is very important to big data and analytics [23].
Real time analytics: IoT is growing rapidly and taking
key steps to improve streaming analytics and provide
timely decision processes. Real-time information about
the IoT-connected objects are communicated and need to
be analyzed in real time. Big data uses an operational
database for the streaming data, and for most of the
streaming data from web-enabled objects, big-data analytics performs real-time queries to extract information
quickly, make decisions, and interact with the devices and
people in real time [24].
Benchmark: Due to the fast digitization of businesses,
many organizations have started to shift their business
online using IoT. Many organizations are now facing
challenges in storing and analyzing the huge amount of
data connected through the IoT devices. Finding solutions
to those challenges requires some deep understanding of
the problems. Benchmark plays an important role in this
situation by allowing the organizations to compare the
quality of the big data and analytics solutions [25].
III. T HE ROLE OF I OT, E DGE COMPUTING , AND B IG
DATA IN S MART GRIDS
To spur growth in businesses, effective business decisions are very important, and they are often made possible
by getting information from collected data. IoT is a major
source of data; by some estimates, there are currently
more than ten billion devices connected to IoT networks1 ,
generating around trillions GB of data. These devices
gather, analyze, share, and transmit data in real time. To
handle such massive amounts of data, IoT needs edge
computing and big data, making them the key to improve
decision making [26].
In our this work, we have designed an architecture for
getting the smart grid data using IoT and edge nodes as
shown in Figure 2. The life-cycle of SG data starting from
data generation to data analytics. The data is generated
1 https://www.statista.com/statistics/1183457/
iot-connected-devices-worldwide/. Last access March 1, 2021.
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from numerous smart meters, sensors, and digital devices
with a specific time scale. The generated data may be from
generation plants (wind farms, solar panels, conventional
power plants, etc.), transmission and distribution networks
(phasor measurement units, etc.), or customers (residential
homes, electric vehicles, commercial buildings, factories,
etc.). Data, such as weather, humidity, temperature, and
pressure data, can also be collected from the environment.
Some usable data, e.g., information about external events,
can be collected from social media. Data generated from
many sources increase the grid reliability. The generated
data are transmitted to the IoT network using IoT devices
such as sensors and actuators through the network technologies 3G/4G/5G, ZigBee, wi-fi, bluetooth, and wired
communication.
The important data that needs to be processed quickly
(requiring low latency) is processed by the edge nodes.
The edge nodes are close to the data collection points,
and therefore, require very low latency [3]. However, there
are some cases in which the benefits may not be achieved,
since the latency not only depends on the distance between
the data collection point and edge processing server, but
also on the edge server’s processing power, tasks’ computational complexity, and edge traffic [4]. Figure 3 shows
the latency versus central processing unit (CPU) cycles
that are required by a single device per bit in wireless
communication by either the cloud or edge computing.
To achieve the latency requirements efficiently, the edge
network should be designed by keeping in mind factors
such as task complexity, processing power of the servers,
and the network topology used. Regarding the bandwidth,
edge computing reduces the data traffic by distributing
the data among different edge servers for computational
workload, and thus, lower amount of data is required to
be shifted to the cloud.
The cooperation between cloud and edge computing
provides high bandwidth as the bits are transmitted to the
cloud server when the sum of the tasks exceeds the combined computational capacity of the edge servers. Another
benefit of using edge computing in SG is the reduction
in failure—if there is an electricity outage problem in a
particular area of the grid, the edge computing services of
the other areas will operate normally, without any problem.
On the other hand, if the grid relies solely on cloud
computing, and there is a power supply failure due to
any natural disaster in the cloud infrastructure, then the
whole network will fail [27]. As shown in the Figure 4,
cloud computing shows the best performance when the
signal to noise ratio (SNR) is low, but the edge computing
performs the best even at high-SNR regime as the number
of edge servers increases, outperforming the cloud-assisted
counterpart.
The data from IoT devices that is not handled by the
edge nodes are directly send to the cloud storage. The huge
amount of data generated by these devices is stored in a
low-cost storage at the cloud. In the second phase of data
acquisition, the generated big data based on the volume,
velocity, and variety is stored in a shared distributed fault
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Fig. 4. Outage probability curves for wireless systems assisted by cloud
and edge computing considering different numbers (n) of edge servers
(B BH = 2 MHz, B Edge = 50 kHz, Rtarget = 5 Mbit/s) adapted from [4]

tolerant database. The collected data is then transferred
into the master node(s) in the Hadoop cluster. As the
data is collected from multiple heterogeneous devices,
it may have different data formats and information, and
therefore, data preprocessing will be required. In the data
preprocessing, inaccurate and incomplete data are handled.
Flume is used to perform the data acquisition process.
The main function of Flume is to collect, aggregate, and
transfer the large amount of data to Hadoop master node.
The data received by Flume is stored in a single or multiple
channel. The data is then sent to the external HDFS repository, where the data is written in a desired format using
plug-in serializers. The serializers change and restructure
the Flume data into the desired format. The data is preprocessed and a unified view of the data is achieved. The
data is stored in the HDFS multiple clusters for processing.
The HDFS clusters consists of DataNodes. The actual data
and file system meta data are stored in those DataNodes.
The data analysis is performed by the YARN on the data
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stored in HDFS; these two run on the same set of nodes
that allows tasks to be processed on the nodes in which
the SG data is present. Hive and Impala are the tools to
perform SQL queries on data residing on HDFS. HIVE
is used for data querying, to select, analyze and make
calculations on the data of interest. The last phase is the
data analytics; the tools used in Hadoop for data analytics
is Scalable Advanced Massive Online Analysis (SAMOA),
a distributed streaming ML framework consisting of programming abstraction for distributed streaming algorithms
for data mining and ML tasks. Data visualization (graphs,
reports, etc.) is done using Tableau, a common tool for
interactive data visualization and sharing of information
and dashboards.
IV. C ONCLUSIONS
The modern SG incorporates numerous heterogeneous
devices. Due to this increase in the volume of structured, semi structured, and unstructured data, information
retrieval from such a huge amount of data is a hard
task. The collection, transmission, storage, processing,
transformation, and analysis of large amount of data at
a high rate are important for the efficient and effective
function of modern SGs. The main aim of this research is
to highlight the importance of IoT, edge computing, and
big data for dealing with the high volume of SG data. In
this paper, we have first presented the importance and requirements for big-data analytics in the SG. Subsequently,
we have explained the applications of edge computing
to the big data generated by the IoT devices in the SG.
Edge computing is beneficial for SG in terms of latency,
bandwidth, robustness to failure, and cost. In the future,
we will apply big-data analytics to huge volumes of SG
data and demonstrate the key requirements quantitatively.
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Abstract - This paper presents a node model designed for
simpler deployment of custom Internet of Things systems.
Proposed node model consists of three layers: sensor, logic,
and cloud layer. Sensor layer abstract communication with
attached sensors and actuators. Similarly, cloud layer
abstract communication with servers, usually in cloud.
Sensor and cloud layers use configuration files with
definitions of its interfaces. Logic layer execute end-user
made program that represent node’s behavior. Simple syntax
is proposed for program so it can be created or adapted by
some end-users, not just professional programmers but also
automation enthusiasts. Program uses abstractions defined in
sensor's and cloud's layers to perform required operations.
Proposed node model is compared to other solutions in the
IoT field. Advantages of proposed model include simpler
design of custom IoT node and system, flexibility in network
design, not relaying on Internet connection, while its
downsides include complexity of middleware, capabilities
when compared to implementation in a programming
language, simplicity of creation when compared to solutions
with graphical user interface.
Keywords – Internet-of-things; sensor; cloud; end-user;
programming; middleware

I.

INTRODUCTION

Innovations and advances in computing, both in
hardware and software, allow for rapid expansion of its
real-world application, especially on the Internet of Things
(IoT) domain [1]. Exponential growth of IoT devices relies
on commercial ready-to-use devices, with predefined usage
scenarios, often controllable only through companion
application or web page provided by creator. Although that
might be what most users need or can use, there might be a
lot of users that could want more. For example, to connect
different devices in some new usage scenarios, to add new
devices in the system with custom behavior, defined by the
user. Such extensions or custom systems can be created
using some integrators (e.g. [2-4]) or by professional
programmers.
If IoT growth would continue to be exponential, as
predicted in [1], current and future base of professional
programmers would be insufficient and too expensive for
custom systems needed for some individual user needs.
One possibility to reduce that problem is to exploit some
capable users, non-professional programmers, who could
design its own systems if they are presented with examples
of similar systems. Those users are targeted with proposed
node model.
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This paper presents a node model that is primarily
intended only for programmable IoT devices and advanced
users, who might learn from simple examples and then
create their own programs or at least adapt existing
programs to their needs. In presented model the complexity
of communication with other nodes (e.g., things, local or
remote servers) as well as the use of sensors and actuators
via their protocols, is abstracted through simpler interface.
The parameters for these communications are defined
within clearly formatted configuration files. The main part
of the model – the logic layer, runs a device control
program. Proposed program syntax is modeled to emulate
IoT programs created in some programming language, but
with much simpler form, with only four commands and
three types of events, designed for IoT device behavior.
Although middleware that implements proposed model
is not implemented yet, the model is based on experience
with preliminary implementations [5-7]. In those partial
implementations each layer is a separate program with
application layer protocols for inter-communication. In
those projects the basic operations of general IoT node are
identified and then respective layers were adapted to
support them. The model presented in this paper is a next
step in optimization, retaining only minimal set of
operations that should be sufficient for simpler nodes in a
custom IoT systems.
The rest of this paper is structured as follows. In Section
II overview of related research is presented. Proposed node
model is presented in Section III. Section IV illustrates
programming possibilities with several task examples.
Complexity for using proposed node model by end-users
(i.e., programming in it) is analyzed in Section V. The
research conclusions are summarized in Section VI.
II.

RELATED WORK

There are many research directions that attempt to bring
IoT to end-users (and vice versa). Some studies are oriented
toward just basic usage, where end-users interact with IoT
objects accordingly to predefined interaction patterns.
Other studies try to make end-users integral part of IoT
systems, enabling them to adapt system and its components
for their (changing) needs. In this paper only later
approaches are explored.
To be able to adapt one or more component of an IoT
system, end-user must understand some of its basic
workings. These basics can be different with respect to the
desired capability of end-users, which can be oriented
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toward different node/system, such as: (1) a single node
with limited communication, (2) a node with high
communication needs, (3) a controller node which interacts
with simpler ones, or (4) an ecosystem of nodes,
controllers, and remote servers. The node model proposed
in this paper was modeled toward nodes of types (1-3).
However, the more complex the node is, the more
complicated program is required, entailing more
knowledgeable end-user.
Different researchers in this field assume different enduser programming qualifications. Some researchers try to
simplify systems for existing programmers while other try
to teach end-users basics that will still enable them to
specify their commands through suitable programming
interface, which can also be in graphical form, through
menu-like interface or object combining tool. Since
multitude of end-users are predicted for IoT, all research
directions may be required to involve all targeted users
(programmers and others) in today’s the fastest growing
computing field. Several such studies are described in the
rest of this section.
Warble middleware [8], similarly to our node model, to
simplify end-user programming encapsulates device and
protocol complexity in IoT environment. However, it
requires from users to program in Java (using provided API
for simplified device/network access), and its internal
structure is complex since its intended for a controller in an
IoT domain.
In [9] a user-oriented language is proposed which
enable users to specify interconnections between
heterogeneous objects in the IoT with natural language like
syntax. Their solution is more general than the node model
we proposed, with much larger syntax, consequently being
more complex to learn.
Semantic Web ontology model for programming
environments aimed at end-user development is presented
in [10]. The model provides abstract and technology
independent representations and allows definition of
abstract trigger-action rules that can be automatically
adapted to different contextual situations.
Author in [11] explore several different user interface
alternatives for programming smart devices for a smart
house using smart sign and variety of sensors as use case.
Rule based solutions are explored, which combine logical
expressions containing sensor inputs, and various
time/period definitions. Programs are created through webbased interface.
Paper [12] presents an integration of the Android
Things platform with the MIT App Inventor which should
enable novice developers with minimal programming
knowledge to create IoT applications.
A graphical tool for ordinary end-users is proposed in
[13]. It enables design and development for IoT business
processes. Implementation is based on microservices
deployed as Docker containers.
Commercial applications for managing IoT smart
homes through trigger-action rules without needing to write
any code, like IFTTT [2] and Atooma [3], are examples that
promote end-users to define behavior of their systems.
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Fig. 1. Three-layer middleware model for IoT node

Those solutions require constant Internet connection since
they work through services in cloud (every decision is made
there). Another similar solution is Home Assistant [4], an
open-source solution that relies on smart phones’
capabilities for home automation. Unlike most previous
solutions and proposed node model, solutions [2-4] work
with of-the-shelf, non-programmable devices.
The node model proposed in this paper is not a complete
solution – it is intended for programming a single node.
However, such node could possibly be a part of larger
system with similarly created nodes or could connect to
other node or system through the same interface. Target
node type could be a simple sensor node, or some more
complex controller/gateway node, or even server node. But
more complex node requires more complex program, and
there is a limitation on this model’s capability since it is
created with simplification as primary motivation.
III.

THREE-LAYER NODE MODEL

The proposed node model, shown in Fig. 1, consists of
three layers: sensor, logic, and cloud layer. Each layer is
defined with its configuration file and a program for logic
layer. Next subsections use the following syntax for
defining configuration file and program elements.
Elements in square brackets are optional (e.g., in "item1
[item2]" element item2 is optional). Repetition of an
element is descripted by three dots (e.g., in "item [...]"
element item can be repeated more than once). Symbol |
between two items (e.g., "item1 | item2") defines that
first or second item can be placed there. Whitespace in
configuration file should be ignored by middleware, but
still encouraged for better readability.
A. Sensor Layer
Sensor layer abstracts sensors and actuators providing
simple interface for their usage to the logic layer. For
simplicity, in further text only term sensor will be used, but
it represents both sensor and actuator.
Each sensor is defined by its name and communication
protocol. A sensor name can be used in logic layer for
retrieving its value or sending a value to it.
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Full definition for a sensor can be described with:

Listing 3. Example cloud layer configuration file

sensor_name[(arg[,…])] = protocol[(par=expr[,…])]

id = remote_garage_server
connection = {protocol="https",
url="https://192.168.12.7/garage",
user="garage2", password:"some-secret-key-1"}
listen = {protocol="https", port=443,
user="garage2", password="some-secret-key-2"}
subscribe = {"charger/command","charger/temp",
"door/command", "camera/command"}
publish = {"charger/status", "charger/temp",
"door/status", "camera/status",
"delivery/open", "delivery/close"}

where arg is argument to sensor name, par represent
parameter name and expr can be any string that can include
arguments and variable value which is set in task with
command SET (explained in III.C). However, simpler
forms without optional arguments are encouraged since
target users may not be programmers, and they may not
understand some programming features this configuration
can contain. Simpler form includes just sensor name and
protocol. For example, temperature sensor that uses I2C
protocol can be defined with temp=I2C, switch controlled
with pin 5 can be defined with SW=PIN(pin=5).
Example sensor layer configuration is presented in
Listing 1.
Listing 1. Example sensor layer configuration file
charger_switch = PIN(pin=17)
charger_temp = DHT11(pin=7)
door = HTTPS(url="https://10.0.0.27/open" +
"?key=55gs-12-jXT2ap1K&" + value)
camera(cmd) = HTTPS(url="https://10.0.0.35/" +
cmd + "?key=55gs-12-jXT2ap1K&" + value)

Middleware that implements described node model
must create a representation of all defined sensors and use
them when they appear in logic layer. For example,
command SET charger_switch=1 should be executed
by using pin 7 (through some interface) and set it to high.
Similarly, command GET charger_switch should be
executed by using the same pin and placing retrieved value
(0 or 1) into variable with name charger_switch, which
can then be used in program. More program command
examples are shown in section IV.
B. Cloud Layer
Cloud layer should abstract communication with other
nodes, usually local or remote servers (in cloud). Today’s
most prevalent communication model in IoT is through
publish/subscribe pattern. Therefore, the basis for cloud
layer is based on this principle, although it can be used for
other communication methods.
IoT node should define one or more remote computers
for communication, each with unique id, communication
parameters and publish and subscribe topics it will use.
Listing 2 shows general format for single server definition
in cloud layer configuration file.
Listing 2. Configuration file for a single server in cloud layer

middleware will start it, then required parameters must be
set through field listen. Elements publish and
subscribe must define topic names on which this node
will send data or subscribe to receive data from the server.
Example configuration from Listing 3 represent the
server which is reached over HTTPS. Data exchange with
this server, since not otherwise defined, should be
performed using topic names and associate values, all
added to given URL.
The original idea behind proposed node model is to use
sensor layer for sensors/devices this node controls, and
cloud layer for devices/servers that control this node.
However, this node model enables various communication
within both of those layers. Therefore, one can consider
some node as sensor or as remote server – it can be
implemented in either way, through sensor or cloud layer.
It is upon user to decide which approach better suits him.
C. Logic layer
The most important layer in proposed node model is the
logic layer. It contains a program which defines node
behavior. Proposed program syntax revolves around
definition of a task. Single task can be activated by triggers,
such as time, message arrival and local sensor event, or
called from other tasks. General task syntax is presented in
Listing 4. Each task must have a unique name. If it is
intended to be called from other tasks it could have
arguments. Those arguments can be used in task body as
variables but should have a value none when task is
invoked through triggers.
Listing 4. General task definition syntax
TASK task_name[(arg[, ...])]
[ RUN_ON <triggers> ]
BEGIN
<commands>
END

id = unique_remote_id
connection = {parameters for connecting}
[listen = {parameters for incoming traffic}]
publish = {publishing topics}
subscribe = {subscription topics}

Each server must have unique id which can be used in
program with SEND commands and on MESSAGE events
(element from). Field connection must contain all
information on how to connect with server, such as protocol
and authentication data. If a node run its own server, i.e.,
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Section RUN_ON define triggers which are evaluated on
any event. If any trigger evaluates to true, the task should
be started. Its user responsibility to define triggers well,
since without extensive heuristic middleware cannot detect
problems, such as conflicting triggers. Section RUN_ON is
optional for tasks that are only called from other tasks and
do not have their own triggers.
Triggers are defined using semi-formal grammatic, as
presented in Listing 5. Trigger TIME is used to define onetime or periodic task. Keyword NOW means that task should
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Listing 5. Trigger definitions

Listing 7. Definition of commands

<triggers>: <trigger> [...]

<commands>: <command> [...]

<trigger>: TIME <time_spec> |
MESSAGE <message_spec> |
SENSOR <sensor_spec>

<command>: GET <a> | SET <b> | SEND <c> |
RUN <d> | IF <e> THEN <f> ENDIF

<time_spec>: NOW | <time>
[PERIOD <time> [STOP <time>]]
[REPEAT <repeat_pattern>]
<time>: hh:mm:ss | minutes:seconds |
seconds[.milliseconds]
<repeat_pattern>: HOURLY [{hours}] |
DAILY [{week days}] |
MONTHLY [{months}]
<message_spec>: [FROM remote_id]
[TOPIC "topic-name" [<comp_op> value]]
<sensor_spec>: sensor_name [<comp_op> value]
<comp_op>: < | <= | > | >= | == | !=

GET sensor_name[(arg[, ...])]
SET sensor_name[(arg[, ...])] = new_value
SEND remote_id topic_name = new_value[, ...]
RUN other_task_name[(arg[, ...])]
IF name <comp_op> some_value_or_name THEN
<commands>
ENDIF

Task commands must be placed between BEGIN and
END keywords. Four commands are proposed: GET, SET,
SEND and RUN, which can be placed in main-level or within
IF-THEN clauses. Definitions of commands is presented in
Listing 7.

be run immediately with start of this node. Trigger
MESSAGE is intended for operation subscribe. When this
node starts it must register itself for all subscription topics
defined in cloud layer configuration file. When any
message arrives, it is handled through MESSAGE triggers.
Trigger SENSOR allows asynchronous action on some
events triggered by device. For example, some sensor may
trigger interrupt or is otherwise used independently of
commands in program. Whenever a reading is received this
trigger should be evaluated.

Command SET sensor_name=new_value sends
given value to the sensor (defined in sensor layer). To
facilitate complex sensor definitions, value new_value is
assigned to internal variable named value that can be used
in sensor layer (see door and camera in Listing 1). Sensor
name may be followed by arguments if definition of that
sensor requires it (e.g., SET door("set") = "open").

Trigger examples are presented in Listing 6, with some
explanations using comments (after character #).

Command SEND should be used for operation publish
on server with given id and one or more given
topic=value pairs. Server id and topic names must match
ones defined in cloud layer.

Listing 6. Example triggers with short explanations
TIME NOW

#run only once - now = on start

TIME 07:30:00

#run once, at 07:30:00

TIME 150:00

#run once, 150 minutes from now

TIME 05.300

#run once: 5 seconds and 300
#milliseconds from now

TIME NOW REPEAT HOURLY #run now and each hour
TIME NOW REPEAT HOURLY {8 10 12 16 18}
#run now and at these hours
TIME 07:30:00 PERIOD 01:00:00 STOP 12:00:00
REPEAT DAILY
#run each day at 7:30,8:30,9:30,10:30,11:30
TIME 07:30:00 PERIOD 01:00:00 STOP 12:00:00
REPEAT DAILY {Mon Wed Fri}
MESSAGE

Likewise, command GET sensor reads from given
sensor and creates variable with same name that can be used
in the rest of task body (i.e., in SET, END or IF commands).

Block IF-THEN-ENDIF could be used to perform some
action only if given condition is met. Only simple
conditions are supported. Nested blocks can be used for
more complex conditions.
Automatic variables time (with elements as defined by
struct tm in header <time.h> for C) and timestamp
(string in format YYYY-MM-DDThh:mm:ss.sss) should be
available in task body for more complex scenarios.
If task execution is triggered by a message, then the
variable message is available. Variable message is a
structure with fields from, topic and value. If task is not
triggered by message those fields have none as a value.
Similarly, when task is triggered by sensor event, variable
sensor becomes available with fields name and value.

#run on each new received message

MESSAGE FROM remote_garage_server
TOPIC "charger/command" == "start"
#run on new message only if from
#"remote_garage_server", topic name is
#"charger/command" and
#topic value is "start"
SENSOR charger_temp > 60
#run if sensor "charger_temp" triggered event
#and its value is greater than 60
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IV.

EXAMPLE TASKS

Example system used for demonstration is the garage
embedded device with direct control over car charging
station, and control over garage door and camera via local
nodes reached via HTTPS. Embedded device itself is
controlled by server (over HTTPS). All sensor and
connection parameters are already presented in examples in
previous section (Listings 1 and 3). Example tasks
presented in Listing 8 use those parameters in task body.
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Listing 8. Task examples
TASK charger_start
RUN_ON
MESSAGE FROM remote_garage_server
TOPIC "charger/command" == "start"
TIME 23:00:00 PERIOD 00:10:00 STOP 05:30:00
REPEAT DAILY
BEGIN
SET charger_switch = 1
SEND remote_garage_server "charger/status"=1
END
TASK charger_stop
RUN_ON
MESSAGE FROM remote_garage_server
TOPIC "charger/command" == "stop"
TIME 05:40:00 REPEAT DAILY
SENSOR charger_temp >= 60
BEGIN
SET charger_switch = 0
SEND remote_garage_server "charger/status"=0
IF sensor.name == "charger_temp" THEN
SEND remote_garage_server
"charger/temp" = sensor.value
ENDIF
END
TASK door_and_cam_control(camera_op, door_op)
BEGIN
SET camera("record") = "set=" + camera_op
SET door = door_op
SEND remote_garage_server
"camera/status" = camera_op,
"door/status" = door_op
END
TASK open_door_for_delivery
RUN_ON
TIME 06:30:00
REPEAT DAILY {Mon Tue Wed Thu Fri}
BEGIN
GET camera("authorized_entry")
IF camera == "waiting" THEN
RUN door_and_cam_control("record", 1)
SEND remote_garage_server
"delivery/open" = timestamp
ENDIF
END
#task "close_door_after_delivery" can be
#created similarly
TASK remote_door_control
RUN_ON
MESSAGE FROM remote_garage_server
BEGIN
IF message.topic == "door/command" THEN
IF message.value == "open" THEN
SET door = 1
ENDIF
IF message.value == "close" THEN
SET door = 0
ENDIF
ENDIF
END

First task, charger_start, can be activated remotely
when server sends
the
message on topic
charger/command with value start. Also, task is
executed each day at 11 PM and every 10 minutes after,
until 5:30 AM when is last started. Complementary task,
charger_stop can also be started remotely, but also on
5:40 each day and when sensor charger_temp triggers
action with the value of 60 or greater. Since overheating can
stop charger (through sensor trigger charger_stop), task
charger_start executes each 10 minutes in expected
charging cycle, to turn charger on if it was switched off.
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Task door_and_cam_control is an example of task
that is called from other tasks. It has arguments camera_op
and door_op that are used in task body. Sensor camera,
used in example tasks, is a smart device itself, and can
analyze pictures it takes, recognizing specific delivery
persons or vehicles.
V. COMPLEXITY ANALYSIS
Divide and conquer principle is widely used to handle
complexity. The same principle is applied in proposed
three-layer node model with additional complexity hiding
in middleware. However, even with that, proposed node
model is not simple enough for users without any
background in information technology. Fortunately, the
basic information technology is a part of any education
program, and some of those students might be potential
users of proposed node model. They could learn about it
through simple examples. Then, they could modify those
examples for their own purposes on their own systems, just
adapting configuration and programs. Or at least, such
users could modify already deployed systems, alleviating
the need for professional programmers to be constantly
involved.
Local or remote servers are important part of ecosystem
in which proposed node model is used. However, we do not
propose simplification on their usage – that is up to user to
learn from other sources, or get professionals set servers for
them. Theoretically, even this node model could be used as
server but with a moderately complex program. Still, the
lack of data-store capabilities and related operations (data
retrieval, manipulation) could be a severe limitation.
For comparison with other solutions we use several
alternatives: programming a node in a low level
programming language – C, programming a node in a high
level programming language – Python, and using a web
service to control a node (e.g., like in [2] and [3]). Several
criteria are considered for comparison:
1.

Node autonomy

2.

Hardware requirements for node

3.

Flexibility in network design

4.

Requirement for an Internet connection

5.

Complexity for solution design

6.

Number of end-users (as creators)

The first criteria, node autonomy, considers what can a
node do alone, without interaction with other nodes. When
a node is programmed in some general programming
language, there are no limits. Obviously, when node is
controlled through web service, no autonomy is required
from node. Proposed node model offers some autonomy
through programming in logic layer. However, since
proposed logic layer has limited functionality it cannot
compete with custom programs (e.g., in C or Python).
The criteria of hardware requirements its obviously in
favor on nodes that are programmed in low level. They can
be optimized for very simple microcontrollers. In contrast,
when Python is used, or proposed node model, more
resources are required (for interpreter, for middleware).
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TABLE I. THE COMPARISON OF DIFFERENT NODE IMPLEMENTATION’S PROPERTIES
Node
autonomy

Hardware
requirements for
node

Flexibility in
network design

Requirement for
an Internet
connection

Complexity for
solution design

Number of endusers (as
creators)

medium

high

medium

no

medium

medium

high

low

high

no

high

low

high

high

high

no

high

low

low

medium/high

low

yes

low/medium

medium/high

Using proposed
node model
Programming node
in C
Programming node
in Python
Using
web-service

When a web service is used, node must have connection
capability, at least TCP/IP network stack, usually even
more demanding (e.g., HTTPS, TLS). Alternatively, if a
web service could be installed in local network, then
Internet connection will not be necessary. In that case,
hardware requirements of web-based solution and Python
program or proposed model might not be that different.
From network design flexibility aspect, programmable
solutions are more flexible than web-service oriented
approach, since in later approach a centralized model is
only one offered.
The most important problem, as the author sees it, is the
number of users that can program and configure a smart
thing, design the whole system or adapt existing one. The
number of qualified system architects and programmers
(e.g., for C or Python) cannot grow exponentially as is
expected for IoT deployments. With minimal education
users might be able to use well defined graphical interface
offered by some web services or smart phone apps and
configure their things through them. However, they cannot
be used everywhere. The proposed node model is an
attempt to provide some additional possibilities – limited
capability, but flexible and simple enough to be used by
some users when other solutions are not enough or
available. Proposed syntax is simpler than one in
programming language (e.g., Python) but can still enable
creation of arbitrary communication networks, define
reaction to most events and provide a possibility for
periodic activities. Summary of differently created systems
through given criteria’s is presented in TABLE I.
VI.

CONCLUSION

This paper presents the research on user-oriented
programming for a device in IoT systems. Three-layer
software model is proposed, with cloud layer for simpler
communication with servers, sensor layer for interaction
with sensors and actuators, and logic layer for user-made
programs. Minimal program syntax is proposed, with
commands for interacting with remote computers and
sensors. Commands are grouped in tasks, which are started
by time, message, or sensor trigger.
In the author’ opinion, proposed node model is another
research toward end-user programming in IoT systems
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which could include some advanced users that are not
professional programmers, but could still learn to create
programs or modify existing ones toward their needs.
However, to validate this hypothesis further research is
required, including prototype implementation and analysis
of end-user experience with it.
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Abstract - Nowadays, energy consumption and especially
energy saving are important issues. The news of global
warming have increased the need to save energy in many
areas of our living community. Visualization is an important
trend in energy consumption research. Typical commercial
buildings include building automation systems with special
user interfaces are for automation professionals. There is a
lack of UIs for information sharing with ordinary users. It
has been proven that increasing consumer awareness can
result in reduced energy consumption. Building automation
systems, as well as other sensors installed in buildings collect
a huge amount and variety of data related to heating,
ventilation, and air conditioning. This paper presents a user
interface for providing relevant data for the users,
managers, and owners of buildings. Furthermore,
requirements for visualizing building data are described.
Finally, challenges faced in developing the visualization
methods are discussed.
Keywords - Visualization, user interface, building data,
IoT

I.
INTRODUCTION
Considerable amount of energy is used to maintain
comfortable living conditions in residential and
commercial buildings. The energy is used for example in
heating or cooling, lighting, and air conditioning of these
buildings. In year 2019 in Finland 280.217 terajoules of
energy was spent on the heating of buildings, accounting
for 26% of all energy consumed that year.[1] With
people's increased awareness of the need to lower energy
usage to slow climate change, there rises a question: how
can we aid the users, managers, and owners of buildings
who are seeking to monitor the living conditions and
reduce energy consumption? Earlier study [2] has shown
that giving users real-time information about their energy
usage led to less energy being consumed. We in the
KIEMI research project embarked on a journey to create a
system, DataSites, which would gather data from building
data systems and would be able to visualize the gathered
data to the users in an understandable way.
This paper presents the preliminary results of the
KIEMI (“Vähemmällä Enemmän – Kohti Kiinteistöjen
Energiaminimiä”, or “Less is More: Towards Energy
Minimum of Properties” in English) project, which aims
to develop proof-of-concept demonstrations and prototype
applications that illustrate how cost-effective, open, and
modular solutions could be utilized to improve the energy
efficiency of existing, older buildings.
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Usually there are no User Interfaces accessible for
normal users or residents of buildings, where they could
view data from building systems. If building data UIs
exist, they are usually supplier-specific, and only display
data from that supplier's system. Also, they are reserved
for managers of buildings only. To remedy this, DataSites'
end-user client applications can be implemented as a web
or mobile applications. A web browser or a smart phone
are readily available and familiar to most people, and by
using them as a platforms DataSites enables more people
to discover relevant building data, and to make informed
decisions on their own energy usage.
The rest of this paper is structured as follows. In
Section II, the related studies on visualization are
discussed. In Section III, the architecture of DataSites is
examined. Then in Section IV the requirements placed on
visualization of building data are specified. In Section V
the Sites service and its UI are shown. Section VI closes
this article with discussion and conclusions.
II. RELATED RESEARCH
Feedback and visualization related to building data
and energy consumption has attracted worldwide research
interest. One important point of view is the awareness
aspect of energy consumption, where the energy users’
level of awareness and its effects on their energy
consumption is studied. We made a survey of applications
for apartment energy consumption monitoring [3] and one
result was that several studies[4-7] show that knowledge
of energy consumption increases efforts toward energy
saving, leading to both monetary savings for the energy
users, and less emissions from energy production, but this
depends on the method used to produce the energy.
In an article [4] college students who received the realtime data of their energy consumption were more
motivated and successful in reducing energy consumption
than those students who received data after longer
intervals. It is worth noting that both groups reduced their
electricity usage when their awareness of it was increased.
Another study [5] verified that an increase in received
information about energy-saving, and thus increased
awareness, had a positive lessening effect on the energy
consumption of residents. The study, conducted in South
Korea, found that collective efforts created community
spirit, which can be another motivating factor for residents
to continue these efforts.
Looking at human factors related to energy usage in
residential buildings [6], researchers found that for most
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of the people in the studied cohort comfort meant warmth,
but that actions giving most comfort were not energy
intensive. Saving money was found to be the greatest
motivator for changing energy consuming behaviors.
We have focused on IoT data visualization in an
earlier study [8] where we presented methods of utilizing
the free map services available on the Internet for the
visualization of the gathered IoT data. In the system under
study, monitoring of road conditions was crowdsourced.
Conditions were monitored by drivers using an Android
application. This application sends the timestamped data
about acceleration, speed, location, as well as other data
to the server. OpenStreetMap and Google Maps were used
to visualize the routes driven. The condition of the roads
calculated from the data was indicated by the color of the
different sections of the path.
In addition, the appropriate tools for storing,
monitoring, and visualizing the data of living conditions
have been presented [9]. In the context of real world IoT
systems different types of databases were tested for
storing and retrieving data: time series, document, and
relational databases were compared. For visualization of
the IoT data open source Grafana visualization and
analytics web application was used.
III.

ARCHITECTURE

The architecture of DataSites system is shown in Fig. 1.

Figure 1: Architecture of DataSites service

The five architectural components comprising DataSites
system are:
1. Building systems
2. Adapters
3. Data and Sites service components
4. Data and Sites services' APIs and Data Formats
5. Client applications
Building systems are the building automation systems
and sensors from which DataSites can retrieve or receive
data. Communicating with building systems DataSites' is
the responsibility of adapter components. The information
streaming from automation systems and sensors is in
heterogeneous data formats, so DataSites' adapters also
need to convert the data to JSON object arrays, which
include the data most pertinent to users.
Two categories of data are handled by DataSites:


the physical layouts of buildings, called schemas
in DataSites, and



the measurements and other data sent by the
building systems.
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Both of these data categories require using adapters to
convert them. Sites service and its API are used to manage
the data concerning the physical layouts of the buildings,
and Data API is responsible for managing other data. APIs
are REST (REpresentational State Transfer) APIs
described with OpenAPI specifications. Clients use HTTP
protocol to send requests to API servers to interact with
their resources. An effort was given to keep the APIs
simple to ease client application development.
IV.

REQUIREMENTS FOR VISUALIZING COLLECTED
BUILDING SYSTEM DATA

Visualization of data involves the presentation data in
the graphical form, as graphs, charts, histograms, gauges,
geographic maps, etc. To be useful to its users, the
visualizations of building data have to be able to show the
data in understandable form, and in its proper context.
Here the context is a building site, which vary in their
layout complexity. A larger building site can have several
multi-floor buildings on them, with several rooms and
sensors. Using DataSites' data models for sites, layers, and
sensors users can place a sensor in a room on the third
floor of a building. Layers can be used to model the floors
and rooms, as well as other spaces of a building. Used in
this manner, the visualization provides an intuitive way
for the end-users to connect the source of the sensor data
to the real world.
The building systems change during the lifetime of the
building. There will likely be changes to the sensors
attached to the building system. Sensors might need to be
replaced by newer or different models, or be moved if
their initial installation spots were suboptimal. Placing the
sensors in their proper places in layers is made easier by
the fact that DataSites' sensor data model has x, y, and z
attributes for three-dimensional coordinates. This way a
sensor's location in the visualization is accurate.
Building systems, sensors and other related IoT
systems create a voluminous amount of data which places
requirements for the servers, and clients too. As some
sensors broadcast their measurements several times per
minute, or even in intervals of a couple of seconds, these
measurements create a discrete time series of
measurements. Storing this data requires hard disk space,
and processing larger time series data sets demands high
computing power from clients. DataSites uses the
InfluxDB time series database (TSDB) [11] to store data.
Published studies [12-14] have shown that InfluxDB has
advantages over many of the other options in
performance, especially in executing aggregation
functions over data and faster grouping of query results.
Stored time series data is intuitive to visualize and
understand. Graphs can be drawn using time as the x-axis,
with y-axis reflecting the changes in measurement values.
Errors in time series, like erroneous values caused by
sensor malfunction or periods where the sensor didn't send
data, can be easy to spot from a timeline graph. An
example that can be seen from a timeline series, is sensor
drift. In the sensor drift the sensor's ability to send reliable
readings deteriorates over time.
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One use of building system data is monitoring the
proper functioning of buildings. In case of detected
problems, manifesting as abnormally high or low sensor
measurements, most building systems are configured to
send alerts to the appropriate personnel. These abnormal
readings are usually highlighted graphically in
visualizations, for example using colors, larger text, or
opening a dialog showing a warning. In buildings of
course a wide range of problems can arise: pipes start to
leak, electric fuses operate, or the heating system goes
offline, etc. These problems need to be shown in a clear
way to the users in the visualization too. Serious problems
should be placed at the central place to alert the users. If a
fire alarm or a burglary alarm system is integrated into the
visualizations, showing active alarms from them is more
important than showing other information.
V. SITES SERVICE AND WEBUI
This chapter first discusses the Sites Service and its
API. Then it examines DataSites’ WebUI visualization
tool through an example of creating a visualization of
sensors on a building site to illustrate this process.

requirements for the visualization drive the process, so
gathering them is the first step. To meet the requirements,
developers need to have adequate information about the
site and all the building systems to be visualized. Access
rights to the data from building systems and sensors on the
site have to be obtained from the site's owner or manager.
Communication involved in this can take time, as often it
is the vendor of the building system, not the site manager
or owner, who actually can enable access to the data.
Images indicating the physical layout of the building
(floor plans, blueprints, etc.) can be added to layers like
floors of the building, or rooms, and need to be at hand,
too.
The creation of the site visualization starts with
creating a new site in WebUI, as shown in Fig. 2. In the
dialog named "Add a site", only the name of the site needs
to be given, but it is good practice to also include a
description for the building, and as well as its managing
organization. A web URL for the site can be given if one
exists. Here we create a site named "Amazing building".
Once created the site will be available from the dropdown
menu on the uppermost-left corner.

Data from both the Sites Service's and Data Service's
OpenAPI REST APIs is utilized by WebUI client in
visualizations. The Sites Service's API provides access to
three types of resources: sites, layers, and sensors. These
all have associated endpoints in the API. The creation, the
modification, and the deletion of resources is enabled
through these endpoints.
In the communication between the clients and the
service API, resources are transmitted as representations
in JSON format. The data models for these representations
are specified with OpenAPI with the endpoints. All data
models have a required ID field. The data model for the
sites also requires a name attribute. For the layer’s data
model, the following attributes are required: index for
ordering the stacked layers, the layer name, and the type
of the layer. Layer can be one of five types: unknown,
outdoor, a building, a floor, or a room. This set of types
were chosen to give enough flexibility in specifying the
layers, while keeping the set down to a manageable size.
Mandatory fields for a sensor data type are an external ID,
and the sensor's service type. External ID is the ID of the
sensor in the building system the sensor is sending its data
to. Service type is the name of a specific building system.
DataSites needs to be configured to what type of data is
available from a building system. After that DataSites can
use the external ID and service type to fetch a sensor's
data.

Figure 3: Creating a new site in WebUI

Figure 3: Adding a layer to a site

We can now add a layer to the new site, in this case
the first floor of the building. In "Add a layer" dialog (see
Fig. 3) we can enter information for the layer. Here again
we have the option of providing not only the mandatory
name attribute, but other available information like the
postal address connected with the layer. One attribute of
note is the "Image url", which is used to link to an image
file picturing the floor plan or similar. This image is

Figure 2: Creating a building site

Before creation of any visualization for a new site,
certain resources and information are required. End-users'
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Figure 4: Hierarchy of layers in a site
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always shown when the layer is selected from the side
panel. The link can be to any image file hosted on a web
server DataSites can access.
The created layer is viewable on the left side panel of
WebUI. When we choose the layer from that panel, we
can create other layers as its children. All layers can have
children. Hierarchies can be used to model complex
buildings, like one in Fig. 4.
Adding sensors starts with selecting the layer for
which the sensor will be bound. A layer’s visibility
dictates if the sensor is shown in the UI, a sensor will only
be visible if the layer it is on has been selected from the
hierarchy on the left side panel. Dialog "Add sensor", like
in Fig. 5, requires the name, external ID, and service type.
As was stated earlier, external ID enables accessing the
sensor's data in the remote building system, and the
service type is used to deduce what information is
available from this building system.

By default, only the icon for the sensor is shown in its
location. However, this can be changed from the top bar
selection “Show”. In the menu that opens, all the
measurements available from the sensor in DataSites are
visible. If we chose for example “Temperature”, in the
same location we would see the real-time temperature
readings from the sensors that send that data.
WebUI enables users to set any number of alert states
for each measurement. By setting the minimum and
maximum values for each alert state of the measurement,
the sensor sending that abnormal value causing the alert is
highlighted with the background color the user chooses.
The process of adding layers to the site, and sensor to
those layers is repeated until the desired parts of the site
have been modeled.
DataSites can also visualize history data of a quality
measured by a sensor. Fig. 7 shows a graph visualization
of temperature time series data as measured by a sensor.
Time period visualized has been chosen to be 14 days,
other options are 1, 5, or 30 days. Chart.js [14] JavaScript
library is used for this visualization.

Figure 5: Adding a sensor to a layer

A turquoise square is created as the sensor icon. This
icon can be moved on the layer to place it on the exact
location of the sensor. Clicking or hovering over the icon
opens a window showing the latest measurements
received from the sensor. Fig. 6 shows an example of a
sensor whose service type is setup to provide readings for
temperature and target temperature, as well as values for
valve, signal, and charge level.

Figure 7: Graph visualizing the history data of room temperature
measurement

WebUI client application was developed using
JavaScript, HTML5, and CSS3. jQuery and Underscore
JavaScript libraries were used. The application was served
from the same Java Spring Boot as the Site Service itself.
VI. DISCUSSION AND CONCLUSION
The study is part of our ongoing project, the purpose
of which is to develop a means of reducing energy
consumption in houses and apartments.
The presented DataSites service and its WebUI enable
users of buildings to get real-time data of living
conditions. WebUI, and tools like it, that have been
designed to increase a building’s users’ awareness of the
living conditions. Maintaining comfortable living
conditions has direct links to energy consumption, for
example the temperature difference between indoors and
outdoors implies that energy has been used for cooling or
heating.

Figure 6: Window showing the latest readings from a sensor
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As the goal of the KIEMI project is to reach the
minimal energy consumption while maintaining
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comfortable living conditions, it would be useful to
integrate direct energy consumption readings into the
visualizations. Also, the correlation of changes in the
living conditions and in energy consumption could then be
visualized. When users are able to discover these
correlations, and what behaviors affect energy usage most,
could give them incentive to change these behaviors.
The cost of the energy should be made clear in the
visualizations, too. This is supported by one of the key
findings from a study [6]: saving money was the most
important motivating driver in energy-saving behavior.
This would expand the systems DataSites needs to
communicate with to include energy systems and smart
meters, and systems from which real-time electricity
prices can be fetched.
One important aspect of DataSites is implementing
adapters that ensure that the data visualization components
receive are in unified format. This has proven to be a
time-consuming part of the process, as the adapters have
had to be created for each building system. Now the
vendors of building systems are hesitant to open and
document their interfaces.
For residential buildings, DataSites could be
developed to act as a Home Energy Management System
(HEMS), which could include dedicated In-Home
Displays (IHDs). Smart meters, capable of capturing the
electricity consumption of the devices at home can give
high definition data which can be stored and visualized.
However, a study looking at HEMS [14] use found that
their effect on energy usage was highly dependent on the
household they were installed in, some reducing energy
usage, but others actually increasing it. Also, a study [16]
found that the aesthetics of IHDs affected the frequency
users used it. This has implications to UI design too.
Graph.js and other visualization libraries could be used to
create visually more interesting graphical representations
of the building system data.
It would be interesting to create energy saving
feedback systems, maybe with DataSites, that would be
able to create community spirit around this matter, like in
previous research [5]. This will require future work on
how the social dynamics can be affected with these
systems. Crowdsourcing energy-saving measures could
be one direction worth exploring, similarly to what was
done with a road maintenance system we studied before
[8].
VII. SUMMARY
This paper presented a user interface for providing
relevant data for the users, managers, and owners of
buildings. Furthermore, requirements for visualizing
building data were described. It was discovered that to be
useful to its users, the visualizations of building data have
to be able to show the data in understandable form, and in
its proper context. To achieve this goal, this paper also
introduced asimple layer-based data model for describing
building features, such as floors, rooms and sensor
locations. The developed WebUI showed promise, and we
will continue the development of the service in our
ongoing project.
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Abstract - Nowadays, energy consumption and especially
energy saving are important issues. The concern over global
warming has increased the need to save energy in many areas
of our living community. One way of slowing global warming
is to reduce energy consumption and the related emissions.
IoT systems can be utilized to monitor living conditions in
residential and commercial buildings. These IoT systems
continuously produce huge amounts of data. Similarly,
various vendor-specific building automation systems
generate data on an equal scale. Combining these data
sources can be challenging, as protocols and data are seldom
in a unified and interoperable format. In this paper, we
present the DataSites service, which integrates back-end
systems and client-oriented REST APIs. The high-level view
of DataSites architecture, how to relay building data to client
applications, and the required interfaces are described in this
paper. Use of the service is illustrated using two real-life use
cases.
Keywords - Building data, IoT, API, Integrating services

I.

INTRODUCTION

Research shows that in many countries the cooling and
heating of buildings can consume significant amounts of
energy. For example, in the colder climate of Finland, the
heating of buildings uses over a quarter of the total energy
produced [1]. Furthermore, studies show that a big potential
for achieving energy savings exists in older, existing
buildings, mainly because of the large building stock and
lower energy efficiency of buildings constructed in past
decades (1950-1990) [2].
This paper presents the preliminary results of the
KIEMI (“Vähemmällä Enemmän – Kohti Kiinteistöjen
Energiaminimiä”, or “Less is More: Towards Energy
Minimum Properties” in English) project, which aims to
develop proof-of-concept demonstrations and prototype
applications that illustrate how cost-effective, open, and
modular solutions could be utilized to improve the energy
efficiency of existing, older buildings.
In recent years, there has been a huge increase in studies
that focus on Internet of Things (IoT) devices, smart
buildings, and wireless sensor nodes. Our previous research
generated a more in-depth review of applications used for
apartment energy monitoring and how rapid prototyping
with off-the-shelf devices and open source software could
be utilized to collect environmental data [3].
A Wireless Sensor network (WSN) is a common
implementation of IoT for gathering data. A typical
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concept of sensor networks was presented by Akyildiz et
al. [4]. The architecture of a data gathering IoT system can
be presented by a model of five layers [5]. This study
focuses on the back-end layers: an objects layer with
sensors, an object abstraction layer which transfers the data,
and a service management layer for the storing and serving
of collected data.
We presented various ways to store and visualize sensor
data in our previous study [6]. This study continues in the
same data gathering and serving focus area by developing
a more sophisticated implementation. The construction of
the developed system consists of back-end and front-end.
We divide the research into two research papers: This paper
introduces the back-end implementation. The developed
system front-end with user interfaces (UI) is introduced in
another study [7].
The purpose of this paper is to introduce a simple
solution for providing building data to client applications.
Further, the goal is to utilize the collected data for
optimizing energy usage in existing building stock while
preserving good living and working conditions. The study
continues our previous research [8] on using cost-effective,
off-the-shelf components and devices for measuring indoor
air quality.
The structure of the paper is as follows. Section II
presents the architecture of the developed system. Section
III presents two real-life use cases for providing building
data by using the developed system. Finally, Section IV
summarizes this paper.
II.

THE ARCHITECTURE

Fig. 1 illustrates the high-level architecture of the
system. The system can be considered to consist of five
major components (or collections of components): building
systems (or back-ends, in the context of this paper);
adapters; software components that are used to compose the
actual service; service APIs (Application Programming
Interfaces) of the Sites and Data service; and client
applications. The last component - client applications - can
be mobile or desktop software and is primarily used to
visualize data collected from buildings or produce added
value through deeper analysis of the data. The applications
are client only from the perspective of the service presented
in this paper and can themselves be other services or
complex systems. The first four components are explained
in more detail in the following subsections A, B, C, and D,
respectively. The back-end use cases described in Section
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Figure 1 Visualization of the high-level architecture.

III are also shown in Fig. 1. The arrows in Fig. 1 illustrate
the flow of data (or information). In practice, the actual data
is polled from the back-end systems, as the back-ends can
seldom be configured to send or relay data to external
services automatically. Similarly, the client applications
retrieve data from the service using REST
(REpresentational State Transfer) APIs.

•

On-location interfaces. It is quite common for
older and/or smaller buildings to have limited or
non-existing interfaces for remote access. Onlocation interfaces are often vendor-specific and
require extra work for software and hardware
integration. The actual interface might be, for
example, an Ethernet or serial connection located
somewhere within the premises. In some cases,
open standards such as Modbus or BACnet could
be available, making the integration work slightly
easier, but usually at least some amount of
location-specific customization of the utilized
hardware/software is required. Additional
challenges might be created by the physical
location of the interface. Often the interface was
not originally designed for remote access, and thus,
it might be located underground or behind thick
walls,
hindering
or
preventing
radio
communications and/or requiring extensive rewiring.

•

Web interfaces. The buildings that provided only
web interfaces also included on-location interfaces,
but accessing the interfaces was impossible or
impractical. There could be multiple reasons for
this, for example: organizational issues - the
building automation could be managed by a third
party company making ad-hoc installations
problematic; economic issues - the physical
interface could be configured or located in a such
way that remote access implementation would be
expensive; or management issues - for whatever
reason, the owner or manager of the building does
not want to allow physical access to the existing
on-location systems. Implementation-wise, web
interfaces are problematic at best. It is, in general,
possible to scrape the required data from the web
page or reverse-engineer the underlying interfaces
by inspecting the web page (when the page's terms
of use allow this). However, there is no guarantee
that an implementation built upon this kind of
approach will work in the future - usable for testing
and prototyping, but not for the production
environment.

•

Legacy interfaces. Cases where manufacturers,
documentation, specifications, and personnel with
appropriate knowledge have all gone out of

In our use cases, as well as in the context of this paper,
the utilization of data is the number one priority, and
controlling the actual building systems is secondary. In
principle, similar architecture could also be used to control
building automation systems, but this would increase the
overall complexity. This would also require deeper
understanding of the inner workings of the building
systems, and tighten the security requirements for the
service.
A. Back-ends
The back-ends represent the information, automation,
or sensoring systems installed in a building, which collect
or generate data within a building or a larger building
complex. A back-end could also be a cloud-based service,
which provides the required interfaces for retrieving data.
During the KIEMI project, several buildings (or larger
building complexes) have been utilized for running pilots
and prototype trials. Even in Finland, there are several
companies offering building automation systems with
varying inter-compatibility. In other countries, many other
systems are sure to be found and often the systems will not
be directly compatible. In other words, implementing a
service that can access a specific building automation
system is not guaranteed to work with a system produced
by another company. On a higher level, in our experience,
the systems can be categorized into four different classes
based on the interfaces available:
•
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Cloud-based interfaces. In these systems the data
collected by, for example, building automation, can
be accessed over the public Internet. The cloud
service provides a machine readable interface (e.g.,
REST API) for reading data and controlling
building automation systems. Integration-wise,
cloud-based interfaces provide the easiest path and
do not require the modifying (or even direct access)
of the systems installed inside the buildings.
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business a long time ago. In the best case scenario,
the systems are simple enough to reverse-engineer,
but in the worst case it would be more costeffective and future-proof to simply replace the
existing systems with more modern ones if remote
access is required.
B. Adapters
Adapters are software components, located within the
DataSites service, responsible for communicating with the
back-ends and converting data into a format understandable
by the service. Usually, one adapter cannot be used for
another back-end because of data format and protocol
incompatibilities.
Two types of data are integral to back-end systems. The
first type includes the layout of the building: blueprints,
floorplans, sensor locations, etc. - called the "schema" of
the building in the context of this paper. The second type is
the actual data, which is, in general, time series data
representing the sensor measurements collected within the
building. The data could be anything from temperature
readings to the air pressure statistics of an HVAC unit.
Internally, the adapters use the Sites and Data APIs
described in subsection D below. Schemas are fully
converted by the adapters to the format understandable by
the Sites APIs, but data is only partially converted.
Data is converted to simple key-value pair JSON object
arrays regardless of the original format. Only a simple
common key unification is performed. In other words, if
back-ends A and B both provide temperature data, but with
data keys "t" and "temp", respectively, the keys are
renamed "temperature" in the final product. If back-end C
provides a "hvac_air_temperature_t" key, the original key
is preserved, as no common key mapping exists. Similarly,
the data values are converted to SI units when possible.
This approach has both advantages and disadvantages. The
advantages are simpler implementation and preservation of
unknown raw data in the final output. The disadvantage is
the possibility of key collisions: multiple back-ends might
use the same unknown key, but use it to describe two
different measurements, or simply use different units of
measurements. If only simple data is required and there is
no need to see the "raw data" on the client side, the
unknown keys could simply be ignored. The alternative
would be to create a unified format, which contains all
possible data types produced by all supported building
systems. It could also be assumed that a user requesting the
rarer and more unique data types would already know what
to look for and have some kind of understanding of the
building in question.
In some cases, other information such as alerts or value
set-points/thresholds could be available. For these, "virtual
sensors" are created, and the data is converted to
timestamped data points. I.e., natively (unsupported)
information can be presented in the model as “sensors”
even though the data sources may not be actual physical
sensors located in the building. More complex, which
cannot be easily represented as simple textual notifications
or key-value paired data, is currently ignored. In practice,
complex data is often generated and managed by higherlevel services built on top of building system interfaces and
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are thus out of reach for our implementation. Furthermore,
the basic purpose of our system is to provide simple data
APIs for client applications, making processing complex
data out-of-scope.
In Fig. 2, for the sake of simplicity, both the actual
"data" and "schema" data are visualized as originating from
one single back-end. In practice, it is quite common that the
layout of the building must be retrieved from another
system or is not directly available in a structured format,
and must be constructed based on blueprints, and inserted
into the service using the service APIs. If a service
providing the building schema is available, the service
could be periodically polled for changes, but building
layouts and sensor locations usually change only in the case
of renovations or when replacing broken or malfunctioning
sensors or devices.
C. Service Components
The service was created with the Java programming
language and built upon the Spring framework, Apache
Tomcat, and MariaDB (MySQL). These can be easily built
into a Spring boot application using, for example, Maven.
In our case, the service runs in a Linux-based virtual
machine (Debian Bullseye), and all of the components are
readily available in most Linux distributions. The API
specifications are written in Yaml and are based on the
OpenAPI specification [9]. There exist several code
generators for creating both client and service stubs for
practically every commonly used programming language.
In our case, we used the swagger codegen [10]. In
summary, the service was built on commonly used
components, and a similar approach has worked well in our
previous projects.
In the current version there is no functionality for "hot
loading" new adapters into the systems. In other words, a
full system re-compilation and deployment is required
when new adapters are added. Allowing new adapters to be
added while the service is running would allow better
customization and easier extendibility, but on the other
hand it would increase the system complexity, and in
practice, implementing such a feature is often not trivial. In
our case the brief service downtimes caused by adding new
adapters are not crucial, as new adapters are not created
very often. Still, adapter hot loading is a feature that could
be added in the future.
The MariaDB database is used to store both client-side
and back-end side credentials as well as building schemas.
No actual (measurement) data is stored in the database. If
data caching is required, better databases exist for handling
time series data (such as InfluxDB, which we used in ref.
[6]). In practice, the client requests often need real-time
data that has to be directly retrieved from back-ends, which
in turn reduces the advantages of active data caching.
HTTP (Hypertext Transfer Protocol) request caching can
be performed on the client-side API to lower the back-end
load.
The Spring Security framework is used for user
management and authorization. In our testing scenarios, in
client-side APIs HTTP basic authentication with or without
encryption is used for easier testing, but for production use
the Spring framework offers methods that have better
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security. The client-side user credentials never allow direct
access to the back-end systems. This is both for
convenience (the user does not need to know back-end
credentials) and for security (if client-side credentials are
breached, a malicious user might gain access to the data,
but not to the actual back-end credentials).
The back-end side authentication depends on the
methods available in the back-end systems in question. In
some cases, a VPN or other form of trusted zone can be
created, or tokens could be generated for the purpose of
accessing the back-ends. In other cases, the only option
may well be to store credentials (username-password pairs)
directly in the service's database, creating increased
requirements for securing the system. Further, how "finetuned" credentials can be created varies between systems.
That is, it may not be possible to create credentials with
access limited only to certain data, or the same credentials
- if they have fallen into the wrong hands - could also be
used to modify the building systems' parameters even when
the service itself does not provide such functionality. In
principle, one should never store clear-text credentials in
databases, but unfortunately this is not always possible
when dealing with legacy systems.

/layers/{layerId} for listing all child layers for the site and
layer designated by the identifier.
The end points are based on the three core data models
of the building schema, and their relationship is also
illustrated in Fig. 2:
•

Sites. Contains high-level metadata of the location
(description, external URI link, name and
organization) and an identifier. Only name and
identifier are required properties. A site can have
only one layer.

•

Layers. Represents a single "layer" within a
building complex or a single building. Includes
metadata properties such as address, postal code,
country, description, external URI link, name,
organization, and coordinates (latitude and
longitude). It also contains the properties required
by the schema functionality: identifier, index, and
type. One layer can have any number of child
layers. Type is an enumerated constant, which
describes what kind of layer (unknown, outdoor,
building, floor, room) is in question. This enables
the creation of hierarchical schemas. For example,
layer 1 (building) has 2 child layers (floors) and
each of those have 3 more child layers (rooms).
Using the index (number) the child layers could be
sorted in a specific order. Additionally, an image
object (with scale and URL properties) can be
added to each layer. The scale is a text field
currently used only for informative purposes and
the URL is a link to an image file. The file could
be, for example, an image of a floorplan. Only
name, type, and identifier are required properties.
A layer can have any number of sensors, but only
a single image. If multiple images relate to a single
layer (e.g., both a floorplan and electrical plan are
available for a floor), a separate layer must be
created for each image, and the layers must be
grouped below an (imageless) parent layer.

•

Sensors. The sensor object of the Sites API is the
metadata representation of a sensor (or a virtual
sensor). It contains an identifier, external identifier,
name, service type, and coordinates (x,y,z). An
external identifier is basically a string that adapters
use to resolve the original back-end data source,
whatever that might be. The service type is the
name of the back-end system. The sensors are
always hierarchically placed below a layer, and if
that layer has an image attached, the coordinates
can be used to mark the position on that image. The
coordinate system is in pixels and they are in
relation to the original image. Thus, replacing the
image requires re-calculation of the coordinates,
which can be performed automatically. The
identifiers and service type are required properties.
As can be seen in Fig. 2, a single sensor can only
be associated with a single layer. First, this is done
to reduce many-to-many connections, and second,
as the sensor coordinates are in relation to the
image, unless both images are exactly the same size
and scale, the coordinates would not match.
Further, the sensor object is, in general, simply a

In addition, older systems may not have been designed
with user management in mind in the first place, with
security control being implemented by a "physical barrier".
The system access point is placed in a closed area or behind
a locked door, with access granted only to authorized
personnel. Accessing this kind of system remotely will
essentially override all existing security practices
implemented using location, and could potentially give full
access to the back-end system in case of a security breach.
D. Service API and Data Formats
The REST APIs mimic the underlaying data models:
the (measurement) data and the building schema. The
client-side Data Service API (shown in Fig. 1) contains
only a single end point (GET /data/sensors/{sensorId})
with commonly used filters (time interval from-to in
ISO8601 formatted strings, and start index and maximum
results for paging the data). Calling the API without
parameters results in the newest data object to be returned.
As described earlier, the data consists of simple JSON keyvalue pair object arrays. If the back-ends do not provide
history data, the end point filters will simply return an
empty array for non-matching parameters.

Figure 2. Object relations within the DataSites Service.

The Sites Service API contains three end points:
/sites/{siteId}, /layers/{layerId}, and /sensors/{sensorId}.
Each end point has HTTP methods for creating (POST),
reading (GET), updating (PUT), and deleting (DELETE)
schema data. Omitting {identifiers} will result in returning
all data, and similarly to the Data Service API, all GET
methods provide filters for paging the results. An optional
/layers path can be appended to /sites/{siteId} and
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relation object. The external identifier can be used
to track the real sensor (or data source). Multiple
sensor objects can have the same external
identifier.
In the Sites Service API all three models are presented
as JSON objects. Each layer could have different metadata,
or the metadata can be considered to "cascade" downwards
in the hierarchy, depending on the client application’s
interpretation of the data. In the service, no metadata is
automatically copied or updated to child layers when
parents are updated.
We also host a basic file upload service for storing
images and creating image links for layer pictures, although
external image links are also accepted to allow hosting of
an image on a third party service. The implementation of
the image hosting service or the user management features
are not described in great detail in this paper as pre-made
implementations are readily available both as open-source
and commercial components, and they are not "core
features" in the context of this paper.
III. USE CASES
To illustrate back-end integration, two real-life use
cases are presented in this section. The use cases - a
building automation system and RuuviTag data collection are highlighted in the high-level architecture, in Fig. 1, and
they can also be seen in Fig. 3 and Fig. 4. The first use case
is a more modern system, which offers a cloud-based
interface (REST API) for retrieving data, and the second
case implements an on-location interface for data retrieval.
A. Building Automation System
The building automation use case is a large four-story
building located in Helsinki, Finland. The building contains
a modern building automation system for monitoring
conditions within the building and for controlling HVAC.
More specifically, we were interested in the sensor data
produced by the heating system. Every radiator in the
building is equipped with a smart thermostat, which both
controls the heating and collects operational data from the
unit. There are about 25 radiators per floor, but the data
collection is concentrated only on floors 2-4, making the
total thermostat (i.e., sensor) count about 75.

Figure 3. Illustration of the building automation system use case.

The building automation system uses the thermostat
data (in combination with weather forecasts, outdoor
temperature data, and statistics from the HVAC units) to
optimize the heating of the building. The implementation
of the thermostats, data collection, and the building
automation were unknown to us, and our knowledge was
limited to the data provided by the REST API. The "sensor"
data consists of: the room temperature (as measured by
each thermostat unit), room target temperature (or optimum
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temperature), signal level (the thermostats are wireless),
battery level, timestamp of last communication (hourly
updates), mac address, thermostat name, and valve status
(the building has central heating and each thermostat has a
valve that controls the flow of hot water into the radiator).
The data is provided in JSON.
The REST API can be used to retrieve the basic
metadata of the building (e.g., address, name,
organization), which the adapter uses to generate the toplevel site container and to fill out the appropriate properties
in layers. In the data model of the back-end all thermostats
are children to "site nodes" and nodes can be children to
other nodes, somewhat similar to layers in our model. The
nodes could represent rooms, buildings, floors, or perhaps
thermostat groups, but unfortunately they are not
enumerated or typed, and it can be slightly challenging to
reliably interpret which node is a room and which one is a
floor. The adapter will simply read the node's textual name
and use it to figure out the node types. For example, if the
name has the word "kerros" (floor, in Finnish) in it, the node
is assumed to be a floor node, if the node name has the letter
H followed by numbers or the word "huone" (room, in
Finnish) in it, the node is assumed to be a room node. The
approach worked in this case, but as the names are simply
text fields, the naming convention might be entirely
different in another building, requiring modifications to our
adapter.
The adapter creates a single site and one layer per node
to describe floors and rooms and internally inserts these
through appropriate interfaces found on our service, as
illustrated in Fig. 3. Based on the thermostat data, sensors
are created in our service, using the thermostat name as the
sensor name, the mac address as an external identifier, and
a back-end specific service type name is generated. There
is no method for retrieving a building blueprint or floorplan
in the back-end API, and the system does not contain exact
thermostat locations within the rooms.
Finally, upon client request, the adapter will use the
sensor mapping to resolve and retrieve the actual data from
the building system. The company managing the building
system also provided us with floorplans to use as layer
images and for demonstration purposes the thermostats
were placed on the image at their exact coordinates.
Admittedly, manually setting nearly a hundred sensors can
be tedious even though the work, in general, needs to
performed only once.
B. RuuviTag Data Collection
The RuuviTag data collection case is a small, singlefloor children's daycare center located in Pori, Finland. The
back-end system consists of a combination of InfluxDB
database, Raspberry Pi, a group of RuuviTag sensors [11]
installed in various rooms in the buildings, and a possible
on-location interface connection (Ethernet, BACnet) to the
building automation system. The overall setup is illustrated
in Fig. 4.
The manufacture of the building automation system
also offers a web interface, which allows viewing of history
data and various HVAC schematics, but no floorplans or
blueprints of the building are available, nor is there any
metadata that would help to discover the exact locations of
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the various sensors or devices within the building. In this
case, we asked the building owner to provide a blueprint
and we set up the sensor locations manually for
demonstration purposes. There were only around 15
sensors total, and figuring out the device locations
manually was a straightforward task.

required interfaces, were described in this paper.
Furthermore, the paper showed how simple, basic
components can be used to construct a viable service for
providing data building data to client applications. In test
scenarios, the use of the service was illustrated using two
real-life use cases.
The research gave rise to some ideas for future research:
Hot loading new adapters without stopping, shutting down,
or rebooting the system would be usable when using remote
controlled systems. The second issue to be developed might
be usability improvement with improved methods for
setting sensor locations.

Figure 4. Illustration of the RuuviTag data collection use case.

In addition to the building automation data, the
RuuviTags include temperature, relative humidity,
atmospheric pressure, and accelerometer sensors. The
building automation system includes temperature
measurements from outside the building and within the
HVAC unit, but no accurate room-based measurement. The
Java application (RuuviCollector [12]) used to monitor the
Bluetooth Low Energy (BLE) beacons used by the
RuuviTags for transmitting measurement data also
calculates certain derived values (e.g., dew point, absolute
humidity). The same application also relays the data to the
InfluxDB. The Raspberry Pi is located inside the building,
but the InfluxDB is installed on a virtual machine
accessible over the Internet using a 4G modem. The
InfluxDB could also be installed on the Raspberry, but this
would increase the CPU and memory load of the Raspberry
Pi when data queries are performed. Also, in the current
setup, the Raspberry Pi simply sends data and there is no
need to allow inbound access to the building's network.
The data retrieval from InfluxDB was implemented
within the adapter as a pre-created list of database query
templates. To resolve the building schematics, in this case,
the only option was a manual one. The building automation
system is part of the building, but other components were
implemented by us, and because of this, we knew certain
internal details of the back-end implementation that were
not available to us in the "Building Automation System"
use case. To be precise, we knew the database "schema" of
the InfluxDB database. The adapter uses the database
name-measurement name-tag name structure of the
database to automatically construct the site-layer-sensor
hierarchy, requiring only address and organization details
to be typed in manually if a similar setup is installed in
another building. In practice, based on our experience, it is
quite common that building schematics are not available as
structured data, and especially with older buildings it is
possible that only paper (or photographed) blueprints are
available.
IV.

CONCLUSIONS

The paper presented the DataSites service, which
integrates back-end systems and client-oriented REST
APIs. The high-level view of the DataSites architecture,
how to relay building data to client applications, and the
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Abstract—Smartphones play an important role in today’s
society. Although their performance increases rapidly, we are
witnesses of their small average daily usage. In this paper, we
focus on executing post-processing tasks required for the growing
amount of daily generated GNSS data. The research hypothesis
is to check whether we can take an advantage to use smartphones
while they are idle for such kind of post-processing.
We have realized a prototype model and measured the performance as a proof of concept use-case to provide evidence if such
an implementation is effective.
Keywords— smartphones, grid computing, GNSS postprocessing

systems, with horizontal scalability approaching millions of
CPUs.
This paper is organized as follows. An overview of the
related work is presented in Section II. Section III defines
the system and the corresponding architecture, followed by
description of the system implementation in Section IV. The
results from the experiments are presented and elaborated In
Section V. The final Section VI elaborates the conclusions and
future work.

I. I NTRODUCTION
Smartphones became an essential part of our everyday life,
and which imposed rapid increase in their performance. The
latest PassMark cross-platform benchmark [1], lists smartphones which score better than many mid-range CPUs.
And that list keeps growing, as new smartphones are being
launched. But even if they are essential part, they are not used
all the time. Statista [2] estimates that the average daily usage
of smartphones is 3 hours and 15 minutes, i.e. the smartphones
are idle 87% of the time.
As our society is becoming more and more data-driven, the
need of terrain mapping increases. Countries and institutions
are developing and extending geographic information systems,
autonomous vehicles are on the rise and they rely on precise
geolocation, many other economic sectors try to incorporate
Global Navigation Satellite System (GNSS) data into their
workflows. In order for GNSS data to become useful, they
need post-processing which is time and resource consuming
task.
The research hypothesis analyzed in this paper is to find
whether smartphones can be used when idle to provide processing of raw GNSS data.
In order to check the hypothesis validity, we develop a usecase system which connects the generators of raw data with
idle smartphones. The starting point is identification of core
building blocks of such a system, followed by a specification
of abstractions and with guidance of software engineering
approaches, and finally, an implementation is being proposed.
The current effort put into the optimization of GNSS data
post-processing relies on implementing a local parallel system
using common multi-threading concepts and the amount of
vertical scalability is approaching the upper boundary. Our
approach exceeds those limits by providing massive parallel

Research on using mobile devices for distributed computing
was conducted in 2004 [3] and resulted with a joint proposal
to use PDA-s for grid computing.
More recent research has been realized in 2012 [4] to
develop a task scheduler by developing a cross-platform
benchmark, feasibility study and proposal of abstract implementation.
An implementation for distributed computing on Android
based smartphones was proposed in 2017 [5].
The challenges in implementing such a system was analyzed
in [6] with a comprehensive discussion on the usage and
availability trends of smartphones.
Several proposed implementations of smartphone-based grid
systems were analyzed in [7] along with elaboration of challenges.
This topic has been discussed by many researchers and
companies around the world [8] and over the years, many
implementations at a higher-abstract level have been proposed.
[9] There is even a working Python-based framework called
Misico [10].
Kakooei and Tabatabaei [11] demonstrated the results of
parallel GNSS data post-processing and demonstrated 15%
improvement compared against classical serial approaches.
Chui et al. in their paper [12] demonstrated significant
results from the parallelization of GNSS data post-processing.
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II. R ELATED W ORK

III. A RCHITECTURE OF A SMARTPHONE - BASED GNSS
POST- PROCESSING
The main actors along with their roles and responsibilities
into the system are identified, and the actions taken by each of
them are covered within a use-case scenario. The goal of this
scenario is to provide guidance for the transformation from
raw into processed data.
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Fig. 1. Actors and their modules

A. Functional description
Actors, roles and responsibilities are illustrated in Fig. 1.
Clients: Producers of raw GNSS data while conducting
measurements with specialized equipment. In order to make
use of these data, post-processing has to be done which is
time and performance consuming task. Optimization could be
achieved by leveraging the proposed system.
Post-processing provider: The entity which receives the
raw data produced by the clients. Responsible for orchestrating
the post-processing, and managing the pool of workers. (abbr.
provider)
Smartphone workers: Managed devices which process
batches of the raw data, and run software provided and
managed by the Post-processing provider.

Fig. 2. Abstract Solution Architecture

B. Primary use case
The client produces raw GNSS data while doing it’s regular
business activities, and sends that data to the post-processing
provider. When the provider receives the data, they are identified into the system and ready for processing. The provider
utilizes it’s reducer to split the data into smaller batches, each
batch is send to a worker from the pool of available workers.
Each worker upon reception of the data, starts the processing
algorithms which are embedded in the previously mentioned
software provided by the Post-processing provider.
Data processing is centered around linear algebra, more preciesly matrix algebra and linear transformations and invloves
floating point arithmetics.
For even greater efficiency, each worker uses multithreading.
Using device GPUs was considered, but due to the fact that
in general the processing capabilities of smartphone GPUs is
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not significant, and after in-depth analysis a CPU approach
with multi-threading was chosen.
As the workers complete the tasks, they send the processed
data back to the provider, who is keeping track of the overall
process, and appends each completed batch to the data for the
particular job. When the workers finish, the data is send to the
appropriate client. If a worker fails, the provider will allocate
that worker’s batch or batches to a new worker from the pool
- this mechanism provides fail-safe environment and prevents
inconsistencies.
C. Software Architecture
The abstract software solution architecture is presented in
Fig. 2.
The Clients are entities which have interface to the system
for sending raw data, receiving processed data and are being
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Fig. 3. Software architecture of the mobile application

charged for the services by a contract.
The Post-processing provider is an entity which consists
of the following modules:
• Client management module, which keeps track of all
clients, their new or completed tasks and keeps track of
several metrics which are needed for billing and analytics.
• Mapper module, which splits a client’s raw data into
smaller batches, and assigns a worker for each batch.
• Reducer module, which receives processed data from a
worker, appends it to the overall processed data. And
when all the data is processed sends it back to the client.
• Smartphone workers pool, which keeps track of all the
available workers, sends them batches of data, gets the
processed data from the workers, keeps track of several
metrics required for analytics and compensation.
The smartphone worker is an entity - more precisely
a smartphone, which runs a mobile application from the
provider. The application serves as an endpoint to the provider,
for receiving raw and sending processed data, utilizes the
device’s multi-threading environment to process raw data.
There is another part from the application which is not strongly
related to the core computing process, but is important for the
business process, that part collects various metrics which are
required for compensating the worker for their resources, and
for other analytics.
IV. I MPLEMENTATION
Google Cloud Platform [13] and Firebase [14], are going to
be used for this proposed concrete implementation.
The Post-processing provider is going to be a web application, deployed on Google Cloud Platform with a central
role in the system. Upon receival of the client’s data via web
interface, the app is going to split the raw data into batches,
and upload each batch to Firebase Cloud Storage. The app
manages the batches and their identifiers in a NoSQL Database
- Firebase Firestore, and using the Firebase Cloud Messaging
sends message to the desired workers which are registered for
providing processing power, and identified with FCM Tokens.
A Firebase Cloud Messaging Token is an unique identifier
for each device registered to a certain Firebase Cloud Messaging Topic. Each message contains the assigned batch identifier,
which is going to be used by the Smartphone-Worker to pull
the batch from Firebase Cloud Storage. After each worker
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finishes with the processing, the app merges all the batches
which are already uploaded to Firebase Cloud Storage, into
one file, available for the client.
The Smartphone workers are Android or iOS based devices, which have installed a native application, developed
in Dart and Flutter [15]. The app allows the user to register
his or hers device for accepting post-processing tasks. After
registration the app waits to be assigned a task, i.e. a receive
a cloud message with the batch identifier. Upon receival of a
message, the app pulls the batch with the given identifier from
Firebase Cloud Storage, and starts the processing task. Each
processing task is using isolates, which enable local multithreading on Android and iOS. When a worker finishes the
processing, the app uploads the now processed data file to
Firebase Cloud Storage.
Flutter uses the APIs provided by Andorid and iOS SDKs
to keep track of the state in which the device is, and only idle
devices will receive processing tasks.
The Clients access the Post-Processing provider via web
based interface. Clients can upload their raw data, monitor the
progress of the processing, and when complete, download the
processed data.
Fig. 4 shows the UML activity diagram of the implemented
use-case.
Each of the described components, include smaller modules,
such as billing, analytics, usage history, task monitoring, etc.
These software modules are not explained in details since they
are beyond of the scope of this paper.
V. R ESULTS
For obtaining the initial results, many attempts were made,
on various devices and internet connections. The data used
for this experiment is a real dataset provided by a mapping
company based in Strumica, with 6000 raw-data points. Due
to business policies the data is anonymized, but that doesn’t
effect the results. The company processed the data for around 3
minutes using proprietary software, and a North Macedonia’s
post-processing provider offers post-processing times of 100
ms per raw-point, i.e. 10 minutes total for this data, these
metrics were obtained from the publicly available data and
with domain experts which use their services on daily basis,
the internal architecture of their post-processing system is
proprietary. Using cloud based scalable infrastructure such
as Google Cloud Platform or Amazon Web Services can be
considered but the costs of such approach would conflict with
our primary objective, i.e. leveraging idle hardware, instead of
employing active hardware.
Using the proof of concept implementation, the average
start to finish time was: 11282.89ms, shown in Fig. 8, with
4171.52ms average download time (required for pulling the
raw-data batches from Firebase Storage) as shown in Fig. 6,
and 7055.53ms average upload time (for uploading the processed data to Firebase Storage) as shown in Fig. 7.
The utilization is shown in Fig. 5, it was influenced by per
worker file I/O, but our implementation provided an average
of 77%.
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Fig. 4. UML activity diagram of the implemented use-case
TABLE I
S UMMARY OF THE RESULTS
Attempt
Number
1
2
3
4
5
6

Number
of Workers
6
6
6
12
12
12

Internet
Connection
40/20 (D/U) Mbit/s FTTx
30/15 (D/U) Mbit/s FTTx
30/16 (D/U) Mbit/s Telekom 4G
20/10 (D/U) Mbit/s Broadband
20/10 (D/U) Mbit/s Broadband
20/10 (D/U) Mbit/s Broadband
Average:

Start to
Finish Time
6122.45 ms
7054.45 ms
9866.48 ms
14368.02 ms
15428.62 ms
14857.33 ms
11282.89 ms

The above elaborated summary statistics were obtained from
the experimentation phase which results are shown in Table
I. When concluding experiments the quantity and diversity of
smartphones proposed limiting factor. In Attempt Number 1
older LG smartphones were used in which the Flutter app
couldn’t leverage the device’s multi-threading capabilities and
the processing time is enormously higher compared to other
attempts, on first glance it may seem as an outlier, but this
result shows the significance of using multi-threading on a
worker level.
This proof of concept showed that the post-processing of
GNSS data, can be significantly improved, in this case we
have improvement of 5317% compared with traditional post-
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Download
Time
1170.33 ms
1162.38 ms
3890.29 ms
5514.60 ms
7003.46 ms
6288.05 ms
4171.52 ms

Upload
Time
4040.11 ms
5959.93 ms
6939.14 ms
8703.76 ms
8257.99 ms
8432.25 ms
7055.53 ms

Processing
Time
908.43 ms
2.71 ms
3.82 ms
89.94 ms
92.40 ms
82.51 ms
196.64 ms

Utilization
0.94
0.96
0.97
0.58
0.52
0.63
0.77

processing providers, and 1595% improvement compared to
in-house data post-processing.
Due to the test environment in which experiments were
conducted, the cloud platform always requires more time on
the first attempt to start up the services, but in a production
environment with clients and workers this will not be an issue.
The metrics from our approach, can be compared to the
other approaches with different amount of raw data. The processing time needed with traditional post-processing providers
and in-house data processing is proportional with the amount
of data.
The results in Table II, indicate that our approach outperforms the others, due to it’s horizontal scalability. The other

MIPRO 2021/CTS

TABLE II
C OMPARISON OF OUR APPROACH VERSUS EXISTING METHODS WITH RESPECT TO THE AMOUNT OF DATA
Number of points
in raw data
6000
15000
30000
50000

Processing Time required
Post-processing
In-house
Our
providers
processing
approach
600000 ms
180000 ms
11289 ms
1500000 ms
450000 ms
28222.5 ms
3000000 ms
900000 ms
56445 ms
5000000 ms
1500000 ms
94075 ms

Fig. 5. Start to Finish Time per attempt with Utilization

Fig. 8. Start to Finish Time per attempt

Fig. 6. Download Time per attempt

Fig. 9. Comparison between approaches and amounts of data

Fig. 7. Upload Time per attempt

approaches are linearly dependent on the amount of data, and
that dependency introduces a bottleneck in processing time.
These results are shown in Fig. 9.
VI. C ONCLUSION AND F UTURE WORK
This paper demonstrates that using idle smartphones to
provide post-processing services of raw GNSS data can give
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huge improvements of the processing time.
Major aspect that should be taken under consideration is
the power consumption produced from performing the calculations. During the research and experimentation slight increase
in battery life was noticed and the heat production was stable
and no major fluctuation were noticed. But in order to draw
general conclusion experimentation on vast number of devices
from different vendors should be performed.
Due to the structure of the data and the increasing speeds of
networks, especially the rise of 5G, the upload and download
times do not pose a bottleneck of the system.
Our research process evolved from abstractions to design
of details, and building proof of concept implementation
which provided performance measures necessary to prove the
hypothesis. The overall outcome can be mutually beneficial to
industry and the general population.
This proof of concept implementation can be further improved and optimized, and the experiment can be carried on a
number of smartphones ranging in hundreds or even thousand
of devices.
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Abstract - Nowadays, there is a trend to replace the
physical vehicle mirrors with camera system. Camera
systems bring several benefits to modern vehicles such as
clear image in bad weather conditions, optimized brightness
and contrast and no blind-spots. In this paper one such
system is proposed which is based on the processing of signals
received from five different cameras, using three wide and
two narrow-angle cameras. The solution is developed by
using the Texas Instruments VISION SDK 2 software
framework and implemented on Advanced driver-assistance
system (ADAS) board with Texas Instruments TDA2xx
System on Chip. Four different use cases are developed. In
use cases with two and three cameras, different views of the
vehicle environment are presented to a driver. Such displays
allow an overview of both blind spots around the vehicle and
a clear overview of the rest of the surroundings. The use case
with zooming of the desired part of the image allows the
driver to select the part of the screen he wants to enlarge. The
last use case detects the vehicle behind ego-vehicle, estimates
the distance and speed of the vehicle and if necessary, warns
driver about incoming vehicle. Verification of the proposed
solution was performed by measuring the implementation
processing speed and by comparing the obtained results with
the actual ones in case of speed and distance estimation.
Keywords – ADAS; TDA2xx; VISION SDK; cameras;
mirror replacement; image processing

I.

INTRODUCTION

The automotive industry is one of the fastest growing
industries today. The reason for this is the automation of
many functionalities performed by the driver to make the
driving process easier for the driver, more comfortable and
safer. The goal is to achieve fully autonomous driving.
These functionalities are realized by implementing various
Advanced Driving Assistance Systems (ADAS) in modern
vehicles. ADAS are based on computer systems that obtain
information about the current state of the vehicle's
environment using various sensors mounted on or inside
the vehicle. The obtained information is processed by
appropriate software components which can activate or
control different vehicle functions via various actuators,
such as braking. In that way assistance or complete
replacement of the driver is achieved during the driving
process.
There are different ADAS implemented in modern
vehicles. Typical ADAS example is the replacement of
conventional mirrors with cameras which brings several
advantages: better visibility during rain, automatic
adjustment of brightness and contrast, no blind spots, the
possibility of additional image processing (detection of
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incoming vehicle) and better aerodynamics of the vehicle
(the camera takes up less space than a mirror) [1].
In this paper a solution for using the cameras as a
replacement for the mirror in vehicle is proposed. The
solution is implemented on the ADAS Alpha board (Fig.
1). This board contains three TDA2xx System-On-Chip
(SoC) for processing images obtained by automotive
cameras. The proposed solution consists of four use cases
and one algorithm link. In use cases with two and three
cameras, different views of the vehicle environment are
obtained. Such displays allow an overview of both blind
spots around the vehicle and a clear view of the rest of the
surroundings. The use case with zooming of the desired
part of the image allows the user to select the part of the
screen he wants to enlarge. The last use case performs
vehicle detection, calculates the distance of the vehicle
from the camera and estimates the speed of the vehicle.
This use case performs vehicle distance calculation based
on data about the height of the bounding box obtained from
the vehicle detector. The speed estimate is performed based
on the change in distance over a measured time interval.
The paper is structured as follows. Section II provides
an overview on mirror replacement systems. Section III
presents in detail the proposed solution and its
implementation on ADAS Alpha board. Section IV
provides solution verification with appropriate discussion.
In the end conclusion is given.
II.

RELATED WORK

This section provides a brief overview of existing
solutions that use cameras and image processing instead of
conventional in-vehicle mirrors.
In [2] the use of Texas Instruments’ wide-angle camera
is presented. It allows the driver to have a much wider Field
of View (FoV) as opposed to a narrow-angle camera.
However, the wide-angle camera introduces significant
distortion that needs to be corrected before further image
processing. The same type of camera is used to obtain view
of the vehicle from above (bird's eye view). This provides
the 360 degrees view of vehicle surroundings and the
system contains 4 or 6 cameras with overlapping view. To
get a more realistic view of the environment, it is necessary
to perform 2 processes: geometric and photometric
alignment [3].
Geometric alignment involves connecting adjacent
images so that the same elements are detected in both
images and displayed as a single element, with no visible
discontinuity. However, due to the different lightning
conditions of each camera, differences are present.
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Therefore, after the two images are stitched into single one,
photometric alignment (described in more details on
TDA3x series of processors in [4]) is used to equalize
brightness and colors, so that images from different
cameras look like images from a single camera. This is
done using the global color and brightness correction
function in the overlapping areas around the vehicle.
In [4], obtaining high quality images from the original
(raw) format from cameras in ADAS systems on the
TDA3x series of processors using various image
processing techniques is presented. An algorithm for
obstacle detection and calculation of safety distance is
described. The calculation of the vehicle distance from the
obstacle in front of the vehicle using an infrared reader and
transmitter is shown. Vehicle speed, vehicle weight,
weather conditions and road slope are considered.
Depending on these parameters, the calculation module
determines the distance at which the vehicle can be stopped
safely. Knowing the safety distance, the system compares
this variable with the distance from the obstacle. If the
safety distance is greater than the distance to the obstacle,
an alarm is activated for the driver.
The paper [5] also presents a method for vehicle
detection and estimation of distance in the vicinity of an
autonomous vehicle, whereby a warning of a potential
collision is sent to the driver. The implementation of this
work was performed in the software Robot Operating
System (ROS) environment using cameras, primarily as an
alternative to systems with RADAR and LiDAR
technologies. Using the YOLO v2 detection algorithm, the
recognition of 4 types of vehicles was implemented: car,
van, truck and bus. Two ROS nodes were used to estimate
the distance. One is used to estimate distance in the Carla
simulation program, and the other is used to estimate
distance in the real world. Images from several sources
were used to learn the YOLO v2 algorithm: publicly
available datasets and self-recorded videos from a mobile
phone. In paper [6] another method for monitoring the side
view of a vehicle and detecting the presence of vehicles
with camera optical flow motion vectors is shown.
III.

PROPOSED SOLUTION FOR CAMERA BASED
MIRROR REPLACEMENT IN VEHICLE

In this section a solution for replacing vehicle’s mirrors
with cameras using an embedded ADAS board and the
appropriate software environment is proposed. More
precisely, ADAS Alpha development board is used as an
embedded platform and the solution is developed within the
VISION SDK 2 programming environment that allows the
creation of various data streams for ADAS use cases. It is
up to the user to independently schedule and call the parts
of the API in the desired order and to determine the type of
processor and the load schedule of the processor. The basic
idea of the VISION SDK is the “Links and Chains”
framework, where link is the basic processing block in a
video data flow.
In the proposed solution all cameras are mounted
towards the rear of the vehicle (Fig. 1). Three wide-angle
(marked with circles, which provide larger viewing angle)
and two narrow-angle (marked with triangles, which have
less distortion) cameras are used. The cameras are arranged
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Figure 1. Vehicle model with mounted ADAS Alpha board and
cameras.

to cover the entire area located sideways or behind the
driver. This ensures almost a complete view of the vehicle
- everything except the area in front of the driver. The
proposed solution is implemented on the SC – Surround
Camera SoC located on the ADAS Alpha board.
In order to show the scene behind the vehicle as
authentically as possible to the driver, it is necessary to
modify the signal from the cameras. Basically, objects that
are on the right side of the vehicle should be shown on the
right side of the resulting image (similarly to using a
conventional mirror). For this purpose, algorithm link
"Mirror" has been implemented which can be used in any
use case. This link is used to mirror the image from a
camera.
In all use cases, the YUV color format with a 4:2:2
subsample scheme is used. Due to the choice of format,
when mirroring it is not enough to replace the pixels with
respect to the central vertical axis of the image, but also to
replace the Y components within each pixel. This is due to
the YUV 4:2:2 format storing in memory, which follows
YUYV pattern.
In order to understand the proposed use cases, it is
necessary to briefly explain the role of each link within the
VISION SDK programming environment. Capture link
retrieves signals from camera inputs. A Split link splits
input signals in a single row into two or more subchannels
in a single row (e.g., if two cameras with a total resolution
of 2560x720 pixels are processed, the Split link splits them
into two signals with 1280x720 resolution). The program
code of the Select link can route sent signals. The Null link
does not actually have a special functionality. Signals that
are sent to it are not further processed. In the VPE link, the
image format can be selected, the image width and height
can be scaled, positioned on the screen and cut as desired.
The Display link mainly determines the initial coordinates
of each signal from the camera and their size on the screen
and sends the signal to board HDMI output. The Dup link
is used to duplicate the signal from camera.
A. Use case with two cameras
The use case with two cameras is designed to further
allow the driver to view the vehicle's surroundings. One
wide-angle and one narrow-angle camera are used. This can
be useful when parking the vehicle as it allows for an
additional view of the vehicle’s surroundings. The
resolution of the input signal from the cameras is 1280x720
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Figure 3. Areas in the image obtained from the camera - a scheme for
image zooming.

Figure 2. Use case based with two cameras providing a view of the
vehicle's rear.
Figure 4. Screen sketch for both zoom levels.

pixels, and the output signal contains images from both
cameras and has overall resolution of 1920x1080 pixels.
The user can select two scenarios - rear and left-side camera
view and rear and right-side camera view. The chain layout
for this use case is shown in Fig. 2.
B. Use case with three cameras
In this use case all three used cameras are wide-angle
(Fig. 1). The reason for using this type of camera is to cover
as much of the area behind the vehicle as possible, thus
ensuring an overview of both blind spots. Since three
cameras are used, in this case the signal from input that is
not connected will be sent to the Null link (because a total
of 4 camera signals are obtained by Capture link).
C. Use case with one camera and image zooming
This use case processes frames obtained by a wide-angle
camera at the rear of the vehicle so the driver can see almost
180 degrees around the rear of the vehicle. The working
principle is to enlarge one of the predefined parts of the
frame. Depending on which part the driver selects, that part
is displayed enlarged on the whole screen, but the driver
can still see the entire original frame in the upper right
corner. Two possible image magnification levels are
predefined. Initially, the image is divided into 12 nonoverlapping rectangles as shown in Fig. 3. According to
Fig. 3, a user selects one rectangle for the first
magnification (e.g., the letter "a") and selects four
rectangles for the second magnification (e.g., "a", "b", "e"
and "f") - zooming the image to 320x240 or 640x480
pixels. In Fig. 4, screen sketch for both zoom levels is
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shown. In this use case an additional link was used - the
Dup link.
D. Use case for distance and vehicle speed estimation
In this use case vehicle is detected in a frame obtained
by a narrow-angle camera. Based on the information
obtained from the vehicle detector, the distance of the
vehicle and the speed of the vehicle in relation to egovehicle are estimated and, if necessary, the driver is warned.
VISION SDK object detector is used for vehicle detection
and additional logic is implemented for estimating the
distance and speed of the detected vehicle.
Each detected vehicle in a frame is marked with a
square shaped bounding box. Experimentally, it was
concluded that the height of the bounding box determines
the vehicle more precisely than its width (because of car
shape) and is therefore used for further calculations
regarding distance estimation.
Before estimating the speed of the detected vehicle, it
is necessary to determine its distance from the camera in
each video frame. To do this, it is first necessary to
determine the vertical angle of the camera because the
calculation is based on the height of the bounding box of
the detected vehicle. The angle was determined by making
the scene (Fig. 5) in which the distance of the object from
the camera was measured. The object was placed so that it
occupies exactly the entire height of the camera image.
Using trigonometry, the value of camera angle can be
easily calculated (α≈0.283 rad). The resolution of the
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camera image is 1280x720 pixels. Therefore, the following
ratio holds:
2𝛼 ∶ 720 = 𝑥 ∶ 1

()

where x stands for angle that corresponds to a single pixel
height:

𝑥 = 0.0007847914

𝑟𝑎𝑑
𝑝𝑖𝑥𝑒𝑙

()

Now the angle closed by any object of known height in
the image pixels can be easily obtained. Thus, for each
newly detected object, the angle at which the height of the
bounding box (BB), measured in pixels, closes with the
camera is first calculated by multiplying the height of the
current BB and the constant x:
2α′ = BBheight ∗ x

()

In order to obtain the final estimation of the vehicle
distance from the camera, it is necessary to determine the
average height of the real vehicle, i.e. the height that will
represent each vehicle. It is between 1.5 and 1.8 meters [7].
In this paper, a height of 1.5 meters was chosen because
vehicles of approximately that height were available
during experiments. Accordingly, a new geometric layout
and the distance estimation of the vehicle from the camera
can be derived similarly to Fig. 5:
𝑑 = 0.75 ∗ 𝑡𝑔(𝛼 ′ )

()

For each detected vehicle, the angle 2α' is determined
first, then the distance of the vehicle d is estimated. The
estimation of the distance d of the detected vehicle is
performed at each detection (each frame), so a difference
of distances between two frames can be obtained, which
represents speed. The speed of the detected vehicle
𝑣𝑑 (𝑘 ∗ 𝑇𝑠 ) at a given moment is given by:
𝑣𝑑 (𝑘 ∗ 𝑇𝑠 ) = 𝑣0 + ∆𝑣(𝑘 ∗ 𝑇𝑠 )

()

where k denotes the ordinal number of the video frame, 𝑇𝑠
the time between the acquiring of two subsequent frames
and 𝑣0 is the speed of ego-vehicle (which is equal to 0 in
this particular case because the ego-vehicle model was
stationary). Therefore, the estimated speed of the detected
vehicle can be expressed as the change in the distance
between the two detections ∆s over a period of time:

∆𝑣(𝑘 ∗ 𝑇𝑠 ) =

∆𝑠
𝑇𝑠

Figure 5. Scene layout for calculating vertical camera angle.

The constant 𝑇𝑠 can be obtained using the
Utils_getCurTimeInMsec() function in VISION SDK. The
function returns the time it takes for the use case to process
a single frame. This time is 0.0667 seconds, which means
that the solution is capable to process 15 frames per second
(FPS).
The algorithm implementation estimates the vehicle
speed by placing two markers in code on two adjacent
frames to calculate distances of vehicle in these frames.
Knowing the value of FPS, as well as estimated distance
in each frame, distance change in 1/15 of a second can be
calculated (i.e., speed in 1/15 second). This value can then
be converted to km/h. The obtained result determines the
value by which the speed of the detected vehicle has
changed. The code sets the conditions for notifying the
driver for slower or faster driving of another vehicle
depending on the estimated speed of the detected vehicle.
IV. RESULTS AND DISCUSSION
Testing of the proposed algorithms from the previous
section was performed on an ADAS Alpha platform
created by Texas Instruments using the VISION SDK 2
software framework. Verification was performed by
monitoring the results using a PC via the HDMI output on
the computer monitor and in the Tera Term serial monitor.
Use cases use an image mirroring algorithm (Mirror). The
image is accurately mirrored and there are no visible errors
or side effects when using the algorithm. The
Utils_getCurTimeInMsec() function returns the processing
time value of one frame according to which the FPS was
determined. Use cases with one, two and three cameras
were run to last at least two minutes and the calculated
mean FPS value was 29.9, which corresponds to a camera
FPS equal to 30. Fig. 6, 7 and 8 show the outputs of use
cases with two cameras, three cameras and one camera.

()

and the change in distance can be expressed as:
∆𝑠 = 𝑑(𝑘 ∗ 𝑇𝑠 ) − 𝑑((𝑘 − 1) ∗ 𝑇𝑠 )

()
Figure 6. Use case output with two cameras.
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TABLE I.

TABLE OF MEAN VALUES OF ESTIMATED DISTANCES OF
DETECTED CARS.
Real distance [m]

Car

5

10

15

20

25

30

V1

6.65

11.95

18.81

28.23

32.70

40.64

V2

8.07

12.60

16.19

41.65

32.53

45.52

V3

7.13

11.77

16.28

26.99

28.90

38.11

V4

Not
detected
7.85

12.16

15.55

28.52

27.15

33.86

11.95

19.38

26.68

29.87

38.24

V5
Figure 7. Use case output with three cameras.

Figure 9. Example of correct car detection (V4 at a distance of 15 m).

Figure 8. Use case output with one camera

The processors in charge of processing these use cases
are digital signal processors (DSPs). With only two DSPs
on ADAS Alpha board, it is necessary to optimally
distribute the processing with two and three cameras. In
the use case with two cameras this was done in a 1:1 ratio,
and in the one with three cameras in a 2:1 ratio.
To verify use case for distance and vehicle speed
estimation five personal cars (V1-V5) were used. Markers
were placed on the road every five meters which served as
reference points for the obtained results. The test cars were
moving towards a camera that was mounted on a model.
When testing the distance estimation, each car is stopped
so that the front part of the car is aligned with a distance
reference marker. Mean values were calculated based on
20 measurements based on the height of the bounding box
of the detected car. Results are shown in Table I. All
estimated distances are higher than actual ones since BB
of the detection was slightly smaller than the actual car
appearance in the image. This can be corrected by
changing the average height of the car (which in this paper
was set to 1.5m).
An example of a correctly detected car is shown in Fig. 9
- V4 car at 15 m from the camera. Ideal height of bounding
box represents the height of bounding box that in theory
matches an average height car on 15 m. Comparison
between the estimated and ideal BB height during
consecutive video frames is shown in Fig. 10. It can be
noticed that vehicle detector produces slightly different BB
for each video frame due to environment changes.
Furthermore, the results of the test car speed estimation
were evaluated. Car speed estimation is shown only for the
V3 car because it was detected correctly in most of the
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video frames. The speed was estimated between every two
consecutive video frames (corresponding to a time interval
of 0.067 s) while the car was moving through the
predefined path at approximately constant speed. In Fig.
11, the time plot of the estimated V3 car speed based on
the processing of the obtained detections in each video
frame along with the filtered speed estimate is shown.
Filtering was done by a moving average filter with the size
of five video frames, corresponding to a time period of
0.33 seconds. Two people, standing 20m apart, recorded
timestamps of the car passing by. Based on the distance
and measured time, the mean value of speed was
calculated.
In case of car distance estimation, all values are higher
than expected - due to the selected average car height of
1.5 m, which is slightly higher than the height of each of
the five cars tested. An additional reason for the calculated
greater distances is that the height of the BB obtained by
detection using the built-in algorithm is in almost all cases
less than the actual height of the car in image (which
implies that the car is farther than it is). Variable lighting
further complicates the operation of the algorithm.
In case of speed estimation, the results oscillate
because the driver did not manage to hold the accelerator
pedal ideally, so he was not moving at a uniform speed.
Also, additional oscillations were caused by sudden
changes in the scene and proximity of the car as opposed
to the scene when the car is stationary. So, in addition to
the algorithm error, there are time measurement errors
(students with stopwatches) and driver error (due to
variable acceleration pedal compression) during testing.
Due to all the above errors, it is to be expected that the
scatter of the obtained speed results from the expected ones
will be large.
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narrow-angle and wide-angle camera are used to assist in
parking the vehicle. The third use case allows the driver to
select the part of the displayed image to be zoomed using
two magnification levels. The execution speed of these use
cases is about 30 FPS, which corresponds to the FPS of
test cameras.
The last use case uses algorithmic links for car
detection that are already implemented in the VISION
SDK software environment. Based on detections, the
vehicle distance from the camera is estimated. After
determining the distance in each video frame, the speed is
also estimated as a change in distance in a unit of time.

Figure 10. The ideal and actual height of the bounding box for a V4 car
at distance of 15 m for 20 consecutive video frames.

The proposed solution was evaluated regarding
personal car distance estimation from the camera and
regarding car speed estimation. The obtained results show
that estimation heavily depends on how well BB represents
car in the image and how close actual car height is to the
predefined one. The car speed estimation results have large
deviations of results due to BB-size oscillations, although
the mean values are close to expected.
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Figure 11. Dependence of the mean and estimated speed of the V3 at a
speed of 13.26 km/h - correction using a moving average filter.

The obtained results show a high degree of dispersion
of the results. When using the algorithm to estimate the
distance and car speed, the mean value of the estimate over
a certain period should be taken - depending on how much
the final application allows with its requirements. This
solution still does not give adequate results for production
in the automotive industry but gives certain guidelines in
developing such system.
V.

CONCLUSION

In this paper vehicle mirror replacement system is
proposed. The proposed system is based on ADAS Alpha
board which contains Texas Instruments TDA2xx SoC and
five cameras: three wide and two narrow-angle cameras.
In that way the whole ego-vehicle background is covered
and can be continuously monitored on a screen.
The proposed solution consists of four use cases
developed using VISION SDK 2 and which enable
different views of the vehicle environment. A proprietary
Mirror algorithmic link has been created that mirrors the
image in real-time. The first use case shows the
environment using three wide-angle cameras, whereby the
camera angle covers the entire environment behind and
even sideways from the driver. In second use case, one
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Abstract - Container technology has been around for a
couple of decades now; however, it is only recently that
containers got more attention from the tech world. As one of
the first tools for managing containers, Docker played one of
the major roles in popularity of containers, providing an
easy and meaningful way to use them, by utilizing its
advantages over traditional virtualization tools as virtual
machines. As containers gained in popularity, more
developers took interest in creating container runtimes and
managers to facilitate the process of containerization.
Today, more than a few container managers exist on the
market, each aiming at a single container runtime, which
makes switching to another runtime time-consuming and
unintuitive, having to use a different container manager.
The purpose of this paper is to present an alternative
implementation of container manager, that will enable
presence of multiple container runtimes, by creating a
common interface and combining it with existing runtime
APIs. Ideally, this container manager can be used for
starting different containers using container runtime which
suits the current environment better than the rest and can
easily follow the development of new container runtimes.

implement, so it is not unusual that custom runtime is
developed with features desired for certain requirements.
As a result, we have several container runtimes with some
unique features that remain on the market. LXC, RunC,
CRun and Kata are some of the most widely used. To
increase level of abstraction, these container runtimes are
usually wrapped in software components called container
managers.

Keywords - container; manager; runtime; virtualization;
Docker

Choosing a perfectly suiting runtime is not an easy
task, especially before the actual development of
application or system environment that is to be run within
the container. This opened an opportunity for
implementing container manager with the purpose of
running multiple container runtimes. The goal of this
paper is to introduce such solution and create simple
environment for process/OS isolation.

I.

INTRODUCTION

Container technology has experienced rapid growth in
the past few years. The very concept of container
technology has been around for a long time; however,
market situation today has created needs for lightweight
virtualization that would potentiate more isolated
processes running on one machine. Containers achieve
exactly that, but with the cost of running all those
processes on the same kernel. This, of course, has strong
influence on the security, which required container
technology to use different mechanisms to overcome this
issue. Pretty much every container manages process
isolation using Linux namespaces and Cgroups.
At the lowest level of container technology rest
container runtimes. These are software components,
engines that oversee process isolation. Even though all
container runtimes use Linux namespaces and Cgroups as
underlying technologies, they still differ from each other.
The main differences usually reside within the security
aspects often referred to as privileges of the container.
Programing language which was used to develop runtime
also impacts performance and security of the specific
runtime. Container runtime is not a complex software to
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With the increase in the number of container runtimes,
it was necessary to beam the development in a single
direction. Open Container Initiative (OCI) [1] was formed
as a result of collaboration between container industry
leaders. It represents a standard that specifies container
formats and runtime requirements. The idea behind this
was to enable running the same container images with
different container runtimes. This by far improves
portability of containers and to some extent allows users
to settle with container manager or runtime of their choice,
without having to worry about compatibility. However, as
mentioned before, different runtimes come with different
set of features and vary in performance.

This paper is organized as follows: Section II
describes related work, as a brief overview of Docker and
Kubernetes is given; Section III shows the solution of the
container manager for multiple container runtimes;
Evaluation of the solution is given in Section IV; Future
work is described in Section V.
II.

RELATED WORK

The most popular container manager on the market is
Docker [2]. It has layered design, meaning there are
several software components involved in containerization
process. On the very top is Docker tool itself, which
communicates with containerd, a daemon that acts as
abstraction layer for container runtimes. This architecture
allowed Docker to utilize different container runtimes that
were implemented according to OCI, which was stated in
official Docker documentation [3]. However, there are
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still runtimes that are not compatible with this standard
out of the box. LXC is a popular solution for running
containers with plenty unique features and advantages [4],
for example, it is better suited tool for embedded
platforms. LXC, along with other non-OCI runtimes, has
been put in the background, even though they did work to
enable OCI compatibility in some ways.
Another big name in container technology is
Kubernetes [5]. It is a tool for orchestrating large number
of containers rather than being just a container manager.
Its focus is on scheduling and management of containers.
It achieves runtime independency by running containers
within container abstraction layers call pods. In each pod,
a single runtime persists. Container Runtime Interface
(CRI) [6] defines runtime specification required for
integration with Kubernetes. Each manager or runtime
that was developed with this standard in place is directly
applicable in pods. Kubernetes is oriented towards having
support for different runtimes in a single infrastructure and
not appliance of different runtimes on each container.
However, some concepts could be used as reference points
for our manager implementation.
III.

SOLUTION

A. Technologies used
Language of choice was C++, as it is low enough to
use C style APIs and get good performance, but still
object oriented to have good project structure and ability
to use various design patterns. Container manager was
based on client-server architecture, where process
communication was realized using gRPC.

C. Pipeline
Container manager is used through gRPC client
application which is implemented as command line tool
and has all interface functionalities available through
operation requests. Those requests are sent to top level
server of our container manager, which provides support
for multiple container runtimes. This was achieved using
factory design patter, as all container runtimes were
implemented using wrapper classes, which inherited the
common interface. Operation request is further forwarded
towards corresponding wrapper. Since not all runtimes
provide a C style library, wrappers are separated into two
groups: real and mock wrappers. In case where we had
access to runtime library, all functions from the common
interface were overridden using appropriate calls from a
given library. Such wrappers are referenced as real
wrappers. In other situations, whether we had a library for
a different language or did not have one at all, mock
wrappers were created. They were implemented as gRPC
clients, making calls to their corresponding real wrappers,
implemented as gRPC services. This allowed for using
different languages to better suit the runtime in question.
For testing purposes, in CRun and RunC wrappers,
functions from the common interface were overridden
using system calls. This, of course, comes with some
setbacks considering error handling and monitoring of the
container, and will be addressed in further development.
Reference [8] shows how to properly manage such
runtimes and have a way to handle possible errors. The
overview of this communication is given in Fig. 1.

B. Common interface
Before implementation, it was necessary to establish a
common interface with basic container functionalities. To
do so, first we researched current market situation, to find
most used container runtimes and single out their features,
which would be used as references for our set of
functionalities. Container runtimes that we analyzed were
LXC, RunC and CRun. All of them have quite similar
capabilities, which made them suitable for combining
under a single interface. Starting point for our
functionality set (i.e. interface) contains:


setting container configuration



starting container



stopping container



getting container state



executing a given command within the container
environment

Another important aspect was runtime’s ability to be
integrated in another system. LXC made this very simple,
with a shared library and well documented API. Other
runtimes, such as RunC, require more effort to properly
utilize their implementation. A good example of what is
necessary to wrap a runtime that has no provided API is
given in [7].
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Figure 1. Top level architecture

D. Compatibility issue
The issue that emerged when trying to run single
container image with OCI and non-OCI runtimes was a
consequence of different image specification. Files needed
for successful start of container were not in correct places
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for all runtimes. Since most container runtimes nowadays
do follow OCI specification, and it provides compatibility
on its own, it was logical to tailor other runtime images in
that direction. LXC developers created a template for
handling OCI images, so it was just a matter of its
integration with container manager and other runtimes.
IV.

EVALUATION

To show why such solution has potential, we tested
different container OS images with few container
runtimes. OS images that were used in these tests are
Ubuntu, Fedora and CentOS image, while runtimes used
are LXC, RunC and CRun. The tests consisted of running
each container image ten times with each runtime and
gathering basic system information such as RAM and
CPU usage. Table I and Table II show averages of these
results, respectively. Following paragraphs discuss test
results and better show what this container manager aims
to achieve.
TABLE I.

CPU USED BY CONTAINERS

CPU usage [%]
LXC

RunC

CRun

Ubuntu

0.1

1.78

0.1

CentOS

0.1

1.94

0.1

Fedora

6.4

2.52

0.1

TABLE II.

RAM USED BY CONTAINERS

RAM usage [KB]
LXC

RunC

CRun

Ubuntu

1324

17478

833

CentOS

1842

17018

906

Fedora

21246

15944

618

As shown, performance of a container running certain
image varies among runtimes, i.e. if one container runtime
performs better with one image, it does not imply that the
same will happen with every other container image. More
detailed comparison of container runtimes is provided in
[9], [10]. In addition to this perspective, different runtimes
often offer a specific set of features which can turn out to
be necessary at later stage of development. This manager
implementation aims to provide ability to test the final
product in different environments with minimal effort,
which results in better overall performance and minimizes
time to market.

all times: dockerd, containerd and container-shim, and all
were taken into account when measuring Docker’s
consumption. As explained in the solution section of this
paper, our manager implementation consists of two gRPC
services, which were combined to get the manager’s
consumption measured. Both managers were run on WSL
system with Ubuntu 18.04. 16GB of RAM memory and 8
logical cores were available to the system. Table III shows
CPU usage of these managers, measured using Linux top
command.
TABLE III.

CPU usage [%]

MIPRO 2021/CTS

Docker

4

Our container manager

2.4

As expected, Docker shows higher numbers. This is a
consequence of higher number of abstraction layers,
which are present in order to make Docker CRI and OCI
compatible, and provide wider range of features compared
to our implementation.
V.

CONCLUSION AND FUTURE WORK

This paper shows container manager implementation
that is not limited by OCI standard. At this point, for each
non-OCI runtime, custom modifications would be needed
for integration. Future work will mostly be directed
towards finding universal way to handle such runtimes.
Apart from this, another area of interest for further
development is making container manager CRI
compatible, so containers developed in this environment
could be deployed directly to Kubernetes.
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Abstract - The immense popularity of Android applications
has created the demand to make these applications available on
various devices we use on a daily basis. Consequently, with the
emergence of autonomous driving solutions, Android has become
the operating system of choice for different infotainment
applications. The execution of the Android operating system inside
LXC (Linux container) provides an environment that is suitable for
car infotainment systems. When executing Android in the
containerized environment within the embedded system,
optimizations are essential for decreasing the memory usage. In this
paper, we propose a solution for effectively reducing resource
consumption and improving application performance. By analyzing
the permissions needed by Android applications, we can determine
which Android services are not required in certain scenarios, and
disable them. We show that by using the proposed optimization, a
significant decrease in memory consumption is achieved for a set of
applications typically available in car infotainment systems.
Keywords – Android; Linux container; optimization;
services

I.

INTRODUCTION

Android is a full-stack operating system based on
Linux kernel, and designed primarily for touchscreen
mobile devices. It powers hundreds of millions of mobile
devices, represents the largest installed base of any
mobile platform and is currently growing [1]. The huge
popularity of Android applications among users has
created a demand to make them available on infotainment
systems within modern vehicles. Infotainment platforms
are typically based on Linux operating system, so it is
necessary to run the Android operating system on top of
Linux, in order to make the required applications
available to the user. One way of achieving this is by
using container technology, such as LXC (Linux
containers). Linux container is the new generation of
virtualization technology [2], which has proven to be a
good alternative to the traditional virtualization
techniques because of its high resource utilization and
less overhead [3].
The execution of the Android operating system inside
LXC on an embedded platform represents a challenge in
terms of resource consumption. Infotainment systems are
becoming more and more complex, with a large number
of Linux applications already integrated and taking up
most of the RAM available on infotainment platforms. By
adding Android applications to infotainment systems, the
RAM usage becomes too high for the normal execution
of these applications. Namely, to execute one Android
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application, it is required to run the entire Android
operating system inside the container on the host
operating system. This way, some components of the
Android operating system (Android services) are
needlessly running and consuming the memory [4]. On
the other hand, every Android application relies only on a
specific subset of functions provided by the operating
system, such as notification manager or telephony
provider for example. Therefore, based on the application
we want to run, we can choose which Android services
are needed to run inside the LXC, and which are not
required. This runtime Android service optimization can
provide an effective way to reduce memory consumption
when running Android applications.
In section 2 we will discuss some of the optimization
methods for the Android platform. Section 3 presents an
overview of the modules in the process of Android
service runtime optimization as well as the explanation of
the components used in the solution. Section 4 contains
the evaluation and benchmark results of the solution,
where we will discuss the efficiency of the proposed
optimization. In section 5 we will conclude the paper
with ideas for future work.
II.

RELATED WORK

Android containers have been previously discussed as
a tool to dynamically analyze Android applications
without the use of emulators or real devices [5]. The
authors in [6] discuss a method of a personalized
optimization framework for the Android platform, that
takes advantage of user's application usage patterns in
optimizing the performance of the Android platform, but
tested on mobile phones. Other Android optimization
discussions include SOA-based design method for
optimization of the Android operating system [7] and
optimization of boot time that is of great significance for
customer devices in automotive, as proposed in [8]. This
paper proposes a solution for optimizing resource
consumption of the Android operating system when
running inside the LXC. Unlike other optimizations that
are previously discussed, this method can create an
optimization based on the application that is currently
running and decrease memory consumption for a set of
applications typically available in car infotainment
systems.
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Figure 1. Runtime service optimization process

behaviour of the System Server must be modified. The
Android operating system source code is now altered in a
way that before starting each service, System Server
checks the Android property value relevant for that
service. If the property value is set to 1, that service will
be initialized and started, and if the property value is set
to 0, that service will not be launched.
By using the proposed method, the Android operating
system will boot with significantly fewer system services
launched, which will result in decreased RAM usage,
while the desired application will still be working
properly.
IV.

III.

SOLUTION OVERVIEW

The process of runtime service optimization starts
after the request to run an application is received. Fig. 1
shows the modules in the process of Android runtime
service optimization.
Upon request to run a particular Android application,
a sequence of steps is executed which will specify a list
of services that are needed by the application. This is
done through the modules XML parser and Property
manager, implemented outside of Android. The
optimization itself is done through the System Server
component that is a part of the Android Open Source
Project [9].
The process of runtime service optimization begins
with an APK file. Within every Android application APK
file, there is an XML file named AndroidManifest.xml,
which provides the basic information about the
application, such as the application package name and
application components. Application components include
all activities, services and content providers [10]. The
XML file also contains the permissions that the
application requires from the operating system to access
protected parts of the system or other applications, as
well as the hardware and software features of the device
needed by the application. The information of interest
from the AndroidManifest file are values labeled as
“uses-permission” and “uses-feature”, and they are
extracted using the XML parser module in Fig. 1. Based
on these values, we can determine which Android system
services are required by the application.
Based on the Android permissions and features, the
Property manager module has a function to define a list
of Android system properties [11]. Every Android system
property is mapped to one Android system service, and it
has a value set to 1 if the service needs to be running.
Runtime service optimization is done through the
System Server component of Android operating system
[12]. As already said, the concept of optimization itself is
based on the idea that an application running on the
Android operating system does not need all the services
that the Android operating system provides in order to
run properly. The System Server component is in charge
of the service initialization in Android. When Android is
booting, System Server will start all the services present
in the operating system and keep them running at all
times. When using the runtime service optimization, the
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BENCHMARK AND EVALUATION

The setup used to benchmark the Android runtime
service optimization is a Qualcomm SA8155 board with
Linux operating system. Linux container with Android 10
release is used as the runtime environment.
The testing environment includes a Linux application
from where the desired Android application is launched
on the click of the application icon. After the request is
received, runtime service optimization will be executed in
the background and the application will be shown on the
screen.
To evaluate the solution, we used 3 different Android
applications running inside the Linux container with a
different set of active Android services. To determine the
number of services running inside the Android 10 we
used Android Debug Bridge which shows 164 Android
services running at all times. The choice of test
applications provides a variety in terms of the application
type. The first application is a mobile game, that
necessarily doesn’t require Android services such as
internet or telephony provider. The second one is a news
application, which requires an internet connection for
example, and the third one is Skype, that by all means
uses most of the operating system, such as services for
audio and voice input. These applications were firstly
tested independently of each other to show how the
number of active services depends on the complexity of
the Android application. It is proven that, as expected, the
least complex Android application requires the smallest
number of active Android services, where the most
complex Android application requires the most Android
services. The results of the benchmark are not exclusive
to the 3 applications mentioned in the testing, yet they
would be pretty similar when using some other Android
applications of the same type: mobile games, news
applications, or any voice assistant that the user wants to
use in his car. If more than one application is running at
the same time, the number of active services must be
increased to support all the application requirements,
where the effects of the runtime service optimization can
be lost.
Table I shows the differences in resource usage
depending on the application that is running, with and
without runtime service configuration, as well as
differences in the number of active services in the
Android operating system. It also shows the resource
usage and number of active services when all three
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applications are running together, where the number of
active services is a union between the services needed by
the three applications. RAM usage is shown in megabytes
and represents the usage of the Linux container together
with the specified application running. It can be noted
that the runtime service optimization results in the lower
number of running services and RAM consumption
lowered by ~150 megabytes.

be used together with any other static optimization of
Android operating system to achieve even better results.
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TABLE I. BENCHMARK TESTING RESULTS
Without runtime
service optimization

Using the runtime
service optimization

Application

RAM
[MB]

No. of
services

RAM
[MB]

No. of
services

Frozen Bubble

790

164

630

140

Der Spiegel

1090

164

960

142

Skype

940

164

800

145

All three
applications
together

2030

164

1910

145

V.

CONCLUSION

This study has shown that the runtime service
optimization can improve the performance of the Android
application inside the LXC, by reducing RAM
consumption. The proposed optimization technique is
applicable for cases when the Android operating system
is running inside the virtualized environment. Further
improvement of the concept could be a runtime
optimization that could include several parts of the
Android operating system, such as services implemented
on the HAL layer, the Zygote process, and system
applications of the Android operating system in order to
further reduce resource consumption.
The results of the proposed optimization can’t be
compared with the results of existing static optimizations
mentioned in section 2, because the results of this
optimization are specific for cases when the Linux
container is used. The optimization itself is supposed to
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Abstract - In many fields of research pattern search
problems can be viewed as a string-matching problem for
which many solutions were developed over the years with
varying ease of implementation and characteristics of the
pattern and the input text. In this work, the design of
several string-matching algorithms for logic synthesis
implementation is presented. Based on the abstraction of the
algorithmic state machine (ASM), the design is converted to
VHDL finite state machine and synthesized for FPGA logic.
The final implementations are evaluated in performance
and resource utilization metrics, and against pure software
implementation for the same algorithms using higher-level
language.
Keywords - pattern search, FPGA implementation,
algorithmic state machine, finite state machine

I.

INTRODUCTION

There are many applications of pattern search
nowadays. Although there is a huge volume of
information in circulation through various media, most of
it is either speech or text. The volume of text is constantly
increasing and text searching is used in many different
areas of human activity such as web search, e-mail spam
recognition, antivirus protection, text and natural language
processing, and all kinds of multimedia applications.
There are several exact matching algorithms for full
pattern matching and approximate matching algorithms
which use some degree of match closeness.
This paper focuses on algorithms that fall under the
full or exact pattern matching approach. They belong to
character comparison or character-based approach, [1]. It
is a classical approach that compares characters to solve
string matching problems. First, brute force algorithm is a
basic or naïve approach where no preprocessing is
involved. The second one, Boyer-Moore algorithm is a
baseline for several variants and is a standard used as a
benchmark, [2], and the third Knuth-Morris-Pratt
algorithm with its preprocessing phase besides basic
character comparison also supports suffix automata
pattern search approach, [3].
There are also many hybrid approaches and solutions,
but the goal of this paper is to elaborate the design flow
and review several baseline character comparison pattern
search approaches, classified as software-based
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algorithms, in low-level implementation. i.e. using “baremetal” implementations. As a development environment
and implementation platform FPGA programmable device
and its synthesizable tools are used. For such development
flow, the application specification is made in terms of
register transfer and clock-cycle controlled manner.
Usually, software-based algorithms are implemented
in higher-level programming languages. The code is
compiled, translated, and optimized producing certain
intermediate representations and final executable files.
Usually, some form of pseudocode notation can be used to
describe the application algorithm or specification. Here,
algorithmic state machine, or shorter ASM, based
description is used instead of classic pseudocode
specification to represent the final synthesizable finite
state machine (FSM).
Following this section, in Section II three pattern
search algorithms are described by pseudocodes with short
analysis using simple input text and pattern cases. In
Section III FPGA implementation design features are
described from the perspective of finite state machine
construction and block design structure. Section IV shows
design simulation results with implementation reports.
Section V concludes with summary notes on the used
design approach.
II.

PATTERN SEARCH ALGORITHMS OVERVIEW

This chapter contains a short overview of three pattern
search algorithms. The algorithms are described using
pseudocode where control flow is shown to show
differences between the algorithms, [4]. All algorithms
search for patterns denoted as P within some text denoted
by T which is the notation used in the rest of the text.
A. Brute-Force Algorithm
The Brute-Force Algorithm (BFA) iterates over the
text and for every character it tests if it exists at the
beginning of the pattern. This principle of pattern search is
often characterized as a sliding window approach where
the pattern is used as the range of characters that is moved
over the text and compared to the contents of text
positioned within the window boundaries. The window is
moved to start from the beginning of the text to the end as
shown in pseudocode Algorithm 1.
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Algorithm 1 Brute-Force Algorithm
Input: T (text), P (pattern)
Output: i (starting positions of the pattern found)
def bfa (T, P):
for i in range (len(T)-len(P)+1):
k=0
while k < len(P) and T[i + k] == P[k]:
k += 1
if k == len(P):
print i
For instance, if T = “abacaabadcabacabaabb” and P =
“aba” (or TestCase1) the algorithm will print numbers 0,
5, 10 and 14 as index positions of T where “aba” pattern
begins. As len(T) = 20 and len(P) = 3, there are 18 (= 20 –
3 + 1) iterations of the main loop i. There are some
iterations of inner loop k, exactly 19 in this example for all
cases where there was a pattern partial prefix or full match
found in the text. The pattern of length 3 is found at four
positions in the text which makes for 12 iterations, and
some prefixes of pattern “aba” are found in the text,
mostly letter ‘a’ only. In all, the complexity of the brute
force algorithm is O(nm) where m = len(P) and n = len(T)
as the number of loop iterations is linearly proportional to
the lengths of text and patterns. If we put T =
“abacaabadcabacabaabb” and P = “abacab” as TestCase2,
the algorithm would find the sole appearance of the
pattern at position 10 in the text with 15 iterations of the
main loop i and 21 iterations of the inner loop k as there
are many longer prefixes of the pattern within the text. To
find the appearance of the pattern at index position 10
total of 35 characters comparisons were performed.
The algorithm does not try to use any “smart”
approach or special intelligence but tests the pattern along
the text irrelevant of their characteristics so it is named
brute-force accordingly. It can be said that i of the main
loop is the index of text T, and k of the inner loop is the
index of pattern P what will be the basic comparative
principle between this and the algorithms that follow.
B. Knuth-Morris-Pratt Algorithm
To explain how Knuth-Morris-Pratt Algorithm
(KMPA) improves over the brute force approach we’ll
look into TestCase2 processing of the BFA and KMPA.
At the beginning of the search the pattern P and text T are
aligned at index position 0:
01234567890123456789
T: abacaabadcabacabaabb
P: abacab
Both algorithms perform sequential comparisons
starting from index 0, and, if T and P match at this
position, move with comparisons to the right of T and P
by incrementing indices i and k, until index 5 where T and
P mismatch. At this moment Brute-Force breaks execution
of the inner loop, increment main loop iterator i and start
with k = 0 again what is illustrated as the shift of P to the
right for one place:
01234567890123456789
T: abacaabadcabacabaabb
P: abacab

MIPRO 2021/CTS

Hence, the comparisons in the brute-force approach
start over again with i = 1 and k = 0. The complexity of
the algorithm is thus O(nm) because as for n positions of
the text number of comparisons proportional to m takes
place during processing.
On the other hand, the idea of KMPA is to never
return back with the text iterator i but to always move
forward with it. It tries to use some knowledge on pattern
P to avoid returning back to lower index positions of T
that were already passed over. In this case that was
described just above, BFA was already at index position i
= 6 but went back to i = 1. In this particular case, the
KMPA will stay with T at index position i = 5 and move
with P to k = 1 as it will in its preprocessing phase of
pattern P note that the prefix ‘ab’ and suffix ‘ab’ as
identical for the pattern what could be the start of the
potential match. To be able to do so, the KMPA has a
preprocessing step where the so-called fail or failure
function produces the array of size equal to pattern P
length indicating the proper shift of P upon a mismatch. It
is defined only with pattern, and for pattern P = “abacab”
it is fail = [0, 0, 1, 0, 1, 2] meaning that mismatch at
position 5, uses fail function for last matched position
fail[4] to set and continue with k = 1 and i = 5:
01234567890123456789
T: abacaabadcabacabaabb
P:
abacab
The formal description for KMPA is shown in
Algorithm 2 pseudocode.
Upon mismatch, if k > 0, the algorithm tests the fail
function. If fail function returns 0 the comparisons
Algorithm 2 Knuth-Morris-Pratt Algorithm
Input: T (text), P (pattern)
Output: i (starting positions of the pattern found)
def compute fail(P):
fail = [0] * len(P)
j=1
k=0
while j < len(P):
if P[j] == P[k]:
fail[j] = k + 1
j += 1
k += 1
elif k > 0:
k = fail[k-1]
else:
j += 1
return fail
def kmpa(T, P):
fail = compute_fail(P)
i=0
k=0
while i < len(T)
if T[i] == P[k]:
if k == len(P) - 1:
print i - m + 1
else:
i += 1
k += 1
elif k > 0:
k = fail[k - 1]
else:
i += 1
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continue from the first character of P, but without
returning back within the T as it is assumed that fail array
holds sufficient data about the pattern to be able to skip
rechecking previously passed text portion. Since there is
no returning back over the contents of text T with length n
and the precomputation of fail is proportional to the size
of pattern P noted as m the complexity of the algorithm is
considered to be O(n+m). When compared to BFA,
KMPA performs fewer comparisons during processing,
i.e. 33 for TestCase2.
C. Boyer-Moore Algorithm
One of the key differences of Boyer-Moore Algorithm
(BMA) is in the fact that it is performing comparisons
starting from the back of the sliding window. i.e. at the
end of the pattern at position m-1. For instance, for
TestCase2 where the pattern P and text T are aligned at
index position 0 the algorithm starts comparison at index
position 5 as the highest position in pattern P:
01234567890123456789
T: abacaabadcabacabaabb
P: abacab
After the first comparison at position m-1, it moves the
front of the sliding window or beginning of the pattern
until the mismatch or full match occurs. It uses an
auxiliary array last for the so-called character-jump
principle. For every character c in pattern P last[c] holds
the index of the rightmost occurrence of c in P, and
otherwise, it is -1. So, for pattern “abacab” of TestCase2 it
is last[‘a’] = 4, last[‘b’] = 5 and last[‘c’] = 3. The logic
behind this is that in the case of mismatch the algorithm
aligns the pattern to match the text, if possible, at the
position of mismatch. If there is no last[c] record for the
character c found at mismatch in text T, such alignment is
not possible and the pattern is shifted right skipping the
mismatched position. For the first step in TestCase2 where
the mismatch occurs at index position 5 and c = ‘a’ the
pattern shifts to the right by one position to align the
rightmost occurrence of ‘a’ to the text at index position 5,
and the algorithm continues with processing from the end
of the pattern:
01234567890123456789
T: abacaabadcabacabaabb
P: abacab
The formal description of the BFA is shown in
Algorithm 3 pseudocode.
If the algorithm finds character c = ‘d’ that is not
present in the pattern, last[‘d’] = -1, and BMA skips the
position of ‘d’ and gains an advantage in processing.
Therefore, at the moment of mismatch:
01234567890123456789
T: abacaabadcabacabaabb
P:
abacab

Algorithm 3 Boyer-Moore Algorithm
Input: T (text), P (pattern)
Output: i (starting positions of the pattern found)
def bma (T, P):
last = {}
for k in range(len(P)):
last[P[k]] = k
i = len(P)-1
k = len(P)-1
while i < len(T):
if T[i] == P[k]:
if k == 0:
print i
else:
i -= 1
k -= 1
else:
j = last(T[i])
i += len(P) - min(k, j + 1)
k = len(P) - 1
comparisons, i.e. 20 comparisons for TestCase2. Although
the basic complexity seems to be O(mn) the characterjump heuristics allows skipping significant portions of text
in real situations. If the pattern is not in the text the
complexity tends to O(m+n).
III.

FPGA IMPLEMENTATION

FPGA programmable device is widely used as a
flexible platform for various purposes implementing
smaller or larger dedicated logic functions, serving as coprocessors or accelerators, prototyping platform or basis
and end-point in system-level digital design and high-level
synthesis flow, [5, 6]. Its advantage is a short design cycle
in producing custom solutions in embedded system design
and electronic design automation. It is a bare-metal
platform for testing various logic constructions but lately,
it is supported with a built-in soft and hard processor core
and all kinds of peripheral standards.
A. Implementation Platform and Solution Design
Intel De1-SoC Cyclone V device is used with DE1SoC development board as implementation device, [7].
FPGA implementation logic is coded using VHDL where
code is constructed as a finite state machine (FSM) as the
usual approach for sequential logic implementation, [8].
The basic implementation uses FSM control logic with
two memory blocks: one for text T, or text memory, and
the other for pattern P, or pattern memory. Both of them
use one address port, named addr_t for text memory and
addr_p for pattern memory, and one data port, data_t for
text memory and data_p for pattern memory, Figure 1.
The implementation platform provides ROM memory
blocks that are appropriately initialized as text and pattern

following step is:
01234567890123456789
T: abacaabadcabacabaabb
P:
abacab
When compared to the previous two algorithms the
BMA shows a significantly reduced number of

…
…
Text Memory
…
…

addr_t

addr_p

FSM Control
Logic
data_t

data_p

…
…
Pattern
Memory
…
…

Figure 1. Implementation block diagram for brute-force algorithm
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before compilation and synthesis steps.

state memory. This state waits for start signal.

B. Algorithmic State Machine Description
Algorithmic State Machine (ASM) is often used
because it provides a more abstract view or description of
FSA, [9]. It is an algorithm flow description that has
several types of elements or boxes:


state box as rectangle shape with its output
signals,



decision box as a diamond shape with conditions
to be tested before deciding which execution path
to follow,



conditional output box as oval shape denoting
output signals after decision box is passed.

The ASM representation is a form of intermediate
abstraction between the algorithm pseudocode or higherlevel programming language code and lower-level or
hardware description code. It can be seen as the mapping
from the common algorithm pseudocode to the finite state
machine VHDL, or an intermediate representation level
during digital design. When compared to control and data
flow diagram (CDFG) used in high-level synthesis flows
[10], it has timing information within states while CDFG
exposes control and data dependencies before instruction
or operation scheduling phase, [11].
The presentation of the brute-force string search
algorithm in ASM is presented in Figure 2. The figure
shows one minimal set of states for previously described
algorithms. There are four such foundational states:
S0 – or initial state is used to initialize signals,
namely: addr_p, addr_t for addressing pattern and



Reset
F
T

S0

addr_p = 0
addr_t = 0
found = ‘0’
finish = ‘0’

F

S1

start

Done

start

co2

finish = ‘1’

F

addr_t ==
T_size 0P_size + 1

S3

T
Address
Memory

T

found = ‘0’

d2
S2

d1

ReadData
(data_p,
data_t)
data_p
==
data_t

co1
addr_t -= (addr_p-1)
addr_p = 0
found= ‘0’

F

T
addr_p
==
P_size

d3

F

T

d5

F

T

co3

addr_t
==
T_size

addr_p = 0
found =
‘1’

co5
addr_t ++
addr_p ++

co4
F
addr_t -= (addr_p-1)

addr_t
==
T_size

T

d4

Figure 2. Algorithmic state machine representation of brute-force
pattern or string search algorithm logic
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S1 – AddressMemory state is used for addressing
memory, i.e. waiting for valid data after one clock
cycle.



S2 – ReadData state uses data on memories’ data
ports and does the control algorithm logic:
compares the data read and decides on the
following steps with manipulation of addressing
memories until the algorithm stops.



S3 – Done is the final state that designates the
completion of algorithm run and waits for return
to initial state S0 upon resetting start signal.

These four states describe the Brute-Force algorithm
logic while the other two algorithms have additional states
besides these four. There are signals found and finish used
for alerting when the pattern has been found or algorithm
execution has finished.
The complete logic of BFA is implemented in state S2
where decision blocks and conditional output blocks are
additionally marked as d and co, respectively, with ordinal
numbers. After accessing data_t from text memory and
data_p from pattern memory, they are compared in
decision d1 and, if different, conditional output co1 sets
addr_t for reading the next text character and addr_p for
starting at the beginning of the pattern. This situation
coincides with the next i loop iteration in the algorithm
pseudocode in Section IIA. The end of the text is tested in
decision d2 and if it is true conditional output co2 sets the
finish signal and transitions to state S3, otherwise memory
is accessed with new address values in state S1. If data_t
and data_p are equal the end of the pattern is tested in
decision d3 and if that is true conditional block co3 sets
the found signal and the end of the text is tested in
decision d4. If there is text left, conditional output co4 sets
the next text memory addressing position which again
coincides with the next i loop iteration in the algorithm
pseudocode in Section IIA. If there is no end of pattern
found in decision d3 the decision d5 also tests the end of
the text. If not true, the next addressing positions for both
text and pattern memories are incremented in conditional
outputs co5 returning to addressing state S1 which
corresponds to the next k loop iteration of the algorithm
pseudocode in Section IIA.
C. Brute-Force Algorithm Implementations
If described in short form the FSM for brute-force
algorithm would be as in Table I. The state machine is in
its initial and final states controlled by the start signal, and
in the most complex state S2 the transition conditions are
noted with cpnd1 and cpnd2 as two compound and
complementary statements. Also, there is one
unconditional transition from S1 to S2 specified as 1, or
always true. Compound statements can be expressed using
decision boxes notation from Figure 2:
cpnd1 = (¬d1 ˄ ¬d2) ˅ (d1 ˄ ((¬d3 ˄ ¬d5) ˅(d3 ˄
¬d4)))
cpnd2 = (¬d1 ˄ d2) ˅ (d1 ˄ ((¬d3 ˄ d5) ˅ (d3 ˄ d4)))
with logic NOT (¬), AND (˄), and OR (˅) operators.
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D. Knuth-Morris-Pratt Algorithm Implementations
The KMPA has an additional preprocessing step for
computing fail array that is used almost every time the
mismatch occurs. Therefore, if its pseudocode is translated
to finite state machine additional states of execution must
be introduced. There are six additional states for
preprocessing step, i.e. computation of fail, and two more
states added during the main matching phase where fail is
used. In total, there are 12 states for KMPA in the
implementation of the finite state machine.
The preprocessing phase is implemented using half of
all states as there are many memory accessing steps in it
requiring an addressing step before getting the value from
memory. Besides that, if the implementation goal is finite
state machine minimization then for generating the proper
fail values pattern memory should simultaneously be
accessed twice according to the pseudocode “if P[j] ==
P[k]” line. Therefore, two-port pattern memory is used for
hardware base design, Figure 3. Also, the additional states
in the character matching phase are required for accessing
the fail memory for processing mismatch occurrences.
E. Boyer-Moore Algorithm Implementations
The Boyer-Moore algorithm also introduces
additional cycles when compared to basic brute-force
implementation. There are three additional states for
producing the last array data. When compared to
KMPA’s production of fail array it is quite simpler as it
iterates through the pattern noting the position index of
each of its characters and therefore has fewer states than
KMPA. The similarity to KMPA is that there are two
additional states in the main matching phase where last is
used, when the correct text position, i.e. text memory
address for the next iteration is identified upon mismatch.
In total, there are nine states in Boyer-Moore algorithm
FSM. Figure 4 shows its hardware base design.
RESULTS AND DISCUSSION

IV.

FPGA implementation was tested and successfully ran
on several test cases on the implementation platform, but
the more precise analysis was done by simulation.
A. Simulation Results
The simulation for TestCase1 reports a total of 60

TABLE I.

FINITE STATE MACHINE FOR BASIC ALGORITHM
Next State

Current
State

S0

S1

S2

S3

S0

start = ‘0’

start = ‘1’

-

-

S1

-

-

1

-

S2

-

{cpnd1}

-

{cpnd2}

S3

start = ‘0’

-

-

start = ‘1’

execution cycles for BFA, 80 execution cycles for KMPA,
and 96 execution cycles for BMA when finding all four
occurrences of “aba” pattern in TestCase1. For finding the
first occurrence of the pattern which is at index position 0
in the text BFA requires 6, KMPA 12, and BMA 15
cycles.
The simulation for TestCase2 reveals that BFA finds
the sole occurrence of the pattern “abacab” using 42
cycles, KMPA in 60 cycles, and BMA in 80 execution
cycles.
The simulation for BFA algorithm shows execution in
which the algorithm implementation alternates between
states S1 and S2. State S0 occurs only at the beginning
and S3 occurs only at the end of execution, as expected.
For KMPA there are additional cycles for preparing fail
array data which number depends on pattern length and
contents, and some additional cycles that use fail in case
of mismatch the number of which mostly depends on the
nature of mismatch occurrences. Also, for BMA there are
additional cycles for preparing last array data whose
number depends on pattern length, and some number of
additional cycles that use last in case of mismatch which
depends on mismatch occurrences count. The difference
between these two algorithms is that last in BMA is used
more than fail is used in KMPA, so the former has a
higher rate of execution cycle count than the latter.
B. Final Observations
Running algorithms’ Python implementations in an
isolated environment shows performance dominance of
Boyer-Moore algorithm over the other two. For instance,
in two natural language text test cases named how and
what (available at [12]) text pattern “Croatia”, occurs
seven and 17 times respectively, KMPA implementation
has near 14% shorter running time than brute-force

addr_p

…
…
Text Memory
…
…

addr_t

FSM Control
Logic

data_p
addr2_p

data_t

…
…
Pattern
Memory
…
…

…
…
Text Memory
…
…

addr_t

addr_p

FSM Control
Logic
data_t

data_p

…
…
Pattern
Memory
…
…

data2_p
addr_f

data_in_f
addr_l

data_out_f

data_in_l
data_out_l

…
…
Fail
Memory
…
…

…
…
Last
Memory
…
…

Figure 3. Implementation block diagram for Knuth-Morris-Pratt
algorithm

Figure 4. Implementation block diagram for Boyer-Moore algorithm
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TABLE II.

Algorithm

TABLE III.

PERFORMANCE COMPARISON
Simulation/Synthesis
how test
what test
Clock
case clock
case clock
Frequency
cycles
cycles
(MHz)

Brute-Force

8051

10820

174.46

Knuth-Morris-Prattl

8143

11001

107.14

Boyer-Moore

10818

15094

164.61

algorithm for both test cases (13.8% and 13.6%
respectively), but Boyer-Moore algorithm is twice as
faster than KMPA for both of them: 51.3 % for how and
50.0% for what test case. In total, Boyer-Moore algorithm
is over 55% faster than brute-force: 58.1% and 56.8%
respectively.
The synthesis tool reports on clock frequencies
achieved and FPGA logic resource data as presented in
Table II, [13]. The differences in execution cycle count
noted in the previous subsection for smaller tests grow
significantly in larger test cases, especially for BoyerMoore implementation with 34.3% and 39.5% execution
cycles overhead. KMPA is only slightly worse at 1.1%
and 1.7% execution clock cycles overhead but overall
worst with 38.6% lower clock frequency than brute-force
and 34.9% lower clock frequency than Boyer-Moore
implementation. The difference between KMPA and the
other two implementations is in using a two-port memory
block. However, if implemented in an automata-based
approach it achieves a much higher clock frequency value.
Table III gives FPGA resource utilization data
reported by the tool in metrics of Adaptive Logic Module
logic building blocks, or shorter ALM, implementation
registers, and Block Memory bits usage. There is a clear
dependency of ALMs and registers on the number of
algorithm FSM states. Having certain overhead when
compared to base brute-force implementation which has
four FSM states there is almost linear dependency in
resources’ occupation between KMPA and Boyer-Moore
solutions having 12 and nine FSM states. In block
memory bits metric Boyer-Moore has far more usage than
KMPA because KMPA fail memory size is proportional
to the number of distinct pattern literals while in BoyerMoore last memory has to be reserved for the complete
alphabet of literals.

No. of
ALMs

Brute-Force

70

37

512

Knuth-Morris-Prattl

119

67

768

Boyer-Moore

94

41

2560

for the implementation of all studied algorithms, as
suitable design abstraction in comprehending the
sequential digital logic design.
The usage of such a “bare-metal” approach with flat
memory hierarchy and no compiler and operating system
support showed almost reversed order of algorithms in
performance metrics when compared to standard software
implementations.
Future research and design direction using the
programmable platform will examine soft processor cores
and low-level instruction set for easier design
specification, and customizations for specific algorithms.
REFERENCES
[1]

[2]

[3]
[4]

[5]

[6]
[7]

[8]

CONCLUSION

This paper elaborated on the design flow and
described three baseline pattern search algorithm
approaches at abstractions of high-level programming
language, algorithmic and finite-state machine translation
to FPGA logic implementation.

[10]

The design flow is described in terms of ASM
representation concerning usual higher-level programming
languages pseudocode showing algorithms’ differences
when doing character comparison during searching and
finding some pattern within the text. As ASM is just one
step ahead of FSM-based sequential logic VHDL
implementation, it presents the design of hardware bases

[12]

MIPRO 2021/CTS

Resource Occupation
No. of
Block
Registers
Memory bits

Algorithm

[9]

V.

FPGA RESOURCES UTILIZATION

[11]

[13]

S. I. Hakak, A. Kamsin, P. Shivakumara, G. A. Gilkar, W. Z.
Khan and M. Imran, "Exact String Matching Algorithms: Survey,
Issues, and Future Research Directions," in IEEE Access, vol. 7,
pp. 69614-69637, April 2019.
R. S. Boyer; J. S. Moore, "A Fast String Searching Algorithm", in
Communications of the ACM. New York: Association for
Computing Machinery. 20 (10): 762–772., October 1977.
D. Knuth, Jr, James, V. Pratt, “Fast Pattern Matching in Strings”,
in SIAM Journal of Computing, 6. 1977.
M. T Goodrich; R. Tamassia; M. H Goldwasser, Data structures
and algorithms in Python, Chapter 13 (Text Processing), John
Wiley & Sons, Inc., 2013
Intel®
FPGA
Industry
Applications,
https://www.intel.com/content/www/us/en/products/programmabl
e/applications.html, (accessed March 26, 2021)
Xilinx Applications, https://www.xilinx.com/applications.html,
(accessed March 26, 2021)
Cyclone V SE Device Family - DE1-SoC Board,
https://www.intel.com/content/www/us/en/programmable/solution
s/partners/partner-profile/terasic-inc-/board/cyclone-v-se-devicefamily---de1-soc-board.html, (accessed March 25, 2021)
V. A. Pedroni, Finite State Machines in Hardware: Theory and
Design (with VHDL and SystemVerilog), MIT Press, 2013.
Digital
Circuits
Algorithmic
State
Machines,
https://www.tutorialspoint.com/digital_circuits/digital_circuits_alg
orithmic_state_machine_charts.htm (accessed March 25. 2021)
P. Coussy, D. Gajski, M. Meredith, A. Takach, “An Introduction
to High-Level Synthesis”, in IEEE Design & Test of Computers,
26.pp. 8 - 17., September 2009.
A. Orailoglu, D. Gajski, “Flow Graph Representation”, in
Proceedings of the 23rd ACM/IEEE Design Automation
Conference. pp. 503-509., January 1986.
World Cup 2018: What can we learn from Croatia, the little
country
with
big
dreams?,
https://www.independent.co.uk/sport/football/world-cup/worldcup-final-2018-france-croatia-zlatko-dalic-luka-modric-what-welearned-a8449421.html, (accessed March 25. 2021)
Intel®
Quartus®
Prime
Software
Suite,
https://www.intel.com/content/www/us/en/software/programmabl
e/quartus-prime/overview.html, (accessed March 25. 2021)

1153

FPGA Design and Implementation of Driving
Lane Detection on Zynq-7000 SoC
M. Martin*, R. Grbić ** , M. Subotić*** and I. Kaštelan****
*

RT-RK Institute for Computer Based Systems, Osijek, Croatia
Faculty of Electrical Engineering, Computer Science and Information Technology, Osijek, Croatia
*** RT-RK Institute for Computer Based Systems, Narodnog fronta 23A, Novi Sad, Serbia
**** University of Novi Sad, Faculty of Technical Sciences, Trg Dositeja Obradovica 6, Novi Sad, Serbia
martin.martin@rt-rk.com, ratko.grbic@ferit.hr, milos.subotic@rt-rk.com, ivan.kastelan@rt-rk.uns.ac.rs
**

Abstract—Number of different Advanced Driving Assistant
Systems (ADAS) are implemented in modern vehicles. One of the
important ADAS is lane departure warning system which warns
driver when lane switching is occurring unintentionally. Integral
part of such system is a lane detection algorithm based on frontview camera images. In this paper, an algorithm for detecting
lane markings from images is designed and implemented in
FPGA technology on Zynq-7000 System-on-Chip (SoC) using
VHDL. The algorithm is based on traditional computer vision
techniques to obtain lane markings and detect driving lane. The
algorithm evaluation was performed on images of different
resolution in various conditions. The high performance has been
achieved in terms of lane detection, but improvements are needed
in terms of algorithm execution speed.
Keywords—FPGA, VHDL, lane detection, Zynq-700 SoC

I.

INTRODUCTION

Systems that assist drivers in driving action are called
Advanced Driving Assistant Systems (ADAS). ADAS are
implemented in modern vehicles to increase safety and driving
comfort and to possibly enable completely autonomous driving
in future. One of the important tasks that must be performed by
autonomous vehicle is to stay in its own driving lane and to
switch lane when there is a need and possibility for that. These
actions are based on a lane detection in images obtained by a
front-view camera mounted on a vehicle. Typically, ADAS
systems such as the Lane Departure Warning System (LDWS)
and Lane Keeping Assist System (LKAS) are based on lane
detection which must be performed as accurately as possible
and in real-time to enable full potential of such systems.
The lane detection is based on detection of yellow and
white longitudinal road markings which separate traffic lanes.
Once the region in image that corresponds to driving lane is
identified, automatic lane centering of the vehicle or driver
alert in case of lane departure can be performed. Lane detection
can be very demanding process in which the time required for
detection is of utmost importance. For this reason, in order to
relieve computer systems, dedicated systems are being
developed, such as Field Programmable Gate Array (FPGA)
systems which can provide higher detection speeds at lower
cost [1].
In this paper, the lane detection algorithm was designed and
implemented on Zybo Z7 development board which has built
in Zynq-7000 System-on-Chip (SoC). The Zynq-7000 is a chip
whose architecture consists of a processor system and FPGA

1154

and an interface that interconnects them. The lane detection
algorithm is based on traditional computer vision methods to
search for longitudinal road markings and is initially developed
within Matlab environment. Then the algorithm designing,
synthesis and optimization were performed, followed by the
implementation of the synthesized design on the FPGA. The
verification of the proposed solution was performed on images
of different resolutions with various traffic conditions.
The paper is structured as follows. Section II provides
related work in a field of FPGA technology and lane detection.
In Section III the details about the lane detection algorithm and
implementation on FPGA are given. Section IV provides
evaluation of the proposed design in terms of detection
efficiency and processing speed. Conclusion of the paper are
given in Section V.
II.

RELATED WORK

The methods for lane detection can be classified into two
main groups: traditional methods in the field of computer
vision and modern methods based on machine learning.
Although machine learning has a wide range of possibilities
and provides state-of-the art results, classical methods are still
used due to lower complexity and their applicability in realtime on affordable hardware.
In [1], real-time detection using FPGA technology and DSP
is proposed. The paper first presents two possible ways of
solving a lane detection problem, which are classified as a
geometrically oriented approach and a method of shape
detection. The authors decided to use a geometrically oriented
lane detection approach using FPGA and DSP DM 642. The
results showed that the solution was accurate and fast, and it
turned out that the algorithm handles up to 25 FPS for video
frames of 640x480 resolution. One drawback of this solution is
the incomplete utilization of the used FPGA system. Most of
the task is attached to DSP system, and a better distribution of
task would lead to the acceleration of such system or
possibility to implement algorithm on lower cost hardware.
The authors in [2] proposed the detection of lanes on two
levels using the FPGA platform. The first level of detection is
based on Hough’s transformation but in case when Hough’s
transformation is not precise enough, the second level of
detection is activated. The second level of detection uses
information about detected lane from previous frame to detect
lane in current frame. The obtained video speed processing is
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25 FPS, so with this fact authors concluded that position of the
lane markings found in the previous frame will not differ much
from the position in the current frame. The second level of
detection is applied only to areas with predefined dimensions
and with a limited number of detections. The architecture used
in the paper consists of a KC705 board with an XC7K325T2FFG900C FPGA chip. The FPGA consists of 326080 logic
cells, 840 DSP blocks and 16020 kB of RAM. Over 5000 720p
images were used for testing in different driving conditions
such as: highway, night driving, tunnel, fog, etc. Extremely
good results were achieved with an average of 92.92%
accuracy with an average speed of 60 FPS.
In [3], in addition to dealing with the detection of driving
markings in real-time, an attempt is made to apply Kalman’s
filter for monitoring lanes during vehicle movement. An
ALTERA DE2 development environment with a Cyclon II
EP2C35F672C FPGA chip was used to implement the system.
Images are acquired with Nikon COOLPIX P510 digital
camera connected to the NTSC connector and stored in SRAM,
and the board is connected to a computer via RS232 interface
for testing purposes. The achieved system clock speed is 115
MHz with an occupancy of 45% of the FPGA chip’s resource.
The obtained processing speed is 25 FPS in case of 720p
resolution.

computation. Due limitations of the used FPGA system, the
image is loaded sequentially into the system memory and
processed via macro blocks. Macro blocks are 64x64 pixels in
size and are fed to the system input for processing until the last
macro block is processed. Once one macro block is stored in
system memory, additional preprocessing begins with methods
such as Gaussian filtering, Sobel operator, and Canny operator
to extract edges of the objects in image. By applying these
methods, a binary macro block is obtained that contains only
objects with prominent edges. Macro block elements that
correspond to prominent edges in input image have value of 1
and all others have value of 0. Such a binary macro block is
sent to the input of the Hough transformation block which, by
voting process, returns the accumulator with the number of
votes for each possible line in that macro block represented
with (ρ, θ) in polar coordinate system. Certain position in
accumulator determines one particular line and corresponding
value is the number of votes for that certain line, i.e., how
many pixels (with value equal to 1) from binary image lies on
the same line. The lines from left and right image part with the
largest number of votes are chosen as solutions. These two
lines represent the corresponding driving markings on the left
and right side of the road, and it is concluded that area between
them is called the driving lane on which the vehicle is actually
driving.

Unlike previous papers [1-3] which mainly deal with the
implementation of the Hough transformation, the paper [4]
deals with the optimization of the Hough transform algorithm.
Hough transform requires a large amount of memory and
processing power for its accuracy, and in practice is often used
as a tool for finding markings from the image, which is further
used to find lanes, traffic signs, etc. In [4], the implementation
is proposed which uses Xilinx Virtex 5 FPGA chip and the
ML505 development environment. For algorithm testing, a
CMOS camera was mounted on the car windshield. The used
camera resolution was 640x480 pixels and several tests were
performed on different locations. The results showed that the
accuracy of the algorithm is between 90% and 97% depending
on the location it was tested, and the achieved speed was 95
FPS, which is a significantly higher than the obtained frame
rate in previous works.

B. FPGA design
Processing from grayscale image to finding parameters that
can be used to recreate driving lanes is entirely designed for the
FPGA system, but the image transfer to BRAM, management
and reading of results is taken care of by the processor system
using four input/output registers. One of the two input registers
is control register and has ability to start, stop and restart the
system, while the other register serves as data entry in BRAM.
After processing, the output registers return ρ and θ values for
the each of two lines that best match markings of the driving
lane in the image. In Fig. 1 the block diagram of the designed
lane detection algorithm is shown. Each block in the Fig. 1
represents one designed VHDL module. All blocks together
form one unit and together are connected into higher module of
the hierarchy. The blocks can be classified into several units:

An overview of the recent developments in lane detection
and lane departure warning systems is given in [5]. Hereby, a
comparison of the solutions of published papers regarding the
accuracy of finding the lane markings is given. This paper
greatly helped in deciding about choosing our own steps in
tackling the problem of lane detection.
III.

DRIVING LANE MARKINGS DETECTION AND FPGA
IMPLEMENTATION

A. Driving lane markings detection algorithm
To better understand the problems of this task and to create
a hardware solution with the most efficient design in terms of
parallel system execution and execution speed, the solution for
lane detection was first implemented using Matlab. Since the
lane markings are clearly visible even in grayscale image, RGB
image which is obtained by a front-view camera is first
converted to grayscale to reduce complexity of the
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•

Control unit (CU): one is used for managing the entire
system, and the other one takes care of writing and
reading data in and from BRAM memory,

•

Executive units: perform a specific task when turned
on. The executive units include blocks: Gauss, Sobel,
Canny, Hough and Find Max,

•

Multiplexers: combinational logic circuit consisting of
a data input, a control input and data output,

•

Counter, and

•

BRAM.

The CU generally has direct control over all other parts of the
system, i.e., it decides when a particular component of that
system will be enabled or disabled. Both CUs of this system
are created by the FSM model.
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Each executive unit of the proposed design has the need to
access different BRAMs for data storage and retrieval. To
avoid that each executive unit has to read and write separately,
a BRAM CU was designed that takes care of the reading and
writing for each of the executive units. In this way code
redundancy has been reduced and the code of each executive
unit has been greatly simplified.
The CU, at the level of the whole system, takes care of the
correct enabling and disabling of individual blocks in order to
create a coordinated operation of the system. Determining
when it is necessary to enable or disable an individual block is
defined by the done signals that each of the executive units
sends separately and thus indicates that the required task has
been performed. The order of execution of blocks is
predefined. Gauss block is executed first, then Sobel and
Canny to emphasize the edges, and finally the Hough
transformation block for voting. The Find Max block for
finding and returning the two maximum values from the
accumulator is directly controlled by processor system and can
be enabled if necessary.
Each of the executive unit has an enable signal which starts
its execution and a done signal which signals to the system that
the task has been successfully completed. Also, there is a
counter at the input of each executable block which determines
the address for BRAM access, and each block performs counter
increment separately.
The Gauss, Sobel and Canny blocks have the following
tasks:
a)

retrieve data,

b) calculate or make a conclusion based on the obtained
data, and
c) save the data.
How much data and from which BRAM it is necessary to
retrieve or save is taken care of by each block separately within
itself. Data which block retrieves is a pixel value of the macro
block stored in BRAM on location (x, y) where x and y are
pixel coordinates.
The Gaussian block first retrieves pixel value from BRAM
and 8 adjacent pixels values which represents the data from
macro block. Retrieved values form a 3x3 matrix which is
processed with discrete Gaussian filter and calculated value is
stored back into BRAM.
The Sobel block retrieves value of the pixel which has been
processed with Gaussian block and then retrieves 8 values of
its adjacent elements and forms 3x3 matrix. The obtained
matrix is multiplied by the matrices for the gradients
calculation in x and y direction, and the total gradient is stored
in the appropriate place in BRAM. In the end this block stores
a macro block with calculated image gradients in BRAM.
The Canny operator consists of two parts: a thinning of the
edges and a double threshold noise cancellation procedure. In
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this paper, only the double threshold noise cancellation
procedure is applied because edge thinning requires a large
number of conditional branches, and this is not suitable for an
FPGA system. Omitting the edge thinning procedure will not
greatly affect the final result for the reason that this procedure
reduces the number of pixels that bound the object in the
image. The Canny block first retrieves the pixel value from
Sobel block and based on the value of the data and the two
limits of the noise cancellation method it is concluded whether
the data will remain in the BRAM or be set to 0.
The Hough block voting procedure is performed as follows.
First it is necessary to retrieve from BRAM the value of the
pixel processed by Canny block. If the retrieved value is
greater than 0, value at certain position (ρ, θ) of the
accumulator is incremented. Value is incremented, i.e.,
increased by 1, for every angle θ. Hough’s transformation is a
memory-intensive process especially when it comes to highresolution images. To reduce memory needs in this design, not
all values of θ were used for line detection. The input images
are obtained by a front-view camera and it was empirically
determined that the driving lane markings have parameter θ
value between 20° and 70° for the right half of the image and
value between 110° and 160° for the left half of the input
image. By implementing these restrictions, the need for
memory is reduced 3.6 times.
Executive block Find Max searches for two largest values
by taking into account restrictions imposed on the parameter θ
of the left and right line. The determined values of ρ and θ are
sent back to the processor system and are available for reading
by the user.
For the needs of this project, counters with an arbitrary
length of counting were made. Done signal output serves as
indicator of the last count value before restarting. The counters
are used as an address pointer to access BRAM.
Intermediate results are stored in BRAM and 145 kB of the
physically available 256 kB BRAM on the SoC are used. Four
4096 B BRAMs are required to store the processed part of the
image in the executive units. Although it seemed that four
BRAMs are needed to cover the requirements of each of the
executive units, the fact that some of the values could be
rewritten with new ones after processing are taken into
account. In this way requirements were reduced to two
BRAMS of 4096 B and while one would be written to other
one would be read at the same time. After last element is
written to or read, the BRAMs change their roles. The rest of
the memory was added to the (ρ, θ) accumulator, and the
calculation showed that maximum resolution of the processed
image is 512x512 pixels.
The basic VHDL libraries only support basic mathematical
operations such as plus, minus, multiply and divide. This
design also uses some of the operations that are not available in
the basic libraries, so in such cases CORDIC was used.
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Figure 1. Block diagram of the proposed algorithm for detecting lane markings.

C. FPGA design implementation
Once the design is complete it is synthesized within
Vivado development environment. Result of synthesis is
turned into design implementation in terms of logic gates.
Such design is then implemented on the desired hardware,
i.e., Zynq-7000 SoC. The achieved execution speed of the
algorithm on the Zynq-7000 is 8 MHz. As a result of the
implementation, it was shown from Vivado that BRAM
occupies 34 of the total 60 BRAMs when processing
images of 64x64 resolution. With increasing resolution,
the need for BRAM grows linearly. Therefore, the
maximum input image resolution is limited to 512x512
pixels.
The system is started using SDK with imported
hardware implementation. A program has been created
which at first loads the image into the RAM of the Zybo
development system using a memory dump. The image is
loaded in “.bin” format and the program starts after
loading. In Fig. 2 a flowchart of the program for loading
images/blocks into BRAM and for the algorithm running
is shown. The program divides input image into macro
blocks size 64x64 which are sent sequentially to the
system. Driving lane algorithm then processes macro
blocks taking into account that each macro block has
different position in input image. After the block
processing is finished, the system returns a done signal
and waits for a new block at input. The program sends the
next macro block and processing is repeated until all
macro blocks are processed. When the system sends a
signal that it has successfully processed the last block, the
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program asks the system for processing results with a new
command. The results are retrieved in the form of an
ordered pair (ρ, θ) and it is possible to create a line using
these parameters. The lines are then displayed on personal
computer on the processed image to visually assess the
accuracy of the obtained results.

Figure 2. Flowchart of the program for loading images/macro blocks
into BRAM and running the driving lane detection algorithm.
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IV.

RESULTS AND DISCUSSION

The evaluation of the proposed design and
implementation of driving lane detection algorithm on
Zynq-700 SoC was evaluated with respect to efficiency of
lane markings detection and with respect to the processing
speed of images of different resolutions. The resolutions
of the test images were 64x64, 256x256, 512x256 and
512x512 and for each resolution same 100 images were
used. The following metrics were used to evaluate the
efficiency of marking detection with the proposed
implementation: accurately detected marking (true
positive - TP), detected marking that does not exist (false
positive - FP) and existing marking not detected (false
negative - FN). From these values precision and recall
were obtained. Because there were no ground truth lines
for the test images, a subjective assessment of TP, FP, and
FN was made for each test image result.
In order to validate the correctness of the FPGA design
and implementation, the obtained results were first
compared with the results obtained by the Matlab
algorithm. It is concluded that FPGA design and
implementation are correct, i.e., only minor differences
exist between the results of the aforementioned
implementations due to different number of decimal
places and rounding to integer. The obtained results for
several examples are given in Fig. 3 where the results of
FPGA implementation are shown in blue color and the
results obtained with the Matlab implementation are
shown in red color.
Table I shows the obtained results with FPGA
implementation with respect to the image resolution. From
Table I it can be concluded that, with increasing
resolution, precision and recall increase. It should be noted
that a large impact on errors is contributed by the fact that
it is predefined that the algorithm returns two maximum
solutions regardless of the number of lane markings
present in the image. A test of the proposed algorithm was
also performed regarding the detection of the driving lane,
i.e. the detection of only two lane markings that make up
the driving lane in which the vehicle is moving. The
efficiency of the algorithm in this case is shown in Table
II.
TABLE I.

THE LINE DETECTION EFFICIENCY WITH RESPECT TO
THE IMAGE RESOLUTION

Resolution

TP

FP

FN

Precisio
n [%]

Recall
[%]

64x64

164

36

40

82

80.39

256x256

173

27

31

86.5

84.8

512x256

175

25

29

87.5

85.78

522x512

183

17

21

91.5

89.71

TABLE II.

LINE DETECTION EFFICENCY WITH RESPECT TO
NUMBER OF MARKINGS

Number of
markings

TP

FP

FN

Precisi
on [%]

Recall
[%]

All markings

695

105

121

86.88

85.17

Driving lane
(2)

695

105

70

86.88

90.84
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Figure 3. Results of the proposed implementation on example images
of 256x256, and 512x256 resolution.

It can be concluded that in the case of driving lane
detection, the system recall has increased significantly.
This was expected since the proposed design and
implementation detect a maximum of two lines in a single
image.
In addition to precision and recall measurements,
algorithm processing speed tests were performed. Table
III shows the statistics regarding processing time of the
driving lane markings detection algorithm on the FPGA
with respect to image resolution for a single video frame.
Table III shows that increase in resolution results in
increased execution time of the algorithm. The main
reason for this is that for higher image resolutions larger
accumulator is needed for Hough transformation which
increases number of operations performed by Hough
block. Execution time is also increased due to the higher
number of macro blocks loading into BRAM. The average
execution time of the algorithm at maximum resolution is
3.3 seconds with a standard deviation of 32.4
milliseconds. This execution time of the algorithm cannot
satisfy the detection of driving lane in real-time due to the
fact that even at low speeds of e.g., 5 m/s, the algorithm
would perform the detection approximately after 15
meters, and during that time the lane markings can change
significantly. At the lowest resolution (64x64) the
algorithm can reach a speed of 19 FPS and such a system
could be applied in real-time, but due to the low resolution
the reliability of the obtained results would be
questionable as can be seen in Table I.
As already stated, loading of the macro blocks into
BRAM has additional negative impact on obtained
execution times. Table IV shows the mean execution time
of lane line detection with the included loading time of
macro blocks into BRAM. By comparing Table IV with
Table III, we can conclude that loading an image into
BRAM is not negligible, but it is also not the main reason
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TABLE III.

PROCESSING SPEED OF DRIVING LANE MARKINGS
DETECTION

Resolution

64x64

256x256

512x256

512x512

51

831

1606

3303.5

0.99

4.93

8.14

17.38

52

841

1621

3341

Mean time [ms]
Standard
deviation [ms]
Longest time
[ms]

TABLE IV.
PROCESSING SPEED OF DRIVING LANE MARKINGS
DETECTION INCLUDING LOADING TIME OF MACRO BLOCKS INTO BRAM

64x64

256x256

512x256

512x512

82.5

911.5

1809

3634

2.26

7.21

12.22

21.32

86

926

1830

3668

Standard
deviation [ms]
Longest time
[ms]

why the implemented system has such run times. System
upgrades should primarily relate to scheduling algorithm
steps, and advances in additional system parallelization
and more precise region of interest determination.
V.
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Sažetak - Pogledom na kartu hrvatskog dijela Jadrana,
evidentna je potreba za velikim brojem objekata pomorske
signalizacije (OPS) na navedenom morskom području.
Istočna obala Jadrana pogodnija je za plovidbu od zapadne
iz niza razloga, no njena razvijenost ipak predstavlja veliki
izazov za pomorce, kojima opasnost predstavljaju skriveni
grebeni, hridi, nepoznate pličine i ine stvari koje plovidbu
mogu učiniti nesigurnom, kako za posadu, tako i za
brodove. Objekti pomorske signalizacije se postavljaju
sukladno Pravilniku o oznakama i načinu označavanja na
plovnim putovima u unutarnjim morskim vodama i
teritorijalnom moru Republike Hrvatske, koji je usklađen s
preporukama Međunarodne organizacije za pomorsku
signalizaciju – IALA i dijele se na svjetionike, obalna
svjetla, lučka svjetla, signalne postaje, svjetleće i signalne
oznake i plutače te oznake pokrivnog smjera. Kako bi
objekti pomorske signalizacije ispravno funkcionirali,
opremljeni su velikim brojem uređaja i opreme, a sam rad
potrebno je neprekidno nadzirati, posebice u noćnom
periodu. Ovim radom opisana je sva elektro oprema nužna
za ispravan rad obalnog svjetla Rt Višnjica, koji se nalazi na
samom ulazu u luku Ploče. U navedenu opremu spadaju
LED izvor svjetla, solarni uređaji za napajanje te
akumulatorske baterije, a posebno je obrađena i oprema za
daljinski nadzor objekta pomorske signalizacije, koji
uključuje određen broj senzora, PLC (programmable logic
controller) uređaj i uređaj za komunikaciju. Na kraju rada
opisana je nadogradnja sustava daljinskog nadzora za
nadzor izvora svjetla u LED tehnologiji, a sve sa ciljem
pravovremene dojave o greškama u radu objekta te u
konačnici podizanja razine sigurnosti plovidbe.
Ključne riječi - sigurnost plovidbe, objekti pomorske
signalizacije, svjetionici, daljinski nadzor

I.

UVOD

Objekti pomorske signalizacije podijeljeni su u šest
kategorija u ovisnosti o ugrađenoj opremi za rad.
I. kategorija opisuje objekte sa solarnim napajanjem bez
pomoćnog svjetla, II. kategorija objekte s napajanjem
(230V/50Hz) bez pomoćnog svjetla, III. kategorija
objekte s glavnim svjetlom (230VAC) i pomoćnim
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svjetlom (solarno napajanje 12VDC), IV. kategorija

…………Slika 1. Objekt pomorske signalizacije – Rt Višnjica

objekte s okretnim strojem i izmjenjivačem žarulja te s
glavnim svjetlom (230VAC/50Hz) i pomoćnim svjetlom
(solarno napajanje 12VDC), V. kategorija objekte s
okretnim strojem i izmjenjivačem žarulja, te s glavnim i
pomoćnim svjetlom sa solarnim napajanjem (12VDC) te
VI. kategorija objekte s glavnim i pomoćnim svjetlom sa
solarnim napajanjem (12VDC). U kategorizaciju su
uvršteni najvažniji objekti za sigurnost plovidbe na
Jadranu, što su ujedno i objekti uključeni u sustav
daljinskog nadzora svjetionika. Objekti se dijele prema
slijedećim nepromjenjivim kriterijima: tip svjetla, način
napajanja te prema ugrađenoj primarnoj opremi koja je
opisana u nastavku.
Osim kategorizacije u ovisnosti o ugrađenoj opremi,
objekti pomorske signalizacije kategoriziraju se s
obzirom na njihov značaj za sigurnost plovidbe i
klasificiraju po vrstama u skladu s Planom upravljanja
objektima sigurnosti plovidbe Republike Hrvatske.
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Prvu kategoriju objekata sigurnosti plovidbe čine svi
objekti sigurnosti plovidbe koji se nalaze u lukama
otvorenim za javni promet osobitog (međunarodnog)
gospodarskog značaja za Republiku Hrvatsku i
županijskog značaja, te lukama posebne namjene od značaja za Republiku Hrvatsku i prilazima tim lukama,
uključujući plovne kanale, tjesnace, rijeke plovne s
morske strane i prolaze u prilazima tim lukama, te na
primarnim plovnim područjima i plovnim putovima.
Dostupnost objekata sigurnosti plovidbe prve kategorije
je najmanje 99,8 %, a rok za aktiviranje je maksimalno
24 sata od trenutka saznanja o neispravnosti, u ovisnosti o
vremenskim uvjetima na moru.
Drugu kategoriju objekata sigurnosti plovidbe čine svi
objekti sigurnosti plovidbe koji se nalaze u lukama
otvorenim za javni promet lokalnog značaja i lukama
posebne namjene županijskog značaja, kao i prilazima
tim lukama, uključujući, plovne kanale, tjesnace i prolaze
u prilazima tim lukama, te na sekundarnim plovnim
područjima i plovnim putovima. Dostupnost objekata
sigurnosti plovidbe druge kategorije je najmanje 99 %, a
krajnji rok za aktiviranje je 48 sati od trenutka saznanja o
neispravnosti, u ovisnosti o vremenskim uvjetima na
moru.
Treću kategoriju objekata sigurnosti plovidbe čine svi
objekti sigurnosti plovidbe koji predstavljaju nužnu
nadopunu objektima sigurnosti plovidbe prve i druge
kategorije značaja i objekti sigurnosti plovidbe u
područjima izvan dometa objekata sigurnosti plovidbe
prve i druge kategorije značaja, te na tercijarnim plovnim
područjima i plovnim putovima. Dostupnost objekata
sigurnosti plovidbe treće kategorije je najmanje 97 %, a
krajnji rok za aktiviranje je 96 sati od trenutka saznanja o
neispravnosti, u ovisnosti o vremenskim uvjetima na
moru.
Dostupnost objekta sigurnosti plovidbe je ispravnost
objekta sigurnosti plovidbe tijekom promatranog
razdoblja, uzimajući u obzir ukupni promatrani period i
period neispravnosti, a izračunava se prema formuli 1.
(1)
Obalno svjetlo Rt Višnjica (slika 1.) nalazi se u Plovnom
području Split - Ispostava Ploče, a mikro-lokacijski je
smješteno na zapadnom dijelu ulaza u luku Ploče.
Svrstano je u I. kategoriju nautičkog značaja za sigurnost
plovidbe, definirano oznakom PS648 te E međunarodnim
brojem E3500,5. Objekt je izgrađen na betonskom
temelju, kao metalna kula „Lenac“ promjera 70 cm,
opremljen sa glavnim svjetlom, kako bi u svakom
trenutku bili zadovoljeni svi potrebni nautički uvjeti kao
što su domet svjetla od 7 NM te karakteristike svjetla
definirana kao B Bl(2) 5s (0,5+1;0,5+3)s.
Opremu na OPS-u možemo podijeliti na primarnu
opremu (elektronička oprema u funkciji rada svjetla) te
sustav napajanja, a objekt spada u I. kategoriju prema
podijeli u ovisnosti o ugrađenoj opremi. Taksativnim
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nabrajanjem svjetionik je opremljen LED svjetlom,
elektronikom za generiranje signala za pokretanje svjetala
(bljeskač), foto ćelijama za detekciju stanja osvijetljenosti
lokacije, akumulatorskim baterijama, solarnim panelima,
različitim naponskim senzorima i opremom za nadzor
ispravnosti rada koja će biti obrađena kroz ovaj članak.
II. PRIMARNA OPREMA NA OBJEKTU
POMORSKE SIGNALIZACIJE RT VIŠNJICA
Kroz ovo poglavlje dat je osvrt na primarnu opremu
ugrađenu na OPS-u Rt Višnjica koji je u funkciji
sigurnosti plovidbe. Ugrađena oprema može biti vizualna,
zvučna, radijska i radarska te zadovoljava preporuke
međunarodne organizacije IALA, što predstavlja svjetski
standard u kontekstu odabira i ugradnje opreme na
objekte pomorske signalizacije. Na OPS-u Rt Višnjica,
kao primarna oprema ugrađena je vizualna oprema
(svjetlosna signalizacija), za čiji ispravan rad su korištene
komponente navedene u nastavku. Izvori svjetla spadaju
u primarne uređaje koji daju vizualnu karakteristiku
OPS-a. Karakteristiku pomorskog svjetla određuje boja
svjetla, domet svjetla te redoslijed i trajanje svjetlosnih
signala.
Rt Višnjica spada u I. kategoriju prema ugrađenoj opremi
koju čine slijedeće sastavnice:





solarni
panel
+ hermetički zatvorene
akumulatorske baterije 12V;
solarna oprema koja uključuje bljeskač i solarni
regulator;
žarulja s dvostrukom žarnom niti na 10.3V,
maksimalne snage 60W;
elektronički bljeskač s LED rasvjetnom
opremom.

Solarni panel preko regulatora punjenja puni
akumulatorske baterije do određene naponske granice
koja je definirana i podesiva na samom regulatoru. Na
izlaz potrošača regulatora priključen je elektronički
bljeskač koji uključuje žarulju i određuje joj
karakteristiku. Paljenje bljeskača uvjetovano je stanjem
foto-otpornika, koji mjeri količinu svjetlosti u okolnom
prostoru te određuje razinu osvijetljenosti. Klasična
žarulja načinjena je od dvije žarne niti, od kojih je u
ispravnom režimu rada aktivna samo jedna, dok se druga
automatski aktivira u slučaju pregaranja prve. Umjesto
navedene žarulje posljednjom modernizacijom opreme na
OPS-u Rt Višnjica implementirano je LED svjetlo kao
rasvjetni element. Slikom 2. dan je fundamentalni prikaz
opreme OPS-a I. kategorije.

Slika 2. Oprema na OPS-u I. kategorije
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Elektronički bljeskači određuju vizualnu (svjetlosnu)
karakteristiku pomorskog svjetla. Vizualna karakteristika
svjetla je takt kojim se svjetlo uključuje odnosno
isključuje te je unaprijed definirana za svako pojedino
pomorsko svjetlo. Karakteristike svjetla na objektima
pomorske signalizacije detaljno su opisane u IALA
preporuci E-110, poglavlje 1.2, podloga 12.
Svjetlosna karakteristika najvažnija je karakteristika
svakog pomorskog svjetla. Kako bi o njoj bili informirani
korisnici tj. pomorci, karakteristike pomorskih svjetala
ubilježene su na pomorskim kartama i u Popisu svjetala i
signala za maglu.
Svjetlosna karakteristika sastoji se od:






boje koja može biti: bijela, crvena, zelena,
narančasta, plava i žuta;
karaktera: bljesak, prekid, stalno, s promjenjivim
sjajem, s promjenjivim bojama, kratki bljeskovi,
vrlo kratki i ultrakratki;
perioda: vremenski interval između početaka
serija;
sektora: označava opasni dio područja ili
prolaze;
vidljivosti: svjetlosna vidljivost ovisna je o
intenzitetu svjetla, a geografska o udaljenosti za
visinu oka od 5 m i srednju zemaljsku refrakciju.

Primjer karakteristika (B Bl 5s (0.5+4.5)s) prikazan je
slikom 3. te ima slijedeće značenje:




B Bl – bijeli bljesak;
5s – ukupno trajanje karakteristike iznosi 5s;
(0.5 + 4.5)s – od ukupnog trajanja karakteristike,
trajanje svjetla je 0.5s, dok je trajanje tame 4.5s.

obzirom da se pomorski svjetionici nalaze na
dislociranim lokacijama, priključak mrežnog napona
najčešće nije dostupan, pa je nedovoljna količina
električne energije učestao problem na svjetionicima.
Nedostatak električne energije se na lokacijama koje to
dopuštaju pokušava nadomjestiti ugradnjom vjetrogeneratora, no najčešće nedovoljno uspješno. Određene
grupacije istraživača pristupaju istraživanju proizvodnje
električne energije iz energije valova, vodeći se logikom
da su valovi na ovim lokacijama prisutni gotovo uvijek, a
posebice u odsutnosti sunčeve svjetlosti koja se koristi za
punjenje baterija preko solarnih panela.
Pronalazak rješenja za navedeni problem otvorio bi put za
mnoge nove i različite mogućnosti korištenja pomorskih
svjetionika, a ono najvažnije je da bi riješio nedostatak
električne energije čime se postiže veća razina sigurnosti
plovidbe.
Akumulatorske baterije su naprave u kojima se električna
energija pretvara u kemijsku (punjenje akumulatora),
ostaje u njoj pohranjena i zatim se, prema potrebi, može
ponovno pretvoriti u električnu energiju (pražnjenje). Tip
korištenih akumulatorskih baterija na predmetnom
svjetioniku su baterije marke Yuasa, EN 160-6, radnog
napona 2 x 6V (serijski spoj dviju baterija) te kapaciteta
320 Ah u paralelnom spoju (slika 4.).
Zbog sigurnosti i već spomenute problematike nedostatka
električne energije, na objektu su instalirane dvije grupe
akumulatorskih baterija, odvojene diodnim mostovima.
Druga grupa baterija je kapaciteta 160 Ah, istog
nominalnog napona.

Slika 4. Akumulatorska baterija u upotrebi
na OPS Rt Višnjica

Slika 3. Grafički prikaz svjetlosne karakteristike

III. SUSTAV NAPAJANJA NA OBJEKTU
POMORSKE SIGNALIZACIJE RT VIŠNJICA
Sustav napajanja na obuhvaća opremu na objektima
pomorske signalizacije kojoj je svrha osiguravanje
energije potrebne za rad primarne i druge ugrađene
opreme na svjetioniku. Uobičajeno je da sustav napajanja
čine akumulatorske baterije punjene sunčevom
energijom, a posredstvom solarnih panela te elektroničkih
komponenti kao što su primjerice regulatori punjenja. S
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Solarni regulatori su uređaji kojima je osnovni zadatak
promjenjivi napon iz foto-naponskih panela pretvoriti u
precizno kontrolirani napon kojim se pune i održavaju
akumulatorske baterije. Tipovi korištenih solarnih
regulatora na objektu su Helios, Genius 30 i solarni
regulator Plovput, BCR 12-10.
Foto-naponski paneli su naprave koje pretvaraju sunčevu
energiju izravno u električnu primjenom fotoelektričnog
efekta. Tipovi korištenih foto-naponskih panela na
objektu su Luxor, LX - 140P, snage 140W te Hoxan, PQ
40/50 snage 50W. Količina ugrađenih solarnih panela je
ekvivalentna instaliranom kapacitetu akumulatorskih
baterija.
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IV. SUSTAV DALJINSKOG NADZORA
NA OBJEKTIMA POMORSKE SIGNALIZACIJE
Primarna svrha sustava daljinskog nadzora svjetionika je
podizanje razine sigurnosti plovidbe na moru. Osim toga,
upotrebom podataka dostupnih kroz sustav značajno se
smanjuju troškovi održavanja objekata pomorske
signalizacije. Funkcija sustava je pravovremeno
dojavljivanje alarmnih situacija s objekata pomorske
signalizacije te konstantno prikupljanje podataka, njihova
obrada te pohranjivanje.
Sustav daljinskog nadzora svjetionika sastoji se od:



Centra za nadzor u Splitu;
Centra za dojavu alarmnih stanja sa 24-satnim
dežurstvom;
Opreme na objektima pomorske signalizacije.



Centar za nadzor i Centar za dojavu alarmnih stanja
međusobno su povezani VPN (Virtual private network)
mrežom, dok su isti sa objektima povezani putem GSM
mreže. Trenutno se u Sustavu daljinskog nadzora
svjetionika nalaze ukupno 103 objekta.
Prikupljeni podaci sa objekata pomorske signalizacije
ovise o tipu ugrađene opreme i zajedno sa vremenima za
postavljanje alarmnih stanja prikazani su u tablici 1.

Slika 5. Arhitektura sustava daljinskog nadzora svjetionika

Centar za nadzor i Centar za dojavu alarmnih stanja
opremljen je SCADA (Supervisory Control & Data
Acquisition System) IFIX 2.5 programskim paketom, koji
je konfiguriran prema zahtjevima i opremi ugrađenoj na
pojedinom objektu pomorske signalizacije. Slikom 6.
prikazana je konfiguracija SCADA sustava za objekte
pomorske signalizacije.

TABLICA 1. PRIKUPLJENI PODACI I ALARMNA STANJA
R.br.

Parametri koji se nadziru

Stanje

1.
2.

Rad svjetla po noći
Rad svjetla po danu
Ispravnost karakteristike
svjetla
pogrešan bljesak +/- 6%
Intenzitet svjetla (greška žarulje/LED)
Ispravnost žarne niti 1
Ispravnost žarne niti 2
Ispravnost LED (opcija)
Trenutna struja punjenja/pražnjenja aku.
bat. svjetla

da / ne
da / ne

Vrijeme
alarma
3 min
10 min

da / ne

10 min

da / ne
da / ne
da / ne
da / ne
+/20A
0-15V

3.
4.
5.
6.
7.

9.

Napon baterija svjetla

10.

Trenutna struja punjenja/pražnjenja bat.
daljinskog nadzora

11.

Napon baterija daljinskog nadzora

0-15V

12.

Provala u objekt (vrata otvorena)

13.

Temperatura u objektu

da / ne
-20°C80°C

10 min
10 min
10 min
10 min
Na
zahtjev
Na
zahtjev
Na
zahtjev
Na
zahtjev
Odmah
Na
zahtjev

/

/

/

/

/

/

/

/

8.

Dnevni prosjek punjenja/pražnjenja bat.
svjetla (Ah)
Dnevni prosjek punjenja/pražnjenja bat.
dalj. nadzora (Ah)
Dnevni prosjek napona bat. svj. (V)
Dnevni prosjek napona bat. dalj. nadzora
(V)

14.
15.
16.
17.

+/20A

Osim samog nadzora opreme, na lokalnoj razini postoji i
upravljanje, koje obuhvaća:



prebacivanje rada između glavnog i
rezervnog svjetla;
prebacivanje
napajanja
s
jednih
akumulatorskih baterija na druge.

Slika 6. SCADA sustav za objekte pomorske signalizacije

S obzirom na vrijeme implementacije sustava, koja je
provedena prije gotovo dva desetljeća, ali uzimajući u
obzir i napredak tehnologije koja u svakom segmentu
otvara nove mogućnosti, pa tako i u segmentu nadzora
OPS-ova, stvorila se potreba za nadogradnjom postojećeg
sustava daljinskog nadzora. Nadograđeni sustav
podrazumijeva mogućnost nadzora LED rasvjetne
opreme, koja se modernizacijom OPS-ova ugrađuje u sve
većem broju istih.
Jedan od prvih i testnih primjera OPS-ova s LED
rasvjetnom opremom i nadograđenim sustavom
daljinskog nadzora je upravo Rt Višnjica.

Slikom 5. prikazana je arhitektura sustava daljinskog
nadzora svjetionika.
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V.

SUSTAV DALJINSKOG NADZORA NA RT VIŠNJICA

Zbog nemogućnosti nabavke PLC uređaja Z-World
LP3100, koji se koristi u sustavu daljinskog nadzora
OPS-ova, te zbog potrebe za ugradnjom i nadzorom nove
vrste LED rasvjetne opreme, pristupilo se izradi
nadogradnje sustava novim PLC uređajem SBC BL4S100
proizvođača Digi International. Uređaj SBC BL4S100 je
prikazan slikom 7.

obliku i to u rasponu vrijednosti od 0 VDC do 5 VDC, a
za napajanje koristi 12 VDC. Slikom 8. prikazan je strujni
mjerni transformator korišten u nadograđenom sustavu
daljinskog nadzora.

Slika 8. Strujni mjerni transformator CE-IZ04

Slika 7. Digi International SBC BL4S100

Navedeni uređaj napajan je istosmjernim izvorom
napajanja nominalnog napona 9-36 VDC, maksimalne
snage 2W. Od krucijalne je važnosti navedena snaga,
zbog bilance električne energije, koja je dostupna u
ograničenim količinama. Jednostavnim matematičkim
izrazom (2), uzimajući u obzir već spomenuti kapacitet
ugrađenih akumulatorskih baterija koje su predviđene za
napajanje ovog uređaja, a koji iznosi 160 Ah, dolazimo
do autonomije sustava daljinskog nadzora od minimalno
41 dan.
P=UxI

S obzirom da se radi o nadogradnji postojećeg sustava,
što praktično uvjetuje priključivanje cjelokupne opreme
na objektu na novi PLC uređaj, nastala je potreba za
izradom i sklopovske prilagodbe, koja je prikazana
slikom 9. Sklopovska prilagodba za novi PLC uređaj
koncipirana je na način da se priključivanje nove opreme
na objektu izvodi po modelu PnP (engl. plug and play).
Navedeno je važno zbog jednostavnosti i unifikacije
tehničkog rješenja nadogradnje sustava. Sklopovska
prilagodba sačinjena je od konektora adekvatnih za
priključak postojeće opreme (X11–X16) te konektora
adekvatnih za priključak nove opreme (J3-J5; J15-J17).
Također, sklopovska prilagodna pločica predviđa i
smještaj novih strujnih mjernih transformatora (HALL1HALL3) koji se priključuju izravno na uređaj SBC
BL4S100. Cjelokupna sklopovska prilagodba ugrađuje se
na objekt umjesto postojećeg PLC uređaja, bez značajnih
razlika u fizičkom ili električkom dijelu sustava.

(2)

gdje je:
P – snaga;
U – napon;
I – struja.
Osim iznesenih tehničkih karakteristika, važno je
spomenuti i brojku od 12 digitalnih ulaza, 8 digitalnih
izlaza te dozvoljeno radno područje od 5-95% relativne
vlažnosti okoline. Usporedbe radi, PLC uređaj korišten u
prethodnoj verziji sustava daljinskog nadzora je imao
potrošnju od oko 480 mAh, što je autonomiju rada
sustava smanjivalo za tri puta u odnosu na nadogradnju
sustava čime je postignuto značajno unaprjeđenje i u
ovom važnom segmentu sustava.
Osim unapređenja u kontekstu potrošnje električne
energije, nadogradnjom sustava postignuto je i
unaprjeđenje u načinu obrade signala. Prethodnom
verzijom sustava daljinskog nadzora mjerenje jakosti
struje izvedeno je upotrebom mjernih strujnih
transformatora s direktnim mjerenjem, što je za
posljedicu imalo prekidanje primarnih strujnih krugova.
Navedeno bi nerijetko rezultiralo pogašenjem svjetla
zbog kvara na sustavu za daljinski nadzor. U
nadograđenoj verziji mjerenje jakosti struja vrši se
indirektno, upotrebom strujnih mjernih transformatora
oznake CE-IZ04-32E4-1.0/0-10A. Navedeni strujni
mjerni transformator indirektno izmjerene vrijednosti
jakosti struje na svom izlazu prikazuje u naponskom
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Slika 9. Sklopovska prilagodba za novi PLC uređaj

A. PROGRAMSKI DIO NADOGRADNJE SUSTAVA
Uz sklopovski dio, za uspješnu nadogradnju i ispravan
rad ključan je i programski dio sustava, a arhitektura PLC
programa može se podijeliti u tri cjeline:




ulaz (input);
obrada (control);
izlaz (output).

PLC program napisan je u programskom jeziku
Dynamic C, a korišteno je razvojno okruženje verzije
10.66 te je u programu korišteno paralelno izvođenje
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programskih odsječaka koristeći „costate“ blokove,
odnosno „cofunc“ rutine, čime je postignuto da se jedan
ciklus izvrši u vremenu od 1 ms, što je zadovoljavajući
vremenski period u zadanim uvjetima. Za vrijeme
izvođenja programa moguća su različita alarmna stanja
ukoliko su zadovoljeni određeni uvjeti:
- Alarm temperature;
- Alarm napona svjetla;
- Alarm napona sustava daljinskog nadzora;
- Alarm napajanja svjetla s baterija daljinskog
nadzora;
- Alarm otvorenih vrata;
- Alarm pogrešnog bljeska;
- Alarm greške LED svjetla;
- Alarm rada svjetla po danu;
- Alarm neispravnosti foto-otpornika;
- Alarm svjetlo ne radi po noći.
Tablicom 2. prikazani su uvjeti generiranja alarma
„svjetlo ne radi po noći“.
TABLICA 2. UVJETI ZA GENERIRANJE ALARMNOG STANJA
R.br.

1.
2.
3.
4.
5.
6.
7.
8.

Nema
struje
LED
svjetla
iLED=0
0
0
0
0
1
1
1
1

Foto
otpornik
ne radi
po noći
Photo=1
0
1
0
1
0
1
0
1

Greška
LED
svjetla
Fail=1
0
0
1
1
0
0
1
1

Alarm
„ne radi
po noći“
notWork
0
0
0
0
0
1
1
1

Opis stanja

Sva oprema ispravna
Foto-otpornik neispravan
1/2 LED ne radi
Foto-otpornik neispravan
Neispravno mjerenje struje
Foto-otpornik neispravan
Sve LED neispravne
LED svjetlo bez napajanja

Kako bi podaci prikupljeni sa objekta, posredstvom
senzora i novog PLC-a koji je ugrađen bili ispravno
prikazani na SCADA korisničkom sučelju, potrebne su
dorade u SCADA centru i podcentru, a za što je potrebna
izrada novog predloška te konfiguriranje SCADA sustava
kroz DataBaseManager. Tablicom 3. dat je primjer
konfiguracije pojedinih tagova vezanih za OPS
Rt Višnjica.
TABLICA 3. KONFIGURACIJA TAGOVA U SCADA SUSTAVU
Tagname

Type

IME_OBJEKTA_ILED

AI

IME_OBJEKTA_NSUM_ILED

AI

IME_OBJEKTA_PPOT_LED

AI

IME_OBJEKTA_KR_NOC
IME_OBJEKTA_POC_NOC

AI
AI

IME_OBJEKTA_AL_FOTOCELL

DI

Description
Struja
potrošnje Led
SVJETLA
Dnevni
prosjek
potrošnje
LED svjetla
Ukupna
dnevna
potrošnja
LED svjetla
Kraj noći
Početak noći
Neispravan
foto-otpornik

Scan
time

I/O

I/O Addr

1

MDB

IME_OBJEKTA:1526

1

MDB

IME_OBJEKTA:1527

1

MDB

IME_OBJEKTA:1528

1
1

MDB
MDB

IME_OBJEKTA:1530
IME_OBJEKTA:1529

1

MDB

IME_OBJEKTA:1517:2

Nakon uspješne konfiguracije svih parametara vezanih za
nadograđeni sustav, kreiranja i konfiguriranja novog
predloška u SCADA sustavu te uspostave veze i
zaprimanja podataka, novi prikaz u SCADA sustavu
izgleda je kao što je prikazano slikom 10.
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Slika 10. Predložak OPS-a Rt Višnjica u SCADA-i

VI.

ZAKLJUČAK

Objekti pomorske signalizacije u Republici Hrvatskoj
postavljaju se prema međunarodnim pravilima i
preporukama, na jednak način kao i u ostatku svijeta.
Navedene preporuke vrlo precizno kategoriziraju objekte
prema nautičkom značaju u kontekstu sigurnosti
plovidbe. Temeljem toga, isti su podijeljeni u tri
kategorije, a onih najznačajnijih, koji spadaju u I.
kategoriju ukupno je 260 diljem Jadrana i broj se svake
godine povećava sukladno nautičkim potrebama. Za
ispravan rad nužan je sustav za daljinski nadzor rada, koji
je tehnološki zastario, no ipak funkcionalan. S obzirom
na napredak tehnologije, konstantno se vrši i
modernizacija rasvjetne opreme LED tehnologijom, koju
sustav zbog tehničkih ograničenja nije u mogućnosti
nadzirati. U cilju rješavanja nastalog problema, ovim
radom opisano je tehničko rješenje za nadogradnju
postojećeg sustava daljinskog nadzora, a sa ciljem
nadzora LED rasvjetne opreme. Osim navedenog,
nadograđeni sustav troši znatno manje količine električne
energije, koja je na većini mikro lokacija na kojima se
ove vrste objekata nalaze ograničena, ali pruža i
mogućnosti dodatnog nadziranja krucijalnih parametara
za rad objekta pomorske signalizacije.
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Abstract - Within the field of biometrics, fingerprint
recognition is among the most popular approaches for
automatic human identification. In order to successfully
recognize individuals using fingerprints, the biometric
samples need to be prepared first. This is particularly
important for latent fingerprints, which are captured in
unconstrained environments, e.g., crime scenes, and usually
contain a significant amount of background noise. The first
step is to segment the friction ridge impression from the
background and determine the region of interest for further
processing. In this paper we compare some of the most
popular state-of-the-art methods for semantic image
segmentation (FCN, UNet, SegNet, PSPNet) and use them to
tackle latent fingerprint segmentation. We evaluate trained
models on the IIITD MSLFD dataset and compare our
results against the state-of-the-art for latent fingerprint
segmentation, SegFinNet. We show that unmodified generic
architectures are able to match the more complex SegFinNet
in terms of false detection rate (FDR) and intersection over
union (IoU), with greatly improved computational speed,
reducing time required to process single batch by up to four
times.
Keywords – latent fingerprints, convolutional neural
networks, biometrics, semantic segmentation

I.

INTRODUCTION

Fingerprints are traces left by the friction ridge skin of
human fingers. The ridges form an arbitrary pattern,
which makes fingerprints suitable for identification
purposes. In the scope of a forensic investigation, latent
fingerprints are traces of residue, left behind on various
surfaces and objects. They are not usually visible and
require special tools to develop and collect. Extraction
techniques can vary based on the circumstances of the
deposited impression. The prints can be lifted off surfaces
or be photographed directly. This causes large variation in
the amount of background noise, which can greatly
influence the quality of the biometric sample. Due to this,
the first part of automatic latent fingerprint recognition is
usually determining the region of interest (ROI) of the
photographed fingerprint. This step segments the
fingerprint from the background and makes it usable for
further processing. At first, this step was done manually
by forensic examiners, but development of technology
enabled automatic fingerprint segmentation which was
faster and less prune to human error.
In the last couple of years convolutional neural
networks (CNN) have become the state of art for semantic
image segmentation. CNNs use multiple convolutional
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layers stacked on top of each other. By learning the
parameters of convolutional filters, CNNs can capture the
properties of a distribution of images and perform various
predictive tasks on them, such as segmentation of different
objects on an image. According to [1], most notable
applications are autonomous driving, robot navigation,
industrial inspection, categorizing clothing items and
medical imaging analysis. Due to good generalization
properties, CNNs are well suited for images, captured in a
non-constrained environment, e.g., where there is high
variance between individual data samples. This makes
them appealing for usage in automatic segmentation of
latent fingerprints, where the background is often noisy
and undeterministic.
In this paper we will train established CNN
architectures, used for semantic image segmentation, with
the purpose to segment latent fingerprints. We then
compare results of our trained models with existing, more
complex methods for latent fingerprint segmentation. In
the end we discuss the results and try to identify future
improvements that can be done to improve latent
fingerprint segmentation.
II.

RELATED WORK

This section briefly describes established methods
used for latent fingerprint detection. We can roughly
divide methods used for latent fingerprint detection into
three groups.
Classic patch-based approaches: First group focuses
on splitting image on patches and classifying each patch in
two classes, one being background and second latent
fingerprint. These methods were popular from 2012 to
2016 and relied mainly on post processing techniques.
Most notable are Choiet al. [2], that used combination of
frequency analysis by using Fourier transform and
orientation features, Zhang et al. [3], using coarse
orientation estimation Ruangsakul et al. Error! Reference
source not found., that used Fourier transform in
combination with spectral filtering and masking, Cao et al.
[5] applying dictionary-based methods and Liu et al. [6]
using linear density measure to segment fingermark.
CNN patch-based approaches: In recent years lots of
CNN architectures were presented in the field of computer
vision. They are mainly used for image and video
recognition, image classification and semantic
segmentation. According to Lateef et al. [1] some of the
most notable applications of semantic segmentation are
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autonomous driving, robot navigation, industrial
inspection, and medical image analysis. The success of
CNN architectures for semantic segmentation in other
domains indicates the provide and their usages they
seemed to be fit for latent fingerprint detection as well.
Zhu et al. [7] proposed a patch-based CNN approach
in 2017. This method worked similarly as previous
methods but re-placed manually created features with
CNN ones. Next method by Ezeobiejesi et al. [8] similarly
replaced manually created features but instead of CNN
ones used a stack of unrestricted Boltzmann machines.
CNN pixel-wise approaches: In 2018 Nguyen et al.
[9] presented first fully convolutional neural network
approach for segmenting latent fingerprints called
SegFinNet. Their method can be trained end-to-end and
allows processing of full images in a single step and does
not require them to be split in smaller patches like
previous methods. That removes the need of having to
process each patch individually and potentially speeds up
the algorithm.
III.

METHODOLOGY

In this section, we describe the CNN architectures and
outline the differences between them. We also provide
detail about the process used to train the final models.
A.
Model architectures
FCN: Fully convolutional network [10] is one of the
earliest and most basic CNNs used for semantic
segmentations and was made by transforming three
classification convnets – AlexNet [11], VGG16 [12] and
GoogLeNet [13]. FCN replaced fully connected layers
from the base networks with 1x1 convolutional layers. It
was used for PASCAL VOC 2011 [14] segmentation and
was able to achieve state-of-the-art results.
There are three major variants of FCN architecture:
FCN32s, FSN16s and FCN8s. FCN32s is the lightest one,
outputting the upsampled last pooling layer. This makes
results very rough since lots of information is lost during
one step 32x upsampling. FCN16s adds together result of
last pooling layer upsampled twice and result of before
last pooling layer. Summation is then upsampled 16x,
making it more precise than previous version. FCN8s
combines outputs of all three last pooling layers after
which 8x upsampling is done, making it the most precise
out of three. Increasing precision of models comes with
higher computational requirements, making each
subsequent variation much larger.
Unet: Ronneberger et al. later upgraded FCN to create
UNet [15], which was mainly targeted towards bio
medical image segmentation. It uses multiple steps
consisting of two 3x3 convolutions. In downsampling
phase each step is followed by rectified linear unit (ReLU)
and a 2x2 max pooling operation and doubles the number
of feature channels. In the upsampling phase, each step is
followed 2x2 "up-convolution". Final layer is 1x1
convolution that maps each feature vector to the desired
number of classes. Its output is fed to softmax classifier to
determine class of each pixel. Combination of
downsampling phases and upsampling phases is also
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called encoder-decoder architecture, popular in the fields
of CNNs. This also allows more precise predictions
opposed to FCN where number of upsampling steps is
much smaller. Another improvement over FCN are
residual connections, that serve as "shortcuts" between
layers, increasing the effect of loss on first layers of the
model, that can be left out because of small gradient. In
our case we will be using ResNet backbone for encoding.
SegNet: Like UNet, SegNet, presented by Badrinarayanan et al. [16], uses encoder-decoder architecture.
Most notable difference between UNet and SegNet is that
the latter uses pooling indices during decoding phase. This
allows it to remember the upsampling weights, making the
training easier. To encode we will be using VGG-16 as
backbone.
PSPNet: Pyramid Scene Parsing Network was
presented by Zhao et al. [17] and was made as an upgrade
for SegNet. It won ImageNet scene parsing challenge
2016, beating SegNet and FCN. As all previously
mentioned architectures, first layers serve for
downsampling the input. PSPNet uses so called pyramid
pooling module which uses average pooling at different
pool sizes to segment all size objects. It can be slightly
less precise since it uses same naive upsampling approach
asFCN16s comparing to UNet and SegNet. Like UNet, we
will use ResNet for the encoder part.
When comparing architectures in terms of size,
FCN16s is clearly the largest with around 184 million
parameters. Other three models are much smaller ranging
from 15 to 20 million parameters.
B.
Training setup
Specific problems like latent fingerprint segmentation
require us to train our models from the ground up.
Training data is split to pure training data and validation
data. During training, model is tested on validation data
and weights are adjusted with backpropagation hoping to
minimize loss function. We are using binary cross-entropy
(BCE) loss function. Last, output layer returns probability
for each class. BCE compares that probability and
compares it to ground truth, where foreground class is
labeled as 1 and background as 0. Since BCE is
logarithmic in nature it penalizes differences closer to 1
much more than differences closer to 0. Adjusting weights
is done by optimizer function. Current state-of-the-art is
Adam optimizer [18], beating previously popular
stochastic gradient descent (SGD). Adam optimizer has 3
parameters – Beta 1, Beta 2 and learning rate. Original
paper suggests setting first two parameters to 0.9 and
0.999, respectively. Last parameter - learning rate
determines the magnitude of weight update. If it is set too
high, model might miss optimal state with minimal loss, if
it is set too low, model might get stuck in local minimum
and therefore stop learning too quick. Multiple sources
suggest setting learning rate somewhere in range from
0.001 and 0.0001.
Since we are dealing with full model training, lots of
training data is required. This is usually tackled by using
data augmentation, especially when working with images.
Augmentation allows us to artificially inflate our train set
by performing different image transformations. Most
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common transformations include rotating, flipping
horizontally or vertically, blurring, distorting, changing
brightness or contrast etc.
EXPERIMENT AND RESULTS

IV.

In this section we explain how we conducted our
training and testing of our four models, as well as describe
our data preparation.
A.
Dataset and data augmentation
Fingerprints were acquired from IIITD MSLFD
database [19]. Database consists of 551 latent fingerprints
from 51 people on 8 different surfaces (ceramic plate,
ceramic mug, transparent glass, steel glass, CD, CD
mailer, paperback book cover and hardbound book cover).
We split our data to train and test set in ratio 80 to 20.
Train set was later augmented to obtain 10000 images
which is considered acceptable for deep learning by using
following transformations:
• Rotation for maximum of 5 degrees in positive or
negative direction with probability 50 percent.
• Horizontal flipping with probability of 50 percent.

machine with a Nvidia GTX 1080 Ti GPU with 11 GB of
memory. Comparison of computational time between our
models and SegFinNet is presented in TABLE I. .
C.
Evaluation metrics
Related work, mentioned in section II, mostly uses
MDR (missed detection rate) and FDR (false detection
rate) metrics to determine their method’s effectiveness.
Let us suppose A presents pixels in predicted mask and B
pixels in ground truth mask. The lower this metrics are,
the better are our model’s predictions. MDR and FDR are
calculated as follows:

We developed a tool for annotation of pixel-wise
labels for semantic segmentation and used it to determine
masks for IIITD MSLFD database.
B.
Model training
We set batch size to 8 and initialize learning rate to
0.003, which was later adjusted using cosine decay with
150 steps. This hyperparameters were selected
empirically. As a regularization measure, we employ early
stopping, where the model is trained until the decrease in
loss value becomes insignificant. In practice, this was
achieved in around 400 epochs. Training was done on a

TABLE I.

Dataset

COMPARISON OF OUR MODELS WITH OTHER METHODS
USING PIXEL-WISE METRICS (MDR, FDR, IOU)

Method

Choi [2]
Zhang [3]
Ruangsaku Error!
Reference source
NIST
not found.
Cao [5]
SD27
Liu [6]
Zhu [7]
Ezeobiejesi [8]
SegFinNet [9]
Choi [2]
WVU
Ezeobiejesi [8]
SegFinNet [9]
FCN
UNet
IIITD
SegNet
MSLFD
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MDR

FDR

IoU

14.78
14.1

47.99
26.13

43.28
N/A

24.56

36.48

52.05

12.37
13.32
10.94
1.25
2.57
40.88
1.64
13.15
26.75
17.97
20.17

46.66
24.21
11.68
0.04
16.36
5.63
0.6
5.3
6.56
8.06
4.99

48.25
N/A
N/A
N/A
81.76
N/A
N/A
72.95
69.66
76.98
76.61

(1)

FDR = (|A| − |A ∩ B|) / |A|

(2)

Most semantic segmentation approaches, such as ones
mentioned in section III-A, use intersection over union
(IoU) as their main metric of performance. IoU, also
known as Jaccard similarity coefficient, presents the
percentage of correctly predicted pixels out of total unique
pixels of ground truth and prediction masks combined.
Higher IoU equals better model prediction. IoU is
calculated as follows:
IoU = |A ∩ B| / |A ∪ B|

• Vertical flipping with probability of 50 percent.
• Zooming with factor up to 1.25 with 50 percent
probability.

MDR = (|B| − |A ∩ B|) / |B|

(3)

D.
Evaluation results
Since NIST SD27 and WVU databases, previously
popular databases for latent fingerprint segmentation, are
now discontinued, we cannot do a direct comparison
between our models and methods presented in section II.
We will nevertheless include results of those methods,
since NIST SD27 consists of similar images as IIITD
MSLFD: Fingermarks in both databases were obtained
directly from the surface on which they were originally
imprinted on. Images thus contain a large amount of
background noise, which introduces additional complexity
to the segmentation task. Therefore, our models could
potentially produce similar results on both datasets.

TABLE II.

SPEED OF OUR MODELS AND DIFFERENT
CONFIGURATION OF SEGFINNET[9]

Dataset

Method

SegFinNet w/o AM & VF
[9]
NIST
SegFinNet with AM [9]
SD27
SegFinNet with VF [9]
SegFinNet full [9]
SegFinNet w/o AM & VF
[9]
SegFinNet with AM [9]
WVU
SegFinNet with VF [9]
SegFinNet full [9]
FCN
UNet
IIITD
SegNet
MSLFD
PSPNet

Time(ms) IoU
248

46.83

274
396
457

50.60
78.72
81.76

198

51.18

212
288
361
420
95
230
120

62.18
67.33
72.95
69.66
76.98
76.61
66.49
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Comparing our trained models, UNet achieved best
results in terms of IoU, MDR and speed as can be seen in
TABLE I. SegNet was able to beat UNet in terms of FDR
and match it in terms of IoU, making it second-best,
which makes sense since they both share similar encoderdecoder architecture. It is interesting to see the difference
between the two in terms of speed, since UNet is more
than twice faster than SegNet even though they share
similar number of parameters. FCN was also able to beat
UNet in terms of FDR but could not match its IoU and
MDR. PSPNet was our worst performer unable to beat
any of the other three in any metric. Even though we
cannot directly compare our models to other methods,

high MDR in our models stands out. In real world MDR
presents left out fingerprint that was not detected by
model. In our case MDR ranged from 17.97 percent to
26.99 percent, meaning our models are on average able to
detect from 73.01 to 82.03 percent of fingermark. FDR on
the other hand represents percentage of predicted
fingerprint area that is actually not fingerprint. When
comparing our model’s IoU with other methods we can
see that we were able to beat all non-CNN based
approaches. If we compare it to current state-of-the-art
SegFinNet, we can see UNet is able to match it in terms of
IoU and FDR

TABLE III.
QUALITATIVE COMPARISON. VISUALIZED HERE ARE THE RESULTS OF EVALUATED MODELS ON 6 DIFFERENT LATENT
FINGERPRINTS: (A) GROUND TRUTH, (B) UNET, (C) SEGNET, (D) FCN, (E) PSPNET. ROWS 1, 3 AND 5 SHOW HIGHER MDR OF PSPNET
AND FCN COMPARED TO UNET AND SEGNET. UNIVERSALLY LOW FDR CAN BE SEEN IN BELOW EXAMPLES SINCE ALMOST NONE NOTFINGERMARK AREA WAS SEGMENTED AS FINGERMARK BY ANY OF MODELS

(a)
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(b)

(c)

(d)

(e)
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Our models, especially UNet, shine when it comes to
speed. Comparing UNet to SegFinNet (TABLE II. ), we
can clearly see UNet is outperforming it in terms of speed
to IoU ratio by large margin. Even SegNet, which is more
than two times slower, is still able to outperform
SegFinNet. These results indicate that the complexity of
SegFinNet might not be required to achieve results, like
those of a simple encoder-decoder architecture.
TABLE III. clearly shows low FDR of trained models
since almost none non-fingermark area was wrongly
segmented. On the other hand, higher MDR of FCN and
PSPNet can be seen when comparing columns (d) and (e)
to columns (b) and (c). UNet and Segnet were able to
detect higher percentage of fingermark therefore scored
lower MDR, making them superior to other two.
Taking everything into consideration, we can conclude
that our models (especially UNet and SegNet) are able to
segment latent fingerprint with success rate similar to the
current state-of-the-art SegFinNet, but due to their
simplicity outperform it heavily in terms of speed.
V.

CONCLUSION

We have trained four semantic image segmentation
CNN models with task to segment latent fingerprints from
the noisy background. Even though our models were
tested on IIITD MSLFD database, making direct
comparison to other models harder, it can be seen we were
able to outperform older methods for latent fingerprint
segmentation and match current state-of-the-art methods
in terms of IoU, while achieving much faster execution
times. This shows that accurate fingermark segmentation
can be achieved by simpler, general semantic
segmentation architectures, meaning more complex
architectures such as SegFinNet present overhead. Even
though our models are able to keep FDR low, meaning
they don’t predict lots of false positives, biggest problem
seems to be high MDR. In the future work we wish to
train our models on larger datasets and fine tune them
with the goal of beating the current state-of-the-art
methods in terms of all performance measures.
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Abstract— The usage of face recognition-based smart
locks is growing daily in securing restricted physical
locations, and although they provide an elegant and
easily manageable access control solution, they might be
subjected to various attacks such as with pre-recorded
videos, 3D printed faces, and even with plainly printed
static images of the authorized user. The main focus of this
paper is to develop an additional security layer of a smart
lock mechanism that would remedy such vulnerabilities
and harden the facial recognition-based access control
system. The implemented smart lock will use an IP camera
near the protected door, and the facial recognition will be
performed by an artificial intelligence algorithm running in
the background of the Linux-based hardware. The smart
lock system will be based on the affordable technology with
limited processing power in mind. The security hardening
will be based on the eye blink and liveness detection.
Such hardened algorithm will prove to be more difficult to
deceive, and at the actuator level will control the lock via
relay mechanism in order to open the doors for authorized
persons.
Keywords— facial recognition; smart locks; IoT; security;
Internet of Things

I. I NTRODUCTION
Face spoofing is a popular method for deception of facial
recognition systems, where spoofing attacks attempt to gain
others’ privileges and/or access rights by using printed photo,
video recording or other medias carrying imitations of authorised persons’ faces.
There has been an active research of vulnerabilities of biometric systems against spoofing, and some examples include
the following [1], [2], [3], [4]:
•

•

Photo attacks - the attacker uses authorised persons photo,
printed or on digital device. The photo itself could have
been captured by a camera, or simply retrieved from the
social network sites [5]
Video attacks - these attacks use video recording loops
which might deceive systems that can detect static photographs, and are generally more difficult to identify [6],
[7], [8]
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3D mask attack - combined with more natural face
movements, this type of attack might deceive systems
that are using depth perception [9].
There are various methods for detecting spoofing attempts.
Face liveness detection measures parameters such as eye
movements (for example, [10]), blinking and face movements.
An average person blinks 15-20 times per minute, and eyes
stay closed for about 250ms in one blink [11]. These numbers
can be checked against the data collected by the access control
mechanism in order to decide whether they seem "normal" as
in a live face. There is a large body of research regarding
anti-spoofing methods presented in more detail within [12].
This work demonstrates face liveness detection/eye blink
detection mechanism based on the binary classification problem. For this purpose, a deep neural network is to be trained
in order to be used to differentiate real from spoofed faces.
•

II. R ELATED WORK
Face is one of the most commonly used biometric characteristics. It’s non-intrusiveness and the fact it does not need
specialised hardware makes it a go to characteristic for access
control and video surveillance.
In recent years extensive research has been done on face
recognition in general, but at the time when first face recognition algorithms appeared in the early seventies, some challenges were identified by Bledsoe [13] who stated that the
“recognition problem is made difficult by the great variability
in head rotation and tilt, lighting intensity and angle, facial expression, ageing". Those challenges are known as the problem
of PIE (pose-illumination-expression) [14]. From then until
now, some of these challenges have been dealt with, but new
challenges arose, one of which is face spoofing. As stated
in the Introduction chapter, these attacks can be done as a
2D spoof and 3D spoof, more precisely as photo attacks,
video attacks and 3D mask attacks. The categorisation of these
attacks can be seen in Figure 1.
A good review of face anti-spoofing methods was given by
[12]. They compared existing sensor, feature and score level
techniques for face spoofing up until year 2016. Since then,
numerous new anti-spoofing methods have been proposed and
some of them are described below. Most of the new techniques
use neural networks, but also strive to be lightweight.
Killioglu et al. [15] developed face anti-spoofing system that
observes pupil direction. The algorithm uses eye area infor-
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Fig. 1: Categorisation of face spoofing attacks [12]

mation extracted using Haar-Cascade Classifier and KanadeLucas-Tomasi (KLT) algorithm for minimizing person’s head
movements and getting stable eye region. Next, it extracts
pupil region from eye area and selects a random direction
to which it sends a signal to Arduino to activate that selected
direction’s LED. The eye direction is then observed to see
whether pupil direction and LED’s position matches.
Atoum et al. [16] proposed a two-stream CNN-based approach for face anti-spoofing, by extracting the local features
and holistic depth maps from the face images. The local
features facilitate CNN to discriminate the spoof patches
independent of the spatial face areas and holistic depth map
examines whether the input image has a face-like depth.
Liu et al. [17] developed a CNN-RNN model which is
taught to estimate the face depth with pixel-wise supervision,
and to estimate rPPG signals with sequence-wise supervision.
The estimated depth and rPPG are fused to distinguish live
vs. spoof faces. They also introduced a new face anti-spoofing
database.
Yang et al. [18] state the importance of building anti-spoof
models which work well on the real-world data. They present
a data collection solution along with a data synthesis technique to simulate digital medium-based face spoofing attacks,
by using Spatio-Temporal Anti-Spoof Network (STASN) to
improve the performance of anti-spoofing methods.
Wang et al. [19] state that the dynamics of 3D moving faces
provide important clues in detecting the spoofing faces. They
proposed a method which can capture discriminative details
via Residual Spatial Gradient Block (RSGB) and encode
spatio-temporal information from Spatio-Temporal Propagation Module (STPM) efficiently. They also proposed a novel
Contrastive Depth Loss for more accurate depth supervision.
Yu et al. [20] argue that most of existing face anti-spoofing
methods propose computational costly detectors for better
spoofing face detection performance, but that these detectors
are difficult to deploy on mobile devices for real-time applications. They proposed a neural architecture search based
method called Auto-FAS, in order to discover well-suitable
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lightweight networks for mobile-level face anti-spoofing.
Tu et al. [21] designed a new face authentication CNN
(GFA-CNN) model, in order to boost the generalizability
and applicability of face anti-spoofing methods, with three
novelties. They introduced a simple total pairwise confusion loss for CNN training that balances contributions of
all spoofing patterns for recognizing the spoofing faces. It
also incorporated a fast domain adaptation component to
alleviate negative effects brought by domain variation and it
deployed filter diversification learning to make the learned
representations more adaptable to new scenes. The proposed
GFA-CNN performs face anti-spoofing and face recognition
simultaneously.
Another paper by Yu et al. [22] proposes a novel frame
level FAS method based on Central Difference Convolutional
Network (CDCN). Their approach provides more robust modeling capacity. Neural Architecture Search (NAS) is utilized
to discover a more powerful network structure (CDCN++),
assembled with Multiscale Attention Fusion Module (MAFM)
for further boosting performance. Experiments performed
show that the proposed method achieves superior performance
on intra-dataset testing (0.2% ACER in Protocol-1 of OULUNPU dataset) and also generalizes well on cross-dataset testing
(6.5% HTER from CASIA-MFSD to Replay-Attack datasets).
Most of anti-spoofing solutions are costly, money wise and
computationally [20]. This paper proposes the implementation
of a solution that is lightweight, affordable and uses easily
available components. The implementation of such a solution
is described in the next chapter.
III. S MART L OCK AND S ECURITY H ARDENING S YSTEM
I MPLEMENTATION AND T ESTING
In this section we describe the developed facial recognition
system based on the IoT device and artificial intelligence, and
the security hardening method used to create a less vulnerable
access control system. The used input device was Hikvision
KD8 Series Pro Modular Door Station, an IP video intercom
camera, which provided a video stream needed for further
processing.
A. Facial Recognition Implementation
Facial recognition software was developed in Python programming language because of its speed and versatility in
developing prototype systems, especially ones related to data
science and machine learning.
There were several libraries available for face recognition,
such as Adam Geitgey face_recognition library1 , Ramiz Rajaev library (uses older OpenCV algorithms such as Eigenfaces, Fisherfaces, LBPH); Multi-Task Cascaded Convolutional Neural Networks - MTCNN (fixes some CNN shortcomings); Google FaceNet (reaches high scores on the Labeled Faces in the Wild benchmark, but requires (too) high
computing resources and power).
For this paper, we have chosen Adam Geitgey
face_recognition library for several reasons:
1 github.com/ageitgey/face_recognition
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(1) it is relatively simple to use and does not require high
computing resources;
(2) it is optimised for smaller face database;
(3) uses dlib library for face recognition maintained by
Davis King;
(4) contains an implementation of the deep metric learning;
(5) The model has an accuracy of 99.38% on the Labeled
Faces in the Wild benchmark, and can be used in real-time
applications, which is a key requirement in our proposed
model.
It is often a matter of compromise between computing
power demands, processing time, false positives and false
negatives; from experimentation, it seems that CNN (Convolutional Neural Networks) gets the most false negatives (won’t
recognise a face from the database), MTCNN (Multitask
Cascaded Convolutional Networks) gets more false positives
(will recognise a face which is not in the database - a worst
case scenario for the context of access control), and HOG
(Histogram of Oriented Gradients) seems the fastest although
less precise when compared to neural network approaches.
In order to enable the face recognition with Python and
OpenCV, two additional libraries were added: dlib (uses deep
metric learning implementation)2 and face_recognition (wraps
around dlib, making its usage more user-friendly)3
The conducted experiment uses video stream from video
intercom, so it is necessary to capture every nth frame of
the video needed for the facial recognition system. When
individual frame is loaded, it is converted from BGR model
(used in OpenCV) to RGB model (used in face_recognition)
The frame is now analysed for existing faces, and when
it finds a face, the database search is conducted for known
faces. If a match is found, Python draws the rectangle around
the recognised face and prints out the person’s name. This
process goes on in the loop.

Fig. 2: A successful face recognition
2 http://dlib.net/
3 https://github.com/ageitgey/face ecognition
r
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For a detailed model description, we need to consider a
series of problems related to the face recognition process:
finding faces, resolving face perspective, determining unique
face features, comparing those unique features to the face
features present in the database. For the first problem, the
method by Dalal and Triggs called Histograms of Oriented
Gradients (HOG) is used [23], where the focus is on the
gradient directions in an image, not on the direct pixel values.
This process simplifies an image itself, and makes the face
detection easier by using the generic HOG encoding of the
face.
For the second problem, an algorithm using cascade regressors for face landmark estimation from Kazemi and Sullivan
is used [24], where the focus is on the specific points (called
landmarks) existing on every face. After the detection of
landmarks, image can be rotated and scaled (by using affine
transformations) so the eyes and mouth are centred on the
image, making the solution of the next problem more accurate.
The method from Google researchers called FaceNet is
used further in the face recognition process, utilising machine
learning (a deep convolutional network), "that directly learns
a mapping from face images to a compact Euclidean space
where distances directly correspond to a measure of face
similarity"[25]. Triplet mining method is used, and the whole
approach shows significant representational efficiency as face
recognition performance is using only 128 bytes per face. Pretrained networks from OpenFace4 were used.
In the last step, a linear support-vector machines (SVM)
classifier was used to find the person in the database of
authorised users who has the closest measurements to the test
user image.
After the initial facial recognition process setup we consider
the security aspect, as the system in this state can be easily
manipulated by images of faces from mobile phone screens,
or printed on the paper.
B. Security Hardening
For the eye blinking detection we have used the Eye Aspect
Ratio (EAR) introduced by Soukupová and Čech [11] because
it is relatively fast, efficient and simple to implement.
With this method, facial landmark detectors are used to
localize eyes and eyelid contours, and from the landmarks
authors have derived the eye aspect ratio used as an estimate
of the eye openness state.
EAR equation is presented in Figure 4, where p1 , ..., p6
represent the 2D landmark locations depicted in Figures 3
and 5. Each eye is thus represented with 6 (x,y) coordinates,
starting with the left part of the eye (when looking towards it),
and than following clockwise, getting the other coordinates of
the region.
As depicted in Figure 5, the EAR value is relatively constant
when the eye is opened, and the value gets close to zero when
the eye is closed. Authors claim that the method is "partially
person and head pose insensitive". By using this method, there
is no need for pre-processing the images for further analysis.
4 https://cmusatyalab.github.io/openface/
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Fig. 3: eyes with landmarks pi [...]

Fig. 4: The eye aspect ratio (EAR) equation [...]

Fig. 6: The proposed security-hardened face recognition system

doors are unlocked via the relay and the user is given the
access through the door.
D. Initial Experiments and Discussion

Fig. 5: eyes with landmarks pi [...]

C. Face recognition system Integration
The integrated system with all the key components is
depicted via Figure 6.
Hikvision RTSP URL format is used for fetching the
intercom video stream. The camera fish-eye effect distorts the
image which would affect the eye landmarks and the face
detection, so authorised persons’ image database was updated
with user images taken with the used camera, at the same time
slightly improving the security with this "bug-as-a-feature"
circumstance.
The balance between false negatives and false positives can
be further adjusted within this system. As the proposed model
is a part of the access control mechanism, it is preferred
to have less to none false positive results, as these could
lead to unauthorised persons, which might physically resemble
authorised persons, to gain access and enter the protected area.
If the face is matched with the database entry, and the user
passes face liveness/eye blinking security measure, then the

MIPRO 2021/CIS

The system was initially tested on the sample of 14 live
faces from different persons, and multiple scenarios (different
angles, blinking, head positions, faces from the database and
those that are not, etc.). The system was also tested against
spoofing with about 40 digital and printed images of faces.
With additional false positives/false negatives calibration, the
system was able to correctly detect both the faces from the
database and the face liveness with the accuracy of nearly
100% (nearly, as in one case the video stream was corrupted
due to temporary network problems, resulted in effect as
a false negative). After the calibration, the system did not
produce any false positives and the faces from the database
were recognised successfully, granting the physical access to
all authorised persons. Because of the chosen lightweight
technologies and algorithms, the system was able to run
smoothly from an affordable Linux hardware with no apparent
delays or other technical issues. More experiments are planned
in the future research in order to further fine-tune the system
and to identify potential vulnerabilities.
Although some other existing solutions provide more advanced liveness detection methods as discussed in the Related
Work section, there is a perspective that most anti-spoofing solutions are financially and computationally expensive [20], and
our proposed system maintains focus on the speed, efficiency,
affordability and broad availability of the used components, all
of which was argued throughout the system description and
the conducted initial experiments.
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IV. C ONCLUSION AND F URTHER R ESEARCH
This paper proposed an affordable and efficient physical
access control mechanism based on facial recognition technologies and liveness detection as a security hardening layer.
Eye blinking detection and analysis was based on the Eye
Aspect Ratio (EAR) introduced by Soukupová and Čech
[11]. Without the additional security layer, the access control
mechanism is vulnerable to spoofing either with printed, or
with digital images shown on any display device.
Technologies, algorithms and methods used directly or
indirectly within this work are histograms of oriented gradients
(HOG), face landmark estimation, FaceNet, deep convolutional networks, triplet mining method, linear support-vector
machines (SVM) classifier; Python programming language
(often a choice for AI/ML-based implementations), libraries
such as dlib, OpenCV and face_recognition, video intercom
IP camera, RTSP URL format for fetching the intercom video
stream, Linux-based hardware for computing.
The proposed system is designed as not to require exhaustive computing power, and can be implemented with reasonable expenses. The system might be for example implemented
with Raspberry Pi, making it an affordable, compact and easily
obtainable solution. For possible performance boost, the code
could be adapted for using a multi-threading processor. The
results from conducted experiments are so far encouraging, but
require further in-depth research and further experimentation
from a larger pool of samples in order to validate or refute
initial testing results.
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Abstract - The article proposes a method based on the
use of logical dynamic systems in the classification problem
for Boolean vectors (binary feature vectors). This method
has practical application in various fields of science and
industry, in particular, socionics, geology, mechanical
engineering, and others. Binary synchronous autonomous
linear and nonlinear dynamic models with an unknown
characteristic matrix are considered. Matrix elements are
chosen the way that these binary feature vectors are
equilibrium states of the binary dynamic model. The areas
of attraction of equilibrium states act as classes. One
reference vector corresponds to each class. The classification
process consists of constructing trajectories of a logicaldynamic system with a given initial state. It aims to verify
the reachability of one of the equilibrium states. A
meaningful example of the proposed method is considered.
Keywords – classification; binary features; logicaldynamic models; equilibrium states.

I.

INTRODUCTION

The development of methods based on using dynamic
models is one of the promising research areas in solving
the classification problem for various types of objects [1].
The essence of such methods is the following. The
memorized reference objects are the equilibrium states of
the dynamic model, and the classes represent the areas of
attraction of the corresponding equilibrium states. The
process of tuning a dynamic model consists of selecting
such values of its parameters that ensure the presence in
the model of both the required set of equilibrium states
with given quantitative characteristics of their attraction
regions and the required dynamics of the model's
functioning. Our study aims to apply this approach for
classifying binary feature vectors using parameterized
logic-dynamic models. The determination of unknown
parameters of the model for a given set of reference binary
vectors is reduced to solving the Boolean satisfiability
problem.
The article is structured as follows. Section II provides
a brief overview of the use of dynamic models in solving
the classification problem. In Section III, the formulation
for the Boolean vectors classification problem is
considered. The method for its solution is proposed in
Section IV. In Section V, the application of this method is
demonstrated using a nonlinear binary dynamic model. In
this section, an example of user requests classification for
choosing computational agent subnet for hybrid cloud
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computational is considered. The final Section VI
summarizes the advantages of the proposed method.
II.

RELATED WORK

As noted in [1], classification problems are extremely
difficult for traditional artificial intelligence methods and
are the most interesting in the dynamic system application
to information processing. The well-known neural
networks of Hopfield [2] and Hamming [3] are among the
most famous examples of the use of dynamical systems in
the problem of classifying binarized objects. In the
Hopfield model, reaching an equilibrium state does not
guarantee the correct network response (i. e. the network
converges to the so-called false attractors). The normal
answer is an equilibrium state that matches one of the
binary reference vectors. The Hamming network, unlike
the Hopfield network, does not give out the reference
vector but its number. If there are several such numbers, a
conclusion is made about the impossibility of assigning
the input vector to a certain class. However, the obtained
numbers indicate the most similar reference vectors.
Compared to the Hopfield network, the network is
characterized by lower memory and computational costs.
In addition to traditional models of neural networks, in
which fixed points are attractors, models of so-called
chaotic neural networks are proposed. The most famous
of them is Freeman's KIII model [4]. In such networks, the
reference vector does not correspond to an equilibrium
state but a cycle (i.e. oscillation between the reference and
its inversion). For the “I don’t know” state the dynamics
of the network is chaotic (chaotic attractor).
The use of both types of networks in practice is
associated with high computational costs for computer
modeling of systems of differential or difference
equations. One of the main reasons for this is the need to
use data of a real type and, accordingly, slow operations
on them. The use of binary dynamic models allows
reducing computational costs. These models ensure the
implementation of all necessary transformations for
solving the classification problem using only high-speed
operations of Boolean algebra over binary variables.
III.

PROBLEM FORMULATION

To solve the classification problem using logical
dynamic models, we consider three classes of binary
dynamical
systems
(BDS),
the
vector-matrix
representation of which has the following form:
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X (t  1)  A  X (t ), X (0)  x 0 

where
is
t  0,1,2,...
x(t )  col ( x1 (t ), x2 (t ),...xn (t ))

the
discrete
is the state


time,
vector,

x(t )  B n , B  {0,1} , B n is the state space of the system
(1) (the set of binary vectors of the length n), A is an
unknown binary matrix of the dimension n  n , the
symbol  means the product of the matrix and a vector,
which can take three following values: *, , 
correspondently to Boolean, conjunctive, or disjunctive
product.
Let us define each of the listed operations as follows:

 j1 (aij  x j ) ,
( A  x) i   in1 (aij  x j ) ,
( Ax) i  nj1 (aij  x j ) ,

( A * x) i 

n

with n2 unknown variables, the elements of the matrix A.
The count of scalar equations in the system (3) is equal to
m n .
It should be noted that the system of equations (3) has
a trivial solution A*  E where E is the identity matrix.
However, this solution is unsuitable for the classification
of binary vectors while all equilibrium states are isolated
(with an empty domain of attraction).
It is known that system (3) is reduced to a single
Boolean equation 1 ( A)  1 . The function 1 ( A) is easy
to represent in conjunctive normal form, so it possible to
use effective AllSAT solvers to find solutions [5]. For
system (1) with a disjunctive right side, we set the
following additional constraints:
1) For each j-th nonzero column, the condition
aij  1 must be satisfied, which ensures, due to
the monotonicity of the right side of the system
(1), the absence of cyclic trajectories and the
achievement of any equilibrium states in no more
than n steps. We write this Boolean constraint as
the equation  2 ( A)  1 .

where the symbols , ,  mean Boolean operation on
mod 2 , conjunctive, and disjunctive. The conjunctive
symbol will replace further by the symbol  . The
operation * defines a linear BDS. Operation  defines the
BDS with the disjunctive right side, and operation 
defines the BDS with conjunctive one. For brevity, the
state vector X (t) will be written as x t , t  0,1,2,....

2) The number k of zero columns in matrix A must
be maximum - k max . This condition makes it
possible to obtain the maximum region of
attraction, equal to 2 kmax  1 states, for each
reference vector. The Boolean constraint on the
presence of k zero columns in matrix A can be
written as the equation  3k ( A)  1 .

Let a set of Boolean feature vectors be given:

P  { p1 , p 2 ,..., p m } ,

3) Some constraints are imposed on the number of
units in matrix A rows, depending on the subject
area. Let us write these Boolean constraints in the
form of the equation  4 ( A)  1 .

where p i  col ( p1i , p2i ,..., pni } , p ij  {0,1} , i  1, m ,

j  1, n .
It is required for system (1) to find a matrix A* such
that the set P belongs to the set of equilibrium states of the
following equation:

All four constraints are reduced to one Boolean
equation




X (t  1)  A*  X (t ) 



Further, it is necessary to use equation (2) for matching by
modeling the input Boolean vector x 0  B n with one of
the reference Boolean vectors from the set P. If this input
vector is matched, then the classification problem is
solved. In another case, we conclude that the vector x 0
does not correspond to any of the reference vectors. One
vector from P corresponds to each class.
IV.

CNF  1 ( A)   2 ( A)   3k ( A)   4 ( A)  1 . 

SOLUTION METHOD

An iterative process for searching k max is organized
for the parameter k using the well-known dichotomy
method on the interval of integers from 0 to n-1. The
AllSAT solver [5] performs the searching of all solutions
to equation (4) for a given k.
When obtaining a set of solutions, the matrix A* with
the smallest number of unit elements is selected, at which
the classification works correctly in the given subject area.
Namely, if for a given initial vector x 0  B n , there is a
time instant t  {1,2,...,n} such that for the system (2)

x t  x t 1 and x t  P , then the classification problem for

Each reference vector from the set P must be an
equilibrium state, and therefore satisfy the system of
Boolean equations

the vector x 0 is solved. Otherwise, none of the reference

p i  A  p i , i  1, m 

The software implementation of the proposed
technology for classifying Boolean vectors is based on the



1182



vectors correspond to the vector x 0 .
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HPCSOMAS framework [6] in the form of a set of
composite microservices [7] that implement individual
functions of the Boolean constraint method for the
qualitative analysis of BDS [8].

the agent makes further decisions following the class of
problems represented by this vector. Otherwise, the user is
informed that this request is not served on this agent. In
the example, we consider the request classification
sending from the User Dew Agent (UDA).

V. EXAMPLE. CLASSIFICATION OF USER REQUESTS
FOR SELECTING AN AGENT COMPUTATIONAL SUBNET

Let us consider the problem classes for the second
AMP processor. These classes are represented by
reference vectors, which are formed according to the
features from Table I. The UDA supports Dew Computing
technology [10]. In this case, the Synch attribute from
Table I always equals the value 1.

The Applied Microservice Package (AMP) for the
qualitative analysis of BDS [9] based on the method of
Boolean constraints [8] is deployed on a computational
network. The package contains three following
processors:
1) To obtain Boolean constraints for describing the
dynamics of BDS;
2) To build a Boolean model based on a ready-made
BDS description of the dynamics and
specification of a property, followed by checking
the feasibility of the property for a BDS without
control;
3) To construct a Boolean model based on a readymade BDS dynamics description and specification
of a property, followed by checking the property
feasibility for a BDS with control.
Each AMP software module is implemented as a
microservice, the launch of which is controlled by a
Distributed Computational Agent (DCA). DCA is
registered with the AMP manager-agent (AMPMA). This
agent receives a request to solve a problem from a user
agent, which provides a web interface for procedural or
non-procedural problem statements. The case of a NonProcedural Statement (NPS) is considered. In this case,
AMPMA initiates the network of DCAs registered on it,
sending them NPS input and output parameters. This
agent must select subnets based on the classification of the
user's request according to the reference vectors of binary
features (BF) (Table I). The scheme of using the request
BF vector to select a subnet corresponding to the specified
classes of problems is shown in Fig. 1. Input BF request
vector is generated based on NPS, agent knowledge, and
user profile.
To determine the problem class, AMPMA multiplies
the matrix by a pre-formed user's request BF vector. If, as
a result of multiplication, a reference vector is obtained,

Figure 1. Agents subnet selection scheme
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In these classes, problems are divided into
experimental, test, and debug. In the first case, the user's
goal is to get the result. In the second, the NPS is recorded
in the AMPMA Knowledge Base (KB) as a test task.
Debug problems are used to test software. Mainly, the
problem classes include the first problem type. In the
considered example, only in the sixth problem class, the
debug type is used.
Reference vectors represent the following classes of
problems:
1.

The verification of TQBF truth for problems of
small or medium dimensions using external
solvers [9] without result visualization. The option
of using cloud resources (Cloud) is set but without
the option of access to the cloud (Access). This
NPS is saved in the AMPMA KB.

2.

The satisfiability check of SAT problems of
medium dimension with obtaining all constructive
solutions using the developed solvers [11] and
graphical visualization of the result. Both options,
Cloud and Access, are set. The NPS is not saved
TABLE I.

#

BF

BINARY FEATURES

BF value
1/0 – the graphical visualization of
results is required or no

1

Graph

2

Construct

1/0 – the constructive solution / only
verifying satisfiability is required

3

Synch

1/0 – the synchronization is required or
no

4

Table

1/0 – the table visualization of results is
required or no

5

1 < n <= 225

1/0 – the small dimension or not

6

225< n <1600

1/0 – the medium dimension or not

7

n > 1600

1/0 – the large dimension or not

8

Access

1/0 – the access to cloud resources is
permitted or not

9

Save

1/0 – save / not save the problem
statement in the AMPMA KB

10

Model

1/0 – SAT/ TQBF problem

11

Test

1/0 – the test task or not

12

Cloud

1/0 - the option of using cloud resources
is installed or not.

13

Developed

1/0 – the authors' solver/ solver with a
free license

14

All

1/0– the search for all / first solutions

15

Experiment

1/0 – the experimental task or not
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developed solver [15] with above full possibilities
package without the cloud access.

in the AMPMA KB.
3.

4.

5.

6.

7.

The verification of TQBF truth for problems of
medium dimension using the developed solvers
[12] with obtaining all constructive solutions and
graphical visualization of the result; setting Cloud
and Access options; saving the problem statement
in the AMPMA KB.
The verification of TQBF truth for problems of
medium or large dimension using solver
implemented based on the external one [9, 13]
with following full possibilities package:
obtaining all constructive solutions; graphical and
tabular visualization of the result; the setting both
options, Cloud and Access; the saving NPS in the
AMPMA KB.
AllQBF problems [14] of large dimension for
verifying TQBF truth using the developed solvers
with the above full possibilities package.
AllSAT problems of large dimension for testing
satisfiability using developed solver [15] with the
above full possibilities package.
Debug SAT problems of medium dimension for
verifying the satisfiability using the developed
solvers with finding a first constructive solution
and only graphical visualization of the result from
the above full possibilities package.

8.

AllSAT problems of medium or large dimensions
for testing satisfiability using developed solver
[11, 15] with the above full possibilities package.

9.

AllQBF solution to verify TQBF truth for
problems of medium or large dimension using the
developed solvers with the above full possibilities
package.

10. AllSAT problems of medium and large
dimension for testing satisfiability using
TABLE II.

REFERENCE VECTORS

Reference vector numbers
BF
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A binary reference vector (Table II) represents each
problem class.
Following the solution method, we write the Boolean
constraints 1( A), 2 ( A), 3k ( A), 4 ( A) in DIMACS
format [16]. In  4 ( A) we restrict the number of units in
matrix A by the following requirement. There are no more
than two units in rows and no more than one in the right
side diagonals.
Under the given constraints, using the AllSAT solver,
283 matrices are found, which are subdivided by the
column structure into four sets, including the following
zero columns:
1) {1, 3, 4, 9, 11, 13, 15},
2)

{1, 2, 3, 4, 11, 13, 15},

3) {1, 2, 3, 4, 9, 11, 15},
4) {1, 2, 3, 4, 9, 11, 13}.
The most suitable is the first set, from which we
choose the following matrix as the solution A*:
0
0

0

0
0

0
0

0

0
0

0
0

0
0

0

1
1
0
0
0
0
0
0
0
0
0
0
1
0
0

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

0
0
0
0
1
0
0
0
1
0
0
0
0
0
0

0
0
0
0
0
1
0
0
0
0
0
0
0
0
0

0
0
0
1
0
0
1
0
1
0
0
0
0
0
0

1
0
1
0
0
0
0
1
0
0
0
0
0
0
0

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

0
0
0
0
0
0
0
0
0
1
0
0
0
0
0

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

0
0
1
0
0
0
0
0
0
0
0
1
0
0
1

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

0
0
0
0
0
0
0
0
0
0
0
0
0
1
1

0
0
0

0
0

0
0

0

0
0

0
0

0
0

0

1

2

3

4

5

6

7

8

9

10

1

0

1

1

1

1

1

1

1

1

1

2

0

1

1

0

1

1

1

1

1

1

3

1

1

1

1

1

1

1

1

1

1

4

0

0

0

1

1

1

0

1

1

1

5

1

0

0

0

0

0

0

0

0

0

6

1

1

1

1

0

0

1

1

1

1

7

0

0

0

1

1

1

0

1

1

1

8

0

1

1

1

1

1

1

1

1

0

9

1

0

0

1

1

1

0

1

1

1

10

0

1

0

0

0

1

1

1

0

1

11

0

0

0

0

0

0

0

0

0

0

12

1

0

1

1

1

1

0

1

1

1

An example of the attraction region for one of the
attractors is shown in Fig. 2. The decimal values of the
states of the basins of attractors are calculated by the

13

0

1

1

0

1

1

1

1

1

1

formula

14

0

1

1

0

1

1

0

1

1

1

15

1

1

1

1

1

1

0

1

1

1

The selected matrix is checked by the HPCSOMAS
services to construct a BDS corresponding to this matrix,
find the equilibrium states of this BDS, verify the property
of their isolation. If there are reference vectors among the
identified attractors, then their areas of attraction are
determined.
The 256 equilibrium states were found for the BDS
constructed using the matrix A*. The reference vectors are
included in the set of attractors of this BDS. Their areas of
attraction consist of 128 states, including an attractor.

i1 ai  2i1
9

, where a1a 2 ...a9

are the

corresponding binary state values.
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Figure 4.

Short cycles of the given length k (n is the dimension of
the search space)

color in Fig. 3.

Figure 2.

The attraction region for fifth reference vector

For example, suppose there are user requests with the
following binary feature vectors x 0 :
1
0
0
1

0
0
1
1

0
1
1
1

0
0
1
0

1
1
0
0

1
1
1
1

0
0
1
1

0
0
1
1

1
1
1
0

0
0
1
1

1
0
1
1

1
1
1
1

0
1
0
0

0
0
1
1

1
0.
1
0

AMPMA classifies the first two requests as the first
class and the second ones as the eighth problem class.
Correspondent these classes subnets are highlighted in

For the first class of problems, visualization is not
required. The problem dimension allows finding a
solution without using cloud resources. For the eighth
class, the use of cloud resources and visualization of
results are provided.
For example, this class includes the following
problem. It is required to find all cycles of the given
length k in BDS. The approach to solving this problem is
considered in detail in [15] for high-dimension BDS from
[17].
A tabular and graphical visualization of the results of
searching for all k-length cycles in this BDS with state
vector dimension n=288 is shown in Fig. 4 and Fig.5. The
dimension of search space increases to 2 n(k 1) .
Choosing a subnet allows reducing the exchange of
messages between DCAs when forming an active group of
agents according to a non-procedural statement of the
problem.
VI.

CONCLUSION

A method based on using logic-dynamical systems in
the problem of classifying Boolean vectors is proposed.
This method implementation is performed using the
HPCSOMAS framework.
A meaningful example of using this method for
choosing a computing subnet of agents is considered

Figure 3. Selecting subnets on a simplified fragment of the
computer network of the second AMP processor
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Figure 5.

Comparison of runtime speedup for different k using
AMP service
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based on user request classification.
The advantages of the proposed method are the
following: firstly, the simplicity of turning the binary
dynamic system according to a given set of reference
vectors; secondly, the high speed of classification of the
input binary vector.
All actions of the proposed algorithm are performed
on binary values using only the operations of Boolean
algebra. However, such a classifier has good
generalization capabilities. It is capable of correctly
recreating the reference vector for a strongly distorted
input Boolean vector.
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Recognition of symbols and topology in the
image of a DC circuit diagram based on contours
and skeletons
Matej Štorga, Mirko Randić
Faculty of Electrical Engineering and Computing, University of Zagreb, Croatia

Abstract – Scope of research presented in this paper
refers to the off-line recognition and interpretation of the
content that conveys images of printed or hand-drawn
direct current circuit diagrams. Photographing learning
materials with different quality imprints as well as under
different lighting exposures may introduce a lot of noise in
the image. Besides the standard noise caused by shadows
and unwanted spots, common noises that introduce
ambiguities into the process of symbol and circuit topology
recognition are breaks on connecting lines and symbols.
That is why we have designed algorithm in such a way to
ensure correct recognition even in conditions of noise. Due
to the mostly regular geometric shapes and relationships
that define symbols and the interconnection of symbols in an
electrical circuit, and the clear topology related to the
existence of nodes and branches, we decided to develop a
recognition method based mostly on the structural relations.
To recognize symbols and topology, we use suitable
geometric primitives, contours, and skeletons that can be
detected in the image. The recognition method based on the
structural patterns that can handle unwanted breaks and
disconnections in the image of electrical circuit diagram
represents the contribution of this paper.
Keywords – image processing; symbol recognition;
electrical circuit diagram; circuit topology; OpenCV; contour;
skeleton

I.

INTRODUCTION

Result of the development of an Android application
[1] that allows a user to take a photo of printed or handdrawn electrical circuit diagram and then to start a process
of automated recognition and interpretation of the circuit
depicted on image is described in this paper. Automatic
diagram recognition process, which means recognizing
and interpreting the content of image showing printed or
hand-drawn diagram of electrical circuit, is a challenging
task. Such diagrams or schemes are network-like diagrams
consisting of isolated, non-overlapping symbols that are
linked together by connectors. The structure of these
diagrams can vary considerably in terms of topology and
the number and types of used symbols. Furthermore, there
exist various annotations and adornments associated to
parts of a diagram. Most common are parameter values
associated to symbols. Generally, machine analysis of an
image showing a circuit diagram involves extraction of
information conveyed by the diagram in a multiphase
process, using various algorithms and methods in the field
of image processing.
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The recognition algorithm described in this paper has
been developed gradually. In the first step, we have
designed an algorithm that was successful in recognizing
symbols and topologies, but it was limited to diagrams
that in the binary image had one main, outer contour in
continuity without disconnections. Such an example of the
diagram is shown in Figure 2. The longest whiteness in
the binary image was first detected and further recognition
was based on that. The advantage of such approach is that
other whites that are not part of the diagram core (noises,
parameter values, other text) do not affect the symbol and
topology recognition. In practice, common symbols like
voltage sources that often appear in diagrams introduce
disconnections. Also, disconnections occur due to poor
photo quality or inaccurate drawing. Disconnecting
symbols or broken connecting lines are not uncommon in
the images. Therefore, the diagrams captured in images
are regularly composed of several contours, so that the
restriction in terms of one main contour is not realistic.
In the second step we have redesigned the algorithm in
such a way as to achieve a certain type of error tolerance
i.e., to ensure correct recognition even in conditions of
breaks on lines and symbols. These are situations in which
the recognition of topology and symbols is considerably
difficult. We still assume that the greatest whiteness in the
binary image is part of the scheme. Then, relying on the
usual geometric shapes of the symbols in DC electric
circuits, we find other whites that also represent parts of
scheme and are not parts of annotations and adornments.
Such an algorithm has proven successful in recognizing
realistic, hand-drawn or printed schemes. It is also tolerant
of symbol rotation and scaling.
A. Related work
Diagram recognition or capturing information content
from diagrams has been an active research area for
decades. Over the years, a lot of research has been done
and many papers have been published, even on the topic
of electrical circuit diagram recognition and interpretation.
Various problems have been solved, from vectorization of
images of circuits, possibilities of content search and
symbol spotting to interpretation of circuits and automated
analysis problems solving. In [2] an application of image
processing techniques to recognition of hand-drawn
circuit diagrams is presented. A diagram is observed in a
way that it comprises of nodes, connections, and
components. The scanned image of a diagram is
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preprocessed to remove noise, convert to binary form and
to obtain a clean, connected representation using thinned
lines. Nodes and components are segmented and
classified. The authors report node recognition accuracy
of 82% and a component recognition accuracy of 86%.
However, the method does not handle the scale and
orientation changes in the images. Another method for
recognizing hand-drawn electronic circuit diagram is
presented in [3]. Component recognition is based on
feature vector constructed by combining Local Binary
Pattern (LBP) and statistical features based on pixel
density. For component classification the authors use
support vector machine (SVM) classifier. For establishing
a sequence of components, a finite state machine has been
used. An automatic understanding system for
comprehending electronic circuit diagrams in printed
manuals or freehand drawings of fair quality is described
in [4]. It is assumed that a circuit diagram contains three
categories of essential components: circuit symbols,
characters, and connection lines. The authors have
described understanding of circuit diagrams as a
hierarchical process that includes a series of
preprocessing, extracting, synthesizing, recognizing, and
interpreting phases. After running preprocessing
operations, each object in a binary image is thinned down
to a skeleton of a unit thickness. The component extractor
traverses a circuit diagram by following the skeletons of
objects. Each object in a circuit diagram is composed of a
set of picture segments which are delimited with feature
points. In [5] the authors use annotations related to
symbols in recognition process. They state that although
annotations are an integral part of symbols in drawings,
due attention is yet to be given for their identification,
interpretation, and storage. The proposed method first
separates the text region around an intended circuit
symbol, and then identifies the annotation part of the
segmented text corresponding to that symbol.
B. Concepts
• Electrical circuit diagram (scheme) is a formal
drawing that consists of interconnected symbols.
The word diagram will be used interchangeably
with the word image in the reminder of this
paper, because we are focusing on diagrams
represented as rasterized images.
•

•
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Symbols in diagram have well-defined pixel
patterns (geometry) and they represent active and
passive electrical elements or devices in real
circuit. Connectors are undirected lines that
represent conductors which electrically connect
the elements. In DC circuits, active elements are
voltage or current sources, while passive
elements are resistors and instruments
(voltmeters or ammeters). All symbols are twoterminal. There are loop and loop-free symbols.
Some of them can also be skeleton disconnecting
symbols. In an electrical circuit drawing,
annotations are mainly used to denote the value
and measurement unit of parameters assigned to
symbols.
Morphological operations alter the input image
using a structural element giving an output image

of equal size. Operations used in this paper are
blurring, erosion, dilation and skeletonization.
•

Contour is a closed, curved line, delimiting the
whiteness from the binary image, and is
described by points lying on the border with
white pixels.

•

Skeletonization is an iterative process of thinning
whites of a binary image until all the whites are
one pixel wide. The name for thinned whites is
skeleton. Endpoints and branching points are
skeleton points that are relevant to our algorithm.

Ready-made libraries such as OpenCV [6] can be used
to find contours and skeletons, as well as for all
morphological operations mentioned in this paper.
II.

RECOGNITION PROCESS

A. Input image preprocessing
Input image that represents electrical circuit diagram is
a raster image where standard image preprocessing
operations can be applied (Figure 1). These operations are:
•

Cutting off unnecessary parts of the image.

•

Blurring the image reduces noise that can be
present in the image in the form of small white
dots.

•

Binarization - by applying the appropriate
threshold in the image only black and white pixels
remain. The whites in Figure 2 provide useful
information.

•

Thickening and thinning of whites - in the binary
image sometimes remain noise in the form of
white dots. It is possible to remove them by
thinning. Also, by thickening we can reconnect
whites that are broken after binarization. It is
important to emphasize that the algorithm
described in this paper will work with certain
noises and disconnections in the binary image.

Figure 1.

Input image on the smartphone screen

Figure 2. Binarized image
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• disconnections between a symbol and connecting
line (Figure 6)
• breaks on connecting lines (Figure 7)

Figure 3. Parent contour (red) and children contours (green), which are
each other neighbors too.

B.

Detection of contours and skeleton endpoints
On the binary image obtained in the previous step, we
detect contours. For optimal operation of the algorithm,
contours need to be approximated to reduce the number of
points describing them. Contours are organized
hierarchically so that they have their neighbors, children,
and parents (Figure 3). Root contours are contours without
parents. These relations between contours are later used in
the process of recognizing symbols of the scheme. The
assumption of the algorithm is that the largest contour will
always be part of the scheme and the largest contour is
taken as the starting one. The photographed scheme often
consists of several whites or contours, so it is necessary to
find all those contours that make up the scheme.
In order to be able to find out whether the contour
belongs to the scheme, we perform skeletonization over
the binary image (Figure 4). To obtain the skeleton, the
Zhang-Suen algorithm is used, which will preserve the
connections between pixels and endpoints in the process
of whiteness thinning. The skeleton in a binary image is
programmatically described by a matrix that has values of
1 in the places where it exists and 0 otherwise. If we apply
a 3x3 mask that has a value of 10 in the middle and
otherwise 1 over the image matrix, then we get a new
matrix where pixels with a value of 11 represent
endpoints, pixels with a value of 12 represent a point on a
straight line and pixels with values of 13 and 14 represent
branches on a skeleton. Pixels with values less than 11 are
ignored (Figure 4). Once the end and branch points are
found, they need to be assigned to the contours that
encompass these points. If some endpoint is encompassed
by several contours, then this endpoint will be assigned to
the lowest child in the contour hierarchy.
C. Breaks and disconnections
If the largest contour does not encompass the whole
scheme, then there exist disconnections i.e., other contours
that encompass other parts of the scheme. We must add
these contours to the list of contours along with the
largest. Then, by an iterative procedure, we find the
disconnections next to the other contours until we find all
the contours that encompass all parts of the scheme. To
find disconnections we use the end points of the skeleton.

Figure 4. Binarized image (top left) and skeleton with endpoints (bottom
left). The green box (top right) shows the matrix notation of the + sign
(values 12 are neighbors of the endpoints (11), and 14 are the branch
points). The red box (bottom right) shows the contours (blue), the end
points (white) and the branch points (pink, yellow).

Figure 5. Voltage sources as disconnections (upper) with associated
contours and end points (middle). Recognized pluses (down, white) and
candidate lines for voltage sources (down, red).

Figure 6. Disconnections between symbols and connecting line (top) with
corresponding contours and end points (bottom)

We distinguish 3 types of disconnections:
• voltage sources – inherently introduce disconnections
in circuit’s skeleton (Figure 5). If we have a series of
voltage sources, then it is certain that the circuit will
consist of more than one contour.
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Figure 7. Breaks on connecting line (top) with corresponding contours and
end points (bottom)
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D. Recognition candidate lines for voltage sources
An ideally drawn voltage source symbol consists of
two unequally long, parallel, straight lines and a plus sign
located at one end of the longer line. In the skeleton
image, we look for pairs of end points that are connected
by as straight as possible skeleton line. Such lines are
candidate-lines for the voltage source (Figure 5).
Algorithm 1.
Input:
Output:

1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:

Recognition of end point pairs that form candidate
lines for voltage sources.

contour set , skeleton
list of voltage source symbol line-candidates
for each contour from do
for each endpoint
from endpoints do
passing through
calculate associative set
of distances to nearest points to point
;
for each
from do
calculate
for
;
if
greater than
then
;
end if
end for
add line-candidate
,
to
end for
end for

In Algorithm 1 you iterate through all contours and
take one endpoint at a time within a contour. For each
endpoint, we first look for the nearest endpoints
connected by the skeleton. Distances between endpoints
are calculated by counting pixels while traversing through
skeleton. Once visited, the pixels are marked so that we
never visit the same pixel twice. If there are more than
one non-zero and non-marked neighbor pixels the
counting path will be split in two separate directions.
Counting ends when endpoint pixel is reached. In
addition, "air" distance between endpoints is calculated
too. Distance through the skeleton divided by “air”
distance gives us ratio which is used to determine how
“flat” the line is. Threshold for this ratio is 1.3 and
anything above that is graded with 0. Score is calculated
as a sum of distance through the skeleton and quotient
representing the input image height divided by ratio. In
Algorithm 2.
Input:
Output:

1:
2:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
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Detecting contour of a symbol next to end point

endpoint , contour set
contour
which is a best match for endpoint
for each contour from do
find associative set of line-candidates and child
contours
for contour ;
for each
,
from do
calculate
for
if
greater than

,

,

,

;
then

;
end for
for each
from
do
calculate
for
if
greater than

,

,

;
then

other words, the closer the ratio is to 1 and the greater the
distance through the skeleton, the better the score will be.
Points that represent a flatter and longer line-connector
represent better candidate-lines. If more than one point is
found for a point with which it forms a potential
candidate line, the point with the best grade is taken and
added to the list of candidate lines.
If a contour has two candidate lines perpendicular to
each other, then it is a plus sign (Figure 5). The plus sign
found will help to evaluate the candidate for voltage
source.
The steps described in the sections E, F, and G are
iteratively performed for each contour in the scheme
contour list and repeated until at least one new, root
contour is added to the list. In section E, we describe how
to add new contours for the first time in the list.
E.

Recognition of voltage sources
The score of a pair of candidate lines depends on the
position they have towards each other. A better grade will
be given to the pair whose: total length is larger, mutual
distance is smaller, the angle at which the lines passing
through the end points of the candidate lines intersect is
smaller, ratio of their lengths is more regular and if a plus
is found next to a longer line. Pairs of lines that have a
score higher than the required threshold are recognized as
the source. Candidate lines that do not have a pair with
which they have a satisfactory grade are rejected and their
endpoints are used further in recognition.
Lines of recognized voltage sources can be
encompassed by the same contour, or with two different
contours. In the case when these are different contours,
and one of them already belongs to the scheme contour
list, then the other contour is added to that list.
F.

Detecting disconnections between symbols and
connecting lines
If an end point is adjacent to a contour that represents
a symbol, then it belongs to a connecting line that is not
connected to the symbol. In Algorithm 2, we consider the
lines of the voltage source and the contours that are
children of the root contours as a potential symbol
(Figure 6). First, we test the lines of the voltage sources.
The closer the breakpoint is to the center of the line and
the larger is the contour to which the line belongs, the
better the score will be. Score is calculated as a sum of
contour length (scaled by a parameter that depends on the
input image height) and quotient representing the input
image height divided by breakpoint-center distance. The
candidate with the best grade, if one is found, is added to
the contour list of the scheme together with his pair. It is
important to note that only candidate lines for sources
whose contours have not yet been added to the scheme
contour list are considered. The children of the root
contours are then tested. The grade will be higher if the
distance to the contour is smaller and if the parent
contour is higher in the hierarchy.

;
end for
end for
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Figure 8. Hand-drawn ammeter with several misrecognized end points
(white dots) that are discarded

G.

Detecting breaks on connecting lines
In the case when a symbol is not found next to the end
point, then we look if there is another end point nearby
(Figure 7). The score for that pair of points is better if two
points are closer to each other and contours
encompassing points are larger. The grade grows if
contours encompassing both points are in the scheme
contour list. If contour of the point with the best score is
not in the list, it is added. The best rated pair of points
representing the break on the line as well as those points
for which the neighbor symbol was found are not
considered in the following iterations. Also, if no
endpoint is found near the current endpoint then it is a
misrecognized endpoint and is not considered too.
Incorrectly recognized endpoints appear most often in
hand-drawn diagrams. An example is shown in Figure 8.
If at least one new contour is added in steps E, F, and G
in the scheme contour list, then another iteration starts
with all steps (E, F and G).
H. Recognizing symbols
When all disconnections and contours that make up
the scheme are found, the recognition of symbols begins.
The symbols that are recognized are: resistor, current
source, ammeter, and voltmeter. Voltage sources have
already been recognized as a “skeleton disconnecting”
type. Recognition of other symbols is based on the
hierarchy of contours. By visiting children of all root
contours, accordingly to their shape, we determine
whether it is a symbol or not. An example of a root
contour with its children is shown in Figure 9. If a child

Figure 10. The smallest triangle bounding children of contours that
have a circular shape

contour has rectangular or circular (elliptical) shape, then
it is a symbol. If a child contour has some other shape, we
neglect it. The number of points in a contour and contour
area are used to classify its shape. Contours shaped like a
rectangle have 4 points and they are recognized as
resistors. Circular contours are recognized by comparing
their shape and area with a minimum enclosing ellipse
(OpenCV’s fitEllipse function is used to get this ellipse).
We recognize a circular shape without a further child
as a current source. If the child exists, then we are
looking for the smallest bounding triangle for that
contour (Figure 10) and, depending on the direction of
the triangle, we conclude about the letter. If the triangle is
directed upwards, then it is a letter A or an ammeter,
otherwise, it is a letter V or a voltmeter.
I.

Detecting nodes in circuit
When all symbols are found, we create a new binary
image in which each whiteness represents a node - an
area of equal electric potential. Such image is created by
keeping only those whites in the initial binary image that
represent parts of the scheme. Then by deleting all the
symbols from the scheme we get separate whites (Figure
11). The remaining contours in such an image represent
nodes. By skeletonizing new binary image, we obtain
endpoints that are used to assign pairs of nodes to which

Figure 11. Binary image with deleted symbols and whites representing
nodes (left) and node contours (right)

Figure 9. Root contour (bottom) with children (top)
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Figure 12. Example of a schema with recognized elements and nodes
(topology) with a netlist record
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symbols (two terminal elements) belongs.
J.

Creating netlist model
Once all the schema symbols and nodes are
recognized, it is possible to generate a model that is
written in a standardized netlist format. Each line in the
record represents one element in the schema and consists
of one letter representing the element designation, two
integers denoting the nodes to which the element is
connected, and optionally a parameter describing the
value of the element. The element designation can be: "R"
for the resistor, "S" for the voltage source, "I" for the
current source, "A" for the ammeter, and "V" for the
voltmeter (Figure 12). We have expanded the record to
include graphical information about the node coordinates
to make it easier to redraw the schema. The last parameter
in the record is optional and represents numerical element
value.
K. Assessment of recognition accuracy
We used a set of test images to assess the accuracy of
the recognition. We consider a test as successful if all
symbols and the topology of the scheme are recognized.
40 images have been used for testing. 20 computer-drawn
images were taken from printed books, and the other 20
images contained hand-drawn diagrams of DC circuits
(Figure 13). Most of the test images have had some
disconnections and irregularities we mentioned earlier in
the paper. There were 18 successfully recognized
computer-drawn images, while 12 were successfully
recognized by hand-drawn schemas. When we considered
situations where at most one symbol could be incorrectly
recognized, then all computer-drawn images were
accurately recognized, while hand-drawn ones were 16.
The most common recognition problem occurs with a
voltage source that is not correctly connected with
connecting lines. In this case, it is possible that the two
lines representing voltage source can be recognized as

connecting lines that belong to the same node. Less
commonly, the problem occurs with a resistor that is more
ellipse-like than a rectangle. Such resistor can be
recognized as a current source. Recognition performance
could be increased by finding better parameters during the
evaluation of voltage source candidate endpoints and
evaluation of disconnections near symbols or adjacent
endpoints.
III.

CONCLUSION

The scheme recognition process begins with the
preparation of a photograph leading to a binary image of
the scheme. Then, the symbols of the scheme and the
connection between them are recognized from the binary
image by a series of developed algorithms, and finally, a
formal model suitable for further analysis is built.
Building a practical and functional application for
automated electrical circuit diagram recognition and
interpretation is a large project that would be useful to
students and professors in the process of learning and
acquiring skills in electrical circuit analysis.
Unlike other approaches, our approach to recognizing
and interpreting is predominantly based on information
carried by skeletons and hierarchically organized contours
related to electrical circuit diagram. Although it is
desirable to have a high-quality photo of a printed or
hand-drawn scheme, the algorithm has a certain level of
noise tolerance. Symbol rotation and scaling do not affect
recognition too. Structurally, circuit diagrams belong to a
family we call network diagrams. We have demonstrated
that automated interpretation of images containing such a
type of diagram can be efficiently done by analyzing the
end points of skeletons and the relationships between
contours of the diagram.
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Abstract—The precise estimation of the Gaussian profile parameters plays an important role in many scientific fields. In
astronomical images, the 2D Gaussian profiles are good approximations of stellar objects, which are point sources spread in the
image plane due to various degradations in the imaging process.
The accurate estimation of the 2D Gaussian parameters enables stellar object identification and outlier detection. However,
various noise types present in astronomical images complicate
the estimation process. Image noise can have an additive or
multiplicative nature. The primary cause of additive noise is
the so-called readout noise, which has a Gaussian distribution
and is temperature-dependent. The second noise type is the
multiplicative Poisson noise caused by the quantum nature of the
light with the standard deviation proportional to the square root
of the pixel intensity. Additionally, there are uniformly distributed
quantization noise caused by the conversion of the continuous
signal to discrete levels and heavy-tailed salt and pepper noise
caused by the bad pixels. All these noise types represent the
challenge in the precise estimation of Gaussian parameters. Since
the iteratively reweighted least squares method (IRWLS) with
Huber weights calculated from statistical analysis of estimation
errors showed a good performance as a robust estimator in other
applications, it is used in this paper for the 2D Gaussian profile
parameters estimation from noisy data. The goal of this paper
is to analyze the robustness of the IRWLS method to different
noise types.
Index Terms—Gaussian profile fitting, noisy data, Huber
weights, parameters estimation, iteratively reweighted least
squares method, inverse variance weights

Huber weights was proved successful in solving this problem
of overlapping adjacent objects. This paper extends the previous research in [6] by analyzing the efficiency of the IRWLS
method in the 2D Gaussian profile estimation from the noisy
data. It is important to understand the noise sources, which
occur in the actual images during the digital image acquisition
process, and their distribution models to determine the optimal
weights for the IRWLS method. In this paper, the noise sources
are described with the following noise distribution models:
additive Gaussian noise, heavy-tailed noise, and Poisson noise.
Two types of weights are considered: Huber weights and
inverse variance weights. The advantage of Huber weights
is that they do not require any prior knowledge about the
noise distribution and its variance. Estimation weights are
iteratively updated solely on the robust statistics of residual
errors. Such weights are optimal for outlier detection and it
can be assumed that such weights shall successfully solve the
problem of heavy-tailed noise contamination. On the other
hand, the inverse variance weights require a priori knowledge
of the variance of each sample. However, such weights can
be used when the noise contamination follows the Poisson
distribution since the sample variance, in that case, is directly
related to the noiseless sample value or the model value for
that particular sample.
II. R ELATED WORK

I. I NTRODUCTION
The precise parameter estimation of the Gaussian function
is significant in various research fields such as astrometry [1],
spectrography [2], tomography [3], beam characterization [4],
etc. In this paper, we are interested in the estimation of the 2D
Gaussian profile parameters from actual astronomical images.
Stellar objects in astronomical images are point sources spread
in the image plane as the consequence of optical aberrations
and other degradations that occur during the digital image
acquisition process [5]. The spread sources are described by
their point spread functions (PSFs). However, the joint action
of all these point spread functions, i.e., their convolution
in the spatial domain, is well approximated with the 2D
Gaussian profile. In the previous paper, we estimated the 2D
Gaussian profile parameters of stellar objects from synthesized
astronomical images in the case when two or more profiles
were overlapped, but in the absence of other noise sources [6].
The iteratively-reweighted least squares (IRWLS) method with
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In [7] and [8], the parameters of the 1D and 2D Gaussian
profiles were estimated from the data contaminated with the
additive Gaussian noise as the maximum-likelihood solution.
Using the Cramer-Rao bound theory, the analytical expressions
for parameter variances in the case of Gaussian and Poisson
noise contamination were obtained. In [9] and [10], the parameters of the 1D Gaussian profile were also estimated from
the data contaminated by the additive Gaussian noise, but in
the argument domain. The influence of noise was removed by
using the iterative procedure with the known variance of the
noise. However, all of those methods require the knowledge of
noise variance or noise distribution type. On the other hand,
in [6], the IRWLS method with Huber weights was proposed,
which does not require any a priori knowledge about the noise
distribution, and relies solely on the histogram of estimation
errors and its robust statistics. This paper aims to analyze the
estimation accuracy of the IRWLS method in the case of data
contaminated by different noise types. Moreover, we provide
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the optimal weights for the IRWLS method for each noise
distribution type.
III. N OISE SOURCES
The digital image acquisition implies the conversion of the
light into the digital signal, thereby most commonly using
the complementary metal-oxide-semiconductors (CMOS) or
charge-coupled devices (CCD) photosensor technologies [11].
The acquisition process consists of three main stages: transform of the incoming light photons into the charge, conversion
of the accumulated electrons into the voltage output, and
the A/D conversion of the voltage output to the quantized
digital pixel value. Each stage involves different types of noise
sources that can be divided into two main categories: random
noise (time-variant noise) and spatial noise (time-invariant
noise, but also time-variant noise) [12].
A. Random noise
The first acquisition stage is determined by the property
of the photosensor, known as the quantum efficiency, to
produce the charge in the form of electrons from the incoming
photons [13]. The random noise sources in the first acquisition
stage are the photon shot noise and the dark current shot
noise. The discrete nature of the light causes the photon shot
noise. Namely, the photon detection on the sensor surface
during the exposure period is a random process that follows
the Poisson distribution [13]. The next step is the electron
generation from the detected photons. The electrons can be
generated even in the absence of light, thereby producing the
dark current. Dark current shot noise is the consequence of the
sensor structural imperfections that cause the random electron
generation, which can be also modeled with the Poisson
distribution. It increases with the temperature and exposure
time, but it is signal-independent. The second acquisition stage
is the readout stage where the generated electrons are read
for each pixel as the difference of potentials (initial and final
after the exposure). This stage involves reset noise and readout
noise. The reset noise is caused by the uncertainty of the
reference voltage for each pixel. The reference voltage is the
voltage in the absence of light. It is set to some positive
offset value to ensure that the readout pixel values are always
positive. Both reset noise and readout noise are thermally
generated and modeled by the Gaussian distribution [14].
B. Spatial noise
The spatially-variant noise involves fixed pattern noise
sources, and different CCD and CMOS specific noise sources
such as row or column fixed pattern noise, bad pixels, etc [12].
In the CCD sensors, the accumulated charge is transferred
across the sensor to the output amplifier where it is converted
to the output voltage. On the other hand, in the CMOS
sensors, each pixel column has its amplifier for the charge
to voltage conversion, thus increasing the spatial fixed pattern
noise (FPN). FPN sources include the photo-response nonuniformity (PRNU), which appears in the first acquisition
stage, causing the different number of generated electrons
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between pixels under the uniform illumination. There is also
dark current non-uniformity (DCNU), which causes the variant
dark current generation in different sensor pixels [11]. The
DCNU can be modeled by the heavy-tailed distribution to
account for the outliers or hot pixels [13].
The third phase of A/D conversion involves the simple
quantization noise of uniform distribution and due to high
resolution, it is typically negligible to other noise sources.
IV. IRWLS METHOD FOR 2D G AUSSIAN PROFILE
ESTIMATION

IRWLS method iteratively minimizes the weighted sum of
residual errors. The objective function of the IRWLS method
is written as
X
D(β) =
wi e2i ,
(1)
i∈ROI

The weights can be calculated in different ways. They can be
calculated as a function of residual errors using the so-called
M -estimators such as Huber or bi-square estimators [15]. This
class of estimators showed good performance if the errors
follow the heavy-tailed distribution. They successfully detect
the outliers and deweight them. The outliers are detected using
the robust statistics provided that at least half of input samples
are regular since the 50% of valid samples is the breakdown
point of any robust estimator. The robust measures of error
dispersion SD can be estimated from the histogram of errors
using the median of absolute deviations from the median of
ˆ ≈ M AD ·1.4826 or based on the inter-quartile
the data as SD
ˆ
range SD ≈ IQR · 1.349. The estimated error dispersion is
used to determine the threshold δ, which separates the outliers
from regular samples. The outliers are the samples with the
absolute residual error larger than the determined threshold
δ, while other samples are considered valid. Such estimators
are especially interesting since they do not require any prior
knowledge about the noise distribution or variances of each
sample. They use only the robust statistic of errors for the
calculation of estimation weights.
A. Huber weights
The first weights considered in this paper are Huber weights.
The valid samples have unit weights, while the weights of
outliers decrease with increasing absolute residual error. Huber
weights are calculated as
(
1,
if |ei | ≤ δ
wi (ei ) = wH (ei ) =
(2)
δ/|ei |, if |ei | > δ,
where ei denotes the residual error of the ith input sample. The
threshold δ is calculated as the product of the robust measure
ˆ and the coefficient k as
of residual errors dispersion SD
ˆ ·k
δ = SD

(3)

A smaller value of coefficient k yields the solution closer to the
L1 norm and makes the estimator more resilient to outliers.
However, such a small value of coefficient k decreases the
asymptotical efficiency of the estimator, thus meaning that a
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larger number of input samples is required to achieve the same
modeling gain for the case without outliers. A larger value of
coefficient k yields a solution closer to the L2 norm, of higher
asymptotic efficiency but lower resilience to outliers. In [15],
ˆ is suggested to achieve
the threshold value δ of δ = 1.345SD
the desired robustness with sufficiently high asymptotic efficiency (95%) in the case of normally distributed errors. In
addition to efficiency, the value of the coefficient k in the
threshold δ also determines the convergence rate of the IRWLS
method, as we analyzed in [16].
B. Inverse variance weighting

2

where

ρ
2

0

2

λ2

= θ is the rotation angle.

D. Objective function
The vector of parameters for the estimation process is

The second weights considered in this paper are the inverse
variance weights, which can be calculated as
wi (σi2 ) = wI (σi2 ) =

elliptical input region of width kλ1 in the direction of the
major and kλ2 in the direction of the minor semiaxis.
The covariance matrix is obtained from an orthonormal
rotation matrix R and a diagonal matrix of eigenvalues S as
follows:


 2

cos( ρ2 ) −sin( ρ2 )
λ1 0
0
R = sin( ρ ) cos( ρ ) , S =
2 , C = RSR ,

σi2

1
PN

1
i=1 ( σi2 )

(4)

where the σi2 is the variance of the ith pixel value, and N is
the total number of samples within the estimation region of
interest (ROI). For the case of Poisson distributed noise, the
variance of each sample is equal to the noiseless sample value
or sample value approximated by the model as

β = [Al λ1 λ2 µx µy ρ].

(7)

If zi is the value of the ith pixel and its position is vi = [xi yi ],
the error of the model f (vi , β) for the ith pixel is
ei = zi − f (vi , β̂).

(8)

In the case of pure Poisson distributed noise, estimation using
the inverse variance weighting with weights obtained by the
model values will converge to the optimal solution provided
that a model obtained in the particular iteration is close
enough to the actual solution. Therefore, sufficiently close
initialization of the iterative procedure is required to achieve
convergence. If somehow the variances of each sample are
known in advance, the iterative method becomes a simple
weighted least squares method (WLS) with the one-step solution.

If the weights for all samples involved in the optimization
process are equal, the IRWLS method becomes the least
squares (LS) method. If the weights are calculated as Huber
weights, the IRWLS method becomes robust and resilient to
outliers as it was shown in [6]. The application of the IRWLS
method with Huber weights [17] represents the soft thresholding since the irregular samples are not discarded but are nevertheless taken into account with reduced weights. The Huber
weights are calculated from the residual errors without any
knowledge about the noise distribution or samples’ variances.
Contrary, the LS method is highly affected by outliers since it
treats each sample with the same significance. However, the
LS solution represents the Cramer-Rao bound in the case of
additive Gaussian noise since the mean squared error (MSE)
solution is the maximum-likelihood (MLE) solution for this
type of contamination [17].

C. 2D Gaussian profile

E. IRWLS algorithm

The normalized 2D Gaussian profile with linear scale Al
can be expressed as

The IRWLS method iteratively minimizes the objective
function in (1) to find the optimal vector of estimated parameters β̂ as
β̂ = arg min D(β).
(9)

σi2 = f (vi , β̂)

f (vi ) =

(5)

i
h 1
Al
p
exp −
(vi − µ)T C−1 (vi − µ) ,
2
2π det(C)
(6)
T

where Al denotes the amplitude of the profile, vi = [xi yi ]
denotes the position of the ith pixel within the ROI, µ =
[µx µy ]T denotes the peak position of the profile and C
denotes the covariance matrix. The readout value of the ith
pixel is denoted with zi . The estimation ROI involves the
input samples’ positions and their corresponding values that
are passed to the optimization process. In our experiments,
the ROI was chosen as a convex input region of the samples
within the Mahalanobis distance of radius k. The Mahalanobis
distance is defined as a square root of the quadratic form in the
argument of the Gaussian function. If the widths of major and
minor semiaxes are the same λ1 = λ2 = λ, the input region of
the samples within the Mahalanobis distance of kλ is a convex
circular region. If the major and minor semiaxes have different
lengths, the radius of Mahalanobis distance k determines the
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β

The pseudocode of the IRWLS method with Huber weights
and a detailed algorithm description are given in [6]. The
IRWLS algorithm consists of two loops. The outer loop
iteratively modifies weights according to the residual errors
from the previous iteration, while the inner loop performs the
nonlinear optimization with the fixed weights calculated in
the outer loop. The algorithm terminates when the absolute
threshold change in two consecutive iterations is less than the
specified optimization termination tolerance or if the number
of outer loop iterations achieved the given bound. Initial
weights are set to unit values and the solution obtained in
the first iteration is the simple LS solution. The certainty of
finding a global optimum of (9) depends on the closeness of
the initial model to the optimal solution. The gradients of the
objective function in (1) can be calculated numerically during
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the optimization or can be evaluated from analytical expressions and passed to the optimization process. The analytical
derivatives accelerate the optimization process and they can
be also found in [6].
V. E XPERIMENTS AND RESULTS
A. Estimation of the 2D Gaussian profile
The first experiment involves the estimation of one synthesized 2D Gaussian profile from the noisy data. Two different
simulations were made. The heavy-tailed noise was added to
the noiseless model in the first simulation, while the Poisson
distributed noise was applied to the noiseless model in the
second simulation. For both simulations, the chosen signal-tonoise ratio (SNR) was set to 30 dB. The ROI was chosen as
an elliptical region within the radius of Mahalanobis distance
k = 3. The specified model parameters were passed to the
optimization process as the initial model, to circumvent the
problem of appropriate initialization that will not be considered here. The synthesized profile was positioned at the center
of the synthetic image, but with the random fractional shift
within the half-pixel region to mimic the discrete sampling on
the uniform grid. The major semiaxis was two times larger
than the minor semiaxis (λ1 = 2, λ2 = 1), the rotation angle
was θ = ρ/2 = π/8, while the linear amplitude was set to
Al = 105 . The maximum number of outer loop iterations tmax
was 50, and the optimization termination tolerance was set to
tol = 10−10 . The appropriately scaled noise was added to the
samples within the ROI such that the total energy of the signal
in the ratio with the total energy of scaled noise within the
ROI satisfies the required signal-to-noise ratio in decibels. If
z i denotes the noiseless signal value of the ith pixel within
the ROI, ni denotes the noise sample added to the ith pixel
value and α denotes the noise scale factor, the total signal can
be written as:
zi = z i + αni
(10)
with the SNR given by the following expression:
P
2
i∈ROI z i
P
SN R = 10 log10
2 [dB]
2
i∈ROI α · ni

(11)

To compare the accuracy of the methods for the 2D Gaussian
profile estimation, the total modeling error was used, which,
as a simple joint scalar measure, shows the accuracy of all
model parameters. Total modeling error can be calculated over
the evaluation region as
P
2
j∈eval (f (vj , β̂) − f (vj , β))
P
[dB] (12)
r = 10 log10
2
j∈eval f (vj , β)
where f (vj , β̂) represents the estimated model calculated at
pixel position vj , while f (vj , β) is the specified model, and
eval is the arbitrary evaluation grid. In our experiments, the
evaluation region was the same as the estimation region but
of higher spatial density to better approximate the integral of
the continuous error function over the evaluation region. The
2D Gaussian profile parameters were estimated using the LS
method, IRWLS method with Huber weights according to (2),
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and IRWLS method with normalized inverse variance weights
according to (4). The efficiency of these three methods in the
profile estimation from noisy data was compared.
1) Heavy-tailed noise contamination: The vector
of actual profile parameters for the first experiment
was chosen as β
=
[Al , λ1 , λ2 , µx , µy , ρ]
=
[105 , 2, 1, −0.3082, −0.2817, 0.7854, ]. The process of
heavy-tailed noise generation and parameters estimation
using the IRWLS method with Huber weights and the WLS
method with inverse variance weights are shown in Fig. 1.
To generate the noise from heavy-tailed distribution, the
MATLAB function random was used. The random numbers
were generated from the generalized Pareto distribution
with the following parameters: the shape parameter k = 3,
the scale parameter σ = 1, and the threshold parameter
θ = 0. The generated numbers were used to represent the
long-term distribution statistics, i.e., the expected variances
of noise samples for individual pixels. To generate a random
sample that satisfies such spatial distribution of variances,
the random samples were drawn from the normal distribution
for each pixel within the ROI and their absolute values were
multiplied with the square root of the spatially variant longterm expectations of noise samples’ variances. The obtained
noise samples were finally scaled with an appropriate factor
α to achieve the required SNR in dB.
Huber weights are smaller for outliers and obtain unit values
for regular samples. The inverse variance weights calculated
from the specified spatially-dependent variances shall yield
the more optimal solution, but the long-term noise statistics
must be known in advance. However, we showed that the
Huber weights are successful in solving the problem of heavytailed noise, but without any prior knowledge with fairly high
estimation accuracy. For comparison, the IRWLS method with
Huber weights achieved the total modeling error of -64.2273
dB with the estimated vector of parameters βˆH = [1.0008 ·
105 , 2.0005, 1.0006, 0.7855, −0.3083, −0.2816, 0.7855],
the WLS method with the specified inverse variance
weights achieved the total modeling error of -82.8051
dB with the estimated vector of parameters βˆI =
[1.0001 · 105 , 2.0001, 1.0000, −0.3082, −0.2817, 0.7854],
while the LS method achieved the error of -36.4718
ˆ
dB with the estimated vector of parameters βLS
=
5
[1.0136 · 10 , 1.9950, 1.0175, −0.3199, −0.2864, 0.7823]. The
example of the final absolute residual errors of the estimated
models for the IRWLS, WLS, and LS methods are given in
Fig. 1.
2) Poisson noise contamination: In the second
experiment, the Poisson noise was applied to the
2D Gaussian profile instead of heavy-tailed noise.
The new vector of specified parameters in this
simulation was chosen as β = [Al , λ1 , λ2 , µx , µy , ρ] =
[105 , 2, 1, −0.3639, −0.3530, 0.7854], where only the centar
position was changed. The variance of the applied Poisson
noise for each sample is equal to the noiseless signal
sample value (σi2 = z i ). The bipolar symmetric noise was
generated as normally distributed noise of zero mean and
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Fig. 1: The IRWLS method with Huber weights and the WLS method with inverse variance weights in the case of heavy-tailed
noise contamination

unit variance but multiplied with the square root of the ideal
samples’ intensities. The noise was also scaled with the
factor α to obtain the required SNR. The IRWLS method

(a) Huber weights within the ROI (b) Normalized inverse variance
weights within the ROI

Fig. 2: Estimation weights in the last iteration of the IRWLS
method when the profile was contaminated with Poisson noise.
The pixel size was 1 and the sampling grid was uniform. The
maximum number of outer loop iterations was 50.
with Huber weights achieved the total modeling error of
-36.9081 dB with the estimated vector of parameters βˆH =
[9.9343 · 104 , 1.9929, 0.9889, −0.3695, −0.3721, 0.7759].
Unlike the heavy-tailed noise, which is pixel-dependent,
Poisson noise is profile-dependent so the IRWLS method
had to be applied in which the inverse variance weights
were calculated from the current estimate of the model. For
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such estimation, the total modeling error of -42.7928 dB
was obtained with the estimated vector of parameters βˆI =
[9.9719 · 104 , 2.0083, 0.9985, −0.3583, −0.3573, 0.7837].
Finally, the LS method achieved the error of -36.8037
ˆ
dB with the estimated vector of parameters βLS
=
4
[9.9374 · 10 , 1.9961, 0.9931, −0.3678, −0.3734, 0.7739]. The
Huber and inverse variance estimation weights in the last
iteration of the IRWLS method are shown in Fig. 2. The
inverse variance weights, calculated from the model in each
outer loop iteration, reduce the influence of larger samples
with larger variances and emphasize the influence of samples
at the ROI edge where the variances are much smaller. The
variations of weights at the ROI edge are the consequences of
coarse discrete sampling and fractional shift of the profile’s
peak position. The Huber weights are mostly equal to one
(regular samples), and only the smaller percentage of pixels
around the center of the profile with large estimation error has
reduced weights. That is consistent with the characteristics
of Poisson contamination but less efficient than the inverse
variance weighting. However, the total modeling errors of all
three methods differ in only a few decibels, while the inverse
variance weights yielding the best result.
B. Experiment 2 - Monte Carlo simulation
By extending the described simple examples and to better
analyze the efficiency of the estimation methods, the Monte
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(a) Total modeling error for heavy-tailed noise (b) Total modeling error for Poisson noise (c) Total modeling error for Gaussian noise
contamination
contamination
contamination

Fig. 3: Comparison of IRWLS method with Huber weights, IRWLS method with inverse variance weights, and LS method for
different signal-to-noise ratios (SNR) in dB and different noise distributions.

Carlo simulation was performed. The profile was fixed, but 100
trials were performed with randomized fractional profile shift
for all three noise and estimator types and different signal-tonoise ratios in the range from 20 to 50 dB with the step size
of 5 dB. The profiles were fractionally shifted to mimic the
random discrete sampling on the uniform grid. The results are
shown in Fig 3, showing the median of modeling error for 100
trials. In the case of heavy-tailed noise, the IRWLS method
with Huber weights yields up to 25 dB smaller total modeling
error than the LS method, while the WLS method with inverse
weights yields even better, close to the optimal solution. In
the case of Poisson noise, the weights were model-derived
and iteratively adjusted to the input samples in the IRWLS
method. The IRWLS method with inverse variance weights
derived from the model yields the smallest modeling error (up
to 3 dB better than the LS solution) since such weighting is
an MLE solution for the Poisson distributed contamination.
For the case of pure Gaussian estimation, the LS method is
an optimal solution in MSE and MLE sense, and the inverse
variance weighting solution is the same as the LS solution
since all pixels variances are chosen to be equal.

VI. C ONCLUSION
The main benefit of the IRWLS method with Huber weights
in the estimation from the noisy data is that a priori knowledge
about the noise distribution is not required. The method can
achieve a large modeling gain of up to 25 dB in the case of
heavy-tailed noise contamination. Furthermore, the appropriate
choice of the threshold δ yields the high asymptotic efficiency
of the IRWLS method in the case of additive Gaussian noise
contamination. For the case of Poisson distributed noise, the
IRWLS method with inverse variance weights has the largest
modeling gain of up to 3 dB compared to the IRWLS method
with Huber weights and the LS method since the inverse
variance weighting is optimal in the MLE sense for this type
of contamination. For the case of additive Gaussian noise, the
LS solution is optimal as expected.
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Abstract—Defensive Pass Interference (DPI) is one of the
most impactful penalties in the NFL. DPI is a spot foul,
yielding an automatic first down to the team in possession.
With such an influence on the game, referees have no room
for a mistake. It is also a very rare event, which happens 1-2
times per 100 pass attempts. With technology improving and
many IoT wearables being put on the athletes to collect
valuable data, there is a solid ground for applying machine
learning (ML) techniques to improve every aspect of the
game. The work presented here is the first attempt in
predicting DPI using player tracking GPS data. The data we
used was collected by NFL’s Next Gen Stats throughout the
2018 regular season. We present ML models for highly
imbalanced time-series binary classification: LSTM, GRU,
ANN, and Multivariate LSTM-FCN. Results showed that
using GPS tracking data to predict DPI has limited success.
The best performing models had high recall with low
precision which resulted in the classification of many false
positive examples. Looking closely at the data confirmed that
there is just not enough information to determine whether a
foul was committed. This study might serve as a filter for
multi-step pipeline for video sequence classification which
could be able to solve this problem.
Keywords—Defensive Pass Interference; GPS; prediction;
timeseries; NFL

I. INTRODUCTION
American Football is the most popular sport in the United
States. National Football League (NFL) is a professional
American football league that consists of 32 teams, divided
in two conferences and many divisions. Each team plays a
regular part of the season and then, if successful, proceeds
to the playoffs. On the field, there are 11 players in every
team and the goal of the game is to win as many yards as
possible and ultimately score more points than the other
team. An American football field is 100 yards (91.44 m)
long and 160 feet (48.8 m) wide. Points are awarded on
touchdown (6 points), field goal (3 points), safety (2
points) and try after touchdown (1-2 points) 1.
One of the biggest game-changers in NFL is the
defensive pass interference (DPI) penalty which applies
from the time the ball is thrown until the ball is touched.
The penalty for DPI is an automatic first down at the spot
of the foul. The official rule for pass interference is any act
performed by a player more than one yard beyond the line
of scrimmage which significantly hinders an eligible

player’s opportunity to catch the ball. Pass interference can
only occur when a forward pass is thrown from behind the
line of scrimmage, regardless of whether the pass is legal
or illegal, or whether it crosses the line 2.
NFL Data Bowl 2019 provided data of predicted catch
probabilities. This also opened up an opportunity to
analyse ≈6,000 catch plays from a sample of 91 games.
Peter Wu and Brendon Gu found the bimodal shape of the
defensive pass interference (DPI) distributions, which
could be a result of differing standards for what a DPI
entails [1]. In their paper ”DIRECT: A Two-Level System
for Defensive Pass Interference Rooted in Repeatability,
Enforceability, Clarity, and Transparency”, they have
presented a new approach for lowering the influence of
DPI on the game [1]. In the proposed paper, only the
obvious fouls, where the defender had no intention to play
the ball, could be penalised in a spot foul.
In recent years, data analytics in NFL has become quite
important, and more and more data is made publicly
available for enthusiasts and scientists to explore. This
year’s Data Bowl (2021), among other questions, asked if
there is any way player tracking data can be used to predict
whether or not specific penalties - for example, defensive
pass interference - will be called? This paper is, to the best
of our knowledge, the first attempt in predicting DPI using
tracking (GPS) data.
II. MATERIALS AND METHODS
A. Data Acquisition
Data was acquired from “NFL Big Data Bowl 2021”
which was hosted on Kaggle3. The data was provided for
competition, non-commercial and academic usage. The
2021 Big Data Bowl data contains player tracking, play,
game, and player level information for all played passing
plays during the 2018 regular season. By analysing the
data, we found that 17 weeks of a typical NFL season
contain only 259 actions that resulted in a DPI, which is
1.46% of all actions (17,703). Such a data set is highly
imbalanced, which can be compared with the problem of
card fraud detection classification [2].

https://operations.nfl.com/the-rules/2020-nfl-rulebook/ (last accessed on 26. May 2021)
https://operations.nfl.com/the-rules/nfl-video-rulebook/ defensive-pass-interference/ (last accessed on 26. May 2021)
3
https://www.kaggle.com/c/nfl-big-data-bowl-2021/
1
2
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TABLE I: A subset of tracking data covering 4 players in 2 time
segments.
Time
07/09/18
01:07:18.099Z
07/09/18
01:07:18.099Z
07/09/18
01:07:18.099Z
07/09/18
01:07:18.099Z
07/09/18
01:07:18.200Z
07/09/18
01:07:18.200Z
07/09/18
01:07:18.200Z
07/09/18
01:07:18.200Z

x

y

s

nflId

event

96.43

26.78

0.84

310

pass_forward

84.82

38.33

5.53

7984

pass_forward

80.69

44.91

3.11

2495

pass_forward

86.02

18.64

3.52

2296

pass_forward

96.39

26.85

0.91

310

None

84.46

38.77

5.87

7984

None

80.46

45.07

2.59

2495

None

85.81

18.37

3.53

2296

None

B. Data Processing
The raw data set contains the information concerning the
majority of players involved in that particular action play.
Every play is divided into timestamp segments. Every
timestamp contains tracking data of all defenders,
attackers, and the ball. This can give a maximum of 23
records for a single timestamp. The sampling frequency is
10 Hz, but there are some outliers in the whole dataset that
need to be taken into account when processing the data.
The cleaning process is described in the next paragraph. A
minimized version of the data (time, x and y position,
velocity, player ID, and event) that contains information
about 4 different players at 2 time points is shown in Table
I. Keeping in mind the amount of data, that is simply too
much information for a model to generalise on. A model
would have to learn the change of patterns for each variable
(distance, speed, acceleration, etc.) for every player and
additionally, a relationship of these variables between the
players. DPI occurs between players competing for the
ball. Therefore, the focus in processing should be on
extracting the most relevant players and ball information
from every given play.
An example of DPI play is shown on Fig. 1. Blue and
red circles represent the home and the away team
respectively. The ball is depicted with a green circle, and
the blue team has possession. The width of the pitch is
represented on the yaxis. Height is subtracted from the
original 120 yards to 50 yards, to provide better
visualisation of this particular play. DPI can occur from the
moment the ball is thrown forward by a quarterback (QB)
and that moment is represented in Fig. 1a. In the Fig. 1b,
the ball is in the air and on its way to the target wide
receiver (WR). Fig. 1c shows the last moments of the play,
where cornerback (CB) and WR are fighting for the ball
and CB is committing a DPI.
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(a) QB throws the ball to the WR.

(b) WR and CB fighting for the ball which is in the air.

(c) Ball arrives and DPI is committed.
Fig. 1: Example of play which resulted in DPI

Processing starts with merging plays, games and 17 weeks
of tracking data. As DPI can only occur when a pass is
played forward, every play that does not contain the
“pass_forward” event is discarded. Tracking data contains
some duplicate timestamp values, therefore these had to be
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cleaned. All records were grouped according to game id,
timestamp and frame id. Iterating through grouped data,
records that had the same timestamp but different frame id
were split by adding 10 ms on the previous timestamp. The
minimal difference between timestamps is 100 ms, so this
way, we have ensured that every timestamp within the play
corresponds to the unique moment in the game. Next, all
data which occurred before the “pass_forward” event is
discarded. Every play starts with the “pass_forward” (Fig.
1a) event and afterwards is a “None” event (Fig. 1b) which
indicates that nothing important has happened.

attacker in a particular play. This threshold was then used
on the whole dataset which resulted in the final distribution
where the number of non-DPI plays was 9,529 (97.68%)
and the number of DPI plays was 231 (2.32%). This filter
eliminated possible outliers and enabled the focus to be
shifted on the relevant samples. Each play has a different
length, so all sequences of plays had to be prepadded with
zeros according to the longest play. Finally, everything was
divided into a training (56%), a validation (14%) and a test
(30%) set, whose distributions are shown in Table II.

TABLE II: Data set class distribution.
Training

Validation

Test

%

non-DPI

5336

1334

2859

97.6

DPI

130

32

69

2.4

Next event, following these two, can be any: “tackle”,
“pass_outcome_caught”, “pass_unsuccessful”, etc. That
event, which follows, is interpreted as end-of-play, and that
is the moment in which we choose the most important
players responsible for the DPI. This situation is shown on
Fig. 1c. The assumption is that, in a majority of cases,
opposing players which are closest to the ball are the ones
to watch for a DPI event. That is why Euclidean distance is
calculated between the position of the ball and all the
players. From each team, players having the smallest
distance to the ball, in that particular moment, are picked
(along with the ball), and a new data set is created.
Additionally, data were normalised according to the play
direction. That way, all the attacks lead in the same
direction – right. Also, it was important to distinguish the
attacker from the defender, so that information was created
from the available information concerning the team in
possession. Attacker, defender and ball information were
all merged in a single row, and that included acceleration,
speed, orientation and direction information. Data that
could not be merged easily was a current x and y position
on the field. This was solved by calculating the Euclidean
distance between all three parties: defender and attacker,
attacker and the ball, defender and the ball. In addition to
these data, most meaningful events were added as boolean
binary static variables. These events included:
“pass_arrived”,
“pass_outcome_caught”,
“tackle”,
“first_contact”,
“pass_outcome_incomplete”,
and
“out_of_bounds”. If an event occurred on a play, the value
“true” would be written to the column for that event and
used for all timestamp segments on that play. An overview
of the processing steps is shown in Fig. 2.
Players whose distance from each other (attacker and
defender) is high, are unlikely to commit a foul as they are
not close enough. In order to determine the threshold value
for acceptance of a given play, DPI records were further
examined. By examining the whole dataset, it proved that
90% of DPI classified plays were below the value of 5.56
for the maximal distance between the defender and the
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Fig. 2: Preprocessing steps

C. Prediction Models
A sequence of events is important when considering
DPI. That is why we opted for using time-series models for
binary classification. The following include: Long-Short
Term Memory (LSTM), Gated Recurrent Unit (GRU),
Attention Neural Network (ANN) and, finally, multivariate
LSTM Fully Convolutional Network (MLSTM-FCN) [3].
LSTM is a recurrent neural network (RNN), commonly
used for tasks such as handwriting recognition, speech
recognition and anomaly detection. An LSTM unit is
composed of a cell, an input gate, an output gate and a
forget gate. They are well suited for making predictions
based on time series data and are able to cope with the
vanishing gradient problem which can occur when using
regular RNNs [4].
The GRU is somewhat similar to an LSTM unit – it has
a forget gate, however, it contains fewer parameters, and
has no output gate. It is used in polyphonic music
modelling, speech signal modelling and natural language
processing (NLP). The GRU was picked because it has
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been shown to exhibit better performance on smaller
datasets [5].
The attention mechanism in an ANN model focuses on
the important parts of the data and fades out the rest. ANNs
are mainly used in NLP and computer vision. It is an
upgrade on the LSTM approach and it was extensively
used in transformer networks [6].
MLSTM-FCN is an approach using a combination of
convolutional layers and LSTM units [3]. It showed very
good results on various, even unbalanced datasets. The
authors have also provided their code implementation of
MLSTM-FCN 4.
LSTM and GRU models were implemented using Keras
deep learning API and Tensorflow 2.0 library. ANN model
was constructed using Keras Attention Mechanism library
5
built on top of an LSTM model. All models consisted of
only one hidden layer, having either 8, 64 or 128 neurons.
Experimental testing proved that increasing the number of
layers did not improve model performance. Furthermore, it
significantly increased model training time, thus in this
paper we focus only on models having only one layer and
a variable number of hidden cells.
D. Handling imbalanced data
Dataset for predicting DPI is highly imbalanced which
needs to be taken into consideration when training a model
and interpreting the results. This issue is usually solved by
using techniques such as oversampling the minority class,
undersampling the majority class, creating new artificial
data using algorithms such as SMOTE and by manipulating
class weights [7]. The process of undersampling was tested
but it did not result in a satisfying performance outside the
training set. Generating new artificial data is difficult,
considering multiple variables changing over time, so this
approach was not considered. Oversampling is very similar
to changing class weights so we have focused on the latter.
Several weight factors were tested and, in the end, class
weight formula 1 proved to work the best with class 0 (nonDPI) weights being 0.51 and class 1 (DPI) being 20.52. It
is calculated using the following expression:
,

(1)

where wclass represents the calculated weight for a given
class, n_inst denotes the number of all instances in a
dataset, n _classes denotes the number of distinct classes,
and n_instclass denotes the number of instances of a given
class.
III. RESULTS
Having in mind the imbalanced nature of the problem,
classification accuracy was not considered as an
appropriate model evaluation metric. Instead, we used
precision, recall, area under the curve (AUC) and F1 score.
https://github.com/titu1994/LSTM-FCN (last accessed on 26. May
2021)
5
https://github.com/philipperemy/keras-attention-mechanism (last
accessed on 26. May 2021)
4
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From the mentioned metrics, we marked recall to be the
most important one because we want as few missed DPI
classifications as possible.
All 12 model combinations have been trained 5 times
each, and from these, only those exhibiting the best
performance on the validation set were picked. Models
tried to reproduce the best precision at recall threshold
being 0.8. A recall is the most important metric as it would
be better to predict a false DPI and then check it manually
(using video replay of the action) than to miss it. Model
performance on the test set can be seen in Table III.
TABLE III: Model performance on the test set.
Model
LSTM
LSTM
LSTM
ANN
ANN
ANN
GRU
GRU
GRU
LSTM-FCN
LSTM-FCN
LSTM-FCN

Cells
8
64
128
8
64
128
8
64
128
8
64
128

Recall
0.826
0.855
0.884
0.841
0.884
0.855
0.855
0.87
0.884
0.551
0.609
0.855

Precision
0.08
0.091
0.0748
0.072
0.073
0.076
0.023
0.074
0.072
0.079
0.068
0.05

F1
0.147
0.164
0.138
0.133
0.135
0.139
0.046
0.137
0.133
0.137
0.122
0.095

AUC
0.796
0.821
0.807
0.787
0.803
0.798
0.487
0.801
0.801
0.695
0.701
0.727

TABLE IV: Model performance on test (T) versus validation (V) set
Model
LSTM (64)
LSTM (128)
ANN (64)
GRU (128)

Recall(T)
0.855
0.884
0.884
0.884

Recall(V)
0.844
0.938
0.969
0.938

Precision(T)
0.091
0.075
0.073
0.072

Precision(V)
0.085
0.078
0.079
0.077

Best performing scores are emphasised. Three models
achieved the best recall of 0.884 on the test set. In order to
provide additional information about generalisation quality
of models, both validation (V) and test (T) set performance
is presented in Table IV. The best model according to all
other metrics (precision, F1 and AUC) was the LSTM
model having 64 hidden-layer neurons. Out of the models
exhibiting the highest recall, the best performing model
considering precision is the LSTM model having 128
hidden-layer neurons. Classification confusion matrix for
this model is shown in Fig. 3. Model performance is
discussed in more detail in section IV. In addition to the
presented results, we provide full code for preprocessing,
training and evaluating models that will simplify future
research in this area and enable easier replication of results
6
.

6
The code is available at
https://github.com/askoki/nfl_dpi_prediction
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IV. DISCUSSION
The models presented in this work fail to solve the
problem of detecting seldom occurring events such as DPI.
Changing weight factors, increasing model complexity or
changing the sequence model algorithm all fail to deliver
better results, and an F1 score significantly above 0.15. By
looking at the source of the data – GPS sensors – this comes
as no surprise. When players are close to each other, there
is no information from which one can determine if a DPI
was made. Our initial thought was that players’ trajectories
might obfuscate the information concerning a possible
DPI, but this was just not enough to detect this event with
high prediction confidence. Initially, all players (on the
pitch) were involved as part of the information from which
the models were trained. This, however, did not give any
meaningful results – everything was classified as non-DPI
(the dominant class).

would have to be greater, but this approach does not suffer
from a lack of information. European football (soccer) is
using video recordings for a better understanding of the
game [10]. In future work, combining model results from
GPS and video systems might lead to a solution to this
highly-complex problem [11].
V. CONCLUSION
The work presented in this paper is the first approach to
predict DPI events in American football using GPS
tracking data. DPI is a very rare event occurring in only
1.46% of all action plays. However, the impact of this
penalty call can be game-changing. By automating this
penalty call, the possibility of one referee call being a game
changer would be drastically decreased. The results show
that the prediction of this event, using ML sequence
models, has limited applicability. The models failed to
achieve a recall greater than 0.884 with precision being
very low, usually around 0.08.
The data set used for training contained only 259 DPI
events. By increasing the sample size, the recall score could
be potentially improved and this approach could be used as
a first step filter for later video sequence analysis of
remaining DPI candidates. On the given dataset, GPS
tracking data alone does not contain enough information in
order to classify this complex event correctly. Future work
should take into consideration the amount of DPI plays
which is available and try different approaches, such as
video analysis, in order to try to improve model
performance.
ACKNOWLEDGMENT

Fig. 3: Classification confusion matrix for the LSTM (128) model on the
test set.

We then switched our focus to include only those players
having the highest probability to commit a DPI, which was
described in section II-B. Changes in data processing
resulted in the improvement of model performance but all
of them failed to deliver a recall greater than 0.88 as
presented in section III.
An additional challenge when dealing with this problem
was the high data imbalance. Furthermore, there were only
259 possible plays that resulted in a DPI. This amount of
data might not be enough for the ML models to build on
[8]. Gathering DPI plays from more seasons could be
beneficial in improving model efficiency, at least in recall
metrics. Improving recall, while keeping a satisfying
precision score, would be a useful automatic preprocessing
step for a follow-up video analysis filter.
Images capture exact events on the pitch, therefore
models could learn if a player made an illegal act or not [9].
On the other hand, tracking data does not provide any
additional information when players are close to each other
and competing for the ball. Analysing sequences of images
would provide more features for a model to work with,
which could consequently lead to better classification
performance. Again, the number of DPI data instances
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Abstract—This paper addresses topic modelling in Croatian
news articles related to COVID-19 pandemics and corresponding
comments. We identify and analyze Croatian online news media’s
main topics for the first nine months of pandemics shedding
some light on the leading themes covered in news articles and
corresponding comments. Topics are derived automatically by
training the model and calculating topics’ coherence values. We
report the results by listing the top 15 detected words in top 10
detected topics from the content of articles and corresponding
comments. Our findings include the analysis of intersected topics
and discussion of dissents. Obtained results are the first step
toward better information monitoring and hopefully mitigating
the infodemics effect in Croatia.

Keywords - topic modelling; Latent Dirichelt Allocation;
coherence; Croatian news; COVID-19 infodemic
I. I NTRODUCTION
We have recently witnessed a dramatic increase in textual information, which is hard to organize into meaningful
chunks. The outbreak of COVID-19 pandemics amplified the
information tsunami into new phenomena in digital society
- infodemics [8], [12], [24], [32]. World Health Organization (WHO) defines an infodemic as an overabundance of
information, accurate or not, which impedes the finding of
trustworthy sources and reliable facts [24]. Besides pandemics
research community lead by the WHO initiative is actively
fighting the infodemic response. For example, authors in [29]
propose a framework with six criteria for policymaking to
manage infodemics during a health crisis. Similarly, the author
in [11] proposes four pillars of infodemic management: (1)
information monitoring (infoveillance); (2) building eHealth
Literacy and science literacy capacity; (3) encouraging knowledge refinement and quality improvement processes such as
fact-checking and peer-review; and (4) accurate and timely
knowledge translation, minimizing distorting factors such as
political or commercial influences. Our research is an attempt
to contribute to information monitoring (infoveillance) in
Croatian news spaces. Specifically, we propose topic modelling of central themes in online media for semantically
organizing and better monitoring of the information deluge.
Topic modelling is a natural language processing (NLP)
technique tasked with discovery of semantic structures in
documents. The goal of topic modelling is to detect the
latent semantic structure or topics from texts [4], [13], [6].
Topics can contribute to better organization of documents in
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the collection, enabling semantically driven clustering and
classification of documents [4], [20]. Extracted topics can
be considered as the condensed descriptions of the content;
hence they contribute to the informed summarization of the
documents [22]. Additionally, topics can contribute to novelty
detection, and longitudinal tracking of interest in written
material [5], as well as the basis for assessing the similarity
of documents and relevance of the context [4].
This paper addresses topic modelling in Croatian news
articles that mention coronavirus and corresponding comments
published during the first nine months of pandemics. We
identify and analyze the main topics and shedding light on the
leading themes related to COVID-19 covered in news articles
and comments.
This paper is structured as follows: Section II overviews
related work and methods; Section III presents experimental
setup and results; Section IV discusses obtained results while
concluding remarks and directions for the future research are
elaborated in Section V.
II. M ETHODS AND R ELATED WORK
Topic modelling is tasked with automatically detecting
latent semantic structure or topics from the co-occurrence
of words in texts [4], [13], [6]. The topic is a probability
distribution over words, while a document is a mixture of
topics. The topic is the collection of words that are likely
to appear in the same context, forming the coherent semantic
structure [2]. The discovered topics are usually represented
with the top N highest-ranked terms [6].
There are several branches of methods developed for topic
modelling. Latent Semantic Analysis (LSA) is the seed topic
modelling principle proposed in [9]. LSA contributes the
approach to automatic indexing and information retrieval that
maps documents and terms to a representation in the latent
semantic space. A prominent group of methods followed LSA,
Latent Semantic Indexing (LSI) and Probabilistic Latent Semantic Indexing (PLSI) [14]. PLSI is an automated document
indexing model based on a statistical latent class model for
factor analysis of count data and overcomes the initial LSI
method’s limitations by defining a proper generative model
of the textual data. Definition of a proper generative model
motivated the next generation of topic modelling methods
with Latent Dirichlet Allocation (LDA) proposed in [4], as
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a pominent topic modelling method. Our research uses the
LDA method for topic modelling of the text and comments,
so the LDA method is elaborated in the continuation.
Besides topic modelling of larger documents and document collections topic modelling of short texts like messages,
tweets, microblogs, and comments has attracted the research
community’s attention as well [15], [31], [7], [30]. Since short
texts do not carry enough information for statistical modelling,
some aggregation strategies have been shown beneficial [15].
The occurrence of terms in the short text is not discriminating
enough to derive a coherent topic of the message. For instance,
one tweet can belong to multiple topics or have no topics at
all [31]. Only topics with sufficient precision are of interest in
a single short message setup, as typical for multi-label classification tasks. However, we are often interested in the general
monitoring process, as the level of anxiety in the population
or polarity of the sentiment [16]. Then, the generalized topic
can be of interest. In the general analysis setup, strategies
for topic modelling of aggregated (compound) texts should
be considered. In this case, we opt to monitor the content of
a larger scale of comments that are not necessarily related to
corresponding news articles’ content. Monitoring a larger scale
of comments is especially important when we opt to analyze
human reactions and opinions during COVID-19 pandemics as
an essential part of infodemic monitoring, as shown in [30],
[16].
1) Latent Dirichlet Allocation: Latent Dirichlet Allocation
(LDA) is a generative probabilistic model [6]. The basic idea
behind LDA is to represent documents as random mixtures
over latent topics, where a topic is characterized by a distribution of words in a document. Latent Dirichlet allocation,
proposed by Blei, Ng, and Jordan in [4], is one of the most
prominent methods for topic modelling. Given a corpus D
consisting of M documents, and document d containing Nd
words (d ∈ 1, ..., M ).
LDA assumes that document d is generated by first sampling
a topic z from the document-topic distribution φ, and word w
is derived according to the corresponding topic-word distribution θ. Authors in [4] proposed to use the Dirichlet prior on φ
distribution with associated parameter α, and parameter β on
θ distribution. Collapsed Gibbs sampling is used to estimate φ
and θ distributions by iteratively estimating the probability of
assigning each word wi to the topic zi [13]. The probability
assignment is conditioned on the current topic assignment
of all other words in topic-word count matrices C W T and
document-topic matrix C DT :

P (zi = j|z−i , wi , di , .) ∝
WT
Cw
+β
i,j

PW

w=1

WT + Wβ
Cw,j

CdDT
+α
i ,j
PT

t=1

CdDT
+ Tα
i ,t

(1)

The distribution (θj ) for sampling a word i from topic j,
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and distribution (φd ) for sampling topic j for document d are:
θj = PW

WT
Cij
+β

w=1

φd = PT

WT + Wβ
Cwj

DT
Cdj
+α

t=1

DT + T α
Cdt

,

.

(2)

(3)

2) Topic Coherence: Topic coherence reflects the semantic
interpretability of extracted terms that describe a topic and
can serve to evaluate the topic modelling task [6]. Coherence
evaluates the quality of a given topic regarding the human
perception of semantic understandability [23]. Authors in [23]
calculated the correlation between human judgments and a
set of proposed measures, and confirmed that a Pointwise
Mutual Information (PMI) measure outperforms all other
evaluated measures (i.e. MIW-Milne Witten, RACO-related
article concept overlap and document similarity). Recently,
authors in [26] proposed a unifying framework that represented
coherence measures as a composition of parts, aiming to
achieve a higher correlation with human judgments. They
systematically search the space of all proposed coherence
measures and show that the combination of measures outperforms single solutions. Namely, the cosine measure for the
segmentation of word set into smaller units combined with
NPMI (Normalized Pointwise Mutual Information) for scoring
the agreement and Boolean sliding window over words for
calculating topic probabilities outperforms 20 other combined
measures.
Practically, coherence measures are calculated over the
different number of topics in data collection. The highest
coherence value is the indicator of the best selection of
the number of topics. Choosing the number of topics is of
high importance since LDA is an unsupervised method and
accompanied by automatic coherence evaluation contributes
to the extraction of semantically interpretable and coherent
topics from data.
Topic coherence pipeline used in the research consists of
four stages, as presented in [26]. The four-stage pipeline is
comprised of (1) segmentation of the data into word pairs, (2)
probability estimation of words or word pairs, (3) confirmation
measure calculation to see how strongly a word set supports
another word set, and (4) aggregation of all the individual
confirmation scores into an overall coherence score.
The first step is to segment the word set W into two
0
subsets W and W ∗ . Let W be the set of a topic’s top-N
most probable words W = {w1 , · · ·, wN }, then let Si be a
segmented pair of each word W 0 ∈ W paired with all other
words W ∗ ∈ W , and S the set of all pairs [10]. Approach
used for this part of the pipeline was presented in [1]. The
approach compares words to the total
0

0

S = {(W , W ∗ )|W = {wi }; wi ∈ W ; W ∗ = W }

(4)

The second step is the estimation of word probabilities
P . Boolean sliding window (Psw ) is used for probability
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estimation from data. This method determines word counts
using a sliding window which slides over the document one
word token per step. Each step defines a new virtual document
by copying the window content. After defining the virtual
documents, Boolean document (Pbd ) is used to calculate
the word probabilities. The boolean document estimates the
probability of a single word as the number of documents
in which the word occurs divided by the total number of
documents, but does not consider the frequencies and distances
of words. By including the Boolen sliding window, the method
captures the word token proximity. The final results of [26]
have shown that the sliding window of 110 gives the best
results in comparison to human-reviewed topics - Psw(110) .
In the third step, the confirmation measure takes a single
0
pair Si = (W , W ∗ ) of words with corresponding probabilities
Pi to compute how strong the conditioning word set W ∗
0
supports W . The confirmation measure is used to calculate
the agreements η of these pairs. Computation of agreement
η can be done directly or indirectly, although, the indirect
method, proposed by [1] has shown better results. Indirect
0
confirmation computes the similarity of words in W with
respect to direct confirmations of all words. This means that,
for example, words such as Ford and Ferrari that might rarely
be mentioned together in some document have low similarity
using direct confirmation, will be recognized as similar with
the indirect confirmation. Both words strongly correlate with
words like wheels and road and are mutually semantically
supported, reflected by the indirect measure.
Authors in [26] show that NPMI (Normalized Pointwise
Mutual Information) is the superior confirmation measure.
0
Hence, the formula for computing the value of vector ~v (W )
is defined as:
X
0
~v (W ) =
N P M I(wi , wj )γ
(5)
wi ∈W

Where NPMI is defined as:
γ

N P M I(wi , wj ) =

log



P (wi ,wj )+ε
P (wi )·P (wj )

− log(P (wi , wj ) + ε)

γ
(6)

Then, the confirmation measure η of a pair Si is obtained by
calculating the cosine vector similarity of all context vectors
0
ηSi (~u, w)
~ within Si , with ~v (W ) ∈ ~u and ~v (W ∗ ) ∈ w
~ and is
defined as:
P|W |
ηSi (~u, w)
~ =

ui · wi
k~uk2 · kwk
~ 2
i=1

(7)

The final coherence score is the arithmetic mean of all
confirmation measures η. Additionally, ε is used to account for
the logarithm of zero and γ to place more weight on higher
NPMI values [28].
In this paper, we use Latent Dirichlet Allocation to detect
latent topics in Croatian news texts and corresponding comments. We set the number of extracted topics according to
calculated coherence scores of extracted topics.
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III. E XPERIMENTS AND R ESULTS
A. Dataset
The dataset used for this research contains texts from two
major Croatian daily and tabloid news. Analyzed data contain
only the textual part of the articles and disregards visual
material like photos or video. Specifically, we retain only
textual parts of articles (title, body text, tags, and readers’
comments if they exist in the particular article). Comments
are written by a large number of anonymous online readers.
Therefore, it is impossible to obtain demographic or authorship
information, so we concatenate comments into one large text
for further analysis.
Texts from the daily news portal are dated between January
1st and September 22nd of 2020 and are composed of 7,016
news articles and 17,355 corresponding comments. Texts from
the tabloid news are dated between January 1st and September
29th 2020 and are composed of 6,902 news articles and
156,150 corresponding comments. The total count of news
articles and comments before data cleaning is 13,918 articles
and 173,505 corresponding comments. In the dataset, we
have included only those articles that include words’ corona’,
‘covid-19’, ‘coronavirus’ or ‘sars-cov-2’ in their title or text.
Before proceeding with topic modelling, as the standard step
in natural language processing, we performed data cleaning
including the removal of duplicates, stop words, and emojis,
which resulted in a final count of 13,744 news articles and
171,695 comments. The stop word list used in the research
contains 2,482 different Croatian stop words.
B. Experimental Setup
Here we report the implementation details and used tools.
The central tool is Gensim - a free, open-source Python library
developed to automatically extract semantic topics from a set
of documents by representing documents as semantic vectors
and processing them using unsupervised machine learning
algorithms [25]. Gensim includes multiple algorithms such
as Word2Vec, FastText, Latent Semantic Indexing (LSI, LSA,
LsiModel), Latent Dirichlet Allocation (LDA, LdaModel). We
use Gensim in multiple steps: first to automatically detect
collocations in a stream of sentences, second to create a dictionary by mapping words, third to convert the documents into
corresponding bag-of-words (BoW) representation. The BoW
is a document representation model that uses an unordered set
of word or term frequency [19].
MALLET is a Java-based natural language processing
(NLP) toolkit used for the analysis of the unlabeled text in document classification, clustering, topic modelling, information
extraction, and other text mining tasks [18]. MALLET contains
several algorithms for topic extraction: Pachinko Allocation
Model (PAM), LDA, and hierarchical LDA. MALLET incorporates the quick and scalable implementation of the Gibbs
Sampling. For this experiments, we wrapped MALLET by
Python Gensim library to train the LDA model.
For the reduction of the high number of morphological word
forms in the Croatian language, we use stemmer [27]. The
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stemmer performs a series of transformations that take care of
morphological changes and a series of rules that remove the
suffixes and on all parts of speech performs with a precision
of 0.98 and recall of 0.92 [17].

two topics of ”Economy” and ”General” (i.e. topic covering
different aspects of daily living, events and problems) derived
from the content of news articles are in Table V.
TABLE I

C. Results
Here we report results on topic modelling and coherence in
texts of news articles. First, we detect a suitable number of
topics with a high coherence score by calculating a coherence
score for each of models in the range of 6 to 14 topics as
reported in Figure 1. Specifically, we train an LDA model
for each selected number of topics and calculate a coherence
score. According to the obtained results in Figure 1 for the
news articles’ content, the number of ten topics exhibit the
highest coherence value of 0.509.
Fig. 1. Coherence scores for different number of topics obtained with LDA
models trained on content of Croatian news articles

TOP 15

KEYWORDS FOR TOPICS : E ARTHQUAKE DURING PANDEMICS ,
E LECTIONS IN C ROATIA / P OLITICS

Earthquake during pandemics

Elections in Croatia / Politics

1

Bolnica / Hospital

Hrvatski / Croatian

2

Zagreb

Reći / To say

3

Grad / City

Predsjednik / President

4

Zaštita / Protection

Vlada / Government

5

Dom / Home

Izbori / Elections

6

Rad / Work

Zakon / Legislation

7

Sustav / System

Plenković

8

Gradjani / Citizens

Stranka / Party

9

Ministarstvo / Ministry

Politički / Political

10

Zdravlje / Health

Poručiti / Say

11

Potres / Earthquake

Gradjani / Citizens

12

Hitno / Urgent

Premijer / Prime Minister

13

Dobiti / To get

Pitanje / Question

14

Dan / Day

Odluka / Decision

15

Ravnatelj / Director

HDZ / HDZ

TABLE II
TOP 15 KEYWORDS FOR TOPICS : C RIME , O NLINE EDUCATION
Crime

Next, we present the top ten topics obtained according to
elaborated methods with the top 15 words. Although the top
30 words results were coherent and easily interpretable into
the meaningful topics, we report only the top 15 keywords
per topic, due to the available space limitation. The ordering
of topics is reported as the model derives them, and we
provide the general label of the topics reach by the agreement
between authors of this research. Additionally, along with
lemmatized word forms in the Croatian language, we list
an English translation. In Table I are results for the first
two detected topics, which we named ”Earthquake during
pandemics” (i.e. the earthquake in Zagreb in March 2020)
and ”Elections in Croatia” (i.e. parliamentary elections in July
2020, or domestic politics). Table II lists the top words in
topics of ”Crime” and ”Online education”. Table III shows
the top words in ”Anti-pandemics measures protests” (i.e.
protests against governmental measures for the prevention of
pandemics spreading in Croatia) and ”Pandemics worldwide”
(i.e. the pandemics related cases, events and deaths worldwide). Table IV contains words for the topic of ”Travel and
EU borders crossing” and the topic of ”Pandemics in Croatia”
covering the local development of the pandemics. The last
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Online education

1

Godina / Year

škola / School

2

Policija / Police

Djeca / Children

3

Imati / To have

Rad / Work

4

Kuća / House

Godina / Year

5

Dan / Day

Hrvatski / Croatian

6

Žena / Wife

Nastava / Teaching

7

Obitelj / Family

Roditelj / Parent

8

Znati / To know

Novi / New

9

Suprug / Husband

Proizvod / Product

10

Sat / Hour

Učenik / Pupil

11

Zatvor / Jail

Poseban / Special

12

Automobil / Car

Prostor / Space

13

Reći / To say

Obrazovanje / Education

14

Majka / Mother

Način / Method

15

Kasno / Late

Potreban / Necessary

D. Topics Derived from Comments
In this section, we report results derived from comments of
the news articles. Comments are short texts usually without
semantic context or with a limited one; therefore, we aggregate
all available comments into one large text and proceed with the
topic modelling methods as defined above. First, we analyze
the coherence scores of the number of topics. From Figure 2 it
is apparent that LDA models trained on comments have higher
coherence scores as the number of topics rise, as opposed
to the models trained on the content of the news articles
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TABLE III
TOP 15 KEYWORDS FOR TOPICS : A NTI PANDEMIC MEASURES PROTEST,
PANDEMICS WORLDWIDE
Anti pandemic measures protest

Pandemics worldwide

1

Policija / Police

Koronavirus / Coronavirus

2

Grad / City

Virus / Virus

3

Reći / To say

Pandemija / Pandemic

4

Ljudi / People

Zemlja / Country

5

Prosvjed / Protest

Svijet / World

6

Objaviti / To publish

Kina / China

7

Velik / Huge

Godina / Year

8

Crkva / Church

Ljudi / People

9

Dan / Day

Američki / American

10

Sat / Hour

Bolest / Disease

11

Mediji / Media

Cjepivo / Vaccine

12

Policijski / Police

Novo / New

13

Napad / Attack

Istraživanje / Research

14

Vlast / Government

Zdravlje / Health

15

Subota / Saturday

Svjetski / Worldwide

TOP 15

TABLE IV
EU BORDERS /T RAVEL , PANDEMICS IN
C ROATIA

KEYWORDS FOR TOPICS :

EU borders/Travel

KEYWORDS FOR TOPICS :

E CONOMY, G ENERAL

Economy

General

1

Godina / Year

Ljudi / People

2

Kuna / Croatian currency

Kazati / To tell

3

Hrvatski / Croatian

Znati / To know

4

Mjera / Measure

Dobar / Good

5

Javni / Public

Pun / Full

6

Tvrtka / Company

Dan / Day

7

Gospodarstvo / Economy

Raditi / To work

8

Kriza / Crisis

Situacija / Situation

9

Vlada / Government

Problem / Problem

10

Država / State

Veliki / Large

11

Plaća / Salary

Reći / To say

12

Rad / Work

Jak / Strong

13

Iznos / Amount

Život / Life

14

Euro

Ne htjeti / To not want

15

Sektor / Sector

Moći / To be able

Fig. 2. Coherence score depending on the number of topics for the LDA
model trained on comments

Pandemics in Croatia

1

Hrvatski / Croatian

Osoba / Person

2

Zemlja / Country

Koronavirus / Coronavirus

3

Njemačka / Germany

Mjera / Measure

4

Granica / Border

Slučaj / Case

5

Vlada / Government

Zaražen / Infected

6

Europski / European

Zaraza / Contagion

7

Reći / To say

Broj / Number

8

Turist / Tourist

Dan / Day

9

Putovanje / Traveling

Sat / Hour

10

Država / State

Samoizolacija / Self-isolation

11

Europska Unija / European Union

Ukupno / Total

12

Europa / Europe

Epidemija / Epidemic

13

španjolski / Spanish

Oboljeli / Diseased

14

Državljanin / Citizen

Novi / New

15

Brod / Ship

Kontakt / Contact

which have an isolated peak of coherence score value with
the number of topics equal to ten. Coherence scores of the
comments indicate that many more topics can be derived from
comments. Nevertheless, we have chosen the number of ten
topics to stay consistent with the articles’ reported topics, also
motivated by limited space for reporting.
Next, we report the top 15 words for each of the ten derived
topics from comments. The table VI reports the first two
topics that we refer to as ”Zagreb politics and crime” (i.e.
local politics and affairs in Zagreb) and ”Elections in Croatia”
(i.e. domestic politics). Table VII lists words defining topics
of ”Crime” and ”Online education and work”. Table VIII
presents results for topics of ”Law and measures” (including
protests) and ”Pandemics”. Table IX reports the results for
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TABLE V
TOP 15

topics derived from commenting ”General information in the
news” and ”Pandemics in Croatia”. Table X shows the words
in topics of ”Finances” and ”General topic”.
IV. D ISCUSSION
In this section, we interpret and discuss the obtained results.
First, we reflect upon topics derived from the content of articles. For this part of the data, we derived ten highly coherent
topics. For at least seven topics we have easily interpreted the
meaning (i.e. we straightforwardly named the topic), additional
two topics were interpretable after discussion. The last one is a
general topic where we did not reach a consensus of meaning;
hence it remained general. Overall, the top extracted topics
summarized the main themes covered in news articles that
mention COVID-19 in the first nine months of 2020.
For the results reported for comments, the essential issue
is identified while setting the number of topics to report the
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TABLE VI
TOP 15 KEYWORDS FOR TOPICS : Z AGREB POLITICS AND CRIME ,
E LECTIONS IN C ROATIA / P OLITICS
Zagreb politics and crime

TOP 15

Elections in Croatia / Politics

1

Država / State

HDZ / HDZ

2

Bog / God

Izbor / Election

3

Grad / City

Vlada / Government

4

Ostati / To remain

Vlast / Government

5

Voditi / To lead

Plenkovic

6

Crkva / Church

Najbolji / The best

7

Zagreb

Stranka / Party

8

Novac / Money

Predsjednik / President

9

Pomoć / Aid

Glasati / To vote

10

Lova / Cash

Sabor / Parliament

11

Sramota / Emberassment

Milanovic

12

Lopov / Crook

Politički / Political

13

Jadan / Miserable

Plenki / Plenkovic nickname

14

Red / Order

SDP / SDP

15

Bandić

Glas / Vote

TABLE VIII
L AW AND MEASURES , PANDEMICS

KEYWORDS FOR TOPICS :

1

Law and measures

Pandemics

Policija / Police

Koronavirus / Coronavirus

2

Grad / City

Virus / Virus

3

Reći / To say

Pandemija / Pandemic

4

Ljudi / People

Zemlja / Country

5

Prosvjed / Protest

Svijet / World

6

Objaviti / To publish

Kina / China

7

Velik / Huge

Godina / Year

8

Crkva / Church

Ljudi / People

9

Dan / Day

Američki / American

10

Sat / Hour

Bolest / Disease

11

Mediji / Media

Cjepivo / Vaccine

12

Policijski / Police

Novo / New

13

Napad / Attack

Istraživanje / Research

14

Vlast / Government

Zdravlje / Health

15

Subota / Saturday

Svjetski / Worldwide

TABLE IX
TABLE VII
TOP 15 KEYWORDS FOR TOPICS : C RIME , O NLINE EDUCATION AND WORK

KEYWORDS FOR TOPICS : G ENERAL INFORMATION IN NEWS ,
PANDEMICS IN C ROATIA

General information in news

Pandemics in Croatia

Crime

Online education and work

1

Pravi / Right

Ljudi / People

1

Znati / To know

Ljudi / People

2

čovjek / Man

Djeca / Children

2

Kazati / To tell

Korona / Corona

3

Imati / To have

Rad / Work

3

Vidjeti / To see

Virus / Virus

4

Život / Life

Raditi / To work

4

Laž / A lie

Zaražen / Infected

5

Znati / To know

Maska / Mask

5

Priča / Story

Stožer / Headquarters

Ići / To go

6

Vjerovati / To trust

Bolnica / Hospital

Normalan / Normal

7

Stvaran / Veritable

Mjera / Measure

škola / School

8

Komentar / Comment

Bolest / Disease

Dom / Home

9

Istina / Truth

Svijet / World

Misliti / To think

Broj / Number

6
7
8
9

Kriv / Guilty
Žena / Woman
Policija / Police
Auto / Car

10

Kazna / Fine

Nemati / To not have

10

11

Osoba / Person

Kuća / House

11

Govor / Speech

Corona / Corona

Obitelj / Family

12

Pitati / To ask

Cijeli / Whole
Cjepivo / Vaccine

12

Reći / To say

13

Mlad / Young

Vrijeme / Time

13

Misliti / To think

14

Hitni / Emergent

Roditelj / Parent

14

Pisati / To write

Doktor / Doctor

15

Teški / Difficult

Cijeli / Whole

15

Novinar / Journalist

Zaraza / Contagion

results. We decided on ten topics to be consistent, but here
we have several additional remarks. As short texts generated
by thousands of readers, comments are dispersed according
to the reader’s interests, standpoints, beliefs, and values. So,
they reflect the heterogeneity of society. Additionally, when
checking topics beyond the selected ten, we notice several
topics that are usually not in the articles’ content but always
present when expressing an opinion (e.g. Croatian War of Independence, relations with neighbouring countries, hate speech).
Surprisingly, in the top ten, we derived ”General” topics with
the positive polarity of content. Nevertheless, the number of
topics in comments should be set much higher, (even above
14 - please see Figure 2), and this remains an open research
question, which should be addressed in the future.
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TOP 15

The intersection contains six coherent topics: ”Crime”,
”Elections in Croatia/Politics”, ”Online education and work”,
”Law and measures”, ”Politics”, ”Pandemics in Croatia”,
while ”Economy” - ”Finances” are related. Topics of ”Antipandemic measures protest” and ”Earthquake in Zagreb” are
mainly covered in articles. Still, when deriving more topics
from comments, we speculate that the earthquake will be
identified as a topic as well. Deriving more topics from
comments also remains an open research question.
Finally, the obtained results can be of use for monitoring
infodemics caused by COVID-19 pandemic. Within the proposed solution, topics can be automatically detected for each
day, week and month of the pandemics contrasting the content
in news articles and interest of the broader readers community
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TABLE X
TOP 15

KEYWORDS FOR TOPICS :

F INANCES , G ENERAL

Finances

General

1

Godina / Year

Dobar / Good

2

Dan / Day

Bolji / Better

3

Dobiti / To get

Pun / Full

4

Plaća / Salary

Ne htjeti / To not want

5

Par / Couple

Jak / Strong

6

Mjesec / Month

Bravo / Good job

7

Kuna / Croatian currency

Hrvatska / Croatia

8

Cijena / Price

Dalji / Farther

9

Zadnji / Last

Lijep / Pretty

10

Pola / Half

Živ / Alive

11

Sat / Hour

Star / Old

12

Veći / Larger

Hvaliti / Praise

13

Kupiti / To buy

Drag / Nice

14

Euro

čekati / To wait

15

Prošli / Last

čast / Honor

expressed in comments. Hence, our results can contribute to
COVID-19 information monitoring (infoveillance) in Croatian
news spaces. Specifically, topics can be modelled and analyzed
longitudinally, providing the tool for tracking the main themes
related to coronavirus covered in online media and the readers’
interest. Hopefully, this can lead to systematical monitoring of
the information deluge in Croatian online news space.
V. C ONCLUSION
In this paper, we perform topic modelling Croatian online
news media during the first nine months of COVID-19 pandemics. We identify main topics in the dataset of articles
related to COVID-19 and corresponding comments. Topics
are derived automatically by training the Latent Dirichlet
Allocation model and calculating reported topics’ coherence
values. We list the top 15 detected words in top 10 detected topics from the content of articles and corresponding
comments, respectively. Our findings include the analysis of
intersected content and discussion of dissents. Three topics
extracted from articles and comments are directly related to
pandemics (”Anti-pandemics measures protests”, ”Pandemics
worldwide”, ”Pandemics in Croatia”), additional three are
related to the aspect of change in daily living caused by
pandemics (”Online education”, ”Travel and EU borders crossing”, and ”Economy-Finances”), and the rest of the topics are
not related to pandemics. These results indicate that many
articles discuss topics that are not directly related to the
pandemic but mention coronavirus in some context.
Reported results are the first step toward a better understanding of infodemic caused by COVID-19 and better information
monitoring in Croatian news space in general. Our future work
plans employ temporal topic modelling and deriving methods
for longitudinal analysis. Additionally, we will opt to cover
broader sets of data (i.e. expanding the study with comments
in social media), extend our previous work on the semantic
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context extraction [21] and test derived topics against automatically extracted keywords with Selectivity Based Keyword
Extraction Method [3].
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[26] M. Röder, A. Both, and A. Hinneburg, “Exploring the space of topic
coherence measures,” in Proceedings of the Eighth ACM International
Conference on Web Search and Data Mining - WSDM ’15, 2015.
[27] “Stemmer
for
Croatian,”
Ffzg.hr.
[Online].
Available:
http://nlp.ffzg.hr/resources/tools/stemmer-for-croatian/.
[Accessed:
10-Jan-2021].
[28] S. Syed and M. Spruit, “Full-text or abstract? Examining topic coherence
scores using latent Dirichlet allocation,” in 2017 IEEE International
Conference on Data Science and Advanced Analytics (DSAA), 2017.
[29] V. Tangcharoensathien et al., “Framework for managing the COVID19 infodemic: Methods and results of an online, crowdsourced WHO
technical consultation,” J. Med. Internet Res., vol. 22, no. 6, p. e19659,
2020.
[30] J. Xue, J. Chen, C. Chen, C. Zheng, S. Li, and T. Zhu, “Public discourse
and sentiment during the COVID 19 pandemic: Using Latent Dirichlet
Allocation for topic modelling on Twitter,” PLoS One, vol. 15, no. 9, p.
e0239441, 2020.
[31] S.-H. Yang, A. Kolcz, A. Schlaikjer, and P. Gupta, “Large-scale highprecision topic modelling on twitter,” in Proceedings of the 20th ACM
SIGKDD international conference on Knowledge discovery and data
mining, 2014.
[32] J. Zarocostas, “How to fight an infodemic,” Lancet, vol. 395, no. 10225,
p. 676, 2020.

1212

MIPRO 2021/CIS

Regulatory Framework of Artificial Intelligence
in Healthcare
Paula Hernández García*, Dina Simunic **
University of Salamanca, Salamanca, Spain, phg@usal.es
University of Zagreb, Zagreb, Croatia, DinaSimunic@fer.hr

*
**

Abstract – This paper provides an overview of the
application of artificial intelligence in healthcare and what it
means in many ways. These aspects will be the privacy that
this new technology offers us versus the availability of
information that this technology needs. We will also discuss
the regulatory framework in the most important areas of
the world such as the United States and Europe, comparing
the laws and strategies that organizations have used to
preserve the security and control of artificial intelligence in
healthcare. As a consequence, we will expose the ethical
challenges posed by the entry of this new technology into
our lives. We will also place ourselves in the current
framework of the situation of artificial intelligence today,
how it emerged, and its history over the years.
To summarize, some conclusions have been proposed to
conclude, and a personal opinion of the authors is about
everything discussed throughout the paperwork.
Keywords – Artificial Intelligence (AI); Regulatory
Framework; Big Data; Deep Learning; Machine Learning;
Privacy and Availability of data;

I.

INTRODUCTION

Nowadays, new robots, machines, and devices have
been created for the sake of facilitating some tasks and
jobs to be more effective. This revolution began with the
making of simple tasks that required mechanical work, but
the development of new technologies has brought new
features for these devices to complete more laborious
work. This feature is called now Artificial Intelligence
(AI).
This new concept that came real not many years ago is
so difficult to explain that we need to get back a little bit
in history to understand everything properly [1]. Alan
Turing, a famous mathematician considered one of the
founders of computer science and the forerunner of
modern computing, asked himself “Can machines think?”
on his paper from 1950 called “Computer Machinery and
Intelligence” [2]. But what stopped Turing from realizing
his dreams was the lack of development in this unexplored
area (it was expensive and machines didn’t have a track
record of what they had done in previous times). Five
years later, the famous questions that Turing proposed
finally had an answer thanks to Herbert Simon and Allen
Newell who developed the first artificial intelligence
program [3].
It was called “Logic Theorist” and its purpose was “a
program to construct chains of theorems, not at random
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but in response to clues that make the discovery of a proof
probable within a reasonable calculation time”, quoted by
the creators. (Fig. 1) The next step in history for AI was
the introduction to the computing community of the
“expert systems” made by Edward Feigenbaum in the ‘80s
which tried to copy the human process of making a
decision. Another progress in the area was made when the
Japanese government mixed different expansions in AI
and got to invest and create the “Fifth Generation
Computer” project. It consisted of the growth of
computers to implement logic programming, carry on
conversations or interpret pictures. Unfortunately, there
were not still enough resources to meet the achievements
required. In the next decade, it was possible to achieve
some of the past failures like for example the success of
the world chess champion of a computer against the
human winner of the year before. (Fig. 2)
Having made a little review of the history of AI [4],
[5], it is known what it does but there is not a formal
definition of AI. Nevertheless, its subset called Machine
Learning can help to understand it better. Machine
Learning allows computational systems to learn from data
and improve their performance without being explicitly
programmed. Furthermore, it employs artificial neural
networks with multiple layers to identify patterns in very
large data sets. That is to say, devices are technically
learning how to think by using pieces of knowledge they
have acquired and they can work with them to conclude
about it. This concept has developed in recent years
something called Deep Learning, which uses the idea of
learning by practicing examples. In other words, instead
of storing rules in the computer, we give it a model for
evaluating examples, and then it is its job to modify the
original model when some mistakes are made (Fig 3), [6].
The understanding of AI helps to explain how this
science was applied to healthcare. First of all, AI in
healthcare started around the 1970s. The very first chatbot
that could recreate conversations appeared and then a few

Figure 1. Logic Gates [8]
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years later it evolved to finally create the first electronic
person. It was the first mobile robot to be able to interpret
instructions and have a proper response as an action for it.
The next step was a big one, with the appearance of
the first AI system created in healthcare. It consisted of a
problem-solving program for evaluating hypothesis
formation developed by Edward Feigenbaum [4]. It is the
father of many other systems such as MYCIN which is a
system used for identifying bacteria and processing the
data to prescribe the proper antibiotic. Later that decade,
some other progress was made like a timeshare computer
system or the development of a consultation program for
glaucoma.
From 2000 onwards, intelligent virtual assistants such
as Siri and Alexa were launched, IBM created an opendomain question-answering system called Watson that
was used later in the healthcare area. Luckily, we can say
that all these approaches made in history have saved a lot
of lives nowadays due to the pandemic situation in the
world.
AI is very useful for treating patients suffering from
COVID-19 by developing systems that can predict the
zones where the virus can affect to a greater degree in the
future with the data and information previously collected.
Some examples are the usage of robots to treat patients
suffering from COVID-19 due to the impossibility of
these devices to get infected, the early detection and
diagnosis of the infection thanks to the algorithms created
specifically for this virus, or the monitoring of the
treatment for each patient [7]. The most important
application of AI to the virus is the possibility of the
development of a vaccine by increasing the velocity of
this process and also being helpful for its clinical trials.
Therefore, if we didn’t have this powerful technology, it is
possible that more people would have died or suffered
from COVID-19 [8].
In the next section, we are going to discuss the danger
that this technology can cause by sharing the amount of
data per person, the regulatory framework related to AI in
healthcare, and the ethical aspects that this area is
involved in. We will end with some conclusions about the
whole aspects treated in
the paper and some
personal opinions.

II.

CONTENTS

A. Privacy vs availability of data
According to a report from the US Government
Accountability Office (GAO), “Data access and industry
standards may help leaders eliminate potential bias in
healthcare artificial intelligence tools, as well as improve
implementation of the technology”. But where is the limit
between the privacy of the information of each patient and
the availability of their data to improve the efficiency of
the treatments?
Let’s use an example for explaining the situation
better. In March 2017, Facebook launched new
functionality to prevent suicide. This algorithm created
with AI detects signs of potential self-harm. The app was
registering the mental health data of every user without
their consent (Fig. 4). What we can analyze from this is
that this app was trying to solve the problem of many
suicides that were live-streamed on the platform but it
ended up violating the human rights of every user. But if
we apply beneficence, it can be a good solution for this
problem. That is to say, if we got the consent of patients
for using their data for future treatments, they would be
helping a lot of people who need that kind of investigation
for new therapies [9].
With the development of AI, it has come the rise of
Big Data [9]. This technology is characterized by volume,
variety, and velocity. By combining these two techniques,
we can increase productivity with decreased costs. It also
provides a lower percentage of errors during a medical
process and it is crucial for systemic improvement. But
what brings progress also brings problems. When the
concept of Big Data emerged, a lot of new privacy issues
related to data collection and data use arose along with it
because of the amount of data that it is required to store
for finding new treatments and cures [10]. Furthermore,
accumulating patient information over time causes the
overloading of the database with obsolete information and
the exposure of data from patients forever. So, apart from
having lots of facts ready to use and analyze, we have
many of them that won’t be valid for how old they are.

Figure 2. Artificial Intelligence Timeline [4]

Figure 3. Breakdown of AI [6]
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Figure 4. The functionality of AI for suicide
on Facebook [9]
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A problem that the unbalance of privacy and
availability of data is people mistrusting every
organization. Nowadays, it is required by almost every
company or organization to provide some of your
information, that’s why we are forced to be exposed to the
Internet. Reliability on a company, in this case, is very
difficult to acquire from the clients. As we have analyzed
in the Facebook example, our information is probably
being treated by someone who didn’t have the consent to
do it, but the Internet has its good and bad sides, and on
this occasion, we do not have a choice.
Furthermore, monetization of clinical data is a
trending topic lately. It consists of the use of an
organization’s data as an economic asset to reduce costs
and increase business value. Organizations get to
monetize our data by providing third parties data access,
which makes us as humans, vulnerable because we are not
giving consent to these organizations. Being that said, it is
clear that there are legal vacuums that are very important
to treat because they affect ethically our human rights.
We are talking in general about the world. However, if
the countries with more issues related to this section are
analyzed, there is a difference between the United States
policy and the EU policy. In the EU there are a lot more
laws that regulate the power of sharing any data such as
the General Data Protection Regulation which sets out a
single broadly defined regime for health data, no matter
what format, how it is collected, or who the custodian is. It
covers much more important aspects about this topic than
the federal law governing health data privacy called
Privacy Rule created under the Health Insurance
Portability and Accountability Act (HIPAA).
So, on one hand, it is essential for medical employees
to know the more patient data the better because that way,
a better and more efficient algorithm can be created to
personalize treatments and analyze every different case
faster. But on the other hand, the privacy of personal data
is an imposed law that should be followed by everyone for
preserving the security of all of us.
It is important to keep going and to respect the laws
related to the protection of data and creating other ones
because the more the society advances, the more the
regulatory framework has to be updated.
B. Regulatory Framework for healthcare around the
world
Although it could be thought that it would be better for
the world to have a global Regulatory Framework, it is
crucial for countries around the world to have their own
due to the difference of culture, economy, and politics on
each of them. But it’s important to analyze the similarities
between the biggest or more important ones. In this
section, the focus is on the EU Regulatory Framework and
the comparison with the regulations in the USA.
“The process for developing regulations is, roughly, to
get feedback from the public on its initial proposal, make
changes and draft regulations of guidance, get more
feedback, and eventually, finalize”, quoted from James
Smith, Study Lead Author and Postdoctoral Scientist from
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the University of Oxford, whose words are truly important
for this section [11].
A real example of this quote comes from the European
Commission, which published “White Paper On Artificial
Intelligence – A European approach to excellence and
trust” [12]. It deals with policy and regulatory options
“towards an ecosystem for excellence and trust”. It was
published on 19 February 2020, as it is declared on the
official web of the European Commission. It was intended
to focus on the following topics:
1.

Specific actions for the support, development, and
uptake of AI across the EU economy and public
administration

2.

Options for a future regulatory framework on AI

3.

Safety and liability aspects on AI

It was not long ago when relevant commissions and
organizations from all around the world started to create a
regulatory framework to control the legal limits of AI. In
the case of Europe, the first strategies started to show up
in April 2018 with the purpose of creating the European
AI Alliance and developing AI ethics guidelines [13].
Although general laws and policies are stated by the
European Commission, they hearten the countries
separately to investigate and search for new advances in
AI. This, Europe could take the lead in discovering
guidelines to control the limits of Artificial Intelligence
and expand the information already available to achieve
this goal, already a lot of headway is made in AI health
applications that comply with the regulations imposed
[14].
Regarding the legal particularities in Europe, we’ll
describe some of them:
-

Non-discrimination. It is one of the fundamental
values of the EU, as shown in Article 2 of the
Treaty on European Union, Article 10 of the
Treaty on the Functioning of the European Union,
and Article 21 of the EU Charter of Fundamental
Rights. It applies to health services that are
provided against remuneration.

-

General Data Protection Regulation. It protects
the human right to privacy which is also showed
in Article 8(1) of the European Convention on
Human Rights and Article 7 of the EU Charter of
Fundamental Rights. This regulation only defines
‘regular’ consent as any expression of agreement
with the respective data processing.

-

Medical devices and new legal developments.
Two EU Regulations entered into force in
May/2017: The Regulation on in vitro diagnostic
medical devices and the Medical Device
Regulation (MDR). The last one was supposed to
come into force on May 25, 2020, but because of
the need for some new medical devices to combat
COVID-19, the European Parlament postponed
the MDR’s application for one year. Furthermore,
in the future, the Medical Device Directive and
the Directive on active implantable medical
devices will be repeal by the MDR.
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-

MDR. The new MDR contains a new
classification rule that focuses explicitly on
software and leads to reclassifications of medical
devices classified by other regulations.

On the other side, the strategies taken by the United
States are that there have been many changes in the
governance of two different presidents [15]. The US
Government during Mr. Barack Obama’s presidency was
focused on improving aspects of fairness, safety,
transparency, and building ethical AI. During the
presidency of Mr. Donald Trump, the US AI strategy
shifted to a freer market-oriented approach, and many
discussions started to show up because of the aim of the
Trump Administration for removing regulatory barriers to
AI innovations. The American AI Initiative was launched
on February 11, 2019, through an Executive Order calls
on the National Science and Technology Council Select
Committee on AI to coordinate this initiative which is
guided by 5 principles:
1.

Driving technological breakthroughs

2.

Driving the development of appropriate
technical standards

3.

Training workers with the skills to develop
and apply AI technologies

4.

Protecting American values including civil
liberties and privacy and fostering public trust
and confidence in AI technologies

5.

Protecting US technological advantage in AI,
while
promoting
an
international
environment that supports innovation.

The next advance in AI regulations was in January
2020, when the White House published draft guidance for
the regulation of AI applications with many different
principles. Later on that year, the White House decided to
upload the annual version of the American AI initiative
with the new changes and progresses on it. Furthermore, a
website called AI.gov was created for the sake of
providing a platform for those who want to be informed
about AI and its opportunities.
Some legislative projects that have been introduced in
the Congress of the United States are the followings:
-
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The Self Drive Act. It requires the Department of
Transportation to research the best way to inform
consumers about the capabilities and limitations
of highly automated vehicles.

-

House Resolution 153. It was introduced to
support the development of guidelines for the
ethical development of AI in consultation with
stakeholders and with some aims.

-

The Consumer Privacy Act. It requires informing
people about how their personal information is
being used and allowing people to decide if they
want their data to be shared with third parties or
not.

-

AI Task Force. To make recommendations about
government use of AI and state regulation of the
field.

-

Bot disclosure law (Only approved in California).
It is a law that makes it unlawful to use a bot
without disclosing that it is not a human if the bot
intends are to improve a commercial transaction
or to influence a vote in an election.

-

Algorithmic Accountability Act. It requires
entities that use, store, or share personal
information to conduct automated decision system
impact assessments and data protection impact
assessments.

Therefore, there are many elements that have to be
taken into account to accomplish all of the restrictions
imposed by the corresponding commission, depending on
the country. However, there’s a similarity between these
two big forces in the world.
First of all, the USA strategies are more focused on the
market and making money out of the use of AI, so it is
more commercial [16]. However, the European strategies
try to give more importance to the human figure in a
stronger way. It is very difficult to have a global vision of
the whole list of laws about this topic, but in general, there
is an aim of protecting personal data and controlling the
use of medical AI devices to not make a bad usage out of
it.
To sum up, the organizations of the world need to keep
updating their policies since there have been many events
that have caused some strategies to be complied with
ahead of schedule. The most important event is the
pandemic that we are living in right now because of
COVID-19. It has caused the acceleration of online
retailers’ users of AI because of the rise of people wanting
to create a business during the lockdown, the
reconstruction of complex supplier networks, or the
change in the economy sector [17]. Due to all of these
inconveniences, commissions from all around the world
have started thinking of how to avoid slowing growth for
too long by employing an industrial policy to increase the
adoption of AI and related technologies.
C. Ethical aspects of AI in healthcare
The general question that we can ask ourselves about
AI entering our lives can be: Can we trust a device with
our health and personal information more than a human
being who has the capacity of reasonable thinking [18]?
Despite the difficulty to answer this question, there are
some documents and reports that facilitate this task of
understanding it.
Let’s mention one of the most widely recognized
ethical frameworks for healthcare, the Belmont Report.
This document was written by the National Commission
for the Protection of Human Subjects of Biomedical and
Behavioral Research as a result of the National Research
Act of 1974. It follows 5 relevant principles: respect for
persons, beneficence, justice, non-maleficence, and
respect for autonomy. Besides, it says that once some data
is erased, the use of that data is not considered human
research anymore. Some people think that it is not ethical
to use some data that could be beneficial to other people in
terms of creating new tools for treating other patients.
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Moreover, other ethic guidelines promoted the slogan
“Trustworthy AI” that contains 7 key requirements that AI
systems need to fulfill to be trustworthy:
1.

Human agency and oversight

2.

Technical robustness and safety

3.

Privacy and data governance

4.

Transparency

5.

Diversity, non-discrimination, and fairness

6.

Environmental and societal well-being

7.

Accountability

So, we can see that the advent of new advances in
technology brings with them new problems that
commissions around the world must face with new laws
and restrictions [19],[20], [21], [22]. Some of the main
problems are:
-

Human dignity: it is the recognition that human
beings possess a special value intrinsic to their
humanity and such are worthy of respect simply
because they are human beings. This is because
there have to be legal limits to the way we think
about devices. Our dignity should not be violated
by ‘autonomous’ techniques. We have to be aware
that we are dealing with robots and algorithms,
and they are never going to be as ‘reasonable’ like
the human brain.

-

Autonomy: it is the capacity to make an informed,
unforced decision. So, at the moment humans
make decisions about them, intelligent devices
have to respect that.

-

Responsibility: it is the state or fact of having to
deal with something or of having control over
someone. Applications on AI have to protect
every moment the human being, i.e. they should
only be developed and used for global social and
environmental purposes.

-

Justice, equity, and solidarity: the technology that
is created with AI should be accessible to
everyone regardless of their social or economic
class.

-

Democracy: it is the government by the people,
meaning that the most important decisions that
affect a whole society should be done by the
whole population that is concerned by it.

-

Rule of law and accountability: a fair trial or
access to justice are rights that belong to the
human being. It is important for potential AIspecific regulation.

-

Security and safety: not only do we have to
preserve our safety but the security of others when
using machines and devices.

-

Data protection and privacy: it is the ability of an
individual or group to seclude themselves, and
thereby express themselves selectively. Being said
that, the ethical aspect regarding the protection of
personal data is a big challenge due to the
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management
businesses.
-

of

it

by

administrations

and

Sustainability: it consists of ensuring the
sustainability of humanity and the environment
for future generations.

To sum up, human society has to look out for its
welfare and guarantee security to the citizenry, as well as
protection from any threat coming from something like an
intelligent device created by mankind itself. Therefore, the
more skills we achieve in the development of new
technologies, the more control we must have over the
risks that these creations can cause to human life, and
above all to health.
III. CONCLUSION
Which is the danger of Artificial Intelligence if it is not
well used in the healthcare area / in general?
There are many consequences that we can suffer due
to the incorrect use of Artificial Intelligence, especially
when we talk about health. Official commissions around
the world and governments try to have control over the
use of these devices, but there has come a time in the
history of AI when it may be getting out of hand and we
may not know how to control what we create. However,
there is something that society can do and that is to be
reasonable when it comes to sharing personal information
that is in our hands.
Is it ethical to share personal information with a device
that has the power to control it?
When consent is given to a machine to handle our
data, that machine must meet minimum standards to
perform its task as ethically as possible. It is reasonable to
think that perhaps there is a danger of trusting something
that does not have the capacity for reason and justice as a
human being, but in general, the electronic devices that we
handle in our day-to-day life, follow policies to preserve
human rights. We must be alert to any fraud we may
suffer such as hacking in any of our accounts. Therefore,
we must trust that new technologies are designed to help
improve society and perform some habits of our life more
efficiently thanks to these advances.
Is it fair to have different regulatory frameworks
depending on the country or the organization?
Regarding what is talked about in the sections above,
we have to think about the number of differences in
society according to the place that they live in. Culture,
economy, and politics make such a distinction in terms of
deciding what is better or not for that part of the
population. Sometimes it is difficult to tell whether if the
European Union has a better regulatory framework than
the USA because it depends on so many factors. It is also
about the needs of one country or another, and the
resources that they are provided with to overcome them.
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Abstract—The paper describes the principles of the implemen
tation of supervisors for discrete event systems, designed with the
help of automatic theorem proving in the calculus of positively
constructed formulas. The main advantage of the proposed
approach is the ability to carry out complex evaluations of events
on the base of the current state of the system. Computable
predicates are also may be employed, definitions of which are
based on the data coming from external sources. As an illustrative
example a mobile robot movement in an unknown environment
is considered.
Keywords —discrete event system, automatic theorem proving,
positively constructed formula, robot control

I. INTRODUCTION
This paper is an extension of the work [1] in the part of
application of the calculus of positively constructed formulas
(PCFs) to implementation of discrete event systems (DES) at
different levels of the hierarchical control system for a group
of autonomous mobile robots. Being a core of eventbased
approach, DES provides an interconnection between all levels
of the hierarchical control system. In its turn, DES may be a
subject to control by managing controllable events occuring in
order to correspond to eternal or environmental changes. To
control DES, the RamageWonham supervisory control theory
(SCT) is actively employed nowadays in the field of robots and
robots group control. Recent publications in this area concern
tasks allocation [2], cooperative exploration [3], swam control
[4], path planning [5], and many other applications.
Automated theorem proving (ATP) in the calculus of PCFs
is mainly exploited to plan actions of robots or robot groups
at the upper level of the hierarchical control system [6]. Tasks
requiring planning are formalized in the form of nonHorn’s
PCFs, which consists of a facts base that contains facts about
the initial state of robots, and questions, or rules, responsible
for the distribution of goals for the robots and their actions
to achieve these goals. Special heuristics and strategies are
used to reduce the search space of the inference. It is assumed
that the construction of the inference accumulates facts in the
refuted bases. Those facts reflect successive changes in the
state of the environment and robots and form the basis of the
robots behavior plans.
In this paper, mobile robot movement in the unknown
environment is considered to illustrate the capabilities of the
PCF calculus. We show how complex evaluations of events
may be performed in PCF on the basis of the current state
of the system. For this, computable predicates are employed,
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definitions of which are based on the data coming from the
external sources. The paper is organized as follows. In section
II we briefly describe PCFs and the PCF calculus. In section
III a PCFbased approach to analysis and control DES is
discussed. Then, in section IV we focus on the advantages
of the approach presented. Finally, conclusions are given in
section V.
II. THE PCFСALCULUS
Let us consider the basic ideas behind PCFs and their
calculus. The language of PCFs is a restricted variant of the
language of firstorder logic (FOL), which consists of first–
order formulas (FOFs) built out of atomic formulas, or atoms,
with the help of operators &, ∨, ¬, →, ↔, quantifier symbols
∀ and ∃, and constants True and False. The concepts of an
atom, a literal, and a term are defined in the usual way.
Let X = {x1 , . . . , xk } be a set of variables, A =
{A1 , . . . , Am } a set of atomic formulas, and F =
{F1 , . . . , Fn } a set of subformulas. Then the formulas
((∀x1 ) . . . (∀xk )(A1 & . . . &Am → (F1 ∨ . . . ∨ Fn ))) and
((∃x1 ) . . . (∃xk )(A1 & . . . &Am &(F1 & . . . &Fn ))) are de
noted as ∀X A : F and ∃X A : F , respectively, keeping in
mind that the ∀–quantifier corresponds to the disjunction of
all subformulas, and ∃–quantifier corresponds to their con
junction. If F = ∅ then above formulas turn to the form
∀X A : ∅ ≡ ∀X A → False and ∃X A : ∅ ≡ ∃X A&True,
since the empty disjunction is understood as False, whereas
the empty conjunction is understood as True. Let ∀X A and
∃X A be abbreviations of such formulas. If X = ∅ then ∀A : F
and ∃A : F are analogous abbreviations.
The set of atoms A is called a conjunct. Variables from X,
bound by corresponding quantifiers, are called ∀–variables and
∃–variables, respectively. In ∀X A, a variable from X that does
not appear in the conjunct A is called an unconfined variable.
Note that ∀∅ ≡ ∀∅ : ∅ ≡ ∀True → False ≡ False.
Constructions ∀X A and ∃X A are called positive type quan
tifiers (TQ), because A is a conjunction of positive atoms only
and referred to as a type condition for X. In practice, these
constructions denote phrases such as “for all X satisfying A
there is...”, “there exist X satisfying property A such that...”,
and so on; for example, “for all integer x, y, z and n > 2
there is xn + y n ̸= z n ”. Originally, the term “type quantifier”
was introduced by N. Bourbaki [7] as a part of notation for
formalization of mathematics.
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A. PCF Language Explicit Definition

∀: ∅ ∃: ∅

Definition 1 (Positively constructed formulas (PCF)). Let X
be a set of variables and A a conjunct. Then
1) ∃X A and ∀X A are ∃–PCF and ∀–PCF, respectively.
2) If F = {F1 , . . . , Fn } is a set of ∀–PCFs, then ∃X A : F
is a ∃–PCF.
3) If F = {F1 , . . . , Fn } is a set of ∃–PCFs, then ∀X A : F
is a ∀–PCF.
4) Any ∃–PCF or ∀–PCF is a PCF.
This form of logical formulas is referred to as positively
constructed formulas as they are written with positive type
quantifiers only and do not contain logical negation sign
explicitly. Without loss of generality only closed formulas will
be considered. Any FOF can be represented as PCF.
A PCF starting with ∀∅ is called a PCF in the canonical
form. Any PCF can be represented in the canonical form. If
F is a non–canonical ∃–PCF then ∀∅ : F is the canonical
PCF since ∀∅ : F ≡ True → F ≡ F . If F is a non–
canonical ∀–PCF then the canonical PCF is ∀∅ : {∃∅ : F } ≡
True → True&F ≡ F . Type quantifiers ∀∅ and ∃∅ are
called fictitious, since they do not influence truth value of an
original PCF and do not bind any variables. They are used to
regularize PCFs, i.e. transform them to the canonical form.
PCFs are usually represented as trees for easier reading, i.e.
QX A : {F1 , . . . , Fn } is represented as
F1 ,
QX A

···
Fn ;

where Q is a quantifier. Tree elements have conventional
names: node, root, leaf, branch, etc. As the quantifier ∀ corre
sponds to a disjunction of formulas {F1 , . . . , Fn } (quantifier
∃ corresponds to conjunction), then each ∀–node is considered
as disjunctive branching, and each ∃–node corresponds to
conjunctive branching.
Parts of canonical PCF are named as follows:
1) The root of a PCF’s treeview ∀∅ is called a PCF root.
2) Each PCF root child ∃X A is called a PCF base, the
conjunct A is called a base of facts, and a PCF rooted
from the base is called a base subformula.
3) PCF base children ∀Y B are called questions to the parent
base. If the question is a leaf of the tree then it is called
a goal question.
4) Subtrees of the questions are called consequents. If a
question has no consequent then the question is referred
to as goal question, and it is identical to False.
Example 1. Consider a PCF representation of a FOF
(
)
F = ¬ ∀x∃yP (x, y) → ∃zP (z, z) .
An image F ′ of F in the PCF language is F ′ =
∀ : ∅{∃ : ∅{∀x : ∅{∃y : P (x, y)}, ∀z : P (z, z){∃ : F alse}}}.
The tree–like form of the latter is as follows:
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∀x : ∅

∃y : P (x, y)

∀z : P (z, z)

∃ : F alse

B. The Inference Rule
Definition 2 (Answer). A question ∀Y D : Υ to a base ∃X A
has an answer θ if and only if θ is a substitution Y → H ∞ ∪X
and Dθ ⊆ A, where H ∞ is Herbrand universe based on
constant and function symbols that occur in corresponding
base subformula.
Definition 3 (Splitting). Let B = ∃X A : Ψ, and Q =
∀Y D : Υ, where Υ = {∃Z1 C1 : Γ1 , . . . , ∃Zn Cn : Γn } then
split(B, Q) = {∃X∪Z1 ′ A ∪ C1 ′ : Ψ ∪ Γ1 ′ , . . . , ∃X∪Zn ′ A ∪
Cn ′ : Ψ ∪ Γn ′ }, where ′ is a variable renaming operator.
We say that B is split by Q. Obviously, split(B, ∀Y D) =
split(B, ∀Y D : ∅) = ∅.
Definition 4 (Inference rule ω). Consider some canonical
PCF F = ∀∅ : Φ. Let there exists a question Q that has
an answer θ to appropriate base B ∈ Φ, then ωF =
∀∅ : Φ \ {B} ∪ split(B, Qθ).
In other words, if a question has an answer to its base, then
the base subformula is split by this question. In the case of
a goal question, we say that the basic subformula is refuted
because split(B, ∀Y D) = ∅. The refuted base subformula B
removed from the set of base subformulas Φ, since Φ \ {S} ∪
∅ = Φ \ {S}.
As soon as all the bases subformulas from Φ have been
refuted, the formula F is also refuted, since ∀∅ : ∅ ≡ False.
The PCF language and the inference rule ω form the calculus
oriented to refutation of a negation of an original formula. The
only axiom of PCF calculus is ∀∅ : ∅, i.e., False.
Example 2 (A refutation in PCFs). Consider the PCF F1 :
∀x S(x)
∀ ∃S(e)

∃A(x)

∀x, y C(x, y)
∀x A(x)

∃y C(y, f (x))
∃

∀x S(x), A(x)

∃C(x, f (x))

At the first step there is only one answer {x → e} to the
first question (top to bottom numbering, name it Q1 ). After
applying rule ω with this answer to the only base of F1 , the
formula will be converted to the following form, F2 :
Q1
∀

∃S(e), A(e)

Q2
Q3

At the second step there is also only one answer {x → e}
to question Q3 . After applying ω with this answer, formula is
split, because Q3 has disjunctive branching. The formula will
have the following form, F3 :
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∀

F31

shows an automaton representing robot’s operational modes
switching during this mission.

F32

AL2

where F31 is:

AL4

Q1
∃y1 S(e), A(e), C(y1, f (e))

N OR

DOL

Q2

AL1

SOR
RP F

OF

Q3

AR5
AL1

AR3

and F32 is:
Q1
∃y1 S(e), A(e)

RP R

PF
AL3

OF
AL5

Q2

AR1

Q3
∀x S(x), A(x)

NRP

RP F

AR1

DOR

N OL

SOL

∃C(x, f (x))
AR4

At the third step the first base can be refuted by answering
on Q2 (goal question) with {x → y1 ; y → f (e)}. The refuted
base (and its whole base subformula) is to be deleted from the
list of base subformulas.
At the fourth step there is the answer {x → e, y → e}
to fourth new question of the base F32 which adds the atom
C(e, f (e)) to it.
At the fifth step, the only base can be refuted by answering
on Q2 (goal question) with the answer {x → e; y → f (e)},
finishing refutation because all the bases were refuted.
III. PCFBASED APPROACH TO DES CONTROL
The main component of the eventbased hierarchical control
system for a robot group is DES that analyzes data from
sensors and information received from the robots and provides
an appropriate response to detected events. A change in the
state of the DES can initiate both a recalculation of control
actions at the lower level, and replanning of the path at
the middle level. We employ DES in the form of finite
automata to leverage explicit states representation and theory
of supervisory control (SCT) [8]. SCT considers an automaton
as a subject to control by a supervisor that forbids some
transitions in order to satisfy a specification that is usually
provided by another automaton. A detailed description of SCT
can be found in [9], [10].
To illustrate our approach, in this paper we consider the
DES from the work [1] where the eventbased approach is
described as used to solve some problems arising at different
levels of hierarchical control system for a robot group. One of
such problems is path planning in the unknown environment
for which the eventbased approach allows generating safe
smooth paths without involving complex optimization proce
dures. A complete problem statement and robot control method
employed, based on the vector Lyapunov functions, may be
found in [11].
Example 3. Suppose that the robot should follow a given path,
leaving it to avoid collisions with encountered obstacles and
returning to it after completing avoidance maneuvers. Fig. 1
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AR2

Fig. 1. DES G for robots modes switching

States of this DES are the following: P F (following the
reference path), DOL (detouring the detected obstacle from
its left side), DOR (detouring the detected obstacle from its
right side, N RP (navigation to the reference path), SOL
(searching for an obstacle on the left, SOR (searching for an
obstacle on the right). The state P F is marked to show that
robot should always return to the reference path. There are
two types of events in this DES, atomic and composite ones.
Atomic events are listed in Table I, while composite events
are presented in Table II, where ”Name” and ”Condition
Name” columns indicate the names of corresponding events
and propositional formulas names, which will be used later,
in section in section IV. Numerical description of events are
presented in [11].
TABLE I
ATOMIC EVENTS OF THE DES G
Name
OLN
OLNF
NOL
ORN
ORNF
NOR
ON
OF
ERP
EAP
RPR

Description
The obstacle detected on the left is near
The obstacle detected on the left is not far
There are no obstacles on the left
The obstacle detected on the right is near
The obstacle detected on the right is not far
There are no obstacles on the right
The detected obstacle is near
The detected obstacle is far
The robot has reached the end of the reference path
The robot has reached the end of the avoidance path
The robot has reached the reference path

SCT considers an automaton G as a generator of formal lan
guages, the one including all possible sequences of transitions
in the automaton, a language L(G), and the one, denoted as
Lm (G), including those event sequences that end at the marked
states of G. A supervisor restricts these languages in order to
satisfy some specification, given, as a rule, by another formal
language.
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TABLE II
THE COMPOSITE EVENTS
Event
AL1
AR1
AL2
AR2
AL3
AR3
AL4
AR4
AL5
AR5

Triggering condition
OLN F &(ORN ∨ ORN F ∨ ON )
ORN F &(OLN ∨ OLN F ∨ ON )
EAP ∨ OLN F
EAP ∨ ORN F
ORN ∨ ON
OLN ∨ ON
ON ∨ OLN F
ON ∨ ORN F
ORN F &(ON ∨ OLN F )
OLN F &(ON ∨ ORN F )

AL2
AL4

Name
C11
C21
C31
C41
C51
C61
C71
C81
C91
1
C10

Condition
name
C12
C22
C32
C42
C52
C62
C72
C82
C92
2
C10

N OR
DOL

SOR
OF

AL1

AL1
RP R
NRP

PF

OF
AR1
AR1
DOR

SOL
N OL

AR4
AR2

To solve some basic problems of SCT, we suggested ex
ploiting the logical inference and automatic theorem proving
(ATP) in the calculus of PCFs [12]. A general PCF represent
ing some automaton consists of a single base B = {I(S),
L(ε, S), Lm (ε, S), δ(S1i , σ i , S2i ), δ m (S1i , σ i , S2i ), Σc (σ j ),
Σuc (σ j )}, i ∈ {1, . . . , n}, j ∈ {1, . . . , k}, where n is the
number of states, k is the number of events, and two questions
shown in Fig. 2. In these questions L(s, S) denotes “s is

∃B

∀σ, s, σ ′ , s′ L(σ, s), δ(s, σ ′ , s′ )

∃L(σ · σ ′ , s′ )

∀σ, s, σ ′ , s′ L(σ, s), δ m (s, σ ′ , s′ )

∃Lm (σ · σ ′ , s′ )

Fig. 2. General form of PCF representation of DES

a current sequence of events in the state S” and Lm (s, S)
denotes “s is a current sequence of events in the state S, and
s is a marked string”. Predicate δ(S1 , σ, S2 ) is interpreted as
the transition from a state S1 to a state S2 with an event
σ. If the target state of a transition is marked, then similar
atoms with an index m are used, i.e., δ m (S1 , σ, S2 ) if S2 is a
marked state. The predicate I(_) denotes the initial state of the
automaton. Controlled and uncontrolled events are represented
in the base by predicates Σc (_) and Σuc (_), respectively. The
function symbol “·” denotes strings concatenation, and the “ε”
symbol corresponds to the empty string. During the inference
of this PCF, languages, generated and marked by the DES,
are accumulated in the PCF base as the first arguments of
the atoms L(s, S) and Lm (s, S). Thus, generation of formal
languages by the automaton is simulated.
Using PCFs, parallel composition and product of automata
can also be built and then applied during SCT problems
solving. One of them is checking controllability of specifi
cations on DES behavior. The concept of controllability plays
a decisive role in SCT, since only controllable languages can
be exactly achieved by the joint behavior of the controlled
system and the supervisor. The way of using the PCF calculus
to check if a given specification is controllable and to the
supremal controllable sublanguage constructing is presented
in [13] and [14].
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Fig. 3. Recognizer of specification language K

∃B, BS

∀σ, s, σ ′ , s′ L(σ, S), δ 1 (s, σ ′ , s′ ),
δ 2 (s, σ ′ , s′ )

∃L(σ · σ ′ , s′ )

1
(s, σ ′ , s′ ),
∀σ, s, σ ′ , s′ L(σ, S), δm
∃Lm (σ · σ ′ , s′ )
2
δm (s, σ ′ , s′ )

Fig. 4. PCFbased general realization of supervisory control

Example 4. Let the specification for the plant in Fig. 1 is
provided by the automaton depicted in Fig. 3. The behavior
strategy provided by this specification is as follows: try not
to get to a place where it is impossible to get out using
standard obstacle avoidance algorithms; do not change once
chosen obstacle avoidance direction until the robot returns to
the reference path (left or righthand rule); rebuild the path
only if it is vital [11]. Events RP R, N OR, N OD, OF are
uncontrollable. The prover developed to implement the PCF
calculus checks that K is controllable, in 22 steps.
Once the specification is checked to be controllable, the
supervisor as a recognizer of the language K may be designed.
Its control action is then realized via parallel composition of
the automata for the plant and the supervisor. In the PCFbased
formalization, the joint work of the system and the supervisor
is carried out using the PCF FSC in Fig. 4 [15], [16]. Here
bases B and BS are the sets of atoms corresponding to the
transitions of the plant and the supervisor. Questions of FSC
are interpreted as follows. If the system is at the state s and
an event σ occurs, then according to the δ 2 , the system is
switched to the specified state s′ , and σ is added to the current
chain of events stored as the first argument of the predicate
L(_). That is, any transition corresponding to the language
L(G) (implemented by the atom δ 1 (_)), is simultaneously
traced in the automaton of the supervisor (an atom δ 2 (_)).
The rule works only for those strings that are allowed by the
supervisor, i.e., the atom δ 2 (_) limits the answers that could
be generated in the presence of the atom δ 1 (_) only.
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∃B, BS

∀

∃ T#

∀σ, s, σ ′ , s′ L(σ, s), δ 1 (s, σ ′ , s′ ),
δ 2 (s, σ ′ , s′ ), E ∗ (σ ′ )

∃L(σ · σ ′ , s′ )

T = ∃Event(S # )

Fig. 5. The PCF FC realizing supervisory control with usage of additional
knowledge

∀x Event(x), Ci# (x)

∃ Ec (Ci1 )

∀x Event(x)

∃ E(x)

∀x Ec (x),

∃ Ret(E(x))

∀x E(x),

∃ Ret(E(x))

Fig. 6. The PCF computing predicate T

IV. ADVANTAGES OF THE PCFBASED APPROACH
A distinctive feature of the PCF calculus is the ability to
use the knowledge available in the system. As an example, in
this section we show how composite events of the DES model
in the previous section are treated and encountered in a PCF.
Example 5. Fig. 5 and Fig. 6 show PCFs that together
provide realization of supervisory control insuring satisfaction
of the specification K in Fig. 3 for the DES in Fig. 1. Available
information about the environment is processed with the help
of the predicate T realized as a PCF. In the case considered
such T is employed to analyze composite events. Note that
marking is not considered for now. The base of the PCF
FC consists of the atoms of the plant (the set B) and the
supervisor (the set BS ), and some of them are listed in the set
{I1 (P F ), I3 (P F · P F ), Σuc (OF ), Σuc (N OR), Σuc (N OL),
Σuc (RP R), δ1 (P F, AL1 , DOL), δ1 (P F, AR1 , DOR), . . .,
δ2 (P F, AL1 , DOL), δ2 (P F, AR1 , DOR), . . .}. The rest
atoms of the base of FC can be easily reconstructed and
therefore are omitted. The questions of the PCFs FC and T
are described in what follows.
New predicates are used to construct the PCFs in Example
5. T # is a deducible predicate realized as PCF T that replaces
T # with the deduced predicate E(_). E(x) means that an event
x has occurred in the system. The symbol # is used in the
PCF calculus to denote deducible predicates. The predicate
Event(S # ) in the base of the PCF T has as an argument
the symbol S of a computable function. It is computed first
to obtain information about the events occurred in the system.
As a result, the parameter S is replaced by these events. Next,
consider deducible predicates Ci# (x), which are based on the
propositional formulas Ci2 determining composite events from
Table II. A general view of Ci (x) is shown in Fig. 7 where
(¬Ci2 )PCF denotes the translation of the negation of Ci2 to
the PCFs language. The inference of each Ci (x) results in
the logical constant True or False. If False was obtained,
the corresponding question in T is blocked for the search of
answers. In the case of True, the empty conjunct is substituted
in place of Ci# (x), and it becomes possible to find the answer
for the corresponding question and add the predicate Ec (_)
with a proper substitution to the base of T . This determines the
occurrence of the composite event Ci1 . The predicate Ret(_)
acts as a stop signal: when it is added to the base, the inference
of the formula T is terminated and a result is returned, the
predicate E(x), to the inference of the main PCF FC .
Example 6. Consider how a sequence of events AR1 , OF ,
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Ci (X) = ∃ X

(¬Ci2 )PCF

Fig. 7. The PCFs checking composite events occurrence

AL1 , N OR, RP F is processed during the inference of the
PCF FC shown in Fig. 5 if, for example, the composite event
AR1 results from the occurrence of the events ORN F and
OLN . Answering the first question of FC triggers a sub
inference of the PCF T shown in Fig. 6. At the first step
of the subinference, as a value of the argument S of the
predicate Event() in the base of T , the list of atomic events
S = {ORN F , OLN } is obtained. This value is substituted
into the base of the subformula Ci# , the inference of which
checks the occurrence of the corresponding composite event.
According to Table II, the event AR1 is triggered if the
propositional formula ORN F &(OLN ∨OLN F ∨ON ) holds.
To find the inference of this formula in the PCF calculus, we
take its negation and get the following propositional PCF:
∀ ORN F, OLN
∃

∀ ORN F, OLN F
∀ ORN F, ON

Substituting the calculated value of S into the base of this
formula, we obtain the following simple PCF:
∀ ORN F, OLN
C2# ({ORN F, ON }) = ∃ORN F, ON

∀ ORN F, OLN F,
∀ ORN F, ON

and refute it by answering its third question. Therefore,
due to the successful inference of the subformula C2# , the
occurrence of the event AR1 is found. After that, the control
over the inference returns to the PCF T . Given the event AR1 ,
we can find the answer to the question of T containing it. Thus,
the atom Ec (AR1 ) is added to the base of T . Then, we answer
the penultimate question of T , returning to the inference of
the main formula FC . The value E(AR1 ) is substituted for T
and added to the base of FC as a new event. Next, the second
question of FC may be answered, and the inference continues
in a similar manner for the rest of the events occurred in the
system, as reflected in Table III.
One of the essential features of the calculus of PCFs is that
we can build a nonmonotonic inference by slightly adjusting
the definition of the inference rule. For this, the asterisk
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TABLE III
INFERENCE OF PCF FC CONSTRUCTING THE LANGUAGE
GENERATED BY SYSTEM UNDER SUPERVISORY CONTROL
Base atoms used

Substitution

L(ε, P F ),
δ1 (P F, AR1 , DOR),
δ2 (P F, AR1 , DOR),
E(AR1 )

{σ → ε, σ ′ → AR1 , s →
P F , s′ → DOR}

L(AR1 , P F ),
δ1 (DOR, OF, N RP ),
δ2 (DOR, OF, N RP ),
E(OF )

{σ → AR1 , σ ′ → OF ,
s → DOR, s′ → N RP }

New atoms
E(AR1 )
L(AR1 , DOR)

E(OF )
L(AR1 ·OF,
N RP )

ACKNOWLEDGMENT
The research is partly supported by the RFBR, project no.
200700397 (section IV), and by the Ministry of Science
and Higher Education of the Russian Federation, project no.
1210324000519.
REFERENCES

L(AR1 · OF, N RP ),
δ1 (N RP, AL1 , DOL),
δ2 (N RP, AL1 , DOL),
E(AL1 )

{σ → AR1 · OF , σ ′ →
AL1 , s → N RP , s′ →
DOL}

L(AR1
· OF
·
AL1 ,N RP ),
δ1 (DOL, N OR, SOR),
δ2 (DOL, N OR, SOR),
E(N OR)

{σ → AR1 · OF · AL1 ,
σ ′ → N OR, s → DOL,
s′ → SOR}

E(AL1 )
L(AR1 ·OF ·
AL1 , N RP )
E(N OR)
L(AR1
·
OF · AL1 ·
N OR, SOR)

E(RP F )
Since the event RP F is absent in the specification it will be forbidden
by the supervisor. It should also be noted that the event RP F is
generated using the subinference of the PCF T (Fig. 6) by answering
the third and the first questions from the bottom of the formula T .

operator ∗ is exploited, which may mark the atoms in the
questions. If a question with atoms marked with the ∗ operator
has an answer, then after applying the inference rule, the atoms
in the base that participated in the matching search with the
marked atoms should be removed from the base. In Example
5 the predicate E with an asterisk is used.
A computational complexity of the inference search of PCFs
depends strongly on the complexity of the inference rule
application. The application of the PCFs inference rule for
the formulas presenting DES is of polynomial, close to linear,
complexity, since the considered structures are quite simple
and the answers search procedure (consuming the most of
time) is also not so hard.
V. CONCLUSION
This paper continues the work on developing a new way
of formalizing and solving control problems for the important
class of dynamic systems known as DES. The PCF calculus
provides powerful tools for dealing with sophisticated control
problems. It was shown how the knowledge available in the
modelled system may be exploited for supervisor implemen
tation. As an example, the model of the highlevel operational
modes switching of the mobile robot was considered.
A problem of constructing decentralized supervisors is
another objective of our research. Another related problem
is how to efficiently implement the supervisory control with
partial observations in the case when system behavior is
defined by a set of automata. Modular construction of the
plant and the specification provides a possibility of modular
design of the supervisor as well. However, checking the

1230

resulted supervisors for nonconflicting is a nontrivial task.
PCF representation of DES allows using the modularity in
the efficient way, and this issue is the subject of our further
research.
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Abstract - The paper extends the previously
proposed differentiators between “e-Tourism” and
“Smart Tourism” by introducing new segmentation
across the expanded definition of the existing tourist
experience phases. It also explains new concepts of
using artificial intelligence (AI) elements in culture and
tourism industries by enhancing traditional user
experiences with digital content. This is done by
creating a sophisticated backend system and integrating
it with standard end-user devices like cell phones,
tablets, and smart glasses. The proposed integration
creates a new type of digital platform with a wide range
of possibilities. The platform allows automatic
recognition of 2D images (like book pages, paintings,
murals, etc.) and adding the corresponding digital
content (audio, video, text, links, etc.) to significantly
enhance user experience. Further integration with 3-D
object recognition, IoT, digital maps, and GPS services
could also be used to prepare specialized tours, and even
allow a self-service where end-user is allowed to create
such tours from predefined elements. Such a platform
enables different items within the environment to
trigger short messages (or even directly open digital
contents) on the end user's device.
Keywords: artificial intelligence (AI), virtual reality
(VR), augmented reality (AR), mixed reality (MR),
digital content, enhanced user experience, culture,
smart tourism, multimedia, enhanced personal
experience, museum experience.
I.

Introduction

Various digital technologies and artificial intelligence
(AI) in particular are rapidly spreading in all areas of
business and everyday life. Almost everything is becoming
easier, more precise, better connected with other things…in
one word: smarter. Today, “smart” is so popular term that
everyone tries to represent their products and solutions as
“smart” in some sense. This has become a condicio sine qua
non in many areas and tourism is no exception.
Claiming “smartness” is one thing, but defining it
consistently is quite another. What does it mean that
something in tourism is “smart”? Are there different types
of “smartness” in tourism? Can we somehow measure the
“smartness” and compare it between different situations,
scenarios, and solutions? These are all very legitimate
questions, and this paper covers some of them.
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The main problem with using “smart” to describe
something in tourism is like in any other area. The concept
of “smartness” itself is not well-defined and that makes it
difficult to understand the underlying meaning in all
situations. So, before we dive into our analysis, let us see
some of the attempts to better explain the issues and/or
define this concept.
According to the ideas presented in the paper “Smart
tourism: foundations and developments” [1] in practice
"smart" has become a very fuzzy concept often utilized to
drive specific political agendas and to sell technological
solutions. They defined smart tourism as: “Tourism
supported by integrated efforts at a destination to collect
and aggregate and harness data derived from physical
infrastructure, social connections, government and
organizational sources and human bodies and minds in
combination with the use of advanced technologies to
transform that data into on-site experiences and business
value-propositions with a clear focus on efficiency,
sustainability and experience enrichment.”
Another interesting observation can be found in “Smart
Sustainable Cities: Definition and Challenges” [2] where
the authors stipulate that “It is not so much the individual
technological advances but rather the interconnection,
synchronization and concerted use of different technologies
that constitute smartness.”.
There are many other similar examples and there is no
clear consensus about neither the definition nor the exact
meaning and interpretation of the “smartness”. However,
some valuable initiatives are trying to introduce some level
of organization and order in this topic. One interesting
attempt is given in “Smart Sustainable Cities: Definition
and Challenges” [2] in the form of the following table:
e-Tourism

Smart Tourism

Sphere

Digital

Bridging digital & physical

Core
technology

Websites

Sensors and smartphones

Travel
phase

Pre & post travel

During trip

Lifeblood

Information

Big data
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Paradigm

Interactivity

Technology-mediated cocreation

Core
technology

Websites, specialized
digital-enabled content

Smartphones and similar
devices

Structure

Value
chain/intermediaries

Ecosystem

Lifeblood

Information

VR (Virtual Reality)

B2B, B2C, C2C

Public-private-consumer
collaboration

Exchange

TABLE I.

AR (Augmented Reality)
Paradigm

Interactivity

“e-Tourism” vs. “Smart Tourism”

We believe this is a good start for a discussion, but it
needs to be significantly improved in many areas. Perhaps
one of the most important refinements would be to separate
different tourist experience phases.
According to “Innovative approach for the creation of
enhanced personalized tourist user experience with
advanced IT technologies” [3], there are not only three but
four tourist experience phases, as indicated in the following
list:
•

Phase 1: Marketing

•

Phase 2: Planning

•

Phase 3: Visiting

•

Phase 4: Memory preservation

Tourist experience phase: Visiting
Sphere

Digital

Digital & physical

Goal

Distributing information

Creating immersive tourist
experiences

Core
technology

Websites

Sensors, specialized
displays, smartphones, and
similar devices

Lifeblood

Information

VR (Virtual Reality), AR
(Augmented Reality), and
MR (Mixed Reality)
applications
IoT
Social networks integration

The added “Marketing phase” plays a crucial role in
“Smart Tourism” and demonstrates the importance of
separating different phases. The importance of this phase
cannot be overstated, especially in these pandemic days
where the “Marketing phase” is very likely to be the only
one available to potential tourists.
The following table represents the expansion of the
original table across different tourist experience phases
with some modifications of the content:
e-Tourism

Technology-mediated coplanning

Smart Tourism

Paradigm

Interactivity

Technology-mediated cocreation
Content sharing

Tourist experience phase: Memory preservation
Sphere

Digital

Digital

Goal

Distributing information

Preserving information
from visits in various
creative forms

Core
technology

Websites

PC’s, smartphones, and
similar devices

Lifeblood

Information

Tourist experience phase: Marketing
Sphere

Digital

Digital

Real-time analytics and
AR (Augmented Reality)
tools

Goal

Distributing information

Raising interest for
physical visits

Social networks integration

Core
technology

Websites, specialized
digital-enabled content

Smartphones and similar
devices

Lifeblood

Information

VR (Virtual Reality)
AR (Augmented Reality)

Paradigm

Interactivity

Technology-mediated
exploration

Tourist experience phase: Planning
Sphere

Digital

Digital

Goal

Distributing information

Detailed planning physical
visits
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Paradigm

Interactivity

Technology-mediated cocreation
Content sharing

TABLE II.

“e-Tourism” vs. “Smart Tourism” across different
tourist experience phases

The previous table introduces added clarity to the
original table by indicating important differences between
“e-Tourism” and “Smart Tourism” across all key tourist
experience phases. Some of the notable differences include
introducing VR (Virtual Reality), AR (Augmented
Reality), and MR (Mixed Reality) components (instead of
somewhat narrow and misleading “Big Data”) and
specialized digital-enabled content. Some of these new
content-enabling technologies will be discussed in the next
section.
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II. Extending user experience with digital-enabled
content during “Marketing”, “Planning” and “Visiting”
phases
Digital-enabled content can be defined as any digital
supplement to the original physical world. The two work
together in a way that digitally extends the physical world.
In this context, the physical world can be anything, from
a specific tourist site, an artifact in a museum, a book at
home (or elsewhere), or anything else. Supplementing the
physical world means including carefully prepared digital
content in a form of AR (in phases 1, 2, and 4) or even MR
and VR elements (in phase 3). An important observation
here is that being digital, these additional elements can be
easily automated, thus creating a solution of arbitrary
complexity, as perceived by the tourists.
Since anything may serve as a physical basis for a
digital enhancement, we shall restrict ourselves to one
specific item - a book. This can be any existing book
(similar forms like billboards, posters, flyers, leaflets are
also covered by this definition) that has ever been published
or even a visual display (for example, a page from the PDF
file displayed on a computer monitor or any other similar
device). Now, once we have chosen our book, we can start
making decisions on how to enhance it with additional
digital content.
The idea is simple: any part of any of the pages within
a book may become a target that can be scanned by a
camera and individually recognized by some software. An
element to be recognized could be a picture, a drawing,
graph, or simply a part of the text, a camera would typically
be the one in a mobile device (a smartphone or a tablet) and
the software would be a relatively simple application that
somehow knows how to associate the recognized element
with some additional digital content.
To create the working solution we need to prepare the
digital content and define associations. It has to be done
outside the mobile device before the content can be
consumed by the tourist owning the mobile device. This
requires some kind of a platform (like the “Bookmedia”
platform, for example) that runs in the background and
allows publishers to create digitally enhanced books.
Tourist only has to install the corresponding application
on his/her device and, in principle, all “digital artifacts” will
also be downloaded as a part of this installation. Therefore,
the application can be fully functional even without an
active internet connection.
Once the target element has been recognized and the
correct association to the corresponding digital artifact has
been established, the application can run (automatically or
on-demand) the desired digital content. It can be anything,
from a simple text or a sound to full-blown video or even
highly demanding interactive AR content. Such content
must be prepared in advance and this is also the most
demanding part of the entire process.

tourist experience phases, but the same concept described
for books can easily be adapted to work with almost any
other physical artifact. Therefore, it can also be used during
the most important, visiting phase.
III.

Possible scenarios for enhanced personal user
experience during the “Visiting“ phase

Artificial intelligence (AI) is not some distant future
and science fiction. It is our reality and present. Therefore,
in front of us is a wide range of possibilities how to enhance
the user experience by using ICT technologies such as
artificial intelligence (AI), virtual and augmented reality
(VR and AR), and multimedia content. Those technologies
establish communication (verbal and non-verbal) between
humans and the computer system. Due to technology some
old and very valuable books can become not just available
to everyone but with new and enhanced experience by the
implementation of various multimedia elements. When a
standard end-user device like a smartphone, tablet, and
smart glass is directed towards the object/image in the
book/mural, etc. the multimedia content, of that
object/image is displayed on a screen of a device, as
follows: sound and/or video and/or image and/or text
and/or link on content, etc. The solution can be used on-site
(i.e., in a museum) or at home, in the walk, etc.
A. Outdoor: Dubrovnik city walk
People like to travel and explore new destinations.
Sometimes they like to do it in guided, organized groups
and sometimes alone. Touristic tours can be very
demanding not only for tourists but very much for tourist
guides too. It is hard to fulfill the interest of every person in
a group and to create a tour that will fit all. At the same
time, it is hard to keep them all together because some
people go slow, some want to explore on their own, some
want to have a break, etc. With the use of ICT technologies
such as artificial intelligence (AI), virtual and augmented
reality (VR and AR), and multimedia content that process
can become much more convenient and less stressful for
both sides. With implemented geolocation tourist guide, at
any time, knows where each member of his/her group is.
Can leave some notes/messages/paths in a virtual world on
fountains, pillars, murals, etc. all over the city and follow
their path. Tourists individually or in groups can walk
around the city with their devices and explore and collect
these marks in the city. For example, on one location, the
remains of a fountain, tourists with a standard device
(smartphone, tablet, and smart glass) directed towards the
object can see the fountain in its original/complete. Can
find o lot of information about the fountain how and when
it was built what was the life around it, who was using it
etc. If the tourist turns on the front camera can place
himself/herself next to or in front of the original fountain
and save it as a photo. After every session tourist can take
a quiz or during the walk collect virtual fountains and at the
end of the day or the tour get a diploma of fountain expert.

This concept is practically limitless and it enables
tourist organizations to prepare highly innovative products
that will attract more visitors and create a more engaging
and entertaining user experience. Books are most suitable
for phase 1 (Marketing) and phase 2 (Planning) of the
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FIGURE 1: Avatars
(https://www.israel21c.org/ancient-and-augmented-reality-meet-injerusalem/) [4]
PHOTO CREDIT: HILA NOAM, ADRIANA LOBBA, TAMAR HAYARDENI

The city of Dubrovnik is one of the top destinations in
the world. Due to its very long and very intense history
attracts people with various interests that want to explore
and find more. One of the most important periods of
Dubrovnik was the time Republic of Dubrovnik/Ragusa
originally named Communitas Ragusina (lat. Respublica
Ragusina).
Among all possibilities to explore Dubrovnik visitors
can choose a medical tour and explore and find out
everything about the development of medicine in that
period and find out everything about the first quarantine
ever (in Lazareti). The resolution about quarantine was
published in the so-called Green Paper (lat. Liber Viridis).

a smartphone, tablet, and smart glass, if it is directed
towards Lazareti, the multimedia content of it will be
displayed on a screen of a device. It can be sound and/or
video and/or image and/or text and/or link on content etc.
So, the tourist will be able to see the whole Lazareti as it
were in origin, in the year 1377, see the doctors and nurses,
people in quarantine, how they were coming in and leaving
it after 40 days. Multimedia content allows tourists to hear
the sounds of the street at that time, see the market, buy
something on the market, etc. During the city walk, the
tourists can collect virtual characters such as coins while
answering the questions and at the end of the tour he/she
gets a diploma/permission to enter the City of
Dubrovnik/Republic of Dubrovnik. If the tourist turns on
the front camera can place himself/herself into quarantine
or next to Grand Council and save it as a photo.
The Green Paper is a very precious document and
therefore, not available for the public. A digital version of
the Green Paper can be available. In that case, every tourist
can see the Green Paper and have a completely new
experience due to artificial intelligence (AI) and the use of
a standard end-user device like a smartphone, tablet, and
smart glass, if it is directed towards an object in the digital
Green Paper book, for example, the Latin langue becomes
readable in the English language, the multimedia content of
it will be displayed on a screen of a device. A person can
then see in the video the voyage of the ship and find more
information about it.
B. Indoor: maritime museum scenario
Museums have a lot of artifacts, a lot of them are just
some remains, one fragment of a mosaic, book, ship,
compass, cannon, vase, painting, etc. very often not
publicly displayed and therefore not available and well
known to visitors. Museums do their best to preserve these
artifacts and some of the measures are no-touching and nophotography policies.

FIGURE 2: Temple of Hera remains and as it was
(https://www.researchgate.net/publication/307993853_THE_SCIENTIF
IC_TRANSPARENCY_IN_VIRTUAL_ARCHAEOLOGY_NEW_GUI
DELINES_PROPOSED_BY_THE_SEVILLE_CHARTER) [5]

Tourists can activate avatar (doge, doctor, member of
Grand Council, etc.) on his/her device to guide him/her
through Dubrovnik on a medical tour in the chosen
language. Tourists carrying a standard end-user device like

1234

Visitors can buy tickets online in advance or on-site via
a ticketing system. If a ticket was bought on-site via a
ticketing system (non-touch user interface that is managed
by simple hand gestures that are detected by the 3D sensor
located at the top of the ticketing system display) by waving
with a credit card or smartphone near an NFC payment
terminal, the system automatically detects that credit card
has been issued, for example, by Japanese bank and offers
language change of user interface to Japanese
language/letters, which visitor can accept. The system does
not natively support the Japanese language. It uses
computer-generated language translation from the default
English version. Meanwhile, the same 3D sensor integrated
into the display of the ticketing system (kiosk) determines
the gender and age group of a visitor. Based on that, the
ticketing system automatically offers special offers and/or
an additional discount, for example, for children under the
age of 10 years old. Nevertheless, the visitor always can
change the language. Upon payment, the ticket is
electronically issued as an e-mail that contains an
attachment that represents an electronic ticket ready to be
added to the smartphone electronic wallet, to provide an
ecologically compliant solution, as explained in
“Innovative approach for the creation of enhanced
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personalized tourist user experience with advanced IT
technologies” [3].
There is nobody at the entrance/door of the museum. A
robot dressed as a mermaid or hologram of the mermaid
with her tail (entrance ramp) allows or blocks the entrance.
The entrance can be done or via active code on a
smartphone or using a biometric footprint or a face
recognition system. Cameras in the robot’s eyes/hologram
are used to read the code, take biometric footprints, or face
recognition of the person/visitor and that information is
used to validate electronically issued tickets and authorize
entrance to the museum.
Using a mobile device, visitors can activate an avatar
(mermaid, pirate, captain, etc.) to guide them through the
museum using the chosen language. The visitor can choose
one of the offered tours tailored according to his/her age
group and gender (according to data recognition at the
entrance) or can create his/her tour (for example, only
interested in lost treasures, or big battles on the sea, or
techniques of shipbuilding, etc.). For example, a visitor
with a standard end-user device like a smartphone, tablet,
or smart glasses can direct the device towards the object
(ship’s anchor as the only existing artifact), and the
multimedia content will be automatically displayed on a
screen of a device.

FIGURE 3: Within a museum
(https://www.youtube.com/watch?v=DUPLPwOVE-M)

This can be a sound and/or video and/or image and/or
text and/or link on content etc. So, the visitor will be able
to see the whole ship as it was in origin, see the up deck and
below the deck, climb the ship’s mast, see the crew (talk
with them, they are avatars, what they do), hear the sounds
of wind and sea waves, go in battles as a member of the
crew, etc. During the visit to the museum, the visitor can
collect virtual anchors while answering the questions after
each ship and at he/she and get a title of an admiral. And if
the visitor turns on the front camera can place
himself/herself next to or in front of or on the ship dressed
as an admiral and save it as a photo.
As an official record of events during the voyage, a
ship’s logbook can be very precious. Therefore, it is rarely
available to the public. However, digital versions of such
logs can be made available. Every person can be at home
and still browse the web and see the log but artificial
intelligence (AI) and the use of a standard end-user device
like a smartphone, tablet, and smart glass reveal new
possibilities. If such a device is directed towards an object
in the digitally enhanced book (an image of a map, for
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example), the corresponding multimedia content can be
displayed on a screen of a device. This way, a person can
see the video of the voyage of the ship and find more
information about it.
A similar approach in using artificial intelligence (AI)
creates unlimited possibilities and lots of variations in
storytelling scenarios. Ultimately, each visit of the same
person to the same museum (or any other location) may
result in an entirely different and unique user experience.
IV.

Future development

The concept of using VR/AR/MR elements throughout
all tourist experience phases can be significantly expanded
to cover almost any imaginable type of tourist attraction.
There are many such expansions and technology will
eventually create new ones, but at this moment we shall
name just a few of the most important ones here:
•

GIS

•

IoT

•

Anonymous personalization

•

Gamification

•

3-D recognition

GIS is a well-known technology and it could be very
useful in phases 2 (Planning) and 3 (Visiting). A good
example might be a long tour visit that includes several
different geographical areas (possibly cities). Such tours
are usually tied to a specific theme (it could be a person, a
gastronomical tour, or anything else), they may take more
than one day, they don’t even have to be completed in a
single run, and they may span over different countries. In
such cases, the preparations (Planning phase) for a tour may
become very demanding and the inclusion of AR
technology may become very helpful. Also, such tours may
benefit from knowing exact geolocation coordinates or
landmarks at all times once the tour has been started
(Visiting phase) since they can also serve as “triggers” to
some predefined digital content.
IoT is gaining momentum in many areas (“Smart
Cities” are probably the most notable examples), but it still
has a long way to go before it becomes widely available in
tourism. It is no longer an expensive technology, so there
are no reasons why it should not be widely available.
Although it requires some investments, the potential gains
are much higher and tourist organizations should start
implementing AI solutions using IoT.
Anonymous personalization looks like a contradiction
in terms, but it is not. Individualization of anonymous
identities using artificial intelligence enables innovative
human-computer interaction through the personalization of
communication which is, at the same time, individual and
anonymous. It uses computer vision and artificial
intelligence to automatically detect and recognize a
person’s age group, gender, human body measures,
proportions, and other specific personal characteristics [6].
Collected data constitutes the so-called person's biometric
footprint and is linked to a unique (but anonymous) identity
that is recorded in the computer system, along with other
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information that makes up the profile of the person. Identity
anonymization is achieved by asymmetric encryption of the
biometric footprint, with no additional personal
information being stored, and integrity is ensured using
blockchain technology. By using an anonymous but
individualized identity, a person can "unlock" the access to
additional content/capabilities/incentives accessed only
through such authentication. The collected data is GDPR
compliant.
Gamification is another useful concept that can be used
throughout all four phases of the tourist experience. It
introduces the concept of interactivity between the tourist
and the digital content related to some destination. The idea
is to create a simple game that requires some kind of user
interaction, keeps the score, and eventually provides some
incentive or a reward.
This can be used in different scenarios and can also be
prepared for different target age ranges.
3-D recognition is the logical extension of the
previously explained concepts from a two-dimensional to a
three-dimensional space. So, instead of recognizing some
elements in a plane (that was the case with books, or with
QR code markers attached to objects in museums, for
example), the application running on a mobile device
would be able to look through the same camera and
recognize 3-D objects around in a real-time. Technological
foundations for such applications are already here, but it
may take some time until they become wildly available.
The issue here is related to both preparation and production
costs and hardware requirements. However, inevitably,
such technologies and solutions will gradually become
more and more available.
V.

Conclusions

It is very important to understand the differences
between “e-Tourism” and “Smart Tourism” and what the
“smart” components are all about.
Differentiating possible tourist experience phases is
critically important in planning and introducing rich
VR/AR/MR implementations and making them available
on devices like smartphones and tablets.
VR/AR/MR implementations can “travel” through time
and show objects that were once present at some location
but are long disappeared and do not exist any longer. Using
VR/AR/MR technologies, such objects can be “seen” (and
even interacted with!) just as if they are still present.
Properly implemented, they allow the interaction between
the tourist and the environment. Also, VR/AR/MR
technologies can bring new life to galleries and museums
that have not essentially changed their concept from the
beginning.
Of course, there are many other use cases and types of
implementation of VR/AR/MR technologies in tourism.
The key message here is that it is critically important to
differentiate four tourist experience phases because each of
them defines a different set of goals and provides a different
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set of specific solution types. All tourist organizations share
the same simple goals:
•

Bring as many tourists as possible to the desired
locations

•

Enable creating detailed plans for a visit or vacation

•

Create an interesting, rich, and immersive user
experience once the tourist comes to the desired spot

•

Allow the tourist to keep the memories in some
interesting way

These goals closely correspond to the four phases of a
tourist experience and each phase requires a slightly
different set of scenarios, tools, and solutions. This means
that tourist organizations should start thinking about
introducing VR/AR/MR elements into their marketing and,
of course, in various storytelling scenarios in many places.
These efforts should be carefully planned and they should
cover all four phases simultaneously. Surely, the number
and complexity of the provided solutions will increase over
time, but the important thing is to start investing in these
activities as soon as possible.
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Abstract - While the market of smart technologies is
steadily increasing, there is much research to be done
regarding the interaction between human users and
Artificial Intelligence (AI) technologies. Specifically, the
field of Explainable Artificial Intelligence (XAI) focuses on
making AI explainable to users. To provide a user-centered
approach to this growing field, this paper describes a study
to investigate possible processes and methods. For this
purpose, 20 participants were asked to use an AI system
that provided them with the results of a personalized
COVID-19 risk calculation. The study results indicate that
while participants generally seemed to think that the
presented results of the system were accurate, only a few
said that they would change their behavior after receiving
the results, and many asked for additional information to
better understand the results. This paper discusses the
findings along with possible approaches to increase behavior
change in users of smart systems.
Keywords - Human Factors; Artificial Intelligence;
Explainable Artificial Intelligence

I.

INTRODUCTION

A. Study Motivation
The use of Artificial Intelligence (AI) in products and
systems has become common during the last decade and
AI systems are already being used by many companies
and private users. As some examples of many, Google
developed a tool to help recognize the content of images
and Netflix personalizes content individually for their
users. While these AI algorithms often go unnoticed,
sometimes users cannot comprehend a result because it is
unexpected and cannot be explained. Accordingly, it may
not be possible to proceed. AI in products often is
“opaque” and not directly understandable. This can
become a problem when AI systems inherit the biases of
their developers without making this apparent to the users.
Also, such opaque systems may take a long time for users
to build trust in. For example, when calling service
hotlines, users often already interact with AI systems to
get information about services or products. When such AI
systems behave in unexpected ways too frequently, user
satisfaction and acceptance of such systems suffer.
Furthermore, when users are confronted with decisions of
AI system that provide access or grant permissions, user
acceptance for such decisions should be increased when
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the decision can be understood. Accordingly, [1] points
out that explainability of a system is an important
characteristic of AI systems, therefore Explainable
Artificial Intelligence (XAI) is an important focus point.
XAI is an approach aiming to explain decisions of an AI
system to the user and thus increase trust and transparency
[2]. Several approaches exist for XAI. One consists of
creating an agent to represent the AI decision similar to a
human. Another method to provide explainability, consists
of highlighting relevant data points for a certain decision
[3]. Also, explainability can be improved by allowing
users to systematically vary the input parameters and
observe the corresponding changes in the outputs [4].
Another method consists of rationalization which gives
explanations for autonomous actions of AI systems “… as
if a human had performed the behavior” [5]. Its goal is to
achieve a grammatically correct verbal explanation of
autonomous behavior. Whereas, several XAI techniques
exist, the requirements for appropriate explanations that
are sufficient for users to reach acceptance and trust are
currently little investigated. Therefore, this study
addresses this important topic.
B. Aims of the current Study
The aim of the current study is to investigate possible
ways to increase user trust when interacting with smart
technologies. Specifically, this research was intended to
inform XAI developments about how to achieve sufficient
explainability for user acceptance and trust.
II.

METHOD

A. Participants
Twenty participants took part in the study. Of these,
fourteen were male. Participants were aged from 18 to 64
(M = 32.4, SD = 14.3). Half of the participants were
recruited within the company. A majority of the
participants described themselves as well informed about
smart technologies (fourteen participants).
B. Materials
1) COVID-19 Calculator
To familiarize the participants with an AI system they
were introduced to the COVID-19 Calculator
(https://www.covid19survivalcalculator.com).
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The application was used because the perceived
vulnerability of users is an important precondition for
user trust. This calculator is available online and uses the
data that a participant provides to calculate infection and
mortality risk regarding COVID-19. It uses information
like gender, age and blood type which are entered by the
participant to calculate the mortality risk. Questions
regarding the number of social contacts or the following
of guidelines for social distancing are used to calculate
the infection risk of a participant. The calculator website
offers an explanation on several of the factors which are
considered when estimating the risk for a person.
However, this information was not given to the
participants before using the calculator.
2) Questionnaires
a) Interview
The goal of the semi-structured interview was to get
an idea of how participants reflect and question the
information provided by the COVID-19 calculator. Ten
questions were used to collect the answers of participants.
These questions were used to gauge how participants feel
about the calculator itself, as well as about the results
which it presents. Answers were recorded by the
interviewer. In case of the need for further explanations,
participants were asked to elaborate. Participant answers
were categorized and counted. The resulting categories
and their respective answers were then compared and
interpreted.
b) Web-based Survey
In order to collect participants answers regarding the
calculator and further questions concerning smart
technologies, LimeSurvey an Open-Source survey tool
(http://www.limesurvey.org) was used. The questionnaire
consisted of several blocks. The first block was used to
collect demographic data of the participants as well as the
results which the calculator gave them. In the next part of
the questionnaire, participants were asked to indicate
their level of agreement with ten statements regarding
smart technologies. Answers were recorded on a fivepoint Likert scale ranging from “Strongly disagree” to
“Strongly agree”. The final part of the questionnaire
asked the participants to indicate how much they agreed
with seven statements regarding the importance of
different aspects for their use of smart technologies.
Answers were again recorded on a five-point Likert scale
ranging from “Strongly disagree” to “Strongly Agree”.
Participants always had the option to indicate “I do not
know” in case a question was unclear.
C. Task and Procedure
People were recruited through convenience sampling.
The study took about half an hour for every participant.
Every participant signed an informed consent form before
beginning. For taking part in the study, everyone received
a little thank you gift. Before the study started,
participants were given an overview of its contents.
Participants were first asked to fill in the COVID-19
calculator and told that the calculator will provide an
estimation about their individual risk of infection and
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mortality. They were informed that their responses on the
website were not available to the experimenters.
After receiving the results from the calculator,
participants answered the first part of the web-based
survey questionnaire. After finishing the first part,
participants were asked to answer the questions of the
interview. When the interview was finished, participants
were asked to fill in the rest of the web-based
questionnaire. When they were done, a last interview
question was asked to conclude the study. After
partaking, participants were debriefed regarding the usage
of the COVID-19 calculator as a purely informative tool
without medical implications.
III.

RESULTS

A. Web-based Survey
1) Calculator Questionnaire
Participants answered several questions regarding the
accuracy and the usage of the results they received from
the COVID-19 calculator. The risk calculator was based
on a set of sociodemographic fac-tors as well as preexisting conditions by combining information from the
UK-based OpenSAFELY study and adjusted with
mortality rates across US states [6]. Most participants
agreed that the infection risk provided by the calculator
appeared to be accurate, see Table I below. The same can
be said for the accuracy of the provided mortality risk.
Participants opinions diverged however, regarding the
comprehensibility of the results as most participants
agreed that the results were comprehensible, though a
quarter of participants disagreed. Most participants seem
to believe, that the data would be used, as stated, to help
COVID-19 research.
2) Statements towards smart technology
Participants reported to use smart technologies quite
frequently and not to encounter problems on a regular
basis when doing so, see Table II. They also saw
themselves as well informed and viewed smart
technologies generally as reliable. At the same time, most
participants indicated, that smart technologies sometimes
behave unexpectedly and sometimes do not work and that
it is sometimes unclear how a smart technology works.
The use of personal data in smart technologies also seems
to be a problem for many users. The statement regarding
unclear usage of smart technologies seems to split the
participants.
3) Important factors for usage smart technology
The participants indicated a need for more information
about the way smart technologies work, as well as a need
for better decision explanation, see Table III. Privacy
considerations concerning the usage of personal data in
smart technologies were also important to the participants
who wanted to have control over their data. The ease of
use of smart technologies was not an overly important
factor to the participants as most indicated to be neutral.
However, seeing the current status on a smart technology
was important to most. The predictability of a smart
technology was not rated as overly important by the
participants.
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TABLE I.
STATEMENTS THAT WERE ANSWERED BY PARTICIPANTS REGARDING THE RESULTS OF THE COVID19 CALCULATOR. PARTICIPANT RESPONSES ON THE FIVE-POINT SCALE ARE REPORTED IN PERCENT.
Statement
1. I think the infection risk
provided by the Covid-19
Calculator is accurate.
2. I think the mortality
risk provided by the
Covid-19 Calculator is
accurate.
3. I find the overall
findings of the Covid-19
Calculator are
comprehensible.
4. I think the data the
Covid-19 Calculator
collects […] saves lives.

TABLE II.

STATEMENT

Strongly
Disagree

Moderately
Disagree

Neutral

Moderately
Agree

Strongly
Agree

I do not
know

0%

20%

15%

35%

20%

10%

0%

20%

5%

25%

35%

15%

5%

25%

20%

30%

20%

0%

5%

0%

20%

40%

25%

10%

STATEMENTS OF PARTICIPANTS TOWARDS SMART TECHNOLOGIES. PARTICIPANT RESPONSES ON THE FIVEPOINT SCALE ARE REPORTED IN PERCENT.
Strongly
Disagree

Moderately
Disagree

1. I frequently use smart
5%
25%
technologies.
2. I frequently encounter problems
5%
45%
when using smart technologies.
3. I am well informed about smart
0%
10%
technologies.
4. I distrust smart technologies in
15%
30%
general.
5. I think smart technologies are
0%
15%
generally reliable.
6. Sometimes the smart technology
0%
20%
behaves unexpectedly.*
7. Sometimes the smart technology
0%
20%
does not work.
8. Sometimes it is unclear how the
0%
10%
smart technology works.
9. Sometimes it is unclear what
0%
5%
happens with the collected data.
10. Sometimes it is unclear how to
10%
30%
use the smart technology.
*One participant indicated “I do not know” when answering question 6.

Neutral

Moderately
Agree

Strongly
Agree

15%

30%

25%

30%

15%

5%

20%

50%

20%

30%

20%

5%

25%

55%

5%

20%

45%

10%

30%

35%

15%

30%

30%

30%

0%

30%

65%

30%

20%

10%

TABLE III.

PARTICIPANTS WERE ASKED TO INDICATE WHICH FACTORS WOULD BE THE MOST IMPORTANT FOR
THEM FOR THE USE OF SMART TECHNOLOGIES BY SELECTING THEIR AGREEMENT REGARDING THE STATEMENTS
BELOW. PARTICIPANT RESPONSES ON THE FIVE-POINT SCALE ARE REPORTED IN PERCENT.

STATEMENT

Strongly
Disagree

Moderately
Disagree

1. I would like to know more about how
0%
5%
the smart technology works
2. I would like the smart technology to
0%
0%
explain its decisions in a better way.
3. I would like to know what happens
0%
0%
with my data.
4. I would like to have control over
0%
0%
what happens with my data.
5. I would like the smart technology to
0%
10%
be easier to use.
6. I would like the smart technology to
show me its current status in a better
0%
0%
way.
7. I would like the smart technology to
0%
15%
behave more predictable.
No participant indicated “I do not know” regarding any of the statements.
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Neutral

Moderately
Agree

Strongly
Agree

25%

30%

40%

25%

55%

20%

0%

15%

85%

0%

20%

80%

70%

15%

5%

45%

35%

20%

50%

25%

10%
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B. Interview
Participants were asked if they found the results of the
calculator comprehensible. For infection risk, sixteen
participants indicated that they found the results
comprehensible, while four indicated that they could only
speculate as to how the result was calculated. Answers for
the comprehensibility of the mortality risk were similar,
here fourteen people found the calculator results
comprehensible. Five participants found the results not
comprehensible, while one participant indicated that he
found the results partially comprehensible.

the calculation path of the algorithm. Three participants
asked if the results are valid. Three participants would ask
the system why it does not include the country or region in
its results.

On the question if the results were informative, the
participants were split. Ten said that the results were
informative and justified their statement by saying that the
calculator enabled an objective opinion (five) and enables
a comparison (three). On the other hand, the remaining ten
participants did not find the results informative. Of these
ten, four based their decision on the claim that they did not
find the results comprehensible, three reported to have
gained no new insights, while two found the results
insufficient.

When people were asked about XAI, six participants said
that they knew what XAI is, while fourteen did not know
what it was. When asked to define XAI, the people
familiar with it said that it is able to explain its decisionmaking processes (four people). Two people said that it is
clear what the AI does, while two said, that it is able to
show its way to a certain goal. The people that were
unfamiliar with XAI were asked about their ideas for
explainable AI. Seven people said that the XAI should
offer comprehensible decisions, five people named the
ability to explain itself as a central aspect for it.

Participants were asked for their negative and positive
impressions about the result presentation. Each participant
had the possibility to name several positive and negative
points. Ten participants reported that they found the
results to be clearly arranged. Eight participants saw the
chance to compare themselves with others as positive. Six
participants reported that there were no negative aspects
regarding the presentation of the results. Two participants
highlighted the colors used in the presentation of the
results in combination with the displayed values as
positive.
Negative aspects included the fact that there were no
graphics (seven participants), too much text (four
participants) or too many numbers (two participants).
Three participants found the results confusing due to their
presentation. Three participants found their classification
incomprehensible. Two participants criticized the lack of
explanations. One participant claimed there was nothing
positive about the results, while one other saw the results
as admonishing.
When asked about additional aspects that should be
presented with the results, seven participants mentioned
that they would appreciate individual recommended
actions to learn how their behavior can influence their
infection and mortality risk. Graphics to better explain the
results were suggested by six people. Three people asked
for regional information and classifications, another three
people proposed graphics in which the individual would
be represented with their results compared to other people.
Two people answered that they would not need additional
feedback.
Participants were then asked about questions they would
like to be answered by the system if they could ask it.
Every participant could ask multiple hypothetical
questions. Half of the participants (ten) would have asked
the system how much impact the different aspects of the
questionnaire had on the results. Six people would have
asked the system about the original dataset and how it was
trained with this data. Five participants were interested in
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When the participants were asked if they would change
their attitude or behavior after receiving the results on the
infection and mortality risk, a majority (sixteen people)
answered with “no”. Only two people said yes. One
person answered that the results had an influence on their
attitude towards their mortality risk, while one person
answered, “I cannot say”.

IV. CONCLUSION
The results of this study indicate ways how knowledge
about the user’s background could be used during the
development of an AI product to increase user acceptance.
While the Calculator was seen as informative and was
generally trusted, the participants did not feel inclined to
change their behavior in response to the results. Some
participants pointed out that a behavior change was not
necessary for them, because their results were acceptable
for them, while others pointed out that there was no clear
indication as to which behavior they could change, to
influence their mortality and infection risk. This inability
to appropriately use the results that are provided by an
intelligent system is expected to reduce the usefulness of
the overall system. Fortunately, this can be improved. For
example, several participants proposed, independent of
each other, that they would appreciate a personalized
recommendation regarding their calculated risks (see e.g.
[7]). It might be possible to use these “personalized
recommendations” more frequently to heighten
acceptance of smart technologies and their output. Further
research regarding the topic of personalized information
presentation in AI is needed, especially to better quantify
the impact on user acceptance and continued use. For
example, a personalized agent could interact with a user to
provide tailored assistance to improve the understanding
of the system and the results (e.g. [8]). In addition, an
agent could respond to user questions which was also
mentioned by some participants. Furthermore, it would be
interesting to see, whether and how action
recommendations, i.e. concrete recommendations to the
user to perform specific actions, could measurably impact
the acceptance of AI systems. At the same time, the study
shows that there is a need to present results of AI systems
more clearly to the user. Not every user was able to fully
interpret and understand the results which were presented
to them.
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In summary, based on the lessons learned from this study
we recommend that prospective users should be tightly
involved during system design so that their task relevant
knowledge, expectations, and constraints can be made
visible early on and appropriate user profiles can be
determined. Based on these user profiles, the appropriate
user centered XAI strategy can be determined. The results
of this study indicate at least the following options exist
for XAI: 1) Personalized Explanations of AI decisions
and outputs are adapted to specific user profiles. 2)
Personalized recommendations are given to users based
on their user profiles. 3) a question - response agent
dynamically responds to the user’s clarification questions.
The applicability and respective effectiveness of these
XAI strategies should be assessed in future research.
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Abstract - Origin Destination Matrices (ODM) are
standard indicators of population migration used for urban
mobility assessment. They represent a population’s travel
demand (number of trips between two zones) and are
considered as the step two of a four-step model of
transportation planning process. The research community
has already recognized that ODM obtained from different
sources might differ and have proposed several assessment
methods in order to determine the difference among them.
Besides a literature review, this research will provide a
methodology for the analysis of similarity of ODMs generated
from telecom big data sets compared to those obtained using
other measurements. To test and validate the proposed
methodology, ODM has been created using telecom big data
analytics, where a significant number of anonymized telecom
user locations have been analyzed to determine a travel
demand. The travel demand characteristic for the same area
and the same period of time has in parallel been
determined/measured using “the traditional” methodology
resulting in the second data set. The paper will provide the
analysis results of the comparison of two resulting matrices,
lessons learnt, and recommendations that can significantly
improve the result correlation rate. Finally, the research has
proved that a significant correlation between the resulting
matrixes can be achieved if the appropriate preconditions are
met.

zones and are considered as the step two of a four step
model of transportation planning process), gathered using
novel data sets and the ones generated using traditional
methodology (surveys, census, traffic counting, etc.). It will
provide an insight into available methodologies that can be
used for the comparison of resulting OD matrices gathered
from different sources. It will present the results of the
application of a proposed methodology on resulting
matrices generated from two data sets, following by lessons
learnt and recommendations. The paper is structured as
follows: subsequent to the introduction, the second chapter
gives an overview of the current developments and
literature. The third chapter describes the process of
creation of origin destination matrixes using anonymized
telecom big data sets and using the traditional
methodology. The fourth chapter presents the available
methodology for determination of similarity, the fifth
chapter demonstrates the applicability of the selected
methodology using real world data, and the sixth chapter
offers authors’ conclusions and opens a discussion on the
paper’s subject matter.

Keywords: origin-destination matrix, transport planning,
urban mobility assessment, travel demand

The problem of determining an accurate transport
demand is one of the key issues that researchers have been
trying to solve for decades. The transport demand
determination, presented in the form of origin destination
matrix, represents the ground truth and the base for all
transport and mobility related measures (e.g. raising
awareness about public transport), actions (e.g. the
implementation of car sharing system) and policies (e.g.
sustainable urban mobility plans). Transport demand is
volatile and can be influenced by a number of factors, both
intentional and unintentional, such as local characteristics,
weather conditions, special events and public
announcements. [1]

I.

INTRODUCTION

The era of big data has brought substantial possibilities
of enabling data driven research and decision making in the
area of urban mobility. The existing transportation research
methodology that has been used for decades is well
engraved in stakeholder’s business and research processes,
which creates reluctance to change, unless the substitution
methodology is well proven and reliable. This has created
a new research domain, with the goal to prove to both
domain experts and scientific communities, that the data
science approach, using novel data sources, can
successfully replace the traditional methodology and
introduce significant benefits. Taking that into
consideration, this paper will propose a validation
framework that will enable the comparison of origindestination matrices (matrices that represent population
travel demand including the number of trips between two
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II.

OVERVIEW OF CURRENT DEVELOPMENTS

The determination of origin-destination matrixes is a
challenging task, since it has to account for a large number
of unknowns and is usually based on a limited number of
observations. Besides that, local mobility characteristics
can significantly influence the travel demand in general,
which makes it difficult to benchmark and compare
algorithms, as the underlying conditions are often very
different. Usually, traffic demand determination is
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presented as OD matrix for a characteristic day, as a
measure of the representative travel demand. If traffic
demand has some characteristic oscillation, for example,
due to the seasonality, more than one characteristic day can
be determined. Recently, a number of researchers have
been trying to address those issues by introducing new data
sources as an alternative to traditional measurements.
Those data driven approaches are trying to mitigate
shortcomings characterized by traditional measurements
(time consume research, small sample, limited reach,
dependency on human error).
Anonymized telecom mobile network data are of
particular interest since the increased usage of mobile
phones and significant market penetration makes them a
future ready data source for urban mobility domain.
However, the research community still has to prove that
this type of analytics yields reliable and representative
results. In order to fulfill this task, a validation framework
has been proposed to verify telecom big data generated
Origin Destination Matrices, compared with the ones
gathered from traditional measurements. Authors generally
explore the use of mobile data in the context of mobility
studies by comparing matrices derived from several types
of sources within the same region. As a result of the
comparative analysis it has been established that mobile
data can be used to draw a complete and representative
picture of mobility flows within a region, especially when
the zoning system is rolled down to a lower granularity [2].
Besides the comparison of resulting ODM matrices, some
researches are dealing with the comparison of bare trip-bytrip information. By comparing trip-by-trip as well as the
aggregated travel demand to other available data, we can
determine the performance and accuracy [3]. For
determination of origin-destination matrixes from mobile
telecom data, authors are using both signaling and CDR
data. By analyzing passive signaling data over a 24-hour
period, authors show that it is feasible and compelling to
use such data in order to estimate O-D matrices that are
similar to the ones produced via the travel survey-based
method. [4] Besides signaling, authors assess the feasibility
of CDR as a base data for travel demand forecasts. They
have analyzed the correlation between CDR and travel
demand by travel survey data. The result showed that there
exists the correlation and that it tends to be higher in
discretionary trips such as non-home-based business, nonhome-based shopping, and non-home-based other trips.
The main advantages of using CDR data over traditional
data collection methods include utilization of fewer
resources in terms of cost and labor for both data
acquisition and method implementation, and a larger
sample size that provides less bias [5,6]. Some researches
use both CDR and signaling data. Authors [7] propose a
data processing framework and the associated algorithms to
address two key issues linked to those data: locational
uncertainty and oscillation. They show the effectiveness of
the proposed methods in addressing these two issues
compared to the state of art algorithms in the field. The
motivation for usage of mobile network data for O-D
matrix creation is that existing, traditional methodology has
some significant drawbacks. For example, researchers [8]
performed an assessment of the quality of O-D matrices
derived from household activity travel. The results showed
that no accurate O-D matrices can be directly derived from
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these surveys since the minority population is queried and
additional information to better grasp the behavioral
realism underlying destination choices is recommended.
Besides surveys, some researches are dealing with other
data sources for validation. One of them is automatic fare
collection systems. Automated fare collection systems have
been widely used in public transport and have provided
very large datasets. One of the main challenges of using
such data is its accuracy level. Comparing demand matrices
provides essential information about passenger travel
patterns. This comparison may also help to avoid
unnecessary surveys by suggesting the use of similar
available data [9]. Therefore, the literature has shown that
both CDR and signaling data have a significant potential as
a data source for urban mobility related measurements, and
that several frameworks have been proposed for
determination of accuracy of results, compared with those
considered accurate (ground truth) using traditional
methodology.
III.

PROCESS OF TRAVEL DEMAND DETERMINATION
USING DIFFERENT DATA SETS

A. Travel demand determination using Mobile network
data
There are multiple ways to use mobile telecom operator
data as a source of geospatial information. Mobile networks
consist of base stations. Base stations consist of one or more
mobile network cells. The main source of geolocation is the
mobile network cell used by mobile phone subscribers.
Cells cover a fixed geographic area and a mobile phone
connected to a cell can only be placed in that area. Multiple
records from multiple cells allow the use of trilateration
which results in improved end user location estimate. Call
data records (CDR) used for billing purposes contain
timestamps and originating mobile network cell for each
subscriber mobile phone call and text message. 3G base
stations can produce GPEH (General Performance Event
Handling) logs which contain data about subscriber activity
with any of its cells. 4G base stations produce the same
information in CTR (cell trace record) logs. Passive probes
can be used to mirror operator data traffic and extract
serving cell information.
These base station and probe logs in conjunction with
mobile network cell topology can be used to estimate
subscriber location. The generation of OD matrices from
mobile network data consists of multiple steps. First,
subscriber cell information is converted to latitude and
longitude coordinates for a given timestamp. When full
subscriber trajectories are constructed, location outliers are
detected and removed. Trajectories are then smoothed
using location averaging. Subscriber stay locations and inbetween moving points are identified based on heuristic
rules. To match stay locations with predefined area sectors
for OD matrices, stay locations are adjoined to belonging
sectors. Each sequence of stay locations can be included in
OD matrices as an origin-destination pair with the
corresponding sector IDs. OD matrices thus can be
generated hourly or for any other period of time.
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B. Travel demand determination using „traditional“
methodology
The traditional methodology for travel demand
determination consists of two main activities. The first step
is the definition of the target area and target population.
Target area has to be divided into zones which are linked
to geographic area covered by mobile network cells. The
link is important for the final validation process of mobile
network data. The population also has to be divided based
on the residence zone which sets basis for the origin
destination matrix defining. The mobility habits of the
population within each zone are analyzed through a
research on inhabitants’ travel patterns. The target data is
the origin, destination and travel mode for the usual
everyday travel which forms the origin destination matrix.
The usual method of mobility data collection is a survey
which must be planned and implemented to gather
mobility habits of population within each defined zone
[10]. According to the population size, the sample size has
to be defined to allow the estimation of population with the
margin of error of 2.5%, with a confidence level of 95%.
The second step of the methodology is the validation
of the origin destination matrix gathered through a survey.
The validation has to be conducted with another data set.
The usual and efficient validation method is the traffic
flow spatial distribution based on the automatic license
plate recognition method (ALPR). The flows have to be
recorded in the period in which the trips from surveys
occurs and on a sufficient number of locations to gain
insight into population movements. The significant
correlation has to be made between the two data sets to
prove the reliability of origin destination matrix. Also, the
ODMs generated based on mobile network data and the
ODMs generated using traditional methods are generated
using the same time scale.
IV.

METHODOLOGY FOR ASSESSMENT OF SIMILARITY

As presented in the Figure 1, following the successful
mobile network data collection, anonymization, and
preprocessing, trip related parameters are determined, and
based on them, trips for coverage zone are calculated. The
result is origin-destination matrix generated from
anonymous telecom big data sets using the basic set of
parameters. In order to validate the result, the matrix for the
same coverage area, spatially decomposed in same way,
has to be obtained using the traditional methodology
(survey, census, traffic counting…), that will represent the
ground truth. Next steps include comparison of those
resulting matrices, using one of 15 methods proposed
hereafter.
Geoffrey E. Havers (GEH) statistic is used to evaluate
the level of closeness of origin-destination pairs of two OD
matrices. The GEH is applied to every pair in the two
matrices, with a GEH of less than 5 indicating a good fit.
The Chi-squared test is used as the goodness-of-fit measure
to compare synthetic matrices. The Chi-squared test
ignores the correlations between cells and deals with cells
independently.
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The correlation of matrices can be defined using
statistical tests. The Pearsons correlation coefficient is the
test statistics that can be used for matrix comparison since
it measures the statistical relationship, or association,
between two continuous variables. It gives information
about the magnitude of the association, or correlation, as
well as the direction of the relationship.
The paired sample t-test, sometimes called the
dependent sample t-test, can be used to determine whether
the mean difference between two sets of observations is
zero. In a paired sample t-test, each subject or entity is
measured twice, resulting in pairs of observations.
Mobile network dana
collection,
anonoymisation and
processing

Traditional
measurements

Trip related parameters
determination

ODM
Traditional
measurements

ODM
Mobile network data

ODM comparation

Mean Structural
SIMilarity

Eigenvalue-based
measure (EBM)

OD pairs –
Pearsons coefficient

The sparsity of the
matrices

Mean absolute
percentage error
(MAPE)

Similarities in trip
information Pearsons coefficient

OD pairs Paired t-test

Maximum Possible
Relative Error (MPRE)

Bayesian methods

Geoffrey E. Havers
(GEH)

GLS

Total demand scale

OD pairs Chi-squared test

Maximum likelihood
(ML) estimator

Root Mean Square
Error (RMSE) and
Percent RMSE
(%RMSE)

Result of comparision
analysis

Figure 1. Process of ODM comparison

An additional method is the sparsity of the matrix. It is
defined as the number of zero pairs (i.e. matrix cell or
element) divided by the total number of pairs that mobile
data capture mobility in a higher percentage of all possible
OD connections. The Mean Structural SIMilarity,
similarities in trip information (Pearsons coefficient) Mean
Structural SIMilarity (MSSIM) index as an OD matrix
comparator (MSSIM computes statistics on groups of
pixels (those within a window) and then takes the average
(mean), rather than computing statistics based on all the
pixels in the image together. This method compares OD
matrices as images based on pixels equating to individual
OD cells.
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Matrices can be observed from the perspective of
similarities of trip information between origins and
destinations as the level of similarity by origin (aggregating
columns in the matrix) and by destination (aggregating
rows in the matrix) of trips has also been explored using the
correlation coefficient. Further, the root mean squared error
(RMSE) and accordingly the percent root mean squared
error (%RMSE) are used to evaluate the closeness of the
matrices. The %RMSE is where the variability of the
demand is most evident: if two demand matrices were
identical, the %RMSE would equal zero.

The application of the methodology using real world
data was performed in the City of Rijeka (the project was
funded by the EIT Urban Mobility Regional Innovation
Scheme RIS 2020.), where the traditional measurements
were performed using survey, census data and traffic
counting, while for the same period of time, telecom big
data analysis was performed. The city was decomposed to
transport sectors, as presented in the Figure 2.

Also, Eigenvalue-based measure (EBM) can be used.
This measure is based on the concept of eigenvectors and
is introduced for the comparison of OD matrices in this
study. OD1 is similar to OD2 if there exists a matrix P such
that OD1 and OD2 have the same characteristic polynomial
and therefore the same eigenvalues.
Additionally, two matrices can be compared using the
Mean Absolute Percentage Error (MAPE) where MAPE is
the mean of the absolute percentage error (APE). The
comparison is possible using Maximum Likelihood (ML)
model. It represents the maximum possible relative
deviation of the estimated OD matrix from the true one
when the route choice proportions are correctly specified,
and the traffic counts are error free. Another approach
includes the usage of Generalized Least Squares (GLS)
demand estimation, that provides an estimate of the O–D
demand flow, starting from the system of linear stochastic
equation.
Bayesian methods estimate unknown parameters by
combining experimental information (e.g. traffic counts)
with non-experimental information (a priori or
‘‘subjective” expectations on O–D demand, e.g. coming
from an out-of-date estimation or from a model system), by
maximizing the logarithm of a posteriori probability. The
total demand scale provides a measure of quality of an
estimated OD table, based on the network topology and the
route choice assumptions. Clearly, assumptions related to
the route choice model are usually more arbitrary than the
network topology. The TDS is sensitive to the quality of the
route choice model.
As can be concluded from the Figure 1 and the
corresponding description, there are several methods that
can be used for comparison of resulting matrices obtained
from different data sources. Besides bare comparison of
resulting OD matrices, those methods can also be used in
the process of creation of OD matrices from novel data
sources. This kind of methodology usually consists of
several steps that are defined in chapter III. The calculation
of those steps includes different variables (temporal
clustering, spatial clustering, definition of criteria for
determination of stay locations), where the result ODM will
be sensitive to the modification of those criteria. Therefore,
the comparison to ground truth matrices can be used in
order to determine the appropriate criteria and values that
will be used in ODM creation process.
V.

APPLICATION OF SELECTED METHODOLOGY USING
REAL WORLD DATA
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Figure 2. Coverage zone

Figure 3. A comparative analysis of daily unevenness of transport
demand (correlation analysis) for a different sector pairs within the
coverage zone

1 2 3 4 5
1 233 14 7 28 9
2 19 349 7 27 0
3 0 9 64 39 6
4 23 18 24 81 9
5 5 0 5 8 0
6 12 12 64 8 5
7 10 17 11 14 0
8 20 35 16 121 11
9 43 39 104 49 34
10 14 75 11 22 0

6 7 8
9
10 10 45 36
6 15 36 60
85 17 19 129
7 16 141 56
0 0 5 30
28 29 10 136
23 144 21 218
9 18 547 86
96 247 68 1033
10 6 23 32

10
16
57
11
12
0
6
5
12
33
86

Figure 4. Example of OD matrices data for the first 10 sectors within a
coverage zone

The comparison of origin destination matrix of the
traditional and the novel big data method was performed
on modal split, trip distribution (number of trips between
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typical zones) and traffic volume. The comparative
analysis of results of modal split showed the existence of a
strong connection between the results obtained by classical
field research in relation to the results obtained by the
analysis of a big data sets, as presented in the Figure 3. The
difference between the mentioned methodologies for
personal vehicles is 2.49%, public transport 2.56% and
active modes of transport about 0.70%. The average
deviation in trip distribution was determined in the amount
of about 7.5%.
The example of OD data for the target zone only (the
first 10 sectors) is presented in the Figure 4. The values of
different sectors represent the movements among those
sectors, and the value on the diagonal of the matrix
represents the movement within the zone.
During the validation of the big data, it was found that
the big data set sometimes provides a more detailed trip
identification than required for the understanding of a
transport system. The big data detects all the trips that a
user makes during the day. It records all type of movement,
short trips within the zone or even short recreative
walking. That kind of movement is usually not the
transport research objective and should be extracted from
the data base since they include all migrations and even the
shortest trips that are not relevant for city scale mobility
planning (e.g. a trip from home to the local market which
is located a few hundred meters away). Also, the research
has pointed out that due to the known location and
uncertainty incurred by mobile networks positioning,
spatial decomposition areas have to be of certain size and
shape, in order to mitigate potential false trips
identification caused by location uncertainty.
VI.

CONCLUSION

This paper proposes a methodological framework for
the assessment of mobile telecom data-based origindestination matrix accuracy. The framework proposes a
number of tests that can be performed in order to determine
deviation of data in big data origin-destination matrix
compared to origin-destination matrix gathered from the
traditional sources. The purpose of this paper is to initiate
digitalization in the transport research domain, and to
foster an introduction of new data sources and data
processing methodologies that could significantly improve
traditional traffic research results. The conclusion is that
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the approach that combines big data science methods with
the traditional methodologies is appropriate and applicable
for transport planning and that the symbiose of those
methods can significantly improve conventional research.
In addition to this positive conclusion this paper has
identified a potential for big data and data science
methodology application in transportation planning, which
will be further researched and developed.
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Abstract - Big data sets originating from mobile
telecommunication networks, besides their primary purpose
within the telecom environment, are becoming more
popular in other application areas and in other verticals.
Number of researches have been performed where the
analytics based on those data sets have proven applicable in
use cases related to urban mobility. Besides positive results
of those researches, urban mobility researches, planners,
and stakeholders in general still heavily rely and base their
decisions (urban mobility policies) on traditional, engraved
transportation related researches/measurements (e.g. traffic
counting, surveying, census data). This article proposes
novel approach for urban mobility assessment that utilizes
both telecoms originated big data analytics, as primary data
source for urban mobility assessment, and traditional
measurements as secondary data source. Traditional
measurements performed within this research are used for
validation of the big data analysis. This article defines and
elaborates on number of validation points within the process
of urban mobility assessment, where the results of both big
data and traditional methodology (used as ground truth) are
compared and validated.
Keywords: telecom big data, urban mobility assessment,
big data analytics

I.

INTRODUCTION

Urban mobility analysis and planning principle and
policies should be based on proper and efficient urban
mobility assessment, which has a goal to provide a
baseline analysis of cities’ mobility systems, identify their
strengths and weaknesses and set the basis for sustainable
urban mobility planning. Urban mobility is the ability of
an individual to move within an urban space in an
organized and meaningful manner, in line with their
physiological, intellectual, and socioeconomic needs and
by utilizing the available transport, community, and
information communication infrastructure.[1] To achieve
an efficient and ecologically acceptable transport system,
sustainable urban mobility planning is needed. Sustainable
urban mobility planning using the “state of the art”
knowledge and the feat of engineering technologies
focused to improvement of life quality and preserving of
urban ecosystem. [2] Urban mobility assessment is first
step of urban mobility planning, It determining the ground
truth regarding the urban mobility demand and offer.
Since the results of the urban mobility assessments are
used as a starting point for planning and implementation
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of urban mobility measures or policies, incomplete and
inaccurate results caused by using improper available data
sets or inappropriate methodology will cause that
strategical and organizational measures based on those
results will most probably miss its key purpose:
improvement of urban mobility within the urban
environment, reduction of negative impacts of transport
system and overall improvements of quality of life within
the cities. Therefore, in order to improve current
sustainable urban mobility planning methods, key
improvements needs to be performed in first step: urban
mobility
assessment.
Besides
bare
analytical
methodology, key improvements should be addressed to
enable transition from usage of discrete, occasional
collected data sets towards robust, continuously collected
comprehensive and reliable data sets. Novel big data sets
can be considered as an appropriate alternative and future
proof solution, that should enable continuous and
objective data source for urban mobility assessment. The
usage of big data sets and data science methodology is still
generally, especial among relevant stakeholders
considered as non-proven and non-applicable method for
urban mobility assessment, that needs to be validated. The
validation of those data sets might be challenging, due to
the different nature of mobile phone footprints. Therefore,
the aim of this paper is to draft and define a methodology
and to identify and propose necessary validation points in
process of urban mobility assessment, where the results of
both big data and traditional methodology (used as ground
truth) are compared and validated in different stages of
urban mobility process. Besides literature review and role
of telecom big data analytics in urban mobility
assessment, presented in section 2, process of urban
mobility assessment using two data sources will be
presented in section 3, validation points in process of
urban mobility assessment will be proposed in section 4,
and final conclusions will be presented in section 5.
II.

TELECOM BIG DATA ANALYSIS IN URBAN MOBILITY
ASSESSMENT

The development and application of information and
communication technologies (ICT) have started a new era,
known as an era of big data, that have led to identification
of many sources of novel data that have emerged and been
applied to urban mobility assessment. Big Data generally
describes datasets which cannot be perceived, stored and
processed by classical approaches and technologies within
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a tolerable time. Big Data concept can be described using
three aspects of complexity called the 3Vs model:
Volume, Velocity and Variety. This definition emphasizes
the great volume, the rapid generation and the various
modalities of the Big Data. Additional characteristics such
as Veracity (uncertainty of data) and Value (huge value
with a very low density) were added to later definitions,
yielding to 4Vs and 5Vs models.[3]
Significant data source is mobile network operator’s
data, since the high market penetration and availability of
devices and rich data plans have caused massive usage of
mobile terminals everywhere and during all times of day.
Compared with traditional travel data, mobile phone data
have many unique features and advantages, which attract
researchers in various fields to apply them to urban
mobility
assessment
research.[4]
The
public
communication network generally, includes mobile
positioning feature, which, for various purposes, can be
used to identify location of subscriber terminal. However,
besides this location data, within the mobile
communications network, due to the nature of the network
itself, data is collected that can be used for analysis inside
or outside the telecom environment. In general, mobile
network operator’s data might originate from two
potential data sources. The first set of data consist of
generates telecommunication events initiated by users and
are referred to as data from the CDR (operators Call Data
Record) , and the second set is generated within a network
and represents the signaling (communication) between the
network elements for network operation, optimization and
maintenance (signaling data). CDR represents the data
generated by (communication) events and represents the
records that are created when some telecommunications
activities are performed by subscribers in the network.
Events include activities such as voice calls, SMS or
MMS services, data traffic usage, roaming information.
CDR has been analyzed as potential data source by
researches for years, and was used for monitoring traffic
flows, urban planning, and similar purposes. Despite some
concerns regarding data biases, authors have in general
proved that the sample covered by the CDR record is
representative, that the reliability of this data source is
appropriate [6-10]. The second data set includes signaling
data logs. They include events that are generated by
mobile devices or by the network itself. Such dataset
contains several types of events: i) communication events
(i.e., calls, SMS, data transfer); ii) itinerancy events:
handover (i.e., cell changes during a communication) and
Location Area (LA) update; iii) attachment/detachment
events. Those evens can be considered as network-driven
data comparing to event-driven data (e.g. CDR), which
results in its key benefit: higher temporal granularity.[10]
Several authors have found that signaling data is
applicable in urban mobility domain, particularly in
transport demand determination (origin-destination matrix
creation), optimization of public transport, determination
of transport mode or reconstruction of user trajectories in
general [11-20].
Both CDRs and signaling data are collected by the
providers but aren’t suitable in raw form for mobility
assessment purposes. Therefore, they have to be
appropriately preprocessed and processed, in order to both
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make it applicable for population migration estimation and
in order to preserve user privacy and to make it GDPR
compliant.
Analysis of existing research has shown that special
attention needs to be paid to the validation of the results of
analyzes obtained from mobile network telecom data sets.
In general, authors agree that validation of researches
based on cellular data analysis still represents significant
concern, since it requires comparison of different datasets
representing different samples and different attributes.
They agree that new methods and tools should be
investigated for validation purposes and to better verify
the inferred results. In general, proposals are oriented in
direction that in order to give solid interpretations of
mobile network data-based analyses, it would be relevant
to create a set of ground truth data. Therefore, this paper
will propose and identify several points in urban mobility
assessment process using telecom big data that could be
validated using ground truth data obtained from different
sources.
III.

PROCESS OF URBAN MOBILITY ASSESSMENT USING
MOBILE NETWORK DATA

Process of urban mobility assessment in this paper
includes process of usage of big data analytics using
anonymized data that originates from public mobile
network signaling data. In parallel, other researches
should be performed, using both desktop research and on
field research in order to collect ground truth data for
validation. Urban mobility assessment process using
telecom big data consists of several step, as presented on
Figure 1.

Identification of
coverage zone

Data collection and
preProcessing
(including
anonimisation)

Anonymized data
processing

Refined user location
data

Contextualization of
locations

Trip extraction

Transport mode
detection and
assignment to trip

Origin destination
matrix creation

Figure 1. Process of urban mobility assessment using mobile network
data

First step includes determination of data source.
Mobile network operator with significant market share has
to collect required data (signaling logs) for broader
coverage area. After data collection, data has to be
appropriately preprocessed at mobile operators’ premises,
prior that can be used for any kind of spatio-temporal
analysis. Signaling logs (depending on number of users,
coverage area and recording period) represents true big
data, and therefore this process might consume significant
amount of time, that has to be taken in consideration while
planning those activities. Following the preprocessing at
mobile operators’ premises, now anonymized data can be
analyzed. Analysis consists of data preparation and
filtering, that includes removal of outliers and data
smoothing, resulting in refined position data (validation
point no 1.). Refined user position data is then used for
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identification of locations. If location fulfills several
criteria’s, following the appropriate clustering process it
might be contextualized and assigned as potential home,
work, or other location for particular anonymized user.
(validation point no 2.). Following the determination of
contextualized location, identification of trips is
performed. Following the definition of criteria’s (spatial,
temporal...) that will be used to identify trip, a particular
trip can be created, that consists of tri start and end time,
approximate trip origin and destination, approximate trip
distance (Euclidian, road distance or both), approximate
trip speed and approximate trip mode (validation point no.
3). After the trips have been identified, counting can be
performed for defined geographical coverage area (priorly
spatially decomposed in order to generate traffic
zones/sectors) and appropriate time slot (1h, 24h...) in
order to generate origin destination matrix, that is the final
result of this process (validation point no. 4).
IV.

VALIDATION POINTS IN PROCESS OF URBAN
MOBILITY ASSESSMENT

As identified in previous sections of paper, in order to
properly validate results of analysis of telecom big data
set, set of ground truth results will be used within the
process, as presented at Figure 2 and described in
following subchapters.

Desktop
research

Big data analysis

Field research

Identification of coverage
zone

Data collection and
preProcessing (including
anonimisation)
Anonymized data
processing

V1

V2

Demographical
analysis

Refined user location
data

On field
data
collection

Surveys

Contextualization of
locations

Transport mode
detection and assignment
to trip

V4

Origin destination matrix
creation

Origin destination matrix
creation

Figure 2. Process of urban mobility assessment using mobile network
data
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This validation point will evaluate the mobile network
positioning accuracy, by comparing and analyzing
locations gathered from anonymized telecom big data sets,
compared to control (reference) location data. The
analysis should address different use cases and scenarios ,
different network types (3G, LTE…), different data
aggregation parameters (hundreds of geolocation events
may be recorded in one second with different user
location, so the average location has to be calculated),
different location environments (urban, rural…), and
other. It is well known that telecom mobile network
positioning capabilities, especially on such large scale are
not as accurate as positioning obtained using dedicated
GNSS based positioning for particular user.
Therefore, in order to support this validation, the
public mobile network operator should enable non
anonymized recording of telecommunication logs for
predefined set of test users/measurement device. If this
option/action is not possible, then the recording of both
mobile network characteristics (Cell ID, TA…) and GNSS
data will be performed on (using) mobile terminals only.
Terminals should be carried and driven by volunteers and
driven in public transport vehicles in order to obtain as
much control data as possible. The GPS logger application
with logging frequency of 1 second should be used.
Positioning data as a result of process of gathering
refined user location should be compared with GNSS
based location data from same users (non-anonymized test
users) in order to determine refined user location data
accuracy. The distributions positioning error values
should be characterized using percentiles and Root Mean
Square Error (RMSE). Error distribution will be
determined, and based on the distribution type, statistical
tests will be chosen. Introduction of other estimation
values might be possible (Average Euclidean Error –
AEE, Central Error - CE). The result will point to the
evaluation of mobile device positioning accuracy
compared to reference (GNSS) data set, under specific use
cases and conditions.
B. VP2: Demographical analysis: validation using
census data

Trip extraction

V3

A. VP1: Refined user location data: validation of
network positioning data

Validation of the big data analysis is also performed
by comparing census data and home locations obtained
from the big data analysis. A census is the procedure of
systematically enumerating, and acquiring and recording
information about the members of a given population and
should be taken at least every ten years. For this
validation, the best suited data is the data from the
population and housing census which provides
information about the population and their characteristics
(i.e. age, education, income, housing…). There are a
couple of steps that need to be taken for determining home
locations using big data analysis. The first step is
identifying stay locations of each user. Stay locations are
locations that fulfill a predefined set of spatial and
temporal criteria that determine the time spent on a
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geographical location indicating that the user was
stationary for that amount of time on that location. Based
on predefined criteria, the obtained stationary locations
can be labelled as home locations. Home locations are
based on stay locations that lasted longer than 15 minutes.
Those stay locations are clustered using agglomerative
clustering which merges locations depending on a defined
threshold distance. Points that have a greater distance than
the threshold will not be merged. The total duration of
points in each cluster is calculated, and based on that
duration, home locations are determined for each user.
After determining the home locations, they are used for
validating the big data analysis by comparing the given
results and the population and housing census.
Precondition for this type of validation and usage of
census data as ground truth is the usage of identical spatial
decomposition sectors.
C. VP3: Validation using field research of V3 (transport
mode identification) and V4 (resulting OD matrixes)
At this point, validation of the results of the analysis of
big data sets regarding transport mode identification and
resulting OD matrixes, based on the results of a selected
field research is performed. The field research collects
data on travel habits (surveys), intensity and structure of
traffic flow (automatic traffic counting), traffic flow
distribution for characteristic areas (automatic recognition
of registration plates in characteristic areas) and automatic
fare collection system data on public transport usage. The
field research will result with a data set for validation of
the results of big data set analyses. The field research
should include:
1.

2.

A collection of the data on travel habits (survey)
to gain insight on travel mode choice (share of
people travelling by car, public transport…) and
travel demand requirements (origin-destination
matrix)
An analysis of traffic flow distribution by
automatic recognition of license plates in
characteristic areas ALPR for the enrichment of
data collected by the survey. A comparative
analysis of the preliminary results of the
conducted survey and the analysis of traffic flow
distribution (ALPR) will show a similarity of
results obtained via both methods. This should
prove a reliability of results of field research and
the possibility of using this sets for validation of
results of the analysis of the big data set.

3.

Analysis of data from AFC system from public
operator analysis of public transport timetables
and infrastructure.

4.

An analysis of intensity and structure of traffic
flow (automatic traffic counting) for the
calibration and validation of the big data.

Despite the fact that big data analytics will be
performed on broader coverage area, survey should be
performed on representative sample of population, and
field measurement should be performed on characteristic
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segments of road networks. The result of the field research
should be: a) transport mode distribution (modal share), b)
transport mode physical movement characteristics (by
trip) like average speed, trip duration, trip length and c)
origin destination matrix.
Big data analytics uses rule-based model to determine
the most probable transport mode for each trip. A model is
created to determine the potential transport mode using
parameters like: trip speed, trip length, trip duration, part
of day in which the trip occurred, existence of transport
(especially public transport) infrastructure etc. The modal
share gathered from survey and validated from filed
researches (especially from AFC system data) will be
compared with the results of the big data model. The
potential discrepancies within the results might be
mitigated by fine tuning the model rule parameters using
values (like transport mode speed, distribution etc..) also
obtained from field research (f.e. average speed of public
transport vehicles, average speed of personal vehicles
within the city etc…. )
Following the validation of transport mode, the final
validation is performed at origin- destination matrix level.
The origin-destination (O-D), as indicator of individual
and group mobility in transport science and a tool for
strategic planning and policy developments, is final
delivery of urban mobility assessment using big data
analytics projects. Therefore, the final validation of
overall process is dealing with validation of final result of
entire process, origin destination matrix generated using
anonomised big data set analytics and origin-destination
matrix generated using surveys and field research. At this
validation point goal is to evaluate the level of closeness,
and similarity in general between origin-destination pairs
of two OD matrices. There are several methods that can be
used in order to perform the analysis like:
•

Geoffrey E. Havers (GEH) statistic,

•

OD pairs - Similarity in trip information
(Chi-squared test, Pearsons coefficient,
Paired t-test)

•

The sparsity of the matrices

•

Mean Structural SIMilarity, similarities in
trip information (Pearsons coefficient)

•

Root Mean Square Error (RMSE) and
Percent RMSE (%RMSE),

•

Eigenvalue-based measure (EBM)

•

Mean absolute percentage error (MAPE),
Maximum likelihood (ML) estimator,

•

Bayesian methods

•

Total demand scale.

Based on specific use case, most appropriate method
should be chosen and applied.
V.

CONCLUSION

This paper proposes methodology that should be
applied when using anonymized telecom big data sets
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analytics for urban mobility assessment use cases in the
sustainable urban mobility planning. The four validation
points within the entire urban mobility assessment process
were identified, and validation methodology, as well as
methodology for obtaining ground trout values have been
proposed.
Based on the validation using methodology presented
in this work and literature review, it can be concluded that
mobile data can be used to draw a complete and
representative picture of urban migrations and mobility
assessment, and that a proposed validation methodology
points can help to better understand deviation of data
analytics results from big data analytics compared to
ground truth results obtained from traditional data sources.
Further developments in both communication technology
and data science indicates that real application of mobile
network data, especially as a substitute for traditional
measurements is at the beginning, and mobile phone data
still have great potential that needs to be exploited to
further advance human mobility studies. Further research
will be done in refinement of the methodology, in
definition of acceptable treshold for all validation points
defined in this article and application and testing of the
methodology in real environment.
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Abstract - One of the greatest issues modern urban
environments are facing is poor air quality. It directly
affects human health having a long-term negative impact on
people's lives and is a major cause of deaths in the world.
Smart cities combined with advances in deep learning
provide a novel platform for dealing with this problem. This
paper uses pollution data from smart sensor networks and a
CNN-LSTM architecture to forecast the air pollution
concentration of the current hour based on the previous 24hour pollution concentration and several meteorological
features from the previous hour. Initially data is
preprocessed with special focus and strategy for handling
missing values. The performance of the model is fine-tuned
by taking into account additional temporal and seasonal
dependency of this type of data. Comparison with other
models from classical machine learning shows that the
proposed deep learning model has better performance
according to the provided metrics.
Keywords – air pollution; deep learning; CNN- LSTM;
smart cities

I.

INTRODUCTION

The urbanization is inevitable phenomena which
started since the first civilizations and is continuous
process especially nowadays, in time of fast development
and modernization, which implies fast growing of the
migration to the urban areas. Today 55% of the population
lives in the cities and is expected that by 2050 it will reach
68% [1]. With the increased population in urban areas, the
utilization of the city resources increases as well, and
various problems arise from different aspects such as
transport, health care, air quality etc.
Air pollution is not only one of the biggest ecological
problems the urban areas are facing, but it also has
negative impact on human health. Many urban cities
around the world have developed network of sensors for
measuring the concentration of the air pollutant particles
[2]. Having a solution that will predict the air pollution
using historical data can help the governing institutions to
take up appropriate actions, help the citizens to organize
their outdoor time during the day, and in general, help
improve the quality of life in urban areas.
There is various research in the literature with focus on
air quality prediction from smart city data. In [3] the
performance of a multilayer neural network is compared
to multiple linear regression with the former giving better
results. There are deep learning architectures that
outperform the classical fully connected neural networks
This work was partially financed by the Faculty of Computer Science
and Engineering at the "Ss.Cyril and Methodius University"
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such as the recurrent neural networks and their variants
LSTM - Long Short-Term Memory neural network and
Gated Recurrent Unit [4-11]. Interesting approaches
especially for this paper are given in [12],[13] and [14]
where Bayesian optimization is used for the
hyperparameter optimization of the neural network. In
[12] despite the classical fully connected neural network,
between the fully connected LSTM layer and the Input
layer, there is another layer that will decide the lag of the
time series, i.e. how many observations in the past will
affect the value of the given observation in the future.
Bayesian optimization is used for hyperparameter
optimization and the data preprocessing includes
replacement of the missing values with the same values
from the same time previous day. In [13] Bayesian
optimization is used for convolutional, recurrent, and
classical fully connected neural networks and in [14] the
Bayesian optimization is applied for recurrent neural
network with incorporated domain knowledge.
When the data comes from a sensor, the occurrence of
missing values happens often. Handling missing values of
such nature is a big challenge. There are many methods
for handling missing values from sensor sources. One
commonly used method is the replacement of the missing
value with the mean value of the same parameter
measured at the same time at other stations [15] which
takes in account the spatial correlation of the measuring
stations. Other methods include replacement of the
missing value with the closest value in time from the same
stations, which takes in account the time correlation of the
measuring stations, replacement of the missing value with
a value from the same time previous day [12], linear
interpolation or replacement with the mean value from the
two observations prior and after the observation with
missing value for the parameter [16].
The aim of this paper is to develop a CNN-LSTM
deep learning model for predicting next hour PM10
concentration from sensor data augmented with
meteorological, seasonal, and temporal features. This
objective is achieved using data for the city of Skopje and
the final model is validated by comparing its performance
with classical machine learning methods using standard
evaluation metrics.
The rest of the papers is organized as follows. In the
next section the model architecture is described as well as
the optimization technique for the hyperparameters. In the
third section the data collection and preprocessing are
described. In section four the model results are discussed
and compared with other models. Finally, the paper is
concluded in section five.
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Fig. 1 Development process

II.

MODEL DEVELOPMENT

The whole development process consisted of data
collection, data preprocessing, model development, model
training and evaluation. Air pollution data was collected
for 3 years and the missing values were appropriately
resolved. Meteorological parameters were also added to
the model as well as time and seasonal properties. The
whole dataset was preprocessed for extraction of the
significant features, and the model was trained and
evaluated. The whole process is shown on Figure 1.
In this paper, a deep learning model based on
Convolutional neural network (CNN) and Long ShortTerm Memory (LSTM) network is developed.
Additionally, a Dropout layer is added for regularization
and one fully connected dense layer. The model
architecture is given in Figure 2.

The choice of the hyperparameters such as learning
rate, number of neurons, number of layers etc. in the
neural network is crucial for an effective model with high
performance. For finding the best hyperparameters a
Bayesian approach is used, more specifically the Gaussian
process is used for finding the best hyperparameters.
The following subsections provide a brief overview of
the main elements of the model developed in this work,
namely the CNN and the LSTM, as well as the basic
principles of Bayesian optimization for deep learning
models.

A. CNN and LSTM layers
The CNNs [17] perform the operation convolution
instead of matrix multiplication. Discrete convolution of
two real function h and k defined on Z, h: Z↦R, k: Z↦R is
given with:
(

(1)

CNNs use the concept of weight sharing. This makes
their training much easier because of the smaller number
of weights that should be learned. CNNs can be used as
feature extractors and can learn time series representation.
This justifies the use of a CNN layer as a first layer in the
neural network architecture.
LSTM neural networks [18] are a special type of
recurrent neural networks which solve the problem with
longer dependencies in the data, i.e. they can remember
the information from further in the past. This is achieved
by a special part in the LSTM neuron called cell state.

Fig. 2 Model architecture
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With this mechanism LSTM allow information flow
so that it can be chosen which part of the information
should be remembered and what to be forgotten cell state
is regulated by the three building blocks of the LSTM
neurons: input gate , forget gate and output gate .
The input gate decides which new information should be
added in the cell state. The information from the current
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input added to the cell state are stored in the vector . At
each timestamp the information from the past is
remembered in the state vector
. The forget gate is
responsible for which information should be removed
from the cell state and the output gate selects the useful
information from the current cell state and outputs them as
in input to the next timestamp. Mathematically, the whole
process can be described with equations (2),

2.

Replace missing value with the mean from
the value of the previous and next hour. If not
possible move to next step.

3.

Forward fill missing value [21].

It is important to point out that the data imputation is
done by starting from the earliest timepoint and going
forward in time. Table 1 summarizes the number of
imputed values. In Table 2 are given some basic
descriptive statistics.
TABLE I.

(2)
where
,
,
and
are the weight matrices and
represent the parameters of the network.
B. Bayesian optimization
The neural networks have many hyperparameters that
should be optimized so that the network will perform
efficiently. Although there are many techniques for
hyperparameter optimization, in this study a Bayesian
method, more specifically Gaussian process, is used for
finding the best values for the hyperparameters of the
network.
In Bayesian optimization a special function named
Surrogate function [19] is used as a Bayesian
approximation of the objective function and the loss
function is calculated on the Surrogate function. At the
beginning of the process a combination of the parameters
is chosen by optimizing an Acquisition function. After
that, evaluation of those parameters is made by calculating
the loss function of the Surrogate function. Depending on
the input and output of the objective function, the
Surrogate function is changed accordingly. The process
repeats until a stopping criterion is reached. The expected
improvement is common choice for Acquisition function
and Gaussian process for Surrogate function.
III.

DATASET DESCRIPTION AND PREPROCESSING

In this research data form three years for PM10
concentration was taken from the IoT API system of
Skopje Pulse [20]. The data is acquired for a station in
Skopje near the City Park from the period of October
2017 to October 2020, with one datapoint per hour.
The dataset contains 4132 missing observations and
the process of handling the missing values was conducted
following the steps given below:
1.
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NUMBER OF IMPUTED VALUES

Imputation method

Number of
observations

Other stations

3831

Mean from previous and
next hour

1

Forward fill technique

300

Aside from PM10 concentration data, historical
meteorological data were taken from OpenWeatherMap
[22] for the same period. From the meteorological data,
the wind degree was decomposed to the respective sine
and cosine components according to the formulas (3):
u = windspeed * cos (wind degree)
v = windspeed * sin (wind degree)

(3)

The date and time of the actual PM10 concentration
measurement are also taken in account. The data for
PM10 concentration show strong seasonal and temporal
dependency as can be seen from Figure 3. This time series
has some repeatable pattern, the highest values occur
during the winter months. For this reason, Month was
extracted as separate feature, as well as the sequence of
the previous 24-hour concentration of PM10.
TABLE II.

DESCRIPTIVE STATISTICS OF PM10 VALUES

Statistic

Value

Mean

29.16

Standard deviation

47.22

Minimum
25% quantile

0
8

50% quantile

14

75% quantile

30

Maximum

1999

Replace missing value using data from
stations that have measurement for the same
date same hour. If not possible move to next
step.
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Fig. 3 Distribution of PM10 concentration

One outlier can be also noticed in October 2017.
Outliers from this type of data is not recommended to be
excluded. They represent a true measurement of such high
value which suggests that there was something else that
contributed to the process which is not included in the
parameters. Another justification is that they can serve as
a regularizer in the model.
After the data extraction and preprocessing, the final
dataset consists of 26328 observations and 43 features.
The dataset is divided into training and validation set. It is
common to use 30% of the data for validation. When the
dataset represents time series and there are repeatable
patterns, it should be taken in account that the validation
set should include one whole season. Hence, the data from
October 2019 to October 2020 are taken for validation.
Out of 26328 observations, 17520 belong to the training
set and 8808 observations are included in the validation
set, i.e. 66% for training and 33% for model validation
which is reasonable percentage.
IV.

MODEL OPTIMIZATION, EVALUATION AND RESULTS

The dataset described in section three was used for
training and validating the deep learning model. First,
using Bayesian optimization the hyperparameters of the
network were found, the evaluation metrics were
calculated, and the model was compared with other
classical machine learning models.

of LSTM layers is set to 2 and the number of fully
connected layers is set to 1. The number of epochs is set to
500, Adam is chosen as optimizer with learning rate of
0.0001 and batch size of 256.
The process converges after 64 iterations, and as the
best parameter combination is the one with 31 neurons in
the LSTM layers and 9 neurons in the fully connected
layer. The convergence is shown in Figure 4.
B. Model evaluation
For model evaluation two common metrics are used,
Root Mean Squared Error (RMSE) and Mean Absolute
error (MAE). Smaller values for these metrics mean better
model performance. In equations (4) and (5) are given the
formulas for calculating the metrics:
RMSE =

(4)

MAE =

(5)

where N represents the number of observations,
is
the true value of the i-th sample and
is the predicted
value for the i-th sample.

A. Bayesian optimization for the model
As already is mentioned in section two, the
optimization of the hyperparameters of the network plays
huge role in the performance and effectiveness of the
network. The choice of learning rate, number of layers,
number of neurons in each layer is the most difficult part
when it comes to deep learning model construction.
Taking in account the research in [23, 24], the number
of parameters in the dataset as well as the limited
computational power, the interval of the parameters for
optimization is set as follows: the number of LSTM
neurons
[24,32]; the number of neurons in the fully
connected layer
[5,10]. The number of filters in the
convolutional layer is set to 5 with size of 5, the number
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Fig. 4 Convergence plot in Bayesian optimization
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In data that comes from sensors, such as this case,
missing values are prevalent. The solution for resolving
missing values in this type of problems is crucial for an
effective predictive solution. Hence before training the
model, data imputation is performed taking in account the
spatial and time correlation of the air pollution. Despite
the historical data for PM10 concentration, meteorological
and seasonal data were also added in the model.

Fig. 5 Results from deep learning model: true values and predictions.

The model was compared with other machine learning
models, i.e. linear regression, random forest regression
and support vector regression. The results showed that the
deep learning model performs better than the other models
according to RMSE and MAE.

For the provided metrics, the model produces MAE of
5.4 and RMSE of 11.1. If we consider the standard
deviation of 47.22 and the mean value of 29.16, the results
from the model are satisfactory.

The future work will include improving the model by
adding more samples to the dataset, and increasing the
ranges for the hyperparameter optimization, which will
include change in the architecture and the
hyperparameters of the network itself.

The predicted versus real values are shown on Figure
5. The model clearly captures most of the data well, taking
in account the seasonal property of the time series.
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Abstract - Sclera segmentation is an important
processing step in a biometric system based on this
modality. We propose adaptations of five deep neural
network architectures: SegNet, DeepLabv3+, HRNetV2,
UPerNet, and U-Net for sclera segmentation. The
architectures are experimentally evaluated on recent MASD
and SBVPI eye image datasets using standard metrics:
precision, recall, F_1-score and intersection over union.
Experiments on the SBVPI dataset show that the
performance for sclera segmentation of the five deep neural
network architectures is very similar in terms of the used
metrics and acceptable for practical applications.
Additionally, the SegNet, HRNetV2 and UPerNet, and UNet tested on MASD perform better in the terms of
precision metrics than the winning U-Net adaptation from
the Sclera Segmentation Benchmark Competition 2019
(SSBC 2019), with our U-Net being the best deep model.
Keywords - biometrics; sclera; deep neural networks;
segmentation

I.

INTRODUCTION

The field of biometrics concerns itself with the use of
people’s physical and behavioral characteristics for the
purpose of identification and authentication. Most
modern commercial smartphones are capable of
recognizing individuals based on their fingerprints, while
some can even use other biometric modalities, such as the
face or the iris. Such authentication systems depend on
the acquisition conditions, however. In the case of
fingerprint recognition, mistakes can arise from skin
injuries, wet fingers, or erroneous placement of the finger
on the sensor [19]. Problems with iris recognition can be
caused by eye lenses [13], various eye conditions (such as
astigmatism or cataracts), or specular reflections. In the
COVID-19 situation even the face as the modality
introduces a significant performance drop in the
recognition system as people have to wear face masks
[5]. This is why the field has more recently started
expanding towards other modalities either as standalone
modalities or for the purpose of modality fusion.
One such modality, that is also very easy to fuse with
the iris [17, 49, 50], is the sclera and its vasculature. The
sclera is unique for each eye and each individual and has
several advantages over other modalities. Since it is most
prominent in the visible spectrum, it does not require
specialized acquisition hardware and can instead be
captured with regular off-the-shelf cameras. It is not
covered by eye lenses and is unaffected by the medical
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conditions that adversely affect iris recognition. It is also
difficult to forge and is relatively stable over time.
Sclera recognition typically relies on three distinct
steps: i) segmentation of the sclera region; ii)
segmentation or enhancement of the vascular structures in
the sclera; and iii) matching via feature extraction or
other matching algorithms. In this work we look at sclera
segmentation, which is currently the most studied step in
the literature. A key recent source of sclera segmentation
approaches are the annual Sclera Segmentation
Benchmarking Competitions [9, 10, 7, 8, 6]. As is the
case in most computer vision fields, the task of sclera
segmentation has recently trended toward deep-learningbased solutions.
In this paper we study the effectiveness of several
modern deep learning architectures in the field of sclera
segmentation. We build on the work of the SSBC
competitions, which also feature non-deep solutions and
more specialised model architectures, by expanding the
field of sclera segmentation models with existing state-ofthe-art deep solutions from the field of general semantic
segmentation. We evaluate and compare the models on
our own publicly available dataset for sclera biometrics
SBVPI [42] as well as the MASD dataset [6] used in
SSBC to get a better understanding of how different
models perform on different input data.
The rest of the paper is structured as follows: in
Section 2 we review the key literature related to ocular
biometrics, semantic segmentation, and specifically sclera
segmentation. In Section 3 we introduce the deep models
adapted for sclera segmentation, followed by Section 4
where we present the two datasets and the performance
metrics we used in our experiments, the results of which
are in turn reported and analyzed in Section 5. We finally
conclude the paper with a brief summary and outlook in
Section 6.
II.

RELATED WORK

In this section we review the relevant literature in the
fields of ocular biometrics and semantic segmentation,
then finally look at existing approaches for sclera
segmentation specifically.
Ocular biometrics: Since Daugman’s [11]
pioneering work in iris recognition, the field of ocular
biometrics has predominantly focused on the iris as the
main modality, both in terms of advances in segmentation
methods [22, 34, 46], as well as novel iris representation
models [24, 25, 38, 39], more recently transitioning to
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deep models [15, 21, 23, 26], as has nowadays generally
been the trend in the field of computer vision. However,
due to several drawbacks of the iris as a modality [27,
42], the field of ocular biometrics has more recently
expanded to the study of adjacent modalities, namely the
periocular region [28, 35, 32] and the sclera [12, 40],
which can serve as standalone modalities or be fused with
the iris for a more reliable and robust recognition system.
However, research of the sclera as a modality is still in its
infancy, and with this paper we aim to push forward our
understanding of sclera segmentation specifically.
Semantic segmentation: The field of semantic
segmentation received some attention prior to the deep
learning renaissance of 2012, using techniques such as
texton-based random forests [36], SVMs [14], and
boosting [41]. However, the field truly exploded after the
inception of modern deep learning models, perhaps even
more so than other computer vision fields. Most semantic
segmentation deep learning models rely on the
convolutional encoder-decoder (CED) architecture. UNet [29] introduced the concept of skip connections into
the CED architecture, which help maintain spatial
information in the corresponding layers of the encoder
and the decoder. SegNet [1] replaced skip connections
with pooling indices, thereby reducing the number of
parameters that needed to be trained. RefineNet [20] took
a slightly different approach, using a residual multi-path
approach to effectively segment the image at different
input resolutions, thus maintaining a high accuracy
overall, while also successfully segmenting finer details.
DeepLab [3] introduced the concept of atrous
convolution, which is a different approach to what is
essentially the same idea of multi-resolution
segmentation. These key models still serve as the
foundation and backbone of many of today’s semantic
segmentation models, but they are general-purpose and
normally have to be adapted to a specific task to achieve
competitive performance.
Sclera segmentation: The Sclera Segmentation (and
Eye Recognition) Benchmarking competitions [9, 10, 7,
8, 6] are a key source of contemporary methods for sclera
segmentation and their comparison. The winners of the
last three competitions [7, 8, 6] are all deep models,
which is in line with recent trends from other subfields of
computer vision. The most recent of these, ScleraSegNet
[43] is based on the U-Net [29] architecture, but uses
attention modules to boost the performance in the task of
sclera segmentation. Work in multi-class ocular
segmentation [30] could also be applied to sclera
segmentation directly. The OpenEDS [16] challenge also
focused on multi-class segmentation, however it put a
heavily-weighted constraint on the model size, as it was
intended for VR headset applications, which is not the
focus of our work. The winner of OpenEDS, RITnet [2],
is a simple CED that still achieves good performance,
however, in size-unrestricted settings it is not competitive
with the more complex deeper architecture explored here.
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III.

DEEP NEURAL NET ARCHITECTURES FOR
SEMANTIC SCLERA SEGMENTATION

In this section we briefly present the five deep neural
nets architectures adapted for semantic sclera
segmentation. The architectures were selected for their
good
performance
in
semantic
segmentation
competitions.
A. SegNet
The first architecture we used in our work was
SegNet. We adapted a publicly available implementation
to our task of sclera segmentation. For the training phase
we scaled down the images to size
pixels. The
training was performed for 20 epochs with batch size
equal to 4. The model weight parameters were trained
using stochastic gradient descent. The learning rate was
set to 0.1, momentum to 0.9, and weight decay to
.
Categorical cross-entropy was used as a loss function.
The training was performed on Nvidia GTX 1080 Ti with
11GB VRAM.
B. DeepLabv3+
We used and adapted the publicly available
DeepLabv3+ implementation for sclera segmentation. The
input images were scaled down to size
pixels.
The backbone of the CNN was ResNet-101 [18] with
weights pretrained on the ImageNet-1k [33] dataset. The
learning was performed by stochastic gradient descent for
30 epochs with batch size equal to 10 with polynomial
learning rate reduction [44] with power parameter set to
. The model was trained on Nvidia P100 with 16 GB
VRAM.
C. HRNetV2
The HRNetV2 architecture was adapted from the
publicly available implementation [47, 48]. During
learning phase the input images were scaled
proportionally in a way such that the short side of an
image measured in pixels was randomly selected from the
set
, following the training procedure
outlined in the original implementation. The learning
phase lasted for 20 epochs with a batch size of 10.
Stochastic gradient descent was used for learning.
Momentum was equal to 0.9, and weight decay to
.
Learning rate was reduced using polynomial decay with
power parameter set to 0.9. The loss function was negative
log likelihood loss. The model was trained on Nvidia
P100 with 16 GB VRAM.
D. UPerNet
We adapted UPerNet from the publicly available
implementation. Similarly to HRNetV2, the input images
were scaled during the learning phase, proportionally in a
way such that the short side of an image measured in
pixels was randomly selected from the set
.
The learning phase lasted for 15 epochs with batch size 4.
Stochastic gradient descent was used for learning. Initial
learning rate was
, momentum was equal to 0.9, and
weight decay to
. Learning rate was reduced using
polynomial decay with power parameter set to
. The
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loss function was negative log likelihood loss. The model
was trained on Nvidia P100 with 16 GB VRAM.
E. U-Net
The final architecture we used was U-Net, which was
the backbone of the winning architecture from SSBC
2019. We scaled the images down proportionally such that
the short side of the images was 360, following the
approach of the public implementation. We trained the
model for 12 epochs (after which the validation loss
plateaued) with batch size 8 using the RMSProp optimizer
with a learning rate of
, weight decay of
, and
momentum equal to
. We used binary cross-entropy as
the loss function. The training was performed on a Titan V
GPU with 12GB VRAM.
IV.

DATASETS AND PERFORMANCE METRICS

We performed our experiments on two separate
datasets: MASD and SBVPI. MASD is the dataset that
was used in all SS(ER)BC competitions so far, however
only a small part is available publicly. For this reason we
also evaluate our models on SBVPI – our own dataset of
high quality eye images with manual sclera annotations,
which is publicly available in full.
A. Multi-Angle Sclera Dataset (MASD)
Multi-Angle Sclera Dataset (MASD) was published
for segmentation competitions SSERBC 2017 [7] and
SSBC 2018 [8]. The dataset contains images of both eyes
for 82 persons. Each eye was imaged in four gaze
directions (normal, up, left, right) and 4 images were
taken for each gaze direction. The dataset thus contains
2624 RGB images, but only 117 images are publicly
available. All images contain only brown eyes, an
example of eye images with the 4 gaze directions is
presented in Figure 1 together with sclera annotations
binary images.

(a)

(e)

(b)

(f)

(c)

(g)

(d)

(h)

Figure 1: Image samples for 4 different gaze directions (a) - (d) and
ground truth sclera binary image annotations (e) - (h) from MASD.

B. Sclera Blood Vessels, Periocular and Iris dataset
(SBVPI)
Sclera Blood Vessels, Periocular and Iris dataset
(SBVPI) is one of the first publicly available datasets
designed for sclera segmentation and recognition [42,
31]. It is also the first public dataset that features
manually crafted markups of sclera vessels, which means
it is also suitable for the development of deep sclera
vessel segmentation approaches – a key step in the sclera
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recognition pipeline [42, 31]. It is available at
sclera.fri.uni-lj.si. It consists of 1837 RGB images of 55
persons. Each eye is captured in 4 different gazes
(normal, up, left, right) with 4 samples each. Four
samples from the dataset are presented in Figure 2. The
images are of high quality and were captured with a
DSLR camera in good lighting conditions, allowing the
features of the various eye regions to be clearly visible.

(a)

(b)

(c)

(d)

(e)

(f)

(g)

(h)

Figure 2: Image samples for 4 different gaze directions (a)–(d) and
ground truth sclera binary image annotations (e)–(h) from SBVPI
dataset.

C. Comparison of the MASD and SBVPI datasets
The most important attributes of both datasets are
presented in Table I. The SBVPI dataset has some
advantages since it is better annotated, which allows its
use in segmentation of different regions in eye images.
Additionally, it is publicly available in full and contains
images of all eye colors.
TABLE I.

MAIN CHARACTERISTICS OF MASD AND SBVPI
Attribute

MASD

SBVPI

Number of identities

82

55

Number of images

2624

1858

Publicly available

Partially

Completely

Gaze direction

Left, right,up,
straight;
inconsistent

Left, right,
up, straight;
consistently
all present
for each
subject

Eye color

Brown

All colors

Resolution (pixels)

7500x5000

3000x1700

Acquisition device

NIKON D 800

Canon EOS
60D

Annotation of sclera

Yes

Yes

Annotation of iris

No

Annotation of pupil

No

Annotation of periocular

No

Yes

Annotation of sclera
vessels

No

Yes (for
130 images)

Left and right eye labels

No

Yes

Gaze direction labels

No

Yes

Yes (for
130 images)
Yes (for
130 images)

D. Learning, Validation, and Testing Datasets
We split the two datasets into three separate subsets:
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• Learning set consisted of 70% of images from
SBVPI dataset (1285 images) and 50% of images from
the MASD dataset (58 images). These images were then
augmented to enhance the learning set to prevent
overfitting during the learning phase. We used operations
of cropping, mirroring, blurring with Gaussian kernel,
scaling, rotation, and translation on the images in random
order. The SBVPI subset was data augmented by a factor
of 2 to produce 2570 images, while the MASD subset
was data augmented by a factor of 40 to produce 2280
images. Note that that the two factors are different due to
the unbalanced number of available images in the SBVPI
and MASD datasets, while we strove to use a balanced
proportion of the two datasets in the learning set, that
finally consisted of 4850 images.
• Validation set was used to guide the learning phase
and prevent overfitting by stopping the learning and to
evaluate the effectiveness of the data augmentation
procedures and hyperparameter tweaking. It consisted of
20% of images from SBVPI dataset, that is 368 images.
• Test set consisted of two test subsets: 10% of
remaining images from SBVPI dataset (184 images) and
remaining 50% of images from MASD dataset (59
images). This allowed us to perform the final evaluation
of the general performance of the proposed segmentation
deep models on the SBVPI dataset and to compare the
performance of the models to the winning model from
SSBC 2019 [6].
E. Learning, Validation, and Testing Datasets
To evaluate the learned models we used a standard set
of metrics: precision, recall, F1-score, and intersectionover-union (IoU), defined as follows:
(1)
(2)
(3)
(4)
where
is the number of true positives – the number of
correctly classified sclera pixels,
is the number of
false negatives – the number of sclera pixels wrongly
classified as background pixels, and
is the number of
false positives – the number of background pixels
wrongly classified as sclera pixels. Precision thus
indicates the fraction of pixels relevant for the
segmentation task, while recall indicates how many
relevant pixels are retrieved. -score is defined as the
harmonic mean of precision and recall, and it can be used
to rank the performance of different models.
–
intersection over union or Jaccard index – is a common
metric used in evaluation of semantic segmentation
algorithms [45, 1, 4, 37, 29]. In the experimental
evaluation we use arithmetic mean value of
over the
test image set denoted as
.
V.

EXPERIMENTAL RESULTS

In this section we present the results of our
experimental work. We provide both a quantitative
evaluation using the performance metrics defined in the

previous section, as well as a qualitative comparison of
the segmentation outputs from each model.
A. Quantitative Comparative Assessment
In the process of evaluating the performance of the
proposed deep models, we tested each model on images
from both test sets. Based on the ground truth binary
image annotations of the sclera segmentation, we
computed the performance metrics for each pair of
images. For the final results we averaged the computed
metrics over the both test datasets and computed the
corresponding standard deviations. The test results on
SBVPI test subset are presented in Table II. All tested
models show comparable performance, but the UPerNet
is the best performing model in all metrics except for
recall, where it is ranked as the second best model.

TABLE II.

EXPERIMENTAL EVALUATION OF DEEP MODELS FOR
SCLERA SEGMENTATION ON TEST SUBSET OF SBVPI

Model
SegNet
DeepLabv3+
HRNetV2
UPerNet
U-Net

Precision
0.962
±0.025
0.952
±0.034
0.952
±0.033
0.967
±0.023
0.914
±0.042

Recall

F1-score

0.936
±0.051
0.943
±0.046
0.945
±0.045
0.944
±0.043
0.895
±0.052

0.948
±0.030
0.946
±0.029
0.947
±0.028
0.955
±0.025
0.904
±0.026

To compare our deep models to the winning model
from SSBC 2019 [6], we evaluated the models on the test
subset of MASD. The results are presented in Table III.
Note that the comparison is not completely precise since
the whole test set from the SSBC 2019 competition is not
available. Regardless, we provide the results of the
winner listed in the competition paper [6] for reference.
According to the SSBC 2019 rules, the models are ranked
on precision and then on recall if the precision is the
same. By this criterion our U-Net is the best performing
model, but it pays for its high precision score by having
the lowest recall of all the evaluated models. When
comparing the more holistic scores and
, we can
see that the performance of SegNet, HRNetV2, UPerNet,
and our U-Net is more or less the same, with U-Net
lagging behind a bit in
. Only the Deeplabv3+
performs worse than the winner of the SSBC competition.
TABLE III.

EXPERIMENTAL EVALUATION OF DEEP MODELS FOR
SCLERA SEGMENTATION ON MASD. WE ALSO PROVIDE
THE RESULTS THAT THE SSBC 2019 WINNER U-NET [6]
ACHIEVED IN THE COMPETITION AS A POINT OF
REFERENCE FOR COMPARISON.

Model

IoU

SegNet

0.930
±0.100
0.882
±0.112
0.929
±0.095
0.929
±0.098
0.917
±0.101
No
data

DeepLabv3+
HRNetV2
UPerNet
U-Net
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IoU
0.948±
0.050
0.947
±0.050
0.946
±0.048
0.954
±0.043
0.896
±0.055

U-Net (SSBC
Winner)

Precisio
n
0.952
±0.060
0.827
±0.104
0.938
±0.058
0.943
±0.061
0.960
±0.058
0.929 ±
No data

Recall
0.898
±0.087
0.949
±0.074
0.912
±0.081
0.908
±0.081
0.897
±0.082
0.903 ±
No data

F1score
0.923
±0.067
0.879
±0.077
0.923
±0.062
0.924
±0.065
0.927
±0.062
0.916 ±
No data
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B. Qualitative Comparative Assessment
In this section we compare the segmentation results
visually.

(a)

(b)

(c)

(d)

(e)

(f)

semantic segmentation metrics, as well as qualitatively)
and is acceptable for practical applications. Additionally,
the SegNet, HRNetV2, UPerNet, and U-Net tested on
MASD perform better in terms of the precision metric
(which was used as the ranking metric in SSBC 2019)
than the winning model of the SSBC 2019 (although we
were unable to perform the experiments on the entirety of
the data used in SSBC 2019 due to the fact that MASD is
only publicly available in part). Our U-Net was the best
deep model in this context, however the difference in
performance was small and not enough to draw
conclusions of general superiority in sclera segmentation.

(g)
ACKNOWLEDGMENT

Figure 3: Qualitative results of different models on the SBVPI dataset:
(a) eye images, (b) ground truth – binary segmentation, (c) SegNet
results, (d) DeepLabv3+ results, (e) HRNetV2 results, (f) UPerNet
results, (g) U-Net results.

Figure 3 presents the results of the proposed models for
the 4 gaze directions from the SBVPI dataset, and Figure
4 for the MASD dataset. DeepLabv3+ performs the worst
(columns (d) in Figure 3 and 4), which was also indicated
with performance metrics in quantitative analysis. It
predicts sclera pixels where they are not present and has
problems with ambient light reflections. Detailed visual
comparison shows that segmentation from UPerNet
(columns (f) in Figure 3 and 4) most closely resembles
the ground truth binary segmentation.

(a)

(b)

(c)

(d)

(e)

(f)

(g)

Figure 4: Qualitative results of different models on the MASD dataset:
(a) eye images, (b) ground truth - binary segmentation, (c) SegNet
results, (d) DeepLabv3+ results, (e) HRNetV2 results, (f) UPerNet
results, (g) U-Net results.

VI.

CONCLUSION

In this paper we evaluated several contemporary
semantic segmentation models, adapted to the task of
sclera segmentation, which is a vital step in sclera-based
biometric identity recognition. The Sclera Segmentation
(and Eye Recognition) Benchmarking Competitions,
organized annually in recent years, have been a
prominent source of sclera segmentation models, which is
why we additionally compared our models to the winner
of the most recent SSBC [6].
Our experimental work on the SBVPI dataset shows
that the performance for sclera segmentation of the five
deep neural network architectures – SegNet,
DeepLabv3+, HRNetV2, UPerNet, and U-Net – is very
similar (both quantitatively with various standard binary
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Abstract - Air pollution is a serious problem in North
Macedonia. In this project all the air quality stations in
North Macedonia were mapped along with the closest
factories to these stations. Later, the collected data was used
to analyze how the number of factories and the population
density around air quality stations correlates with the
amount of pollution measured by given station. Comparison between air quality data collected during whole year
and only in winter months was also made. This whole
process was carried in ArcGIS, a software which has variety
of spatial visualization and processing tools. Our work
shows that, as expected, there is a positive correlation
between the number of factories close to a given station and
the pollution that it measures. The same pattern is true for
the population density, too. We hope that this research
paper will have a positive impact for solving the air
pollution problem and perhaps changes towards improving
the whole situation will be made, especially in the areas
identified with the highest amount of pollution.
Keywords - air pollution; factories; population density;
GIS

I.

INTRODUCTION

According to the World Health Organization (WHO),
air pollution is responsible for the death of around 7
million people annually [1]. WHO’s data shows that 9 out
of 10 people breathe air which contains high amounts of
pollutants such as: PM10, PM2.5, O3, NO2, SO2, CO, etc.
Air pollution poses a huge problem for human health as
well as for climate change. Another serious matter of
concern is that according to IQAir, Swiss air quality
technology company, North Macedonia is ranked on the
seventeenth place on the list of most polluted countries in
the world in 2019 [2].
In North Macedonia, air pollution presents a serious
concern since the value of particles harmful to human
health passes the limit by a considerable amount. The
main air pollution sources are considered to be the usage
of wood for heating of households in the winter season,
road traffic, electricity generation, and heavy industry [3,
4]. Another factor is the rapid development growth in
urban places and the destruction of green spaces [5].
These facts were the main motivation to map the air
pollution measuring stations in North Macedonia along
with the closest factories in their proximity, and examine
the extent to which the number of factories nearby every
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measuring station and population density can affect the air
quality. This was examined by determining the correlation
of the measured pollution values reported by each station,
to the number of factories nearby, and the population
density in the areas where the stations are located. This
was achieved by using the ArcGIS software package,
developed by the Environmental Systems Research
Institute (Esri) [6], which is well suited for spatial
mappings and geographical information processing.
In a case study for Istanbul [7], GIS spatial analysis
was performed for identifying the relation of air pollution
levels to land use. They made spatial and temporal
analysis of air pollution based on ambient air quality
levels in the winter season. The results indicated that air
pollution levels in Istanbul were strongly related to land
use type. Association between air pollution and asthma
among residents of New York, USA during the period
2005 to 2007 was examined in another study [8]. They
observed a positive correlation coefficient between the
annual mean concentration of PM2.5 and SO2 and the
annual rates of asthma discharge and asthma emergency
department visit from 2005 to 2007. Air quality mapping
and assessment of health impact was also done for
Mumbai, a highly populated city in India [9]. Air quality
monitored data were spatially interpolated using various
inbuilt interpolation techniques of ArcGIS. Inverse
distance weighting (IDW), Kriging (spherical and
Gaussian), and spline techniques have been applied for
spatial interpolation. They carried out a health impact
assessment of a ward based on total population of the
ward and air quality monitored data within the ward. This
study helped in estimating the health damage due to air
pollution.
Evaluation reports on air quality in the Republic of
North Macedonia are being published monthly and yearly.
Also, there are bigger projects that include analysis for
more than one year. The last big report published by the
Ministry of Environment and Physical Planning is for the
years 2005–2015 [3]. Graph shown on Fig. 1, is part of
that project, and it shows national emissions of primary
PM10 during the period 1990–2014, divided by sectors. It
can be noticed that biggest impact to the air pollution have
the industry (marked with blue color), households heating
(marked with gray) and energy production (with red
color). The annual report from processed data on
environmental quality for 2017 [5], shows that in the year
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of 2016 the main causes of high emissions of PM10
particles are: heating of the households and administrative
buildings (46.62%) and the industry (19.63%). This data

Figure 2. Screenshot from the geo-database with air quality stations
data.
Figure 1. National emissions of primary PM10 in the period 1990–
2014, divided by sectors.

has given us the motivation to map and make spatial
analysis of the factory locations and population density,
since it is known that the growth of the population density
is proportional to higher air pollution caused by the
households.
In this project, the locations of all the air pollution
measuring stations in North Macedonia were represented
on map, together with the average values of daily
measurements of PM10, PM2.5, O3, NO2, SO2 and CO
particles for 2019. In addition to the above mentioned,
mean values of the measurements of pollutant particles in
the period from October 2018 to February 2019 were also
calculated. This was done to show the difference between
the amount of air pollution during the winter season, when
wood is being used for heating of the households, and the
overall pollution in that year. Also, all the factories
located in proximity to the measuring stations were
mapped. This was done with intention to analyze the
correlation between the reported pollution values and the
number of factories in proximity to each station. Finally,
data for the population density in each municipality that
owns air quality station was extracted. Later, this data was
used to analyze if population density affects the air
pollution.
The rest of the paper is organized as follows: Section
II describes the sources from which all the data needed for
this project was extracted, as well as the methods used for
performing the mapping and analysis. Obtained results are
discussed in Section III, followed by conclusions
presented in Section IV.
II.

MATERIALS AND METHODS

A. Data acquisition
The data from measuring stations was extracted from
the web page of the Ministry of Environment and Space
Planning (website: http://air.moepp.gov.mk/), where data
for air quality measurements can be found. Web scraping
from this web page was done using a python script, and
data for the air quality measurements of every day during
the year 2019, made in time laps of one hour, was
extracted. Data for the time period starting from
01.01.2019, 15:00 o’clock, until 01.01.2020, the same
time, was taken into consideration. As next step,
arithmetic mean of the measurements for all particles and
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all measuring stations separately was calculated. The
exact location of few of the measuring stations, i.e. their
longitude and latitude, was available at the same website.
For the others, longitude and latitude was determined by
selecting the stations on Google Maps. Once the exact
locations were found, the two data sets were merged into
one geo-database, shown on Fig. 2.
Data for the factories was extracted by using the
Google Maps API. For each location of the measuring
stations, an individual request to the API was made in
order to get the nearest factories to that location. As a
result of this operation, more than 300 factories were
obtained. Selection of the factories had to be performed,
because most of them do not have significant impact on
air pollution, i.e. those producing furniture, textile and
food products were removed. Most of those who remained
were factories from the heavy industry, metallurgy,
heating plants, as well as landfills in which the
combustion of waste is done. Then, some more factories
were added to this list, which were discovered by reading
research articles from Macedonian newspapers [6, 10].
Population density data was extracted manually for each
city or municipality that has measuring station located
nearby. Almost all of the municipalities had Wikipedia
page where information for their area and population
density was specified. For those for which such
information did not exist on Wikipedia, the data was
extracted from their official websites.
Afterwards, connection to the geo-database was added
in ArcMap, and longitude and latitude coordinates were
automatically parsed by the software. The coordinate
system was set to a geographical coordinate system WGS
1984. The regularly updated free map of North Macedonia
from the www.geofabrik.de page and the elements that
separate all Macedonian municipalities were used for this
project.
B. Methods in ArcGIS
First, when loading the data in ArcMap, a suitable
symbology for the factories and stations was created. In
addition, some data was displayed on the map using the
so-called bar/column charts. Three attributes from the
stations table were selected, namely: PM10, NO2 and SO2.
The numeric values of these attributes were used to plot
the bar/column charts directly on the map, for each
municipality separately. (see Fig. 3) Besides these basic
edits, some histogram and scatter plots were also
generated for some specific data attributes like the
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and the resulting data itself, a suitable python script was
generated for the model.
III.

DISCUSSION AND RESULTS

Regarding the map shown in Fig. 5, it is interesting to
note that the regions with highest average annual pollution
values are also the ones with the lowest population
density.

Figure 3. Basic visual representation of data.

measured PM10 values and the population (see Fig. 6).
Using the ArcPy and Pandas libraries, four new attributes
were generated for each station. These attributes are the
number of factories within a radius of 500, 1000, 1500
and 2500 meters away from the measuring stations. After
executing the script written regarding this task, another
ArcGIS geodatabase table was obtained, which as
attributes contains the number of factories in given radius
from the measuring stations. Having this geodatabase,
another layer in the map was created to later analyze the
data using graphic plots.
Spatial interpolation is a procedure for estimating the
values of a variable of interest in places where its value is
not indicated. This is done using the values of the points
located in the vicinity of the same region. In this problem
of air pollution modeling, statistical interpolation
methodologies are applied to estimate the distribution of
pollutant particles, based on data provided by measuring
stations for air quality monitoring. The interpolation in
this project was done with the help of the Geostatistical
Analyst tool using the deterministic method Inverse
Distance Weighting (IDW).

Figure 5. Interpolation of PM10 particles displayed together with the
stations that are represented using box-plots symbology where each
box(denoted with different color) represents the measured value for
different air pollutant.

These are the areas around the municipalities: Bitola,
Kavadarci, Kicevo and Tetovo. In the area around the
capital city Skopje high population density values may be
observed, as well as large number of factories, but
measured values for the PM10 particles are neither too
high nor too low. The region around Kocani is quite
unpolluted, but also with a low population density.

Figure 6. Scatter Plot of population vs measured PM10 particle values
in each municipaliy (left) and Frequency Distribution of yearly PM10
pollution (right).

Figure 4. Factories Near Stations Model with Model Builder.

Model Builder is a visual programming language for
creating, editing, and working with models. This tool is
also used for automation and documentation of spatial
analysis and data management. Model Builder was used in
this project in order to build a model named Factories
Near Stations Model. This model extracts the spatial data
for the factories located 1000m away from the measuring
stations where the most critical values of PM10 particles
during the winter period were registered (see Fig. 4.).
Within this tool there is an option to export the created
model in the form of a python script, so besides the model
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From the Scatter Plot graph (See Fig. 6), it can be
concluded that although there are outliers, there is still
some trend or linear dependence between the values of the
population attributes and the PM10 values. In other words,
the larger the population in a region, the higher the values
for these PM10 harmful particles in that region.
Approximately normal distribution can be observed in the
frequency distribution of PM10 values. In other words, the
average pollution values are the most common whereas
the lowest and highest values are significantly rarer.
The map in Fig. 7, that displays the average air
pollution measured during the winter season, indicates
that there is obvious difference compared to the average
annual air pollution data. The most polluted municipalities
are Kicevo, Gostivar, Kumanovo, Tetovo, Rectorate and
Strumica. In the parts where the pollution during the year
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Figure 7. Interpolation of PM10 particles measured per municipality
during winter months, displayed with the locations of the factories,
stations and the most polluted municipalities highlighted by blue
triangle.

used to be low, it remains low in the winter period. In
contrast, the regions where PM10 values are high
throughout the year, they are even up to twice as high
during the heating season. Exception in this trend is the air
pollution around the municipality of Veles, which has the
same values in both cases. There is interesting situation
with the two regions around Bitola, because the air
pollution is quite low in the winter, but on the contrary
higher on an annual level. To show the differences in the
PM10 values distribution during different periods,
statistical analysis of the geodatabase data was conducted.

Figure 10. Interpolation of population density displayed together with
the factories.

winter period, the PM10 particles average values of around
60 are by far the most common, which at the same time
are among the maximum PM10 particles average values
per year. Significantly high and significantly low PM10
values are accordingly less common.
High PM10 particles values of around 40-50 are most
common throughout the whole year (see Fig. 8 (right) and
Fig. 9), while low PM10 values are less common. If we
compare the maps for population density and pollution in
the winter months, most of the regions that are among the
most polluted during the winter, are in fact the same
regions that are among the most densely populated on the
territory of the country (see Fig. 10).

Figure 8. Histogram of the distribution of the measured PM10 values
into 4 bins, during the winter months (left) and throughout the whole
year (right).
Figure 11. Diagrams that represent the relationship between the number
of factories at a certain distance from air quality measuring stations and
pollution (PM10 particles).

Figure 9. Interpolation of PM10 particles measured per municipality
throughout the whole year, displayed with the locations of the factories
and the most polluted municipalities high-lighted by blue triangle.

The difference in the distributions of PM10 values can
be seen from the plotted histograms (see Fig. 8). In the
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From the four scatter plots shown in Fig. 11, we can
notice that there is some linear relationship between
pollution and the number of factories near the stations.
Regarding the graphs for the factories that are in a radius
of 2500 meters as well as those around 1500 meters away
from the measuring stations, we can conclude that the data
points are closest to the line, and that indicates that there is
a linear trend. In this two cases there is a higher
correlation between the number of factories and PM10
particles compared to the cases when only the factories in
radius of 1000 and 500 meters to the stations are observed.
However, the obtained results can be improved by
making additional examinations. For instance, the amount
of pollution the factories cause can be taken into
consideration. Furthermore, factories may be divided into
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classes that represent those who have received A or Bpermit for work from the Ministry of Environment and
Physical Planning.
Regarding the results obtained using the Model
Builder tool, it can be noticed that there are 11 factories
located in the radius of 1000m from the measuring
stations where the highest values for PM10 particles were
measured during the heating season. These factories are
mainly situated in three regions, namely Tetovo, Bitola
and Kavadarci. It is an interesting fact that the pollution in
Bitola during the winter months is quite low.
Nevertheless, it can also be noticed that each of these
three regions is quite densely populated.
IV.

CONCLUSION

In summary, it can be concluded that the factories are
generally well distributed, according to their purpose and
the air pollution they cause on annual basis. Kicevo,
Gostivar, Kumanovo, Tetovo, Rectorate and Strumica are
densely populated regions, and at the same time high
values for pollution with PM10 particles are measured
there during the winter months. We propose
municipalities belonging to the zones mentioned above,
where air quality does not meet national limit or target
values, to prepare plans for improving the air quality.
Another conclusion revealed from this research is that the
air pollution is significantly higher in winter, during the
households heating season. Reasonable solution for this
problem would be providing the citizens useful
information and assistance. For example, that assistance
could be in the form of donation of thermal isolation and
energy-efficient appliances to the homes of families who
can not afford it. Air pollution problem should be taken
seriously, because air quality has a huge impact on human
health. With our approach, we analyzed air quality data
for 2019, and we believe that our analysis can contribute
to the development of effective measures for better air
quality. We are planning to do future analysis that will
cover a longer period of time of more than one year. In
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this way, comparison of the amount of air pollution
throughout the years can be done, and conclusions for
whether it is increasing or decreasing significantly, or it is
consistent can be drawn. We stand for rising ecological
awareness of every person’s actions and reduction of
humans’ negative impact on the environment.
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Abstract - Due to the urgent global health situation, the
hospitals as well as the pharmacy stores are under pressure.
Therefore, the aim of our project is to use the geo-spatial
information of these two objects in Skopje, the capital of
North Macedonia, and to represent their detail information
to find the closest pharmacy near the hospital, rate the
hospitals and pharmacies based on user customers
experience, and provide this information to customers to
make online ordering and pick up the order later. To do
this, we have collected the data about the hospitals and
pharmacy objects, then we import this data in ArcGIS
software, and we produce distance, interpolation, and
service maps from the data analysis. As results, the final
visual representation from our analysis shows possible
improvements and possible new locations for pharmacy
stores.
Keywords - Hospitals; Pharmacies; Rating; Routes;
Patients

I.

INTRODUCTION

Most of the time, after every check-up the patients
would need to go to the pharmacy and purchase their
needed medication. Considering the current situation that
we are in with the COVID-19 pandemic, the patients
would like to know all the available pharmacies that are in
a proximity of the hospitals they had their check-up in.
The patients also would be interested in some of the
information about the hospitals and pharmacies in their
area, like the service rating they have. It is also important
that the patients can see whether there are pharmacies near
certain hospitals and can quickly access them. With the
acquired knowledge of Geographic Information Systems
(GISs), we can give back to the community with a map of
hospitals and pharmacies located in the city of Skopje and
help inform the people with important information about
the hospitals and pharmacies. The purpose of this paper is
not only to display the locations of the pharmacies and
hospitals in the city of Skopje, but also all the relevant
information about them and their spatial relationship,
especially the service area.
The spatial distribution of hospitals and pharmacy,
their relationship, how the community benefits from their
services have long been a topic of research. We limit our
literature review only on very recent papers regarding this
topic and specifically on the spatial relationship between
these two objects, due to the large number of papers. The
authors in [1], investigates the relationship between both
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healthcare services (hospitals and pharmacies) and their
inadequate spatial distribution for the end user. The
authors in [1], used GIS technologies to analyze the
geographic
enabling
factors
and
predisposing
characteristics. Furthermore, the authors in [2], have used
GIS to optimize the location-allocation problem of
pharmacy warehouses and more importantly, provide
optimal distribution of hospitals and pharmacies. In this
research article they gathered location data for the
hospitals and the pharmacies and used GIS modeling to
minimize the distance between these objects and the
warehouses. Further research papers in this area, focuses
on different types of pharmaceuticals or hospital services
while others are focused on categories of customers, like
young, middle, or elderly adults. One such study [3],
investigates the spatial relationship between elderly
patients and the location of pharmacy stores. Their
funding suggested there is an urban-rural inequality
disparity and differences in availability of pharma
services. Similar conclusion was obtained in [4], where
the authors researched the spatial relationship between the
pharmacies and patients, and they considered several
indicators, like pharmacy and population density as well
as the population size. This research found out that even
though the time and distance between population size and
number of pharmacies are good, there is uneven
distribution of pharmaceutical services. Additionally,
research studies like [5], use already established
pharmacies location, to proximate for patient location.
This study concluded that different types of pharmacies
have different patterns of customer patronage and lay
down the idea of spatial distribution of prescribed
medications. And lately, due to the public health
emergency of the outbreak of the novel COVID-19
coronavirus, researchers have used GIS, not only to
display the data regarding the number of cases and deaths,
but also use GIS to cluster the hospitals and COVID-19
cases with OD Cost Matrix [6]. This literature review
reveals a strong relationship between the need of finding
the spatial distribution between hospitals and pharmacy
stores today, where GIS is an essential tool.
GIS as a tool for analyzing, storing, visualizing vast
amount, both time and spatial dependent data. The spatial
dependent data contains geographical components,
showing the location where the event happened, together
with all the features that describe that event. The GIS
software platform contains very practical tools to manage
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the data and the maps, and the most widely used version is
the ArcGIS ESRI software [7]. Every tool in ArcGIS 10.8
has a particular role in the process of map-data analysis.
ArcMap tool plays a central part in processing the georeferenced data, where users make the map analytics and
data visualization. While the map is used in ArcMap, the
data is connected in ArcCatalog with the software in a
form of geo-database. And this is just a small part of the
vast number of tools, scripts for processing the georeferenced data, tools for data exchange, graphical
coordinate manipulation and tools for model building.
ArcToolbox combines all these tools in one powerful set
for management and visualization of 2D and 3D georeferenced data. And this is very important, all the tools
that the user needs to analyze and present a vast amount of
geo-referenced data on a map, is in one place. Therefore,
the user can combine all these features, allow him to deep
down into the data, discover new knowledge, provide the
stakeholder and decision maker with recommendations
based on those knowledge discoveries and present them in
very easy interpretable form. This unique feature makes
GIS an ideal presenting platform for everyday users.
The structure of the paper is organized as follows:
Section II presents the procedure of the materials and the
methods that are needed to analyze the pharmacy and
hospital spatial relationship, as well as the object road
proximity and service area. The results of these analyses
are given in Section III, while Section IV concludes the
paper and layout the direction for future research.
MATERIALS AND METHODS
II.
The data that we use to create this paper are taken
from the official websites of the pharmacies and hospitals
and the newest versions of the contact websites: Zlatna
Kniga [8]and ABV [9]. We located the longitude and
latitude points from the main map service form google, by
precisely positioning on the location where the objects are
placed on the map. After acquiring the needed information
from the sources mentioned above, we created an Excel
document, that consisted of two sheets named ambulance
and pharmacy named, respectively. Every sheet contains
several columns that contains the data for every mapped
object. After the data is imported in to excel, then the
process of transforming this data into geo-database is
taking place inside of the ArcGIS software. During this
process, there are additional columns that were
automatically added by ArcGIS, used for the geodatabase
manipulation. The geodatabase file in ArcMap uses the
following attributes for each hospital and pharmacy.
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Name – The
pharmacy/hospital.



Address – The official address where the
pharmacy/hospital is located.



Latitude & Longitude – Coordinates for the
mapped objects.

official

name

of

the



Tel – The contact telephone number for the
pharmacy/hospital.



Image – An image
pharmacy/hospital.

that

represents

the



Rating – Rating for the service that the
pharmacy/hospital provides.

All the tables are stored as feature tables in the
features data set named: Hospitals and Pharmacies
objects, which are stored in the data object geo-database.
Additionally, we used another geodatabase that contains
the road map, and which will be further used in Network
Analysis Toolbox to generate several new models. The
road map shape file contains several attributes, like
Boolean value for one-way, tunnel, bridge, or Max speed,
that will help us to navigate the best and most efficient
path between two points. The road map as well as the
administrative board map for North Macedonia is taken

Figure 1. Part of the geo-database filled with data for pharmacies and
hospitals

from [10]. A snapshot of the geodatabase is represented
with Fig. 1.
To use the data that we gathered, we go to the ArcMap
tool (Add XY Data) we make the connection to the
database, where Longitude and Latitude coordinates are
automatically parsed. After adding the document filled
with data, ArcMap can determine the precise points for
the mapped-out objects, that were represented with small
rectangles. To enable a better user experience, we decided
to show the name of the hospital or pharmacy when we
hover over them, and when we click on a certain hospital
or pharmacy the detailed information about the clicked
object is being listed in a dialog format.
As we mentioned earlier, we conducted several
analyses on this data. For our first analysis, we use the
IDW interpolation method in the Arc Toolbox [11]. All
the IDW interpolation settings parameters were left to
default, except for the Processing Extend and the Raster
Analysis in the Environment Settings. For both settings
we use a shape deducted from the administrative board
map for North Macedonia for the city of Skopje, plus two
additional regions were added: Dracevo and Radisani. For
the z value field, we used the rating attribute from the
geodatabase table. The coloring classification is based on
the Natural Breaks (Jenks) classification method, with 5
classes for both hospitals and pharmacy data points. We
selected the Natural Breaks classification methods
because it reflects the natural distribution of data points in
the dataset. This rating displayed through that range from
red (represents the worst rating) to green (represents the
best rating).
For the next analysis we have used the Network
Analyst Toolbox, particularly the two scripts for creating
network layers: Closest Facility Layer and Service Area
Layer. But, before we apply any of these scripts, we must
create a network datasets or input analysis network. We
use the road map shape file, taken from [10] to generate

MIPRO 2021/CIS

the analysis network. Later, we set the impedance attribute
to Length and Travel To – meaning direction of travel is
from hospitals for pharmacies. We also set to allow the
algorithm to make up with one way streets. Furthermore,
the Closest Facility tool will output the total distance, so
we set the script to find the accumulated distance in
meters. The next script we use is the Service Area Layer
creator to determine the area of accessibility within a
given radius from the point of interest, in our case the
hospitals and the pharmacies. To make this tool
functional, we use the previously created network dataset
deducted from the roads shape file, and we have set
several parameters to customize the modelling for our
needs. We set the Impedance attribute to Length, and later
we set the direction of travel to TRAVEL_FROM, so we
can see generated services zones to be from the hospital
outwards. For the break values we created two set of
models. One model we set the service zones with 500,
1000 and 1500 meter and the second model with 1000,
3000 and 5000 meter zones. Both Network Analyst tools
provide better inside look of the surrounding area of
hospitals and the pharmacy stores near them.
III. RESULTS AND DISCUSION
As we pointed in the previous section, our data
analyses consist of three main models. The first model is
regarding the rating for both hospitals and pharmacies,

Figure 3. Interpolation of the user phramacy rating

results from the model are different from the hospital
model, and most obvious is that the rating values are well
above 4.2 user satisfactory rating score. More interesting
is the distribution of the pharmacy clusters with good and
bad ratings. The pharmacy stores with ratings below 4.2
are very few, and they are in one part of the town, in the
southeastern part. It is also noticeable that there are one or
two of these pharmacy stores (marked with orange)

Figure 4. User satisfactoru rating data for both Hospital (left) and
Pharmacy stores (rigth). Mean value of is marked with dash line.

located near the center of the city, but most of the
pharmacy stores are having high user satisfaction ratings
(light green and green).

Figure 2. Interpolation of the user satisfactory hospitals rating

If we look at the distribution of the user satisfactory
rating data presented in Fig. 4, we can easily note that
most of the hospital rating data is located with mean value
of almost 3.5, while the pharmacy mean value rating is
above 4.4. There are many reasons why distribution is

and they are obtained using the interpolation IDW script.
The model given with Fig. 2, depicts the user satisfactory
rating factor for the hospitals.
As we can notice from the model graphical
representation, there are several clusters of bad (average
rating < 3.6), marked with red and yellow colors. These
hospital data points are mainly located around the center
part of the capital city. On other hand, the hospitals with
higher average user satisfactory reviews > 3.6 (marked
with greenish colors) are located near the city center. We
can argue here that location is the main factor for the
hospital's review scores, based on the data we have, since
the center part of Skopje is most connected to the rest of
the city. All bus lines, and more importantly, there are a
lot of pharmacy stores that are present there. This can be
clearly seen on Fig. 3, where the IDW interpolation model
for the rating of the pharmacy stores is presented. The
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Figure 5. Nearest pharmaciest around a several hospital. The roads are
marked with red, the green roads nearest one to selected hospitals.
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different, but mainly the people are served very fast and
they are satisfied with the bought products from the
pharmacy stores.

important for the patients, that are exiting from the
hospital they can go and pick up their medications.

Now, we move towards the network analyzed models,
and the model represented in Fig. 5, depicts the road
networks of the closest pharmacy stores (marked with
circles) to selected hospitals (marked with squares). The
red lines in the model depicts the roads that are connecting

IV. CONCLUSION
In this paper, we used the freely accessible data
regarding the geolocation of several pharmacy stores and
hospitals, as well as the user satisfactory rating for both
objects. This data was also combined with the road
network data, to produce several models that interlinks the
two above mentioned objects. The obtained maps from the
ArcGIS software, has a purpose to make it easy to locate
the hospitals and pharmacies in Skopje and get all the
relevant information for them. For example, the users can
find the best pharmacies and hospitals based on the rating
they have, and they can also locate the nearest pharmacy
around the hospital they were treated. These analyses were
all done using several ArcGIS tools, which helped us to
produce buffer zone models to find the best pharmacy
store in the near hospital. As a result, we concluded that
there are several pharmacy stores with high user
satisfaction ratings near the selected hospital. Most of the
pharmacy stores near the hospitals are having a high user
satisfaction rating. This presents not only an opportunity
to expand the excellent services for new customers, but
also for opening new stores near hospitals in the north part
of the city. But of course, we must consider the
customer’s decision and allow him to choose among
different products and services and offer the customers
new products.

Figure 6. Model created with Network service area layer for radius
between 1 to 5 km

hospitals of interest, while the lighted green is the
proposed path between the selected hospital and the
pharmacy.
Next, we look at two models (Fig. 6 and Fig. 7). The
first model (Fig. 6) depicts overlapping polygons that
represent the service area around the hospitals in a radius
of 1000 meters marked with a green color, 3000 meters
marked with yellow color, and 5000 meters marked with
red color. This way we can see how many pharmacies

In future, we plan to advance this analysis by
collecting and importing data for the traffic types that are
used by the patients to reach their hospitals or the
pharmacy store, as well as the idea of closeness of other
buildings like bus or taxi stations near the hospitals.
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Sažetak— Posljednjih godina u području biometrije sve
se više istraživanja fokusira na meke biometrijske karakteristike. Meke karakteristike daju odred̄ene informacije
o osobi, a mogu biti fizičke ili ponašajne. Primjeri mekih
biometrijskih karakteristika su boja kose, boju očiju, dob,
spol, etnička pripadnost, boja kože, visina, težina, ožiljci
i tetovaže. Analizom mekih biometrijskih karakteristika
možemo doći do mnogih informacija o osobi, a jedna
od takvih karakteristika su i tetovaže. Primjena analize
tetovaža je naročito česta u policiji i pravosud̄u kao pomoć
u verifikaciji osumnjičenika ili žrtvi u istragama. Cilj ovog
članka je dati pregled dosadašnjih istraživanja na temu
automatske detekcije i prepoznavanja tetovaža te prikazati
implementaciju metode za usporedbu tetovaža. Predložena
metoda ima nekoliko koraka: predprocesiranje, izlučivanje
karakteristike i usporedba. U koraku predprocesiranja
slika se pretvara u sliku u nijansama sive te se koristi
Canny detektor rubova kako bi se detektirali rubovi
tetovaže. U sljedećem koraku izlučuju se karakteristike
tetovaže iz rubova detektiranih u prethodnom koraku
korištenjem SIFT (Scale-Invariant Feature Transform)
algoritma. Zadnji korak je usporedba izlučenih karakteristika i računanje podudaranja metodom najbližih susjeda.
Ključne riječi— biometrija, tetovaže, meke biometrijske
karakteristike, SIFT, Canny detektor rubova, najbliži susjed

I. U VOD
U suvremeno doba sposobnost jedinstvenog identificiranja
pojedinaca presudna je za ljudsko društvo. Najčešće se koriste
biometrijske karakteristike kao što su lice, glas i hod kako
bismo prepoznali jedni druge [1], ali vrlo često se koriste i
meke biometrijske karakteristike.
Meke biometrijske karakteristike mogu biti definirane na
različite načine. Jedna od prvih definicija meke biometrije
je [2], gdje je meka biometrija definirana kao "set karakteristika koje daju informacije za prepoznavanje osoba, ali
ne mogu jedinstveno identificirati osobe, najviše zbog toga
što nisu jedinstvene i trajne". Najsveobuhvatnija i najnovija
definicija je [3], [4]: "Meke biometrijske karakteristike su
fizičke, ponašajne ili materijalne, povezuju se s osobom, a
mogu se koristiti za prepoznavanje osoba. Navedeni atributi
se mogu saznati iz primarnih biometrijskih podataka, mogu

1274

se klasificirati u kategorije razumljive ljudima i automatski
izlučiti". Boja očiju, spol, nacionalnost, boja kože, visina,
težina, boja kose, ožiljci, madeži i tetovaže samo su neki od
primjera mekih biometrijskih karakteristika.
Posljednjih godina posebna pažnja se pridaje sustavima za
detekciju i usporedbu tetovaža, što je i tema ovog članka. U
policiji se već dugo koriste tetovaže za identifikaciju osumnjičenika ili žrtava, a automatsko prepoznavanje tetovaža bi
pridonijelo bržoj identifikaciji. Prije automatizacije, prepoznavanje tetovaža uključivalo je održavanje knjiga s fotografijama,
a posljednjih godina policijske uprave započele su digitalizaciju tih slika i dodavanje podataka u bazu podataka. Kada
se govori o automatskom prepoznavanju tetovaža, koriste se
slike tetovaža ljudi kako bi ih identificirali i otkrili informacije
o njima poput religije, političkih uvjerenja te ih pridružili
osobama sa sličnim tetovažama [5]. Prepoznavanje tetovaža
funkcionira na sličan način kao i prepoznavanje lica. Jednom
kada se slika tetovaže uhvati i pošalje u sustav, aplikacija za
prepoznavanje stvara matematički prikaz i analizira ga kako bi
se pronašli odred̄eni detalji. Taj se prikaz uspored̄uje s onima
koji se nalaze na slikama pohranjenim u bazi slika. Zaposlenici
mogu pohranjene slike označiti odred̄enim metapodacima kako
bi ih dodatno opisali ili kategorizirali [5].
Do danas su provedena brojna istraživanja na temu automatske usporedbe tetovaža što je vidljivo u poglavlju 2
ovog članka, dok poglavlje 3 prikazuje implementaciju jednog
automatskog sustava za usporedbu tetovaža koji koristi Canny
detektor rubova, SIFT (Scale-Invariant Feature Transform)
algoritam i metodu najbližeg susjeda. U poglavlju 4 dan je
zaključak te smjernice za buduća istraživanja.
II. D OSADAŠNJA ISTRAŽIVANJA
Identifikacija osoba temeljena na prepoznavanju tetovaža
privukla je značajan interes u istraživačkoj domeni [6], [7],
[8], [9]. Korištenje dubokih konvolucijskih neuronskih mreža
u raznim aplikativnim domenama računalnog vida pokazalo
je perspektivne rezultate, kao što je to slučaj kod detekcije i
prepoznavanja objekata [10], [11], [12], [13], [14].
Jedan od relevantnih radova koje je potrebno izdvojiti na
početku je rad u kojemu je predstavljena Tatt-C baza podataka
("NIST Tattoo Recognition Technology Challenge") [15], koja
se koristi u velikom broju istraživanja. Autori kreiranje takve
baze argumentiraju nedostatkom zajedničkih skupova podataka
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za evaluaciju i razvoj operativnih aplikacija za prepoznavanje
tetovaža.
Autori su u [16] predstavili metode temeljene na dubokim
konvolucijskim neuronskim mrežama za automatsko prepoznavanje slika tetovaža temeljeno na AlexNet i Siamese mrežama.
Autori argumentiraju da tzv. funkcije s trostrukim gubitkom
mogu značajno unaprijediti performanse sustava prepoznavanja tetovaža u usporedbi s jednostavnim funkcijama s kontrastnim gubitkom, te prikazuju eksperimentalne rezultate nad
Tatt-C skupom podataka.
Transferno učenje pokazalo se efektivnim u eventualnom nedostatku masivnih skupova podataka pošto omogućuje
uvod̄enje dubokih neuronskih mreža bez potrebe da ih se
inicijalno trenira [17]. Tako je moguće korištenje dubokih konvolucijskih neuronskih mreža poput AlexNet [14] ili Siamese
mreža [18], [19].
Autori [20] predlažu nove algoritme za prepoznavanje
aproksimativnim najbližim susjedom te evaluiraju i uspored̄uju
iste s do tada dostupnim algoritmima. Za dvodimenzionalne
osobine predlažu dva algoritma, randomizirani k-d forest
i vlastito razvijeni algoritam k-means prioritetne pretrage.
Takod̄er, autori predlažu novi algoritam za prepoznavanje
višestrukih hijerarhijskih klasteriranih stabala te argumentiraju
da isti pokazuje bolje performanse u usporedbi sa postojećim metodama, a svoje istraživanje objavili su pod nazivom
FLANN.
Metoda za uspored̄ivanje skica tetovaža sa slikama tetovaža
pomoću lokalnih invarijantnih osobina predložena je u [21].
Autori opisuju svoju metodu u detalje te eksperimentima
pokazuju da predložena metoda postiže značajna poboljšanja
u usporedbi sa dotadašnjim sustavima podudaranja dviju slika.
Cilj rada [22] je odgovoriti na pitanja (1) je li NIST baza
podataka prikladna za treniranje algoritama za otkrivanje slika
tetovaža pohranjenih u IT ured̄ajima osumnjičenih osoba?,
(2) mogu li konvolucijske neuronske mreže nadmašiti MorphoTrack algoritam? te (3) na koji način baze podataka za
treniranje utječu na performanse otkrivanja tetovaža. Ukratko,
eksperimentalni rezultati pokazali su da CNN nadmašuje MorphoTrack algoritam za 2.5% uz preciznost od 98.8% nad NIST
bazom podataka. Med̄utim, kada je CNN treniran nad NIST
bazom podataka za otkrivanje Flickr slika, preciznost pada na
65.8%.
Rad [23] predlaže prepoznavanje tetovaža koristeći
unakrsno-korelacijsku neuronsku mrežu. Eksperimentalni
rezultati indiciraju značajno bolje performanse predloženog
sustava nad ostalim metodama, uz generalnu preciznost
prepoznavanja tetovaža od 90.23%.
Još jedan rad koji predlaže drugačiji pristup prepoznavanju tetovaža nastoji poboljšati performanse pomoću metoda
negativa slika [24]u 3 koraka koje autori razrad̄uju unutar
rada. Eksperimentalni rezultati pokazali su manji broj lažnih
prepoznavanja te smanjeno vrijeme procesa prepoznavanja.

predprocesiranje slika, izlučivanje značajki te usporedba i
donošenje odluke. Pri implementaciji je korišten programski
jezik Python te biblioteke: PyQt1 za kreiranje grafičkih korisničkih sučelja, OpenCV2 za računalni vid i strojno učenje te
NumPy3 za znanstveno računanje.
A. Predobrada slika
Prvi korak implementiranog sustava je predobrada slika.
Tetovaže su specifične zbog broja linija kojima su rad̄ene.
Kako bi se jasno moglo vidjeti gdje su točno linije prvo je
potrebno učitanu sliku pretvoriti u sliku u nijansama sive boje.
Za razliku od učitane slike gdje su vrijednosti boje piksela,
podaci u slici u nijansama sive sadrže samo jedan kanal koji
može predstavlja intenzitet odnosno svjetlinu slike. Budući
da se koristi OpenCV biblioteka, za promjenu boje poziva se
funkcija cv2.cvtColor. Funkcija prima dvije vrijednosti, prva
je slika koja se mijenja (img0), a druga boja u koju se mijenja
što je u ovom slučaju grayscale cv2.COLOR_BGR2GRAY .
Idući korak u predobradi slika za daljnju izradu aplikacije
je detektiranje rubova na slici. Kako bi se moglo uspored̄ivati
karakteristike potrebno je znati gdje su na slici sve rubovi.
Za detekciju rubova koristi se Canny detektor rubova. Sam
algoritam prolazi kroz nekoliko faza [25]:
i. Pomoću 5x5 Gaussovog filtera uklanja se šum s odred̄ene
slike, budući da je otkrivanje rubova osjetljivo na šum na slici
[26]
ii. Izoštrena slika se zatim filtrira Sobel matricom u vodoravnom i okomitom smjeru kako bismo dobili prvu derivaciju
u vodoravnom smjeru (Gx ) i okomitom smjeru (Gy ). Nakon
toga se dobiva gradijent i smjer ruba pomoću jednadžbe [25]:
q
Edge_Gradient(G) = G2x + G2y
Angle(θ) = tan−1 (

iii. Nakon što se dobije smjer gradijenta, traže se i uklanjaju
neželjeni pikseli koji ne mogu predstavljati rub. Za svaki piksel
se gleda je li on lokalni maksimum u njegovoj blizini u smjeru
gradijenta.
iv. Zadnja faza predprocesiranja je provjera koji su rubovi
stvarno rubovi pomoću dvije vrijednosti praga, maxV al i
minV al. Svi rubovi s intenzitetom gradijenta većim od
maxV al su sigurno rubovi, dok oni ispod minV al nisu rubovi
(Slika 1).
B. Izlučivanje značajki
Sljedeća faza, ujedno i najvažnija, je implementacija algoritma kojim se traže zajedničke karakteristike slika. U tu
svrhu koristi se FLANN (Fast Library for Aporiximate Nearest
Neighbors)4 . FLANN je biblioteka za brzo pretraživanje najbližih susjeda u višedimenzionalnim prostorima. Za početak

III. I MPLEMENTACIJA SUSTAVA ZA USPOREDBU TETOVAŽA

1 riverbankcomputing.com/software/pyqt

U nastavku će biti prikazana implementacija sustava za
usporedbu tetovaža. Sustav je načinjen od tri osnovna koraka:

3 numpy.org
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Gy
)
Gx

2 opencv.org
4 https://github.com/mariusmuja/flann
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Slika 2: Metoda najmanjih kvadrata

Slika 1: Detekcija rubova tetovaže

se moraju pronaći sve glavne karakteristike na slici. Karakteristike se općenito definiraju kao poddomena slike koja je često
u obliku izoliranih točaka, kontinuiranih krivulja ili povezanih
područja. U ovom slučaju pod karakteristike smatraju se sve
linije tetovaže. Budući da su u ranijem dijelu koda izolirani
rubovi na slici, tj. pronad̄ene su linije, sada je potrebno
detektirati i izdvojiti karakteristične točke korištenjem SIFT
funkcije [27]. Nakon što se kreira SIFT funkcija, potrebno je
implementirati FLANN algoritam koji uzima dva parametra:
objekt index i objekt search. Parametri odred̄uju ponašanje
indeksa i objekata pretraživanja koje FLANN interno koristi
kako bi izračunao podudaranje. Takod̄er, ovi parametri nude
ravnotežu izmed̄u točnosti i brzine obrade podataka. Unutar
FLANN algoritma korišten je kd-tree [28], algoritam indeksiranja s pet stabala. Nakon što su na svakoj slici pomoću
SIFT funkcije i kd-tree algoritma pronad̄ene karakteristike,
potrebno ih je usporediti s karakteristikama druge slike. Za
pronalaženje dobrih podudaranja korišten je Lowe test omjera
[27]. Svaka karakteristična točka prve slike uspored̄uje se s
ključnim točkama druge slike. Zadržavaju se dva najbolja podudaranja za svaku ključnu točku. Najbolje podudaranje je ono
s najmanjom mjerom udaljenosti, a udaljenost se računa kao
Euklidska udaljenost izmed̄u dviju točaka. Med̄utim, ukoliko
se dobro podudaranje ne može razlikovati od npr. šuma na
slici, tada se i to podudaranje odbacuje budući da ne pridonosi
rezultatu. Udaljenost izmed̄u dvije točke je ključna kako bismo
raspoznali dobre od loših podudaranja.
if m.distance < i ∗ n.distance[29]
Udaljenost m.distance predstavlja udaljenost izmed̄u
ključne točke i njezinog najboljeg podudaranja, a n.distance
je udaljenost izmed̄u ključne točke i drugog najboljeg podudaranja. U OpenCV-u knnMatch funkcija vraća podudarnosti
od najboljih do najgorih, tako da će prva podudaranost uvijek
imati najmanju udaljenost. Kolika je točno ta najmanja udaljenost koristimo već prije spomenuti parametar i. Ukoliko je
m.distance manji od n.distance uzima se u obzir kao dobro
podudaranje, u suprotnom ga se zanemaruje [29].
C. Usporedba i donošenje odluke
Prilikom ispisivanja broja dobrih podudaranja za različite
vrijednosti parametra i s kojim množimo udaljenost izmed̄u
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dvije točke, može se vidjeti da je ovisnost broja dobrih
podudaranja o parametru i linearna. Kako ne postoji odred̄eni
i koji bi dao najbolji rezultat za sve slike, računa se za i u
rasponu od 0.1 do 0.6 te se zapisuje broj dobrih podudaranja
za svaki od slučajeva. Dobiveni skup podataka obrad̄uje se
metodom najmanjih kvadrata [30], odnosno primjenjuje se
linearna regresija na podatke. Uzmemo li kvadrat vertikalnog
odstupanja svake točke od teorijskog pravca, metodom najmanjih kvadrata se pronalazi najvjerojatniji pravac, onaj za
koji je suma kvadrata odstupanja minimalna. Od nekog pravca
y = ax + b točka (xi , yi ) odstupa za εi odnosno [30]:
yi = axi + b + εi
S(a, b) ≡

n
X

ε2i = min

i=1

Na slici 2 (a) može se vidjeti primjena metode na dvije slike,
gdje se dobiva vrlo malena podudarnost. Na slici 2 (b) može
se vidjeti primjena metode na dvije slike koje imaju veliku
podudarnost. Broj dobrih podudaranja je za svaku vrijednost
parametra i vrlo blizu pravcu regresije. Iako se za i = 0, 6
pronad̄u dobre točke, za razliku od nižih vrijednosti parametara
i, broj nad̄enih točaka je vrlo malen.
Završni postotak se dobiva tako da se podijeli broj dobrih
podudaranja dobivenih za parametar i = 0.6 sa točkom na
pravcu koja ima istu x koordinatu. Ovim postupkom se uzima
u obzir ukupan dobiveni broj točaka, ali se istovremeno pridjeljuje težina svim izmjerenim točkama sa manjim (strožim)
parametrom i. Iako je ova metoda vrlo pouzdana za obradu
podataka kada se očekuje linearno ponašanje, teško je dobiti
postotak veći od 99% budući da bi to zahtijevalo da se sve
izmjerene točke poklapaju skoro savršeno s pravcem regresije.
Prikaz finalnog rješenja vidljiv je na slici 3.
D. Inicijalni rezultati
U svrhu inicijalnog testiranja implementirane metode prikupljena je manja baza od 30 tetovaža, a performanse su mjerene
kroz računanje točnosti. Točnost je definirana kao broj točno
prepoznatih podudaranja i nepodudaranja (TN+TP) podijeljena s ukupnim brojem testiranja (UK): T ocnost = T P +
T N/U K = 0.87. Navedeno testiranje ima svoja ograničenja,
posebno u činjenici da se ne može koristiti kako bi se napravila usporedba s drugim algoritmima. Navedene performanse
predstavljaju samo podlogu za daljnja istraživanja i ekstenzivnije testiranje. Tokom testiranja nije došlo do problema u
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Slika 3: Prikaz finalnog rješenja kada postoji podudaranje

radu niti tehničkih poteškoća, testiranje je pokazalo dostatnost
implementacije navedene metode u kontekstu efikasnosti za
usporedbu tetovaža. U budućnosti je planirano složenije testiranje na većem skupu podataka, konkretnije na Tatt-C skupu
podataka kako bi se implementirana metoda mogla usporediti
s metodama opisanim u aktualnim istraživanjima.
IV. Z AKLJU ČAK I BUDU ĆA ISTRAŽIVANJA
Cilj ovog članka bio je dati pregled aktualnih istraživanja
na temu automatske detekcije i usporedbe tetovaža te prikazati
primjenu metode za usporedbu tetovaža. Predložena metoda
ima nekoliko koraka: predprocesiranje, izlučivanje karakteristike te usporedba i odlučivanje. U koraku predprocesiranja
slika se pretvara u sliku u nijansama sive te se koristi Canny
detektor rubova kako bi se detektirali rubovi tetovaže. U
sljedećem koraku izlučuju se karakteristike tetovaže iz rubova
detektiranih u prethodnom koraku korištenjem SIFT algoritma.
Zadnji korak je usporedba izlučenih karakteristika i računanje
podudaranja metodom najbližih susjeda.
Buduća istraživanja fokusirat će se na testiranje implementiranog sustava na većem setu podataka, točnije na Tatt-C setu
podataka [15]. Osim navedenog, sustav će se modificirati kako
bi mogao biti testiran na drugim oblicima ulaznih podataka,
te uspored̄ivati fotografije sa skicama ili grafitima.
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Fig. 1: Two-dimensional (first row) and three-dimensional (second row) pose graphs used in the benchmarking process.

Abstract—Simultaneous localization and mapping
(SLAM) is an important tool that enables autonomous
navigation of mobile robots through unknown environments.
As the name SLAM suggests, it is important to obtain a
correct representation of the environment and estimate a
correct trajectory of the robot poses in the map. Dominant
state-of-the-art approaches solve the pose estimation
problem using graph optimization techniques based on
the least squares minimization method. Among the most
popular approaches are libraries such as g2 o, Ceres,
GTSAM and SE-Sync. The aim of this paper is to describe
these approaches in a unified manner and to evaluate them
on an array of publicly available synthetic and real-world
pose graph datasets. In the evaluation experiments, the
computation time and the value of the objective function of
the four optimization libraries are analyzed.
Index Terms—pose-graph, optimization, trajectory estimation, SLAM, g2 o, GTSAM, Ceres, SE-Sync

I. I NTRODUCTION
After years of dominance in the SLAM scene,
filter-based methods are more and more replaced by
optimization-based approaches. Pose graph optimization
(PGO) was first introduced in [1], but was not very
popular due to computational inefficiency. Today, with
the increase of the computational power, PGO methods
have become the state-of-the-art and are able to solve
SLAM optimization and estimation problems quickly and
accurately.
Optimization-based SLAM methods generally consist
of two parts. The first part identifies the constraints
1 This research has been supported by the European Regional Development Fund under the grant KK.01.1.1.01.0009 (DATACROSS).
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between new observations and the map using correspondences based on sensor data. The second part computes
the robot poses and the map given the constraints. It
can be divided into graph and smoothing methods. An
example of a current state-of-the-art optimization-based
method is g2 o [2]. It is a general optimization framework
for nonlinear least squares
√ problems. One of the first
smoothing approaches, SAM, was presented in [3].
An improvement to this method, incremental smoothing
and mapping
(iSAM), was introduced in [4]. iSAM ex√
tends SAM to provide an efficient solution to the full
SLAM problem by updating the factorization of the sparse
smoothing information matrix. The upgrade of iSAM,
iSAM2, is presented in [5]. These smoothing methods
are implemented in GTSAM [6], which is another stateof-the-art optimization library.
An elegant example of a SLAM problem is the socalled pose SLAM, which avoids building an explicit
map of the environment. The objective of pose SLAM
is to estimate the trajectory of the robot given the
loop closing and odometric constraints. These relative
pose measurements are usually obtained from IMU, laser
sensor, cameras or wheel odometry using ego-motion
estimation, scan matching, iterative closest point (ICP)
or some form of minimizing visual reprojection error. It
is worth noting that methods in [7] and [8] present filterbased pose SLAM algorithms, but our focus in the current
paper is on the approaches that implement optimizationbased pose SLAM.
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Among the most popular approaches are g2 o ("general
graph optimization") [2]), Ceres Solver [9], GTSAM
("Georgia Tech Smoothing and Mapping") [6], and SESync ("Synchronization over Special Euclidean group
SE(n)") [10]. There are few works in the literature that
compare some of these approaches. For example, in [11]
the authors provide an overview of visual SLAM and
compare g2 o, GTSAM, and HOG-Man [12] as back-ends.
The authors in [13] discuss the importance of rotation
estimation in pose graph estimation and compare g2 o and
GTSAM on benchmarking datasets with different rotation
estimation techniques. In [14], the authors compare different optimization algorithms under g2 o framework. A
unified SLAM framework, GLSLAM, proposed in [15],
provides various SLAM algorithm implementations, but
can also perform benchmarks for different SLAM approaches. However, to our knowledge, there are none
that compare g2 o, Ceres, GTSAM and SE-Sync in a
unified manner. The aim of this paper is to describe these
approaches in a unified manner and to evaluate them on an
array of publicly available synthetic and real-world pose
graph datasets (visualized in Figure 1). In the future, we
would like to use this comparison to facilitate the choice
of the PGO method.
The paper is organized as follows. Section II describes
nonlinear graph optimization in general and each of these
four approaches. The experiment is the main part of this
paper and is described in Section III. In the first part of
the section, the hardware, the experimental setup, and the
benchmarking datasets are described. The results of the
experiment are discussed at the end of the section. In the
end, Section IV concludes the paper.
II. N ONLINEAR P OSE - GRAPH O PTIMIZATION
A PPROACHES
Every pose graph consists of nodes and edges. The
nodes in a pose graph correspond to the poses of the
robot in the environment, and the edges represent spatial
constraints between them. The edges between contiguous
nodes are odometric constraints, and the remaining edges
represent loop closing constraints. This is visualized in
Figure 2a. The goal of pose graph optimization is to find
a configuration of nodes that minimizes the least squares
error over all constraints in the pose graph. In general,
a nonlinear least squares optimization problem can be
defined as follows:
x∗ = argmin F(x),

(1)

x

where F(x) is the sum of errors over all constraints in
the graph:
X
F(x) =
e>
(2)
ij Ωij eij .
hi,ji∈C

Here, C represents the set of index pairs between connected nodes, Ωij represents the information matrix between nodes i and j, and eij is the nonlinear error function
that models how well the poses xi and xj satisfy the
constraint imposed by the measurement zij . Finally, each
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constraint is modeled with the information matrix Ωij and
the error function eij . This is illustrated in Figure 2b.

(a)

(b)

Fig. 2: A pose-graph representation of the SLAM problem. (a) Every
node corresponds to a robot pose. Neighboring poses are connected
with edges. The edges model spatial constraints between two poses.
The edges between contiguous poses represent odometry and remaining
edges represent repeated observation of the same part of the environment
(loop closures). (b) Each edge is defined with its error function eij and
information matrix Ωij . Error function is the difference between the
real measurements zij and the approximated constraints ẑij (xi , xj ).

Traditionally, the solution to (1) is obtained by iterative optimization techniques (e.g., Gauss-Newton or
Levenberg-Marquardt). Their idea is to approximate the
error function with its first-order Taylor expansion around
the current initial guess. In general, they consist of four
main steps:
1) Fix an initial guess.
2) Approximate the problem as a convex problem.
3) Solve 2) and set it as a new initial guess.
4) Repeat 2) until convergence.
Pose SLAM is easier to solve because it does not build
a map of the environment. Graph formulated problems
have sparse structure, so computation is faster. Another
advantage is that it is robust to bad initial guesses. The
disadvantage of pose SLAM is that it is generally not
robust to outliers and does not converge when there are
many false loop closures. Moreover, rotation estimation
makes it a hard noncovex optimization problem, so convex relaxation leads to problems with local minima and
there is no guarantee of a global optimum. In this section,
we briefly describe the optimization frameworks based on
the nonlinear least squares method that provide solutions
in the form of pose graphs.
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A. g2 o
g2 o [2] is an open-source general framework for optimization of nonlinear functions that can be defined as
graphs. Its advantages are that it is easily extensible,
efficient, and applicable to a wide range of problems. The
authors state in [2] that their system is comparable to other
state-of-the-art algorithms while being highly general and
extensible. They achieve efficiency by exploiting sparse
connectivity and the special structure of the graph, using
advanced methods to solve sparse linear systems, and utilizing the features of modern processors. The framework
contains three different methods that solve PGO, GaussNewton, Levenberg-Marquardt and Powell’s Dogleg. It
is mainly used to solve the SLAM problem in robotics
and the bundle adjustment problems in computer vision.
ORB-SLAM ( [16], [17]) uses g2 o as a back-end for
camera pose optimization, and SVO [18] uses it for visual
odometry.

pose-graph SLAM (in robotics), camera motion estimation (in computer vision), and sensor network localization
(in distributed sensing). Authors state in [10] that SESync improves on previous methods by exploiting a novel
(convex) semidefinite relaxation of the special Euclidean
synchronization problem to directly search for globally
optimal solutions, and is able to generate a computational certificate of correctness for the found solution.
They apply truncated-Newton Riemannian Trust-Region
method [24] to find efficient estimates of poses.

B. Ceres
Ceres Solver [9] is an open-source C++ library for
modeling and solving large, complicated optimization
problems. It is mainly dedicated to solving nonlinear
least squares problems (bundle adjustment and SLAM),
but can also solve general unconstrained optimization
problems. The framework is easy to use, portable, and
extensively optimized to provide solution quality with low
computation time. Ceres is designed to allow the user to
define and modify the objective function and optimization
solvers. The solvers that are implemented include trust
region solvers (Levenberg-Marquardt, Powell’s Dogleg)
and line search solvers. Since it has many advantages,
Ceres is used in many different applications and domains.
OKVIS ( [19], [20]) and VINS [21] use Ceres to optimize
nonlinear problems defined as graphs.

A. Experimental setup

C. GTSAM
GTSAM [6] is another open-source C++ library that
implements sensor fusion for robotics and computer vision applications. It can be used to solve optimization
problems in SLAM, visual odometry, and structure from
motion (SfM). GTSAM uses factor graphs [22] to model
complex estimation problems and exploits their sparsity
to be computationally efficient. It implements LevenbergMarquardt and Gauss-Newton style optimizers, the conjugate gradient optimizer, Dogleg, and iSAM: inceremental smoothing and mapping. GTSAM is used alongside
various sensor front-ends in academia and industry. For
instance, there is a variant of SVO [23] that uses GTSAM
as a back-end for visual odometry.
D. SE-Sync
SE-Sync [10] is a certifiably correct algorithm for
performing synchronization over the special Euclidean
group. It’s objective is to estimate the values of a set of
unknown poses (positions and orientations in Euclidean
space) given noisy measurements of relative transformations between nodes. Their main applications are in the
context of 2D and 3D geometric estimation. For example,
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III. E XPERIMENTS
Our goal is to experimentally evaluate the optimization
frameworks described in Section II and compare them.
For this purpose, we are considering their performance
in terms of total computation time and final value of
the objective function described by (2). We use publicly
available synthetic and real-world benchmarking datasets.
The experiment was conducted on a Lenovo ThinkPad
P50 equipped with an octa-core Intel Core i7-6700HQ
CPU operating at 2.60 GHz and 16 GB RAM. The
computer is running Ubuntu 20.04. The same solver,
Levenberg-Marquardt, is chosen for the g2 o, Ceres and
GTSAM frameworks, while SE -Sync uses the Riemannian trust-region (RTR) method ( [24]). Each algorithm
is limited to a maximum of 100 iterations. The stopping
criteria are based on reaching the maximum number of
iterations and the relative error decrease. SE-Sync uses a
slightly different method, so an additional criterion based
on the Riemann gradient norm must be specified. The
tolerance for the relative error decrease is set to 10−5 and
the norm of the gradient is set to 10−2 . The parameters
are chosen according to the recommendations in [10].
The authors in [13] study the influence of orientation
initialization on finding the global optimum. Inspired by
this work, we also do the pose graph initialization before
the optimization process. To achieve better results, we
obtain initial pose graphs using the spanning tree method
[2].
B. Benchmarking datasets
There are six two-dimensional pose graphs obtained
from [25], two real-word graphs, and four graphs created
in simulation. INTEL and MIT pose graphs are realworld datasets created by processing raw wheel odometry
and laser range sensor measurements collected at the Intel
Research Lab in Seattle and MIT Killian Court. M3500
pose graph is a simulated Manhattan world [26]. The
M3500a, M3500b, and M3500c datasets are variants of
the M3500 dataset with Gaussian noise added to the
relative orientation measurements. The standard deviation
of the noise is 0.1, 0.2, and 0.3 rad, respectively. There
are also six three-dimensional datasets obtained from [13].
The pose graphs Sphere-a, Torus, and Cube are created
in simulation. Sphere-a dataset is a challenging problem released in [27]. The other three pose graphs are
real-world datasets. The Garage dataset was introduced
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(a)

(b)

(c)

(d)

Fig. 3: Optimized pose graphs from (a) INTEL, (b) MIT, (c) M3500 and (d) M3500a datasets. Results are color coded for each algorithm: pink g2 o, green - Ceres, red - GTSAM, blue - SE-Sync.

g2 o

Ceres

GTSAM

SE-Sync

TABLE I: Pose-graph datasets with number of nodes and edges
Dataset
Sphere-a
Torus
Cube
Garage
Cubicle
Rim
Intel
MIT
M3500
M3500a
M3500b
M3500c

(a)

(b)

3D
3D
3D
3D
3D
3D
2D
2D
2D
2D
2D
2D

Nodes
2200
5000
8000
1661
5750
10195
1228
808
3500
3500
3500
3500

Edges
8647
9048
22236
6275
16869
29743
1483
827
5453
5453
5453
5453

C. Results

(c)

(d)

(e)

Fig. 4: Results on five challenging datasets: (a) M3500b, (b) M3500c, (c)
Sphere-a, (d) Cubicle, (e) Rim for each algorithm. From left to right: g2 o
(pink), Ceres (green), GTSAM (red), SE-Sync (blue). SE-Sync shows
superior results, but GTSAM performs just as well on Cubicle and Rim
dataset.

in [28], and Cubicle and Rim are acquired using ICP on
point clouds from the 3D laser sensor at the RIM center
at Georgia Tech. All these pose graphs are visualized in
Fig. 1 with their odometric and loop-closing constraints.
Table I contains the number of nodes and edges for
each dataset. These numbers determine the number of
parameters in the optimization process and the complexity
of the problem.
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We summarized all the performance results in Table
II in terms of total computation time and the value of
the objective function (2). For each dataset, we state
the termination reason of the algorithm. The algorithm
converges if it completes the optimization within the
maximum iteration limit. We also give the validation time
for SE-Sync to certify the global optimum. Figures 3, 4
and 5 show optimized pose graphs for the benchmarking
problems.
1) INTEL: INTEL is one of the easiest problems to
solve. All approaches have solved it successfully. The
trajectories are shown together in Figure 3a and it can be
seen that all of them achieved a similar result. GTSAM
took the longest time to finish the optimization, but
achieved the lowest objective function value. SE-Sync is
the fastest in this case and has the value slightly larger
than GTSAM. Considering this, SE -Sync seems to be
the best solution.
2) MIT: MIT is the smallest problem, but has only a
few loop closure constraints. Therefore, it is important to
start the optimization with a good initial guess. Otherwise,
GTSAM, Ceres, and g2 o are not able to converge to a
meaningful solution with the Levenberg-Marquardt algorithm. All algorithms converged in less than the maximum
number of iterations and they achieved almost the same
objective function values. The optimization problem is
solved in less than half a second, but Ceres and g2 o are the
fastest. Ceres also achieved the lowest objective function
value and seems to be the best solver for the dataset MIT.
The final trajectories can be seen in Figure 3b.
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TABLE II: Optimization times and objective values for each algorithm and dataset are organized in the table. Total time corresponds to elapsed
optimization time, and F(x) to the value of the objective function. Termination reason for each dataset is given: maximum number of iterations
reached (iter), relative function decrease (conv), divergence (no conv) and maximum level of Riemannian staircase (r max). Validation time for
SE-Sync is the time it takes for the algorithm to check the optimality of the solution. The minimum optimization time is marked in red, and the
lowest objective value is written in green. The blue color corresponds to the other minimum objective values with the poor visual representations
of the trajectory, or the same as the value marked in green.
INTEL

MIT

M3500

M3500a

M3500b

M3500c

Sphere-a

Torus

Cube

Garage

Cubicle

Rim

g2o

total time (s)
F(x)
termination

0.28
6.17E+04
iter

0.07
4.12E+01
conv

0.66
1.38E+02
conv

0.86
9.12E+02
conv

1.90
9.27E+03
iter

2.08
6.61E+03
iter

8.07
8.58E+05
conv

10.66
1.46E+04
conv

599.05
4.92E+04
conv

1.53
1.24E+00
conv

338.06
9.38E+07
iter

243.12
1.45E+09
iter

Ceres

total time (s)
F(x)
termination

0.04
6.40E+05
conv

0.06
1.89E+01
conv

0.23
6.90E+01
conv

0.31
4.56E+02
conv

1.56
2.88E+03
iter

0.76
1.86E+03
conv

18.87
1.56E+06
iter

2.04
1.21E+04
conv

62.59
4.22E+04
conv

0.73
6.34E-01
conv

25.66
7.26E+06
iter

49.82
1.01E+08
iter

GTSAM

total time (s)
F(x)
termination

21.55
1.14E+02
iter

0.16
2.06E+01
conv

0.41
6.90E+01
conv

1.23
4.56E+02
conv

3.88
3.60E+07
no conv

1.30
5.33E+06
no conv

12.16
3.30E+06
conv

2.34
1.21E+04
conv

113.89
4.22E+04
conv

0.66
6.34E-01
conv

2.54
1.36E+03
conv

19.41
4.11E+04
conv

SE-Sync

total time (s)
F(x)
validation (s)
termination

0.01
1.97E+02
0.165
conv

0.15
3.06E+01
1.749
conv

1.57
9.69E+01
15.716
conv

0.24
7.99E+02
1.426
conv

0.37
1.84E+03
52.891
r max

0.56
2.29E+03
10.202
conv

0.15
1.48E+06
0.188
conv

0.44
1.21E+04
0.51
conv

8.53
4.22E+04
14.452
conv

1.07
6.31E-01
5.521
conv

5.58
3.59E+02
12.052
conv

4.21
2.73E+03
35.851
conv

(a)

(b)

(c)

Fig. 5: Final trajectories for (a) Torus, (b) Cube and (c) Garage dataset. Color codes are the same as in Figure 3.

3) M3500: All four variants of the M3500 dataset are
presented here together. GTSAM and Ceres are the best
at solving the basic M3500 problem, as both achieve
the lowest objective function value, but Ceres is slightly
faster. All approaches were successful in solving the
problem, and their optimized pose graphs are visualized
in Figure 3c. M3500a is a more difficult problem due to
the noise added to the relative orientations. Nevertheless,
all approaches solved it, but as it can be seen in Figure 3d,
the g2 o solution deviates from other solutions. Ceres
and GTSAM converged to the lowest value, but again
Ceres is faster. M3500b and M3500c are very challenging
problems because the amount of noise is high. GTSAM
does not converge in these two cases, and Ceres and
g2 o get stuck in a local minimum. SE-Sync is the most
successful approach in solving these two variants of the
problem. Considering the lack of loop closure constraints
connecting the left and right parts of the pose graph, and
the amount of noise in the measurements, SE-Sync has
achieved a reasonably good solution. These pose graphs
can be seen in Figures 4a and 4b.
4) Sphere-a: The Sphere-a problem is also challenging
because high amount of noise is added to the relative
orientation measurements. Even with an initial guess, only
SE-Sync was able to solve it. It converges to the global
minimum in only 0.15 s which is 50 times faster than
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g2 o and 100 times faster than Ceres and GTSAM. The
optimal solution by SE-Sync is shown in Figure 4c with
local optima obtained by the other three approaches.
5) Torus: Torus is one of the easiest 3D problems. All
approaches except g2 o converge to the global optimum,
but again SE-Sync wins in speed. g2 o solves the problem,
but looking at Figure 5a it can be seen that its optimized
trajectory drifts slightly in comparison to the other three.
6) Cube: The cube dataset is more complex and time
consuming due to the large number of nodes and edges,
but all approaches have found a solution. SE-Sync is by
far the fastest in solving this problem. It takes 8 seconds,
while others take more than a minute. Final solutions are
shown in Figure 5b.
7) Garage: The Garage dataset is the smallest and
easiest 3D dataset to solve, for which each approach
achieved a solution. This is illustrated in Fig. 5c. Ceres,
GTSAM and SE-Sync converge to the same objective
value, and GTSAM is the fastest in this case.
8) Cubicle and Rim: The Cubicle dataset is a subset
of the Rim dataset, so we discuss them together. These
two datasets are challenging because they both contain
large number of nodes and edges. Moreover, large number
of edges are false loop closures. Only GTSAM and SESync converged to a solution in both cases. The pose
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graphs after optimization are visualized in Figures 4d
and 4e. Ceres and g2 o are unable to find a solution.
GTSAM solves the Cubicle two times faster than SESync, but SE-Sync converges to the global optimum. SESync optimizes the Rim five times faster than GTSAM
and converges to the global optimum.
IV. C ONCLUSION
In this paper, we compared graph optimization methods used for pose estimation in SLAM. We considered
g2 o and GTSAM, which are current state-of-the-art approaches, Ceres, a user-friendly open-source framework,
and SE-Sync, a novel and robust method for pose synchronization. The evaluation process takes into account the
elapsed optimization time and the value of the objective
function, and the results are given in the form of a table
for twelve benchmarking datasets.
SE-Sync achieved the smallest total time on most
datasets when compared to other three methods. It is
also able to validate the certificate of global optimality if
required, but at the cost of additional computation time.
g2 o had the highest total time but performed well on
simple 2D datasets. Ceres is easy to use, offers a lot of
flexibility, and is relatively fast. GTSAM performs almost
as well as SE-Sync, except on very noisy 2D datasets.
Paired with a proper front-end, these methods can be
very powerful in solving SLAM problems. For poor data
association, high noise, and a poor performing front-end,
it seems best to use SE-Sync as the back-end. With a good
initialization method, GTSAM seems to do an equally
good job. If the front-end is excellent, dataset relatively
simple, or the noise is low, it is a matter of personal
preference to decide between these back-ends. We hope
this comparison can help other researchers in choosing a
back-end method for their SLAM applications.
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Abstract – This paper explores potential applications of
an autonomous all-terrain mobile manipulator (AMM) in
the agricultural vineyard environment. A robotic arm
mounted on a mobile base performs a spraying task while
moving past vines and a bud rubbing task while stopping
next to vines. We discuss the challenges of AMM navigation
when performing tasks in steep vineyard terrain. The
presented navigation approach is based on the use of a
heterogeneous robotic system consisting of an unmanned
aerial vehicle (UAV) and AMM. The navigation information
provided by the UAV gives the waypoints for the AMM. We
also present preliminary results from navigation simulation,
based on digital elevation model (DEM). The model uses
real-world data, acquired by UAV photogrammetric
measurement campaign. We conclude by highlighting some
open problems and related future research directions.
Keywords – heterogeneous robotic system; mobile
manipulator; vineyard; autonomous navigation

I.

INTRODUCTION

Most of the autonomous robots in commercial use
today still perform their tasks in well-defined structured
environments [1]. However, in recent years, the research
focus has shifted to tasks that are autonomously
performed outdoors. There are many studies aimed at
enabling the use of robots in construction, healthcare, and
agriculture, to name a few. In agriculture, there is an evergrowing need for automation [2]. This sector suffers from
chronic labor shortages, especially for labor-intensive,
seasonal actions (e.g., fertilizing, seeding, weeding,
watering, spraying, picking fruits). Although specialized
machines and vehicles have long been used in agriculture,
today's autonomous robots primarily monitor fields, crops,
and livestock [3][4]. The use of autonomous robots for
tasks that require simultaneous navigation on rough
agricultural terrain and precise manipulation and
interaction with crops is still limited.
When considering which branch of agriculture could
greatly benefit from the use of autonomous robots,
viticulture is at the top of this imaginary list. A vineyard is
one such semi-structured environment that requires the
execution of labor-intensive tasks such as pruning,
weeding, spraying (pesticide, insecticide and herbicide
application), suckering, bud rubbing and grape picking.
Today, many of these tasks are done manually. This
requires the hiring of many workers, which is becoming a
problem in many viticulture-oriented countries [5].
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Replacing labor with machines in vineyard work is not
an easy task. For example, it is impossible to equip a
tractor with any vineyard extension tool because the
geometry of each vine trunk is unique. Moreover, such
machines are not suitable for mountain vineyards with
winding corridors and steep, changing slopes. Despite the
great advances in recent years, most systems still rely on
human operators. Therefore, an autonomous generalpurpose robot seems to be a very suitable solution worth
making efforts for. In reality, vineyard management by
robots is still a very challenging technical task. The
suitable robot should have a variety of robust sensors,
complemented by reliable scene interpretation software.
Due to the uniqueness of vine trunks, the target area of
vine plant can be in almost any position and orientation.
Therefore, a well-maneuverable mobile platform equipped
with a general-purpose robotic arm with at least six
degrees of freedom seems to be a promising configuration
for an autonomous mobile manipulator (AMM).
While driving between vine rows, the vegetation of the
vineyard may obstruct the LIDAR or the camera of the
robot and navigation in such conditions may become
problematic. Missing data, such as the ground plan of a
vineyard, could be provided by the accompanying
unmanned aerial vehicle (UAV) that is deployed before
the AMM's mission, flies over, takes photos or 3D point
clouds and creates the 3D georeferenced map of a
vineyard for the AMM, making such a heterogeneous
robotic system the most flexible solution for vineyard
management. Each achievement in this course can be
easily applied to other real-world problems. For example,
the solution for navigating steep terrain in semi-structured
outdoor environments is also a promising candidate
solution in search and rescue or construction operations.
A. HEKTOR project
The research presented in this paper is part of the
HEKTOR project (Fig. 1), whose goal is to develop a
systematic solution for the coordination of intelligent
heterogeneous robots (sea, land, and air) capable of
autonomous cooperation and task distribution in an open
unstructured space or water domain [6]. Mission planning
for such systems seeks a multi-level control structure that
combines high-level planning and coordination with lowlevel reactive execution. The HEKTOR project addresses
vineyard activities that are suitable for execution by
mobile manipulators, such as bud rubbing and vineyard
spraying. These actions will be carried out in karstic steep
slope vineyards typical of the Mediterranean islands.
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Fig. 1. The artist’s view of a heterogeneous robotic
system consisting of an unmanned aerial vehicle
(UAV) and an autonomous all-terrain mobile platform
equipped with a 7 DoF articulated robot arm (AMM).
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Fig. 2.

An autonomous all-terrain mobile manipulator.

It has been shown that in conventional viticulture up to
95% of chemicals end up in the soil and water. The result
is unnecessary ecological damage [7]. A robotic system
can mitigate the ecological disadvantages of the process
by precisely applying the chemical only to the selected
portion of a vine canopy. To perform bud rubbing, the
mobile platform must position itself near the selected vine
trunk. This ensures that the entire vine trunk is within the
range of the robotic arm. The width of the corridors
between rows of vines can vary, and there is a requirement
that an autonomous mobile manipulator must be able to
position itself with an accuracy of about ten centimeters.
For spraying and rubbing buds, the autonomous mobile
platform must be able to plan a path, which usually
involves lateral movement. For this purpose, a reliable
AMM autonomous vineyard navigation system is needed.

While navigating through the vineyard, an
autonomous robot must detect and classify possible
obstacles in its path (large rocks or the roots of vine trunks
that are outside the vegetation line). Once the
classification is completed, the AMM decides whether to
either avoid the obstacle or to safely drive over it. In the
case of a traversed obstacle, the AMM should re-plan the
trajectory of the robot arm. The AMM should also be able
to determine if there is enough space to pass between
vegetation from both sides, support structures, bird nets,
and overhanging branches. This could be done using data
collected by LIDAR. However, such a robotic system is
not yet available and is the subject of ongoing
development.

A mobile manipulator built for bud rubbing and
spraying in vineyards is a flipper-tracked mobile base
equipped with a 7 degrees of freedom (DoF) torquecontrolled articulated robot arm (Fig. 2). A spray nozzle is
attached to the end effector of the robot arm and its
position and orientation is controlled by the robotic arm.
As mentioned above, the HEKTOR project focuses on
vineyards with steep slopes, where the corridors through
which an AMM navigates are laid in the direction of the
slope. During the bud removal (bud rubbing) task, there is
a realistic chance that a robot will slide downhill. Such an
unpredictable and unintended robot movement should be
detected by the robot early and a reactive behavior must
be activated. Then either the robot arm has to be retracted
or the drive train has to compensate for the downward
movement. Both actions should prevent the possible
damage of a vine trunk. Another possible response to such
an unplanned situation is slip compensation by real-time
re-planning of the robot arm trajectory. Another challenge
is controlling the speed of the AMM required for selective
vineyard spraying. Model predictive control (MPC) is
used to compute the forward motion trajectory of the
vehicle along with the manipulator tool trajectory
following the spraying reference while minimizing vehicle
acceleration and tool displacement. The manipulator tool
velocity commands provided by the MPC algorithm are
tracked using task space control [8]. In addition, precise
positioning of the AMM is required for bud removal.

B. AMM navigation in steep-slope vineyard
Steep vineyards are widespread in the Dalmatian
region of Croatia. Navigating autonomously through this
type of vineyard has some specific problems. For
example, turning on the steep slope at the end of a row can
cause the robot to tip over. This can be solved by moving
the robot arm to a position that ensures an appropriate
position of the AMM center of mass. The vineyard
planted on the slope may have corridors with different
widths. Also, the ends of adjacent rows can be merged. An
autonomous heterogeneous general-purpose robot system
should be able to determine whether the robot can traverse
a narrow and winding corridor. In such a case, it is
challenging to ensure that all rows have been traversed by
the AMM. Another problem is precise odometry,
especially for the skid-controlled AMM. A modern
solution to this problem is visual odometry [9]. Since
vineyards with steep slopes are usually located in
mountainous regions, communication and localization can
be challenging due to the poor quality of the Global
Navigation Satellite System (GNSS) signal. Even if a
GNSS signal is available, the accuracy may be reduced.
Such an environment may also have an impact on the
communication between the different components of the
robotic system (UGV, UAV and base station). In such
cases, localization can be improved by detecting features
in the image, either with the RGB, depth camera or via the
LIDAR.
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C. Related work
Pioneering work in the development of automated
vineyard operations was done as early as 1990. In this
study, a special machine mounted on a tractor performed
winter pruning [10].

a)

There are many research works dealing with vineyard
monitoring and control, either by unmanned aerial
vehicles or unmanned ground vehicles [2][3][11]. Some
of them focus on the application of protective fluids
through a kind of sprinkler system, without any contact
between the robot and the plant [4]. On the other hand, to
the author's knowledge, there are few works that present
solutions for autonomous vineyard maintenance [12][13].
In [12], the author deals with water pruning by a specially
built robot. However, the whole system is quite bulky and
cannot be used in steep slopes. The system in [13]
selectively applies pesticides to the vines. It uses an
adjustable sprinkler system that adjusts the flow rate and
angular position to ensure complete coverage of the
vegetation. None of these systems have their own
autonomous navigation or intelligence in performing a
task.
Vine trunk detection is most commonly done using
Deep Learning approaches [14][15]. In these studies, the
authors point out that the detection of vine trunks, used as
a feature in the image can also be used for navigation. In
[16], the features detected in the image (vine trunks and
lower parts of support structures) are used to determine
the centerline of the corridor. Vine trunks are chosen as
features because they are always clean and consistent in
all seasons (since there are no branches, leaves and
grasses) [14].
In [16], the authors present a navigation stack for
robots working in a vineyard with steep slopes. The
vineyards studied have corridors that are perpendicular to
the slope. The authors also plan the robot's movement
based on data obtained through a satellite image in the
form of a digital elevation model map (DEM map). They
conclude that the obtained DEM/altitude map and the
occupancy grid generated from it are not of sufficient
accuracy for reliable path classification.
Moreover, an autonomous robotic system should be
able to determine the optimal path for a complete
coverage of the vineyard. To achieve this, some authors
use basic path planning algorithms, such as A* [16].
In some cases, a single robot is not able to complete
the task within a required time scale. In such a case, a
heterogeneous robot system (AMM+UAV) has a
significant advantage [17]. Most importantly, the time
required for large-scale mapping by UAV is significantly
shorter (one order of magnitude) than that required by
AMM. UAV measurements can also be used to determine
the slope of the working field. An example of such an
approach is the linear approximation of the ground
surface used to determine a global orientation of the slope
[18].
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b)

Fig. 3. a) Photo of a steep vineyard taken with a UAV
and subsequently used for photogrammetric mapping.
b) Photo of the slope with the section of the vineyard
in the bottom part of the photo.

II.

DEVELOPMENT OF HETEROGENOUS NAVIGATION

A. Problem definition
The vineyard studied, shown in Fig. 3, is located on a
steep slope. The section of the vineyard shown in Fig. 3.
has a slope of 12.4° (21.9%). A slope of 30° is generally
considered the upper limit for manual vineyard work.
Nowadays, vineyard machines only work up to a slope of
6° (10.5%) [19]. It consists of a series of parallel rows of
vines stretching along the direction of the slope. It is
assumed that there are no converging ends of the vine
rows. It is also assumed that the plants (vines) and
support structures (poles and bird nets) are significantly
higher than the vegetation-covered area. The robotic
system is of heterogeneous type and consists of a UAV
and an AMM. Only a global path planning strategy is
considered. The associated navigation is to ensure that the
AMM passes all vine rows in a single uninterrupted
sequence.
In a sloping vineyard, the slope angle may vary along
the AMM path. Therefore, it is necessary to separate the
LIDAR data to sets of ground and obstacles data. A
similar problem is the detection of above ground objects
that may impede the AMM movement.
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d)
b)
c)
a)

e)

Fig. 4. a) Photo of a steep vineyard taken with a UAV (b) and subsequently used for photogrammetry-based generation
of Digital Elevation Model (DEM) (c). d) Identified rows of vines (green) and corridors’ centerlines (red). The
determined waypoints for the AMM (e) are marked by blue circles.

B. Proposed system implementation
Before being adapted to work in a vineyard, the
purpose of the AMM's mobile base was to serve
firefighting units in search and rescue operations [20]. The
robot was capable of autonomous movement in a variety
of challenging environments, including ruins, stairwells,
and terrain with steep slopes. Its drivetrain provides
effective mobility in difficult terrain while carrying loads
up to the weight of two adult persons [20]. For the
purposes of the HEKTOR project, the robot is also
equipped with an automatic spraying system (tank for
storing protective liquid, pump, flow and pressure control,
spray nozzle) and a lightweight Kinova 7-DOF GEN3
robotic arm. The UAV used in the HEKTOR project is a
quadcopter, Phantom 4, manufactured by DJI. It is
equipped with an RTK GPS system, RGB and thermal
cameras, LIDAR and an on-board computer for real-time
data processing and storage. The UAV has a flight time of
30 minutes and is capable of autonomous take-off and
landing. The UAV is equipped with a FC300 camera with
a resolution of 12.4 Mpx. As shown graphically in Fig.
4, the heterogeneous robotic system operates as follows.
First, the UAV surveyed the vineyard in low-level flight
and acquired photogrammetric data and/or LIDAR point
clouds. The data acquisition flight was manually
controlled by a certified pilot. The UAV flew over the
vineyard at an altitude between 6 and 10 m above the
ground, compensating for slope. An area of 57 by 9.5 m
was observed. This data is transmitted to the ground
station. At the ground station, the high-resolution
(centimeter-accurate) DEM is formed manually using the
open-source software Meshroom [21] and transmitted to
the AMM. Since the AMM now has all the necessary
data, it performs all the required tasks on its own. The
AMM generates waypoints needed for the associated path
planning algorithm and performs the motion.
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To test the basic idea, the system was modeled in the
simulation environment GAZEBO. The digital elevation
model of the vineyard with steep slopes was created using

Y
X

Y
X

Fig. 5.
Identified local maxima in the vineyard (black
dots). Identified vine rows (green) and centerlines of
corridors (red, dashed). Identified waypoints are
marked by blue circles. a) Result on DEM with 1 cm
per pixel. b) Result on DEM with 10 cm per pixel.
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The width of the rows of vines is taken from DEM.
The lower part of Figure 6 shows the scene interpreted by
the AMM. An occurrence of sensor occlusion by the
middle vine trunk row can be seen. The lowest row of
vines is only partially detected by the LIDAR despite a
LIDAR range of 100m. Red arrows are waypoints given
to the AMM. The green arrow is the current target of the
robot. After reaching the current target, the robot
immediately follows to the next one (red arrows). The
simulation showed that the AMM successfully passed all
three vine rows in a single continuous sequence.

Fig. 6. (Top) Simulation environment during the U-turn
(Bottom) Scene interpreted by the robot: red arrow –
waypoints at the end of corridors, green arrow - the
next waypoint at the end of the corridor.

data collected by the UAV in the real vineyard (see Fig.
3). The resolution of DEM was quite high (10 and 1 cm
per pixel). It is assumed that the local maxima in the
DEM belong to the uppermost branches of the vine trunks
or support structures.
Therefore, the approximate location of vine branches
and support structures can be easily determined. The
DEM local maxima were found using built-in MATLAB
[22] functions with a search area of 3x3 pixels. This
procedure resulted in an array of 823 selected points for
10cm/pix DEM and 14714 points in the case of 1cm/pix
DEM (Fig. 5, black dots). It can be seen that these points
roughly follow the tendril and corridor pattern. Then, the
standard Hough transform was applied to detect straight
lines in the captured scenario. The distance between
adjacent points smaller than 0.5 m was considered as part
of the same line. The detected lines approximately
represent the rows of the vines (green lines in Fig. 5).
Two adjacent green lines were assigned to corridor
"walls". The corridor symmetry lines correspond to the
desired robot path (red dashed lines in Fig. 5).
All points located at the end of the red lines are
waypoints for the robot (Fig. 5). One can notice a
difference in the result, depending on the resolution of the
data collected. There are many more local maxima. The
reason is that DEM with higher resolution captures much
more details of the terrain, such as grass. To solve the
above problem, data smoothing can be used, such as a
mean filter. The waypoint closest to the origin was taken
as the starting point for the vineyard task. Thus, the robot's
motion starts from the starting point and proceeds to the
second waypoint, which is at the end of the row. Of
course, it is assumed that the robot is able to navigate
between two endpoints that belong to the same row. Then
the robot makes a U-turn and moves to the next row, in
the opposite direction.
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The AMM navigation is based on the open source
Move Base package running in the ROS environment
[23]. The AMM is modeled as a differentially driven, skid
steered robot that can rotate about its vertical axis. An
AMM drive with skid steering can cause shaking of the
robot arm. Therefore, the Time Elastic Band planner was
used as a local planner. It generates a local plan for the
AMM that ensures a minimum turning radius. A sample
of the simulation results (obtained for the test vineyard
with only three rows of vines) is shown in Figure 6. The
simulation confirmed the ability of the AMM to perform a
sharp turn while restricting the minimum turning radius.
III.

CONCLUSION

An overview of the current challenges in agricultural
robotics with special attention to the vineyard
environment was presented. The heterogeneous robotic
system consisting of UAV and AMM was identified as the
promising solution. The UAV provides high-resolution
photogrammetric data, while the ground station generates
and sends the DEM to the AMM, which autonomously
performs all required tasks. The GAZEBO simulation of
an AMM part of the system proved the correctness of the
basic idea. In the future we plan to verify the whole
system by real experiments. The proposed solution allows
further exploration of the possibilities of autonomous
semi-structured environment navigation. Automatic
detection of row endpoints, based on UAV data, enables
planning of energy consumption and time requirements
for row maintenance. Future work will also include a costbenefit analysis.
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Abstract - In this paper, we address the problem of fish
stock estimation in marine fisheries using a heterogeneous
robotic system consisting of unmanned aerial vehicles
(UAVs) and unmanned underwater vehicles (UUVs). UAVs
take aerial photographs of the cage during fish feeding,
while UUVs take photographs of fish from top to bottom in
the cage. The photos and videos obtained provide the input
data for estimating the number of fish and the amount of
biomass of fish in the cage. The paper analyzes a number of
factors that affect the accuracy of the estimate. Preliminary
results obtained with an approximate method for estimating
the number of fish, based on the processing of images
obtained in a virtual simulator and resembling aerial
photographs of fish taken during feeding, are described.
The results obtained show that this problem is extremely
complex and that it is worth trying to use machine learning
and artificial intelligence methods to achieve the desired
maximum estimation error of less than 20%.
Keywords – marine fish farming; heterogeneous robotics
systems; fish counting; fish biomass estimation

I.

INTRODUCTION

The production of fish in cages is a very intensive
production in which high yields are obtained in a small
space [1-2]. The fish in the cages are fed manually or
automatically with a pelleted complete mixture
corresponding to the species and category of the farmed
fish, usually European sea bass (lat. Dicentratus labrax)
and seabream (lat. Sparus aurata). Because the fish have
little space to move around, they lose much less energy
than in the open sea, allowing biomass growth at a much
lower cost (the feed itself accounts for about 80% of the
total cost of a farm).
Knowing the exact number and mass of fish is
important for fisheries from the point of view of
management of fish feed and protection of the marine
ecosystem [3]. An accurate estimate of biomass is only
available at the beginning of the farming cycle when a
new generation of fish is placed in the cages. Due to many
influences, stock estimates become increasingly
inaccurate over time. The uncertainty of the estimate
makes planning the amount of feed less optimal. On the
other hand, an optimal amount of feed helps to reduce
water pollution and ensure rapid and healthy growth of the
fish.
This research was carried out with logistical support from the
Croatian company Cromaris, Zadar, the sixth largest company in the
world in the farming of sea bass and seabream.
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The main causes of direct fish losses are outbreaks of
serious disease and the occurrence of tears in the net. The
latter may be caused by stormy weather, the intrusion of
predators, or the fish themselves. Seabream have been
known to bite at the net and make holes in it. After a rip is
made, the fish slowly passes through the rip into the sea.
Since this happens slowly underwater and over a long
period of time, it is necessary to constantly monitor the
condition of the net and detect the crack in time to avoid
even greater fish losses.
Modern technology used in marine fisheries includes
visual monitoring of cages with underwater cameras,
sonars and other sensors linked to the alarm system to
request rapid intervention by fisheries personnel [4]. A
traditional type of monitoring involves divers inspecting
cage by cage while repairing observed damage. Such work
can be considered not easy and dangerous in harsh
weather conditions. The research described here was
carried out as part of the HEKTOR project [5]. The main
goal of the project is to build a heterogeneous robotic
system consisting of unmanned underwater vehicles
(UUVs) and unmanned aerial vehicles (UAVs). We
expect that the introduction of such a robotic system in
marine aquaculture will bring the farming process one
step closer to precision fish farming, which is the shift
from traditional experience-based to knowledge-based
production methods [6].
The shape of the cages is usually round or rectangular.
The depth of the cage varies with the depth of the seabed.
The main task of UUVs is to monitor and maintain the
cage nets, i.e. to relieve divers of this difficult task. When
it comes to estimating the total biomass of the fish, the
idea is to take advantage of the presence of underwater
robots equipped with sonar and stereo cameras and obtain
underwater images and videos of the behavior of the fish
in the cage during the feeding process. From the visual
data obtained, we want to gain information about the
habits of the fish during feeding and learn something
about the concentration of the fish when the depth of the
cage changes (Fig. 1), and most important, get information
about the average biomass of fish and weight distribution.
The idea is to find out if the ratio of fish visible to UUVs
(fish feeding below the surface) relative to fish visible to
UAVs (fish feeding at the surface) is constant or varies
only a little. If successful, the problem of determining the
total number of fish could be reduced to determining the
number of fish visible to UAVs (Fig. 2), and the ratio
found could be used to estimate the total fish population.
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In this case, by flying over the cages, it would be possible
to estimate the total fish biomass in a very short time and
fully automatically.

above counting methods. Visibility of 500,000 fish in a
25 or 38 meter wide cage is definitely problematic, not to
mention the numerous occlusions between objects and the
limited transparency of seawater in the cage.
A. Contribution
We present a novel approach to fish number and
biomass estimation using a heterogeneous robotic system
consisting of a group of UAVs for aerial detection and a
group of UUVs for underwater fish cage detection,
combining the following methodological elements:

Fig. 1. Collecting full HD video information below the surface to see the
concentration of fish in the cage during feeding with the Blueye PRO
ROV.

•

UAV or a group of multiple UAVs are used for
aerial photography and video recording of the fish
feeding process while positioned strictly above a
fish cage. While doing this, the work of UAVs
and UUVs needs to be in sync.

•

UUV or a group of UUVs are used for underwater
photography and video recording of the fish
feeding process while positioned next to the cage
net at various depths from top to bottom. UUVs
need to be equipped with a sonar and a
stereoscopic camera system to enable estimation
of average fish weight. The work of UAVs and
UUVs should be in sync so that the whole feeding
process is recorded at once.

•

Simulator of a fish culture cage with a fish
population spatially distributed to correspond to
realistic conditions in the fishery, allowing initial
experimentation, comparison and validation of
different estimation methods.

•

Approximate estimation method, which gives
promising results in the synthetic environment but
has not yet been confirmed under realistic
conditions.

Fig. 2. Aerial photograph taken by Phantom 4 UAV at the Cromaris fish
farm Kali (island of Ugljan) during feeding.

Fig. 3. Three main feeding zones: (i) surface (SFZ) – densely populated,
visible to the UAV cameras, (ii) below surface (BFZ) - moderately
populated, visible to the UUV cameras, (iii) deep (DFZ) – sparsely
populated by the weaker, ill or already full fish.

The problem of fish counting has been researched by
many groups, and the predominant counting approaches
are based on sensor, computer vision, and acoustic
technologies [7-9]. Computer vision involves the
processing of images or videos, and when the
circumstances in which the data are collected allow,
counts based on segmentation and object detection are
preferred solutions.
The problem arises when the fish population is
present in numbers that cannot be detected by any of the
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B. Paper organization
The remainder of this paper is organized as follows:
Section II describes the determination of the exact number
and mass of the fish population as key inputs for solving a
fish biomass estimation problem. Section III introduces
the concept of estimating the number of fish feeding in the
surface zone visible by a UAV. Section IV describes
simulation experiments using the proposed visual
estimation method performed on the data generated in the
virtual cage simulator. Section V concludes the paper with
some comments and directions for future work.
II.

PROBLEM DEFINITION

A. Description of the fish population in terms of
numbers
Feeding begins with the start of the central rotary
feeder, which distributes the pelleted complete mix
throughout the cage. The fish population responds
immediately, begins to congregate at the surface, and
competes with other individuals for a better feeding
position. Since the amount of food distributed is greater
near the feeder than in the more distant areas of the cage,
the concentration of fish is highest in the centre and
slowly decreases with distance from the centre. The
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images and videos taken in the fishery (Fig. 2) show that
the fish bodies form a huge mass ball with an uneven,
asymmetric distribution.
As shown in Fig. 3, it is assumed that most fish will
concentrate at or near the surface in what is called a
surface feeding zone (SFZ). Let us denote this number of
fish by Ns. In the feeding zone below the surface (BFZ),
we expect fewer fish individuals, the number of which is
denoted by Nb. In the third zone, denoted the deep feeding
zone (DFZ), we expect the lowest concentration of fish,
probably those fish that are weaker (less competitive),
sick, or perhaps already full. We refer to this number of
fish as Nd. The initial number of fish in a cage is Nini,
while the actual number of fish is Nact. The difference
between them
Nloss = Nini – Nact

(1)

takes into account the losses due to possible diseases,
predator attacks or escape through the cracks of the net.
The fish in a cage are distributed over a relatively
large volume, and it is not possible to estimate the total
number of fish at once. Therefore, we divide the
estimation problem into three subproblems, estimating the
number of fish Nse in the SFZ zone, Nbe in the BFZ zone,
and Nde in the DFZ zone, respectively. Their sum should
give the total estimated number of fish
Nest = Nse + Nbe + Nde

m

Mt
N act

(5)

me 

M te
N est

(6)

In reality, neither of these average mass values is fully
measurable. Instead, a control sampling is conducted at
time Th, denoting the period of fish stock verification.
The sample of harvested fish Nh should be large enough
to be representative of the entire fish population. If this is
satisfied, then the average mass of fish harvested is
Nh

mh Th  

 m T 
i 1

i

h

Nh

(7)

and it can replace the estimated average mass (6)
(8)
which finally gives the estimated biomass of the whole
fish population

M te  N est mh Th 

(9)

(2)

The overall accuracy of the estimate depends on the
accuracy of the individual components estimated. The first
question that can be asked is what the maximum
estimation errors of Nse, Nbe and Nde are, i.e. how they
relate to each other and what is the weight of each of the
three mentioned errors in the total estimated number of
Nest.
B. Description of the fish population in terms of
biomass
For a given fish species, there are growth models that
can be used to predict changes in biomass over a
production cycle [10-13]. They are beyond the scope of
this work. Growth variation can occur due to local
environmental and weather conditions. Sudden changes in
temperature or dissolved oxygen in the water, as well as
attacks by predators (e.g., dolphins), cause stress to the
fish and can significantly affect the growth rate of the fish.
Let us denote the mass of a single fish by mi, where i =
1,…, Nact. Then the actual total biomass of the fish
population in a cage is determined by
N act

M t   mi

(3)

i 1

An estimated total biomass is determined by the
estimated number of fish
N est

M te   mi

(4)

i 1

The actual and the estimated average mass of fish in
the cage are then, respectively
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Fig. 4. An example of weight distribution on a sample of almost
400,000 harvested fish (seabream) in the 38 m wide cage (source:
Cromaris, Zadar).

A higher accuracy of the estimate could be obtained if
the weight variation of individual fish could be
determined from harvested fish or by UUV stereoscopic
cameras, which can take a sufficiently large population
sample and estimate average weight and weight
distibution in the cage population. Then, based on the
obtained mass distribution, the number of fish visible in
the zone SFZ could be estimated more finely. Fig. 4
shows an example of weight distribution on a sample of
400.000 harvested fish taken in the Cromaris fishery,
from which the following assumption can be derived:
91.4% of fish dominate by weight (fish class 300-600 g)
over the remaining 8.6% of the population. Accordingly,
they are also expected to be dominantly present in the
zone SFZ during feeding. This information about weight
distribution can be used in simulation experiments to get
answers to what extent the weight distribution of the fish
affects the final result of the Nse estimation.
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III.

ESTIMATION OF NSE BASED ON AERIAL IMAGES

The process of estimating the number of fish begins
with taking a picture or video from above, and it is
necessary to place the UAV directly above the central
feeder for best results. For better resolution of the images,
multiple UAVs can be used to cover the respective
sections of the cage. Then, for example, photogrammetry
can be used to stitch the images together. In case of video
processing, the resulting video should be decomposed into
frames. For optimal estimation results, the estimates in
each frame should be determined and then statistically
processed for the whole video.

the sun can still be seen. Normally, a safety net is placed
over the cage, which introduces an additional error into
the image. It can be concluded that aerial photography
with a UAV should be performed in weather conditions
without wind and sun to eliminate the influence of solar
reflection. Better resolution of the recorded surface of the
cage can only be ensured with multiple UAVs
simultaneously recording fish feeding.

Fig. 6. Chaotic motion of a fish school near the feeder.

a

A. Fish counting based on image segmentation
It is hypothesized that the percentage of white color in
the image may be proportional to the number of fish
visible in this part of the image, assuming that the
accumulation of fish in the zone SFZ is minimal. The
resulting image (Fig. 5b) was divided into 400 equal
segments, and the percentage of white color was
calculated for each segment. The percentage of white
color is independent of camera distance and image
resolution, so these parameters do not need to be
considered in the algorithm. Using a linear regression
applied to all 400 segments, a relationship for determining
the number of fish in a given segment is obtained
Nsej=1.9644 pwhj

(10)

where pwhj is the percentage of white area in the image
segment sj, j = 1, …, 400.
Finally,
400

N se   N sej

(11)

j 1

b
Fig. 5. Image processing of a photographs taken during feeding of the
fish in a real fish farm: a) original image taken from above, b) image of
visible fish population after removal of the cage ring, the feeder and the
ropes spanning between them.

An example of the image obtained from the UAV
camera is shown in Fig. 5a. First, the ring, the central
feeder and the ropes connecting them must be removed by
applying segmentation and dilation operations, and the
result must be applied as a mask to the original image. It
can be seen from Fig. 5b that the result is not ideal. The
outlines of the ropes, parts of the ring and reflections of
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The problem occurs when the accumulation of fish
becomes maximal. Looking at the feeding scene shown in
Fig. 6, one should agree that in this image even a human
cannot determine the approximate number of fish. The
fish bodies overlap, some of the fish are fully visible,
others are only partially visible, many are only showing
heads, and many are jumping out, making it extremely
difficult to estimate the number of fish. In addition, a
school of feeding fish moves quite chaotically, and
individual video frames or captured photos may show
different effects. Under such conditions, it is impossible to
know the estimation error accurately because the number
of fish that would serve as ground truth is not known at
all. For this reason, relation (11) is not valid, and
alternatives should be sought that offer promising
solutions to this problem. In this course, we continued our
search for a more effective estimation approach in the
simulation environment.
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IV.

VISUAL ESTIMATION IN CAGE SIMULATOR

To test the fish counting and biomass estimation
algorithms, we created a fish cage simulator in which we
directly controlled the number and spatial distribution of
fish. The simulation was created using the tool Blender
[14] and a fish model from a free model repository (26 cm
long, 13 cm high and 3 cm thick). The simulation is
performed in three-dimensional space where the initial
fish individual is placed, and then the script within
Blender generates a given number of individuals within a
given radius. Here we faced the problem of hardware
limitations, especially memory limitations, as a large
amount of memory was needed to create the model, so the
largest fish population simulation had a total of 50,000
fish. However, since there are about 100,000 to 500,000
fish in real fish cages, the simulation can provide a
relatively comparable density of individuals.

Knowing exactly the number of fish in each segment
of the simulated image of the cage, we came up with the
idea of using quadratic regression and matching the
estimated numbers from Table I with the actual numbers.
This resulted in the following matching relationship
y = 0.0031 x2 + 0.2502 x + 961.7435

(13)

where x is the original estimated number of fish and y is
the estimated number of fish after matching.

A. A method for realistic fish distribution
A normal distribution of the virtual fish models N(0,
0.0625) was used by taking a random distance value di of
the fish model from the cage center. This resulted in
values that were mostly in the interval [-1, 1], and those
that were outside were neglected. Using such a method,
the fish density near the center was too high because the
covered area changes quadratically as we get further from
the center, P=r2. To mitigate this, the following
modification of distance di was introduced
d fi  r d i

(12)

where dfi is a final distance value and r is the length of the
cage radius.
The final pose of each fish individual is determined by
randomly selecting its yaw angle i using a uniform
distribution U(0, 1) and the appropriate trigonometric
relations, x = dfi cosi and y = dfi sini.
Fig. 7 shows the simulated distribution of 5000 (top
image) and 10000 fish (bottom image) on the surface of a
25-meter-wide cage. A series of simulation experiments
were conducted estimating the number of fish for the
simulated populations of 1000, 5000, 10000 and 50000
individuals. The result of segmentation of one such image
originally created in the simulator is shown in Fig. 8. The
estimation results can be seen in Table I. Although at first
glance the estimated numbers are very different from the
actual numbers, the results are extremely favorable in
terms of the fact that the estimated numbers are
proportional to the actual numbers of fish. The
explanation for such a large difference lies mainly in the
massive accumulation of fish in the center rather than in
the inadequate image resolution.
TABLE I.

RESULTS OF ESTIMATION

Exact number of fish
1000
5000
10000
50000
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Estimated number of fish
247
1017
1703
3932

Fig. 7. Distribution of 5000 (top image) and 10000 fish (bottom image )
on the surface of a 25-meter wide cage.

Table II shows the final estimated number of fish after
applying the matching function (13). It can be seen that
the accuracy of the estimate increases with the number of
fish, which is extremely favorable in the case of marine
cages populated with gilthead seabream or sea bass, as
their numbers are regularly expected to exceed 50000.
We assume that these preliminary results are very
promising for the continuation of future research.
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In terms of field experiments, we plan to bring UUVs
and UAVs to the Cromaris Fish Farm in Kali and collect
underwater and aerial photo and video data. By collecting
reference images and videos, we will have high quality
data for applying methods with novel machine learning
and artificial intelligence paradigms.
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Abstract – This paper focuses on reviewing relevant
work on autonomous ground systems for concrete bridge
inspection. The current inspection of bridges is still based on
visual inspection by inspectors or by using semi-destructive
techniques. Current inspection practices require a large
amount of time for inspection. In addition, complex
scaffolding or expensive equipment is required for
inaccessible areas, which also poses a risk to the safety of
inspectors. These drawbacks could be overcome by using
robotic systems equipped with non-destructive techniques
(NDT). This paper presents the ground robotic systems that
have been used in the inspection of concrete bridges, mainly
for the localization of reinforcement, corrosion assessment
and crack detection.
Keywords – non-destructive techniques (NDT); bridge
inspection; robotic system

I.
INTRODUCTION
Road and rail infrastructures play an essential role in
the built environment. Most human activities are
inconceivable without some form of transportation.
Therefore, bridges, as one of the elements in
transportation systems, are used immensely every day. In
addition to the deterioration caused by the imposed loads,
bridges are inevitably damaged by environmental factors
such as chloride-induced corrosion. It is obvious that
appropriate maintenance measures should be carried out to
meet safety requirements.
The Organization for Economic Cooperation and
Development (OECD) estimates that 7 trillion dollars
should be allocated annually to improve the world's
infrastructure [1]. Nowadays, condition assessment of
bridges is done by visual inspection or at a limited number
of inspection points mainly by semi-destructive
techniques. In most cases, visual signs of deterioration do
not appear until the advanced stage of deterioration. Apart
from this, the results are highly dependent on the expertise
of the inspectors. Moreover, some areas are difficult to
access, so they require additional equipment such as
lifting platforms [2] or scaffolds [3]. These activities could
endanger the safety of the inspectors.
The aim of most bridge maintenance management
systems is to ensure efficient and safe inspection. This can
be achieved with autonomous systems, robots, equipped
with non-destructive techniques (NDT). When combined
with robots, NDT techniques provide safety and reduced
costs in bridge maintenance. Most autonomous bridge
inspection systems have visual sensor, cameras to detect
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cracks, spalling and other surface damage. In addition,
NDT methods are used for corrosion and corrosion-related
defects to obtain deterioration maps. In general, robots for
NDT inspection can be divided into aerial, ground and
underwater robots [4].
The main objective of this paper is to systematically
review relevant published papers on condition assessment
of concrete bridges using ground robots. The paper is
divided into two major thematic sections. The first section
(chapter II) describes principles of NDT for concrete
inspection. The second section (chapter III) contains
studies related to autonomous systems for the inspection
of concrete bridges.
II.

NDT FOR THE INSPECTION OF CONCRETE

Most problems with the durability of reinforced
concrete arise from damage caused by corrosion [5]. In
bridges, chlorides originating from de-icing salts or the
marine environment are one of the main problems [6]. The
corrosion process is characterized with formation of
corrosion products, whose accumulation leads to the
formation of cracks and delamination. For proper
maintenance of bridges that can mitigate the consequences
of corrosion, frequent and comprehensive inspection is
required. Many non-destructive testing methods are used
in the evaluation of concrete bridges, which can be
broadly classified into audio-visual, stress wave,
electromagnetic and deterministic methods [7]. However,
in this paper, only the most applicable ones in robotic
systems are discussed.
Ground-penetrating radar (GPR) is one of the most
used non-destructive method in the inspection of concrete
bridges. This is mainly due to its effectiveness in
inspecting large areas in a short time. Its main application
is locating objects below the surface. GPR emits
electromagnetic waves into the material and detects the
reflected waves from the object. Moreover, the analysis of
the reflection strength can be used to locate deteriorated
areas. Namely, the attenuated energy is related to the
presence of chlorides [8], moisture [9], corrosion products
[10], cracks [11] and delamination [12]. Based on the
location of areas with high attenuated signal, GPR
identifies deteriorated areas of concrete bridges.
The cover meter is used to locate reinforcement,
measure concrete cover thickness and reinforcement
diameter. The coil generates an alternating magnetic field,
and the presence of rebar in an alternating magnetic field
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results in the occurrence of eddy currents, which also form
a magnetic field. This leads to a change in the impedance
of the coil, which is the basis for determining the concrete
cover thickness and the diameter of the rebar [13].
Half-cell potential (HCP) is an electrochemical
method that indicates the corrosion probability by the
potential values [14]. The measured potential is the
potential difference between the reference electrode
(usually copper/copper sulfate) and the reinforcement. It
requires a connection to the reinforcement, so it is not
completely non-destructive. However, it is widely used as
the interpretation of the results is already accepted. The
systems developed are in the form of rods or wheels. The
wheel electrode is more suitable for efficient testing as it
allows continuous measurement.
Electrical resistivity (ER) is another method of
assessing corrosion risk [15]. The most commonly used
device is Wenner's device, which consists of four
electrodes. Current is applied between two electrodes and
the change in potential is measured. From the measured
values, the resistance can be determined, which is then
converted to the resistivity of the concrete. In the presence
of moisture and chlorides, the main causes of corrosion,
the resistance values decrease. Basically, this method
gives information about the corrosive environment.
Impact echo (IE) is another non-destructive method in
which the waves are induced mechanically, for example
by a hammer [13]. By observing the frequency spectrum
of the reflected wave, the presence and depth of the defect
can be determined. This method is used to detect
delamination and internal flaws. In addition, the
autonomous systems are also often equipped with cameras
for crack detection (Table 1).
III.

GROUND ROBOTIC SYSTEMS FOR THE INSPECTION
OF CONCRETE BRIDGES

Table 1 and Figure 1 show the developed ground
robotic systems with different NDTs. Most of the systems
can be divided into wheeled and climbing types, Figure 1.
Wheeled robots were mainly developed for bridge
deck inspection. The problem with this type of bridge
elements is that they require lane closure for inspection,
which may cause high traffic obstruction during detailed
inspection. Therefore, the development of this type of
robot aims to achieve high efficiency and speed in
inspection with multiple NDTs. Most systems have
implemented cameras for surface crack analysis [16]–[19].
Examples of comprehensive analysis with multiple
sensors are Betoscan [16], Robotics Assisted Bridge
Inspection Tool (RABIT) [17], [20]–[26], and Advanced
Robotics and Automation (ARA) lab robot [19], [27]. The
RABIT robot is a state-of-the-art robotic system for the
inspection of concrete bridge decks. It collects the results
and sends them wirelessly to the command vehicle. There,
the results are displayed in real time on four monitors
[24]. Another dedicated ground-based robotic system was
presented in [2]. It has a RGB and infrared camera for 3D
maps of defects. It continuously scans the object (e.g., the
underside of the bridge) and reconstructs the acquired data
into maps. An autonomous single sensor system with
impact echo device was also presented in [28].
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TABLE I.

GROUND ROBOTIC SYSTEMS FOR THE INSPECTION OF
CONCRETE BRIDGES

No.

Study

Robot

NDT
GPR, CM, HCP,
US, MIC, C
GPR, ER, IE, US,
C

1

[16]

Betoscan

2

[17], [20]–[26]

RABIT

3

[28]

NDEbot

IE

4

[18]

ROCIM

C

5

[19], [27]

-

GPR, ER, C

6

[2], [29], [30]

-

C

7

[31]

-

HCP

8

[3]

Rise-Rover

IE, C

9

[32]

-

C, A

10

[33]

-

C

11

[34]

Sircaur

GPR

GPR = ground-penetrating radar; CM = cover meter; ER = electrical resistivity;
HCP = half-cell potential; IE = impact-echo; US = ultrasound method; MIC =
microwave sensors; C = camera; A = accelerometer.

Climbing robots are mainly developed for the
inspection of difficult to assess areas of bridges. The
robots differ in their type of adhesion. The systems for the
adhesion are vortex adhesion [31], adhesion based on
pressure chambers [3], vacuum cups adhesion [32],
permanent magnets [34]. In most cases, the payload
limited them to be equipped with single sensor. These
systems are developed for the corrosion assessment [31],
and detection of flaws and cracks in concrete [3], [32],
[33].
Also, Azari et al. [35] presented a special robotic
system for the inspection of prestressed concrete girders
on concrete bridges. This system is designed with eight
arms that grip the bottom flange of the girder. It has a
magnetic flux leakage system to detect pitting and general
corrosion on the girder. In addition to these robotic
systems, other semi-autonomous systems have also been
developed [36], [37]. In [36], a system is developed for
the inspection of the underside of the bridge deck. It
consists of a truck with a mechanical arm, at the end of
which is an inspection robot. The robot has cameras for
detailed inspection of the bridge deck. A method for
stitching images based on the images captured in this way
has also been proposed. Also, dual cable system for
inspecting the underside of a bridge deck was presented
[38]. It has two cables, terminated with an inspection
camera. The system requires a controller to hold the
system and the effectiveness of the inspection is
compromised in windy conditions.
These systems have led to the development of
automated methods for data analysis and their
interpretation. These are described in the next sections and
are divided into methods for localization of reinforcement,
corrosion and delamination assessment and crack
detection.
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region detection. Further processing requires hyperbolic
fitting in these regions for accurate localization of
reinforcement. A combination of the HOG method and the
AdaBoost machine learning algorithm for image
segmentation was proposed and presented in [40] using a
set of 4000 hyperbolic signs obtained from the bridge
deck. ARA project developed method based on the Naïve
Bayes classifier for segmentation [19]. More recently,
methods based on deep learning have also been proposed.
Dinh et al [41] proposed a method using deep neural
networks (CNN) to classify hyperbolic signatures. From a
large database obtained from twenty-six bridge decks, the
accuracy of the method was high 99.6%. The use of
residual neural network was introduced in [42]. Also in
[43] the Single Shot Multibox Detector was used to
identify boxes with hyperbolic features. The accuracy of
the proposed method was 90.9% in locating rebars.
B. Corrosion and delamination assessment
The corrosion inspection with the robotic system is
based on the HCP results [31] to evaluate the corrosion
probability in early stages, the IE results [3], [28] to detect
delamination in advanced corrosion stages or the
combination of several NDTs (GPR, ER, HCP, IE, US)
for detailed corrosion evaluation [20], [22], [24]–[27].

Figure 1. Ground robotic systems for the inspection of concrete
bridges

A. Localization of reinforcement
In the context of autonomous systems, methods have
been developed to automatically locate reinforcement
from GPR data. A record of the EM wave detected by the
receiving antenna of the GPR is called an A-scan.
Reconstruction of adjacent scans collected along the line
yields a two-dimensional representation of the GPR data
called a B-scan or radargram. In B-scans, the rebars are
detected when the GPR measurement is perpendicular to
them. In this case, the sign of the rebar in the radargram is
a hyperbola, and its position is determined by the peak of
the hyperbola. Thus, the methods aim to detect hyperbolic
signs in radargrams and extract the peaks. However,
difficulties in the interpretation of the results occur in
some cases, e.g. in the case of intersecting rebars [4].
The steps to be performed for automatic localization
can be divided into the following: Pre-processing, Image
Segmentation and Pattern Recognition [39]. Preprocessing refers to the processing of the signal, such as
noise reduction or increasing the signal strength. Image
segmentation refers to the identification of regions with
potential targets, while pattern recognition means the
precise localization of the reinforcement. The
implementation of automatic reinforcement detection as
part of the RABIT robotic system was presented in [23]. A
support vector machine (SVM) was used for hyperbolic
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The determination of reinforcement location from
GPR data described in the previous section could be used
for corrosion assessment. Namely, the derivation of the
amplitude from the hyperbolic peak could be used for
numerical corrosion analysis [44]. The high attenuation of
the signal indicates the damaged areas, and the spatial
distribution of the attenuation could be used to locate the
damaged areas [26]. The machine learning based SVM
methods for analyzing impact echo results have been
proposed in the NDEbot [28] and Rise-Rover [3] projects
for the characterization of delamination and flaws. Also,
the demonstration of evaluation using the RABIT platform
based on the results of IE on a slab with artificially
simulated delamination defects was shown in [21].
However, the accuracy of the results interpreted from
one NDT could be improved by combining multiple
NDTs. The RABIT robotic system is based on the
interpretation of results from GPR, ER, IE, US. The
results obtained by these techniques are presented in the
form of maps, and the percentages of areas in different
states are used to calculate state indices [20]. In addition,
several methods have been developed for estimating the
service life of bridge decks using this robotic system [45],
[46] using results obtained with these techniques.
C. Crack detection
Many of wheeled robotic systems have implemented
cameras. To date, various methods have been developed
for automatic crack detection [47], [48]. The processing of
the captured images is used for crack detection. Usually,
these are low-level methods ranging from basic image
processing methods to high-level methods based on
advanced crack detection algorithms, including machine
learning and deep learning approaches [48], [49]. The
problem with image processing methods such as
thresholding or edge detection is that they are sensitive to
background noise and shading. Recently, high-level image
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processing has led to the development of methods for a
more accurate representation of cracks. The ROCIM
system for detecting cracks on bridge decks was presented
in [18]. It is based on the edge detection algorithm using
Laplacian of Gaussian (LoG). The machine learning based
algorithm of RABIT for crack classification was shown in
[17]. Recently, a deep learning based crack analysis for a
ring robot climbing along circular columns was presented
in [33]. The robot has multiple cameras along the ring
arranged to cover the entire area of the columns.
IV.

There are still a limited number of ground robotic
systems for inspection of concrete bridges. Moreover, a
large number rely on the results obtained with a single
sensor implemented in the system. The combination of
several non-destructive techniques could lead to an
optimized inspection, and the interpretation of the
combined results could provide better predictions for
planned bridge maintenance actions. The combination of
different autonomous types (UAVs or marine robots)
could also improve the inspection. More extensive
analysis with structural modeling could lead to improved
condition assessment by autonomous systems. In addition,
the interpretation and methods of analyzing the results of
each NDT could improve existing autonomous systems.
Certainly, this could be achieved through extensive
inspections with these systems and collection of additional
results.
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Abstract - In this paper, the development process of a
mobile wall-climbing robot (WCR) for inspection tasks of
vertical concrete structures is presented. The WCR uses a
novel hybrid adhesion system based on a combination of
negative pressure and thrust. Negative pressure and
horizontal thrust are generated using Electric Ducted Fans
(EDF) with a custom shroud design, while vertical thrust is
generated by a drone-type propulsion unit. The EDF
generates a horizontal force that allows the robot to be in
contact with the vertical surface, while the drone-type
propulsion unit generates a vertical force that helps the
robot overcome the gravitational force. This hybrid
adhesion system allows the mobile WCR to adhere to most
vertical structures, including concrete columns and
infrastructure that the robot will inspect. First, a testing
prototype of the mobile WCR with a novel hybrid adhesion
system is presented. Then, two experimental setups are
presented. In the first setup, the EDF and shrouds were
tested in different configurations to maximize the adhesion
forces, while in the second setup, the BLDC motors were
tested with different types and sizes of propellers to optimize
the energy consumption in relation to the generated thrust.
Based on the obtained results from these two experimental
setups, the final hybrid adhesion system configuration is
chosen.
Keywords - Wall climbing robot; Mobile robot; Inspection
robot; Electric ducted fan; Noncontact adhesion

I.

INTRODUCTION

A Wall-climbing robot (WCR) can be defined as a
robot capable of adhering to vertical structures for the
purpose of doing a useful task. For a robot to be able to
adhere to vertical structures it needs to have a good
adhesion system and the development of such systems
represents a great challenge in modern robotics.
Development of first WCRs started a couple of decades
ago and to this day no WCR capable of adhering to
different surfaces was developed. When developing a
WCR, its adhesion system is usually task-specific, which
means e.g. if a robot is capable of moving on the vertical
rough rock surface, usually, it is not capable of moving on
a smooth glass surface.
Many kinds of WCRs were developed and they are
mainly classified by the type of locomotion mechanism
and adhesion system. The locomotion mechanism can be
further classified as passive or active. A WCR based on a
passive locomotion mechanism uses ropes, cables, or rail
devices for movement [1]. Whereas active locomotion can
be divided into walking[2], wheels[3], tracked[4], sliding
frame[5], and hybrid [6]. Besides locomotion, a more
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important classification of WCRs is by their type of
adhesion. They can be divided into mechanical adhesion
that is based on claws, hooks, or spikes [7], magnetic
adhesion that can be further divided into permanent
magnets [8], and electromagnetic [9]. Furthermore, there
is electrostatic adhesion [10] and adhesion based on
molecular forces [11]. Adhesion based on air pressure is
the most researched one and it can be divided into
mechanisms with passive [12] and active [13] vacuum
cups, pressure chambers [14], and systems that use thrust
[15], vortex [16], or Bernoulli’s principle [17]. Every
mentioned adhesion system has advantages and
disadvantages, but there is no solution that fits all and
many of the developed WCRs can be used for one task
only. Because of this problem, hybrid adhesion systems
started to appear. A hybrid adhesion [18] system is a
combination of two or more adhesion systems, which
results in greater flexibility to different/diverse types of
surface WCR can adhere to.
The main reason for WCR development is to replace
human operators in tasks that are dangerous or expensive
for a human to perform. One application area where a
WCR would be very useful is in inspection tasks of
concrete structures and buildings. Still, this type of
inspection task is performed manually using cranes,
gondolas, or scaffolds, which require a long preparation
time and are expensive. By equipping a WCR with
sensors, such as ground-penetrating radar (GPR) for nondestructive evaluation (NDE) [19], inspection tasks can be
automated and have the potential to be more accurate,
faster, and cheaper than being performed by a human
operator.
Some of the aforementioned WCRs that have the
potential of climbing vertical concrete structures depend
only on the frictional force [14], [16]. The problem with
concrete structures is that their surface can diverge greatly
depending on structure conditions and that can have an
influence on the coefficient of friction between the robot
and the surface. If the coefficient is immensely small, no
matter how strong the adhesion force is, the robot will not
be able to adhere to the surface. For that reason, we have
developed a novel hybrid adhesion system, whose
potential of adherence does not depend solely on the
frictional force between the robot and the surface. The
adhesion system is based on a combination of an EDF and
a drone-type propulsion unit. An EDF in combination with
an enlarged shroud can produce an adhesion force that
enables the WCR to adhere to vertical surfaces [20]. The
adhesion force is produced by combining thrust and
negative pressure generated by the EDF. On the other
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hand, a drone-type propulsion unit consists of BLDC
motors and corresponding propellers which produce a
vertical thrust force that resists the gravitational force on
the WCR.
The development process of this mobile WCR is a part
of a research project “Autonomous System for
Assessment and Prediction of infrastructure integrity
(ASAP)”. The ASAP's main goal is to improve the
assessment and prediction of infrastructure integrity by
combining data from NDE sensors collected by developed
mobile inspection WCR and Unmanned aerial vehicles
(UAV) [21]. The mobile WCR presented in this work is a
preliminary testing prototype that uses the novel hybrid
adhesion system. Once the hybrid adhesion system is
validated, a new mobile WCR based on this system will
be developed. The developed mobile WCR will be used
for inspection tasks of concrete structures and buildings. It
will carry NDE sensors, like the GPR, which will be used
for the assessment and prediction of infrastructure
integrity.

drive configuration which consists of two active wheels
and one passive Omni wheel. Both active and passive
wheel modules have FX29K0 load cells integrated for
adhesion force measurement. Every active wheel module
is actuated by a Dynamixel XC430-W150-T servo motor.
The drone-type propulsion unit consists of a coaxial pair
of T-Motor F60 BLDC motors, 5147T-3Blade propellers,
T-Motor F55A PROII F3 4in1 ESC, and a beam load cell
for measuring the produced thrust force. Besides wheel
modules and drone propulsion modules, the robot consists
of two 70mm EDF units with shrouds 155 mm in
diameter. To drive the EDF units, a VESC HD-60T Twin
is used. Roboteq Optical Flow FLW200 sensor and Bosch
BNO055 IMU sensors are used for robot odometry and
control of hybrid adhesion system. For low-level control
of the hybrid adhesion system, a Teensy 4.0
microcontroller is used and for controlling the wheel
motors OpenCr 1.0 is used. Teensy 4.0 and OpenCR 1.0
are connected with a Raspberry Pi 4 through a USB
connection. Raspberry Pi 4 is used for ROS integration.

II. THE TESTING ROBOT
Fig. 1 shows the CAD model of the developed testing
robot. As mentioned earlier, the presented WCR is a
preliminary testing platform for the main robot that will be
doing NDE inspection using the GPR. Based on that
assumption, we have decided that the testing robot will
have two EDF units and two pairs of coaxial drone
propulsion units so their influence on one another can be
tested.

Figure 2. Mobile WCR testing prototype

The robot is powered by MeanWell 24V, 125A power
supply with a tethering cable. The robot has a PYBE30Q24-S12-T DC-DC converter from 24V to 12V to power
Open CR 1.0 from which other microcontrollers, Pi 4,
motors, and sensors are powered. Fig. 2 shows the current
status of the testing WCR prototype, while in Fig. 3 the
complete robot system architecture can be observed.

Figure 1. CAD model of developed mobile WCR testing prototype

The main housing of the robot is made from a 3 mm
thick carbon fiber sheet and the housing for the drone
propulsion system is made from the 30 mm outer diameter
carbon fiber tubes, while other parts are made from ABS
using FDM 3D printing technology. When performing
GPR inspection, it is often desirable to have continuous
motion, thus a wheeled type of locomotion is chosen for
the mobile WCR in this work. The robot has a differential
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Robot dimensions are 347.5 mm in length, 320 mm in
width, 218.5 in height (from the working surface to BLDC
motor rotating axis), while it has a mass of 2720 g. At the
time of writing this article, the weight, and dimensions of
the GPR measuring equipment were not known. That
means that the focus was not put on developing an
adhesion system that can withstand additional payload,
but on proving the concept of the novel adhesion system.
Once the concept is proven, in later stages of robot
development, with scaling EDFs and drone-type
propulsion units to bigger and more capable ones, the
problem of the additional payload should be overcome.
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Figure 3. Robot components architecture (*All ESC’s are powered by MeanWell 24V,125A power supply)

Fig. 4 shows a side view of a developed robot in
stationary condition with acting forces from two EDF
units and two pairs of coaxial drone-type propulsion units.
For a robot to be able to adhere to concrete infrastructures
it has to overcome the gravitational forces. This can be
achieved if the friction force between the robot and the
surface is larger than the gravitational force acting on the
robot. In ideal conditions, the coefficient of friction
between the rubber wheels of the robot and concrete is 1.0
[22]. This means that the robot with a weight of 2720 g
has to produce a minimum horizontal force (Fh) of 26.68
N at the EDF unit. The problem is if some part of the
concrete surface has a lower coefficient of friction, and the
achievable force at the EDF unit is limited, the robot will
slip downward. Even if the desired force can be achieved
by the EDF unit, these extreme situations are undesirable
as the loads acting on parts of the robot can be too high,
and consumed power could exceed available power. To
avoid those situations, a drone-type propulsion unit is
added. For a drone-type propulsion unit to completely
overcome the influence of gravity, the minimum vertical
force (Fv) has to be 26.68 N. Combining the EDF unit
with the drone-type propulsion unit, optimum force
distribution and power consumption can be achieved. E.g.
a drone-type propulsion unit takes over 50% of the robot's
mass, and the rest is taken over by the EDF unit, which is
the frictional force. However, when it is needed, a dronetype propulsion unit could take over 100% of the
gravitational force. To implement an adhesion system on
the robot, the best combination of ground clearance (h) for
the selected EDF unit and shroud size must be chosen.
Besides that, the best combination of the propellers for a
drone-type propulsion unit must be chosen. To examine
this, two experimental setups are built and evaluated.
III. EXPERIMENTAL SETUP
Experiment 1 was conducted in a way that a
microcontroller (Arduino Mega 2560) sends a PWM input
signal in microseconds which ranged from 1000 μs to
1600 μs back to 1000 μs in intervals of 1 μs. On the EDF
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Figure 4. Forces acting on the robot

testing unit, at every 1 μs of the PWM input, an average of
75 sampled values from force sensors and current sensors
was obtained. While on the drone-type propulsion testing
unit, at every 1 μs of the PWM input, an average of 5
sampled values from force sensors and an average of 75
sampled values from current sensors were obtained. Then
every measurement was repeated 5 times and an average
of these measurements was used as input data for plotting.
Every 50th value was plotted, while through all points
second-order polynomial regression curve was fitted. In
all tests, input throttle ranged from 0% to 60%, as beyond
that power consumption was too high, the electric motors
and the ESC would overheat, and the overall system was
too unstable due to high vibrations and that makes them
unreliable for long working periods.
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Experiment 2 was conducted in a way that the
microcontroller increases PWM input in microseconds
until it reaches 20%, 30%, or 40% of input throttle for the
EDF testing unit and 30%, 40%, and 50% of input throttle
for drone-type propulsion testing unit. Input throttle was
limited to a maximum of 40% for EDF and 50% for
drone-type propulsion as at that range balance between
achieved force and power consumption was still
satisfactory and motors were in safe long-term working
range. Once the desired input throttle is reached, the
microcontroller holds that input for 5 minutes while it logs
every 0.3 sec average of sampling data in the same way as
described for experiment 1. Every measurement is
repeated three times and an average of these
measurements was used as input data for plotting. Before
plotting, the Z-score algorithm was used for detecting and
removing outliers. In plotting, every 50th value was
plotted, while through all points a second-order
polynomial regression curve was fitted.
A. EDF testing unit
The EDF testing unit is shown in Fig. 5. It consists of
a 70 mm 10 Blade 2300KV EDF unit and housing that is
made of ABS material using FDM 3D printing
technology. For sensors, it uses three TE Connectivity
FX29K0 load cells and ACS770LCB current sensor. For
driving the EDF unit, YEP 150A Electronic Speed Control
(ESC) is used and it is powered by a MeanWell 24V,
125A power supply. A microcontroller is used for data
logging and controlling the ESC using Pulse Width
Modulation (PWM) signal.
For experiment 1, the maximum achievable adhesion
force and power consumption were obtained for clearance
of 5 mm, 7.5 mm, 10 mm, and 12.5 mm from the shroud
to the surface. The first experiment was conducted with
and without using an exhaust knee that is bent at 42.5°.
The selected shroud dimension is 77.5 mm in radius and it
is based on a balance between maximum achievable force
[20] and desired WCR dimensions, as two EDFs units
were planned to be used on the WCR.
Results of experiment 1 can be seen in Fig. 6. The

Figure 5. The EDF testing unit. Left: CAD model of the EDF testing unit;
Right: Working prototype of the EDF testing unit

highest adhesion force was obtained at 60 % input throttle,
when no exhaust knee was used and when the shroud
clearance from the surface was 7.5 mm. Adhesion force of
45.16 N for power consumption of 808.52 W was
achieved. When the exhaust knee of 42.5° was used,
adhesion force dropped to 36.81 N and power
consumption increased to 836.3 W. This means adhesion
force dropped by 18.5 % and power consumption has
risen by 3.4 %, which is present in other combinations of
height clearances as well.
Looking at the left Fig. 6, an interesting phenomenon
can be observed for a case of 5 mm shroud clearance with
and without the exhaust knee. When approaching a higher
throttle input, the adhesion force started to decrease when
no exhaust knee was used. As the shroud was close to the
surface, airflow was low, while negative pressure was
steadily increasing with input throttle. At some point, the
pressure was so high, that airflow was not able to exit on
the exhaust side of EDF and it was pulled back inside.
That gave a negative effect on total adhesion force as the
thrust force was not present. That phenomenon of no
airflow was not present when measurements with the
exhaust knee were conducted, which is why these
measurements showed greater adhesion force in
comparison to the one where no exhaust knee was used.

Figure 6. EDF experiment 1. Left: EDF adhesion force measurement; Right: Power consumption to achieve the EDF adhesion force
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Figure 7. EDF experiment 2. Left: Achieved EDF adhesion for constant input throttle through 5 minutes; Righ: Power consumption to achieve the
adhesion force

For experiment 2, a combination of 7.5 mm shroud
clearance with exhaust knee was selected for testing the
achievable adhesion force and power consumption. Using
the exhaust knee showed a drop of 18% in adhesion force
when compared while not using the exhaust knee.
Nevertheless, we choose the setup with the exhaust knee
for directing the airflow when the EDF will be fitted on
the WCR and thus lowering airflow turbulence between
the EDF and the drone-type propulsion unit (Fig. 1 and 2).
Through this experiment, we examined how the adhesion
force and power consumption will fluctuate over a longer
period and will there be a problem of motor overheating.
Results of experiment 2 can be seen in Fig. 7. During
experiment 2, the temperature of the EDF was monitored
using a multimeter temperature probe. As the probe could
not be placed directly at the EDF motor, it was placed as
close as possible and it showed a maximum of 33°C while
working and 38.8°C 2 minutes after the experiment has
finished. From Fig 3. it can be observed that for a 40%
throttle input, the adhesion force was almost constant with
the mean force 23.82 N and the mean power consumption
510.75 W.

consumption of 779.1 W. While conducting
measurements we noted that the BLDC motors were
getting much hotter using any other propellers than 5147T
from T-motors. This is due to the shape of the propellers,
which improves motor cooling efficiency. For that reason,
the 5147T coaxial setup is selected for further testing,
even though it did not produce the highest thrust to power
consumption ratio. It is worth noting that 5147T propellers
in puller configuration, at 60% input throttle produce 7.98
N of thrust at 274.6 W, while at pusher configuration they
produce 8.21 N of thrust at 267.9 W, which means in
pusher configuration propellers produce 2.77% more
thrust while consuming 2.47% less power. If puller and
pusher configuration is added together and compared to
coaxial configuration, which totals 14.24 N, the loss of
13.56 % in thrust can be noted. When comparing the
coaxial setup with two pullers or two pushers setup, and
taking into consideration dimensions and mass difference,
this loss of thrust is acceptable in the case of a WCR.
In experiment 2, we have tested the thrust and power
consumption for the chosen coaxial configuration of the

B. Drone-type propulsion testing unit
The drone propulsion testing unit is shown in Fig. 8. It
consists of two T-Motor F60 PRO-IV KV1750 BLDC
motors and a housing that is made of ABS using FDM 3D
printing technology and carbon fiber tubes. For sensors, it
uses beam load cell in combination with HX711 ADC and
ACS770LCB current sensor. For driving the BLDC
motors, T-Motor F45A ESCs are used, and they are
powered by a MeanWell 24V, 125A power supply. A
microcontroller is used for data logging and controlling
ESC using a PWM signal.
In experiment 1, four types of propellers were tested:
5055S-3Blade, 5147T-3Blade, 6042R-3Blade, and 6045E2Blade. Every propeller was tested in puller, pusher, and
coaxial configuration. During these tests, achievable thrust
and power consumption were monitored. Results of
experiment 1 can be seen in Fig. 9. The highest thrust was
19.49 N and it was achieved in a coaxial setup using
6042R propellers at 60% input throttle with the power
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Figure 8. Drone-type propulsion testing unit. Left: CAD model of
drone-type propulsion testing unit; Right: Working prototype of
drone-type propulsion testing unit
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Figure 9. Drone-type propulsion experiment 1, Left fig. (Thrust force measurement), Right fig.(Power consumption to achieve thrust force)

Figure 10. Drone-type experiment 2, Left fig. (Achieved thrust force for constant input throttle through 5 minutes), Right fig.( Power consumption to
achieve thrust force)

propellers based on the results from experiment 1.
Through this experiment, as in the EDF testing setup
explained in the previous chapter, we have observed how
the generated thrust and power consumption will fluctuate
over a longer period and will there be a problem of motor
overheating. Results of experiment 2 can be seen in Fig.
10. During experiment 2, the temperature of BLDC
motors was monitored using a multimeter temperature
probe. A probe was placed at BLDC motor armature and
the highest temperature of 84.5°C was reached at 50%
throttle after a run time of 2 minutes after which it settled.
Fig. 8 shows that for a 50% throttle input, the thrust
produced was almost constant with the mean thrust being
10.24 N and mean power consumption being 345.0 W.
IV.

RESULTS

Looking at EDF experimental setup, it can be
observed that the achievable force at 40% throttle is 23.82
N while consuming 510.75 W for one EDF unit, which
means when two EDF units are combined, the sum of
forces is more than the 26.68 N required when the
coefficient of friction is ideal. From the drone-type
propulsion testing unit, it can be observed that achievable
thrust at 40% is 10.24 N while consuming 345.0 W, and
when two coaxial units are combined, the sum of force is
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20.48 N, which is lower than the minimum of 26.68 N.
However, it should be considered that at 40% is long term
safe working range for both EDF and drone-type
propulsion unit and if needed, drone-type propulsion unit
can provide 28.48 N of force at 60% which satisfies
minimum required force of 26.68 N, while still being in
safe working range. It can be concluded from experiments
that optimal shroud clearance from the surface is 7.5 mm
and the optimal diameter of propellers is 5 inches. When
these two systems are combined, the robot should be able
to adhere to the concrete surface regardless of the
coefficient of friction and the surface condition.
V.

CONCLUSION

Through this paper, initial steps in the process of
developing a wall-climbing robot with a novel hybrid
adhesion system are presented. First, the type of adhesion
is proposed based on the task the robot will be performing.
Second, the WCR testing prototype is presented, series of
measurements were conducted based on which the
configuration of WCR was chosen. The presented
prototype is still in the development process. There are
many areas in which research is currently actively being
conducted:

1311

• Observation of changes in the adhesion force, thrust,
and power consumption of the hybrid adhesion system
once fitted on the robot

[8]

• ROS integration on the WCR
• Development of a control algorithm for the hybrid
adhesion system

[9]

• Development of a communication system and

protocols between the WCR and the ground station for
autonomous, teleoperated, or hybrid control.

• Optimization algorithm for force distribution within
the hybrid adhesion system

[10]

• Examination of new robot configurations to avoid

using EDF exhaust knee and bringing closer dronetype propulsion unit to make the robot more compact
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Abstract—Teleoperation is an essential component of a
robotic system utilized for execution of various remote
tasks, e.g. telepresence, reconnaissance or search and rescue.
In this paper we investigate the usage of User Datagram
Protocol (UDP) for two-way communication between an
Android mobile device and Robot Operating System (ROS).
UDP offers simplified and connectionless communication,
which allows high transmission rates and enables real-time
applications. We develop an Android application which turns
omnipresent Android devices into cheap and intuitive robot
teleoperation interfaces. It enables interpreting user’s desired
movement choices into corresponding datagrams, which are
then sent to the robot via wireless network. As a case study,
we implement a solution for controlling the Turtlebot3 differential drive mobile robot within ROS. We examine the utility
of UDP-based teleoperation in both simulation and real-life
environment. We complement the paper with modular opensource implementations of our Android application and a
ROS package featuring the Turtlebot3 controller.
Keywords—Robot Teleoperation, Android Mobile Device,
UDP Communication, Robot Operating System (ROS)

I. I NTRODUCTION
The rapid progress in robotics and related technologies
has potentiated the ability of robots to autonomously
execute a broad range of challenging tasks. However,
in complex or dynamic environments, or in particularly
demanding assignments such as surgery, reconnaissance
or search and rescue, a human cannot yet be replaced
by a machine. Teleoperation thus becomes a convenient
alternative in case a task is too sophisticated to be conducted by an autonomous system or when we want to have
a direct control over the robot’s actions [1]. While there
exist many different approaches to robot teleoperation, e.g.
[2]–[4], they are generally case-specific and dependent on
particular characteristics of a remotely operated robot, an
environment in which it operates or the utilized communication pipeline. This property often increases the cost of
deployment for such teleoperation systems and induces a
steep learning curve for the human operator.
Robot Operating System (ROS) [5] is an open-source
robot middleware framework that supports communication
and data sharing between independent programs. It aggregates various tools and libraries needed in a robotic
system in order to simplify the task of achieving desired
behavior for any type of robot. Basing a robot teleoperation framework upon ROS leads to decreased cost and
This research has been supported by the European Regional Development Fund under the grant KK.01.1.1.01.0009 (DATACROSS).
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less complicated system deployment, since ROS is open
sourced and ubiquitous in commercially available robots.
To exemplify the benefits of ROS-based teleoperation
framework, Crick et al. introduced ROSBridge [6], [7],
an additional middleware abstraction layer that provides
a socket-based programmatic access to ROS-based robot
interfaces, enabling setting up remote robotic laboratories
[8], [9]. To make the robot teleoperation even more
widely available and affordable, as well as possessing
an easy-to-operate user interface, some approaches in the
literature suggest utilizing Android mobile devices for
controlling and monitoring a ROS-based robotic system
[10]–[14]. Android mobile devices are generally inexpensive, lightweight and easier to operate than Linux-based
computers which are often used for interfacing with robots
that rely on ROS. Most of the mentioned approaches
rely on ROSJava with android core [10]–[13], which is
a fully functional ROS environment implemented in Java.
Since ROS is natively written in C++ and runs on Linux,
this is not the most straightforward way to interface with
ROS-based robots. Moreover, in many teleoperation use
cases running a fully functional ROS environment may
be redundant and resource inefficient. The approach to
create an Android-ROS interface proposed in [14] relies
on ROSBridge middleware and exchanging messages in
the JSON data format, requiring JSON processing directly
on the Android device which can be demanding for often
computationally limited mobile devices.
In this paper we investigate the usage of User Datagram
Protocol (UDP) for creating a communication bridge between an Android mobile device and a ROS-based robotic
system. UDP is widely used, standardized and offers simplified and connectionless communication, which allows
high transmission rates and enables real-time applications.
We develop an Android application which turns Android
devices into cheap and intuitive robot teleoperation interfaces. Our application enables interpreting user’s desired
movement choices into corresponding UDP datagrams,
which are then sent to the robot via local network or
the internet. It also has a small memory footprint and is
not computationally demanding, allowing its deployment
on cheap low-end devices. Furthermore, the application
is modular meaning that it can be used with any robot
for which a suitable controller is implemented. As a
case study, we implement a solution for controlling the
Turtlebot3 differential drive mobile robot within ROS.
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Fig. 1: The system pipeline of our Android-ROS interface with two-way UDP communication.

We examine the utility of UDP-based teleoperation in
both simulation and a real-life laboratory environment. We
complement the paper by providing modular open-source
implementations of both our Android application1 and a
ROS package2 featuring the Turtlebot3 controller.
The rest of the paper is structured as follows. In
Section II we present our Android-ROS communication
pipeline and describe our two-way UDP communication
and Android application development. In Section III we
present our case study with a Turtlebot3 mobile robot, providing the implementation details of our robot controller
and showcasing results of the conducted experiments.
Section IV concludes the paper.

to a mobile robot model in Gazebo simulation or a real
Turtlebot3 robot hardware. To obtain an information flow
between the nodes, the ROS architecture offers subscriberpublisher messaging pattern and we therefore brought the
following topics to the implemented system:
•

II. A NDROID -ROS C OMMUNICATION P IPELINE
A. System overview
Our system, as shown in the Fig. 1, consists of two
separate and independent segments connected with a twoway UDP communication. The first part is the developed
Android mobile application which is described in Section
II-B. The second part of our system implements the
turtlebot3 control ROS package used for controlling the
movement of a Turtlebot3 Burger differential drive mobile
robot. After applying minor changes to the code, the
package can be adjusted to work with almost every mobile
robot with a differential drive and ROS controlling robot’s
processes. In our pipeline, there are four ROS nodes
written in Python:
• udp server - creates a UDP socket for receiving
commands from a client Android application and
sending back position feedback messages,
• bot mover - controls velocity commands based on the
information received from the server,
• desired pose commander - controls velocity commands based on the current and desired robot’s position if the latter is specified by the user,
• position feedback - transforms the data from odometry messages to a user-friendly ”x, y, θ” string data
format.
The pipeline element robot interface is provided by
ROS infrastructure and the information can be sent either
1 https://github.com/emilia-szymanska/android

UDP control
control

2 https://github.com/emilia-szymanska/turtlebot3
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•
•

•
•
•

app command - accepts std msgs/String commands
forwarded from the Android application with the
corresponding interpretation:
→ up: forward movement,
→ down: backward movement,
→ right: clockwise rotation,
→ left: counterclockwise rotation,
→ upright: forward movement in a circle (clockwise),
→ downright: backward movement in a circle
(clockwise),
→ upleft: forward movement in a circle (counterclockwise),
→ downleft: backward movement in a circle (counterclockwise).
→ none: stopped angular and linear movement;
desired pose - forwards ”x, y, θ” String value received from the application to the controller,
quit desired pose - in case a Boolean data field
contains True value, the desired pose commander
node stops its activity which is used as a safety
measure,
position feedback - forwards the robot’s position in
a user-friendly ”x, y, θ” String format,
odom - provides Odometry messages from either
Gazebo simulation or a real Turtlebot3 robot,
cmd vel - accepts Twist messages with both linear
and angular velocity commands which have a direct
influence on the robot’s movement.

Bolded topics (odom and cmd vel) are provided by the
ROS infrastructure connected to a Gazebo environment
or the Turtlebot3 hardware interface. Most of our custom
topics utilize a std msgs/String message type because of
its simplicity - the main task of a UDP server is to pass
on the data received from the client and send the proper
response without unnecessary conversions.
The developed turtlebot3 control package equips
the user with two separate ROS launch files: the
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turtlebot3 app control.launch allows a user to run
the pipeline for a real robot, while the turtlebot3 gazebo control.launch enriches the previous file
with Gazebo bringup of a simulated robot. The velocity of the robot depends on commands published
to the cmd vel topic, whose values are parameterized
in the bot mover ROS node. These parameters can be
adjusted by changing the launch file code. Turtlebot3
maximum linear and angular velocities for purely linear movement are scaled accordingly with parameters
lin prescaler (default value 0.8) and ang prescaler (default value 0.5), while lin circle prescaler (default value
0.8) and ang circle prescaler (default value 0.3) define
the velocity scaling in circular movement.

(a) Main view

(b) Arrow view

(c) Pose command view

Fig. 2: The developed Android application layout.

B. Android application
A common tool for Android application development is
Android Studio and we also used it for our case. The implementation was performed with Java programming language extended with Android API packages. Our Android
app project consists of activities, which are single forms of
interaction with a user that have one specific purpose. For
each activity a separate window with user interface (UI) is
created based on an XML file evoked by the corresponding
Java class. Any image can be transformed to form the
background or a button presentation in the UI.
The first activity, dubbed MainActivity, is launched
right after starting the application and is composed of
editable text boxes, buttons and labels, as depicted in
Fig. 2a. The main objective of this activity is to make
the user determine the server’s IP and port. After pressing
the button CONNECT, a separate thread tries to initialize
a communication between the application (client) and the
server. In case of a failure, e.g. timeout, a wrong server,
incorrect IP or port format, a short information explaining
the result is displayed and the user can choose to retry
connecting. In case of a successful connection, a message
”CONNECTED” is displayed and the button NEXT is
enabled, allowing to change the activity.
Supervised teleoperation is achieved in the ArrowActivity activity class. Eight arrow buttons that are shown
in Fig. 2b have touch listeners assigned, meaning that the
variable describing the currently selected button is changed
accordingly and sent periodically via UDP communication
in a thread. There are also labels responsible for displaying
the current position of a robot. They are updated by a
background process receiving data from the server. A user
can leave the activity through the exit button, which sends
the goodbye information to the server and closes the UDP
socket. On the other hand, it is possible to move to a
panel for selecting autonomous robot’s ride by pressing
the round, centered button. The PoseCommandActivity
activity class launches a view depicted in Fig. 2c. In this
view, three text boxes allow to insert the desired robot
position x, y (in meters) and orientation θ (in degrees).
Pressing the button Start the ride results in a command
being sent to the server. A user can see how the position
and orientation of the robot is changing on the screen while
the controller adjusts the velocity commands to achieve the
goal. The exit button does not end communication with
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the server. Instead, it sends the information that causes
the controller to quit reaching the desired pose, which is a
safety measure if the robot behaves in an unexpected way.
We also developed additional Java classes for managing
UDP communication and for handling dynamic layout
changes.
C. Two-way UDP communication
UDP, as a part of the Internet protocol suite, is a connectionless communication form used in the Open Systems
Interconnection model’s transport layer. The main property
of UDP, in contrary to Transmission Control Protocol
(TCP), is the lack of overhead for error checking and
correction which makes it particularly fast and suitable for
real-time applications. It provides checksums for integrity
of data and addresses different functions by using port
numbers. Session is not tracked which highly speeds up
and simplifies the transmission, which is crucial in realtime performance (e.g. streaming). Hence, UDP was used
and developed for wireless robotic applications [15], [16].
In practice, to enable data transfer between a client and a
server, a user has to know the IP addresses on two sides
and the port on which the server will listen for messages.
In our case, the client is implemented within our Android application’s source file UDPClient.java and the
server’s operations are located in udp server node within
our turtlebot3 control ROS package. The default value
of server’s socket port is 20001, but it can be easily
changed with the use of node parameter assignment. The
port input value in the app has to be equal to the server’s
port, otherwise the data will not be exchanged. The
initialization of the transfer starts with the client sending
a specified message to the given IP and port combination
and waiting for the response. The server listens to all
incoming messages and if a received message is equal to
START MSG CLIENT, the address of the client is saved,
the response of format MSG FROM SERVER is sent back
and the server starts handling subsequent commands. Our
Android application, after receiving a proper response,
saves the server’s address and allows the user to change
the activity. The communication is then used for delivering
movement commands in accordance to user’s choices and
for providing position and orientation feedback from the
robot.
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D. Implementation details

III. M OBILE ROBOT T ELEOPERATION : C ASE S TUDY

(a) Position (x, y) controller.
1
0.5

tanh(x)

For the developement and testing of our turtlebot3 control ROS package, we worked on Ubuntu 20.04
with ROS Noetic and Python 3.8, although, after minor
adjustments, the software is backwards compatible with
older ROS distributions and Python 2. For our Android
application the minimum software development kit (SDK)
version is stated as API level 16, but the tests were in
majority conducted for API level 25 (Android 7.1), level
26 (Android 8.0) and level 29 (Android 10). To have
confidence in application’s correctness for each version
of Android further tests need to be conducted on all API
levels starting from the minimal. For testing purposes, an
apk file was built in Android Studio and with its use the
application was installed on a phone.

0
-0.5
-1

-2

0

2

x

(b) Rotation θ controller.

(c) tanh

Fig. 3: Block diagrams of our implemented controllers and the
plot of tanh() function. Controller (a) is used when the desired
position xd , yd is not yet achieved, while controller (b) adjusts
θ once the robot is in the desired position. Linear velocity with
the maximum allowed value vmax is applied alongside angular
velocity in position controller (a).

A. Turtlebot3 kinematic model
In the proposed teleoperation system, we want to control
the Turtlebot3’s position and orientation. Since Turtlebot3
is a differential drive mobile robot, we cannot directly
control the pose, but we can apply linear and angular
velocities which are converted to the left and right wheel
velocities. The direction of the ride changes in accordance
to the relative rate of wheels’ rotations. The kinematic
model allows us to determine how the applied commands
move the robot and we can use these input signals to
achieve the desired robot pose. As the Turtlebot3 robot is
equipped with encoders, the right and left wheel velocities
along the ground can be derived
vR = ωR · rR ,

(1)

vL = ωL · rL ,

(2)

where ωR , ωL are read from encoders and rL , rR are
wheels’ radii. If by ω we denote the rate of rotation
around the Instantaneous Center of Curvature (ICC), then
the wheel velocities along the ground can be also presented
in a following form


1
(3)
vR = ω R + l ,
2


1
vL = ω R − l ,
(4)
2
where R is the distance from ICC and by l we denote the
distance between the wheels. On this basis, we can derive
the mobile robot’s linear (v) and angular (ω) velocities
v=

ωR · rR + ωL · rL
vR + vL
=
,
2
2

(5)

ω=

vR − vL
ωR · rR − ωL · rL
=
.
l
l

(6)

After further derivations, mobile robot’s pose of format
[x(t), y(t), θ(t)] at a given time is obtained
Zt
θ(t) =

ω(t) dt,
0
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(7)

Zt
x(t) =

v(t)cos(θ(t)) dt,

(8)

v(t)sin(θ(t)) dt.

(9)

0

Zt
y(t) =
0

The proposed controller is relatively simple and computationally lightweight. However, if required, our pipeline
allows implementation of any mobile robot control
scheme [17].
B. Robot controller
We can use the described kinematic model to design
a robot controller which will help us achieve a desired
robot pose. Robot’s autonomous ride to the user-specified
pose is supervised by the desired pose commander ROS
node. Knowing the kinematic model of a robot described
in Section III-A, and therefore its odometry, is essential
for having negative feedback in a control loop. Turtlebot3
already provides a ROS topic odom with the pose and
velocity sensor-acquired data including x, y, θ derived
from (7), (8), (9).
Our control scheme can be divided in two stages reaching the defined x, y coordinates using the controller
depicted in Fig. 3a and then adjusting the yaw angle θ
to match a desired one by using the controller depicted in
Fig. 3b. If the distance between reference position (xd , yd )
and the current one (x0 , y0 ) is greater than the defined
accuracy (in our experiments we used 0.03 m), then the
value of θh , which has to be achieved for the robot to
be heading towards the goal, is calculated. The angle
difference between θh and the current yaw θ0 alongside a
scaling parameter is passed on to the hyperbolic tangent
function shown in Fig. 3c. Coefficient obtained this way
scales the maximum allowed angular velocity value ωmax
forwarded to angular velocity command. The bigger the
value of tanh() argument is, the higher angular velocities
are obtained which results in shorter paths to the goal.
Respectively, if the argument of tanh() is smaller, the
velocity profile is smoother. The proposed scaling works
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D. Laboratory demonstration

(a) Turtlebot3 in Gazebo

(b) Turtlebot3 in laboratory

Fig. 4: The model of the Turtlebot3 mobile robot in Gazebo
simulator and a real robot in a laboratory environment

in a similar manner to the proportional controller with
saturation. We keep the linear velocity value constant.
This process results in smooth approach to the goal. Once
the current position is close enough to a desired one, the
controller starts handling the difference in θ. The angular
velocity command is scaled with tanh() function as in the
aforementioned case, only this time a desired θd and the
current one θ0 are matched (in our experiments within a
±1o tolerance).
C. Gazebo simulation
To test the developed Android application and the implemented robot controller, we first conducted a simulation
in the Gazebo simulator. Our simulation featured the
model of the Turtlebot3 differential drive mobile robot,
depicted in Fig. 4a. The Turtlebot3 meshes, urdfs and
worlds originate in ROS turtlebot3 package3 . We also
provide these files in our turtlebot3 control package for
running it out of the box. The robot’s initial pose was given
as [x0 , y0 , θ0 ]T = [0, 0, 0]T . From pose command view of
the developed application, the robot was tasked to navigate
to the goal pose given as [x, y, θ]T = [−1, 0.5, 95]T .
We recorded Turtlebot’s odometry measurements during
Gazebo simulation. The executed robot path and pertaining
velocity profiles are depicted in Fig. 5. The robot smoothly
turned towards the goal and drove straight until reaching
the goal position, which can be seen in Fig. 5a. From the
linear velocity profile, shown in Fig. 5b, it can be seen
that the robot’s drove at maximum linear velocity until
it reached the goal position. From the angular velocity
profile, depicted in Fig 5c, it can be seen that it took
approximately 7 s for the robot to start heading straight
towards the goal and then the angular velocity remained
around zero. The depicted occasional slight drops in
both linear and angular velocities are due to imperfect
odometry measurements. Upon reaching its goal position,
the robot had to achieve its goal orientation. This was
done by maintaining zero linear velocity and turning in
place with maximum allowed angular velocity until the
target orientation was smoothly reached. The achieved
pose accuracy in Gazebo was equal to ±1o for θ and
±0.02m in terms of the distance between robot’s center
and the desired x, y.
3 Link

to the package description: http://wiki.ros.org/turtlebot3
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To validate our Android application and the implemented robot controller behavior in real-life application,
we conducted a laboratory demonstration featuring a
real Turtlebot3 differential drive mobile robot as presented in Fig. 4b. The robot’s initial pose was given as
[x0 , y0 , θ0 ]T = [0, −0.04, 0]T . From pose command view
of the developed application, the robot was tasked to navigate to the goal pose given as [x, y, θ]T = [0.7, −0.2, 60]T .
We recorded the Turtlebot’s odometry measurements during laboratory demonstration. The executed robot path and
pertaining velocity profiles are depicted in Fig. 6. The
laboratory experiment was successfully executed and the
achieved velocity profiles were qualitatively similar to the
ones achieved in Gazebo simulation, as shown in Fig. 5
and Fig. 6. The robot smoothly turned towards the goal
and drove straight until reaching the goal position, which
can be seen in Fig. 6a. From the linear velocity profile,
shown in Fig. 6b, it can be seen that the robot’s drove at
maximum linear velocity until it reached the goal position.
From the angular velocity profile, depicted in Fig 6c, it
can be seen that it took approximately 2 s for the robot
to start heading straight towards the goal and then the
angular velocity remained around zero. Upon reaching its
goal position, the robot had to achieve its goal orientation.
This was done by maintaining zero linear velocity and
turning in place with maximum allowed angular velocity
until the target orientation was smoothly reached. The
achieved pose accuracy was equal to ±1o for θ and
±0.01 m in terms of the distance between robot’s center
and the desired x, y. However, as expected, the measured
velocities were more noisy and thus somewhat less accurate in laboratory experiment than in Gazebo simulation,
which can be attributed to unmodeled nonlinearities that
occur in real environments such as friction and wheel slip.
The conducted laboratory demonstration is shown in the
accompanying video4 .
IV. C ONCLUSION
In this paper we developed a system that relies on twoway UDP communication for interfacing an Android mobile device and a ROS-based robotic system. We created an
Android application which turns Android mobile devices
into cheap and intuitive robot teleoperation interfaces. Our
experimental evaluation featuring a Turtlebot3 differential drive mobile robot demonstrated that the proposed
approach can be successfully utilized for mobile robot
teleoperation in real time.
In future work, it would be interesting to exploit the
modularity of the developed application in order to control
different types of robots such as omnidirectional mobile
robots or robotic arms. Visualization of data from different
sensors (e.g. lasers or cameras) within the developed
Android application presents another possible direction
which would broaden the scope of application for the
described system.
4 Link

to the accompanying video: https://youtu.be/YFx6O14 POA
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Abstract - Artificial intelligence has developed rapidly in
recent years. It is permanently established in the field of
robotics and science. It is seen as an intelligent decision
maker which interacts with the environment or material
and can work to achieve the best possible outcome. The
biggest factors are the constant increase in computing power
and the greater availability of data. With a large amount of
data and computational power, solutions to complex
problems can be created through machine learning. An
application that can independently exploit the information
provided to it and make decisions based on it can be
considered an AI application. This can be utilized in
robotics, for example, by teaching a chess robot to recognize
different game pieces from each other. Machine learning
can be used to teach a robot to adapt to different situations
in a job, for example, to identify chess pieces from different
perspectives or to find the most effective solution to a given
problem. This article examines the use of artificial
intelligence in ROS robotics applications.
Keywords - ROS, robot, machine learning, applications

I. INTRODUCTION
The Robot Operating System (ROS) is a framework
for building robotic software designed to facilitate
development through modular design and code reuse. It is
widely used by robot developers and contains 5798
packages in 12 of its distributions. The stated goal of the
ROS project is to "encourage collaborative development
of robotics programs" [1].
Before ROS, it was common for developers to write
very specific robot software for a single project and then
start over as soon as they switched to a new job. ROS
'innovation was its promise of modularity - it sought to
end wasteful practices by letting developers borrow and
share reusable parts of their robots. Developing a fully
functioning robot system is a difficult task that "no single
person, laboratory or institution can hope to do alone" [1].
It requires expertise in many different areas, such as
mechanical engineering, computer science, electrical
engineering or even mathematics and physics. For
example, experts who create computer vision packages
may need to rely on software designed by mechanical
engineers to implement engine management. As a result,
the ROS framework allows developers who do not have
expertise in many areas of robotics to build on each other's
knowledge and assemble a fully functional robot. [2]
One of the priorities in artificial intelligence is to
produce completely independent substances that interact
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with their environment to learn optimal behavior, improve
over time through experiments and errors. Creating
responsive and effective learning systems for artificial
intelligence has been a long-standing challenge, from
robots that can detect and respond to the world around
them, to purely software-based agents that can interact
with natural language and multimedia. [3]
In modern industry and transport machine learning
methods became a hot topic, and its implementation found
a wide field in the latest activities in industry and
everyday life. The robot can use extensive different types
of machine learning to identify the image and create a
robot path in an unknown environment. The use of a link
between devices and machine learning features can
improve the intelligence and capabilities of robots.[4]
We noticed that no review had been conducted on this
topic before and for this reason we decided to do this
review. In this paper, we did a brief review about the
projects which are using different kind of machine
learning methods with the ROS robots. To answer these
questions, we conducted a literature review. We used the
Systematic Literature Review (SLR) [5] to gather basic
research on the subject. Selected primary studies were
analyzed and classified according to the content analysis
method. We answer following research questions:
•

RQ1: How machine learning methods are
being used in ROS applications?

•

RQ2: Which machine learning methods are
popular in the ROS ecosystem?

The rest of this paper is structured as follows. In
Section II we present our research method used in this
literature study. In Section III, we present the result of this
brief review. Section IV contains a discussion and section
V summarized the study.
II.

METHODOLOGY

We decided to answer the research questions that were
asked to conduct a literature search to map existing data in
this area. We decided to use the SLR method to collect
relevant primary studies and followed the guidelines given
by Kitchenham and Charters [5].
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TABLE I.

SEARCH RESULTS
IEEE Xplore Digital Library

Keyword

Hits

ros robot

1800

machine learning

130,000

applications

1,200,000

ros robot AND
machine learning
AND applications

17

We decide to do an electronic search for SLR. The
database used was the IEEE Xplore Digital Library,
whose search engine was used in this study. The study
was started by selecting the following search terms: "ros
robot" AND "machine learning" AND “applications”. We
decided to use these simple keywords to get good
coverage of any basic research.
Search results can be seen in Table I. Keywords were
commonly used alone: "ros robot" returned more than
1800 hits, "machine learning" returned more than 130,000
hits, and the most popular was the third keyword
"applications", which returned more than 1,200,000 hits.
These were just keyword searches. The entire text search
yielded 17 hits. Three of these hits were disqualified due
their lack of scientific quality.
First, we selected studies based on abstracts. We used
the following criteria for inclusion and exclusion: Peerreviewed conference and journal articles were included, as
well as book sections written in English that focused on
all two aspects. Studies written in languages other than
English, posters, abstracts, and short articles, as well as
studies that mention only keywords but do not focus on
the question, are excluded.
The studies selected in the second phase of the study
were carefully read. At this stage, studies will continue to
be excluded if they do not focus on ROS robotics or
machine learning at any level. In the end, we selected 14
primary studies to be included in this study. Selected
studies were read through and analyzed. We examined
what methods were used, what types of problems were
encountered, how project was reported, and how these
machine learning methods were used with ROS robot
projects. Finally, the notes were examined, and the results
analyzed.
In other sections of this article, we first present the
selected key studies in Section III. This is followed by a
discussion section where we answer the research questions
asked.
III.

RESULTS

In total, we selected 14 relevant primary studies for
this paper. The primary studies found and selected were
[6,7,8,9,10,11,14,15,16,17,18,19,20,21]. The following is
a summary of the main primary studies and their results.
Liu et al. [6] present a simulation platform for robot
learning peg-in-Hole (PiH) task for studying the strategy
of inserting pegs with different geometry features in PiH
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task by tele-operation. ROS and Gazebo are used as a
simulation platform. ROS visualization (Rviz) is also used
to visualize the process and give vision information. The
aim was to find a method to program a robot by using
Learning from Demonstration (LfD). The simulation
system collects data and by extracting the human
operation pattern trains the robot learning models. It is
stated that during further studies the robot will be taught to
do complex tasks with LfD and deep reinforcement
learning.
Sakic et al. [7] present one solution for detecting an
object located directly in front of a vehicle and estimating
its distance, based on fusion of camera and light detection
and ranging (LIDAR) data. The system is based on
Autoware platform and Carla simulator is used for
validation. For the development of this solution ROS
environment was used for it has a built-in package for
sensor calibration. You Only Look Once (YOLO) was
used to detect objects in the image. Some limitations
occurred. The algorithm doesn’t observe the true
trajectory of the vehicle and if the camera fails to detect
the object, LIDAR data will be ignored. LIDAR data
autonomy will be extended in the next solution.
Ghasemi et al. [8] introduce a new method for
controlling a drone by using SSD Deep Neural Network
and stereo vision to detect an object and use its position to
control the drone. Hand movement was made equivalent
to the command of a radio controller. To accurate the
result Single Shot Detector which had been trained by
using the Ego Hand dataset was used. Stereo camera
enabled to control the drone in a three-dimensional
coordinate system. Algorithm was implemented in ROS
and Gazebo was applied to get the positions and to
simulate. With the help of MAVROS based on MAVLink
for ROS functions like Takeoff, Land, Position Target,
Yaw control etc. can be realized. To increase the speed of
hand detection to control the real drone and its orientation
by hand movements other deep neural networks are going
to be applied.
Chang et al. [9] present the using of a mobile robot
with Raspberry Pi as the control kernel for object
detection. ROS middleware is used to run the system.
Kinect driver captures images and connects to cloud
service via Wi-fi. CUDA-enabled (Compute Unified
Device Architecture) GPU is used for the processing of
Faster Region Based Convolutional Neural Networks (RCNN) learning algorithm. Three essential steps, region
proposal, feature extraction, and classification are
integrated into a deep learning neural network. Caffe, a
deep learning framework is used to construct neural
networks. Studies show that the desired objects could be
identified with high accuracy.
Naidoo et al. [10] introduce a physical model
identification system for mobile robots in indoor
environments. Low-cost range sensor was used to send
measurements to a robot in a network for it to determine
its own physical dimensions as it navigates and interacts
with the environment. ROS and its Stage simulation
package plug-in allows the end-user to simulate the
behaviours of robots, sensors, and actuators without the
actual physical hardware. Laser Range Finder (LRF) and
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Ultrasonic Range Finder (URF) range finders were chosen
to determine the dimensions of the robot through a
mathematical prediction algorithm, although in this
research paper they were merely simulation components.
The learning algorithm implemented in C++ computes a
2D estimation but in future designs 3D model estimations
will be implemented also as other machine learning
algorithms that are able to correlate LRF and URF
measurements irrespective of their positioning on the body
of the robot. The predicted and actual data were
compared, and the results were within the tolerance
specification. There was also found that improvements
should be made.
Bohren et al. [11] present the building of an
autonomous robotic assistant that fetches and serves
drinks using PR2 (Personal Robot 2) platform and ROS
based upon previous work [12], [13]. The system also
integrates new components such as dynamic obstacle
identification, mechanisms for identifying the refrigerator,
types of drinks, and human faces, navigation, arm motion
planning with goal and path constraints as well as
grasping modules. Problems were not yet solved, and the
work is said to be continued. Various AI algorithms are
being used in this paper, most of them traditional AI, and
computer vision. Machine learning is used in face
detection with modified Viola–Jones object detection.
Kamalova et al. [14] propose stochastic exploration
algorithms for mobile robot exploration problems. The
study applies three metaheuristic algorithms individually,
such as Whale Optimization (WO), Grey Wolf Optimizer
(GWO), and Particle Swarm Optimization (PSO)
algorithms, for comparison and testing their performances
in the mobile robotics. Simulations were implemented and
evaluated in a created environment. The results were
compared and real-world experiments using GWO
exploration algorithm were conducted in different types of
environments using MATLAB-ROS integration tool. The
Robotics System Toolbox enables the simulation of a
robot and laser sensor models in the created environment
simultaneously updating the binary occupancy map while
the robot drives. Simulation results of the stochastic
approaches could not be predicted and replicated meaning
that the best simulation for a certain run time is
unpredictable. Assuming there is an archive that will store
the values of the stochastic parameters in each iteration
and taking those values can be a solution for the
replication of the simulation results. The live experiments
were conducted using Turtlebot equipped with a Hokuyo
(URG-04LX model) laser range scanner and onboard
laptop with installed ROS. The simulation results
demonstrate the comparisons among the proposed
exploration algorithms based on different evaluation
parameters. Experiments in real world conditions proved
that the stochastic algorithm can be applied to the mobile
exploration problem in robotics. Future studies of the
results can be further investigated by other stochastic
techniques.
Nitta et al. [15] introduce Zytlebot, a ROS based robot
utilizing Field Programmable Gate Array (FPGA). The
robot performs all required processing for autonomous
driving in real time within a programmable System on a
Chip (SoC). The body is based on Turtlebot3 with
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Raspberry Pi 3 switched to AVNET Ultra96 rev1 as the
main board and two additional cameras installed. The first
camera is Digilent’s PCam 5C oriented downwards and
used to acquire images of the road surface, the second
camera is an upward-facing USB camera (Logicool C615)
for traffic light and obstacle detecting. The algorithm that
the core autonomous driving system uses is based on a
line tracking algorithm making it vulnerable to noise such
as reflected light from ambient light. By using a machine
learning-based method the removal of noise using
multiple camera images is being investigated. Future
considerations of offloading the object algorithm using
deep neural networks (DNN) to FPGA and processing
more tasks, including obstacle recognition. Based on this
research a proposal and developing of a platform for
automatically integrating the FPGA ROS system is being
made.
Newman et al. [16] establish platform for a tracked
difficult terrain vehicle with autonomous navigation
capabilities. Navigation is achieved via processing stereo
image provided by an Intel RealSense D435i depth
camera. The design relies on the usage of the Robot
Operating System (ROS) and Simultaneous Location and
Mapping (SLAM) algorithms. When the algorithm adds
new data, it then extrapolates its relative position to map
frame through IMU location data as well as previously
perceived landmarks to add cross-referential positional
data. This allows the platform to stitch multiple video
frames into a complex 3D environment onto which
processing can be added. During testing of the system, a
platform flaw manifested through an insufficient number
of RAM resources available for processing. The problem
was solved by establishing a network link to an external
computer where the storage space for the ROSCore and
SLAM algorithms was placed. The ORB-SLAM2 allowed
mapping to be implemented without the IMU onboard due
to its ability to detect rotations based on shared landmark
features of consecutive frames. However, ORB-SLAM2
inflexibility in the application, as well as lack of technical
documentation, have made it difficult to implement.
SLAM used in this paper was traditional AI and not using
any machine learning methods.
Yoshimoto and Tamukoh [17] introduce an object
recognition system using binarized neural networks based
for service robots’ requirements like low power
consumption and low computation power. Proposed
method for object recognition system was developed and
tested in service robot application based on the Robot
Operating System (ROS). When comparing developed
binarized dual stream convolutional neural network (BDSVGG16) and traditional dual stream convolutional neural
network (DS-VGG16) reduced memory size required for
calculating the coupling weight to 1/32 and reduced the
required multiplications from 46 million to 0. BDSVGG16 has 99,2% accuracy rate and it stabilized faster
than VGG-16. Future studies object recognition system
will be implemented to the field programmable gate array
and verify its accuracy.
Luo et al. [18] present autonomous mobile industrial
robot system for automated intelligent manufacturing
applications. Developed Autonomous Mobile Industrial
Robot (AMIR) is based on Robot Operating System
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(ROS). For mobility of the robot common mapping and
navigation tools were developed and used. For
manipulation RGB-D camera on the end effector was used
to leveraging the learning-based object detection and
shape-based grasping pose estimation to achieve flexible
manipulation capabilities. The result shows that our
developed system can successfully grasp the object with a
92.22% success rate, including success and semi-success
cases. Real world field tests with ROS based AMIR were
obtained with strong results.
Dimithe et al. [19] present a study on offboard
machine learning trough edge computing for robotic
applications. ROS is used for communication between
Robots and edge compute resource. Jetson TX2 single
board computer was used as a edge computer. TX2 was
used to detect persons from robot’s camera images with
YOLOv2, and to send commands to robot to follow
person. In study mobile robot, and UAV was used as test
cases. In study, wired and wireless communications were
tested. In wireless communication using Wifi video
transfer latency was 3-10 seconds, and with LAN
connections 0.2-0.4 seconds. Study stated that even using
ethernet connection latency was problematic, and UAV
overshot the target multiple times before settling.
Srinivasan et al. [20] present a supervised machine
learning approach for synthesis of control barrier
functions, using support vector machine (SVM). Control
barrier functions (CFB) are mathematical constructs used
to provide formal safety guarantees. In this paper CFB is
used to construct safe trajectory for robot to navigate and
avoid obstacles. Experiments were conducted with ROS
and Simple Two-Dimensional Robot (STDR) Simulator.
Both offline and online scenarios were tested, in offline
scenario all obstacles were known, online scenario robot
starts with zero knowledge of world and synthetic LIDAR
sensor were used to map obstacles. In simulated scenario
with dive obstacles Correlation Coefficients and Frechet
distances against ground truth were in average 0.98/0.05
for offline SVM and 0.92/0.09 for online SVM.
Penmetcha et al. [21] present a study on cloud-based
architecture that intends to overcome the physical
limitations of single- or multi-robot system through
massively parallel computation, provided on demand by
cloud services. Architecture is available for robots running
ROS and for non-ROS systems. In papers architecture
ROS bridge is used to communicate with cloud using
JSON messages. Nin ROS Robots use XML data.
Experiment shows significant reduction in onboard CPU
usage and achieved an average latency of 35 milliseconds.
Were 32 milliseconds was the roundtrip network delay,
and 3 milliseconds for processing in the cloud. Tests were
conducted with three scenarios. Using Roomba equipped
with ORDROID-XU4 computer for object detection,
using onboard camera in robot. Clearpath Jackal
unmanned ground vehicle with intel core i3-4330T based
computer for cloud SLAM application. SLAM used in this
scenario was traditional AI and not using any machine
learning. Third scenario was multirobot scenario with both
robots.
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IV.

DISCUSSION

This study aims to resolve two research questions:
How machine learning methods are being used in ROS
applications? (RQ1); and which machine learning
methods are popular in the ROS ecosystem? (RQ2)
To answer the first research question, it can be said
that there are many various types of using machine
learning methods with ROS projects. Usually, the machine
learning is being used in robots navigation purposes and
identifying different objects or things. Also, machine
learning methods and algorithms can be used to predict
further happenings.
The second research question dealt with what the
popular methods are in machine learning. At upper level it
can be said that methods are used in various projects and
in various situations. When robot navigates it usually uses
localization methods and algorithms e.g. SLAM, Yolo, RCNN and many other.
In many robot applications object recognition is a key
task, and that was also a subject in many of the papers. In
object detection YOLO is still a popular algorithm, but
resource needs of computations can be challenging,
offloading computation outside of the robot is an active
topic, and in some papers that was done with good results.
Other way was to try to minimize computational resources
using binarized networks, or do calculations using FPGA.
In navigation tasks traditional algorithms are still
mainly used but as seen in many papers, machine learning
is also actively studied, there many different algorithms
are getting used, like SVM’s. The simulation results are
sometimes hard to replicate in real world robots, specially
outside of the laboratory environment.
In these selected papers did not include any mentions
about OpenAI or reinforcement learning. These issues
could be considered in further research.
V.

CONCLUSION

In this paper we did a brief review of the projects
which are using artificial intelligence or to be precise,
machine learning methods with ROS robots. Our method
of using SLR in this review was brief and, in the future, it
can be done wider and more emphasis level.
The number of research papers concerning ROS
robotics, artificial intelligence and applications in IEEE
database was surprisingly low. This can be caused by
several factors, such as insufficient combination of
keywords or incomplete keyed searches. It is expected that
volume of research projects based on ROS robotics,
artificial intelligence and applications are increasing.
The development of artificial intelligence applications
has been strong in recent years. The use of terms and
concepts is not yet well established, and this is reflected in
the search results of the study.
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Abstract—Simulation is a powerful tool used to train Reinforcement Learning (RL) agents involved in robotic tasks.
It allows to collect large amount of data in comparatively
faster and safer way than on the real robot. However, a
simulator is only an approximation of the physical system
to be controlled. Due to modeling errors, a controller learned
on the simulator dynamics may behave differently once
applied to the real robot. In the worst case, the controller,
although being successful when applied on the simulator,
may fail when applied on the real platform. In this paper,
we deal with the sim-to-real transfer of a RL controller
for a Poppy Ergo-Jr robotic arm involved in a positioning
task: i.e., moving the servo joints in order to reach a desired
target position with the end-effector. In particular, we want
to investigate the differences between the real robot and its
simulator and how they affect the controller performance
after its transfer from the simulator to the real platform.
Keywords—Sim-to-Real, Reinforcement Learning, Modeling Errors.

I. I NTRODUCTION
Reinforcement Learning (RL) allows the design of
intelligent agents able to accomplish challenging tasks. It
has been shown to be a successful approach also in a wide
variety of robotics control tasks [1]–[9]. However, due to
the trial and error paradigm governing RL, performing a
training on a real robot turns out to be dangerous and
particularly time consuming. Despite the great benefit of
using simulators in the training phase, unfortunately the
resulting policies often exhibit poor sim-to-real transferability, leading to a deterioration in performance of the
controller when applied on the real platform. These are the
consequences of the reality gap; an unpleasant drawback
due to simulator inaccuracies. Several works attempt to
find a controller design procedure that can avoid or at least
reduce the reality gap [10]. Often the proposed solutions
are effective, but task dependent.
In this paper, we focus on an open-source robotic
platform, the Poppy Ergo-Jr [11] robotic arm, with the aim
of detecting those differences between the simulator and
the real robot that cause the reality gap. We characterize in
detail the differences in the robot performance by varying
some key parameters, in order to investigate whether
this robotic platform facilitates or hinders the sim-toreal transferability. We chose as benchmark platform the
Poppy Ergo-Jr robotic arm for its versatility, and due to
the fact that it is cheap and open-source.
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The remainder of the paper is organized as follows. In
Section II, we introduce the employed algorithm and the
sim-to-real transfer problem. In Section III, we outline the
entire performed procedure, whose results are reported in
Section IV. Finally, conclusions are reported in Section V.
II. BACKGROUND
A. RL and Trust Region Policy Optimization
In RL an agent, also referred to as a learning algorithm
L, interacts with an environment, in discrete time-steps
Ts , in order to learn a goal-oriented policy π L ; i.e., a
controller. Its decision-making process can be summarised
as follows.
Let X and A be respectively the state set and the action
set. At each k-th time instant, given the current state of
the environment x(k) ∈ X, the agent performs an action
a(k) ∈ A and receives a reward r(k+1) ∈ R. The L goal
is to learn a controller able to maximise the expected
cumulative reward starting from an initial state x(0) :
JπL (x(0) ) =

Ti
X

γ k r(k+1) ,

(1)

k=0

where γ ∈ [0, 1] is a discount factor. This learning
procedure can be performed either splitting the learning in
episodes (portions of training enclosed between an initial
and a terminal condition), or continuously. Typically, the
former is used when the task has a defined terminal state;
the latter otherwise. For a thorough description of RL, the
reader is referred to [12], [13]. Here, we only point out
that the trial-and-error paradigm which RL is based on,
requires repeated interaction with the environment which
is time-consuming and potentially dangerous. When L
relies on neural networks in its decision making process,
RL is often referred to as Deep Reinforcement Learning
(DRL). For our purpose, we learn π L by employing the
Trust Region Policy Optimization (TRPO) [14]. It belongs
to the family of Actor Critic methods, i.e., methods in
which a parametrized policy πθL (Actor) is optimized
based on an estimate of the expected cumulative return
(Equation (1)), performed by a Critic. In order to find
the optimal θ values, it performs the gradient descent
optimization method, but properly manages the gradient
descent step size. For more details and the algorithm
pseudocode see [14].
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B. The Sim-to-Real transfer problem
Transferring a controller from a simulated to the real
environment is a necessary step toward the effective use of
DRL in the control of complex dynamic systems, such as
robotics. However, this process is particularly tricky and
closely related to the simulator accuracy in replicating
the real environment behaviour. The main challenge is
therefore to design an agent whose resulting controller
is able to perform a task on a real robot, despite it was
learned on a simulator.
Several approaches are proposed to address this challenge, many of which rely on the concept of controller
robustness. For example, the Domain Randomization approach [15]–[17] tries to design robust controllers under
either parametric and not parametric uncertainty, i.e., perturbations of the environment parameters, or disturbances
applied on it. Similarly, in the Adversarial Reinforcement
Learning [18], [19], agent attempts in solving a min-max
optimal control (also referred as H∞ -control) in order to
make the controller robust to the worst disturbance, i.e.,
the one seeking to minimize its performances. A different
perspective is the one adopted in Transfer Learning approaches [20]–[22]. Here, two continuous training phases
are typically performed (one on the simulator and the
other on the real system) either iteratively or one-shot.
If one-shot, the procedure allows to reduce the training
duration on the real robot, thus carrying out most of
it on the simulator, and only a sort of adaptation of
the resulting policy on the real system. Conversely, the
iterative procedure is typically used to feed the simulator
with real behaviours, thus making it closer to reality.
All these approaches, however, are oriented toward
the solution of the problem, without knowing its actual
source. Conversely, a proper recognition of the differences
between simulator and physical robot can assist in identifying approaches that lead to a more effective, albeit
platform-dependent, solution. In the following, we focus
on this latter aspect. At best, it may highlight solvable
limitations of the simulator that do not lead to an increase
in computation time when fixed.
III. M ETHODS
The six degrees of freedom Poppy Ergo-Jr (Figure 1b)
is an open-source low cost educational robotic arm, designed in order to be easy to build and modify [11]. It
is composed of 6 servo motors and 3D printed elements.
The resulting kinematic chain is shown in Figure 1a.

(a) Kinematics chain

(b) The robot

We train π L in order to perform an end-effector positioning task on the Poppy Ergo-Jr platform. We denote
(k)
by qi
∈ Q ⊂ R the angular position of the i-th
(k)
joint, and q̇i ∈ Q̇ ⊂ R the angular speed of the ith joint at the k-th time instant, where Q and Q̇ are
respectively the set of admissible joint angular positions
(k)
and speeds. Conversely we denote by pe ∈ R3 the
Cartesian position of the end-effector at the k-th time
instant. At each k-th time instant, the input provided to π L
includes each joint angular position and angular velocity,
along with the desired Cartesian coordinates of the endeffector peT ∈ PeT ⊂ R3 . The latter input allows us
to get a multi-task π L , i.e., a controller able to reach
a predefined set of targets. The π L outputs are the new
suggested angular joints positions. The resulting π L will
therefore perform joints position control with a preset
steady speed.
In order to study the sim-to-real transfer effects, we
train π L on the PyBullet simulator of the Poppy Ergo-Jr1 ,
thus testing the resulting π L first on the simulator and,
then, on the real platform. Finally, we compare the resulting performances. Unlike those works focused on the
design of sim-to-real transferable controllers, our aim is to
identify those modeling differences between the simulator
and the real robot affecting the controller effectiveness.
Therefore, we first of all carried out a systematic test,
useful in understanding those model parameters whose
effect is not well reproduced by the simulator. Then, we
learn different π L on the simulator for different values
of the detected parameters. Finally we test π L both on
the simulator and on the real robot in order to understand
how those parameters affect the π L performances.
The whole procedure is described in the following.
A. Single motor preliminary test
The servo motors composing the Poppy Ergo-Jr chain
use the PID controller as a main control method2 . This
means that by imposing the speed of a joint we are
simply setting the reference for its internal PID controller.
The simulator should reflect this particular behaviour. If
it does not, or if the gains of the internal PID are set
differently, it is reasonable to assume that this difference
could contribute in increasing the gap in performance
between the controller applied on the simulator and on
the real system. Therefore, we carried out a systematic
test to detect the presence of such a difference in the
behaviour of the simulated and real servo motors.
By keeping the Ts fixed at a predefined value, we
perform a repeated movement of the first joint from
an initial angular position to a final angular position,
by varying, at each repetition, the motors speed among
a set of different values. As evidence of the observed
differences, we kept track of both simulated and real joint
velocity values at each time-step. Moreover, since π L is a
discrete-time controller, it can change the imposed motor
joint speed only at each k-th time instant. Therefore, we
1 https://github.com/fgolemo/gym-ergojr

Fig. 1: Poppy Ergo-Jr and its kinematic chain.
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2 https://emanual.robotis.com/docs/en/dxl/x/xl320/\#control-mode
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Fig. 2: q1 detected speed on the simulator (orange) and on the real robot (blue).

also examined the difference between the simulated joint
angular position and the real one after the first time-step
of each test. The results are reported in Section IV.
B. TRPO training and test
(0)

Let qi be the initial i-th joint angular position, randomly chosen from the set of initial positions Qinit ⊆ Q.
We define the initial condition as the vector of joints
(0)
(0)
initial angular positions q0 = [q1 , . . . , q6 ].
Let peT be the target position randomly chosen from
PeT . We want to learn a π L able to lead the end-effector
(k)
position pe in the interior of a goal sphere having center
in peT and radius rs , starting from q0 .
The performed π L training procedure is episodic. Each
training episode starts imposing q0 and peT (both randomly chosen), and terminates if at least one of the
following conditions occurs: (1) the achievement of the
maximum number of time-steps per episode (lE ), (2) or
the task achievement. The training ends when the maximum number of cumulated time-steps is reached (lT ).
Conversely, the test procedure consists of a set of
episodes performed starting from a set of n random initial
conditions {q01 , . . . , q0n }. For each initial condition, the
robot must reach a target position belongin to a set of m
different random end-effector positions {p1eT , . . . , pm
eT }. A
successful episode is one that ends with goal achievement.
As for the state, action and reward, which completely
specify the reinforcement learning setting, they are described next.
1) State: The state provided as input to π L is a vector
(k)
(k)
x
∈ X composed of qi ∀i ∈ {1, 2, 3, 4, 5, 6} and
(k)
q̇i ∀i ∈ {1, 2, 3, 4, 5, 6} at the k-th time instant, and a
randomly chosen peT . An initial state x(0) ∈ X0 ⊆ X
(k)
is a state vector in which q̇i = 0 ∀i ∈ {1, 2, 3, 4, 5, 6}
since motors start from rest.
2) Action: The action provided by π L at the k-th time
instant a(k) ∈ R6 is a vector of joints positions. Note that
each joint speed is fixed, hence, the position specified
by the action only provides a displacement direction.
Moreover, there is no guarantee that the joint positions
will be reached in a single time-step.
3) Reward: The immediate reward r(k+1) ∈ R of an
action choice a(k) is evaluated at the k +1-th time instant.
(k+1)
Let pe
be the end-effector position at the k+1-th time
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instant, and peT the center of the goal sphere; the reward
is computed according to:

1 if p(k+1)
− peT ≤ rs
e
(k+1)
2
. (2)
r
=
− p(k+1)
otherwise
− peT
e
2

The former condition denotes the goal achievement,
thus the end of the episode.
C. Sim-to-real comparison
In order to highlight the differences between simulator
and real system we perform several tests with different q0
and peT , and we use two different indices for comparison:
• the effectiveness;
• the error trajectory of the end-effector during tests.
The former is defined as follows:
1 X
(3)
JπL (x(0) );
Effectiveness =
|X0 |
x∈X0

where X0 is the set of the initial states x(0) , and JπL (x(0) )
is the cumulated reward in test starting from x(0) . It
implies a comparison of the average cumulated reward
achieved in simulation and on the real robot, for a set of
initial states. The latter, on the contrary, is independent
of the reward, and is employed to compare the simulated
and real trajectories achieved under the same policy.
More precisely, given a simulated and a real tests, both
performed starting from the same initial condition q0 and
(k)
having the same goal settings peT , we denote by peS
(k)
and peR the end-effector Cartesian coordinates at the kth time instant, respectively on the simulator and on the
real robot.
Let lS be the duration in time-steps of a test episode
on the simulator, and lR the corresponding duration on
the real robot.
We can define the end-effector trajectories in the
simulated and in the real test respectively as: PeS =
(0) (1)
(L )
(0) (1)
(L )
{peS , peS , ....peS S } and PeR = {peR , peR , ....peRR }.
The error trajectory of the end-effector during tests can
be defined as:
(k)
E (k) = p(k)
eS − peR ∀k ∈ [0; lmax ]

(4)

where lmax = max(lS , lR ). In case of lS 6= lR , the trajectory having the lower number of samples is prolonged,
in order to reach the same length of the longer one by
keeping the end-effector fixed in its final position.
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A. Systematic test

q1

(1-st)

[°]

We perform the test described in Section III-A by
varying the speed of the first joint (q̇1 ) in a set of fixed
values (q̇1 ∈ {20, 40, 60, 80, 100}° s−1 ), while Ts = 0.1 s.
As highlighted in Figure 2, the real robot has a rise
and settling time not appearing in the simulator, which
exhibits an ideal behavior. In particular, the simulated
motor requires fewer time-steps to execute the task.
However, as highlighted in Figure 3 the inconsistency
seems to change as the set speed varies. In particular,
at the speed of 60 ° s−1 , the behaviour between simulator
and real physical system seems to be the closest.
10
5
0

20

40

60
q˙1 [° s

80
−1

100

]
(1)

Fig. 3: Comparison of the detected position at first time step q1 , given
a reference speed, in the simulator (orange) and on the real robot (blue).
Red dots highlight the speed used for performing the sim-to-real transfer.

The following tests have been conducted in order to
verify whether the above mentioned inconsistency is also
reflected in the performance gap of the controller learned
on the simulator and tested on the real system. For the
purpose, we select 3 speed values among those previously
defined ({20, 60, 80}° s−1 ), and we used them for all the
performed tests. We denote this set as Q̇test .
B. TRPO on simulator
We perform 10 different trainings for each q̇ ∈ Q̇test ,
while Ts is kept unchanged (Ts = 0.1 s). At the beginning
of each training episode an initial condition q0 and a
positions of the goal sphere peT are randomly chosen in
their respective set (Qinit and PeT ). The training outputs
10 different controllers for each considered angular joint
speed. In the training, we set the hyperparameters to
lT = 2 000 000, lE = 100, rs = 0.01 m, and δ = 0.01.
At the end of each training session we perform 100 tests
for each combination of 10 different initial conditions
Qtest := {q01 , . . . , q010 } and 10 different positions of the
goal sphere PeT test := {p1eT , . . . , p10
eT }. Neither the initial
conditions nor the targets belong to the set employed
during training. Figure 5 summarizes Qtest and PeT test .
In particular, each i-th subfigure shows a picture of the
simulator robot in the q0i joints configuration and the goal
sphere centered in the pieT position.
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·10−4
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JπSL (x)

The following section will show in detail the results
obtained performing the above depicted test procedures.
In particular, reported results are oriented in highlighting
the differences in performance of the controller applied
on the simulator and on the real robot. The main goal is to
find a relation between the discovered physical differences
and those in performance.

We collect a data-set in which we store, for each
training, the elapsed time (tlearning ), and for each test the
final cumulative reward (JπSL (x(0) )). Figure 4 reports the
mean and the standard deviation of the inverse of the
training elapsed time (left) and the final cumulative reward
obtained in test for each joint speed (right).
tlearning [° s−1 ]

IV. E XPERIMENTAL RESULTS

20 40 60 80
−1

Speed [° s

] grid

2
0
−2
−4
−6
20 40 60 80
Speed [° s−1 ] grid

Fig. 4: Evaluation of simulator training and test: mean and standard
deviation (left) of the inverse of the training time required to TRPO
for each speed; mean and standard deviation (right) of the cumulated
reward obtained testing the controller on the simulator (orange) and on
the real platform (blue) for each speed.

C. TRPO on Poppy Ergo-Jr
The total number of tests performed in simulations is
3 × 10 × 10 × 10 = 3000. Figure 6 summarizes the results
obtained in test. In particular, each subplot is related to
one of the speeds in Q̇test (ascending order). The rows
and the columns of each subplots represent respectively
the indices of Qtest and of PeT test . The color of each square
in the plot shows how many of the ten pre-trained policies
achieve the goal in the simulated test.
In order to reduce the number of tests to be performed
on the real platform, and therefore used for a comparison,
we select only those combinations of the elements of Qtest
and PeT test resulting in a successful simulated test (i.e., a
test terminated with task achievement) for all the policies
and all the elements of Q̇test (Figure 7). The resulting
number of tests to be performed is 3 × 10 × 3 × 10 =
900, reducing the number of goal conditions of Figure 5
from 10 to 3. Precisely, the considered goal conditions
are PeRT test = {p1eT , p3eT , p9eT }.
The mean and the standard deviation of the final
cumulative reward obtained in tests for each joint speeds
is reported in the blue plot of Figure 4. The number of
successful real tests is shown in Figure 8.
D. Comparisons
A first evidence of the presence of a performances gap
between simulated and real robot is shown in Figure 8.
Indeed, although the policies are tested considering only
those initial conditions and target conditions that led to the
task achievement in simulated tests, Figure 8 shows that
on the real robot the result is not the same. Moreover, it
suggests that the highest number of successes are achieved
at the speed of 60 ° s−1 , thus providing a first validation of
the above highlighted thesis that this speed leads to closest
behaviours between the simulator and the real robot.
A further evidence is highlighted in Figure 9, where the
performance discrepancy between simulated and real tests
are shown by using the effectiveness index (Equation (3)).
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(a)

(f)

(b)

(g)

(c)

(d)

(h)

(e)

(i)

(j)

Fig. 5: Overview of the initial joints angular position and final goal (red ball) in tests: (a)1-st angular joints initial position and 1-st goal; (b) 2-nd
angular joints initial position and 2-nd goal; (c) 3-rd angular joints initial position and 3-rd goal; (d) 4-th angular joints initial position and 4-th
goal; (e) 5-th angular joints initial position and 5-th goal; (f) 6-th angular joints initial position and 6-th goal; (g) 7-th angular joints initial position
and 7-th goal; (h) 8-th angular joints initial position and 8-th goal; (i) 9-th angular joints initial position and 9-th goal; (j) 10-th angular joints initial
position and 10-th goal.

Effectiveness

2
0
−2
−4
−6

Fig. 6: Number of success on the simulated platform for each initial
(row) and goal condition (column), given the ten policies learned. Each
subplot is referred to a different motor speed (20, 60, 80). Yellow=
10/10 successful tests, blue=0/10 successful tests.

1

2

3 1

20 ° s−1

2
60 ° s−1

3 1

2

3

80 ° s−1

Fig. 9: Comparison of simulated and real tests performances on the
basis of the mean and the standard deviation of the Effectiveness.

Fig. 7: Initial-goal condition combination that results in only goal
achievement in simulation tests for all the speed (yellow).

The box plot in Figure 10 shows the l2 -norm of the
error trajectory:
v
ulmax
uX
2
t
E (k) .
(5)
k=0

Here, the median value of the l2 -norm of the error for a
speed of 60 ° s−1 is smaller than the one of the remaining
speeds.

Fig. 8: Number of success on the real platform for each initial-goal
condition combination, given the ten policies. Each subplot is referred
to a different motor speed (20, 60, 80). Yellow= 10/10 successful tests,
blue=0/10 successful tests.

In particular, it shows the mean and the standard deviation
of the considered index for each speed set.
For all the considered speeds, this discrepancy is clearly
evident and differs in magnitude. In particular, when the
speed is set to 60 ° s−1 , results seem to exhibit lower performance discrepancy compared to the other considered
speeds. This is confirmed by observing the behaviour of
(Equation (4)).
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1
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Fig. 10: Comparison of simulated and real tests performances on the
basis of a statistics of Equation (5) for each speed.

Therefore, as evidenced by results, the obtained controllers exhibit a reality gap and, as all the performed tests
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highlight, it is particularly affected by the motor speed
settings. No conclusion can be drawn on the speed value
leading to a mitigation of the reality gap, as the systematic
test has been performed on the first joint only. However,
since the simulator neglects the servomotor dynamics,
this difference is probably the main source of controller
performance degradation.
V. C ONCLUSION
In this paper we dealt with the characterization of
modeling errors of a simulated clone of the Poppy Ergo-Jr
platform. In particular, we focused on those differences,
between simulator and robot, affecting the performances
of a DRL controller trained only in simulation and tested
on both simulator and real robot. As evidenced by the
obtained results, the unrealistic modeling of servo motor
dynamics is probably the main sources of controller
performances deterioration. However, it seems to be mitigated by a proper choice of motor reference speed. This
means that by properly choosing this model parameter
it is possible to directly influence the reality gap. We
plan to perform further analysis in order to understand
whether the most convenient way to reduce this gap
could be: (a) to improve the simulator or (b) to make
proper consideration in the controller design. In any
case, this work is a step toward the identification and
the characterization of a benchmark platform to conduct
studies on the sim-to-real transferability of RL agents and
on the approaches design to mitigate the reality gap.
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Abstract - Design of effective computer control systems
for different autonomous vehicles has become one of the high
priority tasks in the present era of fast development CyberPhysical Systems (CPS), Industry 4.0 systems the segment of
self-driving cars in world economy in general. Paper
discusses control mathematics of an Autonomous Vehicle
(AV) highly nonlinear model of small shuttle bus weight
class. To ensure safety of the autonomous line switching and
compliance with the traffic rules in the demanding urban
conditions of a Smart City, we offer a specially designed
control system capable to assure smooth trajectory changes
under given spatial constraints. Paper describes design and
simulation of control system in Simulink/MATLAB
environment. Results of the design will be implemented and
tested on the full-scale autonomous shuttle minibus.
Keywords - adaptive control; autonomous vehicle; bicycle
model; self-driving car; simulation; smart city

I.

INTRODUCTION

Different types of autonomous vehicles and selfdriving cars are gaining rapidly increasing importance in
present era of rapid development of cyber-physical
systems (CPSs), Industry 4.0 systems and explosive
growth of Interenet-of-Things systems [1]. At that
widening of the application of Autonomous Vehicles
(AVs) cannot be achieved without development of reliable
mathematical models that must eventually replace the
mental models existing in the head of human drivers of
traditional vehicles [2].
At Tallinn University of Technology, one priority
study fields during recent years has become the research
and development of the self-driving cars, and in particular
AV shuttle – ISEAUTO [3-5]. Besides that, modelling and
simulation of different airborne and waterborne
autonomous vehicles (both underwater and surface) has
been a noticeable study theme already for several years as
well, e.g. [6-9]. Mentioned AV research activities have
been recently integrated with development of Smart City
environment under the Tallinn-Helsinki twin city project
idea [10, 11].
Unlike conventional mobile robots, which operate in a
narrow interval of relatively low velocities, urban
autonomous cars in Smart City operate at higher speeds
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and in wide range of possible accelerations. This fact
makes indispensable careful study of control techniques
based on elaborated dynamic models of AVs in order to
assure safe and smooth control performance.
To achieve complete autonomous driving, a series of
modules must work in a sequential and organized manner.
First, the vehicle sensing network (GPS, IMU, encoders,
cameras, LIDAR, etc.) must collect all the vehicle and
environment information and extract the essential
measurement information of interest (position of vehicle
and obstacles, velocities, etc.). Then, the trajectory
planning module should generate the desired route using
the actual vehicle positions, orientations and velocities and
comparing those with the desired ones. Finally, the
automatic control modules must generate the control
actions (acceleration, steering and braking actions) for the
actuators. The last-mentioned task is of the greatest
importance demanding application of the mathematical
kinematic and dynamic models of vehicle. Often the
kinematic models rely on simplified mass-point
assumption while development of the dynamic models
may be started from consideration of the ‘bicycle model’.
In [12]-[14], the linearized models for different
autonomous driving cars with using of LQR (Linear
Quadratic Regulation) controllers are considered. The
desired time of regulation for coordinate 𝑦 can be received
only by experimental changing of weighting matrices for
this controller. In this paper, the nonlinear model of
autonomous driving car with using of designed control
system is presented. The desired time of regulation for
coordinate 𝑦 can be received by automatic tuning of
parameters for this control system.
The diﬃculty of a vehicle guidance control problem is
in general lines determined by the two aspects: the type of
control (lateral, longitudinal or mixed) and the complexity
of the vehicle model (kinematic, linear dynamic, nonlinear
simpliﬁed dynamic or linear dynamic). In this paper we
address the relatively complex case of the linear dynamic
problem
by
offering
and
simulating
in
Simulink/MATLAB environment a special control system
that takes effectively into account the strong nonlinearity
of the dynamical model of AV shuttle. We demonstrate
excellent performance of designed control system for the
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stabilization of the lateral 𝑦 coordinate during the lane
switching maneuver.
II.

MODEL OF AV

In order to achieve a reasonable tradeoff between the
accuracy and the computational complexity, we have
selected the well-known ‘bicycle model’ to describe the
dynamics of AV [12], see Fig. 1. By defining the position
coordinates 𝑥, 𝑦 of center of gravity in global coordinate
system, the yaw angle 𝜃 and yaw angle changing rate 𝜔 in
the global coordinate system, and the center of gravity
velocities 𝑣𝑥 , 𝑣𝑦 in vehicle’s coordinate system, the most
important features of the lateral and longitudinal dynamics
of AV may be described.
The bicycle model emerges from the four-wheel
vehicle by gluing together the front and the rear wheels to
a single (mass-less) front and rear wheel, respectively,
located at the longitudinal axis of the car. This planar
model is capable of rendering the longitudinal, lateral and
yaw dynamics of the vehicle. The pitch and roll dynamics
of a vehicle are clearly omitted in the scope of this model.
Change of yaw angle 𝜃 (otherwise heading angle) is
caused by applying a steering angle 𝛿.

where 𝑚 and 𝐼 denote vehicle’s mass and yaw inertia,
respectively; 𝐹𝑦𝑓 and 𝐹𝑦𝑟 denote the lateral tire forces at
the front and rear wheels, respectively, in coordinate
frames aligned with the wheels; 𝐹𝑥 is the driving force of
the vehicle, 𝛿 is the front wheel steering angle; 𝐹𝑑𝑓 is the
resultant drag and friction force; 𝑙𝑓 and 𝑙𝑟 are the distances
from the center of gravity to the front and rear wheel axes,
respectively.
Note that the forces associated with the wheels are
multiplied by two to compensate for the use of one wheel
instead of two.
It is possible to consider the driving force of the vehicle
𝐹𝑥 in (4) so
𝐹𝑥 = 𝑚𝑎

(7)

where 𝑎 is a rear wheel longitudinal acceleration and 𝑚 is
a mass of vehicle.
The resultant drag and friction force 𝐹𝑑𝑓 in (4)
consists from two forces, i.e.
𝐹𝑑𝑓 = 𝐹𝑓𝑟𝑖𝑐𝑡𝑖𝑜𝑛 + 𝐹𝑑𝑟𝑎𝑔 .

(8)

The rolling resistance 𝐹𝑓𝑟𝑖𝑐𝑡𝑖𝑜𝑛 from (8) can be
expressed as 17
𝐹𝑓𝑟𝑖𝑐𝑡𝑖𝑜𝑛 = 𝐷𝑟 𝑚𝑔 cos 𝛼

(9)

where 𝐷𝑟 is the roll resistance coeﬃcient, 𝑚 is the vehicle
mass and 𝑔 the gravitational acceleration, α is the road
grade.
The air drag 𝐹𝑑𝑟𝑎𝑔 in (8) can be expressed as 17
1

𝐹𝑑𝑟𝑎𝑔 = 𝐶𝑑 𝐴𝑎 𝜌𝑎 (𝑣 + 𝑣𝑤 )2

(10)

2

where 𝐶𝑑 is the air drag coeﬃcient, 𝐴𝑎 is the max crosssectional area of the vehicle, 𝜌𝑎 is the air density, 𝑣 is the
vehicle velocity and 𝑣𝑤 is the wind velocity.
Fig. 1. Definition of variables of bicycle model. The rear and front
wheels of AV are merged to a single wheel in model 12.

The kinematics of the AV can be presented by the
following equations 15
𝑥̇ = 𝑣𝑥 cos 𝜃 − 𝑣𝑦 sin 𝜃 ,

(1)

𝑦̇ = 𝑣𝑥 sin 𝜃 + 𝑣𝑦 cos 𝜃 ,

(2)

𝜃̇ = 𝜔

(3)

where (𝑥, 𝑦) denote the coordinates of the center of mass
of the vehicle in the earth-fixed frame, 𝜃 is the heading
angle of the vehicle, and 𝑣𝑥 , 𝑣𝑦 denote the longitudinal and
lateral speeds in the body frame, respectively and
𝜔 denotes the yaw rate.
The dynamic of the analyzed AV presented by the
bicycle model can be described by the following equations
12, 16
𝑚𝑣̇𝑥 = 𝐹𝑥 + 𝑚𝑣𝑦 𝜔 − 2𝐹𝑦𝑓 sin 𝛿 − 𝐹𝑑𝑓 ,

(4)

𝑚𝑣̇𝑦 = −𝑚𝑣𝑥 𝜔 + 2(𝐹𝑦𝑓 cos 𝛿 + 𝐹𝑦𝑟 ) ,

(5)

𝐼𝜔̇ = 2(𝑙𝑓 𝐹𝑦𝑓 cos 𝛿 − 𝑙𝑟 𝐹𝑦𝑟 )

(6)

If we consider the wind acting in the longitudinal
direction and opposite to the heading angle of the vehicle
then 𝐹𝑑𝑟𝑎𝑔 from (10) can be rewritten as
1

𝐹𝑑𝑟𝑎𝑔 = 𝐶𝑑 𝐴𝑎 𝜌𝑎 (𝑣𝑥 + 𝑣𝑤 )2 .

(11)

2

The lateral tire forces 𝐹𝑦𝑓 and 𝐹𝑦𝑟 acting on front and
rear wheels in (4)-(6) can be expressed by 18
𝑣𝑦 +𝑙𝑓 𝜃̇

𝐹𝑦𝑓 = 𝐶𝑓 (𝛿 − tan−1 (
𝐹𝑦𝑟 = −𝐶𝑟 tan−1 (

𝑣𝑥

𝑣𝑦 −𝑙𝑟 𝜃̇
𝑣𝑥

)) ,

(12)

)

(13)

where the constants 𝐶𝑓 and 𝐶𝑟 are the tire stiﬀness
parameters of the front and rear wheels, respectively.
In the present study we have used the following AV
parameter values in equations (4)-(6) and (9)-(13) 12:
𝑚 = 683 kg, 𝐼 = 560.94 kgm2 , 𝑙𝑓 = 0.758 m,
𝑙𝑟 = 1.036 m, 𝐷𝑟 = 0.0015, 𝐶𝑑 = 0.36,
𝐴𝑎 = 1.91𝑚2 , Cf = 24000

N
rad

, 𝐶𝑟 = 21000

N
rad

.

The other constants in (9)-(11) have the following

MIPRO 2021/RTA

1331

values:

𝑦̈ (𝑡) =

𝑔 = 9.81

m

kg

m

s

m

s

2, , 𝜌𝑎 = 1.2928

3 , 𝛼 = 0 deg, 𝑣𝑤 = 0

𝜏

𝑥(𝜏) = ∫ 𝑥̇ (𝑡) 𝑑𝑡,
𝜃(𝜏) =

𝑦(𝜏) = ∫ 𝑦̇ (𝑡) 𝑑𝑡,

0
𝜏
∫0 𝜃̇(𝑡) 𝑑𝑡

(14)

(15)

Following the ideas, proposed in [19], we will start to
solve the 𝛿 control problem on the basis of the following
differential equation:
(16)

where 𝐾, 𝑡1 , 𝑡2 are the constants to be determined.
Let us assume here that variable 𝛿 is a “fast” function
of time. Hence, for tail part of processs may be assumed
𝛿̇ ≈ 0 that yields from (16)
𝑦̈ + 𝑡2 𝑦̇ + 𝑡1 𝑦 = 𝑡1 𝑦𝑟𝑒𝑓 .

(17)

In [19], the following coefficient values for equation
(17) are offered to keep overshooting values in 𝜎 ≈ 5%
range
9

𝑡1 ≈ 𝑡 2

𝑑𝑌

, 𝑡2 ≈

3√2
𝑡 𝑑𝑌

(18)

where 𝑡𝑑𝑌 is the desired transition time of 𝑦.
Assuming a straight track with small yaw angles θ at
steady state, we can approximate
sin 𝜃 ≈ 𝜃, cos 𝜃 ≈ 1, 𝑣𝑥 ≈ 𝑐𝑜𝑛𝑠𝑡, 𝑣𝑦 ≈ 0 ,

(19)

that allows us simplify (2) to
𝑦̇ (𝑡) = 𝑣𝑥 𝜃(𝑡) .

(20)

Now, differentiating both sides of (20) with respect to
time, we obtain
𝑦̈ (𝑡) = 𝑣𝑥 𝜃̇(𝑡) .

(21)

The yaw rate can be expressed via steering angle as
20
𝜃̇ =

𝑣𝑥
(𝑙𝑓 +𝑙𝑟 )

𝑦⃛(𝑡) = 𝑏𝛿̇ (𝑡)

(25)

𝑏=

𝑣𝑥2

.

(26)

(𝑙𝑓 +𝑙𝑟 )

(27)

where
𝑖3 (𝑡) = 𝑡1 (𝑦𝑟𝑒𝑓 − 𝑦(𝑡)) − 𝑡2 𝑦̇ (𝑡) .

(28)

By introducing denotation 𝑦̈ (𝑡) = 𝑎1 (𝑡) in (27), is
possible to re-write (27) as
𝑎1̇ (𝑡) = 𝑏𝐾𝑖3 (𝑡) − 𝑏𝐾𝑎1 (𝑡) .

(29)

The variable 𝑎1 (𝑡) in (29) can be described in a
common way through next expression as indicated in 21
𝑡

𝑎1 (𝑡) = (𝑎0 + ∫0 𝑒 −𝐴(𝜏) 𝑏𝐾𝑖3 (𝜏)𝑑𝜏)𝑒 𝐴(𝑡)

(30)

where
𝑡

𝐴(𝑡) = − ∫0 𝑏𝐾𝑑𝜏 .

(31)

Let us consider the behavior of the considered control
system (see Fig. 2) for time t of time interval 𝑡 ≥ 𝑡𝑑 𝑌
during final phase of process stabilization in the steady
state.
Hence, assuming that 𝑎0 = 0, 𝑦𝑟𝑒𝑓 − 𝑦(𝑡) ≈ ∆𝑦𝑟𝑒𝑓 ,
𝛥 = 0.05, 𝑦̇ (𝑡) ≈ 0, from (30)-(31), we find
𝑎1 (𝑡) = 𝑖3 (1 − 𝑒 −𝑏𝐾𝑡 )
where

(32)

𝑖3 (𝑡) ≈ 𝑡1 ∆𝑦𝑟𝑒𝑓 = 𝑐𝑜𝑛𝑠𝑡 .

(33)

Assume now that for the desired transition time for
control of acceleration 𝑎1 (𝑡) lies in the zone of
overshooting with value of 𝜎 ≈ 5%. Then, from (32), it
follows that
𝑡𝑑 𝑌 = −

𝑙𝑛(𝛥)
𝑏𝐾

.

(34)

Note that (34) connects the desired transition time
𝑡𝑑𝑌 from (18) with overshoot 𝛥 = 0.05 from (33).
Therefore, using (26), (34), and 𝑙𝑛( ∆) ≈ −3, and
introducing the ratio of coordinate-to-acceleration
𝑡
transition times 𝑁 = 𝑑𝑌 (as a possible adjustment
𝑡𝑑 𝑌̈

parameter), we obtain
tan 𝛿

(22)
𝐾≈

Assuming again a straight track and small steering
angles 𝛿 at steady state, we can approximate
tan 𝛿 ≈ 𝛿
that yields after combining with (21)-(22)
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By differentiation of both sides of (24) with respect to
time, is possible to obtain

𝑦⃛(𝑡) = 𝑏𝐾(𝑖3 (𝑡) − 𝑦̈ (𝑡))

Let us consider the task of lane change of AV via shift
of y-coordinate to desired value 𝑦𝑟𝑒𝑓 by controlling of
steering angle 𝛿 at given acceleration

𝛿̇ = 𝐾(𝑡1 (𝑦𝑟𝑒𝑓 − 𝑦) − 𝑡2 𝑦̇ − 𝑦̈ )

(24)

Now, combining (16) and (25), is possible to obtain

CONTROL SYSTEM

𝑎 = 𝑐𝑜𝑛𝑠𝑡 .

𝛿(𝑡) .

where

0

where initial state 𝑥(0) = 0, 𝑦(0) = 0, 𝜃(0) = 0.
III.

(𝑙𝑓 +𝑙𝑟 )

.

Next, the center of mass coordinates and heading angle
are obtained by the integration
𝜏

𝑣𝑥2

(23)

3𝑁(𝑙𝑓 +𝑙𝑟 )
𝑣𝑥2 𝑡𝑑 𝑌

.

(35)

Let us evaluate the value of 𝑣𝑥2 . Following a straight
track with a small yaw angle θ at steady state, we can use
𝑣𝑥 ≈ 𝑐𝑜𝑛𝑠𝑡, 𝑣𝑦 ≈ 0 .

(36)

Combining (12)-(13) and (36), we obtain
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𝑙 tan 𝛿

𝐹𝑦𝑓 = 𝐶𝑓 (𝛿 − tan−1 ( 𝑓

𝑙𝑓 +𝑙𝑟

)) ,

(37)

𝑣 = √𝑣𝑥2 + 𝑣𝑦2 .

(48)

(38)

Let us evaluate the necessary distance towards xcoordinate to complete the maneuver 𝑥𝑠𝑑 (safety distance).

For the center of mass position the next inequalities
hold

General equation for motion of a body along 𝑥 axis
with given acceleration 𝑎𝑥 is

𝑙 tan 𝛿

𝐹𝑦𝑟 = 𝐶𝑟 tan−1 ( 𝑟

𝑙𝑓 +𝑙𝑟

0<
0<

𝑙𝑓
𝑙𝑓 +𝑙𝑟
𝑙𝑟
𝑙𝑓 +𝑙𝑟

).

< 1,

(39)

< 1.

(40)

Assuming a straight track with a small steering angle
𝛿 at steady state and using tan−1 (tan 𝑥) = 𝑥, and
combining (37)-(40), we obtain expressions for tire forces
𝐹𝑦𝑓 =
𝐹𝑦𝑟 =

𝐶𝑓 𝑙𝑟 𝛿
𝑙𝑓 +𝑙𝑟
𝐶𝑟 𝑙𝑟 𝛿
𝑙𝑓 +𝑙𝑟

,

(41)

.

(42)

Additionally, for a straight track with a small steering
angle 𝛿 and nearly constant 𝑣𝑦 (steady state), we can use
cos 𝛿 ≈ 1, tan 𝛿 ≈ 𝛿, 𝑣𝑦̇ ≈ 0 .

(43)

Finally, combining (5) and (41)-(43), is possible to
obtain
2𝑙𝑟 (𝐶 +𝐶𝑟 )

𝑓
𝑣𝑥2 ≈
𝑚
and, using (35) and (44), to obtain expression for K

𝐾≈

3𝑁(𝑙𝑓 +𝑙𝑟 )𝑚

.

2𝑙𝑟 (𝐶𝑓 +𝐶𝑟 )𝑡𝑑 𝑌

IV.

(44)

(45)

SIMULATION RESULTS

To validate the applicability of the designed control
system of lateral shift of y-coordinate of AV, below
Simulink/MATLAB simulation results are analyzed for a
lane change maneuver. The Simulink-style block-scheme
for simulation of designed adaptive control system is
presented in Fig. 2.
In simulation experiment a constant acceleration 𝑎 for
the first input in Fig. 2 was specified. The second input in
Fig. 2 was the desired final y-coordinate after the lane
change 𝑦𝑟𝑒𝑓 . Internal parameters of the control system were
the ratio of coordinate-to-acceleration transition times 𝑁
and desired y-coordinate transition time 𝑡𝑑𝑌 .
Let us evaluate the value of derivative 𝑎𝑥 . By dividing
two sides of (4) to 𝑚, we find
𝑣̇𝑥 = 𝑎𝑥 + 𝑣𝑦 𝜔 −

2𝐹𝑦𝑓 sin 𝛿
𝑚

−

𝐹𝑑𝑓
𝑚

(46)

For straight movement at low speeds it is possible to
𝐹𝑑𝑓

consider the
as a small (negligible) value and also 𝑣𝑦 ≈
𝑚
0, 𝛿 ≈ 0 that yield
𝑣̇𝑥 ≈ 𝑎

(47)

Note that the absolute velocity of vehicle with the
𝑣
direction of motion 𝜃 + tan−1 ( 𝑦 ) is defined as
𝑣𝑥
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𝑥(𝑡) = 𝑥0 + 𝑣0 𝑡 +

𝑎𝑥 𝑡 2

(49)

2

where 𝑥0 is a distance from the origin at the initial
moment, 𝑣0 is a velocity at the initial moment, 𝑎𝑥 is an
acceleration, 𝑡 is a moment of time.
Note that the absolute acceleration of vehicle in the
direction of motion 𝜃 is defined as
𝑎 = √𝑎𝑥2 + 𝑎𝑦2 .

(50)

For estimations it is possible to consider 𝑎𝑦 as a
negligible value in comparison of 𝑎𝑥 in (50), thus
𝑎 ≈ 𝑎𝑥 .

(51)

Hence, assuming that the safety distance is defined by
the y-coordinate transition time 𝑥𝑠𝑑 = 𝑥(𝑡𝑑𝑌 ) and the
initial conditions for simulation are 𝑥0 = 0, 𝑣0 = 0, we
can find from (49) and (51) the relation
𝑥𝑠𝑑 ≈

2
𝑎𝑡𝑑𝑌

(52)

2

that connects the safety distance 𝑥𝑠𝑑 , the acceleration 𝑎
and the desired transition time 𝑡𝑑𝑌 . Note that any of these
three quantities 𝑥𝑠𝑑 , 𝑎, 𝑡𝑑𝑌 can be determined from (52)
when the other two are known.
The control input signals entering the AV dynamics
block in Fig. 2 are the acceleration 𝑎 and the steering angle
of the front wheels 𝛿. The control output signals are
calculated by the control system blocks in Fig. 2 using the
desired y-coordinate 𝑦𝑟𝑒𝑓 , the actual coordinate 𝑦 and also
the first

𝑑𝑦
𝑑𝑡

and second time derivatives

𝑑2𝑦
𝑑𝑡 2

of coordinate

𝑦 from feedback.
Simulation results for AV lane change maneuver with
m
parameters 𝑦𝑟𝑒𝑓 = 3 m, 𝑎 = 0.4 2 , 𝑡𝑑𝑌 = 14 𝑠, 𝑁 = 70
s

yielding safety distance 𝑥𝑠𝑑 ≈ 39 m are shown in Figs. 35. The dynamics of input and output parameters (steering
angle 𝛿 and coordinate 𝑦) are illustrated by Fig. 3. The
behaviour of AV state parameters – dynamics of velocity
and yaw angle is shown in Fig. 4. Resulting trajectory is
shown in Fig. 5. One should notice smooth transition to
desired new lane coordinate 𝑦𝑟𝑒𝑓 with very low overshoot
and with exactly predicted time and distance. Also, AV
trajectory for simulation with another parameters 𝑦𝑟𝑒𝑓 =
5𝑚, 𝑎 = 0.1

𝑚
𝑠2

, , 𝑡𝑑𝑌 = 18𝑠, 𝑁 = 120

for

safety

distance 𝑥𝑠𝑑 ≈ 16 𝑚 is shown in Fig. 6.
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Fig. 2. Simulink-style block diagram for AV with adaptive control. Feedback loops realize the equation (16) based control algorithm.

Fig. 3. Input control signal (steering angle 𝛿) (left) and output value (coordinate 𝑦) (right) for 𝑦𝑟𝑒𝑓 = 3 m.

Fig. 4. Velocity (left) and heading angle 𝜃 (right) for 𝑦𝑟𝑒𝑓 = 3 m.

Fig. 5. AV trajectory for simulation with parameters
𝑚
𝑦𝑟𝑒𝑓 = 3𝑚, 𝑎 = 0.4 2 , , 𝑡𝑑𝑌 = 14𝑠, 𝑥𝑠𝑑 ≈ 39 𝑚, 𝑁 = 70.
𝑠

1334

Fig. 6. AV trajectory for simulation with parameters
𝑚
𝑦𝑟𝑒𝑓 = 5𝑚, 𝑎 = 0.1 2 , 𝑡𝑑𝑌 = 18𝑠, 𝑥𝑠𝑑 ≈ 16 𝑚, 𝑁 = 120.
𝑠
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V.

CONCLUSIONS

In this paper we described rather complete kinematic
and dynamic models of a light weight class autonomous
vehicle. Relying on the mentioned vehicle models, we
composed a control system capable to assure smooth lane
changes of the AV by controlling the steering angle within
predefined time and or distance limits. The performance of
the controller system was validated by simulation example
in Simulink/MATLAB environment.
From the applications viewpoint, we believe that the
offered adaptive control approach to assure the smoothness
of lane change trajectories of AVs. This adaptive control
approach can be seen here as an automatic tuning of the
control system parameters was found to exhibit various
transients’ times of coordinate 𝑦.
The proposed methodology gives possibility to adjust
desired parameters like planned lateral shift of AV moving
lane, the transition time 𝑡𝑑𝑌 for lane change and/or
available distance 𝑥𝑠𝑑 for performing the lane change
maneuver. Control system design methodology is suitable
for AVs having highly nonlinear mechanical model. One
limitation of this model is that we consider the acceleration
don't zero value.
The proposed control system has a relatively simple
realization that may implemented on the basis ordinary
microcontrollers. The rather general definition of
mathematical model allows extension to different weight
class autonomous vehicles. The testing of the proposed
methodology will be performed on the basis of autonomous
vehicle ISEAUTO platform at Tallinn University of
Technology [3,4]. Further applications are associated with
use on autonomous shuttle minibuses in smart city
environment [10,11].
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Abstract - The topic of this paper is to study the
possibility of using Unity game development engine for
robot control. The aim of the work is to create a virtual
environment in which the game of chess is simulated,
through a duel of two robots controlled by artificial
intelligence. As part of the work, real robot models were
implemented in the Unity game engine. The simulated
robots were ABB’s IRB-120 arms with two joints. The
movement of the robot is fully simulated within the physics
simulation in the Unity system. The Forward and Backward
Reaching Inverse Kinematics (FABRIK) algorithm was used
for the inverse kinematics algorithm. For calculating the
next move, external artificial intelligence library Stockfish
was used and integrated with the Unity game engine. The
final application has automated moves between the robots,
has the option of a simple change of the viewpoint through
camera movement, and is intended to be used in future
work for the control of a real robot.
Keywords - chess; artificial intelligence; industrial
robotics; inverse kinematics; Unity

I.

INTRODUCTION

Driven by 4.0 Industry (Internet, IoT development)
technologies, in general, are developing in a smarter,
faster, more independent, and intelligent way which made
a great impact on robotics as well. Artificial intelligence
through machine learning is the driving force of Industry
4.0. Factories, assembly lines, robotic surroundings in
general, are changing in the direction of smart factories,
special machinery solutions, more intelligent sensors, and
having better interconnection between machines. These
special machinery solutions with sensors and AI are
purpose-specific, and not readily adaptable for different
usage cases or environments. This fact refers explicitly to
software that tends to be installed for specific purpose and
is not reusable. At the same time, robot programming,
robot producers, and robot integrators do not develop as
fast as the rest of the technology world, as their focus is on
hardware and a broad base of maintenance products and
services. Simple repetitive actions rely on classical robot
programming which is slow and expensive. Furthermore,
there is a limited and specialized pool of programmers that
are fluent in these programming languages, which makes
development processes additionally cumbersome and
expensive.
Robot programming should be simple, effective, and
invite as many companies as possible into the robot's
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ecosystem. Therefore, enabling easy and efficient robot
programming for different robotic platforms is an
important objective. Here is where the use of game
engines for robot control enables a very large pool of
programmers to create applications for robots as
programming in these engines uses very popular
programming languages such as C++ and C#.
To realize a system in which a real-world robot is
controlled from a game engine several complex steps need
to be completed. First is sensing and replication, as the
real-world robot needs to detect and sense real-word
objects and a replica of the real-world needs to be created
in the virtual world of a game engine (including the robot
itself). Second, the logic of the robot control and
simulation of robot movement need to be implemented in
the game engine. Third, an API for real-time robot control
needs to be created between the game engine and the
physical robot.
In this paper, we focus mostly on the second step. We
present AutoCHESS, a simulation program in which two
industrial robotic hands play a game of chess against each
other. The flow of an AutoCHESS game as well as the
movements of the robotic arm are fully automated with
the help of a simple state machine. The move logic relies
on the currently best free chess move calculation
algorithm Stockfish. With it, robotic hands know which
move is optimal in the current state of the board. To
calculate the complex movements of the robotic arm
joints, we had to choose one of the algorithms of Inverse
Kinematics (IK). The FABRIK algorithm proved to be a
good choice due to the fast performance and
approximately accurate movement that satisfied the level
of precision required to move the figures. In future work
we will focus on sensing and replication, and on API
between a virtual and real robot
The paper is organized as follows: Section 2 brings the
related work, followed by the description of the technical
characteristics of the systems used in the development of
the prototype. Implementation of the prototype is
explained in detail in section 4, and the paper is concluded
in section 5.
II. RELATED WORK
There are several recent papers that deal with real-time
robot control from game engines. In [1] authors present
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the methodology and development tools employed to
specify the path of an industrial robot in a virtual
environment (VE) using the Unity game engine. The
purpose of the developed VE is for the training of pathfollowing tasks such as welding. The authors also develop
their own IK implementation. A memetic evolutionary
algorithm for IK is presented in [2], and authors also
create their implementation in Unity.
Authors in [3] combine Unity with well-known Robot
Operating System (ROS) [4] to create a monitoring
system for a welding robot. The system is implemented in
the real world with real-time robot control with multiple
constraints on the movement of the monitoring robot. The
communication between ROS and Unity is also a topic of
[5] in which authors create a middleware ROS2Unity for
communication between Unity and ROS and compare it
with the state-of-the-art Unity-ROS plug-in from Siemens
ROS#. Unity-ROS combination was also used in [7] for
the control of autonomous delivery robots. In the paper
the authors combined interaction between real and
simulated robots, both being controlled from Unity in realtime. Another evaluation on mobile robots was done in [8]
in which Unity-based simulation was compared with
Gazeebo with the basic goal to judge the performance of
Unity as a simulator for mobile robots in comparison to
reality and Gazebo. Also, the author investigated whether
Unity, in combination with ROS, can be used for the
simulation of mobile robots for research purposes. The
results of the qualitative benchmarks indicate the
simulation in Unity can reproduce the basic behavior of
the robot when it comes to friction and slopes.
Similar work to ours, but without the integration of an
external AI has been done in [6]. The authors simulate a
welding robot ABB IRB4600-60/2.05 in Unity for the
purpose of training. Both and IK and forward kinematics
(FK) are implemented in the simulation. Digital twin (i.e.,
copy of the real manufacturing system, which can be
controlled and programmed in real-time directly from the
computer application model of the industrial robot) for
robot control via VR was implemented in Unity [9].
Finally, Unity was used to simulate a whole
manufacturing environment comprising of multiple robots
[10]. In general, our work, while shares significant
similarities with past works is the first to create a
simulated robot fully run on the AI for playing chess.
The implementation of the described program was
performed in the Unity engine. Unity allows us a quality
graphical visualization of the AutoCHESS chess
simulation. The simulation can be run directly from the
Unity engine as well as via the corresponding executable
file. Within the program, the user can control the dynamic
camera with mouse movements. After the end of the
game, the execution of the program stops.
III.

TECHNICAL CHARACTERISTICS

A. Unity engine
Unity is a game engine that enables the development
of virtual environments whose applications extend even
into the film industry, industrial applications, and
architecture. It is widely used because of its flexibility
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and adaptability that allow development teams to
customize the tool to their needs. Unity uses C# for all
scripting. The model under which Unity is licensed is
very simple. A product that has annual revenue of less
than $100,000 can use all the features of the system
completely free of charge. When this limit is exceeded,
the user is required to pay an annual subscription in order
to continue to use it legally.
B. Chess
Chess is played on special boards consisting of 8 rows
and 8 columns. Each player at the beginning of the game
has 16 pieces placed in the given order. The game is
started by a player with white chess figures making his
initial move. The goal of the game is to attack pieces of
the opposing team to secure the position of the board in
which the opponent has nowhere to move the attacked
king (checkmate position). If this condition is met, the
game ends. Some special rules allow different
movements of the figures. The first of these is "pass in
attack." (French: "En passant"). If both players move
their pawn by two moves on adjacent columns, the player
who played that move first may move to the opponent's
column and attack the opponent's figure in passing.
Another special rule applies to "castling." This move
allows you to change the position of the left or right rook
with the king in case neither of these two figures moved
in the previous part of the game. The last special move is
"promotion" where the figure of the pawn changes with
the queen or some other piece in case the pawn managed
to reach the last row of the board on the opponent's side.
C. Stockfish
The history of using computers to predict the best
possible move in a game of chess goes back a long way.
Certainly, the most famous example is the Deep Blue
computer developed by IBM during the 80s and 90s. In
1997, the computer finally defeated the former world
chess champion, Garry Kasparov, for the first time. From
then until today, numerous algorithms of the same
purpose have appeared that perform a very complicated
and computationally intensive job of finding the optimal
move. One such algorithm is Stockfish which is currently
the most advanced publicly available algorithm [11]. It
has either won or finished second in all major chess
algorithm competitions in the last 7 years. It currently
holds the world title.
The user can change certain parameters of the
algorithm when calculating moves, such as the length of
the calculation in seconds as well as the depth of the
search. The latest version 12 works great already on 4
CPU cores which is ideal for home and laptop computers.
The development of Stockfish is based on a distributed
testing framework where volunteers can donate CPU time
to test and improve the algorithm. The proposed changes
are thus accepted or rejected based on tens of thousands
of chess games.
As input, Stockfish accepts a board state notation
called FEN (Forsyth-Edwards Notation). FEN with only
one line of ASCII characters defines the complete state of
the game. It consists of six different fields. The first field
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focuses on the positions of the pieces, the second on the
active player, the third indicates the possibility of
castling, the fourth the possibility of an attack in passing,
while the fifth and sixth fields are special game clocks.
The half-move clock counts the number of moves from
the last attack on a figure or the last movement of the
pawn. This field is used in certain game modes and is
useful for determining the draw state of a game. The fullmove counter counts the total number of moves and is
incremented after each move by the black player. The
best move is returned in an algebraic notation.
Stockfish is written in C++, so running it within
Unity's C# environment is impossible. In order to use it,
an executable file of the Stockfish algorithm will be used
and communication to it will be implemented to get the
best move.
D. Inverse Kinematics – FABRIK
Inverse kinematics is a complex mathematical task in
which it is necessary to determine the configuration of the
joints so in our case, the gripper that is attached to the last
joint can be in the desired position. Many inverse
kinematics algorithms require large computing resources
and execution time, which is not desirable for a real-time
system. Fortunately, FABRIK (Forward and Backward
Reaching Inverse Kinematics) is a heuristic method that
avoids the use of rotational angles or matrices, but instead
finds each joint position by locating points on lines. The
algorithm converges to the correct solution within a short
time, creating realistic poses of chained joints. The
precision level required is indicated through a parameter
that describes how many decimal points are considered.
FABRIK also supports multiple chains with different end
effectors. There are also, analytical inverse kinematics
methods for the 6 Degrees of Freedom (DoF) robot, but
we wanted to use this method for generalizability and
possible reusing for other purposes and robot
configurations. Also, we used a simplified way of moving
the robot hand in only 2 dimensions, whilst we moved the
whole robot on the third axis, as described in the next
section.
The calculation is performed in two phases wherein
the first phase (Error! Reference source not found.) we
calculate the positions backward.
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Figure/Chart 2: Forward pass of the FABRIK
algorithm

Here comes the part of the algorithm that moves
forward. (Figure/Chart 2) From the starting point, we
draw a vector to the first next newly calculated point
from the part of the algorithm backward. Its length is
calculated as the distance between the starting point and
the next point from the backwards part of the algorithm.
We repeat the process for all the following points until
the chain reaches the end. We can now observe that the
position of the newly calculated endpoint is closer than it
was. The algorithm is thus repeated until the result
converges to the desired position. The position is never
perfectly accurate, so this method belongs to the
approximate type methods, but it is precise enough for
our use in this simulation.
E. ABB IRB 120

Start
backward

No

From the desired endpoint, we draw a vector towards
the previous point that is the same length as the length
between the current endpoint and the previous point. The
process is repeated for all points in the chain until we
reach the starting point that must be static. The starting
point of the chain now does not match the actual starting
point before the algorithm was run.

Target

The IRB 120 is a 6-axis industrial robot, with a maximum
payload of 3 kg, designed mainly for manufacturing
industries that are focused on robot-based automation
(Figure 3). The robot has an open structure that is easily
adaptable to any use case scenario. It is weights 25 kg
and can be mounted on vertical surfaces. It can easily
communicate with external systems through a robust 16
in, 16 out, I/O system. Since playing chess only requires a
few basic movements of the robot arm, in our simulation
we only use x and y-axis movement in Unity’s cartesian
coordinate system. When needed, the whole robot moves

Figure/Chart 1: Backward pass of the FABRIK
algorithm

1338

MIPRO 2021/RTA

along the z-axis to reach different rows on the
chessboard. The attached small gripper for the sake of
simplicity grabs each figure in the same way using
collision detection through colliders. There are multiple
figure sizes available to purchase so in a real-life version
of this system, the figure size needs to be considered.

Figure 3: IRB 120 dimensions in millimeters

IV.

IMPLEMENTATION

The implementation of this project can be divided into
several classes. Each class is related to a part of the
functionality that we will describe in more detail in this
chapter.
A. Figure class
Figure class represents chess pieces. Each instance of
this class has a name, piece type, team color, row and
column in the chessboard, bool variables that indicate if
the piece has moved 2 places and if the piece is still in
play. Finally, it has a reference to the GameObject itself
and its associated collider. Since the markings of the chess
field differ from the index of the classical matrix data
layout, it is necessary to implement methods which will
enable movement from one layout to another. Using
nested lists enables avoiding conversion for rows, but the
TransformChessColumn and TransformColumn methods
still need to be implemented. Both use switch-case
condition blocks from they return the exact column values
to access the panel data in the nested list. The class has
two constructors that differ only in reference to the
GameObject and the collider. To avoid several
unnecessary errors in further parts of the system, an empty
figure type is created on empty fields. This class also
defines the important FigureType enumeration that other
classes of this program will use.
B. ChessController
The ChessController class is primarily in charge of
initializing the chessboard, more precisely the data
structures of the figures that are in the scene at their
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starting positions. The main part of this method is the
sequence after which the found objects and their
corresponding positions and data are written to a nested
list called chessBoard.
Other methods of the class, such as the GetKing
method, which, by searching the chessBoard list, finds the
king piece of the selected team in the method call
argument. The CheckCastling method checks the ability to
castle by examining if the king and associated rook
needed for the move have already moved. Both castling
options need to be checked, one on the queenside, the
other on the kingside, and after execution. An important
note with this method is that it is not necessary to check
the positions of the surrounding figures because later the
Stockfish algorithm will know when it can and when it
can’t do the castling move. It is only important to check if
the pieces have moved in the current game. The
CheckEnPassantSquare method checks the availability of
passing attacks similarly by searching the chessBoard to
see if any of the pawns have moved two places and returns
the required location.
C. GameController
GameController is the most important class related to
the management of this system. Its task is to control the
game itself, communicate with the Stockfish executable
file, and manage the positions of the figures, the robotic
arm, and its joints.
1) Start method
Within the Start method, which always executes first
in each Unity class that inherits the MonoBehavior class,
the values of several variables used throughout the
program are set. Most of these variables are the type of
Transform or Vector3. They are used mostly for different
position calculations. Here, tags the tags are used to obtain
the initial positions of the robotic arms, the available
positions of the robots, and the position of the robotic
gripper. At the end of the method, a StockFish method is
called which oversees starting the external process used to
calculate the moves.
2) Stockfish method
Due to the different programming languages used by
Stockfish and Unity, it is necessary to run the executable
file of the Stockfish program as a separate process.
Initially, only the location of the executable file itself, and
setting all the necessary StartInfo parameters are needed
before starting the process. Of the more important settings,
there are flags that redirect Unity’s standard input and
output to the newly opened process as well as a flag that
hides the Stockfish console window. The process is started
at the beginning of the execution and when it is not used
actively, it waits in a ready state for the calculation of next
moves.
3) GetBestMove method
This method relies on a previously started external
Stockfish executable process and performs the
communication needed to obtain the optimal move. To
begin, it is necessary to send the current state of the
chessboard in FEN format. After that, the parameters of
the calculation are determined. Here, using the random
number generation method, the computational time for the
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next move is returned to increase the chance of variations
and potential algorithmic errors to make the games
themselves more interesting. After that, it is necessary to
wait for the specified time until the data regarding the next
move is available. The text data needs to be parsed and
returned as a result of the execution in the move variable.
Since the result of Stockfish contains additional data, the
line with the best move is identified via the CheckEndLine
auxiliary method.
4) ExportFEN method
The ExportFEN method is used to convert the state of
the board to text format for the Stockfish program to
analyze. The FEN notation consists of six separate blocks.
For the positions of the figures, it goes through the whole
nested list, and in case of finding the pieces, writes down
their position. In the case of empty spaces, the counter in
charge of listing them is increased, which is written in a
text line each time a series of empty spaces is interrupted
by a figure. The previously explained methods of
checking to castle and passing attacks found in the
ChessController class are now used to test these two
moves for the third and fourth blocks of FEN. Finally, the
counters related to the game need to be calculated by
converting the values incremented in the state automaton
into text and writing them into the final form of the FEN
notation.
5) CalculateHalfMoveClock method
The method used to calculate the half-move counter is
called in the state automaton within the Update method of
this class. LINQ (Language-Integrated Query) is the name
for a set of technologies that can be used to query the data
structures in which the data is stored. LINQ methods are
quite slow to perform compared to other solutions, but
since our list of figures is always identical in size of 64
figures, the execution of these expensive methods in this
case will not affect system performance. This will avoid
the constant use of nested for loops and sequential data
search. LINQ method Find will find a figure that
corresponds to a predicate written using a lambda
expression. In it, a figure that corresponds to the position
of the currently played move will be found, as well as a
figure that is in the place where the first figure will be
after the move is executed. Both values can be obtained
from the global variable move.
6) CalculateMovePositions method
The variable move that contains the optimal next move
needs to be converted into physical locations in 3D space
which will then be used by the robot arm. This method
oversees that job. The LINQ field search method is used
to search for the figuresLocations variable, which contains
all the central locations of the figures on the board. When
the lambda expression finds a matching object, its position
is saved in the form of a Vector3 variable. In addition to
identifying the starting and ending position of the figure
that is obtained from the move variable, the transition
point as well as the starting point of the robotic arm to
which it must return at the end of each move must be
identified. The transition location is obtained by looking
for the center between the start and end vectors and
increasing the y component to avoid colliding with other
figures. Once all 4 required positions to execute the move
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are obtained, they are sent in the form of a list back to the
state machine where this method is called.
7) SetRobotPosition method
In addition to the position of the robotic arm, the
position of the robot itself along the z-axis of the cartesian
coordinate system within Unity is also important. From
the moves, it is easy to read the required positions of the
robot by extracting the column labels and find their value
in the variable robotLocations.
8) MoveChessBoard method
Using the LINQ method FindIndex, the positions of
the figures from the move variable are found and sent to
the additional method CheckSetFigureMove before
refreshing the state. In it, the bool variable, which
indicates that the figure has moved is refreshed, and in the
case of pawns, the variable that indicates double
movement. After returning to the initial method, the
location of the objects in the list is changed. The final
location of a figure is set as its new location while a new
empty figure is created in place of the starting location.
The method ends by refreshing the locations of the
moving figure.
9) CheckEndRound method
To stop the execution of the program in case the game
is over, few different conditions need to be checked. In
case there are only 2 kings left on the board, the result of
the game is a draw and the game stops. Another end
option is in case the half-stroke counter exceeds 50. The
last and most common end of the game occurs after a
checkmate on the board where Stockfish does not return
the next move. In all three cases, the game is over, and the
state machine goes into the final state.

Figure 4: The black robot arm completing a move

10) CheckQueenRespawn method
One of the rules that are the exception is the promotion
of the pawn. In case the pawn reaches the last row of the
board, it can be exchanged with the queen. We change its
object with a new queen object to which we must set the
necessary parameters. It only remains to destroy the object
using the Destroy method.
11) Update – State machine
Within the Update method of this class, there is a
simple state machine divided into states and sub-states.
We have the initialization state, the turn state, and the end
of the game state. The sub-states are used to manage the
state of a single move that has several different stages
during execution. The initialization state sets the counter,
the starting position of the robot, and the player who is
next. After that, the turn state follows which has several
sub-states. The first thing needed is creation of a FEN
notation, then sending that notation to the Stockfish
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process and getting back the optimal move. At this point,
it’s a good idea to check to see if the game is over given
that there may be no moves left due to the checkmate
condition. We set the location of the robot, the flag that
the initialization of the move is over and move on to the
next sub-state. For the robot's movements and the robot's
arms to be fluid, we must perform each movement
iteratively. MoveTowards method interpolates the current
position of the desired object between the start and end
vector with a given speed parameter. When the precision
condition of the current position of the robotic arms grip is
met, the automaton transitions to a new state.
After positioning the robot on the correct column of
the board, it is needed to recalculate the positions of the
robot because these new ones differ in the z-axis
parameter. The gripper goes from the starting position to
the transition position, from the transition position to the
starting position of the move, and immediately back to the
transition position (Figure 4). After that, the robot must
adjust its z position and continue with the move. The
gripper then travels from the transition position to the end
of the move position and back to the transition position.
Eventually, the gripper is placed in the starting position
and waits for its next move after the opponent makes his
own. After executing moves in the last sub-state, it is
needed to refresh the counters, the positions of the figures
in the data structure, change the active player, and remove
the initialization flag. The state machine cycle is then
repeated until the end-of-game method transfers the
current state to the end state.
D. FABRIK algorithm implementation
The FABRIK algorithm is implemented through
several separate methods in the FABRIK class. The
initialization method sets the required Transform values
for the joints, starting positions as well as root position.
We iteratively go through setting the initial positions of
the rotations, the positions of the successors, and the
lengths of the links depending on how many joints and
links our robotic arm has, where in our case, they are
organized in two main arm sections After the robot was
successfully initialized, FindJoint method is called. It uses
tags to search for robot elements in the scene marked with
a "Joint" tag and returns the parent node depending on the
tag search results. The ResolveIK method needs to be
called each rendering of a frame to get the necessary
positions for the fluid movements of the robot.
Once the desired position of the gripper is obtained, it
is checked if it is accessible within the available reach of
the arm. All the joints of the robot are maximally stretched
and if the point is accessible, the calculation starts. After
each iteration, it is checked whether the position of the
end joint is sufficiently accurate relative to the required
accuracy. Depending on this condition, the algorithm
repeats or terminates the execution. The movement of the
robotic arm looks realistic because the speed of the
movement is a constant value within the specification of
the robot where the gripper travels linearly until it reaches
the desired position. The method only considers the
position of the joints limited to two axes that are used, the
cartesian x and y-axis in Unity.
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V. CONCLUSION
The implemented system showcases the two robots
playing chess in the virtual world as one of the steps of the
final goal of enabling two physical robots to play chess
using virtual world simulation in Unity. The choice of an
artificial intelligence algorithm proved to be optimal
because Stockfish was able to calculate a move with a
high Elo score in a very short time. The FABRIK
algorithm, with its approximate method is sufficiently
precise for our use case in which the speed of calculating
the position of the joints is more important than the
absolute precision offered by some other known
algorithms. The Unity system also proved to be a very
good choice as it enabled easy logic implementation as
well as visualization of the results. The simulation is
prepared for the conversion into a real-world example and
showcases how a robot simulation within Unity can be
created with “general purpose” programing languages
C++ and C# which are widely known.
In future work, we aim to use an API to the real robot
via a system such as ROS or some of the existing ROSUnity middleware or via direct driver writing for specific
robots. We also aim to create a sensing system using
computer vision based on neural networks to detect realworld objects and recreate them in the virtual world.
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Abstract—Depth estimation is an important task in
robotics and autonomous driving. By estimating depth and
relying only on a single camera, it is no longer necessary
to add and calibrate additional sensors – usually a second camera. However, such an approach requires training
on extensive datasets and obtaining real-world datasets is
time consuming and costly. Given that, using photorealistic
simulators can be beneficial, since a multitude of varoius
scenes can be created. In this paper we present an approach
to training a deep neural network based on the ResNet
architecture for estimating depth from a single camera. We
target road vehicle scenes and use the CARLA simulator.
We evaluate the trained network on the real-world KITTI
dataset images and in the CARLA simulator. In the simulated
experiments, we compare the performance with respect to
the changes in camera intrinsic and extrinsic calibration
parameters with respect to the ego vehicle frame.
Keywords—Monocular depth estimation, Self-supervised
training, CARLA simulator

I. I NTRODUCTION
Depth estimation is an important challenge in many
areas such as robotics or autonomous driving. Estimating
depth from a single image is an ill-posed problem as
an input image can have multiple possible corresponding
depth maps. Despite that people can estimate depths very
accurately relying on their vision and previous knowledge
about the world around them. First stage of estimation
using neural network is the training phase, where neural
network extracts knowledge about depths and sizes from
large amount of data. Based on the extracted knowledge,
neural network outputs depth estimates using only a single
image. Conventional sensors for depth estimation used at
this point are stereo cameras, radars and lidars and current
autonomous driving systems usually rely on information
collected from all of them. The motivation to use only
a single camera for depth estimation is when systems do
not have stereo cameras [1] or the stereo cameras do not
capture the whole field of view [2]. Another substantial
advantage of relying only on a small camera is that it can
be placed almost anywhere, e.g. on small robotic arms, and
its low price and power consumption can play a key role
in some applications. Depending on the data given to the
neural network during training phase, we can distinguish
two different approaches – supervised depth estimation
and self-supervised depth estimation.
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A. Supervised depth estimation
During supervised training neural network is given
images with depth information about some of its pixels.
The most common approach is using depth information
of objects collected by lidar sensors. Downside of this
approach is sparsity of the collected data, i.e. some pixels
are missing depth information. To tackle this problem
monocular video [3]–[5] or stereo pair [6]–[9] of the scene
can be used. It is also possible to give smaller weights to
pixels with no depth data [3] or to completely ignore them
[10].
Depth can also be estimated by using information about
sizes or relative distances of objects in an image. In
[11] image is divided into grids of equally sized patches.
Afterwards, real-world sizes of dominant components are
annotated in each patch. In [12] input images are annotated
with relative depth between pairs of random points.
One way to avoid using sparse depth maps during training is by generating synthetic datasets. The advantages of
synthetic datasets are the ability to make perfect depth
maps, where every pixel has its depth information, and
the possibility to create scenes that are difficult to acquire
in real world. A drawback of applying this approach is
that it introduces the problem of domain bias – a model
trained on synthetic data can experience challenges when
being applied in real-world scenarios [13]. Synthetic depth
maps can also be created from real-world images. In [14]
a large depth dataset is produced from Internet photos of
well-photographed landmarks and each landmark was reconstructed using structure-from-motion (SfM) and multiview stereo (MVS) methods. That way an artificial depth
map of each landmark is obtained and can be used in
training.
B. Self-supervised depth estimation
Accumulating large datasets with quality depth maps is
very costly and time-consuming. A promising alternative
to overcome this issue is a self-supervised learning approach. This opens up a possibility of making use of many
different datasets that were not originally meant to be used
for depth estimation. Since information about ground-truth
depth of pixels is not used during training, it is necessary
to introduce another way of supervision. The same scene
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is observed from different viewpoints and the network tries
to perform consistency of object depths among all of them
with the goal of minimizing photometric reprojection error.
This can be done with a stereo pair of the scene taken
by two cameras with known relative position to each other
[15]–[22]. A scene can also be captured by a moving
monocular camera where each frame shows the scene from
a different point of view [23]–[29]. The problem is that the
movement of the camera should also be estimated, which
adds additional complexity to the problem.
Issues when training deep models can come from regions with inconsistent brightness (non-Lambertian regions) and non-textured regions. Adaptive geometric consistency loss [25] resolves these problems effectively.
Further methods considers adding additional criteria to the
loss function. In [27] the inferred 3D geometry of the
whole scene is explicitly considered and consistency of
the estimated 3D point clouds and ego-motion is enforced
across consecutive frames. Similarly, [28] models moving
objects and introduces object size constraint. In [29]
regularization using prior knowledge about 3D translation
fields is shown to be sufficient to achieve comparable
results to other methods.
In this paper we analyse the performance of Monodepth2 convolutional deep neural network that was
trained in a self-supervised manner on real-world data and
synthetic scenes that we generated. We test the additionally
trained network on the real-world KITTI dataset and on
CARLA simulated scenes, where we aim to analyze the
performance of the network with respect to changes in
the intrinsic and extrinsic camera calibration parameters.
Specifically, in comparison to the original training setup,
we changed the relative position of the camera with respect
to the vehicle base frame and the focal length of the
camera. We measure the performance of the network
by using three different metrics: mean absolute relative
error, root mean squared error and threshold accuracy.
The results show that changes in the extrinsic parameters
affects the accuracy, most notably in the case when camera
was placed closer to the ground.
The paper is organized as follows. In Section II we
introduce the deep neural network that we used in this
paper, the CARLA simulator and describe the simulated
scenes. In Sec. III we present the accuracy metrics and the
final experimental results that make the most of the paper.
In the end, Sec. IV summarizes our findings.

a) Per-Pixel Minimum Reprojection Loss: Existing
self-supervised methods average reprojection error across
multiple source images compared to the target image.
These methods struggle when some pixels are not visible
in all the source images and result in high reprojection
error. This can easily be solved by finding minimum
reprojection error for all the source images.
b) Auto-Masking Stationary Pixels: Most monocular
methods are used under the assumption that the same scene
is observed from different points of view. This assumption
breaks down if the camera is not moving or if some objects
have the same velocity as the camera. In such cases, some
pixels or all of them, are not changing positions across
different frames and are ignored during the training phase.
c) Multi-scale Estimation: Existing models computed photomertic errors on images at the resolution of
each decoder layer. It is observed that this can lead to an
ambiguous photometric error in low-texture regions at low
resolutions, which is why lower resolution depth maps are
first upsampled to the input resolutions before computing
the error.
B. CARLA Simulator
CARLA (CAR Learning to Act) [34] is an open-source
driving simulator developed to support development, training and validation of autonomous driving systems. In this
work CARLA simulator is used for generating monocular
videos for model training. Camera was mounted on the
center of the car and the car was driven inside four
different maps. The maps include basic town and rural
environments and more complex town roads with multiple
lanes, highways, roundabouts, tunnels, etc. CARLA is
also used for generating test images which are captured
inside a map that is not represented in the training dataset
but includes mostly the same landmarks. During testing
phase, we used four cameras with different extrinsic and
intrinsic calibration parameters to assess the influence
of miscalibration on the accuracy of the models’ depth
estimation. For each image in the test dataset there is also
a corresponding depth map needed for evaluation. In both
training and test datasets various weather conditions and
traffic densities are represented. An example of model
depth estimation in three different scenes is given in
Fig. 1.
III. E XPERIMENTAL R ESULTS

II. P ROPOSED S YSTEM OVERVIEW
A. Monodepth2
Monodepth2 is a convolutional neural network used in
this work for training depth estimation models [30]. It
is based on general U-Net architecture [31], an encoderdecoder network with skip connections. ResNet18 [32]
network is used as an encoder and it is pretrained on
ImageNet [33], a large dataset of real-world images,
which improves accuracy compared to models trained
from scratch. In [30] several improvements to existing selfsupervised monocular training are proposed:
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A. Metrics
For a simple comparison of different depth estimation
methods, it is important to use standard metrics. The most
common metrics are given below. For all the expressions
∗
below, yi,j is the model estimation of the pixel depth, yi,j
is the ground-truth pixel depth, and n is a number of pixels
in an image.
a) Mean Absolute Relative Error (MARE):
MARE =

∗
|
1 X |yi,j − yi,j
∗
n i,j
yi,j

(1)
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Fig. 1: Depth estimation of a model trained on CARLA dataset (darker colors correspond to larger depth)

Monodepth 320×1024 BS 12 (20)
Carla 256×448 BS 12 (16)
Carla 448×768 BS 4 (18)
Carla 96×160 BS 12 (20)
Carla 96×160 BS 16 (20)
Carla 192×640 BS 8 (12)

KITTI
0.115
0.287
0.290
0.299
0.261
0.282

Carla normal
0.431
0.275
0.295
0.275
0.272
0.269

Carla up
0.389
0.288
0.289
0.300
0.308
0.294

Carla down
0.873
0.532
0.592
0.535
0.557
0.568

Carla FOV
0.428
0.296
0.311
0.287
0.283
0.277

TABLE I: Comparison of MARE (dark green is the best, red the worst, while underlined is the best CARLA model)

k which correspond to threshold values 1.25 and 1.95
respectively.

b) Root Mean Squared Error (RMSE):
s
RMSE =

1X
∗ )2
(yi,j − yi,j
n i,j

(2)

c) Threshold accuracy (δk ) :
 ∗

y
y
∗
% of yi,j
s.t. max yi,j
, yi,j
< thr = 1.25k .
∗
i,j
i,j

Threshold accuracy shows the percentage of estimated
depths that are within the interval around the actual
value. The boundaries of the interval are determined by
the threshold value which is defined by the parameter k.
In this paper, values 1 and 3 are selected for parameter
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B. Setup
Models are evaluated on KITTI dataset and CARLA
dataset with different camera setups which are described
below. All CARLA datasets capture the same scene, but
from different viewpoints as illustrated in Fig. 2. The focus
of this work are the models trained on CARLA dataset,
which will be called CARLA models hereinafter. CARLA
models are also compared to the model trained on the
KITTI dataset, called Monodepth, taken from [30]. Model
names contain resolution, batch size (BS) and the number
of training epochs, respectively. All models are trained
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Monodepth 320×1024 BS 12 (20)
Carla 256×448 BS 12 (16)
Carla 448×768 BS 4 (18)
Carla 96×160 BS 12 (20)
Carla 96×160 BS 16 (20)
Carla 192×640 BS 8 (12)

KITTI
4.701
7.987
8.443
8.022
7.677
7.212

Carla normal
7.228
5.001
5.147
5.381
5.385
5.120

Carla up
6.571
5.341
5.131
5.548
5.469
5.562

Carla down
8.617
7.231
7.154
7.609
7.492
7.387

Carla FOV
7.057
5.128
5.168
5.294
5.291
5.082

TABLE II: Comparison of RMSE (dark green is the best, red the worst, while underlined is the best CARLA model)

Monodepth 320×1024 BS 12 (20)
Carla 256×448 BS 12 (16)
Carla 448×768 BS 4 (18)
Carla 96×160 BS 12 (20)
Carla 96×160 BS 16 (20)
Carla 192×640 BS 8 (12)

KITTI
0.879
0.607
0.596
0.555
0.622
0.563

Carla normal
0.345
0.565
0.574
0.516
0.520
0.561

Carla up
0.371
0.507
0.526
0.469
0.561
0.479

Carla down
0.197
0.315
0.305
0.295
0.288
0.281

Carla FOV
0.350
0.549
0.561
0.506
0.514
0.554

TABLE III: Comparison of δ1 (dark green is the best, red the worst, while underlined is the best CARLA model)

Monodepth 320×1024 BS 12 (20)
Carla 256×448 BS 12 (16)
Carla 448×768 BS 4 (18)
Carla 96×160 BS 12 (20)
Carla 96×160 BS 16 (20)
Carla 192×640 BS 8 (12)

KITTI
0.982
0.924
0.928
0.923
0.936
0.921

Carla normal
0.742
0.931
0.936
0.912
0.910
0.930

Carla up
0.806
0.920
0.939
0.909
0.914
0.913

Carla down
0.517
0.740
0.734
0.688
0.687
0.698

Carla FOV
0.742
0.923
0.928
0.902
0.903
0.921

TABLE IV: Comparison of δ3 (dark green is the best, red the worst, while underlined is the best CARLA model)
until the validation error starts to increase, which is a
standard practice when training deep models.
a) KITTI: One of the most widely used datasets for
training and testing deep models is the KITTI dataset
[35], which which we use to examine the sim2real gap
by evaluating CARLA model performance on a realworld dataset. Data is collected using a LiDAR sensor
and cameras mounted on a car, that is driven in rural
and urban areas. Some shortcomings of this dataset are
that it does not include night scenes and diverse weather
conditions. All models are tested on the subset of KITTI,
called the Eigen split, which consists of 697 images and
corresponding depth maps.
b) CARLA normal: Scenes in this dataset are captured from the camera that is mounted at the same place
as in the training dataset and this position will be referred
to as the training position. The camera is mounted on the
center of the vehicle, at the height of z = 1.7 m.
c) CARLA up: Since CARLA is a synthetic dataset,
cameras can be mounted outside of the vehicle. In this
setup, camera is moved up 1.5 m, to the position z = 3.2
m with a small rotation (pitch = −15◦ ) to see more of
the road ahead.
d) CARLA down: In this experiment, the camera is
moved down 1.2 m and left 0.8 m relative to the training
position with a small rotation towards the road. The final
position of the camera is (y = −0.8 m, z = 0.5 m, yaw =
8◦ ).
e) CARLA field-of-view (FOV): In this setup camera
position is the same as in the training, but camera’s
intrinsic parameters are now different. Focal length is

MIPRO 2021/RTA

calculated from the following equation
F =

W
,
2 tan( F OV
2 )

(3)

where W is the image width, F OV the field of view and
F the focal length. Default focal length is 640 and by
changing the F OV and keeping image width constant,
focal length is set to 600 in this setup.
C. Comparison
Tables I – IV show comparison of the model performance on different datasets for four different metrics.
Based on the model performance on each dataset, results
are shown in different colours. Dark green, light green,
black, orange and red indicate model performances from
the best to the worst performance respectively. Underlined
CARLA model achieves the best results compared to other
CARLA models on the observed dataset. Each of the
previously mentioned comparisons is done separately for
four different metrics.
As expected, the model trained on the KITTI dataset
achieves best results on the KITTI dataset. CARLA model
that achieves best results on the KITTI dataset is the one
with the smallest resolution and the biggest batch size.
A reason for that might be the domain difference, which
has larger effect on models with higher resolutions that
are more adapted to the domain they are trained on. On
CARLA datasets, CARLA models with higher resolutions
achieve better results. From the results mentioned above
it is not clear how batch size affects model performance.
Hardware limitations of a server used in this work did not
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(a) CARLA normal

(b) CARLA up

(c) CARLA down

(d) CARLA FOV

Fig. 2: Different viewpoints of the same scene
allow training of high resolution models with large batch
sizes to have more conclusive results.
To further analyse sim2real gap, we compared model
performance on real-world and CARLA datasets. The most
accurate way to do this is to compare the results of each
model on the KITTI dataset and CARLA normal dataset,
which will be called CARLA dataset in this paragraph,
since the cameras in these two datasets are in similar
positions with respect to the ego vehicle. Model trained
on KITTI achieves much better results on KITTI testing
dataset for all four metrics. Analogously it could be
concluded that CARLA models will achieve better results
on CARLA dataset, but the results show that this is not
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the case. Comparison of mean absolute relative errors
and δ3 metric (Table I and IV) show that three Carla
models achieve better results on CARLA dataset and two
CARLA models on the KITTI dataset. Comparison of
root mean squared error (Table II) shows that all CARLA
models achieve better results on the CARLA dataset, but
comparison of δ1 metrics shows that all CARLA models
achieve better results on the KITTI dataset. From the
observations above, it can be concluded that sim2real
gap is only partially true in these experiments. A model
trained on real-world scenes performs worse on simulated
scenes but not the other way around. One of the reasons
why CARLA models do not perform worse on the KITTI
dataset might be because the deep neural network used in
this work is pretrained on ImageNet – a real-world images
dataset. Although the scenes in the CARLA dataset look
realistic, they still lack a lot of details contained in the realworld KITTI dataset. These details might help the model
to estimate depths more accurately and compensate for
differences in the domain of training and test datasets.
The main focus was to see how changing camera’s intrinsic and extrinsic parameters affects model performance.
From Tables I – IV it is clear that models perform best
on the CARLA normal dataset, which is not surprising
since they were trained with the same camera setup. The
worst performance of all models on all metrics is on the
CARLA down dataset. This result is not surprising since
the viewpoint in this dataset is very different from the
viewpoint of the CARLA normal dataset, which is shown
in Fig. 2. Camera is mounted near the ground so the road
takes up much higher percentage of an image and the
fact that roads are usually very low-textured areas makes
it difficult for the models to accurately estimate depths.
This indicates a fairer metric could be used to address
this issue. Models perform similarly on both CARLA up
and CARLA FOV datasets. CARLA up dataset has quite
different viewpoint than Carla normal dataset, but unlike
Carla down dataset, images now contain more details.
Camera is placed above most objects on the road so there
are less occlusions and more objects in the area that can be
captured. CARLA FOV dataset is similar to the CARLA
normal dataset but all objects are now further away. Road
and distant objects now take up higher percentage of an
image which may be the reason why models perform better
on the CARLA normal dataset.
IV. C ONCLUSION
In this paper, we trained an existing deep network on a
synthetic dataset using the CARLA simulator. We tested
all the models on the real-world KITTI dataset and the
simulated datasets, but with different camera setups. We
show the differences in model performance and discuss
possible reasons behind them. We also demonstrate that
the relative position of the camera affects depth estimation
performance. Although monocular depth estimation lags
in accuracy compared with state of the art depth sensors,
it offers exciting new potential applications when faced
with design constraints, especially in small and resources
limited platforms. In our future work we would like to
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further analyze different combinations of model resolution
and batch size during training which were not possible in
this works because of hardware limitations. Furthermore,
new deep architectures are emerging every year which
might improve estimation results.
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Abstract – A robotic system, in general, should be safe for
the operators who are using it and, if possible, it should be
safe for the system itself and the environment it interacts
with. This paper investigates three methods for human
detection by an RGB-D camera and their adjustments for
monitored robot movement. The methods are implemented
in ROS and integrated into a robotic system consisting of an
industrial robot arm ABB IRB-2400L and an RGB-D
camera. Validation and comparison of the implemented
algorithms was performed on the recorded video dataset
containing people in the robot working area with per-frame
annotations of human presence, velocity and proximity to the
robot. The algorithms detect humans with highest recall of
98%.
Keywords - human detection,
monitored stop, RGB-D camera, ROS

I.

robot

environment,

INTRODUCTION

Automation and robotics in industry are increasing the
number of robots in work environments such as factories,
workshops and laboratories. In doing so, robots often
perform tasks in areas protected by a fence or cage where
the possibility of human injury and damage of objects due
to unforeseen movements caused by system failure is
reduced. However, integration of robots into spaces in
which humans move freely is becoming more common.
Sometimes humans, along with robots, participate in
production processes, and sometimes, due to efficient use
of space or the nature of the task a robot performs, it is
impractical to fence off the robot. Although the real
possibility of unpredictable behavior of the robot is
extremely small, due to human negligence there is still a
possibility of injury. Human, for example, can move
quickly, carry objects that obscure his field of vision, or
simply inadvertently or ignorantly run into a robotic arm
that uses great force while moving. Therefore, it is
extremely important to ensure human safety [1] by
observing the environment of the robot and ensuring the
valid reaction of the robot to the presence of human and the
characteristics of his movement in the vicinity of the robot.
The system which can ensure the human’s and the
robot’s safety has several requirements: real-time
operation, accurate assessment of the human position in
relation to the robot and ensuring detection of people in the
area where the robot is used. Real-time operation implies
that the frequency of determining human presence is

sufficient for the robot to respond in a timely manner. The
accurate position includes coordinates of the person in the
robot reference frame. Furthermore, the accurate estimation
of the speed at which the person is moving should be
determined. Finally, in order to ensure the highest possible
level of safety, a human must be recognized at all points of
the robot's operating space.
Danieli Automation provided the set of requirements
for ensuring human safety in robot environment [2]. The
requirements include recall, precision, and accuracy. Recall
represents a metric which provides a measure of detected
relevant data (humans that are in the region of interest).
Precision, as opposed to recall, represents a metric which
measures the efficiency of a system. To minimize the
system inefficiency, the value of precision should be as
high as possible. Accuracy is a metric that shows in how
many situations a human is accurately recognized and in
how many situations the human is not falsely recognized in
relation to the entire dataset. The critical requirement for a
human detection system is a very high recall value. The
recall should be as close to 1 as possible, since it cannot be
allowed that a human is present in the robot’s workspace
but not detected.
In order to fulfill the given requirements, this paper
investigates a technical safety system based on an RGB-D
camera, i.e. a camera that, in addition to the color image,
also provides information of the depth of each pixel of the
image. The developed system is fully implemented in
Robot Operating System (ROS), which is a standard in the
development of robotic systems. The system consists of the
human detection algorithms and an algorithm for
controlling the robot. The basic task of the system is to
change the speed of the robot’s end-effector based on the
information from the human detection algorithm. The robot
can fully stop, slow down or speed up, depending on the
detected human’s speed, walking direction and the distance
from the robot. Several human detection methods were
tested and analyzed in order to compare their performances.
The paper is structured as follows. Section II provides
related research of human detection methods. In Section III,
the working scenario is explained, while the HDR2 dataset,
recorded for the evaluation of the implemented algorithms,
is presented in Section IV. In Section V, the adaptation of
three methods for human detection and tracking, as well as
the implementation of the robot reactions, are presented.
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Experimental evaluation and results are presented in
Section VI. The paper is concluded in Section VII.
II.

RELATED RESEARCH

Industrial robots operating in environments shared with
humans require safety systems capable of ensuring safe
human-robot cooperation. This includes algorithms for
human detection in data from visual sensors, tracking the
detections over time and estimating the position in the
workspace, as well as integration of these algorithms in the
robot control network. The authors of [3] describe a method
that safely monitors and tracks humans in a collaborative
industrial robot workspace and control strategies that
ensure collision avoidance. A safe-network of hardware
and software modules is described, where control strategies
are used to modify the robot behavior during the
movement. The paper [4] proposes a system of different
sensors for human monitoring and tracking, where the
software for collision detection, path planning and robot
control is based on ROS. The paper shows the possibility
of combining algorithms from mobile robotics with
industrial tasks using the ROS framework for successful
setup of a collaborative robot system.
In [5], a cascade of consistency, depth-based, and colorbased algorithms is proposed as a solution to the problem
of multiple people detection and tracking in an industrial
environment. The algorithms for detection exploit Haar
features and HOG descriptors. These algorithms are used
with AdaBoost and Support Vector Machine (SVM)
classifiers on color and depth images. Tracking is
performed based on a particle filter which interpolates
sparse detection results on color histograms of humans. All
algorithms have been released as an open-source project
and are implemented as ROS (Robot Operating System)
modules. In [6], authors propose a real-time pedestrian
detection based on a contour cue and Census Transform
histogram (CENTRIST). The paper argues that contours
and the signs of comparisons among neighboring pixels are
the most important information source for human detection
achieved by a cascade classifier. That information can be
used by CENTRIST, which encodes the sign information
and captures the large-scale structures or contours. The
proposed human detector, called C4, combined with stereo
images, can produce an accurate real-time detector which
requires only one CPU core. Solution for people tracking
proposed in [7] offers a real-time multi-model people
tracking framework, equipped with both laser and RGB-D
sensors, for moving platforms. Motivated by the lack of a
consistent comparison of different people tracking
approaches, four different publicly available tracking
methods have been integrated into a common framework.
The extensive framework provides the necessary tools and
methods for evaluating different people tracking algorithms
under identical conditions. Components of the framework
are implemented as separate, reusable ROS modules that
are mostly open source. A different approach is to estimate
the full pose of a person by producing a skeletal prediction,
as proposed in [8]. This paper proposes a method for
estimating 3D human pose in real world scenarios based on
a single RGB-D image. The approach uses color and depth
information from a Kinect camera and Open Pose Library,
along with a CNN based VoxelPoseNet network, to
estimate the human pose. The human 2D pose is first
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predicted on the color image. A CNN based network
combines the 2D pose and depth data to produce 3D pose
information. The method is used for robotic task learning
from human demonstration without the use of artificial
markers. Human tracking for multi-Kinect systems
installed around a robot [9] is used for tracking humans
carrying objects and moving around a robot. The algorithm
removes the static background and the robot from the point
cloud using the real-time URDF filter [10]. The clusters are
then created from the resulting point cloud. Algorithm then
searches for the point in the cluster closest to the robot’s
end-effector. Estimating point’s position and velocity is
done using Kalman filter. In [11], a real-time remotecontrol system for human detection and tracking in
complex environments, where a camera is installed on a
wheeled mobile robot, is presented. The system is
implemented in the ROS and uses a Kinect RGB-D camera
as the visual sensor. Kinect v2 with the YOLO package [12]
implements the YOLO [13, 14] detector which uses RGB
image stream from Kinect for object detection. The centers
of the detected objects’ bounding boxes are then used to
find the distance of those objects from the Kinect’s depth
image stream. The methods described in [5][7][9] were
chosen for further experiments because of their availability,
compatibility with ROS and Kinect sensor, as well as
providing accurate human detection and tracking,
algorithms.
III.

WORKING SCENARIO

The problem addressed in this paper is presented in [2].
In Figure 1, the distance of a human operator from the
robot’s workspace and the components of the human
velocity are shown. The radius of the manipulator
envelope, represented by a yellow circle with the base
frame in the center, continuously changes according to the
human speed. The robot manipulator envelope, used in this
paper, is modeled as a cylinder with the center fixed in the
manipulator's base frame, while the radius corresponds to
the manipulator’s reachability. The radial velocity 𝑽𝒓 and
the tangential velocity 𝑽𝒕 are calculated in relation to the
manipulator’s envelope, and the human speed 𝑽𝑜 is
calculated and transformed in the camera or the
manipulator’s base frame.

Figure 1. Monitoring of a human inside the ROI

The envelope radius r changes based on the human
velocity [2], as described by the following equation
‖𝑽𝑜 ‖ < 0.1 [𝑚/𝑠]
𝑟0 ,
𝑟 = {1.1𝑟0 , 0.1[𝑚/𝑠] ≤ ‖𝑽𝑜 ‖ < 1[𝑚/𝑠]
‖𝑽𝑜 ‖ ≥ 1[𝑚/𝑠]
1.5𝑟0 ,

(1)

1349

where 𝑟0 is the manipulator’s reachability. ‖𝑽𝑜 ‖ is the
scalar value of the human speed computed by
𝑽𝐨 = 𝑽𝒕 + 𝑽𝒓 , where 𝑽𝑡 is the human tangential velocity
component and 𝑽𝑟 is the human radial velocity
component. If the human is detected inside the ROI, which
is represented by the whole field of camera’s view in this
paper, the robot speed decreases when a human approaches
the robot’s envelope, resulting in the safe robot speed Vsafe
computed by
𝑉𝑠𝑎𝑓𝑒 = 𝑉𝑒𝑒 ⋅ 𝑉𝑅

(2)

where 𝑉𝑅 is the manipulator’s nominal speed when there is
no human near the envelope and 𝑉𝑒𝑒 is the manipulator’s
end-effector speed coefficient. Adaptation of the robot
speed is regulated by the robot’s end-effector speed
coefficient Vee, which is a function of the distance of a
human to the robot’s envelope, the robot’s nominal speed,
and the human’s radial and tangential velocity
components, i.e.
𝑉𝑒𝑒 = 𝑓(𝐷, 𝑉𝑅 , 𝑽𝑟 , 𝑽𝑡 )

HDR DATASET

For the purpose of the evaluation of human-robot
interaction algorithms, developed as a part of the Humans
Detected by Robots (HDR) project, we created the HDR
dataset3. The dataset simulates a scenario of a robotic
system in industrial environments relevant for testing the
algorithms and methods covered in this paper. An overview
of the HDR dataset room setup is shown in Figure 2. The
scenarios recorded in the dataset are based on the humanrobot interaction in Danieli Automation robotic system
proposed by [2]. Since there is no similar dataset available,
the HDR dataset is created to provide such scenarios, which
can be used to test all conditions appearing in equations (1),
(2) and (3). In addition, the dataset provides cases where
people are occluded by an object, as shown in Figure 3.
Therefore, the recorded scenarios can be used to test
detection and tracking, velocity and distance-to-the robot
estimation.
The dataset is recorded with a Kinect v1 sensor in ROS.
The recordings are available as rosbag files which include
following topics: a Kinect’s RGB image stream, a
registered depth image stream, point cloud stream as well
as the RGB, depth, and projector camera info. The dataset
is recorded in the FERIT Osijek Campus building. As
shown in Figure 2, an imaginary robot is represented by an
Aruco marker in order to pinpoint its position in the
camera’s coordinate system. The robot’s envelope radius is
represented with a tape on the floor marked with r in Figure
2. Two more tapes are added representing the robot’s
envelope radius increased 1.1 and 1.5 times. The default

3
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Figure 2. An overview of the HDR dataset room setup

(3)

where 𝐷 is the human distance from the envelope. Two
different expressions which can be used to define the
manipulator’s end-effector speed coefficient are given in
Section V.
IV.

envelope radius for the robot manipulator used in the HDR
dataset is 1.81 m.

r
Figure 3. Frame with occlusion annotated as in Fig. 1. (left); Frame
without occlusion with more people on the scene (right)

Ground truth annotations are available for each frame with
information about human presence, velocity, proximity to
the robot and velocity orientation. While recording the
dataset, we estimated the frequency and the size of the stepin order to achieve the velocity, 𝑽𝑜 , in a given range (1).
The velocity orientation is divided in three directions,
perpendicular to the camera, diagonal and towards the
camera. Distance range from the robot is determined by the
tape on the floor.
V.

IMPLEMENTATION OF THE METHODS

A.
Method 1
This method is based on the RGB-D Human Detection
and Tracking for Industrial Environments [5] with some
upgrades and modifications. The algorithms used in the
method are meant to be used on RGB-D frames. It works
on both 3D cameras and stereo camera systems. Since the
used algorithms involve machine learning, the models
have to be trained. The models were trained on the ROSIndustrial People Dataset [5] and they are used without
further retraining.
The detection process is organized as a cascade of
algorithms, where the speed of the algorithm is decreasing
and the accuracy is increasing. The three types of
algorithms used are consistency, color-based, and depthbased algorithms. In [5], several pipelines of algorithms
were proposed. In this paper, the most accurate one is used
for detection and tracking.

For the dataset and the annotations please contact the authors.

MIPRO 2021/RTA

The first module implements constraints that allow
verifying that the detection bounding box is compatible
with people on the ground plane. Color-based algorithms
include Haar-like features similar to those proposed in [15]
and HOG-like features similar to those proposed in [16],
both used on an RGB image. The Haar-like features are
used on two models: an AdaBoost classifier and a Support
Vector Machine (SVM) classifier, while the HOG-like
descriptors are used only on the SVM classifier. Depthbased algorithms include only a Haar-like features
algorithm on disparity images. This algorithm is the same
as on RGB images, with some slight modifications. The
key difference between the approaches based on RGB and
disparity images is that the disparity algorithm takes pixels
with unknown disparity into account by assigning them a
value of 0. The pixels with neighborhood average value of
0 are not included in computing the feature maps.
At the end of the used pipeline is a tracking algorithm
that exploits the output of the earlier presented cascade.
The tracking is based on color histograms of humans
extracted from color images which are guided by a particle
filter in the x-y plane. The particle filter allows tracking
even when there is no valid output from the cascade and it
allows recovering from errors of the tracker.
The following expression which describes the
manipulator’s end-effector speed coefficient considers the
limitations of MovieIt Motion Planning Framework [15]
which is used for trajectory planning and manipulation
𝑚
𝑚
‖𝑽𝑜 ‖ < 0.1 [ ] ∨ ‖𝑽𝑡 ‖ < 1 [ ]
𝑠
𝑠
𝑚
𝑚
0.1 [ ] ≤ ‖𝑽𝑜 ‖ < 2 [ ] ∧
50%
𝑠
𝑠
,
||𝑉𝑡 ||
(‖𝑽𝑡 ‖(𝑘) − ‖𝑽𝑡 ‖(𝑘 − 1)) > 0.3
𝑚
𝑉𝑒𝑒 =
‖𝑽𝑜 ‖ ≥ 2 [ ]
𝑠
𝐷 ≤ 15 [𝑐𝑚] ∧ ‖𝑽𝑟 ‖>0
0%,
15 < 𝐷 ≤ 30[𝑐𝑚] ∧ ∠(𝑽𝑜 , 𝑽𝑟 ) < 45°
{
𝐷≤0
𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
{100%,
50%,

(4)

where ∠(𝑽𝑜 , 𝑽𝑟 ) represents the angle between the vector
of the human velocity and the vector of the radial
component of the human velocity. Furthermore,
‖𝑽𝑡 ‖ (𝑘) − ‖𝑽𝑡 ‖ (𝑘 − 1) represents the absolute difference
between the current tangential velocity and the last stored
tangential velocity. Note that in case of ‖𝑽o ‖ = ‖𝑽𝑟 ‖,
expressions (4) and (5) would imply division by zero.
These rare cases are handled by hardcoding the 𝑉𝑒𝑒 to 50%
of the current end effector speed.
A.
Method 2
The second method utilizes the people tracking
framework described in [7]. The framework encapsulates
different algorithms used for people detection and
tracking. It allows easy implementation of new methods by
creating a highly modular and flexible framework.
Acquiring and processing data is supported for both RGBD and 2D laser sensors. All the components are fully
integrated into ROS and publicly available.
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The first part in the tracking network is the process of
detecting people in the sensor data. Detection in 2D laser
scans is done by applying a variant of jump-distance
clustering on the input data, calculating a set of geometric
2D features, which are classified with the random forest
approach. For detecting people in RGB-D data, three
existing detectors have been implemented: a depth-based
upper-body detector [17], a CUDA-based monocular
ground HOG detector [18] and a detector which applies a
HOG classifier on candidate regions extracted from a
depth-based height map, described in [19]. In method 2,
only the depth-based upper body detector was used. The
detector first classifies 3D points to 3 different classes:
object, ground plane and fixed structures, depending on
height bands. Fixed structure points are filtered out. A
plane is fit using RANSAC on the points classified as
ground plane. ROIs are extracted from the point cloud
points labeled as objects and projected onto the image
plane. The ROIs on the depth image are evaluated by
passing a learned upper-body template and computing a
distance matrix consisting of the Euclidean distances
between the template and each overlayed normalized
depth image segment.
The used tracking system is based upon very efficient
nearest neighbor (NN) data association, supported with a
set of simple extensions for track initiation and
termination, human motion prediction and occlusion
handling. The motion of a tracked human is predicted by
maintaining an Extended Kalman filter for each unique
track. Four motion prediction models: Nearly Constant
Velocity, Brownian Motion, Nearly Constant Acceleration
and Nearly Coordinated Turn, are combined inside an
Interacting Multiple Models filter, which can cover
different aspects of human motion. Track initiation logic
provides new predictions based on speed and detection
consistency, while a track deletion logic deletes unseen
tracks after several missing detections, depending on the
age of the tracks.
The algorithms for robot control were added to the
framework as a separate module. Tracks generated by the
tracking logic are used as an input to the module. The
requirements defined in [2] were modified with the goal of
easier robot movement manipulation. Therefore, the
manipulator’s end-effector coefficient is computed by:
50%,
25%,
𝑉𝑒𝑒 =
0%,
{100%,

‖𝑽𝑜 ‖ < 0.1 [𝑚/𝑠]
0.1[𝑚/𝑠] ≤ ‖𝑽𝑜 ‖ < 2[𝑚/𝑠]
‖𝑽𝑜 ‖ ≥ 2[𝑚/𝑠] ∨ |𝛿| ≤ 𝛾 ∨ 𝐷 ≤ 0
𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

(5)

where |δ| is the absolute value of the angle between the
human radial velocity vector 𝑽𝑟 and the tangent to the
envelope that passes through the position of the human and
γ is the angle between the human radial velocity vector 𝑽𝑟
and the human speed vector 𝑽𝑜 .
B.
Method 3
The third method is based on [9] and [12]. The method
uses Kinect v1 as the visual sensor, the YOLO detector
[21] for human detection and the Deep SORT tracker [2224] for human tracking. Both YOLO and Deep SORT

1351

work with a Kinect’s RGB image stream and provide
information about bounding boxes around detected
humans. This method combines the information about
those bounding boxes with a depth image stream to
determine the exact human position on a 3D scene.
Therefore, using the exact human position, the method
calculates the human velocity and the distance from the
robot manipulator. The velocity and the distance are later
used to change the manipulator’s work mode, e.g., slowing
down a manipulator’s end-effector speed, or completely
stopping the manipulator.
The method’s algorithm is as follows. The first step is
saving a static depth image which contains no humans.
After that, the algorithm uses the RGB image stream to
feed a tiny YOLOv2 detector, modified to detect humans
only. YOLO detections are forwarded to the Deep SORT
tracker which obtains the bounding boxes for each
detection from YOLO. The tracker also provides a unique
identification for every bounding box. The algorithm goes
through all the pixels of each bounding box and finds
corresponding depth values of those pixels on the Kinect’s
depth image stream. These depth values are then compared
with the depth values of the previously saved static image.
If a difference between a current depth value and the
corresponding static depth value is greater than a user
defined threshold, that pixel is then considered to belong
to a human. After getting all the pixels representing a
human in a bounding box detection, a median of those
values is used to represent the z coordinate of the human
position. Using the Kinect’s depth camera intrinsic
parameters 𝑐𝑥 , 𝑐𝑦 , 𝑓𝑥 and 𝑓𝑦 , u and v pixel coordinates
representing the bounding box center and the z coordinate,
x and y coordinates can be calculated by the following
equations [25]:
𝑧(𝑣 − 𝑐𝑦 )
𝑧(𝑢 − 𝑐𝑥 )
𝑥=
,𝑦 =
(6)
𝑓𝑥
𝑓𝑦
where (x,y,z) coordinates represent a human position in the
camera space. Knowing the position of the robot in the
camera reference frame, the distance between the detected
human and the robot manipulator can be calculated.
Calculating the speed of the human is done using the human
position in the camera space and the ROS time class. The
first time the algorithm detects a human, a timer variable
starts counting. After a certain amount of time, the distance
between the current human position and its initial position
at the time the counter started to count is computed. Using
that distance and the elapsed time, the speed can be
Δ𝑠
calculated by 𝑣 = . After that, the timer is reset, and the
Δ𝑡
procedure is repeated. The radial speed is calculated using
the same time duration and the distances from the robot as
s.
The reason for using the tracker instead of a detector is
to obtain the human identification since the algorithm
calculates velocities of more humans on a scene. In
addition, the bounding boxes provided by the tracker have
much smoother transitions than bounding boxes from the
YOLO detector, which results in a more accurate speed
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estimation. The manipulator’s end-effector coefficient is
computed by (5).
VI.

EXPERIMENTAL EVALUATION

A.
Experimental Setup
Experimental setup consists of a robot manipulator and
an RGB-D camera. The robot manipulator used in this
project is the industrial robot manipulator ABB IRB 2400L.
The robot has the following specifications: number of axes:
6, maximum load: 7 kg, maximum reach: 1800 mm,
repeatability: 0.05 mm, controller: IRC5. For the evaluation
purposes, the robot was simulated in ROS.
The RGB-D camera used in this project is the Microsoft
Kinect version 1 camera. The camera’s specifications are
listed: field of view: 43° vertical, 57° horizontal, frame
rate: 30 frames per second, image resolution: 640 x 480,
camera (RGB): 24-bit color range, IR Depth sensor: 16-bit
sensitivity, range 0.5 – 5 [m].
The camera needs to be positioned in such a way that
its field of view contains the robot’s workspace and as
much environment surrounding the robot as possible.
Having the robot’s workspace in the camera’s field of view
allows it to keep track of the robot’s movement and to know
its position at any moment. In addition, having more of the
robot’s environment contained in the camera’s field of view
greatly improves human safety since the algorithms have
more time to adjust the robot’s movement or to stop the
robot completely before a human enters the robot's
envelope. Also, the camera needs to be placed 1.5 meters
above the floor since it is required by one of the considered
methods.
B.
Experiments description
Methods were evaluated on the HDR dataset. Different
sets of tests were made for evaluating parts of the robot
control algorithms: detector, speed prediction and robot
stop condition activation.
The detector test consists of three recordings where a
human carrying an object is partially occluded by that
object and a recording where more people are walking in
front of the camera. In the first recording (Box-1) from the
occlusion test, the head of the person is occluded by the
object from the beginning of the recording, preventing early
track initiation. In the second and third recording (Box-2,
Box-3), the person is occluded by the object only in certain
frames. The results are shown in Table 1.
The speed test is used for evaluating algorithms that
predict the speed of the walking human. The speed test
consists of 10 recordings. Four different human walking
speed
ranges
were
recorded:
𝑣 ≥ 2.0,
2.0 > 𝑣 ≥ 1.0, 1.0 > 𝑣 ≥ 0.1 and 𝑣 ≤ 1.0 [𝑚/𝑠]. The
last 3 walking speed ranges were recorded in 3 different
directions: perpendicular to the camera, diagonal and
towards the camera. The results are shown in Table 2.
The test for robot stop condition contains 3 recordings.
In the first recording (Test-1), the human is moving from
outside the robot's envelope towards the robot. In the
second and third recording (Test-2, Test-3), the human
changes the direction of movement from walking tangential
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to the robot envelope to walking directly towards the robot.
The results are presented in Table 3.
The recordings from the dataset were used as the input
for the methods and the targeted output was recorded. The
recorded output is specific to each test set (detector output,
predicted speed, stop condition activation). The recorded
outputs were compared to annotated ground truths by
calculating Recall, Precision and Accuracy.
C.
Results
The recall in detector test for method 1 is between 83
and 98%. The method 1 results of speed tests vary for
different speed intervals. When it comes to the recall
metric, the method performed the worst on tests where
speed is higher than 2 m/s and lower than 0.1 m/s, while the
best results are achieved on the tests where the speed is
between 1 m/s and 2 m/s. The recall value of stopping the
robot test is low because the ground truths for the tests are
made according to the equation (5). Since method 1
implements the equation (4), the robot will stop earlier or
later than it should.
The method 2 performs poorly when detecting people
with occluded upper parts of the body, because the method
uses a human detector based on a depth template of the
upper human body. While the detector can miss detections,
it rarely gives false positives. The speed of the human is
calculated by the tracker. The tracker performs well when
good detections are supplied but will fail if the detections
are not consistent. The implemented robot control
condition reaches the accuracy of 100% in Test 1.
Detector results in method 3 achieve recall between 90
and 95%. As seen in the tables below, the results for speed
tests vary for different speeds. Speed estimation for greater
speeds has better results. Stopping the robot results have
higher precision than recall, which is not desirable.
TABLE 1.

DETECTOR RESULTS

Method 1
Method 2
Method 3
Method 1
Method 2
Method 3
Method 1
Method 2
Method 3
Method 1
Method 2
Method 3

TABLE 2.

Recall
Precision
More people
0.8284
0.9713
0.4211
1.0
0.9266
1.0
Box 1
0.9792
0.9592
0.0294
1.0
0.9333
1.0
Box 2
0.8601
0.8255
0.4953
1.0
0.9492
1.0
Box 3
0.88496
0.9434
0.9610
0.9867
0.9074
1.0

Accuracy
0.8394
0.4761
0.9323
0.94
0.0294
0.9333
0.7278
0.4953
0.9492
0.8403
0.9535
0.9178

SPEED RESULTS

Method 1
Method 2
Method 3

Method 1
Method 2
Method 3
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Recall
Precision
𝒗 ≥ 𝟐 [𝒎/𝒔]
Direction 1
0.3636
1.0
0.8571
0.5455
1.0
1.0
𝟐. 𝟎 > 𝒗 ≥ 𝟏. 𝟎 [𝒎/𝒔]
Direction 1
0.875
1.0
0.5
0.5
0.8333
0.8333

Accuracy

0.3636
0.7273
1.0

0.8788
0.5556
0.75

Method 1
Method 2
Method 3
Method 1
Method 2
Method 3

Method 1
Method 2
Method 3
Method 1
Method 2
Method 3
Method 1
Method 2
Method 3

Method 1
Method 2
Method 3
Method 1
Method 2
Method 3
Method 1
Method 2
Method 3

TABLE 3.

Direction 2
0.5484
0.9444
0.8235
0.7778
1.0
1.0
Direction 3
0.7895
1.0
0.8462
1.0
0.8333
1.0
𝟏. 𝟎 > 𝒗 ≥ 𝟎. 𝟏 [𝒎/𝒔]
Direction 1
0.3556
0.6957
1.0
0.75
0.8462
0.7333
Direction 2
0.7742
0.96
0.6875
1.0
0.7143
0.9091
Direction 3
0.6744
1.0
0.4761
0.8333
0.7
0.875
𝒗 ≤ 𝟏. 𝟎 [𝒎/𝒔]
Direction 1
0.3744
1.0
0.4598
0.9756
0.3628
1.0
Direction 2
0.2959
1.0
0.292
0.9855
0.3303
1.0
Direction 3
0.2610
1.0
0.3588
0.9683
0.2785
1.0

0.5588
0.72
1.0
0.8
0.875
0.875

0.4194
0.7872
0.7
0.7576
0.7436
0.6875
0.6744
0.4583
0.6364

0.3744
0.4545
0.3628
0.2959
0.2936
0.3303
0.2610
0.3547
0.2784

STOPPING THE ROBOT RESULTS
Recall

Precision

Accuracy

1.0
1.0
1.0

0.6239
1.0
1.0

1.0
1.0
1.0

0.7692
0.9318
0.9412

0.9375
1.0
1.0

0.6667
0.9063
0.7857

Test 1
Method 1
Method 2
Method 3

0.4938
1.0
1.0

Method 1
Method 2
Method 3

0.6429
0.8929
0.9167

Method 1
Method 2
Method 3

0.4839
0.8421
0.6667

Test 2

Test 3

Method 3 achieved best results in detector tests
between the three investigated methods, with recall
constantly being above 90%. Speed results of every
method vary for different speeds, with every method
achieving low results for speed lower than 0.1 m/s. Method
2 in average achieves the best results for stopping the robot
tests.
VII. CONCLUSION
The paper investigates implementation of three
methods for human detection and tracking with an RGBD camera and their integration with a real robot in ROS.
The experimental evaluation of the proposed methods is
tested on the annotated HDR video dataset. Since the
human safety near working robot is critical, the idea of the
research was to analyze how accurately people can be
detected and how precisely the robot can adjust its
movement based on detected human velocity, orientation
and proximity to the robot. The highest obtained recall of
human detection in the experimental evaluation is 98%,
while it should be 100% to ensure complete human safety.
It is impossible for a human to move with constant speed
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and orientation which represents the practical problem of
recording a dataset with accurate ground truth. As long as
the recall results are lower than 100%, the methods should
not be considered for usage in industrial applications.
However, the more accurate ground truth, along with the
future improvements of the implemented detection
algorithms might improve the results. A possible
improvement is to have more than one RGB-D camera to
cover more of the robot environment and lower the
possibility of occlusions.
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Abstract - Development of stereotactic neurosurgery
occurred due to the special area of interest within the
neurosurgery, the necessity for precise targeting within the
skull, and the specificity of the technique demanding superior
precision. Number of technological developments and
improvements, especially in pre and intraoperative imaging and
guidance, as well as microscopy brought neurosurgeons to their
skill limits. Thus, robotic-assisted surgery provided better
posture, visualization, precision, localization and accuracy. In
recent decades, robotic neurosurgery and robot-assisted
neurosurgery have been developed and strengthened within it,
which, in addition to the advantages of an experienced clinician,
benefits from significant advantages of robots such as better
preoperative planning, non-fatigue, steady motion with limitless
reproducibility, superior precision, localization, and accuracy,
etc. The growing area expands to spinal neurosurgery where it
is mostly used for precise screw placement reducing length of
the procedure, complications, and radiation exposure. Hereby,
we present a review of robotic systems used nowadays in
stereotactic and spinal neurosurgery.
Keywords - robot-assisted surgery, robotics, stereotactic
neurosurgery, technological development, spinal neurosurgery

Introduction
Intense development of the robotic systems for medical
i.e. surgical purposes occurs in the couple of last decades,
emphasizing usage of robotic technology in neurosurgery.
One of the reasons is specific need for accuracy in
neurosurgery as well as quite limited working area. In the
20th century, the usage of stereotactic frame in clinical
practice revealed new and improved standard of
precision, localization and accuracy. Moreover, growing
field of spinal neurosurgery found application of robots
very useful.
A number of technological improvement over the
years lead to reliable and accurate access to the
intracranial target areas [1, 2]. Development of the
stereotactic atlas, and the construction and introduction of
the stereotactic frame into neurosurgery led to new
standards in targeting accuracy.
Several frame-based procedures are still widely used in
everyday practice; still, frameless systems are frequently
used in neurosurgical procedures, especially due to
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cranial registration possibility in stereotactic space using
skin- or skull-mounted fiducials [3, 4]. Furthermore,
rapid development of neuroradiological methods,
especially magnetic resonance imaging took great part in
precise intracranial target localization.
Since robotic system operate as an instalment of
computer program, it allows system to associate with
medical staff in the medical environment in order to
achieve improved accuracy and neurosurgeon’s
capabilities during surgery [5, 6]. Since the first
framebased stereotactic brain biopsy performed using
robotic system [7], several robotic systems have been
developed and implemented in clinical practice; for every
implemented
system
number
of
advantages,
disadvantages and accesses were described [2, 8-12].
Stereotactic frame placement and coordinate calculating
is subjected to a human error [7]. Thus, the advantages of
robotic systems in comparison with humans are several:
increased surgical accuracy, stability, absence of the
postural fatigue, accurate spatial positioning, quantitative
analysis, etc. Robot systems are widely used in the
neurosurgical procedures requiring spatial accuracy such
as stereotactic biopsy, deep brain stimulation (DBS),
radiosurgery, stereoencephalography (SEEG) electrodes
placement for investigations of refractory epilepsy,
external ventricular drainage, laser ablative procedures,
and endoscopy [9-11, 13, 14]. Robotic system in
neurosurgery was initially used for biopsy. The main
limitations of robotic-assisted surgery progress in
neurosurgery are anatomical limitations, neural
vulnerable structures and minimal improvement scope.
Lately, the usage of the robotic-assisted systems extended
to other surgical fields, such as general surgery, urology
etc. [2, 6, 15, 16].
Development and clinical application of robotic
systems has been enormous in past two decades, not only
in neurosurgery but in other medical fields. In this paper,
we present an overview of robotic systems that are
specific to neurosurgery and have experienced significant
development and expansion in recent years in the field of
neurosurgery, namely systems for stereotactic and spinal
neurosurgery.
Various
other
robotic
systems
systematically described in the literature [2, 16, 17] have
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experienced greater and widespread use in other branches
of medicine due to a specific area of neurosurgical
interest, delicate structures, localization and navigation
problems specific to neurosurgery.
Robotic Stereotactic Systems
The robotic system was first applied in neurosurgery in
1985 by the industrial robot PUMA 200 for the very first
robotically assisted stereotaxic brain biopsy [7]. PUMA
was terminated very quickly, mostly due to intraoperative
brain shifts and inability to correct the adjustments was;
the system was designed only for preoperative imaging.
Later on, development of robotic systems Minerva robot
(University of Lausanne, Lausanne, Switzerland), Zeiss
MKM17 (Carl Zeiss AG, Oberkochen, Germany), the
NeuroMaster18 (Robotic Institute of Beihang University,
Beijing, China), and the PathFinder Robot19 (Prosurgics,
Wycombe, UK) and their further improvement contributed
to introduction to the clinical practice [2, 6, 15, 16]. To
date, several robotic systems have been developed, each
in its own way trying to perform the functions of target
localization within the skull as precisely and as well as
possible. The best-known robotic systems developed are
Surgiscope [18], Rosa [10], Neuromate [19], and
Renaissance [20].
The
Neuromate
R®
robot
(Renishaw
plc.,
Gloucestershire, United Kingdom) was first system used
for framebased and frameless stereotactic registration [21,
22]. The Neuromate is a floor platform robot with ability
to guide and hold instruments through a correct trajectory
guided by preoperative images. It works with standard
localization frames but also has a feature of frameless
ultrasound localization. Today, the Neuromate is used to
perform brain biopsies, pineal biopsies, robot-assisted
SEEG electrode insertion, etc. Main Neuromate
limitations are price, as well as prolonged initial
procedure time due to precipitant learning curve [23-25].

workstation enables preoperative planning and navigation
is provided with handheld probe, navigation is achieved
by skull fiducial markers while head is fixated with
Mayfield clamp. SurgiScope first offered frameless
fiducial-based targeting using preoperative MRI
registration [26]. It is currently used for the frameless
stereotactic biopsy, catheter ventriculostomy, SEEG
electrodes implantations. Modular nature and dual use are
main advantages; still, disadvantage is that Surgiscope is
not a portable device [27].
The Renaissance MARS robot (Mazor Robotics,
Caesarea, Israel) is a small portable robot; robot base can
be mounted on the patient's skull or the system can be
mounted on a Mayfield for frameless stereotaxy [14]. The
main system advantages are small volumetric printing
within the surgical area, light weight and easy
installation; disadvantages include limited range, which
requires relocation and re-registration for remote entry
points [28].
Pathfinder (Prosurgics, UK) is a platform robot that can
be fixated to a Mayfield or can be used without frames by
frameless registration. It uses preoperative CT or MRI
scans and has a possibility of image merge. The
Pathfinder works with millimeter precision, making
possible surgeries too sensitive for surgeons to perform,
such as DBS electrodes placement [2, 6, 16].
The Robocast (Robot and Sensor integration for
Computer Assisted Surgery and Therapy) was initially
constructed for keyhole surgery. It has an optical and
electromagnetic localization system and also ultrasound
possibilities. It consists of two robotic systems, a
Pathfinder robot and a Mars robot for fine positioning
and third – a linear piezo actuator for linear insertion of
instruments. It has an autonomous trajectory planner
based on preoperative image acquisition [2, 6, 16].
The Rosa robotic system (Zimmer Biomet; Warsaw, IN,
USA) is a platform mounted robot. It's software Rosana
enables upload of preoperative MRI or CT images but
also uses intraoperative Flat-Panel CT scans to minimize
errors. Rosa is platform robot but is firmly mounted to
the scull clamp. It uses optical navigation through skull
mounted fiducials or automatic frameless navigation.
Nowadays, Rossa system is widely used for cranial
surgery, while several variations are used for both spine
and knee surgery [2, 6, 16].

Figure 1.Neuromate robotic system
Source https://www.renishaw.com/
Surgiscope (ISIS Robotics, France) is a ceiling-mounted
robot that is operationally functional especially in
endoscopy and biopsy procedures. SurgiScope
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The RONNA G4 system has multiple novel hardware and
software improvements [31], and is proven to be safe and
accurate neurosurgical tool [32].

Figure 2.Rosa One Brain robotic system
Source https://www.zimmerbiomet.com/
The iSYS1R (Medizintechnik GmbH, Kitzbühel, Austria)
was primarily constructed for needle manipulation in
interventional radiology; later on, the system was adapted
to stereotactic trajectory planner [11]. The system
attaches to the head clamp, using the independent
navigation system for frameless preoperative registration.
Relatively affordable and easy-use system, portability and
speed are advantages of the iSYS1R. Still, need for
manual repositioning of electrode insertions is the main
disadvantage [2, 6, 16].
Robotic neuronavigation system (RONNA G4) is system
developed by a research group from the Faculty of
Mechanical Engineering and Naval Architecture,
University of Zagreb, and the team of neurosurgeons
from the University Hospital Dubrava and the School of
Medicine University of Zagreb, Croatia [29-32]. RONNA
G4 is clinically utilized as an important neurosurgical
tool for preoperative planning and precise frameless
neuronavigation. Using previous edition (RONNA G3)
the first brain biopsy on a patient was performed in the
Dubrava University Hospital, Zagreb, Croatia in 2016
[31]. Ever since, RONNA is being regularly used for
stereotactic brain biopsies. Active research and
development within the RONNA project started in 2010
for enabling more precise and intuitive stereotactic
neuronavigation procedures. The RONNA system has
four milestones i.e. generations. In the first generation a
prototype localization device for precise spatial patient
localization was developed. The localization device had a
precisely calibrated camera and a laser triangulation
sensor for localization of a polymer reference localization
marker [29]. The second generation was a refined system
based on an improved first generation. A new robot was
used as the master navigation robot (KUKA Agilus
KR6R900 sixx) [30], which is still used in the fourth
generation of the RONNA system. The third generation
called the RONNA G3 had a mobile platform with
dedicated mechanical and electrical components [31, 32].
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Figure 3.RONNA G4 robotic system
Courtesy of the authors
Robotic guidance found its application in spinal
neurosurgery, especially in pedicle screw placement, due
to the need for accuracy and precision. Robotic
navigation, guidance and assistance in spinal
neurosurgery can not only significantly reduce inaccurate
screw placement, but also minimizes radiation exposure
and offers preoperative trajectory planning. Today most
important robots used in spine procedures are Mazor
(Mazor Robotics; Caesareas, Israel), Rosa (Zimmer
Biomet; Warsaw, IN, USA) and Excelsisus GPS (Globus
Medical; Audubon, PA, USA) [15].

Figure 4 Mazor X Stealth robotic system
Source https://www.medgadget.com/
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Mazor went through several generations of development:
Mazor SpineAssist®, Mazor Renaissance®, Mazor XTM,
and Mazor XTM Stealth Edition. Mazor SpineAssist®
robot was the first robot developed by the team, it
evolved into the Renaissance® system, which later
developed into The Mazor XTM and finally Mazor XTM
Stealth Edition which is the latest robotic system offered
in the Mazor/Medtronic line. All of the Mazor systems
are bone mounted systems, SpineAssist and Renaissance
require a preoperative CT to be uploaded to the Mazor
software and the intraoperative anatomy is matched with
the preoperative CT via intraoperative fluoroscopic
images and offer pedicle screw through guide wires.
Mazor X and Mazor XTM Stealth Edition do not require
preoperative CT and offer real time instrument tracking
for pedicle screw placement. For preoperative planning
Mazor XTM offers its Align application and Mazor XTM
Stealth Edition integrates Medtronic’s Stealth surgical
navigation software into the Mazor XTM surgical platform
[28].
The ROSA® system, the only robotic system today on
the market to be used in both spinal and brain procedures,
has two mobile bases, one with a robotic guidance arm
and the other with an optical tracking camera. The system
provides real-time instrument tracking, and trajectory
planning can be performed using either intraoperative
fluoroscopy or an intraoperative CT. The ROSA® ONE
Spine system is the next generation of the Rosa system
built on the same platform [15].
The Excelsius GPSTM is a floor-mounted system with
ability for real-time image guidance. Trajectory planning
can be performed using preoperative CT, intraoperative
CT or radiographic images. Screws placement is
performed via tubular robotic arm, without the need for
surgical guide wires [15].

Figure 5.Excelsius GPS robotic system
Source https://www.globusmedical.com/
Discussion and Future perspectives
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Procedure in robotic or robotically assisted neurosurgery
can be divided into several steps regarding necessity for
preparation, navigation and guidance. First step is
preoperative phase, preoperative images (CT or MRI
images) are obtained and uploaded into the robot
software enabling preoperative planning, trajectory
planning or surgical strategy creation. Operative phase
begins by entering the robot into the operating room
and/or mounting it in the best possible position in respect
to the patient, depending on the size and traits of the
hardware – some robots are large and have mobile
platforms (previously described ROSA or RONNA G4)
while others are mounted on the patient, head or spine
(the Renaissance MARS robot). Localization and
navigation technology is also prepared before the surgery
takes place, some robotic systems use optical navigation
while some use electromagnetic, ultrasound or
intraoperative CT or radiograms. It is important for the
intraoperative anatomy to be matched with preoperative
or intraoperative images. Operative phase enables real
time guidance or rigid trajectory guidance based on
earlier obtained images with good accuracy.
Currently used robotic systems do not perform
automatically whole stereotactic process, and they do not
adapt to environmental changes; their precision
coordinate registration and pathway planning especially
in repetitive electrode insertion [10].
Robotic systems acquire frameless registration as
additional or planning characteristic; other registration
methods could include manual topographical surface
tracing or skin-mounted and skull-mounted fiducials
(Neuromate, Surgiscope, iSYS1) [11, 18, 19].
Accuracy in localization of targeted processes are
necessary to obtain satisfying clinical outcome, as well as
to provide patients safety [33-36]. The complications and
mortality rates for robotic-assisted procedures are
comparable to traditional frame-based procedures [2, 4,
11]. Prior to clinical use, rigorous pre-clinical in vitro
testing should be done on various phantoms previously
described in literature [37], while safety standards should
be met for every novel robotic device. Furthermore, it is
highly important to understand various robotic system
performances, advantages and disadvantages in order to
select safe and optimal operating system. Still, duo to
different characteristics of the robotic system and
heterogeneity between studies makes is difficult to make
such important decision out of literature. Additionally,
one of the important things to mention is the economic
factor; high cost of the robotic systems represent a major
obstacle to the wider use of stereotaxy, as well as other
robot-assisted surgeries [2, 6, 21].
Future perspectives for robotic technologies and systems
in neurosurgery are as wide as specific. In spine surgery it
is likely to widen the robotic assistance and autonomous
operative abilities to aid in complex cases such as
complex decompression, tumor resection, complex
deformity surgeries and to perform parts of the complex
surgeries autonomously. It can also benefit from software
and technological innovations such as augmented reality,
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automatic pedicle screw trajectory planning and
automatic parts of the complex surgery planning. In
cranial surgery there are numerous fields and ways to
improve today’s robotic technologies. Software
improvements should concentrate on augmented reality
and perfect medical image integration, automatic
trajectory planning and suggestion of the best trajectory,
complex surgery planning and autonomous execution of
parts of the complex surgeries and autonomous drilling
and craniotomy performing. Furthermore, future
perspectives include usage of the robotic in new
procedures such as percutaneous rhizotomy [38], as well
as real time navigation, and intraoperative navigation
adjustment as well as hardware adjustment such as lighter
and smaller systems, more tool choices and possibilities,
active tools such as drilling, suction coagulation and
ultrasound aspiration.
CONCLUSION
Nowadays, a modern robotic systems have substantially
advance as a relatively secure, accurate, and efficient tools
for number of neurosurgical procedures. Future studies are
required in order to obtain systematic analysis of the
precise accuracy measurements, to determine wider
application of the newly developed robotic systems, as
well as complication rates and cost-efficiency analysis.
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Abstract - Trigeminal neuralgia is a sharp and
paroxysmal pain that spreads to one or more branches of the
trigeminal nerve and most commonly affects one side of the
face. Trigeminal neuralgia can be treated by percutaneous
thermoablation (radiofrequency thermocoagulation), the
success of which depends on the experience of the surgeon.
Percutaneous thermoablation requires high accuracy while
targeting the trigeminal nerve in the foramen ovale, which is
located at the base of the skull, and whose dimensions average
4x6 mm. This paper presents an initial overview on the
possibilities of the application of different off-the-shelf robots
in the operative procedure for treating trigeminal neuralgia.
The paper simulates the reachability and applicability of the
Kuka KR6 Agilus R900, KR6 Agilus R1100 and the KUKA
IIWA R820 robots with 6 and 7 degrees of freedom. The
operating procedure is simulated in a virtual operating room
and all critical positions are validated. Possibilities of
positioning the robots with respect to the patient and the
recommendations for designing tool guides for performing
the percutaneous thermoablation for trigeminal neuralgia
are given.
Keywords - medical robotics; trigeminal neuralgia;
neurosurgery; simulation

I.

In this paper we will primarily deal with percutaneous
thermoablation, the success of which depends a lot on the
experience of the surgeon. It is a freehand technique using
Hartel's landmarks for percutaneous punction; the first is
the entry point 2.5-3 cm lateral to the corner of the mouth,
the second point is on the zygomatic arch 3 cm anterior of
the external auditory canal, while the third point is at the
bottom of the orbit in the projection of the papilla when the
eye is directed forward. Percutaneous ablation is performed
by inserting a needle 2.5-3 cm laterally from the corner of
the mouth through the cheek tissue to the foramen ovale.
The electrode is then inserted through the needle into the
intracranial space, which acts on the ganglion Gasseri using
el. energy reaching a temperature of 60-70°C for 60-90 s,
usually 2 or 3 times during one procedure. During the
thermocoagulation procedure, the patient is anesthetized
with a short-term anesthetic such as Propofol. The location
of the electrode during the procedure is verified by X-rays
using a C-arm.

INTRODUCTION

Trigeminal neuralgia is a pain syndrome characterized
by a sharp and paroxysmal pain that spreads to one or more
branches of the trigeminal nerve and most commonly
affects one side of the face. As one of the strongest pains
that the human body can experience, it affects the reduction
of the quality of life, which is primarily manifested by
depression and anxiety, which leads to psychosocial
instability and even suicidal intentions in a certain number
of patients. It is treated with medication (antiepileptics) or
surgically. There are several surgical treatment modalities.
Trigeminal neuralgia can be treated with an open surgical
method when the cause of the pain is vascular compression
of the trigeminal nerve and then microvascular nerve
decompression is indicated. In case of impossibility of open
surgery requiring general endotracheal anesthesia due to
coomorbidity of the patient or in case of absence of
neurovascular conflict verified on magnetic resonance
(MR) images, less invasive procedures are considered.
Such procedures can be divided into percutaneous
rhizotomy (thermoablation, rhizotomy with glycerol or
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balloon microcompression) and stereotactic radiosurgical
procedures (Gamma-knife).

Figure 1. The simulation of the trigeminal neuralgia operative
procedure in our laboratory setup using a Kuka IIWA R820 seven DOF
robot on a antropomorphic phantom. The robot holds the needle guide
and pin-points the foramen ovale.
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Since percutaneous techniques require precise action on
the foramen ovale, which is located at the base of the skull,
and whose dimensions average 4x6 mm, attempts are made
to find ways to increase precision, and several papers
describing the application of neuronavigation or robotic
systems to achieve stated goal. One of the first attempts to
use neuronavigation that could be used for percutaneous
rhizotomy procedures was published in 1998. Martin and al
described the use of Vogele-Bale-Hohner mouthpiece as a
registration device for frameless stereotactic surgery which
consists of an individualized vacuum dental impression of
the maxillary teeth, a transversal plate and two registration
rods [1]. The VBH mouthpiece was used on three cadavers
and 15 patients with trigeminal neuralgia along with CT
scans with successful foramen ovale cannulation from the
first attempt [2]. Another way to register a patient is by
using a thermoplastic facial mask with fiducial markers on
the surface along with an electromagnetic navigation
system for percutaneous thermocoagulation in 3 patients
[3]. Bohnstedt et al. described the use of a non-invasive
Landmark Fess Strap, in which the patient forehead was
placed, attached to a spine reference frame along with
intraoperative HD3D images using intraoperative CT
(Medtronic O-arm). Synergy Spine software was used for
3D reconstructions of the skull base. Using these tools,
balloon decompression was successfully performed by
neuronavigation in four patients in whom the foramen
ovale had not previously been cannulated with the standard
freehand technique [4]. Georgiopoulos et al performed
neuronavigation using an intraoperatively placed the Head
Tracker Frame and a cannula adapter. Percutaneous balloon
decompression was performed on 4 patients, and CT
images were made preoperatively on the basis of which
reconstructions of the skull base were made [5]. Aydeseli
et al. have used neuronavigation for percutaneous balloon
decompression assisted by intraoperative CT imaging and
a soft touch registration system. They performed 16
procedures on 13 patients without observed complications,
using Hartel's landmarks, with a maximum duration of the
procedure of 57 min [6]. Using image fusion, percutaneous
rhizotomy was performed on 13 patients with a satisfactory
response of 92%. MR images were used for identification
of the trigeminal cistern and their fusion with intraoperative
CT images by neuronavigation. An ENT reference array
mounted on the patient's forehead was used for registration.
[7]. Fusion of MR images and iCT images for
neuronavigation compared to iCT images was performed
by Tsai et al. [8]. Lepski et al. described the use of MR
images
for
neuronavigation-guided
percutaneous
rhizotomy as radiation-free alternative according to
standard procedures using the Cybon and BrainLab
navigation systems. Due to the technical performance via
MR navigation the head was fixed by the Mayfield holder
[9].
In 2017, the first technical report of robot-assisted
stereotactic percutaneous rhizotomy was published. The
procedure was performed using a ROSA robot on one
patient. MR images taken the day before surgery were
combined with CT images. ROSA was registered to the
patient using laser facial scanning. After determining the
trajectory, the needle was passed through the instrument
holder and inserted through the entry point on the face to
the foramen ovale. Rhizotomy was performed by balloon
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decompression, while position verification was performed
by C-arm [10]. Also, Wang et al. have developed a robotic
solution using a binocular-stereo-vision-based navigation
for minimally invasive interventional procedures which
simulated the operation of the trigeminal neuralgia [11].
In our previous research [12] we have compared three
different Kuka Agilus robot types (R700, R900 and R1100)
for their general application in neurosurgery and concluded
that the robot reach of 700 mm is insufficient for reliable
neurosurgical procedures. We have further validated the
Agilus R900 robot and its workspace in a clinical scenario
within the RONNA system [13], [14].
In this paper we have evaluated robot reachability for
surgical trajectories typical in the radiofrequency
thermocoagulation (RFT) operative procedure for treating
the trigeminal neuralgia. The robot workspace is simulated
using a realistic operating room layout, obstacles and
limitations, while the robot type, base position and tool
design are varied in different scenarios. From the literature
review at this point there are no papers giving guidance and
information on different types of robot kinematics, and
workspace analysis for the RFT procedure.
II.

WORKSPACE ANALYSIS

A. Virtual operating room
The main goal of the study is to examine the capabilities
of different off-the-shelf robots within the realistic scenario
in the virtual operating room and to define their position
with respect the patient and tool design for RFT. Special
emphasis is placed on examining several possible tool
orientations due to the variability in human anatomy, i.e.
examining different trajectory angles caused by different
anatomical structures of the foramen ovale while avoiding
collisions of the robot with the patient, the medical
personnel, and other medical devices. Positioning of the
robot with respect to the C-arm must be defined in a way
that does not cause artifacts in the captured X-ray images.
This is achieved by positioning the robot J3-J6(J7) joints
above the level of the patient’s temple. In such a situation,
the surgeon would not be able to determine the exact
position of the electrode and the operation could not be
performed safely and successfully.
A realistic simulation environment of the virtual operating
room is defined and shown in Fig. 2. The robot is located
on the patient's left hand side next to the C-arm regardless
of which side the trigeminal operation is performed on.
Relative position of the robot in relation to the patient
remains unchanged throughout the surgery. Two objects
representing obstacles to the robot are the surgeon, who is
positioned to the right of the patient and the C-arm, which
is positioned behind the patient's head. These conditions
serve as limitations when considering potential locations of
the robot base, and consequently determine it’s starting
position in the simulation. It should be noted that all the
devices in the virtual environment correspond in size to
those used in University Hospital Dubrava for routine
neurosurgical procedures. The 3D reconstruction of the
patient, shown in Fig. 3, was imported within the RoboDK
offline programming environment. The position of both the
left and right foramen ovale were defined within the Osirix
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medical imaging software and their 3D coordinates were
used for definition of the robot trajectories within the 3D
simulation environment in RoboDK.

Figure 5. Left: the neurosurgeon pin-points the entry point for the RFT
of the left foramen ovale using the Hartel's landmarks on a laboratory 3D
printed phantom head. Right: interactive navigation with the
collaborative robot for validating the ergonomics of the robot-to-patient
and patient-to-robot initial positions that are further used in the simulation
process

Figure 2. The virtual operating room was designed in 3D CAD software
and simulated in the RoboDK offline simulation program. The picture
shows all objects used for the robot workspace analysis.

Figure 3. Left: The left and the right foramen ovale were localized on a
surface reconstruction of a CT scan from an actual patient using the
Osirix medical imaging software. Right: The complete reconstruction of
the patient’s face used for simulation

From our previous research, starting from the first
clinically performed brain biopsy with the RONNA system
[15], we have used the tool guide angle of α = 90° (Fig 4.
shows the tool guide angle).

In order to optimize the design of the robot end-effector
the different tool angles and robot reach are tested for
robotically assisted RFT procedures using the prototype
tool shown in Fig. 4. The tool was primarily used for
ergonomics analysis in the iterative process of finding the
best initial position of the robot with respect to the patient.
The initial laboratory setup is shown in Fig. 5. The result
from this initial experimentation was the initial position of
the robot with respect to the patient and the neurosurgeon.
The Kuka IIWA R820 robot was positioned on a pedestal
of 900mm in height, with the base inclined at an angle of
30º toward the patient in order to extend the horizontal
reach toward the patient. The Kuka Agilus R900 and R1100
robots were positioned on a pedestal of 880 mm in height,
with the base inclined at an angle of 20º toward the patient
in order to extend the horizontal reach toward the patient.
The coordinate frame of the robot base (shown in Fig. 6)
for the Agilus robots was placed at: x = 80 mm,
y = 490 mm, z = 550 mm. While for the IIWA the x
coordinate was changed to x = 60 mm. The robot base
frame is located at the intersection of the first robot joint
and the mounting base plane of the robot.
B. Simulation
The simulation was performed for three different
robots: Kuka Agilus R900, Kuka Agilus R1100, and the
Kuka IIWA R820 collaborative robot. Each robot has used
the tool shown in Fig. 4. Trajectory reachability is defined
as the coefficient (percentage) of successful positionings of
the robot end-effector 𝐁𝐄𝐓 to the operation trajectory 𝐁𝐒𝐓 in
B frame:
𝐄
𝐁𝐓

Figure 4. Adjustable robotic tool for guidance of the RFT needle to the
foramen ovale. The tool guide angle α is adjustable using a centering
swivel mechanism in order to test different angles [90°, 180°]
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= 𝐁𝐒𝐓 →

𝐅 𝐄
𝐁𝐓 𝐅𝐓

= 𝐁𝐏𝐓 𝐏𝐒𝐓

where 𝐁𝐅𝐓 is robot base (B) frame to flange frame (F)
transformation, 𝐄𝐅𝐓 is robot flange to end-effector
transformation, 𝐁𝐏𝐓 is the transformation between the robot
base and the patient frame (P) and 𝐏𝐒𝐓 is the transformation
between frame P and the surgical trajectory is (S).
Transformations 𝐁𝐏𝐓 and 𝐄𝐅𝐓 are varied according to the
simulation parameters defined in the Table 1.
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Table 1 shows all the simulation parameters that were
tested for each of the three robot types. The simulation
parameters are visually depicted in Fig. 6 and Fig. 7.
TABLE I.

SIMULATION PARAMETERS

Parameter

Interval

Step

Patient y rotation - β

[-10°, 10°]

5°

Patient z rotation - γ

[0°, 15°]

5°

Patient height - x

[0 cm, 15 cm]

5 cm

Robot position - y

[0 cm, 25 cm]

5 cm

Robot position - z

[0 cm, 25 cm]

5 cm

Tool guide angle - α

[90°, 180°]

15°

Guiding axis angle - φ

[0°, 45°]

15°

given their reachability and collisions with the
environment. The whole simulation took 48h to complete.
The goal of the simulation was to identify robot
reachability maps (Fig. 8.) for adequate positioning of the
robots in the RFT procedure with respect to the patient.
III.

RESULTS

Given the simulation parameters from Table 1, the
largest workspace of all three robots is obtained when using
the tool guide angle α = 150º. Fig. 8 shows the reachability
maps through all heights x = [0 cm, 15 cm] of each
discretized position of the patient and the robot for the tool
angle α = 150º. Each discretized point in the grid gives the
total reachability of all head rotation combinations (β and
γ), and the patient height x. The reachability in Fig. 8 is
given for as the success rate of the robot reaching both the
left and right foramen ovale with zero collisions and
without obstructing the C-arm. All other tool guide angles
α have given inferior results and are not presented.

Figure 6. Head rotation β and γ around the y and z axis of the patient
coordinate frame depicted on a 3D head model. The y axis passes through
the tragus while the z axis corresponds to the z scanning axis (gantry axis)
of the CT or MR scan. Left: initial patient position, Middle: neutral
patient position, Right: final patient position

z

Figure 7. The robot workspace analysis is shown as an emphasised 25
× 25 cm square in which the position of each robot was tested in order to
calculate the reachability maps

The simulation was performed on a PC mini
workstation with an i7 processor and 16 GB of RAM in the
RoboDK software using custom made Python scripts. For
each of the robot positions the guiding axis angle φ was
changed in an increment of 15º in order to find the
appropriate robot configuration that has zero collisions and
there the robot spherical wrist is above the tragus (the
“center” part of the outer ear). The path discretization was
set to 1 mm. A total of 138240 different trajectories were
generated for all the robots and the trajectories were tested
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Figure 8. Reachability maps are shown for all three robot types using
the tool guide angle α = 150º. The robot arm with the largest workspace
envelope Agilus R1100 has a slightly better reachability that R900. The
Kuka IIWA R820 given its workspace restrictions can not be positioned
more than 20 cm from the simulation baseline.

Comparing the reachability maps of all three robots it
can be observed that the IIWA R820 robot has the smallest
workspace and lowest reachability given all the spatial
limitations within the RFT procedure. Nevertheless,
positioning the collaborative 7-degree-of-freedom IIWA
R820 robot closer to the patient with y = [490, 590], gives
globally comparable results to those obtained with the
Agilus robots. The long-reach Agilus R1100 robot in
comparison with the Agilus R900 robot has slightly better
reachability when positioned further from the patient,
which was expected.
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IV.

CONCLUSION

The development of neuronavigation systems seeks to
facilitate performance and increase the accuracy and
efficiency of percutaneous rhizotomy procedures for
trigeminal neuralgia. Although standard free-hand
technique still takes precedence, the development of new
robotic systems would greatly facilitate surgeons to
perform percutaneous procedures by increasing the
accuracy and effectiveness of therapy, with the inevitable
and indispensable preservation of patient safety. This paper
has given initial results for using three common revolute
robots in performing the RFT procedure. In conclusion, all
three off-the-shelf robots can be used for the RFT
procedure and their base frame should be positioned at an
origin point o(x,y) = (750, 540) with an allowable deviation
of ±50 mm. These positions ensure the highest level of
reachability of both the left and the right trigeminal nerve
with the proposed robot tool guide.
In our future work, we plan to make preclinical
validations and experiments of the complete RFT
procedure in a laboratory setup at the Laboratory for
medical robotics at UNIZAG FSB. In these experiments,
we will use additional information from the neurosurgeons
in order to additionally improve the robotic application and
to ensure that all needed steps could also be done in a real
clinical environment.
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Abstract—Vulnerabilities caused by memory corruption related bugs are a pervasive threat, continually undermining
the security of the whole computing environment. The lack
of memory safety mechanisms in indispensable systems programming languages like C or C++ leaves plenty of room for
programmer-induced errors which often result in catastrophic
security breaches.
We analyze the root causes of these vulnerabilities, providing a
concise overview of memory corruption bugs and related attacks.
Although present in a number of programming languages, we use
the C/C++ programming language as a basis for our analyses.
We categorize existing defensive mechanisms based on the attack
techniques they focused on preventing and give a brief insight
into state-of-the-art defenses introduced throughout the years,
with a special focus on operating system defenses.
Keywords—memory corruption, systems security, vulnerabilities

I. I NTRODUCTION
Despite being one of the most extensively studied problems
in computer security, memory corruption bugs still remain
among one of the most common attack vectors. According
to a recent ENISA technical report [1], four out of the top
ten most common software weaknesses and seven out of the
top ten critical software vulnerabilities are related to memory
corruption bugs. A majority of memory corruption bugs are
present in systems programming languages, mainly in C and
C++. This fact stems from the lack of builtin memory safety
validation mechanisms, as the design of these languages focused
on sacrificing safety for efficiency and speed. In practice,
entrusting the often gargantuan task of memory safety validation
to the programmer routinely produces bugs which are used for
mounting attacks on software.
This paper aims to provide an insight into the endless arms
race present in research of defense mechanisms against memory
corruption attacks along with a survey of the current state-of-the
art techniques.
II. M EMORY CORRUPTION VULNERABILITIES
Since the seminal work on subverting execution flow
via stack manipulation [2] (commonly referred to as stack
smashing), a whole new field of research has emerged,
leading to numerous discoveries on abusing, preventing and
mitigating memory corruption bugs. Despite the immense
research efforts in this field, vulnerabilities caused by memory
related bugs still plague modern software as attacks exploiting
these vulnerabilities continue to grow more sophisticated. We
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focus on enumerating vulnerabilities specific to the C/C++
programming language and the x86_64 ISA.
A. Memory safety violation
Memory safety violations are the most severe class of
vulnerabilities and have been extensively studied [3], [4].
Although intuitively understood, the term ”memory safety”
lacks a unified definition and is often not thoroughly defined
in research. A common approach in defining memory safety
takes safe program execution into consideration. A program is
deemed to be memory safe if no common, well known memory
errors can occur during its execution. Song et al. [4] provide
a more detailed definition of memory safety by defining the
intended referents of pointers. A program is then deemed to
be memory safe if, during its execution, all pointers point to
their intended referents while those referents are valid.
1) Temporal safety violation: Temporal safety violations
occur when a pointer to a memory block which is no longer
valid (dangling) is accessed. Accessing a dangling pointer
is commonly known as a use-after-free vulnerability. These
types of violations usually manifest themselves in the form
of a program crash, but in the presence of a malicious actor
who can reuse the freed object they can lead to arbitrary code
execution and data corruption.
2) Spatial safety violation: Spatial safety violations occur
when a program dereferences a pointer to an out-of-bounds
memory location. These type of memory corruption vulnerabilities are one the most studied and devastating type of
vulnerabilities which, if exploited properly, can provide the
attacker with arbitrary code execution. The most well-known
representative of these vulnerabilities is the notorious buffer
overflow vulnerability, which constitutes of writing to memory
beyond the intended buffer, both on the stack and the heap. It
is commonly caused by mismatches between the buffer size
and the size used when writing to the buffer, as depicted in
Listing 1.
static int nfs_readlink_reply(uchar *pkt, unsigned
len) {
struct rpc_t rpc_pkt;
[...]
memcpy((unsigned char *)&rpc_pkt, pkt, len);
[...]
}
Listing 1. A stack buffer overflow vulnerability found in CVE-2019-14204.
User provided packet data was copied without checking the provided length
parameter.
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B. Abuse of variadic functions
Variadic functions are functions which take an arbitrary
number of arguments. In C/C++, support for variadic functions
is provided by the compiler itself or manually implemented by
the programmer. Unfortunately, in the presence of unsanitized
user input, variadic functions can often be manipulated in a way
which leads to spatial memory violations, type mismatch errors
and undefined behaviour, depending on the implementation of
the vulnerable function. Moreover, since function arguments
are passed using the stack, malicious actors who are able to
manipulate the variadic functions can leak sensitive contents
from the stack which can be subsequently used to bypass
existing defenses [5].
C. Type confusion
Type confusion is a memory corruption bug found in
programming languages with lax type systems. It arises from
unsafe casting between polymorphic classes which can lead to
the virtual table pointer corruption, possibly leading to code
injection or spatial safety violation [6]. For instance, the C++
programming language provides several ways of performing
explicit type conversion [7], but only the dynamic_cast
conversion performs additional type checks, albeit constrained
to polymorphic classes only, and incurs additional run-time
overhead. Consequently, it is often abandoned in favor of the
static_cast conversion which is performed at compile
time. Unfortunately, this compile time check does not hold
during run-time where the observed type could deviate from
the underlying memory contents [6].

3) Compiler-induced vulnerabilities: Compiler optimizations can convert undefined behaviour bugs into full blown
vulnerabilities [8]. By assuming that the source code is always
free of undefined behaviour, compiler optimizations can omit
security checks. An example of this would be the compiler
optimizing away a part of code which checks whether a pointer
variable contains a NULL value [8].
int ParseWave64HeaderConfig (FILE *infile, char *
infilename, char *fourcc, WavpackContext *wpc,
WavpackConfig *config) {
[...]
WaveHeader WaveHeader;
[...]
if (!WaveHeader.NumChannels)
[...]
total_samples = (infilesize - DoGetFilePosition
(infile)) / WaveHeader.BlockAlign;
[...]
}
Listing 2. An abridged version of a vulnerability caused by the use of an
uninitialized variable, found in CVE-2019-1010319.

III. ATTACK TECHNIQUES
A. Code injection
Spatial and temporal memory safety violations can be
leveraged to inject and execute code into the memory space of
a process by hijacking the control flow [9]. Such attacks usually
exploit the buffer overflow vulnerability to inject malicious
code, often referred to as shellcode [9], into the stack or
heap, attempting to execute it. This class of attacks has been
largely curbed by defensive policies found in modern operating
systems.

D. Undefined behaviour

B. Code reuse
The C++ language standard defines undefined behaviour as
Rather than injecting new code into the process, code reuse
a ”behavior for which this International Standard imposes no attacks leverage spatial and temporal memory safety violations
requirements.” [7]. In such cases compiler designers assume to chain existing pieces of code, called gadgets, to achieve
that the programmer will not write code which exhibits such arbitrary code execution. The first known code reuse attack
behaviour, which allows them to generate more appropriate was published in 1997 under the name return-into-libc [9].
code for the target architecture [8]. Undefined behaviour It relies on specific C standard library functions and exploits
constructs are therefore subject to aggressive compiler op- vulnerable programs without code injection by rewriting the
timizations which often cause deviations from the expected return address to point to a specific C standard library function.
and reproduced program behaviour and in some cases lead to
1) Return Oriented Programming: Code reuse attacks soon
serious vulnerabilities.
proved to be much more dangerous when Krahmer [10] showed
1) Improper initialization of variables: Upon declaration that it was possible to omit function calls from code reuse
and before initialization, variables in C/C++ contain an inde- attacks, replacing them with short sequences of assembly code.
terminate value, as the compiler is not required to initialize Shortly after, Shacham [11] published his seminal work on
the variable to a default value [7]. Uninitialized variables often code reuse attacks, showing that code reuse attacks could
contain leftover and stale data from previously used memory, perform arbitrary computation on the x86 ISA by chaining
both on the heap and the stack. As shown in Listing 2, use of existing assembly code sequences. The technique was named
these variables can result in control flow violation, spatial and Return-Oriented Programming (ROP) [11].
temporal safety violations and leakage of sensitive information.
Similar to code injection attacks, ROP relies on control2) Signed overflow: Integer overflows are caused by unsafe flow hijacking via manipulating return addresses found on the
conversion between signed and unsigned integer types. Moving stack, but differs in the way computation is achieved. After
a signed integer to an unsigned integer variable can cause finding an appropriate spatial memory safety violation, an
integer overflow and result in a huge value. Attackers can take attacker searches the executable file for gadgets and notes their
advantage of these vulnerabilities to violate spatial memory addresses. She can then form a payload which mimics a stack,
consisting of a series of return addresses pointing to previously
safety and mount attacks.
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found gadgets. After exploiting the vulnerability, the sequence
of gadgets is executed. It should be noted that the payload is
also responsible for overwriting the appropriate stack pointer
register to point to the payload. This is commonly referred to
as stack pivoting [9].
2) Data Oriented Programming: Spatial memory safety
violations can also be leveraged to corrupt local function
variables present on the stack. This type of attack is referred to
as a Data-oriented attack [12]. This class of attacks was recently
shown to be even more threatening as Hu et al.’s [13] seminal
work proved that data-oriented attacks can be used to construct
arbitrary programs. This novel technique, named Data Oriented
Programming (DOP), utilizes code gadgets in a fashion similar
to ROP attacks, with a key difference in the way computation is
achieved. DOP attacks rely on gadget-dispatchers, existing code
pieces which are used to chain separate gadgets in an arbitrary
sequence [13]. However, DOP gadgets are used to simulate
operations through executed instructions while preserving the
original execution flow, completely bypassing a widely used
defense against code-reuse attacks.
A vulnerable code snippet is shown in Listing 3,
where several stack variables are susceptible to malicious
manipulation via overflowing the adjacent buffer. The attacker
is thus able to use the while loop as a gadget-dispatcher,
chaining highlighted gadgets present in the loop body by
manipulating the value of variables used in conditional
branching statements as well as the value of operands in some
expressions.
int control_variable = <arbitrary value>;
short* tag; int* msg_seq_num;
char msg_buffer[BUFSIZE];
tag = &msg_buffer[TAG_OFFSET];
seq_num = &msg_buffer[SEQNUM_OFFSET];
while(control_variable--){
// buffer overflow
read(user_fd, msg_buffer, user_data_size);
if(*tag == 0){ // controllable condition
// controllable dereference
*tag = *msg_seq_num;
}
else{
// controllable addition
*tag = *msg_seq_num + control_variable;
}
}
Listing 3. A simplified example of a DOP attack.

IV. C URRENT STATE OF DEFENSES
A vast number of countermeasures aimed at thwarting
attacks caused by memory corruption vulnerabilities have been
implemented over the last two decades. Although a majority of
countermeasures incorporate multiple modifications of various
areas in the whole computing environment, we classify them
based on the attack techniques they focused on the most.
A. Countering specific attack techniques
Code injection attacks have been largely defeated with
lightweight mitigations. Stack canaries, a widely deployed and
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TABLE I
C LASSIFICATION OF EXISTING DEFENSE MECHANISMS
Defense mechanism

Code injection

ROP

DOP

WˆX/DEP
Stack canaries
Shadow stacks
ASLR
KASLR
CFI
Fine-grained code randomization
Statistical detection

X
X
X
X
X
X
X
7

7
G
X
G
G
X
X
X

7
7
7
7
7
7
X
X

X

Effective

7

Ineffective

G

Partial mitigation

successful mitigation against stack-based buffer overflows, have
been initially proposed by several researchers. The technique
verifies the integrity of the current stack frame by placing a
random value (known as a canary or cookie) before the return
address, checking its value in each function epilogue. This
technique has proven to be extremely effective and was applied
to various other mitigations. Unfortunately, stack canaries are
vulnerable to information leaks and brute-force attacks. Recent
research on canaries focused on leveraging novel hardware
features to strengthen canaries [14] and applying dynamic
polymorphism to existing schemes to thwart the aforementioned
attacks [15]. Shadow stacks, a mechanism which uses an
additional, protected stack to verify the integrity of return
addresses, have also been proposed in lieu of stack canaries
[3]. Another set of countermeasures focused on extending the
paging memory management model to ensure that all stack
and data pages are not simultaneously executable and writable.
Combined with stack canaries, they offer complete protection
against code injection attacks.
ROP attacks are an ever-present threat despite numerous
defense mechanisms hardening their execution. Address Space
Layout Randomization was among the first proposed countermeasures against code reuse attacks, focusing on thwarting
ROP attacks by removing deterministic placement of gadgets
through randomizing parts of a process’s memory layout. It
has seen widespread adoption and proved to be efficient in
hardening ROP attack execution. However, it is also a subject
of critique as existing implementations exhibit vulnerabilities
to memory disclosure and brute-force attacks due to insufficient
entropy [9].
An effective countermeasure which leverages execution-flow
deviations caused by code-reuse attacks was proposed in 2005.
by Abadi et al. [16]. Dubbed as Control Flow Integrity (CFI),
it aims to restrict the set of possible execution flow transfers to
precomputed, valid ones. A graph containing all valid changes
in control flow, the so called Control Flow Graph (CFG)
is computed before the target program is executed, and is
used at run-time to enforce valid execution flow transfers
through inlined checks before each execution flow transfer
[16]. However, due to the high computational overhead of
precise control-flow graph computing, initial implementations
of CFI defenses relied on coarse-grained graphs combined
with more lenient policies. Unfortunately, Carlini et al. [17]
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demonstrated that these defense schemes can be bypassed B. Operating system defense mechanisms
in a simple manner, introducing a variation of the ROP
All modern operating systems use a variety of hardwareparadigm named Call Oriented Programming. Recent research
assisted
mechanisms for enforcing a strict separation policy
in CFI defenses focused on improving security guarantees
to
prevent
malicious software from wreaking havoc on the
by improving previously used contextual information and
whole
system,
with the basic line of defense consisting
increasing performance by leveraging underlying hardware
of
appropriate
memory
management models and ring-based
features [18]. Moreover, recently announced hardware features
privilege
separation.
The
paging memory management model
such as Intel’s Control-Flow Enforcement or ARM’s Branch
has
proved
to
be
efficient
in enforcing separation while
Target Identification open new frontiers in research of hardwareproviding
flexible
integration
for other defense mechanisms
backed CFI systems.
[23].
A significant amount of research was also focused on
However, the advent of code injection attacks prompted
efficient run-time detection of ROP attacks, often relying on the development of new defensive policies which focused
information found in Hardware Performance Counter registers on modifying the memory management model. In 2003., the
present in recent CPUs. Early systems combined coarse- OpenBSD project introduced their novel WˆX policy [24] which
grained CFI with heuristics based on recent execution flow, thwarts code injection attacks by ensuring that no mapped
terminating the program if one of the several criteria for ROP- page is simultaneously marked as both executable and writable.
like behaviour was met. However, the execution flow history Shortly thereafter, Microsoft announced a similar, hardwareinspection approach was soon proved to be bypassable [17]. backed policy called Data Execution Prevention (DEP) [23].
Several researchers noted that ROP payloads introduce branch This policy took advantage of newly released changes in the
mispredictions for each gadget used in the payload, which, x86 page table entry layout which now included a designated
combined with several metrics regarding execution, paved the bit controlling the executable property of a page, known as the
way for systems which detect ROP attacks and payloads using NX bit [23].
statistical inference. A multitude of systems utilizing learningAlthough DEP/WˆX combined with stack integrity protection
based statistical methods for statically detecting ROP payloads mechanisms successfully prevents the majority of code injection
in files have also been proposed [19].
attacks, those defensive policies are completely circumvented
by code reuse attacks. Prompted by the threat from return-toDOP attacks are a new, rising threat which completely
libc attacks, a novel lightweight defense mechanism focused on
bypasses widely used defenses against code-reuse attacks.
virtual memory permutations was introduced in 2001. by the
Although this technique was only recently introduced, it quickly
PaX project [25]. Named Address Space Layout Randomization
sparked research interest, resulting in many novel applications
(ASLR), it randomizes the virtual memory layout of a process,
and defenses. Although widespread defenses like CFI are
usually at its creation. Since code reuse attacks rely on
largely bypassed by this class of attacks, existing fine-grained
jumping to specific addresses inferred from executable files,
randomization schemes such as Data Space Randomization
introducing non-deterministic placement of code in memory
(DSR) can curb execution of such attacks [5]. Rajasekaran et
significantly complicates attack execution, theoretically leaving
al. [5] revitalized and upgraded the idea behind DSR, showing
brute-force gadget address guessing as the only possible
that its existing design is easily bypassed, and proposed a
option. Implementations of ASLR differ between operating
novel data rerandomization scheme which supports continuous
systems, ranging from randomizing base offsets of all process
and on-demand randomization of data present in a process,
areas to complete system-wide randomization of offsets and
thwarting existing DOP attacks [5]. Following the notion of
placement for all major components, from the kernel to all
thwarting DOP attacks through data randomization, Aga et
process elements. However, the rise of ROP techniques soon
al. [20] proposed Smokestack, a system which randomizes the
showed that a partial application of ASLR offers no security
stack layout of functions upon calling them at run-time, with
guarantees as every non-randomized component increases the
an acceptable overhead.
attack surface. Moreover, even a full application of ASLR
Several run-time detection systems have also been proposed. can be circumvented by disclosure of memory via information
Following a previously well established notion of inspecting leak vulnerabilities as leaked memory contents may provide
micro-architectural state, Cheng et al. [21] proposed a system enough information to completely derandomize parts or the
which leverages statistical inference to perform lightweight whole memory layout of a process [25].
monitoring by detecting anomalies in control flow transfers.
ASLR has proven to be a fruitful research topic yielding a
Xiao et al. [22] evaluated the threat posed by DOP attacks multitude of attacks on specific implementations, designed to
in the context of operating system kernels and proposed a completely bypass all ASLR security properties, ranging from
monitoring system which ensures integrity of kernel data. They information leak vulnerabilities to side-channel attacks [25].
took the approach of splitting all kernel data into four categories Consequently, a significant amount of existing research was
depending on the frequency of their modification, using them also focused on hardening ASLR by mitigating information
to monitor and share data with peers in order to detect possible leaks, usually focusing on increasing randomization entropy
anomalies [22].
to invalidate potential leaks in a timely manner [26], [27].
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Chen et al. [26] introduced a system which aims to raise
Defenses for code executing in kernel memory space have
randomization entropy by performing compiler assisted on- also been proposed. Gens et al. [32] have noted that crucial
demand run-time re-randomization of executable code. They parts of an operating system kernel are subject to data-oriented
tackled the preservation of code validity through intra-function attacks, demonstrating an attack which corrupts page table
randomization of basic assembly code blocks, which augmented entries in a hardened Linux kernel. As a countermeasure to this
performance while preserving added security benefits [26]. specific attack, they presented PT-Rand, a defense mechanism
Williams-King et al. further developed run-time rerandom- which utilizes randomization to protect all pages used as page
ization by introducing a defense technique which leverages tables, converting physical addresses to virtual ones at run-time
continuous rerandomization of code locations, requiring no [32].
modifications to the computing environment [27]. Research in
C. Secure memory allocation
fine-grained randomization also yielded a number of proposed
V. C ONCLUSION
defenses which randomize process data. In addition to making
exploitation of memory vulnerabilities harder, some proposed
Despite a great number of efficient and effective defenses
systems offer invaluable detection of memory corruption bugs against memory corruption vulnerabilities developed in recent
during development [4].
decades, attacks abusing these vulnerabilities are still a perOver the course of the last two decades, ASLR had a number sistent threat. The life cycle of introduced countermeasures
of novel applications on existing systems. Although originally can be brief. Once subjected to thorough analysis or when
intended for userspace components, Microsoft introduced faced with a new attack paradigm, novel defense mechanism
Kernel Address Space Layout Randomization (KASLR) in 2007. can be completely invalidated. This hectic pace combined with
, adding a significant hurdle for kernel exploitation. However, a narrow focus on thwarting very specific attacks can hinder
KASLR is often criticized its ineffectiveness in thwarting adoption of defense mechanisms in existing systems. In extreme
attacks along with insufficient entropy, and was broken several cases, even applied defense mechanisms can be inadvertently
times through cache attacks, side channel attacks and abuse of disabled by other actors in the computing environment [33].
underlying CPU features. Nonetheless, recent research in this All-encompassing defenses such as DEP have stood the test
area suggests that fixing KASLR through improving software- of time and have become a security standard, demonstrating
based isolation is possible and viable [28].
that mechanisms focused on the foundations of the computing
An additional approach for increasing kernel entropy was environment can significantly improve systems security.
proposed and implemented by the OpenBSD project in 2017.
With the recent emergence of the DOP attack paradigm,
Instead of randomizing base offsets for kernel code, their existing defense mechanisms are being re-evaluated and new
kernel address randomized link (KARL) technique randomizes ones proposed in their stead. In spite of existing research
all objects which are linked into the kernel binary at boot, efforts, crucial components of the computing environment such
resulting in a unique kernel layout every time the operating as operating system kernels are still subject to these novel
system is booted [29].
attacks, undermining existing security guarantees.
Privilege separation plays a key role in defending against
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Abstract - Traditional physical-layer based secret key
sharing scheme typically suggests some cryptographic
assumption. In this paper we develop the key sharing
protocol for noiseless public channels without any
cryptographic assumptions that was proposed recently by the
same group of authors. But in contrast to our previous
investigations we introduce here more profound research of
previous approach. First of all we replace four-step protocol
presented before to two-step protocol without loss of key
security. A comparison of protocol with and without
additional sub key channel is given. Impossibility to use
integers instead of matrices in execution of information
exchange over the channel is demonstrated. Selecting of the
main key sharing protocol parameters in order to minimize
channel traffic, given the key bit reliability and informationtheoretic security is provided. As a source of random date
that are needed for a creation of matrices is tested a compact
hardware device generating of truly random sequences. It
follows from our investigations that the proposed key sharing
protocol can be easily executed by individuals involved into
ordinary Internet activity providing information theoretical
security level even during post quantum period.
Keywords - key sharing, information-theoretic security,
cryptographic assumption, noiseless channels , post quantum
period.

I.

INTRODUCTION

The secret key sharing problem between ordinary
individuals involved into Internet activity is still not solved
completely. In fact, such individuals prefer to be avoidable
in assistance of any authorized persons for a solution of
such delicate problem. On the other side, there may be
situation when individuals did not agree secret key in
advance, say during previous face to face meeting. But they
have reliable communication based on Internet and strong
enough encryption standards like AES or 3-DES. They
cannot perform exchanging by confidential information
without a possessing of secret keys. If they try to exchange
by keys via Internet, there exist an opportunity that
somebody intercepts them and be able to “read” all
confidential information of individuals. In Figure 1 are
presented the main known approaches to share secret keys
under the conditions of scenario mentioned above.
Looking at this Figure it is important to pay attention
first of all on public key cryptosystem (PKC). Just after
invention of PKC by Diffie and Hellman [1, 2] it seemed to
be real revolution in cryptography, because they allow to

MIPRO 2021/ISS

Figure 1. The main approaches to implementation of the key sharing
protocols between legitimate users over public channels.

generate secret key by one of users and communicate to
other party only insecure information (Diffie-Hellman
protocol). But security of PKC is based on some
cryptographic assumption. They are first of all discrete log
problem and factorization problem. Unfortunately, it was
proved recently by Shor that these problems can be solved
by so called quantum computer. Although a practical
implementation of quantum computer is still highly
conjectural, nevertheless such threat there exists in the
future. It generated a new trend in cryptography, so called
post-quantum cryptography. (Mac-Ellice cryptosystem [1]
etc.).
It is worth to note that commutative cryptography [3, 4]
is also based on cryptographic assumption. Quantum
cryptography requires special devices and quantum
communication channels. Wire-tap channel concept
invented by A.Wyner [6-8] requires channels less noisy for
legitimate users than those for eavesdropper, that is
impractically. Its extension given by U.Maurer at the cost
of public discussion [9-10] does not require previous
restriction but requires the knowledge of signal-to-noise
ratios (SNR) both in legal and in eavesdropper channels.
An approach based on the existence of multi-path wave
propagation also is needed in exact information on number
of paths and SNR for all channels that cannot be guarantee
for all cases [5].
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Similar conditions should be valid also for MIMO
technology in fading channels [12, 13]. Thus, analyzing
Fig.1 we can conclude that recently does not exist some
secret key sharing method that is not based on any
cryptographic assumptions or on some unlikely conditions
regarding communication channels. Only one approach
(that was hatched in Fig. 1) satisfies to all natural
requirements and is not based on some cryptographic
assumptions. This KSP has been proposed in [15] by the
same group of authors as in the current paper. However the
structure and parameters of such protocol were not yet
optimized in its initial version. We propose such
investigation in the current paper. In section II we remind
the previous key sharing protocol described in [15] and
summarized which of algorithms and parameters of this
protocol are needed in optimization. In section III we
present new algorithms and optimization of parameters that
improve efficiency of previous protocol that is verified by
simulation. Section IV concludes the paper and proposes
the problems for further investigation.
II.

DESCRIPTION OF PREVIOUS KEY SHARING
PROTOCOL (KSP)

In the paper [15] has been presented KSP that is
executed in constant public noiseless channel (like
Internet). The main idea of such protocol was prompted by
so called EVSKey Scheme presented recently by D.Qin and
Z.Ding in their paper [12]. Let us remind briefly such
scheme.
Legitimate user Alice(A) and Bob (B) generate their
random unitary matrices X , X ∈ ℂ × as well as random
unitary matrices G , G ∈ ℂ × where n is the number of
antennas, m is the length of the signal reference string.
A and B are exchanging by matrices GAXA, GBXB over
communication channels receiving matrices Y =
H G X + N , Y = H G X + N respectivelly,
where H , H are n × n channel matricies and N , N
are noisy matrices by legal users A, B. Next A and B
communicate one to another over their channels matrices
YA1GA and YB1GB , respectively, receiving matrices:
Y

=H

G H

G X + H

G 𝑁

Y

=H

G H

G X + H

G N .

and

Let us introduce now the following matrices: P =
H G , Q = H G . Then PQ and QP can be estimated by
legal users as:
PQ = Y (X )
QP = Y (X )

(1)

It is well known that matrices PQ and QP have the same
characteristic polynomial (CP), i.e.:
CP[PQ] = CP[QP]

(2)

Thus, from (2) it follows that legitimate users A and B
are able to extract the same characteristic polynomials after
a completion of protocol (with accuracy of some small
noises, depending on noises NA1, NB1. But it is simpler to
extract eigenvalues (EV) from matrices PQ and QP than the
use CP.
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Authors of [12] believed that EVSKey Scheme is
secure, e.g. eavesdropper Eve (E) unable to intercept any
information about the key shared by legitimate users after
a quantization of eigenvalues of QP and PQ. However we
have proved in [15] that in fact such KSP is insecure,
because E is always able to extract eigenvalues from
matrices PQ (or QP) using the following algorithm:
EV(Y) = EV(PQ) = EV(QP),

(4)

where 𝑌 = 𝑌 (𝑌 ) 𝑌 (𝑌 ) ,
Y
Y

=H G X , Y
=H G X , Y

(3)

=H G H G X
=H G H G X

(5)

are matrices intercepted by Eve over channel matrices
H ,H .
Substituting (5) into (4) and noting, that 𝑇𝑟(𝐴𝐵) =
𝑇𝑟(𝐵𝐴), one gets immediately (3).
It should be emphasized that this fact does not depend
on the Eves channel matrices if only they are reversible.
It is precisely so in the absence of noises. Noises lead to
small disagreement between legal and illegal channels. We
discuss it below.
Moreover we verified by simulation that even under
noisy Eves channel, she be able to extract the key shared by
A and B very reliable. This means that in fact EVSKey
Scheme occurs insecure against eavesdropper attack. In
order to overcome such defect we proposed in our paper
[15] to modify EVSKey Scheme for the case of constant
(without fading), e.g. HAB = HBA=Inxn and noiseless
(NA1=NB1=0) channel (like Internet) using the following
procedures (algorithm):
•

introduce artificial noises for legal users,

•

execute special protocol of “preference
improvement of the main channels” (PIMC)

•

perform a well known procedure of privacy
amplification in order to bound the amount of
Shannon’s information leaking to eavesdropper.

We have proved theoretically and by simulation in [15]
that it is possible to provide both reliability and theoreticinformation security of the shared key.
However, the proposed KSP was not optimized
regarding some its algorithms and parameters.
Therefore we present such optimization in the
following directions:
• selection of optimal number of steps in information
exchanging over the channels
•

optimization of matrix sizes

•

more precisely choice of LDPC codes correcting
errors.

Exact description of all algorithms above and their
optimization, will be presented in the next Section.
III.

OPTIMIZATION OF ALGORITHM AND THEIR
PARAMETERS FOR IMPROVEMENTS OF KSP

As far as presented in EVSKey Scheme [12] and in our
KSP ([15]) execute four-step protocols of information
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because E’s channel is believed statistically independent of
the main channel (A -> B) she should take decision about
S-block using majority rule. Then the BER after such
decision will be, for odd S, the following.
P =∑

S
P (1 − P )
i

(7)

Another version (or scenario 2 - in contrast to previous
scenario called by 1) of the final key string generation is
shown in Figure 3.
We can see from this figure that user B generates truly
random binary string γ that is XORed with B’s raw bits

Figure 2. Two-step key sharing protocol over noiseless constant public
channel.

exchange between legitimate users. Let us try to perform
only two-step protocol shown in Figure 2.
Here G and P are nxn matrices generating by A and P
in advance as well as nxn matrices of artificial noises
N , N . We beilive that all matrix elements are mutual
independent and belong to Gaussian distributions. Next
these matrices are transmitting over constant public
noiseless channel to opposite party. After that, every of
users A and B compute K and K that are noisy version of
matrices GP and PG respectively and extract eigenvalues
from these matrices. After a quantization procedure of
eigenvalues, A and B obtain “raw bits” of the shared key.
Next, similar to our four-step protocol mentored before,
legal users perform PIMC sub protocol and privacy
amplification procedure in order to get the shared final key
between users A and B. It is easy to prove that new twostep KSP is equivalent to four-step KSP described in [15].
The number 2 of steps KSP is obviously optimal, because
it is impossible to design KSP without any information
exchange over the channels under the condition of nothing
cryptographic assumptions. But increasing of steps to 3, 4,
5 etc. results in increasing of channel traffic.
Moreover a performing as by KSP described above and
presented in Fig. 2 is not sufficiently because artificial
noises affect both legal and illegal keys.
Simulation of KSP shows that the probabilities of key
bit errors occur very close for legal Pl and illegal Pe users.
Hence we are needed in such PIMC protocol that be able to
“divers” these probabilities. In order to inverse possible
inequality Pl>Pe to opposite one Pl<Pe users A and B repeat
S times each bit of the quantized strings EV(K ), EV(K ).
They agree to accept such S-block if and only if , each
of them consists from the same S bits (0 or 1).
In this case both users inform each other via public
noiseless channel. Supposing that bit errors are independent
such PIMC protocol forms the following BER between A
and B:
P =

(
(

)

)

(6)

At the same time eavesdropper E interprets S-block
with BER P and controls public noiseless channels. But
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Figure 3. Scenario 2 of the final key string generation

string KB and it is transmitted over public and noiseless
channel to user A who adds this string with raw bits string
K in order to get:
K =K ⊕γ⊕K =K ⊕ε

⊕K ⊕γ=γ⊕ε

,

(8)

where ε is noisy string between raw key string K
and K .
In such version only one user has to repeat S times each
bit of γ in order to perform PIMC protocol. From now on
string γ will be considered as a final key between A and B.
Hence the string γ can be generated as truly random one
without any problem. At the same time E received K ⊕ γ
over public channel and possessing her string K .be able to
form her intercepted key as follows.
K =K ⊕γ⊕K =K ⊕ε

where ε
and K .

⊕γ⊕K =γ⊕ε ,

(9)

is noise string between raw key string K

We are to emphasize the difference between scenarios.
In the first scenario key bit string originates from
random matrices interchange. While in the second one, this
string only carries the true key sequence γ.
We can see that the following scenarios and parameters
have to be optimized in the following detections:
•

Scenarios (1 or 2)

•

size of matrices (n)

•

number of bit repetitions (S)

•

variances of addictive noises ( σ .)

Such optimization will be performed further as the
results of simulations.
In Table 1 are presented the results of simulations for
the error probabilities P and P giving parameters σ , n and
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S. They were chosen of course from huge simulation results
which have been removed simply as inadmissible.

TABLE III.
THE RESULTS OF SIMULATION FOR THE ERROR
PROBABILITIES P AND P FOR MATRIX SIZE = 64 , DIFFERENT VARIANCES
OF NOISE σ AND DIFFERENT PARAMETERS OF BIT REPETITION S
(SCENARIOS 1)

TABLE I.

THE RESULTS OF SIMULATION FOR THE ERROR
PROBABILITIES P AND P FOR MATRIX SIZE = 1 (INTEGERS INSTEAD OF
MATRICES), DIFFERENT VARIANCE OF NOISE σ (AND AND DIFFERENT
PARAMETERS OF BIT REPETITION S (SCENARIOS 1)

σ

0.1

0.2

0.3

σ

1

3

5

7

0.296

0.343

0.37

0.387

P

0.222

0.269

0.299

0.316

P

0.0523

0.0703

0.0974

0.113

P

0.0407

0.0643

0.0863

0.103

P

0.00727

0.0122

0.0174

0.0224

P

0.00638

0.0125

0.0189

0.0268

P

0.00124

0.00209

0.0039

0.00673

P

0.00133

0.00332

0.00571

0.0119

P

TABLE II.
THE RESULTS OF SIMULATION FOR THE ERROR
PROBABILITIES P AND P FOR MATRIX SIZE = 4 , DIFFERENT VARIANCES
OF NOISE σ AND DIFFERENT PARAMETERS OF BIT REPETITION S
(SCENARIOS 1)

σ

0.1

0.2

0.3

0.4

s
1

3

5

7
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0.26

0.294

0.309

0.317

0.2

0.3

0.4

0.0816

0.0851

0.0859

0.0963

P

0.0922

0.117

0.140

0.154

P

0.00362

0.00402

0.00407

0.00396

P

0.0185

0.0439

0.0673

0.0822

P

0.000193

0.000294

0.000258

0.000226

P

0.00875

0.0314

0.053

0.0699

P

1.44∙10-5

3∙10-5

1.79∙10-5

1.68∙10-5

P

0.00529

0.0256

0.0455

0.059

P

s

0.4

s
1

0.1

P

0.212

0.252

0.271

0.279

P

0.031

0.0428

0.0477

0.051

P

0.0333

0.0427

0.0562

0.0604

P

0.00293

0.00443

0.0048

0.00535

P

0.00528

0.00822

0.0106

0.0118

P

0.000182

0.000464

0.00061

0.000644

P

0.00108

0.000195

0.000308

0.00358

P

3

5

7

We can see from these Tables that a choice of matrix
size n = 1, (e.g. a replacing of matrices by integers) is
inadmissible because the probabilities P and P are of the
same order for all parameters S and σ .
The choice of matrix size n=4 is also cannot be
recommended because it is inferior to the case with n=64.
In the last case we can see the most large gap between the
probabilities P and P for some parameters S and σ .
In Table IV are presented the results of simulation for
the error probabilities P and P for n=64, different
parameters S and σ and when scenario 2 is executed.
Formulas (6), (7) predict legal channels domination
with number of repetitions 𝑆 increasing. Indeed, it is not
precisely like that.
Comparing Table III and Table IV we can see that the
last scenario is inferior to the first one. Nevertheless,
scenario 2 has the important advantage: its key bit string is
truly random. While key bit string, generated by scenario 2,
never passed less than 13 out of 15 NIST tests [16].
But even in the case of executing KSP and its
parameters corresponding to Table III the probabilities P
and P cannot be chosen as final results.

MIPRO 2021/ISS

TABLE IV.
THE RESULTS OF SIMULATION FOR THE ERROR
PROBABILITIES P AND P FOR MATRIX SIZE =6 4 , DIFFERENT VARIANCES
NOISE σ AND DIFFERENT PARAMETERS OF BIT REPETITION S
(SCENARIOS 2)

σ

0.1

0.2

0.3

k =C

3

)

(

)

.

(11)

where

0.4

H = 1 − C = −P log P − 1 − P log 1 − P .

s
1

(

r =H

0.0824

0.0849

0.0863

0.0868

P

0.091

0.118

0.14

0.153

P

0.0107

0.0123

0.0133

0.0134

P

0.0259

0.0519

0.0753

0.0905

P

0.00173

0.00217

0.00237

0.00259

P

0.0104

0.033

0.0547

0.069

P

0.000287

0.000423

0.000457

0.000535

P

0.00504

0.0245

0.0447

0.0587

P

H = −log

P + (1 − P )

C = 1 + P log P + (1 − P )log (1 − P )
λ =k−t −l −r
t = k − kH ,

5

7

In fact, the probability P has to be decreased in order to
provide on acceptable reliability of the shared key with the
length at least 256 bits. Moreover, the probability P is
quite unacceptable because it results in a large leakage of
key information to the eavesdropper E. Therefore, it is
necessary first of all to correct errors by legal users and next
to amplify security of the share key against eavesdropping.
Let us apply enhanced privacy amplification theorem in a
generalized form [17] that bounds the amount of Shannon
information (I) leaking to eavesdropper E:
I ≤

(

)

,

(10)

where k is the length of the string, generated by A and
B after a completion of the PIMC protocol. t is the Renyi
(or collision) information, obtained by E via eavesdropper
BSC with BER P . r is the number of check bits sent by one
of legitimate users to another one in order to reconcile their
strings. l is the length of the final key. α is a coefficient,
that approaches to 0.42 for any fixed r, as k, r and k − r are
increasing.
(We recall that privacy amplification procedure
providing the inequality (10) can be performed in two
stages: firstly with the use of a hash function randomly
chosen from universal2 class and secondly by special
“puncturing” of hashed string [17].)
It has been proved in [15] that in order to satisfy
Shannon theorem about reliable communication over noisy
channel and exponential decreasing of information leaking
to E, minimum sum k+r is provided with values
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Let us adopt the following parameters from Table III
n=64, S = 5, σ = 0.4, P = 0.00022, P = 0.067.
After a simulation of LDPC decoding procedure using
Neal’s implementation of [18] and [19] we chose error
correcting codes with parameters complying with (11).
Thus we get the LDPC code with parameters k = 24039, r
= 961 provides for final key length l = 3659 the
probabilities of block error after decoding P = 2.5∙10-3
and information leakage I = 9∙10-4 bit.
If we select LDPC code with parameters k = 50001, r =
1999 we get for final key length. l = 7624, the probabilities
of the block error P = 8∙10-4 and information leakage I =
1.4∙10-3 bit.
(It is easy to trade off the length of final key l0 to
information leakage I).
In the paper [15] has been proved the formula for
amount of bit traffic that is needed in order to share final
key of the length l after execution of all communications
over the channel between user A and B.
If to change in that formula for the number of steps for
our KSP 4 to 2 then it is easy to get
Tr = 2.66 ∙ 10

(

)

MB.

(12)

Substituting the parameters chosen for KSP, we get that
Tr = 32MB, that is better than traffic for four- step KSP
found in [15]. It is useful to note also that for presented
above LDPC codes taken with parameters k = 24039 r =
961 we get the total number of arithmetic operations
according to [20], which is approximately 3500000 for each
iteration and the number of iterations is in average 4.
As it can be seen from a description of proposed KSP,
the generator of random numbers is needed for its
implementation. Moreover it is impossible to use standard
program-oriented generators (like MT19937) because they
could be sensitive to sequence prediction attack. Thus it is
necessary to use hardware generator of random numbers.
We propose to take such generator of random numbers as
“Crypton USB-DRN”, that is manufactured by company
“Ankad” [21]. Photo of this device is shown in Figure 4.
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[4]
[5]
[6]
[7]
Figure 4. View of random number generator Crypton USB-DRN.

[8]

We tested this device on standard NIST tests and
concluded that it passed all of them except two last ones
from the list of 15 NIST tests.

[9]

Experiment showed that it is required at most about 20
minutes in order to generate and store the needed value data
for execution of KSP. Our KSP is requires (as any such
protocol) to perform authentication procedure. Otherwise
the anniversary could impersonate legitimate users and
eventually share with them common key. It is possible to
use different authentication methods: short key, the
Needham-Schroder protocol [22] or pairing procedure
during the face to face meeting [23].
CONCLUSION
We have optimized some parameters of KSP proposed
recently in [15]. It is worth to note that KSP proposed by
the same group authors was according to our mind the first
such protocol executed without any cryptographic
assumptions and without any preference chosen for legal
users. The most significant modifications were: two times
decreasing of steps during information exchange over the
channels. Beside of them we optimize such parameters of
KSP as S, n and σ .
It is seen from our numerical example that the proposed
KSP can be realized practically by any ordinary Internet
users if he (or she) is able to load only one computer
program that allows to correct errors by LDPC codes.
We are going in the future to combine all parts of our
KSP computer software in one pocket in order to simplify
activity of non-qualified users. We have an intention to
investigate key bit extraction not from eigenvalues of
matrices but their extraction from all matrix elements.
Improvements of authentication procedures is also a goal
of our further investigations.
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Abstract - This paper presents the planning and
preparation of a proficiency test for the field of digital
forensics. The paper provides an elaboration of the idea and
procedure of creating a forensic experiment, the result of
which will be a test of expertise applicable for various
organizations engaged in digital forensics. The whole
process of planning, selecting forensic tools, defining
forensic procedures, and producing test forensic images is
shown, explaining and elaborating the criteria used in the
selection, and the expected results. The proficiency test is
planned for a smart electric bicycle.
Keywords - Proficiency testing, digital forensic

I.

In the development of the new proficiency test various
partners should be involved, TVZ, Greyp, and Forensic
Laboratory Ivan Vucetic, where the forensic laboratory
has the role of the integrator and the key forensic case
validator.

INTRODUCTION

The forensic laboratory and forensic experts have to
undertake accreditation and certification as it is required in
various laws and regulations. This is especially hard in the
area of digital forensic where forensic tools are always
steps behind the technology development, causing
problems in practice, and requiring great personal skills,
and expertise from the practitioners. As it is noted in the
PCAST report of 2016 [3], there is a huge urgent need for
reliable skills and methods: “…. there is an ongoing effort
in digital forensics to develop methods and processes to
deal with each new technology as a source of digital
evidence. Studies are needed to establish the reliability
and validity of these digital forensic methods and
processes. DFRWS contributes to these ongoing efforts by
attempting to address the needs of coming years,
concentrating on new technology and refining existing
digital forensic methods and processes.”
Proficiency testing is a crucial part of the forensic
accreditation process [1]. NIST defines proficiency testing
as „Proficiency testing is the evaluation of practitioner
performance against pre-established criteria. External
proficiency testing may be used for inter-laboratory
comparisons, while internal proficiency testing may be
used for intra-laboratory comparisons.“ [2].
It is important to have a test that covers new
technologies and devices. At the moment in digital
forensics each year, a huge amount of new smart devices
is introduced each of them being a new challenge for
tools, procedures, and expertise. To address this issue,
among other measures, it is essential to timely develop
proficiency tests and distributed them among the forensic
community. One of the main organizations for this role is
“ENFSI – European Network of Forensic Science”, whose
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mission is to improve knowledge and methods in the
forensics, as it is stated in [4], “The purpose of ENFSI as a
network of experts is to share knowledge, exchange
experiences and come to mutual agreements in the field of
forensic science.” One of its key goals is to “encourage all
ENFSI laboratories to comply with best practice and
international standards for quality and competence
assurance”

II.

PLAN

According to the International Organization for
Accreditation bodies" Competence is the demonstrated
ability to apply knowledge and skills and, where" [7] and
we believe that multi-technology tests can help acquire
competencies for rapidly growing technologies in the field
of digital forensics. To create a new proficiency test it is
essential to be familiar with the subject of the test, tools,
and procedures to be used.
We will suggest a test for new device: “electric
bicycle”. As a new device is used as a base for the
proficiency test some additional consideration should be
taken. The initial process of device analyses should be
done strictly in order with current existing forensic
standard operating procedures (SOP), with support from
the device vendor. In this case, the electric bicycle is not
yet used for proficiency testing. A detailed understanding
of how such devices work and how data is generated on
them is required to produce reliable data for the
proficiency test. Also, detailed insider knowledge of the
device will provide expertise on how to customize future
proficiency test images while keeping authenticity and
reliability. There is no sense to have one proficiency test
data set for all, it should be a set of tests, like in the
academic exams. To generate required data, an approach
similar to creating personalized forensic exam images can
be used.
Data should be collected in a forensically sound way
in post-test and pre-test environments, while the whole
test should be done in a strictly controlled environment
with calibrated and tested forensic tools.
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In the current situation, data are stored on the electric
bicycle, mobile devices connected with bicycles, and
cloud storage of the bicycle producing company.
Forensic analyses of the vendor-specific cloud storage
is a problem for the available digital forensic tools, exactly
what happens in this work. Non-standardiesd vendor
clouds, in the context of proficiency testing and defining
standard operation procedures (SOP), are a serious
challenge for digital forensics.
Data that will be used as the base for proficiency
testing is based on a cycling trip. Such cycling trip should
be also recorded with an independent tool and planned on
the map to identify possible artifact which can be found in
collected data, like geo-coordinates along the route, WIFI
identificators, terrain features, which can influence the
operating mode of the bicycle, and similar.

cloud storage are acquired, by SOP,
preliminary data analyses should be done to
validate if the scenario was successful. In this
phase cooperation among all team members is
crucial, especially during the first run. All
steps need to be documented and verified to
stay forensically correct.
•

Collection of Results
o

•

Processing and evaluation of results
o

Data extraction should be done by existing standard
operating procedures (SOP) while modifications of the
SOP should be introduced after preliminary analyses of
the devices if necessary. It is not expected to have a
modification of the SOP since the bicycle is equipped with
standard modules that can be forensically acquired with
standard tools and procedures.
To create a useful proficiency test it is essential to see
this effort as a project and as a process with well-defined
goals and steps. The creation of the test requires
compliance with regulations, but also test should be able
to follow the development of the technology. If a new
version of the device is released this process should be
able to recreate a new version of the test by following
already established steps
A. Planned Project phases
In the plan we defined 6 project phases:
•

Creating and implementing scenarios
o

•

This phase is a critical one since it contains
data creation and acquisition for the
proficiency test, it covers data creating
Making a forensic copy and distribution

o

Results of the data acquisition are collected,
compared, documented, and analyzed. The
analysis is done on the triage level to identify
if there are some problems or corrupted data.

•

Forensic artifacts are identified and analyzed
for their value in the proficiency testing,
additional analyses are done by secondary
tools, with double checks and controls with
other team members to be sure that
interpretations of the artifacts are corrected.
Appropriate artifacts are identified as digital
evidence which will be part of the proficiency
test, with a detailed description of how this
evidence was created and how it depends on
the devices from which it was collected, its
volatility attributes, and life span. Methods
how to modify basic artifacts are also devised,
to create unique variations of proficiency tests.
Proficiency test creation and distribution

o

A proficiency test is created based on the
results of the previous steps. All necessary
documentation is created and verified.
Proficiency tests are done with different tools
to see feasibility and correctness. In this step
students from TVZ will be used as beta testers.
Quality control is done based on the forensic
lab standards. The final version of proficiency
tests is delivered to ENFSI for further actions
and usage.

All activities should be done according to existing
SOP and quality controls from the involved forensic

In this step all data from involved devices and

Figure 1. Greyp bicycle forensic image – WIFI connection artifacts
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laboratory, all participants should be familiar with
SOP and quality requirements to keep results sound.
Everything should be done and documented as an
ordinary digital forensic process, based on the
currently accepted practices in the main forensic
laboratory.
III.

EXAMPLE: GREYP ELECTRIC BICYCLE

Greyp G6 is an innovative high-class electric mountain
bicycle equipped with electronics and sensors and a Linux
operating system. The Bicycle was provided by the
kindness of the Greyp company, both with necessary
technical expertise and knowledge. Details of the bicycle
can be found on the vendors' web page www.greyp.com.
Important technical characteristics of the Greyp G6:
1.

Front and rear camera 1080p@30fps

2.

4G modules eSIM, Bluetooth, WIFI, USB

3.

GPS, 3-axles gyroscope, accelerometer

4.

Embedded Linux File System (Ext4)

5.

2 GB RAM

Due to the connection between different technologies

live data forensics) Greyp G6 is a challenging choice for
forensic analyses and designing related competency tests.
IV.

PRELIMINARY RESULTS

In the current first phase of the project, in “Creating
and implementing scenarios" some data is already
collected, and the feasibility of the available forensic tools
are tested on the data collected from Greyp bicycle.
Various data extracting methods were used to see
which one can extract data best, the acquired data was
triaged and previewed in FTK imager and EnCase v8,
while data from the cloud and mobile devices were
extracted later. Also detected artifacts were later
confirmed in crosscheck with other forensic tools. The
artifacts found were also discussed with technical
personnel from Greyp, hardware and software developers,
to see understand in detail how these artifacts are created
and what changes are expected in their lifetime.
In figures 1 and 2, the Greyp bicycle file system image
in raw forensic format (dd extraction) is seen through FTK
imager. It presents Linux file systems with various
possible artifacts for further analyses. More data is

Figure 2. Greyp bicycle forensic image – WIFI connection artifacts in unallocated space on the file system

(mobile phone forensics, Cloud forensics, Linux forensics,

available after full analyses in Encase v8. WIFI
connection artifacts are identified in the normal place on
the file system in figure 1 and the unallocated space figure
2. WIFI artifacts are valuable digital evidence and a very
useful combination for the proficiency test questions.
Unfortunately, Covid 19 pandemic restrictions reduced the
number of free WIFI available on the cycling route.
Artifacts identified with FTK and Encase were
confirmed with other forensic tools (X-Ways,UFED) in
further analyses. This artifact was created when the device
was connected to the WIFI through actions of network
manager tool on Linux, later after disconnection from
WIFI, connection data was erased and that action creates
artifacts in the unallocated space (figure 2), found during
forensic analyses, in the pattern searching step.
Such a scenario is a very convenient part of the
proficiency test, for example, various questions about
WIFI artifacts can be asked: which WIFI networks were

Figure 3. Greyp application SQLite database structure in Cellebrite's
UFED Physical Analyzer
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Figure 4. Greyp bicycle speed over time in milliseconds, data extracted and plotted from Greyp forensic image

counted, when, can this be confirmed with known WIFI
position from the maps. Also, timeline issues and deeper
analyses into erased data can be done to find out when
WIFI data were erased since artifacts are found in the ext4
file system where it is highly possible to find inode related
to erased data as it is presented in the various scenarios in”
The Law Enforcement and Forensic Examiner’s
Introduction to Linux” [9].
RAM image acquisition was done by the Linux dd

also sends some of the user data to a paired mobile phone
(Android or iOS) and some of the data to the Cloud
service. Data sent to a mobile device is stored in the Greyp
application (com.Bicycles.greyp.G6), which contains
records of submitted and received files over the mobile
network. To get access to this artifact UFED tool from
Celebrite was used, it SQL analyzer was used to verify
Greyp SQLite database structure as can be seen in figure
3.
Important forensic artifacts are sent from the bicycle to
the Cloud service. These data include GPS coordinate
data, accelerometer data, bicycle speed, brake status, and
gyroscope. To extract, analyze and plot this data tools in
python 3.7 was used. The results of this extraction and
graphing are presented in figure 4. This data can be used
with additional processing to verify the cycling timeline.
V.

Figure 5. Structure of filesystem, view of log files in X-Ways forensics
tool, from Greyp forensic image

command. Comparing recordings (data) from the file
system (/recordings) and RAM log files, identical data can
be found, so it is possible to recover data and /or to
confirm data from the file system. Later forensic images
were triaged and preliminarily analyzed through Encase
[5] and FTK imager [6], while other tools like Celebrite
UFED [10] and Blacklight were used as back-office
control.
The bicycle operating system stores data in the file system

CONCLUSION

At the moment the process is going slowly because of
problems related to the covid19 pandemic. This cause
some infrastructure issues, which prevented full analyses
with a different tool, so the project is behind the expected
schedule. Also, the lockdown of services like restaurants
and cafés limited access to publicly accessible WIFI what
the limited number of forensic artifacts in the collected
images.
From preliminary results of analyses of first cycle
trips, it is obvious there are enough digital artifacts that
can be used for the planned proficiency test. These
artifacts are compatible with various digital forensic tools
like Cellebrite Physical Analyzer version 7.40, XWays
Forensics 19.8, FTK, FTK imager EnCase v8.0, which
were used for preliminary analysis and crosscheck of
results. The ideas about Linux forensics presented in [9] in
various Sleuth Kit Exercises are the perfect match for
artifacts found in Greyp image, we strongly believe that

Figure 6. Hexadecimal view of a journal file for manual parsing ib X-ways tool, from Greyp forensic image
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such tasks and procedures should be included in the future
proficiency test. Stress on the command line Linux
forensic skills as it is presented in [9] will be very useful
to forensic practitioners in nearby future during complex
forensic analyses of devices like Greyp bicycle, but not
only for it but for all complex devices and IoT systems.
On the conceptual level, forensic practitioners should be
able to efficient forensic analyses of a system of devices,
like Greyp, mobile devices and cloud is in this case,
without a dedicated tool that hides all complexity from
them.

To fulfill the goal of a useful proficiency test ideas
from “Digital Triage Forensics” [8] are crucial, since its
present experience from modern real-life wartime
scenarios. The proficiency testing is at the moment
oriented to the laboratories but we believe that with the
increase of live forensic because of intelligent systems
proliferation proficiency testing should at least include
some scenarios and skills related to such situations.

The most important conclusion is a proficiency test is
possible, fully based on data acquired, by available tools
and procedures. In the preliminary examination, the test
scenario was successfully reconstructed. Reconstructed
data included various digital artifacts:

[1]

•

user and bicycle communication,

•
streaming video recordings of the bicycle camera
via a mobile device,
•

lap and speed of movement of the bicycle and

•

brake status.
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Abstract—Cloud-oriented infrastructure posed itself as a predominant deployment paradigm in the recent decade due to its
ease of provisioning and relatively low cost. However, entrusting
a third party with sensitive data in a multi-tenant environment
brings about increased data breach risks.
The aim of this paper is to give an insight into challenges and
threats encountered in mitigating data breach and repudiation
risks for service providers utilizing cloud-based environments.
Through constructing and studying a possible cloud-based service, we form a corresponding threat model with a special focus
on risks originating from internal actors. We explore confidential
computing as a possible solution for data confidentiality and
mitigation of internal data breach risks for Software as a Service
(SaaS) providers.
Keywords—data privacy, confidential computing

I. I NTRODUCTION
Undeterred by the increasing awareness of data privacy, data
breach risks still pose a significant threat. According to a
recent security study of UK businesses, data breaches have
incurred significant material costs in 19% of businesses [1],
in spite of their rising security resilience. Moreover, in the first
half of 2019., as many as 4.1 billion records were exposed due
to data breaches [2]. One of the biggest problems is the timely
reaction to the attack. Studies show that in 2019., the average
data breach detection period was 206 days after the attack took
place [3]. It should be noted that, in addition to the loss of
reputation and trust, a company facing a data breach also has
extremely high financial costs of repairing the damage.
However, analyses of breaches which took place in recent
years reveal another worrying trend, a distinct rise of breaches
caused by internal actors [4]. Dealing with these trending
internal risks while preserving mitigations for existing risks
requires a different approach in threat modelling and system
design. Moreover, the rise of the cloud-based service deployment paradigm shifted the data storage and processing locus
to an untrusted and unattestable environment, introducing new
technical challenges and threats in preserving data confidentiality and non-repudiation.
This paper aims to systematize challenges and threats
encountered in mitigating data breach and repudiation risks
for service providers utilizing cloud-based infrastructure and
give an overview of promising research developments in
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confidential computing which could help curb risks of data
breaches. Taking the recent emergence of internal risks and
harsh data breach sanctions into account, we take a different
approach in system architecture analysis and threat modelling.
The difference is that in our model the service provider does
not have access to sensitive personal data or, in the worst case,
it is minimized and strictly controlled. Thus, the majority of
this paper focuses on exploring different options for protecting
confidential client data from the service provider itself as
an attempt to simultaneously protect sensitive client data
and mitigate internal data breach risks and non-repudiation
attempts.
The rest of this paper is organized as follows. In the second
section we form and analyze an example of a possible system
deployed on the cloud, describing its architecture and actors.
We then proceed to build a corresponding threat model in
the third section, paying close attention to risks involving
internal actors. The fourth section presents a brief overview
of confidential computing along with an overview of stateof-the-art approaches in securing databases. Finally, in the
fifth section we give a short discussion regarding possible
applications of confidential computing to our threat model and
conclude the paper.
II. S YSTEM ARCHITECTURE
To create a threat model we can later use to consider
solutions to our security problems, we need to draw a system
architecture diagram modelling the flow of critical data. We
focus solely on cloud-based Software as a Service (SaaS)
systems, which brings about a need for a strong distinction
between two crucial and often synonymous actors: the cloud
provider and the service provider. The cloud provider is
an external actor which provides the infrastructure and the
deployment platform that the service provider is using.
To illustrate the design of system architecture diagram we
will later use for threat modelling let us take an example shown
in Figure 1. By studying this example of system architecture,
it is clear that the stakeholders in this system are service
providers, clients, and end users. This example shows a system
containing different databases owned by different stakeholders,
the administration service (A) and applications’ services, user
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interfaces and external systems. These components are divided
into two large groups: server side components and client side
components. The service provider owns the administration
service (A), the administrator database (DB Admin), as well
as the database that clients have available to store their data
(DBSP). Clients have access to Admin Centre and Main App.
This leads to the conclusion that clients are both administrators
of their service instance and service users. Services can also
be accessed through External Systems. End users can access
services only through End User Portal GUI.
Shaded databases are clients’ databases which can be stored
both on cloud or locally on their own servers. The service
provider is in control of databases DB Admin and DBSP, the
administration service (A) and their services (S1 to Sn ).

Fig. 1: An example of a system architecture diagram

Administrators connect to the administrator service’s (A)
management endpoint (MGMT ENDPOINT) using browser
(Admin Centre). Both management endpoint and authentication endpoint (AUTH ENDPOINT) are using the administrator
database (DB Admin) to read, as well as store, credentials and
authorization data. To provide end users a particular service,
clients need to store service data in a database of their choice.
Clients can either use service provider’s database (DBSP)
where a larger number of different clients store data or they
can use their own database (DB1 to DBm ) that stores only their
data.
End users and clients use a service provider’s service (S1
to Sn ) by first logging in to a service using authentication
endpoint (AUTH ENDPOINT). Clients connect to their service
instance (Si ) using the Main App, while end users connect
using the End User Portal GUI. Services are accessed using browser. Client’s applications use the service provider’s
service in the form of an application programming interface
(API).
III. T HREAT MODEL
Threat modelling is a systematic approach to identify possible security threats to a system in order to protect it [5].
While it is not a guarantee that all possible threats will be
identified, it represents a good start towards building a secure
and stable system. There are many threat modelling methods
available, the most well-known of which are STRIDE [6] and
PASTA [7]. In this paper Microsoft’s STRIDE method will be
used. The acronym STRIDE stands for spoofing, tampering,
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repudiation, information disclosure, denial of service and
elevation of privileges. Definitions for all of these threats can
be found in Table I.
TABLE I: STRIDE model acronym description [8]
Category
Spoofing
Tampering
Repudiation
Information disclosure
Denial of service
Elevation of privileges

Description
Impersonating another person/process
Unauthorized alterations
Denying claims/unproven actions
Exposure to unauthorized person/process
Service unavailability
Increasing person/process access level

Thread modelling process consists of a few steps [8]:
1) profiling the application (defining users, data elements,
used technologies, security mechanisms etc.),
2) decomposing the application (trust boundaries, entry
points, exit points, data flows),
3) identifying threats (creating the threat list),
4) identifying vulnerabilities
5) and ranking the threats.
In the next subsections we will build the threat model for
the example system using the system architecture shown in
Figure 1. In the first subsection we will focus on profiling
and decomposing the system. This subsection is of great
importance as we are especially trying to protect the system
from malicious internal actors. We are after that proceeding to
defining security requirements of our example system in the
third subsection. Finally, in the fourth subsection, we identify
possible threats and vulnerabilities in the system.
A. Building a threat model of the example system
To begin with, it is necessary to identify the stakeholders
and data elements in the system and what operations the
stakeholders will be able to perform on the data [8]. According
to the system architecture shown in Figure 1, the stakeholders
are:
• the service provider,
• clients,
• end users
• and external hackers.
The next step is to determine the trust boundaries that
indicate the change in the trust level, the entry and exit points
of the system, and the data flows [8]. A lot of this information
can be displayed through threat model data flow diagrams
that show the communication of different stakeholders in the
system in a simple and visual way. The threat model data flow
diagram helps to further identify possible threats according to
the STRIDE model.
Figure 2 shows a threat model data flow diagram created
based on system architecture shown in Figure 1. Threat
model data flow diagram contains several groups of elements.
Rectangles represent stakeholders. Figure 2 shows browser
as a stakeholder since users access services through browser.
Circles represent processes, in this case processes are authentication API and a client’s service. Two parallel lines
represent data stores which would include databases, cache
memory etc. Data stores shown in Figure 2 are browser
cache, administrator database (DB Admin), service provider’s
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database (DBSP) and client’s database (DBi ). Arrows show
data flows between processes, data stores and stakeholders.
Tick dashed line crossing represents a trust boundary between
stakeholder’s local network (client side) and cloud service
(server side). Here the client and the server side refer to clientserver architecture. To the left of the trust boundary are clients,
end users and external hackers whereas to the right is the
service provider. Data crossing this boundary could be exposed
to attacks.

Fig. 2: Threat model data flow diagram based on system architecture
shown in Figure 1

After the threat model data flow diagram shown in Figure
2 is created, it is necessary to identify the threats in the system
using STRIDE model.
1) Spoofing: When it comes to spoofing, it is possible
to point out several cases of impersonating another person/process:
• the service provider impersonates a client - the service
provider can directly manage the data of that client’s end
users,
• the service provider impersonates an end user - the
service provider can read data that is confidential and
thus unavailable to both the service provider and a client,
• the service provider impersonates an external hacker - the
service provider can get rid of any guilt for unauthorized
actions, blaming, in that case, a non-existent external
hacker,
• an external hacker impersonates the service provider - an
external hacker can gain access to the data using stolen
administrator credentials or compromised service.
There are of course many other cases and examples of threats
which are not listed here as the listed examples only show
threats related to the service provider.
2) Tampering: If the service provider changes the contents
of the databases, makes a malicious change within the service
or changes the data that is being transmitted within the
application, that would be considered tampering.
3) Repudiation: The service provider is at fault if he
performs actions related to sensitive data on behalf of a
client who did not request it. Likewise, the client may, either
intentionally or accidentally, expose the data and blame the
service provider.
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4) Information disclosure: Information disclosure is a problem that occurs if an unauthorized person has access to data
to which they should not have access. The service provider
in the role of administrator can directly view the data that
they should not have or make a malicious modification to the
application in such a way as to gain access to the data.
5) Denial of service: Denial of service can occur if an
external hacker performs a DoS attack or if someone deletes
data making the service incomplete or unavailable.
6) Elevation of privileges: Elevation of privileges attack
enables the regular user to perform actions that demand
administrative rights which the regular user does not have.
B. Security requirements
In order to prevent possible threats to the system, it is
necessary to implement security mechanisms. Spoofing is
resolved by implementing authentication and data tampering
is eliminated by preserving integrity. Repudiation is prevented
by digitally signing messages to prove that the message was
sent from one stakeholder to another, but proof of message
reception requires the use of another mechanism. The solution
to information disclosure is access control, to denial of service
is availability and to elevation of privileges is removing
vulnerabilities in the system that lead to elevation of privileges.
C. Examples of vulnerabilities and possible attacks
After profiling and decomposing the application, identifying
threats and vulnerabilities needs to be done. Table II shows
threats and vulnerabilities with their respective stakeholders
and loci grouped by STRIDE categories. This table of course
does not show all possible threats but just gives examples to
better describe the threat modelling process.
TABLE II: Examples of vulnerabilities categorized using STRIDE
model
STRIDE
Category

Spoofing

Threat
Cross site request forgery
Clickjacking
Domain spoofing
HTML content injection
Imitation of users due to theft
and / or inadequate management of session data
Unauthorized modification of
database data

Tampering
SQL injection
Modifying log files

Inserting content using stored
XSS vulnerabilities
Inserting content into log files

Stakeholder
Third
Third
Third
Third
Third

party
party
party
party
party

Administrator
(service
provider)
Third party
Administrator
(service
provider)
Third party/
Malicious
client
Third party/
Malicious
client

Locus
Browser
Browser
Browser
Browser
Browser

Cloud instance
Browser
Cloud instance
Browser

Browser
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STRIDE
Threat
Category
Repudiation Manipulating log files

Theft of sensitive data using
XSS vulnerabilities
Information Storing and processing sensidisclosure tive information in plain text
Data leakage through error
pages
Theft of cryptographic keys

Traffic monitoring in a multitenant cloud environment

Denial of
service

Inadequate protection on the
transport layer
Data leakage from the
database using SQL injection
attacks
Data sharing with external
services (third party API)
DDoS of authentication endpoint
DDoS of central portal

Elevation
of
privileges

Filling the storage space as
a consequence of inadequate
log management
Inadequate access control for
administrative interfaces
Inadequate access control at
endpoints for certain types of
HTTP requests
Deficient application logic

Stakeholder

Locus

Administrator
(service
provider)
Third party/
Malicious
client
Service
provider
Service
provider
Administrator
(service
provider)
Third party/
Cloud service
provider
Service
provider
Third party

Cloud instance

Service
provider
Third party/
Malicious
client
Third party/
Malicious
client
Third party/
Malicious
client
Service
provider
Service
provider

Application

Service
provider

Application

Browser

Cloud instance
Browser
Cloud
instance /
Browser
Cloud instance
Web
server
Browser

Web
server
Web
server
Cloud instance
Application
Application

IV. C ONFIDENTIAL COMPUTING
Although the client’s data confidentiality problem is seemingly insurmountable in cloud environments, recent research
offers a new approach in solving this issue. The ever present
risk of data breaches, whose consequences were exacerbated
by recent strict data privacy regulations, gave rise to a new security model which leverages hardware support to protect data
in use. Dubbed confidential computing, it combines trusted
execution environments (TEE) and cryptography to provide
data integrity and confidentiality as well as application and
memory isolation during runtime [9]. Confidential computing
can also be viewed as a natural extension of the trusted
computing model [10] as it uses a hardware root of trust to
provide a tamper-resistant execution environment. It has seen
increasing adoption in recent years as major cloud hosting
providers introduced confidential computing capable virtual
machines [11] backed with mature TEE technologies.
A. Trusted execution environment
As Sabt et al. [12] have noted, formal definitions and
use of the term trusted execution environment (TEE) tend to

MIPRO 2021/ISS

vary and fail to capture various aspects that the term entails.
They proceed to define TEEs as a tamper-resistant processing
environment which guarantee authenticity, confidentiality and
integrity of code, data and runtime states, optionally offering
remote attestation [12]. Such an all-encompassing definition
further illustrates the TEE’s role as a fundamental building
block of the confidential computing model.
One of the main appeals of applying TEEs to cloud-based
workloads is the reduction of the trusted computing base
(TCB) achieved by removing the cloud provider from the chain
of trust. By combining the TCB reduction with offloading
computationally expensive cryptographic operations to their
hardware implementation, TEEs are able to offer increased
security with an acceptable computational overhead.
B. Current technologies
Major hardware vendors have released a variety of
hardware-assisted TEE technologies in recent years. Although
most existing ISAs were fitted with such technologies [10],
we focus on TEE technologies for the x86-64 ISA since it
is predominant in cloud-based environments.
McKeen et al. [13] announced Intel’s SGX, a novel
hardware-assisted TEE technology, in 2013., with first SGXcapable CPUs launching in 2015 [14]. SGX is a hardware
feature that extends the ISA with a new set of instructions
backed by hardware-assisted TEEs (referred to as enclaves),
designed to provide integrity and confidentiality for sensitive
computations in user applications [10], [15]. Its security model
drastically reduces the TCB to only the CPU. Moreover, the
security model includes physical attacks on memory as the
SGX technology is capable of completely subverting physical
memory attacks such as cold-boot or bus tapping [15].
Secure execution is achieved by reserving a protected memory region, called the Processor Reserved Memory, which
stores encrypted pages containing protected code and data.
These contents, called the Enclave Page Cache, are protected
from all accesses which do not originate from within the
enclave. All hardware exceptions are handled outside the
enclave to avoid data leaks [15]. After all the pages are
loaded into the EPC, a remote party can initiate an attestation
process to ensure that the enclave was properly initialized. A
cryptographic hash of EPC contents is formed and presented
as evidence to the attesting party.
Kaplan et al. [16] presented AMD’s security extensions
in 2016., primarily focused on cloud computing. Their main
features include Secure Memory Encryption (SME) and Secure
Encrypted Virtualization (SEV). The former addresses physical attacks and the latter addresses software based attacks.
All extensions use a secure coprocessor for encryption key
management and a separate AES hardware encryption engine
[16] [14].
The Secure Memory Encryption extension uses a 128-bit
key for encrypting memory contents. An unused bit in the
page table entry layout, later referred to as the C bit, was used
to distinguish between encrypted and plain pages, as well as
to provide seamless access to encrypted pages [16]. The SME
extension is thus able to offer a flexible encryption scheme,
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ranging from full to partial memory encryption. However, this
scheme requires support from the underlying operating system
as a result of the aforementioned modifications of the page
table entry. An additional encryption scheme, Transparent Secure Memory Encryption, avoids this problem by transparently
encrypting all memory pages at boot [16] [14].
The SEV extension aims to harden virtual machine isolation in multi-tenant cloud systems through an additional,
cryptographically aided protection layer. With the threat model
assuming a malicious hypervisor, each virtual machine’s memory space is encrypted and communication channels used
for interacting with the hypervisor are limited, thus further
protecting the guest virtual machine’s data and code integrity
[16], [17]. This extension has recently been expanded with the
introduction of Secure Encrypted Virtualization - Encrypted
State (SEV-ES) [18] and Secure Encrypted Virtualization Secure Nested Paging (SEV-SNP) [17]. These additions enable
virtual machine encryption with a guest specific key, cryptographic protection of the guest virtual machine’s CPU register
state [18], more memory privilege levels inside the virtual
machine and enhanced memory page integrity [17].
C. Current research
Confidential computing has received a significant amount
of research due to the widespread use of cloud computing
environments for workloads with sensitive data. A number of
systems demonstrating feasible applications of TEEs in securing traditional workloads have been developed in recent years,
ranging from systems which provide a fully shielded execution
environment for existing applications [19], to adaptations of
specific applications [20].
The work of Baumann et al. [19] showed that it is possible
to create a fully trusted execution environment inside TEEs.
The resulting system, named Haven, offers shielded execution
of unmodified binary applications using the Intel SGX enclave. It represents a significant change in the use of TEEs,
diverging from the common pattern of protecting specific parts
of an application. The authors solved a series of technical
challenges by emulating traditional OS mechanisms such as
system calls, exceptions and memory allocations inside the
enclave, using a combination of library operating systems and
native implementations of specific mechanisms.
Although this approach poses itself as an elegant and
convenient solution for securing existing applications without
modifying them, it carries a risk of undermining security
guarantees provided by the TEEs. In a recent work on exploiting memory corruption vulnerabilities in TEEs, Lee et
al. [21] have shown that it is possible to leverage existing
vulnerabilities inside an application running in an enclave to
completely bypass all security guarantees. This sobering and
alarming discovery demonstrates that even with state-of-theart protection mechanisms in place, a large TCB still carries a
security risk. While Lee et al. note that their research results
strongly suggest that future research should focus on traditional security mitigations [21], determining an appropriate
trade-off between security and convenience still remains an
open question.
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Following a more common TEE usage pattern, Gribov et
al. [22] designed an encrypted database system with full SQL
query support. A small TCB in the form of an extension for an
existing DBMS, PostgreSQL, performs queries over encrypted
data types. The evaluation results stated in the paper claim
an average throughput decrease of 30% [22]. Seeing as the
authors published the system’s source code, we re-evaluated
the performance claims and found the results to be comparable
to the ones stated in the paper.
Priebe et al. [20] proposed a database engine with even
stronger data confidentiality and integrity guarantees. They
achieved server-side security by modifying an existing DBMS
to create and host sensitive data inside an enclave, using a
query engine which executes pre-compiled queries. The client
defines a set of queries which will be executed on sensitive
data and packages them with query engine. In addition to
achieving a significant performance gain, this approach allowed the authors to leverage the remote attestation mechanism of Intel’s SGX enclave to guarantee that no undefined
queries can be executed on sensitive data. It should be noted
that hosting data inside enclaves relies on the assumption of
future support for enclaves with large memory spaces [20],
which has not come to fruition yet.
V. C ONCLUSION
Ensuring the privacy of confidential client data from a
service provider’s perspective is not a straightforward process,
especially in multi-tenant cloud environments. In addition
to traditional risks found in preserving data confidentiality,
this multifaceted process must also take potential data breach
sanctions and client non-repudiation attempts into account.
Data breach risks originating from third-party actors are
usually mitigated by utilizing some form of encryption at
rest, applied to the underlying filesystem or to specific files,
preventing data breaches even if a database containing sensitive data was compromised. However, as noted in our threat
model, malicious internal actors pose a significant threat in this
setting. Administrative accounts can completely invalidate the
confidentiality provided by encryption at rest. Therefore, transparent data handling and in-use data protection is paramount
for providing privacy guarantees.
Searchable encryption and confidential computing are a
natural fit for this use case as they both provide data privacy
in a shared computing environment. Despite a significant
development seen in searchable encryption techniques, they
often impose prohibitive computational and storage overhead
and require heavy modifications of underlying database management systems, resulting in a plausible but practically often
cumbersome data privacy solution. The confidential computing
model has recently seen widespread adoption with novel
research demonstrating effective application in the field of data
privacy.
A major factor affecting the design of a system which
protects data in use is the high computational overhead of
performing queries on encrypted data. Design choices should
thus focus on deciding which actor should bear most of the
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inherent computational burden. Client-side manipulation of
encrypted data is the most transparent solution, but incurs
prohibitively high data transfers, depending on the size of the
database. On the other hand, handling encrypted data on the
remote server is faster but not sufficiently transparent, thus requiring implementation of additional attestation mechanisms.
Moreover, this approach often requires heavy modification of
the underlying DBMS, which is not practical. A middleware
based approach offers adaptability, leaving room for balancing
between the aforementioned approaches.
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Abstract - This paper provides an analysis of the results
of wireless network security testing. Wireless network testing
was done using a Raspberry Pi device under the Kali Linux
operating system. A legal testing procedure was carried out,
tools, and testing procedures were presented, and the
influence of various tools on the reliability of test results was
analyzed. The obtained results of various tools have been
compared and interpreted to understand the actual state of
user wireless networks. Analysis of test results indicates
serious security issues that pose a risk to both owners, and
service providers.
Keywords: WIFI security testing, Kali Linux, raspberry
piePI

I.

INTRODUCTION

The basis for this paper is the Master thesis "Testiranje
sigurnosti bežičnih mreža korištenjem raspberry Pi
uređaja” [1]. The purpose of the thesis was to explore and
present the protection methods used in private wireless
networks, the devices most commonly used in these
networks, as well as their vulnerabilities. Data collection
should be done in a simple, and cheap way, by applying
Raspberry Pi devices with Kali Linux as a platform. The
result we expected was a description and documentation of
the data collection process, and analyses with detailed
configuration, of Kali Linux OS, and tools used. The result
of this work will be later used for lectures, and exercises,
while interpretation of the results should be published.
Raspberry Pi is not new in the field of modular selfbuilding computers, nor is Kali Linux in the field of
computer system security. This work presents a
combination of Raspberry Pi and Kali Linux distribution
intended for installation on the Raspberry Pi platform to
research the security of wireless computer networks. The
most commonly used tools for security testing of wireless
networks and collected data in a predefined populated area
are singled out, and described., and the analyses of the
collected data were done by Python scripts and SQL queries
on the database.
During the preparation of this paper and thesis research,
various sources were consulted, among which we note
"Opportunistic Wardriving Through Neighborhood Public
Utility Vehicles as an Alternative to Crowdsourcing and
Dedicated Wardriving for Wireless Network Data
Collection," [13], and "Kali Linux - An Ethical Hacker's
Cookbook" [14].
The thesis presented in this paper elaborates the
technology 802.11 of local wireless networks (WIFI), the
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process of installing, and assembling a combination of
Raspberry Pi device a, and Kali Linux operating system,
and tools for mapping e, and testing the security of WIFI
access points. The main goal is to show the state of
protection of private WIFI networks in terms of device
security, and how they are placed in the narrower area of
the city of Karlovac, without the intention to represent the
state in the whole country.
A satisfactory state of security for WIFI networks
(relative to the data collected) would imply:
•
•
•
•

a smaller number of open public use networks that
should be managed, and monitored
a small/small number of networks protected by the
WPA-PSK security protocol
lack of open, and WEP security protocol protected
networks
disconnected or disabled WPS on WIFI hotspots

WIFI network security also depends on other elements
such as password complexity, filtering device-only
connections with known MAC addresses, using a properly
configured firewall, establishing VPN tunnels, etc. that
cannot be legally verified at detected access points under
this work, and therefore will not be elaborated in more
detail.
II.

RASPBERRY PI

The beginning of the idea of developing a computer called
Raspberry Pi was created back in 2006 at the University of
Cambridge. This initiative was intended to develop a lowcost computer to educate and experiment with
programming [2],[6].
The first Raspberry Pi Model B went on sale on February
29, 2012. From the very beginning, it was designed in two
models with an identical base, which in the first version
consisted of Broadcom SoC. (System On a Chip) –
BCM2835 at 700 MHz. The stronger model (B) (Figure 1)
had twice as much working memory as the weaker model
(A) – 512MB, 100BaseTX network interface, and two
USB 2.0 interfaces [2],[5].
In its current eight years of existence, Raspberry Pi has
reached the fourth version of the A, and B models, along
with Raspberry Pi zero, and zero W. Despite the better
performance, the size didn't change – Raspberry Pi kept the
credit card size.
Over the years, several Raspberry Pi accessories have been
developed that include cameras, TV cards, sensors of
different types, and interfaces for other platforms such as
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LEGO Mindstorms, Arduino, and the like. The growing
number of accessories for Raspberry Pi offers endless
possibilities for its application – from building robots,
managing devices in so-called "smart" houses, drones, and
various projects within educational institutions. If
Raspberry Pi is used for self-building, in addition to
standard peripheral connecting interfaces such as USB 2.0,
and 3.0, HDMI, and Ethernet, which is commonly available
on all computers available today, a very important element
is the GPIO (general-purpose input/output) interface that
allows a large number of add-ons to be connected [3],[4].
III. HARDWARE TESTING PLATFORM
For all tests carried out in this paper, a version of
Raspberry Pi 4B of the following characteristics was used
(Figure 1):
• 64-bit quad-core Cortex-A72 processor
• 4 GB LPDDR4 RAM
• 2 micro HDMI interfaces
• 2 USB 3.0 interfaces
• 2 USB 2.0 interfaces
• 1000BaseTX Interface
• integrated 802.11b/g/n/ac wireless interface
• Bluetooth 5.0
• 5V/3A USB-C power supply

Figure 1: Raspberry Pi 4B as the basis of the hardware testing platform

IV.

KALI LINUX OS, AND SECURITY TESTING
TOOLS

Kali Linux (Kali) is a Linux operating system
distribution developed with a focus on penetration, and
security testing based on Debian GNU. By 2013, and
renaming to Kali, it was available under the name
BackTrack, which was again created as a combination of
three different Linux distributions intended for penetration
testing - IWHAX, WHOPPIX, and Auditor [7].
The first version of Kali Linux appeared in March
2013, and the basic difference from BackTrack is an
architecture based on Debian GNU and FHS (Filesystem
Hierarchy System), which enables the installation of
applications from the Debian repository which was not
possible with BackTrack [8].
Kali Linux currently contains more than 600
applications for penetration, and security testing, support
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for a large number of wireless connectivity cards,
installation on systems with ARM architecture is
supported, and the user can customize it to their needs [9].
Kali Linux operating system is available for free, and
is maintained, and upgraded by Offensive Security. It is
available for almost all platforms in the form of already
prepared images that can be switched to installation media,
or, as in the case of Raspberry Pi, directly transfer to storage
media.
In addition to the above, Kali allows you to adapt to
each user, and there is a possibility of independently
creating an image tailored to the needs of the user.
A. Security testing tools
Kismet is an open-source tool for detecting wireless
networks and devices, listening for wireless traffic [10],
"wardriving" and detecting unauthorized intrusions into
wireless networks. There are versions for Linux, Unix, and
MacOS platforms. It can be used with network interfaces
(cards) for wireless networks that support rmon (raw
monitoring mode ) operations. The tool operates in passive
mode, which means that it does not interact with the
detected wireless access point, but only listens to the traffic
that takes place within the range of the system on which it
is running.
The tool supports Wi-Fi and Bluetooth interfaces, part
of SDR (Software Defined Radio) hardware, and other
specialized types of hardware for collecting packets in
wireless communication.
Kismet is an integral part of the Kali Linux
distribution and the kali-tools-802-11 meta-package.
Kismet can be started in two ways:
• the kismet command in the terminal where the user
must be root or, if Kismet is installed as suid-root, the user
is in the Kismet user group. Kismet runs in a Ncurses-based
wrapper and displays server messages and the address
where the server can be accessed (HTTP: // localhost:
2501).
• as a boot service where Kismet must be installed as
suid-root and run with the "--no-ncurses" option. As
Kismet stores the collected data by default at the location
from which it was launched, this option also requires you
to define the storage location of the collected data.
V.

LEGAL AND ETHICAL FRAMEWORK, AND
METHODOLOGY

A. Legal framework
In the legal system of the Republic of Croatia there
are several laws regulating information security, the most
relevant for this paper are:
• Law on the Validation of the Convention on
Cybercrime (Narodne Novine 173/2003)
• Penal Code (Narodne Novine 125/11, 144/12,
56/15, 61/15, 101/17, 118/18, 126/19) (in
particular Title XXV)
• Electronic Communications Act (Narodne
Novine 73/08, 90/11, 133/12, 80/13, 71/14,
72/17)
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•

Act on the Implementation of the General Data
Protection Regulation (Narodne Novine 42/18)
(NN 42/18)
Passive data collection for statistical processing
purposes, which is only one of the definitions of
"wardriving" does not in itself require the consent of the
owners of wireless access points that emit a signal in a
public space. If the security test of specific wireless access
points, i.e. password breaking, and/or non-authorized
connection to the wireless point would be carried out, it
will enter the area of criminal offenses described in
Chapter XXV of the Penal Code.

operate keyboards (wired) and rotated touch screen for
180. To collect data on Raspberry Pi several devices are
connected: a GPS device via an extension cable, D-Link
Wireless AC 600 Dual Band USB adapter, and
PowerBank to power the system. A GPSD tool for
processing GPS data was installed on the device, and a
GPS functionality check was performed.

B. Ethical framework
Since the main goal of this experiment is to show the
state of security of wireless networks, and to point out
possible security failures, and/or security culture in private
wireless networks, and thus to help raise security
awareness, and increase security, all data are processed
and presented in such a way as to protect the owners of
wireless access points, what is one of the ethical hacking
requirements [14], [15].
C. Methodology
The methodology used to implement the practical
part of this paper is divided into the following stages:
• Hardware, and software preparation
• Implementation of data collection ("wardriving")
in the selected area
• Cleaning up collected data
• Analysis of data, and presentations of the results
obtained
D. Hardware, and software preparation
The hardware platform used for data collection,
which ensures portability, and recording of the GPS
location of detected wireless access points, is made up of
the following components:
• Raspberry Pi 4B
• plastic suitcase for installation of
components, and transfer
• Raspberry Pi 7" touchscreen
• QWERTY wireless mini keyboard for
Raspberry Pi
• 32 GB Micro SD Card Transcend
• Globalsat BU-353S4 USB GPS
• D-Link Wireless AC 600 Dual Band USB
Adapter
• PowerBank RAVPower RP-PB095 20100
mAh
The components are installed in a plastic suitcase that
is small enough to be stored safely in a bag, backpack, or
similar.
From the official website of Offensive security, a 64bit Kali image intended for Raspberry Pi was used for
installation. After checksum check, the image is unpacked
and transferred to the Micro SD card. The Micro SD card
is inserted into Raspberry Pi, and the device is turned on.
After a short time, the installation sign-in interface
appears. The system has been upgraded, and the standard
passwords and settings have been changed. It is set to
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Figure 2 - Boundaries of the area in which the data collection took
place

Kismet tool [10] was customized to use proper
network interface, and configuration, with activity logs
stored in the newly created “kismet” folder. Tailored
kismet configuration was saved in the configuration
kismet.conf file. The kismet is set to run as a service on the
Kali Linux since no user action will be required, and
possible during "wardriving". Data files installed by the
kismet package were removed, existing empty *.kismet
files were hashed, to prevent any data problems later.
Data from *.kismet files are analyzed, which are
msqlite3 databases. Kismet uses data from different
sources when collecting, and can identify the device
manufacturer based on the MAC address, from the
collected packages it is possible to identify the security
protocol used if the wireless network is protected, and the
WPS status that the device advertises.
To present the state of security for purpose of this
paper, in addition to basic information about the devices,
data that are important for the topic of work - security
protocols used, and WPS status of the device is
additionally drawn.
Data is presented in such a way that it does not
display elements that identify specific access points,
especially those where security failures are detected.
For a visual representation of the collected data, it
was necessary to store them in an appropriate form (KML).
Data export was carried out using kismet-analyzer 0.3.1
[10]. This tool itself needed to be modified because it was
created for version 5 of kismetdb while version 6 was used
for this work. The tool was downloaded in source code as
a kismet-analyzer-0.3.1.tar.gz file and modified. After the
change, the tool was installed, and tested.
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Figure 3: Ddetected WIFI devices from all four *.kml files in the
GPXSee app in offline mode

The kismet-analyzer tool can extract data separately
for WIFI access points, and clients. It is a command-line
tool with simple syntax. The kismet_analyzer transferred
the data to four *.kml, and four *.csv files with the same
names as the original *.kimset files. Before further
processing, the ismetdb_strip_packets were used to
remove the contents of the package from the files.
The data collection was carried out within one week
in August 2020. in the wider area of the old town of
Karlovac (Zvijezda), (Figure 2, Figure 3).
Additional processing was done with python scripts
kismet-kmlzp.py, and json2csv.py to export data from json
format to CSV format for further analyses in MS Excel and
OpenStreetMap [11]. Data deduplication was done since
duplicates entries were created by partial overlapping of

of internet access equipment. All the data collected was
processed on Raspberry Pi itself, and later on the laptop
with Kali Linux operating system, and without a network
connection.
In total (Table 1, Figure 4), 1252 WIFI devices were
detected in the selected area, of which 816 access WIFI
points, 196 WIFI clients, and 240 other WIFI devices (AdHoc, Bridge...). The map of found WIFI networks and
routes is presented in Figure 2.
E. Presentation of results
WIFI with WEP should no longer exist in 2020, but
it was possible to find such configurations. As suspected,
open networks that provide free internet access in cities
have also been found.
Rbr
People's

1.
2.
3.
4.
5.
6.

movement routes.
Figure 4: Graphical representation of security protocols at found WIFI
hotspots

Data about devices used by individual internet access
service providers were collected from service providers'
websites, and various forums discussing the configuration
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Security Protocol

Found
(Number)

Percentage

Open (no security
protocol)
WEP
WPA-PSK
WPA2-PSK
WPA2-CCMP
(disambiguation)
Unknown

56

6,86%

8
3
710
15

0,98%
0,36%
87,00%
1,83%

24

2,94%

TABLE 1: COMPARATIVE VIEW OF SECURITY PROTOCOLS AT FOUND
WIFI HOTSPOTS

It should be noted that devices that are not primarily
for the wireless connection, and internet access/search
such as printers, smart televisions, and the like have been
detected. Of the 240 other devices detected, 7 have been
reliably identified as printers, at least 2 of which do not use
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security protocols. Besides, a total of 29 WIFI access
points and 1 Ad-Hoc device with hidden SSID were found.
Although most attacks and threats today come through
the Internet, and the problem of traffic theft by
unauthorized connection to a wireless network is no longer
so emphasized, since most internet access service packages
offer unlimited traffic, owners of private wireless networks
should pay more attention especially for the theft of private
data, misuse of internet access for unauthorized activities,
etc.
We suspect that most private users do not have a
satisfactory level of security awareness, nor the necessary
knowledge to properly configure wireless networks, while
the internet access providers implement it to the minimum
extent devices. Also software upgrades are not issued for
several years despite the identified security failures.
Since privately owned WIFI networks are most often
not monitored, it is difficult to estimate how much
unauthorized access there is to such networks.
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Abstract—Genetic algorithms are well-known and frequently
used heuristic methods for solving optimization problems. In
modern cryptography, the generation of large primes has an
important role in the implementation of public-key cryptosystems
such as RSA. In general, the prime number generation starts
from the random number. If the generated random number can
pass a specified probabilistic primality test, the random number
is tentatively considered as a prime number and applied to a
public-key cryptosystem. This paper investigates the application
of genetic algorithms for generating large prime numbers that
have special significance in cryptography. An introduction to
the theory of prime numbers and the methods used to check
the primality of a large number are shown. Moreover, the
implementation of a genetic algorithm for generating prime
numbers with a convenient representation and genetic operators
is presented. We compare the efficiency of the existing method
for generating prime numbers and genetic algorithms techniques,
and we show that GA can be a viable option to generate large
prime numbers.

I. I NTRODUCTION
Any natural number n greater than 1 is prime if it has no
divisor other then 1 and itself.The role of prime numbers
is diverse and spans across several research domains such
as communication, coding theory, and cryptography. Within
cryptography area, prime numbers have a special importance
that result in a need for techniques able to produce prime
numbers of various sizes.
Cryptography can be defined as a science of secret writing
to hide the meaning of a message [1]. To ensure that goal one
uses cryptographic algorithms, commonly known as ciphers.
When all parties that participate in a secure communication
use the same key, we talk about symmetric-key cryptography
[2]. Public key cryptography, or asymmetric cryptography, is
a cryptographic system that uses pairs of keys: public keys,
which may be known to others, and private keys, which may
never be known by any except the owner. To encode a message
(commonly known as plaintext) into a ciphertext, one uses
encryption transformation and to revert the ciphertext back
to plaintext one uses decryption transformation.
RSA is public-key cryptography which was proposed by
Rivest, Shamir, and Adleman in 1977, and it has become the
international standard of public-key cryptography. RSA is a
special reversible modular exponentiation encryption system,
and the theoretical basis of it is an important conclusion in
number theory: it is easy to do the product of two large
prime numbers, but it is difficult to decompose large prime
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factors combined number [3]. In addition to encryption, it is
also used for digital signatures and authentication. Because the
safety of the RSA algorithm is closely related to the choice of
large prime numbers, finding large prime numbers have great
significance to the concrete realization of the RSA algorithm
and security. Therefore, a research focus has been for years
to efficiently determine the primality and search large prime
numbers. In general, the prime number generation starts from
the random number. If the generated random number can pass
a specified probabilistic primality test, the random number is
tentatively considered as a prime number and applied to a
public-key cryptosystem.
Some of the fastest modern primality tests for determining
whether an arbitrary given number n is prime are probabilistic
(or Monte Carlo) algorithms, meaning that they have a small
random chance of producing an incorrect answer. A composite
number that passes such a test is called a pseudoprime. Some
of the most used primality tests are Solovay-Strassen test [4]
and the Miller-Rabbin test [5]. These algorithms iteratively
check if the number is composite or not. If the number passes
the primality test and is not declared as composite, one can
say that it is probably prime, and the more such iterative steps
are done, the greater the chances that it is true are.
Keys in public-key cryptography, due to their unique nature,
are more computationally costly than their counterparts in
secret-key cryptography. Asymmetric keys must be many
times longer than keys in secret-cryptography in order to
boast equivalent security. Keys in asymmetric cryptography are
also more vulnerable to brute force attacks than in secret-key
cryptography. There exist algorithms for public-key cryptography that allow attackers to crack private keys faster than
a brute force method would require [6]. One of the main
strength of public-key cryptography remains in the difficulty
of factorization to the large primes.
A. Contributions
In this paper, we are focused on generating large prime
numbers with practical application in public-key cryptography.
To evolve prime numbers, we employ evolutionary algorithms
(EAs), and more precisely Genetic Algorithm (GA). As a
primality test, we use Baillie–PSW primality test, which is
a combination of a strong Fermat probable prime test to base
2 and a strong Lucas probable prime test. Using that technique
we show practical applications of using Genetic Algorithm in
generating prime numbers.
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TABLE I: Primes density and values of π function.

B. Outline of the Paper
This paper is organized as follows. In Section II, we first
discuss the properties of prime numbers. Furthermore, we
elaborate Baillie–PSW primality test. Next, in Section III, we
show the usage of primes in RSA. In Section IV, we give
a short list of related work. Then, section V gives details
about the GA approach we use and present the results of our
experiments. Moreover, we discuss the consequences of our
approach and we offer a possible roadmap for future work.
Finally, in Section VI, we give a short conclusion.
II. P RELIMINARIES
A prime number (or a prime) is any number greater than
1 and divisible only by 1 and by itself. Numbers that have
multiple divisors are said to be composite. By convention,
number 1 is neither composite nor prime.
Lemma 2.1 (Euclid’s lemma): If p is a prime number and
divides the product of a · b, then p divides a or p divides b (or
both).
Widening this lemma is a fundamental theorem of arithmetic, showed in equation 1, which says that any natural
number can be written in a unique way as a product of prime
numbers (if we ignore the order of these numbers):
αr
1 α2
n = pα
1 p2 · · · pr ,

(1)

where p1 < p2 < · · · < pr are different prime factors of n,
and α1 , α2 , ..., αr ∈ Z.
If the number
√ n is composite, it is divisible by a prime number
less than n. This fact makes it easy to check the simplicity
of smaller numbers since one has to check the divisibility with
numbers only to the square root of the checking number.
A. Distribution of prime numbers
The fact that there are infinitely many prime numbers was
also known to the already mentioned Euclid. But, although
there are infinitely many of them, their arrangement is extremely irregular. The function π(x) tells how many primes
are in the interval [1, x].
Theorem 2.2 (Prime number theorem): Let π(x) be the
prime-counting function that gives the number of primes less
than or equal to x, for any real number x. The limit of the
x
quotient of the two functions π(x) and ln(x)
as x increases
without bound is 1:
lim

x→∞

π(x)
= 1.
x/ln(x)

(2)

Table I shows primes density in certain intervals as well as
values of equation 2.
We can observe that the ratio tends towards number 1 with
increasing value. Gauss also came to the conclusion that the
π(x) function could be represented by a logarithmic integral
showed in equation 3.
Z x
dt
π(x) ≈ Li(x) =
.
(3)
2 ln t

1400

x
10
102
106
1010
1020

π(x)
4
25
78498
455052511
2220602560918840

π(x)
x/ln(x)

0.92103
1.15129
1.08449
1.04780
1.02273

B. Definitions and Theorems on Prime Numbers
The question arises as to whether it is possible for a
number by some check to conclude very quickly whether it is
prime or composite. To answer this question, mathematicians
devised primality tests. We distinguish two types of tests:
deterministic and probabilistic. Deterministic, as their name
suggests, give the correct answer to the question of whether a
number is prime or composite. The problem with such tests is
a big computational complexity, which increases computation
time as the tested number being increased. For this reason,
probabilistic tests are more often used, which perform the
check much faster, but their answer is not exact - if they
conclude that the number is composite, it is certainly composite, but if they conclude that the number is prime, there is
a probability (although often small) that it is composite. We
give a short overview of most relevant definitions and theorems
related to prime numbers [7].
Definition 2.1 (Greatest common divisor): The greatest
common divisor of the numbers a and b is denoted by (a, b),
and represents the largest number that divides both a and b.
Definition 2.2 (Congruence): If the number m divides the
difference a − b, then we say that a is congruent to b modulo
m and write it as:
a ≡ b (mod m)

(4)

Definition 2.3 (Coprime numbers): The numbers a and b
are coprime if their greatest common divisor is 1.
Definition 2.4 (Euler’s totient function): Let n ∈ N. Euler’s
totient function ϕ(n) is equal to the number of natural numbers
less than n, and which are coprime with n.
For example, ϕ(20) = 8 because the numbers
1, 3, 7, 9, 11, 13, 17 and 19 are coprime with the number 20. If
n is a prime number, then the ϕ(n) = n − 1 holds true since
the prime number is divisible only by the number 1 and by
itself.
Definition 2.5 (Quadratic residue): The number a is the
quadratic residue of modulo p if exists x ∈ Z∗p such that is
valid relation:
x2 ≡ a (mod p)
(5)
Theorem 2.3 (Fermat’s little theorem): If p is a prime
number and a is a coprime with p then:
ap−1 ≡ 1 (mod p)

(6)

Definition 2.6 (Fermat’s pseudoprime numbers): Let n be
an odd number that is not prime and a is coprime with n.
Then, n is Fermat’s pseudo-prime number in a base a if next
equation is valid:
an−1 ≡ 1 (mod p)

(7)

MIPRO 2021/ISS

TABLE II: Primality tests, test type and running time complexity. n is number to be tested and k is number of tests.
Primality test
AKS [8]
Elliptic curve [9]
Baillie-PSW [10], [11]
Miller-Rabin [12]
Soovay-Strassen [12]

Year
2002
1986
1980
1980
1977

Type
Deterministic
Las Vegas
Monte Carlo
Monte Carlo
Monte Carlo

Running time
O((log n)6+ )
O((log n)4+ )
O((log n)2+ )
O(k(log n)2+ )
O(k(log n)2+ )

Fermat’s pseudoprime numbers are called only pseudoprimes
in the rest of the paper.
Definition 2.7 (Legendre symbol): Let p be a prime number.
For each integer a we define the Legendre symbol:

  
if a ≡ 0 (mod p),
0,
a
= 1,
(8)
if a quadratic residue modulo p,

p

−1, if a not quadratic residue modulo p.
What should be noted is that the Legendre symbol is not
defined if the number n is not prime. Jacobi symbol, which
can be determined for any odd natural number, solves this
problem.
Definition 2.8 (Jacobi symbol): Let n be an odd natural
number that has factorization as follows:
αk
1 α2
n = pα
1 p2 · · · pk .
a
is defined as:
For every integer a, Jacobi symbol
n





αk
α1
α2
a
a
a
a
=
···
.
n
p1
p2
pk

(9)

(10)

Jacobi symbol is obtained by multiplying Legendre symbols
by all prime factors of the number n. If the number n is prime,
then Jacobi symbol becomes equal to Legendre symbol.
C. Baillie-PSW Primality Test
Some of the primality tests are the Fermat test, the SolovayStrassen test [4], and the Miller-Rabin test [5]. Algorithms
work by running in steps to check if a number is composite.
If a number passes an algorithm step and is not declared
composite, we can say that it is probably prime, and the
more such steps pass, the greater the chances are that it
is indeed true. In the Fermat and Solovay-Strassen test, the
probability that a composite number passes the whole test
(without declaring it composite) is 21m (where m is the number
of steps of the algorithm), while this number in the MillerRabin test 41m . In table II we give a list of primality tests.
In this paper, we use the Baillie-PSW (Pomerance, Selfridge
and Wagstaff) probability test to check the primality. The
test is a combination of the Miller-Rabin primality test and
the Lucas probability test [11]. For both the Miller-Rabin
and Lucas tests, there are lists of pseudo-prime numbers composite numbers that pass the test, but it is not currently
known whether there are numbers in both lists - there is even
evidence that these numbers belong to different groups, which
means if a number is pseudo-prime for both tests, it is very
likely prime. No compound number less than 264 (approx.
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1.845· 1019 ) passes the test, which means that in that case the
test is deterministic [10].
The steps of the Baillie-PSW test to check the primality of
the number n are:
1) Using trial division, check that the number n is divisible
by small prime numbers up to some suitable limit.
2) Check that n is a very pseudo-prime number in a base
2. If not, then it is composite.
3) Find
the
first
D
in
the
sequence
5, −7,
9,
−11,
13,
−15,
...
for
which
Jacobi
symbol

D
is
equal
to
−1.
Set
P
=
1
and
Q
=
(1
−
D)/4.
n
4) Perform a Lucas primality test using the parameters D,
P and Q. If n is not a Lucas pseudo-prime number, then
it is composite. Otherwise, it is almost certainly prime.
A few notes related to the test [10], [13]:
• The first step is optional and is performed to speed up
the algorithm.
• The second step is actually the Miller-Rabin test using
the base 2. There is no particular reason why this base is
used, but after a series of tests it was concluded that the
best results are given by this base in combination with
Lucas test.
• Baillie and Wagstaff proved that the average number of
parameters D, for which the test must be performed, is
about 3.147755149.
• If a number n is the square root of some number, the

= −1. If
third step will never give such a D that D
n
the test does not calculate the parameter D quickly, it
is necessary to suspect that it is a square root and by
Newton’s method it is possible to check whether it is
really a square root or not.
III. P RIME N UMBERS IN P UBLIC -K EY C RYPTOGRAPHY
Prime numbers are used in various encryption algorithms
due to factorization problem - there is currently no efficient
algorithm that can factorize large numbers. Here, we briefly
present the RSA algorithm.
Nowadays, RSA is a mostly used algorithm to transmit
shared keys for symmetric key cryptography, which are then
used for bulk encryption-decryption. This way of encrypting
implies the existence of two keys - the public one, which is
used for encryption, and the secret one, which is used for
decryption. It is assumed that it is not possible to obtain the
secret key in real-time by using the public key.
Let’s assume there are two parties - A and B and that A
wants to send a message to B. The procedure takes place in
the following steps:
1) B generates a public key and sends it via unsecured
channel to A. Such key should not be changed change
and needs to be stored in order to be able to communicate with B.
2) A generates a message and encrypts it using B’s public
key and eventually sends it to B. The message is
encrypted with a public key and is sent through a
unsecured channel.
3) B uses his private key to decrypt the message and read
its contents.
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A. Generate Public Key
To generate a public key, one should fallow next steps:
1) Generate two large prime numbers p and q that are
approximately equal size
2) Calculate n = p · q and Euler’s totient function ϕ(n) =
(p − 1)(q − 1). The number n is called the RSA module.
3) The encryption exponent e is selected, which must be
greater than 1 and less than ϕ(n), and coprime with
ϕ(n).
4) The decryption exponent d is calculated, which must
also be greater than 1 and less than ϕ(n), and satisfy
equation 11.
e·d≡1

(mod ϕ(n))

(11)

5) Finally, the public key-pair (n, e) is published, and the
parameters d, p, q and ϕ(n) are kept secret.

CGP evolved multiple functions for consecutive sequences of
prime numbers with increasing length, the longest of which
produced 208 consecutive prime numbers, for input value i,
where 1 6 i 6 208.
Next, we give an overview of papers trying to generate
as large prime as possible using a genetic algorithm. Qing
and Zhihua in [17] use a genetic algorithm to generate large
primes. Authors analyze safety factors restricting the algorithm
to produce large primes and propose a method for determining
large primes. They also experiment with several different
crossover and mutation operators. In the paper, they show the
largest number containing 512 bits.
Hu and Zang in [18] use a genetic algorithm and propose
a new strong prime number generator algorithm. The authors
claim the method described in the paper is simple and easy to
implement to meet the needs of the RSA algorithm security.
V. E XPERIMENTS AND R ESULTS

B. Encryption and Decryption
We briefly show a process of encryption and decryption:
1) Use the public key (n, e) and encrypt the message m :
c ≡ me (mod n)
2) The sender sends the encrypted message c via an unsecured channel.
3) The receiver calculates the original message m using the
secret key (n, d): m ≡ cd (mod n)
The security of this algorithm lies in the fact that a composite number n, which is the product of two large prime
numbers, is impossible to factorize in a real-time. But as this
number is public, its factorization would make it possible to
determine all the remaining parameters needed to decrypt and
read the original message would be enabled. For this reason,
the prime numbers used in the RSA algorithm are of the order
of 10100 .

In this section we discuss on experimental settings and obtained results. Moreover, we describe in detail the algorithmic
modification we make to make our results practical.
A. Algorithms and Representations
The problem of generating prime numbers is not a classic
optimization problem and therefore the approach to implementation of a genetic algorithm has to be somewhat different
than usual. The implementation of the algorithm in this paper,
during the evolution, generates as many as possible different
prime numbers and store their values that can be accessed
after execution. Instead of using a generational or steady-state
version where the population size is constant, we increase the
population by each new prime individual (see Algorithm 1).
The reason for that modification is that each prime individual
is equally good and represents a viable genetic material that
could further create new prime individuals.

IV. R ELATED W ORK
As mentioned in Section I, there are many successful applications of heuristic techniques usable in cryptography [14]. In
this section, we discuss works that consider the evolution of
primes, and different approaches to achieve them. Generally,
there are two approaches when generating primes: one evolves
a generator function and one evolves generates prime numbers. We firstly show papers considering generator functions.
Mabrouk, Hernandez-Castro, and Fukushima in [15] use
memetic programming to generate a formula that produces
a set of distinct primes. Some of the new formulas are
polynomials that can produce up to 40 distinct primes for a
set of consecutive integers. Other rational functions are also
generated and they can produce up to 59 distinct primes for a
set of consecutive integers.
Walker and Miller in [16] predict prime numbers using
Cartesian genetic programming (CGP). In this paper, the
authors presented an approach for evolving non-consecutive
prime generating polynomials and also two different approaches using CGP for evolving a function f (i), which produces consecutive prime numbers p(i), for consecutive input
values i. The digital circuit approach using multi-chromosome
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Algorithm 1 Increasing population genetic algorithm.
population ← initialize with N primes
while termination criteria not satisfied do
parents ← randomly select 2 individuals
child ← crossover (parents)
perform mutation on child, with probability pm
if child is prime and child ∈
/ population then
population ← population ∪ child
end if
end while
The evolutionary process begins by generating an initial
population consisting of the first N prime numbers. It is worth
noticing that N is a small number and can be generated by
using a simple prime sieve or primes can be cached. In our
experiments, we simply use first N primes (2, 3, 5, ...). We
experiment with 2 termination criteria: number of evaluations
and time interval. As long as termination criteria have not been
satisfied, 2 individuals have randomly been selected. After the
child has been created by a crossover operator, the mutation
is applied with probability pm . Finally, using the Baillie-PWS

MIPRO 2021/ISS

primality test we check if the child is prime and does it exist
in the population.
In this work, we experiment with two different encodings
and compare their efficiency: bitstring and integer representation. In bitstring encoding, we use concatenating crossover
operator and simple mutation, where a single bit is inverted.
Concatenating crossover operator randomly chooses in which
order will merge two individuals. For example, crossover of
101 and 1101 can produce individuals 1011101 and 1101101.
In integer encoding, we use crossover operator defined
in [19]. The main goal of the crossover operator (see Algorithm 2) is to generate a candidate with high probability to be
prime. For mutation, we use the same operator as for crossover
but with constant value p2 = 2. Notice that p2 could be any
other prime number.
Algorithm 2 Integer crossover operator.
Inputs:
p1 , p2 – primes from the population
Output:
c – prime number candidate
if p2 > p1 then
high, low ← p2 , p1
else
high, low ← p1 , p2
end if
c(low) ← convert base high(10)
reverse the digits of c(low)
c(10) ← convert base c(low)
return c
To compare results obtained by genetic algorithm, we
use naı̈ve prime finding algorithm, which is widely used in
practice. We use 128 iterations in Miller-Rabin primality test.
Algorithm 3 Naı̈ve prime finding algorithm.
Inputs:
n – prime bit length
Output:
p – prime number candidate
p ← random even number ∈ N
while p not passed Miller-Rabin test do
p ← generate random bits of length n
p ← set MSB and LSB to 1
end while
return p

short enough to have a practical significance (5, 10 and 20
seconds).
TABLE III: Experiments parameters.
Parameter
Encoding
Selection
pm
Evaluations
Time limit
Initial population size

B. Fitness Function
We consider a binary fitness functon in this work:
(
0, n 9 prime or n ∈ population,
f itness(n) =
(12)
1, n → prime and n ∈
/ population.
An individual whose value is not prime must not be part of
the population and therefore the fitness of such an individual
is 0. Also, there must be no duplicates in the population, and
individuals who are prime but whose values are already in the
population are punished and do not enter the population.
Furthermore, an individual whose value is prime, but which
is not in the population, has a fitness equal to 1, and this is
true for all individuals who meet the given conditions. Any
individual that meets criteria defined by fitness function is
equally good, and since individuals that are prime and unique
do not have to be compared to each other, they all have the
same fitness value.
C. Results
Due to the fact, we experiment with large prime numbers,
and our motivation in a practical application, all results are
given in a bit length used to represent a prime. The recommended RSA modulus (p · q) size for most settings is 2048
bits to 4096 bits. Thus, the primes, p and q, to be generated
need to be 1024 bit to 2048 bit long [20]. For such reason,
we bold all values higher than 1024. In Tables IV and V, we
give results for bitstring and integer encodings, respectively.
TABLE IV: Results for the binary representation. N represents
initial population size, time limit is time given to the algorithm
execution. Results show prime bit length.
N
3

1) Algorithm Parameters: In all the experiments the number of independent trials T for each configuration is 30 and
the stopping criteria for equals 200 000 evaluations and time
limit. Following the creation, the new individual immediately
undergoes mutation, which depends on the mutation rate
parameter. After tuning, in our experiments this parameter
equals 0.05, which results in five out of one hundred new
individuals being mutated on average (see Algorithm 1). In
Table III we give all parameter details. Moreover, to make our
experiments more realistic, we set the execution time limit
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Values
{binary, integer}
random
{0.05, 0.1, 0.3}
200 000
{5 s, 10 s, 20 s}
{3, 30, 100}

30
100

Time Limit [s]

Max n

Average n

Std dev

5
10
20
5
10
20
5
10
20

1035
1145
1895
460
755
726
279
433
540

683.35
831.32
1045.42
326.77
446.90
542.42
219.61
318.52
408.06

113.66
130.31
248.17
67.10
92.70
75.15
35.05
53.27
55.30

When considering bitstring encoding (see Table IV), we can
construct prime numbers larger than 1024 bits only for the
smallest size of the initial population we investigate (N = 3).
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TABLE V: Results for the integer representation. N represents
initial population size, time limit is time given to the algorithm
execution. Results show prime bit length.
N
3
30
100

Time Limit [s]

Max n

Average n

Std dev

5
10
20
5
10
20
5
10
20

232
312
382
211
235
305
162
185
275

155.71
220.48
253.71
138.23
177.06
226.97
114.52
144.00
187.52

34.77
34.85
37.74
26.07
20.46
36.25
22.14
18.13
28.44

Naturally, the more time algorithm is given, the larger prime
is generated. However, the larger the initial population size is,
the maximal prime bits length gets smaller. We find interesting
the fact the smaller the initial population is, the lower number
of large primes is generated. In Table IV, one can notice how
standard deviation drops by increasing prime generation time.
2,000

TABLE VI: Results for the naı̈ve prime finding algorithm.
n

Limit [s]

Succ [%]

Min n [s]

Avg n [s]

Std dev

382
1035
1145
1895

20
5
10
20

100.00
48.39
96.77
58.06

0.04
0.09
0.06
0.93

0.43
2.60
2.69
9.03

0.42
1.54
2.26
5.29

generates 20% more primes than bitstring encoding. Therefore, we can conclude that genetic operators defined for integer
encoding rather choose to generate closer primes than further
ones.
Next, in Table VI we show a success rate in generating
primes of certain bit length with naı̈ve prime finding algorithm
(see Algorithm 3). We took the best-obtained results with
bitstring and integer encoding. Moreover, we set the time
limit equal to the time GA had when the founding best
certain solution. When the prime number of bits is very low,
naı̈ve prime search always find prime of a certain length.
Increasing prime number of bits, naı̈ve algorithm has more
difficulties, and the success rate depends on the time limit
given. Nevertheless, naı̈ve prime search time is not comparable
to the GA’s because it is several times faster.

1,800

1,500

Length of prime bits

Length of prime bits

1,600
1,400
1,200
1,000
800
600
400

Time = 5 s

Time = 10 s

Bin
Int

500

0

1

Fig. 1: Boxplot results for 3 different mutation operators in
optimization of balanced Boolean function with 8 inputs.
In Figure 1, we present results for the length of the prime
number bits and 3 individuals in the initial population, respectively. We show differences among 3 different time limits
for primes generation. Note that the values given are average
values over all experimental runs. One can observe the more
time is given to GA, the larger prime would be generated.
Table V gives results for the integer encoding. As it can
be seen, for all initial population sizes and time limits we
consider, we are not able to find a large enough prime number
to satisfy security criteria. Moreover, we observe a similar
correlation between initial population size and time limit as
with bitstring. Note that integer encoding does not vary in
the best prime bit length. The reason for such behavior could
be in the genetic operators’ implementations. Comparing the
sizes of generated primes in the populations, integer encoding

10

100

1,000

10,000 100,000

Iterations

Time = 20 s

Primes generation for initial population of 3 individuals.
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1,000

Fig. 2: Dynamics of finding a large primes through iterations,
for bitstring and integer representation.
Finally, in Figure 2, we show the dynamics of finding a large
primes through iterations. As previously discussed, bitstring
GA outperforms integer GA in finding larger prime.
D. Future Work
Based on obtained results, there are several possible future
directions to explore. First, the results show that a small initial
size population finds large primes faster than a larger initial
population. It would be interesting to investigate how the
distribution of primes in the initial population affects the speed
of finding large primes.
Next, we use a modified genetic algorithm that increases
in each iteration population size. Instead of increasing, one
possibility to explore would be to keep the population constant
size and how that affects the speed of evolving primes and the
size in bit length.
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On the other hand, this work shows the integer encoding
can evolve large prime numbers but not applicable in cryptography. One avenue of research would be a reconstruction
of evolutionary operators (crossover or mutation). Moreover,
it would be interesting to examine the performances of other
encodings with GA.
Finally, in this paper, we experimented only with GA. There
are a plethora of evolutionary algorithms with different properties and advantages comparing to GA. One way of future
experiments would include different evolutionary algorithms
or combining multiple algorithms with hybridization methods.
VI. C ONCLUSION
In this paper, we addressed the construction of large prime
numbers through an evolutionary algorithm. To resist factorization attacks, it is essential in public-key cryptography to
construct large primes. One of the approaches used in practice
is naı̈ve prime finding algorithm.
Our results suggest that genetic algorithms can be used to
evolve primes larger than 21024 whereas the best performing
encoding we consider bitstring. That success stems from
the representation rather than using some specific selection
strategy.
In this work, we experiment with two constraints: initial
population size and execution time. The largest prime we
construct using bitstring encoding has 1 895 bits, which is
approximately 10571 , in the time limit of 20 seconds. To
make finding primes easier, we modified the genetic algorithm
introducing variable population size.
Finally, even though we did not outperform naı̈ve prime
finding algorithm in speed, we showed the possibility of
evolving large enough prime numbers using bitstring encoding
to have practical application in public-key cryptography.
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Abstract - This paper deals with the theoretical and
practical elaboration of the mentioned topics, which gives an
insight into digital forensics, network forensics, collection
and analysis of digital evidence, and the tools with which the
above is done. An insight into the comparison of tools is
provided, which begins with the selection of tools according
to the stated criteria and the description of the tools with the
operating systems on which they run. The comparison itself
begins with defining tasks to test functionality. Upon
completion of the above tasks, the obtained results are
recorded and later used to analyze the performance of the
tool. After the tool comparison, the obtained results are
scored and ranked, and then a conclusion is given about the
acquired knowledge and experience during the preparation
of this paper.
Keywords: forensics, digital, network, tools, analysis

I. INTRODUCTION
With the development of the first network in the 1960s,
numerous opportunities and possibilities emerged that
progressed and grew over the years. With the development
of networks and networked devices, their misuse also
appeared, and for that reason, a branch of network
forensics developed from digital forensics. Digital
forensics is a science that aims to collect, store, retrieve,
analyze and document digital evidence, or data that is
stored, processed, or transmitted in digital form. Network
forensics is a branch of digital forensics that deals with the
collection, analysis, processing, and presentation of digital
evidence obtained from network traffic. Nowadays, it is a
very important branch of digital forensics, since almost
every computer or device communicates with each other
via a network. Precisely for this reason, the network is a
very common vector of attacking or carrying out
unauthorized actions. Every attack permitted or
unauthorized action, travels across the network in the form
of network traffic and leaves a certain trace, and it is this
trace that often serves as digital evidence. Digital evidence
is considered to be any data stored in digital form that
contains information related to the commission of an
illegal act [1, p. 4].
With the increasing complexity of networks, network
devices, and thus network forensics procedures, there is a
need for stable, high-quality, and reliable network
forensics tools. The topic of this paper is exactly on the
trace of the above, and it is the elaboration and
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implementation of comparative analysis of network
forensics tools on different operating systems.
The topic of this paper is focused on one of the
software solutions, and the existing software solutions are:
packet capturing tools, pattern matching engines), data
flow and analysis tools, and full-scale analysis tools. In
essence to compare and rank tools depending on
succeeding in solving tasks.
Network traffic, if collected, processed, and presented
by the prescribed rules and procedures, provides the
investigator with an accurate insight into events that took
place on the network. Depending on the complexity of the
task and the skill of the investigator, it is possible to single
out the parts from which attempts to carry out or actual
conduction of illegal actions on the network can be seen.
In preparation, an in-depth analysis of available
sources and titles was performed to establish a tool
evaluation system. The idea was to understand how the
problem was approached earlier and how it was thought.
In this step, the most useful were the titles: “Cyber
Forensic Tools: A Review” [10], "A study on digital
forensic tools" [11], "Forensic investigation of crossplatform massively multiplayer online games: Minecraft
as a case study" [12] and “Big Data Forensics: Hadoop
Distributed File Systems as a Case Study BT - Handbook
of Big Data and IoT Security” [13]. During preparation a
new metrics for network forensic tools evaluation was
introduced and tested.
Network traffic collection can be done in several ways,
and the basic division is done into the passive and active
collection. The passive collection is the collection of
network traffic that does not affect the state of the network
and requires minimal interaction of investigators with the
network. It is done by collecting network traffic that
travels by wire, wirelessly, or through specific network
devices such as a switch. If network traffic cannot be
collected without minimal interaction with the network,
but the investigator is forced to generate some traffic on
the network to achieve the above, such collection is called
an active collection. Disadvantages of active network
traffic collection are the possible destruction of existing
evidence and the potential activation of network security
system alarms [2, p. 17].
Network traffic collection tools may vary depending
on how they work. There are hardware tools for collecting
network traffic and software solutions to achieve the same.
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II. COMPARATIVE ANALYSIS OF TOOLS
The focus of this paper is on the comparative analysis
of the aforementioned full-scale analysis tools. For that, it
is necessary to get acquainted with each of the tools being
analyzed, with the operating systems on which the analysis
is performed on and to define the comparison criteria.

The list of tools gathered from these sources can be
seen in Table I below.
TABLE I

LIST OF TOOLS AND CRITERIA
Win
10

Mac
OS

Kali

Avail
able

GUI

YES

YES

YES

YES

YES

Ettercap

/

YES

YES

YES

YES

15

Etherape

/

/

YES

YES

YES

/

Kismet

YES

YES

YES

YES

YES

/

1) defining the method of tool selection, defining
evaluation tasks, and selecting the scoring algorithm

Network
Miner

YES

/

/

YES

YES

13

2) selection of tools for network forensics on
various operational systems

TcpDump

/

YES

YES

YES

/

50

WinDump

YES

/

/

YES

/

/

Cloud
Shark

/

/

YES

NO

YES

9

Sysdig

/

/

YES

NO

YES

8

Colasoft
Capsa

YES

/

/

NO

YES

4

Debokee

/

YES

/

YES

YES

2

A.
Methodology
The chosen methodology is based on qualitative and
quantitative analysis of network forensics tools. It was
carried out through four phases:
•

•

Qualitative phases, which consisted of:

Quantitative phases, which consist of:
3) measuring tool behavior on chosen tasks

4) scoring and ranking of tools according to the
achieved results.
B.
Wireshark
Wireshark is a free network traffic monitoring tool. It
is used by network administrators to troubleshoot
problems or find security vulnerabilities. It is also used by
development engineers as a tool to test the implementation
of new protocols. The area in which the Wireshark tool
relates to this work is network forensics and its purpose to
find evidence in traffic traveling across the network. Some
of the important features of Wireshark tools are compatible
with Windows and Unix operating systems, the ability to
collect live traffic and save it, the ability to open files
containing traffic captured by another tool, import text
files containing a hexadecimal record of downloaded
network traffic, export certain packets to others file
formats, packet filtering, conditional packet search and
display of traffic statistics. Wireshark is exclusively a tool
for reviewing and analyzing network traffic [3].
C.
Alternative tools selection
One of the criteria, also the main one, is that the tool
must be an adequate replacement for the Wireshark tool
for a given operating system. Other criteria to narrow the
choice of tools are availability (must be free), ability to
work with a graphical interface if possible, and popularity.
Information on the popularity of each tool is collected
through the AlternativeTo.net website. Given that some of
the tools are not found on the said website, it is
understandable that information on their popularity is not
available so this criterion is not an exclusive criterion.
Short research reveals an article in which, according to
Stephen Cooper, the five best alternatives to the Wireshark
tool are Savvius Omnipeek, Ettercap, Kismet, SmartSniff,
and EtherApe [4]. Given that some of these tools do not
meet the given criteria and that the desire is to achieve an
objective analysis that includes multiple tools from
multiple different sources, there is a need for expanding
the source list of alternative tools. These sources for an
extended list of tools are the websites AlternativeTo.net,
guru99.com, educba.com, and techwiser.com.
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Wireshark

Etheral
Intercepte
r NG
Nethogs

Popul
arity

Part of PRTG Monitor tools

5

Contains malicious code

14

/

/

YES

YES

YES

19

MNM

YES

/

/

YES

YES

17

SmartSniff

YES

/

/

YES

YES

12

PacketSled
Scapy

Part of MixMod tools

3

/

/

YES

YES

/

7

YES

/

/

YES

YES

/

YES

/

/

NO

YES

/

/

YES

/

YES

YES

2

CPA

/

YES

/

YES

YES

2

KisMac

/

YES

/

YES

YES

/

Cain and
Abel
Savvius
Omnipeek
Packet
Peeper

Selected tools are: for Windows NetworkMiner, for
MacOS PacketPeeeper, and for Kali Linux Ettercap.
The reason for choosing the NetworkMiner tool is its
high popularity compared to other tools NetworkMiner is
an open-source tool designed for the Windows operating
system, and its primary purpose is to analyze network
traffic. It is used in the passive collection of network traffic
and provides the possibility of analyzing the same to detect
operating system from which or to which network traffic
travels, also to detect information on sessions, open ports,
and similar items. Manufactured in 2007, it gained great
popularity relatively quickly due to the ability to perform
network traffic analysis in a relatively simple way.

1407

The Packet Peeper tool, which is used as an alternative
tool on MacOS in this paper. Packet Peeper is a free tool
designed to monitor and collect network traffic, made
exclusively for MacOS operating systems. It provides
several features such as composing TCP streams, packet
filtering, support for pcap/tcpdump files, and much more
[7].
The Etterercap tool was chosen because it is listed as
one of the best alternatives to the Wireshark tool according
to Stephen Cooper [8]. Ettercap is a free tool designed to
help perform "Man in the middle" attacks. That is why it
is equipped with the ability to monitor traffic, filter it,
analyze the network and devices on it. The Ettercap tool
can be used in three modes: graphical interface mode,
command-line mode, and ncurses mode. Primarily
designed for Unix operating systems with the ability to run
the same on Mac operating systems. The version for the
Windows operating system existed until 2011 when the
manufacturer stopped providing upgrades and support.
The latest version for Unix operating systems was released
on 01.08.2020. [9].
D.
Functionality testing tasks
Testing the functionality of the tool is carried out
through three tasks. The first task is to collect traffic with
selected tools and compares their capabilities in this mode.
Each subsequent task, i.e. tasks 2 and 3, uses the already
collected traffic in the form of a .pcap file.
In the first task, it is necessary to begin collecting
traffic with the selected tool and then generate specific
traffic. Traffic is generated by „pinging" via the command
line web address www.tvz.hr. After the ping, it is necessary
to visit the specified web address. Finally, it is necessary
to download the image that contains the logo of the
Polytechnic of Zagreb. Upon completion of the generated
traffic, it is necessary to save it to the local computer from
TABLE II

2

3
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The second task is all about gathering information from
predefined traffic through series of subtasks. In those
subtasks following information can be gathered: traffic
recording time, the number of captured packets, used
protocols, most used protocols, traffic filtering, HTTP
status code, hostnames and visited web pages, used web
browser, characteristic actions for TCP protocol, MAC
and IP addresses of devices, used OS, opened ports and
BSSID and SSID of Access Point.
The third task is testing the exclusion of files from
.pcap files. The same is done through series of subtasks
where it is needed to find out and exclude e-mail
correspondence, contents of e-mail correspondence,
attachments
from
e-mail
correspondence,
IM
correspondence, contents of IM correspondence,
attachments from IM correspondence, and .png files.
E.
Comparison of obtained results
Upon completion of solving the tasks that examine the
functionality of the tools, the obtained results are
compared. To make the comparison clearer, a table is
created in which the results are listed in the order of
solving the tasks. The obtained results are recorded in two
forms. The first form is the value of the result obtained,
such as the number of packages contained in the file, while
the second form is "yes/no / partial" which provides insight
into the information whether the specified action can be
done using a particular tool or not. If the stated result is
"partial", it indicates that there is a partial record of the
requested information from which the answer can be
deduced. These results are visible in table II below.

RESULTS OF SOLVING GIVEN TASKS

Task
1

which the collection was performed. When saving, it is
necessary to record the number of formats in which the
collected traffic file can be saved and the size of the saved
file.

Number of saving formats
Saved file size
Capturing time
Captured packets
Protocols used
Most common protocol
Traffic filtering
HTTP status code
Name discovery
Visited web sites
Web browser being used
TCP characteristics
MAC device addresses
IP device addresses
OS discovery
Opened ports
AP BSSID-a discovery
AP SSID-a discovery
E-mail discovery
E-mail contents
Attachment exemption
IM discovery
IM contents
IM attachment exemption
PNG exemption

Windows
Wireshark
NetworkMine
21
1
553 KB
112 KB
47 sec
no
no
548
no
TCP / UDP
no
TCP
yes
partial
200 OK
200 OK
yes
yes
yes
yes
yes
yes
yes
no
yes
yes
yes
yes
partial
yes
partial
yes
no
yes
no
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes

MacOS
Wireshark
Packet Peeper
21
1
1,5 MB
889 KB
47 sec
47 sec
548
548
TCP / UDP
TCP / UDP
TCP
TCP
yes
yes
200 OK
200 OK
yes
no
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
partial
partial
partial
partial
no
yes
no
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes

Kali Linux
Wireshark
Ettercap
21
no
639 KB
689 KB
47 sec
no
548
548
TCP / UDP
TCP / UDP
TCP
TCP
yes
yes
200 OK
200 OK
yes
yes
yes
yes
yes
yes
yes
no
yes
yes
yes
yes
partial
partial
partial
yes
yes
no
yes
no
yes
yes
yes
yes
yes
no
yes
yes
yes
yes
yes
no
yes
yes
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F.
Wireshark comparison on different OS
From the achieved results presented in Table II, it can
be seen that the results of the Wireshark tool, solving the
second and third tasks, are identical on all the previously
mentioned operating systems. The difference in the
achieved results is visible in the first task of collecting
traffic. This difference is not due to differences in tool
functionality on different operating systems, but because
of the operating system itself, services, and background
processes running. Although the collection of traffic was
done on computers that had freshly installed operating
systems with a fairly identical set of installed programs,
the differences are visible. Also, it should be noted that
during traffic collection, the only computer that generated
traffic on the network was the computer from which the
collection was performed. From the above facts, it can be
concluded that the Windows operating system generated
the least network traffic with network traffic generated for
tool comparison.
G.
Tool comparison on Windows OS
Solving the first task using Wireshark and
NetworkMiner tools is equally successful. The difference
observed in the results is in the number of formats in which
the captured traffic is stored and in the size of the captured
traffic file itself, which indicates the fact that the
Wireshark tool was more successful in capturing, and that
it captured more useful information from generated
network traffic. Solving the second task in which
information was excluded from traffic according to the
presented results indicates the fact that Wireshark was
more successful in solving this task as well. Solving
subtasks related to statistics, protocols, traffic capturing,
and access point information discovery was not successful
with the NetworkMiner tool while solving them with the
Wireshark tool was fairly straightforward. The
determination of operating systems and open ports with the
Wireshark tool was done partially, i.e. the above
information could be deduced from the TTL package
parameters and the amount of traffic per port, while the
NetworkMiner tool provided a simple insight into that
information. Solving other subtasks was equally
successful and complex. Solving the third task, according
to the above results, is equally successful with both tools.
The difference in solving the third task is in the simplicity,
ie the process of extracting files with the NetworkMiner
tool is much simpler considering that all files in traffic are
recognized and excluded by the tool when loading traffic
file. Extracting files with the Wireshark tool was a
challenge, especially when it came to a .docx file. The
advantage of the Wireshark tool in extracting files from
traffic is the ability to extract them through a hexadecimal
record in traffic, and save files using tools for processing
such records. This is not possible with the NetworkMiner
tool because it does not support working directly with
packets and their hexadecimal records, but only with
interpreted data, which provides the possibility of tool
errors in the form of not recognizing files or records that
are important.
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H.
Tool comparison on Mac OS
Solving the first task with Wireshark and PacketPeeper
tools differed in the amount of possible file storage formats
of the collected traffic and the size of the saved files. The
file collected by the Wireshark tool is significantly larger
than the file collected by the Packet Peeper tool, which also
indicates a larger amount of data collected from online
traffic. The results of solving the second task differ in the
success of solving the task related to discovering the
device name and collecting information about access
points. Device name detection is not possible with the
Packet Peeper tool because there is no name resolution
option, and access point information collection was not
possible due to the inability to open the required file
containing traffic related to that task. Both of these tools
are equally successful in determining operating systems
and open ports, i.e. both tools provide information on the
TTL parameter of the packet and the amount of traffic per
port from which the required information can be deduced,
but not unequivocally determined. Solving the third task is
successful with both tools. The difference between these
tools in extracting files from traffic is in the fact that the
Wireshark tool provides method for extracting files
through the "Export objects" built-in function and through
the hexadecimal package record. The Packet Peeper tool
provides the ability to exclude traffic exclusively through
the hexadecimal record of the contents of individual
packages, which makes it challenging.
I.
Tool comparison on Kali Linux
The tools used on the Kali Linux operating system are
Wireshark and Ettercap. The results achieved on the first
task differ in the ability to save the collected traffic. The
Ettercap tool, unlike the Wireshark tool, cannot save the
collected traffic within the graphical mode, but it is
possible to save it only using the command line. The sizes
of the captured traffic do not differ drastically, but in a few
KB, which indicates almost the same amount of data
collected by both tools. The success of solving the second
task is the same, and the differences are visible in solving
subtasks that require direct interaction with packages
which the Ettercap tool does not provide. Unlike the
Wireshark tool, the Ettercap tool provides only the ability
to work with interpreted data, but not at the level as it was
on the Windows operating system using the Network
miner tool, but at the level below. It provides the
possibility of working with interpreted data, but also
provides insight into the hexadecimal record of the same
through the connections. The inability to solve the subtask
related to collecting access point information is also
present with the Ettercap tool, while the same Wireshark
performed flawlessly. Solving the third task presents the
problem of simply excluding files. Unlike the Wireshark
tool, which offers the ability to easily exclude files through
built-in functions and complexly exclude from a
hexadecimal record, Ettercap provides only the ability to
exclude files from a hexadecimal connection content
record. Although it is possible to exclude files from
hexadecimal records, the Ettercap tool did not successfully
exclude attachments sent over the network.
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J.
Tool ranking
The ranking of tools is done by scoring the tools, which
is done depending on the success of the tool in solving
tasks.
TABLE III

SCORING CRITERIA

Task

Number of points

Description

1

3 points for task
solving

1 point
recording

for

traffic

1 point for
recorded traffic

saving

1 point for more than one
save format
2

1 point

per item listed in table II

3

1 point

per item listed in table II

According to the scoring system in Table III, the
Wireshark tool achieves 25/26 points on all operating
systems, NetworkMiner 17.5 / 26 points, Packet Peeper
20.5 / 26 points, and Ettercap tool 17.5 / 26 points. The
first place belongs to the Wireshark tool due to the most
successfully solved tasks and the ability to work on
multiple operating systems. Second place, and also the title
of the best alternative tool for Wireshark tool, belongs to
the Packet Peeper due to the success of solving these tasks.
The third-place belongs to the NetworkMiner tool due to
the achieved results and ease of use. In the last place is the
Ettercap tool due to its complexity of performing basic
network traffic monitoring procedures and the achieved
results of solving tasks.
The ranking of these tools according to the acquired
knowledge and experience about them during the
preparation of this paper is shown below.
1. Wireshark
2. PacketPeeper

since the popularity ranking presented in Table I does not
address these issues correctly.
III.

The results achieved show that the results achieved by
the Wireshark tool on all operating systems are identical
and better than the results of all other tools. The best
alternative to the Wireshark tool was found on the MacOS
operating system, and that is Packet Peeper, which is the
most similar tool to the Wireshark tool in its capabilities.
In terms of ease of use and getting results quick and easy,
NetworkMiner proved to be the best tool. The Ettercap
tool, while not an easy tool to master, has proven useful in
analyzing network traffic while providing additional
options for modifying network traffic, which none of the
aforementioned tools can. Given the stated advantages and
disadvantages of the tools used in the comparative
analysis, it can be seen that each of the tools is better than
the others in at least one segment, be it functionality,
simplicity, or additional features. What all tools have in
common is the availability and success of solving these
tasks to some degree. The good practice gained from
experience is to use multiple tools to solve a particular
problem if possible. As for the Wireshark tool and its
alternatives, the description is correct, all the listed
alternative tools represent just that, adequate replacements.
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Abstract - This work addresses the potential for a
frameup attack through the use of a programmable USB
e.g., a ‘Rubber Ducky’ to plant false evidence on someone
else’s computer. The aim is to determine who performed
these actions, the human or the Rubber Ducky. Experiments
were undertaken where a human interacted with a
computer and a Rubber Ducky performed the same actions
using identical computers, with identical baseline
configurations, to detect differences in the artifacts left
behind in each case. Forensics images generated from each
experiment were analysed using forensics tools. Our
findings pose the question can a programmable USB device
be used to masquerade as a human, and can the forensic
analyst or legal counsel make informed decisions about the
provenance of any artifacts identified, as the expert may not
be able to differentiate between the actions of the human
user or the programmable USB, which could lead to a
miscarriage of justice. This work alerts investigators and
experts to the potential presence of a programmable USB
device, and presents some artifacts that show that a
programmable USB could have carried out these actions,
which might prevent an innocent individual being
wrongfully convicted of a crime they did not commit.
Keywords - Rubber Ducky, Programmable USB,
Hardware Hacking, Miscarriage of Justice, Framing attack,
Digital Evidence

I.

INTRODUCTION

The aim of this work is to test the feasibility of using a
programable USB, such as the Rubber Ducky to perform a
frameup attack to incriminate another user by planting
false evidence of indecent photographs and a matching
web history on the victim’s machine while they are logged
in or their session is active. We determine if it is possible
during a forensic investigation, to differentiate between
the user or the programmable USB performing the same
set of actions or if any evidence of what has occurred are
found that can indicate the device did the download and
not the user. This has the potential to lead to a miscarriage
of justice where the innocent user is charged with the
crime of “possession of indecent photographs or child
pornography” if found guilty.
A programable USB is not necessarily a malicious
USB, as they can be used in task automation by system
administrators, penetration testers, etc. These devices have
a processor that is able to process information or carry out
instructions. A programable USB could be pre-
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programmed to do almost anything a person can do on a
computer, and it will do these actions faster, more
accurately and most importantly, more subtly unlike when
there is a person operating the computer. This is one of the
reasons why it might be possible to use devices like this to
plant false evidence or implicate someone else. This could
ultimately lead to a miscarriage of justice, which can
occur when an innocent person is prosecuted for a crime
they did not commit or when a guilty person is acquitted
of a crime they committed.
A disadvantage of these devices is their ability to carry
out USB delivered exploits [1], steal passwords, and cause
some other form of disruption. Furthermore, they are often
detected as a Human Interface Device (HID) which makes
input from them trusted by the computer (as it believes
they are keystrokes entered by the user), and able to avoid
detection by anti-virus software.
Framing attacks are not new threats. For example, it
was quite easy to fool facial recognition systems only by
presenting a 2D picture instead of the actual face, or by
cosmetic surgery [2]. Now, it is more difficult, requiring
more effort but still not impossible as discussed and
demonstrated in [3]. Framing can be described as
presenting or planting false evidence to make it appear as
if someone else is guilty of a crime. Knowledge and
awareness of forensic techniques has made it easier and at
the same time more difficult to ascertain that a crime was
indeed committed by the person whose attributes
(fingerprint or DNA for example) match those found at a
crime scene. This is because it is possible to mislead some
procedures used in forensic investigations.
There are several reasons why a target might be
framed (i.e., implicated). It could be in a corporate
environment by a colleague, or by a company to implicate
a competitor and take them out of business. For example,
Schneier [2] mentioned how bots were built to click on the
AdSense ads of competitors so Google's anti-fraud system
could detect them as trying to inflate their own revenue
and shut them down as a result. This is a subtle form of
framing attack that leveraged the security mechanism in
place; making it look like the competitors were the ones
clicking for their own profit. A frameup could be done by
a Company to have a reasonable cause to fire an unwanted
employee etc.
Many articles have addressed how much damage
could be done via USB devices and based on this
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awareness, some organisations have either limited or
totally prohibited the use of USB devices (flash or USB
storage drives) because of their capability to deliver
malware, data theft or some other malicious actions.
Moreover, industry standards such as the ISO 27002 [4]
have also advised against enabling USB drives except
where they are necessary for business use. Moreover,
many individuals are now more careful of links they click
or sites they visit to avoid malware or the likelihood of
being hacked. These are all good security practices but
what about situations where the users do not have to click
anything or do anything, or when the device is not seen as
a regular USB? It might be interesting to know that this
kind of device also works on smart phones and not just
computers or servers; thus, making it possible to frame
mobile users as well.
In this study, the possibility of a framing attack via a
programmable USB (or Bad USB) is investigated, using
forensic software. Could this lead to a miscarriage of
justice where an innocent person is prosecuted? The rest
of this paper is structured as follows, Literature review,
Experimental Setup, Tools and Technologies used,
Experimental Scenarios, Experiment results and
Conclusions.
II. RELATED WORK
There are a number of related works reporting framing
attacks, how they can be used for malicious purposes and
on the potency of programmable USBs. Gelernter,
Grinstein and Herzberg [5] identified the threat of crosssite framing attacks. Cannols and Ghafarian [6] discussed
the use of a Rubber Ducky to obtain user passwords from
a Windows machine. Harianto and Gunawan, [7] also
used the Rubber Ducky to steal Wi-Fi passwords from
computers in a matter of minutes. The work by [5]
demonstrated how easy it is to frame someone for an
attack and were able to plant false evidence that
outsmarted forensic software. The framing attack was
possible because it took advantage of the vulnerabilities of
browsers and weaknesses in the forensic investigation
software [5]. A cross-site request forgery (CSRF) attack
was used to plant false evidence on the victim computer
without requiring access to it and to also plant evidence in
the logs of some popular websites. The attack left no
discernible traces on the victim machine and there was
also no need to engage client-side malware (i.e.,
something delivered to the target machine which might
need to be triggered by user action or a service). The
presence of malware on the client machine would have
given the investigator more tangible evidence which could
be reverse engineered, e.g. to analyse its behaviour, its
components and what services or programs it impacts.
This could be a lead to other deductions or inferences by
an analyst. The outcome of the framing attack was
validated with the help of forensics experts from the
Israeli Law, Information and Technology Authority
(ILITA) and the Israeli Police. CSRF attacks usually
leverage social engineering techniques such as sending
malicious links over email or using a public forum to trick
the target into sending a forged request to a server. This is
also sometimes referred to as session riding. Basically, it
is an attack that coerces the user into taking actions they
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never intended [8]. The success of planting the fake
evidence in [5] was considered an indication that forensic
experts could be misled. Needless, a misled forensic
expert equals misleading testimony, which equals a
potential justice miscarriage. Miscarriages of justice can
occur to someone who is guilty of a crime, as well as
someone who is not guilty of a crime.
The sophistication of attacks, delivery methods and the
malicious tools that are widely available is increasing. An
example is the emergence of tools like reprogrammable
USB devices or Bad USBs. Some of these USB devices
can register as HIDs such as a mouse, joystick or
keyboard. The ones that act like keyboards for example
have the ability to send keystrokes to the device they are
connected to. Examples of damage that could be done
through this include but are not limited to launching a
computer terminal or a command prompt, stealing data,
creating a backdoor. Devices like this are called
schizophrenic devices [1]. Beitler [1] also talks about the
possibility of the Rubber Ducky being used to perform
USB delivered exploits. Using the Rubber Ducky, it is
possible to load a “trusted” root certificate into a victim's
machine, launch a Man-in-the-middle (MitM) attack, and
decrypt Secure Socket Layer (SSL) traffic. A Rubber
Ducky was used in [6] for a hacking experiment. One of
their aims was a proof of concept of how much harm
could be done in a matter of seconds with such a device.
The Rubber Ducky was used to obtain clear text password
credentials from a Windows machine. This programmable
USB (or Bad USB) takes advantage of its ability to
masquerade as a human interface device (HID) device and
the ability of HID devices to be automatically detected
and accepted by many of the operating systems in use
today [6]. They can execute malicious instructions on the
target device covertly and in a sophisticated manner.
There has been more focus on providing solutions to
counter software attacks. This could be attributed to the
higher occurrence rate of software-based attacks over
hardware-based [9]. Paying less attention to this area has
led to a deficiency in security defences against hardware
attacks. This, according to [9] has in turn led to a rise in
the threat of hardware-based attacks.
Comparing the software and hardware keyloggers,
there are more advantages to using hardware-based attacks
for the perpetrator. Such advantages include flexibility and
stealth as they can operate without computer resources,
they are platform independent and antivirus programs
cannot detect them [9]. Threats from the inside are more
dangerous than those that originate from the outside [10],
and in most cases, these hardware attacks leverage some
form of social engineering or compromised insider (e.g., a
disgruntled employee) for a successful launch. This mode
of attack has become more attractive to attackers
especially recently [11].
Malicious USB attacks are usually done to perform
mischief such as obtaining passwords, installing malware,
or running some dangerous scripts.
A frameup is usually achieved simply by planting false
evidence or lying in any way that implicates an innocent
person. Another cause of miscarriages of justice is "tunnel
vision" [12]. Tunnel vision occurs when there is evidence
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that proves (or could possibly prove) that an individual or
party is not guilty as charged but this evidence is being
ignored or suppressed (because of bias and pressure) and
the case is built on other evidence presented that already
implicates the suspect [12]. After a suspect has been
identified during a police investigation, a case is usually
then built against this "suspect" instead of gathering more
information on the crime [13]. This initiation of suspicion,
according to [13] is the first step toward tunnel vision.
In cases of indecent photographs or child pornography
for example, there is a principle that if you cannot show
how the indecent photographs of children made their way
onto the device, there is the presumption that it was made
by a Trojan Horse. This is called the Trojan Horse
Defence (THD). The THD is a more recent type of the
SODDI (Some Other Dude Did It) defence [14]. The
SODDI defence is when a crime happened but the defence
tries to push the blame or responsibility on another party
or actor, whereas in the THD, the act of crime is blamed
on malicious software [14]. A Trojan Horse is a malicious
program that presents itself as legitimate or useful in order
to gain access to a machine. It is often activated without
the user's knowledge and could be used to gain remote
access to a machine, log keystrokes, steal data or perform
some other actions (depending on what it has been
programmed to do). The THD is raised by the accused
denying they are responsible for all or part of the evidence
presented [15]. The THD claim is not always valid but the
burden lies with law enforcement agents to ensure the
digital evidence presented has no trojan or malicious
codes or any other offenders who could be responsible in
any way for the offence [15]. Indeed, a trojan could exist
on a machine without the user's knowledge and it has
become common to blame a trojan for crimes related to a
computer [14].
However, we can show a mechanism for an event
happening, these traces cannot be totally or always trusted
because of the advent of programable USBs which could
be considered the next generation trojan horses. In this
work, the possibility of using devices like the programable
USB for a framing attack are is considered, to determine
how easy it is to plant evidence to frame a user using such
a device. Would a digital forensics analyst detect this,
what are the obvious signs of devices like this, and can
this lead to a miscarriage of justice?
III.

EXPERIMENTAL SETUP

A website (AirSlide) has been developed using
HTML5 and CSS3 and is hosted on a Linux web server
running Apache2 which represents an illegal child
exploitation site. On this site, are some images
representing child pornography. Fig 2 gives a logical view
of the testbed and what is running on each
(software/programs). The Victim machine is the target
machine to be exploited. All are connected via a wireless
access point.
To get to the user area where the pictures are, the user
logs into the site, proceeds to the login page, enters their
credentials and hits the login button which gives them
access to the user area where the pictures are located. To
download any of the images, the user would need to click
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on an image of choice to begin the download. This
leverages the auto-download feature available in HTML5.
HTML5 also allows renaming of a file during download
so the code written here also automatically renames the
image as “holidaypic.png” on the user’s machine (see Fig.
1).

Figure 1 Auto-download HTML5 code

There are two scenarios. The first is where a human uses
the system to perform these actions and then opens the
downloaded image to view it. The second scenario is
where the Rubber Ducky performs identical actions,
including viewing the downloaded image and then closing
it. This exploit is used against the Windows 10 machine
with security (firewall/windows defender) in place and
active. The Rubber Ducky is plugged into the target
machine to execute this process. Having completed this,
we forensically analysed both computers to look for any
clues left that could differentiate between the Rubber
Ducky's actions and the human user's actions. This
experiment was repeated five times in order to gather
enough data to study and compare the pattern of operation
between the Rubber Ducky and the human user.

Figure 2 Experiment setup

IV. TOOLS AND TECHNOLOGIES
Web Server: a Linux web Server running Apache2
was used. This web server hosts the web site of interest
(Airslide) which also contains the picture of interest.
There is a need for consistency of files and
configuration of the machines used for each experiment
scenario as this is paramount in achieving the aim of this
experiment. Advantages of hosting Airslide on a private
local server over existing/popular Internet web pages
include:
1-

There is control of the server configuration.

2-

There is control of the web content.

3-

There is knowledge of the code being run.

4-

If any of the experiment scripts malfunction, it
would affect only the private server on the LAN;
thereby not breaching the Computer Misuse Act.

5-

Knowledge of any changes to server or file can
be easily detected as it is important to ensure
consistency across all the experiments.

Bootstrap 3: Opensource front-end CSS framework for
developing responsive websites.
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Victim machine: this is the computer on which the
exploit would be carried out. The Rubber Ducky is
plugged in and executes the malicious instructions. A VM
Ware virtual machine (VM) is used for this. A VM is used
because it is paramount to ensure the same files, settings,
configurations, exist on the machines for each scenario.
Using a VM makes this much more consistent as it is
easier to flash back to the original state before each
experiment.
USB Rubber Ducky: Hardware device by Hak5 [16]
made for penetration testing. This device works like a
USB keyboard, in that it can be readily plugged into a
computer, has the capability to execute commands or run
scripts, and the system sees it as a HID. This device is
cross-platform and can be used to attack any system that
supports a USB Keyboard. The rubber ducky can inject
keystrokes at an extremely fast rate; however, the speed
could also be reduced/controlled, and keystrokes spaced
as desired to mimic a human user [17].
Duck Encoder: ducky scripts need to be encoded
before they can run, and this is where the Duck Encoder
comes in. The Duck Encoder is a program that would be
used to convert the ducky script into a cross-platform
payload. Every payload needs to be encoded and stored as
an “inject.bin” file on the ducky for it to execute. The
writing of the script and encoding are done on a computer
before being transferred to the Rubber Ducky.
V.

EXPERIMENT SCENARIOS

A. General experiment information
The VMs run a Windows 10 operating system (OS)
with 4GB RAM and double processor core. Hard disk size
is 60GB. The machine is powered up and logged in at the
start of each scenario. It is assumed that normal user
activity was taking place and that the user stepped away
for a few minutes (perhaps for a tea) which is enough time
for the Rubber Ducky to plant the evidence without being
seen. A malicious co-worker or an innocent looking
janitor could have subtly plugged this in while “cleaning”,
but modes of delivery is not really the focus here rather
the harm that could be done.
B. Scenario 1 (Ducky Interaction)
In this scenario, the Rubber Ducky attempts to perform
actions to mimic a human user by visiting the site,
entering credentials and logging in. The Rubber ducky
also downloads a picture from the same site, closing the
browser and navigating to the downloaded file location to
view and closes the viewer afterwards.
Creating the Ducky Script and attack execution
The exploit script was written in a language called
ducky script [16]. The script can be written using basic or
common text editors such as Notepad++. The written
script is then encoded using the duck encoder to make it
executable by the Rubber Ducky. This process of
encoding generates a binary file (inject.bin) which is
transferred to the Rubber Ducky. The Rubber Ducky is
then plugged into the target machine. The script has been
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written to perform the actions described earlier. Fig. 3
below shows a segment of the script where the Rubber
Ducky enters the login credentials.
The user database part of this was not implemented
because as long as correct credentials (matching username

Figure 3 Ducky script section for entering login credentials

and password) are entered, the login would be successful.
That is, if a user (username) exists in the database, and a
matching password is entered, the authentication system
accepts it as valid. The username entered by the Rubber
Ducky in Fig. 3 above is “john_J” and the password
entered is “p@$$w0rD”.
C. Scenario 2 (Human Interaction)
In this scenario, there is an actual user (human)
logging on to the site, entering credentials, clicking on one
of the pictures to download it to their machine and then
viewing the file after download.
VI.

EXPERIMENT RESULTS

The experiments have been carried out and the results are
presented here:
A. Ducky Interaction
The web history shows the user visiting the website,
proceeding to the login page with a successful login which
leads to member access. One of the files of interest
(holidaypic.png) that represented an illegal image was
also found under downloads. It is therefore plausible to
connect the web history with the downloaded image
which appears to have been opened and viewed by the
“user” (see Fig. 4) indicating it was of interest to the
“user”. The downloaded image metadata also contains the
source URL, domain etc. indicating it was downloaded
from the AirSlide site (see Fig. 4). The file was checked
for any alteration or modification of some sort, but the
hash remained same indicating no change.
B. Human Interaction
The evidence shows that the same files have been
downloaded and viewed. The web history etc. with same
attributes including hash, descriptions, URL, and so on is
also present on the victim machine. The most noticeable
difference was the timeline of actions (which is expected
as they were not accessed, downloaded or viewed at the
same time). The URLs, files etc. were found in the same
locations in both cases. The hash of the downloaded
picture also remains the same. A difference, however, is
the creation and modified time.
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TABLE II.

Scenario 1- Ducky
Interaction

Scenario 1- Human
Interaction

File name

holidaypic.png

holidaypic.png

Downloaded?

Yes

Yes

Viewed by user?

Yes

Yes

5b29dca9cac3b0db
218ed6a39bac27c7
5b29dca9cac3b0db
218ed6a39bac27c7

5b29dca9cac3b0db2
18ed6a39bac27c7
5b29dca9cac3b0db2
18ed6a39bac27c7

No

No

No

No

Indicates download
from Airslide

Indicates download
from Airslide

Original MD5 hash
MD5 hash after
experiment
Any change in
file/hash?
Anything looking
abnormal/Unusual?
Metadata
Figure 4 Downloaded file metadata and accessed time

C. Investigation overview
Table I shows a high-level view of the investigation
into web activity of interest in both scenario one and two.
It can be seen that there are no differences between the
actions carried out by the device and those carried out by a
user. Nothing to indicate which action was carried out by
the Rubber Ducky or which was carried out by the
Human. Both visited the site, Airslide, both proceeded to
the login page, and both got to the user area where the
pictures are.
Table II shows an overview of the files of interest. It
can also be seen here that based on the evidence, the same
file was downloaded and viewed by the user in both
scenarios. There was no change whatsoever or any form
of discrepancy to arouse suspicion of the analyst or to
push the analyst to dig deeper into the evidence to see if
there could be anything to exonerate the user in scenario 1
or to show there is a possibility of them not being guilty as
accused. The file hash remained intact indicating no
alteration or modification whatsoever. The picture’s

TABLE I.

WEB ACTIVITY OF INTEREST
Scenario 1Ducky Interaction

Scenario 2Human
Interaction

Site name

AirSlide

AirSlide

Was site visited?

Yes

Yes

Home page visited?

Yes

Yes

Login page visited?

Yes

Yes

User area visited?

Yes

Yes

metadata also contains the source of the picture which
corroborates the web history from Table I above and
implicates the user again. It appears like the user’s actions
were deliberate and they had a purpose for visiting the
site, saw a picture of interest, downloaded and opened it
after download. The implication of this is that the analyst
will not be able to tell the difference between the actions
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FILE OF INTEREST

carried out by the Rubber Ducky and the ones carried out
by a user. This could lead to a faulty conclusion or a
miscarriage of justice where the user is charged with
“possession of child pornography or possession of
indecent photographs”.
The web server access logs were also checked to
determine if there were any signs of USB interaction or
reasons for suspicion, but no signs or traces were found on
the server side. This is not strange because the Rubber
Ducky interacts only with the system browser and the
browser in turn interacts with the server responding to
requests for pages. All the server is concerned about is
that there is a GET request which it needs to respond to.
This also makes it possible to plant the system information
on the server as part of the site visitors without any
chances of user repudiation. Example of such information
include users’ IP (Internet Protocol) address which is often
a unique numeric address used to identify any device that
is part of a network, the User Agent (usually the browser
used by the client), access time etc.
VII. EVALUATION
A live acquisition of the system might make it possible
to discover that this device had been plugged in by
viewing the RAM content. However, the Rubber Ducky
could be programmed to also shut down or restart the
computer after performing the attack or at a set time
leading to volatile memory being lost. The Rubber Ducky
has a default Product ID (PID) and Vendor ID (VID)
which is visible when the device plugged in, but these can
be changed or swapped as desired by flashing it [18].
Muir [18] also put together some indicators of
compromise (IoCs) of the Rubber Ducky (while it is
plugged in), but some of these entries in the registry
cannot be totally relied upon because they disappear as
soon as the Rubber Ducky is removed. Moreover, the
Rubber Ducky does not require any unique drivers for
installation which could have been used to identify if it
has been plugged in. It uses the same driver set as a
regular keyboard which is already on the system and in
the same location.
The Rubber Ducky executes many instructions via the
Windows RUN command (Win + r). Files or URLs
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accessed via the RUN command usually create a file
ending with a ‘.lnk’ extension. During the analysis of our
results,
the
file
"http-192.168.0.125-airslide.lnk"
appeared across the Ducky Interaction scenarios and was
absent in all the Human Interaction scenarios. A
confirmation experiment was done on a freshly installed
VM to study why this has appeared only across the
Ducky Interaction scenarios. Before plugging the Rubber
Ducky into the new VM, we visited three web sites
(bbc.com, Duckduckgo.com, YouTube.com). The first
two were visited using RUN, and a random picture was
downloaded from Duckduckgo.com. YouTube.com was
then visited via the browser, without using RUN. The
machine was then shut down and imaged for
investigation. We noticed the sites and downloads that
were accessed via RUN had an associated ‘.lnk’
extension present. This includes Duckduckgo.com,
bbc.com, and the files downloaded. There was no
associated '.lnk' file for YouTube, most likely because
YouTube was not accessed via RUN. The presence of
this file does not necessarily indicate that a Rubber
Ducky carried out the actions, but this could serve as a
clue for investigators. A point to note however, is there
are no indications on the downloaded file to prove the
user did not download the picture or open it and currently
no way to trace this back to this device. Comparing the
timeline of events can also be unreliable as the Rubber
Ducky could have been programmed to do something
totally different from the actions the user was accused of
which could also lead to a miscarriage of justice if a
guilty person was acquitted.
VIII. CONCLUSION
The possibility of a programmable USB (i.e., the
Rubber Ducky) being used in a framing attack was
considered. It was shown that planting false evidence in
such a way that forensics did not identify this is possible.
This makes it difficult to prove innocence when an
individual has been framed. Now that there are devices
like this, are the possibilities of this also being considered
during an investigation? An attacker can use a Rubber
Ducky to commit a crime almost anonymously unless the
police and experts are aware in the investigative process
that this is a possibility.
The Rubber Ducky is a device that can be
programmed to do almost anything that a human can on a
computer. Are devices like this recognised by law
enforcement or even by forensics professionals? Devices
like this are an offensive tool used by attackers or
penetration testers, not by forensics specialists or law
enforcement, which makes it highly likely for evidence to
be taken at face value as seen in the results obtained here.
This work only considered looking for traces of the
Rubber Ducky because there is knowledge of what has
been done. If any traces or signs are found later by using
some other software or digging deeper, it is because we
are sure that we planted such a device and because we
expect that there should be some traces (according to
Locard’s principle - every contact leaves a trace [19]).
However, we could see from our results that investigators
and experts may not be able to differentiate between the
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actions of the human user and that of the programmable
USB. This leaves room for the possibility of a miscarriage
of justice where an innocent user is prosecuted for a crime
they did not commit or the guilty is acquitted of the crime
they committed.
Research into this is still work in progress. Future
investigations will include conducting similar further
experiments on machines without active user sessions and
using different devices such as the Bash Bunny and the
O.MG Cable. Also, using other scenarios such as altering
or tampering with existing files, and the theft of
intellectual property (IP) to investigate the presence of
programmable USB devices.
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Sažetak - Nastavnici matematike se često u nastavi
susreću s pomanjkanjem interesa i motivacije učenika za
matematiku. Kako istraživanja pokazuju da rad nastavnika
matematike utječe i na rad i motivaciju učenika, na
nastavnicima je velika odgovornost da svojim pristupom i
zalaganjem obogate nastavni proces novim sadržajima i
aktivnostima koji bi bili motivirajući učenicima. U članku se
opisuju šifre primjerene za rad u osnovnoj školi te predlažu
nastavni sadržaji iz matematike u koje bi se te šifre mogle
uključiti.
Ključne riječi - kriptografija; matematika; motivacija u
nastavi matematike; osnovna škola

I.

OSNOVNO O KRIPTOGRAFIJI

Kriptografija je, prema [1], znanstvena disciplina koja
se bavi proučavanjem metoda za slanje poruka u takvom
obliku da ih samo onaj kojemu su namijenjene može
pročitati.
Proces u kojem se poruka (takva se poruka u literaturi
često naziva otvoreni tekst) koju pošiljatelj šalje
primatelju transformira, često koristeći tzv. ključ, naziva
se šifriranje. Rezultat šifriranja nazivamo šifrat..
Primatelju je ključ (ili način šifriranja ako se ključ ne
koristi) unaprijed poznat te ga on koristi kako bi šifrat
transformirao natrag u početnu poruku. Taj proces
transformacije šifrata u početnu poruku naziva se
dešifriranje. Ključ ima istu funkciju kao i obični ključ za
vrata, zaključava (kada početnu poruku transformiramo u
šifrat) i otključava (kada šifrat nazad transformiramo u
početnu poruku).
Često se pri upoznavanju s kriptografijom, a pogotovo
u nižim uzrastima na koje je usmjeren i ovaj rad, otvoreni
tekst, šifrat i ključ pišu velikim tiskanim slovima, kako će
biti i u ovom radu, prvenstveno usmjerenom na zabavne
strane kriptografije i prijedloge za uključenje u nastavu.
II.

ZAŠTO KRIPTOGRAFIJA?

Možda najbolji odgovor na to pitanje piše u samom
uvodu članka „Kriptografija u školi“ [2]. U tom uvodu
piše: „Kriptografija ima veliki potencijal kojim može
obogatiti nastavu matematike. Može joj dati uzbudljivost,
dramatičnost, dinamičnost, a kod učenika pobuditi
znatiželju i kreativnost.“.

ustaljene načine na koje učenici usvajanju nastavne
sadržaje. Pogotovo je to bitno ako uzmemo u obzir
motivaciju i općeprihvaćeni stav među učenicima prema
matematici u školi. Učenici često misle da je matematika
dosadan predmet te ju uče samo radi ocjene. To
potvrđuju i rezultati istraživanja koje su 2006. godine na
374 učenika osmih razreda, u deset osnovnih škola grada
Zagreba, provele Benček, Marenić [3]:
•

81.6% učenika se na nastavi matematike
dosađuje

•

58.7% učenika uči matematiku samo radi
ocjene

•

tek nešto više od 15% učenika
matematiku zbog zanimljivosti sadržaja.

uči

U istom se istraživanju saznalo i da 72% učenika kaže
da rad njihovih nastavnika matematike utječe i na rad njih
samih. Zato nastavnici, kao voditelji nastavnog procesa,
imaju značajnu ulogu da nastavu obogate novim načinima
rada u razredu i sadržajima kao što je, primjerice,
kriptografija, iako se kriptografija niti ništa slično s
kriptografijom niti ne spominje u novom kurikulumu za
nastavni predmet matematika [4], kako u redovnim tako
niti u dodatnim sadržajima u osnovnoj školi.
Utjecaj kriptografije na motivaciju učenika proučavali
su i Aydin, Güler i Sükrü Özdemir [5]. Eksperiment su
provodili na učenicima iste generacije u tamošnjem
8.razredu (starosno odgovaraju 8.razredu naših učenika),
podijeljenima u dvije grupe, eksperimentalnu grupu i
kontrolnu grupu. Prije podjele u grupe su učenike testirali
kako bi bili sigurni da učenici u obje grupe imaju
podjednaka matematička znanja i vještine te podjednaku
motivaciju za učenje matematike. U kontrolnoj grupi se
nastava matematike odvijala na uobičajeni tradicionalni
način, a u eksperimentalnoj grupi su, gdje je god to moglo
biti ostvareno, kao motivaciju koristili različite
kriptografske aktivnosti. Nakon tri tjedna eksperimenta,
obje grupe su ponovno testirali te rezultate analizirali
ANOVA testom hipoteza kako bi se uvjerili jesu li
dobiveni rezultati statistički značajni. Pokazalo se da su
rezultati, koji govore da je došlo do značajnog povećanja
motivacije za učenje matematike, statistički značajni.
Zanimljiv rezultat je i da je u kontrolnoj grupi motivacija
ostala gotovo ista u odnosu na onu prije eksperimenta.

Primjeri iz kriptografije nastavnicima mogu pomoći
obogatiti nastavni sat, dati mu dinamiku, promijeniti
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III.

KRIPTOGRAFIJA U NASTAVI

Prema Borelli, Fioretto, Sgarro i Zuccheri [6], u
školama sjeveroistočne Italije se, bez upotrebe ikakve
tehnologije osim papira i olovke, na 300 učenika od
sedam do deset godina počeo provoditi eksperimentalni
program, a koji se djelomično provodi i danas zbog
pozitivnih reakcija učenika i učitelja.
Učenici su bili podijeljeni u dvije skupine, kriptografe
(šalju tajne poruke) i kriptoanalitičare (nastoje saznati što
zapravo u tajnoj poruci piše, odnosno „razbiti ju“).
Kriptografi su najprije započeli s šifriranjem u kojem su
svako slovo poruke zamijenili slovom koje se nalazi
određeni broj mjesta u abecedi dalje, tj. s Cezarovom
šifrom. Primjerice, ako radimo pomak od jednog mjesta,
onda bi riječ „MATKA“ bila šifrirana u riječ „NBULB“
(abeceda se ciklički nastavlja, tj. nakon zadnjeg slova
abecede niz slova opet nastavljamo prvim slovom
abecede, drugim slovom abecede itd.) Za dešifriranje su
kriptoanalitičari svako slovo šifre, budući da su znali
postupak šifriranja, slovo po slovo pomicali za isti broj
mjesta u abecedi, sve dok metodom pokušaja i promašaja
nisu došli do smislene poruke. Tu su kriptografi
eksperimentirali i s više varijanti šifrata, koji uključuju i
koji ne uključuju razmake među riječima kako bi zbunili
kriptoanalitičare.
Kada im je to postalo prejednostavno, prešli su na
iduću fazu u kojoj su unaprijed dogovorena slova u poruci
(npr. drugo, peto i osmo) izbacili te ih u obrnutom
redoslijedu napisali na kraju poruke. Primjerice, ako
izbacimo drugo, peto i osmo slovo, onda bismo riječ
„MATEMATIKA“ šifrirali u riječ „MTEATKAIMA“. Tu
su također eksperimentirali s uključivanjem i
neuključivanjem razmaka među riječima. Eksperimentirali
su i s uključivanjem tzv. numeričkog ekvivalenta
(udaljenosti slova u abecedi od prvog slova abecede) slova
u abecedi umjesto samog tog slova.
U sljedećoj fazi, koja je bila ujedno i posljednja,
zajednički su radili na dešifriranju tekstova od približno
300 znakova koristeći učestalost svakog slova u izrazima,
tj. koristeći tzv. frekvencijsku analizum znajući da je riječ
o Cezarovoj šifri. Učestalost (frekvenciju) slova su
analizirali tako da su na običnom nešifriranom tekstu od
1000 riječi bilježili frekvencije svakog slova te onda
izrađivali tablice s frekvencijama (histograme) jer je vrlo
vjerojatno da najfrekventnija slova šifrata odgovaraju
najfrekventnijim slovima u jeziku, pogotovo ako je šifrat
nešto dulji. Primjerice, prema [1], u hrvatskom jeziku su
najzastupljenija slova „A“,„I“,“O“ i „E“, a najmanje „H“ i
„F“. Uočavali su i posebne odnose među slovima, tj.
analizirali česte bigrame (parove slova) i trigrame (nizove
od tri slova) te si i tako olakšavali kriptoanalizu, odnosno
„razbijanje“ skrivene poruke. Primjerice, prema [1], u
hrvatskom su jeziku najčešći bigrami „JE“,„NA“ i „RA“,
a trigram „IJE“.
U ovom se eksperimentu također pokazalo da je došlo
do povećanje motivacije učenika za učenje matematike.
Ovakav eksperiment bi se vrlo lako mogao provesti i u
nastavi kod nas već i to već u nižim razredima jer učenici
na zanimljiv način ponavljaju slova abecede, odnose među
slovima, riječi, izraze i slično.
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Otvoreni
tekst

P

R

S

T

I

Numerički
ekvivalent

21

22

23

25

12

Šifrat

S

Š

T

V

K

Numerički
ekvivalent

23

24

25

27

14

Zadatak

Od zbroja numeričkih ekvivalenata slova šifrata oduzmi
zbroj numeričkih ekvivalenata slova otvorenog teksta.

TABLICA I. PRIMJER ZADATKA S CEZAROVOM ŠIFROM

Što se nastave matematike tiče, frekvencijska analiza
može biti pomoć ili motivacija i pri usvajanju ili
ponavljanju (stupčastih dijagrama, histograma, grafova,
frekvencija i postotaka (relativnih frekvencija), a izražena
je i korelacija s nastavom povijesti (povijesni značaj šifri)
i hrvatskog jezika. Moguće je korelirati i s nastavom
nekog stranog jezika ako učenicima dajemo tekst na
nekom stranom jeziku, a time ih moguće i motivirati za
upis izbornog drugog stranog jezika. Korelirati možemo i
s nastavom informatike ako učenicima odlučimo dati tekst
na računalima pa da, koristeći računala ili tablete, računaju
frekvencije koristeći naredbe u nekom programu za
obradu teksta, primjerice MS Excelu. Učenici mogu na
računalima i izrađivati tablice i dijagrame, a što onda
može i uštediti dosta vremena za izvođenje eksperimenta
na satu matematike ili pak omogućiti drugačiji način
prezentacije rezultata eksperimenta. Cezarovu šifru
možemo, primjerice, iskoristiti kao motivaciju ili dodatno
pojašnjenje funkcija.
Također, u petom i u nižim razredima možemo,
primjerice, posebno zbrajati numeričke ekvivalente slova
početne poruke i posebno numeričke ekvivalente slova
šifrata te ta dva zbroja međusobno zbrajati, množiti, a ako
je moguće i dijeliti i oduzimati ili kreirati zadatke s više
računskih operacija.
Kako bi si učenici pri šifriranju i dešifrirali olakšali taj
pomak po abecedi, na satu tehničke kulture mogu izraditi i
naprave za šifriranje/dešifriranje, tzv. šifrarnike koji
učenicima možemo predstaviti i kao ključeve jer se koriste
kako za šifriranje, tako i za dešifriranje. Konkretnije, što
se Cezarove šifre tiče, to bi bila dva diska s abecedom,
odnosno dva papira kružnih oblika, spojena u središtu i na
čijim su rubovima po cijelom opsegu ispisana slova
abecede. Učenicima ovakav šifrarnik olakšava šifriranje i
dešifriranje jer rotiranjem diskova automatski pomiču
cijelu abecedu za isti broj mjesta.

Slika 1. Primjer šifrarnika s engleskom abecedom (preuzeto 6.4.2021.
s:http://crypto.interactive-maths.com/uploads/1/1/3/4/11345755/
shift.pdf )
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Učenicima osnovne škole se lako može objasniti i
uporaba Vigenéreove šifre, vrlo slične Cezarovoj šifri.
Uzmimo kao primjer ključa riječ „VLAK“. Prvi korak je
da analiziramo redne brojeve i numeričke ekvivalente
slova ključa: „V“ je 28. slovo abecede pa je njegov
numerički ekvivalent 27, „L“ je 16.slovo abecede s
numeričkim ekvivalentom 15, „A“ je 1.slovo abecede s
numeričkim ekvivalentom 0 i „K“ je 15.slovo abecede čiji
je numerički ekvivalent 14.
U sljedećem koraku se onda svako slovo poruke koju
želimo poslati, slično kao u Cezarovoj šifri, pomiče za
određeni broj mjesta u abecedi u ovisnosti o ključu, i to
prvo slovo poruke za 27 mjesta, drugo slovo poruke za 15
mjesta, treće slovo poruke za 0 mjesta, četvrto slovo
poruke za 14 mjesta, peto slovo poruke ponovno za 27
mjesta, šesto slovo poruke ponovno za 15 mjesta itd.
Kao pomoć, učenici mogu izraditi i tzv. Vigenéreov
kvadrat, odnosno tablicu u kojoj su u prvom retku ispisana
sva slova abecede, u drugom retku sva slova abecede s
pomakom za jedno mjesto (počinje se sa slovom „B“,
nakon slova „Ž“ dolazi slovo „A“), u trećem retku sva
slova abecede s pomakom za dva mjesta (počinje se sa
slovom „C“, nakon slova „Ž“ dolaze slova „A“ i „B“) itd.
Taj Vigenéreov kvadrat onda može učenicima pomoći pri
šifriranju/dešifriranju jer je svaki idući redak kvadrata
zapravo pomak za jedno mjesto u abecedi. Primjerice, ako
za šifriranje treba napraviti pomak slova „E“ za 7 mjesta,
samo pogledamo koje se slovo nalazi u retku s pomacima
za 7 mjesta, a u istom stupcu kao slovo „E“ u prvom retku
kvadrata, što bi ovdje bilo slovo „L“.
Prema [7], s učenicima se pri dešifriranju najbolje
najprije usredotočiti na unaprijed poznatu duljinu ključa, a
da sam ključ nije poznat. Primjerice, započnemo s
ključem od četiri slova (učenici na početku znaju duljinu
ključa), te onda radimo frekvencijsku analizu na svakom
četvrtom slovu šifre, a i lakše je provesti kriptoanalizu jer
onda znamo da, primjerice, 1.,5.,9.,13. itd. slovo
otvorenog teksta je pomicano za isti broj mjesta.

Što se nastave matematike tiče, aktivnosti u kojima bi
se koristila Vigenéreova šifra mogu se onda svesti i na
samo traženje ključa te povezivanje ključa s nekim
nastavnim sadržajima. Uzmimo za primjer sat ponavljanja
translacije. Možemo, primjerice, translatirati neki ∆ABC
za vektor s početnom točkom D i završnom točkom E,
gdje je, primjerice, D(numerički ekvivalent prvog slova
ključa, numerički ekvivalent drugog slova ključa) i
E(numerički ekvivalent trećeg slova ključa, numerički
ekvivalent četvrtog slova ključa), a ključ je riječ „ABAK“.
Tako bi u ovom primjeru koordinate početne točke
vektora translacije bile D(1,2), a završne točke vektora
translacije E(1,15). Učenicima u ovom primjeru ne bi
unaprijed bio poznat ključ, nego bi ga morali sami najprije
pronaći provodeći kriptoanalizu nad nekim tekstom s
poznatom duljinom ključa (u ovom primjeru je ključ
duljine 4) i znajući da o kojoj je šifri riječ.
Vigenéreovu šifru možemo iskoristiti i tijekom
ponavljanja ili obrade pravokutnog koordinatnog sustava
u ravnini. Primjerice, dane su koordinate dvaju vrhova
nekoga trokuta. Ako je ključ duljine 2, koordinate trećeg
vrha mogu, primjerice, biti numerički ekvivalenti slova
ključa. Ako je ključ dulji, možemo šifrirati oznake prvih
dviju točaka i kao koordinate treće točke uzeti numeričke
ekvivalente šifrata. Učenicima možemo dati i ključ te neki
otvoreni tekst te reći da su koordinate treće točke zbrojevi
numeričkih ekvivalenata otvorenog teksta i šifrata. Kada
odrede koordinate nepoznatog vrha, učenici mogu takvom
trokutu računati opseg, površinu, crtati mu osnosimetrične
ili centralnosimetrične slike, određivati koordinate vrhova
osnosimetričnih i centralnosimetričnih slika i slično.
Naravno, slično možemo raditi s nekim drugim likovima.
Zadatke možemo svesti i na aritmetičke. Primjerice,
učenicima možemo dati otvoreni tekst i ključ pa oni onda
mogu promatrati što se događa kada na nekoliko primjera
šifriranja oduzmu zbrojeve numeričkih ekvivalenata
šifrata i otvorenog teksta. Kada uoče da je ta razlika uvijek
ista, možemo im dati po nekoliko primjera otvorenog
teksta i šifrata pa da u grupama pokušaju upariti šifrat s
pripadajućim otvorenim tekstom promatrajući isključivo
spomenutu razliku zbrojeva numeričkih ekvivalenata,
odnosno i na ovaj način dešifriraju poruke.
Također, i ovdje je moguće s učenicima provoditi
zadatke koji se svode na frekvencijsku analizu i sve već
prethodno spomenute sadržaje u Cezarovoj šifri.
Atbash šifra je slična prethodnima i smatra se jednom
od najjednostavnijih šifri. U ovoj se šifri svako slovo
poruke mijenja nekim drugim slovom i to na način da se
prvo slovo abecede mijenja zadnjim slovom abecede,
drugo slovo abecede predzadnjim slovom abecede itd.

Slika 2. Primjer Vigenéreovog kvadrata s engleskom
abecedom (preuzeto 9.4.2021. s: https://upload.wikimedia.org/
wikipedia/commons/thumb/9/9a/Vigen%C3%A8re_square_shad)

Slika 3. Atbash šifra

ing.svg/220px-Vigen%C3%A8re_square_shading.svg.png)
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Slika 4.

Atbash šifra i „abeceda“ s neparnim brojem slova

U abecedama s neparnim brojem slova bi slovo koje se
nalazi točno u sredini abecede bilo nepromijenjeno,
odnosno ne bi ga se mijenjalo nijednim drugim slovom.
Kako je redoslijed slova u abecedi unaprijed poznat,
ovdje se za šifriranje i dešifriranje ne koristi ključ te je
stoga Atbash vrlo lagana šifra koja može poslužiti i kao
uvod u kriptografiju, čak i prije Cezarove šifre, a u nižim
razredima za ponavljanje abecede i redoslijeda slova u
njoj. Učenici kasnije mogu i sami izrađivati vlastite
abecede, mijenjati redoslijed slova i slično.
Što se matematike tiče, Atbash šifru, kao i Cezarovu,
možemo iskoristiti za pomoć pri uvođenju pojma funkcije.
Nadalje, učenici mogu zbrajati numeričke ekvivalente
otvorenog teksta i šifrata (otvoreni tekst im jedan, a šifrat
moraju pronaći) te uočiti vezu s Gaussovom dosjetkom jer
se i ona uvodi tako da se broj ispod broja napiše isti niz
brojeva, jedanput sortiran uzlazno, a u drugom retku
sortiran silazno, kao što je primjerice na Slici 5.
Za razliku od prethodnih šifri, Polibijev kvadrat je
šifra u kojoj se slova poruke ne mijenjaju nekim drugim
slovima, nego se svako slovo mijenja dvama brojevima, tj.
položajem tog slova u retku i stupcu kvadrata, odnosno
tablice. Tako bi, koristeći Polibijev kvadrat na Slici 6.,
šifrirani oblik riječi „SLON“ bio „46 34 43 41“. Pri
dešifriranju je vrlo učinkovita frekvencijska analiza.
Polibijev kvadrat učenicima možemo predstaviti i kao
ključ, pogotovo ako ih u nekom trenutku oni sami
izrađuju. Umjesto Polibijevog kvadrata s hrvatskom
abecedom i dodatnim slovima, učenici mogu koristiti i
Polibijev pravokokutnik koji se od spomenutog kvadrata
jedino razlikuje što nema redak 6 s dodatnim slovima.
Ova šifra je odličan uvod u pravokutni koordinatni
sustav u ravnini (usvajanje koordinata točaka/slova),
jedino bi tada bilo uputno malo izmijeniti način
šifriranja/dešifriranja, odnosno bilo bi dobro uputiti
učenike da najprije pri zamjeni pišu brojeve iz stupaca pa
tek onda iz redaka. Kako bismo bili još bliži pravokutnom
koordinatnom sustavu, a i da spriječimo kasniju
zbunjenost, Polibijev kvadrat možemo još malo izmijeniti
pa da izgleda kao na Slici 7.

Slika 6. Primjer Polibijevog kvadrata s hrvatskom
dodatnim slovima

abecedom i

U nastavi možemo koristiti i fragmentarnu (pigpen)
šifru. Ova šifra je slična prethodnim šiframa, ali se slova
poruke ne mijenjaju slovima ili brojevima nego
simbolima. Poruka se šifrira tako da se u šifrarniku traži
slovo po slovo i mijenja pripadajućim simbolom. Snaga
ove šifre leži i u promjeni šifrarnika.
Primjerice, ako bismo koristili dani primjer šifrarnika
na Slici 8., slovo „C“ bismo tada zamijenili simbolom
„

“ , slovo „G“ simbolom „

„

“.

“, a slovo „Y“ simbolom

Ti šifrarnici također imaju ulogu ključeva jer o njima
ovisi kako će poruka biti šifrirana/dešifrirana. Nastavnik
može najprije sam kreirati šifrarnike, a zatim potaknuti
učenike na kreiranje vlastitih. Nastavnik bi tu trebao
pomoći učenicima da izbjegnu čestu grešku pri izradi
ovakvih šifrarnika, a to je korištenje istog simbola za više
različitih slova. Također je važno da sheme budu
jednostavne i praktične za uporabu. Pri dešifriranju
učenici i ovdje koriste frekvencijsku analizu (bez da im je
poznat šifrarnik/ključ) pa se onda i ova šifra može koristiti
kao pomoć ili motivacija pri usvajanju ili ponavljanju istih
sadržaja kao i prije spomenutih uz primjere s
frekvencijskom analizom.
Transpozicijska šifra, za razliku od prethodno
spomenutih šifri, ne mijenja slova/simbole početne poruke
nekim drugim slovima/simbolima, nego samo mijenja
položaj slova unutar poruke, odakle i dolazi sami naziv
ove šifre. Šifra je vrlo nesigurna za kratke poruke jer se
slova poruka mogu ispremještati na mali broj načina.

hjhjhjhjhgggggggggggggggggggggggggggggggggggg

Slika 7. Primjer Polibijevog kvadrata s hrvatskom abecedom i
dodatnim slovima, primjeren za uvođenje pravokutnog koordinatnog
sustava u ravnini
Slika 5. Usporedba Atbash šifre I Gaussove dosjetke
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Slika 8. Primjer jednog Pigpen šifrarnika s engleskom abecedom
(preuzeto 9.4.2021. s: https://en.wikipedia.org/wiki/Pigpen_cipher)

S učenicima možemo započeti s takvim kratkim
riječima kako bismo ih motivirali za dešifriranje složenijih
poruka. Primjerice, možemo započeti koristeći riječ
„MAČ“. Kombinacije koje možemo dobiti razmještanjem
slova su „MČA, AČM, AMČ, ČAM i ČMA“.
Učenicima, nakon kratkog objašnjenja šifre, možemo
dati bilo koju od tih kombinacija, primjerice šifrat
„MČA“, sa zadatkom da ispremještaju slova dok ne dobiju
smislenu riječ.
U osnovnoj, ali i srednjoj školi bi ovakvo ispisivanje
svih kombinacija slova neke riječi moglo poslužiti pri
uvođenju permutacija ili općenito kao motivacija pri
proučavanju broja kombinacija. Primjerice, broj uređenih
parova koji se mogu sastaviti od brojeva 2 i 4, tako da se
brojevi ne ponavljaju je jednak broju kombinacija koje
možemo dobiti šifriranjem riječi od 2 različita slova. Šifru
možemo iskoristiti i kao motivaciju za uvođenje svojstava
zbrajanja prirodnih brojeva. Učenici mogu zbrajati
numeričke ekvivalente svih kombinacija (otvorenog teksta
i šifrata) i uočiti da je zbroj, neovisno o poretku brojeva,
uvijek isti. Dobro je učenicima dati i primjer otvorenog
teksta u kojima se ponavljaju neka slova više puta i tu
onda komentirati smislenost rezultata u šifratu, odnosno
broja kombinacija.
Kako bi primatelj mogao dešifrirati poruku šifriranu
ovom šifrom, način na koji su slova ispremještana mora
biti unaprijed poznat i pošiljatelju i primatelju jer se sam
broj mogućih kombinacija vrlo brzo povećava kako
povećavamo broj slova u porucit, a i od nekog šifrata
možemo premještanjem slova dobiti više smislenih riječi,
npr. od šifrata „RESC“ možemo dobiti riječi „SRCE“ i
„CRES“ ili pak od šifrata „ATRAV“ možemo dobiti riječi
„VATRA“ i „TRAVA“. Taj način na koji mi želimo
ispremještati slova učenicima možemo dati kao nekakvu
uputu koja onda zapravo preuzima ulogu ključa, pogotovo
na samim počecima dešifriranja.
Važno je da učenici uoče da pri dešifriranju ove šifre
frekvencijska analiza ne pomaže. Učenici to mogu uočiti
ako im damo dva primjera šifrata, jedan dobiven
supstitucijskom, a drugi transpozicijskom šifrom, a koje
oni onda mogu pokušati dešifrirati frekvencijskom
analizom.
Nešto drugačija aktivnost je Tajni protokol.
Pretpostavimo da ravnatelj škole želi saznati koliko
vremena učitelji iz zbornice dnevno troše na popunjavanje
pedagoške dokumentacije. Ako bi se anketiranje provelo
javno, za pretpostaviti je da bi neki koji manje vremena u
danu troše za popunjavanje pedagoške dokumentacije bili
skloni uvećavati svoje vrijeme, a neki koji troše nešto više
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vremena bi bili skloni umanjiti svoje vrijeme. Zato prvi
učitelj najprije zamisli neki broj, primjerice 222, njemu
pribroji broj sati u danu koje troši na dokumentaciju i
zbroj šapne drugom učitelju u nizu. Drugi učitelj u nizu na
zbroj koji mu je dan pribraja svoj broj sati u danu te novi
zbroj šapće trećem učitelju u nizu i tako svaki učitelj do
zadnjeg svoj broj sati pribraja na prethodni zbroj kojeg je
saznao od učitelja koji mu prethodi u nizu. Zadnji učitelj u
nizu, nakon što pribroji svoj broj sati, ukupan zbroj šapće
prvom učitelju u nizu koji od tog ukupnog zbroja oduzima
zamišljeni broj, u našem primjeru oduzima 222. Ako
podijelimo razliku s brojem učitelja u zbornici, lako
dobivamo aritmetičku sredinu vremena kojeg učitelji
utroše na popunjavanje pedagoške dokumentacije.
Tajni protokol u nastavi matematike možemo
upotrijebiti za, primjerice, brzo prikupljanje numeričkih
podataka, a koje učenici ne bi možda željeli izreći javno.
Može poslužiti i kao odlična motivacija ili pak pri
ponavljanju aritmetičke sredine. Već od nižih razreda se
može koristiti za ponavljanje zbrajanja prirodnih brojeva,
a u višim razredima i cijelih brojeva. Ovakva aktivnost je i
odličan uvod u poučavanje kriptografije jer učenici
saznaju nešto o prijenosu i tajnosti informacija, a što je
oboje uistinu važno u kriptografiji.
IV. ZAKLJUČAK
Nastavnici mogu u nastavi matematike ovakve šifre
kombinirati, dorađivati i dopunjavati svojim idejama.
Dobro je i učenicima dati da sami kreiraju svoje šifre, time
učenici osmišljavaju svoje algoritme, razvijaju kognitivne
sposobnosti, uče se samostalnosti i suradnji, ali i
argumentiranju svojeg mišljenja i rada. Kako su
istraživanja pokazala da je motivacija učenika za učenje
matematike značajan problem, svako obogaćivanje
nastavnog procesa, ne samo kriptografijom, je uvijek
dobrodošlo i učenici će ga zasigurno s odobravanjem
dočekati.
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Abstract - Data Lakes, as a modern concept of raw
analytical data storage, were presented as a next step that will
take over Data Warehouses. In the course of time after the
Data Lakes emergence, it is clear that those two architectures
complement each other with their actual usage. A new
architecture concept, Data Lakehouse, has recently been
introduced as a next step in the analytical data storage. The
Data Lakehouse architecture should be able to deal with
currently insurmountable challenges that both Data
Warehouses and Data Lakes cannot overcome.
In this article, a current state of the Data Lakehouse
architecture and vendor implementation will be given.
Furthermore, a comparison of the Data Lakehouse will be
done between both Data Warehouses and Data Lakes with a
focus on tackling their known challenges. Finally, an
approach to combine existing Data Warehouses and Data
Lakes into a unified Data Lakehouse will be presented, with
a special focus on the high-level architecture.
Keywords - Data Lakehouse; Data Lake; Data Warehouse;
Big Data; novel analytics architecture

I.

INTRODUCTION

Since the wide introduction of the Hadoop platform, the
analytics playfield has been changed, mostly due to the
possibility of almost real-time processing of newly
emerging big data. Moreover, several new data processing
and storage architectures have gained a significant
prominence, mainly Data Lake repository [1] and Lambda
processing architecture [2] [3].
Data Lakes have been a subject of vast investments in
the previous decade due to their promising factor of being
an advanced replacement for the Data Warehouses. The
data in Data Lakes is supposed to be prepared, combined
and analyzed using schema-on-read approach. This should
allow users, typically data scientists, to easily apply
advanced analytics on the data without having to deal with
the time consuming and resource demanding data
preparation process. The Data Lakes, by lacking
established data quality and data governance processes,
sporadically have turned into data swamps [4]. Data
swamps occur when a Data Lake has data stored with a
vast volume of unnecessary, useless data that creates a
high noise, so the data that could be useful turns useless.
As the large volumes of data are ingested with high
velocity and in a variety of formats, the data integration is
moving towards automated solutions, based on
frameworks such as one presented in [5].
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The Data Lakehouse is a novel architecture that has
been introduced recently with the goal of overcoming the
issues which are present in Data Warehouses and Data
Lakes [6]. Through introducing the Data Lakehouse, the
data are present in the form adjusted both for structured
queries (schema-on-write) and the unstructured data
analytics (schema-on-read). Also, by having the Data Lake
storage incorporated, Data Lakehouses present a step
which can, for some enterprises, justify the investments in
case the Data Lakes did not fulfill their initial promise. As
a step towards the Data Lakehouse architecture, the major
RDBMS vendors have started adding support for
communication with external tables, usually stored inside
big data systems such as Hadoop.
The rest of this paper is described as following: In the
section II, the Data Lakehouse architecture is presented.
Section III gives an overview of the current major vendors
implementation. In the section IV, the comparison between
Data Lakehouse, Data Lake and Data Warehouses is given.
Section V deals with the approaches of integrating existing
Data Lakes and Data Warehouses into a Data Lakehouse.
Finally, in the section VI, the paper is concluded.
II.

DATA LAKEHOUSE ARCHITECTURE AND
IMPLEMENTATION

The Data Lakehouse is defined as a data management
system based on low-cost and directly-accessible storage
that also provides traditional analytical DBMS
management and performance features [6]. From the
given definition it is clearly visible that the Data
Lakehouse combines both the Data Lake features (lowcost and directly-accessible storage) and the Data
Warehouse, which is typically built using RDBMS.
The proposal of the high-level Data Lakehouse
architecture of Data Lakehouse is shown on the Figure 1.
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Figure 1. High-level Data Lakehouse architecture

In order to support both analytical queries and schemaon-read queries, the Data Lakehouse typically stores data
both in the Data Lake and, upon successful ETL batch
processing, in the Data Warehouse. As one of the goals of
the Data Lake is achieving near-real-time data availability,
a data ingestion processes are also used to store the data in
the raw format into the Data Warehouse.
Dealing with the schema variety in the Data Lakehouses
presents another challenge that is dealt with using multiple
approaches. All of them are, to some extent, based on
utilizing metadata stores to handle schema storage. For
example, an solution for accessing Data Lake data by
connecting it to RDBMS is Microsoft Polybase [7]. By
utilizing Polybase and similar solutions, the schema-onread approach is substituted with creating a schema using
Data Lake metadata and provided functions that extract
information from the unstructured data.
As the Data Lakehouse is the complete solution, the
process of handling the data starts at the data sources.
Through the extraction layer, the data are either extracted
from the data source using push or pull approach or is
ingested into the Data Lakehouse using streaming engines.
The technologies used in this step include traditional data
integration (ETL) tools, data ingestion tools or streaming
systems such as Kafka and Spark.
The next group of architectural components belongs to
the Data Lake part. The landing/stage area is a temporary
area where the source data are staged for further
processing. Inside this area the data are stored until a
certain number of batch loads or a time segment passes,
after which they are removed. In case of structured data
storage, the table structure should correspond to the
structure of the source system tables and/or views. The
foundation area, on the other hand, stores the historical
data with all changes preserved. Similarly, for the
structured data storage, the foundation area holds the table
structure that corresponds to the source system structure,

1428

but with slowly changing dimension type 2 technical
attributes added for the master data.
In the Data Warehouse part of the Data Lakehouse,
three layers are defined: manual entry area, base layer and
performance & analytics layer. The manual entry area
holds the manual entry attributes that are maintained for
the attributes and dimensions that do not exist in source
systems, such as analytical hierarchies. The base layer is
the part of the Data Warehouse with data loaded and
transformed directly from the source systems. The
performance & analytics layer holds the additional tables
for analytical purposes, based on the aggregated data from
the base layer.
The proposed framework for the process control (PCF)
will be addressed in the separate section.
III.

DATA LAKEHOUSE SERVICES EXAMPLES

Further in the section few examples of the
vendor-provided cloud Data Lakehouse services are
described. The on-premise solutions, although widely
used, have a variety of implementation possibilities and are
not necessary vendor-specific. The cloud-based Data
Lakehouses, on the other hand, are typically bound to a
single platform and are more suitable for building a Data
Lakehouse from the scratch, when none of the components
are already implemented.
Microsoft Synapse Analytics [8] evolved from
the Azure SQL Data Warehouse and has been promoted as
the modern Data Warehouse. It is a cloud service aimed to
provide universal access to the data storage using other
Azure Services, such as Azure Data Factory for data
integration / ingestion, Apache Spark or Azure DataBricks
for stream processing and data ingestion, distributed SQL
queries and seamless integration with BI tools such as
Azure Analysis Services and Power BI cloud service. The
data can be stored in Hadoop, massive parallel processing
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cloud-based appliances, in blob storage and various other
storage services. Technologies like Microsoft Polybase [7]
are utilized to provide the SQL access to the data stored
outside of the relational databases.
DataBricks Delta Lake [6] [9] is another approach
for the Data Lakehouse that uses metadata layer over Data
Lake storage. Inside the Delta Lake, the metadata layer
holds the information which objects are parts of a table in
the Data Lake, using a transaction log in the Parquet
format, thus enabling the Delta Lake to be scaled to vast
number of objects per table. The querying is based on the
DataFrame API, that allow systems such as SparkSQL [10]
to use SQL over unstructured and semi-structured data.
Google BigQuery [11] [12], a Google cloudbased Data Warehouse service, serves as a basis for the
Google's Data Lakehouse approach. Similar to other cloud
providers, Google offers a variety of cloud services,
mainly Google Cloud Storage and Data Proc, for running
Apache Hadoop and Spark jobs in order to enable the Data
Lake architecture. Google BigQuery there acts as a Data
Warehouse part of the architecture, providing the Data
Lakehouse with SQL querying capabilities and structured
data storage.
Amazon, through its cloud platform AWS, offers the
necessary services to build a Data Lakehouse. Using
Amazon S3 as a storage service for the Data Lake, query
service Amazon Athena [13] and Data Warehouse service
Amazon Redshift [14], the data can be stored in a scalable
manner with the seamless data movement. The data
integration and ingestion are handled using provided
services, such as Amazon Glue, Databricks and Amazon
EMR.
Snowflake [15] is an example of the multi-vendor cloud
delivery-as-a-service (DaaS) platform with integrated
storage, computing and global service layers. It provides
Data Warehouse, Machine Learning and streaming
capabilities as its supported workloads on a single
platform, which includes both Data Warehouse and Data
Lake. Snowflake is currently partnered with major cloud
providers (Microsoft, Google and Amazon) by being
offered as a cloud service while also utilizing other
accompanying cloud services (e.g. storage) offered by the
provider. Moreover, Snowflake is believed to be the first
platform described as a Data Lakehouse [17].
Furthermore, the Data Lakehouse fits in the new
architectural trends that deal with the Data Lake
challenges. Besides the Data Lakehouse, a decentralized
architecture called Data Mesh aims to apply microservices
architectures to Data Lakes, with the goal of enabling
agility and business scalability, lower maintenance costs
and reduced time-to-market of the business initiatives [16].
The Data Mesh architecture is domain-oriented, where the
decentralization is driven by domain-oriented ownership,
with domain-oriented data served as a product.
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IV.

COMPARISON WITH EXISTING ARCHITECTURES

The comparison between Data Warehouses, Data Lakes
and Data Lakehouses, using six key points, is provided in
TABLE I.
TABLE I.

DATA WAREHOUSE, DATA LAKE AND DATA
LAKEHOUSE COMPARISON
Data
Warehouse

Data Lake

DATA

Structured,
processed

Structured,
semistructured,
unstructured,
raw

PROCESSING

Schema-onwrite

Schema-onread

Expensive for
large data
volumes
Less agile,
fixed
configuration

Designed for
low-cost
storage
Highly agile,
adjustable
configuration

SECURITY

Mature

Maturing

USERS

Business
professionals

Data
Scientists et.
al.

Feature

STORAGE
AGILITY

Data
Lakehouse
Structured,
semistructured and
unstructured,
both processed
and raw
Schema-onread
Schema-onwrite
Designed for
low-cost
storage
Highly agile,
adjustable
configuration
Both mature
and maturing
Whole
business
environment

As shown in the presented table and discussed
previously in this paper, Data Lakehouse provides all the
valuable capabilities of Data Warehouses and Data Lakes,
such as processing types and supported data structure
formats. From the users' point of view, as both structured
analytical queries and advanced analytics can be applied to
the stored data, Data Lakehouse is an upgrade by adding
previously rarely present capabilities to their existing
system.
The Data Warehouses, being more mature
architecture than Data Lakes, typically are not designed to
work with unstructured data of a high volume, velocity or
variety. The integration approach is based on processing
batches of data, usually during low usage periods.
Therefore, any real-time integration capabilities are quite
limited and require special approaches, such as
microbatching. Few other challenges arise due to the
RDBMS, which is commonly used for Data Warehouse
implementation. First, RDMBS - at least on-premise
solutions - are typically centralized and do not support the
distributed operation mode, preventing easy horizontal
scalability. However, cloud-based RDBMS are scalable by
nature, partially overcoming this obstacle. Then, a fixed
table structure (schema-first) requires adaptations in data
integration processes and in the dimensional schema. By
that, the high variety data requires constant updates and
manual interventions.
The Data Lakehouse addresses these challenges
by utilizing the Data Lake for staging processes that
offload a part of the data integration workload. As the
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historicized data are stored in the Foundation Area, they
are already accessible for querying with a low latency and
prior to the end of the data integration process for the Data
Warehouse. By using the distributed nature of the Data
Lake, it is also possible to scale the Data Lakehouse
solution, mitigating the challenge of the Data Warehouse
centralized property. Finally, as the Data Lakehouse
provides schema-on-read, the newly emerging data with
vast schema variety can be stored and queried without any
significant manual intervention.
Data Lakes, by their architecture, have overcome
limitations of the Data Warehouses, but they still have
several challenges with data querying. Hadoop, in terms of
structured data storage and querying, supports the Data
Warehousing software Hive and querying engine Impala
that utilize optimized column-oriented file format storages
such as Parquet and ORC. While the Hive suffers from
high query latency, Impala does not have such
performance issues, but has a drawback of high RAM
requirements when executing JOIN operations. Also, Data
Lakes tend to be prone to data management reliability,
which is already a matured process in the Data
Warehouses.
By utilizing Data Warehouses as a part of the Data
Lakehouse, the Data Lake querying challenge mentioned
above is mitigated as the analytical queries are executed
mostly over the Data Warehouse. In terms of the
reliability, the data stored in the Data Lake are exposed
through transactional views and similar approaches,
allowing the data management features to be applied over
them.
V.

COMBINING EXISTING ARCHITECTURES INTO A
DATA LAKEHOUSE

A. PCF - Process Control Framework
PCF is a framework [18] for running and managing
cross-platform data processes. In this context, the term
“data process” represents a variety of data management
processes being executed by any of the common data
integration tools and business intelligence processes ran
through BI tools. The framework is implemented as a web
application with a separate service which handles job
execution and scheduling. Besides that, the service
addresses the question of achieving parallelism,
performance optimization and dependency management.
Main PCF processing components are PCF Scheduler
and PCF Agent. Staging and foundation tasks will be
scheduled using the PCF Scheduler, while PCF Agent will
be in charge of running all upstream data layer tasks. PCF
Agent is a process that runs continuously and checks if
there are any tasks ready for execution, and then executes
them, while taking care of the task dependencies and the
task execution prerequisites. Loads can either be scheduled
(at any time) or ran ad-hoc.
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B. Approach to combining existing systems
By using PCF as the Data Lakehouse data process
management tool, it is possible to achieve a certain level
of near-real-time data integration using traditional tools.
This approach is applicable when Data Warehouse and
Data Lake are being used independently and should be
merged into a single architecture.
Another important aspect of this merging approach is
setting the interface for data access. This can be done either
by establishing a virtualization layer over both Data
Warehouse and Data Lake, presenting them as a single
Data Lakehouse. That way, an interface for structured data
is provided that combines analytical queries executed in
Data Warehouse and in the Data Lake (if needed).
This Data Lakehouse interface depends on the
underlying implementation, with a significant
improvement lately by major RDMBS that support
querying the data stored directly in the HDFS through
proprietary technologies. The other possible approach is a
metadata-driven querying engine that creates the union of
the query results from the Data Warehouse and the
structured Data Lake queries.
Besides PCF, there are other examples of the
orchestration tools built for heterogeneous systems.
Apache Airflow is one of the most prominent ones that
has lately emerged and can be used for integration in the
Data Lakehouse [19]. Initially developed by Airbnb, it was
widely adopted and became an Apache Top-Level project
in 2019. Its biggest advantage is a vast choice of
connectors, which support on-premise RDBMS and
NoSQL databases, a variety of cloud services and a
number of Apache software platforms and tools. Also,
some major applications, such as Salesforce and Facebook
and protocols have built proprietary connectors. By using
directed acyclic graphs, Airflow manages workflow
orchestration through tasks and dependencies all written in
Python.
C. Combining existing systems use case
An example of the application for combining existing
Data Lakes and Data Warehouses into a Data Lakehouse
can be an offloading solution approach. In this approach,
the Data Warehouse has the role of holding the most recent
data in the fact tables that can have impact on decision
making. By the time, the data in Data Warehouses grows
volume-wise and some of the data are rarely accessed. By
offloading that historic data into the Foundation Area of
the Data Lake, the Data Warehouse gains query
performance and at the same time saves space. The latter
can have an impact on the database systems which have
space-based licensing (both cloud and on-premise
solutions are affected by it). The data offloaded to the Data
Lake is still available for analytical queries and can be
joined with the more recent data from the Data Warehouse
when necessary.
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VI.

CONCLUSION

Data Lakehouse is a novel approach in analytics
architecture which combines existing Data Lake and Data
Warehouse aiming to utilize both for different analytical
needs. By using Data Lakehouse, both structured queries
and advanced analytics are executed on the optimally
structured data for the given usage, while at the same time
hiding the complexity of the system from the users.
By using Data Lakehouse, common challenges for Data
Warehouses and Data Lakes are mitigated, while keeping
the benefits of both architectures available. Its architecture
allows the structured, semi-structured and unstructured data
to be stored and supports the Business Intelligence,
Machine Learning and streaming workloads.
Data Lakehouse can be used as the basis for building
completely new systems and combining existing Data
Lakes with Data Warehouses by using processing
frameworks and platforms. Later can be a solution for
justifying the Data Lake investments when their initial
purpose was not fulfilled. Data Lakehouse architecture can
be applied on the on-premise solutions, cloud services or
even as a hybrid, both on-premise and cloud, approach.
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Abstract - Agricultural industry represents one of the
most important human activities for tens of thousands of
years. The current trend in agriculture is so-called
Agriculture 4.0. Precision farming techniques have potential
for use in a range of areas that lead to more effective
management of strategic decision-making in agricultural
supply chains. One of the most important attributes of
agricultural products is their price, quantity and quality.
These attributes are influenced by a number of factors from
hydrometeorological conditions to the methods of pest and
disease control. This paper is focused on finding potential
role of hydrometeorological data in agricultural supply
chain. Our main focus is to create crop yield estimation
model of selected cereal crops based on hydrometeorological
indices and NDVI using various machine learning
techniques.
Keywords - agriculture 4.0; data science; precision
agriculture; strategic decision making; supply chain
managemen.t

I. INTRODUCTION
Precision agriculture (PP) is changing aspects of
agriculture around the globe through a number of potential
benefits, such as increased profitability, productivity,
sustainability, crop quality, environmental protection and
rural development [1]. The emergence of PP technologies,
such as Remote Sensing (RS) represents a paradigm shift
in agricultural practices: it allows the field to be treated as
a heterogeneous entity (selective approach) instead of
homogeneous entity [2]. Application of RS technologies
such as Geographic Information System (GIS), Global
Positioning System (GPS) or satellite data is growing
rapidly due to significant advances of RS data. Satellitebased RS can provide more and more detailed spatial,
temporal and spectral images that can be used in various
areas [1]. As one of the most widely used application of
RS data in agriculture is monitoring of the current state of
vegetation, direction of its transformation and predicting
crop yield at the local or regional levels. [1]
The main use of satellite imagery is to calculate
vegetation indices, which are most commonly based on
spongy parenchyma with high reflectance of near infrared
(NIR) radiation, or chlorophyll content, which absorbs red
light [3]. As a result, green vegetation (in good condition)
reflects infrared radiation, while vegetation in poorer
condition absorbs infrared radiation.
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This paper studies the relationship between
hydrometeorological indices obtained from European
Climate Assessment and Datasets (ECA&D), Terra
MODIS-derived 8-day NDVI and cereal-grain yield in
NUTS4/LAU1 levels corresponding regions of Slovakia.
In the second chapter, we present current trends in
data-driven crop yield prediction, such as most widely
used input data and statistical methods. Third chapter is
devoted to input data and statistical methods we used to
create crop yield prediction model. The fourth chapter
state the findings of our research, and in the fifth chapter
we propose future direction of research.
The main purpose of this study is to create and verify
cereals crop yield estimation model based on freely
available hydrometeorological and remotely sensed
satellite data obtained from official Slovak and European
authorities.
II.

STATE OF THE ART

One of the most important features of satellite imagery
is their ability to provide daily data with variety of
resolutions and their global coverage. This transforms into
vegetation indices’ ability to provide very accurate and
current information on condition of the vegetation.
As research showed, the most widely used vegetation
index is Normalized Difference Vegetation Index (NDVI),
followed by Leaf Area Index (LAI). It has been proven by
many researchers that satellite data (NDVI especially), can
be used to predict crop yields with reasonable accuracy up
to few weeks before harvesting [4].
This information is very useful in agricultural supply
chains. Participants of such supply chains have ability to
predict yield of certain crop in advance and adjust internal
processes accordingly, such as strategic decisions in
procurement etc.
On the other hand, relationship between
meteorological indices and crop yield predictions is still
poorly understood. A study from 2014 researched effects
of adverse weather events and multiple meteorological
indices on crops based on existing crop growth models
such as DSSAT with weak correlation as results [5].
The main advantage of hydrometeorological data is
their accessibility and relatively low acquisition cost (few
databases provide their data for free, e.g. ECA&D).
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As Lalić et al. discovered, currently existing crop
growth models may not be able to take specific
meteorologic variables into account [5], which makes
them less flexible when compared to ML or AI
techniques. As previous research showed, the most
evident current trend in crop yield prediction is
implementation of ML and AI techniques as well as ML
methods of linear regression [4].
In the last 18 years, the most used technique in crop
yield prediction was linear regression, which is currently
more and more often accompanied by ML techniques (e.g.
feature selection) [4]. However, in the recent years,
researchers have started studying crop growth models
based on ML and AI classification and prediction
techniques such as decision trees, random forest, chisquare automatic interaction detector (CHAID) and multilayer perceptron (MLP) with promising results [6].
III.

MATERIALS AND METHODS

A. Study Area
Share of agriculture in gross domestic product of
Slovakia is showing downward trend and currently
represents 1.6 %. Although cereals are showing decline in
production since Slovakia joined the EU in 2002 as well,
they still occupy more than 50% of farmland in country.
The most popular cereal crops are wheat and barley and
their varieties [7] [8].
Slovakia is divided in 79 NUTS4/LAU1corresponding districts. In this study, we focused on 9
crop-reporting districts with meteorological station
included in ECA&D database: Bratislava, Humenné
(Kamenica nad Cirochou station), Košice, Komárno
(Hurbanovo station), Lučenec, Námestovo (Oravská lesná
station), Piešťany, Poprad and Zvolen (Sliač station).
B. NDVI
NDVI data were obtained from the Global
Agricultural Monitoring System (GLAM). NASA
provides near real time and science quality Terra and
Aqua MODIS 8-day composites, global NDVI datasets,
derived from the Collection 6 MOD09 and MYD09
surface
reflectance.
Data
are
provided
by
NASA/GSFC/EOSDIS LANCE and NASA/GSFC
MODAPS. GIMMS GLAM is developed mainly for the
USDA Global Agricultural Monitoring project.
Multispectral satellite images with a pixel size of 250 to
500 m are acquired from the Level-1 & Atmosphere
Archive and Distribution System (LAADS) [10].
Data on NDVI are available at official
GIMMS/GLAM website from 2000 and are updated every
8 days. NASA provides 5 admin levels of NDVI Data:
From NUTS1 to NUTS4 plus LIS 0.25 degree. In this
study, we analyzed Admin Level 2 data from 2000 to
2019, which corresponds to NUTS4/LAU1 nomenclature,
for selected districts [10].
All data were collected in 2000 – 2019 period from
selected meteorological stations on monthly basis from
January to December with the exception of GSL index
(yearly data). Since selected hydrometeorological indices
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are calculated on monthly basis, we needed to adjust
NDVI and NDVI Anomaly values as well. Corresponding
monthly NDVI values were then calculated using 3
different methods for each district:
•

NDVI MAX – maximum value from the selected
sample.

•

NDVI MIN – minimum value from the selected
sample.

•

NDVI AVG – average value of the selected
sample.

C. Hydrometeorological indices
As a source database for selected hydrometeorological
indices was used freely available data from ECA&D
stations. Each index describes a particular characteristic of
climate change (calculated both as mean and the extremes
in given time period – a calendar month in most cases).
We selected following indices [9]:
•

CC2 – Mostly Sunny Days – number of days
where cloud cover is less than 2 oktas.

•

CDD – Maximum no of Consecutive Dry Days –
the largest number of consecutive days where the
daily precipitation amount for day i of period j is
less than 1 mm.

•

CSDI – Cold-Spell Duration Index – let TNij be
the daily minimum temperature at day i of period j
and let TNin10 be the calendar day 10th percentile
calculated for a 5-day window centered on each
calendar day in the 1961-1990 period. Then
counted is the number of days per period, where
in intervals of at least 6 consecutive days
TNij < TNin10.

•

GD4 – Growing Degree Days – number of days
where daily mean temperature is more than 4°C.

•

GSL – Growing Season Length – number of days
between the first occurrence of at least 6
consecutive days where daily mean temperature is
more than 5°C and the first occurrence after 1 July
of at least 6 consecutive days where daily mean
temperature is less than 5°C.

•

PET – Potential Evapotranspiration – index
calculated
by
the
Penman-Monteith
parametrization, that combines information from
daily average relative humidity, windspeed, cloud
cover, sunshine duration and mean temperature.

•

SDII – Simple Daily Intensity Index (mm/wet day)
– let RRwj be the daily precipitation amount for
wet day W (RR ≥ 1.0 mm) of period j, then the
mean precipitation amount at wet days is given by
formula (1).
SDIIj = S RRwj / W.

•

(1)

WSDI – Warm-Spell Duration Index – let TXij be
the daily maximum temperature at day i of period
j and let TXin90 be the calendar day 90th percentile
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calculated for a 5-day window centered on each
calendar day in the 1961-1990 period. Then
counted is the number of days per period where,
in intervals of at least 6 consecutive days
TXij > TXin90.

[4]. The first and most important condition of application
linear regression to any dataset is normality of distribution
of all variables. We used Shapiro-Wilk test to define
distribution: all variables with the exception of WSDI and
CSDI indices are normally distributed.

D. Crop yield data
According to Statistical office of the Slovak Republic,
districts report only hectare yields of agricultural crops
(t/ha). Data on both total yields of agricultural crops and
harvested area for each crop are available only for the
country as a whole [8].

To determine final relationship between independent
and dependent variables, we used ordinary least squares
method (OLS). The main advantage of OLS method is its
simplicity and applicability. However, the limitations of
OLS method are sensitivity to outliers, unreliability in
case data are not normally distributed and tendency to
overfit data. Complete linear regression model results are
summarized in Table 1.

In this study, we focused on cereal grains in general.
Wheat (both spring and winter) represents almost 50% of
total cereals yields (t), with winter wheat being dominant
(97%) [8].
All data were collected in 2000-2019 period for
selected districts on yearly basis.

2) Random Forest
Random Forest (RF) is a machine learning technique
that uses multiple decision trees to obtain a better
prediction performance [11]. RF are used to solve
classification and regression problems including
categorical or continuous variables.

E. Statistical Analysis
To
determine
relationship
between
hydrometeorological indices, NDVI and cereals yield, we
used 6 different statistical methods, that were chosen
based on previous research in satellite crop yield
prediction. All methods were tested using SPSS Modeler.
When needed, we divided dataset consisting of 2160
entries into training and testing using 70:30 rule.

One of the advantages of RF approach is its ability to
automatically handle missing values and no requirement
for feature scaling. Limitations of RF is possible
overfitting when applying on regression problems as the
method does not predict beyond the range of training data.
Another disadvantage is its ‘black box’ nature, which
means that the user has very limited options to see or
control processes inside RF.

1) Linear Regression
Linear regression is still the most used method to
detect relationship between variables in yield prediction

In this study, we used model with 10 trees without
specifying max depth of tree and minimum leaf node size
of 1. For determining the number of features used for

Table 1. Linear Regression model results.

1434

MIPRO 2021/miproBIS

splitting we used automatic mode provided by SPS
Modeler.
3) CRT
Classification and Regression Tree (CRT) method is
often used to illustrate and classify the relationship
between dependent variables and one or more predictor
variables. If the variables are categorical, classification
tree method is applied, meanwhile if predictors are
continuous, regression tree method is used [12]. In this
study, we used tree depth of 5 levels below root.
The main advantage of CRT method is its nonlinear
and nonparametric nature (which does not require implicit
variables assumption) and simplicity of the results.
Limitations of CRT is its tendency to overfitting when
taking into account data noise, and possibility of high
variance.
4) NN MLP
Artificial neural networks (NN) consist of an input
layer of nodes, hidden layers and final output layer of
neurons. Neural networks predict a continuous or
categorical target based on one or more predictors by
finding unknown and possibly complex patterns in the
data. To determine relationship between variables, we
used Multi-layer perceptron (MLP) algorithm. MLP is a
classification method based on feed-forward artificial
neural networks (ANN) [14].
We used MLP Classification model type with one
hidden layer. This approach was chosen because of its
simplicity and low demands on computing power.
However, the main limitation of single-layer NN is its
reduced ability to separate non-linearly separable data.
5) CHAID
CHAID (chi-square automatic interaction detector) is a
method that uses chi-square test of independence to
examine independent variables in classification or
prediction individually towards the dependent variables
[12]. The main advantage of CHAID is its ability to detect
nonlinear dependencies of predictors. In this study, we
used Standard and Exhaustive CHAID method.
CHAID is based on building wider decision trees
(instead of binary splits). However, trees can be made
unrealistically short because of the multiple splits [15].
Exhaustive CHAID is a modification to the standard
CHAID algorithm based on more thorough merging and
testing of predictor variables. The merging of categories
continues until only two categories remain for each
predictor [12].
We tested both CHAID algorithms using following
parameters, that Ritschard described as default settings
[13]:
-

Tree depth: 4

-

Levels below root: 5

-

Alpha for splitting: 0.01

-

Alpha for merging: 0.01

-

Epsilon for convergence: 0.001
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6) XGBoost
Lastly, we used two XGBoost algorithms: XGBoost
Linear and XGBoost Tree. Both algorithms are an
advanced implementation of a gradient boosting algorithm
with a linear and tree model as the base model,
respectively. The biggest limitation of both XGBoost
algorithms is their ‘black box’ nature [16].
In XGBoost Tree model, we used max depth of 6 and
min child weight of 1,0. Both models were set to auto tree
method with 10 boost rounds.
IV. RESULTS
In all algorithms, we used the same input data: NDVI
MAX, NDVI MIN, NDVI AVG, NDVI Anomaly, Index
CC2, Index CDD, Index CSDI, Index GD4, Index GSL,
Index PET, Index SDII, Index WSDI, Month and Region.
However, region seemed to play important role in crop
yield, which is most probably caused by different soil
composition in various regions. Since we did not have
information on soil composition in regions, we had to
eliminate region from independent variables and continue
only with hydrometeorological indices and different
calculation methods of NDVI.
Mean Absolute Error (MEA), Linear Correlation (R)
and Coefficient of Determination (R2) metrics were
applied to evaluate the accuracy of all tested models.
Based on all mentioned statistical metrics, XGBoost Tree
(testing dataset) algorithm achieved highest values of all
tested methods. On the other hand, linear regression using
ordinary least squares method achieved lowest R and R2
values and second highest MAE value.
Interestingly, CHAID and Exhaustive CHAID were
identified as the second and third most accurate methods,
respectively. These methods are in general simpler, less
demanding and provides better visualization possibilities
when compared to ‘black box’ nature of Random Forest or
MLP.
All methods, which are using dataset splitting into
training and testing set, showed significant difference
between results for training and testing set. This can be
translated as high level of overfitting, especially in case of
Random Forest. One of the possible solutions might be
adjusting ratio between splitting into testing and training
set or tuning parameters of the particular algorithm to fit
input data.
Overall results including MAE, R and R2 are shown in
Tab. 2. Scatter plots describing relationship between
predicted and observed cereals yield values are shown in
Fig. 1.
V.

CONCLUSION

We used various approaches to predict cereals yields,
from simple linear regression using ordinary least squares
to machine learning methods as Random Forest. As input
data we used freely available hydrometeorological indices
calculated by European Climate Assessment & Datasets,
MODIS-NDVI data collected by NASA GLAM and
hectare yield of cereals in selected regions of Slovakia.
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Table 2. Comparison of models in crop yield prediction based on
hydrometeorological data.

Model
Linear Regression (OLS)
Exhaustive CHAID
CHAID
XGBoost Linear
CRT
MLP
training
testing
XGBoost Tree
training
testing
Random Forest
training
testing

MAE
0.758
0.671
0.656
0.765
0.755

R
0.553
0.694
0.703
0.564
0.559

R2
0.306
0.482
0.494
0.318
0.312

0.376
0.705

0.928
0.631

0.861
0.398

0.420
0.625

0.904
0.727

0.817
0.529

0.242
0.665

0.961
0.638

0.924
0.407

The main focus of this study is to investigate, whether
there exists relationship between hydrometeorological
indices in connection with NDVI data and crop yield. As
our researched showed, cereals yields can be predicted
using such data, although selection of suitable model is
the most crucial part.
Whereas linear regression did not achieve satisfactory
results, more complex machine learning algorithms such
as Random Forest and XGBoost Tree were able to find
relatively strong dependencies. We improved accuracy
slightly by adjusting train/test split ratio to 50:50,
however, to get significantly better results, it is necessary
to increase computing power or add new variables in
models. We would like to suggest future research to study
parameters adjustment of ML and AI algorithms.
The CHAID model might be the best compromise
between total cost reduction of prediction and prediction
accuracy. CHAID is especially effective when set up on
ensemble algorithm.
The purpose of this paper is to lay groundwork for
future research in agricultural supply chain optimization
based on freely available RS data. The future work in this
field of research might include extending the data
structure, further enhancement of selected data models
(parameter tuning, study ideal splitting ratio between
training and testing set) or reducing research to one or two
specific crop types and specific area.
New input data might include new vegetation indices
(e.g. LAI, Enhanced Vegetation Index, Soil-Adjusted
Vegetation Index), soil composition data (e.g. soil maps,
slope aspect), more accurate selection of vegetation
indices data for specific field based on object
classification, observed meteorological data (such as
temperature extremes, moisture or precipitation),
consumption of plant protection agents.
Extending data structure should include studying of
relationship between various input data and feature
selection to avoid model overcomplication and thus
reducing the total cost of crop yield prediction.

1436

ACKNOWLEDGMENT
The research was financially supported by a
contribution for PhD students from the Faculty of
Economics of the Technical University in Košice.
REFERENCES
[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]
[9]

[10]

[11]
[12]

[13]

[14]

[15]

[16]

Liaghat, S., Balasundram, S. K. (2010) A review: The role of
remote sensing in precision agriculture. American journal of
agricultural
and
biological
sciences.
5.1:
50-55.
10.3844/ajabssp.2010.50.55.
Aubert, B. A., Schroeder, A., Grimaudo, J. (2012). IT as enabler
of sustainable farming: An empirical analysis of farmers’ adoption
decision of precision agriculture technology. Decision Support
Systems, 54. 510–520. https://doi.org/10.1016/j.dss.2012.07.002.
Panek, E., Gozdowski, D. (2020). Analysis of relationship
between cereal yield and NDVI for selected regions of Central
Europe based on MODIS satellite data. Remote Sensing
Applications: Society and Environment, 17, p.100286.
https://doi.org/10.1016/j.rsase.2019.100286
Čorňák, A., Delina, R. Application Of Remote Sensing Data In
Crop Yield Prediction: A Systematic Literature Review.
Unpublished.
Lalić, B., Eitzinger, J., Thaler, S., Vučetić, V., Nejedlik, P.,
Eckersten, H., Jaćimović, G., Nikolić-Djorić, E. (2014). Can
Agrometeorological Indices of Adverse Weather Conditions Help
to Improve Yield Prediction by Crop Models?. Atmosphere, 5(4),
pp.1020-1041. https://doi.org/10.3390/atmos5041020.
Liakos, K., Busato, P., Moshou, D., Pearson, S., Bochtis, D.
(2018). Machine Learning in Agriculture: A Review. Sensors,
18(8), p.2674. https://doi.org/10.3390/s18082674.
Némethová, J., Civáň, M. (2017). Regional Differences in
Agriculture in Slovakia after Its Accession to the European Union.
Quaestiones
Geographicae,
36(2),
pp.9-21.
https://doi.org/10.1515/quageo-2017-0011.
Statistical office of the Slovak Republic. Available online: <
https://slovak.statistics.sk/>. Accessed on 24 January 2021.
Klein Tank, A.M.G. et al. (2002). Daily dataset of 20th-century
surface air temperature and precipitation series for the European
Climate Assessment. Int. J. of Climatol., 22, 1441-1453.
Vermote, E. (2015). MOD09Q1 MODIS/Terra Surface
Reflectance 8-Day L3 Global 250m SIN Grid V006 [Data set].
NASA EOSDIS Land Processes DAAC. Accessed on 01 February
2021. https://doi.org/10.5067/MODIS/MOD09Q1.006.
Biau, G., Scornet, E. (2016). A random forest guided tour. TEST,
25(2), pp.197-227.
Susanti, Y., Zukhronah, E., Pratiwi, H., Respatiwulan, Sri
Sulistijowati, H. (2017). Analysis of Chi-square Automatic
Interaction Detection (CHAID) and Classification and Regression
Tree (CRT) for Classification of Corn Production. Journal of
Physics: Conference Series, 909, p.012041.
Ritschard, G. (2013). CHAID and Earlier Supervised Tree
Methods. In J.J. McArdle & G. Ritschard (eds), Contemporary
Issues in Exploratory Data Mining in Behavioral Sciences,
Routeledge, New York, pages 48–74
Moshou, D., Bravo, C., West, J., Wahlen, S., McCartney, A.,
Ramon, H. (2004). Automatic detection of ‘yellow rust’ in wheat
using reflectance measurements and neural networks. Computers
and
Electronics
in
Agriculture,
44(3),
pp.173-188..
https://doi.org/10.1016/j.compag.2004.04.003.
Nisbet, R., Elder, J., Miner, G. (2009). Handbook of statistical
analysis and data mining applications. Amsterdam: Academic
Press/Elsevier, p.147. ISBN 978-0123747655.
Chen, T., He, T., Benesty, M., Khotilovich, V., Tang, Y., Cho, H.
(2015). Xgboost: extreme gradient boosting. R package version
0.4-2, 1(4).

MIPRO 2021/miproBIS

Figure 1. Scatter plots of relationship between predicted and observed values of cereals yields: a) OLS; b) Exhaustive CHAID; c) Standard CHAID;
d) XGBoost Linear; e) CRT; f) MLP; g) XGBoost Tree; h) Random Forest.
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Abstract - During last decade, a new class of business
intelligence systems has emerged. It consists of natural
language (NL) processing systems discovering
significant business events in the news posted on the
Web. The analysis shows that, very often, the
descriptions of business events are metaphoric. E.g.,
the sentences describing the dynamics of various
goods’ prices may include the forms of the verbs “to
jump”, “to climb down”, “to crash down”, etc. The
paper suggests an original approach (and its software
implementation) to designing intelligent monitoring
systems looking for the changes of selected parameters
(price, exchange rate, etc.) associated with a selected
set of goods (feed wheat, aluminum, oil, etc.). The
approach is based on formal semantics of the verbs
characterizing the movement. The central idea is to
use domain-independent formal representations of the
verbs’ semantics. With this aim, the powerful
expressive means of the theory of K-representations
(knowledge representations) are used. It is an original
theory of designing semantic parsers of NL-texts with
the broad use of formal means for representing input,
intermediary, and output data. TKR and its computer
applications are described in numerous papers in
English. TKR introduces a new class of formal
languages – the class of SK-languages (standard
knowledge languages). TKR is used in the paper in an
optimized form, because the paper suggests a
simplified (an optimized) form of its fist basic
mathematical model (it describes a set of primary
units of conceptual level and the relationships between
them). With this aim, the notion of an optimized
conceptual basis is introduced.
Keywords - intelligent monitoring, natural language
processing, semantic parsing, lexical semantics, theory
of K-representations, SK-language, semantic dictionary,
an optimized conceptual basis
I.

INTRODUCTION

During last decade, a new class of business
intelligence systems has emerged. This class consists of
natural language (NL) processing systems discovering
significant business events (especially, irregular,
unexpected events) in the news posted on the Web. In
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particular, the systems of the kind are described in the
papers [1], [2].
J. Lakoff and M. Johnson convincingly showed many
years ago in the monograph [3] that natural language
texts (NL-texts) pertaining to various spheres of
professional activity contain numerous metaphors for
explaining the ideas more brightly, more vividly. During
last decade, this theoretical observation has received a
practical significance; it is necessary to take into account
while designing intelligent monitoring systems (IMS)
looking for business events of selected kinds. In
particular, it is a usual thing to see in the texts pertaining
to economics and finance the forms of the verbs “to
jump”, “to slide down” and other in the phrases
expressing the dynamics of prices (of aluminum, feed
wheat, oil, of exchange rates, etc.). However, the problem
of analyzing metaphoric texts on economics and finance
didn’t receive an appropriate attention of the researchers.
The present paper has three objectives. The first one
is to start a study aimed at showing that it is possible for
computer systems to understand metaphorical NL-texts in
mass spheres of humans’ professional activity on the
basis of formal, domain-independent representations of
lexical units’ semantics.
The second objective is to suggest a simplified form of
the theory of SK-languages (standard knowledge
languages) used in the paper for decoding metaphoric
sentences with the verbs of movement.
The third objective is to elaborate theoretical foundations
and to implement an experimental intelligent NLprocessing system being able to become later a smart
subsystem of more intellectually powerful IMS. This
objective is an academical one, not commercial. It was
planned to demonstrate the advantages of combining
expressive mechanisms of SK-languages for formalizing
lexical semantics. That is why the developed computer
system (see Section V) doesn’t possess leaning
mechanisms, and the notions like precision, etc. are not
considered in the paper. The addition of some learning
mechanisms to the system is regarded as an objective of
future research. The developed system extracted from the
texts on finance and economics the following verbs and
expressions qualifying the dynamics of the prices: “to
jump”, “to leap”, “to spring”, “to make a spring”, “to take
a spring”, “to fly up”, “to reach”, “to rise”, “to lift”, “to
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climb’, “to slice down”, ‘to climb down”, “to fall”, “to
crash down”, “to take a tumble”, “to tumble”.
The structure of this paper is as follows. The next section
compares expressive mechanisms of the principal
formalisms used for describing semantic structures of
NL-texts. Numerous advances of the theory of Krepresentations (knowledge representations) introducing
the class of SK-languages are convincingly shown.
Section III suggests a simplified form of the first basic
mathematical model (Model 1) of the theory of Krepresentations (TKR). The Model 1 describes a system
of primary units of conceptual level used by an intelligent
system and the relationships between these units. With
this aim, the notion of an optimized conceptual basis
(o.c.b.) is introduced. The proposed simplified form of
the Model 1 is the definition of the class of o.c.b. As a
consequence, the paper suggests a simplified form of the
theory of SK-languages being the core of TKR. Section
IV suggests to represent the formal semantics of the
movement verbs by means of SK-languages and shows
how it may be used for decoding metaphoric sentences
with the movement verbs encountered in the NL-texts on
economics and finance. Section V acquaints the readers
with the external specification of the developed computer
program. Section VI contains the conclusions.
II. THE CHOICE OF THEORETICAL TOOLS
FOR FORMALIZING SEMANTICS OF MOVEMENTS
VERBS
Starting to develop the logic of an IMS based on
formal semantics of the verbs denoting movements, it is
reasonable to analyze what our linguistic intuition says
about the movements of various kinds. It seems that
people mainly consider a movement as an entity with
certain characteristics: a concept qualifying a kind of
movement (a leap, a turn, etc.); a moving physical thing;
the direction of movement, etc.
That is why our linguistic intuition motivates us to
look for formal tools allowing us to build compound
descriptions of various entities, including events.
The analysis of the literature on NL processing shows
that the principal used in practice approaches to
formalizing semantics of NL are First Order Logic
(FOL), or Logic of First Order Predicates, Theory of
Conceptual Graphs (TCG) [4], Lambda Calculus
Meaning Representation (LCMR) [5], Abstract Meaning
Representation (AMR) [6], [7], and TKR [8], [9], [10],
[11], [12], [13], [14], [15], [16], [17], [18], [19].
Table I helps us to compare the expressive
mechanisms of these theoretical approaches.
TABLE I.
Criterium

COMPARISON OF MECHANISMS
FOL

Functional
expressions
Relationships
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TCG

AMR

LCMR

TKR

+

-

-

+

+

+

+

+

+

+

Simple compound
descriptions of sets

-

+

_

_

+

Complex
compound descriptions
of sets

-

-

-

-

+

Simple compound
denotations of notions

-

+

-

-

+

Complex
compound denotations
of notions

-

-

-

-

+

-

-

-

-

+

Semantic
analogues of infinitive
groups

-

-

-

-

+

Semantic
representations
of
imperative sentences

-

-

-

-

+

Semantic
representations
of
compound
infinitive
groups obtained from
simple
infinitive
groups by means of
logical
connectives
AND, OR, NOT

-

-

-

-

+

Semantic
representations
of
discourses with the
references
to
the
meanings of sentences
and larger parts of
discourse

-

-

-

-

+

The
use
of
intensional quantifiers
–
semantic
units
corresponding to the
words and expressions
“a certain”, “any”,
“arbitrary”,
“many”,
“several”, etc.

-

-

-

-

+

The
use
of
semantic expressions
associating a notion
with its conceptual
description

-

-

-

-

+

Object-oriented
semantic representations
of
NL-texts
(including
both
a
semantic representation of a text and its
metadata: the authors,
date
of
creation,
language, etc.)

-

-

-

-

+

Finite sequences

The semantic formalism AMR was introduced in
2013 in the ACL publication [6] by a group consisting of
ten researchers from UK and USA. The paper [16] shows
that much broader prospects for creating semantic
languages-intermediaries in comparison with AMR are
opened by the theory of K-representations, developed by
V. A. Fomichov and his colleagues. It is an original
theory of designing semantic parsers of NL-texts with the
broad use of formal means for representing input,
intermediary, and output data.
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The part 1 of TKR is a mathematical model (Model 1)
of a system of primary units of conceptual level used by
an applied intelligent system. The part 2 of TKR
determines a mathematical model (Model 2) of a system
consisting of ten partial operations on conceptual
structures. An introduction to this system of ten partial
operations may be found in [17]. The Model 2 defines, in
particular, a new class of formal languages called SKlanguages (standard knowledge languages). There are
weighty reasons to conjecture that SK-languages is a
convenient formal tool for building SRs of arbitrarily
complex NL-texts (sentences and discourses) pertaining
to mass spheres of professional activity (engineering,
medicine, business, sport, etc.). The term "a Krepresentation” (KR) is used for denoting SRs of NLtexts being the expressions of SK-languages.
The part 3 of TKR is a family of the algorithms of
semantic parsing (in other terms, the algorithms of
semantic-syntactic analysis). It includes, first of all, the
algorithms SemSynt1 [13] and SemSynt1RA [19].

III. THE
NOTION
CONCEPTUAL BASIS
A.

OF

OPTIMIZED

Task Statement

Let’s use an analogy for explaining the essence of the
scientific result obtained in this section. It is known that
arbitrary language from the class of first order logic
languages (or the languages of the first order predicates
logic) is determined by the choice of non-empty set Const
of symbols called constants, non-empty set Var of
symbols called variables, non-empty set F of functional
symbols (the names of functions), non-empty set Pred of
predicate symbols (the names of n-ary predicates, where
n ≥ 1), and a mapping numb-arg from then union of F
and Pred associating each symbol from this set with a
positive integer k interpreted as the number of arguments.
That is why it is possible to say that arbitrary language
from the class of FOL languages is determined by a
complex formal object (a five-tuple) Logbs = (Const, Var,
F, Pred, numb-arg), this formal object may be called a
logical basis. Generalizing, we can say that arbitrary
language from the class of FOL languages is determined
by a five-tuple Logbs of the form (c1, c2, c3, c4, c5), where
c1, c2, c3, c4, c5 are some formal objects.
Similarly, the first basic mathematical model of TKR
(a model describing a set of primary units of conceptual
level and the relationships between them) determines a
class of new formal objects called conceptual bases (c.b).
The construction of an arbitrary c.b. B is equivalent to
selecting a finite sequence of the form c1, c2, …, c15 ,
where c1, c2, …, c15 are some formal objects. Here c1 = St
is a finite set of symbols called the sorts and denoting the
most general notions from the considered application
domains. For instance, St may include the elements
phys.ob, org, sit, event interpreted as the denotations of
the notions “physical object”, “organization”, “situation”,
“event” (a dynamic situation).
Each c.b. B determines a formal language Ls(B) called
SK-language (a standard knowledge language) in the
basis B. The expressive mechanisms of SK-languages
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(see Table 1 in the preceding section) open broad new
prospects for building semantic representations (SRs) of
arbitrarily complex sentences and discourses in NL.
The purpose of this section is to introduce the
definition of an optimized conceptual basis (o.c.b). The
construction of an arbitrary o.c.b. Bs is equivalent to
selecting a finite sequence of the form c1, c2, …,c9 , where
c1, c2, …,c9 are some formal objects. That is why the first
basic mathematical model of TKR will look much
simpler, and it will be a great advantage for introducing
the university students to TKR.
It is also possible to conclude that, simplifying the
Model 1 of TKR, we obtain an optimized version of the
theory of SK-languages being the core of TKR.
B, Sort Systems
Let’s imagine that we should start the formalization of
a certain application domain or a group of domains. Our
aim will be the ability to formally represent semantic
structure of arbitrary NL-texts used in the considered
domain. At the first step, let’s select a finite set St of sorts
and distinguish in St a certain sort P to be called the sort
“a meaning of proposition” (in the sense “a meaning of
statement”). This sort P will be interpreted as the mark
(the type) of semantic representations (SRs) of sentences
being statements and of arbitrary narrative discourses.
Let’s suppose that the content of next two steps is to
define two binary relations Gen and Tol on the set St. It
means that we define two subsets of the Cartesian product
St × St. The relation Gen formalizes the hierarchy on the
set of most general notions St. Our requirement will be
that it is a reflexive, antisymmetric, and transitive relation
(i.e., a partial order on St). Due to reflexivity, for arbitrary
sort w, the pair (w, w) belongs to Gen. The record (real,
integer) belongs to Gen means that all integers form a
subclass of all real numbers.
The binary relation Tol is to formalize the
phenomenon of the existence of two or more different
angles of look at some objects. For instance, a scholar
with usual physical capabilities may be considered, on the
one hand, as an intelligent system and, on the other hand,
as a dynamic physical object (because she/he may run,
spring, etc.). Taking this into account, the pair (ints,
dyn.phys.ob) belongs to Tol in case the sorts ints and
dyn.phys.ob are interpreted respectively as “an intelligent
system” and “a dynamic physical object”.
Definition 1 (introduced in [13]). A sort system is an
arbitrary four-tuple S of the form (St, P, Gen, Tol), where
S is an arbitrary finite set of symbols, P belongs to St,
Gen is a non-empty binary relation on St being a partial
order on St (a reflexive, antisymmetric, and transitive
relation), Tol is a binary relation on St being antireflexive
and symmetric, and the following conditions are satisfied:
1. St doesn’t include the symbols ↑, *, {, }, (, ),
[entity], [concept], [object], [↑entity], [↑concept],
[↑object].
2. If Concretizations(P) is the set of all such z from
the set St that (P, z) belongs to Gen then the settheoretical difference St \ Concretizations(P) is not
empty, and for every u from St \ Concretizations(P) and
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for every w from Concretizations(P) the sorts u and w are
incomparable both for the relation Gen and for the
relation Tol.
3. For each t, u from St, it follows from (t, u)
belongs to Gen or (u, t) belongs to Gen that t and u are
incomparable for the relation Tol.
4. For each t1, u1 from St and each t2, u2 from St,
it follows from (t1, u1) belongs to Tol, (t2, t1) belongs to
Gen, (u2, u1) belongs to Gen that (t2, u2) belong to Tol.
The elements of the set St are called sorts, P is called
the sort “a meaning of proposition”, the binary relations
Gen and Tol on the set St are called respectively the
generality relation and tolerance relation. If t, u belong
to St and the pair (t, u) belongs to Gen, then we often use
an equivalent notation t →u and say that t is a
generalization of u, and u is a concretization of t.
The symbols listed in the requirement (1) play special
roles in TKR. The requirement (2) is to be interpreted as
follows. The sort P will play the role of the type (the
mark) of semantic representations (SRs) of statements
and narrative texts. Suppose that we have a pragmatic
reason to introduce the particular cases of the sort P: the
sort P-act as the type of the statements about the physical
actions, P-inf as the type of the statements about
information transmissions, and P-comm as the type of
the statements being implicit commands (“It is necessary
to close the dor”, etc.). Then Concretizations (P) = {P, Pact, P-inf, P-comm}.
But we should have different sorts (let they form a
subset Usual-things-sorts of the set St) for classifying
things to be mentioned in the statements of the
enumerated kinds. Obviously, for every u from the subset
Usual-things-sorts
and
for
every
w
from
Concretizations(P) the sorts u and w should be
incomparable both for the relation Gen and for the
relation Tol.
C.

The Set of Types Corresponding to a Sort System

The monograph [13] contains a definition associating
arbitrary sort system S with the countable set Tp(S) of
strings called types and interpreted as simple and
compound semantic characteristics of the entities from
the considered application domains.
Example. There is such sort system S1 that the set
Tp(S1) includes, in particular, the elements ints * phys.ob,
{ints * phys.ob}, ↑ints * phys.ob, integer, {integer},
(integer, integer), {(integer, integer)}. The interpretation
of these types will be considered below in an example
immediately after the definition 2.
The arrow ↑ distinguishes the types of the notions; the
types of the form {z} are the types of the sets; the types
of the forms (x, y), (x, y, z) are respectively the types of a
pair and of a triple, etc. The type {(integer, integer)}is to
be interpreted as the type of various binary relations on
the set of all integers; in particular, as the type of the
relations < and >. The form of the type ints * phys.ob
says that the pair (ints, phys.ob) belongs to Tol.

Definition 2. Let S be any sort system of the form (St,
P, Gen, Tol). Then a five-tuple Cexp of the form (X, V, tp,
F, ref) is called an expanded concept-object system
(e.c.o.s.) coordinated with the sort system S then and only
then the following conditions are satisfied:
(a) X and V are countable non-intersecting sets of
symbols; tp is a mapping from the union of X and V into
the set of types Tp(S);
(b) F is a subset of X; for each h from F, the string
tp(h) has the beginning {( and the ending )};
(c) The set of sorts St is a subset of X, and for each
w from St, tp(w) = ↑w; ref is a distinguished element of
the set-theoretical difference X \ Y, where Y is the union
of St and F;
(d) The set of all such elements var from V that
tp(var) = [entity] is countable.
The set X is called the primary informational
universe; the elements of V are called variables. The
elements of the subset F are called functional symbols (or
the names of functions). The distinguished element ref is
called the referential quantifier.
The referential quantifier ref is interpreted as the
semantic unit designating the meaning of the expression
“a certain”. In the examples in English usually ref is the
string certain or certn.
The mapping tp gives us a much more fine-grained
structuring of application domains than first order logic.
Example. The sets St, X and the mapping tp may
satisfy the following conditions: (a) St includes the
elements (sorts) dyn.phys.ob (dynamic physical object),
ints (intelligent system), org (organization), inf.ob
(informational object); (a) X includes the elements
L.Carroll, Alice-in-Wonderland, person, student-group,
Suppliers, Authorship, and
(a) tp(person) =↑ ints * dyn.phys.ob, tp(L.Carroll)
= ints * dyn.phys.ob;
(b) tp(Alice-in-Wonde) = inf.ob, tp(Authorship) =
{(ints, inf.ob)};
(c) tp( student-group) = =↑ {ints * dyn.phys.ob},
tp( Suppliers) = {(org, {org})}.
Here the symbol ↑indicates a type of a notion;
Suppliers is the name of the function associating an
enterprise with the set of all its suppliers.
E . Optimized Conceptual Bases
Definition 3. Let S be any sort system of the form (St,
P, Gen, Tol), and a five-tuple Cexp of the form (X, V, tp,
F, ref) be an expanded concept-object system coordinated
with the sort system S. Then the ordered pair B = (S,
Cexp) will be called an optimized conceptual basis if and
only if the following conditions are satisfied:
(1) The sets X and V don’t include the symbols ‘,’
(comma), ‘*’, ‘:’, ‘(‘, ‘)’, ‘<’, ‘>’, ‘&’;
(2) The set of sorts St includes the symbols eqv,
neg, binlog, int1, int2, ext;

D. Expanded Concept-Object Systems
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(3) The primary informational universe X includes
the universal and existential quantifiers and, besides, the
symbols ≡,  , ∨ , ;
(4) The union of the set Int1={y from X| tp(y) =
int1} and the set Int2={w from X| tp(w) = int21} belongs
to the set-theoretical difference X \ Y, where Y is the
union of St and F; tp(ref) = int1;
(5) tp(≡) = eqv; tp(  ) = neg; tp(∨ ) = tp() =
binlog; the value of the mapping tp for the universal
quantifier and existential quantifier is equal to ext.
The elements of the sets Int1 and Int2 will be called
intensional quantifiers.
The symbols ≡,  , ∨ ,  should be read as “identical
to”, “not”, “or”, “and”. The elements of the set Int1 are
interpreted as semantic units denoting the meanings of
the words and expressions “a certain”, “any”, “arbitrary”,
etc. The elements of the set Int2 are interpreted as
semantic units denoting the meanings of the words and
expressions “all”, “several”, “many”, “a few”, etc.
Using these denotations and interpreting in Chapter 4
of [13] the symbol B as an optimized conceptual basis
(but not as a conceptual basis), we are able to get the
definition of the SK-language Ls(B) in the basis B. Thus,
due to the simplification of the basic Model 1 of TKR, we
obtain a simplified (or optimized) version of the theory of
SK-languages.
IV,
AN
APPROACH
TO
DECODING
METAPHORIC SENTENCES BY MEANS OF A
SEMANTUC DICTIONARY
Suppose that an intelligent monitoring system
encounters the sentence T1 = “The price per ton of feed
wheat jumped during last week to the level $197”. Let’s
explain how a formal, domain-independent representation
of the verb “to jump” semantics provides the possibility
to extract from T1 the following two information pieces:
(a) a kind of price change (an increase or a diminishment)
may be presented as a value of the variable change-sign
belonging to the set of symbols {‘+’, ‘-‘}; (b) an
estimation of the speed of the process may be presented
as a value of the variable linguistic-estimation.
Suppose that a linguistic database (LDB) Lingdb
allows us to associate the verbal form “jumped” with the
semantic unit jump1, and a component of Lingdb called
semantic dictionary contains the expression explication
of the form
Explic(jump1, (Situation(e1, space-movement1 *
(Agent, y1)(Start-moment, t1)(Final-moment, t2)) 
Location(y1, t1, x1)  Location(y2, t2, x2)  Less
(Height(x1), Height(x2))  Speed(e1, high))).
Let’s also make two additional assumptions.
Assumption 1. The LDB Lingdb establishes in any
way a mapping Corresponding: Parameters →
Analogues, where Parameters and Analogues are some
distinguished non-intersecting subsets of the set of oneargument functional symbols F[1]. For instance,
Corresponding (Share-rate) = Corresponding (Price) =
Height.
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Assumption 2. The LDB Lingdb distinguishes in the
set of considered binary relational symbols in any way
the semantic roles Agent, Start-moment, Final-moment
and distinguishes a ternary relational symbol Location.
Then our hypothetical IMS processes the input text
T1, following the steps described below.
Step 1. The system finds the semantic restriction
price.value for the value of the function Price.
Step 2. Concludes that the semantic unit (a sort)
price.value is incomparable with the semantic restriction
phys.ob (physical object) for semantic role Agent
associated with the verb “to jump”.
Step 3. The system finds the variable y1 associated in
the expression explication with the semantic role Agent.
Step 4. Finds the variable t1 associated in the
expression explication with the semantic role Startmoment.
Step 5. Finds the variable x1 associated with y1 and
t1 in the subformula Location(y1, t1, x1).
Step 6. Finds the variable t2 associated in the
expression explication with the semantic role Finalmoment.
Step 7. Finds the variable x2 associated with y1 and
t2 in the subformula Location(y1, t2, x2).
Step 8. The system executes the assignment operator
Focus-function := Corresponding(Price). That is, it
executes the operator Focus-function := Height.
Step 9. If Height(x1) < Height(x2) then changesign:= ‘+’; if Height(x1) > Height(x2) then change-sign:=
‘-’.
Linguistic-estimation:= high (this value is taken from
the subformula Speed(e1, high)).
V. EXTERNAL SPECIFICATION
DEVELOPED COMPUTER SYSTEM

OF

THE

The suggested approach to formalizing semantics of the
movement verbs underpinned the design of an
experimental intelligent monitoring system MOVE-1
[20]. The system MOVE-1 uses the programming
language C# and needs operational system Windows 8 or
8.1 and the availability of not earlier version of Microsoft
.NET Framework than 4.5.1.
The input NL-texts (in Russian) may have one of the
forms A B C D E G , B CA D E G, B C D A E G, B C D
E A G, where A is a date or a description of a time
interval (“last week”, etc.), B designates a parameter to
be interested in its dynamics, C describes a product, D
describes the place of measuring the value of the
parameter, E is a movement verb, and G is a description
of the reached value of the considered parameter.
Example. The input may be the text Inf1 = “On May
25, the price for feed wheat at the London commodity
exchange jumped to $188 per ton”. Here A = ”On May
25,”, B = “the price”, C = “for feed wheat”, D = “at the
London commodity exchange”, E = “jumped”, G = “to
$188 per ton”.
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The semantic analysis module of the developed
computer system transforms a NL-text from the input
language into an expression Value-change of the form

7. Banarescu, L., Bonial, C., Cai, S., Georgescu, M., Griffitt, K.,
Hermjakob, U., Knight, K., Koehn, P., Palmer, M., Schneider, N.
(2019). Abstract Meaning Representation (AMR) 1.2.6 Specification.
May 1, 2019; github.com/amrisi/amr-guidelines/blob/master/amr.md.

<param, arg, place, change-sign, time, linguisticestimation, value>,

8. Fomichov, V.A.: A Mathematical Model for Describing Structured
Items of Conceptual Level. Informatica. An International Journal. of
Computing and Informatics (Slovenia), 1996, vol. 20, pp. 5-32.

where param is a designation of a parameter in the
considered knowledge base, arg is a designation of the
argument of a parameter (a product, a good), place is an
SR of the place where the value of the parameter was
measured, change-sign – the symbol ‘+’ or “-‘, indicating
the direction of changing the value of the parameter, time
is an SR of a time interval, linguistic-estimation is a
characteristic of the speed of changing the value of the
parameter being an element of the set {high, normal,
low}, value is a designation of the achieved value of the
parameter.

9. Fomichov, V.A.: Theory of Restricted K-calculuses as a
Comprehensive Framework for Constructing Agent Communication
Languages. In: Fomichov V.A., Zeleznikar A.P. (eds.). Special Issue on
NLP and Multi-Agent Systems. Informatica. An International J. of
Computing and Informatics (Slovenia), 1998, vol. 22, pp. 451-463.
10. Fomichov, V.A.: An Ontological Mathematical Framework for
Electronic Commerce and Semantically-structured Web. In: Zhang Y.,
Fomichov V.A., Zeleznikar A.P. (eds.), Special Issue on Database,
Web, and Cooperative Systems. Informatica. An International J. of
Computing and Informatics (Slovenia), 2000, vol. 24, pp. 39-49.

The generated semantic representations of the text’s
fragments are their K-representations (KRs), i.e., the
expressions of some SK-language. In particular, the
system generates the following KR of Inf1:

11. Fomichov V. A. Theory of K-calculuses as a powerful and flexible
mathematical framework for building ontologies and designing natural
language-processing systems. In: Andreasen, T., Motro, A.,
Christiansen, H., Larsen, H.L. (Eds.), Flexible Query Answering
Systems, 5th Intern. Conference, FQAS 2002, Proceedings, Lecture
Notes in Artificial Intelligence. 2002. Berlin, Heidelberg, New York:
Springer, 2002, vol. 2522, pp. 183-196.

<Price, certain feed-wheat, certain commodityexchange * (Location, certain city * (Called, ‘London’)),
+, <25, 05, 2020>, high, 188/USD/ton>.

12. Fomichov V.A. A Comprehensive Mathematical Framework for
Bridging a Gap between Two Approaches to Creating a MeaningUnderstanding Web. Intern. Journal of Intelligent Computing and
Cybernetics, 2008, vol. 1, pp. 143-163.

VI. CONCLUSION
The approach to decoding metaphoric sentences
stated above uses only a small part of expressive
mechanisms provided by SK-languages. One of the
possible directions of expanding current research is to
proceed from the broad possibilities of TKR as concerns
building compound designations of the sets while
formalizing the search of answers to the questions about
the changes in the leadership of companies and state
organizations (the boards of directors, the governing
boards, etc.).
REFERENCES
1. Hagenau, M., Liebman, M., Neumann, D. Automated News
Reading: Stock price prediction based on financial news using contextcapturing features. Decision Support Systems, 2013, vol. 55, no. 3, pp.
685-697.
2. Xing, F.Z., Cambria, E., Welsh, R.E. Natural Language Based
Financial Forecasting: A Survey. Artificial Intelligence Review, 2018,
vol. 50, no. 1, pp. 49-73.
3. Lakoff, G., Johnson, M. Metaphors We Live By. The University of
Chicago Press, 1980.
4. Sowa, J.F. Knowledge Representation: Logical, Philosophical, and
Computational Foundations. Brooks Cole Publishing Co., Pacific
Grove, CA, 2000-594 p.
5. Artzi Y., Zettlemoyer, L.: Weakly Supervised Learning of Semantic
Parsers for Mapping Instructions to Actions.Transactions of the
Association for Computational Linguistics, 1, 49–62 (2013). Action
Editor:
Jason
Eisner (https://aclweb.org/anthology/Q/Q13/Q131005.pdf, retrieved: 2016-03-13)
6. Banarescu, L., Bonial, C., Cai, S., Georgescu, M., Griffitt, K.,
Hermjakob, U., Knight, K., Koehn, P., Palmer, M., Schneider, N.:
Abstract Meaning Representation for Sembanking. In: Proceedings of
the 7th ACL Linguistic Annotation Workshop and Interoperability with
Discourse,
Sofia,
Bulgaria,
August
8-9,
2013
(2013)(www.aclweb.org/anthology/W13-2322; retrieved 2016-03-12)

MIPRO 2021/miproBIS

13. Fomichov, V.A.: Semantics-Oriented Natural Language Processing:
Mathematical Models and Algorithms. Springer, New York, Dordrecht,
Heidelberg, 2010.
14. Fomichov, V.A.: Theory of K-representations as a Comprehensive
Formal Framework for Developing a Multilingual Semantic Web.
Informatica. An Intern. Journal of Computing and Informatics,
2010, vol. 34, pp. 387-396 .
15. Fomichov, V.A.: A Broadly Applicable and Flexible Conceptual
Metagrammar as a Basic Tool for Developing a Multilingual Semantic
Web. In: Metais, E., Meziane, F., Saraee, M., Sugumaran, V., Vadera,
S. (eds.) NLDB 2013. LNCS, 2013, vol. 7934, pp. 249-259. Springer,
Heidelberg.
16. Fomichov V.A. SK-languages as a Powerful and Flexible Semantic
Formalism for the Systems of Cross-Lingual Intelligent Information
Access. Informatica. An Intern. Journal of Computing and Informatics
(Slovenia), 2017, vol. 41, pp. 221-232.
17. Foomichov V.A., Razorenov A.A. Theory of Krepresentations as a Tool for Designing File Managers with a Natural
Language Interface, in: 2018 41st International Convention on
Information and Communication Technology, Electronics and
Microelectronics (MIPRO), May 21 – 25, 2018, Opatija, Croatia.
Proceedings. Rijeka: Croatian Society for Information and
Communication Technology, Electronics and Microelectronics, 2018.,
pp. 1185-1190.
18. Razorenov A. A., Fomichov V. A.: The Design of a Natural
Language Interface for File System Operations on the Basis of a
Structured Meanings Model. Procedia Computer Science, Elsevier. V.
31.
P.
1005-1011;
open
access,
URL:
http://authors.elsevier.com/sd/article/S1877050914005304 (2014)
19. Razorenov A.A., Fomichov V.A. A new formal approach to
semantic parsing of instructions and to file manager design Database
and Expert Systems Applications. Proceedings of the 27th International
Conference, DEXA 2016, Porto, Portugal, September 5-8, 2016. Cham:
Springer, 2016, vol. 9827. Part. I, pp. 416-430.
20. Zaitsev, D.N. An intelligent news monitoring system on the basis of
cognitive models. Master Thesis (academic advisor V.A. Fomichov).
Moscow, Moscow Aviation Institute (National Research University),
2020.

1443

Machine Learning Approaches to Personality
Classification on Imbalanced MBTI Datasets
N. Čerkez*, V. Vareškić **
*College of Information Technologies (VSITE), Zagreb, Croatia
College of Information Technologies (VSITE), Zagreb, Croatia
ninoslav.cerkez@vsite.hr
valentin.vareskic@vsite.hr

**

Abstract - The MBTI (Myers-Briggs Type Indicator) is a
widely known approach to personality classification. Datasets
for the machine learning approach to personality
classification using MBTI are highly imbalanced. Handling
imbalanced data sets is a significant open problem with a
considerable impact on machine learning methods. This
paper presents the results of applying different techniques
and suggests their best in mitigating the challenge of
imbalanced MBTI datasets. Even though most techniques
could be used and implemented to some other problems and
areas, like images and sound processing, natural language
processing has enough challenges to focus on natural
language processing and the specific issue of the MBTI
datasets.
Keywords – machine learning, classification, imbalanced
data sets, natural language processing, MBTI

I.

INTRODUCTION

Deep learning is the most popular and used technique
of machine learning nowadays. It uses multiple processing
layers to compose a computational model representing
multiple abstraction levels for processed data [1]. Natural
Language Processing (NLP) is one of the most prominent
fields for implementing machine learning techniques. In the
last years, there is a massive demand for improvements in
NLP since there is a comprehensive implementation of
NLP techniques in industry and everyday life where there
is a need to understand and manipulate natural language or
speech. One of the tasks in NLP is text classification [2].
A significant open problem in machine learning
classification is handling imbalanced data sets. Imbalanced
datasets have a considerable impact on the results of
machine learning classification since algorithms for
machine learning mostly have the presumption that datasets
are balanced. However, most datasets are more or less
imbalanced. The most challenging problems are naturally
imbalanced datasets, like the MBTI dataset, and this paper
gives an overview of the present situation and the prospect
of future research and implementations focusing on the
MBTI dataset.
To demonstrate imbalanced datasets in text
classification and different approaches to this problem, we
implemented text author Myers-Brigs Type Indicator
1
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(MBTI), a personality type classification. We used the
PersonalityCafe MBTI dataset1.
We implement various strategies to deal with
imbalanced datasets that can improve multiclass
classification of highly imbalanced MBTI datasets by
balancing class weights, as suggested in [3] [4].
Data augmentation (DA) relates to strategies that can
help deal with imbalanced datasets since they provide
increased diversity of training examples. Standard
approaches in DA include a combination of oversampling
and undersampling techniques. From the perspective of the
MBTI dataset and multiclass classification tasks, the most
promising approach is Synthetic Minority Oversampling
Technique (SMOTE) [5] [6]. As an alternative approach for
oversampling, it is possible to use Easy Data Augmentation
Technique (EDA) [7]. However, since the MBTI dataset we
use has minimal minority classes, undersampling
approaches could be an option for larger datasets.
Semantical aspects of errors is a perspective that we
would like to take regarding actual and predicted classes,
keeping in mind that these classes have string
representations and compound structure. So, we analyzed
the similarity of MBTI classes, considering that the higher
similarity between two classes imposes lower separability
of these classes. For that purpose, we used Hamming
distance metrics. We wanted to explore if the similarity of
classes correlates to Hamming distance between classes.
For example, INTJ and ENTJ classes have differences only
with the first label, and we explored how their Hamming
distance correlates to their semantic textual similarity.
The problem of imbalanced datasets also impacts other
areas, like machine learning for processing images [8] [9]
or audio processing [10]. This paper emphasizes
imbalanced datasets in natural language processing, having
the MBTI dataset and personality classification based on
the MBTI dataset as a focus.
The paper structure is as follows: Section II describes
text processing referring to the chosen dataset; Section III
presents experimental setup emphasizing techniques for
handling imbalanced multiclass classification on MBTI
dataset; Section IV gives the results and discussion, and
Section V concludes this paper.

https://www.kaggle.com/datasnaek/mbti-type
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II.

TEXT PREPROCESSING

We processed the dataset through the standard steps in
NLP. We used the nltk package to clean the dataset in
machine learning methods and the spacy2 package PyTorch
environment for the neural network approach since it has
excellent support for tokenization.
A. Dataset and data background
We used the Kaggle MBTI dataset for this research,
consisting of 8.675 rows of posts from the PersonalityCafe
forum with labels of 16 MBTI personality types for their
authors. We used this dataset because it has exceptionally
imbalanced characteristics and offers clear-defined classes
for multiclass text classification. The MBTI gives a
structure for a psychological classification regarding
principal psychological functions, sensation, intuition,
feeling, and thinking. Based on Jung’s description of
personality, MBTI as s psychological instrument includes
measures for attitude and functions. Attitude can have
values Extrovert (E) and Introvert (I); it measures what an
individual prefers: inner or outer world, making the first
dichotomy in each personality type. MBTI measures
function across the following three dimensions. The second
dichotomy can have values Sensation (S) or Intuition (N)
and measures information processing; through the five
senses or pattern’ impressions. The third dimension gives
preferences of evaluation others through emotions or
principles and facts. It can have values Thinking (T) or
Feeling (F). Finally, the fourth dimension measures how
individuals prefer to organize their lives as ordered or
flexible. It can have values Judgment (J) or Perceiving (P).
That gives 16 possible combinations of MBTI personality
types [11] [12].
This dataset has a significant imbalance between its
classes. For example, only the classes “INFP,” “INFJ,”
“INTP,” and “INTJ” have appearance between 12% and
21% in the dataset, the classes “ESFJ,” “ESTJ” less than
5%, and all of the other classes between 5% and 8% of
corresponding examples in the dataset. Figure 1 shows a
bar chart presentation of 16 classes in this dataset.

[13]. Interestingly, distribution in the dataset and estimated
US population has a significant distinction for some
classes, and it can be the area of research.
Table I MBTI class distribution
Class
INFP
INFJ
INTP
INTJ
ENTP
ENFP
ISTP
ISFP
ENTJ
ISTJ
ENFJ
ISFJ
ESTP
ESFP
ESFJ
ESTJ

% - dataset
21.11
16.95
15.03
12.58
7.90
7.78
3.89
3.12
2.66
2.36
2.19
1.91
1.03
0.55
0.48
0.45

% - Estimated US population
4.4% (4-5%)
1.5% (1-3%)
3.3% (3-5%)
2.1% (2-4%)
3.2% (2-5%)
8.1% (6-8%)
5.4% (4-6%)
8.8% (5-9%)
1.8% (2-5%)
11.6% (11-14%)
2.5% (2-5%)
13.8% (9-14%)
4.3% (4-5%)
8.5% (4-9%)
12.3% (9-13%)
8.7% (8-12%)

B. Word Embeddings
In the beginning, we prepared text normalization by
removing punctuation, special characters, links, stopwords,
and numbers. In the next step, we converted uppercase
characters to lowercase and removed one-letter words.
Next, we used the spacy for lemmatization. Finally, we
converted the data into word embeddings using 2 million
pre-trained fasttext 3vectors for some training.
III.

EXPERIMENTAL SETUP FOR IMBALANCED
DATASETS

This paper aims to give an overview of different
approaches to handling imbalanced datasets in natural
language processing. Furthermore, we provide a
perspective of the present situation and research in this field
through experimental results.
Regarding neural network setup, we used a
Bidirectional LSTM network [14] [15] with the following
parameters: 25 epochs, two layers, fixed input length, the
value of learning rate 0.001, the dimension of a hidden layer
of 256, the dimension of an embedding of 200, dropout of
0.2 [16], 30% of the dataset for validation phase, maximum
vocabulary size of 25.000, batch size of 128, and ADAM
as an optimizer [17]. In neural network training, we used
Cross-entropy loss as a loss function.

Figure 1.

MBTI dataset

For this research, it is helpful to compare the
distribution of MBTI classes in the dataset and among the
population. Table I shows the distributions, and we can see
that MBIT has a naturally imbalanced class distribution
2

3

https://spacy.io/
https://fasttext.cc/docs/en/english-vectors.html
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Regarding classic machine learning methods, we used
the package sklearn 4 and its support for the following
algorithms: Support Vector Classifier from Support Vector
Machine, Decision Tree Classifier, Logistic Regression,
Ridge Classifier, Multinomial Naïve Bayes Classifier,
Random Forest Classifier, XG Boost Classifier, Bagging
Classifier, and Ensemble Methods. We trained models on
CUDA 10.1 GPUs. Regarding hyperparameters, we used
findings in research [18] that suggests parameters we used
4

https://scikit-learn.org/stable/

1445

in our neural networks training. However, our focus was
not to achieve the best classification results but to discover
the impact of different methods for dealing with
imbalanced datasets. Also, we are aware that some
strategies we should fine-tune were not in our focus
because of the main focus on techniques for dealing with
imbalanced datasets.
IV.

RESULTS

Table II shows the results of LSTM training without
additional techniques for imbalanced datasets. The highly
imbalanced dataset primarily directs the results of
classification to majority classes. The model did not learn
how to classify minority class examples.
Table II LSTM training
Class
INFP
INFJ
INTP
INTJ
ENTP
ENFP
ISTP
ISFP
ENTJ
ISTJ
ENFJ
ISFJ
ESTP
ESFP
ESFJ
ESTJ
accuracy
macro avg
weighted avg

Precision
0.19
0.18
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00

0.02
0.07

Recall
0.38
0.62
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00

0.06
0.18

F1-score
0.25
0.27
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00

Support
212
171
159
124
88
86
43
26
23
20
16
24
17
3
10
3

0.03
0.10

0.18
1025
1025

Synthetic Minority Oversampling Technique (SMOTE)
can mitigate the imbalance in datasets [6]. Figure 2 shows
training and validation loss for LSTM training with
SMOTE. Interestingly, training loss increased from 2.309
to 2.494, validation loss from 2.324 to 2.503, validation
accuracy decreased from 0.209 to 0.164, and rmse
increased from 3.868 to 5.431. We can explain these results
like the fact that the network overfits after 15 epochs.

Table III LSTM with SMOTE
Class
INFP
INFJ
INTP
INTJ
ENTP
ENFP
ISTP
ISFP
ENTJ
ISTJ
ENFJ
ISFJ
ESTP
ESFP
ESFJ
ESTJ
accuracy
macro avg
weighted avg

Recall
0.85
0.11
0.00
0.00
0.00
0.00
0.00
0.12
0.01
0.07
0.03
0.19
0.14
0.18
0.50
0.32

F1-score
0.35
0.13
0.00
0.00
0.00
0.01
0.00
0.11
0.01
0.08
0.05
0.13
0.14
0.18
0.29
0.21

0.15
0.15

0.16
0.16

0.11
0.10

Support
241
217
228
208
207
215
228
214
219
214
220
198
213
200
230
214
0.1
3466
3466

Borderline-SMOTE is an approach that focuses only on
the examples of the minority class on the border and
oversamples only these [19]. Table IV gives the results of
LSTM training with this method, which are slightly better.
For example, F1-score had the highest value of 0.44 and
validation accuracy was 0.208. The graph of the loss for
this method gives Figure 3. Again, we can notice that the
network has more minor effects of overfitting.
Table IV LSTM with Borderline - SMOTE
Class
INFP
INFJ
INTP
INTJ
ENTP
ENFP
ISTP
ISFP
ENTJ
ISTJ
ENFJ
ISFJ
ESTP
ESFP
ESFJ
ESTJ
accuracy
macro avg
weighted avg

Figure 2.

Precision
0.22
0.16
0.00
0.00
0.00
1.00
0.00
0.11
0.02
0.10
0.08
0.10
0.15
0.18
0.21
0.16

Precision
0.23
0.16
0.25
0.00
0.00
0.08
0.12
0.11
0.16
0.16
0.18
0.24
0.25
0.35
0.00
0.00

Recall
0.84
0.12
0.01
0.00
0.00
0.01
0.06
0.12
0.21
0.14
0.21
0.19
0.44
0.61
0.00
0.00

F1-score
0.36
0.14
0.02
0.00
0.00
0.02
0.08
0.11
0.18
0.15
0.20
0.22
0.32
0.44
0.00
0.00

0.15
0.17

0.19
0.22

0.14
0.16

Support
229
203
209
229
216
220
202
217
217
217
225
217
218
214
6
4
0.22
3043
3043

The loss for LSTM with SMOTE

Table III shows the results of better classification for the
majority and minority classes. However, training and
validation loss are high, and there is much space for
improvement.
Figure 3.
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The loss for Borderline- SMOTE
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Random oversampling (ROS) and random undersampling (RUS) are simple data-level methods for
addressing the class imbalance where ROS consistently
outperforms RUS and baseline methods [20]. Our research
also shows better results for the ROS approach.
Table V shows LSTM training results with the ROS
approach, with the highest value of F1-score of 0.74 and
validation accuracy of 0.35.for the ROS method and just
0.052 for the RUS method.
Table V LSTM with ROS
Class
INFP
INFJ
INTP
INTJ
ENTP
ENFP
ISTP
ISFP
ENTJ
ISTJ
ENFJ
ISFJ
ESTP
ESFP
ESFJ
ESTJ
accuracy
macro avg
weighted avg

Precision
0.05
0.19
0.07
0.12
0.12
0.15
0.18
0.20
0.26
0.32
0.31
0.25
0.36
0.47
0.69
0.60

0.27
0.27

Recall
0.01
0.02
0.01
0.03
0.06
0.05
0.22
0.29
0.27
0.44
0.30
0.32
0.63
0.89
1.00
0.95

0.35
0.35

F1-score
0.02
0.04
0.02
0.05
0.08
0.08
0.20
0.24
0.27
0.37
0.31
0.28
0.46
0.61
0.82
0.74

0.29
0.29

Support
213
222
206
218
220
202
228
202
212
211
224
218
219
254
196
221
0.35
3466
3466

Support vector classifier (SVC) gave much better
results with balanced weights parameter than without it.
Table VI shows the work for this method. These results
were slightly better than the results with the Decision Tree
Classifier, where the balanced weights parameter did not
improve outcomes.
With the Logistic Regression, we got results in Table
VII. We tried Logistic regression with the default parameter
and balanced class weights, but the parameter significantly
ruined the results. With the Ridge Classifier (with and
without balanced weights), Multinomial Naïve Bayes
Classifier, Random Forest Classifier (with and without
balanced weights), Bagging Classifier, and XG Boost, we
got weak results and low scores with the average results in
classifying majority classes and poor outcomes in
classifying minority classes. With calibration methods with
SVC and Random Forrest Classifier, we got just average
results.
Table VIII gives an overview of all methods we used in
our research and the results. The results we obtained for
multiclass text classification from the experiments
conducted, in terms of precision, recall, F score, support,
and kappa, are presented (we have bolded the best three
results per column). The results show that the ROS method
outperformed other methods and that SMOTE and
Borderline-SMOTE give the second and the third-best
result. These results show that the most significant

MIPRO 2021/miproBIS

improvement of the baseline model is implementing these
three methods.
Table VI SCV with balanced weights
Class
INFP
INFJ
INTP
INTJ
ENTP
ENFP
ISTP
ISFP
ENTJ
ISTJ
ENFJ
ISFJ
ESTP
ESFP
ESFJ
ESTJ
accuracy
macro avg
weighted avg

Precision
0.22
0.18
0.15
0.12
0.10
0.06
0.06
0.06
0.00
0.00
0.00
0.00
1.00
0.00
0.00
0.00

Recall
0.13
0.14
0.14
0.15
0.15
0.11
0.11
0.08
0.00
0.00
0.00
0.00
0.10
0.00
0.00
0.00

F1-score
0.16
0.16
0.14
0.13
0.12
0.07
0.07
0.07
0.00
0.00
0.00
0.00
0.18
0.00
0.00
0.00

0.12
0.14

0.07
0.12

0.07
0.12

Support
222
186
152
110
85
76
38
37
23
24
20
24
10
6
8
4
0.1
1025
1025

Table VII Logistic regression
Class
INFP
INFJ
INTP
INTJ
ENTP
ENFP
ISTP
ISFP
ENTJ
ISTJ
ENFJ
ISFJ
ESTP
ESFP
ESFJ
ESTJ
accuracy
macro avg
weighted avg

Precision
0.22
0.17
0.14
0.09
0.17
0.08
0.00
0.00
0.00
0.00
0.14
0.00
1.00
0.00
0.00
0.00

Recall
0.53
0.22
0.12
0.06
0.02
0.01
0.00
0.00
0.00
0.00
0.05
0.00
0.10
0.00
0.00
0.00

F1-score
0.31
0.19
0.13
0.07
0.04
0.02
0.00
0.00
0.00
0.00
0.07
0.00
0.18
0.00
0.00
0.00

0.13
0.14

0.07
0.18

0.06
0.14

Support
222
186
152
110
85
76
38
37
23
24
20
24
10
6
8
4
0.18
1025
1025

However, the results show better results having in mind
constraints with fixed hyperparameters in the experiment
setup. Therefore, for better results, we should also
experiment with different values for hyperparameters.
In the second part of our research, we used a pre-trained
Fasttext model using different regularization approaches in
the LSTM neural network. We are aware that regularization
is not an option but a must-have, and we wanted to combine
different approaches. As a regularisation method, as we
mentioned in the experimental setup, we always used
dropout, and then we combined L1 and L2 regularization
as additional methods.
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Table VIII Multiclass Classification Results
Method

Precision

Recall

F-score

Support

Kappa

Base
SMOTE
Borderline-SMOTE
ROS
RUS
SVC+W
SVC
DTC
DTC+W
Logreg
Logreg+W
Ridge
Ridge+W
MNB
RFC
RFC+W
XGBOOST
Bag
Calibration SVC
Calibration RFC

0.023
0.155
0.148
0.271
0.028
0.121
0.035
0.049
0.060
0.125
0.062
0.041
0.041
0.061
0.051
0.068
0.055
0.055
0.035
0.033

0.062
0.158
0.190
0.345
-0.109
0.068
0.066
0.047
0.058
0.069
0.052
0.062
0.044
0.058
0.059
0.063
0.068
0.058
0.063
0.063

0.033
0.144
0.144
0.287
0.038
0.069
0.040
0.048
0.059
0.064
0.035
0.046
0.016
0.047
0.043
0.045
0.050
0.052
0.028
0.026

64.062
216.625
190.188
216.625
4.812
64.062
64.062
64.062
64.062
64.062
64.062
64.062
64.062
64.062
64.062
64.062
64.062
64.062
64.062
64.062

-0.0023
0.107
0.159
0.305
0.004
0.003
0.016
-0.018
0.005
-0.001
-0.001
0.001
-0.007
-0.005
-0.008
0.005
0.024
-0.008
0.004
0.003

Without additional regularisation, we got an average
macro F1-score of 0.06 and an average macro recall of
0.08. Table IX gives the classification report for this
training. With additional regularization, we got an average
macro F1-score of 0.09 and an average macro recall of
0.09. Thus, we got slightly better results, but still, the
results have much space for improvement. Table X gives
the classification report for this training. Thus, additional
regularization helps to improve the results of a
classification in an imbalanced dataset.
Table IX LSTM only with dropout regularization
Class
INFP
INFJ
INTP
INTJ
ENTP
ENFP
ISTP
ISFP
ENTJ
ISTJ
ENFJ
ISFJ
ESTP
ESFP
ESFJ
ESTJ
accuracy
macro avg
weighted avg

Precision
0.00
0.00
0.00
0.00
0.00
0.80
0.00
0.00
0.00
0.00
0.21
0.00
0.00
0.40
0.00
0.00

Recall
0.00
0.00
0.00
0.00
0.00
0.27
0.00
0.00
0.00
0.00
0.95
0.00
0.00
0.10
0.00
0.00

F1-score
0.00
0.00
0.00
0.00
0.00
0.40
0.00
0.00
0.00
0.00
0.34
0.00
0.00
0.16
0.00
0.00

0.09
0.43

0.08
0.26

0.06
0.24

Support
20
0
0
0
0
60
0
0
0
0
20
0
0
20
0
20
0.28
140
140

In addition, we can conclude that pre-trained models and
additional regularization can improve classification results
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on imbalanced datasets by comparing these results with
base models.
Table X LSTM with additional L1/L2 regularization
Class
INFP
INFJ
INTP
INTJ
ENTP
ENFP
ISTP
ISFP
ENTJ
ISTJ
ENFJ
ISFJ
ESTP
ESFP
ESFJ
ESTJ
accuracy
macro avg
weighted avg

Precision
0.00
0.00
0.00
0.00
0.00
0.60
0.00
0.00
0.32
0.00
0.57
0.00
0.00
0.00
0.00
0.00

Recall
0.00
0.00
0.00
0.00
0.00
0.24
0.00
0.00
0.36
0.00
0.87
0.00
0.00
0.00
0.00
0.00

F1-score
0.00
0.00
0.00
0.00
0.00
0.34
0.00
0.00
0.34
0.00
0.68
0.00
0.00
0.00
0.00
0.00

0.09
0.46

0.09
0.49

0.09
0.44

Support
0
0
0
0
0
50
25
0
25
0
75
0
0
0
0
0
0.25
175
175

Regarding the semantical aspect of error, we evaluated
semantic textual similarity among MBTI classes, and
Figure 4 presents the results. Then, we computed the
correlation between semantic similarity and Hamming
distance between MBTI classes. The highest similarities
have classes with the lowest Hamming distance between
classes, as expected. As a result, we got a correlation
coefficient of -0.516 and a small p-value that we can
consider zero value. In addition, these results suggest that
future research can take the direction of semantic
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similarity and Hamming distance between MBTI classes
for further improvements of classification.

[4]

[5]

[6]

[7]

[8]

[9]

Figure 4.

Semantic textual similarity for MBTI

[10]

classes
V.

CONCLUSION

[11]

Our research shows that in dealing with an imbalanced
MBTI dataset as the NLP problem of multiclass
classification, using pre-trained models, SMOTE,
Borderline-SMOTE, and ROS approaches gave better
results than the base model and other implemented
methods in our research. However, among these, the ROS
approach provided the best results.

[12]

These approaches significantly improve outcomes,
especially in datasets with a high imbalance and many
classes like our MBTI dataset. In addition, including
semantic textual similarity can give a new perspective of
relations between classes and help to improve MBTI
classification.

[15]

[13]

[14]

[16]

[17]

For further researches, we plan to experiment with
different architectures of neural networks and different
ensemble methods. Also, we will try different approaches
using semantic aspects of error.
VI.
[1]
[2]

[3]

[19]
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Abstract - Data ingestion and integration present a
significant factor in the data analytics, especially with the
emergence of high volume and velocity data. The existing
approaches, which were focused mainly on the batch
processing, had to be adjusted in order to align with the new
trends in data processing and storage. At the same time, data
ingestion tools have gained a popularity as they have
supported new development and analytics trends. Moreover,
major vendors have shifted their focus to cloud solutions,
which affected both the existing and emerging tools.
Due to the huge variety in the ingestion and integration
approaches, the tools vary in features, from different
programming language support up to the platform-specific
usage. In this article, state-of-the-art data ingestion and
integration tools are systematically and individually
reviewed, with their key features identified. Also, the current
tools categories are observed and compared, together with
the list of tools which they encompass, based on their features.
Keywords – data integration; data ingestion; cloud data
processing

I.

INTRODUCTION

Data integration is the essential part of the analytics
systems, being the most processing-intense component.
The data integration systems are formally defined as the
triple 〈𝒢, 𝒮, ℳ〉 , where 𝒢 represents the global schema,
𝒮represents the heterogeneous set of source schemas and
ℳ represents the mapping between 𝒢 and 𝒮 [1]. Data
warehouses heavy rely on data integration process though
the processes of extract, load and transform (ELT) [2] that
not only took care of the data movement and
transformation, but also could apply, for example, data
quality processes.
As the side effect of the industrial revolution 4.0, with
the emergence of the mobile technologies, Internet of
Things (IoT) and social networks, the volume of the data
has grown significantly. Subsequently, the velocity of the
data has moved swiftly, together with the data variety.
Those three features grew into the core of the Big Data
definition, known under the acronym 3V.
Through these changes, the existing data integration
technology could not bare the fast upscale of the
processing requests, resulting in the focus shift towards
new applications and systems. One of the requirements
new tools had to fulfill was the scalability, enabling the
parallel data processing. Another important aspect was the
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support for the data streams and real-time processing,
which became the basis for numerous tools. Generally, the
requirements had to provide the capability of processing
the data fast, without the level of transformation that ELT
tools were doing. This was the consequence of the data
storage focus moving towards Data Lakes, resulting in the
popularity of data ingestion processes.
Data ingestion is similar to data integration, but with a
difference in approach and the final result. The main goal
of data ingestion is to fetch the data and store them for
further usage, without the necessity of any transformations
done prior to the storage. This approach suits the Big Data
better, as the data are typically first stored, than analyzed.
Heterogeneous data are, therefore, easily stored as there is
no previously defined structure. Data integration, on the
other hand, focuses on the goal of storing the
heterogeneous data in a homogeneous format, with the
storing structure defined.
Data integration and ingestion tools can be found in
various deployment environments: independently onpremise, as a part of a larger platform (such as Hadoop)
and in the cloud. The cloud-based tools have come into
focus particularly in the recent years, resulting in a
completely independent set of tools with little connection
to their on-premise predecessors. Besides platformdependent cloud tools, several new data ingestion tools
have emerged, and they are offered through partnership
with major cloud providers.
The rest of the article is divided as following: in the
chapter II the features of the tools are described and
categorized. Chapter III will describe the most used
examples from each of the categories with specific details
noted, followed by the conclusion.
II.

DATA INTEGRATION AND DATA INGESTION TOOLS
FEATURES

A. Data integration tools
Data integration tools, as a support for the data
warehousing, have existed for several decades. Although
usually being an upgrade from the data transfer tools,
eventually grew into dedicated tools used for integrating
the data from heterogeneous data sources into data
warehouses. Data integration tools use a graphical user
interface to build pipelines, using predefined components
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that support data extraction, transformation and storage.
With the emergence of new analytical architectures and
platforms, they have been slightly updated, mostly only by
adding components that would support the data analytics
trends. Data integration tools are typically deployed onpremise, while some of them also have cloud counterparts
that will be addressed in the separate analysis.
Data integration tools, although having a capability of
supporting semi-structured and non-structured data,
mostly focus on structured data processing. Moreover,
they are traditionally batch processing oriented, with little
or no support for stream processing. In terms of
extendibility, most of them support creating custom
components using some programming languages or
integration of 3rd party components.
When it comes to data ingestion, the data integration
tools can be used for batch data ingestion, as they provide
the necessary data ingestion capabilities of fetching and
storing the data. Typically, a data ingestion pipeline inside
a data integration tool would be represented by the data
source component, data conversion component when
needed and data destination component. Due to this, the
separate data ingestion tools in case of the batch will not
be considered further in this analysis.
B. Stream data ingestion tools
The stream data ingestion, however, provides a certain
challenge for the data integration tools due to their batchoriented nature. In that case, stream processing tools are
better suited for the purpose, as they are easily scalable and
have capability of handling data of high volume and
velocity. These tools come in variety of designs, from
command-line based tools to the tools with graphical user
interface. In the terms of deployment, stream processing
tools can be deployed in all environments, sometimes even
being provided by the platform itself.
Stream processing tools are able to handle structured,
unstructured and semi-structured data and have a
significantly higher number of possible connectors than
data integration tools. In the stream processing tools, the
results of certain data processing pipelines can also be
sources for the next pipeline without the necessity of
storing the data into the persistent memory. This feature
enables the tools to process the data faster, as the interim
data are refreshed in smaller intervals and volumes.
C. Cloud data processing tools
Cloud data processing tools, as the third tools category,
have to support both batch and stream processing, without
any limitations. As they are not limited only to the cloud
storage, the possibilities of their applications encompasses
also on-premise data handling. In this category, there are
two groups of tools: preexisting tools shifted into cloud as
services and cloud-only services, designed particularly for
cloud executions. Also, similarly to most of the SaaS tools,
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they offer little or no extensibility apart from the embedded
features.
TABLE I.

DATA INTEGRATION AND DATA INGESTION TOOLS KEY
FEATURES

Key features

Data
integration
tools

• Typically on-premise with graphical
user interface
• Batch processing oriented, little or no
support for stream processing
• Extendable to a certain level, mostly
rely on predefined components
• Structured data processing is
supported, semi-structured and
unstructured supported to some extent

Stream
data
ingestion
tools

• Variety of designs and user support
• More suited for stream processing
• Supports structures, semi-structure and
unstructured data processing
• Data pipelining is supported

Cloud
data
processing
tools

• Support both batch and stream
processing
• Can be applied both to cloud and onpremise data processing
• Little or no extensibility besides the
embedded features

III.

DATA INTEGRATION AND DATA INGESTION TOOLS
EXAMPLES

A. On-premise data integration tools
A first group in the on-premise data integration
group are vendor-specific data integration tools. These are
the longest present tools, as major database vendors
provide integration tools, tailored specifically for their
database management systems. During their market
presence and long-term development, they have evolved to
support new data sources. Typically, these tools can be
extended either by creating custom components, writing
scripts in supported programming languages and using 3rd
party tools. The most widely used are the Microsoft SQL
Server Integration Services [3], Oracle Data Integrator [4]
and IBM DataStage [5]. Later two are also available as part
of Oracle and IBM data cloud platform, respectively.
The second group are vendor-independent data
integrator tools that were built for platform-agnostic data
integration. Their advantage is unified data integration
pipeline where the data sources and data destinations can
be seamlessly switched with little or no added data
conversion overhead. Also, changes in the tools and
adding new features are usually done more agile than the
vendor-specific ones. Notable examples are Informatica
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[6] and open-source tool Talend [7], which are both also
available as cloud services.
The latest major improvements in these tools are
the support for Hadoop tools and storage and cloud
availability. As for the Hadoop support, on-premise data
integration tools can be used for batch data processing in
the Lambda architecture and in novel Data Lakehouse
architecture. They all share specific challenges, for
example the lack of scalability, making them less
applicable for data streaming support. However, through
the cloud support, the integration process can be scaled to
some extent.
Hadoop, besides being supported by the
previously mentioned tools, also utilizes a command-line
tool Sqoop [8] for importing and exporting structured data
between relational databases and Hadoop. Through the
importing process, the structured data are stored into
Hadoop and HDFS, while the exporting mechanism can
export the data from HDFS into relational databases. It
should be emphasized that Sqoop uses schema-on-read
principle for combining structured, semi-structured and
unstructured data during the exporting.
B. Data ingestion based on streaming systems
Data ingestion tools that are based on the streaming
platforms have created a new approach towards data
processing, especially in the Big Data systems. Their
implementation vary, from real-time data handling
platforms to systems with machine learning capabilities.
Apache Kafka [9] is a scalable, fault tolerant and
highly available distributed platform for processing and
storing data streams. It consists of three main components:
the Kafka cluster, the Connect framework with the
Connect API and the Streams stream processing library
with the Streams API. Apache Kafka can be used in
various ways, so in addition to processing data streams, it
also enables the classic form of communication with
publish-subscribe messages and data ingestion processes
over data streams. The data ingestion capabilities are
achieved by utilizing both Streams and Connect APIs,
creating the pipelines between heterogeneous data sources
and the data storage using publish/subscribe model based
on Kafka topics.
Apache Flink [10] is a system for distributed
processing of streams and batch data with two main
interfaces: the DataSet API for batch data processing and
the DataStream API for stream processing. These
interfaces allow specifying how the data are processed
using first-order and second-order functions. Second-order
functions provide distributed execution guarantees, while
first-order functions contain the business logic of
applications within the default guarantees from secondorder functions. For the batch data processing, all data has
to be first stored in a persistent storage, such as a file
system or databases, and then passed on for processing as
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a limited set of data. Using relational APIs (Table API,
SQL API), Apache Flink enables unified queries against
restricted and unrestricted data streams and can perform
continuous update of destination tables defined through
queries over incoming data streams.
Apache Spark [11] is a cluster computing solution
and an intra-memory software framework for data
processing based on the MapReduce model for the purpose
of supporting operations such as interactive queries and
data flow processing. It is based on the Resilient
Distributed Datasets (RDD) memory abstraction that
enables a wide range of intra-memory computations with
fault tolerance and provides a programming interface for
performing operations. Apache Spark is based on Spark
Core and four processing components. Spark Core
contains RDD and is responsible for application
scheduling, distribution and execution. Spark SQL
component allows the structured data processing based on
RDD and contains Dataset API that extends data types
with datasets and dataframes. Spark Streaming contains
framework for stream processing based on micro batches
and utilizes discretized stream abstraction DStream
responsible for splitting data streams into smaller batches
inside small fault tolerant windows. MLLib programming
library provides machine learning capabilities over data
streams. GraphX library enables graph datasets creation
using RDD API, which allows the data storage into graph
nodes and edges.
Apache Samza [12] emerged as a response to the
challenges of real-time batch data processing and enables
continuous data streams processing when high data
throughput, scalability and robustness are critical. Jobs
divided into parallel tasks are used to process data flows,
and data streams are partitioned to achieve parallelism,
where a single task has the capability to process multiple
partitions from different streams. Each individual task has
a separate local repository in which processing states are
stored, and in order to prevent outages, each record in the
local repository is replicated in a change log as a series of
Kafka messages. In addition to the Kafka platform, the
data flow interface can be any storage or messaging
system, provided it supports partitioning. Apache Samza is
specific in a way that it does not have its own
implementation of the message layer for communication
between operators. It rather utilizes Apache Kafka that
stores all messages on the persistent storage, thus allowing
large space for temporary data storage between various
parts of data flow processing. By using Samza SQL, a
variant of the SQL language, data pipelines are created
without any Java code, by implementing User Defined
Functions. Also, data processes can connect to existing
tables using Samza Table API.
Apache Storm [13] is a programming framework
designed exclusively for processing data streams. Its
difference from its predecessors is the creation of graphs
using APIs and the orientation to real-time processing
using microbatching, typical of real-time work with data
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grouped in batches. Its main features are high fault
tolerance, low latency, reliability and high scalability. The
Apache Storm cluster is similar to the Apache Hadoop
cluster with nodes divided according to the mode of
operation into master nodes and worker nodes on which
tasks are performed. Apache Storm uses Trident
abstraction for real-time processing based on the Storm
programming framework. It allows the execution of
distributed queries with low latency over stateful
processing of high-bandwidth data streams with exactly
once processing semantics.
Oracle Stream Analytics [14] is an in-memory
technology for real-time analytical data stream processing,
available as a managed service in Oracle Cloud and as an
on-premise solution. It allows users to process and analyze
real-time data through a user interface that provides them
ability to work with different types of data flows.
Correlation pattern detection, machine learning, and data
enrichment are utilized to support processing. Within the
tool, users graphically create data pipelines using graphs,
maps and visualizations which are translated to code. Code
generated by Oracle Stream Analytics is executed in a
scalable and high available cluster for Big Data processing
based on the Spark programming framework using the
Oracle Continuous Query Engine.
IBM Streams [15] is a platform for advanced
analytics with its own programming language Streams
Processing Language (SPL), a programmable interface
and a system for running Streams applications within a
distributed system. It originated from the InfoSphere
Streams platform, part of IBM’s Big Data platform
BigInsights, based on the Hadoop platform. IBM Streams
comes with native cloud support, allowing a seamless
existing solutions migration to the cloud.
C. Cloud based data ingestion and data integration tools
Azure Stream Analytics [16] is a managed serverless
PaaS for real-time processing of complex events with the
parallel analysis capability of high volume, fast-moving
data from multiple sources. It allows easy resources
scaling, while the high performance is achieved owing to
the parallelism based on partitioning data across multiple
processing nodes. The basis of Azure Stream Analytics is
Trill, a system for analytics of high-performance data sets
and with the possibility of intra-memory work. Trill was
created as a system based on StreamInsights on-premise
solutions for working with data flows. To better fit the
cloud architecture, it is implemented as an in-memory
system packaged in a library with a simple API. Queries
are executed using the Stream Analytics Query declarative
language, based on SQL and extended to work with time
functions. The queries are executed continuously over data
streams, and can be extended using JavaScript and userdefined functions written in C # programming language.
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Azure Data Factory [17] is a managed serverless
data integration service. It was created as a native cloud
service with capabilities of graphical data pipeline design
with a support for various programming languages, such
as Python, SQL and C# for the capabilities extension. The
data pipelines are converted to code and executed using
Apache Spark engine. Connectors are available for all
major cloud and on-premise data sources, covering
relational databases, NoSQL databases, Big Data sources
and other storage types. As a cloud service, it is utilized by
Azure Synapse Analytics, a cloud analytics solution, for
data ingestion purposes. Moreover, it provides the support
for existing SQL Server Integration Services package
cloud execution through lift-and-shift capability.
Amazon Kinesis [18] is a fully managed cloud
streaming service with capability of real-time data
ingestion, stream processing and data analytics over large
volumes of data using various components. Kinesis Data
Stream applications allow the service to read data streams
as data records and execute complex stream processing
using Directed Acyclic Graphs (DAG). Kinesis Data
Firehose is a data ingestion service used for delivering data
streams into various destinations. Kinesis Data Analytics
provides a capability of real-time stream data processing
and analysis using SQL.
Google Cloud Data Fusion [19] is a cloud-native
data integration service with code-free approach. It is
capable of creating data integration and data ingestion
pipelines using visual UI with predefined connectors and
transformations. Moreover, it offers pipeline portability
due to the open-source framework CDAP being used as a
basis for the service.
Databricks [20] originated from the same team
that created the base for Apache Spark. It emerged into a
cloud platform with multiple capabilities, such as
advanced analytics, deep learning and data ingestion. The
data processing and analysis is executed over Apache
Spark platform, utilizing its components. The latest
advance was the creation of Delta Lake [21], a Data
Lakehouse solution with its own query engine that allows
direct integration with various BI tools. Databricks as a
service is available on Azure, Amazon and Google Cloud
platforms.
Several on-premise solutions were also lifted into
cloud as managed services or even independent products.
IBM Streaming Analytics [23] is a cloud solution, based
on the IBM Streams platform, whose instances run in the
IBM cloud when using Streaming Analytics. IBM
DataStage is available as a container in the IBM Cloud Pak
for Data [23] platform. Oracle Data Integrator Cloud [24]
is cloud service inside Oracle Cloud, accessed through the
dedicated application or a web-based UI.
Informatica Cloud Data Integration [25] and
Talend Cloud [7] are the cloud editions of their on-premise
solutions, where Informatica has its own cloud service,
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while Talend is available as a service in Azure, Amazon
and Google Cloud platforms. Unlike other vendor-specific
cloud solutions, both Informatica and Talend have the
capability of adding new data sources. Talend also released
Stitch [26], a cloud platform for data integration with
numerous connectors and its own API that enables the data
integration from arbitrary data source.
One of the latest data integration cloud products
is a result of a company merger. Qlik, a company
previously oriented to analytics solutions, provides the
data integration cloud platform, based on the technology
built by the data integration provider Attunity. Qlik Data
Integration Platform [27] enabled the real-time analytics
and data integration into numerous analytics
environments.
TABLE II.

DATA INTEGRATION AND DATA INGESTION TOOLS
NOTABLE EXAMPLES

On-premise data integration tools
Vendor specific

• Microsoft
SQL
Integration Services
• Oracle Data Integrator
• IBM DataStage
Platform• Informatica
agnostic
• Talend
Hadoop tools
• Sqoop
Streaming-based data ingestion
Apache
ecosystem tools

Vendor specific
Cloud-based tools
Streaming tools

Data integration
tools

•
•
•
•
•
•
•

Server

Apache Kafka
Apache Flink
Apache Spark
Apache Samza
Apache Storm
Oracle Stream Analytics
IBM Streams

Azure Stream Analytics
Amazon Kinesis
Databricks
IBM Streaming Analytics
Azure Data Factory
Google Cloud Data Fusion
Oracle Data Integrator Cloud
Informatica
Cloud
Data
Integration
• Talend Cloud
• Stitch
• Qlik Data Integration Platform
•
•
•
•
•
•
•
•

IV.

Streaming tools have proven to be capable of delivering
data ingestion solutions using their existing engines, due to
the parallelism, scalability and fault tolerance. These
features are extremely useful when processing large
volumes of high velocity data, which is the current trend in
the data analytics.
Several cloud solutions have appeared, built with the
scalability approach. Existing data integration tools got
their cloud counterparts, together with new cloud native
tools for the same purpose. It is expected that in the future
a significant development of the cloud solution will be
done, for both data integration and streaming ingestion
tools. Most of the on-premise tools will be lifted to cloud
services and less new features, besides the mission critical
ones will be available. For example, Informatica is striving
for their clients to orient more toward their cloud solutions
than the on-premise ones, showing the most likely direction
for the other providers.
The long-term focus is expected to be both on the
streaming platforms and cloud services, as the data grows
in volumes that require easily scalable solutions.
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Abstract - In recent years there have been numerous
research studies in the field of Behavioural finance. The
findings can be used to better understand the decisionmaking process in dynamic and volatile environment in
relation to high risk. Traditional theories have always based
the decision processes in rationality even though practical
research and evidence testifies otherwise. Since then, the
field of Behavioural finance studies has matured and
enabled the description of relevant circumstances and
characteristics of decision making in financial investment
that better explains both successful and unsuccessful risk
management. The goal of this paper is to create a decisionmaking model for classification of investor propensity to
risk based on recent behavioural finance studies. For the
purpose of modelling this body of knowledge, a decision tree
model will be used. The model itself will represent the
knowledge on evaluating the behaviour of investors based
both on current literature and practical experience. The
resulting model can be used for evaluation of investor
behaviour in both practical applications and further
scientific research, as it will be demonstrated.
Keywords - Decision trees; Modelling; Behavioural
Finance; Knowledge Representation; Decision Support
Systems; Data mining

I.

INTRODUCTION

Behavioural finance is a field of study that considers
physiological aspects of decision making that human
agents employ in finance and investment. Main issues in
decision making and problem solving in the areas of
finance and investment is risk management. Over the
years numerous studies have been conducted in order to
shed light on main best practices in successful risk
management and model behaviour of human agents
involved with this type of problems. Significant body of
work has repeatedly pointed out that traditional theories
based on rational agents fail to find substantial evidence in
practice and successfully explain the behaviour of
decision makers in the field of finance and investment.
Instead, these studies identified several important aspects,
attributes and properties of both financial and investment
processes as well as characteristics of decision makers that
may better explain the observed data of both successful
and unsuccessful risk management practices in this field.
The main purpose of this paper is to systematically
review this knowledge and use it to model informationbased representation of this body of knowledge using
decision tree model. This model will be used to verify
consistency of the information recorded by various studies
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and enable to differentiate between several most common
types of decision-maker personalities that shape these
decisions in practice.
The goal of the paper is to create a logically correct
model to easily identify the type of an individual investor
based on their approach to risk in financial and investment
decision making. The developed model can be used to
further investigate empirical data and analyse the
importance of various attributes describing or influencing
behaviour of investors.
One of the main contributions of this paper is the
implementation of classification model based on
established methodology for the field of behavioural
finances thus enabling new perspectives and tools for
research and management of behavioural factors in areas
of financial investment and risk management.
The structure of the rest of the paper is as follows. In
Section 2 a brief background of Theories of Financial
decision making and specifically Behavioural Finances is
given. Several recent review papers are analysed in order
to determine current understanding of Decision processes
in Finances and risk management of individual decision
makers. In Section 3 a deductive approach to modelling
acquired information in the field is used to summarize and
represent this knowledge in order to conduct an
information-based analysis of obtained information and
verify this knowledge using decision tree model.
Additionally, most important characteristics are
determined based on the inherent structure of the decision
tree model. In Section 4 results of the analysis are given
and commented upon. Discussion and most important
properties detected by the analysis are outlined and
explained. Potential application of developed model is
presented for future research. The paper ends with the
conclusions and remarks for future research in the last
Section of the paper.
II.

BEHAVIOURAL FINANCE STUDIES ON INVESTMENT
DECISION MAKING

Behavioural finance studies the influence of
psychological factors on the behaviour of finance
practitioners [1] and the aggregated effect of these
behaviours on the financial markets. Special interest of its
study is dedicated to the explanation of resulting
anomalies in financial markets, such as mispricing of
assets, overreactions and underreactions.
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Traditional finance theories assume rationality of
agents and efficiency of markets and have been often
criticized as being naively simplistic fostering
unpragmatic assumptions that explain very small domain
of practical financial decision making. Main criticism of
traditional finance theories was established by H. A.
Simon in the form of bounded rationality which explained
why traditional finance theories cannot be applied to
modern globalized post-Internet world [2]. Behavioural
finance theories recognize the finite nature of human
cognitive abilities and try to take them into account when
explaining the decision-making processes pertaining to
financial markets. The results of these non-financial
reasons can then be traced and observed as an aggregate
effect on the financial markets in the form of market
anomalies.
Numerous research studies have been conducted in
order to identify different behavioural factors that affect
investor decision making at an individual level [3, 9].
Different sources have established groupings by different
criteria in mind both on the individual level of investor
behaviour and on the aggregate level of financial market
anomalies.
For the purpose of this paper additional assessment of
these factors was performed in order to identify and retain
those factors that carry most significant information for
better identification of investor behaviour according to
propensity to financial risk avoidance.
III.

DECISION TREE MODEL OF INVESTOR PROPENSITY
TO RISK

In this Section we will present the decision tree model
that was created and used to detect and classify common
investor behaviours. The knowledge used for modelling
the decision tree model is based on the analysis of relevant
sources in the area of behavioural finance as described in
the previous Section. Model is created using a software
tool - DoctuS Expert System Shell.
There are three key steps in creating the proposed
decision tree model. Firstly, decision outcome attribute is
identified as well as possible solutions i.e. categories that
the decision tree will be able to detect during the
classification process. In the case of investor classification
these will be types of approaches to risk management that
are identified by the recent studies in the field of
behavioural finance.
Next a list of relevant attributes that can be used to
distinguish between various approaches to risk
management of investors will be compiled. This list is
based on various sources which may result in inconsistent
set of attributes. The main challenge in this phase is to
examine evidence and identify inconsistencies in the
model using information-based approach of the modelling
tool i.e. modified ID3 decision tree generating algorithm.
Next, priorities of attributes will be determined and based
on these priorities, attributes will be used as intermediate
decision nodes of the decision tree model. In this way
deep knowledge of the problem domain can be defined in
terms of rules describing the relations between various
attributes and interdependencies between their values.
Fine tuning of the model can be performed in order to
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streamline the decision tree and detect and potentially
remove redundancies or common logical mistakes during
the classification process.
A. Decision outcome attribute
After analysing sources describing relevant investor
profiles and practices [4, 5, 6] , the final conclusion is to
create a knowledge base with only three values in the
decision attribute. Hence, the decision attribute investor’s
class holds three possible outcomes which categorize
individual investors into: Passive, Active and Aggressive
investors.
1) Passive investors
Passive investors are those who do not have sufficient
time or motivation to monitor their investments, nor do
they actively follow financial news. They like to have
security by owning a diversified portfolio/fund for a
longer period of time without moving assets from one
vessel to the other. The vessel is sometimes recommended
by a professional, but does not usually include the process
of stock-picking. On the contrary, passive investors have
their investments split into wide-ranged global diversified
portfolio consisting of equity index funds and exchange
traded funds, securities replicating the values of real estate
investments or bond market as a whole, as well as a few
dividend paying companies with low volatility and low
bankruptcy risk. Passive investors can be both small
investors with low initial wealth and income, as well as
large corporate investors. They are not required to have
any significant level of knowledge and experience with
the financial markets and are very risk averse with low
tolerance to the risk of losing their entire invested capital.
2) Active investors
Active investors have higher level of knowledge and
experience with financial markets and are willing to make
their own investment decisions. They engage in following
news about the markets and analysing different vessels to
determine their intrinsic value. They typically invest
money over the long run until the markets adjust the
mispriced vessels. Active investors have above average
wealth and average to high income which allows them to
invest in their own account. Furthermore, the main source
of information when making a decision is their own
research. They trade their securities more often than the
passive investors, but still prefer the stable buy and hold
value-based strategies to high-volatility and high-risk
quantitative methods of more frequent trading. They have
low to medium risk aversion and are aware of the riskreward ratio, but still aim to gain returns on their
investments in mid to long term rather than short-term. In
the case of financial crisis, active investors would not
panic and would be patient. They understand that markets
are going to grow in their value in the long-run and during
the crisis they take on some risk-hedging activities and
look out for new investment opportunities. Active
investors are usually familiar with more complex and
alternative investment opportunities and techniques such
as commodities, derivatives including options and futures,
cryptocurrencies et. However, they do not use these asset
classes often and when they do invest in them it is mostly
for the purpose of hedging risk and reducing the overall
volatility of the portfolio rather than speculation.

1457

3) Aggressive investors
Aggressive investors follow the news pertaining to
markets in addition to monitoring their investments on a
regular basis in order to attain the role of first mover in the
market. They take a hands-on approach to investing by
choosing their own companies, usually disproving of
mutual funds and seeking to actively beat the market.
Often, they trade on a daily basis and make many
important decisions which could influence their entire
portfolio frequently. They have a low risk aversion and
are aware they could lose their entire investment or more
as a result of their actions on the market. Aggressive
investors usually have higher financial status and invest
their own substantial funds, sometimes even taking on
additional debt or other people’s money. They are looking
for unique investment opportunities and are prone to trade
with alternative investment classes and indulge in various
speculations of the financial market if they find that the
risk-to-reward ratio is satisfying. They usually have high
knowledge about financial markets and have some
professional experience, whether formally or informally
educated.

simple and low risk investment classes to complex and
high-risk investments. The final attribute is concerned
with the level of knowledge and experience client has
regarding the financial markets.
The four attributes leading to the decision attributes
are determined as a result of answers to the questions
(omitted in Fig. 1.) from their respective branches,
sometimes leading to one additional level of attributes
which deduct their values from the lower hierarchical
level. List of questions used to estimate values for the
lowest level of intermediate attributes is given in Fig. 2.

B. Decision attributes and rules
The analysis of behavioural finance dimensions [3]
has shown there are 17 attributes that can be used to
determine various identified aspects of investor
behaviour. In order to evaluate each of these attributes 22
questions were formed in order to supply the data
required by the decision tree model. Depending on the
values obtained from the answers to these questions
decision tree model will deduce values for the remaining
17 dependent attributes. Finally, resulting set of deduced
values can then be used to categorize respondents into
passive, active or aggressive investor classes.
The interdependencies of dependant i.e. intermediate
attributes is shown in Fig. 1.
Figure 1. Input attribute set is based on survey questions associate
with different behavioural traits and intermediate

Figure 2. Rule-based graph with the decision attribute and
intermediate attributes.

As we can see in Fig. 1. reading from left to right, four
attributes determine the final value of investor class. The
first one is meant to represent investor’s aversion to risk
and loss of investment. The second one represents the
financial status of the client, with regards to the level of
wealth and income as well as the intended investment
amounts. The third attribute pertains to the investment
class client is considering investing in, ranging from
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The aversion attribute is determined as a combination
of risk aversion and loss aversion. Risk aversion is an
aversion towards volatility in the value of investor’s
portfolio and is determined via questions about
willingness to settle for lower potential profits if this in
return means lower volatility. The second question aims to
pinpoint investor’s risk aversion through a concrete
example with € 10 000 investment and 4 different
combinations of potential profit and loss. These two
questions together enable knowledge-based system to
deduct the client’s risk aversion. Loss aversion is
determined yet again by a new set of two scenario-based
questions which are understandable to clients even if they
do not have any prior knowledge of financial markets.
These questions are only aimed to define client’s
psychological characteristics and, in the end, predict
which type of investor class they should belong to with
regards to their psychological profile.
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Other branches are defined in similar way. Financial
status is determined using three factors: wealth, income
and age. Age is entered by client, while wealth is further
deduced based on the size of investor and his/her financial
position. Size of investor is known to the system based on
whether client is a retail investor or an institutional one, as
well as the initial amount client is interested in investing.
Financial position is a combination of client’s level of
debt and his emergency cash fund size. On the other side,
income is determined by income stability, which is a
product of employment status and number of income
streams, and level of income which is determined by the
salary of the client and amount planned to additionally
invest annually.
Investment type suited for the client in question is
deduced based on the purpose of investment and preferred
investment vessel. Purpose of investment, in terms of
length, is a factor of investment horizon and frequency of
trading as intended by the client. Investment vessel which
client prefers is determined as a result of three questions –
asking whether client would consider investing in precious
metals, derivatives such as options and futures, and
cryptocurrencies respectively.
Finally, knowledge and experience are determined
separately and then combined into one single category.
Knowledge is a factor of education which can be low,
formal or extensive if user is a finance professional and a
tendency of a client to follow financial news frequently
and diligently. Experience, on the other hand, is deduced
based on user’s experience trading securities on the
financial markets as well as whether or not he/she would
consider investing based solely on recommendation from
a friend or a family member.
C. Investor classification decision tree model
The attributes described in the previous paragraph, in
the end, determine the value of the decision attribute.
However, to do so, knowledge base rules have to be
defined. In the process of knowledge base design, we
used the top-down approach and started with defining
rules for the decision attribute. The rules in the form of
two-dimension view [7] are shown in Fig.3.
For example, if the client, by answering an
understandable set of questions, is classified as an
individual with low income, low wealth financial status,
with suggested investment type of funds and low level of
knowledge of and experience in financial markets, with

high aversion towards loss and risk, he would be
categorized as passive investor. Similarly, there is an
appropriate output in the form of decision attribute value
for each of the possible combinations of these four
attributes. The rules, as well as the selection of the
attributes, are based on the knowledge described in the
financial investment literature [8]. Separate sets of rules
have been developed for all the intermediate attributes (as
shown in Fig. 1. In this way known and proven facts
about the knowledge domain are objectified and modelled
in a form of knowledge base. These rules can be used to
automatically perform evaluation and activation of
appropriate rules -- perform inference and classification.
User-input is kept at the level of input questions (Fig 2.)
that do not interfere with the knowledge domain.
In order to verify the validity and appropriateness of
the developed model a verification of the model is
performed. Verification is conducted using a
complementary logical process of induction, where a set
of known problem cases is presented to the model. The
results are compared to preferences of each investor and
analysis is performed.
In order to test knowledge-based system, a study on
actual participants was conducted. We distributed the
knowledge base to a set of respondents who carefully
answered the questions. Their answers represent the input
attributes for the knowledge based system. The 30
responses were obtained from individuals who work in
investment departments of several major companies,
investment companies as well as students who study
finances as their major study.
The system was able to successfully conduct the
classification according to underlying rules od the
knowledge base.
At this stage system was able to provide individual
insight for each respondent into their investment profile
using a unified objective criteria which, for certain
respondents was unexpected, but mostly aligned with
respondents expectations.
Once resolved all the classified cases can be used for
further in-depth analysis which can provide useful insight
into various aspects of the problem domain, in this case
investor profile characteristics.

Figure 3. 2D view of rules determining the final classification of investor profile
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IV.

RESULT OF THE STUDY AND DISCUSSION

As presented in previous Section, developed decision
tree model can be used in a form of knowledge base that
can objectively classify individuals based on their
subjective answers to input questions, without disturbing
the objective criteria of classification.
Furthermore, data that is acquired in this way can be
analysed using modified ID3 algorithm [7]. Since ID3
algorithm is based on entropy of values present in the set
of cases, a classification tree can be modified in order to
determine attributes with highest information gain for
initial classification but also to evaluate information
content for each of used attributes and discover any
unknown dependencies between various attributes.
Resulting tree is a case-based tree. If evaluation of
information gain is performed only on the input attributes,
analysis of shallow knowledge perceivable by respondents
is revealed. It can be used to determine what questions and
corresponding answers enable most efficient and/or most
accurate classifications (Fig. 4). For example, aggressive
investors can be profiled using this tree graph as
individuals well experienced and educated in the field of
financial investment that tend to speculate with
cryptocurrencies with larger lump sums of currencies.
These profiles will depend highly on the characteristics of
the population from which individual respondents were
selected from. Their subjective choices will describe their
behavioural tendencies and provide additional insight in
the characteristics of the overall population.
On the other hand, if the analysis is performed over all
of the attributes, a more in-depth knowledge is verified.

Attributes that trigger rules of the problem domain
required for the final classification are revealed. This is
particularly interesting if discovered patterns have not
been anticipated (Fig. 5). As we can see, most
characteristics are in alignment with theoretical sources
used to define the rules. For example, passive investors
tend to invest through funds, or aggressive investors tend
to speculate in short terms, etc. But some attributes may
indicate interesting relations, such that passive investors
tend to have unstable incomes.
Using these two case-based decision trees we can
perform comparative analysis of outcome class properties
described using attributes. These decision trees also
provide insight into the classification over the problem
domain through two fairly different perspectives on the
subject of investor classification. For example, aggressive
investors who have good experience and knowledge about
financial investment tend to invest larger lump sums of
money for shorter periods of time in blue chip stocks.
Another interesting point about passive investors is that
they stay away from cryptocurrencies and yet they are not
willing to settle for lower returns in order to reduce the
volatility of their portfolio, which may be why their
income is unstable in the first place. Each of these
conclusions may open a new line of investigation of
investor behaviour in the financial markets.
Furthermore, if the sample set of cases is even bigger
than the one we used to illustrate potential advantages of
the described comparative analysis, these decision tree
graphs may describe even more valuable patterns and
relations between various classification factors.

Figure 4. Case-based graph generated by analysing only the input attributes
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Figure 5. Case-based graph generated by analysing all attributes

The importance of investor classification and profiling
using described decision tree model is becoming more and
more significant in the investment decision-making
process, both for investment management company’s
work procedures as well as for individual investors
themselves.
Investor profiling as a concept is being swiftly adopted
by financial regulators as well, since the primary goal of
the regulation in global financial markets is investor
protection and security. Investor classification regulation
was strengthened after the 2008 financial crisis to ensure
that the investors are familiar with the risks of their
investments and that they are categorized appropriately.
The regulation is still not completely standardized
globally and introduces issues of increased bureaucracy
and paperwork especially in the institutions with lower
levels of digitization.
Introduction of the presented knowledge based
decision-making system which would classify investors
according to the set of input variables would greatly
improve the process and ensure the correct placement of
all investors. Such system would enable easier and
enhanced data management, automatized decision-making
and would speed up the entire procedure which would
ultimately result in the increased investor protection, more
transparency, cost-saving for the financial institutions and
better customer satisfaction.

The goal of this paper was to create a model for
classification of investors according to their propensity to
risk as determined by recent behavioural finance research
results. The decision tree model can be used to classify
and acquire additional data about investors adversity to
risk and through additional analysis provide better insight
into investor profiles of behaviour.
Modified ID3 algorithm was used to perform a
posterior analysis of resolved cases not only to verify the
knowledge described by the model but also to demonstrate
and attempt to discover interesting patterns and
interrelationships between attributes describing the
problem domain.
Future research should build on the resulting model of
this research extending and deepening the description of
knowledge domain as described in relevant behavioural
finance literature.
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Abstract - By using new business intelligence (BI)
technologies many companies, organizations, institutions,
and governments can achieve operational benefits. To
choose the right BI solution, among the many solutions
offered on the market, it is important to know which
features are needed and which features are not needed to
achieve the desired results in our organization. In our
paper, we present a comparison of twenty business
intelligence solutions present on the market and describe
their most essential and upcoming features. The comparison
of BI solutions, more precisely their capabilities based on
the implemented features, was analyzed according to the
BARC (2018) guidelines. BARC provides a trend overview
of BI solutions features, ranking individual features from 0
to 10. The study is additionally expanded according to
Gartner's report (2019) to find better differences between
solutions. Finally, we present a summary of the results of the
conducted analyzes, discuss the gained insight and give
guidelines for choosing the right BI solution together with
the discovered development trends.
Keywords - Business Intelligence; BI solutions; Data
Analytics; Big Data; Augmented Analytics

I.

INTRODUCTION

The growing need for BI is driven by the explosive
growth of data volume, competition in the market for
acquisition and customer retention, and the increasing
availability of various BI tools. The BI market is
constantly evolving. Trends change seasonally, and the
primary task of this paper is to highlight important issues
in the field and assess future areas of interest. Significant
technological changes are expected in the BI solutions
market. Data quality, master data management, detection,
visualization and self-service BI are the most important
places. Technologies that BI users can expect are cloud
BI implementations, mobile BI, machine learning (ML)
and deep learning (DL) based analytics, and strict data
privacy and security regulations [1].
Artificial Intelligence (AI) and Machine Learning
(ML) continue the BI software transformation process.
Organizations will increasingly depend on the capabilities
of automated data-analysis of powerful BI systems. Deep
learning (DL) applications have begun to hit the markets,
while AI research and ML applications have reached light
maturation. BI and analytics in conjunction with IoT, thus
raising IoT analytics in 2018. Most BI solutions offer
data analysis, data visualization, ad hoc analysis,
dashboards, ad-hoc query tools, ad-hoc reports, KPIs, and
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performance metrics, all of which are considered basic
features of BI solutions. The rise of advanced business
analytics in BI solutions can be directly attributed to lowcost storage, high availability of huge amounts of data,
and IoT devices [2]. Aided by increasing availability of
cloud services, this is one of the main reasons for the
explosive growth of big data analytics.
At the Tableau Conference 2018 [3] an approach that
automates insights using machine learning and natural
language processing [4] presented as augmented analytics
was presented as the most important analytical trend.
BI analytics show the growth and development of
SQL-on-Hadoop engines and solutions that provide
native BI functionality within data lakes that allow users
to perform BI tasks on different types of data (structured
or unstructured) either locally or in a cloud-based data
lakes. From technology, the focus will shift to the
development of interactive dashboards and other new
types of visualizations [5].
Real-time data flow and analytics have also become
one of the top strategic priorities for a growing number of
organizations that provide a comparative advantage. This
includes organizations that have implemented IoT
devices as part of operational technology [6] and
industrial Internet strategy [7]. Many organizations have
implemented operational data storage using Apache
Hadoop clusters. To identify and record data changes and
data structures as they occur and inform users of these
changes, organizations use change data collection
technology (CDC) [5].
A significant step forward has been made in the
application of agile, DevOps and design thinking
methods [5]. Agile methods are used to improve userdeveloper collaboration. DevOps methods have increased
the speed and flexibility of the implementation process,
and design thinking methods help teams unleash
creativity in developing requirements. BI self-service
technologies fit well into agile and design thinking
methods.
The self-service BI trend allows users to become more
productive in the use of visualizations and data, so that
analytical insights are a natural part of decision-making
and collaboration [8][9]. Advanced AI features will
further enhance self-service capabilities so that nontechnical users can participate in more relevant data
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analysis. Advancement of ML, DL, and NLP will enable
users to expand the scale and speed of analysis or
reporting from larger volumes of data. BI solutions will
offer continued innovation in using AI to augment BI and
analytics for nontechnical users and will provide not just
easier but smarter and faster usage [5].
The article provides a clear comparison of the twenty
business intelligence solutions present in the market and
describes their most important and upcoming features.
The comparison of BI solutions, more precisely their
capabilities based on the implemented features, was
analyzed according to the BARC [1] guidelines. BARC
provides a trend overview of BI solutions features,
ranking individual features from 0 to 10. The study is
additionally expanded according to Gartner's report [10]
to find better differences between solutions.
This paper is organized as follows: the methodological
framework for the conducted comparison and the
individual results are given in Section 2. Section 3
presents the final comparative results and provides the
main conclusions of this research.
II.

METHODOLOGY FOR BI SOLUTIONS ANALYSIS

Table I. presents an overview of 20 BI solutions
against their functionalities in the form of a product /
feature matrix shown. Green check marks indicate
integrated tool features, and red x marks are missing. The
table provides an overview of the features of a particular
BI solution and a comparison with other solutions.
TABLE I.

Provides insight into the current situation in the BI
market and helps identify solutions with advanced
features.
More than 90% of BI solutions on the market today
offer basic (standard) features: data analysis, ad-hoc
reports, dashboards, data visualization, performance
metrics, ad-hoc query, ad-hoc analysis, and key
performance indicators (KPIs) [11]. Some advanced
platforms with more advanced or specialized functions do
not always have to have implemented all of the basic
functionalities. It is necessary to find a compromise
between the advanced functionalities and broadness of
the tools are necessary. There is a possibility that a
product implements certain basic or advanced features
from other solution vendors. In his earlier research [12],
the author presented a comprehensive inventory of
advanced features in BI solutions that users can
expect/demand when looking for the right solution on the
market (column names in Table I.).
The analyzed BI solutions and the rest of the
technological world are aimed at bringing machine
learning, NLP and AI closer to their clients. As Gartner
notes: By 2020, the number of users of modern business
intelligence and analytics solutions that differ in extended
data discovery capabilities will increase twice as fast and bring in double business value [13]. The trend in the
BI solutions market points to expanded analytics as a
topic of strategic planning, a paradigm that includes
queries and storytelling in natural language, expanded

BUSINESS INTELLIGENCE SOLUTIONS AND THE CAPABILITIES THEY OFFER PRESENTED IN A BUSINESS INTELLIGENCE FEATURES

CHECKLIST [12]
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data preparation, automated advanced analytics, and data
discovery capabilities based on a visual approach.
Preliminary analysis is extended according to BARC
[1] guidelines. The BI Trend Monitor from BARC
focuses on the main drivers within the BI and data
management market. The trends in the BARC report are

for industries or regions. This analysis is extended in a
way that each feature is assigned with a numerical value
in accordance with the ranking (scoring) in the BARC
market overview (Table II.). In this way, we obtain
besides qualitative score we obtain quantitative as well.
The analysis includes the leading BI solutions on
the market and results in a tiny difference among their

TABLE II.
BUSINESS INTELLIGENCE SOLUTIONS AND THEIR FEATURES RANKED BY THE NUMERICAL VALUE OF THE BARC MARKET OVERVIEW,
SOURCE: AUTHORS.

compared according to the industry, regional and specific
variables of the company and provide insight into the
latest developments in the BI market.
With the growing complexity of the business
intelligence environment, trend recognition and market
development are key factors in effective decision making.
It is very important to use the latest technologies and
approaches to cope with digitalization and market
competition. In its research, BARC provides a trend
overview of BI solutions features, ranking individual
features from “not important at all“ (0) to “very
important“ (10). We use a weighted scoring system (from
0 to 10), to derive a composite score for each of the
trends based on their level of importance. It is a
dimensionless number with an arbitrary value, but as long
as the weighting system remains constant it can be used
to compare between sample segments, such as the sample

1464

features and capabilities. Therefore, the study is
additionally expanded according to Gartner report [10] to
fine grain the subtle differences between solutions.
According to Gartner [10], "Augmented analytics" - an
approach that uses machine learning, natural language
processing and other automation tools; is poised to
dominate the data analysis and business intelligence
markets by 2020. Accordingly, we extend the analysis of
upcoming features. For the purpose of this research, three
categories of upcoming features are n defined:
Augmented Analytics, Deep Learning - powered Analytic
and Edge Computing and NLP. Gartner emphasizes that
solutions that already have those features implemented
will be poised to dominate the data analysis and business
intelligence markets by 2020. Hence, for this study,
solutions that already contain advanced features are
awarded an additional 10 points for each feature (Table
III.).
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TABLE III.

BUSINESS INTELLIGENCE SOLUTIONS AND UPCOMING FEATURES, SOURCE: AUTHORS.

III.

RESULTS AND CONCLUSION

For an organization to achieve the best value
from its data, it is necessary to find a BI solution that best
suits its needs. It is necessary to define what features the
solution needed to implement, whether the solution is
easily customizable or easy to use, what support it offers,
how well it solves security issues, and ultimately how
much such a solution cost. To help overcome all these
challenges, in this study, we analyze the current situation
in the BI market and compare 20 BI solutions against 24
features-functionalities, BARC ranking of features, and
with guidelines from the Gartner’s report. Table IV. bring
us summary of the results of the analyzes performed. To
TABLE IV.

leading tools and other tools analyzed in this paper. It
provides a clear insight into the standard features that
have been implemented in all solutions and the features
of the clusters that are still emerging and will be
implemented in the solutions in the future. Also, if we are
looking for a BI solution, this can be a starting point for
gaining a brief overview of the market and can help
organizations in the selection process. The results of the
research offer an insight into the current maturity of the
market and indicate future trends in the development of
BI. The results provide a general framework for assessing
the maturity of BI solutions and allow the detection of
upcoming trends in the provided BI features. From the
results, we found that no manufacturer has yet
implemented edge computing and NLP into their

SUMMARY OF THE RESULTS OF THE ANALYZES PERFORMED, SOURCE: AUTHORS.

conclude, only 8 of the 20 analyzed BI solutions can
satisfy the advanced requirements. Hence, MicroStrategy,
Power BI, and IBM Cognos Analytics are leading
solutions that can provide the best value from data. The
top-ranked list is extended with Domo, SAP Crystal
Cloud, Salesforce, Qlik, and Sisense, which closely
follow the leaders in the segment. All this tables/analyses
gives us the ability to use the same analysis method for
any other tool and compare it with some of the market
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solutions. Figure 1 gives us a graphical representation of
the results from which in a clear visual way we can see
the relationship of the analyzed solutions in relation to
each of the conducted analyzes, while Figure 2 shows the
total results for analyzed BI solutions. The BI solutions
market is a very dynamic area and it is likely that edge
computing and NLP will transform future BI systems that
we plan to monitor in future work.
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Figure 1. Graphic representation of results for each individual analysis
performed, source: authors
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Sažetak - Sustav administracije visokog učilište realizira
osnovne funkcije upravljanja odnosima sa studentima i
nastavnicima kao ključnim unutarnjim dionicima. U ovom
radu analiziraju se prednosti koje visoka učilišta dobivaju
korištenjem CRM sustava u organizaciji poslovanja i
upravljanju odnosima s vanjskim dionicima. Opisan je
projekt uvođenja CRM sustava u poslovanje visokog učilišta
od definiranja opsega projekta do trenutka migracije
razvojnog sustava u produkciju. Djelovanje CRM sustava
visokog učilišta je prikazano na primjeru upravljanja
odnosima s potencijalnim studentima i primjeni CRM-a u
organizaciji studentskih praksi.
Ključne riječi - CRM, Salesforce, visoko učilište,
potencijalni studenti, organizacija studentske prakse

I.

UVOD

Sustavi administracije visokog učilišta razvijaju se da
budu u funkciji osiguravanja i stalnog poboljšavanja
kvalitete visokog obrazovanja, što uključuje pripremu
studenata za aktivno građanstvo, njihovu zapošljivost i
buduću karijeru, njihov osobni razvoj, stvaranje široke
baze naprednih znanja te poticanje znanstvenog rada i
inovacija. Osiguravanjem kvalitete visokog učilišta
omogućava se stvaranje takvog okruženja za učenje u
kojem sadržaj studijskog programa, prilike za učenje i
resursi odgovaraju svrsi. Sustav administracije visokog
učilišta treba podržavati interakciju nastavnika i studenata,
razvoj institucionalnog okruženja za učenje te provedbu
aktivnosti osiguravanja i poboljšavanja kvalitete [1]. U
skladu s tim, sustavi administracije visokog učilišta
trebaju omogućiti međusobno povezivanje studenata i
nastavnika kao ključnih unutarnjih dionika.
Standardi kvalitete koje primjenjuju visoka učilišta
podržavaju njihovu fokusiranost na akreditirane studijske
programe, unatoč njihove usmjerenosti na studenta.
Globalizacija tržišta obrazovnih usluga, tehnološki razvoj,
rast potražnje novih obrazovnih usluga i jačanje
konkurencije u središte poslovanja visokih učilišta
stavljaju potencijalne studente i njihove buduće
poslodavce. Oni su klijenti koji imaju ključnu ulogu u sve
žešćoj tržišnoj utakmici. Potencijalni studenti odlučuju što
će studirati, a poslodavci koje su im kvalifikacije, odnosno
znanja i vještine potrebne za njihovo poslovanje i daljnji
razvoj. Dakle, poslodavci te potencijalni i sadašnji
studenti su klijenti koji neposredno utječu koje će visoko
učilište opstati [2][3].
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II.
UPRAVLJANJE ODNOSIMA S DIONICIMA
VISOKIH UČILIŠTA
Visoka učilišta, kao prije toga poduzeća, primorana su
promijeniti način poslovanja, tako što će graditi odnos s
klijentima, brže prepoznavati njihove želje te kratkoročne
i dugoročne potrebe i ciljeve. Jedino visoka učilišta koja
svoje studijske programe prilagođavaju potrebama i
ciljevima svojih klijenata mogu opstati na tržištu [3].
Kao rezultat promjena na tržištu obrazovnih usluga
razvila se potreba sustavnog praćenja potreba klijenata i
upravljanja odnosima s klijentima. Pod upravljanjem
odnosima s klijentima podrazumijeva se proces kojim
visoka učilišta prikupljaju informacije o klijentima kako bi
povećale njihovu vjernost, spriječile njihov odlazak
konkurentima i brže pronalazile nove klijente. Analizom
prikupljenih podataka o klijentima visoka učilišta
pokušavaju razumjeti ponašanje klijenata te omogućiti
stjecanje novih potpunih ili djelomičnih kvalifikacija,
odnosno znanja i vještina. Fokus upravljanja odnosima s
klijentima je na zadržavanju postojećih klijenata jer je
zadržavanje postojećeg klijenta jeftinije od dovođenja
novog klijenta [4]. U skladu s tim, informacijski sustav
visokog učilišta treba dograditi sa sustavom za upravljanje
odnosima s klijentima (engl. Customer Relationship
Management, CRM) i integrirati ga sa sustavom
administracije (engl. School Administration, SCAD).
III.

SUSTAVI ZA UPRAVLJANJE ODNOSIMA S
KLIJENTIMA

Dobar CRM sustav danas omogućava visokom učilištu
personaliziran pristup pojedinom klijentu, čime se održava
snažnija veza između visokog učilišta i njegovih sadašnjih
i potencijalnih klijenata. Takvim individualnim pristupom
stvara se veza koju je konkurenciji teže prekinuti i preoteti
klijenta te je investiranje u dobar CRM sustav profitabilno
ulaganje, iako direktno ne stvara dobit [4][5].
Upravljanje odnosima s klijentima omogućuje i
održavanje ravnoteže između ulaganja u razvoj visokog
učilišta i ulaganja u zadovoljenje potreba klijenata kojima
se eliminiraju nepotrebni troškovi i povećavaju dobrobiti
[6].
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A. Ciljevi sustava za upravljanje odnosima s klijentima
Sustavi za upravljanje odnosima s klijentima
fokusirani su na klijente, ali istovremeno omogućavaju
visokim učilištima da maksimiziraju svoj potencijal i
pomažu upravi u donošenju ključnih poslovnih odluka.
Glavni ciljevi CRM-a visokog učilišta su [3]:
•
•
•
•
•
•
•
•
•
•
•
•
•
•

usredotočenost na studente,
stvaranje dugoročnih odnosa sa studentima,
alumnijima i vanjskim dionicima,
personalizirani pristup,
prepoznavanje potreba,
smanjenje troškova pronalaženja novih studenata,
centralizacija i sistematizacija informacija,
kvalitetna analiza prikupljenih informacija o
klijentima,
brža i jednostavnija komunikacija među
dionicima,
optimizacija poslovnih procesa,
automatizacija rutinskih zadataka,
brže donošenje poslovnih odluka,
povećanje uspješnosti marketinških kampanja,
poboljšanje kvalitete i
povećanje profitabilnosti.

Za uvođenje i kontinuirani razvoj sustava upravljanja
odnosima s klijentima visokog učilišta potrebno je [7]:
• izraditi odgovarajuće strateške analize,
• utvrditi strategiju upravljanja odnosima s
klijentima (CRM strategija),
• razvijati sustav upravljanja visokim učilištem
koje je usmjereno na klijente i
• upravljati životnim ciklusom studenata.
Svakom fazom obuhvaćeni su [6]:
• razvoj organizacije, upravljanje i strateško
planiranje,
• organizacijska kultura i organizacijsko znanje,
• aplikacije, projektno upravljanje i upravljanje
organizacijskim znanjem te
• ljudski kapital i upravljanje promjenama.
B. Sustavi za upravljanje odnosima s klijentima u
visokim učilištima
Iskustva primjene CRM-a u kompanijama mogu se
primijeniti i u implementaciji CRM-a u visokim
učilištima. U privatnim visokim učilištima CRM se može
koristiti za prepoznavanju potreba klijenata, povećanje
njihovog zadovoljstva stečenim znanjem i vještinama, u
stvaranju dugoročnih odnosa te povećanju uspješnosti
marketinških kampanja. Njihovi potencijalni klijenti su
tvrtke u kojima su njihovi studenti bili na stručnoj praksi,
tvrtke koje su naručile projekte ili su korisnici
cjeloživotnog obrazovanja, alumniji, učenici koji
završavaju srednju školu, ljudi koji se kasnije odluče
upisati fakultet uz rad te studenti koji završavaju
preddiplomski studij i potencijalni su kandidati za upis na
specijalističke diplomske studije. Privatna visoka učilišta
su na tržištu na kojem potencijalni studenti imaju sve veći
broj opcija, te se moraju posebno istaknuti pred
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konkurencijom kako bi što više potencijalnih studenata
izabralo njihov studij.
Visoka učilišta predstavljaju svoje studijske programe
i prednosti njihova odabira na razne načine, kao što su
smotre fakulteta ili organizirajući radionice. Na smotrama
i radionicama odmah mogu dobiti povratnu informaciju o
tome da li su nekoga zainteresirali svojim programom te
im zainteresirani potencijalni studenti ponekad ostave i
svoje kontakt podatke. Zbog velikog opsega posla, često ti
kontakti ostaju zanemareni te se na kraju mnogi upišu na
neko drugo visoko učilište. Ova slabost u poslovanju
visokog učilišta može se otkloniti uvođenjem CRM-a.
Tako prikupljeni kontakti mogli bi se unijeti u CRM te bi
se omogućilo sustavno praćenje i kontaktiranje
potencijalnih studenata koji su već zainteresirani za
studijski program visokog učilišta kako oni ne bi izgubili
interes. Uspješnost uvođenja CRM-a u stvaranju i
održavanju odnosa s potencijalnim studentima mogla bi se
mjeriti postotkom skupljenih kontakata koji su postali
studenti.
CRM se može koristiti i u održavanju odnosa sa
svojim alumnijima. Često se dogodi da sa završetkom
studija bivši student i visoko učilište izgube kontakt.
Održavanje kontakta s alumnijima je bitno za visoka
učilišta jer alumniji mogu biti potencijalni donatori ili
sponzori suradnje svog poduzeća ili organizacije s
visokim učilištem ili mogu sudjelovati u razvoju studijskih
programa i njihovom prilagođavanju potrebama tržišta
rada jer oni najbolje mogu znati što im je od stečenog
znanja i vještina pomoglo u dobivanju posla i u radu, što
bi trebalo izbaciti iz studijskih programa ili što bi bilo
dobro uvesti u studijski program.
Visoka učilišta mogu pratiti u CRM-u i druge vanjske
dionike svog poslovanja i pomoću njega održavati odnose
s njima. Na primjer, u CRM mogu se unijeti podaci o
kompanijama s kojima su u partnerskom odnosu te
kompanije u kojima njihovi studenti odrađuju studentsku
praksu te tako olakšati pronalazak prakse svojim
studentima, a po obavljenoj praksi dobiti povratnu
informaciju i o zadovoljstvu mentora i poslodavca
studentima koji su bili kod njih.
IV.

UVOĐENJE SALESFORCE CLOUD SUSTAVA
U POSLOVANJE VISOKOG UČILIŠTA

Uvođenje CRM sustava u poslovanje visokog učilišta
prikazano je na primjerima implementacije procesa za
upravljanje odnosima s potencijalnim studentima i procesa
vođenja studentskih praksi.
Glavni cilj implementacije procesa za upravljanje
odnosima s potencijalnim studentima je povećanje broja
studenata koji upisuju visoko učilište. Implementacija
procesa vođenja studentskih praksi pak je primjer
automatizacije procesa u kojem glavnu ulogu preuzima
student umjesto stručnih službi ili centra karijera visokog
učilišta. Nakon toga slijedi integracija CRM-a sa SCADom (administrativnim sustavom visokog učilišta).
Za implementaciju je odabran Salesforce Cloud koji
nudi i rješenja prilagođena poslovnim procesima
edukacijskih ustanova (EDA) kao što su praćenje
studenata, akademskih godina, kolegija i drugi procesi [8].
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Pošto je korisnik želio sačuvati svoja ulaganja u razvoj
SCAD-a implementirani su prodajni i marketinški
poslovni procesi visokog učilišta korištenjem podsustava
Sales Cloud. Iako se visoko učilište ne bavi uobičajenom
kupoprodajom roba, već pruža usluge visokog
obrazovanja, radi se o generički istovjetnim procesima jer
se ono nalazi na tržištu s drugim visokim učilištima,
veleučilištima i sveučilištima u privlačenju potencijalnih
studenata svojim studijskim programima [9].
A. Podatkovni model Sales Clouda
Salesforce Sales Cloud je CRM platforma koja
omogućava organizacijama da upravljaju svojim
prodajnim i marketinškim procesima. U njegovoj
pozadini nalazi se relacijska baza podataka. Analizirajući
podatkovni model, u Salesforce Cloud sustavima
razlikujemo objekte koje možemo zamisliti kao tablicu s
poljima koja predstavljaju stupce u tablici, a jedan zapis je
jedan redak tablice. U tom sustavu već postoje kreirani
objekti i polja koji se nazivaju standardnim Salesforce
objektima i standardnim poljima. Oni su u određenom
međusobnom odnosu te postoje automatska ponašanja
koja su implementirana na njima. Za razliku od njih
objekti i polja koja kreiramo sami, nazivaju se
prilagođenim (engl. Custom) objektima i poljima [7].
Standardni objekti Sales Clouda su Accounts,
Contacts, Leads, Opportunities i Campaigns. Oni
omogućuju definiranje procesa nalaženja novih klijenata,
vođenje evidencije klijenata i interakcija s njima te
vođenje prodajnog procesa.
Account je objekt koji predstavlja kompanije, bilo da
se radi o klijentima, partnerima ili konkurentima.
Accounti su povezani s objektom contacts. To su
osobe koji su u nekom odnosu s kompanijom (accountom)
s kojom su povezani. Ako su direktni kontakti onda su to
najčešće zaposlenici te kompanije, no mogu biti povezani
i s drugim kompanijama (na primjer, njihovi vanjski
konzultanti). Ulogu kontakta nije obavezno definirati, no
ako se zna, može pomoći u odabiru osobe s kojom se
stupa u kontakt.
Objekt opportunity predstavlja poslovnu priliku i na
njemu se vodi prodajni proces. Na njemu je
implementirano računanje vjerojatnosti uspješnosti
prodaje ovisno o tome u kojoj fazi se nalazi proces, što
znatno olakšava posao i donošenja odluka odjela prodaje.
Lead je objekt u kojem se vode potencijalni klijenti
određene organizacije. Lead ima implementiran životni
ciklus u sales cloudu te prolazi kroz predefinirane statuse
u kojima se kroz interakciju dobivaju informacije o
njegovim potrebama i zainteresiranosti za proizvode ili
usluge. Ako se tijekom tog procesa potencijalni klijent
zainteresira i pokrenu se ozbiljniji pregovori o budućoj
poslovnoj suradnji, onda se lead konvertira u account,
kontakt i opportunity i počinje se voditi prodajni proces.
Campaign (kampanja) je objekt u kojem se
evidentiraju marketinške aktivnosti te njihovi sudionici ili
osobe koje su bile njome obuhvaćene.
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Podaci se u CRM mogu unijeti jedan po jedan tako da
se kreiraju kroz korisničko sučelje ili se mogu masovno
kreirati i ažurirati automatski iz Excel datoteke.
B. Proces za upravljanje odnosima s potencijalnim
studentima
Budući studenti mogu se prijaviti na preddiplomski
stručni studij na dva načina:
• odabirom studija na stranicama Nacionalnoga
centra za vanjsko vrednovanje obrazovanja
(NCVVO) ili
• pomoću web forme na stranici visokog učilišta.
Za buduće studente koji ispune web formu na
stranicama visokog učilišta podrazumijeva se da su već
odabrali to visoko učilišta kao mjesto gdje će nastaviti
svoje školovanje i njih se ne vodi u CRM-u. S njima se
odmah kreće u dogovore o datumu upisa, proceduri i
potrebnoj dokumentaciji. Na dan upisa oni donose
potrebne dokumente u studentsku referadu, odabiru
kolegije koje će pohađati i time upisni proces završava.
Budući studenti koji su dodali visoko učilište na listu
na stranicama NCVVO-a su kandidati kojima je to jedan
od potencijalno deset željenih fakulteta i smjerova. Čak i
ako im je u nekom trenu to prvi izbor, do dana upisa oni
tu odluku mogu promijeniti. Njima bi trebalo istaknuti
prednosti koje visoko učilište ima u odnosu na druga
visoka učilišta i tako zainteresirati za studijske programe
koji se nude, kako bi se na kraju i upisali visoko učilište.
Postoji još jedna skupina potencijalnih budućih
studenata. To su osobe koje su sudjelovale na
radionicama koje je organiziralo visoko učilište ili su se
zainteresirali za visoko učilište na smotri te su ostavili
svoje podatke za kontakt. Ili su kontakti dobiveni s
MojPosao. Oko njih bi se također trebalo angažirati kako
početni interes ne bi nestao.
Svi oni koji ispune web formu, osim budućih
studenata, su leadovi visokog učilišta te je za njih kreiran
Lead proces.
Dobiveni kontakt podaci od potencijalnog studenta,
unose se u sustav u tablicu leadova. Lead koji je
potencijalni student može biti u jednom od statusa: New,
Contacted, Qualified, Unqualified.
Ako je lead u statusu New znači da je samo unesen u
sustav i nije započeta interakcija s njim, osim one kod
dobivanja kontakta. Ako već postoji plan daljnje
komunikacije, kod unosa se može napisati i koji je idući
korak, tako da osoba koja ga preuzme zna kako ga dalje
voditi.
Idući status je status Contacted. U njega se prebacuje
lead s kojim se krenulo u interakciju, bilo slanjem e-maila
ili pozivom. Ideja je da se u prvom kontaktu sazna koji
kanal komunikacije preferira potencijalni student, koliko
je zainteresiran za visoko učilište, koji su mu interesi te
dogovoriti vrijeme sljedećeg kontakta. Tako se
personalizira pristup klijentu. Sve prikupljene informacije
unose se u polja na leadu, a ako je potrebno može se
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dodati i zabilješka. Ako je dogovoreno vrijeme idućeg
kontakta, kreira se task za taj kontakt. Tako se neće
zaboraviti dogovor, a Salesforce će poslati e-mail dan
prije nego što je potrebno kontaktirati neku osobu. U emailu se nalazi i link do leada kojeg treba kontaktirati pa
traženje po sustavu nije potrebno i automatski su
dostupne sve dotad prikupljene informacije.
Ako kandidat odluči da će upisati visoko učilište, lead
proces završava. Tada je lead potrebno prebaciti u
Qualified status. On označava da je proces bio uspješan i
osoba postaje student visokog učilišta. Kod konvertiranja
lead zapis postaje skriven i kreira se novi kontakt na
Accountu visokog učilišta. Informacije zapisane na leadu
ne gube se, već se polja mapiraju i vrijednosti prenose na
novokreirani kontakt. Na kontaktu se dalje može pratiti
status studenta.
Ako kandidat pak odabere neko drugo visoko učilište
ili ne nastavlja školovanje, prebacuje se u status
Unqualified i upisuje razlog odustajanja.
e-mailovi mogu se slati direktno iz CRM-a čime se
štedi vrijeme zaposlenika koji rade na leadovima jer ne
trebaju mijenjati aplikaciju u kojoj se nalaze, a poslani email ostaje spremljen na Leadu i vidljiv je svima koji
rade na leadovima.
Poslovni proces za upravljanje odnosima s potencijalnim
studentima prikazan je na slici1.

Slika 1.
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C. Analiza podataka o potencijalnim studentima
Salesforce ima alate za izradu izvještaja i crtanje
grafova na temelju podataka u kreiranim izvještajima
(Reports, Dashboards) što omogućuje jednostavnu i brzu
analizu prikupljenih podataka. Zahvaljujući tome se u
nekoliko klikova može vidjeti koliko je uspješno upisanih
studenata koji su vođeni kroz lead proces te koliko je
proces bio uspješan usporedbom broja kvalificiranih i
nekvalificiranih leadova u određenoj godini. Mogu se
kreirati i izvještaji u kojem će se nalaziti leadovi koji nisu
duže vrijeme bili kontaktirani, npr. dva mjeseca te tako
paziti da potencijalni kontakt ne ostane zanemaren s naše
strane te zbog toga izgubi interes za upis.
Jedna od bitnih informacija koja se bilježi na leadu je
izvor, odnosno kako smo došli do kontakta (radionica,
smotra, postani-student i dr.). Ona je bitna za kasnije
analize jer se leadovi u izvještaju mogu grupirati prema
izvoru te se tako može analizirati iz kojeg izvora dolazi
najviše kontakata koji kasnije i upisuju studij, omjer
potencijalnih studenata u pojedinoj grupi koji su upisali
studij i onih koji nisu. Tako se može se doći do zaključka
koji su izvori kontakta potencijalnih studenta vrjedniji
visokom učilištu, a može se mjeriti i omjer uloženih
sredstava u pojedini izvor i realizirane školarine.
Na temelju takvih analiza podataka, vodstvo visokog
učilišta može analizirati uspješnost marketinških
kampanja, brže i točnije donositi odluke o ulaganjima,
provođenju aktivnosti te smanjiti gubitke i povećati dobit.

Poslovni proces za upravljanje odnosima s potencijalnim studentima [3]
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D. Organizacija studentskih praksi
Za praćenje studentskih praksi u Salesorce-u nije bilo
predefiniranih objekata (tablica) i automatizacija, tako da
je bilo potrebno prilagoditi sustav. Kreiran je istoimeni
objekt koji je povezan s kontaktima i accountima:
Kreirana su polja u koja se m spremiti sve bitne
informacije. Omogućeno je unošenje broja prakse, odabir
studenta, mentora, voditelja prakse i poduzeća ili
organizacije u kojoj se praksa obavlja. U polju za unos
pretražuju se postojeći zapisi u sustavu i ako traženi
podatak ne postoji, može se automatski kreirati prilikom
unosa prakse. Uz ove osnovne podatke, u sustavu se vodi i
status prakse (prijavljena, obavljena, odjavljena ili
neobavljena). Može se unijeti datum prijave prakse, datum
njenog početka i završetka i datum odjave. Broj radnih
dana je predefiniran (na primjer, 10 dana), ali to je
promijeniti. Omogućeno je i praćenje administrativnih
obaveza studenata putem označavanja je li predan dnevnik
prakse i vraćen original uputnice/potvrde o obavljenoj
praksi u studentsku referadu. Ako je oboje odrađeno,
status prakse se automatski prebacuje u obavljena.
Omogućeno je da poslodavci mogu kontaktirati visoko
učilište putem jednostavne web forme na web stranici
visokog učilišta i putem koje poslodavci mogu javiti da
traže studente zainteresirane za studentsku praksu, da
imaju otvorena radna mjesta srodnih zanimanja ili imaju
neki drugi upit za visoko učilište. Ispunjavanjem forme
podaci se automatski šalju u CRM, polja se mapiraju i
kreira se lead u statusu Business i šalje se e-mail

Slika 2.
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studentskoj referadi s podacima o kontaktu i njegovom
porukom. E-mail šalje se da djelatnici ne moraju svaki dan
provjeravati da li je stigao upit putem forme te ako su u
gužvi da direktno u e-mailu mogu vidjeti da je upit hitan i
trebaju li reagirati odmah ili kasnije, kada će imati više
vremena.
Takvi leadovi ne prolaze kroz lead proces, njih se
može samo pretvoriti u account i kontakt ili konvertirati u
neki postojeći ako kompanija iz koje dolazi upit već
postoji u sustavu ili je visoko učilište već bilo
kontaktirano od iste osobe. Tako se održava kvaliteta
podataka i sprječava unos duplikata. Leadovi koji se
kreiraju putem forme mogu se i diskvalificirati ako je
kreirani lead zapravo rezultat nekog testa ili kontakt nije
relevantan za visoko učilište.
Web forma je tzv. Web-to-Lead forma. koju
implementira Salesforce-a. Preostaje samo odabrati polja
na formi koja će se popunjavati, koja su polja obavezna te
s funkcionalne strane uskladiti leadove iz forme s lead
procesom kako se ne bi miješali i da se na krivi način ne
bi pristupilo ili poslovnim kontaktima ili potencijalnim
studentima. Većinu koda web forme generira Salesforce
na temelju odabranih polja koja se popunjavaju.
Dobrobit od vođenja studentskih praksi i ulaznih
kontaktiranja kompanija mogu imati i studenti i visoko
učilište. Ako student do upisa studentske prakse nije uspio
dogovoriti gdje će odrađivati praksu, onda može dobiti
izvještaj s popisom svih organizacija koje su nedavno
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kontaktirale visoko učilište, popisom organizacija u
kojima su drugi studenti bili na praksi te popisom
organizacija u kojima su zadnjih nekoliko godina studenti
uspješno obavili praksu. Na temelju tih popisa student
može izraditi uži izbor potencijalni poslodavaca s kojima
mogu uspješno dogovoriti odrađivanje prakse. S druge
strane, visoko učilište može napraviti izvještaj s popisom
svih obavljenih praksi u određenoj akademskoj godini te
po obavljenoj praksi kontaktirati njihove mentore i pitati
za povratnu informaciju: jesu li bili zadovoljni studentom
na praksi, jesu li primijetili da mu u nekom području
nedostaje znanja i vještina, koje su mu bile prednosti, a
koje mane u usporedbi s drugim studentima koji su u
njihovoj organizaciji odrađivali praksu. Tako se može
dobiti uvid u kvalitetu studijskog programa, ocjena
njegove prilagođenosti potražnji na tržištu rada te uče li se
aktualne stvari ili je potrebno revidirati studijski program.
Na temelju povratnih informacija može se povećati
kvaliteta studijskih programa, pa će oni po završetku
studija biti konkurentniji na tržištu rada i lakše pronaći
željeni posao.
Poslovni proces organiziranja studentske prakse
prikazan je na slici 2.
E. Rad s kampanjama
Kampanje (Campaigns objekt) koriste se za
evidenciju marketinških aktivnosti i analizu njihove
uspješnosti. Osobe koje su sudjelovale u kampanji bilježe
se kao njeni članovi. Te osobe moraju biti leadovi ili
kontakti u sustavu. Kada se kreira kampanja potrebno je
imenovati je tako da se zna o čemu se radi. Na primjer,
Smotra visokih učilišta u Studentskom centru. Pomoću
kampanje može se poslati e-mail svim njenim članovima
odjednom pa se tako može olakšati slanje nekog
promotivnog e-maila, slanje poziva na ankete i može se
voditi evidencija da li je netko odgovorio na anketu ili
došao na neki događaj.
Kako bi lakše dodali leadove ili kontakte u kampanje,
može se kreirati izvještaj u kojem se ciljana skupina ljudi
izdvaja po nekom kriteriju (na primjer, svi mentori koji
su u tekućoj akademskoj godini mentorirali studente koji
su uspješno obavili studentsku praksu) te se direktno iz
izvještaja svi odjednom mogu dodati u kampanju kao
njeni članovi. Tako se jako ubrzava rad u sustavu jer nije
potrebno dodati člana po člana. Kada su svi željeni
kontakti i(li) leadovi dodani kao članovi kampanje,
moguće je svima odjednom s te kampanje poslati e-mail.
Na primjer. može se zahvaliti mentorima na odrađenim
studentskim praksama i poslati im link na anketu o
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zadovoljstvu s mentoriranim studentima i to direktno iz
CRM-a kreiranjem jednog e-maila, a ne pojedinačnim
slanjem. Tako je moguće izdvojiti i alumnije fakulteta i
poslati i njima upit o tome kako su se snašli na tržištu
rada, u kojoj mjeri ih je studij pripremio za rad, što bi oni
pohvalili, a što mijenjali, pozvati ih se na događanja na
visokom učilištu ili poslati informacije o mogućnostima
cjeloživotnog učenja potencijalno zainteresiranim
stranama.
V.

ZAKLJUČAK

Visoka učilišta mogu uvođenjem CRM-a unaprijediti
svoje poslovanje. CRM može visokim učilištima pomoći
u prepoznavanju potreba njihovih klijenata, povećati
njihovo zadovoljstvo i zadovoljiti njihova očekivanja
kroz održavanje dugoročnih odnosa i uspješnih
marketinških kampanja. Pri tom se ne mora napuštati
uspostavljeni sustav školske administracijePotencijalne dobrobiti uvođenja CRM-a u poslovanje
visokog učilišta su: povećanje broja upisanih studenata,
povećanje broja studenata koji nastavljaju studij,
kontinuirano poboljšavanje kvalitete studijskih programa
i programa cjeloživotnog učenja, jačanje konkurentnosti
studenata nakon završetka školovanja na tržištu rada i
povećanje njihove zapošljivosti.
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Abstract - The EU programmes and national funds,
among others, are supporting regions and companies to
reach their economic potential, create innovative products,
services and increase employment, thus contributing to the
economic and developmental goals of their country and the
EU as a whole. Nevertheless, the authors found out that
during the last five years the Croatian ICT companies
insufficiently used these funds in the implementation of
their capital investments. With the aim of identifying the
reasons for the low utilization of national and EU funds, the
authors conducted a survey among Croatian ICT
professionals which showed that those respondents who
think that ICT companies are reluctant to use grants from
EU and national programmes also think that the application
process takes too much valuable time. Therefore, the
complexity and the time necessary for the application,
development and evaluation could be a reason for low
utilization. This finding is considered a valuable signal for
policy-makers to conduct changes on administrative levels
for the following funding period, with the aim of increasing
the utilization of available grants in ICT sector investments.
Keywords – national and EU grants, ICT sector, capital
investments

I.

INTRODUCTION

This paper tries to identify the reasons for the low
utilization level of national and European Union funds by
Croatian
companies of
the
information
and
communication (ICT) sector. Except direct effects, EU
and national financial support is indirectly contributing to
the national business supporting system and is enhancing
social and economic change [1]. Also, it is clear that
investments, especially in the ICT sector have a positive
effect on regional innovations and economic growth [2,3].
For that reason, numerous calls are available for
supporting projects of small and medium sized enterprises
(SMEs) in the field of business development, the
implementation of high technologies, education,
environmental protection and energy efficiency, quality
assurance, support for reaching management efficiency
[2], research and development (R&D) etc. Although
Surubaru [1] argues that exact effects of EU funded
projects are still difficult to measure and even qualify
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precisely, numerous studies indicate positive effects of
using EU subsidies in supporting public investments [3]
and positive effects for projects that are dealing with
socio-economic issues or investments in the private sector
[4,5,6,7]. The positive results of EU funding on SMEs
performance were discovered [8] where enterprises
supported by EU funds have positive effects measured by
firm-survival, employment, sales/turnover etc. and „a
higher level of innovative investment implementation in
relation to other business entities” [5]. In the lack of EU
financial support numerous businesses would not be able
to come up with innovations, and in that way positive
effects that these investments would have on the business
environment would not be achieved. Therefore, the
support directed trough EU and national funds and
programmes is evaluated as crucial [5].
It is clear that ICT infrastructure and usage has an
impact on the development and growth measured by GDP
per capita [9] and value added (VA), where the EU ICT
sector VA is in constant growth from 2009 according to
the EU Digital Economy and Society Index (DESI) 2020
Report [10]. Therefore, the investments in ICT
infrastructure in a sense of increasing the level of access
[9] and investments in ICT innovation and businesses,
should be a priority [9, 11] Therefore, this field is a
subject of active research, as well as measurement of its
economic effects [12]. For that reason, the aim of this
paper was to analyze the questions concerning the low
utilization level of EU funds by Croatian ICT companies,
which was identified through official statistical
information published by the Croatian Bureau of
Statistics.
The survey on the business environment of ICT
companies in Croatia was conducted at the end of 2019.
The section on the utilization of EU funds is further
analyzed and the results are presented in this paper. The
paper is organized in four chapters. The following chapter
is a literature review on SMEs access to investment funds
and ICT business investments in Croatia. The third
chapter is a description of the methodology and research
results, while the last chapter is providing the concluding
remarks.
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II.

ACCESS TO THE EU AND NATIONAL FUNDING

This chapter analyzes the access to EU and national
funding where different ''EU cases'' are shown with a
focus on data for Croatia in the last part of the chapter.
The positive effects of national and EU funding are
well known, but there are still issues regarding the
different intensity and utilization of available resources on
the level of EU member countries and regions. The reason
for these differences can be found in the period of EU
accession [4], because older member states had more time
to take advantage of the positive effects of EU
membership and are now investing more in innovation
capacities i.e., internal and external R&D. At the same
time, the newest members tend to invest more in
innovation inputs [4] and in that way they miss the
opportunity to develop their own innovation capacities. If
observing gross domestic product (GDP) and investments,
the richer „member states and regions typically find it
easier to make use of financial instruments” [13] where
countries with more favorable socio-economic conditions
are more efficient in the implementation of the EU
programmes [9]. The differences in the level of utilization
of EU funds and programmes as financial sources, can
also be found if observing different business sectors which
utilized the investments, where EU funds are more
efficiently used in manufacturing companies in
comparison to service sector businesses [4].
The proposed solution for these issues is a higher level
of discretion of member states in the selection of their
funding priorities and combination of EU and national
funding [14], where every country or region would have a
higher level of autonomy to define the best model for
distribution of these sources, which could, by Gouveia,
Henriques and Costa [14] provide higher effects. This new
distribution model would define the sectors and types of
projects which would be supported in line with the EU
Cohesion policy goals.
In order to overcome the financial challenges and
economic disruption the business sector is facing, the
financial resources from EU and national funds are
allocated to support SMEs through public funds [8]
(through subsidies, grants or even non-financial support).
Here, the main categories of funding should be projects
that affect the companies’ innovation through research,
development and innovation in sectors with the highest
growth potential according to national and regional smart
specialization strategies [15]. In this context, projects
financed at most are those that improve digital skills and
enhance digital content, including systemic ICT
infrastructures in the field of e-inclusion, e-education, ehealth and e-culture. They are increasing the added value
which is a result of the implementation of ICT sector
products and innovations in the field by developing
clusters; financing the implementation of ICT for the
purpose of business development etc. [15]. Applied
projects for EU and national funding are evaluated
according to criteria published in the Guidelines for
Applicant’s. In this process the evaluators want to ensure
that the applicants and their partners “have stable and
sufficient sources of finance to maintain their activity
throughout the period during which the action is being
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carried out and, where appropriate, to participate in its
funding; and have the management capacity, professional
competencies and qualifications required to successfully
complete the proposed action” [16]. Project goals and
purposes should be in line with the national and EU
strategic goals. Also, the benefits to employment,
economic growth, energy efficiency or environmental
contributions are evaluated.
According to Holst [17], the EU has given a proposal
for investments in digital technologies over the new
financial framework period (2021 to 2027) close to 150
billion euros. The amount would be mainly distributed
through three main programmes as shown by Fig. 1. After
the Horizon Europe programme, which would have the
largest investment sum of 97.6 billion euros, the most
important programs will be Connecting Europe Facility 2
with 42.3 bill. EUR and High-performance computing
with 2.7 bill. EUR. (Fig. 1.)

Figure 1.
Digital investment budget of the European Union
(FINANCIAL FRAMEWORK 2021 TO 2027). Source: Adopted according
to Holst [17]

The goal of the European SME Instrument is to
provide public funds to the ‘EU Innovation Champions’
which are evaluated as best SMEs in EU [18], and digital
companies have significant opportunities for innovational
development. On the other hand, Gruber notes [18] that
the SMEs which used grants are actually developing less
innovations than SMEs that did not receive the financial
support, where the author identified the inconsistency in
the allocation of the EU innovation funding and EU
innovation strategy goals [18].
By analyzing SMEs access to finances, it was found
out that there are market imperfections that are a limiting
factor in conducting investments and business growth
[19]. The companies with higher collateral, higher internal
financing or access to alternative sources of funding (nonbank funds and grants) have higher investment rates [8]
where Martinez-Cillero, Lawless, O’Toole and Slaymaker
state that “investment could be 55% higher than present if
financing constraints were completely eliminated” [19].
Piątkowski [6] found a difference in attitudes of SMEs
towards the access to external investment financing that is
visible in the reflections on un/availability of external
financing; attitudes towards accepting the cost of
obtaining external financing; market position after
investment and attitudes towards investment as a factor
which determines the company’s future development [6].

MIPRO 2021/DE-DS

SMEs which have received the funds had in average more
positive responses.
By analyzing the project application success rate of
companies in Poland and in Lithuania, Keil [20] found
that in some priority fields there is a relative low
application success rate. The author concluded that the
obstacle could be the non-understanding of the support
scheme or the eligibility conditions for funding. Keil
questions the adequacy of the project evaluation criteria or
incompatibility between priorities and applicant’s business
activity [20].
Table I. shows the analysis results of official data on
gross investments in the ICT sector in Croatia. According
to data shown in Table I, ICT companies are mainly
investing in equipment and intellectual property (IP)
products in contrast to the majority of investments in all
business sector in Croatia, where the majority of
investments are carried out in business facilities. The
specificity of investments in the ICT sector is visible in its
structure which contributes to the further lack of classic
credit collateral, especially in the SMEs. Here, the
importance of national and EU grants and guarantees
could be especially important, but those are, as shown
below, still underused.

TABLE I.
GROSS INVESTMENT IN NEW AND EXISTING FIXED
ASSETS BY INVESTORS ACTIVITY AND TYPES OF ASSETS IN 2019 (IN
MILL. EUR)
Level
Machinery
Business
National / ICT Total
and
premises
sector
equipment
Total investments
8,345
4,016
2,374
in Croatia
Share in “total
investments in
100%
48%
28%
Croatia”
ICT sector
464
89
197
investments
Share of ICT
sector investments
in “total ICT
100%
19%
42%
sector
investments”

IP
products

Other
assets

386

1,569

5%

19%

154

24

33%

5%

Source: Authors’ work according to the Croatian Bureau of Statistics [21]

The sources of financing of investments carried out by
the ICT sector in Croatia are presented in Table II where
it can be seen that the ICT sector does not sufficiently use
the available EU and national funds. According to these
sources, they are funding only 4% of the total
investments. On the other hand, this sector mainly uses its
own capital (91%) for financing long-term capital
investments, thus omitting the benefits it could have from
using grants or financial leverage. According to the
European Commision information for Croatia, the total
amount of investments planned for allocation from the
ERDF fund in the period 2014 to 2020 in the ICT
thematic objective was 113,051 million EUR, total costs
decided (proposals approved) on the level of 42.4%
(47,899 million EUR) and spent 30% (14,362 million
EUR). [22] where the higher activity is detected in the
last year by 14,746 mil. EUR decided and 6,537 million
EUR spent.

MIPRO 2021/DE-DS

TABLE II.
SOURCES OF FINANCING (ACQUISITION) OF
INVESTMENT IN FIXED ASSETS IN 2019 (IN MILL. EUR)

Level
National / ICT
sector

Total investments
in Croatia
Share in total
investments in
Croatia
ICT sector
investments
Share in total ICT
sector investments
Share of ICT sector
investments in “total
investments in
Croatia”

Total

Equity
and
joint
assets

Budgetary
assets and
Loans
assets
EU
and Other
according funds
leasing
to special
regulations

8,345

4,031

1,376

745

2,019

175

100.0%

48.3%

24.2%

8.9%

464

422

6

14

100.0%

91.0%

1.4%

2.9%

0.6% 4.1%

5.6%

5.1%

0.1%

0.2%

0.0% 0.2%

16.5% 2.1%
3

19

Source: Authors’ work according to the Croatian Bureau of Statistics [21]

According to the Croatian Bureau of Statistics the
contribution of the ICT sector to Croatian GDP in 2019 is
4.1% [23], while the share of ICT sector investments in
total investments in Croatia is 5.1% [21]. The
continuation of investments in the ICT sector is important
not only for that sector but for other sectors and the
Croatian economy as a whole. Arvanitis and Loukis state
that ICT investments are important for the continuation
and success of the digital transformation [24].
The Croatian economy is slow in conducting digital
transformation [25] which certainly affects the dynamic
of ICT sector growth and investments. “Investment in
public and private R&D and digitalization would help to
support the economy’s capacity to innovate, if acting in
synergy with investment in the education system to
improve people’s skills” [26, p. 4].
On the other hand, interesting examples of Croatian
companies oriented towards international markets whose
projects were approved for EU funding can be found.
Amphinicy Ltd. is a software technology company in the
field of satellite and space industry. Its EU funded project
aims to commercialize the innovative Blink software
solution in the S3 area of Energy and Sustainable
Environment to the global market by innovating the
delivery process [27]. Sedam IT Ltd. is a leading Croatian
provider of IT solutions and services. Its EU funded
project aims to commercialize an innovative security
platform for distributing applications in the Android
environment (SAAMS) software solution to the global
market [27]. Both projects were approved and cofinanced 50% from the ERDF, the “Innovations in S3
areas”. The call for project financing was opened in July
2019 and the contract signed in March 2021.
Except from ERDF, significant funds were available
through the European fund for regional development
(EFRD) for companies and scientific organizations (IRI2)
where ICT companies were able to apply for financing
research and development, integrator for the development
of business competitiveness, innovations in S3 areas
oriented towards SME’s, 2020 CEF Telecom for the
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III.

31%
28.57%
27%

22%

METHODOLOGY AND RESEARCH RESULTS

Since the best information for this pilot study could be
obtained from the real sector, the convenience sampling
method was used and participants of the IT expert
conference which took place at that time in Osijek were
asked to participate in this research. The research was
conducted using the convenience sampling method due to
the availability of respondents and the time required for
data collection.
In 2019, basic information about the company they
work for, their position in it and thoughts about the use of
EU and national funds were collected from 112
participants, using a questionnaire. The fundamental
information about the company they are employed in
included data about the firm’s primary activity, place of
registration, an estimation of the amount of income that
the firm had in 2018, size of the firm, number of
employees and whether they sell their services mostly to
domestic or foreign firms. The participants’ impression
about the use of EU and national funds was collected
along with their opinion about the unwillingness of the IT
companies to use these grants and the reasons why these
funds have been underused so far. Fig. 2 and Fig. 3 show
the differences within categories of opinions regarding
the unwillingness to use grants and funds by participants
opinion that application process is too time consuming
(Fig. 2) and by their opinion that decision making
deadlines are too long (Fig. 3).

21.43%

20.54%

18%

Percent of obs

purpose of development of European Digital Service
Infrastructures (DSIs) etc.
For the purpose of identifying why there are so few
examples where IT companies decide to apply for tenders
for the use of EU funds in financing their projects, the
authors conducted a research whose results are presented
in the following chapter.

15.18%
13%
10.71%
9%

4%

3.57%

0%
Yes

No

Do not know.

Do you think IT companies are reluctant to use grants from the EU and national programs and
funds?
Decision-making deadlines are not too long.
Decision-making deadlines are too long.

Figure 3.
Unwillingness to use grants and funds according to the
participants’ opinion that the decision-making deadlines are too long

To see if these variables are associated, a chi-square
test of association was used. A chi-square test showed that
there is a statistically significant association at the level of
significance 5% between their impression of reluctance to
use grants from EU and national programmes and funds
and their opinion that the application process is too time
consuming (χ2(2)=9.08, p=0.01). Also, a chi-square test at
the same level of significance 0.05 showed that there is a
statistically significant association between their
impression of reluctance to use grants and their
perspective that the decision process lasts too long
(χ2(2)=9.07, p=0.01).
Additionally, the association between the participant’s
field of responsibility in the firm and their opinion
whether the application process is time consuming was
analyzed. Administration as the field of responsibility in
the firm at the level of significance 5% also showed a
statistically significant association with their opinion that
the application process is too time consuming (χ2(1)=4.19,
p=0.04). As seen on Fig. 4, 56.25% of the participants
who do not work in administration think that the
application process does not take too much time.

27%
25.00%

25%

63%

23%

22.32%

56.25%

21%

54%

20%
17.86%

18%

45%

14%

13.39%

14.29%

13%
11%
9%
7.14%

7%
5%

Percent of obs

Percent of obs

16%

36%
31.25%
27%

18%

4%
2%

8.04%

9%

0%
Yes

No

Do not know

Do you think IT companies are reluctant to use grants from the EU and national programs and funds?

4.46%
0%
No

application process is not too time consuming
application process is too time consuming

Figure 2.
Unwillingness to use grants and funds according to the
participants’ opinion that the application process is too time consuming.

Yes

Application process is too time consuming.
The area is not the administration.
The area is the administration.

Figure 4.

The application process is time consuming according to
administration as the field of responsibility.

IV.

DISCUSSION

Contrary to the Walaszczyk and Belina [28] finding,
through this research it was found out that the reasons for
reluctance of ICT companies to apply for EU funding
cannot be found in the share of their own invested funds
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or too much bureaucracy. Nevertheless, it is interesting to
note that most administrative personnel think that
application and implementation requires too much
administration (71%) and that the application process
takes too much valuable time (64%). This is indicative as
administrative personnel is usually involved in the process
of project application development. As well, most IT
companies which are reluctant to use grants from EU and
national programmes also have the opinion that the
decision process lasts too long (57%). Both findings were
confirmed by association rules. However, the reasons for
these attitudes could be that the participants are not too
familiar with the application procedures for EU funds and
grants, which would be in line with Kiel’s finding [20].
By Martinez-Cillero et al. [19] the low level of utilization
is a rather serious problem as it is a generator for capital
investments and therefore the reasons for this situation
should be further investigated.
Although in the last two years a higher activity in
opening new calls for funding projects from EU funds can
be observed, the arrear of low utilization of available
funds by ICT companies from previous years (2014-2018)
is so significant that it is difficult to compensate.
Therefore, in the following funding period the policy
makers will have to give more attention to finding ways
how to motivate ICT companies to conduct capital
investments using the leverage of EU funds [28].
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Abstract - Contemporary methods for organizational
analysis provide help to managers and business owners to
determine company's relative position from a strategic
perspective as well as influencing trends within their
environment. These methods are usually applied for
identifying insights into internal and external influence
factors when organizations are entering a development cycle
or have an initiative for business improvement. SWOT
analysis, an acronym for Strengths, Weaknesses,
Opportunities and Threats, as another, traditional
management method, can be used for evaluating and
presenting the results of identified insights. SWOT analysis
can be used for determining the state or value of influence
factors at one moment in time and can therefore assist in
their evaluation for a specific “go – no go” decision for the
planned improvement initiative.
In this paper method engineering of two modern design
thinking methods as a source of SWOT elements will be
presented. Moreover, a process model showing methods
implementation is developed, including database entry of
the influence factors, which can be used for creating a
unique repository of the influence factors, so they can be
reused for other related decisions. Implementation of the
proposed procedure is presented through an illustrative case
study, showing its practical use in the agricultural sector.
Keywords - management methods; method engineering;
influence factors; innovation

I.

INTRODUCTION

The complexity of organizations is increasing every
day, due to large number of processes they must improve
as well as data they must manage, in order to stay
competitive and work successfully. That is steering
companies towards exploring new management methods
and using them on a highly frequent basis.
Within the management and improvement process,
there are some influence factors which create uncertainties
of how the planned - better way of working - is going to
affect business. These uncertainties can be divided into
“scenario
uncertainty”
where
some
external
developments, that will affect the case of decision, are
hard to be identified, or “structural uncertainty”, which
describes the way of reaction of the organization in
relation to the external factors [1].
This research has been conducted as part of the wider research in
the project Competence Centre for Digital Transformation of the Food
Industry in Rural Areas, which is funded by European Union through
the European Regional Development Fund (ERDF).
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The so-called SWOT analysis, an acronym for
Strengths, Weaknesses, Opportunities and Threats, is one
of the methods, which helps organizations to evaluate
internal (inside the organization) and external (outside in
the environment) factors, that influence the business
technology, meaning the processes performed within and
relations with its environment, in order for the
organization to define a current state of point.
The origin of the SWOT analysis is credited to Albert
Humphrey, a leader of a research project at Stanford
University in the 1960s and 1970s, which aimed to find
out why company planning failed [2], resulting with its
today’s common usage to assist organizations when
making strategic plans and decisions [3].
Since the SWOT analysis enables the determination of
values of critical influence factors at one moment in time
(interpreted as qualitative or quantitative variables), it is
crucial to identify those critical factors first, and then
evaluate them in accordance with the improvement case
they are connected to.
The source of the critical influence factors and
potential SWOT elements can be scientific, professional,
or other related existing contribution to the case, but also
new management methods can be introduced, with the
aim to help in factors identification.
In this paper, two contemporary methods as a source
of influence factors, together with the SWOT analysis,
will be presented, followed by their interconnection
through a process model, which is showing methods
implementation. Implementation of the proposed
procedure is also going to be presented through an
illustrative case study, showing its practical use in the
agricultural sector.
II.

ORGANIZATIONAL ANALYSIS METHODS

Contemporary management methods, that can be used
for organizational analysis, are supposed to provide help
to managers, business owners and other decision makers
to determine company's relative position from a strategic
perspective as well as influencing trends within their
environment. The results of the analysis can then be used
for improving the decision-making process.
In this paper, two management methods for business
analysis have been chosen: Strategic landscape map and
Strategy canvas. Those methods are a part of the Digitrans
methodology [4], which is developed in order to support
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innovation processes within organizations. The
methodology has two main phases, innovation and
transformation phase, and within the innovation phase,
insight into current position of the business in relation to
its environment and current trends which influence it, is
supposed to be done. The selected two methods within
this paper are a part of the insight, and for that reason they
have been chosen as suitable for influence factor
identification.
SWOT analysis can help assessing the maturity of
organizations for accepting business changes and helps in
strategic planning for making “go - no go” decisions [5].
So it is selected as suitable for evaluating the values of
critical influence factors at one moment in time, in order
to determine if the organization is ready for the desired
innovation process.
A. Strategic landscape map
The strategic landscape map [4], shown in Figure 1,
can help organizations „to identify and understand the
current strategic landscape in relation to the current
technology/legal trends, customer trends, competitor
trends and the economic environment trends“.
Steps to be performed are [4]:

Competitor trends investigate what organizations, that
are doing the same thing, are improving, and empowering
and how they provide value for the customer.
Trends within the ongoing economic environment
define other factors that influence organization’s work,
but are related to the macroeconomic indicators affecting
the industry the organization operates in.
B. Strategy Canvas
A creation of a strategy Canvas can help in
identification of the company’s status of different
influence factors in relation to how other stakeholders
connected to the same outcomes, stand, but it can also
help in determining the future steps for improvements [4].
“Blue ocean” is a term used in relation to business
strategy planning, as the intention to, instead of competing
with other “players” within the same industry, the
company tries to go beyond competing and work together
with competitors to achieve better demand coverage and
increase profit by working in synergy [6]. The strategy
Canvas can thereby help in determining the values of
identified influence factors in relation to the competitors,
so areas where change in strategy is needed can be
identified.

• Drawing a coordinate system / plan with four fields
(upper left: technology/legal trends, upper right:
customer trends, lower left: competitor trends, lower
right: ongoing economic environment);

• Drawing a coordinate system / plan containing two
axes (y: value scale, x: competing factors);

• Defining trends within the four groups in relation to
company’s current business model and adding them
into the coordinate system.

• Defining relevant competing factors and discussing to
what degree the company and its competitors satisfy
these factors;

Steps to be performed are [4]:

• Collecting the findings and attaching them to the
coordinate system;
• Discussing the value curves of the company and its
competitors.
Figure 2. shows an example of the Blue ocean
strategy Canvas, with potential areas identifies for
strategic change.

Figure 1. Strategic landscape map [4]

Technology and legal trends define standards and
procedures that frame the way work is being done, as well
as opportunities to improve business processes or their
result itself using new technology advancements.
Customer trends show what needs, wishes and
expectations, related to products and services, the target
customer segments have, what could they want in the
future (related to other identified trends) and which other,
general, daily habits and routines can influence their view
on the organization’s outcomes acceptance.
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Figure 2. Blue ocean strategy [4]

Influence factors are mostly internal (like price of the
product/service, quality, response time and similar) but
can also include external influence factors. The scoring is
usually set to a relative value between 0 and 100.
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C. SWOT analysis
SWOT analysis enables organizations to evaluate
multiple positive and negative, internal and external
factors, that affect its success, whereby they are supposed
to be included and help in the decision-making process [7]
and afterwards be used in the strategic development
process [8]. It is very important to identify and choose for
evaluation only those factors that have a direct impact on
the success and competitive advantage of the organization
[9], so the analysis doesn’t get diagnostic and hard to
manage and monitor.
When all influence factors are identified, they can be
evaluated as one of elements of SWOT (Figure 3).

(S), if it is missing in the organization, then it represents
an internal weakness (W). If a certain influence factor is
realized or present in the environment of the organization,
then it represents an external opportunity (O) and if a
certain influence factor is not realized or present in the
environment of the organization, then it represents an
external threat (T). It is generally recommended that up to
three (maximum five) influence factors for each SWOT
category are evaluated for one decision. For the factors
that belong to the same group (S, W, O or T), a mutual
rank can be determined, meaning to identify the intensity
of their influence on the decision. This process is called
SWOT ranking and serves to ensure that further actions
upon the decision can be prioritized and that resources for
their performance will be spent rationally [9].
III.

METHOD ENGINEERING PROCESS MODEL

Method engineering is a „continuous, evolutionary
process that supports the adaptation of methods to
changing technical and organizational contingencies and
new development needs“ [11]. Main strategies that enable
method engineering are re-use, adjusting or developing
new methods [12]. Within this paper, three methods are
interconnected into one procedure, so they fit the second
method engineering group of strategies.

Figure 3. Swot analysis of influence factors

If a certain influence factor is identified to be present
in the organization, then it represents the internal strength

The procedure is a set of activities and it is convenient
to represent it through a process model. The model
(shown in Fig. 4) is developed as a Business process
modelling notation (BPMN) process model using Bizagi
Modeler [13]. Since most activities, shown in the model,
can be performed multiple times, depending on the
number of improvement initiatives, influence factors and
SWOT elements respectively, they are all represented as
standard loop elements. For the activity, which is related
to influence factors identification, a storage within the
database, which is been updated is also specified.

Figure 4. Process model of management methods
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The process starts with the Identification of the
improvement initiative for which the analysis is being
made. After the improvement initiative has been
defined, Exploration of all (scientific and professional)
related existing contribution for influence factors
identification is being performed, Strategic landscape
map trends are identified, and Strategic Canvas is
created. Based on the review and results of the
management method’s analysis, Influence factors are
being identified and entered into the database. The
influence factors are then evaluated and identified as
Strengths, Weaknesses, Opportunities or Threats for the
SWOT analysis. Future activities for strategies towards
the improvement initiative can then be defined, and the
cycle for a new improvement can start.
IV.

ILLUSTRATIVE CASE STUDY

For presenting the previously described procedure
on an illustrative case study, in this chapter, the
management methods implementation in the
agricultural sector has been analysed.
Improvement initiatives nowadays are mostly
related to the use of digital technologies for better
performance of business processes. This global trend
has also affected the agricultural sector, which is the
most conservative in relation to other industries in
progressive technological development. Today, life
demands that agricultural enterprises develop in modern
technological formats, attract investment and highly
qualified staff, and work to improve the
competitiveness of agricultural products and labour
productivity [14]. Digital technologies can lead to
transformation in agriculture. These shifts improve
production systems to ensure food production and
optimize natural resources. However, small farmers or
communities face significant barriers to using these
technologies due to lack of knowledge [15]. Although
digitalization of the agro-industrial complex has huge
potential and the opportunities and benefits are
recognized, the percentage of use of modern digital
solutions is extremely low [16].
The improvement initiative, introduced in this case
study, is dealing with the identification of the best ratio
of food ingredients for farm animals to increase their
weight. In order to implement the improvement, a
database should be established, containing the existing
recipes which can be enhanced with better ones. After
the database is in use, and contains more and more data,
additional analyses can be performed on them, working
towards use of artificial intelligence for even better
process improvement.
The initiative analysis is based on information from
a real-life farm which have been gathered through an
interview performed with one of the owners. The
research is not comprehensive and has limitations
regarding other factors that influence animals’ weight,
as well as the subjective opinion of the interviewee.
Nevertheless, the purpose of this illustrative case study
is not to make any decisions, but to show how the
proposed procedure can be implemented.
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A. Strategic landscape map - case

Figure 5. Strategic landscape map - case study

Figure 5 shows the strategic landscape map of the
case. The source of the trends identified is the farm
owner’s opinion, as well as commonly known facts
related to the agricultural sector.
Currently, the analysed farm implements automatic
water supply for animals, but there is possibility to
implement more complex technologies and process
automation which leads to Industry 4.0. Farm can
benefit by applying new and increasingly important
concept of “smart food” as well. Further on, there are
customer trends such as production of completely
domestic, home-made products, on demand delivery of
the product which, at the time of ordering, has specific
characteristics (weight, maturity). Customers also
expect added value of home-made product because
industrial wholesale products are twice as cheap. Added
value can be in the form of offering complementary
products. Competitors trends are animal life-cycle
coverage and traceability which leads to reduction of
resource costs and better disease control. That leads to
sustainability in the context of efficient expenditure of
water, food and other needed resources for obtaining a
product worth the asking price.
B. Strategy Canvas - case

Figure 6. Strategy canvas – case study

Strategy Canvas on Figure 6 shows eight
influencing factors on the work of the analysed farm
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and their relations and comparison to others in the
industry. The source of the factors as well as their
identified values related to the farm and to the industry
are owner’s opinion, and they show only the potential
evaluation, represented through graphs curves.
The first factor is the quality of ingredients and
analysed farm uses better quality ingredients than
ingredients used in the industry. Since the quality of
ingredients used is higher, that is resulting with higher
quality of the final product itself. With better quality of
final product and usage of higher quality ingredients,
the price of the analysed farm product is higher than the
price of industry’s product. Further on, both, the
analysed farm and industry, have almost equally high
possibility to change technologies which are used in
business and production processes, whereby the
analysed farm is slightly lower in that intention, since
their processes are already fine as they are. Next factor
is ability to change organizational culture. The analysed
farm has a slightly higher ability to change
organizational culture than the industry, due to rather
small number of employees coming mostly from one
family. Their ratio is 40 to 30. Disease resistance in the
industry is evaluated slightly lower than in the analysed
farm.
C. SWOT analysis - case

implemented technologies because farm owners and
employees are older age and are not prone to changes.
This is also the reason why organizational culture and
established behaviours are hard to change within the
farm. The farm has the opportunity to initiate instalment
of more automated processes while parallel using
“smart food” which is positive change for animals,
farmers and ultimately for product consumer. These
changes lead to even better quality of “home-made”
products and sustainable production with very low
negative
effects
on
environment.
Due
to
implementation of more automated processes, animal
husbandry is controlled better so each product is
ultimately the same or very similar quality. That means
that each customer will be satisfied and receive full
value for money. External threat for the farm is
primarily a need for value-added components in terms
of faster and better product preparation before delivery.
Also, offering complementary products would be an
added value but, in that case, additional funding is
inevitable. Another threat for the farm is the fact that
competitors from the industry have access to
technologies that cover the entire animal life cycle and
established processes to trace product development
through the whole production and supply chain. Also,
life-cycle coverage and traceability mean that
competitors have implemented automated processes and
modern technologies for more efficient food dosing
through different stages of animal development which
leads to reduction and better control of ingredient costs.
V.

DISCUSSION AND CONCLUSION

Management methods, that can be used for
development of organizations and improvement of their
processes, are mostly described in scientific
publications, and include their theoretical justification
and contribution. When they are supposed to be applied
or implemented in real life cases, they then usually lack
operational guidelines on how that should be done.

Figure 7. Swot – case study

Figure 7 shows the SWOT analysis of the analysed
farm. Their position regarding which influence factor is
which SWOT element is farm’s owner opinion.
Regarding the strengths, the usage of high-quality
ingredients in animal nutrition results in high quality of
the final product. Also, since the farm feeds animals
with high quality ingredients, animals in this case not
only gain weight properly, but are also more resistant to
diseases. First detected internal weakness of the farm is
high price of the final product due to investment in
better quality of ingredients. Also, it is more difficult to
implement new technologies or upgrade already
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In this paper, Strategic landscape map, strategy
Canvas and SWOT analysis have been presented as a
mean to identify and review influence factors on
initiatives for improvement. The implementation
procedure is represented by a process model, whereby
the activities performed in the given way can ensure
help in the decision-making process through evaluation
of influence factors and determination of their current
values. The evaluated influence factors can be used to
assess the readiness of an organization to achieve the
improvement initiative. If the organization is ready, the
pairing of SWOT elements can be helpful in generating
strategies, activities to achieve those strategies and
goals. They can then represent the strategic plan of
organizational development and direct the behaviour of
all employees in the desired improvement direction.
The proposed procedure is illustrated afterwards on
a case study, explaining more how its operative
utilization can be done. The influence factors are
identified and evaluated for the improvement process in
the agricultural sector, sourced by performing an
interview with a domain expert. The agricultural sector
was selected due its huge potential for improvement
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through digital technologies, which are recognized
within available literature, as well as its low level of
implementation, due to barriers and problems it faces.
Limitations of the case study illustration are that it is
based on subjective opinion of the farm owner which
has been interviewed, rather than literature and desk
research on available industry related studies which
exist in the analysed industry. This examination is
identified as further research on the topic, which could
give a more realistic view of the method
implementation. Then, the research could give a more
detailed description of all the proposed activities, as
well as its application on more examples and
improvement initiatives.
If considering the potential upgrade of the procedure
to a more automated way of making improvement
initiatives evaluation, a base of scenarios and
alternatives could be developed as well. This can be
considered as a foundation for a sophisticated use of
new technologies, like Artificial intelligence, which
indeed searches the organization to meet the
prerequisites for its implementation.
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Abstract – In this paper the authors research and
describe the legacy situation in the Port of Šibenik related to
port access procedures and control, as they are identified
within the scope of 2014 - 2020 Interreg V-A Italy - Croatia
project “Digitalising Logistics processes – DigLogs”.
Furthermore, main findings and opportunities for
optimization are identified and presented along with a
carefully
selected
integral
business
information
management solution that will be developed as a part of the
limited pilot project in order to streamline port access
control procedures, and increase port security and target
group stakeholder' satisfaction.
Keywords – port security; access control; Port of Šibenik;
DigLogs project; pilot solution

I.

INTRODUCTION

In the EU, the attention to improvement of the quality,
safety and environmental sustainability of marine and
coastal transport services and nodes by promoting
multimodality is one of the specific objectives to be
promoted through financed projects [1]. An Interreg 2014
- 2020 V-A Italy – Croatia project “Digitalising Logistics
processes -– DigLogs” aims to create the necessary
concepts, technological solutions, models and plans to
establish the most advanced digitalized logistic processes
for multimodal freight transport and passengers’ services
in the Programme Area. The project objectives are linked
to the digitalisation of transport services. There are several
types of barriers hindering the proliferation of
multimodality and a clear harmonisation of passenger
services both in Italy and in Croatia, including
organizational barriers (e.g. lack of transparency, unclear
responsibility in the transport chain), technical barriers
(e.g. friction at transfer points, lack of standardization of
equipment and loading units, missing information flows),
financial and economic barriers (perceived high costs of
investment in intermodal infrastructure), and infrastructure
barriers.
Port of Šibenik Authority is the institution that
manages the port of Šibenik. Apart from the cargo port, it
is lately one of the most heavily utilized Adriatic
passenger and cruise ports [2]. Port of Šibenik Authority
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is founded to govern, construct and use the Port of
Šibenik, opened for international public transport, and
proclaimed as the port of special international and
economic interest for the Republic of Croatia. The Port
Authority assigns concessions for port activities based on
valid technical and technological conditions, after the
public tendering.
Port of Šibenik Authority seized the opportunity of
DigLogs cooperation to funnel knowledge and acquired
financing to further foster the development of IT systems
in order to support the digitalization, by incorporating the
structural access control and ensuring port security
according to applicable set of regulations. As a result, and
within scope of a DigLogs projects, it has executed a pilot
project aimed to digitalise these processes [3].
II.

PILOT PROJECT PURPOSE AND GOALS

The project goal is to establish a new, innovative and
automatic solution for passenger and physical persons ID
card issuing, tracking and management within the remit
of Port of Šibenik Authority, with particular focus on the
passenger traffic. This need is greatly increased with the
fact that creation of a national Port Community System
(PCS) is ongoing, and it does not have a dedicated system
for access control.
PCS needs to be connected to the surrounding systems
with an underlying goal being the avoidance of multiple
data entry and the facilitation of data exchange between
stakeholders. The "Project of setting up a single national
Port Community System" is currently underway, with the
Ministry of the Sea, Transport and Infrastructure being
the bearer of the project. Cooperating parties in this
project are, among others, Port of Rijeka Authority and
Port of Ploče Authority [4]. Once the mentioned project
is completed, all the Croatian port authorities will have
access to a fully functional PCS system that will be
adjusted to participating ports (including the Port of
Šibenik) after individual adjustments and adaptation
dependent on local characteristics.
The layout of operative quays of the port of Šibenik is
shown in the map below (Fig. 1).
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Figure 1: Port of Šibenik operative quays

It is immediately apparent that the port has quite a
diverse structure and many quays serving different
purposes and having their distinct characteristics. Quays
designations, names, length, depth and purposes are
shown in Table 1.
Each PCS is specific, each country has individual
legal regulations and therefore each port community
develops its own PCS according to its needs [5]. A
decision on the pilot content was made because it
immediately came to the attention of the Port of Šibenik
Authority’s management that there is room for the
implementation of an innovation within scope of the
DigLogs project.
In its essence, the port access control solution is a
sustaining incremental innovation that digitalizes a
process that is currently executed manually and presents a
large obstacle in modernization of processes inside port
of Šibenik, but is also not addressed within the scope of
the new to-be PCS system that will eventually be
deployed in the port of Šibenik.
TABLE I.

OPERATIVE CHARACTERISTICS OF PORT OF ŠIBENIK’S
QUAYS

Designation

Name

Length (m)

Depth
(m)

Purpose

8-9

Vrulje, W1

114

10,00

Ferryboats

10

Vrulje, W2

50

10,00

Ferryboats

11

Vrulje, S1

133

08,00

Cruise lines

12

Vrulje, S2

29

10,00

Customs

13

Vrulje, E

191

10,00

Cruise lines

Cargo port
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14

Dobrika

228

10,00

Bulk cargo import

15

Connection
coast

128

08,00

RO RO, Ferryboats

16

Rogač 1

210

10,00

Bulk and general cargo

17

Rogač 2

240

07,00 09,00

Bulk and general cargo

19

TB 1

120

07,00

Timber terminal

20

TB 1

120

05,20

Timber terminal

Considering the required synergies between public and
private stakeholders in order to improve the efficiency
and competitive positions of the seaport communities [6],
decision has been made to implement a new digital
access control system, fully aligned with current business
needs, whose full scope is to be defined within the pilot
work plan, encompassing stakeholders whose activities
are aimed towards the processes underlying passengers
disembarking and boarding cruisers and passenger ships,
port concessionaires, business personnel, vehicles,
drivers, containers and other stakeholders within
identified target groups. Presently, access control to the
Port of Šibenik area is governed by the “Regulation about
identification cards” of the Port of Šibenik Authority
from 2015. ID cards used for ingress and egress control
and access to information, cargo, premises and operative
port spaces are used to identify persons and vehicles and
they are particular to a certain person or vehicle and nontransferrable. There is also a quite detailed pricing list for
permit issuing, as it presents a source of revenue for the
Port of Šibenik Authority, in force as of 6th January
2017.
The envisaged pilot project already contains the
integration with more complex solutions and provides
insight to external involved parties (police – Ministry of
the interior) and in the future can interface with internal
business information system used by the Port of Šibenik
Authority and the national Maritime Single Window
solution, CIMIS [7].
III.

PILOT PROJECT FUNCTIONS, SCOPE AND
METHODOLOGY

The purpose of this pilot project is the enhancement of
security and safety in the port area including payment,
tracking, oversight and analysis solutions. It should serve
as an input solution for further connection with the
national PCS system, whose implementation is ongoing in
parallel with this pilot project.
The pilot scope is represented by the requisitioning
and purchase of the envisaged equipment, its installation
and functional integration, development of the web and
mobile applications aimed towards administration,
passengers and the police, and the implementation of
analytic capabilities for the system.
The exact technical requirements, connectivity and
input-output possibilities are subject to further refining
during pilot development and component identification up
to its end, as some components might change even during
the pilot execution. While main components were already
identified as a part of analysis and requirements
specification, some smaller components have to be
identified later in the pilot execution, so flexibility is
required during subsequent execution stages.
The existing access control processes are still
implemented in physical form, using manual labour and
plastic cards, causing delays, excessive consumption of
time and other resources, and diminishing integration and
analytics, contrary to the International Ship and Port
Facility Security Code (ISPS) requirements and modern
business process execution inside ports. This is especially
prevalent when processing large number of passengers
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from cruisers whose access permits need to be manually
processed, sometimes even overnight. For example,
passenger terminal Vrulje with a cumulative quay length
of 510 meters, has a projected capacity of 1.000.000
passengers annually and with the ongoing capacity
expansion to 2.000.000 passengers annually, an inherent
need for a new digital system of permits issuing based on
innovative digital solution is even more clear.
A required innovative passenger ID card issuing, and
control system must possess adequate technical qualities
to support the envisaged role. Also, a compliance with the
existing regulations already used in Port of Šibenik was a
must-have requirement for the pilot.
Pilot project limitations are primarily in form of focus
on only passenger area, omitting other port areas (for
example, areas processing maritime cargo). Port of
Šibenik has a quite diverse port structure, and full
coverage would have greatly exceeded the budget and the
scope of the proposed pilot project.

Monitoring of the pilot project execution will be
executed using the following milestones, in sequence
(check points):
1.

Compiled draft of the project work plan –
approved by the Port of Šibenik Authority,

2.

Completed project work plan,  CHECK OFF
MILESTONE 1

3.

Written draft
specification,

4.

Completed rest of the public procurement
(tendering) documentation,

5.

Issued requests/invitations for quotations,

6.

Received commercial offers,

7.

Evaluation of offers completed and best offers
selected,

8.

Awarded integration and development services
contracts,  CHECK OFF MILESTONE 2

9.

Equipment delivered and installed,

Project assumptions are:
1. Time frame dedicated for pilot execution will be
adequate,
2. Financial means for pilot requisitioning will
suffice,
3. There are suitable locations for uninterrupted
installation and operative usage of the ID card reading
equipment,

Custom project management methodology will be
used, based on PMI-PMP methodology, covering the
entire lifecycle of the pilot project implementation. It is
best suited to the fast track and relatively short projects
like this pilot, with approximate duration of 9 months.

the

technical-functional

10. Integration development services delivered and
completed,
11. User Acceptance Testing (UAT), and
12. Full system functional (pilot development
completed).  CHECK OFF MILESTONE 3

4. The stakeholders will be interested in the project
deliverables and satisfied with the project outcomes,
5. Port access and ID issuing regulations might
have to be revised as a consequence of the pilot execution.

of

IV.

CURRENT STATE-OF-THE-ART, PROJECT
PREPARATION AND SOLUTION DESIGN

At the moment, according to the applicable regulations
[8, 9], there are two levels of used ID cards, and articles 814 of the applicable regulation govern layout,
characteristics and use of ID cards.
Physical cards can be divided into the following
categories:
1.

Expected output documents produced as a part of the
pilot project are:

Red colour cards
•

Employees of Port of Šibenik Authority,

•

Internal security personnel,

1.

Pilot Work Plan (project charter),

•

External security personnel (vigilance), and

2.

Functional – technical pilot specification (serves
as a basis for tendering documentation),

•

3.

Tendering documentation (used in the public
procurement process),

State employees (police officers, Customs
officers, employees of Harbourmaster’s
office, employees of the State inspectorate).

4.

Installation and development logs and related
documentation,

•

Concessionaires using port infrastructure and
superstructure,

5.

Equipment
delivery
and
integration
(development) services delivery notes,

•

Concessionaires not using port infrastructure
and superstructure,

6.

User manuals and additional documentation,

•

Ship agents with work permits,

7.

Invoicing documentation,

•

8.

Communication archives (emails).

Shipping agencies in the area of port of
Šibenik,

•

Cargo agents, and
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2.

Blue colour cards
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•

Subcontractors of the concessionaires.

3.

Light grey colour cards – temporary vendors and
contractors

4.

Green colour cards
•

Visitors, and

•

Commercial activity parties (recording of
marketing materials, documentaries or TV
shows).

The process is not presently digitalized and there is no
connection whatsoever with other IT systems. Issuing and
tracking relies on manual procedures. Also, no systematic
analysis is possible, including statistics, cross-referencing
and data import or export for categories of users other than
those accessing port areas using cargo vehicles. This lack
of complete informatization of access control process can
be identified as an evident bottleneck, especially in
relation to ISPS requirements and port security
procedures.
Entry and exit terminals to and from the port are to be
designated as positions where the ID cards are checked, in
order to allow entry and exit. Initially and within the pilot
scope, they include locations (entry to quays and
terminals) that are mostly affected by the flow of the
passenger traffic.
The analysis has shown that the deployment of a
modern, innovative digital access control and preparation
for full integration of access control system with the future
PCS is critical at the moment of pilot action analysis and
proposal, especially considering the lack of funding, and
no funds anticipated at the PCS side to cover the
aforementioned functionalities (mainly the access
control).
Affected stakeholders within the identified targeted
groups (apart from passengers) are all cargo agents
operating in port of Šibenik, all inland cargo traffic
operators (categorized for simplicity as one entity) and all
other occasional or permanent visitors to the port area
(police, Customs officers, other state agency officials,
vendors, consultants, subcontractors, teams filming in the
port area etc.) who need to fill paper documents in order to
obtain access to port area [10]. In the current scope of the
national PCS, no module is envisaged to support the
permit issuing due to time and financial constraints.
It is evident that in order to increase digitization in the
area of port of Šibenik for almost all stakeholders
(especially passengers), further steps need to be
undertaken in order to upgrade processes and technology
by introducing and building a completely new innovative
IT system to facilitate permit issuance, storage,
monitoring and oversight, further underlining ISPS
compliance [11]. The permits will therefore become
digital products whose status can be checked from any
physical place by using tools embedded in the system. In
order to automatize the system, every access permit will
have a unique identification code (for example, a QR
code) that will be embedded and enable cross-checking
with other data from the permit. Content of the QR code is
hash string derived using ID-number encrypting by SHA-
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x methodology. Full digitalization should ensure
traceability and follow up to every request for permit
issuing. Digitalization will enable additional functions for
better traffic management and tracing port resources and
increase general level of security. End users will gain
higher service levels and lowered levels of stress, as they
will be able to perform all these actions in advance and
remotely.
The basic characteristic of the system is on-line work.
It includes dislocated, centralized and unique database
with remote access in real time. A database is the only
location for data storage and interexchange in the system.
Communication with the database is achieved using
web services that are a part of a broader application layer:
local applications, portable applications and the Web
communication with the database using only web services.
Basic architecture of the application is shown in the Fig. 2.
This type of solution (scalable cloud) enables good
overview of the system operations, protects data and raises
level of system availability. It ensures the required SLA
(Service Level Agreement) levels. This solution requires a
quality local IT infrastructure (LAN and web access with
low latency levels).
The system includes the following elements:
1.

E-mail and SMS notification subsystems
following the highest industry standards and
guaranteeing user reach inland and abroad,

2.

Payment gateway for credit card payment on the
web for domestic and foreign users,

3.

Interface towards ingress and egress equipment
(terminals); data acceptance and transfer towards
equipment at the control points and other defined
or random locations inside the area of remit of
the Port of Šibenik. Basic records are
“ingress/egress” and “check” (Control records),
and

4.

Backup system; used to ensure business
continuity in case of unforeseen and undesirable
events.

Functionality of the system within the identified scope
will be ensured by development and tight integration of
the three distinctive modules:

Figure 2: Basic application architecture
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1.

2.

3.

PC application - A stationary register and backend reporting and oversight component. Central
PC application is used to sell all products
envisaged as a part of the project, fulfil all
requirements of all user categories and pay for
the product and activate or deactivate them. For
those user categories that need permanent ID
cards, there is an option to issue RFID cards.
Police (Ministry of Internal Affairs) PC
application design - a derivative of the base PC
application that has a single basic function which
is the overview and processing of the created
requests for access to the port area. Police
employee or a security designated person can
deny access without changing the requests.
Comments can be entered. Basic reporting
functions will be envisaged to view requests that
have been cancelled ex post – in order to check
the work of the police and security officers.
Police officer is a dedicated class of the user
representing himself using ID badge number.
Portable Android application - Serves as a
terminal that can be used to read the QR code
from the ID pass or printer paper or enter the data
contained in the ID pass (for example, vehicle
registration plate) in order to check the status.
Checks are entered in the system along with
supplemental data related to location, time,
means of control and control end results.

For each of the four described modules, functions,
description, end results and a minimum dataset will be
developed, with functional and technical specifications.
V.

DISCUSSION

Some useful requirements and suggestions for
successful implementation of the ID card and permits
issuance have to be identified prior to the commencement
of the pilot:
1.

Changes to current Regulation: They should be
relatively minor and primarily include a change
in description of the ID cards (colour and
composition), and the recognition of virtual ID
cards (especially applicable for “daily” category
of usage) that are represented by a valid and
properly processed database entry.

2.

Technology: QR codes can be created in a way
to contain useful information like location, name
and vehicle’s license plate. IT system should be
robust and follow all modern ICT and
cybersecurity requirements. Solution should be
in line with GDPR and ensure alignment with
national Cybersecurity regulation.

3.

Payment possibilities and end-user (stakeholder)
satisfaction: Considering that ID card and permit
issuance carries payments for certain categories
of private and legal persons and vehicles,
integration with payment gateways supporting
various means of payment (subscription, credit
cards, PayPal, prepaid) would also be highly
advisable and trivial for integration, and it would
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result in high levels of satisfaction for identified
stakeholders (end-users).
4.

Integration: entry and exit gate procedures
should be prepared for integration with the
future PCS system, in order to use input data.
Furthermore, a module for border police will
have to be included with entry function enabling
police officers in charge to deny entry to a
particular terminal.

5.

Other considerations: Access using mobile or
Web application with adequate usability for
mobile phones, tablets or other devices with
small screens is advised, especially if used by
the police, or for field control purposes.

This project involves the introduction of the system
that belongs to a group of mission critical components of
the Port of Šibenik Authority in the area of the access
control. This requires maximum possible system
availability by ensuring availability to distributed system
parts and application and database collocation (vendor of
the system). Energy supply and network links are
determined to be critical parts of the required
infrastructure. Availability and security of the system
needs to be ensured by technical measures and
equipment, both on the side of the end user (Port of
Šibenik Authority and target groups) and perspective
system vendor, divided as follows:
1.

User side: On the user side, it is required to
ensure Internet access in all terminal locations
for the QR code reading. As a failover
possibility, mobile operator infrastructure and
functions of the mobile application will be used.

2.

Vendor side: Vendor is using external data
centre services with constant supervision,
uninterruptable dual power supply, and systems
for automatic alerting and fire suppression.
Cloud backup is used, and it enables periodic
data saving to an external server used in high
quality data centre. Backup is achieved using
replication and network synchronisation,
including snapshots that record every change,
allowing for data restore from a protected
replica, especially in case of disaster.
Additionally, data backup is done also using
local server. Part of the availability and system
security is also end user education, which is
envisaged integral part of the system
introduction that will be also completed as an
integral part of the end package delivery and
development.

3.

Used technologies:

a.

Web application development will use the
following technologies: ASP.net, JavaScript,
Ajax, Bootstrap,

b.

PC application development will use Visual
Studio c#, and

c.

Mobile application development will use the
following technologies: Android studio, Java.
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Direct added value of the project is the further
extension of the gathered and processed information
towards end users - passengers, thus enabling direct
benefits. For example, a QR code, or similar
interconnectivity technology may be used as a form of
notification that would be posted at the passenger
terminal, or using digital outlets with similar
functionality, which would allow passengers to download
and install a mobile application to their devices, and
access visual representation and data representing all
information related to the vessel traffic in the port of
Šibenik that is applicable and significant to them.
Financial means required for maintenance of the
product are considered to be marginal, and after
depreciation and end of functional amortization, it will be
replaced within regular asset renewal policy of the Port of
Šibenik Authority. The usage of the system will be
measured, and this metric will show the utilization by the
end users – passengers and stakeholders within the
identified target groups. This approach will also provide
the metric for further analysis within the DigLogs
Transferability Plan [12], which will account for the
possibility of transferring the knowledge and the knowhow gained through the project implementation.
VI.

CONCLUSION

Access control is a fundamental organizational
concept in security with the aim of minimizing risk to the
business or organization, in this case a seaport system. It
enables the governing authority (the Port Authority) to
control access to certain areas of the seaport.
In recent years, the EU has focused on the
digitalization and cross-border cooperation as means of
closing the technological gap in certain areas and regions.
The Port of Šibenik has identified the Interreg DigLogs
project as a suitable funding source to close the digital gap
posed by lack of a modern streamlined digital business
solution for access control. This decision has been greatly
impacted by the fact that the development of a national
PCS implementation project does not envisage a separate
module for access control, rather, it relies on the data
exchanged with already existing systems.
Port of Šibenik does not have an automated IT solution
for this purpose, and especially not for the passenger
traffic segment, hence the motivation for the proposed
content of the pilot project. Crucial project components
that will be delivered are as a part of the project are the
Web application, PC and mobile application, Police and
security application, End user education and training, and
Final production work – delivery.
Prior to the application development, data tables,
functional and technical specification need to be
developed according to the request of the Port of Šibenik
Authority and identified processes. Links towards fixed
entry and exit points also have to be established in order to
facilitate the system functioning.
Final configuration and testing will mark the final
phase of the pilot deployment, when the card readers will
be connected, all database and production services started,
and the system will go live towards identified stakeholders
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from target groups. Feedback will be gathered and
hopefully will be largely positive, in line with stakeholder
input received during the previous project activities.
Previous experience shows that some received suggestions
cannot be acknowledged as a part of the ongoing project,
but they will be considered as a part of future system
upgrades using other sources.
Possible future venues for extension of this project
include knowledge and experience transfer to other ports.
For this to happen, it is crucial to develop a transferability
plan that will entail past experience and consider the
specific requirements of the new implementation project.
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Abstract - Business subjects are constantly searching for
new channels of distribution of information towards the
consumers. In the majority of cases, this type of
communication assumes the gathering of information on
consumer habits in order for the business subject to be able
to send a commercial message to the consumer at a certain
time through the channel in question. Contemporary
channels of communication assume the usage of various
advanced digital devices which can easily expand their basic
function. One of the devices most used for communicating
today are the advanced mobile devices which can easily be
transformed into a gaming console for the distribution of
entertainment content. The mobile entertainment industry,
through interactivity, enables acquiring an entertaining
experience by consuming various forms of multimedia
content which encompasses different areas united under the
term gaming. Considering that mobile devices are
entertaining and dynamic, the full effect of an advertisement
is registered with the user because they are involved in the
game. The interactive nature of games also enables more
smart and subtle forms of advertisement because messages
can be distributed during gameplay so that the experience is
felt. Considering that mobile entertainment has become a
fast-growing industry, the aim of this paper is to see how
much the members of the Z generation consume mobile
entertainment and how much do the advertisements
distributed via channels of mobile entertainment affect
consumer behavior.
Keywords - Mobile marketing, consumer behavior,
gaming, mobile entertainment

I.

INTRODUCTION

Consumers and business subjects are constantly in
search of new communication channels in order to
distribute information in a quicker and more efficient way.
The development and acceptance of technology has
significantly
influenced
the
digitalization
of
communication activities which evolved from classic and
traditional forms of communication into their integrated
counterparts. Thanks to the development of mobile
technology, followed by the development of various
software solutions, the prerequisites for the distribution of
a wide spectrum of content were created. These range
from multimedia, video calls, all the way to sending
monetary funds. The majority of the aforementioned
content were initiated and distributed on various mobile
devices – portables, tablets, smart watches etc. The
advantages of this are that content can be consumed in
motion and in real time. The user is not, therefore, bound
to one location. It is necessary to point out that each user
action on a mobile device is measurable and, within
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various pieces of content, communication on the business
subject to user relation can be achieved. It is precisely this
option of direct communication which enables the creation
of personalized campaigns and a personalized approach,
in general, towards consumers, enabling interaction and
quicker feedback on the acceptance of the
message/campaign, as well as the measurability of it. One
of the trends of content growth which is being consumed
more and more via mobile devices is mobile
entertainment. Mobile entertainment encompasses the
consumption of various wide-spectrum areas and was
created as a combination of the industries of entertainment
and telecommunication. The aim of the author is to
acknowledge the importance of implementing mobile
entertainment as a component of mobile marketing in
contemporary business activities and the significance of
that for the members of the Z generation which, for the
most part, consume the aforementioned mobile
entertainment content via mobile devices. The aim is also
to define the preferences of the Z generation users on their
preferred content and what it should contain in order for
the Z generation members to continue using it after
downloading it to advanced mobile devices.
The paper is consisting three parts. The first part of the
paper defines the fundamental determinants of mobile
entertainment, theoretical knowledge, and trends that have
led to rapid growth. The second part presents the results of
the research. The last part of the paper contains a
discussion based on the research results and the paper's
conclusions.
II.

LITERATURE REVIEW

Mobile entertainment in the widest sense represents all
activities created via networked personal technology
which enables the transfer of data with the aim of personal
entertainment via a mobile device. A mobile way of
communication can be defined as a form of marketing
communication which uses mobile communication
technological solutions in order to promote products,
services and ideas [1]. Mobility refers to a device with an
operating system which enables adding and removing
applications which can send and receive data and can
access web content. One of the key categories influencing
the acceptance of advanced mobile devices is mobile
entertainment. Mobile entertainment can represent
applications that are run on small handheld computing
devices (e.g., smart phones and tablets) that have wireless
communication functionality [2]. Due to the
implementation of various thematic content, we can
categorize all of the above into a separate industry named
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mobile entertainment. The mobile entertainment industry
assumes various entertainment content, such as listening
to music, playing games, gambling, watching television,
videos, sports events etc. which set the foundation to the
spreading of the mobile entertainment industry [3]. There
are different elements of mobile entertainment which
consumers, depending on different variables and use [4].
For example, the older population will mostly view video
content via a mobile device, while the younger generation
will use it to access video games. Teenagers will access
interactive applications for social networking. A large
number of users accesses different mobile entertainment
content due to its interactive factor of socialization and
competing with other players. The younger generations
are greatly turning to video games in their spare time and
gaming, in all its forms, is spreading to a much larger
portion of the population varied in generations.
Smartphone gaming has been one form of popular mobile
entertainment people engage in on a variety of devices,
accounting for more than 42% (i.e., 32% for smartphones
and 10% for tablets) of the global games market (i.e., 47%
Asia-pacific, 25% North America, 24% Europe, MiddleEast and Africa, and 4% Latin-America) [5]. If we
observe the dominant component of mobile entertainment
– gaming, we may conclude that the most frequent
consumers of content are the members of the millennial
generation and the members of Z generation, who openly
accept brands and react to sponsorships. Research shows
that 58% of users who follow and consume a certain form
of mobile entertainment have a positive attitude towards
including brands into the content being distributed via
mobile entertainment [6]. In order for some content or
service to be called mobile entertainment, the following
criteria must be met: content must be a form of
entertainment activity, there must be an interaction with
service providers, wireless telecommunication networks
are used, and there must be a transaction based on usage
expenses [3]. The purpose of this paper is to define the
economic potentials of mobile entertainment. In their
widest sense, they are presented as communication
through various forms of mobile entertainment via ads
appearing during the use of mobile entertainment (for
instance, mobile games) when an ad is shown across the
screen of a mobile device and clicking it leads to a website
or web store of the advertiser. In this paper, the variables
important to the members of Z generation for the
acceptance of certain mobile content will be shown and
the aforementioned may help business subjects in adapting
their mobile strategy.
With the launch of the first generation of tablets and
the first wave of smartphones, mobile entertainment
possibilities changed in 2006-2007. The combination of
new handset possibilities (touch screen, accurate location
system, enhanced display and high-quality audio) and the
ubiquitous internet connectivity has created many
developments, including application stores, multi-player
games, social network play through multiple platforms,
device-motion-related games, and location-based gaming
[7]. As technology advanced, the devices and software
which advanced mobile entertainment developed with it.
This enabled user a better experience when consuming
content which became more relevant and of a higher
quality. The result of the aforementioned progress is the
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creation of various business models where the publishers
(different content providers) change the existing business
models of the software industry into the mobile domain:
retailing (pay-as-you-go), premium retailing, the
freemium model (the game with basic functionalities is
free), and subscription (basically, for gaming on-line) [8].
What is the key to the success of mobile
entertainment? It is necessary to point out that consuming
different mobile entertainment content does not require
software solutions in order to play content, as was the case
several years ago when it was needed that you own
powerful processors, memory, and graphics cards in order
to have a high-level user experience. The majority of
mobile entertainment applications is run online and does
not require great capacities to be run. Also, new ways of
monetizing content have appeared. The system used to
work on a single purchase of content in its entirety. Today,
different purchase models are developed which change
depending on user habits, as well as readiness to buy. The
user is not forced to buy the entire package in order to
access a certain portion of content, but can rather try out
the content for free and, after a while and depending on
their desire to buy, can download additional features.
Mobile entertainment can generate revenue through a
number of different ways - purchasing coins, extra lives,
outfits, skipping stages, unlimited ammunition, etc. [9].
Contemporary business subjects today use integrated
marketing communication in order to distribute their
message towards users via different communication
channels. In order for the aforementioned strategy to be
more effective, one needs to determine their target group,
their preferences, habits, and way of life and behavior in
order to be able to choose the proper marketing
communication channels. The question is to what extent
are user prepared to pay for the aforementioned content
and how do they get it. Mobile entertainment represents a
distribution channel for information, but can it become an
economically efficient one? The advantages of mobile
entertainment lie in the fact that the mobile channel
through which the communication goes is also a
personalized one, because all of it goes through a mobile
device which users rarely share with other people. As an
intimate medium, successful mobile marketing relies on
hyper-targeted messages that can only be produced by
data insights. It is due to this reason precisely why the aim
of the author is to see whether users are prepared to pay
for additional content and which type of content do they
mostly download to their mobile devices. Mobile devices
create large quantities of information, from customer
contact information and shopping habits to the most
involved time of day [10].
The following portion of this paper will show
consumer habits of Z generation and to what extent do
they consume various content via their mobile devices,
with a stress on mobile entertainment as a potential
distribution channel for information from a business
subject towards consumers.
III. MOBILE ENTERTAINMENT STRATEGY
Mobile devices enable business entities to instantly
create customized content for each customer. In order to
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see user preferences in mobile entertainment, a research
was done with the aim of measuring the level of
awareness and examinee attitudes as mobile entertainment
users. An intentional sample was chosen for the purpose
of research. The research was done on a sample of 184
examinees. The sample includes students, members of Z
generation who have attended courses related to marketing
management and mobile marketing and thus gained some
knowledge of using specific communication channels with
consumers. The goal was to know their level of
acceptance of mobile entertainment. Surveying was done
in the time from January to February 2021 in Eastern
Croatia. A survey was published online on the closed
learning system called Merlin. It consisted of 13
questions, two of which were constructed via the Likert
five-degree scale (1 being the minimum, 5 being the
maximum, and 9 represented a user unable to provide an
answer. The survey was thematically separated into two
parts. The first part encompassed questions regarding
mobile application user preferences i.e. to what extent do
examinees consume mobile entertainment content via
mobile device and what are their themes. The second part
of the survey focused on examinee attitudes on the
effectiveness of mobile communication channels and the
readiness to purchase additional content within the mobile
entertainment program. The final part encompassed the
psycho-demographic questions.
Although there are different ranking systems when
defining the range of the "Z generation," the authors used
the following classification for their work, stating that
they were born between the years 1995 and 2000 [11]. In
technological terms, the mentioned generation is more
interconnected and has grown up with technology and is
unaware of a world without information technology,
unlike previous generations [12]. Among the respondents,
there is an uneven distribution of male respondents
represented by (35.9%) and women represented by
(64.1%). 94% of respondents reported having completed
their undergraduate program, but it should be emphasized
that these respondents are mostly students and are in the
process of obtaining a graduate degree.
Research attempted to analyze the frequency of using
mobile applications with a stress on mobile entertainment
in the observed sample. Users today download various
categories of mobile applications, depending on their
preferences. Finance apps are more likely to be used by
conscious and accessible users, users who score high in
transparency and transaction are more likely to use
entertainment apps, social networking, gaming, and online
friends categories are more likely to be used by users who
score high in neuroticism [17]. Research results show that
the greatest number of examinees most often use mobile
applications (96,2% of examinees) for the possibilities
they provide them with, depending on their preferences
and the tasks they perform. According to secondary
research, mobile device users downloaded more than 244
billion applications in 2019 [13]. The most popular
categories of downloaded applications are games
(21,86%), while 5,79% of downloaded apps are in the
mobile entertainment category [14].

the number of downloaded applications which users
installed on their mobile devices. The majority of devices
come with pre-installed serial (most popular) applications
and each user is enabled the creation of personalized
content. Research results show that the greatest number of
examinees downloaded up to 10 mobile apps (35,9% of
examinees), and 34,8% of examinees stated that they have
between 11 and 20 mobile apps installed on their device.
The remainder of examinees stated that they have more
than 21 mobile apps installed. Previous research shows
that users mostly download the following app categories:
games, business, education, lifestyle, and entertainment.
Different categories are an essential tool for consumers
and are used for various reasons, such as data collection,
shopping or watching videos [15]. Examinees were
invited to rate the effectiveness of using the
aforementioned apps depending on most popular
categories they downloaded onto their devices.
Considering the theme of the paper, the graphical
portrayal which follows shows the results for games and
mobile entertainment.
We can conclude that the majority of the members of
Z generation download and use the mobile entertainment
category – listening to music, watching television, videos,
sports events in relation to playing games. Although
games dominate the percentage of categories downloaded
onto mobile devices, the research results show that users
still mostly consume content via apps belonging to the
mobile entertainment category (Figure 1.). Even though
mobile games may be observed as a separate category, it
is necessary to point out that, due to their wide nature and
interactivity, the aforementioned category can be observed
as a form of mobile entertainment.
Furthermore, research also encompassed questions on
how users find out about a new app. It is extremely
important to know user habits in order to create business
models for promoting an app or content within one
(Figure 2.).
Results show that the greatest number of users find out
about new apps when communicating with other users.
Therefore, business subjects who wish to use the mobile
entertainment channel should adapt their communication
via communication models using which other users will
promote the digital product.
I do not have installed application
related to the topic
Extremely often use
I often use
Neither use or use
Partly not use
Do not use
0

20

Mobile entertainment

40

60

80

100

120

140

Mobile games

Figure 1. Mobile application categories usage

Considering the results of secondary research on the
number of downloaded applications, the author focused on
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Using another mobile
app
11%

Via specialized service
providers (forums,
blogs, groups etc.)
8%

Searching mobile app
stores
15%

Via media
19%

80
70
60
50
40

Via other users (family
members or close
friends I contact)
47%

30
20
10

Using another mobile app

0
I am not
prepared at all

Searching mobile app stores
Via other users (family members or close friends I contact)

I am not
prepared

Via media
Via specialized service providers (forums, blogs, groups etc.)

Figure 2. How do you usually find out about a new mobile app?

Some of the techniques and tools for this are viral
marketing or mouth to mouth marketing.
Given that a portion of the content may be additionally
charged by various monetization models, research
encompassed the question to what extent are users
prepared to set aside means to purchase mobile apps or
content within apps. Research showed that 75% of users
haven’t yet bought a mobile app. Furthermore, 69% of
users stressed that they only prefer free content as opposed
to paid content. As far as the amount users are prepared to
spend on apps goes, 29,4% of users stated that they are
prepared to pay more than 1 Euro per month, while 31,8%
of examinees stated they are prepared to pay for content
more than 1 Euro in a single purchase. The remainder of
examinees is prepared to pay the aforementioned amount
of less than 1 Euro in a single purchase. The majority of
mobile entertainment themed apps encompasses the
Freemium business model. This model is based on
offering the user content in a “lighter” variant completely
free. This variant is lacking in some key functionalities.
However, the user is left with the option of buying said
functionalities directly through the app [16]. The
limitations may be varied and range from timed – in
which the app can be used fully functional for 1 hour per
day after which it is locked, to functional – the app does
not allow saving what the user created within the app.

I am fully
prepared

prerequisites which will encourage users to perform a
certain activity in the application (download content,
perform an additional action such as user registration,
leave their data or pay for additional content). By
performing the aforementioned actions, business subjects
can create the prerequisites to use a mobile app for
commercial purposes. In doing so, it is important to take
into consideration certain aspects important to consumers
which are stated in figure 4.
The final portion of the survey encompassed user
attitudes on sending promotional messages within a
mobile app. Given that the majority of users stated that
they are not prepared to pay for additional content within
the app, but rather it is assumed that they are prepared to
use free content, the point was to find out whether users
feel it is justified to show promotional ads within the app
itself. 57,6% of examinees answered they feel it is
justified to send promotional messages, which is
understandable given that free apps use ads in order to
attempt to monetize and become economically efficient.

200
180
160
140
120

The research showed which elements are important to
users in order for the application, with its content, to
enable competitive advantage and create the conditions for
economic monetization. This can be used by app creators
as a guideline to what aspects do the members of Z
generation focus on during grading the performance of an
app. Research encompassed seven elements measured in
the Likert scale from 1 to 5. The average grades are shown
below. The majority of examinees stated that the
additional features of an app are the most important thing
for them.

0
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I am prepared

Figure 3. To what extent are you prepared to pay for additional
content within the same app

The research also encompassed the question to what
extent are users prepared to pay for additional content
within the same app. The results show that the majority of
users chose the medium value of being prepared i.e. not
prepared to buy additional content. The results are shown
in figure 3.

The aforementioned can enable business subject to
economically validate an app given that, by using
additional content, business subjects may create the

I am neither
prepared or
unprepared

100
80
60
40
20

1 – Not important at all

2 – Partially unimportant

3 – Neither important or unimportant

4 – Partially important

5 – Extremely important

Figure 4. The importance of certain functionalities influencing the
choice of a mobile app
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We can conclude that the majority of mobile
entertainment apps should go towards development in
which they will freely offer content to users, but also
mention that a portion of the content will also include
sending promotional messages to them. That way, users
receive free content and app authors gain a platform for
advertisement and return of their investment.
IV.

DISCUSSION

Based on the research, we can conclude that the users
in the Z generation segment use mobile apps to gain
information, communicate among each other, but they
also use them as a pastime and a way of consuming
mobile entertainment. Users who are members of the Z
generation want personalized content where they mostly
value additional options and functionalities which the app
offers. In return, they are prepared to receive promotional
messages by business subjects. The research showed that
users mostly use free mobile apps, but certain subgroups
are prepared to pay for additional content within the same
app. Business subjects creating different content
depending on categories should create relevant and
personalized content. The elements which business
subjects need to take into consideration are the different
user preferences i.e. downloading different mobile app
categories. The research concluded that the members of Z
generation mostly download mobile entertainment in the
form of networking and communication apps, as opposed
to classic mobile games. Therefore, business subjects
should group the existing segments into different
subgroups in the form of a buyer persona, i.e. to detect key
places in which consumers who want to have a
promotional message sent to them gather. That way,
mobile apps with different content create the prerequisites
for economic potential. The existing trends show that the
mobile channel is starting to dominate in presenting and
selling products due to the effortless nature of searching
and viewing content. Therefore, the possibilities of
marketing through mobile entertainment are also multiple.
The success of the aforementioned mobile apps will
depend on the degree of their adaptation to targeted
consumer segments. By giving information in real time,
business subjects may gather information, communicate
with consumers, as well as create the prerequisites for an
effective reward program which will enable
recognizability and create a competitive advantage
through new information distribution channels, one of
which is the mobile channel with targeted themed content,
such as mobile games or mobile entertainment, which will
surely gather a growing number of users.
V. CONCLUSION
Numerous business subjects turned to the mobile
channel as a form of communication media due to their
interactive nature and rich content distribution. The
volume of communication via mobile devices is growing
and user attention is garnered with ease. The advantages
of this are that the user can download different content
categories. Today, the programs of direct messaging,
social networking, and games are the most used. We can
unite them under the common title of mobile
entertainment.

MIPRO 2021/DE-DS

This paper was based on a research performed on the
members of Z generation and it was related to the type of
content they most often download onto their mobile
devices in the form of apps, to what extent they use the
aforementioned apps, what amount of money they are
prepared to set aside for additional content within the
apps, and which individual elements are important to them
in order to even download a certain app. The
aforementioned can be used by business subjects wanting
to implement mobility into their business model in order
to create an effective app, depending on the thematic area,
which can be used as a promotional channel. The majority
of users stated that they use mostly free apps, but are
ready to receive promotional messages in return for that.
As the majority of users download apps which enable a
certain form of entertainment, such as games, social
networks, or pastime, business subjects have the ability to
use it to open a new distribution channel.
The paper's limitations are represented by the fact that
research only encompassed a small sample of the
generation in the form of reconnaissance research.
However, the research results may offer mobile app
authors specific knowledge of which elements to consider
when creating an app for a specific generation. In the
future, research should be expanded to all age groups in
order to see what type of content each downloads onto
their mobile devices and do they even consume mobile
applications with the mobile entertainment theme.
The aim of the author is to continue to research the
extent to which mobile apps with the mobile
entertainment theme may focus consumers toward certain
activities, depending on the phase they are at in i.e. are
they in a pre-purchase, purchase or post-purchase phase.
That way, one can create different communication
models with consumers, depending on the generational
age, content theme, and desired economic activities.
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Abstract - The IEEE 802.11ax wireless network standard
according to the new nomenclature of the Wi-Fi Alliance
association is named Wi-Fi 6. It belongs to the category of
High Efficient Wireless - HEW, with a maximum theoretical
bandwidth of 9.6 Gbps compared to 3,5 Gbps of Wi-Fi
5standard (IEEE 802.11ac). The key advantage of the Wi-Fi
6 standard is the ability to serve a larger number of wireless
clients and the use of technology that divides the wireless
channel into several subchannels with improved energy
efficiency. Multiple subchannels that are used by a large
number of connected devices extremely well affects
performance of the wireless network in everyday work. The
authors have studied the key features of Wi-Fi 6 technology,
then analyze the performance of the Wi-Fi 6 standard in a
SOHO environment and give an overview of the need to
switch to the Wi-Fi 6 wireless standard.

Keywords - Wi-Fi 6 technology; SOHO; switching
I.

INTRODUCTION

IEEE 802.11 wireless networks are an evolutionary
phenomenon in connecting computers and network
devices to a Personal Area Network (PAN) or Local Area
Network (LAN). Although there are devices on the market
today that support other network technologies for
connecting primarily within a PAN network (eg: IEEE
802.15.1 Bluetooth or Wi-Fi Direct), the IEEE 802.11 is a
widely used standard for wireless extension of local
computer networks of the IEEE 802.3 wired standard.
Since the appearance of the first specification in 1997,
IEEE 802.11 has evolved into the currently most advanced
variant and it is named IEEE 802.11ax, i.e. Wi-Fi 6
according to the new nomenclature of the world
association Wi-Fi Alliance. The Wi-Fi 6 standard in the
latest version delivers significant changes that primarily
relate to the speed of wireless data transmission compared
to previous variants. Wi-Fi 6 standard according to
general specifications can be used in a corporate
environment, i.e. where the emphasis is on serving a
larger number of users without declining network
performance, but also in Home Office - Small Office
(SOHO) environment with a smaller number of users. The
main topic of the paper research is analyzing the
performance of the Wi-Fi 6 standard in a SOHO
environment with an overview of the need to switch to the
Wi-Fi 6 wireless standard. The paper will give a brief
overview of Wi-Fi network standards, then highlight the
comparative advantages and features of the Wi-Fi 6
standard. In the SOHO environment the data rate of the
test LAN will be tested via NetMeter 1.1.3 and Iperf3.
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II.

ADVANCED FEATURES OF IEEE 802.11 AX
STANDARD (WI-FI 6)

Since the first specification of the IEEE 802.11 wireless
standard was introduced in 1997, it has become de facto
common way to connect devices wirelessly, from mobile
devices to IoT (Internet of Things). Development of
versions of the IEEE 802.11 wireless standard includes
several standards that enabled higher data rates and the
use of specific enhancements in each new version. For
example, the IEEE 802.11a standard introduces for the
first time OFDM with support for speeds of 54 Mbps, the
802.11b standard enables speeds of 11 Mbps and
increased signal range up to 130 meters, while the 802.11g
standard achieves speeds of 54 Mbps. The IEEE 802.11n
standard, with an increase in speed of 600 Mbps, offers an
increased range of 250 m and introduces MIMO
technology [1]. IEEE 802.11ac standard from the year
2013 uses only the operating frequency in the ISM band
of 5 Ghz, 256 bit QAM and MU-MIMO with a theoretical
data transfer rate of 1300 Mbps. Table 1 provides a
comparative overview of popular Wi-Fi standards.
The Wi-Fi 6 standard delivers several key
improvements over previous wireless network standards,
namely [2]:
a) Support for MU-MIMO (Multi User - Multiple In
Multiple Out);
b) More Spatial Streams;
c) Higher density of QAM (Quadrature Amplitude
Modulation) modulation;
d) Advanced OFDMA (Orthogonal Frequency-Division
Multiple Access) multiplexing;
e) Introduction of BSS coloring (Basic Service Set
Coloring);
f) Energy saving and Target Wake Time technology
page numbers.
A.

Use of MU-MIMO technology
Significant improvement of the Wi-Fi 6 wireless
standard is the use of MU-MIMO technology, i.e. the
ability to communicate with multiple stations (clients)
simultaneously. Communication is performed on the same
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TABLE 1. WI-FI STANDARDS, SOURCE: INTEL.COM, WWW.INTEL.COM/CONTENT/US/EN/GAMING/RESOURCES/WIFI-6.HTML (26.12.2020)
Standard
Year of release
Operating frequency ISM

802.11a

802.11b

802.11g

802.11n

Wi-Fi 2

Wi-Fi 1

Wi-Fi 3

Wi-Fi 4

Wi-Fi 5

Wi-Fi 6

1999

1999

2003

2009

2013

2019

5Ghz

2,4Ghz

2,4Ghz

2,4Ghz & 5Ghz

5Ghz

2,4Ghz & 5Ghz

SISO

SISO

SU-MIMO

SISO (Single
Radios

input / Single
Output

OFDM / OFDMA
Maximum Data rate
(Mbps)

OFDM

HR-DSSS

OFDM

OFDM

54

11

54

72 – 600

channel without declining network performance, i.e.
routers communicate with multiple devices at the same
time, instead of devices "waiting" for each other [3].
Unlike the previous Wi-Fi 5 standard (IEEE 802.11ac),
which uses MU-MIMO technology exclusively in
download mode, Wi-Fi 6 also uses it when downloading
or uploading data. Compared to Wi-Fi 5, Wi-Fi 6 does not
use a larger number of MIMO spatial signal streams and
does not expand the channel, but gives 37% better
performance compared to Wi-Fi 5 [3]. The increase in
bandwidth per user was achieved by making more
efficient use of the available frequency spectrum as shown
in Fig. 1 [4].

802.11ac

802.11ax

MU-MIMO

MU-MIMO

(upload/downlo

(download)

ad)

OFDM /

OFDM /

OFDMA

OFDMA

433 – 6933

600 – 9608

B. Support for more spatial streams
The Wi-Fi 6 standard supports the use of spatial
multiplexing which consequently leads to an increase in
speed [5]. Basically, the number of spatial flows is a kind
of path that will carry unique data. The visualization role
of spatial flows in wireless network communication can
be simply compared to the following statement: as the
bandwidth can be compared to a highway to which an
additional lane is added, the number of spatial flows can
be compared to a bridge over an existing road. The Wi-Fi
6 standard supports up to 8 spatial streams, i.e. 8
transmitting and 8 receiving antennas and a bandwidth of
160 Mhz with 1024-QAM modulation [6].
The Wi-Fi 4 standard supports 4 spatial streams with a
bandwidth of 40 Mhz, while Wi-Fi 5 (802.11ac Wave2)
defines 4 spatial streams with the ability to support up to 8
streams with a maximum bandwidth of 160 Mhz and 256QAM modulation [7].
The Wi-Fi 4 standard (IEEE 802.11n) was the first to
introduce the so-called channel bonding, which enabled
the expansion of the channel frequency band from 20
MHz to 40 MHz. Wi-Fi 5 has further expanded the
connection to allow 80 MHz and 160 MHz channels. The
802.11n Wave2 standard allows speeds of 2.34 Gbps
(802.11n Wave 1 reaches up to 1.3 Gbps) [9]

Figure 1. Comparison of SU-MIMO and MU-MIMO technology.
Source: http://ontheflywifi.net/wi-fis-enigma-mu-mimo/ (20.1. 2021.)

On the other hand, the number of supported antennas
on the network device (adapter) determines the maximum
number of available data streams, i.e. it is not possible to
use a larger number of spatial streams in the configuration
than the number of supported antennas on the device.
Fig.2 shows that higher spatial flows mean proportionally
higher overall performance in serving multiple wireless
clients.
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D. Advanced OFDMA (Orthogonal Frequency-Division
Multiple Access) multiplexing

Figure 2.

Higher spatial flows mean proportionally higher overall
performance in serving multiple wireless clients.
Source:https://lancomwire.com/wi-fi-6-as-a-traffic-control-system-fordata/ (18.1. 2021.)

The Wi-Fi 6 wireless standard also delivers advanced
OFDMA (Orthogonal Frequency-Division Multiple
Access) multiplexing. Basically, OFDMA divides a
wireless channel into several smaller subchannels used by
clients (multiple of them) thus ensuring simultaneous
communication with the access point or router. OFDMA
in the Wi-Fi 6 standard supports 9 clients using the 20megahertz band, 18 using the 40-megahertz band, and 37
using the 80-megahertz band [10]. According to the
frequency band division, the access point can then
allocate to clients as much bandwidth as they need with
the possibility of occupying the entire channel in case of
need as shown in Fig.4. By applying OFDMA
multiplexing in this way ensures continuity in wireless
signal delivery to the client signal stability in locations
where there are multiple connected wireless devices.

C. 1024 Quadrature Amlitude modulation
As mentioned before, Wi-Fi 6 delivers 1024-QAM
modulation, and is basically a modulation in the process
of which amplitude and phase variations occur within
which bits are transmitted. Simply put, the higher the
“density” of QAM, the higher the bandwidth the wireless
network will have. The Wi-Fi 5 standard (IEEE 802.11ac)
uses 256-QAM modulation, i.e. each symbol transmits 8bit data (2^8 = 256). On the other hand, Wi-Fi 6 (IEEE
802.11ax) uses 1024-QAM quadrature amplitude
modulation where each symbol transmits 10-bit data
(2^10 = 1024). In conclusion, the 802.11ax standard
compared to 802.11ac increases the data flow of an
individual spatial stream by 25%. Fig.3 shows the
difference between 256-QAM and 1024-QAM modulation
and it is worth to notice the higher sample density at 1024
QAM.

Figure 3.

Difference between 256-QAM and 1024-QAM
modulation. Source:
https://support.huawei.com/enterprise/es/doc/EDOC1100102755?i
dPath=24030814|21782164|21782201|22318535|21560861 (24.1.
2021.)
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Figure 4. How OFDMA works. Source:
https://support.huawei.com/enterprise/es/doc/EDOC1100102755?i
dPath=24030814|21782164|21782201|22318535|21560861 (24.1.
2021.)

E. Support for BSS Coloring (Basic Service Set
Coloring)
The Wi-Fi 6 standard also uses BSS Coloring (Basic
Service Set Coloring). Basically, BSS Coloring
technology labels each piece of data traveling on a
wireless network with a specific “color” that represents
an affiliation to a network, as shown in Fig. 5. A wireless
access point or router knows that the data belongs to
them, while other data that do not belong to the same
"color" are automatically rejected. That simple means
that devices channels with the same color are kept far
away from each other [11]. Since the access point or
router thus knows which data belongs to them, it will
automatically ignore data from all other surrounding
wireless networks and consequently will not increase
signal latency and interference.
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Figure 5. BSS Coloring. Source:
https://forum.huawei.com/enterprise/en/wlan-from-beginner-toexpert-wi-fi-6-post-4-bss-coloring-and-spatialreuse/thread/647487-869 (24.1.2021)

F. Target Wake Time
Target Wake Time technology is a novelty of the WiFi 6 standard, which allows connected devices to notify
the devices about the moment of sending or receiving
data. This means that if there is no current activity in
sending / receiving data, the network adapter of the
device switches to standby mode, which consequently
leads to energy savings and lower battery consumption.

III.

TEST ENVIRONMENT AND TEST RESULTS

In order to see the advantages of the Wi-Fi 6 wireless
standard in everyday, real operations, a simple test SOHO
(Small Office - Home Office) environment was created
with two computers and one router in two scenarios. The
SOHO environment usually consists of a small number of
people (usually up to 10) employed in an organization
and relies primarily on the use of a local area network
(LAN) and Internet access [12]. In addition, local area
networks in a SOHO environment may also include
support for Voice over IP (VoIP) as well as other network
devices. For the comparative test with the Wi-Fi 6
standard, the Wi-Fi 4 standard was targeted, which is two
generations older, and with the comparative test of real
business operations we want to show the justification of
the transition from Wi-Fi 4 to Wi-Fi 6.

Figure 6. Test SOHO environment showing the layout of the room
and the position of the test equipment. Source: authors

Testing the speed of the WiFi 6 network in a SOHO
environment was performed with the application
NetMeter 1.1.3 and iPerf3 using the following test
samples:
• Compressed files with a total size of 23 MB;
• One 700 MB video file;
• 200 image JPEG files with a total size of
250 MB (approx. 1,2 MB per file)
Comparative tests were performed in two scenarios,
namely the Wi-Fi 6 test and the Wi-Fi 4 local area
network (LAN) test. The active network equipment
included the following devices: Cisco AP ax-9116 for WiFi 6 LAN speed test and Zyxel NBG-419n router for WiFi 4 LAN speed test. The test laptops were equipped with
a network adapter: Intel AX201 and Intel AX1650 for
802.11ax (Wi-Fi 6) network and Intel AC8265 and Intel
AC3165 for 802.11n (Wi-Fi 4) network. The Wi-Fi 6
speed test included a channel width of 80 Mhz (4
channels), 1024 QAM modulation in a 2x2 configuration.
The Wi-Fi 4 speed test included channel widths of 20 and
40 Mhz, 64 QAM modulations in a 2x2 configuration.
The test files were transferred in two cycles and the
average throughput rate and time spent were measured.
Thus, a simple everyday home-business scenario is
simulated, i.e. a realistic operation of transferring files to a
shared folder (Copy-Paste -> Share Folder). The
measurement results are shown in Table 2.

The test environment in which network speed
(throughput) tests were performed included a space of
regular two-room layout. The two rooms (two offices)
share two partition walls (locations A and B). The
wireless access point is located in the middle of the space,
and the whole scheme is shown in Fig.6.
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TABLE 2. WI-FI 6 AND WI-FI 4 SPEED MEASUREMENT RESULTS; SOURCE: AUTHORS
Wi-Fi 6*
Network router
1 Zip file; 23 MB file size
1 Video file; 700 MB file
size
200 JPEG files; 250 MB
total files size
Channel width (Mhz)

Wi-Fi 4*

Wi-Fi 4*

Cisco AP ax-9116

Zyxel NBG419n

90 – 100 (Mbps)

8 – 9 (Mbps)

Zyxel NBG419n
15 – 18

Cisco AP ax9116
90 – 100

(Mbps)

(Mbps)

14.8 – 18.9

23 – 28

390 – 405

31.4 – 33.6

(Mbps)

(Mbps)

(Mbps)

(Mbps)

14.8 – 18.9

23 – 28

390 – 405

31.4 – 33.6

(Mbps)

(Mbps)

(Mbps)

(Mbps)

20

40

80

20

270 – 290 (Mbps)
270 – 290 (Mbps)
80

Wi-Fi 6

Wi-Fi 4

Wi-Fi 4

Zyxel NBG419n

Zyxel NBG419n

8 – 9 (Mbps)

15 – 18 (Mbps)
44 – 59 (Mbps)
44 – 59 (Mbps)
40

* speed test through obstacle obtained via NetMeter v. 1.1.3 and iPerf3

As shown in Figure 7, the average data transfer rate in
the test environment in two different rooms for Wi-Fi 6
network was over 200 Mbps (218.22 Mbps), while Wi-Fi
4 achieved average speeds from 22.5 Mbps, or 14.06
Mbps. Slightly higher results of the Wi-Fi 4 standard were
achieved by using a wider channel frequency spectrum of
40 Mhz, while Wi-Fi 6 used the 80 Mhz frequency band
of the channel in the 2x2 configuration. Also, Wi-Fi 6
uses QAM-1024 modulation while Wi-Fi 4 uses QAM-64
which greatly affects higher network bandwidth. In the
comparative test, the influence of the width of the spatial
channel in data transmission (20 and 40 Mhz versus 80
Mhz) can also be noticed. Although the differences in data
transfer speeds of different standards are very noticeable,
the differences in data transfer speeds in favor of Wi-Fi 6
would be especially visible in situations of serving a larger
number of users, i.e. in the more efficient use of MUMIMO and OFDMA technology, i.e. a larger number of
antennas and spatial flows.

Figure 7.

Average network throughput speed of tested Wi-Fi with
obstacles (Two users). Source: Authors

In the measurements of network throughput speed in
the simulated environment without obstacles, the achieved
results of measuring the data transfer rate on Wi-Fi 6
network were 296.66 Mbps and 24.5 Mbps and 29.83
Mbps on Wi-Fi 4, as shown in Figure 8. Higher
transmission speeds are also noticeable in all tests when it
comes to space without obstacles (walls).
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Figure 8.

Average network throughput speed of tested Wi-Fi without
obstacles (Two users). Source: Authors

IV.

CONLUSION

Wi-Fi 6 is often associated with the term - HEW
(High-Efficiency Wireless), which primarily refers to the
maximum theoretical data transfer rate of 9.6 Gbps
compared to the maximum of 3.5 that can give the
previous standard Wi-Fi 5 [13]. However, an advanced
feature of the Wi-Fi 6 standard is precisely the ability to
serve a larger number of wireless clients, especially
outside the SOHO environment i.e. serving a larger
number of users in places such as airports, stations,
stadiums, shopping malls, etc. The key technologies that
bring improvements are MU-MIMO technique, then
1024-QAM modulation, OFDMA multiplexing, BSS
coloring and Target Wake Time. Also, the benefit of
switching to Wi-Fi 6 technology can be seen in the ability
to play 4K / 8K videos for multiple users without
decreasing performance (congestion) network, then in the
use of augmented, virtual and mixed reality applications
and significant energy savings important for the optimal
functioning of IoT devices.
It should be noted that for full compatibility with the
Wi-Fi 6 standard, in addition to Wi-Fi 6 supported
network routers and access points, it is necessary to have
the appropriate network adapters. Otherwise, users will
not be able to use the advanced features that this standard
carries. For average home and small office (SOHO) users,
the transition from Wi-Fi 5 to Wi-Fi 6 will not bring
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significant improvements to make the transition necessary
and cost-effective. However, if it is a transition from an
older standard such as Wi-Fi 4 (802.11n), the performance
gain is significant, as evidenced by comparative
measurements, so the transition is justified. Although the
tests involved the use of active network equipment of
different classes (Cisco Vs Zyxel), the usual real
operations from the example of Copy-Paste and shared
content were performed significantly faster in the case of
using the Wi-Fi 6 standard. The results of the conducted
measurement in simulated SOHO conditions showed that
there are multiple improvements in ordinary, realistic
operations. For the next research, the authors recommend
measuring the baud rate of the Wi-Fi 6 network in a
simulated environment with a much larger number of
users, and to show the impact of MU-MIMO and OFDMA
technology on the baud rate of a wireless network.
REFERENCES
[1]
[2]

1506

https://upcommons.upc.edu/bitstream/handle/2117/110811/LM01
_F_EN.pdf?sequence=1 (26.12. 2020.)
Cisco.com,https://www.cisco.com/c/en/us/products/collateral/wire
less/white-paper-c11-740788.html (26.1. 2021.)

[3]

[4]

[5]
[6]
[7]
[8]
[9]
[10]
[11]

[12]
[13]

https://support.huawei.com/enterprise/es/doc/EDOC1100102755?i
dPath=24030814|21782164|21782201|22318535|21560861
(24.1. 2021.)
Khorov E, Kiryanov A, Lyakhov A, Bianchi G. A Tutorial on
IEEE 802.11ax High Efficiency WLANs. 2019;21(1): 197-216,
https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=8468986
(20.1. 2021.)
http://www.multicap.be/en/technology/mimo-and-spatial-streams
(10.3. 2021.)
Lancomwire.com,
https://lancomwire.com/wi-fi-6-as-a-trafficcontrol-system-for-data/ (18.1. 2021.)
http://ontheflywifi.net/wi-fis-enigma-mu-mimo/ (18.1. 2021.)
Multicap.be,
http://www.multicap.be/en/technology/mimo-andspatial-streams (17.1. 2021.)
https://www.techrepublic.com/article/6-things-you-need-to-knowabout-802-11ac-wave-2/ (02.2.2021)
Bug.hr,
https://www.bug.hr/tehnologije/sve-sto-trebate-znati-obezicnom-standardu-wi-fi-6-80211ax-13851 (25.1.2021)
forum.huawei.com, https://forum.huawei.com/enterprise/en/wlanfrom-beginner-to-expert-wi-fi-6-post-4-bss-coloring-and-spatialreuse/thread/647487-869 (24.1.2021.)
Thebalancesmb.com,
https://www.thebalancesmb.com/smalloffice-home-office-soho-2948189 (25.1.2021.)
https://www.ni.com/en-rs/innovations/whitepapers/16/introduction-to-802-11ax-high-efficiency-wireless.html
(10.3.2021.)

MIPRO 2021/DE-DS

Impact of Covid 19 Pandemic on Digital
Transformation of Public Administration in
European Union
Marija Boban, PhD* and Mirko Klarić, PhD**

*University of Split, Faculty of Law, Department of Economic and Financial Sciences, Split, Croatia,
e-mail: marija.boban@pravst.hr,
** University of Split, Faculty of Law, Department of Administrative Science, Split, Croatia,
e-mail: mirko.klaric@pravst.hr
Abstract — In the context of the COVID-19 pandemic, it has
become evident that digital transformation is not only
desirable, but also absolutely necessary for an efficient and
functional public sector. Over the past year, positive steps
have been made in the field of digitalization and egovernment for more efficient, inclusive and transparent
administration and public services.
In this paper the authors will give an overview of impact of
Covid-19 pandemics on the digital transformation of public
administration in the Republic of Croatia and European
union, The authors will also present the best practices in
digital transformation as a step towards the improvement of
existing processes and systems, the rapid implementation of
innovative solutions in overcoming this and future crisis,
using technology to generate positive solutions and
strategies for successful digitalization of government,
economy and digital society in whole.
Keywords: Covid-19, digital transformation, digital economy,
digital society, pandemic, public administration

I.

INTRODUCTION

Digital transformation presents adoption of digital
technology to transform services or businesses, through
replacing non-digital or manual processes with digital
processes or replacing older digital technology with newer
digital technology. Digital solutions may enable – in
addition to efficiency via automation – new types of
innovation and creativity, rather than simply enhancing
and supporting traditional methods. [1] While digital
transformation is predominantly used in a business
context, it also impacts other organizations such as local
governments, public sector agencies and organizations
which are a in tackling societal challenges such as ecology
subjects and demographical problems by leveraging one
or more of these existing and emerging technologies. [2]
Before pandemics, in the most European countries digital
transformation was still at the beginning of process, but
year after digital transformation even aims to impact all
aspects of life. In the scope of this digital transformation
overview, the main emphasis has been put at the public
administration but pandemics has had high impact on all
aspect - business dimension also the most. [3] The
mentioned development of new competencies revolves
around the capacities to be adapt to so called “new
normal” which includes “physical distance” and in that
way most of the services were oriented to develop more
“agile” digital solutions, and the most important: people-
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oriented, innovative, customer-centric, streamlined,
efficient and able to induce/leverage opportunities to
change the status quo and tap into new information- and
service-driven revenues in order to conduct the public
administration services in pandemic era. [4] The rapid
implementation of innovative solutions has presented
itself as the solution in overcoming this pandemics crisis
as well as the future crisis, using technology to generate
positive solutions and strategies for successful
digitalization of government, but also economy and digital
society in whole. [5]
During the pandemic, consumers have moved
dramatically toward online channels on digital markets,
and companies and industries have responded in turn. The
new McKinsey Global Survey of executives was
conducted in the field from July 7 to July 31, 2020, and
garnered responses form 899 C-level executives and
senior managers representing the full range of regions,
industries, company sizes and functional specialties. The
survey results confirmed the rapid shift toward interacting
with customers through digital channels. They also show
that rates of adoption are years ahead of where they were
when previous surveys were conducted—and even more
in developed Asia than in other regions (as shown on
Figure 1). [6] Respondents are three times likelier now
than before the crisis to say that at least 80 percent of their
customer interactions are digital in nature. [6]

Figure 1. The Average share of customer interactions that are digital % .
Source: McKinsey Global Survey of executives
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II. EU DIGITAL TRANSFORMATION STRATEGY
SHAPING EUROPE'S DIGITAL FUTURE UNDER IMPACT OF COVID-

19

Digital technology is changing people’s lives around
the world. In surroundings of big economic crisis which
has been caused by pandemics that has caused moving all
the business processes from physical to digital (virtual
space toward complete digital business transformation.
Although, the public administration and services in
European union and in Croatia aw well moved from
“physical services” to digital solutions and applications
almost “threw the night” making services of e-government
available to citizens more than ever before. In the EU
level, the European Commission is determined to make
this Europe's “Digital Decade”. On 19th February 2020,
the European Commission presented the new EU Digital
Strategy entitled “Shaping Europe’s Digital Future”. [7]
The strategy was adopted in furtherance of the “A Europe
fit for the digital age” priority and set out ambitious goals
for the following 5 years, including putting Europe in a
position to be the trendsetter in the global debate around
digital transformation. The successful pursuit of the
aforementioned objectives was almost immediately put to
test with the COVID-19 outbreak. One of the main
takeaways during the crisis has been the central role
digitalisation has played in tackling it. Although measures
within the EU have been different, states have generally
resorted to solutions such as building information and
contact tracing mobile apps, digitalisation of public
services and remote working. They have also felt the
importance of ensuring swift and reliable exchange of
information across national borders. European businesses
have also had to adapt by transferring large parts of their
activities online.
Under pandemics of Covid-19 the European
Commission is continuously working on success of digital
transformation that will benefit both: public sector and
business sector. [8] The European approach in digital
transformation of public administration, especially
focusing on EU under pandemics influence, according to
the published official document, will be based on three
main pillars to ensure that Europe seizes the opportunity
and gives its citizens as the key focus of public
administration and public sector, businesses and
governments on top level to control over the digital
transformation:
• Technology that works for the people
• A fair and competitive digital economy
• An open, democratic and sustainable society. [9]
In the context the developing technology under
pandemics the EU's digital strategy is investing also in
digital skills for all European citizen in order to protect
them from cyber threats (hacking, ransomware, identity
theft) which has been on the highest level than ever under
pandemics, ensure Artificial Intelligence digital solutions
in public services are also developing in ways that respect
people’s rights and earn their trust, accelerate the roll-out
of ultra-fast broadband for homes, schools and hospitals
throughout the EU and expand Europe’s super-computing
capacity to develop innovative solutions for medicine,
transport and the environment as the mail public
administration services. [9] As already stated, EU digital
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strategy is also focused at fair and competitive digital
economy the EU's digital strategy will enable a vibrant
community of innovative and fast growing start-ups and
small businesses to access finance and to expand,
strengthen the responsibility of online platforms by
proposing a Digital Services Act and clarifying rules for
online services, make sure that EU rules are fit for the
digital economy, ensure fair competition of all companies
in Europe and increase access to high-quality data while
ensuring that personal and sensitive data is safeguarded –
especially in digital transformation in the EU pandemics
era. [10] One of the main goals the EU’s digital strategy of
digital transformation of public administration formed
under pandemics on the EU level is developing an open,
democratic and sustainable society in order to use
technology to help Europe become climate-neutral by
2050, reduce the digital sector’s carbon emissions, give
citizens more control and protection of their data, create a
"European health data space" to foster targeted research,
diagnosis and treatment and fight which has been (and it
still is) of great importance under pandemics Covid-19
and also fight disinformation online and foster diverse and
reliable media content. [10] In this respect, even before
pandemics of Covid-19, the most important document
“Shaping Europe’s digital future to 2050 follows the
Europe Digital Agenda for Europe 2020 that has adopted
first concrete measures and targets for meeting digital
transformation goals for Europe in 21st century which
have been now, more than ever, of great importance in
public administration transformation when digital solution
for public services have been needed in order for public
administration functioning under pandemics.
III. DIGITAL

TRANSFORMATION
OF
PUBLIC
ADMINISTRATION AND DIGITAL SOLUTIONS DURING
THE COVID-19 PANDEMICS
In a digital transformation context in whole, and
especially now in public administration services under
pandemics, ‘managing information’ and data is crucial
but it’s not enough. In today’s and tomorrow’s
information- and data-driven business, insights,
intelligence and actions matter most: the outcomes. [11]
That’s where context, semantics, artificial intelligence
and activation come in. With development of the Internet
of Things (here and after - IoT) technology and Artificial
intelligence (here and after - AI) upon us the intelligent
dimension becomes more important regarding to making
sense of unstructured information, automation, connected
devices and putting information at work. It’s why we talk
about ‘intelligent information activation’ focused on
developing “smart public administration” toward
developing so called “Smart Cities” making data
actionable, introducing devices (IoT) in an increasingly
complex and growing data landscape, the steep growth of
unstructured data, deriving meaning and insights from
information and leveraging it at the right time and right
moment for the right reasons and actions are all critical.
[12] At the same time the activities around and value of
data are looked upon from the perspective of engagement,
outcomes and the last mile. Under Covid-19 pandemics,
making data actionable, introducing devices (IoT) in an
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increasingly complex and growing data landscape, the
steep growth of unstructured data, deriving meaning and
insights from information and leveraging it at the right
time and right moment for the right reasons and actions
are all critical and very important for developing public
services and making available and open “Smart cities”
with public services and public administration available
for all citizens 24/7. [13]
In the wake of the coronavirus crisis, the public
administration of European union has become one of the
primary goals. The European Commission’s renewed
Digital Strategy gained renewed importance as digital
tools which were used to:
monitor the spread of the coronavirus (threw online
official websites, applications and online official
statistics)
• research and develop diagnostics, treatments and
vaccines in health services of public
administration,
• ensure that Europeans can stay connected and safe
online with all public services fully available.
While restrictions are in place, and social and
economic activities became almost fully digital, citizens
and businesses in their work rely on the internet and
connectivity. Thanks to broadband networks (which have
been developed based on past digital strategies) and egovernment models and digital infrastructure, European
citizens have been able to keep on learning, keep the
“social contacts” and working. Also, under coronavirus
pandemics, public administration strived to ensure
continuity and the availability of public services: services
for businesses, eGovernment and eHealth especially,
while trusted security systems that have been developed
on EU countries level, protected our identities online. In
November 2020 under coronavirus pandemics Croatian
National CERT (CERT.hr) as a national body for
prevention from cyber threats and protection of the
security of public information systems in the Republic of
Croatia has reported that it was discovered that 47
thousand user accounts with .hr (Croatian domain) and 24
thousand passwords leaked and were published in plain
text form.in one of the largest cases of data leaks in
history. [14] This was also a proof of higher risk and data
protection under pandemics and as well need to give more
attention to citizens education of data protection in digital
surroundings.
•

In the next section of paper will be given the overview
of best practices in digital transformation of public
administration and public services as a step towards the
improvement of existing processes and systems which
have been developed in different areas from national
contact tracing and warning apps, supercomputers, online
platforms fighting disinformation to trustworthy
connectivity of functional broadband networks and online
learning services.
A. National contact tracing and warning digital
applications under coronavirus pandemics
National contact tracing and warning apps can be
voluntarily installed and used to warn users, even across
borders, if they have been in the proximity of a person
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who is reported to have been tested positive for
coronavirus. In the case of an alert, the app may provide
relevant information from health authorities, such as
advice to get tested or to self-isolate, and who to contact.
Contact tracing apps, if fully compliant with EU rules
and well-coordinated, can play a key role in all phases of
crisis management. They can complement existing manual
contact tracing and help interrupt the transmission chain of
the virus. Thereby, they can contribute to saving lives.
[15]
A lot of concern has been given to users’ personal data
protection. The European Commission has published an
EU toolbox on contact tracing and warning apps and
guidance on data protection that define a series of guiding
principles for these apps according to General Data
Protection Regulation (EU) 2016/679 that include:
contact tracing and warning Apps should only be
voluntarily installed and used,
• the data minimization principle: only the data
which are strictly necessary for the running of the
service are collected, nothing more,
• apps should use proximity data based on Bluetooth
technology,
• no location data is requested or utilized by the
tracing App,
• contact tracing and warning apps do not track
people's movements,
• the data should not be stored longer than necessary
– 14 days,
• data should be protected through state-of-the art
techniques, including encryption,
• the applications should be de-activated as soon as
the pandemic is over. [16]
Health data is considered sensitive data under the
General Data Protection Regulation (GDPR) (Article 9)
and their processing can therefore only take place under
strict requirements. Aggregated statistical data on the use
of contact tracing apps that does not enable identification
of the concerned natural persons are not considered
personal data and therefore the GDPR does not apply. [16]
•

B. Role of digital solutions of artificial intelligence in
public health services, european supercomputers and
data from space as coronavirus response
Data, artificial intelligence (AI) and supercomputers,
with their analytical power, are major assets in detecting
patterns in the spread of the virus or potential treatments.
AI also plays a part in powering the robots that have come
into their own in times when human interaction is kept to
a minimum. Newer and emerging digital technologies
such as quantum computing or blockchain can also
potentially bring unexpected solutions and approaches.
Data are also crucial for devising recovery strategies. With
their help, public health sectors can monitor the spread of
the coronavirus and quickly devise effective response
strategies. In the healthcare industry, artificial intelligence
also plays a part in powering the robots and other tools
used when coming into contact with patients, as human
interaction should be kept to a minimum.
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In the process of digital transformation of public
administration and fighting the coronavirus the three
powerful European supercomputing centres are engaged
in studying and developing vaccines, treatments and
diagnoses for the coronavirus. By comparing digital
models of the coronavirus’ proteins and matching them
against a database of thousands of existing drugs, the aim
is to discover which combinations of active molecules
react to the virus. The supercomputers complement the
classic trial and error clinical approach. Program notably
through its Earth Observation component, Copernicus,
and its satellite navigation system, Galileo, offers free and
open data/information that helps monitor and potentially
mitigate against the impact of the coronavirus outbreak.
Since the beginning of the crisis, EU satellites have been
monitoring traffic congestions at border crossings between
Member States and mapping medical facilities, hospitals
and other critical infrastructure. Data that is collected from
satellites, in combination with artificial intelligence,
provides public authorities at EU and national levels with
models to better understand and tackle the emergency
more efficiently.
The EU Space Program offers solutions for multiple
issues, such as:
safeguarding public health with Galileo - the
most accurate positioning system in the world
• monitoring how we deliver on the Green Deal
with Copernicus - the best Earth Observation
system of its class
• ensuring a secure communication channel for
Member States. [16]
On 5 June 2020, the European Commission launched
the ‘Rapid Action Coronavirus Earth observation’ in
collaboration with the European Space Agency. The
Rapid Action tool relies on satellite data to measure the
impact of the coronavirus lockdown and monitor postlockdown recovery at local, regional and global levels.
The data is then analyzed using new digital tools, such as
artificial intelligence. [16]
•

C. Trustworthy national networks, connectivity and
staying safe online under coronavirus pandemics
As EU Member States have introduced social
distancing measures to fight the coronavirus pandemic,
the demand for Internet capacity has increased drastically
- be it for teleworking, e-learning or entertainment
purposes – thereby straining networks. To prevent
network congestion and to allow everyone the enjoyment
of digital entertainment, the European Commission called
upon telecom operators and users to take action and met
with the CEOs of streaming platforms. Streaming
platforms are encouraged to offer standard rather than
high definition content, telecom operators should take
mitigating measures to allow for continued traffic, and
users should apply settings that reduce data consumption,
including the use of Wi-Fi. The EU operators indicate that
there is an increased demand of connectivity. Although no
network congestions has occurred thus far, the
Commission and the Body of European Regulators of
Electronic Communications (BEREC) have set up a
special reporting mechanism and monitor the internet
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traffic situation in each Member State to be able to
respond to capacity issues. [17]
The coronavirus pandemic has led a sudden and large
shift towards online services. Such heightened online
activity can attract malign actors and increase the potential
of cyber-attacks. This also concerns children, who now
spend more time online, possibly unsupervised, than
before. While this allows them to continue their education
and stay in touch with their peers, there are signs of
increased risk. Therefore, EUROPOL has collaborated
with international partners to develop Online Safety
Advice for Parents and Carears to help keep children safe
online during the coronavirus pandemic. A lot of online
scams related to products that allegedly can cure or
prevent coronavirus infections have taken place online and
have sold medicine or other remedies, including test kits,
online as a scam.
The European Commission under pandemics have
been monitoring for any signs of threats to a safe online
environment for European citizens throughout this
vulnerable time by working closely and giving digital
services with
the European Union Agency for Cybersecurity,
EUROPOL (the European Agency for Law
Enforcement Cooperation),
• the Computer Emergency Response Team for the
EU Institutions,
• national authorities,
• other EU institutions,
• ther bodies and agencies. [18]
They are following the situation, while providing
threat reports and guidance as well as regular reports on
cybersecurity. EUROPOL supported the successful
investigation into a mask-selling scam aimed at EU
Member States’ governments and helped foil another
attempt to swindle authorities out of millions of euros for
medical supplies. The European Commission has been
working with Europol and the providers of website
domain names to prevent the granting of domain names to
criminals and foster swift cooperation between providers
and authorities to identify and disable scam websites. The
providers have already issued guidance.
•
•

The Commission in digital transformation of public
services under pandemics also works with online
platforms participating in the structured dialogue on
tackling online consumer scams related to the coronavirus
pandemic, together with consumer protection authorities.
The Commission and the Consumer Protection
Cooperation Network are in regularly contact with the 11
major
online
platforms:
Allegro,
Amazon,
Alibaba/AliExpress, CDiscount, Ebay, Facebook, Google,
Microsoft/Bing, Rakuten, Verizon Media/Yahoo and
Wish to discuss new trends and business practices linked
to the pandemic. As a result, the online platforms have
reported the removal of hundreds of millions of illegal
offers and advertisements and confirmed a steady decline
in new coronavirus-related listings. This consists of two
parts: a high-level screening of online platforms, and an
in-depth analysis of specific advertisements and websites
linked to products in high demand because of the
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coronavirus. [9] In the Commission exchange of
information with the major online platforms it has been
proofed that platforms have replied with a strong
commitment to the protection of consumers, and have
confirmed their continued efforts to proactively take down
misleading ads, including for ‘miracle' food supplements
illegally advertised with claims related to coronavirus.
Fighting disinformation which are spreading rapidly
online, particularly on social media, has also been one of
the most challenging tasks of digital service of egovernment. At times, this goes beyond simple mistruths.
Fake or alleged ‘remedies’ can lead to serious harm or
health risks. In order to fight disinformation the European
Commission has been in dialogue with the signatories of
the EU’s Code of Practice on Disinformation (Google,
Facebook, Twitter and Microsoft), who agreed to actively
promote authoritative sources, demote false or misleading
content, and launch new tools that lead users directly to
authoritative sources or that provide accurate multilingual
information on the crisis. On 10 June 2020, the
Commission highlighted important actions to tackle
COVID-19 disinformation and set up a program to
monitor the actions that platforms are taking to limit the
spread of COVID-19 disinformation. The online platforms
have been using all the tools at their disposal to remove
disinformation relating to the coronavirus. They have
taken down illegal content or content that could cause
physical harm (fake and harmful virus remedies) or affect
public order (disinformation around the 5G deployment
allegedly being the cause of the coronavirus). [18]
D. Digital transformation of online learning as public
service of education during the coronavirus pandemic
The outbreak of the coronavirus in Europe has caused
significant disruption to the provision of education. The
public education sector through European union, as well
in Croatia, has been facing the new ways of online
learning require solutions that are innovative, creative and
inclusive. Teachers and students have been forced to go
from classrooms to online learning almost over night as
the Europe has been in lockdown. New solutions and
recommendations were given from ministries of education
on the national levels of EU countries using available
online platforms as digital service infrastructure for online
learning. In Croatia, the national Ministry of education
and science has given guidelines to schools to use Carnet
Loomen and Merlin e-learning infrastructure as well as
free digital solutions of Google, Zoom and Microsoft
Teams (which has been adapted specially for primary
schools). Also, the special television program has been
provided for students in lower primary school grades. The
special part of service and e-learning as public education
is a present project of delivering tablets and free internet
for primary school students to provide connectivity for all
students and making online learning functionable. [19]
On EU level the Erasmus+ Program is mobilized for a
strong response to the pandemic and the European
Commission has adopted a revision of the Erasmus+ 2020
Annual Work Program. Additional funding of €200
million will be provided to projects supporting:
•

digital education and training,
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• digital youth work,
• creative skills and social inclusion.
The funding will also provide new opportunities for
schools, youth organizations and adult learning
institutions to support skills development, boost creativity
and enhance social inclusion through the arts, calls for
project proposals in these areas will be published in early
autumn and interested organizations may get in touch with
the Erasmus+ national agencies.
Digital service and funding on EU level digital
transformation in order to help ensure continuity in
education and training activities have delivered a wide
range of online learning materials available online
platforms, EU-funded projects, “Stay at Home Digital
Toolkit” and SELFIE digital tool which is a free selfreflection tool to help schools make the most of digital
tech available in 31 languages. The tool can be used to
produce a snapshot of a school‘s strengths and weaknesses
by gathering anonymous views from students, teachers
and school leaders on using digital technologies. [18]
IV. LEGAL

AND REGULATORY FRAMEWORK IN
DIGITAL TRANSFORMATION OF PUBLIC
ADMINISTRATION
UNDER
COVID-19
PANDEMICS

European
digital
transformation
of
public
administration process is based on acting together and
joining forces between the EU and its Member States,
especialy under Covid-19 pandemics which means
involving regions and municipalities, academia, civil
society, financial institutions, businesses and social
enterprises. Because of undergoing coronaviurs economic
crisis Europe needs to pool its investments in research and
innovation, to share experiences, and to cooperate across
countries in order to continue the processof digital
transformation. Promoting the digital transformation of
public administrations throughout Europe under
coronavirus panemics is also crucial in this regard. [18]
The key to successful digital transformation process is
set on EU legal and regulatory framework for borh public
and private sector based on: White Paper on Artificial
Intelligence setting out options for a legislative framework
for trustworthy AI (adopted together with this
Communication), with a follow-up on safety, liability,
fundamental rights and data (Q4 2020); Building and
deploying cutting-edge joint digital capacities in the areas
of AI, cyber, superand quantum computing, quantum
communication and blockchain. European Strategies on
Quantum and blockchain (Q2 2020) as well as a revised
EuroHPC Regulation11 on supercomputing; Accelerating
investments in Europe’s Gigabit connectivity, through a
revision of the Broadband Cost Reduction Directive12, an
updated Action Plan on 5G and 6G, a new Radio
Spectrum Policy Programme (2021). 5G corridors for
connected and automated mobility, including railway
corridors, will be rolled out (2021-2030) (2021-2023); A
European cybersecurity strategy, including the
establishment of a joint Cybersecurity Unit, a Review of
the Security of Network and Information Systems (NIS)
Directive13 and giving a push to the single market for
cybersecurity; A Digital Education Action Plan to boost
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digital literacy and competences at all levels of education
(Q2 2020); A reinforced Skills Agenda to strengthen
digital skills throughout society and a reinforced Youth
Guarantee to put a strong focus on digital skills in early
career transitions (Q2 2020); Initiative to improve labour
conditions of platform workers (2021); A reinforced EU
governments interoperability strategy to ensure
coordination and common standards for secure and
borderless public sector data flows and services. (2021)
[15]
V. CONCLUSION:
Digital transformation of public administration in
European union is based on European Union’s Digital
Strategy in its current state successfully addresses most of
the issues the outbreak of COVID-19 raises. Over the
past year, positive steps have been made in the field of
digitalization and e-government for more efficient,
inclusive and transparent administration and public
services. Nevertheless, the present opinion piece has
argued that there is still room for improvement. The postCOVID world would be different to the one we were
used to. The demand for digital services would be higher
than ever and the EU needs to adapt in order to be at the
forefront of the global debate. The strong need for
interoperability, allowing for fast exchange of
information between public authorities in different
Member States, especially in the health sector, has also
been evidenced. The recommendation is also to consider
aiming for a legal framework on interoperability since
digital solutions in public services, especially. Impact of
Covid-19 pandemic has evidently proven significant on
digital transformation of public administration for
efficient and functional public sector European union as
well as in Republic of Croatia as . Physical coronavirus
distancing has transformed the public services and public
administration irretrievably. The best practices in digital
transformation of public administration under impact of
Covid-19 have been given in this paper and shown as a
step towards the improvement of existing processes and
systems, the rapid implementation of innovative solutions
in overcoming coronavirus crisis as well as future crisis,
using technology to generate positive solutions and
strategies for successful digitalization of government,
economy and digital society in whole. In reality, the
Digital Strategy and digital transformation of public
administration in the EU has proven to have adequately
anticipated the main issues raised by COVID-19 as the
baseline strategy structure has demonstrated. Therefore, it
does not need to change the strategy, but it is certain that
strategy needs an update. On this trail, on digital
transformation plan, EU has already announced plans to
re-write the rulebook for our Digital Internal Market:
giving one set of core digital rules – instead of this
patchwork of national legislation and national regulators
for the same company: creating a single set of rules for all
digital solutions and services operating in Europe on the
European Single Market which can truly take the process
of digital transformation of public administration under
the Covid-19 to a new level.
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Abstract - In our previous research, we identified a list of
factors that influence the digital platform selection by
producers of agricultural products and a list of factors that
influence customers’ digital platform selection. The next
question that becomes a focus of our interest is related to the
prioritization of those factors. The first results suggest that
some factors have a higher impact on producers (or
customers) than others when deciding on digital platform
selection in agriculture. In this paper, we will present several
approaches that can be used to prioritize factors. Those
methods are: direct assessment method, reciprocal ranks,
SWING, pairwise comparison, analytical hierarchy process,
analytical network process, and SNAP method. Some of those
methods are simpler, and some are complex. In general,
simpler methods are less, and the complex methods are more
precise in terms of prioritization. On the other side, simpler
methods are more understandable to the average customers
(or producers) in terms of application than the complex
methods. We analyzed all prioritizations methods and
suggested the most appropriate method having a mind on the
complexity of the method (understanding by users) and their
precisions.
Keywords – agriculture, digital platform, prioritization

I.

INTRODUCTION

Platform-based businesses are getting more and more
significant as competitors due to their gaining of market
share in relation to customers and scope. Due to various
disruptions in the environment, digital platforms’
introduction is planned and performed to respond to
changing demands and preferences in digital-oriented
environments. In that sense platforms are important
creators of business ecosystems. They gather various
market participants and can support coordination and
transaction based ecosystems. Therefore, digital platforms
are important part of overall digitalization process that is
transforming farms and agriculture of 21st century.
Simplified, two actors who meet on a platform to trade and
exchange goods are the seller (producer) and the buyer
(customer). Perceived value and risk are two significant
factors for their intention to join or their intention to adopt
a digital platform [1]. The Perceived Value may differ from
Value Proposition initially designed. A value proposition
can be derived from traditional methods for a generic
customer or can be formed by applying design thinking
methods and techniques (like Personas, Customer journey
mapping) ideated for specific customer types.
Most importantly, a Value proposition is a statement of
what the customer should be gaining by using the platform.
It is not limited to the objective measures set during the
design phase of a platform but must refer to the perception
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of what the product or service is worth in relation to a
problem that the customer wants to solve. Trust is a
reasonably complex but crucial element of perceived value
in the case of a digital platform. Some authors explore the
distinction between personal and system trust, whereby
personal trust is more associated with community-based
platforms, and system trust is related to technologyenhanced mass trade channels (like Airbnb) [2]. The study
advocates that “trust, coherency, and cohesion are higher in
the community model” and that the system trust is as good
as the promised value proposition is delivered or as good as
it fits the reality behind the promoted expectations. On the
other side, the risk is dealing with trust incidents and issues,
leading to different approaches in providing reactive
mechanisms for protecting buyers and sellers.
Previous research by the authors of this paper resulted
in the Conceptual model of initial utility perception factors
for digital platforms focusing on agricultural products in
rural areas [3] since agriculture showed high exposure to
global disruptions with a high need for sustainability.
Decision making based on perception factors related to
joining or adopting digital platforms in agriculture
confirmed it as a complex process. To ease the selection
and decision process, we investigated factors that influence
the perceived value or perceived risk and thereby impact
joining and adopting digital platforms. This research was
performed as a continuation of previous investigations on
decision making within the scope of the research project,
aiming to explore intuitive multi-criteria decision models
for platform preference which can be seen as a contribution
to academic and professional implications.
Section II of this paper contains the theoretical
background of the topic. In section III, different methods
that can be used for determining the criteria weights are
discussed. Finally, Section IV contains a demonstration of
the application of different methods for determining the
criteria weights on the case of prioritization of factors that
influence the digital platform selection in agriculture.
II.

THEORETICAL BACKGROUND

In order to test theoretical options for supporting the
decision making on preferences in implementing digital
platforms in agriculture, we relied on a conceptual model
of initial utility perception factors previously designed
within the same research project [3]. The conceptual model
of initial utility perception factors proved to be sufficiently
complex and feasible enough to perform additional testing
in order to design a solid decision making model. The
model describes ten perception factors for each of two
actors (consumers and producers) which influence their
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intention to join or adopt a digital platform. The approach
of focusing on perception factors was chosen in order to
distinguish this research from other approaches, which are
more oriented on technological issues [4]. This approach is
based on the assumption that technological factors play an
important role in the decision making process when
potential users show a certain maturity in using similar
platforms or are competent enough to distinguish platforms
on technology-related properties. Since the agricultural
TABLE I.
Factor
Eco-friendliness

Customer or
producer related
Customer

Location & time
(from farm to fork)
Relationship
history with the
producer
Payment options

Customer

Comfort &
convenience

Customer

Recommendations
(C2C2C)

Customer

Community
support
Producer’s
reliability

Customer

Trust &
traceability

Customer

Health & safety

Customer

Sales channels

Producer

Health & food
safety

Producer

Production
technologies

Producer

Product Quality

Producer

Resources

Producer

Inbound logistics /
Supply Chain

Producer

Innovations

Producer

Outbound logistics
/ Distribution
chain

Producer
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Customer

Customer

Customer

domain requires other knowledge and competencies rather
than technology and is highly value-oriented due to its food
and health-related impact, intrinsic perception factors
seamed to be worth exploring. For the purpose of enabling
a better understanding of the perception factors identifyied
in previous research as relevant, questions relevant for deep
understanding of potential customers and sellers which can
provide more clarity on the each factor and give insights for
the design of platform functionalities are listed in Table I.

FACTORS OF PERCEPTION

Questions relevant for the design of platform features
Is eco-friendliness something a typical customer cares about? To which phase of the product lifecycle
does this relate to (production, packaging, delivery)? How does this affect the safety concerns of the
customer?
What is more important to the customer: the location the time? Does a typical customer care about
location and time for each phase of the product lifecycle?
How does the reputation of the producer impact customer’s willingness to trade? How do incidents with
the producer affect the overall opinion of a single buyer? Are these experiences something a typical
customer is likely to share with others? Does the platform give incentives to share anything?
How is the price of the products outlined? Is it possible to keep track of price volatility? How do
customers feel or think about payment security? How accessible is information on costs or discounts?
What new value does the platform provide? Which feature would be a deal-breaker for the customer to
decide to join a Platform? What would make a customer’s experience more useful or convenient? What
does the customer gain more in relation to competitive or alternative solutions? During onboarding, are
there any obstacles? Is there a feature that would provide a sense of a reward or specific enjoyment?
Which benefits like time-saving and reliability of delivery would the customer prefer?
If a customer expects a community-based model, which features of community experience would be
expected? Which reward-related options are available in terms of a recommendation system? Would
customers prefer a “call to action” near the recommendation feature?
Does it support the sustainability and development of the local economy? Is local production something
the community is dedicated to? How relevant is the sense of reward social responsibility?
Would customers prefer an overview of the producer’s value chain in whole or a detailed view of the
chain-like product’s specific elements inbound logistics, delivery, operations, and sales? How is
producer’s reliability correlating to the recommendation subsystem? Does reliability correlate to comfort
and convenience experience?
How would customers prefer or rate features for building trust among the platform community? Is
traceability a trust-related must-have, or is it a property that needs to be based on objective data? In terms
of white pollution by to-much-information, is it preferred to enable traceability through the whole value
chain, including preparation, production, harvesting, and delivery?
During disruption challenges like pandemics, does the platform respond adequately to health-related
awareness building? Which food safety features are expected? How important are health and safety
features in the sense of evaluating the quality of life and satisfaction?
Which sales channels are preferred by customers and which by producers? Which touchpoints in the
sales process are contributing to loyalty? Does the trade through specific channels increase the workload
on the producer side? Which barriers impact the entrance on markets, and are these barriers related to
technology or organizational factors?.
Does the platform provide enough space for distinctive health and food safety population? Are there any
incentives for providing additional services above average related to food safety? How are incidents
handled, and which risk prevention options are in place? Does the platform provide traceability in case
a producer is oriented on specific niches?
Does the platform provide features for communicating “Green deal” or data on the carbon footprint? Are
interfaces available for remote production overseeing at the producer or customer side? Is it expected to
relate production technologies with product quality functionalities?
Does the platform enable features to communicate product information in the appropriate form and by
enough product description options? How easy is it for maintaining appropriate information on products
or services?
Which issues would the producers want to be handled by the platform besides sales? Which gains can
be achieved by the endorsement of digital technologies in empowering and supporting human labor?
Which interfaces to advanced subsystems, including AI, robotics, precision agriculture, and other
innovations, are available? Which competencies are necessary to profit from the platform adoption?
Does the platform include other inbound logistic stakeholders of the eco-system? Does the platform
provide an open-data strategy in building disruption resilient eco-systems? Does the platform supply
options for managing relationships and channels to suppliers of raw materials (seedlings and seeds,
fertilizer)? Are features available which could contribute to a more efficient supply chain?
Does the platform need to provide support for innovation processes? Does this benefit the rating of
producers? How does the platform facilitate the identification of innovation potentials, design of
innovations, or their evaluation?
Does the platform include other outbound logistic stakeholders of the eco-system? Which features related
to handling orders, preparing delivery, packaging, and performing delivery should be available? How
and to which extent should intermediate actors be included in collaboration?
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Incentives and
sustainability

Producer

Regulatory
compliance

Producer

III.

Besides platform usage rewarding for customers, does the platform provide rewards for producers?
Which incentives for adopting the platform would affect producers’ readiness to adopt new technologies
in their business? Does the platform contribute to more sustainable business models?
Does the platform facilitate administrative assistance for producers in relation to regulatory compliance?
Does the platform support the producers in reaching health and safety-relevant objectives or dealing with
issues related to ensuring compliance? Does the facilitation in compliance benefit the producer, which
can be translated into better business outcomes?

CRITERIA WEIGHTING METHODS

There are many methods in multi-criteria decisionmaking that can be used in terms of weighting the criteria
in the decision-making problems. In our case, the criteria’
role is given to factors because the factors are the attributes
due to which the final platform selection is performed. It is
essential to state that before weighting the criteria, they
have to be identified and structured correctly [5]. In the
structuring process, many methods can be helpful, and
some are discussed in [6]. In our case, the criteria (factors)
are already known in the previous research [3], [7].
The criteria methods that are discussed in the scope of
this paper are:

•

In the first procedure (RR), the third (and last) step
is normalization by the sum of all reciprocal ranks

•

In the second procedure (ROC), the third step is to
create cumulative series (sequence) respecting the
reciprocal ranks. The last step is to divide each
member of the cumulative series by the number of
criteria in the model.

D. Pairwise-comparisons method and the AHP
When compared to the previous methods, the pairwisecomparisons method is more complex. Here, the Saaty
scale is used [8], [9]. It is consists of nine values. Particular
value on the scale describes the relationships between two
elements. If two elements are equally important, we use one
on the Saaty scale. If one element is more dominant than
the other, then we use the numbers from 2-9 depending on
the level of dominance.

•

Direct assessment

•

SWING method

•

Reciprocal ranks method

In this method, the procedure is as following [10], [11]:

•

Pairwise-comparisons method

1.

•

The AHP (analytic hierarchy process)

•

The ANP (analytic network process)

•

The SNAP

The creation of the square matrix where number
of rows/columns equals the number of criteria in
the problem. This matrix will be filled with Saaty
values respecting criteria that are connected with
rows/columns. On the main diagonal, we write
values 1 (particular criterion is compared to itself).

A. Direct assessment
Direct assessment is the simplest method for weighting
the criteria. In this method, the decision-maker collocates
100% on all criteria in the decision-making problem. A
complete reasoning process is happening in the decision
maker’s mind respecting his/her experience, desire and
intuition. Even though this procedure seems to be very
simple, it is not. It is always essential that experts in the
field of the decision-making problem implement this
procedure. Otherwise, the results can be dangerous for the
decision’s effects if a non-expert person implements the
direct assessment.

2.

Comparing criterion from row x with criterion in
column y: the decision maker has to give judgment
on dominance of one element over another (using
value on the Saaty scale). If x dominates over x,
the Saaty Value is interted on the position (x, y),
otherwise the Saaty value is inserted on the
position (y, x). At other position that describes the
relation between x and y, the reciprocal value of
Saaty value has to be inserted. Here, it is important
to take care on respecting the consistency:
applying the transitivity concept on the Saaty
scale.

B. SWING method
In the SWING method, the procedure is the following.
The decision-maker has to select the most important
criterion in the model and gives it 100 points. After that, for
each other criterion in the model, the decision maker judges
how much of the most important criterion falls on the
observed criterion. After this procedure is finished for all
criteria in the model, the criteria weights are calculated by
normalization by the sum of all points.

3.

Normalization of pairwise-comparisons matrix by
sum.

4.

Powering the normalized matrix until it
converges. Then, from columns of the matrix,
criteria weights can be identified.

5.

It is also possible to calculate the inconsistency
ratio, which has to be under 0.1, to conclude that
the pairwise-comparisons matrix is consistent.

C. Reciprocal ranks method
There are two ways of how to implement this method.
In both cases, the first step is to rank all the criteria in the
model. The second step is to calculate the reciprocals of the
ranks. Then the two procedures differ:
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The AHP is an upgrade of the pairwise-comparisons
procedure. Here, the criteria can be decomposed into
subcriteria and further at the lower levels. Respecting the
axiom of the dependence [12], the same level criteria have
to be compared with respect to their superior element from
one level above them. The final criteria weights are
calculated by multiplying the criteria weights of a higher
level of the hierarchy with criteria weights on lower levels
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until the last level. Creating the hierarchical structure of the
criteria is welcome because it decreases the complexity of
giving input judgments when compared to the linear
presentation of the criteria.
E. The ANP and SNAP
The previously mentioned methods can be applied in
the situation where the criteria are not mutually
independent. However, in most cases, in the decisionmaking problem, we have dependent criteria, and that
information has to be included in the procedure of
calculating the criteria weights. Here, the ANP can be used.
The ANP, as AHP, uses the pairwise-comparisons
procedure as the primary mechanism for determining the
criteria weights. In ANP, the criteria are grouped into
clusters of criteria.
The procedure is as follows [13], [14]:
1.

Creating the zero-one matrix of the influences
between the criteria and creating the matrix of
influences between the clusters of criteria,

2.

Creating the unweighted supermatrix: The matrix
of influences between the criteria is being
transformed into an unweighted supermatrix in
which the values “1” are replaced with local
priorities. The priorities are calculated by making
pairwise comparisons of criteria from the same
cluster that influence the same criterion from their
and/or different clusters,

3.

4.

5.

Creation of matrix of weights of clusters by
pairwise-comparisons of clusters with respect to
the cluster they influence,
Creation of the weighted supermatrix that is
calculated combining the unweighted supermatrix
with the matrix of the weights of clusters,
Calculating the limit supermatrix by multiplying
the weighted supermatrix with itself until it
converges.

If the criteria are weekly connected, the weights of
some (or all) criteria may be zero on end [15]. This is why
the ANP is not recommended for calculating the criteria
weights “alone” without including the model’s alternatives
in the same procedure. The ANP is characterized by the
inseparability of the criteria and alternatives [16]. However,
if we still need only criteria weights, and the alternatives
are not known, the procedure including the fictive
alternative can be implemented, resulting in the correct
calculation of the criteria weights [17].
Besides, in ANP, only dependencies between the
criteria influence the final weights when calculating the
criteria weights. The criteria strength with respect to the
goal does not have any influence on the final priorities. This
is why the SNAP method has been created. By using
SNAP, we can combine both dimensions of the criteria
weight: (1) the strength of the criterion (like in all previous
methods), (2) the intensity of affecting other elements [18].
The steps of the SNAP are as follows [19]:
1.
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Creating the matrix of priorities of elements
respecting the relations between the elements (C).

2.

Calculation of the normalized matrix of elements’
priorities (S) (starting matrix is divided by the
highest column sum)

3.

Calculate G=0.85S+0.15E (the dimension of E is
n, and each value of the matrix is 1/n).

4.

Calculate G(I-G)-1.

5.

Calculate the centrality indegree and outdegree
and their difference (r).

6.

Calculate the maximal difference between any r,
and add it to r.

7.

Normalization by sum.

8.

Agregating the previous step with results of AHP
(or another method that determines the criteria
strengths).

IV. APPLICATION OF CRITERIA WEIGHTS METHODS ON
PRIORITIZATION OF FACTORS THAT INFLUENCE THE
DIGITAL PLATFORM SELECTION IN AGRICULTURE:
DEMONSTRATION
In this part of the paper, we will demonstrate how each
of the previously mentioned methods can be applied for the
prioritization of factors that influence the digital platform
selection in agriculture.
The applications of the directed assessment method, is
demonstrated in Table II.
TABLE II.

FACTORS’ WEIGHTS USING THE DIRECT ASSESSMENT

Factor
(Customers)
Eco-friendliness
Location & time
(from farm to fork)
Relationship
history with the
producer
Payment options
Comfort &
convenience
Recommendations
(C2C2C)
Community
support
Producer’s
reliability
Trust &
traceability
Health & safety

Criteria
weight
0,05
0,1

0,1
0,2
0,1
0,1
0,05
0,1
0,05
0,15

Factor (Produces)
Sales channels
Health & food
safety

Criteria
Weight
0,1

Production
technologies
Product Quality
Resources
Inbound logistics /
Supply Chain
Innovations
Outbound logistics /
Distribution chain
Incentives and
sustainability
Regulatory
compliance

0,1

0,05
0,2
0,05
0,15
0,05
0,15
0,05
0,1

In Table III we can see the weights of the factors of
perception using the SWING method.
TABLE III.

FACTORS OF PERCEPTION – SWING METHOD

Factor
Payment options

Points Weight
Factor
Points Weight
100
0,18 Product Quality
100
0,15
Inbound logistics /
Health & safety
80
0,14
90
0,13
Supply Chain
Relationship
Outbound logistics
history with the
80
0,14 / Distribution
90
0,13
producer
chain
Recommendations
Health & food
60
0,11
80
0,12
(C2C2C)
safety
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60

0,11 Sales channels

50

0,09

50
30

Eco-friendliness

30

Community
support

30

70

0,10

Regulatory
compliance

60

0,09

0,09 Innovations

60

0,09

50

0,07

40

0,06

40

0,06

Product quality

Product

Production
0,05
technologies
Incentives and
0,05
sustainability
0,05 Resources

Digital platform in
agriculture

Comfort &
convenience
Location & time
(from farm to fork)
Producer’s
reliability
Trust &
traceability

Sales channels
Sales

Table IV. contains applications of ranking methods for
both perspectives. Due to methods’ steps, priorities for both
perspectives are the same in a specific method.

CS

M2

0,09 1,10 0,11
0,07 0,85 0,08
0,06 0,65 0,06
0,05 0,48 0,05
0,04 0,34 0,03
0,04 0,21 0,02
0,03 0,10 0,01

The presentation of pairwise comparisons method
implementation is given in Table V.
FACTORS OF PERCEPTION – PAIRWISE COMPARISONS

PO HS RH R CC LT PR TT EF CS
PO
HS
RH
R
CC
LT
PR
TT
EF
CS

1,00
0,67
0,50
0,40
0,33
0,29
0,25
0,22
0,20
0,17

1,50
1,00
0,67
0,50
0,40
0,33
0,29
0,25
0,22
0,20

2,00
1,50
1,00
0,67
0,50
0,40
0,33
0,29
0,25
0,22

2,50
2,00
1,50
1,00
0,67
0,50
0,40
0,33
0,29
0,25

3,00
2,50
2,00
1,50
1,00
0,67
0,50
0,40
0,33
0,29

3,50
3,00
2,50
2,00
1,50
1,00
0,67
0,50
0,40
0,33

4,00
3,50
3,00
2,50
2,00
1,50
1,00
0,67
0,50
0,40

4,50
4,00
3,50
3,00
2,50
2,00
1,50
1,00
0,67
0,50

5,00
4,50
4,00
3,50
3,00
2,50
2,00
1,50
1,00
0,67

6,00
5,00
4,50
4,00
3,50
3,00
2,50
2,00
1,50
1,00

Criteria
weights
0,23
0,18
0,15
0,12
0,09
0,07
0,06
0,04
0,03
0,03

In AHP, ten factors are grouped into three criteria
(Figure 1). The criteria weights would be calculated in
several steps: (1) comparing groups of criteria with respect
to decision-making goal; (2) comparing factor from each
group with respect to the group – 3 pairwise comparisons
procedures; and (3) multiplying the group weights and
weights of factors in groups to obtain the final factors’
weights. The AHP priorities are presented in Table VI.
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Figure 1. The hierarchical tree (for AHP method)
FACTORS OF PERCEPTION – AHP METHOD

TABLE VI.

0,17 1,93 0,19
0,11 1,43 0,14

Innovations

Goal

Groups

Factors

Distribu
Producr
rion Sales =0,33 =0,33
=0,33

M1

0,34 2,93 0,29

Incentives and
sustainability
Regulatory
compliance
Inbound
logistics

Outbound
logistics

Decision-making goal

Factor
Rec.
Factor (Producer)
(Customer)
Rank
1 Payment options Product Quality
1,00
Inbound logistics /
2 Health & safety
0,50
Supply Chain
Relationship
Outbound logistics
3 history with the
0,33
/ Distribution chain
producer
Recommendatio Health & food
4
0,25
ns (C2C2C)
safety
Comfort &
5
Sales channels
0,20
convenience
Location & time
Regulatory
6 (from farm to
0,17
compliance
fork)
Producer’s
7
Innovations
0,14
reliability
Trust &
Production
8
0,13
traceability
technologies
Incentives and
9 Eco-friendliness
0,11
sustainability
Community
10
Resources
0,10
support

Rank

TABLE V.

Distribution

FACTORS OF PERCEPTION – RANKING METHODS

TABLE IV.

Health and
food safety
Production
technologies
Resources (in
production)

Product Quality
Health & safety
Production technologies
Resources
Sales channels
Incentives and
sustainbility
Regulatory compliance
Inpunt logistics
Innovation
Outbound logistics

Local
weights
0,50
0,25
0,13
0,13
0,40

Final
weights
0,17
0,08
0,04
0,04
0,13

0,20
0,40
0,43
0,14
0,43

0,07
0,13
0,14
0,05
0,14

Due to the limitation of the paper size, the ANP network
is not presented, and their steps are not presented step by
step. Similarly, SNAP method steps are also not presented.
In both cases, the usual method steps are followed to obtain
the priorities. Also, here we talk to demo examples – the
data that were not collected from actual participants. The
role of this research is to select the most appropriate method
for determining the criteria weights for factors that
influence the digital platform selection in agriculture.
In Table VII, the priorities obtained by ANP and SNAP
methods are presented. Priorities obtained by AHP present
each factor’s strength, and the priorities obtained by ANP
present the intensity of affecting each factor on other
factors in the systems. Some factors can be very strong in
influencing the digital platform selection, but at the same
time, without any effect (influence) on other factors (it is
independent). Some other factors can be weaker, but at the
same time very effective on other factors. The method that
combines both dimensions of the criteria weights is SNAP,
and we can find its’ weights the most aggregative.
TABLE VII.

FACTORS OF PERCEPTION – ANP AND SNAP METHODS

Factors

AHP

Product Quality
Health & safety
Production technologies

0,17
0,08

Resources

ANP

SNAP

0,04

0,15
0,08
0,12

0,16
0,08
0,08

0,04

0,06

0,05
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Sales channels

0,13

0,09

0,11

Incentives and sustainbility

0,07

0,10

0,08

Regulatory compliance

0,13

0,10

0,12

Inpunt logistics

0,14

0,09

0,12

Innovation

0,05

0,12

0,08

Outbound logistics

0,14

0,09

0,12

The comparison of the methods is given in Table VIII.
None of the methods is dominant over all other methods.

+
+
+

+
+

Duration

+ -

Understanding

+ -

low

medium

high

low

low

low

high

very low

low

medium

high

low

high

high

medium-high

medium

high
high
high

high
very high
high

medium-high
low
medium-high

medium
high
medium
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[2]

[3]

[5]
[6]

[7]

[8]
[9]

CONCLUSION

This paper deals with presenting and comparing
different methods for prioritizing factors that influence the
digital platform selection in agriculture. Perception factors
are put in context by defining questions relevant for a deep
understanding of potential customers and producers’
expectations to gather inputs designing platform
functionalities. Further, analysis of prioritization methods
based on the methods’ complexity and their precision was
performed. This analysis allows testing the appropriateness
of intuitive multi-criteria decision models for platform
preference and is also crucial for the platform design phase.
In the final analysis, the analysis showed that the more
complex methods are also more precise. If we decide to
limit the preference models only to exact methods, we have
to decide between pairwise comparisons, AHP, ANP, or
SNAP. Using AHP over pairwise comparisons is a much
better solution if we have a higher number of factors. In our
case, the number of pairwise comparisons that are needed
in the pairwise comparisons method is 45, while in AHP, it
is 15. Using the ANP, we would not recommend it since it
does not cover the strength of the analysis criteria, and there
is a poor understanding of its steps. Finally, if we want to
include affecting other criteria, the SNAP would be highly
recommended.
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Abstract – The article is devoted to the application of
digital platforms and solutions in science and innovation
policy field for the development of local innovation
landscapes. The development context of local innovative
landscapes is considered within the framework of
sustainable development issues. The possibilities of using
digital platforms and solutions for analytical purposes are
determined. Methodological and practical aspects of
creating a digital-based regional technology transfer
network are proposed.
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I.

INTRODUCTION

During the innovation process, knowledge is
transformed into technology, products and services. At the
regional and territorial levels, this process is carried out
through an innovation landscape, which is a set of
institutions and links established in the region that ensure
the transfer of technology and knowledge between
organizations, businesses and regions.

landscape. The article proposes a revised digital tools
implementation framework, which acknowledges trends
and supports local innovation landscape development in
increasingly dynamic environments.
II.

REVIEW

Industry 4.0 revolution causes the transformation of
social and economic systems [1]. This fact deals with the
integrated approach context, given in [2]: “decision
makers need to identify the optimal combination of
solutions. Determining a suitable, tailored innovation mix
for each country requires a systemic approach –
combining innovations in technology with those in market
design, business models and systems operation”. Among
such innovation mix framework KPMG experts note
localization [3] as a tool of adaptive management. The
innovation landscape has significant potential for
innovation mix practical implementation at the local level.

In the conditions of formation of knowledge economy
the urgent task deals with the development of tools of
management of innovation development; development of
models of innovation infrastructure, evaluation and
forecasting of innovation policy results, ensuring the
coherence and coordination of actions of all actors. At the
same time, one of the main problems is modeling the
relationship of elements of the local innovation landscape
and modeling their impact on sustainable development.

As part of innovation landscape development it is
important to consider the change from off-line to on-line
information, communication and services, affects relations
and processes in ways that are fundamental for social life
and society [4]. Digital innovation landscape links diverse
entities such as processes, products, services,
organizations, industries, and communities, as they draw
on resources, including technology, attention, and
knowledge, to create and realize the value of digital
innovations [5]. Digital marketing tools in value chain of
innovation product are important for innovation landscape
development [6].

In this context, the innovation landscape is a promising
and relevant subject of study, as it is now becoming
increasingly important to ensure the competitiveness of
the economy. To characterize the innovation landscape, a
variety of indicators can be used, among which are the
following: the number of organizations performing
research and development; number of staff engaged in
research and development; volume of innovation products
etс. However, having a certain number of organizations or
staff does not mean that their actions are aimed at
sustainable development. That is why there is a need for a
more thorough study of the interaction of the innovation

The review takes us on a journey across diverse digital
landscapes drawing on different theoretical perspectives
[7]. The by now established area of research on
information and communication in digital society gives
insights into technologies and the way they affect sociodemographic distribution effects [8]. According to [9]
digital innovations introduces a new open-ended value
landscape to anyone seeking to generate or capture new
value. Digital resources serve as building-blocks in digital
innovation, and they hold the potential to simultaneously
be part of multiple value paths, offered through design
recombination and assembled through use recombination.
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These issues require the new innovation policies [10].
Within these issues we can mention the OECD
Analytical Reports [11; 12], which notes that digital
platforms and solutions in science and innovation policy
field (DSIP) increasingly link different sources of
information and use new technologies and applications
that are increasingly used for innovation analytics.
Innovation analytics is a well-established practice used by
managers to identify strengths and weaknesses in
innovation. Existing audit frameworks fall short, however,
because they neglect such major trends that currently
transform the innovation landscape [13]:


shift from closed to more open innovation models;



shift from providing physical
industrial product-services;



shift from analog to highly digitalized world.

products

to

The paper [12] discusses policy instruments to support
digital innovation targeting such objectives:


policies aimed at enhancing digital technology
adoption and diffusion, including demonstration
facilities for small and medium enterprises
(SMEs);



initiatives that promote collaborative innovation,
including via the creation of digital innovation
clusters and knowledge intermediaries;



support for research and innovation in key digital
technologies;



policies to encourage digital entrepreneurship.

All given points and approaches can be realized within
the regional innovation policies [14; 15] using different
methodological approaches, including technological
package [16], research and development (R&D) and
education technologies (EdTech) resources [17] and
resource security management [18].
III.

INNOVATION LANDSCAPE ANALITYCS

The problem of innovation landscape elements
interaction and modeling of their impact on sustainable
development is practically not considered from the point
of view of strategic management and decisions providing
tools. In this regard, there is a problem of creating models
for decision-making on strategic development, i.e. models
that allow to interpret and analyze existing information
about the external and internal environment of the
innovation landscape, to establish relationships between
development factors, to monitor the region (territory) to
strategic development guidelines.
That’s why the first important aspect of DSIP
application is analytical [19; 20]. Innovation analysis is a
unified information system of qualitative and quantitative
indicators, criteria and methods designed to assess the
need, ability, feasibility and effectiveness of introduction
and use of innovations in the activities of local entity
without compromising its further functioning. From a
theoretical point of view, the importance of innovation
analysis can be illustrated through the development of the
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theory of managed economy in terms of justifying the
choice of vector of controlled variables. To achieve
adequacy, it is necessary to increase the variety of
problem statements with different innovation processes
vectors.
The next aspect of the problem is related to the
functional,
information-logical
and
mathematical
modeling of the structure and parameters of the innovation
landscape depending on the innovation landscape
(creation and implementation of innovations). The biggest
problem is the formation of criteria for the possibility of a
particular variant of the innovation landscape or even its
optimality. The wrong selection of criteria can lead to the
systematic degradation of sustainable development. It is
important to create tools for modeling and managing local
innovation development with simultaneous and multiple
innovations. Based on the described theoretical and
methodological provisions the development of a model for
diagnosing the innovation landscape is based on the
following requirements: the model is intersectoral; takes
into account resource constraints, exogenous model
control parameters should be mainly policy parameters.
There are the following areas of research related to the
development of a methodological framework and a digital
instrumental environment to support strategic decisionmaking on the innovation landscape. They provide such
stages of innovation landscape strategic management:


evaluation of individual projects and selection of
optimal
innovation
structures
for
the
implementation of innovation project (e.g., an
intelligent information support system for
innovation activities based on multi-agent
approach);



development of integrated indicators for assessing
the innovation landscape (for example, a
generalized indicator of innovation development
of the economic system, based on a system of
resource and functional indices that determine the
innovation potential and innovation activity);



methods of analysis and planning of local
development on certain aspects of innovation
landscape development (information, financial,
personnel, criteria of infrastructure support, etc.).

To achieve the analytical goal, it is necessary to form a
variable model of the innovation processes set impact on
local sustainable development. The economic and
mathematical models will expand the theoretical and
methodological base and identify of local development
factors, including the main indicators of the innovation
landscape, explore their relationship in two interconnected
systems
“innovation
landscape
→
sustainable
development” and “sustainable development →
innovation landscape” and develop a forecast system
“local sustainable development” taking into account the
innovation factor. The managing the innovation landscape
as a process of long-term development planning begins
with the forecasting of environment development. The
environment in these areas largely formulates the
requirements for development indicators, and hence the
quality of the management system of innovation landscape
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as a degree of compliance with these requirements. At this
stage, a general forecast of the development of the
innovation landscape for a certain period of time. Based
on these requirements, the DSIP for innovation landscape
analytics should include the following components:

characteristic of innovation activity based on the
receptivity to innovation, we can identify areas of
implementation of DSIP.

1. Database of facts about innovation landscape
(elemental composition, achieved innovation indicators).

Innovation activity, both as a process and as a result,
always has the properties of communicativeness, cannot
exist and be realized without organizing systemic
connections between the stages of its implementation.

2. Base of models for substantiation and decisionmaking in conditions of uncertainty at the stages of data
analysis (current state of innovation landscape), selection
of alternatives for innovation development, as well as
assessment and forecasting the consequences of decisions.
When creating decision-making models, one of the most
important stages is the stage of constructing membership
functions that describe the semantics of the basic values of
the variables used in the model. To choose the methods
the following requirements can be formulated:


to create a model, it should be possible to
formalize the information received from various
actors in the decision-making process;



this model should take into account the specifics
of the factor of innovations development,
described by sustainable development concepts.

3. Software subsystem that provides interaction
between the system user and the database. It manages the
creation, storage and recovery of models on a model basis
and integrates them with the data in database.
For DSIP system for innovation activity evaluating a
set of methods for evaluating innovation activity can be
formed (Table 1).
TABLE I.

IV.

The results of research [15] suggest that Digital
Innovation Hubs (DIHs) despite their emerging and trialand-error stage are designed for promoting multi-actor
collaborative platforms including non-local actors to
stimulate transition into Industry 4.0 by promoting placebased collaboration alliances that respond to local/regional
contextual specificities and demands. These regionalbased platforms facilitate public-private partnerships that
co-design policy initiatives resulting from co-participation
and negotiation of spatially-bounded oriented initiatives
for digitizing. E.g., Navarra Region DIH started in 2016
with the name of «NAVARDMIHub». With the support
of regional government in 2020, the DIH has evolved to
«IRIS: European Digital Innovation Hub Navarra». The
DIH aims to exploit the synergies and capabilities already
organized in the regional innovation ecosystem, in terms
of partners and capabilities promoting innovation,
technology transfer, business creation, testing and
experimentation, and training and dissemination for the
digitalization [21]. Services provided by the Hub that
summarizes their activities are the following:


tailored training and talent: development of
technology profiles to drive the digital
transformation of businesses (access to degrees,
masters and doctoral programs; data science
laboratory; etc.); internationalization of talent
related to digital transformation; scheme to attract
international talent;



consultancy: awareness raising and skills
development; intervention by designing pathways
and technology pathways for digitalization;



R&D. Knowledge transfer: development of new
products and processes; collection of information
on your processes and production environment;



experimental validation of the application of new
technologies to products and processes;



exchange of good practices: access to the
technologies available in European Network of
Digital Innovation Hubs and it is also a space to
share experience and ideas;



entrepreneurship:
complete
accompaniment
program, facilitating the creation of new
companies and the differentiation and drive of
new projects;



access to funding: private and public funding /
regional, national and international funding.

METHODS FOR INNOVATION ACTIVITY EVALUATING

Evaluation aspect
Orientation of innovation
activity of the enterprise
on consumers

Methods
Methods of analysis of strategic
development schemes, point-rating
assessment, technical level map

The level of development
of the innovation
environment
Level of process approach
implementation

Methods of detailed analysis, diagnostic
assessments, complex qualimetric
assessment

Level of system approach
implementation

Dynamics of constant
improvement

Constructive decisions of
innovation landscape
development of the

Method of performance evaluation
Methods of indicators balanced system,
evaluation of relative effectiveness,
evaluation of performed functions system
Method of estimation of constant
improvements in system "costs performed functions", dynamic indicators
estimation, complex qualimetric
estimation
Methods for evaluating of decisionmaking based on deterministic factor
analysis, evaluating of decision-making
based on performance indicators
optimizing, evaluating of decisionmaking based on stochastic factor
analysis
Method of evaluating the effectiveness of
contacts

Level of interaction with
contractors in the
management of the
innovation landscape
Source: author`s generalization

Considering the innovation landscape as a complex
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REGIONAL TECHNOLOGY TRANSFER

We also believe that only the state's active
involvement in creating of technology transfer centers
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both at the legislative level and with the help of long-term
financing can solve the problem of innovation processes
intensification. State participation must also be manifested
in tax support of companies that are involved in
innovation retooling.
Another essential component deals with clear rules of
state incentives of technology transfer. International
technology transfer has long been one of the most
profitable exports of countries like the USA, Japan, Israel
and the UK. Leading American universities have been
long engaged in developing and implementing high-tech
products and technologies on orders of large businesses
and public corporations for amounts that are measured in
billions of dollars. This trend can also be seen in the
development of European education and has become an
essential indicator of university rating, its scientific
potential, the requirements of accelerated social and
economic development, and its competitiveness as a
whole. It also determines its status in the formed global
education market and innovation. In many universities in
Germany and Poland, the income derived by scientists for
teaching several times smaller than for research
performance.
In the future, within the framework of practical
implementation of the Quіntuple Helіx model, we propose
to consider the project of the creation of a regional
technology transfer network. Within the project, we
propose establishing an innovation hub methodology
designed to ensure communication and coordination of the
regional economy's subsystems and external environment
to achieve its strategic goals (Fig. 1). The network will
carry broad interdisciplinary themes, which will be
formed according to the development priorities and the
authorities' participation.
In the future, we propose to change the organization
form of the center to a closed joint-stock company,
participants of which will include representatives of nongovernmental organizations of innovation development
and a regional consortium of research organizations (i.e.
Multі-Іnstіtute Model). Regional administration will be a
leading member of the coordination committee to ensure
the public-private partnership principle's implementation.
It will attract investment funds for project realization
using a market-oriented entrepreneur strategy.
The main activities of the center (problem-oriented
modules) considering the local level will include:
1) promotion the processes that will facilitate the
technology transfer through licensing or establishing spіnoff companies, development of methodological and
information materials of technologies application;
2) problem solving of regional development with
environmental and economic trends (development of
measures for energy efficiency of different sectors);
3) implementation of projects according to the selected
priorities (business planning) based on a cluster strategy;
4) looking for investors for the realization of high-tech
projects and establish a private investment fund;
5) analytical functions (forecasting based on
technology
foresight
methodology
in
regional
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development, industry expertise of projects).
The main activities of the network will be:
1. Transfer of technology:
– use of methodologies such as Smart Up in the
incubation of high-tech companies, venture capital
projects offering the following model of cooperation:
remuneration only after attracting investment in the
project, the direction of the project on the attractive
markets, preservation of capital, attracting cheap or "free"
investments in the form of grants, SWOT-analysis of
project, measures to strengthen the weaknesses of the
project, development of geo-card possible further project;
•
development of international cooperation in the
area of transfer, attracting world-class experts for training,
counseling and expert evaluation of projects;
Business

8
`
7
`

1
8

2

Government

4

7
6
6
`

1
`
3

Center
of tech
transfer

Science
institutions

2
`

3
`

5

5
`

4
`
Global innovation system

Centre's activities:
1 - Technological audit and mapping of advanced technologies; 2 proposal for technology transfer; 3 - Recommendations concerning
priorities selection; 4 - support activities;
5 - monitoring; 6 - technology offers; 7 - proposals for
cooperation; 8 – order for technologies
Former Communications:
1'2'3'4'5'6'7'8'
Figure 1. Scheme of the regional technology transfer network
Source: author`s generalization



creation of an e-portal of remote scientific advice
is a cooperation of innovation business, which
will differ from existing analogs;



creation of Fabrіcatіon Laboratory for tech
projects;



integration of national research results to EU
networks,
information
services,
business
cooperation and internationalization;



creation of a center of collective using of research
profile as a property complex (based on the
material base of higher education or research
partner organizations), which provides a mode of
collective use of scientific and technological
equipment of structural subdivisions of the
primary organization and foreign users.
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2. Ecological and economic problems: perfomenscontract methodology based on innovation energy
efficiency technologies, based on the provision of services
in complex practical energy-saving center with
reimbursement of their costs and financial gain from the
actual effect of activities.
Services in sustainable development spheres, based on
DSIP, will consist of the following elements:
1. Basic services – services which are necessary for
the development and implementation of an integrated
project at customer facility from the initial technology
audit through control savings estimation;
2. Integrated actions according to the needs of a
particular object, which for example, can include analysis
of energy efficiency, the potential of alternative energy
sources, water treatment and applying of environmentally
friendly materials and operations;

[2]

[3]
[4]
[5]

[6]

[7]

[8]

3. Project financing – the long-term financing of the
project, provided by the third side of company financing;
4. Cluster strategy: selection and facilitate integration
into international innovation clusters region actors,
developing the concept of clusters innovation
development, including constructing the list of target
directions and development scenarios.
5. Analytical functions: service policy analysis in the
innovation development context, creating the information
environment and monitoring the real sector's needs.
V.

CONCLUSION

This research identifies new innovation practices,
challenges and opportunities that arise for local managers
along new innovation management trends based on digital
component. Authors prove that analysis of innovation
landscape requires the involvement of special knowledge
in the field of economic and mathematical modeling of
innovation processes within the sustainable development
and the development of appropriate digital technologies.
The practical aspect of using digital tools in the
innovation landscape is examined using the example of a
regional technology transfer center. Its functioning is
designed to ensure sustainable development of the region
on an innovative basis through the provision of
communications. The applied significance of developed
model lies in the possibility of its application for the
development of measures to improve innovation, both in
individual regions and the country as a whole.
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The Role of Business Processes in Digital
Transformation of the Organization
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Abstract - Business processes reflect the nature and the
reason of existence of the organization. They determine the
structure of information system that supports them. There
from comes the importance of business processes, as well as
culture and technology within the organization. Nowadays,
when organizations are under great pressure from
competitive market and changes in the environment, the
capability of changing its own processes through digital
transformation paradigm will play the main role in
sustaining the organization's position on the market.
Although digital transformation is a contemporary term, it
covers the usage of existing methods from different areas
like business processes, management by measurement,
organizational culture etc. The way we see business
processes is usually through process models. Regardless the
notification we use, these models help in understanding the
way organization does its business and are the basis for the
work optimization/redesign, activity-based costing analysis,
or the development of information system’s architecture.
This paper proposes a set of methods related to business
processes that can be used in digital transformation of the
organization itself or digital transformation of virtual
organization encompassing all the members of industry
product or service value chain.
Keywords – business process, digital transformation,
virtual organization

I.

INTRODUCTION

After human civilization had moved from industrial
into information age, information was recognized as a
commodity with its own value. The rate of change within
the environment of an organization is increasing daily and
hence is the inner entropy within the organization. In
trying to reduce this entropy numerous approaches have
been introduced, the latest one, being the umbrella term, is
digital transformation (DT). The idea appeared in late
1990s, and again in 2000s. A huge research has been done
in this area lately which proves its significance [1]. Digital
transformation is more likely to be a framework than a
strict methodology, or set of methods for improving the
business processes, organizational structure or the entire
product or service value chain. Given the modern IT
technology, this framework encompasses all the efforts in
developing the solid business models, optimized
processes, proper organizational structure, and adapted
management skills.
Regardless of organization’s mission or product or
service orientation, digital transformation framework has
the common elements: use of technologies, changes in
value creation, structural changes, and financial aspects
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[2]. While considering the digital transformation as a
contemporary concept, the methods used in its different
areas are already known, except for new technologies. The
way and the order in which these methods are
implemented is something new. If we compare business
processes reengineering (BPR) as an approach, with
digital transformation, certain similarities can be found.
The famous quotation “do not automate, obliterate”
represents the essence of BPR [3]. The idea was to have a
new start, because just trying to speed up processes as
they are, by implementing computers and software, no
mayor success can be expected. Although it has been
proven to be the truth, this approach alone, without
considering organizational strategies, value chain,
management or customer orientation is not sufficient
nowadays.
The
further
development
towards
digital
transformation was in a form of strategic planning of
information systems [4]. The idea was to come up with an
information systems development methodology as a set of
different methods to increase the importance of
information systems and to bring it up to the top
management level. The architecture of the future
information system (IS) was supposed to be aligned with
business strategy whereby business architecture contribute
to clarify the complexity within an organization. This
forms a useful starting point for development of
subsequent functional, information, process and
application architectures which contribute to an adequate
ICT-governance and orchestrate the resources for critical
business activities for e-business efficiently [5].
Another crucial concept in digital transformation is
organization’s value chain. The application of value chain
model results in rough architectures of business processes
and information system. The interrelation between
organizations value chain and its information system has
been well stated in [6] as one of five critical factors for
managerial consideration for an effective business value
chain. If the value chain extends to all participants in
product/service life cycle, then we come to virtual
organization. In its very nature, virtual organization is
about information integration and business processes
alignment and integration of all participants in
product/service life cycle, from suppliers to customers [7].
This paper proposes a set of methods that can be
useful within the framework of digital transformation and
are related to value chain, business processes and virtual
organizations.
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II.

VALUE CHAIN

The value chain concept was completely perceived by
Michael Porter. He introduced this term in his book
Competitive Advantage in 1985 It is basically believed
that each organization consists of a set of
processes/activities performed within the framework of
specific functions for the purpose of engineering,
production, marketing, delivery, and maintenance of
organization products/services. Information technology
used to support the value chain processes is usually in a
form of enterprise resource planning (ERP) systems.
These systems equipped with modern technologies like

•
It is focused on finding an answer to the
question: “How does business technology add value
(mission or profit) to meet the users’ needs?”
•
It enables combining business units’ approach
with other approaches in strategic considerations on
organization development.
•
While performed, it is independent from the
organization structure. Furthermore, it suggests a natural
organization structure for defined business processes.
•
Sequential running of the primary functions
process leads to the product/service life cycle. This life
cycle can be used in business technology matrix analysis
for defining the architecture of the organization’s
information system.
•
If
an
organization
produces
several
products/services, the life cycle of each can be determined
individually.

Figure 1. Organizational value chain, source: M.Porter, 1985

cloud computing, mobile technologies and internet of
things, can significantly contribute to digital
transformation of the organization [8]. The cloud
computing role in digital transformation is deliberately
analysed in [10]. All the processes may be represented in
the form of a value chain (Figure 1). By sequential
performance of processes represented in the value chain, a
private organization increases its profits, and a public
sector organization fulfils its mission.
In general, all organizational functions (and
appertaining processes) can be divided into two groups:
a) Primary functions, whose processes form a linear
course from suppliers, through business processes to
buyers. These are the functions/processes that the
organization needs to perform in order to survive (core
business). In the performance of these functions/processes
direct value is added to the final product/service.
b) Support functions which spread through the
entire value chain and do not represent “core business” of
an
organization.
However,
without
these
functions/processes the organization could not perform as
a uniform unit and the synergy effect of primary functions
would be unreachable.

All these features make the value chain a useful tool for
digital transformation, especially in analysing the impact
of modern technology on the improvement of business
strategies and the improvement of management
supervision of business operations. The value chain of an
organization does not exist on its own, isolated. It is a part
of a wider value system, the so-called industrial value
chain. The industrial value chain completely connects all
value chains on the “way” from raw materials to the
consumption of the final product. According to [11], value
chain analysis is equally applicable to vertically integrated
organizations as it is to virtual organizations and allows
the identification of value-added flows through the value
creation process within both the industry and the firm. The
analysis of the industrial value chain creates prerequisites
for the application of modern technology in a virtual
information system consolidating all members of
product/service life cycle.

III.

BUSINESS PROCESSES

In observing the dependence of business operations of
certain organization parts on ICT on one hand, and
possible savings resulting from the application of ICT in
those organization parts on the other, we come up with
two-dimensional space, which represents the transformed

As value chain model of an organization is one of the
analysis forms of business activities, it is crucial for digital
transformation. The objective of this analysis is
determination of the organizational structure and
development of related information system architecture
[9]. The value chain model is an important part of digital
transformation for the following reasons:
•
It separates primary from support business
technology functions (processes).
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Figure 2. Significance of ICT application in supporting business
processes within the digital transformation framework, source: author
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McFarlan development matrix (also known as the “Boston
Square”) [20]. The matrix with examples of analysed
processes of an imaginary hotel organization is show in
Figure 2.
Business processes are viewed considering the use of
information technology according to two criteria: (1) what
are the expected savings which can result from the
application of new ICT and (2) to what extent is the good
execution of processes conditioned by the application of
modern ICT. If these criteria are viewed as two
independent variables and are placed on the axes of a twodimensional coordinate system, a minimum of two
discreet values on each axis determined (the contribution
of new ICT to the reduction of system functioning costs,
i.e. savings: high-low, the dependence of good execution
of processes (efficiency and efficacy) on contemporary
ICT, i.e. conditioning: high-low), a matrix with four fields
is obtained. The key is to understand that the existing,
planned, and potential ICT applications for supporting
organization’s business processes are analysed. If the
utilization of ICT in specific business processes is called
application, then the matrix shows applications and the
entire matrix is known as application portfolio. This
method if used, could improve the digital maturity of the
organization according to guidelines for reaching the
digital maturity in ICT and process infrastructure part [8].
If exploratory digital transformation maturity model is
considered [13], the above method is useful for its
operations part especially in determining the DT business
processes priorities

IV.

Business
process
reengineering
represents
fundamental consideration and a radical modification of
business processes for the purpose of achieving dramatic
improvements in critical, contemporary measures of
organization performance, such as costs, quality, service,
and speed. The important term here is business process. At
the same time, redesigning the processes creates the most
complex difficulty to modern management. Most
businessmen are still not “process oriented”, but rather
oriented towards terms such as work, task, staff,
organization structure etc. Although information
technology plays a large role in designing processes, it
should be made clear that designing the processes in its
nature, is not ultimately the automation.
Researches still show that requirements engineering
approaches for implementing new technologies do not
encompass
business
strategy,
although
digital
transformation framework requires it.
One of the methods to be used in planning business
process reengineering, is business technology matrix [20].
In its very essence this is processes/data classes matrix.
This simple method belongs to a group of low-resolution
methods, as processes and data classes are the ones
analysed in the matrix, and not detailed activities and
elementary data (Figure 3).

DT FRAMEWORK: BUSINESS PROCESSES REDESIGN

The significance of business processes within the
framework of DT is not up to debate at all. An analysis of
different DT maturity models has shown that almost every
model contains processes as a part of maturity assessment
[13]. In some cases that part is named “operations” and in
others “processes” or “process digitization”. Process
digitization is not just implementing new technology on
existing processes, but more likely preparing and
optimizing processes for taking benefits of new
technology, like mobile or cloud applications are. The
idea of preparing the processes prior to implementation of
new technology is not a novel one. It started with James
Martin [19], as information engineering in 1989. and
spread out through the concept of strategic information
planning methodologies [20]. Later on it has focused to
process reengineering [3]. The idea of designing business
processes (models) in relation with organization mission
and strategic vision is in very essence of DT [2].
The value chain analysis, as well as the BCG matrix
analysis, provides enough elements for strategic
consideration of business process reengineering.
Determining business processes and their sequence
according to the product’s/service’s life cycle (Value
Chain), as well as determining the influence of ICT
application to business operations of an organization
(BCG matrix) are prerequisites for quality business
process reengineering. That is the starting point in
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increasing the organization’s efficiency and implementing
new technologies through DT.

Figure 3. Business technology matrix, source: author

Processes (P) are presented as rows and data classes
(dc) as columns of the matrix. The content of rows depicts
input data classes (Read) and output data classes (Create)
that each process read and create, respectively.
By aligning matrix business processes according to
product/service life cycle, natural business units of an
organization are obtained, as well as the architecture of the
organization’s information system. Thus, processes are
clustered according to the life cycle of the product/service
that the organization is producing. The result of the
application of this method is two-fold: (1) the organization
is naturally structured according to its business units,
regardless of current organization structure and (2) the
architecture of a single information system is determined.
The resulting business units must meet some
requirements:
•

the boundaries of business units must be clear

•
business units must be small enough to enable
direct further analysis
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•
business units must be large enough to use the
advantages of sharing the data basis
•
business units must not overlap with another
business unit
•
generally speaking, the data from one business
unit should not be updated by another business unit.
Using this method two dimensions of DT maturity
models could be analysed: organization and
processes/operations [13].
Unlike clustering processes according to life cycles,
there is a method of process clustering according to
affinities. This method is based on the same business
technology matrix. (Figure 4).

Figure 4. Busines processes affinities, source: author

Matrix in the Figure 4 represents the relationship
between processes and data classes and is read, for
example, “process P1 operates with data classes dc1 and
dc3, regardless of type of operation (read or create). By
calculating the affinity between processes using
expressions in Figure 4, the matrix in Figure 5 is obtained.
By selecting the largest affinities, the grouping of
processes into clusters (potential organizational units)
begins.

While the second case is related to data base planning,
i.e. the organization’s information system, the first case is
related to grouping business operations into organization
units (divisions). This once again confirms that, in this
digital transformation age, organization development
methods and information systems development methods
are closely linked and point to the possibility of existence
of common methods, or a common meta language for the
development of organizational and information systems.
Thus the importance of these methods is spread not just to
organization and processes dimensions of DT framework,
but to software technology dimension, too [23].
Different researches show that the overall effort in
business process redesign cannot be defined in the form of
a “standard operating procedure”. Therefore, no recipe
exists which could be used for preparing business
processes in a frame of digital transformation. It would be
much more precise to state that a framework for
successful implementation of digital transformation in
processes and organization dimensions contain a number
of methods, while the choice and the order of application
of specific methods depend on the organization. A
possible scenario of preparing business processes for
digital transformation, could be as follows:
a) Modelling existing business processes of an
organization (BPMN diagram); Result: overview of
existing processes and exchange of information/material
flows among them.
b) Analysis of the organization’s business processes
(value chain). Result: understanding the nature of the
organization, separating primary from support processes,
rough indication of business units and possible
information system units.
c) Analysis of the organization’s business processes
(BCG matrix). Result: Development priorities for
information system application groups, according the
dependence of business processes on ICT and potential
savings in applying ICT to those processes.
d) Analysis of the organization’s business
technology (business processes) by applying the business
technology matrix. Result: Future architecture of the
organization’s information system, with all its subsystems;
optimum organization structure with business units.
e) Analysis of affinities among activities and
entities. Result: for each business unit obtained under d) –
clustering entities into data base cores and grouping
activities into organization units.

Figure 5. Busines processes affinities, source: author

The affinity grouping method has a two-fold role:
1. Processes are grouped into cores (clusters,
organizational units) of a future optimized organizational
architecture.
2. On the other hand, if data classes are grouped
instead of processes (Figure 4), the basic structure of
future database is obtained. Affinities between data classes
direct towards the process responsibilities for data groups.

MIPRO 2021/DE-DS

f) Development of dataflow diagrams. Result: the
structure of the future application solution and application
modules logic.
g) Development of a new business data model
(entity relationship diagram). Result: proposal of the
future application data base structure.

V. VIRTUAL ORGANIZATIONS
Nowadays, organizations cannot be viewed on their
own, but within the framework of the environment they
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operate in (industrial value chain). Therefore, every digital
transformation effort not taking the organization
environment into account would, at the very least, be
condemned to uncertainty. Furthermore, fast development
of new technologies, like mobile or cloud-based solutions,
would make it more difficult to succeed in DT projects, if
organization environment was not taken into account [16].
With meeting legal requirements, developed Intranet
infrastructure enables the development of extranets, i.e.
virtual information systems whose subsystems are
information systems of individual participants within the
life cycle of the product/service. A new wave of business
processes redesign, using contemporary information
technology, breaks the “walls” which separate individual
organizations from one another. Business processes do not
stop at the gate of organizations but form a new alliance
called virtual organization. A virtual organization can be
defined as an alliance of enterprises that come together to
share skills and resources, in order to better respond to
business opportunities and are enterprises whose
cooperation is supported by information technology [18].
The development of products, planning, distribution,
and numerous other business processes are interorganizational in their nature, thus linking the entire chain,
from suppliers to end buyers. Each organization involved
in the life cycle of the product/service thus becomes a
single wheel in a complex mechanism. In order for this
mechanism to operate as a whole, and to utilize the
synergetic effect of all organizations in the mechanism, it
becomes a single virtual organization, with a single
information system. Although each organization retains
privacy of a larger part of its data, interfaces among
organization’s information system (mechanism parts)
must remain transparent.
When analysing the influence of electronic commerce
on an organization, the possibilities for the buy-side and
the sell-side of e-transactions should be identified, since
information systems with different functionalities must be
developed within the organization – one is the buy-side
functionality and the other the sell-side functionality. The
possibility for the organization’s information systems on
the buy-side and the sell-side to be technologically
supportive is very scarce. The buy-side e-commerce refers
to transactions ensuring the resources that the organization
needs from the suppliers. The sell-side e-commerce refers
to transactions included in the selling of products/services
to the organization’s buyers.
In distinguishing the buy-side and the sell-side of ecommerce, different aspects of management of the
organization’s supply chain are observed [17]. Supply
Chain Management represents the coordination of all
supply activities within the organization, from suppliers to
the delivery of products/services to users. The possibilities
of using e-commerce in directing and reengineering the
supply chain are numerous.
The value chain enables finding ways in which supply
chain activities can add value to products and services
delivered to customers. An internal value chain exists,
which refers to supply activities in the organization itself,
and the external value chain, where supply activities are
performed by partners.
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The development of an information system which
would support the entire supply chain, i.e. support all
business processes founded along the life cycle of the
product/service, should be planned, and developed within
the processes redesign effort. This effort would be unique
to all organizations forming the supply chain, or whose
processes are performed along the life cycle of the
product/service. The overall effort in redesigning the
processes of all members in supply chain is shown in
Figure 6.

Figure 6. Analysis of supply chain processes, source: author

Processes of supplier (P1, P2), intermediary (P3, P4),
Organization (P5, P6), and Byer (P7, P8) are considered
simultaneously as a whole along with the data classes they
read or create. Affinity analysis will group all these
processes into semantic classes which form the
architecture of virtual organization that encompasses all
the supply chain members. This represents the process
dimension of supply chain digital transformation.
One possible scenario for building such virtual
enterprise architecture would be as follows:
a) Modelling the existing business processes of all
supply chain participants (supplier, intermediary,
organization, buyer). Result: overview of existing
processes of product/service life cycle and exchange of
information/material flow between them.
b) Analysis of business processes of all supply
chain participants (value chain). Result: value chains of all
supply chain participants.
c) Analysis of business processes (value chain).
Result: forming a single value chain (industrial value
chain) on which all product/service life-cycle processes
lie. In other words, forming a value chain of a virtual
organization which includes all supply chain participants.
d) Analysis of the virtual organization’s business
processes (BCG matrix). Result: Development priorities
of application groups of virtual organization’s information
system, according the dependence of appropriate business
processes on ICT and potential savings in applying ICT to
those processes.
e) Analysis of the virtual organization’s business
technology (business processes) by applying business
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technology matrix. Result: Future architecture of the
virtual organization’s unique information system, with all
its subsystems; defining virtual business units.
f) Development of dataflow diagram of a virtual
organization. Result: the structure of the future application
solution and the logic of application modules to be used
for drawing up interface applications among supply chain
participants.
g) Development of a new business data model
(entity relationship diagram). Result: proposal for the
structure of the future single data base of the virtual
organization.

VI.

CONCLUSION

Digital transformation is a multilayer and
multidimensional effort for changing the organization
while anticipating the role of contemporary information
and communication technology. It is a multilayer and
multidimensional process encompassing organizational
culture, role of C-level management, organization,
processes and modern technologies like mobile or cloud
solutions. Business processes are to be prepared and
optimized if digital transformation is to be successful.
Although digital transformation is widely accepted
paradigm nowadays, redesigning business processes and
creating new business models rely upon methods that have
already been in use for some time.
Value chain analysis, business processes redesign,
BCG matrices, affinity analysis and virtual organization
concept, if properly applied, are useful tools for
organization and processes dimension of digital
transformation. Using this methods, higher levels of
digital transformation maturity could be achieved.

[2]
[3]

[4]

[5]

[6]

[7]

[8]

[9]
[10]

[11]

[12]

[13]

[14]
[15]

Holistic approach in digital transformation,
encompassing all its dimensions, would require new
paradigms that are beyond existing methods. Three areas
of expertise are promising for future research: (1) methods
engineering for development of new possible methods, (2)
metamodeling for defining the digital transformation
repository gathering all the concepts of digital
transformation under one umbrella, and (3) creating new
ontologies as a set of concepts and categories in a digital
transformation area or domain that shows their properties
and the relations between them.

[16]

[17]

[18]

[19]
[20]
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Abstract - The managers in the tourism industry, as in any
other industry, rely on the data and information to support
the decision-making process. The data can be generated from
within the business or it can be obtained from publicly
accessible databases, various research, questionnaires, and
surveys. Among the most important surveys for Croatian
tourism are TOMAS surveys on attitudes and expenditures
of tourists. The results of these surveys provide a relevant
basis for tourism management at the national and regional
level. In order to provide better insight into the survey
findings, the Institute for Tourism created an interactive
website using Microsoft Power BI platform. This paper
describes the main steps required to transform data prepared
for classical statistical presentation to data suitable for the
use in the data visualization software like Power BI. The
specified steps can be used as the basis for a systematic
approach to the preparation of the survey results for the use
in the Microsoft Power BI platform.
Keywords – Power BI; Data Visualisation, TOMAS

I.

INTRODUCTION

The business environment constantly changes. Private
or public business organizations, government and public
administration are under pressure to respond quickly to
different conditions and to adjust the way they operate.
Such activities require organizations to make frequent
strategic and operational decisions. Making such decisions
is impossible without acquiring relevant data, information,
and knowledge.
For data and information to be useful, they should be
presented in appropriate manner and access to them should
be quick and simple. There is a general agreement
nowadays that visual presentations of data serve as
fundamental components of cognitive functioning and
behavior [1]. According to Gelman and Unwin [2], there
are at least six reasons to apply data visualization: giving
an overview, to show scale and complexity of the data, to
allow data exploration, to communicate findings, to tell a
story, and to attract attention and stimulate interest. The
first three reasons are about discovery – showing data
without interpretation and allowing the reader to conceive
own interpretation, while the last three reasons are about
communicating a message.
The recent advances in data visualization have been in
large part driven by the development of computer
applications which allow interactive content. Data
visualization can be shown in a web browser and users are
enabled to interact with it in many different forms [3]. For
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example, hovering the mouse over an object to bring up a
tooltip with additional information. A click on the object
can serve as a trigger for showing additional information,
or to replace content providing more details on the clicked
object (“drilling down”). The are many commercial tools
for creating interactive data visualization such as Tableau,
Power BI, SAS Analytics Cloud, or FineReports and most
of them have free versions with some limitations.
Tourism is one of Croatia’s most important economic
sectors. In 2019, the value of foreign exchange income
from tourism reached 10.5 billion Euro and accounted for
19.4% of the GDP [4]. Thus, it is vital for all decisionmakers linked with tourism sector to have access to all data
and information required to make decisions. The sources
like eVisitor [5] give precise information about several
aspects of tourism supply (number of beds) and demand
(number of arrivals, number of overnights) which can be
grouped by time period, region or the country of origin.
However, it is widely recognized today that, in order to
succeed, business must be focused on satisfying the
customer needs [6]. In order to find why tourists come in
Croatia, what their motives are, which activities they prefer
or what the factors that disturb them are, the Institute for
Tourism has conducted the TOMAS surveys [7]. This
paper deals with the problem of visualizing the data of the
TOMAS surveys results.
The paper is organized in the following manner. The
introductory section is followed by the section which
describes the methodology, significance and structure of
TOMAS survey as well as the Power BI platform used for
data visualization. The details about data preparation and
report preparation are provided in the third section whereas
the final section provides the conclusion and
recommendations for further research.
II.

METHODOLOGY

A. The TOMAS Survey
TOMAS is a common name for the repeated crosssectional surveys of tourist profile, behavior, satisfaction,
and expenditures in Croatia that have been conducted since
1987 [7]. All TOMAS surveys share the same
methodological framework established by the Institute for
Tourism. The most prominent TOMAS survey is TOMAS
Summer which was conducted ten times in the period from
1987 to 2017. These surveys gathered data about the
profile, satisfaction, and consumption of tourists in Adriatic
counties of Croatia during the main seasonal months.
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The results obtained from TOMAS surveys help tourist
destinations recognize the profile and expectations of their
visitors and adjust their strategies accordingly.
In Croatia, many important tourism-related data, e.g.,
the number and types of accommodation facilities, the
number of beds, the number of arrivals and overnights, can
be found in eVisitor or the Croatian Bureau of Statistics.
eVisitor (https://www.eVisitor.hr) is tourist check-in and
check-out information system. It collects the data from the
accommodation providers who can check their guests in
and out at any time [5]. From the collected data it is possible
to extract information about length of the visit, location,
age, country of origin and other. The data from eVisitor
allow tracing tourists’ movements almost in real time and
enable the national or local tourist boards to implement
active marketing policy.
However, the data from eVisitor cannot provide insight
into the data collected and analyzed by TOMAS: opinions
of guests about elements of tourism supply, the reasons of
their arrival, their consumption, activities, and others. The
obtained research results, together with other tourismrelated data, are used in design and implementation of key
strategic activities related to national tourism brand of the
country.
In 2019, the Institute for Tourism conducted TOMAS
Croatia 2019 survey [8]. The full name of the survey was
Survey on attitudes and expenditures of tourists in Croatia
- TOMAS 2019. That survey, for the first time, introduced
the profile, consumption, and satisfaction of tourists in the
whole of Croatia during the whole year, including the
period out of the main season. The survey was conducted
from May 2019 to March 2020, when it was stopped due to
the COVID-19 pandemic. The main characteristics of the
survey are [8]:
•

13,582 respondents in hotels, hostels, camp sites
and family accommodation in 143 destinations
along the country,

•

domestic tourists and foreign tourists form 24 main
generating markets,

•

the results are relevant for demands of Croatian
tourism according to region, type of
accommodation facility, season, and country of
origin,

•

the results are weighted by data on tourists’
overnights provided by eVisitor information
system.

The survey results are provided in forms of the book
and e-book (pdf document). The first part of the book
presents the research findings and comparison with
findings of the previous TOMAS surveys. The second part
of the book consists of the tables in which the results of
each question are grouped by the country of origin, region
(whole year, summer season and out of summer season),
type of accommodation facility, season, and the main
motive of visit.
To facilitate the presentation of research results, the
Institute for tourism decided to develop an interactive
website. Considering budget limitations as well as the
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format and size of the data, Microsoft Power BI has been
chosen as the data visualization platform. The website
enables an overview of the results grouped by region for
three periods: summer (main) season, out of summer
season, and the whole year. The website navigation is easy
as well as intuitive and it allows users to quickly find the
desired information.
To avoid any confusion, in the rest of the paper the term
“collected data” refers to the data collected by the
questionnaire, whilst the term “survey results” refers to the
processed data, i.e., the numbers calculated from the
collected data. Also, the term “report” will be used instead
of “website” to emphasize the usage of the Power BI
platform.
It is important to notice that the website serves only as
a presentation platform of survey results and it does not
store the collected data. The main reasons for that decision
are speed and simplicity. Namely, all survey results are
calculated from the collected data weighted depending on
actual number of tourist overnights in survey period [7].
Therefore, to avoid unnecessary calculation and querying,
the survey results prepared for the book are used.
B. Power BI platform
Power BI is a cloud-based service that lets users store
and share essential business data in the form of dashboards
and reports [9], [10]. Power BI consists of several tools
[10]:
•

Query Editor is Power BI tool for data gathering
and transformation. Using Query Editor, users can
import data from multiple sources like text files,
Excel workbooks, important databases (SQL
server, Oracle, IBM Db2 and so on) and various
on-line services (e.g., Microsoft Dynamics 365 or
Salesforce Reports). The data can also be
transformed and all steps in data transformations
are saved and can be used over again.

•

The xVelocity In-memory Analytical Engine is the
technology that manages the storage and retrieval
of the data within Power BI. This technology, also
known as the VertiPaq engine, implements
powerful in-memory database, which stores and
organizes the data tables in an optimized and

•

The Tabular Model is applied to define tables of
data, the relationships between the tables and
hierarchies among the tables. Business calculations
in the Tabular model are created using measures. A
measure is an expression written in DAX (Data
Analysis Expressions) language that returns a
single value [12] and can be used in reports or as a
part of calculations in other measures. Measures
react and respond to user interaction (filter context)
and recalculate appropriately.

•

Power View is responsible for data visualization
and allows users to create interactive reports and
dashboards in an easy way.

•

Power BI reports and dashboards can be published
to the Power BI service or can be saved to the
Power BI Report Server. For organization-level
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content sharing, paid license is required. The
Power BI Report Server is used when
organizations do not want to share content using
cloud-service. The Power BI Service can be used
free of charge, but users can only publish report on
Internet where everyone can access it.
Application Power BI Desktop provides the best
environment for the reports and dashboard creating.
Typically, the author prepares report in Power BI Desktop
and, upon completion, publishes finished report on Power
BI service (powerbi.com) where certain additional
modifications can be made.
Power BI Desktop can work with data stored inside or
outside Power BI file. In situations where analysis must be
performed in real time, Power BI Desktop can directly
execute a query against the source data to render
visualization. Otherwise, the data can be imported and
stored within Power BI file.
Note that the Query Editor, the VertiPaq Engine and
Power View are also parts of Microsoft Power Pivot. Power
Pivot is an Excel extension for doing self-service business
intelligence. The main Power Pivot feature is ability to store
and work with complex data models and the large amount
of data [13].
III. DATA VISUALIZATION PROCEDURE
In this section, the necessary steps in the data
visualization process using Power BI platform are
described. Roughly, the process can be divided into two
phases: data preparation and report preparation. Data
preparation includes all actions required to obtain data
model, while report preparation is related to the report
design, i.e., the presentation of the data.
A. Data Preparation
To efficiently use Power BI platform, it is essential to
build a suitable data model. Usually, data are modeled as a
star scheme [11] with one fact table and several dimension
tables. Before explanation of the data model used, brief
description of data source is given.
For each question in the questionnaire there is a table,
formatted as it is shown on Fig. 1. There are 84 tables in
total and all tables are in the Excel file. For nearly all
questions, value in the intersection of row A and column B
represent percentage of tourists in region B who gave
answer Answer XA. The exception is the question about
expenditures, where value in the intersection of row A and
column A represents how much tourist in region B spent on
the particular service (Answer XA).

Figure 1. Typical report table for the survey question.
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The questionnaire results formatted as on the Fig.1 are
not suitable for Power BI and must be transformed in a
more appropriate data model, shown on Fig. 2.
The data model presented on Fig. 2 is a variation of the
star scheme model [11]. It consists of five tables. The
dimensions in the model are tRegion (description of
region), tPeriod (description of period), tQuestion
(description of questions) and tAnswer (description of
question answer). The fact table in the model is DataAll and
it is directly related with tables tRegion, tPeriod, and
tAnswer. It is noteworthy that DataAll and tQuestion are
related via tAnswer, not directly. The attributes of table
tQuestion are: idQuestion – primary key, questionText –
question text, answerHeader – description of answer like
years or motives (cell Description in the upper-left corner
on Fig. 1), measuringUnit – measuring unit such a % or €,
and questionType – type of question (single response,
multiple response etc.). Other tables have expected
attributes.
In the presented case, we deal with same set of
questions observed in three periods and the same column
descriptors. In general case, similar model can be used.
Tables tQuestion and tAnswer will remain unchanged, table
tRegion have to be adapted to describe column variable,
while DataAll is connected only with tRegion and tAnswer.
Depending on concrete case, more attributes can be added
to the tables.
Although transformation of the survey results formatted
as on the Fig. 1 can be accomplished by Query Editor, in
this work all preparation was made in Excel. The
preparation took three steps:
•

The first step was manual preparation of the tables
with few records, tRegion and tPeriod.

•

The second step was preparation of the tables
tQuestion and tAnswer. For this step VBA macro is
used. Question information (text, measurement
unit, description of answers) and answers are
extracted from the table containing question results
and stored in proper tables. Information about
question type is manually set.

•

In the final step table DataAll is assembled. VBA
macro is used again. The values in the table
containing question results are processed and for
each entry the identifiers of region, period and
answer are obtained.

Figure 2. Data model for the presentation of the survey results
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After preparation, the tables are loaded into Power BI
Desktop by Query Editor and connection among tables are
made. The approach that uses data stored in Excel file and
is afterwards loaded into Power BI desktop is suitable when
the data are static. Also, possible manual modification of
dataset is easier in Excel than Power BI Desktop.
B. Report preparation
In this section the report making procedure is outlined.
Data visualization in Power BI is achieved by visuals.
Visuals are individual presentation elements created on the
basis of underlying data [9]. Currently, there are more than
30 standard visuals in Power BI and many more custom
visuals can be imported from the MS Office Store. Visuals
are arranged on a single page (dashboard), while Power BI
report is a collection of pages in a single file, all using the
same dataset [9]. The data visualization of the survey
results’ goal is to produce the Power BI report and publish
it on the web. In the rest of the section the term “report”
indicates Power BI report made for the visualization of the
TOMAS Survey results.
Basic visuals used in the visualization of the survey
results are table, column and a bar chart, slicer, card, and
shape map.
Table visual provides simple row groups of dimension
values and measures [14]. It enables the users to look up
specific data points. Also, the users can easily sort and filter
the table to get a better view of the data. Column chart
visual is used to show structure of the answers. Although
pie chart or doughnut chart visuals can be used for the same
purpose, column chart visual gives a more comprehensible
display. Bar chart visual is used to show distribution of
data. Card visual enables the user to show measure value
connected with the data.
Shape map visual is used to compare regions on a map
using colors. Its main purpose is to color the map regions
according to the chosen values. As opposed to the map
visual, shape map visual cannot show precise geographical
locations. Also, shape map visual is not limited to
geographical maps, it can be used on any custom map users
can create such as a floor plan or seating arrangements.

Figure 3. Report home page

measure result. On the other hand, created reports are easy
to navigate and use.
The design of report is straightforward – the report
home page (Fig 3) is used as the main menu. The report
users choose a question group and then select a question.
For the majority of questions there are three views to
present results. In the first view (Fig 4), the results for the
specified answer and regions for the chosen period are
shown on the map. In the second view (Fig 5), the results
for the specified region, all answers, and for the chosen
period are presented in the table and in the chart. In the case
of the three questions, table and chart are displayed
separately since there are too many answers (categories).
In the last view (Fig 6), the results for the specified answer
and for the chosen period are shown for all the regions in
the bar chart visual.
The first view is shown on the figure 4. The mayor parts
of the view are card visuals where question text is shown
(1), slicer for the period (2), slicer for the answer together
with card visual for header (3), and 10 card visuals for
displaying the results for the regions (4). But there is
another, invisible slicer for the questions which ensures that

While aforementioned visuals are used to display data,
a slicer visual is used to control which data will be
displayed or used for evaluation. The slicer visual is used
to enable report users to apply their own filter selections
[14].
Page navigation in the report is provided by bookmarks.
In Power BI, a bookmark is the saved representation of the
entire state of the page, including all filter and slicers
selections, and properties of the visual, like hidden or not
[14]. The bookmarks are a great way to make a presentation
with the Power BI and can also be used for the report
navigation together with images, shapes, and buttons.
Namely, action property of these objects can be set to
bookmark, and after the click on the object the specified
bookmark will be retrieved, i.e., the saved page
representation is recreated. Working with bookmarks can
be tedious because in the settings of the action property
bookmark name should be set explicitly and not as a
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Figure 4. The map view on the results of the specified question.
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information shown on page, like answers, question text or
answer header, are related only to specified question.
The working principle is simple: invisible slicer is set
on specified question. Since the tables tQuestion and
tAnswer are related, invisible slicer affects slicer for the
answer and only answers for the chosen question are
displayed. After the initial values of slicers for period and
answers have been set, the current state of visuals on the
page is saved as a bookmark. When the report user clicks
the right button, the status of all visuals is set on previously
saved state. The report author only needs to make a
bookmark for each question.
Measure cQuestText, defined by
cQuestText=Max(tQuestion[questionText])

is used as an input parameter for a card visual (1). Note that
the invisible slicer allows only one selected question. The
input parameters for the cards in part (4) are measures
amountR1, …, amountR10 defined by
amountRx = Calculate(
Sum(DataAll[amount]),
DataAll[idRegion]=x)

where x is a number between 1 and 10. The amountRx
measures are easy to explain: sum all amounts from table
DataAll where idRegion is equal to x. But, the state of the
period slicer and the answer slicer, also affects measures.
The card visuals have to be used because shape map visual
cannot display numbers.
Slicer for the answers is set to allow multiple selection
if the question type is a single response. For the multiple
response questions, slicer is set to allow single selection
only. Those settings cannot be done dynamically, therefore
two similar pages, differing only in settings of answer
slicer, are created. In that manner, all similar situations are
resolved.
The second view on the survey results is shown on the
figure 5. The page consists of five main parts: question text
(1), slicer for the period (2), slicer for the region (3), table
(4) and chart (5) visual for the question results. As before,
there is invisible slicer for the question on the page.
Technically, there is not any significant difference between

Figure 6. The third view on the survey results – answer results for
all regions are displayed.

the first and the second view. The table uses amount
measure defined by
amount = Sum(DataAll[amount])

The amount measure is affected implicitly by the state
of the region slicer and the period slicer and by the value of
the answer in the first column of the table. The amount
measure is also used as a value in the chart visual. To
distinguish single from multiple response questions, two
pages, with different chart visual, are created. The page
with the column chart visual is used for single response
questions, while the page with the bar chart visual is used
for multiple response questions. For questions with many
answers, the pages with a table and a bar chart visual are
created separately.
The last view is shown in figure 6. The only notable
difference regarding previous views is the use of colors in
the bar chart visuals (part 4). The bar chart displays results
of the selected answers for the chosen period for all regions.
Additionally, the results for Adriatic Croatia, Continental
Croatia and Croatia are displayed, all sorted descending.
The results for regions of the Adriatic Croatia are colored
light blue, while the results for Adriatic Croatia as a whole
are colored blue. The similar coloring is used for the
regions belonging to Continental Croatia (light green –
green). The report user now can easily see how the results
for region relate to the results for the corresponding part of
Croatia, and Croatia at large.
The page navigation in each view is achieved using
buttons, but they are omitted from figures 4 – 6 for the
reason of simplicity. The report user can navigate to other
views for the same question or go back to the report home
page.
IV.

Figure 5. The second view on the survey results – the question
results for the chosen region and period.
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CONCLUSION

Any quality decision-making relies on the relevant data
and its appropriate presentation, so does the decisionmaking processes in tourism industry as well. The main
sources of data on tourism industry in Croatia are eVisitor
and Croatian Bureau of Statistics. They provide the
information on the tourism demand and supply such as the
number of beds, overnights, and arrivals. The TOMAS
survey, conducted by the Institute for Tourism, Zagreb
provides additional data about the tourist profile,
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motivation, behavior, and satisfaction. Traditionally, the
results of the TOMAS surveys were printed as a book. In
order to make the results more accessible the Institute for
Tourism has visualized the latest results and made them
available in an interactive online report on
http://www.iztzg.hr/hr/tomas-interaktivna-stranica.

together, will enable better insight into trends inherent to
motives, attitudes and behavior of the tourists visiting
Croatia.

The report has been produced using the Power BI platform.
The process of preparation was conducted in two main
phases: data preparation and report preparation. In the data
preparation phase, the data was loaded into the Power BI
and organized as a star scheme. In the second phase, the
data were visualized by tables, graphs, and slicers. The
navigation through the report has been enabled by
bookmarks, i.e. the saved representation of the entire state
of the page, including all filter and slicer selections.

[1]

Main steps necessary for the use of Power BI in the data
visualization of the survey results are outlined in this paper.
Our study shows that it is possible to prepare survey results
for data visualization with little effort. General suggestions
are:

[5]

•

•

In the data model, information about questions
(text, measure unit etc.) and question answers
should be stored in the separate tables. Every
dimension should have its own table.
The control of the visuals on a page is better when
invisible slicer is used.

•

It is advisable to use bookmarks for page
navigation.

•

Different views for the presentation of question
results should be prepared. The different views can
contain various visuals.

In the future, we intend to visualize other tables from
the survey TOMAS CROATIA 2019 as well as the data of
previous surveys. Another project is the data visualization
of previous surveys. The data from several surveys, joined
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Abstract - The COVID-19 pandemic, as one of the
biggest health crises in the last decades, has disruptive
impacts in all spheres of human life, including social,
environmental,
psychological,
and
political
ones.
Nevertheless, the most severely affected was and still is the
economic sector of countries across the world. One of the
major pillars of global economies is the agricultural sector
due to its significance in ensuring continuity in food supply
and at the same time developing operating business models
oriented on sustainability. For achieving these purposes,
operating business models had to undergo serious
reinventions often supported by digital technologies. In this
paper, the impact of COVID-19 on the operating dimensions
in agriculture is investigated to gather insights on digital
technology implementations, as reported in scientific
publications regarding agriculture and its sub-sectors. This
research aims to create a conceptual and theoretical
framework for investigating the influence of COVID-19
pandemic and technology-related changes that had to be
done in the agricultural sector due to its impact.
Keywords – COVID-19, agricultural sector, digital
technologies, business model transformation

I.

INTRODUCTION

The current COVID-19 pandemic caused disruptions
on a global scale that impacted all levels of business.
Reactions to this disruption vary based on the disruption
potential within the industry, on the scope of business
processes and on the business’s readiness to respond.
Therefore, this paper focuses on the disruptions that have
occurred within some industry sectors due to the COVID19 pandemic, specifically within the agricultural sector
that is, as reported, one of the most affected [1]. More
precisely, the paper analyzes the agricultural sector and its
sub-sectors to gain insights into changes that have
occurred within them due to the COVID-19 pandemic. A
special focus of the analysis is put on the processes which
contribute to delivering value to the customers and allow
business model realization. This focus is set due to the
value chain consideration and awareness to adopt new and
innovative technologies so that all of the involved
stakeholders can achieve and sustain a competitive
advantage during this health crisis.
The well-known context of Porter’s value chain and its
activities for creating value for customers is selected as
the framing context for the literature analysis since Porter
[2] describes the way an organization can choose and
implement its strategy to achieve and sustain competitive
advantage. According to Porter, it is very important to
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enhance a firm’s value chain and its activities while
designing, producing, marketing, and distributing its
products to customers [2]. Porter’s value chain is used as a
reference of the scope of changes caused by COVID-19
i.e. as the scope of impact on primary and supporting
activities. Primary activities include inbound logistics,
operations, outbound logistics, marketing and sales, and
service, all of which have a more significant influence on
mission achievement and are therefore more significant in
measuring the impact of COVID1-9 on these activities.
Supporting activities include firm infrastructure, human
resource management, technology development, and
procurement, and they have a less significant influence on
the margin but are relevant as support to the primary
activities in a way that they help achieve maximal
efficiency.
Implementing digital technologies for automation,
digitalization, improvement, or even enabling the
execution of primary activities seems to have been a more
frequent tool for responding to the COVID-19 disruptions
than in times before COVID-19, making it a most
effective driver of transformation. For that reason, this
paper aims to gather and analyze recent scientific
publications on this matter, in order to gain insights into
which business activities have been affected by the change
and which technologies seemed to be promising for
transforming business models in the agricultural sector.
II.

AGRICULTURAL SECTOR AND COVID-19 PANDEMIC

The COVID-19 pandemic and the lockdown which
followed have not only caused enormous distress, unseen
problems, and challenges that affected the value chain, but
they also caused disruptions in the agricultural sector and
affected its performance [3] [4] [5]. That is evident in food
access restrictions, disruptions of planting, cattle breeding,
fishing, harvest, and other farming operations [6] [7], all
of which can lead to a large amount of food waste [8] [9]
[10] [11] [12]. These disruptions and changes that
followed them affected millions of poor and marginal
farmers around the world, especially in developing
countries, in terms of saving their crops and/or livestock
and thereby assuring their livelihoods, but the
aforementioned changes also impacted the overall
production systems and associated value chain, nutrition
and health care of consumers/customers of agricultural
products and services, and also labor availability which is
every government’s concern. All mentioned issues
influence stakeholders associated with this sector directly
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or indirectly [3]. Because the COVID-19 pandemic is also
adversely impacting food and nutrition safety and requires
urgent attention from policymakers, the concept of
organic agriculture and sustainability can help farmers to
survive in this situation of a global health crisis which
posed new challenges [4] [5] [13] [14] [15].
To be sustainable and resilient, the agricultural sector
must balance the ability to be efficient in the current crisis
with the ability to re-organize and to adapt in response to
unforeseen (and unforeseeable) changes. The focus should
be on shifting of relations within the agricultural sector
(e.g. a production activity, a farm, a region) as well as the
relations between the focal system and its context (e.g.
other production activities on the farm, the farm’s natural
environment, the regional cultural norms, supply and
processing networks, preferences of citizen-consumers).
Considering that the agricultural sector is not only driven
by biophysical and technological processes, but also by
social ones, it is the perception of what is feasible and
desirable that shapes a sector, at individual production
activities level, and also at farm-level, and at a larger
regional or national level [16].
In recent years all stakeholders associated with the
agriculture sector have been using technological
improvements and innovation to maintain and sustain its
competitiveness. Those innovations can be chemical
(pesticides and fertilizers), biological (new seed variety),

animal rearing (feeding and breeding), or mechanical
advancements innovations (machinery) [5].
III.

METHODOLOGY

The literature review for this paper was conducted in
January 2021 as a continuation of previous studies on the
matter of implementation of digital technologies for
changing business models. In previous research [1], the
agricultural sector was identified as one of the most
affected sectors during the COVID-19 pandemic which
indicates the need for investigating this matter in more
detail. Therefore, the literature review was conducted
following similar steps as described in the aforementioned
research: performing a search of relevant research
databases and platforms followed by constructing a
research framework for qualitative analysis, applying the
qualitative analysis framework. Selected databases for this
study were: Web of Science, Scopus, ScienceDirect, and
Taylor and Francis Online. The search strategy was based
on keyword combinations: "COVID-19", "pandemic",
"agriculture", "case study", "business model", and “digital
technology” and it resulted in a total of 58 hits. After
merging all 58 papers, duplicated papers were excluded,
whereby 46 different papers remained for further
qualitative analysis.

Figure 1: Research framework

Parallel to the search of papers and their detailed
analysis, the dimensions of the research framework for the
study were constructed (Figure 1). The basis for those
dimensions is the investigation of how agricultural
subsectors (according to NAICS classification [17]) are
coping with the challenges caused by the COVID-19
pandemic: which value chain activities they needed to
change and which technology they applied to incorporate
transformation into their business model.
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The three-dimensional research framework was
designed to enable the goal of this research, and it consists
of the following dimensions: (1) Scope dimension related
to the agricultural subsectors, (2) Changes in value chain
activities, and (3) Technology dimension related to
selected technology for responding to disruptions in the
business models. Publications matching the investigated
dimensions and the subconcepts are listed in the right
column of table 1.
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TABLE I: RESEARCH DATA ON INVESTIGATING THE USAGE OF DIGITAL TECHNOLOGIES IN THE AGRICULTURAL SECTOR
CODE

FREQUENCY

REFERENCES

SC01: Field (agricultural) production

15

[4]; [5]; [18]; [19]; [13]; [20]; [21]; [14]; [6]; [16]; [22]; [23]; [24]; [15]; [25]

SC02: Farm (livestock) production

9

[3]; [20]; [21]; [14]; [10]; [26]; [27]; [28]; [29]

SC03: Fishary production

4

[20]; [30]; [21]; [7]

SC04: Forestry production

1

[14]

SC05: Aqua production
SC06: Food - not specified
agricultural subsector

3
21

VCA01: Inbound logistics changes

38

VCA02: Operations changes

23

VCA03: Outbound logistics changes

25

VCA04: Marketing and sales
changes

34

VCA05: Services changes

34

VCA06: Support activities changes

39

[13]; [31]; [32]
[8]; [9]; [33]; [34]; [35]; [36]; [37]; [11]; [38]; [39]; [12]; [40]; [41]; [42]; [43];
[44]; [45]; [46]; [47]; [48]; [49]
[3]; [4]; [18]; [19]; [13]; [20]; [30]; [21]; [14]; [31]; [6]; [16]; [22]; [23]; [24]; [7];
[33]; [34]; [36]; [26]; [11]; [29]; [32]; [25]; [39]; [12]; [40]; [27]; [28]; [41]; [42];
[43]; [44]; [45]; [46]; [47]; [48]; [49]
[3]; [4]; [19]; [20]; [21]; [16]; [23]; [24]; [7]; [33]; [34]; [36]; [11]; [12]; [40];
[27]; [28]; [43]; [44]; [46]; [47]; [48]; [49]
[3]; [4]; [19]; [20]; [30]; [21]; [14]; [16]; [23]; [24]; [7]; [33]; [34]; [36]; [11];
[12]; [40]; [27]; [28]; [43]; [44]; [46]; [47]; [48]; [49]
[3]; [4]; [5]; [19]; [20]; [30]; [21]; [31]; [16]; [22]; [23]; [24]; [15]; [7]; [9]; [33];
[34];[36]; [10]; [26]; [37]; [25]; [11]; [39]; [40]; [27]; [28]; [41]; [43]; [44]; [46];
[47]; [48]; [49]
[3]; [4]; [5]; [19]; [20]; [30]; [21]; [14]; [31]; [6]; [16]; [23]; [24]; [7]; [9]; [33];
[34]; [36]; [10]; [11]; [38]; [32]; [25]; [39]; [40]; [27]; [28]; [43]; [44]; [45]; [46];
[47]; [48]; [49]
[3]; [4]; [19]; [13]; [20]; [30]; [21]; [14]; [6]; [8]; [16]; [22]; [23]; [24]; [15]; [7];
[33]; [34]; [35]; [36]; [29]; [32]; [10]; [25]; [26]; [37]; [11]; [38]; [40]; [27]; [28];
[42]; [43]; [44]; [45]; [46]; [47]; [48]; [49]

TC01: Artificial intelligence

4

[22]; [41];[44]; [48]

TC02: Internet of Things

5

[31]; [22]; [34]; [36]; [44]

TC03: Big data and data analytics
TC04: Cloud computing
(technology)

1

[36]

1

[36]

TC05: Virtual reality

0

0

TC06: Augmented reality
TC07: Autonomous
robots/technologies

0

0

5

[24]; [36]; [41]; [44]; [48]

TC08: Holography

0

0

TC09: 3D technology

1

[44]

TC10: Blockchain technology

2

[36]; [44]

TC11: Deep learning

0

0

TC12: Biosensors

0

0

TC13: Mobile technology
TC14: Social networking/Social
media
TC15: Digital/innovative technology
in general

5

[30]; [31]; [15]; [44]; [48]

5
23

[24]; [15]; [28]; [44]; [48]
[5]; [19]; [20]; [21]; [6]; [16]; [33]; [34]; [35]; [10]; [26]; [37]; [40]; [27]; [28];
[41]; [29]; [32]; [42]; [43]; [46]; [47]; [49]

TC16: No reference to technology

15

[3]; [4]; [18]; [13]; [14]; [8]; [23]; [7]; [9]; [11]; [38]; [39]; [12]; [45]; [25]

Relevant meta-data (e.g., author(s), title, year of
publication, database source, type of article, source of the
article, and the topic that it covers) and content analysis
data across the three dimensions from the research
framework on gathered 46 papers were extracted. Based
on the research framework, all papers have been analyzed
and their content was matched across the dimension
subconcepts. According to the meta-data of 46 analyzed
papers, all of them are journal articles published in
journals related to the agricultural sector; 12 of the
analyzed papers are conceptual articles, 7 of them are
review articles, and 27 articles are empirical ones. The
leading topic of 30 analyzed papers is agricultural
sustainability, 7 were focused on safety-related to
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agricultural products, and 9 papers are covering both
leading topics.
IV.

DISCUSSION

Based on data in Table 1, which shows 313 records on
content matching across the three dimensions and their
subconcepts, a graphical representation of appearances is
visualized in figure 2. The visualization shows
Technology concepts in relation to the other two
dimensions – Scope and Value chain activities. The x-axis
shows Scope subconcepts (i.e. Agricultural subsectors)
and Value chain activities. The y axis shows the frequency
of appearances according to Table 1. The results show that
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the technologies are mostly reported in the SC06: Food
with no explicit reference on a specific agricultural
subsector. Two agricultural subsectors which have been
reported about, but on a smaller scale, are SC01: Field
(agricultural) production and SC02: Farm (livestock)
production, although these subconcepts are often
referencing technologies in general or have no reference to
technologies at all. The description of Value chain
activities is more illustrative. For supporting VCA01:
Inbound logistics changes with specific technologies, the
highest number of appearances have TC02: Internet of
Things and TC07: Autonomous robots/technologies, each
of them has 5 appearances. The same two technology

subconcepts are used for VCA04: Marketing and Sales,
but two more technologies have the same number of
appearances for this Value Chain subconcepts: TC13:
Mobile technology and TC14: Social networking/Social
media (all with 5 content matchings). For technology
subconcepts TC15: Digital/innovative technology in
general and TC16: No reference to technology, the data
shows that the goal of changes was the implementation of
technologies for administration workload relief as in
VCA06: Support activities changes, but also on VCA01:
Inbound logistics changes, VCA04: Marketing and sales
changes and VCA05: Services changes.

Appearances

Technologies across Scope and Value Chain subconcepts
25
20
15
10
5
0

TC01

SC01
1

TC02

1

SC02

SC03

SC04

SC05
1

SC06 VCA01 VCA02 VCA03 VCA04 VCA05 VCA06
3
4
2
2
4
2
3
3

5

3

3

5

4

4

TC03

1

1

1

1

1

1

1

TC04

1

1

1

1

1

1

1

4

5

4

4

5

4

4

TC09

1

1

1

1

1

1

1

TC10

2

2

2

2

2

2

2

2

4

2

3

5

4

4

2

4

4

4

5

4

5

1

11

19

13

13

18

17

21

1

7

12

6

7

8

11

11

TC05
TC06
TC07

1

TC08

TC11
TC12
TC13

1

TC14

2

1

TC15

6

7

2

TC16

6

2

1

1

1

1

Figure 2: Technologies across Scope and Value Chain subconcepts

In this research 5 subconcepts of the technology
dimension are not appearing in the scientific papers
reporting on changes in the agricultural sector: TC05:
Virtual reality, TC06: Augmented reality TC08:
Holography, TC11: Deep learning, and TC12: Biosensors.
This does not mean that these technologies are not usable
for this particular sector, but that the papers published in
the year 2020 and gathered in this study do not report
about their application. This may be a potential insight for
creating a new competitive advantage if appropriate
solutions based on these technologies could be developed.
V.

CONCLUSION

The results of the analysis of the impact of COVID19 on the operating dimensions in agriculture in this study
show that the scientific publications report mainly on
implementing digital technologies in the sector related to
the food industry in terms of organic food, food waste,
and in the context of sustainability and food safety.
According to this, there is still space for focused research
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in agricultural subsectors and on their specific issues.
Some technology subconcepts from the initial research
framework were not appearing at all in this study (Virtual
reality, Augmented reality, Holography, Deep learning,
and Biosensors) while several other technologies already
represent a common infrastructure (Internet of Things,
Autonomous robots/ technologies, Mobile technology and
Social networking/ Social media). In terms of supported
Value Chain activities, more technology solutions would
be appropriate for core processes related to Operations,
due to existing reports on solutions for other Value chain
elements. This research could be valuable for identifying
space for new technological solutions, in terms of
following the existing paradigms or selecting an
alternative approach for a specific organization.
A limitation of this research can be found in the scope
of appearing agricultural subsectors, comprehension
objectivity (although a neutral perspective was aimed),
and the fact that the analysis was performed solely on
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secondary sources, i.e., the scientific publications
reporting on this issue. Future research should be oriented
on exploring concrete products and services in the
agricultural sector, developed as business model
transformation results, and in conducting regional and
country-oriented research in order to identify local
specificities impacting the business model transformation
based on the implementation of digital technologies.
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Abstract – The circular economy appears as a kind of
opposite perspective to the ubiquitous „paradox of
resources“, one of the foundations of the traditional
industrial society. It represents the establishment of
sustainable development and Industry 4.0. It is based on
smart production, an increased supply of services, and
improved management of production resources, all of which
make it one of the basic elements of global state
competitiveness. Although often neglected in the past, the
need for conscientious exploitation of resources and
environmentalism are gradually becoming the direction of
policy development at the highest level, as both governments
and international organizations have recognized the risks of
late response to imminent challenges to economic and social
growth. The European Union acknowledged the problem by
presenting the legislative package as well as strategic
documents Europe 2030 and the European Green Deal,
which also oblige the Republic of Croatia to act as one of the
member states. Based on a comparison of available statistical
data, the paper focuses the presence of the circular economy
as one of the indicators of the Fourth Industrial Revolution
in Croatia. Finally, the paper points to difficulties regarding
transformation from a linear to a circular model of the
economy.
Keywords - Industry 4.0, circular economy, Croatia,
indicators

I.

INTRODUCTION

New technologies of Industry 4.0. (or 4IR) have great
potential for application in reducing the ecological
footprint, mainly through the interconnection of cities,
transport and energy networks, the introduction of new
ways of production and consumption, as well as the
creation of added value in the industrial sector.
In addition to changes in the field of ICT application,
4IR emphasizes the need for changing the way of thinking,
policy-making and institution-building, which seems to be
a necessary precondition for the establishment of a
sustainable and inclusive future system [1]. Optimal
enhancement of 4IR opportunities towards environmental
improvement is ensured through the cooperation between
the government, scientists, civil society and ICT experts,
encouraging innovative business models that can accelerate
eco-innovation, and finally, enable the development of joint
strategies to address environmental challenges. As "time is
of the essence", due to raising climate changes and
environmental pollution, the need to take timely action in
parallel with the further development of technology is
imperative that requires a certain level of flexibility of
governing structures, more precisely the ability to act
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according to current needs, reducing institutional barriers
to the lowest possible level [2].
A sustainable Europe by 2030, as one of 6 priorities of
European Union’s Strategic Agenda 2019-2024, resides on
The European Green Deal [3], an action plan to boost the
efficient use of resources by moving to a clean, circular
economy and restore biodiversity, while cutting pollution.
The EU aims to be climate neutral in 2050, proposing
a European Climate Law to turn this political commitment
into a legal obligation.
Republic of Croatia, being one of the member countries,
is also obliged to tackle this environmental challenge. 2030
National Development Strategy, as one of development
directions, states green and digital transition as intertwined
goals, as is suggested in subject research.
II.

CIRCULAR ECONOMY AND
SUSTAINABILITY

Economic planning is shaped under the influence of a
linear economy, at the centre of which lies the consumer as
the buyer of the product. The linear economy is based on
the "resource paradox", or the careless consumption of
natural resources with complete neglect for their reduction,
as well as, in some instances, rarity. Additionally, the
scarcity of some resources reflects negatively on the overall
international economy, and this realization, along with
deliberation on a gross domestic product (GDP) and
population growth on a global level, led to a shift in focus
towards a circular economy (hereafter CE), at the centre of
which lies the user of a service. The CE relies on natural
resource circulation cycles, reducing expenses and the
ecological footprint. In the past few years, ecology has
become one of the critical issues in all levels of politics as
a result of the irrevocable understanding of the challenges
that climate change poses for the entirety of humankind [4].
The issue is also discussed by citizens, who are becoming
more aware of the immediate influence of ecological
policies on their everyday lives, which is why it comes as
no surprise that, according to a research project recently
undertaken by Eurobarometer , as many as 94% of people
surveyed in all EU member states find the issue of
environmental protection a significant one, while 78% of
those surveyed gave an affirmative response to a question
about the possible effects of environmental challenges on
their everyday lives and health. Therefore, the CE
represents the grounds for the establishment of sustainable
development and Industry 4.0, and the construction of a
new digital society shaped by intelligent manufacturing
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methods, increases in service offering, and optimal
resource management.
The term sustainability itself originates from forestry
and its principle that the amount of wood harvested should
not exceed the volume that grows again. Later, it was
transferred to the context of ecology, as “the quality of
causing little or no damage to the environment and
therefore able to continue for a long time” [5].
The concept's capturing can be linked to the increasing
evidence on global environmental risks, such as ozone
depletion, climate changes, biodiversity loss or the
alteration of the nitrogen cycle, as the current and
traditional linear extract-produce-use-dump material and
energy flow model of the modern economic system is
unsustainable [6].
The idea of CE has been around since the dawn of
industrialization with the argument that it reduces negative
environmental impacts and stimulates new business
opportunities [7], but the linear flow model has dominated.
Unlike traditional recycling, the practical policy and
business orientated CE approach emphasize product,
component and material reuse, remanufacturing,
refurbishment, repair, cascading and upgrading as well as
solar, wind, biomass and waste-derived energy utilization
throughout the product value chain and cradle-to-cradle life
cycle [8][9][10].
The concept of the CE has been gaining momentum
since the late 1970s [11], but the contemporary
understanding of its practical applications to economic
systems and industrial processes has evolved to a variety of
concepts that share the idea of closed loops. Some of the
most relevant theoretical influences are cradle-to-cradle
[12], laws of ecology [13], looped and performance
economy [14], regenerative design [15], industrial ecology
[16], biomimicry [17] and the blue economy [18].
III.

METHODOLOGY

Guided with the main hypothesis that the presence of a
circular economy is an indicator of the 4IR occurrence,
research is conducted on data for the 2010–2020 period
cited in the Croatia Country Report 2020, which was
delivered to the European Commission for assessment at
the beginning of 2020, as well as the Eurostat statistical
evaluations for the 1990–2019 period based on the data
given by member states to the European Commission every
year. Likewise, to corroborate the arguments about the
representation of deliberations on ecological matters
among the EU citizens, the results of Eurobarometer's [19]
data, gathered in December 2019 via a direct survey of
27,498 EU citizens, are used.
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The observed indicators are:


the annual reduction rate of greenhouse gas
emissions in comparison to data from 1990,



the share of renewable energy in total energy
expenditure,



the total number of electric vehicles in the
Republic of Croatia in 2020,



the percentage of total recycled waste,



the percentage of communal waste transported
to proper waste disposal sites,



the circular material use rate,



the leakage rate of the Croatia's water supply
system for 2018.

Furthermore, to provide a more detailed insight into the
context, the following documents were also used:


the EU's circular economy legislative package,



the European Green Deal,



the Croatian National Waste Management
Plan for the Period 2017-2022,



the Strategy of Upgrading and Development
of the Environmental Protection Information
System
and
Improvement
of
the
Environmental Monitoring and Reporting
System in the Republic of Croatia,



Europe 2020,



the Integrated National Energy and Climate
Plan of the Republic of Croatia for the period
2021-2030.
IV.

RESULTS AND DISCUSSION

A. Context for change
As an EU member state, the Republic of Croatia is
consistent in its enactment of laws and strategies of the
circular economy's advancement on a European level.
Some examples of this are the legislative package enacted
in 2015, which encourages strengthening competitiveness,
the creation of new job opportunities, and sustainable
development, along with the associated EU Circular
Economy Action Plan, which secured over 6 billion euros
for the funding of the transformation [20], as well as waste
management directives and the recently enacted European
Green Deal. The European Green Deal expressed the EU's
ambitions for achieving climate neutrality for the entire
continent by 2050, which is projected to be accomplished
through a complete transition to the circular economy,
reducing the ecological footprint, and the encouragement of
biodiversity of the continent's flora and fauna [3].
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Fig. 1 The percentage of greenhouse gas emissions in the Republic of Croatia compared to 1990 data

Along with assuming the responsibilities defined in the
aforementioned documents, the Republic of Croatia has, on
a national level, also undertaken activities that support the
realization of its goal of digital transformation through
sustainable development, which is why it is important to
mention the implementation of the National Waste
Management Plan for the Period 2017-2022 [21], the
Strategy of Upgrading and Development of the
Environmental Protection Information System and
Improvement of the Environmental Monitoring and
Reporting System, which is being carried out as part of the
Environmental Protection and Energy Efficiency Fund, as
well as the implementation of the Environmental
Protection Information System (ISZO) as part of the
activities of the Croatian Agency for the Environment and
Nature [22], and the activities relating to the LIFE

Programme enacted by the Ministry of Environmental
Protection and Energy with EU funding. The LIFE
Programme secure the funding for projects from the field
of the circular economy [23].
Finally, strategy Europe 2020, which got a 10-year
extension under the name Europe 2030, stands out as the
EU's most important strategic document in the field of
sustainable development. As its primary goals to achieve
by the end of 2020, the strategy highlights employment,
research and development, climate change and energy,
education and social inclusion, and poverty alleviation.
Among the objectives on the advancement of the circular
economy, it highlights the need for sustainable resource
use, reducing carbon emissions, and the protection of the
environment and biodiversity [24].

Fig. 2 The share of renewable energy in total energy expenditure in the EU in 2019
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The strategy's concrete goals on the EU level are a 20%
reduction of greenhouse gasses compared to 1990, meeting
20% of energy needs with renewable energy sources, and a
20% increase in energy efficiency [24]. The greenhouse gas
reduction goal has already been met, considering that the
2018 results showed a reduction of 24.2% compared to
1990 data. Even though national measures are not the same
in all countries, it is possible to point out the positive
direction in which the Republic of Croatia has progressed
[25], which is also shown in Fig. 1
B. Present indicators
Furthermore, according to the data for 2019 the EU has
advanced towards reaching its goal in the share of
renewable energy sources in the total energy mix,
whereupon Croatia became one of the European Union's
leading countries in the field of renewable energy source
usage [26] as shown in Fig. 2. The Integrated National
Energy and Climate Plan for the Period 2021-2030 has
presented an additional increase in this upward trend by
setting the ambitions for 36.4% of total energy
consumption from renewable sources by 2030 [27].
Despite the positive results relating to greenhouse gas
emissions and renewable energy sources in total energy
consumption, use in certain sectors is falling significantly
behind the expected results, mostly due to the scarce and
inadequate state incentives. This problem is made most
apparent by the usage of renewable energy sources in
traffic. According to data from the Croatian Centre for
Vehicles, too few electric vehicles are used in Croatia –
only 1343 in 2020 [28].
Since the usage of alternative fuel types in vehicles is a
relatively new phenomenon related to the implementation
of Industry 4.0, a used vehicle market has not been

developed yet, urging all interested customers to buy new
vehicles that are significantly more expensive than vehicles
that use traditional fuel types. Therefore, it would be
desirable to encourage buyers to purchase these vehicles
through financial aids provided by the state, which is still
not an established continuous practice in Croatia, since the
aids rely greatly on economic events and the current
capacity of the state budget [29].
The Republic of Croatia is considerably lagging behind
EU averages in many areas, and the lack of concrete
political initiatives for change can be highlighted as the
main reason for the sluggishness of its progress. For
example, Croatia recycles only a small percentage of its
total waste, a total of 25% in 2018, as opposed to the EU
average of 47%. Furthermore, the percentage of communal
waste dumped in landfills instead of being incinerated or
recycled is 66%, which is three times higher than the
European average. Moreover, Croatia has a low circular
material use rate - 4,9% of 2019's total material use [30], as
shown in Fig. 3. Even though certain positive steps have
been made, Croatia requires more significant investment
into its development and reaching the European goal of
eliminating its ecological footprint by 2050 [3]. In doing so,
the key is a focus on recycling and the prevention of waste
generation itself, and this is something that, along with the
Croatian Government, the business sector, and the citizens,
should be directed towards.
Along with more efficient waste management, it is also
necessary to focus on optimizing the water supply network,
considering that a significant share of Croatia's population
still does not have access to drainage and water supply
systems.

Fig. 3 The circular material use rate in EU member states in 2010 and 2019
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In addition to the construction of new parts of the
network, significant investments need to be made into the
modernization of the existing infrastructure, which would
reduce the unnecessary usage of natural resources caused
by technical inadequacies such as, for example, the leakage
rate of the water supply system, which is the cause for the
loss of 44% of its total received water supply. Furthermore,
Croatia is missing an ecologically acceptable wastewater
management system, considering that they are currently
mostly being released into the environment without
previous processing and purification. That could prove to
be extremely dangerous for the health of the population, but
also for the protection of its biodiversity and natural
beauties, which Croatia highlights as one of its advantages
over its competition and uses as the basis for the promotion
of its tourism sector as an important source of income [29].
V.

CONCLUSION

The CE represents the grounds for the further
development of society and the economy. Adequate
resource quantities, the reliability of future energy supply,
and environmental care, which were the grounds for
establishing the Fourth Industrial Revolution, present the
conditions for further industrial development on a global
level. In the case of inadequate investment and political
unwillingness to change, technological accomplishments
soon may become limited, considering that the
commercialization of ICT will not be able to keep up with
their further development, which is why the encouragement
of circular economy makes for one of the essential elements
of current and future state competitiveness. The European
Union has recognized these challenges by setting ambitious
goals in this area with a legislative package and strategic
documents. The Republic of Croatia has, as an EU member
state, accepted the designated goals and activities for their
fulfillment, but they have shown themselves to be more
challenging to achieve in practice. Despite several
examples of good practices, a large number of indicators
are well below the EU average, while certain activities,
such as adequate waste incineration and wastewater
treatment, are not being conducted at all. All of this affects
the sluggishness of the Croatian economy's transformation
from a linear to a circular model and, thereby, its
competitiveness, which partially confirms the hypothesis
established above, as it proves its connection to the
presence of a Fourth Industrial Revolution in some areas,
but not its implementation in the Republic of Croatia. To
achieve better results in the period encompassed by the
Europe 2030 strategy, the Croatian Government needs to
establish national strategies in all areas of activity of the
circular economy, set more ambitious goals, and secure the
backing of EU funds for their implementation.
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Abstract - Information and communication technologies
(ICT) are an indispensable and decisive factor in developing
society and the economy. Due to the greater spread of the
telecommunications network and more affordable services,
these technologies have become more accessible to a larger
population. In the past five years, almost all business sectors
have made a certain degree of transformation of their
business, bringing new digital implications. Simultaneously,
all sectors, especially the service ones, are showing readiness
for the digital society's challenges. Industries that are
predominantly dependent on the digital aspects of doing
business are continually looking for faster ways to deliver
services with as little cost and downtime as possible.
Objective limitations in achieving these efforts emerge in the
form of Internet connectivity. The emergence of the 5G
network opens up new opportunities to expand and improve
existing business models and the emergence of new ones.
The aim of this paper is to look at the opportunities that the
5G network brings to digitally dependent industries. The
paper will use available data from relevant publishers and
publications that provide an overview of forecasts within
individual industries related to improvements in supply,
productivity, and potential shortcomings. The paper can
serve the scientific community as a conceptual design and
predictor of the development of individual parts of
industries that should be monitored and analyzed through
the prism of various commercial applications in the coming
period.
Keywords - 5G; digital business; Industry 4.0; digital
economy

I.

INTRODUCTION

As we are daily being amazed by the progress
provided by technology leaps, we are experiencing only a
fraction of what technology has to offer. 5G is often
closely associated with fast economic growth. However,
the road to a fully commercial application has been
developing for five years since the EU vision
announcement on 5G. Trends show that in the coming
period, the demand for fast and ultra-fast broadband
Internet will increase thanks to the accelerated
digitalization of all sectors and the parallel development of
sophisticated platforms in the business environment.
Broadband Internet represents a fundamental precondition
for the realization of a broader range of digital activities.
Appropriate internet connection directly affects progress
in digital business development, e-commerce, connecting
with public sector services, digital literacy, and adoption
of various digital skills that consequently affect the
development of the entire digital society. According to the
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OECD [1], there are more than 95% of businesses with
access to a broadband internet connection - including
fixed and mobile in the EU28. These indicators
unequivocally confirm that the Internet has become a
necessary factor in effective businesses.
Digital Europe is a program for 2021 to 2027 that
includes investments in five critical digital sectors: highperformance
computing,
artificial
intelligence,
cybersecurity and trust, advanced digital skills, and
ensuring the widespread use and implementation of digital
technologies in all parts of the economy and society. The
guidelines in this program are aimed at all EU members to
achieve balanced growth and development. They should
therefore be continuously implemented and included in
local and regional development plans.
Theoretically, 5G offers estimated speeds of up to 10
Gb / s, which is about 100 times faster than existing 4G
networks. Remote work will be much easier to achieve,
including work from home, remote control of machines,
remote patient monitoring, and diagnostics. An important
feature of 5G networks is connecting many devices to
send information to users, communicate with each other
and manage specific processes - machine-to-machine
(M2M) and the Internet of Things (IoT). Smart cities will
distribute energy smarter and more efficiently. 5G will
also be used in critical applications requiring very high
reliability and low or almost zero signal latency,
including precise machine control in industry, remote
patient monitoring, diagnostics, and intelligent transport
systems [2].
Although 5G still has a lengthy implementation
process ahead, 4G network covers almost the entire
European population, which is a good indicator on the
demand side, so the transition to a faster and more
reliable broadband connection is expected. In some cases
where countries already have telecommunication
infrastructure, it can be expected to develop network
capabilities and better performance further, but not for all
countries to that degree.
When considering the
worldwide population, there is still almost 40% of people
or 3.2 billion that are still not connected [3]. The
importance of digital connectivity is defined as a social
right in the EU as one of the pillars for achieving a fairer
Europe and strengthening its social dimension [4]. Even
though the connectivity divide among some parts of the
world is likely to persist or even grow, specific action
plans are designed to tackle these problems and have a
more inclusive approach.
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II.

INDICATORS FOR DIGITAL COMPETITIVENESS

Since 2015, the European Commission has been
monitoring Member States' digital competitiveness
through the Digital Economy and Society Index (DESI)
report. In DESI reports by Member State, quantitative
evidence of indicators within the five categories of the
index is combined with insights into individual countries'
policies and best practices. There is a slight disparity in
connectivity indicators between member states, but overall
numbers are encouraging. (Fig. 1)

Figure 1: Connectivity indicators in DESI
Source: DESI 2020., European commission

Depending on how successfully and quickly an
individual country is digitally transformed, it reveals and
how competitively it will take advantage of the
possibilities of 5G technology. Some authors argue that
the existing DESI index results from prevailing trends
and efforts, and it is not expected to increase at the same
rate as before. However, instead, it will be an opportunity
to utilize and maximize its potential. Countries that can
quickly react to a growing demand for innovative
solutions will eminently impact their macroeconomic
prospects.
Development implications for digitally dependent
industries are closely linked to the increase in data
transfer capabilities. The first industries to experience
these benefits are manufacturing, telecommunications,
tech companies, and media and entertainment publishers,
as they will enable faster adoption among a broader
audience. Further development will include all other
business from healthcare and tourism to the full range of
service providers. This new service offering implies a
transition from a 'horizontal' service delivery model,
where services are provided separately from the demands
of customers to a 'vertical' delivery model, where the
services offered are customized to particular segments of
individuals or businesses [5].
III.

INDUSTRIES MOST LIKELY TO BENEFIT
FROM 5G

There is an ongoing discussion on what industries will
benefit the most from 5G network. It comes down to their
readiness to embrace and adapt to the new possibilities it
offers. Many reports and studies confirm that some
industries are more ready than others to embrace the
revolution that 5G brings to businesses and the economy
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at large. The emphasis on this list is on vertical industries
that already have a maturity in technology adoption.
A. Manufacturig
5G technology brings changes in production primarily
by optimizing various production operations that become
more efficient, safer, and more flexible. Such shifts
contribute to the expansion of smart factories' concept
that, with the help of automation, augmented reality, and
artificial intelligence, extend modern enterprises'
boundaries. Furthermore, the factory of the future relies
on the ability to operate and provide advanced predictive
maintenance for the equipment and control supply chain
equipment remotely. Machines perform predictive and
preventative maintenance using dozens of sensors to give
an accurate, real-time representation of a machine [6].
Enhancements are also evident in the area of equipment
monitoring and machine-to-machine communication.
Real-time communications within enterprise aimed at
monitoring assets distributed in broader geographical
areas across the value chain. Augmented reality supports
such tasks as education and training in otherwise
expensive settings, providing real-life simulations in the
design, maintenance, and repair domain [7].
B. Automotive industry
Four fundamental innovations in the auto industry
driven by the rapid flow of information will impact
safety, comfort, efficiency, and change within the
demographics. Although great strides have been made in
driving safety, there is still significant interest within the
automotive industry in emphasizing safety. Primarily in
protecting vulnerable groups in traffic such as children
and cyclists through the integration of technologies for
timely response and identification of potential hazards.
The comfort category is also greatly influenced by
technological advances. Helping drivers during repetitive
driving actions raises the level of enjoyment and
reliability during day trips. Efficiency is reflected in
better planning of travel routes with as few delays as
possible, saving fuel and energy and positively impacting
the environment. Traditional models of purchasing and
costs associated with owning a vehicle are changing,
opening up opportunities for the emergence of new
business models that will better meet the current needs of
modern living [8]. Perhaps the auto industry's most
disruptive technology will be the introduction of
autonomous vehicles, which is an extension of already
implemented but not perfected assisted driving. This new
paradigm will have a positive impact on all before
mentioned innovations.
C. Marketing, media, and entertainment
The main changes will be visible in the way the media
and its consumers interact. For example, virtual realitybased applications are projected to generate more than $
140 million in the period 2021 to 2028 [9], making it an
entirely new and relevant channel of communication. So
far, successful advertising models will be complementary
to an even more engaging experience. A large share of
media content will come in the form of video, an already
data-intensive media element. The gaming industry will
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experience a major revolution with the integration of AR
and VR technology. The new media experience will be
expanded with an immersive experience of consuming
content via 4K / 8K displays, voice control, and 4D
experience. In addition to the previously mentioned
advances in advertising, marketing can expect to
introduce new key performance indicators of individual
activities through technologies such as biometrics and
eye-tracking.
D. Healthcare
5G technology in healthcare will be of particular
importance, especially to communities where healthcare
service is not widely available. Improvements like access
to health data and life-saving assistance via mobile
devices. 5G will also enable a fuller use of wearable
technology, which has now primarily become healthcare
equipment. Furthermore, assistance during real-time
operations and medical staff training will strengthen
existing collaborations that will no longer depend on
geographical distance.
IV.

RISE IN NEW TECHNOLOGY DEVELOPMENT

All mentioned industry advances are enabled by new
technology developments fueled by 5G that could be
summed up in five global trends [10]: IoT, Data privacy,
Cloud computing, AI, and machine learning, bridging the
digital divide. The Internet of Things has only been
partially implemented due to the low bandwidth of
Internet connectivity with the available infrastructure. As
the number of connected devices or IoT increases, more
data will be generated, and for that to be feasible, we
need next-generation connectivity. Staggering 41.6
billion IoT devices will be generating 79.4 zettabytes of
data in 2025 [11]. The devices will increase their
capabilities and generate large amounts of metadata that
will be useful in reducing the time of consumer adoption
of innovations. Consequently, such innovations also
introduce the need for better regulation of privacy issues.
Telecommunications providers will play a significant role
in the development and implementation of these
regulations.
Some of the main terms and regulations to which users
are sensitive are the transparent communication of the
provided service, the possibility to manage preferred
features, and clearly stated instances where consent is
needed for further use of sensitive data. Cloud computing
is not a market novelty, but it is taking on a new usevalue with 5G connectivity. Namely, the greater need for
data storage and the possibility of access to this data
opens the door to the development of new pricing models
from which telecommunications entities and tech
companies will feel the most benefits. AI and machinelearning are the latest buzzwords associated with the
dawn of 5G revolution. Basically, it enables algorithms to
be more efficient and faster at the same time. Faster
speeds will reduce capital expenditure, optimize network
performance and new revenue streams, and improve
customer service and enhance customer experience [12].
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Along with the introduction of the 5G network, some
shortcomings appear in the form of deepening the digital
divide. Incomplete or partial 5G signal coverage suggests
a further widening of the digital divide, but this time not
between the poor and the rich but those living in rural and
those living in urban areas. However, it seems reasonable
to invest in the 5G network in places with the highest
usability. However, negative influences can lead to
additional stratification in society. In this case, local
initiatives and governments' support and activity in
further stimulating and finding solutions to these serious
issues is necessary.
V.

OVERVIEW OF USERS, COUNTRIES AND INDUSTRY
READINESS FOR 5G

How industries respond to the upcoming 5G era is best
illustrated by an overview of several reports shown
below. However, before we see how individual countries
and industries prepare, one should look at user search
habits to better understand people’s interests and
preparation for 5G-related issues. Access to data provided
by the Google trends tool can help us better understand
these trends. The data available through this service show
the emergence of interest in searching for the term 5G
among users only in 2018 (Fig 2).
Data available over Google trends service is not
indicative in the sense that it shows users specific interest
in topics concerning 5G. In contrast, they have shown
raised concern about health risks linked to the
introduction of 5G network. As 5G becomes more
commercially present, it is expected that interest among
users and their inquiries will grow. For the EU, inCITES
Consulting has developed a methodology for assessing
European countries' readiness to implement and adopt 5G
technology. As expected, according to the proposed
index, the best-ranked countries are from Western
Europe: Finland, Switzerland, Germany, Denmark, and
Sweden. These countries have consistent results in the
following categories: infrastructure and technology,
regulations, innovation, human capital, country profile,
and demand. In southern European countries, the
variability of results occurs.

Figure 2: Interest over time: 5G query
Source: Google trends
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The higher search rate that appears in 2019 is mostly in
direct correlation with the terms related to consumer
electronics and their planned launch dates for 5G capable
smartphones. Peak interest among users is recorded in the
first half of April in 2020. Unfortunately, this could be
linked to false claims about certain 5G health risks and
the worldwide covid-19 pandemic in that period. Google
trends category overview shows the most interest in the
auto and vehicle section where there is a steady query
interest from 2018 till today (Fig 3).

Figure 3: Interest over time: 5G query (auto and vehicle category)
Source: Google trends

While in some categories they achieve good results, in
others they lag. In this analysis, Eastern European
countries lag the most with weaknesses in the Regulation
and Policy and Innovation Landscape. Similar, but with
slightly worse indicators, are the Balkan countries.
Countries that have traditionally been pioneers in
technology development and adoption lead the 5G race in
Europe [13].
Industries, on the other, recognize opportunities behind
the 5G introduction. Some have a more passive role,
while others have already made some significant
investments in that area. For instance, Bell Labs
Consulting [14] has released a research report showing
that 86% of decision-makers have some strategy for 5G,
but only 15% are currently investing in its
implementation. Also, the fact that 57% of organizations
plan to invest within the next five years suggests that they
are still gathering information and evidence to help them
decide how they can use the potential of 5G best. Another
telecommunication provider, Ericsson, has released the
report based on its research on the industry impact of 5G
[15].
Key findings show that since the survey was conducted
in recent years, interest in this technology has increased
in all industries. Companies see the most significant
advantages in taking the position of innovators within a
certain industry, which will consequently have a
favorable effect on their efficiency and cost reduction. Of
course, barriers in the form of transition to new systems
dependent on rapid connectivity and security, in general,
have also been identified. On average, industries most
likely to use 5G to create new consumer offerings are
energy/utilities, financial services, and agriculture. On
average, the healthcare, retail, and car industries stand out
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the most for creating consumer value. In contrast, the car
industry, healthcare, retail, and agriculture expect the
most increase in business optimization.
VI.

CONCLUSION

The paper deals with the effects of the introduction of
the 5G network on digitally dependent industries,
countries and consumers. A constructive discussion was
made to examine all participants' initial adaptation levels
in the digital transformation of an economy that knows no
boundaries. An indispensable part of this picture is
undoubtedly the current status of countries in
implementing the introduction of 5G infrastructure and
adapting users to the new opportunities it offers. The
review confirms the value and benefits of rapid
connectivity and its impact on all social and economic
spheres. Giant technological leaps like this necessarily
leave behind barriers as well. Given that the paper
examines the possibilities of this exciting and disruptive
new technology, recommendations for further research
could go in the direction of establishing new business
models that will make even better use of the improved
capacities of services, products, and concepts.
Furthermore, it would be opportune to explore and
anticipate the emergence of a wide range of innovative
services for businesses and individuals as these demands
arrive with an everchanging digital environment. For
companies to remain relevant, they face a mix of
challenges in risk acceptance and significant
transformations that often represent a departure from the
current business philosophy. However, companies are not
the only ones put to the adjustment test. Although the
introduction of 5G connectivity is seen as another step
towards greater inclusion, most studies warn that there is
an objective risk of widening the digital divide.
Adaptation at the country level is expected to occur
depending on the demand for this type of service, the
readiness for the economy's digital transformation, and
the governments' ability to implement appropriate
policies.
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Abstract - Aquaculture is one of the areas that is rapidly
growing in the world in the last years. The demand for food
is increasing in recent years and aquaculture can
significantly contribute to secure food in the future. The
usage of IoT technology in aquaculture can improve the
production process and quality of the water. The IoT
technology and cloud computing increase the productivity
and reduce the costs for fish farming. The systems that use
these technologies in aquaculture are monitoring systems,
systems for controlling water quality and intelligent fish
feeding systems. The development of these systems will lead
to more efficient aquaculture. The identification of
hardware, protocols, platforms, and benefits of smart fish
farming is necessary for the fish farmers and the
researchers. The idea of this research is to present a
systematic literature review of the IoT-based solutions in
aquaculture. This work aims to identify the sensors,
hardware, network protocols, software applications and
benefits of using IoT in aquaculture. This paper is a
systematic literature review about the IoT-based
applications in aquaculture, IoT-based hardware used for
fish farming, network protocols and cloud-based platforms
used in IoT solutions, as well as the benefits of using these
technologies.
Keywords - Internet of Things, Aquaculture, Smart Fish
Farming, Sensors, Cloud computing

I.

INTRODUCTION

Aquaculture is farming of fish, water plants and other
organisms and is one of the fastest growing food
production sectors in the world. The growth of the
population in the world corresponds to the increase in
demand for food. The aquaculture can significantly
contribute to secure food in the future. The good
management of the quality of the water and the production
process in aquaculture can meet the current large food
consumption rates because of the population growth [1].
Aquaculture has a great importance in economic
development and food production. The traditional
approach for fish farming is time-consuming and
expensive in terms of human resources. The occurrence of
an abnormal condition in the water or changes in the
environmental factors can lead to problems like presence
of diseases, poor water quality, high costs of operation,
and waste. Currently, the monitoring of these conditions is
done irregularly and ineffectively. With the rapid
development of science and technology, the unwanted
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conditions can be prevented by using modern smart
approach for fish farming. The Internet of Things (IoT) is
among the technologies that can improve the quality of
fish farming and production process in aquaculture. The
IoT-based smart systems for aquaculture are more
efficient than the traditional approaches for farming and
can boost the production process. The usage of these
systems can significantly lower the costs of the farming
and deliver better products. The monitoring of physical,
chemical, and biological parameters in the water is
important for maintaining adequate conditions in
aquaculture and avoiding unwanted situations that may
lead to collapse of the production process [2].
The IoT technology is widely used in various fields to
solve problems and improve processes by implementing
new solutions, especially in manufacturing and
agriculture. The IoT technology can be used in
aquaculture to automate the tools to collect different types
of data like temperature, pH, dissolved oxygen, salinity,
ammonia, etc. This data can be used to analyze and make
prediction to improve the quality of the product. The
usage of IoT and cloud technologies offers new
possibilities of building new farming approaches that
make the farming easier and more productive [3].
The Internet of Things is a very fast-growing
technology which has rapidly penetrated in all areas of
people’s daily life. With the increasing number of mobile
devices and the growth of the cloud computing and data
analytics the IoT has become more relevant to the world.
It enables billions of objects connected to the internet to
communicate and share information. The IoT provides
interconnection between these objects and enables to
collect and exchange data. The data generated by these
objects are collected, analyzed, and used to perform
actions and make decisions [4].
Typically, the IoT architecture has three layers:
perception layer, network layer, and application layer.
Perception layer or sensor layer is the bottom layer of IoT.
The devices in this layer are smart objects integrated with
various types of sensors that collect the measured data.
These devices are connected to IoT network which
enables the collected data to be transmitted to the upper
layer. The network layer or transmission layer receives the
massive volume of data produced by the sensors and
transport them to the application layer through an
integrated network. The network layer transports the data
through gateways using various of technologies and
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protocols. The application layer or business layer receives
the data from the network layer. It can store the data into a
database or use various tools for analysis to extract
information from them. Various of applications exist in
this layer such as smart grid, smart cities, smart homes,
smart health, etc. [5]
This work presents a systematic literature review of
the IoT-based systems for aquaculture. The objective is to
collect and summarize the existing research results in the
area of smart fish farming and identify the components
and characteristics of the systems as well as the benefits of
using those systems. To get a comprehensive result,
numerous of publications were explored which are
published in popular digital libraries like IEEExplore,
ACM and ScienceDirect.
The rest of the paper is organized as follows. Section
II describes the research methodology used in this review.
Section III presents the results of the systematic review.
The conclusions of the study are presented in Section IV.
II.

RESEARCH METHODOLOGY

This SLR was conducted using the guidelines
provided by Kitchenham [6]. The methodology used in
this systematic literature review consists of five stages: 1)
defining research questions, 2) describing the search
strategy process, 3) identifying the inclusion and exclusion
criteria ,4) study selection process, 5) data extraction and
synthesis.
A. Research Questions
 RQ1: What types of sensors are used in the solutions?
The motivation for this question is to identify the
sensor types used in aquaculture. It is important to identify
what parameters are measured for improving the fish
farming.


RQ2: What types of single board computers are used
in the solutions?

The motivation for this question is to find the single
board computer types that are used to collect the data from
the sensors and transmit it to upper layer.


RQ3: What protocols are used for data transport?

The motivation for this question is to identify the
network protocols used in the IoT-based solutions in
aquaculture.


To answer the research questions a search string was
defined and used to capture all results that relates to IoTbased aquaculture or smart fish farming. To build the
search string specific keywords were used related to the
research topic. Boolean expressions “AND” and “OR” are
used to filter the list of papers in the existing databases.
The final search string that was built is:
((“Smart Fish Farming” OR “Aquaculture”) AND
(“Internet of Things” OR “IoT”)).
C. Inclusion and Exclusion Criteria
The initial set obtained by the search strategy may
contains studies that are not related to the research topic of
this SLR. For this purpose, inclusion, and exclusion
criteria have been defined to assess the quality of the
retrieved articles. The list of criteria for inclusion and
exclusion is presented in Table I.
D. Study selection
As Figure 1 shows, the search strategy resulted with
362 research papers obtained in the initial set. Out of
them, 109 research papers were retrieved from IEEE
Xplore, 28 from ACM Digital Library and 225 from
ScienceDirect. The initial set may contain papers that are
not related to the topic or they do not match the objective
of the SLR. The selection process continued with the
removing of irrelevant papers and identifying the most
related studies.

RQ4: What are the IoT cloud-based platforms used
for aquaculture?

TABLE I.

The motivation for this question is to identify the
cloud-based platforms used in aquaculture.





RQ5: What are the benefits of using IoT in
aquaculture?

The motivation for this question is to identify the
benefits from implementation of IoT-based solutions in
aquaculture.
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B. Search Strategy
The search strategy is important for systematic
literature review to ensure that all relevant articles for
specific topic are included. In this study, three electronic
databases were considered for the retrieval of important
articles from the literature. These databases are IEEE
Xplore, ACM digital library and ScienceDirect. IEEE and
ACM are publishers, and their search engines retrieve
only articles released in their own journals, conference
proceedings, etc. Science Direct is comprehensive
bibliographical database that contains abstracts and
citations from academic journal articles. These digital
libraries are reputable, reliable, and most commonly used
databases in computer sciences. These databases were
chosen because they contain peer-reviewed articles, as
well as they provide advanced search functions, especially
search in meta-data such as title, abstract and keywords.

INCLUSION AND EXCLUSION CRITERIA
Criteria

Inclusion
Criteria

Exclusion
Criteria









Articles published within January 2010 –
December 2020
Articles related to smart fish farming
Articles that report an approach for
implementation of IoT based system in
aquaculture
Articles published outside the specified period
Previous version of the article already selected
Article is published just as an abstract
Articles not written in English
Articles deviate from answering research
questions
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A total of 28 articles were obtained as result of the
selection process. These articles were the most relevant to
the research topic of this SLR.
E.

Data extraction and synthesis
In this subsection, meaningful information was
extracted from each article in order to provide answers to
the research questions. Relevant data were extracted from
the research papers, filled in a form, and stored in a
spreadsheet. The extraction card used for collecting the
data from each study is shown in Table II. The data
attributes covered by the extraction card are study title,
author, sensors, single board computers, network
protocols, cloud platforms and benefits. Study title and
author were extracted for documentation purpose, and the
other attributes were related to the research questions. The
data were extracted after a thorough analysis of each
article to identify the components of the proposed system
by the researchers.
III.

RESULTS AND DISCUSSION

This paper cover five question that were formulated in
the section II. In this section the answers to the research
questions are presented.

Figure 1. Study selection process

Next in the selection process the title, keywords and
abstract were analyzed as shown on Figure 1. 87 papers
were retrieved, and 275 paper were excluded upon
applying inclusion and exclusion criteria based on title and
keywords. After reading the abstract further 43 articles
were eliminated, and 44 articles were left for the next
phase of the screening.
In the next phase of the selection process, the full
texts of the 44 articles were analyzed. In this phase, 16
papers were excluded because they did not satisfy some
inclusion or exclusion criteria. Six articles were eliminated
because the previous version of the articles was already
selected. Eight articles deviated from answering the
research questions and were excluded. Two papers were
excluded as they did not report implementation of IoT
based aquaculture system.

TABLE II.
No.

A. RQ1: What types of IoT sensors are used in the
solutions?
This question will go over the sensors that are used in
the systems presented in each paper. The aim of this
question is to show the reader what types of sensors are
used to collect the measured data of the environmental
parameters in aquaculture. By using different types of
sensors, the farmers can monitor the parameters of water
quality and take actions according to the state of the water.
17 types of sensors were detected in the selected
articles. According to Fig. 2 temperature sensors is most
used sensor in the aquaculture which appears in 27 papers
(96%). PH sensor is also widely adopted for smart fish
farming. This sensor type appears in 89% of the selected
papers. Other commonly used sensor is for measuring
dissolved oxygen (67%). The sensor types that are less
used are turbidity (29%), water level (25%), salinity
(21%), conductivity (18%) and ammonia (14%). The
sensors for measuring total suspended solids, oxidation
reduction potential, foul smell, nitrate, carbonates, bluegreen algae, chlorophyl, total dissolve solids and oil level

EXTRACTION CARD

Attribute Name

Research Question

1

Study Title

/

2

Authors

/

3

Sensors

RQ1

4

Single Board Computers

RQ2

5

Network Protocols

RQ3

6

Cloud Platforms

RQ4

7

Benefits

RQ5
Figure 2. Most used sensors in IoT based systems in aquaculture
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are rarely used in aquaculture (below 10%).
Each of the systems presented in the selected research
papers use multiple sensors. Seven different types of
sensors were detected in [31] which was the highest
number of sensors detected in a single system. The
combination of temperature, pH and dissolved oxygen
sensors appear in 15 papers (54%). These sensor types are
vital to maintain adequate condition and avoid unwanted
situations in aquaculture system [2]. Water quality
parameters like ammonia, nitrate, foul smell, salinity, and
carbonates, which are less included in the aquaculture
solutions are important for the growth of aquatic life [11]
[15][31].
B. RQ2: What types of single board computers are used
in the solutions?
The goal of this question is to identify the single board
computer types used in the selected research papers. The
single board computer is a controller that can connect to
the network and execute programs. This device can
connect with the sensors and receive the measured data.
The received values are transmitted to the Internet for
further processing.
75% of the selected articles mentioned the type of the
single board computer used in their solutions. The types
that were identified are:


Raspberry Pi: This is as credit-card sized
computer that is low-cost and have ability to run
multiple programs. Raspberry Pi is able to
connect to internet through Wi-Fi or Ethernet
network interface [7].



Arduino: This is a low-cost microcontroller that
are easy-to-use and flexible. Arduino is opensource hardware that the user can extend and
improve its native functionality. Arduino board
requires external hardware to connect to Internet
[8].



ESP Boards: This is a low-cost microchip that
have the possibility to connect to Internet through
Wi-Fi and make simple TCP/IP connections [9].



CC3200: This is a single-chip microcontroller
with built-in Wi-fi connectivity [10].

Arduino and Raspberry Pi are often used together in
same aquaculture solution. Arduino receive the sensor
data and send it to Raspberry Pi, which further transmit
TABLE III.
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PUBLICATIONS PER SINGLE BOARD COMPUTER

the data to upper layer [15][25][27][33][34][37].
Raspberry Pi and ESP Board were detected in [32].
Among the modules based on ESP board were detected
ESP8266 [16], Wemos D1 [26] and NodeMCU [32][35].
The CC3200 microcontroller was included in [14]. Table
III presents the findings about the usage of single board
computers.
C. RQ3: What protocols are used for data transport?
There are many network protocols used in IoT
technology. The objective of this question is to identify
the network protocols used in aquaculture. In order to
answer this question, the network protocols were extracted
from the selected papers.
The data obtained from sensors are transmitted
through the network for storing or analysis. 82% of the
reviewed paper have mentioned network protocols used in
their solution and six different protocols were detected.
Among the mentioned network protocols, the most used is
Wi-Fi which appears in 14 articles. Wi-Fi is a network
protocol with a short range which is easy to implement but
has high power consumption. Therefore, Zigbee [2][36]
and Thread [30] which have low power consumption are
used to reduce costs. Among the network protocols with
long range, cellular network protocols (2G, 3G, 4G, 5G)
are most common and appear in five research papers
[11][13][20][22][24]. However, due to low energy
efficiency and high cost of cellular telecommunication
infrastructure, the low power consumption technologies,
LoRa [19][24][27][37] and NB-IoT [23], are also used.
The findings are summarized in Table IV.
D. RQ4: What are the IoT cloud-based platforms used
for aquaculture?
Large number of IoT cloud-based platforms are
available online. In order to answer this research question,
the cloud-based platforms were extracted from the
selected papers. These platforms are able to store and
process the data obtained by the sensors. Since the sensors
are generating a large amount of data, the cloud-based
platforms provide scalability to the IoT solutions.
Only 13 papers mentioned the cloud-based platform in
their solution. Most of those papers used self-developed
platform. ThingSpeak, an open source IoT platform for
analytics and visualization of obtained data is mentioned

TABLE IV.

PUBLICATIONS PER NETWORK PROTOCOLS

Network
protocol

Total Papers

References

Single Board
Computer

Total Papers

References

Wi-Fi

14

Raspberry Pi

12

[15], [17], [21], [22], [25], [27],
[29], [31], [32], [33], [34], [37]

[11], [13], [14], [16], [17], [28],
[22], [25], [26], [29], [31], [32],
[33], [35]

Cellular

5

[11], [13], [20], [22], [24]

Arduino

10

[2], [11], [12], [15], [20], [25],
[27], [33], [34], [37]

LoRa

4

[19], [24], [27], [37]

ZigBee

2

[2], [36]

ESP Board

4

[32] [16] [35] [26]

CC3200 Launch
Pad

NB-IoT

1

[23]

1

[14]

Thread

1

[30]
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TABLE V.

occurrences, decision-making, proper planning,
and management of the aquaculture industry. [29]

PUBLICATIONS PER CLOUD PLATFORMS

Cloud Platform

Total Papers

ThingSpeak

2

[20], [22]

References

Google Cloud

2

[16], [35]

IBM Cloud

1

[28]

Waziup

1

[37]

Favoriot

1

[13]

China Telecom IoT

1

[23]

Dataplicity

1

[8]

Self-developed

4

[11],[14],[24],[27]

in two articles [20][22]. Cloud-based platforms that
provide data storage, visualization, and processing of
collected data are Google Cloud platform [16][35] and
Waziup [37]. Other publicly available cloud-based
platforms detected in the research papers were IBM Cloud
(Aqua Cloud) [28], China telecom IoT platform [23],
Favoriot [13] and Dataplicity [8]. The findings for this
question are shown in Table V.

IV. CONCLUSION
This systematic literature review investigated the
solutions that use IoT technology in aquaculture. IoT
technology has lots of benefits, therefore many solutions
are proposed and implemented by the researchers. The
main objective of this review is to detect different
components of the IoT-based systems and to find out what
the researchers have used to build their systems. For this
purpose, extensive literature search was performed to find
the most relevant papers on this topic. This review covers
28 research papers from three trusted libraries published
within the period of 2010 to 2020. The papers were
analyzed in order to answer 5 different questions that were
defined for this review. The findings of this review are
summarized as follows.

E. RQ5: What are the benefits of using IoT in
aquaculture?
Using IoT technology in aquaculture has lots of
benefits. The main benefits of IoT in aquaculture
identified in the selected papers in order to answer
research question RQ5 are described below.


Monitoring the values from different sensors on a
daily basis and alerting the farmers about the
parameters that exceeded optimal value will allow
preventive measures to be taken to avoid
problems [11][17].



Intelligent fish feeding system enables better
feeding control and optimizing the costs [24].



Automated control by IoT based system the
reduces human efforts on the fish farms and
improve productivity of fish [25].



Implementation of IoT based system in shrimp
aquaculture for automatic monitoring and control
is inexpensive, easy-to-use, and flexible [18][34].



Monitoring the water quality by IoT based system
can assist the farmers in cultivating soft-shell
crabs [27].



By using real time monitoring, the farmers can
take actions to improve the quality of aquaculture
water in order to effectively reduce diseases, save
feeding costs, avoid anoxic flooding, and reduce
the risk of aquaculture [36].



Remote feeding system using IoT can save labor
costs and increase profit of aquaculture [21].



The real time monitoring system can help in
preventing
inevitable
water
environment
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(RQ1) 17 different sensor types were detected to
monitor different environmental parameters. The
sensors for measuring temperature, pH and
dissolved oxygen are used most frequently.



(RQ2) 75% of the papers mention single board
computer. Raspberry Pi and Arduino are the most
used single board computers.



(RQ3) The network protocols are mentioned by
82% of the papers. The protocols detected in these
papers are Wi-Fi, Zigbee, Thread, LoRa,
Narrowband IoT and cellular network protocols.



(RQ4) Cloud-based platforms are detected in 46%
of the selected research papers. The mentioned
platforms are ThingSpeak, Waziup, IBM Cloud,
Google Cloud, Favoriot, China Telecom IoT
platform, Lora cloud and Dataplicity.



(RQ5) Numerous of benefits are identified from
usage of IoT solutions in aquaculture. The most
important are reducing the labor costs, managing
the quality of water, preventing from unwanted
conditions and increased profit.
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Abstract - Cloud computing offers so many advantages
to the organizations such as availability, and cheaper cost.
Many organizations are adopting cloud computing.
However, the decision to adopt cloud computing is affected
by several factors. Therefore, it is important to investigate
the most common factors that affect the decision of
organizations to adopt cloud computing. This systematic
literature review helps to identify the main factors that
affect the decision on adopting cloud computing by
organizations. From our search in different databases such
as ACM Digital Library, IEEE, SpringerLink, Scopus, etc.,
we select around 150 articles from the field of cloud
computing and around 30 articles were qualified to be
reviewed to help achieve the goal of this paper. For the
purpose of this systematic literature review article, the
criteria were set to select only the studies which followed the
Technology Organization Environment (TOE) framework
and were published from year 2014 to 2020. This review
paper has identified the main factors and concerns that
influence the decision to adopt cloud computing.
Considering the importance of cloud computing, we
encourage that future research to be on the awareness of
organizations about cloud computing.
Keywords - Cloud Computing, Factors, Technology Adoption,
Organizations, TOE

I.

INTRODUCTION

Cloud computing is one of the most discussed
technologies in the recent years due to the benefits it
brings, mostly to the organisations worldwide. In the past
decade, cloud computing is considered as one of the most
adopted technology and it is in the top five emerging
technologies [1]. According to reference [2] cloud
computing is an innovative technology that enables
organizations to deploy and develop their own innovative
applications. Cloud computing has the potential to make
the softwares even more attractive as service to the
organizations [3]. References [4] and [13] argued that
“cloud computing has emerged as a high-potential IT
innovation that replaces the need for organisationally
owned IT assets with on-demand and rapidly scalable
alternatives delivered as services over the Internet”. Many
organizations are aiming to adopt cloud computing
services. Cloud computing is seen to bring many benefits
to organizations. To mention few, better performance,
accessibility worldwide, cost reduction and bigger storage
capacity are some of the benefits that cloud computing
brings to organizations [5]. Moreover, cloud computing
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services are already used by some organizations in their
daily operations even without them being aware of using
them. For instance, according to reference [6], many
organizations use Gmail, Google Docs, and Dropbox
services etc, which fall in the category of cloud computing
services, although these organisations do not have the
awareness that these services fall under cloud computing
services. Organizations which have already adopted cloud
computing services see it as one of the most powerful
tools in IT, meanwhile those who have not embraced
cloud computing see it as complex and immature tool to
adopt [7].
Considering the benefits of cloud computing, many
large organizations are trying to adopt to cloud computing
services [1]. Based on the study conducted by reference
[8], organizations and governments are adopting
increasingly cloud commuting.
On the other hand, despite all of the benefits that cloud
computing is bringing to the organizations, many
organizations, especially small ones, are still hesitant to
adopt it. For instance, in the many reviews conducted in
cloud computing adoption, scholars stated that Small and
Medium Enterprises (SMEs) face more challenges as well
as have more concerns when it comes to cloud computing
adoption [5], [6], [9], [1]. In their research, reference [6]
stated that cloud computing adoption rate is even slower
than predicted.
Even thought there are different views by
organizations whether to adopt cloud computing or not,
research shows an increasing trend of adoption rate of
cloud computing applications [10]. There is little doubt
that it is crucial to know the main factors that affect the
decision to adopt cloud computing. This systematic
literature review enables us to identify the main factors
influencing organizations to adopt cloud computing and
the main concerns that refrain organizations from adopting
cloud computing.
Furthermore, this paper uses the Technology
Organization Environment (TOE) framework as it is
considered as most appropriate framework to examine the
factors that affect the decision of adopting cloud
computing. Furthermore, the TOE framework is used by
many researchers to examine the factors of cloud
computing adoption [11], [12], [9], [6].
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II.

RELATED WORK

A. Cloud computing adoption in various organizations
Various sectors and organizations worldwide are
trying to adopt cloud computing. For instance, cloud
computing is rapidly spreading in educational institutions
[15]. Cloud computing is becoming “new dawn” for
education because cloud computing allows virtualization
of resources, in particular software applications which
allows these resources to be delivered online through
internet instead of being installed on institution
workstations [12]. Therefore, cloud computing plays an
important role in online education programs such as elearning. Scholars have identified several factors
influencing educational institutions to adopt cloud
computing, although they might vary depending on the
country. For instance, reference [16] has identified that the
main factors to adopt cloud computing in education in
developing countries are compatibility, trialability,
observability, results demonstrable and relative advantage,
meanwhile they claimed that the main concerns to adopt
cloud computing are socio-cultural, poor ICT
infrastructure, risk, data security and complexity. In
addition, reference [16] stated that the main factors to
adopt cloud computing in education in Africa are
awareness, cost effectiveness, good ICT infrastructure,
relative advantage, compatibility, trialability, observability
and results demonstrable, while they argued that the main
concerns to adopt cloud computing in education are risk,
data security, socio-cultural factors and complexity.
Furthermore, the main factors that influence education
institutions in Saudi Arabia to adopt cloud computing are
relative advantage, compatibility, top management
support, in contrary, the main concerns that are
complexity, vendor lock-in, data concern, and government
regulations [17]. Also, in their study, reference [18]
suggested that the main factors to adopt cloud computing
by education institutions in India are relative advantage,
compatibility, complexity top management support,
competitive pressure and external expertise. Additionally,
reference [12] argued that the main factors that have
impact in cloud computing adoption in education
institutions in Canada are relative advantage,
compatibility, institutional size, technology readiness and
service provider support, while the author argued that
factors that have negative impact on adoption of cloud
computing by education institutions are complexity,
perceived barriers and regulatory policy. Moreover, in
their study, reference [19] found that factors that push
education institutions in Pakistan to adopt cloud
computing are affordability, government, support, reduce
cost, easy and implementation, on the other hand, these
authors states that the main concerns when it comes to
adoption of cloud computing in education institutions are
complexity, privacy, availability, integrity, confidentiality,
trust, compatibility and cost. Furthermore, the factors that
have a great impact in cloud computing adoption in
education institutions in the United States and Canada are
relative advantage, regulatory policy, and service provider
support, at the same time factors that have negative impact
on cloud computing adoption in education institutions are
complexity, institutional size and technology readiness.
According to reference [15], the factors that influence
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cloud computing adoption in education institutions in
Malaysia are relative advantage, compatibility, top
management support, institution size, service provider
support and government support, meanwhile the main
concern to adopt cloud computing by educational
institutions is complexity. In a research conducted by
reference [20], it was found that factors that have a great
impact in adoption of cloud computing by educational
organizations in Yemen are compatibility, relative
advantage, regulatory policy, security and top
management system. Furthermore, reference [10] argued
that some of the factors that affect the cloud computing
adoption in developing countries are cost, ease of use, and
painless IT operations, on the other hand, the author
argued that privacy, security, trust, lock-in with service
providers, and data transfer capacity are concerns that
impact the decision of cloud computing adoption. These
findings show that the main common factors impacting
the adoption of cloud computing in education institutions
in different countries such as the United States, Canada,
Brazil, Saudi Arabia, Yemen, Malaysia, Pakistan, India
are relative advantage, compatibility, top management
support, and institution size, meanwhile the main common
concerns when it comes to adoption of cloud computing in
education institutions are complexity, privacy, integrity
security and government regulations.
Also, cloud computing has gained great attention in
healthcare institutions. Healthcare institutions are adopting
cloud computing to reduce infrastructure cost, however,
security is still a great concern [21]. Cloud computing
enables healthcare institutions to share IT resources such
as expert skill sets, software and hardware to enhance the
processing capacity [22]. Reference [23] argued that cloud
computing can be used to manage the personal health
records in US. In addition, reference [23] stated that there
are 300 personal health records system, even though this
is a large number, they still have a low adoption rate of
these systems. Cloud computing can benefit the traditional
electronic health record in healthcare industries by
changing the design in terms of efficiency utility and
economy [21]. There is a lot of research conducted to
investigate the factors that influence the decision whether
to adopt cloud computing in the healthcare sector. For
example, in their study, reference [21] found that the main
factors to adopt cloud computing in private and public
hospitals in Brazil are cost, flexibility, and top
management support, meanwhile they found that the main
concerns when it comes to adoption of cloud computing
are security, risk, availability and regulations.
Furthermore, reference [22] argued that the main factors
influencing healthcare industries in Saudi Arabia to adopt
cloud computing are relative advantage, compatibility and
technology readiness. Based on the above findings, there
is no same factor that influence the decision of healthcare
organizations in adoption of cloud computing in Brazil
and Saudi.
In addition, government and private sectors are
benefiting from cloud computing services. However, even
though in many countries the respective governments are
supporting the development of ICT, still the adoption rate
of innovative technologies is still low across the countries,
especially in government sectors [24], [25]. Security,
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finance, ICT skilled staff, resistance to change,
performance, reputation and lack of cooperation amongst
departments are the main challenges faced by government
sector when it comes to adoption of new innovative
technologies such as cloud computing [25]. Public sectors
are even less open minded when it comes to adoption of
innovative technologies [25]. However, many developed
and developing countries are tending to adopt cloud
computing to improve user satisfaction and efficiency [25]
and reduce capital expenditure cost and increase flexibility
[24]. In addition, research found that quality of services,
trust, relative advantage, compatibility, trialability, top
management support and technology readiness are the
main factors to adopt cloud computing in private sector
organizations [26]. Meanwhile, they claimed that security
and privacy are the main concerns to adopt cloud
computing in private sector organizations. Moreover, the
main factors to adopt cloud computing in government
sector organizations in Australia are cost, top management
support, and employee’s knowledge [25]. Meanwhile, the
same reference [25] argued that organizations size,
complexity, compatibility and organization’s technologies
readiness have negative impact on the adoption of cloud
computing.
In recent years, there has been an increasing amount of
literature on the determinants of cloud computing
adoption among SMEs. SMEs are tending to adopt cloud
computing to overcome the competitive advantage. Some
of the advantages that cloud computing brings to SMEs
are scalability, flexibility, and reduced cost [27], [28].
However, most of the SMEs worldwide are still hesitant
when it comes to cloud computing adoption [9]. One
reason for not adopting the cloud computing by SMEs is
due to the size and structure of SMEs, many SMEs face
various challenges starting from lack of having access to
enough resources [27], [5]. We have reviewed literature
on the factors that push adoption of cloud computing by
SMEs in various countries. For example, in their research,
reference [29] argued that the main factors impacting the
cloud computing adoption by SMEs in Taiwan are relative
advantage, compatibility, trialability, observability, ease
of use, security and lower financial costs, however, firm
size is the main concern. Also, reference [6] stated that
cost saving, top management support and technology
readiness positively influence cloud computing adoption,
on the contrary, the factors that have negative impact on
the adoption of cloud computing are advantage,
competitive pressure and external support. Additionally,
in a study conducted in China among various SMEs by
reference [30], it was found that the main factors to adopt
cloud computing is compatibility, while, they argued that
the main concerns when it comes to cloud adoption are
costs, complexity and security. According to reference [1],
the factors that influence the cloud computing adoption by
SMEs in Pakistan are relative advantage, compatibility
and cost reduction, at the same time authors argued that
the main negative impact on adoption of cloud computing
is complexity. The factors such as relative advantage,
compatibility, cost, technology readiness, top management
support, competitive pressure and regulatory support have
a great impact on cloud computing adoption by SMEs in
Malaysia, meanwhile complexity is the only concern that
SMEs consider when adopting cloud computing [27].

MIPRO 2021/DE-DS

Furthermore, reference [28] confirmed that cost savings,
compatibility, top management support, firm size,
competition and regulatory support are the main factors to
adopt cloud computing in SMEs in Nigeria, however, they
claimed that complexity, security and privacy are the main
concerns to adopt cloud computing. Moreover, reference
[31] suggested the factors that push different SMEs to
adopt could computing are organization readiness,
trialability and top management support, on the other
hand, they argued that the main concerns to adopt cloud
computing in different SMEs are complexity, risks,
compatibility, size of firms and regulation policies. The
study conducted in SMEs in India by reference [5] showed
that the main factors that negatively influence the decision
of cloud computing adoption are security, privacy,
organizational risk, sharing, collaboration confidentiality
and integrity. Based on the review conducted, it is
understandable that the main common factors that push
cloud computing adopting by SMEs in countries such as
Malaysia, India, Nigeria, Pakistan, China, and Taiwan are
relative advantage, compatibility, trialability, cost saving,
firm size, and top management support. Meanwhile, the
most common factors that negatively affect the decision to
adopt cloud computing by SMEs in these countries are
complexity and security
B. Technology Organization Environment (TOE)
framework
The Technology Organization Environment (TOE)
framework represents the process by which organizations
use when implementing and adopting innovative
technologies [32]. According to reference [33], TOE
framework is “an organization-level theory that explains
that three different elements of a firm’s context influence
adoption and these contexts are technological context,
organizational contexts and environmental contexts”.
Technological context is defined as organizational
internal and external related technologies [6], [27], [33].
The main technological factors cited by authors are
relative advantage, compatibility, complexity, trialability,
observability, security, risk, trust [22], [34], [35], [36].
Organizational context consists of the resources and
structure of the organizations such as strategical behaviour
of
higher
management,
organizations
size,
communications processes within the organizations [6],
[18], [33]. Many authors have cited top management
support and firm size as organizational factors that may
influence cloud computing adoption [7], [27], [28], [31].
Environmental context includes the organizations
regulatory environment, organizations technology
available which it affects directly or indirectly the
adoption of innovative technologies [6], [27], [33]. ICT
infrastructure and regulations are the most common
factors cited by authors that may affect the decision of
organizations whether to adopt cloud computing [7], [17],
[28], [29], [31].
III. PROCEDURE REVIEW
In this article we included only empirical studies that
used the terms “cloud computing”, “factors” “technology
adoption”, “organizations” and “TOE”. The research was
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conducted using several databases such as ACM Digital
Library, SpringerLink, Scopus, Google Scholar. In
addition, 70 % of the reviewed articles was downloaded
only from good journals such as ACM, Springer, IEEE.
We have set the criteria to review articles which are
published from year 2014 to current date. Our search was
restricted to only articles that use Technology
Organization Environment (TOE) framework. Moreover,
the methods of collating, appraising, and analyzing data
was specified to be quantitative and mixed mode only and
analyzing and appraising data were not limited to any
specific software (e.g., some studies reviewed in this
article use SPSS, AMOS, SmartPLS and so on). The
search was not restricted to specific industry or country.
We omitted studies which did not include TOE framework
and systematic literature review. With this yielding to
around 150 articles, we continued the search by reviewing
the abstract of each article first then continuing with full
text review which yielded to around 30 articles and
eliminating around 120 articles due to the irrelevance of
their topics with this study.
The main questions that guided this review are “what
are the main factors that influence organizations to adopt
cloud computing?” and “what are the main concerns of
organizations when it comes to adopting cloud
computing?”

Auth
ors

FINDINGS

This review focuses on the factors that influcance the
organizations decision when it comes to adoption of cloud
computing by considering around 30 articles. Based on the
review conducted, it was found that the main factors that
influence the decision of organizations to adopt cloud
computing are relative advantage (RA), compatibility (C),
trialability (T), technology readiness (TR), top
management support (TMS) and firm size (F).
Meanwhile, the main concerns to adopt cloud computing
by organizations are complexity (CO), privacy (P), and
security (S). TABLE I presents the summary of reviewed
articels and key findings. The positive (+) sign represents
the positive relationship between the factor and adoption
of cloud computing as opposed to the negative (-) sign
which represents the negative relationship between the
concern and adoption of cloud computing.
TABLE I SUMMARY OF THE RELATIONSHIPS OF
FACTORS/CONCERNS AND ADOPTION OF CLOUD COMPUTING
Auth
ors

Environmental

Organizational

[10]

S(-), T(-)

-

-

[34]

RA(+), C(+), CO(-),
T(+), O(+), S(-). R(-)

-

ICI(-)

[21]

S(-), R(-)

TMS(+)

R(-)

-

ICI(+)

-

*TR(+)
TR (+)

[16]
[35]

1562

Factors/Concerns
Technological

RA(+), C(+), CO(-),
T(+), O(+), S(-), R(-)
RA(+), C(+), CO(-),
T(+), S(-)

[22]

RA(+), C(+)

-

[17]

RA(+), C (+), CO(-)

TMS(+)

[29]

RA(+), C(+), CO(-),
T(+), O(+), S(-)

F(-)

R(-)
-

Technological

Environmental

Organizational

[18]

RA(+), C(+), T(+)
S (-), *Tr(-)
RA(+), C(+), CO(-)

TMS(+)

-

[14]

RA(+), C(+), CO(-)

F(-)

-

[25]

C(+), CO(+)

TMS(+), F(+)

-

[26]

TMS(+)

TR(+)

[9]

RA(+), C(+), CO(-)

TMS(-), F(+)

TR(+)

[12]

RA(+), C(+), CO(-)

TMS(+), F(+)

TR(+)

[19]

C(-), CO(-), T(-), Tr(-)

F(+)

-

[37]

RA(+), CO(-)

F(+)

TR (+)

[15]

RA(+), C(+), CO(-)

TMS(+), F(+)

-

[38]

C(+)

-

-

[6]

RA(-)

TMS(+)

TR(+)

[20]

RA(+), C(-), S(-)

-

-

[24]

C(+), CO(-), S(-)

-

-

[7]

RA(+), C(+), CO(-)

TMS(+), F(+)

-

[1]

RA(+), C(+), CO(-)

-

-

[27]

RA(+), C(+), S(-)

TMS(+)

TR(+)

[28]

IV.

Factors/Concerns

C(+), CO(-), S(-)

TMS(+), F(+)

[31]

C(+), C(-), T(+), R(-)

TMS(+), F(-)

R(-)

[36]

RA(+), C(-), CO(-)

-

-

[5]

C(+), S (-), R(-)

-

-

[30]

C(+), CO(-), S(-)

-

-

[39]

RA(+), C(+), CO(-)

TMS(+), F(+)

TR(+)

*Technology readiness (TR), Trust (Tr), Risk (R)

V.

DISCUSSION

According to TABLE I, 19 out of 20 articles reviewed
which explored relative advantage variable claimed that
relative advantage positively affects the decision to adopt
cloud computing. Meanwhile, 23 out of 25 articles which
investigated the compatibility variable stated that
compatibility positively affects the decision to adopt cloud
computing. Moreover, 6 out of 7 articles which examined
the variable of trialability showed that trialability
positively influences the decision to adopt cloud
computing. In addition, all 3 articles which explored the
variable of observability found that observability
positively impacts the decision to adopt cloud computing.
Additionally, 8 articles which explored the variable
technology readiness argued that technology readiness
positively affects the decision to adopt cloud computing.
As well as top management support was found to
positively affect the decision to adopt cloud computing in
12 out of 13 reviewed articles which studied the variable
of team management support in their studies. Moreover,
firm size positively affects the decision to adopt cloud
computing was argued by 8 out of 11 articles which
examined the firm size variable in their studies. Therefore,
it can be argued that relative advatage, compability,
trialability, observability, technology readiness, top
managmnet support and firm size is a main factor to adopt
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cloud computing.
To add up, TABLE I shows that there are four
common main factors that concern different organizations
to adopt cloud computing. For example, complexity was
found to negatively affect the decision to adopt cloud
computing based on 23 out of 24 articles which
investigated the complexity variable in their studies.
Additionally, security, risk and trust were found to
negatively affect the decision to adopt cloud computing
according to 12 articles, 5 articles and 3 articles,
respectively, which examined the mentioned variables in
their studies. Also, 3 articles which investigated the
regulations variable show that regulations negatively
affect the decision to adopt cloud computing. As such,
complexity, security, risk, trust and regulations are to be
considered before adopting cloud computing by different
organizations.

Figure 1. The model of the current study

Figure 1 represents the framework of the current study
which is consistent with the TOE framework. In addition,
Figure 1 identifies the factors that influence the adoption
of cloud computing in this systematic literature review.
The main factors that influence cloud computing are
relative
advantage,
compatibility,
trialability,
observability, top management support, firm size and
good ICT infrastructure. Meanwhile, the main concerns to
adopt cloud computing by organizations are complexity,
privacy, security, risk, trust and regulations.
VI.

Furthermore, this review paper provides a better
understanding of factors influencing cloud computing
adoption and it helps organizations in their decision
making whether to adopt cloud computing. Given the
importance and benefits of cloud computing, we
encourage further research on cloud computing adoption
in other organizations and industries. We provide
suggestions for future research to enhance the field of
cloud computing research such as awareness of
organizations about cloud computing and cloud
computing security. Many organizations are becoming
keen to adopt new innovative technologies such as cloud
computing. However, all these innovative technologies
have their own advantages and disadvantages. As such,
awareness about new innovative technologies, in
particular cloud computing is something that organization
should consider before adopting it. Therefore, we propose
future research to investigate the awareness of not only
employees but also organizations about cloud computing.
In addition, risk and security associated with adoption and
usage of cloud computing is another important factor to be
considered by organizations. We encourage future
research to examine risks and security of cloud computing
and how it might impact the organizations if there is any
breach as security is considered as one of the main
challenges that organizations pointed out.
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Abstract - The use of emerging technologies such as
Industry 4.0 in the digital transformation of businesses is
growing exponentially in various domains including
agriculture. Implementation of digital transformation leads
to innovation and automatization in business processes. IoT
technologies combined with machine learning approaches
achieve significant benefits in agriculture. This paper
focuses on wine quality prediction and suggests an
intelligent system based on the machine learning
methodology of the decision tree. The effectiveness of
classification and regression trees has improved a great deal
to help in prediction. By using a public data set, the decision
tree is developed consisting of red and white wines
characteristics with their quality assessed by experts. Based
on the developed predictive model intelligent system is
constructed to fully automate the process of wine quality
detection.
Keywords - smart agriculture; digital transformation;
industry 4.0; machine learning; decision tree

I.

INTRODUCTION

Intelligent systems and intelligent agents constitute an
important research field in various domains. Their
decision-making capabilities, are a crucial benefit in
achieving the automatization of a business process.
Agriculture is no exception [1], [2], [3]. Under the EU
funded project Center of Competences for Digital
Transformation of the Food Industry in Rural Areas
concepts of artificial intelligence (AI), machine learning
(ML) and big Internet of Things (IoT) data are being
tested for the purpose of digital transformation (DT) in
smart agriculture (SA). These concepts are also used by
other authors like Ghavate and Joshi in smart farming [4],
by Mangiaracina et al.., in wine industry [5], and by
Mazzetto et al.. in “precision agriculture” [6]. In this
research, a case study of wine quality prediction was
presented. Based on the publicly available data set [7], the
machine learning approach of a decision tree is applied.
Such a predictive model will serve as a basis for
intelligent system development what is the final goal in
the experimental phase of the project as a minimum viable
product (MVP). This approach leads to automatization of
wine quality assessment and it is determined to be an
experimental case study in favor of digital transformation
in wine testing processes.
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This paper is structured as follows. After the
introduction, a literature review of digital transformation
in smart agriculture and wine testing literature is
presented. Following, chapter 3 describes the data set used
in the research as well as methods used for analyzing data
and developing an intelligent system. Chapter 4, gives an
overview of the intelligent system development, its testing
and describes the stages in the development of the system.
The conclusions and directions for future work are given
in the final section.
II.

DIGITAL TRANSFORMATION IN SMART
AGRICULTURE

Digital transformation is present in all industries,
whereby the literature research by Kutnjak et al.. [8]
presents case studies across industries according to
NACE classification. Digital platforms are one of the
possible ways to interconnect producers, sellers, and
distributors / final users in “smart agriculture”, the
concept is researched by Tomičić-Pupek et al.. [9]. All
these technologies (digital platforms, IoT, Big Data,
Machine Learning, …) are employed to add value to the
whole supply chain from producers to customers by
innovations and possible smart use of platform software
as stated in Tomičić Furjan et al. [10]. Emerging
technologies could support this way of transformation of
product, processes, and business model in many parts of
agriculture as already mentioned in Zaripova et al. [1]
and Agrawal and Kamboj [3].
One part of “smart agriculture digital transformation”
is wine production where producers need to get better
decisions and managing the wine production in a “smart
way” [11] and smarter use of technologies such as IoT,
Big Data, Data Analytics, and Machine Learning helps to
support processes such as monitoring vineyards
researched by Trilles et al. [12], wine testing by data
mining techniques in Cortez et al. [13], quality
assessment in Ribeiro et al. [14], quality prediction by
Feilhauer [15], measurement by IoT in wine industry [16]
and transformation of wine production by use of IoT by
Robinson [17].
There are several previous research papers dealing
with building predictive models for wine quality
prediction. e.g. Nachev and Hogan [18] examined the
efficiency of data mining techniques to predict product
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quality from physicochemical data. Ribeiro et al. [14]
investigated the physicochemical properties of wine and
tried to link them to the output attribute of wine quality.
Authors used various machine learning algorithms to
develop the predictive model: linear regression, decision
tree, and artificial neural network.
III.

METHODS AND DATA

In this chapter, data and appropriate methods will be
described briefly to introduce data analysis and
development of the intelligent system.
A. Methodology
SDT (Structured Decision Task) methodology was
applied in the development of our intelligent systems.
SDT methodology was proposed by Attar Software in
[19]. The SDT methodology consists of four steps:
problem modeling, knowledge structuring, knowledge
acquisition, and knowledge testing.
The scope of the intelligent system is to define the
form of a problem-solving model. Our intelligent system
was designed for predicting wine quality level based on
the characteristics of red and white wines.
The model was converted into a structured hierarchy
of decision-making tasks based on the knowledge
gathered by IoT data and as a result of objective tests,
conducted in the laboratory. The obtained knowledge was
represented in the form of decision rules in the intelligent
system. Decision rules are obtained by means of a
decision tree developed by the CRISP-DM process [20].
Other methods of machine learning could be suggested
such as by Oreški et al.l [21], Cortez et al. [13]. The
decision tree was selected following guidelines by Oreški
et al. [22].
Finally, knowledge testing was performed by means
of data exchange between the system and its users. The
machine learning approach of the decision tree was used
to create a structured hierarchy of tasks. The decision tree
recursively partitions data according to a relationship
between the predictors and output variables. Such an
approach develops a predictive model in form of a
decision tree. The decision tree algorithm searches all
possible splits of predictors to best predict the output.
These splits are done recursively to form a tree of
decision rules tool.
B. Data description
Data sets used in this research were created by using
and studying samples of red and white wines. The data set
was created by laboratory testing such as PH value and
IoT sensors. The output variable is constructed as
subjective research that came up as a median of at least
three assessments given by specific wine experts. Each of
the experts included in the research evaluated the quality
of the wine with a number, from the scale in the range
from 0 to 10, where 0 represents - very bad and 10 excellent.
Research data are related to Vinho Verde which
represents a range of Portuguese wines that have a very
distinctive taste. As their name suggests, it is a "green
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wine" and it does not mean its color but the exceptional
youth and immaturity, the peculiarity of which is the
recommended period of consumption within a year from
harvest. The wine has a fresh taste that targets many
consumers, with an alcohol content of up to 11%. The
wine comes from the Minho region in the north of
Portugal.
The data set consists of 4898 instances for white wines
and 1599 instances of red wines. There were 11 input
variables and one output variable. Input variables are
based on physicochemical tests. The output variable is a
subjective evaluation of wine experts. Each variable with
its respective ranges is presented in Table 1.
TABLE I.

VARIABLE DESCRIPTION

Variable
Fixed acidity
Volatile acidity
Citric acid
Residual sugar
Chlorides
Free sulfur dioxide
Total sulfur dioxide
Density
pH
Sulphates
Alcohol
Quality score

Range
2-6
0-1
0-1
0 - 150
0-1
0 - 70
0 - 250
0,95 - 1,1
0 - 14
0 - 3,7
0 – 25
1 - 10
(Source: Authors)

C. Data understanding
In order to gain insight into associations between
variables, initial correlation analysis was performed
before data modeling. Correlation between variables
indicates if one variable changes in value, does the other
variable tends to change in a specific direction.
Understanding correlation can be very useful since
indicates can we use the value of one variable to predict
the value of the other variable. Such correlation analysis
serves as a basis for predictive models’ development and
consequently, intelligent system deployment.
TABLE II.
Variable

Variable

quality
quality

alcohol
sulphates
citric
acid
fixed
acidity
residual
sugar
free
sulfur
dioxide
pH
chlorides
density
total
sulfur
dioxide
volatile
acidity

quality
quality
quality
quality
quality
quality
quality
quality
quality

CORRELATION ANALYSIS
R red
wine
0,4762
0,2514

<,0001
<,0001

R white
wine
0,4356
0,0537

<,0001
0,0002

0,2264

<,0001

-0,0092

0,5193

0,1241

<,0001

-0,1137

<,0001

0,0137

0,5832

-0,0976

<,0001

-0,0507

0,0428

0,0082

0,5681

-0,0577
-0,1289
-0,1749

0,0210
<,0001
<,0001

0,0994
-0,2099
-0,3071

<,0001
<,0001
<,0001

-0,1851

<,0001

-0,1747

<,0001

-0,3906

<,0001

-0,1947

<,0001

p

p

(Source: Authors)
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Wine quality has the highest correlation with alcohol
level, for both red and white wines. A positive correlation
indicates higher quality for wines with a higher level of
alcohol. The level of sulphates has the second-highest
positive correlation with wine quality for red wines.
Volatile acidity has the highest negative correlation for red
wines, indicating a decrease in wine quality level when
volatile acidity increases. Chlorides have the highest
negative correlation with wine quality for white wines. All
of those correlations are statistically significant.
IV.

INTELLIGENT SYSTEM DEVELOPMENT

Intelligent systems comprise the knowledge and are
capable of making conclusions based on the available
data. Knowledge is a basic component of intelligent
systems. The goal of knowledge representation, is to
represent knowledge in a way that enables reasoning (i.e.,
making inferences) on its basis. Rules, semantic
networks, and decision trees are among the most
commonly used knowledge representation techniques in
intelligent systems. Therefore, fundamental steps of
intelligent systems development are focused on
knowledge acquisition and knowledge structuring.

A. Problem modelling
In the problem-modeling phase, the problem is
defined. According to the SDT methodology, our
intelligent system belongs to the “classification” and
“subjective estimation” groups of intelligent systems,
based on the task they perform, since the operation of this
intelligent system relies on assessment based on some
parameters that refer to subjective estimation of the wine
experts.
B. Knowledge acquisition
In order to gain the knowledge necessary for our
system development, a publicly available data set was
used available here [6] and produced by [13]. Description
of data set characteristics is given in the previous chapter.
C. Knowledge structuring
Knowledge structuring is the stage where the model is
transformed into a structured hierarchy. In our case,
knowledge and processes are divided into several nodes
built-in within decision trees represent in Figure 1 for red
wines and Figure 2 for white wines.

By following SDT methodology steps, intelligent
system development is explained in the following
subsections.

Figure 1. Decision tree for red wine quality prediction

In both cases, splitting is performed several times to
achieve quality models. The resulting tree-shaped graphs
give us models of possible prediction paths. Flow
structure in each inner node represents a test on the
attribute, each branch represents the test result and each
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leaf represents a class value (wine quality). The root-toleaf path demonstrates the classification rules. For
instance, first path in Figure 1 states: IF (alcohol<10,55
AND sulphates <0,58 AND volatile acidity >= 0,75 AND
citric acid < 0,06 THEN quality=4,5). As seen, its graphic
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representation is intuitive what facilitates process
automation. Inflow structure for both, red and white
wines, the alcohol level is in the root node, indicating that

this attribute gives the most of information for quality
prediction. This is confirmed by the results of sensitivity
analysis (Figure 4.)

Figure 2. Decision tree for white wine quality prediction

To evaluate the quality of obtaining models model
evaluation was performed through 5-fold cross-validation
and using RSquare and RMSE as quality metrics (see
Table 3).
TABLE III.
Quality metrics
Model reliability
(RSquare)
Model error
(RMSE)

MODEL EVALUATION
Red wine

White wine

0,536

0,450

0,345

0,423
(Source: Authors)

The root means square error indicates differences
between the response and p: the fitted probability for the
actual wine quality. Smaller values indicate a better fit.
RSquare gives a proportion of the variance in the
dependent variable wine quality that is contained in
independent variables. Results for our models are shown
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in Table 3. In both cases, red and white wines, models
could be generalizable on data beyond the used dataset.
D. Knowledge Testing
Once the system was developed, testing for bugs was
performed, following by over a hundred tests running to
test each task as well as parts of tasks separately.
Knowledge testing was performed in two ways: first, by
inserting data to see if the evaluations are correct based on
the raw data, and secondly, fully through the screens. The
testing example was made by 10 runs through the decision
tree can be seen in Figure 3 as one example. Users can
input their wine sensor or laboratory values and calculate
quality. In the lower part of the screen results and
accuracy can be seen. On the right part of the screen, there
is a number of test rows and results. User can also see
correct predictions and their percentage.

MIPRO 2021/DE-DS

Figure 3. Wine quality predictors

The last activity in the testing phase was performing
sensitivity analysis. Sensitivity analysis refers to, the
process of varying parameters among a model's input
variables space to understand the extent to which
different variables affect model outcomes and identify
input variables that are most important for the prediction
of a given task.

Figure 4. Sensitivity analysis

Hereinafter, Figure 4 indicates the results of sensitivity
analysis performed for both, red and white wines. In both
cases, the percentage of alcohol shown to be the strongest
predictor of wine quality. However, there are differences
between red and white wines: volatile acidity stands out as
the second most important predictor for white wines,
whereas the level of sulphates in wine seems to be the
second most important predictor for red wines.
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V.

CONCLUSION

In this article, we proposed an intelligent system to
support the automatization of wine quality assessment as a
case study for digital transformation and smart agriculture.
The application of modern technologies, their lower cost,
and wide availability make it possible to modernize the
traditional ways of wine quality assessment and develop
new features that lead to the successful realization of the
assessment. Even if this intelligent system was the only
MVP as an experiment in a research project the major
contribution of this research is therefore reflected in the
novel approach to the wine quality assessment which is
based on artificial intelligence technologies.
However, this research has some limitations. Variables
included in the research and examined by some wine
testing experts only as starting point in wine quality
assessment by human organoleptic testers. According to
experts, there are also other factors influencing wine
quality that will be examined in future research.
Furthermore, our model was built on a dataset consisting
of Portuguese wines Vinho Verde, and our results could
not be generalized to other types of wine. But, this kind of
approach can be applied to other wine types.
Future research, will include other wine types and also
examine the capability of other machine learning
approaches, such as for ensembles of classifiers to develop
more accurate models.
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Abstract – The Digital Agenda for Europe aims to
maximize the growth potential of the digital economy by
promoting high-performance digital skills and computing,
digitalizing industry and services, developing artificial
intelligence and modernizing public services. The digital
economy is well recognized as an important source of
growth and jobs for the European Union, especially given
the use of a high level of research, innovation and qualified
staff. Tax policy should focus on supporting the growth of
the digital sector and protecting the integrity of the
European
Union's
single
market.
This
means
encouragement a favorable business environment and
removing tax barriers that could discourage investment and
growth, prevent aggressive tax planning, and preserve
national tax bases. On the other hand, the digital sector
must make a fair contribution to public finances.
Keywords – European union; digital services; taxation;
corporate income tax; value added tax

I.

INTRODUCTION

One of the most important technological changes that
have influenced fundamental transformations in the
socio-economic environment at the end of the 20th
century is the emergence of the internet or digital services
in every day relations, including business ones, in which
physical persons, legal entities and public entities
participate [1].
Rapid
development
in
information
and
communication technologies (ICT) over the last few
decades has led to far reaching changes in the way
business is done. In contrast to traditional companies
which produce material goods or services at certain
physical locations, more and more companies produce
non-material digital services such as social platforms,
online stores with internet advertising and transmit and
process data gained from internet users in various parts of
the world [2].
Large digital companies such as Apple, Facebook,
Amazon, Google and Airbnb use outdated legal norms in
order to avoid paying tax. Even though they do business
in all EU Member States, mainly register their profits in
Member States with low taxation rates such as Ireland or
Luxembourg and in that way avoid paying tax in
countries where they make profits and earnings.
According to research initiated by members of a special
board TAX3 GUE/NGL of the European parliament for
financial crime and tax evasion of 2018, Apple, one of
the biggest and most profitable companies in the world,
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probably only paid 0.7% tax on profit in the European
Union between 2015-2017 [2].
The European Commission is considering a comeback
in European plans for taxing digital services in order to
finance the great plan for economic recovery of the
European Union caused by the consequences of the
corona virus pandemic. It is estimated that about 750
billion Euros will be earned from taxing digital services
[3].
So, finances have become an active area in the area of
applying digital technologies. As a result, new institutions
are emerging and existing ones are being modernized,
propelled by the new technological inroads made by
humanity which undoubtedly impact on already existing
institutions and which are under the influence of change
[4].
In this paper, the problem areas of taxing digital
services with corporate income tax and value added tax
(hereinafter: VAT) will be analyzed. There will be more
emphasis on VAT in the Republic of Croatia because the
Republic of Croatia has implemented in its legislation the
Directives and Regulations of the European Union
concerning the taxation of digital services with VAT, as
well as Member States of European Union. In the
taxation of digital services with corporate income tax, the
emphasis will be on OECD recommendations and
proposals for European union's directives because the
Republic of Croatia, nor most Member States of
European Union, do not have a prescribed taxation of
digital services profits with corporate income tax, and
therefore such rules are not harmonized at European
Union level.

II.

TAXING THE DIGITAL ECONOMY WITH VALUE
ADDED TAX

Cross-border trade in goods, services and intangible
assets (which include digital acquisitions for VAT
purposes poses challenges to VAT systems, especially
where such products are procured by private consumers
from suppliers abroad. The digital economy increases
these challenges, as the evolution of technology has
dramatically increased the ability of private consumers to
buy online and companies capable of selling to consumers
around the world without having to be physically or
otherwise present in the consumer's country. This often
results in no or an inappropriately low amount of VAT
being levied on these flows, with adverse effects on
countries VAT revenues and on the level playing field
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between resident and non-resident vendors. The main tax
challenges related to VAT in the digital economy relate to
(i) imports of low value parcels from online sales which
are treated as VAT-exempt in many jurisdictions, and (ii)
the strong growth in the trade of services and intangibles,
particularly sales to private consumers, on which often no
or an inappropriately low amount of VAT is levied due to
the complexity of enforcing VAT-payment on such
supplies [5].
In accordance with the provisions of Council Directive
2006/112 /EC of 28 November 2006 on the common
system of value added tax (hereinafter: Directive
2006/112) [6], the distance sale of goods within the
European Union is taxed according to the country of
origin principle. This means that it is subject to VAT of
the supplier's Member State until the delivery threshold is
exceeded [7]. For the Republic of Croatia, this threshold
amounts to HRK 270 000,00 [8]. This means that a
supplier from another Member State who delivers goods
at a distance to end users in the Republic of Croatia
calculates VAT in its Member State until the total amount
of goods delivered in the previous or current exceeds
HRK 270 000,00. When the supplier exceeds the specified
threshold, he must register for VAT purposes in the
Republic of Croatia and charge Croatian VAT on the
deliveries made [9]. Also, Directive 2006/112/EC
prescribes the acquisition threshold for the purchase of
goods from the European Union to the Republic of
Croatia, which amounts to HRK 77 000,00 when the
buyers are special acquirers in the Republic of Croatia
who are not in the VAT system [8].
Therefore, until these thresholds are exceeded,
suppliers, the delivery threshold, and the acquirers, the
VAT acquisition threshold is calculated at the place where
the delivery starts, and not in the Republic of Croatia. In
both cases, the delivery must be made to a non-taxable
person (Business to Costumer; B2C) [10].
The One Stop Shop taxation procedure for the distance
sale of goods within the European Union, for supplies of
goods within a Member State by electronic interfaces
enabling those supplies and for services supplied by
taxpayers established in the European Union but not
established in the Member State of consumption may
apply a taxpayer who has his registered office, permanent
establishment, domicile or habitual residence in the
territory of the European Union but does not have a
domicile, permanent establishment, domicile or habitual
residence in the territory of the Member State of
consumption. The Member State of return is the Member
State in which the taxable person has his registered office,
domicile or habitual residence, and if he does not have
one, then the Member State in which he has a permanent
establishment. In the event that the taxpayer has more than
one permanent establishment, the Member State of
declaration shall be the Member State with a permanent
establishment specified by the taxpayer as the State in
which the One Stop Shop will apply in the current
calendar year and during the following two calendar years.
However, if the taxable person does not have a permanent
establishment in the territory of the European Union, the
Member State of declaration is the Member State in which
the dispatch or transport of the goods begins. In the event
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that the dispatch or transport of goods begins in more than
one Member State, the taxable person shall indicate which
of those Member States is the Member State of
declaration, and that decision shall bind him in the current
calendar year and during the following two calendar years.
The Member State of consumption is: 1. in the case of the
provision of services, the Member State deemed to be
providing the service, 2. in the case of distance selling of
goods within the European Union, the Member State in
which the transport of goods to the customer ends, 3. in
the case of that the deliveries are made by an electronic
interface (hereinafter: the portal) which enables the sale by
a taxpayer from a third country, and the delivery is within
the same Member State, that country. Distance selling of
goods within the European Union is the supply of goods
transported from one Member State to another to a
taxpayer or a non-taxable legal person whose acquisition
of goods within the European Union is not subject to
VAT, or to any other person who is not a taxpayer where
the delivered good is not a new means of transport or a
good which the supplier or another person, on his behalf,
assembles or installs with or without trial operation [11].
From 1 July 2021, the provisions on the delivery
threshold are deleted, and the place of distance delivery of
goods within the European Union is the Member State
where the transport of goods to the customer ends. This
makes it easier for taxpayers to do business, as they will
no longer be required to follow the thresholds for distance
deliveries set by individual Member States, after which
the taxpayer had to register for VAT in the Member State
whose threshold was exceeded. However, in order to
facilitate business for small businesses, a single threshold
is prescribed at the level of the European Union, which
amounts to EUR 10 000,00. The single threshold of EUR
10 000,00, which is converted into HRK 77 000,00,
includes: telecommunications services, radio and
television broadcasting services and electronically
performed services to non-taxpayers in other Member
States and distance selling of goods within the European
Union [11]. Consequently, if the taxpayer in the previous
and current calendar year achieved the value of supplies
that enter the threshold of less than HRK 77 000,00, the
place of taxation of these supplies is in the Member State
of the supplier's registered office [8]. At the time of
crossing the threshold, the place of taxation is the place of
residence of the recipient of services and the place where
the transport of goods to the customer ends. This
procedure can be applied by: a taxpayer who sells goods
at a distance within the European Union, a taxpayer
(portal) that allows sales by a taxpayer from a third
country, and it is a supply of goods within the same
Member State and a taxpayer who is not established in
Member State of consumption and provides services to a
non-taxable person [11].
The portal is considered to be a supplier if it allows
distance delivery within the European Union by a
taxpayer from a third country. The portal is also
considered a supplier if it allows the supply of goods
within the same Member State by a taxpayer from a third
country. The portal is also considered a supplier if it
allows the supply of goods within the same Member State
by a taxpayer from a third country. Council Implementing
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Regulation (EU) of 21 November 2019 amending
Implementing Regulation (EU) 282/2011 regarding the
supply of goods or services enabled by the use of
electronic interfaces and special programs for taxpayers
who provide services to non-taxpayers or sell goods at a
distance and perform certain deliveries on the domestic
market stipulates that the term "facilitates" means the use
of an electronic interface to allow a customer and a
supplier offering services or goods for sale through the
electronic interface to enter into contact which results in a
supply of goods or services through that electronic
interface [11]. However, the term “facilitates” shall not
cover a supply of goods or services where all of the
following conditions are met: (a) the taxable person does
not set, either directly or indirectly, any of the terms and
conditions under which the supply is made; (b) the taxable
person is not, either directly or indirectly, involved in
authorising the charge to the customer in respect of the
payment made; (c) the taxable person is not, either directly
or indirectly, involved in the ordering or delivery of the
goods or in the supply of the services [12].
The chargeable event for the delivery of goods
performed by the portal, as well as the taxable event for
the delivery of goods to that taxpayer, and the obligation
to calculate VAT arise at the time of acceptance of
payment. The moment of acceptance of payment is the
moment when the supplier, who sells goods via the
electronic interface, receives a confirmation of payment, a
message of approval of payment or a commitment to pay
from the buyer, whichever occurs first, or when it is
received on his behalf, regardless of that is when the
actual payment is made. The portal is not considered a
supplier when it enables the delivery of goods at a
distance within the European Union or the delivery of
services to non-taxpayers by a taxpayer who has a
registered office, residence, habitual residence or
permanent establishment in the European Union. Import
One Stop Shop taxation procedure for the sale of goods
imported at a distance from third countries includes only
goods in shipments whose intrinsic value does not exceed
HRK 1 135,00. This procedure cannot be applied to goods
subject to excise duty. The distance sale of goods
imported from third countries is the supply of goods
transported from third countries or third countries to the
European Union to a taxpayer or non-taxable legal person
whose acquisition of goods within the European Union is
not subject to VAT, or any to another person who is not a
taxpayer. Taxpayers can apply this procedure regardless
of whether they have their registered office, residence,
habitual residence or permanent establishment in the
territory of the European Union, provided that taxpayers
from third countries must appoint an intermediary. An
intermediary is a person established in the European
Union, appointed by a taxpayer who sells goods at a
distance imported from third countries or third countries
as the person responsible for paying VAT and for
fulfilling obligations related to Import One Stop Shop on
behalf and for the account of the tax taxpayer. From 1 July
2021, the Import One Stop Shop can be used for the
distance sale of goods imported from third areas or third
countries in consignments whose intrinsic value does not
exceed HRK 1 135,00. The Member State of declaration is
the Member State in which the taxpayer or intermediary
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has its registered office, domicile or habitual residence
and, if not, the Member State in which it has a permanent
establishment. If the taxpayer does not even have a
permanent establishment in the territory of the European
Union, the Member State of declaration is the Member
State in which he chooses to declare. The Member State of
consumption is the Member State in which the transport of
goods to the customer ends. If a taxpayer or intermediary
has more than one permanent establishment in the
territory of the European Union for Import One Stop
Shop, the decision designating the Member State of
permanent establishment as the Member State of
declaration shall bind him in the current calendar year and
during the following two calendar years [11].In addition to
the entry into force of the Import One Stop Shop, from 1
July 2021, the exemption from VAT on the import of lowvalue shipments (up to HRK 160,00) will be abolished. In
order to avoid distortions of competition between
suppliers inside and outside the European Union, it is
necessary to abolish the exemption from VAT on imports
of small value consignments. This enables taxpayers from
the European Union and taxpayers from third countries to
have equal business conditions [11].
III.

TAXING THE DIGITAL ECONOMY WITH CORPORATE
INCOME TAX

In general terms, in the area of direct taxation, the
main policy challenges raised by the digital economy fall
into three broad categories: 1. Nexus: The continual
increase in the potential of digital technologies and the
reduced need in many cases for extensive physical
presence in order to carry on business, combined with the
increasing role of network effects generated by customer
interactions, can raise questions as to whether the current
rules to determine nexus with a jurisdiction for tax
purposes are appropriate.; 2. Data: The growth in
sophistication of information technologies has permitted
companies in the digital economy to gather and use
information across borders to an unprecedented degree.
This raises the issues of how to attribute value created
from the generation of data through digital products and
services, and of how to characterise for tax purposes a
person or entity’s supply of data in a transaction, for
example, as a free supply of a good, as a barter
transaction, or some other way.; Characterisation: The
development of new digital products or means of
delivering services creates uncertainties in relation to the
proper characterisation of payments made in the context
of new business models, particularly in relation to cloud
computing. These challenges raise questions as to whether
the current international tax framework continues to be
appropriate to deal with the changes brought about by the
digital economy and the business models that it makes
possible, and also relate to the allocation of taxing rights
between source and residence jurisdictions. These
challenges also raise questions regarding the paradigm
used to determine where economic activities are carried
out and value is created for tax purposes, which is based
on an analysis of the functions performed, assets used and
risks assumed. At the same time, when these challenges
create opportunities for achieving double non-taxation, for
example due to the lack of nexus in the market country
under current rules coupled with lack of taxation in the
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jurisdiction of the income recipient and of that of the
ultimate parent company, they also generate Base Erosion
and Profit Shifting (hereinafter: BEPS) issues. Although
the challenges related to corporate income tax (nexus, data
and character) are distinct in nature, they may overlap
with each other. For example, the characterisation of
payments may trigger taxation in the jurisdiction where
the payor is resident or established and hence overlap with
the issue of nexus. Similarly, the collection of data from
users located in a jurisdiction may trigger questions
regarding whether it should give rise to nexus with that
jurisdiction, and if so, whether and how the income
generated from the use of these data should be attributed
to that nexus. It also raises questions regarding how
income from transactions involving data should be
characterised for tax purposes [5] [13].
The Organisation for Economic Cooperation and
Development (hereinafter: OECD) Working Group on the
Digital Economy, established for the implementation of
BEPS measures, is currently focused on drafting rules and
guidelines in the field of taxation of multinational
corporations engaged in the activities of the digital
economy in the field of corporate income tax. These rules
are divided into two main groups. The first group of rules,
pillar one, includes the allocation of tax rights in
jurisdictions where the market, users or sources are
located, as well as the application of the rules on
significant digital presence and the redistribution of profits
and the rules on distributors [10].
An important question that needs to be answered is the
definition of tax thresholds, according to the proposal
under discussion, only companies whose total world
consolidated revenue is above the threshold of EUR 750
million would be taken into account, and as a second
condition and the application threshold would be taken the
ratio of the rate of profit from digital activities to total
revenues from these activities, with the application of
taxation occurring if the rates of profit to revenue were
higher than those that would be accepted by consensus in
the OECD. Several different application scenarios are
being considered and an appropriate sector-specific and
industry-specific profit level indicator needs to be
identified, including coordination with the existing
transfer pricing system [14]. As for the second group of
rules, pillar two, its focus is on correcting the level of
taxation and equalizing the level of taxes in the case of
using various models and systems for tax avoidance (tax
havens, tax incentives, incentives ...) in a way that correct
the tax base, not to recognize the tax deduction or to apply
withholding tax [10]. Therefore, the introduction of new
rules for taxation of digital companies as a supplement to
the existing OECD recommendations is discussed within
"Pillar Two", which are: 1) the rule on included income,
which builds on the adopted rule on controlled foreign
companies [15].
The rule on included income stipulates that the
taxpayer - digital company must include in the income of
its parent company the income of its subsidiary that was
realized in another jurisdiction, and are taxed at a tax rate
below the minimum rate. 2) The Switch over rule
provision would apply as a supplement to the income tax
rule to those foreign subsidiaries that are taxed at a tax
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rate below the minimum and are subject to exemptions
under existing double taxation agreements. Thus, the
transfer provision would allow the application of the rules
on included income to such foreign subsidiaries as well. 3)
The rule on contesting the payment of expenses within a
group would apply to transactions within the group if
those transactions would lead to a reduction of the tax
base and the payment of a smaller amount of tax than the
one that should be paid. 4) The rule on taxation provides
for the application of withholding taxes and other taxes on
the source of payment and challenging the application of
benefits provided by contracts for certain types of income,
if the payments made and income would be taxed below
the minimum rate [14].
On 21 March 2018, the Proposal for a Council
Directive (EU) laying down rules relating to the corporate
taxation of a significant digital presence (hereinafter: the
Directive) was adopted: for corporate tax purposes in all
Member States to include a substantial digital presence
through which to do business in whole or in part. This
Directive also lays down certain principles for attributing
profits to a significant digital presence or linking to it for
corporate income tax purposes [16]. The proposal seeks to
tax business activities he calls digital services. Digital
services are defined as: “services that are delivered via the
Internet or electronic network and whose nature makes
their supply basically automated and involves minimal
human intervention, and it is impossible to provide it in
the absence of information technologies [17]. For the
purposes of income tax, it is considered that there is a
permanent establishment if there is a significant digital
presence with which the business is conducted in whole or
in part [16].
According to Article 4 (3) of the Directive, a
“significant digital presence” is considered to exist in a
Member State during the tax period if its business consists
in whole or in part of the provision of digital services via a
digital interface and, taking into account the overall
provision these services by the entity performing that
activity and the provision of these services via the digital
interface by each of the associated companies of that
entity, at least one of the following conditions is met: (a)
the share of the total revenue generated in that tax period
as a result of the provision of those digital services to
users located in that jurisdiction in that tax period exceeds
EUR 7.000,000; (b) the number of users of at least one of
those digital services located in that Member State in that
tax period exceeds 100.000; (c) the number of business
contracts for the provision of all such digital services
entered into by users located in that jurisdiction during
that tax period exceeds 3.000 [18]. The profits attributable
to, or linked to, a significant digital presence in a Member
State shall be taxable in respect of income tax only in that
Member State. Given its design, the EU digital services
tax can be characterized as a “hybrid tax” that embodies
the elements of income tax and consumption tax.
Although the tax refers to revenue generated by value
creation in a particular Member State, it would be prone to
forwarding to consumers and is triggered by the provision
of services [14]. According to Article 5 (2) of the
Directive, the profits attributable to or associated with a
significant digital presence is the profit that would have
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been generated by the digital presence had the same or a
similar activity been carried out by a separate and
independent company via a digital interface under the
same or similar conditions, especially in its dealings with
other parts of the company, taking into account the
functions performed, the assets used and the risks
assumed. In determining the attributable profits, due
account shall be taken of economically important
activities carried out by means of a substantial digital
presence relevant to the development, improvement,
maintenance, protection and exploitation of the intangible
assets of the company. In determining the profit
attributable to taxpayers, they use the profit sharing
method, unless the taxpayer demonstrates that an
alternative method based on internationally accepted
principles is more appropriate taking into account the
results of the functional analysis [16].
IV.

CONCLUSION

Problems with which confront financial powers in
doing business over the internet (taxation of digital
services) are: 1) difficulties in determining the source of
the point of taxation, 2) the problem of prescribing the
profit of given services, 3) the problem of fixing the
boundaries of certain taxation subjects, 4) the anonymity
of participants in internet business 5) the danger of
double taxation or no taxation.
In order to mitigate possible cases of double taxation of
the same income subject to both corporate income tax
and digital services tax, Member States of Europen Union
should allow companies to deduct the digital service tax
paid as a cost from the corporate income tax base in their
territory, regardless of whether both taxes are paid in the
same Member State or in different Member States.
Doing business over the internet (carrying out digital
services) has a global scope. Therefore, not one country
can independently resolve taxation problems arising
therefrom, rather, cooperation at a higher, international
level is necessary [19].
The European Commission in 2018 produced the
Proposal for a Council Directive (EU) laying down rules
relating to the corporate taxation of a significant digital
presence as a long-term and all-encompassing solution
for this area. Within the European Union a huge
discrepancy among the place of taxation and receiving
the payment of taxable income and the place where the
users of digital services are was noticed. Due to this, the
European Commission with its new proposed packet of
long-term measures wants to implement structural
taxation reform and harmonize the place of taxation and
payment of tax on profit with the place where digital
activities take place, that is, where the users of digital
services are. Within this packet for digital taxation, the
European Commission produced in 2018 a Council
Directive Proposal on a common taxation system for
users of digital services by which profits from providing
certain digital services are taxed as a temporary solution
aimed at solving this problem [14].
However, the Directive’s proposal was not accepted,
that is, it was opposed by Denmark, Finland, Ireland and
Sweden. After that, many European Union Member
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States decided to introduce tax on digital services at a
national level. Tax on digital services was introduced in
France, Italy, Austria, Great Britain, Poland and Hungary
and introducing tax on digital services is planned in
Belgium, Latvia, Spain, Norway, Slovakia and the Czech
Republic [2].
Therefore, for successful implementation of the
proposed solutions in the stated Directives, the mutual
consent of all key participants is necessary in order to
achieve a harmonized approach at European Union level
and for that model to be able to contribute to international
discussions on solving this problem area at a world level
[20].
In order to tax digital services, it is necessary to
legally order in a unified way the aim of which is : 1) to
maximize the potential growth of digital economy by
promoting digital skills and high performance computing,
the digitalization of industries and services, with the
development of artificial intelligence and modernization
of public services, 2) to implement regulatory conditions
for innovation, investment and fair market competition,
3) trust and security – right to privacy and protection of
personal data, and 4) to ensure additional budgetary
means that can be used to improve the healthcare system,
systems of science and education, the social welfare
system and so on.
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Abstract - Internet development enabled intensive
applications of new ways of communication. In today’s
digital age, social media became fundamental mean of
communication. Political parties are increasingly using
social media for the purpose of advertising and voters`
mobilization. An extensive literature review has identified
multiple benefits of social media usage, such as gaining
publicity, spreading messages and mobilizing voters, but
also the need to monitor the content that is published, and
moreover to analyze the impact of that content on potential
voters. This paper examines the influence of political
candidates' activities on social media on elections outcome.
By means of decision tree methodology, predictive model of
election outcome is developed based on dataset consisting of
candidates` characteristics, but also data of the candidates`
activity on the social network Facebook. The predictive
model is developed on dataset consisting of candidates in the
local elections at large Croatian cities held in Croatia in
2017. The research identified the most important factors of
political communication on the social network Facebook for
election outcome and provides guidelines for the effective
use of Facebook in political campaigns
Keywords - machine learning; predictive model; social
network data; political elections

I.

INTRODUCTION

Political communication on social media is the focus
of this research. According to a study of Pew Research,
vast majority of Millennials (86%) say they use social
media [1], thus becoming an important strategic tool for
public relations in political campaigns. In previous
surveys [2] a need for monitoring the content which is
published on social media has been identified, as well as
for analyzing the impact of such content on the target
audience. Therefore, the purpose of this research is to
determine the following: (i) whether or not social media
are an efficient tool of political communication, (ii) how
to measure the effects of social media on the election
outcome? Today, in the age of a large amount of data, it is
possible to achieve that. The approach to data has enabled
a shift from the mere assessments made through data
based decisions and procedures. What data and for what
purpose have been used in the previous research
conducted? The literature review has shown that there are
surveys examining the use of specific data from social
media for the purpose of predicting the election outcome.
DiGrazia and associates claim that the election results can
be predicted based on the activity on social media [3]. In
the vast majority of such papers, data collected from
Twitter were used, but in some of the papers other data
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sources were used, as well, such as Facebook [4]. Data
obtained from Twitter are mostly used, and several studies
have been conducted for the purpose of examining the role
of Twitter in the election process Portugal [5], United
Kingdom [6]) and USA [7]. In the previous surveys, data
obtained from Twitter were used predominantly for
convenience as they are easily accessible. Moreover, most
of the previous approaches relied on very simple
measurement data, such as the number of tweets, as well
as the number of followers the candidate has gained.
While, on one hand, the results achieved by [8], show that
tweets can predict the election results by examining the
frequency of tweets during the campaign, the results
obtained by [9], on the other hand, show that tweets are
not a good predictor. [10] write about the two predictive
models. One of them, described by [8], was based on
counting the number of tweets mentioning each of the
candidates. The other group of predictive models was
elaborated by [11], who describe the calculation
methodology of a sense of the topic addressed on Twitter
by implementing the sentiment analysis. The predictive
and sentiment analysis based on the mere number of
entities participating in tweeting can be improved
significantly, thus becoming almost as good and even a
better prediction than the traditional opinion polling [12].
However, [13] suggest that there is a need for a more
advanced analyses and data collection methodology, as
well as the filtering of raw data obtained from social
media. This is the same direction [14] is taking, stating
that simple sentiment analyses are not the element
sufficient for prediction. Moreover, Metaxas and
associates have concluded that the number of Facebook
friends or Twitter followers does not necessarily lead to
success in the elections [10], but the number of posts
shared and the constant content posting is an important
tool used to increase the level of involvement [15]
Using the data collected from Facebook pages of the
candidates in local elections in Croatia held in 2017, this
research paper elaborates on the predictive model of the
election outcome. The predictive model is based on
approximately ten activity index components of the
candidates on Facebook.
Chapter 2 gives overview of previous research.
Chapter 3 describes the data used in the empirical part of
the research and the methodology used in analyzing the
said data. Chapter 3 provides the results of the research
from the perspective of the interpretation of the obtained
model and the assessment of such model. Finally, results
are summarized in a conclusion
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II.

LITERATURE REVIEW

The spreading of social media has provided new methods
of opinion polling measurement. Predicting the election
outcome by means of large social media databases is a
new form of political prediction and is used mostly for
the purpose of producing election outcome predictions by
collecting the relevant data from social media. Some
authors suggest that analyzing data collected from social
media during the election campaign might present a
useful addition to the traditional polling methodology
[12]. The main advantages of public opinion measuring
through social media are accessibility and speed [16].
Moreover, in comparison to traditional public opinion
surveys, social media can provide a continuous
monitoring of the public opinion in real time [12].
Accordingly, access to data through social media could
provide a solution to the limitations of traditional surveys.
Politicians are increasingly using social media in their
campaigns, thus producing such data. Barack Obama, the
former President of the United States, is known as 'The
first Internet President', because he is said to have used
the Internet and information technology in his election
campaign like no one before, thus changing the way of
communication between the political candidates and their
voters [17]. Since then, the research of the importance of
social media for the elections has been receiving
attention. The key topic associated with the election
forecast by means of social media is the use of social
media by politicians. The previous surveys conducted
suggest that politicians have adopted the use of social
media and that there are different factors affecting the
patterns of their usage [18]. Recent studies were
conducted with the purpose of determining the impact of
social media on the political campaigns from several
different
perspectives,
including
the
political
participation, political knowledge and political efficiency
[19]. What all of the aforementioned features have in
common is persuasion, which is a crucial factor of each
political campaign. Every political speech, phone call,
every knocking at someone’s door, every post on social
media aims at promoting the political campaign in order
to influence the voters. This leaves open the question of
how much and to what extent does this affect the voters
and whether such a propaganda is efficient or not.
III.

RESEARCH DESCRIPTION

In this chapter, research objectives are defined and data
collected for the purpose of achieving the set objectives
are described.
There are several objectives of this research:
(i) systematize the results of previous surveys addressing
the election result predictor and political communication
on Facebook,
(ii) identify the impact of the candidates’ Facebook
activity on the proportion of votes received,
(iii) determine which of the activity index components
has the greatest election outcome interpretation power?

1578

A systematic literature review will be conducted for the
purpose of achieving the first objective, thus providing a
synthesis of the present knowledge about election
outcome predictors and political communication on
Facebook. The second objective aims to define and test
the candidate's Facebook activity index. The activity
index will be composed of several components, in line
with the guidelines provided by [20] with some of them
being the following:
o The number of photos posted (v1),
o The number of videos posted (v2),
o The number of links posted (v3),
o The number of statuses posted (v4),
o The number of created events (v5),
o Total number of reactions to posts (v6),
o Total number of posts shared (v7),
o The number of the page followers (v8).
In order to check the reliability of the created index,
Cronbach alfa will be used, while the Principal
Component Analysis (PCA) will be used for the purpose
of the index substantive and constructive validity
verification, in line with the guidelines proposed by [2].
In order to achieve the third research objective, the paper
will propose the three predictive models of the election
outcome. The dependent variable in all the three models
is the outcome of the elections, constituting the actual
results achieved by the candidate at the elections. The
election outcome data will be downloaded from the
following website: http://www.izbori.hr/. The election
outcome will be a numeric variable indicating the
percentage of the votes the candidate obtained.
Independent variables in the first model are the variables
that were used in previous surveys for modeling the
election outcome, including the following: sex, education
degree, political affiliation, population living at the place
where the elections are held, etc. In the second model, in
addition to the said variables, the input variables
measuring the frequency and type of communication of
the candidates on Facebook are added, which are the
following: the number of published images, videos, links,
statuses, created events, the number of reactions and
shared posts, the number of the candidate’s page
followers, according to [20]. Since most of the said
variables correlate, and in order to reduce the number of
input variables, in the third model the candidates’
Facebook activity index is thus created. The creation of
the three models allows us to determine whether or not
the predictive power of the model has increased by
adding the activity index to the model, and if it has
increased indeed, to identify the index component
contributing most to the increase. Such models can
provide an answer as to whether or not the social media
metrics can assist in future attempts to assess the election
outcome. For this purpose, the decision tree method will
be used. In previous surveys, linear regression was
mostly used for the purpose of developing the predictive
models of the election outcome. However, since the pilot
study has shown that the obtained data does not meet the
requirements of this parametric method, the nonparametric method will be used. The decision tree will be
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used to determine the impact level of the specific input
parameters (such as the frequency and the way of using
social media) to the output, that is, the election outcome.
[21] suggests that the accuracy and reliability of the
model is considered when measuring the quality level of
the predictive model of the election outcome. Therefore,
the said parameters will be taken into consideration when
evaluating the model quality. The difference in accuracy
and reliability of the model will explain the predictive
power of additional variables and will enable the
identification of the impact of the Facebook activity on
the election outcome. The diagram describing the three
models is given below in Figure 1.

Sex
Age
Education
level
Political
affiliation

Sex
Age
Education
level
Political
affiliation

Sex
Age
Education
level
Political
affiliation

No Photos
No Videos
No Links
No Events
No Posts
.....

Facebook
Activity
Index

FIGURE 1. RESEARCH MODEL

Using the model sensitivity analysis, the most significant
factors of the political candidates’ communication on
Facebook will be identified and the guidelines for the
efficient digital campaign will be provided.
A. Data description
The previous research on the campaigns was mostly
based on two different methods, such as the experiment
and the questionnaire analysis [22]. Both methods have
some disadvantages. Researchers have their doubts as to
the validity of the experiment as they consider the impact
of the messages conveyed at the laboratory may differ
from the ones in real life and the answers obtained during
the experiment may differ from the ones showing the
actual behavior. The conducting of such surveys shows
some other disadvantages [23]. The data obtained from
the survey are prone to errors and rely heavily on the
survey response rate. The researchers estimate that only
50% of the variance in the data collected through the
survey is actual, while the rest is the result of sampling
errors [23]. In this survey, the social media data are used
for the purpose of designing the predictive models. In
order to collect data from the political candidates’
Facebook page, Sociograph which is a free tool will be
used, which is available at the following website:
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https://sociograph.io/report.html. Data collection will be
conducted on Facebook from the official websites of the
candidates participating in the local elections in Croatia
held in May 2017. The local elections were chosen based
on the proposal of [24] who stated the need for linking
the social media activity to individual candidates, not the
political parties, in the guidelines provided for future
research. Moreover, Facebook was chosen according to
the suggestions of [25] claiming that political campaigns
are increasingly using Facebook as a social network with
the largest number of users. In most of the surveys
conducted so far, the research was performed on Twitter,
not on Facebook, because it is easier to download data
from Twitter, and the tools suitable for collecting data
from Facebook are lacking. However, since Facebook is
more popular worldwide, particularly in Europe and
Croatia, where the research is conducted, this research
paper analyzes the data obtained from Facebook. In
Croatia, Facebook is the most commonly used social
network with 2.1 million users, while Twitter has 55,000
users in Croatia [25].
There are three groups of variables used in the research:
(i) Candidate’s characteristics (Candidate’s sex,
Candidate’s age, Education level, Political affiliation,
Previous term of office),
(ii) Candidate’s Facebook activity (Number of images,
Number of videos, Number of links, Number of statuses,
Number of events, Number of authors, Number of
reactions to posts, Number of posts shared Number of
comments to posts Number of reactions to posts, Number
of users reacting, Top post category, Number of reactions
to the top post, Number of top posts shared, Number of
comments to the top post, Number of page likes,
(iii) Election outcome.
B. Methodology description
The basic method used to perform the data analysis in
this survey was the decision tree. The decision tree is a
modern and popular technique used for solving
classification and prediction problems. The simplicity of
use of the decision tree lies in the fact that the data model
can be read in the form of rules. Such rules can be
directly interpreted or can be used in some of the
programming languages in working with databases, so
specific examples from the database can be singled out by
using the rules generated by the decision tree.
There is a wide range of different algorithms used for
designing a decision tree, the common and most widely
used one being the C4.5 algorithm, i.e., its improved
commercial version C5.0. At each tree node, the C4.5
selects an attribute that can most effectively split a set of
data into subsets which are added to one or another class.
The splitting criterion is the normalized information gain
value obtained through the selection of a specific data
splitting attribute. The attribute with the largest
information gain is selected as a decision-making one.

1579

IV.

V.

DISCUSSION

This chapter presents the research results from the
perspective of the obtained decision tree model
evaluation and the interpretation of the model using the
model sensitivity analysis.
The model presented in this research paper was
developed based on the sample of 112 candidates for
Mayor at the local elections in Croatia in 2017. The
survey includes the candidates in the county seats with
the personal Facebook page. The model quality is
presented in Table 1, showing the model reliability
measured using RSquare and the model error measured
using the RMSE.
TABLE I.

Evaluation
RMSE
RSquare
Adj.

MODELS EVALUATION

Model 1
0.45
0.52

Model 2
0.28
0.68

Model 3
0.26
0.71

A decision tree model sensitivity analysis was performed
for the purpose of identifying the most significant
variables determining the election outcome. The
sensitivity analysis was performed for each of the models,
and the obtained results are shown in Table 2.

Model 2 significant
variables
Number of events
Number of comments
Political affiliation
...

(i) Systematization and synthesis of the previous
knowledge of the election outcome predictors and the
political communication on Facebook,
(ii) Identification of the most significant factors of
political communication on Facebook for the election
outcome,
In addition to the scientific contribution, this topic has
provided some additional social contributions, which are
the following:
(i) Contribution to the local professional literature in
the field which has not been sufficiently studied,
(ii) Promotion of the significance of social media to
the general public, particularly the interested groups,

The predictive models (models 2 and 3) including the
candidates' Facebook activity has a minor error (RMSE)
and a major reliability rate (RSquare). For the purpose of
identifying if there is a statistically significant connection
between the performance of specific models, a t-test was
performed. The test results showed that the difference
between the model 1 and model 2 is statistically
significant at the p<0.005 level, while the difference
between the model 1 and model 3 is statistically
significant at the p<0.001 level. It has confirmed the
presented hypothesis. The following section provides the
interpretation of the model by conducting a sensitivity
analysis in order to determine which social media activity
components contribute the most to explaining the model.

TABLE II.

CONCLUSION

The connection between using Facebook by political
candidates and the election outcome has been elaborated
in the present survey, as well as the role of the interaction
of the candidates on Facebook in explaining the election
outcome.
Research results provide the following
scientific contribution:

SENSITIVITY ANALYSIS

Model 3 significant
variables
Activity index
Political affiliation
Education level
...

(iii) The first research of this type in the Republic of
Croatia.
Such research contributes to other studies seeking to
develop the predictive models based on the data obtained
from social media, as well as the studies examining the
ways in which the citizens and politicians use social
media. In the digital age, when social media form a
significant part of one’s life, it is important to examine
their impact on the decisions made in different contexts. In
addition to this, such research provides an insight into the
understanding of the online political behavior of the
citizens and politicians at the age of social media, through
the prism of a large amount of data. In this research, data
have been collected from several hundred candidates at
the national level, unlike some previous surveys with
limited data on several candidates or several political
parties.
The present research has several limitations which must
be taken into consideration when interpreting the results
and generalizing the conclusions. The first limitation lies
in the fact that Facebook users do not include a
representative voter population. One of the limitations of
using social media data is the fact that social media in
some way enable data manipulation. Namely, fake
accounts are easy to create and they can be used to
reinforce the specific messages, thus reducing the quality
of data and presenting a distorted state of affairs.
Therefore, the research results must be interpreted with
caution and placing the afore-mentioned research
limitations within a context.

The sensitivity analysis results show that the candidates'
activity index is the most powerful election outcome
predictor. The second model has singled out the number
of created events and the number of comments to posts as
the most significant index factors.
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Abstract – The logistics demand forecasting is
increasingly influenced by digitalization processes in
logistics business. Traditional approach to logistics demand
forecasting based on human expertise and statistical
assessment is still very present, but the use of Big Data,
Artificial Intelligence and Machine Learning becomes more
prominent. By using these technologies, logistics demand
forecasting becomes not only more reliable but also more
agile and self-adjusting, with better insight into changing
market conditions in the real-time perspective. In this
paper, the Authors research the evolution of Data Analytics
in logistics demand forecasting. and provide an insight to
the features of Big Data, Artificial Intelligence and Machine
Learning used for Advanced Data Analytics in logistics
demand forecasting.
Keywords – logistics demand forecasting; Advanced Data
Analytics; Big Data; Artificial Intelligence; Machine
Learning

I. INTRODUCTION
Logistics companies are operating in a very
challenging logistics market. It is expected of logistics
companies to easily adapt to shipment patterns and
customers’ behavior, to provide on-time deliveries
through efficient routes and reduce the risks of cargo
inventory errors and miscalculations [1]. Furthermore, the
growing focus in the logistics industry is placed on the use
of digital technologies and digital transformation. These
changes increase the necessity of logistics companies to
accurately forecast possible future demand scenarios and
to make plans and decisions by using the advantages of
digital technologies.
Logistics demand forecasting is the process of
accurately anticipating the demand for products, services,
and shipments throughout the supply chain. The logistics
demand forecasting enables the creation of plan for the
unexpected scenarios, costs cutting and streamlining of
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existing and future manufacturing logistics planning
efforts including: load distribution, flexibility in case of
disruptions, seasonality, inventory costs and inbound
logistics planning [2]. The ultimate goal in logistics
demand forecasting is to minimize forecasting errors.
The Council of Supply Chain Management conducted
a study of Data Analytics in business of shippers and
third-party logistics companies. The results have shown
that 93% of shippers and 98% of third-party logistics
companies consider data-driven decision-making as
crucial in supply chain activities [1]. Technologies such as
Big Data, Artificial Intelligence and Machine Learning are
becoming ever-more important, allowing logistics
companies to process vast amounts of information more
quickly, and therefore make accurate demand forecasting
[3].
In this paper, the Authors have analyzed the evolution
of Data Analytics in logistics demand forecasting.
Furthermore, the Authors compared the use of Big Data,
Artificial Intelligence and Machine Learning technologies
to traditional Data Analytics in logistics demand
forecasting. This paper aims at analysis of advantages and
challenges of the aforementioned technologies used for
Advanced Data Analytics in logistics demand forecasting.
II. EVOLUTION OF DATA ANALYTICS IN LOGISTIC
DEMAND FORECASTING

Data Analytics solutions in logistics demand
forecasting have evolved over the years. Changes in Data
Analytics are caused by advancement in technologies and
methods used. The five types of Data Analytics used in
logistics demand forecasting are [4]:
1.

Descriptive Analytics: the process of collecting
and interpreting data to describe what has
occurred. The Descriptive Analytics detect that
something is wrong or right in logistics demand,
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without analyzing the reasons. Raw data is used
to provide insights into past events which affect
the logistics demand. It uses two primary
techniques: data aggregation and data mining to
analyze past events. In Descriptive Analytics
data is analyzed by statistical methods: averages,
standard deviation, variance, instead of the
complex calculation [5]. Furthermore, data is
shown by visual tools: line graphs, pie and bar
charts, etc.
2.

3.

4.

5.

Diagnostic Analytics: the process of collecting
and interpreting different data sets to identify
discontinuity in logistics demand. In the
Diagnostic Analytics several methods are used:
regression analysis, ratios, likelihoods and the
distribution of outcomes [6]. Supervised
Machine Learning algorithms for classification
and regression are also used in Diagnostic
Analytics. The Diagnostic Analytics detect not
only changes in logistics demand, but also
patterns and connection between events and
demand forecasting results.
Predictive Analytics: uses descriptive and
predictive variables from the past to analyze and
identify the possible future outcomes in logistics
demand. In the Predictive Analytics, various
different methods are used: data mining,
statistical modelling (mathematical relations
between variables) and Machine Learning
algorithms (classification, regression and
clustering techniques). Successful use of
traditional forecasting techniques with more
advanced predictive algorithms enables effective
interpretation of large amounts of data and
provides competitive advantages. The Predictive
Analytics determine demand drivers and use of
the determined drivers to proactively respond to
the market. It’s expected that global Predictive
Analytics market will grow up to USD 21.5
billion by 2025 [7].
Prescriptive Analytics: a combination of data,
mathematical models and business strategies to
infer actions which influence future outcomes.
Prescriptive Analytics provide insight on how to
make desired outcomes happen, not only which
outcomes
may
happen.
Furthermore,
Prescriptive Analytics include simulation,
probability maximization and optimization.
Large companies such as Amazon, Target and
McDonald’s are already using Prescriptive
Analytics in demand forecasting. In the report
published by Allied Market Research, the global
Prescriptive Analytics market is expected to
reach the value of USD 12.35 billion by 2026 [8].
Cognitive Analytics: integration of digital
technologies: semantics, Artificial Intelligence
algorithms and a number of learning techniques
such as Deep Learning and Machine Learning.
By using the set of digital technologies,
Cognitive Analytics can provide smarter and
self-adjusting logistics demand forecasting and
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become more effective over time by learning
from interactions with data and forecasting
experts. The Cognitive Analytics almost
removes the boundary between the physical and
the virtual and automates processes to bring new
capabilities to logistics demand forecasting.
Cognitive Analytics imitate human thinking to
make cognitive applications smarter and
effective over time [9]. The Cognitive Analytics
market is expected to reach the value of USD
14.95 billion by 2026 [10].
All the described Data Analytics types are used by
logistics companies for demand forecasting. However, the
MHI Annual Industry survey from 2020 has shown that
57% of the supply chain companies are not using
Predictive Analytics, but they plan to use it by 2025 [11].
Logistics companies can choose which Data Analytics
type to use according to available data sources, company
size, data infrastructure, forecasting period, demand
patterns, stability of market, market size, digital culture,
etc. [12].
III. IMPROVING THE LOGISTICS DEMAND FORECASTING BY
ADVANCED DATA ANALYTICS

Data Analytics for logistics demand forecasting has
evolved from manual to automated. In the past few years,
digital technologies are changing the logistic demand
forecasting, especially in the case of large logistics
companies. The Advanced Data Analytics is autonomous
or semi-autonomous examination of data or content using
sophisticated techniques and tools to discover deeper
insights, make predictions or generate recommendations
[13]. Advanced Data Analytics includes various methods
and technologies: data/text mining simulations, complex
event processing, Big Data, Machine learning, Artificial
Intelligence, Neural Networks, etc. [13]. Key advantages
of Advanced Data Analytics compared to traditional Data
Analytics are [14]:
•

Detailed analytics: large amount of data from
different sources provides more detailed insight
into the factors which influence the logistic
demand.

•

Forecasting accuracy: use of advanced techniques,
e.g. Artificial Intelligence, Machine Learning,
Deep Learning algorithms, etc., enable faster,
accurate and self-adjusting logistics demand
forecasting.

•

Confidence level: real time and accurate data with
future-oriented insights provide highly reliable
logistic demand forecasting.

The Authors choose to analyze the main advantages
and challenges of Big Data, Artificial Intelligence and
Machine Learning in logistics demand forecasting. These
technologies are analyzed because of their increasing
importance in Advanced Data Analytics for logistics
demand forecasting and it is expected that their use will
continue to increase in the future.
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A. Big Data
Big Data is important in logistics demand forecasting
in order to make a large amount of data useful and
meaningful, particularly in the case of large logistics
companies. Big Data has two key points—to develop
effective techniques (e.g., data exploration, interactive
analysis and planning, embedded analytics, stream
analytics, etc., [15]) able to make accurate predictions and
to gain insights into the relations between factors
influencing the logistics demand [16]. The four steps in
Big Data Analytics are: data sources identification, data
integration, data analytics and interpretation of resultsconcrete actions [15].
Big Data provide the different level of data structures
from many different resources, while traditional data
provide only structured data from the organizational
databases and trade patterns. Furthermore, Big Data has a
very high velocity, unlike the traditional data which
depend on the business volume. Data flow is fixed in
traditional logistics demand forecasting, while Big Data
circulates continuously. In the logistics demand
forecasting Big Data enable real time analytics of logistics
demand forecasting, reports and planning of logistics
demand with future predictability and perspective broader
than internal business decisions.
Table I. shows the comparison of Big Data to
traditional data in demand forecasting [17].
TABLE I.

COMPARISON OF TRADITIONAL DATA AND
BIG DATA

Parameters
Structure of
data

Data volume

Variety of
data sources

Velocity

Flow
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Traditional Data

Structures are defined
Based on business
volumes and extend of
digitalization.

Database systems and
trading partners data

Low to moderatebased on volume of
business

Fixed

Analytics

Hystorical view,
Status reports

Functions

Decision supoort to
senior executives on
internal business
decisions.

Big Data
Structured, semistructured and
unstructured data
Very high. In petabytes
and even more.
Business information
systems, text (email,
documents), weblogs,
sensors, RFID, social
newtworks etc.

High
Contionous accumaltion
of data
Real-time, direct
feedback from the
consumer, sentiment
analysis, opinions
Direct market feedback
from the constomer,
which can be used for
planning markert
strategies, planning, etc.

Despite numerous advantages of using Big Data, there
are also some challenges in using Big Data in logistics
demand forecasting. For example, the amount of data
which needs to be processed is increasing rapidly. To use
in demand forecasting, data should be sorted and
managed with specialized software solutions such as
Talend, Skytree, Splice Machine, Spark, Hadoop, etc.
Furthermore, data quality depends on the sophisticated
statistical and computational methods for analytics. Use
of Big Data in organizations requires infrastructure,
changes in business processes and experienced data
scientists [17].
The Supply Chain Big Data Analytics market was
valued at USD 3.55 billion in 2020. It is expected to reach
USD 9.28 billion by 2026 [18]. Furthermore, the overall
Big Data Analytics market is estimated to grow 4.5 times,
gaining a revenue of USD 68.09 billion by 2025 (from
14.85 billion in 2019) [19]. In spite of the COVID-19
uncertainty, Big Data continues to be a top priority for
enterprises as its use helps to adjust demand forecasting
and to remain competitive [19].
B. Artificial Intelligence
Using Artificial Intelligence in logistics demand
forecasting has several advantages. Traditional demand
forecasting methods mostly consider only linear factors
such as seasonality. Using Artificial Intelligence on larger
datasets from different sources may provide a better
insight into current market conditions i.e. factors
influencing the demand forecasting.
Artificial Intelligence can utilize Big Data and
analyze any number of factors that might impact logistics
demand (e.g., real-time weather conditions, holidays, fuel
prices, traffic etc.). As a result, Artificial Intelligence can
provide better insights into logistics demand and become
more efficient, resulting in faster processes and cost
savings [20]. With the ability to predict errors before they
occur, Artificial Intelligence provides logistics companies
with increased ability to improve business profitability
[21].
Algorithms used in Artificial Intelligence almost
always outperform expert’s judgment. In the few cases
where Artificial Intelligence didn't outperform experts,
the results were usually concluded in a tie. Algorithms
used in Artificial Intelligence are not completely
replacing human intelligence, but analyzing the data they
provide can improve accuracy of forecasting [22].
The most challenging issue when using Artificial
Intelligence in logistics demand forecasting is the
availability and accuracy of data. In order to make a
correct demand forecasting, events which affect the
demand have to be identified and accounted for. For an
Artificial Intelligence application to learn from these
events, they need to be fully understood and coded [23].
Furthermore, many logistics companies struggle with the
implementation of digital culture in their business. The
use of Artificial Intelligence in logistics demand
forecasting models brings out what is termed the
‘explainability’ problem. This term describes the
managers who should use Artificial Intelligence
applications, in which logic of obtaining the results is
difficult to explain [23].
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According to McKinsey Digital,
Artificial
Intelligence can reduce errors of forecasting by 30 to 50%
in supply chain networks. Improved accuracy enables up
to a 65% reduction in lost sales due to inventory out-ofstock situations and warehousing costs decrease around
10% to 40% [24].
The Artificial Intelligence market was valued at USD
21.46 billion in 2018, and is estimated to reach the value
of USD 190.61 billion by 2025 [25].
C. Machine Learning
Machine Learning Forecasting achieves high accuracy
in logistics demand forecasting. With Machine Learning,
processors learn from mining Big Data without human
interventions to make accurate insight in logistics
demand. Machine Learning Forecasting is self-correcting
and powerful when compared to traditional logistics
demand forecasting methods such as average, moving
average, trend, multiple linear regression, etc. [26]. Steps
in Machine Learning demand forecasting are: data
collecting, data preprocessing (fill missing values,
removing outliers, and exploratory data analysis),
application of to the machine Learning model, evaluation
of the model, results interpretation [27].
Table II. shows the comparison of Machine Learning
demand forecasting and traditional demand forecasting
[28]. In traditional logistics demand forecasting, data is
stored in a computer and then analyzed by predetermined set of rules to generate a result. Machine
Learning uses large amounts of data, and unlike in
traditional demand forecasting, Machine Learning
forecasting can easy incorporate multiple variables and
data sources with regard to automation.
TABLE II.
COMPARISON OF TRADITIONAL
FORECASTING AND MACHINE LEARNING FORECASTING
Parameters

Traditional
forecasting

Machine
Learning
forecasting

Data volume

Small

Large

Abilty to consider
numerous variables
and data sources

Adding extra
variables and
sources require
substantial effort

Manual work

High

Multiple variables
and data sources
can be smoothly
incorporated thanks
to the high level of
automation
Low

Technology
requirements

Low

Maintenance
complexity

Low

High

Mid/long-term
planning
Established
products
Stable demand

Short/mid-term
planning
New products
Volatile demand
scenarios

Forecasting
period
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High

By applying Machine Learning, the computer becomes
adaptive, dynamically responding to changes in the data
and update of logistics demand forecasting accordingly
[29]. Furthermore, manual work is low in Machine
Learning, but maintenance is high. Technology
requirements to use Machine Learning are high, while in
traditional forecasting are low.
In traditional Data Analytics, statistical programs (e.g.,
SPSS, Statistica, R, etc.) and/or basic Excel calculations
are sufficient to analyze data and to make demand
forecasts. Demand forecasting based on Machine
Learning implies more technology requirements to enable
data analysis and demand forecasting. Data storage
capacities i.e. memory should be enough to handle large
amounts of data. Data selection, collection and
preprocessing (filtering, categorization and feature
extraction) are the key factors for a model's accuracy and
predictive value [30]. Therefore, data aggregation and
storage are significant elements that influence hardware
features. For data intensive tasks such as data preparation
or disk-enabled analytics software, the hardware
acceleration is needed. Furthermore, for intensive tasks
that can be run in parallel, such as matrix algebra,
graphical processing units (GPUs) are necessary [30].
The large amount of data and more technology used
makes maintenance of all elements included in the
Machine Learning based forecasting more complex.
Traditional forecasting is suitable for Mid/long-term
planning with established products and stable demand.
The advantage of the Machine Learning is the ability to
make ‘’ad-hoc’’ demand forecasts i.e. adaptable logistics
demand scenarios.
One of the challenges of Machine Learning in logistics
demand forecasting is the time necessary for algorithms
to learn and develop enough to fulfill their purpose with a
considerable accuracy and relevancy [31]. Another
challenge is the accurate interpretation of results
generated by the algorithms and use of right algorithms
for the purpose of demand forecasting [31].
In the situation of COVID-19 uncertainty, companies
experienced in using Machine Learning tend to continue
to gain maximum advantage from their demand
forecasting even as the pandemic rages. These companies
continue to build their data infrastructure and have
adapted their models to Covid-19’s uncertainties [32].
The Global Machine Learning market is expected to
reach the value of USD 96.7 billion by 2025, with growth
of 43.8% CAGR (compound annual growth rate) from
2019 to 2025 [33].
The Institute of Business Forecasting and Planning
(IBF) provided a survey on the essential changes in future
demand forecasting. The survey results have shown that
Artificial Intelligence and Machine Learning will be
leading technological advancements in the logistics
companies by 2025 [34]. The 70% of the respondents
identified Artificial Intelligence as the most prominent
technology [34]. Furthermore, the survey results have
shown that advanced decision making is going to be a
core competence in demand forecasting by 2025 [34].
Logistics companies are aware of the Big Data,
Artificial Intelligence and Machine Learning in logistic
demand forecasting and decision making. For example, a
leading logistics provider DHL uses Big Data, Artificial
Intelligence and Machine Learning in their business i.e.
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demand forecasting [35]. With modern forecasting tools,
logistics companies can shift to a strategy based on
accurate demand forecasting and achieve greater
operational efficiency.
IV. CONCLUSION
Logistics companies use various Data Analytics
methods and tools to make accurate demand forecasting.
In different types of Data Analytics, different methods are
available to forecast logistics demand. Logistics
companies are free to choose the Data Analytics type
according to their goals in demand forecasting and their
abilities (infrastructure, financial sources, digital culture,
etc.).
Recently, digital technologies such as Big Data,
Artificial Intelligence and Machine Learning have
increasingly been used for logistics forecast demand.
These technologies enable Advanced Data Analytics in
demand forecasting. It is possible to analyze large data
volume with different structures. Analyzed data can
originate from different sources, which is important to
observe demand comprehensively i.e. to include all factors
relevant for forecasting. Furthermore, analyzed data may
be used for much longer forecasting horizon. In traditional
methods, data is historical and forecasts are tightly
coupled to past events. Data is accumulated continuously,
which is important for the real-time insight in all factors
which influence demand forecasting. Although these
technologies have many advantages, some challenges
exist: complexity, technology requirements, digital
company culture, specific skills and software required to
analyze large amount of data, etc.
Large logistics companies such as DHL use Advanced
Data Analytics i.e. Big Data, Artificial Intelligence and
Machine Learning technologies in logistics demand
forecasting. Use of Big Data, Artificial Intelligence and
Machine Learning can make the process of logistics
demand forecasting self-corrective and adaptive – capable
to respond to data changes and update the forecasting
automatically (e.g., in case of changes caused by COVID19).
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Abstract - The emergence of disruptive digital
technologies in the last decade has ushered in the era of
digital transformation. Although digital technologies offer
numerous opportunities, many enterprises still lag behind
when it comes to building the necessary digital capabilities
for successful digital transformation. To enable wider
adoption of digital technologies and accelerate the digital
transformation of enterprises, several measures are
required. In order to create the necessary supporting
ecosystems at both European and national level, it is
important to gain a deeper understanding of the challenges
faced by enterprises. For this purpose, we created the
questionnaire in cooperation with the University of
Maribor, the Chamber of Commerce and Digital Innovation
Hub Slovenia. The questionnaire was completed by 125
enterprises in Slovenia. In this paper, we present research
results that illustrate the status of digital transformation
among enterprises in Slovenia and provide guidance for
developing appropriate measures to accelerate the digital
transformation of enterprises.
Keywords - digital
entrerprises; Slovenia

I.

transformation;

digitalization;

INTRODUCTION

New technologies such as social, mobile, analytics,
artificial intelligence, cloud, high performance computing,
Internet of Things, robotics and others, have ushered in
the era of digital transformation. Digital transformation
refers to the fundamental changes in traditional ways of
doing business [1]. These changes are caused by the use of
digital technologies [2] and are reflected in business
models [3]. Moreover, digital transformation redefines
business capabilities, as well as processes and
relationships within and outside the boundaries of the
enterprise [1], [4]. In addition, it brings enormous
opportunities for the design of new, digital business
models [3], [5]. Taking all these aspects into account, we
can understand digital transformation as the continuous
process of reshaping business models through the use of
digital technologies to create settings in enterprise and its
ecosystem in which digital capabilities create new
possibilities for value creation [3], [5]. From a value
creation perspective, digital transformation provides
opportunities to innovate (and digitalize) products and
services [6], to change (and digitalize) and improve
communications with customers and other partners in
business ecosystems, and to design of entirely new,
innovative digital business models.
Despite the high potential of new digital technologies
and the opportunities that can be unlocked through digital
transformation, building digital capabilities and the
required changed organizational culture is a challenge for
many enterprises [3]. This is also evident from the recent
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Digital Economy and Society Index Report (DESI index),
which shows that less than a fifth of organizations in the
EU-28 are highly digitized [7]. The situation varies in
different EU countries. For example, Finland, Sweden,
Denmark and the Netherlands are the most advanced
digital economies, followed by Malta, Ireland and Estonia.
On the other hand, Bulgaria, Greece, Romania and Italy
are in a worse position considering the digital economy
and society index [8].
The European Commission and European countries
are trying to provide supportive policies and measures to
accelerate the process of digital transformation for all
enterprises and enable faster development of the digital
economy. However, in order to design appropriate policies
and supporting measures, it is important to understand the
overall situation in enterprises. In the European Union,
Eurostat and national statistical offices collect data on the
digital economy and society. They also compile a digital
index. This data is of great importance, but it does not
capture all the details and responses that are of interest to
decision-makers. For this purpose, the partners from
Digital Innovation Hub Slovenia, the Chamber of
Commerce and the University of Maribor designed a
questionnaire that was completed by 125 enterprises in
Slovenia. In this paper, we present research results and
highlight the status of digital transformation among
enterprises in Slovenia. We also provide guidance for the
development of appropriate measures to accelerate the
digital transformation of enterprises in Slovenia.
II.

METHODOLOGY

The aim of our study was to investigate the state of
digital transformation in enterprises in Slovenia. In
addition, the aim was to identify the needs of enterprises
for appropriate measures to accelerate digital
transformation in enterprises in Slovenia. For this purpose,
we chose a survey as an appropriate method and
developed the questionnaire. The questionnaire was
developed by the partners (Digital Innovation Hub of
Slovenia, Chamber of Commerce and University of
Maribor). The questionnaire consisted of 39 questions in
three sections. The first part was related to data about the
enterprise and the respondent. The second part was related
to the state of digital transformation in enterprise (digital
strategy and use of digital technologies) and the third part
to impediments and possible actions that would help
enterprises in their way to digital transformation. We used
5-point Likert scale, from 1 for less important to 5 for very
important.
The survey was conducted from March to June 2020.
The questionnaire was promoted and distributed through
digital channels of Chamber of Commerce and Digital
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Innovation Hub. In total, we received responses from 125
enterprises. In the next chapter, we provide results of the
survey.
III.

TABLE II.

IMPLEMENTED TECHNOLOGY IN ENTERPRISES

RESULTS

Technology

Majority of 125 participating enterprises are from ICT
industry (23%), following by production (17%) and from
building and construction (7%) industry. The others were
from other industries. Most of the respondents were from
management; more precisely 51% were directors, 22%
were directors of different fields in enterprise and 6%
were chief information officers. Other respondents were
from other business areas.

% of enterprises
having
technology
implemented

Social media

70

ERP systems

67

Cloud computing

60

Mobile applications

52

Business analytics

42

Majority of enterprises do not have formally defined
digital strategy (77%). Those enterprises, who already
have formally defined digital strategy, also provided the
areas, which are covered by the strategy. These areas are:
customer experience, data management strategy,
digitalization of business processes and digital solutions,
digitalization of business models, products and services,
digital workplace and digital skills development, digital
culture, cyber security and industry 4.0. All the above
mentioned areas were covered by digital transformation
strategy in majority of enterprises. Details are presented in
Table 1.

Digital workplace

39

CRM systems

28

Digitalization of business processes
(BPM, RPA, chatbots)

23

Big data

21

Internet of things (industry 4.0)

20

Robots

13

Artificial intelligence

11

Digital twins

9

In majority of enterprises (47%) digital transformation
is led by directors (CEO). In 11% of enterprises digital
transformation is led by ICT directors (CIO) and in 10%
of enterprises by chief digital officers (CDO). In 15% of
enterprises, other employees from different working areas
are responsible for digital transformation. In 17% of
enterprises, nobody is responsible for digital
transformation.

Blockchain

8

TABLE I.

AREAS COVERED IN DIGITAL TRANSFORMATION STRATEGY

Area

Extent
covered
strategy

of
area
in digital

Customer experience

x̄ = 4,9

Digitalization of business processes
and digital solutions

x̄ = 4,8

Data management strategy

x̄ = 4,7

Digital culture

x̄ = 4,7

Digitalization of business models,
products and services

x̄ = 4,6

Cyber security

x̄ = 4,3

Digital workplace and digital skills

x̄ = 4,2

Industry 4.0

x̄ = 3,4
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Large amount of enterprises (47%) responded that
digital transformation in their enterprise is in progress.
However, almost the same amount of them (46%) only
plan to start it in the future. 7% of enterprises responded
that they do not plan to start with digital transformation.
Large amount of enterprises (47%) responded that
digital transformation in their enterprise is in progress.
However, almost the same amount of them (46%) only
plan to start Ait in the future. 7% of enterprises responded
that they do not plan to start with digital transformation.
Enterprises also responded to the questions about the
use of digital technologies. The most implemented
technology are social media (70%), following by ERP
systems (67% of enterprises), following by cloud
computing (60%) and mobile applications (52%). Other
technologies, that are closely related to digital
transformation are implemented in much less enterprises.
The details are presented in Table 2.
The most important impediment for enterprises in their
digital transformation journey is lack of employees with
proper digital skills (x̄ = 3,5), lack of funds (x̄ = 3,4), high
costs of digitalization (x̄ = 3,3), lack of knowledge in
enterprise (x̄ = 3,1). Other impediments were estimated as
less important for digital transformation (Table 3).
Enterprises perceive grants (x̄ = 4,1) and co-funding of
digital transformation projects from the state (x̄ = 3,8) as
the most important measure that would help to accelerate
digitalization and digital transformation. These measures
are followed by presentation of best practice cases and
free counseling (x̄ = 3,5). Details are presented in Table 4.
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TABLE III: IMPEDIMENTS FOR DIGITAL TRANSFORMATION IMPEDIMENTS
FOR DIGITAL TRANSFORMATION

Impediment

Importance

Lack of employees with digital skills

x̄ = 3,5

Lack of funds

x̄ = 3,4

High costs of digitalizations

x̄ = 3,3

Lack of knowledge in enterprise

x̄ = 3,1

Too high costs of implementation
compared to effects of digital
transformation
Not familiar with digital
transformation process
Difficulties in projects of
digitalization

TABLE

x̄ = 2,9
x̄ = 2,8
x̄ = 2,7

IV:

MEASURES FOR ACCELERATION OF DIGITAL
TRANSFORMATION TABLE III: MEASSURES FOR ACCELERATION OF
DIGITAL TRANSFORMATION

Measure

Importance

Grants for digital transformation
Co-funding of digital transformation
projects from the state
Presentation of best practice cases of
digitalization
Free of charge consultations from
Digital innovation hub or other experts
Public events, conferences, seminars
related to “how and where to start with
digitalization”
Electronic catalogue of digital
transformation experts

IV.

x̄ = 4,1
x̄ = 3,8
x̄ = 3,5
x̄ = 3,5
x̄ = 3,4
x̄ = 3

DISCUSSION

Digital transformation is associated with new
technological developments that impact all enterprises and
industries [9]–[12]. Moreover, these technologies, in
combination with market dynamics and ever-changing
customer expectations, impact all economies and societies
[10]. Responding to changing customer behavior and their
needs and providing customized products, services, and
unique customer experiences is critical for any enterprise
[13]. This often requires enterprises to develop business
models that differentiate them from their competitors.
These business models are highly dependent on digital
technologies [13]–[15].
Realizing and leveraging the benefits of digitalization
and digital transformation requires a strategic approach
and focus on digitalization and digital transformation that
uncovers cost benefits, additional revenue potential,
productivity gains, and the design of new business models
[11], [16]. This strategic approach in enterprises is defined
by the digital strategy. Digital strategy is a business
strategy [17], that focuses on digital technologies and
enterprise capabilities to connect and fundamentally
transform traditional business strategies into modular and
cross-functional strategies that enable business processes
to operate across time, distance, and function [18]–[21].
To survive in highly competitive markets, enterprises need
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a comprehensive overall digital strategy that incorporates
all digital resources in their enterprise [15].
In our research, only 33% of enterprises have already
implemented a digital strategy, which is an alarming
situation. Without a strategic approach, enterprises will
not be able to implement and fully exploit the
opportunities of digital technologies and digital
transformation. This may jeopardize their future existence
in the market. However, those enterprises that have
already implemented a digital strategy focused almost
equally on all key areas: from improving the customer
experience to digitalizing business processes, business
models, products and services, implementing digital
solutions, creating a data management plan, taking care of
cybersecurity and building a digital culture, digital
workplace and providing appropriate training to
employees to enhance their digital skills.
Digital technologies are the foundation for digital
transformation. Therefore, our research was also
interested in which technologies are already implemented
in enterprises in Slovenia. The most widely used
technologies are social media (70% of enterprises ),
followed by traditional ERP systems (67%), cloud
computing (60%) and mobile applications (52%). Other
technologies underlying digital transformation, such as
digitalization and automation of business processes, Big
Data, Internet of Things, are only used in about 20% of
enterprises. In addition, robotics, artificial intelligence,
digital twins and blockchain, for example, are
implemented in only about 10% of enterprises. These data
are consistent with the overall situation reported by the
Statistical Office of Slovenia [22].
Their data show that the majority of enterprises in
Slovenia have significantly low (32%) and low digital
index (45%). Only 22% of enterprises have a high digital
index, while a very high digital index is achieved by only
1% of enterprises [22]. Also, the Digital Economy and
Society Index (DESI index) measured by European
Commission shows that Slovenia ranks 16th out of 28
countries in the EU, which is below the average [23].
The enterprises that participated in our research see the
lack of employees with appropriate digital skills, the lack
of knowledge in the enterprises, the lack of funds and the
high cost of digitalization as the main obstacles to faster
digital transformation. These findings are supported by
previous studies that emphasize that digital transformation
requires knowledgeable and (digitally) skilled employees
as well as financial investments [16].
One of the objectives of our research was also to
investigate what kind of measures would support digital
transformation in enterprises in Slovenia. The most
popular would be grants and co-funding of digital
transformation projects to access knowledge and learn
from best practices. These measures are offered in our
country through the cooperation of various stakeholders.
For example, in recent years, our country has invested in
strategic development and innovation partnerships to
promote digitalization and the building of innovative
digital solutions. In addition, Digital Innovation Hub was
also established in cooperation with the Slovenian
Chamber of Commerce, universities and enterprises.
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Through these two institutions, the government seeks to
support
and
co-finance
digitalization,
digital
transformation and innovation.
V.
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Res., 2020.
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CONCLUSION

European Union and its countries have recognized the
importance of digitalization and digital transformation and
are trying to create a supportive environment to accelerate
the overall opportunities of digital transformation.
However, in order to be able to design appropriate policies
and support opportunities, it is also important to
understand the specific situation in enterprises. Both at the
EU level and at the national level of EU countries, digital
transformation is measured by statistical offices. The data
collected is very valuable as it allows comparison of
individual countries with other countries over time (for
example DESI index). However, there are other questions
and answers that are of interest to researchers and
governments.
Our study was conducted in collaboration with
partners from the Chamber of Commerce and Digital
Innovation Hub Slovenia and the University of Maribor.
In our study we were able to ask specific questions that
were of interest to all institutions involved. The data
collected provides important insights that can be used to
design and promote policies and funding opportunities for
enterprises.
Although our study provides a deeper insight into the
situation of digital transformation in Slovenia, it also has
some limitations. The study was developed in
collaboration with various stakeholders. Each of the
stakeholders also had different interests and preferences.
Therefore, it was difficult to keep the questionnaire
focused and short enough for enterprises. In total, 125
enterprises participated in the survey. Although this
number is not really small in our experience, it is not
enough to generalize data about the whole population.
However, as the survey is of great interest to various
stakeholders in Slovenia, it was decided to keep it and
conduct it annually in the coming years. One of the most
important steps will be to simplify and shorten the
questionnaire and focus it on important aspects of digital
transformation.
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Abstract - In the recent decade, the concept of Smart
Tourism Destination (STD) has emerged to represent both a
strategic aim to develop sustainable competitive advantages
for tourism destinations or wider regions, and a managerial
approach and dimensions to enhance data-driven
development to measure and apply smart technologies for
competitive and inclusive change in a tourism ecosystem. In
tourism destination development globally, the aim for
sustainable digital transformation in low-productivity
business sectors is one of the key drivers for smart tourism
and smart destination development. More recently, the
global Covid-19 pandemic has given a boost to touchless,
digital and green tourism development initiatives in the EU
and worldwide. To advance sustainable digital
transformation with agile methods in STD development, a
systemic service platform approach and agile prototyping
with smart emerging technologies, (eg. with AI, IoT,
Augmented & Virtual Reality, 5G and Robotics), and multistakeholder co-creation is needed to engage key tourism
industry ecosystem representatives. This conceptual paper
advocates that open-source solutions combined with
comprehensive multi-stakeholder co-creation aid in
prototyping a systemic digital platform solution for smart
tourism destinations. The paper concludes with an
illustration of a conceptual model of service platform
development for smart destinations, utilizing network cocreation with quadruple-helix stakeholders for sustainable
regional impacts.
Keywords - open source; co-creation; digital platform;
service prototyping; smart destination

I.

INTRODUCTION

The Fourth Industrial Revolution in tourism
destination and place brand development has led to the
application of Smart principles and disruptive
technologies causing a paradigm shift in the tourism
industry [1]. The study [2] defined a tourism destination
as a “networked system of stakeholders delivering
services to tourists, complemented by a technological
infrastructure aimed at creating a digital environment
which supports cooperation, knowledge sharing, and
open innovation.” This dynamic view of destinations
embedded in e-tourism networks consisting of various
actors, online and offline resources and co-creative
stakeholder activities [3], provides perspectives to deeper
understand and to govern the complexity of destinations
as multi-stakeholder ecosystems [4][5]. Entrepreneurs,
developers as well as end users are increasingly seeking
for new services and solutions to newly arisen challenges
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yet, initially it has been the public sector that has
recognised the wide potential of and the need to adapt to
the ICT-enhanced smart development for the
sustainability and economic growth for tourism
destinations [6][7]. The increasing public sector interest
towards "smartness” and urging for cross-sectoral
dialogue [8] to enhance the effectiveness of sustainable
development policies at tourism destinations has had an
impact on the regional growth strategies and business &
technology development initiatives worldwide [9][6].
Although the implementation of smart technologies
and related service concepts has prompted critical notions
and accusations of counterproductive effects to human
wellbeing and social sustainability at large eg. [10][11], a
notable majority of smart tourism literature emphasises
the potential of smart technologies and principles for
improving the competitiveness of tourism destinations
and transforming the tourism industry’s sustainability
towards more environmentally, socio-culturally and
economically
sound
development
paths
eg.
[12][13][6][14][15]. The study [16] offered a Six A’s
Framework to comprise the core service components
(ultimately experiences) of the tourism destinations:
•

Attractions (natural, man-made,
purpose built, heritage, special events)

•

Accessibility (entire transportation system
comprising of routes, terminals and vehicles)

•

Amenities (accommodation and catering
facilities, retailing, other tourist services)

•

Available packages (pre-arranged packages by
intermediaries and principals)

•

Activities (all activities available at the
destination and what consumers will do during
their visit)

•

Ancillary services (services used by tourists eg.
banks, telecom, post, newsagent, hospitals, etc.)

artificial,

These experience assets – things to see, do and use at
the destination during the visit - and their perceived
attractiveness are recognised to be at the core when
developing the competitiveness of the tourism destination
[17]. This is not surprising perhaps, considering the well-
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recognised role of tourism experience resources and
activities in building destination attractiveness. To enable
a holistic approach aiming at transformative impacts
when developing a tourism experience platform prototype
for smart destinations, participatory means and
engagement are needed to capture and co-create
sustainable multi-stakeholder value in the dynamic
destination ecosystem context [3][18][19][20]. In digital
servitisation this continuous adaptation to the constantly
evolving ICT landscape and the aim for innovative
outcomes requires agile development processes [21][22].
By utilizing Application Programming Interfaces
(APIs) when developing digital service platforms,
tourism developers and operators can drive innovations
[23] and move beyond core offerings providing holistic
and smart services to their different customer segments
with individual needs. Co-operating with API-related
stakeholders could lead to experiments, create entirely
new innovations, services and solutions, bring added
value in tourism industry and profitability to all
participants with new ways of connectivity between
humans and machines and multi-device as networked
exchange of information [24].
To scrutinise the role of multi-stakeholder engagement
in the agile service platform development in the context
of smart destinations, this conceptual paper first builds an
up-to-date research overview of the main theoretical
concepts, supported with illustrative smart tourism
destination project case findings on the methods of
stakeholder engagement (see Table 1). The paper then
describes the principles of agile software development
and the role of wider helix stakeholders in co-creating
transformative and sustainable service development
outputs. Finally, the paper concludes with a presentation
of a conceptual model (Figure 1) that incorporates the
quadruple-helix approach with the agile service platform
development process for better balanced and sustainable
outcomes and calls for further research in the highly
topical research area.
II.

LITERATURE REVIEW

A. Multi-stakeholder ecosystems
Emerging technologies are increasingly applied to
facilitate tourist experiences co-creation and enable smart
destinations and regions [25] to dynamically contextualise
and individualise experiences towards delighting tourists
in real time every time they visit a destination [26]. At a
consumer level the ICT-enhanced interactions among
tourists & tourism service providers, and the active
participation of tourists, are recognised as antecedents of
experience co-creation, which are linked to consumer
satisfaction, positive impact on their willingness to pay for
co-created experiences [19]. Memorable tourism
experiences are further identified strengthening the revisit
intention at the destination [27]. The data-driven approach
of smartness development offers synergies to regions [25]
and other tourism territories.
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To shift the aim of development from a simple dyadic
consumer/tourist relationship formation towards more
strategic and sustainable transformation at a tourism
destination level, more dynamic co-creation approach is
needed to involve a multitude of stakeholders in the smart
destination ecosystem [3]. As was discussed in the
previous section, to boost smartness and agile co-creation
in the wider destination ecosystem, a common cloud
platform should be setup to enable data sharing and
communication among stakeholders and applications.
Dynamic data can be interchangeable, and it has been
suggested that all stakeholders should have the option to
obtain the required data for business forecasting and
strategic planning purposes [28]. The study [29] describes
big data warehouse handling requiring intelligent systems
which are able to extract, transform and analyse blended
data from internal and external sources.
[1] suggests that “[…] smartness takes advantage of
interconnectivity and interoperability of integrated
technologies to reengineer processes and data in order to
produce innovative services, products and procedures
towards maximising value for all stakeholders. This
reengineering enables shaping products, actions,
processes, and services in real-time, by engaging different
stakeholders simultaneously to optimise the collective
performance and competitiveness and generate agile
solutions and value for all involved in the value system.
Smartness is therefore the glue of interconnected and
mutually beneficial systems & stakeholders and provides
the infostructure for the value creation for all.” The
realtime characteristics of technology-enhanced cocreation and API-connectivity enable the mobilisation of
the wider stakeholder ecosystem resources for the creation
of “nowness” services [30], characterised by real-time, cocreation, data-driven, consumer-centric and experience cocreation. The use of APIs can be part of the service
platform business models in many ways and [31], “API
can be a key element that attracts actors to the ecosystem
and related platforms.”
B. Quadruple helix collaboration
Driving regional sustainable development goals and
digital transformation efforts simultaneously in smart
tourism destination development, requires wider
stakeholder collaboration to deploy social capital
resources in networks for collective knowledge and
competitiveness [6]. To enhance the collaboration
between all stakeholders and aim for sustainable
development outcomes and innovation, cities and regions
typically call for a “triple helix” model, a “quadruple
helix” model and an “ecosystem” structure [32].
Advancing systematic stakeholder collaboration in smart
destination development has strategic benefits that include
a shared vision among participants. Stakeholder
engagement supports co-opetitive business and the public
sector efforts to minimise the negative effects of
stakeholder competition [16]. To elaborate the shared
vision formation and multi-stakeholder co-creation further
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in a smart tourism destination context, Table 1 provides an
illustration of the key development steps and methods of
engagement in an EU-funded regional smart tourism
destination case project [33], taking place 2019-2021 in
Western Finland. The project has a somewhat distinct
combination of cross-disciplinary, technological, and
collaborative characteristics, with an aim to develop a
service ecosystem platform, which are summarised in the
conceptual model (Figure 1) presented in this paper.
The methods depicted above in Table 1 illustrate the
plurality of relational sub-processes that engage the smart
tourism destination platform stakeholders in the cocreation processes. Digitally transforming the labourintensive tourism destination service sector with
sustaining impacts requires a holistic understanding
(knowledge transfer) of the supply and demand sides of
the market. – Here, public, and private stakeholders, the
third sector, academia and citizens’ perspectives should be
incorporated. Similarly, since the construction of a shared
stakeholder vision is preferred [6] the major paradigm
shifts and concerns in the past, at present and for the
future need to be identified. During the Diginature
development project, continuous interaction with the
project steering group and other key helix stakeholders
comprising the emerging ecosystem was maintained. A
key challenge in the platform service co-creation is to
identify and communicate the co-creation benefits to
engage and encourage the stakeholder strategizing within
the shared vision. The multilateral understanding of
shared benefits and costs also aids the engagement and
smooth interaction in the interconnected agile software
prototyping process.
C. Service Platform prototyping
In tourism destinations that take on smart solutions to
drive sustainability and digital transformation,
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technological platforms are a common tool to boost
connection and the interactions among a growing number
of stakeholders [34]. Tourism experience platforms are
perceived as shaping the “immersive, interactive and
virtual context in which culture can be experienced and ecultural value can be co-created" [35]. The development
of service platform prototypes requires agile adoption of
software methods. Agile software development methods
provide a fast and seamless way to design and implement
service prototypes for different purposes. According to the
Agile Manifesto in [36], there are 12 principles that tell
the ideology of agile development. The key values can be
presented with these four main statements.
•

Individuals and interactions over processes and
tools

•

Working software
documentation

•

Customer
negotiation

•

over

Collaboration

comprehensive
over

contract

Responding to change over following a plan

The Agile movement emphasizes the relationship and
role of software developers, as well as the human role
seen in contracts, unlike institutional processes and
development tools. In current agile methods, this is
manifested in close team relationships, close work
environment arrangements, and other practices that
increase team spirit. [37]
An important goal of the software team is to
continuously display the tested software. New versions are
produced at regular intervals, in some approaches even
hourly or daily, but usually every other month or every
month. Developers are encouraged to keep the code as
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simple, straightforward, and technically advanced as
possible, which reduces the documentation burden to the
appropriate level. [37]
The relationship and collaboration between developers
and customers takes precedence over strict contracts,
although the importance of well-developed contracts is
growing at the same rate as the size of a software project.
The negotiation process itself should be seen to achieve
and maintain a viable relationship. From a business
perspective, agile development focuses on generating
business value as soon as the project begins, which
reduces the risk of non-compliance with the agreement.
[37]
The development team, which consists of both
software developers and customer representatives, should
be well-informed, knowledgeable, and empowered to
consider any adaptation needs that arise during the
lifecycle of the development process. This means that the
parties are ready to make changes and that existing
agreements are also made with tools that support and
enable these solutions to be made. [37]
In general, agile software development is seen in a
pattern that includes plan, design, develop, test, deploy,
review. Around these stages several agile software
development methodologies have evolved, such as,
Scrum, FDD, XP etc. These all have their own
characteristics and fit their own purposes. - Not just one
method that suits everyone, but agile methods are flexible
when needed.
There are two ways to develop software in
organizations. One way is to develop software from
scratch, which is a very time consuming and expensive
process, and the other way to develop software with
existing OTS-Based Software Development (OBSD)
software. OBSD is a very efficient approach and is
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classified into two categories called COTS (Commercial
Off-the-Shelf) and OSS (Open Source Software) software
development. When designing the most agile and fast way
to create a prototype, can be leveraged by OBSD software.
[38]
COTS software is for sale at a certain price and terms.
COTS is difficult to influence future development. OSS is
a licensed software that gives users the freedom to run,
explore, modify, and distribute the software.
Redistribution of derivative products is sometimes
required under the same / original license. OTSD-based
software development (OBSD) enables organizations to
achieve better quality and faster use of technology and
innovation while reducing development costs and time to
market. [38]
Selecting the OSS software require more time to find
out suitable component for the development process, but it
gives much agile and flexible way to carry out for your
purpose needs. OSS software is usually free to use and
modify for your needs, so it will suit well for planning and
developing software prototypes towards e.g., service
platforms.
D. Open data and Public APIs
Open and free data resources are essential in these
kind of innovation processes. High quality APIs are easy
to find and use when they are properly documented.
Public APIs provided by public sector is often wellstructured and requires less processing before use, which
reduce development lead time. [39] Public APIs also
empower customers by giving them a broader range of
choice and better information [40].
With open data, developers can test their applications
and simulate project viability. [40] In the best cases
external development can help data providers to see what
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does and does not work, see possible new ideas and spring
up innovations, acting as external R&D lab with
practically no direct costs. From a business perspective,
open data may open new digital routes to reach end users,
collaborate with intermediaries and stakeholders and
create supply for the customers.
For example, basic information like outdoor ski routes,
campfire and lean-to shelter’s locations can be fetched
from open data sources. Different kind of IoT devices
count visitors and send weather information by costakeholder. Another co-stakeholder maintains ski routes
and snow grooming machine send ski track condition data
when ski track is open. Nearby museum has open database
with photos, videos and documents concerning local
history. Local event organizer has organised guided
journeys in area many years and have many stories behind
sights. University have created open-source story-based
game for education purpose. This all is available already.
With co-operating and use of APIs, tourism operator can
provide visibility and predictive information about
services. Topical and up-to-date information allow
travellers to plan their free time activities better and react
to different conditions that may change in a destination.
Combining data in smart ways and presenting it with
visualisation and augmented reality, developers can
provide new kinds of immersive location-based journeys,
for example, to enable each member of a ski or hiker
family to plan a meaningful and safe daytrip in a nearby
national park.
III. DISCUSSION AND CONCLUSIONS
It is topical in the EU and worldwide that sustainable
development and wider ecosystem impacts are expected
outcomes in regionally bound projects that aim for smart
transformations and regional resilience with new digital
solutions and knowledge sharing (see Figure 1).
Increasingly smarter destinations combine data from
different sources produced, maintained, and managed by
different stakeholders. Digital platforms are recognised as
strategic solutions in the quest for transforming and
improving the systemic competitiveness, productivity and
innovation capabilities of regions and industry sectors. In
tourism destination development, smart platform solutions
are increasingly adopted to improve sustainable multistakeholder value co-creation capabilities. However, how
these kinds of digital service development projects with
aims for societal and industry ecosystem impacts best
incorporate multi-stakeholder engagement in agile
software development is currently not well documented in
academic research.
In future-oriented innovation literature [41], and in the
knowledge-based policy and smart specialisation (S3)
objectives of the European Union [42], the quadruplehelix approach has been chosen to advance the
competitiveness of the industries and regions. Similarly, in
the service platform development project context, the
engagement and agile participation of multiple
stakeholders (see Table 1) has generated wider interest
towards the project goals, technologies and emerging
ecosystem collaboration than initially expected. It seems
evident that the multi-faceted sustainability potential of
the platform co-creation is strengthened by the increasing
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number of participating stakeholders. This is also in line
with tourism research context, especially when the
collaboration is strengthened by cross-sectoral
stakeholders [43].
Utilizing agile software development methods in
service platform prototype development brings a new way
of operating in the field of smart tourism. Combining agile
methods with the quadruple helix model provides new
ways to implement sustainable and systemic solutions.
Utilizing the latest technologies, open-source software
development and open data enables rapid prototyping of
concepts. This requires sufficient and technical expertise
e.g., the use of high-quality APIs, of novel development
methods. When interacting with wider stakeholder groups,
developers do not have to do everything their self, but
they should make use of existing software components
and modify it as needed. At best agile prototyping enables
multi-stakeholder engagement by involving people from
various backgrounds and fields, which results in new ideas
and thoughts coming into the process of future
development.
On a business network level, further research
endeavours may benefit from complementing the
sustainability objectives of service platform development
with brand co-creation perspectives to help identifying
those dynamic stakeholder resources and activities that
most effect the competitiveness and customer orientation
of the industry ecosystem. - In our case, the intangible and
tangible brand co-creation elements that facilitate
experience-centric service development for smart tourism
destinations.
On the operational level, further studies could aim for
deeper understanding and rigid assessment and validation
of the methods of engagement in agile service co-creation
aiming for competitive and sustainable systemic
transformation of regions, industries, and destinations.
Similarly, the engagement conceptualisation should
address the how and when questions of the stakeholder
engagement and data input to help managers and agile
development specialists to better coordinate the
development processes and to improve the effectiveness
of multi-stakeholder co-creation. To further contemplate
the digital experience and sustainability enhancement
capabilities of smart destination platforms, research on
smart digital technologies usage and their future cocreation potential in multi-stakeholder ecosystems is also
called for.
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Abstract - Marketing communications represent an
important segment of the creative industries with a number
of economic and wider social contributions. In addition to
advertisers and the media, marketing agencies are key
players in this rapidly changing industry affected by
technology
and
growth
of
interactive
digital
communications. Given the growing role of communication
and the fact that the last relevant research on marketing
agencies was conducted in 2014 by the Croatian Association
of Communication Agencies (HURA), the authors launched
a study using a mixed-method approach. First, a qualitative
survey was conducted using in-depth interviews with
directors of marketing agencies, followed by a quantitative
survey with a questionnaire. The results of the research
showed that Croatian marketing agencies are increasingly
providing digital advertising services and often hire
freelancers with specialized knowledge and skills for their
projects. When hiring, they pay the greatest attention to the
motivation of candidates, general competencies and soft
skills such as communication skills, teamwork and problemsolving. After a long period, this research provides a
systematic insight into the business practices of marketing
agencies and communication trends.
Keywords - marketing communications industry;
marketing agencies; communication trends; digital marketing

I.

INTRODUCTION

Creative industries are often portrayed as being a
generator of economic growth and marketing
communications represent one of the most dynamic
segments of these industries, with technological
innovation allowing new forms of interactive
communication across the expanding multimedia
universe. Marketing agencies play an important role in the
marketing communications industry by providing
specialized services to advertisers, based on their
communications expertise. However, there is surprisingly
little literature on the relationship between marketing
communications and the economy, with only the most
recent papers capturing the emergence of digital
advertising and its economic contribution [1] and the
impact of the global lockdown on the advertising industry
[2].
The Croatian advertising industry has a long tradition,
that has been severely shaped by both political and
economic factors [3]. Since Croatia is a relatively small
European country, the national market is limited and
Croatian (digital) marketing agencies are commonly
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internationalizing their activities looking for potential
clients abroad [4] [5]. This outward internationalization
has an impact on the Croatian national economy but there
are no official records of it. In overall, the Croatian
marketing communications industry received limited
attention from academic researchers. Occasionally, trade
associations and specialized media would conduct ad hoc
research studies in order investigate current trends within
the industry. Therefore, this study is explorative in its
nature and authors aim to shed some light on the Croatian
marketing agencies’ business models and recent practices.
Furthermore, the overall role and importance of the
marketing communications industry in general are also
investigated.
II.

PREVIOUS RESEARCH

Marketing communications represent a major
intangible investment on the part of the companies, greater
than R&D investment which is usually seen as a lever for
economic growth, yet very little is known about their
wider economic role [6].
In his PhD thesis, Maximilien Nayaradou examined
the mechanisms by which company investments in
commercial communications influence the economic
growth of developed countries. After an in-depth analysis
of the theories and studies, he demonstrated the positive
impact investments in advertising have on growth utilizing
the following four key mechanisms [7]:


Consumption: the sectors with the highest
advertising investment rates are also those in
which consumption is growing the most, so they
contribute proportionally more to economic
growth;



Innovation: the sectors in which investment is
above average both in advertising and in
innovation and R&D, are also those in which the
growth of added value is highest. For the best
levels of economic performance, investment in
innovation and R&D must go hand-in-hand with
investments in advertising;



Competition: the sectors with the highest
advertising investments are also those in which
competition, a recognized driver of growth, is
liveliest;
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Sectoral leverage effect: advertising is a
multiplier of economic growth in terms of both
added value and employment.

The study demonstrated that investments in marketing
communications, and in particular media advertising,
improves the economic efficiency of material investments.
Positive correlations between “advertising investments”
and “economic growth” were found; economic growth is
significantly stronger in countries where investments in
advertising are high.
Similar findings were presented in the report
commissioned by the World Federation of Advertisers
(WFA) and prepared by Deloitte, the world's largest
professional services firm, in 2017. This report pointed to
the economic as well as broader social contributions of
advertising. Using an econometric model to isolate the
benefits of advertising to the European economy, Deloitte
found that advertising expenditure in the EU has a sevenfold impact on the wider economy, through supporting
competitiveness, driving innovation, providing consumers
with information and increasing their choice of goods and
services. Advertising provides almost 6 million jobs in the
EU (2.6% of all EU employment in 2014) and personal
and social benefits by funding media (news and
entertainment) and internet services (email, social
networks etc.). The benefits of advertising are ubiquitous
and the report concludes that Europe without advertising
would be poorer, less well informed and less competitive
[8].
When it comes to the Croatian market, in 2014 the
Croatian Association of Communications Agencies
(HURA), in cooperation with the market research firm
Ipsos, conducted a quantitative survey on Croatian
marketing agencies [9]. This census initiative was
launched at the European level and the results represented
the first clear overview of the agency market in Croatia.
The key industry data were collected to serve as a
benchmark for national and international comparisons, but
also as a source of valuable information for a presentation
of the marketing communications sector in various
discussions with national and European institutions.
The questionnaire was divided into three sections: the
scope of work and agency structure (a), the business
forecasts (b) and the information about the agency (c).
The key findings that helped define the questions for our
survey can be summarized as follows:
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Men predominate in almost all positions (except
in HR, finance and media services)



The share of pitches won (the hit rate) is mostly
between 30 and 50%.



The business expectations for the following year
(i.e., 2015) were more positive at the agency than
at the industry level.



Costs were most often cited as the deciding factor
which will affect the operations of the agencies in
the following year.
III.

METHODOLOGY

The HURA census can be considered as the main
inspiration for this study. However, this census has several
limitations. First of all, the sample was limited only to the
members of the association. Although these agencies
account for slightly over 50% of the industry turnover, a
significant number of agencies was not included in the
census. Finally, the census was not grounded on some
existing theoretical models nor any hypotheses were
tested. Therefore, this study is explorative in its nature,
with the goal to provide relevant guidelines for further
research.
To enrich the results with different perspectives and
obtain a completer and more comprehensive picture of the
marketing agency business, the research was conducted
using a mixed methods approach. From the
methodological point of view, the mixed methods
approach gives an opportunity to draw conclusions from
multiple forms of data applying both quantitative and
qualitative analysis [10]. Therefore, the primary research
consists of the qualitative and quantitative stage.
In the preliminary phase, in June 2020, semi-structured
in-depth interviews were conducted with six directors of
Croatian marketing agencies. The in-depth interviews
consisted of the seven stages as suggested by Brinkmann
and Kvale [11]. All interviews followed the same agenda
containing the list of questions on the following topics:


Basic agency information;



Development of the agency;



Agency employees;



Clients and partners;



Most agencies are primarily creative.



Competition;



The total revenue of an agency is usually
between 2 and 10 million HRK



Awards and reputation;





Creative, media and digital services have the
largest share in agency revenues.

Predictions of future events and their impact on
agency business.



Most agencies are independent while 37% belong
to international networks.



The average age of employees between 31 and 40
years.



The majority of employees is employed on a fulltime basis.

Before the qualitative analysis, the voice
recordings of the interviews were transcribed. The
data from each interview transcript were arranged into
sections and sub-sections and then major trends and
patterns in the data were identified. Terms and
statements were marked out to break down the data
into discrete ideas and beliefs relating to the sections.
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Based on the previous research studies and in-depth
interviews, a structured questionnaire was developed
as a primary data collection method. The questionnaire
was created using the Google Forms tool and the link
was sent to the email addresses of 98 marketing
agencies in Croatia, both members and non-members
of HURA. From July to September 2020, it was
completed by 36 agencies, which gives the response
rate of 36,7%. The questionnaire consisted of 38
questions divided into 5 sections similar to the topics
in the interview guide for the qualitative study (basic
info, services, employees, competition and marketing
awards).
IV.

The gender / age employee structure is presented in
Figure 1 and shows a perfect gender equality (50/50),
while in a similar research done on the European level
female employees predominated with 56% to 44% [12].
From the organizational perspective, surveyed
agencies are structured dominantly using two models: in
54% of cases the functional organization is reported, while
in the remaining 44% staff is organized into client and
project dedicated teams. Only 12% of agencies do not
have a defined or formalized organizational structure.

FINDINGS

A. Qualitative Research
The interviews with directors of marketing agencies
revealed that most agencies are looking to expand to other
markets, but some do not make international expansion a
priority. Agency leaders measure their performance in
terms of the number of clients and employees, as well as
revenues and profits. They also reported difficulties with
finding competent employees and they consider
motivation to be a crucial factor when hiring. In opposite
to routine tasks, diverse clients and challenging projects
are the preferred modus operandi for the interviewees.
Furthermore, customer retention is considered to be more
important than customer acquisition. They welcome
healthy competition and mutually beneficial partnerships.
Reputation can be gained through marketing awards but
the main tangible benefit is winning new business.
The main trends in the industry identified through the
interviews are the growth of digital advertising,
personalized and omnichannel communications, the
primacy of content over format, the dominance of video
content and the emergence of new competitors to agencies
in the form of technology companies and consulting
companies. The agency model is under constant threat.
Remaining relevant to the clients and attracting and
recruiting talented, creative people are the biggest
challenges.
Key findings from the interviews were used in the
development of the questionnaire.

Figure 1. Marketing agency employees in Croatia – gender and age
(N=38)

Figure 2. The most required skills by marketing agencies in Croatia
(N=39)

B. Quantitative Research
Out of the sample of 38 agencies, 82% of participants
are independent agencies, not belonging to any
international network. Although agencies offer a variety
of different services, ranging from creative to digital, they
predominantly regard themselves as full service providers
(66%). Most of the agencies are in business for less than
15 years (63%). Regarding their annual turnover, 55% of
agencies reported earning up to 5 million HRK, while
19% reported income of over 50 million HRK.
Employees and Hiring Practices

The gender / age employee structure is presented in

Marketing agencies in Croatia employ, on average, 20
people, with only 24% of agencies employing more than
20.

Figure 3. Top 10 digital skill required by marketing agencies in
Croatia (N=39)
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While recruiting new professionals, the biggest
challenges for agencies are lack of high-quality candidates
(79%), a high number of inadequate applications (68%)
and lack of specific knowledge and skills (63%).
Nevertheless, 58% of surveyed agencies pointed out
unrealistic expectation from recruited candidates. As a
part of the solution for this issue, 41% of agencies plan to
improve their employer branding. Also, agencies put more
value on candidate’s soft skills over hard skills and pay
the greatest attention to communication skills (79%),
teamwork (79%), problem-solving (74%), organizational
skills (67%), literacy (67%) and motivation (64%) (Figure
2.). Out of all knowledge skills, 62% of respondents value
marketing knowledge and foreign languages while less
than 50% of agencies value skills like strategic thinking,
analysis, visualization, reporting and usage of marketing
tools.
Interestingly, 70% of agencies plan new recruiting in
the next period on at least one post, while 32% have plans
to open more than one vacancy. Most of the new positions
require digital advertising and programming skills. As
shown in Figure 3, the most required skills are social
media community management (66%), social media
advertising (63%), content marketing (55%), copywriting
(53%), digital strategy (53%), user experience (53%),
content creation for advertising (50%), display advertising
(42%), user interface design (42%) and paid search
advertising (39%). Also, agencies plan new employments
for the positions of account manager, project manager and
graphic designer.
Competition and Client-agency Relationship
Over the last decade, marketing agency industry has
undergone some important changes caused by the high
adoption of digital communication channels. The result of
that can be seen in the big number of digital agencies
established in this period (24% of respondents are less
than 5 years in business). Yet only 32% of respondents
find Croatian marketing agency industry saturated.
Traditional media agencies tackled the competition by
founding their digital marketing teams while some
acquired small agencies specialized in digital marketing.
Nevertheless, 13% of respondents plan new acquisitions
in the near future. How agencies perceive their
competition is represented in Figure 4.

Big changes in the industry introduced new practices,
not all of them positive and 58% of respondents find
industry regulation insufficient and the overall ethical
standards to be on the low end. Despite that, only 47% of
agencies protect their intellectual property by signing
contracts with their clients. For example, in one of the
interviews in qualitative research, the respondent
mentioned the case of competing agency’s sales team
targeting their client portfolio offering lower-priced
services. As many as 79% of surveyed agencies consider
lowballing by competing agencies the most common
reason for the ending of the client-agency relationship.
Also, 71% of respondents find absence of compensation
for pitch costs as an unfair practice, while only 16% of
surveyed agencies restrain themselves from participating
in such client pitches.
Awards and Agency Reputation
This research also aimed to showcase the importance
of industry rewards in reputation management of
marketing agencies in Croatia. Surprisingly, 39% of
agencies do not participate in industry competitions in
Croatia and only 34% of agencies participate in
international competitions. The important part of creating
visibility is showcasing the work on specialized online
platforms (29%) and online industry competitions (also
29%). Consequently, 32% of surveyed agencies find the
awards won increased their reputation and brought them
new clients.
More than half of respondents regularly manage the
agency portfolio (61%) and communicate their projects
through different owned communication channels such as
website and social media (55%).
V.

CONCLUSION

Based on their communications expertise, marketing
agencies play an important role in marketing
communications industry by providing specialized
services to advertisers. Apart from the agency census
taken by The Croatian Association of Communications
Agencies in 2014, which included only member agencies,
little research has been conducted on agency business. In
order to close this research gap and shed some light on the
newest developments in the industry, we launched a
mixed methods study which resulted in a comprehensive
overview of the marketing communications business and
agency landscape in Croatia.
Our findings indicate that Croatian marketing agencies
are increasingly providing digital advertising services,
hiring freelancers and adapting their business models.
Among top digital skills required from new employees are
content creation and social media. The main industry
trends include the growth of digital advertising, content
creation, video formats and the emergence of new
competitors to agencies in the form of technology
companies and consulting companies.

Figure 4. Competition perception of marketing agencies in Croatia
(N=39)
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We suggest several important implications for
marketing communications managers. They should invest
in increasing digital competences of their employees and
expose top students to their agency culture and values to
ensure a good fit at the early stages of their professional
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careers. The threat of client insourcing marketing
communications services can be overcome with higher
transparency and cooperation.
Due to the limited sample size and one country focus,
this study has certain limitations. The drawn conclusion
can be hardly generalized and applied to other markets.
However, this study can act as a starting point for further
research of the Croatian marketing communications
industry. Since no single empirical study can capture the
accelerating complexity of agency business, we
recommend that a similar study be repeated in the
following years on a larger sample. Furthermore, the
Croatian marketing communications industry can be also
used as a testing ground for advanced theories and
theoretical models.
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Abstract - In the modern economy of the 21st century,
knowledge and information play the main role in achieving a
competitive advantage in the global market. Knowledgeintensive activities (KIAs) present a set of activities that
enhance innovation processes that influence on quality and
efficiency of the different business functions. In this paper,
the authors examine employment in knowledge-intensive
services for the year 2017 for selected European countries.
The goal of the paper is to investigate differences among
employees in total knowledge-intensive activities in European
countries regarding gender. Cluster analysis was conducted
to identify homogenous groups of selected variables
regarding the percentage of total employment in knowledgeintensive activities. Research results showed that the
percentage of total employment in general in total
knowledge-intensive activities is higher than in business
activities, especially for female compared to male. Besides,
cluster analysis results showed that developed countries are
leaders in KIAs compared to developing countries.

about the employment in knowledge-intensive services for
the year 2017, comparing male and female employees.
Eurostat data is reliable source of information that allows
the comparison of European countries according to various
indicators, thus allowing the tracking and development of
new policies, such as the ones aiming at fostering scientific
research, as well as knowledge-intensive services.

Keywords: knowledge-intensive activities (KIAs), business,
gender, Europe, Eurostat, cluster analysis

To achieve the goal of the paper, cluster analysis was
conducted aiming to identify homogenous groups of
selected variables regarding employment in knowledgeintensive activities in 35 European countries. Findings
showed that for all examined countries, more female than
male are employed in knowledge-intensive activities.
Furthermore, there is a higher percentage of male and
female in knowledge-intensive activities in Belgium,
Ireland, Luxembourg, Malta, the United Kingdom,
Iceland, Switzerland and Scandinavian countries.

I. INTRODUCTION
Knowledge economy refers to the usage of innovation
and creativity, information, knowledge and ICTs as a
source for competitiveness [1]. Highly developed
countries based their economic development on
knowledge and IT activities which enable them
competitive advantage [2]. Knowledge-intensive activities
(KIAs) present a crucial factor in the knowledge economy
as a source of technological, organisational and social
innovation [3]. Besides, KIAs present one of the fastest
developing industries in the EU economy [4]. KIAs
indicate firms that offer knowledge-oriented products or
services. Furthermore, KIAs implicit highly educated
employees and foster knowledge transfer, increase
productivity and economic growth [5; 6]. KIAs could be
classified into two types of traditional professional
services (P-KIAs) and new technology-based services (TKIAs) [7; 8; 9]. P-KIAs refer to the business, management,
marketing activities and accounting, while T-KIAs refer to
information and technical issues [1; 2].
The purpose of this paper is to present trends regarding
employment in total knowledge-intensive activities, for
the year 2017 in selected European countries. To fulfilled
the goal of the analysis, data were collected from Eurostat
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Following variables were used: (i) Percentage of total
employment in total knowledge-intensive activities, (ii)
Percentage of total employment in knowledge-intensive
activities - business industries, (iii) Percentage of males
employment in total knowledge-intensive activities, (iv)
Percentage of males employment in knowledge-intensive
activities - business industries, (v) Percentage of females
employment in total knowledge-intensive activities and
(vi) Percentage of females employment in knowledgeintensive activities - business industries.

The paper starts with an introduction presenting a
theoretical overview of the topic, the goal of the paper and
the methodology. In the second section, literature review
is presented. The methodology is described regarding the
collected data and statistical analysis in the third section.
Research results of descriptive analysis and cluster
analysis are described in the fourth section. Study results
are discussed in the fifth section. The paper concludes with
the main findings, limitations of the study and future
implications.
II. LITERATURE REVIEW
Conducted research regarding employment structure
among European countries according to KIE index
(Knowledge Intensity of the Economy) [2] showed that the
proportion of employment in sections like IT, finance and
science for developed countries ranges from 12% to 16,5%
of total employment while for the countries with a lower
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level of knowledge intensity it never exceeds 7%.
Furthermore, countries with a high level of knowledge
intensity have a higher share of young employees (aged
15-24).
Young people belong to Generation Z are part of
modern knowledge-based society and innovation activities
are more familiar to them and more available that enable
them to be more skilled for jobs in KIAs. Furthermore, the
KIA sector has a higher share of SMEs than manufacturing
sectors [8]. Besides, the KIA sector employs more women
than men comparing to the economy as a whole and
employ a higher share of graduates [8]. Research
conducted by Badulescu and his colleagues (2020) using
data for European countries from 2008 to 2012 showed
that the density of KIAs could be a factor that prevents the
closing down of the companies and that increase labour
productivity [1].
KIAs foster competitive advantage and economic
growth through knowledge innovation systems connecting
knowledge, creativity and IT skills [4; 10]. Therefore,
KIAs could be one of the key drivers of economic growth
for European countries. Besides, there is 11% of overall
employment in KIAs in Europe [11]. In the period of five
years, from 2006 to 2011, the employment in KIAs grew
by 2,3% which is higher than the growth of the overall
economy (1,5%) [12]. In 2020 employment in KIAs,
manufacturing and services, present a share of 36,3% of
total employment for the EU28 [13]. The leading country
for 2019 is Luxembourg with a share of 56% of total
employment, following by Sweden (46,1%), United
Kingdom (45,1%) and Belgium (42,5%).
III.

METHODOLOGY

A. Data Sources
Data were collected from the European Commission
statistical database – Eurostat (Table 1) and refer to
employment in knowledge-intensive services for the year
2017 [14]. Collected data include six variables regarding
the percentage of employment of male and female in
knowledge-intensive activities in the business sector for 35
European countries.
TABLE 1. VARIABLE USED IN THE ANALYSIS, % OF TOTAL EMPLOYMENT,
2017
Variable description

Percentage of total employment in
total knowledge-intensive activities
Percentage of total employment in
knowledge-intensive activities business industries
Percentage of males employment in
total knowledge-intensive activities
Percentage of males employment in
knowledge-intensive activities business industries
Percentage of females employment
in total knowledge-intensive
activities
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Name of the variable
TOTAL_ALL
TOTAL_BUSINESS

MALES_ALL
MALES_BUSINESS

FEMALES_ALL

Percentage of females employment
in knowledge-intensive activities business industries

FEMALES_BUSINESS

Source: Authors, Eurostat (2017)

B. Statistical analysis
Data collected from Eurostat include six variables
regarding the percentage of employment in knowledgeintensive services for the year 2017. To analyse collected
data descriptive and cluster analysis were conducted.
Results of descriptive analysis refer to the following
statistical measures: mean, minimum, maximum and
standard deviation. Collected data for all 35 European
countries were presented using line graphs.
Cluster analysis was used aiming to define
homogenous groups of variables. Dividing data into
clusters mean that variables in a particular cluster are
similar, while variables from other clusters differ one from
another. Results of cluster analysis indicated that 35
European countries were divided into five clusters
according to employment in knowledge-intensive services.
IV.

RESULTS

A. Results of Descriptive Analysis
Table 2 presents descriptive statistics of employment
in knowledge-intensive industries for the year 2017. The
highest mean values have variables that refer to total
knowledge-intensive activities with no differences in
gender (TOTAL_ALL: 35,27; MALES_ALL: 28,12;
FEMALES_ALL: 43,62).
Variables that present the percentage of females/males
employment in knowledge-intensive activities focused on
business industries have lower mean values.
Variables that refer to employment in total knowledgeintensive activities with no differences regarding gender or
industry have the highest mean values where outstanding
is the mean value for variable Percentage of females
employment in total knowledge-intensive activities
(FEMALES_ALL) which is the highest (43,62). Besides,
Doroshenko, et al. (2014) indicate that there is a higher
percentage of women in knowledge-intensive business
services than in the economy as a whole [8].
The lowest and also quite similar mean values are for
the following variables: TOTAL_BUSINESS (average
13,90), MALES_BUSINESS (average 14,15) and
FEMALES_BUSINESS (average 13,69). These variables
refer to a specific industry – business industry in the area
of knowledge-intensive industries.
TABLE 2. DESCRIPTIVE STATISTICS OF EMPLOYMENT IN KNOWLEDGEINTENSIVE INDUSTRIES, % OF TOTAL EMPLOYMENT, 2017
Valid N Mean Minimum Maximum Std. Dev.
TOTAL_ALL
35 35,27
21,20
49,00
6,57
TOTAL_BUSINESS
35 13,90
6,30
22,00
4,07
MALES_ALL
35 28,12
16,10
46,80
7,09
MALES_BUSINESS
35 14,15
5,20
24,30
5,27
FEMALES_ALL
35 43,62
27,10
55,20
6,43
FEMALES_BUSINESS
35 13,69
7,60
19,90
3,08
Source: Authors, Eurostat (2017)
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Countries that are leaders in knowledge-intensive
activities are Belgium, Ireland, Luxembourg, Malta,
United Kingdom, Iceland, Switzerland and Scandinavian
countries (Sweden, Finland, and Norway).
Furthermore, data regarding knowledge-intensive
activities – business industries for all selected countries are
quite similar, and there are no high oscillations (the lowest
percentage can be seen for the following countries: North
Macedonia, Serbia and Turkey).
60,0

60,0
50,0
40,0
30,0
20,0
10,0
0,0

TOTAL_BUSINESS

MALES_ALL

FEMALES_ALL

FEMALES_BUSINESS

Figure 2. Percentage of males and female employment in total
knowledge-intensive activities, % of total employment, 2017; Source:
Authors, Eurostat (2017)

50,0
40,0

B. Results of Cluster Analysis
Results of Cluster analysis are presented through the
graph of cost sequence (Figure 3), Anova analysis (Table
3) and cluster means (Table 4). Graph of the cost sequence
indicates that is justified to divide collected data into five
clusters (Figure 3).
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Italy
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Latvia
Lithuania
Luxembourg
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Romania
Slovenia
Slovakia
Finland
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United Kingdom
Iceland
Norway
Switzerland
Montenegro
North Macedonia
Serbia
Turkey
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female are quite similar, and there are no high oscillations
(the lowest percentage can be seen for following countries:
North Macedonia, Serbia and Turkey).
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Denmark
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Estonia
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Greece
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France
Croatia
Italy
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Latvia
Lithuania
Luxembourg
Hungary
Malta
Netherlands
Austria
Poland
Portugal
Romania
Slovenia
Slovakia
Finland
Sweden
United Kingdom
Iceland
Norway
Switzerland
Montenegro
North Macedonia
Serbia
Turkey

Figure 1 presents the percentage of total employment
in total knowledge-intensive activities and total
knowledge-intensive activities – business industries for the
year 2017. For all 5 selected European countries, there is a
higher percentage of total employment in total knowledgeintensive activities compared to knowledge-intensive
activities in the business sector.

TOTAL_ALL

TOTAL_BUSINESS

Figure 1. Percentage of total employment in total knowledge-intensive
activities, % of total employment, 2017, Source: Authors, Eurostat
(2017)

Figure 2 presents the percentage of males and female
employment in total knowledge-intensive activities and
total knowledge-intensive activities – business industries
for the year 2017.
For all 35 selected European countries, there is a higher
percentage of male and female employment in total
knowledge-intensive activities compared to knowledgeintensive activities in the business sector. However, the
highest percentage have all variables that refer to female
employment in total knowledge-intensive activities than to
male.
Countries that are leaders are Belgium, Luxembourg,
Sweden and the United Kingdom. Regarding male
employment in total knowledge-intensive activities,
Luxembourg is the leading country.
Besides, data regarding knowledge-intensive activities
– business industries for all selected countries for male and
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Figure 3. Graph of the cost sequence; Source: Authors, Eurostat
(2017)

Results of the Anova analysis and k-means clustering
are presented in Table 3. All six variables are statistically
significant at 1% which confirmed that is justified to use
five clusters.
ANOVA ANALYSIS, K-MEANS CLUSTERING; 6 VARIABLES, 5 CLUSTERS,
N=35 COUNTRIES
df
F
p-value
Employment in total knowledge-intensive activities
TOTAL_ALL
4
84,124
0,000***
TOTAL_BUSINESS
4 133,906
0,000***
MALES_ALL
4
44,708
0,000***
MALES_BUSINESS
4
81,555
0,000***
FEMALES_ALL
4
38,420
0,000***
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FEMALES_BUSINESS
4
Source: Authors, Eurostat (2017)
Note: ***Statistically significant at 1%

30,867

0,000***

Results of cluster mean for six selected variables are
presented in Table 4. The highest mean value has Cluster
3 for all six variables: TOTAL_ALL (43,96),
TOTAL_BUSINESS (19,91), MALES_ALL (37,56),
MALES_BUSINESS (21,76), FEMALES_ALL (51,34),
FEMALES_BUSINESS (17,93). Cluster 3 contains seven
countries: Ireland, Luxembourg, Malta, Sweden, United
Kingdom, Iceland, Switzerland.
TABLE 4. CLUSTER MEANS, K-MEANS CLUSTERING; 6 VARIABLES, 5
CLUSTERS, N=35 COUNTRIES
Cluster value
Online learning indicator
1
2
3
4
5
Enterprise provided training to their personnel
38,79 29,77 43,96 33,09 22,67
TOTAL_ALL
15,63 10,13 19,91 12,49
6,9
TOTAL_BUSINESS
32,32 21,2 37,56 24,83 18,33
MALES_ALL
16,8 9,27 21,76 11,8
6,03
MALES_BUSINESS
45,93 39,4 51,34 42,91
29,5
FEMALES_ALL
14,32 11,12 17,93 13,35
8,23
FEMALES_BUSINESS
10
5
7
10
3
Number of countries
Source: Authors, Eurostat (2017)

V.

DISCUSSION

Figure 4 presents a graph of the cluster means where it
can be seen that the highest mean values for all six
variables have Cluster 3.

Cluster 2 consists of five countries: Lithuania, Poland,
Portugal, Slovakia, and Serbia. Cluster 5 include three
countries: Romania, North Macedonia, Turkey that
lagging behind the most from other selected countries,
regarding employment in total knowledge-intensive
activities. Cluster 2 and Cluster 5 contain countries that
have the lowest percentage in the area of employment in
knowledge-intensive activities.
Cluster 4 contains ten mostly developing countries
with no high oscillation regarding employment in
knowledge-intensive activities: Czechia, Estonia, Greece,
Spain, Croatia, Italy, Latvia, Hungary, Slovenia,
Montenegro, but with great opportunities for further
development.
TABLE 5. COUNTRIES ACROSS CLUSTERS
Cluster

Countries

Cluster 1

Belgium, Denmark, Germany, France, Cyprus,
Netherlands, Austria, Finland, Norway, Bulgaria

Cluster 2

Lithuania, Poland, Portugal, Slovakia, Serbia

Cluster 3

Ireland, Luxembourg, Malta, Sweden, United
Kingdom, Iceland, Switzerland

Cluster 4

Czechia, Estonia, Greece, Spain, Croatia, Italy,
Latvia, Hungary, Slovenia, Montenegro

Cluster 5

Romania, North Macedonia, Turkey

Source: Authors, Eurostat (2017)

Figure 5 presents a geographical distribution of the
countries across clusters. It is visible that there is a
substantial level of similarities of neighboring countries in
most of the clusters.

Figure 4. Graph of the cluster means; Source: Authors, Eurostat
(2017)

Countries across clusters are presented in Table 5.

In Cluster 1 there are the following countries: Belgium,
Denmark, Germany, France, Cyprus, Netherlands,
Austria, Finland, Norway, Bulgaria. In Cluster 1 are
grouped countries that, after leading countries from
Cluster 3, have the highest percentage of employment in
total knowledge-intensive activities for all six variables.
Cluster 3 includes the leading countries in the area of
employment in knowledge-intensive activities especially
regarding the female population: Ireland, Luxembourg,
Malta, Sweden, United Kingdom, Iceland, and
Switzerland.
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Figure 5. Graph of the clusters: Source: Authors, Eurostat (2017);
https://mapchart.net/

VI. CONCLUSION
KIAs have a crucial role in economic and social
development especially in developing countries [15],
while they offer knowledge and a learning environment. In
other words, KIAs provide creation, accumulation and
transmission of knowledge [3; 16].
In this paper, we have investigated differences among
employees in knowledge-intensive activities in European
countries regarding gender, following the numerous
researches about the women and technology, such as [17,
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18,19]. The analysis supported the previous research
results that there is a higher percentage of women in
knowledge-intensive business services than in the
economy as a whole [8, 17, 18, 19].

[6]

Furthermore, we could state that there is a higher
percentage of both male and female employment in total
knowledge-intensive activities compared to knowledgeintensive activities in the business sector for all selected
European countries [20, 21].

[8]

Besides, research results showed that developed
countries, which are leaders in ICTs and innovation
activities, have a higher percentage of employees in KIAs
[22]. This is in comparison with similar research that
northern European countries (Sweden, Finland, Denmark)
that are leaders in innovation activities, have a higher level
of KIAs [4] while low innovation business activities
implicit low level of KIAs in economic development [23].
Practical implications should determine how to
enhance the level of knowledge and innovation activities
to enable a higher level of KIAs, which would lead to
economic development competitive advantage of
countries and of firms [24]. Practical guidelines should
provide policy regarding professional and educational
standards for KIAs, especially for the higher educational
institutions [7, 25].
This paper presents preliminary research which is the
reason that the focus is on data and analysis for one year
regarding employment in total knowledge-intensive
activities. Further research will include data for more years
regarding employment in KIAs in order to conduct
statistical analysis and compare data for more years.
Furthermore, the limitations of this paper come out of the
fact that KIAs could be investigated in broader content,
e.g. demographic characteristics of employees, industries,
firm size. Therefore, this research can be further improved
by implementing additional statistical analysis and data
that could lead to better understanding and higher
development of KIAs. Besides, future research should
focus to various groups that are underrepresented in the
KIAs employment, such as small and medium enterprises
[26].
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Abstract - Blockchain technology offers potential solutions to
tackle issues related to paper documents flow and outdated
manual business administrative procedures in maritime
industry. While the Blockchain is still a relatively novel
technology, mainly used in cryptocurrency applications, it is
slowly gaining traction and attention within the maritime
industry. This paper presents the possibilities of blockchain
implementation in order to solve some of the challenges that the
companies operating within the maritime industry are facing:
administrative costs, traceability, quality control, transparency,
payments management, and dispute resolutions, while
highlighting key areas for blockchain application, and main
challenges related to blockchain technology and its adoption in
the maritime industry.
Keywords - Blockchain technology; Maritime
Blockchain perspectives; Blockchain challenges

industry;

I. INTRODUCTION
Blockchain (BC) is a decentralized, distributed, permanent
and immutable record, which holds information of all previous
transactions that took place. According to IBM [1], more than
$4 trillion in goods, and around 80% of all consumer goods are
transported by ships each year. The ever-growing volumes of
industrial production and population in the world cause the
increase in greenhouse emissions which lead to the pollution
of environment. These issues are the topic of policymakers,
scholars, and practitioners around the globe [2]. Most of
logistics activities such as shipment and delivery tracking,
estimation of the delivery time, and customs officers’
notifications are all manual paper processes [3], which doesn’t
help with the reduction of environmental pollution. Most
stakeholders in the shipping industry operate with extensive
handling of paper-based documents, including the Bill of
Lading (B/L), Customs declarations, and the Certificate of
Origin [4].
With the emerging challenges and uncertainties such as
new environmental regulations and the recent outbreak of
COVID-19 pandemic, the maritime industry needs to adopt
technological solutions and keep abreast of the most recent
advances in the field in order to solve some of the challenges.
The manifestation of the pandemic has proven that first
movers in terms of technological uptake have been able to
control the consequences of these sudden changes (for
example, online platforms using blockchain solutions and
information technology enabled third-party logistics
companies) [5].
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BC technology [6, 7], could potentially change and
improve the maritime industry. There is a growing interest in
BC among the researchers and practitioners. However, there is
still limited research on the application of the BC technology
in the maritime sector [2].
The stakeholders and enterprises in maritime industry
struggle with the lack of awareness, collaboration, and
commitment for a successful BC implementation [8]. This
research aims at presenting the potential of BC technology
usage for document digitization and business process
digitalization, and how it can help to solve some of the
challenges that the maritime industry is facing. The goal of this
paper is to highlight the key areas where BC technology could
be applied to update maritime industry business processes, and
improve efficacy of the system.
II.

BLOCKCHAIN OVERVIEW

Emerging new technologies, such as Cloud Computing,
Big Data, Internet of Things (IoT), Artificial Intelligence (AI),
Machine Learning (ML), Quantum Computing, etc. are slowly
becoming standard drivers of economic growth in the near
future; and BC is going to be an integral part of all
technologies [9]. The integrity of the BC is secured by trustless
consensus algorithms and guarded by complex cryptography
making it almost impossible to illegally append or modify
historical data [10].
Although BC is commonly connected with Bitcoin and
other similar cryptocurrencies, which serve mostly as a means
of monetary asset transfer; application possibilities of the BC
are not limited to monetary assets only [11]. There are
functions such as data storage and data sharing, not exclusive
for monetary assets. Smart contracts are not new, and they
existed even before the invention of BC [12], but only with BC
technology, such as Ethereum, they became usable enough to
justify the transfer from paper contracts to digital, “smart”
contracts. This type of digital technology could change the
way the stakeholders involved in the maritime industry
communicate and transfer important data, information and
documents.
III. SMART CONTRACTS
Business have turned from the traditional ways of
conducting business and have adopted novel, more reliable,
and cost-efficient systems; smart contracts are one of these
systems [13]. Fig. 1 [14] on the following page describes how
smart contracts work, and their main processes.
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IV. KEY MARITIME INDUSTRY AREAS FOR BLOCKCHAIN
IMPLEMENTATION

Figure 1: How smart contracts work

A smart contract is a self-executing code that runs on the
BC to facilitate, execute, and enforce the terms of an
agreement between the participating actors. It is a system that
issues digital assets to all or some of the involved actors once
the pre-defined set of rules have been met. Some of the main
advantages of using smart contracts are:
Accuracy
Since smart contracts are automated, in a sense that they
execute automatically upon the completion of terms that have
been agreed upon beforehand; application of smart contracts
could help reduce issues like contract infractions, delays in
signing the contracts and disputes even in the courts of law
[15].
Clear Communication and Transparency
Once the contract is established, its terms and conditions
are revealed to the different network participants of the
specific BC. As the BC is immutable, no changes can be made
afterwards, and every attempt by a party to do so is rejected.
As a result, transparency is increased, and attempts of fraud
are eliminated [15].
Speed and Efficiency
Third party mediation is not necessary in smart contracts,
and their implementation is controlled and overseen by other
nodes in the BC network. Once the rules of the contract are
realized, contract is triggered and the scripted contract selfexecutes [15]. Verification that the item that was previously
agreed upon in the contract has been given to the appropriate
party is determined by the nodes in the BC network [16],
which results in quick, resilient, and robust way of contract
execution [17].
Security
As a consequence of implementing smart contracts in BC
and the usage of non-trusting parties in the decentralized
network, smart contracts have one of the highest security
levels. Parties in the network are non-trusting, which makes
them keep check of one another, in order to establish that each
transaction is carried out, and that there is a uniform global
view of the status of all the transactions [18].
Cost Reduction
The application of smart contracts cuts the need for a
mediator, which consequently aids in reduction of the overall
organizational costs and magnifies the profit margins by an
organization [19]. Essentially, with a smart contract, the user
can encode its information assets (such as the B/L or similar
document) into the BC, which, upon the completion of certain
conditions, or a set of rules, could be instantly transferred to
the beneficiary.
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The usage and implementation of BC technology within
the scope of the maritime transport and port logistics bears the
potential to facilitate the transition from a paper documented
process management to a digitalized and more secured one by
validating and storing each action or transaction, respectively,
in the chain of blocks [20]. It can offer a mechanism of
verifiability, traceability, and immutability, which ultimately
leads to increased trust between various actors in maritime
transport. This complex ecosystem could greatly benefit from
a robust digital platform to exchange data in the real time.
Some of the key maritime industry areas that BC could
improve are:
Transportation payment and dispute resolution
Payment automation resulting from using the smart
contract reduces payment delays and disputes. By using smart
contracts, the automated check of actions and transaction is
realized, which leads to a stronger integration of financial
service providers into the supply chain. In addition, the
payment approval of transactions can be automatically
triggered in case of fulfilment of the pre-defined actions. This
results in improvement of the financial flow in the supply
chain [21].
Administrative costs
Numerous containers being transported between the ports
around the world cannot complete their journey without
documents such as the Bills of Lading, packing lists, letters of
credit, invoices, sanitary certificates, insurance policies, etc.
This is associated with a large number of paper-based
documents [22]. The cost of paper document processing and
administration reaches 20% of the overall costs of
transportation according to Maersk and IBM [23].
Cargo tracking and quality control
One of the main challenges in logistics is to control and
oversee the quality of the goods and track their physical
movements until end-users are reached [24]. Current systems
are not able to provide real-time shipment tracking during the
transportation phase [25], which leaves the system vulnerable
to fraud and manipulation, which in turn can inflict serious
financial losses to involved subjects [26]. Improvements of the
tracking system in supply chains could be made with BC
implementation, which enables keeping of a distributed ledger,
where actors could track product movements from origin to
destination on a real-time basis. Each commodity or a product
would be tagged with a unique ID and scanned at each
transportation phase. Actors involved in an agreement of trade
would be able to read scanned data that is recorded in a
distributed ledger. It is possible to add data such as product
temperature and empty container status. Thus, BC serves as an
instrument to check the genuineness of the goods, hamper the
risks of counterfeiting, and monitor the product quality along
the transportation route [27].
Transparency and trust
Bills of Lading, insurance policies and invoices are
particularly vital documents, which are used in international
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trade to ensure buyers receive payments [22], but because the
documents that are used are still widely found in paper form,
they are susceptible to manipulation - counterfeit Bills of
Lading, invoices, etc. are a real problem in maritime transport.
Furthermore, traditional maritime companies are vulnerable to
a wide range of cyber risks. Since BC is based on shared
consensus among different parties, the information on the BC
is reliable. It is important that companies in the chain can trust
each other to share information and increase efficiency in
shared processes [28].
Maritime insurance
The potential benefits of BC technology for the maritime
insurance industry include both claims handling and
underwriting/risk assessment [33]. BC and smart contracts
could be used in order to reduce the costs and mistakes related
to the manual processing of claims, and to boost the speed of
claim processing, A smart contract could encode the rules for
enabling the transfer of refund from the company to the
insured. Moreover, the expense related to manual data entry
and verification of new customers could be decreased [13, 27].
Risk assessment/frauds prevention using BC allows
multiple certified intermediaries (e.g., insurance companies) to
record information related to an individual person. BC could
address the problem of fraud due to its property which enables
it to provide cryptographic authentication and data
transparency. With BC, insurers could determine double
claims, detect patterns of fraudulent behavior, and
collaboratively diminish fraud [29, 30].
V. BLOCKCHAIN TECHNOLOGY EXAMPLES IN THE MARITIME
INDUSTRY
The maritime industry is slow in bringing operations
procedures and logistics up to date. One of the most
promising areas of the maritime innovations is related to
digitalization and digitization of documents and business
processes. Although the maritime industry is technologically
advanced, innovations in the maritime industry have been
mostly limited to engineering-based innovations [31].
However, the maritime industry has seen development and
rise of new BC-based initiatives. The following examples
clearly show the BC positively affecting the maritime industry.
CargoX
CargoX offers public-BC-based solutions for logistics,
seeking to enhance document processing in the current global
supply chain industry. One of the first projects they worked
on focused on replacing paper-based B/L with a digital B/L,
known as Smart B/L, which is the industry’s first BC based
B/L. A Smart B/L can be uploaded in the form of a PDF
document and it can also be created as a structured data
document which can be transferred to the platform [32].
CargoX aims to connect all relevant parties that are
regularly involved in transport process in a balanced system
based on trust and interaction. The CargoX’s goal is to
eliminate the need for a middleman or a mediator by
providing an instrument and platform for secure document
sharing, which drastically reduces costs and time of delivery
by offering a high level of security and transparency [30].
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This platform offers several types of Smart B/L such as:
Negotiable B/L, Straight B/L, and SWB (Sea Waybill). Other
documents that CargoX offers are bills of materials, cargo
damage reports, certificates of analysis, fumigation,
inspection, claims notifications, container arrival notices,
contracts, cover letters, debit credit advice documents etc.
Some of the benefits of the Smart B/L are listed below [33]:
Security
Decentralization means that there is no single point of
failure, since there is no central storage to be targeted by the
hackers. Most important documents related to the trade and
transport of goods are encrypted and stored securely on the
BC, accessible only through the owner’s’ private keys,
therefore it can never be lost or stolen.
Speed
A Smart B/L can be released instantly and can be
immediately transferred to the legal owner of the goods, with
no middlemen or couriers.
No physical documents
The need to print, pack and store paper can be mitigated,
which saves time and money.
Cost saving
The average cost for sending a B/L three times is around
USD 100, and it takes up to 10 days to reach its destination,
mainly because multiple middlemen and couriers make the
process excessively expensive and slow.
Auditable and fraud proof
CargoX Smart B/L records each action on the
together with a timestamp. This offers a more secure
transparent way of handling cargo ownership transfers
prevents cargo release prior to release of Smart
ownership to the cargo release agent.

BC
and
and
B/L

TradeLens
TradeLens is a company which uses BC in order to
promote information sharing and collaboration across
different supply chains, which results in reduction of issues
related to trade, which ultimately benefits trade globalization.
The TradeLens platform has been developed by IBM and
GTD Solution Inc. They worked together to ensure the
product and business model are aligned to meet the needs of
the shippers and supply chain operators around the world.
Main TradeLens objectives are [34]:
Connecting the ecosystem
TradeLens focuses on bringing together all parties in the
supply chain such as traders, freight forwarders, ocean
carriers, customs, etc. - onto secure data-sharing and
collaboration platform.
Fostering collaboration and trust
Digitalization and automation of business processes
which are integral to the global trade ensures that all vital
documents and data are secure and auditable inside BC
environment.
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Dividing true information sharing
Providing for the seamless, secure sharing of real-time,
actionable supply chain information across all parties encompassing shipping milestones, cargo details, trade
documents, customs filings, sensor readings and more.
Spurring innovation
Laying the foundation for ongoing improvement and
innovation through an open API environment, the use of
standards and promotion of interoperability, and the launch of
the applications marketplace that allows third parties to
design, build and deploy applications on the TradeLens
platform.
CargoSmart
CargoSmart’s BC solution addresses the issue of an
overly complex shipping documentation process, at the same
time simplifies it, increases trust, and boosts overall
efficiency. The shipping ecosystem is connected through a BC
documentation platform, which can diminish disputes, bypass
late penalties from customs agencies, accelerate
documentation turnaround times with carriers, and reduce
detention and demurrage costs once containers arrive at the
destination ports [35].
Blockshipping - Global Shared Container Platform
The Global Shared Container Platform uses BC
technology, cloud services, and the Internet-of-Things to
enable a better utilization of containers through the efficient
sharing of containers between carriers. Blockshipping product
portfolio offering consists of:
AI-Import Dwell Time Prediction
Enabling prediction of when an imported container will
be picked up from the terminal by applying artificial
intelligence from Blockshipping, which results in reduction of
unnecessary container handling equipment utilization, gaining
immediate efficiency improvements.
AI-Terminal Truck Exchange
The Terminal Truck Exchange utilizes real-time
information to create a match between import and export
moves both at the terminal and the hinterland.
AI-Container Flow Optimizer
The AI-Container Flow Optimizer helps in optimizing
container inventory management. Analysis of the existing
data and application of the artificial intelligence to predict
when a container will be returned empty from an importer
improves forecasting ability for the flow of containers and
saves valuable resources.
Blockchain Container Asset Register
BC Container Asset Register serves as the first BC-based
container register in the world. Using the BC enables
tokenization of containers and provides undisputable title and
proof-of-ownership for containers. Processes such as buying,
selling, and leasing the containers will be improved
significantly [36].
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VI. BLOCKCHAIN CHALLENGES AND PRACTICAL IMPLICATIONS
Several weaknesses and threats related to BC technology
can be identified, and will be elaborated in this chapter. BC
technology suffers from scalability and performance issues
[37]. However, there are challenges that must be taken into
consideration, related to the lack of awareness and
understanding, lack of cooperation, security and privacy
challenges, and lack of regulatory clarity and governance.
Lack of awareness and understanding
One of the major challenges for companies associated
with BC, and especially for small and medium enterprises, is
the lack of awareness of the benefits of the BC technology,
and a widespread lack of understanding of how BC works.
Numerous companies do not fully understand what BC is or
what benefits it can offer. This has a lot to do with the
dominance of “technical” staff in the BC area and their overly
technological approach, which managers find hard to
understand. In order to raise the awareness regarding the BC,
managers should educate themselves on the topic before
implementing BC in their business structure. The key
questions that managers should ask themselves before
adopting a BC solution are related to the application of BC
and how it would change the organization and the culture
within, how to increase the level of understanding the
technology at all levels, and how would it change the way that
organization interacts and collaborates with others [38].
Lack of cooperation
The problem with many current approaches, is that
organizations are developing their own BCs and applications
to run on top of them, which currently, have no means of
connecting to other BC ecosystems. In various industries,
contrasting chains are being developed by diverse
organizations adhering to different standards, which defeats
the purpose of distributed ledgers, fails to harness network
effects and can be less efficient than legacy approaches.
To increase the level of cooperation among the
organizations, a consortium of companies could be a solution.
A consortium is a grouping of companies that cooperate for the
development and operation of basic BC infrastructure and
services, which are then used by the participants to develop
their own range of services [31]. One example of such
blockchain consortium in the maritime industry is Global
Shipping Business Network (GBSN). It includes some of the
largest corporations involved in maritime transport such as:
CMA CGM, COSCO, Hapag-Lloyd and OOCL [39].
Security and privacy challenges
Many applications that are based on BC require smart
transactions and contracts to be indisputably linked to known
identities, which raises critical questions about privacy and
security of the data stored and accessible on the shared ledger.
While BCs offer higher security than conventional computer
systems, with some effort, hackers can still breach
applications, systems, and businesses built on BCs.
The key to solving this issue is not just government
regulated protection of privacy. Enabling actors on BC to
capture and control their own data could help in the security
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challenges. While there is a lot of work being done on several
privacy protocols such as proof of zero knowledge, to
overcome these obstacles, significant effort must be made to
establish a new identity framework [40].
Lack of regulatory clarity and good governance
Lack of regulatory clarity regarding the underlying BC
technology definitely exists, which is a significant obstacle for
the mass adoption of the BC technology. Many organizations
are using BC as a platform through which transactions can be
made, but even though it is the most popular use-case for BC,
clear legal regulations still do not exist. There are also other
areas that require regulatory support, such as smart contracts.
The consequence of not covering smart contracts with legal
regulations could lead to inhibition of the BC adoption as well
as further investments in the BC industry.
To overcome this challenge, governments and heavily
regulated sectors (such as the maritime industry and transport
sector) may need to create regulations which could provide
means of BC environment control to increase the levels of
security and governance, which means that regulators in
various countries and industries have to understand what the
BC technology is and its impact on the businesses and
customers in their sector [40].

REFERENCES
[1]

[2]

[3]

[4]

[5]

[6]

[7]

VII. CONCLUSION
This research was conducted by collecting and processing
various available sources related to the BC, its usage cases,
and its potential of implementation in maritime industry. BC
technology and smart contracts could transform the industry
in a way that saves time and money, and increases efficiency.
One of the main features of BC that can be used in maritime
industry are smart contracts. Compared to conventional
contracts, smart contracts do not need a trusted mediator to
operate, which leads to low transaction costs. Implementing
Smart Contracts could help achieve higher accuracy, clearer
communication and transparency, more speed and efficiency,
increased security, and cost reduction.

[8]

Available research and literature related to BC usage in
the context of maritime industry is still limited, since the
adoption is slow, and the awareness about BC is at a low
level. However, the authors have isolated relevant research
and studies and deducted information about the potentials of
BC technology. By combining some of the most important
aspects of BC, this paper offers a brief summary of BC
characteristics and perspectives in maritime industry.

[11]

The impact that BC could have on the maritime industry is
mainly positive, especially in areas of transportation payment
and dispute resolution, administrative costs decrease, cargo
tracking, quality control transparency and trust, and marine
insurance - offering fraud prevention and automatically
resolving disputes. Digitalization of documents involved in
maritime transport can save money and time by eliminating
the need for paper documents and intermediaries. This paper
is only a preliminary literature review, and future research
will be directed towards thorough analysis of available papers
in all relevant databases, with the goal of further exploration
of BC usage perspectives in the maritime industry.

MIPRO 2021/DE-DS

[9]

[10]

[12]

[13]

[14]
[15]

[16]

Bridget van Kralingen, IBM, Maersk Joint Blockchain Venture to
Enhance
Global
Trade
https://www.ibm.com/blogs/think/2018/01/maersk-blockchain/,
Accessed on [07.03.2021.]
Karen V. Czachorowski, Solesvik Marina, Yuriy Kondratenko: The
Application of Blockchain Technology in the Maritime Industry,
available
online
at:
https://www.researchgate.net/publication/327975787_The_Application_
of_Blockchain_Technology_in_the_Maritime_Industry, Accessed on
[28.02.2021.]
Tan, Wee Kwan Albert and Sundarakani, Balan: Assessing Blockchain
Technology application for freight booking business: a case study from
Technology Acceptance Model perspective 2020, 1-22., available
online at: https://ro.uow.edu.au/dubaipapers/1178, accessed 28.02.2021
Christopher Loklindt, Marc-Philip Moeller: How Blockchain could be
adopted for exchanging documentation in the shipping industry,
available
online
at:
https://www.researchgate.net/publication/323223692, Accessed on
[28.02.2021.]
Natalia Wagner, Bogusz Wiśnicki (2019): Application of Blockchain
Technology in Maritime Logistics, available online at:
https://hrcak.srce.hr/file/332651, Accessed on [28.02.2021.]
Nakamoto, S.: Bitcoin: A Peer-to-Peer Electronic Cash System (2008),
available online at: https://bitcoin.org/bitcoin.pdf, Accessed on
[28.02.2021.]
Crosby, M., Pattanayak, P., Verma, S., Kalyanaraman, V.: Blockchain
technology: beyond bitcoin. Appl. Innov. 2(6), 6–10 (2016), available
online at: https://ieeexplore.ieee.org/document/8658518, Accessed on
[28.02.2021.]
Marija Jović, Edvard Tijan, Dražen Žgaljić, Saša Aksentijević:
Improving Maritime Transport Sustainability using Blockchain-Based
Information
Exchange,
available
online
at:
https://www.mdpi.com/2071-1050/12/21/8866,
Accessed
on
[28.02.2021.]
M. K. Shrivas and T. Dr. Yeboah, "The Disruptive Blockchain: Types,
Platforms and Applications," Texila International Journal of Academic
Research (TIJAR), vol. Special Edition, no. 2019, pp. 17-39, 2019.,
available
online
at:
https://www.researchgate.net/publication/329963215_The_Disruptive_
Blockchain_Types_Platforms_and_Applications,
Accessed
on
[28.02.2021.]
https://www.dac.digital/2021/01/29/blockchain-implementation-tslindustry/
Aiya Li, Xianhua Wei and Zhou He: Robust Proof of Stake: A New
Consensus Protocol for Sustainable Blockchain Systems, available
online at: https://www.mdpi.com/2071-1050/12/7/2824/pdf, Accessed
on [28.02.2021.]
https://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDRO
M/Literature/LOTwinterschool2006/szabo.best.vwh.net/smart_contracts
_2.html
Valentina Gatteschi, Fabrizio Lamberti, Claudio Demartini, Chiara
Pranteda and Víctor Santamaría: Blockchain and Smart Contracts for
Insurance: Is the Technology Mature Enough?, available online at:
https://www.researchgate.net/publication/323298791_Blockchain_and_
Smart_Contracts_for_Insurance_Is_the_Technology_Mature_Enough,
Accessed on [28.02.2021.]
https://www.intellias.com/how-to-make-a-smart-contract-work-for-theinsurance-industry/, Accessed on [04.03.2021.]
Zaheer Allam, On Smart Contracts and Organisational Performance: A
Review of Smart Contracts through the Blockchain Technology,
available
online
at:
https://www.researchgate.net/publication/330039327_On_Smart_Contr
acts_and_Organisational_Performance_A_Review_Of_Smart_Contract
s_Through_the_Blockchain_Technology, Accessed on [28.02.2021.]
V. Buterin, “A next-generation smart contract and decentralized
application
platform.,"
Available
online
at:

1613

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

https://github.com/ethereum/wiki/wiki/White-Paper/
accessed
28/02/2021.
Mik, E. (2017). Smart contracts: terminology, technical limitations, and
real-world complexity. Sydney, Australia: Routledge., available online
at: https://content.sciendo.com/downloadpdf/journals/rebs/11/2/articlep137.xml, Accessed on [28.02.2021.]
Peters, G. W., Panayi, E., & Chapelley, A. (2015). Cryptocurrencies and
blockchain technologies: a monetary theory and regulation perspective.
In Who will disrupt the disruptors? (pp. 92-113). EY U. K.: The Journal
of Financial Perspectives: FinTech.
Apostalaki, M., Zohar, A., & Vanbever, L. (Producer). (2017, May 1).
Hijacking Bitcoin: Routing Attacks on Cryptocurrencies. available
online at: http://hackingdistributed.com/2017/05/01/bgp-attacks-on-btc/,
Accessed on [28.02.2021.]
Robert Philip, Laima Gerlitz, Gunnar Prause: Blockchain and Smart
Contracts for Entrepreneurial Collaboration in Maritime Supply Chains,
available
online
at:
https://www.researchgate.net/publication/337472180_Blockchain_and_
Smart_Contracts_for_Entrepreneurial_Collaboration_in_Maritime_Sup
ply_Chains, Accessed on [28.02.2021.]
Daniel P. Bearth Staff Writer, Some Shippers Implement Longer
Payment
Policies,
available
online
at
https://www.ttnews.com/articles/some-shippers-implement-longerpayment-policies, Accessed on [28.02.2021.]
Toptancı, Ali İskan (2021): The Adoption of Blockchain Technology in
Supply Chains: An Investigation in Logistics, ZBW - Leibniz
Information Centre for Economics, Kiel, Hamburg, available online at:
https://www.econstor.eu/bitstream/10419/229619/1/Blockchain-in-SC2021.pdf, Accessed on [01.03.2021.]
Maersk, IBM launch first blockchain joint venture for trade,
transportation,
available
online
at:
https://www.dcvelocity.com/articles/29429-maersk-ibm-launch-firstblockchain-joint-venture-for-trade-transportation,
Accessed
on
[01.03.2021.]
Shankar, R., R. Gupta, and D. K. Pathak. 2018. “Modeling Critical
Success Factors of Traceability for Food Logistics System.”
Transportation Research Part E: Logistics and Transportation Review,
available
online
at:
https://www.researchgate.net/publication/323990024_Modeling_critical
_success_factors_of_traceability_for_food_logistics_system, Accessed
on [01.03.2021.]
Wu, H., Z. Li, B. King, Z. Ben Miled, J. Wassick, and J. Tazelaar. 2017.
“A Distributed Ledger for Supply Chain Physical Distribution
Visibility.”, available online at: https://www.mdpi.com/20782489/8/4/137, Accessed on [01.03.2021.]
Kshetri, N. 2018. “Blockchain’s Roles in Meeting Key Supply Chain
Management
Objectives.”,
available
online
at:
https://www.sciencedirect.com/science/article/pii/S0268401217305248,
Accessed on [01.03.2021.]

1614

[27] Shuyi Pu & Jasmine Siu Lee Lam (2020): Blockchain adoptions in the
Maritime industry: a conceptual framework, Maritime Policy &
Management,
available
online
at:
https://www.tandfonline.com/doi/abs/10.1080/03088839.2020.1825855,
Accessed on [01.03.2021.]
[28] Marissa Oude Weernink, Willem van den Engh, Mattia Franscisconi,
Frida Thorborg: The Blockchain potential for Port Logistics, available
online at: https://smartport.nl/wp-content/uploads/2017/10/White-PaperBlockchain.pdf, Accessed on [01.03.2021.]
[29] Nicholas Mavrias, Moses Lin, Blockchain: some potential implications
for marine insurance, available online at: https://standardclub.com/media/2678970/blockchain-some-potential-implications-formarine-insurance.pdf, Accessed on [01.03.2021.]
[30] Henry, K. J., and B. W. Hogan. 2018. Insurance and Blockchain: What
Policyholders Need to Know. Bradley., available online at:
https://www.bradley.com/insights/publications/2018/02/insurance-andblockchain-whatpolicyholders-need-to-know,
Accessed
on
[01.03.2021.]
[31] Edvard Tijan, Saša Aksentijević, Katarina Ivanić and Mladen Jardas:
Blockchain Technology Implementation in Logistics, available online at:
https://www.mdpi.com/2071-1050/11/4/1185/pdf,
Accessed
on
[01.03.2021.]
[32] Tim Swanson, Blockchain Enigma. Paradox. Opportunity, available
online:https://www2.deloitte.com/content/dam/Deloitte/uk/Documents/I
nnovation/deloitte-uk-blockchain-full-report.pdf,
Accessed
on
[13.03.2021.]
[33] Roberto Garcia, Will Blockchain Succeed? Cooperation is the Key
Factor, available online: https://santanderglobaltech.com/en/willblockchain-succeed/, Accessed on [13.03.2021.]
[34] Five of top 10 container shippers join new blockchain consortium,
available online: https://www.ledgerinsights.com/container-shippingblockchain-consortium-cargosmart/, Accessed on [13.03.2021.]
[35] Carlo R.W. De Meijer, Remaining challenges of blockchain adoption
and
possible
solutions,
available
online
at:
https://www.finextra.com/blogposting/18496/remaining-challenges-ofblockchain-adoption-and-possible-solutions, Accessed on [01.03.2021.]
[36] CargoX,
https://cargox.io/solutions/for-transport-andlogistics/#overview, Accessed on [01.03.2021.]
[37] CargoX Business Overview and Technology Bluepaper, available
online at: https://cargox.io/CargoX-Business-Overview-TechnologyBluepaper.pdf, Accessed on [01.03.2021.]
[38] TradeLens, available online at: https://www.tradelens.com/about,
Accessed on [01.03.2021.]
[39] CargoSmart, available online: https://www.cargosmart.ai/en/, Accessed
on [13.03.2021.]
[40] GBSN,
available
online
at:
https://www.cargosmart.ai/en/solutions/global-shipping-businessnetwork/, Accessed on [01.03.2021.]

MIPRO 2021/DE-DS

Analysis of the Financial Results of the
Twitter Platform at the Beginning of Covid 19
Joško Lozić*, Goran Vojković*, Ines Lozić**

* University North, Koprivnica, Croatia;
** Centar za financijska vještačenja, Zagreb, Croatia
jlozic@unin.hr; gvojkovic@unin.hr; ineslozic1@gmail.com
Abstract - The microblogging platform Twitter is the
largest global network for the exchange of brief information
from all areas of social life. The platform has been in
existence for fourteen years, but has only stabilized its
financial results in recent years. Contrary to the inclining
growth and stabilization of financial results, the number of
beneficiaries has declining growth, which points to the
conclusion of saturation of income and number of
beneficiaries. The largest number of users of the platform is
in the USA, and they generate the largest number of tweets.
During the pandemic, presidential elections took place in the
USA, which brought the platform to the attention of the
world public due to the tweets the politicians posted. All this
affected the recovery and growth of the number of users on
the platform. The aim of this paper is to investigate the
financial operations of the platform at the beginning of the
Covid 19 pandemic, as well as the movement of the number
of users at that time. The results of the research can serve as
a basis for other research in the field of social sciences, related
to the phenomenon of the Twitter platform.

million monthly active users and 187 million daily users.
Globally, 63% of users are between 35 and 65 years old.
75% of B2B companies offer and sell their products on
Twitter. More than 500 million tweets are sent daily [5].
The research is focused on the analysis of financial results
and the trend of the number of users at the beginning of the
Covid 19 crisis. The analysis of financial stability will be
made based on the results of research of selected items
from the income statement. The analysis of the user
community trend is directed towards the analysis of the
stability of the platform, i.e. the stability of the network
effect. Both sets of statistics will be analysed by regression
analysis to determine individual annual rates of change and
to compare the results of the analysis. Based on the
obtained data, conclusions will be drawn on the stability of
the platform at the beginning of the Covid 19 crisis.

Keywords – Covid 19; microblogging; platform economy;
Twitter.

The research and analysis of the data was made on the
basis of publicly published financial reports ("Fiscal Year
Annual Report"), in the period of the last five years. The
financial results of the business were published in the
report "Form 10-K". All processed data in the paper are the
result of the author's research activity over a multi-year
period.
Online social networks have opened up new
opportunities for communication among users as well as
with the general public [6]. Social media includes
applications, digital technologies and mobile devices, and
those that use the Internet to create interactive dialogue
between communities and individuals [7]. Using Web 2.0
technology, social media has achieved great growth in the
last decade. Social media includes various forms of
Internet applications, blogs, forums, user communities,
bulletin boards, interactive forms, etc. [8]. The biggest
social networks include Facebook, Twitter, LinkedIn,
Instagram, Tumblr, Reddit and Snapchat. If we analysed
all of them, we would find almost 2 billion people
communicating with each other [9].

I. INTRODUCTION
The platform was launched in 2006 but did not achieve
much success in its first year of existence. The following
year, Twitter was inducted into the South by Southwest
Interactive conference, as a unicorn economy platform that
was recognized as the future of communication
technology. Twitter has invested in large screens showing
messages from users who have installed the app and sent
messages. He received the first prize of the Conference for
the application and presentation model, and the daily
number of tweets tripled, from 20 thousand to 60 thousand
per day [1].
Twitter is a social network that allows users to
exchange messages and short media content. According to
the business model, it belongs to the platform economy [1]
[2] [3] [4], and according to the message size limit of 280
characters, it belongs to the microblogging platform. By
registering on the platform, users are enabled to receive
and reply to messages. Other users can only view already
posted media content. According to the frequency of use
of the platform, users are divided into: a) daily active users
("DAU") and b) monthly active users ("MAU"). Daily
users visit the platform at least once a day, while monthly
users visit the platform at least once a month. In the third
quarter of 2020, Twitter has a user community of 353
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II. LITERARY REVIEW

Twitter is a microblogging social network where
independent users, public figures, academics, politicians,
athletes, companies and others share posts containing text,
images, videos and hyperlinks that have 280 or fewer
characters (previously 140) [10]. Originally conceived as
a mobile platform on which people could discuss what they
were doing or where they were spending their time,
Twitter developed into a mechanism for developing,
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sharing, and contextualizing news [11]. Microblogging
platforms, such as Twitter, provide researchers, scientists,
entrepreneurs, activists, government officials, and other
stakeholders with access to an invaluable set of data that
users create and share online [12].
Twitter is simple and inexpensive to use, and you don't
need to have a great deal of technological knowledge to
use it [13]. According to the categorization of costs, it is
classified in the model of zero marginal cost [14] [15].
Content analysis on Twitter found that tweets can be
categorized into content-sharing content, emotioninducing content, and action-inducing content [16]. Older
studies on Twitter have shown a strong correlation
between actual events and what was shared on Twitter as
news. New studies show a significant deviation from this,
and Twitter has changed from a "news spread" platform to
a news verification platform [17].
Twitter users can follow the pages, quote other users
(via ‘@ username’) and retweet existing tweets. The use of
hashtags (‘#’) makes it possible to emphasize certain terms
as keywords and makes it easier to find tweets on the same
topic, thus spontaneously creating networked discourses
and drawing the attention of the masses to certain trends
[18]. Twitter's "retweett" feature can cause a snowball
effect. Social media facilitates the creation of an echo
("echo effect") in which messages that reflect one's attitude
can gain attention and strength [19]. The retweet feature
allows users to reply to other users' messages and views.
Such a situation motivates users to take an active approach,
enabling them a model of communication they have never
had before, thus changing the whole nature of social
communication [20].
Twitter, with its social networking capabilities, greatly
increases users' exposure to political and other debates
[21]. Twitter protects the user community from
inappropriate statements, as evidenced by the removal of
Donald Trump's profile [22], or the removal of posts from
global music star Kayne West [23]. Twitter has democratic
potential in causing social change and helping individuals
with limited media access to express their views [24].
However, Twitter can also be used to spread hate speech
against minorities and other vulnerable groups [25].
Twitter improves relationship building and allows citizens
to create, filter and share content [26]. The image that is
sometimes tied to Twitter, as a platform on which powerful
politicians advertise, is in fact inconsistent with its
fundamental vision of creating equal opportunities for all
who want to post something publicly on social media [27].
Dunhan and Garcia (2020) explore the impact of
Twitter and other advertising media on changing investor
sentiment. Research proves the existence of a link between
the feelings developed by investors influenced by news on
Twitter with the movement of stock prices and other
securities [28]. Specifically, networked socially
responsible behaviour (“CSR”) in communication can be
an important driver for identifying consumer firms (“CC”), which is largely defined as the relationship that
consumers establish with firms that help them meet one or
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more key needs [29]. Twitter is defined as the largest and
most popular microblogging platform, and user activity is
determined by their roles in the communication process.
The roles could be defined like: leaders, followers,
message list followers and participants in reviewing and
retweeting (process dynamics). User activities are
determined by the interaction and communication between
users on the social network [30].
III. DATA ANALYSIS
The research of the platform's business is divided into
two basic areas and the analysis of the connection between
these two areas. Two basic areas include: a) financial
analysis of profit and loss account data; and b) statistical
analysis of the trend in the number of platform users.
Financial analysis involves researching a trend and
understanding the movement of underlying financial
indicators. The research of the trend in the number of users
is focused on the analysis of the user community on the
platform and the prediction of financial operations in the
future.
The third part of the research analyses the correlation
between the results of the analysis of financial factors and
the results of the analysis of statistical indicators related to
the trend in the number of users. The research is aimed at
finding answers to two fundamental questions:
•
•

Q1: How financially resilient is the platform to
the crisis caused by the Covid 19 pandemic?
Q2: What are the trends in user numbers in the
context of the Covid 19 pandemic?

Data were collected from the Twitter Annual Report
2019 and earlier reports as well as from specialized
websites dealing with platform economics analytics.
A. Financial analysis
The research and analysis of the financial result covers
the period from the last five years, from 2015 to 2019. For
the purposes of the analysis, categories from the financial
statements were selected and the analysis of gross profit
was made. In the analysed period, revenues increased from
$ 2.218 billion to $ 3.499 billion, an increase of 56%.
Revenues continued to grow in all periods except 2017
when they fell by 3.4%. We can relate the result directly to
the post-election year when user interest in platform posts
decreased. In the context of the first research question, the
result of the analysis already indicates a much stronger link
between the presidential election and the financial result
than the link between Covid 19 and the financial result. In
the analysed five-year period, Cost of revenue increased
by 55.9%. The average gross profit was 66.1%. The share
of gross profit decreases towards 2017, and then increases.
In the last two analysed periods, the share of gross profit is
above average. The results of the analysis are shown in
Table 1.
Total costs and expenses in the analysed period
increased from $ 1.488 billion to $ 2.322 billion, an
increase of 15.9%. The increase in other expenses was
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40% less than the increase in the cost of revenue.
Stabilization of operations, i.e. growth of costs, had a
direct impact on the overall financial result. Income (loss)
from operation was negative in the first period analysed
and amounted to -450.036 million dollars. In 2017,
revenue was positive, and Twitter no longer recorded
operating losses. Although revenue was lower than in
2016, income from operation was positive for the first
time. This is a result of lower sales and marketing costs as
well as lower general and administration costs than the
previous year.
In the post-election year, with lower total revenues, the
overall financial result recovered. In the context of the first
research question, the platform's greater dependence on the
presidential election than on the Covid 19 pandemic is
confirmed. The results of the analysis are shown in Figure
1.

B. User trend analysis
The Twitter user community is divided into "monthly
active users" and "daily active users". Table 3 shows the
MAU number for the 11-year period. In the period
between 2010 and 2020, the number of MAU increased
from 49 million to 353 million, which is the growth of
620%. According to the results of the analysis of
Descriptive Statistics, the average number of users in the
analysed period ("mean") was 246.97; Mod 330 and
Median 304; standard deviation 102.26. Kurtosis is -0.556
which is the result of a slower growth in the number of
users. Skewness -0.959 due to a digressive increase in the
number of users. Confidence Level is 31,472. In the period
between 2015 and 2019, revenue increased by 56% and
MAU by 7%.
We can conclude that there is no correlation between

TABLE 1. CONSOLIDATED STATEMENT OF OPERATION DATA (000 $)
Source: Own illustration

Revenue
Cost of revenue
Gross profit
%
Total cost and expenses

2015
2.218.032

2016
2.529.619

2017
2.443.299

2018
3.042.359

2019
3.459.329

729.256

932.240

861.242

964.997

1.137.041

1.488.776

1.597.379

1.582.057

2.077.362

2.322.288

67,1%

63,1%

64,8%

68,3%

67,1%

2.668.068

2.896.827

2.404.559

2.589.034

3.092.956

Income (loss) from operations

-450.036

-367.208

38.740

453.325

366.373

Net income (loss)

-521.031

-456.873

-108.063

1.205.596

1.465.659

TABLE 2. REGRESSION ANALYSIS OF SELECTED ITEMS
Source: Own illustration

Revenue
Cost of revenue
Gross profit

Regression equation
y = 299533x + 2E+06
y = 84833x + 755290
y = 214701x + 1E+06

The results of the regression analysis are shown in
Table 2. Total revenues grew by an average of 10.93% per
year with a coefficient of determination of R2 = 0.8852.
Cost of revenue grew by an average of 9.17% per year with
a coefficient of determination of R2 = 0.8087. In the same
period, gross profit grew by an average of 11.84% per year
with a coefficient of determination of R2 = 0.8629.
Comparing the results of the financial analysis in Table
1 with the results of the regression analysis, it is obvious
that Twitter has stabilized financial operations. Gross
profit grows above the increase in the cost of revenue, and
total costs and expenses recorded a larger increase only in
the last analysed period. All this was reflected in the net
profit, which is rapidly recovering and continuously
growing. In the context of research questions, the platform
proved financially resilient to the crisis caused by the
Covid 19 pandemic. Income (loss) from operation fell by
19.2% in the last analysed period, but net profit increased
by 21.57%.
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R2
0,8852
0,8087
0,8629

s
10,93
9,17
11,84

revenue growth and MAU growth. The growth in the
number of users is digressive, and in the third quarter of
2018 it was negative compared to the same period last
year. Significant growth in the number of users compared
to the previous period was achieved in the third quarter of
2020. The trend of the number of users is unchanged
throughout the analysed period, except in the last
frequency. From this it can be concluded that the platform
is resistant to the impact of a pandemic when analysing the
MAU number. The increase in the last period can be
explained by the presidential campaign in the USA and the
increase in the number of users who share tweets. The
trend of the number of users (“MAU”) was analysed by a
linear regression equation (y = 28.569x + 111.31) with a
coefficient of determination of R² = 0.8335. The average
growth in the number of users in the analysed period was
11.24% per year (s = 11.24). Growth is slow and digressive
which confirms the Skewness score -0.959.
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2.000.000
1.465.6

1.500.000

1.205.596

1.000.000
500.000

value are above the regression direction, which indicates a
positive growth rate of DAU. The biggest increase in DAU
is in the second quarter of 2020. We can conclude, as with
MAU, that the platform is resistant to the Covid 19 crisis,
i.e. the trend in the number of users is constant.

-108.063

TABLE 4: DAU ON TWITTER
Source: Own illustration

0
-500.000
-1.000.000

-456.873

-521.031

Figure 1. Net income (loss) (000 $)
Source: Own illustration

In the last three analysed periods, the linear regression
trend equation passes above the points of the value of the
number of users, which indicates the saturation of the
number of MAU on Twitter. Despite the recovery in the
number of users, due to the presidential campaign, the
trend line is above the value points.
The DAU trend is completely opposite and the number
of users is constantly growing. In the period from 2017 to
2020, it will increase from 109 million to 166 million, an
increase of 52%. The increase in the number of DAUs
correlates much more strongly with the increase in revenue
from the increase in the number of MAUs. The biggest
increase is in the first and second quarters of 2020, which
is directly related to the presidential campaign. In the same
period, the largest increase is also MAU. The results of
descriptive statistics showed that the average number of
users in the analysed period ("mean") was 136.6 million;
standard error 6.68; median 126; standard deviation
25,873. The value of Kurtosis is -0.107, which indicates a
slow and linear increase in the number of DAU; Skewness
-0.998 due to a slight increase in the number of users.
Confidence level is 14,328. The trend in the number of
users (“DAU”) was analysed by a linear regression
equation (y = 5.4607x + 98.375) with a coefficient of
determination of R² = 0.8909. The average increase in the
number of users is 3.27% quarterly (s = 3.27). In contrast
to MAU, in the last two analysed periods the points of
TABLE 3: MAU ON TWITTER
Source: Own illustration
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MAU

million

Q3 2010

49

%

Q3 2011

101

106,12%

Q3 2012

167

65,35%

Q3 2013

232

38,74%

Q3 2014

284

22,57%

Q3 2015

307

8,10%

Q3 2016

317

3,26%

Q3 2017

330

4,10%

Q3 2018

326

-1,21%

Q3 2019

330

1,23%

Q3 2020

353

6,97%

DAU

million

Q1 2017

%

109

Q2 2017

110

0,92%

Q3 2017

114

3,64%

Q4 2017

115

0,88%

Q1 2018

120

4,35%

Q2 2018

122

1,67%

Q3 2018

124

1,64%

Q4 2018

126

1,61%

Q1 2019
Q2 2019

134
139

6,35%
3,73%

Q3 2019

145

4,32%

Q4 2019

152

4,83%

Q1 2020

166

9,21%

Q2 2020

186

12,05%

Q3 2020

187

0,54%

IV. CONCLUSION
Twitter has grown into the largest, but also globally
most influential microblogging platform. One of the
competitive advantages of Twitter is recognized in the
habits of use because the platform is not only a medium for
exchanging information but also serves users to check
information. The daily number of posts and user
interactions guarantee a stable network effect and longterm stability of the platform. Analysing the financial
aspect of the platform's business, in the context of the first
research question, the results of the research showed that
the platform is fully financially resilient to the crisis caused
by the Covid 19 pandemic, in contrast of previous year. In
the last analysed period, net profit also grew by 21.6%
compared to the previous year, which reinforces the claim
that the platform is financially fully resilient to the Covid
19 crisis.
The trend in the number of users is unchanged for the
entire analysed period, which is the answer to another
research question. The MAU trend maintained regressive
growth with a slight recovery in 2019 and 2020. A slight
change in the trend is more the result of user-related
activities related to the presidential election than was
affected by the pandemic. The number of DAU users is
continuously growing from year to year and this trend
continues in 2019, at the beginning of the Covid 19 crisis.
Only in 2020 does it have a sharp increase in the second
quarter, and then this growth stabilizes in the third quarter.
And for this change we can conclude that it is more related
to the presidential election than to the Covid 19 crisis.
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In the context of another research question, we can
conclude that the Covid 19 crisis did not significantly
affect the trend in the number of platform users. One of the
reasons for such a research result can be found in the age
group that most often uses the platform, which is the
population between 35 and 65 years that is less susceptible
to a pandemic. The following research raises the question
of the extent to which the platform will maintain revenue
growth and user numbers after the end of the pandemic and
the presidential election.
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Abstract— Consumer rights are crucial for the development
of a country's economic development. Consumer rights are
legally protected, and consumers are entitled to know all
about their rights, which are published on a variety of online
sources. Legal regulation of consumer rights is published
online as one of the most important e-government actions of
electronic public administration. The aim of this paper is to
investigate the extent to which Croatian citizens use the
information on consumer rights and the extent to which their
demographic characteristics are related to this issue. An open
dataset on the habits of using e-government tools in the
Republic of Croatia was used. Data were analysed by chisquare analysis and correspondence analysis. The
investigation resulted with interesting results which can
benefit both for practitioners and academics.
Keywords: consumer rights, online informing, e-government
correspondence analysis

I. INTRODUCTION
The digital economy set off the forceful competition on
the world market [1]. It elevated the importance of various
consumer protection aspects, such as privacy protection,
intellectual rights and competition policies [2]. Modern
consumers are innovation-driven, educated and possess
useful information in order to make purchase decisions [3].
Furthermore, customers exchange their shopping
experiences, recommendations and impressions which
makes the whole purchasing process more transparent [4].
Different countries addressed this phenomenon by
establishing rules and regulations of consumer rights.
European Union has implemented a Consumer
Empowerment Index (integrating consumer skills,
awareness of legislation on consumer rights and consumer
engagement) in order to measure consumer knowledge
between country members and undertake actions to raise
awareness [5]. Croatia, as an EU member, has a legal
regulation of customers' rights that is published online. It
is one of the most important actions of the e-government
process.
The purpose of this investigation was to scrutinize the
online information utilization among Croatian citizens on
consumer rights. The open dataset on the habits of using egovernment tools in the Republic of Croatia was employed
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in order to fulfill the research goal. The respondents were
divided by their age, education level and occupation. The
chi-square analysis and correspondence analysis were used
to evaluate the data.
The paper is organized in the following matter: After
the Introduction chapter, the Literature review is
presented. Consumer rights in the modern economy were
outlined as well as online consumer rights. The
methodology section describes and explains the sample,
research instrument and chosen statistical analysis. The
results of the investigation were demonstrated in the
Results section. The final chapter of the paper is the
Conclusion where conclusion remarks, findings, limits and
future recommendations were pointed out.
II.

LITERATURE REVIEW

A. Consumer Rights and Modern Economy
The modern economy strives for a single and free
market. Consequently, it has brought together several
actors in one place [6]. In market competition and through
the development of free enterprise, companies have often
neglected consumers unknowingly. Dissatisfaction with
consumed products and services and self-awareness
awakening about basic human rights has resulted in an
emphasis on consumer rights [7]. Therefore, the last fifty
years have marked a new era in which the international
market is particularly sensitive to the issue of consumer
protection [8]. The establishment of the rules sought to
ensure a relatively equal position of consumers concerning
the trader since they have always been recognized as an
unprotected side of the business relationship. Justice, but
also a duty, represents basic elements in defining the
policy of contemporary economic trends from producer to
final consumer [9]. Namely, although consumer contracts
are very often standardized, they are also adhesive, so
many provisions indicate consumer subordination. Their
rights are violated because they are exposed to false
advertising and guarantees, disrespect, and very often are
unable to complain about a defective product or inadequate
service. Also, retailers’ resort to fraud during promotions
in a way that they manipulate the prices. Furthermore, they
tend to conceal newly imposed provisions in the contract
that are completely unacceptable for buyers. However, it
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is important to point out that this is a very peculiar concept
from which a lot of subjectivity arises. The question is who
and what the starting point of view is [10]. Starting from
the consumers themselves and the issue of their (un)ethical
consumption of products and services through the
availability of quality and timely information to freedom
and opportunity to choose the desired product or service
due to the ever-present and increasing gap between the rich
and poor [11; 12; 13].
Either way, consumer rights are the subject of every
trade relationship. They are based on four basic principles
that include: (i) the right to security, (ii) the right to
freedom of choice, (iii) the right to information, and (iv)
the right to express one’s own opinion [14]. However, as
trade became more globalized, views on consumer rights
became more complex so four more principles were
introduced [15]. They took into account the necessity of
meeting basic needs in the context of access to essential
products and services as well as the necessity of living in
a healthy and sustainable environment [16]. They also
included the consumer's right to education and the factual
state in which the use of a product or service alone is not
the final step in the relationship between producers and
consumers. Namely, the aspect of the consumption path
and the right to give feedback was also taken into account
and accordingly, the necessary accompanying actions of
the producers [17].
To date, there have been numerous controversies over
the adequacy of defined principles and laws [18; 19; 20].
However, what is certain is that consumer awareness has
increased significantly, and globalization, technological
advances, and the Internet have certainly contributed to
this [21; 22]. Technology has become the main instrument
of everyday life because the imperatives of nowadays are
time, efficiency, and simplicity [23]. People are more
inclined to seek information and educate themselves online
as well as perform e-commerce more often. All this entails
additional risks such as greater exposure to deceptions and
fraud. This has resulted in an adjustment of the legislative
framework to give consumers more benefits in the fight
against irresponsible sellers. Nonetheless, studies have
often shown how much consumers are still uninformed
about their rights or informed, but inert in responding to
violations of the law [24; 25; 26].
B. Online Access to Information about Consumers'
Rights
Looking at Croatia it can be concluded that interest in
consumer protection has grown progressively throughout
history. It is also sensible to connect the increase of interest
in this topic with Croatia's accession to the European
Union. Namely, the membership has greatly favoured the
construction of a comprehensive regulation that ensures an
active consumer protection policy [27]. The foundations of
European consumer protection policy were established in
the 1970s [28]. They are based on the protection of
economic interests, health and safety, the right to
representation, information and education, as well as the
right to compensation and legal remedy [29]. Since then,
the European Union has not stopped encouraging the
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development of a consumer protection system. This has
resulted in a policy of rich European consumer protection
legislation. Likewise, support has also come through
investments of significant financial resources [30].
Croatia has fully harmonized its legal system with
European law in all aspects, including the legislative
framework related to consumer protection. The 2014
Consumer Protection Act is in force in Croatia (ZPP NN
41/14). In accordance with new situations and due to the
observed shortcomings, it has been amended and
supplemented twice in the past period – once in September
2015 and the second time in January 2019. In addition to
this law, consumer rights are regulated by the Law on
Obligations, the Law on Electronic Communications, the
Law on Alternative Resolution of Consumer Disputes, the
Law on General Product Safety, the Law on Illegal
Advertising, the Law on Access to Information and a
number of other regulations, ordinances, and acts [31].
Accordingly, all consumer regulations are publicly
available on the website of the Ministry of Economy and
Sustainable Development, on the website of the Central
Consumer Portal as well as on the official website of the
European Commission. Also, the Ministry of the
Economy, Entrepreneurship and Crafts, in cooperation
with the Croatian National Bank, the Croatian Economy,
the Croatian Employers' Association, the Croatian
Insurance Bureau, and numerous other Croatian ministries,
agencies, and institutes, issued a Consumer Handbook
with the aim of better informing the Croatian citizens about
their consumer rights and strengthening their confidence
in the market [32]. Therewithal, there is the European
Consumer Centre (ECC-Net) as an advisory institution
that provides information on cross-border purchases and
helps resolve cross-border complaints and disputes [33].
The latest information related to the changes in laws and
other regulations in the field of consumer protection at the
level of the European Union, but also in national
legislation, is available on their website. This leads to the
conclusion that access to all information is fully ensured
so that consumers can profit and legally protect themselves
through adequate information about their rights.
III.

METHODOLOGY

A. Sample characteristics
This investigation was conducted on the basis of
Croatian citizens reports about usage of the consumer
rights. The information was obtained from the open dataset
of e-government tools in Croatia. The sample consisted of
3268 respondents, of which 1167 were male (35,7%) and
2101 (64,3%) female. The respondents were divided by
age and education. The majority of respondents were
between 25 and 44 years old (61,1%). Regarding the level
of education, the participants were divided into three
educational groups: secondary or lower, undergraduate or
graduate education and postgraduate education. 37,2%
respondents had secondary or lower education, 52,3%
respondents had undergraduate or graduate education and
10,5% respondents had postgraduate education.
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B. Research instrument
To fulfil the paper's aim, the research instrument was
identified. The respondents' answers were measured by the
Likert scale from 1 (access to information and advice on
the consumer rights are not relevant) to 5 (access to
information and advice on the consumer rights are
relevant). The variable, measurement and descriptive are
displayed in Table 1. From 3268 questionnaire samples,
1,4% described the interest as non-relevant, 3,7% as quite
irrelevant and 7,4% were undecided. 33,4% of respondents
marked the research variable as quite relevant while most
of the respondents from the sample (54%) characterised
the interest in the topic relevant. The mean value was 4,35
and the standard deviation is 0,876.
TABLE 1. RESEARCH INSTRUMENT MEASURING INTEREST IN ACCESS TO
INFORMATION AND ADVICE ON THE CONSUMER RIGHTS DISCUSSIONS

Variable
Interest
in
access
to
information and
advice on the
consumer rights

(1)
(2)
(3)
(4)
(5)

Measurement / Percentage
not relevant (1,4%)
quite irrelevant (3,7%)
undecided (7,6%)
quite relevant (33,4%)
relevant (54,0%)

Source: Author’s work

𝑥̅

Descriptive
min=1
max=5
n= 3268
4,35
σ = 0,876

TABLE 2: INTEREST IN ACCESS TO INFORMATION AND ADVICE ON THE
CONSUMER RIGHTS

16-24
25-34
35-44
45-54
55+
Chi-square (p-value)

Interest in access to information and advice on the
consumer rights
(1)
(2)
(3)
(4)
(5)
Age
9
9
38
100
168
13
37
102
360
593
12
34
56
304
485
8
20
32
187
276
4
20
19
139
243
31,254 (0,012**)

Source: Author’s work

Since the p-value is lower than chosen significance
level α = 0.05, the association between age and interest in
access to information and advice on consumer rights can
be confirmed. The results demonstrate that all age groups
have the same distribution of their answers. All age groups
expressed their interest in access to information and advice
on the consumer rights mostly with the highest
measurement “Relevant”, followed by the “Partially
relevant” relevant and so on, which means that all
respondents, nevertheless of their age, shows high interest
on the issue (Table 2).

C. Statistical analysis
This research was undertaken with the two statistical
methods utilization: Chi-Square and Correspondence
Analysis (CA). Chi-square is a statistical technique that
observes the relationship between two variables; it
investigates whether selected variables are independent of
one to another or not [34]. It is a technique that measures
the confidence correlation between categorical events [35;
36]. Chi-square can also be used in order to explore the
distance of a theoretical distribution. It measures how close
observed frequencies are from the expected frequencies of
the selected variables [37]. The statistical technique
depends on the distance between actual and selected
values, the size of the research sample and the degrees of
freedom [38]. Chi-square analysis is used to explore the
relationships between sample groups and the distribution
of the groups between measurement categories. CA is an
underutilized multivariate statistical technique that
provides a graphical display of the contingency tables [39].
It can convert complex tables into coherent graphical
representation by inspecting two or multi-way tables
where rows and columns are presented as dots on the
multidimensional biplot [39]. The main purpose of the CA
is to point out the most important correlations between the
variables thru graphical representation . The closer the dots
are on the map, the stronger the relationship between
variables is. So, they have similar data characteristics [40].
Given the research topic, this paper outlines the benefits of
CA usage in similar investigations. It reveals hidden
relationships between sample groups and enables us to see
interconnections between variables without studying the
numerical outputs.
IV.
A. Chi-square analysis
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RESULTS

Figure 1. Relationship between age and interest in access to
Information and advice on the consumer rights

The data in Figure 1 reveal the share of each age group
in the specific measurement category. The age group 2534 is dominantly represented in all categories as it's the
largest group included in the research, followed by the age
group of 35-44 years old. After normalised values
calculated, it can be concluded that there is no significant
difference between age groups and measurement
distribution, except for the youngest age group (14-26
years old) that shows the highest percentage of
“Irrelevant” and “Undecided” respondents answers on the
interest in access to information and advice on the
consumer rights when normalised values are taken into
account.
The results show a significant association between
education and interest in the topic at the significance level
of 1% as the p-value is lower than α (Table 3). The
respondents were divided into three education categories:
secondary school or lower, undergraduate or graduate
education and postgraduate education. The investigation
demonstrated that respondents, regardless of the level of
education, show high interest in access to information and
advice on the consumer rights. They find it relevant in
most cases. Moreover, all three education levels have the
same distribution of interest; so, they marked “Partially
relevant” as second, “Undecided” as third and “Irrelevant”
the least.

MIPRO 2021/DE-DS

TABLE 3: INTEREST IN ACCESS TO INFORMATION AND ADVICE ON THE
CONSUMER RIGHTS AND EDUCATION

Education
Secondary school or lower
Undergrad. or grad. educ.
Postgrad. educ.
Chi-square (p-value)

Interest in access to information and advice on
the consumer rights
(1)
(2)
(3)
(4)
(5)

14
25
7

27
67
26

72
150
25

Source: Author’s work

401
702
575
891
114
172
36,043 (0,000***)

The majority of the respondents have an undergraduate
or graduate education. Therefore, their percentage in every
category is prevalent. However, the results confirm the
data presented in the figure even when normalised values
are taken into account. The highest percentage of the
“Relevant” answers, in regards to the total number of
respondents, came from the secondary school or lower
educated respondents’ group. Differently, the highest
percentage of the “Irrelevant” interest on the topic, with
the total number of respondents taken into account, have
been answered by the postgraduate educated participants
(Figure 2).

Figure 2. Relationship between education and interest in access to
information and advice on the consumer rights

the topic as relevant and only 0,45% marked it as
irrelevant. Oppositely, the students and pupils are the least
interested in this topic. The latter could be explained that
the retired population have more time and are more
responsible and cautious buyers than the students and
pupil’s population. Furthermore, their information literacy
is lower, so the need for advice and access to information
is higher (Figure 3).

Figure 3. Relationship between occulation and interest in access to
information and advice on the consumer rights

B. Correspondance analysis
The CA was undertaken to visually represent relations
between research items (Figure 4). Dimension Access to
information and advice on consumer rights is represented
by the horizontal axis and the Age is displayed on the
vertical axis. It is shown that most of the data are
concentrated around the origin, so they are near the
average value, except the “Irrelevant” value, which is
distributed further from the origin and shows a higher
significance, as well as the weaker relationship with other
research items. Concentrated data form a cluster indicates
high similarity between data characteristics.

There were five identified groups of occupations:
Knowledge and serviced-based occupations, Manualbased occupations, Students and pupils, Retired and
Unemployed (Table 4). Again, all categories showed that
they are mostly interested in accessing the information and
advices on the consumer rights. All occupation groups
marked the interest on the topic as “irrelevant” the least.
The relationship between variables is confirmed at a 5%
significance level.
TABLE 4: INTEREST IN ACCESS TO INFORMATION AND ADVICE ON THE
CONSUMER RIGHTS AND OCCUPATION

Knowledge and servicedbased occupations
Manual-based
occupations
Students and pupils
Retired
Unemployed
Chi-square (p-value)

Source: Author’s work

Interest in access to information and advice on
the consumer rights
(1)
(2)
(3)
(4)
(5)
Occupation
31

90

163

715

1140

3
7
1
4

5
9
5
11

18
25
8
33

104
176
74
111
78
131
119
207
27,465 (0,037**)

“Knowledge and service-based occupation” category is
dominant as it’s the largest respondent group (<65%
respondents). Other categories have quite similar
distribution. However, the normalised values reveal the
knowledge from all groups. Retired group shows high
interest in the access to information and advice on the
consumer rights with 58,74% respondents that marketed
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Figure 4. Correspondence analysis of age and interest in access to
information and advice on the consumer rights

All selected groups are prevalently linked to the
measurements which express interest in the topic, so the
correspondence analysis confirms Chi-square analysis
results that all age groups strongly recognize the
importance of the information access to information and
advice on consumer rights. The 16-24 years old age group
has a stronger connection to the “Irrelevant” and
“Undecided” measurements, which is expected due to their
young age and overall lower interest in the consumer rights
topic overall.
Dimension Access to information and advice on
consumer rights is represented by the horizontal axis and
Education is displayed on the vertical axis. Some of the
values are close to average values and some are farther
from the origin which indicates higher significance. The
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graphical representation shows a high correspondence
between different data clusters (Figure 5). The CA results
show that, even though it has been confirmed that all
education groups mostly consider this topic as relevant, the
lower the education level is, the interest in access to
information and advice on consumer rights is higher. The
explanation of the latter could be that more educated
respondents have better prior knowledge on consumer
rights and have skills to find answers to their doubts on the
issue from various sources online. On the other hand, the
lower educated respondents are less confident about their
prior knowledge and seek more advice and information
from the official online sources. Besides, they could also
have lower information literacy so finding information
online could be more difficult.

Figure 5. Correspondence analysis of education and interest in access to
information and advice on the consumer rights

Dimension Access to information and advice on
consumer rights is represented by the horizontal axis and
Education is displayed on the vertical axis. The graphical
representation shows a high correspondence between
different data clusters (Figure 6). The analysis showed a
strong relationship between Unemployed and Manual
based occupations with “Relevant” measures. The Manual
based occupations could be linked with lower education
level so the reason for the high interest in information and
advice could be liked to prior knowledge and information
literacy. Students' and pupils' occupation group have the
strongest correlation with the “Undecided” interest on the
topic, also they correlate with the “Irrelevant” interest
measurement. This group has internet skills; however, they
could be less interested in the topic itself due to their
younger age. The knowledge about retired occupation
group interest confirms the results from Chi-square
analysis. The group is mostly linked with the “Relevant”
and the “Partially relevant” interest about information
access. The retired group expresses high interest in
information access due to their lower information literacy
and the difficulties with information-seeking within the
online environment.

Figure 6. Correspondence analysis of occupation and interest in access to
information and advice on the consumer rights
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V.

CONCLUSION

Awareness about consumer rights is essential for the
economic growth of the country and consumer decisionmaking. The Croatian government publish legal regulation
of consumer rights online as one of the most important egovernment actions of the electronic public
administration. The purpose of this investigation was to
explore Croatian citizens' usage of the information on
consumers' rights. The data was obtained from the open
datasets of the Croatian e-government tools utilization
habits. Chi-square and correspondence analysis were used
to fulfil the research purpose. Research yielded interesting
knowledge that can be useful for academics and
practitioners. Selected statistical analysis showed
complementary results. The combination of the two
analytic methods is beneficial and can be used in similar
investigations. Firstly, the Chi-square confirmed a
significant relationship between age, education and
interest in the topic. Likewise, all respondent groups,
regardless of their age, education level or occupation
mostly address their interest on the topic as “Relevant”. On
the other hand, all groups marked this issue as “Irrelevant”
the least. This result leads to the conclusion that Croatian
citizens are aware of the consumer rights importance,
regardless of their age, education or occupation.
Furthermore, correspondence analysis revealed the hidden
connections between variables and provided a deeper
knowledge about the topic without numerical calculations.
The research outlined the advantages of CA as an easily
implemented and helpful technique that can also be used
to generate hypotheses for future investigations.
The research demonstrated that the link between age,
education and occupation and the usage of information
about consumer rights exists. For instance, Students and
pupils and the youngest age category were groups from
different categories (age and occupation) but they marked
the similar interest on the topic - “Irrelevant” or “Partially
irrelevant”. The post-graduate education group also had a
lower interest in the topic among the education category.
This could be explained as follows: younger and highly
educated people have high information literacy level and
prior knowledge on this topic. In students' and pupils' case,
as their interest is less, the need for advice and information
is almost non-existent. On the other hand, lower education
level, manual-based, unemployed and retired groups
revealed the greatest interest in access to the information
and advice on consumer rights. All these groups could be
connected to lower prior knowledge on the matter, lower
information literacy or problems in finding information in
an online environment. The results of this investigation
point out that online information must be easily accessible,
coherent, straightforward and intuitive for end-users.
This investigation is not without its limits. The
observed sample could be broader and include more
participants from different age groups. Therewithal,
different categories could be examined, for example, cities
or regions where participants live. Further investigations
should concentrate on finding solutions how to address the
stated issues and how to adjust government online
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publications for them to be accessible and comprehensive
to all selected groups.
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Abstract - University technology transfer process is an
important task for every university. Traditional technology
transfer model identifies general steps needed for successful
commercialization and transfer of scientific results
developed at universities to the industry while technology
transfer offices have a significant role not only in the
implementation of university technology transfer process,
but also in the overall technology transfer ecosystem.
Digitalization and digital technologies impact the university
technology transfer process and bring certain changes in the
process. In this paper the steps of traditional university
technology transfer model are identified and elaborated
together with the role of technology transfer offices in the
university technology transfer process. The impact of
digitalization and implementation of digital technologies in
certain aspects of the university technology transfer process
is presented.
Keywords - university technology transfer process,
technology transfer office, digitalization, digital technologies

I.

INTRODUCTION

Universities today are becoming the sources of social
and economic development through technology and
knowledge transfer to the industry and society as a whole.
Universities, beside their primary activities of teaching
and research activities as a part of their traditional
mission, are actively engaging in the co called “Third
Mission”. From a general point of view, a Third Mission
is an evolving phenomenon related to the concepts such as
“entrepreneurial university”, “technology transfer” and
“Triple Helix Model” [1]. On the other hand, this concept
refers to the variety of activities performed by universities
with the aim of transferring the knowledge and technology
to particular organizations and society as a whole, and to
promote entrepreneurial skills, innovation, and economic
and social welfare.
Technology transfer process can be observed as a
process that involves transferring of a knowledge base
from one place to another. The main element in the
process of technology transfer is technology itself. After
the adoption of the Bayh-Dole Act in the United States in
1980, the motivation of universities to get involved in the
technology transfer activities increased. Today,
technology transfer is a global process. Universities have
an important role in creation and bringing innovative
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technologies to the market. Commercialization of
universities’ scientific research results have a positive
effect on economic growth, while technology transfer
process generates revenues for universities (e.g. through
IP licensing, collaboration agreements with the private
sector, foundation of spin-off companies, etc.) and creates
links between academia and industry. In the light of
digitalization and digital economy, technology transfer
process has become one of the main drivers of open
innovation and covers all activities needed for efficient
translation of scientific research results from academia to
industry [2].
The aim of this paper is to analyze and describe
relevant steps within the traditional university technology
transfer process, to define the role and importance of
technology transfer offices in implementation of
university technology transfer process and to investigate
how digitalization and digital technologies will impact the
implementation of university technology transfer process
in the digital economy.
II. UNIVERSITY TECHNOLOGY TRANSFER PROCESS
The purpose of university technology transfer is to
transfer university research results from the university to
the industry where the research results are transformed
into the new products and services [3]. The university
technology transfer process from scientific discovery (i.e.
invention) to its commercialization is very complex, with
many actions and steps. Often the results of these actions
and steps are very hard to predict. There is an extent
literature that depicts the traditional model of university
technology transfer process as oversimplified. However,
this model presents a basic model that continuously need
to improve and consider the practical aspects of
implementation of technology transfer activities and
technological
developments,
especially
digital
technologies.
There are several steps in the traditional model of
university technology transfer process [4]:
•

University scientist makes a discovery;

•
University scientist discloses the invention to the
Technology Transfer Office (TTO);
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•
TTO evaluates the invention and decides whether
or not to patent;
•

Patent applications;

•

Marketing of technology to firms/entrepreneurs;

•
Negotiating
equity stake, etc.;

licensing

agreements/royalties,

•
Licensing of technology (existing companies
adapt and use technology, or foundation of a spin-off and
a start-up companies).
The traditional model of technology transfer process
begins with a scientific discovery or improvement by a
university scientist/researcher from any scientific
discipline [5].
Disclosure of a scientific discovery made by the university
scientist to the TTO is a second step in traditional
technology transfer model. Disclosing the invention will
depend on the formal and incentive structures of a
particular university [6]. Evaluation of a commercial
potential of the invention by the TTO is the third step in
traditional technology transfer model. The TTO conducts
the evaluation on several different levels: revenue
potential, licensing potential, scientific field of invention,
competitiveness and extensibility [4]. Based on the
conducted evaluation the TTO will suggest to the
university management to patent or not to patent the
invention.
When the decision on patenting the invention is
positive, then the next step in the traditional model of
university technology transfer is the patent application
process. Since the patent protection of an invention is very
expensive, TTOs must be very careful in deciding in
which technologies (arising from inventions) a certain
university should invest, due to the fact that most of the
technology transfer offices have limited patenting budgets.
It is very important to conduct a relevant evaluation of a
commercial potential of particular invention since TTO
will decide to patent an invention with a broad
commercial potential.
Marketing of technology is the fourth step in the
traditional model of university technology transfer. The
role of a TTO is to market the technology to the industry,
but also to manage the potential conflict of interest
between themselves and industry on the one side, and
between themselves and university scientists on another
side [7]. Focus of the TTOs and industry actors is on the
financial gains from patenting and licensing of
technologies, while university scientists seek for visibility
and reputation that will result from implementation of
such activities [8]. It is very important that a TTO
provides a balance between preservation of academic
freedom, knowledge creation and diffusion, and
promotion of economic development and interests of the
industry on profit maximization, growth and
competitiveness [9 - 11]. The technology marketing mode
is defined based on the technology characteristics. This
stage is very important in the overall technology transfer
model because it provides the foundations for the future
relationships between the university and the private
(industrial) sector.
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The fifth step in the traditional model of university
technology transfer is the negotiation of the license
agreements. Universities protect intellectual property
rights on technologies created by the university scientists
with the aim of licensing these technologies to an
interested company [12]. In a typical license agreement, a
licensee (interested company) will pay royalties to the
licensor (university) for using the licensor’s intellectual
property. Licensing agreements are generating revenues
for the university and these revenues can be used for
additional funding of research activities.
Licensing of university technologies is the final step in
the university technology transfer process. The license can
be exclusive or non-exclusive [13] and companies usually
seek for an exclusive license in order to keep the
proprietary control over the licensed technologies. In a
traditional university technology transfer process, the
technology is licensed to the existing company, or to the
new company – called a start-up or a spin-off company
[4].
The traditional university technology transfer model is
linear, quite inflexible and therefore limited. A certain
degree of flexibility can be introduced by defining the
various factors that will contribute to the technology
transfer process such as: funding structures, research
activities, the universities’ legal environment and the
institutional setting [14].
There is no “one-fit-all” model of university
technology transfer process. The traditional technology
transfer model presents a solid basis and identifies general
steps for implementation of university technology transfer
activities. This model requires certain adaptations for
commercialization of technologies from various scientific
disciplines. In addition, digitalization and implementation
of various digital technologies will also require certain
modifications in implementation of the university
technology transfer process.
III.

THE ROLE OF TECHNOLOGY TRANSFER OFFICES IN
UNIVERSITY TECHNOLOGY TRANSFER PROCESS

The efficient implementation of university technology
transfer process requires the establishment of the adequate
technology transfer ecosystem. Many universities
worldwide have in the past decades institutionalized the
technology transfer process in order to stimulate the
commercialization of university research results [15 – 17].
A developed and established technology transfer
ecosystem at universities supports university technology
transfer process [18] through university affiliated and
connected intermediary organizations that directly support
the technology transfer activities: technology transfer
offices (TTOs), science parks, incubators and university
venture funds [19]. Due to the increased focus of more
and more universities on the university technology
transfer, most universities have now established their
TTOs [20].
There are three relevant actors involved in the
university technology transfer process: university
scientists, technology (result of a conducted research by
university scientists) and technology transfer office with
its relevant staff and infrastructure [21]. They all have
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different motives to engage in the process of technology
transfer. However, there is a common goal of all actors in
this process – a successful commercialization of university
intellectual property (IP) and generated revenue for the
university. University scientists are the creators of a new
knowledge, while technology transfer offices (TTOs) can
be considered as guardians of the universities’ IP rights
generated by the university scientists. University TTOs
are an important component not only in the university
technology transfer process, but also in the overall
technology transfer ecosystem. University TTOs act as
facilitators of the technology transfer process and for this
reason it is important to consider how they can be more
effective.
The main role of TTOs is to bring the research results
toward the industrial application [22, 23]. In order to be
effective and successful in this process TTOs are
conducting and are responsible for many different
activities. Beside performing their main activities of
invention disclosure, evaluation of the invention
commercial potential, defining the university IP protection
and management strategy, protection of an invention with
the appropriate means of IP protection, and finding the
best route for IP commercialization (e.g. licensing, setting
up a spin-off or a start-up company, etc.), they also
communicate and advise university researchers on
technology transfer activities, organize trainings and
workshops on the technology transfer and intellectual
property rights topics, interact and network with industry
partners, collect revenues from licensing of the university
IP rights, etc.
Each of these activities requires relevant policies put
in place, assured infrastructure and adequate and skilled
TTO staff. Additionally, all these activities require many
different operations in order to find the best business
model for commercialization of technologies developed at
universities. Moreover, the commercialization process for
every specific technology should have a particular projectbased approach, since different technologies have
different characteristics and applications.
IV.

UNIVERSITY TECHNOLOGY TRANSFER PROCESS
AND DIGITALIZATION

Digitalization is one of the major trends in changing
both the society and the ways of performing businesses,
and its impact and importance is well recognized among
organizations [24]. Many organizations implement various
digital solutions in order to assure the transfer of
knowledge, but also to improve the possibility of storing
and dissemination of knowledge and information from
various projects and individuals [25]. Understanding of
the university technology transfer process is a prerequisite
for further understanding and development of a university
technology transfer model impacted by various digital
technologies.
There is no doubt that digitalization has a positive
effect on technology transfer activities, especially on
information management, specific assessments, big data
creation and activity routinization. The benefits of
digitalization in the technology transfer process occur in
better internal efficiency, consistency through elimination
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of manual steps and better accuracy. Additionally, better
real time view on operations and results, as well as better
work satisfaction for employees through automation of
routine work is enabled [26].
Today, there is abundant information important for
efficient technology transfer activities available online,
and digitalization enables technology managers to reach
the state-of-the-art of any discovery and helps them in
decision making on IP protection and marketing activities.
Digitalization has also influenced the way how technology
transfer information is planned, organized, coordinated
and controlled: the information is now stored in secured
platforms and is managed online. With digitalization,
managing the information is easier and less expensive, but
is also riskier [27].
Digital tools, artificial intelligence (AI) and big data
analytics, can be used for the evaluation of scientific
achievements in published scientific papers to derive
relevant information on available scientific methods, and
existing and future technological trends important for the
overall technology transfer process. A technology transfer
office as a facilitator of university technology transfer
process manages a large amount of data. The ability of a
particular TTO to manage, capture and analyze such
various information requires strong commercialization,
administrative and technical competences and skills by the
TTO staff.
One of the most important activities within the
university technology transfer process is the protection of
university IP. A TTO, based on available information,
decides on IP protection. IP rights protection and
management is one of the most digitally advanced areas.
Beside the fact that the process of IP application and
protection is almost completely digitalized within the
relevant national and international organizations (national
intellectual property offices, World Intellectual Property
Office - WIPO, European Patent Office - EPO, United
States Patent and Trademark Office - USPTO, etc.),
accessing the relevant market information, identification
of suitable licenses and automated systems for marketing
and licensing are available due to the development of
digital tools such as blockchain.
An important aspect of digitalization of the IP rights
protection and management is the implementation of AI in
the freedom to operate (FTO) process. Freedom to operate
search will provide relevant information for organizations
to proceed with the research, development and/or
commercial production, marketing or use of a new product
or process with a minimal risk of infringing the unlicensed
IP rights or tangible property rights of third parties. Since
the IP protection and the IP rights litigation are expensive,
it is very important to conduct an FTO search before
making the commercialization decision. The FTO analysis
must be organized, logical, methodical, meticulous, and
carefully documented [28]. Scientific and patent digital
databases (both freely available and paid) are important
sources of information and an integral part of the FTO
analysis. Examples of such databases are Current
Contents, Thompson Reuters, Espacenet, Patentscope,
Derwent, etc. The implementation of AI in FTO search
process will help in the IP case law analysis, infringement
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analysis, invalidity analysis and risk assessment analysis,
and will increase the quality of commercialization
decision making.
Blockchain technology is an important digital tool
useful for the implementation of technology transfer
process. In its basic form, the blockchain technology is an
open ledger of information that can be used to record and
track transactions, and which is exchanged and verified on
a peer-to-peer network. Blockchain technology in the
context of technology transfer process can be
implemented in the form of “smart contracts” (e.g. license
agreements, non-disclosure agreements, etc.) and used to
establish and enforce IP rights by allowing the payment
transactions in real time to the IP owners [29].
Another aspect of implementation of blockchain
technology in the technology transfer process are the
blockchain-based platforms developed for scientists and
investors where they can register and efficiently exchange
early stage technologies. Scientists are allowed to upload
relevant information on their technologies (invention
disclosure documents, scientific data, IP data, list of
inventors, etc.) and commercialization proposals. These
data are then verified in the blockchain and investors can
search the blockchain in order to identify the relevant
technologies for their particular businesses [30].
An important aspect of knowledge creation is the
ability to transform relevant data to information.
Universities constantly generate new data and information
as a result of their research and development activities that
are important for implementation of technology transfer
activities. Implementation of Big Data technology is
enabling universities to collect, mine and exploit a large
amount of data available from various internal and
external sources [31]. Adequate knowledge management
will help universities to transform the gathered data into
useful knowledge.
Digitalization and implementation of different digital
tools will lead to certain changes in the technology
transfer process. The process will be more iterative and
activities will be more flexible and intertwined. The
positive effect of digitalization will also be manifested in
the overall effectiveness of the technology transfer
process.
V. CONCLUSION
Technology and knowledge transfer from universities
to the industry has become one of the important directions
for most universities. Commercialization of scientific
results developed at universities generates additional
revenues for universities and has a positive impact on
economic development and growth.
A traditional model of university technology transfer
identifies general steps of the technology transfer process
with relevant activities within each of these steps. The
implementation of digitalization and digital tools in the
university technology transfer process will require certain
modifications in the process, but will definitely improve
the effectiveness of the overall technology transfer
process.
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A well developed and established university
technology transfer ecosystem is a prerequisite for
successful implementation of the university technology
transfer process. Technology transfer offices are
facilitators of the university technology transfer process
and are an important component in the overall technology
transfer ecosystem. Technology transfer offices are
implementing and are responsible for almost all of the
activities in the university technology transfer process.
The introduction of digitalization, digital technologies
and tools affects the university technology transfer process
and brings certain changes in the implementation of
university technology transfer process. It is expected that
these changes will be beneficial for the technology
transfer process and will improve the overall effectiveness
of the university technology transfer process.
There are some open considerations regarding the
future development and implementation of digitalization
on university technology transfer process. It is still
unknown how is digitalization going to be helpful in
closing the certain gaps between science and industry, and
in what way the university technology transfer process
together with TTOs will change and adapt due to these
changes.
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Abstract - Velocity and intensity in business
surroundings are continuously accelerating and it is no
longer possible, as it used to be, to plan linearly and make
strategic decisions. Instead, it is necessary to adapt to more
agile planning methods and evaluations of market
opportunities. For the last couple of years, the method of
Business model canvas has become vastly popular,
especially in the start-up community. However, this method
at its essence does not take account for strategic positions,
meaning it doesn’t consider analysis of the competitors and
their offers, which make it unsuited for already established
companies - incumbents. For these reasons this paper is
based on the idea that the classical method of strategic
planning should be merged with the Business model canvas
method to achieve the most out of both approaches. The
suggested new method is being developed step by step,
through recognition of individual metamodels and
afterwards their synthesis, across shared elements, to a
completely new method. To prove this new method works
and assure its dynamic aspect, a demonstrational prototype
in MS Access tool has been created.

Keywords: business model canvas, strategic planning,
SWOT, ERA model, metamodels
I.

INTRODUCTION

Business model concept started to dominate in
business community and has wide adoption in recent
years. However in his essence Business model has little to
say about competition and how to position your product or
your company against other players on the market which
could be crucial to survive and last. Magretta says that a
business model is like a story that explains how an
enterprise works. But she also distinguishes the concept of
business model from concept of strategy. She explains that
business models describe, as a system, how the pieces of a
business fit together, but as opposed to strategy do not
include performance and competition [1].
Main idea for this paper raised from this fact that
business model alone cannot assure sustainability and
from the other side classical strategic methods need more
agility. The aim of this paper is to make a synthesis of two
managerial methods using metamodeling approach:
Business Model Canvas and Strategic Planning.
The proposed methods are used in real life and will be
presented and described based on the experiences of
Croatian company Infodom, with slightly modified data
but representative enough to get an idea of how the
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methods are used and which benefits it brings for those
who are going to implement them.
Infodom is a software solutions company based in
Zagreb. It has been on the market for over 20 years and
has about 100 employees. The main products are
proprietary solutions for managing administrative business
processes and documentation, as well as services for the
implementation of global ERP software packages for
integrated business processes.
Strategic Planning method has been used within the
company for many years and for its implementation there
is already solid knowledge and experience in place. The
second method that is going to be presented is the
Business Model Canvas method, which has only been
applied for a few years.
II.

METHODS DESCRIPTION

Methods used for creating a unified metamodel
representing a new approach to innovation management
and sustainable business models are described in the
following subsections. For each method, an example is
given, from which a table of occurrences of the main
entities, their attributes and interrelationships are derived.
Based on these occurrences, a corresponding Entity
Relationship model is developed and presented.
A. Business Model Canvas
The business model canvas is a strategic tool and
method for visualizing a company's business model,
whether it is a description of an existing or a new business
model. It emerged as a conceptualization and sublimation
of a large number of business model methods that existed
until 2004. This method took its formal form in Alexander
Osterwalder's doctoral dissertation [2]. Although there are
many definitions in the business and academic literature,
as shown in [3], for the purposes of this paper, the
definition given by the author of the method will be used:
“Business model describes how an organization creates
and delivers value to its customers” [4], [5].
The Business Canvas Model method is particularly
suitable for introducing innovations, technical, functional
changes, strategy changes, brand positioning, distribution
or some other elements that arise as a result of solving
problems in a new way. But for the success of innovation,
the company must also create an innovation culture.
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The Business Canvas Model, as shown in Figure 1
through an example, consists of nine related areas
(building blocks): CS - Customer Segments; VP - Value
Proposition; CH - Channels; CR - Customer relationship;
RS - Revenue Streams; KA - Key Activities; KR - Key
Resources; KP - Key Partnership and CS - Cost Structure.

attributes. Some of entities act like relationship so we
name them relationship types. Once we fill in the
occurrence table we can create an ERA model (Figure 2).
In order to obtain full success with Business Model
Canvas it is crucial to understand that no business model
takes place in a vacuum, it is always part of a business

Figure 1. Example of Business Model Canvas

Creation of a Business Model starts with the market
segments to which we deliver goods and services. The
following are the value propositions we assign to them,
and the channels through which they are delivered.
Infrastructure is defined in terms of key activities,
resources and business partners. The following are the
financial implications in the form of cash flows, ie sources
of income, and expenses. "Canvas" implies
interdependence and intertwining in which all elements
and all stakeholders in the process participate. The related
elements form a consistent approach in making strategic
decisions.
Once the business model is defined, it is necessary to
recognize the occurrences of the main entities, their
attributes and interrelationships (shown in Table 1).
Derivation of entities, their attributes and relationships
starts from observing the real world and how we describe
business model in natural language. Once we describe
occurrences in real world we need to recognize main data
occurrences and name them. When we have main data
occurrences we can recognize main entity types and their
Table 1.
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environment, and the business environment changes often
and quickly, especially nowadays. However, the
environment itself should not limit creativity in designing
business models but, of course, only influence decisions
during business model design. Sometimes, with a
revolutionary business model, the environment itself can
be influenced and changed, and new standards can be set
in the industry.
B. Strategic planning
Strategic planning is a method used to generate a
medium-term business plan, usually for a period of 5
years. Once the strategic plan is approved, it is revised
every business year and is the umbrella document from
which all other business plans are derived. The following
will briefly describe how Infodom generates its strategic
plan.
The first phase of strategic planning refers to the
analysis of the existing situation: AS-IS Analysis. The
first step in conducting an analysis of the current situation
is dedicated to capturing the broader business environment

Occurrences in the business model
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in which the company operates. The broader business
environment includes an analysis of major global trends
and opportunities and threats in global markets.
After the analysis of the wider business environment,
an analysis of the narrower business environment is

Strategic goals, which do not necessarily have to be
quantitative, are cascaded into more specific goals, which
must have their own quantitative expression, in order to
make it possible to measure their progress in achievement.
It is important to emphasize that the goals are always

Figure 2. ERA model for Business Canvas model

performed, including the observation of opportunities,
risks and the main characteristics of the market within the
Republic of Croatia. If necessary, more detailed analysis
of individual market segments as well as geographical
areas can be made, which are estimated to bring special
opportunities in the observed planning period.
As part of the analysis of the wider business environment,
the PESTLE analysis is conducted, where potential
opportunities and troubles are described in one place,
grouped into four categories of factors: Political,
Economic, Social, Technological, Legal and Ethical /
Environmental [6].
As part of the AS-IS analysis, the situation in the IT
industry and global trends are observed in more detail,
such as: average income levels, YOY ("year-over-year")
growth rates, average margins, number of employees,
profitability and alike. The analysis of the business
environment ends with an assessment of the attractiveness
and intensity of competitive forces [7].

derived from the current vision and as such represent its
realization, so the goals will not be specifically linked to
the vision because it is assumed that they arise from it.
When the goals are defined, global and specific, then it
is elaborated what needs to be done in order to achieve the
goals. The activities needed to achieve global goals are
grouped into strategies, and tactics are defined to achieve
specific goals, which must also be aligned with defined
strategies.
The process of strategic planning ends by defining
specific activities, projects and initiatives through which
the set goals will be achieved, ie implement the necessary
changes within the organization. The procedure and
implementation are carried out according to predetermined priorities.
Table 2.

Main specific goals

Although it is common to conduct a SWOT analysis
[8], as many companies do, for the entire organization and
without any specific goal, project or venture, the authors
of this paper advocate a different approach. Namely, in the
further chapters where the unified method will be
described, the proposal will be that the SWOT analysis
should be carried out for a specific project, related to the
specific goal.
After the analysis of the existing situation, the TO-BE
situation is approached, ie the vision of the company’s
development in the next 5 years is defined, whereby the
Vision and the Mission of the company have to be in line
with the expectations of key stakeholders.
Afterwards, the most important part of developing a
strategic plan is following, namely defining key goals for
the next 5 years (as shown in Table 2).
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Once the Strategies, tactics and goals are defined, it is
necessary to recognize the occurrences of the main
entities, their attributes and interrelationships (shown in
Table 3), and create an ERA model respectively (Figure
3).
III.

UNIFIED METHOD
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Table 3.

Occurrences in the business plan

Metamodeling is the construction of a set of concepts
within a particular domain, as well as a precise definition
of the construct and rules needed to create semantic
models. A model is an abstraction of the real world, and
the metamodel is another abstraction that describes the
properties of the model in the form of an abstract language
for defining different metadata [9].
Modelling and metamodeling are very similar
activities, differing only in their interpretation. Models are
abstract representations of real processes, and when the
process being modelled is the process of creating other
models, the modelling activity is called metamodeling
[10].

identified that they have direct common entities:
"org_unit" and "activity". However, when examined in
more detail, the entity "customer" from the metamodel of
Business Model Canvas is the specialization of the entity
"influencer" from the other method. In addition, the entity
"product" from the Business Model Canvas metamodel is
a specialization of the entity "resource" from the strategic
planning method. Further analysis shows that the entity
"capability" is redundant, and for easier filling of the
business model canvas, a new entity "business canvas" is
introduced.
Starting from these assumptions, as well as the
previously mentioned important remark, that in this paper
the authors advocate conducting a SWOT analysis for a

Figure 3. ERA model for strategic planning

In order to create a common metamodel of a unified
new method, the overlapping in entities in the individual
ERA models have to be identified, and the model needs to
be further expanded if needed.
Analysing the metamodels (represented as ERA
models) of the previously described methods, it can be
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specific venture, a unified metamodel is created, as shown
in Figure 4.
Once the metamodel of the unified method is ready,
then it is necessary to translate it into a relational model in
order to be able to create a database in which the data will
be stored.
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Figure 4. ERA model for unified method

After the database with all the necessary tables was
created, several forms for entering, displaying, modifying
and deleting data were created. As an example, the main
form for making value proposition and form for entering
and modifying follow up activities is shown in Figure 5.

The next step is to describe in more details those activities
which have the highest priority and are planned to be
executed first.

Figure 5. Application form for value propositions management

Creation of Value proposition follows after the SWOT
analysis, and for this purpose the Business model canvas
is used. This is done by first defining the customers and
the values for those customers, and then the necessary
activities, resources and partners for the realization of the
offer. Finally, potential revenue is identified and faced
with expected costs.
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IV.

CONCLUSION

This paper presents how to merge two well-known
management methods: Business Model Canvas and
Strategic Planning into a new unified method, which
enables the improvement of the strategic planning process
by making it more agile and suitable for rapid and
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significant changes in the business environment. On the
other side, taking into account the competitive dimension
into the agile methods, it makes them more suitable for
creating sustainable business models.
In addition, authors argue that the SWOT analysis is
carried out for specific ventures instead of general
purposes, which is shown in a concrete example and
incorporated in the proposal of a new method.
The resulting method that emerged from two wellknown methods has inherited positive characteristic from
both, making it more suitable and robust for today’s
requirements. The new method has been proved to be
useful and practical as it has been shown through an
implementation in a software tool.
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Abstract – Every organization has certain objectives
which are utilized to define desired achievements or states.
Ways of obtaining said objectives are defined by plans. This
paper shows an activity plan pertaining to the conduction of
inspection of unregistered business activity in the Customs
Administration of Republic of Croatia. The entire
inspection process is divided into sub - processes and
activities it's comprised of. The inspection process is
demonstrated using a ‘BPMN’ notation. Objective of this
paper is to design an unregistered activity inspection model
which can then be directly applied and which can,
furthermore, demonstrate how an organization can improve
its existing unregistered activity inspection processes by
utilization of good management, planning and organization
of available resources. Our aspiration is to create a process
which contributes to better and more efficient labor results
as well as to satisfaction of all process participants, but can
also decrease the time necessary for control during
inspection conduction, as well as result quantification. This
new unregistered activity inspection model should incite
economic growth through an increase in the GDP value, all
due to a lowered unregistered activity rate; said lowered
unregistered activity rate being a direct consequence of
efficient control systems and an increase in the number of
active and registered business subjects.

Keywords: unregistered business activity, inspection,
Customs Administration, modeling, business process
I. INTRODUCTION
The notion of unregistered business activity is often
associated and equated with the notion of gray economy,
or unregistered economy. In the terminological sense,
gray economy is characterized by a very wide area of
activity [1]. Gray economy can be associated with illegal
economy, which includes the production and distribution
of goods and services prohibited by the law, such as
drugs, prostitution, smuggling, organized crime, usury
and theft. The term also refers to an undeclared economy,
which encompasses any activity used by a business
subject in order to avoid certain fiscal rules and taxation
laws when making tax and contribution payments. Gray
economy also includes unregistered economies or
activities that have been omitted from the official
statistics; also, it includes informal economy and other
unregistered activities used to lower company costs and
break administrative rules. The objective of this paper is
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to create an inspection process that will efficiently affect
suppression of unregistered business activity conducted
by legal and natural persons [2]. Considering that
unregistered activity has a variety of meanings and
encompasses a variety of fields, this new inspection
model shall be exclusively applied to the field of illegal
business conduction, which implies situations where a
legal or a natural person is conducting an activity or
activities which have not been previously registered with
the proper authorities (i.e., so called moonlighting).
Inspection supervision is considered to be one of the
most
important responsibilities of
the state
administration, and is conducted in accordance with
certain special rules, regulations and laws. Said process
includes verification as to whether the supervision subject
has been obeying all the laws and procedures under the
jurisdiction of state administration bodies. Inspection
supervision in the Customs Administration encompasses
application supervision pertaining to customs and excise
duty regulations, special tax regulations, regulations in
the field of unregistered business activity and other
regulations under the jurisdiction of Customs
Administration. Said supervision is to be conducted by
inspectors and other authorized customs officers.
Unregistered business activity inspection supervision
is a procedure which is to be conducted by inspectors and
other authorized customs officers in accordance with the
Customs Administration Law and [3] Act on Prohibition
and Prevention of Unregistered Business Activity [4].
Said inspection is to be conducted in accordance with the
above-mentioned procedure. Subjects of inspection are
usually legal and natural persons where one can identify
probable cause pertaining to the conduction of
unregistered business activity. Unregistered business
activity inspection supervision procedure has been
determined by the Act on Prohibition and Prevention of
Unregistered Business Activity.
One of the participants of this process is the subject
that is being processed, i.e., any legal or natural person
conducting a business activity which has not been
previously registered with the authorized state
administration body and for which they failed to acquire
all required permits. The petition can be filed by either a
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legal or a natural person who has obtained knowledge
about unregistered business activity that’s being carried
out by another legal or natural person, and has reported
these persons with the authorities (i.e., with the Customs
Administration and the Inspection Office). The Inspection
Office is an organizational unit within the Customs
Administration and as such is in charge of conducting the
unregistered activity inspection supervision.
This paper is structured in the following way: first, a
display of the complete inspection supervision model is
given using a Data Flow Diagram. The «AS -IS» model
describes the current unregistered business activity
inspection process used by the Customs Administration,
whereas the «TO -BE» model displays the process which
should be used by the Customs Administration in
accordance with the pre – set inspection supervision
objectives. The models are displayed using the BPMN
(Business Process Model Notation) language, i.e., a
graphic notation utilized to model and describe business
processes. BPMN is a standardized graphic language
which facilitates communication and improves
understanding of business processes, i.e., enables the
connection between the real and the IT system [5].
II. REVIEW OF RELATED STUDIES
The notion of unregistered activity is often associated
with notions like illegal, criminal, informal [6].
According to Chen and Schneider [7], grey economy
encompasses unregistered activity and any activity that
negatively affects the GDP values of a certain country.
The effects of workplace – related (employee status)
informal activities and the total GDP performance in the
South Asian countries indicate state – driven efforts to
solve said problems, often through creation of new
workplaces in the formal economy in order to incite
growth and development and thusly increase GDP [8].
Authors Maršić and Oreški have researched significant
effects of state control and unregistered business activity
inspection supervision systems on a decrease of the
overall unemployment rates due to the process of starting
up new businesses [9] [10]. In this research authors
Maršić and Oreški have demonstrated an increase in the
number of registered businesses during the activation
period for the Act on Prohibition and Prevention of
Unregistered Business Activity, which has had a positive
impact on the GDP and growth, as well as on the
employment rates. The necessity to create a business
inspection supervision process for the entire system under
the jurisdiction of the Customs Administration
(monitoring the results the inspector is achieving,
stimulation, award - systems, statistic displays of public
benefits, count and structure of misdemeanors) was
described by the author Sambolić – Kasap [11].
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III. RESEARCH METHODOLOGY
Based on the pre – set objectives pertaining to the
modeling of the process of unregistered business activity
inspection supervision, scientific methods have been
used, whereas the direction of research was based on
practical experiences in the field of inspection
supervision (i.e., the current model of unregistered
business activity supervision as well as scientific and
professional literature). Methods used in the process of
research and creation of this paper were analysis and
synthesis, as based on the data collected for the purposes
of this research; all in order to form conclusions and
suggest future strategies in the end. Method of
assessment of an organization’s readiness to achieve its
objectives and prove the set hypotheses has also been
utilized. The modeling method has been utilized as the
basis of this research. Said method was used to display
relationships between objects in the process of inspection
supervision, in order to gain a realistic perspective on the
Customs Administration’s conduction of inspection
supervision. The process model is a simplified abstraction
of the display of the real unregistered business activity
inspection supervision flow; meaning that the elements of
the real world are copied onto the appropriate model
elements. The process model is herewith displayed in
accordance with the laws and regulations, as well as
authorizations and jurisdictions on each level. The
display has been constructed using the BPMN
language.[12], [13]. Long-term experience in the field of
unregistered business activity inspection supervision
makes for a database that has served as a baseline for the
creation of this model. The process model shows
processes, storages, outer systems and documentation
flows. A quality model represents a business technology
process description that is in accordance with reality (AS
– IS). Present and future models are compared in order to
notice their similarities and common features, as well as
to display the strengths and weaknesses stemming from
the method of inspection supervision conduction; all in
order to present concrete improvement suggestions.
A. Data description
In order to construct the AS – IS and TO – BE models
we first must perceive the complete inspection
supervision process. This is to be done using an
appropriate data flow diagram, so that all subjects and
documents that are used as a part of the business process
of inspection supervision are visible. “Data Flow
Diagram” (DTF) is a notation used to model multiple –
level processes, which gives us a hierarchical
decomposition of the organization into functions,
processes and activities [14], [15].
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Report

This process begins with a sub - process: data
analysis. The data incurred during the inspection
process is analyzed and different reports are
written, all in accordance with the user’s
demands. The process ends with another sub –
process: report delivery, wherein reports are
delivered to all interested parties.

Table 2. describes documentation used during an
unregistered activity inspection supervision process.
TABLE 2. DOCUMENTATION DESCRIPTION
Document name

The Law
FIGURE 1 DATA FLOW DIAGRAM” (DTF0)“ FOR THE PROCESS –
CONDUCT THE UNREGISTERED BUSINESS ACTIVITY INSPECTION IN
ACCORDANCE WITH THE FILED PETITION

This is important because it describes all subjects
involved in the process and documents created during the
process. This diagram describes the outer system of the
unregistered business activity inspection supervision
process, after the petition has been filed.
For better understanding, the unregistered business
activity inspection supervision process has been divided
into sub – processes. Said sub – processes have been
named and explained in table 1.
TABLE 1. SUB – PROCESS DESCRIPTION FOR THE AS – IS MODEL
Process name
Initiate
unregistered
business activity
inspection
supervision

Prepare
for
unregistered
business activity
inspection
supervision

Conduct
unregistered
business activity
inspection
supervision

Determine
administrative
measures

Determine
presence of a
misdemeanor

Process description
The process is initiated once the petition is filed
on the Customs Administration’s premises. The
person filing the petition may file in person, via
email or via fax. The process is finished when
the petition has been archived in the office and a
new case has been opened. Said case is
characterized by a classification mark and a
registry number, and is forwarded to an
inspector for further handling.
The designated inspector begins the process of
inspection supervision preparation by perusing
important facts provided in the petition and the
pertaining laws and regulations. If the inspector
decides to act on the petition, this process ends
when a request to issue a Search Warrant is sent
to the Court. The Search Warrant is necessary to
search the subject’s home and other premises.
The obtained search warrant enables the
conduction of the inspection supervision
process. This process begins by determination of
facts pertaining to the conduction of inspection
supervision on the accused subject’s premises,
and ends when the report is either delivered or
served to the inspection subject.
The process begins with determination of facts
and an oral ruling on prohibition of conduction
of unregistered business activity. Said facts are
included in the Inspection Supervision Report.
The process ends when a written copy of the
oral ruling is mailed to the subject or personally
served to them on the Customs Administration’s
premises.
This process begins with a sub – process: one
must determine whether a misdemeanor has
occurred. A misdemeanor warrant is issued and
delivered to the inspection and supervision
subject.

MIPRO 2021/DE-DS

Annual activity
plan

Petition

A formal request
for the Court to
issue a Search
Warrant
Report on the
search of home
and
other
premises

An inspection
supervision
report
Ruling
on
prohibition
of
unregistered
business activity
conduction
Misdemeanor
warrant

Report

Document description
The law refers to the entire jurisdiction of
Customs Administration during the unregistered
activity inspection supervision process. The Act
on Prohibition and Prevention of Unregistered
Business Activity Conduction dictates the
authorizations for suppression of unregistered
business activity, as well as the means and ways
of conducting said inspection supervision.
The annual activity plan encompasses a display
of all the yearly tasks and obligations of the
Customs Administration, all in accordance with
the Strategic Plan of Republic of Croatia.
The petition is a written submission wherein a
legal or a natural person reports their suspicions
about conduction of unregistered business
activity on another subject’s (a legal or a natural
person) premises. All facts indicating the
existence of unregistered business activity must
be mentioned in the petition.
A written document wherein a Misdemeanor
Court with local jurisdiction is asked to issue a
Search Warrant pertaining to the search of home
and other premises on the address reported in
the petition (i.e., the address where the alleged
unregistered activity is being conducted).
A written document containing the description
of all conducted actions and procedures
pertaining to the process of search, as well as a
description of all important facts found during
said search.
A document containing a description of all
determined and conducted actions pertaining to
the unregistered business activity, as well a
detailed description of facts instrumental to
issuing other administrative and misdemeanor
measures.
A ruling is a written act prohibiting unregistered
activity conduction.

A document ruling on the misdemeanor and
criminal responsibility of the inspection subject,
as well as on the severity of the monetary fine.
This document also demands that the fine be
paid within the pre – determined deadline.
A document providing a written report to the
state institutions and other institutions that have
participated in this inspection (or find use in
obtaining information determined during the
inspection process).

IV. UNREGISTERED BUSINESS ACTIVITY INSPECTION
AND SUPERVISION PROCESS

A. The „AS-IS“ process description
According to the Act on Prohibition and Suppression
of Unregistered Activity Conduction, the unregistered
business activity inspection supervision tasks count
among the newer tasks under the jurisdiction of the
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Customs Administration. When taking on new tasks, the
state institution in question needs to be prepared, both in
the organizational and the human – resources department.
Considering the size and volume of tasks already
conducted by the Customs Administration before taking
on these new obligations, the unregistered business
activity inspection supervision belonged to a group of
tasks that needed to be adapted to the existing system.
The Customs Department still hasn’t defined an
inspection and supervision model that would include all
the crucial elements and achieve results that are in
accordance with the pre – determined objectives listed in
the annual plans. Some of the problems included
questions pertaining to the very flow of the inspection
supervision conduction, such as: who is going to conduct
the inspection supervision, who shall define the
guidelines necessary to carry out control, what are the
costs of inspection supervision conduction going to be or
what are the final results and effects of inspection
supervision going to be. According to the noted
organizational needs, a present – condition model has
been constructed. This model has been created in
accordance with the available data on pre - existing
inspection supervision cases conducted by the Customs
Administration, as well as with documentation used in
the existing procedures. The current shortcomings in the
conduction of the unregistered business activity
inspection supervision are given in the initial model, the
«AS – IS» model. These shortcomings include a large
number of participants (handlers), an increased inspection
supervision time, as well as inspections initialized on the
basis of incomplete petitions. Ultimately, this does not
quantify results of such controls, but instead only paints a
picture of a task being handled and done [16].
Using the present inspection and supervision model;
and based on the annual plan, the data pertaining to the
inspection count and the results obtained therewith are
displayed in the table 3.
TABLE 3. INSPECTION RESULTS; AS – IS MODEL
Year
2014
2015
2016
2017
2018

Inspection count
2484
5557
3511
2652
1715

Misdemeanor count
No data
985 PN and 37 OP
875 PN ond 9 OP
0
0

Data has been obtained from the Ministry of
Finance’s and Customs Administration’s yearly reports.
Column two shows the count of conducted unregistered
business activity inspection supervisions, whereas
column three displays the total count of issued
misdemeanor warrants and indictments. These number
show how successful the inspectors were when
conducting inspection supervision; i.e., how many
inspection supervisions resulted in a misdemeanor
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warrant and a misdemeanor report. In 2017 and 2018
there were no issued misdemeanor warrants and no
misdemeanor reports, which points to a low efficiency of
the current inspection model.
B. The „TO –BE“ process model
The TO – BE inspection model is a new version of
the model, designed to replace the current system. A long
– standing experience in the field of unregistered business
activity
inspection
supervision,
as
well
as
acknowledgment of the various processes and activities it
is comprised of and the results of all conducted controls
(which are partially displayed in Table 3., “misdemeanor
sanctions) resulted in the necessity to construct a new
“TO – BE” process. It has been constructed in order to
lower the costs, resources and time consumption
necessary to carry out the unregistered business activity
inspection supervision process. Ultimate results of this
system would impact the entire economy of Republic of
Croatia in a positive way. Due to a large count of
inspection supervision process participants (co –
handlers), there are often cases wherein crucial
information getting scattered, as well as a notable lack of
work consistency and a significant increase in the total
duration of the inspection supervision process.
By handing a petition to a single handler, i.e. to one
single inspector in charge of handling the process from
the moment the petition is filed to the moment when a
report is delivered to the person who initially filed it (and
other state institutions), inspection supervision would
gain a fresh dimension and structure. The basic module of
this new procedure is that each inspector singlehandedly
conducts the entire inspection supervision process. Of
course, due to the complexity of inspection supervision,
said inspector’s superiors must also be included, as well
as other inspectors who will participate in the premise
search and other reconnaissance operations.
This new process also includes the option to discard a
petition if the terms for further process conduction have
not been met; meaning the petition is incomplete or
doesn’t contain a minimum of data necessary to initialize
the next step in the inspection and supervision process. If
that is the case, said petition is discarded and an official
note is made. The person who filed this petition is also
notified about this outcome. In this new model, it isn’t
possible to file a petition anonymously. The handler in
charge of the case is responsible for deciding whether the
petition contains all the elements necessary for taking
further action or not. If the petition contains all the crucial
and timely information, concrete evidence and if the
person filing the petition is ready to cooperate and
provide further evidence and information, the process
will continue. Discarding an incomplete petition will
save time and ultimately increase the count of inspections
with a favorable outcome, which is actually the ultimate
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objective of launching this new inspection supervision
model. According to the new model, one single inspector
communicates with the person who is filing the petition,
requests the Search Warrant from the Court with local
jurisdiction, creates the Report on the search of home and
other premises, writes a Report on the inspection
supervision that has just been conducted, issues a written
Ruling and a Misdemeanor warrant and also creates and
distributes the Main Report.
The new inspection supervision model draft has
numerous advantages: for example, it encourages the
Customs Administration to become very familiarized

with the structure and the subject of the inspection, it
generates better results that are measurable in the number
of newly registered business subjects, it contributes to
development of new organizational units due to inspector
specialization; furthermore, it also contributes to
motivation of employees due to work and performance
evaluation, it incites creative thinking, as well as
generates new and better solutions. Based on the
aforementioned factors, this new model shall incite an
increase in the GDP values for Republic of Croatia,
especially due to registration of new businesses. The
following picture shows the TO – BE model.

FIGURE 2. THE „TO – BE“ MODEL

V. CONCLUSION
One of the State’s basic strategic objectives is
suppression of “moonlighting” due to utilization and
conduction of unregistered business activity inspection
and supervision. The existing unregistered business
activity inspection supervision process, currently
conducted by the Customs Administration, is not
effective enough. Despite a very large count of filed
petitions, a very small percentage of said petitions results
in administrative and misdemeanor sanctions. The TO –
BE process is to improve the existing process with the
ultimate objective of lowering the costs of all resources
included. This new model is also to shorten the duration
of inspection supervision. The objective is to design a
process which will contribute to better and more efficient
work results and to a greater satisfaction of all the process

MIPRO 2021/DE-DS

participants. Graphic display of the diagrams was created
using the tools Microsoft Visio 2016 and BPM. The
display of a real business process flow has enabled us to
better understand possible problems and identify the
room to improve. The State, too, plays a significant role
in the suppression of unofficial economy – said activities
should not only be suppressed using restrictive measures,
but also through relieving tax payers of the large
payments and creating a more beneficial environment for
registration of certain businesses. This could also be a
subject of future research. It is suggested to utilize the
newly created business process in the Customs
Administration in order to ensure a better conduction of
the unregistered business activity inspection supervision
process.
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Abstract — This paper researches and identifies the
optimal model for establishing a National Maritime Single
Window in small coastal countries, respecting their limited
resources and thus building upon existing legacy maritime
information and communications systems. Specifically, the
authors analyze the current state of the available ICT
capabilities in maritime sector of Montenegro, which is a
representative of a small coastal country, and their
integration into the general National Maritime Single
Window platform operated on a national level by the
Montenegrin Administration for Maritime Safety and Port
Management. Based on this, a model for establishing a
National Maritime Single Window in Montenegro is
proposed, together with the system’s cost-benefit analysis.
The proposed model of National Maritime Single Window
architecture provides a comprehensive network and two
data centers layouts, development, deployment and
exploitation,
overall
maintenance,
and
security
requirements.
Keywords — National Maritime Single Window, small
coastal countries, legacy systems, Montenegro

I.
INTRODUCTION
Contemporary maritime traffic and trade operate in
highly developed information and communications
technology (ICT) environment. One of the most
important ongoing trends in maritime services delivery is
the National Maritime Single Window (NMSW). This
software platform enables fast and accurate transfer of
maritime information/data between all included users in
various directions (ship-ship, ship-shore, shore-ship and
shore-shore) [1], [2].
NMSW is based on an integrated system for easier
and facilitated unique entry of relevant maritime data and
vessel documentation per arrival or departure. NMSW
was initially introduced in Far East countries such as
Singapore, Japan and South Korea, aiming to improve
numerous maritime procedures related to cargo, vessels
and passengers, where public and private stakeholders
exchange relevant maritime data with national authorities
[2].
At the EU level, this system is currently under
development as European Maritime Single Window
(EWSW) for all member states [2]. NMSW enables the
digital reporting via a single portal, without duplication,
of all information required by public authorities
concerning the arrival, stay and departure of vessels and
cargo/passengers onboard [3]. The main purpose of
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NMSW introduction is to facilitate maritime
operation/formalities by faster documentation submission
procedures operating in the more accurate and costefficient manner.
For maritime trade and customs, Trade Single
Windows (TSW) have been designed and adapted to
business needs of inland trade institutions. This type of
general Single Window, described in [4] is generally
implemented at national level and adapted to cover all
transport modes such as air, rail and road, designed on the
base of multi or bilateral trade and customs agreements,
containing all necessary tariffs and documentation
requirements. This system, together with NMSW creates
an integrated model for establishment and seamless
connection of particular ports' information systems,
including Port Community System – PCS, Port
Management Information system – PMIS, and Vessel
Traffic Information System – VTIS, as well. The
classification system or taxonomy for these information
management systems is presented in [4].
Further to the technical capabilities, NMSW
generally consists of essential elements such as hardware
and network components with appropriate system
software with the Service Oriented Architecture (SOA)
design style [5], [6]. Therefore, in the process of NMSW
implementation and deployment, national maritime
authorities together with related stakeholders should
upgrade their existing legacy IT systems in order to
exchange information and electronically access the
documents submitted by maritime trade operators.
The aim of this paper is to propose an optimal model
for NMSW and recommend a cost-effective and reliable
technical solution. The paper is structured as follows.
After introductory part, Section II provides the analysis of
maritime sector in Montenegro, considering the legal
framework for NMSW implementation and a brief
overview of available national ICT legacy systems.
Section III presents a strategic approach for NMSW
implementation, covering the financial efficiency aspects
as well as the alternative strategies. The most important
consideration on proposed model of NMSW architecture
is provided in Section IV, bringing the detailed overview
of hardware and software components comprising of
indicative NMSW architecture, network and data centers
layouts, development, operations, maintenance and
security requirements for NMSW. Finally, the paper is
summarized with concluding remarks.
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II.

MONTENEGRO MARITIME SECTOR ANALYSIS

Prior to NMSW implementation, Montenegro maritime
sector should be analyzed by implementing the following
activities.
A. Stakeholders mapping
The identification of relevant stakeholders and the
processes to be covered within the NMSW system is the
initial step of implementation, along with state-level
decision making on required legislative changes. Both the
public actors and the private national bodies related to the
process of vessel clearance should be enumerated and
their roles/capabilities determined in order to properly
design the NMSW system. Specifically, in Montenegro,
the most relevant governmental agencies are Harbour
Masters offices at Bar and Kotor, Administration for
Maritime Safety and Port Management (AMSPM) as
anchored institution for operating NMSW, Police
Directorate, Customs and Administration for Inspections.
On the private stakeholder side, there are national ports,
ship and cargo agents, shipping/passenger/cruise
companies, pilot services and concessionaires. Other
maritime related stakeholders are Montenegro Navy,
Statistics Bureau (MONSTAT) [7] and other ministries in
their own area of remit.
B. Legal framework
Formally, NMSW is operated within the boundaries
defined by the EU directives, international conventions
and national legislation. In relation to the EU requirements
Montenegro has initiated the implementation of relevant
maritime regulations/directives through systems as
CleanSeaNet satellite detection system, EU LRIT (Long
Range Identification Tracking) Centre, and EU regime on
Port State Control [8]. Baseline directives are Directive
2010/65/EU on reporting formalities for ships arriving in
and/or departing from ports of the Member States and
Regulation (EU) 2019/1239 establishing a European
MSW environment (EMSWe). The relevant IMO
convention is the Convention on Facilitation of
International Maritime Traffic [9]. This convention aims
to prevent delays in maritime transport, foster cooperation
between Member Countries and unify the vessel clearance
and formalities by introducing the common electronic
information exchange between ships and ports.
C. Ship Clearance Process
As regulated by Montenegrin Law on Navigation
Safety, various pre-arrival notifications should be
submitted 24 hours in advance, mainly electronically in
order to grant clearance to a vessel [7]. These documents
must be submitted through Port of Bar Port Community
System (PCS) and e-mail (scanned paper documents,
Excel/Word/PDF files), using the following steps:
- Notification of Arrival (NOA) distributed to all subject
of MSW system and specifically the FAL 1-7 (to
HMO), FAL 7 - Dangerous Goods Manifest (to
AMSPM), FAL 5 and 6 - Crew and Passengers lists (to
Police), FAL 2 – Cargo Declaration, FAL 3 – Ship’s
Stores Declaration, FAL 4 – Crew’s Effects
Declaration (to Customs), and Health Declaration to
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Health Authority Centre. During vessel’s approach to
the Montenegrin VTS zone (12 nautical miles), she
must report its arrival to VTS Montenegro and the
AMSPM. If everything related to the clearance process
is in order, then the HMO issues “Free Pratique” for
this particular port call.
- Notice of Departure (NOD) submitted to AMSPM
upon departure from Montenegro waters as well as the
re-submission of other documents to the mentioned
authorities provided on arrival as described. If
everything related to the vessel request for departure is
in order, then the HMO issues “Permit of vessels
departure”.
D. ICT legacy systems inventory
The analysis of available national public and private
stakeholder’s capacities assumes the overview of IT
systems inventory and operative procedures of each
institution participating in the NMSW. Montenegrin
agencies use numerous IT systems and versatile digital
technologies that should be appropriately interconnected
in order to share and transfer the entry documents in a
structured form. This includes systems like LUBARIS
(module upgraded as part of Port Community System
framework), e-services platforms (g2c portal as a part of
e-Government services) for accessing the databases
generated by information centers, and the New
Computerized Transit System (NCTS-P5), currently
under development. Some institutions manage the
administrative formalities by non-structured entry in
predefined Microsoft Word and Excel forms. Commercial
stakeholders use custom-built or package-based
commercial ERP, CRM and IBIS systems under their
own control in order to process data relevant for ships
and cargo traffic management [7].
III.

STRATEGIC APPROACH

A.
Cost efficiency model
Considering that the MSW is based on national
horizontal and vertical integration among involved
stakeholders into one IT-compatible system, an economic
model of its implementation with clear cost-efficiency
estimation is of utmost significance. The main identified
determinants of this model are costs of implementation
(using feasibility studies, preparation, procurement of
hardware, installation, testing, human resources training)
and maintenance costs (daily operations, updating,
technical and running costs, etc), which need to be
punctually quantified in order to have aligned
policymaking and architecture design. The other side of
this model is the additional benefit of NMSW
implementation: efficiency and facilitation of overall
documentation and electronic forms submission process
as well as communication with state authorities [3], [6].
Therefore, the cost efficiency of NMSW can be
analyzed using the following implementation phases:
- The project team selection and management,
- Hardware, network, and system software
components planning and design,
- Development and integration tools,
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-

Post-project activities and technical maintenance
management.
This approach yields cost-efficient results by opening
up the data exchange specifications and adaptability to
future needs while the stakeholders become accustomed
to using the newly developed functionalities instead of
manual procedures. Also, financial sustainability should
be achieved by appropriately determining the NMSW
revenue model which includes the level of required
investment and ongoing operational costs.
B.
Analysis of the NMSW financing model
Following the previously defined cost categories, the
financial model is set of relative technical variables and
some fixed values, in detail described in [10]. In the case
study made for introduction of NMSW in Montenegro,
the overall costs are estimated to 957 500 EUR, having
that NMSW life expectancy of 15 years is assumed. On
the other side, benefits are quantified on 259 000 EUR. It
must be noted that only the benefits for SOLAS ships
have been quantified [10].
Based on above advantages, it is important to point out
the overall impact of NMSW implementation on three
aspects of sustainability (economic, environmental and
social) of seaport and national maritime affairs
businesses. Actually, economic sustainability manifests
through long-term cost savings, data re-use, decreased
processing time, reduced fees charges, document delivery
and border crossing time, elimination of paper documents
and acceleration of customs procedures as well as
improved communication and information exchange
between commercial and administrative stakeholders [2].
C.
Alternatives for NMSW implementation
Currently, the digitalized maritime information
exchange for ships calls in European ports, is regulated
by EU Reporting Formalities Directive (RFD), entered
into force in 2015, which simplifies and harmonizes the
administrative procedures (reporting formalities from
ships arriving in and/or departing from ports) applied to
maritime
transport.
Following
the
continuous
development of maritime ICT, this platform is planned to
be superseded by the EMSWe that is expected to apply
from 2025 [3]. This advanced environment for SW in
Europe will fully harmonize and standardize software
interfaces to ship and port operators as well as all related
commercial and administrative stakeholders, with the
purpose of required information provision to all across
EU. The NMSW in this framework will be a coordination
mechanism and specific router of all relevant information
(with technical converter between data formats where
needed) from and to all maritime industry operators
interactively concerning the port authorities, border
control agencies, SafeSeaNet administrations, statistics
and customs interfaces, and other entities [2].
Specifically, for Montenegro case, several scenarios
were considered and based on the evaluation criteria the
most viable and sustainable alternative modes for NMSW
are the following:
- Paid NMSW models (meaning that software is treated
as a service for maritime transport users),
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- Out-of-box (off the shelf) NMSW products. This group
assumes two types of environments with specific
stakeholders. The first group refers to yachts, private
guests, and in general yacht marina management,
which could be implemented in some future phase of
NMSW, after the phase for SOLAS-covered ships is
well introduced and operated. The second group
consists of modules for commercial cargo management
software and their functions related to shipping calls
are operated by PCS, TOS (Terminal Operator System)
or e-TMS (electronic Transport Management System).
Herewith, one of the most optimal scenarios for full
operability of NMSW could be done by adopting the
EMSWe logical framework set by the EU. Thus, using a
“top-down” approach, where more than a decade long EU
experience in the creation of the formal logical data
exchange model in the maritime sector will be adapted to
local needs. Also, within the alternatives range and as a
result of this analysis, it is indicatively suggested as a
more viable alternative solution the introduction of
EMSWe logical model, built upon a custom system
aligned with its base requirements. Furthermore, the
availability of current EU funding at the initial stage of
development of EMSWe model includes pre-set
requirements for reporting and interconnectivity with
SafeSeaNet and other international reporting systems.
This is expected to contribute to speeding up the overall
development process and facilitating avoidance of
repeated engineering of functionalities that already exist
[7].
IV.

PROPOSED SYSTEM ARCHITECTURE

A.
Indicative NMSW architecture
As already recognized, NMSW represents an integral
and common information framework with single point of
data entry for all documents needed by the relevant
governmental maritime authorities and distributed among
involved stakeholders. Responsible maritime authorities
of Montenegro have identified the need of maritime
transport stakeholders for an efficient formal
documentation submission according to the national law
and initiated a plan for an integrative maritime system
design development accordingly. Considering the
existing legacy ICT systems and available technologies
used in regular operations of all involved institutions, the
following structural approach proposes an indicative
NMSW architecture design and deployment. Model
assumption is that NMSW system is following the SOA
concept, where software and hardware systems are
independent, with embedded scalability and reusability of
its modules. Furthermore, the use of Enterprise Service
Bus (EBS) is recommended for the NMSW data
processing, as a software architecture model for
distributed computing. It is used to facilitate the
implementation of communication between mutually
interacting maritime software applications in a SOA
environment [5]. Considering that guidelines for EMSW
require the creation of a redundant site as a consequence
of the required Service Level Agreement (SLA) [3], and
the same is simultaneously a professionally identified
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requirement, Montenegrin NMSW requires two locations
in active-active mode.
In terms of the physical layout and components, and
considering immediate availability of suitable venues in
most relevant cases, NMSW system consists of the
following essential elements:
- NMSW administrator’s office,
- Data Centre #1 (location #1),
- Data Centre #2 (location #2),
- Education/Presentation centre.
The MSW administrator’s office should be separated
from other premises with NMSW servers/equipment.
Data Centre #1 is a primary location of all NMSW
hardware and network equipment (Web service servers,
database servers, backup server, and network
infrastructure) necessary to establish MSW operations
with sufficient capacity to store all data backup to hard
drives and then offload to tapes. This centre has to be
networked to Data Centre #2, via the Internet using a
separate media data link and a logical tunnel. Data Centre
#2 plays the role of redundant location with all hardware
and network equipment in case that Data Centre #1 fails
to perform MSW functionalities due to any reason. The
general layout containing the key IT components is
shown in Figure 1.
NMSW will form a part of the Critical National
Infrastructure after accession to the EU, and since “golive”, it will formally be its part. Other scenarios might
include cloud-cloud or on-premises-cloud solutions, but
at least two locations, physical or virtual (and in this case
physical), are de facto industry standard to be
implemented.
B.
Network layout
Following the proposed basic concept of NMSW, it is
assumed that Network architecture requires a pair of

devices for UTM (Unified Threat Management),
combined firewall capabilities in all applicable locations
in Active-Passive cluster and full mesh configuration
connected internally towards three network switches.
This avoids the network’s single point of failure in the
primary location and ensures HA (High Availability).
Secondary location requires a single UTM device and a
pair of access switches. UTM has configured IP SLA that
performs ISP link quality of service and in case of packet
loss of higher latency, UTM device becomes active on
the secondary location and all Internet traffic exits on that
side, rendering the secondary site as active. In the case of
primary site recovery, the situation is reverted back.
Recovery in both directions must be automatic, without
the administrator’s intervention.
Both locations require a permanent data link while ISP
CPE equipment should have 4G SIM cards for the overthe-air backup or use other physical media for primary
link failover. Dynamic OSPF routing protocol throughout
the network should be implemented. The primary
location has higher priority, therefore does all the traffic
routed through it.
Primary and secondary locations are directly connected
using the aggregated links using a single-mode optical
cable. IPSEC tunnel using WAN links could be used as a
heartbeat witness for the VSAN cluster. Considering that
the same network will be used in both locations, the
VRRP protocol should be set on core switches. Except
for the two physical IP addresses, it should have a single
virtual address shared by stacks of the primary and
secondary location. Virtual gateway is anticipated in the
primary stack location, caused by higher priority.
C.
Data centres layout
In both locations, a physical server needs to run
virtualization capabilities. SAN (Storage Area Network)
storage/appliance is expected, either in form of a physical

Fig. 1. NMSW design proposal: hardware and network perspective (authors)
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SAN or logical (software) SAN. Furthermore, the first
location needs an additional physical server for backup
purposes. The required backup policy is that newer data
and recent changes are offloaded to slower and cheaper
local hard drives (repository) connected to the backup
server.
Servers in the data centre need to have adequate
capacity (storage, memory, and processing power) in
order to support initial and intermediate NMSW
development. First (T1) and second (T2) servers in data
centres need to be physical on-premises servers. Each
server needs to be a host for virtual machines running on
VMWare vSphere, or similar virtualization platform.
VMware vSphere Hypervisor (ESXi) Essentials Plus, or
similar software needs to be installed.
Capacity needs to be dimensioned in order to allow for
at least two separate environments: test (Quality
Assurance/User Acceptance Testing) and production,
which need to be strictly divided. The installed capacity
of any resource (memory, hard drives, network) also
needs to ensure easy scalability and extension when any
capacity measure that is systematically overseen reaches
70 %, aligning the capacity management with industry’s
best practices [11]. It is expected that this infrastructure
could initially serve a dozen or more virtual servers
supporting integral NMSW operations, mostly
concerning the following ones: servers for application,
database, web services, reporting, digital signature,
logging, e-mail – SMTP server and System server
instances (DNS, DHCP, heartbeat). Most of these servers
run on instances in both locations.
Also, one of the essential components of general
NMSW is the web server should be installed on a Linux
operating system or equivalent that supports a minimum
of the two most common web server platforms, such as
Apache, nginx, IIS or similar. User access to the web
server, i.e. the content on the web server (website) must
be supported by a license agreement enabling an
unlimited number of users and devices that are able to
access the NMSW system. Therefore, the web server
must have the possibility of mirror synchronous
replication (mirroring) of all web data to another location.
Along with the web server, its accompanying database
software must be configured in a way that is not directly
accessible from the Internet, i.e. it must be located behind
a firewall.
Specifically, hard drives in local software-defined
storage (or separate SAN (if chosen)) need to use an
adequate RAID configuration, in order to balance
between speed, high availability, and capacity. The same
is valid for system and other hard and flash drives in
physical servers. Hard drives in local software-defined
storage (or separate SAN (if chosen)) need to use an
adequate RAID configuration, in order to balance
between speed, high availability, and capacity. The same
is valid for system and other hard and flash drives in
physical servers. This hardware is also used to operate
smaller system components required to have fully
functioning of strong anti-virus programs, load balancing,
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message brokering and appropriate PKI (private key)
management.
Additionally, smart-UPS devices are required in server
rooms, which could power all network and server devices
in the server room under full load for a minimum of 30
minutes. Smart UPSs must allow autonomous shutdown
of all virtual and physical servers and other equipment in
case of a power outage on the external power source that
supplies the entire system.
D.

NMSW development, deployment, operations
and maintenance
The development phase is a complex process in which
the responsible Maritime Authority introduces the
NMSW by performing several interconnected activities.
During initial research that included open interviews with
the experts, it has been identified that the most relevant
activities at this stage are the following:
- Creating
detailed
functional
and
technical
documentation for the NMSW, including process,
document, and data analysis of individual data element
levels;
- Creating final architecture of the hardware and network
equipment to be delivered, including system software
to be used with them;
- Delivery, installation of the network and data centre
hardware;
- Installation of the supporting system software on the
data centre hardware, development services for the
NMSW;
- Training services for the selected stakeholders.
After setting the above development activities, the
NMSW governing authority enters the system
exploitation phase in which some assistance is needed by
technical companies. In this phase the following core
activities can be anticipated:
- Monitoring the system for adequate operation mode;
- Performing security checks on the servers and other
network equipment;
- Accepting service desk/helpdesk requests from endusers, classifying them according to priority and acting
on them to full resolution;
- Monitoring accessory systems for proper functioning,
both from the technical and administrative viewpoint;
- Checking the backup consistency and performing
periodical restore tests;
- Continual improvement of all components.
Also, many stated NMSW hardware and software
components require purchase and maintenance of the
„subscription“, „maintenance packs“, „maintenance
service“ or „care packs“. These are software-enabled
features that maintain full capability and usability of the
system software, hardware and network components
during their exploitation.
E.
Security policy requirements
NMSW system should be designed and developed with
respecting the following intrinsic requirements of data
storage security policy:
1. System platform should be highly reliable and
efficient.
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2. Continued, smooth and independent operating of all
NMSW system components in case of failure of one of
the Data Centres or any of its integral parts.
3. NMSW system must contain integrated subsystems for
monitoring and review of system operation, in relation to
monitoring the internal performance of the system.
4. NMSW must have an integrated ability to report to
system administrators the levels of critical events that
trigger the notification process (automatically or via email).
5. Data stored in NMSW system databases including
digital content, audio, video, streaming data, text, etc.
must be encrypted using appropriate encryption strength.
All these requirements need to address the following
areas: Data storage, availability, security, personal data
protection and classification of data requirements as
prescribed in the reference document by European
Commission Directorate-General for Mobility and
Transport, Directorate D – Logistics, maritime & land
transport and passenger rights D.1 – Maritime transport &
logistics, „National Single Window Guidelines“ [12]. In
general, security policy requirements, except the listed
ones, should cover also the Business Continuity Planning
(BCP), Disaster Recovery Policies (DRP), compliance to
professional standard ISO/IEC 27002: 2013, EU GDPR
2016/679 and Act on the Implementation of the General
Data Protection Regulation (OG 42/2018), Public key
system and electronic signature, and finally, the
protection of intellectual property, design and delivery of
program source code to the Client should be fully met.
V.

CONCLUSION

The general architecture of NMSW requires an
efficient set of various software systems based on
available
hardware
components
in
interactive
collaboration between all maritime sector participating
stakeholders for the purpose of facilitation of the ship
reporting formalities during its regular ship calls in
seaports.
Interoperability of presented NMSW components is
carefully taken into consideration having in mind the
upgrading possibilities of maritime information system
operated by Montenegrin commercial and administrative
entities. The core assets for NMSW architecture building
and its implementation within AMSPM premises are
specified in a model concerning the data centers to
design, the layout of all ICT components, cost-efficiency
analysis, development, and operations.
Having in mind that Montenegro represents a “small
coastal state”, experiences from Montenegro can be
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easily transferred to other small coastal states which plan
to deploy the NMSW. Future work in this area may
include the research in possibilities of inclusion of cloud
and hybrid cloud service providers in the model for
various integration purposes, and identification of
requirements they need to satisfy to be viable candidates,
especially from the data custody and legal point of view.
Furthermore, preliminary findings have shown that the
inclusion of such technologies significantly increases the
total cost of ownership, and especially its operative cost
component. Therefore, a possible venue in research
would be to identify the drivers and obstacles for the
exploitation of various other cloud models in NSW
implementation, especially considering that numerous
small coastal countries do not have a local presence of
reliable data centers for operations of the critical national
infrastructure.
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Abstract - In this paper, the authors research the
possibilities of RFID technology implementation in
transport of perishable goods. Transport, perishable goods
transport, tracking and tracing, and RFID technology are
explained. To demonstrate the importance and the
complexity of the topic, a case study is constructed where
RFID technology is combined with tracking and tracing to
illustrate the transport of perishable agricultural goods.
Possible applications of RFID technology in combination
with Internet of Things are investigated, and future
possibilities in transport are presented.
Keywords - transport; perishable goods; RFID technology;
tracking and tracing, Internet of Things

I.

INTRODUCTION

Perishable goods are exposed to various environmental
changes during transport (temperature, humidity, light,
etc.). Temperature is the most important environmental
parameter, and it must be controlled in order to extend the
shelf life of the perishable goods. Controlling and
monitoring the perishable goods during transport can be
improved by the implementation of digital technologies,
such as Radio Frequency Identification (RFID).
New EU Regulation 2019/1381 on transparency and
sustainability of EU risk assessment in the food chain was
introduced on March 27, 2021, and this paper will be
focused on the segment of this regulation dealing with
transparency, which states that consumers should have
access to information regarding risk assessment in the
food chain [1]. In this context, the authors propose
implementing the track and trace system into the
perishable goods transport, combined with RFID and
Internet of Things (IoT) technologies. Another important
regulation is the “Regulation EC No 178/2002 laying
down the general principles and requirements of food law,
establishing the European Food Safety Authority and
laying down procedures in matters of food safety”, which
ensures a high level of protection of consumers' interests
in relation to food [2]. It sets out an overarching and
coherent framework for the development of food and feed
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legislation both at Union and national levels. This
regulation provided the impulse for this research and is the
basis of this paper [3].
The paper is organized as follows: in section two, the
theoretical framework of transport, perishable goods
transport, track and trace, and RFID technology is
provided. The third section of this paper will expand on
the information provided in section two and construct an
example to illustrate the possible usage of RFID
technology for tracking and tracing of perishable
agricultural goods, which are, in this case, strawberries. In
the fourth section, the possibility of improving the
transport of perishable goods with IoT technology will be
investigated. A discussion and conclusion are drawn in
section five.
II.

THEORETICAL FRAMEWORK

In this section, the authors introduce the topics of
transport, perishable goods transport, tracking and tracing
of goods, and RFID technology.
The principal task of the modern freight transport
system is to meet the transfer requirements that arise from
the allocation of procurement, production, and
consumption activities in geographically increasingly
distant locations. Transportation has a linking function in
the area of raw material supply for production needs and
the distribution of the final product [4]. More specifically,
transportation is a part of integrated logistics management
and, as such, is of vital importance. It is a part of value
creation that is incorporated into strategic management
and decision-making through transportation logistics. A
well-developed transportation system provides better
efficiency, reduced operating costs, and higher service
quality of logistics systems [5].
A perishable good is any product in which the product
quality deteriorates due to various environmental
conditions through time, such as meat and meat byproducts, fish and seafood, dairy products, fruit and
vegetables, flowers, pharmaceutical products, and
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chemicals [6]. Transporting perishable goods and fresh
produce is fraught with higher risks than most surface
transportation, there is a risk of spoilage, loss of freshness
and quality [7].
Tracking and tracing is a system used by freight
forwarders or courier services to record the movement of
goods during transport [8]. Every time the goods change
the location, they are scanned, and the data is forwarded to
the central processing system. This way, the consumer can
track their shipment on websites and mobile phone
applications with either a provided link from the retailer or
a tracking number [9]. In combination with GPS location
transmission, as in the cases such as DHL Germany,
Hermes or Amazon Delivery Service, the parcel can be
tracked back in the distribution and the exact location of
the parcel on its way can be made available to the
consumer [10].
Because the EU’s Regulation EC No 178/2002 sets
consumer safety as its first objective, it impacts every
stage of food production, processing, and supply chain.
This Regulation compels food companies to implement
the tracing system to provide information about purchased
products to the consumers. Mandatory traceability data
includes the documentation of lot number, product ID,
product description, supplier ID, quantity, unit of measure,
buyer ID [11]. Further data such as supplier’s name,
contact information, receipt date, country of origin, date of
packing, trade unit, vehicle ID, logistics service provider
ID, buyer’s name, and dispatching date are optional data
[11]. At the end, the consumer can receive information
about the origin and type of food/feed, the ingredients, if it
is meat - then the species and age. Further, every
processing stage (primary production, processing, storage,
and distribution) and resource used for the product plus
transport equipment is noted. The emphasis is not only on
where the food/feed came from or to whom it was sold,
but also how it was transported [11]. Complete
transportation information would include the distribution
route to trace the cargo/goods if damaged or contaminated
on the transport from the farmer/producer to the consumer
[2].
To illustrate such a tracing system, the authors
considered the tracing system for meat and fish products
used in German “Aldi Nord” supermarket chain. It gave
the authors the initial idea that this system can be
transferred to other goods, which can be found in section 3
in the constructed case study. Their system is called ATC
code (ALDI transparency code) (see Figure 1 [12]). The
consumer can scan a QR code on the product package or
enter the ALDI transparency code on a website and trace
the product’s origin back to the country and specific
region of origin. In addition, it is possible to see what kind
of product it is, and which part of the animal was
processed and where. The QR code can be scanned with
the smartphone, and all information regarding the origin
of the product can be received quickly [13]. The case
study was developed based on tracking system elaborated
above.
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Figure 1. ATC Code Example [12]

RFID has the possibility to reduce uncertainties and to
monitor real-time information of products for optimal
decision-making processes from commodity design, raw
material purchasing, production, transportation, storage,
distribution and sale of semi-products and products,
returns processing and after-sales service [14]. Nowadays,
the transport sector uses RFID technology more frequently
because it is suitable wherever automatic marking,
recognition, monitoring, or registration storage is required,
such as logistics when scanning incoming and outgoing
goods [15].
RFID technology is increasingly used nowadays to
make the transport of goods easier, faster, and more
controlled. For example, recent food scandals such as
BSE, foot-and-mouth disease, and the contamination of
milk with melamine have proved the importance of food
tracking within the supply chain, in order to minimize
such risks in the future [16]. It is helpful in such
unfortunate events to trace the problem back to its origin,
beginning with importation, production, manufacture,
storage, transportation, distribution, sale, and supply. It
also provides consumer satisfaction and contributes
confidence in the food industry. RFID-Technology is the
critical element of this process because it is possible to
record and read all data and information about the product
while it is transported using RFID tags [17]. In connection
with other systems, such as the Internet of Things and
Wireless Sensor Network it is possible to track the
movement of goods throughout the supply chain. Every
stakeholder receives information in advance about the
number of goods, their origin, and location [18].
Furthermore, RFID technology can be used to track
goods from consumers or when transporting foodstuff to
check whether a specific temperature has been maintained
in the container [19]. Besides this, logistics companies can
also use RFID tags for trailer identification. As a result,
the driver receives information about the trailer coupled
via a telematics system. In this way, the driver knows
whether the correct trailer has been picked up or not.
Furthermore, RFID tags can identify the trailer load
without the need to secure the load. The only requirement
is that the trailer is equipped with sliding curtains. In this
case, pallets equipped with passive UHF RFID tags can be
scanned at the gate without moving the curtain. By slowly
passing the gate, the goods are identified, and the
information is forwarded to IT systems such as Enterprise
Resource Planning and Warehouse Management System
[20].
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III.

CASE STUDY: TRACKING AND TRACING WITH THE
HELP OF RFID TECHNOLOGY

An example is constructed to illustrate and research
the RFID technology in the supply chain, with the
emphasis on the transportation and distribution, and this
will be further described in the subsection Track and
Trace of Strawberries. As the main actor of the following
sections, we point out the farm/farmer who produces the
strawberries. The processor organizes the strawberries into
sellable packages and organizes further distribution. A
distribution center serves only as a stopover for
agricultural goods until they reach the supermarket or
retailer to be sold to the consumer [21]. The focal point is
on the delivery system through each of those stops (Figure
2).
In the proposed example, the authors elaborate
tracking and tracing a particular batch of strawberries
from the farmer to the consumer along the supply chain.
Tracing in this context is limited to the origin of the
strawberries, from the consumer to the farmer [11].
Therefore, the farmer/producer needs to generate a
procedure to gather the necessary data and transcribe this
on the RFID tag. This will, in the end, give the consumer
the wanted information about the product. It is necessary
to transmit the initial information about the product
collected at the beginning of the supply chain until the
very end. This means that information will be added to the
tag in each stop (processor, distribution center, and every
truck) and never deleted or otherwise manipulated. The
tracking of this information will give the farmer/producer
the chance to recall his product/strawberries more easily.
Additionally, if the strawberries have not reached the
consumer yet, every step of the supply chain can be
tracked regarding the particular batch of strawberries in
question [22].
A. Tracking and Tracing of Strawberries
Based on the information provided in the previous
sections, the authors have developed a case study which
emphasizes the importance of the implementation of RFID
technology, as well as the connection of RFID technology
with the aspect of tracking and tracing the transport of

perishable goods. To be specific, it is the tracking of the
transportation of strawberries from the supplier to the
supermarket. Because strawberries are perishable goods,
certain conditions must be satisfied, i.e., temperature and
humidity, which must be observed during the entire
transport. This can be controlled with RFID tags and
specific sensors attached to the transportation
goods/pallets/rolling containers/bins of strawberries [23].
The transport aid, pallet, or rolling container has a tag and
sensor as well to record the surrounding temperatures
along the supply chain until the goods are handed over to
the consumer. It is suggested to have transponders at
every transportation aid so an electronic content slip can
be established, which holds all the sensors’ information
from the beginning of the transport until the strawberries
reach the next station on their route [24]. This process can
confirm cold chain compliance, and the receiving station
confirms it by signing the receiving invoice on a smart
device or similar. This form of transportation control will
be repeated in every step between the stations [21].
To clarify, the first truck will deliver the strawberries
to the processor, where other trucks from the region arrive
with the same goods. Every delivery is checked using
appropriate RFID sensors. In particular, the correct
temperature and air condition are checked during the
entire transport. According to the specified temperature
values, the strawberries will be stored at the processor
[23]. As EU’s Regulation EC No 178/2002 demands, the
tags should have other information, such as the region
where the strawberries come from and when they entered
the supply chain. The strawberries will be temporarily
stored at the processor before moving further into the
supply chain. This processor is only for accumulating
strawberries from the region. The supermarkets’
distribution truck fetches their batch of strawberries and
brings them to their distribution center. From there, the
strawberries are delivered to the supermarkets themselves.
Of course, it has to be noted that strawberries and other
goods will be delivered to the supermarket from the
supermarkets’ distribution center. The whole process is
illustrated in Figure 2. With the help of RFID tags, the
supermarket can monitor the whole transportation process
of the delivered batch of strawberries. This includes the

Figure 2. Case Study – Information Flow Overview, Source: own illustration based on [11]
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transport conditions such as weight and further
information, namely origin, temperature, and humidity of
the strawberries [25]. Also, the time of arrival and
departure of the truck at the different distribution centers
can be evaluated.
B. RFID Usage in Strawberry Transportation
The entire supply chain must be equipped with RFID
technology to provide the seller (in this case, the
supermarket), with the highest level of security for
transport.
First of all, the strawberries are transported from the
farmer to the processor. The truck must be equipped with
additional sensors to record the temperature and humidity.
These sensors communicate via the wireless sensor
network (WSN). The WSN technology can control all
devices through a central network or cloud system in
coordination with RFID technology, sensors, and a global
positioning system. If the RFID tags are created at the
processor, the WSN can directly save all information
recorded from the cultivation to delivery to the processor
on the RFID tags [26]. While the RFID tags are created,
the strawberries are temporarily stored and cooled in the
warehouse at a specific temperature.
It should be noted that the created RFID tags are
passive UHF RFID tags. This type of tag is considered
because they guarantee high performance in the presence
of multiple readings. Furthermore, passive tags do not
have an own power source because the chip takes its
power through the radio waves emitted by the reading
antennas [27]. In addition, the processor, the distribution
center, and the supermarket are equipped with passive
UHF RFID gates for multiple readings. Once the
processor tags the strawberries with passive RFID tags,
the transportation can begin with picking up the batch of
strawberries [28]. Due to the RFID tag, the exact location
of the strawberries can be allocated in the system, which
makes it easier for the next step of transportation. The
staff is alerted to the truck’s arrival because the truck is
also equipped with an RFID tag that serves as vehicle
identification and as visual feedback for the driver.
Furthermore, the sensors in the truck continuously
measure the temperature and humidity of the strawberries.
As soon as the truck arrives at the gate of the distribution
center, the information about the vehicle and its cargo is
fed into the IT systems (Warehouse Management System,
Enterprise Resource Planning or Transport Management
System), which expedites the planning to a loading bay
and subsequently the unloading process. When unloading
the strawberry boxes, they are passed through a passive
UHF RFID gate. During temporary storage, the
strawberries are stored again at a specific temperature.
Aside from strawberries, other foods are also stored [29].
As soon as the supermarket places a subsequent order of
several groceries, the strawberries are removed from
storage with other products according to the FIFO (first in,
first out) principle and then loaded into the truck [30].
Further, the FIFO pattern can be ensured, and the
quality of the strawberries supported with the correct
inventory pattern. Sensors in the truck continuously
measure the conditions. Because of the perishable nature
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of strawberries, the inventory cycle needs to be shorter.
Seamless exchange of information takes place as soon as
the truck with the delivery reaches the supermarket. The
strawberries are again passed through a passive UHF
RFID gate and displayed in the supermarket for sale. The
information regarding the strawberries is deposited in the
supermarkets’ information system and used for coming
deliveries [23].
By constantly monitoring the temperature and
humidity, the retailer has a good overview of the products
he is selling and can track the entire process of the
strawberries - from cultivation to intermediate transport to
sale. In addition, every buyer in the supermarket has the
opportunity to trace the origin and transport of
strawberries. In this case, the RFID tag must be read with
a particular app on the smartphone. All data about the
transportation of the respective strawberry box could be
displayed. However, this also results in a very high level
of transparency from the buyer’s perspective. Therefore,
they can be sure where the strawberries come from and
how they have been transported through the region.
IV.

IMPROVING PERISHABLE GOODS TRANSPORT WITH
IOT

In order to improve tracking and tracing of the
transport of goods and especially perishable goods, the
following technologies such as IoT and WSN serve as
assistance.
The IoT or the so-called Internet of Things is one of
the essential technologies used in connection with the
RFID system in tracking and tracing the transportation of
goods. Li et al. [31] defined IoT as “a global dynamic
network
infrastructure
with
auto-configuration
capabilities based on standards and interoperable
communication protocols; physical and virtual things
have identities and attributes and are able to utilize smart
interfaces in order to connect to an information network.”
Internet of Things, with the help of sensors enables
improved monitoring of each product during
transportation. This results in a massive amount of data
that has to be stored and processed for efficient decisionmaking, which is crucial for the transportation of
perishable goods. Furthermore, this data can be helpful for
demand forecasting, inventory management, and
preventing a bullwhip effect [32]. RFID technology has
captured the market in many different areas, such as
material logistics, inventory in supply chains, production
lines, asset tracking, and retail. This has contributed to a
stronger connection between RFID and IoT [33].
According to Jia et al. [34], by “connecting the RFID
reader to the Internet, the readers can identify, track (and
even monitor if the tags are active) the objects attached
with tags globally, automatically, and in real time, if
needed”, and this is the essence of the Internet of Things.
This connection needs to be supported by Wireless Sensor
Network. Here, the WSN domain is characterized by
devices with limited power in terms of computational,
processing, storage, and energy resources. All sensor
nodes are interconnected by wireless transmission in a
non-fixed and ad-hoc based approach. The main task of
these nodes is to collect the information and forward it to
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the endpoints through intermediate devices. For improving
the routing performance, secure and authentic end-to-end
routing channels need to be established so that only
trusted IoT devices could exchange information. In doing
so, the information is received from the IoT devices to
initiate certain functions [26].
The development of these two technologies is
significant. Through this technology application, transport
and logistics management become more efficient,
effective, and leaner [19]. For example, movement of
goods is tracked via GPS, RFID and IoT, and up to date
reports can be accessed whilst in transit [19]. This can
include notifications via alerts online or apps on a mobile
device informing of dispatch of stock en-route to a
designated location including change of mode of
transportation, issues along the way and arrival [19].
Integrating GPS technology into transport vehicles makes
it possible to monitor all the relevant information (e.g.,
route, shipping/transport conditions, and shipment status
related to transporting goods [9].
Lee et al. [35] proposed a smart warehouse framework
using IoT, RFID, and wireless sensors to track and trace
the raw parts, semi-finished goods and finished goods.
They evaluated the effectiveness of the IoT-based
Warehouse Inventory Management System for the lowvolume, high-product mix situations faced by
manufacturers, so as to achieve better performance of the
receiving, storage and picking activities in the warehouse.
Also, IoT can also be used in various processes such as
distribution and material handling (packages, rolling
containers, etc.). [36].
V.

In this paper, the authors have concluded that tracking
and tracing of the perishable goods during transport can be
improved by the implementation of RFID technology,
which is important since perishable goods are exposed to
various environmental changes during transport.
Temperature is the most important environmental
parameter, which should be controlled in order to extend
the shelf life of the perishable goods.
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Abstract - Although digitalization has greatly facilitated many
areas of life and life without it is almost unthinkable today, it
should also be considered in which situations digitalization
has made life more difficult for modern society. On the one
hand, there is the availability of a wide variety of content, as
well as the ability to communicate with anyone at any time,
on the other hand, it is difficult to draw the line between
healthy and unhealthy life of today's individual. There is also
the question of the reality and unreality of life, given the
values of life mediated by the media, from which there is a
constant tendency to present one's life as ideal compared to
others (which is also confirmed by the results of this
research). This paper points to a kind of phenomenon of
unconsciousness of the continuous impact of digitalization on
people and emphasizes the need to raise awareness of the
advantages and disadvantages of digitalization. It emphasizes
the need to optimize the use of the opportunities provided by
the digital age and the need to significantly rationalize the
human being.
Keywords - digitalization; individual; media; modern
society; reality

I.

INTRODUCTION

Discord occurs in almost all segments of society, and
the beginning of it may be sought precisely in the discord
of the individual, who is evidently incapable of acting
within the limits of the unlimited freedom represented. The
freedom of choice today in fact becoming the tyranny of
choice [1]. Imposed and media propagated needs and
values (how to live healthy, how to look, what to eat, what
places to visit, what clothes to buy, what hairstyle to have,
what coffee to drink, what rights to fight for, which social
network to prefer) simply do not fit the essential human
needs (food, water, society), but require an adaptation to
them. That adaptation is important so that an individual
can survive in the society he wants to belong to and not
live on the margins of it, regardless of these imposed
values that create a dichotomy in the very essence of the
human being. McLuhan claims, that confusion and
unknowing of interpreting things that are happening
around us can be transferred as characteristic of today’s
society [2]. His interpretation related to the theater of
absurd implies that individuals are acting as some persons
of actions, but the real situation is that they are standing
beyond the action [2]. This points to inconsistency and an
"inconsistent" individual is very suitable material for
manipulation. The fact that the individual, or more
precisely society, is unable to recognize how it is being
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manipulated about essential changes in man as a true social
being, favors the imposition of a kind of freedom
propagated by the digital media and enabled digitally,
which in fact becomes a prison for today’s individual. That
figuratively expressed prison, implies the appearance of an
enormous burden, indicating a kind of dependence on the
representation of one's life in a much better world relative
to reality. It also raises the question of whether today's man
can even distinguish between reality and virtual reality and
realize that technology is just a tool that should be used by
man to make his life easier. When today's society allows
itself to be carried away by statements such as that of the
former Microsoft CEO Steve Ballmer, who in his public
appearances points out that today it is no longer man who
must understand technology, but technology who must
understand man [3], then one can speak of a total
dehumanization of man. Why and where is freedom? Can
man be free if he does not ask himself about meaning, if
he does not understand himself and others around him, and
if we only surrender to transience? If contemporary man
no longer needs to use the brain and the power of thought,
what is contemporary man for anyway? After all, isn't it
man who should program the machine to work in the
service of making man's life easier, and not the other way
around? All these questions insinuate the now neglected
role of philosophy, which emphasizes that "the modern
social crisis is often felt by the citizen as the superiority of
technology over man, as the enslavement of all humanity
by the cold logic of the technical process" [4]. At the same
time, existential philosophy points out that man should be
free to lament his vulnerability and feel human in the
painful spasm of self-consciousness [4]. Man lat. homo
sapiens - intelligent man as such is destined to think and
understand [5], and if this fact is denied in order to give
priority to technology, society will lose its essence of
existence. It can be concluded that man should have the
intention and desire to understand the world around him,
for only then can he retain his essence of humanity and
struggle.
The goal of this paper is to point the changes in modern
society that can lead to significant negative consequences
if the pursuit of understanding is suppressed or cease to
exist. One of these consequences refers to the research of
the World Health Organization, which predicted
depression as the second most important health problem of
modern society in 2020 [6]. That fact is not consistent to
the modern society that is presented like the society of total
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freedom and in which today’s modern individual has
availability to almost everything that he can imagine.
Technology is advancing day by day and today’s modern
individual is not capable to follow that significantly and
rapid changes. If today’s individual wants to compete with
the technology, it is necessary to act like a machine.
This assumption can imply that technology brings
today’s society to the dehumanization of itself.
Some authors pointed out the importance of modern media
in the field of life and reality creation [7]. In this point,
learning not only the methods which enabling the using of
technology, but also learning how digital technology
functioning and how to understand it should be recognized
as an imperative in regard to stop dehumanization of a
today’s society.
II.

AN INDIVIDUAL IN THE DIGITAL SOCIETY

Education on how to think and understand, must take
place in everyday life in the context of digital technology
and the possibilities that, on the one hand, can be a
wonderful tool that can make life easier, but on the other
hand, can also cause a high level of stress for today's
individual. For example, social media and media in general
impose in everyday life a kind of ideal image of who we
have to be, what we have to look like, what kind of life we
have to lead, and so on. Many adults are so busy creating
ideal images of their lives for their social media profiles that
they have forgotten how to live their real lives, they have
forgotten how to relax, how to enjoy everyday things.
Instead of enjoying, they are almost always stressed about
how they will present their lives on their profiles. The
content that people post on social networks is far from
reality, everything is beautified, presented as ideal, often
creating a false image of what is beautiful and what is
imposed as a concept of beauty and various other ideals of
life. It is important to realize that Facebook, as one of the
largest social platforms on the Internet, in fact present the
"illusion of the ideal" and that is worrisome [8].
When we talk about content on social medias - content
enabled by digitalization, we should keep in mind the fact
that physical appearance is now imposed as something that
must be perfect. This overlooks the fact that someone who
is perfect according to someone else's concept of beauty can
be completely imperfect to others. The imposed notion of
beauty, reinforced by the influence of today's visual media,
can be especially fatal for young people, both, girls, and
boys. Interestingly, the research from 1991 points out that
a daughter born after 1960 sees more pictures of
unattainably beautiful women in sexual poses every day
than her mother saw during her entire adolescence [9].
Various studies suggest that media images of body ideals
can indeed influence one's feelings about one's body [10].
In this regard, it is very important to point out that a body
ideal exposed to the media is genetically unattainable for
95% of women [11]. So, it is very important to raise
awareness of the possibilities of technology, digital society,
and awareness of the intentions of the media in propagating
certain ideals is for today's individual. When society is
aware and understands, it can also more easily deal with
various imposed ideals and create its own true ideals in
every segment of life. Furthermore, awareness and
understanding make it possible to resist the burden of
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mapping one's life into some digitally false-perfect form
and allow one to truly live life without the added burdens
associated with the parallel mapping of the "other" life. It
is fine to share nice thoughts with friends, it is fine to share
photos from a trip, but spending half and more of your time
while on vacation editing photos to present them as ideal
on your social media profiles leads to a kind of oppression
to a non-existent "online" life. When talking about these
issues, it is interesting to go back to the interpretation of
McLuhan's Theater of Absurdity, in which individuals
pretend to be people of the action, but in reality, they are
beyond the action [2]. The question is whether today's
modern society is stuck in the digital network as a kind of
prisoner or is it possible to realize that technology is a good
thing, but with the condition of understanding it and having
in mind that technology must serve society and not the
opposite.
III.

INTERPRETATION OF RESULTS

With the intention of testing people's awareness of the
impact of digital technologies on their lives, a questionnaire
was created consisting of 22 statements (for example: I
believe that the content people show on their social media
profiles (Instagram, Facebook) is true, etc.) and
participants were asked to answer to what extent they
agreed with each statement. A Likert scale of 1 to 5 was
used (1 = strongly disagree, 2 = mostly disagree, 3 = neither
agree nor disagree, 4 = mostly agree, 5 = strongly agree).
The questionnaire also included 6 statements (for example:
I use my mobile phone before I go to bed, etc.) and
participants were asked to estimate the frequency of events
related to the statements offered on a scale of 0 to 6 (0 =
never, 1 = very rarely, 2 = rarely, 3 = sometimes yes,
sometimes no, 4 = often, 5 = very often, 6 = always). The
survey was distributed electronically to a wider population
by using the snowball sampling technique and the sample
is convenience (N = 317). The data were statistically
processed. To obtain information about the existence of
significant statistical differences between individual groups
(age, gender), the data were processed in the IBM SPSS
Statistics 21 [12] program package and the Mann-Whitney
U test (with the extension of the Kruskal-Wallis H test) was
used. The sample is suitable for the statistical methods of
data processing used (nonparametric test). The limitation of
the research relates to the honest or insincere responses of
the respondents to certain questions (e. g. it was more
appropriate for them to present themselves as person
claiming I do not cheque when the person was last online)
to present themselves in the desired light, although
anonymity was guaranteed.
The basic premise of the research is that people are
unaware of the impact of digital technology on their lives.
The results obtained (Fig. 1) suggest that there is a
significant percentage of people who are not aware of the
embellished content shown on social networks, which can
be burdensome for them (especially for the younger
population) in the context of understanding other people's
lives better than their own. It is therefore very important to
make young people, but also society in general, aware of
the various possibilities offered by digital technology when
it comes to editing content.
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Figure 1. Rating the truthfulness of content posted on social media

It is interesting (Fig. 1) that although 60% of the
respondents believe that the content that people display on
their social networking profiles is untrue, still 34.1% of the
people are not sure whether this content is true or not, while
6% of them believe that this content is almost true. It would
also be interesting to study how much time different age
groups spend editing content before it is available online.
When it comes to awareness of the impact of digital
technologies on children, the results show that people are
aware of some negative aspects that digital technology
brings (Fig. 2, Fig. 3).

Figure 3. Perception that parents too often give their children mobile
phones for entertainment

Interestingly, when it comes to awareness about the
impact of digital technology on the respondents, it is found
that 37.9% of the respondents believe that digital
technology does not affect their mood and as much do not
know whether it affects them or not, while 24.3% of them
estimate that digital technology affects their mood
significantly (Fig. 4).

Figure 4. Self-assessment about the influence of digital technology on
the respondent’s mood
Figure 2. Estimation of digital technology as a negative factor in the
development of children aged 5 to 13 years old

For example, 78.5% of respondents believe that digital
technology has a detrimental effect on the development of
children aged 5 to 13 (Fig. 2) and 92.8% of respondents
believe that parents often give their children mobile phones
for entertainment (Fig. 3). Previous research on this topic
suggests that children who have more exposure to digital
technologies and less control over the content they
consume show signs of aggression and inappropriate
behavior [13]. In addition, children's use of computers can
lead to a range of negative effects, such as impaired
creativity, social isolation, difficulties related to language
development, etc. [14]. Considering the results presented in
Figure 2 and Figure 3, it can be concluded that the
respondents are aware of the harmful effects of digital
technology on children. They also note that parents often
give mobile phones to their children to entertain them (Fig.
3). What should be emphasized in any case is that the
basics of a healthy childhood include a strong bond with
adults who care for them and time to play, keeping in mind
that accelerating a child's development is contrary to the
natural pace of human development [14].
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However, when it comes to assessing the influence of
digital technology on other people's mood, the situation is
fundamentally different. Here, 51.7% of the respondents
believe that digital technology significantly influences
other people's mood, while 39.1% of them cannot estimate
and only 9.2% of respondents believe that it has no
influence (Fig. 5).

Figure 5. Respondents' perception of the influence of digital technology
on others moods

1657

Whether the impact of digital technology is on adults or
children, it is important to point out that awareness needs to
be raised, as well as the recommendations of experts who
say that the whole family should ensure at certain hours the
parts of the day when they do not use technology, more
specifically the "technology-free zone", and dedicate this
time to talking to each other [15]. When it comes to
awareness of the impact of digital technology on people, it
is important to point out that as many as 69.7% of
respondents said they almost always use their mobile phone
before going to bed (Fig. 6).

It is contradictory that 50% of respondents believe they
could spend three days without a mobile phone and
Internet access (Fig. 8), and 42.3% of respondents believe
they are dependent on a mobile phone and the Internet
(Fig. 9). This also indicates a certain level of unawareness
regarding the dependency on digital technology.

Figure 9. Expressing one’s own dependence on mobile phones and the
Internet

All the results obtained point to the need to raise
awareness of the impact of digital technology on people.
Figure 6. Use of the mobile phone before going to bed

In addition, 51.4% said that as soon as they wake up in
the morning, they look at a mobile phone and check if they
received any messages (Fig. 7).

Figure 7. Use of mobile phone first thing in the morning

It should certainly be noted that various studies suggest
the harmfulness of using mobile phones before bedtime
(especially on health) [16]. These results (Fig. 6, Fig. 7)
show that people are unaware of the impact of technology
on their lives, and the results presented in Figure 8 and
Figure 9 further support that unawareness.

Figure 8. Ability to spend 3 days without mobile phone and Internet
access
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In addition, it was examined whether there were
significant statistical differences in responses related to
gender and age for certain statements. For the following
statements it was tested whether there were statistically
significant differences between the groups in terms of
gender (Mann-Whitney U test) and age (Kruskal-Wallis H
test): A) I believe that digital technology contributes greatly
to the quality of communication in society; B) When I meet
with friends, I often look at my phone during conversations;
C) I could not spend three days without a mobile phone and
Internet access; D) I believe that if the Internet disappeared,
I could use a paper road map to find my way to a place I
have never been; E) When I send someone a message
through an online communication tool (Viber, WhatsApp,
etc.) and the person doesn't answer me right away, I check
"last online" several times until I get a response; F) I find
that the people around me are mostly happy and content.
The results of Mann-Whitney U test for the tested
statements (A-F) - mean rank and sum of ranks for two
tested groups (male and female) are shown in Table 1 and
Table 3, while Table 2 and Table 4 show the mean rank and
sum of ranks for different age groups tested by KruskalWallis H test.
The intention was to check whether there are
statistically significant differences in responses in terms of
gender and age when it comes to the view of whether digital
technology contributes to the quality of communication.
The results showed that 54.5% of the respondents agreed
with the statement that digital technology contributes
significantly to the quality of communication. Considering
the obtained results of Mann-Whitney U test (U=9694.500,
z=-2.011, p<0,05), it can be concluded that there are
significant statistical differences related to gender when it
comes to the respondents' assessment of the statement that
digital technology contributes significantly to the quality of
communication in society. More specifically, men agree
with this statement at a higher percentage than women
(Table 1).
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TABLE I.
MANN-WHITNEY U TEST RANKS FOR THE
STATEMENTS (A-C) BY GENDER

Gender

N

Mean
Rank

Sum of
Ranks

A) Digital technology
contributes significantly
to the quality of
communication

M

106

173.04

18342.50

F

211

151.95

32060.50

B) Watching mobile
phones while hanging
out over coffee

M

106

164.40

17426.00

F

211

156.29

32977.00

C) 3 days without
mobile phone and
internet access are
possible

M

106

145.31

15403.00

F

211

165.88

35000.00

A Kruskal-Wallis H test showed that a statistically
significant difference between the different age groups
related to the perception that digital technology
significantly contributes to the quality of communication
does not exist (χ2(5) = 1.699, p >0,05). Looking at the
results in relation to whether respondents often look at their
mobile phones while hanging out with friends over coffee,
Mann-Whitney U test (U=10.611000, z=-0.765, p>0,05)
show that there are no statistically significant gender
differences in terms of agreement with the above statement.
A total of 24.7% of the respondents stated that they often
look at their mobile phones during the conversation with
others. Interestingly, as many as 26.5% of respondents
cannot assess whether they do this or not. A Kruskal-Wallis
H test showed that there was a statistically significant
difference between the different age groups in looking at
mobile phones while hanging out for coffee (χ2(5) =
23.023, p <0,05). From the results presented in Table 2, it
can be concluded that this is most often done by people
aged 31-40 years, which is very surprising as it was
expected that this is often done by respondents in the age
group of 18-25 years.
TABLE II.
KRUSKAL-WALLIS H TEST RANKS FOR
THE STATEMENTS (A-C) BY AGE

Age
18-25
26-30
31-40
41-50
51-60
61
and
more
Total

A) Digital
technology
contributes
significantly to
the quality of
communication
Mean
N
Rank
36
146.24
53
160.31
125
156.56
58
163.06
29
165.98
16

175.06

317

B) Watching
mobile phones
while hanging
out over coffee

C) 3 days
without mobile
phone and
internet access
are possible

36
53
125
58
29

Mean
Rank
165.47
152.73
179.26
150.97
136.81

36
53
125
58
29

Mean
Rank
188.53
168.14
151.35
157.71
147.69

16

76.25

16

147.25

N

317

N

317

Mann-Whitney U test (U=9.732.000, z=-1.939, p>0,05)
show that there is no statistically significant difference in
terms of gender when considering the respondents'
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estimation of whether they could spend 3 days without
mobile phone and Internet access. Here, 28.1% of the
respondents agreed with the statement that they would not
be able to spend 3 days without mobile phone and Internet
access. A Kruskal-Wallis H test showed that there was no
statistically significant difference between the different age
groups regarding the ability to spend 3 days without a
mobile phone and Internet access (χ2(5) = 6.192 p >0,05).
Mann-Whitney U test (U=8.704.500, z=-3.452, p<0,05)
show that there are significant statistical differences in
terms of gender when it was tested whether the respondents
knew how to get around on a paper road map. More
specifically, from the results obtained, it can be concluded
that males believed to a greater extent that they could
handle a paper road map (Table 3).
TABLE III.
MANN-WHITNEY U TEST RANKS FOR THE
STATEMENTS (D-F) BY GENDER

D) Finding the right
way with the help of a
paper road map
E) Check if the person
was online and did not
reply to my message
F) Perceiving happiness
in the environment

106

Mean
Rank
182.38

Sum of
Ranks
19332.50

Gender

N

M
F

211

147.25

31070.50

M

106

133.95

14199.00

F

211

171.58

36204.00

M
F

106
211

175.36
150.78

18588.00
31815.00

A Kruskal-Wallis H test showed that a statistically
significant difference between the different age groups
related to capability of finding the right way with the help
of a paper road map exist (χ2(5) = 42.771, p <0,05). As
expected, the results show that the paper road map could be
used by the respondents in the age group 61 and above and
the respondents in the age group 41-50 (Table 4).

TABLE IV.
KRUSKAL-WALLIS H TEST RANKS FOR
THE STATEMENTS (D-F) BY AGE

36

Mean
Rank
101.90

E) Check if the
person was
online and did
not reply to my
message
Mean
N
Rank
36
178.03

36

Mean
Rank
162.83

53

140.41

53

181.65

53

199.04

31-40

125

152.90

125

155.17

125

161.50

41-50

58

204.14

58

163.08

58

145.28

51-60
61 and
more
Total

29

168.69

29

139.53

29

126.33

16

215.56

16

91.59

16

107.13

D) Finding the
right way with
the help of a
paper road map
Age

N

18-25
26-30

317

317

F) Perceiving
happiness in
the
environment
N

317

Interestingly, according to the Mann-Whitney U test
(U=8.528.000, z=-3.500, p<0,05), there are statistically
significant differences between the gender which points out
that women check more often the "last online" status of
someone to whom they send a message on a mobile phone
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if that person does not respond immediately (Table 3). A
Kruskal-Wallis H test showed that there was a statistically
significant difference between the different age groups
regarding checking when the person was "last online"
(χ2(5) = 15.622, p <0,05). Although it was expected that
respondents in the 18-25 age group would do this most
often, the results show that respondents in the 26-30 age
group most often check the status of the person to whom
they sent the message (Table 4). Respondents over the age
of 61 rarely do so (Table 4). Mann-Whitney U test
(U=9.449.000, z=-2.425, p<0,05) show that statistically
significant difference by gender exist, and men are more
likely to think that people around them are happy and
satisfied. Since the results showed that 47% of the
respondents think that people around them are happy, but
as many as 87.4% think that people are overwhelmed with
the content they show on social media, the question arises
whether people are truly happy, if they constantly want to
present themselves in a better light in virtual environment.
Kruskal-Wallis H test showed that there is a statistically
significant difference between the different age groups in
terms of perceiving happiness (χ2(5) = 23.620, p <0,05),
and age group 26-30 are most likely to think that people
around them are happy (Table 4).
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CONCLUSION

The results of the research suggest that respondents are
partially aware of the extent of the impact of technology
on them and their lives. It is interesting to note that only
24% of the respondents believe that digital technologies
have a significant impact on themselves, but on the other
hand, 52% of the respondents believe that digital
technologies have a significant impact on the people
around them. Insufficient awareness about the impact of
digital technologies on respondents’ lives is also indicated
by contradictory answers (e. g. 42% of respondents believe
that they are addicted to mobile phones and Internet, but
on the other hand 50% of respondents believe that they
could spend 3 days without mobile phones and Internet).
At the same time, addiction to digital technology could be
indicated by the fact that almost 70% of respondents use
mobile devices before going to bed, while 51% of them do
so as soon as they wake up. These findings also indicate
that respondents are not aware of how harmful certain
behaviors could be for them in terms of health and how
much it can actually affect the quality of their life.
Therefore, rising the awareness in regard to minimize
certain behaviors (e. g. using mobile phones before
bedtime) is really necessary. It would be interesting to
explore what people would do before going to bed if they

1660

were banned from using mobile phones. It is important to
point out that digital technology now plays a very
significant role in everyone's life. However, it is
overlooked that there is a lack of educational activities on
digital technology to create public awareness about its
positive and negative effects. Therefore, it is important to
educate the society and emphasize that technology exists
to serve man and not that man would be an unconscious
slave to the opportunities it offers.

[8]

[9]
[10]

[11]
[12]

[13]

[14]
[15]

[16]

R. Salacel, Tiranija izbora. Fraktura, Zaprešić, 2012.
M. Mcluhan, Understanding media, The Extensions of Man.
Routledge & Kegan Paul Ltd, London 1975.
Z. Krajina and T. Perešin, “Digitalne vijesti: Mediji, tehnologija i
društvo,” Društvena istraživanja, vol. 18, No. 6(104), pp. 935-956,
2009.
N. Vejnović, Povijest filozofije. Školska knjiga, Zagreb, 1986.
B. Wood, Human evolution – A very short introduction. Oxford
University Press, Oxford, 2005.
I. Urlić, “Depresija u 21. stoljeću – u povodu obilježavanja
Europskog dana borbe protiv depresije”, MEDIX, Zagreb,
Sarajevo, C.T. - Poslovne informacije, vol. 19, No.106, pp. 174,
2013.
T. Bennett, Media, “reality”, signification, (ed.): M. Gurevitch, T.
Bennett, J. Curran, J. Wollacott, in: Culture, Society and the Media,
London: Methnen & Co., pp. 285 – 306, 1982.; H. Hromadžić,
"Politika, društvo spektakla i medijska konstrukcija realnosti",
Politička misao, vol.50, br. 2, pp. 60-74, 2013.
A. Keen, Kult amatera: Kako blogovi, MySpace, YouTube i ostali
suvremeni mediji koje stvaraju korisnici uništavaju našu
ekonomiju, kulturu i vrijednosti. Fraktura, Zagreb, 2010.
N. Wolf, The beauty myth: How images of beauty are used against
women. New York: Doubleday, 1991.
J. Kilbourne, Can’t buy my love: How advertising changes the way
we think and feel. New York et al: Touchstone., Myers, P. N.,
1999.; Jr. and Biocca, F. A., “The elastic body image: The effect of
television advertising and programming on body image distortions
in young women”, Journal of Communications, vol. 42, No 3, 108133., 1992.
J. Kilbourne, Can’t buy my love: How advertising changes the way
we think and feel. New York et al: Touchstone., Myers, P. N., 1999.
IBM SPSS Statistics 21, 2021. [Online]. Available:
https://www.ibm.com/support/pages/downloading-ibm-spss-statist
ics-21. [Accesed: 25 May 2021].
S. Villani, “Impact of media on children and adolescents: a 10-year
review of the research”, Journal of the American Academy of Child
& Adolescent Psychiatry, vol. 40, No 4, pp.392-401., 2001.
C. Cordes and E. Miller, Fool’s Gold: A Critical Look at Computers
in Childhood. College Park, MD: Alliance for Childhood, 2000.
S. Reddy, “Pediatricians rethink screen time policy for children”,
2015. [Online] Available: https://www.wsj.com/articles/pediatricia
ns-rethink-screen-time-policy-for-children-1444671636. [Accesed:
20 May 2021].
I. Hižar, “Utjecaj mobitela na zdravlje”, 2018. [Online]. Available:
http://www.snz.unizg.hr/utjecaj-mobitela-na-zdravlje. [Accesed:
22 May 2021].

MIPRO 2021/DE-DS

Managing Digital Transformation
in Public Administration
.

Jerko Glavaš*, Ivan Uroda ** and Bruno Mandić*

Faculty of Economics in Osijek, Osijek, Croatia
Faculty of Economics and Business in Rijeka, Rijeka, Croatia
jerko.glavas@efos.hr, ivan.uroda@efri.hr, bruno.mandic@efos.hr
*

**

Abstract - Important strategic area, for every country, is the
functioning of its public administration. Public
administration utilises appropriate results the increased
efficiency and effectiveness in both public sector and private
sector. Managers must organise public administration to
function adequately by training quality people and by
motivating employees so that they do their job well. The
main goal of this paper is to point out the importance of
digital transformation in the public sector. Also through the
analysis of secondary data that have a primary character to
position the Republic of Croatia in relation to the
surrounding countries and the countries of the European
Union. The results of the analysis show that additional efforts
are needed to encourage the process of digital
transformation, acquisition of new skills, knowledge sharing,
business process management and other segments.
Keywords - public administration; public sector; new public
management; digital transformation

I. INTRODUCTION
When it comes to public management, there is a word,
primarily, about the public sector, that is, country, whose
aim is to educate, protect and find right persons for
numerous public jobs. Tasks in public sector can be
perceived from the definition: “Public sector is the
complex system with which realisation of public interest,
fulfilment of public needs and provision of public
services in almost every sphere of contemporary society,
is ensured.” [1] Hence, public sector (public
administration, local and regional self-government, public
services and bodies with delegated public authority) in
most countries is going through continuous changes by
which they are striving to respond to challenges in
economic,
technological,
political
and
societal
environment. Main, thereby imposed, requirements are:
legal certainty and predictability of public sector’s
activities, impartiality and transparency in provision of
services, responsibility for results, professionalism, efficiency
in the utilisation of public revenues and effectiveness in
achieving aims. Tendency and need of public sector is
also primarily digital transformation which works in full
capacity in developed countries and there is the beginning
of this tendency in other countries as well as in Republic
of Croatia. [2]

.
..

themselves and households as well as jobs that are
organised by public administration. Jobs that satisfy
certain collective needs are in it is the jurisdiction of the
country and are called public jobs. Due to the sheer
volume of those jobs their most important specification is
planning. Thus, strategic planning in public administration
represents systematic and continuous decision-making
process about intended future results, how to achieve
them as well as how to measure and assess their success.
[3] Process of strategic planning helps to increase
efficiency and effectives of every organisation. It is the
coordinative instrument to outline the vision and to set
main aims with the purpose of moving towards desired
result. Key role in mentioned processes is the role of
contemporary technologies and everything that digital
transformation implies.
In this paper the authors have set two working
hypotheses:
H1: Process of digital transformation is directly dependent
on capabilities and motivation of managers
H2: Changes in the context of digital transformation
imply additional adjustment, further education
and extra skills
In accordance with listed hypotheses, within this paper,
the authors have set the theoretical framework, have
analysed current tendencies and have conducted the research
based on available secondary data with primary character.
In that regard, “Contemporary administrative organisations
should anticipate aims of administrative activity and ways
of achieving them (TN: those aims). Continuous process
of conscious anticipation, creation of aims and methods
of work, as well as (TN: process of) previous
determination of criteria for control and determination of
results is called planning” [4] From this it can be
concluded that planning requires organisational
competences, that will display results and direct the
organisation toward success.

From their foundation until today, in almost all
countries, there are jobs that are done by individuals

MIPRO 2021/DE-DS

1661

II. PUBLIC MANAGEMENT AND DIGITAL TRANSFORMATION
In today’s times, people have become one of the most
important resources of organisations because without
them organisation would not exist. In order to have
quality and motivated employees, managers are those
who must know to effectively motivate and manage them.
“Management of human potentials is the process of
employing, developing, assessing and rewarding of
employees, along with taking care of working
relationships, health and safety of employees as well as of
questions of equity.” [5] The process of managing human
potentials itself is comprised of whole array of activities
and methods whose task is to work out the most
appropriate solution, that is, strategy for performing
various activities.
According to Lamza-Maronić, Glavaš, Lepešić (2010)
managing human potentials includes several most
important processes, such as [6]:
1) analysis and formation of job
2) staffing and selection of employees
3) education and development of employees
4) performance management
5) wage structure, incentives and benefits
6) working relationships and relationships with employees
In general, management of human potentials is
defined in terms of several factors, and those are:
“optimal utilisation of potentials for services; doing jobs
by delegation of tasks within which potentials will be
optimally utilised; process in which managers direct other
employees’ jobs towards common aims; inclusion of
coordination of human and material potentials in
accordance with objectively set aims; coordination of all
potentials via planning, organisation, management and
control; and aggregation of activities that are undertaken
by one or more persons who are unable to achieve goals
set by administrative body.“ [7]
In the last few decades, the more detailed research
into the concept of new public management assumes the
profound importance. The reason for that is in necessity
to further research fundamental knowledge related to it
and ideas related to its future development. “New public
management is the common name for a series of public
sector reforms, that were carried out during least
twentyish years in most OECD countries, developing
countries and transitional countries.” [8]
In accordance with Ružić, Golubić, Latin (2014) new
public management has the aim to transform rigid,
hierarchical, bureaucratic i.e. traditional model of public
administration into more flexible and more market-oriented
model of public administration. New public management
strives to improve efficiency, of public sector and control
that government has over public, what leads to greater
cost-effectiveness via greater market orientation of public
sector, without negative consequences for other aims or
considerations. To visually present these facts, the authors
of this paper have Figure 1., as shown in the continuation.
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Figure 1. Meaning of new public management

Within Fig. 1., x axis shows size of difference
between public sector and private sector (ranging from
big to small), while y axis shows occurrence of presence
of rules that restrict proceedings (ranging from frequent
to rare). This is also graphical representation of the fact
that, in practice, new public management is founded on
completely opposite principles and values than those that
have characterised traditional public administration.
According to Ružić (2014) process of new public
management consists of:
1) improvements of efficiency and effectiveness in
public sector
2) increases of responsibility of budget entities towards
users, that is, buyers of services and programs
3) increases of benefits along with the decrease of
public expenditures
4) strengthening of management at a national level
along with the increases of responsibility towards users
Societal role and perspective of future development of
new public management mostly depends on societal
development of a country. However, is not known how
and how quick will globalisation, connection of society
and connection of individual functions in the company,
develop and, also, it is not known how quickly will
threats that emerge from exhaustion of non-renewable
energy sources be realised. If those changes will be fast
and unexpected moments more often, management of
public jobs will be looking for new forms and methods.
One of the main actual trends is the digital transformation
that implies total alteration of business operations and
utilisation of contemporary business informatics solutions
as well as information and communication technologies
(abb. ICT) in performing work tasks and acquiring skills.
[9]
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III. IMPACT OF ICT ON TASKS AND SKILLS OF EMPLOYEES –
EMPIRICAL RESEARCH
Based on hypotheses set earlier in this paper and aims
of this paper, the authors have conducted the analysis of
secondary data with primary character with the purpose
of presenting reliable and detailed empirical data on
current state of utilisation of contemporary information
and communication technologies in everyday work and
utilisation of related skills in performing work tasks.
Data utilised in this research and analysis were taken in
the original form, from the report The Digital Cities
Challenge, Designing Digital Transformation Strategies
for EU Cities in the 21st Century. [10] This data refers to
the period from 2018 to 2019 and were analysed in
accordance with hypotheses set in this paper. Also,
obtained results are also related to situation in public
administration that is even less flexible and there is great
resistance towards changes in business processes and
towards introduction of new solutions in regular process of
doing a job.
So, in this research and analysis the authors have
included these 3 categories related to respondents from
the report mentioned above.
• percentage of individuals (C1: PC_IND)
• percentage of individuals who utilise any type of
computer, portable devices or computer equipment
or devices at work (C2: PC_IND_MDW)
• percentage of employed and self-employed who
have utilised the Internet in the previous year
(C3: PC_IND_ILT12_SSF)
Based on set hypotheses and analysis of mentioned
categories of respondents according to taken original data
the authors have selected these 6 variables:
• main work tasks of individuals have changed as a
result of introduction of computer (equipment) or
new software (applications) (V1: I_MDW_JTC)
• individuals had to learn how to utilise new software
(applications) or computer (equipment) at their job
(V2: I_MDW_LRN)
• individuals need additional training in order to cope
with jobs that require them to utilise computer
(equipment) and software (applications) at work
(V3: I_MDW_SKLLO)
• skills of individuals are a good match for tasks
related to utilisation of computer (equipment) and
software (applications) at work (V4: I_MDW_SKLME)
• individuals were capable to cope with more
demanding tasks related to utilisation of computer
(equipment) and software (applications) at work
(V5: I_MDW_SKLHI)
• individuals were involved in selecting, replacing or testing
of computer (equipment) or software (applications)
that they use at work (V6: I_MDW_INV)
After the analysis the authors have obtained results
that are presented in Table 1. So, Table I. is compiled of
percentages that represent percentages that denote overall
impact of ICT on tasks and skills in 3 observed categories
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within EU 28 (all European Union countries except
Sweden) in the year 2018.
TABLE I. PERCENTAGE OF OVERAL IMPACT OF ICT
ON TASKS AND SKILLS IN EU 28 COUNTRIES (2018)
V1

V2

V3

V4

V5

V6

C1

9%

16%

5%

26%

10%

8%

C2

21%

39%

11%

64%

24%

20%

C3

16%

29%

9%

47%

18%

15%

In category of individuals only 9% of individuals'
tasks have changed as the result of using new software
(applications) or new computer (equipment), 16% of
individuals had to learn how to use new software
(applications) or new hardware (equipment), while only
5% of individuals needed additional education. Yet, 26%
of individuals i.e. their skills are good match for tasks
related to utilisation of computer (equipment) and
software (applications) at work. Unlike the data shown for
first considered category, within second category (that is
related to individuals who utilise any type of computer,
portable devices or computer equipment or devices at
work), 64% of individuals i.e. their skills match duties
related to the utilisation of ICT, while 39% of them had
to learn how to utilise new software (applications) or
computer (equipment) for business purposes. Only 11%
of individuals who do utilise ICT i.e. computers
(equipment) at work needed the additional training in
order learn how to use to and to understand it for business
purposes.
Employed and self-employed individuals, who have
utilised Internet in 2017 to 2018 i.e. their skills, have a 47%
match with individual skills that are required to use ICT i.e.
computers (equipment), software (applications), etc.
Table II. is compiled of percentages that represent
percentages that denote average impact of ICT on tasks and
skills in 3 observed categories within EU 28 (all European
Union countries except Sweden) in the year 2018.
TABLE II. PERCENTAGE OF AVERAGE IMPACT OF ICT
ON TASKS AND SKILLS IN EU 28 COUNTRIES (2018)
V1

V2

V3

V4

V5

V6

C1

8.41% 14.93% 4.19% 26.00% 9.15% 8.00%

C2

20.59% 35.33% 10.63% 66.30% 22.41% 18.55%

C3

15.11% 26.48% 7.63% 46.93% 16.37% 14.00%

According to values in Table II., 66.30% of individuals
(on average) in European Union who utilise ICT i.e.
computers (equipment) i.e. their skills match requirements
and tasks of their jobs with standard deviation of 7.74%,
while 35.33% of individuals with standard deviation of
11.88% should learn how to new software (applications)
for the purpose of doing their jobs. By comparing variable
I_MDW_SKLME with PC_IND_MDW and PC_IND_ILT12_SSF
i.e. observed category of individuals, it is necessary to
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emphasise the fact that, on average, 46.93% of employed
and self-employed individuals from EU who have used
Internet from 2017 to 2018 i.e. their skills, match tasks at
their jobs related to ICT i.e. computers (equipment). In
other words, there is the evident difference of 19.73%
regarding the fulfilment of tasks at their jobs between
individuals who use ICT at their jobs and those who use
Internet at their jobs. It is necessary to emphasise that 26.48%
of employed and self-employed individuals from EU,
who have used Internet, need education to use new software
(applications) at their jobs.

Figure 2. Average percentage impact of ICT on tasks and skills in EU (2018)

Comparison of the influence of ICT on tasks and
skills between EU 28, EB 6 (6 Eastern Balkan countries
as well as I & N (Iceland and Norway) is shown in Table
III. below. In that regard, it is necessary to remark that
there is the evident difference of ICT’s influence at work in
favour of 28 EU countries as well as Iceland and Norway.

environment and presumption of establishing of better
standard of all citizens especially in Republic of Croatia.
Over the last few years all countries in European Union
have improved their digital performances. Finland,
Sweden, Netherlands and Denmark have the achieved the
highest grades according to DESI 2019 indicators and are
among world leaders in digitalisation and digital
transformation. Those countries are followed by United
Kingdom, Luxembourg, Ireland, Estonia and Belgium.
Some other countries are, however, sill far away and
European Union as a whole needs additional measures to
compete at the global level.
In accordance with previously mentioned, as well as
with theoretical and empirical analysis in this paper the
authors have reached certain conclusions:
• Digital transformation of public administration may
imply additional education.
• Digital transformation implies transition of consciousness
of individuals, but also of decision makers.
• It is necessary to realise the importance of digital
transformation and the necessity to carry it out at the
level of European Union, and especially at the level
of the Republic of Croatia.
Considering the theoretical and empirical analysis and the
obtained data it can be concluded that both hypotheses set
in the paper are fully confirmed. This paper and analysis
is the starting point for further more extensive research in
the observed area.

TABLE III. COMPARISON OF EU 28, EB 6 AND I & N (2018)
V2

EU 28

C1

20.59% 26.17% 32.50%

C2

35.33% 24.67% 58.00%

C3

10.63% 13.50% 6.50%

C4

66.30% 65.33% 53.00%

C5

22.41% 21.17% 39.50%

C6

18.55%

EB 6

I&N

29.00%

It is also interesting to observe that 65.33% of
individuals in EB 6 countries utilise computer (equipment)
at work, what is almost equal percentage like the
percentage of individuals in EU 28 countries i.e. 66.30%.
So, the difference is little bit less than 1% i.e. 0.97%.
IV. CONCLUSION
Public management is primarily related to public
sector i.e. certain country, whereas its primary goal is the
realisation of various public jobs. In addition, Public jobs
are done at local, regional or national level. Main tasks of
public administration have cumulated during its
development. Public administration represents one of the
strategically important areas, while modernisation and
digital transformation of public administration along with
the provision of quick and reliable public services are
necessary components of stimulating entrepreneurial
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Sažetak - U današnje vrijeme, digitalni marketing je
jedno od rijetkih područja u koje su brojna poduzeća
odlučila uložiti dodatna sredstva. Pogođeni situacijom s
COVID-om, digitalni marketing kao i generalno
digitalizacija brojnih državnih usluga, doživjeli su procvat.
Fokus rada stavljen je na jednom od područja digitalnog
marketinga, točnije marketingu društvenih mreža
(Facebooku i Instagramu). Više nego ikad, društvene mreže
postale su glavni izvor informacija i mjesto gdje se odvija
većina komunikacije čemu je dokaz i pokretanje Facebook
profila pod nazivom koronavirus.hr. Iako mnogi društvene
mreže još uvijek gledaju isključivo kao kanal za druženje i
informiranje, one su s druge strane kompleksno područje
digitalnog marketinga. Cilj rada je ukazati na prednosti
koje digitalno oglašavanje pruža u odnosu na tradicionalno
uz osvrt na vođenje i oglašavanje putem Facebook i
Instagram platforme. Neovisno radi li se o ciljevima poput
povećanja vidljivosti, prodaje, komunikaciji sa zajednicom
ili drugim, osim što ovo područje zahtijeva dobre kreativne,
analitičke i brojne druge vještine, marketinški stručnjaci u
ovom području moraju biti spremani na svakodnevno
usavršavanje i informiranje kako bi pratili trendove i
ostvarivali kontinuirano sve bolje rezultate.
Ključne riječi - digitalni marketing, marketing društvenih
mreža, Facebook, oglašavanje na društvenim mrežama

I.

UVOD

Pandemija koronavirusa nastavlja utjecati i
preoblikovati različite aspekte svakodnevnog života ljudi.
Tijekom zatvaranja došlo je do značajnih povećanja
raznih vrsta digitalnih aktivnosti [2,13,14]. Broj globalnih
korisnika na društvenim mrežama povećao se za više od
13% s gotovo pola milijarde novih korisnika tijekom
2020. godine. Znamo da je broj stanovnika u svijetu 7,83
milijarde, a ukupan broj korisnika se povećao na 4,2
milijarde (slika 1.) što je 53,6% sveukupnog stanovništva
[4]. U prosjeku se više od 1,3 milijuna korisnika
svakodnevno pridruživalo društvenim mrežama, što je
otprilike 15,5 novih korisnika svake sekunde. Broj
globalnih korisnika društvenih mreža povećao se od
siječnja 2016. do danas više nego dvostruko, dok je u
zadnje 3 godine dodano milijardu i više novih korisnika.
Podaci Global Web Indeksa (GWI) pokazuju da se
dnevni prosjek korištenja društvenih mreža povećao za
više od ½ sata u posljednjih 5 godina. Tipičan korisnik
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Slika 1. Digitalni korisnici u svijetu

sada provodi 2 sata i 25 minuta na društvenim mrežama
svaki dan, što čini jedan dan u tjednu.
Mobiteli su danas postali prvi zaslon. GSMA
Intelligence pokazuje kako 2/3 svjetske populacije danas
koristi mobitel i imamo 5,2 milijarde mobilnih korisnika
tj. više od 85% ukupne svjetske populacije u dobi od 13
godina i više. Prema izvještaju GWI-a globalni korisnik
interneta troši 3 sata i 39 minuta koristeći Internet na
svom mobitelu [8].
Hrvatska u siječnju 2021. godine broji 4,09 milijuna
stanovnika, što je smanjenje za 24 tisuće (-0,6%) u
prošloj godini. U istom razdoblju Hrvatska broji 3,27
milijuna korisnika interneta, što je povećanje za 145
tisuća (+4,6%) tijekom 2020. godine, odnosno povećanje
za gotovo 80%. Istovremeno se broj korisnika društvenih
mreža u Hrvatskoj povećao za 130 tisuća (+4,8%)
tijekom prošle godine što iznosi 2,8 milijuna tj. 68,4%
ukupnog stanovništva [3].
Broj mobitela u Hrvatskoj se tijekom prošle godine
smanjio za 36 tisuća (-0,7%) i danas iznosi 4,96 milijuna
što je 121,1% ukupnog stanovništva [4].
Cilj rada je ukazati na važnost digitalnog marketinga,
na načine na koje se on može iskoristiti, na razlike
između digitalnog i tradicionalnog marketinga, te utvrditi
u koje svrhe stručnjaci u području digitalnog marketinga
koriste društvene mreže i definirati strateški pristup
marketingu na društvenim mrežama. U radu su korištene
metode analize, deskripcije i statistička metoda.

1665

II.

DIGITALNI MARKETING

Digitalni marketing podrazumijeva promociju
određenog proizvoda ili usluga uporabom digitalnih
komunikacijskih kanala te prijenos određene poruke do
ciljane publike [12]. Ne može se precizno definirati
digitalni marketing no važno je naglasiti njegov cilj tj.
pronalazak novih korisnika i održavanje kontakta i veze
između korisnika ili kupca te proizvoda/usluga određene
tvrtke. Na taj način omogućava se izgradnja međusobnog
povjerenja, upućuje se korisnika na neki proizvod ili
uslugu te omogućuje unaprjeđenje istog na temelju
korisničkih komentara [9].
Digitalni marketing može se iskoristiti kao:
• Medij koji služi za digitalno oglašavanje
• Komunikacijski medij za davanje direktnog
odgovora klijentima
• Platformu koja omogućuje prodaju
proizvoda/usluga
• Online korisničku službu
• Kanal putem kojeg se izgrađuju i održavaju
kontakti s kupcima
• Kanal distribucije digitalnih proizvoda

Slika 2. Ulaganja u oglašavanje

Digitalni marketing nije više „modni dodatak“
marketinškim aktivnostima već je neophodan za napredak
i proširenje poslovanja. Ako se podcijeni ovaj oblik
marketinga i općenito prezentaciju poslovanja na
internetu gube se velike mogućnosti. Neovisno o tome
sviđalo se to nekome ili ne, gotovo o svim tvrtkama se na
internetu govori – pozitivno ili negativno. Stoga je bolje
uključiti se u digitalni svijet i ispričati svoju priču nego
da ju za nas piše netko drugi.
A. Razlike između digitalnog i tradicionalnog
marketinga
Tradicionalni marketing koristio se nekada, ali i danas.
On je bez obzira na sve veću potrebu za novim oblicima
promocije još uvijek u uporabi. Neki od oblika
tradicionalnog oglašavanja su sljedeći: radio, TV, printani
mediji – magazini, dnevne novine, letci, brošure…;
preporuke, sajmovi, prezentacije, plakati i brojni drugi
oblici.
Ne može se zanemariti u potpunosti oglašavanje
tradicionalnim kanalima koji mogu zasigurno povećati
poslovni uspjeh budući da su oni još uvijek jedan od
iznimno dobrih i popularnih oblika marketinga. Najveći
problem u korištenju tradicionalnog oglašavanja je sama
usmjerenost ka publici. Koristeći oglašavanje putem TVa, radija ili sličnog dobiti ćemo veliku publiku no većina
koja vidi oglas nije zainteresirana za njega – to je ujedno
u 21. stoljeću glavna razlika između ova 2 oblika
marketinga. Današnja publika usmjerenija je ka online
oblicima magazina/novina, blogova i sličnog u odnosu na
tiskana izdanja novina – što je prepoznato od strane
novinskih kuća koje su svoja izdanja omogućila putem
internet portala, članaka na društvenim mrežama, putem
komunikacijskih kanala i svega sličnoga što se moglo
upotrijebiti za slanje informacija u 21. stoljeću. Rezultati
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Slika 3. Usporedba podcasta i radija

tradicionalnog marketinga teško su mjerljivi. Doseg je
ograničen pa zahtjeva velike troškove. Najveći problem
koji se pojavio u ovome obliku oglašavanja je
nemogućnost uspostave interakcije s potencijalnim
korisnicima proizvoda ili usluga.
Brojni su pokazatelji kako se sve više ulaže u
marketing, a taj trend trebao bi se nastaviti u budućnosti.
Osim povećanja ukupnog ulaganja na slici 2 je vidljivo
kako je ulaganje u digitalno oglašavanje iz godine u
godinu sve veće na US tržištu dok je ukupno ulaganje u
tradicionalne kanale sve manji [7].
Ovi podaci nisu neuobičajeni s obzirom da se nove
generacije sve više okreću novim tehnologijama.
Zanimljiva je usporedba podcasta kao novog načina i
radija kao starog načina za prijenos informacija u 2020.
godini (slika 3.) iz koje je jasno vidljivo kako se mlađe
generacije od 18 do 34 godine u USA informiraju putem
podcasta, dok publika 35+ radije bira radio kao izvor
informacija [5].
Uz znatno veće troškove za tradicionalni marketing
(npr.: za reklamiranje na radiju ili televiziji) glavni
nedostatak tradicionalnog marketinga u odnosu na
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digitalni marketing je izostanak mogućnosti usmjeravanja
oglasa ciljanoj publici, što je jedna od glavnih
karakteristika digitalnog marketinga. Digitalni marketing
omogućava puno bolji povrat uloženog u odnosu na
tradicionalni.
U Hrvatskoj digitalni marketing danas živi i prati
svjetski trend. Glavni pokazatelj je korištenje barem
jedne od metrika digitalnog marketinga kojeg koristi oko
85% tvrtki [11].
B. Digitalni marketing na društvenim mrežama
Kao što je u uvodu rečeno, tijekom prošle godine
zabilježen je rast više od 13%. broja globalnih korisnika
društvenih mreža što je vidljivo na slici 4. Popularnost
društvenih mreža znatno je porasla, posebno kod starije
populacije npr.: Facebook je zabilježio povećanje od 25%
u 2020. godini kod korisnika starijih od 65 godina što je
gotovo dvostruko više od prosjeka svih dobnih skupina
kod kojih je zabilježeno povećanje od 13% u prošloj
godini. Jedan od razloga zasigurno je komunikacija s
bližnjima tijekom COVID-19 pandemije, ali i lakše i
jednostavnije informiranje o novostima. Društvene
mreže, osim što omogućuju korisnicima objavljivanje i
dijeljenje sadržaja različitih tipova poput teksta, slika,
videa ili zvuka, odlična su prilika za stručnjake u
području digitalnog marketinga koji putem njih pronalaze
priliku za povećanjem vidljivosti brandova i online
prodaju [4].
U USA je provedeno istraživanje koje je obuhvatilo
274 top tvrtke kako bi se utvrdilo u koje su svrhe koristili
društvene mreža za vrijeme pandemije (slika 5.).
Utvrđeno je kako je čak 84,2% tvrtki tijekom COVID-19
pandemije uložilo sredstva u vidljivost i izgradnju
brenda, 54,3% u zadržavanje postojećih kupaca, 51,1% je
uložilo u privlačenje novih kupaca što je odličan korak u
poslovanju budući da se mnoge tvrtke nisu snašle tijekom
pandemije i jednostavno zaustavile sve svoje aktivnosti
što će zasigurno imati posljedice kad se cijela situacija
smiri [10].
Oglašavanje na društvenim mrežama otvara brojne
mogućnosti poput plasiranja oglasa ciljanoj publici –

Slika 4. Rast globalnih korisnika na društvenim mrežama
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Slika 5. Svrha korištenja društvenih mreža za vrijeme pandemije

odabranoj prema lokaciji, demografskim podacima,
interesima, online aktivnostima i brojnim drugim
atributima. Današnja takozvana generacija Z u koju
spadaju osobe rođene nakon 1996. godine iznimno je
zanimljiva i predstavlja izazov za marketing stručnjake.
Ovu publiku ciljaju brojni brendovi poput online
trgovina, fakulteti, srednje škole, autoškole, ali rijetko tko
se odluči zaviriti i ući u srž njihovih aktivnosti. Buduće
nove generacije vole kupovati izravno putem društvenih
mreža, nije čudno što su posljednjih godina društvene
mreže dodale mogućnost trgovine – Facebook je razvio
Marketplace, Instagram dodao Shop karticu u izborniku,
a ostale društvene mreže poput Snapchata i Twitera
implementirale su opciju za oglašavanje proizvoda i
direktno plaćanje.
Informacije o širenju pandemije nisu zaobišle ni
društvene mreže, a prve reakcije brendova i javnih osoba
pokazale su način na koji se nose s nečim novim. Neki su
komunikaciju oko COVID-a započeli šalama, dok u
konačnici nisu shvatili ozbiljnost situacije, drugi su od
početka bili oprezni i puštali objave/oglase u skladu s
trenutnom situacijom, dok su treći jednostavno pokušali
ignorirati da se nešto neobično i drugačije događa oko
njih. Kako bi razumjeli i uspjeli doprijeti do svoje publike
jedna od strategija je bila uložiti dodatne resurse u
testiranja putem objava i oglasa.
Osim testiranja postojećih kanala dobra strategija bila
je uložiti u nove kanale i tipove objava. Tako se tijekom
pandemije točnije 5. listopada 2020. godine
na
Instagramu pojavio novi tip objava - Instagram Reels.
Novi način za prezentaciju priče kroz kratki video format
postao je iznimno zanimljiv način komunikacije, a do
danas ga brojni brendovi još uvijek nisu testirali. Osim
što je vizualno privlačniji od fotografije, u praksi se
pokazalo kako Reels sadržaj ostvaruje znatno bolji doseg
i angažman od strane korisnika u odnosu na Instagram
Story format objava. Za novitetima tijekom COVID-a ne
zaostaju niti drugi brendovi, tako je Facebook razvio
digital gift card, Tik Tok je pustio TikTok For Business.
Možemo slobodno reći da je 2020. godina bila za
marketing stručnjake vrlo izazovna. Brojni brendovi su
na samom početku COVID-a razmišljali odustati od
ulaganja u marketing općenito što je za druge
predstavljalo priliku za još veći angažman putem
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društvenih mreža i privlačenje publike konkurencije.
Istraživanjem koje je proveo CMO Survey utvrđeno je
kako se potrošnja budžeta na društvenim mrežama
povećala s 13,3% u veljači 2020. na 23,2% u lipnju
2020., što je porast od 74%. Također, istraživanje je
pokazalo kako je 60,8% ispitanika navelo da
preusmjeravaju resurse na izgradnju digitalnih sučelja
okrenutih prema kupcima i 56,2% planira transformirati
svoje poslovne modele koji idu na tržište kako bi se
usredotočili na digitalne mogućnosti. Ovo nam je jasni
pokazatelj kako će društvene mreže i dalje igrati važnu
ulogu u izgradnji vidljivosti brendova i ostvarivanju
prodaje [1].
Tijekom pandemije bilo je iznimno bitno imati
kvalitetne osobe na poziciji voditelja marketinga i Social
Media Managera budući da su upravo te pozicija
obuhvaćale široki spektar potrebnih vještina poput
copywritinga, vještina u grafičkom dizajnu, video
produkciji, komunikaciji s kupcima te su one utjecale na
to kako će određeni brendovi napredovati na društvenim
mrežama, odnosno hoće li proračun uložen u marketing
na društvenim mrežama biti opravdan.
Tijekom posljednjih godina brojna poduzeća su
odlučila marketing aktivnosti odrađivati u suradnji s
agencijama za digitalni marketing. Rezultati istraživanja
CMO Survey iz veljače 2020. pokazuju da 24,1%
aktivnosti društvenih mreža tvrtki sada obavljaju vanjske
agencije - što je porast za 17,4% u odnosu na 2014.
godinu [1].
Kako je COVID-19 potaknuo korisnike da više
vremena provode online, društvene mreže su postale još
važnija poveznica između brendova i krajnjih korisnika, a
kako se situacija smiruje brojni brendovi su upravo sada
odlučili uložiti dodatna sredstva u promociju putem
Facebooka, Instagrama, Tik Toka i drugih platformi
ovisno o njihovoj publici.
U doba COVID-19 Vlada RH pokrenula je novi
službeni Facebook profil koronavirus.hr što je pokazatelj
kako su prepoznali potencijal društvenih mreža kao
odličan način pružanja aktualnih informacija oko
pandemije, ali i kao platformu za komunikaciju s
građanima Republike Hrvatske i sa strancima. Službeni
profil je pokrenut u ožujku 2020. godine i do danas je
prikupio više od 30 tisuća lajkova što je pokazatelj kako
Hrvati podržavaju ovaj tip komunikacije s Vladom RH.
Osim što svakodnevno dobivamo nove informacije putem
tekstualnih objava i vizualnih, Facebook je Vladi odlično
poslužio i kao platforma za Real-time prijenos
konferencija za medije. Osim na Facebooku Vlada je
aktivna i na drugim društvenim mrežama. Na Instagramu
ima 24,6 tisuća pratitelja, na Twitteru 181,1 tisuća
pratitelja, YouTube 3,68 tisuća pratitelja i Flickr 202
pratitelja. Važno je naglasiti kako su sadržaji prilagođeni
društvenim mrežama što znači da su prisutni različiti
tipovi objava, vrsta informacija, stilova pisanja i ostalog
što doprinosi kvaliteti profila [6].
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Slika 6. Preklapanje korisnika na društvenim mrežama

C. Strateški pristup marketingu na društvenim mrežama
Dubinska analiza GWI-a (slika 6.) pokazuje da danas
98% korisnika bilo koje platforme društvenih mreža
koristi barem još 1 društvenu mrežu. Na primjer 85%
korisnika Tik Toka u dobi od 16-64 godine koriste
Facebook, 95% korisnika Instagrama koristi YouTube.
Ključno je da robne marke ne trebaju biti aktivne na
svakoj pojedinoj platformi. Podaci pokazuju da prisutnost
na samo 1 ili 2 veće platforme omogućuju pristup gotovo
svim svjetskim korisnicima društvenih mreža. Najmanje
6 platformi sada ima više od milijardu aktivnih korisnika
na mjesec, dok najmanje 17 ima više od 300 milijuna
aktivnih korisnika. To znači da bi se trgovci trebali
usredotočiti isključivo na ove veće platforme (Facebook,
YouTube, Instagram) [4].
III.

ZAKLJUČAK

Globalni korisnik svih uređaja provede gotovo 7 sati
dnevno na internetu i tipičan korisnik interneta je
provedeno vrijeme uvećao za 16 minuta svaki treći dan u
2020. godini u odnosu na 2019. godinu i tako ostvario
međugodišnji porast od 4%. Povećala su se ulaganja u
digitalni marketing, a smanjila u tradicionalni marketing.
Bilježi se rast broja globalnih korisnika na društvenim
mrežama za 13,2% što je znatno povećalo popularnost
društvenih mreža pogotovo kod starije populacije. U
pandemiji tvrtke najviše ulažu na vidljivost i izgradnju
brenda na društvenim mrežama, na zadržavanje
postojećih korisnika i privlačenju novih. Društvene mreže
se nadograđuju dodavanjem mogućnosti trgovine, ulaže
se u nove kanale i tipove objava, postaju sve važnije u
izgradnji vidljivosti brendova i ostvarivanju prodaje.
Tvrtkama je bitno imati kvalitetne voditelje marketinga
što ističe potrebu njihovog redovitog usavršavanja.
Društvene mreže postaju sve važnija poveznica između
brendova i korisnika. Današnji globalni korisnici koriste
barem 2 društvene mreže. Robne strategije pristupa
marketingu na društvenim mrežama ističu nepotrebnost
aktivne prisutnosti robnih marki na svim društvenim
mrežama jer prisutnost na 1 ili 2 veće platforme
društvenih mreža omogućuje pristup gotovo svim
svjetskim korisnicima društvenih mreža.
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Uloga e-održavanja u poslovanju poduzeća
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Sažetak - Uvođenjem e-održavanja funkcija održavanja
osnovnih sredstava poduzeća pretvara se iz troškovnog u
investicijski centar, a u poduzećima koja se bave
proizvodnjom opreme u sve značajniji poslijeprodajni
profitni centar. U radu su analizirane osnovne pretpostavke
za takvu promjenu poslovnog modela poduzeća – izgradnja
informacijske i komunikacijske infrastrukture e-održavanja
te integracija sustava e-održavanja sa sustavima eproizvodnje i e-poslovanja.
Ključne riječi - e-održavanje, održavanje po stanju, CBM,
centri odgovornosti, ERP

I.

UVOD

Termin e-maintenance, koji se može prevesti kao eodržavanje [1], pojavio se početkom dvadesetog stoljeća
u stručnim i znanstvenim radovima koji su se bavili
primjenom informacijskih i komunikacijskih tehnologija
na području održavanja, reduciranjem gubitaka zbog
prekida proizvodnje izazvanih kvarovima opreme te
povećanjem konkurentnosti poduzeća na temelju rasta
produktivnosti, učinkovitosti i kvalitete održavanja [2].
U znanstvenoj i stručnoj literaturi koriste se različite
definicije e-održavanja (engl. e-maintenance), ovisno o
pristupu autora razvoju sustava održavanja kao
podsustava e-proizvodnje i e-poslovanja koji realizira
određenu koncepciju i strategiju održavanja. Koncepcija
održavanja utvrđuje se ovisno o utjecaju održavanja na
proces proizvodnje i poslovanje poduzeća. U skladu s
tim, koncepcija održavanja može biti usredotočena na
pouzdanost, produktivnost (maksimalnu učinkovitost
strojeva i druge opreme za proizvodnju) ili kvalitetu
procesa održavanja i svih njegovih komponenata.
U ovom radu e-održavanje definira se kao sustav
koji obuhvaća informacijsku i komunikacijsku
infrastrukturu te modele, metode i metodologije za
kontinuirano
poboljšavanje
performansi
procesa
održavanja i održavanih sustava (objekata održavanja). Eodržavanje je informacijski sustav održavanja po stanju
(engl. Condition-Based Maintenance, CBM) koji djeluje
u stvarnom vremenu i koristi široku paletu aplikativnih
programa i holističke procese planiranja koji omogućuju
integraciju tehničkih i poslovnih sustava. Sustav eodržavanja može podržavati i druge strategije održavanja
kao što su korektivno održavanje, plansko preventivno
održavanje ili održavanje usredotočeno na pouzdanost ili
održavanje potpune kvalitete. Međutim, sustav koji ne
podržava CBM ne smatra se sustavom e-održavanja [1].
U ovom radu analizira se uloga e-održavanja u
poslovanju poduzeća polazeći od mjesta održavanja u
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lancu vrijednosti poduzeća i njegovog utjecaja na
profitabilnost poslovanja poduzeća i kvalitetu proizvoda
(poglavlje II). Funkcija održavanja promatra se kao
centar odgovornosti koji djeluje kao troškovni, prihodni
ili profitni centar. Uspostavljanjem sustava e-održavanja
funkcija održavanja postaje investicijski centar jer može
kontinuirano smanjivati udio troškova održavanja u cijeni
proizvoda i usluga zahvaljujući praćenju stanja objekata
održavanja u stvarnom vremenu i pravovremenom
poduzimanju
preventivnih
akcija
na
temelju
dijagnosticiranja i prognoziranja kvarova i zatajenja te
sprječavanja neplaniranih prekida procesa proizvodnje i
drugih nesukladnosti. Uvođenjem e-održavanja mijenja
se, dakle, poslovni model funkcije održavanja iz
troškovnog u investicijski ili profitni centar koji podržava
rast profitabilnosti poslovanja poduzeća stvaranjem nove
dodane vrijednosti. Tom investicijom mijenjaju se
tehnološka osnovica, organizacija i metode održavanja te
uspostavlja efikasnije upravljanje znanjem o procesima i
objektima održavanja [1].
U poglavlju III je opisano djelovanje sustava eodržavanja i njegov utjecaj na poslovanje poduzeća. eodržavanje je nova paradigma održavanja i koncept
razvoja poslovnih procesa e-održavanja, organizacije eodržavanja, usluga te podatkovne arhitekture i IT
infrastrukture e-održavanja [3]. U radu su opisane:
- osnovne funkcije e-održavanja (v. III.A),
- arhitektura sustava e-održavanja (v. III.B) i
- arhitektura sustava e-održavanja u računalnom
oblaku (v. III.C).
e-održavanje se razvija kao potpora različitim
koncepcijama, strategijama i aktivnostima održavanja te
upravljanja dokumentacijom održavanja [4] u skladu sa
standardima HR EN 13306:2017 [5], ISO 13374-2:2007
[6] i ISO 17359:2001 [7].
Integracijom sustava e-održavanja sa sustavima eproizvodnje i e-poslovanja stvara se jedinstvena IT
infrastruktura poduzeća koja podržava stalni rast
profitabilnosti poslovanja poduzeća kroz bolje upravljanje
resursima i učinkovito ostvarivanje ciljeva proizvodnje
izvedenih iz ciljeva poslovanja poduzeća (v. III.D). Pri
tom treba naglasiti da se koncept e-održavanja razlikuje
od koncepta integracije upravljanja održavanjem u sustav
upravljanja resursima poduzeća (engl. Enterprise
Resource Planning, ERP) u kojem se održavanje još
uvijek promatra kao troškovni centar proizvodnje. U
skladu s tim je naglašeno kako je zadaća održavanja kao
investicijskog centra kontinuirano poboljšavanje procesa
održavanja, tako što svaka inovacija donosi novu dodanu
vrijednost u lancu vrijednosti poduzeća i povećava
profitabilnost poslovanja (v. III.E).
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A. Mjesto održavanja u lancu vrijednosti poduzeća
Održavanje (engl. maintenance) je proces koji
izravno utječe na kontinuitet proizvodnje i poslovanja
poduzeća. Kao poslovna funkcija i organizacijska
jedinica poduzeća (sektor ili služba) održavanje je centar
odgovornosti (engl. responsibility center) za troškove i
prihode, ovisno o njegovom mjestu u lancu vrijednosti
poduzeća (engl. value chain) – v. sliku 1.
Osnovna pretpostavka za kontinuitet proizvodnje i
poslovanja je da su strojevi i druga tehnička sredstva za
proizvodnju operativna. Njihov kvar (engl. fault)
uzrokuje prekid proizvodnje ili smanjenje kapaciteta
proizvodnje što ima za posljedicu gubitak prihoda i dobiti.
Zbog toga se održavanje organizira kao poslovna funkcija
koja treba osigurati što dulje vrijeme ispravnog rada
opreme za proizvodnju. Služba održavanja organizira
akcije korektivnog i preventivnog održavanja, tako da
bude raspoloživost proizvodnih kapaciteta što veća.
Ključni indikatori uspješnosti poslovanja (engl. key
performance indicator, KPI) funkcije održavanja u
industrijskom poduzeću su pouzdanost i raspoloživost
objekata održavanja te troškovi njihovog održavanja.
Funkcija održavanja organizira se kao troškovni centar
(engl. cost center), jer održavanje angažira značajne
resurse poduzeća, a troškovi održavanja i gubici zbog
prekida proizvodnje i poslovanja izravno utječu na
profitabilnost poslovanja poduzeća.
Profitabilnost poslovanja povećava se smanjenjem
troškova održavanja:
-

izmještanjem službe održavanja (korištenjem
vanjskih usluga održavanja proizvođača opreme i
njegovih ovlaštenih servisa) ili

-

pretvorbom funkcije održavanja iz troškovnog
centra u investicijski centar (engl. investment
center).

Održavanje proizvoda u garantnom periodu organizira se
kao troškovni centar proizvodnje, a obavljanje usluga
održavanja kao prihodni centar (engl. revenue center) ili
profitni centar (engl. profit center) – v. sliku 1. Indikatori
uspješnosti poslovanja ovih centara odgovornosti su
ostvareni prihod, odnosno ostvarena dobit.
B. Pretvorba održavanja u investicijski i profitni centar
Funkcija održavanja je kao investicijski centar
odgovorna za investicijska ulaganja u poboljšavanje
performansi procesa održavanja kojima se:
- smanjuju troškovi održavanja,
- smanjuju gubici zbog kvarova i zatajenja,

povećavaju prihodi zbog bolje iskorištenosti
proizvodnih kapaciteta i veće učinkovitosti
objekata održavanja (bez promjene njihovog
dizajna koji je intelektualno vlasništvo
proizvođača opreme).
Uvođenjem e-održavanja funkcija održavanja postaje
investicijski centar. To je investicija u proces održavanja
kojom se uvode sljedeća poboljšanja:
- detektiranje stanja objekata održavanja u
stvarnom vremenu,
- primjena učinkovitih postupaka i sustava za
dijagnostiku i prognostiku, analizu kvarova i
zatajenja te analizu pouzdanosti i raspoloživosti
objekata održavanja,
- preveniranje kvarova i zatajenja,
- povećanje djelotvornosti službe održavanja te
- korištenje simulacija, optimizacija i ekspertnih
sustava za povećanje djelotvornosti i
učinkovitosti menadžmenta održavanja.
Proizvođači opreme pretvaraju organizaciju usluga
održavanja opreme iz prihodnog centra postprodaje u
učinkovit profitni centar korištenjem e-održavanja (na
primjer, e-održavanje Cannonovih printera [8]).
Održavatelji, kojima je osnovna djelatnost pružanje
usluga održavanja opreme, mogu primjenom eodržavanja unaprijediti profitabilnost svog poslovanja i
organizirati profitne i investicijske centre po korisnicima
usluga ili po vrsti opreme ne zadirući u prava
intelektualnog vlasništva proizvođača opreme.
-

E-poslovanje

E-proizvodnja

UPRAVLJANJE
SREDSTVIMA

POTPORA
ODLUČIVANJU
(AG)

PROGNOSTIKA
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DIJAGNOSTIKA
(PA)

DETEKTIRANJE
STANJA (SD)

OPTIMIZACIJE

ODRŽAVANJE KAO CENTAR ODGOVORNOSTI

SIMULACIJE

II.

OBRADA
PODATAKA (DM)

PRIKUPLJANJE
PODATAKA (DA)
DOBAVLJAČI

Nabava

Održavanje

Proizvodnja

Prodaja

Održavanje
u
garantnom
periodu

Usluge
održavanja

KUPCI

SENZORI

Slika 1. Mjesto održavanja u lancu vrijednosti industrijskog
poduzeća
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MOBILNI UREĐAJI

Slika 2. Sustav e-održavanja
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III.

DJELOVANJE SUSTAVA E-ODRŽAVANJA

A. Funkcije e-održavanja
e-održavanje je informacijski sustav koji podržava
održavanje po stanju (engl. Condition-Based
Maintenance) i na njemu zasnovano
planiranje,
izvođenje, kontrolu i analizu provedbe korektivnih i
preventivnih akcija održavanja (e-operacije), što uključuje
i planiranje potrebnih resursa, sve to uz minimalan utjecaj
akcija održavanja na kontinuitet proizvodnje i poslovanja
zahvaljujući povezivanju sustava e-održavanja sa
sustavima e-proizvodnje i e-poslovanja.
Osnovne funkcije e-održavanja su (slika 2) [2][6]:
-

prikupljanje podataka o stanju objekata
održavanja i njihovog utjecaja na okoliš (DA Data Acquisition),
- obrada prikupljenih podataka (DM - Data
Manipulation),
- detektiranje stanja objekata održavanja (SD –
State Detection),
- dijagnostika stanja objekta održavanja (HA –
Health Assessment),
- prognoza stanja objekata održavanja (PA Prognostic Assessment) i
- potpora odlučivanju (AG – Advisory
Generation).
Ove funkcije realiziraju istoimeni funkcionalni
blokovi u skladu sa specifikacijama CBM sustava
utvrđenim u standardu ISO 13374 -2 [6].
B. Arhitektura sustava e-održavanja
Sustav e-održavanja ima šest funkcionalnih blokova
(podsustava) koji su povezani kao na slici 2 [3]. Sučelja
među blokovima određuje standard ISO 13374 -2 [6][7].
Podsustav za prikupljanje podataka DA realizira se
kao mreža senzora i mobilnih uređaja za prikupljanje
podataka o objektima održavanja i njihovoj lokaciji, stanju
objekata održavanja, stanju u njihovoj radnoj okolini i
aktivnostima korektivnog i preventivnog održavanja.
Analogni i digitalni podaci prikupljeni u stvarnom
vremenu te podaci ručno unijeti preko mobilnih uređaja
spremaju se u bazu podataka sustava e-održavanja.
Analogni podaci se digitaliziraju prije spremanja u bazu.
Svim prikupljenim podacima dodaje se vrijeme i indikator
kvalitete Prikupljeni podaci se kaskadiraju i šalju u
podsustav za obradu DM. Uspostavljanje podsustava
prikupljanja podataka je ključni faktor uspjeha eodržavanja [9].
Podsustav za obradu DM obrađuje prikupljene
podatke po objektima održavanja i redoslijedu pristizanja,
te izlučuje i selektira deskriptore za proces nadzora i
dijagnostike. Podsustav DM šalje kaskadirane podatke u
podsustav za detektiranje stanja operativnosti objekata
održavanja SD.
Podsustav za detektiranje stanja SD na temelju
sadašnjih i povijesnih kaskadiranih podataka utvrđuje
stanje funkcija objekta održavanja te po potrebi generira
alarm. Kaskadirani sadašnji i povijesni podaci dalje se
obrađuju u podsustavu za dijagnostiku HA.
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Podsustav za dijagnostiku HA utvrđuje stanje
operativnosti objekta održavanja i dijagnosticira kvar
(engl. fault) kao stanje neoperativnosti, odnosno
prepoznaje zatajenje (engl. failure) kao odstupanje
funkcije objekta održavanja koje je veće od dopuštenog.
Na temelju dijagnosticiranog stanja neoperativnosti sustav
HA utvrđuje korektivne akcije za otklanjanje zatajenja,
odnosno kvara, stupanj hitnosti njihove provedbe i
preporuke za operativno planiranje održavanja.
Podsustav za prognostiku PA prognozira buduće
stanje operativnog objekta održavanja, procjenjuje
preostalo pogonsko vrijeme i prognozira vrijeme zatajenja
i pojave kritičnog kvara (kvara zbog kojeg mogu biti
ugroženi okoliš i sigurnost ljudi i imovine) te određuje
stupanj hitnosti preporučenih korektivnih i preventivnih
akcija s neophodnim obrazloženjem.
Podsustav potpore odlučivanju AG integrira
informacije iz ostalih modula i korištenjem postupaka
simulacije i metoda optimizacije utvrđuje operacije koje
treba provesti, uvažavajući vanjska ograničenja kao što su
raspoloživost resursa i plan proizvodnje. Izbor optimalnih
operacija i njihov redoslijed temelji se na unaprijed
utvrđenim scenarijima koji se kontinuirano poboljšavaju.
Ovaj sustav održava komunikaciju s osobljem održavanja
na terenu koje izvršava radne naloge operativnog
menadžmenta održavanja.
Podsustavi DM, SD, HM i PA koriste duboko učenje
(engl. Deep Learning) kao osnovni alat umjetne
inteligencije (engl. Artificial Inetelligence) za razvoj i
stalno poboljšavanje modela pouzdanosti i održavanja na
temelju kojih se u podsustavu odlučivanja AG oblikuju
strategija održavanja, planovi korektivnog i preventivnog
održavanja te potrebna poboljšanja procesa održavanja.
Korištenjem podsustava AG prati se provedba operacija,
planova i strategije održavanja te efekti ulaganja u
poboljšanje procesa održavanja i indikatori uspješnosti
funkcije održavanja.
C. E-održavanje u računalnom oblaku
Veliki korisnici kao što je željeznica razvijaju sustav
e-održavanja u (privatnom) računalnom oblaku ([10][12]). Razvoj vlastitog sustava e-održavanja je skup
investicijski pothvat za male i srednje tvrtke, tako da je
realno očekivati razvoj sustava e-održavanja u javnom
računalnom oblaku i korištenje njihovih usluga. Sustav eodržavanja u računalnom oblaku ima četiri sloja usluga:
- Aplikacije e-održavanja (SaaS – Software as a
Service),
- Platforme (PaaS – Platform as a Service),
- Infrastruktura (IaaS – Infrastructure as a
Service) i
- Korisnički sloj MBaaS (engl. MBaaS - Mobile
Backend as a Service).
Aplikacijski sloj e-održavanja u računalnom oblaku
(engl. e-maintence cloud) treba prema ISO 13374-2, imati
šest funkcionalnih blokova ili podsustava (slika 2):
- Razina 6 - AG Potpora odlučivanju
- Razina 5 - PA Prognostika
- Razina 4 - HA Dijagnostika
- Razina 3 - SD Detektiranje stanja
- Razina 2 - DM Obrada podataka
- Razina 1 - DA Prikupljanje podataka.
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Korisnički sloj MBaaS obuhvaća Web pretraživače i
programsku podršku za dlanovnike, tablete, prijenosna i
ručna računala, RFID čitače, emulatore terminala,
mobilne aplikacije i druge usluge potrebne za
komunikaciju korisnika s njegovim sustavom eodržavanja u računalnom oblaku.
Pružatelji usluga u računalnom oblaku omogućuju
korištenje različitih operacijskih sustava, okruženje za
razvoj i dogradnju aplikacijskog sustava, web servere i
okruženje za openWeb i druge aplikacije e-održavanja
(sloj PaaS), te korištenje servera, diskova i mrežnu
opremu za pogon aplikacija e-održavanja (sloj IaaS).
Korištenje usluga u javnom računalnom oblaku mogu se
smanjiti troškovi razvoja i pogona sustava e-održavanja,
što je prilika za mala i srednja poduzeća.
D. Integracija sustava e-održavanja, e-proizvodnje i eposlovanja
Sustav e-proizvodnje razvija se kao podrška
upravljanju proizvodnjom bez neplaniranih zastoja, što
uključuje i prekide proizvodnje zbog kvarova i zatajenja
ili preventivnog održavanja strojeva i drugih tehničkih
sredstava u procesu proizvodnje. U skladu s tim se sustav
e-održavanja razvija kao podsustav sustava e-proizvodnje
koji je integriran sa sustavom e-poslovanja koji treba
omogućiti zadovoljavanje rastuće potražnje proizvoda
kroz sustave upravljanja opskrbnim lancem (engl. Supply
Management System, SCM), upravljanja resursima
poduzeća (engl. Enterprise Resource Planning, ERP) i
upravljanja odnosima s kupcima (engl. Customer
Relationship Management) [13]. Koncept sustava eodržavanja podržava koncept upravljanja poduzećima
četvrte industrijske revolucije (engl. Industry 4.0) [14].
Štoviše, e-održavanje je pretpostavka za razvoj modernih
industrijskih poduzeća.
U poduzećima sa zastarjelom tehnologijom
korištenjem IKT infrastrukture e-održavanja može se
uspostaviti sustav nadzora proizvodnje u stvarnom
vremenu kojim se osigurava specificirana kvaliteta
proizvoda i ostvarivanje plana proizvodnje bez
neplaniranih prekida proizvodnje izazvanih kvarovima i
zatajenjima opreme koja je objekt održavanja.
E. Utjecaj inovacija e-održavanja na poslovanje
e-održavanje uključuje resurse, usluge i menadžment
za realizaciju proaktivnih odluka [15]. Ključno pitanje
upravljanja razvojem održavanja je kako implementirati
napredne informacijske i komunikacijske tehnologije u
proces održavanja i postojeću infrastrukturu proizvodnje i
poslovanja, koje uštede donosi e-održavanje i uz koja
investicijska ulaganja [16].
Za svaku inovaciju procesa održavanja treba provesti
analizu troškova i dobrobiti (engl. cost-benefit analysis,
CBA) ne samo sa stanovišta funkcije održavanja, već i sa
stanovišta utjecaja tih inovacija na proizvodnju i
poslovanje poduzeća. Analize postojećeg (AsIs) i
budućeg stanje (ToBe) i jaza između njih (engl. Gap
Analysis) te upravljanje promjenama (engl. Change
Management) neophodni su za uspješno uvođenje i
korištenje novih usluga održavanja.
Svaka inovacija treba rezultirati određenim opipljivim
i neopipljivim vrijednostima. Opipljive vrijednosti
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(engl. tangible values) su povećanje učinkovitosti i
djelotvornosti održavanja i proizvodnje. Neopipljive
vrijednosti (engl. intangible values) mogu biti
zadovoljstvo korisnika, kvaliteta informacija, ugled i
poštovanje pravne i tehničke legislative [16].
Indikatori uspješnosti poslovanja funkcije održavanja
kao investicijskog centra su pouzdanost i raspoloživost
objekata održavanja, troškovi održavanja i povrat
ulaganja iskazan s internom stopom rentabilnosti
projekata poboljšanja održavanja (engl. return on
investment, ROI). Pri tom pouzdanost strojeva i drugih
tehničkih sredstava za proizvodnju treba promatrati kao
pokazatelj trajnosti njihove kvalitete i održavanja
kvalitete proizvoda u specificiranim granicama.
Povećanje njihove operativne raspoloživosti pak treba
vrednovati na temelju efekata boljeg iskorištavanja
njihove učinkovitosti i djelotvornosti. Uspješnost
poslovanja funkcije održavanja može se opisati s 134
ključnih indikatora [17].
IV. ZAKLJUČAK
Funkcija održavanja uspostavlja se kao troškovni
centar proizvodnje zbog visokog udjela indirektnih
troškova održavanja u cijeni proizvoda i gubitaka
izazvanih prekidima proizvodnje i slabije kvalitete
proizvoda, koji nastaju zbog kvarova i zatajenja strojeva i
druge proizvodne opreme. U poduzećima za proizvodnju
opreme održavanje u garantnom periodu može se također
organizirati kao troškovni centar proizvodnje, dok
održavatelji opreme usluge održavanja organiziraju kao
prihodni ili profitni centar. Tek uvođenjem e-održavanja
funkcija održavanja može postati investicijski centar čija
je glavna zadaća inoviranje procesa održavanja te
povećanje pouzdanosti i raspoloživosti proizvodnih
sredstava. Uvođenjem e-održavanja povećava se
profitabilnost poslovanja poduzeća i smanjuje udio
troškova održavanja u cijeni proizvoda sprječavanjem
neplaniranih prekida proizvodnje i narušavanja kvalitete
proizvoda praćenjem stanja objekata održavanja u
realnom vremenu, detekcijom i prognoziranjem njihovih
zatajenja te provedbom preventivnih akcija uz minimalno
trajanje prekida proizvodnje.
e-održavanje je koncept, razvojni okvir i nova
paradigma održavanja koja omogućuje kontinuirano
poboljšavanje performansi procesa održavanja i objekata
održavanja. Razvija se kao informacijski sustav
održavanja koji djeluje u stvarnom vremenu, samostalno
ili kao podsustav e-proizvodnje. S podsustavom eposlovanja može se integrirati izravno ili preko sustava eproizvodnje, ovisno o strategiji razvoja IT infrastrukture i
integriranog informacijskog sustava. Mala i srednja
poduzeća mogu se osloniti na sustave e-održavanja u
računalnom oblaku proizvođača opreme ili na usluge
javnog računalnog oblaka.
Uvođenjem e-održavanja mijenja se poslovni model
funkcije održavanja koja postaje investicijski centar koji je
odgovoran (i nadležan) za kontinuirano poboljšavanje
procesa održavanja i rentabilnost investicija kojima se
povećava pouzdanost i raspoloživost objekata održavanja
uz istovremeno smanjivanje udjela troškova održavanja u
cijeni proizvoda.
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Sažetak - Proces komercijalizacije novih tehnoloških
rješenja predstavlja izazov svim organizacijama koje
provode aktivnosti istraživanja i razvoja. Komercijalizacija
rezultata procesa istraživanja i razvoja kompleksan je i
višefazan proces, a sam proces komercijalizacije potrebno je
unaprijediti temeljem akumuliranog znanja i temeljem
mogućnosti koje pruža digitalna ekonomija. Razvoj
digitalne ekonomije utječe na sve institucije, organizacije,
gospodarske sektore i grane, dok digitalizacija i digitalna
transformacija postaju sveprisutni i nužni čimbenici
tehnološkog razvoja. U ovom radu analiziran je i prikazan
utjecaj digitalizacije na proces komercijalizacije rezultata
procesa istraživanja i razvoja s posebnim osvrtom na
farmaceutsku industriju.
Ključne riječi – komercijalizacija; istraživanje i razvoj;
tehnologija; digitalizacija

I.

UVOD

Digitalizacija danas predstavlja jedan od trendova koji
dugoročno mijenjaju kako društvo tako i načine
poslovanja. Digitalizacija direktno utječe na načine i
oblike komunikacije kao i na proizvodne procese [1].
Proces digitalizacije, odnosno proces digitalne
transformacije, odnosi se na promjene povezane s
primjenom digitalnih tehnologija u svim aspektima
ljudskog djelovanja [2]. Digitalizacija spaja velik broj
različitih tehnologija te dovodi do međusobne
isprepletenosti fizičkih proizvoda, digitalnih usluga i
bioloških aspekata [3].
Unatoč važnosti utjecaja digitalizacije, još uvijek ne
postoji značajan broj znanstvenih istraživanja na temu
digitalizacije u procesu komercijalizacije rezultata procesa
istraživanja i razvoja obzirom da je većina dostupne
literature u obliku različitih izvještaja i stručnih radova
pripremljenih od strane stručnjaka iz područja fokusirana
na digitalnu transformaciju te uglavnom temeljena na
njihovim praktičnim iskustvima i subjektivnim
mišljenjima [4]. Dostupna i relevantna znanstvena
istraživanja na temu digitalizacije u procesu
komercijalizacije rezultata procesa istraživanja i razvoja
uglavnom su fokusirana na digitalne tehnologije, njihov
poslovni model, poslovanje općenito i korisničko iskustvo
[5].
Nastavno na relativno malen broj provedenih
znanstvenih istraživanja u području digitalizacije u
procesu komercijalizacije rezultata procesa istraživanja i
razvoja, cilj ovog rada je istražiti na koji način
digitalizacija utječe na proces komercijalizacije
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visokotehnoloških rješenja u području farmaceutske
industrije te pružiti dodatan teorijski doprinos postojećoj
razini znanja.
Analiza
utjecaja
digitalizacije
na
proces
komercijalizacije u području farmaceutske industrije
osigurat će i kreirati nova i relevantna znanja koja su bitna
za daljnji razvoj specifičnih vještina potrebnih za uspješan
proces komercijalizacije rezultata procesa istraživanja i
razvoja.
II.

ZNAČAJ DIGITALIZACIJE U FARMACEUTSKOJ
INDUSTRIJI

Farmaceutska industrija poznata je po svojoj strogoj i
visokoj reguliranosti, iznimno visokim troškovima
procesa istraživanja i razvoja, te po jedinstvenom i
kompleksnom razvojnom procesu (posebno u slučaju
razvoja novih lijekova) [6, 7, 8, 9]. Navedene značajke
karakteristične su za visoko razvijene tehnologije, a tu
kategoriju svakako čini i istraživanje i razvoj novih
lijekova.
Za potrebe istraživanja u okviru ovog rada
digitalizacija se odnosi na korištenje digitalne tehnologije
na bilo koji dio aktivnosti procesa komercijalizacije unutar
kompanije ili organizacije koje interno provode aktivnosti
istraživanja i razvoja.
Primarni motiv industrija općenito za korištenjem i
implementacijom digitalizacije je snižavanje troškova,
unapređenje performansi i interne učinkovitosti,
dodavanje vrijednosti u opskrbnom lancu, stvaranje novih
proizvoda i usluga, prilagođavanje novonastalim
promjenama, stimuliranje odnosno povećanje potražnje i
dr. o čemu govore mnoga provedena istraživanja [4, 5, 10,
11, 12, 13, 14]. Pojavom digitalizacije, farmaceutska
industrija koristi razmjenu informacija kako bi poboljšala
svoju proizvodnju i učinkovitost lanaca opskrbe. Unatoč
tome što glavnina troškova u farmaceutskoj industriji leži
upravo na procesu istraživanja i razvoja, proizvodnja je i
dalje skupa te je stoga potrebno iskoristiti mogućnosti
koje korištenje digitalizacije može pružiti u procesu
komercijalizacije.
Komercijalizacija rezultata znanstvenih istraživanja
predstavlja izazov svakoj industriji, a sam proces
istraživanja i razvoja postao je otvoreniji, kolaborativniji i
teritorijalno disperziran [15]. Proces istraživanja i razvoja
(R&D) ključna je faza u razvoju novih lijekova u
farmaceutskoj industriji. Postupak započinje nakon što se
identificira tzv. početni kandidat za lijek i obuhvaća
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rigorozne testove istraživanja koji određuju njegovu
terapijsku prikladnost odnosno djelovanje. To uključuje
različite čimbenike poput afiniteta prema biološkom cilju i
interakcije s biološkim sustavima
Od iznimne je važnosti razumjeti primjenu
digitalizacije na aktivnosti procesa komercijalizacije u
kontekstu farmaceutske industrije obzirom da će u
godinama koje dolaze u kontekstu liječenja naglasak biti
na interventnom umjesto na preventivnom liječenju.
Ovakva promjena fokusa svakako će poslužiti kao
pokretač promjena i poboljšanja komercijalnih aktivnosti
u ovoj industriji [16]. Iz tog razloga je potrebno da vodeći
akteri farmaceutske industrije kontinuirano mijenjaju
svoju uhodanu praksu u procesu istraživanja i razvoja
kako bi na vrijeme razumjeli i na odgovarajući način
primjenjivali digitalizaciju u provedbi aktivnosti
komercijalizacije.
III.

PROCES ISTRAŽIVANJA I RAZVOJA U
FARMACEUTSKOJ INDUSTRIJI

Kontinuirani napredak u znanosti i tehnologiji
pozicionira farmaceutsku industriju temeljenu na
aktivnostima istraživanja i razvoja među vodeće svjetske
industrije. Farmaceutska industrija je visoko inovativna te
potaknuta medicinskim napretkom, ali ga istovremeno i
potiče. Jedan od ciljeva farmaceutske industrije je
transferirati rezultate temeljnih istraživanja u inovativne
proizvode i načine liječenja koji će biti dostupni i
pristupačni svima.
Farmaceutska industrija temeljena na istraživanju i
razvoju predstavlja jedan od ključnih čimbenika razvoja
europske ekonomije budući da je riječ o jednom od
najučinkovitijih europskih visoko tehnoloških sektora u
smislu financijskih pokazatelja. Prema podacima
Europskog udruženja farmaceutskih kompanija (en.
„European Federation of Pharmaceutical Indistries and
Associations - EFPIA“) u 2020. godini farmaceutska
industrija uložila je 37,5 milijardi eura u istraživanje i
razvoj u Europi, zapošljavala je preko 795.000 ljudi te na
neizravan način generirala otprilike tri puta više radnih
mjesta nego što je to činila izravno [17], što ju čini
iznimno važnom. Podaci EU Industrial R&D Investment
Scoreboard-a kojeg objavljuje Europska komisija za 2019.
godinu pokazuju da farmaceutska industrija i
biotehnološki sektor čine 18,7% ukupnog svjetskog
izdvajanja za istraživanje i razvoj od strane poslovnog
sektora [17].
Svi lijekovi koji su prisutni na tržištu rezultat su
provedenog dugotrajnog, skupog i visoko rizičnog procesa
istraživanja i razvoja, ali i kompleksnog procesa
komercijalizacije od strane farmaceutskih kompanija.
Proces razvoja novog lijeka od otkrića nove supstance pa
sve do njegovog konačnog plasmana na tržište odnosno
komercijalizacije može trajati između 12 i 13 godina, dok
procijenjeni trošak kompletnog razvoja može dosegnuti i
više od milijardu eura. S obzirom na iznimno visoka
ulaganja u istraživanje i razvoj novog lijeka, u okviru
ovoga rada potrebno je promotriti i analizirati još jedan
važan aspekt, a to je zaštita prava intelektualnog
vlasništva nad rezultatima provedenih znanstvenih
istraživanja.
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Intelektualno vlasništvo predstavlja vrijednu imovinu
većine farmaceutskih kompanija koje provode aktivnosti
istraživanja i razvoja te ga je stoga potrebno na
odgovarajući način zaštititi. Farmaceutske kompanije
oslanjaju se na odgovarajuću zaštitu intelektualnog
vlasništva kako bi se zaštitile od konkurencije, povratile
svoja ulaganja te ostvarile značajne prihode od prodaje
svojih proizvoda.
Najznačajniji oblik zaštite prava intelektualnog
vlasništva kojeg koriste farmaceutske kompanije za zaštitu
rezultata provedenih istraživanja je patent. Trajanje zaštite
patentom je 20 godina od dana podnošenja patentne
prijave. U kontekstu farmaceutske industrije, a obzirom na
vremensko trajanje koje je potrebno za razvoj novog lijeka
do njegove komercijalizacije, trajanje zaštite unutar kojeg
farmaceutske kompanije mogu očekivati generiranje
prihoda od prodaje lijeka je kraće, i iznosi od 10 do 15
godina. Međutim, ovaj period generiranja prihoda
uglavnom nije razmjeran iznosu ukupnih ulaganja u razvoj
i komercijalizaciju lijeka. Jedan od mogućih načina na
koji se djelomično može kompenzirati omjer uloženih
sredstava naspram povrata ulaganja u zemljama članicama
Europske unije je putem tzv. Svjedodžbe o dodatnoj zaštiti
(en. „Supplementary Protection Certificate – SPC“).
Svjedodžba o dodatnoj zaštiti predstavlja pravo zaštite
intelektualnog vlasništva kojim se produljuje trajanje
patentnog prava. Primjenjuje se na određene farmaceutske
proizvode koja su odobrila relevantna regulatorna tijela
Europske Unije. Izdavanjem Svjedodžbe o dodatnoj zaštiti
kompenzira se period „gubitka“ patentne zaštite za
farmaceutske proizvode koji se javlja uslijed obaveznih
dugotrajnih testiranja i kliničkih ispitivanja koja ti
proizvodi trebaju zadovoljiti prije odobrenja regulatornih
tijela za stavljanje na tržište. Period dodatne zaštite
patentnog prava može se produljiti na maksimalno pet
godina [18].
Mogućnosti koje pruža patentna zaštita potiču
farmaceutsku industriju da kontinuirano ulaže značajna
sredstva u proces istraživanja i razvoja, stvaranje novih
izuma i njihovu komercijalizaciju dok im istovremeno
osigurava ekskluzivnost i tržišni monopol. Također, od
iznimne je važnosti razumjeti i na odgovarajući način
upravljati zaštitom intelektualnog vlasništva i izazovima
koje u tom kontekstu donosi digitalizacija. Kontinuirani
rast patentnih prijava podnesenih EPO-u odražava
digitalnu transformaciju gospodarstva i poziciju Europe
kao ključnog tržišta za razvoj novih tehnologija. U 2019.
godini EPO je zaprimio preko 181000 patentnih prijava
što je 4% više u odnosu na 2018. godinu i istovremeno
predstavlja najveći broj podnesenih patentnih prijava ikad
[19].
U Tablici 1 [19] prikazan je broj patentnih prijava u
području farmaceutike i biotehnologije podnesenih
Europskom patentnom uredu (en. „European Patent
Office – EPO“) u razdoblju od 2015. do 2019. godine.
Promatrajući podatke vidljiv je kontinuiran rast broja
podnesenih patentnih prijava u području farmaceutike i
biotehnologije u posljednjih pet godina iz čega je razvidno
da farmaceutska industrija kontinuirano ulaže u
istraživanje i razvoj novih proizvoda.
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TABLICA I.

BROJ PODNESENIH PATENTNIH PRIJAVA EPO-U U
PODRUČJU FARMACEUTIKE I BIOTEHNOLOGIJE OD 2015. DO 2019.
GODINE

Patentne prijave u
području farmaceutike
Patentne prijave u
području biotehnologije

2015.

2016.

2017.

2018.

2019.

6055

5849

6534

7371

7697

5724

5477

6013

6689

6801

Određeni pad u broju podnesenih patentnih prijava za
oba područja vidljiv je 2016. godine, međutim nakon toga
broj podnesenih patentnih prijava značajno raste iz godine
u godinu. U 2019. godini vidljiv je rast u broju podnesenih
patentnih prijava u području farmaceutike od 4,4% u
odnosu na 2018. godinu, dok je za područje biotehnologije
zabilježen rast od 1,6%. Za očekivati je da će se broj
podnesenih patentnih prijava povećavati i u narednim
godinama, a pogotovo uzimajući u obzir situaciju globalne
pandemije uzrokovane virusom COVID-19 kada je fokus
u rješavanju svjetske zdravstvene krize posebno usmjeren
na važnost razvoja znanosti i provedbe znanstvenih
istraživanja u području istraživanja lijekova.
Prijavitelji s najvećim brojem podnesenih patentnih
prijava EPO-u u 2019. godini u području farmaceutike su:
Institut national de la santé et de la recherche médicale Inserm (93), Novartis AG (88), Merck&Co (84),
Johnson&Johnson (75) i University of California (64). U
području biotehnologije prijavitelji s najvećim brojem
patentnih prijava su: Hoffmann-La Roche Ltd (226), DSM
N.V. (112), Institut national de la santé et de la recherche
médicale - Inserm (91), Novozymes AS (90) i BASF SE
(66) [19]. Broj podnesenih patentnih prijava usko je
povezan s ulaganjima u istraživanje i razvoj - veći broj
patentnih prijava podrazumijeva i veća ulaganja u proces
istraživanja i razvoja.
Prema objavljenim podacima za 2019. godinu
digitalna komunikacija postala je novo vodeće područje u
broju podnesenih patentnih prijava pri EPO-u, dok je
računalna tehnologija bila drugo najbrže rastuće područje
[19]. Navedeno pokazuje da je značaj digitalizacije i
korištenje digitalnih tehnologija od iznimne važnosti za
razvoj industrije općenito, a samim time i farmaceutske
industrije. U kontekstu farmaceutske industrije uspješna
primjena digitalizacije može rezultirati značajnim
poboljšanjima kao što su fleksibilniji i manje rizičan
proizvodni proces, brži i kolaborativniji razvojni procesi te
poboljšano praćenje učinaka novih lijekova. Stoga bi
digitalizacija trebala postati dio dugoročne strategije
farmaceutskih kompanija.
IV.

DIGITALIZACIJA I PROCES KOMERCIJALIZACIJE U
FARMACEUTSKOJ INDUSTRIJI

Tipičan proces komercijalizacije u farmaceutskoj
industriji je kompleksan, dug i jedinstven [7]. Proces
komercijalizacije u farmaceutskoj industriji sastoji se od
nekoliko faza i pratećih aktivnosti kojima se nove
tehnologije transformiraju u korisne proizvode i usluge i
plasiraju na tržište kako bi se ostvario povrat ulaganja u
proces istraživanje i razvoj. Aktivnosti u okviru procesa
istraživanja i razvoja u farmaceutskoj industriji uključuju
vrlo složene zadatke koji nisu samo dugotrajni, skupi i
teški za provesti, već uključuju i velik broj različitih
dionika, uključujući istraživačke organizacije, regulatorne
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organizacije i tijela, i same pacijente, koji često imaju
oprečne interese.
Da bi se ostvario povrat ulaganja u proces istraživanja
i razvoja potreban je učinkovit način odnosno metoda
komercijalizacije proizvoda koja treba biti troškovno
opravdana, a ovisit će o specifičnostima farmaceutske
industrije, kao i pojedine farmaceutske kompanije. Proces
komercijalizacije novog lijeka odnosno farmaceutskih
proizvoda mijenja se pod utjecajem digitalizacije.
Digitalizacija ne utječe samo na inovacijski proces,
već i na proces komercijalizacije proizvoda. Tradicionalne
faze komercijalizacije proizvoda i dalje su aktualne dok su
aktivnosti u okviru implementacije tih faza međusobno
povezane i isprepletene odnosno provode se ili paralelno
ili istovremeno [6, 7].
Uslijed digitalizacije, ogroman broj podataka i
informacija dostupno je putem Interneta što omogućuje u
procesu komercijalizacije provedbu relevantne analize
postojećeg stanja tehnike (engl. „prior art“) za bilo koji
izum odnosno novo tehnološko rješenje. Digitalizacija
utječe na način kako će informacije bitne za uspješan
proces komercijalizacije proizvoda biti planirane,
organizirane, koordinirane i kontrolirane obzirom da se
takve osjetljive i vrijedne informacije mogu digitalno
pohranjivati, čuvati i dijeliti putem zaštićenih digitalnih
platformi. Istovremeno, pod utjecajem digitalizacije
upravljanje informacijama je jednostavnije i jeftinije, ali i
značajno rizičnije [20].
Korištenje različitih vrsta digitalnih tehnologija kao
npr. umjetne inteligencije (en. „Artificial Intelligence –
AI“) i obrade i analize velikog broja podataka (en. „Big
Data“ analysis) olakšava evaluaciju znanstvenog diskursa
putem analize znanstvenih publikacija kako bi se izdvojile
dostupne, točne i relevantne informacije o različitim
znanstvenim metodama i tehnikama, mogućim trendovima
u industriji, a ponekad i o novim lijekovima [20].
Aktivnosti komercijalizacije dovele su do kreiranja
velikog broja novih informacija kao što su nove baze
podataka kreirane iz različitih dostupnih izvora koristeći
pritom mogućnosti umjetne inteligencije za analizu tih
baza podataka, izradu prototipova i provođenje testiranja
(uključujući klinička ispitivanja i dr.) [20]. Implementacija
još jednog oblika digitalnih tehnologija, tehnologija tzv.
lanca blokova (en. „Blockchain“), može biti korisna
farmaceutskim kompanijama u procesu komercijalizacije
obzirom da je pogodna za korištenje u područjima kao što
su upravljanje opskrbnim lancima, obrada transakcija,
upravljanje ugovorima i licencama, upravljanje različitim
relevantnim
dokumentacijama
(npr.
medicinska
dokumentacija) i dr. Također, farmaceutske kompanije uz
pomoć „Blockchain“ tehnologije bit će u mogućnosti
značajno povećati integritet podataka povezanih s
razvojem, testiranjem i distribucijom lijekova [21].
Jedan od značajnih primjera implementacije digitalnih
tehnologija u farmaceutskoj industriji je serijalizacija (en.
„serialization“) u lancima opskrbe. Serijalizacija je
dodjeljivanje jedinstvenog broja svakoj jedinici proizvoda.
Kombinacija serijskih brojeva i odgovarajući postupak
provjere autentičnosti i ispravnosti proizvoda u svakom
dijelu lanca opskrbe omogućava vidljivost i sljedivost
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kroz cjelokupan lanac opskrbe čime se kontrolira
kvaliteta, ali i otkrivaju krivotvoreni proizvodi [22].
Korištenje digitalnih tehnologija i alata svakako
doprinosi učinkovitosti
procesa
komercijalizacije
farmaceutskih proizvoda. Međutim, digitalizacija procesa
komercijalizacije istovremeno je vrlo zavisna o Internetu
što predstavlja visok rizik za sam proces komercijalizacije.

[4]

[5]

[6]

V.

ZAKLJUČAK

Digitalizacija predstavlja trend koji dugoročno mijenja
načine poslovanja u svim industrijama pa tako i u
farmaceutskoj. Digitalizacija predstavlja dugoročnu
strategiju koja zahtijeva znatna ulaganja kako u opremu i
nove usluge tako i u ljudske resurse. Digitalizacija je jedan
od osnovnih preduvjeta za uspješnu transformaciju koja će
dovesti do povećanja konkurentnosti farmaceutskih
kompanija fokusiranjem na razvoj struktura kako bi se
povećala interna učinkovitost i optimizirala kvaliteta i
usklađenost procesa unutar kompanija.
Farmaceutska industrija je visoko regulirana,
karakteriziraju je visoka ulaganja u proces istraživanja i
razvoja i kompleksan razvojni proces. Zaštita
intelektualnog vlasništva ključan je čimbenik u procesu
komercijalizacije rezultata provedenih istraživanja u
okviru aktivnosti istraživanja i razvoja. Proces
komercijalizacije farmaceutskih proizvoda je kompleksan,
dugotrajan i skup. Primjena digitalizacije može dovesti do
učinkovitijeg procesa komercijalizacije ukoliko se
mogućnosti koje pruža digitalizacija prepoznaju i provode
na odgovarajući način. Učinci digitalizacije svakako će
dovesti
do
određenih
promjena
u
procesu
komercijalizacije proizvoda, na način da će primjenom
novih digitalnih tehnologija aktivnosti komercijalizacije
postati fleksibilnije, ali i međusobno isprepletene.

[7]

[8]

[9]

[10]

[11]

[12]

[13]

Utjecaj digitalizacije na proces komercijalizacije
proizvoda uglavnom ima pozitivne učinke obzirom da je
digitalizacija otvorila potpuno nove mogućnosti za
poboljšanje učinkovitosti procesa komercijalizacije
proizvoda u farmaceutskoj industriji korištenjem novih
digitalnih
alata
i
učinkovitijim
upravljanjem
informacijama u svim fazama. Međutim, istovremeno je
digitalizacija procesa komercijalizacije dovela i do velike
zavisnosti o Internetu što potencijalno može dovesti do
određenih poteškoća. Potrebno je istražiti i dodatne
aspekte koji bi proces komercijalizacije farmaceutskih
proizvoda dodatno unaprijedile. To se prvenstveno odnosi
na učinke digitalizacije na poslovne procese, poslovne
modele, ali i na razvoj i stjecanje novih znanja i vještina
potrebnih za učinkovitu provedbu i upravljanje procesom
komercijalizacije.

[14]
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Sažetak - Socijalne samoposluge su noviji oblik
organizacija koje djeluju kao posrednici u lancu opskrbe
hranom, a intenzivno se razvijaju u Europi kao posljedica
gospodarske krize 2008.-2014. Njihova glavna funkcija je
učinkovita raspodjela viškova proizvoda iz tradicionalnih
opskrbnih lanaca hranom ljudima koji žive u težoj
materijalnoj oskudici ili siromaštvu. U ovom radu
objašnjavaju se glavna obilježja socijalnih samoposluga i
njihovih dionika, a zatim se pozornost usmjerava na
korištenje društvenih mreža u njihovoj svakodnevnoj
komunikaciji s glavnim grupama njihovih dionika. Prvi cilj
rada je objasniti kako se društvene mreže mogu koristiti
kao učinkovit komunikacijski alat u svakodnevnom
poslovanju u specifičnim i novim oblicima organizacija koje
djeluju kao posrednici između profitnog i neprofitnog
sektora. Drugi cilj je objasniti intenziviranje korištenja
društvenih mreža u takvim organizacijama. Kako bi se
postigli ti ciljevi, provedeno je primarno istraživanje
metodom studije slučaja na tri uspješna primjera iz prakse
u Hrvatskoj.
Ključne riječi - digitalna komunikacija; društvene
mreže; socijalne samoposluge; dionici

I.

UVOD

Socijalne samoposluge su noviji oblik organizacija
kojima je glavna svrha opsluživanje onih skupina kupaca
koji imaju niske prihode ili su u teškoj materijalnoj
oskudici. Socijalne samoposluge pojavile su se kao
odgovor na gospodarsku krizu diljem Europe, a intenzivno
se razvijaju od 2008. Svrha socijalnih samoposluga je
dvostruka: (1) smanjenje siromaštva kroz distribuciju
hrane i higijenskih potrepština ljudima u teškoj
materijalnoj oskudici i (2) smanjenje neučinkovitosti u
tradicionalnim (pretežno prehrambenim) lancima opskrbe
kroz uklanjanje viškova proizvedene hrane (i druge robe).
S druge strane, u istom razdoblju uočava se intenzivan
razvoj i poslovna primjena digitalnih komunikacija
raznorodnim organizacijama u profitnom i neprofitnom
sektoru koja je posljedica činjenice da stopa penetracije
Interneta i mobilnih telefona unutar populacije EU-28
premašuje 60% stanovnika. Stoga digitalne komunikacije
već igraju značajnu ulogu i u promotivnim aktivnostima
socijalnih samoposluga. Intenzivna komunikacija s
krajnjim korisnicima, volonterima i donatorima povećava
operativnu učinkovitost socijalnih samoposluga. Međutim,
u literaturi opseg i uloga uporabe digitalnih komunikacija
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u svrhu svakodnevnog poslovanja u socijalnim
samoposlugama nije na odgovarajući način analizirana niti
opisana u znanstvenoj literaturi. Stoga je cilj ovog rada
pokazati kako socijalne samoposluge koriste društvene
mreže kao komunikacijski alat za interakciju sa
zainteresiranim skupinama (tj. njihovim dionicima).
Rad je strukturiran u tri poglavlja nakon čega slijedi
zaključak. U prvom poglavlju ćemo definirati socijalne
samoposluge i njihove dionike, u drugom ćemo objasniti
što su društvene mreže i koja je razina njihovog razvoja, a
u trećem dijelu, na temelju primarnog istraživanja
metodom analize slučajeva, objasnit ćemo dobre prakse
korištenja društvenih mreža u svakodnevnom radu
socijalnih samoposluga. Primarno istraživanje provodi se
metodom studije slučaja na praktičnim primjerima
socijalnih samoposluga u Hrvatskoj. Primarnim
istraživanjem odgovorit ćemo na dva istraživačka pitanja:
RQ1: Koriste li socijalne samoposluge društvene
mreže – na koji način, u kojoj mjeri i prema kojim
dionicima?
RQ2: Je li se uporaba društvenih mreža intenzivirala u
proteklih nekoliko godina?
II.

SOCIJALNE SAMOPOSLUGE I NJIHOVA ULOGA U
OSTVARIVANJU CILJEVA ODRŽIVOG RAZVOJA

Socijalna samoposluga definirana je [1] kao „mala,
neprofitna organizacija usmjerena na maloprodaju koja
nudi ograničen asortiman proizvoda po simboličnim
cijenama primarno na način samoposluživanja. Ovlašteni
za kupovinu su samo siromašni ljudi. Proizvode besplatno
doniraju tvrtke za proizvodnju i maloprodaju hrane jer su
jestive, ali se ne mogu prodati zbog malih nedostataka.
Ostvareni profit ponovno se ulaže u društvene projekte ”.
Druga definicija [2] kaže da su „socijalne samoposluge
organizacije koje ljude, koji su u situaciji siromaštva,
jeftino opskrbljuju hranom koja više nije korisna za
tradicionalnu trgovinu“. Prema [3], socijalne samoposluge
su novi maloprodajni format koji potiče pozitivne
društvene promjene ispunjavajući materijalne potrebe
socijalno ugroženih skupina i dajući im priliku da očuvaju
svoje dostojanstvo u okruženju u kojem mogu birati
različite vrste roba po izuzetno niskim cijenama.
Sve definicije socijalnih samoposluga stavljaju
naglasak na prodaju ili distribuciju robe ljudima u teškoj
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materijalnoj oskudici. Osim toga, prema analiziranim
definicijama, socijalne samoposluge mogu se promatrati
kao nova vrsta posrednika u lancu distribucije hrane jer su
razvijeni za prijenos viškova hrane ili proizvoda ljudima
kojima je potrebna [4].
Ujedinjeni narodi (UN) proklamiraju 17 ciljeva
održivog razvoja (SDG) koji se trebaju postići do 2030.
[5]. Ciljevi održivog razvoja postavljeni su u tri dimenzije
održivog razvoja: društvenoj, ekonomskoj i okolišnoj, te
uzimaju u obzir aspekte koji se odnose na mir, pravdu i
učinkovite institucije [5]. UN-ovi ciljevi održivog razvoja
obuhvaćaju ažurirane Milenijske razvojne ciljeve u
područjima siromaštva i gladi, obrazovanja, zdravstva,
održivosti okoliša i globalnog partnerstva, ali uvode i neke
nove aspekte u područja uporabe materijala, čistog zraka,
ciklusa hranjivih tvari, hidroloških ciklusa, usluga
ekosustava, biološke raznolikosti i stabilnosti klime [6].
Na temelju ciljeva održivog razvoja UN-a, Griggs [6]
sažima 6 osnovnih vrsta ciljeva održivosti za vladine i
profitne organizacije:
1. Unaprjeđenje života i sredstva za život (okončanje
siromaštva, promicanje blagostanja: obrazovanje,
zapošljavanje, pristup informacijama, stanovanje,
zdravstvene usluge, smanjenje nejednakosti, prelazak
na održivu potrošnju i proizvodnju);
2. Održiva sigurnost hrane (okončanje gladi, bolja
prehrana, održivi sustavi proizvodnje, distribucije i
potrošnje hrane);
3. Održiva sigurnost vode (osigurati univerzalni pristup
čistoj vodi, omogućiti osnovne sanitarne uvjete,
provesti učinkovito upravljanje vodama)
4. Univerzalna čista energija (pristupačan pristup čistoj
energiji, smanjenje lokalnog zagađenja i utjecaja na
zdravlje, ublažavanje globalnog zatopljenja);
5. Zdravi i produktivni ekosustavi (održavanje biološke
raznolikosti,
provesti
učinkovito
upravljanje
ekološkim uslugama, vrednovanje, mjerenje, očuvanje
i obnavljanje prirodnih resursa);
6. Upravljanje održivim društvima (transformirati sve
institucije i upravljanje radi postizanja svih prethodno
navedenih 5 ciljeva; razviti nacionalne sustave
praćenja, izvješćivanja i provjere za pitanja održivog
razvoja, osigurati otvoren pristup informacijama i
procese donošenja odluka na svim razinama).
U skladu s izloženim sažetkom ciljeva održivog
razvoja UN -a, socijalne samoposluge, kao organizacije
koje se bave rješavanjem problema rasipanja hrane i
siromaštva, sudjeluju u ostvarivanju najmanje 3 vrste
navedenih ciljeva održivog razvoja, a to su ciljevi iz
navedenih skupina 1, 2 i 6.
Sve organizacije, neovisno o tome djeluju li u
profitnom ili neprofitnom sektoru pri ostvarenju poslovnih
ciljeva vode računa o glavnim dionicima na kojima se
temelji njihovo djelovanje ili koji potpomažu njihovo
djelovanje i rad.
Klindžić i sur. [4] izolirali su 3 skupine ili razine
dionika društvenih supermarketa i razradili njihove uloge,
način djelovanja, interese i očekivanja. Te su razine:
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1.

pojedinci izravno uključeni u rad društvenih
supermarketa (ova razina uključuje: socijalne
poduzetnike, volontere, korisnike i donatore);

2.

organizacije koje olakšavaju rad pružajući različite
resurse (ova razina uključuje članove iz profitnog
sektora (tj. tvrtke koje su članovi tradicionalnih
lanaca opskrbe hranom), ali i neprofitne
organizacije poput organizacija civilnog društva ili
vjerskih institucija);

3.

društvo koje utječe na rad društvenih supermarketa
u lokalnim zajednicama i putem vladinih inicijativa
na lokalnoj i nacionalnoj razini.

U nastavku rada analizirat ćemo kako socijalni
supermarketi putem društvenih mreža komuniciraju sa
svojim glavnim dionicima.
III.

DRUŠTVENE MREŽE KAO DIGITALNI
KOMUNIKACIJSKI ALAT

Društveni mediji poput Facebooka, Twittera i
Instagrama, promijenili su način komunikacije i
interakcije ljudi u svim sferama života. I u vođenju
poslovanja u različitim djelatnostima društvene mreže
postaju neizostavan način komuniciranja s kupcima,
investitorima i širom javnošću. Stoga se i istraživanja
uporabe društvenih mreža kao alata za poslovno
komuniciranje, usmjerava i provodi se u različitim
područjima kao što su B2C komunikacija [9], [10], B2B
komunikacija [11], [12], marketingu i e-trgovini [8], [13],
početnim fazama investiranja [7] itd.
Društvene mreže mogu se klasificirati prema glavnoj
namjeni i ciljnoj publici u (a) osobne (npr. AsianAve,
Badoo, Facebook, Google+, Hi5, Highlight, Instagram,
Myspace, Odnoklassniki) i (b) profesionalne (npr. Brainly,
LinkedIn, ResearchGate, Science Cape) [7]. Sve veća
važnost društvenih mreža u poslovanju proizlazi iz razine
njihove usvojenosti od strane pojedinaca. U Tablici 1
donosimo podatke o podacima društvenih mreža ili
društvenih medija koji imaju najveći broj korisnika prema
Statista [14].
TABLICA I.

BROJ KORISNIKA DRUŠTVENIH MREŽA U SVIJETU
(PREMA STATISTA, SRPANJ 2021.)

Društvena mreža/medij
Facebook
You Tube
WhatsApp
Instagram
Facebook Messenger
WeChat
Tik Tok

Broj korisnika u milijunima
2853
2291
2000
1386
1300
1242
732

Unatoč problemima u točnosti i dostupnosti podataka
o broju korisnika društvenih mreža koju naglašavaju neki
autori [15], [16], dominacija Facebooka opažena je diljem
svijeta. Više od 1,5 milijuna lokalnih tvrtki ima aktivne
stranice na Facebooku [15] te se i u smislu poslovnog
korištenja, Facebook može tretirati kao tržišni lider. Neka
istraživanja [17] sugeriraju kako društveni mediji pružaju
veliku marketinšku priliku malim tržištima i malim
poduzećima. Stoga ćemo se u nastavku usredotočiti na
primjenu upravo ove društvene mreže, u djelovanju
određene socijalnih samoposlugama.
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Tek u novije vrijeme u literaturi se posvećuje veća
pozornost u istraživanju uporabe informacijskih i
komunikacijskih tehnologija (ICT) u neprofitnim
organizacijama preusmjerila, posebice na korištenje
društvenih medija [17]-[20] i prikupljanja sredstava i
donacija putem Interneta [21], [22]. Mrežno dobrotvorstvo
postalo je sve popularnije, osobito među mladima [21]. Na
primjer, Twitter može pomoći u mobilizaciji pristaša u
glasne zagovornike [21].
Kanali društvenih medija u socijalnim samoposlugama
zauzimaju važno mjesto zbog dosega ciljane publike i
dijeljenja informacija putem Interneta, što se događa
organski, gotovo bez ikakvih troškova [18]. Ipak, studija
Socijalne samoposluge u Europi [23] sugerira da se
interaktivna digitalna komunikacija još uvijek ne koristi
dovoljno za dosezanje ciljane publike, tj. dionika u
socijalnim samoposlugama. Podaci iz studije govore
navode da u Belgiji 10% socijalnih samoposluga koristi
društvene medije, u Francuskoj samo 2,3%, u Austriji
1,7%, dok u Švicarskoj, Luksemburgu i Rumunjskoj 0%.
Za Hrvatsku niti za bilo koju drugu državu Srednje i
Jugoistočne Europe podaci nisu analizirani. Stoga ćemo u
idućim poglavljima analizirati njihovu uporabu u
Hrvatskoj kao primjeru države iz navedene regije kako
bismo popunili ovu prazninu u literaturi.
IV.

KORIŠTENJE DRUŠTVENIH MREŽA U SOCIJALNIM
SAMOPOSLUGAMA U HRVATSKOJ

Postoji više od 20 socijalnih samoposluga [24]. Nakon
provedenog istraživanja na terenu i dubinskih intervjua s
poduzetnicima u socijalnim samoposlugama u Hrvatskoj
koji su provedeni od lipnja 2017. do danas [25], socijalne
samoposluge se nalaze u raznim gradovima i uglavnom ih
vode neprofitne organizacije. Svoje poslovanje one
temelje pretežito na individualnim donacijama te nešto
manje na donacijama poduzeća sudionika tradicionalnih
lanaca opskrbe hranom. Najveći broj socijalnih
samoposluga u Hrvatskoj orijentiran je isključivo na
distribuciju (ne na prodaju) pretežito hrane te, u manjoj
mjeri, osnovnih kućnih potrepština građanima koji žive u
materijalnoj oskudici [25].
Jedna trećina socijalnih samoposluga u svojem
svakodnevnom radu intenzivno koristi društvene mreže,
što predstavlja puno bolju situaciju u odnosu na podatke
dostupne u spomenutoj studiji [23] provedenoj u
europskim državama. Za potrebe našeg istraživanja,
analizirat ćemo slučajeve socijalnih samoposluga u Rijeci,
Osijeku i Našicama kao primjere dobre prakse za aktivno i
učinkovito korištenje društvenih mreža u komunikaciji s
različitim vrstama dionika. Najprije ćemo dati profile svih
navedenih socijalnih samoposluga. Profili se rade
temeljem intervjua s terena sa socijalnim poduzetnicima
koji su odgovorni za rad socijalnih samoposluga, prema
informacijama dostupnim u javnim izvorima gdje su oni
dostupni te temeljem podataka u studiji [25]. Drugo,
analizirat ćemo kako odabrane socijalne samoposluge
primjenjuju društvene mreže kao sredstvo komunikacije
sa svojim dionicima kako bi smo mogli dati odgovor na
postavljena istraživačka pitanja RQ1 i RQ2.
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A. Profili odabranih socijalnih samoposluga u
Hrvatskoj
Socijalna samoposluga „Kruh sv. Elizabete” u Rijeci
prva je socijalna samoposluga otvorena u Hrvatskoj.
Osnovana je 2001. od strane Franjevačkog reda i njihovih
volontera, ali funkcionira kao zasebna neprofitna
organizacija. Riječka socijalna samoposluga ima više od
50 stalnih volontera i oko 400 povremenih volontera koji
mjesečno dijele približno 800 paketa za 500 socijalno
najugroženijih obitelji u lokalnoj zajednici, odnosno
ukupno je oko 2000 korisnika. Zbog brojnih događaja i
aktivnosti prikupljanja donacija, riječka socijalna
samoposluga dosta je prisutna u tradicionalnim i
elektroničkim medijima i vrlo je poznata, kako na lokalnoj
tako i na nacionalnoj razini.
Socijalnom samoposlugom u Osijeku upravlja Udruga
Rijeka ljubavi. Socijalna samoposluga opslužuje približno
1000 kućanstava, odnosno oko 4000 krajnjih korisnika.
Oko 15 volontera u potpunosti je uključeno u
svakodnevne aktivnosti. Socijalna samoposluga ima
redovitu interakciju s lokalnom javnošću, aktivno promiče
svoj rad putem nacionalnih tradicionalnih i elektroničkih
medija, ali i intenzivno koristi sve vrste digitalne
komunikacije, uključujući društvene mreže.
Socijalnu samoposlugu u Našicama vodi humanitarna
udruga “Dar dobrote”. Uključeno je oko 30 volontera koji
podržavaju svakodnevni rad i administrativni rad. Broj
krajnjih korisnika sastoji se od 700 pojedinaca (250
kućanstava). Promotivne aktivnosti temelje se na nekoliko
komunikacijskih kanala koji uključuju izvješća u
masovnim medijima, letke, različite događaje (koji
omogućuju slanje donacija), kao i aktivni Facebook profil.
Sve dodatne informacije o udruzi i socijalnoj samoposluzi
dostupne su i putem videa objavljenog na YouTubeu.
B. Analiza uporabe društvenih mreža u odabranim
socijalnim samoposlugama
Socijalne samoposluge u Rijeci, Osijeku i Našicama
dominantno i intenzivno koriste Facebook kao vitalni
komunikacijski kanal u svom svakodnevnom radu. Stoga
smo analizirali njihove Facebook stranice kako bismo
objasnili načine korištenja ove društvene mreže i njezinu
prikladnost u radu socijalnih samoposluga. Tablica 2
prikazuje snagu svake Facebook stranice u smislu
objavljivanja, učestalosti i popularnosti mjerene brojem
sljedbenika i brojem pregleda. U Tablici 2 "+" znači da je
informacija objavljena, "-" znači da informacija nije
objavljena; Za slučaj Rijeka i Osijek, podaci za 2017. su
preuzeti iz [26]; za slučaj Našice, podaci za 2017. su iz
istraživačke dokumentacije HRZZ projekta "Potencijali i
prepreke razvoja socijalnih supermarketa u Srednjoj i
Istočnoj Europi", a svi podaci za 2021. su prikupljeni od
strane autora 10. srpnja 2021.
Prema Tablici 2 možemo uočiti kako su sve
analizirane Facebook stranice samo su na hrvatskom
jeziku, no to je i očekivano jer su socijalne samoposluge
same po sebi orijentirane na usko lokalno, tj. usko
zemljopisno područje poput grada ili županije. Socijalna
samoposluga Osijek najaktivnija je prema broju pratitelja,
broju objavljenih slika i video materijala, ali i prema
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stupnju interakcije sa zajednicom (njeni pratitelji imaju
između 5 i 10 komentara po jednom objavljenom statusu).
Osim Facebook stranice, samo socijalna samoposluga
Rijeka ima aktivan YouTube kanal na kojem se
promoviraju aktivnosti. Međutim, video materijali
objavljeni izravno na Facebook stranici češće se
pregledavaju u slučaju socijalne samoposluge u Osijeku.
OPĆI PODACI NA

TABLICA II.

FACEBOOK

Našice
Dar
dobrote

Rijeka
Socijalna
samoposluga
"Kruh
sv. Elizabete"
Rijeka
Barem jednom
tjedno; zadnji
status objavljen
ovaj tjedan

Osijek
Rijeka Ljubavi

Pratitelji 2017

1706

6016

Jednom
tjedno,
zadnji
status
jučer
1152

Lajkovi
stranice 2017
Prijave na
fizičkoj
lokaciji 2017
Naslovne slike
2017
Profilne slike
2017
Slike u galeriji
2017
Pratitelji 2021

1692

5983

1036

112

156

5

6

7

6

4

5

1

Više od 100

Više od 3000

2084

7617

Više od
200
1610

Lajkovi
stranice 2021
Prijave na
fizičkoj
lokaciji 2021
Naslovne slike
2021
Profilne slike
2021
Slike u galeriji
2021

2053

7584

1604

115

190

29

Učestalost
objavljivanja

Gotovo
svakodnevno;
zadnji status
objavljen jučer

13

7

10

4

5

4

Više od 500

Više od 5000

Više od
1000

Tablica 3 prikazuje informacije dostupne na Facebook
stranicama odabranih socijalnih samoposluga te se
identificira kojoj skupini dionika su one usmjerene.
Podaci prezentirani u Tablici 3 su rezultat vlastite analize
Facebook aktivnosti odabranih socijalnih samoposluga u
Hrvatskoj koja je provedena 11. srpnja 2021. U Tablici 3
"+" znači da je informacija objavljena, "-" znači da
informacija nije objavljena; "KK" su krajnji korisnici, "V"
su volonteri, "D" su donatori, a "OJ" je opća javnost,
"Rijetko" znači manje od jednom mjesečno; "Povremeno"
jednom do četiri puta mjesečno; "Često" više puta tjedno,
a "Intenzivno" više objava u slučaju svake pojedine
donacije ili svakog događaja, gotovo na dnevnoj razini.
TABLICA III.
OPĆI PODACI NA
ODABRANIH SOCIJALNIH SAMOPOSLUGA

FACEBOOK

Informacije

Rijeka

Osijek

Našice

+

+

+

Lokacija,
Broj telefona
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Ciljana
publika
OJ

OJ

+

+

-

OJ

-

-

+

OJ

+

Samo opis
cilja
-

+

STRANICAMA

ODABRANIH SOCIJALNIH SAMOPOSLUGA

Informacije
Naslov (naziv
stranice)

E-mail
adresa, Web
adresa
Messenger
adresa
Radno
vrijeme
Opis (info)
Priča (engl.
story)

OJ

Najave o
distribuciji
paketa
krajnjem
korisniku
Najave o
hitnoj
raspodjeli
neplaniranih/
velikih
donacija
Najavljuje
buduće
događaje
organizirane
za krajnje
korisnike
Poziv za
volontere

KK

-

Često

Rijetko

KK

-

Često

-

KK

+

Često

+

V

Često

-

Rijetko

Zahtjevi za
donacijama

D

Često

-

+

Zahvalnice
za donatore

D

Povremeno,
ali nisu
individualizirane

Najave
događaja

OJ

Izvještaji o
događajima

OJ

Povremeno,
na zidu FB,
samo
nekoliko
kreiranih
događaja
Povremeno

Česta
priznanja
Pojedinačnim
donatorima
Intenzivno,
na FB zidu,
a ne kao FB
događaji

Povremeeno,
pojedinačno i
općenito
Povremeno, kao
status,
nije
stvoren
događaj
Često

Vlastiti video
materijali

OJ

+

Više od 30
videa, neki
su
dostupni i
na
vlastitom
YouTube
kanalu

Intenzivno,
fotografije
uvijek
uključene

Više od 50,
vrlo
posjećenih,
u prosjeku
preko
10000
pregleda po
videu

-

-

STRANICAMA

Možemo primijetiti da je Facebook prepoznat kao alat
za komunikaciju s općom javnošću od strane svih
analiziranih socijalnih samoposluga jer sve objavljuju
najave o događajima i/ili izvješća o organiziranim
događajima. No, obično se obavijesti o događajima vrše
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putem objave statusa Facebooka, pa stoga funkcionalnost
nije na istoj razini kao što bi bila da su događaji
najavljivani i u obliku Facebook događaja (engl. Event).
Ako su informacije o događaju objavljene kao status,
pratitelji ne mogu jednostavno pozvati sudionike niti
izvesti događaj u njihove osobne kalendare. Stoga postoji
mjesto za poboljšanje ovog segmenta u budućnosti.
Iako su krajnji korisnici osobe u teškoj materijalnoj
oskudici, sve analizirane socijalne samoposluge koriste
Facebook kako bi došle do njih i podijelile informacije o
distribuciji paketa i distribuciji neplaniranih velikih
donacija pokvarljive robe. Također, društvena mreža služi
za komunikaciju o događajima koji se organiziraju i za
krajnje korisnike. S obzirom da su korisnici socijalnih
samoposluga ljudi u materijalnoj deprivaciji, u izravnom
intervjuu
s
voditeljima
analiziranih
socijalnih
samoposluga postavljeno je pitanje opravdanosti
komunikacije s ovom skupinom dionika jer očekivano je
da su oni manje tehnološki pismeni te da ne posjeduju
odgovarajuću opremu za ovakvu vrstu komunikacije ili su
starije životne dobi. Voditelji su naglasili kako objave na
Facebooku u takvim slučajevima njima onda na druge
načine prenose drugi korisnici ili poznanici, susjedi i
slično te da nema bojazni da oni informaciju koja je
objavljena na Facebooku neće dobiti barem posrednim
putem.
Socijalna samoposluga Rijeka najaktivnija je u
korištenju društvene mreže za komuniciranje s
volonterima i donatorima, što je posljedica njihove široke
baze volontera (50 redovnih i 400 povremenih volontera).
Međutim, uočavamo kako neke socijalne samoposluge
(npr. Osijek) nastoje dati internetsku pojedinačnu objavu
za svaku donaciju, te za svaku donaciju objavljuju
izvješće i potvrdu uz jasnu obavijest "hvala" za donatora.
Ova izvješća su uvijek ilustrirana brojnim fotografijama.

Slika 1
Promjena broja pratitelja društvene mreže Facebook
odrabranih socijalnih samoposluga (vlastito istraživanje)

Što se tiče dinamike razvoja uporabe Facebooka kao
kanala komunikacije, na Slici 1 usporedno se prikazuju
podaci o broju pratitelja prikupljeni u 2017. i 2021. godini.
Možemo uočiti kako su sve tri promatrane socijalne
samoposluge zabilježile rast broja posjetitelja veći od
22%. Zbog specifičnosti ove vrste organizacija ne
možemo tvrditi je li rast posljedica promocije društvenih
mreža, unaprjeđenja tehnoloških znanja zainteresiranih
dionika ili, pak, posljedica porasta razine siromaštva u
Hrvatskoj u promatranom razdoblju. Kako bi se utvrdilo
što od navedenog najviše doprinosi porastu broja
pratitelja, potrebno je provesti dodatna istraživanja.
V.

ZAKLJUČAK



Socijalne samoposluge Rijeka i Našice objavljuju
poveznice na druge Facebook stranice neprofitnih,
religijskih i drugih organizacija, u socijalnoj
samoposluzi u Osijeku to nije praksa

Socijalne samoposluge kao novi posrednici u lancima
opskrbe brži razvoj bilježe zbog gospodarske krize u
Europi. Njihova glavna funkcija je učinkovita raspodjela
viškova proizvoda (pretežito hrane) iz tradicionalnih
opskrbnih lanaca hranom ljudima u teškoj materijalnoj
oskudici. U ovom smo članku objasnili glavna obilježja
socijalnih samoposluga, a zatim nam je pozornost
skrenuta na korištenje društvenih mreža u njihovoj
komunikaciji s okolinom. U usporedbi s dostupnim
podacima iz drugih europskih zemalja, hrvatske socijalne
samoposluge koriste društvene mreže u većem postotku.
Postotak socijalnih samoposluga koji koriste društvene
mreže u Hrvatskoj je preko jedne trećine, dok je u Austriji
i Francuskoj taj pokazatelj ispod 3% [23].



Sve tri promatrane socijalne samoposluge
povremeno objavljuju poveznice na druge portale
poput novina i časopisa ako se na tim portalima
pojavi neka vijest o njima i njihovom djelovanju

Kao dobri primjeri u ovom radu je analizirano
korištenje društvenih mreža u tri socijalne samoposluge u
Hrvatskoj: u Rijeci, Osijeku i Našicama. Ovom analizom
odgovoreno je na dva istraživačka pitanja.



Sve tri promatrane socijalne samoposluge
povremeno objavljuju poveznice na tuđe videomaterijale.

RQ1: Koriste li socijalne samoposluge društvene
mreže – na koji način, u kojoj mjeri i prema kojim
dionicima?



Socijalna samoposluga Rijeka ima vlastiti YouTube
kanal „Socka na YouTube-u“, a objave na tom
kanalu povezuju se sa objavama na Facebook
stranici te se tako niz događaja i aktivnosti, osim na
Facebook stranici, može kontinuirano pratiti u obliku
videozapisa na Youtube-u.



Najintenzivniji angažman posjetitelja na svojoj
društvenoj mreži bilježi socijalna samoposluga
Osijek čije objave u prosjeku komentira više od 10
posjetitelja.

Provedeno je promatranje i nekih dodatnih elemenata i
vrsta objava na Facebooku te je utvrđeno sljedeće:
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Sve analizirane socijalne samoposluge koriste
Facebook kao društvenu mrežu prikladnu za odnose s
javnošću. Na danim primjerima izdvojili smo 3 skupine
dionika socijalnih samoposluga kojima se obraćaju putem
društvenih mreža, a to su: (1) krajnji korisnici, koji traže
informacije o vremenu, mjestu i načinima distribucije
potrebne robe unutar samoposluge (2) volonteri i donatori
kojima se upućuju pozivi, zahtjevi te kojima se daje javna
zahvala, i (3) općoj javnosti kojoj možemo podijeliti
informacije o događajima, aktivnostima prikupljanja
sredstava, dati izvješća o prethodno organiziranim
događajima, podijeliti veze do drugih medija i drugih
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društvenih mreža itd. Svi slučajevi socijalnih samoposluga
potiču aktivnu komunikaciju i razmjenjuju multimedijske
informacije putem društvenih mreža. One redovito
promiču svoje aktivnosti i događaje, ali bi se odnos s
donatorima, volonterima i krajnjim korisnicima u bliskoj
budućnosti mogao značajno poboljšati.
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Analiza uporabe društvenih mreža u 2017. i 2021.
godini te usporedba podataka o posjetiteljima pokazuje da
su sve promatrane socijalne samoposluge intenzivirale
svoje aktivnosti na društvenim mrežama. Međutim, kako
bi se objasnila stvarna učinkovitost društvene mreže u
svakodnevnom radu, potrebno je provesti daljnja
istraživanja, ovo bi se istraživanje moglo nastaviti
anketiranjem populacije korisnika društvenih mreža te
provođenjem dubinskih intervjua s menadžerima i
voditeljima socijalnih samoposluga. Osim toga, postoje
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međunarodnoj razini. Jedno od njih je zaštita privatnosti
pojedinaca, posebno krajnjih korisnika, koji kao društveno
ugrožena skupina ljudi prisustvuju donatorskim
događanjima te se bez njihove izražene volje njihove slike
objavljuju na stranicama društvenih mreža pojedine
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Abstract - As legislation today is one of the largest
collections of documents in electronic form, access to such
documents should be publicly available by making legal
regulations accessible to both legal experts and all interested
citizens, in a transparent way. The most comprehensive,
free, and permanent access to legislation is provided by the
Central State Office for the Development of the Digital
Society through the CADIAL search engine. The collection
of legal regulations in electronic form contains legal
regulations of the Republic of Croatia published in the
electronic edition of the Official Gazette. All regulations can
be searched by full text, and the collection is organized as a
system of interrelated texts of regulations and information
about them. Unique content analysis of texts and carefully
selected key words that describe the document allow the
user to quickly search for documents. The Eurovoc
Thesaurus enables the content of documents to be
unambiguously displayed in a documentation system, and
their metadata to be created in high quality. It also ensures
the unambiguity of user queries addressed to the
documentation and information system.
The paper describes the results of a three-month user
queries analysed through five case studies, with detailed
processing of semantic queries by examining their
correspondence with the words in the title, the words in the
text of the regulation and the correspondence with Eurovoc
descriptors. As part of the research, a survey of CADIAL
search engine users’ satisfaction was conducted.
Key words - search for legal regulations, Eurovoc
Thesaurus, subject indexing, CADIAL search engine.

I.

INTRODUCTION

In today's age of digital technologies, most developed
countries publish their legislation in electronic form, and a
very important part of the process of making legislation
available is document retrieval. Searching for legal
regulations, although more accessible than ever, also
brings certain problems in communication with citizens
searching for information from legal information systems.
With the advent of the Semantic Web, legal information is
processed according to its content, not just as plain text. It
is the semantic gap that is one of the biggest obstacles in
understanding between layman and legal experts - layman
use different semantics and phrases when searching, while
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the computer uses the syntax and semantics of
programming languages [1]. Semantic search is
considered the most accurate since it gives the opportunity
to contextualize online search. Also, given that there is an
increasing amount of publicly available legislation, a good
content analysis and carefully selected key words
describing the document are necessary.
The most comprehensive, free, and permanent access
to legislation in the last 20 years has been available
through a collection of legal regulations on the website of
the former Croatian Information and Documentation
Referral Agency (HIDRA), and today on the website of
the Central State Office for the Development of the
Digital Society (hereinafter: SDURDD).
II.

CREATING A COLLECTION OF LEGAL
REGULATIONS

The Official Gazette is the main source for collecting
legal regulations of the Republic of Croatia. It is the
official newspaper of the Republic of Croatia where all
legal regulations are published before they come into
force. Documents published in the Official Gazette are
followed and checked daily so that all new laws and other
regulations are covered by the documentation processing.
The collection includes texts of legal regulations of the
Republic of Croatia in electronic form, while complete
texts of legal regulations with all amendments are
available on the SDURDD website through the CADIAL
search engine. In this way, online access to the entire valid
legislation of the Republic of Croatia has been completed
and enabled for the first time, including the possibility of
reviewing the still valid regulations that were adopted
before 1990 [2].
The collection of legal regulations is part of the
Central Catalogue of Official Documents of the Republic
of Croatia, which has a legal basis in the “Law on the
Right to Access Information” from 2013. It is defined as
“a publicly available tool on the Internet that provides
users permanent access to documents stored in an
electronic document database and/or physical collections,
through full text and/or edited set of metadata”. Its
purpose is to provide users permanent access to official
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documents for information and reuse. Because it is
available online, its content can be used regardless of the
time and location of the user, which greatly facilitates the
use of the right to access to information. According to the
“Ordinance on the Central Catalogue of Official
Documents of the Republic of Croatia” [3], documents
published in the Official Gazette of the Republic of
Croatia are considered duly submitted to the Central
Catalogue.
All documents in the Central Catalogue are for
information purposes only, including legal regulations,
given that they are downloaded from the electronic
version of the Official Gazette which is not considered as
an official document in the Republic of Croatia. Only the
printed edition of the Official Gazette is the official
version of Croatian legal regulations.
This part of the Central Catalogue, based on the
“Decision of the Government of the Republic of Croatia
on the connection of the database of legal regulations of
the Republic of Croatia to the N-Lex portal”, represents
the legislation of the Republic of Croatia on the EU’s
common gateway to National Law. [4].
III. DOCUMENTATION PROCESSING OF LEGAL
REGULATIONS AND THE USE OF EUROVOC
THESAURUS
Documentation processing can be described as the
process of summarizing the topic of a document into
words or expressions listed in a controlled dictionary
(glossary, thesaurus), while descriptors are generated
from the content of the document without going into
details. The topic of the document is thus briefly
presented, and the user finds the information either
through a search engine based on a controlled dictionary
or by navigating through the hierarchical structure of a
controlled dictionary. By indexing, the documents are
summarized into informative expressions contained in
them, thus ensuring the retrieval of the requested
document [5]. Without proper indexing, both search and
retrieval are practically impossible.
The controlled multilingual Eurovoc Thesaurus was
published in 1984. It was developed by the Publications
Office of the European Union for the purpose of precise
documentation processing of official documentation of
the European Union. So far it has been published in 23
official languages of the European Union, and in three
languages of the EU candidate countries.
During the translation and adaptation of the original
thesaurus in Croatian, the selection, control,
harmonization, and adaptation of terms was considered. It
was agreed to use Croatian terminology in the translation,
and that terms and nouns in the nominative are singular
as in the original. For precise processing of official
documentation of the Republic of Croatia, a National
appendix to Eurovoc was developed, which consist of a
structured directory of Croatian state bodies and bodies of
local and regional self-governments, the Republic of
Croatia diplomatic missions as well as foreign diplomatic
missions in the Republic of Croatia, the list of political
parties and geographic features. All records in the
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Croatian appendix are marked as Crovoc. Eurovoc
originates from the need for uniform and efficient content
processing, and over the years has developed into a
documentation tool that helps to clearly define the
content of documentation from all areas of EU activity.
The thesaurus consists of 21 fields and 127 microthesauri
in the form of a structured and controlled list of names
used for all important terms that appear in different
official documents [6]. It is important to mention that
Eurovoc is used in the search of European Union
legislation on the EUR-Lex portal.
Eurovoc is a strictly controlled thesaurus,
hierarchically structured with explicit use of terms. It
allows users and documentation experts to be precise in
marking and finding information by looking at the
semantic connections between systematic terms. It is a
“living” thesaurus that is used daily for the processing of
public official documents and is regularly updated,
especially in the non-descriptor part. Also, it is revised in
accordance with new texts and terminology which
changes as a result of increasing number of published
regulations. Its biggest advantages are unambiguous and
consistent processing of document content, compliance of
user queries with document descriptors, and a network of
semantic links to find content-related documents.
IV.

CADIAL SEARCH ENGINE - SEARCH
POSSIBILITIES

In the collection of legal regulations, in terms of
content all regulations are processed with the support of
the software system for automatic indexing by Eurovoc
descriptors (AIDE). The project “AIDE - automatic
indexing using Eurovoc descriptors” was launched in
2004 and was taken as the basis for further work in the
creation of the CADIAL search engine (Computer Aided
Document Indexing for Accessing Legislation). A twoyear project funded by the Flemish Government and the
Government of the Republic of Croatia was launched in
cooperation with the research team of the Katholieke
Universiteit Leuven Interdisciplinair Centrum voor Recht
en Informatica (ICRI), experts from the University of
Zagreb and the European Commission's Joint Research
Centre. The aim of this project was to provide the
infrastructure for permanent and easy availability of
Croatian legal regulations to promote the use of official
documents [7]. CADIAL has been publicly available
since the end of 2008 and provides users with permanent
and easy access to all national legislation. It is based on a
high degree of data integration as well as improved
technical capabilities.
The CADIAL search engine [8] allows users to search
the full text of a document, to search by document title
and by using Eurovoc descriptors. It is preferable to
search for documents by using all three options at the
same time, since in that case the search includes all
implicit content that encompass detailed content
processing (Figure 1).
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Figure 1. CADIAL search engine interface

In addition to the text of the regulation, the search
result provides a complete overview of a legal regulation
thanks to the numerous data used to describe it through
the document processing.
Search results are ranked according to relevance
based on a combination of several factors. Each search
result offered to the user contains the title of the
document, the reference or source in which the document
is contained, the relevant text clip, the descriptors used
with a link to Eurovoc, the notes on entry into force and
the links to related documents.
It is important to note that by using the software for
morphological normalization of Croatian words,
CADIAL has solved the problem of locating a word in all
its forms. Namely, the reduction of different forms of
words (gender, number, case...) to a unique form
facilitates the search, especially if we consider the
morphological complexity of Croatian language in
relation to, for example, the English language.
Selecting one of the offered results opens the full text
of the regulation and numerous relevant data and links
related to the selected regulation. This means that
regulations can be viewed directly, and that navigation
flows from text to text without the need for a
bibliographic description, while the context of the
regulation document is given with other data and links in
the header.
All other data and links are a result of the formal and
content processing of documents from the collection and
relate to the type (legal/bylaw) and the status of
regulations (valid/not in force). They also show the
descriptors assigned to the document with links to
Eurovoc, as well as the classification according to the
field of competence. In addition, each document is
accompanied by specific notes, which are extremely
important in the legal interpretation of regulations. Links
to related documents (basic or influential regulations,
amendments, consolidated texts and corrections, and bylaws) and links to texts of the European Union
legislation, which Croatian regulations are harmonized
with, make an integral part of the search results [9]. Data
of the regulations and links to the original document can
be found below (Figure 2).

MIPRO 2021/ICTLAW

Figure 2. Display of search results for the regulation "Building Act"

V.

OBJECTIVES AND DESCRIPTION OF THE
RESEARCH

One of the main objectives of the research 1 was to
identify and analyse the role of key words in searching for
a specific search engine. At a time when most search
engines support full-text search and when the user expects
the required information in the first few search results, the
focus of interest has been on examining the use of key
words from a specialized thesaurus such as the Eurovoc
Thesaurus.
The aim was to analyse the users - who they are, what
they search for and how they search. When the idea for
this type of research was created, we were working on the
development of a search engine (primarily the
development of an automatic indexing programme), but
without a real insight into the information needs of users.
Predefined search options were not questioned, although
there was doubt about the actual use of searching by using
Eurovoc key words.
A.

Analysis of user queries through case studies
To analyse the habits of CADIAL search engine users,
and to get a better insight into the existing search
capabilities, as well as the role of the Eurovoc Thesaurus,
user records in the form of logs collected from CADIAL
servers were analysed. Logging began on June 1, 2017
and continued until August 31, 2017. The requested
records were delivered in .txt file and raw format,
unstructured and non-readable for analysis (with over two
million queries). With the help of colleagues from the
Faculty of Electrical Engineering and Computing (Text
Analysis and Knowledge Engineering Lab), the data was
structured and compressed into a .CSV file, which
contained 16,804 user queries. The number of queries in
the final file is much lower than the results originally
obtained, because of unrelated requests that were recorded
with an error.
The goal was to analyse unique sessions - all actions
that a user took after typing a search term into a search
engine. It was desirable to see information about the

1

The research was conducted as part of the author's doctoral
dissertation, entitled “Model of a system for making legal regulations
interconnected, accessible and preserved in a long-term”.
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search option selected by the user and information on
whether the user selected the regulation after the search.
B. Survey on user satisfaction with the CADIAL search
engine
Although the search engine has been publicly available
since the end of 2008, and as a unique search engine
provides the user easy and free access to the complex
structure of national legislation, no user satisfaction
survey has been conducted in the last 10 years. The search
engine did not change significantly during this period, and
since there was no feedback from users, there was only a
presumption how easy the search engine is to use, whether
the instructions on search methods help, and whether users
use all the advanced search options offered by the search
engine.
The aim of the survey was to examine the users'
satisfaction with the search engine and most importantly,
to learn whether the user found the regulation he was
looking for. Since all specific user queries were collected
from the logs in the same period, the survey sought to
obtain final confirmation about the simplicity of search,
possible suggestions, and comments in cases where the
user rated the search engine as complicated to use, and the
user's intention to reuse the search engine in the future.
The survey was conducted from July 3 to September 5,
2017. The survey was placed on a search engine page on
demand, as a pop-up survey, for every third user on the
webpage - so it opened for 33% of users. The answers of
the completed surveys were delivered in a .CSV file from
which the individual answers were analysed for the
purpose of the research.
The survey consisted of only five questions and three
minutes was enough time to complete it. In addition to
answering the questions, the IP addresses of the users
were also collected, as well as the exact time of
completing the survey. This was necessary to be able to
combine these two data sets with identical data obtained
from search engine logs.
In the above-mentioned period, 875 user responses to
the survey were received. However, after eliminating all
spam responses that had no answers other than comments,
862 unique polls remained. Compared to the total number
of users who searched for legal regulations in the same
period (24,497 users who started at least one session
during the specified date range) and given that the survey
was conducted by every third user, we can conclude that
10.5% of users responded to the survey.
VI.

The analysis has shown that only half of the users
choose to use advanced search options to limit their results
to, for example, the type of regulation, area of activity or
EU chapter.
The next step in the analysis was to select several case
studies to better identify individual query types. Thus,
16,270 user queries were included in the case study
examination. Instead of using a computer software, each
query was manually rated and categorized as a specific
case study. By reviewing all collected records, five case
studies were established:
#1 – the user has entered the correct title of the
regulation
#2 – the user entered the correct title of the regulation
and the number of the Official Gazette
#3 – the user has entered part of the title of the
regulation
#4 – the user has entered the terms for which he
expects the required regulation
#5 – the user entered the direct identifier - the number
of the Official Gazette.
The analysis of all collected queries demonstrated that
the highest number of user queries in the case study was
#1, which means that most users knew the exact title of
the document they were searching for (Figure 3). The user
entered the correct title of the required regulation in 9,440
queries, i.e., over 58% of all queries set as the entry of the
correct title of the regulation. Queries were considered
correct regardless of the cases used, while a query written
in capital letters or in quotation marks was also considered
correct.

RESEARCH RESULTS

Out of a total of 16,804 collected queries, 534 were
not suitable for analysis (the query did not correspond to
the selected regulation); therefore 16,270 user queries
were included into further analysis. When looking into the
search options used by the users, it is noticeable that most
of them type the search term into the search box and do
not change the predefined search options - by title and
text. Search by Eurovoc (key words) must be selected, as
well as search of valid regulations. Predefined text search
options were used in 96.63% of queries and title search in
99.60% of queries.
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It is important to note that only 1,508 queries out of
the above-mentioned 16,270 (9.27%) had the Eurovoc
search option included (key words). I believe that the
reason for such a low number of queries with the selected
option is partly because the search engine interface is
predefined with the already included search options by
text and by title.

Figure 3. Display of the number of queries in all case studies

MIPRO 2021/ICTLAW

A very low percentage of queries (only 11.78%) were
related to semantic search. Case study #4 includes queries
that are enclosed in quotation marks as a search term (e.g.
the user enters the phrase subordinate creditors for which
the required regulation is expected – “Ordinance on the
capital adequacy of a pension insurance company”) and a
semantic search in which the user enters terms for which
he expects a relevant document (e.g. the user enters the
terms precious metal for the required regulation
“Ordinance on technical conditions, which, with regard to
construction, must be met by articles made of precious
metals”).
Further analysis considered only semantic queries
(1,917 of the total number of queries). After eliminating
the same or repeated queries, a total of 743 different
queries were selected and then their match with the
offered search options was analysed (of which the search
options by text and title are pre-defined in the search
engine while Eurovoc search should be enabled by the
user).
Each user query was examined in the Eurovoc
Thesaurus search engine in the form of singular
nominatives since Eurovoc mainly contains singular
terms. Thus, the query boats were found in Eurovoc, but
in the form of the word boat which was evaluated as a
matching word.
The total match of the search terms with the key words
from Eurovoc is 218 out of 743 user queries. This means
that only 29.34% of all semantic queries matched the
Eurovoc descriptors.
Each user query was entered into the CADIAL search
engine and then terms were searched through the text. 665
queries were found in the total number of the mentioned
case study (89.50%).
Each user query was also searched by selecting on the
option “Search in the title”. The match with the requested
query was evaluated positively if over 50% of the words
in the query corresponded to the words from the title of
the text. Also, the singular and the plural in the required
terms were neglected. The analysis showed that 56.12% of
user queries matched the words in the document title.

In the question that followed, the ease of use of the
search engine was examined. The question was: “Please
rate whether you find the search engine easy to use” and
two answers were offered: “It's simple to use”, and “It's
not simple to use”. A total of 789 out of 862 users rated
the search engine as simple, i.e., 91.53% of users. Users
who rated the search engine as “not simple to use” were
offered a text box in which they could enter their
comment. A total of 52 user comments were entered,
some of which rated the search engine as simple but had a
comment or suggestion. Analysis of all user comments
showed that users have remarks and comments to improve
search capabilities (they wish for consolidated texts or
chronological search), filter results (suggestion to include
period of the regulation), the ranking of the required
regulation and the display options (the most common
complaint is that the search engine is not adjusted for
browsing on mobile devices). User comments (Table 1)
can serve as a good indicator of the user experience and
point out to possible improvements to make the user
experience better.
The third question was related to the use of key word
search functionality from Eurovoc, and the user could
choose one of the three answers provided in the survey.
The question was: “Did you use the option to search/filter
results using key words from the Eurovoc Thesaurus in
your search?”. Answers were offered: “Yes, key word
search was helpful in searching/filtering results”, “No, key
word search did not result in the required regulation” and
“I did not use the Eurovoc Thesaurus when searching”.
The highest number of users (443) did not use the
possibility to search by using Eurovoc, which is 51.39%
of all user responses. A total of 361 users (41.89%)
answered that the key word search was helpful, and 57
users (6.62%) answered that the key word search did not
result in obtaining the required regulation.

TABLE I. USER COMMENTS ON SIMPLICITY TO USE THE
SEARCH ENGINE

It was interesting to observe which regulations users
searched for the most and which queries they entered. The
analysis showed that the user will search according to the
words from the title of the regulation in case of a short
title, e.g., “Building Act”. For regulations that have longer
titles, they will search more often for parts of the words in
the title or will enter terms which they expect to find in the
text of the regulations. For example, the “Ordinance on
fire resistance and other requirements that buildings must
meet in case of fire” will more often search with queries
such as: evacuation provisions, fire resistance, evacuation
routes, parapet, and similar.
The user satisfaction survey with the CADIAL search
engine showed interesting results. The first, and the most
important question in the survey was the following: “Did
you find the regulation you were looking for?”. As many
as 782 out of 862 users answered “Yes”. Thus, the
regulation was found by 90.72% of users who participated
in the survey.
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The following question was about the user's
workplace. The aim was to determine the environment in
which users use the search engine. The answers included:
civil service, public service, private sector or other.
Although the assumption was that most of the users come
from the state or public service since they use legal
regulations daily, the survey showed that the private sector
leads in the use of the search engine - a total of 53% of all
search engine users.
The last question included the feedback of users who
had previously used the search engine. It is an important
indicator of user experience because it directly asks the
users if they will use the search engine again - under the
assumption of a positive answer if they have used the
search engine successfully and if they have found the
regulation they were searching for. The results show that
as many as 94.77% of users plan to use the search engine
again (817 survey users).
VII. CONCLUSION
The Eurovoc Thesaurus is undeniably a useful tool in
searching for documentation, but it is questionable
whether users of various information needs understand it
and use it in practice. This was tested by analysing user
queries. The analysis was extensive and included 16,270
queries which helped determine the user's behaviour
through unique sessions – including all actions that the
user took after typing the search term into the search
engine. Selected search options were analysed, and each
query entered the search engine was evaluated
individually through different case studies, as well as the
evaluation of search success that was defined as the
selection of a document after entering a search term.
Unfortunately, only 9,27% of users use the Eurovoc
search option, while even significantly fewer, only 0,28%
users, decide to limit their search to the valid regulations
in the search engine. I assume that the results would be
different if all search options were immediately visible
(both basic and advanced), and if the search included
more “overview menus” - e.g., search by body or author,
field of activity, consolidated texts, etc. The analysis
which focused on semantic queries only, examined their
correspondence with all basic search options. The
compatibility of such user queries was highest with words
in the text and lowest with Eurovoc descriptors. This was
expected given the low usage of Eurovoc.
The CADIAL user satisfaction survey showed
excellent results, although they may not be completely in
line with the results shown by their actual search queries
(it should be noted that the queries were analysed in the
same period as the search engine survey). More than 90%
of users answered that they found the required regulation,
and as many as 94.77% of users plan to use the search
engine again.
The results of the research show that searching for
legislation, which is very specific, it is necessary to adapt
it to the user. Along with better presentation of the
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regulations themselves, it is necessary to improve the
existing search engine which will be able to respond to the
various information needs of end users. This can be
achieved through further use of artificial intelligence in
morphological word processing and ranking results, so
that the term entered in the search engine automatically
recognizes the user's information need and retrieves the
required document. Thus, the CADIAL search engine
would fulfil its goal as it would enable the average user
who is not versed in legal terminology, to access the
requested document efficiently, quickly and without any
cost.
Since 2018, SDURDD in cooperation with the Faculty
of Electrical Engineering and Computing (Text Analysis
and Knowledge Engineering Lab) have been working
together on improving the semantic search engine as a
recognizable Croatian product through an EU funded
project “Establishment of an integral system for the
management of the official documentation of the Republic
of Croatia”. Results of the project are expected during the
next two years.
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Abstract - The pandemic caused by SARS-Cov-2 has
affected all aspects of life and has accelerated an unplanned
digitalization of society at all levels. Children and young
people have encountered many changes and the most
prominent is the partial or complete closure of schools and
transfer to online classes, which resulted in the increase of
time that children spend online.
During December 2020, Institute of Public Health of
Split-Dalmatia County conducted a follow-up quantitative
survey via online questionnaire - first wave was conducted
in the 2017. The research involved students from elementary
schools (210 students of 7th and 8th grade) and high schools
(284 students from all four grades). The purpose of this
paper is to present the results which include use of social
networks and use of security settings on social networks
among children.
Almost 87% of elementary school students and 83.45%
of high school students state that they used the Internet
more and much more during the pandemic than usual.
However, an interesting fact is that in both subsamples
there is an increase in knowledge about security settings and
increase in usage of additional security settings and fewer
participants who have a public available profile on social
networks compared to the first wave of research.
Keywords: internet usage SARS-CoV-2 pandemic, social
security settings, online teaching, elementary school students,
high school students

I.

INTRODUCTION

Today’s children and youth are known as the “Alpha
generation” (children born after 2010) [1]. Children are
growing up with technology like no other generation so
far and experts in the field of influence of the Internet on
children's development notice that they are more prone to
multitasking and better connected with their peers [2].
Since they use social networks, play online games and
download foreign applications they are probably more
fluent in English language resulting in that they are
generally better connected through technology.
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Many forms of social behavior so far have "moved" to
the virtual world and we can certainly agree that the
Internet and modern technologies provide various
benefits in everyday life and it is almost impossible to
avoid them. Potential dangers and challenges in the
online world emerge equally among children, young
people and adults at risk. The Croatian Bureau of
Statistics [3] states that the entire population aged 16 to
24 uses the Internet and that pupils and students, as the
youngest group, were the most frequent Internet users in
Croatia in the last year. A study of subjective well-being
of children in Croatia conducted on a representative
sample of children aged 8, 10 and 12 showed that
children grow up with screens. It is particularly
interesting that watching television decreases, and the
usage of social media increases with the age of the
students [4].
The security and privacy settings on social networks
are numerous and vary somewhat depending on
differences among social network and providers. The
protection of social network users, including children and
young people who spend time online on a daily basis, is
possible through appropriate information strategies and
practices that enable users to control the disclosure and
use of their own data [5]. The control is the key when it
comes to security and privacy settings on social networks
whether it is control over personal data, the choice to
disclose data, the presence of others, the number and
possibility to choose others enabled to see posting and to
interact in communication [6].
Social networks are continuously improving their
online security and privacy settings. But it is crucial that
social network users actively participate in the use of
these settings on their own profiles in order to choose the
level of privacy they want to apply [5]. The security of
social network users largely depends on the level of
privacy of posts and the ability to communicate with
strangers, which is especially relevant for a group of
children and young people as they are a particularly atrisk population. Interestingly, experts state that security
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and privacy concerns were actually based on user
perceptions, not objective measures [7].
Interpol [8] as well as other experts in the field of
problematic Internet use state that accelerated
digitalization carries additional risks in the online
environment for children and youth especially in the
context that risky behavior at this time of pandemic can
be further problematic [9]. Others point out that the use
of technology in the pandemic era has contributed to the
maintenance of the child well-being [10].
An important aspect of children's well-being in the
online environment, except the virtual place for
socializing and entertainment, are also educational
opportunities. Accelerated, comprehensive and unplanned
digitalization of society due to the COVID 19 pandemic
has further contributed to the more extensive use of
technology in all areas of life and in the lives of students
a major change was the digitalization of educational
programs that have been present in various forms from
March 2020.
How the pandemic has really changed children’s
behavior in the online environment in Croatia is still
unknown since the researches are still in the process.
Given the fact that representative study was conducted in
the SDZ county in 2017. [11] and the willingness of
schools to participate in the follow up study on a
convenient but extensive sample we had a chance to
gather results that will enable a preliminary insight into
the habits of using the Internet and security settings of
elementary and high school students in Split-Dalmatia
County during pandemic.
II.

METHODS

During December 2020, Institute of Public Health of
Split-Dalmatia County conducted a second wave of
quantitative survey via online survey questionnaire (first
wave was conducted in 2017). Purpose of the research
was to identify internet use habits among elementary and
high school children in the Split-Dalmatia County.
Children from the same schools as in 2017 participated in
the follow-up research, the online questionnaire was the
same except several questions about experiences with
online teaching that were added in the second wave. The
aim of the wider research was to determine patterns of
behavior on the Internet with a special focus on Internet
safety, participation in electronic violence, Internet
addiction and parental control in the use of the Internet
during pandemic and lockdown. The follow up study
involved 7th and 8th grade students of 10 primary schools
(N = 210) and students from all four grades of 6
secondary schools (N = 284) in a criterion-based
intentional sample. Gender distribution shows 40%
(N=84) of boys and 60% (N=126) of girls from
elementary schools, and 44.72% (N=127) of boys and
55.28% (N=157) of girls in high schools. The average
age of elementary school students is 13.5 years and the
average age of high school students is 16.1 years.
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The aim of this paper is to identify patterns of
behavior on the Internet with a particular focus on usage
of social networks security settings during COVID 19
pandemic. The specific goal is to compare the results
with the representative study from the children from the
same schools from 2017.
III.

RESULTS AND DISCUSSION

In the period from March 18 to the end of June,
children and young people in Croatian schools attended
exclusively online classes. At that time, the
epidemiological measure lockdown was valid for most
other social and society activities in the whole country.
At the beginning of the new school year, in September
2020, schools in Croatia had three options; model A:
normal teaching; model B: combined teaching (part of the
students attend classes and part of the students attend
online classes) and model C: all students in the school
attend online classes. School principals made decisions
about the schooling model based on epidemiological
assessment at the school level. Also, many students were
attending online classes if they were contact of COVID
19 positive person or, at least, if they were COVID 19
positive. The participant was asked how many times they
have attended organized online classes in the last three
months (since the beginning of the school year in
September 2020). In our sample, 64.29% of elementary
school students and 87.68% of high school students have
attended online classes once, at least (Picture 1).
Comparing the Internet usage before the pandemic
and during the pandemic, even 86.67% elementary school
students (Fig. 1.) and 83.45% high school students use
the Internet more and much more during a pandemic than
before. Schools have distributed tablets to children who
do not have devices at all or do not have enough devices
(for families with two or more children) to use during
online classes.

Figure 1. Participating in online classes for the last three months among
elementary and high school students
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TABLE 1. COMPARISON OF SPENDING ONLINE TIME BEFORE
AND DURING THE PANDEMIC AMONG AND BETWEEN
ELEMENTARY AND HIGH SCHOOL STUDENTS
Elementary school
much
less
than
before
less
than
before
same as
before
more
than
before
much
more
than
before
Total

High school

Boys

Girls

Total

Boys

Girls

Total

1.19

0.00

0.48

0.00

0.64

0.35

1.19

0.79

0.95

3.15

0.00

1.41

15.48

9.52

11.90

22.05

8.92

14.79

39.29

46.83

43.81

37.80

47.77

43.31

42.86

42.86

42.86

37.01

42.68

40.14

100.00

100.00

100.00

100.00

100.00

100.00

the pandemic (MannWhitney U=11385.500; p=0.026).
Research conducted before the COVID pandemic among
children and young people aged 9-18 indicates that
children and young people spend a lot of time on media
devices: 41% spend more than 3 hours, 29% more than 2
hours, and 21% more than 1 hour daily. According to the
same authors, children and adolescents reported some
consequences of media devices usage, such as low
academic outcomes, decreased concentration, neck and
back pain, insomnia, mood disorders, and finally some
variation in addiction [12].

Children who didn't have access to the Internet or
didn't have high speed Internet have been given mobile
internet access points but unfortunately there is no data
how many children used these opportunities. This
decision contributed to the fact that children who didn't
use the Internet at home at all now have this opportunity
which is important element of their well-being. The
additional device at home and the obligatory attendance
at the online lectures contributed to the increased use of
the internet as well as the fact that all other activities
moved to the online environment.

The most popular social network among youth is
Instagram (Table 2). The popularity of social networks
among elementary school students, after Instagram (in
order) are Snapchat, Tik-Tok, YouTube and Facebook.
The order of popularity of social networks shows some
differences among high school students. Instagram is the
most popular followed by YouTube, Snapchat, Facebook
and Tik-Tok. In a survey conducted in 2017, Instagram
was also the most popular social network. Facebook was
in second place and some social networks like Tik-Tok
and Twitch didn’t even exist [13]. This shows the great
growth of different platforms used by children that adults
do not know much about. The risk is also in the different
levels of privacy and data security that social networks
apply and children are often unaware of these risks.
Changes in the popularity of social networks are
confirmed by some other researches, even before COVID
pandemic. Adolescents have replaced Facebook with
networks like Instagram and Snapchat or You Tube that
offers them more interesting ways to express themselves
[14, 15, 16].

There is no statistical difference between boys and
girls in the elementary school sample (MannWhitney
U=5526.000; p=0.553), while girls in the high school
sample are more likely to estimate that they spend more
time on online activities during a pandemic than before

If we compare profiles according to gender, we can
find differences. Female students are more likely to have
an Instagram profile as well as Snapchat and Tik-Tok.
Male student are more likely to have profiles on
Facebook, You Tube and Twich (Table 2).

TABLE 2. USAGE OF SOCIAL NETWORKS BY GENDER AND BY WAVES OF CONDUCTION
Elementary school (ES)
Boys

Girls

Total

N

%

N

%

N

%

Facebook

34

40.48

32

25.40

66

31.43

Instagram

66

78.57

113

89.68

179

85.24

Twitter

12

14.29

20

15.87

32

15.24

Snapchat

47

55.95

107

84.92

154

73.33

Tik-Tok

34

40.48

78

61.90

112

53.33

You Tube

57

67.86

52

41.27

109

51.90

Twich

15

17.86

6

4.76

21

10.00

Do not use

3

3.57

1

0.79

4

1.90
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High school (HS)
Pearson ChiSquare
(gender/ ES)
p=5.318; df=1;
χ²=0.021
p=4.945: df=1;
χ²=0.026

Boys

Girls

Total

Pearson ChiSquare
(gender/ HS)
p=16.124; df=1;
χ²=0.000
p=11.522: df=1;
χ²=0.001

N

%

N

%

N

%

67

52.76

46

29.30

113

39.79

106

83.46

150

95.54

256

90.14

p=0.098; df=1;
χ²=0.754

19

14.96

29

18.47

48

16.90

p=0.616; df=1;
χ²=0.432

p=21.627:
df=1; χ²=0.000

64

50.39

110

70.06

174

61.27

p=11.447: df=1;
χ²=0.001

26

20.47

74

47.13

100

35.21

91

71.65

94

59.87

185

65.14

p=9.603; df=1;
χ²=0.002

26

20.47

10

6.37

36

12.68

p=12.615; df=1;
χ²=0.000

p=2.081; df=1;
χ²=0.149

2

1.57

1

0.64

3

1.06

p=0.591; df=1;
χ²=0.442

p=9.298; df=1;
χ²=0.002
p=14.272;
df=1; χ²=0.000

p=21.876; df=1;
χ²=0.000
p=4.291; df=1;
χ²=0.038
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Only 1.90% (N=4) of elementary school students and
1.06% (N=3) of high school students do not have a single
profile on social media. Interestingly, this is precisely the
group excluded from the various activities of their peers
in the online world. Also, the high proportions of profiles
in the student population leads to the conclusion that
students have more profiles at the same time. More
precisely, 65.24% students of elementary school and
67.61% students of high school have got three or more
profiles. Such findings have been observed in some other
previous researches [14, 17].

settings and whether they actually did use. Additional
security settings in research questionnaire consisted of
opportunity to manage profile privacy settings, restricting
posts to selected people only and similar. Although
91.9% elementary school students know how to use
security settings on social networks they do not all use it
so 79% actually use security settings. Public profiles
available to everyone is found in 17.6% elementary
school students (Table 4). The difference by gender was
noticed only according to the use of security settings on
social networks. Girls use it more significantly (p=4.907;
df=1; χ²= 0.027) which is important result for tailored
prevention activities in the domain of safe internet use.

Among elementary school respondents, 77.14% of
students use a mobile phone to access social media
(Table 3). According to the time of their use, 13.81% use
a mobile phone for social networks for 4 or more hours a
day. Girls spent significantly more time on social
networks via mobile phone (t=-2.719; df=1, 208;
p=0.007). A higher proportion of high school students use
a mobile phone to access social networks (89.08%) and
23.94% do so for 4 or more hours. A statistically
significant difference by gender is also evident. As with
elementary school students, high school girls spend
significantly more time on social networks via mobile
phones than boys (Mann Whitney U=12486.000;
p=0.000). Rattinger reports that children and young
people before Covid pandemic more often spend an hour
or two on social media, but that almost every fourth
student spends more than three hours a day [18]. Almost
all elementary school students during the Covid 19
pandemic use social networks and communication apps
to communicate with classmates [19].

More high school students know how to use security
settings on social networks (96.5%) than elementary
school students, and higher percentage actually use
security settings (88.0%). It is also important that fewer
high school students have publicly available profiles
(10.9%) than in elementary school (Table 4). All the
above differences between primary and secondary school
students are statistically significant. Also, among high
school students, a statistically significant difference by
gender was observed in the direction that boys more often
have publicly available profiles (p = 9.699; df = 1; χ² =
0.002). This indicates that prevention and education
programs on safe Internet use should begin in early
education programmes, given that the age of children
who use social networks declines which is also indicated
by other representative research in Croatia [4]. It should
be emphasized that the risk of use for younger children is
even higher given the developmental stage and the
inability to recognize these risks in the online
environment.

Fewer students use a computer for social networks
rather than mobile phone, 40.95% in elementary schools
and 45.42% in high schools. They spend less time on
social media via computer without significant gender
difference. Monitoring in recent years indicates a steady
increase in mobile subscribers [20], and the fact that
majority of total Internet traffic takes place via mobile
devices [21] confirms that the Internet is more often used
via mobile phones.

However, an interesting fact is that in both
subsamples there is an increase in knowledge of security
settings compared to the first wave of testing (elementary
school 85.7% and high school 85%). Also, there is an
evident increase in the use of security settings compared
to the first wave of research and less public available
social networks profiles compared to the first wave of
research (elementary school 22.4% and high school
25.6%) (Fig. 2, 3) [13].

Respondents had the opportunity to answer as yes or
no, questions about their knowledge how to use security

TABLE 3. TIME SPENT ON SOCIAL MEDIA ON A MOBILE DEVICE AMONG ELEMENTARY AND HIGHSCHOOL STUDENTS
Elementary school
2017.

High school
2020.

2017.

2020.

Boys

Girls

Total

Boys

Girls

Total

Boys

Girls

Total

Boys

Girls

Total

Never

26.6

27.9

27.3

27.4

19.8

22.9

17.3

10.2

14.5

15.0

7.6

10.9

Up to 30 min.

38.1

25.9

31.8

32.1

17.5

23.3

30.0

26.4

28.6

19.7

8.3

13.4

Up to 1 h

8.6

11.6

10.1

15.5

18.3

17.1

17.6

19.0

18.2

15.7

15.3

15.5

1-3 h

13.7

17.7

15.7

14.3

28.6

22.9

17.3

19.4

18.2

33.1

38.9

36.3

4-8 h

2.2

8.8

5.6

7.1

11.9

10.0

7.7

12.0

9.5

11.8

21.0

16.9

>8 h

10.8

8.2

9.4

3.6

4.0

3.8

9.9

13.0

11.1

4.7

8.9

7.0

Total

100.0

100.0

100.0

100.0

100.0

100.0

100.0

100.0

100.0

100.0

100.0

100.0
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TABLE 4. PUBLIC AVAILABILITY OF PROFILES, KNOWLEDGE AND USE OF SECURITY SETTINGS ON SOCIAL MEDIA
Elementary school
2017.

High school
2020.

2017.

2020.

Boys

Girls

Total

Boys

Girls

Total

Boys

Girls

Total

Boys

Girls

Total

Social media profile publicly available
to everyone

28.8

16.3

22.4

22.6

14.3

17.6

36.2

9.7

25.6

17.3

5.7

10.9

Knowledge how to use additional
security settings on social media

82.0

89.1

85.7

88.1

94.4

91.9

82.7

88.4

85.0

94.5

98.1

96.5

Use of additional security settings on
social media

62.6

75.5

69.2

71.4

84.1

79.0

70.0

80.1

74.0

84.3

91.1

88.0

Figure 2. Comparison 2017-2020: public availability of profiles,
knowledge and use of security settings on social media in elementary
school students

Figure 3. Comparison 2017-2020: public availability of profiles,
knowledge and use of security settings on social media in high school
students

Brom et al. states how parents participate in a variety
of online educational activities to support and assist their
children in completing educational tasks [22]. This can
certainly affect the increased level of digital competences
in parents (as well as teachers considering online classes)
but also a greater sense of parental control over children
online activities, which can result in positive changes in
general when it comes to online safety. But these
relations researchers should verify in future activities.

important findings that we need to take into account
when talking about children's behaviors on social
networks. Thus, the research of Ali et al. confirms that
some participants in their research do not use privacy
settings and participate in the sharing of personal data
and do not use customized privacy and security settings
on their profiles on social networks [23]. Gupta and
Dhami showed that privacy does not have a direct impact
on the exchange of information but that trust in the social
networks and their ability to protect users lead to a
tendency for users to share more information [7].

Experts agree that awareness of the importance of
setting security and privacy settings on social networks is
generally at a low level and that it is important to promote
the proper use of these settings [5]. If we compare the
results of the two waves of research (2017 and 2020) we
notice differences about security and how children and
young people use social networks during the COVID 19
pandemic compared to the time before. Elementary school
students know significantly more about the use of security
settings on social networks (p= 4.567; df=1; χ²=0.033) and
actually use social security settings significantly more
often (p= 5.975; df=1; χ²=0.015) than before the COVID
19 pandemic. High school students also know
significantly more about the use of security settings
(p=25.041; df=1; χ²=0.000), use them more often (p=
21.873; df=1; χ²=0.000), but also have significantly less
public available profiles on social networks (p=24.589;
df=1; χ²=0.000). Although previous research has been
conducted mostly on the group of young people and
adults (not necessarily on children), they provide some
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IV.

CONCLUSION

Children born after 2010, the so-called Alpha
generations grow up differently from all previous
generations when it comes to using technology and they
will not be able to imagine life without a technology as
well as they tend to look for solutions in virtual form. It is
assumed that for them the virtual world will be almost
equal to the physical one [24]. The COVID 19 pandemic
only contributed to this outcome.
During online classes, children spent more time
online than before the pandemic for educational purposes.
This online time is structured by lectures, school work
and homework. On the other hand, teachers probably
adapted part of their teaching topics to online content and
paid more attention to education about behaviours in
online environment. Also, children and parents were at
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home together but also they share the same device at
home as well as they share virtual space, which could
lead to greater use of security settings on social networks.
The disadvantage of this follow up research is the
convenient sample so the results cannot be interpreted at
the population level. Also, the disadvantage is the
subjective assessment of the use and knowledge of
security settings measured on the dichotomous variable.
The implication for future research is to use sensitive
scales to objectively measure usage and knowledge of the
use of security settings.

competencies of children, teachers and parents, along
with preventive activities at the county level. The fact
that children use social security and privacy settings
more, often is a positive result, but it should certainly be
examined in more detail in terms how they communicate
with those they accept as friends / followers on social
networks. In addition to protecting profiles through
security and privacy settings, it is also crucial how much
of the content they post is available to people they don't
know in real life and are present on their friends and
followers lists.

However, this study certainly contributes to
knowledge of children’s behavior in the online
environment during actual pandemic. Interestingly, the
hypotheses of experts on risky activities, at least those
involving the use of security settings on the Internet, have
not been confirmed, given that this preliminary results
suggest that they use security settings significantly more
than in 2017. A possible explanation is that this is
precisely the result of a comprehensive transition to the
digital world, which enabled raising the level of digital

In conclusion, it is unquestionable that further
research in this area is necessary to cover various aspects
of the risks and well-being of children in the online
environment including problematic Internet use as well as
positive outcomes of technology use. Given the potential
of their generation when it comes to technology, carefully
conducted researches and results that will enable
evidence-based practice and successful prevention
programs toward safe and beneficial use of the Internet
among
children
and
youth
is
a
must.
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Abstract - Directive (EU) 2019/1024 on open data and the reuse of public sector information regulates open data policies
for documents created or collected in public sector bodies,
public undertakings, research organisations financed from
public sources, and public libraries, archives and museums
(heritage institutions). The open data policy conflicts with the
basic principles of intellectual property possibly existing in
those documents, particularly copyright and the sui generis
database right which is regulated in Directive 96/9/EC on the
legal protection of databases. The paper examines how the
exclusive rights of copyright owners interfere with open data
policies.

public sector and, simultaneously, diminishes the exercise
of exclusive copyright by public sector bodies. Therefore,
the paper’s thesis is that the transformation of the general
principles of exclusive copyrights and particularly sui
generis database rights is already underway concerning the
public sector at the level of the European Union. However,
it is not certain that there is full awareness of the potential
consequences.
This paper does not refer to private or personal data
regimes or private sector data.
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Data produced in the public sector at the European
Union level cover a wide scope of data types and imply
public sector bodies at the national, regional, or local level,
such as ministries, public agencies, and other “classic”
public institutions governed by public law. Directive (EU)
2019/1024 defines “bodies governed by public law” in Art.
2, para 2, a definition originally taken from Art. 2, para 1,
subpara 4 of Directive 2014/25/EU. 5 Public undertakings
are also covered by Directive (EU) 2019/1024, but only
those which are active in the water, energy, transport, and
postal services sectors and public passenger transport
services by rail and road and air carriers and ship-owners
fulfilling public service obligations.6 These undertakings
are either owned or controlled by the State.
The public tasks of public sector bodies are relevant
for the application of open data policy. Data produced
outside their public tasks are not within the scope of the reuse obligation. Data which belong to public undertakings
are better defined in Directive (EU) 2019/1024 than in the
previous Directive 2003/98/EC7 and Directive
2013/37/EU.8 Data produced outside public undertakings’
services provided for general interest or data related to
activities directly subject to competition rules are not
subject to the re-use obligation. (Criticism of the solutions
for data produced by public undertakings under the
previous Directive 2003/98/EC and Directive 2013/37/EU
have already been discussed in Croatian legal literature.9)
Unlike public sector bodies, public undertakings
remain free to decide whether their data will be allowed
for re-use.10 Some authors11 call this the “soft re-use
principle” and point out that delimitation between public
sector bodies and public undertakings is not clearly drawn
in Directive (EU) 2019/1024. This might negatively affect
legal certainty since Directive (EU) 2019/1024 regulates
different principles and conditions related to the re-use
obligation for public sector bodies and public
undertakings.
Research data produced, created, or collected in
research organisations funded from public sources are also
considered public sector data. Scientific research activities

I.

INTRODUCTION

The information society is highly dependent on data
production, collection and use. Among many other
datasets, data produced and/or collected in the public
sector are an important source from which new values
might be drawn. Consequently, in the European Union, the
idea of open data policies has been developing over time.
The recent legal instrument dedicated to harmonising the
open data policies in the Single Digital Market is Directive
(EU) 2019/10241 on open data and re-use of public sector
information. Some define re-use as a process which
includes data creation, data validation, data aggregation,
data analysis, data services and products and aggregated
services.2 Directive (EU) 2019/1024 regulates open data
policies for documents created or collected in public sector
bodies, public undertakings, research organisations
financed from public sources, and public libraries,
archives and museums (heritage institutions). The open
data policy interferes with the basic intellectual property
principles possibly existing in those documents,
particularly copyright and the sui generis database right.
The paper examines how the exclusive rights of
copyright owners conflict with open data policies. In this
respect, works created under an employment contract and
commission contract in the public sector play an important
role. The Croatian Draft Act on Copyright3 (which recently
passed its first reading in the Croatian Parliament) presents
some new solutions that are much more compatible with
the aims of Directive (EU) 2019/1024. In addition, the
Croatian Draft Act on Copyright rephrases the sui generis
database right to bring it much closer to the content of
Directive 96/9/EC4 on the legal protection of databases. On
the other hand, Directive (EU) 2019/1024 practically
eliminates the application of Directive 96/9/EC within the
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II. WHAT ARE PUBLIC SECTOR DATA?
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subsidised by public funding or co-funded by public and
private-sector entities should fall entirely within the scope
of open access policy. Research data are in digital form,
collected or produced in scientific research activities, used
as evidence in the research process, or commonly accepted
in the research community as necessary to validate
research findings and results. They do not embrace
scientific publications, which remain out of scope of the
open data policy of the re-use principle.
The fourth group of data relevant for this paper is
not recognised explicitly in Art. 1, para 1 of Directive (EU)
2019/1024. It is implicitly mentioned in Art. 1, para 2 (i)
of this Directive and refers to cultural heritage institutions,
i.e., public libraries, archives, and museums. Their data
also fall within the scope of “public sector information” or
“documents” to which the re-use obligation applies.
Archives were not covered by the re-use obligation in the
original Directive 2003/98/EC12 but were included in
Directive 2013/37/EU and continued to be provided for in
Directive (EU) 2019/1024.13 Generally, “documents” held
by cultural establishments do not fall within the scope of
Directive (EU) 2019/1024. Still, libraries, including
university libraries, museums, and archives, do not have
the same status as all other cultural establishments.
Directive (EU) 2019/1024 uses the phrase “public
sector information” in the title. Further in the text, it uses
the word “document” to determine any information or
content whatever its medium (paper or electronic or sound,
visual or audio-visual recording), or any part of such
content. This “document” is practically everything. In this
study, we use the word “data” to embrace all “public
sector information,” i.e., “documents”, since this
corresponds with the phrase “open data policy”, which is
the weft underlying the analysis of this paper.
III. WHY APPLY “OPEN DATA POLICY” AND
THE “RE-USE PRINCIPLE” TO PUBLIC SECTOR
DATA?
The purpose of Directive (EU) 2019/1024 is not to
secure the right to be informed or the right to access data
as a fundamental right. A comparison of definitions of the
right to access information in international agreements,
national constitutions and jurisprudence leads to the
incontrovertible conclusion that re-use is not mentioned
within this context.14 Its purpose is to affirm the re-use of
data produced in the public sector for mostly economic
purposes.15 This Directive, as a minimum harmonisation
directive, regulates rules which should apply to the re-use
of data produced in the public sector, particularly on the
Single Digital Market. These minimum rules should create
the possibility to re-use public sector data primarily for
economic purposes, to encourage innovation, to create
new values, new digital products, new applications, and to
create an incentivising environment for the development
of start-up companies and small and medium enterprises
which should re-use public sector data within the new
technologies in the production of their new digital
products. The aim is also to adapt the legal environment to
develop further machine learning, artificial intelligence,16
and the internet of things.17 Re-use of data is also
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connected with big data, which is defined as “the
collection and aggregation of large masses of available
data from a wide variety of different sources and its
analysis, largely in the form of correlation, patternrecognition, and predictive analysis”.18 Big data initiatives
are also usually linked to the openness of public sector
data.19
Public sector data are subject to re-use. Re-use means
use which differs from the initial purpose for which the
data were originally created. The idea is to ensure that the
information once created for some public purpose or in
providing services in the general interest, whereby this
creation or collection was funded from public resources,
are eligible for any other commercial or non-commercial
purpose, subject to some necessary restrictions. It does not
mean that the body that created or collected the data needs
to make some additional endeavour to enable the re-use of
these data and which is different from its initial endeavour
invested while creating or collecting these data. It simply
means that once created or collected, data should be
subject to as many re-uses as possible to extract as much
commercial value from the data as possible. At the same
time, the Member States are encouraged to ensure the
online discoverability and actual availability of documents
and associated metadata in an open format that can be
machine-readable and ensure interoperability, re-use, and
accessibility.
There are datasets of specific high value associated
with important benefits for society, the environment, and
economy because they are particularly suitable for creating
value-added services and applications. These datasets are
usually dynamic, which means that they are subject to
frequent real-time updates. The list of thematic categories
of high-value datasets is given in Annex I to Directive
(EU) 2019/1024 and refers to geospatial data, earth
observation and environment, meteorological data,
statistics, companies and company ownership data, and
mobility data. Since these data are particularly valuable,
they should be subject to open data policy and re-use
policy practically without restrictions.
Open data policy also implies that the public sector
body concerned should retain the right to exploit the data
it gave for re-use.
IV.

WHAT ARE THE RESTRICTIONS ON REUSE?

The general principle concerning re-use states
that the Member States shall ensure that data to which
Directive (EU) 2019/1024 applies shall be re-usable for
commercial or non-commercial purposes. This principle is
subject to limitations and conditions, as regulated in
Directive (EU) 2019/1024. There is no room to analyse all
of these, so this paper will focus on intellectual property
rights that exclude the obligation to give public sector data
for re-use.
Data to which third parties hold intellectual
property rights shall not be subject to re-use. Intellectual
property rights imply copyright and related rights,
trademarks, industrial designs, patents and supplementary
protection certificates, plant variety rights, and other
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distinctive signs such as geographical indications and
appellations of origin. Art. 2 of Directive 2004/48/EC,
along with a non-binding Statement by the Commission
concerning this article, provides a list of rights considered
intellectual property rights in the European context.20 The
most relevant third party intellectual property rights for
open data policies are copyright. Another highly relevant
right is the sui generis database right, regulated in some
countries (such as Croatia) as a related right. The
“problem” with copyright and re-use is that third parties
have exclusive rights which give them the legal power to
decide whether, and under what conditions, to give away
their works for any use, including re-use. If authors and
other copyright owners do not give authorisation, i.e. a
licence for re-use, this will then be legally impossible.
Copyright is among the fundamental rights. It is a private
property right. It is also a subjective right which may be
limited only in situations explicitly prescribed by law.
Limitations and exceptions to copyright in the digital
environment are regulated in Directive 2001/29/EC21 and
Directive (EU) 2019/790.22
Neither of these two directives mentions re-use as
a limitation or exception to copyright. Therefore, third
parties, which have copyright in their works, may not be
limited by the re-use obligation. There is no legal
possibility to force them to allow re-use. This would cause
serious conflicts and a significant disbalance in the digital
market if the concept of copyright as a private exclusive
right was abandoned for re-use.
The explained situation also relates to the sui
generis database right. In a case where third parties own a
sui generis database right, which is also an exclusive
subjective and fundamental intellectual property right,
with some narrower content than copyright, the respective
database will be excluded from the re-use obligation,
unless the owner explicitly allows it.
While third parties owing copyright and a sui
generis database right remain out of the scope of the re-use
obligation, a special regime on the exercise of copyright
and the sui generis database right for public sector bodies
and public undertakings is regulated in Directive (EU)
2019/1024.
Data that are sensitive on account of containing
trade secrets will also be excluded from re-use. Since trade
secrets are intellectual property rights only when they are
undisclosed, keeping them secret is crucial for the
existence of the right. If the obligation to allow re-use were
imposed on the holder of the trade secret, this would cause
the loss of the right and its commercial value. Trade secrets
are protected because they contain undisclosed data, and
re-use implies that the data are disclosed. Directive (EU)
2016/943 defines trade secrets as undisclosed know-how
and business information and regulates the legal
framework for their protection.23 Therefore, trade secrets
are always excluded from the re-use obligation, either as
the intellectual property of a third party or the intellectual
property of a public sector body or a public undertaking.
The prevailing importance of protecting trade secrets of
public undertakings over the obligation to allow access to
information is analysed in legal literature.24
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In the case of public broadcasters and cultural
establishments, copyright and related rights exist in most
of their creations; their activity consists of creating and
disseminating copyright works and the subject matter of
related rights (performances, phonograms, videograms,
programme-carrying signals). Therefore, it would be
highly detrimental to their regular activity to impose the
re-use obligation on those public sector bodies or public
undertakings. Although public law governs those types of
public entities, at the same time they usually compete in
the market of creative and cultural industries. Their
competitive advantage would be entirely lost if they were
obliged to give away all their copyright works and the
subject matter of the related rights for re-use. If this
happened, their sustainability would be highly endangered.
V.

WHAT ABOUT COPYRIGHT AND THE SUI
GENERIS DATABASE RIGHT BELONGING TO
PUBLIC BODIES AND UNDERTAKINGS?

If the copyright belongs to a public sector body or
public undertaking, the re-use obligation set in Directive
(EU) 2019/1024 is legally and factually the limitation of
copyright. It is not to be forgotten that copyright is always
the same property, fundamental and subjective right, no
matter who its owner is. The original owner of the
copyright is generally the author of the work. Still, there
are many ways the original owners may dispose of their
copyrights, for example by transfer or licence. It is also
possible for the copyright to be transferred to an employer
or to the person who commissioned the work. In re-use,
public sector bodies and public undertakings as copyright
owners are obliged to issue licences under the conditions
regulated in Directive (EU) 2019/1024. This Directive sets
for them the licensing rules which tend to be “open”. This
means that copyright works belonging to public sector
bodies and public undertakings should be automatically
licensed for re-use, possibly free of charge, or limited to
marginal costs, and, exceptionally, with a reasonable
return on investment, in machine-readable, interoperable
formats which are automatically accessible or available for
re-use or on request of the interested party.
In addition, it is regulated that the right of the
maker of a database provided for in Art. 7, para 1 of
Directive 96/9/EC will not be exercised by public sector
bodies to prevent the re-use of documents or to restrict reuse beyond the limits set by Directive (EU) 2019/1024.
This in practice means that public sector bodies
are obliged not to exercise their copyright and sui generis
database right. The rights as such exist, but, regarding reuse, they are in practice and legally diminished. In the case
of the sui generis database right, exercise of this right is
completely restricted, and, regarding copyright, it is
limited to a certain but significant extent. The existenceexercise dichotomy is not foreign to the European
interpretation of intellectual property rights. It was already
used in the doctrine of the exhaustion of intellectual
property rights. In the case of re-use, the effect of this
dichotomy is confirmed. Public sector bodies keep their
copyright and sui generis database right but cannot
exercise them with regard to the obligation to allow re-
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use.25 The obligation to allow re-use prevails over the
exercise of copyright and particularly of the sui generis
database right. Even before the introduction of Directive
2003/98/EC, there were national rulings in Italy, Germany
and Netherlands that public sector bodies may not exercise
the sui generis database right against re-use and free access
principles. French law on public administration was
changed to clarify that public sector bodies may not invoke
their sui generis right to prevent re-use of their data. 26
VI.

IS THERE A “RIGHT TO RE-USE”?

In the continental legal circle, in civil law, there
is the theory of subjective rights. This theory implies that
a right belongs to a subject towards an object. For example,
ownership is a subjective right. This right belongs to an
owner (subject) towards the thing (object). Copyright is
also a subjective right. It belongs to an author (subject)
towards his or her work (object). In legal theory, it is said
that a subjective right is the legally guaranteed power of
the subject’s will (legal power) with the purpose of
satisfying the subject’s interests.27 A subjective right is
described through the object’s belonging to the subject or,
looking from the opposite angle, through the authority of
the subject towards this object. A subjective right aims to
satisfy the subject’s interests, which are regularly
economic. In civil law, usually a subjective right is
accompanied by a claim.28 If the statute of limitation
arises, the claim for remedy of the infringement stops
while the right still exists. The same might also be the case
in intellectual property rights.29 In general, the claim
means that the subject regularly has the legal possibility to
require from other(s) some behaviour which means the
realisation of the subjective right. In legal history, it was
Savigny and Windscheid who developed the choice theory
(Willenstheorie) and Jhering developed the interest theory
(Interessentheorie). There were also other legal theorists
who further developed both these theories, not only in the
Germany but also in England. In the end, the combination
theory prevailed.30
It was previously said that the right to access
public sector information is a fundamental right. In their
content and importance, fundamental rights have a
different legal nature from subjective rights. Some
subjective rights might, nevertheless, at the same time, also
be fundamental. For example, intellectual property rights
are subjective and fundamental rights at the same time
according to Art. 17, para 2 of the Charter of Fundamental
Rights of the European Union,31 which is based on Art. 1
of Protocol 1 to the European Convention on Human
Rights.32 These provisions have the same meaning and
scope, despite slightly different wordings.33 Fundamental
rights might be rights, freedoms and principles, as
indicated in the Charter. Re-use is not mentioned in the
Charter. However, the right to access documents of the
European Union’s institutions is regulated in Art. 42 of the
Charter as a fundamental right, which may be restricted by
intellectual property rights in a situation where there is no
overriding public interest in disclosure.34
In Directive (EU) 2019/1024, the general
principle is set according to which “Member States shall
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ensure that documents to which this Directive applies…
shall be re-usable for commercial and non-commercial
purposes…” It does not mention any “right” of re-use.
Still, it mentions the “general principle” of re-use. After
analysing the constitutive elements of the theory of
subjective rights, it can be concluded that re-use does not
include all the elements of subjective rights. In the first
line, the “claim” does not accompany re-use within the
possibility of civil law enforcement. Everyone may indeed
request re-use of public sector data that are not excluded
from re-use. There might also be consequences for the
public sector body if it denies re-use, where it should be or
is allowed according to national law based on Directive
(EU) 2019/1024. Such consequences are to be resolved in
an administrative procedure if the public sector body
denies re-use, although it should be possible, or unlawfully
puts conditions on or otherwise limits the possibility of reuse. In this case, the interested party may start
administrative proceedings regulated in national law.
On the other hand, it is also correct to conclude
that the intellectual property rights of public sector bodies
are subjective private rights. The person who owns
copyright or another intellectual property right always
enjoys the same protection, regardless of whether the right
holder is a private or a public person. However, within the
re-use concept, the subjective rights of a public sector body
are limited so that the objects of its subjective rights are
given for re-use. This corresponds to the concept of “open
data” or “open work”.35 On top of this, the sui generis
database right is not exercised by public sector bodies.
After analysing all of these aspects, it can be
concluded that re-use is neither a subjective right nor a
fundamental right. Moreover, we could say that it is not a
right at all, although there are some contrary opinions on
this.36 The re-use concept implies that an obligation is
imposed on public sector bodies not to exercise their
copyright or to exercise it in a limited way to enable re-use
in the widest possible sense, which, at the same time, will
not be detrimental to their sustainability. They are entirely
forbidden to exercise their sui generis database right,
without any possibility to avoid this. Still, it does not mean
that potential users, citizens or companies, will acquire any
subjective “right of re-use” in this respect. Some authors
have concluded that Directive (EU) 2019/1024 gives “no
right to anyone for re-use”.37 Potential users may request
access to or re-use of data, under conditions regulated in
national law. Their request will be treated in an
administrative proceeding, as regulated in national law.
The consequences for the public sector body of noncompliance with the obligation to allow or enable re-use is
regulated in national law. So, the “legal healing” for a
breach of the re-use principle is achieved in an
administrative proceeding; civil law enforcement is not
available here.
VII.
HOW TO IMPLEMENT DIRECTIVE (EU)
2019/1024 INTO CROATIAN LEGISLATION
The idea of re-use of public sector data relies on
a thirty-year-old idea which originates from the USA.38
According to this idea, all data originating from the public
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sector should be available to citizens for re-use, for any
purpose and benefit, without any restrictions and
conditions, because their creation is funded from the public
budget. This idea is a continuation of the exercise of the
right of access to public sector information. In
implementing an open government policy, it is first
necessary to provide for the exercise of the right to access
information. Then, as a second step, the possibility should
be given for the re-use of public sector data. Nevertheless,
while the right to access public sector information is well
affirmed as a fundamental right, and its purpose is rarely
commercial, the re-use obligation is restricted in its scope
and content, and its purpose is primarily commercial.39
Recital 9 of the preamble to Directive (EU)
2019/1024 states that the right of access to public sector
information is a fundamental right. It is also regulated in
Art. 38, para 4 of the Croatian Constitution.40 In more than
60 countries in the world, the right of access to information
is a constitutional right.41 On the other hand, the re-use
principle has a lower rank and narrower legal protection
than the right to access information. These two should not
be equated. It is to be noted that Directive (EU) 2019/1024
builds on and does not change the national rules regarding
the right of access to public sector information.
In the Croatian Act on the Right of Access to
Information, both the right to access public sector
information and re-use are regulated. Nevertheless, this
Act primarily and initially regulates the right of access to
information, and only subsequently were provisions on reuse introduced. Consequently, part of the provisions
governing the right of access to information will also apply
to re-use. The approach of regulating the right of access to
information and re-use in the same act might be
problematic, but this is usual in the Member States.
For example, the definition of “document” or
“public sector information” in the Croatian Act on the
Right of Access to Information does not exclude data
produced outside the public tasks of public sector bodies
or undertakings. At the same time, according to Directive
(EU) 2019/1024, the re-use obligation does not extend to
data produced outside the public tasks of public sector
bodies or undertakings. A further example is that, while
Directive (EU) 2019/1024 does not regulate when data are
available for access, the Croatian Act on the Right of
Access to Information particularly regulates this. Data that
fall under the fundamental right of access to public sector
information should not always also be available for re-use.
In this respect, the Croatian Act on the Right of Access to
Information does not distinguish re-use from the right of
access. If it is decided to keep the approach where the right
of access to public sector information and re-use is
regulated in one Act on the Right of Access to Information,
it is recommended to do so very carefully. General
provisions that would apply to both should be regulated
only exceptionally and drafted very carefully, to keep the
purpose and aim of re-use and balance it with all the
conflicting rights and interests which might determine the
limitations, conditions, or even exclusion of particular reuse. The relationship between intellectual property and reuse must not necessarily correspond to the relationship
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between intellectual property and the right of access to
public sector information.
The right of access to public sector information is
also restricted by intellectual property rights, including
copyright and trade secrets of third parties. Another
example comes from Brazilian legislation where the right
of access to information is also restricted in the case where
intellectual property is created by the state.42
In our previous paper,43 we indicated that the
status of works created under an employment (and
commission) contract is a prerequisite for the possibility of
the effective re-use of public sector data. If the rights are
not waived to the public sector body, re-use is legally
impossible since employees and other authors keep their
right. Those works will be considered as copyright of a
third party and thus be excluded from the possibility of reuse. A public sector body should be explicitly authorised
to pass the work forward for re-use since the existing
Croatian legislature and jurisprudence do not recognise the
implicit transfer of rights.
Works created under an employment or
commission contract are not regulated at the European
Union level. There are no indications that such a legislative
endeavour will be undertaken soon. Neither does Directive
(EU) 2019/1024 regulate employment contracts. On the
contrary, this Directive states that the Directive is without
prejudice to the rights, including economic and moral
rights (i.e. copyrights), that employees of public sector
bodies may enjoy under national law.
A step towards the wider possibility of re-use was
taken in the new Draft Act on Copyright and Related
Rights. A change of paradigm was proposed concerning
works created under an employment or commission
contract. While now economic rights in works created
under an employment or commission contract remain with
the author if not agreed otherwise, in the new proposal
economic rights are considered to be assigned to the
employer or commissioner. Under the new provisions, it is
presumed that the employer or commissioner has acquired
exclusive economic rights in the content and scope
necessary to perform its regular activity, unlimited in time
and territory, if not agreed otherwise. Moreover, it is
regulated that economic rights in works created in public
service belong to the State, to the extent necessary to fulfil
the purpose of the public service, without territorial or
temporal limitations, if not agreed otherwise. These
changes will have a beneficial effect on the legal certainty
of re-use. In this new regime for works created under an
employment or commission contract, public sector bodies
will freely exercise rights in such works, including giving
them for re-use. Only those works for which it is agreed
otherwise will be excluded from re-use because copyright
belongs to “third parties”. This new regime for works
created under an employment contract is in line with the
solutions in other Member States of the European Union.
In some, there is a rebuttable presumption of economic
rights being vested on the employer (Bulgaria, Cyprus,
Czech Republic, Estonia, France - for public service
employees - Greece, Ireland, Italy, Lithuania, Hungary,
Netherlands, Poland, Romania, Slovakia, Slovenia, Spain
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and formerly the United Kingdom). Where the employer
acquires economic rights under the law, it might be for a
limited period (usually five years), or for the whole term
of protection. On the other hand, there are also some
Member States where the rights remain with the employee
unless otherwise agreed (Austria, Belgium, Denmark,
Finland, France - for employment contracts other than
public service ones - Latvia, Luxembourg, Malta,
Germany, Portugal, Sweden).
The content of the sui generis database right is
regulated in the new Draft Act on Copyright and Related
Rights more precisely and more narrowly than in the
existing legislation. These new provisions regulate the
content of the right in relation to the acts of extraction and
re-utilisation as defined in Article 7, para 2 of Directive
96/9/EC, which is missing in the existing legislation.
According to the new provisions, only for the acts of
extraction and re-utilisation will the sui generis database
owner have exclusive rights of reproduction, distribution
(including rental but excluding public lending),
communication to the public (including making available
to the public) and adaptation. Only acts which include
extraction and re-utilisation of the whole or a qualitatively
and/or a quantitatively substantial part of a database will
be restricted. The repeated and systematic extraction or reutilisation of insubstantial parts of the database contents,
which conflicts with normal exploitation or is
unreasonably prejudicial to the legitimate interests of the
right holder, will also not be permitted.
From the described content of the sui generis
database right, it is clear that the actions which are
restricted under this right will negatively affect the
possibility of re-use. It is also clear that this is why
Directive (EC) 2019/1024 prescribes that public sector
bodies are not allowed to exercise this right at all, with no
possibilities to avoid this restriction. The rationale from
the perspective of re-use is clear. The problem is how to
adapt the same rationale to the justification of the existence
of the sui generis database right. This right was given to a
database maker because it will have invested considerable
human, technical and financial resources, while
unauthorised extraction and re-utilisation have serious
economic and technical consequences. Databases are a
vital tool in developing an information market, and this
creates a challenging situation for the national legislator.
On the one hand, the sui generis right should be
preserved. On the other hand, the re-use obligation
imposed on public sector bodies makes it practically
impossible to exercise the sui generis database right. The
question remains about how and where this relationship
1
Directive (EU) 2019/1024 of the European Parliament and of the
Council of 20 June 2019 on open data and the re-use of public sector
information, Official Journal of the European Union, L 172.
2
J. Lassinatti, “Re-use of public sector open data – characterising the
phenomena”, International Journal of Public Information Systems, Vol
13,
No
1,
2019,
p.
4
available
at:
http://www.ijpis.net/index.php/IJPIS/article/view/158.
3
Draft Copyright and Related Rights Act (available at:
https://www.sabor.hr/sites/default/files/uploads/sabor/2020-1112/170011/PZE_61.pdf, accessed: 20.02.2021).
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should be regulated. The first possibility is to regulate it in
the law where the re-use obligation is regulated. It would
also be possible to prescribe in the copyright legislation
that public sector bodies and public undertakings do not
exercise their exclusive sui generis rights in databases
where they are obliged to allow re-use.
VIII.

CONCLUSION

Some claim that intellectual property rights and
the concept of re-use and open data policies “live in
harmony”. The truth is that they are contradictory. The first
and most important characteristic of exclusive copyright
and the sui generis database right is that the subjects of
those rights are entitled to allow or forbid the use of objects
protected by those rights and to claim remuneration for
their authorised uses. The intrinsic feature of re-use and of
open data policy is to enable free access and free use of
another subject’s data protected by intellectual property
rights. The reconciliation of these two contradictory
concepts is found in the dichotomy of the existenceexercise of copyright and the sui generis database right
belonging to public sector bodies and public undertakings.
Although these subjects do own copyright in their data, it
is recommended not to exercise it against re-use. In the
case of the sui generis database right, a further step was
taken, and public sector bodies are not allowed to exercise
those rights against re-use at all. The new Directive (EU)
2019/1024 took a significant step towards the “liberation”
of the data and databases of public sector bodies to the
detriment of copyright and sui generis database protection.
Public interest in the “data economy” prevailed on the side
of re-use and open data policies. The rationale is that the
creation of public sector data is financed from public
sources and, therefore, needs to be “free” for secondary
uses. In such a case, public interest to support re-use and
open data policy prevailed. Still, the copyrights and sui
generis database rights of third parties are not subject to
re-use and open data policies. It is unclear how this “new
order” will affect intellectual property protection in
general and what the further developments will be. It
remains to be seen whether the application of the
existence-exercise dichotomy concerning re-use and
openness of public sector data and databases is only the
first step in a new trend or an isolated solution. Open data
policies generally tend to release data, datasets and
databases from intellectual property protection; it seems
that new data governance has begun and that the future of
some aspects of intellectual property protection will be
challenging.
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Abstract - The manufacturer or dealer is obliged to ensure
that the device is repaired during the warranty period. In
some countries, there is also an obligation to provide
maintenance and spare parts for a certain number of years
after the warranty period expires. However, the regulations
do not specify any obligation to provide security upgrades to
IoT and/or other devices connected to the Internet (e.g.,
household routers that connect most citizens to the Internet).
For example, what if a serious security flaw is discovered a
few years after purchase in the communication protocol that
the expensive IoT device uses? The manufacturer has no
obligation to provide safety upgrades after the warranty
period has expired. Such practices lead to serious security
breaches. Therefore, we believe that such a practice is not
appropriate, neither technologically, nor ecologically, and it
violates the fundamental principle of conscientiousness and
honesty in obligatory relations, known since Roman law,
according to which in dealing with the other party one should
act with confidence and respect to the person and interests of
the other party. In this paper, we would like to explain the
existence of the problem of the early safety obsolescence of
devices from the view of information security and make
proposals for improving legal regulation that would reduce
the rapid obsolescence of devices in terms of safety.

their own without human interaction. New standards like
5G/6G/7G will provide additional impetus to such
development. [3] IoT today is a ready-made technology,
and owning and using an IoT device, such as a personal
assistant like an Amazon Echo or Google Home, has slowly
become as common as owning a TV set was half a century
ago, whereas the introduction of the current 5G mobile
standard represents an additional impetus to IoT device.

Keywords – IoT, IoT safety; obsolescence of devices;
manufacturer liability, information security

Modern IoT devices, unless there are significant
problems with the power supply or have no moving parts
can last for many years. Current low-power technology,
meaning low device heating and enormous know-how in
the manufacture of electronic devices means that Mean
Time Between Failures (MTBF) will be very long. At first
glance, this seems very positive - the user gets a device that
will serve him well for many years. But that device is
connected to the Internet. This means that the user could
become a potential victim of malicious attackers who can
take advantage of the security vulnerabilities of IoT
devices. Internet connectivity further means that the device
can receive various security updates, as received almost
daily by personal computers, smartphones, and tablets.

I.

INTRODUCTION

There are many definitions of Internet of Things (IoT)
currently in use. In one of our previous papers, we chose
the one which we find practicality: “The Internet of Things,
commonly abbreviated as IoT, refers to the connection of
devices (other than typical fares such as for computers and
smartphones) to the Internet.” [1] This definition seems
good enough to us because it excludes smartphones, PC's,
tablets and similar devices. Interestingly, the Organization
for Economic Co-Operation and Development (OECD)
refers to IoT as “an ecosystem in which applications and
services are driven by data collected from devices that
sense and interface with the physical world”. [2]
Therefore, IoT devices cannot any longer be considered
as "gadgets", in terms of devices used only by technologyconscious hobbyists. Today, IoT devices are virtually part
of every household in the developed world. IoT Analytics
research shows that by the end of 2020, 12 billion IoT
connections were active, surpassing non-IoT for the first
time. Also, same source expected that by 2025, there will
be more than 30 billion IoT connections, almost 4 IoT
devices per person on average, and they will operate on
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It is also predicted that the development of the 5G
technologies creates the possibility to deploy enormous
sensors in the framework of the IoT and to process massive
data. Some authors state that the combination of IoT I
5Gnetwork represents a new paradigm, 5G Intelligent
Internet of Things (5G I-IoT). [4]
The future brings us an increasing number of IoT
devices that will perform certain functions in our
households - from increasingly capable personal assistants
who manage other devices (e.g., Amazon Echo that
manages lighting), access our business or private calendar
or email, to highly specialized devices such as a robotic
garage door, a robotic vacuum cleaner control or a garden
watering management system.

It is a simple principle - if a security flaw occurs, the
manufacturer will make a security upgrade. For example,
manufacturers of operating systems have been doing
security upgrade for years and additionally notified users
about the end of the security up-grade period of a software.
In addition to notification of termination of support, users
are also notified of the consequences. For example, when
support for Windows XP ceased, Microsoft announced:
"However, please note that Microsoft Security Essentials
(or any other antivirus software) will have limited
effectiveness on PCs that do not have the latest security
updates. (…) If you continue to use an unsupported version
of Windows, your PC will still work, but it will become
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more vulnerable to security risks and viruses. Your PC will
continue to start and run, but you will no longer receive
software updates, including security updates, from
Microsoft." [5] Microsoft already published the date of the
termination of support for Windows 8.1, which is due
January 10th, 2023. [6] Also, some other significant
manufacturers published a similar note. For example, Cisco
announced the end-of-sale and end-of-life dates for the
Cisco Video Surveillance 4500E High-Definition IP
Camera. In the document from 2014 Cisco announced that
June 30, 2020, is the last date of support. According to the
Document, that date is “the last date to receive applicable
service and support for the product as entitled by active
service contracts or by warranty terms and conditions. After
this date, all support services for the product will be
unavailable, and the product becomes obsolete”. [7]
Such positive practice is very important, but not very
common. Many smartphones or tablet manufacturers will
not notify the end user when the operating system is out of
date. As for anonymous IoT device manufacturers, the
situation is even worse.
Even when it comes to contracts for the home Internet
with some of the key European Internet providers, the end
user often gets a rooter that supports only WPA/WPA2
(TKIP) protocol, which is no longer considered reliable.
Usually, user will not receive note from manufacturer or
provider with such important security information. Only
some smartphones, like iPhone with iOS 14 will note their
Wi-Fi has a “weak security.” that the average users need to
Google what such message even means. [8]
However, concern arises from a knowledge that despite
IoT devices improve everyday life and business, they are
also introducing new security risks.
Ken Munro asked the question in 2018 in Electronic
Specifier magazine: “So what happens when an IoT
product reaches end of life or the manufacturer chooses to
withdraw support?” He made very important point:
“Inevitably there comes a point at which the manufacturer
will pull the plug. Not all products are equipped to support
OTA (Over the Air) updates, for instance, so that in the
event of a major security vulnerability there can be little
alternative but to can the line and move onto version 2.0.
We’ve already seen this approach used in the consumer
market where IoT devices are notoriously insecure.” [9]
Now, more than three years later such questions are still not
answered. In the meantime, we have millions more IoT
devices, which control more and more of our everyday
lives.
II.

WHO IS RESPONSIBLE FOR THE SAFETY OF IOT
DEVICES?

Recently published NOKIA Threat Intelligence Report
2020 talks about a very worrying state of information
security in 2020, which was significantly worsen by the
COVID-19 pandemic.
The COVID-19 pandemic was accompanied by rapid
progress in the IoT industry as most jobs switched to
remote work, requiring a significantly increased number of
users using IoT devices that are constantly connected to the
Internet, and since the most users use their own devices that
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usually lack endpoint protection, this only opened up the
possibility that an increasing number of connected IoT
devices could become more vulnerable to malware.
Malicious software can spread indirectly through routers,
tablets, games, and home-connected entertainment
systems, as well as through IoT devices refrigerators,
vacuum cleaners, ovens, smart doorbells, cameras, and
thermostats.
So, practically through all devices connected to the
Internet.
Although the pandemic continues around the world and even after its eventual ending - cybersecurity experts
must take the utmost care to avoid serious losses from
malicious attackers. In these circumstances, additional
precautions must be taken not only by IT and security teams
but by entire organizations.
So far, the pandemic has only shown how unprepared
and uneducated we are to fight new types of
cybercriminals, and how it will take a long time to adopt
new cyber hygiene knowledge and how considerable
assistance will be needed from IoT device manufacturers
and operators to protect end-users. [10]
According to Threat Intelligence Report 2020 share of
IoT infections has increased by 100%. IoT devices in 2020
make up 32.72% of the infected devices observed.
Compared with 2019, the share occupied by IoT devices in
the overall device breakdown has increased by 100%, from
a previous share of 16.17%.
NOKIA warns that with the widespread proliferation of
IoT devices, it is to be expected that the number of IoT
infections will grow dramatically. Report noticed that the
rate of success in infecting IoT devices depends
dramatically on the visibility of the devices to the internet.
In networks where devices are routinely assigned public
facing internet IP addresses, they find a high IoT infection
rate. In networks where carrier grade NAT is used, the
infection rate is considerably reduced, because the
vulnerable devices are not visible to network scanning.
They also warn the introduction of 5G well underway, it is
expected that not only the number of IoT devices will
increase, but also will increase numbers of IoT devices
accessible directly from the internet. [11]
Most of IoT devices use some version of Android
operative system, so it is interested to see top Android
malware targets. Different so called "banking trojan", a
specialized form of info stealer, the percentage surpasses
50%. This trend shows the shift of the interest of malicious
attackers toward stealing sensitive data and credentials,
especially banking credentials. Adware remains a class
very well represented, while infections with miners have
decreased significantly. One of conclusion in Raport is:
"Cybercriminals are focusing their effort on IoT and mobile
devices." [11]
Similar, Xerox in press release warns: "Designers,
operators, vendors and users of today’s IoT systems no
longer have luxury of prioritizing flexibility and
interoperability in their IoT designs. Now, IoT security and
privacy must be top of mind." [12]
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Why IoT systems are so vulnerable? IoT systems
(similar like other IT-systems) can be described using a
basic three-layer architecture. There are:
•

Perception layer – typical external physical
layer, which includes sensors for sensing and
gathering information about the surrounding
environment.

•

Gateway layer – responsible for connecting to
network devices, interconnected smart devices
and servers.

•

Cloud layer - represents the back-end services
required to set up, manage, operate, and
extract business value from an IoT system.
[13]

Every layer can be attacked, for example, security
threats that is arising against Perception Layer can be:
Denial of Service Attack, Hardware Jamming, Insertion of
Forged nodes and Brute Force Attack. For example, on
October 21, 2016, many of the major platforms and services
in North America and Europe were inaccessible due to a
Distributed Denial of Service attack (DDOS). Investigator
discovered that this malicious DDOS traffic originated
from IoT devices which had been compromised by the
malware known as Mirai. For our theme is interesting that
those malware-infected devices include cameras, printers,
residential gateways, and baby monitors. Users of infected
IoT devices even did not know a least thing that their
devices were compromised. [13]
Although downloading various cameras that become
bots for a DDOS attack seems strange at first glance, from
the point of view of someone interested in such attacks, IoT
devices are a completely meaningful goal. They usually
have lower security level and do not receive security
upgrades like computers, and today the processors of
simple IoT devices are strong enough for DDOS attacks.
IoT devices can be physically attacked, some of
IoTdevices are most of the time unattended. Also, many
devices use wireless communication, which also can be
hacked. [14] Communication protocol of IoT device can
become obsolete and vulnerable.
Security features embedded in IOT devices are not good
enough. Some of IoT devices have weaker factory-made
authentication features. Devices often have password
authentication like “1234” or the password is given by the
manufacturer by default and never changed (so if you buy
one device – you know how to reach them all). [15]
Solanki comes to a good observation: "Passwords are
the lowest hanging fruit when it comes to authentication,
and many IOT devices rely on it. Most of the IOT devices,
moreover, have a limited user interface, with no keyboards
or screens, which in turn makes the implementation of
password authentication system weak by default. That is
why smart appliances can be susceptible to brute-force or
dictionary attacks." [15]
We can find pages on the Internet that tell us how much
time it takes for today's computers to break through a code.
When it comes to simple numeric codes, we are talking
about milliseconds. To make the whole situation worse, the
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most common codes in 2015 were: “123456” and
“password”. [16]
It should therefore be emphasized that the IoT devices,
in general have some serious security issues. We can divide
them into several categories, but for the purposes of this
paper we suggest the following:
1.

risks arising from ignorance of the basics of
information security (leaving the basic code or
code type "12345" or the impracticality of the
technology itself (e.g., it is difficult to add
uppercase/lowercase letters or punctuation
marks that significantly increase security)

2.

risks arising from the safety obsolescence of
the device itself.

The first problem is easily solved by educating users
and advancing the interface of the device. But what about
the issue of safety obsolescence of the device itself?
Modern technological devices operate at low voltages and
often have no moving parts at all. In practice, this means
that if there is no design error that will lead to a malfunction
in the first few weeks of operation, they can work for years.
But in the meantime, their OS, communication protocols
and protection against malicious attacks will become
obsolete.
Their vulnerabilities will be published on the Internet,
and even programs for easier hacking of such devices will
also appear online. As we noted before, the Wi-Fi Protected
Access II (WPA2) communication protocol is still widely
used today, in 2021. Household routers with this protocol
are still installed by Internet access service providers in
Croatia for home wireless Internet access. The weaknesses
of this protocol were published in 2014, [17] [18] and today
it is generally considered insecure and has been replaced by
the WPA3 version.
At the level of product safety compliance level and
given the high level of integration between devices and
applications and the complexity of the IoT ecosystem itself,
it is initially rather difficult to determine who should certify
the safety and compliance od the product, the extent of the
certification that is required, and for how long that party is
responsible for the safety of the product. [2] Even European
Commission flagged the mentioned issues as particularly
complicated in its report about the IoT products in Europe.
[19] An IoT device or application may malfunction,
whether it was a malfunction that existed when the device
was sold, or due to a new update or software upgrade by the
manufacturer.
Directive (EU) 2016/1148 of the European parliament
and of the Council of 6 July 2016 concerning measures for
a high common level of security of network and
information systems across the Union, noted in Preamble 1
that: “Network and information systems and services play
a vital role in society. Their reliability and security are
essential to economic and societal activities, and in
particular to the functioning of the internal market.” Also,
in Preamble 2 Directive text noted that “The magnitude,
frequency and impact of security incidents are increasing,
and represent a major threat to the functioning of network
and information systems. Those systems may also become
a target for deliberate harmful actions intended to damage
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or interrupt the operation of the systems. Such incidents can
impede the pursuit of economic activities, generate
substantial financial losses, undermine user confidence and
cause major damage to the economy of the Union.” [20]
However, this document does not mention the growing
problem of security of IoT devices and their obsolescence.
The second problem arises when the early safety
obsolescence of an IoT device occurs and who becomes
responsible in that case: service provider or manufacturer?
For example, if the end-user has signed a 2-year
subscription/contract with the telecom operator, and the
router he received as part of a subscription after two years,
loses safety, who should be liable after the contract expires?
These are issues that end-users face in everyday practice.
Therefore, we recommend that the manufacturer
undertakes that regardless of the length of the subscription
with the operator, its obligation to update software for small
devices, such as household routers and other small
technological devices (we sometimes even forget are
connected to Internet) should be 3-5 years, and that the
operator must provide the end-user support for safety
obsolescence of the software version for another year after
the expiration of the contract.
There are cases such as the Mirai botnet (already
mentioned in this paper) in 2016 [21], which endangered
IoT devices and routers for the household and jeopardized
lives due to the fact that phone calls were not available.
Such cases are eager to be avoided in the future and
therefore the question of who is liable is raised.
In its 2017 report, European Union Agency for Network
and Information Security (further: ENISA) recommended
that critical infrastructure operators address procedures that
define clear safety requirements for the entire life cycle of
products and services (e.g., from purchase to
obsolescence). Also, the need to verify security
functionality in supply chains should be taken into account
and result in moving away from the “supply stimulation”
market by strengthening foreign demand. [22]
Apart from the problem that IoT products very often do
not even have any basic security features, they are also not
updated or cannot be updated, which actually exposes endusers to cyber security risks without being able to secure
their systems. A significant factor in cyber security is the
ability of IoT products to be continuously updated over
their lifespan.
Therefore, a manufacturer would need to allow endusers to update the software of their IoT products to ensure
that such a product is safe and secure. Cyber-attacks are
enabled through connected IoT products that do not have
security protection or it has expired. It is important for endusers to ensure that cyber security updates are not related to
general operating system updates. For example, updating
cyber security for a critical vulnerability that exposes an
IoT product to a botnet attack is considered urgent. “Selfstanding” security updates are also essential to avoid early
obsolescence. [23]
When devices are no longer supported for OS versions,
end-users are often faced with a dilemma and don’t know
what to do: buy a new device or keep an old one without
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the ability to update cybersecurity. Therefore, the
manufacturer and providers should continue to provide
end- users with security updates for products that do not
have the latest OS update. In any case, end-users should be
informed at the time of purchase of an IoT product of the
manufacturer's policies on the ’end-of-support policy’ for
that particular product and its related service. The problems
also occur when IoT devices come with End-user License
Agreements and even with different types of contracts that
give manufacturers the right to disclaim most of the liability
only for damage caused by the use of the product.
Such information should consider the expected
lifespan of the product and should also include information
on the date when the manufacturer will no longer provide
security patches. [22] Also, the product should indicate its
average lifespan and the possibility of providing support by
the manufacturer that would apply only to manufacturers of
IoT-based appliances.
Outcomes of this paper are to identify sustainable
approach which could impact on extending lifespan of IoTbased appliances.
As stated in the Proposal for a Regulation of the
European parliament and of the Council on ENISA, the
"EU Cybersecurity Agency", and repealing Regulation
(EU) 526/2013, and on Information and Communication
Technology cybersecurity certification (''Cybersecurity
Act'') in Cybersecurity certification of ICT products and
services: ''In order to establish and preserve trust and
security, ICT products and services need to directly
incorporate security features in the early stages of their
technical design and development (security by design).
Moreover, customers and users need to be able to ascertain
the level of security assurance of the products and services
they procure or purchase.'' [24]
This issue goes much further than small IoT devices like
smartwatches and pacemakers, although even those small
IoT devices should not be underestimated because
malicious attackers can break into their obsolete operating
systems as well.
But the situation can become complicated when we
consider that autonomous cars also have IoT systems that
will become obsolete much earlier than the vehicles in
which they are installed will end their lifespan. And the
situation only gets more complicated.
For example, many of the industrial sensors necessary
to achieve the benefits of IoT are located in hard-to-reach
places where replacement or upgrading would be quite
complicated, expensive, or even dangerous. Remote
software upgrades can certainly help alleviate the problem
in many cases, but sometimes the product itself needs to be
physically repaired or replaced. [25]
III.

CONCLUSION

Currently, the EU legal framework is not appropriate,
i.e., it is not up to the problem of built-in obsolescence in
IoT-based appliances. IoT-based devices are quite new
technology, and it is already too early for them to become
prematurely obsolete. Also, how can we protect them and
indirectly protect the rights of consumers, end-users when
they are not given the opportunity to make the average IoT-
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based connected device to endure longer than its already
built-in or planned obsolescence that the manufacturer has
predetermined for each product.
We propose to the legislator, in this case ENISA, to
accept our proposals given in this paper to protect endusers, consumers who increasingly buy IoT-based
appliances, and are forced after a short time to buy a new
updated device or to conclude a new subscription with the
operator due to early device obsolescence, which ultimately
further burdens their already pandemic-affected budgets.
Also, replacing the accurate devices just because they are
no longer safely acceptable increases the amount of
technological waste.
Therefore, our proposals can be implemented in the
certification scheme set by ENISA for manufacturers under
the European cybersecurity certification scheme Article 54
under Regulation (EU) 2019/881 of the European
Parliament and of the Council of 17 April 2019 [26] on
ENISA and on information and communications
technology cybersecurity certification and repealing
Regulation (EU) No 526/2013 (Cybersecurity Act).
A general legal obligation for the cybersecurity of IoT
products doesn’t exist in the EU, which is definitely not
compatible with the obligation of the EU to provide for a
high level of consumer protection, as written in Article 169
of the Treaty of the Functioning of the European Union.
[27]
It is necessary to oblige manufacturers that IoT devices
have a lifespan sufficient to last at least 5 years from the
purchase of the device and to be provided with support in
the optimal period after that period has passed, up to 7-10
years, which is the usual duration of consumer electronics
devices.
We bring all the above recommendations in the light of
the new living conditions in which we have been living for
the past year and a half, the number of IoT home devices
and IoT industrial devices has increased significantly, and
the safety of our connected devices has become our own
safety.
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Abstract - This paper presents an analysis of the criminal
offence of the unauthorised use of personal data in the
Criminal code of the Republic of Croatia, described in
article 146 (including the incidence of these crimes over a
five-year period).
The paper analyses the impact and efficiency of criminal
offences under the code for a five-year period from 20152019 by reviewing data related to reported criminal offences
with detailed statistics about reported, resolved and
subsequently discovered offences of illegal use of personal
data in the Republic of Croatia. Authors have chosen this
specific period of time due to the fact that the European
General Data Protection Regulative (GDPR) became active
in 2018 and it is directly obliging all the member states to
pursue consistent implementation regarding personal data.
Inter alia, an analysis was performed on victims as well as
perpetrators of relevant criminal offences and shown also by
the gender. The objectives of the research were to discover
how efficient were Croatian institutions in solving criminal
offences that are related to illegal use of personal data in the
Republic of Croatia 2015-2019. The paper also describes
descriptive statistical data concerning these offences and
give us prediction of a number of possible offences for a
following year.
Keywords - personal data; analysis; trend; illegal use of
personal data; criminality; GDPR

I.

INTRODUCTION

The supervisory authority for processing and
protection of personal data in Croatia is the Croatian
Personal Data Protection Agency, whilst criminal
prosecution is carried out by the police and State
Prosecution Office. On a daily base we are exposed to
possible illegal use of our personal data. We store personal
data on different storage media, including cloud storage
and we use it on a daily basis in wide spectrum of services
from social media, online shops, filling in different kinds
of forms for credit cards, loyalty or discounts etc. Personal
devices have had a significant increase in storage over the
years, and there can be stored a lot of our personal data.
Same situation is going on with cloud storage [1].
Internet growth statistics show that number of
individuals who are online has increased from 2000 to
2018 by 10520% [2]. It is very clear that during that
period of time the use of Internet connected devices has
grown rapidly, and cybercrime has become part of
everyday life [3].
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In Croatian legislation (Criminal Code, 2011) there is
a specific article covering the illegal use of personal data,
described in article 146 named Illegal Use of Personal
Data. Paragraph 1 describing that whoever, contrary to the
conditions set out by the law, collects, processes or uses
personal data of physical persons can be punished by
imprisonment, while in next paragraph of the same article
is described that whoever, contrary to the conditions set
out by the law, transfers personal data outside of the
Republic of Croatia for further processing, or makes them
public or in some other way available to a third party, or
whoever by the act referred to previous paragraph
acquires considerable material gain for himself or herself
or for another or causes considerable damage can be
punished by imprisonment [4]. By enacting the European
General Data Protection Directive there has been a
significant influence on the perception of this criminal
offence through different activities not only by Croatian
Personal Data Protection Agency but other state and
private agencies throughout different educations,
seminars, guidelines and of course by legal regulations
[5,6].
This paper analyses statistics of Ministry of Interior of
the Republic of Croatia of these legal provisions for
period from 2015 to 2019., and it’s related to illegal use of
personal data and the number of reported criminal
offences under article 146 of the Criminal Code
[7,8,9,10,11].
In conducting forensic investigations and trying to find
out what have happened with illegal use of personal data,
a number of factors could change the results of report.
Usually, we are dealing with digital evidence or artefacts
[12]. For that misuse of data, we most commonly find out
when personal data was misused such as identity theft,
selling for direct marketing or simply to wait for the best
opportunity to for implementing of some sort of illegal
activity, in other words, criminalisation of personal data
[13].
II.

ILLEGAL USE OF PERSONAL DATA

Due to developing technology and development of
computer networks that are connecting computers and
other devices that we use on an everyday basis, and are
colloquial known as Internet of Things (IoT – can be
described like the network of physical hardware objects
or “things” that are embedded with sensors, built-in
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software, for the purpose of connecting and exchanging
data with other devices and systems over the computer
network), regularly we are facing an unimaginable
amount of personal data. As the numbers of such devices
grow so do the risks of using this technology. On a daily
base we need to raise an awareness of protecting data that
these devices gather and transmit for further processing
[14].
The European General Data Protection Regulation
defines data in Art. 4 and states that this is any
information relating to an identified or identifiable
natural person (data subject); an identifiable natural
person is one who can be identified, directly or
indirectly, in particular by reference to an identifier or to
one or more factors specific to the physical,
psychological, genetic, mental, economic, cultural or
social identity of that natural person [15, 16].
The development of databases that include personal
data has been very fragmented, without too much thinking
or planning about mutual compatibility [17]. Such
interconnectedness of the system was noticed by the
European Union and in 2019 two regulations were passed
[18].
In the Republic of Croatia, the criminal offense
described in Act. 146 of the Criminal Code is most often
mentioned when it comes to the unauthorized or illegal
use of personal data. This offense is a one of other
offenses that belongs to criminal offenses against privacy
in the Criminal Code. Here, we must mention other
criminal offenses against privacy, namely: Article 141 Violation of the inviolability of Home and Business
Premises, Article 142 - Violation of the Privacy of
Correspondence and Other Parcels, Article 143 Unauthorised Audio Recording and Eavesdropping,
Article 144 - Unauthorised Taking of Pictures, Article 145
- Unauthorised Disclosure of a Professional Secret [4].
The Republic of Croatia has (as a consequence) taken
steps to effectively undertake counter-action activities
against the illegal use of personal data [19]. The Ministry
of Interior has presented the results of work on related
problems in statistical representations that were used for
further analysis. Table I. shows the total number of
reported and solved cases of criminal offences of illegal
use of personal data in the Republic of Croatia over the
last five-year period. Likewise, it shows the number of
subsequently discovered criminal offences from previous
years.
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TABLE I. REPORTED, RESOLVED AND SUBSEQUENTLY
DISCOVERED OFFENCES OF ILLEGAL USE OF PERSONAL
DATA IN THE REPUBLIC OF CROATIA

Year

Reported criminal
offences

Resolved
criminal
offences

Subsequently
discovered
criminal
offences

2015.

601

600

580

2016.

482

476

464

2017.

270

260

242

2018.

228

196

175

2019.

289

269

188

Reference/source: Processed by authors based on the
data of the Ministry of the Interior
Based on data in table II. shows the overall number
of victims, and by the gender of the harmed individual
or victim. There is a visible difference in number of
male victims to in a way that male victims make up
majority.
TABLE II. HARMED PERSONS (VICTIMS/TARGETS)

Total of
harmed
individual

Natural
persons

Female

Male

2015.

623

609

168

441

2016.

460

455

153

302

2017.

272

229

74

155

2018.

230

203

75

128

2019.

308

306

109

197

Year

Reference/source: Processed by authors based on the
data of the Ministry of the Interior

In table III. the number of perpetrators of criminal
offences is shown and systematically analysed by type
and gender. It is evident that in the observed period
there is a larger number of male than female
perpetrators of these criminal offences.
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TABLE III.
PERPETRATORS OF CRIMINAL OFFENCE
OFILLEGAL USE OF PERSONAL DATA

Year

Total of
perpetrator

Natural
persons

Female

Male

TABLE V. INDICATOR VALUES OF DESCRIPTIVE
STATISTICS.
Indicator of descriptive statistics

Value

Number of observations

5

Minimum

228

2015.

124

124

31

93

Median

289

2016.

108

108

27

81

Maximum

601

2017.

83

83

22

70

Range of variation

373

2018.

70

70

19

64

Arithmetic mean

374

2019.

74

74

16

54

Standard deviation

160,1171

Coefficient of variation

42,81 %

Reference/source: Processed by authors based on the
data of the Ministry of the Interior

III.

ANALYSIS AND INTERPRETATION OF THE RESULTS
OF THE RESEARCH

A.

Description of the researched data

Data on the total number of reported offences of illegal
use of personal data in the Republic of Croatia in period
from 2015-19 are shown in Table IV. In this period the
number of cases has decreased from 601 in 2015 to 289 in
2019. Observed values, the number of reported offences
decreased each year according to the average growth rate,
i.e., the geometric mean, -16,7267 cases. The arithmetic
mean of the growth rate is somewhat lower and is 13,1462, which is unusual as the geometric mean is
generally less than the arithmetic mean.
TABLE IV. CRIMINAL OFFENCES OF ILLEGAL USE
OF PERSONAL DATA IN THE REPUBLIC OF CROATIA

Year

Number of
criminal offences

Chain index

Growth rate
%

2015.

601

2016.

482

80,1997

-19,8003

2017.

270

56,0166

-43,9834

2018.

228

84,4444

-15,5556

2019.

289

126,7544

26,7544

Arithmetic mean of the growth

-13,1462

Average growth rate (geometric mean )

-16,7267

Reference/source: Processed by authors based on the
data of the Ministry of the Interior
In Table IV we can see the values of selected
indicators of descriptive statistics. Variable values
Number of observations is 5. This relates to five years in
which the numbers of reported criminal offences related
to illegal use of personal data were observed.

MIPRO 2021/ICTLAW

Reference/source: Processed by authors based on the
data of the Ministry of the Interior
Variable values of Minimum amounts to 228 and it
is related to number of criminal offences in year 2018.,
apropos the penultimate year of the observed period.
Variable values Median amounts 289 and it is related to
number of criminal offences in year 2019 (the last year
ofobserved period.)
Variable values Maximum amounts 601 and its
related to the number of criminal offences in year 2015.
apropos the first year of the data.
Variable values Range of variation amounts 373.
The arithmetic mean of reported criminal offences that
relates to illegal use of personal data is 374 cases.
Variable values Standard deviation that relates to
average aberration from the arithmetic mean is
160,1171. Based on the value of the Coefficient of
variation, which refers to variability of the observed
phenomenon amounts 42,81%, a conclusion is drawn
that variability is moderate.
Taking into account the decline in numbers of
reported offences that relate to illegal use of personal
data in first four years of observed period, it is justified
to develop trend model to predict numbers in the
coming years. Since it is that in the period of 2015 –
2019, variably of the trend in reporting criminal
offences was moderate, which confirms variable values
of Coefficient of variation in table 5. that amounts
42,81%, it is legitimate to create two trend models. One
should apply linear regression analysis, and the other,
an exponential regression analysis. Both of these
models are based on the calculation of least squares
difference in relation to actual values [20].
B. Description of trend model of number movements
in reported criminal offences
Results of linear regression analysis of number
occurrence of reported criminal offences that relate to
illegal use of personal data are presented in table VI.
For a description of the trend model, in table VI., the
most important variables are P value, Intercept, Year
and Adjusted R2.
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Whether or not the calculated values of the linear
regression analysis should be calculated, that is, the
linear trend model considered statistically significant
depends on the value of variable P value, which refers to
the probability of wrongly derived conclusion in
regression analysis [21].
Because the variable value is 0,0570, which is
slightly higher than the value limit of 0,05 for a less rigid
test of statistical value, all the values presented in the
table cannot be considered of having statistical
significance. The same conclusion can be drawn based
on variable value Adjusted R2 which refers to corrected
coefficient of determination that amounts 0,6690
meaning that 66,90% of occurrence is described with
linear trend model of number movements shown that are
related to reported criminal offences of illegal use of data
protection. Considering that linear regression analysis
was conducted on a small sample (5), conclusions of the
representativeness of the trend model are made based on
variable value of R2 which refers to coefficient of
determination which determines percentage of described
occurrence when observed sample is significant number
[22].
TABLE VI. LINEAR REGRESSION ANALYSIS

Regression Statistics
Pearson’s coefficient of linear
correlation

Multiple R

0,8670

R2

0,7517 Coefficient of determination

Adjusted R2

0,6690

Standard Error

Corrected coefficient of
determination

92,1260 Standard deviation of regression

Observations

5
ANOVA
df

F

Regression

1
Coefficients

Significance F

9,0829
tandardError

0,0570
P-value

Intercept

549,6

71,3605

0,0045

Year

-87,8

29,1328

0,0570

Reference/source: Processed by authors based on the data
of the Ministry of the Interior
Variable value Intercept relates to value of constant
and variable value Year relates to value of regression
coefficient. Based on these two values from table VI.,
regression equation of trend model was conducted and is:
y = 549,6 - 87,8·X.

700
600

601
482

500
400
300
200

y = -87,8x + 549,6
R² = 0,7517

270
228

100
0
2015

289

2016

2017

2018

2019

Year

FIG’ I. LINEAR TREND MODEL OF A DECREASE IN INCIDENTS
OF CRIMINAL OFFENCES RELATED TO ILLEGAL USE OF PERSONAL
DATA

Reference/source: Processed by authors based on the
data of the Ministry of the Interior
The value of the constant is 549,6 and presents a start
value of the number of criminal offences in the linear
trend model of the observed occurrence. In as much as the
real value in the first year of observed period is 601,
deviation of the start value in trend model is 9,35 %
which is considered unacceptable. The value of the
regression coefficient is -87,8. Since it’s negative, the
number of reported offences of illegal use of personal
data per year is on average reducing to 88.
The linear trend model of number movement of
reported criminal offences related to illegal use of
personal data has been shown graphically in fig. I.
Regression equation on the graph has identical values of
constant and regression coefficient to the ones from table
VI. Also presented is the value of the coefficient of
determination or variable R2 that amounts 0,7517 which
indicates how representative the trend model is. However,
due to only 5 observed values, for observed regression
analysis it is relevant variable value of Adjusted R2 that is
the value of the corrected coefficient of determination
from table VI. Based on the regression equation that is
indicated in the figure, in 2020 the expected number of
criminal offences is 110. The authors consider this value
to be an insufficiently good prediction. In 2020 can be
expected more than 200 cases due to huge amount of
employed people worked from home due to the COVID19 pandemic. In 2021, the expected number of criminal
offenses is 23, which the authors consider an unusable
prediction of the analysed occurrence.
By conducting the linear regression it has been
determined that the calculated values cannot be
considered statistically significant because the value of
the variable P-value in Table IV, that refers to probability
of erroneously derived conclusion on significance is
0,0570 meaning that is slightly higher than borders value
for less rigorous test of statistical significance, what
confirms the value of the variable Adjusted R2 in table IV.
which refers to the corrected coefficient of determination.
This is the percentage by which has the linear trend
model successfully described observed occurrence is
66,90% which is less than acceptable percentage, so it is
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justifiable to describe the observed occurrence by
anotherregression model [23].
The exponential trend model of the occurrence of
the numbers of the reported criminal offences related to
illegal use of personal data is graphically presented in
Figure 2. It is also presented the value of the variable
R2 variable Adjusted R2, which refers to a corrected
coefficient of determination of 0,7517 and which
indicates how representative the trend model is.
However, due to only 5 observed values for the
regression analysis, i.e. trend model, the relevant is the
value of the variable is Corrected coefficient of
determination. Based on the values marked on the
graph of the constant and regression coefficient in 2020
the expected number of reported criminal offences
related to illegal use of personal data is 110.
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FIG. II.
EXPONENTIAL TREND MODEL OF REDUCTION OF
INCIDENCE OF OFFENCES RELATED TO ILLEGAL USE OF PERSONAL
DATA

Reference/source: Processed by authors based on
the data of the Ministry of the Interior
Figure II. presents regression equations of the
exponential trend model of the occurrence of criminal
offences of illegal use of personal data Y = 542,8∙e0,221x.
The value of the constant is 542,8 and it represents the
initial trend value of the number of criminal offences in
exponential trend model of the observed occurrence. As
the actual value in the first year of the observed period is
601, the deviation of the initial value in trend model is
11,27 % which is considered unacceptable. The value of
the regression coefficient is - 0,221. Because it is
negative, it indicates that the number of reported
criminal offences related to illegal use of personal data is
decreasing yearly in average for 22,1%.
The value of the regression coefficient from the
exponential trend model should be similar to the value of
the geometric mean of chain index which is described the
movement of the numbers of reported cases related to the
misuse of personal data. By comparing the value of the
geometric mean of the chain index from Table 4, from
which the average annual rate of decline in the number of
reported cases is -16,73 % with the value of the
regression coefficient from fig. 2. is 22,10 %.
Consequently, there is a significant deviation in absolute
values of 5,37 %, or relatively more than 30 %.
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The value of the coefficient of determination R2 which
is 0,7177 indicates how representative the trend model is.
The value indicates that 71,77 % of the occurrence of the
number of criminal offences related to illegal use of
personal data is described by the exponential trend model.
Since this value is less than the value of the corrected
coefficient of determination of the linear trend model, the
exponential trend model is less representative for the
description of the observed phenomenon than the linear
trend model. This value of the constant and regression
coefficient, the calculated number of reported offences
related to illegal use of personal data in 2020 is 180. As
the authors mentioned before, in 2020 can be expected
more than 200 cases due to huge amount of employed
people worked from home due to the COVID-19
pandemic. So the predicted value the authors consider an
unusable prediction. The same applies for the prediction
in 2021 because the expected number of criminal offenses
is 144. Both prediction models are not reliable enough
because after four years of decreasing of the cases of
criminal offences of illegal use of personal data, there has
been an increase of cases in the fifth year which
significantly affected on trend models.
After the paper was written, the data for 2020 have
become available. The registered number of the cases of
criminal offences of illegal use of personal data in 2020
was 269 [24]. That number is greater than 200 as
predicted by the authors and less than number of cases in
2019. It means that number of cases of criminal offences
of illegal use of personal data in 2019 represents an
exception in trend of decreasing number of the cases. The
authors expect that number of the cases in 2021 will be
less then number of cases in 2020.
Once the data for 2021 becomes available, the authors
plan to develop new trend models to make these models
more reliable in predicting the number of cases of
criminal offences of illegal use of personal data.
Unfortunately, the exception of the number of cases in
2019 will continue to affect the reliability of the case
prediction model.
IV.

CONCLUSION

By a visible decrease in the number of reported
criminal offences of illegal use of personal data in the
observed five-year we can conclude that the trend in the
number of the reported criminal offences is declining.
As we can see in research from Goudriaan et al.,
many crimes are not reported to the police, and we can be
sure that in research explained in this paper that dark
figure of crime can be high, because sometimes victims
were not aware that they were victim of committed
crime, as we explained in previous text. There are few
factors that influence crime reporting, like economic
factors, psychological factors, neighborhood factors and
in recent times socio-demographics factors [25]. If we
have clearly defined procedure for reporting this type of
crime, and citizens are aware of influence and
possibilities of illegal use of personal data, then we can
hope that the dark figure of this type of crime in near
future can be negligible [26].
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This can be explained by raising citizens awareness of
this issue. The number of solved criminal offences is
almost identical to the number of reported ones, and thus
we propose that the enforcement activity is in a
satisfactory proportion. Certainly, the success of the
detection activity should include the subsequently
discovered criminal offences.
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Abstract- The accelerated development of modern
technologies and the establishment of new channels of
communication have enabled the creation of platforms
suitable for committing crimes, especially those related to
sexual abuse and exploitation of children on the Internet.
These criminal offenses are often unrecognized by the
authorities, both due to the nature of the virtual
environment and the inconsistency of different experts in
interpreting and defining certain terms within the field of
sexual abuse and exploitation of children on the Internet.
Given the above, the authors of this paper seek to define in
more detail the forms of abuse and exploitation of children
on the Internet and see how these concepts are defined and
used in the Criminal Codes of Southeast Europen countries,
which will contribute to better understanding and
harmonization of basic determinants in their terminological
and conceptual sense. The method of analysis that will be
used in this paper is a simple analysis of the content of legal
provisions in the legislations of the countries of Southeast
Europe. The purpose of this paper is to provide a clear and
coherent overview of key concepts and analyze terminology
in criminal codes of Southeast European countries in crimes
related to sexual abuse and exploitation of children on the
Internet.
keywords- sexual exploitation of children on the Internet,
legislative framework, Southeast Europe, Criminal Code,
virtual environment

I.

INTRODUCTION

Every day there is an increase in the number of Internet
users, especially among children and young people. This
is confirmed by a recent survey conducted in the period
from 2017 to 2019, whose target group were children
aged 9 to 16 from 19 EU member states (including
Croatia), and whose goal was to gain insight into their
online habits. The results show that in a ten-year period,
the number of children who use the Internet has almost
doubled, especially children aged 14 to 16, where they
spent most of their time on social networks, YouTube or
playing online video games [1]. This is completely
understandable when taken into account that computer
literacy, and activities within the virtual environment led
by communication and socialization purposes, represent
the normative context of development and growth of
today's children and youth. Also, with the daily
improvement of technology, the main means of accessing
the virtual environment transformed from desktop
computers into mobile devices or "smartphones", which
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enabled the user not just faster and easier access to the
desired content, but also the production and sharing of his
own content directly on the Internet [2]. This trend is
clearly shown by statistics related to the means of Internet
access in the European Union. In 2014, 48% of the EU
population aged 16 to 74 accessed the Internet via mobile
devices, while in 2019 this percentage reached 73%,
which indicates an increase of 25% in a five-year period
[3].
The area of sexual exploitation of children on the
Internet is particularly important in the current situation
with the COVID 19 pandemic, given that since March
2020 society has witnessed an unplanned and
comprehensive digitalization. Children participated in
educational and other activities through an online
environment and spent more time online, compared to the
period before this global threat. There is still no data on
how this has affected the risks of using the Internet, given
that research is still ongoing. However, INTERPOL in its
report "threats and trends of child sexual exploitation and
abuse: COVID 19 Impact" states that "The COVID-19
pandemic and measures taken by many governments to
restrict its spread are likely to have had an impact on
trends and threats of CSEA (Child sexual exploitation
and abuse) offenses across the world" [4]. The theory of
routine activities states that the daily use of the Internet
(especially the problematic one) is associated with more
frequent exposure to the risks of the online world[5], [6],
[7]. Also, the structure of routine activities in society
affects the types of situations that arise, and changes in
these activities can result in changes in the situations and
behaviors that people encounter. It is on these
assumptions that INTERPOL bases the theoretical
hypothesis that the changing elements of the environment
due to the Covid 19 pandemic affect the occurrence and
extent of sexual exploitation of children on the Internet.
This area certainly needs to be focused on in the future
research.
It is quite certain that the digitalization of society,
supported by the accelerated development of technology
has introduced numerous advantages, but it is also clear
that despite the mentioned advantages of the online
environment, each individual was given the opportunity
to commit various risky and punishable behaviors, led by
sexual abuse and exploitation of children on the Internet
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[2]. What is particularly worrying is that the vast majority
of children and young people don't perceive such
behaviors (whether they come from a known or an
unknown person) as dangerous, or in most cases are not
even aware of them, which greatly favors the further
spread of this type of illegal actions [8]. Another
extremely important aspect that should be addressed
when studying and dealing with the area of sexual abuse
and exploitation of children online, is the terminological
and conceptual inconsistency of key terms and definitions
within this area, and their different standardization in
national legislation. The above contributes to a kind of
confusion within the public and professional discourse
and thus makes it difficult for all experts involved, to
identify and timely act when suppressing these crimes.
Harmonization of terminologies within national activities
and at the international level would enable a unified
professional discourse and clearer monitoring of trends
and comparison with other countries.
II.

SEXUAL CRIMES AGAINST CHILDREN IN THE
ONLINE ENVIRONMENT: TERMINOLOGICAL AND
CONCEPTUAL INCONSISTENCY

Concepts such as peer violence, sexual exploitation of
children, sexual abuse of children, etc., may lead to
misunderstanding and confusion in the public, especially
if these terms are put in the context of digital
environment [2]. One of the explanations may certainly
be the society's lack of awareness of sexual offenses in
the virtual space, but equally attention should be paid to
the inconsistency of opinions and attitudes of experts
dealing with sexual abuse and exploitation of children in
the online environment. Namely, it is often the case that
experts interpret certain concepts within the mentioned
area differently and guided by that, fail to reach a
consensus regarding their relationship and meaning [2].
For example, some authors argue that online form of
abuse among children is only a subtype or continuation of
abuse happening in real life [9], while others conduct
research showing structural differences between online
and traditional forms of violence and abuse among
children and youth [11], [12], [7]. There are also
conflicting opinions coming from different authors when
interpreting crimes in a virtual environment, where some
emphasize the non-existence of online crimes, while
others are in favor of their narrower definition and
classification [13]. It is clear, that in the field of online
sexual offenses there is a terminological and conceptual
inconsistency that needs to be harmonized, in order to
enable better monitoring of trends and their deeper
understanding, all with the aim of timely recognition and
prevention of such criminal activities.
BASIC CONCEPTS AND THEIR DEFINITIONS
In order to be able to give a systematic explanation of
the basic concepts in the field of online crimes against
children, it is necessary to start with the definitions of
their traditional forms. The first important term refers to
child sexual abuse (CSA), which authors define as
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behavior that typically involves unwanted and
inappropriate sexual treatment of a child by the
perpetrator (adult or a peer). Also, this behavior can take
place on three levels, two of which include direct contact
(eg. touching or different types of sexual activity) and
indirect contact, which is most often manifested through
persuading children into having sex and exposing them to
explicit sexual content [14]. It is the last dimension of
sexual abuse that due to its nature can easily be linked to
crimes committed in an online environment. Furthermore,
sexual exploitation of children (CSE) is a form of sexual
abuse in which the perpetrator blackmails the child,
asking it for sexual services in exchange for something
the child wants or needs [15]. Finally, the term
recruitment of a child for sexual purposes or so-called
"sexual grooming" refers to a process in which the
perpetrator using various manipulative strategies, seeks to
approach the potential victim (ie. the child) in order to
gain her trust and encourage her to participate in any kind
of sexual activity [16].
The relocation of these behaviors into online space has
resulted in the establishment of new forms of illegal
actions that required perpetrators to possess a higher level
of competence associated with the use of modern
technologies. At the same time, the virtual environment
provided the perpetrator with the possibility of
anonymous action and easier finding of potential victims.
In view of the above, the concept of online child sexual
abuse (OCSA) is most broadly defined as a form of child
abuse in the digital environment that includes various
behaviors and actions directed towards the child, with the
aim of achieving a particular sexual service. On the other
hand, sexual exploitation of children on the Internet
(OCSE) is a form of sexual exploitation of a child that
occurs when an individual or group uses an imbalance of
power to force, manipulate or deceive a child into sexual
activity through avirtual environment [17]. It should be
emphasized that the criminal offenses of sexual abuse and
exploitation of children on the Internet are mainly aimed
at the production and dissemination of materials depicting
the commission of these illegal acts against a child, or the
production and dissemination of so-called "child
pornography" [18]. In addition, it is worth mentioning the
term "online grooming", ie. recruitment of a child using
information and communication technologies (ICT),
which is defined as sexual exploitation of children in
cyberspace, especially through social networks, chat
groups or forums, with the ultimate intention of sexual or
online abuse of a child or with the intention to produce
child pornography [19].
III.

"CHILD PORNOGRAPHY" OR SOMETHING ELSE ...

Looking at the previously mentioned notion of
recruiting a child in an online environment, it is
noticeable that the author uses the term “child
pornography” when explaining its meaning. In
accordance with the above, arises the question, what
exactly is child pornography and what does it imply? The
term "pornography" comes from the Greek words porni
(fornication) and graphein (write, illustrate), and is

MIPRO 2021/ICTLAW

defined as a representation of sexual behavior through
various sources (books, pictures ...), the purpose of which
is to achieve sexual arousal in its consumer [20]. It is
important to stressthat according to the society's opinion,
pornography mainly refers to visual depictions of sexual
behavior that takes place between adults, who
consciously and voluntarily agreed to the same, which is
an extremely important feature that distinguishes the
usual form of pornography from child pornography [21].
DEFINING THE TERM - "CHILD
PORNOGRAPHY"
In order to better understand the very concept of child
pornography and assess the appropriateness of its use in
the field of sexual abuse and exploitation of children in
the online environment, it first needs to be defined.
Author Gillespie studying the concept of child
pornography, analyzes 3 interrelated elements that make
up its essence. The first element refers to the concept of
the child which, although often used in everyday speech,
can be viewed from different perspectives, which can also
serve in creating opinions about who in the context of
child pornography should be considered a child. The first
criterion is presented as the biological maturity of a
person within which the author focuses on puberty, i.e.
the period in which the human body begins to develop
and change abruptly. In addition, it is common for a
person to start researching their sexuality during puberty,
so the question arises whether a person experiencing
those changes should still be considered a child. That
assumption is also used as an argument in lowering the
legal limit for consent to sexual intercourse, which in
most countries is not 18 years (but somewhere in the
range of 14-16 years of age). The advantage of this
criterion are objective and easily visible physical changes
that occur in a person, and on the basis of which can be
determined if that person is in the pre-pubertal or pubertal
phase. On the other hand, the problem with this definition
is that not all children enter puberty at the same time, and
also that their biological maturity and ability to reproduce
does not imply their psychological and emotional
readiness for any type of sexual act. The second criterion
refers to the maturity of the person, i.e. whether the child
should be considered a person who is not mature enough
to understand the consequences of her actions.
Unfortunately, this criterion is also not credible given that
it is difficult to verify it, due to the fact that not every
person matures in the same way, or at the same rate. The
last criterion refers to the age of the person, which as
such is taken as a valid factor that determines who is
legally considered a child and who is not. The illogicality
of the age criterion is that the age of 18, which in most
legislations is taken as the limit after which a person
reaches the age of majority and is no longer legally
considered a child, is often not in line with the age
required to consent to sexual intercourse. It is this
discrepancy that can lead to a bizarre situation in which a
19-year-old man and a 17-year-old girl can legally have
sexual intercourse, but if certain material is exchanged
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between them (videos showing their sexual act or their
nude photos), both can be criminally responsible.
The second element that the author Gillespie mentions
refers to the type of material that is considered child
pornography. Here he emphasizes that although the most
recognizable, child pornography does not only involve
visual content such as photos and videos, but attention
should also be paid to written and audio materials that
can often be neglected.
The last, but not less important element that the author
emphasizes, refers to the purpose of the child
pornography material itself. As mentioned before, many
authors agree that unlike "common pornography", which
depicts sexual intercourse between adults who have
voluntarily consented, child pornography often includes
children who have not given their consent to participate
in it, or are too young to understand the seriousness and
severity of their own actions. On the other hand, the
segment that makes it difficult to directly convict and
prove the commission of a crime against children is that
not all child pornography materials show blatant sexual
abuse and exploitation of a child or endangering its
welfare, so some authors argue that categorizing material
as child pornography should not be based on the content
itself, but on the effect and reaction that the material
provokes in its user. It is clear that such classification of
child pornography would very likely include more
material and thus protect more children, but unfortunately
such practice is practically impossible to prove and
identify, given that the perpetrators (whether they are
producers, distributors or consumers of child
pornography) represent one heterogeneous group, not
only based on their physical characteristics but also on
the reactions that each of them experiences when
consuming child pornography [22].
Consequently, the term child pornography defined in
the Council of Europe Convention on the Protection of
Children against Sexual Exploitation and Sexual Abuse is
defined as material that visually depicts a child engaging
in actual or simulated sexually explicit activity or any
depiction of a child's sexual organs for primarily sexual
purposes [23]. On the other hand, the Convention on
cybercrime defines child pornography as pornographic
material that visually depicts a juvenile engaging in
sexually explicit conduct, a person who appears to be a
juvenile engaging in sexually explicit conduct, or actual
images of such acts [24]. Finally, the Optional Protocol to
the Convention on the Rights of the Child on the Sale of
Children, Child Prostitution and Pornography and the
Prohibition of the Participation of Children in Armed
Conflict states that child pornography means the display,
by any means, of a child in real or simulated explicit
sexual activity or the display of child body parts primarily
for sexual purposes [25]. It is evident from the cited legal
sources that despite different definitions of the term itself,
in each of the definitions the legislators place emphasis
on the material that visually depicts a child/minor in a
sexually explicit act. However, the question that arises
here is whether child pornography is at all a suitable term
for use in public and professional discourse and also
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whether it should be replaced by another more
appropriate term. The answer to the question posed above
will be answered in the following chapter.
THE SUITABILITY OF USING THE TERM CHILD
PORNOGRAPHY
Many authors state that the term child pornography is
very controversial and that as such should not be used in
everyday speech, and especially not within the field of
sexual abuse and exploitation of children on the Internet
[2], [22]. One of the main reasons for taking such a stand
is that this kind of definition and terminology denies and
neglects the abusive nature of this crime and it is
presented as a kind of consensual relationship between
the perpetrator and the child [2]. The authors Taylor and
Quayle also agree that the essence of sexual abuse and
exploitation of a child is based on the imbalance of power
between the perpetrator and the victim, and this
imbalance also applies to situations in which the child, in
addition to not giving consent, is often not aware that it is
being abused or exploited. That is why the consequences
that can result from that kind of behavior should not be
defined as child pornography [26].
In addition to the mentioned authors, many experts
working in the field of child protection from sexual abuse
in the online environment, also warn of the
inappropriateness of the term "child pornography" and
advocate for its change [27]. An example of good
practice in this regard is the cooperation between
INTERPOL and 18 international organizations, which
resulted in the development of guidelines for the use of
adequate terminology, known as the "Luxembourg
Guidelines", all with the aim of avoiding trivialization
and minimization of criminal offenses in this area [4],
[17], [28], [29]. Namely, the alternative terms that many
experts propagate, and which are also proposed by the
mentioned organizations, are: "documented materials of
sexual abuse of children" or "materials depicting sexual
abuse and exploitation of children," which fully reflect
the real nature and severity of these criminal offenses
[21]. In the continuation of this paper, authors will focus
on presenting the international legal sources and basic
legal provisions of the countries of Southeast Europe
dealing with the field of child protection from sexual
abuse and exploitation, in order to gain a more complete
insight into ways of classifying and regulating that kind
of illegal behavior, with a particular focus on the use of
the term child pornography in the mentioned field. It is
important to mention that authors of this paper are not
lawyers or any other type of legal experts, therefore the
presentation of legislative framework won't include
analysis from a legal standpoint, but a brief overview of
the most important international legal sources and
Criminal Codes of Southeast European countries.

IV.

INTERNATIONAL STANDARDS FOR THE
PROTECTION OF CHILDREN FROM SEXUAL ABUSE
AND EXPLOITATION
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The development of the Internet and related technologies
has had a great impact on the transformation of existing,
but also the emergence of new forms of crimes led by
sexual abuse and exploitation of children in the online
environment. Therefore, arose the need for incrimination
of these types of behaviors and for including various
factors into their prevention. It should be emphasized that
most of the countries belonging to Southeast Europe, are
members of the United Nations and the Council of
Europe, which makes them mandatory signatories to
many conventions and protocols, and that being said, it is
important to understand the difference between a
directive and a convention, whereby an EU directive
represents a legal act which requires member states to
accomplish a particular set of goals without dictating the
means on how to do it, while an international convention
is defined as an agreement between different countries
that is legally binding on the state, but only after that state
ratifies it.
The first such convention, which is also the most
important document for the protection of fundamental
freedoms and rights of children at the global level, is the
Convention on the Rights of the Child, adopted at the
44th session of the United Nations General Assembly on
November 20th, 1989 [21]. As a type of legally binding
act, the Convention on the Rights of the Child stipulates
that a child is any human being under the age of 18,
unless, under the law applicable to the child, majority is
attained earlier. Also, in its article 34 it obliges all states
parties to protect children from all forms of sexual
exploitation and abuse, by taking all measures to prevent:
a) the inducement or coercion of a child to engage in any
unlawful sexual activity; b) exploitation of a child in
prostitution or any other unlawful sexual activity; c)
exploitation of the child in pornographic performances
and materials [30].
The next document that binds to the Convention on the
Rights of the Child and helps to achieve its purpose is the
Optional Protocol to the Convention on the Rights of the
Child on the Sale of Children, Child Prostitution and
Child Pornography which expands the measures that need
to be taken by States Parties to protect children from
being used for sale or exploited for the purpose of
prostitution or pornography. Also, Article 3, paragraph c)
of the Optional Protocol stipulates that each State Party
shall ensure that the following acts and activities are fully
covered by criminal law, whether committed in the State,
abroad or on an individual or organized basis: production,
distribution, import, export, offering, sale or possession
of child pornography for sexual purposes [25].
Another important document that has influenced the
strengthening of the legal framework for the protection of
children from sexual abuse and exploitation is the
Council of Europe Convention on the Protection of
Children against Sexual Exploitation and Sexual Abuse,
also known as the Lanzarote Convention, named by the
Spanish city of Lanzarote where the Convention was
created on the 25. October 2007. The Convention
highlights the problem of the rapid spread of sexual abuse
and exploitation of children, in particular through
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information and communication technologies, and
advocates taking action against such forms of illegal
activity and encourages international cooperation. It is
important to emphasize that it is the first regional
agreement specifically dedicated to the protection of
children from sexual violence, but also the first
international legal instrument that required the
incrimination of seducing children for sexual purposes,
the so-called "sexual grooming". Also, the Convention
includes the "principle of extraterritoriality", which
means that citizens or residents of a State Party may be
prosecuted for certain offenses even when committed
outside the national borders of that State. In its Article 20,
the Convention prescribes the obligation to prosecute
those perpetrators whose acts relate to; producing,
offering or transmitting child pornography, distributing or
transmitting it, possessing child pornography or obtaining
it for oneself or others [23]. The only possibility to
deviate from the stated obligation (mentioned in
paragraph 3 of the same article) is provided if during the
production and possession of pornographic material it
refers to simulated depictions or real images of a nonexistent child and if children shown on the mentioned
materials exceed the set age limit or if they have given
their consent for the production of that material. Also,
any State Party to the Convention may reserve the right
not to apply, in whole or in part, sanctions relating to
knowingly access to child pornography through
information and communication technologies, which is a
segment that should be further addressed and elaborated
in more detail.
Another Convention that deals with sexual abuse and
exploitation of children in the online environment and
also the use of information and communication
technology to produce and disseminate child pornography
material, is the Convention on Cybercrime or the socalled Budapest Convention. Adopted by the Council of
Europe on 23 November 2001., this Convention
represents the first international agreement dedicated to
the regulation of crimes committed via the Internet and
other computer networks, which includes among others,
criminal offenses related to child pornography [31]. It
should be noted that unlike some other legal sources, the
Convention on Cybercrime uses the term juvenile, not
child, in its definition of child pornography, which states
that child pornography refers to pornographic material
that visually depicts a minor engaging in sexually explicit
conduct, a person who appears to be a minor engaging in
sexually explicit conduct, or actual images of the
mentioned acts [24].
Finally, Directive 2011/92/EU of the European
Parliament and of the Council on combating the sexual
abuse and sexual exploitation of children and child
pornography from 2011., needs to be mentioned. Namely,
in the Directive, criminal offenses against the sexual
integrity of a child are divided into four different groups
which are; criminal offenses of sexual abuse, sexual
exploitation and criminal offenses related to child
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pornography and criminal offenses of luring children for
sexual purposes. The Directive itself aims to harmonize
national criminal policy to combat these illegal acts
within the borders of the European Union [32].
Accordingly, it states in Article 12 that the offenses of
sexual abuse and sexual exploitation of children should
be subjected to more effective punishment, in particular
those forms of sexual abuse and exploitation of children
that are aided and abetted by the use of information and
communication technology. It also advocates the
incrimination of conscious and desired access to child
pornography through information and communication
technologies and taking measures to remove this content
from publicly available platforms.
V.

USE OF THE TERM "CHILD PORNOGRAPHY" IN THE
LEGISLATIVE FRAMEWORK OF THE COUNTRIES
OFSOUTHEAST EUROPE

In the previous chapter, it was shown how the area of
sexual abuse and exploitation of children (for
pornographic purposes) is regulated by international acts
and conventions. In this chapter it will be analyzed how
the mentioned area is regulated and classified in the
Criminal Codes of Southeast European countries
consisting of: Albania, Bosnia and Herzegovina,
Bulgaria, Croatia, Greece, Kosovo, Montenegro,
Northern Macedonia, Romania and Serbia. Also, special
focus was placed on the use of the term child
pornography and its scope of representation in the
legislative framework of these countries.
The following table shows the previously mentioned
countries of Southeast Europe, primarily analyzing the
use and representation of the term "child pornography" in
their Criminal Code and the incrimination of
enticing/recruiting children through information and
communication technologies (ICT). The table also shows
the membership of countries in the European Union and
the Council of Europe, given that membership in these
organizations obliges member states to apply the
provisions of international laws and conventions dealing
with the protection of children from sexual abuse and
exploitation, such as the Council of Europe Convention
on the protection of children against sexual exploitation
and sexual abuse or the EU Directive on combating the
sexual abuse and sexual exploitation of children and child
pornography.
When focusing on the part related to the analysis of the
Criminal Code, it shows that almost all countries use the
term "child pornography" in their national legislation, but
on the other hand only 60% incriminate the crime of
enticing/recruiting children for sexual purposes using
information and communication technologies or so-called
"online grooming." This highlights the importance and
the need to use appropriate terminology and harmonize
national and international legal frameworks within the
area of sexual abuse and exploitation of children.
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Countries of
SE Europe

Member
of the
European
Union

Member
of the
Council
of
Europe

Use of the
term child
pornography
in the CC

Albania
Bosnia i
Herzegovina
Bulgaria
Croatia
Greece
Kosovo
Montenegro
Northern
Macedonia
Romania
Serbia

No
No

Yes
Yes

Yes
No

Mention
of
enticing /
recruiting
children
using
ICT in
CC
No
Yes

Yes
Yes
Yes
No
No
No

Yes
Yes
Yes
No
Yes
Yes

No
Yes
Yes
Yes
Yes
Yes

Yes
Yes
No
No
Yes
Yes

Yes
No

Yes
Yes

Yes
Yes

No
Yes

NATIONAL LEGISLATIVE FRAMEWORKS
Albania
In the Albanian Criminal Code, the only part related to
child sexual exploitation and child pornography, is found
in Article 117 of Section VIII entitled - "Criminal Acts
against Morality and Dignity", where the legislator
criminalizes production, import, export, advertising,
distribution, publication and other forms of the
emergence and spread of child pornography, as well as
recruitment, exploitation, compulsion or the persuasion of
a child to participate in pornographic shows [33].
Bosnia and Herzegovina
The specific political and state structure of Bosnia and
Herzegovina has affected its legal system by generating
four incompatible Criminal Laws, which are important to
include in the analysis, to provide a more complete
overview of the legislative framework governing sexual
abuse and exploitation of children. These include: the
Criminal Code of the Brčko District of Bosnia and
Herzegovina, the Criminal Code of the Republika Srpska,
the Criminal Code of the Federation of Bosnia and
Herzegovina and the Criminal Code of Bosnia and
Herzegovina:
The Criminal Code of Bosnia and Herzegovina does not
have a separate chapter dealing with the sexual
exploitation of children, especially without the use of
information and communication technologies [34].
• In the Criminal Code of the Federation of Bosnia and
Herzegovina, there are Articles 211 and 212, which
fall under the chapter of criminal offenses against
sexual freedom and morality, concerning the
prohibition of exploitation of children and minors for
pornography and the prohibition of introducing
children to pornography [35].
• In the Criminal Code of the Republika Srpska, in
Chapter XV. addressed - "Criminal offenses of sexual
abuse and exploitation of a child", there are some
similarities with the Croatian Criminal Code. Namely,
although their descriptions and sanctions are
somewhat different, this law also cites Articles 175 "Exploitation of children for pornography", Article
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176 - "Exploitation of children for pornographic
performances" and Article 177 - "Introduction of
children to pornography". One of the novelties is
Article 178 - "Exploitation of a computer network or
communication by other technical means to commit
crimes of sexual abuse or exploitation of a child"
which severely punishes the use of computers and
other modern technology as a means of committing
any form of sexual exploitation of a child, including
child pornography [36].
• Criminal Code of the Brčko District of Bosnia and
Herzegovina in Chapter XIX. entitled Crimes against
sexual freedom and morals, cites two articles related
to child pornography which are, Article 208 "Exploitation of a child or minor for the purpose of
pornography" and Article 209 - "Introducing a child
to pornography" [37].
Bulgaria
In the Bulgarian Criminal Code, the legislator does not
explicitly mention the term child pornography, although
he links pornography to crimes against children and
minors. The word pornography is first mentioned in
Article 93, paragraphs 28 and 29 when explaining the
terms pornographic material and pornographic
performance, and then in Article 155a, the legislator
connects it with the use of information and
communication technologies by criminalizing any form
of misuse for the purpose of gathering information about
a person under the age of 18 with the intention of
abusing, having sexual intercourse, creating pornographic
material or participating in a pornographic show. It is
noticeable that in this Criminal Code, the legislator
connects the terms child and pornography, which
indicates a clear need for terminological modification of
certain provisions of the same.
Croatia
In the Criminal Code of the Republic of Croatia, in
Chapter XVII. entitled - "Criminal offenses of sexual
abuse and sexual exploitation of children" all behaviors
related to sexual abuse of children are singled out, and the
content of which is harmonized in accordance with the
provisions of the Council of Europe Convention on the
Protection of Children against Sexual Exploitation and
Sexual Abuse [21]. In the context of material related to
sexual abuse and exploitation of children, ie the so-called
child pornography, special emphasis is placed on Article
163 - "Exploitation of Children for Pornography" in
which the definition of child pornography is described as
"any material that visually or otherwise depicts a real
child or a realistic image of a non-existent child or a
person appearing to be a child, involved or engaged in
real or simulated sexually explicit conduct, or any
depiction of a child's sexual organs for sexual purposes."
The article also criminalizes the enticement, recruitment
and encouragement of children to participate in child
pornography, but also in the process of recording,
production and distribution of the same. Article 164.
criminalizes the exploitation of children for pornographic
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performances, clearly stating what they include, while
Article 165, entitled "Introducing Pornography to
Children," emphasizes the ways in which a child is
exposed to pornographic content. Finally, article 161.
entitled - "Child Enticement for the Purpose of Satisfying
Sexual Needs" needs to be mentioned, because for the
first time in domestic terms, it criminalizes the
enticement of children for sexual purposes using, among
other, information and communication technology [39].
Greece
The Greek Criminal Code includes several provisions
concerning the criminal offenses of sexual abuse and
exploitation of children, but in the context of child
pornography, Article 348 a) should be singled out,
especially paragraph 2 which incriminates intentional
production and supply of child pornography, as well as
the dissemination and sharing of information in
connection with the commission of the said acts via
computer system or the use of the Internet, which are
punishable by a fine or imprisonment for a term of at
least two years. Also, in paragraph 4 of the same article,
the legislator states that fines and imprisonment are
increased if there is mention of illegal behavior
committed as a form of professional activity or the
production of child pornography produced from the
exploitation of a child with mental illness, physical
disability or a child under 15 years of age or as a product
of threatening and committing violence against a child
[40].
Kosovo
In the Criminal Code of the Republic of Kosovo, there is
no part of the legal provisions concerning sexual abuse
and exploitation of children, but only in Chapter XX "Criminal offenses against sexual integrity", Article 228,
paragraph 7 defines the term child pornography, denoting
any visual image or visual depiction or representation,
including any photograph, film, video, image or computer
generated image or picture, whether made or produced by
electronic, mechanical or other means, showing or
representing:
• the genitals (vagina, penis or anus) or the pubic
area of a child primarily for sexual purposes;
• a real child engaged in actual or simulated
sexually explicit conduct
• a person appearing to be a real child engaged in
actual or simulated sexually explicit conduct
• a realistic image of a non-existent child engaged
in actual or simulated sexually explicit conduct
[41].
Montenegro
In the Criminal Code of Montenegro, under Chapter
XVIII. - "Criminal Offenses against Sexual Freedom",
there are two articles related to sexual exploitation of
children. Article 211 is directly related to the notion of
child pornography and is equally addressed ("child
pornography"), while the other, Article 211b refers to the
seduction of a child using information and
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communication technologies with the aim of committing
crimes against sexual freedom [42].
North Macedonia
In the Criminal Code of Northern Macedonia, there is no
specific chapter which incriminates sexual exploitation of
children, but Article 122, paragraph 24 explains the
meaning of the term child pornography, stating that it
refers to pornographic material that visually displays
obvious sexual intercourse with a juvenile or with an
elder person resembling a juvenile or displaying the
juvenile or the elder person resembling a juvenile in
obvious sexual position, or realistic pictures displaying
obvious sexual intercourse with a juvenile or displaying
juvenile or elder person resembling a juvenile in obvious
sexual position [43].
Romania
In the Romanian Criminal Code, Article 347 should be
singled out, because it exclusively deals with the
regulation of conduct related to the area of sexual abuse
and exploitation of a child. First, in paragraph 1, the
legislator incriminates the production, distribution,
possession, storage and dissemination of child
pornography, and then in its extension it states the
prohibition of encouraging and recruiting children, as
well as their use for the purpose of participating in
pornographic performances. It is interesting that in
paragraph 2 of the mentioned article, the legislator
prescribes more rigorous sanctions if any of the
mentioned criminal offenses is committed through a
computer system. For example, if a perpetrator uses
computer technologies for accessing child pornography,
he can be imprisoned from 3 months up to 3 years.
Paragraph 4 of the same article provides a definition of
material depicting child abuse described as material
depicting a child or adult who looks like a child, in
sexually explicit behavior, or a simulation of a minor in
such behavior, and any representation of the child's
sexual organs for sexual purposes [44].
Serbia
In the Criminal Code of Serbia, criminal offenses
concerning sexual exploitation of a child and the
production and dissemination of child pornography are
presented in Article 185, but there is no special chapter in
the law dedicated exclusively to protecting children from
sexual abuse, as is the case in the Croatian Criminal
Code. Nevertheless, the mentioned Article 185 lists
sanctions for persons who expose a minor to
pornographic content or use it for pornographic
performances, but also those who access the mentioned
content through information and communication
technology. Also, two subparagraphs of this article
should be highlighted, one of which refers to inducing a
child to participate in sexual activities, while the other is
aimed at using information and communication
technology as a means of committing crimes against the
sexual freedom of minors [45].
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VI.

CONCLUSION
REFERENCES

Criminal offenses of sexual abuse and exploitation of
children have become very common in society, primarily
due to the development of the Internet and related
technologies that have enabled them to move to a virtual
environment and offered perpetrators new channels and
tools to access potential victims. Apart from the very
nature of the virtual environment, what makes it even
more difficult to recognize and qualitatively sanction
these behaviors is the uneven terminology present within
the public and professional discourse, as well as in the
national legislations of certain countries.
With this in mind, the main goal of this paper was to
analyze the terminology related to the area of sexual
abuse and exploitation of children on the Internet within
the Criminal Codes of the countries of Southeast Europe
and see how certain terms are addressed and
standardized. A discriptive presentation of the results
show that all included countires except Bulgaria and
Bosnia and Herzegovina still use the term "child
pornography" although its inappropriateness and the need
for its change are often emphasized. It should be noted
that some countries, such as Croatia, are in the transfer
period of harmonizing terminology with international
law, given that in addition to the term child pornography
which is mentiond only in article 163., they use the more
acceptable term sexual exploitation and abuse of children
in the online environment. However, that shows the
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sexual purposes using information and communication
technologies incriminated into their Criminal Code,
which is very worrying, given that “online grooming” as
such is one of the main ways perpetrators approach and
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why there is a growing need for harmonization of the
national legal frameworks with existing international
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exploitation in the online environment.
In conclusion, in order to systematically protect children
from sexual abuse and exploitation online, it is crucial to
confine and understand the terms we use in this area,
which can help us create new and harmonize existing
legislative frameworks, all with the aim of preventing and
reducing crimes against children and the preservation of
their well-being in the real and virtual life. Primarily,
internationally harmonized, appropriate terminology
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and statistical indicators and enable comparison between
countries. Given that the sexual exploitation of children
on the Internet is an extreme way of endangering children
that knows no national borders, it requires a systematic,
international and cross-sectoral response. The
harmonization of terminology and appropriate
conceptualization of this area would be the first step in a
common, clear and adequate response to the complex
challenge of child protection in the online environment.
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Abstract - After the General Data Protection Regulation
(GDPR) entered into force, the topic of overseas transfer of
personal data for purposes of storage and processing has
gained visibility and prominence in both the privacy impact
assessments and the informed consent forms issued by EEA
based organisations. Related compliance issues have been
exacerbated by a 2020 ruling of the European Court of
Justice, which upheld the adoption by US based providers of
Standard Contract Clauses to safeguard the data subjects’
rights of EEA citizens whose personal data is stored or
processed on their platforms. A little explored set of privacy
issues materializes when data flows take the opposite
direction: i.e. gathered/stored outside and shared/processed
inside the EEA space. This paper takes such perspective to
examine, in a comparative fashion, the similarities and
distinctions between the GDPR provisions and the privacy
regimes of China, US and UK (after Brexit), each of them
undertaking a process of transformation, and convergence
towards GDPR, although with different approaches and
pathways. The topic can be of interest for research or
service teams engaged in multi-country data gathering, a
trend one may expect to grow in the future.
Keywords – GDPR, China, EU/US Privacy Shield, UK
Brexit

I.

INTRODUCTION

With the entry into force of the EU General Data
Protection Regulation (henceforth: GDPR) in May 2018
[1], which introduced significant changes to the previous
Data Protection Directive 95/46/EC, the level of
protection of citizens in relation to the processing of
personal data by organisations established in the European
Economic Area (henceforth: EEA) has been enhanced
considerably. Perhaps the most important provision of all
is that to comply with GDPR, some internal policies must
be adopted as well as specific technical and organisational
measures implemented, to shape data processing activities
according to the twin principles of “Data Protection by
Design” and “Data Protection by Default”. Examples of
such policies and measures are provided in Art. 25 of the
GDPR and include, for instance, data anonymization, the
use of pseudonyms to dissimulate the real identity of data
owners, and data minimisation, or the appropriation of
only a subset of personal data which is strictly necessary
for a specific purpose. Over the past few years, a plethora
of ex-ante privacy impact assessments and informed data
subject consent forms have been issued or revised by data
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controllers and processors, to document their compliance
with GDPR provisions. Quite interestingly, this positive
trend has not only involved EEA based organisations, but
also other entities – acting as service providers – located
outside the EEA space. As a result, the topic of overseas
transfer of personal data for purposes of storage and
processing has gained visibility and prominence in the
perspective of data subjects in an unprecedented manner.
However, compliance with GDPR provisions of nonEEA based service providers is only a first step, albeit
crucial, for safeguarding the data subjects’ rights of EEA
citizens and businesses. What needs to be considered in
addition is the alignment to GDPR of national rules and
regulations in the country of destination – either
temporary or permanent – of their personal data flows.
Such concern was put to the forefront by the 16 July 2020
ruling of the European Court of Justice (henceforth: ECJ)
[2], which upheld the adoption by US based service
providers of Standard Contractual Clauses (henceforth:
SCCs) to safeguard the data subjects’ rights of EEA
citizens whose personal data is stored or processed on
their platforms.
The case is known: an Austrian privacy advocate, Max
Schrems, filed a complaint against Facebook with the Irish
Data Protection Commissioner, requesting that the transfer
of personal data from Ireland to the US using SCCs would
be suspended, with the motivation that the SCCs provided
inadequate safeguards compared with the GDPR. Already
in 2015, under the previous privacy regime, Mr. Schrems
won another case before the ECJ, to nullify the validity of
the Safe Harbor Decision taken in the year 2000 by the
EC, stating that US based organisations adopting certain
policies and measures could be the recipients of personal
data flows coming from the EEA space. After the October
2015 ruling of the ECJ, the so-called Privacy Shield was
established on 2 February 2016 by an EC decision [3],
including a deep revision of the conditions for transfer of
personal data from the EEA to the US and introduced
better oversight mechanisms on the US government side,
somehow anticipating the main lines of thought of the
GDPR, which was enacted a few months later.
In its judgement the ECJ examined, but not repealed,
the validity of the EC adequacy decision 2010/87 on SCCs
[4]. Indeed, the validity of that decision is not called into
question by the mere reason that, being contractual in
nature, SCCs do not bind the competent authorities of the
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country where data is transferred, the US in our case.
Regrettably for the US-EEA relationship, the ECJ stated
that pertinent regulations (i.e., Section 702 of the Foreign
Intelligence Surveillance Act and the Executive Order No.
12333) fail to ensure an essentially equivalent level of
protection to the GDPR. Therefore, the personal data
transfers done from the EEA to the US on the basis of the
Privacy Shield alone have become illegal. This is also the
opinion expressed by the European Data Protection Board,
in a FAQ document issued right after the ECJ judgement
of July 2020 [5].
Six months after that ruling, another challenge to the
current privacy regime was posed by Brexit, that is, the
withdrawal of the UK from the EU and European Atomic
Energy Community (EAEC or Euratom) occurred as of 1st
January 2021. This brought about potentially significant
consequences on the legal handling of data flows from the
EEA to the UK, for two main reasons: first, the number of
companies that offer data storage and processing services
from the UK to the EEA is not negligible, although less
pronounced than in the US case. Second, following Brexit,
EU law and the ECJ rulings no longer have supremacy
over British laws or UK Supreme Court judgements, and
this may turn the UK into a similar case to the US.
Despite all the above, the concrete impacts of the July
2020 ECJ verdict have materialized to a far lesser extent
than one may have expected. Most US service providers
have simply updated once more their privacy notices and
informed consent forms – renewing their commitments
not to make an improper use of personal data conferred to
them, either directly or indirectly, by EEA based subjects.
The UK privacy legislation has not moved away from the
GDPR principles (as will be shown later in this paper),
although the 2018 Withdrawal Agreement [6] enabled the
UK Parliament to amend or repeal any EU law as it was a
domestic one. The ECJ concerns about SCCs not offering
sufficient safeguards for personal data transfers from the
EEA to those non-EEA countries have factually never
translated into a real hamper to the business previously in
operation.
In fact, Art. 49(1) of the GDPR allows EEA based
organisations unlimited transfer of personal data to any
third country (like the US after the nullification of the
Privacy Shield, or the UK after Brexit) where neither an
adequacy decision from the EC pursuant to Art. 45(3), nor
appropriate safeguards pursuant to Art. 46 are operational,
provided that at least one specific condition occurs among
those listed in the remainder of the same Art. 49(1). Such
conditions include that the data subject has given explicit
consent to the proposed transfer prior to it and after having
been informed of the possible risks due to the absence of
an adequacy decision and appropriate safeguards, and/or
that the data transfer is necessary for the performance of a
contract between the data subject and the controller.
The problem with this approach lies in the fact that –
as stressed in the 2018 Guidelines of the European Data
Protection Board [7] – the cross-border data transfers
invoking derogations under Art. 49 of the GDPR should
be occasional and not repetitive, concern only a limited
number of data subjects, be necessary for pursuing
compelling legitimate interests by the controller which are
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not overridden by the interests or rights and freedoms of
data subjects, and follow an assessment by the controller
of all circumstances surrounding data transfer which
provided suitable safeguards with regard to the protection
of personal data. The term “occasional” is used in recital
111 while the terms “not repetitive”, “limited number of
data subjects”, “compelling legitimate interests” and
“assessment” are used in Art. 49(1) par. 2 of the GDPR.
The above terms indicate that such transfers may well
happen more than once, but not regularly, as would be the
case when a stable contractual relationship exists between
the EEA based data exporter and the non-EEA based data
importer and/or when the data importer is granted direct
access to a database (e.g. via an interface to an ITapplication) on a general basis.
With the new US administration fully functional and
after the global Covid-19 emergency is finally overcome,
we can probably expect new bilateral agreements with the
EC to emerge, which will lead to increase the safeguards
for EEA-resident citizens and businesses in terms of
privacy protection in all the cases of international data
outflows where derogations ex Art. 49 are insufficiently
justified.
Against this background, the present paper deals with
another, very related but little explored topic: privacy
protection when international data flows take the opposite
direction to that examined so far, i.e. they are
gathered/stored outside and shared/processed inside the
EEA space. This topic may seem trivial, if not specious: in
fact, EEA based organisations must adopt the GDPR
principles and rules of conduct universally, not limited
only to data subjects being EEA residents. With the fastpaced globalization of empirical research – not just
marketing or CRM – activities, it becomes more and more
frequent that EEA based universities or research
companies are contractually bound to store and process
personal data not originated inside the EEA space. The
question in that case is: what are the legal requirements
and rules of behaviour that ensure, to the best possible
extent, that no national privacy protection law is infringed
in the place of personal data collection and/or while acting
as processors for non-EEA citizen or business data?
In partial reply to that question, the next Section of this
paper examines, in a comparative fashion, the similarities
and distinctions between the GDPR provisions and the
privacy regimes of China, US and UK (after Brexit), each
of them for various reasons now undertaking a process of
transformation, and convergence towards GDPR, although
according to different approaches and pathways. Some
practical recommendations are presented in the following
Section III, which precedes the Conclusion where the
evidence and take-aways from the previous discussions
are summarized.
II. LOOKING OUTSIDE THE EEA SPACE
This section addresses the two topics of personal data
gathering in a non-EEA country by agencies or branches
of EEA based organisations and transfer of collected data
to an EEA country for storage and processing purposes. In
the following subsections, the privacy regimes of China,
US and UK are examined in turn.
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A. China
There is a diffused consensus [8] on the fact that the
People’s Republic of China, particularly since 2016-2017,
has set up a privacy regime that closely resembles the
GDPR, although it does not yet provide a comparable
protection for individuals, due to a limited or partial
application in the concrete cases submitted for judgement
to the Chinese courts.
This regime is built on two distinct, yet convergent
elements, which have both experienced considerable
revisions in 2020, with the aim of further strengthening
the protection level of individual rights to privacy and
personal information:
•

•

A collection of laws that look at the personal right
to privacy from different angles, including the
Cyber Security Law (passed on 6 November
2016, effective as of 1st June 2017), the Consumer
Protection Law (promulgated on 31 October 1993,
amended on 27 August 2009 and on 25 October
2013, effective as of 15 March 2014), and the
Criminal Law (first adopted on 1st July 1979 and
amended on 14 March 1997). More recently, on
28 May 2020 a new Civil Code was adopted,
which entered into force on 1st January 2021.
This is the most comprehensive law ever passed
in China, with more than 1200 articles, and
dedicates an entire Book (IV) to personal rights,
including privacy and data protection;
Accompanying national standards, which are
meant to explain and reinforce the aforementioned
legislation, as non-binding recommendations for
the China based actors who professionally collect
and handle personal data.

Two (groups of) such standards are relevant to our
discourse:
•

•

The GB/T 35273-2017 Personal Data Security
Specification, superseded as of 1st October 2020
by the GB/T 35273-2020 Information Security
Technology – Personal Information Security
Specification; and
The so-called Multi-Level Protection Scheme for
Data Security 2.0 package, composed of four
distinct, yet tightly related standards: (1) the GB/T
22239-2019 Basic Requirements for the Multilevel Protection of Information Security
Technology, (2) the GB/T 25070-2019
Information Security Technology Cybersecurity
Multi-level Protection Security Design Technical
Requirements, (3) the GB/T 28448-2019
Information Security Technology Cybersecurity
Multi-level Protection Assessment Requirements,
which all took effect on 1st December 2019, and
(4) the GB/T 25058-2019 Information Security
Technology-Implementation
Guide
for
Cybersecurity Classified Protection, which
became effective on 1st March 2020.

On the specific topic of cross-border data transfer, it is
also worth mentioning the existence of two draft
regulations:
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•

the Measures for Security Assessment for Crossborder Transfer of Personal Information (Draft for
Comment) issued on 13 June 2019 by the
Cyberspace Administration of China, which in
turn make significant adjustments to the Measures
for Security Assessment for Cross-border Transfer
of Personal Information and Important Data
(Draft for Comment) released on 11 April 2017;
and

•

the Data Security Management Measures (Draft
for Comment) issued on 28 May 2019, again by
the Cyberspace Administration of China, which
supersede the draft Regulation on the
Cybersecurity Multi-level Protection Scheme,
issued on 27 June 2018 by the Chinese Ministry
of Public Security, containing the first version
(1.0) of the Multi-Level Protection Scheme for
Data Security.

Neither regulation has been formally adopted as of
today, but we can consider their provisions as a useful
complement, and in the latter case also a summary, of the
corresponding rules, principles and standards, particularly
on the topic of data security, which clarify under which
specific conditions personal data transfer from China to
overseas is legitimate and creates no harm for the data
subjects. First and foremost, personal information should
never be publicly disclosed, unless the data controllers
have conducted the necessary security impact assessments
in advance, have informed the subjects of their intent,
received the subjects’ explicit consent, and kept a detailed
record of the public disclosure. Moreover, there is no
possibility of publicly disclosing personal biometric data,
or the results of analysing sensitive data, such as race,
ethnicity, political views, and religious beliefs. Finally,
controllers must develop specific and detailed protocols
for handling and reporting any data security incidents,
including regular trainings for their employees who handle
personal information. Data subjects must be notified
immediately if their personal information has been leaked
or breached in any way.
Contrary to what is commonly believed, personal
information collected and generated in China can be
transferred overseas. Severe legal restrictions only apply
to what the 2017 Cybersecurity Law names “important
data”, as distinct from personal or sensitive data. What
this term exactly means has been clarified only two years
later, in Art. 38(5) of the 2019 Draft Regulation on Data
Security Management Measures: “Important data refers to
data that, if divulged, may directly affect national security,
economic security, social stability, or public health and
safety, such as undisclosed government information or
large-scale data on the population, genetic health,
geography, mineral resources, etc. Important data
generally does not include enterprises’ production,
operations, and internal management information,
personal information, etc.” For that kind of data, which
may involve national security, social order or public
interest on a general level. transferability outside China is
possible only if “truly necessary for the requirements of
the business”, a concept introduced by Art. 37 of the
Cybersecurity Law but still missing a precise definition in
the legislation.
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In practical terms, whoever aims to transfer important
data stored in infrastructure located within the Chinese
borders must ask the authorization of local Public Security
Bureaus. For all other kinds of data, and particularly
personal information, transfer abroad is indeed possible,
but Chinese based actors (including foreign operators)
must comply with all the relevant national regulations and
standards. Among these, the already mentioned draft
regulations entitled Measures for Security Assessment for
Cross-border Transfer of Personal Information and Data
Security Management Measures, which summarize the
Multi-Level Protection Scheme for Data Security 2.0
package of standards referenced to above.
The 2019 Measures for Security Assessment, which
did not become effective after the end of the consultation
period, exactly like those issued in 2017 that they were
supposed to improve – which created a lot of confusion
among the practitioners – have introduced the obligation
to conduct a security assessment in case of transfer of
personal data outside of China. This obligation is also part
of the GB/T 35273-2020 Specification, which concerns
any case of sharing and transfer of personal data, even
within the national borders. We can then consider this a
precise requirement for any organisation located in China,
including the foreign network operators (such as Amazon,
Google, etc.) providing cloud services in the country.
In turn, the 2019 Multi-Level Protection Scheme for
Data Security 2.0 package made the crucial distinction
between “Level 1” and “higher level” operators (from 2 to
5): the first group includes any organisation running a
network or online business, the damage of which may
cause harm to the legitimate rights and interests of
Chinese citizens, legal persons and other organisations,
but not to national security, social order or public interest
on a general level, as it would be the case of the other four
groups. Therefore, only for the operators in the first group
(indeed, the majority of Chinese and foreign businesses)
the requirements of the Cybersecurity Law are softened, in
terms of e.g. no need to hire a qualified external expert to
assess the security risks of the current infrastructure.
If the data transmission may affect or result in damage
to national security or the public interest, or it may make it
harder to protect the security of personal data during the
data transfer, such data may not be transferred beyond
China. However, it may be supposed that if a data transfer
is liable to affect or damage the national security or the
public interest, then that data may be consider “important”
according to the definition in the Cybersecurity Law, and
therefore restricted to sharing and transfer overseas, unless
compliance with the “needs of the business” is certified
and a prior authorization from the local Public Security
Bureau is obtained.
We can therefore conclude this analysis that although
the aforementioned draft regulations on cross-border data
transfer never went into effect and the Multi-Level
Protection Scheme package is only a standard, therefore
has an “advisory” role not carrying the force of law,
foreign companies operating in China should develop,
through their onsite data processors, a security impact
assessment, to evaluate the implications of adopted
personal information security standards on the legal rights
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and interests of the data subjects, before carrying out any
cross-border transfer of personal data. This assessment
can be done internally, under the condition that the
organisation in question belongs to the “Level 1” group of
operators.
Based on the overview of legislation and standards
presented above, there seems to be no significant
difference between the GDPR and the Chinese privacy
regime as far as the principles and prescriptions
concerning privacy and personal data protection are
concerned. In particular, a security impact assessment is
required prior to sharing and transferring personal data
within and beyond the Chinese borders. However, it is
important to bear in mind that the above prescriptions
concern only the transfer of (recognizable) personal
information, and not aggregated or anonymised data.
We summarise this overview by saying that the whole
privacy regime in the People’s Republic of China is in
rapid transformation, and most of the recent changes are
becoming effective right in these months. As we will
discuss in the next two subsections, the situation is pretty
much the same as (and perhaps a bit clearer than) with the
US and UK regimes in relation to the GDPR.
B. United States
As a matter of principle, the US legislation imposes
very few, if any, restrictions on transferring personal data
outside the country due to the normal course of business
or research operations. Likewise, the US does not protect
the personal data of its citizens outside of country borders.
To mitigate such risks, “savvy” corporate lawyers do often
prohibit the transfer of key data overseas, impose viewonly access, or limit the disclosure of sensitive data,
particularly to organisations not residing in the EEA space
and therefore not subject to the GDPR. However, this sort
of “piecemeal approach” does not provide comprehensive
protection while the Congress is not putting the issue high
on the political agenda.
From the perspective of full GDPR compliance, the
issues and concerns mentioned in the Introduction –
particularly the references made by the ECJ ruling of July
2020 to the provisions of Section 702 of the Foreign
Intelligence Surveillance Act and of the Executive Order
No. 12333 – do not seem to apply to the international
transfer of data originally sourced from people residing in
the US.
In fact, Section 702 of the Foreign Intelligence
Surveillance Act permits the Attorney General and the
Director of National Intelligence to jointly authorize the
targeting of persons reasonably believed to be located
outside the US, rather than inside it, and is limited to
targeting non-US citizens.
As far as the Executive Order No. 12333 is concerned,
which was originally signed by President Ronald Reagan
on 4 December 1981 and later modified in 2004 and 2008
by President George W. Bush, it had the main purpose of
coordinating the intelligence activities of CIA and other
federal agencies, but has been employed by the National
Security Agency (NSA) as legal authorization for their
appropriation of data and generic unencrypted information
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from US big players such as Google and Yahoo!, with the
aim of preventing or fighting against the insurgence of
criminal activities on the US soil.
It remains therefore indetermined whether the personal
data gathered by non-US based organisations on the US
soil and through local data processors are subject to any
prescriptions, and if so which – e.g. a security impact
assessment, like in the China example. It is also unclear if
the coverage of the NSA foreign surveillance programmes
– within the scope of both Section 702 and Executive
Order No. 12333 – can legitimately extend to EEA based
data controllers, and if so, if any limitation is posed by this
circumstance to the general principle of free and
uncontrolled overseas transfer of the personal data of US
citizens.
C. United Kingdom
Art. 71(1) of the Withdrawal Agreement specifically
mentions that the EU law – thus, the GDPR – continues to
apply in the UK in respect of the processing of personal
data of data subjects outside the UK, provided that the
personal data: (a) was processed under the EU law in the
UK before the end of the transition period, i.e. until
December 31st, 2020; or (b) is processed in UK after the
end of the transition period on the basis of the Withdrawal
Agreement itself. This subsection aims to clarify, at least
to some extent, what the condition under point (b) means.
Paragraph 2 mentions in fact an adequacy decision to
be taken by the EC in compliance with Art. 45(3) of the
GDPR – or Art. 36(3) of Directive (EU) 2016/680 on data
protection in the police and criminal justice sectors.
Paragraph 3 specifies that “to the extent that a decision
referred to in paragraph 2 has ceased to be applicable,
the United Kingdom shall ensure a level of protection of
personal data essentially equivalent to that under Union
law”.
Globally, the situation in the UK is not unfavorable
after Brexit [9]. In fact, according to the Information
Commissioner’s Office (ICO), as of 1st January 2021 data
transfers from the UK to other countries, including to the
EEA, are now subject to the rules of the UK regime, but
these broadly mirror the GDPR provisions, although the
UK “has the independence to keep the framework under
review” [10]. Currently, the new UK privacy regime [11],
starting to be known as the UK GDPR, bears very few
differences from the EU GDPR. Therefore, UK based
organisations that transfer to the EEA any personal data
gathered locally or pre-processed to some extent, do not
need to take any other initiative than continuing to comply
with the GDPR provisions as they stood until the end of
the transition period. This includes frequently revising
privacy notices and impact assessments, as well as the
data subjects’ prior consent forms. The UK GDPR
currently doesn't require any safeguards for data transfers
to the EEA, although the situation is prone to change
according to the regained amending power of the British
Parliament.
What can be reasonably expected for the near future is
a dedicated adequacy decision taken from the EC pursuant
to Art. 45(3) of the GDPR – identical to that taken in 2010
for the EU/US Privacy Shield – to validate the level of
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compliance with GDPR provisions of all data processing
activities done in the UK after the end of the transition
period, based on the enforcement of SCCs and/or binding
corporate rules and/or invoking the derogations pursuant
to Art. 49 of the GDPR.
III.

DISCUSSION AND RECOMMENDATIONS

In a globalized world, it is rather commonplace to see
data flows moving from country to country, with the
appropriate caveats and protection measures, for technical
rather than commercial purposes: i.e. unrelated from a
purposeful act of trade, just following the rules of demand
and offer and the principle of value for money in the
identification of the best service provider for certain
activities. These flows, although quite important also
before the GDPR advent, were left rather obscure or
peripheral in the consideration of the previous law regime.
Currently, the concern is well addressed that when any
personal data is transferred outside the EEA, it can rely on
the same level of protection as it received inside it. But
what about the storage and processing inside the EEA of
personal data gathered outside that space? This paper has
considered the rules and regulations belonging to the three
privacy regimes of China, US and UK after Brexit.
Above and beyond what has been presented in the
previous Section, if it was possible to demonstrate that the
data of interest was already in the public domain before or
that the field activity does not lead to gather any personal
data – for example, if data is collected in aggregated form
or was anonymised by origin – then no particular attention
to legal compliance should be paid by EEA organisations
engaged in data gathering, storage and processing
activities in those three countries through local agents or
branches (data processors). On the other hand, if any
sensitive data was involved in those activities, then some
(or all) of the conclusions of the analysis carried out in
this paper should be revised and subject to deeper
introspection and reflection. According to the GDPR,
particularly Art. 4(13-15), Art. 9 and recitals 51-56,
sensitive data includes a person’s racial or ethnic origin,
political opinions and activities, religious or merely
philosophical beliefs, trade union memberships, genetic
data, biometric data, data concerning health or sex life or
sexual orientation etc. Thus, we can state that the lessons
below are not immediately applicable to the scenario of
sensitive data handling.
In the event of gathering fresh/raw personal data from
residents in the three above countries, informed consent
forms will have to be withdrawn from the data subjects,
whatever the local privacy regime (including the severe
provisions of the Chinese law in the case of emergent
risks for security). It is also recommended that the prior
information notice and/or informed consent form specify
the exact country of location of the cloud server where
storage and processing is foreseen, and consequently the
applicable law for those operations – which can well be
the law of the country where data was originally gathered
if for any reason, including an immediate anonymisation
and/or pseudonymisation, no raw or personal data transfer
is planned to occur out of the national borders. In other
words, if data gathered in (e.g.) the US is uploaded to a
Google drive folder, there is no actual transfer across the
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US border yet. Same goes in the case data is anonymised
or pseudonymised at the time and place of first collection.
Then, an assessment of security (for the Chinese law)
and privacy (for both national laws and GDPR) must be
executed and its results are to be made publicly accessible.
A “grey zone” not properly discussed in the previous
Section pertains to the US regulations governing data
gathering from national residents, due to the difficult
interpretation of apparently open and free but substantially
prone to surveillance and control data handling operations.
All other cases – namely the Chinese laws and standards
and the UK regulations and ICO recommendations – have
been assessed to be at least as conservative as the GDPR
in terms of personal data protection. However, based on
the ECJ sentence repealing the Privacy Shield, we can
assume that adopting the provisions of the GDPR would
be more than appropriate to safeguard the individual rights
of US data subjects in any relevant situation. Finally,
some additional security caveats, or policies and technical
and organisational measures that are specific to the case of
data transferred from China to the EU/EEA space, should
be adopted, particularly in light of the risks of inadvertent
break-up of data security provisions within the normal
activities of storage and processing.
IV.

CONCLUSION

Despite the different starting points, the three privacy
regimes of China, US and UK (after Brexit), for various
reasons all undertaking a process of transformation, are
showing a good level of convergence towards, if not full
alignment with, the GDPR provisions, across different
approaches and pathways. Knowing about this can be of
interest for e.g. international research consortia engaged in
multi-country data gathering, a trend one may expect to
grow linearly, if not exponentially, in the near future.
Overall, we can conclude that no major change should
be envisaged in the contents of a well-developed privacy
impact assessment, to make room for a specific distinction
between personal data gathered in the EEA space and
outside it. If anything, in the case of recourse to field data
gathered both inside and outside that space, the GDPR
requirement mentioned in the Introduction, of a full and
transparent adoption of GDPR principles and rules of
operation, can only be reinforced in retrospect.
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Abstract – Collection and analysis of digital evidence in
criminal proceedings entails risks, such as the
contamination of evidence during seizure and/or search of a
computer system and the inability to establish its
authenticity, which may affect its admissibility and
credibility before the courts. For that purpose the
requirement on digital evidence preservation is prescribed
in the criminal procedure law, which should apply by
default to all relevant actors. Analysis of available court
decisions and rules of the Criminal Procedure Act confirms
that the claims concerning mishandling and/or
manipulation of digital evidence do not affect ex lege
inadmissibility of such evidence. Such claims would be
subject to examination on the credibility (reliability) of
evidence before the courts. Any detailed technical
procedures and measures to be implemented so as to ensure
digital evidence preservation are best suited for regulation
by standard operative procedures or perhaps e ven by sublegal acts. To that effect, the standard operative procedures
discussed in this paper have a proven ability to ensure the
common goal of ensuring digital evidence preservation.
Adherence to best practices stemming from standardized
procedures has shown to be vital for ensuring that
investigatory procedures and acquired digital evidence are
valid and as such accepted throughout the criminal
proceedings.
Keywords –search of computer system; seizure of
computer data; digital evidence; preservation of digital
evidence; data preservation; standard operative procedures;
computer forensic

I.

INT RODUCT ION

Dig ital evidence in criminal proceedings may include
any data or informat ion about a criminal offense that is
located on a digital device, or which is being transmitted
through such a device [1]. In the Croatian Criminal
Procedure Act (hereinafter: CPA), d igital (electronic)
evidence signifies all data that was acquired as evidence
in electronic (digital) form under that A ct [2]. The
collection and analysis of such evidence entails risks that
may affect its admissibility and credibility before the
courts. Outcomes of so me of the most significant risks
include the contamination of evidence during the process
of seizure and/or search of a computer system [3]
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(including co mputer data [4]) and the inability to
establish its authenticity. As it will be exp lained in this
paper, not all procedural “flaws” in the process of
collection and analysis of digital evidence lead to ex lege
inadmissibility of such evidence, although it would in
most cases need to be evaluated for credibility before the
courts. Namely, in its Article 10 the CPA prescribes that
court decisions must not be founded on unlawful
evidence. Such is inter alia unlawful evidence ex lege,
which is acquired in contravention of criminal procedure
rules and as such expressly prescribed by the CPA (e.g.
warrantless search of a co mputer in contravention of the
CPA), and “fruit of the poisonous tree”, i.e., ev idence of
which knowledge was gained from unlawfu l evidence
(e.g. minutes on search and the related computer data
obtained fro m the unlawfu lly seized co mputer). W ith
certain exceptions [5], unlawful is also evidence acquired
in contravention of certain human rights, including the
right to privacy.
While depending on the criminal investigation stage
different rules may apply, in focus here are the CPA rules
on the collection and analysis of digital evidence by
search of a co mputer system, including the seizure and
analysis of computer data. After examination of CPA
rules in next part of the paper, t wo decisions fro m judicial
practice will be presented for the purpose of establishing
in practice the types of irregularit ies that have been
invoked in criminal proceedings, and the assessment of
their ability to affect the legality of dig ital evidence. Both
cases have at their core the concerns on digital evidence
preservation, which may be described as “the process of
maintaining and safeguarding the integrity and/or orig inal
condition of the potential electronic evidence” [6]. The
issue of reliab ility or credibility of possibly corrupted
digital evidence before the courts shall not here be
examined on account of the currently still very limited
availability of final court decisions examining it
specifically in regard to analysed CPA rules. The premise
of this paper is in any case that many, if not all, claims on
irregularities in the collection and analysis of digital
evidence should and could be min imized by adhering to
proper technical procedures [7], wh ich should be an
elaboration of basic statutory data preservation
requirements. Acknowledging the fact that the most
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prominent role towards achieving above mentioned goal
lies in that of practit ioners executing criminal
investigation and evidentiary actions, analysis in the
paper concludes with a reco mmended basic overview of
standard operative procedures (hereinafter: SOPs) that
should to that effect be implemented. The argu ments
toward adopting such procedures for the seizure of
computers and other digital carriers within the search
authorities, for the purpose of securing formal
requirements and use as evidence before the courts have
already been provided in domestic literature [8]. On a
broader level, the SOPs fo r the collection, analysis and
presentation of digital evidence provide practical,
technical and tactical guidance for investigators and
specialists in different Law En forcement Agencies
(hereinafter: LEAs), and can be used for various uses onscene, such as on-site securing of traces, live acquisition,
transport and handling. In the later phases they may be
used for presentation of collected traces [9].
II.

COLLECT ING DIGIT AL EVIDENCE UNDER THE CPA

Dig ital evidence is collected by application of Article
257 on search of a movable, and Articles 262 and 263 on
the temporary seizure o f objects (Article 331), unless that
Act prescribes otherwise.
A. Search of a computer and related devices
Under Article 257 of the CPA a search of a movable
also includes search of a computer and devices connected
with it, of other devices intended for collecting, saving
and transferring data, for telephone, computer and other
kinds of communication, and of data carriers. The person
using a computer or having access to it or another device
or data carrier, as well as telecommunications service
provider must enable access to it at the search authority’s
request and provide necessary information for unhindered
use and achievement of search goals. Upon order of the
search authority they must also immed iately take
measures to prevent the destruction or modification of
data, which measures the search authority may delegate
(order) to an expert assistant. In cases of noncompliance
without justifiable reasons they may be fined and further
punished by imprisonment until comp liance, but for no
longer than a month. The defendant cannot be punished.
In addition to the here presented Article 257 other
CPA general ru les on search also apply, such as, inter
alia, the following. Only documents and objects may be
temporarily seized that are related to the search purpose,
as well as certain other objects (specified in Article 249,
paragraphs 1-2). Furthermore, search minutes must
describe in detail the objects and documents seized, wh ich
is entered in the receipt. Where during the search objects
are found that are unrelated to the criminal offence for
which a warrant was issued, but which signalize the
commission of another offence that is prosecuted by
official duty, said objects must be described in the minutes
and temporarily seized. A seizure receipt is issued
immediately. On the other hand, where the State Attorney
determines no ground for instituting criminal proceedings
and there is no other statutory ground for the seizure, the
said objects must be returned immed iately and minutes
thereon drafted. Objects used during the search must be
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returned to their users after the search unless they are
necessary for further conduct of criminal proceedings.
Personal data that were acquired by a search may only be
used for the purposes of criminal proceedings. Once those
purposes are resolved, they must be erased without delay
(Articles 248 and 249 of the CPA).
B. Temporary seizure of computer data
The CPA provisions on temporary seizure of objects
establish which objects, including computer data (Article
263: data stored in computers and devices connected
thereto, as well as in devices used for collecting and
transferring data, data carriers, subscription information in
the possession of a service provider) may and may not be
seized or be withheld, as well as the details on the minutes
and receipt of a seized object, the keeping of seized
objects and other (Articles 261-270 of the CPA). Key
CPA rule in terms of analysis and management of data
fro m d igital devices is Article 263, wh ich specifies that
rules on temporary seizure (Article 261 of the CPA) also
apply to computer data as specified above. This is with the
exception of instances where temporary seizure is
prohibited under Article 262 of the CPA. Such data must
be handed over to the State Attorney at his or her written
request, in an integral, original, legib le and understandable
form. Time limit for the handing over of data must be
specified in the State Attorney’s request. Where a person
refuses to hand over the data, he or she may be fined and
further punished by imprisonment until compliance, but
for no longer than a month. The defendant and persons
exempted from the duty to testify cannot be punished.
Article 263 further specifies that the authority taking
the action records the data in real time, and that
confidentiality and data protection rules must be observed
in data acquiring, recording, preservation and storing
(Articles 186, 187 and 188 of the CPA). Data unrelated to
the criminal offence that is needed by the person against
whom the measure is taken can be recorded on an
appropriate mediu m and returned to him or her also before
conclusion of proceedings. The person using the computer
and service provider may file an appeal against the order
of the judge of investigation imposing the measure, but
the appeal does not stay the execution of the order.
Finally, and importantly, Article 263 prescribes the
possibility for the judge of investigation to order (upon
State Attorney’s motion) the preservation and storage of
all mentioned computer data for as long as necessary, but
not more than six months. Following that, the data must
be returned, unless: 1) they concern the commission of
criminal offences against computer systems, programmes
and data (Title XXV of the Criminal Code; 2) they are
related to commission of another criminal offence
prosecuted by official duty that was committed by means
of a co mputer system; 3) they are intended to be used as
evidence of an offence in on-going proceedings.
As observed, the measures specified in Article 263
involve not only the real time recording of computer data,
but also their analysis (e.g. to establish whether and if so
which data stored in the computer system are relevant for
the criminal offense, as well as to establish compliance
with data protection rules, e.g. where sensitive data are
stored). In connection with this it should be noted that in
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2012 the Constitutional Court rejected the complaint in
which it was argued that by its contents the measures
specified in Article 263 should have been regulated as the
so-called special evidentiary actions temporarily
restricting constitutional rights (Article 332 of the CPA).
Namely, the latter evidentiary actions may include inter
alia the interception, collection and recording of computer
data, and they may only be ordered in strictly regulated
cases and other particular safeguards are prescribed on
account of their intrusiveness. According to the complaint:
“Art. 263 of the CPA introduced in fact covert acquisition
of evidence without any control by the judiciary because
the exclusion of data stored in computers and related
devices used for data collection and transmission, data
carriers and subscriber information available to the service
provider, does not presuppose only the exclusion of
information but also presupposes a special evidentiary
action of their analysis, comparison and, in a practical
way, in fact expert ise”. The Ministry of Justice responded
to the claim, stating that this measure does not represent
covert collection of evidence, and in particular that such
collection of evidence is not conducted without judicial
control. Basis for such taking of action is a court order,
issued on the basis written request by the State's Attorney.
The Court established that the temporary seizure of media
for the recording of data (CD, DVD, hard d isk) is
regulated by rules on temporary seizure of objects,
because the legislator cannot beforehand classify such
media according to types of data. It also held that Article
263 contains adequate procedural guarantees stipulated in
paragraphs 1 and 3, which prescribe the way of recording
collected data and the secrecy thereof. The judge of
investigation issues an order on that, and an appeal against
that order is decided by the panel [10].
Related claims in criminal proceedings on the
allegedly wrong basis for the taking of evidentiary actions
of seizure and search of a computer (and/or server, etc.)
and of the subsequent recording and analysis of computer
data are not rare in domestic judicial practice, as a result
of which disputed evidence may be asserted as obtained
both in violation of the CPA and of defendants’ privacy
rights. In one such unsuccessful claim, for examp le, the
Supreme Court held that since the computer data were
already stored in the computer and on the server, their
surveillance and interception as envisaged by the special
evidentiary actions noted above, did not take place. Hence
according to the Court both search of the computer and of
the server, and the recording of computer data from the
searched computer and server to a hard disk were
executed in line with the CPA search and seizure rules
applicable to movables (computer, server) and computer
data, i.e., Articles 257, 261 and 263 [11].
C. Assessment
CPA rules on search of a movable such as a computer,
server, USB stick or mobile phone show that the taking of
immediate measures aimed at preventing data destruction
or modification are not prescribed as a default statutory
obligation, but depend on the order issued to that effect by
the authorities conducting the search. Whether such
measures are to be carried out by expert assistants or not is
left to the discretion of search authorities, which issue is in
practical terms also connected with the availability and
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adequate number of such assistants (Article 257,
paragraph 2 of the CPA). Furthermore, the taking of
mentioned immediate measures in the search of mentioned
movables is not currently prescribed as a clear statutory
duty applicable to search authorities themselves. While in
case of non-adherence to the issued preservation order the
persons using the computer (inter alia) may be punished
(except for the defendant), the CPA does not envisage that
evidence obtained without and/or in contravention of
appropriate preservation measures would amount to
unlawful evidence ex lege. This is supported by the case
law, which will be examined in next section of the paper.
As to the regulation of the more specific details
concerning the requirement of preserving digital evidence
in criminal proceedings , analysis confirms that beyond
examined CPA rules there are no specific requirements for
the processing and preserving of digital evidence [12].
III.

EXAMPLES OF CLAIMS INVOKED IN RESPECT OF
PRESERVAT ION REQUIREMENT

In 2019 the Supreme Court upheld the lower court's
decision denying the defendant's request to exclude fro m
files as evidence minutes on search of a laptop together
with related evidence. The defendant argued that the
police did not take measures to prevent the destruction or
modification of data in her co mputer, which was seized
and searched a while after the defendant was arrested, and
implied that the data may have been manipulated with
when the computer was out of her reach. While the Court
held that such claims were not supported by proper
arguments, it also found that they would not as such affect
the legality of conducted search and of minutes of that
search. Namely, the CPA does not explicit ly prescribe that
acting contrary to Article 257, paragraph 2 of the CPA
would render the search or evidence obtained by the
search illegal. Consequently, defendant's claims on
possible manipulation of acquired digital evidence could
only be examined fro m the point of view of reliability
(credibility) in the next phase of proceedings [13].
The next Supreme Court decision is also presented
with the purpose of providing an examp le of defendants’
objections and claims that may arise in connection with
the seemingly improper conduct of search of a computer
system. While we were not able to obtain access to more
detailed case information, i.e., the first and second
instance judgments, this decision whereby the applicant’s
request for extraordinary review of final judgment was
denied is in our opinion still helpful in describing the
problematic aspects of a conducted search. It also
confirms that the claims relating to “unprofessional”
conduct during the search of a computer system typically
would not lead to ex lege inadmissibility of thus obtained
evidence, but can and should be examined before the
courts on account of their credibility. Namely, here the
applicant (accused) disputed the legality of a laptop
search, claiming that the laptop was both subject of the
search and the means for the otherwise illegal search of
the SD card, since the contents of that card were examined
on the subject laptop. The applicant also argued that the
laptop
search
was
performed
“extremely
unprofessionally”, since allegedly no backup was
performed prior to opening the files in the computer. In
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consequence, it was no longer possible, during expert
examination, to determine if files were opened at a
specific t ime period. According to the applicant, memo ry
cards were inspected on his laptop instead of on another
computer. That made it possible to transfer files from
memory cards to the computer and vice versa. After that,
due to suspicion of contamination the accused alleged that
both the computer and memory cards could not be
credible evidence. In its decision the Court held, as
follows: “The fact that on the same occasion, when the
computer was searched, the SD memory card was
searched on the same computer, for the search of which no
warrant of the investigating judge was issued, so that part
of the search record was separated as unlawful (by first
and second instance court decisions ), does not make the
computer search illegal. These are two searches that each
form a separate unit, and the fact that one protocol
(minutes) was made of both did not result in a different
qualification of these actions as separate evidence. …
illegality of the search of the SD memory card led to the
exclusion of the part of search minutes related to search of
that card. The question, however, whether and to what
extent the search of the SD memory card for which no
warrant was issued by the investigating judge, could
"contaminate" with its content the computer for which the
warrant existed, is possibly an objection to the credibility
of evidence, i.e., minutes of the computer search, which is
essentially a question of fact, and on what grounds the
filing of this extraordinary remedy is not permitted. Of the
same meaning is the "unprofessional" way of conducting a
computer search, which is explained in detail by the
accused, i.e., the consequent inability to determine the
earlier dates of access to individual files. The firstinstance and second-instance courts commented on these
allegations of the accused, which actually warn of certain
shortcomings and shortcomings of the probative value of
conducted search, after an expert examination was
conducted, during which all d isputable issues were
clarified, since that is also a matter of objection on
credibility of evidence, and not its lawfulness.” (emphasis
added by authors) [14].
IV. ST ANDARD OPERAT ING PROCEDURES
LEAs use different tools and practices for the same or
similar data acquisitions, which represent a vital part of
their activities and include inter alia the obtaining or
copying files fro m the computer system and/or storage
media. The standardized operative procedures (SOPs) that
apply in the Republic of Croatia and are recommended by
the Cybercrime Program Office of the Council of Europe
(hereinafter: C-PROC SOPs) have the purpose of
providing a common standard for investigators in the
seizure, securing, transportation and other handling of
digital evidence. They relate both to procedural phases of
analyzing acquired evidence and to the presentation of
evidence during the trial [9]. Furthermore, of particular
relevance for this area are the most recent European
Network and Information Security Agency’s (ENISA)
guidelines and best practices from its report for Law
Enforcement Agencies and Computer Security Incident
Response Teams [15], as well as trainings provided by the
European Cybercrime Centre (EC3). With its involvement
in high-profile investigations and on-the-spot operational
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support, the EC3 represents one of the most important
bodies related to digital forensics that also issues the
acclaimed annual main strategic reports (Internet
Organised Crime Threat Assessment - IOCTA) [16].
All of the here mentioned sources have been taken into
account for the purpose of ensuing presentation and
analysis of procedures to be taken when collecting and
analysing digital evidence in criminal proceedings.
However, in view of the limited scope of this paper
emphasis will be provided to those procedures that we
consider most relevant in relation to claimed irregularities,
as discussed in two court decisions from the previous
section of this paper. If applied properly, such procedures
certainly do min imize the risks of manipulation and
mishandling of digital evidence in criminal proceedings.
It is highly important that the investigators find out or
at least estimate the kind of hardware or software they
would use during the investigation and prepare adequate
equipment for the handling of digital evidence.
Furthermore, all stages of the forensic analysis process
itself, and all used hardware and software should be
documented. When documenting the software, it is
desirable to note also the version of the software, so that
the evidence discovered can be more easily presented in
the future during the court proceedings.
The first case law examp le presented in the previous
section of this paper has shown that the laptop was
confiscated the day before the forensic analysis was
performed [13]. While there is no dispute in the fact that
the forensic analysis was performed a day later, without
access to the case files it is not possible to determine if
forensic analysis was performed on the seized computer,
or in line with the C-PROC SOPs’ reco mmendations,
according to which a forensic backup of the computer is to
be made and then the forensic analysis performed on that
storage media. The advantage of using a forensic image
instead of live acquisition on a seized computer is that the
seized data remains in its original condition as found
during the search or seizure, and that the investigators can
later analyse the data on backups without fear of
damaging the original evidence.
Namely, ensuring the integrity and authenticity of
computer data, i.e., digital traces, is one of the most
important principles to follow throughout the criminal
investigation and proceedings. In recent years, digital
signature has become a well-known tool serving to
achieve this principle, with the MD5/SHA-1 hash
algorithms mostly used by LEAs. They provide the means
to ensure that the signed data remain exactly the same,
since the checksum must be the same at the time of
gathering of the data and at the time of presenting them.
Most of the forensic investigation software automatically
signs all examined data with one of the two mentioned
algorithms. Integrity of each file needs to be verified using
above-mentioned hash values, with which the
investigators can guarantee that the seized data were
untouched and that they can be presented before the court
in their original state [17]. It is possible for the computer
forensic investigators to use any digital trace processing
software, but that software also needs to be documented.

MIPRO 2021/ICTLAW

Where cost is an issue, the use of effective open source
forensic tools is not uncommon in LEAs ’ practice [18].
During seizure of the computer or any other electronic
device, investigators should seal that device and ensure its
safekeeping without the possibility of changing any
computer data. The SOPs stipulate that during the
investigation everything must be documented and even
photographed during the seizure (e.g. sometimes, by
looking at photos from the crime scene, investigators may
find written passwords on post-it papers for logging into
computer systems or open disputed files) [19].
In respect to the claims on unprofessional computer
search and contamination of searched computer in the
second presented case [14], the SOPs appear not to have
been followed. Namely, forensic analysis was done for the
computer and the storage media, i.e., the SD memo ry
card. SOPs would require that two independent backups
are performed, one for the computer and the other for the
memory card. It also appears that the crucial flaw
consisted in the use of the seized computer as search
equipment in live forensic acquisition for the seized
memory card, since the internal disk in the co mputer and
the memory card could in this way be contaminated.
One of the most important recommendations in the
SOPs is that the confiscated equipment (computer, mobile
phone, etc.) is not turned on (if it is turned off) due to the
possibility of contamination or even deletion of all data.
Only forensic backup or cloned image of the data should
be made. While without access to detailed case
documentation it is not possible to comment on the
circu mstances of connection to a computer network or the
Internet in the discussed case, we may note that this would
normally also constitute a possible danger when
performing a forensic analysis with the original device
and that exactly for this reason creating a backup image
(cloned data) of all seized storage media and their
subsequent analysis is the best applicable practice.
In the SOPs there is also a recommendation for
performing live data acquisitions on crime scenes in
certain cases, but it is always recommended that whenever
possible the computer is disconnected from the power
supply by unplugging the power cord fro m the socket, or
by removing the battery from the laptop.
When seizing any electronic device or storage media it
is extremely important to mark it with at least basic
information, such as: brief description, model, serial
number, memory capacity, location where data or digital
device is identified, date and time of seizure, and name
and surname of the owner/user. All computer equipment
must be seized in its original state, in which it makes up
the computer system. It can include inter alia the attached
monitor, keyboard and memory card readers. Namely,
practice has shown that memory cards or other media
storage devices such as USB memory keys can be found
attached on peripheral equipment, where the disputed data
may also be located.
Depending on the type of digital device, forensic
image backups are divided into three groups: 1. logical
backup (user-created data, images, audio-video materials,
documents, etc.); 2. file system backup (all data fro m the
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logical section noted above and data created by installed
applications), and 3. physical backup (complete image of
all files, as well as unused memory space). The type of
backup is determined by the investigator in accordance
with the task and purpose of data analysis [20]. Certain
software is available exclusively to LEAs for the purpose
of providing digital forensic analysis .
The backup rules also apply to any media that can
contain any data for forensic analysis, such as inter alia
mobile phones, tablets, GPS devices, as well as smartwatches and drones. In that respect, it should here also be
noted that more and more devices falling into the category
of Internet of Things (IoT) have their own internal
memory or memory card slot, and are connected to a
computer network or the Internet, or communicate via a
Bluetooth network. As such, they present entirely new
challenges both for the legal acquisition of data and for the
seizure and examination of potential digital evidence [21].
V. CONCLUSION
Judicial decisions in respect of the types of claims
examined in this paper confirm that the non-compliance
with the measures aiming at preventing data modification
and destruction during search of a computer system and
seizure of co mputer data are not as such grounds for ex
lege illegality of acquired digital evidence, and that such
claims are to be assessed before the courts for credibility
of evidence, normally following expert examination. Until
available case law piles up, it is in our opinion particularly
important to take note of claims invoked in criminal
proceedings such as those examined in the paper. By all
means, the ever-growing production of digital evidence
and increasing reliance on it in criminal proceedings
requires the availability of evolving case law for the
purposes of necessary legal research into this still
underrepresented area. Our analysis has also shown that
the domestic legal system contains specific ru les on search
of computer systems and the seizure of co mputer data,
which include the requirement on the taking of measures
to prevent data destruction and/or modification. While
inclusion of the latter requirement in the CPA is
commendable, on account of importance of digital
evidence preservation in criminal proceedings it is
necessary to clearly apply, and by default, to all actors
involved, including search authorities themselves. To that
effect, a co mparative analysis of implemented legal
solutions for the purpose of digital evidence preservation,
as already adopted in some of the other EU Member
States, would be beneficial [22]. Findings from this paper
may serve as a starting point for any such further
comparative research into relevant legislation and
practice, leading inter alia to examination of the impact
that the different national solutions on digital evidence
preservation might have in investigations and prosecutions
in cross-border cases [6], [23].
Any detailed technical procedures and measures to be
implemented so as to ensure the preservation of digital
evidence (e.g. during the seizure and search of computers
and digital storage media, as well as the extraction and
analysis of digital evidence) are in our opinion best suited
for regulation by standard operative procedures or perhaps
even by sub-legal acts. This is on account of their
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significantly easier adaptability to the changing technical
requirements [24]. To that effect, the standard operative
procedures discussed in this paper have a proven ability to
ensure the common goal of ensuring the preservation, i.e.,
authenticity and credibility of secured digital evidence.
Adherence to best practices stemming fro m such
standardized procedures has shown to be vital for ensuring
that investigatory procedures and acquired digital
evidence are valid and as such accepted throughout the
criminal proceedings. Training is also very important, as
well as availability of any relevant literature.
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Sažetak - Ovim se radom želi steći uvid u korištenje
modernih tehnologija u profesionalnoj praksi i u uporabu
digitalnih alata, kao i dobiti uvid u digitalne kompetencije
stručnjaka/zaposlenika ustanova/organizacija za djecu u
alternativnoj skrbi. Rad obuhvaća digitalne kapacitete
ustanova/organizacija, opremljenost digitalnim alatima,
digitalne kompetencije stručnjaka/zaposlenika i mogućnost
prilagođavanja usluga i aktivnosti u online okruženje.
Istraživanje je provedeno 2020. godine, a u istraživanju je
sudjelovalo 47 stručnjaka/zaposlenika iz ustanova/
organizacija za djecu i mlade iz svih dijelova Hrvatske.
Metoda prikupljanja podataka bila je internetska anketa, a
mjerni instrument je upitnik dizajniran za svrhu ovog
istraživanja. Rezultati pokazuju da sudionici u svom
profesionalnom radu često koriste digitalne alate, da su
prilično zadovoljni opremom svojih ustanova/organizacija,
da sudionici umjereno ocjenjuju svoje digitalne
kompetencije, a većina njih smatra da je uporaba modernih
tehnologija neophodna u njihovom radu i izražavaju svoju
potrebu za sudjelovanjem u edukacijama o modernim
tehnologijama. Zaključak: Potreba za primjenom modernih
tehnologija je sve veća u području pomažućih profesija, a
posebno kod pružanja pomoći djeci i mladima, pa stoga
postoji potreba za kontinuiranim ulaganjem u kvalitetne
obrazovne programe u tom području.
Ključne riječi - procjena potreba, moderne tehnologije,
digitalne kompetencije, stručnjaci, alternativna skrb o djeci

I.

UVOD

A. Internet i moderne tehnologije
Internet je u suvremenom društvu sveprisutna pojava
te je jedan od uobičajenih načina komunikacije među
ljudima. Komunikacija putem interneta ostvaruje se
korištenjem moderne tehnologije. Broj korisnika interneta
svake godine raste, tehnologija napreduje, a online
aktivnosti obuhvaćaju sve raznolikiji i bogatiji sadržaj
[9]. Statistički podaci pokazuju da je u Hrvatskoj
primijećen porast korisnika interneta u svim dobnim
skupinama, osim kod osoba starijih od 65 godina, te da ga
najviše rabe mladi u dobi od 16 do 24 godina [2].
Društvene mreže su u suvremenom dobu jedan od
ključnih i najučestalijih načina korištenja interneta.
Društvene mreže najpopularnije su web stranice i njima
se danas koriste na stotine milijuna ljudi te se iz tog
razloga ono može izdvojiti kao ključan način korištenja
interneta [3].
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Upotreba modernih tehnologija je sve različitija i sve
prisutnija u svakodnevnom društvu. Novije generacije
više ne koriste moderne tehnologije za provođenje
slobodnog vremena, već da žive s modernim
tehnologijama [7]. Korištenje modernih tehnologija može
imati pozitivne i negativne učinke, te bi se o njima mogao
napisati zaseban rad, no neminovno je da su one svuda
oko nas te da su potrebne u našoj svakodnevici pa ih
trebamo prihvatiti kao takve. Ovo je sada posebno
naglašeno zbog trenutne situacije izazvane s pandemijom
COVID-19 u kojoj se našao cijeli svijet i koji je u
potpunosti
promijenio
funkcioniranje
cijelog
čovječanstva i prilagodio velik broj djelatnosti i
aktivnosti u digitalno okruženje.
B.

Digitalne kompetencije
Digitalne kompetencije je relativno nov i kompleksan
pojam i još uvijek ne postoji jednoglasje oko njegovog
definiranja no moguće ga je opisati kroz nekoliko
različitih definicija njegovih komponenti.
Jedna od tih definicija je ona OECD-a koja definira
kompetencije kao složeni konstrukt različitih sposobnosti
iz 4 temeljna područja: 1.) kognitivna kompetencija, koja
uključuje uporabu teorija i koncepata te informalnog
znanja razvijenog kroz praksu, 2.) funkcionalna
kompetencija, koja podrazumijeva sposobnost obavljanja
posla unutar nekog specifičnog područja, 3.) osobna
kompetencija, koja podrazumijeva sposobnost odabira i
modeliranja adekvatnog ponašanja ovisno o situaciji u
kojoj se čovjek nalazi i 4.) etička kompetencija koja
podrazumijeva sposobnost adekvatnog moralnog
postupanja temeljem razvijenih osobnih i stručnih
vještina [12].
Također, postoje određene razlike kod određivanja
pojma kompetencija i kompetentnosti. Kompetentnost ili
stručnost odnosi se na sposobnost primjene znanja i
vještina prilikom obavljanja radnih aktivnosti, a sve
prema zadanim radnim standardima [4]. Te standarde
postavljaju stručna tijela koja određuju koja su konkretna
znanja i vještine potrebni za obavljanje nekog posla.
Kompetencije su širi pojam, te se odnose na to što i kako
ljudi rade da bi uspješno došli do svojeg cilja u kontekstu
zahtjeva određenog posla [4]. Ovako definiran pojam
kompetencija prilično je općenit i univerzalan za svako
obavljanje određenog posla.
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Pojam digitalne kompetencije uveo se kako bi se
lakše moglo odrediti što točno podrazumijeva
„poznavanje rada na računalu” [6]. Prema Europskoj
Uniji, digitalna kompetencija jedna je od osam temeljnih
kompetencija za cjeloživotno obrazovanje. Također,
Hrvatska je prihvatila slične koncepcije te ih objedinila u
Nacionalnom okvirnom kurikulumu za predškolski odgoj
i obrazovanje, gdje se digitalna kompetencija definira kao
osposobljenost za sigurnu i kritičku upotrebu
informacijsko-komunikacijske tehnologije za rad u
osobnom i društvenom životu te u komunikaciji [6].
Sposobnosti koje uključuje digitalna kompetencija su:
prepoznavanje potrebe za informacijom, pronalaženje i
prikupljanje informacija putem računala, analiza i
procjena informacija, korištenje (pohranjivanje, stvaranje
i prikazivanje) informacija putem računala, objavljivanje
i razmjena informacija putem interneta [6].
Budući da se ovaj rad bavi područjem digitalnih
kompetencija u području rada s djecom u alternativnoj
skrbi koji se pretežno sastoji od pomažućih profesija,
digitalne kompetencije se trebaju promatrati i definirati u
tom kontekstu. Definicija kompetencija u okviru
pomažućih profesija navodi tri opća elementa
profesionalne kompetentnosti stručnjaka pomažućih
profesija, a to su: 1. profesionalna znanja, 2.
profesionalne vještine, 3. osobni potencijali, osobine
ličnosti i talente [13].
C.

Alternativna skrb o djeci i mladima
Prema Smjernicama za alternativnu skrbi djeci,
alternativnu skrb o djeci dijelimo s obzirom na oblik na
neformalnu i formalnu. Neformalni oblik skrbi je bilo
koji oblik privatnog uređenja skrbi koji se pruža u
obiteljskom uređenju, a formalna skrb je svaki oblik skrbi
koji se pruža u obiteljskom okruženju koje je naložilo
mjerodavno upravno tijelo ili sudski organ te svaki oblik
skrbi koji se pruža u institucionalnom okruženju [10].
Druga podjela alternativne skrbi je s obzirom na
okruženje u kojem se pruža (srodnička, udomiteljska
skrb, ostali oblici smještaja u obiteljski oblik skrbi ili
okruženje nalik obitelji, institucionalna skrb i oblici
samostalnog stanovanja djece uz nadzor). Srodnička skrb
jest skrb u obiteljskom okruženju (proširena obitelj ili
bliski prijatelji). Udomiteljska skrb podrazumijeva
situacije kada mjerodavne vlasti određuju za dijete skrb
kod odabrane, kvalificirane, odobrene i nadzirane obitelji,
odnosno udomitelja koji će skrbiti o djetetu.
Institucionalna skrb je skrb koja se pruža u bilo kojem
neobiteljskom okruženju (sigurna mjesta u hitnim
situacijama, tranzitni centri u izvanrednim situacijama i
druge ustanove za pružanje institucionalne skrbi) [10].
Prema zakonu o udomiteljstvu, udomiteljstvo je
definirano kao skrb izvan vlastite obitelji kojim se
djetetu ili odrasloj osobi osigurava smještaj i skrb u
udomiteljskoj obitelji, a ono prema potrebama korisnika
može biti tradicionalno, specijalizirano, hitno te
povremeno udomiteljstvo, te prema srodstvu se
udomiteljstvo može podijeliti na srodničko te
nesrodničko udomiteljstvo [14].
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Sustav alternativne skrbi osim djece i mladih koji se
nalaze u skrbi, uključuje i stručnjake (socijalne radnike,
socijalne pedagoge, psihologe…), odgajatelje i
udomitelje koji skrbe o djeci. Svaka od tih skupina ima
zasebne potrebe ovisno o ulozi koju obavlja te o strukturi
korisnika o kojoj skrbi. U istraživanju provedenom s
udomiteljima, odgajateljima i stručnjacima, rezultati su
pokazali kako svaka od tih skupina navodi da je rad sa
svakim djetetom individualan i kako moraju svoj rad
prilagoditi svakom djetetu posebno, te nadograđivati
vlastita znanja i kompetencije na različitim područjima
[8].
D. Moderne tehnologije u sustavu alternativne skrbi o
djeci
Kao što je ranije navedeno, korištenje modernih
tehnologija sastavni je dio suvremenog društva, a njihova
primjena se postepeno uvodi u sve njegove segmente.
Razvoj tehnologije je izuzetno brz, ali ne uvodi se u
jednakoj mjeri u sva područja društva. To ovisi o brojnim
čimbenicima, ali vjerojatno je da će s vremenom to
postati uobičajen način rada u svim dijelovima društva.
Baš tako i socijalni rad kao profesija i sustav alternativne
skrbi o djeci u novije vrijeme počinje uvoditi moderne
tehnologije u svoj rad, no važno je naglasiti da prilagodba
nije u potpunosti završila i nije standardizirana za
profesiju socijalnog rada i druge profesije prisutne u
sustavu alternativne skrbi o djeci što znači da ona veoma
ovisi o pojedinom radnom mjestu, pojedinom stručnjaku
te samom opisu posla koji obavlja. Ipak, potreba za
uvođenjem primjene modernih tehnologija i rad na
jačanju digitalnih kompenetcija stručnjaka u sustavu
alternativne skrbi je sve više prepoznata. Osnovno je to
što su korisnici ovog sustava djeca i mlade osobe, koji
prema statističkim podacima pripadaju u skupinu koja
najviše koristi internet, kao što je ranije u radu navedeno
[2]. To ukazuje na potrebu za prilagodbu rada stručnjaka
u digitalno okruženje kako bi bili dostupniji svojim
korisnicima i pružali im usluge na njima dostupan i
prikladan način. Osim toga, istraživanja pokazuju da bi
veća upotreba moderne tehnolgije u sustavu alternativne
skrbi mogla doprinijeti čvršćim i stabilnijim odnosima
stručnjaka s korisnicima, kontinuiranom i kvalitetnijem
praćenju korisnika u skrbi i nakon izlaska iz skrbi,
olakšana komunikacija na više razina između svih aktera
bez obzira na geografsku lociranost i individualne
karakteristike korisnika i okoline [14].
U sustavu alternativne skrbi o djeci primjena moderne
tehnologije je moguća na više razina, no od izuzetne
važnosti je u direktnom radu s korisnicima. U pomažućim
profesijama, koje su temelj za sustav alternativne skrbi o
djeci, došlo je do promjena uslijed razvoja modernih
tehnologija i uvođenjem istih [5]. Također, pomažuća
praksa definira se kao elektronički posredovana aktivnost
koja se koristi kako bi se stručno i etično korisnicima
pružile određene usluge [5]. Pomažuća praksa u
virtualnom okruženju uključuje računala, mobitele i
ostale uređaje poput video tehnologije (internet,
društvene mreže, e-mail, chat, tekstualne i instant
poruke...) koje se koriste kako bi se pružile određene
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informacije javnosti, pružile usluge korisnicima,
uspostavila komunikacija s korisnicima, upravljalo
povjerljivim informacijama i evidencijom slučajeva,
pohranjivalo i imalo pristup korisničkim podacima [1]. U
vidu pomažuće prakse moderna tehnologija ipak se u
najvećoj mjeri implicira na način da se uvode različite
vrste direktnog rada s korisnicima. Online savjetovanje
može se provoditi putem elektroničke pošte ili chat-a,
također dostupno je: video savjetovanje i savjetovanje
putem telefona i mobilnih telefona, cyberterapija, rad s
društvenim mrežama te korištenje elektroničke pošte,
tekstualnih poruka, poruka putem aplikacija i društvenih
mreža za lakšu komunikaciju i intervencije s korisnicima
[9]. Postoje i mnogi drugi oblici rada s korisnicima u
pomažućoj praksi u digitalnom okruženju, no nisu svi
navedeni oblici u jednakoj mjeri zastupljeni u sustavu
alternativne skrbi o djeci te se ona razlikuje i s obzirom
na zakonodavstvo svake zemlje. Zbog toga je u Hrvatskoj
zadnja vrsta primjene veoma zastupljena, odnosno
zakonodavno je uređena primjena aplikacije Socskrb u
sustavu socijalne skrbi, a čija je namjena da olakša unos
podatka korisnika i osigura lakši pristup informacijama.
Za ostale vrste primjene, ne može se reći da je ona
standardizirana zbog toga što ne postoje zakonodavno
uređenje primjene moderne tehnologije u sustavu (osim
Socskrb) te ono uvelike ovisi o stručnjaku i
mogućnostima koje ima na radnom mjestu i opisu posla
kojim se bavi. U sustavu alternativne skrbi primjena
moderne tehnologije najviše je zastupljena u direktnom
radu s korisnicima što uključuje online savjetovanje, sve
oblike online komunikacije i komunikacije putem
društvenih mreža, organiziranje i provođenje online
radionica, predavanja, panel diskusija, seminara i drugih
online aktivnosti za djecu i mlade u alternativnoj skrbi.
Koliko je učestala primjena ovih metoda ovisi o interesu
svakog stručnjaka, odgajatelja i udomitelja u radu s
modernim tehnologijama, kao i o prostornim i
organizacijskim uvjetima ustanove ili organizacije,
odnosno pojedine udomiteljske obitelji. Ono što je
također izuzetno važno je digitalna kompetentnost
stručnjaka, odgajatelja i udomitelja koja je presudna za
primjenu modernih tehnologija u svakodnevnom radu.
Zbog toga je važno omogućiti im edukacije i
usavršavanja u području digitalnog okruženja i modernih
tehnologija kako bi se osigurali uvjeti za provedbu takvog
oblika rada.
Potrebna je prilagodba korisnika i stručnjaka na rad s
modernim tehnologijama, posebice jer određeni broj njih
pripada generacijama koje ih ne koriste u velikoj mjeri u
svakodnevnom životu. Zbog toga je edukacija stručnjaka
od izuzetne važnosti, jer nije moguće očekivati njihovu
širu primjenu u praksi ukoliko stručnjaci nemaju dovoljno
znanja i vještina da bi ih mogli primijeniti. Važno je
naglasiti etiku rada s modernim tehnologijama u sustavu
alternativne skrbi o djeci s kojom stručnjaci moraju biti
upoznati prije same primjene modernih tehnologija u
svakodnevnoj praksi. Ovdje je potrebno istaknuti
kompetencije stručnjaka za rad s modernim
tehnologijama, odnosno digitalne kompetencije. Svaki
stručnjak mora biti svjestan svojih digitalnih
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kompetencija i primjenu modernih tehnologija u praksi
tretirati kao stručnjak, odnosno ne koristiti ju bez
prethodne edukacije za to područje. Pojam digitalne
kompetencije ključan je kada se govori o radu s
modernim tehnologijama i stručnjaci trebaju biti
prvenstveno informirani o primjeni moderne tehnologije
u svakodnevnoj praksi, a potom i educirani da bi bili
digitalno kompetentni za stručnu primjenu modernih
tehnologija.
II.

CILJ ISTRAŽIVANJA

Cilj ovog istraživanja je utvrditi samoprocjenu
digitalnih kompetencija u profesionalnom radu stručnjaka
koji rade u sustavu alternativne skrbi.
Također, cilj ovog istraživanja je utvrditi potrebe
ustanova/organizacija u sustavu alternativne skrbi za
provođenje profesionalnih intervencija u digitalnom
okruženju.
III.

METODA

Populacija ovog istraživanja su stručnjaci i
zaposlenici ustanova i organizacija koji rade s djecom u
alternativnoj skrbi iz područja cijele Hrvatske. Broj
sudionika koji su sudjelovali u istraživanju je 47, od čega
je 44 (93,6 %) osoba ženskog spola, 2 (4,3%) osoba
muškog spola i 1 (2,1%) osoba koja se ne želi izjasniti na
temelju spola.
Dob sudionika varira, te su zastupljene sve dobne
skupine. Najveći broj sudionika pripada dobnoj skupini
od 25-35 godina, njih 18 (38,3%), zatim slijede sudionici
koji pripadaju dobnoj skupini od 35-40 godina, točnije 12
(25,5%) sudionika, nakon njih je 10 (21,3%) sudonika
koji pripadaju dobnoj skupini od 45-55 godina te su na
kraju sudionici u dobi od 55-65 godina, njih 7 (14,9%).
Godine rada u sustavu skrbi o djeci također variraju,
te su obuhvaćeni sudionici koji rade u struci 5 godina ili
manje, njih 18 (38,3%), oni koji rade 5-10 godina, njih 7
(14,9%), oni koji rade 11-15 godina, njih 8 (17%) te oni
koji rade 15 godina nadalje, njih 14 (29,8%).
Prema mjestu rada sudionika, njih 19 (40,4%) je iz
ustanova za skrb o djeci, 16 (34%) iz centara za pružanje
usluga u zajednici, 10 (21,3%) iz organizacija civilnog
društva te 1 (2,1%) sudionik iz ustanove za odgoj i
obrazovanje djece i 1 (2,1%) sudionik iz savjetovališta.
Prema mjestu rada sudionika ne možemo odrediti
zanimanje za svakog pojedinog sudionika pa stoga slijedi
pitanje o struci sudionika.
Sudionici su različitih struka od kojih je najviše
socijalnih radnika, čak 18 (38,3%) sudionika, zatim
slijede psiholozi, 10 (21,3%) sudionika i socijalni
pedagozi, 4 (8,5%) sudionika, te ostale struke poput
pedagoga i profesora, 15 (31,9%) sudionika.
Ovo istraživanje provedeno je u svrhu prikupljanja
informacija o korištenju modernih tehnologija u području
alternativne skrbi o djeci. Vrijeme provedbe istraživanja
je trajalo od 1. prosinca 2020. do 21. prosinca 2020.
Metoda prikupljanja podataka bila je web-anketa koja je
bila poslana elektroničkom poštom stručnjacima iz u
stanova i organizacija koji rade s djecom u alternativnoj
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skrbi. Uz link na web-anketu bilo je napisano kratko
pozivno pismo u kojem je bila objašnjena tema i svrha
provođenja istraživanja te se pozivalo sudionike na
sudjelovanje koje je uključivalo i druge stručnjake i
zaposlenike tih ustanova/organizacija. Anketa je bila
dostupna u navedenom vremenu provođenja istraživanja
od 20 dana.
Web-anketa je najpogodnija metoda prikupljanja
podataka jer je tema specifična i odnosi se na virtualni
svijet stoga bi korištenje druge metode uz web-anketu
bilo nepotrebn. Također, ovim načinom prikupljanja
podataka, moglo se lakše doći do sudionika iz različitih
dijelova Hrvatske.
U ovom istraživanju korišten je online anketni
upitnik. On se sastojao od 25 pitanja koja su osmišljena i
sastavljena za provedbu ovog istraživanja. Kako je već
navedeno, za područje samoprocjene digitalnih
kompetencija ključnih za profesionalnu praksu u sustavu
alternativne skrbi o djeci nije dostupna standardizirana
skala te se konstrukciji pristupilo kako bi se obuhvatile
neke moguće aktivnosti putem modernih tehnologija u
profesionalnoj praksi stručnjaka koji rade s djecom u
alternativnoj skrbi. Kao smjernica za izradu instrumenta
korišten je rad o ulozi i korisnosti virtualnog okruženja u
pomažućim profesijama u kojem su navedena područja
profesionalne prakse u pomažućim profesijama koje su
temeljne profesije u sustavu alternativne skrbi o djeci
[11].
Pitanja su bila podijeljena u dva dijela. Prvi dio se
odnosio na socio-demografska obilježja sudionika. Sociodemografska obilježja su se mjerila putem pet varijabli, a
to su spol, dob, godina rada u sustavu skrbi o djeci,
mjesto rada te struka. Način davanja odgovora bio je
odabir jednog od više ponuđenih odgovora.
Drugi dio upitnika bio je usmjeren na ispitivanje
digitalnog okruženja u radu sudionika koji uključuje
samoprocjenu digitalnih kompetencija. Ono se ispitivalo
putem nekoliko varijabli, a to su dnevna učestalost
korištenja interneta, dnevna učestalost korištenja interneta
u profesionalnom radu, uvjeti digitalnog okruženja u
ustanovi/organizaciji, učestalost korištenja digitalnih alata
u profesionalnom radu, odabir uređaja i alata koji se
koriste u profesionalnom radu, mogućnost korištenja
računala na radnom mjestu (samostalno ili dijeljenje s
kolegama), mogućnost pristupa digitalnim alatima u
ustanovi/organizaciji, korištenje privatnih uređaja u
profesionalnom radu, potreba digitalnih kompetencija u
profesionalnom radu, aktivnosti i usluga koje sudionici
koriste u digitalnom okruženju, skupina korisnika s
kojima se koriste digitalne tehnologije, samoprocjena
digitalnih kompetencija po različitim područjima
korištenja (korištenje alata za komunikaciju na daljinu,
korištenje sustava za e-učenje, korištenje tekstualnih i
instant poruka u profesionalnoj praksi, korištenje
društvenih mreža u profesionalnoj praksi, korištenje
uređaja za snimanje slike i zvuka, korištenje digitalnih
aplikacija za dokumentaciju rada, korištenje digitalnih
alata za procjenu rizičnih ponašanja, provođenje online
istraživanja, poznavanje standarda etike stručne prakse
online okruženja), potrebe stručnjaka koji rade u
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digitalnom okruženju, potrebe djece i mladih s obzirom
na njihovo korištenje interneta i odgovor na potrebe,
opremljenost (Internet veza, oprema i sl.) stručnjaka (u
ustanovama i organizacijama) i opremljenosti djece i
mladih, prijedlozi sudionika za unaprjeđenje rada u
digitalnom okruženju uz upotrebu digitalnih alata, utjecaj
situacije s pandemijom COVID-19 na rad u digitalnom
okruženju i koje su promjene u radu, mišljenje sudionika
o online radu s djecom i mladima u trenutnoj situaciji,
dosadašnje sudjelovanje na edukacijama o ovom
području i zainteresiranost za sudjelovanje u budućnosti,
kao i dostupnost edukacija. Na kraju se sudionicima dala
mogućnost za dodatne komentare na ovo istraživanje i
ovu temu. Način davanja odgovora u ovom dijelu je bila
odabir jednog od ponuđenih odgovora kod varijabli:
dnevne učestalosti korištenja interneta, dnevne učestalosti
korištenja interneta u profesionalnom radu, mogućnost
korištenja računala na radnom mjestu, potreba digitalnih
kompetencija u profesionalnom radu. Drugi način
davanja odgovora bio je odabir jednog ili više ponuđenih
odgovora za varijable: uvjeti digitalnog okruženja u
ustanovi/organizaciji, odabir uređaja i alata koji se koriste
u profesionalnom radu, mogućnost pristupa digitalnim
alatima u ustanovi/organizaciji, korištenje privatnih
uređaja u profesionalnom radu, aktivnosti i usluga koje
sudionici koriste u digitalnom okruženju, skupina
korisnika s kojima se koriste digitalne tehnologije. Kod
varijable učestalost korištenja digitalnih alata u
profesionalnom radu, davanje odgovora bilo je moguće
putem skale od 1 do 5 pri čemu je 1- nikada, 2- rijetko, 3povremeno, 4-često, a kod varijable samoprocjene
digitalnih kompetencija po različitim područjima
korištenja, skala je bila određena mogućnosti davanja
više odgovora (Ne posjedujem ni temeljne vještine,
Temeljni korisnik, Samostalni korisnik, Iskusni korisnik).
Zadnja mogućnost davanja odgovora bila je odgovor
otvorenog tipa za varijable: potrebe stručnjaka koji rade u
digitalnom okruženju, potrebe djece i mladih s obzirom
na njihovo korištenje interneta i odgovor na potrebe,
opremljenost (Internet veza, oprema i sl.) stručnjaka (u
ustanovama i organizacijama) i opremljenosti djece i
mladih, prijedlozi sudionika za unaprjeđenje rada u
digitalnom okruženju uz upotrebu digitalnih alata, utjecaj
situacije s pandemijom COVID-19 na rad u digitalnom
okruženju i koje su promjene u radu, mišljenje sudionika
o online radu s djecom i mladima u trenutnoj situaciji,
dosadašnje sudjelovanje na edukacijama o ovom
području i zainteresiranost za sudjelovanje u budućnosti,
kao i dostupnost edukacija.
U ovom radu prikazani su rezultati koji se odnose na
varijable:
uvjeti
digitalnog
okruženja
u
ustanovama/organizacijama,
učestalost
korištenja
digitalnih alata u profesionalnom radu, potrebu digitalnih
kompetencija u svakodnevnoj praksi, samoprocjena
digitalnih kompetencija po sljedećim područjima
korištenja (korištenje sustava za e-učenje, korištenje
tekstualnih i instant poruka u profesionalnoj praksi,
korištenje digitalnih alata za procjenu rizičnih ponašanja).
U analizi rezultata koristile su se mjere deskriptivne
statistike.
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IV.

REZULTATI I RASPRAVA

Provedenom deskriptivnom analizom podataka
dobiveni su rezultati koji pokazuju potrebe digitalnih
kompetencija
stručnjaka
koji
rade
u
ustanovama/organizacijama u području alternativne skrbi
o djeci, a bit će prikazani najznačajniji.
U sklopu drugog dijela anketnog upitnika koji se
odnosio na ispitivanje digitalnog okruženja u radu ispitani
su
uvjeti
digitalnog
okruženja
u
ustanovama/organizacijama sudionika. Rezultati su
pokazali da sudionici prilično dobro procjenjuju uvjete
svojih ustanova/organizacija jer je 40 (85,1 %) sudionika
odgovorilo da za njihovu ustanovu/organizaciju vrijedi
izjava da je internet veza zadovoljavajuća, 31 (66%)
sudionik da ustanova/organizacija ima dovoljno računala
za profesionalan angažman stručnjaka, 14 (29,8%)
sudionika da ustanova/organizacija ima dovoljno uređaja
za rad s korisnicima te 10 (21,3%) sudionika da su
sudjelovali na razini ustanove/organizacije u edukaciji o
korištenju digitalnih alata. Ovi rezultati ukazuju kako su
većina ustanova/organizacija koje su obuhvaćene
istraživanjem ispunile osnovne uvjete digitalnog
okruženja u radu što je vidljivo iz velikog broja sudionika
koji izjavljuju da imaju uvjete glede internetske veze i
računala za profesionalan rad u digitalnom okruženju, no
manje njih je označilo uvjete glede drugih uređaja i
dodatnih edukacija u ovom području što svakako ukazuje
na potrebu za njima.
U sklopu ispitivanja digitalnog okruženja u
ustanovama/organizacijama
ispitana
je
učestalost
korištenja digitalnih alata u profesionalnom radu na način
da su sudionici imali ponuđene odgovore od 1 do 4, pri
čemu je 1 predstavljalo nikada, 2 je predstavljalo rijetko, 3
je predstavljalo povremeno, a 4 često. Rezultati su
pokazali da je većina sudionika, njih 29 (61,7%) navelo da
često koriste digitalne alate u profesionalnom radu, zatim
slijede oni koji su naveli da ih koriste povremeno, njih 12
(25,5%), te na kraju njih 6 (12,8%) koji su naveli da ih
koriste rijetko, a nitko nije naveo da nikada ne koristi
digitalne alate u profesionalnom radu. (Slika I.)

smatraju da su im potrebne u manjoj mjeri te samo njih 2
(4,3 %) smatraju da im digitalne kompetencije nisu
potrebne za svakodnevnu praksu.
Nakon mišljenja sudionika o potrebi digitalnih
kompetencija u svakodnevnoj praksi, ispitana je i
samoprocjena sudionika o vlastitim digitalnim
kompetencijama u radu po različitim područjima. Ispitana
područja uključuju korištenje alata za komunikaciju na
daljinu (npr. skype, google meet, zoom, facetime...),
korištenje sustava za e-učenje (moodle, LMS, google
classroom), korištenje tekstualnih ili instant poruka (npr.
whatsupp, viber...) u profesionalnoj praksi, korištenje
društvenih mreža u profesionalnoj praksi, korištenje
uređaja za snimanje zvuka i slike, korištenje digitalnih
aplikacija za dokumentaciju rada, korištenje digitalnih
alata za procjenu rizičnih ponašanja, provođenje online
istraživanja, poznavanje standarda etike stručne prakse u
online okruženju. Rezultati su pokazali da sudionici
najviše procjenjuju svoje digitalne kompetencije kod
korištenja tekstualnih i instant poruka u profesionalnoj
praksi, 34 (73%) njih je označilo da se procjenjuju kao
iskusni korisnik tih vještina (Slika II.), a da najniže
procjenjuju svoje digitalne kompetencije kod korištenja
sustava za e-učenje, 17 (36%) sudionika je izjavilo da ne
posjeduju ni temeljne vještine za ovo područje (Slika III.) i
kod korištenja digitalnih alata za procjenu rizičnih
ponašanja je njih 17 (36%) izjavilo da ne posjeduju ni
temeljne vještine (Slika IV.). U ostalim vještinama rezultati
pokazuju prilično ujednačene procjene sudionika pri čemu
je otprilike podjednak broj onih koji su procijenili svoje
vještine kao temeljni korisnici, samostalni korisnici i
iskusni korisnici, a vrlo malo njih je procijenilo da ne
posjeduju ni temeljne vještine.

SLIKA II.
SAMOPROCJENA DIGITALNIH KOMPETENCIJA U
PODRUČJU KORIŠTENJA TEKSTUALNIH ILI INSTANT PORUKA
(WHATSAPP, VIBER…) U PROFESIONALNOJ PRAKSI

SLIKA I.
UČESTALOST KORIŠTENJA DIGITALNIH ALATA U
PROFESIONALNOM RADU

Prije samoprocjene digitalnih kompetencija ispitala su se
mišljenja sudionika o potrebi digitalnih kompetencija u
svakodnevnoj profesionalnoj praksi. Rezultati su pokazali
da većina sudionika smatra da su im potrebne u velikoj
mjeri, njih 34 (72,3%), zatim slijedi 11 (23,4%) njih koji
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SLIKA III.
SAMOPROCJENA DIGITALNIH KOMPETENCIJA
U PODRUČJU KORIŠTENJA SUSTAVA ZA E-UČENJE

KORIŠTENJE DIGITALNIH ALATA ZA PROCJENU RIZIČNIH
PONAŠANJA
Samostalni
korisnik
21%

Iskusni korisnik
0%

Ne podjedujem
ni emeljne
vještine
36%

području, te da velik broj njih pokazuje interes za
sudjelovanjem u edukacijama. Također, kako bi uveli
digitalne alate u profesionalni rad, potrebno je uvesti
obvezene edukacije za sve stručnjake u sustavu
alternativne skrbi, bez obzira na razinu kompetentnosti
koju su procijenili u ovom anketnom upitniku, jer je ipak
riječ o samoprocjeni koja nije objektivni prikaz njihovih
kompetencija. Ovi rezultati značajniji su kod prikaza
potrebe i interesa stručnjaka za primjenom moderne
tehnologije, kao i interes za sudjelovanjem u daljnim
edukacijama u ovom području. Zbog toga bi uspostava
modela rada koji uključuje svakodnevnu praksu u
digitalnom okruženju bio svakako koristan u sustavu
alternativne skrbi za djecu.
V. OGRANIČENJA ISTRAŽIVANJA I PRAKTIČNE
IMPLIKACIJE ZA PRAKSU I DALJNJA ISTRAŽIVANJA
Glavno ograničenje ovog istraživanja je broj od 47
sudionika koji ne predstavlja reprezentativan uzorak.
Postoji više razloga malog broja sudionika:
a.

Prvi razlog je specifičnost ciljane populacije
koja uključuje samo stručnjake i zaposlenike
ustanova/organizacijama
u
sustavu
alternativne skrbi o djeci

b.

Drugi razlog je metoda prikupljanja
podataka i postupak, odnosno online anketa
koja je bila poslana ravnateljima ustanova i
stručnjacima iz organizacija koji su bili
zamoljeni da proslijede upitnik svojim
kolegama, nakon čega nije bilo uvida u to
jesu li to oni uistinu napravili, na koji način i
nije bilo kontrole pojedine ustanove i
organizacije oko provedbe

c.

Specifičnost teme koja je još uvijek velikom
broju stručnjaka, posebno starije životne
dobi, nepoznata i prema kojoj osjećaju otpor

Temeljni
korisnik
43%

SLIKA IV.
SAMOPROCJENA DIGITALNIH KOMPETENCIJA
U PODRUČJU KORIŠTENJA DIGITALNIH ALATA ZA PROCJENU
RIZIČNIH PONAŠANJA

Iako je važno naglasiti kako se radi o prilično malom
broju sudionika da bi mogli govoriti o reprezentativnom
uzorku, ovakvi rezultati ipak ukazuju na potrebu za
digitalnim kompetencijama u profesionalnom radu u
sustavu alternativne skrbi o djeci, u sklopu ustanova i
organizacija koje su obuhvaćene ovim istraživanjem te na
sve češće korištenje modernih tehnologija u radu s tom
skupinom korisnika. Procjenom uvjeta rezultati ukazuju
da stručnjaci smatraju da imaju prilično dobre uvjete u
njihovim ustanovama i organizacijama što se tiče
osnovnih uvjeta poput internetske veze, no manjka
edukacija u području digitalnih kompetencija. Također,
samoprocjena digitalnih kompetencija po različitim
područjima ukazuje na visoku procjenu bazičnih digitalnih
kompetencija koje se koriste i privatno u svakodnevnom
životu poput tekstualnih i instant poruka, no nedovoljnu
kompetentnost
u
specifičnim
profesionalnim
kompetencijama poput korištenje alata i sustava za eučenje što ukazuje na potrebu za daljnjom edukacijom za
specifična područja potrebna za profesionalni rad.
Rezultati upućuju na potrebu za daljnim usavršavanjem
stručnjaka u područjima za koje su procijenili da su
nedovoljno kompetentni, a to uključuje sve osim bazičnih
digitalnih kompetencija koje sudionici koriste u
svakodnevnom životu poput tekstualnih i instant poruka.
Također, iz rezultata je vidljivo da stručnjaci smatraju
potrebnim uključivanje u daljnje edukacije na ovom
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Osim toga, odabir ove metode prikupljanja podataka,
odnosno web ankete, može utjecati na dobivanje rezultata.
Slanjem online anketnog upitnika u ustanove i
organizacije nismo mogli utjecati na broj sudionika koji će
ispuniti anketni upitnik, te je on zasigurno mogao biti veći
osobnim dolaskom u svaku pojedinu organizaciju i
ustanovu. Također, online oblik anketnog upitnika može
utjecati na zainteresiranost i posvećenost sudionika za
ispunjavanje upitnika, posebice neobaveznih pitanja.
Važno je za naglasiti da je anonimnost i povjerljivost
također narušena zbog slanja upitnika na e-mail adrese
ravnatelja ustanova i organizacija.
Također, jedno od ograničenja istraživanja je
uključivanje samoprocjene kao metode procjene digitalnih
kompetencija sudionika kojom se ne može uistinudobiti
uvid u objektivne podatke, no koja nam može dati
dovoljan uvid za svrhu ovog istraživanja koje se temelji na
mišljenjima sudionika. Svakako je smjernica za buduća
istraživanja da bi bilo korisno da se digitalne kompetencije
ispitaju i drugim načinom osim samoprocjenom, koristeći
određene standardizirane skale mjerenja digitalnih
kompetencija, ako budu dostupne. Osim toga, zanimljivo
bi bilo da se ti rezultati usporede s ovima koji su dobiveni
samoprocjenom.
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Isto tako, zanimljivo bi bilo provesti istraživanje s
djecom u alternativnoj skrbi te dobiti uvid u perspektivu
njih kao korisnika, te kao osoba mlađe životne dobi za
koje je poznato da provode više aktivnosti u digitalnom
okruženju, kao i uključiti mišljenja udomitelja.
Ovo istraživanje može biti korisno osim za daljnja
istraživanja, za neke promjene u profesionalnoj praksi u
sustavu alternativne skrbi o djeci, s naglaskom na
digitalno okruženje. Ovo se posebno odnosi na razvijanje
edukativnih programa za stručnjake i zaposlenike
ustanova/organizacija za koje su rezultati ovog
istraživanja pokazali izuzetnu potrebu, posebno kod
specifičnih područja profesionalne prakse. Uspostavom
modela rada u kojem je primjena moderne tehnologije dio
svakodnevne prakse i u kojem stručnjaci i zaposlenici
imaju uvjete za rad u digitalnom okruženju otvorio bi se
prostor za uvođenjem profesionalnog rada u digitalnom
okruženju u sustavu alternativne skrbi što je svakako
potrebno, no smatramo važnim pravodobno i kontinuirano
educirati stručnjake i sve zaposlenike sustava alternativne
skrbi kako bi bili digitalno kompetentni i spremni na
primjenu ovakvog modela rada. Isto tako, ovim radom se
ukazuje na važnost uključivanja modernih tehnologija i
rada u digitalnom okruženju s populacijom djece u
alternativnoj skrbi i specifične potrebe stručnjaka koji rade
s njima kao i potreba ustanova/organizacija u sustavu
skrbi za djecu. Svakako bi bilo korisno istražiti koje su
specifične potrebe ustanova i organizacija, te stručnjaka
koji rade u sustavu alternativne skrbi, poput službenog
mobitela i računala s digitalnim alatima za komunikaciju s
korisnicima, potrebnih digitalnih alata za provedbu online
grupa i susreta s obiteljima korisnika i slično.
Ovaj rad može koristiti kao dobra smjernica u
razvijanju novih programa i projekata unutar organizacija
i ustanova u alternativnoj skrbi, kojima bi se doprinijelo
većoj informiranosti i educiranosti na ovom području.
VI.

ZAKLJUČAK

Ovo istraživanje je nastojalo dobiti uvid u potrebe
stručnjaka i zaposlenika koji rade s djecom u
alternativnoj skrbi te potrebe ustanova/organizacija u
sustavu alternativne skrbi o djeci. Poseban naglasak je na
potrebe digitalnih kompetencija koje su u suvremeno
doba i u trenutnoj situaciji u kojoj se nalazimo, od
izuzetne važnosti, a posebno u radu s djecom i mladima.
Rezultati su pokazali da većina stručnjaka/zaposlenika
smatra da su im digitalne kompetencije od izuzetne
važnosti u profesionalnoj praksi te da često koriste
digitalne alate u svakodnevnom radu s korisnicima.
Isto tako, rezultati su pokazali kako stručnjaci/zaposlenici
smatraju da su nedovoljno educirani u ovom području,
posebice prema specifičnim područjima rada s
korisnicima te da su zainteresirani za buduće edukacije.
Sve navedeno ukazuje na potrebu za daljnjim
edukacijama
stručnjaka/zaposlenika
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ustanova/organizacija u sustavu alternativne skrbi o djeci,
no i važnost provođenja istraživanja i drugih aktivnosti u
području digitalnih kompetencija u sustavu alternativne
skrbi o djeci i šire, posebno u radu s djecom i mladima.
Ovaj rad također ukazuje na potrebu uspostave modela
kvalitetnog rada u alternativnoj skrbi koji uključuje i
korištenje digitalnih alata što uz ulaganje u jačanje
digitalnih kompetencija stručnjaka i zaposlenika, traži i
dobru informatičku opremljenost sustava.
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Abstract - The COVID-19 pandemic required a complete
transition to online teaching. With valid concerns of a
potential decrease in student engagement, it was necessary
to focus on the most effective learning strategies and reduce
cognitive load.

Red Hat. Student feedback indicated that interactive
sessions were the most useful, and as a result, all lectures
have been transitioned to flipped learning, where realworld problems were discussed in class.

The software engineering professional practice postgraduate
module at University College London uses flipped learning,
providing resources prior to online discussions scheduled
during normal lecture time. Questionnaires before topics
establish student’s level of knowledge and ensure wellunderstood concepts are not repeated. This allowed
increased time for more challenging and engaging content.

This module is delivered during the 11-week spring
term. It has been designed for students to read the required
material to prepare for the live interactive sessions.
Resources including exercises, case studies, research
papers, and industry blogs are provided well in advance
online within Moodle. Asynchronous videos are also
recorded through the video system Lecturecast. 2 hours
synchronous sessions are timetabled each week, with a
recommended pre and post average workload of 2.5 hours
for each session. The module is delivered by 2 lecturers, 4
support staff, and a team of 15 industry speakers.

Industry guest speaker talks are integrated with academic
lectures and provide alternative perspectives for each topic.
Some industry speakers had less time during the current
academic year to prepare videos so alternative ‘fireside
chats’ (as occur in industry conferences) were employed to
reduce speakers’ preparation time. Analysis, across several
measures indicates these changes to both academic and
industry sessions have led to more than a 26% increase in
student engagement. Whilst this required a substantial
increase in workload for lecturers much of this development
work can be utilized again in the future. The current
module design also gives both academic and industry
speakers a greater range of options in delivering their
content.
Keywords - student centered learning; cognitive load;
flipped learning; curriculum development; motivation;
engagement

I.

INTRODUCTION

The COVID-19 pandemic required the remote delivery
of the software engineering professional practice module
at University College London (UCL). This module was
developed in 2007 for face-to-face teaching. Since March
2020 this module has been delivered online. This module
is designed to prepare students for their industry research
projects. The module is based on the ethos of UCL’s
connected curriculum of research-based teaching [1].
Agile and lean practices are core topics. DevOps and
continuous delivery, including current approaches to
containerization and cloud-native development, are also
covered in depth. The module provides perspectives from
both academics and leading industry practitioners.
Industry guest speakers that contribute to this module are
from global organizations: HSBC, Fujitsu, Net App,
NGINX, Form3, ThoughtWorks, Lenovo and IBM, and
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II.

CURRICULUM DEVELOPMENT

A. What is Flipped Learning?
Flipped learning was adopted to increase student
motivation, engagement, and reduce cognitive load [2],
[3]. Flipped learning is a term applied where the
information that would normally be delivered during the
lecture is provided before the lecture as self-study
preparation or after as consolidation. The lecture time is
transformed into collaborative team activities. The
lecturer facilitates this active learning and provides
guidelines. The lecturer then provides a summary of key
learning points once students have an opportunity to
discuss and share their ideas online within Moodle.
Moving online entailed redesigning the module and
focusing on student centered learning; understanding
their research interests; how they want to learn; and what
skills they need to develop. It was recognized that
working many hours online would be demanding. It was
also a concern that an excessive workload could
potentially cause burnout. In anticipation of these
potential problems, the module was redesigned in
consideration of cognitive load: the information and skills
that students would be able to process and learn.
Although, the lectures were designed as flipped
learning only a limited number of students in the past had
completed all pre-lecture activities. In previous years this
required a summary of the salient points at the start of
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lectures. The need to increase engagement with the
material beforehand became a priority, otherwise, the
synchronous online sessions would revert to summarizing
the material, limiting the time for team collaboration.
Accepting that not all students would read the suggested
material and complete exercises beforehand, five
enhancements to the module design were incorporated:
•

Adding questionnaires for the students to
complete
(requiring
<10
mins)
before
synchronous sessions. These provided the lecturer
with an understanding of students’ prior
knowledge. When the questions are completed the
students are provided with the correct answers and
the rationale. The completed questionnaire
displayed a summary of the answers provided by
the class to provide a benchmark of progress.

•

Providing a summary, taking ~3 minutes to read,
covering the essential points for each topic.

•

Providing a variety of media to create interest,
including podcasts, videos, and blogs.

•

Ensuring online resources were available at least 7
days in advance so that students could learn at
their own pace.

•

Providing thought-provoking questions to
encourage students to discuss with each other
online.

B. An Example Question to Encourage Engagement
The class was asked to: “Read the following
story and post your ideas as to how this activity supports
teamwork: In the 1920s, Revans had been a doctoral
student in Cambridge at the Cavendish lab. That was
where atomic physics was being pioneered, people were
splitting the atom or talking about the idea. There were
five Nobel Prize winners there. Every Wednesday
the group would have afternoon tea. The Nobel Prize
winners would invite to tea a few doctoral students.
Revans was honored to be one of those students. There
was a rule for that meeting where the only thing one can
talk about was a problem they were trying to solve. One
could not talk about an accomplishment, nor about what
they’re doing right. Others, who were all from various
fields, would start by questioning him. They could not
answer because they did not know the field well, but they
could talk enough about it to generate ideas about
alternative approaches to the problem. Revans was so
impressed by the humbleness of these Nobel Prize
winners who would come and say, “this is a problem [I
am facing] and I can’t get this figured out.” Adapted
from [4].
Example posts from the 2020/21 class:
“Discussing a problem supports teamwork because it
removes the psychological barriers for people to come
and openly admit that you are facing a problem and want
help from others. It is extremely difficult for team
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members, especially if you are known to be an expert or
famous person with high expectations. Also, the other
team members, who are less experienced or younger, will
not feel intimidated and would speak up to give their
suggestions, which could possibly address the problems.”
“…encourages psychological safety within a team and
reduces people’s reluctance to engage in conversations in
which they fear they'll appear naive and unaware. When
individuals willingly expose their own vulnerabilities and
openly take risks, it emboldens others to do the same,
promoting a healthier and more fruitful environment for
the team.”
C. Using Cognitive Load Theory to Improve Learning
Providing resources prior to lectures has been shown
to reduce cognitive load and reduce the correlation
between prior knowledge and attainment after periods of
study [5]. The module content was redesigned through
the lens of Cognitive Load Theory (CLT) and how much
information can be retained. CLT assumes that humans
have a limited capacity within short-term memory, also
known as working memory. For example, it is difficult to
remember a long telephone number. However, if one is
already familiar with part of the number, say the area
code, it may be easier to remember the code and the new
number. In effect, one has embedded the area code in
long-term memory and built up the requisite schema.
Building on what one already knows and related schemas
provide the basis for learning. The theory outlines if the
capacity or cognitive load is exceeded then learning is
hindered. CLT has three domains: intrinsic, extraneous,
and germane [6]. Intrinsic is part of the information and
can only be impacted by reducing its volume. Extraneous
knowledge is in addition to the core information and can
be considered superfluous. Germane refers to the idea
that knowledge is built on schemas. Instructors, according
to the theory, can design modules focusing on these
domains to reduce the cognitive load for students. The
theory suggests if the information is presented
appropriately it will improve processing, understanding
and long-term retention.
Research has shown that reducing intrinsic cognitive
load can improve retention [6]. Self-paced learning can
also contribute to a reduction in cognitive load and
improved recall [7]. Although this may not reduce the
intrinsic difficulty, designing modules with smaller units
of information to learn at a time helps reduce the
demands on working memory. It also allows schemas to
be developed as knowledge is acquired. Research shows
from a cognitive perspective, students working at their
own pace through preparation material is more effective
for learning [8]. Furthermore, that the assimilation of new
knowledge is linked to students’ prior knowledge [5].
Studies have indicated that students with prior knowledge
can expend less working memory on linking and
assimilating the new information [9].
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Tailoring content can have a positive impact on
cognitive load. Decreasing germane cognitive load can be
achieved by linking knowledge to well-understood
schemas. Using established schemas working memory
can be devoted to learning the new information rather
than learning the schema at the same time. Schemas act
as a scaffold to learning new information. Schemas can
be considered as “sort of patterns in our heads” [10].
However, a schema can be interpreted more than a
pattern as it provides an organized manner for
understanding the information logically. An example of a
schema used for this module was based on decisionmaking. For the architecture topic, covering architecture
decision-centric reviews, students were introduced to a
model outlining the problem, a possible solution, an
alternative, pros and cons of the chosen decision, and
trade-offs. Within the topic of psychological safety,
students noticed the material encouraged them to discuss
the problem, suggest a solution, consider alternatives
suggested within their team, and when a decision had
been decided consider the pros and cons and any tradeoffs this entailed. One student remarked that this schema
would be useful in their decisions within their research
projects. The questionnaires also provide a chance to
learn from smaller units of information and allow
schemas to be developed. By providing the answers and
further resources students can steadily build their
knowledge. Analyses of questionnaires were used to
tailor the module content as shown in Fig. 1. This allows
for well-understood concepts not to be repeated in class
time, allowing for more challenging problems to be
discussed.

with an indication of their progress. These questionnaires
provide guidance if their answers were incorrect. By
providing detailed explanations after each question is
completed also helps students prepare for the lecture,
provide time to assimilate this knowledge into a schema,
and embeds information into long-term memory.
Reducing extraneous cognitive load can be partly
achieved by removing distractions (Table I). Even a
background of books during an online session, provides
an opportunity for the viewers’ attention to be sidetracked
by the titles. By logging into the synchronous session in
advance, the instructor and students are less likely to be
distracted by issues of connectivity or settings. For these
sessions joining with the audio off avoids distracting
sounds plus feedback and is another way to reduce
extraneous cognitive load. Reducing the number of
written words on slides also helps reduce intrinsic
cognitive load. Also, making diagrams as simple as
possible ensures congruence with the explanations.
TABLE I.

INTERVENTIONS IN MODULE REDESIGN FOR EACH OF
THE COGNITIVE LOAD DOMAINS

Cognitive Load
Domain

Extraneous

Intrinsic

Germane

Interventions
Focus on learning objectives
Log onto zoom 10 minutes before the start of
synchronous sessions.
Create zoom polls in advance
Avoid distractions/ avoid jumping too often
from one resource to another within video
recordings
Limit amount of information/ ensure limited
number of words on slides/ include diagrams
where this improves understanding
Practice delivery
Adapt content to match knowledge (via
questionnaires)
Link content to appropriate schemas
Ensure work is organized in topics
Reuse schemas wherever possible throughout
the module

Figure 1. Questionnaires used in conjunction with student
feedback to update content and module design.

The problem of knowing who has engaged with the
material and completed the preparation work has been
outlined [11]. Microsoft Forms allows the lecturer to see
which students have participated in questionnaires before
the live sessions and which areas need to be added to the
online resources or incorporated within the synchronous
session. Completing the self-study does not raise
students’ grades within this module. However,
participation is encouraged by outlining that contributions
to discussions and code are expected in work or software
development communities.
Students’ interaction was tracked via Moodle
analytics and the embedded software reports showing
which students have participated. Data-driven decisionmaking is an effective way to improve the offering of
modules in universities [12]. By providing questionnaires
in quiz form with an assessment also provides students
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D. Industry talks
Having industry speakers provides students a realworld perspective. Outlining different perspectives
reinforces the need to value each other’s opinions, a
theme emphasized throughout the software engineering
module. They can support the development of theory into
practice and ‘light the fire’ within students’ engagement
in a subject [13]. Industry-academia interaction provides
considerable benefits especially research opportunities in
software engineering [14]. However, to take full
advantage of theory and practice closer collaboration is
required [15]. The benefit to students of both perspectives
of industry’s focus on timely delivery and combining this
with the latest academic software engineering research is
of immense value to students entering industry. Another
advantage is that all the industry speakers within the
module are already used to online meetings, as online
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communication was already their favored mode of
working before the outbreak of COVID-19. However,
many of the industry speakers had to contend with
escalating workloads within their organizations due to the
pandemic. This became apparent when guidelines for the
video preparation were shared with them via email,
asking for four or five 10-15-minutes videos relating to
their talk. As this additional workload, in addition to their
own organization’s priorities was too much in some
cases, an alternative talk structure, a ‘fireside chat’ was
suggested. This is commonplace within industry events
whether in-person or online. This informal structure
decreased the preparation required for the industry
speaker. It also provides a wider range of options for the
way industry speakers deliver their talks for this module
in the future.
For each industry video provided, even though the
embedded AI automatically prepares the translation
within Lecturecast, the lecturers still had to correct the
text. For example, the 7 videos recorded in advance by
the Red Hat speakers (27minutes ±10 minutes duration)
entailed approximately 6 hours of text correction.
Although there was an additional workload for lecturers,
these pre-recorded videos will be a valuable
asynchronous resource for future students.
Although the lecturer [author] had to check topics that
the speaker wanted to answer, students’ feedback
indicated that they valued the opportunity to post
questions relating to their interests. For the ‘fireside chat’,
there was an increase in the number of questions
submitted beforehand (Table II). There were 11 questions
submitted before the HPC fireside chat, compared to 8 for
the Kubernetes talk, during spring 2021, that used prerecorded video content. Although limited data, the overall
increase for discussions and comments when adopting the
fireside chat was 27% across all interactions.
Example student questions posted prior to the industry
talk covering high-performance computing (HPC) spring
term 2021:
•
•
•

“In your opinion what is the biggest challenge
in HPC? Is it scale, volume or data?”
“How exactly do you measure sustainability?
Which aspects are prioritized and why?”
“I’m curious if you think the future of computing
will change towards an era where all consumers
and businesses will use ‘rented’ computing
power from clusters, opposed to their own
machines.”

E. Measuring Student Engagement
Student engagement is often associated with
motivation. Velden [16] interprets this as “…the degree at
which students engage with their studies in terms of
motivation, the depth of their intellectual perception or
simply studiousness.” However, Ashwin and McVitty
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[17] have criticized the term ‘student engagement’ for its
vagueness. They suggest that one way to define
engagement is by what is ‘formed’ through student
interaction. An interpretation of this would be the class
learning developed by collaboration and discussions.
F. Analysis
The example question (Section B), based on problemsolving at the Cavendish Labs, Cambridge University [4]
as part of the required pre-class activities created 11
discussion posts (class size N=42) 26% of the class. The
modal number of student participation (measured by
discussion posts), per 1-hour synchronous session, was 12
(29%). Within synchronous sessions, active team

TABLE II.
Academic
Year &
number of
students N
2019/20
N=39

2020/21
N=42

NUMBER OF STUDENT QUESTIONS SUBMITTED
Topic
Kubernetes and
OpenShift

HPC and
Sustainability

11
face-to-face
presentation and
discussion

12
live online +
online
discussion

15
pre-recorded videos
(pre-session
questions + online
discussion) (8 prior
+7 relating to topics)

19
pre-session
questions +
online fireside
chat /online
discussion
(11 prior +8
relating to
topics)

%
change

+9%

+ 27%

engagement (providing interaction via comments or
posts) increased to a maximum of 24 (=57%) students
contributing in any one session. Dias et al. [18], within
their model, consider both the lecturer’s and students’
interactions. For this module, engagement was based on
student interactions; the number of discussion posts. The
number of discussion posts increased from 2019/20 to
2020/21. The annual total for posts for two topics, each
with the same speakers, increased from 28 to 38 (Table
III). This increase corresponds to 26%, accounting for the
difference in class size. This figure suggests an
improvement in engagement, assuming the number of
students’ posts is a valid measure of student engagement.
III.

DISCUSSION

Research indicates that lectures are not an effective
way of learning new skills [2]. Having a flipped lecture
approach, however, can be conducive to learning and in
reducing cognitive load. Luzik et al. [19] argue that
education needs an approach “using projects and problem
situations instead of traditional classes.” When class time
is repurposed to provide an opportunity to work in small
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teams devoted to critical thinking and problem-solving,
this also enhances collaboration and communication,
skills that industry require. Industry-academia
collaborations are time-consuming but if managed
successfully can generate research opportunities. Often
there are problems with understanding the priorities of
the other party in these collaborations. On the one hand
timely delivery in industry on the other time available for
research. As students progress from academic studies to
industry research and development they need to
understand these challenges of perception and perspective
[15].
Sweller [8] suggests incorporating effective schemas
along with the information can reduce the cognitive load.
One schema that is developed throughout the module is
based on decision making, an important research skill.
Therefore, learning interventions need to address both the
material and the related schemas. Sweller outlines if
elements can be learned “successively rather than
simultaneously” then this lowers cognitive load and
learning and retention are enhanced. This indicates that
designing learning interventions so that new information
is linked to established schemas is an effective approach
to learning. According to Hostetler and Lou [20] finding
relevant research resources can increase students’
cognitive load. So, for postgraduate modules where
research skills are essential, reducing cognitive load for
finding resources needs to be considered. For this
module, research papers are available directly via online
links with the UCL library. Perusall.com could also
provide another means of delivery.
There is limited agreement on the definition of student
engagement. However, Baron and Corbin [21] define
student engagement as someone who views themselves as
an “active participant in their learning communities.” The
learning community within this module not only involves
their peers and academic staff, but also involves industry
speakers and associated industry research teams [22].
Van Acker et al. [23] argue for a better definition of
concepts and frameworks relating to cognitive load
optimization. As proposed by Sinatra et al. [24]
engagement has been considered at different levels, for
individuals, as well as for teams. The measurements for
this module were based on both individual and team
interactions. Student engagement via interaction with the
learning materials can also be assessed automatically
[25]. Dias et al. [18] have suggested that although there
are studies on interaction there have been limited
attempts to interpret this in terms of learning efficacy.
Self-paced study also gives rise to autonomy. Abeysekera
and Dawson [11] outline an important aspect of learning
is being able to adjust the workload and hence the
cognitive load within studies. Collaborating in teams in
class also gives rise to relatedness and a sense of
community. The opportunities for discussions with their
peers created the most engagement. Ironically, creating
these activities also involved the least amount of work for
redesigning the module.
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Although there was an improvement in student
engagement as measured by online posts, for the
synchronous sessions, this still only involved a minority
of the class. While Moodle logs indicate which activities,
students have viewed or completed, participation reports
can give a more nuanced view of their interaction. In
addition, students from some geographic locations did not
participate in online discussions as frequently as students
based in London. Initial feedback indicated that being
based with other students at the university or being part
of an online team helped break down barriers to
engagement and helped students feel part of a
community. However, for different cultures with different
expectations [26] of student engagement, further research
is needed to find the most effective learning approaches.
Student feedback suggests that interventions for this
module may help engagement for other modules:
“My favorite course on the degree, it had leading
companies come in and talk through their process and
how these processes got implemented, very insightful and
super useful.” Professional practice student [27].
The initial feedback from UCL Department of
Computer Science postgraduate students (N=52) is not to
revert to the pre-COVID format which was over 95% live
campus tuition, but to increase the online and recorded
material [28]. Although, the department will resume faceto-face lectures during 2021/22, this module will continue
to be predominantly delivered online. However,
recording content from live discussions involving

TABLE III.

NUMBER OF STUDENT DISCUSSIONS SUBMITTED

Topic

Year and Student Registrations
2019/20 N=39

Sustainability
Teamworka,
Inclusion and
Diversity

2020/21 N=42

10

18

18

20
a. Includes psychological safety

students is problematic for privacy and ethical reasons.
One way, being considered to resolve this, is that only the
industry speakers’ and lecturers’ content will be recorded.

IV.

CONCLUSION

Having a less constrained view of how industry
speakers wish to engage with engineering modules has
led to opportunities for both learning and delivery.
Focusing on student centered learning: the way students
want to be taught and the opportunity to interact with
their peers and industry teams enhances this further.
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Research indicates that an improvement to the
traditional lecture is active learning, engaging students in
team problem-solving. This provides the collaboration
and communication skills that are increasingly sort by
industry. The core concept of flipped learning is to
provide these interactions, transforming the lecture into
learning activities and providing the resources online
when needed.
Adopting flipped learning may not be a panacea to
engage all students. However, evidence suggests that
consideration of at least some of the implicit ideas in
flipped learning to optimize cognitive load can enhance
learning and may be applicable to other learning
environments.
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Abstract – While open data concepts become more
important in our society, education about its benefits and
technical issues is still behind the practice. Students of STEM
disciplines should be introduced to open data during their
education. The Open Computing course, completely
redesigned in the new Computing curriculum, introduces
open data concepts, providing both the basics and advanced
topics, from technical to social and legal viewpoints. Among
the several educational activities, one was particularly useful
for understanding the needs and implications of using open
data: a synchronous group activity where students had to
choose a societal issue, find and analyze two open datasets
that would help gaining insight into this issue, assess
interdisciplinarity approaches and stakeholders, and finally
propose the added value emerging from the solution. In a
short amount of time needed, this activity – which tackled
multiple aspects of the problem - brought a clearer insight
into the topic, building upon the conventional lectures.
Students highly graded such an approach to their education,
where they had to construct their knowledge by the group
experience. A similar group activity appeared to be useful in
the context of open data PhD training and might also be used
in other disciplines and domains.
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–
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I.
INTRODUCTION
Today’s education provides a plethora of courses and
topics to empower students with skills and knowledge
needed for their future real-world endeavors. One area
becoming more and more important in the society – but not
yet in education – are various concepts of openness such as
open systems, open formats, open standards, open source,
open science, open education, open licensing, open
hardware, and one of the currently most prevalent ones:
open data. These concepts can - and should – be covered in
various knowledge areas and fields, but especially in STEM
education. The International Open Data Charter (Principle
6, §5), adopted by 79 national and local governments
worldwide since 2015, includes a principle to “engage with
schools and post-secondary education institutions to
support increased open data research and to incorporate
data literacy into educational curricula“ [1]. However,
education on open data is still behind the practice. This
paper aims to be a step in that direction.
The paper structure is as follows: Section 2 presents the
related work on integrating open data and education.
Sections 3 and 4 give the overview and contents of the
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course. Section 5 presents a similar setup that was the basis
for our real-world open data group assignment, described
with its results in Section 6. Section 7 gives the results of
students’ evaluation which is additionally in Section 8.
II.

RELATED WORK

A distinction can be made among three intersections
between open data and the education sector [2]. First,
national and international open data regarding education at
primary, secondary, vocational and higher education stages
can be used by policymakers to understand developments
in education better. Second, parents and students can utilize
local data concerning quality levels of schools and other
educational forms. Third, educators can use open data for
teaching and learning activities, for example, to develop
knowledge on statistics, media, science and politics. In this
study, we focus on the third type of intersection between
open data and education [2].
A study described in [3] collected 26 answers from
academics on usage of open data in university settings, out
of which only 11 answers described clear open data
activities. In a newer study [4], 10 interviews with
educators using open data in teaching were analyzed, with
5 courses being done at the college/university level.
Detailed interviews described educational activities and
ways of interacting with open data, especially in the societal
context.
Although the potential integration of real-world open
datasets in teaching and learning activities is not yet well
understood [4], a number of studies have started to explore
this topic. For example, studies on how open data can be
used as an educational resource to assist educational
processes at primary schools in Denmark [5],[6]. Three
essential benefits of using open data in primary schools
were identified: 1) enabling students to comprehend
information about their local environment, 2) increasing
pupils’ awareness and development of digital and data
skills, and 3) empowering students to come up with ideas
to improve their residential areas. An additional study finds
that open data can be used in school teaching to support the
development of digital and data literacy skills [7]. Open
data can also be integrated into teaching for university
students; this was useful for students to scrutinize and
comprehend the barriers and potential value of open data
[8]. In addition to the learning effects, the involved students
contributed to scientific research on the usability of
particular open data platforms, which provided useful
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Besides the potential benefits of using open data as a
resource for teaching and learning activities, various
challenges exist [4]. Critical issues include difficulties with
finding data available in the most useful format to the
educator [4]. Educators also need to conduct the non-trivial
task of refining and manipulating data to fit their teaching
purposes [4], [9]. In case that ‘live’ open data is being used
for educational purposes, there is a strong dependency on
the data, which is risky [10]. Open datasets may be changed
or updated by the data provider, affecting the validity,
correctness and usability of the data for learning purposes
[10]. A significant challenge is to educate the educators and
increase their awareness of formats and documentation [4].
Another study also points at a lack of awareness concerning
existing open datasets amongst educators [7].
III.

OPEN COMPUTING COURSE OVERVIEW

For about two decades, the Open Computing course is
run at the University of Zagreb, Faculty of Electrical
Engineering (FER). This elective course aims mainly at
Computing students, studying in subfields such as Software
Engineering, Computer Science or Computer Engineering.
Students of all these areas could benefit from being
introduced to the open concepts in several contexts. The
course can be taken in the 3rd year of the undergraduate
program or the 1st year of a graduate study program.
Running such a course for around twenty years
involved several changes in the content as technology and
society vastly changed. The course underwent through
major changes in the academic year 2020/2021, coinciding
with the introduction of the new study program FER-3.
These changes included promoting the theory and practice
of open data, being the main focus of this paper. In regards
to this paper, authors from FER are course responsibles,
while external author was involved in creating the open
data assignment.
The course is run for 13 weeks and is awarded 5 ECTS
points. Due to academic calendar constraints, it is divided
into two main parts lasting 7 and 6 weeks, with the midterm exam in-between. The number of students enrolled in
the course per year is 25-50. The course consists of (i)
lectures, (ii) weekly student activities and (iii) laboratory
exercises. Due to the COVID-19 pandemic, all the
activities were moved online, but we consider this mostly a
benefit: it enabled us to have a more active and
participatory course instead of a conventional lecture setup.
The lectures were mostly pre-recorded in a shorter form,
providing pure content, and giving the concrete pointers to
further research. The course topics are:
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•

Introduction to open computing, history and
examples, policies, myths and legends

•

Introduction to standards, open standards

•

Openness of data formats – binary formats, text
formats, code pages

•

Data formats – CSV, XML, JSON

•

XML – introduction, structure, validation,
document type definitions, DTD, XML Schema,
life cycle, DOM, SAX, XSL, XPath

•

JSON – introduction, structure, data types, JSON
Schema, JSON-XML comparison and mapping

•

Open data - described in detail in the next section

•

Free and open – introduction to free software and
open source, licenses, Creative Commons license,
open source projects

•

Distributed systems – introduction, models, types
of communication, exchange of data, XDR –
eXternal Data Representation, remote calls

•

Web APIs, REST architectural style, RESTful
APIs, maturity levels, OpenAPI

•

Security in open systems – authentication,
authorization, HTTP authentication, TLS/SSL,
HTTPS, OpenSSL, OAuth, tokens (JWT),
OpenID, OpenIDConnect

We particularly focus on extending the lectures with
weekly activities, either individually or in groups,
synchronously or asynchronously. Variations in forms of
activities provide all students an opportunity to participate,
regardless of their active learning preferences. Together
with open-ended lectures with self-research and
preparation in advance, these additional activities formed a
“flipped classroom” method of carrying out the course.
Students were asked to gradually develop a web
application for a particular topic that included open data in
the five laboratory exercises. They had to:
i) model, create or reuse, describe, license and provide
an open dataset on their topic of choice, both in a database
and available for export in CSV and JSON formats
ii) create a web user interface for accessing and filtering
the provided open datasets, additionally describing the
metadata of the dataset using JSON Schema specification
iii) develop a high-maturity REST API for exposing
their dataset to other systems, which provides easier
interoperability; describe the API using the OpenAPI
specification
iv) integrate their own open dataset with the external
data source such as Wikipedia, and provide semantic
capabilities in the form of Linked Data using JSON-LD
specification and appropriate vocabularies, such as
Schema.org
All tasks are obligatory and form one functional system.
In addition, but not strictly related to open data, another
non-obligatory laboratory exercise included involvement in
an open source project of students’ choice and solving a
simple bug or creating a fix for an issue.
IV.

OPEN DATA IN THE COURSE – THEORETICAL
LEARNING

As already stated, open data topics take around 25% of
the whole course. While some elements can be found in
other lectures, three weeks focus exclusively on open data

MIPRO 2021/EE

from various aspects. To be more precise, the topics taught
are presented in Table 1.
The pre-recorded lectures included several pointers to
additional information. Each week contained a short
reading list with selected webpages and examples. There
was also an optional “Find out more” section.
This theoretical background gave students a solid
knowledge in open data principles, but the hands-on
experience was lacking. Therefore, a course group activity
was created, using the following approach as its basis.
TABLE 1.

OPEN DATA COURSE CONTENT

Week 1

Introduction to open data; definitions, principles and
types, FAIR data comparison
Influence of open data, ways to use it, open data
interdisciplinarity, examples of open data in
government and science, arguments “for” and
“against” open data, stakeholders, advocacy
The process of creating open datasets, helper tools,
licensing choices, open formats and standards for
open data, bulk download vs API approaches, open
data portals and examples.

Week 2

Metadata
description,
issues,
EU
recommendations. Vocabularies (Dublin Core,
DCMI Metadata Terms, DCAT, Schema.org).
Metadata - vocabulary formats: Microdata, RDFa /
RDFa Lite, JSON-LD, linking data contexts using
vocabularies
Open data quality, models and frameworks for
evaluation, Tim Berners-Lee’s 5-star open data
model, ODI Open data maturity model, Maturity
model for prioritization of open data decisions,
European Data portal example

Week 3

Linked data vs linked open data, linked data design
principles, 5-star model (levels 4 and 5)
Resource Description Framework – definition,
usage, serialization formats, vocabularies, OWL,
SPARQL
Linked data examples – LOD cloud, Wikidata Query
Service, Geonames, Dbpedia
Best practices for publishing linked data

V.

COVID-19 DATASET ASSIGNMENT – A BASIS FOR
COURSE PRACTICE

As part of the Summer School Program organized by
the H2020 Twinning Open Data Operational project in
September 2020, we organized an assignment on
“Exploring interdisciplinary approaches by using COVID19 data”. After the Summer School, participants had to be
able to apply interdisciplinary approaches to study the topic
of open data. We used open COVID-19 data as a concrete
example that would be interesting to all course participants.
We used the following approach. First, participants
received a five-minute instruction for the assignment. We
provided the participants with examples of available
COVID-19 data, such as data from the European Centre for
Disease Prevention and Control, a European Union agency.
Moreover, we discussed several considerations for using
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open data. Participants had to consider what data is
available, from what disciplines, what the quality of this
data was, what metadata is available and needed, how it can
be interpreted, what conclusions can be drawn from this
data, how this data compares to other datasets from other
disciplines, and how policymakers can use the new insights
from this data in their decision-making processes.
Second, Summer School participants from different
disciplines were assigned to four interdisciplinary groups to
work for 25 minutes on the assignment. They had to look
for one openly available dataset concerning COVID-19.
We mentioned possible data sources, including those of
governmental organizations (e.g., governmental health
agencies), individual researchers or groups of researchers
(e.g. working at universities), and research institutes (e.g.,
The Netherlands Institute for Health Sciences). The dataset
might cover one country or multiple countries / areas.
Students created a presentation containing four slides:
i) A description of the dataset: title, URL, data provider,
topic of the dataset
ii) The main characteristics of the data: what metadata
is available? (e.g., about data sources, data manipulation,
data interpretation and use)
iii) The interdisciplinarity: what disciplines (do you
think) are involved in the collection, interpretation and use
of the selected dataset?
iv) Decision-making aspects: how can this data
(possibly in combination with other data) be used to help
governmental policymakers address interdisciplinary
COVID-19-related problems? What are the conditions and
constraints for policymakers to use this dataset? (e.g., legal,
societal, political, economic) Teams were interdisciplinary
but could take a particular focus in defining the conditions
and constraints on slide 4.
Third, in a twenty-minute session, each group briefly
presented their findings (2,5 minutes), followed by 2
minutes of feedback per group. Some examples of
identified datasets concerned the characteristics of COVID19 cases in a country or region, predictions of numbers of
infections over time, the effects of COVID-19
measurements implemented in a particular country, and
citizen preferences for COVID-19 measurements.
Participants found the assignment surprisingly
insightful. Many different datasets appeared to be available,
but often these were not comparable to other datasets
because of interoperability issues. Different countries
register COVID-19 data in different ways. The type of data
was easy to relate to. Students also indicated that the
available time for the assignment was limited and more
useful insights might be obtained if more than one hour
would have been available. The time for presenting the
findings and giving feedback was also limited.
VI. OPEN DATA IN THE COURSE –
PRACTICE WITH REAL-WORLD OPEN DATASETS
A. Assignment Setup
Building upon the group activity explained in the
previous section, we have decided to adapt it and include it
in our course as a student group activity, which would give
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them a quick glimpse of real-world needs for open data and
ways to solve issues using open datasets.
After the week of learning about open data, where the
theoretical concepts were introduced, students had this
synchronous activity during the online lectures. They were
randomly divided into groups, each consisting of three team
members. They were asked to think of a specific topic of
using open data for some added value. Students were
introduced to the five steps of the assignment to reduce their
uncertainty about the task:

Museums in Zagreb – the list of museums with
maps, popularity among visitors, prices, more
detailed museum descriptions, navigation

•

The map of cultural tourism – open datasets
containing registers of art organizations, cultural
goods and theaters, their locations, contacts,
possible connections to tourist organizations

•

Hospitals – contact details, location, number of
(free) beds, the list of departments/services

•

Wifi hotspots – detailed information, location,
technical characteristics, possible connection to
tourism and public gathering organizers

1.

Choosing the problem/topic –a topic in a society
where open data could be used to increase
someone’s quality of life

2.

Finding at least two different open datasets for this
purpose from different sources

Here are several general observations on the assignment
results from the teaching staff.

3.

Analyzing and comparing the selected datasets –
types and formats of data, available metadata,
license, quality …

4.

Problem solving and interdisciplinarity of the
approach – are there other stakeholders to be
included in the process? Which areas should they
cover? Why are they needed?

(i) The task of comparing two similar datasets, often
from different countries or cities, enabled students to see
the shortcomings of the dataset with lesser quality and
question some of the dataset design decisions; both
opportunities seem helpful for developing critical thinking
and evaluation.

5.

Added value and decision making – which added
value could be obtained from these datasets? How
to do it? Could there be another dataset (not
necessarily available now) that could be combined
for even more added value? How could this help
with making decisions and policies?

The task was timed at 60 minutes. To help students with
time organization, we proposed that four parts of their task
take around 15 minutes each: discussing the topic and
finding the datasets, analyzing datasets, solving the
problem and creating the presentation. A structured
presentation template was provided on Google Drive for
each group, so students could focus on the important tasks.
Each group had 5 minutes for solution presentations.
B. Assignment Results
In the current year, 21 of 25 students enrolled in the
course took part in this group assignment, in 7 teams of 3
students. In teams of 3 everybody can equally participate,
while 7 open data topics would be suitable for showing the
differences in approaches. We also needed to keep the
course time limits, as all teams would listen to each other’s
results. The teams chose the following topics:
•

•

•
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•

Study programs on higher education institutions –
availability of academic programs in different
countries as open dataset, for comparison by future
students and easier mobility
Kindergartens in Rijeka and Zagreb (cities in
Croatia) – detailed descriptions of kindergartens:
the number of free places, waiting list capacity,
need for new kindergartens in dense areas.
Train transport comparison – visualizing often
used train routes for higher maintenance priority,
analysis of density for adding/removing lines

(ii) Students had the opportunity to discuss technical
issues, such as dataset formats or the difference between
bulk download and APIs with filtering and other
functionalities. Seeing these differences in their research
could be beneficial for their future technical decisions.
(iii) Students observed the need for regular dataset
updates, as some were not updated for 2+ years. For some
ideas, such as the number of free beds in hospitals, or train
delays, real-time updates – or anything close to it – should
be available.
(iv) Our students rarely think about interdisciplinarity.
Although quick and straightforward, this task provided a
way to think about other stakeholders that should be
included in problem solving or in a better solution reach,
thus creating additional learning value.
(v) It seems that students did not have a clear picture of
the difference between the value of data and the value of
creating the application to use the data. In some cases, the
topic quickly moved to the application level, neglecting the
data aspect. This is expected, as students did not have
previous experience with data handling value, while
constantly observing the benefits coming from various
applications.
VII. STUDENTS’ EVALUATION
After the assignment was finished, a short evaluation
was performed to gather more information about the
specific assignment experience, but also about the
acceptance of such interactive ways of learning in a flipped
classroom instead of conventional lectures. A short
anonymous form was prepared for students in Moodle.
Out of 21 students who participated in this task, 17
students answered the questions in our evaluation. We did
not have any demographics questions, as this was designed
as a quick evaluation, and as students are very homogenous
in most aspects (same academic year, similar age, etc.).
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Here we provide a summary of the evaluation results
grouped according to the aspects that were evaluated. Most
questions had some of the answers proposed, together with
the Other text box for a free-text form.
A. Topic of Choice and Open Datasets Characteristics
Several questions dealt with how students handled the
specific tasks: their process of choosing the topic, finding
and analyzing the datasets. Here is a brief overview:
How did you choose the topic to work on? Shortly describe
the process of choosing the topic/issue.
The majority (82 %) reported that they first searched
for suitable datasets; out of these results, they decided on
the topic. 18% wrote that they had an idea for the issue,
then they searched for appropriate datasets. Almost all
students were searching open data portals (mainly the one
from the Croatian government) to obtain ideas. Some
reported that they compared the different portals to find
similar datasets and thus propose an issue that would be
easy to solve. A few students (probably members of the
same group) mentioned that one of them had the idea, based
on the example presented in the assignment instructions.

Figure 1. Subtask duration

Students mentioned the following elements: metadata
analysis, dataset similarity analysis, solving technical
issues with opening the datasets, proposing the added
value, even translating the dataset in foreign language.
Was there enough time for the assignment?

How did you find the first/second dataset? How
complicated was it to analyze the first/second dataset?

A majority of students, 71 %, considers the time limit
to be appropriate, 24 % finds there was too little time, and
6 % thinks there was too much time. The time limit they
proposed was 70, 75 and 90 minutes.

Students found the first dataset mostly on the portals,
59% on the Croatian portal, and 29% on some international
portals. They had a slightly different approach for the
second dataset: 35% found it on the Croatian portal, 41%
on an international portal, and 18% using Google.

C. Students’ Self-Assessment of Assignment Aspects
In the evaluation, we also wanted students to assess
their own solutions with the following questions:

Students had to grade the analysis with grade 1-5, 1
being “very complicated, it was hard to find almost all
needed data of the datasets”, and 5 being “very simple, it
was easy to find almost all needed data of the datasets”.
The first dataset analysis was assessed as quite easy and
with an average grade of 3,88. The second dataset analysis
was harder, with an average grade of 3,5 and almost 20%
of students grading it with grade 1 or 2.
B. Distribution of Time Used in the Assignment
As the assignment was limited to 60 minutes, we posed
a set of evaluation questions regarding the time needed for
the task and its distribution among subtasks. The first
question was: How much time (in minutes, out of 60
minutes) did you spend on the subtasks?
Discussion about the topic and searching for the datasets –
16 minutes (average answer value)
Analysis and comparison of datasets – 15
Problem solving, value adding, making decisions – 14
Presentation preparation – 12
Figure 1 depicts that although there was some expected
dissipation, we can conclude that our advice – dividing the
assignment into four 15-minute tasks – was realistic.
Briefly describe what took the most time during the dataset
analysis phase?
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In your opinion, how feasible is your proposal for the
improvement of society using open data?
This self-reflecting question yielded interesting results:
the majority, 59%, thinks the proposal is probably feasible,
6% believes it is surely feasible. Additional 29% thinks it
is equally (un)feasible, while 6% thinks it is probably not
feasible. No one assessed their idea as surely unfeasible.
How useful was this assignment for understanding the
concept of open data and its usage?
The majority, 65 %, finds the assignment useful (grade
4), additional 18 % think it is very useful (grade 5). Others
find it neutral. There were no negative answers.
D. Questions Related to the Course and Assignments
In the last part, we wanted to know how students reacted
to this assignment, what do they think about group/personal
assignments during the lectures, and how many similar
tasks would be appropriate for this course:
How are you satisfied with the fact that the assignment was
done in groups, compared to a personal one?
Students are mostly either very satisfied (47%) or
satisfied (41%) with the group work setting, the others
having no preference.
How many “real-world” synchronous group assignments
like this should be in this course?
This question brought an unexpected answer, with an
average of 4 group assignments during the lectures, and
40% of students asking for even 5 group assignments
during the 13-week lecture period.
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How many “real-world” synchronous
assignments like this should be in this course?

personal

Most students (35%) proposed two personal
assignments; additional 35% asked for 0 or 1 assignment.
How would you – at this moment (5 weeks of the course) –
rate how interesting is the course?
The majority, 59% gave the grade 4, additional 24%
grade 5, and 18% grade 3. There were no students who
found it not interesting.
How would you – at this moment (5 weeks of the course) –
rate how useful is the course?
Most students find the course very useful (41%) or
useful (35%), and 24% gave a neutral grade. There were no
negative answers.
Did you prepare before the group assignment?
The majority (53%) both read the presentations and
watched the pre-recorded lectures. 24% just read the
presentations while the other 24% did not prepare at all.
VIII. DISCUSSION
The evaluation brought a few points to consider:
Students’ preparation for assignments. FER students
are unaccustomed to the “flipped classroom” approach,
with most of the lectures not including interaction and
consequently, students not preparing beforehand. Although
we announced the assignment well in advance, 24 % of our
students did not prepare at all. This might be a problem for
group work, as these students are not ready to participate in
a deeper level of assignments. We plan to put a stronger
emphasis on the students’ need to substantially prepare for
this interactive in-classroom tasks.
Societal elements in the assignment. Our students are
very technology-oriented and lack interdisciplinarity in
their approaches to problem definition and solving. The
inclusion of non-technical factors that constitute societal
context, such as stakeholders or added value for society,
brought unexpected issues for some of them. However, this
approach proved beneficial, and should be more frequently
used in the study program, facilitating the understanding of
the topics under study.
The choice of topics/issues to solve. Most students first
explored open data portals to get the idea on available
datasets, and out of this information, they obtained the
inspiration for the issue to solve. While this is a legitimate
approach, we would prefer the other way around: finding
the problem and then seeing whether open data could help
solve it. This might be harder but could bring students a
deeper understanding of open data concepts. The previous
point of a higher societal context could be beneficial here.
The number of assignments. The results show that
students would like to have ~6 synchronous assignments
during the 13-week lecture period, roughly taking place
every second lecture week. On the other hand, later in the
course, some students commented that they were always
“solving mini-tasks” instead of “learning the course
content.” While we can argue that “mini-tasks” indeed are
the right way to learn the course content, we should be
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cautious not to overload students with such activities. We
should both analyze their time spent and advise to consider
these mini-assignments as real learning opportunities.
Feasibility of ideas. Students self-assessed their
proposal as quite feasible. These positive reflections
confirm their understanding of open data value and its
importance for society, fulfilling an important course goal.
IX.

CONCLUSION

Instead of a usual conclusion, we would like to finish
with one of the anonymous student comments that
resembles the point of this real-world assignment and the
global aim of the course: “I think I have just now realized
how ‘openness’ is omnipresent.” This comment fits our
assignment and course objectives: introduce future
engineers to open data aspects before they enter the “real
world”. We plan to continue improving the course in this
direction.
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Abstract - Today's global economy daily collects and
produces enormous amounts of data. Making strategic and
informed decisions based on data storage and analysis is the
key to a successful business. That is why there is a growing
demand in the market today for employees who have
acquired appropriate competencies in databases during
their education. Current higher education development
policies emphasize the benefits of new teaching and learning
approaches, such as student-centered learning. This paper
describes teaching databases' experience using Oracle
Academy program resources to create an innovative
student-centered
educational
environment
at
the
Polytechnic of Šibenik. Students' attitudes towards such a
way of learning were also researched and presented.
Keywords - databases;
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I.

student-centered

learning

INTRODUCTION

The development of new and ever-widening
information technologies applications has caused a real
explosion of created data volumes in the last decade.
According to the source [1], we can talk about exponential
growth that will undoubtedly continue in the next few
years. In the next three years, the total amount of data
created, captured, copied, and consumed worldwide is
forecast to increase rapidly, reaching 59 zettabytes in 2020
[1]. The volume of data created over the next three years
will be higher than in the last 30 years [2].
Simultaneously, the labor market is adapting to new
trends because new technological areas allow companies
to explore new business models and income sources. The
need for old IT jobs that included infrastructure services,
equipment, and enterprise resource planning (ERP)
software is slowly declining. The demand for services that
include data analysis is steadily increasing. New jobs
require key skills and knowledge from SQL programming
language, data management, data warehousing, and
business intelligence. The difference between employment
in information technologies and the so-called nontechnical jobs disappear, i.e., all employees who manage
any part of the business must know something about
databases.
It is essential to reform the curricula to realize labor
market-oriented learning outcomes, and such processes
have affected most higher education systems in the
European Union (EU). Of particular interest is a Royal
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Society report from 2017. [3] that highlights external
stakeholders' role in creating such teaching content. The
previous EU strategy named Digital Skills and Jobs
Coalition [4] brings together the member states,
companies, social partners, non-profit organizations, and
education providers who tackle the lack of digital skills in
Europe. Following these guidelines, Oracle Corporation
has launched the Oracle Academy (OA) program [5],
which provides educational institutions with the necessary
support and resources to develop knowledge and skills
aligned with industry standards and the latest technologies
in databases and computer programming.
Since 2015, the Polytechnic of Šibenik has actively
participated in the OA program and used available
teaching resources in regular database courses.
Simultaneously, the Polytechnic experiences testify to
improving the teaching of databases, which takes place in
an innovative environment entirely focused on the student.
II.

INITIAL DEFINITIONS AND GUIDELINES

The transition from the classical teacher-centered
model to student-centered teaching represents a significant
shift in higher education quality. Standards and Guidelines
for Quality Assurance in the European Higher Education
Area (ESG) point to the importance of student-centered
learning, teaching, and assessment with the following
standard: Institutions should ensure that programs are
delivered in a way that encourages students to take an
active role in creating learning process, and that the
assessment of students reflects this approach. [6].
There is no constant dependence of the student on the
teacher's instructions in the student-centered class [7]. The
teacher continues to determine the learning goals,
coordinates them with students' needs, and helps students
achieve the intended learning outcomes. The teacher also
manages the learning process and continually encourages
students to be active participants in learning.
In the context of improving education in databases (as
with most teaching in information technology), it is
essential to monitor the state of existing technologies. It is
necessary to achieve certain neutrality by avoiding the
focus on knowledge that is not applicable outside the
selected technology. Simultaneously, students should be
allowed to try out real systems and solve problems they
will encounter in practice. It is also essential to realize a
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teaching environment accessible outside the physical
classroom or laboratory for practical work, which became
especially significant during the Covid 19 pandemic. A
specific fact of today's higher education is that students
often work during their studies, so they need to coordinate
learning to other work obligations. The set goals and
learning outcomes must correspond to the skills required
to perform the data analysis on real database systems.
III.

MAPPING OF OA LEARNING OUTCOMES TO
EXISTING DATABASE SUBJECTS

Based on the existing Ordinance on the recognition
and evaluation of prior learning [8], at the Polytechnic of
Šibenik, teachers can propose an evaluation of any
nonformal learning program that has publicly announced
comparable learning outcomes and an appropriate
European Qualifications Framework (EQF) level. If a
particular form of nonformal learning is at EQF level 6 or
7, its recognition is possible (in part or in full) to an
existing subject depending on the matching of learning
outcomes.
Today, the offer of such educational programs in the
field of information technology is increasingly
represented. In addition to the described use case, it is
possible to find examples of good practice in the field of
databases such as the Microsoft Learn for Educators and
Students program [22], in which the world's leading
universities develop and publish higher education
curricula related to Microsoft cloud technologies.
In this specific case, the subject teachers found that
within the OA program, there are two courses in the field
of databases that have publicly announced learning
outcomes at EQF level 6 and that are not closely related to
Oracle technologies: Database Foundations [8] and
Database Design and Programming with SQL [9].
Simultaneously, the Polytechnic of Šibenik teaches two
regular database subjects as part of the Business
Informatics study program: Introduction to Databases and
Databases. After conducting the analysis, the appointed
committee determined that OA database courses learning
outcomes fully correspond to the learning outcomes of
regular database subjects.
For each OA course, teachers give online lectures in
ten teaching units, lasting two school hours (including
preparation with presentation slides, follow-up, Q&A). If
necessary, students can request additional online
consultations. Students learn on a particular OA Member
Hub e-learning system [11], where all teaching materials
are available (textbooks, knowledge quizzes for each
teaching topic). Students must solve a test at the end of
each topic (solving outside the classroom is allowed). It is
also mandatory to take the midterm exam and the final
exam, held on the Polytechnic premises, under teachers'
supervision. Students who train in OA courses can obtain
certificates for each of the offered education programs: a
successful participation certificate (Course Completion
Certificate) or a certificate of successful completion (Final
Exam Certificate). Polytechnic additionally records
certificates obtained through a diploma supplement issued
after graduation.
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The results of learning in OA courses are also
recognized in the labor market because, for example,
taking the OA Database Foundations Final Exam
Certificate is equivalent to Oracle Certified Foundations
Associate - 1Z0-006 [12]. Specific categories of students
who are not able to attend regular classes (e.g., working
students) have in this way been allowed to adapt their
learning to other obligations because of entirely online
learning.
It is important to note that access to these OA courses
is not limited to Polytechnic students engaged in regular
databases classes. For example, the OA Database
Foundations course does not require prior knowledge of
databases, motivating other students from social sciences
to acquire the highly sought-after skills in the labor
market. Since OA courses are held entirely in English (B2
level of knowledge from the Common European
Framework of Reference for Languages: Learning,
Teaching, Assessment [13] is required), there is interest in
participation by international students coming to the
Polytechnic of Šibenik within the Erasmus + mobility
program [14].
Acquired competencies in five years of online OA
teaching were of great benefit during the Covid 19
pandemic. Teachers already possessed the necessary
knowledge about online education methodologies and
setting up virtual teaching environments.
IV.

AN OVERVIEW OF THE OA DATABASE LEARNING
ENVIRONMENT

The essential teaching resource for OA courses is the
OA Member Hub portal [11], where the teacher manages
the entire learning process.
In the first step, the teacher initially creates the content
of the course (so-called Channel) by combining a preprepared OA curriculum (so-called Learning Path
containing ready-made presentations and textbooks,
quizzes, knowledge exams, and instructions for using the
necessary software tools) with his teaching materials (e.g.,
lecture recordings, project assignments). Figures 1, 2, and
3 show examples of teaching content management.
The teacher then opens student user accounts for
access to a previously created course. The Member Hub
interface for controlling access to course content by
students is shown in Figure 4.
Figure 5 shows how the teacher can also run
appropriate reports on the OA Member Hub portal to
monitor the student's progress (e.g., how many teaching
units he has studied and what success he has achieved by
solving quizzes or exams).
Since 2020, the OA program allows its members to
use Oracle Cloud Infrastructure (OCI) for free [15]. This
resource provides teachers and students with access to the
latest Oracle cloud computing technologies. It is possible
to permanently use two databases with the latest Oracle
Autonomous Database [16] technology. Figure 6 shows an
example of the primary use of the OCI platform for
learning SQL programming language.
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Figure 5. Running student progress report
Figure 1. OA Member Hub Channel administration dialog

Figure 2. Adding OA Learning Path (Curriculum) to a Channel

Figure 6. An example of using the OCI SQL Workshop platform

Figure 3. Adding external content to a Channel

Figure 7. An example of using the Oracle SQL Developer Data
Modeler

Figure 4. Creating and enrolling new learners in a Channel
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Realized databases enable the creation of more
complex projects based on the concepts of the Internet of
Things (IoT) and artificial intelligence (AI) by connecting
to other OCI platforms such as Oracle IoT Intelligent
Applications [23] and Oracle Artificial Intelligence [24]. It
is also possible to develop various mobile and web
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applications through the available Oracle Application
Express (APEX) [17] development environment. In
general, within the OA program, it is possible to find
many other curricula from databases related to various
Oracle technologies and subsequently assign them to
students if they want additional professional development.
In particular, the following courses are appropriate for
such purposes: Programming with PL / SQL [18] and
Oracle Application Express (APEX) Development
Foundations [19].

TABLE II.

DATABASE TEACHING CURRICULUM

All OA members can install any Oracle software on
their computer or network servers for free. It is common
in OA database courses to use two such applications:
Oracle SQL Developer Data Modeler [20] and Oracle
SQL Developer [21]. Figure 7 shows an example of using
the Oracle SQL Developer Data Modeler tool to create a
detailed Entity Relationship Diagram (ERD). Free Oracle
helpdesk support is also available in case of technical
problems during software installation or use.
V.

THE SURVEY OF STUDENTS' ATTITUDES TOWARD
OA DATABASE COURSES

Every academic year, the Polytechnic of Šibenik
examines the participants' satisfaction in the OA education
program to improve such teaching quality. Students can
answer each question with grades: 1 (I do not agree at
all), 2 (I do not agree), 3 (Neutral), 4 (I agree), 5 (I
completely agree). The questionnaire was answered by 29
out of 42 participants in OA courses in databases held in
the last three academic years (2016/2017 - 2019/2020).
Table 1 shows that students were satisfied with the
organization of teaching. Tables 2 shows that students
were also pleased with the quality of teaching materials.
Students have evaluated the quality of the classes as very
good, which is shown in Table 3.
TABLE I.

STUDENTS' ATTITUDE ABOUT THE QUALITY OF OA
DATABASE TEACHING ORGANIZATION

Questions

Grades 4
and 5

The application documentation was
understandable and publicly available

85,71 %

Applying for the courses was easy

100 %

The schedule of consultations was
adjusted to the participants

71,43%

The schedule of knowledge exams
was adjusted to the participants

100 %

The number of exam deadlines was
sufficient for taking the program

85,71 %

Notifications were delivered on time
and complete

85,71 %

Questions

Grades 4
and 5

The available educational program is
contemporary

100 %

Clearly defined criteria for
knowledge evaluation

100 %

Teaching materials were available

100 %

The teaching materials were
understandable

100 %

The educational program was in line
with my needs and expectations

100 %

The topics were related to the practice

100 %

The amount of information obtained
was sufficient.

85,71 %

The curriculum formed a logical
whole (connection and sequence of
content)

85,71 %

TABLE III.

STUDENTS' ATTITUDE ABOUT THE QUALITY OF THE OA
DATABASE CLASSES

Questions

Grades 4
and 5

The teacher clearly and
understandably presented the
teaching contents

85,71 %

The examples presented are
contemporary and in line with the
needs

85,71 %

VI.

CONCLUSION

In improving existing study programs, it is necessary
to monitor the needs of the labor market. Today, there are
many educational programs in information sciences
developed by leading companies in information
technologies. Indeed, some of these curricula have the
same learning outcomes as regular subjects and are
available in a fully student-oriented environment. The
Polytechnic of Šibenik has evaluated and formally equated
OA database courses with traditional classes and thus
achieved multiple benefits for students and the quality of
existing study programs.
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Abstract - Creative and imaginative thinking skills are
an important criterion for professional success. They must
be developed purposefully and methodically. Bloom’s
Taxonomy defines six levels of cognitive skills – Knowledge,
Comprehension, Application, Analysis, Synthesis and
Evaluation. Students go through these levels sequentially
during the learning process. The first three levels are
defined as lower-order thinking skills and the next – as
higher-order thinking skills. The learning process can be
more beneficial if there are different game elements that
motivate students to learn actively. The article proposes a
formal model for gamification of a training course. It aims
to identify the main steps and activities for a structural and
substantive change of the training course, with special
attention paid to the various opportunities to stimulate and
the development of higher-order thinking skills. The
notation Generalized Nets is used to describe the model. The
proposed model can be adapted and used as a framework
for gamification of existing training courses, as well as for
the creation of new ones.
Keywords - gamification; gamification of a training
course; higher-order thinking skills.

I.

INTRODUCTION

The idea of gamification of the education process is
not a new one, but last year it became relevant again. The
massive shift to online learning caused by the COVID-19
pandemic motivated teachers to look for ways to intrigue
students and keep them in the digital learning
environment.
Gamification of the education aims to integrate game
elements and techniques in the process of e-learning, to
support the acquisition of learning content. The goal is to
maximize the students’ enjoyment and engagement by
provoking their interest and inspiration to continue
learning. In the process of gamification of the education,
the game (learning) objectives must be achieved in
compliance with the rules of the game (learning rules),
and a number of game (learning) activities must be
performed by using game (learning) resources. Games
usually have educational, training or informational
purposes.
An important task for every teacher is to develop
higher-order thinking skills in the students – skills for
critical thinking, problem-solving and transfer of
knowledge and skills. This requires a variety of abilities to
synthesize and analyze a whole and its components; skills
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for evaluating ideas, concepts, projects; research work,
etc. Creating a gamified course design that aims to
stimulate higher-order thinking skills is a challenge that
rewards one with the students’ success.
The article proposes a model for gamification of an
education course. It aims to identify the main steps and
activities for a structural and substantive change of the
education course, with special attention paid to the various
opportunities to stimulate the development of higher-order
thinking skills. The notation Generalized Nets (GN) is
used to describe the model [1]. It is an extension of Petri
Nets and provides a flexible apparatus for modelling
parallel processes. It is widely used for modelling
dynamic processes in various fields.
II.

HIGHER-ORDER THINKING SKILLS

Many scientists share the opinion that higher-order
thinking skills (HOTS) are skills that fall into one of the
following 3 categories: transfer of knowledge and skills,
critical thinking and problem solving [42]. Knowledge
and skills transfer requires students to be able to apply
old knowledge and skills in new, unfamiliar situations [3].
Critical thinking is „reflective and reasonable thinking
that is focused on deciding what to believe or do” [4]. It is
„skilful, responsible thinking that facilitates good
judgment because it 1) relies upon criteria, 2) is selfcorrecting, and 3) is sensitive to context” [5]. Problemsolving is a process in which the student finds a new,
unknown way to solve a problem [6].
Other scientists have identified HOTS through
Bloom’s Taxonomy. It was created by a group of
pedagogues and psychologists in 1956 [7]. It defines a
hierarchy of thinking skills, which consists of six levels Knowledge, Comprehension, Application, Analysis,
Synthesis, and Evaluation. They are arranged in a pyramid
shape, from simpler to more complex, with Knowledge at
the base of the pyramid and Evaluation at the top. It is
considered that when acquiring knowledge and skills, the
student must go through all six levels sequentially from
the bottom up. Bloom’s Taxonomy is used in pedagogy as
a tool for defining learning objectives. It is well structured
and detailed and more preferred than others, for example SOLO Taxonomy, Finks Taxonomy, Webb’s Depth of
Knowledge etc.
In 2001, Anderson and Krathwohl revised Bloom’s
Taxonomy. Their development became known as the
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revised Taxonomy [3]. The changes concern the change of
names and the order of the cognitive levels as follows:
Remember, Understand, Apply, Analyze, Evaluate and
Create.
No matter which of the two Taxonomies we consider
better, the lower three levels of Bloom’s Taxonomy,
respectively the Revised Taxonomy of Bloom define
lower-order thinking (LOT), and the upper - higherorder thinking (HOT). Each of the six levels defines
specific goals, actions, skills and even types of tasks,
which assist teachers in constructing the education process
and forming higher-order thinking skills.
III.

MODELS AND FRAMEWORKS FOR GAMIFICATION OF
THE LEARNING PROCESS

There are many and various methods, strategies and
models for gamification [8], [9]. If we need to make a
general model, we can accept the following: In general,
gamification suggests that the learning process will be
organized into game levels that contain different sections
with learning resources and transition activities. The
education course is introduced with an interesting context
(plot/history) of the activities to be performed. Learning
rules are introduced as game rules. Each level can include
challenges – learning activities (reading a text file,
watching a video, taking a test, writing/doing/solving
assignments, etc.) that need to be done to achieve the
learning objectives of the level. Some of the assignments
are individual and others are joint, where students work in
teams. Some of the assignments may have time constraints
to complete the activity.
When completing some activities, students receive
expected bonuses (e.g. points). When achieving a set of
requirements, students can receive badges (e.g. Champion,
Superstar, Adventurer, Explorer, etc.). For excellent
results or for doing something specific, they can receive
unexpected prizes (additional interesting information,
points, material prizes, including virtual items, etc.). For a
specific completed activity, they may receive benefits
such as combos (help, recommendations, more detailed
examples, doubling points from an activity, etc.). Some of
the education elements can be locked (hidden treasures)
and unlocked when students meet certain requirements.
Based on the points collected and the current level of
play, the students are ranked, and the leading participants
in the learning process can be awarded. Throughout the
process, students have access to information about their
learning progress, much like game progress. At any time
they can check their status – current avatar, the game level
reached, points earned, badges, awards, etc. Students can
participate in the gamified course with a specific role,
which also has a visual representation through an avatar.
Different frameworks for gamification of education
are described in the scientific literature. They differ in the
chosen approach, scope, sequence of activities and others.
Pete Jenkins offers the Gamification Project Design
Framework [10]. It describes the overall process of
creating the final product and focuses on implementation.
It includes 7 stages, the main activities are - define and
evaluate goals; gather information about the needs, goals,

MIPRO 2021/EE

opportunities and limitations of learners; define the target
behaviors; determine the player type strategies; design a
prototype; production, and follow up planning.
Andrzej Marczewski proposes gamification design
frameworks with 3 main phases: Define, Design and
Refine [11]. The first phase aims to identify the problem
and the target group. It includes 3 steps - Define the
problem, Define the users and Define success. The second
phase - Design, builds the basic concept of gamification. It
includes designing the user journey, modeling consumer
behavior, determining the motivation and the emotions
learners need to experience. The third phase - Refine
requires iterative refinement of gamification until the
desired result is achieved.
Kevin Werbach offers a framework that describes the
game design from the perspective of users [12]. It covers
various aspects of the overall gamification process - the
motivation for gamification, the game elements, and the
basic steps for gamification. The processes for setting
business goals, describing players, defining consumer
behavior and activity cycles are described in detail.
Yu-kai Chou proposes the Octalysis Framework for
Gamification & Behavioral Design [13]. It is with humanfocused design. It does not describe the process of
gamification, but classify the game mechanics by
motivation. Chou defines eight core drives. Each core
drive defines a set of techniques and tools that motivate
the user to perform a certain type of activity.
IV.

GENERALIZED NET MODEL OF THE PROCESS OF
GAMIFICATION OF AN EDUCATION COURSE

The GN, describing the process of gamification of Elearning course, contains the following set of transitions:
А = {Z1, Z2, Z3, Z4, Z5, Z6}, where:
•
•
•
•
•
•

Z1 – Creating a model and gamification of the
education;
Z2 – Defining the rules for learning in a gamified
course;
Z3 – Conducting training with the course;
Z4 – Student assessment and rewarding;
Z5 – Ranking and analysis of students’ results;
Z6 – Analysis of the education and course
assessment.

The following tokens are used to describe the
processes:
•
•
•
•
•

-token – users of the education environment –
administrators, course authors, students;
β-token – electronic education courses and
gamification tools (plugins, software components,
etc.);
-token – assessment models;
η-token – data on students collected during the
education;
µ-token – rules and criteria for application of
game elements and rewarding.

The Generalized Net model is presented in figure 1.
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Fig.1. Generalized Net model of gamification of an E-learning course

Transition 1: Creating a model and gamification of
an education course

„ID, developed software for gamification (plugin,
gamified module)“

In this initial stage, the learning objectives are
determined, as well as the higher- and lower- order
thinking skills that need to be acquired or trained. Here
it is necessary to determine the gamified learning
methods, activities and resources that will be used to
achieve the set learning objectives and also what awards
students will receive for their achievements.

An -token cycles in position l4 with characteristic:

A structural change of course is planned and
implemented. Various game elements are included in the
course, such as points, badges, rankings of champions,
avatars, medals and prizes, etc. [14], [15]. The most used
of them are:
•
•
•
•
•
•
•
•
•

Avatar – presenting different roles of students that
can be used in missions (learning activities);
Level – the different levels of the education
process can be considered as game levels;
Bonus – receiving various bonuses for completed
learning activities;
Prize – the prizes are received unexpectedly for
certain successes;
Ranking – participants are ranked by success;
Team – for the realization of group learning
activities and taking into account the ability of the
participants to work in a team;
Resource – game resources can be different types
of learning resources;
Time – setting time limits for the implementation
of educational activities;
Progress – presentation of the percentages of the
fulfilled objectives of the education, etc.

The process starts when an -token enters the GN
from position l1, with the initial characteristic:
„ID user, role, discipline“.
New tools for gamification can enter through position
l2, through β-tokens, with an initial characteristic:
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„list of available users of the learning environment“.
A β-token cycles in position l5 with characteristic:
„electronic courses for learning
modules“.

and gamified

During the activation of transition Z1, the -token
from position l5 is split into two cores. One stays l5, and
the other one merges with the -token from position l1 and
enters position l3 by obtaining the characteristic:
„ID user, ID of training course, tool for gamification
applied“.
Z1 = ˂{ l1, l2, l4, l5}, {l3, l4, l5}, r1>,
r1 =

l1
l2
l4
L5

l3

l4

l5

W1,3
false
W4,3
W5,3

true
false
true
false

false
W2,5
false
true

where:
W1,3 = „a new user of the learning environment has
entered (administrator, course author, student“ etc.);
W2,5 = „a new training course or tool for gamification
has been introduced“;
W4,3 = „a user of the learning environment starts
working with a training course“;
W5,3 = „a tool (module) for gamification on a training
course is applied“.
Transition 2: defining rules for learning in a
gamified course
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This stage concerns the content change of the course.
A learning paths framework is set, that different learners
can take, depending on their individual preferences and
abilities. The design of the learning path must be in
accordance with the set educational goals and higherand lower- thinking skills, which in the general case must
be arranged in a certain sequence.
Game techniques are used to present the learning
content in the form of rules, levels and skills used in
electronic games that must be achieved by the students
[16], [17]. For example:
•
•
•
•

•

•

The rules of the learning process can be
considered as rules of a game;
Communication – students can share ideas and
problems, collaborate and work on group learning
activities and social communication;
Feedback – the teacher can give an opinion on the
work of the students;
Mission / Challenge / Adventure – they can be all
the learning activities that the students have to
carry out within the course and a game plot that
describes the purpose of the mission can be added
to them;
A hidden treasure – hidden learning resources
that can only be discovered and opened when
certain conditions are met (e.g. upon completing a
mission);
Plot / History – this is the context of the learning
process it can describe a story with different
missions to accomplish.

During the activation of the transition Z2, a µ-token
enters through position l6 with characteristic:
„rules and criteria for application of game elements
and rewarding“
-token from position l3 merges with the µ-token from
position l6 and enters in position l7 by obtaining the
characteristic:

The new tables are linked to the base tables and
contain data: user and course, because the information is
specific to each course and student. In addition,
information about additional files uploaded by the server
is stored.
For this purpose, a η-token cycles in position l9 with
characteristic:
„ID user, ID course, specific data for the game
modules regarding the trained objects, accumulated skills
of the types: lower-order thinking (LOT), and higherorder thinking (HOT) for each student“.
Z2 = ˂{ l3, l6, l8, l9, l11, l15, l17}, {l7, l8, l9}, r2>,
r2 =

l3
l6
l8
l9
l11
l15
l17

l7

l8

l9

W3,7
true
W8,7
W9,7
false
false
false

W3,8
false
true
false
W11,8
W11,8
W11,8

W3,9
true
false
true
W11,9
W15,9
W17,9

where:
W3,7 = „a user begins learning on a selected course in
the learning environment“;
W3,8 = „data for the user and the selected course are
entered in the database“;
W3,9 = „specific data for course gamification are
entered“;
W8,7 = „data on the student related to the learning
course are obtained“;
W9,7 = „data on the student related to the gamification
of the course are obtained“;
W11,8 = „data for the current assessment of a student
have been added to the database“;

„ID user, ID of a learning course, tool applied for
gamification, criteria for application of game elements“.

W15,8 = „new data for a student have been added to the
database“;

An η-token cycles in position l8 with characteristic:

W17,8 = „final data for a student have been added to the
database“.

„Database about the trained objects during learning“.
The database in different learning environments may
have a different structure, but it stores data on students
and learning results.
During the gamification of an education course, tables
with data required for the gamified modules are added to
the standard tables in the database, due to the need to store
specific information, which includes, for example:
•
•
•

data about the student’s avatar in different
courses;
data on the awarded actions of the students and
the number of points received for each of them;
data on the level reached, the total number of
points and the progress for this level in the
different courses, etc.
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W11,9 = „specific data have been added for a student
with a gamified course“;
W15,9 = „specific data have been added for a student’s
ranking in a gamified course“;
W17,9 = „specific final data have been added for a
student in a gamified course“.
Transition 3: Conducting training. Students conduct
training using the learning resources and activities of the
gamified course.
During the activation of transition Z3 an -token enters
in position l10 or in position l11 by obtaining the
characteristic:
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„ID user, ID of a learning course, tool applied for
gamification, additional data for gamification“.
Z3 = ˂{ l7, l13}, {l10, l11}, r13>,
r3 =

l7
l13

l10

l11

W7,10
false

W7,11
W13,11

where:
W14,16 = „the ranking of the students was performed”.
Transition 6: Analysis of the education and course
assessment.
When activating the transition Z5, the -tokens enter in
position l18 and in position l19.
In position l18, the -token obtains the characteristic:

where:
W7,10 = „the user has completed the training on the
selected course“ ;

„analysis of the learning outcomes with a gamified
course“,
and in position l19, obtains the characteristic:

W7,11 = „the user continues the training on the selected
course“ ;

„assessment of the gamified learning course“.
Z6 = <{ l16}, {l18, l19}, r5>,

W13,11 = W7,11.
Transition 4: Student assessment and rewarding.
Some of the learning activities are assessed to determine if
the current learning objectives have been achieved. After
the assessment, the students are rewarded through various
incentives: bonuses, badges, prizes and hidden treasures.
During the activation of transition Z4, a -token enters
through position l12 with characteristic:
„assessment models and assessment criteria“,
-token from position l10 merges with the -token from
position l12 and enters in position l13 or in position l14 by
obtaining the characteristic respectively:
„ID user, ID of a training course, tool applied for
gamification, current grade“.
Z4 = <{ l10, l12}, {l13, l14, l15}, r4>,
r4 =

l10
l12

l13

l14

l15

W10,13
true

W10,14
true

true
false

where:
W10,13 = „the current grade is lower than the defined
threshold in the assessment criteria and additional learning
is required”;
W10,14 = „the current grade is higher than the defined
threshold value in the assessment criteria”.
Transition 5: Ranking and analysis of students’
results. As a result of their activity, the students receive
points and/or a new level, which are reflected in the
position of the participant in the ranking.
During the activation of transition Z5, an -token from
position l14 enters in position l16 by obtaining a
characteristic:
„ID user, ID of a training course, tool applied for
gamification, current grade, ranking“.
Z5 = <{ l14}, {l16, l17}, r5>,
r5 =
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l14

l16

l17

W14,16

true

r6 =

l16

l18

l19

W16,18

W16,19

where:
W16,18 = „an analysis of the outcomes of learning with
a gamified course has been made”;
W16,18 = „an assessment of the gamified learning
course was performed”.
V.

EXAMPLE FOR GAMIFICATION IN PROGRAMMING
TRAINING

The proposed model can be used in different ways in
teaching different disciplines. Here we will provide some
ideas for gamification of the programming training.
Lower-order thinking skills include knowledge,
ability to understand and apply the studied theoretical
material, including distinguishing, listing and comparing
objects; explaining and giving examples of concepts;
reproduction, explanation and use of concepts, etc. It’s
appropriate to assign activities and tasks related to
understanding
and
applying
studied
syntactic
constructions from a specific programming language,
libraries, predicting the result of the execution of a short
programming code, modifying a code, finding errors,
applying examples, etc. Higher-order thinking skills
imply abilities for analysis, synthesis and evaluation. The
suitable activities and tasks involve explanation,
interpretation, modification of program code; comparison
and critical analysis of software solutions or applications;
design of software components; summarizing, drawing
conclusions, evaluation, etc. As a more complex task for
students to work in a team, a practical task can be set for
the overall design and development of an application.
The main game elements and their use in training are
as follows:
1.

Roles – programmer, mentor, team leader, researcher.
The programmer is a person who has successfully
completed a predetermined number of tasks, or has
collected a certain number of points. The mentor is a
learner who can share his experience of successfully
completed tasks and projects. Mentors support their
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2.

3.

4.

fellow students by revealing alternative ways of
thinking and provoking discussions. The team leader
is a student who has the right to form a team of
students, to assign tasks to them and to construct a
complete software solution. The researcher is a
person who has broader interests in the field of
informatics. He solves additional tasks related to
research and analysis of new technologies and their
application in practice, and also reports to his fellow
students on his research and development.
Points. In the training process, learners “earn” points.
This can be done to log into the account, study
educational materials, perform tasks, tests and more.
Tasks that are for LOTS carry fewer points than those
for HOTS. Some tasks may only be available for
certain roles. For example – only a team leader can
open a task to construct a complete software solution.
Prizes are an additional stimulus in the form of a hint
or guidance that helps learners to cope with a difficult
task. Prizes are purchased with points. Prizes can also
be received through other mechanisms – for example,
in case of faultless execution of a task, solution of a
task in a short time, innovative solution of a task, and
more.
Activities. There are two types – mandatory and
optional. The mandatory activities are those that form
in students the basic knowledge and skills and must
be completed by any student who wants to complete
the course successfully. The optional activities are
creative and challenging. They should stimulate
HOTS. Such assignments can be, for example,
research of scientific sources, research of technology
and its use and for solving a task, etc.

One of the challenges in gamifying a course is to set
the maximum number of points for basic, advanced and
optional tasks. It is necessary to strike a balance between
the maximum number of points that can be received by
the student within the course and the maximum number of
prizes that he can obtain. Of course, the unlocking of
additional learning resources should take place only after
the learner has collected a certain number of points and
there is visible progress in mastering the material studied.
The overall gamification of a course requires a lot of
time and resources on the part of the teacher. But even the
partial use of elements of gamification can enliven
disinterested students, motivate them to think and make
learning unforgettable. Creating a learning system that
supports a wide variety of game elements and techniques
is a complex task. Many LMS support various game
elements, others are open source and can be easily
upgraded. Moodle provides rich opportunities with its
numerous plug-ins for gamification and is suitable for
experiments in this direction.
VI.

The article proposes a formal model for gamification
of an education course. It aims to identify the main steps
and activities for a structural and content change of a
learning course, so as to stimulate the development of
higher-order thinking skills. The proposed model can be
used as a framework for gamification of existing learning
courses, as well as for the creation of new ones.
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Abstract - the paper is aiming to propose an integrated
approach of understanding, teaching, and applying Project
Management (PM) body of knowledge for projects where
specific integration between the PM approach and system,
technology, engineering and mathematics (STEM)
educational approach is almost mandatory. The proposed
accelerated compatible system-engineering adaptive
approach (ACSEA2) recomposes Project Management
Institute (PMI), International Project Management
Association (IPMA) and Australian PM Institute (AIPM)
competency frameworks integrating them with not typical
for PM other competency models and the expected
knowledge and skills of the project leader to execute
successfully the project life-cycle.
Keywords – project management, competency framework,
project life-cycle;

I. INTRODUCTION
The engineering component is an inevitable part of both
large or small-scale investment projects. The most often
met case in curricula development at university level
(bachelor or master programs) concerns the introduction of
Project management (PM) as an integral part of all type
managers’ competency profile.
The PM knowledge itself is by nature applied and
dedicated to providing the strategic framework of best
processing of a project (in particular cases of an investment
one) but not the provision of the engineering approach to
its planning and implementation [1]. This means that
finally, the graduated students would be excellent project
managers without any engineering background or the
engineers would be great highly qualified experts without
being aware of project logic.
One would say it's no need for an engineering upgrade
of the PM study whether the manager is technically skilled,
the appropriate expertise regarding the specific investment
projects can be added by the hiring of a qualified expert or
outsourcing the tasks. Then, in a multidisciplinary team, the
lack of engineering competencies of the project leader will
not affect the project. It seems logical and almost provable
but not in the case of the investment projects. We consider
as relevant to the paper aims the following definition:
“investment project means an investment in qualified
buildings (and) or qualified machinery and equipment,
including labor and services rendered in the planning,
installation, and construction of the project” [2]. The
practice shows that the lack of engineering knowledge of
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the project leaders of investment projects leads to
irreversible consequences for the project quality measured
by the level of achievement of the project goals for a limited
amount of money and time.
We are aiming to propose an integrated approach of
understanding, teaching, and applying PM body of
knowledge [3] for investment projects where specific
integration between the PM approach and STEM approach
is needed [4]. It definitely does not mean that we are trying
to "engineeringize" the project management field neither to
neglect the importance of soft PM skills for the success of
an investment project, but we re-compose the competency
map of the project leader of the investment projects, based
on the comparison of the PM life cycle with the existing
competencies maps and the observations during the
implementation of different public and private investment
projects.
The main research question concerns the determination
of the optimal interaction between STEM and PM
education which will result in a new type of
interdisciplinary applied knowledge and skills which is
resulting in a highly efficient, workable, time-saving, and
quality guaranteeing combination of PM competency.
II. METHODOLOGY
The background for our analysis was the literature
review of existing attempts to framing the PM competency
profile, where based on comparison we found a range of
discrepancies between the proposed and the needed skilling
and knowledge of the project manager, especially when it
deals with investment projects and withal the last include
an innovation.
By applying consequently comparative analysis and
needs assessment we tried to identify the project life cycle
phases where the investment project depends
predominantly on the engineering skilling of the project
leader. Then based on the observation we proposed an
update in the know PMBOK methodology competency
map of the project manager [3], [5].
Thus, we considered that the applicability of the PM
knowledge achieved during the academic education
(bachelor or master) should be not only interdisciplinary by
default but also STEM-integrated if we want to produce
highly efficient multipurpose project managers with the
ability to lead any type of projects.
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A. Оverview of PM competency frameworks
From the very beginning of the literature review, we
want to underline the essential difference between the PM
– based learning (PMBL) and PM-oriented learning
(PMOL). In the first case, the project development and PM
competencies and knowledge are the tools in the
educational process [6]. In comparison, in the second case,
the “doing of the project” should be considered as a specific
objective of acquiring professional knowledge in PM, and
developing skills and competencies of project leader
(manager at operational, program, or portfolio level). In
this regard, the limitation set for our analysis concerns the
focus on the PMOL being the priority area which is subject
of fast evolution and integration with emerging
technologies, where the rethinking of the known
educational practice requires the applying of a new
accelerated and adaptive systemic approach aiming to
incorporate the engineering competencies and logic with
the PM one. Chipulu, Neoh, Ojiako and Williams, suggest
that project manager’s competencies are essential for the
project success [7], that’s why in the comparative plan we
analyzed first the known globally recognized competency
frameworks for PM: The Project Management Institute
(PMI) understanding of key PM competencies, those of
International Project Management Association (IPMA) and
the framework of Australian PM Institute (AIPM). All of
them recommend a combination of soft and hard skills but
mainly focus on "hard" (technical) competency.
Nowadays it might be said that the dominance of
technical skills in the individual professional features of a
project manager is almost old-fashioned and relevant to the
20-th century as this concept has been defined in Grant,
Baumgardner, and Shane's work dedicated to technical
competence importance in PM [8]. The considerations of
Grant, Baumgardner, and Shane are still semi-relevant but
mainly to the engineering projects which are monotype
(refers to one well-limited or standardized field of
intervention), where the engineering component is strongly
required, and leading in the competency framework. But it
should be highlighted that even the highly specialized
projects now are not monotype but complex and
multidisciplinary, which explains all attempts of numerous
professional discussions and studies of the last decade on
new requisites that the successful project manager should
inscribe in his or her competency profile [9].
B. Comparative analysis
The effective and successful “puzzle” of knowledge,
skills, and competencies of contemporary project managers
shows there is no recipe prescribing the winning
combination of hard and soft skills which the education in
PM is aiming to cultivate. As Varajão and Cruz-Cunhac
cite the PMI framework from 2008: “project management
is the application of knowledge, skills, tools, and
techniques to project activities to meet the project
requirements”. At very first sight, one can consider that the
project requirements, simplified in the so-called PM
“golden” or “magic triangle” [10] set the borders of the PM
competency framework, but such statement will be
completely wrong because the practice demonstrates that
even strongly monotype engineering projects with wellfixed projects requirements, where the social and
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behavioral features of the manager might be neglected, can
be failed because of lack of soft skills of the project leader
and inability to communicate properly to the team the
project requirements. Conversely, projects that are far from
engineering logic and pragmatism and do not seem to
require any technical skills from the project manager have
also failed due to the lack of systematic thinking,
mathematical literacy and engineering integrity.
Тhe IPMA's Competence Baseline (ICB) in its third
version from 2006 defines technical, behavioral and
contextual competencies of project management. The
“competence” in the context of ICB is the considered as
“ability to apply knowledge and/or skills, and, where
relevant, proved personal attributes” [9], [11].
This means, that the competency is sum of the acquired
and self-developed knowledge, personal attitudes, skills
and relevant experience. In fact, even in Varajão and CruzCunhac notable proposal of a tool measuring in the most
objective applicable way, the successful combination of
project managers’ competency, based on the IPMA ICB
competence elements and sophisticated Analytic Hierarchy
Process (AHA) [8], [10], the authors conclude that
“…different projects certainly will have different needs,
and the relative importance of the competence type can also
be different…Project management is not easy, because it
entails the need of several and complementary
competences and it is a permanent challenge for project
managers.”[9].
In other words, none of the existing and worldwide
recognized competency frameworks for PM (of PMI,
AIPM, IPMA, etc.) can unambiguously state what is the
competency map of the successful project manager, and
how much engineering knowledge he/she or socialeconomic knowledge or emotional and social intelligence
must be acquired or developed to guaranty the success.
That’s why despite all attempts of introducing standards
and measurement of performance of the PM competencies,
they should be considered much more as a contextual and
dynamically changing map than as a framework. This is
also our reason to outline an Accelerated Compatible
System-engineering Adaptive Approach (ACSEA2) of
Project Management Knowledge and Skills Acquisition as
an update of all achievements of the researchers and
practitioners in the last 20 years. Our understanding is that
the acceleration refers to the changing PM context
generated by external factors as emerging technologies,
social innovations, economic restrictions, and crises; the
compatibility demonstrates the need of synchronizing the
external changes first with the organizational policy and
structure, second with the corporate social responsibility
organizational behavior, third with project requirements
and existing standards and fourth with individual features
of the project manager. System – engineering component
of the approach is aiming to ensure the balance between the
engineering knowledge based on integrated STEM
competencies with a social, cultural, and behavioral system
of the project which is depending on the project scope, scale
and type, and the geographical area of intervention. Last but
not least the adaptiveness is a key and extremely important
characteristic of the approach, not only because the
similarities between the projects are delusive and mainly
theoretical, but because the combination of circumstances
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concerning the project cycle, and the mosaic of needed
knowledge and expertise of the project team, is unique and
its replication does not ensure the project success.
After comparing the third version from 2006 of ICB
[11] of IPMA, the third edition from 2017 of PM
Competency Development Framework (PMCDF) of PMI
[11], the Australian PM competency standards (PMCS) for
PM of AIPM from 2008 [13], we can conclude that ICB,
PMCDF and PMCS have almost the same components:
• IPMA does not describe detail its elements (a
combination between PM functions and PM stages
of project cycle. IPMA certificates with 4 levels,
where preliminary defined criteria for each level is
developed. The assessment measures the
performance in knowledge and understanding and
the evolution of personal skills and competencies. A
kind of competence guidance represents the selfassessment component included in IPMA
description of competency. The fundamental
difference between ICB framework, proposed by
IPMA and PMCS, is in the approach, despites it is
fully project processes oriented, ICB proposes a
taxonomy listing the knowledge and experience
required at each certification level, which is related
with abilities and knowledge that should be acquired
in order to successful implementation of project
processes, assigned to certain level. The information
provided is based on a subjective assessment of
individual attitudes. The PMI and AIPM approaches
list the competencies that are expected to be
demonstrated by the individual during the
implementation of core PM processes. These
frameworks (especially PMCS) list criterial set
which is also process-oriented but shows how the
competences are expected to be shown by
implementing key PM functions during the project
life cycle [9], [10], [11], [12], [13];
• PMI framework is based on 39 processes during the
project cycle and the competency calls 5 processes
groups which are: initiating, planning, executing,
controlling and closing, combined with 9 relevant
knowledge areas [12]. PMCDF logic is to build a
structure of project manager competency based on
PM knowledge, PM performance and personal
competency. Each knowledge area refers to socalled “competency cluster” which is defined by
standards for each unit and processes [12]. For each
knowledge area performance criteria relevant to the
5 processes groups are defined. The same logical
approach can be found for the PM Performance. The
difference in the sub-structure of Personal
Competency refers to the definition of 6 separate
units of competency where at least 3 competence
clusters per unit are identified. The approach for
developing and acquiring knowledge, skills and
competencies is divided in 5 general stages which
are fully related with the 5 groups of processes and
the standard 5 stages of project life cycle, starting
from development of performance criteria and
ending with evolution through measuring progress
toward competency of highest achievable level of
PM proficiency, which is proven by certification
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with 4 levels again. For each component of the
framework the knowledge and the performance are
measured with so-called scorecards. The procedure
for personal competencies is the same. For each
process group areas of significant and marginal gaps
are stated at the end of the scorecard;
• AIPM Professional Competency Standards for
Project Management is divided in two parts: the first
defining the acceptable standards and the evidences
proving the acquisition of knowledge and
competencies and the second – relevant units of
project management related to the standards where
within the description of each PM knowledge unit,
standards details and elements of competencies and
associated performance criteria, range indicators,
knowledge, skills, and evidences are associated
[13]. The units are 8 again processes-based
regarding the standard milestones in project life
cycle including 9 PM functions. Each unit
encompasses appropriate applying of PM
techniques and their performance is subject of
assessment and proves the achievements relevant to
the certified competence level. Again, the
certification is with 4 levels associated with the
acquired proficiency. The PMCS set minimum
requirements concerning the demonstration of
competency in mandatory for each level units. Each
unit consists a range of applicable managerial
technics. A definition for each unit and technique is
given as scope of the functions that the project
management must be able to execute. Within the
scope separate elements are outlined and for them
performance criteria are defined [13].
The Australian PM Institute follows the same logic as
IPMA and PMI standards which simply can be presented
as follows:
PM life
cycle

PM key
processes

Knowledge

Set of
criteria/
standards

PM key
functions

acquisition

Performance

Project
milestones

Units of
knowledge

Assessment of
knowledge

Minimum
experience
required skilling/upskillling

Demonst ration of
abilities and
skills
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Figure 1.
Comparative model of PM competency framework
architecture, based on ICB, PMCDF and PMCS

In fact, this attempt of the comparative model presented
in Figure 1, is closer to the AIPM competency framework,
where “the concept of competency focuses on what is

digitalization of the PM area where specific methodologies
e.g. Agile arose for sectoral use and third, because the
balancing between the above-mentioned competencies and
skills (both soft and hard) is a tentative zone fully exposed
to the pressure of most recently appearing systemic,

Accelerate system and analytical thinking

Cross-cutting project
issues
Integrated STEM competency

Project
monitoring &
control

Project management
cycle

Social and civic competencies
Execution
competencies

External
pressure

Project execution

Internal
Pressure

Project
definition
Technological
competency &
essential
engineering
knowledge
Project
detailed
planning
Sustainable
development
and social
responsibility

Project context competency

Social & civic
competencies

Project initiation

Digital competency and
skills

Project
closeout

Domain competency and
specific knowledge

Sensitive project areas

Engineering pragmatism & critical thinking

Core PM knowledge, competency and skills

BIM competency for PM

Global changes orientation & visionary thinking

Human-related and personal behavioral skills

Conceptual & organizational management competency
Adaptive leadership & decision-making
Figure 2. ACSEA2 of PM knowledge and skills acquisition

expected of an employee in the workplace rather than on
the learning process; and embodies the ability to transfer
and apply skills and knowledge to new situations and
environments” [13].
III. ACCELERATED COMPATIBLE SYSTEM-ENGINEERING
ADAPTIVE APROACH (ACSEA2) OF PM KNOWLEDGE AND
SKILLS ACQUISITION

As it is visible from the analysis presented above, the
process-based logic laying down in the discussed
competency frameworks does not illustrate the relations
between the competencies and external factors for the
project.
Some of the required skills influenced by the project
environment are defined as skills e.g. skills in critical
thinking, accuracy, tolerant and ethical behavior, etc., but
they still sound fuzzy and definitely not arrange in a
competency hierarchy, moreover, the relations between
core competencies and project domain competencies,
execution competencies and specific competencies are not
explained.
A reason for this lack might be found first in the fastchanging parameters of the project context, second in the
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technological
innovations.

and/or

engineering

solutions

and

At the same time our previous study from 2020 of 23
curricula in PM for bachelor and master programs at
European, American, Australian and Canadian universities,
in three completely different fields (creative industries,
industries, medicine and health, defense, and security),
shows that namely the contextual-based distribution of
mixed and multidisciplinary components of STEM
learning and teaching methods, combined with MPBL and
MPOL in compliance with the previous background of the
students ensures the effectiveness of knowledge and skills
acquisition in PM field [14],[15].
This provokes us to try to combine the traditional
competence frameworks of the PM and the procedural
(standardized more or less) basis of the project cycle with
the integrated STEM competence framework [16], [17]. In
addition, we incorporated elements of the Building
Information Modelling (BIM) approach and competencies
hierarchy [17] because of the definitive need of establishing
minimum requirements concerning the information literacy
and the information management and processing for PM in
interaction with engineering competencies (Figure 2).
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ACSEA2 of PM knowledge and skills acquisition is
based on ICB, PMCDF, PMCS, Integrated STEM
competency and BIM Hierarchy of competencies.
The fundamentals of ACSEA2 is the well-known
project management cycle with 5 typical phases [16].
The knowledge on PM cycle is considered as
mandatory regardless the project type, context, scope, and
any other features. The acquisition of this knowledge might
be subject of PMOL or where some gaps in the knowledge
are identified with preliminary assessment/self-assessment
tool, a combination of PMOL and PMBL is considered as
relevant.
Based on previous practice, observations, and studies in
PM education, we identified the need for interdisciplinary,
globally-oriented, digitally and technologically ensured,
sensitive to environmental, social, ethical and other
contextual issues approach, which can effectively propose
multi-dimensional
but
interrelated
competencies
development of future project managers.
The first “layer” of competency refers to the analyzed
above frameworks because of the undisputable processbased nature of PM as an applied field and the need to
establish unified acceptable standards for PM competency,
knowledge, and skills that should be developed and
upgraded. This layer encompasses the core PM knowledge,
competency and skills (see Figure 2) and the conceptual
and organization management competency which are also
mandatory basis for each project manager. The first layer
in ACSEA2 interacts with the development of humanrelated competencies (defined in PMI and AIPM
frameworks) and with individual features and motivation
that’s why in the sub-components of this layer are situated
the sensitive project areas and the cross-cutting issues
which can play the role of pressing factors or booster for
competency intensive development or upgrade. To
overcome the pressure or any contradictive influence we
recommend PM skilling which combines PMOL with peerto peer education and sharing of experience. The first layer
should be also synchronized with the teaching and learning
agenda concerning the theory and practice of the Project
initiation phase of the PM cycle [18], [19].
The second layer in ACSEA2 is outlined by the
integrated STEM competency, the digital literacy and
competency, the project domain competency and specific
skilling or upskilling and the social and civic competencies.
This layer refers to all of PM cycle phases that’s why is
considered internal and essential for their proper and
successful implementation. In fact, the layer integrates the
results from specific PM education, engineering or
technological fundamentals and civic education and usually
should be achieved through consistent evidence-based and
STEM-oriented interdisciplinary education. This layer
being the “hard” component of ACSEA2 is also framed by
elements of BIM competency development and project
context competency which add value to the PM knowledge
acquisition in specific fields: the one related to information
modeling adapted both to investment and soft projects, and
the second, related to the specific project’s features e.g.
scope, time, financing, risks, expected results and the
project requirements and applicable standards.
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The outermost layer in ACSEA2 is set by the cognitive
aspects of reconsidering the relationship between
individual competency development and those acquired by
the project team, as well as the relationship between the
recognition and understanding of the global trends and their
influence on the individual actions, behavior, and
decisions. The layer does not refer to special education
type, area, or teaching approach, in most cases it is related
to the intention and the motivation of the individual of
permanent upskilling or his/her life-long learning
orientation. It might be considered as an almost
independent component but we prefer to be recognized as
an interrelated layer because it is directly affecting the
project quality and success through its dimensions as
leadership style, thinking, ethics, adaptiveness to and
acceptance of fast-changing realities.
IV. CONCLUSION
Based on the observations made and the analyses we
redefined and updated the existing popular competency
frameworks of the project manager trying to give valuable
hints which might cover the identified gaps between the
existing curricula and programs in PM and the actually
needed knowledge and skills in practice. The main
contribution of the paper is the so-called ACSEA2
approach of project management knowledge and skills
acquisition (Accelerated Compatible System-engineering
Adaptive Approach) developed on integrative ground and
based on existing worldwide recognized competency
frameworks. The approach is highly adaptive to the
learning needs and might be applied both in short-term
training in PM, and in bachelor or master programs or for
highly specialized curricula.
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Abstract - The COVID-19 pandemic recently introduced
significant changes to formal education, and it is difficult to
estimate the long-lasting effects it might have on the
educational systems worldwide. Without compromise,
educational institutions had to switch from live classes, where
teachers and students had physical contact, to online classes
practically overnight. In this situation, lecture capture or the
recordings of live lectures have gained much attention. Even
though they have already been in use for many years in
university teaching, massive open online courses, flipped
classrooms, hybrid, and online classroom environments, it is
now that their qualities became very appealing. This paper
provides an overview of the state of the art of the lecture
capture landscape, including different formats of lecture
capture, free and commercial players that can create or play
lecture captures, the reported results related to using lecture
capture, and some additional thoughts on how their usage
may affect higher education. In this paper, the broad
landscape of lecture capture related technologies,
applications, usage outcomes, and trends have been
summarized, to provide a review over this domain of rising
importance.
Keywords: lecture capture, lecture recording, video lecture,
online school, online education

I.

INTRODUCTION

The term lecture capture most generally refers to
recordings of live lectures, sometimes synchronized with
presentation slides [1]. They are sometimes also referred
to as lecture recordings, podcasts, or screencasts,
depending on their exact format [2]. Lecture capture is not
a new idea. At the University in Geneva, they have been in
use since the 1970’s [3] and the interest in lecture capture
over the past two decades has been steadily increasing.
Approximately 2200 publications related to the query
“lecture capture” OR “lecture recording” in abstract, title,
or keywords have been indexed in the SCOPUS database.
Their distribution over the years since 2005 is shown in
Figure 1.
200
150

This increase in the yearly number of related
publications presumably reflects an increase in interest for
lecture capture. That increase is also reflected in the fact
that an increasing number of universities worldwide use or
capture lectures, even without the most recent context of
the COVID-19 pandemic [2]. And this interest is not
surprising given that video can be a powerful medium to
convey information. It can present facts and experiments
in a very dynamic way engaging multiple senses and thus
grabbing a viewer’s attention.
There are three typical reasons to capture lectures. The
first is to provide students with an additional type of a
learning material. Lecture captures are often made with the
goal of making it easier for the students to understand,
process and revise the material in case they did not fully
understand it during the live lecture or if they were absent
due to any other reason. After being uploaded, students can
easily access them when they prefer, they may also be able
to speed up or slow down, move forward or backwards
while watching. The second reason is that they can be an
essential learning material, for example in massive open
online courses. And finally, when a lecture is recorded, it
can also be used as promotional material for the university
to show off lecturers, teaching styles, and events at the
university, thereby attracting new students.
Regardless of the reasons behind lecture capturing,
lecture captures today form a complex and diverse
ecosystem. This literature review, therefore, explores the
state of the art of lecture capture in order to answer the
following questions:
•

What is a lecture capture or how does a digital
lecture capture look like? (Section II.)

•

How to capture a lecture? (Section III.)

•

How to automate lecture capturing? (Section VI.)

•

How are lecture captures used and what are the
results of their usage? (Section V.)

•

What are other important aspects of lecture capture
and how to approach them? (Section VI.)
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Figure 1. Number of publications related to “lecture capture” or “lecture
recording” indexed in SCOPUS per year.
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II. WHAT ARE LECTURE CAPTURES?
There is no strict definition of a lecture capture. It is a
broad term including digital learning materials that are
based on recorded lecture events, and typically consist of
some of the following:
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1.

A video of the lecturer’s slideshow presentation
with the voice of the lecturer.

2.

A video of the lecturer’s live presentation possibly
including a virtual background, a blackboard, or a
lightboard and the lecturer’s narration.

3.

Two separate, synchronized videos or one video
that is a merge of two video sources: one of the
lecturer’s slideshow and the other of the lecturer
themself or a small video of the lecturer in the
upper right corner of the presentation video.

4.

Interactive videos [4] with elements that can be
manipulated. For example, link-chains (clickable
elements in a video, which link from one time point
in a video to another timepoint or another video),
3D objects, or maps that appear on top of a video
window and can be manipulated, and simple
quizzes based on which the user can progress
through a video.

5.

Videos with supplemental materials, for example a
combination of two (or more) videos (typically
including a video of the presenter and a video of
their slideshow) whilst also offering other material
that might be relevant to the student, for example
short quizzes, links to further expand knowledge
on the topic, short notes or additional web contents
that are displayed only when they are needed.

Bauer et al. [5] suggest that the format (3) is the most
common today and that most video lectures contain two
videos: a video of the slideshow and a video of the lecturer.
Their suggested ratio of the two combined videos is 16:9,
including the presentation in a ratio of 4:3 whilst cropping
the lecturer so they can fit in the gap that is left from the
presentation, as shown in Figure 2.

mean of conveying knowledge and keeping students more
interested in the subject.
III.

TECHNOLOGY FOR CAPTURING AND
REPRODUCTIONS
As already explained, lecture captures typically
include the video of the lecturer. Capturing a lecture
performed by a lecturer in front of a blackboard (chalkand-talk) with a camcorder or even a cell phone camera is
a very minimalist yet cost-effective setup to produce a
lecture capture or at least its basic underlying video that
can later be enriched with additional materials.
Improvements to this setup include connecting an external
camcorder directly to a computer using a HDMI capture
card to perform all capturing and synchronization from a
single device. Additional elements a lecturer can use here
include capturing a slideshow or a projection screen
content instead of a blackboard or using a lightboard or a
smartboard. Lightboards are made of a transparent board
with LED lights around the edges that illuminate dry erase
markers making writing more visible on the board.
Lectures are recorded either by pointing the camera toward
the mirror placed in front of the board or normally, or by
pointing the camera at the board and mirror-flipping the
image in postproduction [10]. Smartboards enable a
lecturer to display images, media or sound folders from the
computer monitor but also use its surface as a huge
touchscreen. This makes a smartboard more than just a
computer, a projector, or a screen [11]. Such setups allow
the lecturer a greater flexibility between sticking to the
content prepared in a slideshow and introducing ad hoc
changes in the presentation to better explain or provide
more details about something.
For simple use, a lecturer might utilise some of the
following software:
•
•

•
Figure 2. A typical lecture capture format with 16:9 overall
aspect ratio

Classical live lectures are usually fit into one or
several 45-minutes time slots. With lecture captures,
however, there is no need to follow that format. Some
research has suggested that students prefer several 22minute lecture captures compared to a single 75-minute
video of the same content [6]. In addition to that, students
also seem to like shorter and summarized videos because
they find recorded lectures a great way to review for exams
as it is shown that students view them the most before
exams [7], [8]. A study in the civil engineering domain [9]
demonstrated that small video clips can be an efficient
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•

FFmpeg - A command based tool that is able to
encode, decode, transcode, mux, demux, stream,
filter and play pretty much any AV material [12].
Powerpoint – A software tool used to make
presentations. It can also be used to record
presentations as well as automatically add
captions to the same recording and edit them if
necessary. Additionally, it also offers the user to
draw, highlight or point with a laser during the
presentation if needed.
VLC media player - VLC media player is a free
and open-source cross-platform multimedia
player and framework that plays most multimedia
files but can also capture and/or livestream video
sources.
Zoom - While not initially intended for lecture
captures, Zoom proved to be a useful software,
especially during the COVID-19 pandemic, as it
allowed easy access for the lecturer and students
to connect as well as the ability to record a lecture
and have a simultaneous YouTube stream in case
the “room” was full during the lecture.

Materials produced using some of that software can
further be supplemented with additional static or
interactive elements, for example H5P HTML 5 package.
It is a free and open-source software for making interactive
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videos that can also be used as a Moodle plug-in. It offers
different kinds of interactive video add-ons such as
branching scenarios, drag and drop, image hotspots,
quizzes, and other. H5P activities have been used to
improve students’ understanding of the subject [13], [14].
The aforementioned tools are good and efficient for
everyday use. But for a large-scale production, there are
other solutions, in addition to the already mentioned AV
encode and livestream functions, support useful functions
like:
•

Capturing multiple audio/video sources as well as
livestreams

•

Video postprocessing (cropping, trimming, adding
intro and outro)

•

Supplementing videos with additional lecture
contents or elements

•

Displaying closed captions

•

Adjusting the playback speed in the video player

•

Analytics of the videos (how many views, which
part was watched the most…)

Some of the most promising lecture capture
platforms or lecture capture management systems are:
•
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Opencast [15], a free and open-source solution for
scheduling, capturing, postprocessing and storing
lectures. It uses the Paella player [16] which
supports any number of audio video sources in
reproduction, variable reproduction speed and
quality, and automatic slide indexing. The Paella
player also utilizes the rich metadata generated by
its users, for example, how many views does a
lecture have, which of its parts are most viewed,
time points in the video where the volume had to
be raised by users etc. Technically, Paella player
can be used separately from Opencast but it was
specifically designed for Opencast so that is its
primary use.

•

Panopto is a fully commercial tool used for
recording and sharing videos as well as their
reproduction. The recording is done from their site
so it is quick and easy to access. They also offer a
cloud service which one can connect to the
university LMS and access all the videos from the
cloud. It also offers to create quizzes to questions
users viewing the lecture. As well as that, it offers
the ability for viewers to make notes and
bookmarks during the lecture so they can find their
way back easier and learn better.

•

Echo360 is another fully commercial lecture
capture and reproduction software supporting
recording, livestreaming, uploading the video to a
server, and postprocessing. One other feature
Echo360 has and can utilise is live questioning and
seeing how many users answered the question
correctly. It can also have assignments in which
they can, among other things, add polls and see
how users answered. It also offers its users the

abilities to ask questions on specific slides/time
stamps in the lecture, mark slides which were
confusing and make bookmarks and own notes
(which are also time stamped so they make sense
later when reviewing them). Notes can also be
downloaded and shared amongst students.
•

LeCTo is another free lecture capture and
publishing tool [1]. The recorder allows to capture
any combination of audio and video devices and to
generate additional lecture contents: textual notes,
multiple-choice questions, web sources, all of
which are segmented and displayed only when
needed. All the elements are stored as either media
or XML files and can be stored on a location of
one’s choice. The LeCTo player is available as a
free web service and a configuration file listing the
URL’s of lecture source files and their display
properties is used as a key to play a lecture capture.
It displays all lecture contents in separate windows
that can be adjusted in size and display properties.
The main course of the lecture can be automatically
paused if the user is requested to answer the
available quiz questions before proceeding.
IV.

AUTOMATION AND WORKLOAD
REDUCTION

Main reason to automate lecture capturing is to reduce
the need for additional workforce or budget as well as
reducing the risk of mishaps that can happen during lecture
recording e.g., forgetting to turn on the camera or the
microphone [17]. Today there are available completely
automated lecture capturing systems which operate with
capturing equipment installed in one or several lecturing
halls and perform capturing, uploading and postprocessing
automatically.
Automated capture by using software agents that read
official lecture schedule for given lecturing halls is a
typical function many lecture capture systems offer [18].
Automated control over the capture equipment i.e., turning
it on or off is also possible using simple components like
USB relays, since most video cameras are turned on
automatically when they receive electrical power [14].
Additionally, some researchers further implemented
systems that can respond to specific events during a
lecture. Han-Ping Chou et al. [19], for example,
implemented a lecture capture system where the video
camera is focused on the lecturer and is following them if
they are moving to simulate a camera operator.
Innovative software applications in this field also
include removing the lecturer or any moving obstructions
in front of the whiteboard in order to show a stable image
of the whiteboard and what has been written on it [20],
[21]. A relatively common function of lecture capture
systems is also automated chapter or slide indexing for
navigation. This is typically performed using optical
character recognition performed on the slideshow video.
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Installing an automated lecture capture system in a
lecturing hall has obvious advantages. The lecturer doesn’t
have to do anything to have their lecture captured so the
risk of them forgetting to turn on capturing or the
microphone is avoided. Still, this might not always be
practical since it is limited to predefined locations.
Portable lecture capture systems have therefore been
developed as well. Presentations Automatically Organized
from Lectures (PAOL) [21] is a lightweight and portable
lecture capture system. It captures videos of the
whiteboard(s) and another video of the lecturer. It
processes the video during capture, so it is ready to be
uploaded shortly after.
ClassX [22] is an interactive online lecture viewing
system developed at Stanford University. What makes it
different from other systems is its possibility to
pan/tilt/zoom during video, tracing mode (similar to [19])
and Interactive region-of-interest (IRoI). Lecturers can use
multiple blackboards during lectures and with IRoI
students are able to view just one preferred at the time.
Chen et al. [23] have decided to try a new way of
looking at lecture captures. They combined a Pan-TiltZoom camera with a depth camera and installed them both
on a desk for the lecturer to use. To best utilise the camera
but at the least amount of time spent on adjusting it, they
made the camera be able to recognise gestures and based
on those, it will respond in a correct way (e.g., if the
lecturer point somewhere on a paper, the camera will zoom
in on that point).
V. OUTCOMES OF USING LECTURE
CAPTURES
A. Lecture attendance
One of the biggest concerns lecturers have regarding
lecture captures is that they will negatively affect students’
class attendance. Research results here are inconclusive.
Percentage of students who have attended class less often
due to the available lecture captures spans from 2,6% [24],
27% [7], and up to 55% [25]. In some cases [26] the
attendance did not change significantly. The results also
vary depending on students’ age. It seems freshmen might
be more likely to skip class then older students [25].
B. Teachers’ opinions
Lecturers have mixed opinions on lecture capture,
although not much research has been performed on this
matter. Some results suggest lecturers are satisfied with
lecture capture and have seen its positive effects on
students [24]. On the other hand, some lecturers have
worries on the matter of whether they should capture and
distribute their own lectures or not, especially related to the
fact that it is very difficult to control or limit the use of
their lectures once they have been made available to
students [18]. Making lecture capturing mandatory by
university policies is likely to putting more pressure on

MIPRO 2021/EE

teachers to improve their technological skills and adapt
their lecturing style.
C. Learning outcomes
Students mostly find lecture captures a useful tool
since it only benefits them or, in the worst-case scenario,
does not hinder them in any way in case they decide not to
use them. But it is safe to say that there is not a universal
effect of viewing lecture captures for all students. Those
students who do use them to revise or watch a lecture they
did not attend believe it increases their performance [24],
[27], helps them focus more in class, and engage and
interact with teachers more [2], [25]. Results of some
studies show that students with different achievement
levels utilize videos differently. High-achieving students
tend to view lectures less and when they do, they usually
fast-forward or watch only parts they need revising, while
mid-range and low achievers view lectures more, even
multiple times [25], [28]. Some results also state that there
is almost 10% increase in grades when it comes to students
who viewed captured lectures versus those who did not
[29], [30]. What most studies agree on is that the student
group that benefits the most out of captured lectures are the
mid-level students (as opposed to higher and lower graded
students) [24]. Lecture capture is also beneficial to
students with disabilities, such as dyslexia and hearing
problems, as it makes them less anxious during live
lectures because if they miss something they can always
watch the recording later [31]. Non-native speakers benefit
from lecture capture as well. They can pause recordings to
search for words or grammar they do not understand and
in this way they improve their knowledge of the foreign
language as well [32].
VI. NEW DIRECTIONS
A. Adapting to new situations
The COVID-19 outburst had a massive impact on
education in 2020 and potentially on the years to come.
Caused by its rapid spreading, many schools were left
unprepared for online class, but nonetheless had to adapt
to the new situation. One of the biggest problems was how
quickly teachers had to learn to use online platforms and
the fact that some students have difficulties accessing
online materials [33]. The effect online class has had on
students of different ages and different achievers is
different. Here lies the problem; students establish their
success in online school on their learning independence,
self-management and self-driving [33], [34]. So, the gap
between good and bad students will probably enlarge.
Also, before the pandemic, teachers used face-to-face
lectures to dedicate more attention to students individually
and adjust their teaching style more to students learning
styles. This physical contact is most important to younger
students and those who lack self-management and
independence in learning. Furthermore, it is challenging
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for teachers to teach their students other values like
teamwork, leadership, honesty, and responsibility online
[33].
B. 360 educational videos and artificial reality
Future use of video in education is inconceivable; the
potential it has is huge. One novelty in education are 360°
videos also known as immersive videos. Videos are made
by recording in all directions and viewed on mobile phones
with the YouTube application. Purpose of 360° videos is
to depict 2D materials in 3D and bring ‘the real world’
closer to students [35].
C. How will lecture capture transform a lecturer’s
role?
It seems likely that lecture captures will not replace
live lectures, but rather supplement them [36]. Still, it
would not be of much use to repeat the same content in live
and captured lectures. Assuming lecture captures will be
used and available more and more, the lecturers’ roles in
higher education will probably change from being the
transmitter of information into the auditorium to engaging
students into discussions about the content that was made
available to them in lecture captures. While discussion is
the main advantage of live lectures, it often remains
unutilized since there is not enough time for that, but also
because it is difficult for students to form questions in such
short time after hearing the lecture content for the first
time. Lecture captures can address that problem and leave
more time for discussion: posing questions, resolving
misunderstandings, and giving a broader context to the
lecture content. Judging from the increase in the number
of related publications related to the keywords “flipped
classroom” in Scopus (664 in 2018, 734 in 2019, 819 in
2020), it seems more and more institutions are switching
to flipped classrooms where live lectures are reserved for
discussions and questions.
D. Are lecture captures an incentive against
humour?
Because capturing lectures might be done only with
the lecturer himself and their material without any
audience, the atmosphere will be different than in a
classroom with students around to hear the lecture. That is
why it is viable to pose the question of whether there
should be any humour in captured lectures if there is no
one to react to it. To answer it scientifically might be a bit
difficult since humour is something anyone takes personal
and might or might not find funny, however the act itself
(saying a joke, or making some kind of a short story line)
will probably benefit both the lecturer (so they can relax
better) and the viewer of the lecture to laugh, giggle, grin
or, worst case scenario does not react at all. It is also
worthwhile to note that the reaction to any kind of humour
can be received through comments on the lecture itself (or
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likes if such a feature exists on the platform the video was
uploaded). What students most appreciate in online mode
is when teachers are creative to their approach to sharing
their knowledge on the current subject. Its increased use
may influence students’ learning behaviour and teachers’
teaching methods.
E. New information from lecture capture metadata
Lecture captures generate valuable metadata that can
be used in learning analytics not only to improve students’
learning outcomes, but also to provide feedback to
lecturers. Mcgowan and Hanna [7] recommend for future
projects to look for patterns in live and video lectures. For
example, if a live video was captured and students rewatched a certain part of the video, that could mean the
course material was less understandable during the live
presentation. If the attendance of the lecture is dropping
but the views of the same lecture are rising, should that
mean that the lecture could be fully shifted online? Or if
the attendance is dropping but the views of the lecture are
rising, does that say something of the lecture or lecturer
itself? Lecture capture metadata can be useful for
answering those questions and making good decisions
related to them.
VII. CONCLUSION
Lecture capture is a tool that is being used more and
more and is proving its usefulness. There are many
advantages to lecture capture and how it can help better
higher academic education as well as help students
understand the lecture material better and at their own pace
(something that is crucially important for students with
difficulties during the learning process). This paper
summarizes the state of the art of lecture capture features,
technology, formats, automations, innovations, and
questions or topics important for its future. Since lecture
capture is here to stay, it seems those issues should be
taken into consideration in time to make good decisions.
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Abstract – COVID-19 pandemic has affected engineering
education worldwide with most departments opting to switch
to an online (remote) mode of instruction. At our institution,
the switch happened in a matter of weeks which presented
significant problems in teaching the fourth year Microwave
Circuit Design courses. These courses were originally
designed with a “studio” component where much of the
design and experimentation happened during the so-called
lab hours. Experimentation was very dependent on access to
specialized and very expensive equipment, most importantly
to VNA-s (vector network analyzers) and TDR oscilloscopes
(time-domain reflectometry). Several compromises were
made for online instruction: a) reduction of teaching material
to essential components, b) use of inexpensive
instrumentation, c) redesign of labs for off-line work, and d)
reduction in the size of teams to two members instead of
three. While the first may be advisable in any circumstances,
the last two were driven primarily by logistical or
organizational considerations. We report on how our
“studio” environment was transformed into online “lab”
assignments and how this affected course content. Key aspect
of it is the development of affordable instrumentation that
students can purchase themselves. This includes VNA-s and
software-defined radios which are utilized as spectrum
analyzers. We describe the initial uses of such
instrumentation in our courses, their pros and cons, and the
remaining issues. These developments have the potential to
fundamentally change how we teach these and similar
courses and we expect that many of the ideas being
implemented will carry over into face-to-face instruction.
Keywords – engineering education, microwave circuits,
project-based learning, microwave measurements, teamwork.

I.
INTRODUCTION
Microwave circuit design is a specialized but wellestablished topic for senior undergraduate and graduate
courses and many textbooks with varying emphasis are
available, and we have recently used [1]-[5]. Topics
typically include some fundamentals of electromagnetic
wave propagation, transmission lines (TL), effects of
matching and reflection on TLs, various passive circuits
(matching, resonators, filters, couplers, etc.), linear
amplifiers (LNA or similar), mixers and power amplifiers.
In addition, specialized active devices such as FETs,
HEMTS, and HBTs are discussed at some length. There is
no precise cut-off, but we will take “microwave” to mean
anything from 1 GHz to around 30 GHz.
One of the main difficulties related to organization of
the course is the frequency range covered because
instrumentation needed to set up measurement labs has
been very expensive and out of reach of many programs.
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One way out of this predicament is by heavy use of
simulation tools. However, many of the affordable or free
circuit simulation tools are not well suited for highfrequency simulation work. Much of the initial design can
still be done using pencil-and-paper but, like other circuit
courses, simulation is indispensable for any practical
designs that will be manufactured and tested, which is the
intended outcome of our courses.
A. Microwave Circuit Design courses at Portland State
University
Detailed description of the two courses can be found in
[8] and only a summary is provided here. The two courses
cover two quarters, each 10 weeks long. The first quarter is
devoted primarily to passive components, including:
lumped passive components and resonators, transmission
lines, matching and Smith charts, L-, T- and Π-circuit
matching, S-parameter measurements and calibration, and
lumped and microstrip filters.
The second quarter deals primarily with active circuits,
including: passive power combiners; active devices, gain,
and stability; design for gain and noise; using software in
amplifier design; transistor biasing; nonlinear effects and
their measurement; power amplifiers; mixers; complete
receiver design.
Two sections of the courses were affected by the
pandemic: section of ECE 432/532 in Spring 2020 (second
part of the sequence) which had 16 students, and section of
ECE 431/531 in Winter 2021 which has 14 students.
Our instructional approach leans heavily on projects
and hands-on component is essential. We emphasize
design-build-test cycle and, when possible, try to
implement iterations of the design [6]-[8] . The problems
brought up by the pandemic and how we attempted to
solved them are described below. While the problems are
given in the specific context, they can be generalized to
three issues:
a.

is it possible to transfer much of our face-to-face
classroom and lab interaction to online
environment,

b.

what are the trade-offs involved, and

c.

should we transfer some of the lessons learned
from online delivery to our regular pedagogy once
pandemic is over?

These will be discussed in the sections below. We will
first discuss the availability of affordable RF/microwave
instrumentation and how that is affecting our course design.
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Secondly, we discuss changes related to the lab content and
organization brought about by COVID-19. Next, we
discuss the new organization of projects and teamwork,
followed by discussion and concluding remarks.
II.

INSTRUMENTATION

When we originally set up labs for Electromagnetics
and Microwave Circuit Design, we incorporated
instruments for measurements in both the time domain as
well as frequency domain. For the former, we acquired four
time-domain reflectometry (TDR) oscilloscopes and four
vector-network analyzers (VNA). The former had
equivalent bandwidth of 20 GHz, the same as VNA-s. This
enabled students to directly observe results in both domains
without worrying about the intricacies of Fourier
transforms. For VNA-s we also acquired an electronics
calibration unit (so-called “e-cal” unit) which made
calibration procedures very simple and quick.
When the pandemic hit, we considered making these
available remotely, but all such approaches still require
someone to be present to connect devices under test (DUTs)
to instruments. Since students would be doing many such
measurements this was deemed impractical. By a stroke of
luck, 2020 was also the year when some remarkable new
devices became widely available, as discussed next.
A. Affordable VNA: nanoVNA v2
Initial attempts at producing affordable but still useful
VNA were aimed at the amateur radio market and
addressed HF and VHF parts of the spectrum. One example
of the first VNAs to break the GHz barrier is VNWA [13]
which can now be purchased as a full 2-port VNA. Another
popular series of devices has been the nanoVNA series
which has spawned many variants [14]. Somewhat
confusingly, another VNA called nanoVNA v2 has recently
been developed independently of the original nanoVNA
[9].
For our instructional use we were looking for the
following specifications:
1.

Frequency range up to 3 GHz, preferably 4 GHz.

2.

Good dynamic range, better than 40 dB, preferably
60 dB all the way into GHz range.

3.

Price less than $100 or so.

4.

Relatively good software support.

but the latter has some interesting features that we are
currently evaluating.
We have an on-going comparison between nanoVNA
v2 and a commercial VNA unit and so far there have been
no surprises in everyday use. Any VNA is only as good as
its calibration and that is probably the weakest point of
nanoVNA v2. It does have two options for calibration:
SOL(T) and UXYZ but we have utilized only the former.
This calibration requires well-characterized and
reproducible standards which can be hard to accomplish at
this price level, but some progress has been made [19]. This
realization prompted a change in our course plan where we
emphasized calibration techniques and practical problems
associated with them.

Figure 1. Two versions of nanoVNA v2: one on the left is more
affordable but lacks metal enclosure and has reduced dynamic
range at GHz frequencies [9].

We are currently using both versions of nanoVNA v2
where students can purchase it or rent from the department.
Units are mailed from the department along with other kit
components which are needed for the ECE 431/531 class.
We will continue using it in the follow-on 432/532 class.
B. Affordable SDR: ADALM-PLUTO
Software Defined Radios (SDRs) have been around for
several decades (see, e.g., [10]). Recently they have
become almost a commodity with cheap dongles that
communicate with PC via USB. Similarly, the open-source
community has adopted the concept and GNU-Radio
software is an ongoing project (see [12]).

The last item can be difficult to achieve given that software
is usually open-source with support provided mostly
through forums or blog posts. It is, therefore, important that
the device have a lively community and support base. In
2020 nanoVNA v2 came to market and satisfied all criteria.
Two versions are available (see Figure 1): a more
affordable one (around $80) has no metal enclosure while
the more expensive version (around $140) is shielded and
has better performance overall.
The nanoVNA v2 can be used as a stand-alone unit but
for our use, it is much better to connect it to a PC via USB
and run PC software. There are two programs that can be
used: nanoVNA-QT [15] and nanoVNA-Saver [16]. We
are currently using the former due to its simple interface,
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Figure 2. ADALM-PLUTO Software Defined Radio (SDR) from
Analog Devices [11].

ADALM-PLUTO was used in the spring section of
ECE 432 where it proved very useful in measuring gain
characteristics of LNA, input matching, and nonlinear
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effects. In addition, it was used to measure the input
reflection coefficient and DC output of microwave
detectors. In other words, SDR was turned into a signal
generator and spectrum analyzer with a tracking generator
by using specialized software from [17]. Anexample of
LNA characteristics is given in Figure 3.

Figure 3. Example of LNA S21 (data in red) measured using
ADALM-PLUTO. The vertical scale is 7 - 14 dB, and the
horizontal is 1 - 4 GHz. The Software used is from [17].

We have not yet utilized nanoVNA v2 for active device
measurements and comparison with ADALM-PLUTO is
planned in the near future. However, it is always good to
have a second measurement option to verify any unusual
results. We have done a few qualitative comparisons with
commercial VNA unit and spectrum analyzer and the
results are in qualitative agreement. The biggest problem
relates to relatively poor matching on ADALM-PLUTO
ports. This can be improved by adding 10 dB attenuators at
the expense of the dynamic range. In practice, however, this
has been easy to implement and did not degrade everyday
useability significantly.
It is also possible to measure |S11| in addition to |S21|
but this requires a separate directional coupler. Our initial
experiments with it have been successful and we will
incorporate a mini-project in which students will build one
directional coupler to make their devices more useful.
However, a better device for this may prove to be
nanoVNA v2 but we have to perform more tests. Finally,
the software has the capability to calibrate both the signal
power and response which should produce a better
quantitative agreement with commercial instruments [17].
These tests are in progress.
III. LABS AND SOFTWARE
Ultimately, nanoVNA v2 and ADALM-PLUTO are to
be used in two ways: during lab experimentation and for
characterizing project circuits after manufacturing. How we
redesigned them both is described next.
A. Lab redesign
Previously, labs were set up more like a studio where
students had access to all the instrumentation and simple
tools to make prototype circuits. When needed, they could
go down the hallway to our makerspace and solder
components, purchase components, produce PCB-s, and
similar. Students worked in teams of 2-3 to complete
various problems in each lab session. The teaching assistant

1792

was present during the entire lab session while the
instructor was present during the first half. This enabled a
lot of interaction and any questions or ambiguities could be
resolved quickly. Students also had access to the pool of
knowledge of their peers.
This enabled us to write labs with a level of openendedness that prompted students into inquiry mode of
thinking instead of simply performing specified tasks and
making sure their measurements fit a given theory. It also
enabled labs to be more design-oriented. Moving
everything online presented several problems:
1.

Providing access to instrumentation

2.

Providing access to other resources

3.

Maintaining social cohesiveness and engagement
of students in the class and

4.

Maintaining interactivity of the labs

Access to instrumentation was effectively solved by
nanoVNA v2 and ADALM-PLUTO but it also meant that
we had to provide explicit instruction on how to use them.
In the years past, students already had some familiarity with
commercial VNA-s and TDR-s through labs in
Electromagnetics courses. This took away some time from
other activities. Current instructions will require a couple
of iterations to polish them as we learn more about common
mistakes students make.
We have made heavy use of makerspace which has had
a very positive impact on the kind of projects we can do and
on student engagement. In the new environment, our
makerspace has become like a local PCB foundry but
without any other benefits. One other service they provide
is various workshops, but these are difficult to run in the
online environment.
Arguably, all learning benefits from social interaction
so that nowadays we have systems that turn assigned
readings into social activity via comments and questions,
such as [20]. In our case, the social aspect is coupled with
hands-on activities which makes a transfer to the online
environment even more complex. We have attempted to
maintain or even increase the level of interactivity during
lecture time by using, e.g., breakout rooms in Zoom. The
initial impression is that this is not sufficient, and we have
to look for additional methods. Similarly, Zoom was
effective in presenting introductions to labs and explaining
details that are difficult to put in writing, but it was difficult
to get students to interact with the teaching assistant or
instructor. Out of necessity, our lab instructions are now
much more detailed, and most students seemed to prefer to
do the lab assignments at their own convenience. We
believe this to be inefficient but did not force the issue with
students.
One addition was the incorporation of Slack for
messaging, posing questions, and as a discussion board.
Based on experiences in other classes, we had high
expectations, but the level of interaction was not very high
and was restricted to a subset of students. Several factors
may have played a role: a) students may need a more
structured way of interaction, b) they may need a grading
incentive or c) students are very busy with many outside
distractions. We will have to address the problem of student

MIPRO 2021/EE

interaction more carefully next time the course is offered,
even if it is done in face-to-face or hybrid mode. As a tool,
however, Slack has proven to be a useful addition in either
mode of instruction.
Due to online delivery, we had to make adjustments in
which hardware we use and how. Whereas before we could
do simple demonstrations in the lab, we now had to choose
between doing a video presentation of the same or have
students perform a few of these. We opted for the second
option and purchased the “RF Demo board” (e.g. [21])
which is shown in Figure 4. In conjunction with nanoVNA
v2 students were able to start doing measurements quickly
and we could refer to the measurements when discussing,
for example, the behavior of resonators or how to do an onboard calibration. Overall, this was a very useful addition,
and we will continue its use in the future.

Figure 5. NanoVNA test board kit. The central section of the
board is used for axial components and circuits, while the top
and bottom are for SMD circuits [22].

IV.

PROJECTS AND TEAMWORK

A. Projects and teamwork
Online delivery affected the projects that students work
on in two ways:

Figure 4. Commercially available RF Demo board which is
used to introduce basics of VNA measurements.

We needed a different platform for students to
experiment with DUT characterization and circuit design.
One design, shown in Figure 5, is available for purchase
and has the main features we need: a central location for
testing axial components and circuits, and two areas for
testing SMD components and circuits. This enabled us to
shift emphasis to the exploration of passive components
and their parasitics, as well as problems associated with
calibration and/or de-embedding of measurements. On the
downside, students are required to own soldering iron and
have the ability to solder SMD components. This is a useful
skill and there has been little pushback from students on
this requirement.
In practice, we have noticed several problems and
omissions in the test board design, such as: co-planar
waveguide lines are used where microstrip lines would be
better; solder mask should be eliminated from transmission
lines; well-defined pads for SOLT calibration should be
added; adding TRL calibration structures would be very
useful. These will be fixed in our own future design.
The biggest shift in emphasis brought about by online
delivery is the discussion of calibration, its implementation,
and ramifications of poorly done calibration. This has
resulted in a shift in the lab content, in in-class discussion
of the theory behind it, and in an additional mini-project
discussed below.
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1.

Timelines were adjusted to allow for delays in the
manufacturing of PCB-s or delivery of
components,

2.

which resulted in different mini-projects that could
be done with boards that students already had.

3.

Team size was reduced to two from three,

4.

which resulted in reduced complexity of projects
and elimination of specializations within projects

Mini-projects are supposed to be useful in the
remainder of the course. Previously, students built a coaxial
cable and characterized it. To reflect our emphasis on
calibration, one mini-project involved building a set of
female-SME calibration standards [18]. Another project
was to build an attenuator in a Pi configuration which can
be done using an existing test board and will be used in the
follow-on course.
The final project still involves filter design,
manufacture, and testing but it is now simplified by
removing the task of substrate characterization and
designing a TRL calibration set. This change was necessary
to make the project doable by two-person teams in a
reasonable time. More ambitious teams can design an
SMD-based filter in addition but do not have to build and
test it. In addition to building circuits in our makerspace we
have tried using PCB foundries, but they present design
problems due to the uncertain quality of the substrate used.
V.

DISCUSSION

The issues outlined above can be summarized as
follows:
•

Logistical considerations constrained our choice of
instructional approaches.

•

Student engagement and interactions
diminished during the pandemic.

were
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•

Teamwork was difficult to organize when social
distancing is in place, even if teams are reduced to
only two members.

•

Content coverage had to be reduced to allow
students to adjust to new approaches where they
must be much more self-directed and lack the usual
social support.

Most of these were anticipated but we cannot yet be
satisfied with the effectiveness of our solutions described
above. However, many of the changes had positive effects:
•

New “personal” instrumentation enables a direct
hands-on experience of measurements without the
limitations of restricted access to expensive
instruments.

•

New instrumentation should enable a much more
exploratory approach to design-build-test of
circuits.

•

Some re-focusing of the content was overdue and
the switch to online delivery hastened its
development.

•

Further development of students’ self-directed
learning is an essential element of developing
metacognitive skills and life-long learning.

The switch to personalized instrumentation and its use
in electrical engineering education was already well
underway even before the pandemic. Companies like
Digilent and academic researchers have developed
platforms that provide all the essentials of a fully functional
EE lab such as signal sources, oscilloscopes, and digital
multimeters. Now the same convenience and new learning
opportunities are opening up at microwave frequencies
which were long constrained by expensive instrumentation.
Much of what we developed during the last year will
become “standard operating procedure” in future classes.
However, more careful planning will be needed as well as
paying attention to the best practices learned in the
development of fully online programs. In our case, we
believe that these courses, and others with a similar
organization, would benefit most from a hybrid approach
that marries the best features of online and face-to-face
modes of instruction.
VI.

a.
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Is it possible to transfer much of our face-to-face
classroom and lab interaction to the online
environment? The tentative answer is that it is
possible but the social aspect and student
engagement are ongoing areas of concern.
However, this is probably the wrong question to
ask - we should be asking about the best ways to
incorporate methods from both modes of
instruction.

What are the trade-offs involved? The biggest one
is trading off some open-endedness of labs and
projects in exchange for students’ ability to finish
assignments on time and with less frustration.
Teamwork was reduced to bare essentials in order
to facilitate collaboration and minimize the need
for in-person collaboration.

c.

Should we transfer some of the lessons learned
from online delivery to our regular pedagogy once
the pandemic is over? Absolutely. New
instrumentation will be a tremendous asset that
should free us up from the traditional lab
constraints. We can now envision how a hybrid
approach, combining the best parts of online and
face-to-face instruction, can be developed and be
successful.

While the pandemic is obviously a tragic event, our
experience points to a potential for positive changes to
come out of it.
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Abstract - Due to the COVID-19 pandemic, the course
Communication Systems was transferred from presence to a
virtual lecture. No hands-on lab experiments were possible.
Therefore, a GNU Radio practical part was integrated into
the lecture. A tutorial was written to guide students through
the first steps with GNU Radio to decrease initial problems
and increase student motivation. Several examples were
given regarding digital signal processing, analogue and
digital modulation and demodulation. Software Defined
Radio receivers were set up in the amateur radio lab of the
university and connected to the internet so that students
were able to get real radio data to be analyzed and
demodulated with their own GNU Radio models. This
enables a knowledge transfer from simulated signal
processing to the analysis and demodulation of real live
signals. Students showed medium to high interest in
practical examples during the lectures and tried their own
GNU Radio simulations. Overall, the integration of GNU
Radio and Software Defined Radio receivers into this virtual
lecture gave additional benefits for the students to deal with
signal processing and demodulation experiments. It is
planned to use GNU Radio in the future for complementary
practical examples to the hands-on experiments in the lab.
Keywords - Communication engineering education, radio
communication, Software Defined Radio, GNU Radio.

I.
INTRODUCTION
OTH Regensburg is a German University of Applied
Sciences with a strong focus on education in technical
study programs. The faculty of electrical engineering and
information technology hosts a bachelor program for
electrical engineering. Within this bachelor program, the
lecture dealing with communication systems is an elective
course in the sixth semester with four lecture hours per
week and five ECTS credits. It is taught once per year
each summer semester.
Before COVID-19, this lecture had a practical part in
the lab where groups of students could build small
communication systems and evaluate their performance.
This practical concept is currently not feasible due to high
infection prevention restrictions.
The summer semester 2021 was already the third
virtual semester during the COVID-19 pandemic. Based
on the lessons learned from the virtual summer semester
2020, this lecture Communication Systems at OTH
Regensburg has been developed further to enhance
students’ learning experience.
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The main challenge is that students get some practical
experience during the COVID-19 pandemic also in virtual
courses. Therefore, a concept was developed and
implemented to use GNU Radio as an open-source
software to simulate communication systems [1].
A further challenge is to activate and motivate students
during virtual lectures. There is a risk that students are
only passive in front of their computers during the whole
semester with switched-off cameras. It is seen that
practical parts in the lecture using GNU Radio and a
Software Defined Radio (SDR) receiver enhances
students’ learning experience, increase their motivation
and knowledge gain, which results in better exams [2].
These are important arguments for integrating a practical
simulation part into a virtual lecture.
The next Section describes the pros and cons that led
to the decision to use GNU Radio. The structure of the
virtual course is shown in Section III. In Section IV, the
content of the GNU Radio script, and in Section V, the
internet-connected SDR receiver of OTH Regensburg are
described. Section VI shows the examples prepared for the
students. The evaluation results of the course are shown in
Section VII. Finally, the results and the conclusions are
described.
II. DECISION TO USE GNU RADIO
There are some software packages to simulate
communication systems, like MATLAB, GNU Octave,
GNU Radio, LABVIEW, SciLab, Python, and other
solutions. All these software packages have its pros and
cons. Due to the following reasons, the decision was made
to use GNU Radio in this course:
•

Easy to learn block-oriented graphic user
interface.

•

A large variety of blocks for different types of
communication systems.

•

Available for Windows, Linux, and Mac.

•

Students usually have no severe problems
installing the software.

•

Possibility to write own blocks using Python or
C++.

•

Possibility to simulate communication systems
and build real systems including hardware.
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•

Free Open-Source Software with an active
community.

•

Many information sources on the internet
including a comprehensive homepage and wiki
[3].

•

Many examples of GNU Radio usage available on
the internet.

•

YouTube channel with diverse videos with
announcements
and
presentations
from
conferences [4].

There are also some drawbacks when using GNU
Radio:
•

No professional support is available.

•

Software stability is not perfect, GNU Radio
crashes sometimes.

•

Drivers and simulation blocks are not available
for all versions and all operating systems.
TABLE I.

Section
1
2

COURSE STRUCTURE

Content of Lecture Section
Introduction to the course and first modulation
principles.
Communication media and ways of communication.

3

Multiplexing principles and their applications.

4

OSI Reference Model and TCP/IP stack for structuring
communication systems.

5

Different network topologies and their properties.

6

Access principles to communication channels.

7
8
9

Short introduction to broadcast principles.
Source coding, channel coding and line coding
principles with data compression, error detection and
correction.
Principles of cryptography, symmetric and asymmetric
key cryptography with their applications.

10

Analogue amplitude modulation formats.

11

Analogue frequency and phase modulation formats.

12

Digital baseband modulation and noise.

13

Digital radio frequency (RF) modulation formats.

14

Optical communication components and systems.

15

Digital subscriber line (DSL) communication.

III. VIRTUAL COURSE STRUCTURE
The course Communication Systems is an introductory
course about communication principles and systems, the
course structure can be seen in Table I. It was already
given during the summer semester 2020 as a virtual
lecture. A comprehensive script describes all essential
topics of the lecture and it should be possible for a student
with average knowledge to learn the most relevant
information from the script with some additional online
resources. A flipped classroom setting to activate students
was used for this lecture [5]. A learning schedule was
given to the students containing the topics for each week
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of the semester. All lectures were pre-recorded on videos
so students should work with the script and watch lectures
to prepare for the topics. During the virtual meetings with
the students, most of the time was used to answer
questions from students about the theory in the script and
additional explanations were given. The lecturer discussed
with the students about questions and difficulties in the
theory. Additional questions were asked during the lecture
and tasks were given to the students to think and to
discuss the lecture content. These should motivate
students to think about the theory beyond the explanations
in the script. Usually, 5…6 students attended the lecture
during the summer semester 2021 and approximately 4
students were active during the discussions.
Video recordings of the lectures from the summer
semester 2020 were used for the virtual lectures during the
summer semester 2021. No new recordings were created
for this run. The lecturer provided a learning schedule, so
students knew when they had to finish preparing the
individual topics by reading the script and listening to the
recordings.
Before COVID-19, a practical part was done in the lab
where students could get some hands-on experience by
carrying out a small communication project. This is
currently not possible due to the pandemic situation.
Therefore, GNU Radio is integrated into this course so
students can do their own simulations in parallel to the
theoretical lecture.
GNU Radio was mainly used parallel to Sections 10,
11, 12 and 13 (see Table I) of the lecture to give practical
examples for the theory. The practice with GNU Radio
was optional for the students. A GNU Radio script was
provided as a tutorial, so students get help for their first
experiments. Additional examples were provided on the
learning platform so students could copy and modify
these.
No additional incentives were given to practice with
GNU Radio, students could not get bonus points in the
exam or other advantages.
IV. GNU RADIO SCRIPT
Several projects for students are included in different
courses within the bachelor programs of the faculty. It is
seen from these experiences that students do very easily
programming or low complexity hardware projects.
Students have more difficulties in carrying out projects in
communication technology. One reason for this may be
that the required background knowledge for a
communication project is much more complex and only a
few basic lectures deal with these topics.
According to these experiences, the additional script
for GNU Radio was semi-structured. This means that
diverse hints are given but not everything is explained in
detail. Table II shows its structure and content. It is a
guide to install GNU Radio and to start some first
projects. Examples in the script are becoming more and
more complex. Not all details are described but students
are expected to do their own experiments. They should
explore their own ideas and learn from their own errors.
Students should go beyond the content covered by the
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GNU Radio script and talk with their colleagues about
their ideas and experiences.
TABLE II.
Section
1
2
3
4
5

6
7
8
9
10

GNU RADIO SCRIPT CONTENT
Content of GNU Radio Script

Introduction to GNU Radio.
Download and installation hints for GNU Radio.
The overall working principle of GNU Radio with
some overall instructions on how to start a simulation.
Basic signal processing blocks in GNU Radio with a
filter example for an audio signal.
Two modulation examples, one example with analogue
Frequency Modulation (FM) and one example with
digital Quadrature Phase Shift Keying (QPSK)
modulation.
Noise is added to the QPSK modulation to see
deteriorating effects and communication channel
simulations can be added.
Principles of Software Defined Radio (SDR) Receivers
are explained and the access data for the internet
accessible SDR receiver are given.
A simple example using this SDR receiver to
demodulate FM radio signals is shown and explained.
A short introduction to writing own Python blocks in
GNU Radio is given.
Additional references for the students.

V. SDR RECEIVER FOR STUDENT ACCESS
OTH Regensburg runs its own amateur radio station
that is mainly used for student education and public
events. Due to the COVID-19 pandemic, this station is
currently closed for student access. Therefore, this station
was virtualized to access it from remote. A large variety of
SDRs are available on the market that are well suited for
student education [6]. Two different SDR receivers were
chosen for cost and availability reasons and installed so
the amateur radio station can be accessed by students via
the internet:
•

Nooelec NESDR SMArt: Frequency range from
25 MHz to 1750 MHz with a maximum sample
rate of 2.048 MSPS [7]. Connection to a
2 m/70 cm/23 cm multiband amateur radio
antenna with omnidirectional characteristic.

•

SDRplay RSP2pro: Frequency range from
1.5 MHz to 2 GHz with a maximum sample rate
of 10.66 MSPS [8]. Connection to an
80/40/30/20/17/15/12/10 m multiband amateur
radio antenna with omnidirectional characteristic.

The SDR receivers are connected to a Raspberry Pi 4
computer that is used for data transfer and connected to
the OTH Regensburg internet (Fig. 1). This receiver can
be accessed for security reasons only from the university
internal network, a virtual private network (VPN) access
is possible from outside the physical university network.

Figure 1. NESDR SMArt with Raspberry Pi 4 at OTH Regensburg

Amateur radio signals are seen to be very interesting
for students due to their high variety of frequencies,
modulation formats, signal qualities and information
content. Therefore, the setup with these two SDRs
connected to two different antennas was chosen to cover
all important amateur radio bands.
One challenge for students was the high internet
bandwidth, which is necessary for accessing the SDR
receivers at OTH Regensburg. Each SDR receiver sample
value consists of two 8-bit values (two phase-orthogonal
values) and with a typical sample rate of 2.048 MSPS/s, it
leads to a net bitrate of 32 Mbit/s. Most students do not
have the necessary internet bandwidth to get this data
stream in real-time. Tests were therefore done if it is
possible to reduce the sample rate. For the Nooelec
NESDR SMArt receiver, sample rates down to 250 kSPS
were found to be possible. With this measure, it is
possible to reduce the required internet speed to an
appropriate rate of about 4.5 Mbit/s. The SDRplay
RSP2pro was tested down to 128 kSPS that leads to a
moderate internet transfer rate of about 2.5 Mbit/s. With
this measure, all students should have enough internet
bandwidth to access at least one SDR from remote.
VI. GNU RADIO EXAMPLES
There are diverse possibilities to use GNU Radio for
accompanying a course with diverse examples in literature
[2][9][10]. GNU Radio in combination with SDRs are
seen as valuable add-ons in communication classes to
increase students’ understanding by using diverse
practical examples.
Several GNU Radio examples were given in this
course to the students with different complexity, which
show diverse aspects of signal processing and
telecommunication systems.
A. Basic Signal Processing
Students should see and hear a basic example of signal
processing, how the sound of music changes when it is
filtered or over-amplified. An audio file with music is
filtered by a band-pass filter with variable start and stop
frequencies (Fig. 2). The output signal is given to an audio
output and visualized in the time and frequency domain.

No scheduling and locking software for the receivers
is implemented. It is therefore possible that two students
want to access the same receiver simultaneously, which
leads to a collision. Due to the low number of students,
this event is very unlikely.
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frequencies. In a real system, a frequency shift would be
done after the modulation to the centre frequency of the
channel. In addition, a filter for bandwidth limitation
would be applied. This was discussed with the students to
motivate them to develop this example further.

Figure 2. Signal Processing Block Diagram

The output screen of the GNU Radio signal processing
is shown in (Fig. 3). Signal volume and the pass-band
filter frequencies can be adjusted. A waterfall diagram, a
time diagram and a spectrum are shown.

Figure 5. FM Simulation

Figure 3. Signal Processing Output Screen

B. Frequency Modulation
Frequency modulation (FM) and demodulation were
done to show not only the theoretical FM spectrum by
calculating the formulas but to show a real FM spectrum
with a music signal. Fig. 4 shows the block diagram with
the signal source, the FM modulator, time and frequency
visualization, the demodulation, and the analogue output.

C. SDR FM Receiver
Fig. 6 shows the coupling of the GNU Radio software
with the SDR receiver using the university intranet. The
receiver block is inserted as an RTL-SDR Source. A
frequency and a waterfall diagram show the spectrum. A
squelch blocks the noise when no signal is received. An
FM receiver, a volume control panel and a speaker output
complete the receiver. All important parameters can be
changed so students can see their influence. Students
showed very high interest, especially when listening to
commercial FM radio stations and real amateur radio
communication.

Figure 6. SDR FM Receiver Block Diagram

Figure 4. FM Modulator and Demodulator Block Diagram

The simulation results of the modulation are shown in
Fig. 5. For demonstration purpose to show the FM
principle, the carrier frequency was chosen to be 0 Hz.
Therefore, the simulation shows a spectrum with negative

MIPRO 2021/EE

D. 16-QPSK Digital Modulation
Digital modulation formats are mostly used in modern
telecommunication systems. It is therefore essential for
students to understand these principles. Different formats
are theoretically explained in the lecture and simulated
with GNU Radio. One example is a 16-QPSK (Quadrature
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Phase Shift Keying) modulation, the block diagram is
shown in Fig. 7. A random source gives a sequence of 8bit integer numbers. These are modulated by a
constellation modulator to a 16-QPSK signal. Variable
noise is added and a low-pass filter with variable upper
cutoff frequency filters unwanted spectral parts. A time
visualization with five time-shifted inputs emulates an eye
diagram. Two constellation diagram visualizations are
done, one without and the other with a tunable low-pass
filter.

TABLE III.
ON WHICH OPERATION SYSTEMS HAVE YOU
INSTALLED GNU RADIO AND HAVE THERE BEEN PROBLEMS DURING
INSTALLATION?
Answer
Windows

60%

Linux

20%

MAC

20%

without problems

40%

solvable problems

20%

not solvable problems

0%

not installed

0%

TABLE IV.

WAS THE GNU RADIO TUTORIAL HELPFUL?
Answer

Figure 7. 16-QPSK Block Diagram

The simulation is shown in Fig. 8 with the random
values, the time diagram including noise and the two
constellation diagrams, with and without an additional
filter. Students can easily see the influence of noise and
low pass filter cutoff frequency on the shape of the eye
diagram and the distribution of the received constellation
points.

0%

marginally helpful

0%

some good hints

0%

predominantly helpful

60%

very helpful

40%

TABLE V.

HOW INTENSE HAVE YOU USED THE GNU RADIO
TUTORIAL?

0%

I read some parts

40%

I made own experiments according to
the tutorial

60%

I worked intensely with the tutorial

0%

HOW INTENSE WAS THE USE OF GNU RADIO?
Answer

1800

Percentage of Answers

not used

TABLE VI.

VII. STUDENT FEEDBACK
A student survey was done to get feedback about the
GNU Radio integration into this lecture. An electronic
form with nine questions and multiple-choice answers was
developed. The student group in this lecture is normally
small between 5 and 15 students. During Summer
Semester 2021, 5…6 students regularly attended the
lecture and 5 students participated in this survey. The
feedback results can be seen in Tables III to XI with the
asked questions in the table headings.

Percentage of Answers

not helpful

Answer

Figure 8. 16-QPSK Simulation

Percentage of Answers

Percentage of Answers

not at all

0%

I made some tests

60%

I did own experiments

40%

I worked intensely

0%

TABLE VII.

HOW LONG HAVE YOU USED GNU RADIO?

Answer

Percentage of Answers

not at all

0%

maximum 2 hours

60%

maximum 5 hours

40%

maximum 10 hours

0%

more than 10 hours

0%
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TABLE VIII.

FOR WHICH SIMULATION HAVE YOU USED GNU
RADIO?
Answer

Percentage of Answers

generation and display of signals

100%

signal processing, e.g. filtering

60%

analogue modulation and demodulation

60%

digital modulation and demodulation

0%

access to university SDR receivers

20%

access to private SDR receiver

0%

other topics

20%

TABLE IX.

HOW HELPFUL WERE THE GNU RADIO EXAMPLES FOR
UNDERSTANDING THE LECTURE?
Answer

Percentage of Answers

not helpful

20%

of very limited help

0%

some useful hints

20%

predominantly helpful

20%

very helpful

40%

VIII. RESULTS AND CONCLUSION
Students appreciated the use of GNU Radio in this
virtual semester to get some own experience with signal
processing, modulation, and demodulation topics. It was
useful for demonstration in the lecture and students could
simulate their own ideas. GNU Radio also initiated some
technical discussions about diverse topics with the
students, but the lecturer hoped for a higher student
motivation to simulate their own ideas.
The student feedback shows that all students used the
tutorial and the software, but the intensity was not too
high. This is somehow disappointing due to the high
efforts to set up this concept. It leads to the conclusion that
GNU Radio is a good add-on to the regular lecture and
helps students to understand the lecture content better. But
the simulation of communication systems with GNU
Radio should not be overestimated, it does not replace
hands-on experience in the lab.
GNU Radio will be also used after COVID-19 when
the lecture will be transformed back to presence and lab
projects. It gives additional possibilities to students to
learn about signal processing, modulation, and
demodulation.
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Abstract - Modern technologies are developing rapidly,
and they are an indispensable part of our daily lives. We need
to integrate technologies into the educational process to
achieve optimal results. Integration of technologies into the
educational process needs to be researched and implemented.
Based on research and findings, we developed a modern
learning model supported by cyber-physical systems. We
wanted to explore student’s attention and meditation in
different situations, and for this purpose, we used EEG to
assess the quality of learning in the specific learning case
study. Nowadays the EEG device is used for medical
purposes and can be used to measure different cognitive
activities under certain educational conditions. The following
paper shows the pilot concept of integrating an EEG device
into a modern proposed learning model to support and assess
it.
Keywords - cyber-physical systems, digital education
transformation; EEG device; industry 4.0

I.

INTRODUCTION

We live in a time of rapid change in the development
of technologies and globalization. Cultural and
sociological differences are taking place worldwide;
technology is becoming more and more involved in our
daily lives. Digitalization is implemented in all areas, both
in industry and in our home environment. Changes are
taking place in the field of artificial intelligence and,
therefore, machine learning systems. Currently, some
countries have more data to enable input data for the
development of machine learning systems. China is now
leading in this field [1].
On the other hand, education does not follow the
development of technologies [2]. Educational institutions
need to accelerate the introduction of technologies
carefully and scientifically into the educational process to
motivate students, achieve higher learning goals and
improve it. New learning models and teaching approaches
were developed, which was a complex and multi-layered
process. The action approach and reflection of actions
concerning goals and expectations in the educational
process will be essential [3]. Philosophical debates are
taking place towards Industry 5.0, where the focus will be
on highly skilled workers and robots that will participate
in interaction to produce individualized products and
services, resulting from global trends based on creating
networked intelligent factories of the future [4]. In
engineering and technology, functional competence is
essential, especially in technology and engineering [5]. We
can conclude that functional competence, especially
technological and engineering competence, is essential for
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both teachers and learners in the professional engineering
field. We must be aware that only adequately trained
teachers will play their role in the education and training
process [6].
The structure of the article is as follows. The
introduction gives a description of the general findings and
an overview of the field. This is followed by a description
of the research methodology and, in the third section, the
research findings. The research findings are divided into a
proposal of the modern learning model, which is the
subject of another case study, and a case study in this
article, where we used the EEG device to assess and
support the learning model. The results are provided and
rounded off by the conclusion.
We have developed a modern didactic learning model
based on cyber-physical systems as a pilot study based on
our research and support and asses it with an EEG device.
The electroencephalogram (EEG) is a widely used noninvasive method for monitoring the brain. EEG devices use
forehead electrodes to detect brain electrical waves and
electronics to process signals and transmit data through
Bluetooth communication to laptop, tablet, or smartphone.
It uses a signal processor and communication unit to send
data to the communication channel [7]. Different cognitive
aspects can be measured with an EEG device [8], such as
to measure cognitive load during reading context [9],
presentation patterns [10], interactive behaviour [11],
edutainment [12], e-learning [13], motor skill acquisition
[14] and promoting performance [15].
We can measure different brain waves, such as alpha,
beta, gamma, delta, and theta waves. The variation of beta
waves correlates with attention, and alpha waves correlate
with meditation [16]. Attention and meditation are the
most measured cognitive activities, with attention
predominating in most contributions [8].

Figure 1. Neurosky Mindwave mobile II [17]
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Figure 1 shows the basic concept of Mindwave mobile
2 headset. Attention and meditation of EG students were
measured during certain segments of the learning process
to assess and support the developmental learning model
(Figure 3).
As can be seen in the literature, simple EEG devices
provide sufficiently reliable measurement results and can
be used to implement the pedagogical model [18]. In the
literature review, attention was the most widely used
indicator [8]. Attention is the behavioral and cognitive
process of selectively focusing on a discrete aspect of
information, whether it appears subjective or objective
while blocking out other transparent details [19]. Unlike
attention, meditation is an invariant and self-regulated
cognitive activity for relaxing and calming the mind [20].
While meditation does not represent the physical state of
the individual but his mental state and refers to the
reduction of active cognitive processes of the brain [21].
This means that a higher level of relaxation makes the
individual more active and less stressed. A higher level of
meditation can increase the student's ability to pay
attention to better absorb and inform information when the
level of attention and meditation are in an optimal state for
learning [22].

the attention and meditation of 15 EG students. We
measured EEG responses under different circumstances to
prove that learning with modern technologies is more
cognitively intensive between specific steps of the
proposed learning model.
III.

RESEARCH RESULTS

We have developed a modern didactic learning model
(CPLM) based on cyber-physical systems as a pilot study
based on our research, which was a case of another study
(Figure 3).

[mV]

MEDITATION
ATTENTION

t [min]

Figure 2. Measurement of attention and meditation example

Figure 2 shows an example of measured values of
attention in meditation over a period of time in mV unit.
We measured mean values responses of EG students in 150
s time period.
II.

METHODOLOGY

Our goal was to research using a simple EEG device
Mindwave Mobile 2 and Mindwave Neuro-experimenter
software which displayed measured signals from the
device in the development of a pilot learning environment.
Our working hypothesis was that we could use the EEG
device to support the learning model. Our research focused
on teaching pedagogical robotics in vocational education
at the upper secondary level and using advanced
technologies for this purpose to achieve optimal
pedagogical outcomes.
We studied an experimental group (EG) of 15
vocational high school students of the course
Mechatronics. They were 18-19 years old. In the
vocational high school (mechatronics and mechanical
engineering technician training), robotics is taught in the
AVR (automation and robotics) and RBT (robotics)
learning modules; welding with industrial robots is also
included in the curriculum. The research was conducted in
the classical approach of training with a control group
(CG, n=15) and the second part with an experimental
group (EG, n=15) based on introducing a modern teaching
model for robotics training, supported with an EEG device.
Based on the articles and findings examined, we measured
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Figure 3. CPLM learning model proposal

As we can see in Figure 1, we integrated a simple EEG
device into the learning model to measure the cognitive
activities of the students to support and assess the proposed
learning model.
TABLE I. ATTENTION COMPUTER PROBLEM SOLVING (A-CPS),
MEDITATION COMPUTER PROBLEM SOLVING (M-CPS), ATTENTION VR
(A-VR) AND MEDITATION VR (M-VR) – SCALABLE MEASUREMENTS IN
MILI-VOLTS
N

A-CPS

A-VR

M-CPS

M-VR

1.

42,41

41,63

49,62

40,44

2.

56,33

39,07

65,03

53,41

3.

42,82

52,92

47,81

73,74

4.

48,52

52,30

59,57

53,64

5.

45,74

66,17

49,06

46,65

6.

46,13

59,81

57,03

45,03

7.

48,87

79,07

50,87

54,47

8.

39,66

42,40

79,31

58,70

9.

40,18

57,88

40,41

45,33

10.

55,68

58,10

59,59

70,47

11.

51,13

42,35

71,20

64,09

12.

57,28

39,38

51,73

52,55

13.

75,22

52,34

38,65

42,65

14.

38,53

49,11

38,97

40,46

15.

37,20

39,12

55,27

58,78
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StD

9,88

11,51

11,56

10,38

Mean

48,38

51,44

54,27

53,36

In Table 1, we see measures of attention (A-CPS) and
meditation (M-CPS) during computer problem-solving
robotics simulation task and VR environment problemsolving task (A-VR, M-VR). The students performed the
computer problem solving as a robot simulation task
during the measurements with an EEG device. The time of
recording cognitive activity was 150 s. In the pilot group
of students solving computer problems, we measured the
attention mean value of 43.38 and meditation mean value
of 54.27. The time of recording cognitive activity was 150
s. In the pilot group of students solving computer
problems, we measured the attention mean value of 43.38
and meditation mean value of 54.27.
Then we included the VR environment and measured
the same parameters in the immersive environment and
VR simulated task. As we have noted, meditation is a
cognitive activity to relax and calm the mind, and
consequently, a higher level of relaxation makes the
individual more active and less stressed. In the pilot group
of students using a VR educational environment, we
measured the attention mean value of 51.44 and meditation
mean value of 53.36.
In Figure 4, we can see the measurements graphically.
Based on measurements, we can see that attention in the
VR environment is increased by 5.94% compared to the
computer problem-solving environment, however, in this
stage results are not jet statistically checked. The mean
value of meditation is slightly lower than computer
problem solving, which can be justified by the fact that it
is an immersive environment, and students are less relaxed
at the beginning of the test.

Attention - Mean

Meditation - Mean

Figure 4. Measurement of attention and meditation mean values

As we researched in articles, a higher level of
meditation can increase students' attention ability to absorb
and inform information better. When attention and
meditation are high, learners are in an optimal state for
learning [22]. Based on the EEG measurements and
Analysis of articles, we can claim with greater probability
that VR increases students' attention so that they are in an
optimal state for learning.
As we can see in Table 2, we made a T-test to
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examined whether there were significant differences
between measurements of attention and meditation means
in a computer environment or VR environment. Kurtosis
coefficient K for attention measured values (A-CPS
K=2,79, A-VR K=0,78) show us that there were peak
measurements distributions, and skewness coefficient S
(A-CPS S=1,44, A-VR S=0,94) show us that there was
right asymmetric measurements distribution. Coefficient
K of meditation measured values (M-CPS K= 0,18 M-VR
K= 0,43) show us that there were peak measurements
distributions, and skewness coefficient S (M-CPS S= 0,61,
M-VR S= 0,59) show us that there was right asymmetric
measurements distribution.
TABLE II. PAIRED SAMPLES CORRELATIONS T-TEST RESULTS FROM
COMPUTER PROBLEM SOLVING SIMULATION VS VR ENVIRONMENT
A-CPS

A-VR

M-CPS

M-VR

Min

37.20

39,07

38,65

50,44

Max

75,22

79,07

79,31

70,47

StD

9,88

11,51

11,56

10,38

Mean

48,38

51,44

54,27

53,36

K

2,79

0,78

0,187

0,43

S

1,44

0,94

0,61

0,59
Sig. P

Pair

Attention Computer Problem
Solving (A-CPS)

N

r

Sig. p

t

2tailed

15

0,022

0,94

-0,79

0,44

15

0,493

0,062

0,319

0,755

Attention VR (A-VR)
Meditation Computer Problem
Solving (M-CPS)
Meditation VR (M-VR)

Mean value of A-CPS (x = 48,38), is lower than A-VR
(x = 51,44) but the standard deviation A-VR is higher
(s = 11,56). The correlation between the groups is very
small (r = 0,022) and not statistically significant (p = 0,94).
The mean value M-CPS (x = 54,27) is higher than for the
M-VR (x = 53,36), and the standard deviation M-VR (s =
10,38) is lower. The correlation between the two groups is
high (r = 0,43), but not statistically significant (p = 0,062).
Looking at the coefficient t, which shows the statistical
characteristics of the differences rather than the practical
significance, we found that they were statistically
insignificant (t = -0,79, P = 0,44) when comparing
measurements, A-CPS and A-VR). The arithmetic mean of
A-CPS results ( x = 48,38) is lower than A-VR (x = 51,44).
The effect is low (d=-0.79). When comparing
measurements M-CPS and M-VR we were found to be
statistically insignificant (t = 0,319, P = 0,755). The
arithmetic mean of M-CPS results ( x = 54,27) is higher
than M-VR (x = 53,36). The effect is medium (d = 0,319).
So, we can conclude that the VR environment has a more
impact on the state of Meditation than on Attention.
IV. CONCLUSION
This paper provides an overview of a pilot study
using an EEG device to support and assess a modern
learning model. Based on theoretical sources and findings
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on the effects of technology, we conducted a study on the
learning model using an EEG device and investigated how
the technology can be used to develop the learning model.
We measured different responses in different situations of
perception and acceptance of the given information. We
found that we can measure the EEG response of attention
and meditation and incorporate this into the didactic model
to achieve more effective learning outcomes. The area
where VR technology is most valuable is in education and
memory development. Cognitive processes are quickly
adapted to the virtual environment [23]. VR technology
has a significant impact on spatial and visual memory.
With the help of modern technologies, we can influence
the increase of spatial and visual memory [24]. Based on
these and other findings, we implemented the VR
technologies and the EEG device into educational robotics
and created a pilot model for cyber-physical learning. With
the help of such a learning model, students can develop
better learning and business success, employability, and,
most importantly, higher taxonomic level skills. The
following important assumption is that by exploring
modern technology-based learning environments, we can
achieve greater work motivation and procedural skills
through appropriate tools and suitable learning
environments. Since the information presented is more
intense, it affects multiple centers in the brain and,
consequently, multiple neural connections. With
technology, we can influence changes in the brain and the
formation of new thought patterns. With short learning
sessions in the virtual world, we can influence the
knowledge of robotics training faster and more effectively
than with classical training methods. Because the stimuli
are more intense, we can remember more information in
less time.
On the other hand, we can see that in the case of our
pilot study results are not statistically significant. Based on
the T-results we can conclude that the VR environment has
a more impact on the state of Meditation than on Attention
(Table 2). Meditation is a cognitive activity to relax and
calm the mind, and consequently, a higher level of
relaxation makes the individual more active and less
stressed. If we proceed from this finding, this can be used
in the development of the learning model. It is very
important that we also maintain learning through
traditional written resources [25]. We argue that modern
technologies must be introduced into the educational
process, but carefully and not completely. Part of the
education must be done with classical written sources, part
with modern learning platforms, and part with modern
immersive technologies.
For future studies, it is important to set an appropriate
time frame for the use of modern technologies because it
can have negative consequences and effects on the
psychosomatic of the user. The augmented reality (AR)
field is also a very important immersive technology and
needs to be explored for education purposes in the near
future. As EEG devices become more affordable and
technologically advanced, in the future, we may be able to
take cross-class measurements simultaneously and in
combination with the use of artificial intelligence (AI).
Considering that education does not follow the evolution
of technology, teachers need to explore and use technology
for optimal individual development. Based on the results

MIPRO 2021/EE

and literature studied, we conclude that the modern
learning model can be supported with an EEG device, but
the technology needs further research. We suggest a larger
sample research group of students, longer measurements
times, and the use of more technologically advanced EEG
devices, which are becoming cheaper and more accessible
for use.
REFERENCES
[1]
[2]
[3]
[4]
[5]
[6]

[7]
[8]
[9]

[10]

[11]

[12]

[13]
[14]

[15]
[16]

[17]
[18]

[19]
[20]
[21]

L. Kai-Fu, "Ai Superpowers, China, Silicon Valley, and the new
world order", 2018.
OECD, "Trends shaping education 2018 spotlight", 2018.
OECD, "The future of education and skills education 2030", 2018
J. Škrlec (). “Celovitejši pogled na prihajajočo Industrijo 5.0, ki že
buri duhove”, Revija Ventil, FS UL, 2018.
B. Aberšek, "Problem-based learning and proprioception,"
Cambridge Scholars Publishing, 2018.
Z. Cencelj, A. M. Kordigel, B. Aberšek, A. Flogie, “Role and
meaning of functional science, technological and engineering
literacy in
problem-based learning", Journal of Baltic Science
Journal, 2019.
S. Morshad, M.R. Mazumder, F. Ahmed, "Analysis of brain wave
data using Neurosky Mindwave Mobile II ", 2021.
J. Xu, B. Zhong, "Review on Portable EEG Technology in
Educational Research ", Computers in Human Behavior, 2017.
C.M Chen, J.Y. Wang, Effects of online synchronous instruction
with an attention monitoring and alarm mechanism on sustained
attention and learning performance, Interactive learning
environment, 2017.
HCK. Lin, S.H. Su, C.J. Chao, C.Y. Hsieh, S.C. Tsai,
"Construction of multi-mode effective learning system: Taking
effective design an example", Journal of Educational Technology
and Society, 19(2)132-147, 2016.
C. M. Chen, C. H. Wu, "Effects of different video lecture types on
sustained attention, emotion, cognitive load, and learning
performance ", Computers & Education, 80, 108-121, 2015.
M. Y Ma, C. C., Wei, "A comparative study of children's
concentration performance on picture books: age, gender, and
media forms ", Interactive learning environments, 24(8), 19221937, 2016.
I. Ghergulescu, C. H. Muntean, "A novel sensor-based
methodology for learner's motivation analysis in game-based
learning ", Interacting with computers, 26(4), 305-320, 2014.
C. S. Lin, Y. C Lai, J. C. Lin, P. Y. Wu, H. C. Chang, "A novel
method for concentration evaluation of reading behaviors with
electrical activity recorded on the scalp ", Computer methods and
Programs in biomedicine, 114(2), 164-171, 2014.
S. W. Wong, R. H Chan, J. N. Mak, "Spectral modulation of frontal
EEG during motor skill acquisition: a mobile EEG study",
International Journal of Psychophysiology, 91(1),16-21, 2014.
J. C. Y. Sun, K. P. C Yeh, "The effects of attention monitoring with
EEG biofeedback on university students' attention and selfefficacy: The case of anti-phishing instructional materials",
Computers & Education, 106, 73-82, 2017.
Mindwave Mobile II, 2021,
https://store.neurosky.com/pages/mindwave
T. Egner, J. H. Gruzelier, “EEG biofeedback of low beta band
components: frequency-specific effects on variables of attention
and event-related brain potentials", Clinical Neurophysiology,
115, 131–139, 2004.
J. R. Anderson, "Cognitive psychology and it's an implications ",
(6th ed.) (p. 519). NewYork, NY: Worth Publishers, 2004.
K. Anand, K., Ruchika, K. S. Ram, A. Iqbal, W. Puneet,
"Alternative healing therapies in today's era", International Journal
of Research in Ayurveda and Pharmacy, 5(3), 394-396, 2014.
D. V. Poltavski, "The use of single-electrode wireless EEG in
biobehavioral investigations", In A. Rasooly, & K. E. Herold

1805

(Eds.), Mobile Health Technologies: Methods and Protocols (pp.
375-390). Passaic, NJ: Humana Press, 2015.
[22] M. Napoli, "Mindfulness training for teachers: A pilot program",
Complementary Health Practice Review, 9(1), 31– 42, 2004.
[23] P.P. Kenny, G. Thomas, R. Jonathan, "Virtual humans for assisted
health care", ACM Press the 1st ACM international conference Athens, Greece (2008.07.16-2008.07.18), Proceedings of the 1st
ACM international conference on Pervasive Technologies Related

1806

to Assistive Environments - PETRA '08.
[24] S. Lekan, "Virtual Environments, Rendered Realism and Their
Effects on Spatial Memory", University of Washington, 2016.
[25] Delgado, P., Vargas, C., Ackerman, R., L. Salmeron, Don't throw
away your printed books: A meta-analysis on the effects of reading
media on reading comprehension. Educational research review 25.
23 - 38. Elsevier, 2018.

MIPRO 2021/EE

Automation and measurement classes for power
engineering students in the online-mode
E.I. Merzlikina, N.S. Dolbikova, A.V. Kuznetsova and G.V. Farafonov
Department of Automated Control Systems for Thermal Processes
National Research University Moscow Power Engineering Institute, Moscow, Russia
MerzlikinaYI@mpei.ru
Abstract - This paper considers online classes for power
engineering students. The work embraces two subjects:
automation in industry and power engineering and
measurements and measuring instruments in power
engineering. Both subjects have in common a very
important thing from the online teaching and learning point
of view. They have laboratory classes, during which
students work with real control devices and measuring
instruments, that is why it is rather challenging to organize
the classes in the online mode. Besides the laboratory
classes, the courses under consideration consist of lectures
and term project consultations. Having completed the
courses students take exams. This paper describes the
experience the authors obtained in organizing the classes
and teaching techniques that allowed them to provide their
students with the necessary skills and knowledge. For the
online classes, the authors used several software packages:
Cisco Webex, Moodle, CODESYS, and some special
programs developed in MPEI university. This paper also
describes the results the authors obtained and the
difficulties they faced.
Keywords – automation, control systems, measurement,
measuring instruments, online education, laboratory classes,
engineering education

I.

INTRODUCTION

Online education now is really popular and important,
because it gives a lot of possibilities to study for people
who would not have them otherwise. For example, in
many Russian power plants employees can improve their
skills and knowledge through online study. In this case,
they do not have to leave the power plants and go to a big
city that may be rather far from the place where they live
and work. Online education also allows students and other
people to take courses in various colleges and universities,
so people can implement the so-called “live and learn”
concept. For example, in Russia, there is “Open
education” project [1], where everybody can take a
suitable course. “Open education” is a course-gathering
website where Russian universities upload online courses
on various subjects and topics. Having completed a course
at the website, one can obtain a certificate and thus credit
the course in the university where he or she studies.
In the spring of 2020, online education became not
only a useful addition to the common “off-line” education
but the only possible variant because of the COVID-19
pandemic. On 16th March all universities in Russia had to
implement the online study mode, though teachers were
allowed to go to their universities. But on 28th March

MIPRO 2021/EE

Russia like many other countries declared a national
lockdown that totally lasted almost three months. In the
middle of November 2020 students were sent to the online
study mode again, and they were allowed to return to their
universities only on 8th February 2021. That means that all
Russian universities had to work in the online mode for
almost two terms and had to organize two exam periods,
in summer and winter, in the online mode.
In the situation described the authors acquired some
valuable experience in teaching, using special software,
and so on, and they would like to share this experience
with Russian and foreign colleagues. This paper is
devoted to two courses, they are automation in industry
and measurements and measuring instruments. These
courses have a lot in common, they consist of lectures and
tests (and independent work of students, of course) and
laboratory classes. There are many laboratory classes in
each course. During the classes, students work not only
with computers but also with some hardware (measuring
instruments, controllers, LCD panels, etc.) that they do not
have at home. That is why it was necessary to find some
ways out of the situation described.
This paper describes the experience and results the
authors obtained through the online teaching period and
the problems they faced.
II.

SYLLABUSES OF THE COURSES

As it has already been mentioned the paper considers
two courses: automation in industry and measurements
and measuring instruments. The syllabuses are given on
the official website of MPEI [2] and are briefly described
below.
Both courses are one-term courses, the first one is for
master students and the second one is for bachelor
students. Students of some faculties do the courses in the
spring term and of the other faculties – in the fall term.
There are 16 studying weeks in each term.
The courses are obligatory for all students of three
faculties. The number of students doing the courses each
term is rather big. There are six or seven classes in the
faculty where the master students do the automation in
industry, and there are up to twenty-five students in each
group. The situation in the other faculties and courses is
more or less the same that is why organizing online
education for the students was time and power-consuming
work.
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The course of automation in industry consists of
lectures, laboratory classes, tests, and a small project. The
lectures occupy 16 hours, so the students have one twohour lecture every other week.
The laboratory classes occupy 32 hours, each class is
four hours, which means that students have 8 laboratory
classes in the term; one laboratory class every other week.
The tests are connected with the material of lectures,
students have four tests in the term. Students also have
two colloquiums connected with the laboratory classes
and at the end of the term, they hand in their individual
projects. At the end of the course, students have an oral
examination.
During the course, the students study elements of the
control theory, structures of industrial control systems,
and the hardware and software used for these systems. At
the lectures, the theoretical aspects are considered, and at
the laboratory classes, the students use the knowledge
gained in practice.
After mastering the course the students must know
how control systems operate and what main parts they
consist of and they are able to develop and tune a simple
control system and create a controller program for it.
The structure of the course of measurements and
measuring instruments is very much like the structure of
the previous course. It consists of eight two-hour lectures,
eight four-hour laboratory classes, tests on the lecture
material, and colloquiums connected with the laboratory
classes. The students have no projects in this course,
though they have more colloquiums. At the end of the
course, students have an oral examination.
The course is devoted to the general theoretical
matters
connected
with
measurements
(errors,
measurement accuracy, calibration, etc.), methods of
measuring some physical parameters connected with
thermal engineering (temperature, pressure, level, flow,
heat, chemical parameters), and modern measuring
instruments.
After the course, students know common measuring
methods and are able to measure thermal parameters and
use wide-spread measuring instruments.
Both courses are necessary for future specialists in
power engineering because automation is used
everywhere nowadays and control systems cannot work
without measurements.
III.

ONLINE EDUCATION: DIFFICULTIES AND PROBLEMS

Before the pandemic, MPEI teachers did not use
online teaching for regular MPEI students. Of course,
teachers used emails to send the students assignments for
their projects, question lists for the colloquiums,
supplementary materials, and so on. Teachers also used
their department websites to upload studying material for
the students. Sometimes teachers used Skype or Zoom to
communicate with students who, for example, went to get
industrial work experience in some other city.
When in March 2021 remote education was introduced
it was unexpected for everybody. Everybody understood
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that it was necessary to organize online classes for the
students, but in the beginning, nobody understood how to
do it.
In March 2021 MPEI promptly introduced web
conferencing platform Cisco Webex [3] for organizing
online classes for the students. The university even
managed to organize a small course on Cisco Webex for
teachers before the total lockdown was declared.
Unfortunately, at that time the teachers older than 65 had
to stay at home and could not attend the course, so those
teachers who could attend to course had to help their
colleagues to master Cisco Webex using some familiar
software, for example, Skype. According to the order of
the university administration, all the scheduled classes had
to be organized online, so it was not possible to use only
Moodle and emails.
When Cisco Webex was introduced, the students had
already been on the remote education mode, so first the
teachers had to send them detailed instructions and when
they joined the conferences, it was necessary to clarify
other matters connected with using Cisco Webex. Another
critical problem was the hardware and internet
connections. Many students had really poor internet
connections at home and some of them joined Webex
conferences via their smartphones. It was more or less
normal for the lectures (but of course, it was not the best
variant), but it was a rather unsuitable variant for the
laboratory classes, colloquiums, and tests.
The teachers had to change some studying materials in
real-time mode, invent some new laboratory classes and
tests, and it took them a lot of time. In the beginning, in
the spring of 2020, it was rather hard, though it was better
in the autumn.
The MPEI students may be called the “digital natives
generation”, but they were not prepared for the situation
either. Some of them did not have a place to study fulltime in the online mode or had poor internet connection or
hardware. Another problem observed was psychological.
During the offline lectures, the students are free to ask
questions if they cannot understand anything. When the
online lectures began the students (even hardworking and
motivated ones) stopped asking questions. At first,
everybody thought that may be during the lectures the
students surfed social networks or did something else that
was not closely connected with the subject of the lecture,
but the situation was more complicated. Of course, some
students did surf the internet, but others when they were
asked about it answered that it was uncomfortable for
them to ask questions. When the lectures became online
the students could not understand if some moment was
suitable for asking questions or not. They could not
understand it even if their teacher used the web camera
and the students could see what their teacher was doing.
This thing was unexpected for everybody.
The laboratory works represented a huge problem
because in the laboratories workbenches were used where
real controllers and measuring instruments were installed.
When the students were transferred to the online
educational mode they could not come to the university
and use the laboratories. And when the Russian lockdown
was declared the teachers could not come to the university
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and use the laboratories either. That is why they had to use
(and even invent) new tools for the laboratory classes
implementing mostly free software and the applications
that could be used through browsers.
IV.

SOFTWARE FOR CLASSES

As it has already been said Cisco Webex [3] (or, more
exactly, Cisco Webex Training) was used in MPEI for the
online lectures. Cisco Webex Traning allows to
demonstrate presentations, organize video and audio
connection, use and share a whiteboard, upload course
materials for students to download and create and run
online tests. A user can fill in an address book with the
necessary emails and it was very convenient. The software
was bought by the university, and it was obligatory to
have all the scheduled classes in the online mode, so
teachers had to use Webex.
Teachers faced some difficulties with the test editor of
Cisco Webex Training. First, it is not possible there to
insert a complex formula or a diagram in the test, and
sometimes it is necessary for the courses under
consideration. Second, Cisco Webex Training cannot mix
the questions in the tests automatically and it is
inconvenient because unless the teacher changes the
questions or the order of the questions manually the
students if they have to retake the test have always
absolutely identical tests. The third problem is that if a
student connects to the conference via a smartphone or
tablet, it is very difficult or even impossible to run the test
on the device. MPEI support service did not manage to
help solve this problem and that is why teachers had to use
one more software package, Moodle [4], for the tests.
Moodle does not have the disadvantages mentioned.
For the laboratory classes for the course of automation
CODESYS 2 [5] was used, it is a software package used
for controller programming and HMI development.
CODESYS is not too demanding to the resources of the
computer where it is installed. Moreover, it is possible to
download it from the internet for free, and even a Russian
version of the program exists. CODESYS includes five
programming languages of standard IEC 61.131-3 [6] (IL,
ST, FBD, LD, SFC) and an additional language (CFC).
CODESYS is easy to master and use, it is possible to use
it on a computer that is not connected to a controller (that
was very important during the lockdown).
For a part of the laboratory classes, Mathcad [8] was
also used. For some tasks, students used Mathcadapplications developed in MPEI and the university sever,
and students also worked with Mathcad installed on their
PCs.
In the autumn of 2020 sometimes Teamviewer was
also used to give students a possibility to use the real
workbenches that was particularly important for the
students who in that period were preparing their diploma
works. Using Teamviewer for this purpose was not
possible in spring because teachers could not enter the
university.
For the laboratory classes on measurements and
measuring instruments simulators for thermal power plant
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workers were used. The software was developed in MPEI
by a scientific group.
We arranged the exams at the end of the term in a
mixed oral-test format, which means, that students had a
long test on the whole material in Moodle and after that a
small colloquium with a teacher. It was obligatory for the
students taking the exams to turn their web cameras on
and show their student cards to the teacher at the
beginning of the exam. It was not allowed to turn the
cameras off till the end of the exam. In the off-line mode
students are not allowed to use their phones or textbooks
at the exams. When an exam is in the online mode, it is
difficult to supervise the students even if they keep their
web cameras turned on. Of course, they were told, that it
was strictly prohibited to use their textbooks and phones,
but, unfortunately, there are always people who cheat in
this situation. That is why the time for the tests was
strictly limited, and if a student tried to cheat (for
example, tried to find the answer on the internet), he or
she lost too much time for one question and could not
answer all the questions in the given time interval. Before
the beginning of the exams, the experiment was made.
Several post-graduate students were asked to complete the
exam tests, and some of them were asked to cheat. After
the tests, they said, that cheating with the web camera
turned on was really difficult and time-consuming though
technically possible.
The colloquium with students (the second part of the
exam) took a lot of time because it was not possible to
have a colloquium with more than four students in an
hour. That is why it was necessary to divide each class
into several groups, four or five students in each one.
Students of the first group had their colloquium, for
example, at 1 p.m., students of the second – at 2 p.m., and
so on.
V.

MEASUREMENTS AND MEASURING INSTRUMENTS.
LABORATORY CLASSES

These laboratory classes were most difficult to
organize, because they were connected with
measurements, measuring thermal parameters, and did not
include any programming. It was necessary to familiarize
the students with the instruments, so the teachers younger
than 65 had to get permission to go to the university (it
was not easy during the lockdown) and take photos and
videos for presentations.
The videos and presentations were not enough,
because any laboratory class means that students do some
practical work, otherwise it makes no sense. Finally, it
was decided to use a computer simulator developed in
MPEI by a scientific group for training thermal power
plant workers. There were simulators for measuring
systems with thermocouples, resistance temperature
detectors, instruments for measuring pressure and pressure
difference, flow (based on the pressure difference on an
orifice plate), and level (based on the pressure difference).
So, there were simulators for most of the course. Of
course, it was necessary to ask the developers to simplify
the software a little, because otherwise, the laboratory
classes would have been too hard for the beginners.
Another advantage of the simulators was that it was
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possible to run them on the university server and the
students worked with the simulators through a browser,
they did not have to install any additional software on
their computers.
The window of the simulator of a measuring system
with a thermocouple is shown in Fig. 1.

Fig. 2. Simulator of pressure measuring system maintenance.

Using this simulator the student understands how to
connect a manometer to a pipe and how to arrange the
pipe bleeding, etc.
Of course, the student does not work with the real
equipment, but nevertheless, it is possible to obtain some
practical skills, and these simulators also help to combine
theory with practice.
VI.

AUTOMATION IN INDUSTRY. LABORATORY
CLASSES

Fig. 1. Simulator of a measuring system with a thermocouple.

The simulator works in the following way. When a
student enters the system, he/she inserts his/her name and
the number of the class, and the system saves it. While the
student is working the system saves all the actions, errors,
and results, so the student and the teacher can look
through the laboratory class history and analyze it after the
class.
In the first part of the lesson with the simulator the
students study how to connect and tune the measuring
instruments, some reference information is also given in
the simulator window (in Fig. 1 it is shown in the bottom
right corner). The system follows the student and saves all
the actions and errors. When the student is able to connect
and tune everything in the right way, he/she can turn to the
second part of the lesson and study how to analyze the
performance of the system and identify failures. It is for
the student to decide if he/she wants to turn to the second
part of the lesson or have some more training with the first
part.
Let us consider an example. When the student works
with the measuring system with a thermocouple, he/she
may be given the failures listed below. The electric
polarity of the thermocouple compensating wires may be
wrong, ordinary connector wires may be used instead of
the thermocouple compensating wires, the compensating
device for the cold junction temperature for a K-type
thermocouple may be used instead of the device for the Ltype thermocouple, the polarity of the compensating
device supply source may be wrong and so on. The
student has to identify the failure and specify the
correction ways, one can do it by means of some active
elements in the diagram in the upper part of the window
(Fig. 1).
Some simulators are also devoted to the maintenance
of the measuring instruments. For example, in Fig. 2 the
upper part of the pressure measurement system simulator
window is shown.
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The laboratory classes in the course of automation in
the industry consist of two parts. The first part is devoted
to the control theory elements, the students obtain step
responses and frequency responses of linear dynamic
systems and analyze the stability of linear dynamic
systems. The pandemic and the online mode did not
change this part of the laboratory classes, because no
additional equipment and software were necessary for
them. All the students of MPEI have computers (maybe,
not very new and powerful, but they do have them) and
Mathcad is installed there. If it was necessary to run some
application on the university server it was possible to do
it, so the laboratory classes concept did not change.
The situation with the second part of the classes was a
little more complicated because in the offline mode
laboratory workbenches are used. The workbenches are
equipped with computers (where CODESYS is installed)
and with other equipment (controllers, LCD operator
panels, actuators, etc.) mainly made by Owen [9]. The
workbenches are also equipped with small electrical
heaters that are used as control plants.
To familiarize the students with the equipment
presentations with photos and videos were developed, but,
of course, it was not enough. So an advantage of
CODESYS was used. This software package has a socalled emulation mode that allows a user to run a program
without any connection with a controller. It cannot replace
the work with the controller totally, but the students could
run their programs to check if they work at all. In spring it
was impossible to do more, so, after that, the students sent
the program file to the teacher, who checked it, and if
there were critical mistakes explained them to the student.
After that, the student corrected the mistakes and sent the
new version of the program to the teacher. Finally, when
the program was correct, the teacher sent to the student the
experimental data received on the workbenches to make
calculations.
In the spring during the lockdown, it was not possible
even for the teachers to go to the university often, and that
is why, when this algorithm was invented, one of the
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teachers got the permission, went to the university, and
spend there whole day making experiments and saving
data for the laboratory classes. To implement the
described algorithm effectively, it is better to have one or
two assistants (in this case Ph.D. students were asked to
help) because it takes some time to check programs and
explain what is wrong.
In the autumn the teachers could go to the university
and it was possible to make the laboratory classes more
interesting. During the classes the students developed not
only the controller programs but also simple HMIs that (if
developed correctly) allowed them to control the whole
workbench through the computer, sometimes Teamviewer
was used to let the students make their experiments almost
themselves. In this situation, a teacher (or somebody else)
should always stay in the laboratory in the university,
because the students work remotely with electrical heaters
and actuators, and somebody must be able to switch the
equipment off if anything is wrong. There are some
operations in each laboratory work, for example, switches
on the workbenches, that can be performed only manually,
and there are six workbenches in the laboratory. So the
teacher should have an assistant (or two). Even in this
situation, the students cannot observe everything that is
happening on the workbench, but it gives them the
possibility to take part in the experiment. Using
Teamviewer also gave the students who needed the
workbenches for their diploma experiments the possibility
to make the experiments.
In this case, the students, unfortunately, obtain not
very good skills in working with the controllers, etc., but
they did obtain some skills in programming, tuning, and
HMI development.
VII. CONCLUSION
This paper considered the experience of some MPEI
teachers in arranging online classes in the modern
conditions of the COVID-19 pandemic, and may be
somebody finds this experience useful. It is possible to
say, that online teaching and learning are certainly better
than nothing, but it cannot totally replace traditional
offline education, at least, in the engineering sphere.
According to the experience obtained it is possible to
say that online teaching takes much more time for
preparation than offline. For example, one does not have
to prepare videos about laboratory workbenches for the
offline laboratory classes, because at these classes students
can see and touch the workbenches. Hardware and good
internet connection are critically important for online
education. In the offline case, one can teach and study
without any internet connection at all but in the online
case, it is simply not possible.
All the practical assignments may be normally
performed only in the offline mode. It is possible to create
a video that shows how one can connect a thermocouple
to a controller and students can watch it. But to understand
everything better and be able to perform this operation in
the future, they should do it themselves several times.
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Engineering is a really practical sphere and practice
cannot be organized online.
Some MPEI students were asked about their opinions
concerning the online educational mode. Most of them
answered that the online mode allowed them to save time,
because they did not have to go to university, but
generally it was the only advantage mentioned. As a rule,
the first-year bachelor students are more enthusiastic
about the online mode than the third or fourth-year
bachelor students or master students. Students said that
they did not want to depend on internet connections,
because a lot of them experienced technical problems
during the online period. For others, the online study was
difficult because they did not have a working place
available for six or eight hours in the afternoon. All the
students asked said that they understand the material better
when they study offline and can talk to the teacher
personally.
Now MPEI like many other Russian universities uses
the so-called mixed mode, which means that students have
lectures online and seminars and laboratory classes
offline. Those students who cannot come to the university
(for example, because they are foreigners and the borders
are closed) have all their classes online. Generally, the
university tries to organize offline as many classes as
possible taking into consideration epidemic measures.
Everybody hopes that in the future (next term or next
year) all students will study in the offline mode.
The experience obtained may be used (and is planned
to be used) in situations when the online mode is
unavoidable for some reasons. For example, for teaching
remote power plant workers, for supplementary courses
that are not so important and mostly theoretical, or for
conferences where people from various universities and
companies take part and not all of them can afford to go
somewhere for several days. Generally, it is possible to
say, that the experience obtained and the software
developed will help to organize the above-mentioned
activities better and make them more interesting and
useful.
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Abstract - The popularity of electric vehicles as a study
object among students in the engineering sector is rising.
Although there is a wide variety of educational textbooks
and training material for theory, the choice of a laboratory
setup for motor control is limited, too large, and costly.
Technical trainers on one side and vendor-specific
microcontroller demonstration kits on the other side. In this
paper, the requirements and implementation of a laboratory
set-up are discussed which can be used to teach the
application of motor drives including permanent magnet dc
motors, brushless dc motors, stepper motors, and
permanent magnet synchronous motors. The laboratory setup can be combined with either an analog control for
cascaded current, speed, and position control or a digital
control can be added for a sensorless brushless control and
the field-oriented control of the permanent magnet motor.
The digital control is ranging from a cost-effective Arduinonano, STM-Nucleo to the Field Oriented Control enhanced
C2000 platform, including the Instaspin-FAST(sensorless)
microcontrollers. The student learning objectives include
the details for the inverter topology, like gate driver and
shoot-through protection and blanking time compensation
as well as setting up current-torque control on the dc and
permanent magnet synchronous machines, and finally the
implementation of a field-oriented controller. Various
modulation schemes can be implemented as well as the
methods for sampling motor terminal currents and voltages.
An extensive set of online simulations is guiding and
preparing the student for each laboratory exercise.
Keywords – power electronics, drives laboratory, learning
environment, electric vehicles, simulation, pmsm, ipm,
brushless, embedded control

I.

INTRODUCTION

Teaching motor drives is based on many disciplines.
Traditionally motor drives were mainly considering the
operation of the most popular electrical machines, like dc
motors, induction motors, and synchronous generators [2]
[3][5]. The classical text[4] on electric machines is more
oriented towards electrical drives. In modern drive
applications, the role of power electronics and the role of
control is coming together as equally important parts.
Therefore all three parts have to be part of the curriculum
of the modern drive engineer. In this paper, examples are
discussed that can be part of an electric drive curriculum.
The subject is very wide and there are many different
types of electric machines, drives and control principles.
There is also a large variation in drives ranging from very
low power levels for dc motors to very high power levels
for large industrial drives. Especially in education,
laboratory exercises are important for the gain of
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knowledge, but the laboratory exercises are very limited
regarding the power range of the various electric machines
and drives. However, simulation and animation [8]
provides an extra addition to the laboratory exercises.
Enhancing exercises with specially developed hardware
[6], enables students at bachelor level to gain more
knowledge during these renewed electric drives courses.
Enabling the student to take more measurements, compare
them with animations, and improves their understanding.
There are mainly three subjects in teaching electrical
drives that require special attention when the aim is to
teach the complete working of electrical drives. In section
II some examples of typical basics of electrical machines
are discussed. It all starts with the most easy-tounderstand and well-known brushed DC motor and
continues up to induction machines and interior permanent
magnet synchronous machines. The power electronics to
drive the electrical machine are discussed in section III.
Control of the motor using an embedded control
completes the electrical drive and is discussed in section
IV. The application of a Brushless drive using Hall
sensors and very simple control is discussed in section V.
Students can build this setup and do measurements on the
drive and since the control is straightforward and
everything works with low voltage and current levels, it is
also safe for experimenting by the students.
The application of traction motors and electric vehicles
would be the best if it could be carried out full scale.
However not every laboratory does provide a setup where
a motor>100kW can be tested, or even let a student play
with it. Simulation models are required to teach the basics
of field-oriented control, see Fig. 1. A small-scale model
with embedded control already demonstrates all necessary
steps required to drive an interior permanent magnet
synchronous machine. In section VI the simulation of the
field-oriented control of an interior permanent magnet
synchronous machine is shown and secondly, it is shown
how the embedded control can be used to control a smallscale motor laboratory setup.
II.

ELECTRIC MACHINES

DC motor torque control is usually the first encounter
of electrotechnical students with electrical machines.
Nothing changed in the last hundred-fifty years [1] except
that the DC machine lost its importance in heavy industry,
however still around us for small applications.
Nonetheless, the operation of the DC motor still forms the
basic understanding for field-oriented control, as for
students they can see that torque is generated as the
product of flux and current.
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Figure 1. Basics of Field Oriented Control in three-phase motors divided into the four main sections[12].

In Fig. 2 it is shown that flux and current are
perpendicular and therefore the dc motor creates
torque[T], see equation (1).

Figure 2. Basics of torque generation in a DC motor[12].

Secondly, the relation between motor back
electromotive force [EMF] UEMF and rotor angular speed
[ω] is important to understand for the students, as shown
in equation (2). Only then they can understand the drive
concept and the relations between the voltage rating,
current rating, maximum power, and maximum speed.
This concept then has to be translated towards three-phase
motors and this is where field orientation comes into play.
T=I×Ψ

(1)

UEMF = ω × Ψ

(2)

One can start with presenting all Park and Clarke
transformations [4], but visualizing the waveforms makes
it easier for students to understand. In Fig. 1, the
transformations are shown utilizing three-phase voltage
and currents, their 3→2 transformed values, and finally
their d − q values in the synchronous reference frame.
Where d is the flux and q is the torque component. Here
the scopes in the upper row show the voltages, while the
scopes in the lower row show the currents. On the left side
in Fig. 1 the synchronous reference frame is shown, where
the control variables are in the d − q steady-state format.
PI controllers regulate the voltage, based on the error
signal between reference and measured currents. Although
the simulation contains a minimum of components, the
basics of field-oriented control can be explored, including
the effect of control and motor parameters on the dynamic
behavior.
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III.

POWER ELECTRONICS

For running three-phase motors in a laboratory setup, a
power electronics inverter is required. Although an
industrial drive could be used, the educational aspect such
as measuring, validating voltages and currents in the drive
system is sometimes complicated. For this purpose, a
Universal Four Leg [U4L][11] was created. Since this
inverter is versatile and can be used for many different
applications, it not only allows the students to measure all
voltages and currents but also shows the basics of power
electronic components, such as MOSFETs, gate drivers,
and current sense circuitry required to build a functioning
inverter. Since students can measure all signals starting
from the modulation signals at the input of the inverter up
to the gating signals of the MOSFETs, they are, for
example, able to see where blanking time is introduced
and how the bootstrap circuitry at the gate driver is
configured.
The power electronics inverter that is used to control a
brushless permanent magnet motor is shown in Fig. 5.
Current through the motor winding is measured inside the
inverter using a series resistor and a differential amplifier
with high bandwidth. A typical output of such a
differential amplifier is shown in Fig. 6. The current is
scaled and centered around 2,5V for embedded
microcontrollers working at 5V like Arduino [14] and a
lower voltage level for 3,3V supplied microcontrollers. A
dual motor setup like in Fig. 11 can be used to control the
speed with one motor and torque with the other motor. If
both power electronic inverters are fed from the same
supply, the net energy is close to the losses the entire set
produces.
With this new inverter design, students gave positive
feedback on these renewed laboratory power electronic
courses. With all the measurement points easily
accessible, every signal can be connected to the
oscilloscope. Students were able to have a better
understanding of all the components needed in an inverter
circuit. This overall feedback is gathered from 45 students
during a third-year Power Electronics course of
THUAS[16].
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IV.

EMBEDDED CONTROL

For brushed DC drives a setup can include an analog
control build around operational amplifiers configured as
PI controllers [10]. Also for brushed DC motors operating
in a single quadrant, e.g. motor operation only, the current
control can be built around a general current mode
controlled switched-mode power supply[SMPS] IC. Like
a brushed universal motor in a vacuum cleaner [9] that is
controlled using a general-purpose SMPS. When it comes
to Brushless three-phase motors, a digital control using
NAND gates is possible to build [7], but already adding
pulse width modulation using an external duty cycle
controlled signal, makes the overall control structure
complex considering the number of wires connecting all
logical NAND gates. A simple Arduino [14] can be
programmed easily to control a brushless motor. However,
for sinusoidal controlled currents, a more sophisticated
control algorithm with a higher bandwidth is required. The
C2000 microcontroller [15] is used in our laboratory setup
because it includes a sensorless observer[FAST] for Flux,
rotor Angle, motor Speed, and generated Torque.
V.

APPLICATION BRUSHLESS MOTOR DRIVE
The brushless motor is suitable for the first
introduction in three-phase motor control. The simplicity
of the geometrical structure of the motor as well as the
logical control, where each time the next stator pole is
excited to attract the rotor magnet pole is readily
understandable by students. The students can follow each
signal in the brushless drive, from the Hall sensor output
up to the motor terminal voltage a winding current. In Fig.
3, the cross-section of a typical 4 pole brushless motor is
shown.

circumferential air gap with the corresponding voltage,
currents, and Hall signals.
From top to bottom in Fig. 4 the back emf phase
voltages of the motor, the terminal line-line voltages, and
line-line back-emf voltages are shown. The currents are
shown as blocks, since using PWM modulation the current
does not have to be a constant value. The Hall signals are
shown with the corresponding colors as the Hall sensors in
the cross-section of the motor in Fig. 3. Assignments for
students include figuring out the connections, that have to
be made to drive the motor. Since the U4L has current
limiting protection, students can play around with various
configurations. The students can be assigned to develop a
control algorithm for the Arduino [14], or they can be
assigned to follow all signals and to come up with the idea
of how to reverse the speed of the motor with minimum
modification. Before the students are allowed to work on
the physical setup they first have to understand the
operation and the way the Hall signals are translated into
gating signals for the Mosfets. Also, they have to
understand what motor current to expect and what will be
the final speed of the motor.

Figure 4. Brushless drive motor control signals from top to bottom,
emf phase voltages of the motor, the terminal line-line voltages, and
line-line back-emf voltages. Corresponding colors with the cross-section
of the brushless motor[12].

To prepare the students, a simulation as shown in Fig.5
is given to the students where they have to study all the
voltage and current waveforms in conjunction with the
Hall signals. During the simulation in [12], the animation
is enabled and the students will see the rotor angular
position, and which winding is energized. The Freeze and
Go-Back feature [8] allows them to go back in time and to
observe each commutation, by sliding a cursor back and
forth and see the momentary voltage, current, and signal
level as well as the angular rotor position.
Figure 3. Brushless drive motor cross-section with the magnets, Hall,
and phase U-V-W positions[12].

In Fig. 4 the Hall sensor signals, voltages, and currents
of a typical brushless motor are shown, as given in Fig. 3.
The students can choose the number of poles and if the
Hall sensors are configured in 120 deg or 180 deg control
sequence. By rotating the rotor via a slider, the students
see the rotor with magnets rotating and the indicator
(vertical black line) in Fig. 4 shows the position along the
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The simulation in Fig. 5 shows the ideal voltage and
current waveforms. In reality, the measured voltage is
used in the next assignment, where detecting the zerocrossing of the voltage is used for sensorless operation.
Therefore the measured voltage is filtered by an RC filter
and in the simulation, the students are prepared to
investigate the bandwidth and phase shift of such a filter.
The last two scopes in Fig. 5 show the measured and
filtered phase-ground voltage which is measured between
the output of the inverter and the ground terminal of the
inverter. The filtering of the effects caused by the
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Figure 5. Brushless drive simulation in Caspoc with all the possible measurements on the right side [12].

commutation becomes visible. Also, the commutation
effect on the current as visible in scope8 in Fig. 5 has to be
understood by the students. The students have to explain
what is happening during commutation and where the
notches in the voltage waveform as shown in scope7 in
Fig. 5 are coming from. By using the Freeze and Go Back
feature and the animation in Caspoc [12] the students can
verify the origin and by changing the motor parameters in
the simulation they can explain the origin of these notches.
In Fig. 6, a typical effect is visible and the student has
to explain what is measured and why the measured current
is not as what would be expected as explained during the
theoretical part in Fig. 4 and Fig. 5. They should notice
that the motor terminal voltage is not constant and that this
could be the reason why the current is not going to its
maximum value. It is left to the students to figure out that
the back emf of this motor is not rectangular as in the
simulation, but sinusoidal.
VI.

The effects of the modulation are the harmonics on the
voltage waveform and the therewith associated harmonics
in the current waveform. The torque as a result of this
modulation drives the mechanical quadratic load that
mimics an electric vehicle. The model can be extended
using mechanical models for the driveshaft, coupling, and
gearboxes, and vehicle-dynamics models as well as a
more detailed machine model with saturation and thermal
effects, but here the emphasis is on the parameters of the
current controllers in the d-q synchronous rotating
reference frame. The learning process is divided into 4
stages A, B, C, and D

APPLICATION TRACTION MOTOR DRIVE

The application of a traction drive for an electric
vehicle requires an industry-standard solution to be used
as a laboratory setup. The main educational goal is the
design of the embedded control. The learning objective
can be either to understand the principle of field-oriented
control or to design the cascaded speed/current controllers
for a typical traction drive. Using the simulation like in
Fig. 7, the complete drive system is verified and all
control parameters are optimized. This simulation aims to
verify that the parameters for the PI controllers are giving
the expected dynamic behavior. The sampling interval as
given by the timing of the embedded control is included in
this simulation, as well as the switching of the MOSFETs
in the inverter with Space Vector Modulation [SVM] [4].
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Figure 6. Brushless drive motor control signals, from top to bottom;
CH3(green): Inverter terminal voltage, CH1(blue): current phase A,
CH2(red): Hall Sensor phase A

A. Simulation of the complete drive
The first stage A is to implement the parameters from
the simulation in Caspoc [12] in an embedded control. For
this, a setup includes a microcontroller, inverter, and
Interior Permanent Magnet [IPM] motor [4]. To shorten
development time and to ensure that the to be
implemented control code is correct, use is made of the C
code generator and compiler in Embed [13].
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Figure 7. Simulation in Caspoc [12] of a Field Oriented Control of an IPM motor.

This evolves in three steps. First, a system simulation
is carried out to prove that the implemented control
structure and its parameters are correct. Secondly, the C
code of the control structure is generated, compiled, and
uploaded in the microcontroller. In the third stage, the
microcontroller with embedded control is started and the
measured signals from the microcontroller are returned to
the user interface during running the motor. In this stage,
the user can change the input settings for the control, like
reference angular speed, currents, and even the parameters
of the PI controllers.
B. Simulation of the embedded control
In Fig. 8 the system simulation in Embed is carried
out. The parameters Kp and Ki = Kp/τ from the PI
controllers from the Caspoc simulation in Fig. 7 are taken
as well as the sampling time which is entered in the boxes
[Operational Variables] and [Converter Variables] in the
simulation in Embed in Fig. 8. The Yellow block entitled
[FOC/Speed Controller] contains the complete control
structure that is going to be used in the microcontroller.
The rest of the block diagram is a simplified model for the
IPM motor, sensors, and inverter. The simulation should
verify that the control structure in the block [FOC/Speed
Controller] is correct. Once this simulation proves the
same results as those from the Caspoc simulation in Fig.
7, one can proceed to the next stage C, where the control
structure is generated and implemented into the
microcontroller.
C. Compilation of embedded control
For each stage in the process of implementing the
embedded control, a special model is given to the
students, so they can directly apply it.

1816

Figure 8. Simulation of PMSM motor drive to test the implemented
control[13].

The C-code is generated, compiled and uploaded into
the microcontroller using the model in Fig. 9. Only the
contents of the block [Sensored FOC Controller] are
uploaded into the microcontroller.

Figure 9. Compilation of control into C code to be uploaded into the
microcontroller[13].
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D. Running the motor using the embedded control
Upon completion of stage C the motor is running once
activated from the user interface in Embed. The user
interface in Embed, see Fig. 10, is used to set control
parameters and to observe the machine speed and currents
depending on the given inputs settings for the reference
speed.

Figure 10. Running the microcontroller plus inverter plus motor via
user interface to control the settings[13].

CONCLUSION
Traditional motor control evolved from classical
theory on electric machines to practical implementation of
a complete drive in a laboratory setup. Students are
prepared via simulations and animations and gradually
move from the basics of brushed dc motors, via brushless
dc towards synchronous permanent magnet motor drives
with embedded control. Dedicated hardware like the U4L
enables the measurements of all voltages and currents in
the drive and gives insight into the overall operation of a
drive, see Fig. 11.
The student feedback was positive, overall the students
enjoy this new type of hardware and during laboratory
work we see students getting a better understanding of all
the components needed to realize an inverter circuit. The
use of simulation and automated code generation allows
the students to focus on the drive dynamics and
parameters.

Figure 11. Dual drive, top inverter plus right motor control speed,
bottom inverter, and left motor control torque[16].
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Abstract - Low voltage DC grids are gaining attention to
replace traditional AC grids in home and office. Especially
protection and power congestion management is better
utilized in a DC grid. The paper discusses the requirements
on a hardware laboratory setup, to teach the basic
principles as well the applications of DC grids for home and
office applications. Using a laboratory setup, a DC grid can
be constructed, where the student can learn the basic
topology of the power electronics and also the functioning of
the control of the power electronics. Improved protection
based on rate of change of current is implemented and can
be tested as well as inrush current protection of connected
external loads. Secondly, the student can build a DC grid
where various types of droop control strategies can be
implemented. The learning objectives range from an indepth understanding of the power electronic circuit to the
design and implementation of various strategies for power
congestion management. The laboratory exercises are
accompanied with extensive online simulation exercises
where all aspects of the power electronics, the protection,
and the droop control are to be prepared by the student.
Keywords – DC gird, Power Electronics, Droop Control,
Laboratory Setup, Simulation

I.

INTRODUCTION

The Energy Transition is taking place worldwide and
is affecting our daily life. Especially the migration from
fossil fuels towards renewable energy is an area where
electric energy comes into view. We already see the
change from combustion engines to electric vehicles in
mobility. In Europe, the migration from natural gas
towards the use of electricity for heating and cooking is
taken into consideration[2]. The energy consumption is
increasing yearly and therefore also the electric energy
consumption will rise every year. Given the migration
from natural gas to be replaced by electricity, there is no
doubt that the existing infrastructure for electric energy is
by no means capable of supporting this increase in energy
demand. Blackouts and failures in the electricity grid are
seen more often and can have an enormous effect on
society and cause economic losses. Although the grid is
permanently guarded and measures are taken to prevent
failure, still there is a risk of potential disruptive impacts.
As the existing AC grids are designed as a top-down
distribution structure, where a large power plant is
providing the energy to be consumed at large distances
from the power plant. However, with the rise of
distributed solar power and small wind generators, the
energy produced is in the same vicinity as where energy is
consumed. This locally produced energy is fed into an
existing grid that is top-down controlled. In case of
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failure, also locally produced solar energy cannot be used.
DC grids are considered as a replacement for AC grids to
overcome the disadvantages that traditional AC grids
have. Most importantly are power congestion and failure.
AC grids have a top-down distribution structure. DC grids
can have a decentralized structure, where production and
consumption are local. This means that during failure, the
decentralized DC grids can continue. Power congestion is
now managed through the application of DCDC power
converters. Compared to traditional transformers in AC
grids, the DCDC converters can control the power flow in
a DC grid and can exchange power between connected
decentralized DC grids. Since there is no leading ac
frequency, island mode of operation is possible, where
each producer is allowed to keep the DC grid alive.
Since DC grids are relatively new, also educational
applications need to be developed. Both Simulation[4][9]
and experiments[3] are important and simulation is
usually used to prepared the students before conducting
experiments. In this paper, a laboratory setup is presented
that can be used to teach the aspects of DC grids. Typical
topics that are covered include control and protection in a
DC grid. Since power electronic DCDC converters[3] play
an important role in the DC grid, the laboratory exercises
are built around power flow control and protection.
Since control and protection in a DC grid are done by
the power electronics DCDC converters, the laboratory
setup should be able to reassemble the DC grid as close as
possible. Instead of having a scaled-down version of a DC
grid, a more realistic approach is to do the experiments on
a low voltage DC grid. The Safety Extra-Low Voltage
[SELV] DC grid having a nominal voltage of 48V is
suitable, as it is an accepted voltage level for home and
office DC grids as well as in mobility. The application of
SELV voltage levels of 48V makes the laboratory setup
directly applicable for real experiments without the need
for scaling down. The setup is organized as a conventional
power electronics converter that includes synchronous
bipolar DCDC converters and bridge configurations for
motor control, maximum power point [MPP] tracking for
solar panels, and charge control for batteries.
The new teaching DCDC converter setup is designed
around half-bridge inverter legs that can also be
configured as synchronous buck converters[1]. The
configuration is shown in Fig. 1. Depending on the
number of outputs required, multiple so-called inverter
legs are used in parallel connected to the same DC bus.
The outputs can either be controlled per leg, or multiple
legs can be configured like for example required to
produce a three-phase ac motor control output[6].
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II.

GRID MANAGER

A Grid Manager is a device that controls multiple
loads in a DC grid. The input to the grid manager is the
DC grid and it has multiple controllable loads. The grid
manager can be regarded as the controlling and protection
device for all external connections to the DC grid. Each
output of a grid manager is connected to a single device
and as such, the grid manager can control the current to
and from that device as well as guard the output current
for overcurrent and earth leakage[8].

Figure 2. Grid Manager with four loads; Single phase grid connection,
Solar cell; RLC load; rechargeable battery [9].

The grid manager that is built as four independent
synchronous buck converters possesses the following
features:

Figure 1. Basic configurations of parallel inverter legs. From top to
bottom: Synchronous buck converter, Single phase full bridge for dc
motor control and single-phase AC grid connection, Three-phase full
bridge for AC motor control and AC three-phase grid connection, Dual
full bridge set up for Dual Active Bridge [DAB] converters and wireless
power transfer [WPT] experimanets, Grid manager set up with 4
outputs.

These topics and laboratory setup are implemented in
the Power Electronic II bachelor courses of The Hague
University of Applied Sciences. Third-year students
should have the knowledge of the second-year Power
Electronic I course where the basics of power
converters[3] are teached. The students have to perform
the same assignments in simulation, as they have to do in
the laboratory experiments. In this way the students are
prepared before they enter the laboratory classes.
The laboratory setup that is used as a grid manager is
introduced in section II. The droop control performed by
the grid manager is discussed in section III for both
current control and output voltage control. The simulation
of a grid manager is shown in section IV, where the
laboratory setup is simulated configured as a grid manager
and as a droop controller. In section V the short circuit
protection in DC girds is discussed, where the influence of
longer cables is shown. The laboratory setup is shown in
section VI where the assignment to students to regulate a
DC grid voltage manually is discussed.
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•

The output voltage level is controllable

•

The current flow is controllable

•

Overcurrent protection

•

Bidirectional power flow

The most important feature is the ability to control the
current level. Since it can limit the current level the grid
manager can be used to limit output power, but also to
turn it off completely. As there is inherently a current
measurement at the output, also the protection can be
based on this output current. Overcurrent protection is
inherently included because the maximum allowable
output current is controllable. However, the ability to
monitor the output current also makes it possible to detect
a sudden rate of change in the current that could be due to
a short circuit at the output.
Typical applications include:
•

Battery charging/discharging

•

LED current control

•

Solar panel MPP

For teaching these applications a single grid manager
can be set up with multiple loads and/or sources. In Fig. 2,
the setup is used to study the behavior of four typical
connections. From top to bottom there is a grid connection
simplified by using an AC source and rectifier, a solar
panel that is current-controlled to achieve a maximum
power point, a single resistive load with LC filter, and a
battery connected via an inductor to allow current control.
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III.

DROOP CONTROL

The functioning of the grid manager is to regulate the
power flow depending on the voltage level at the DC grid.
In this configuration, the output of the grid manager is a
DC grid. The grid manager regulates current to and from
this grid by using sliding mode control[1]. In Fig. 3 the
DC grid voltage is modeled by a constant voltage source
of 20V, see section A. In Fig. 4 this system is repeated but
then the DC grid is modeled by loads and sources only,
see section B.
A. Current control
The droop control inside the grid manager is built
around a current controller. The output current of the grid
manager is measured and compared with a reference
current from the droop controller. In Fig. 3, the principle
of the current control is displayed. The reference signal is
a trapezoidal waveform and a sliding mode control
regulates the output current. Scope 1 in Fig. 3, shows the
reference and output current.

Figure 4. Droop control using the grid manager with external load and
source/sink model. The DC grid is displayed in scope 1. Scope 2 shows
the DC grid voltage depending on the sink and source current profiles
and the regulation by the grid manager[9].

The characteristic of the droop control is measured
where the DC grid voltage is displayed along the X-axis
and the output current from the grid manager is displayed
along the Y-axis in Fig. 5. The nominal voltage is set at
20V and the maximum current the grid manager is
allowed to sink or source is set to 5A.

Figure 3. Current control implementation inside the grid manager.
Scope 1 shows the regulation following a reference current profile[9].

B. Load control
Droop control is added in Fig. 4 to the grid manager
and external loads are modeled by current sources with a
typical profile. The output current from the grid manager
is displayed in scope 1 in Fig. 4 together with the two load
current profiles. The DC load voltage that has to be
regulated, is displayed in scope 2 in Fig. 4. A reference
signal of 20V is also displayed in this scope. The droop
control in Fig. 4 measures the output DC voltage and
depending on the DC voltage level, it is either sourcing or
loading the DC bus.
The droop control in Fig. 4 controls the current level
such as maintaining the voltage level on the DC grid. The
output of the droop control is zero for a DC grid voltage
equal to the nominal grid voltage. Whenever the DC grid
voltage is lower than the nominal voltage, the grid
manager starts sourcing current into the DC grid. For a
DC grid voltage higher than the nominal DC grid voltage,
the grid manager starts to sink current out of the DC grid.
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Figure 5. Simulated droop control characteristic. The maximum source
current is 5 ampere and the nominal DC grid voltage equals 20 volts [9].

The regulation takes place along the characteristic in
Fig. 5 and the slope in the characteristic is known as the
droop constant K. For this characteristic the droop
constant equals(1).

(1)
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IV.

DROOP CONTROL SIMULATION

Teaching droop control is done in two ways. In the
first setup, the output power levels are dependent on the
voltage level at the input of the grid manager, see Fig. 6.
The grid manager is connected to a variable DC source
that mimics the DC grid. Each output is connected to an
RLC load and the voltage level at each output depends on
the droop control algorithm. This is a straightforward
setup and there is no dependency between the outputs.

nanoseconds. This current rise depends on the impedance
of the cable in between but is usually much faster than the
delay time of the electromechanical breaker. The active
protection measures the rise of the current and detects the
short circuit before the output current reaches the short
circuit current. Turn off inside the active protection takes
place with several tens of nanoseconds and therefore the
short circuit current is limited to a much lower level. As
can be seen from Fig. 8, the upper scope shows that the
short circuit current is beyond the maximum specified
current of 25 amperes, while the lower scope shows the
active protection, where the current remains below the
maximum of 25A.

Figure 6. Configuration Grid Manager, the grid manager in this
experimental simulation example controls each application
independently. Simple controlled square waves as input of the four legs
of this grid manager with LC-filter [9].

The second setup mimics the droop control depending
on the DC grid voltage, see Fig. 7. For this, the internal
control structure in the grid manager is used to control the
output current depending on the DC grid voltage at the
output. Since all outputs are connected to a single DC
grid, this DC grid voltage defines the current level per
output. To teach different types of loads and users, various
droop characteristics are implemented inside the grid
manager. An external DC power supply defines the DC
grid voltage.

Figure 7. Configuration Droop Control. The Grid manager in this
experimental simulation example emulates four different applications
connected to a single DC grid of 20V [9].

V.

PROTECTION

Active protection in a DC grid is preferred against the
traditional short circuit protection[8]. In Fig. 8 a classical
short circuit protection is compared with active protection.
The electromechanical circuit breaker has a reaction time
of only 100µs but the maximum current rises to the
maximum short circuit current within several tens of
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Figure 8. Short circuit protection by electromechanical circuit
breaker(top-red) and active protection(bottom-green). Scope 1 shows a
short circuit current of 350 amperes(in blue), while the current in
scope 2 from the maximum current of 25 amperes(in blue)[9] for a
simulation time of 1ms.

In Fig. 9 the active protection is compared to a
traditional circuit breaker where also the impedance of the
cable is considered. Depending on the position of the
active protection, before or after the cable, an oscillation is
caused due to the cable impedance. Compared to the
traditional circuit breaker, the short circuit current is
directly turned off and in the case of the active protection,
only the energy that was still inside the cable causes
oscillations. However, the magnitude of these oscillations
is well below the maximum allowed current level.
The influence of the cable impedance on a fault that is
turned off by active protection requires more detailed
attention. There is still energy present inside the cable due
to cable capacitance and inductance. Although the amount
of stored energy is low, it can lead to oscillations in the
DC grid, and therewith trigger other safety equipment and
creating unwanted electromagnetic emissions. The
influence of the cable impedance is again compared to the
traditional system with an electromechanical circuit
breaker. The top circuit in Fig. 9 shows the turn-off within
100µs After turn-off the short circuit current, having a

1821

value of close to 350 Ampere shows a damped oscillation
in scope II. This oscillation can cause unwanted EMI,
because of the high amplitude of the current. In the case of
the active protection, as shown in the simulation middle
and bottom simulation in Fig. 9, the short circuit current
never reaches a large value and stays close in the vicinity
of the nominal load current. Not only is the maximum
current at the fault limited, but also the oscillations after
turn-off is very limited in amplitude. As such the EMI is
limited too!

Depending on the placement of the active protection,
before or after the cable, the oscillation takes place at the
load side(scope IV) or the fault side(scope VIII). In either
case, there is no EMI in the vicinity of the load, as visible
by scope VI and scope IX. Active protection limits the
current in case of a short circuit and therefore reduces the
risk of fire during a short circuit. Secondly, because the
overall current in the Dc grid remains below the nominal
current, EMI during turn-off is limited.
VI.

LABORATORY SETUP

The laboratory setup for demonstrating the droop
control is demonstrated in Fig. 10. This setup
demonstrates the experiment as shown in Fig. 7. The
Universal Four Leg (U4L)[6][7] is enhanced with four
droop control experimental boards, that include a droop
controller. The reference current is set manually using a
potentiometer on the experimental droop control board
and the amount of current that is regulated through the
output is visualized by the green and red LED on the
board. Green LED's indicate a sink current that is flowing
into the grid manager, while the red LEDs indicate a
sourcing current flowing out of the grid manager.

Figure 10. Experimental setup with the U4L configured as four
independent droop controllers emulating various dc grid currents. The
load resister emulates the external load on the DC grid. Currents; Leg
1: high sink current, Leg 2:medium sink current, Leg 3:medium
sourcing current, Leg 4:high sourcing current [10].

Figure 9. Influence of the cable impedance on the short circuit
current with scope labels on the right side. From top to bottom with a
simulation time of 1ms, Scope I: short circuit current before the
breaker, Scope II: short circuit current in the fault, Scope III: Fault
current at the load. Scope IV: Oscillations before the active protection
circuit, Scope V: Fault current, Scope VI: load current, Scope VII:
Fault current at the supply side, Scope VIII: Damped oscillation due to
cable impedance, Scope IX: Load current [9].
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During the assignment, the students have to regulate
all currents to zero, except for the last leg, which should
build a constant output voltage over the resistive load. The
current in the last leg is regulated manually such that the
desired DC grid voltage is measured by the right placed
voltmeter in Fig. 10. In this experiment, the DC grid
voltage over the load resister is maintained at 15 volts.
The students assign sink and source currents to the other
legs and manually have to regulate the fourth leg current
to maintain a constant 15 volt over the load resistance.
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As this assignment is mainly on the operation of the
grid manager, the students have to measure and explain
the currents as appearing in the four legs, see Fig. 11. The
assignment goes into detail regarding the operation of the
current control and the parameters of the external filter
components[3].

[5]

B. Nanhekhan, P. van Duijsen and J. Woudstra, DC Readiness of a
vacuum cleaner, 2018 International Conference on the Domestic
Use of Energy (DUE), Cape Town, 2018, pp. 1-9. doi: 10.23919
/DUE.2018.8384398.
[6] P.J. van Duijsen, D.C. Zuidervliet, C.F.M. Dirksen, Enhancing
Laboratory Learning Experience. A New Experimental Setup For
Power Electronics And Electrical Drive Education, Proceedings of
the 47th Sefi Annual Conference, September 2019, Budapest.
[7] Woudstra J.,van Duijsen P., van Willigenburg P., Witte P.M.,
DC Educational Development, Improving understanding of DC to
DC/DC to AC conversion, Proceedings of the 46th Sefi Annual
Conference, September 17-21, 2018 Copenhagen, ISBN 978-287352-016-8.
[8] P.J. van Duijsen and D.C. Zuidervliet, "Structuring, Controlling
and Protecting the DC Grid," 2020 International Symposium on
Electronics and Telecommunications (ISETC), Timisoara,
Romania, 2020, pp. 1-4, doi: 10.1109/ISETC50328.2020.9301065.
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Figure 11. CH1. Current Leg 1 CH2. Current Leg 2 CH3. Current Leg
3 CH4. Current Leg 4. All currents are measured with a Bidirectional
Current Sense Amplifier around a 2.5V reference voltage.

CONCLUSION
To teach control and protection in DC grids, a
laboratory setup was used that can operate at a low
voltage level of 48 volts. The setup can be used for
teaching both control and protection in DC grids. Since
the setup is working at a voltage level of 48 volts, it is
directly applicable in Safety Extra Low Voltage DC grids.
Experiments include teaching the understanding of how a
Grid Manager is operating. Droop control and active
protection are first educated using detailed simulations
and the droop control experiment is demonstrated.
Students understand the benefit of DC grids while
experimenting with hardware like the Universal Four Leg
and to be able to verify their measured laboratory results.
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Abstract – Communication networks are changing really
fast, but the core components are the same. For
telecommunication engineers, it is important to start their
education from the components building the networks, for
example, multiplexers, demultiplexers, etc. The paper
presents technology-enhanced active learning methods
applied in teaching the topic “Multiplexers and
Demultiplexers” in the courses “Digital Electronics” and
“Pulse and Digital Devices” for students-bachelors of the
specialties “Computer Systems and Technologies”,
“Electronics” and “Internet and Mobile Communications”
at the University of Ruse. The goal of this approach is to
increase students’ motivation and achieve successful
finishing the courses. In the end, a survey is presented. The
number of participants, their opinions, and their satisfaction
are shown.
Keywords – multiplexers; demultiplexers; technologyenhanced active learning; FPGA-based laboratory board;
Logisim

I.

INTRODUCTION

Computer and communication systems are in our life
for a long time and now we consider them like something
known, but many processes are hidden from not
professionals. For the students from the specialties
“Computer Systems and Technologies”, “Electronics” and
“Internet and Mobile Communications”, these systems are
divided into small parts in order to master their knowledge
about even the tiniest part of the system and to know how
every device works.
For this purpose, students start their education with
basic disciplines, for example, “Digital Electronics” and
“Pulse and Digital Devices”, where they learn core
elements, what these core components are and how they
work, devices like multiplexers and demultiplexers,
encoders and decoders, counters and registers, etc.
The devices and processes involved in these
disciplines are important but maybe a little boring for
students. To engage them more and to make it easier for
understanding, technology-based active learning methods
are used [1, 2]. Technology-enhanced active learning is a
The work presented in this paper is completed as partial fulfilment
of Project 2021 – FEEA – 03 “Design, FPGA implementation and
investigation of digital communication devices”, financed under the
Scientific and Research Fund of the University of Ruse “Angel
Kanchev”.
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new method of teaching pioneered at the Massachusetts
Institute of Technology (MIT) as an alternative to the
traditional style of lecture halls. It is currently in use at the
Rensselaer Polytechnic Institute, North Carolina State
University, University of Colorado, Harvard University,
and the University of Maryland [3, 4]. This provoked the
teaching staff of the disciplines “Digital Electronics” and
“Pulse and Digital Devices” to try to introduce this
approach at the University of Ruse.
Real devices and software products are used in the
laboratory exercises in the courses “Digital Electronics”
and “Pulse and Digital Devices”. This will help students
to test their understanding of the material in different ways
and even if they did not solve one of the tasks, still they
can try with a different approach. An additional advantage
is that they can be paired or divided into small groups to
help each other when working in the class. The software
that is used can be installed in their personal computers or
laptops and they can continue to learn even at home
because some students need more time to learn than
others. With this approach, they have the opportunity to
learn with their speed or if they cannot finish the task in
class they can do it later and present their solution in the
next exercise or send it by e-mail.
Technology-enhanced active learning methods used
for improving students’ results and learning processes for
the topic “Multiplexers and Demultiplexers”, the types of
tasks, and the solutions, which students need to present,
are described in this paper.
II.

ANALYSIS OF MULTIPLEXERS AND
DEMULTIPLEXERS

A. Information for Multiplexers
Multiplexers are also called data selectors. They have
one output and two groups of inputs – information and
address (control) inputs, used to switch logic signals.
Depending on the combination (code) of logic signals of
the address (control) inputs, one of the information inputs
is connected to the output. The multiplexer may also have
an enable/disable input. There are integrated circuits with
two four-input or four two-input multiplexers in one body
[5].
The truth table, the output function, and the circuit
built in Logisim [6] (free software for simulation of digital
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combinational and sequential circuits) for one of the
combinations to the inputs are given in Fig. 1.
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III. TECHNOLOGY-ENCHANCED ACTIVE LEARNING
USED IN TEACHING THE TOPIC “MULTIPLEXERS AND
DEMULTIPLEXERS”
The principle of operation of the multiplexer for
the third row of the truth table

Output function of the multiplexer:

Y  G.A.I0  G.AI
.1

Figure 1. Truth table, output function and circuit built in Logisim of a
two-input multiplexer

Multiplexers are used in various applications where
multiple data need to be transmitted using a single line.
Such applications are in communication systems,
telephone networks, computer memory, and transmission
from the computer systems of satellites (Fig. 2) [5, 7].
Transmission from the Computer System
of a Satellite – transmission of data signals from

Communication System – enable
communication like transmission system,
relay and tributary station, and
communication network

the computer system of a satellite or spacecraft to
the ground system using the GPS satellites

Applications of
Multiplexers
Computer Memory – to implement huge
amount of memory into the computer, at the
same time reduces the number of copper lines

Telephone Network – multiple audio
signals are integrated on a single line for
transmission with the help of multiplexers

Figure 2. Applications of multiplexers

B. Information for Demultiplexers
Demultiplexers are also called data distributors. They
have one information input, n address (control) inputs, and
m  2n outputs. Depending on the combination of the
logic signals supplied to the address (control) inputs, the
signal from the information input is connected to one of
the outputs of the demultiplexer [7].
The truth table and the circuit realized in Logisim
when addressing the output Y0 are given in Fig. 3.
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communication systems, arithmetic logic units, serial to
parallel converters (Fig. 4) [5, 7].
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I

Addressing output Y0, when
transmitting signal 1 from input I to
output Y0

Figure 3. Truth table and circuit of a two-output demultiplexer
Communication System – converts output

Arithmetic Logic Unit (ALU) – the output

signals back to the original form of the data at
the receiving end

of ALU can be stored in multiple registers or
storage units

Applications of
Demultiplexers

Serial to Parallel Converter – serial data

In following systems – to enable the different

from the incoming serial data stream is given
as data input to the demultiplexer at the
regular intervals

rows of memory chips depends on the address;
combinational circuit design; security monitoring
systems; boolean function implementation

Figure 4. Applications of demultiplexers

Demultiplexers are used to connect a single source to
multiple destinations including the following:
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A. Laboratory Exercises
The role of laboratory exercises in electrical and
electronic engineering, as well as in computer and
communication technologies cannot be ignored in recent
years. Laboratory exercises allow students to experiment
on the basic laws and principles found in theoretical work
[8]. During these formative years, students are forced to
learn basic electronic and engineering software related to
electrical engineering, electronics, computer, and
communication technologies, and to become familiar with
basic hardware with special attention to communication
devices. In the “Digital Electronics” courses, students
must study and evaluate the design of combinational and
sequential circuits. It can also be noted that the basic
information for each experiment is the theoretical aspect
and in many cases, the theory is quite extensive. The aim
is to ensure that students become sufficiently familiar with
the theoretical aspects of the experiments and therefore
sharpen their focus on the expected results. The laboratory
exercises are designed to provide practical knowledge of
some of the more fundamental principles of electrical
engineering, computer, and communication technologies.
All experiments are simulated and tested in a laboratory to
record the reaction of each circuit, and all are found to
work properly as expected. While working through the
exercises, students will become better acquainted with the
material and basic software, hardware and communication
devices in electrical and electronic engineering, computer
and communication technologies. To fully understand the
principle being studied, students are advised to read the
related topics thoroughly before entering the laboratory.
At the end of each laboratory session, the questions and
exercises are completed and returned to the examiner for
assessment [8].
B. Individual Assignments for Multiplexers and
Demultiplexers
Students need to do some practical exercises for the
multiplexers and demultiplexers to learn how they work
and to understand this topic better. For this purpose, they
use a real FPGA-based laboratory board, developed at our
University and presented in [9], and software programs
like Logisim [6]. Examples of synthesis and analysis of
combinational circuits are presented in [10], and examples
of synthesis and analysis of sequential circuits are given in
[11]. An example of implementing Boolean functions with
multiplexers is considered in [12]. Students need to use a
real lab-board to fill in the columns for the output
variables of the truth tables, to write the output functions,
and to use Logisim to check every row of the truth table
comparing the results.
The task is divided into four subtasks: fill in the truth
tables of the following devices: a) a two-input multiplexer;
b) a four-input multiplexer; c) a demultiplexer with one
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address input; d) a demultiplexer with two address inputs,
after programming the FPGA-based lab-board [13] with
the file MUX_DEMUX.bit. After completing the truth
tables when testing the devices with the lab-board, write
down the output functions of the devices and build their
schematics that were used to create the bit file in
ISE Project Navigator. Then students must check the
results using Logisim testing all the input combinations
and confirm the uniformity of the results.
For the first part of this assignment, students have the
truth table, filled in with the information for inputs A, I0,
I1, corresponding to the input signals x8, x4, x3 of the real
board. They need to fill in the column for the output Y,
corresponding to the output signal y9 of the real board.
Then students need to write the output function and draw
the circuit. This solution is shown in Fig. 5.
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Output function:
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1

0
0
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0
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0
1

Y  A.I 0  A.I1
Structural scheme:

Figure 5. Solution of subtask a)

x8, x4, x3, x2, and x1 of the real board. They need to fill
in the column for the output Y, corresponding to the output
signal y8 of the real board. Then students need to write the
output functions and draw the circuit. The solution of
subtask b) is presented in Fig. 7. Here students need to fill
in the values in the column for the output Y, which
corresponds to the output signal y8 in the real board. The
filled table, the output function, and the structural circuit
are shown in Fig. 7. Here symbol “x” is used for some of
the inputs, given in blue in the truth table. This means that
it does not matter if it is logic 0 or logic 1.
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Y  B.A.I0  B.A.I1  B.A.I 2  B.A.I3
Structural scheme:

Figure 7. Solution of subtask b)

In the second part, where students use this truth table
to determine the output function of the device and to draw
the circuit and to test it in Logisim, they need to check
with both values for the symbol “x”. The solution when
zero is used for all the “x” symbols in the inputs, is
presented in Fig. 8 as all the rows are presented in series.

The second part of this subtask is to investigate this
device with the software used in the educational process
and to check if the students will repeat their solution. The
circuit is drawn by the students in Logisim and it is shown
in Fig. 6. In the software, zeros are given with dark green,
while ones are given with light green. This helps students
to see quickly the input and output values and to notice if
there is a mistake. It can be seen that the solutions repeat
the values of the output signals with those given in the
truth table.

Figure 6. Solution of subtask a) when testing the circuit in Logisim
Figure 8. Solution of subtask b) when testing the circuit in Logisim

For the second part of the assignment, students have
the truth table, filled in with the information for inputs B,
A, I0, I1, I2, and I3, corresponding to the input signals x9,
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For the third part of the assignment, students have the
truth table, filled in with the information for inputs A and
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I, corresponding to the input signals x8 and x6 of the real
board. They need to fill in the columns for the outputs Y0
and Y1, corresponding to the output signals y6 and y5 of
the real board. Then students need to write the output
functions and draw the circuit. This solution is shown in
Fig. 9. The solution from the software when the circuit is
tested for all the rows from the truth table is presented in
Fig. 10.

as: defining the problem, finding a solution, and reaching
a conclusion) and its variation “team idea mapping”
working by the method of associations and allowing to
improve collaboration between the students and increase
the number of ideas, where all attendees participate and no
ideas are rejected.

Figure 9. Solution of subtask c)

Figure 10. Solution of subtask c) when testing the circuit in Logisim

For the last part of the assignment, students have the
truth table, filled in with the information for inputs B, A,
and I, corresponding to the input signals x9, x8, and x4 of
the real board. They need to fill in the columns for the
outputs Y0, Y1, Y2, and Y3, corresponding to the output
signals y3, y2, y1, and y0 of the real board. Then students
need to write the output functions and draw the circuit.
The solution of subtask d) is presented in Fig. 11.

Figure 11. Solution of subtask d)

Figure 12. Solution of subtask d) when testing the circuit in Logisim

In the second part, where students use this table to
draw the circuit and to test it, they need to check their
solution using Logisim. The solution is presented in
Fig. 12.
The FPGA-based laboratory board used in the
teaching process of the courses “Digital Electronics” and
“Pulse and Digital Devices” for students-bachelors of the
specialties “Computer Systems and Technologies”,
“Electronics” and “Internet and Mobile Communications”
at the University of Ruse is shown in Fig. 13.
When performing this task, students are encouraged to
investigate, to be more curious, and more confident in
themselves. The active methods used in the courses
“Digital Electronics” and “Pulse and Digital Devices” are
as follows: individual brainstorming (including steps such
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Figure 13. FPGA-based laboratory board used in the teaching process

Other active learning methods used in the courses
“Digital Electronics” and “Pulse and Digital Devices” are:
problem-solving (the process of finding solutions to
difficult or complex issues), experiential learning (the
process of learning through experience, and defined as
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“learning through reflection on doing”), discussion
activities (for collaborative exchange of ideas among the
lecturer and the students and/or among the students), and
peer training (the process of training students by their
colleagues).
C. Survey
This academic year, the students’ survey was
conducted with 23 participants, 7 females and 16 males.
Some of the questions asked to the students in the
study were: “Do you get help from the lecturers in
developing the individual tasks?”, “Is the study time used
rationally?”, “Is the lecturer’s statement clear and
understandable for the students?”, “Are the theoretical
problems of the discipline illustrated with specific
examples from practice?”, “Did your interest in this
discipline increase during your study?”. In the same order,
these questions are given in Table 1, where the number of
the students, giving answers “No”, “Rather no”, “Rather
yes”, “Yes” and “I cannot decide” are also presented.
According to the results from the survey, it is clear that
most of the students indicate that they need help with their
individual assignments, but they think that the time during
the class is appropriately divided and they can understand
what is explained. During the semester all students that
have questions or problems receive additional
consultations. In addition, most of the students agreed that
examples from practice are given and their interest in this
discipline is increased.
TABLE I.

Question
help in
developing
the tasks
Is the study
time used
rationally?
lecturer's
statement
examples
from
practice
increase
interest

STUDENTS’ ANSWERS

No

Rather
yes

Yes

I
cannot
decide

1

2

15

5

0

1

1

18

2

1

1

3

10

8

1

2

1

10

8

2

2

3

9

7

2

[1]

[2]

[3]

[4]

[6]
[7]
[8]

[9]

[10]

[11]

CONCLUSION

Multiplexers and demultiplexers are important parts of
communication systems. Students can investigate those
devices using different approaches. The real equipment
helps them to understand how they are used in practice,
while software programs help them to be more confident
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Abstract - Covid-19 made us realize that educational
practices in higher education must change AND can change.
A possible solution for practicing lab work is working in a
remote lab: a real lab in which students and the
equipment/instruments are physically apart.
The concept of printed touchless electronics was taken as
the leading principle for students in the Department of
Electrical Engineering of a university of applied sciences.
They got the assignment to write a programming code, with
which they could control a robot. This robot was supposed
to draw, with conductive ink, a pattern, that could function
as a printed (light) sensor. The robot was situated in the lab,
the students uploaded their code from home. Via a live
stream, the students could follow the movements of the
robot and the pen.
From a didactical perspective, the goal was to find out if
the selected didactical methods: teamwork and feedback via
an internet platform and working with consultation hours,
had the estimated effect. An interdisciplinary team of three
lecturers was composed to guide the students. Students
thought that the consultation hours were very helpful. The
online teamwork between the students did not work so well.
In the future, students would like to have more
opportunities for testing and working with the remote lab.
Keywords – remote labs; engineering education; distance
learning; didactics; printed electronics

I.

INTRODUCTION

The coronavirus pandemic made us realize that
educational practices in higher education must change to
keep providing the students with the knowledge and skills
they need to become qualified starting professionals.
Online classes, remote feedback, video colleges, and
team meetings in various platforms were implemented at
high speed, to ensure the continuation of the education of
students [1]. One of the educational settings that cannot
be easily offered online, is the work done in labs. There
are possibilities: labs working with augmented reality
(where real and virtual objects are combined, with realtime interaction), labs working with virtual reality (realtime display of a 3-D model of a system) and remote
labs: a real lab in which the student and the
equipment/instruments are physically apart [1]. The
remote lab offers an opportunity to perform an
experiment over the internet [2] and gives students the
possibility to get lab experience independent of time and
place. In the Netherlands, working with remote labs in

higher engineering education is not common [3]. The
lockdown during the coronavirus pandemic made the
wish for experimenting with a remote lab a necessity.
The goal of this case study was to find out if it was
possible to develop a remote lab in engineering education
and if so, how the students experienced working in a
remote lab. Special attention was going to be paid to the
didactics in this remote lab, to find out if and how the
students would benefit from the didactical methods
offered. Research [4] has shown, that attention for
instructional support resulted in a higher appreciation by
the students for the lab work and in more graduated
students.
II.

METHODS

A. Remote lab
The concept of printed touchless technology, where
for example users can control a light switch without
touching it, was at the heart of this remote lab. For the
course Programming Arduino, first-year undergraduate
students Sensor Technology (29 students in total) had to
design two capacitive proximity sensors using conductive
ink and had to produce a prototype of the sensors in a
remote lab environment. To be able to do so, they had to
program a code for a drawing robot (Line-us-the internetconnected drawing robot). The Arduino programming
language that was going to be used is a language very
similar to C++, a common language in the computer
world. The robot was positioned in a (home kitchen, due
to the coronavirus pandemic) lab. Attached to the robot
was a pen, as well as an A6 piece of paper with two
conductive ink squares on it. The ink squares were
connected with a Raspberry Pi with a Bare Conductive PI
Cap. The PI was set up to run a program measuring
changes in capacitance. It had a LED and a small screen
attached, The screen, which was visible in the live stream,
was used to display the sensor values (see fig. 1).

Figure 1. Setup of remote lab. Credits picture: Peter Schaefer

This work has been financed by the Strategic Fund of Hanze UAS.

MIPRO 2021/EE

1829

If the programmed code was correct, the robot would
draw a design with conductive ink, that could function as
a printed sensor and be used as a light switch (see fig.2):

Figure 2. Working printed sensor. Credits picture: Peter Schaefer.

The first-year students were offered five workshops of
two hours each to learn how to program an Arduino code.
These workshops were all online. The first hour of each
workshop was dedicated to explanation and teaching, the
second hour was meant for individual practicing and
asking questions. The topics of each of these workshops
were:
•

Arduino Basics and Flowcharts;

•

Functions Variables and Structures;

•

Creating Functions and Libraries;

•

Timers and Interrupts;

•

Communication Protocols and Data.

After these workshops, the remote lab experiment was
planned. Besides having to draw two sensors, the students
also had to find out, if their designed light switch would
work by having the robot move an obstacle above the
printed sensor. The students, who were all in different
places: student room, home country, parents’ place, could
follow the movements of the robot via a live stream. The
lecturer Artificial Intelligence divided the students into
six different groups. During the remote lab performance,
all groups of students had 15 minutes each to upload the
code via the internet and watch the robot draw their
designs. Four out of the six groups were able to come up
with a code that really instructed the robot to move in the
correct way.
B. Didactical methods
From previous research [1] was taken, that various
interactions take place in a remote lab: student-student
interaction, student-lecturer interaction, student-content
interaction, and student-interface interaction. The
decision was made to focus on student-student- and
student-lecturer interaction during this experiment. The
didactical methods: group work, a-synchronous
instructors’ feedback, and consultation hours were
implemented and monitored to find out if and how the
students would benefit from these didactical methods.
Groups of 4-6 students were formed and each group was
assigned
to
another
platform
channel.
The
interdisciplinary team of lecturers (educational scientist,
researcher in sensor topics, and lecturer Artificial
Intelligence) were part of all these student groups, to be
able to support them in their progress in writing the code
together. A week before the actual remote lab

1830

performance, a consultation hour was scheduled for all
groups, to tackle the questions the students would have.
To monitor the experiences with this education
innovation, the students were asked to fill in a
questionnaire, that consisted of questions such as:
• Do you have previous experiences with remote
labs?
•

What do you like about working with a remote lab
for Programming Arduino?

•

Which parts of preparing for the remote lab were
most challenging?

•

Which parts of executing the remote lab
experiment were most challenging?

•

What was your experience with the groupchannel?

•

How helpful was the consultation hour?

•

What are your recommendations for future remote
labs?

C. Results
The results are based on personal feedback and on the
answers in the questionnaire, where the response rate was
35%. For all students, working in a remote lab was a new
experience. They described their experiences varying from
“very interesting” and “good to have the opportunity to do
lab work during corona-times” to “nice to make things
together” and “good to have this general perspective of
how electronics work”. The challenges in preparing the
remote lab performance could be found in setting up
teamwork. Bad communication between team members
was mentioned the most as an obstacle for preparing the
remote lab, next to not being able to come up with a good
design for the sensor or writing a working programming
code. During the remote lab performance, the students
mentioned as challenges the unfamiliarity of working with
a remote lab, not being able to come up with a correct
code, not being able to log in, or not being able to come
up with a good design for the sensor. The group work via
a platform did not work well for a lot of students. They
preferred other platforms, they had a hard time finding the
platform or loading the pages. Some students expressed
they liked the communication with the lecturers on the
platform. The consultation hour worked well for those
students who made use of the consultation hour. Some
students had troubles with their internet connection and
others had another class at the same time. During the
remote lab experience, only one of the student groups was
able to switch the light on and off by having moved an
obstacle above the printed sensors. As suggestions for
future remote labs, they mentioned:
•

More time to check the progress and more time
for improvement.

•

Direct communication instead of an e-mail with
the lecturers for students with initial problems in
coding.

•

Make groups based on experience in coding.

•

Make a video of a sample drawing.
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An evaluation of the remote lab experience was also
done by the interdisciplinary team of lecturers. The
cooperation within the team felt like a worthy addition to
‘normal’ teaching, where you are mostly on your own as a
teacher. It has value when you show cooperation to
students who must work together as well. The team
considered the group size of students too large. Guidance
and support work better when the students work in pairs,
was the suggestion. The lecturers appreciated the
consultation hour as an additional feature for giving
feedback. They also noticed that the platform for group
work did not work that well for the students.

instruments are provided more often. Students will be able
to experiment from different locations and at different
times. Didactically, online group work needs (more)
attention, and consultation hours provide in the need for
contact and feedback. Asynchronous feedback (through
platform channels) should not be the only way of giving
feedback to the students. Cooperation between lecturers of
different backgrounds was a valued feature in this remote
lab experience and can be extended to regular engineering
higher education.

D. Recommendations
Offering remote possibilities 24/7 probably asks for
more and other challenges such as manpower and
technical support but practicing with remote labs on
various occasions might be a wise addition to the current
setup of the remote lab. In the future, the lecturers would
like to work with more professional instruments and
devices and work with digital twins, i.e. virtual replicas of
physical devices that you can use to run simulations
before actual devices are built and deployed [5]. Working
with digital twins makes sure that when students are going
to use the physical instruments, all are tested and
controlled for. Guidance and support should take place on
a more individual level, considering the individual student
needs. All in all, the remote lab is a very helpful
instrument in offering experience in lab work, in
pandemic times as well as in more regular times.

The authors thank Jan Kleine Deters and Peter
Schaefer for their efforts and contributions to the process
of making the remote lab a meaningful experience for
students and lecturers alike.

III. CONCLUSION
The experiment with the remote lab in a Bachelor of
Engineering program can be considered a fruitful
experience. Students appreciated being able to do real lab
work in corona-times, but also in regular engineering
education, the remote lab experience adds value to
existing lab work if possibilities to practice with the
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Abstract - Many different code snippets can implement
the same software feature. However, a significant subset of
these possible solutions contains difficult-to-understand
code that harms the software’s maintainability and
evolution. Such low-quality code snippets directly harm
profit, as frequent and fast code change enables businesses
to seize new opportunities. Unfortunately, they are also
prevalent in an industry that consists mostly of junior
programmers.
We developed a platform called Clean CaDET to tackle
the prevalence of low-quality code from two angles. The
Smell Detector module presents a framework for integrating
AI-based code quality assessment algorithms to identify lowquality code as the programmer is writing it. The Smart
Tutor module hosts a catalog of educational content that
helps the programmer understand the identified issue and
suggests possible solutions. By combining the quality
assessment with the educational aspect, our integrated
solution presents a novel approach for increasing the quality
of code produced by our industry.
Keywords - clean code; code smells; maintainability;
readability

I.

INTRODUCTION

Societies’ ever-growing needs and desires generate a
high demand for new software solutions. Rushing to fulfill
the market’s needs, software vendors sacrifice quality to
develop software products faster and with more
functionality. Developers prioritize getting the code to
work and neglect writing readable and easy to change
code [1]. Such low-quality code contains code smells,
which represent structures in the code that decrease the
software’s ability to adapt and address new requirements
[2][3].
A codebase with many code smells is challenging and
costly to maintain and evolve [1][2]. Such code is errorprone and unreliable, resulting in failures that can harm
the software’s users and its vendor’s brand [3][4].
Furthermore, they adversely affect the development
process, reducing the developer’s productivity [3].
Detecting harmful code smells is not simple. Notably,
the definition of many code smells is ambiguous, and
there is a high disagreement among developers when
determining if some code is affected by a smell [5]. The
existence of code smells can depend on the software
semantics and architecture. Likewise, some code smells
emerge when using design patterns and thus do not require
refactoring [6]. Finally, it is not always easy or
economically feasible to refactor code smells [2].

MIPRO 2021/SSE

Therefore, determining the presence, harmfulness, and
solution for a code smell requires significant developer
expertise.
We developed the Clean Code and Design
Educational Tool (Clean CaDET) to help developers
discover, understand, and resolve harmful code smells.
Clean CaDET tackles this problem from two angles. The
Smell Detector module presents a framework for
integrating AI-based code quality assessment algorithms
to identify low-quality code as the programmer is writing
it. The Smart Tutor module hosts a catalog of educational
content that helps the programmer understand the
identified issue and suggests possible solutions. By
combining the quality assessment with the educational
aspect, our integrated solution presents a novel approach
for increasing the quality of code produced by our
industry and lowering the overall cost of software
development.
Section 2 presents related work for code smell
detection and educational tools that are already presented
and used in software engineering. Section 3 presents a
description of the primary use case and Clean CaDET
Platform components. We conclude our work in Section 4,
where we present directions for future work.
II.

RELATED WORK

We divide this section into two subsections. First, we
examine several systematic literature reviews of code
smell detection approaches that influenced our Smell
Detector module’s design. Then, we explore educational
tools used for teaching code quality, from which we
modeled our Smart Tutor module.
A. Code smell detection
The authors of [7] presented a systematic mapping
study on code smell detection, examining studies
published between 2000 and 2017. Their first question
examined which code smells were researched the most.
They found that Long Method, Feature Envy, and God
Class have been detected in 65% of the studies. The next
question asks what approaches have been proposed to
detect Design Smells in software. They concluded that the
most frequently used approaches were Metric-based,
followed by Logical/Rule-Based and Machine LearningBased.
The authors of [8] presented a systematic literature
review on machine learning techniques for code smell
detection, considering studies published between 2000 and
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2017. One of the questions was which code smells were
considered in the studies. They found that God Class is the
most frequently researched code smell, followed by Long
Method, Feature Envy, Functional Decomposition, and
Spaghetti Code. The next question examines the used
machine learning algorithms. Decision Tree is the most
frequent algorithm, followed by Support Vector Machine.
Other frequently used algorithms are Naive Bayes and
Random Forest. The question which was also researched
is related to independent variables used for code smell
detection. Most studies use structural metrics for the
detection of code smells.
The authors of [9] also presented a systematic
literature review on code smell detection. They researched
studies published between the years of 1999 and 2015.
One of their questions examined which code smells were
detected in the reviewed studies. The most detected code
smells included Feature Envy, Data Class, Long Method,
Large Class, and Long Parameters List. They also
examined which detection techniques were used. They
concluded that the most widely used techniques were
Search-based, while Metric-based follows behind. Most
techniques in the Search-based category apply machine
learning algorithms.
[10] compared various code smell detection tools.
They found a set of 84 different tools used in reviewed
studies, but only 29 of them were available online for
download. One of their research questions examined the
most frequently detected code smells. Duplicated Code
and Large Class were the major targets of detection tools.
They also compared the detection tools to determine the
agreement among them and computed their precision and
recall. The results showed that the evaluated tools provide
high agreement regarding detecting code smells.
Regarding the recall and precision, the results show a poor
recall percentage, while the precision results vary
depending on the tool.
The authors of [11] explored the impact of historical
software version changes in predicting the future
maintainability of the software. In the experiment, 40 reallife open-sourced Java-based software components
published in the Maven Repository were included, for
which the history of 19 successive releases was available.
The results of the data analysis show that the gain of
software maintainability prediction performance was the
greatest when the prediction model was enriched by
software metric measurements of versions closer to the
latest release.
The listed literature reviews identified three important
design considerations for our Smell Detector:
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1.

There are many types of code smells, where most
have unique traits. The Smell Detector should
have an abstract representation of a code issue and
be extensible to support new types of code smells.

2.

Smell detection algorithms vary as well and
include different machine learning models and
rule engines. The Smell Detector should have an
abstract representation of a smell detection
algorithm and be extensible to support new types
of algorithms.

3.

While some detection algorithms work on plain
source code, most require some code processing
to derive the abstract syntax tree or structural
metrics. Another module is required to process the
code and calculate the necessary metrics for the
Smell Detector.

B. Educational tools
A program developed by [12] reads code and sends it
to the rule engine whose purpose is to analyze the syntax
tree to identify an opportunity for code refactoring. It has
three types of interaction:
•

Automatic refactoring - Applying the refactoring
method
automatically
right
after
user
confirmation.

•

Refactoring proposal – Display detailed
instructions explaining to the user where and how
the particular refactoring method should be
applied.

•

Refactoring Questionnaire - Asking the user
additional questions to clarify the conditions and
define the appropriate refactoring method.

In [13], the authors present an Automated assessment
management system - ArTEMiS for interactive learning.
This system tests solutions to programming exercises
automatically and provides instant feedback for students
to solve the exercise iteratively. It offers an online code
editor with interactive exercise instructions and is
programming languages independent. They evaluated
their solution on four courses and figured out that
ArTEMiS is suitable for beginners and can handle 200
submissions per minute while providing feedback within
10 seconds, and therefore helps students realize their
progress and gradually improve their solutions. It reduces
the effort of instructors and enhances the learning
experience of students.
In [14], the authors gave three smelly code snippets to
30 professors to monitor how those professors would help
students refactor the code. They collected the hints which
the professors gave to students. They also compared
teachers’ hints to professional tools’ reports and
concluded that tools do not give feedback with increasing
detail as teachers would. Because tools do not know what
the code they analyze should do, they do not point out
issues related to control flow and algorithmic
optimizations. Also, because of the tools’ default high
threshold, minor issues are usually not reported.
Educational tools were developed for learning about
other code quality aspects, such as security. In our
previous work [15], we examined how e-learning tools
that rely on gamification effectively teach students how to
write more secure code.
Finally, adaptive e-learning systems have been the
focus of researchers in recent years [16][17]. Such
systems consider the student’s learning style to offer
educational content and learning objects best suited for the
student’s cognition.
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Based on the surveyed literature, we define the
following design considerations for our Smart Tutor
module:
1.

Getting timely feedback on the progress of an
assignment is an effective learning strategy. The
Smart Tutor should examine issues discovered by
the Smell Detector and offer suitable educational
content, based on some recommender subsystem.

2.

Gamification facilitates student engagement and
learning. The Smart Tutor's Learner Model should
integrate a gamified subsystem that tracks the
student progress, offers challenges, and facilitates
competition through leaderboards.

3.

Adaptive e-learning enables a scalable
personalized approach to teaching. The Smart
Tutor requires a learner model to track the
learning styles of the student, as well as an
instructional model that maps the learning objects
to these learning styles and effective learning
strategies.

III. CLEAN CADET PLATFORM
Clean CaDET is an artificial intelligence (AI) digital
assistant that serves the developer and helps them write
higher quality code. It analyzes the developer’s code in
search of quality issues. For each discovered issue, it
selects personalized educational materials that help the
programmer understand the identified issues and guide
them to write higher quality code.

sends them back to Clean CaDET Plugin (5). The
developer receives educational materials from which he
learns how to write better quality code (6).
A. The Repository Compiler
Figure 2. represents the Repository Compiler
components. This module receives code from the CaDET
Plugin within the Code Repository Service component,
which forwards it to the Code Model Factory (1a). Within
the Code Model Factory component, the source code is
processed and transformed into an abstract representation
called the CaDET Model. The Platform’s current
implementation allows the conversion of C# source code
into abstract representation but is designed to be
extensible to support similar languages, such as Java.
In addition to transforming the source code into a
CaDET Model, the Code Model Factory sends the abstract
model to the Feature Extractors component (2), which
calculates the features such as code metrics. Since the
metrics in our approach can be easily added or removed,
details of implementation are not given in the paper.
Currently implemented metrics can be found in the
Platform repository1. AI Models within the Smell Detector

The Platform1, or back-end part of the system, consists
of three high-level modules:
-

The Repository Compiler: processes the code
and compiles it into an abstract, language-agnostic
representation called the CaDET Model which
contains calculated metrics and features.

-

The Smell Detector: AI-based module analyses
and processes the CaDET Model to determine the
presence of code smells.

-

The Smart Tutor: AI-based module maps the
detected issues to suitable educational content
based on the developer’s experience with the
Platform.

The Platform supports several use cases. The primary
use case includes code processing, detecting quality issues
in the code, and selecting the educational materials for
improving the code quality, as highlighted in Figure 1.
The developer writes the code within the Integrated
Development Environment (IDE) (1). Currently supported
IDEs are Visual Studio and Visual Studio Code. The
Clean CaDET Plugin sends the written source code to the
quality analysis upon request (2). Within the Repository
Compiler, the source code is transformed into a CaDET
model and sent to the Smell Detector (3). The Smell
Detector processes the CaDET model and detects quality
issues, sending it to the Smart Tutor (4). Finally, the Smart
Tutor selects educational materials for detected issues and
1

The source code of the Platform is available on the
https://github.com/Clean-CaDET/platform.
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Figure 1. Interaction diagram for the primary use case

Figure 2. The Repository Compiler components
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module can be trained using these features, and could
detect code smells based on code metrics [7][8], as well as
the text used in the code [9], variable names, and other
features. The Feature Extractors component sends the
calculated features to the Code Model Factory (3), which
forwards them and the abstract model to the Code
Repository Service (4).
For certain types of code smells, it may be essential to
look at the history of code changes [18] (e.g., if a class
changes very often, it is a signal that the class has too
many responsibilities and represents the God class). In this
case, the Platform needs historical data (commits) from
the Version Control Systems (VCS). The Code Repository
Service sends to the Adapters the length of history
required to analyze the code (number of commits) (1b).
The Adapters component interacts with the VCS
repository, which delivers the project’s source code from a
specific commit. For each historical version of the project,
the source code is sent to the Code Model Factory (1c),
following the previously described flow.
The class diagram in Figure 3. shows the CaDET
Model. The CaDETModel class refers to one software
project and encapsulates it throughout its history.
CaDETProject represents a snapshot of a project. Each
project must specify the programming language it is
written in and has a list of classes. Each object of the
CaDETClass contains attributes such as class name,
source code, and metrics. Besides, we have information
about its parent and inner classes, members, fields, and
modifiers. Each object of the CaDETMember class is
described by name, source code, and metrics, as well as a
list of parameters, fields, modifiers, accessed accessors
and invoked methods. CaDETClassMetrics and
CaDETMemberMetrics represent code metrics that are
calculated for classes and members. The solution’s design
is flexible, and it is possible to make changes that will
extend the model (e.g., adding new code metrics).
B. The Smell Detector
The Smell Detector module receives the CaDET
Model from the Repository Compiler. This module
contains a collection of detectors, i.e., algorithms from the

artificial intelligence domain whose task is to process the
CaDET Model. By processing code metrics and other
model features, the Smell Detector finds code smells that
diminish the code quality.
During the Smell Detector design, the focus was on
the expandability and variability of the module. We
defined an IDetector interface that models the detection
strategy, which is then implemented by the concrete
Detector
classes.
These
specific
detectors’
implementations will take the appropriate data from the
Repository Compiler and pass it to the AI models. This
way, it is possible to plug in multiple code smell detectors.
Currently implemented detectors can be found in the
Platform repository2. Specific types of detectors are not
given in the paper because, like metrics, they represent a
dynamic part of the system and we will expand them over
time.
Also, this leaves space for defining hybrid detectors
that will combine several different models. Hybrid
detectors can be useful when detecting several different
types of code smells. Due to the lack of labeled data, MLbased approaches do not consider various code smell
types. For this reason, a combination of ML-based and
heuristic-based strategies (which apply predefined
thresholds to calculated metric values) could cover a
broader scope of code smell types and overcome the
problem of limited training data.
After the code quality assessment, i.e., the detection of
code smells, the Smell Detector generates a report on the
detected code smells. The final report consists of several
partial reports created by individual detectors. Each
detector creates a report that includes information about
all the code smells it has identified.
C. The Smart Tutor
After the Smell Detector’s analysis, the main task of
Smart Tutor is to select the appropriate educational
content for the detected quality issues. Selected
educational materials are sent to the Clean CaDET Plugin
and displayed to the user.
The Smart Tutor follows the design of an adaptive e-

Figure 3. CaDET Model
2

The source code of the Platform is available on the
https://github.com/Clean-CaDET/platform.
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learning system [16][17] and consists
components, represented in Figure 4:
-

The Learner Model

-

The Instructional Model

-

The Content Model

of

three

1) The Content Model
The Content Model houses domain-related knowledge
organized in Knowledge Nodes. Each Knowledge Node
contains Learning Objects sequenced in a specific order.
Learning objects are small, reusable components that
facilitate learning of the domain concept. Each is defined
by a type (e.g., text, videos), the role it has for the subject
matter (e.g., definition, example, formula).
2) The Learner Model
The Learner Model represents the learner’s personal
knowledge and progress in learning. It may also include
other characteristics of the learner to adapt the educational
content served to him. To offer personalized instructions,
Smart Tutor will perform assessment measures that
determine essential aspects of a learner.
There are two aspects to be assessed:
1.

2.

Personal traits: refers to information about the
learner, including learning style [19] (e.g.,
whether the learner better masters the knowledge
presented by text or images), cognitive abilities,
and personality. This aspect allows the system to
select the optimal educational content for the
learner. To identify personal traits, the Smart
Tutor will use a pretest (in the form of a
questionnaire that the learner fills out) and the
computer-based tracking of the learner’s behavior.
Current knowledge: this information is important
for the initialization of the Learner Model in terms
of the content offered to the learner (e.g.,
educational content would focus on those areas
where the learner has gaps in knowledge). The
Smart Tutor will assess the current knowledge
through tests and monitoring of the lessons the
learner has completed.

3) The Instructional Model
The Instructional Model manages the presentation and
selection of educational materials. As in the case of the
Smell Detector component, the Instructional Model is
designed to be pluggable. We defined an IRecommender
interface that models the recommender strategy, which is
then implemented by the concrete Recommender classes
(e.g., knowledge-based, collaborative-based, or other
types of RS, as well as hybrid solutions).

Figure 4. The Smart Tutor components

MIPRO 2021/SSE

At the time of writing, the Instructional Model has a
hybrid educational recommender system (RS) consisting
of a knowledge-based and collaborative-based component.
Knowledge-based RS combines the learner model with
the content model and defines rules for supplying the most
appropriate learning objects, following effective learning
strategies from [20]. Through the knowledge-based RS,
educators introduce their expertise to the Smart Tutor and
guide this module to construct effective knowledge nodes.
Collaborative-based RS relies on learner’s feedback.
During the use of the Platform, students will be able to
give feedback on delivered educational materials. As more
feedback gets collected, our knowledge-based component
shall be supplemented with collaborative-based filtering,
thus enabling our hybrid approach. This way, it will be
possible to evaluate the educational RS and continuously
improve it following the collected feedback.
IV.

CONCLUSION

Clean CaDET is a multifaceted AI-powered solution
that tackles the problem of software maintainability and
code readability. On the one hand, its Smell Detector
analyzes code and discovers readability issues and code
smells. On the other hand, it offers educational content for
training the developer to resolve the current problem and
avoid introducing such issues in further development.
We designed the solution with extensibility in mind.
Its current infrastructure enables the relatively simple
introduction of new:
-

Algorithms for smell detection, Smell Detector’s
IDetector interface,

-

Educational content, through the Smart Tutor’s
data model,

-

Instructional models, through the Smart Tutor’s
IRecommender interface,

-

Metrics and features, through the Repository
Compiler’s data model,

-

Language support, through the Repository
Compiler’s Code Model Factory.

The last point, while possible, is the most difficult.
Each language rests on different conventions and best
practices and suffers from different forms of code smells.
A future research direction is to map a language such as
Python or C++ to the abstract CaDETModel while
preserving some of the smell detectors’ capabilities
trained on the CaDETModel made from C# and Java.
As an educational tool, we plan to use Clean CaDET
in the classroom as part of our further work. This research
direction can explore effective learning strategies in the
context of clean code and good software design. We will
expand the Smart Tutor to examine how collaboration,
gamification, and interactive media can facilitate active
learning at scale [21] in this context.
Finally, clean code analysis and learning object
recommendation are stable problems that support ongoing
research, where Clean CaDET acts as a suitable platform
for algorithm development and experimentation.
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Abstract – Developers' fluctuation in the lifetime of a
software product might deteriorate the understanding of the
source code to a level where developer expertise of some
modules drops to a dangerously low point. It is important
for the project management to identify such critical modules
to avoid complete knowledge loss. This paper presents a
developer-centered static analysis tool that is intended to
show individual expertise in large software projects. The
expertise value is computed for each file through repository
mining of the version control system of the project. The
calculated value is based on the quality of commits per
developer. The results of the proposed method have been
validated on the CodeChecker open-source project,
comparing against the findings of a user questionnaire filled
by developers of the project on their expertise.

information we need is not stored explicitly but in the
form of commits that can be processed and analyzed.
This work studies the following research questions:
•

The quantity of modifications in a commit is easy
to measure as the number of modified lines. The
quality of modifications is more difficult to
determine since they have to be classified based
on the type of modifications such as refactoring,
new functions, new classes, etc. Quantifying the
quality of a modification in a file depends on the
programming language, thus requires static
analysis of the language. This makes
quantification harder in case of multilingual
projects where we have to perform static analysis
in every language that is used in the software.
Advanced software similarity checking software
has the capability of analyzing several languages
and gives accurate results of comparison between
different states of a file. Similarity checking is
suitable for comparing the previous and new
versions of source files. They provide a quality
measurement through a selected comparison
approach [2]. The results of similarity checking
can be used to classify modifications according to
their impact. RQ1: How to identify insignificant
commits (i.e. commits with no substantial
changes, such as adding or removing comments,
renaming
identifiers,
adding
copyright
information, etc.)? Are software similarity
checkers capable of effectively identifying such
modifications?

•

All developers have a notion of their knowledge
in their current project(s). Source code is usually
the atomic part of this knowledge which is
extended by their comprehension of software
architecture,
design
patterns,
coupling
information, etc. RQ2: How do developers’
contributions to the source code correlate? Do
developers correctly estimate their own
knowledge in the software projects they work on?
If not, do they tend to over- or underestimate their
knowledge?

Keywords - developer expertise, version control, repository
mining, code comprehension

I.

INTRODUCTION

In case of long-running software projects, the
fluctuation of developers is inevitable, whether we talk
about smaller projects with only a few developers at once,
such as a university lab project, or large, industrial
projects that count tens or hundreds of developers. When
fluctuation is so high, there is always a risk that certain
components of the software suffer neglect. If all or even
most developers that have knowledge about a component
leave the project, maintenance problems might emerge,
and it will cause much more problems to debug or develop
the component than it would be in possession of decent
expertise [1].
During development, lots of questions emerge that
concern other developers, especially when we need to find
out about the development reasons behind a certain part of
the code. Developers might also need to know the authors
of a certain code who presumably know the most about
the code and are able to help with understanding and
debugging the code in question. These questions might be
hard to answer, especially in large companies, where
dozens of programmers develop a software. Nowadays,
using some type of version control system for our projects
like Git or SVN is fundamental. Repositories are capable
of storing every piece of information that is bound to
development since the start of the project. Naturally, the
PREPARED WITH THE PROFESSIONAL SUPPORT OF THE
DOCTORAL STUDENT SCHOLARSHIP PROGRAM OF THE
CO-OPERATIVE DOCTORAL PROGRAM OF THE MINISTRY
OF INNOVATION AND TECHNOLOGY FINANCED FROM
THE NATIONAL RESEARCH, DEVELOPMENT AND
INNOVATION FUND.
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We developed a tool to parse and analyze the Git
commit history to answer the above questions through
empirical measurement and evaluation. The newly
developed competence plugin has been implemented as
part of the open source code comprehension supporting
software CodeCompass [3]. The plugin calculates the
quantity of modifications as lines of code (LOC), and the
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quality of modifications using the JPlag software
similarity checking and plagiarism detection software [4]
as a third party tool. The plugin was tested on
CodeChecker [5], a static analysis tool, whose developers
provided their self-declared knowledge in the project’s
modules.
II.

RELATED WORK

A. Developer Expertise
Ranking developers in a software project by their
expertise in the source code – and on more abstract levels,
in various programming technologies, such as languages
and frameworks – is continuously relevant for companies
and software projects. Expert identification is crucial in
facilitating communication between programmers which,
as a result, makes software development quicker and more
effective. The time span of completing programming tasks
has been identified as a key signal of a developer's
competences, as Nguyen et. al [6] concluded it in their
study. Robbes and Röthlisberger [7] have also found task
completion time to be of great importance, however, they
also relied on the time developers spent communicating
with each other, using developer interaction repositories.
Software repositories and static analysis are no new
sources of data for programmer competences: Teyton et
al. [8] developed a domain specific language to mine
software repositories in search of project-specific
developer competences.
Matter et. al [9] used their text-based developer
identification to facilitate assigning bug tickets to the
developer who most effectively can solve the problem.
They mapped bug ticket description to the vocabulary
used in developers' previous work descriptions. The same
purpose was realized by Wu et al. [10] who applied other
metrics like frequency, bug similarity and social network
metrics.
B. Commit Classification
Research on classifying commits into various
categories often relies on analyzing commit messages.
Mauczka et al. [11] manually defined a vocabulary to
classify commits as adaptive, corrective and perfective. A
similar work has been done by Levin and Yehudai [12]
who automated vocabulary expansion using machinelearning algorithms. They also refined the said 3
categories into several other, rather object-oriented
classes. The textual approach was applied by Sabetta and
Bezzi [13] but their research was focused on identifying
security-related commits. They also treated modifications
as text written in natural language, and used a small,
targeted training data set for their machine-learning
algorithm.
Levin and Yehudai's work was used as reference for
Hönel et al. [14] who exceeded syntactic analysis by
investigating the significance of code density in commit
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classification. Committing time has been identified in the
work of Eyolfson et al. [15] as another possible factor in
commit classification. Their research was focused on
separating buggy and correct commits.
III.

EXPERTISE MEASUREMENT

A. Background
Repositories, especially those of long-running projects
tell plenty about development history and workflow. It
creates an image of the gradual changes in the
architectural design of the software. When it comes to
maintenance and debugging, an emerging question can be
"Who can I turn to for an explanation of the logic,
structure and objective behind this code? Who is the
expert in it?". Recognizing developers’ knowledge in the
project also supports task distribution, and helps planning
quality assurance activities across the system lifecycle.
Developer expertise is intended to show a detailed
picture of the code comprehension and expertise of the
programmers in the project. If we consider smaller parts,
developer expertise can be measured in the extent of
comprehension of files, or even classes or functions. In
our research, we quantify developer competence as a
percentage value, which concerns one developer's
knowledge of a single file based on their share of
contribution. On a larger scale, it tells about each
programmer's knowledge of the architecture and modules
of a software which is the aggregation of their competence
values of the corresponding files.
The way we measure competence via the activity done
by the developer (editing the file) is based on the
experiences on comprehension assessment [16, 17]. If one
creates a new file, the creator developer's competence in
that moment – and for some time after that – is 100%. If
the file is modified by someone else, their competence
may be reflected by the type and amount of changes they
contributed.
Version control systems contain all the answers for the
above questions in their commit history in an implicit way
that requires meticulous analysis to be brought to the
surface. Commits provide all the information about who is
responsible for each line of code ever written for that
repository in their blame data. We consider one commit as
a unit in our calculation. The plugin parses a given
number of commits from the commit history, which are
then divided into deltas that represent the files modified
by the commit author.
B. Data Parsing
The competence plugin consists of a parser and a
service layer. The parser performs code analysis,
repository mining, and competence calculation via
software similarity checking. Fig. 1 shows the parser
workflow. The service layer provides various tree-based
diagrams of the data.
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Figure 1. The methodology of commit history parsing. The commit history of a Git repository is parsed commit-by-commit. We take the
diff tree (𝑑𝑐𝑗,𝑝𝑐𝑗) of each consecutive pair of commits (𝑐𝑗,𝑝𝑐𝑗), and analyze every file (𝑓𝑘) that was modified.

The precondition of parsing is to have a Git repository.
The parser also has to be provided with the number of
commits n to be parsed as input parameter. The starting
commit is the HEAD of the current branch. Once the
repository is found, we need to collect the modifications
done in the commits. We traverse through each commit in
topological and chronological order, look at the list of
modified files and calculate the quantity of modifications.
As mentioned before, we use JPlag which applies tokenbased comparison to compare every file in a commit to its
previous version [4]. JPlag provides a percentage of token
similarity, this shows the significance of the
modifications. A developer might have committed
multiple times to a file, and the modified file content of
commits might overlap in the file. In order to avoid
overestimation, we consider the commit with the highest
percentage value as the developer's expertise
measurement.
It is important to mention that Git differentiates
between the committer and the author of a commit, and
uses two timestamps for authoring and committing. For
example, when rebasing (squashing) multiple commits as
part of a pull/merge request, the committer usually
becomes the reviewer of the request, while the author is
the original user who wrote the code. To avoid distortion
of data caused by a different committer, we always
consider the commit author and the author date in the
calculation.
C. Commit Classification Methodology
JPlag provides a fair token-based comparison of two
files. If we look at the percentage results, we may also
classify the commits according to their significance.
Commit classification is a well-researched topic, however,
a great deal of research has been analyzing commit
messages to identify the type of the commit [11, 12].
Classification is also a language-dependent task which
makes automatic commit evaluation difficult. A software
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similarity checker is usually capable of processing
multiple languages thus it means a practical solution for
automated commit classification based on file content
change. Its results are also more reliable in file by file
evaluation where different types of modifications of
different significance can be made in the same commit to
each file.
Instead of classifying commits into various categories
like the above mentioned research, our aim is determine
whether a commit is significant, partially significant, or
insignificant. We deem a commit significant, if all
modifications are significant, partially significant if it
contains at least one modified file with significant
modifications, and insignificant if all modifications are
insignificant based on software similarity checking.
According to the work of Kawrykow [17], insignificant
modifications might make up to 15.5% of the overall
changes in a long-running software project. Such
modifications require little to no understanding which is
why we assort and ignore them in our calculation. They
are usually included in refactoring commits, e.g. identifier
renaming, adding, modifying or removing comments,
reordering code without modifying its content, and any
other refactoring that otherwise leaves the file
semantically unchanged. In practice, this means
modifications are ignored where the software similarity
result is 100%.
The computation was executed on a file level
granularity, then aggregated values for the directories
were also calculated which provide a more easily
interpretable result. Several languages, such as C++, Java,
or C# support the logical organization of projects: each
module is organized in its own directory.
IV. RESULTS AND DISCUSSION
The methodology has been tested on CodeChecker [5],
a static analysis tool built on the Clang Static Analyzer,
developed by Ericsson and Eötvös Loránd University. It is
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developed by a small group of constantly present
programmers and occasionally by student developers and
interns. CodeChecker is developed in multiple
programming languages, mainly in Python, C++, and
JavaScript, and other different file types occur such as
JSON files, Makefiles, shell scripts, etc. It is a decent test
project because of its many languages, reasonable amount
of modules, and stable base of developers.

48.2% of the time which is a fair result. They
overestimated their knowledge in 50% of the time, and
underestimated in 1.8%. The high value of overestimation
shows that developers on average have more knowledge
of the source code than the commit history data shows. In
order to be able to modify a file or a module, a
programmer has to know more of the content than the
actual code they contribute.

A. Experimental results
We analyzed the entire commit history of
CodeChecker using the competence plugin. The history
consists of more than 4 800 commits. The processed
commits consisted of 13 674 file modifications in total, of
which 3 263 (23.87%) were deemed insignificant based on
the software similarity checking (JPlag returned a 100%
similarity between the old and the new version of the file).
These modifications were omitted from further
processing. 334 commits (6.96% of the complete history)
were categorized completely insignificant based, meaning
all included file-level modifications were insignificant.

B. Discussion
As an answer to RQ1, software similarity checkers
provide promising results in identifying and filtering out
insignificant commits. However, the usage of binary
categorization of commits – significant or insignificant -provides an unsatisfactory result. A commit usually
consists of several files with different levels of
modifications. Therefore, all files cannot be treated
homogenously. In order to provide more refined expertise
values, we expanded our method to cover partially
significant commits as well, with a more detailed, filelevel granularity. Since similarity checking is evaluated
file by file, we were able to compute overall expertise
metrics without losing all information in a commit that
contained at least one insignificant modification.

We also conducted a test by collecting the main
modules of CodeChecker, and asked participants the
following question: "To what extent do you know the
source code of this module: module name?". 5 options
were provided for each question:
(1)

I have little to no knowledge of the source code.

(2)

I know how the module works but know little of
the actual source code.

(3)

I have structural knowledge of the source code.

(4)
I have a partially detailed knowledge of the
source code.
(5)

I have detailed knowledge of the source code.

The answer options correspond to a scale divided into
equal sections: (1) corresponds to 0-20% of source code
knowledge, (2) to 20-40%, (3) to 40-60%, (4) to 60-80%
and (5) to 80-100%. The questionnaire was filled by 8
developers which might seem like a small number but
related studies [18] show that the typical number of
members in a project team is 9 developers.
Table I. shows the results of mapping the results of the
plugin to the answers given by CodeChecker team
members. The self-declared knowledge estimated by
developers matched the results given by the plugin in

TABLE I.
Team member
Product owner
Core developer 1
Core developer 2
Core developer 3
Non-core developer 1
Non-core developer 2
Non-core developer 3
Ex-developer

Regarding RQ2, using the defined, equally distributed
scale in subsection A, the participants' answers deviated
by 18.05% on average. This number signifies that the
percentage scale should be recalculated to better fit the
actual knowledge of developers as well as the "unseen"
knowledge that is inevitable for contribution. The sections
on the scale do not necessarily need to be of equal size,
but further investigation is needed to define a more precise
calibration. It is worth noting that answers deviate from
plugin results mostly at the medium of the scale which
means the calculation is most capable of showing the most
and least competent persons in the given module. It is
easier to match with the lowest parts of the scale since a
developer presumably knows less about modules they
haven't committed anything to at all than the ones they
contributed to.
We have already discussed how we treat squashed
commits in practice. However, the calculation entirely
omits the committer who, in fact, might be possessing
more knowledge than their commit history shows. Using
the Git feature branching model or some similar type of
development pattern is a common practice in software
development teams. In such cases modifications are

QUESTIONNAIRE RESULTS

Matching answers
3
6
11
5
7
10
11
3
54

Overestimates
11
6
3
9
7
4
3
12
56

Underestimates
0
2
0
0
0
0
0
0
2

Table 1. The results of our questionnaire conducted among the developers of CodeChecker. 8 team members answered the questions which were
intended to collect their self-declared knowledge of each module. The participants had to classify their knowledge in the module's source code from 1
to 5, which was then mapped with their results of the competence plugin.
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hardly ever committed to the main branch, they are rather
written on separate branches. When a modification – let
that be some refactoring, a bugfix, or an entirely new
functionality – is done, the creator(s) make a pull request
or merge request to integrate their new code into the main
branch. It is also common practice that the author(s) of the
new code cannot merge their modifications directly to the
main branch, they have to wait for the review, and then
the change requests or approval of other developers from
the team [19]. The approved merge request is then usually
merged by one of the reviewing developers [20, 21]. This
means that reviewers have more knowledge of the source
code than the amount they have authored. This might
explain the overestimation of knowledge in parts of the
code to which the overestimating developer has never
even committed, or nearly not as much as their selfdeclared knowledge says.

were compared to the self-declared knowledge of
CodeChecker's developers. We found that the plugin
provides promising results that fairly correspond to reality,
considering the possible inaccuracy of a questionnaire that
is based on self-declaration. The plugin is a helpful tool to
better plan the usage of human resources, e.g. detecting
possible knowledge loss due to strong developer
fluctuation, or when source code related knowledge is
unevenly distributed between developers.

The research shows that there is a strong correlation
between a developer's extent of project-specific
knowledge and their commit history, adding that the
amount of contribution means some additional knowledge.
The amount of self-declared knowledge and the results
shown by the commit history are not directly proportional,
further refinement might be needed to get accurate results
from the percentage value.
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Abstract—Playing video games can be beneficial for
cognitive skills and mental wellbeing, especially for the
elderly. Game design and user testing for the elderly is,
therefore, an important consideration. In this paper, we
present experiences from usability tests of a touchscreen
puzzle game with elderly users. As a result of the user
tests, we observed some common behaviors. In general,
the elderly testers found it difficult to approach the game
without instructions and were not able to get the game
going using only trial and error. To get started with the
game, the testers preferred animated tutorials over detailed
written instructions. Additionally, the testers praised pop-up
warning messages that appeared when they made mistakes.
We also noted that within our test group individuals had
somewhat different mental models about the game and its
mechanics, which made improving the game design difficult.
Keywords—video games; elderly; user testing

of research on the impairments due to age, it is arguably
hard for developers to step into the shoes of seniors.
The overarching research question guiding this work
is: What can be learned from game user tests with elderly participants? The main research question is further
divided into the following subquestions:
•
•
•

What usability related observations arise from the
user tests?
What game design related observations arise?
What testing environment related observations arise?

The rest of the paper is organized as follows. Section
II presents related work on games for the elderly. Section
III presents the employed research protocol and the participants to the study. Results of the study are presented in
section IV. Finally, in section V, the results are discussed,
and the paper concludes in section VI.

I. I NTRODUCTION
The number of elderly people within the population is
increasing, and thus the demand for services in physical
and mental wellbeing for the elderly is also growing.
There are many challenges related to the mental wellbeing
of the elderly population. Decreased cognitive capabilities
are often a result of age-related impairments. On the other
hand, existing literature shows that games can be used to
improve mental and physical wellbeing (for example [1],
[2]).
Modern game development is immensely data-driven
[3]. Game developers collect data in many ways but one
of the main processes used to assess the quality of a
game product is usability testing [4]. Usability testing is
key for assessing how well a game appeals to a certain
demographic. As the population ages, usability tests will
inevitably become ubiquitous among senior citizens, too.
In this paper, we present observations from usability
tests of a digital puzzle game with elderly users. We
recruited volunteers to take part in user testing sessions
of a digital tabletop puzzle game. In the testing sessions,
the think-aloud method for usability testing was used [5].
The current study has a focus on the user interface and
usability development using iterative development cycles.
These are important considerations in game development
because of the need to understand the user experience.
The importance of user studies is further highlighted in
the context of elderly people - while there exists a plethora
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II. R ELATED W ORK
In general, games are considered stimulating for the
brain and gaming can improve cognitive skills, especially
in the elderly. Many previous studies have established
that games can improve both the mental and the physical
wellbeing of elders (for example, [6], [7], [8], [9], [10],
[2]). For example, the study by Nouchi et al. found that
brain training games can improve executive functions
and processing speed [2]. In a similar vein, the study
by Russoniello et al. establishes the benefits of games
on people with depression [1]. Many studies highlight
different health benefits of video games – an extensive
review is given in the work by Griffiths [11].
Playing video games is increasingly popular among
the adult population. Exact statistics are hard to come
by but some estimates can be drawn from the extant
literature. The study by Anderson in 2016 found that 45%
of people 60 years old or older play video games [12]. As
time passes these populations become older, and special
care needs to be taken when developing games with this
audience in mind.
Game development with the elderly as the user group
can be challenging. One reason behind this can be attributed to the age gap between typical software developers and senior citizens. For example, according to
the latest Stack Overflow survey, almost 70% of their
userbase is 34 years old or younger [13].
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TABLE I
PARTICIPANTS IN THE TEST SESSIONS
Test day 1

Test day 2

Test day 3

Woman 61 - 70

Woman 71 - 80
Man 71 - 80
Man 61 - 70

Woman 61 - 70
Man 71 - 80
Man 61 - 70

Another consideration is that old age is likely to
come with certain conditions such as pulmonary disease,
diabetes, depression, or dementia [14]. In addition, one
third of people over the age of 65 will have some visual
impairment [15] and hearing loss becomes frequent, too
[16]. Tremors and lowered reaction time can make the
use of digital interfaces difficult [17], [18].
Previous work on digital tabletop games for the elderly
is scarce. An extant study by Al Mahmud et al. concludes
that digital tabletop games as a gaming style appeal to the
elderly [19]. However, to our knowledge, there are not
many recent studies in the area, and this work addresses
this research gap.
III. R ESEARCH METHOD AND PARTICIPANTS
The following subsections outline the research setting
(protocol) for our study, and the video game itself.
A. Study protocol
This study employs a qualitative research approach
based on observing volunteers participating in the user
and usability tests [20]. Usability testing is a research
approach, where users are involved in order to evaluate
the usability characteristics of a system [4]. Overall, four
volunteers participated in over seven individual test sessions. The sessions were arranged during three different
days, with time for development sprints in between. The
participants in the test sessions are described in Table I.
The user tests were conducted by the first author in the
summer of 2020.
During the test sessions, the think-aloud method [5],
[21] was employed to solicit impressions from the participants. Before starting, the users are informed that they are
not the subject of the test, but rather the application they
are using. The user is given a task and asked to describe
their thoughts and feelings as the task is completed. An
independent observer participates in the test, taking notes
or recording the session. The observer can ask questions
to encourage the participant in their commentary. The
observer should avoid helping the participants, unless it
is not possible to continue the test otherwise, or if it is to
prevent the user from quitting. [22].
Three to four testing rounds were performed in each
session. In the tasks we started with the minimum knowledge needed to proceed in the game, followed by more
game related mechanics in the subsequent rounds. The
objective of this protocol was to complete the whole game
in one test session. At the end of the session, gamespecific questions were asked: What was the purpose of
the game, how entertaining was it, how easy was it to
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place the road tiles and drive the car, and would they
play the game again?
Between the test sessions time was allocated for iterative prototype development based on the participants’
feedback [23]. This allowed for some troublesome issues
with the game design to be improved while the study was
ongoing.
Due to the ongoing Covid-19 pandemic, the testing was
conducted either outdoors, or in a lounge of a senior
citizens’ apartment building. Protective equipment was
used when necessary.
B. The Game
For this study a digital tabletop game was created.
The objective was to design a game to help maintain
the physical or cognitive capabilities of elderly people. A
secondary objective for the game was to promote social
or health services, which currently are delivered using
a specially equipped van to the elderly people living in
sparsely populated areas of the South-Savo region.
The game resembles the popular boardgame, Labyrinth.
The player places puzzle pieces on the board to advance
in the game. The game was designed in the context of
the social and health services van, therefore the puzzle
pieces form a road connecting houses in the rural areas.
The player needs to place the tiles on the board, forming
a path to the finish line, and successfully move the car on
screen.
The finished user interface and main controls of the
game are depicted in Figure 1. The mechanism to place
tiles on the board is by drag and drop, and the car is
moved using the controls on the bottom of the screen.
The game was developed using the Unity game engine.
IV. R ESULTS
The following section describes the process of conducting the user tests, and the observations we made
from them. A summary of the test outline and results
are presented in Table II.
A. First round of testing
The first testing day had only one participant. This test
day served partly as a baseline for further test sessions,
and partly to test the study protocol itself. The participant
was a woman between 61 - 70 years of age, with no
previous experience with mobile games. The participant
was asked to play four rounds of the game, with more
game elements introduced each round.
On the first try, the participant did not see the builtin instructions button in the main menu but instead
proceeded to try to play without knowing the objective
of the game. When the help menu was introduced to the
participant, she had difficulty reading it because of the
sunny, outdoor conditions (and reflections on the tablet).
On the subsequent game rounds, the participant still had
trouble approaching the game. The written instructions
(in-game) were not helpful, and the observer had to
verbally brief the participant about the mechanics and
goals of the game.
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Fig. 1. The finished game user interface. The player’s van is on the lower left of the game area, while tiles that can be added to the board to
advance the game are on the left side of the screen. The objective of the game is to place the tiles on the board, connecting the player’s starting
position with the finish line (the house), while picking up randomly located passengers.

B. Second round of testing
Between the first and second testing days, some graphical changes were made to improve visibility, and a tutorial
style help section for the game was added. On the second
testing day, three volunteers took part in the sessions. The
first participant was a woman between 71 - 80 years old,
who was somewhat familiar with smartphones and tablets.
Participant 2 was a man between 71 - 80 years old, with
no touch screen experience. Partcipant 3 was a 61 - 70year-old man, with no touch screen experience, but did
use a computer 2-3 hours a day.
Participants 1 and 2 proceeded to start the game, ignoring the instructions. Participant 3 did read the instructions first but found the text confusing. It was therefore
concluded that the tutorial style help section needs more
work.
After the participants started getting grips with the
gameplay, we observed that they had very different mental
models of the game’s context. As the player’s avatar
is a car, it should run on a road and avoid obstacles.
However, one participant did not make this connection
and attempted to drive the car on an unpaved surface.
Meanwhile, another participant confused the background
scenery with the obstacles. These observations did not
lead to modifications in the games, as the perceptions of
the game were so mixed between participants.
We concluded that the text instructions were not useful,
and there should be a video tutorial or an animated screen
showing the gameplay. Additionally, some changes to the
graphic elements were required, because the participants
had trouble distinguishing game elements from the background.
C. Third round of testing
For the third day of testing, the in-game tutorial was
further improved. An animation with a hand playing the
game was added to illustrate how the road tiles should
be placed on the board. The text instructions were still
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available but this time with a large font using more of the
screen. In addition, a popup screen was added to inform
the player if they tried to place tiles on top of each other.
The side-by-side comparison of the changes to the game’s
main screen is shown in Figure 2.
On this day the three volunteers taking part had already
volunteered for either the first or the second testing day.
Participant 1 was the woman from the first testing day,
while participants 2 and 3 were the men from the second
testing day.
By and large, we could see that the participants’
understanding of the game and road placement improved
over the test sessions. The animated tutorial seemed to be
useful in explaining how the road tiles were meant to be
placed on the board. On the other hand, the participants
still struggled with the car controls, which were not
illustrated in the tutorial. This issue was not resolved
during the development cycle but an animated tutorial
(similar to placing the tiles) could be added to fix the
problem.
V. D ISCUSSION
To answer our first research question What usability
related observations arise from the user tests? We found
that the design of a menu where detailed instructions
could be accessed was not a good solution for the elderly
participants. Instead, all participants favored a helpful, but
more intrusive animation.
To answer the second research question What game
design related observations arise? We found that, at least
in the beginning, an animated hand showing how to move
the tiles on the board was helpful, as was the pop-up hint
which appeared if the user tried to place a tile in the wrong
place. This suggests that instructions should be included
inside the game (and within the gameplay).
However, we noticed that the participants formed different mental models of the game and its context, making
it hard to form conclusions about the game design. As the
participants all made slightly different interpretations of
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Fig. 2. Side-by-side comparison of the changes to the game screen after the first two testing rounds. An animated hand shows how to place tiles
on the board, and a pop-up screen contains the written instructions. In addition, the car (bottom left) was re-drawn to be more distinctive against
the background, and one road tile was placed beneath it.
TABLE II
S UMMARY OF THE TEST SESSIONS , DEVELOPMENT STEPS ,

AND TEST OUTCOMES

Test session

Development tasks

Test outcomes

First test day

Objective: Iron out the test protocol and identify usability
issues

Issues: Reflections on the tablet screen made it difficult to
read text instructions. Additionally, the font size was too
small.

Second test day

Objective: Fix usability issues from the previous test

Issues: Text-based tutorial accessible from the menu did not
seem intuitive enough.

Third test day

Objective: Fix usability issues from the previous test and
confirm that improvements work. Confirm the usefulness of
the animated tutorial and pop-up hints.

Observations: The new, animated in-game tutorial was perceived well. Pop-up hints allowed participants to quickly
figure out what they had done wrong.
Issues: The car controls require a tutorial too.

the game, it is hard to form strong conclusions without
more prototyping and more impressions from testers. In
general, we feel that to be easy to pick up the game should
incorporate some real-life context. The participants were
confused about which real-life rules to follow or not (for
example, driving ’over’ a passenger to pick them up vs.
obstacles that need to be driven around).
Finally, to answer the third research question What
testing environment related observations arise? Because
the tests could not be arranged in a dedicated space, there
were some issues with lighting and its’ effect on the
graphics. The participants could not see the texts clearly,
and reflections made it hard to see what was on the screen.
The limitations of this study warrant some discussion.
In the end, there were only four volunteers taking part in
the testing. Unfortunately, it was hard to recruit willing
volunteers, possibly due to the Covid-19 pandemic. However, some guidelines suggest using only three to five (for
example Nielsen [24]) participants for user testing, while
others say to use only one (see Medlock et al. [25]). As we
consider the results to be exploratory rather than strong
conclusions, observations can be made from qualitative
experiments with a small number of participants.
VI. C ONCLUSION
The goal of this study was to create a game that
provides cognitive challenges for elderly people. Prior
research has established that games can help prevent the
age-induced decline in mental capabilities, and this study
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explores games for elderly users in practice. Specifically,
we conducted user testing with a digital puzzle game,
which had been designed with the various age-induced
impairments in mind.
In this process, we discovered some key points related
to the game design, user interface, and external conditions
during user testing. We found that to get started with the
game, animated tutorials and pop-up notifications when
the user makes mistakes are helpful. On the other hand,
the elderly participants had trouble distinguishing the
correct contextual information about the game’s interface,
leading to mixed mental models of the game and its
context.
As the population ages, the different solutions for
maintaining mental and physical wellbeing become more
and more important. Extant literature is abundant with
considerations for digital user interface design with the
elderly users in mind but less focus has been given to
user-centric game development for the elderly. In future
work, these avenues should be explored more.
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Abstract—In the field of computer science, Continuous Practices enable companies to frequently and instantly provide new
software and products to customers and stakeholders. With a
growing interest in these practices, some secondary literature
has been published within this research area. However, there are
still open questions when it comes to teaching such practices
to computer science students. With more and more companies
demanding these skills from graduated students, educating them
the required knowledge and skills is necessary. This systematic
literature review follows the methodology of Kitchenham and
analyses which of these practices are taught in higher computer
science education. Along with the kind of courses that use them,
it is reviewed how they are taught in higher computer science
education and how these approaches differ from each other. The
systematic literature review points out, that there are currently
different teaching approaches described in literature. The review
might help educators to gain new ideas of how to develop an
own course to teach such practices or how to implement such
contents into existing courses.
Index Terms—Continuous Practices, Software Engineering,
Higher Education, Systematic Literature Review

I. I NTRODUCTION
In recent years, Continuous Practices (CP) have gained
much interest from both, industry and education [1], [2].
For companies, CP proved to be very advantageous. During
the software development process, they can deliver instant
feedback for written code. Furthermore, a compiled and tested
executable can be provided automatically. CP enable companies to deploy new features and react to changed environment
conditions instantly and on a daily basis.
Companies seem to have great interest in employees, which
have skills in the field of CP. This motivates educators to teach
them to their students. However, setting up these environments
is a complex challenge [3], [4]. Therefore, a thoughtful teaching approach on the part of educators is required. Alongside
the implementation, teaching the theoretical aspects of CP
comes with challenges for students and educators as well [5].
The contribution of this work will be a systematic literature
review (SLR) for a better understanding about the current
state of published research in this field of teaching. Also
it will be evaluated how CP are used and taught in higher
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computer science education and how these approaches differ
from each other. For educators, this review might deliver a
deeper understanding of the different ways to teach them and
how they could be integrated into their own curricula.
It is important to mention, that this SLR is based on current
publications within this field of research. All analysis and
statements refer to these. This publication does not cover a
study about unpublished teaching practices at different universities. Further studies about how CP are taught in practice
(without being published) might be covered in future work.
The rest of this paper has the following structure: section
II discusses related work. The research method used in this
paper is outlined in section III. Finally, the results of this SLR
are presented in section IV.
II. R ELATED WORK
Along with primary publications, some secondary literature
was developed in this active topic of research. This section
will enumerate related secondary literature and distinguish it
from the SLR developed in this paper.
Because of its high relevance, there are quite a few secondary papers about DevOps. The authors in [6], for example,
perform a systematic mapping study to explore primary literature about it. In this study they point out, that DevOps has not
been sufficient studied so far. [7] analyses published literature
about CP and DevOps. The authors verify how field related
terms are used and distinguish them from each other. Authors
in [8] investigate, which contributions have been made by
researchers in primary literature to improve DevOps processes.
Besides DevOps itself, also its cultural aspects have been
analysed in secondary literature. [9], e.g., reviewed the invaluable cooperation and knowledge sharing between development
(Dev) and operations (Ops). [10] examine three possible areas
for changes in system design and architecture to better support
CP. Authors in [11] empirically investigate how development
and operations teams are organized in industry. Also they
examine impacts of practicing CP on collaboration and the
responsibilities of different team members.
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Security must also be taken into account when developing
software with DevOps. [12] gives an overview about security
in the field of DevOps and what implementing it means.
Authors in [13] performed a SLR to identify hurdles and
develop a prioritization based taxonomy of DevOps security
challenges.
Because of their relevance for DevOps, there is also secondary literature about CP. Authors in [3] review approaches,
tools, challenges and practices alongside with success factors
for applying CP.
Other researchers only focus on specific practices contained
in CP. [14] show different interpretations and implementations
of Continuous Integration (CI) in several cases. Another publication analyses how organisations assimilate CI and what
organisational changes they may cause [15]. [16] conducts a
systematic mapping study to classify and analyse literature
about continuous deployment.
No matter if in industry or education, implementing CP is
challenging and time consuming. This is also widely discussed
in literature. For example, problems like the effect of build
waiting time in CI [17] or which pain points occur when
it comes to CI [18] are discussed. There is also secondary
literature about testing and solutions for testing in Continuous
Delivery (CDE). Publication [19] investigates approaches,
methods, frameworks and solutions for testing problems.
How change management practices are adopted in environments that use CDE and Continuous Deployment (CD) is
reviewed in [20]. [4] analyse problems, causes and solutions
when it comes to adopting CDE.
[21] conducts a review about DevOps challenges for
engineers, managers and researchers. Authors in [22] develop
a model for DevOps to improve the adoption of its activities.
The researchers in [23] even investigated the customer
involvement in the CD process, including potential benefits,
challenges, methods and tools.
Only one secondary paper has been found, whose focus
is on teaching such practices in an educational context. [24]
identifies challenges and also recommendations for DevOps
in education. To do so, the authors performed a systematic
literature review and extracted 75 challenges and 83 recommendations, which they cluster into different categories.
It is also discussed how challenges are tackled by existing
recommendations. With this focus, the paper does not examine
which CP are applied in educational environments. It should
also be of interest for educators, how different approaches are
applied and how they vary from each other. The insights of
these, so far, uncovered topics will be the contribution of this
paper.
III. R ESEARCH METHOD
The methodological basis of this review is based on
Kitchenham [25], [26]. In the first phase, a review protocol
shall be created. Following [26], the structured approach is
illustrated by the following subsections.
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TABLE I: Inclusion criteria of this SLR
ID

Inclusion criteria

I1

Papers from scholarly research journals and conference proceedings which are peer-reviewed.
Papers need to be available in full-text and in German
or English language.
Papers need to be related to the field of computer
science.
The publication date of the paper must be in the
period between January 1994 and October 2020.
Papers which use CP in a higher (university) computer science education context.

I2
I3
I4
I5

A. Research questions
The following research questions are intended to be answered:
•
•

•

RQ1: What CP are taught in higher computer science
education, according to scientific literature?
RQ2: In which courses and on which degree level (undergraduate or graduate) are CP taught to students, according
to scientific literature?
RQ3: How are CP taught in higher computer science
education, according to scientific literature?

B. Electronic data sources
Following [27], the most popular electronic data sources in
the field of software and software engineering are:
•
•
•
•
•

IEEExplore (https://ieeexplore.ieee.org)
ACM Digital Library (https://dl.acm.org/)
ScienceDirect (https://www.sciencedirect.com/)
Wiley Online Library (https://onlinelibrary.wiley.com/)
SpringerLink (https://link.springer.com/)

Citing [28], Kitchenham and Charters [26] name the same
electronic data sources. Because these databases are outlined
by different authors it can be assumed, that they contain
important primary literature for this SLR. Because the authors
do not have access to the Scopus digital library (https://www.
scopus.com), it is not included.
C. Inclusion and exclusion criteria
Inclusion and exclusion criteria for this SLR are summarized in the tables I and II. These criteria were developed
by the authors, following the methodology and suggestions of
Kitchenham [25], [26].
According to [7], the exact date of existence of CP is
uncertain. The earliest date they mention is 1994 when Grady
Booch formed the term of continuous integration [7], [29]. To
be able to find all important literature for this review, articles
from 1994 until October 2020 will be in focus of the literature
search.
Literature which is not available in full-text and German
(which is the mother tongue of the authors) or English
language has been excluded. Otherwise, the authors would not
be able to make valid statements about their content.
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TABLE II: Exclusion criteria of this SLR
ID

Exclusion criteria

E1
E2

Secondary literature.
Papers which name any kind of CP, but do not
describe how they are used to teach students.
Work-In-Progress papers are only included, when
already a concrete concept of how to teach CP or
use CP in education exists.
All papers which are not related to the field of
computer science.

E3
E4

D. Primary study selection
1) Search term: To find primary studies in the named
databases (see subsection: III-B) a search term has been
developed and applied. However, it is not possible to apply
the exact same search string to different databases (e.g. [28]).
As a consequence it is necessary to slightly adapt the search
string for each database. The following search term consists
of synonyms for continuous practices (based on [3], filtered
and enriched by the authors):
TITLE-ABS-KEY ((”DevOps” OR ”continuous software
engineering” OR ”continuous practices” OR ”continuous
integration” OR ”rapid integration” OR ”fast integration” OR
”quick integration” OR ”frequent integration” OR ”continuous
delivery” OR ”rapid delivery” OR ”fast delivery” OR ”quick
delivery” OR ”frequent delivery” OR ”continuous deployment” OR
”rapid deployment” OR ”fast deployment” OR ”quick deployment”
OR ”frequent deployment” OR ”continuous release” OR ”rapid
release” OR ”fast release” OR ”quick release” OR ”frequent
release” OR ”continuous build”) AND (”education” OR ”teach*”
OR ”student” OR ”course”) AND(”software” OR ”information
systems” OR ”computer”))

If the search term contained to many operators, it has been
split and the individual results compiled.
To verify if the search term is effective and no relevant paper
had been excluded, a Google Scholar search was conducted
as well, using different combinations of the keywords above.
However, this did not deliver any further results.
2) Procedure: The search procedure is split into five
phases. During the initial search in phase 1, N = 2817
papers have been found. A vast number (2028 papers) on
SpringerLink. It can be assumed, that this is due to the issue,
that SpringerLink does not provide an opportunity to search by
title, keywords etc. Phase 2 applied the inclusion and exclusion criteria to title and keywords of the results from phase 1.
After this step, N = 61 papers were taken into consideration.
Afterwards, in phase 3, the inclusion and exclusion criteria
have been applied to the abstracts and conclusion sections of
the papers. This resulted in N = 45 papers to be left. In phase
4, following the methodology of [30] a snowballing process
with a backward search has been used to find additional work
related to this review. Phase 5 covers a full text read of the
remaining papers. A publication was chosen if it matched all
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TABLE III: Distribution of different CP in the selected publications
Kind of Continuous Practices

Count

Percent

Continuous Integration
Continuous Delivery
Continuous Deployment
DevOps
DevSecOps

32
17
8
7
1

91.43
48.57
22.86
20.00
2.86

the inclusion criteria after the full text read. A number of N
= 35 publications were selected within this process and will
be synthesized in the following.
IV. R ESULTS
According to [3], reporting information about the distribution of selected papers in databases can be relevant to
researchers, which are interested in this topic. Most of them
have been found in the ACM Digital Library (40.00%) and
IEEExplore (37.14%) databases. The others are distributed as
follows: SpringerLink 20.00%, Wiley Online Library 2.86%.
From Science Direct, no publication matched the chosen
criteria.
A. RQ1: What CP are taught in higher computer science
education, according to scientific literature?
Table III provides an overview about how many of the
selected publications use different CP. With the total values,
a percentage distribution can be calculated (the total of 35
selected papers equals 100%).
Nearly all of them (91.43%) use CI in an educational
context. Whereby a smaller amount of 48.57% apply the
following steps of CDE. Nearly half of those (22.86%) use CD
in an educational context. About the same amount (20.00%)
use the term DevOps and one of the selected papers name
DevSecOps (2.86%). [1], [2], [5], [31]–[62]
B. RQ2: In which courses and on which degree level (undergraduate or graduate) are CP taught to students, according
to scientific literature?
Table IV summarises the courses and graduate levels named
in the selected publications. It shows, that many of them
use CP in Software Engineering courses (17 named at an
undergraduate and 3 at graduate level). [2], [31]–[33], [35]–
[38], [43], [44], [46]–[48], [51], [54], [57], [59]
There even are courses which specialise on DevOps
(some of them with additional course contents like CloudComputing). 3 of them are taught at an undergraduate and 4
of them on a graduate level. [34], [39], [49], [53], [55], [56],
[58]
3 courses use CP to teach students software development
(programming). All of them use CI only. This practice is used
to receive and analyse students code and to provide instant
feedback to them. This continuous feedback improves code
quality and increases the learning success of students. [41],
[48], [60]

MIPRO 2021/SSE

TABLE IV: Courses and graduation levels mentioned in the
selected publications
Course

Undergraduate

Graduate

Software Engineering
DevOps (+ additional)
Software
Development
and Programming
Others
Software Architecture

17
3
3

3
4
0

3
0

0
2

Courses which only got named once, were summarized in
the category ”Others” (see Table IV). [48], [51], [52]
In Software Architecture courses two publications applied
CP on a graduate level. [1], [57]
7 publications do not give any further information about
the courses they are applying CP at. [5], [40], [42], [45], [50],
[61], [62]
The sum of these values will not equal 35 (if the 7 papers
without further information are added). This is due to the issue,
that many publications mention multiple courses, in which
they apply their approach.
C. RQ3: How are CP taught in higher computer science
education, according to scientific literature?
First, the papers will be clustered in the categories 1) Active
(students do have to set up any kind of CP by themselves)
and 2) Passive (students use an existing setup of CP). Taking
the different courses as a basis, additional categories of what
they want to teach their students have been developed by the
authors. Those categories were selected by the overall tasks
the students had to perform, according to the publication.
The categories are: DevOps and agile methods, engineering,
development. They will both be found in the active and passive
categories. Table V visualizes this clustering.
1) Active: This category contains 12 of 35 selected publications, where students have to actively setup CP and configure
them to work together (equals 34.29%). Two of the papers
( [2], [58]) describe concepts, which have not been actively
applied so far. They will not be categorised in the following
and also not be included in Table V.
DevOps and agile methods: Most of the publications, where
students have to actively setup CP, can be categorized here
(11 out of 35 equals 31.43%). They aim to teach students
how these practices work (in real-world scenarios, within agile
teams etc.). Therefore, a ”hands-on approach” was chosen by
all these papers. Students have to gain a deeper theoretical
understanding to be able to setup a working toolchain. Also
the cultural aspects of DevOps are taught, when students have
to apply them in agile team scenarios. Often they will be
confronted with real world problems (of technical nature or
in team collaboration). [1], [34], [39], [40], [42], [49], [53],
[55]–[57], [59]
Engineering: This category includes publications where,
students have to actively focus on software engineering and
use CP. Collaborations between industry and academy are, for
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TABLE V: Clustering of publications in different categories
Category

Subcategory

Percent

DevOps and agile methods
Engineering
Development

34.29%
31.43%
2.86%
0.00%

DevOps and agile methods
Engineering
Development

60.00%
8.57%
2.86%
48.57%

Active

Passive

example, used to teach CP and software engineering [32]. This
helps students to gain a deeper understanding of when to use
CP when working with real world customers. They have to
manage requirements, develop and improve their development
by continuous customer feedback. However, only this single
publication was categorised into this section.
Development: In non of the selected publications, students
have to setup CP to be taught in software development /
programming.
2) Passive: This category contains 21 of 35 selected publications (equals 60.00%). Here, students do not have to setup
CP by themselves, but use them.
DevOps and agile methods: Setting up CP can be a time
consuming and difficult task for students. 3 of 35 (equals
8.57%) publications only focus on teaching CP and some
apply already existing and running solutions. They will gain
the same understanding of CP as the ones who actively
setup those tools. But they will lack of technical skills and
experience. Nevertheless, more theoretical and operational
aspects of CP can be illuminated, as students do not spend
time on installations. [33], [46], [61]
Engineering: One paper is categorized here. The authors
describe an online software engineering course, where students
are globally distributed and have to work together. To simplify
their collaboration, CI tools are used. [47]
Development: 17 of 35 papers are located in this category
(equals 48.57%), which makes it the largest. The publications
in this category apply CP to teach software development
(programming) to students. CP provide an opportunity to make
feedback continuously available for students. Using these,
bugs can be located, code quality be improved etc. Continuous
assessment seems to be one of the biggest achievements of CP
in education. [5], [31], [35]–[38], [41], [43]–[45], [48], [50]–
[52], [54], [60], [62]
V. C ONCLUSION
This SLR has discussed the application of CP in higher
computer science education. Three research questions were
identified and systematically answered. This has shown, that
different kind of CP are used in various educational contexts.
Many papers use CP in an active manner. A larger number of
selected papers use them passively. However, all of them want
to gain a deeper understanding for this difficult but important
topic by students.
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P. Tyrväinen, and P. Abrahamsson, Eds. Cham: Springer International
Publishing, 2019, pp. 175–182.
[21] L. Leite, C. Rocha, F. Kon, D. Milojicic, and P. Meirelles, “A survey of
devops concepts and challenges,” ACM Comput. Surv., vol. 52, no. 6,
Nov. 2019. Available: https://doi.org/10.1145/3359981
[22] S. Rafi, W. Yu, and M. A. Akbar, “Rmdevops: A road map
for improvement in devops activities in context of software
organizations,” in Proceedings of the Evaluation and Assessment
in Software Engineering, ser. EASE ’20. New York, NY, USA:
Association for Computing Machinery, 2020, p. 413418. Available:
https://doi.org/10.1145/3383219.3383278
[23] S. G. Yaman, T. Sauvola, L. Riungu-Kalliosaari, L. Hokkanen, P. Kuvaja,
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Abstract - In today’s digital age, presence on the Internet
and the Web mean presence in general life. This is generally
more pronounced in the context of higher education because
these institutions are the primary drivers of overall social
development. The quality and highly accessible website of
each university is a must as these websites are generally the
first contact and first impression for new potential students
and also the first step for establishing cooperation with the
social economy and society. For this reason, websites need to
meet some of the basic standards when it comes to
accessibility of the content they provide and it is essential to
ensure that content on the websites can be accessed by
people with disabilities. This paper deals with the analysis of
websites of universities in Bosnia and Herzegovina in the
context of their accessibility, from one side, and their
position on the international scene in the context of the
Webometrics list of universities, on the other side. Based on
the
obtained
results
and
conducted
analysis,
recommendations were given on how to improve some of the
elements on websites in order to make these websites more
accessible in accordance with the standards related to this
topic.
Keywords - web accessibility; accessibility issues; web
content
accessibility
guidelines;
higher
education;
webometrics;

I.
INTRODUCTION
Today digital communications and especially internet
play an important part in people’s everyday life. Web
sites as major sources of information are becoming
irreplaceable in every sphere of human life, from
shopping, promotions, entertainment to education which
in these circumstances becomes very close to everyone.
Because of this fact, it matters to create accessible
websites for all kind of users. Especially, web site usage
problems becomes very significantly expressed for
website users with disabilities. Understanding these kind
of users is the first step and right way to understand the
need for everyone [1].
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In accordance with European Disability Strategy 20102020 [2] one of six people in Europe has a severe to mild
disability that affects opportunities of those people to
participate in social activities and the economy. On the
other hand, the process of biological aging of the
population in any country leads to an increased number of
people who have a problem with some kind of disabilities
[3]. This leads to increasing the total number of people
who need websites that are adapted to this category
of people.
Digital Agenda for Europe emphasis web accessibility
as a very important objective to strengthen and to provide
full implementation of this objective. European directive
has been issued in which states that all public websites
should be accessible starting from September 2020 [3]
[4].
There are millions of websites in the world that serve
for different purposes and the number of educational
sites, especially ones in higher education, is not smaller in
number in that context. Website to achieve its full
popularity and success must be accessible in every way,
in different search engines and in different type of
devices in such way that it can support assistive
technologies [5]. However, not all websites comply with
standards and regulative proposed by the World Wide
Web consortium (W3C) [6].
Website compliance with accessibility standards that
are used both for people with and without disabilities in
accordance with published guideline by the W3C is
known as Web Content Accessibility Guidelines
(WCAG) [7][8]. In year 1999 the first version of WCAG
was published while the second version, WCAG 2.0 was
published in 2008. In the year 2012, WCAG 2.0 was
approved as ISO standard IOS/IEC 40500 [9].
WCAG is based on four essential principles:
perceivable, operable, understandable and robust.
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Perceivable considers the three main senses needed to
perceive web content such as sight hearing and touch.
Operable principle defines various methods for web sites
accessibility such as navigation alternatives and
appropriate user interfaces for people with disabilities.
Understandable principle defines the forms of correct
interpretation of the content. Robust principle considers
compatibility with both current and future technologies.
These principles are supported by guidelines which
include several success criteria and which in return are
pathways on how to achieve these principles. The
guidelines include 61 success criteria organized
according to three levels of conformity [9] [10]:
Level A, the minimum level, which includes 25
success criteria.
Level AA, the middle level, in which a website must
meet all the criteria for both levels A and AA. It includes
13 additional success criteria.
Level AAA, the highest level. At the AAA level, a
website must comply with all the criteria in levels A, AA
and AAA. It includes 23 additional success criteria.
For the public websites in Europe, the AA level of
conformance is required [3].
Universities play a very important role in a
community and their websites must be accessible to every
person, especially as they are an important
communication channel between students, teachers, and
administrative staff and at the end of all community.
Users’ first impression of the educational institution
comes from the first contact with the institution, and in
this digital age, universities website is the starting point.
The main purpose of this study was to investigate
whether universities websites in Bosnia and Herzegovina
meet the current accessibility guidelines, their compliance
with WCAG 2.0 guidelines in relation to their ranking on
the webometrics list [11] (July 2020. edition published by
the Webometrics). Webometrics list, in its context, have
some advantages and disadvantages [12], but it is still the
ranking list that most of the world universities refers to.
This study also provides some recommendations and
guidelines for website developers on how to improve their
website accessibility.
II. RELATED WORK
There have been several studies conducted with the
aim to evaluate public websites accessibility in higher
education in the world but as far as we know none of the
studies exists in the context of website accessibility and
their position on the webometrics list in Bosnia and
Herzegovina.
Acosta-Vargas et al. [13] presented a study on the
assessment process of websites accessibility policies that
were adopted by 51 university websites across the world
which were ranked by Webometrics. The web
accessibility assessment was aimed at validating
compliance with the WCAG 2.0. The primary goal of their
study was to identify a group of universities with an
academic prestige and to determine their level of
commitment on providing accessible information about
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university facts and activities presented on their main
websites as well as making it available to every user
including people with disabilities. The results presented in
study confirmed that 44 out of 51 universities that were
evaluated did not reached the acceptable level of
accessibility policies.
Acosta-Vargas et al. [10] presented web accessibility
problems that were identified for websites of 348
universities located in Latin America and in accordance
with their position on the Webometrics list. Obtained
results suggests that these websites very often have
problems that are primarily related to the missing of
alternative text for images. Authors also noted that these
websites don’t fulfill web accessibility requirements based
on the WCAG 2.0.
Abid Ismail et al. [14] presented study of an
accessibility analysis for 59 higher education websites
of Portugal. Both Polytechnic and University websites
were incorporated into the study. The accessibility
analysis was carried out with three analysis tools:
AChecker [15], WAVE [16], and aXe [16]. Based on the
obtained results, outliers of accessibility violations were
calculated with respect to websites of Polytechnic
Institutes and Universities of Portugal. Moreover, authors
also suggested and discussed the important clues on how
to solve the accessibility violations of websites along with
their issue descriptions. Among the selected websites in
this study their analysis report provided feedback to the
website administrators and web developers on how to
improve the accessibility evaluation status of these
websites.
In Acosta-Vargas et al. [5] study, research had couple
of purposes: 1) to suggest a model for accessibility
assessment in accordance with WCAG 2.1 standard; 2) to
correlate Webometrics and SCImago rankings in order to
improve visibility and 3) to determine whether an
accessible website can improve visibility. As a case study,
the authors applied analysis to 30 websites from Latin
American universities. The results indicated that although
an educational institution is in the first ranking of
Webometrics and SCImago classification, they do not
necessarily satisfy web accessibility requirements.
K. Kous et al. [17] in their study included an analysis
of the faculties websites accessibility between 2018 and
2019. The objective of their research was to investigate
the WCAG 2.0 compliance level of faculties’ websites.
Obtained results indicated that none of the assessed
websites reached accessibility level defined within
WCAG 2.0.
Rita Ismailova and Yavuz Inal [18] in their study
aimed to test the websites of the highly rated universities
in Kyrgyzstan, Kazakhstan, Azerbaijan and Turkey.
Presented results showed that university websites are
much more popular in Turkey. Website developers at
Turkish universities pay more attention to the website
performance followed by websites of Azerbaijani, Kyrgyz
and Kazakh universities. Significant number of university
websites that were included in the study did not meet the
WCAG 2.0 accessibility criteria.
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W Arasid et al. [19] in their study analyzed 13
universities’ websites in West Java, Indonesia by using
TAW as an evaluation tool. Website of State Universities
in West Java was not fully qualified in context of website
accessibility because it violates some criteria from WCAG
2.0 guidelines in terms of website accessibility.
III. METHODS AND TOOLS
This study was conducted on a sample of 45
universities in Bosnia and Herzegovina according to the
Webometrics list. At the time of writing this paper
(11.01.2021.), there are a total of 48 higher education
institutions (HEIs) on the Webometrics list, however, by
analyzing the data and availability of websites, 3 websites
were not available for analysis and therefore were not
taken into consideration and further content analysis.
These three universities are Kallos Tuzla (9th position on
Webometrics list), American university (23rd on
Webometrics list) and ITC Interlogos Center Kiseljak
(47th on Webometrics list).
Data were taken from two sources. The first source
was the website itself available via URL, while the
second part of the data was taken from the official
Webometrics website from the part related to universities
in Bosnia and Herzegovina. The last report published in
July 2020, Edition 2020.2.4, was observed [20].
In addition to the ordinal number, which is also the
number of position of University on the Webometrics list,
with the focus on Bosnia and Herzegovina (B&H), we
have added an acronym for each University for easier
tracking and analysis.
The tool used to analyze website accessibility in
terms of compliance with the WCAG 2.0 standard is the
TAW [21] software. TAW is an online analytics tool that
supports HTML, CSS and JavaScript analysis. The TAW
tool, in addition to the AChecker [15] and TotalValidator
[22] tools, has been also used because it is more suitable
for large-scale evaluations and also provides a compact
but still detailed report on individual WCAG criteria [3].
For the analysis of accessibility of universities web
sites in this paper, four steps were applied, which are
presented below:
Step 1: Data were collected for all 45 universities
from the Webometrics page for Bosnia and Herzegovina.
It can be noticed that the Webometrics list, edition for
July 2020, Edition 2020.2.4, contains a larger number of
universities and other HEIs than the one shown in the
Agency for Development of Higher Education and
Quality Assurance of Bosnia and Herzegovina – HEA
[23] register, ie, not all universities shown on the
webometrics list are accredited ones in BiH.
Step 2: Data related to the subject universities are
filtered and stored in spreadsheets (Microsoft Excel). The
sample data for the work was selected based on the
availability of websites for analysis.
Step 3: Using the TAW tool, the analysis of the
homepage of each of the universities was performed.
After running the TAW tool for each of the websites, the
same returned several parameters as a result. These
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parameters
are:
error,
understandable, and robust.

perceivable,

operable,

Step 4: Analysis of results. In this step, all the
obtained results were analyzed in terms of compliance
with the WCAG standard.
After completing steps 1, 2, and 3, data related to the
accessibilities parameters returned by the TAW tool for
each website were collected and these results are shown
in Table I.
TABLE I.
No
1
2
3

4
5
6
7
8
10
11
12
13
14
15
16
17
18
19
20
21
22
24
25
26
27
28
29

RESULTS OF ANALYZED WEBSITES RETURNED BY THE
TAW TOOL.

University
University of
Sarajevo
University of
Tuzla
International
University of
Sarajevo
International
BURCH
University
Sarajevo
University of
Banja Luka
University of
Mostar
University of East
Sarajevo
Sarajevo School of
Science &
Technology
European
University Brčko
University of
Bihać
University Dzemal
Bijedic Mostar
International
University of
Travnik
University of
Zenica
Paneuropean
Apeiron University
Banja Luka
University Vitez in
Travnik
University of
Business Studies
Banja Luka
Slobomir P
University
Banja Luka
College
University
Sinergija
University of
Travnik
IPI Academy
Tuzla
Herzegovina
University
PIM University
Banja Luka
Banja Luka
College of
Communications
Independent
University of
Banja Luka
ITEP Higher
School
Sarajevo Film
Academy

Acronym

E

P

O

U

UNSA

79

30

1

0

R
48

UNTZ

188

54

1

5

128

IUS

137

51

64

1

21

IBU

181

58

91

1

31

UNIBL

92

7

78

1

6

SUM

443

14

15

2

412

UES

119

28

84

1

6

SSST

16

8

6

0

2

EUBD

110

32

54

4

20

UNBI

36

7

20

3

6

UNMO

37

11

6

2

18

IUT

128

49

33

3

43

UNZE

25

1

13

0

11

APEIRON

44

9

31

1

3

UNVI

60

20

21

5

14

UPSBL

52

10

27

2

13

SPU

51

12

18

3

18

BLC

85

31

18

7

29

SIN

136

11

6

2

117

UNT

76

0

0

2

74

IPI

72

38

13

1

20

HERCUNI

83

33

23

4

23

PIM

96

31

26

5

34

KFBL

54

26

19

0

9

NUBL

51

15

19

4

13

ITEP

113

56

13

19

25

SFA

20

3

17

0

0
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30

31

32
33
34
35

36

37
38
39

40
41
42
43

44

45
46
48

University College
CEPS Kiseljak
College of
Computer Science
and Business
Communications
eMPIRICA
High Medical
School Prijedor
Higher School
Logos Center
Mostar
International
University of
Gorazde
University of
Modern Sciences
CKM
High College for
Applied and Law
Sciences
PROMETEJ
Business and
Technical College
Doboj
Sokolac College of
Service Business
Higher School of
Finance and
Accounting FINra
Tuzla
University of
Travnik, Faculty of
Business
Economics
University of
Bijeljina
PI Veterinary
Research Institute
College for
Tourism and
Management
Konjic
College of
Economics and
Informatics
Prijedor
Higher School of
Hotel Management
and Tourism
Trebinje
Cazin International
High School
Faculty of
Cosmetology and
Esthetic

CEPS

165

32

9

2

122

EMPI

52

36

6

2

8

VMSPD

28

14

0

6

8

LOGOS

158

29

11

2

116

IUG

92

34

16

14

28

CKM

39

6

21

1

11

PROBL

14

5

3

1

5

VPTS

155

22

25

1

107

VUB

316

43

64

4

205

FINRA

21

7

2

2

10

FMPE

60

17

32

2

9

UBN

35

8

21

1

5

VIRS

1

0

0

1

0

VSTIM

47

6

22

5

14

VSEIP

124

48

16

24

36

THT

5

1

0

1

3

VMS

21

3

5

0

13

FCE

113

13

18

1
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meet all standards when we talk about accessibility of
their websites.
Taking into account the fact that each university
website is created and maintained using some kind of a
content management system (CMS, Content Management
System), we conducted an analysis on how used CMS
influences on the presence of the number of accessibility
errors obtained using the TAW tool.
The total accessibility error for the observed
universities ranked on the Webometrics list was 4030.
The university websites used different CMS systems for
their needs. The most common CMS is WordPress [24],
followed by some custom made solutions and to a lesser
extent Joomla [25] and Drupal [26].

E – Error; P – Perceivable; O – Operable; U – Understandable; R – Robust;

IV. RESULTS ANALYSIS
The relationship between the ranking of universities
according to the Webometrics list and the number of
accessibility errors generated by the TAW tool is
presented on Fig. 1.
Analyzing the score for 45 university websites, the
correlation between university rank according to
Webometrics and accessibility error was -0.2329 which is
a fairly strong negative correlation. This tells us that the
websites of highly ranked universities do not necessarily
have an accessible website, and a similar conclusion was
drawn in the Acosta-Vargas [10] study. If we look at the
first seven universities on the scale (Fig. 1), we can notice
that these universities have the most pronounced errors
when it comes to web site content accessibility, which is
very interesting if we take into account that these
universities should be among the first in the country to
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Figure 1. The relationship between university ranking and the number
of accessibility errors generated by the TAW tool.

The fact that WordPress is the most used is not
surprise at all if we look at data from the BuiltWith list
[27], where it is stated that WordPress has a 41% share
on the entire web when it comes to websites.
If we look at the participation of each of the CMS
systems in the total accessibility error, with the respect of
the popularity of use, websites with the WordPress
system have practically the largest participation in the
total accessibility error of the observed university
websites as it is shown in Fig. 2.
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elements on web sites that do not conform with
responsive design and thus when resizing pages, some
content can be hidden, problems with empty links or links
with same text that points to different locations. When it
comes to robustness, two previously mentioned
universities (SUM and VUB) could generate significant
problems for users when accessing these web sites
because it is possible that web content on these websites
is not compatible with a variety of “user agents”, like web
browsers, assistive technologies, and other means of
accessing web content.

Figure 2. CMS systems that carry the greatest impact in overall
accessibility error.

This fact related to WordPress leads us to one possible
conclusion that most universities, when they set up their
website with a ready-made system, such as for example
WordPress, do not further work on its optimization and
customization to reduce the accessibility error of the
website itself.

Fig. 3 shows principles of web accessibility,
error participation of each principle (perceivable,
operable, understandable and robust) in cumulative error
for each analyzed university. We can see many variations
but still we have very big cumulative accessibility error
for top ranked universities.

For this reason, the system administrator or creators of
universities websites should do an accessibility check of
their websites, no matter which one CMS they use. If we
are talking specifically about WordPress, which is the
most represented in this study, then website creators
should install some additional plugins that would do
accessibility check of their websites [28] [29] [30].
Table II provides a detailed overview of the
accessibility error participation in the total accessibility
error and number of CMSs used for all analyzed
universities.
TABLE II.
REVIEW OF ALL PARAMETERS RELATED TO THE
PARTICIPATION OF AN INDIVIDUAL CMS IN AN INDIVIDUAL AND TOTAL
ERROR.
CMS
Drupal
Simple CMS
Custom made
WordPress
Joomla
TOTAL

CMS count
2
1
15
23
4
45

Accessible
errors
114
188
1668
1851
209
4030

% in total
error
2,83
4,67
41,39
45,93
5,19

After the analysis, we can observe that out of 45
ranked universities, the percentage of errors (their share)
for perceivable, operable, understandable, and robust in
the total error (4030 errors) of all universities is as
follows: perceivable 24.04%, operable 24.52%,
understandable 3.67%, and robust 47.77 %. This
significant share in the total error when it comes to
robustness is influenced by two universities, University
of Mostar - SUM (ranked as a 6th) and the College of
Service Business Sokolac - VUB (ranked as a 38th).
Essentially, we have the biggest accessibility error with
the perceivable and operable components. If we look in a
little more detail in these two criteria, ie what are the
elements on the web pages that make the biggest problem
in terms of accessibility, they are mostly images with
empty or without alt attributes, or images that requires
long description, no marking of input text labels, possible
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Figure 3. Universities ranked by the Webometrics and total,
perceivable, operable, understandable, and robust errors

V. CONCLUSION
In this paper, for practical and experimental reasons,
the WCAG 2.0 standard was used, which was approved
as an ISO/IEC 40500:2012 standard, and not WCAG 2.1,
which was published in 2018 as a W3C recommendation.
Future research will be focused on the analysis of the
fulfillment of the criteria from WCAG 2.1 at HEIs in
Bosnia and Herzegovina.
After a detailed analysis of the university website, we
can conclude that most of them have a large number of
accessibility errors. Universities that are highly
positioned on the Webometrics list or that should
essentially have a good academic reputation essentially
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do not meet an acceptable accessibility level and are
practically one of the leaders when it comes to not
providing adequate conditions for displaying accessible
information to every kind of user, regardless whether that
user has any disabilities or not.
The study revealed a large number of
accessibility errors in the perceivable and operable part of
the WCAG standard on universities websites and mostly
it was about images with empty or without alt attributes,
or images that require long description, no marking of
input text labels, possible elements on web sites that do
not conform with responsive design and thus when
resizing pages some content can be hidden, problems
with empty links or links with same text that points to
different locations. In addition, there are a large number
of warnings on the created web sites content in
accordance with accessibility guidelines. Although
warning does not have the same power as error, their
correction would likely lead to a reduction of possible
accessibility errors.
Since the content on web pages is mostly created
using some CMS tools, it is necessary to include, in
addition to a human expert for error estimation and
correction, and add-ons that some CMS systems may
have, whose main purpose is to automatically adjust
elements or web content on web pages to achieve higher
degrees of accessibility. In this way, developers and
designers of university websites are encouraged to apply
the WCAG standard in their work as a starting point
when developing accessible websites.
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Abstract – Over the past decade the complexity of
industrial control systems (ICS) has been increasing rapidly.
There are many reasons for this trend considering new
technologies that offer a higher level of control and
integration. In addition to that, the amount of data
generated during the control of the industrial process is
growing rapidly, which further generates a huge amount of
internet traffic. Consequently, the resulting industrial
control systems get more difficult to maintain, more exposed
and more vulnerable to internal and external threats. These
issues affect almost every component and ensuring adequate
level of reliability and security of industrial control systems
network components presents the biggest challenge. This
paper addresses security issues of the supervisory control
and data acquisition system (SCADA) network component
as a complex system and some of the best practices in the
application of security guidelines of relevant institutions. In
order to provide a basic understanding of the industryspecific environment from a security point of view, we will
first give a brief overview of the ICS system as the wider
SCADA system working environment, with a focus on core
functions and quality requirements. We will further address
SCADA system vulnerabilities, threats and protection
methods. Finally, we will provide recommended protection
and prevention strategies with an example of
implementation.
Keywords – complex; industiral; system; ics; scada;
network; safety; vulnerability; threats; cybersecurity;

I.

INTRODUCTION

Since the continuity of the production process is the
basic requirement for the survival of any industry, clearly
all available solutions will be applied to achieve this goal.
This inevitably leads to the implementation of new
technology solutions and thus resulting with a high degree
of dependence of the industrial automation IT layer. It is
obvious that this development raises additional security
issues that have not been considered in the field of
industrial processes so far, and which goes far beyond the
domain of physical protection of people and property.
This becomes particularly critical with the expansion of
computer networks and merging of previously separate
production and corporate networks, which for the first
time directly expose the industrial plant information
system to external threats. Because of such development,
it would be logical to expect that, appropriate cyber –
information - internet security measures related to the
security of industrial control systems will be applied.
However, even though until recently the production
network component of the ICS was entirely based on open
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protocols, such an approach was missing. One of the main
reasons for this is the belief that these are specific industry
protocols and systems that are not the usual targets of
cyber-attack documented so far, which were in principle
aimed at stealing personal data, credit cards, identities,
impersonation, etc. This perception of ICS and such an
approach have changed radically over the past decade in
which serious and sophisticated cyber-attacks on ICS have
been reported with significant consequences. It is not a
surprise, given that the control of industrial plants today
relies almost entirely on IT support and their security
becomes a strategic issue of national interest. Analyzing
some of the well-known cyber-attacks of the last decade,
such as BlackEnergy3 malware - Ukrainian power grid
crash (2015) [1], Stuxnet - attack on Iranian nuclear
facilities (2010) [2], Triton malware - Petrochemical plant
in Saudi Arabia (2017) [3] and similar, it becomes clear
that the sophistication of the algorithm and the required
level of knowledge from multiple areas, is not the work of
individuals or smaller groups, but more likely, an
interference of state-level controlled organizations.
Fortunately, some of the relevant international institutions
and organizations have been actively involved in
developing methods of prevention and defense against
these attacks, which has resulted in concrete measures and
guidelines for building and maintaining more secure ICS,
and especially it’s network component. Further content
implies the reader’s basic knowledge of the computer
systems security concept, as well as a general perception
of the industrial process, and the role of IT support.
II.

INDUSTIAL CONTROL SYSTEMS (ICS)

There are several definitions of an Industrial Control
System, but it mainly implies a term that describes the
integration of hardware and software with a network
component to support the critical infrastructure and used
to control an industrial process. Depending on the
industry, each ICS operates differently with significant
level of customization, and it was built with the goal of
performing tasks efficiently and effectively. In general,
the Industrial Control System usually implies distributed
control system (DCS) that consists of supervisory control,
data acquisition (SCADA), and operational technology
(OT) systems that, with a certain degree of interoperability
and integration, controls a particular production process,
and to some extent (depending on the reach and branching
of the system) provide data to higher systems in the
corporate network to support business process.
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Fig.1 shows ICS as a combination of two networks
(supervision and production) that separates direct
production process control from production monitoring at
the SCADA level.

Figure 1. Industiral control system [1]

The Industrial Control System shown on Fig.1 is
further logically subdivided into levels according to its
role in the business process. Such a division has no strictly
defined boundaries, which is understandable given the
impact of new disruptive technologies, and the speed of its
implementation in the field of industry.
III.

The division was performed by adapting the functional
concept ontology and function, behavior, state (FBS)
model [5],[6]. In this interpretation, functionalities refer to
activities that can be performed within the system, i.e.
according to T.J. van Beek and T. Tomiyama [6] "a
description of behavior recognized by a human through
abstraction in order to utilize it", while functions
represent objects that enable the realization of
functionality. The connection between functionality and
function answers the question of what to do and how to do
it.
Generally, it gives an idea of complexity on example
of numerous interconnections between various functions
and functionalities within the SCADA system. Given that
the logical connections between objects in the image are
in fact physically realized through the SCADA network
component, which as part of ICS network is further
exposed to the corporate network and WAN, it becomes
clear that the network component of the SCADA system is
extremely vulnerable to external and internal attacks of
any type.
Considering previous SCADA system decomposition
into functions and functionalities, Fig. 3 shows the critical
connections on which internal and external threats can be
realized.

SCADA SYSTEM SECURITY CHALLENGES

The SCADA belongs to the systems that are
evolutionary developed following product line concept [4]
and is essentially difficult to model due to its
interdependence, relationships, different types and levels
of interactions between components and with the
environment. These present main challenges from the
cybersecurity point of view.
A. Interconnections
When it comes to the cybersecurity aspect of the
SCADA system, most of the vulnerabilities and threats
arise from numerous interconnections. External
connections to other systems are easily visible even from
simplified network diagrams such as the system division
shown in Fig. 1. However, for a more comprehensive
understanding, it is necessary to explain the connections
within the system itself. Fig. 2 shows a SCADA system
decomposed into basic functions and functionalities from
the aspect of internal and external connections.

Figure 3. SCADA system critical connections respecting cybethreats

B. Quality requirements
Depending on the relevant institution, there are several
definitions of quality. According to ISO [7], quality is a
set of properties and characteristics of products, processes
and services that relate to the ability to meet an identified
need, or one that is implied. The IEEE definition has a
similar meaning, according to which it is the degree to
which a system, component or process meets user needs
and expectations. Accordingly, the observed system, i.e.,
the network component of SCADA has the following key
quality requirements:
•

Stability - from the perspective of the SCADA
network component, it is a property that allows
the controlled process to operate in given
parameters without critical deviations that can
destabilize the component, and consequently, the
whole system.

•

Reliability - in general, it is a property of a system
to generate expected output parameters for certain

Figure 2. SCADA system decomposition and interconnections

1872

MIPRO 2021/SSE

input parameters at a given time. In the domain of
SCADA system, it is achieved primarily by
applying mechanisms, procedures and tools that
are in the function of detecting and preventing
hardware and software failures, in addition to
controlling the amount of traffic and monitoring
throughput.
•

•

•

Availability - implies the probability that the
system will be operable at the time of need. This
feature for a given system is measured as the time
of unavailability, i.e., days per year when the
system was available with reduced functionality/
capacity or was not available/operable at all
(down days). Associated with this feature is the
term “high availability”, which stands as a
collective name for various methods and ways to
achieve a higher level of system availability. In
the case of computer support systems, this
includes solutions such as network topological
configurations, server redundancy, network
components, power supplies, and similar.
Security - from a broader point of view, in the
domain of industrial automation, security implies
prevention of (intentional or unintentional)
interference with the performance of certain
operation of the control system that monitors the
controlled process. At the level of the SCADA
system network component (with exception of
possible physical damage) this mainly implies
cybersecurity.
Response time - implies the total amount of time
it takes for the system to respond to a certain
request. Within the network component of
SCADA system, this mainly refers to the velocity
of data exchange at the HMI-PLC level, and PLCinstrumentation. This enables the timely receipt of
critical information from the field (actuators,
sensors…), to the controller, and forwarding to
the HMI. In the opposite direction, timely
feedback control signal generated from the HMI is
insured. Another example would be real-time
archiving, which ensures the possibility of useful
analysis supporting requirements of various
subsystems (maintenance, planning, IT support,
management).
IV.

SCADA SYSTEM SECURITY

Determining SCADA system vulnerabilities is a
significant help to system integrators in defining key
system points where the risk of exploiting vulnerabilities
can be reduced, and an attack neutralized.
A. Users
From security point of view, one of the main issues
resides in number and types of users accessing devices
across the networks. Even relatively simple SCADA
system is accessed by number of various types of users on
daily bases. Some of these users are poorly educated in
terms of cyber security, and their access rights are usually
much higher from the actual requirements.
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TABLE I.

SCADA USERS AND ACCESSED NODES
SCADA users reach

User role
HMI operator
Maintenace

Management

IT support

Process ing.
Supervisor

Trusted
contractor

Access node
HMI Client
PLC, Field
devices, Eng.
work st.
Data historian,
remote
connection.
Servers,
Network
infrastructure,
virtualization
HMI Client,
Data historian
HMI sever,
HMI client,
Data historian
Servers , Eng.
work st., HMI
severs, PLC,
Field devices

Task
Process monitoring and
control
Hw/sw modification, data
analysis
Data analysis, process
monitoring
Software modificaton,
database maintenance,
network devices
configuration, data analysis
Data analysis, process
monitoring
Process monitoring and
control, data analysis
Hw/sw modification,
network devices
configuration, data analysis

B. Vulnerabilities
Common elements and causes of vulnerability:
•

external support and contractors - Since such
companies are not subject to internal security
policies, in case their local network is
compromised, there is a risk of infiltration into the
ICS network, and even OT network (in case of
direct connection to one of the field devices or
PLC). One of the protection methods is a VPN
connection. This will not eliminate the threat but
can greatly reduce the range of a possible attack.

•

Weak network segmentation - Insufficiently
separated IT and OT networks is one of the
factors that often results in compromised ICS.
Poorly defined access control can allow
computers on an IT network to access devices on
OT network, making it possible to directly
interfere with execution of a controlled process.
This way, possible malicious infiltration from the
level of the IT network can easily spread to all
devices located in the OT network, and such
devices have weak to non-existing protection
against cyberattacks.

•

Default configurations - When configuring the
SCADA system, it is common practice to leave
the default factory settings of communication
parameters (usernames, passwords, IP addresses
etc.), so that the various maintenance teams have
easy access for future modifications and system
upgrades. This often happens during the
commissioning phase, and usually under the
assumption that ICS network is well protected and
has no direct access to internet. Sometime this
practice can even be supported by the client with
the intention of complete isolation of ICS
network. Such a network structure, however, can
easily change, making the devices on it very
exposed.

1873

•

Open protocols - industrial protocols were not
designed with security in mind. Although this is
changing with the introduction of new generation
protocols, older SCADA systems mostly work on
open protocols such as the universally present
MODBUS, without the possibility of encryption
and data protection.

•

Vulnerabilities in customized applications - many
applications that are used exclusively in the field
of industrial automation are developed in small
series and are often specially tailored to specific
customers for specific purposes. This results in
applications that are not sufficiently tested against
operating system security patches, and do not
have the required level of protection implemented.
Also, such applications are almost never updated.
This results in a whole range of vulnerabilities to
various attacks such as SQL Injection, Command
Injection, Parameter manipulation. credential
sniffing.

•

Lack of safety awareness - due to insufficiently
developed norms and procedures for achieving a
satisfactory security level, employees can easily
become victims of social engineering, phishing,
spear phishing and similar attacks that exploit the
ignorance of users, and use their access rights to
infiltrate to the network.

come with computers and computer components
connecting from outside the ICS rapidly increases.
An additional risk is posed by virtualization
solutions that enable multiple virtual machines to
be connected to a local network form single
physical node.
•

D. Methods of protection
Fortunately,
most
of
previously
addressed
vulnerabilities, and the threats that these vulnerabilities
can exploit, have known and elaborated methods and
defense procedures, most of which are already
implemented while designing architecture and building
systems. Following are some recommendations:
•

Virtual patching - the SCADA system as an IS has
certain particularities that arise from the field of
application. Some of these specifics require
special care and planning when applying security
patches to avoid possible downtime that could
potentially occur. Such an approach, while
necessary, may ultimately result in too late
protection of the system from new threats. Virtual
patching is a method that applies a security patch
at the network level, thus neutralizing a potential
threat before the hardware/software component
itself. The method is also known as proximity
control because it blocks the threat before it was
able to exploit the vulnerability of the final target.

•

Network segmentation - partitioning a network
into segments is a comprehensive approach that
protects entire subsystems, and it is standard
recommendation
of
multiple
reference
organization like NIST, ENISA, US department
of homeland security and others.

•

Security measures between ICS and the corporate
network - the key point of protection of all
subsystems at the level of the ICS network is the
access point to the corporate network. An already
adequately configured firewall will prevent the
attack from spreading laterally from one network
to another.

•

Authorizations and user accounts - proper
configuration and regular application of
recommended protection measures at the level of
user
identification,
authorization
and
authentication has a significant impact on cyber
threats realization, in addition, physical access
restriction of unauthorized persons to key
resources of the SCADA system is highly
recommended but often avoided practice.

C. Threats
Given the previously explained vulnerabilities of the
SCADA system, the realization of the following threats is
possible:
•

•

•

•
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Malware - a key problem with such threats is the
ability to expand regardless of network-level
protections if they can be physically transmitted
through removable media. One example is
Stuxnet malware, which entered the Siemens
network via an infected USB key, and which was
spread to the local network by an employee from
his laptop.
Insider attack - this kind of attack mostly happens
unintentionally by employees due to ignorance of
previously discussed safety procedures and rules
in combination of authorized system access.
Denial of access (DoS/DDos) - It is an attack on
network connections by sending multiple requests
to the attacked resource with the aim of exceeding
the capacity to handle them. In the case of
SCADA systems, this can interfere with real-time
communication between components crucial for
control and execution of the process. One of the
extreme cases would be a massive attack on PLC
ports which could result in a blockage of PLC
operation and thus a complete loss of process
control.
Third-party threats - with the growing level of
complexity of ICS, and the common practice of
outsourcing major tasks in building and
maintaining the systems, the level of threats that

Technical and physical malfunctions - mechanical
failures of network components, cables, computer
components, and power outages can lead to
temporary downtime, or complete interruption of
the controlled process. Standard procedure to
prevent this type of threat is a maintenance plan
that targets to replace components before the end
of their life cycle or introduces redundancy in the
segment crucial to the continuity of the process.
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•

Protection at the level of computers used for
system configuration (Endpoint protection on
engineering stations) - each SCADA system has a
workstation that contains various configuration
software, as well as entire development interfaces
for modifying and developing existing
applications, PLC programs and HMI interfaces.
The security of such workstations is crucial, as
they have access to critical system components.
The usual protection of such workstations refers
to the presence of software packages: antivirus,
anti-spyware, personal firewall, application
control, encryption, intrusion detection tools etc.

•

Reduction of multi-purpose SCADA components
- it is often the case that individual workstations
are used for several different purposes, and thus
have access to various critical components of
process control. It is recommended that such
computers should be reduced to a single purpose,
or at least the smallest possible number given the
actual requirements. This will ultimately increase
the number of workstations on the network but
will also increase the level of security.

•

Disabling USB ports - although this measure is
seemingly unnecessary, since SCADA users
should be sufficiently educated and responsible to
take care of how to use external devices, USB
sticks are one of the most common attack vectors
that are easily overlooked by users
V.

RECOMMENDED STRATEGIES

As previously stated, multiple national and
international institutions are involved in the issue of
protection and prevention of ICS attacks. Some of the
major guidelines were defined during 2015, which provide
concrete and specific measures aimed at increasing the
degree of ICS security [9]. That same year, the U.S.
Homeland Security, in collaboration with the FBI and
NSA issued following recommended strategies in order to
protect ICS networks [8].
•

Implement application whitelisting.

•

Ensure proper configuration/patch management.

•

Reduce your attack surface area.

•

Build a defendable environment.

•

Manage authentication.

•

Implement Secure Remote Access.

•

Monitor and respond.

It is estimated that these measures, if published earlier,
could have prevented significant number of the security
incidents reported to the Industrial control systems cyber
emergency response team (ICS-CERT) in the year before.
Fig. 4 Shows percentage of ICS-CERT reported Incidents
for year 2014 and year 2015 potentially mitigated by each
strategy [8]. It is obvious that patch management is the
most critical strategy, i.e. the largest number of reported
security incidents refers to this segment of security.
According to this criterion, the second most important ICS
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protection strategy is attack surface area reduction. By
focusing on just those two components of cyberattack
prevention, the total number of recorded incidents would
be reduced by 45 percent. Potential attack in both
categories can be prevented by applying only two
protection methods that refer to regular security updates
(or virtual patching), while the other is network
segmentation.

Figure 4. Percentage of ICS-CERT for yewr 2014 and 2015 incidents
potentially mitigated by each strategy [8]

VI.

EXAMPLE OF NETWORK SEGMENTATION

The key decision in network segmentation is the
choice of resources to be included within a network
segment. The number of different subnets from which
they are accessed is a crucial information in making this
decision.
Fig. 5 shows ICS network separated from the
corporate network with the application server and data
historian located within the corporate network. This can
be a logical choice, as these nodes are accessed for
business data analysis within the same network.
However, data for this is provided by nodes located in the
control network and setting up just one firewall is not
enough to prevent the spread of attacks to both networks.

Figure 5. Network segmentation with firewall [9]
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As previously shown in Fig. 3, data storage
interconnects with HMI server, L2 server and data
historian. All these connections are vulnerable to external
attacks if trusted connections form Data historian are
coming from corporate network with internet access. This
issue is even more emphasized by application server
exchanging data with HMI server (data exchange with
corporate network functionality).
While this solution will reduce the possibility of the
attack spreading laterally from one network to another in
case it is coming from nodes on the corporate network, it
will not be effective in case application server and data
historian are already infected. There is still a possibility of
malware spreading or DoS/DDos attacks reaching as far
as the production network.
Further improvement is achieved on Fig. 6 by
implementing demilitarized zone (DMZ) which provides
an additional communication restriction where devices
respond only to a pre-configured set of communication
requests. Separating the Application server and Data
historian by installing firewalls that support DMZ forms a
firewall pair separating the corporate and control networks
twice. Considering critical connections and threats form
Fig. 3, this solution eliminates all direct vectors of internal
and external attacks coming from the corporate network.
There are no trusted connections between corporate and
supervisory networks i.e. no attack or malware spreading
can break through both firewalls with different sets of
rules. There is still the question of remote connections
directly accessing ICS network as shown by remote

environment as a result of general quality requirements.
Vulnerabilities, threats and methods of protection were
defined accordingly, respecting specific user behavior,
network structure and protocols, customized software and
specific hardware elements affecting SCADA system
cybersecurity.
The success of the applied strategies largely depends
on the understanding of industry specific security
challenges, quality requirements, user safety awareness,
vulnerabilities and available methods of protections
addressed in this paper.
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Abstract - Automation of an air traffic control system is
expected as a solution for handling high traffic demand in
the future. Focus on using automation is mostly on its
benefits, but automation could bring problems regarding
human performance, which should not be neglected. Air
traffic controllers’ role and tasks are changing with system
automation and their mutual cooperation should be
carefully observed. In this paper, performance of air traffic
controllers within automated systems is presented. At any
time, automation system could fail, and human should be
able to take over and perform additional tasks that the
system performed before failure. Therefore, it is essential to
observe human reaction and recovery response time. The
work presents problems that occur during system usage,
explains models of automation system and human
performance as well as models of individual and team
performance. Humans individual differences, such as
mental model or trust in automation, are of great
importance for predicting human behavior when using
automated system. Researchers have tried to solve or
prevent problems caused by automation through different
projects. This review paper should enable better
understanding of automation problems in air traffic control
thus encouraging the development of automated systems in
a way to solve or prevent automation problems.
Keywords - automation; air traffic control; human
performance; mental models

I.

INTRODUCTION

Growing air traffic in the ECAC1 area until 2019 has
been challenge for European air traffic management [1].
Although the growth was stopped at the end of 2019 due
to COVID-19 outbreak, the air traffic is expected to
rebound and even exceed the traffic from 2019 according
to one of EUROCONTROL’s forecasts scenarios [2]. In
order to help the air traffic controllers (ATCOs) to handle
expected increase of traffic in the future, automation of
air traffic control system is proposed as a solution [3].

most tools are used for information exchange. Safety
tools help to identify conflicts and mitigate human error
while efficiency tools help ATCOs with the planning
process [4]. ATCOs are the ones who decide how to solve
conflict between aircraft and they do it manually, without
the help from the automation systems. However, it is
expected that in the future, ATCOs’ role will be changed
significantly. According to the European Air Traffic
Management Master Plan [5] automation will support
ATCOs in action selection, action implementation, it will
initiate actions for some tasks, and some of actions will
be completely performed by automation. For such system
to be functional, cooperation between human and
machine is necessary.
The reasons for automation usage are the benefits that
derive from it. According to Ehrmanntraut [6], as the
level of automation rises, the benefits change. In the
Figure 1, key performance indicators are set to value of 1
as the baseline and are changed according to level of
automation. Indicators that are expected to have the most
benefit from automation are safety, capacity, economic
growth and ROI 2 . Some of the indicators show
degradation such as investment, feasibility and jobs per
flight. Nevertheless, these are not only negative effects
which come with automation. It is important to look
closely at the working position of an ATCO and try to
identify the problems in order to solve them.

Automation has slowly made its entry in air traffic
control over the years. Tools such as short-term conflict
alert, tactical controller tool or minimum safe altitude
warning are some of the many that have made their
contribution in helping ATCOs in their work. Today,
1
The European Civil Aviation Conference (ECAC) is an
intergovernmental organization which was established by International
Civil Aviation Organization (ICAO) and the Council of Europe. ECAC
now totals 44 members, including all 28 EU, 31 of the 32 European
Aviation Safety Agency member states, and all 41 European
Organization for the Safety of Air Navigation (EUROCONTROL)
member states [1].
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Figure 1. Relative impact of automation levels on key performance
indicators [6]
2

ROI-Return on Investment [6]
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Over the years, new tools have often caused false
alarm that would require additional attention from an
ATCO and would end up being unused. Automation
requires increased human-computer interaction, high
reliability levels and user-friendly software which is not
always the case [4].
Following important questions can be identified in
development of implementation of automation systems in
air traffic control: how does a human react in automated
environment; what happens when system performance
degrades; how and why does a human react in a certain
way; which individual differences influence acceptance
of automation; what does ensure cooperation between
system and a human. To answer them, it is important to
look closely into the mental model of ATCOs and on
individual and team performance. Automation is an
inevitable change in air traffic control thus, it is important
to find the appropriate development path for it.
The aim of this paper is to give brief overview of
problems using automation in air traffic control focusing
on human performance. The topic has risen from
literature review of automation used by air traffic
controllers. The need for presenting significant
automation problems side by side was recognized in
order to answer fundamental questions. With all the
relevant research summarized, this paper enables
development path for automation in air traffic control for
future researchers. The paper identifies three major
research topics covering problems in air traffic control
automation: human performance in automation, air traffic
controllers’ interaction with dynamic systems and
automation failure.
II.

HUMAN PERFORMANCE IN AUTOMATION

A. Mental workload
Mental workload and situational awareness are terms
often used to explain human performance in automation.
Therefore, comprehension of their meaning is important.
Mental workload depends on psychological model which
explains the functioning of the human cognitive system
by using mental resources [7]. Demanded and available
resources differ. On one hand, demanded resources are
the ones required by the task and dependent on task
complexity. On the other hand, available resources
represent the pool of resources that the ATCO has and
can use upon task execution. Different factors such as
stress, fatigue, and emotions affect the level of activation
of the pool resources. A human can also decide on
quantity of resources to be used for completing the
required task. Mental workload represents the
relationship between demanded and available resources.
Three situations are possible when it comes to mental
workload:

•
•

•

The amount of available resources is equal to the
amount of demanded resources. The task is
performed optimally.
Demanded resources are higher than the
available resources. The human is in a mental
overload situation. An effort to perform the task
affects physical and mental health of the
operator.
Available resources are greater than the
demanded resources. The human is in a situation
of mental underload. Spare available resources
can be directed to some other simultaneous task
and if there is significantly large amount of
resources left, it produces boredom, distraction
and drowsiness [7].

B. Situation awareness of an individual and a team
member
Endsley [8] defined situation awareness (SA) as the
perception of the elements in the environment within a
volume of time and space, the comprehension of their
meaning and the projection of their status in the near
future. Each of the three segments represent one level or
SA. Different types of errors such as data not available or
memory failure can lead to incomplete or inaccurate SA
[9,10]. Introducing automation in ATCO working
position is likely to affect the SA of ATCOs. There are
three types to measure SA: query techniques, rating
techniques and performance-based techniques. In project
named SHAPE3, a tool for measuring SA of the operators
using computer-assistance tools or other forms of
automation support is developed. Two measures for SA
are introduced: SA for SHAPE on-line (SASHA_L) and
SA for SHAPE questionnaire (SASHA_Q) [11].
SASHA_L is based on previously known technique
SPAM 4 developed on the premise that SA includes
simply knowing where to find a particular piece of
information in the environment rather than remembering
it. During the simulation, an ATCO answers the questions
via phone call without simulation being stopped and with
no blockage of the screen. The questions asked are
always based on the relationship between two or more
items (e.g. between two aircraft, between one aircraft and
the sector or a specific area). Maximum one query is
asked in 5 minutes. Response time of answering the
phone call and time to correct answer are taken into
account [11].
SASHA_Q is a self-rating questionnaire. It is given to
ATCOs after simulation run. The questionnaire is
combined of six generic questions which are not related
to the specific aspects of the simulation, three questions
aimed at a particular tool and one question for SA. The
questions relating to specific system are composed by
subject matter expert or human factors specialist [11].

SHAPE-Solutions for human-automation partnerships in European
ATM [11]
4
SPAM-Situation present assessment method [11]
3
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Endsley [12] also elaborates SA of a team when
several individuals work together to make decisions and
execute actions (such as the team of ATCOs). Team SA
is shown in Figure 2. Each team member has their own
SA, which is determined by the responsibilities within the
team. Overlaps in SA represent information important in
team coordination. Coordination can be made through
verbal exchange, as duplication of displayed information
or by other appropriate way. Effectiveness of the team
coordination or human machine interface can be observed
through quality of team members’ SA of shared elements.
If the team consists of two members and each of them
needs to know the information, it is unacceptable that one
team member knows the information, and another one has
no knowledge of it. Overall, team SA is a degree to which
every team member has the SA required for their own
responsibilities.

gives a new perspective of future ATCO teams in which a
team member is an agent. The agent may be able to take
initiative and give orders to a human and other agent
team members. A team is viewed as actor-agent
community. It is a type of complex system in which
multiple agents, including humans and artificial systems
collaborate to realize the common mission or for the
support of a shared process [14]. Perhaps Endsleys’ [12]
explanation of team SA can contribute in development of
such cooperation between human and system.
III.

ATCOS’ INTERACTION WITH DYNAMIC SYSTEM

A. Mental model and situation awareness
Examination of human performance issues in
automation is presented in general framework (Figure 3)
[3].
There are three important elements of human
interaction with dynamic system: mental model, SA and
trust. Mental model reflects the humans’ understanding of
processes by which automation executes the tasks. The
mental model is affected by the system complexity and
effectiveness of displaying information such as system
functioning, status and performance.
ATCOs’ SA depends on the mental model which
affects awareness of current and future state of the
situation. SA is also affected by effectiveness of
information display and monitoring strategy of
information [3].

Figure 2. Team SA [12]

Winjgaards, Nieuwenhuis and Burghardt [13] give a
new view of teams and their members. They claim that
intelligent systems such as robots and agents can be a
team member with status equivalent to a human. This

B. Trust
Trust in the automation system answers the question
of whether to use the automation or not. It depends on the
reliability of the system. Actual reliability of the system
can be better than the perceived one, but the controller
also includes his mental model and SA when deciding
upon trust. If the ATCO decides not to trust the
automation, he/she doesn’t use it. On the other hand,
over-trust leads to complacency. Complacency can cause

Figure 3. Framework for examining human performance issues [3]
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poor monitoring and negative effect on SA [3].
Large number of empirical research have been done
to describe the trust in automation. Hoff and Bashir [15]
have created a three-layer trust model based on the
conclusion of all previous research. The model divides
trust on dispositional, situation and learned trust.
Dispositional trust represents the tendency of an
individual to trust automation. It is a stable tendency that
arises from biological and environmental influences (age,
gender, culture and personality). Situation trust depends
on the situation, internal (self-confidence, expertise,
mood and attentional capacity) and external (type and
complexity of system, difficulty of the task for which is
used) variabilities [16]. Learned trust is the human’s
evaluation of a system based on past experiences and
current interaction.
Trust also affects mental workload. According to the
MART 5 , available resources are influenced by task
complexity and the operator’s expectations [17]. If
ATCO trusts the automation and does not expect an
increase of task difficulty soon, the available resources
are reduced. At the same time, automation decreases
demand resources, and the mental workload is constant.
Overconfidence in the system can lead to lack of SA and
out of the loop phenomena (OOTL). The operator is at
the risk of overload in case an unexpected situation
happens. On the other hand, if ATCO has a fear of
automation failure, the stress increases and so do
available resources. The operator is in situation of mental
underload. Extra resources can cause disorientation,
overacting or erratic behavior [18, 19]. Trust is an
important factor when it comes to automation acceptance
in air traffic control. The presented model explains how
individual differences can affect trust. Perhaps human
operators should be chosen depending on their personal
tendency towards trust in automation or it is possible to
influence on some of the humans’ factors included in the
Hoffs’ and Bashirs’ three-layer trust model through
training.
C. OOTL phenomena
OOTL phenomenon is observed in ATCOs’ behavior
in three ways: higher difficulty in detecting system failure
(1), higher difficulty in properly assessing situation and
operational status (2) and higher difficulty in producing
adequate or correct and timely response (3) [19].
Few projects have dealt with OOTL phenomena lately.
Project AUTOPACE proposed human training as a
solution to mitigate OOTL. The idea is to train ATCO to
recognize behavior that leads to OOTL and thus prevent
OOTL development [7]. Another project titled MINIMA6
focused on OOTL in highly automated systems [20].

According to Kaber and Endsley [21], adaptive
automation would be able to keep the operator in the loop
by dynamically assigning manual actions. In the project,
Vigilance and Attention Controller (VAC) was developed
to adapt the automation level depending on the real-time
ATCO vigilance. VAC is a system based on
electroencephalography and eye-tracking techniques.
Results show that system based on adaptive automation
counteracts vigilance decrease which is caused by highly
automated systems. In such a system ATCOs were more
engaged in the task, had less task-unrelated thoughts,
showed higher reacting gaze behavior and were best
performing [20].
IV.

AUTOMATION FAILURE

When automation failure occurs, recovery is important
for maintaining safe air traffic. Automation can be
introduced for many functionalities. Consequences of
automation failure vary depending on the automated
function. Failure recovery model of ATCOs is described
as the capability of ATCOs to recover and restore safety
in which automation has failed. Model framework of
failure recovery is presented in Figure 5. Automation
affects the following variables: capacity, density,
vulnerability, complexity, workload, situation awareness,
manual skill and recovery response time. The signs
minus, plus and zero represent influence of automation on
each variable (decreasing, increasing or no influence) [3].
Automation will likely increase airspace capacity [3].
Depending on traffic distribution, automation can
increase or have no effect on traffic density. Complexity
of the airspace will be changed with automation due to
changes in traffic flow and flight trajectories adjusted for
capabilities of individual aircraft. Situation awareness can
be increased or decreased depending on the automated
function. In the same time SA is affected by complexity
and workload. Workload is affected by density and
complexity. When workload rises, SA of ATCO
decreases. With automated functions in use, manual skills
are compromised due to human nature of forgetting and
skill decay over time [3]. Careful consideration is needed
to select functions to automate in order to prevent skill
decay.
Response time is the time required to respond to
unexpected failure situations and to possibly intervene
with manual control skills. That time can be predicted by
SA level, manual skill, individual skill differences,
redundant characteristics of the team environment,
complexity of the problem and by a degree to which the
failure is expected. If the ATCO is less skilled and has
lower SA, the appropriate reaction to the situation is
slower. Dashed line in graph of Figure 5 shows
hypothetical function that relates recovery response time
and level of automation [3].

MART-Malleable attentional resources theory [17]
MINIMA-Mitigating negative impact of monitoring on high levels of
automation [20]

5
6
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Figure 5. Model of failure recovery in air traffic control [3]

Traffic density increases the vulnerability of the
system. When a failure occurs, it affects system’s safety
depending on the vulnerability. If aircraft are close to
each other, there is less time to react safely. The solid line
in the graph shows the time available to respond to a
failure. Therefore, graph shows the time required to
ensure safe separation and time available for ATCO team
to react safely [3].
Figure 5 shows the importance of recovery response
time which should be carefully considered for each
automation level. System developers should ensure
ATCOs enough time to react and think of ways to
decrease recovery response time. Once again individual
differences are stressed. Importance of teamwork should
not be neglected, and each team member should know
their role when failure occurs. Training of manual skills
should be properly included in ATCOs work hours to
prevent skill decay.
CONCLUSION
Different models have been used to explain human
behavior in an automated system. Problems such as loss of
situation awareness, trust in automation and recovery
response time are presented in this literature review.
Automation developers should take into account all the
aspects presented in order to maintain or increase safety
levels. However, not every problem can be prevented
through the development of a system. As mentioned
above, some of the problems could be solved through
training or by choosing an ATCO trainee with the required
individual characteristics. A combination of all three could
be the most appropriate approach. Teamwork also affects
situational awareness and recovery response time. Roles
in the team are expected to be changed in the future. In
future research in cases where an agent makes a team
member, it should be thoroughly considered how to
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change roles and which tasks should be left to a human
operator.
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*

University of Zagreb, University Computing Center, Zagreb, Croatia
{bjanka.basic, petra.udovicic, ognjen.orel}@srce.hr

Abstract—Many information systems have been around for several decades, and most of them have their underlying databases.
The data accumulated in those databases over the years could be
a very valuable asset, which must be protected. The first role of
database auditing is to ensure and confirm that security measures
are set correctly. However, tracing user behavior and collecting
a rich audit trail enables us to use that trail in a more proactive
ways. As an example, audit trail could be analyzed ad hoc and
used to prevent intrusion, or analyzed afterwards, to detect user
behavior patterns, forecast workloads, etc.
In this paper, we present a simple, secure, configurable, roleseparated, and effective in-database auditing subsystem, which
can be used as a base for access control, intrusion detection, fraud
detection and other security-related analyses and procedures. It
consists of a management relations, code and data object generators and several administrative tools. This auditing subsystem,
implemented in several information systems, is capable of keeping
the entire audit trail (data history) of a database, as well as all
the executed SQL statements, which enables different security
applications, from ad hoc intrusion prevention to complex a
posteriori security analyses.
Keywords—audit trail analysis; database forensics; database
security; in-database auditing; SQL trigger

I. I NTRODUCTION
In the modern era the creation and consumption of data
is constantly growing. Actions must be taken to promote
and implement the best practices of data protection. Database
auditing allows us to track our users actions and provides the
base for database forensics. It is a control mechanism designed
to track the use of database resources and authority. When
database has some sort of auditing mechanism in place, each
audited database operation creates an audit trail that must
include information such as what data was impacted, who
performed the operation, and when. It is important to keep in
mind that auditing is not a goal but a means to achieve more
secure environment [1], so audit trails must be maintained
over time to allow auditors to perform in-depth analysis of
access and data modification patterns. The main purpose of
these analyses is to prevent further security threats by detecting
violation of security settings, which are in detail discussed in
[2], [3].
There are several ways of recording audit trail:
• within a database management system (DBMS): Commercial (or open-source) DBMS typically include some
form of trace recording. The trace recording mechanism
itself can be implemented as a process that actively
observes the same memory blocks in which the DBMS
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•

•

maintains its operational memory structures, or as a byproduct of the system operation itself.
within a database: The implementation of such a trace
recording solution it is necessary for developers to add
program code that will record the trace with the desired
data within each trigger that is triggered on the event to
be monitored. If the trigger for the observed event does
not already exist, it must be added to the database. All
of this makes this trace recording method quite complex
to implement and maintain.
using external auditing software / hardware: Many
DBMSs have several common architectural features, such
as writing logical logs, using shared memory or implementing other change data capture mechanisms. These
features allow the construction of external trace recording systems. External trace recording systems store the
recorded trace in isolated locations - in other databases
or files that may be on the database server itself or better
yet, on another server.

Regarding the events in the database, there are several
different kinds that could be audited:
•
•
•
•
•
•
•

logging in and out,
data definition language (DDL) operations,
SQL errors generated by users,
changes in database objects (e.g. stored procedures, triggers, permissions, synonyms),
data change,
data retrieval,
audit rules definitions.

In this paper, we present a simple in-database auditing
subsystem capable of keeping the entire data history (data
change, including audit rules definitions) and all executed
SQL statements. It has been proven reliable source of data
for the detection of both simple and complex investigations.
The main contribution of our work is the in-database code
generator, a set of database procedures and triggers which
automatically handles all the necessary objects needed for
auditing to perform, based on configuration tables. This part
of the code is open-sourced by us.
The paper is organized as follows. Chapter II reflects on
related work regarding database auditing. The architecture
of the auditing subsystem and in-database code generator
are discussed in chapter III. Role separation concerns are
addressed in chapter IV, while next chapter shows the measures
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of performance overhead with in-database auditing in place.
Chapter VI brings information of current implementations of
presented auditing method and discusses the possible future
work. Finally, chapter VIII concludes the paper.
II. R ELATED WORK
Commercial or open-source DBMSs (such as Oracle, MS
SQL Server, IBM Db2, IBM Informix, PostgreSQL, MySQL,
...) typically include some form of auditing. For example, in
PostgreSQL [4] basic statement auditing can be done using
the standard logging facility with log_statement = all.
This is acceptable for monitoring but should be avoided
because it produces huge files that need special parsing to
get normal audit trails and then still does not provide the level
of detail required for an audit. Instead, it is recommended
to use free PostgreSQL tool pgAudit [5] which provides
detailed session and/or object audit logging via the standard
PostgreSQL logging facility.
There are also numerous third-party solutions available for
database auditing. They offer a number of options for what
will be recorded and how to record audit trail.
ApexSQL Audit [6] is a SQL Server database auditing
tool for capturing data and schema changes, that is added
to existing database and on it implements additional triggers
whose sole purpose will be auditing. It stores all auditing
information in a central repository table. Triggers are based
on templates that can be customized and it is easy to add and
maintain large number of them. It is intended exclusively for
working with the Microsoft SQL Server database management
system.
Oracle Audit Vault and Database Firewall [7] combines
auditing and network-based monitoring. It monitors database
traffic to detect and block threats, as well as enables compliance reporting by consolidating audit data from databases,
operating systems, and directories. The audit vault server
contains an Oracle database with all auditing information, and
makes it available to reporting tools through a data warehouse
[8]. Its advantage is that it can be used with heterogeneous
databases and it has support for newer versions of most popular
DBMSs.
Nowadays there is no explicit need for outside solutions
since all databases provide auditing features. One of the most
basic features is triggers that can be adjusted to enable row
level auditing of DML statements. Given that triggers are often
used for auditing scenarios pertaining to DML queries, it is
natural to consider extending it to SELECT queries for data
auditing. It is not a simple extension because usually SELECT
queries contain enormous amounts of tuples and recording
all of them would quickly suffocate audit database. One of
the solutions is presented in [9], where number of tuples for
which an audit record will be made was reduced by auditing
only what was perceived as sensitive data. We decided for
a different approach, to let audit administrators define what
should be audited and available for further analyses.
In addition to selecting methods used to implement auditing
subsystem, it is important to make a sustainable auditing
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model. As seen in [10], secure database management system,
aside from being able to effectively record history of all
operations in the database, must also have a good support
for querying that history. We will present auditing model
that satisfies both requirements. Similar model to ours is
given in [11] but with more emphasis put on improving
Chain of Custody property, while our focuses more on overall
development of effective auditing subsystem.
III. A RCHITECTURE
In this section, our audit database model and auditing
objects are presented.
A. Formal description
The auditing database RDB is a relational one, and it
consists of n relations Ri . Each relation Ri has a schema:
Ri (ai,1 , . . . , ai,m ),

(1)

where ai,k is k th attribute of relation Ri .
It is possible to perform four basic data operations over
relation Ri : creating a new tuple, reading it, updating and
deleting it (CRUD). These operations map to SQL as INSERT,
SELECT, UPDATE and DELETE, respectively:
O ∈ {select, insert, update, delete}.

(2)

Also, apart from SELECT, the other three operations are part
of data manipulation language (DML):
M ∈ {insert, update, delete}.

(3)

For each relation Ri being audited, database RDB is
expanded with a new relation R0 i for auditing information
pertaining to relation Ri . Beside all attributes contained in
the original relation, audit relation R0 i contains information
describing a specific event affecting the tuple: which operation
was performed, who performed it and when.
Definition 1. Let A be a set of attributes:
α :=(
,
,
,
,
,

operation
user
transaction time stamp
session
operation time stamp
operation type).

(4)

Let Ri ∈ RDB . Then audit relation R0 i consists of set of
attributes:
(ai,1 , . . . , ai,m ) ∪ α.
(5)
The execution of operation M in relation Ri initiates the
generation of an audit record in the corresponding audit
relation R0 i , for all relations that have auditing enabled.
Our proposed architecture, beside working database RDB ,
contains also a historic auditing database (HDB ) for preservation of older audit records. Each database relation Ri has a
corresponding audit relation Hi in HDB , which has the same
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Figure 1. Database auditing subsystem (black arrows represent row-level DML auditing, red arrows represent SQL statement auditing).

relational schema as R0 i ∈ RDB . In order to reduce negative
impact on performance of the database RDB , relations R0 i
in that database only preserve auditing information of a short
period of time, before it is periodically transferred to HDB by
a backup history process. To effectively query all data history,
a view is created for each relation Ri in which the whole
auditing history of that relation is available.
Definition 2. View Vi of auditing history of Ri ∈ RDB is
union of relations R0 i ∈ RDB and Hi ∈ HDB :
Vi = R0 i ∪ Hi .

(6)

Most of what was previously described is pertaining to row
level auditing of DML operations. Another interesting aspect
of auditing is auditing of SQL queries. Since row level auditing
writes one entry for each row being affected in any way, it is
highly impractical for keeping track of SELECT queries in
particular, which may result with great performance overhead.
Therefore, in order to keep track of SQL statements (DML, as
well as SELECT statements), we introduce auditing of SQL
queries. Unlike before, for SQL auditing the database RDB is
expanded with only one relation Rsql .
Definition 3. Let Rsql be a relation containing auditing
information about SQL queries. Its relational schema has
attributes:
( session
, table name
, operation
, user
, host name
, terminal
, transaction timestamp
, operation timestamp
, sql).
(7)
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For all relations that have SQL auditing enabled, the execution of operation O in relation Ri initiates the generation
of an audit record in the audit relation Rsql .
Same as before, there is relation Rsql in database HDB
containing older auditing information and view Vsql that
combines Rsql from both databases.
The configuration of the auditing and its operation is done
via a special set of relations, here referred to as system
relations, Sj . These relations contain information about each
relation Ri in the working database: is it enabled for row
level DML auditing, is it enabled for SQL auditing and if
so, which operations are being audited; exclusion lists for
auditing, both user- and server-wise; and is auditing enabled
in general or not. We regard Sj as an audit-definition relations.
Maintenance of these relations is done through the interface
of a utility DbAdmin, application designed to help database
administration.
The architecture described is pictured in Fig. 1. Now we will
explain in more detail how the generator procedure works.
B. In-database code generators
Previously described model contains many auditing objects
and is complicated to maintain if the whole process is done
repeated manually. However, it is automated by implementing
a set of procedures which generates SQL code that is used
to create all audit objects. The main procedure is called
automatically (triggered) after auditing information has been
inserted into auditing-definition relations Sj .
The generator is a stored procedure that orchestrates others,
regarding the audit configuration in Sj relations, and consequently generates all auditing objects in nine steps:
1) generate auditing relation,
2) generate auditing triggers,
3) generate triggers on auditing relation,
4) generate permissions to user for backup history,
5) generate auditing view,
6) generate backup auditing relation (in HDB ),
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7) generate indexes for backup auditing relation (in HDB )
8) generate triggers on backup auditing relation (in HDB ),
9) generate permissions to user for backup history (in
HDB ).
The implementation of steps 1, 5 and 6 is straightforward using
what we defined in III-A. In step 2 seven types of triggers are
created. First, three triggers for all operations M on relation
Ri , which insert a tuple of the form (5) in R0 i . Second, four
triggers for operations O on relation Ri , which insert a tuple
of the form (7) in Rsql . Steps 3 and 8 are added to keep
the integrity of audit relations (prevent change of audit trail),
while steps 4 and 9 enable the process of moving current audit
data to historic database HDB . The creation of Rsql in both
databases is not part of these steps, because it is done only
once at the beginning of including auditing in database.
For automation of generating objects to be possible we
needed to develop naming conventions for all auditing objects,
consisting of original relation name and some sort of prefix
or postfix. Other parts of SQL statements are hard-coded and
use information from system tables.
Parts of our code, for which we have given description here,
are implemented in IBM Informix dialect and open-sourced at
[12].
C. Backup History process
As was already mentioned, Backup History process has a
task of moving tuples from auditing relation in database RDB
to corresponding relation in database HDB , including a Rsql
relation. Process is executed in even periods of time, which
in our case is one day. It connects to both databases and then
repeats steps:
1) read a tuple from auditing relation in RDB ,
2) insert it in relation in HDB ,
3) delete it from RDB .
For productivity purposes, instead of moving one tuple at the
time it moves blocks of tuples.

IV. ROLE S EPARATION
Role separation is a way of ensuring audit trail could be
trusted, by separating three roles involved in auditing process.
One role defines the auditing process, i.e. what should be
audited. Second role controls the auditing process, i.e. starts
and stops auditing, and the third role is the one that reads the
audit trail. None of these roles should not be implemented in
a single person.
Our proposed subsystem partially enables role separation,
by giving separate permissions to roles (called audit-definition,
audit-control and audit-read) in the databases. The audit definition is done by working with data in Sj relations, so CRUD
permissions for these tables should be given to audit-definition
role. Other roles can only read these relations. Audit control is
done by toggling the master audit switch in one of the system
relations, which means only the audit-control role should have
CRUD permissions on that particular table, while others can
have read-only access to it. And lastly, all of the audit trail
in RDB and HDB database should be only read by audit-read
role, while all other roles should not have any permission on
them. Also, any operations on Sj relations should be audited
as well, by default.
The only issue remains tampering with audit objects by
a database administrator role (DBA) or a database system
administrator role (DBSA). However, if a DBMS supports
auditing of its own and it supports role separation, it is possible
to combine our method with it. Actions like changing audit
triggers, disabling them or dropping audit tables, should be
audited by a DBMS audit system. That way, a complete audit
trails security could be achieved.
V. P ERFORMANCE OVERHEAD
For the purposes of measuring performance overhead, testing was performed using the Apache JMeter [13]. In the
test, each SQL statement is being executed on the testing
database, by a JMeter testing threads. The testing thread
executes statements via JDBC (Java Database Connectivity)

Figure 2. DML auditing test results.
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Figure 3. SQL auditing test results, auditing enters one record at a time for each executed statement.

Figure 4. SQL auditing test results, auditing enters one record for the statement that effects 100 records.

requests. The duration of JDBC requests with audit on and
off was measured. For DML audit, the duration of DML
operations (3) was tested, while for SQL audit we record
the duration of all four basic data operations (2). Testing was
performed with 1 thread, executing a 1000 operations, which
means that for each of the obtained testing results 1000 JDBC
requests were conducted. In doing so, we record the minimum,
average and maximum duration of the request.
The results of DML audit testing are shown in Fig. 2.
The average overhead per operation is independent of the
operation itself and increases its duration by 1 ms. Such a
result is expected given that in addition to the initially executed
command, another record has to be inserted. The DML audit
testing did not include SELECT command for the reasons
described in Chapter III.
The results of the SQL audit test are shown in Fig. 3. The
first thing to notice is a higher overhead than with DML audit.
The obtained results correspond to the predictions here as well.
Overhead is a consequence of data entry in Rsql (Def. 3) and
steps 1-9 in more detail described in Chapter III.
Important thing to notice regarding SQL statement auditing
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results shown in Fig. 3 is that this measurement represents the
worst-case scenario. Our testing statements were all effecting
only a single record in a relation, and SQL statement auditing
enters an audit record once for each executed statement. In
comparison, Fig. 4 shows results of the testing with each
SQL statement affects a 100 records (and one auditing record
entered for each statement). Therefore, for larger operations,
SQL auditing shows acceptable overhead. In both cases of
SQL auditing the average overhead per audit time is from 1
to 2 ms.
Another comment should be put in place regarding the
maximum duration of the operation. Such outliers would
periodically emerge in working with DBMSs, with regard to
relations taking additional space to store data, index rebuilding
due to a B-tree expansion, etc. We did not tune the testing
database in any way to mitigate these actions and influence
the testing results.
VI. C URRENT USAGE AND FUTURE WORK
The audit subsystem described here is currently implemented in four major national information systems in Croatia,
all of them covering the field of higher education and science
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[14]–[17]. Some parts of it are also implemented in some
commercial systems as well. The oldest of these systems has
row level DML auditing implemented for more than a decade.
Throughout this time, data collected in this manner had served
as a source for many analyses - from the basic ones requested
by users, to much more serious investigations.
Information systems security is increasingly important topic.
Gaining knowledge about our systems’ and users’ behavior
could not be possible without considerable amounts of data.
The audit trail collected by method presented here will serve
as a base for different information security-based research:
• ad hoc analyses of incoming audit trail and implementation of reaction mechanism to prevent overstepping of
given permissions,
• ad hoc analyses of currently performing SQL statements
and implementation of reaction mechanism to prevent
unwanted queries,
• performance-related analyses of executed SQL statements
and proposition for introducing further indexes,
• process mining methods, in order to recognize processes
in the system and define security measures,
• on-line workload analyses, in order to forecast the needs
for increased hardware resources,
• mechanisms and methods for investigation of complex,
multi-user frauds,
• mechanisms for investigating social networks forming in
the complex systems, etc.
Keeping in mind that audit trail is a rich source of temporal
data, these datasets form a solid base for different kinds
of temporal-related research as well, by forming temporal
relational snapshots, temporal graphs, etc.
VII. C ONCLUSION
In this paper, a simple, secure, configurable, role-separated,
and effective in-database auditing subsystem is presented. It
consists of several objects inserted in the relational database
(tables, stored procedures and triggers) being audited. These
objects control and perform code generation of other database
objects which, in turn, perform the row level DML operation
auditing and SQL statements auditing as well. Our main
contribution, the audit code generator is discussed in detail. Its
implementation is open-sourced and it is quite simple, taking
only several hundreds of lines of code.
The auditing subsystem described here is easily configurable
and effective - each change in configuration is followed by
redefining of auditing objects and new audit configuration is
in effect immediately. Security and role-separation are simply
enforced by the database permissions, and can be enhanced
by the underlying DBMS auditing subsystem.
We have measured and shown performance overhead of
such an auditing mechanism. Even though there is a significant
performance overhead in general, which is quite expected in
this kind of implementation, our conclusion is that possible
security gain justifies this overhead. Auditing does not have to
performed on all relations, however, some relations hold very
sensitive data. On such data, every action should be audited. It
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is up to a auditor to define which relations should be audited,
and in which way.
Lastly, current implementations of this audit subsystem and
future work are discussed. Audit trail being a valuable source
of information, there are many possible directions of future
work. In that manner, this paper serves as a base for the
presentation of our further research activities regarding various
information security topics.
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Abstract—The growing number of database management
systems and applications that use them directly or through
some form of proxy has led to the problems when trying
to understand the queries sent from the application to the
database. There are multiple ways to extract queries from
the application, network or database management systems
and the way to extract largely depends on the format of
the application, technology used and the security concerns.
Given these non-functional requirements, we generalize the
possible functional features that can be used for evaluation:
query extraction and subsequent query modification. The
results are then presented using three dimensions: technique (approach), requirement (non-functional criterion),
and feature (functional criterion) where applicable. Each
combination is analyzed and given the possible use case.
Developers can then use this to make an informed decision
for their applications.
Keywords—query extraction; query modification; embedded
SQL; data builder; entity builder; SQL proxy

I. I NTRODUCTION
Data is everywhere. Users extract data and analyze
it using queries. The queries that are used are usually
hard-coded or dynamically generated from the user input.
In both cases, the actual query is hidden inside the
application. To extract the query, specialized tools need
to be used that conform to the development or execution
environment of the application. The technology, format,
security and the possibility to modify application on the
fly all have to be considered. For example, different
tools have to be used when the application source code
is available compared to when the application is only
available in the executable format.
This paper presents the evaluation framework using the
four main criteria for choosing the right query extraction
technique for individual use case from the seven different
techniques. Section II discusses scientific work and tools
available for the seven techniques. Then the criteria is
discussed and set in Section III forming a basis for
the framework. Different techniques are introduced in
Section IV, alongside the full analysis of their positive
and the negative aspects. Each technique is individually
considered with results available in tabular format and
explained with more details in the text. Section V offers
a consolidation and presents example decision making
process when using the evaluation framework. Section VI
concludes the paper.
II. R ELATED WORK
The field of static and dynamic analysis of source code
is very active, with no exception in query extraction and
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analysis. With reference to static methods, one of the most
relevant is the work of Christensen et al. [1] who set the
standard with their static analysis of Java programs that
is still used today [2].
While some, like Ngo [3], set out to automatically
identify all the possible database interaction points using
static analysis, others like Linares [4] tried to extend
that to automatically generate the documentation of the
database usage in source code using the similar methods.
There is also a programming language called RASCAL [5] that is heavily used in research community for
source code analysis and manipulation, particularly when
it comes to the PHP programming language, one example
of it being a PHP AiR tool [6]. Anderson [7] added a
support for analysis of SQL queries to PHP AiR. There
are other efforts [8] to develop an interactive tool for
analyzing SQL queries.
Another problem occurs when doing static analysis of
something that has dynamic elements in it, like dynamically generated queries when the application uses data
builder or even entity builder. Gould [9] was at the forefront of that problem when he tackled the static checking
of dynamically generated queries in database applications.
Nagy [10] tackles the static analysis of both embedded
and dynamic database usage in Java applications, while
Meurice [11] focuses more on the dynamic usage.
With regard to to dynamic techniques, one possibility is
to attach a proxy to the application as a customized SQL
client. On the subject of JDBC, there is no better than
the dynamic data management framework Apache Calcite
[12], with its many moving parts in the background, including the Volcano optimizer [13] to optimize incoming
queries, SQL parser and multiple adapters for different
database engines. If something simpler is needed, JDBC
does offer a way to log generated statements [14].
To make it easier for developers, there are multiple
ORM frameworks. Some of them include the support for
dynamic extracting, logging and modifying queries, albeit
in very limited capability. Django has a Query Inspector
[15] which provides a middleware for inspecting and
reporting SQL queries executed for each web request,
while Entity Framework [16] has a support for logging
and intercepting database operations.
The most natural place for a proxy is on the network,
where the tools used for manual interception are Wireshark [17] and Microsoft Message Analyzer [18], which
is now deprecated with no replacement, but it did allow
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for some very useful things [19] when it came to query
interception. There is also a number of network tools
that enable query logging, one notable example being
ProxySQL [20].

In this section, we present the evaluation framework
used to compare different query extraction and modification techniques.

criterion. Last one that is considered is security. Given
the fact that some techniques require different ways of
handling raw data, i.e. encrypted query that is being transferred via network using specific database protocol versus
plain-text query embedded into application code, the need
for security criterion becomes obvious. Depending on
the user requirements, it may not be possible to extract
queries without using tools that can handle encrypted
queries over the network.

A. Functional features

C. Evaluation framework

The main feature that has to be supported by all the
techniques is a query extraction. Without the ability to
extract queries in some shape or form, even the most
basic, the technique can’t be considered. Furthermore,
some techniques have the ability to modify queries after
extraction and then send the modified queries to the
database. Such feature is very welcome, as it expands
upon the possibilities of what can be done with the tool.
With pure query extraction, a lot is already gained information which databases, tables and columns are used
most often, how are they used together, which tables are
joined most often, what is the most used join predicate
and so on. A comfortable decisions can be made by
database administrators and architects to improve upon
the database design based solely on that information.
The subsequent ability to modify and execute modified
queries after extraction opens up a lot of possibilities.
Thus, the criteria for functional features in this paper is
query extraction and subsequent query modification.

To set up an evaluation framework for query extraction
techniques, three distinct dimensions are used for analysis.
Results should take into consideration a technique, a
requirement and a feature. Techniques are categorized
based on their underlying technical intricacies and then
compared based on their functional and non-functional
criteria. Both requirements (non-functional criteria) and
features (functional criteria) are used to analyze each
given technique and assess its weaknesses and advantages
for each possible scenario.

III. E VALUATION CRITERIA AND METHODOLOGY

B. Non-functional requirements
In order to extract and modify queries, techniques have
to respect some limits imposed on them by the application
environment. Depending on whether the application is
available as a source code which can be freely manipulated by the technique or if that luxury is not available
and thus the technique has to rely on the executable
application format, different techniques have developed
over the years to tackle both problems. Henceforth, the
first non-functional requirement is application format,
which can be either executable or source code. One
other thing to consider here is that some techniques can
require modifying the original application, which in turn
requires the application to be compiled again. Sometimes
the changes can be implemented using external metadata
files, in which case that’s a huge advantage over changing
a huge chunks of application code. Therefore, a second
criterion is application modification gradient. It’s a closest
approximation of the amount of work that has to be done
on the original application in order to get it to the state
where the technique in question can be successfully used
with said application. This can also differ for query extraction and query modification. Notice this only includes
changes to the original application, not any work that has
to be done in the separate tool. Another limitation that
can arise is from the technology used, both on the side
of the application and the database management systems.
The technology, both application and database, is third
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IV. R ESULTS
There are different ways to divide query extraction
techniques into categories. The most common one used
here is dividing them into static and dynamic techniques.
Static techniques are also known as parsing and can
be subdivided into embedded and builder subcategories.
When it comes to embedded parsing, query extraction
happens on full plain-text SQL queries embedded into the
application code. Not all queries are plain-text and most
are actually created using builders, either data builders
like JDBC and ADO.NET or entity builders like Entity
Framework and Hibernate.
Dynamic query extraction relies on interception using
proxies and can be done in different places in query
life-cycle. It’s possible to distinguish application proxies,
either in the form of the library or full pledged ORM
proxy, network proxies, and database proxies.
Using this categorization of techniques, it’s possible to
discern a certain positive and negative aspects of each.
The complete comparison is shown in Table I.
Results are divided into subsections, where each subsection corresponds to the technique or approach that can
be used in the query extraction. Each technique is then
analyzed using the other two dimensions, requirements
and features.
A. Static embedded parser
Static technique that parses plain-text SQL queries requires knowledge about the SQL dialect and its version, as
well as the access to the plain-text application code files.
Some programming languages have database libraries that
enable developers to write embedded queries, most often
assigned directly to the string variables which are then
executed. Such queries are usually not changing very
often so they pertain to the more static or long running
jobs that applications do regularly. They are not suitable
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Security concerns

Query modification

Technology - Database
Query extraction

Query modification

Technology - Application
Query extraction

Query modification

Application format
Query extraction
Query modification
Modifications
Query extraction

REQUIREMENT

Entity builder is
database-agnostic.

Entity builder is
database-agnostic.
Read/write access to
source code.

Data query builder
can be databaseagnostic.
Read/write access to
source code.

Modifying different
SQL dialects.

Read/write access to
source code.

Parsing
code
in
different
programming
languages.
Modifying
code
in
different
programming
languages.

Parsing
code
in
different
programming
languages.
Modifying
code
in
different
programming
languages.

None.

Needs adapter for each
database engine.

Needs parser for each
database engine.

Has to use the same programming language as application.

Has to use the same programming language as application.

Rewriting
builder code.

Rewriting
builder code
SQL.

Data query builder
can be databaseagnostic.

Parsing different SQL
dialects.

Modifying different
programming
languages

Parsing different programming languages.

Rewriting embedded
SQL statements.

entity

Minor
configurable
changes.
Minor changes.

No change.

No change.

No change.

Source code.
Source code.

Both.
Both.

application library proxy

Source code.
Source code.

data
and

STATIC TECHNIQUES
entity builder parser
data builder parser

Source code.
Source code.

embedded parser

None.

Doesn’t depend on the
database vendor because
ORM handles that.

Doesn’t depend on the
database vendor because
ORM handles that.

Depends on the ORM,
which means it heavily
depends on the application code.
Depends on the ORM,
which means it heavily
depends on the application code.

Major changes. Very limited.

Minor changes.

Both.
Both.

Depends on the database
vendor
for
database
engine network protocol
(extraction) and parsing
SQL statements.
Depends on the database
vendor for database engine network protocol and
changing SQL statements.
Network protocol traffic
is encrypted in production. Access control for
apps that connect to this
external proxy.

Doesn’t depend on the application code.

Doesn’t depend on the application code.

No changes. Done inside
proxy.

Configuration.

Executable format.
Executable format.

DYNAMIC TECHNIQUES
application ORM proxy
network proxy

Table I: Comparison of the requirements between techniques.

Direct access to the
database requires access
control for apps that
connect to this external
proxy.

Heavily depends on the
database vendor.

Heavily depends on the
database vendor.

Doesn’t depend on the application code.

Doesn’t depend on the application code.

No changes. Database engine extension.

Configuration.

Executable format.
Executable format.

database proxy

for arbitrary user input, so anything more complicated
cannot be done here with ease.
In order to make this technique work, it needs to know
how to parse both an application code written in some
programming language and an embedded SQL code on
top of that. Figure 1a shows the first step is to parse
the application code, either completely or just to identify
the hotspots where the embedded SQL code is located.
The output from the first step is a list of SQL statements
that is then processed in the second step to analyze SQL
statements and modify them using the abstract syntax tree
or the relational algebra.

is done. Doing modifications to this format requires only
application code modification, since there is no plain-text
SQL. Since all the SQL functionality is done using native
application code, this technique is limited by the ability
to modify such code. For example, in language integrated
queries - LINQ, commonly used with Entity Framework,
all the queries are created using a set of extension methods
like filters and projections. Thus, to modify the query,
one has to modify the set of extension methods that are
applied on the set of entities in the database context.

B. Static data builder parser

Compared to the techniques mentioned so far that work
in the static context, it’s also possible to write new code in
the form of a separate middleware that will intercept the
query and then send the modified query to the database,
while also handling the response and notifying the caller
application. If that proxy is tightly integrated with the
application, so much that it requires changing the application code and possibly even the architecture, then it’s
called dynamic application library proxy (Fig. 2a). It most
often utilizes data builders like JDBC and acts as JDBC
driver that the original application uses to communicate
to the database, while also offering the ability to connect
to that database itself.
One such framework, Apache Calcite [12], acts as a
JDBC driver when using relational database engines, so
the application setup can be reduced to changing how
it connects to the database by setting it to connect to
the Apache Calcite proxy instead. The interception of the
SQL query is then relatively simple, as the application
sends the query through the driver. That query is then
available inside the proxy, where it is parsed into abstract
syntax tree, validated and transformed into relational
algebra tree, where the optimization with specific rules
can occur. Finally, the proxy uses it’s own drivers to
connect to appropriate database and execute transformed
and optimized query. This is very similar to how database
engines work internally with execution plans, but since
it’s extracted into a proxy, it can be independent from
any specific database vendor by using adapters.

Taking into account the complexity of maintaining
plain-text embedded SQL statements in application code,
developers are using data builders like JDBC to simplify
their code and enable them easier variable user input
for their SQL statements. JDBC and its relatives provide
an API that can be used as part of the application
logic to select or modify data inside the database. The
SQL statement is still built mostly manually, similar to
embedded queries, but there is now more control over
the transaction.
For this technique shown in Fig. 1b to work, it needs to
know how to parse application code and to identify spots
where the JDBC API is used. It also needs to use data
flow and control flow techniques to find out where the
variable user input is located and take that into account
when modifying the SQL statements. SQL statements no
longer have to be pure strings, but are now complex
objects in memory, and thus dynamically generated at
runtime. This means that extraction and modification is
more complex as the static data builder parser doesn’t
have full information, e.g. where a query is conditionally
different depending on the dynamic parameter that is
unknown at the compile-time. This technique can’t answer
the question which SQL statements will be executed and
which will be omitted in particular execution scenario, but
it can still modify both statements to work in the updated
setting.

D. Dynamic application library proxy

C. Static entity builder parser
When the performance is not so critical, developers
prefer to use entity builders like Entity Framework or
Hibernate. For a relatively small performance overhead,
developers gain the ability to model their relational data
structure using simple classes called entities that use
object-relational mapping to map attributes in entities to
columns in database tables. There is an entire set of
API methods that has to be used when communicating
with the database, so in order to make this technique
shown in Fig. 1c to work, parser has to know how to
parse application code and identify hotspots where the
framework calls the database (like the Entity Framework
call to the DbContext), find out what is the generated
statement based on the actions done over the entity set
and find out what is the correlation between the generated
statement and the user input. With that, the extraction part

1892

E. Dynamic application ORM proxy
The technique shown in Fig. 2b is similar to the
static entity builder parser, but instead of modifying the
application code by rewriting what projection or filter
methods are applied, the changes are done at runtime.
Common ORMs like Entity Framework and Hibernate
generate appropriate SQL statements at runtime that are
then executed on given database engine. It is possible, but
not easy, to intercept and rewrite queries at the time when
they’re processed inside the ORM. It requires writing a
proxy code that uses internal API of the ORM in order to
manipulate final SQL statement generation process. For
example, anytime Entity Framework sends a command to
the database, this command can be intercepted by application code. This is most commonly used for logging SQL,
but can also be used to modify or abort the command.
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(a) Embedded

(b) Data builder

(c) Entity builder

Figure 1: Static techniques

(a) Library

(d) Database

(b) ORM
(c) Network

Figure 2: Dynamic techniques

F. Dynamic network proxy
When the application sends the query to the database, it
uses a specific network protocol for that database vendor,
so to be able to extract a query, network traffic has to be
intercepted and then the underlying network protocol can
be decoded. Tools like Wireshark and Microsoft Message
Analyzer can be used. The steps are shown in Fig. 2c.
Another problem that appears is the fact that the network
traffic is and should be encrypted, so it requires an
appropriate key exchange in place to decrypt the traffic.
The application can then call this external proxy using
any means of inter-process network communication as
it’s implemented as a separate executable reachable over
a network. While this is most commonly used for load
balancing, it can also be used to intercept the query,
modify it and send the modified query to the database.
G. Dynamic database proxy
The last possibility is putting the proxy on the database
server where the database engine is located, as displayed
in Fig. 2d. Writing a library that extends the database
engine and intercepts the SQL statements when they
arrive at the database, and then modifies them just before they are executed would make for a proxy that
is independent from any application format and can be
strictly enforced at the database level. It does require an
intricate knowledge of the inner workings of the database
engine, and the database engine has to actually allow for
extensions. Depending on the vendor, that may not be
possible. Commercial products like Oracle and Microsoft
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SQL Server are not very open for custom extensions to
their proprietary engines.
V. D ISCUSSION
With such a wide variety of techniques available for
query extraction, it seems hard to find the most suitable
one. The main argument here is it all depends on the use
case. Four main requirements were set to help make the
selection. Table I shows side-by-side comparison of all
the techniques. If the application source code is available
and the application has only embedded queries, the choice
is using static embedded SQL parsing. Most often the
application source code is not available and all that’s
available is the application executable, in which case
only external dynamic proxies can work. When both is
available, next step is to look over how the application
uses database, whether is it through embedded queries,
data builder or entity builder. That limits the choice to one
of the static methods and some of the dynamic methods. If
it doesn’t use entity builder, it’s not possible to use static
nor dynamic entity builder technique. If it’s not using
data builder, that rules out application library proxy in
most cases as they are most often attached to data builder
framework. So far this only takes into consideration using
the techniques without modifying the original application.
Each technique requires some form of change to make it
work. If there is the option available to modify the original
application, the second argument modifications describes
how much change is needed to make the technique work.
Probably the biggest limiter is the technology, as it’s the
first thing that can be incompatible. Some techniques like
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static parsing embedded queries are limited by both the
programming language used for application source and
the SQL dialect used for embedded queries, while some
like database proxy don’t depend on the application, only
the database engine vendor. Finally, security concerns can
be hard to handle if they require adding a whole new set
of access control layers.
VI. C ONCLUSION
Extracting queries from an application is a complex
topic that covers different software engineering principles
that make multiple discussed techniques a viable option.
From extracting embedded statements from source code,
where anything is possible but very complex, to dynamic
entity builders proxies that are simple to setup but don’t
offer a lot of possible modifications out of the box, there is
something to cover every imaginable scenario. The paper
gives an overview of the seven available techniques and
analyzes their positive and negative aspects. In addition,
we present a tool in the form of a simplified evaluation
framework for query extraction techniques with four main
criteria to choose the right one for the individual use case.
For future work, emerging query extraction techniques
can be classified with respect to the simplified evaluation
framework. The generic evaluation framework itself can
also be extended with additional criteria to fit a specific
domain where the requirements might differ slightly.
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Realizacija sučelja u Oracle PL/SQL-u koristeći
JSON format
Tomislav Adamović, Ivan Sekovanić, Ivan Kranjec

Veleučilište u Bjelovaru/Računarstvo, Bjelovar, Hrvatska
tadamovic@vub.hr
Sažetak - PLSQL (eng. Procedural Language SQL) je
proceduralni jezik za rad sa SQL-om na Oracle bazi. Od
verzije 12c Oracle je uveo JSON format kao tip podatka i
ponudio velik broj funkcija za podršku radu SQL-u i JSONu. S obzirom da je JSON (engl. JavaScript Object Notation)
objekt, uvođenjem JSON u PLSQL mogu se simulirati
ponašanja slična onima u objektno orijentiranom
programiranju (OOP). U radu se govori o primjeni OOP
koncepta sučelja

Ključne riječi – Oracle; sučelje: JSON;
komunikacija

I.

UVOD

Današnji pristup izrade web aplikacija i web
servisa temelji se na troslojnoj arhitekturi [1] prikazanoj
na Slici 1.

potrebe izrade projekata na predmetima na Veleučilištu u
Bjelovaru, koriste se HTML, CSS, JavaScript i JavaScript
biblioteke na čelnom sloju, PHP na srednjem sloju, a
Oracle baza na pozadinskom sloju.
Oracle baza ima neograničen broj međusobno
neovisnih shema te se dodjelom pojedine sheme
pojedinom studentu omogućava nesmetani rad na
projektima. U protivnom, ukoliko bi postojala samo jedna
shema bilo bi gotovo nemoguće organizirati nesmetan
rad. Uzrok ovome su konflikti s međuovisnosti o
paketima, potencijalno istim nazivima objekata na shemi
te zajedničke ovlasti i konekcija.
Uvođenjem više shema, nastaje problem
pozivanja različitih shema na srednjem sloju koji je
riješen implementacijom sučelja i temelj je ovog rada.
II.

KOMUNIKACIJA IZMEĐU SREDNJEG I POZADINSKOG
SLOJA

Primjenom troslojne arhitekture servera na
Veleučilištu u Bjelovaru na smjeru Računarstva
studentima je omogućen rad na nekoliko predmeta
tijekom studija. U ovakvoj arhitekturi, studenti se mogu
upoznati s primjenom niza tehnologija te s radom u
stvarnom sustavu, a vrlo sličan sustav će naći i u praksi.
Izgled web stranice i funkcionalnosti na klijentskoj strani
implementirane su na čelnom sloju (eng. Front End FE ).
Srednji sloj ima centralnu ulogu usmjeravanja poziva,
upravljanje sa sesijama i uključuje poslovnu logiku
ukoliko nije implementirana na pozadinskom sloju (eng
Back End BE ).
Uloga pozadinskog sloja jest upravljanje s
podacima u bazi podataka i implementacija poslovne
logike. Postoji velik broj kombinacija tehnologija koje se
mogu koristiti na svakom pojedinom sloju, a zbog

Pomoću programskog jezika PL/SQL Oracle
baza ostvaruje komunikaciju između srednjeg sloja i
pozadinskog sloja te komunikaciju između procedura i
funkcija unutar Oracle baze. PL/SQL za komunikaciju
koristi type-ove koji u suštini predstavljaju strukturne
varijable. Primjer type-a za komunikaciju između
poslužitelja u metodi za prijavu na web aplikaciju je
prikazan na Slici 2.

Slika 2. Primjer PL/SQL type-a za prijavu na web aplikaciju

Slika 1. Troslojna arhitektura poslužitelja
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Kao što se može vidjeti na Slici 2. varijable
unutar type-ova moraju biti unaprijed strogo definirane
tipom i duljinom. Iz ovog razloga, komunikacija između
poslužitelja mora biti strogo definirana što znači da svaka
procedura koja se poziva izvan baze mora imati točno
definiran naziv i točno definiran komunikacijski type.
Implementacija poziva PL/SQL procedure za prijavu na
web aplikaciju p_prijava u PHP-u sa srednjeg sloja što se
može vidjeti na Slici 3.

Slika 3 Implementacija poziva PL/SQL procedure iz PHP-a na
srednjem sloju

U konkretnom slučaju, svaki student ima u prosjeku 10
procedura na pozadinskom sloju koje se pozivaju sa
srednjeg sloja. Na Slici 4 može se vidjeti kako izgledaju
pozivi procedura za jednog studenta.

Slika 4. Pozivi Oracle procedura za jednog studenta

S obzirom da svaki student ima svoju posebnu shemu,
broj pozivnih procedura na srednjem sloju se znatno
povećava. Trenutno na serveru Veleučilišta postoje 63
aktivne sheme na Oracle bazi pa proizlazi da bi na
srednjem sloju trebalo biti 630 pozivnih procedura koje
mapiraju konkretne komunikacijske type-ove na
pozadinskom sloju.
Na Slici 5 može se vidjeti kako se broj procedura
povećava s brojem shema.

Slika 5 Pozivi Oracle procedura za više studenata
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Ovako velik broj procedura na srednjem sloju zahtjeva
puno vremena za razvoj i održavanje što uključuje
dodavanje metode za poziv, dodavanje i mijenjanje
varijabli u pozivu, te ispravljanje grešaka na srednjem
sloju koje mogu nastati zbog pogrešnog mapiranja
procedura i varijabli.
III.

PRIMJENA JSON FORMATA U KOMUNIKACIJI
IZMEĐU SREDNJEG I POZADINSKOG SLOJA

S verzijom 12c, Oracle uvodi JSON objekt kao tip
varijable koji se može koristiti za spremanje JSON
objekata u tablice i za komunikaciju između procedura i
funkcija u PL/SQL-u. S ovim potezom Oracle baza je
omogućila primjenu danas standardnog razvoja REST
API-a za razvoj web aplikacija i pridružila se većini
modernih programskih jezika koji imaju podršku za
korištenje JSON objekta.
Za razliku od type-a, JSON objekt je vrlo
fleksibilan tip varijable. Ukoliko se u komunikaciji
navede JSON objekt kao ulazno/izlazni parametar tada
dodavanje novih varijabli u JSON objekt neće uzrokovati
ispad procedura na pozadinskom sloju.
Odnosno, mapiranje ulazno/izlaznih varijabli se temelji
samo na razini objekta, a ne i na ono što objekt sadrži.
Svaki JSON objekt može sadržavati polja, stringove,
brojeve, boolean varijable i druge JSON objekte što je
sasvim dovoljno za ostvarivanje bilo kakve komunikacije
s Oracle bazom. Dodatna prednost jest što varijable u
JSON objektu nemaju definiranu veličinu što se odnosi
na sve tipove varijabli pa i polja i dodatne JSON objekte.
Iz gore navedenog proizlazi da pozivi procedura sa
srednjeg sloja prema pozadinskom sloju ovise samo o
ispravnom nazivu procedure, a ne i argumentima koje ta
procedura sadrži dokle god su oni deklarirani kao JSON
objekt.
Također, primjenom JSON objekta omogućava se
komunikacija između svih servera sa samo jednim tipom
varijable koju sve tehnologije mogu referencirati, čitati i
mijenjati.
IV.

PROCEDURE ZA KOMUNIKACIJU IZMEĐU SREDNJEG
I POZADINSKOG SLOJA

Ukoliko svaka Oracle shema ima samo jednu
proceduru s JSON objektom za komunikaciju između
srednjeg i pozadinskog sloja, tada se preko te procedure
može pozvati bilo koja druga procedura na Oracle bazi
koja također sadrži JSON objekt kao argument. Sadržaj u
JSON objektu se mijenja ovisno o potrebi pojedine
procedure, a komunikacijska procedura može propustiti
takav poziv jer i ona kao ulazno/izlazni argument ima
JSON objekt.
Dodatno, ako sve Oracle sheme imaju i isti naziv
komunikacijske procedure što je svakako moguće jer su
Oracle sheme međusobno neovisne, tada se razvoj i
održavanje na srednjem sloju znatno smanjuje, pa je
potrebno implementirati samo jednu proceduru umjesto
spomenutih 630. Na srednjem sloju na serveru
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Veleučilišta u Bjelovaru ova komunikacijska procedura
implementirana je u PHP-u i naziva router.php jer ima
zadaću preusmjeravanja poziva na ispravnu Oracle shemu
i pripadajuću proceduru. Shematski prikaz poziva Oracle
sheme i njihovih procedura može se vidjeti na slici 6.

obvezno je u svakom komunikacijskom JSON objektu
imati dva argumenta.
Prvi argument je p_shema kojem se dodjeljuje naziv
sheme koju se poziva, a drugi parametar je p_procedura
kojem se dodjeljuje naziv procedure koja se poziva na
prethodno navedenoj shemi p_shema.
Primjer JSON objekta s kojim se ostvaruje ispravna
komunikacija između srednjeg i pozadinskog sloja vidi se
na slici 9.

Slika 9. Komunikacijski JSON objekt
Slika 6. Poziv procedura sa srednjeg sloja preko router procedure

Implementacija router.php metode na srednjem sloju
može se vidjeti na Slici 7.

Slika 7. Implementacija router.php metode na srednjem sloju

V.

KONCEPT SUČELJA U OBJEKTNO ORIJENTIRANOM
PROGRAMIRANJU I ROUTER PROCEDURA

Sučelja se u objektno orijentiranom programiranju
koriste za definiranje generičkog predloška koji u sebi
može sadržavati metode i svojstva. Klasa koja
implementira sučelje mora sadržavati sve metode i
svojstva sučelja. Na ovaj način se definira što sve klasa
koja implementira sučelje mora sadržavati.
Slika 10 prikazuje UML dijagram sučelja koji opisuje
arhitekturu poziva između klasa Srednji sloj router.php i
klasa Pozadinski sloj Shema 1, Pozadinski sloj Shema 2.
Iz UML dijagrama je vidljivo kako klase koje
implementiraju sučelje moraju sadržavati metodu
ROUTER.p_main te parametre p_shema i p_procedura

Iz Slike 7. može se vidjeti kako svaka Oracle shema mora
implementirati proceduru ROUTER.p_main(in_json,
out_json) čija je zadaća dohvaćanje poziva sa srednjeg
sloja. Kada ova procedura dohvati poziv ona dalje može
pozvati ostale procedure na svojoj shemi. Primjer
implementacije
preusmjeravanja
poziva
unutar
ROUTER.p_main procedure na pozadinskom sloju vidi se
na slici 8.

Slika 10. UML dijagram komunikacije između srednjeg i pozadinskog
sloja

Nadalje, klase koje implementiraju sučelje mogu imati i
svoje procedure. Na Slici 10 to su procedure
procedura_1() … procedura_n().
Slika 8. Preusmjeravanje poziva na pozadinskom sloju

Za ispravnu komunikaciju, osim implementacije
ROUTER.p_main metode na svakoj Oracle shemi,
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Kao što je navedeno u [2] moderne softverske
arhitekture snažno promiču upotrebu sučelja. Također se
navodi kako su sučelje i klasa koja implementira sučelje
obično povezani s klasama, ali odgovarajuće uloge
ostvaruju objekti.
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VI.
U slučaju komunikacije između srednjeg i pozadinskog
sloja radi se o JSON objektu.
Iako u komunikaciji između srednjeg i
pozadinskog sloja ne postoje povezane klase, ovisnost
između poziva postoji. Odnosno, ako se želi ostvariti
ispravna komunikacija između srednjeg i pozadinskog
sloja, pozadinski sloj mora implementirati procedure i
parametre definirane na srednjem sloju. U protivnom se
neće moći ostvariti komunikacija. U svim objektno
orijentiranim
programskim
jezicima
pogrešna
implementacija sučelja uzrokuje grešku prilikom
kompiliranja. U slučaju router metoda, greška se događa
u vrijeme izvršavanja (eng. run time). Greške se mogu
preduhitriti tako da vrate prilagođene poruke korisniku.
Na Slici 8 se vidi kako će procedura vratiti grešku
"Nepoznata metoda" i broj greške 997 ukoliko se ne
implementira parametar p_procedura. Nadalje, ako se ne
implementira procedura ROUTER.p_main poziv će odbiti
Oracle baza, a na srednjem sloju se može implementirati
rukovanje ovakvom iznimkom. Također, ukoliko se ne
ostvari konekcija na bazu ovo je indikator kako se nije
ispravno implementirao parametar p_shema te se ovakva
iznimka može preduhitriti na srednjem sloju i vratiti
prilagođenu poruku.
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ZAKLJUČAK

Iako je PL/SQL proceduralni programski jezik
upotrebom JSON objekta moguće je primijeniti koncepte
objektno orijentiranog programiranja kao što je sučelje.
Primjenom sučelja broj linija koda na srednjem sloju se
ne povećava dodavanjem novih procedura i shema na
pozadinskom sloju što značajno smanjuje kompleksnost
koda.
Prednost ovog pristupa na srednjem sloju
omogućava: centralno logiranje ulaznih i izlaznih
podataka, centralno rukovanje iznimkama, dodavanje
dodatnih parametra u JSON objekt poput podataka iz
sesije. Na pozadinskom sloju postoji jedna točka ulaza
svih procedura pa se na razini sheme može upravljati
logiranjem, rukovanjem iznimki i upravljanjem poziva.
LITERATURA
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Applications. In Proceedings of 13th IEEE international symposium
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Programsko rješenje problema lijepljenja raspona
podataka u filtrirani raspon u MS Excelu
D. Ružak i A. Lacković
Visoko učilište Algebra, Zagreb, Republika Hrvatska
domagoj.ruzak@racunarstvo.hr, andrej.lackovic@racunarstvo.hr
Sažetak - Microsoft Excel jedna je od najkorištenijih
uredskih aplikacija na svijetu, a proces kopiranja i
lijepljenja podataka zasigurno aktivnost koju svi korisnici
računala rade svakodnevno. Međutim, kada se u Excelu
pokuša zalijepiti raspon kopiranih podataka u tablicu ili
raspon koji su prethodno filtrirani po nekom stupcu,
događa se pogreška – Excel podatke lijepi i u ćelije koje se
trenutno ne vide, čak i ako u tim ćelijama već postoje drugi
podaci, uništavajući pritom postojeće podatke. Ovaj
problem rješiv je na dva načina – korištenjem sortiranja
umjesto filtriranja podataka, tamo gdje je to moguće,
odnosno, u situacijama kada to nije moguće, korištenjem
posebno isprogramiranih makronaredbi koje se mogu
koristiti umjesto ugrađenih naredbi za kopiranje i
lijepljenje. U članku se detaljno objašnjavaju oba rješenja te
donosi
originalni
programski
kod
spomenutih
makronaredbi, kao i postupak koji je potrebno provesti
kako bi ih svaki korisnik koji to želi mogao koristiti.
Ključne riječi - Excel; filtrirani raspon; kopiranje;
lijepljenje; Visual Basic for Application

I.

UVOD

Microsoft Excel jedna je od najkorištenijih uredskih
aplikacija na svijetu, a svakako najkorišteniji alat za
izradu tabličnih kalkulacija (engl. spreadsheet). Koristi se
u gotovo svim situacijama u kojima korisnik treba raditi s
velikom količinom podataka, prvenstveno brojeva
(financije, prodaja, vođenje projekata…). Velika prednost
korištenja računalnog programa u tim situacijama jest
činjenica da računalo ne griješi – ono radi točno ono što je
programirano da radi i radi to s podacima i na način koje
definira korisnik. Korisnici, nažalost, griješe – bilo da je
riječ o krivom unosu podataka, krivo upisanoj formuli,
pogrešnom kopiranju ili nedovoljnom poznavanju točnih
mehanika rada programa – a posljedice mogu biti od
neznatnih pa do katastrofalnih. Primjer jedne potonje
dogodio se 2013. kada je, zbog greške u korištenju Excela,
jedna od najpoznatijih svjetskih investicijskih banki, JP
Morgan, izgubila u trgovanju 6 milijardi dolara [1].
U ovom radu osvrnut ćemo se na konkretnu pogrešku
koja se događa zbog nerazumijevanja rada Excela u točno
određenoj specifičnoj situaciji – kod lijepljenja raspona
podataka u neki drugi, filtrirani, raspon ili tablicu.
Objasnit ćemo problem, kao i situacije u kojima nastaje, te
predložiti dva rješenja. Jedno od njih podrazumijeva
pisanje koda u programskom jeziku Visual Basic for
Applications pa ćemo prezentirati i cijeli potrebni kod,
kako bi svaki korisnik koji to želi mogao koristiti ovdje
prikazano rješenje.
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Slika 1. Raspon podataka kojem treba dodati podatke koji nedostaju

II.

PROBLEM LIJEPLJENJA

Pretpostavimo da u raspon podataka kao na Slici 1.
trebamo upisati kodove za ispit koji nedostaju, ali ih
imamo zapisane na nekom drugom mjestu. U slučaju
ovako malog broja podataka koje moramo prenijeti,
možemo to raditi jedan po jedan, no što je više podataka
ova metoda postaje sve manje praktična.
Sjetit ćemo se da raspon s kandidatima i kodovima za
ispit možemo filtrirati tako da se prikazuju samo reci s
praznim ćelijama u stupcu Kod za ispit, no niti to nam
neće pomoći. Naime, želimo li u sve prazne ćelije tako
filtriranog raspona podataka zalijepiti samo jedan podatak,
možemo to učiniti, no lijepljenje raspona podataka
rezultirat će pogreškama. Konkretno, kada bismo s neke
lokacije gdje držimo nedodijeljene kodove za ispit kopirali
četiri koda i pokušali ih zalijepiti u filtrirani raspon,
počevši od ćelije B5, Excel bi ih zalijepio u raspon od
ćelije B5 do B8, jednako kao i da raspon nije filtriran.
Rezultat bi bio raspon u kojem bismo imali drugi (krivi?)
kod za Silviju Petrović, a Marija Sušak bi i dalje ostala
bez upisanog koda za ispit.
Problem u nekim situacijama možemo riješiti
korištenjem sortiranja umjesto filtriranja, no tamo gdje je
to nespretno, jednostavnije će biti koristiti unaprijed
definirane alate, isprogramirane posebno za te situacije.
III.

RJEŠENJE SORTIRANJEM

Jednostavno rješenje ovog problema stane u jednu
rečenicu – umjesto filtriranja tako da se prikazuju samo
reci s praznim ćelijama, možemo sortirati raspon tako da
reci s praznim ćelijama dođu na vrh ili dno raspona i zatim
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zalijepiti podatke koji nedostaju. Ovo, međutim, nije
praktično kada treba zalijepiti podatke u samo neke, točno
određene, prazne ćelije raspona, a ne u sve prazne ćelije.
Također, koji put raspon treba ostati sortiran kao što je
originalno bio pa bi sâmo korištenje sortiranja rezultiralo
stvaranjem dodatnog posla da se kasnije raspon vrati u
prvobitno stanje. Ako u datoteci istovremeno radi veći
broj ljudi, sortiranje (bez korištenja korisničkih prikaza)
također može dovesti do nastanka drugih pogrešaka ili
barem zbunjivanja drugih korisnika.
Ovdje su navedene samo neke situacije kada korisnik
vjerojatno ne želi sortirati raspon, a zasigurno postoje i
brojne druge. Programsko rješenje, međutim, u pravilu je
uvijek izvedivo, pod uvjetom da korisnik radi na datoteci
koja je otvorena u Excelu instaliranom na računalu (ne
kroz web preglednik).
IV.

PROGRAMSKO RJEŠENJE

Microsoft Excel poznaje koncept makronaredbi –
naredbi koje korisnici mogu sami kreirati, a koje
omogućavaju izvršavanje većeg broja naredbi, unaprijed
definiranim redoslijedom, na jedan klik, ili pak
izvršavanje nekih naredbi koje uopće inicijalno ne postoje
u Excelu. Makronaredbe korisnici mogu snimati (i time
dobiti kombinacije postojećih naredbi) ili pisati u
programskom jeziku Visual Basic for Applications, koji je
dostupan unutar samog Excela (i time kreirati neka svoja
potpuno nova rješenja).
Za rješavanje navedenog problema iskoristit ćemo
upravu tu mogućnosti i kreirati zamjenske naredbe za
kopiranje i lijepljenje u Excelu. Želimo da se zamjenske
naredbe koriste na isti način kao i originalne naredbe za
kopiranje i lijepljenje, sa samo jednom razlikom –
lijepljenje ne smije lijepiti podatke u ćelije koje su
skrivene. I dalje korisnik treba prvo označiti ćelije koje
želi kopirati, kliknuti na gumb za kopiranje, označiti
lokaciju na koju želi lijepiti i kliknuti na gumb za
lijepljenje.
Prva makronaredba – ona za zamjensko kopiranje –
treba preuzeti podatke koje je korisnik prethodno označio
i negdje ih „zapamtiti“, kako bi ih kasnija naredba za
lijepljenje mogla zalijepiti u odabrane ćelije. Kako Excel
nema jednostavnu mogućnost „pamćenja“ podataka
između makronaredbi – a svakako nam trebaju dvije
makronaredbe, jer između jedne i druge korisnik treba
označiti ćeliju od koje će započeti lijepljenje – odlučili
smo za privremenu pohranu koristiti privremeni radni list

Slika 2. Kod makronaredbe za zamjensko lijepljenje

naziva temp kojeg ćemo kreirati u prvoj makronaredbi, a
pobrisati prilikom izvođenja druge makronaredbe.
Makronaredba za zamjensko lijepljenje treba uzeti
„zapamćene“ podatke s privremenog radnog lista temp i,
počevši od ćelije koju je korisnik označio prije njezina
pokretanja, po jedan od tih podataka (redom) upisivati u
sve ćelije raspona koje nisu sakrivene, sve dok ima
podataka koji se mogu upisati. Po završetku tog posla,
makronaredba treba izbrisati privremeni radni list temp.
Radi
jednostavnosti
praćenja,
kodovi
ovih
makronaredbi prikazani su na Slici 2. i Slici 3., a
dostavljamo ih i u tekstualnom obliku, radi mogućnosti
kopiranja, u prilozima članka. Smatramo nepotrebnim u
ovakvom članku objašnjavati kod liniju-po-liniju, već
ćemo se posvetiti implementaciji makronaredbi u Excel.
Valja napomenuti kako prikazane makronaredbe nisu
u potpunosti univerzalne, tj. treba malo opreza prilikom
njihovog korištenja. Prvenstveno, podaci koji se kopiraju
inicijalno trebaju biti u stupcu – makronaredbe neće
ispravno raditi ako su podaci zapisani u retku. Nadalje,
makronaredba za kopiranje ne radi za samo jednu ćeliju –
potrebno je označiti najmanje dvije ćelije da rezultat ne
bude pogreška u izvođenju koda. Ovo, međutim, nema
utjecaja na funkcionalnost ovih makronaredbi, jer za
kopiranje samo jedne ćelije savršeno dobro rade i
uobičajene naredbe za kopiranje i lijepljenje. Za kraj,
makronaredbe su predviđene da se izvode uzastopno –
prvo se kopira jedan raspon, a zatim se taj raspon lijepi.
Ako korisnik greškom dva puta za redom pokrene
makronaredbu za kopiranje, dogodit će se pogreška u
izvođenju makronaredbe, jer makronaredba za kopiranje
pokušava kreirati radni list temp, što ne može učiniti ako
radni list s tim imenom već postoji.
Sve navedene nesavršenosti makronaredbi mogle bi se
doraditi, tako da makronaredbe rade bez greške u svim
situacijama, ali tada bi im kod bio drastično kompliciraniji
te smo odlučili za potrebe ovog članka prikazati samo
najosnovniji dio programskog koda.

Slika 3. Kod makronaredbe za zamjensko kopiranje
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V.

IMPLEMENTACIJA MAKRONAREDBI

Korisnik koji želi implementirati ovdje prikazane
makronaredbe u svoj Excel treba kopirati kodove
makronaredbi u skrivenu osobnu radnu knjigu
makronaredbi na svom računalu (engl. Personal Macro
Workbook). Ovdje ćemo ukratko opisati potrebne korake
za to, uz pretpostavku da korisnik nije nikad radio s
makronaredbama u Excelu.
Prvo je potrebno kreirati osobnu radnu knjigu
makronaredbi (Personal.xlsb) – iz Excela treba pokrenuti
snimanje makronaredbe (Prikaz  Makronaredbe 
Snimi makronaredbu…) i odabrati iz izbornika da Excel
makronaredbu spremi u Osobnu radnu knjigu
makronaredbi. Odmah nakon pritiska na gumb U redu
može se prekinuti snimanje makronaredbe (Prikaz 
Makronaredbe  Zaustavi snimanje) – Excel je već
stvorio osobnu radnu knjigu makronaredbi.
Sada moramo otvoriti Visual Basic for Applications
Editor – Excelovu aplikaciju za rad s programskim
jezikom Visual Basic for Applications. Najlakše ćemo to
učiniti istovremenim pritiskom na tipke Alt i F11. Prikazat
će se prozor VBA Editora, koji u gornjem lijevom kutu
ima popis svih radnih knjiga u kojima možemo uređivati
kod (Slika 4.). Ovdje je potrebno odabrati VBAProject
(PERSONAL.XLSB) i u njemu pronaći Module 1. Klikom
na oznaku Module 1, s desne strane se prikazuje sadržaj
tog modula, u kojem vidimo maločas snimljenu
makronaredbu. Kako nam je ona trebala samo radi
kreiranja osobne radne knjige makronaredbi, ovu
makronaredbu možemo izbrisati i na njezino mjesto
zalijepiti programske kodove makronaredbi za zamjensko
kopiranje i lijepljenje.

Slika 4. Gumbi za pokretanje makronaredbi na kartici Polazno

Nakon što to učinimo, naše makronaredbe su spremne
za korištenje – možemo zatvoriti prozor VBA Editora. Još
se samo trebamo odlučiti kako ćemo pokretati nove
makronaredbe – neki korisnici Excela vole tipkovničke
prečace, dok drugi preferiraju gumbe na vrpci. Ukratko
ćemo objasniti obje opcije.
Želimo li makronaredbu pokretati korištenjem
tipkovničkih prečaca, prikazat ćemo popis dostupnih
makronaredbi u Excelu (Prikaz  Makronaredbe 
Prikaži makronaredbe), odabrati onu za koju želimo
postaviti tipkovnički prečac i kliknuti na Mogućnosti. U
prozoru koji se otvori možemo upisati željeni prečac
(primjerice, Ctrl+Shift+C za zamjensko kopiranje i
Ctrl+Shift+V za zamjensko lijepljenje).
Korisnici koji više vole gumbe na vrpci mogu otvoriti
Mogućnosti programa Excel (Datoteka  Mogućnosti),
odabrati Prilagodbu vrpce s lijeve strane prozora i zatim
iz izbornika odabrati da će se naredbe birati iz popisa
Makronaredbi. Prikazat će se popis svih dostupnih
makronaredbi, a u desnom dijelu prozora i popis svih
kartica na vrpci. Potrebno je lijevo odabrati željenu
makronaredbu, a desno karticu i grupu u koju će se
makronaredba smjestiti (ako željena kartica ili grupa ne
postoji, može se kreirati korištenjem gumba ispod popisa)
i zatim kliknuti na gumb Dodaj >>. Ponovimo li ovo za
obje makronaredbe, vrpca može izgledati kao na Slici 5.
VI.

ZAKLJUČAK

Iako je problem lijepljenja podataka u filtrirani raspon
u Excelu nekima situacija s kojom se susreću
svakodnevno, Microsoft ga i dalje nije prepoznao kao
problem kojeg je potrebno riješiti u samoj aplikaciji.
Međutim, korištenjem postojećih mogućnosti programa
Excel, ovaj problem je relativno jednostavno riješiti.
Ovdje prikazane makronaredbe, čak i osobe koje koriste
Excel na osnovnoj razini brzo i jednostavno mogu dodati
u svoj Excel i koristiti ih svaki put kada im je to potrebno.
Slika 5. Kut prozora VBA Editora u kojem se vidi popis radnih knjiga u
kojima se može uređivati VBA kod, kao i kreirana privremena
makronaredba
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PRILOG 1: PROGRAMSKI KOD MAKRONAREDBE ZA ZAMJENSKO KOPIRANJE
Sub AdvancedCopy()
Dim aktivni As String
aktivni = ActiveSheet.Name
Dim podaci As Variant
Dim raspon As Range
Set raspon = Selection
podaci = WorksheetFunction.Transpose(raspon)
kolicina = UBound(podaci) - LBound(podaci) + 1
Sheets.Add After:=Sheets(Sheets.Count)
ActiveSheet.Name = "temp"
For i = 1 To kolicina
Cells(i, 1) = podaci(i)
Next
Sheets(aktivni).Activate
End Sub

PRILOG 2: PROGRAMSKI KOD MAKRONAREDBE ZA ZAMJENSKO LIJEPLJENJE
Sub AdvancedPaste()
Dim aktivni As String
aktivni = ActiveSheet.Name
Sheets("temp").Activate
Range(ActiveCell, ActiveCell.End(xlDown)).Select
Dim podaci As Variant
Dim raspon As Range
Set raspon = Selection
podaci = WorksheetFunction.Transpose(raspon)
kolicina = UBound(podaci) - LBound(podaci) + 1
Sheets(aktivni).Activate
i = 1
Do While i <= kolicina
If ActiveCell.EntireRow.Hidden = False Then
ActiveCell = podaci(i)
i = i + 1
End If
ActiveCell.Offset(1, 0).Activate
Loop
Application.DisplayAlerts = False
Sheets("temp").Delete
Application.DisplayAlerts = True
End Sub
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Abstract - As the Internet of Things (IoT) continues to
evolve, IoT device sensors today have reduced in size and cost
and are now easily available. Modern IoT device sensors are
also able to give accurate remote real-time data
measurement. Some of IoT technologies are optimized for
low power use, making them ideal for IoT and sensor
applications with requirements on low system energy usage.
Example is a wireless sensor node that is required to do its
job for an extended period (in some cases, years) while
powered by a battery.
Connecting the device to a IoT cloud network can create
a system for collecting and storing data measurements. The
collected data could then be used for more complex
application scenarios like data visualization, alerting and
machine learning tasks.
This paper demonstrates an open source based real-time
indoor environment monitoring system for collecting, storing
and visualization of data with a simple alert notification
system.
The results show that proposed low-cost, low-power,
open-source based systems can provide high reliability while
ensuring low energy consumption.
Keywords – Internet of Things; LoRaWAN; remote
monitoring; real-time monitoring; indoor environment;
alerting system.

I.

INTRODUCTION

Today IoT devices coupled with sensors allow
connectivity to the Internet. They collect data by
measuring physical or environmental conditions (such as
temperature, pressure, relative humidity, CO2, position,
light, sound, etc.). Sensor measurement data are
transmitted to the Internet with some wireless
communication standards, which enables real-time
monitoring, data storage and visualization of
environmental measurements [2]. Traditionally, these
sensors tend to consume a lot of power and decreasing the
power consumption increases the lifetime of the sensor
devices and creates space for battery-powered application,
i.e., today IoT device sensors can be installed at many
points where it would be impractical to do so just a few
years ago (i.e., high ceilings in a hall) [1]. With the
expected increase in the number of IoT devices, a question
of energy-efficiency arises as well.
In this paper we focus on testing low-power IoT devices
where low-power consumption is a requirement.

II.

METHODS

Our system is based on two main blocks as shown in
Figure 7. The first block is a low-power data collection
system which comprises of three different types of IoT
sensors.
The second block is the IoT cloud (compute) block. It is
running on Raspberry PI4 2GB computer with InfluxdB as
database, Grafana and Hastic as visualization and analytics
module and Telegram mobile application as alerting
system.
We used the following hardware: Raspberry PI4 2GB as
IoT cloud block, Mikrotik wAP LR8 kit as LoRaWAN
gateway and WiFi access point, Adafruit Feather 32u4
Lora with DHT11 sensor (Figure 1), Arduino MKRWAN
1010 with DHT11 sensor (Figure 2), and Raspberry PI
Zero with DHT22 sensor (Figure 3). For this work we did
not used any of the sleep modes on IoT devices that can
reduce energy consumption.
For the measurements of typical power consumption of
IoT sensors we used Joy-IT JT-UM25C measuring device
for USB application. Regarding the Table II and the
measurement of typical device energy consumption, all
measurements were taken with Joy-IT JT-UM25C device
using recording of charging/discharging mode (Figure 4).
The measurement lasted for few hours. We can consider
that time as typical power usage for operating IoT device.
The device measures energy and lapsed time so we can
easily find the typical power consumption E measured in
watt-hours.
Regarding the Table III and the method for calculation of
typical estimated battery endurance we used a simple
formula:
T=

𝑸
𝑬

Where:
Q is declared battery capacity measured in amp-hours (ie.
5000 mAh)
E is typical energy consumption measured in watt-hours
(measured results shown in Table II).
T is expected battery discharge time
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In the experimental setup IoT devices collected
temperature and humidity from the DHT sensors and sent
data to IoT cloud. The Things Network cloud platform was
used for collecting data from LoRaWAN based IoT
sensors. Data from all the sensors were stored in the
InfluxDB database. After data was collected, we used
Grafana for real-time visualization and interpretation.
The system tests were made in two ways: first we tested
real-time functionality of the system with a simple
experiment i.e., with an open window during the cold day
and we got an alert due to a drop in temperature in the
office; In the second test we measured the reliability of the
system, i.e., the data from all sensors were collected for
several weeks without detecting any problem.
Figure 1. LoRaWAN system
(Adafruit Feather LoRa model with DHT11 sensor and LiPo battery)

III.

RESULTS

We compared three IoT technologies by experimenting
with applications, range, number of nodes, optimal power
source (Table I) and power consumption (Table II).
Our testing confirms that Long-Range Wide Area
Network (LoRaWAN) technology has the longest range
and the lowest power consumption, but also the lowest
bandwidth. Therefore, data suggest that the LoRaWAN
technology is the most suitable for non-critical
applications e.g., measurement and monitoring of
temperature, relative humidity, CO2 concentration etc.
Furthermore, our testing confirms that WiFi
technologies (on microcontroller or on microcomputer) are
more suitable for real-time applications e.g., fire detection,
security alarms, remote control, and with ARM
microcomputer (like Raspberry Zero) even machine
learning (ML) capabilities are possible e.g., image
processing for IR camera or sound detection.
Figure 2. WiFi on microcontroller
(Arduino MKRWAN 1010 with DHT11 sensor and Power Bank)

TABLE I. COMPARISON BETWEEN PROPOSED TECHNOLOGIES
Technologies

IoT
application

Figure 3. WiFi on microcomputer
(Raspberry Zero with DHT22 sensor and PoE)
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LoRaWAN
(Feather
Lora)

WiFi on
microcontroller
(Arduino)

WiFi on
microcomputer
(Raspberry
Zero)

Environment
measurement
and
monitoring

Real time and
machine
learning
capability (IC
camera, sound
detection.)

Range

< 1 km

Real-time
capability (fire
detection,
alarms, remote
control of
various
actuators.)
< 100 m

Number of
nodes
Optimal
power
source
Optimized
for

Large

Medium

Small

LiPo Battery

Power bank

Power over
Ethernet (PoE)

Long range,
Low power

High
bandwidth

High
bandwidth
IoT edge

< 100 m
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As expected, the drawback was higher power
consumption (Table II), requiring power bank (for
microcontroller) or power-over-Ethernet (PoE) supply (for
microcomputer), which also limited the autonomy of IoT
nodes if only 5000 mAh battery was used (Table III).
It is also necessary to point out that the typical energy
consumption of the whole system is no more than 10W.

TABLE II. TYPICAL POWER CONSUMPTION OF PRESENTED IOT SENSOR
MODELS

Model

Energy consumption

Adafruit Feather Lora

50 mW

Arduino MKR WiFi 1010

150 mW

Raspberry Zero

450 mW

Figure 5. Example of triggered alert sent to Telegram mobile
application.

TABLE III. POWER AUTONOMY OF IOT NODE WITH 5000 MAH
CAPACITY BATTERY

Model

Device autonomy

Adafruit Feather Lora

100 hours

Arduino MKR WiFi 1010

25 hours

Raspberry Zero

11 hours

Figure 6. Example of monitoring with machine learning (ML)
anomaly detection (for example opened window in room – marked with
blue color)

IV.

Figure 4. Measuring typical IoT device power consumption with JoyIT JT-UM25C device using recording of charging/discharging mode

Fig. 8 shows proposed solution we used for monitoring
based on open-source Grafana visualization platform,
which we used for e.g., triggering alert and sending
automatic notification to Telegram mobile application
(Fig. 5) or for machine learning anomaly detection e.g.,
window opening in the room (Fig. 6). Grafana alert
notification system supports Telegram as notifier (using
Telegram API).

MIPRO 2021/SSE

DISCUSSION

We found that visualizing collected data is simple using
Grafana. InfluxDB as a time series database is chosen
because it can easily be fitted with Grafana. One dashboard
can have multiple panels for showing the data plotted in
order to allow comparison in real time. For example, it is
interesting to correlate temperature and humidity. Also,
panels allow showing the same measurement (e.g.,
temperature) from multiple sensors placed at different
positions in space which allows comparison in real time.

V.

CONCLUSION AND FUTURE WORK

Energy consumption is one of the important
requirements for design and implementation of an IoT
application. In this paper, we analyzed the power
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consumption and described the energy performance of
three types of IoT device sensor technologies.
Furthermore, our research confirmed that the proposed
experimental IoT system is a powerful, reliable, scalable
indoor environment monitor system suitable for use in
example for monitoring the environment in the small to
medium datacenter room.
It is worth mentioning that there is no software cost. All
used software is open source and free. The cost of the
whole hardware for the proposed system with all
components including LoRaWAN gateway, IoT sensors,
Raspberry PI4 2 GB is around 300$.
One of the first things we should analyze in our future
studies is the impact of sleep modes on power consumption
of the system. This is especially important in use with
microcontroller based IoT devices (Arduino based).
There are several possibilities for future improvement.
For improvement of the power autonomy of the IoT
sensors we should study and analyze the impact of Wakeup Radio technology to optimize energy consumption of
the IoT sensors and to analyze the new Ultra-low power
technology for battery-less IoT sensors. Furthermore, we
plan to analyze the energy consumption of LTE-M sensors
and new 5G technology based IoT sensors.
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Figure 7. Proposed system architecture for low power IoT system with data acquisition, monitoring and alerting

Figure 8. Monitoring system based on Grafana visualization platform
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Abstract - "The heritage of our fathers, preserve to us, oh
Lord", are the words of one prayer in Slovakia. However,
this is not always possible, especially with cultural
monuments that have already been stricken by the ravages
of time or natural disasters. Current advanced technologies
such as photogrammetry, laser scanning, reverse
engineering and visualization applications allow us to
monitor the current state of monuments, their intermediate
steps of possible reconstruction and the final state. In this
way, the cultural heritage will be preserved for future
generations. This paper presents usage of progressive
technologies as a tool for retention and digitization of
cultural heritage.
Keywords – cultural heritage,
photogrammetry, visualization, BIM

I.

laser

scanning,

Only a small percentage of historic buildings have
drawing documentation. These are the maximum old
drawings. It is desirable to create virtual 3D models
together with drawing documentation. If an unexpected
situation occurs (lightning strike, hail, earthquake or fire)
and massive damage occurs to the building, its exact
reconstruction will be possible in the future.
Documentation is a very complicated process, because it
includes not only the geometry of the building, but also
other parameters that make the monument unique and
create architectural, artistic, historical, scientific and social
values. The following paragraphs will describe the
innovative technologies we used to create the 3D virtual
model of the historic building – Castle Kunerad.

INTRODUCTION

Cultural heritage shapes human´s everyday life in
Europe, we are surrounded by it on our life journey: in the
architecture of cities and towns, in literature, in music, in
the fine arts, in crafts or in the stories we tell to our
children, in food, in films, in folk traditions, etc. It is
defined as a set of tangible and intangible documents of
human creative activity and the development of human
society from ancient times to the present. It is important to
be aware of the historical and cultural-social value of the
documents.
The intangible cultural heritage consists of: traditions,
folklore, songs, poems, legends, musical works, rituals,
social customs, knowledge and experience related to
nature and the universe, or knowledge and skills necessary
for traditional crafts.
We can include various buildings such as castles,
chateaux, statues in the material cultural heritage. This
includes open-air museums, or even entire villages, as
well as old books or objects, which may not be
exceptional for the nation, but only for one family left
behind by its ancestors. There are many material cultural
monuments that are also included in the UNESCO World
Heritage Site.
More attention is required by historic buildings. In
order to preserve them for future generations, we need
their maintenance or conservation, which will protect
them from various weather influences, but also from the
ravages of time. However, there will be times when, from
a financial point of view, it is not possible to stop the
gradual destruction of a cultural monument. Then it is
possible to reach for innovative technologies, which can
be used to document the current state of the monument,
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create its digital twin and thus preserve it for possible later
reconstruction.

II.

3D laser terrestrial scanning

Terrestrial laser scanning (TLS), also referred to as
terrestrial LiDAR (light detection and ranging) or
topographic LiDAR, acquires XYZ coordinates of
numerous points on land by emitting laser pulses toward
these points and measuring the distance from the device to
the target.
Laser scanning provides high-precision in a recording
of real world objects. The result of the scan is a point
cloud which represents a three-dimensional image of the
scanned objects. This technology is widely used to
measure various objects such as buildings, production
halls, machines, facilities, engineering networks as well as
cultural monuments or sculptures [1].
The resulting data from the exterior scan are largely
dependent on the material composition from which the
scanned objects are made. The weather is also affected by
the data: the level of sunlight and wind. The data
collection method used also affects the occurrence of
different types of scanning irregularities.
Authors [2]
irregularities:

describe

the

following

scanning

•

Physical limitations of the sensor will cause noise
in the captured data. Recorded points can also be
damaged by quantization levels or moving
objects. This happens if the scanned object moves
during data capture. This is mainly the case for
scanning humans or animals.

•

Multiplex reflections and strong noise can cause
formation of additional surface points. These
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points do not actually exist their creation was
enabled when the laser beam passed through
transparent objects such as windows.
•

Additional gaps and insufficient surface sampling
of the model will appear due to occlusion, critical
reflection properties, limitations in the scanning
path, or the range of sensor resolution. These gaps
also appear under the device itself.

•

If the scanned object has a texture, many scanning
devices create additional phantom geometry.

We used terrestrial laser scanner with possibility of
scanning to a distance of 330 meters with an accuracy of 2
mm. Integrated GPS receiver enables scanner to
coordinate and harmonize separate scans in post
processing. Scanning of the building exterior took us
about 5 hours (weather conditions were suitable), because
the building is large and has many niches and parts
destroyed by fire. We had to use reference balls and
reference labels. These are used later in the data
processing process for the software to automatically
recognize reference elements and automatically combine
scans from multiple viewing angles to create a complex
point cloud image of the scanned object. We faced these
irregularities: reflection of objects on the building walls,
duplicated points and dark scan points. At the figure 1 you
can see one partial raw (noised) pointcloud of one part of
the building.
The next step is scan registration. All scans are
downloaded and imported to software, where they are
connected to one big pointcloud. Later is the scene
cleaned of noise and filtered. The most common filters
are:
•

Smooth filter - the filter smoothes the acquired
data. The principle is as follows: the captured
spatial point is adjusted to the mean value of the
neighboring point. The filter does not allow you to
delete individual points and adjust the values
leading to smoothing.

•

Stray Filter - the filter requires the removal of
points that are outside the desired area and are
based on the definition of the distance of the
points. Used at borders. Because it is based on
distance, it balances those bodies that do not meet
the required quality, minimum and maximum
distance.

Figure 2. Denoised and filtered pointcloud of one building side

•

Outliers filter - filter removes points that are
outside the selected area. It is not recommended to
use this filter near the edges.

•

Combination of various filters

After removing duplicate points, unwanted points,
reflected points on the building facade, unwanted objects
and application of filters, we got a pointcloud, which is
ready for further operations, e.g. texturing, export to other
software where volume models or drawing documentation
are created using reverse engineering method. Denoised
part of building is shown on figure 2.
III. Photogrammetry
Photogrammetry is the art, science, and technology of
obtaining reliable information about physical objects and
the environment through processes of recording,
measuring, and interpreting photographic images and
patterns of recorded radiant electromagnetic energy and
other phenomena. [3]
Photogrammetry has long been used as a tool to gather
various (3D) object information as well as texture
information. In the last decade, the development of
electronics has been advancing very fast. Computing
devices are gaining great performance and thus open up
new possibilities in the field of photogrammetry.
Increasing CPU and GPU performance allows for the high
development of photogrammetric products that can turn
photos of an object, such as a building, into a 3D model.
These software products can also compete with laser
scanners, which are very often used at work for
photogrammetry, such as buildings and ground
infrastructure. The main advantage of photogrammetry is
its high presence and low time required to obtain high
quality input data in a short time.
We
used
terrestrial
(ground)
and
aerial
photogrammetry to create photogrammetric data of the
historic building.

Figure 1. Raw pointcloud of one building side
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A. Terrestrial (ground) photogrammetry
Terrestrial (ground) photogrammetry deals with
determining the dimensions, position and properties of
objects and phenomena in photographic images. Pictures
are taken from a fixed position on the ground. The images
have secured elements of internal and external orientation,
which allow to determine the spatial position of each point
measured in the image [4]. The creation of images is
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Figure 3. Terrestrial (ground) photogrammetry

carried out from distance of centimeters to 150 meters
from the object. Thanks to the shorter distances and high
resolution of today's digital cameras, high accuracy can be
achieved when creating 3D models. Compared to TLS,
photogrammetry gives the model a photorealistic look
(texture), making the object a true copy of the real object.
There are many options and variations of digital SLR
manual settings, so each situation requires a different
approach.
You can ground in with manual settings for digital
SLR in [5], [6]. However, the most important factors are
ISO, iris and shutter and we set all needed settings
according recommendations in [7].
We used a digital SLR camera, where the lens has a
focal length range of 27 - 136 mm at 35 mm format, 3step image stabilization and a maximum iris of 1.4f – 2f,
which is also suitable for shooting in low light conditions.
We created about 1,500 photos. On figure 3 is shown one
side of the castle.
B. Aerial photogrammetry
Aerial photogrammetry deals with the interpretation of
measurement images taken from aircraft or other flying
bodies and their evaluation. Aerial photogrammetry is not
limited by terrain conditions, it is today the main focus of
photogrammetry. It is used for mapping and survey of
larger territorial units. With the development of unmanned
aerial objects (UAV), aerial photogrammetry has become
financially viable and is used primarily to map smaller
areas, e.g. cultural monuments.
Terminology UAV photogrammetry [8] defines a
photogrammetric measurement platform, which operates
remote controllably and is semi-independent or

Figure 5. Denoised and filtered pointcloud connected with terrestrial
and aerial photogrammetry

independent, and in which there is not any pilot. Platform
was equipped by photogrammetric measurement systems.
This also includes small or medium sized fixed video or
video camera, thermic or infrared camera systems, and
aerial LIDAR systems. The existent standard UAV
enables to monitor the record and position and the
direction of sensors applied in a local or local coordinate
system. Hence, UAV photogrammetry can be understood
as a technique that makes photogrammetric measurements
with the help of an unmanned aerial vehicle
We used a UAV with a camera whose lens has a focus
of 24 mm. Photos have a resolution of 20 Mpix. The iris
can be adjusted from 2.8f to 11f. Video transmission is
possible up to a distance of 8 km. We created about 650
photos at different heights and angles. On figure 4 is
shown the whole aerial photogrammetry.
IV.

DATA CONNECTION FROM TERRESTRIAL
SCANNING, TERRESTRIAL PHOTOGRAMMETRY
AND AERIAL PHOTOGRAMMETRY

Linking the 3D laser scan model to photogrammetry
model delivers a high quality and accurate model. It is a
connection of very high measurement accuracy with
photography. The output thus obtained, which connects
the scan outputs and photos, gives the opportunity to look
at the flawless model, obtained in real time. Another
advantage of photogrammetry is that the actual laser scan
output, thus the finished 3D model, also has so-called
dead spots. These are places where the scanner beams
cannot reach at a certain angle, and the model loses
quality which, however, can be supplemented by
photogrammetry. The procedure in software is to detect
common points and then the photos overlap the unscanned
areas from the laser scan. Then resulting 3D model meets
all the demanding criteria for output quality requirements
such as dimensional accuracy, color and model will thus
become the digital twins of the real object as shown on
figure 5.
V.

Figure 4. Aerial photogrammetry
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VISUALIZATION APPLICATION

Building Information Modeling (BIM) is a process
that begins with the creation of an intelligent 3D model
and enables document management, coordination and
simulation during the entire lifecycle of a project (plan,
design, build, operation and maintenance).
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Figure 6. The process of BIM [8]

BIM is used to design and document building and
infrastructure designs. Every detail of a building is
modeled in BIM. The model can be used for analysis to
explore design options and to create visualizations that
help stakeholders understand what the building will look
like before it’s built. The model is then used to generate
the design documentation for construction [9]. The
process of BIM is shown on figure 6.
When creating a new building, the BIM model carries
all the information, such as the used materials and their
physical properties, as well as any modifications. For the
investor, one of the key pieces of information is the price,
which can be determined quickly at BIM.
However, in order to create a model of an existing
object, information about the shape of the building and
dimensions is needed in the first place. When creating
such a BIM model, it is important to collect data where
the SCAN to BIM method was used.
The basis for the creation of project documentation for
the historic building of Kunerad Castle was a cleared
pointcloud from terrestrial scanning and textures from
terrestrial and aerial photogrammetry. It was possible to
create 2D plans and a real image of the building in 3D by
reverse engineering. Drawing documentation was
generated, which can further serve as a basis for
architects, employees of the monument office and other
professions. The project and documentation created in this
way eliminates many errors because the model is made to
the smallest detail, and the coordination of all professions
is easier. Collisions between individual professions can be
detected much more easily, which brings considerable
financial savings during construction. Figure 7 shows a
volumetric 3D model of the castle and figure 8 shows a
floor plan of the castle.
Likewise, the investor, for whom the drawing
documentation may be incomprehensible, has an excellent
idea of the project, of the architectural plan as well as of
the design process.
If the BIM model was updated during construction and
corresponds to the real image of the building, then during

Figure 8. Floor plan of the castle

the use of the building it is an invaluable source of
information for proper maintenance and saving of funds.
VI. CONLUSION
In this article, we have described our approach to
creating 3D virtual model and drawing documentation for
the historic building of Kunerad Castle. The total time
required for implementation was 1000 hours. The working
team consisted of four members. We used following
inovative technologies:
•

terrestrial laser scanning - the output was cleaned
and filtered pointcloud,

•

terrestrial and aerial photogrammetry - to
document missing details and visualization of the
building appearance,

•

combining all three above technologies - to
achieve detailed pointcloud,

•

import into the visualization software - where
using the SCAN to BIM method, the object was
generated as full-volume 3D model and drawing
documentation has also been created.

The combination of all these technologies contributes
to the preservation of cultural heritage for future
generations.
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Abstract - Tourism has a significant position among state
economies’ business activities due to several benefits from its
development and success. Behind all this are underlying
technologies, organizational solutions, and professional skills
to handle the information flows in the tourism sector. It is
necessary to adapt the old-fashioned data sharing within
public or private organizations to a new level in the globally
competitive tourism sector. As a distinctive form of an
information system, the intranet has many benefits for the
tourism sector, enabling a more efficient way of distributing
data and performing everyday tasks. We analyze how the
Intranets are being implemented and used within Croatian
National Parks in the present work. We surveyed parks’
Intranet users, and the results show that the Intranets are
indeed being used for simple tasks and on a daily basis;
however, there is a large room for improvements to harvest
the full potential of Intranets in Croatian National Parks. We
conclude the paper with recommendations for IT
professionals, park management, and policymakers.
Keywords - intranet; tourism; national park; survey

I.

INTRODUCTION

Tourism is a social, cultural, and economic
phenomenon that revolves around the movement of people
to countries or places outside their daily environment for
personal or business / professional purposes. The moving
people are generally called visitors (tourists or
excursionists; residents or non-residents). Tourism deals
with their activities, some of which involve tourism
expenditure [1]. Nowadays, it is challenging to find a
business that is not closely related to using a computer and
an information system (IS). Computer use became more
widespread in the last decade of the 20th century when
computers became smaller, cheaper, and more modern with
greater memory capacity, faster processors, and innovative
information solutions. Instead of decisions being made by
a person who needs time to think, today, computers and
information systems do so, even in complex situations.
They connect the data entered into the system, require
minimal effort, and gain human trust in tourism [2, p. 6].
Lately, tourist “offline” travel agencies and other tourist
organizations (public and private) have switched to the
“online” way of internal business and communication.
Hence, “tourism” herein refers to organizations and
companies offering services to tourists.
Companies in the tourism sector need data exchange
systems within the company, making extensive use of the
Internet and all other e-commerce systems in tourism
represented by the Intranet, Extranet, and other data
exchange systems. Without these systems, it would not be
possible to link departments such as marketing, accounting,
operations, information management, and human capital
management. Intranet in companies has the role of
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providing access to the private network to individuals who
work or are otherwise connected to a travel agency, hotel,
and such a system allows users to connect to the business
network directly at the workplace or remotely [3].
Employees analyze and collect data (feedback) information
to more easily do business, communicate, and create a work
environment and new products.
The term “Intranet” is often being uses in several ways,
making the concept very confusing. Firstly, it can relate to
an internal network, i.e., to a part of physical systems
accessible only from within an organization by authorized
users, as opposed to the term “internet,” which again stands
for many uses, e.g., a network of networks, a protocol being
used on such networks, and websites.
Secondly, it relates to an information system. It is a
closed-type information system that customers cannot use,
only the employees who have permission to access it. It
uses Internet protocols, network connectivity, and public
telecommunications systems so that individuals in the
company can share information such as images, videos,
audio files, text records, and more. Unlike the Internet,
which is public and allows all individuals to access certain
websites, an Intranet is a specially developed information
system within a particular company or organization. The
vital difference between an internet and the intranet (in
physical meaning) is the network’s ownership (and
management); as in the sense of service, the intranet is
again owned and managed internally, and additionally, it is
internally developed, maintained, and uses not only website
functionality, but blends other resources as well (e.g., file
sharing, collaboration, etc.).
Hence, in this paper, an Intranet referred to an
information system that uses an internal, private network of
an organization and is built using Internet technologies
such as HTML and TCP / IP protocols. It is exclusively
intended to be used by the organization and its employees
and is protected from unauthorized access. It is protected
by security systems such as firewalls and authentication
mechanisms. Thus, the intranet is not about the
infrastructure (network); it is about the services built upon
the infrastructure.
There are many misconceptions about an Intranet as an
information system/software in a business organization,
how it is maintained, who uses it, and how to use it. Due to
these issues, we first clarified the concept of the intranet. In
the following section, we review the related works and
connect the intranet with the tourism business environment
in general and of National Parks in Croatia in particular.
This paper aims to analyze how the Intranets are being
implemented and used within Croatian National Parks.
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II.

RELATED WORK

There is not much research in the field of intranet in
tourism. The use of information technology (IT) connected
with tourism, on the other hand, has received a lot of
interest; research has been conducted since the 1980s [4].
As the use of technology in tourism has increased over
the last 20 years, scientists have primarily expressed in their
articles a desire to determine the order of research to create
new and more innovative products based on old ones.
While some research is based primarily on the specific use
of mobile technology and social media in the tourism
industry, other research focused on a more general
overview of the progress of “eTourism” in the current time
frame. The use of technology has already been considered
one of the essential facilities in tourism. They believed that
the adoption of IS as a reference discipline provides a
rigorous and comprehensive understanding of advances in
the use of tourism technology [5].
The “Imminus” group article mentions the emergence
of the intranet in the UK as early as the late 70s and early
80s, and the intranet is one of the main reasons for the
growth of tourism businesses. Due to significant
investments in information technology, tourism
organizations, mostly SMEs, have mainly rejected
modernization. The authors presented a new form of
intranet for travel and tourism called “Imminus,” which
was founded by the “Thomas Cook Group” organization as
“Travinet Limited” in the early 1980s based on its internal
information technology department. Later, the name
changed, leaving only Imminus, which at the end of 1997
controlled about 50% of the UK holiday booking market.
As reservations were made by travel agency staff at the
time, only they had access as agents to all information and
data within the intranet. The advantages of Intranet
“Imminus” were as follows [6]:
•

•

•

Exclusivity, specialization, and optimization - even
then, it turned out that it reduces the search time
and time required for booking and that the use of
Imminus saves valuable time.
High level of service - proved to be usable 24 hours
a day to provide support, management, and
maintenance 365 days a year from the Imminus
Network Management Center, which will give
agencies high-quality security, disaster recovery,
and backup.
Coexistence of established and new technologies before Imminus, there was a well-known platform,
“Viewdata,” supported by the new Imminus, as
well as new technologies.

The strategic importance of the Internet in tourism has
undoubtedly been demonstrated in the past. The tourism
industry, primarily large enterprises, has always sought to
rapidly introduce technological innovations to meet
customer preferences, market needs, or a tourism product’s
design. The adoption of e-commerce, which can be
considered a type of technological innovation, presents
both opportunities and challenges in inter-organizational
relations and business strategy [7].
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In an early study on the use of the intranet by travel
agents, scientists argued that travel agencies need to
reshape their business processes to remain competitive.
They already realized the importance of interaction in all
directions of tourism, and their studies discovered that IT
and Intranet are very important in this field. Namely, they
argued that an organization that realizes the IT sector’s
potential on time and invests in it would generate
significant revenues and reduce costs [5].
Wang [6] indicated that the Intranet service within the
hospitality sector has significantly expanded in recent
decades due to a diverse range of advantages. The opinion
is that it is positively changing the direction and strategy of
the company. Leading authors support the view that the
intranet can facilitate effective collaboration and
communication among employees, which will positively
impact the relationship and, ultimately, the essential thing:
guest satisfaction. Similarly, from a hotel perspective,
intranet leads and encourages innovative ways of
collaborating and significantly motivates and inspires
employees to simplify departmental communication and
streamline business development [6].
Travel companies use the intranet for a variety of
reasons. Often, the general need is to facilitate
communication and document sharing in the company,
simplify day-to-day activities, and organize people and
data. The intranet can help create two-way communication
that enables managers and employees at all company levels
to combine reports from finance, business, marketing, and
other departments. An organization can combine results
and processes and then visually incorporate and display
results to the user in real-time [8].
One of the motivating factors for introducing Intranets
in tourism organizations is sometimes their decentralized
structure. In tourism, the intranet is also used for the
following reasons [9]:
•

simplification and easier division of activities;

•

improving internal communication in a horizontal
or vertical direction with other departments or
employees;

•

reporting on innovations in the organization and
new tourist trends;

•

increasing the engagement of employees or
departments by providing prepared data and
information;

•

facilitating cooperation within the organization and
space for the free exchange of information;

•

the ability to easily access relevant information,
including company policies, benefits, and updates;

•

centralized and organized data in one database to
facilitate the supply of necessary materials.

According to Mohammed [9], the intranet is an
unknown concept to most tourism employees.
The development of the intranet has significantly
advanced in the last thirty years. Today, the intranet
connects different parts of the business (also in tourism)
and enables employees to communicate quickly and
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efficiently and exchange information [10]. The average
intranet consists of several standard features such as a
document management system, a staff directory, blogs, a
business calendar, and newsletters. The intranet often
becomes essential to a company’s internal operation [11,
pp. 109–114].
Intranets are primarily applied in the following areas
[12, p. 273]:
•

exchange of information between employees;

•

cooperation in management;

•

preparation
and
documentation;

•

development activities;

•

educational activities;

•

chatting.

delivery

of

business

From the properties, structure, and possibilities of using
the intranet in business systems, we can conclude that an
intranet is a form of design and implementation of the
business system’s internal communication infrastructure,
which best meets the needs of modern organized business.
Gaps in previous tourism technology studies were not
thoroughly filled. The intranet was an unknown and underresearched term, and not all tourism organizations used
information technology [5]. Unfortunately, fewer new
studies are examining the use of the intranet in tourism
nowadays. Corporations are increasingly building their
Intranets away from the public eye for data security and
confidentiality. Users and researchers are aware of the
positive aspects of the intranet within a tourism
organization, which saves time and money and positively
impacts all other environmental factors such as
sustainability, socialization, and the like [13]. Intranets are
no longer just for big multinational companies. If a
company does not develop a network strategy, it can plant
the seeds of its destruction [14].
Recent studies by the hotel industry in the Canary
Islands claim that today employees have the opportunity to
discuss ideas and information on the intranet within a
tourism organization and access the wide range of content
they need for their day-to-day work [15]. Most reports on
Intranet use are in the hotel industry [16]. Therefore,
traditional tourism industries use the intranet, so there is
great potential in “new” areas, such as, e.g., eco-tourism.
Zheng, Xu, and Kong [17] suggest to an eco-tourism
company to spread industry-related knowledge among
employees through the intranet to be aware of the new
industry dynamics and relevant, rapidly changing
information at any time.
Intranet services allow the users of corporate networks
to use it without any preparation or additional hardware or
software. Connecting the Intranets between organizations
enables fast and rational use of the participating
organizations’ resources used in joint operations [18]. Such
Intranets connected to other intranets are called Extranets,
but only if two different corporations are connected.
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III.

MOTIVATION AND PROBLEM STATEMENT

The intranet and its importance and connection in
tourism in the Republic of Croatia’s territory have not been
sufficiently researched, so we believe it is essential to
explore its presence and activities within public tourism
organizations. The question arises how Croatian National
Parks use the intranet, especially in improving internal
communication horizontally or vertically, reporting on
innovations inside and outside the organization, and
increasing employee or department engagement.
The National Park is the most well-known protection
category out of nine categories regulated by the Nature
Protection Act [19]. National parks are an attraction that has
been developing and gaining in importance recently.
Modern tourists are increasingly turning to nature and
exploring national values, and we believe that this group
includes national parks and all other protected areas.
National parks are desirable tourist destinations that allow
their visitors to escape into nature and get to know different
plant and animal species. One-third of Croatia’s territory is
under the protection of Natura 2000. There are eight
national parks (see Figure 1). They attract about 2.7 million
visitors a year [20]. While the nature parks’ visitors are
primarily domestic tourists, the national parks are
dominated by foreign tourists with a 96.6% share in the
total number of visitors. The most visited national park in
2017 was Plitvice Lakes, which was visited by about 1.7
million tourists [21].

Figure 1: National parks of Croatia (source: camping.hr)

Figure 1 shows the location of national parks in the
territory of the Republic of Croatia. Most national parks are
in the northern Adriatic, Lika, and the central and southern
Adriatic. There is no national park in east and central
Croatia. The Republic of Croatia’s National Parks are
Plitvice Lakes National Park, Paklenica, Risnjak, Mljet,
Kornati, Brijuni, Krka, and Northern Velebit National Park
[19].
National parks in Croatia do not have their official and
unified website and reservation site, a single mobile
application, a single annual report, and a corresponding
single business plan. Thus, we decided to analyze their use
of the intranet within the organization and finally prepare a
proposal for innovative use of an Intranet connecting all
national parks with their data within the company.
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At present, it is not possible to obtain accurate public
data and precise information on the web, such as the
number of tourists who are increasingly interested in
National Parks in Croatia; otherwise, some data is only
available from newspapers and portals. We believe this is
due to poor connectivity and lack of communication within
Croatian National Parks. With the help of the present
research, we want to uncover the current use of intranet in
national parks in Croatia, which are the main problems in
Intranet use, and then explain how to solve them.
The purpose of our article is to explain in more detail
how the intranet is being used within the Croatian National
Parks and if it serves as a source of innovative ideas. The
research has the following broader goals:
•

to determine which national parks in Croatia use
the intranet and which do not;

•

analyze how the intranet is being used within
national parks in Croatia and what are employees’
perceptions about it;

•

suggest ideas to facilitate communication within
the organization;

•

propose ideas for better use of the intranet and
networking within all eight national parks.

Within this paper, we will present the results for the first
two. The paper is organized as follows: in the next section,
we present the methods of our research, and in section IV,
we present the results. Our contribution is concluded in
Section V with final remarks.
IV.

METHODS

To determine which national parks use the intranet and
how it is being used and implemented, we administered an
anonymous questionnaire. We were neither asking about
the respondents’ names, positions, ranks, location of the
national park nor any other individually identifiable
information except the general demographics.
Based on the literature review, we set the following
hypotheses:
H01: Employees in national parks in Croatia believe that
the intranet is important for quality communication
between employees.
H02: Employees believe that the information on the
intranet is outdated and not useful for everyday work.
H03: When employees in their organization have an
idea for new content on the intranet, they don’t know
exactly whom to turn to.
H04: Employees do not have all the necessary
information on the intranet.
H05: Employees believe that using the intranet reduces
paperwork.
In our questionnaire, there were several types of
questions asked and various kinds of answers, the
opportunity to express an opinion, and the choice of
answers. The survey covered general questions (gender,
age, and education) and questions related to the use of the
intranet. The survey contained a total of 16 questions, and
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the estimated time to fill the questionnaire was five
minutes.
A. Data collection
We activated the survey on 19 August 2020 and
completed it on 23 August 2020. We received 50 valid
answers. The data collected is from a convenience sample
and shall be interpreted as such.
B. Ethical and legal considerations
We neither collected nor stored personal data. We
notified the management of Croatia’s natural parks of our
intent to collect the data from their employees. The
participants gave their informed consent when fulfilling the
questionnaire. All the data were subject to GDPR
limitations which we strictly followed.
V.

RESULTS

This section will present the results, i.e., the answers we
received from 50 surveyed employees.
The national parks currently using the Intranet are
Plitvice Lakes National Park, Mljet National Park, Brijuni
National Park, Krka National Park; NP Paklenica claimed
they are not using an intranet. Our questionnaire was not
answered by NP Northern Velebit, NP Kornati, and NP
Risnjak. Further examinations revealed that they do not
have an Intranet.
Out of a total of 50 employees surveyed, 40 (80%) are
women, 7 (14%) are men, and the remaining 3 (6%) do not
want to answer this question. The average age of a
respondent is 39.1 years, ranging from 20 to 61 years.
None of the respondents finished primary school only,
and none had a doctor’s degree. Twelve respondents (24%)
completed secondary school, 30 (60%) completed higher
education, and 8 (16%) completed a master’s degree.
Thus, most of the surveyed employees are female, not
older than 40, and have completed higher education. This
finding indicates that the sample does not represent the
general (Croatian) population. Our sample is biased
towards females, better-educated ones, and younger than
the population median.
Regarding the perception of the intranet’s role for
quality communication between employees (H01), two
related questions were asked. Firstly, 90 % of respondents
agreed (20 % partially and 70 % completely) that the
intranet is essential for quality communication. Similarly,
20 % and 68 % agreed / completely agreed that an Intranet
is necessary for a successful business. H01 is retained.
Next, we checked whether the info provided by the
Intranets is current and valid (H02). We asked if the
information on the intranet is appropriate, useful, and
understandable. Respondents had a yes/no choice, and they
agreed in 74 %, 76 %, and 70 %, respectively. Additionally,
we checked the frequency of Intranet usage. 62% of
respondents use the intranet daily. A vast majority of
employees use the information from the intranet at their
workplace daily, and the information shared on the
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platform is relevant, useful, and understandable. Hence H02
needs to be rejected.
From the previous questions, it can be seen that the
employees use the intranet and find it useful and consider it
essential for their daily tasks. Next, we checked if they
know to whom to turn if they have any interesting
information to share on the intranet. Here, most
respondents (54 %) claimed that they do not know which
person is responsible. Here, H03 needs to be rejected.
Next, the question of whether all the needed documents
are available on the intranet remains unanswered. About a
quarter of respondents agree that mostly the documents are
available, nearly a half disagrees, and almost a third is
undecided. H04 is rejected.

protected areas into one Intranet system would bring
business to a whole new level, and the basic actions would
be improved and modernized. In this case, all the
organizations would have a single, dedicated but unified
professional IT team who takes care of the intranet. This
would increase the use of the benefits of the intranet, reduce
the use of all unnecessary actions (e.g., phone calls,
paperwork). Employees would more easily communicate
and build business relationships, strategies, plans and
exchange the essential information. The information would
be appropriately filtered, relevant, and valuable. They
would know who to turn to in case of suggestions,
criticisms, new content, changes, and the like.

Since obviously, the employees can find most of the
documents on the intranet, we asked the respondents if the
intranet reduces their paperwork. 60 % strongly agree, 8 %
agree, 16 % strongly disagree, and 2 % somehow disagree,
whereas 15 % remain undecided. We can conclude that the
intranet indeed helps in reducing the paperwork; hence H05
is retained.
VI.

DISCUSSION AND CONCLUSION

The work presents a preliminary analysis of the usage
of Intranet in Croatian National Parks. Namely, each park
of the Croatian National Parks uses different ICTs and
business policies. Despite being wholly-owned and
controlled by the government, they have no
interconnectedness; the same regulations apply and have
relatively similar if not identical business processes. Their
diversity in the use of the information systems and intranet
is evident from the responses.
The interviews’ answers show that the information
shared via the intranet means a lot to employees. In most
cases, the information and data are relevant, useful, and
understandable; hence a common Intranet platform would
be received warmly by the users.
If new strategies are developed at the national parks, it
would be desirable to bring the intranet to the appropriate
level. Since Croatian National Parks do not have a standard
and integrated Intranet platform used by employees, we
propose such a solution accessible to all employees in all
Croatian National Parks. Besides, the idea can be extended
to nature parks and other protected areas or even in the
shape of an Extranet. The suggestion is to develop a single
Intranet for all Croatian National Parks and other nature
conservancy areas and divide it into four levels: to provide
employees only with essential and relevant information.
The first level (see Figure 2) would enable sharing the
vital information to all participants and everyone within the
natural parks and other conservation areas domain. At this
level, everyone can see the data, and everyone can
participate in sharing. The second level would be made of
only two (or more) organizations participating in the same
project or cooperating or having a simple common link
(e.g., river-based national parks). The third level would
connect all the organizations engaged in the same activity
(e.g., all eight national parks, all nature parks, etc.). In
contrast, the fourth level would involve only employees
from a single organization. Integration or coalition of (all)
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Figure 2: Division of information within the “Intranet” into four levels

Namely, Croatian National Parks have a lot of room for
improvement in information systems such as intranet and
information technology, which would further facilitate
communication, exchange of certain information, and the
performance of daily tasks. This means that they need a
change in the culture within the organization, investing
more in employee education and a single Intranet service.
This also means that they need a change in staff
performance. It is possible to create a common Intranet
platform for all the parks with the same domain. Croatia is
a tourist country and an EU member state. Croatian
National Parks would have standardized rules, business
policy, means of communication, and, ultimately, a
stronger brand with an integrated system. This would result
from the cooperation of all national parks and other
conservancy areas, not to mention synergies in creating and
sharing quality tourist products.
A. Limitations
The first limitation of the present work is the fact that
this is only a preliminary study on the use of Intranet in
Croatian National Parks where we studied only a few
aspects: the perception of the role of the intranet for quality
communication between employees; the validity,
timeliness, and usefulness of the information on the
intranet; the existence of ways to upload (share) the data
from bottom-up; and if the intranet reduces paperwork.
Additional research should be conducted to cover other
aspects of the usability of the intranet.
The second limitation of the presented work could be
that the intranet is very similar to the word Internet. There
is a likelihood that individuals employed in the Croatian
National Parks mixed these two very similar terms, despite
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that we took good care in our questionnaire to explain the
difference.
The third limitation is the size and the type of sample.
A convenience sample was being used due to the nature of
the study. The study aimed to obtain preliminary
information about the intranet’s use and usefulness in
Croatian National Parks and not an in-depth understanding
of users’ perceptions on the intranet they use. The results
cannot be freely generalized to other national parks or
nature conservancy areas. Yet, they provide an essential
aspect of Intranets’ usefulness in some of Croatia’s
surveyed national parks.
B. Concluding remarks
In Croatian National Parks’ organization, we see many
untapped potentials that would make work easier for
employees, improve the organization, and set business
standards and business policies. There are still employees
who do not use the intranet, do not take advantage of it, and
continue in an old-fashioned way communicating with coworkers. In this way, they make their job more difficult,
slower, and not as productive. In our opinion, a feasible
solution for Croatian National Parks would be an integrated
Intranet connecting (at least) all eight national parks. It
should include the intranet and enabling them to
interconnect and share the data, from which they could
refine ideas for new business opportunities. The
introduction of such an Intranet requires a particular group
of experts dealing with information systems and
information technology, appropriate education, and
training.
The intranet is intended to enable organizations to
improve communication and collaboration among
employees, increasing productivity and providing
significant savings in time and money. Through the
efficient and effective exchange of knowledge, the intranet
can facilitate better information exchange among the
organization’s staff.
The modern intranet is an important strategic and
operational tool applicable and useful in public sector
organizations such as National Parks. Management and
policymakers should take further steps to introduce it.
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Abstract - Intelligent mobility around us evolves every
day. But this evolution can be only as progressive as the data
it is based on. First part of this paper is focused on an
overview of high-definition (HD) maps and their adoption for
use in various sectors of society. The HD maps consist of
separate geospatial representations, for instance - road
networks, buildings, technical infrastructure, soil structures
or landscape profile. To be more specific HD maps are maps
which are overlaid with additional information - in a form of
description or graphic representation in 2D or 3D space.
Unlike conventional maps, accuracy of HD maps ranges from
centimeters to millimeters, and this is a fundamental
difference between conventional maps. We present the scope
of usage of HD maps and known limits. Practical part of this
paper focuses on usage of laser scanning technology to create
detailed scan of potholes. This type of data could serve as a
potential HD maps layer.

II.

There are four key principles that define HD maps
which considers individual perspectives of their creation:
1.

Mapping as preliminary calculations: An
important step for autonomous driving is to
calculate static objects such as intersections,
traffic signs that can be pre-processed offline with
a highly precise focus. In some cases, accurate
real-time calculation is not possible. That is why it
is necessary to at least pre-process partial results
which can be later used for real-time calculations.

2.

Safety-enhancing mapping: The goal of
autonomous driving is to maintain maximum
safety for passengers as well as the surrounding
area. It is necessary to use pragmatic best practices
to achieve the goal. HD maps include speed limit
information for each lane segment as well as the
speed profiles of other road users nearby. Dynamic
processing with information and its evaluation
during the driving will guarantee a high degree of
safety.

3.

Map as a virtual sensor: While driving, the map
is perceived by an autonomous system as part of
sensors capable of ambient perception and
prediction. It can detect objects far beyond the
100–200-meter range compared to other sensors in
the vehicle. The perception of maps as an
additional sensor extends our capabilities and
allows us to take advantage of effective map
access patterns as well as the more native
integration of map data into the autonomy stack.

4.

Maps as a global data source: Preliminary
calculations, mapping from different sensors, as
well as maps in general are recorded within the
shared data structure which autonomous vehicles
can access. Global map data source enables direct
provision of information in real time between

Keywords – maps, HD maps, High-Definition Maps,
autonomous vehicle, laser scanning

I.

INTRODUCTION

A. Characteristics of HD Map
HD maps are in some respects very similar to classic
maps - we can use them in our journeys to find the way
from point A to point B. However, HD maps provide
several other advantages that classic maps do not have.
High resolution maps were originally developed for selfdriving autonomous vehicles. HD maps are very suitable in
this area which is based on extremely high precision in
accuracy and varies at the level of centimeters. This
precision is necessary because autonomous vehicles
(robots) need very precise instructions to perform their
activities and movement in general within the 3D space.
Technology of autonomous vehicles requires
progressive systems to ensure reliable and safe operation.
The key part for autonomous vehicles is a high-definition
(HD) map with real-time data [1]. In most cases, there is
zero tolerance of the errors. Let´s have a model situation,
where an autonomous car drives through very narrow and
steep road by the seaside surrounded by the cliff on the one
side and by the rocks on the other side. In such situations,
tolerance of error is out of the question, as a threat to
human life may arise.
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DEVELOPMENT OF HD MAPS
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machines and people
infrastructure. [2]

within

the

road

A. Making HD maps
HD maps are built using layers. Such architecture can
provide various of data in one map. The development of
HD maps has rapidly increased in the recent years and
there are many efforts to improve their usage and establish
standardization among providers, which are engaged in the
creation and use of HD maps [2].
The individual HD maps layers differ depending on the
map vendor or creator. The concept of single layers offers
independent design, creation, testing and subsequent
production of new road information.
An example of the possible HD maps layers is a pattern
from Lyft which is called Lyft Level 5. Maps with basic
information about the road network is located at the bottom
layer of the hierarchy. The remaining four layers of HD
maps complement this map with new information. This
includes geometric map, semantic map, prior maps, realtime maps [2].
1) Geometric map
Information in the 3D view of an area in the form of
point cloud are included within the geometric map layer.
Raw data from LiDar, cameras, GPSand other devices are
processed using simultaneous localization and mapping
(SLAM) algorithms [2]. The geometric map offers
excellent and high-quality information whether in terms of
precision or speed.
2) Semantic map
The semantic layer directly follows the geometric layer
by adding semantic objects. These objects include traffic
objects in the form of lanes, intersections, traffic signs,
traffic lights etc. These data are also accompanied by
metadata in the form of traffic restrictions, speed limits.
Compared to the geometric map provided by the point
cloud, the semantic layer contains a clean 3D objects,

Figure 1. Semantic map [2]

their positions, bounding boxes and various components
[2].
Information about the static and physical objects of the
world, which are an integral part of autonomous vehicles,
are provided by geometric and semantic layers. We look at
these maps as a static part of the world. The information of
the different layers is complemented by dynamic and
behavioral characteristics of the environment in the form
of the map priors’ layer and real-time layer, which collect
information mainly from the Lyft co-driving network of
millions of Lyft drivers. The higher the number of vehicles
in the area, the more efficient and quality maps are can be
created.
3) Map priors layer
In this layer, the information may relate to both the
semantic and geometric sections of the map. For example,
traffic light information - in what order it progresses from
one state to the next (red, orange, green) and the duration
of each state. This type of data is encoded into the prior’s
layer. Similarly, there are sequences of days and exact
times where individual settings may occur.
Unlike the geographical or semantic layer, the
information contained in this layer is designed to be only
complementary and to assist decision-making [2]. This
information is often used as inputs into models, which are
combined with additional knowledge from the layer in real
time.
4) Real-time layer
The top layer of the HD map structure hierarchy is the
only map that is being updated as the autonomous vehicle

Figure 2. Lyft Level 5 hierarchy of HD map layers [2]
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Figure 3. An autonomous car sharing real-time traffic information with
other cars [4]
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uses it. It is primarily intended for reading and writing
data. It contains real-time traffic information such as traffic
collapses, construction zones, various types of restrictions,
accidents, etc. This layer collectively shares information
between the different users of traffic in the surrounding
area who have access to a single database of this layer [2].
We presented the mentioned and described layers as a
real example of hierarchy called Level 5. Derived layers
rely on collaboration and outputs from individual maps.
Each map layer is assembled separately and using
alignment algorithms is joined to a consistent data source
for the autonomous vehicle.
III.

CONNECTION TO SMART CITY AND SMART
MOBILITY / EMOBILITY

A. Development of smart mobility and e-mobility in the
world
There are constant demands in the world for cars, roads,
and road safety itself. Whether to make driving faster, safer,
smoother, have the lowest possible emissions or be more
and more autonomous. For these needs, real-time data and
data updates for autonomous vehicles and devices, realtime cloud calculations, and devices connected to this cloud
are required. This concept assumes that the is reliable data
flow between the devices. This kind of data flow creates
greater demands on network capacity - both in terms of
large data transfer but also in terms of transfer speed and
latency. Nissan, a pioneer in the world of smart mobility, emobility, and intelligent vehicles was one of the first
companies in the world to respond to these demands. It has
defined 3 basic and key areas that need to be innovated:
•

Intelligent control,

•

Intelligent integration,

•

Intelligent energy.

Intelligent driving in general means that vehicles would
be fully autonomous in the future, both from the point of
view of driving, i.e., without a driver, but also from the
point of view of legislation, which is currently the biggest
blocker of autonomous mobility in current cars. In the
future, such a vehicle would be able to come for the
passenger, pick him/her up and find a suitable parking
space as close as possible to the specified destination. It
would also be able to communicate with other autonomous
vehicles in the area, share information with each other update data, such as new traffic jams, traffic accidents or
road closures. Of course, there is a possibility that the
driver, if necessary, can get full control of the vehicle with
one button and take control in case of danger or another
situation.
The term smart integration means an interconnected
ecosystem that includes drivers, cars, communities and
would aim for the as safest and cleanest driving as possible.
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Of course, there would be shared rides, the effort to
maximize the flow of road traffic, cooperation of individual
transport systems and optimized and fully accessible
charging stations.
Intelligent energy - today's intelligent cars - mostly
electric cars offer 100% power with instantaneous torque.
There is necessary to guarantee the 100% of electricity
production from renewable sources and thus eliminate
production that is excessively harmful to the environment.
As well as guaranteeing the recoverability, environmental
friendliness of batteries and their subsequent storage. The
current solutions are not as environmentally friendly as it is
desired.
There is also important to mention that main issues with
transport and delivery times are downtimes. These
downtimes are caused by various reasons at all points of the
transport process [3]. Many of these issues could be
eliminated using HD maps.
B. HD Map Developing Companies and their
characteristics
There are several manufacturers and developers of HD
maps on the market, the largest of which include HERE
Maps, Civil Maps, DeepMap, Carmera, TomTom and
Lvl5.
Probably the most prominent of these is HERE, which
provides mapping and location services and was bought in
2015 by a consortium of German carmakers (Audi, BMW,
Mercedes Benz) for 2.8 billion euros. In HERE maps you
can choose up to 70 places, which contain up to 10 layers
and up to 500 attributes included in map data. HERE
presents itself by using more than 100,000 resources with
80 billion API calls per month to provide the most accurate
digital view of the world [5].
Civil maps boast on its website that it outperforms
highly scalable and automated technologies that enable the
delivery of HD maps at the scale of cities (talking about

Figure 4. HD map of San Francisco represents by company Civil Maps
[6]
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Figure 5. HD map developed by company TomTom [9]

absolute accuracy at 15-20cm and relative accuracy at 15cm) with their product called Fingerprint Base Map [6].
DeepMap provides solutions which offers maps with
the highest resolution on the market and the supply of
technologies needed for vehicle navigation in a complex
and unpredictable environment [7].
Carmera
provides
high-frequency
change
management for map platforms whose key requirements
are security, economy, UX and efficiency. All these
requirements support the customer's vision of autonomous
control and navigation. It focuses mainly on real-time
delivery of changes in HD maps [8].
TomTom presents itself by providing accurate, updated
maps in a realistic view. These maps are developed
especially for the purpose of navigating autonomous
vehicles [9].
IV.

LIMITATIONS

Currently used maps are not suitable solution for use in
vehicles with autonomous driving, mainly due to the
absence of specific information about the road, sidewalks,
lanes, nor do they contain information about traffic lights
or other obstacles and restrictions that may affect the
quality of driving. Their disadvantage is also the
impossibility of use for the case of location services.
Therefore, HD maps are being developed for these
purposes, which eliminate these problems, but they
themselves have limitations that must be considered when
designing and putting them into practice [10].
In the case of HD maps, it is necessary to consider
restrictions such as:
• Object existence problem - each map should
contain quality metadata but during the mapping
process there may be conditions (e.g., reduced
visibility, poor lighting conditions, sensor failure)
that prevent detailed and reliable mapping, which
may result in a low probability of object existence
in the map itself.
• Position accuracy - can manifest itself in the error
of determining the position of the objects.
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Figure 6. Scanned object – Point cloud of pothole on the road

• Object resolution accuracy - The HD map should
contain probability metadata that determines the
probability of correct object classification or
distribution of the probability between individual
object types, as the mapping software itself may not
precisely identify the object (e.g., speed sign
"30mph" and "80mph"). When updating, the map
should also contain information from which source
the mapped object comes from (which sensor
processed the given object).
• The map itself contains a huge amount of data
which might be restrictive. According to Civil
Maps, the static map of San Francisco has 4TB. The
maps themselves can be dynamic, which means that
they can contain data on weather, roadworks, speed
limits and so on [10].
A. Solutions dealing with map errors
There are several approaches to deal with map errors
and one of the most interesting is:
• "Self-healing map" - vehicles that drive and
perceive their surroundings while working with the
map can identify and send data to the mapping
company. When sufficient information is obtained
the map can be updated based on current
information, even though the data sent may not be
accurate and reliable enough [10].
V.

LASER SCANNING

As we mentioned in the introduction, for HD maps to
be usable, it is necessary to ensure high precision and
accuracy of the created layer. The margin of error is
unacceptable in this case, both in terms of safety and traffic
flow.
Laser scanning ensures high-precision recording of
real-world objects into the output, which is a point cloud
representing a 3D image of the scanned objects. Laser
scanning technology is mainly used in construction
industry, for measuring buildings, production halls,
transport networks or cultural monuments [11].
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pothole. Thanks to the laser scanning we can identify the
type, depth, structure, and exact position of the pothole.
C. Point cloud as a potential layer

Figure 8. Detailed view of pothole on the road

A. Scannig procedure
The principle of 3D laser scanning works on the
principle of transmission of laser beams, which are
reflected by a rotating mirror and the subsequent collection
of this data at selected surface points of a particular object.
These points are determined by X, Y, and Z coordinates.
When scanning, the scanner rotates 360 degrees around the
vertical axis while transmitting laser pulses using a
rotating mirror. The laser beams fall on objects in the
scanner's field of view. These objects bounce the beams
off back to the scanner. Subsequently, the sensor evaluates
the shape of the surface based on the time and angle of
return of the beam. The result is data file called point cloud
[12].
B. Final scannig phase
Finally, it is important to evaluate and process the
information collected based on requirements. This phase is
referred to as the post-processing and ensures the
elimination of unwanted errors and interfering elements.
High computing power with higher storage space is
required to perform this filtering [10]. Cleaned and
modified models can be integrated into other systems such
as HD maps.
In the Figure 7, we see the output from the road scan.
Based on such outputs, we can identify the necessary
maintenance of the road, notify the road administrator, as
well as predict the future condition of the road until the
necessary reconstruction occurs.
Due to the availability of individual data and the
quality of point cloud we can model individual situations,
analyze the obtained outputs, and decide about next steps.
The major advantage of this approach is the knowledge of
the structure of the road - in this case we can inspect the

Based on the described processes, we can design
metadata as input for creating a quality layer of the HD
map. Using laser scanning we can guarantee measurement
accuracy and the quality.
Laser scanning can significantly increase the overall
information value of the HD map layer in terms of road
information compared to imaging from conventional
sensors or cameras integrated into vehicles, which have
higher risk of recording inaccurate data in terms of the
need for quantity and quality of information.
It is important to mention that there is currently no
standardization of HD and it is not an easy task to specify
what type of data are important for HD map layer.
However, a great advantage is that already created
geometric layer consists of point cloud. By adapting the
filtered data obtained from scanning, we can transform into
the desired form, based on which we can create a highquality HD map layer which has potential to help not only
autonomous vehicles avoid road obstacles, but also inform
other road users about threats on the road and nearby areas.
VI.

CONCLUSION

Autonomous vehicles will bring a significant change in
transport, affecting the daily lives of citizens. Using smart
solutions, we are able capture all situations in the city and
inform the relevant authorities in real time. Autonomous
vehicles, drones and other robots in general need precise
instructions to move and perform the activities for which
they were intended. One pre-condition to accomplish this
task is to create and keep up-to-date information for such
devices so that they can make decisions and help in various
situations. HD maps and their individual layers have
hidden potential. The advantage of their use is the dynamic
processing and updating of individual layers based on realtime situations, but also the cooperation between
individual sources of information. Using laser scanning for
creating HD maps layer of road defects could bring new
level of safety to autonomous road traffic.
Currently, it is necessary to focus on standardization
and data sharing for individual layers. Standards are not
fully specified right now. It is necessary to make HD maps
data open and available to third parties which can
contribute to each other in their creation, updating and
improvement. Cooperating with existing automotive
organizations focused on research and standardization
could also bring faster standards adoption.

Figure 7. Cut of pothole on the road
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Abstract - The Web contains large amounts of textual
data which could be used as a source to create new corpora,
yet there are not many plug and play solutions for scraping
specific parts of the websites. This paper presents a new
open-source solution for downloading and parsing HTML
websites which can be configured from one configuration
file. As a demonstration of this method, a new ad hoc corpus
was built. The corpus contains a total of 2,395,735 titles and
articles collected from 14 most popular Croatian websites.
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I.

INTRODUCTION

With the increase of new research ideas and
approaches in machine learning, datasets are becoming
more valuable. One domain of machine learning, natural
language processing (NLP), deals with textual data
processing. The Web consists of huge amounts of textual
data, exploitation of which has gained momentum with the
WaCky initiative and the concept of “Web as Corpus” [1,
2, 3]. Most articles on the Web are written in English [4,
5, 6], which is why dataset tooling is mainly focused on
English. As a result, most datasets are also in English.
Corpora for many languages, such as Spanish [7],
Norwegian [8], Czech [9] and Slovenian [10], have been
collected using different tools. A number of different
Croatian corpora are available online, such as the Croatian
Web Corpus (hrWaC) [10], the Croatian National Corpus
[11] and the Croatian Language Repository [12].
However, only hrWaC can be considered a Web corpus,
while the other two are closer to traditional corpora [1]
because they are not based on the concept of "Web as
Corpus" [1, 2, 3].
Currently, researchers can use Sketch engine [13] to
create a new corpus [14, 15, 16] by selecting a website
they want to scrape, but there is no option to select
specific parts of the website, e.g., only titles, tags or dates.
Such an option would allow researchers to make more
accurate assumptions as in [7].
Another way to create a web corpus has mainly been
developed for big languages and it uses sampling methods
in combination with search engines (e.g., Google, Yahoo)
to select content to crawl [17]. Corpus for other languages
cannot be built the same way because the amount of web
data needs to be at least orders of magnitude larger than
the corpus [10]. One possible solution is to use a crawler
only on top domains of selected websites, using search
engine API, which is how hrWaC [10] was created. This
approach could potentially result in downloads of
duplicate articles, which is why it requires additional
deduplication process,
and
consequently more
This work has been supported in part by Croatian Science
Foundation under the project UIP-2019-04-1576.
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computational resources.
The main goal of this paper is to create an opensource tool that allows selection and download of specific
parts of the websites.
The tool described in this paper does not use a
crawler. Instead, it exploits the website's way of indexing
web pages. This allows more efficient scraping of
websites because there is no need for additional
deduplication. Moreover, specific parts of web pages can
be selected. However, because it focuses on the website's
way of indexing, it cannot be used on all websites.
Another goal of this paper is to utilize the described tool
to build a new ad hoc corpus.
I. BUILDING A CONFIGURABLE WEB SCRAPER
A. Website Indexing and Scraping
Websites can be selected based on different criteria,
but they all need to have a similar way of indexing. In
other words, the webpage index must be in the URL. For
example, in www.novilist.hr/?p=437084, the index is
437084, and if the index changes the website will redirect
to the specific article. In addition, indexes are
chronologically ordered. Therefore, to scrape the selected
websites, it is necessary to define a URL template for the
website and index rage. The tool described in this paper
allows defining multiple website templates and index
ranges in a single yaml configuration file.
The scraper is intended to operate with multiple
workers downloading the content from the websites. In
order to reduce the load on the host, the number of
download workers can be limited. If multiple websites
need to be defined, a round robin algorithm is used to
balance the load.
All workers run concurrently with implemented retry
mechanisms with timeouts. Retry mechanisms temporarily
stop the download to allow the host to recover. All events
and response reasons from the host are logged into the
database. Only websites with HTTP status 200 OK are
queued for further parsing. Additionally, the whole data
pipeline is modular and allows modifying specific parts of
the data pipeline. For example, it is possible to replace this
method of URL selection with another method and use the
rest of the pipeline.
B. HTML Parsing and Database Corpus
The websites are downloaded in HTML format. The
next step is to select one or more parts of the HTML e.g.,
titles, tags, or metadata etc. The selected parts are defined
in a yaml file with tags to select. In addition, embedded
tags can be filtered out using conditional filters. For
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example, some articles have embedded tweets inside
main article texts that should be filtered out. Those
embeddings are filtered using Goquery library [19]. The
selected parts of texts are then asynchronously inserted
into MySQL database using a pool of workers. The final
database can be queried using SQL or exported into XML
or CSV format and uploaded to Sketch engine for further
analysis. MySQL server runs inside a separate Docker
container to remove the need for manual download and
setup.

new, ad hoc corpus was built. Both the program and the
corpus are available for other researchers to use.

TABLE I. WEBSITES AND ARTICLE COUNTS

C. Reproducibility, Monitoring and Logging
This work is meant to be publicly available to
everyone interested in building corpora. This open-source
code is available on Github (github.com/laconlab/lacongo-tiny-scrapy). The Docker [20] is used to ensure that
the code can run on different computers. GO is used as a
programming language because it is memory efficient
and because it is designed for concurrent work [21].
Monitoring of program performance is made using
Prometheus database [22], while Grafana is used for
visualization [23]. Graylog [24] is used to collect event
messages (information, warning and error messages)
from the program, and it can be configured to send email
alerts based on user preferences. In case Graylog is
unavailable, event messages are also stored in a file
inside the Docker container. Whole monitoring and
logging are built inside separate Docker containers to
ensure additional stability of the main program.
II.

ENGRI CORPUS

The ENGRI corpus was built using the proposed
method. A total of 14 Croatian websites were selected
(Telegram, Telegram Sport, Hotspot, 24 Sata, Direktno,
Dnevno, Net Hr, Hrt, Index Hr, Jutarnji, Novi List, Rtl,
Slobodna Dalmacija and Večernji) based on two criteria:
1. they are listed as Croatia's most popular websites [16];
and 2. they have a similar way of indexing. The program
was run on the selected websites across multiple weeks to
download and filter data between 2014. and 2020. That
interval was selected because the largest Croatian web
corpus, hrWaC [10], has not been updated since 2014. The
only parts selected from the webpages were titles and
texts. The scraping resulted in a total of 2,395,735 articles.
The distribution across websites is shown in Table 1. The
corpus
is
available
online
(laconlab.com/projects/crori/engri_v1) in the form of a
gzipped MySQL database.
III.

CONCLUSION

This paper addresses two common problems
researchers encounter when building corpora: firstly, the
tools are not publicly available and secondly, they do not
allow scraping of specific HTML tags. Thus, this work
was aimed at developing a new, open-source program for
scraping websites. The program is focused on simpleindexed websites and allows the selection of specific
HTML tags to be scraped. The program is made with
reproducibility, accessibility and reliability as primary
goals. To exemplify how the program works in practice, a
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Website

Article Count

Telegram

54,335

Telegram Sport

2,204

Hotspot

2,320

24 Sata

295,979

Direktno

167,674

Dnevno

164,918

Net Hr

187,355

Hrt

149,270

Index Hr

168,171

Jutarnji

163,901

Novi List

200,655

Rtl

318,539

Slobodna Dalmacija

207,667

Večernji

312,747
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Abstract – Student non-profit organizations are a specific
type of small associations that congregate students from
diverse backgrounds around a common purpose. These
organizations are non-profit driven, autonomous, and
typically have largely similar statutes and regulations. In the
context of software engineering, information systems that
support their business processes have similar software
requirements specifications. DESPRO is a web-based
platform that fully supports principal use cases of students’
non-profit organizations. The platform has three uses:
accounting, voting, and fundraising management. DESPRO
allows such organizations to begin with their principal
operations practically immediately without unnecessary
overhead. Unique features that distinguish DESPRO from
other similar systems are: 1) lightweight and streamlined
deployment process, 2) minimal required remote
maintenance, 3) pre-defined functionalities specifically
suited for student non-profit organizations, 4) user
anonymity customized to specific functional requirements,
5) voting without prior user registration. The platform was
developed with open-source technologies Node.js, Vue.js,
Vuetify, Bootstrap, Sequalize, Axios, Web3, MariaDB, and
smart contracts for Ethereum. It is freely available for noncommercial use by contacting the first author.
Keywords - blockchain voting, accounting application,
fundraising, decentralized architecture, business application,
NGO

I.
INTRODUCTION
Nowadays, there is an increasing awareness of the
need for soft skills and networking importance, especially
for students while attending college. More than ever, those
skills are necessary for creating a successful career which
leads students to discovering new and creative ways to
improve their skills and at the same time building long
term personal, social and business connections. Student
associations are oftentimes recognized as a creative and
entertaining form for picking up those skills. Students get
the chance to organize workshops and other projects while
gaining valuable knowledge and experience. Also,
through various trips and social gatherings, they meet their
colleagues around the world and work on their ideas
together. Student associations are also a great opportunity
to enter the business world, bookkeeping and fundraising
are just some of the areas students are introduced to [1].
Non-profit organizations are the prevailing model for
student associations. In such organizations not only soft
skills, but also organizational skills are gained, as well as a
grasp of management. It all sounds great, but it tends to be
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logistically very challenging to bring this to reality and
make it sustainable over time. Organizations are legal
entities with legal issues and their members as electorate.
Each organization must have its representatives.
Representatives are chosen periodically by members
through an act of anonymous voting. Since it is a nonprofit organization, representatives are also handed the
responsibility to fundraise with the help of members. Last,
but not the least, they have to make sure all the
associations financial transactions are booked according to
relevant financial legislation.
Accounting, anonymous voting and fundraising can be
recognized as main business requirements of any student
associations [2] [3] [4]. Therefore, these three
functionalities must be implemented as core
functionalities of any business platform. In this regard, we
have developed a specialized custom-tailored and webbased platform that fully supports principal use cases of
students’ non-profit organizations.
The DESPRO (DEcentralized buSiness PlatfoRm for
students’ non-profit Organizations) platform was
developed with a motivation to digitize and improve the
efficiency of everyday work for students in their
associations. At this point, the platform is customized for
one specific non-profit student organization, but it was
built with the attention of easy integration for any other
similarly functioning organization. Software is free for
academic and non-profit use and can be obtained by
contacting one of the authors.
The remainder of this paper is organized as follows;
Section 2 gives an overview of the platform and its system
architecture, Sections 3 illustrates the accounting module,
Section 4 provides information about blockchain as core
technology for voting and Section 5 embodies fundraising
tools. Finally, Section 6 concludes the paper and provides
insight into next steps.
II.

PLATFORM ARCHITECTURE

The DESPRO platform is distributed with front-end
code written in Vue.js, back-end code written in
JavaScript for Node.js engine and a series of smart
contracts for Ethereum Virtual Machine (Solidity v0.7.0.).
Smart contracts come along with migration files which are
needed to publish them on the Ethereum blockchain. To
successfully build and run client and server code, Node.js
v15.5. as well as Node Package Manager – npm v6.14. or
newer is required. MariaDB 10.5. series database must be
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Figure 1. The DESPRO web-based platform’s UML component and deployment diagrams.

preinstalled on the server. To serve the content to users, a
HTTP web server (per example, Nginx or Apache) must
be installed on the server machine, too. Architecture of the
platform is illustrated in Figure 1.
Before running the platform, a new user is ought to be
inserted in the database followed by a creation of an
empty database. The user is expected to have full
permissions on the created database. Database
administrator is not required to create or import any SQL
tables up front, because the backend will automatically
take care of that.
Although smart contracts are shipped with the
platform source code, after the initial migration to the
Ethereum blockchain network, they are no longer treated
as a dependency. The contract deployer becomes a socalled contract owner and all further interaction with
contracts goes directly through the voting web application
and users’ wallets via Ethereum JSON-RPC API.
The back-end part of the platform is designed to read
configuration data, such as database connection string,
listening port, etc., from environment variables.
Environment variables can be exported in a shell or saved
to an .env file that will be read upon a start-up of the
Node.js engine. No changes are required in the code base.
The front-end part of the platform is designed on the same
principle. URI strings for REST API server and Ethereum
nodes, as well as origin addresses of deployed smart
contracts are read from the .env file which must be present
during the build process. After the build is finished, the
content can be migrated and served to clients by one of the
available HTTP web servers.
For a quick start and a painless deployment of the
platform as a whole, a script for Docker is present in the
root folder. The script builds, containerizes and runs each
platform module as an independent Docker service. Such
services are easily scalable as they can be run on a
demand in numerous clusters across multiple server
machines. As of now, Docker script runs the following
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services: MariaDB database server with a new user and an
empty database, Node.js for serving back-end, Vue.js
build followed by Nginx as a HTTP server and finally –
private Ethereum blockchain network node (Geth client
v1.9.25.) as shown in the Figure 1. For testing purposes, it
is recommended to use a private Ethereum blockchain as
it behaves the same way as Ethereum mainnet, difference
being that transactions on the test network are free of
charge, and on the mainnet each payment requires a real
Ether (ETH) which is worth actual money.
III.

ACCOUNTING MODULE

From the main screen, the user can select the left
option “Knjigovodstvo” (Accounting) to access the
platform’s accounting module. This module was
intentionally designed to support the simplest legislative
version of the bookkeeping processes, because most of
student organizations need to follow only this type of
bookkeeping. Accounting personnel in this type of student
organizations encounter many obstacles that lead to
creation of such solution. This particular student
organization tried to use some of the available software
solutions, but none of them were enough user friendly nor
did they match its use case. In order to finish all required
bookkeeping, user has to enter only four types of data and
the system will automatically generate all the necessary
reports, so no previous experience of specialized
knowledge of accounting is necessary.
The required inputs are as follows; first it is necessary
to register financial balance at the start of each year, both
in bank account and in the treasury. As soon as user types
those in, the current balance gets updated and the user can
start to record incoming and outgoing accounts. Since
most of the accounts were issued by a few companies, it is
mandatory to record company information to prevent non
consistent inputs and decrease data redundancy. After all
the necessary information to generate valid reports is
available, it is possible to generate these reports. In
accordance with appropriate Croatian financial legislation,
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all the legal entities that do this kind of simple
bookkeeping, have to file five specific reports and have
them ready at any time. The reports must be in an Excel
spreadsheet format. In order to generate any of these
reports, the user only has to select the time period and type
of the report, and the spreadsheet will be automatically
downloaded to the user’s computer. There are only a few
things to keep in mind; account balance mentioned before
will be updated on each account entry, but using advanced
business rules, will also prevent you from making
mistakes while doing your bookkeeping such as recording
duplicate entries, spending more than you own etc. There
are many other business rules implemented, so the system
will let the user know if any misstep has occurred using
user friendly messages and suggestions on how to correct
them. It will also prevent users from deleting or making
illegal changes on data itself.

membership and voting rights. Membership is represented
by holding an organization’s ERC777 vote token. One is
allowed to vote if he is a legitimate organization’s
member [7] [8] [9] [10].
Next step for the user is to click on an active ballot
with a proposal or a candidate and vote in favour or
against, or as sustained. This transaction is now signed
from the user’s wallet, recorded on the blockchain and the
ballot is no longer available for the user to vote nor
change his opinion.

Figure 3. Interaction with voting through the Metamask plugin in the
Blockchain module.
Figure 2. Inserting incoming account in the Accounting module.

In Figure 2 we can see how easy it is to record an
incoming account. The user only has to manually insert
account number, purpose and amount and after that he has
to pick the date, source and the issuing company. All other
inputs use the same logic.
IV.

BLOCKCHAIN MODULE

After navigating to the voting page, a voting panel is
presented to the user. Voting panel consists of ballots.
Any member can submit a new ballot with a proposal at
any time. On the other hand, ballots with candidates can
be created only by the organization’s chairman. Once
submitted, both are stored on a blockchain and cannot be
modified afterwards [5] [6]. Each ballot is active only for
a specific period of time defined by the interval between
two block numbers. The start and end blocks, which
define the time limit, are stored on the blockchain. So,
after the end period has expired, voting becomes
unavailable and the outcome is automatically calculated
by an algorithm defined in a voting smart contract. For a
proposal to succeed, due to the legal statute of the student
association, at least fifty percent of members are required
to give a vote and fifty percent of those voters must vote
in favour.
To start working with the blockchain module, a user
must connect a wallet to the voting web application. This
can be any wallet which is available for use in a web
browser. This is supported to use wallets in a form of
software wallet like Metamask or Brave’s wallet as shown
in Figure 3. Hardware wallets, such as Ledger or Trezor,
are also supported. After the process is done, the voting
module automatically reads the public address of the
connected user and checks whether the user has a valid
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Voting on a blockchain is quite appealing to members.
They can vote from any place in the world yet remain
assured that obligatory requirements for a voting system
are satisfied. The set of requirements for the blockchain
module has three important items:
•

immutability: no one can tamper with the vote
after it was made,

•

authorization: only members can vote, and
nobody can vote more than once,

•

privacy: relation between a voter and his vote is
kept in secret [11] [12] [13] [14].

V. FUNDRAISING MODULE
Last but not the least, the third set of functionalities in
the DESPRO platform is implemented in the fundraising
module. As discussed earlier, most of the student
organizations are non-profits, which makes fundraising
one of the essentials to keep the organization on track.
Fundraising can be split in two categories, material and
financial. Timewise, it is possible to get funded by the
project or by time period. Project funding is the most often
used model, so the system is especially adapted to it. The
process starts by creating a new workshop, defining the
appropriate timetable, topic and similar details and most
importantly, quotation for potential project funders as seen
in Figure 4.
The system will then guide the user through a process
similar to lead generation often used in business
applications [15]. It consists of entering contacts of
potential funders and assigning tasks to keep user on track
with each potential funder. All tasks can be found on a
workshops timeline displayed in the graphical user
interface.
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how to spend those assets. In addition, funds could be
supplied as a collateral to another DeFi project [19] [20]
[21]. It this way, not only an interest would be earned in
that scenario but also additional assets could be borrowed
in case that the organization has provided enough
collateral.
Regarding the fundraising module, the next goal
would be to set up reporting that would show likelihood
for each potential contact of becoming a sponsor.
Calculations would be performed based on tasks tracked
for that specific contact and previous agreements. Also,
we aim to unify the process for every workshop in the
same funding category to make it easier for organizers and
for the companies as well. It would consist of specific
consecutive steps that have to be completed in each stage
of negotiations. We believe these improvements would
lead to more successful student organization funding with
less resources used.
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Abstract - Various blocking operations, such as
input/output (IO) operations, are an essential functionality of
concurrent applications. However, these operations often
cause efficiency-related challenges in multithreaded
applications because of the single-thread access policy. IO
operations' speed and efficiency heavily rely on operating
system (OS) threads and scheduling processes, which is time
consuming because of the insufficient distribution of OS
resources. Because of their overgeneralization, required to
support various usage scenarios, robust OS kernel threads
are commonly heavyweight and oversized, created in a
limited number, and heavily dependent on OS schedulers.
Various asynchronous programming techniques tackled
issues in implementing modern concurrent applications with
blocking operations with the complete reconstruction of
threads and their schedulers. Based on our previous
preliminary research, we further explored a model of
structured concurrency in Java Virtual Machine (JVM),
through the updated implementation of virtual threads and
accompanying schedulers, as a novel form of lightweight
user-mode threads in the JVM, decoupled from OS threads
and managed within the JVM.
In this paper, we present our findings about the efficiency
of those schedulers utilized for virtual threads on blocking
operations, compared with the implementation of OS
threads' schedulers, and review possibilities of reducing
memory footprints and context switching costs.

efficiency during such operations, several programming
concepts have been proposed to ease the process of
improving the program's software architecture quality
attributes – most notably, scalability, reusability, and
maintainability.
Some programming languages implement the support
for concurrent data exchange, the software feature that
supports different tasks running concurrently where several
underlying operations are individually running in parallel
and working on specific suboperations. Examples of those
include internal implementations and APIs that are
platform-specific and depend on the external hardware
resources. The software industry benefits from concurrent
features in common multicore environments. For instance,
recent proposals include libraries and constructs
implemented into existing platforms; Microsoft developed
the
Task
Parallel
Library
(TPL)
and
Collections.Concurrent (CC)1, Intel provides the Threading
Building Blocks (TBB) 2 , the Java community uses
java.util.concurrent (j.u.c) 3 library, and Android
framework provides AsyncTask, IntentService, and
AsyncTaskLoader4.

In recent times, the increase of resources that are being
processed and commonly stored on the computer has urged
software developers to search for a solution to optimize the
contemporary software performance that accomplishes
tasks by performing a significant number of commonly
heavyweight asynchronous processes. To improve

In contrast to synchronous programming, using
concurrency might significantly improve the throughput
and reduce pause times. Given that asynchrony
performance occupies the CPU execution due to the
extensive OS resource usage, such underlying processes
commonly require the support of both hardware and
internal system resources [1]. Additionally, this might also
contribute to software developers' decreased efficiency in
terms of writing non-blocking asynchronous code that
should handle heavy data workload. The overall goal (bestcase scenario) would be to entirely exclude the need for
developers' activity to manage such constructs' creation and
safety, with providing such resource management by the
runtime. In a modern computing environment, software
developers should be able to write scalable applications that
make use of any amount of hardware, with processor cores
running in parallel while preserving software reliability.

1

3

Keywords – Concurrent Programming, Virtual Threads,
Java Virtual Machine, Thread Scheduling, Structured
Concurrency, Java
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The focus of this paper would mostly be concerned with the
implementation of concurrency in the Java platform. To
investigate the performance of the newly introduced
lightweight constructs that operate on the JVM-level, in
comparison to the traditional approach to multithreading in
Java, we have analyzed their executions performed under
different tasks and workloads.
II.

BACKGROUND

The concept of threads in computer science and
software development represents sequential flow controls
and could be described as processor abstractions, and
events refer to the abstractions of hardware operations.
Threads are typically attributed with weight – how much
contextual information must be reserved by a processor to
schedule them to accomplish tasks successfully. For
example, the context of a Unix process uses the hardware
register, kernel stack, user-level stack, and process id, and
the time required for switching between Unix processes is
considered to be relatively long; therefore, such threads are
also called heavyweight threads. In contrast, some other
operating systems' kernels, such as macOS and Mach,
allow multiple threads working on the same process,
decreasing the amount of information context that must be
saved for each one, and such threads are considered
mediumweight threads. Finally, if context and thread
operations could be exposed at the user level, running
applications would need a minimal amount of information,
and context switching could be further reduced with
lightweight threads.
Whenever a new thread is instantiated, its creation is
delegated to the operating system, which contains a
scheduler that is responsible for managing CPU resources
and controls its lifespan. Thread scheduling is responsible
for ensuring that every thread will eventually run
successfully. Each thread resides in the "pool," and there
are many scheduling policies such as Priorities, First Come
First Served (FCFS), Shortest Process Next (SPN), Shortest
Remaining Time (SRT), and Round Robin [2], upon which
this process can be implemented. Round Robin scheduler is
commonly used when modeling interactive systems and
guarantees that processor resources are equally distributed
among threads that must be executed. At such conditions, a
low priority task operates on the shared resource that is held
in higher-order operation, which consequently might
contribute to the delays in the execution of the high priority
tasks.
With the rapid development of multi-processor
machines, the demand for scaling systems in the modern
world of mobile and other connected digital devices is
growing. Achieving optimal efficiency of large-scale
applications nowadays is possible with the use of the
concept of concurrency. Concurrency provides a solution
to make effective use of multiple processor cores. The use
of concurrent programming has increased, but its basic
constructs have still not reached their optimal performance
in some real-life scenarios. In recent Java versions,
runtime-managed concurrency [3] presented the idea of
provisioning implicit capabilities by a runtime with the
purpose of enabling efficient performance, thus taking care
of low-level details. Some of these proposals are addressed
in the following sections.
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In the asynchronous programming model, code is
structured and separated into tasks that execute
concurrently. Software developers could make use of
concurrency as a tool to respond to a large number of
incoming requests, database transactions, I/O operations, or
only to perform some operations that would otherwise
make the applications pause due to the blocking operations.
Although concurrency constructs have evolved in recent
times, many developers are building upon low-level control
flows without sufficient knowledge of their internal
workings, whereas they are able to have control over it if
thoroughly understood. For example, two types of
concurrent constructs, Java concurrent collections and
Android async constructs, have been studied and analyzed
with the aim to fix their misuse and help programmers
understand how to use them correctly. Moreover, it
addresses the design of existing concurrent constructs and
proposes refactoring techniques that introduce new use of
such constructs [4].
III.

CONCURRENCY IN JAVA

The threading system implemented in Java allows multiple
threads to execute concurrently along with the main
application thread. Every time a thread is started, its
allocation is delegated to the OS and a new native thread is
created within an OS and assigned a JVM bytecode
interpreter. Once it is run, the interpreter starts its
execution. The allocated part of the CPU is controlled by
the OS scheduler, responsible for managing processor time
and ensuring that an application thread does not exceed its
allocated time.
Java's threading model is built on three main concepts:
•

Shared, visible-by-default mutable state – objects
shared between threads in processes, can be
mutated by any thread holding a reference to them

•

Thread scheduling – OS thread scheduler that
allocates space on/off a core at any time

•

Locks – could be hard to use, making the state more
vulnerable

Recently, there have been some improvements
introduced in the Java platform through concurrency APIs
and other contemporary technologies. Some of the
prominent models for concurrency in Java and JVM
involve [5]:
•

Synchronization

•

Future and ExecutorService object

•

Software transactional memory (STM)

•

Actor-based model (Akka)

•

Reactive Streams (RxJava, Reactor)

Whenever a resource shared among multiple threads is
modified, it can be controlled, and it could be "protected"
by using synchronize keyword, which is a low-level
construct, and, according to recent reports [6], it should be
avoided. The Future interface is primarily used in
asynchronous computation and it exposes several methods,
including checking whether the asynchronous computation

MIPRO 2021/SP

is complete, waiting for the completion, blocking the call
(with the ability to provide optional timeout duration), and
retrieval of computation's result.
The
CompletableFuture
class
represents
a
synchronization mechanism introduced in the Java 8
concurrency API and updated in Java 9, extending the
Future interface and improving its methods. As with a
Future object, the CompletableFuture class represents a
result of an asynchronous computation, but the result of
CompletableFuture can be created by any thread. However,
the exposed interface has several drawbacks, including the
callbacks that must be implemented to prevent the blocking
of operations.
Other languages for the JVM, for example, Scala and
Clojure, have been built with the intention to support
concurrency from the start. Also, the Scala-based actor
framework Akka can be used within Java code. In
comparison to Java, a similar approach might require
assigning each task to a heavyweight OS thread that would
make a system less scalable and consequently increase the
expense of memory usage. Thus, to provide the ability to
develop non-blocking concurrent applications, Reactive
systems have also been implemented in Java. They define
a standard for asynchronous stream processing with nonblocking backpressure – the ability to skip or queue data
that is coming too fast to be processed. At their core, they
provide high responsiveness of applications and handle
more requests in the same unit of time [7].
Even though there are many existing implementations
for asynchronous processing, such as Java's Future,
CompletableFuture, and parallel streams, not all of them
provide standard support for asynchronous handling of
heavy data workload. The main concern of such
implementation is resource consumption due to the
potential overload that might happen when published
information becomes too excessive to the subscribers – data
receivers.
IV.

RESOURCES

Since the dawn of Java, the approach to concurrency
has been achieved with the thread mechanism, and the
whole platform is based on the concept of thread-like
components.
A. Threads
The thread represents an independent scheduled
execution unit of concurrency. It is mapped to a software
unit that executes a program's operations sequentially at the
operating system level, and could be considered as thin
wrappers around the OS threads.
OS threads must support various languages, and it is not
known in advance how much of the stack will be needed to
run efficiently; therefore, a larger contiguous stack might
be allocated and they tend to have a higher footprint. Also,
task switching happens through the kernel, which might
result in additional overhead. The architecture of such a
system consists of abstraction and implementation with
lightweight processes that act as mediators and allow the
creation of faster threads. Although the multithreading
implementation provided a standardized interface, simpler
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model, and more efficient performance for every process in
a multithreaded operating environment, these "lightweight"
processes still operate as virtual CPUs, structured and
scheduled by the OS.
The JVM "virtualizes" resources, either from a
processor or I/O devices, and schedules threads' use. In
such a process, each computer operation might be
employed by different hardware units at different times
synchronously, in a blocking manner, with commonly
waiting for the occurrence of some event that triggers the
continuation of a started process. This wrapper spawned
over operating system threads has shown to be insufficient
for extensive load in some environments because it requires
a lot of resources, and is considered heavyweight [8]. These
"carrier threads" are bound to the CPU and mapped to
threads with One-To-One unidirectional relationships.
Such threads utilize the ForkJoinPool scheduler to create
more threads when blocking operations are invoked. If an
application has to operate asynchronously at such
conditions, the ForkJoinPool scheduler would have to
create more threads to keep the parallelism high.
Applying a synchronous and asynchronous approach to
perform complex computational tasks is expensive, one in
terms of hardware resources and another one wasteful in
time. The level of concurrency of an application might be
lower than the level of concurrency that the server can
support in general, meaning that more resources are
needed, or the code should be refactored and implemented
in a more performance-wise manner. In many cases, both
approaches cannot provide optimal solutions.
B. Virtual Threads
Virtual threads do not remove the existing
functionalities of threads but differ in other features such as
the footprint and scheduling. The concept of virtual threads
in terms of JVM introduces a different approach to software
development where certain adjustments are required. With
the implementation of these constructs, blocking code
should not be avoided since it is not costly. In comparison
to the thread approach, the concurrent access to some
service could be limited by executing a particular task or
subtask in its own thread, from start to end, and implement
some "notification" in the form of a limiter for the
corresponding service to indicate the task's completion.
According to Java Language Specification [9], the way
of setting up threads' resources is not strictly defined.
Mapping threads to operating system level threads is
flexible; thus, it is possible to extend to the existing
application programming interface such as the Thread API.
An example of such implementation is Project Loom,
which introduces a different execution model where an
object representing the execution context does not have to
be scheduled by the operating system. Since threads
commonly represent a scaling bottleneck for modern JVM
applications, the goal of this restructuring was to reduce the
cost of these constructs and exclude the need for additional
external resources when running complex, large-scale JVM
applications.
The main goal of Java's higher-level constructs and
virtual thread's implementation is to decouple JVM threads
from OS threads. Similar to tasks executed with reactive

1941

programming (streams), the main idea is to release the
running thread during blocking operations as soon as it
finishes, mostly by providing the virtual thread information
context at the user mode level. With this approach, heavyload thread utilization could be distributed to internal
resources and would result in the overall application's
higher throughput. Virtual threads are not run on "carried"
for long by the OS threads; once they complete the assigned
tasks' executions, they are destroyed and released from the
memory and cannot be reused. Regular threads are
managed by the operating system and blocked inside the
JVM, while virtual threads are managed by the JVM and
blocked in the Application layer, as presented in Fig. 1.

multithreaded web server, we expected at least similar
results and higher concurrency level in specific cases. To
measure and compare the strengths and weaknesses for
both standard and virtual threads, we selected a specific
benchmark that tests threads' creation speed, concurrency,
and efficiency level and how they handle blocking
operations and synchronization, with different test
scenarios. For our analysis, we used benchmarks with
common Merge sort, Sequential, and Parallel Run
algorithms and compared results in regards of scalability
and how they perform under heavier load.
VI.

PRELIMINARY RESULTS

After two pre-runs for warm-up, each test was run 10
consecutive times, from which we calculated the average
runtime. We analyzed the results based on each scenario's
scalability and made a comparison between threads and
virtual threads. To explain and clarify the results of virtual
threads, we examined the processes of thread creation in the
scope of several benchmark tests, and while explaining our
results, we offered some possible predictions of their usage.

Within the Project Loom scope, instantiating and
running of virtual threads, offered an alternative approach
to the traditional threads. Operations that must be
performed in an asynchronous manner are frequently
limited by threads supported by native resources. With this
approach, we might be able to use millions of virtual
threads on a single JVM since they are implemented in the
user space by the Java runtime [10]. Furthermore, it could
ease the process of debugging the virtual threads. In this
case, the entire stack trace of a particular concurrent task is
separated into its own, whereas with the OS thread, a thread
that contains asynchronous code also contains its stack
trace, which might impact the process of analysis of
software performance.
V.

TESTING ENVIRONMENT

A. Testing Environment Setup
Our academic testing environment relies on the
OpenJDK Runtime Environment, OpenJDK 64-Bit Server
VM installed on ubuntu-20.04 with 13 GB of RAM, 8-core
processor, and 80 GB of Hard Disk. For the compilation,
we used the early access JDK loom-17ea.2 version of the
Project Loom, which supports the updated last version of
the creation of virtual threads. The Ubuntu operating
system was hosted by Windows 10 64-bit OS with an x64based processor and 16 GB of RAM.
B. Test Cases
Based on our previous research [11], where the
previous version of virtual threads implementation with
"fibers" outperformed standard thread implementation in a
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Figure 1. Model of threads and virtual threads creation

A. Sequential Run
Since the creation of virtual threads relies entirely on
the JVM and does not depend on the availability and the
size of OS kernel threads, our hypothesis was that in
common cases it should be faster than the standard thread
creation. To test this, we created a simpler test that created
a larger number of both regular threads and virtual threads,
and measured how long the creation would last and how
many resources it would occupy, with the focus on the
usage of OS kernel threads and how fast they can be
mapped.

500
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Figure 2. Variation of latencies based on the
number of created threads and virtual threads in a Sequential Run

As presented in Fig. 2. we started with creating 100 000
threads, which were on average 1.67 times slower than
creating the same number of virtual threads. As we
increased the number of threads, the difference became
more significant. The average creation of 1 000 000 threads
was 2.23 times slower than the average creation of the same
number of virtual threads, and for the creation of
1 500 000 threads it was 2.74 times slower. According to
these preliminary results, both threads and virtual threads
measure a linear increase in their creation; however, in the
general case, virtual threads remain more resilient
regarding scalability.
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B. Multi-threaded Merge Sort
Since examined virtual threads are Java-specific, their
schedulers and actions are managed by the JVM, which
enables them to be more efficient in blocking operations
resulting in better synchronization. To test this, we created
a Multi-threaded merge sort and measured how efficiently
both threads and virtual threads are able to sort an array.
The test was performed on multiple array sizes to test the
scalability.

Virtual Threads

Figure 4. Variation of latencies based on the
number of created threads and virtual threads in a Parallel Run
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Figure 3. Variation of latencies based on the number of created
threads and virtual threads used to perform the Multi-threaded merge
sort algorithm

As shown in Fig. 3. we started with the array size of
1 000 and scaled it up to 512 000 elements, measuring how
long it would take 16 threads or virtual threads to sort it.
For the smaller arrays up to 64 000 elements, virtual thread
implementation significantly outperformed threads by
more than 80 times. However, the difference in the
performance became less significant as the array size
increased. The smallest difference was measured with the
largest array size of 512 000 elements. However, virtual
threads still outperformed threads on average by 30.82 %.
Based on these results, we concluded that in most common
cases, virtual threads could achieve faster synchronization
because of their specific Java scheduler.
C. Parallel Run
The main goal of concurrency is to execute multiple
independent tasks simultaneously and join them up again
before the main execution completes. The number of
requests an application can handle simultaneously
determines the concurrency level of that application. The
concurrency level is based on the number of requests and
the time it takes to execute them. To examine both threads
and virtual threads' scalability, we tested their performance
based on the latency in performing a specific task. Then
again, we increased the number of concurrent threads and
measured the increase in latency for the same task.

As presented in our test results in Fig. 4, the execution
time with low request rates, starting with 100 to around
2500 requests, does not measure a significant difference
between the two types of threads. However, as the latency
level increases with the increase of a request rate, the
difference becomes more noticeable. At the rate of 2500
requests, virtual threads outperformed threads by 38.24 %.
As the request rate further increased, the efficiency of the
threads falls, while virtual threads obtain a relatively
constant response rate. At the rate of 10000 requests, virtual
threads outperformed threads by 591%, from which we can
conclude that, because of their scheduling processes, they
should be able to handle significantly heavier loads with the
same amount of CPU. Therefore, in the general case, we
believe that virtual threads could achieve much higher
concurrency levels than regular threads.
VII. DISCUSSION
The primary purpose of concurrent programming is to
increase performance without acquiring more resources. To
achieve this, the applications should perform on a higher
concurrency level based on the load an application can
handle. This approach is common within multithreaded
web servers, using the thread per request model [11]. When
using virtual threads, higher levels of concurrency enable
the applications to have better performance and withstand
a heavier load. However, we believe that this is just one of
the applications for this model of concurrency.
For comparison, to simplify the implementation of the
code that should be executed asynchronously, a coroutine
system has been added to Kotlin, and their concept is
similar to those established in other languages. Some key
characteristics of coroutines include lightweight
concurrency – many of them could be run on a single thread
without blocking others, and thus reduce the possibility of
potential memory leaks by using structured concurrency to
perform operations grouped within scopes, and integrated
cancellation support (with automatic propagation through
coroutine hierarchy).
In [12], the image decoding and encoding processes
were analyzed, which require a lot of CPU resources and
are commonly time-consuming. A model for decoding
jpeg2000 images on lightweight devices was proposed and
uses coroutines, lightweight processes that need fewer
resources than AsyncTask set of Threads operating on the
Android mobile OS. The product of this decoding
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implementation results in a faster, economically efficient
compressed image. Compared to the traditional threadbased model, this implementation gained better
performance results with regard to time, CPU, and memory
usage.
Difficulties in determining the order of access to shared
resources and thread synchronization make the process of
debugging concurrent applications hard. Since concurrent
programs commonly distribute computation with forking
and joining multiple threads, developers are forced to
investigate the relations between the threads they consume.
The need for optimizations of such procedures resulted in
the proposal of a unified thread debugger model that
enables debugging child threads inside the context of the
parent thread. With such implementation, we could retain
the history of multiple inherited threads by making a copy
of the parent's stack. When an exception arises in the child
thread, a single virtual thread holds a call stack that merges
the child thread with its parent threads. Also, threads with
multiple child threads only contain the information about
the initial thread where the error occurred. The proposed
model was tested on four different use cases, and each has
shown to be able to provide the possibility for the
reconstruction of the relation between parent and child
thread to provide the unified view of all of the activated
threads in the debugger. A further analysis reported the
significant performance overhead when utilizing hundreds
of threads. The proposed solution to reach the optimized
performance includes leveraging underlying VM support in
terms of resources for copying operations, as described in
[13].

witnessed several proposals of significant improvements to
the existing JVM platform, and we are looking forward to
its future development as well as the implementation of the
debugging support.
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Abstract – Because of the global COVID-19 pandemic, online
learning has become the dominant teaching method.
Moreover, a wide range of e-learning pedagogies are rapidly
gaining importance, and in some cases emerging as the
preferred approach in education over the traditional
methods and techniques of classroom teaching. However
much has to be done to efficiently assess student engagement
and the learning curve. In this regard, we have proposed
construction of an intelligent agent for personalized and
adaptive assessment of learning performance based on
methods for automated estimation of attention and emotion.
We report on the first progress towards the development of
the intelligent agent. Three classifiers were used in parallel to
detect information about the progress of student engagement.
Object detection in video is accomplished with YOLOv3,
emotion detection from facial expressions using PAZ
software library, and detection of head, arms, and upperbody orientation and position with OpenPose system.
NimStim facial expression database, WIDER Attribute
Dataset, and UPNA Head Pose Database were used for
experimental validation of the individual classifiers. Our
system attained the highest precision and recall of 79.13%
and 94.15%, respectively, and the highest success rate of
59.56% in recognition of 6 discrete emotions from facial
expressions.
Keywords – digital learning; adaptive learning; emotion
recognition; pose estimation; object detection

I. INTRODUCTION
During the COVID-19 pandemic online learning has
emerged as the predominant education model. Formal
higher education institutions such as universities and
colleges, but also professional education schools and
others, have largely shifted their academic activities online
and away from customary methods of teaching in a
classroom. Most likely distance learning will remain a
significant education paradigm after the COVID-19 crisis.
This situation opens a possibility to envision new systems
for automated intelligent assessment of students’ vigilance,
motivation, and attention during online classes, thus
enabling customization of individual learning curves for
each student.
Previously we have described a concept of one such
system of an adaptive intelligent agent for e-learning,
justified its development, and envisioned which tools could
be employed to develop it in practice [1]. Such agent could
reveal hidden information about the students’ learning
curves and help educators to better focus on outliers, either
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helping in certain indicated areas those who are less
successful or brining additional and targeted course
materials to talented students. Also, teaching
personalization is another important goal for the proposed
agent.
In this paper we are reporting our first findings on
capabilities of three enabling technologies: human pose
estimation, emotion recognition from facial expressions
and person detection in images.
Our motivation is to establish if contemporary video
conferencing tools and image recognition APIs are capable
of resolving required features in sufficient detail regarding
spatial, field-of-view, color-depth and temporal constraints.
This first report on the three enabling technologies, and
individual experimentation with each classifier, should be
followed by a larger and more complex experiment of the
integrated system in laboratory settings.
The remainder of this paper is organized as follows;
Section 2 describes significance and application of body
posture estimation, the OpenPose subsystem, the dataset
that was developed for testing the subsystem and its
experimental validation. Sections 3 illustrates facial
expression analysis and emotion recognition with the PAZ
software library and NimStim database. Section 4 provides
information about the person detection experiment in
pictures with YOLOv3 software kit. Finally, Section 6
concludes the paper and provides insight into the planned
future development of the adaptive intelligent agent for elearning.
II. POSE ESTIMATION
In order to efficiently assess student engagement and
the learning curve, the intelligent agent should collect data
from students’ web cameras during an online class.
Monitoring visual signals such as facial expressions, gaze,
head and body posture, gestures and hand movements may
provide an insight into students’ involvement and attention
during lessons, enabling to further assess their learning
performances based on their behavioral patterns [2] [3].
Body language plays an important role in nonverbal
communication, including between students themselves
and between students and teachers. For example, leaning
forward and taking notes signals a higher interest and
engagement, whereas leaning back, yawning, supporting
head and looking away are associated with low level of
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attention [2]. Sustained attention has been recognized as an
important factor of the learning success [4]. Hence,
monitoring students’ body language, position and posture
using a pose estimation classifier may be of great value in
the assessment of students’ attention during online classes.
Several papers describing similar systems exist in
literature. A convolutional neural network architecture has
been created for unobtrusive students’ engagement analysis
using non-verbal cues such as face expressions, hand
gestures and body postures, trained and tested in the wild
of more than 350 students present in a classroom
environment [5][6]. Student’s facial expressions and body
postures were captured using iPad’s web camera and
classified students’ engagement into four different
engagement levels [7]. A system using artificial neural
networks has been built in order to classify behavior among
kindergarten students in e-learning environment using a
spatio-temporal model from sequences of digital images
[8]. Kinect One sensor was used for classifying the
students’ attention using facial expression, eye gaze, and
body posture [2]. Information from multiple input
modalities such as webcam and mouse were also used for
effective human attention detection [3]. Students' attention
has been successfully modelled using eye tracking sensors
and machine learning [9].
We created new pose estimation dataset consisting of
16 pictures capturing different and characteristic human
body positionings that may often be seen in online learning
environments. The pictures present a variety of human
torso poses within a web camera field of view that contains
many realistic challenges, including various degrees of
head rotation, body rotation, partly visible body parts,
interfering body parts, poor lighting, varying distance from
the camera etc. The dataset will be used in our subsequent
research to test the robustness of the pose estimation
method in critical scenarios that are highly likely to occur
in online education.

Keypoint Name

ID

Right Ankle

10

Left Hip

11

Left Knee

12

Left Ankle

13

Right Eye

14

Left Eye

15

Right Ear

16

Left Ear

17

The evaluation procedure consists of processing each
image from the previously described dataset using the
OpenPose model. The detected keypoints are used for
further validation. In order to evaluate the performances of
the pose estimation method, we observed a set of kepoints
detected in each picture. Moreover, we analyzed the
number of true positive (TP), true negative (TN), false
positive (FP) and false negative (FN) keypoints detected in
each processed image.
Using the collected data, we measured three metrics as
indicators of pose estimation success rate: accuracy (ACC),
True Positive Rate (TPR) and the F1 score [11]:
𝑇𝑃 + 𝑇𝑁
𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
𝑇𝑃
𝑇𝑃𝑅 =
𝑇𝑃 + 𝐹𝑁
2 ∙ 𝑇𝑃
𝐹1 =
2 ∙ 𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁

𝐴𝐶𝐶 =

(1)
(2)
(3)

A. Pose estimation experiment
Our pose estimation method uses the OpenPose 18
keypoint detection model [10]. Each keypoint was given a
corresponding unique ID number, as shown in Table 1. The
system input is an image and the output are the 2D locations
of anatomical keypoints of each person recognized in the
picture, appropriately connected into bodyparts [10]. The
results of pose estimation classifier are shown in Fig. 1.
TABLE I. BODY POSTURES KEYPOINTS ENUMERATION.
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Keypoint Name

ID

Nose

0

Neck

1

Right Shoulder

2

Right Elbow

3

Right Wrist

4

Left Shoulder

5

Left Elbow

6

Left Wrist

7

Right Hip

8

Right Knee

9

Figure 1. Estimated body positions in the developed dataset. Picture 1 is
in top left, picture 4 top-right, picture 13 bottom-left, and picture 16
bottom-right.

B. Pose estimation results
We analyzed the performance of the pose estimation
classifier and a variety of factors influencing the results.
The results are shown in Fig. 2.
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who acted specific discrete emotions and had a ground truth
confidence interval ≥50%. Mean age of the individuals was
19.4 years, sd = 1.2. The ground-truth confidence level in
the expressed discrete emotions was determined manually
by domain experts [ref].
Emotions analyzed in this experiment were labelled
Angy, Neutral, Disgust, Fear, Happy, Sad, and Surprise.
Category Calm in the PAZ was identified with the emotion
Neutral in the NimStim database.

Figure 2. Box plots with accuracy, TPR, and F1 score metrics for
estimation of body positions with OpenPose on the developed dataset.

Analysis of the emotion subsystem was split into two
categories. In Fig. 3 we calculated the Sum of Squares Error
(SSE) as in Eq. 4, average confidence of the emotion
subsystem, and its standard deviation.
𝑛

The experiment demonstrated a mean accuracy of
96.88%, with a maximum of 100% and a minimum of
83.33%. Accuracy is found to be challenged the most in
scenarios where the person is standing laterally opposite the
camera, as the core and the limbs are positioned in an
unusual way compared to the standard front view.
Furthermore, pictures with partially visible parts of the
body within a web camera field of view, such as half face,
no forehead or partly visible arm (pictures 9, 12 and 14 in
the dataset), have shown up to 11.12% lower accuracy
levels than the ones with fully visible body parts.

Here 𝑥𝑖 represents the ground-truth confidence in
expression of a discrete emotion for a picture i in the
NimStim database and 𝑐𝑖 confidence value obtained from
the classifier for the same picture i.

The calculated TPR has a mean of 94.65%. There is a
significant variability between a maximum (100%) and a
minimum (60%). The most errors have occurred in images
with partly visible body parts, as well. The greedy parsing
algorithm used in the OpenPose model demonstrates
efficient parses of body poses and produces high-quality
matches. However, most false negatives are a result of
missing adjacent keypoints, since the greedy algorithm
estimates the position of limbs by connecting adjacent
joints [9]. Thus, in pictures 12 and 14 (Fig. 1) some limbs
failed to be recognized.

The results have shown that SSE = 8.63, average
confidence = 0.63, sd = 0.19. This data represents the
overall accuracy of the system. We can clearly see that the
classifier works best for the emotion Happy (SSE = 0.64 ;
average confidence = 0.84; sd = 0.15) if we take the number
of correctly guessed examples of the specific emotion into
account, while the worst performance was for emotion
Disgust. (SSE = 1.4, average confidence = 0.47, sd = 0.05).

𝑆𝑆𝐸 = ∑(𝑥𝑖 − 𝑐𝑖 )2 ; 𝑥𝑖 ∈ [0,1], 𝑐𝑖 ∈ [0,1]

(4)

𝑖=1

Figure 3 shows every test example that the system
guessed correctly in relation to the ground truth confidence
interval was taken into account. Test examples that did not
meet this criterion were ignored.

The value of F1 score mean is 96.16%, with the highest
value of 100% and the lowest value of 75%. The lowest
performance has been shown in case of partially visible
face features (picture 9 in the dataset). Most false positives
come from imprecise estimation of keypoints positioning.
Importantly, the results show that the model is highly
robust to direction or levels of lighting in the picture,
retaining high quality performances even in scenarios with
poor lighting conditions (e.g. picture 4 in Fig. 1), since it is
quite difficult to always attain perfect lighting conditions
for each of the students during online classes.
Also, the results indicate a potential room for
improvement of performances in scenarios with partially
visible body parts, particularly face features, since those
situations not only happen to be the biggest challenge of the
model but are also most often seen in real-time online
communication in learning environments.
III. EMOTION RECOGNITION
The evaluation of emotion recognition subsystem,
based on the PAZ software library [ref], was carried out on
a dataset extracted from the NimStim facial expressions
database [ref]. In this test, a total of N = 122 pictures (out
of the total of 519) were used representing 11 test subjects
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Figure 3. Estimation accuracy of individual discrete emotions for N =
122 pictures from the NimStim database with the PAZ software library.

Confusion matrix that shows the overall classification
performance of the subsystem is shown in Fig. 4. Certain
images of some test subjects who tried to mimic certain
emotions and who got from experts a ground truth
confidence interval of less than 50% were disregarded. A
prerequisite was also that the system guessed the emotion
correctly. Out of the total of 156 processed pictures 122 had
confidence interval greater than 50%, and we selected those
pictures for experimentation.
As can be seen in Fig. 4 the classification shows the best
accuracy for discrete emotion Happy (90%) while the worst
accuracy (40%) is for Disgust. The overall accuracy of
emotion recognition in this experiment is 66%.
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OUTPUT

ANGRY
NEUTRAL
DISGUST
FEAR
HAPPY
SAD
SURPRISE
∑
TOTAL

ANGRY
10
1
2
7

GROUND TRUTH
NEUTRAL DISGUST
FEAR
HAPPY
4
13
2
1
2
6
4
1
8
2
1
26

SAD
1
3
5
8

20

17

15

4
14
122

1
29

17

CORRECT
SURPRISE GUESSES
10
13
6
1
8
26
8
9
9
10
80
66%

Figure 4. Confusion matrix for classification of N = 122 pictures.

IV. PERSON DETECTION
In order to test object detection accuracy in a setting
similar to the one it is going to be used in, we had to choose
a fitting dataset. Such dataset should consist of two types of
images: one image type showing multiple people relatively
close together and the other containing a single person
which should represent a web camera feed during an online
lecture. Former image type is supposed to test accuracy of
person detection inside a lecture hall where the number of
detectable people is rather large.

TABLE II.

PERSON DETECTION RESULTS IN RELATION TO
FIVE SELECTED JACCARD INDEX VALUES.

Threshold

Metrics /
JIT

0.5

0.6

0.7

0.8

0.9

Avg PPV

0.83

0.78

0.69

0.53

0.23

Avg TPR

0.89

0.84

0.76

0.57

0.25

Avg F1

0.83

0.78

0.7

0.54

0.23

SSE

9.26

13.14

17.42

24.68

19.12

As expected, all metrics quantifying person detection’s
quality decrease as JIT increases which is clearly visible
from the following chart in Fig. 5.

Our dataset of choice was WIDER Attribute Dataset
primarily because it contains a good mix of the two types
while also coming with ground truth human bounding
boxes. WIDER Dataset consists of 14,000 images divided
into 30 different scene categories out of which we are going
to use only five: Handshaking, Dancing, Meeting, Couple,
and Surgeons [14].
A. Person detection experiment
Our object detection framework is based on You Only
Look Once (YOLO) object detection algorithm [15]. More
specifically, we used YOLOv3-608 pre-trained model with
a non-maximum suppression (NMS) algorithm using
various NMS thresholds.
During this experiment we are going to process 160
suitable photos from WIDER dataset and compare our
results (i.e., resulting bounding boxes) with ground truth
bounding boxes. We compare them using the Jaccard index
with multiple thresholds to determine the values of TP, TN,
and FP which are used to calculate previously mentioned
TPR, F1 score, and SSE along with precision (PPV) [11]:
𝑃𝑃𝑉 =

𝑇𝑃
𝑇𝑃 + 𝐹𝑃

(5)

These metrics are calculated once per Jaccard index
threshold (abbreviated as JIT) for every image. Dataset
averages for various JITs are also calculated.
B. Person detection results
As mentioned, results are divided in four distinct groups
with differing Jaccard index thresholds ranging from 0.5 up
to 0.9. Correlation between threshold and person detection
metrics might provide us with interesting insight.
Intersect over union ratio lower than 0.5 means there is
a relatively low overlap between the bounding boxes, 0.5 –
0.8 represents the medium and everything above could be
considered a high degree of overlap.
The next table shows correlation between JIT increase
and the following four metrics: average precision (Avg
PPV), average recall (Avg TPR), average F1 score (Avg
F1), and total SSE.

1948

Figure 5. Correlation between JIT and dataset average metrics in person
detection experiment.

The steep decrease between JIT = 0.8 and JIT = 0.9
noticeable in Fig. 5, along with observations made during
manual analysis of processed images, indicates that person
detection is not acting very pedantic, in a sense that it tends
to enclose people in a box that is too large. This could be
an indication of greater inaccuracy in more crowded images
due to occlusion.
If we examine at results with respect to the fact our
person detection evaluation dataset consists of two types of
images, we can see that images emulating web camera feed
during lectures get processed rather correctly, unlike
lecture hall type images where person detection gets worse
proportionally as number of people in the field of view
increases.
V. CONCLUSION AND FUTURE WORK
We have proposed a multifaceted intelligent agent for
monitoring student behavior during online video lectures
using pose estimation, facial expression emotion
recognition and person detection in images. For this report
we have selected three free and readily available classifiers:
OpenPose, PEZ and YOLOv3, which we plan to upgrade
and adapt to our needs [1]. Further, we have prepared three
separate datasets for validation and testing of the classifiers.
A limited dataset for pose estimation consisting of 16
distinctive video conference pose pictures has been
prepared for this purpose. Custom software applications
have been developed for experimentation with the
classifiers. Each classifier was separately tested in a
dedicated experiment and metrics such as accuracy,
precision, TPR and F1-score have been measured.
Individual performances of all three classifiers have been
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described in separate sections and they give confidence that
the proposed intelligent agent could be practically
developed, and have its general performance tested at least
as a prototype in laboratory settings.
Continuing with the implementation of the e-learning
intelligent agent, it will be necessary to precisely define a
rigorous experimentation protocol. Especially important
will be to determine a set of rules that control cognition and
behavior of homogenous groups and individuals in
classrooms, in particular emotional responses to
standardized images and video-clips [16]. We expect that
establishing the ground-truth will greatly assist in
personalization and a more effective learning. These
multimedia documents are available in affective
multimedia databases and can be used to establish
individual baseline emotional responses [17].
Looking ahead, it would be interesting to see how other
physical and physiological modalities that are accessible
during video e-learning sessions contribute to the
estimation accuracy of student attention and emotional
responses. In this regard, it should be valuable to test
additional information channels such as gaze direction,
pupil dilation, eye blink rate, hand gestures, voice
recognition, keyboard usage, and mouse dynamics. Even
EEG brain signals – since they already have been wellresearched regarding understanding of the complex human
emotion mechanisms – with inexpensive consumer
hardware [18]. Also, speech is known to be a potent source
of information for estimation recognition and might
provide useful metrics during video conferencing [19].
Finally, in long term we plan to create an ontology for
formal description of knowledge about sequences of
education materials and their causal relationship with
emotion, attention, and student success, much the same as
has already been accomplished with ontologies for
description of multimedia sequences used for emotion
elicitation [20] [21] [22]. We believe that the development
of the adaptive intelligent agent for e-learning will
significantly assist professors in personalization,
participation, and productivity of education and thereby
increase the common quality of teaching.
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Abstract - In modern software development, the
JavaScript ecosystem of various frameworks and libraries
used to develop contemporary web applications presents
many advantages. JavaScript is a widely known interpreted
programming language, simple to learn and start
development, and with numerous third-party libraries and
extensions. However, with the rise of highly user-interactive
websites and browser-based games, in some cases,
JavaScript's executable engine could lack in performance.
Therefore, developers could combine several other
programming languages to create a polyglot user-interactive
interoperable system to develop efficient modern web
applications. The interoperability modules offer significant
advantages but also present challenges in the execution due
to high complexity and longer compilation times.
This paper explores WebAssembly, a binary format
compilation target with a low-level assembly-like language
used for targeting from other programming languages. The
binary format allows near-native performance level due to its
compactness, as it prioritizes usage of low-level languages.
Moreover, as a continuation of our previous research of the
GraalVM ecosystem, we analyzed a guest language
implementation of a WebAssembly based system,
TruffleWasm, hosted on GraalVM and Truffle Java
framework. This paper presents the architecture and review
of the TruffleWasm within the GraalVM-based ecosystem as
well as from performance test results within our academic
environment.
Keywords – WebAssembly; GraalVM; JavaScript; Truffle;
Binary Format;

I.
INTRODUCTION
Web browsers are currently the most omnipresent
platform for user-interactive applications since they are
used on a wide range of operating systems (OS) and
devices, including desktops, laptops, tablets, and
smartphones. Together with HTML and CSS, JavaScript
has been the core built-in language implementation, which
is supported by all major web browsers, including Google
Chrome, Safari, Firefox, Microsoft Edge, and Brave.
JavaScript is the primary language natively supported on
the web; thus, it has been the de facto standard
programming language in web-based ecosystems with
unparalleled usage compared to other technologies. Yet, as
users expect highly interactive progressive web
1
2

asm.js, http://asmjs.org/spec/latest/
LLVM, https://llvm.org/
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applications (PWA), advanced web-based games or
systems, JavaScript by itself often lacks sufficient
resources. To solve these challenges, developers are often
forced to use multiple programming languages, thus
creating a polyglot environment in order to make such a
system. While interoperability offers many additional
application capabilities, the result is an unnecessarily
complex system, which, in the end, is not as usable as
traditional, JavaScript-based applications.
However, JavaScript provides many functionally
redundant libraries and optimizations; most of the
optimizations affect less than 25% of code, more than 47 %
of optimizations do not affect the cyclomatic complexity of
the code, hardly 40% of optimizations provide stable
performance enhancements, and even some 15% report a
degrade of performance [1]. Alongside this, systems
written in JavaScript often run slower than their native
corresponding systems, since JavaScript is quite
challenging to compile efficiently [2].
Nevertheless, JavaScript has been used as a compilation
target for other programming languages because of its
ubiquity. One example is a statically typed sublanguage
called asm.js1, a stylized subset of JavaScript used as a lowlevel target language for compilers. Afterward, this code
can be optimized by LLVM 2 and pushed through a
compiler toolchain Emscripten3, the first C++ to JavaScript
compiler. Again, the resulting system has inconsistent
efficiency, a property frequently labeled on a scripting
language-based system as denoting problems with dynamic
type checks, garbage collections, and unpredictable
intercommunication with the JIT compiler.
Additionally, there have been efforts to make add-on
browser extensions, standards, and packages that tried to
emulate low-level code's operability and performance;
popular examples would be Microsoft's ActiveX, Native
Client (NaCl), and Adobe Shockwave Player. These
products work in their own respective fields as a Minimum
Viable Product (MVP), yet, due to lack of integrating
capabilities, portability, and security problems, they mostly
became deprecated.

3

Emscripten, https://emscripten.org/index.html
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II.

Due to our previous research [4][5], we additionally
investigated an overlapping point of interest conjointly with
WebAssembly, which is TruffleWasm, a WebAssembly
guest language implementation that uses underlying
technologies such as GraalVM5 and Truffle Framework6.
Truffle is a language implementation Java framework for
creating self-optimizing abstract syntax tree (AST) based
interpreters, which represents a program that can be run on
a standard Java Virtual Machine (JVM). In essence,
GraalVM is a high-performance polyglot JVM, but its
modular design allows natural polyglotism within the
system, meaning Truffle supported languages can reuse
WebAssembly components and libraries. It is important to
stress that TruffleWasm isn't an attempt to create a new
runtime, as, for example, Wasmtime, but rather as a
WebAssembly interpreter implementation [6].
Standalone WebAssembly modules need a system
interface in order to access external resources during
runtime, for example, files, clocks, random numbers, and
Berkeley sockets. One approach is the WebAssembly
Systems Interface (WASI), an Application Programming
Interface (API) allowing WebAssembly to interact with
external systems [7]. WebAssembly cannot use LLVM
bitcode as LLVM compiler infrastructure for Instruction
Set Architecture (ISA) and binary encoding as it differs
from WebAssembly required standards. This results in an
opportunity to plug in some other deployment-specific
compiler to maximize performance.
Furthermore, in order to support the performance of
polyglot applications, such an environment needs a
modularly designed back-end; namely, an optimizing JIT
compiler Graal endorsing aggressive speculative
optimizations and AST specific transformation for Truffle
guest languages. Although, as mentioned in the
introduction, polyglotism can infer to a slow and complex
system, GraalVM gives a highly optimized runtime that
supports the direct execution of standalone WebAssembly
environments. Currently, according to CanIUse 7 ,
WebAssembly is supported by over 92% of browser
globally, with production deployments in the current
version of all major browsers:
•
•
•

•
•

MOTIVATION

A group of researchers from major browser vendors
tried to overcome challenges described in the introduction
by creating WebAssembly 4 , a portable low-level binary
format that aims to run applications in a browser with
performance similar to native applications. At the core,
WebAssembly acts like a stack-based virtual machine.
More specifically, it's a virtual instruction set architecture
(virtual ISA), meaning its computational model can be used
as a compilation target for other programming languages.
The result is an executable, versionless, feature-proof,
backward-compatible, and easy to integrate into the
existing open web platform [3].

Supported mobile browsers also include iOS Safari,
Android browser, Chrome, and Firefox for Android.
Lastly, we want to mention a similar project called
GraalWasm8, an open-source project able to interpret and
compile WebAssembly and implement it on the GraalVM.
However, Graal doesn't support WASI and has not been
tested thoroughly enough with only micro-benchmark
presented; it would be no exaggeration to say that it is still
unfeasible and in the early development phase.
III.

In addition, the introduction of AJAX technology
allowed to asynchronously affect the web site without
reloading, pushed JavaScript usage to new heights; and,
today, it is still the primary native language supported in the
web ecosystem [8]. Unfortunately, due to JavaScript
design, it is becoming unfeasible to run programs with large
numerical computations that are highly CPU demanding.
Nowadays, JavaScript returns a performance up to two
times slower compared to native C/C++ applications, as it
is becoming increasingly difficult to find areas of
optimization [9].
WebAssembly's predecessors opened the door for the
realization of low-level code on the web, such as
Emscripten, an LLVM-to-JavaScript compiler, and asm.js,
and testing results showed that it is possible to achieve nearnative speed in the browser [10].
Additionally, as computing power saw a significant
increase in mobile and Internet of Things (IoT) devices, it
is important and necessary to use that power in order to
increase user privacy [12]. The low-level disposition of
WebAssembly provides many advantages for these kinds
of optimizations and features:
•
•
•
•

4

7

5

8
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WEBASSEMBLY ECOSYSTEM ANALYSIS

A. Background and Related Work
It is well known that the World Wide Web started as a
relatively simple exchange network, and soon enough, the
lack of capacity for the dynamic behavior of web sites
erupted a need for a new language. The initial idea was to
use Java, a rich development ecosystem, but it was quite
memory-heavy and mainly used by professional
programmers. Thus, a lightweight interpreted language
JavaScript was created, which lead the way for easier
further development. Due to historical circumstances and
the plainness of the code, the developer community
continued with the expansion of the project, making it
scalable, fast, and standardized.

Edge versions 16-87 and 88
Firefox versions 52, 53-84, 85, and 86-87
Chrome versions 57-87, 88, and 89-91

WebAssembly, https://webassembly.org/
GraalVM, https://www.graalvm.org/
6
Truffle, https://github.com/oracle/graal/tree/master/truffle

Safari versions 11-13.7, 14.4, and TP
Opera versions 44-72 and 73

Effective encryption algorithms for numericallyintense security features
Machine learning models and Big data
computations
Streamable and parallelizable
Runtime environment (RE) embeddable

CanIUse, https://caniuse.com/?search=WebAssembly
GraalWasm, https://github.com/oracle/graal/tree/master/wasm
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•

Standalone runtime capable

B. Binary Format and Intermediary Compiler Target
When comparing JavaScript and WebAssembly
compilation processes, JavaScript transforms source code
to AST before turning it to binary format, whereas
WebAssembly skips that step and decodes source code
directly to binary. Moreover, WebAssembly is a statically
typed language removing the need for optimizations like
type speculation during compilation time. However,
WebAssembly lacks a memory management system like
C/C++ language, which increases ambiguity; nevertheless,
if used correctly, it increases the security and performance
of the given system.

also a language with syntax and structure, and presents
many more possibilities.
As presented in Fig. 1, developers do not write code in
WebAssembly since it is an instruction set. To put it more
precisely, it is an intermediate representation (IR) for the
WebAssembly Virtual Machine (WAVM). You can
compare it to bytecode in Java or common intermediate
language (CIL) in .NET. The development process starts
from known programming languages, and currently, there
are several languages stable for production usage, including
.NET, AssemblyScript, C, C#, C++, and Go.

If we follow the official definition, WebAssembly is a
low-level instruction format transmitted via the network as
a binary encoding. Despite the name, WebAssembly is
neither strictly web-based nor an assembly language, as it
is not meant to run on a specific machine or environment
but rather runs on any host system as a virtual ISA [12].
An important concept is a WebAssembly module, a unit
of deployment, loading, and compilation, which holds
definitions for functions, types, tables, global values, and
other auxiliary data [3]. This binary encoding represents a
single module separated into segments with different
entities and additional sections. Notably, the code for
functions calls is set in these separated segments, and it
allows streaming compilation; the browser is already
starting compiling function bodies before all of the packets
have been received. The compilation process can be further
speed up by parallel compilation, which pushes the
compilation speed up to a substantial result of 10-15 times
faster [3][12].
Design of WebAssembly attentions to portability, also
making it an intermediary compiler target as it is:
•
•
•

Hardware-independent,
Language-independent, and
Platform-independent

Prior attempts were not targeting multiple environments
on multiple levels but rather a single architecture, thus
inducing a low portability system.
Listed key features facilitate further development,
extensibility, and flexibility of the WebAssembly
ecosystem. Similarly, the web's ecosystem goals overlap
with it, as it extends over many different OS since
WebAssembly aims to support various languages,
programming modules, and object modules. Moreover, it
can be compiled on any modern hardware machine
architectures, desktop, IoT, or mobile device.
Interoperability with WebAssembly environment is
universal as it can be integrated into browsers, run as a
standalone, or embedded in other host environments.
C. Internal System Design
Internal System design is rather complex, as it embodies
all of the key structures and goals mentioned; thus, we will
only cover the basic features and emphasize vital aspects.
Even though WebAssembly is a binary code format, it is
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Figure 1. WebAssembly Execution Process

Furthermore, in order to transform the source code into
a WASM file, we need to use some kind of a WebAssembly
specific compiler. It is important to notice that there is no
such thing as a "silver bullet" in this aspect, but due to a
modular system design, there are several options
developers can utilize. Seasoned LLVM, which can be
generated from C/C++ and pushed through Emscripten,
and rustc, the Rust compiler, can generate WebAssembly
directly. In addition, there are tools such as Cheerp, Blazor,
and WasmFiddle, which all allow the compilation of
virtually any C/C++ code to WASM, asm.js, JavaScript, or
a combination of given.
Finally, the code is forwarded to a particular
WebAssembly Virtual Machine, which turns IR into a
platform-specific Machine Code and executes it. The VM's
portability stretches the functionality further than only as a
web-based, but rather in conjuncture with a web-based
ecosystem. This flexibility allows the same code to be run
on macOS, Windows, Linux, or Android platforms, using
different processing architectures of x86, x64, or ARM.
D. WebAssembly Semantics
WebAssembly has underlying core features that often
seem in similar stack machines such as Modules,
Instructions, Traps, Functions, and Machine Types. The
main optimizations begin with Linear Memory which is a
large byte array. There are several functionalities you can
that can be performed here:
•

Creation and Growing instructions allowing
sharing of import/export data between modules,

•

Access instructions provide access to memory via
packed integer loads, 8-,16-,32- or 64-bit store or
sign extensions,

•

Endianness defines WebAssembly memory as
little-endian byte order, meaning the least
significant bytes in the list is stored first, and new
digits are added on the right to the highest address
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This makes memory access deterministic and thus
portable across all platforms and engines. Subsequently, the
Linear Memory is detached from attackable surfaces: code
space, data structures located in engine modules, the
execution stack; thus, disallowing corrupt program
execution and undefined behavior [3].
WebAssembly code is validated, compiled, or
transformed to intermediate form in a single pass due to its
structured control flow, analogous to a programming
language. This removes the possibility of irreducible loops
or having branches in unfitting memory places such as the
middle of a multi-byte instruction [3]. By design, features
such as Control Constructs and Blocks, Branches and
Labels, and Expressiveness provide a structured text format
easier to read by developers.
Furthermore, the execution of code on the web pulled
from unverified sources needs to be validated in order to be
executed safely. The Validation section is in charge of
security enforces key concepts [13]:
•

Typing Rules for function types, polymorphic
instructions, and modules,

•

Soundness enforces all execution states and rules to
ensure the validity of programs.

E. Interoperability and System Implementation
The WebAssembly abstraction over hardware and the
separation of concerns allows developers to map their
required data types to the memory, meaning that any
language or object model can be implemented without fear
of incompatibility.
Implementation of WebAssembly to JavaScript engines
in major browsers achieves very high-performance results
without forfeiting portability as V8, Spider-Monkey and
JavaScriptCore reuse their JIT compiler for Ahead-of-Time
compilation (AoT). This removes system response
randomness during warmup time and ensures faster startup
time and lower memory spending.
IV.

TRUFFLEWASM INTERPRETER OVERVIEW

A. Polyglot Support to WebAssembly Ecosystem
Contemporary JVM presents a highly optimized
runtime that has been tested thoroughly and deployed to
various platforms. The GraalVM presents a JVM
distribution written in Java, meaning easier development
and maintenance than the standard JVM. GraalVM
architecture offers many possibilities as it is modular and
stacked; it consists of the JVM compiler interface (JVMCI),
which allows the implementation of a custom optimizing
dynamic compiler; in our case, the Graal JIT compiler.
Further, the Truffle framework enables implementing
multiple programming languages for the Graal compiler via
self-optimizing interpreters. It uses an AST to incorporate
a particular version of an interpreter in order to compile the
source of a guest programming language.

9

Binaryen, https://github.com/WebAssembly/binaryen
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B. TruffleWasm
The TruffleWasm ecosystem starts with front-end
compilers such as Emscripten, Rust Compiler, or others,
before being transformed to WASM. This a similar
sequence as compared to the standard WebAssembly
compilation process. However, in order to connect the
WASM binaries, TruffleWasm is using Binaryen 9 , a
compiler infrastructure and toolchain library used for
parsing and validation. The WebAssembly IR is
transformed into tree-based Binaryen IR, which can be
further adapted into Truffle AST for interpretation by the
GraalVM [14].
To maximize performance, TruffleWassm needs to
implement WASI functions, as WebAssembly requires a
standalone runtime. These functions are called using C++
wrapper functions via POSIX API, and check all necessary
configurations and requirements [15].
C. Interoperability with GraalVM languages
TruffleWasm reuses GraalVM components via the
Truffle framework to generate highly optimized code. To
access libraries and other framework accessories provided
by WebAssembly, GraalVM languages have to go through
C/C++ and Rust modules. Moreover, these languages can
communicate directly with the WASI API, which reduces
the need for TruffleWasm to maintain other languagespecific details related to objects and functions in the
current context.
V.

BENCHMARK AND RESULTS

A. Benchmark Test Cases
Selecting the correct set of benchmark tests is crucial to
showcase the benefit of WebAssembly in real-world
applications. Thus, for this research, we selected a variable
set of computationally-intensive workloads that
demonstrate the best how WebAssembly alleviates
bottlenecks that often occur in pure JavaScript code
implementations. The following benchmarks have been
included in our analysis:
•

Fibonacci – a standard algorithm implementation
that calculates the Fibonacci sequence for term n,

•

Collision detection – an algorithm that performs
collision detection of simple 2D shapes,

•

MultiplyIntVec – multiplies two integer vectors,

•

QuicksortInt – a typical implementation of the
popular divide-and-conquer sort algorithm,

•

ImageThreshold – a common task in many
computer vision and graphics applications –
algorithm to classify pixels as "dark" or "light",

•

VideoConvolute – an algorithm that applies a
convolution matrix to a portion of a video.

We have also implemented a small benchmark test 10
that utilizes Fibonacci's Trial Division integer factorization
algorithm in order to compute large prime numbers. The
10

JS vs WASM Fibonacci, https://takahirox.github.io/WebAssemblybenchmark/
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same benchmark was written in three different languages,
Native C, WebAssembly, and JavaScript, to analyze how
well the algorithm performs in different execution
environments. In each of the cases, we decided to compute
107 prime numbers.
Two versions of the Trial Division algorithm, namely
the Native C and the JavaScript version, were implemented
from scratch, while WASM binaries were produced by the
compiling Native C codebase to WebAssembly utilizing
Emscripten SDK. The codebase was compiled with flags
that produce more optimized builds in terms of
performance in order to showcase the focus of this study.
The produced WASM binaries were then instantiated as
modules in a JS file.
B. Testing Environment Configuration
The benchmark tests were obtained from our testing
environment consisting of:
•
•
•
•

clang version 11.0.3 (clang-1103.0.32.62)
Emscripten v2.0.12
Node v15.8.0
Chrome Version 88.0.4324.146 x64

The operating system utilized for testing was Mac OS
X 10.15.7 (Catalina) x86_64, with 2.3 GHz Quad-Core
Intel Core i5 and 8 GB 2133 MHz LPDDR3 RAM.
C. Selected Test Cases and Discussion of Results
In order to produce respectable and qualitative results,
it is not recommended nor sufficient to run benchmarks
only once, since browsers tend to perform optimizations
based on a number of iterations. The first iterations usually
take the longest. Most browsers perform optimizations on
multiple levels, which happen on subsequent iterations. The
browser is able to do so because of the various assumptions
derived from the current execution context. However, the
assumptions can be good for the end user or lead in the
wrong direction. In such a case, browsers also perform socalled deoptimizations. The whole process of optimization
and deoptimization11, along with other internal factors such
as garbage collection, can cause a variation in the end
results. Thus, to describe the general picture, we must let
the browser to "warm up".
Following this idea, our preliminary test results derived
from our benchmark tests were gathered in 350 iterations.
In order to produce more precise results, we discarded the
first 50 runs, which would commonly occur in the warmup
phase. Thus, we are left with 300 iterations, which are
expressed in an average case observed in milliseconds
comparing the equivalent code implementations written in
WebAssembly and pure JavaScript, as shown in Fig. 2.

Figure 2. Preliminary benchmark test results of average case runtime
(in ms) for selected benchmarks in JavaScript and WebAssembly

In almost all of the scenarios shown above,
WebAssembly seems to outperform the equivalent
implementations written in standard JavaScript. When
running the Fibonacci benchmark, WebAssembly binary
outperforms the equivalent JS implementation by as much
as 62.97%. Similarly, the QuickSort algorithm written in
WebAssembly performs 34.1% better in comparison to the
JavaScript implementation. The ImageThreshold and
VideoConvolute benchmarks show 41.7% and 49%
decrease in average runtimes, respectively. However, in
the case of the Collision detection benchmark,
WebAssembly seems to be outperformed by its JavaScript
counterpart. This specific benchmark seemed to perform
well in the first set of iterations and has only gone
downward. This could potentially be due to the quality of
compiled version generated with Emscripten and the
browser's optimizations not used. Nevertheless,
WebAssembly demonstrated a more predictable average
performance since it didn't seem to fluctuate as its
JavaScript counterparts in terms of the process of
optimization and deoptimization performed by the browser.
Likewise, the preliminary results illustrated in Fig. 3.
showcase the custom implementation of Fibonacci's Trial
Division integer factorization algorithm, which was
performed in the same number of 350 iterations. Fig. 3
shows the apparent advantage of WebAssembly in
memory-intensive workloads. The WASM binary
outperformed the pure JavaScript implementation by as
much as 39.74%, clearly demonstrating the capability of
WebAssembly to achieve near-native speeds.

Figure 3. Peak performance in seconds obtained from a
custom benchmark test featuring the implementation of
Trial Divison algorithm in selected languages

11

JavaScript engine fundamentals: Shapes and Inline Caches,
https://mathiasbynens.be/notes/shapes-ics
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VI.

FUTURE WORK

Our research is a continuous project of over three years
exploring different aspects of the Web-based ecosystem
spanning from a stacked virtual machine, native images in
the cloud, and the newest addition – the WebAssembly.
Still, WebAssembly offers many more opportunities for
analysis and comparison, including wasm3, a highperformance WebAssembly interpreter written in C.
As our tests were performed with limited resources
within our academic environment, larger scale, and more
extensive operations and benchmarking would suffice more
precise results. However, limits in memory, process power,
and lack of access to different hardware and software
installations represent a smaller number of iterations.
VII. CONCLUSION
WebAssembly is practically supported by all major
browser vendors, some of which are the most profitable and
influential companies in the world. The current state of the
system is already viable, with results achieving
unexpectedly high marks. In some tests WebAssembly
results are more than 60% better than JS systems, while in
other, the systems are relatively the same. If we compare it
to the native C, there is still some lack of performance;
however, the key aspect of WebAssembly is its
omnipresence and embeddability. Constant upgrades and
advancements to a great base will make WebAssembly a
key player in the scope of web applications.
In this paper, we presented our experiences with
WebAssembly and TruffleWasm within the GraalVMbased ecosystem, as well as test results with several
different benchmarks within our academic environment. In
most of our preliminary test results for selected
benchmarks, WebAssembly outperformed the equivalent
implementations written in standard JavaScript, getting
closer to achieving near-native speeds. We believe that
further hardening and developing the system will overcome
contemporary industry benchmarks. The omnipresence and
the embeddability of WebAssembly in the IT ecosystem
will further bolster its position as a significant player in the
field.
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Abstract - Road traffic accidents are a common and
seemingly inevitable problem. While its occurrences rely on
many unpredictable factors, this paper shows how to utilize
machine learning to predict both the possibility of the
accident and its severity.
The datasets used were related to road accidents in
several countries in a period of a few years. Some of the
parameters observed were the weather conditions, sun
position, speed limit, and time of the day. To predict the
severity of the accident given the circumstances and road
conditions, a multiclass classification model is used. Different
datasets were combined to cover different situations and
scenarios that happen in traffic and taking the severity of
accidents in prediction. The dataset values were normalized
before the training process and the training set and validated
on the validation dataset.
The prediction results show the correlation between used
weather conditions, daylight time, and traffic accident
severity.
Keywords - multiclass classification; deep learning; road
accidents

I.

INTRODUCTION

The number of road vehicles in operation has been on a
steady increase. With more and more people participating
in traffic, accidents are a common occurrence, and the
number of fatalities is high. [1] Since they are dependent on
many different outside influences, and ultimately the
reflexes and reactions of the individuals involved, they are
seemingly impossible to predict.
To determine the severity of the accident, we need to
consider the most prominent consequences. A casualty is a
person killed, slightly injured, or seriously injured. If a
person has sustained injuries that have caused death within
30 days after the accident, their death is attributed to the
accident. Generally, severity is classified depending on the
most serious injuries and, sometimes, the material damage.
Knowledge about the seriousness of the accident could
benefit police and hospitals. For example, it might help
with better allocation of staff and resources for a quicker
reaction. In this paper, the goal is to use machine learning

and the data about the circumstances of the accident for
severity prediction. The data used was the Road accidents
and safety statistics provided by the United Kingdom
government.
The existing research on this or a similar topic used
many different facts surrounding the accidents. [2] took on
a time-series approach, using the information about traffic
volume, speed, and occupancy collected in short intervals.
More specifically, they gathered the information from
before and after the accident. With oversampling and a
recurrent neural network, they achieved an accuracy of
96% and a detection rate of 75%. [3] used decision trees
and oversampling as well. They used the available
information like the traffic volume, gender of the driver,
alcohol consumption, and some features also used in this
research weather and light conditions. The achieved
accuracy was up to 75.5%.
The next chapter provides a more detailed description
of the dataset as well as the preprocessing techniques.
Chapter three describes the methods applied for handling
the imbalance of the dataset, evaluation metrics, and
principal component analysis. In the fourth chapter, we
show both the shallow and deep learning solutions. The
fifth chapter shows the anomaly detection approach, both
supervised and unsupervised. The last chapter discusses the
achieved results and possible future improvements.
II.

DATA

For this research, we chose the dataset provided by the UK
government. [4] The data from January 2015 to December
2018 was used as the historical data to train the models. The
remaining examples from the year 2019 were left to test the
model performance.
Some of the provided information was not used. The
first category is the features that do not reflect the
circumstances of the accident, like the jurisdiction
information or whether the police attended the scene. The
second is features with imbalanced binary labels that were
likely to affect model performance. After removing rows
with missing data, 529102 training examples remained.

Sponsor: BISS d.o.o., Zagreb, Croatia
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A. Data preprocessing
A relevant factor is the time when the accident
occurred. Time representation in the original dataset is with
the following variables Date, Time, and Day_of_Week.
While they are technically discrete, they take on enough
different values to be considered continuous. Another
important property is that they are cyclical - January 1 is
just one day away from December 31 - and in the original
data, they are 364 places apart. To combat this issue, for
each of these cyclical features, we calculated sine and
cosine, using them instead of the initial value. Figure 1
displays the cyclical nature of the day of the year feature on
100 examples.
Some of the given features denoted nominal categorical
data like Light_conditions, Weather_conditions, etc.
Selected encoding was dummy encoding instead of one-hot
encoding to avoid the problem of multicollinearity.
After those transformations, 32 features remained, and
scaling was the last step of our data preprocessing. The
Standardization technique was used to centre the values
around zero.
B. Data analysis
Looking at the covariance matrix of the dataset in
Figure 4, seemingly the most connected variable to the
accident severity is the speed limit.
The most prominent problem with both training and test
dataset is the skew of output labels. Some labels were
underrepresented, with the number of examples several
orders of magnitude lower for the 1st class than the 3rd
which can be seen in Figure 2.
As the accident severity is an ordinal categorical
variable transformation was not an option so the methods
of handling the data imbalance using oversampling and
undersampling are described in the following chapter.
III.

METHODS

A. Handling data imbalance
Since the dataset was severely skewed, the most
common class more than 65 more often than the least
common class, we tried to balance the dataset using
different sampling techniques and compared their
performance.

Figure 2 . Number of examples for each output class in the
training dataset.

1) SMOTE
Synthetic Minority Oversampling Technique (SMOTE)
is an oversampling method that synthesizes new examples.
[13] The implementation used is provided by the
imbalanced-learn library. [5] The cost of a severe accident
being a false negative is larger than the misclassification of
an accident with no causalities, so we opted for this method
to increase the number of the underrepresented class.
2) NearMiss
On the other hand, to decrease the number of examples
of the least severe accidents, we used the NearMiss
undersampling technique. Specifically, the NearMiss-1
version, also from the imbalanced-learn library, that selects
the majority class examples with the minimum average
distance to three closest minority class examples.
3) Weighted sampling
The final sampling method used was the custom
weighted sampling. A small, random, and equal number of
examples (6655) of each class was selected from the
training dataset. This data was fed into a simple
feedforward neural network with two hidden layers. After
training and optimizing this network, the F1 score, further
explained in the following chapter, was calculated. Its
values were 0.40, 0.30, and 0.59 for each of the labels,
respectively. To take into consideration class frequency and
its distinctiveness, we calculated the sampling weights with
the following formula:
𝑠𝑎𝑚𝑝𝑙𝑖𝑛𝑔𝑊𝑒𝑖𝑔ℎ𝑡[𝑐𝑙𝑎𝑠𝑠] = (1 − 𝐹1[𝑐𝑙𝑎𝑠𝑠]) ∗
𝑓𝑟𝑒𝑞𝑢𝑒𝑛𝑐𝑦[𝑐𝑙𝑎𝑠𝑠] (1)
Those sampling weights served as the probability that
an example will be sampled. With 300,000 examples
selected using this approach, the distribution was still
skewed but less so which is shown in Figure 3.

Figure 1. Sine and cosine values of the day of the year feature.
Displays the cyclical nature of the variable.
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B. Principal Component Analysis
Principal Component Analysis (PCA) is a
dimensionality reduction method, first proposed in [6], that
creates new uncorrelated variables using the linear
combinations of existing features. The goal is to minimize
the number of features while retaining the maximal data
variance. Since the number of features was 32, and the
training dataset contained over half a million examples, this
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Figure 2. Covariance matrix of dataset with selected features.

Precision, recall, and subsequently the F1 score are then
calculated from the confusion matrix using the following
formulas (2), (3), and (4) respectively.
𝑇𝑃
𝑇𝑃 + 𝐹𝑃

(2)

𝑇𝑃
(𝑇𝑃 + 𝐹𝑁)

(3)

𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ∗ 𝑟𝑒𝑐𝑎𝑙𝑙
𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑟𝑒𝑐𝑎𝑙𝑙

(4)

𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =

𝑟𝑒𝑐𝑎𝑙𝑙 =

𝐹1 = 2 ∗

Figure 3. Number of examples for each output class in the
training dataset after weighted sampling.

would not be considered a high dimensional problem, but
PCA can help the models with better generalization. We
used the implementation defined in [7] provided by the
scikit-learn library. [8] Table 1 shows how the number of
PCA features changes as the amount of explained variance
in data changes.
TABLE I.

NUMBER OF PCA FEATURES PER
PERCENTAGE OF VARIANCE RETAINED

Variance retained [%]

Number of PCA features

100

32

95

27

90

24

80

20

C. Evaluation
Although it is one of the commonly used metrics,
accuracy can be misleading, especially with skewed
datasets. Furthermore, since the least represented class in
our dataset is also the least desirable to misclassify, we
opted for an additional metric to best evaluate each model.
A confusion matrix shows how the classification model
is confused while making predictions. Each row of the
matrix corresponds to the true class and each column to the
predicted class. True positives (TP) are correctly classified
values, and they are on the diagonal of the confusion
matrix. False negatives (FN) are row-wise sums – without
the diagonal – and they represent the number of examples
of a class that have not been sorted in it. False positives (FP)
are column-wise sums – without the diagonal – that
represent the number of examples that are not members of
a certain class but were classified as such.
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IV.

EXPERIMENTS AND RESULTS

A. Random Forest classifier
The Random Forest classification ensemble
method has shown to be effective on a similar dataset in
[3] and is less prone to overfitting than decision trees so it
was used as the baseline model. The other way to prevent
overfitting decision trees is pruning which was done to
limit the depth of each tree to maximally 20. This number
was chosen because it is the smallest number of features
we got after applying PCA (corresponding to 80% of
variance retained as can be seen in Table 1).
TABLE II.
PERFORMANCE OF THE
RANDOM FOREST CLASSIFIER WITH DIFFERENT
COMBINATIONS OF SAMPLING AND PCA
F1 score per label
Model

1

2

3

Overall
accuracy

SMOTE + PCA (90)

0.05

0.16

0.71

0.53

NearMiss + PCA (90)

0.05

0.18

0.03

0.06

0.07

0.10

0.81

0.68

0.007

0.003

0.90

0.81

Weighted sampling +
PCA (100)
No sampling + PCA
(80)

The importance of sampling can be seen in both
Table 2 and Table 3. Since with no sampling there were so
many more examples of the class labeled with ‘3’ (the least
severe accidents), the network did not learn to generalize.
Since the accuracy is not a reliable metric in this case, a
model that almost always produces just one label reached
the highest accuracy.
Weighted sampling method also gave a high,
which can also be explained with the skewed data. But,
looking at the per class F1 scores, its performance is
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similar to SMOTE + PCA (90) which had an equal number
of examples for each class.
The NearMiss undersampling method performed
poorly, and the change in number of features did not
significantly affect the results.
B. Deep learning
A deep learning model used was a feedforward
neural network built and trained using the Keras API. [9]
The optimization of hyperparameters was done using a
grid search and the final, best-performing configuration
had the learning rate of 0.02, trained for 35 epochs and had
a dropout layer between all layers with the probability set
to 0.1. The model was optimized using the Adam
optimizers and categorical cross-entropy was chosen as the
loss function. It has three hidden layers with 32, 128, and
512 hidden units respectively, and the outermost layers
have the ReLu activation function, and the middle the
Tanh activation.
TABLE III.
PERFORMANCE OF THE
DEEP LEARNING CLASSIFIER WITH DIFFERENT
COMBINATIONS OF SAMPLING AND PCA
F1 score per label
Model

1

2

3

Overall
accuracy

SMOTE + PCA (80)

0.06

0.24

0.61

0.45

SMOTE + PCA (95)

0.06

0.25

0.57

0.42

NearMiss + PCA (80)

0.13

0.23

0.03

0.13

0.01

0.03

0.82

0.69

0.00

0.00

0.90

0.82

Weighted sampling +
PCA (100)
No sampling + PCA
(80)

As can be seen from the data in Table 3, even
though the model with weighted sampling has the highest
overall accuracy, it failed to correctly classify most of the
more severe examples, and with the same data, it was less
successful than the corresponding baseline. SMOTE in
combination with PCA that provided 20 features
performed the best. It still did not outperform the baseline
in terms of accuracy, but the F1 scores over the labels are
more balanced. The NearMiss method once again did not
provide good results, which can possibly be due to an
insufficient number of examples for the network to train
on.
V.

ANOMALY DETECTION

Since the most severe accidents are also the most crucial
to label correctly, and all the previous models showed to be
unsuccessful in this task, anomaly detection methods were
used. So, the examples of the underrepresented class (the
most severe accidents) were treated as an anomaly.
A. K-means clustering
A k-means clustering algorithm is an unsupervised
shallow learning approach that groups the data into the
specified number of clusters. [10] Considering the existing
knowledge about the number of classes, we tested the
algorithm only for k = 2 and k = 3. Former for potentially
separating one of the classes from the others, and latter for
the original classification.
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TABLE IV.

NUMBER OF EXAMPLES PER
CLUSTER

Number of clusters

Sorted numbers of examples per cluster
1

2

3

K=2

81434

218566

K=3

70924

76550

152526

Original data

3364

65883

230753

a. In this table the label number does not represent the value of the ‘Accident_Severity’ variable,
but merely the index of the cluster.

From the values in Table 4 we can see that the algorithm
does not recognize the smallest class as an outlier because
there is no group with even remotely as few examples as
the original number.
B. Supervised anomaly detection
The last approach was a supervised version of anomaly
detection. After mild oversampling (tripling the number of
examples) and undersampling (reducing the non-anomalies
by the factor of five), we fit a binary classification model.
Similarly, to k-means clustering, it was difficult for the
model to differentiate between the classes which resulted in
an overall model accuracy of 24.56%. Even after
introducing weighted penalization [11], [12] – penalizing
the model more for mislabeling certain classes, with the
weights being relative frequencies the model, performance
improved, but remained at the test set accuracy of 47.32%.
VI.

CONCLUSION

From our analysis so far, we have reached a few
possible conclusions. Firstly, it is possible that, while the
connection between the circumstances surrounding the
accident and its severity exist, they might be too random or
the human factor may be too influential, to predict the
consequences more accurately.
Secondly, as the dataset is extremely skewed, the model
might not have been able to correctly grasp the differences
between the least and most severe classes. Poor anomaly
detection results could imply that the underrepresented
label is not easily detectable. Also, the covariance matrix in
data analysis shows that the accident severity is not really
correlated to the majority of features which might play a
part in the quality of fit. A possible improvement may be
reached with using different data, similar to features used
in [3], like alcohol consumption, seatbelt, and the year
when the car was manufactured.
Future research could also make use of the
spatiotemporal features to create sequence models like it
was done for the Chicago metropolitan area in [2]. A timeseries approach might capture the previous road conditions
which ultimately lead to an accident.
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Lamir Shkurti∗ , Halil Snopçe† , Lejla Abazi-Bexheti‡ , and Faton Kabashi¶
Faculty of Contemporary Sciences and Technologies, South East European University
Tetova, North Macedonia
Email: ∗ ls29773@seeu.edu.mk, † h.snopce@seeu.edu.mk, ‡ labazi@seeu.edu.mk, § fk29821@seeu.edu.mk

Abstract—The issue of plagiarism has only become a recent
priority in Kosovo, some public universities have taken steps to
create their anti-plagiarism system which is one of the methods
that are being done to prevent plagiarism. The only public
University that has implemented the anti-plagiarism system in
Kosovo is the University ”Ukshin Hoti” Prizren. The research
is based on the dataset obtained from the University ”Ukshin
Hoti” Prizren. In this paper, the data extracted from the SAP
anti-plagiarism software of the University ”Ukshin Hoti” for the
controlled documents from 17.11.2020 to 19.01.2021 are analyzed.
Initially, we will examine the frequency distribution analyzes for
faculties, levels of studies, the status of documents, and the type
of documents were extracted from the dataset. Then, we show
descriptive statistics for local similarity, URL similarity, character, and word count. After the descriptive statistics, we are going
to analyze the One-Way ANOVA for similarity, local similarity,
and URL Similarity by faculty. Also, by the T-Test, we analyzed
differences in similarity rates by study level and document type.
The results obtained show that there are significant differences
between faculties in terms of plagiarism ratio. Also, there are
differences of plagiarism according to the type of documents.
However, no significant difference was found in plagiarism
according to the level of studies.
Index Terms—data analysis; research plagiarism; plagiarism
system; plagiarism analysis; University ”Ukshin Hoti” students;

I. I NTRODUCTION
Nowadays the amount of information that is on the web
is considerable. Students who prepare projects, seminars or
diploma theses can copy others ideas, results or papers from
the internet. The information they copy and use as their own
without referencing is plagiarism.
Plagiarism can be described as a wrongful act of stealing the
ideas, words, expressions, work of other authors and reciting
them as one’s own. Plagiarism in a text document can be found
in the normal text, tables, flowcharts, figure captions, and code.
Plagiarism can be performed by simply duplicating, paraphrasing or by obfuscating the text. The level of plagiarism in the
text can fluctuate from normal copy-paste to highly obfuscated
and translated text [1]. In text plagiarism detection, mainly two
formal tasks are defined which are extrinsic/external detection
and intrinsic/internal detection. In intrinsic plagiarism, the suspicious document is analyzed single-handedly without being
compared with any sources. The writing styles of the author,
structural distributions, vocabulary richness etc. are analyzed.
In extrinsic plagiarism detection systems, various detection
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techniques can be employed, viz., string based, vector space
model (VSM) based, syntax based, semantic based, structural
based and citation based techniques or a combination of these
techniques [2].
Plagiarism is not a new phenomenon in academic circles but
it has received little attention or priority in Kosovo for various reasons. Historically and culturally, it has been common
practice to ignore friends’ and colleagues’ unethical behaviors
in their academic and scientific work[3].
Plagiarism is a major problem in post-secondary education,
according to a wide body of study the widespread use of
the Internet is said to have only exacerbated the problem[4].
Plagiarism is popular among university students around the
world, despite its pedagogical, legal, and long-term socioeconomic implications [5]. The large amount of information
on the Internet has increased the possibility of plagiarism,
on the other hand, many soft wares have been developed
to prevent this negative phenomenon [6]. The authors [7] in
their research results, have several major findings are revealed.
First, when students were aware that their work would be run
through a detection software program, they were less likely
to plagiarize. That is, students who believed that plagiarism
would be detected were less likely to plagiarize.
Creating anti-plagiarism software for Universities in Kosovo is
one of the requirements of the Kosovo Accreditation Agency
for accreditation of study programs. From this request the University ”Ukshin Hoti” developed their anti-plagiarism software
called SAP which looks for plagiarism in Albanian language.
SAP is web-based plagiarism software and can identify plagiarism in the work of students where are included: seminars,
diploma theses, etc. The system works with two types of
search methods, searching for local documents previously
uploaded to the system and searching the internet using the
search engines Google, Bing and Yahoo.
This paper aimed to analyze the level of plagiarism at the
University of Prizren based on SAP program data. In detail,
this paper explores the differences between plagiarism by
faculty, level of study, and type of documents. The effect of the
number of words and characters on the degree of plagiarism
was also measured.
This paper is organized as follows: In section II, we described
methodology. In section III we show the finding and results,
and in section IV we discuss the conclusion and future work.
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II. METHODOLOGY
Our analysis was based on dataset obtained from the University ”Ukshin Hoti” in Prizren. This dataset includes data on
plagiarism in locally controlled documents and on the Internet,
from 17.11.2020 - 19.01.2021. We have extracted data about
321 records from this database. The Faculty of Economics was
uploaded 72 documents, Law Science 4, Computer Science 16,
Education 217 and Philology 12. ”Ukshin Hoti” University
dataset contains information about:
• documents uploaded by students for each faculty,
• level of study,
• document type,
• document status,
• word count
• character count
• percentage of plagiarism in the local database, and
• percentage of plagiarism on the Internet.
This paper analyzes plagiarism from the results of the University’s SAP program ”Ukshin Hoti” Prizren.
In this research, we will examine the frequency distribution
analyzes for faculties, levels of studies, the status of
documents, and the type of documents were extracted from
the dataset. We will show descriptive analysis (mean, standard
deviation, maximum and minimum), we are going analyze
the One-Way ANOVA for similarity, local similarity, and
URL Similarity by faculty and using the T-Test, we analyzed
differences in similarity rates by study level and document
type. Also, to check the differences among faculties regarding
the similarity rate we use Bonferroni test.
For the analysis and results, we used the SPSS software,
which offers advanced statistical analysis, a vast library of
machine learning algorithms, text analysis, open source extensibility, integration with big data and seamless deployment
into applications [8].
A. Hypotheses
The following hypotheses have been considered in this
paper:
• H1 - Similarity rates differs significantly by faculties
– H1.1 - Local similarity rate differs significantly by
faculties.
– H1.2 - URL similarity rate differs significantly by
faculties.
• H2 - Similarity rate differs significantly by study level.
– H2.1 - Local similarity rate differs significantly by
study level.
– H2.2 - URL similarity rate differs significantly by
study level.
• H3 - Similarity rate differs significantly by document
type.
– H3.1 - Local similarity rate differs significantly by
document type
– H3.2 - URL similarity rate differs significantly by
document type.
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H4 - Word count and character count have a significant
effect on similarity rate.
In this paper, we have used the level of reliability of 95%,
within this level we have accepted the hypotheses, while in
5% we have rejected them.
•

III. F INDING AND R ESULTS
In this section, we give the results of the analysis based on
the SAP dataset.
A. Descriptive Statistics
TABLE I
F REQUENCIES D ISTRIBUTION ( N =321)

Variable
Faculty

Level of Studies
Status

Document Type

Economics
Law
Computer Science
Education
Philology
Bachelor
Master
Backed
Processed
Approved
Rejected
Thesis
Seminary Paper

Frequency
72
4
16
217
12
317
4
118
86
111
6
285
36

Percent
22.4
1.2
5.0
67.6
3.7
98.8
1.2
36.8
26.8
34.6
1.9
88.8
11.2

Table 1 presents frequency distributions for descriptive
variables. In total, 321 cases of controlled documents are
included in our analysis. 67,6% of scanned documents are
from Education Faculty, 22,4% from Economics Faculty, 5%
from Computer Science Faculty, 3,7% from Philology Faculty
and 1,2 from Law Faculty. 98,8% of controlled documents
are from Bachelor level and only 1,2% are from Master level.
From scanned documents, 36,8% are sent back for review,
26,8% of them are processed, 34,6% are approved and 1,9%
are rejected. 88,8% of documents are dissertations and 11,2%
are seminary papers.
TABLE II
D ESCRIPTIVE S TATISTICS
Similarity
Local similarity
URL similarity
Character count
Word count

N
321
321
321
321
321

Minimum
.00
.00
.00
335
873

Maximum
100.00
100.00
75.74
120081
40696

Mean
15.1868
17.7624
12.6113
45671.43
8121.12

Std. Deviation
12.88518
21.73816
16.58485
21140.014
4516.616

In Table 2, some descriptive statistics are reported including
minimum, maximum, mean, and standard deviation. We have
found the mean of local similarity and URL similarity and
labeled it as only “similarity”. The mean of similarity is
15,18, with a standard deviation of 12,88. The mean of local
similarity is 17,76 and standard deviation is 21,73. The mean
of URL similarity is 12,61 with a standard deviation 16,58.
The mean of character count is 45671,43 with a standard
deviation of 21140,01. The mean of word count is 8121,12
with a standard deviation 4516,61. The standard deviations
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for the two last variables seems high because the character
and word discrepancy among thesis is high.
B. Differences of Similarity Rate by Faculties
To test the differences of similarity rate by faculties, OneWay ANOVA has been performed. We have tested the differences for similarities, and then for separately for local and
URL similarities.
TABLE III
ANOVA R ESULTS FOR S IMILARITY BY FACULTY
Between Groups
Within Groups
Total

Sum of Squares
1819.519
51309.439
53128.957

df
4
316
320

Mean Square
454.880
162.372

F
2.801

Sig.
.026

Table 3 reports the results of One-Way ANOVA. The values
on this tables shows whether exist differences among faculties
regarding the similarity rate. The F value is 2,801. This value
shows that there are significant differences among faculties
regarding the similarity rate p < 0.026. To check these
differences, we have used the results of Multiple Comparisons
table, and from this table, we have used the Bonferroni test
results from Post Hoc tests. The Bonferroni test used to correct
adjusts probability (p) values because of the increased risk of
a type I error when making multiple statistical tests [9].
TABLE IV
M ULTIPLE C OMPARISONS R ESULTS FOR S IMILARITY R ATE D IFFERENCES
Dependent Variable:
Bonferroni
(I) faculty id

Economics

Law

Computer Sciences

Education

Philology

TABLE V
ANOVA R ESULTS FOR L OCAL S IMILARITY R ATE BY FACULTY
Between Groups
Within Groups
Total

Sum of Squares
8873.401
142341.778
151215.179

df
4
316
320

Mean Square
2218.350
450.449

F
4.925

Sig.
.001

Table 5 presents the results of One-Way ANOVA for
local similarity rate. The value of F=4,925 and p < 0, 001
shows that differences among faculties regarding the local
similarity rate exist. These differences are found with
Bonferroni test.
TABLE VI
M ULTIPLE C OMPARISONS R ESULTS FOR L OCAL S IMILARITY R ATE
D IFFERENCES
Dependent Variable:
Bonferroni
(I) faculty id

Economics

Law

Computer Sciences

Education

Philology

local similarity
(J) faculty id
Law
Computer Sc.
Education
Philology
Economics
Computer Sc.
Education
Philology
Economics
Law
Education
Philology
Economics
Law
Computer Sc.
Philology
Economics
Law
Computer Sc.
Education

Mean Difference (I-J)
4.10056
9.85181
-8.93659*
-6.49361
-4.10056
5.75125
-13.03714
-10.59417
-9.85181
-5.75125
-18.78839*
-16.34542
8.93659*
13.03714
18.78839*
2.44298
6.49361
10.59417
16.34542
-2.44298

Std. Error
10.90268
5.86594
2.88653
6.61767
10.90268
11.86445
10.70925
12.25355
5.86594
11.86445
5.49808
8.10496
2.88653
10.70925
5.49808
6.29390
6.61767
12.25355
8.10496
6.29390

Sig.
1.000
.940
.021
1.000
1.000
1.000
1.000
1.000
.940
1.000
.007
.446
.021
1.000
.007
1.000
1.000
1.000
.446
1.000

95% Confidence
Lower Bound
-26.7200
-6.7305
-17.0965
-25.2010
-34.9211
-27.7882
-43.3109
-45.2335
-26.4341
-39.2907
-34.3308
-39.2572
.7767
-17.2366
3.2460
-15.3491
-12.2138
-24.0452
-6.5664
-20.2351

Interval
Upper Bound
34.9211
26.4341
-.7767
12.2138
26.7200
39.2907
17.2366
24.0452
6.7305
27.7882
-3.2460
6.5664
17.0965
43.3109
34.3308
20.2351
25.2010
45.2335
39.2572
15.3491

Similarity
(J) faculty id
Law
Computer Sc.
Education
Philology
Economics
Computer Sc.
Education
Philology
Economics
Law
Education
Philology
Economics
Law
Computer Sc.
Philology
Economics
Law
Computer Sc.
Education

Mean Difference (I-J)
2.11958
11.26802*
.49751
1.29375
-2.11958
9.14844
-1.62207
-.82583
-11.26802*
-9.14844
-10.77051*
-9.97427
-.49751
1.62207
10.77051*
.79624
-1.29375
.82583
9.97427
-.79624

Std. Error
6.54584
3.52184
1.73304
3.97318
6.54584
7.12328
6.42971
7.35689
3.52184
7.12328
3.30098
4.86613
1.73304
6.42971
3.30098
3.77879
3.97318
7.35689
4.86613
3.77879

Sig.
1.000
.015
1.000
1.000
1.000
1.000
1.000
1.000
.015
1.000
.012
.412
1.000
1.000
.012
1.000
1.000
1.000
.412
1.000

95% Confidence
Lower Bound
-16.3847
1.3122
-4.4016
-9.9380
-20.6239
-10.9882
-19.7981
-21.6229
-21.2239
-29.2851
-20.1020
-23.7302
-5.3966
-16.5540
1.4390
-9.8859
-12.5255
-19.9712
-3.7817
-11.4784

Interval
Upper Bound
20.6239
21.2239
5.3966
12.5255
16.3847
29.2851
16.5540
19.9712
-1.3122
10.9882
-1.4390
3.7817
4.4016
19.7981
20.1020
11.4784
9.9380
21.6229
23.7302
9.8859

Results on Table 4 shows that there is a significant difference between Economics and Computer Sciences Faculty.
The mean difference is 11,26802 for p < 0, 015. This means
that the similarity rate is higher in Economics Faculty than in
Computer Sciences Faculty. The next difference exists between
Computer Sciences Faculty and Education Faculty. The mean
difference is -10.77051 for p < 0, 012. This shows that the
similarity rate is lower in Computer Sciences Faculty than in
Education Faculty. Based on these findings, our hypotheses
“H1 – Similarity rates differs significantly by faculties” is
successfully supported.
Additionally, we have checked the differences separately for
local similarities and for URL similarities. Using the OneWay ANOVA and the Bonferroni test, we have presented the
following results.
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Table 6 shows that there are significant differences between
Economics and Education Faculties regarding the local similarity rate. The mean difference is -8,93659 for p < 0, 021.
This value shows that the local similarity rate is lower in
Economics Faculty than in Education Faculty. The next difference is between Computer Sciences Faculty and Education
Faculty. The mean difference is -18,78839 for p < 0, 007.
This means that the local similarity rate is lower for Computer
Sciences Faculty than for Education Faculty. It is clear that
the Education Faculty students use more previous theses for
citation than students of other faculties. Hence, our hypothesis
H1.1 – Local similarity rate differs significantly by faculties
is successfully supported.
Afterward, we have tested the differences of URL similarity
rate by faculties.
TABLE VII
ANOVA R ESULTS FOR URL S IMILARITY R ATE BY FACULTY
Between Groups
Within Groups
Total

Sum of Squares
5998.573
82019.748
88018.321

df
4
316
320

Mean Square
1499.643
259.556

F
5.778

Sig.
.000

Results on Table 7 shows that there is a significant difference of URL similarity rate among faculties (F=5,778,
p < 0, 000). Using Bonferroni test, the differences among
faculties are presented on Table 8.
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TABLE VIII
M ULTIPLE C OMPARISONS R ESULTS FOR URL S IMILARITY R ATE
D IFFERENCES
Dependent Variable:
Bonferroni
(I) faculty id

Economics

Law

Computer Sciences

Education

Philology

URL similarity
(J) faculty id
Law
Computer Sc.
Education
Philology
Economics
Computer Sc.
Education
Philology
Economics
Law
Education
Philology
Economics
Law
Computer Sc.
Philology
Economics
Law
Computer Sc.
Education

D. Differences of Similarity Rate by Document Type
Mean Difference (I-J)
.13861
12.68424*
9.93161*
9.08111
-.13861
12.54563
9.79300
8.94250
-12.68424*
-12.54562
-2.75263
-3.60312
-9.93161*
-9.79300
2.75263
-.85050
-9.08111
-8.94250
3.60312
.85050

Std. Error
8.27611
4.45278
2.19113
5.02341
8.27611
9.00618
8.12928
9.30154
4.45278
9.00618
4.17353
6.15239
2.19113
8.12928
4.17353
4.77763
5.02341
9.30154
6.15239
4.77763

Sig.
1.000
.047
.000
.716
1.000
1.000
1.000
1.000
.047
1.000
1.000
1.000
.000
1.000
1.000
1.000
.716
1.000
1.000
1.000

95% Confidence
Lower Bound
-23.2570
.0968
3.7375
-5.1195
-23.5342
-12.9138
-13.1875
-17.3519
-25.2717
-38.0050
-14.5507
-20.9952
-16.1257
-32.7735
-9.0455
-14.3563
-23.2817
-35.2369
-13.7890
-12.6553

Interval
Upper Bound
23.5342
25.2717
16.1257
23.2817
23.2570
38.0050
32.7735
35.2369
-.0968
12.9138
9.0455
13.7890
-3.7375
13.1875
14.5507
12.6553
5.1195
17.3519
20.9952
14.3563

Table 8 points significant differences between Economics
Faculty and Computer Sciences Faculty. The mean difference
is 12,68424 for p < 0, 047. Based on this difference, we
can say that the URL similarity rate is higher in Economics
Faculty than in Computer Sciences Faculty. Another difference
exists between Economics Faculty and Education Faculty. The
mean difference is 9,93161 for p < 0, 000 which shows that
the URL similarity rate is higher in Economics Faculty than
in Education Faculty. Other differences among faculties are
not significant. Based on these findings, our hypothesis H1.2
– URL similarity rate differs significantly by faculties is
successfully supported.
C. Differences of Similarity Rate by Study Level
To test the differences of similarity rate by study level, we
have used the independent samples t-test.
TABLE IX
T-T EST RESULTS FOR D IFFERENCES OF S IMILARITY R ATES BY S TUDY
L EVEL

Similarity
Local Similarity
URL Similarity

Study Level
Bachelor
Master
Bachelor
Master
Bachelor
Master

Mean
15.2930
6.7750
17.8901
7.6450
12.6959
5.9050

Std. Deviation
12.91568
6.55388
21.80052
14.34769
16.65059
8.71121

F
.944

Sig.
.189

.982

.350

1.39

.417

Table 9 reports the results of t-test. The similarity mean for
bachelor level is 15,91 and for master level is 6,77. The F
value of 0,944 and Sig. value for p > 0, 189 shows that this
difference is not significant. Since the similarity rate is up to
100, this difference is not significant. Therefore, the hypothesis
“H2 – Similarity rate differs significantly by study level”
is rejected.
The local similarity rate for bachelor level is 17,89 and the
local similarity rate for master level is 7,64. This difference is
not significant (F=0,982, p > 0, 350). Hence, the hypothesis
“H2.1 – Local similarity rate differs significantly by study
level” is not supported.
Finally, the URL similarity rate for bachelor level is 12,69 and
the URL similarity rate for master level is 5,90. This difference is not significant (F=1,39, p > 0, 417). Therefore, the
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hypothesis H2.2 – URL similarity rate differs significantly
by study level” is not supported.

TABLE X
T-T EST RESULTS FOR D IFFERENCES OF S IMILARITY R ATES BY
D OCUMENT T YPE

Similarity
Local Similarity
URL Similarity

Document Type
Thesis
Seminary Paper
Thesis
Seminary Paper
Thesis
Seminary Paper

Mean
15.7910
10.4039
18.3393
13.1953
13.2427
7.6125

Std. Deviation
13.30182
7.46591
22.72788
10.23638
16.90198
12.95362

F
7.640

Sig.
.018

16.341

.181

3.914

.055

To test the differences of similarity rates by document type,
t-test has been performed. Regarding the similarity rate, the
mean of theses is 15,79 and the mean of seminary papers
is 10,40. This difference is significant according to the F
and p values (F=7,640, p < 0, 018). The hypothesis “H3 –
Similarity rate differs significantly by document type” is
successfully accepted.
The mean of local similarity for theses is 18,33 and for
seminary papers is 13,19. This difference is not significant
according to the F and p values (F=16,341, p > 0, 181). The
hypothesis “H3.1 – Local similarity rate differs significantly
by document type” is not supported.
The mean of URL similarity for theses is 13,24 and for
seminary papers is 7,612. The F value of 3,914 and p value of
0,055 show that the difference is not significant at the 5% level.
Therefore, H3.2 – URL similarity rate differs significantly
by document type” is rejected.
E. Effect of Word and Character Number on Similarity Rate
TABLE XI
T HE E FFECT OF W ORD AND C HARACTER N UMBER ON S IMILARITY R ATE
Dependent Variable
Similarity

Independent Variables
Constant
Word Count
Character Count

β
11.694
.001
-3.453E-5

t
6.890
1.985
-.057

p
.000
.048
.608

F
4.858

Model (p)
.008

R
.030

R2
.024

Table 11 reports the results of regression analysis. The
model summary R2 shows that 2,4% of similarity rate is
explained by word and character count (F=4,858, p < 0.008).
However, Beta values seems extremely lower and almost zero.
The effect of word count on similarity is 0,001, but this effect
is significant, p < 0, 048. The effect of character count is 3.45, but this effect is not significant, p > 0, 608. Although
these values are low, the regression analysis points out that
these two variables have a joint effect on similarity rate. Hence,
our hypothesis “H4 – Word count and character count
have a significant effect on similarity rate” is successfully
supported.
At the same time, we have checked for the effect of word
count and character count separately on similarity rate. Similar
as in Table 11, the effect of each independent variable was
significant, but the Beta coefficients were zero.
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IV. C ONCLUSION

R EFERENCES

Based on the results found, the ANOVA test proved significant differences between faculties in terms of plagiarism.
According to these differences, the Faculty of Economic’s plagiarism rate was higher than the plagiarism rate in the Faculty
of Computer Science. Similarly, the Faculty of Education’s
plagiarism rate was higher than that in the Faculty of Computer
Science. We can say that the Faculty of Computer Science’s
plagiarism rate is significantly lower than the plagiarism rate
in other faculties.
After that, the differences between plagiarism according to
the level of studies were investigated using the tests. The test
results confirmed that there are no significant differences in
plagiarism according to the level of studies. However, a slight
difference indicates that the level of plagiarism at the Bachelor
studies level is higher than at the level of master studies.
However, at the 5% significance level, this difference was not
significant.
Next, using the test again, the differences in plagiarism by
type of documents are investigated. In the SAP system, two
types of documents are uploaded for review: diploma theses
and seminar papers. Although the number of seminar papers
is significantly lower, the test results confirmed that the level
of plagiarism differed according to the type of documents
uploaded and that plagiarism in diploma theses was higher
than plagiarism in seminar papers. However, this difference
was not significant in terms of local plagiarism and URL
plagiarism.
Finally, through linear regression analysis, the effect of word
and character count on the degree of plagiarism, including
local and URL, was tested. Although the model was significant, the number of words and characters’ beta coefficient
was relatively low and almost zero. The impact of the number
of characters, however, was negative and non-significant. From
this, we can conclude that the number of words and characters
has a low but significant effect on the level of plagiarism
but is not crucial in increasing plagiarism. This means that
a dissertation topic with a larger volume is less likely to have
a higher degree of plagiarism than another with a smaller
volume.
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Abstract—Cloud-Edge systems have emerged to reduce the
latency of data processing in the Cloud. With the addition of
a third layer that focuses on on-premises computing, resource
capacity and availability can be further increased. Computational
resources close to end-users can satisfy stringent latency requirements and enable functionalities that depending on strict QoS.
Dew computing research focusing on dew as the lowest layer has
been well studied. Still, one of the significant challenges of serviceoriented architecture that spans multiple computing layers is
resource management and service distribution. In this paper, we
propose a model for describing what services, resources, and
devices are needed to enable functionalities to the end-users and
a model that uses functionality graphs to distribute, manage and
orchestrate services in a multi-layered system from the Dew layer.
Index Terms—Service Orchestration, Dew Computing, Resource Management, Internet of Things

I. I NTRODUCTION
The need for internet-of-things (IoT) devices has increased
with further technological development. Still, due to the size
and cost constraints, they cannot supply the necessary computational resources. Systems have been designed to span
multiple computing layers to provide the devices with the
required resources and strict quality constraints. Data sharing
is done through various layers of databases that hold data for
different periods depending on the node’s capacity. In a cloudedge computing system, this is done to lower the system’s
latency when an element relies on data from multiple sources
or historical data. Offloading computation and data from the
cloud to edge nodes cannot be done indefinitely as the cost
and availability of edge nodes is much lower than that of the
cloud. One can put more computational capacity into server
farms outside city centers than at the edge of a network in base
stations or 5G antennas. Authors in [1] show that 5G signals
can easily be influenced by blockage from obstacles such as
large vehicles and buildings; therefore, a closer computational
element might help with signal disruptions by temporarily
offloading some services.
The dew layer offers better use of on-site resources and
enables developers to provide functionalities specific to systems that rely on the proximity of other devices. The goal of
dew computing is to use resources near the user to provide
functionality independent of cloud or edge resources and
services. The use of on-site resources can be collaborative,
i.e., they collaborate with other resources, services, or devices
on the network in the form of offloading or data sharing [2].
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Another approach is to use the dew layer to provide users with
systems independent of other active systems in the network,
for example, dashboards that can monitor processes in realtime while being close to the data sources. Systems that rely
on data generated in small clusters of devices can be run more
efficiently by being closer to the end-user when the need for
them arises.
Rindos and Wang [3] define the main characteristics of
dew computers, some of which can be generalized for all the
devices present on the dew layer. Devices can exchange information with cloud services on a 24/7 basis while consuming
a low amount of energy. These devices should have a unified
network communication protocol to enable collaboration with
other devices, and their operating system should support
dew computing. The authors also describe how applications
can leverage the dew computing layer and analyze present
applications that satisfy the collaboration and independence
features.
Today’s system architecture that supports IoT devices comes
in the form of containerized microservices or on-demand functionalities called serverless functions. Portability also enables
the deployment of elements nearer to the end-user, with some
of the essential factors of deployment along the computing
layers being resource requirements, latency constraints, data
availability, and cost [4]. An efficient system should take into
account all the resources that are provided on-site and off-site.
Section II presents the current research in resource provisioning and service orchestration for systems spanning multiple computing layers. Section III defines how a functionalitycentric system that relies on multiple services can be modeled
and how rules for deployment and orchestration are defined.
Section IV presents the proposed model that enables service
orchestration and deployment on multiple computing layers by
using functionality graphs to describe how services should be
deployed, scaled, and connected. Section V describes how the
model could be implemented in a real-world environment, and
in section VI we demonstrate two proof-of-concept scenarios
by implementing the model in a virtual environment. Section
VII presents the conclusions and future directions.
II. R ELATED W ORK
The main contributions of our work are a model for dynamic service distribution and resource provisioning from the
dew layer to achieve systems orchestrated from the lowest
layer and a model for describing the composition of services
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needed to enable functionalities to the end-user. In the related
works we look at works done on resource provisioning for
service distribution (task placement), and available solutions
for service orchestration.
a) Service orchestration: For service orchestration, we
looked at available solutions that are used in the real world.
Open Stack Nova [5] provides a way to provision virtual
servers. Nova supports virtual machines, bare-metal servers
but it has limited support for containers. It is mainly used
for provisioning kernel-based virtual machines, while Zun
[6] is Open Stacks’ containerized workload manager which
uses Kubernetes as the orchestration layer and leverages the
OpenStack cloud-computing platform for deploying containers. Although it mostly focuses on providing infrastructureas-a-service in the cloud, OpenStack can be used to host
cloud infrastructure on-premises or run distributed systems
on edge nodes. KubeEdge [7] is a Kubernetes native edge
computing framework that brings Kubernetes to edge devices.
KubeEdge offers some support for IoT devices, but it is
still in development. Red Hats OpenShift [8] allows for the
deployment of containerized workloads on the cloud and on
local infrastructure, it also uses Kubernetes for orchestration.
Most of the available solutions don’t provide a way to use
local devices with a small computational capacity for shortterm resource offloading without installing software designed
for the edge and cloud.
b) Resource provisioning : Researchers have generated
many solutions to the resource provisioning problem that can
be applied in the cloud, edge, and dew layers as well as in
a combination of them. In reference [9], authors propose a
graph-based formulation for modeling sensor services that map
to the operational model of sensor networks. They describe
how dynamic composition can rely on metadata information
exchange throughout the network to notify a central decisionmaker or neighboring services about changes in network
conditions. In their evaluation of distributed and centralized
composition scheme implementations, the authors show that
the distributed scheme incurs much higher penalties because of
the message overhead caused by services broadcasting changes
to all of their neighbors. They also show that a centralized
decision-maker approach takes less time for an initial reaction
(initial deployment of services, recomposition, addition, and
removal of services) while a decentralized approach recomposes faster, i.e. enters a stable state faster because of its ability
to recompose locally.
For the problem of service distribution, the authors of
[10] propose edge-cloud as a tree hierarchy of geo-distributed
servers and a workload placement algorithm that decides on
which edge or cloud servers mobile programs are placed
and how much computational capacity is provisioned. Their
simulation experiment shows how an edge-cloud hierarchy
architecture can efficiently and promptly serve peak loads from
mobile users. Authors in [11] developed a hybrid dew node
enabled edge to cloud ecosystem. Their approach is based
on providing IoT devices access to the dew, edge, and cloud
resources by algorithmically deploying services.
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Authors in [12] propose a model for efficient resource
utilization and for monitoring the IoT environment and the
overall quality of the system. Their model relies on measuring
different quality concepts of specific parts of the system to obtain an accurate quality description of the overall system with
which more efficient system management can be achieved.
They introduce a new concept called quality of output (QoO)
to define the expectation and capabilities of the overall output
of a system. These measurements can be useful to decide if a
system is functioning correctly, if the quality of the underlying
infrastructure meets the needs of the system by measuring
specific parts of the infrastructure, and deriving from those
measurements the probable QoO once a system gets deployed.
A peer-to-peer resource management framework for deploying latency-sensitive applications is proposed in [9]. This
approach uses decentralized nodes that share their resources
with each other and deploy tasks that can be containerized
microservices or serverless functions while adhering to the
latency and resource requirements of each task. The authors
evaluate the performance of their framework with four scenarios and show how decentralized resource management can
be performed in a peer-to-peer system to offload tasks to the
edge and cloud.
In reference [13] the authors propose an auction-based
mechanism for edge and cloud resource provisioning. Their
approach guarantees an envy-free allocation, i.e. it guarantees
that when an auction is finished, no users would be happier
with the outcome of another user. The motivation for such
a mechanism is the scarcity of edge resources in a telecomcentric mobile edge computing system. The authors show that
their mechanism for resource allocation and pricing has a small
execution time and near-optimal revenue. Small execution time
and low resource usage are important if such a mechanism
would be used on devices with a limited number of resources.
A resource allocation mechanism is a crucial element in
dynamic service distribution. The dew layer can benefit from
already developed solutions that have been designed for the
edge-cloud layers.
In our approach of describing service composition, we don’t
delve into the input and output characteristics of services,
we leave it to the developer to implement the appropriate
interfaces for each service connection. Our approach is based
on a single local centralized decision-maker that pulls quality
metadata from services instead of making services push their
data to a decision-maker. We think that a pull approach to
quality measurements might improve the scalability of services
because we can more easily define a general metrics interface
and rules for the frequency of quality measurements.
The two proof-of-concept scenarios are built around Kubernetes. Kubernetes [14] is a container orchestration system
that deploys containerized microservices in, what Kubernetes
calls, pods. Pods are a group of one or more containerized microservices, which are themselves packaged up code, libraries,
and dependencies that run isolated from the rest of the system
in Kubernetes nodes. Kubernetes clusters are a set of nodes,
each cluster is made up of nodes running in physical or virtual
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machines, on top of container runtimes such as Docker [15].
Container runtimes are used to run containers and Kubernetes
is used to control containers running in container runtimes.
In the sections that follow we call every part of a system, a
service, as it provides some sort of service, either to the enduser or to the rest of the system. We talk about services as
abstract, implementation-independent elements of a system.
In the proof-of-concept, these services are implemented as
containerized microservices running in Kubernetes, therefore,
when we talk about services in the proof-of-concept, we
mean the implemented services running in containers inside
of Kubernetes.
III. F UNCTIONALITY M ODEL
For a system to be able to deploy other systems it needs
to have a description of what to deploy. In this section we
describe what we call a functionality graph, which we use to
describe how a system, that enables a certain functionality to
the end-user, needs to be deployed and also how it should
scale and work with other active systems.

Fig. 1. Example of a functionality graph that describes the service composition of an obstacle detection and path following functionality for drones

In a distributed IoT system, independent services work
together to provide some functionality to the end-user [16].
Based on an IoT device’s resource and service requirements
we can define multiple levels of device operability. For example, a camera on the lowest level of resource usage could
provide minimum functionality such as counting the customers
that have entered a store. The next level of functionalities
would require more resources that aren’t available to the
device on-site, therefore some elements would be offloaded
to edge nodes for face recognition, provided that they offer
the resource quality needed for that functionality. As it’s done
in most of today’s systems, long-term storage and analytics
would be done in the cloud, due to the cost and smaller
latency constraints. Each functionality is comprised of multiple
discrete units of functionality, these can be microservices,
databases, third-party services, etc.
All elements are independent and don’t rely on the existence of other elements, but when connected together they
provide the end-user with certain functionalities. Functionality
requirements are modeled as a dependency graph where the
base node is the functionality itself and all the other nodes
are the services needed to provide that functionality. Figure 1
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shows an example of a functionality graph that is used in the
drone proof-of-concept scenario in section VI.
In the proof-of-concept scenarios, functionality graphs are
implemented as separate JSON files, one for each functionality. These files describe the relationship between interdependent services of a functionality. The software implementation
of the functionality graph shown in figure 1 is available on
Github at [17]. This file holds a dictionary in which multiple
fields are defined for use in the orchestrator service. The functionalities name is "drone-to-database" and it gets activated
when a device of type drone gets connected. The graph field
is a map of IDs of all the graphs nodes. The functionality
depends on the "DroneManager" service to be active, also
each node has fields that describe to the orchestrator how to
handle the scaling and connection of these services as well
as a field that continues the graph of each service, i.e. lists
the services that it depends on. The "DroneImageRecognition"
service depends on the "DroneStorage" service which, in the
JSON document, has the value "reuse" which means that the
orchestrator will resue a previously declared "DroneStorage"
service in the graph instead of instantiating a new one. The
"service" field holds the ID of the service which is used to get
the description of the service, from the functionality graphs
node description module, for the later instantiation of the
service. The "instance-per-functionality" field describes how
the orchestrator should act when multiple functionalities of
the same type are requested, i.e. how the service should scale
with the addition of multiple devices. The "connection-port"
field describes the network port of the service to which the
connection information about other services will be sent once
all the service instances of a functionality graph are active.
Good examples for applications of multiple functionality
levels are home appliances whose functionality depends on
the availability of off-site resources. A smart vacuums base
functionality is to vacuum the floor, resource needs can be
provided on-site by the vacuum itself, but if we want to add
more functionalities to the vacuum, such as mapping rooms
for better efficiency, the needs might not be met by local
resources and therefore we would need to provision them from
other sources higher up in the network. Resource provisioning
mechanisms can be implemented in multiple ways such as an
envy-free auctioning mechanism described in [13]. By adding
additional on-site resources or by provisioning resources from
already available devices, additional functionalities can be
made available on-site. Functionality graphs can provide a base
for a system that dynamically deploys services and requests
resources. It can help smooth disruptions in the network by
describing how to offload services to on-site resources, or
provide different functionalities depending on the available
resources or expand available services as the need for a higher
capacity arises. The deployment of services needed for IoT
devices in this paper is based on the functionality graphs. The
rules and elements of the graphs as well as their usage will be
described more in-depth in the next section when we go over
the orchestration model.
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IV. O RCHESTRATION M ODEL
The model consists of 3 elements, a source of functionalities, a broker, and an orchestrator. It’s designed to work with
on-site and off-site resources and it provides a mechanism for
deployment when certain functionalities are needed. Figure 2
shows the model elements, their modules, and connections.
a) Broker: The broker is used as a register of resources
and as a bridge between the resource requesters and resource
providers. It consists of a database of available resources
and a module that matches resource requests with resource
providers. Matching is based on the needs described in each
request. For example, a dashboard service that shows live
sensor data of nearby devices might not need much in terms of
CPU or memory requirements and can therefore be offloaded
to a nearby device that has been registered to the broker.

gets instantiated in the Kubernetes cluster as a pod, it can
be addressed uniquely by its name and its assigned ID. This
package can be found at [18], and it is used in the proof-ofconcept scenarios by the virtual resource providers.
c) Orchestrator: The goal of the orchestrator is to provide service management, it does this by requesting additional
resources from the broker based on the current needs of the
system and it also monitors for changes in active functionality
graphs and service descriptions. The orchestrator reacts to external device connections or functionality requests by reading
the requested functionality and deploying its services. If a
functionality request is successfully set up it can then monitor
its health and serve other requests. The rules of orchestration
are defined in each node of a functionality graph, they describe
how the orchestrator should act and how it should expand its
capacity.
V. P HYSICAL MODEL

Fig. 2. Orchestration model elements, connections, and modules

b) Functionality Source: The source of functionalities
consists of two modules. The first module holds different
functionality graphs based on the device type or function that
is requested by the end-user. Each node of a graph holds the
ID of a service and different rules of orchestration used by the
orchestrator to manage these services when active. The second
module holds the descriptions of each service along with its
resource requirements. Services can be differentiated by their
ID and subdivided into multiple versions to enable continuous
integration of services. The resource requirements are used
by the broker while the “message” (deployment request) that
they encapsulate is used by the resource provider to serve the
requests.
In the proof-of-concept scenarios, the description of a
service is a JSON document that holds information about the
service. Information is stored in fields that are a 1-to-1 copy
of the Kubernetes API parameters for the deployment of pods
and Kubernetes services. We implemented our own python
package as an abstraction over the Kubernetes API in order to
instantiate differentiable copies of services programmatically
when requested by the broker. This python package assigns
each service instance an ID and changes the fields of the
service description to be unique by replacing the "$id" substring with the ID that this instance was assigned. The service
description file is available on Github at [17]. Once the service
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In a real-world scenario, the dew layer would consist of
multiple resource providers in the form of micro-controllers,
mobile phones, tablets, or computers capable of hosting different services. Resource providers describe which requests they
can serve when they connect to a broker. If the orchestrator
is used to provide functionalities only necessary to the lowest
level of the Dew-Edge-Cloud hierarchy, it can be hosted on a
dew server. Dew servers, as described in [19], are lightweight,
ephemeral, locally accessible devices that have the ability
to be recreated from the cloud. Depending on the method
that resource providers register themselves to the broker, a
broker can also be hosted on a dew server. For example, if
resource discovery is based on a peer-to-peer mechanism, or
by a register of resource providers higher up in the hierarchy
from which it can sync its database, a broker can also be
ephemeral. It could be useful in some cases to provide each
smaller device cluster with its own broker either on an IoT hub
or as a specialized device. In the case of a static broker, from
the perspective of IoT devices, a discovery mechanism would
be needed to dynamically connect orchestrators to brokers. The
slowest changing element is the source of functionalities, as
it’s managed by the developers working on the functionalities.
The source of functionalities can be hosted in the cloud as a
marketplace of services [20] from which a local, dew instance,
could synchronize.
A. Communication
The communication steps are described from the perspective of the orchestrator as all the other elements react to
its requests. The environment consists of multiple resource
providers, already available services, and the dew server
which hosts the model elements. The orchestrator reacts to
incoming functionality requests in the form of IoT device
bindings, end-user requests, or requests coming from other
active services. The request holds the information about the
requested functionality and the information about the source
of the request. After receiving a request, the orchestrator reads
the functionality graph along with the rules of each node.
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Based on internal algorithms, it creates a list of services that
need to be deployed or requested while taking into account
the already active services and rules of each service. Different
functionalities could share the same types of services or they
might need another functionality graph to be active in order
to function properly. The last step is the deployment through
the broker. The list of services along with their resource
descriptions are sent to the broker to be deployed. The broker
then matches the resource requests with the available providers
and forwards the request message to them. The handling of
the message is left up to the provider and when the message
is successfully processed, a status message is sent back to the
broker who then forwards it to the orchestrator to connect
deployed services. The result would be a fully connected
system providing the end-user with the desired functionality.
The model can be expanded with different mechanisms of
service removal. By monitoring the activity of services, either
through resource use or network traffic, resources can be freed
after some time of inactivity. Forceful removal of services
would be necessary if the orchestrator is removed from the
system abruptly, without being able to request the removal of
active services.
VI. P ROOF - OF - CONCEPT
To test the usability of the model and evaluate its performance we implemented two functionality graphs each with its
own set of microservices and virtual IoT devices in Kubernetes. Gusev [21] applies the cloud-dew architecture in the
IoT. He describes how a dew server could be used to offload
some camera streaming tasks by leveraging local devices to
collect weak signals from IoT devices, and also process and
transmit data to higher-level servers. In our implementation,
we use virtual dew servers that act as IoT hubs and gateways to
other services, these IoT hubs react to device connections and
functionality requests by deploying and orchestrating functionalities. Virtual devices are software implementations of real
IoT devices, they are used to test the model with streaming
and static sensors and actuators. Streaming sensors are defined
as sources of continuous data whose sampling frequency is
higher than 100 Hz, while static sensors sample on frequencies
lower than 0.1 Hz [22]. Two virtual devices are used, in the
first scenario, a sensor that generates data simulates real-world
sensors like temperature sensors, humidity sensors, liquid flow
sensors, etc. In the second scenario, we created a virtual drone
that streams video from a 3D rendered scene and acts as
an actuator whose speed, position, and orientation can be
controlled via an HTTP API. The code of the proof-of-concept
is available online at reference [23].
The physical position of Kubernetes nodes in a real-world
environment would be along the computing layers, on different
devices, from those nearby the user, on the lowest layer, to the
higher layers up to the cloud. To simulate such environments,
the virtual service provider was used, itself a Kubernetes pod
which can deploy other pods or Kubernetes services with
the use of our custom python package [18]. In the proof-ofconcept scenarios, Minikube is used to host a local Kubernetes
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cluster. Virtual providers are deployed in the same Minikube
cluster in which services from the functionality graph are
running. The local, edge and cloud resource providers have
different amounts of storage, RAM, and CPU available, and
the network latency of the services they deploy is programmatically limited within the cluster to simulate providers on
different computing layers. All elements used in both scenarios
are containerized microservices written in Node and Python.
Communication over the network is done with the HTTP
protocol and each container is assigned a URL upon creation.
Containers share a common set of API endpoints that are
used for binding, removal, and management of microservice
parameters running inside them.
A. Sensors
The first scenario uses multiple virtual sensors that send
their data to a database to be analyzed and stored. This
scenario covers the use of a dynamically requested local dashboard that displays sensor data in real-time while being hosted
on a local resource provider without affecting the storage and
analysis functionality. The parameters of this scenario are set
up so that a cloud provider and a local provider are available,
each with a different resource capacity and network latency.
Multiple virtual sensors are created and connected to a service
that stores sensor data in a database and analyses it. Figure
3 shows the deployed services and their connections, When
the orchestrator fully deploys the requested functionality, the
local dashboard service becomes available to the end-user. The
dashboard acts as a server that hosts a website that displays,
in real-time, local sensor data and analyses from the cloud.

Fig. 3. Sensor scenario deployment model

B. Drones
The second scenario is used to demonstrate how the system dynamically scales onto multiple dew, edge, and cloud
resource providers. Dynamic scaling is achieved by the orchestrator with the use of rules of orchestration defined for
each service. Figure 4 shows the deployed functionality that
enables the drones to follow a path set by the user while
evading obstacles. The functionality graph in figure 1 contains
4 services that enable this functionality. Rules of orchestration
are defined so that a single drone manager service can use
multiple image recognition services and path creation services.
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The storage service does not need to be deployed as it’s
already provided by the model, hosted on a cloud resource
provider, but it is defined in the functionality graph as needed
by other services, therefore access to this service needs to be
provisioned.

Fig. 4. Drone scenario deployment model

In this scenario, we have multiple resource providers on
each level of the Dew-Edge-Cloud hierarchy, each with a
smaller number of available resources and a smaller latency
the closer they are to the end devices. Virtual drones stream
video data to the drone manager which then requests the
image recognition service for obstacle detection. The image
recognition service scales dynamically based on the number of
active drones which is described in the rules of orchestration.
We are able to instantiate and control multiple virtual drones
while letting the orchestrator scale the underlying functionality
system as needed.
VII. C ONCLUSION
In this paper, we proposed a model for dynamic service
distribution and orchestration along multiple computing layers,
together with an accompanying model for describing functionalities and rules of orchestration. We have implemented two
proof-of-concept scenarios of the proposed model to test its
usability in a virtual real-world environment. This solution for
dynamic deployment and service orchestration is still in its
early stages and more work needs to be done to incorporate
other mechanisms such as over-the-air updates of IoT devices,
efficient resource provisioning, ensuring the quality obligations
of resource providers, etc. By extending the model with an
additional mechanism, an environment could be created in
which developers and end-users leverage their local resources
more efficiently.
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Abstract – A video game refers to a digital breed of
entertainment experienced on various devices, including
personal computers, gaming consoles, tablets, and
smartphones. For some time now, video games have not
been perceived as a form of play solely reserved for children
but as the way of spending the leisure time enjoyed by a vast
of adults worldwide. As a result, the video games sector has
become a behemoth larger than the movie and music
industry combined, and it is growing on daily basis. The
process of developing video games is more complex than
ever which is the reason why every now and then novel
game engine is proposed. The objective of this paper is to
present features of a game engine that was implemented in
C# programming language. The introduced game engine
draws on MonoGame library that contains collection of
functions and commands thus facilitating the creation of a
virtual space and supporting the development of video
games. The functionalities and capabilities of the presented
game engine are demonstrated on the examples of 2D and
3D video games prototypes.
Keywords - game development, C#, .NET, XNA, MonoGame

I.

INTRODUCTION

The computer game industry is growing on daily basis.
According to [1], computer games have earned more than
the movie and music industry together, which makes them
the most profitable entertainment industry. In proportion
to the profit that games make, the competition in the
market is increasing and all companies are trying to gain
advantage in that respect. All the strength of the company
lies in its game engine which is often specialized for the
development of a particular computer games genre.
The main problems faced by today’s developers are
often related to the performance or behavior of a particular
engine, where the lack of knowledge is perceived as the
main cause of the problem. Almost all relevant game
engines are closed source which means that particularities
on implementation of certain functionalities are not
available to developers. The only way for a developer to
understand the way certain components work and
communicate is to create his/her own computer game
engine.
Considering that our prior work was focused on
development on computer games in various environments
[2][3][4][5] as well as on evaluating facets of quality [6]
and user experience [7] in their context, the objective of
this paper is to introduce project-oriented game engine
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(ProGamEn) [8] and to describe the basic principles and
techniques used in the game design.
The remainder of the paper is structured as follows.
Programming language and libraries that constitute the
foundation of the proposed game engine are described in
the second section. Prototypes of 2D and 3D games are
presented in the third and the fourth section, respectively.
Performances of ProGamEn, when compared to
commercial game engines, are discussed in the fifth
section. Conclusions are drawn in the last section.
II.

GAME ENGINE FRAMEWORK

A. Programming Language C#
C# is a programming language developed by
Microsoft in 2000. The main goal behind C# was to create
a .NET framework that is mainly used today for web
applications development. The main features of C# are
simplicity, controlled code with garbage collector and
strong reflection. A .NET is a closed source language, and
the Microsoft team oversees all newer versions and code
enhancements. However, in 2016 the first version of .NET
Core appeared which is open source and in recent years
began to replace the original .NET as well as other
frameworks and languages.
C# provides high-quality code control, ease of use and
writing libraries thus accelerating the production cycle of
applications. It draws on the Common Language Runtime
(CLR), an executable component that controls the
application lifecycle. The main features of CLR are the
use of functionality written in other languages within the
C# (DLL import commands), structured error
management (exception trees, rollback, change of variable
values at breakpoints), secure access to the code, thread
management within the program, monitoring the
execution of individual threads, debugging, error checking
during code translation, and automatic memory
management using garbage collector.
Most game engines are written in the C++
programming language. Until the introduction of the
Unity and the XNA library on the computer game scene,
C# was perceived as a language of lower performance and
as such could not be compared to C++. Moreover, no
library supported direct writing of graphic code in C# until
the arrival of DirectX. With the emergence of DirectX,
Microsoft created XNA in 2006 thus enabling developers
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to create games for Microsoft platforms (Xbox, Windows
OS, Windows mobile phones) quickly and easily. The
idea of XNA was to give developers the maximum degree
of code usability on different platforms. It was optimized
for computer game development and still allowed for
controlled code writing. XNA encapsulation allowed the
end user to access only the high-level features needed to
develop a computer game, while XNA itself took care of
everything else in the background [9]. XNA was meant
for 2D and 3D development and enabled the use of a
keyboard and game controller.
Unity [10] was created in 2004 and was initially
designed for the development of computer games for Mac
and OS X operating systems. Today, Unity supports the
design of computer games for all platforms and employs
C# as the main scripting language. Since the performance
of C# is significantly lower than that of C++, Unity
developed its own compiler, which is up to a couple of
times faster than C++ because all objects are replaced by
structures available on the stack instead of on the heap
[11]. The main advantage of the Burst compiler is that it
enables the deterministic performance of logic, physics,
etc., which brings a revolution in the world of computer
games because servers are no longer required to perform
all the logic for each individual player. Instead, part of the
logic is performed on the client side, while the server
mostly checks the correctness of the session from time to
time.
B. MonoGame Library
MonoGame is a simple and powerful .NET library that
supports the development of computer games for personal
computers, consoles and mobile devices. The main
features of the MonoGame library are [12]: 2D and 3D
computer games development, sound effects, the ability to
use keyboard, mouse, joysticks or touch screen, content
creation and code optimization within the game engine,
and a math library with optimized functions for computer
game development. MonoGame is based on the XNA
library and the implementation of the functionalities is
mostly the same for both libraries.
Although the computer game industry is so advanced
that it is difficult to be competitive when compared with
commercial engines such as Unity [10] and Unreal [13],
the need for innovation and refreshment in the field is
certainly needed. A good example of such innovation is
Godot engine [14] which is an open source and has been
growing exponentially in popularity since 2018. While all
commercial engines are generally far better and more
advanced than anything a small team of people can offer,
indie game designers are not aiming to develop an engine
for commercial use but to create an environment that will
help them to develop games in much faster and easier
fashion.
The MonoGame library allows one to create his/her
own engine using high-level APIs, making it much easier
to write and understand code. Unlike commercial engines,
using MonoGame is free for personal and production
purposes. In addition, MonoGame does not have any
restrictions on writing code, which greatly facilitates the
design of the engine architecture. As shown in Figure 1,
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the manner of writing code in the ProGamEn engine is
similar to those in the Unity engine.

Figure 1. An example of writing code in ProGamEn (up) and Unity
(down) [8]

C. ProGamEn Engine Design
The basic principle of the ProGamEn engine is
consistency in component design, which makes it easier
for developers to navigate the code and helps them make
decisions related to determining the direction of a game
development. The ProGamEn is based on independent
component programming which means that each script is
considered as a separate functionality within the engine
and no component is completely dependent on the other.
All components inherit the Component class (shown in
Figure 2) which defines the basic functionalities that each
component must contain.

Figure 2. Implementation of a Component class [8]

The Component is an abstract class which means that
an instance of an object can never be created directly
using it, but it is used as a mold for its children who
inherit it. In the class constructor, we set the values of
Enable and Visible to True. The LoadContent function is
employed to load content into a component and is applied
only when the component utilizes a file that needs to be
loaded from the computer's memory and prepared for use.
The files used by the environment are font, image, 3D
models and sounds. The Update function has the role of
executing logic that needs to be run multiple times per
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second. The number of executions of this function draws
on the number of frames per second. In case when we
have 30 frames per second, the Update function will be
executed up to 30 times per second. There are cases when
too many functions are performed in the game, so the
number of images per second decreases, which can be
noticed by slowness of computer game or visual problems
such as screen tearing. The Draw function is also executed
depending on the number of frames per second and used
for drawing objects in space within the game. For the
development of 2D games, SpriteBatch is used to draw
textures within space, while for the development of 3D
games, Camera object is employed to determine the
relative position of a three-dimensional object within the
game space in relation to the observing object (camera).
The UpdateReferences function is used to update all
references to the component we are creating, i.e., when
changing the owner of a certain component, it is necessary
to update all its references in relation to the references that
the new owner has. The Destroy function is used to
deconstruct a specific component. By applying it, we first
stop the Update and Draw functions, and then we deploy
all the references to make garbage collector clear the
object from memory as easily as possible.

possible, second in which the ball tries to catch the player,
and third in which the ball stands still and does not try to
move. After the time expires, the final screen is drawn,
which signals that the game is over, and the total number
of points earned is displayed on it.
The interaction between the game and the player is
carried out through input commands that the player gives
in the form of a mouse click, keystroke or hand movement
(in the case of virtual reality), and thus affects the
development of events within the computer game. A
generic input system that is static for the entire project is
implemented within the ProGamEn engine. Its purpose is
to make reading users instructions easier and efficient.
Detection of input data via mouse, keyboard and
controller is done using the InputController class.
In a computer game, each image, texture, sound, etc.,
can be defined as a unique object or set of components
that share the same purpose. In the ProGamEn, an object
represents the foundation of a computer game logic which
means that a component that is not part of an object will
not be initialized and updated. The Transform class shown
in Figure 4 is used to determine the position of an object
within the scene space.

III. 2D GAME PROTOTYPE
The goal of the two-dimensional game "Collect All
Balls" shown in Figure 3 is that player collects as many
points as possible through a collision with black balls
which emit a sound that signals that the player has
touched them. The prototype can be played using a mouse,
keyboard or controller.

Figure 4. Implementation of a Transform component [8]

The Position2D and Position3D values are used to
determine the position of the object in 2D and 3D space,
respectively. The functions that the Transform class
inherits from the Component class do not have any
essential functionality apart from the Destroy function,
that is used to delete a component from the object in
which it is used.
Figure 3. 2D game prototype [8]

Since the player can only move within the limits of the
initially defined screen, all balls that come out of that
space need to be destroyed so that the performance of the
computer game after a longer period would not be
impaired. Each ball within the game has an animation
component that gives an extra visual sensation to the game
while playing. Balls also have primitive artificial
intelligence and three possible states of behavior: first in
which the ball tries to move as far away from the player as
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Visual elements form the backbone of the marketing
and sales aspects of a computer game. Spine and sprite are
two basic techniques for creating animations. In the
context of developing 2D games, sprite animation is more
often used. It draws on the fast image change, creating an
illusion of movement or interaction of objects within the
scene. Image animation works by loading only one image
into a computer's memory that contains several smaller
images needed to animate a specific action.
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When conducting image animation, it is desirable that
all parts of the animation are of the same resolution and at
equal distance from each other for easy access and control.
The image animation includes following steps: defining a
frame to be used to select a specific image within the
animation; retrieving the part of the image that the frame
is currently pointing to; drawing an image on the screen;
moving the frame to the next position (image); returning
the frame to the initial image when it is on the last
position. The frame and its movement within the image
used for the animation are illustrated in Figure 5.

Figure 5. Visualization of the selection frame [8]

To be able to see the animation within the computer
game scene, it is first necessary to create a texture on
which the individual images of the animation will be
drawn. A texture is a set of one or more images that
together define a particular canvas that serves to visualize
objects within a scene. Before we can use texture within a
computer game, we need to convert it to a format
understandable to our engine. ProGamEn cannot directly
read the texture in PNG format, so we need to use the
pipeline tool to create a XNB format from a PNG format.
Once the texture has successfully converged, we can load
it and use it within the computer game.
In addition to visual elements, sound also plays a very
important role in computer games. Depending on the
genre of the game, the sound can serve as an indicator of
gaining an advantage over the enemy, as an adrenaline
stimulus to drag the player into the magic circle of the
game and identify with the character (s)he plays, as an
indicator of enemy attack for the purpose of timely
response and the like. In the 2D game prototype, sound
was used for creating the background atmosphere and as
an indicator of collision when the player touches the ball.
The implementation of sound is based on retrieving
resources from memory and creating an instance of it,
which is then triggered if necessary, and the sound is
played via the output device (e.g., headphones, speakers,
etc.).
Collision in computer games refers to events that
occur when two objects touch within a scene. It is one of
the essential components in any game today. Since the
collision must be constantly checked for each object, it
must be fast and optimized. In that respect, developers
often use regular geometric shapes such as squares,
circles, and triangles to detect collisions. If the number of
collision operations is too large, the performance of the
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game may decline resulting in a late update of the
collision boundaries. Poor implementation of the collision
system can be noticed in computer games in which objects
pass through each other or do not trigger the necessary
events during the collision of two objects. In the
ProGamEn, a square based collision detection is
implemented.
For the purpose of 2D game prototype, it was
necessary to create a text component so that the player
could track his/her achievements in the form of collected
points. Before text could be used within an engine, we had
to define the font. Since it needed to be in a XNB format,
we integrated it into the engine by means of a conversion
tool.
Once the engine had all the necessary components for
making a prototype, it was necessary to determine the
general design of the game that will allow the developer to
create new functionalities as easily and simply as possible.
Using everything described so far, the developer does not
have a strictly defined way of writing code which can be
both an advantage and a disadvantage, depending on
his/her knowledge. Therefore, the engine defines the basic
framework for creating game logic and allows the
developer to invent his/her own design. The
MonoBehavior class defines basic design within the
engine while the GameLoop class updates all active
objects on the scene.
IV.

3D GAME PROTOTYPE

In 3D computer games images are replaced with
models composed of a set of vertices and edges that are
redrawn within the space in each update and then linked
while the space between them is filled with faces [9][15].
While the X and Y axes denote the length and height
within space, respectively, the Z axis serves to define the
width of the object. There are cylindrical and cubic
coordinate systems [16]. Although the cubic coordinate
systems (both left-handed and right-handed) predominate
in today’s market, the cylindrical systems are much more
useful in games that have a lot of circular motions.
The camera is a basic component of any computer
game and is designed to draw an image that is displayed to
the player. Only objects that the camera actively observes
will be drawn, while all remaining objects will be
invisible. Since space within the 3D world moves to
infinity, the camera needs to draw all objects from its
position to infinity. For this reason, a technique called
clipping plane [17] was used to determine the minimum
and maximum drawing points of objects.
A particle system is a technique in computer games
that uses a huge number of smaller images, 3D models, or
other graphic objects to simulate certain phenomena that
would not otherwise be possible to simulate with normal
plotting techniques. To implement a particle system, it is
first necessary to define the values we want to use within
the game. The code example shown in Figure 6 defines
the settings used to define the particle system.
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V.

Figure 6. Implementation of particle settings [8]

GAME ENGINES BENCHMARKING

Although ProGamEn can hardly compete with any of
commercially applicable engines in terms of functionality,
documentation and long-term sustainability, there are a
few features in which ProGamEn represents a convenient
alternative. The first and strongest advantage of the
ProGamEn is the performance during game development.
As presented in Figure 8, the compilation part of the
ProGamEn is significantly faster than those of Unity. The
reason for this is that the IL2CPP compiler that Unity
employs translates all the code from the C# into C++
programming language which is quite an expensive and
time-consuming process. Likewise, the Unity engine uses
a lot of reflection to retrieve scripts and methods from
each individual object, so it is often recommended that the
number of classes in Unity is kept to a minimum.

Since the user interface implementation is described in
previous section, in this section we will describe a 3D
computer game called “Guess the Queen” that is shown in
Figure 7.

Figure 8. Efficiency of ProGamEn compared to Unity engine in terms of
starting a project [8]

Figure 7. 3D game prototype [8]

The player is statically positioned at zero position
within the scene. In the middle of the screen there is a
target that indicates the viewing direction (mouse
position). The player fires a bullet in the direction of view
with the left mouse click. In a random position and at
random time intervals, objects (queens) that travel towards
the player are created. The player aims to hit objects
before they touch him/her to be able to keep playing and
advance to the next level. At each subsequent level, new
objects are created closer to the player and in shorter time
intervals. When the player fails to destroy a certain
number of objects that reached him/her, the game ends.
When a bullet touches an object, the object is destroyed,
and a system of particles is activated which provides an
additional visual sensation to the game.

Since ProGamEn is a set of libraries and does not have
any significant user interface, 100 MB of memory on the
hard disk and 2 MB of working memory are enough to
open a program for writing text (e.g., Notepad). On the
other hand, to run the Unity development environment,
one need to have a minimum of 30 GB of hard disk
memory and 2 GB of RAM. There is also an option to run
Unity without a user interface which reduces the use of
working memory to 700 MB, but in that case is possible to
run only functions such as tests and there is no direct input
to the computer game. The aforementioned is illustrated in
Figure 9.

The complete implementation of the ProGamEn and
both 2D and 3D game prototypes can be found in [8].
Figure 9. Minimal memory requirements of the ProGamEn compared to
Unity and Unreal engines [8]
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ProGamEn and Unity are structurally similar - a
developer who has previously used one of these engines
should have no difficulty coping with the other. The
advantage of the ProGamEn is also that it is open source
and does not require a license to use while the
development of a commercial computer game in the Unity
requires monthly fee per person involved in the project.

indie studios to keep up with the competition. Therefore,
the main purpose of the ProGamEn is to facilitate the
understanding of computer game development essentials
to future generations of developers and to serve as
foundation of new and better game engines.

An additional advantage of the ProGamEn is that
developer does not have to follow any game architecture
design patterns which makes the game development
highly flexible. On the other hand, Unity strictly defines
that every component that needs to be present on the scene
must inherit the MonoBehavior component. Given that
MonoBehavior is a low-performance script, developers
are forced to devise ways to balance performance with
ease of maintaining code. Namely, fewer MonoBehavior
scripts will result in better code performance but over time
they will become much more complex and at some point it
will be too difficult to find problems and maintain them.

[1]

The smaller number of ProGamEn functionalities is
both an advantage and a disadvantage. The disadvantage
is because a small number of functionalities means a
smaller number of computer game genres that can be
made. On the other hand, due to the smaller number of
functionalities, each developer can relatively quickly
master all the components of the engine and figure out
how to make the most of it for a particular game genre.
VI.

[2]

[3]

[4]

[5]

[6]

CONCLUSION

The objective of this paper was to introduce projectoriented game engine (ProGamEn) by means of which
developers can, using the C# programming language and
the MonoGame library, develop computer games. Because
MonoGame has a very easy and understandable set of
features, developers can focus more on the architecture
and design of the game instead of dealing with various
other components such as graphical languages, memory
allocation and the like. Although C# as a language is
much slower in performance than languages like C++, C
and Python, its features such as simplicity, memory
cleaner and runtime generic calls are beneficial in the
context of game development.
The biggest problems that today's developers face is
lack of knowledge related to the processes that are taking
place in the background of game engines, which often
leads to unwanted errors and slow development of the
computer game. To address these problems, game
developers are often encouraged to create their own
version of the game engine.
Although game engines created by small teams or
individuals can hardly compete with the commercial ones,
each new engine significantly adds to the extant body of
knowledge which eventually helps new developers and
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Clutch compensation system for motorcycles
using an embedded system
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Abstract – On a motorcycle the role of the clutch is to
disengage and engage the power from the engine of the rear
wheel. This paper presents an implementation of a clutch
compensation system using an embedded system that allows
shifting to a higher gear under full acceleration without using
the clutch itself. Throughout the paper we examine its inner
workings, its implementation on a specific motorcycle and a
look at its potential benefits.
Keywords - compensation; clutch; acceleration

I.

INTRODUCTION

An integral part of graduating from the Department of
Mechanical Engineering at the Zagreb University of
Applied Sciences, students prepare a graduate thesis paper.
The emphasis in such a paper is put on practical
implementation of acquired theoretical knowledge
Students choose their mentors based. The thesis is
formulated based on the possible future direction of their
further education or employment. This is all done in
communication between a potential mentor and a student.
This paper is a result of such a process. With a wish to
develop something usable on a wider gamut of motorcycles
and after careful study of current situation [1] [2] [3] [4] in
automatic gear shifting, a thesis was chosen.
This article examines an implementation of a clutch
compensation system for motorcycles that allows changing
gears under full acceleration without using the clutch itself.
Currently, developed systems that allow shifting gears at
full acceleration are either designed only for certain
motorcycle models or have very limited options
The article describes the design and the implementation
of the system in detail. The article does not go in depth
through the written code because of the desire to put the
emphasis on the mechanical and design challenges.
II.

of each is 30 °, so at 1000 rpm, in the worst-case scenario,
the switching will be delayed by 5 ms due to the time
required to align the teeth with the gear itself. At higher
speeds, the specified delay shorter, i.e., 500 µs.
The time duration how long the drive unit will be shut
down depends on the difference between the gear ratio of
the current and the next gear, because it depends on how
much rpms have to be lowered on the drive unit in order to
equalize the rotations with the next gear.
Automatic deactivation is enabled if the driver
depresses the clutch, indicating that he wants to shift into
the next gear on his own.
For the implementation of such a system, the following
components were used:
•

ATMega168 – has advantage on other
embedded systems due to the access to the
pins directly

•

LED display decoder CD4026 (fig. 1) – we
are using pins: CLOCK (to increment the
displayed number), RESET (to set zero) and
DISPLAY ENAGLE IN (to control the power
supply of the display itself)

•

DC-DC Step-Down Converter - used to
power the entire system.

•

HX711 ADC module - as the axial force
sensor has a differential voltage output, the
aforementioned module was used, which is
designed for use with the Wheatstone bridge,
which fits the configuration of the strain
gauges and is used in the sensor itself.

DESCRIPTION OF SYSTEM OPERATION

When the system registers that the driver wants to shift
into a higher gear, it cuts off the power to the existing fuelair mixture ignition system. This way, the transmission is
relieved, which reduces friction, and it is possible to shift
to a higher gear.
This action requires a certain force on the transmission
mechanism, so it is important to measure it and set a certain
limit that indicates the gear shift. A minimum speed is
defined by the drive unit at which this sequence is allowed.
In the used motorcycle, the gear has 6 gear teeth, the width
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Figure 1. LED display decoder CD4026
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•

Tensometer strips (fig. 2) - precisely made
copper wires with a piece of insulator that has
the property of elasticity. They are sensitive
only to axial loads and when it comes in a
semi-bridged joint is used in a pair of two that
are mounted rotated by 90. In order to be able
to express the relationship between resistance
(1) and force, the formula for elongation of the
material due to stress on the train or pressure
(2).

that the measurement result is zero when the differential
inputs are at the equal electric potential.

Figure 3. Serial communication timeseries

TABLE I.
Symbol

Note

MIN

𝑇1

0.1

𝑇3

DOUT falling edge to
PD_SCK edge
PD_SCK rising edge to
DOUT data ready
PD_SCK high time

0.2

1

𝑇4

PD_SCK low time

0.2

1

𝑇2

Figure 2. Influence of stress direction on resistance

𝐺𝐹 =

𝐸=

𝛥𝑅 ⁄𝑅

()

𝛥𝐿⁄𝐿

𝐹 ⁄𝐴
𝛥𝐿⁄𝐿0



()

The relationship expresses the resistance change ΔR
compared to the force F (3)
𝛥𝑅 =

𝐸
𝐹 ⁄𝐴

∗

1
𝐺𝐹∗𝑅

()

The voltage measured at the junction (4) of two strain
gauges:
𝑈=
III.

𝑉𝑐𝑐∗(𝑅+𝛥𝑅)
𝑅+(𝑅+𝛥𝑅)

()

DESCRIPTION OF THE PROGRAM

A. Communication with the decoder CD4026
The CD4026 decoder is a decimal decoder with
integrated logic for controlling a 7-segment LED display.
Communication is done via two lines CK and Reset.
Rectangular pulses are fed to the input CK or clock, which
the decoder shows on the display in decimal form. The
Reset input is used to reset the decoder to 0, from where,
depending on the CK input, the counting starts again.
B. Serial communication with analog converter HX711
According to the data shown in the figure (Fig. 3), a
serial communication routine can be compiled for the
selected channel with a gain of 128 taking care of the
signal times (Table I) shown in the table. The record is in
the form of a binary number, that is, in the range from the
maximum negative signal -8388608 to the maximum
positive signal 8388607, from which it can be concluded
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TIMING DIAGRAM SERIAL COMMUNICATION
TYP

MAX

Unit
𝜇𝑠

0.1

𝜇𝑠

50

𝜇𝑠
𝜇𝑠

C. Analog to digital conversion
The integrated analog-to-digital converter on the
microcontroller itself uses the function to initiate a new
conversion to simplify signal measurement.
IV.

DESCRIPTION OF THE CIRCUIT BOARD

A. Filters
Since the input voltages from the already existing
sensors are not compatible with a microcontroller running
on 5V, filters were needed and were developed for that
purpose. The filters were developed in the TinaTi program.
The analog filter of the gear selector position sensor has
an output of + 5V. In order to ensure that the analog sensor
of the gear selector position does not affect the signals on
the motorcycle, a filter consisting of an operational
amplifier in the voltage sequence is made to keep the input
current as low as possible. The limit of the filter is the
maximum output voltage of the operational amplifier used
which is less than the input, this is solved by the voltage
divider to reduce the input voltage and to avoid information
loss (fig. 4).

Figure 4. Filter for analog sensor

Filter for the vehicle speed sensor is based on a Hall
sensor that registers teeth on the drive wheel or output shaft.

1979

With this sensor, the signal is square with an amplitude of
0-5V or 0-12V.
In order to ensure the system works on a variety of
motorcycles where the logic unit is using 5V or 12V, the
input is equipped with a Zener diode of 5.1V which limits
the input voltage and a low-pass filter for signal
stabilization. In addition to signal stabilization, and so that
the oscillations in the signal would not be recognized as
information, the signal passes through an operational
amplifier which creates a hysteresis with its connection
(fig. 5).

Figure 7. Clutch sensor filter

B. LED display for communication

Figure 5. Filter for Vehicle speed sensor

The crankshaft position induction sensor outputs an
alternating sine signal that has a positive DC shift. At the
input (fig. 6) to the filter is the already mentioned 5.1V
Zener diode which limits the input voltage to + 5.1V and
does not allow a negative voltage. A high-pass filter ensures
DC shift filtration. In the case of a negative half-cycle at the
filter input, at the moment when the Zener diode conducts,
capacitor C2 on the high-pass filter is discharged resulting
in a negative voltage at the input of the operational
amplifier, the protection in this case is diode D1. An
operational amplifier is connected as a hysteresis generator
to further filter the input signal from unwanted noise. A
signal of small amplitude appears near the cutoff frequency,
and in order to increase the attenuation of the filter, this
signal is introduced to another operational amplifier in the
hysteresis generator connection and then from the input
signal, which is sinusoidal, alternating and has a DC shift,
at the output a rectangular signal is obtained within a certain
frequency range.

The clutch sensor is a pushbutton that connects to
ground when the clutch is depressed. The problem is that
the system on the motorcycle has a very sensitive logic
made with diodes and interference that can affect the
operation. To prevent this, a filter was constructed with a
low-pass RC filter at the input first (Fig. 7), followed by an
operational amplifier in the hysteresis generator
connection, thus ensuring a theoretically non-invasive
reading of the clutch condition.

LED displays are used to communicate with the user
all 7 segments (Fig. 8) are connected via the same resistors
to the microcontroller. The decimal point with DS1 is
connected via resistance to the microcontroller because it
is used to communicate with the user, the decimal point
DS2 via resistance is connected to + 5V which means
power signaling. Transistors Q1 and Q2 turn on the DS1
and DS2 displays alternately at high speed and allow two
different digits to be displayed across the same lines.

Figure 8. The connection of two LED displays Push button connection

To reduce the number of input pins of the
microcomputer for the push-button, the pushbuttons are
connected in one type of voltage divider. Resistor R4
tightens the output line to 5V while depending on which
key is pressed, resistors R1, R2, or R3 tightens the same
line to ground. The voltage divider gives 7 different analog
values on the output line which is input to the analog input
on the microcontroller (table II).

Figure 9. Filter for Vehicle speed sensor

Figure 6. Filter crankshaft position sensor
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TABLE II.
Switch 1

VALUES OF PRESSURE BUTTON
COMBINATIONS

Switch 2

Switch 3

●
●
●
●
●
●
●

●
●

●
●

●

Value [ V ]
5.00
2.50
3.44
2.04
4.12
2.26
3.00
1.88

panel of the bike, between the rpm gauge and the
temperature gage, as seen on Figure 12.
The motorcycle of choice was the Yamaha RD 350
YPVS. Testing was done in a real-life environment and
video documented.

VI.

CONCLUSION

The work done on planning and construction of this
system has been highly instructive. A large amount of data
was collected and should ease the further development of
the system and its iterations for one of the future students
that show an interest in this project. One of the main
opportunities would be to implement IOT based control [5].
The project has also provided an excellent opportunity
for a student interested in the mechanical aspects of a
motorcycle to apply and test lots of the theoretical
knowledge about embedded system he attained during his
studies.

Figure 10. Main system

V.

IMPLEMENTATION

After all the components were soldered to the PCB
board (Fig. 10) with the corresponding connectors, two
component adhesive sealing masses were used to fill the
interspace of the boards. This was followed by
implementation of the system on a motorcycle. The axial
force sensor was installed on the transmission, as seen on
Figure 11. The gear indicator was placed on the front

Figure 12. Built in current gear indicator
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Abstract - Object detection is an active area of research
with rapid growth in the number of new publications. It is a
computer vision technique widely used in various domains
and it forms a foundation for a variety of applications, such
as face detection and autonomous driving. The precondition
for successful object detection are efficient algorithms that
are able to detect features related to a certain object in static
or moving images and the processing power which ensures a
fast execution. This paper provides an overview of the
current most significant visual object detection algorithms,
their essential features, their advantages, limitations, as well
as datasets used for their training and evaluation. Based on
the provided overview, this paper attempts to also recognize
directions for further development and contribution to the
area.
Keywords - object detection algorithms; object detection;
deep learning

I.

INTRODUCTION

In recent years, the popularity of deep learning has been
on the rise. It has been successfully applied to various
problems in security (e.g., face recognition in security
monitoring [1]), surveillance (e.g., railroad trespassing
detection [2]), medical science (in which deep learning can
even outperform humans – for example, classification of
skin cancer [3]), mobile applications [4], and many others
including object detection. Object detection is a computer
vision technology aiming to identify, distinct, and classify
different individual objects in digital images or videos. The
techniques of object detection have been rapidly evolving
due to the development of convolution neural networks,
deep learning algorithms, and GPUs computing power [5].
Today, object detection is a part of many industries and
everyday life. For example, remote sensing [6] is often
used in the military domain, while face recognition,
pedestrian recognition [7], and anomaly recognition [8] are
frequently used in surveillance. Object detection is also
currently strongly represented in the transportation field.
Vehicle detection [9], traffic signs recognition, and
autonomous driving [10] are just some of the few current
applications of object detection.
This paper attempts to provide a summary and overview
of recent object detection algorithms in the domain of
computer vision with a special focus on describing
different algorithms and their characteristics. The rest of
this paper is organized as follows. The most frequently
used datasets for object detection applications are
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described in section 2. In section 3, two main categories of
object detection algorithms are introduced, along with
some of their representatives which are then in section 4
compared in terms of speed and accuracy and some of the
issues and challenges of these algorithms are considered.
Conclusions are presented in section 5.
II.

DATASETS

While deep learning models have become increasingly
more complex and efficient, the standardized datasets with
the purpose of measuring different algorithm efficiency
have also become more complex.
The first widely used dataset was the PASCAL Visual
Object Classes (PASCAL VOC, [11]) which launched in
2005 with five classification categories. It was an annual
challenge evaluating performance on object class
recognition and was expanded both in the number of
categories as in the number of training images until 2012.
With the introduction of bigger and more challenging
datasets, e.g., Microsoft Common Object in Context and
ImageNet Large Scale Visual Recognition Challenge have
become available, it has fallen out of use, but all of its
versions remain available for download and free usage.
ImageNet Large Scale Visual Recognition Challenge
(ILSVRC, [12]) uses images from ImageNet [13], a large
image classification dataset, to produce a dataset that is
more than an order of magnitude bigger than PASCAL
VOC. ILSVRC has 1000 object classes and approximately
1.4 million images, compared to PASCAL VOC 2012 with
100 object classes and around 22 000 images [12]. While
it provides a large corpus of images it also inherits biases
from ImageNet. Objects are large and centered in the
middle and as such do not reflect objects that humans
encounter in their usual environments [14].
Microsoft Common Object in Context (COCO, [15]), a
large dataset that comprises both large and small objects
that are located throughout the image, was introduced in
2014. It has 1.5 million object instances, more than 200
thousand labeled images and 91 categories. While
PASCAL VOC and ILSCRC contain only bounding box
annotations, COCO also contains image captions, people
with annotated key-points, and object and stuff
segmentation. COCO is currently the dataset of choice for
benchmarking state-of-the-art object detection algorithms.
Results obtained using those datasets are typically
reported as mean Average Precision (mAP), where the
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precision is calculated and averaged over different recall
values and classes, or as Average Precision (AP), which is
the same metric as mAP, but it also averages over different
thresholds for true positives and drops mean from the
name.
III.

OBJECT DETECTION ALGORITHMS

Contemporary object detection algorithms rely on two
distinct philosophies and can be generally divided into two
groups: two-stage detection algorithms and one-stage
detection algorithms.
A. Two-stage detectors
Two-stage detectors usually follow two steps of object
detection: they first create region proposal to localize an
object and then use classifiers to classify the object in a
certain region. In the past, two-stage detectors were more
precise, since they could easily leverage large
classification datasets, but were and still are significantly
slower than one-stage detectors. Some algorithms that
belong to this class are R-CNN, Fast R-CNN, and Faster
R-CNN. While they all follow the two steps paradigm,
they differ in the way they create region proposals and in
the number of shared computations between different
regions.
1) Regions with CNN, R-CNN
Regions with CNN (R-CNN, [16]) is a region-based
two-stage object detection algorithm consisting of three
steps. In the first step approximately 2000 region proposals
are generated from an image using selective search [17], a
high recall, heuristics-based, hand-designed algorithm that
uses similarities between parts of an image to create
regions that are likely to be semantically connected. In the
second step, a CNN consisting of five convolutional and
two fully connected (FC) layers [5], extracts a 4096dimensional feature vector from each region proposal. To
compute features for a region proposal, each region needs
to be resized and rescaled to a 227 × 227 input image after
which the pixels in a specific region are warped in a tight
bounding box around it to the required size [16]. The final
step is applying a set of class-specific Support Vector
Machines (SVMs) which classify regions as specific
objects or background.
R-CNN can be very accurate, with a mAP of 60.0% on
PASCAL VOC 2007 [5]. However, since a big number of
regions need to be classified, the problem with the R-CNN
architecture is that the computation needs to first train and
then use the model, which is very time-consuming.
Another problem is a complicated multistage pipeline and
the fact that the model is not trained “end-to-end” and
therefore cannot optimize all the components jointly.
2) Fast R-CNN
The architecture of a Fast R-CNN is based on R-CNN,
but it introduces a few innovations to improve training and
testing speed while also increasing detection accuracy.
This method has several advantages: higher mAP than RCNN, single-stage training, which can update all network
layers, and no need for disk storage for feature catching
[18].
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Fast R-CNN generates a feature map by passing the
input image though a few convolutional and max-pooling
layers. A region of interest (RoI) pooling layer [18] then
extracts a feature vector without using a warping
operation. Those feature vectors are fed to a set of fully
connected convolutional layers before branching into two
separate output layers [19]. One of them calculates class
and background probabilities [20] while the other
calculates bounding box predictions.
Multi-task training is used to avoid managing a pipeline
of sequentially trained tasks [17], which increases the
detection speed and saves the additional expense on
storage space. Fast R-CNN is more accurate than R-CNN
with a mAP of 66.9% on PASCAL VOC 2007 [5].
3) Faster R-CNN
Not too long after Fast R-CNN was introduced, Faster
R-CNN was proposed as an improvement of the regionbased CNN [5], using Region Proposal Networks (RPNs)
[21] instead of selective search. RPNs share convolutional
layers with state-of-the-art object detection networks
which results in a lower marginal cost for computing
region proposals. RPN performs efficient detection of
objects of various sizes due to the introduction of anchor
boxes which are used as a reference. The architecture of
Faster R-CNN consists of two modules: a region proposing
fully convolutional network (FCN) and a Fast R-CNN.
RPN outputs a set of rectangular object proposals along
with an objectness score [21] based on an input image that
can be of any size. A small network with an input of n × n
spatial window slides over the feature map of the last
shared convolutional layer. Every sliding window
generates a low dimensional vector which is fed to two
sibling 1 × 1 FC layers: a box-regression layer and a box
classification layer. The final output consists of a sequence
of probabilities estimated over the different objects
considered and the coordinates of the bounding box values
[22]. Faster R-CNN is the most accurate algorithm in the
R-CNN family with the mAP of 73.2% [21].
B. One-stage detectors
One-stage detectors perform both localization and
classification of an object completely in one stage, i.e.,
they propose predicted boxes from input images directly.
They can work at real-time speed and until recently
(YOLOv4, [23]) were not as accurate as two-stage
detectors
1) You Only Look Once, YOLOv1
You Only Look Once (YOLOv1, [24]) is the first
algorithm that attempted to reach real-time object
detection speed with 45 frames per second on Titan X
GPU [24]. It does so by replacing the traditional two-stage
detection and region proposal methods with a single
convolutional network. YOLOv1 has 24 convolutional
layers pre-trained on ImageNet which extract features
from the image, and two fully connected layers
responsible for predicting the output probabilities and
coordinates, as shown in Fig.1.
After resizing the input image, YOLOv1 converts it into
a grid of S × S cells and each cell predicts a certain number
of bounding boxes enclosing an object. For each bounding
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Figure 1: YOLOv1 structure.

box, a confidence score (the likelihood that the cell
contains an object) and a class score are also calculated.
Threshold filtering [24] is applied to discard objects that
do not contain the target class. If the confidence score of a
bounding box is less than the chosen threshold, the
corresponding box is discarded.
As a one-stage object detector, YOLOv1 is extremely
fast, but it makes more localization errors than two-stage
object detectors [5]. It struggles to precisely localize
smaller or irregularly shaped objects and groups of smaller
objects.
2) YOLOv2
YOLOv1 has several disadvantages. For example, it
predicts coordinates of bounding boxes directly, which
presents a harder optimization problem than Faster
RCNN's offsets and anchor boxes. Since it needs more
global information to determine absolute rather than local
offsets, Faster-RCNN's offsets also make it more
constrained, making its parameters easier to train.
YOLOv1 also makes more localization errors and has low
recall compared to two-stage detectors. That is why
YOLOv2 [25] was introduced. Speed and precision were
increased by adopting some new elements, including batch
normalization (a BN layer is added before each
convolutional layer) which increased mAP by 2%, high
resolution classifier (input resolution 224 × 224 was
replaced by 448 × 448), adopting the R-CNN prediction
mechanism (class prediction on the boundary box level),
dimension clusters (K-means clustering was used for
training to find the good prior for bounding box width and
height), and multi-scale training (a new image dimension
was chosen randomly every few batches). YOLOv2
achieves higher mAP than YOLOv1 and is more than
twice as fast at the same resolution [25].
3) YOLOv3
YOLOv3 [26] is an improvement of YOLOv2 in which
minor changes were made. YOLOv3 predicts objects at
three different scales, a new network Darknet-53, is used
for feature extraction and objects are predicted using
nonhierarchical sigmoid. The result of this improved
model is more accurate detection of smaller objects.
4) YOLOv4
YOLOv4 combines several generic advances in deep
neural networks such as Weighted-Residual-Connections
(WRC),
Cross-Stage-Partial
connections
(CSP),
Crossmini-Batch-Normalization (CmBN), Mish activation
function, Dropblock regularization, Path-Aggregation
Networks (PAN), Spatial-Pyramid-Pooling (SPP) and
CIoU loss with several of their own (Mosaic-data
augmentation, Self-Adversarial-Training (SAT)) to
improve on YOLOv3 [23]. YOLOv4 is composed of the
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backbone (CSPDarknet53), neck (PAN+SPP) and a head
(YOLOv3). These additions can be divided into “a bag of
freebies” [23], things which improve detection speed or
accuracy but cost almost nothing at inference time, and “a
bag of specials”, things that increase memory or compute
requirements at inference, but which are comparatively
lower than the benefits that they bring. The following is a
non-exhaustive list of the additions that YOLOv4
incorporates.
Weighted-Residual-Connections (WRC) [27]: When
residual connection is paired with ReLu activation
function, because the output of the ReLu is always nonnegative and it is in residual fashion added to the highway
signal, additional processing that is happening outside of
the main highway signal can only leave signal the same or
strengthen it. This is what the WRC attempts to solve, it
adds a learnable weight on residual connection that can
then enable addition or subtraction from the main signal.
Dropblock regularization [28]: One popular
regularization technique is Dropout. Dropout is a
regularization technique designed specifically for fully
connected networks, which randomly turn the activation of
specific neurons off. This form of regularization works
poorly on convolutional networks because there the
activations are spatially correlated. This is the problem that
Dropblock solves. It does not drop individual activations,
but a whole region, this way the network cannot easily use
spatially neighboring activations to “fill in” the dropped
activation, but “has” to use features from other parts of the
input.
GIoU and CIoU loss [29]: While object detectors are
evaluated using Intersection over Union(IoU), they usually
were not trained using IoU as a loss but using squared error
or binary cross entropy on metrics [24] that correlate with
the IoU. This train-test discrepancy is the reason general
IoU (GIoU) was created. GIoU is given by:

𝑮𝑰𝒐𝑼 = 𝑰𝒐𝑼 −

𝑪
𝑨 ∪𝑩

𝑪

(1)

where A and B are predicted and target bounding boxes
and C smallest convex object that encloses them. As seen
from equation (1) degenerates to the IoU loss when one
bounding box is inside the other while providing steady
gradients when it is not. While GIoU improves the results
when compared to IoU, it does not converge well in
standard state-of-the-art algorithms. CIoU [30] combines
IoU (intersection over union) loss, normalized center
distance loss and aspect ratio loss. It converges much faster
than GIoU or IoU loss and is a drop-in replacement for
them.

Figure 2: An example of digit detection, YOLO.
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An example of a digit detection using the authors
implementation of YoloV1 with residual connection
http://18.191.201.204/ is shown in Fig.2
5) RetinaNet
Because there is a big imbalance in the number of hard
(objects and their boxes) and easy (background) classes,
object detectors easily learn to detect the easy classes and
then get stuck learning the hard ones. Therefore, another
two-stage detector, RetinaNet [31], was proposed. Its main
contribution is its novel loss called focal loss. The authors
of RetinaNet propose to weigh the loss of a specific class
with the hardness perceived by the network. Harder classes
receive larger coefficients and easy classes lower.
6) Detection Transformer
Detection Transformer (DETR) [32] removed many
priors that went into the construction of one-stage and twostage detectors. It does not have non-maximum
suppression and anchor boxes but predicts the result
directly. It first uses the CNN backbone to extract the
features from the image, which are fed into the transformer
encoder. Because the transformer encoder accepts
sequences and CNN backbone images of varied sizes the
input image does not need to be rescaled. The transformer
encoder output and learned positional embeddings are then
fed into transformer decoder which computes features in
parallel. Each element of the sequence is then passed
through a shared Feed Forward Network which predicts
"no class" or a specific class and bounding box
coordinates.
7) SpineNet
Decreasing the resolution while increasing the number
of features works for image classification, but detection
requires more localization information. To conserve
spatial information, authors of SpineNet [33] use neural
architecture search (NAS) to find a good permutation and
cross scale connections of layers of ResNet-50 and in that
way merge the backbone and FPN style feature
aggregators into one. They show that this non-monotonic
decrease in resolution helps to increase precision.
8) EfficientDet
Depthwise separable convolutions are now a common
trick to decrease the computation time, while
simultaneously decreasing the accuracy of the network by
a small amount. The common convolution uses
d1×k×k×d0 filters to slide over the image feature space
to transform image features from d0 to d1 channels.
Depthwise separable convolutions factorize the 3×3

of interest cannot be embedded into a significantly lower
dimensional subspace of the activation space. The authors
of MobileNetV2 propose a new module that projects
activations to more dimensions, uses nonlinearities in that
space, and then linearly projects it back and adds it in
standard residual fashion. This way it is possible to
preserve the information in the tensor. This trick improves
performance and decreases memory usage at influence
rime compared to MobileNetV1.
EfficientDet borrows the backbone networks from
EfficientNet [36]. EfficientNet proposes a new way of
scaling convolutional neural networks, where depth,
resolution and number of channels are scaled jointly. The
base architecture is found by neural architecture search and
then scaled.
C. Feature Pyramids Network, FPN
FPN is a specific component that can be used for both
two-stage and one-stage object detection. Object detection
algorithms have traditionally struggled with objects of
various sizes. Traditional approaches use image pyramids
to enable detection at various scales, which can be fused
with deep learning, but it takes more computational
resources. One can use image pyramids only at test time
but that leads to a discrepancy between train and test
conditions which means that the performance is lower
compared to the system that is trained using the pyramids.
The paper Feature Pyramid Networks for Object Detection
[37] describes a way in which structures similar to that of
the traditional image pyramids can be created using the
natural CNN pyramidal shape to increase the performance
without significantly increasing the computational budget.
While lower layers in the CNN architecture have more
resolution, they lack good feature representations and
deeper layers have more semantically rich features but lack
resolution, therefore authors propose a bottom-up – topdown architecture, as illustrated in Fig.3, to get the better
from both parts. The usual forward CNN pass is computed
then the features in each layer are scaled and added to the
features below. To ensure an equal number of channels
1×1 convolution is used. After the new features are
calculated for each layer the predictions are then calculated
from each 'pyramid' layer to get the result. While the

convolution to 1×1 convolution followed with 3×3
convolution which is carried in each channel. This way
instead of w×h×(k×k×d0)×d1 operations, only

w×h×d0×d1+w×h×d1×(k×k×1)=w×h×d1× (d0+27)
operations are used. Here k is the kernel size, w, h are
width and height of feature maps, d0 is channel size before
the convolution and d1 after.
EfficientDet [34] also uses Inverted Residuals and
Linear Bottlenecks from MobileNetV2 [35]. The key idea
of MobileNetV2 is that the nonlinear ReLu function
destroys the information the tensor contains if the manifold
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Figure 3: FPN architecture.
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IV.

COMPARISON AND FUTURE CHALLENGES

A comparison of speed/accuracy tradeoff and average
precision of different algorithms is shown in Fig.4 and
Fig.5. FPS was measured using Titan Volta and Tesla
V100 GPU and with a batch size of one [39]. YOLOv4
significantly outperforms EfficientDet, which is the
second-best performing algorithm, on speed-accuracy
tradeoff and has higher AP when scaled to more
parameters (YOLOv4-P7).
Object detection has come a long way in the past few
years, however, there are still some issues left to be
resolved. While they are a lot faster now than in the past,
the current state-of-the-art object detection algorithms still
cannot operate in real-time conditions. One-stage detectors
are faster than two-stage detectors and are simpler to
implement which leads us to the prediction that the field is
going in the direction of one-stage detectors.
Another challenge to be resolved is the fact that current
algorithms cannot reason at a high level, e.g., an object
detection algorithm might classify a reflection of an object
as the object itself, models such as GPT-3 [40] have shown
remarkable levels of reason, but that is still not enough,
and it has not translated to object detection. GPT-3 is also
an instance of transformer models that have started to take
over other deep learning subfields and we expect that that
will also happen to object detection.
The current state-of-the-art object detection algorithms
have a set of predefined classes and cannot find, for
example, an orange brick on top of a blue table. Some
recent work in image classification, such as CLIP [41], has
made a lot of progress in that direction and we expect that
to transfer to object detection soon.
V.

CONCLUSION

In this paper, the recent algorithms for object detection
are reviewed. The main divisor among them is the one vs
80
70
60
50
40
30
20
10
0
BOX AP

AP 50

YOLO v4 P7
Faster R-CNN

AP 75

APS

EfficientDet-D7X
Fast R-CNN

APN

APL

RetinaNet
DETR (DC5-R101)

Figure 4: Speed accuracy tradeoff. [39]

1986

48
46
44
42
40
38
36
34
32

YOLO v4
EfficientDet

AP

authors of this paper used simple top-down addition to
aggregate information from different ‘pyramid’ layers,
there are many other ways, including bidirectional feature
pyramid network BiFPN [23], architectures that were
created by neural architecture search NAS_FPN [38], and
architectures that were inspired by architectures that were
created by neural architecture search [25].
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Figure 5: Performance of various algorithms on the MS COCO
benchmark. [39]

two-stage paradigm: one-stage detectors are inherently
faster, since they require less steps and, until recently, had
lower performance than two stage detectors. The field is
currently going in the direction of bigger one-stage models
that reason on multiple scales. While the current top
performing models are CNN-based, more transformerbased models should be expected in the future. Many
subfields in deep learning have already started the
transition to transformer models and DETR is certainly the
right step in that direction for object detection. Datasets
have also become bigger and more representative of
complex and authentic object detection problems over the
years.
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Abstract—From the past few years, due to advancements in
technologies, the sedentary living style in urban areas is at its
peak. This results in individuals getting a victim of obesity at
an early age. There are various health impacts of obesity like
Diabetes, Heart disease, Blood pressure problems, and many
more. Machine learning from the past few years is showing its
implications in all expertise like forecasting, healthcare, medical
imaging, sentiment analysis, etc. In this work, we aim to provide
a framework that uses machine learning algorithms namely,
Random Forest, Decision Tree, XGBoost, Extra Trees, and KNN
to train models that would help predict obesity levels (Classification), Bodyweight, and fat percentage levels (Regression)
using various parameters. We also applied and compared various
hyperparameter optimization (HPO) algorithms such as Genetic
algorithm, Random Search, Grid Search, Optuna to further
improve the accuracy of the models. The website framework
contains various other features like making customizable Diet
plans, workout plans, and a dashboard to track the progress.
The framework is built using the Python Flask. Furthermore, a
weighing scale using the Internet of Things (IoT) is also integrated into the framework to track calories and macronutrients
from food intake.
Index Terms—Smart Health system, Obesity, Machine Learning (ML), Hyperparameter optimization (HPO), Genetic algorithm, Random Search, Grid Search, Optuna, Flask, Internet of
Things (IoT), Weighing Scale

I. I NTRODUCTION
According to an article published in GBD 2017 Obesity
Collaborators [1], over 4 million people die each year due
to excessive weight. From 1975 to 2016, the number of
children and adults experiencing obesity had increased from
4% to 18%. The problem of overweight and obesity is not
only a problem of developed countries, even low-income and
developing countries are overtaking the total number which is
30% excess than the total cases in developed countries [2].
The effects of being overweight have different measurements, from psychological health issues to trivial medical
conditions. Nonetheless, there is no real link between emotional health and obesity. However, due to isolation, there is
a greater risk of low self-confidence, mood, and motivational
issues, eating disorders, relational communication issues, and
all of which directly or implicitly affect personal satisfaction
[3]. Physical medical conditions include type 2 diabetes, high
blood pressure, heart and kidney diseases, asthma, back pain,
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and more. This prompts a total of more than 3,000,000
passings yearly [4].
Body mass index (BMI) is a person’s weight in kilograms
divided by the square of height in meters. A high BMI over
25 can be a marker of high body weight. Daily living factors
such as eating pattern, level of exercise, total water intake,
alcohol intake and unhealthy food intake, and so forth fully
contribute in deciding an individual’s body mass index [5].
Predicting obesity levels using these variables sets people up
to think about these factors from top to bottom and helps link
habits that encourage them to lose weight. BMI can be utilized
to screen for weight classifications that may indicate medical
conditions yet are not a good indicator of a person’s body
fatness. Studies have shown that BMI is quite outdated not to
consider lean body mass to calculate overall fitness [6]. Two
people with the same weight and height may look different
based on lean body mass present. Generally, the higher the
muscle mass, the higher a person’s metabolism is resulting
in lower body fat levels. Various factors such as gender, arm
thickness, waist circumference are good characteristics to tell
the body fat percentage of an individual.
Diet or proper food intake plays a dominant role in getting
healthy. However, there is going around a lot of confusion in
the fitness health industry regarding diet plans which are not
sustainable in the long term [7]. Improper knowledge about
calories coming from macro-nutrients and micro-nutrients in
food leading individuals to get demotivated as they do not see
any progress and they end up consuming more or less food
according to their goals. So a proper framework website is
required which predicts the BMI or obesity levels, body fat
percentage and suggest the dietary requirements according to
their goals. A smart IoT weighing scale system is designed and
integrated into the framework that tells the calories generated
from food. A dashboard has also been created which gives
line plots to track the daily progress made by an individual in
getting healthy. For the machine learning part, algorithms like
Random Forest, KNN, XGBoost, Extra Trees, and Decision
Tree are used to predict obesity, weight, and fat levels. The
algorithms are then optimized using the Genetic algorithm,
Random Search, Grid Search, Optuna. The website is built
using the python flask framework and various components like
HX711, load cell, NodeMCU are used to build a weighing
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scale.
This examination work is organized as follows: Section II
contains the related works dependent on health frameworks.
Segment III includes the methodology utilized for building
the models and systems. The examination and assessment of
predictions using different metrics are introduced in Section
IV. Segment V contains the functionalities of the website
framework. Presented an IoT weighing scale working in Section VI. Section VII concludes the paper.
II. R ELATED W ORKS
A good amount of work has been done on the data produced
from sensors and trackers to identify human activity, with
various applications such as tracking all body movements,
counting calories consumed while working out, estimating the
pulse, and applications in the clinical field [8]. However, in the
field of overall welness and general health, work is not carried
out at a high pace. Despite this, few studies and examinations
focused on common health issues such as calorie estimation,
IoT-based smart health systems, BMI estimations.
Raza Yunus et al. [9] developed a mobile-based dietary
assessment framework application that can record real-time
photographs of food and examine them for nutritional value
that improves dietary intake. Deep learning techniques for
image classification were performed on a dataset consisting of
100 classes with an average of 1000 images for each class. The
Food-101 dataset was also combined to include subcontinental
food. The results show that the completed model accuracy is
85 percent and is similarly productive on the Essential Food
101 dataset.
Considering the effect of BMI on people in everyday
activities, Enes Kocabey et al. [10] constructed a model name
FACE2BMI which foresee the BMI levels dependent on the
face of a person. The visual-BMI dataset was used. It contains
an aggregate of 16483 pictures which further decreased to
4206 pictures after the manual selection. The Pre-trained CNN
models VGG-Net and VGG-Face are used for the feature
extraction part and the latter incorporates a support vector
regression model for BMI prediction. The outcomes show
that VGG-Face accomplished an overall accuracy of 65%
contrasted with 47% utilizing VGG-Net.
Sebastian Baumbach et al. [11] analyzed compound movements like Deadlifts and Bench press typically directed with
athletic gear in the fitness center. The author gathered sensor
information of 23 members for these exercises using smartwatches and smartphones. Conventional machine learning and
deep learning algorithms were used for training. SVM and
Naive Bayes performs best with an exactness of 80%, although
deep learning models overachieved them with a precision of
92%.
Mehak Gupta et al. [12] proposed a model to predict future
weight levels dependent on the clinical history of childhood.
This is useful in the early identification of youth at high
risk of developing childhood obesity which may help link
earlier and more viable mediation to prevent adulthood obesity. LSTM were utilized on unaugmented Electronic Health
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Record (EHR) dataset. Set embedding and attention layers
were also used to add interpretability at both the features and
timestamp levels.
III. M ETHODOLOGY
The datasets used in this research are ’Estimation of obesity
levels based on eating habits and physical condition dataset’
taken from UCI ML repository [13] and body fat percentage
dataset [14] published in Journal of Statistics Education. The
obesity dataset consists of 2111 rows and 17 columns whereas
the body fat percentage dataset has 252 rows and 19 columns.
The description of both datasets are given in Fig. 1 and 2
respectively. They are divided using 80:20 train test split to
build three machine learning models namely, Obesity level
prediction (Classification), Weight prediction (Regression),
and Body fat percentage prediction (Regression) as seen in
Table I.

Fig. 1. Description of obesity level dataset

Fig. 2. Description of Body fat percentage dataset

TABLE I
D ISTRIBUTION OF DATASET
Task
Prediction of Obesity
level
Prediction of Weight
(kg)
Prediction of Body
Fat percentage

Dataset used
Obesity Level

Train (80%)
1688

Test (20%)
423

Obesity Level

1688

423

Body Fat

201

51

The flowchart of the proposed pipeline is given in Fig. 3. It
contains a total of four parts namely, data preparation, training
(Algorithms), hyper-optimization, and testing part (metrics).
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to get the expected predicted value near the actual value. The
user is first able to estimate the level of obesity using daily
habits and later inputs an estimated estimate of height and
obesity to obtain the expected value of body weight. In body
fat percentage model, the BF1 and BF2 features are combined
to obtain an average target variable feature BF. Similarly, BF1
and BF2 were dropped, and later features such as AI, Density,
and Fat Free Weight were also dropped for user convenience.
B. Algorithms

Fig. 3. Flowchart of the methodology adopted

A. Data Preparation
The initial stage of every machine leaning problem is the
data preparation part. Without appropriate information handling methods, the model will restore garbage values and will
not be effective. We employed common data preprocessing
strategies such as; Inspect null values, duplicate columns
and rows, eliminate null values, and text from tuples. The
obesity level dataset contains categorical features converted to
numerical features using label and ordinal encoding methods.
The ordinal encoding method is used to preserve the order
of categorical data whereas the label encoding method is used
when there is no order in data. We manually checked the order
using the cat plot imported from the seaborn library [15]. As
demonstrated in Fig. 4, the consumption of alcohol (CALC)
feature versus the BMI cat plot, there is no order present. This
results in the one-hot encoding of the CALC feature.

Fig. 4. Cat Plot of CALC w.r.t to BMI

For user usability, some features were removed before the
machine learning algorithm was trained. For the obesity level
prediction model, the target variable is NObeyesdad (obesity
level). The weight and height features are reduced as we only
require users to input their daily habits to obtain an estimated
level of obesity. For the body weight expectation model, the
objective variable is the weight and no other attributes are left
for training. Also added the height parameter as it is imperative
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To be specific, for both classification and regression, a total
of five algorithms, Random Forest, KNN, XGBoost, Extra
Tree and Decision Tree are employed to build the prediction
models. Deep learning models such as neural networks, in
general, outperform any other machine learning algorithm.
But with respect to small to medium datasets, tree-based
algorithms are seen as the top tier at the present time [16].
1) Decision Tree: A decision tree [17] is a tree where each
node addresses a feature i.e. attribute, each link or branch
corresponds to a decision and each leaf addresses an outcome
which is categorical or real value based on the machine
learning problem. The goal of using a decision tree is to
create an explanatory model that can be used to estimate the
class or values of the target variable by taking the required
decision parameters interpreted from the previously generated
information. In Decision Trees, the initial step in predicting
the target class for a record was to check the estimation of
the original attribute with the record attribute. Based on the
correlation, the branch is followed and jumped to the following
node compared to that value.
2) Random Forest: Random Forest [18] is based on the
concept that it includes various decision trees on different
subsets of the given dataset and took the mean to improve
the prescient exactness of that dataset. Instead of depending
on one decision tree, it takes the forecast from each tree,
and depending on the dominant part votes of expectations
it predicts the final output. Random forest relies on the idea
of ensemble learning, which is a cycle of merging numerous
classifiers to solve difficult problems and to improve the
performance of the model.
3) KNN: The K-nearest neighbor algorithm [19] analyzes
the similarity between features to estimate the projections of
new data-points, which means that it depends on how closely
it coordinates the points in the preparation set. It is likewise
called lazy learner computation because it does not rapidly
benefit from the preparation set.
4) XGBoost: Extraordinary gradient boosting or XGBoost
[20] for short is one of the notable ensemble-based gradient
boosting techniques having upgraded execution and speed in
tree-based machine learning algorithms. The idea of gradient
boosting algorithms is to optimize its loss function, unlike
other boosting algorithms where the aim is to expand the
weights of misclassified branches. XGBoost is a high-level
execution of gradient boosting along with some regularization
factors that help smooth the weights to avoid over-fitting.
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5) Extra Trees: Extra Trees or extremely randomized trees
[21] are based on an ensemble machine learning algorithm.
This algorithm works by making an enormous number of
unpruned decision trees using the training data. For regressionbased problems, the predictions generated by decision trees are
averaged or in case of classification, majority voting is used.
Unlike a random forest that builds each decision tree from the
bootstrap sample of the training dataset, the additional tree fits
each decision tree onto the overall training dataset. The extra
tree algorithm chooses the random split point which prefers
greedy algorithm, and it can arbitrarily samples the features
at each split point.
C. Hyperoptimization
Machine learning algorithms have hyperparameters that
must be set to transform and improve the accuracy of the
model. The overall effect of hyperparameters on a model is
known, yet it is difficult to figure out on how to best set up a
mix of hyperparameters and communication hyperparameters
for a given dataset. A better method is to objectively scan
various properties for model hyperparameters and choose a
subset that results in a model that meets the best performance
on a given dataset [22]. This is called Hyperparameter advancement or Hyperparameter Tuning and can be accessed in
the scikit-learn Python ML library [23]. The hyperoptimization
system involves marking a search space [24]. It can be thought
of mathematically as an n-dimensional volume, where each
hyperparameter addresses an optional dimension and the range
of the dimensions are the values hyperparameters can take, for
example, categorical or real-valued. A point that lies in the
search space is a vector with a particular subset representing
each hyperparameter. The aim of optimization is to find a
vector that results in the best performance of the model after
training with high accuracy or least error.
1) Random Search: Random search [25] characterizes a
search space as a finite region of hyperparameter values and
randomly selects points in that space. It establishes a set
of hyperparameter values and chooses arbitrary combinations
that completely nullifies the total choice of combinations to
produce the model and score. This allows one to implicitly
control the number of parameters attempted. It is conceivable
that RandomSearch will not yield the exact same result as
GridSearch, but generally it picks the best result in a small
fraction of the time.
2) Grid Search: The customary technique for hyperparameter optimization is a grid search [26], which essentially performs an aggregate search on a given subset of the parameter
space of the training algorithm. Since the boundary space can
include spaces with real or infinite properties for some range,
it is conceivable that we need to set a boundary to implement
a grid search. Grid search experiences higher dimensional
spaces, although they can undoubtedly be parallelised because
the hyperparameter values with which the algorithm works are
usually autonomous from each other.
3) Genetic Algorithm: The genetic algorithm [27] is an
evolutionary search algorithm used to take care of growth
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and performance by sequentially selecting, incorporating, and
changing boundaries using processes that occur after biological evolution. Evolutionary algorithms mimic the cycle of natural selection which refers to species that can adjust to changes
in the environment and tolerate and emulate future generations.
Each generation comprises a population of individuals and
each individual constitutes a point in the search space and
represents viable solution. Every individual is addressed as a
string of character/number/bits and is practically equivalent
to the chromosome. The genetic calculation starts with a
randomly produced populace of chromosomes. At that point, it
undergoes a mechanism of selection and recombination, which
is based on chromosome score of fitness. Parent hereditary
materials are recombined to create child chromosomes creating
the next generation. This cycle is repeated up until a stopping
criterion is satisfied.
4) Optuna: Optuna [28] is a framework built for automating the process of optimization. It consequently finds ideal
hyperparameter values by utilizing various samplers, for example, random, grid search, bayesian, and genetic calculations.
It underscores a definitive, characterize by-run way to deal
with client API. Because of the defined by-run API, the code
content composed with Optuna holds modularity, and the
Optuna clients could effectively form search spaces for the
parameters. Optuna depicts each interaction as a study which
is an improvement that depends on the objective function, and
trial which is a single assessment or execution of the objective
function.
D. Metrics
For measuring the exactness of obesity level, the accuracy
metric is used given by:
Accuracy =

Tp + Tn
Tp + Tn + Fp + Fn

(1)

where Tp , Tn , Fp , Fn represents True-positive, True-negative,
False-positive and False-negative respectively. Three metrics
namely, root mean squared error (RMSE), mean absolute error
(MAE), mean absolute percentage error (MAPE) are employed
for analyzing the predictions of Bodyweight and fat percentage
levels.
v
u n
u1 X
RM SE = t
(xi − yi )2
(2)
n i=1
n

1 X
M AE = ( )
|(xi − yi ) |
n i=1

M AP E = (

n
100 X |xi − yi |
)
n i=0 |xi |

(3)

(4)

where, xi : actual values, yi : predicted values, n : length of
test data.
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IV. R ESULTS

TABLE III
M ETRICS OF PREDICTED B ODY W EIGHT

In this research, three prediction tasks are performed utilizing five algorithms specifically, Random Forest, KNN, XGBoost, Decision Tree, and Extra Trees. These models are
then optimized using four HPO techniques to be specific,
Random Search, Grid Search, Genetic algorithm, Optuna.
The Random Search and Grid search are performed using
RandomSearchCV and GridSearchCV functions provided by
scikit library [24]. The genetic algorithm is implemented
by the Tree-based Pipeline Optimization Tool (TPOT) [29].
The TPOT is constructed using a genetic search algorithm
and is an automated machine learning tool. For Optuna, an
objective function is created to return accuracy in which
hyper-parameters are proposed using the trial object and final
execution is finished with the study object.
Table II shows the accuracy of the classification of obesity
levels on the test dataset. It suggests the random forest model
using grid search and Tpot classifier outperformed all other
models with 86% accuracy. The algorithm with the lowest
performance is the decision tree which range between 7375% accuracy. The Extra tree classifier gave no indication
of progress in accuracy and it just stuck with 85% accuracy.
All HPO models except Random Search are producing good
results.
TABLE II
ACCURACY OF PREDICTED O BESITY
Algorithm
RandomForest
DecisionTree
ExtraTrees
KNN
XGBoost

RSearch
0.84
0.73
0.85
0.81
0.84

Gsearch
0.86
0.76
0.85
0.82
0.84

Model
RandomForest

DecisionTree

ExtraTree

KNN

XGBoost

Model
RandomForest

ExtraTree

KNN

XGBoost

The body weight predictions dissected by three metrics
namely RMSE, MAE, MAPE are given in Table III. It is observed that there are some instances where increase or decrease
in RMSE shows opposite effect on MAE and MAPE. For
example, in the decision tree algorithm using Tpot, the RMSE
and MAE values are 3.50 and 2.23, respectively. Applying
Optuna, the RMSE value expanded to 3.88, while the MAE
decreased to 2.13, which recommends that during training
the model concentrates more on correcting small values and
neglects to correct larger errors which was further penalized by
RMSE. The results shows that the KNN algorithm is giving the
highest error whereas the Extra Tree Resistor postprocessed by
Optuna has been chosen for the framework application because
of the minimum MAE and MAPE values.
For prediction of body fat percentage, as shown in Table
IV, the XGBoost algorithm outperforms all other algorithms
that demonstrate its merit in small datasets. As far as HPO
model performance is concerned, Optuna outperforms other
HPO techniques on all algorithms. XGBoost with Optuna has
been chosen for the deployment of the Body Fat Percentage
Model as it is giving minimum errors with respect to all
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GSearch
2.80
1.64
0.022
3.75
2.29
0.030
2.86
1.62
0.022
5.30
2.98
0.041
2.96
1.84
0.024

Tpot
2.86
1.71
0.023
3.50
2.23
0.029
2.89
1.62
0.022
5.02
3.13
0.042
2.95
1.87
0.025

Optuna
2.85
1.67
0.022
3.88
2.13
0.027
2.82
1.57
0.021
5.44
3.10
0.043
2.87
1.80
0.023

TABLE IV
M ETRICS OF PREDICTED B ODY FAT P ERCENTAGE

DecisionTree
Optuna
0.85
0.73
0.85
0.82
0.85

RSearch
2.81
1.65
0.022
3.80
1.99
0.026
2.89
1.62
0.022
5.38
3.16
0.044
3.02
1.97
0.026

metrics. KNN again failed to meet the expectations in contrast
to other algorithms.

LEVEL

Tpot
0.86
0.74
0.85
0.82
0.84

Metric
RMSE
MAE
MAPE
RMSE
MAE
MAPE
RMSE
MAE
MAPE
RMSE
MAE
MAPE
RMSE
MAE
MAPE

Metric
RMSE
MAE
MAPE
RMSE
MAE
MAPE
RMSE
MAE
MAPE
RMSE
MAE
MAPE
RMSE
MAE
MAPE

RSearch
3.81
3.13
0.237
4.48
3.53
0.259
3.77
3.11
0.232
4.45
3.72
0.276
3.61
2.92
0.213

GSearch
3.82
3.16
0.235
4.20
3.36
0.246
3.78
3.11
0.230
4.45
3.72
0.276
3.74
3.14
0.233

Tpot
3.85
3.17
0.234
4.54
3.62
0.263
3.78
3.12
0.232
4.40
3.52
0.252
3.67
2.99
0.215

Optuna
3.80
3.11
0.233
3.90
3.05
0.234
3.74
3.10
0.228
4.45
3.72
0.276
3.47
2.80
0.208

To summarize, Grid Search goes for every conceivable
combination of search space provided which makes it brute
force and slow. It is not recommended to train a grid search
if the search space is large. Random search trains a little
faster but it does not ensure the best results. Tpot is a good
option if the search space is large but it takes a lot of time if
trained on large number of generations and population. To
the best of our knowledge, Optuna is the suggested HPO
model as it requires less time and gives top results. However,
choosing the right parameter for an objective function is quite
difficult. In any case, with respect to general performance,
Optuna outpaces any remaining HPO models in terms of
performance and results. In addition, different types of plots
such as optimization history plots are provided by the optuna
to analyze the hyperparameters as shown in Figure 5.
V. MOF IT F RAMEWORK
A Python Flask [30] is employed to deploy the machine
learning models in a website framework. As we can see in
Figure 6, the user first inputs the parameters on the GUI

MIPRO 2021/SP

Fig. 5. Optimization History Plot

built using HTML, CSS to be sent as a query to the Flask
framework. Flask will then use the trained model to predict
values or labels on the input parameters and output the
predicted results on the website page.

Fig. 7. Structure of Deployed ML model to predict Obesity and Body Weight

Fig. 6. Model Deployment using Flask

To be specific a set of three algorithms were chosen,
Random Forest, Xtra Tree, XGBoost for obesity, bodyweight
and body fat prediction separately. Figure 7 shows the structure
for the purpose of estimating obesity levels and body weight.
The client first enters or selects an attribute such as age,
gender, caloric probe, water consumption, etc. After clicking
the submit button, the model predicted the obesity level for
example, in this case, the obesity level ranges from BMI 3035. Until then, the client needs to enter the height attribute in
meters to effectively predict its weight which is 101kg as in
Figure 7.
Another helpful component of the MOFit system is the
dashboard where the customer can track its development every
day, week to week and month to month. Line plots using the
Canvas Js library [31] were used to plot the line plots of the
actual weights versus the objective weights. This will help
clients to realize how far behind their target weight they are.
An example can be analyzed in Figure 8 where the customer
has made steady progress on a weekly basis. The blue line
shows the target progress weight while the red line shows the
actual progress. The client began with 100Kg of weight, the
ultimate objective load following a month is 80kg however the
user covered till 86 kg.
A customizable eating routine is additionally provided
where the user can make better food choices and track calories.
Having a balance in macronutrients i.e. proteins, carbohydrates
and fats is fundamental to fulfilling certain purposes of body
composition. In addition to calories, estimates of macronutri-
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Fig. 8. Progress Tracker

ents are added to meet the need. As found in Figure 9, various
food decisions can be made effectively, and a PDF option is
given to create a PDF record to save the decisions for future
reference.
VI. S MART WEIGHING SCALE
An IoT-based weighing scale is developed using various
components such as HX711 with load cell [32], breadboard,
NodeMCU [33], and jumper wire. A flowchart used for
building a weighing scale is given in Fig. 10.
The first step is the IoT configuration to extract the weight
of an item from the load cell. This can be accomplished by
Node MCU controller boards. An item is first placed on the
load cell whose Nutrition values the user wants. Then the load
cell provides measurable electric signals to the HX711 sensor
that further measure the weight of that item. HX711 and load
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60.5 grams of carbohydrates. .

Fig. 11. Web Portal Weighing scale

The circuit diagram is pictured in Fig. 12. The various types
of pins are connected to perform certain functions. VDD is

Fig. 9. Customizable Diet Plan Generator

Fig. 12. Circuit Diagram

Fig. 10. Proposed Flow of events for smart weighing scale

cell then sends this data to the NodeMCU. The second step is
the database configuration to store data gathered by sensors.
Information can easily put away in the online database using
firebase [34] through a program composed using Arduino IDE.
The sent data by HX711 and heap cell were transferred and
stored by the NodeMCU to Firebase. This information can
be utilized for further handling. The third step is to create
a web portal for calculating the nutrition values from the
weight of an item. The information extraction and playing
out specific estimations should be possible with a javascript
program. After doing some calculations on this data the final
result can be displayed on the web portal as shown in Figure
11. For example, the user measures 100 grams of oats which
contain 363 kcal, 7 grams of fat, 10.3 grams of protein and
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the digital supply voltage used to set the logical level which
is connected to the 3V3 pin. The 3V3 pin is the output of
the onboard 3.3V regulator for powering components. VCC
is the analog voltage to power the load cell. It is connected
to the VIN pin which is the voltage input used for the direct
power supply. DAT pin and the CLK pin are mainly used for
transferring the generated data and connected D2 and D1 pin
respectively. It passes on the DAT pin when to go to ”low”
and communicate information. We are primarily willing to
look at the values using the pins and codes that are made
for the HX711 sensor and align it well. D1 and D2 have
specific functions for extracting values from CLK and DAT
pins respectively. Gnd pins are ground pins are used to close
the electrical circuit and maintain a common reference level
through the circuit.
VII. C ONCLUSION
Obesity resembles a malignancy to the general public and is
a significant reason for increasing the risk of various diseases
like diabetes, circulatory stress issues and heart diseases. In
this research, three machine learning models were created to
estimate obesity level, body weight and body fat percentage.
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Different machine learning algorithms were utilized for preparing the models to give a comparative analysis. Four HPO
models are also used for optimization purposes. The results
show that Optuna is delivering respectable results in a short
amount of time. The selected models were then deployed
using a Python Flask. A website framework is also built
in with additional highlights, for example, a dashboard and
customizable diet plans. An IoT-based weighing scale was also
coordinated to quantify the food, which then gives a measure
of the calorie and macronutrients of the measured food after
preprocessing. In future work, strategies, for example, feature
engineering will be utilized to improve the correctness of the
models. A significant drawback of this research is that the
dataset used is only coming from users living in the South
American region. There is a need to prepare separate datasets
from different regions and demographic regions to examine
the differences. Computer vision applications, for example,
muscle to fat ratio and weight forecast using facial or body
highlights, are additionally required in the framework which
further improves the quality of the MOFit.
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Abstract - Unmanned aerial vehicles, commonly known
as drones, are used for many different purposes. However, it
is still a challenging task to fly a drone, which limits its
potential for doing more useful things. The goal of this
paper is to explain how to fly a drone using a machine
learning approach, which should make its flight more
accurate, efficient and stable. In this paper, we propose an
artificial-intelligence-based flight control of unmanned
aerial vehicles in a realistic simulated environment.. In
addition, the drone can learn to perform a certain task to
elaborate the benefits of this approach.
Keywords – unmanned aerial vehicle; UAV flight control;
machine learning; reinforcement learning

I.

INTRODUCTION

Nowadays, unmanned aerial vehicles (UAVs) are used
in many different areas including scientific research,
agriculture, search and rescue, filmmaking, and so on [1].
In addition, we can categorize UAVs based on how they
are controlled or designed. UAVs can be controlled either
under remote control by a human or autonomously by an
onboard computer. Most of the drones today are still
controlled by a human, but as technology gets better
drones also become more intelligent. That makes it easier
for humans to use them for some useful purposes.
We distinguish four base types of UAVs: VTOL,
single rotor, multi rotor and fixed wing. VTOLs (Vertical
Take-Off and Landing) are all types of aircrafts that have
the ability to take off, land vertically and hover in place
[1]. Single rotors are a type of aircraft that uses only one
rotor for producing the lifting force, so the helicopter is
one of them. Multi rotors use multiple rotors for flying,
they are very stable but also not as efficient as single
rotors. Fixed wings are basically every aircraft that uses
wings in order to fly, they have a large range and they can
get to high velocities. These days every aircraft can be
UAV, so the only thing that makes them different is a
human pilot on usual aircrafts.
Since the implementation in this paper is applied only
to the VTOL aircraft type (Fig. 1), here we are going to
briefly describe how they actually fly. VTOLs are capable
of vertical take-off and landing as well as hovering. To be
more specific about the design, here we will be discussing
the configuration known as tailsitter – a fixed-winged
aircraft with a rotor at the front and an elevator at the back
of each wing. We can break tailsitter flight into five stages
[2]: vertical take-off, transition from the vertical to the
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horizontal position, horizontal flight, transition to vertical
and vertical landing.
Unlike other aircrafts where take-off is achieved due
to the pressure difference generated by the flow over the
wings, VTOLs use their rotors to produce force in an
upward direction. Of course, the rotor itself is not enough
because it only produces torque, so we need to transform
that torque into the force pointing up. For that purpose, the
propellers are attached on both of the rotors. On a high
level of abstraction, we could compare the propeller to a
screw. To push a screw into a piece of wood we need to
apply the torque on its head and then the spiral groove on
its surface converts that torque into pushing force. Just
like the screw is pushing wood backwards to move
forward through it, the propeller is pushing the air
downward to produce an upward lifting force on it. In
fact, propellers are far more complex than a screw. This
makes it easier to take off and land, especially on small
areas where doing it with airplanes could not even be
possible [3].
After taking off and getting the right altitude, the
whole tailsitter body needs to rotate to the horizontal
position. This maneuver could be done in many different
ways but, for the sake of simplicity, here we suppose that
the elevators at the back combined with the rotors are
enough to produce the right amount of force for turning it
around the wing’s axis. The elevators can rotate in both
directions to a certain degree. When the elevator is up, an
increased downward force moves the back of the aircraft
down and the respective front up. The opposite happens
when the elevator is down. The two elevators combined
with the two propellers enable our tailsitter to move in all
directions. So, for a horizontal transition we need to move
both elevators down and slow down the rotors depending
on the difference between the forces they produce [4].
Now, when the tailsitter is horizontal with regard to
the ground and moving forward the wings produce a
lifting force due to the pressure difference between the
upper and the lower part of the wing. This is much better
because the rotors now need to consume less power for
larger ranges than before [5]. In this position, it has less
maneuverability, but it still has the ability to stop at one
place after the vertical transition.
The vertical transition could be done by pushing the
elevators up and adding some throttle to the rotors. The
aircraft needs to be stabilized and after a successful
vertical transition, it is quite easy to land the aircraft.
When the tailsitter takes off, the forces produced by the
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propellers should overcome gravity and, in that case, the
aircraft will fly. When landing, the forces produced by the
propellers should be somewhat less than gravity to slowly
take the aircraft to the ground [2].
This example provides a basic understanding of how a
tailsitter flies. It is a very simplified model and it will be
used later in a simulation by Unity engine [6], where it
will be controllable manually as well as autonomously.

Figure 1. Tailsitter [2]

In this paper, a simulation of an environment in which
the drone will be able to learn how to fly, is presented, and
is organized as follows; section II. explains theoretical
background, that is reinforcement learning through a
method called proximal policy optimization. Section III.
explains implementation and training details. In section
IV. simulation results are illustrated and presented.
II. THEORETICAL BACKGROUND
In order to learn drone to fly, we used a machine
learning approach, i.e. we combined artificial neural
networks with reinforcement learning through a method
called proximal policy optimization [7].
In reinforcement learning, there are the agent and the
environment, where the agent learns through experience
[8]. To make that possible, our task is to make a good
representation of the environment in which the agent
should solve a specific task. Since we define the problem
which the agent should solve, that means that only we
know what is considered good and what is bad behavior,
so we need to give the agent a signal which tells him how
well it is doing. This signal is also called a reward, and it
is reciprocal to the desired behavior of the agent. This
process of learning, where the agent has the ability to start
without any knowledge and learn something new through
experience and interaction with the environment, as well
as act in terms of that, could be considered intelligent
behavior [9].
In its simplest form, the agent operates in three basic
steps [8]: act on environment, observe new state and
receive reward. The agent observes the environment and
acts on it. After taking the action, the agent is in a new
state, the environment changes and the agent receives new
observations. Based on the new state, it receives the
reward. This whole system has no memory, we are only
interested in the state that we came from, the new state
and the reward we get.
It is not a desirable agent behavior to take random
actions all the time, so as the agent learns, its strategy
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needs to change. This strategy is called policy and it maps
states to actions. Then the optimal policy would be the
policy that maximizes the reward the agent gets. That
means that once we have the optimal policy, we have
solved the problem, so we need to find a way of getting
the optimal policy. To find the optimal policy we need to
be able to estimate how good some state-action pair is,
and for that purpose, we define the value function. This is
a function that, for a given state-action pair, returns an
estimated reward that the agent would get. This function
returns an estimated value because, in most cases, we do
not have the exact values. If we would have the value
function that returns the exact values, the problem of
getting the optimal policy would just be the searching
problem [8].
We defined a policy as the agent’s strategy, but we
need to be able to represent it on a computer. So, we will
model our policy to be a neural network which takes
observations of the world as an input, an action as an
output, and whose weights are the policy parameters. The
approach we will be using for training our network is
called the policy gradient [6]. In this approach, the policy
parameters are updated approximately proportional to the
gradient   /, where θ is the vector of policy
parameters, ρ is the performance of the corresponding
policy, and α is a positive-definite step size. Unlike the
value-based approach, here small changes in θ can cause
only small changes in the policy [10]. So, we would start
with a randomly tuned network; the input could be raw
pixel data from the game and the output could be the
action the agent should take. As a reward, we would use
the score in the game. In order to train our network, we
need to collect experience by playing the game. In the
beginning, the agent’s performance would be bad, but
sometimes it would get lucky and make a sequence of
moves that would lead him to the reward. Through that
reward, it feels the positive effect of getting a point and
based on that experience, it gets better. For every episode
of training, regardless of what the reward is, we are
computing a policy gradient which will make that
sequence of actions more or less likely in the future. If at
the end of the episode we get a positive reward (agent
scores a point), we are going to use normal gradients that
will increase the probability of choosing that action
sequence. In terms of the negative reward (opponent
scores a point), we are applying the gradient but in a
negative direction, which will make that action sequence
less likely in the future [10].
The problem of this approach is that we get the reward
only after an episode of training is done. That means that
even if we were doing good most of the episode, if we lost
the point at the end, our policy gradient would assume that
all of the actions we took in that episode are wrong. This
system of getting the reward only at the end of the episode
is called a sparse reward system and it is very inefficient
because it requires a large number of episodes [11]. If the
problem was more complicated, taking random actions
sometimes wouldn’t result in the agent getting lucky and
scoring a point, so we would not be able to solve that
problem. One approach to resolving this issue would be
reward shaping. The idea here is that we manually design
a reward function that will guide policy to desired
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behavior [9]. When using this approach, we need to design
a new reward system for every problem, which could be
very difficult. We need to be careful when designing the
reward system because the agent could find a way of
getting positive rewards by doing something unexpected
and wrong. Also in this way, we are limiting the agent to
do something we think is good, which could lead to a lack
of creativity in solving specific tasks.
We used proximal policy optimization (PPO) because
it is easy to tune, and it is sample efficient. PPO is an
improvement of trust region policy optimization (TRPO).
The basic idea of policy gradient methods is applying a
computed policy gradient estimator to the stochastic
gradient ascent algorithm. We will start by defining the
policy gradient estimator as follows [12]:

LPG()=Êt [log  (at|st) Ât]

(1)

where πθ is the policy (a neural network that has the
observations from the environment as an input and an
action to be taken as an output), at is an action at
timestamp t, st is a state at timestamp t, Ât is the estimator
of the advantage function at timestep t and Êt is the
expectation. Ât is defined as the difference between the
discounted sum of rewards and the baseline estimate. We
can write the discounted sum of rewards as:
(2)
This expression represents the weighted sum of all the
rewards rt the agent got in the current episode k. Factor γk,
also known as the discount factor, is used for making
future rewards less valuable because we want the agent to
care more about sooner rewards. If γ=0, the agent only
learns about actions that produce an immediate reward. If
γ=1, the agent will evaluate each of its actions based on
the sum total of all of its future rewards.
It is important to note that Ât is calculated after the
whole episode is done, so we know all the rewards rt that
the agent got and there is no guessing involved. The
baseline estimate is basically a value function that gives
an estimated sum of rewards from this point onward, it
guesses what the final reward is going to be in this episode
starting from current state. The advantage function
estimate is the measure of how much better the action was
based on the expectation of what would normally happen
in the state that agent was in. By differentiating the
objective function, LPG (θ), we get the estimator. If the
value we get is positive, meaning that sequence of actions
the agent took resulted in a better than average return, it
will increase the probability of selecting it again. The
problem occurs if we keep running the gradient descent
without setting any limitations on updating our policy
because the advantage function is noisy, and it could make
too big of an update based on a single batch of collected
experience. That would destroy our policy, so we need to
limit the update and that is what TRPO does [10]. Because
PPO is an improvement of TRPO in terms of simplicity
and computing efficiency, we are going to jump straight to
it. Both TRPO and PPO are using constraint on policy
update, but the major difference is that PPO includes this
extra constraint directly into the objective function while
TRPO computes it separately. Let’s define the central
objective function of PPO as [12]:
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LtCLIP()=Êt [min(rt() Ât, clip(rt(), 1-, 1+) Ât] (3)
where rt()=(at|st)/old(at|st). When rt(θ) is greater
than one, then the action is more likely than it was in the
old policy. If it is between zero and one, it is less likely
than before. The first argument in min function is the
policy gradient objective which pushes the policy towards
actions that return high positive rewards. The second
argument is the clip operator which ensures that the
probability ratio r is between 1- ε and 1+ ε to limit the
effect of the gradient update. Then we take the minimum
of both the clipped and the unclipped objective and we
get a lower (pessimistic) bound on the unclipped
objective. Now we can write out the final loss function
that is used to train the agent [12]:

LtPPO() = Êt[LtCLIP() - c1LtVF()+c2S[](st)]

(4)

The first term in the expression is the central objective
function that we described. In the second term, we are
updating the baseline network which is actually our value
function which tells us how good it is to be in the current
state. The third term is called the entropy bonus, it tells us
how unpredictable this outcome is, and it ensures that the
agent is doing enough exploration.
Fig. 2 shows how the whole algorithm works. The
piece of code labelled with the red rectangle represents the
first thread, and the one labelled with the green rectangle
represents the second thread. In the first thread, each of N
(parallel) agents collect T timesteps of data based on the
current policy, and immediately compute advantage
estimates. Once they are done, a second thread collects all
that experience and runs the gradient descent on the policy
network using the PPO objective. We need to repeat this
process until the policy is no longer changing or until we
are satisfied with the agent’s behavior [12].

Figure 2. PPO algorithm [12]

III.

IMPLEMENTATION AND TRAINING

In this section the used technologies and
implementation details are explained. Here, Unity [6] is
used for creating the environment in which the agent is
training. Unity is a cross-platform game engine primarily
used to develop video games and simulations in both 2D
and 3D. For the purposes of the training process, we use
the ML-Agents Toolkit, an open-source Unity plugin that
enables games and simulations to serve as environments
for training intelligent agents. In the ML-Agents the
agents can be trained using many different approaches, as
well as deep reinforcement learning that is used here.
TensorFlow is an open-source library for performing
computations using deep learning models. It facilitates
training and inference on CPUs and GPUs [8].
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TensorBoard allows the visualization of certain agent
attributes throughout training which can be helpful in both
building intuitions for the different hyperparameters and
setting the optimal values for the Unity environment [6].
When using ML-Agents, we do not need to take care
of writing a policy gradient algorithm, so we can focus
only on modeling our problem in terms of rewards and
behavior of the agent. We can break the ML-Agents
workflow in three high level steps. The first step is
creating our environment, after that comes the training of
the brains in that environment and then embedding those
trained brains back to Unity. In ML-Agents there are three
basic concepts introduced, the agent, the brain and the
academy. The academy is here to enable everything to
work together and it is what allows Unity to communicate
with TensorFlow. The brain makes decisions and it is
basically a neural network. The agents are here to take
decisions from the brain and act based on them in the
environment. At any given step of the simulation, each
agent observes the world and inputs those observations
into the brain which tells him what to do next. Each brain
can control multiple agents and all of them can train the
same brain [6].
Let us start by defining the agent in our problem. The
problem we are trying to solve is making an autonomous
tailsitter that should be able to fly to a certain target. So, it
is obvious that the tailsitter is going to be the agent
because we want to teach it how to fly and also see how it
performs. The first step would be modelling the
environment in which the agent learns and enabling it to
do the actions that we described in the second section,
which will give it the ability of flying. Before training the
agent, we want to be able to control it manually to make
sure everything works fine before we start with the
training.
First, we need a 3D model of a tailsitter, which is
basically an airplane model with two rotors and two
elevators. We also added the ground to limit the agent’s
movement and the sphere that we use as a target.
Now, we need to add the colliders and apply the force
based on how long the control input is pressed. We could
have two control inputs, one for each rotor, for increasing
force while the control input is pressed and decreasing
while the control input is released. The rotors will have
some maximum force and a minimum force of zero. Also,
we would need four more control inputs, two for each
elevator which determine the direction of elevator rotation
that directly affects the amount of force applied. While
force from the rotors is always applied upwards (in
reference to the tailsitter), the force from the elevators
could be applied forwards or backwards.
After applying this to our model in Unity, it is now
capable of flying and we need to get it ready for learning.
Based on our problem, we need to define the observation
vector, the action vector and the reward system. Since we
want to make the agent fly, our objective could be flying
from target to target. The action vector is the same, but
now instead of taking actions based on pressed control
inputs, the agent’s brain decides which actions to take
what makes the agent autonomous. In our observation
vector we add all the important information that describes
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the current state of the agent in the best way. In our
problem these are: the distance from the target, the
velocity and the angular velocity of the agent. This is not
the only possible combination of the observations that
could solve the problem, but these are the most obvious as
well as simple to get in our environment. The observation
vector is the input to our neural network and the action
vector is the output. The only thing that is left is the
reward system. We are using the reward shaping system
that is based on several functions. Each of them has a
different purpose and meaning.
It is obvious that in order to make the agent fly to the
target, we want to punish him more the farther it is from
the target. The function that makes the job done could be
described by this expression:

f(x) = k(e-ax - c)

(4)

where x is the square distance to the target, a is some
positive constant that changes the gradient of the reward
function, and c is a constant which moves the function up
or down. The k parameter is the scaling of the reward that
depends on other rewards in the environment.
The angular velocity of the agent has to be considered
because we want it to fly as stable as possible. The smaller
the angular velocity is, the agent is more stable, so we
could use the same function as for the distance from the
target. The only differences are that now the x parameter
is the angular velocity and that we will maybe choose a
different a, c and k, but they still have the same meaning.
It is also important to note that there are no exact values
for a, c and k, it really depends on how we define the
problem. But it is possible to pick the wrong values for
these parameters which could lead to an unstable training
process and also wrong solutions. These two functions are
executed every step of the training process and their
output agent gets as a reward.
We also want the agent to spend as much time in the
air as possible and every time it falls on the ground it
needs to get punished based on the time spent in air. The
function used for that purpose could be the following:

g(x)=((-c)/maxStep)∙(maxStep - x)

(5)

Here, the x is the number of steps that defines how
long the agent has been flying, the maxStep is the
maximum number of steps before the automatic reset of
the environment and c is the positive constant used for
scaling the reward. This function is executed once in the
episode and only if the agent hits the ground or goes out
of boundaries. That also means that it should have a larger
absolute value because we want it to be measurable with
all the rewards we get during the episode. The only thing
left is the reward for picking the target which is a positive
constant. It should be large enough for motivating the
agent to pick it, because picking it means that the reward
is spawned at some random position which results in
increasing the distance between them. Without this, the
agent could, for example, stay around the target as close as
possible without touching it, which makes it able to avoid
spawning the target again.
Now when everything is set up and prepared, the
training process can be started.
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IV.

SIMULATION RESULTS

In order to start the simulation, the hyperparameters
that are important for the training process. The tuning of
hyperparameters requires some time because it is not
something we can calculate. All of the values have some
typical range within which they are supposed to be [13],
as shown in Table I. First, we start with the default values.
Until we are satisfied with the learning curves that we get
by observing the training process, we adjust the
parameters, but keeping it in their typical ranges.
TABLE I.

HYPERPARAMETERS’ RANGES

Parameter

Range

, discount factor for future rewards

0.8 - 0.995

ε, clipping boundary

0.9 - 0.95

, reliability on current value

0.1 - 0.3

η, learning rate

0.00001 - 0.001

buffer size

2,048 - 409,600

batch size

512 - 5,120

Figure 4. Environment reward with respect to number of control steps
(up to 5 million)

In Fig. 3, we can see that the cumulative reward after
500000 steps increases from -100 to 300. This graph’s
value would keep growing if the training was continued,
and we could not know exactly how long it would last
until completely stabilizes. Fig. 4 shows the same training
process after 5 million steps. We could see that after 5
million steps the cumulative reward is still increasing,
which means that the agent is still able to learn.

The following results are represented as graphs plotted
by TensorBoard during training. Each of the graphs
represents some different statistics about the training
process. The whole training process has been run a few
hundred times with various combinations of different
hyperparameters and reward function parameters, so only
the most successful results will be shown as an example.
The training is run on multiple agents at once and all of
them are training the same brain, so the graphs are
showing the average values.

Figure 5. Episode length with respect to number of control steps

Fig. 5 shows the episode length through time which
tells us how long in average the agent was “alive” before
it went to the terminal state. This graph should increase or
decrease while the agent is learning, which depends on
how our problem is defined. In our case, we want the
agent to fly as long as possible, so this graph’s value
should increase.

Figure 3. Cumulative reward with respect to number of control steps
(up to 500,000)

Fig. 3 shows the environment cumulative reward
which is the main indicator of the agent’s success,
provided that the reward system has been set properly.
This graph shows the mean episode reward over all the
agents through time. We should note that in these graphs,
time is always shown in steps where a step is defined as
one cycle of the episode. We know that the agent’s goal is
to maximize the reward it gets, so this graph’s value
should increase while learning and it should stabilize once
it is done.
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The following two figures give us the information on
how our policy is doing through the training process. Fig.
6 shows the policy entropy which indicates how the
entropy of the policy changes through time. This directly
tells us how random the decisions of the agent’s brain are.
At the beginning of the process, the agent has no idea
what to do, so the actions that it takes are completely
random. While the agent is learning, this randomness
should slowly decrease, which means that the agent takes
more actions based on its policy [14]. Fig. 7 depicts the
mean magnitude of the policy loss function. This
corresponds to how much the policy is changing, so
during the successful training process the magnitude of
this graph should decrease. It should decrease because that
would indicate our policy is doing more stable updates as
the training passes.
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flight, we can assume that it would be applicable on the
real tailsitter, for which we would need to close the gap
between the simulation and real world [15]. That could be
done by making a simulation more realistic, until the gap
between the simulation and the real world is so small that
we could transfer it directly to the real world. After the
transition to real word, the tailsitter would need to be
trained in these new conditions, and after some
adjustments, we would have the intelligent drone [16].
The machine learning could not only be used in
controlling the drones’ flight, but also make it capable of
solving some more difficult problems.
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Abstract - This paper deals with the development of
control software for a remotely operated vehicle (ROV) as
part of an automated fish cage inspection system in
aquaculture. The ROV navigates autonomously around the
fish cages streaming video to the topside computer that runs
the algorithms for vertical rope detection. The topside
computer sends back the velocity references to the ROV in
real-time in order to successfully complete the inspection
task. These images are also used to determine the state of
net biofouling using a pre-trained convolutional neural
network to help determine which nets are in need of
cleaning. Robot Operating System (ROS) framework is
developed to enable the topside computer to access the video
stream from the ROV, process the images, and send back
velocity references that would result in the complete
inspection of fish cages. The inspection task is planned by
following the recognizable rope segments of the outer
structure of the fish cage downwards by controlling the
vehicle's yaw, heave, and depth.
Keywords – Underwater inspection, remotely operated
vehicle, image processing, aquaculture

I.

INTRODUCTION

The main goal of the HEKTOR project is to achieve a
systematic solution for the coordination / cooperation of
smart heterogeneous robots / vehicles (marine, land and
air) that are able to autonomously cooperate and distribute
tasks to each other in an open unstructured space / water
area. HEKTOR is conceived as a modular and
autonomous system, adapted for various missions in
viticulture and mariculture with the envisaged possibility
of human intervention during the performance of various
work, inspection and intervention tasks[1]. The purpose of
the project in the part of the discipline of mariculture is to
try for the first time in Croatia to include in the process of
cage fish farming "robotic systems" for automated
monitoring of cages for fish farming. This job now
requires long-term work of divers in all, even the most
difficult weather conditions. In addition, the obligation of
ecological protection and constant monitoring of the status
around and below the cage in mariculture, necessarily
requires the measurement of all relevant parameters and
sampling from the bottom (sediment) and in the water
column. The proposed robotic system HEKTOR will
enable these activities and thus reduce the need for divers,
which increases the safety of the production process and
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directly protects the health of workers. In terms of
economic benefits, the HEKTOR robotic system should,
through its technological innovation, enable the
mariculture industry to increase added value per unit of
water used (maritime space) and to do so by convincing
regulatory institutions (ecology) and local people that
activities with the HEKTOR robotic system are safe. and
well run. Considering that mariculture is a significant
sector in the Republic of Croatia and its share is ~ 21% of
the total production of fish and seafood in the Republic of
Croatia, the introduction of robotic technology is expected
to increase faster in this sector and open new opportunities
for further development. The achieved results in both
mentioned disciplines would contribute to faster
development of sparsely populated areas (island, karst,
etc.) and stop the emigration of the population, while
contributing
to
sustainable
development
and
environmental protection.
Blueye PRO Remotely Operated Vehicle (ROV),
shown in Fig. 1. was adapted to perform automated
inspection of marine fish farm cages. A Robot Operating
System (ROS) node should be developed to enable
periodic picture taking using the on-board camera of the
vehicle, in accordance with the Python SDK provided by
Blueye. For the purpose of fish cage inspection, and
avoiding rope and vehicle/tether entanglement, certain
maneuvers must be performed underwater. A way of
moving around the cages is following the recognizable
segments of the outer structure of the fish cage from the

Fig. 1. Blueye PRO ROV before testing
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surface downwards by controlling the vehicle's yaw,
heave, and depth. The goal of the proposed algorithm is to
detect the boundaries of the fishnet and segment the
camera image in order to enable a visual servoing-like
control algorithm that keeps one section of the net in view
and centered at a time, as well as recognizing when the
vehicle has reached the bottom of the cage. A dataset was
collected in real-life conditions at the CROMARIS fish
farm near Ugljan (Croatia) in October 2020 and serves as
a basis for training the image processing algorithm
providing feedback for the controller and determining the
state of net biofouling. The developed basic image
acquisition and control interfaces were tested on the
Blueye PRO vehicle.
Blueye PRO that is used in this paper has an HD
camera and can dive to a depth of 300 meters. Image
processing was done in Python using OpenCV Python
library and Tensorflow 2.0 library. As for the controls for
the drone, ROS (Robot Operating System) was used
which requires Linux operating system.
The implementation is essentially split up into two
parts: the image processing part and the ROV control
based on the processed image data. The rest of this paper
is organized as follows: Section II describes how we
determine the position of the rope in the picture; ROS
framework is presented in Section III. The concluding
remarks are given in Section IV.

II.

COMPUTER VISION

A. Determining the Position of the Rope in the Picture
This program is written in Python, using the OpenCV
image manipulation library [2]. We first modify the
image, which looks like Fig. 2. with dimensions
1920x1080 pixels, by using the CLAHE (Contrast Limited
Adaptive Histogram Equalization) algorithm to equalize
the brightness in the image in order to get a better contrast
in the image [3]. Next, we prepare it for processing by
switching to black and white and reducing dimensions to
intentionally lose some unnecessary details in the image.

Fig 3. Return of the Canny function where the input is modified image

detection.
After these modifications, we process the image
using Canny edge detector within the OpenCV library. To
put it simply, Canny edge detector is a mathematical
operator which finds prominent edges in images in a
multi-level algorithm [4]. This method returns an image of
all the clearly visible edges in the original image as seen
in Fig. 3. This is useful because the edges of the ropes are
now clearly visible. The original 1080p resolution of
ROVs camera would result in many false positive
detections of the netting instead of the vertical ropes. In
light of that, we had to reduce the number of edge
detections before applying Canny detector.
While the human eye can easily notice the two main
ropes we are looking for in this image (Fig. 3), having
them be recognized using computer vision will require
finding a more abstract representation. To this end we
used the technique of recognizing objects in an image
known as Hough Transform [5]. This technique is used to
make anything, which can be expressed as a
mathematical function, be recognized in the image.
Fortunately, the rope can be understood as a line in
mathematics and can be described using two points in a
plane.
A straight line y = mx + b, can be displayed as point
(b, m) in parameter space.

What the CLAHE algorithm does is essentially
recalculating the values of all pixels in an image and
redistributing the brightness of the light, thereby
increasing the contrast to get more visible details in that
image. The contrast equalized image is then used for rope

Fig. 2. Image taken from the original Blueye ROV shot
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Fig. 4. R theta line
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Fig. 7. Examples of some images used while training and testing
models
Fig 5. Flat lines detected using HoughLinesP function

Unfortunately, vertical lines create a problem because
they cause infinite slope values of parameter m. For these
reasons, Richard O. Duda and Peter E. Hart suggested
using Hesse’s normal form:
r = cos(Θ) + ysin(Θ),

(1)

where r (1) is the distance from the origin to the
nearest point on the line and is the angle between the xaxis and the line which connects the origin with that
nearest point. Just as it’s shown on Fig. 4.
Therefore, it is possible to connect each line in the
image with the pair (r, Θ). The system (r, Θ) is sometimes
also called “Hough space” for a set of straight line in 2D.
For a given point in the plane, a set of all straight lines
passing through exactly that point have correspondence
with the sinusoid in the system (r, Θ), which is unique to
that point. A set of two or more dots forming a straight
line will produce sinusoids that intersect in (r, Θ) for the
given line. Therefore, the problem of detecting collinear
points can turn into a problem of finding curves that
intersect at exactly one point.
Using the OpenCV library, HoughLinesP function was
used for the detection of all straight lines in an image[6].

B. Determining the Amount of Biofouling on the Cage
Mesh
For the purpose of determining whether the fish cage
net is contaminated with marine growth seashells, a
convolutional neural network (CNN) is used. A train
dataset was created containing over 200 labeled images of
the fish cage nets, directly extracted from captured videos
of cages in real-world conditions. A test dataset of about
50 images was also created for the purpose of testing the
trained CNN model. Each image contains 128x128 pixels
in RGB format, as shown in Fig. 7.
The accuracy of predicting results in the set of
images for testing is over 80%. To increase this, it is
necessary to expand the set of training images with
more varied samples taken in different weather and
depth conditions. The more samples the better, but it
should be noted that there should be an equal number of
images of clean and contaminated cages, so as not to
train the model unevenly. The library used to create and
use the neural network is Tensorflow 2.0 [7].
As for the architecture of the neural network,
it consists of five convolution layers, with a maxpool
function of dimensions (2,2) after each layer [8]. On the
exit of the CNN we use ReLU (2) (rectified linear

The resulting images are very close to the final useful
result, as shown in Fig. 5. By further ignoring irrelevant
horizontal lines and grouping vertical ones, we can easily
reach two useful numbers. Those numbers are two X
coordinates where a rope is very likely to be. Figure 6.
shows the result of this processing step, two lines drawn
using the derived X coordinates.

Fig 6. Two lines drawn using the resulting x coordinates

2004

Fig. 8. Examples of CNN in action. Green boxes represent a
prediction of a clean net, red boxes represent dirty mesh
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activation function)
functions [9].

and

softMax

(3)

activation

= softMax function
= input vector
= standard exponential function of the input vector
K = number of classes on exit
= standard exponential output vector function

(2)

(3)
We have 10 training epochs and a batch size of
20. The network has two outputs because we need an
architecture that returns a simple “true” or “false”
prediction.

test data set. This model can be retrained with additional
data once it is available.
Now that we have this model, another Python
script called “clean” has been developed. The principle
of operation of this script is very simple. We pass it a
picture, expected dimensions of 1920x1080 pixels.
We take the center part from that image that should
contain a clear picture of the cage mesh, divide it by
taking squares measuring 128x128 pixels and predict the
biofouling state of each section using our neural network
model. Using this we can get what percentage of the cage
mesh is clean or contaminated.
C. Bottom Net Detection
For detection of the bottom of the net we used
a similar approach to finding the two main ropes
as explained in Section II A. The difference is we aren’t
looking for a line that represents the bottom of the net.
Instead we run it through a Canny function, take the
bottom one-third of the image and count black pixels. If
the percentage of the black pixels in the image is greater
than 90%, we can comfortably say that the image contains
no visible lines and is in fact the bottom of the net. The
script returns values “true” if it is a bottom of a net or
“false” if it isn’t the bottom of the net. Fig. 9. represents
the bottom while Fig. 10. doesn’t.

Within the current implementation of the software we
use a saved model that has achieved 84% accuracy on the

Fig. 9. The script calculates value of black pixels as
0.9155747275557862 (≈91.56%) > 0.9 (90%) therefore the script
returns value True as the bottom of the net is detected.
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Fig. 10 the script calculates value of black pixels as
0.8072140590507726 (≈80.72%) < 0.9 (90%) therefore the script
returns value False as the bottom net is not detected.
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Fig. 11. Rqt_graph of ROS structure

III.

ROS NODES

class we can define a color, dimension and the position. In
our case for arrow type the color is defined, also the start
and the end point. The start point is constant and the end

A. Blueye Interface Node
This node is for achieving connection between the
main part of the software running on a topside computer
and the underwater drone. The main implementation of
the Blueye SDK in the project is contained here, as the
node subscribes to control information topic through
which it receives the calculated commands, sending them
directly to the drone [10]. Also, the drone transmits
information about the depth and publishes them to a depth
data topic. The node is also adjusted for testing situations
when the test is performed without a drone.
B. Image Processing Node
This node contains methods for image processing,
implementing the algorithms described in Sections II A, B
and C. Node has the subscriber which receives
information from the image raw topic. To get usable
images published to this topic, video stream OpenCV
package was used, specifically the OpenCV video capture
feature. The node sends processed data through three
different topics with information about detected lines
positions, net bottom detection and net biofouling level.
Those three topics are shown in Fig. 11.
C. Control Testing Node
This node creates simple drone motion indicators for
testing without a drone. Based on the data from control
information topic, parameters are created for objects of the
Marker class that represent the data type from ROS
visualization msgs package. This package allows the
creation of some basic 3D shapes that can be visualized.
The type of marker that is used here is an arrow which
creates an arrow model. For each object of the Marker
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Fig. 12. State machine for control
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point depends on the data size of the control instruction
(0-1) and in this way we can see how fast the drone should
be moving in which direction. Created markers are set on
topic arrows and are visualized in the rviz program.
D. Controller Node
This node includes a control algorithm for drone
movement. It gets line position information from the
image processing node and it creates the appropriate data
based on this information. The controller sends
information to the interface node via the control
information topic which is then applied to the thrusters on
the drone to achieve movement. The control algorithm
consists of two main phases that can be performed (Fig.
12.). Those are setup and inspection. In the first phase,
find and position method is being called in which it's
examined whether two lines are seen or not. If not, an
instruction to rotate will be sent. After finding the lines,
the drone is placed in a position so that the lines on the
frame are equidistant from the center of the frame
and ideally away from each other. This is achieved by
rotating in the correct direction and approaching or
moving away. After the setup is done, the algorithm
proceeds by calling the inspection method. This method
covers the descending and ascending of the drone during
which the drone must always be locked on between the
ropes. The same concept of the negative feedback loop is
being used as in the other method to keep the lines in a
correct position on the frame which can then be used as a
guide while inspecting. In the run method, all the other
methods are being called in such a way to ensure the logic
of the algorithm and provide autonomy. Once the
control instruction is calculated for the exact situation the
drone is in and the exact message containing processed
image data received, it's being published on the control
information topic.

Fig. 13. Testing the software on a whiteboard

can be introduced, such as further scaling or
downsampling for improving processing times without
loss of information.
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Abstract – As web browsers become more advanced every
day and support many new technologies, web applications
become more complex. Web application performance is vital
for its users to have a good experience. It refers to how
quickly an application loads and renders in a web browser,
and how well it responds to user requests. Good performance
may not be obvious to most web application users, but they
will immediately recognize a sluggish web application.
Paying attention to web application performance is
important for both Single Page Applications and traditional
server-side rendered web applications.

abandoning a website when its load time is extended (socalled bounce-rate) [4]. The results can be seen in Table 1.

In this paper, we describe and discuss a couple of
common approaches to speed up the performances and the
initial loading of a React web application. First, we discuss
techniques for minimizing program code, then using
optimized image formats and the importance of server-side
rendering, and finally, we provide a few examples of other
performance-optimization techniques that can further
improve the user experience.

The results are worrying considering that the average
loading time of a website landing page on a mobile device
is about 15 seconds [4].

Keywords - Web-application performance, code bundling,
code splitting, rendering, React

I.

INTRODUCTION

In recent years, we have witnessed the ever-growing
popularity of web applications, which often replace
traditional desktop applications. Moreover, due to the
possibility of adapting the user experience to differently
sized devices and the universality of the Web as a platform
- web applications often replace dedicated mobile
applications [1].
Users access web applications in a variety of
conditions: user’s devices vary in processing power, and
networks can vary in speed and response time. Some users
use devices with the latest generations of processors and are
connected to high-speed networks, but for the vast majority
of users, such conditions are still not attainable [2].
When it comes to web application development, it is
necessary to pay attention to factors that significantly affect
users' experiences with web applications: they must be
responsive, load quickly, and generally respond quickly to
user actions. It is important to note that web users are
increasingly using mobile devices - almost 55% of them
[3], and that they expect the same quality of user experience
as on a traditional, desktop setup. Research has shown that
users notice non-optimized websites - a prime example of
that comes from Google, which in 2017 trained a deep
neural network to see what percentage of users end up
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Table 1 Bounce-rate

load time increase
(in seconds)

bounce probability increase

1 to 3

32%

1 to 5

90%

1 to 6

106%

1 to 10

123%

The importance of optimizing web applications, from
the presented data, is obvious - especially for clients who
depend on them. There is a multitude of frameworks for
web application development of which React [5] is among
the most popular [6]. In this paper, we describe principles
and techniques that can speed up the performance and the
initial loading time of a React web application. We discuss
techniques for minimizing program code, using optimized
image formats, the importance of server-side rendering, and
other techniques that can further improve the user
experience. Finally, we measure and compare the
performance of the previously described techniques on the
example of a simple demonstration React web application.
II.

OPTIMIZATION TECHNIQUES

In order to achieve the desired application performance,
different programming principles and techniques can be
used during development.
When it comes to React development, various Reactspecific programming principles can be applied, such as
using immutable data structures, avoiding the use of
indexes as keys, using memoization, etc. However, the
efficacy of these principles varies depending on the specific
application. For this reason, we have chosen to focus on
four groups of techniques that, we believe, produce the
most noticeable improvements.
A. Code bundling, code splitting, and tree shaking
Applications written in React consist of a large number
of different modules: user-defined or external components,
or various packages (so-called dependencies) - "programs"
which the application relies on, which are either required
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for application operation or provide certain additional
features. For the application to load as few files as possible,
the idea behind code bundling is to "pack" all the necessary
code into a smaller number of shared files - "bundles" [7].
This behavior can be achieved by using module
bundlers - JavaScript packages such as Rollup [8],
Browserify [9], and, by far the most well-known, webpack
[10]. Webpack begins its process by traversing the imports
– it “scans” modules, recursively searching for other
module imports. This process results in a dependency graph
of the project, which is then used to generate bundles.
Webpack is an integral part of React frameworks
(described later), as well as React’s official environment
called create-react-app. In addition to "packaging"
JavaScript code, webpack can work with other resources,
such as CSS files, fonts, and images.
While bundling parts of code helps in terms of reducing
the number of transmitted files, the inclusion of a large
number of external libraries can lead to a significant
increase in bundle sizes, in turn leading to prolonged
loading times. In contrast to code bundling, the idea of code
splitting is to split the code into multiple parts [7]. These
parts can then be loaded on-demand - only when (and if)
they are needed.
In React, this behavior is supported through the
dynamic import function [11]. When webpack comes
across such an import, it automatically creates a so-called
split point and splits the bundle.
In addition to dynamic module import, React also
supports dynamic component loading with the React.lazy()
function. Components loaded with React.lazy() should be
wrapped with a React Suspense component, which can be
used to display fallback content while loading the
component [11].
Dynamic imports and dynamic component loading do
not necessarily have to be used only to delay the loading. It
is possible, for example, to achieve loading functionality
only after user interaction (on mouse click, hover, text
input, etc.), thus preventing unnecessary content load.
While code bundling and code splitting make a
difference when it comes to shortening loading times, the
overall application size remains unchanged. To reduce the
application size, the principle of tree shaking can be
applied. Tree shaking refers to dead code elimination – the
idea is for the bundler to traverse through all imports and
bundle only the specific dependency parts (modules) that
are used in the application, thus eliminating unused code
[12]. This behavior can be achieved by using the import
syntax defined in ECMAScript 2015 (ES6), rather than the
“traditional” CommonJS syntax.
B. Image optimization
Excessive image size and unadjusted resolution are
common problems with websites, as well as web
applications. Images from modern mobile phones often
exceed 10 megabytes, a size many times larger for images
captured using modern cameras. Because of this, it is
important to pay attention to the size and dimensions of
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images applications serve to users, to prevent unnecessary
data usage and long image loading.
When it comes to file size, the image format chosen to
store the image has a significant impact. Most images on
the web are stored in PNG (better quality but larger file;
suitable for simpler images) or JPEG (poorer quality,
smaller file; suitable for more complex, high-color images)
format. It is recommended, if possible, to use some of the
new ("next-gen") formats instead, such as JPEG 2000,
JPEG XR, WebP, or AVIF.
Newer image formats often lack browser support.
Nevertheless, the WebP image format can be used almost
universally today as it is supported by over 94% of
browsers in use [13]. In contrast, AVIF – which provides
optimal compression [14] - is supported by just over 64%
of browsers [15].
The inclusion of different image formats can be
achieved using the HTML picture tag. It is possible, for
each image, to specify several sources (images in a different
format, prepared beforehand). The browser will then load
the first supported file – if no modern file formats are
supported, the browser will load a fallback image (usually
specified in a JPEG format). It is also possible to specify
different screen dimensions via media properties. This
solves the problem of loading images of wrong dimensions
(for example, images with a width of 2000 pixels on a
small, mobile device).
Naturally, tasks like these are difficult (or even
impossible) to do manually – in that case, it is better to use
an existing package (e.g. react-optimized-image) or use a
React framework that does image optimization
automatically.
C. Rendering methods
In modern web development, three main methods can
be used while developing a web application: server-side
rendering, static rendering, and client-side rendering.
Server-side rendering generates the entire HTML
document for the requested page on-demand and on the
server, which is then sent to the client and rendered in the
browser [16]. This rendering method is employed by
traditional web frameworks like PHP and ASP.NET. Such
an approach to rendering can quickly deliver the entirety of
content to the client, while also providing great search
engine optimization (SEO) support – by using this method,
search engine crawlers can “see” the entire page, resulting
in better SEO scores.
Static rendering employs a similar technique of
generating the HTML, however, it does so at build time –
generating a separate HTML document for each page [16].
This way, the client still benefits from fetching the entire
HTML, but without the need to wait for the server to
generate the requested document.
Client-side rendering is the default rendering method of
JavaScript-powered web applications. It renders the pages
directly in the client’s browser, with all logic and data
fetching being handled by the client. Such pages, while
being initially quicker to load, can take a prolonged amount
of time to become interactive, as the browser needs to run
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the downloaded JavaScript code, which may take time on
less powerful devices.
As each rendering method has both pros and cons,
choosing the rendering method depends entirely on the
specific use case. Client-side rendering is preferred for fullfledged applications, while server-side or static rendering is
optimal for applications where loading times and SEO is
important [17]. The second case, however, is best used in
combination with client-side rendering; for example, the
index page (whose initial loading time is crucial) can be
either server-side or statically generated, with the rest of the
application being client-side rendered.
D. React frameworks
The above-mentioned techniques are an integral part of
various React frameworks. Their use greatly improves the
performance of applications, as well as the development
process, because the frameworks are intended to be “plugand-play” - they require minimal initial configuration. The
two best-known and most commonly used React
frameworks are Gatsby [18] and Next.js [19].
The Gatsby framework is most commonly used to
create websites, blogs, and e-commerce applications.
Gatsby projects are static: Gatsby uses server-side
rendering mechanisms to build HTML documents in build
time - that is, when building the project and before
uploading to the server. However, this does not mean that
Gatsby is solely used to build static pages; it can also be
used to create hybrid (static and dynamic) applications.

Like Gatsby, Next.js offers a built-in component for
displaying optimized images. It is used similarly to
Gatsby's, but provides a slightly smaller number of options.
Among other noteworthy features, Next.js uses an
improved code splitting strategy, developed in
collaboration with Google.
III. COMPARISON OF TECHNIQUES
To demonstrate some optimization techniques, a
simple, representative application for accommodation
searching was built as part of this paper - something similar
to the Airbnb service.
A. Application description
This simple application consists of two screens: the
main screen (landing page), which contains a display of all
available accommodation options, and the user login
screen, which can be accessed via a link available on the
main screen header.
The main screen (shown in Figure 1) consists of a header
(housing a search bar, a button to open a modal displaying
additional information, and the aforementioned login
screen link), hero section (simple text and an image), and
accommodation cards section (containing cards with
accommodation information). Each card can be clicked,
which opens a modal with a detailed view of the selected
accommodation option.

Gatsby (through webpack) performs code bundling and
code splitting. If it encounters an import() function, Gatsby
will separate the imported module into a separate bundle.
Conversely, if it encounters a require() function, it will pack
that module into the original bundle. In addition, Gatsby
supports prefetching - it finds all links on the current page
and, in the background, pre-loads all the necessary
resources (bundles) needed by the pages to which the links
lead.
Finally, Gatsby offers support for image optimization
through its own, custom image component. It supports
image format optimization (automatic format conversion
during project build), serving images of appropriate
dimensions, and delayed image loading (so-called lazyloading) during which it displays some placeholder content
- a blurred, low-resolution version of the image in question,
or a simple background.
The second React framework, Next.js, expands the set
of React functionalities with the option of creating static
pages, server-side rendering, image optimization, simple
internationalization, page routing, TypeScript support, and
more.
Next.js supports all three rendering methods. For each
page, it is possible to configure the rendering method
separately and thus create a dynamic application where the
loading of each page is optimized as needed. For all pregenerated pages, their JavaScript code is downloaded
during the load, providing application functionality - this
process is called hydration. The default mode of Next.js is
static page generation.
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Figure 1. Main application screen

For our application to represent an actual use case (as
much as possible), the following external dependencies
(npm packages) were used during development:
• Chakra UI (npm: @chakra-ui/react) – a stylized
component library
• Framer Motion (npm: framer-motion) – animation
library
• Fuse.js (npm: fuse.js) – client-side fuzzy-search library
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• others (depending on the specific implementation - for
example, for navigation between pages)
This exact application setup was chosen to demonstrate
the following: the application contains two pages to assess
the prefetching behavior, external dependencies are used to
check code bundling, code splitting, and tree shaking, the
application uses high-resolution images to assess the
impact of image optimization and, finally, the application
is divided into components to assess the impact of dynamic
component loading.
B. Application versions
We measured the performance of four application
versions, which were implemented using three different
environments: (i) create-react-app, (ii) Gatsby, and (iii)
Next.js.
The first tested version, which is rendered on the clientside, was implemented using React's official create-reactapp (CRA) environment. It is a control version that contains
a minimal amount of optimization. Webpack was used as a
code bundler (as it is commonly used and disabling it would
not represent a real use-case), however, any sort of bundle
compression (such as gzip) was disabled. All external
dependencies are included in a “traditional” (CommonJS)
way that prevents the bundler from performing tree
shaking. Finally, no dynamic component loading was used,
and the included images were not optimized in any way.
For the second application version, some optimizations
were added to the control version. Firstly, the way the
dependencies are loaded was changed so that only the
necessary modules are loaded (ES2015/ES6 import
syntax). Secondly, a dynamic import of dependencies was
implemented. The Fuse.js library, used to filter
accommodation options by location on the client-side (for
demonstration purposes; data would normally be filtered
server-side) is now imported only when the user starts
entering text in the search bar, preventing an unnecessary
import for users who do not require such functionality.
Similarly, dynamic component loading was implemented
in such a way that hovering over a specific accommodation
card triggers the process of loading the component. The
loaded component is then saved in a React state variable, in
turn triggering a DOM update to display the opened
component. Finally, gzip bundle compression was enabled.
The third tested version is the Gatsby version of the
application, for which we used Gatsby’s main feature of
generating static pages. Image optimization (both image
file format and image size) has been added via the gatsbyplugin-image component. Dynamic component loading
was removed because React.lazy() is currently not
supported for neither server-side generated nor static pages,
however, dynamic Fuse.js import is still present, as well as
gzip bundle compression.
The last version was implemented using the Next.js
framework and its support for server-side rendered pages
(thus, we covered all three-page generation methods).
When it comes to optimization, Next.js offers the most
possibilities: in addition to previous versions’
optimizations (dynamic import and compression support),
image optimization was included using the native
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next/image component, and dynamic component loading
was implemented using Next.js’ native next/dynamic
option. The main difference between Next.js and Gatsby is
visible in the way prefetching operates. Namely, Gatsby
performs preloading only when the user hovers over a
certain link, while Next.js preloads all pages whose link is
currently visible in the viewport, which means that, in our
case, Next.js will preload the login page on the initial page
load.
C. Measurement techniques
Versions of the application were tested in three different
ways: using Chrome DevTools [20], webpack-bundleanalyzer [21], and Google's Lighthouse tool [22].
Chrome DevTools is a standard set of tools built into
the Google Chrome browser that allows the user to view
and manipulate the DOM, inspect network traffic and
storage use, perform performance tracking, and more. As
part of this comparison, the ability to view network traffic
was used, that is, it was used to analyze the size of the
application data transmitted over the network and the final
(uncompressed) size. Bundle analysis was performed using
webpack-bundle-analyzer to demonstrate the impact tree
shaking has on the final bundle size.
Finally, all application versions were tested with
Google's Lighthouse tool. Lighthouse performs tests in two
different modes: desktop and mobile. Desktop mode
performs tests using a simulated desktop device with 1x
CPU slowdown and a 10240 kilobits per second throughput
network. Mobile mode, on the other hand, performs tests
using a simulated mobile device with 4x CPU slowdown
and a 1638,4 kilobits per second throughput network [23].
Lighthouse can be used to measure several different
categories, but our tests focused on measuring
performance. The calculation of the final result (score
ranging from 0 to 100) is performed by tracking six
different metrics [24]:
• First Contentful Paint - measures how long it takes for
the browser to display the first part of the DOM content
• Speed Index - measures how quickly will the content be
displayed
• Largest Contentful Paint - measures the render time of
the largest piece of content (text or image); it is viewed
as the so-called perceived loading speed (how long it
takes to load "useful" content)
• Time to Interactive - measures the time required for the
application to become fully interactive (to load content,
register event handlers, and be ready to respond to user
interaction within 50 milliseconds)
• Total Blocking Time - the total time during which the
application is blocked (unable to respond to user
interaction)
• Cumulative Layout Shift - measures unexpected layout
shifts (for example, due to dynamic imports of DOM
elements)
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D. Results
The first measured metric was the total initial
application size, which includes both code and assets
transmitted over the network on application load. As shown
in Figure 4, both create-react-app versions have a
significantly larger total application size (around eight
times), mainly due to their use of unoptimized images. If
we compare only the total (initially transmitted) code size,
shown in Figure 5, it is clear how optimization techniques
contribute to size savings. It is also visible how substantial
a difference compression makes, as the amount of data
transferred over the network is about three times smaller
than uncompressed data. To further illustrate the
importance of optimization, we analyzed the code size with
and without tree shaking enabled (Figure 6), where we saw
code size approximately halve when using tree shaking.
However, it is important to note that both application
versions implemented using frameworks have a slightly
larger code size than the optimized CRA application,
potentially due to additional code used by the frameworks.
It is worth noting that Gatsby has the largest code size of
the three optimized versions, as it does not support dynamic
component loading, meaning it fetched the code of all
components during application load.

Figure 2. Desktop Lighthouse results

Desktop and mobile Lighthouse results, shown in

Figure 3. Mobile Lighthouse results

Figure 2 and Figure 3 respectively, represent interesting

Figure 4. Initial application size

Figure 5. Code size comparison

findings. In the desktop measurement, the first metric
(First Contentful Paint) is more than two times smaller in
optimized versions, showing the importance of
minimizing the amount of initially fetched code. Largest
Contentful Paint (which included the time needed to load
the main hero image) is shorter in the optimized versions
as well, the shortest being for the Gatsby version, which
quickly served the pre-built page. The differentiator could
also be Gatsby’s superior image optimization.
Interesting results come from the two metrics
measuring interactivity (Time to Interactive, Total
Blocking Time), where worse results are obtained when
using the Gatsby and Next.js frameworks. It seems that
they sacrifice the application interactivity to ensure that the
content loads as quickly as possible - such applications
(until the loading is completed) will only seemingly be
ready for use.
Mobile results are in most part similar, with one key
difference to note: both Gatsby and Next.js have now a
better Speed Index score than optimized CRA, as their
optimizations (especially for images) make a greater
difference on the simulated mobile device used in the test,
which uses both heavily throttled CPU and network.

Figure 6. Tree shaking savings
Figure 7. Cumulative Layout Shift
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Finally, Cumulative Layout Shift (CLS) results are
presented separately, in Figure 7. CLS, though it does not
measure performance directly, is an interesting metric
because it measures the amount of content change – such
as button movement due to the appearance of an additional
element or, in our case, content movement due to the
completion of image loading. These changes are often
frustrating for users, which is why it is recommended to
minimize them. The previous graph shows that there is no
content shift problem when accessing the application on a
mobile device, but it (to a lesser extent) exists on the
desktop, where both Next.js and Gatsby have the best
results, managing to reduce the problem.
IV.

CONCLUSION

In this paper, we discussed the importance of increasing
the performance and shortening loading times of React web
applications. We looked at the data which showed the
impact loading time has on user experience and users’
subsequent actions, highlighting the need for web
application optimization. While there exist many
programming principles and techniques which can be
applied to achieve performance improvements, in this
paper we focused on, and described, four groups of
techniques: (i) code bundling, code splitting, and tree
shaking, (ii) image optimization, (iii) rendering methods
and (iv) React frameworks.
To demonstrate the impact of using the previously
mentioned techniques, a demonstration web application
was developed. The application, made for a fictional
accommodation-searching service, uses high-resolution
images, and relies on a representative number of external
dependencies, all of which have a negative impact on
application size and loading times. To further demonstrate
the chosen techniques, the application was implemented
using three different environments, each representing a
different rendering method: (i) create-react-app (in two
versions, with and without optimization; uses client-side
rendering), (ii) Gatsby (static generation) and (iii) Next.js
(server-side rendering).
Finally, the performance and application size of four
application versions was measured using different tools.
The application size was analyzed using Chrome DevTools
and its network traffic analyzer, where we found that using
optimized images plays a large role in reducing overall
application size. When we look only into the total code size,
we saw a reduction in size when using techniques such as
code splitting and tree shaking (confirmed by bundle
analysis), as well as a significant reduction (about three
times) when using code compression. Finally, when
looking into performance measurement results from
Lighthouse, we found that the two frameworks loaded the
application content quicker, but had sacrificed the time
needed for application to become interactive in order to do
so.
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Sažetak – Današnji zahtjevi s kojima se svijet susreće
zahtijevaju efikasna rješenja. Takva rješenja omogućavaju
nerelacijske baze podataka koje su usmjerene na poslovne
sustave, a ne bi li se rukovalo s nestrukturiranim i
strukturiranim podacima i samim tim povećala fleksibilnost
i brzina razvoja. Problem koji se razmatra u radu je kako
pospješiti komunikacijski proces između profesora i
studenta/učenika u školskom sustavu koristeći nove
tehnologije. Kroz rad će se demonstrirati izrada aplikacije i
iznijeti prednosti i nedostaci NoSQL sustava i ključvrijednost baze podataka.
Ključne riječi – baze podataka, ključ-vrijednost, NoSQL

I. UVOD
Veliki broj organizacija svakodnevno koristi baze
podataka. Možemo reći kako baza podataka predstavlja
skup podataka koji je pohranjen i organiziran na način koji
omogućava njihovo efikasno korištenje. Podaci se u
bazama podataka strukturiraju kako bi se mogli lakše
koristiti. Dakako, razlikuje se nekoliko temeljnih vrsta
baza podataka, no ovaj rad je usko vezan uz nerelacijske
baze podataka (NoSQL) koje pripadaju kategoriji novijih
vrsta i načelno predstavljaju znatno slobodniji, fleksibilniji
model podataka. U NoSQL baze podataka ubrajamo i
ključ-vrijednost baze podataka, što znači kako je kod
pohrane podataka bitan i ključ i sama vrijednost. Ovisno
o vrsti ključa, mijenjaju se i varijante spremanja podataka.
Implementacija takvog modela podataka pruža dobre
performanse, a jedan od najpoznatijih takvih sustava je
Redis. U ovom radu naglasak će biti na opisu spomenutog
sustava i na izradi prototipne aplikacije koja koristi „Redis
bazu“.
Iako ključ-vrijednost baze podataka svrstavamo u
NoSQL modele, ovaj model podataka implementiran je u
sustavu upravljanja Berkeley DB od Sveučilišta Berkeley,
još 1992. godine. Kad bi povukli analogiju s relacijskim
modelom, baze podataka tipa ključ-vrijednost možemo
najlakše zamisliti kao tablice s dva atributa, a to su ključ i
naravno vrijednost. Vrijednosti koje se pridružuju ključu
mogu biti: slika, zvuk, tablica, internetska stranica,
dokument itd. Prilikom spremanja neophodno je prevesti
vrijednost u skup binarnih podataka te joj dodijeliti ključ.
Tako spremljene binarne podatke nazivamo BLOB (engl.
Binary Large Objects), odnosno binarni veliki objekti
(BVO), a pri čemu riječ veliki ima naravno povijesne
konotacije koje danas više nisu od značaja. Samoj bazi nije
poznat tip vrijednosti, a niti sadržaj koji ona predstavlja,
što znači kako se klijent sam mora brinuti o tome.
Najvažniji element u ključ-vrijednost bazama
podataka je sam ključ. To je jedinstvena vrijednost ili
spretnije rečeno šifra, a koja je najčešće u obliku niza
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znakova. Ključ i povezana vrijednost čine tzv. par ključvrijednost i oni predstavljaju jedan zapis u bazi podataka.
Ključ se prvenstveno koristi kako bi korisnik mogao na
efikasan i jednostavan način doći do određenog podatka, a
bez „prolaska kroz sve ključeve“ u bazi.
Redis je najpoznatiji ključ-vrijednost sustav, iznimno
je brz i jednostavan za korištenje i otvorenoga je
programskog koda. Danas se koristi u mnogim poznatim
aplikacijama kao što su: Twitter, Github, Pinterest,
Snapchat, Digg, StackOverflow i drugi. Napisan je prema
standardu ANSI C, podržava replikacije i licenciran je od
strane Berkeley Software Distributiona. Još neke prednosti
Redis sustava su: jednostavna konfiguracija, svakodnevni
razvoj i nadogradnje, atomne operacije, velika brzina
izvršavanja i jednostavno pokretanje. Redis je poslužitelj
koji ima mogućnost spremanja različitih vrijednosti koje
se ne ograničavaju na jedan znakovni niz i može se nositi
s kompleksnim strukturama podataka (Redis 2020).
Iako je Redis baza smještena u memoriji, postoji
nekoliko mogućnosti pohrane podataka i na disk. Prva
mogućnost je asinkrono spremanje baze u obliku binarne
datoteke, ovo obavlja sam sustav automatski u određenim
intervalima. Druga mogućnost je korištenje datoteka (engl.
Append only file) koje sadrže spremljene naredbe za
mijenjanje podataka, pri čemu se svaka promjena može
vidjeti u među-spremniku, a pomoću jednostavne naredbe
'Save' moguće je pohraniti podatke u RDB. Sljedeći način
za pohranu podataka je arhiviranje uz korištenje glavnih i
sporednih servera, gdje sporedni serveri sadržavaju kopije
glavnih. Arhiviranje se koristi zbog bolje organizacije i
proširivanja mogućnosti, a za primjer možemo navesti
servere koji obavljaju čitanje podataka (J. L. Carlson
2013).
Podjela baze pruža mogućnost horizontalne
skalabilnosti. Ako bazu podijelimo na više manjih
dijelova, onda možemo postići veću efikasnost. Sustav
koji omogućuje podjelu zove se Redis Cluster, a koji
podržava proširenje za još 1 000 čvorova (Macedo i
Oliveria 2011: 23).
U nastavku rada slijedi još ponešto o sustavu Redis,
nakon toga opis same aplikacije, kratka rasprava i
zaključak.
II. REDIS
Redis je jedan od najpoznatijih ključ-vrijednost
sustava. Može se definirati kao baza podataka koja je
sadržana u glavnoj memoriji (engl. „in memory
database“), i koja sadrži sljedeće apstraktne podatkovne
strukture: niz, lista, mapa, mapa bitova (bitmap) itd.
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Redis može omogućiti veću brzinu izvođenja
operacija za pisanje. Ako je memorija nedostatna, Redis
proces prekinuti će se s porukom pogreške, a nerijetko i
usporiti. Redis se stoga koristi kao baza podataka, predmemorija i posrednik poruka (Redis 2020).

započela s malim slovom te da su riječi međusobno
povezane donjom povlakom („_“).

Redis koristi sučelje u obliku konzole preko kojega
se može odvijati interakcija s bazom. Sučelje u obliku
konzole pokreće se pomoću naredbe redis-cli. Programsko
sučelje ovoga sustava vrlo je jednostavno za korištenje.
Dvije glavne naredbe za dohvaćanje i postavljanje
vrijednosti ključa su naredbe GET i SET (Redis 2016).
III. OPIS PROBLEMA I RAZVIJENA APLIKACIJA
Problem s kojim se danas najčešće susreće većina
obrazovnih ustanova je upravo komunikacija između
predavača, profesora i učenika/studenata, a posebice u
današnje vrijeme kada se vrlo često događa prijenos krivih
informacija, bilo namjerno ili nenamjerno. Kako bi se
riješio prethodno navedeni problem izrađena je prototipna
aplikacija „Školarica“ koja koristi već spomenuti sustav
Redis i programski jezik Java.
Aplikacija Školarica nudi mogućnosti kao što su unos
ocjena i pregled ocjena, učenika i predmeta. Ujedno,
aplikacija ima i mogućnost razmjene poruka, a time se
upravo rješava problem nedostatka komunikacije između
učenika i profesora. Iz tog razloga je odabran sustav Redis
kao dobro rješenje za razmjenu poruka, jer pruža različite
strukture podataka koje smo mogli iskoristiti na veoma
učinkovit način. Aplikacija je izrađena uz pomoć Redis
baze i programskog jezika Java, a za učitavanje i strukturu
baze korišten je Maven. Sučelje aplikacije je izrađeno uz
pomoć Java FX softverskog okvira i biblioteka
FontAwesomeFX i JFoenix.
Prilikom izrade aplikacije potrebno je pripremiti
okruženje u kojem će se aplikacija razvijati, tako je za
razvoj „Školarice“ odabran InteliiJ koji je odabran zbog
svoje fleksibilnosti u radu s JavaFX softverskim okvirom
i Mavenom. Također, omogućava moderan i privlačan
izgled korisničkog sučelja, a što je danas jedna od važnijih
stavki ne bi li se tako pridobilo korisnike. Maven projekt
je odabran za kreiranje projekta jer nudi brojne
mogućnosti. Sama struktura projekta sastoji se od src
direktorija i ostalih pomoćnih direktorija kao što su
.classpath, pom.xml i dr. Kako bi se mogao kreirati projekt
potrebno je poznavanje programskih jezika i naredbi koje
su se koristile prilikom izrade programskog koda odnosno
aplikacije. Aplikacija sadrži nekoliko direktorija, a svaki
od direktorija sadrži još nekoliko direktorija. Za vrijeme
procesa izrade aplikacije „Školarica“ potrebno je bilo
imenovati objekte kroz projekt za što su se koristile
CamelCase i PascalCase konvencije imenovanja.
CamelCase se koristio u dva oblika s velikim početnim
slovom i s malim početnim slovom i koristio se za
imenovanje metoda i naziva klasa te svojstva klasa. Kako
bi se mogla koristiti Redis baza potrebno je bilo za
kreiranje aplikacije koristiti i treću konvenciju imenovanja
za identifikatore, a to je snake_case. Spomenuti oblik
imenovanja podrazumijeva da je svaka riječ identifikatora
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Slika 1. Model podataka
Još jedan od uvjeta koji je potrebno ispuniti za
korištenje Redisa su Redis klase. Na taj način se na jednom
mjestu nalaze sve metode koje vrše upite prema Redis
bazi.

Slika 2. Prikaz statičkih varijabli u Redis klasi
Metode koje se nalaze u Redis bazi temelje se na
sličnom principu rada, Redis klijent pošalje zahtjev ne bi
li mu se dodijelio resurs iz skupa veza, zatim izvršava
određenu naredbu ovisno o potrebi i nakon što izvrši sve
zadatke koji su planirani resurs je dostupan i znači da ga
netko odnosno osoba koja ga je i zatražila može koristiti.
Metode koje su korištene prilikom kreiranja
programskog koda za „Školaricu“ su definirane kao
statičke. Prije prikazivanja forme za prijavu, aplikacija
provjerava radi li Redis server tako da pozove metodu koja
je za to zadužena („PING“).
Za ulazak u aplikaciju potrebni su podaci za prijavu.
Korisnički računi koji se prijavljuju pohranjeni su u Redis
bazi i provjerava se ispravnost korisničkog imena i
lozinke. Nizevi identifikacijskih oznaka (eng. hashset) za
korisničke račune koriste prefiks login# i korisničko ime
je jedinstveni identifikator. Za podizanje sigurnosti logina
pohranjuju se lozinke u obliku MD5Hash i radi se o
jednosmjernoj enkripciji.
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Kod dohvaćanja korisnika svi ključevi koji se
dohvaćaju počinju sa korisnik# te je na kraju dodana
zvjezdica koja se u Redis sustavu koristi za zamjenu 0 i 1.
Kada se žele unijeti ocjene za nekog od učenika koriste se
padajuće liste iz forme kreirane za unos ocjena te se biraju
predmet i ocjena koja mora biti između 1 i 5.

Slika 3. Metoda za dohvaćanje korisničkih podataka
U izradi aplikacije koristio se hamburger izbornik koji
je definiran kao VBox. Ovisno o korisnikovim
preferencijama gumbi se uklanjaju kada je korisnik u
statičkom objektu. Definirani padajući izbornik nudi tri
tipa, a to su učenik, profesor i administrator.

Slika 6. Metoda za unos ocjena
Kada dođe do toga se žele pregledati unesene ocjene
(ukupan broj ocjena i prosjek unesenih ocjena) dohvaća se
određeni korisnik i otvaraju se podaci o njemu.
Ukoliko se ne prikaže na ekranu niti jedna ocjena
znači da za tog korisnika nema unesenih ocjena.
Slika 4. Prikaz hamburger menija u aplikaciji
Kod kreiranja korisnika aplikacija upozorava na
postojeće korisnike i dodaje automatski podbroj korisniku
ukoliko on postoji već kao definirani. Da bi se unio novi
korisnik, prvo je potrebno kreirati mape identifikacijskih
oznaka (eng. hashmap) u koje se unose ključ-vrijednost
parovi, a ako se želi kreirati i korisnički račun da se
omogući korisniku spajanje na aplikaciju mora se napraviti
unos i niz identifikacijskih oznaka login.

Dio s obavijestima u sklopu aplikacije omogućuje
pregled obavijesti koje odgovarajuća osoba objavljuje.
Obavijesti su u brojčanom formatu ne bi li se tako mogle
uspoređivati i dohvaćati od najnovije prema najstarijoj. Za
dohvaćanje obavijesti koristimo naredbu zrangebyscore
kojoj moramo proslijediti ključ koji želimo dobiti i
određeni rezultat.

Slika 7. Metoda za dohvaćanje obavijesti

Slika 5. Metoda za unos novog korisnika
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Slika 8. Naredba zrangebyscore za dohvaćanje određene
obavijesti
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Već je spomenuto da aplikacija sadrži i mogućnost
razmjene poruka. Poruke se pohranjuju na sličan način kao
i obavijesti samo u sortirani skup (eng. sorted set) i svaka
poruka ima određeni oblik odnosno nalazi se u obliku
„korisničko_ime##poruka“ ne bi li se tako lakše odredio
pošiljatelj i pokazala poruke na ispravan način.

Slika 13. Metoda za dohvaćanje svih poruka

Slika 9. Metoda za učitavanje poruka
Za dohvaćanje poruka koristimo zrange naredbu,
sličnu kao i kod dohvaćanja obavijesti (gore opisano).
Razlika između zrange i zrangebyscore je u tome da kod
zrange naredbe početna i završna vrijednost predstavlja
poziciju elementa u sortiranom setu, dok se kod
zrangebyscore gleda uvijek rezultat.

Slika 10. Prikaz naredbe za dohvaćanje poruka

Za dohvaćanje poruka moramo najprije dohvatiti
korisničko ime prijavljenog korisnika, jer će nam trebati
kod „dešifriranja“ ključa.
Iteriramo kroz sve ključeve koji sadrže poruke i
režemo ključ na više dijelova prema prethodno definiranim
separatorima. Ukoliko jedan od razdvojenih dijelova
ključa odgovara našem korisniku znači da je on uključen u
razmjenu poruka.
IV. RASPRAVA
NoSQL baze podataka kao i sve druge, imaju svoje
prednosti i nedostatke. Uzimajući u obzir Redis, uočili smo
mnoge prednosti, a od kojih bi izdvojili: jednostavnost,
fleksibilnost, , visoke performanse i mogućnost odabira
različitih struktura podataka, a što je kod naše aplikacije
bilo potrebno (posebice kod razmjene poruka).
Nedostatak Redisa je taj što je to još uvijek relativno
nova tehnologija i stoga posljedično postoje brojne važne
značajke koje nisu implementirane, a njihova će
implementacija vjerojatno potrajati. Kao nedostatak se
mogu istaknuti i alati za analizu i testiranje performansi,
ali i mali broj stručnjaka na polju tehnologije tipa NoSQL.
(Pandorafms 2016)

Slika 11. Metoda za slanje poruka
Prilikom spremanja poruka koristimo naredbu zadd
kojoj moramo proslijediti ključ, datum i vrijeme
(timestamp) i samu poruku.

Slika 12. Primjer zadd naredbe
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Daljnja istraživanja bi se prvenstveno trebala
temeljiti upravo na ključ-vrijednost bazama podataka jer
se pokazuju kao veoma korisne. Trenutno i dalje postoji
premalo informacija i radova o njima. Posebice bi se
daljnja istraživanja trebala temeljiti na razvoju i
unaprjeđenju ključ-vrijednost baza podataka.
Kada uzmemo primjer naše aplikacije Školarice,
također možemo vidjeti kako je samo sučelje pomalo
ograničeno, izbor boja nije u nekim situacijama
odgovarajući (iako su fokus ovog rada NoSQL baze
podataka). Aplikacija bi se mogla poboljšati u svakom
pogledu. Valja izdvojiti funkcionalnost za razmjenu
poruka (engl. message queue), a kako bi poruke stizale
istovremeno između dva korisnika. Također bi se mogli
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dodati i testovi, a kako bi učenici mogli rješavati testove
direktno putem aplikacije, a što onda povlači za sobom i
samo kreiranje testova od strane profesora.
V. ZAKLJUČAK
U radu se na samom početku govori o već postojećim
istraživanjima sličnog karaktera, a kao što je i ovaj rad.
Tako se ističe kroz, prethodna istraživanja, što je NoSQL,
na koji način on funkcionira i što je važno znati. Zatim se
iznosi problem koji se može riješiti upravo uz pomoć
NoSQL baze. Kao problem istaknuo se nedostatak
komunikacije između učenika i profesora u školi, a koji se
je želio riješiti uz pomoć kreiranja aplikacije zvane
„Školarica“.
Aplikacija je razvijena u okružju imena InteliiJ, a koji
je odabran zbog fleksibilnosti koju omogućuje u radu s
programskim okvirom JavaFX, Mavenom i Redis
sustavom.
Ne bi li se aplikacija uskladila s Redis bazom bilo je
potrebno obratiti pažnju na elemente koji se moraju
izvršiti, a kako bi se dobila povezanost između kreirane
aplikacije i Redis. U aplikaciji korisnici imaju pogled u
unesene ocjene, primjerice učenici mogu vidjeti ocjene,
dok profesori mogu iste također i unositi.
Aplikacija omogućuje i komunikaciju putem poruka
između profesora i učenika, gdje se obavijesti prikazuju od
najnovije do najstarije. Cilj aplikacije je pospješiti
komunikaciju između profesora i. U konačnici, u radu su
se iznijele prednosti i nedostaci NoSQL baze podataka i
baze podataka tipa ključ-vrijednost, a dan je i osvrt na
buduća istraživanja.
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Abstract—In the recent decades, high-intensity discharge
lamps, installed for public illumination, are gradually being replaced with solid-state lighting (white light-emitting
diodes). This is resulting in markedly better energy efficiency,
but is also raising environmental concerns related to the extra
blue light emitted.
Using a CubeSat, we plan to track the global progress
of solid-state lighting and its contribution to light pollution. Inasmuch as the light emitted from the Earth is a
mixture of a wide variety of light sources, estimating the
contribution of any individual source is a challenging task
referred to as spectral unmixing. In this work, we present a
method for spectral unmixing of light mixtures created by a
multiplicity of conventional sources, including high-intensity
discharge lamps and light-emitting diodes, as measured by
a spectrophotometer. We demonstrate unmixing of light
into two constituent spectra, one of which is the solidstate lighting spectra, using a non-negative constrained leastsquares method with final accuracy of 93%. We furthermore
show that the proposed method can be used when the mixture
is captured using less than ten filtered detectors rather than
a several-thousand-channel spectrometer, which is the most
likely implementation on our satellite. All of our experiments
have been done in a laboratory.
Index Terms—Remote sensing, spectroscopy, light emitting
diodes, high intensity discharge lamps.

Figure 1: Measured spectra data of white light-emitting
diodes and high-pressure sodium and mercury lamps, used
in lighting applications and also used in this work.

I. I NTRODUCTION
Current imaging systems depend on high spatial and
spectral resolution to discriminate the types of light
sources used for outdoor and public illumination [1].
In recent decades, high-intensity discharge (HID): mercury, sodium, and metal-halide lamps, are gradually being replaced by more energy-efficient solid-state lighting
(white light-emitting diodes). A subtle, but important
consequence of this migration is that there has been
progressively more blue light emitted into the night sky
and the surroundings. This is because white light-emitting
diodes (LEDs) emit significantly more light in the blue part
of the spectrum than any other conventional illumination
source (Fig. 1). Exposure to blue light during the night
disrupts the circadian rhythm in humans and animals and
commonly leads to insomnia, stress, and increased risk
from a wide range of medical maladies [2]. For these
reasons, interest in light pollution has been growing in
recent years. Presently, light pollution data measured from
space is freely accessible on the internet [3], but this data
provides only the emission in the 500 - 900 nm wavelength
range and shows no indication of the type of light source
that caused the pollution. To explore the ramifications of
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the new lighting revolution, scientists are missing what
could possibly be vital data for linking its effects on human
life and nature.
Nighttime remote sensing is in a stage of rapid development [1]. The main challenge of taking data is
low light levels emitted, with top-of-atmosphere radiance
reaching as low as a few nWcm−1 sr−1 µm−1 [4]. High
spatial resolution and multispectral sensors, covering the
range from blue to near-infrared light, allow for effective identification of lighting technologies, mapping urban
functions, and monitoring energy use [1]. High spatial
resolution instruments consist of thousands of small pixels
and require large area lenses to measure the faint nighttime light. This increases the cost, weight and size and
is generally prohibitive for nano-satellites. Furthermore,
multispectral features introduce additional complexity and
cost to remote sensing imaging system.
In this work we propose to measure the total light
radiated from the surface of the Earth into space, and find
the fraction of LED versus HID light sources using a lowcost low-spatial resolution detection system, which uses
several single pixel detectors.
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Figure 2: Chromaticity diagram of different illumination
sources formed from RGB camera data. Note that these are
not actual measured data points, but rather an illustration
of the idea.

Figure 3: Illustration of a remote sensing platform measuring light pollution.

II. M OTIVATION
Remote sensing technology (in combination with machine learning) is the paramount tool enabling scientists
now to classify individual pixels of a high-resolution
image, and discern an LED luminaire from conventional
high-intensity discharge lamps. There has been previous
research directed at identifying illumination sources [5]
[6], which used 2-D imaging spectrometers boarded onto
aerial remote sensing platforms. Both works successfully
identified the type of public illumination source radiating
light, by measuring the spectrum from afar. But, spectrometers are unsuited for low light level measurements and are
marginally practical for CubeSat nano-satellite missions.
Red, green and blue (RGB) cameras are low-cost and
practical imaging systems for nano-satellites, and they
are able to discern white LEDs and HID light sources.
Previous research showed promising results of discerning
lighting types using an RGB camera mounted on a satellite: between a high-pressure sodium lamp and a white
light-emitting diode [7]. This is possible since chromaticity
coordinates of LEDs and HID lamps fall into different
regions of the chromaticity diagram, as illustrated in Fig.
2. However, the point "Lamp type?" could have been
obtained by measuring a mixture of a 6400 K LED and
a high-pressure sodium lamp, or a mixture of a 4000 K
LED and a high-pressure mercury lamp. They cannot be
differentiated on the 2-D chromaticity diagram. Such a
situation arises when neighbouring pixels are illuminated
by a mixture of light radiated by two (or more) different
luminaires (Fig. 3).
For this reason, one needs to employ more spectral
channels while considering the physical phenomena causing the emission spectra of the light sources (detailed in
references [8]–[11]). Glass arc tubes of HID lamps are
filled with gas discharge plasma, in which an electric field
excites atoms of sodium, mercury or metals present in
the plasma. The atoms energized to higher atomic states
spontaneously emit light in both the visible (0.4−0.75 µm)
and the near-infrared spectrum (0.75−2.5 µm), depending
on the plasma composition. In contrast, white LEDs spontaneously emit only in the visible spectrum by pumping
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blue light into a yellow phosphor layer, which converts
a fraction of the blue light into red and green portions
of the spectrum. Therefore, near-infrared channels provide
orthogonal data measurements with respect to RGB channels, which is important for differentiating light sources.
Four channel: red, green, blue and near-infrared (RGBIR) sensors provide an orthogonal channel (NIR) to standard RGB cameras for satellite payloads measuring light
pollution. It is challenging to calibrate an RGB-IR camera
to construct a 3-D chromaticity diagram. We hence shifted
our focus onto single pixel detectors. This dramatically
lowers the spatial resolution, when compared to a camera.
But, the advantage is a significantly simpler measurement
system. We propose a multi detector system, for which
spectral unmixing must be used to estimate the LED
fraction versus the HID lamp fraction in a measured
mixture of light.
Spectral unmixing is a well-established method in which
a mixture of light, consisting of two or more distinctive
spectra of illumination sources, is decomposed into its
constituting component spectra and the fractions of the
contributing spectra are determined. A detailed outlook on
existing spectral unmixing methods is given in references
[12] and [13].
In this work, we describe a spectral unmixing experiment for identification of lighting types, as measured by
a spectrometer. The mixture spectra were formed with a
high-intensity discharge (HID) lamp and a white lightemitting diode (LED); where-in for each mixture the
LED/HID fractions were varied. The novelty of this work
was to spectrally unmix the light into the constituent
spectra. Using the non-negative constrained least-squares
method we estimated the fractions of the constituent light
sources with up to 93% accuracy. Furthermore, simulation
results show that reducing the number of channels of the
detector, from 3480 to only 7, did not reduce the quality
of estimation.
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III. T HEORY
Let us represent the measurement setting with n light
sources present at the surface of the Earth, where si (λ)
is the emission spectrum of the i-th light source (the
power spectral density in W/m2 ). These light sources are
measured using a spectrometer mounted on a satellite.
The spectrometer is equipped with m pixels and the
emission spectra from the light sources are all added at
the spectrometer, namely, the light sources emit mutually
independent beams of light. The measurement function
L (si (λ)) of the instrument converts photons from the
spectrum si (λ) into a vector of numbers during a finite
integration time. Let the vector si = L (si (λ)) + ei with
m × 1 elements be the measurement of the i-th spectrum,
where m is the number of channels. The vector ei is
an error, uncorrelated to the emitted spectrum, between
the digitized data si and emitted spectrum si (λ). We
assume that the measurement function L (si (λ)) of the
spectrometer is a linear operator:
L (a1 s1 (λ) + · · · + an sn (λ)) =
a1 L (s1 (λ)) + · · · + an L (sn (λ)) ,

(1)

where ai ≥ 0 is a non-negative real number and i =
(1, . . . , n).
Let the vector y = L (a1 s1 (λ) + · · · + an sn (λ)) + ey
with m×1 elements denote the digitized mixture spectrum
and ey any error uncorrelated with the mixture spectrum.
Then, we can write (1) as:
y = a1 s1 + · · · + an sn + e,

(2)

where the mutually
Pnuncorrelated errors ei and ey are
substituted as e = i ei + ey .
We form a spectral library matrix S containing measured spectra of reference light source types. Lamps used
for public lighting are built by different manufacturers and
each lamp has its distinct spectrum when compared to
lamps of the same respective type. Therefore, the matrix
S consist of n chosen representative spectra of n light
source types with m pixels resulting in: m × n elements.
When the vectors that formed S are highly correlated with
the vectors si , (2) can be approximated as:
y ≈ S a + e,

(3)

where a = [a1 , a2 , . . . , an ] is the vector containing the
unknown fractions. Written out in matrix form it becomes:
  
   
y1
s1,1 · · · s1,n
a1
e1
 y2   s2,1 · · · s2,n   a2   e2 
   
  
 ..  ≈  ..
..   ..  +  ..  . (4)
..
 .   .
.
.  .   . 
ym

sm,1

···

sm,n

an

em

Our goal is to find the unknown fractions a. Since S
contains only estimates of what the vectors si might be,
we can only estimate the fractions as â. The problem
given in (3) is a least-squares problem which is solved
by minimization of the error term eT e. The closed form
solution is [14]:
−1 T
â = ST S
S y,
(5)
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where ST is the transposed matrix S. Note that S is not
a square matrix, except the case where the number of
channels is equal to the number of light sources: n = m.
The first assumption of the least-squares model is that
within a given scene, the mixture is formed by a finite
number of distinct illumination sources with known spectra. The constituent spectra must hold relatively constant
spectral properties si (λ) during measurement. Any change
in the digitized spectrum si would therefore appear as
a change in the fractions ai of the constituent spectra
contained within the digitized mixture yi .
The second assumption is that spectra forming the spectral library matrix S are not collinear, which means that
their mutual correlations are not high. For example, white
LEDs of different correlated color temperature ratings of
4000 K and 6400 K emit a highly correlated spectrum
(Fig. 1). Accurate estimation of the fractions, when we
wish to unmix a mixture formed by a 4000 K and 6400 K
white LED, depends on the spectral resolution m of the
instrument.
There are situations in which solutions of (5) are not
physical. For example, a negative value of ai would imply
a spectrum with negative intensity. To ensure realistic
solutions, we must introduce a non-negativity and a sumto-one constraint:
n
X
ai = 1,
(6)
i=1

ai ≥ 0,

(i = 1, . . . , n).

(7)

Introducing the two constraints has a downside, as the
problem now has no closed form solution. We refer the
reader to a commonly used algorithm for the non-negative
constrained least-squares solution without its deduction
here [15]. The problem is solved numerically through an iterative algorithm by using the lsqlin function implemented
in MATLAB® .
In the following sections we apply the method to
laboratory measured high-resolution spectrometer data and
show how it is possible to decompose a mixture of light
into the constituent spectra.
IV. I NSTRUMENTATION
The spectrometer used in this work, Photon Control
SPM-002-C (Fig. 4), comprises of a diffraction grating
onto which incident light is focused and detected on a
linear CCD array upon reflection and diffraction. The
number of pixels on this spectrometer is 3648, and they
are uniformly distributed (each sized 8 × 200 µm) on the
CCD array (commercially available: Toshiba TCD-1304).
Each pixel is assigned a wavelength and the relationship
between the pixel ordinal number and the wavelength
expressed in nanometers, for example, depends on the type
of grating and the geometrical attributes of the spectrometer design. The relationship is generally not linear and
is calibrated by the manufacturer for each spectrometer
design. This produces the manufacturer’s nominal pairing
between the pixel number and the wavelength. Nevertheless, due to manufacturing variations it is good practice to

2025

Figure 4: Photograph of the spectrometer and the 600 µm
core diameter fiber cable.

check and, if necessary, make wavelength corrections to
the nominal pairing by performing calibration in the lab.
The most common method for calibrating spectrometers
is to measure calibration lamps which emit known and
stable atomic lines. To this end, we used a low-pressure
sodium lamp (sodium D-lines: 589.00 and 589.59 nm)
and a high-pressure mercury lamp (mercury lines: 365.02,
404.66, 435.83, 546.07, 576.96 and 579.07 nm). Taking
the spectrum reading from these two sources enabled us to
shift the wavelength readout to conform with the measured
peaks of the calibration lamps.
The second calibration that is generally needed is
the intensity calibration, which is also provided by the
manufacturer, but as noted above can be corrected. The
spectrometer light-current conversion directly depends on
the responsivity of the commonly used silicon detector,
which is very wavelength dependent. Additional nonuniformity of the conversion of the radiometric intensity
to current and spectrometer output reading is caused by
the angular dependence and fabrication imperfections of
the diffraction grating. We performed a relative intensity
calibration of the instrument by measuring the Solar
spectrum and comparing it with a reference Solar spectrum
taken from reference [16].
All this was done in order to be able to obtain absolute readings from our measurements, but note that the
unmixing algorithm uses reference light source spectra as
a basis set, wherein both our base spectra and mixtures are
measured on the same spectrometer and hence any errors
in amplitude or wavelength determination are immaterial
to the method.
V. E XPERIMENT
In a laboratory setting, we measured mixtures of light
formed by two independent light sources. The experiment
was to estimate the fractions of the constituent spectra by
decomposing the measured mixture of light using the nonnegative constrained least-squares method.
Three light sources were used in the experiment: a
high-pressure sodium lamp [17], a high-pressure mercury
lamp [18], and a white LED [19] with a correlated color
temperature rating of 6400 K. We measured the individual
spectra of all three light sources, as shown in Fig. 1, and
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Figure 5: Photograph of the mixing experiment.

using the measurement data, formed the spectral library
matrix S with 3480 × 3 elements (m × n).
Fig. 5 is a photograph of the experimental setup in
which two light sources (an HID lamp and an LED bulb)
were positioned behind a diffuser (sandblasted glass plate)
that was covered by a black cardboard screen with a
hole in its center. Through this hole the light coupled
into the spectrometer fiber input. When both lamps were
on, the light reaching the spectrometer was a mixture of
the emission of each of the two sources. The intensity
contribution of each of the sources was controlled by
varying the distance between that source and the hole in
the screen.
For each light source pair (there were two) and each
relative intensity setting (we used 19), the characterization
procedure consisted of three measurements (denoted as
` = 1, 2, 12) using the spectrometer. Each measurement
produced a recorded spectrum described with intensity
reading w` (k) at each pixel k and the total intensity
reading obtained byPsumming all the w’s for a specific
m
measurement: I` = k=1 w` (k).
We first measured the spectra of the mixture formed by
the two light sources (` = 12). For this measurement, the
spectrometer exposure time was adjusted so no pixels were
saturated (the exposure time of 100 ms was sufficient for
all measurements). Second, we measured the LED (` = 1)
and then the HID lamp (` = 2), recording the emission
spectrum. The fraction of LED light in the mixture was
then given with I1 /I12 . The number of samples taken in
all of the measurement was 50. This number was adjusted
by observing the saturation of the variance in the pixels
readout of the emission spectra.
Due to the long time necessary for the HID lamps
to reach a stable emission and the long cool-down time
required before being started again, the HID lamp was
powered during the entire experiment. To remove the
emission during the experiment, we blocked the light using
a black screen. Intensities close to the noise floor were
set to zero to mitigatePnoise. The mixture spectrum was
m
normalized such that k=1 w` (k) = 1,
We decomposed the normalized mixture using the nonnegative constrained least-squares method, resulting in
estimated LED and HID fractions â1 and â2 = 1−â1 . Note
that by normalizing the columns (spectra) of the spectral
matrix S such that every column sums to one, the method
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(a) Using high-resolution data from 3480 channels.

(b) Using low-resolution data by simulating 7
channels.

Figure 6: Unmixing light into a LED and HID spectrum
denoted by squares and stars, respectively.

does not depend on the absolute light intensity reaching
the detector.
Finally, we compared the estimated fractions with the
light source fractions calculated by total intensity readings.
The absolute error in estimation was:
I1
(8)
r1 = â1 −
I12
I2
r2 = â2 −
(9)
I12
We acquired 19 measurements of the mixture spectra:
9 using the high-pressure sodium lamp and 10 using
the high-pressure mercury lamp as the HID lamp. By
decomposing the mixture spectra using the non-negative
constrained least-squares method we estimated the LED
(squares) and HID (stars) fractions in the mixture spectra,
as shown in Fig. 6a. The dashed lines represent a 10%
error in estimation, within which all of our estimates fit,
as the maximum error in estimation was less than 7%. We
confirmed that the method works.
VI. P ROPOSED MULTI - DETECTOR SYSTEM
Next we discuss a simpler approach for unmixing.
Rather than using a spectrometer with thousands of channels and limited responsivity, we explore the possibility
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Figure 7: Seven designed band-pass filters for data reduction of the high-resolution spectrometer data. The
central wavelength (and the half-width at half-max value
in parenthesis) is denoted above each filter.

of using the same algorithm on a limited number of
narrow-band filtered detectors each tuned to a specific
wavelength. Our reasons for using filtered detectors on
a nano-satellite are: (i) larger sensitivity of detectors for
measuring the faint nighttime light and (ii) smaller size
of optics required when compared to several-thousandchannel spectrometers. We designed a set of seven bandpass optical filters and simulated their effect on the highresolution spectrometer data. The pass-band transmission
characteristic of each designed filter, with the central
frequency (and the half-width at half-max value in parenthesis), is shown in Fig. 7. Next, we explain how we
designed the filters.
First, we considered all the emission lines of mercury
and sodium, and selected two lines with the highest intensities: (i) Hg 546.1 nm. (ii) Na 818.4/819.5 nm. Second,
we considered three of the most common emission lines
present in metal-halide lamps: (iii) Na 589.0/589.6 nm,
(iv) Li 610 nm, Na 615.4/616.1 nm, (v) Li 670 nm.
Third, we considered the emission of white LEDs. We
required the filters to capture as much of the LED spectrum
while minimizing the light of all the other high-intensity
discharge lamps, with metal-halide lamps presenting the
largest problem. By visually comparing the spectra of the
HID and LED light sources, we estimated that the two
areas with least overlap are: (vi) between 455 nm and
465 nm, and (vii) between 520 nm and 530 nm. It is
important to note that our selection of appropriate filters
is a compromise and might not be the optimal set of filters
for spectral unmixing.
The results for the filtered spectrometer data are shown
in Fig. 6b. Applying the filters made a negligible change
in results, when compared to using the high-resolution
spectrometer data. From the results illustrated in Fig. 6b,
we show that the large number of channels of the spectrometer can be reduced to a select few for the purpose of
estimating the fractions of constituent light spectra which
form a mixture.
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VII. S UMMARY
In this paper we have investigated the problem of light
pollution by means of standard remote sensing instruments. This research demonstrates that imaging spectrometer data can be used to identify and spectrally unmix night
lights based on their spectral signatures. The preliminary
results have confirmed that unmixing is possible using
narrow-band detectors having band-pass channels centered
around spectral emission lines of commonly used public
illumination sources.
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Abstract – In this work a single photon avalanche diode
(SPAD) based phase measurement circuit for distance
measurements using continuously modulated light in a
150 nm CMOS technology is presented. An on-chip
quadruple-voltage quenching circuit, allowing up to 7.2 V
excess bias for external SPADs, generates pulses synchronous
to the detection times of single photons. Circuit simulations
show, that a precision of 0.54 mm can be achieved for
distance measurements in low background light
environments, in a measurement time of 200 µs. The
efficiency of background light suppression can be improved
by increasing the measurement time. Even a factor of 100:1
of background to measurement light should allow sub-cm
precision given a sufficient measurement time. Correlation
frequencies up to 1 GHz are possible. One correlator block
has a size of 230×210 µm² and the power consumption for
each correlator is 391 µW.
Keywords - SPAD; distance measurement; indirect time-offlight (iTOF); phase measurement; photon counting; digital
correlation

I.

INTRODUCTION

Optical distance measurement has a wide range of
applications such as autonomous driving, material testing
and security applications. A commonly used method due to
robustness and simplicity of use and therefore low prize is
the time of flight (TOF) approach. For direct TOF distance
measurements, a single pulse of light is sent to the object
and reflected back to the sensor, traveling the distance
twice, while the propagation time is measured. Therefore,
a distance of 1 cm corresponds to a travel time of 66.7 ps.
To get a high spatial resolution, very accurate time
measurement circuits are needed. An alternative method is
indirect time of flight (iTOF) using not a pulsed light source
but a continuous modulated light source. There are multiple
ways to reconstruct the time of flight such as measuring the
phase travel delay that is introduced by the traveled
distance continuously, either on a continuous wave (ciTOF) or by measuring the impact timing of a pulse of
known length indirectly by time gated photon counting (piTOF) and by repeating this measurement to get higher
accuracy [1].

The authors acknowledge financial support from the Austrian
Science Fund (FWF) under grant no. [P30927-N30].
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In [2] a PIN phototransistor is used in a c-iTOF
approach. The optical power required to reach a distance
resolution in the mm region is 115 nW for an precision of
1.6 mm. SPADs have a much higher gain than PINphototransistors, therefore allowing the same distance
resolution at orders of magnitude smaller received optical
power.
The presented digital correlator works up to a
correlation frequency of 1 GHz. None of the single-photon
avalanche diode (SPAD) sensor arrays discussed in [1]
allow such high correlation frequencies. Reference [3] uses
a modulation frequency of 500 MHz and reaches a
precision of under 5 mm, but without using SPADs and on
a Ge-on-Si platform. Due to the use of Ge devices it is able
to use light wavelengths where a minimum of intensity of
the sun spectrum is present to decrease the impact of
background light.
In [4] a similar approach is used in a 64×32 detector
array, which reaches a precision of 2.8 cm at a distance of
2.5 m with a modulation frequency of 30 MHz and 45 ms
measurement time.
This work focuses on c-iTOF using a continuous
square-wave modulated laser signal. Laser signaling allows
high modulation frequencies, which leads to high precision
(see Section II). Additionally a high counter depth is
included to enable very long correlation times for high
accuracies, background light rejection and large
unambiguous range.
Section II presents the measurement principle and
explains the impact of SPAD non-idealities on it.
Section III describes the proposed system. In Section IV
the simulation setup is explained, followed by simulation
results (V), discussion (VI) and conclusion (VII).
II.

SPAD BASED TIME OF FLIGHT

A. Indirect Time of Flight
Indirect TOF using continuous square-wave modulated
light is realized with a digital cross-correlation approach for
phase measurement. The received signal is correlated with
the modulation frequency of multiple phase shifts, working
as a lock-in-detector. Performing a cross-correlation with
two square-wave signals results in a triangle. By applying
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FFT to this correlation triangle, it is possible to reconstruct
the phase of the fundamental wave, which is the phase shift
that occurred on the continuously modulated envelope of
the measured light [5]. The number of phases is scalable,
either by measuring them after each other or by having
multiple correlator blocks integrated. Increasing the
number of phase steps decreases the systematic error [5].
However this systematic error can easily be corrected by a
simple look-up table [5]. After the introduced phase shift
(Δφ) is measured, the distance (d) can be calculated by


=

,



where fmod is the modulation frequency and c0 is the
speed of light. It can be seen that for constant phase
measurement precision, the distance measurement
precision improves linearly with the modulation frequency.
The modulation frequency plays a role for the so called
unambiguous range dmax, because after a full phase shift of
2π rad the same phase will be measured as for a phase shift
of 0 rad. The unambiguous range is therefore defined as:


=



III.

SYSTEM DESCRIPTION

A. Block Diagram
The application-specific integrated circuit (ASIC), is
designed in a 150 nm CMOS process, and includes a
quencher with up to 7.2 V excess voltage and an adjustable
dead time from 7 to 29 ns for external SPADs. Details of
the quencher are presented in [6]. Due to the pad limited
design three correlator blocks could be included, two for
measuring distance, one for separate characterization or to
be used with an external quencher. Fig. 1 shows the block
diagram of the presented ASIC and Fig. 2 its chip layout.
Each correlator block consists of a clock generation
circuit creating the pulses for up and down counts for the
corresponding synchronous 8- bit fine counters and the
20- bit carry counter. The total depth of 28 - bit was chosen
to enable long correlation times in the magnitude of several
seconds, e.g. for low correlation frequencies, needed for a
high unambiguous range and even for high light intensities.
Each block can be supplied with an individual phase shifted
reference signal, allowing simultaneous measurement of



An increase in modulation frequency increases the
precision, but decreases the maximum measurable distance.
It is possible though, to introduce a second measurement
with a different modulation frequency to increase the
unambiguous range.
B. Digital Correlation
The correlation can be performed by counting photons,
up if they are detected while the correlation signal is high
and down while the correlation signal is low. The final
value of the counter is a measure of correlation between the
received modulated photon stream and the specific phase
shift of the reference signal used in this measurement cycle.
This measurement has to be done several times with
multiple different phase shift steps. If a rectangular
modulated light source is used, the correlation will have the
shape of a triangle.

Figure 1. Block diagram of the proposed ASIC, containing an active
quenching circuit and multiple correlators.The number of Correlators is
scaleable.

C. SPAD non-idealities
Due to the nature of SPADs, their output (when seen as
a system with the quenching circuit) is a digital pulse
indicating that a photon was detected. The SPAD and the
quenching circuit both introduce propagation delay and
jitter. A fixed propagation delay only introduces an offset
to the measured phase same as the delay caused by the laser
driver and other fixed time delays. The jitter though
introduces a random delay that may alter during which
phase (up or down counting) the pulse is processed.
Because of the large number of photons counted, these
errors caused by the jitter cancel each other out over time.
The same is valid for the dark counts and afterpulses, both
parasitic effects of the SPAD, as well as for photon counts
caused by background light.
Figure 2. Layout of the proposed ASIC including the active quenching
circuit and three correlators. The total chip size is 1284×1284µm².
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multiple phases. This design allows scaling the number of
correlation blocks, to measure multiple phases
simultaneously. Alternatively, different phases can be
measured after each other.
The readout block includes the arithmetic needed to
calculate the measurement value from the up, down and
carry counters. The calculation is only performed when the
readout procedure is started. The final value is stored in a
shift register and during readout procedure the next
measurement can already be started. The operation of a
correlation measurement can be seen in Fig 3. The sent
modulated signal is received with a phase delay. During the
correlation time, the measurement is performed and
iCorrelation signal determines the direction the counting is
going to.
B. Clock Creation
Especially the clock creation circuit is crucial to allow
high correlation frequencies. Due to the asynchronous
nature of single photon counting, two possible methods
were considered: either to bring the SPAD pulses into a
synchronous domain or to have the clock creation work
asynchronously. Sampling the SPAD pulses into a
synchronous domain would create aliasing that would
decrease the measurement precision by adding additional
frequencies to the correlation triangle. Because of that, an
asynchronous approach was chosen.
First, an edge detection is used that outputs pulses of a
fixed length, shortening the pulses from the quencher. This
enables the circuit to also be used with different quenching
circuits as long as the pulses exceed a minimum length.
Depending on the polarity of the correlation signal, those
pulses are gated to a pulse generation circuit made by a Dflip-flop and a delay. The pulses are amplified by a buffer
and used as clock for the corresponding counter.
A special condition occurs when a SPAD pulse arrives
exactly during the state change between UP and DOWN
counting. A design choice had to be made between losing

counts because of the shortened pulses being too short to
trigger a clock or to increase the length of the short pulses
to a length where they trigger both, an UP and DOWN
count. An optimum was found for a time margin of 22 ps
during which an arriving photon creates both an UP and a
DOWN count (Fig. 4). For a correlation frequency of
1 GHz, this leads to a loss of photons of 4.4% but due to
the correlation of multiple phases this error has negligible
effect on the distance resolution, since the loss of photons
can be balanced with longer measurement times. For lower
correlation frequencies, this loss is decreased since there
are less polarity changes of the correlation signals.
The propagation of the carry clock was designed to be
faster to prevent setup violations regarding the carry signal
from the fine counters. The schematic of the clock
generation circuit can be seen in Fig 5. Figure 6 shows the
layout of a single correlator block.
IV.

SIMULATION SETUP

To get statistically relevant simulation results, for each
simulation point 50 circuit-level simulations were done.
For each phase measurement simulation, 8 phase
correlations were done, where always two of the correlator
blocks in the ASIC were used to correlate with the same
photon distribution and differently phased-shifted signals.
The results were exported to MATLAB where fast Fourier
transformation (FFT) was performed and the standard

Figure 4. Intermediate signals in clock generation

Figure 3. Procedure of one correlation measurement. The total counter value is only calculated during readout.
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parasitics extracted and the difference between standard
deviation of the results was under 5%.

Figure 5. Schematic of clock generation.

Even though the presented design enables very long
correlation times, a circuit level simulation of them is not
possible due to the computational effort. For high
background light measurements, a high-level simulation
was performed with longer correlation times. It is
mentioned explicitly in the following section if the
simulation was a high-level simulation. Especially when
going to a ratio of 20 dB from background light to
modulated light, long correlation measurements are
required. All circuit simulations done differ by less than
10% from the high-level simulations. Due to the sample
size, the sample standard variation is bigger than the
explained deviations between the high-level model, the
stripped circuit and the actual parasitic-extracted ASIC.
V.

SIMULATION RESULTS

The power consumption for the whole ASIC, excluding
output drivers, is 50 mW, of which only 391 µW are
dissipated by each digital correlator. Most power is
dissipated by the active quenching circuit and the output
drivers, with the output drivers being capable of driving
50 Ω.

Figure 6. Layout of the correlator. The size of a single correlator is
230×210µm

deviation of the distribution of the results was calculated.
Since TOF distance measuring always has a system
induced offset and has to be calibrated, mainly the standard
deviation is of importance.
Because of the high number of required simulations and
the limited computational resources, simulation of the
quenching circuit was omitted, after proving its function
with a post-layout simulation. Instead, the light source, the
SPAD and the quencher were simulated as a whole system
in MATLAB. Poisson distribution of photons was assumed
for the laser light. Background light is also assumed to be
Poisson distributed and because of that, the extinction
ration (ER) can be used to model the background light. The
ER describes the ratio of the optical power during on-phase
to the power during off-phase of the modulation signal. The
parameters of the SPAD, such as a photon detection
probability (PDP) of 36%, a dark count rate (DCR) of
35500cps and an after pulsing probability (APP) of 5%
were also modeled as part of the system. Values were taken
from SPADs commonly used for our experiments,
manufactured in a 0.35 µm pin-CMOS process [7]. For
jitter, 100 ps (standard deviation) from [8] were taken. The
propagation delay of the quenching circuit including its
jitter, was also included into the simulation model. To
further speed up simulation, only the clock generation
block was post-layout simulated and the remaining only
digital-synchronous circuit blocks were simulated without
parasitics, since the dead time of the quencher is way higher
than the clock rate the blocks were designed for, using static
timing analysis. This stripped simulation circuit was
compared to the full chip including the quencher with
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Fig. 7 shows the progression of the counter content for
a received optical power of 87 pW peak and an ER of 10,
the number of collected photons increases linearly over
time. The corresponding recorded correlation triangles can
be seen in Fig 8.
Fig. 9 shows the impact of correlation time on distance
and phase precision at a received optical power of 87pW,
at an ER of 10, for two different modulation frequencies.
For a modulation frequency of 1 GHz a distance resolution
below 1 mm can be achieved. It can be seen that the phase
precision differs slightly for different correlation
frequencies. This can be explained because of the different
propagation times of the AND-gates, included in the clock
generation circuit, for a positive and negative edge change
on the inputs. This is especially observable for higher

Figure 7. Evolution of counter value over time for different phase
shifted signals.
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Figure 8. Correlation triangles after different correlation times. The
phase of the fundamental wave after FFT is the phase shift on the
received signal.

background light ratios because there the number of pulses
during up and down counting phases are nearly the same.
The input power has a similar effect as correlation time
since the number of photons is rising with higher input
power as long as saturation effects do not occur due to the
dead time of the quenching circuit. The precision of the
measurement depending on input power can be seen in
Fig. 10. For a correlation time of 50 µs, a sub-mm precision
(0.54mm) can be expected with a modulation frequency of
1GHz. High-level simulations show that this value can be
further improved for longer correlation times.
Figure 11 shows the impact of background-to-signal
light ratio on the precision. For higher background light
intensities, the measurement time can be prolonged to yield
the same precision. For high background to measurement
light ratios, high-level simulations are needed and show
that even for ratios of 10 dB sub-2mm precise
measurements are to be expected and for ratios of 20 dB
sub cm precision can be expected.
VI.

DISCUSSION

The simulations of the previous section show that the
achievable precision is dependent on multiple factors.

Figure 9. Dependance of distance and phase measurement accuracy for
different measurement times.
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Figure 10. Dependence of distance accuracy on input power for multiple
modulation frequencies at ER 10.

The modulation frequency plays a big role, because the
phase measurement precision is only decreasing slowly for
higher modulation frequencies and according to (1) the
accuracy of the measured distance improves linearly with
increasing
. A high correlation frequency as used here
is promising to be able to increase the range precision.
The circuit is able to work over several magnitudes of
optical power. For low received optical power the
correlation time can be flexibly increased in order to reach
high distance precision. Even though with longer
measurement times the number of dark counts rises, with a
big sample size they can be assumed as normally
distributed and cancel each other out during up and down
counting.
Compared to the PIN phototransistor iTOF correlator in
[2], which requires a received optical power of 115 nW for
achieving a distance resolution of 1.6 mm, simulations for
the presented approach indicate that a received optical
power in the range of tens to hundreds of pico-Watts is
sufficient to achieve a similar or even better distance
resolution.
The full capabilities of the proposed design can only be
found with measurements. After measurements the bitdepth of the counters can be reevaluated concerning the use
case and (together with a smaller structure-size process) the

Figure 11. Precision depending on different background to signal ratios.
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size of the correlator can possibly be decreased by an order
of magnitude. The quenching circuit is capable of driving
external SPADs with a capacitance up to 4pF. For
integrated SPADs the quenching circuit can be decreased
in size because of the lower capacitances.

VII. CONCLUSION
SPAD based indirect TOF using the phase correlation
approach with high modulation frequencies is promising
for achieving sub-mm distance resolution. The possibility
to correlate with 1 GHz allows very accurate distance
measurements in the sub-mm region for background light
intensities lower than that of the measurement light. For
background light ratios of 20 dB, sub-cm precision can still
be anticipated. The counter depth of 28-bit can enable long
correlation times, allowing high precision.
In comparison to [2], which incorporates PINphototransistors and achieves 1.6mm distance resolution at
a received optical power of 115 nW, with the presented
approach standard deviations in the mm region are possible
with sub 100pW power, reducing the amount of required
received optical power by three orders of magnitude. The
absolute reachable precision should be improved as well.
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Abstract—An analog time of flight correlator designed in a
150 nm LFoundry CMOS process, capable of correlating
photon pulses with an input clock for the use with singlephoton avalanche diodes (SPADs) is presented. This
correlator will allow highly sensitive and high precision
indirect time of flight (iTOF) distance measurement with
modulation frequencies up to 1 GHz and a distance
resolution of 3 mm and 1.3 mm for a total measurement time
of only 4 µs and 40 µs, respectively. Additionally long
integration times are possible, which guarantee operation
with high background-to-signal-ratios (BSR). The small size
and low power consumption of less than 1 mW allow the use
of many correlators on a single chip. Two correlators and a
quenching circuit are integrated on a chip with a size of
1.5 × 1.3 mm². The size of a single correlator is 225 × 143 µm².
Keywords – SPAD; correlator; indirect time of flight;
distance measurement; CMOS; active quenching

I.

INTRODUCTION

Absolute laser distance measurement nowadays gets
more and more widely used in countless applications such
as automotive, gaming, and industrial applications. This
development is mainly driven by the improvement of time
of flight (TOF) sensors due to better electronics and
therefore better time resolution and sensitivity.
As measurement distance with normal photodiodes and
avalanche photodiodes (APDs) is rather limited, singlephoton avalanche diodes (SPADs) are getting more widely
used for TOF measurement due to their very high
sensitivities, since they allow detecting single photons.
With modern TOF systems, distance resolutions down to
sub-mm range are possible. Consequently, the necessary
time resolution is in the low ps-range. Especially when
working with SPADs, these time resolutions are usually
achieved with time-to-digital converters (TDCs).
An example for a TDC-based, high-resolution TOF
system using integrated SPADs is [1], which achieves a
precision of 1.4 mm using a 180 nm CMOS process.
Instead of directly measuring the time of flight Δt, as it
is done in TDC-based direct TOF (dTOF) sensors, another
possibility is to perform a phase measurement Δφ, which
allows high resolutions without the need of complex TDCs.
This is called indirect TOF (iTOF) measurement. A TOF
correlator measuring Δφ in the same way as in this work
The authors acknowledge financial support from the Austrian
Science Fund (FWF, grant no. P30927-N30).
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but using integrated PIN photodiodes is presented in [2,3].
An example for a phase measurement with SPADs but with
a different measurement approach is shown in [4], where a
precision of 18 mm was achieved. A further SPAD phase
measurement example with a precision of 7.8 mm, which is
achieved by time gating, is [5]. An example with a very
high distance resolution using an impulse photocurrent
technique with pinned photodiodes is presented in [6]
where a precision of 64 µm for a limited range of 25 mm
was achieved.
In this work, a circuit capable of performing the phase
measurement required for iTOF with SPADs using a
correlation approach is presented. Due to the high possible
correlation frequencies (up to 1 GHz), high measurement
accuracy can be achieved. It allows high-resolution
distance measurement with relatively large feature size
CMOS technologies (150 nm in this work). This is also
applicable for technologies with even larger feature sizes,
of which some allow integrating SPADs especially
sensitive at longer wavelength. Furthermore, due to the
correlation principle, effective background light
suppression is possible.
II. CORRELATION PRINCIPLE
A simple and very accurate way of measuring the phase
delay Δφ of two signals is to perform a correlation between
them. The correlation has a maximum at Δφ.
The correlation of two square waves of identical
frequency gives a triangle. Hence, as the laser is modulated
with a square wave clock signal VCLK, the correlation
between the clock signal and the signal received at the
detector also results in a triangle, which has its maximum
at Δφ.
In practice, the correlation can be implemented by
building a circuit with a photon pulse input, which comes
from a single-photon detector and a correlation clock signal
input VCLK,Corr. The signal VCLK,Corr has the same frequency
as VCLK and is phase shifted by a phase step Δθ. The circuit
has a counter, which is increased when there is a photon
pulse while VCLK,Corr is high and decreased when there is a
photon pulse while VCLK,Corr is low. This integration is done
for different VCLK,Corr phase steps Δθ for a sufficiently large
number of clock frequency (fCLK) periods, which
corresponds to the integration time TInt. The final counter
values for each Δθ are plotted over Δθ, resulting in a
correlation triangle, which has its maximum at Δφ (see Fig.
1).
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which has a passive and an active phase is used. Simulation
results of this quenching circuit are already published in [1].
B. Analog Correlator principle
The correlator counter described in II, in this work is
implemented as a charge adder. The main advantages of an
analog adder compared to a digital counter are smaller
current consumption, smaller chip area and adjustable
positive and negative step sizes. Separate adjustment of
positive and negative step sizes allows to calibrate for
asymmetries in the logic part, the clock generation, etc.

Figure 1. Correlation triangle

III.

CIRCUIT DESCRIPTION

A. SPAD with quenching circuit
An external single-photon avalanche diode (SPAD) is
used as single-photon detector. A SPAD is an avalanche
photodiode (APD), which is operated in the so-called
Geiger mode. This means that the SPAD is biased above its
breakdown voltage. An incoming photon can then trigger
an avalanche and hence a measurable current. As this
current increases very rapidly, the SPAD voltage then
needs to be decreased to a voltage lower than the
breakdown voltage, as the avalanche current potentially can
lead to a destruction of the diode and no new photons can
be received during an ongoing avalanche. This decreasing
of the diode voltage is called quenching. The SPAD is kept
at this lower voltage until the avalanche is quenched and
sufficient carriers are removed from parasitic traps in the
SPAD. Afterwards the bias of the SPAD is increased above
breakdown again to be ready for receiving the next photon.
The time period from the start of the quenching process,
until the SPAD is active again, is called dead time.
The quenching is done either in a passive, active, or in
a mixed passive and active way. For passive quenching, it
is sufficient to simply add a series resistor to the SPAD.
When an avalanche occurs, the avalanche current causes a
voltage drop across the resistor and thereby the SPAD
voltage is decreased below the breakdown voltage. A
drawback of this simple quenching method is the limited
speed, due to the RC time constant caused by the series
resistor and the parasitic SPAD capacitance.
Hence, in order to achieve high photon detection rates
quenching is often done in an active way, by using a special
quenching circuit, which quenches and resets the SPAD
much faster. Another big advantage of active quenching is
that it potentially can reduce the avalanche charge going
through the SPAD. This is beneficial in order to reduce a
parasitic effect in SPADs called afterpulsing. An afterpulse
is a pulse that is not generated by the detection of a photon
but e.g., by the release of a trapped charge carrier that was
trapped during a previous avalanche. Another task of the
quenching circuit is to create a digital output pulse when it
detects an avalanche. In this work a quenching circuit,
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A capacitor CAVG (see Fig. 2) is either charged or
discharged with a fixed amount of charge when a photon
pulse arrives, depending on the logic level of VCLK,Corr.
Adding or subtracting is done by either charging or
discharging CAVG with a constant current I0 for a fixed pulse
length tPULSE. When VCLK,Corr and the received modulated
laser light are in phase (Δφ = 0), the capacitor voltage VAVG
ideally is only increasing, as there should be no photons
when VCLK,Corr is low. In practice, there will be photon
pulses when VCLK,Corr is low e.g. due to background light
and false detections of the single-photon detector.
Nevertheless, these false counts only have a small influence
on the measurement result when the integration time is
sufficiently long, as non-correlated counts are removed
over time. The final integration result can be obtained by
simply measuring VAVG with an analog-to-digital converter
(ADC) after every integration. VAVG is then plotted over Δθ
what gives the correlation triangle as in Fig. 1.
C. Correlator circuit
Fig. 3 shows the basic schematic of the analog
correlator. It consists of two current sources, a charging and
a discharging current source, which can be connected to
CAVG with two current steering switches (S1/S2, S3/S4).
S1/S2 and S3/S4 are complementary switches, which means
that always one switch is closed while the complementary
switch is open. Hence, the current keeps constantly
flowing. When S2 or S4 is closed, CAVG is either charged or
discharged, respectively, while S1 and S3 keep the current
sources on when S2 and S4 are open. The task of the central
voltage follower is to copy VAVG to the left part of the circuit
allowing finer switching than simply shorting to ground
potential.
The control signals for the switches are generated by an
integrated logic, which has two inputs. The photon pulse
signal generated by the quenching circuit and VCLK,Corr. The
logic controls the switches as described in III.B.

Figure 2. Analog correlator principle
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Figure 5. Icharge and Idischarge over VSET,P and VSET,N
Figure 3. Correlator circuit

VAVG is buffered with a CMOS OTA (operational
transconductance amplifier) to a pad and is read out with an
external ADC.
D. Current Sources
The two current sources in the correlator circuit (Icharge
and Idischarge) have to fulfil the following requirements: First,
the sources have to cover a relatively wide load voltage
range. Another important requirement is the adjustability
by an external voltage. This allows adjusting the correlator
voltage step size at CAVG from outside in order to tune the
dynamic range and the resolution to meet the requirements
of the current application.
Fig. 4 shows the structure of the P-type current source
(Icharge). The transistors M1 – M8 form a wide swing type
current mirror, in which M1 – M4 form the actual current
mirror and M5 – M8 keep the drain-source voltages of M1
– M4 relatively constant over a wide load voltage range.
The current is linearly adjustable over a wide range (from
< 1 µA to > 10 µA) via VSET,P as the same voltage drops
over RSET. In the right side of the circuit, the current is
copied to a test pin in order to have the possibility for an
external current measurement. Icharge and Idischarge over VSET,P
and VSET,N, respectively, is shown in Fig. 5. Please note, the
slightly different behavior can be corrected for a specific
step size using the calibration circuit described in the next
subsection.

E. Calibration Circuit
As it is important to have relatively identical voltage
steps at CAVG for charging and discharging, a calibration
circuit is used to calibrate for differences of charging and
discharging step size. These differences can come from
imperfections of the currents and different delay times of
the logic generating the charge and discharge control
signals. The calibration circuit (Fig. 6) is similar to the
correlator circuit (Fig. 3) but for the calibration circuit the
same control signal is used for charging and discharging.
Hence, as CCALIB is equally charged and discharged, VCALIB
should stay constant. Nevertheless, due to the mentioned
possible imperfections VCALIB may either rise or fall slightly
over time. Then either Icharge or Idischarge can be adjusted
appropriately in order to correct for the influence of these
imperfections.
F. Layout
The total size of the chip including pads is
1.5 × 1.3 mm². It contains the quenching circuit, two
correlators with different VCLK,Corr inputs, analog output
buffers, and decoupling capacitors (see Fig. 7). Adding a
second correlator decreases the measurement time, as this
allows integrating over 2 phases simultaneously. Both
correlators receive the digital pulses from the same
quenching circuit or an external pulse input. If the
measurement time needs to be further reduced, analog
correlators for all phase steps of the correlation triangle can
be integrated in a parallel way.

Figure 4. P-type current source
Figure 6. Calibration circuit
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B. Parameter selection
Before performing a simulation, several parameters
need to be taken into account, which will influence real
measurements. First, one has to select the number of phase
steps per correlation triangle. The more phase steps, the
better the triangle is resolved. Nevertheless, there is a
tradeoff, as more phase steps require either more correlators
on-chip, or more subsequent integrations and hence, a
longer total correlation time TCorr. A practical value is 8
phase steps (e.g. Fig. 9). As the proposed chip consists of 2
correlators, 2 integrations can be performed
simultaneously. Hence, for 8 phase steps TCorr is 4 * TInt.
Figure 7. Chip layout with highlighted main blocks

IV.

SIMULATION

A. Calculation scheme
The correlator was schematic and post-layout simulated
for obtaining the phase measurement standard deviations
and thus the possible phase and distance resolutions.
Therefore, as laser light is Poisson distributed, Poisson
distributed photon pulses modulated with fCLK (see Fig. 1)
are simulated by a MATLAB script and fed into the
Cadence Virtuoso circuit simulation. To obtain the standard
deviation of a phase measurement σΔφ, a certain sample size
of phase measurements is necessary. For every sample, new
pseudorandom Poisson distributed photons are generated.
Then the circuit is simulated and correlation triangles
containing 8 phase steps are formed by taking the VAVG end
values. The phases are then extracted from the correlation
triangles by applying an FFT and by taking the phase of the
fundamental wave, as described in [3]. In the next step, the
standard deviation of the obtained phase delays σΔφ is
derived. The standard deviation of the measured distance
σΔd is then calculated by:
𝜎Δ𝑑 =

c∗𝜎Δ𝜑
4∗𝜋∗𝑓𝐶𝐿𝐾





Fig. 8 shows histograms of the extracted phase delays
Δφ with the corresponding fitted normal distributions for
two different integration times TInt. The histograms are
normalized to the probability density function (PDF). For
increasing integration time the standard deviation
decreases.

As distance precision increases linearly with
modulation frequency, one should choose fCLK as high as
possible. For the following simulations fCLK was set to
1 GHz, as the correlator logic and modern lasers can still
handle this frequency. Another important factor is the
laser’s extinction ratio (ER). For low ER a significant part
of the laser’s photons will not contribute to the correlation
triangle but will just act as background light. Hence, ER
should be as high as possible. A relatively easily achievable
value is ER = 10. The mean photon rate is calculated from
the chosen received optical laser power Popt corresponding
for a 780 nm laser.
SPAD and quenching circuit parasitics are modelled in
the photon-pulse generating MATLAB script. These
parasitics are the SPAD’s timing jitter, the photon detection
probability (PDP) and afterpulsing probability (APP). The
SPAD timing jitter was chosen to be 83 ps FWHM [8]. The
selected PDP and APP is 36% and 5%, respectively [9].
The SPAD’s dark count rate (DCR) was set to 35.5 kcps.
The simulated SPAD dead time is 15 ns. Please note, these
parameters are rather conservative. Choosing better SPADs
will lead to better results.
C. Post-layout simulation
In order to proof a correct circuit behavior with included
circuit parasitics, a post-layout simulation of the whole chip
including the quenching circuit was performed. 12 samples
were simulated with a Popt of 28 pW. In order to perform
this simulation in a reasonable time, a relatively short
integration time of 1 µs was used. The calculated value for
σΔφ is 7°, which corresponds to a σΔd of 3 mm. Fig. 9 shows
one sample of a post-layout simulation which is marked
with squares. There is still some visible noise due to the
short correlation time.
D. Schematic sweeps
As post-layout simulations take a very long time, it is
not possible to perform sweeps over different parameters.
A comparison within a schematic and a post-layout
simulation with identical photon pulses shows very similar
results for σΔd (3 mm post-layout and 3.6 mm schematic).
There is a phase shift between post-layout and schematic,
which originates from longer propagation times in the postlayout simulation, but the shapes of the correlation triangles
look rather similar (Fig. 9). The phase shift between the
correlation triangles corresponds to a distance offset, which
can easily be corrected.

Figure 8. PDF-normalized histogram of calculated Δφ with fitted
normal distribution for two TInt with a sample size of 50.

2038

Hence, schematic simulations are a feasible alternative
for performing sweeps. The photon pulses were fed through
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the external pulse input into the chip, hence for the
schematic simulations the integrated quenching circuit was
not used, as this would strongly increase the simulation
time.
Theoretical considerations suggest an exponential
relation between measurement precision and integration
time. With a longer integration time, precision should
improve. A sweep over 3 decades of TInt with Popt = 28 pW
was performed to show this exponential relation (Fig. 10).
A very important measure is the sensitivity of a TOF
detector, as it is the main limitation for long-range
measurements. Fig. 11 shows σΔd over the received optical
power Popt for an integration time of 10 µs. A standard
deviation better than 10 mm is possible for a received
optical power of less than 1 pW. This is a very good result
compared for example with the PIN-detector in [3], where
tens of nW and therefore 4 orders of magnitude more
optical power are necessary to achieve such a precision.

Figure 11. Log-log plot σΔd over Popt with a sample size of 15 per point
@ TInt = 10 µs.

In order to prove the background light rejection
performance of this correlation method, a sweep with
increasing
background-to-signal-ratio
(BSR)
and
TInt = 10 µs was performed. Fig. 12 shows how σΔd gets
worse with increasing BSR. A precision σΔd < 10 mm is
possible with a BSR of 10 dB. As σΔd decreases with
increasing TInt higher BSR values will be possible with
longer integration times but cannot be simulated due to the
very long required simulation time.

Figure 12. Log-log plot σΔd over BSR with a sample size of 30 per point
@ Popt = 28 pW, TInt = 10 µs.

Figure 9. Comparison of post-layout and schematic simulated
correlation triangles @ Popt = 28 pW, TInt = 1 µs.

V. DISCUSSION
The aim of this work is to achieve a high-precision
phase measurement for TOF distance measurement
applications. The corresponding time resolution should be
in the range of state-of-the-art timing resolutions of modern
TOF systems. Due to the correlation approach, high
resolutions are achieved in schematic and post-layout
simulations. Furthermore, this new attempt allows the use
of technologies with larger feature sizes as no accurate
TDCs are necessary. Some of these technologies allow
integrating SPADs with high PDP in the NIR spectrum.
As the step size is tunable by adjusting Icharge and Idischarge,
the dynamic range can be adapted to the amount of received
light over a wide range. Nevertheless, even in situations
with very high light intensities and when long integration
times are required, the effective correlation time can be
further increased by averaging over several consecutive
measurements in order to prevent saturation of the charge
adder.

Figure 10. Log-log plot of σΔd over TInt without background light and a
sample size of 50 per point @ Popt = 28 pW.
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Already an integration time of 1 µs and 8 phase steps
are sufficient for a 3 mm precision at Popt = 28 pW in a low
background light environment. By increasing the
integration time to 10 µs the resolution can be further
improved to 1.3 mm. As the chip contains two correlators,
which can be used for two simultaneous correlations, the
total measurement time for an integration time of 1 µs is
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approximately 4 µs. Nevertheless, further resolution and
background light rejection improvement is possible by
simply increasing the integration time or by adding
additional phase measurements.
Theoretically, this approach allows connecting an
unlimited number of correlators to one SPAD and hence,
all phase steps could be measured simultaneously what
would improve measurement speed. This is a big advantage
compared to APD and PIN correlators as e.g., in [3]. An
additional advantage is the systematically higher
demodulation contrast and hence higher possible
modulation frequencies of SPAD correlators due to the
more digital detection approach. Additionally, compared to
the PIN correlator in [3], the presented correlator requires
several orders of magnitude less received optical power for
the same distance resolution.
The chip is already manufactured, and measurements will
be done in future. Table I shows a list of recent highresolution TOF systems in comparison to this work.
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work

[3]

[4]

[5]

[1]
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VI. CONCLUSION
We present an integrated analog correlator with an
integrated SPAD quenching circuit for high-resolution
TOF distance measurement. The post-layout simulated
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Abstract - Mechanical elements are successfully employed
as force sensors in various devices. The sensors have reached
impressive sensitivity of few nN/sqrt(Hz), but the quest for
even more sensitive sensors is still on. The capability of
sensing a single bacteria stuck to the sensor's surface in few
seconds would provide unprecedented possibilities in various
fields. Even in physics such sensitive sensors could be used in
search for the elusive constituents of the dark sector. A
possible interaction of either dark energy or dark matter with
the sensor could be detected. A characterisation of an
optimised sensor element will be presented along with it's
properties.
Keywords – force sensor; optomechanics; dark sector;
characterization

I. INTRODUCTION
The need for measurement of ever tinier forces is
probably as old as human history. The first great
achievement in the field is more than two centuries old and
is due to H. Cavendish who first measured the force of
gravity between two masses in the laboratory. A century
later L. Eötvös further improved the technique and the
sensitivity of the apparatus. These measurements relied on
the torsion balance method where a beam is suspended on
a thin wire and the differences in the horizontal force
perpendicular to the beam acting on its ends is detected as
a rotation. Usually, the rotation is observed as a deflection
of a light beam reflecting from a mirror attached to the
beam itself.
Since then, with advances in manufacturing of sensors
and readout devices there is a constant improvement in the
sensitivity of the force sensors. The torsion balance
technique is not the most sensitive and mostly used
measurement method. Nowadays there is a plethora of
devices and techniques which are used in force
measurements. The possibilities range from tiny cantilever
beams used in Atomic Force Microscopes where the
change in either their displacement or resonant frequency
corresponds to a measured force, over Quartz Crystal
Microbalances where a change in resonant frequency is
proportional to applied force, to piezoelectric crystals
where a voltage proportional to the force acting on the
crystal is generated. Each of these systems has advantages
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and disadvantages and their field of application is based on
them.
It turns out that force sensors can be used also in
searches for the constituents of the Dark Sector, i.e. Dark
Matter (DM) and Dark Energy (DE) [1] which could
answer the questions about the still largely unknown
composition of the universe. Nowadays, the observations
of the Cosmological Microwave Background by various
experiments show that only 5% of the Universe’s content is
the ordinary baryonic matter [2]. The rest is either DM
which was introduced to explain the anomalous rotational
velocities of the stars around galactic centres [3] or DE
which should account for the accelerated expansion of the
Universe [4]. An experiment where detection of DE
candidate particles by sensing the force exerted by their
interaction with a force sensor was performed at CERN [5].
Since their interaction with the sensor depends on the
density of the material from which it is made, tests have
been performed at the University of Rijeka with different
coatings applied to the sensor surface. In this work, a force
sensor based on a thin silicon nitride membrane produced
by Norcada and modified at the University of Rijeka is
presented.
II. MEMBRANE CHARACTERIZATION
The proposed force sensor is a 2x2 mm2 square
membrane 50 nm thick and supported by 200 𝜇𝑚 silicon
frame. Its fundamental resonant frequency can be
calculated by using the expression
𝑓=

√"
"#

$

&%& .

(1)

Here L is the side length, T the tension related to inplane
stress ~ 1 GPa, 𝜌 density of the membrane material and t its
thickness. When the numbers for that particular membrane
are used 𝑓~2 ∙ 10' Hz is obtained which is less than
percent from the measured value.
In order to enhance its sensitivity to DE particles order
of ten nanometres of high-density coating was applied on a
membrane [6]. If the same equation is used to estimate the
frequency of the coated membrane where only the density
and the thickness are changed the result is more than 40
kHz off the measured value of f ~ 70 kHz. Obviously, the
oversimplified model from the previous equation is accused
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Fig. 1. The first (a) and second (b) eigenmode of a prestressed
silicon nitride membrane with a thin platinum layer.

source of the discrepancy and a full finite element
simulation was performed to obtain a theoretical value of
the frequency.
A modal analysis of the composite silicon nitride
membrane with dimensions 2x2 mm and thickness 50 nm
was performed. A layer of platinum 13.3 nm thick was
considered as an added mass of uniform distribution. The
Young's modulus of silicon nitride was 270 GPa, Poisson
ratio 0.27 and specific mass density 3180 kg/m3. The
specific mass of platinum was 21460 kg/m3.
The membrane was prestressed with inplane stress of 1
GPa. The finite element analysis was performed in Abaqus
6.14 and the model consisted of 10000 S4R finite elements.
Standard modal analysis with included prestress effects was
performed.
First two modes are given in Fig. 1. The first eigenvalue
equals 118.6 kHz while the second one is 187.5 kHz. Such
kind of eigenmodes are expected in the case of square
membranes.
Again the result is off from the measured value and in
order to understand the discrepancy the properties of the
membrane’s coating were further investigated. The
membrane coated with the same process parameters as the
one used in the measurements was further investigated. The
thickness and distribution of the coating was studied with
Scanning Electron Microscope and an ellipsometer.
The thickness of the layers was determined using JEOL
JSM-7800F field emission SEM instrument from the crosssectional SEM images recorded at the working distance
(WD) of 2 mm, by collecting the secondary electrons with
the electron beam acceleration voltage of 12 kV. The
overview of the resulting cross-section can be seen in Fig.
2. The surface of a 45 nm thick silicon nitride membrane is
coated with rather uniform Pt thin film of approximately
13.5 nm.
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Fig. 2. Cross section of the membrane's frame. The Si frame
(bottom) and silicon nitride and platinum layers can be seen.

It's interesting that the silicon nitride is almost
transparent in the picture, but since these materials are used
as sample holders for electron or X ray microscopy
applications this is hardly surprising. As a confirmation of
these results also an ellipsometric measurement of the
thickness was performed. This method is interesting also
for future application since it is non-invasive and it can be
used on membranes that will be used in force sensing
setups.
Variable angle spectroscopic ellipsometry (VASE) was
applied for the experimental determination of the thickness
of the two layers (Si3Ni4, Pt). The ellipsometric spectra
measured for the sample in the wavelength range 400 –
1000 nm, at three angles of incidence (45°, 50°, 55°), are
presented in Fig. 3. The thickness of the layers was
determined by fitting the Fresnel’s equations for a model of
stratified optical layers, comprising crystalline
Si/Si3N4/Pt/air (from the semi-infinite substrate to the
medium), and by applying the dielectric functions for the
three involved materials (Si,Si3N4,Pt) as reported in the
Sopra database [7] while 𝜀̃ = 1 + 0 ∙ 𝑖 for air at all
wavelengths. The modelled ellipsometric angle spectra are
presented in Fig. 3. as solid lines, and the best fit
thicknesses of the Si3N4 and Pt layers are 45.5 nm and 13.5
nm, respectively.
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Fig. 4. Dependence of the frequency on the room’s temperature.
A change of about 10 Hz per degree Celsius is observed.
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membrane’s oscillation. From Eq. 2 it can be seen that the
bath temperature has an influence on the amplitude of the
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peak but not on its frequency. However, the measurements
show a dependence of the resonance’s frequency on the
temperature (Fig. 4).
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D/̊
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The observed frequency dependence on the temperature
is attributed to the changes in the material properties.
Further investigation included the influence of the pressure
in the vacuum chamber on the frequency. The results
shown in Fig. 5 do not show a clear dependency and are not
conclusive.
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Fig. 3. VASE ellipsometric angles spectra measured for the
crystalline Si/Si3N4/Pt/air sample at room temperature at three
different angles of incidence. Solid lines represent the best fit
VASE spectra obtained by the model, with the fitted thicknesses
of 45.5 nm and 13.5 nm for the Si3N4 and Pt layer, respectively.
The measurements were performed with a nulling ellipsometer
(EP4, Accurion GmbH).

From the thickness’ measurements and the model used
in finite element analysis it is clear that for the full
understanding of the membrane’s mechanical properties
the influence of the added layer on the value of the prestress
should be considered and a more elaborate model should be
used.
III.

Basically, a correlation between the pressure and
frequency is suspected but there is no explanation about the
origin of the effect. The working hypothesis is that the
additional molecules provide an additional viscous
damping which contributes to the frequency change.
Further investigation of the effect is planned, and a
dedicated setup is under construction.
After checking the influence of the most obvious
outside factors to the frequency change, the more
interesting calibration was performed, the response of the
membrane to the influence of the external force. Due to its
fragility and sensitivity the external force was provided as

OPTICAL MEASUREMENTS

The oscillations of the membrane are measured by the
Michelson interferometer where the mirror in one arm is
replaced by the membrane. The output of the interferometer
is read out by the optical homodyne technique. The signal
is digitized and stored on a personal computer where it is
analysed. The analysis consists of performing a Fourier
transform on the time series, and subsequently performing
a least-squares fit of the peaks with a Lorentzian
(

𝐴(𝜔) = &)

"*! $
"

+," -,#" . /(1,)"

.

(2)

In theory useful information is contained in every
parameter of the fit, but for the purpose of this work only
the resonant frequency 𝜔3 will be used since only
relatively few external causes are expected to influence it.
It is noteworthy that no external excitation other than
connection to the thermal bath is needed to excite
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Fig. 5. Resonant frequency as a function of pressure in the
vacuum chamber. Two zones can be observed. Initial where a
correlation between pressure and frequency value can be seen,
and the following one where the pressure is not changing
significantly but the frequency is nevertheless decreasing. In the
middle a discontinuity in both observables can be seen which
remains unexplained.
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characterization and calibration measurements and
simulation are reported. The results hint to a sensitivity of
~ 10 fN force which is remarkable result. However, further
measurements and simulations have yet to establish this
hypothesis. The possibilities to confirm the sensitivity
include use of other forces, from gravitational to Casimir
force. For example, by inclining the membrane from the
vertical positions a component parallel to the normal to its
surface and proportional to its mass should cause a change
in frequency. In any case, a device with interesting
properties has been developed and there is an ongoing work
on its characterization.
Fig. 6. The dependance of the frequency on the incident light
power. There is almost a kHz change for a mW.

a light beam of constant intensity. The results are shown in
Fig. 6. The origin of the frequency change can reside in two
different causes. One is change in temperature. Here we
must bear in mind that the absorptance of 50 nm thick layer
of silicon nitride covered with a platinum layer ~ 10 nm
thick can reach 0.70 at 𝜆 = 633 nm used for illumination.
And the other is the radiation pressure i.e., force that is
pushing the membrane. If the first possibility is the cause,
from calibration a change in effective temperature of the
oscillating mode of almost100 ℃ corresponds to nearly
1000 Hz change in the resonant frequency. The other
possibility would mean that the same change in frequency
is caused by approximately 10 pN force.
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Abstract - Fourier Ptychography is an emerging microscope
technique which is increasingly used for biological samples of
high importance. The technique allows for stunning
resolution without having to cope with a restricted field of
view. This result is achieved by combining phase retrieval
with an aperture synthesis procedure, indeed casting the
technique as one of the most advanced computational
imaging investigation methods. Due to the nature of the
inverse problem involved (phase retrieval), currently only
iterative algorithms can be deployed for reconstruction, thus
delaying the image visualization from the acquisition process.
In this paper, we propose a deep learning method to seed the
iterative reconstruction and obtain a higher quality result in
a shorter time. A parameter agnostic CNN is trained to
produce an initial estimate for the iterative process. The final
reconstructions exhibit a reduced number of artefacts, even
for a limited illumination Numerical Aperture. Our method
is decisive to relax the design of the illumination array.
Keywords – Computational Imaging, Optics, Microscopy,
Phase Retrieval, Imaging, Super Resolution, Ptychography

I. INTRODUCTION
In the last decade, regularised iterative algorithms
emerged as the standard approach to ill-posed inverse
problems [1], [2]. However, after the boom of Deep
Learning (DL), many Artificial Intelligence-inspired
solutions of this kind have been proposed to solve such
problems. Artificial Neural Networks (ANNs) are a class of
machine learning algorithms that learn from data and
specialize in pattern recognition, inspired by the structure
and function of the brain. An ANN can be thought of as
generic function approximators [3]. This is achieved
through a process called "supervised learning" (the most
used method in computer vision and imaging-related tasks),
during which a set of input data is provided coupled with
their corresponding target; iteration by iteration, the
trainable system will learn to respond to a given input,
imitating as much as it can the provided target. A
characteristic of this class of methods is the “train once,
work forever” philosophy, meaning that after a suitable
training on the problem, a solution is provided for a large
class of input and in a single-shot. This is not accomplished
by memorising the provided samples but by generating a
computational architecture that is learned from the I/O
relation between data. Such complex I/O relation is found
also in ill-posed inverse problems such as blind
deconvolution, inpainting and denoising [4]. Following the
previous reasoning, it appears natural to propose NNs
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methods that can learn to approximate solutions to inverse
problems in computational imaging.
Fourier Ptychography (FP) [5] is a computational
imaging technique which originated in the field of optical
microscopy; it is becoming extensively used not only to
introduce quantitative phase imaging but also to increase
the Field of View (FOV) while computationally producing
large magnification thus expanding the space-bandwidth
product. Visible light lenses are already capable of
providing the desired magnification with a high Numerical
Aperture (NA), but at the expenses of FOV. FP embodies
a coherent phase retrieval approach, coupled with aperture
synthesis techniques, in which the low-resolution intensity
images acquired under different incidence angles are
combined to recover the complex transmission function of
the object, at a resolution beyond the cut off frequency of
the employed optics.
Phase retrieval is a seriously ill-posed inverse problem
which requires iterative algorithms (e.g., Embedded Pupil
Function Recovery, “ERPY” [6]) for its solution. Deep
Learning methods for Computational Imaging are rarely
approached successfully by an end-to-end approach,
especially at their infancy, such in the present case. Superresolution, computed tomography and holography are
following the same path.
The first work of this kind [7] that proposes a DL method
for FP provides limited details for modern applications.
Later works propose a neural network modelling [8] based
on the automatic differentiation capabilities of the
TensorFlow [9] framework, solely used to approach the
optimisation problem on the GPU. The work [10] explored
a single-shot solution, that even if tested on low-resolution
data provides higher robustness to systematic noise.
Having observed how the ERPY method reacts to poorly
seeded reconstruction, especially in the case of a limited
number of illuminating LEDs, in this paper we present
some preliminary results from our research on Deep Priors;
we propose a DL method to produce a single-shot object
estimate (in magnitude and phase) that can be used either
as a fast preview (obtained in less than 1 s) or as the seed
for the subsequent iterative reconstruction process. After a
brief description of the technique (section II), our Fourier
Ptychography Convolutional Neural Network “FPCNN”
model will be presented, providing all the training details
(section III). Then we will comment on some preliminary
results (IV). Concluding remarks close the paper.
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II. FOURIER PTYCHOGRAPHY
Many Computational imaging techniques rely on a twophase process: I) coupled sampling and II) computational
decoupling (i.e., reconstruction), following an image
formation model that is known and defined a priori.
Fourier Ptychography works by shedding a
monochromatic light beam on a sample and observing the
scattering exit wave at some distance. From the signal
processing point of view, the technique can be studied as a
multi-frame super-resolution approach applied to phase
retrieval, through which a representation of the complex
transmission function of a specimen is reconstructed. A
computational approach is thus required because we are
trying to solve an inverse problem: indeed, from the
measurable effects (diffraction pattern, recorded lowresolution images) we want to find the cause that
originated them (the object transmission function). As it
will be shown, iterative phase retrieval is the key
procedure to infer the phase information.
A. The forward model
A visible light Fourier Ptychography scheme presents
many similarities with the one employed in a cameraequipped optical microscope. As is shown in figure 1, a
sample is placed in the focal plane of the magnifying
system and the detector records pure intensity images. The
computational sampling (aperture synthesis) is performed
by illuminating the specimen sequentially with a series of
titled plane waves; each one is generated by point sources
arranged on a planar array which is placed at a reasonably
far distance below the sample (see figure 1). The
expression for such a set of waves 𝜙𝑚,𝑛(𝑥, 𝑦) at the sample
plane is given by:
𝜙𝑚,𝑛 (𝑥, 𝑦) = 𝜙0 𝑒 𝑗𝑥𝑢𝑚,𝑛+𝑗𝑦𝑣𝑚,𝑛 ,

(1)

where 𝜙0 (𝑥, 𝑦) is the source magnitude which ideally is
unitary and constant for each source, (m, n) are the rowcolumn coordinates of the light source element and
(𝑢𝑚,𝑛, 𝑣𝑚,𝑛) are the factors which describe the phase in every
point x,y. In the thin sample regime, the illuminationsample interaction can be modelled by a pure projection
approximation that is a simple elementwise multiplication.
Thus, the exit wave 𝜓𝑚,𝑛(𝑥, 𝑦) has the usual projection form:
𝜓𝑚,𝑛 (𝑥, 𝑦) = 𝑜(𝑥, 𝑦) ⋅ 𝑒 𝑗𝑥𝑢𝑚,𝑛+𝑗𝑦𝑣𝑚,𝑛 ,

(2)

where o(x,y) is the sample complex transmission function
in real space coordinates. With coherent illumination, the
behaviour of the optical system is completely described by
its point spread function p(x,y) or equivalently in the
frequency domain by the coherent transfer function P(u,v)
which embodies all the spatial frequency response of the
system (aberrations) [11]. For an ideal coherent
magnifying system, P(u,v) is a brick wall 2D low-pass
filter (a disk) parameterized by a cut-off frequency C
defined by the following function:
𝐶 = 𝑁𝐴 ⋅ 2𝜋/𝜆.
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(3)

Figure 1. Fourier Ptychography microscope schematics: any
point source on the (8x8) LEDs array is turned on sequentially,
producing a tilted plane wave, identified by a wavevector (red
line). An optically transparent object defined by O(u,v) (the wellknown test image Lena) modulates the incident light producing an
exit wave. A real image is created on the detector plane and the
intensity I(x,y) is recorded.

Other aberrations, (e.g., astigmatism) can be described by
a more complex form of the coherent transfer function [11].
The recorded image I(x,y) is the intensity of wavefield at
the detector plane and is given as usual by:
′∗ (
′ (
𝐼(𝑥, 𝑦) = 𝜓𝑚,𝑛
𝑥, 𝑦) ⋅ 𝜓𝑚,𝑛
𝑥, 𝑦)

where the wavefield 𝜓 ′

𝑚,𝑛

(4)

is given by the equation

′ (
𝜓𝑚,𝑛
𝑥, 𝑦) = 𝐹 −1 {𝐹{𝜓𝑚,𝑛 (𝑥, 𝑦)} ⋅ 𝑃(𝑢, 𝑣 )}

(5)

The processing in the Fourier domain is assured by
exploiting the linearity in the complex amplitude of the
coherent system [11]. Due to the shifting property of the
Fourier Transform, the effect of the tilted plane wave
illumination (described by an exponential phase factor) is
to translate the exit wave spectrum at the coordinate
(𝑢𝑚,𝑛, 𝑣𝑚,𝑛) in the origin of the Fourier space; the optical
system signature is impressed on the input spectrum with
its filtering action described by P(u,v) producing the exit
‘
wave 𝜓𝑚,𝑛
:
′ (
𝜓𝑚,𝑛
𝑥, 𝑦) = 𝐹 −1 {𝑂(𝑢 − 𝑢𝑚,𝑛 , 𝑣 − 𝑣𝑚,𝑛 ) ⋅ 𝑃(𝑢, 𝑣 )} (6)
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where O(u,v) is the Fourier transform of the object
transmission function o(x,y). Equivalently, we can follow
a model that can be implemented easily following a
computational approach: the 2D filter P(u,v) can be moved
accordingly on the 2D Fourier plane of O(u,v); a
computational box having the size of the intensity image
is shifted on the larger O(u,v) Fourier plane. This approach
allows us using indexes calculation and a simple crop
operator as a fast way to act on discrete arrays. Many
details on the forward model can be found in [5]-[8].
Figure 2 shows a synthetic Fourier ptychography dataset,
in which a simulated specimen is illuminated by exploiting
an 8x8 array, as in figure 1. The appearance of each
intensity view Im,n(x,y) varies with the illuminating wave
vector that produced it: central LEDs, which produce
quasi-perpendicular wavefront, generate images which are
modulated mainly by the absorption. Observing the lateral
images, instead, dark-field-like behaviour can be easily
spotted: each view is an intermixing of the magnitude and
phase part marked by strong directional edges due to the
phase. While the numerical aperture of the magnifying
system determines the spectral content of each view, it is
the maximum lateral size of the LED array that roughly
defines the highest available resolution.
B. The backward (reconstruction) model
As we saw in equation (6), the net effect of illuminating
the sample with tilted plane waves is to scan the object in
the Fourier domain. This means that the super-resolutionlike reconstruction has to appear in the reciprocal (Fourier)
space, due to the fact that the oversampling develops in
this space. The reconstruction process in Fourier
ptychography follows the typical phase retrieval approach,
in which a high-resolution sample estimate is sought while
holding consistency with the measured pieces of
information; the phase information is extracted by
exploiting the fact that a single pixel in the Fourier domain
encode information of the entire image, and vice versa. As
a projection-based reconstruction algorithm applies
constraints on both the spaces, it is clear how moving back
and forth these two domains and sequentially applying
these constraints allows the algorithm to converge towards
a reasonable solution, iteratively increasing the guess at
both the two sides of the Fourier transform. As the guess
o(x,y) is a complex object, its phase is thus retrieved.
One of the most used projection-based iterative algorithms
in FP is the Embedded Pupil Function Recovery (ERPY)
[6] which automatically disentangle the object O(u,v) from
the pupil function P(u,v), thus recovering the defects of the
objective lens system. The algorithm is here briefly
summarized: O(u,v) and P(u,v) functions are initialised,
respectively by a random matrix and a disk filter with
bandwidth related to a first estimate of the objective NA.
Like all the sequential, multi-observations algorithms, a
full iteration consists of processing all the acquired
intensity images, one by one. Thus, for each scanning
wavevector 𝜙𝑚,𝑛 (𝑥, 𝑦), the corresponding filter is generated
by shifting accordingly the estimate of P(u,v) in the
Fourier space. Subsequently, we walk across the image
formation model described in (4-6), by computing the
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Figure 2. A synthetic dataset (64x64x64 pixels, here shown as a
512x512 image) is generated by simulating an 8x8 led array
which illuminates an object which transmission function o(x,y)
defined by Lena (magnitude) and Cameraman (phase). The
dataset can be downloaded through a public repository
[https://doi.org/10.5281/zenodo.4509199]

spectrum region of O(x,y) (computational box) and
filtering the object estimate in the frequency domain.
Finally, the intensity of the inverse Fourier transform (“a
view”) corresponds to a synthetic intensity image. Here, as
in every phase retrieval algorithm, the magnitude
constraint is applied by substituting the magnitude of the
real space wave at the detector plane with the magnitude
of the recorded image, while leaving untouched the
guessed phase (real space constraint). Then the corrected
exit wave is repropagated back to the reciprocal space
sample plane, where an update function is enforced to
generate a new estimate for the exit wave Fourier
transform O(u,v)P(u,v). Ptychography (super-resolution
reconstruction) strength lies in the fact that the overlap
between different ROIs in the Fourier space brings a form
of diversity which is enforced during the reconstruction in
the form of an additional Fourier space constraint. Figure
3 shows the scanning density map in the Fourier plane. If
the overlap condition is not respected, for N LEDs, N
completely independent phase-retrieval problems must be
solved. A plot of this type as critical in the design of the
Fourier Ptychography experiment.
III. DEEP PRIORS
A Deep Learning-based solution for FP reconstructions
takes as input the data cube composed of the measured
low-frequency intensity images and produces a complex
image. In recent years CNNs have proved impressive
performance on image-to-image map tasks; a particularly
successful network for pixel-wise classification (image-toimage mapping) is the so-called UNET architecture [12].
This model was originally designed for biomedical image
segmentation and can generate image masks where each
pixel value corresponds to the estimated class number of
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deal with complex numbers expressed in magnitude and
phase. To increase the generalisation power, Dropout
layers are added in the decoder structure as well as batch
normalisation layers.

Figure 3. The scanning density map in Fourier space for the 8x8
array of figure 1. The Numerical Aperture of the objective lens
defines the bandwidth (the diameter) of each disk filter, while the
array size is related to the maximum frequency that can be
recovered in the Fourier domain.

that pixel. From the original model, two major
modification are required to run such a network on Fourier
Ptychography datasets: a structural strategy has to be
followed to accomplish the required N x H x W to a 2 x K
x L image mapping, where K and L can eventually be
larger than H and W; also, the training procedure has to be
redesigned to accommodate floating values (magnitude
and phase of the predicted reconstruction seed).
A. FPCNN oracle structure
UNET [12] is based on a peculiar encoder-decoder
structure: the encoder is composed of a stack of
convolutional
and
(max)pooling
layers.
Each
convolutional layer is configured with zero-padding, thus
layer after layer the width and height dimensions are
eroded. However, at each layer an increasing number of
filters is produced, making the features cube to grow in
depth while shrinking in width and height. As for the case
of Resnet [13], skip connections are crucial in increasing
the throughput of the model: information can move even
unprocessed throughout the network skipping a bunch of
layers. This means that during the training the model can
implement, if needed, also residual connections, without
trading processing power. Thanks to this structure, the
expanding (decoder) part of the structure process
information on larger but shallower features cubes.
In our implementation, all the convolutional layers have
banks of filters composed of 3x3 or 2x2 convolutions
followed by a parametric Relu (PRELU) activation [14] (in
place of the original RELU), to avoid the dead-neuron
effect, a form of vanishing gradient problem. The
contracting and expansive paths each contain five
convolutional blocks, in place of the original three. In the
contracting path, each block essentially consists of two
convolutional layers followed by a max-pooling. In the
expansive path, instead, the same structure is preponed by
an up-sampling layer. Finally, the final output layer is
made by a 1x1 convolutional layer with no activation, to
accommodate also for negative values. This is required to
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B. Training procedure
During the supervised learning procedure, a ptychography
dataset is synthesised starting from two different images,
representing the magnitude and the phase of the object
transmission function. Each couple of images is taken
from one particular dataset, according to the procedure
(training, validation, test). The training dataset is
composed of roughly 200 microscope images manually
scraped from the internet. The validation set is instead
composed of natural images of the Ukbench dataset [15].
For the testing part, we employed many standard
references (Lena, Cameraman, WestConcordPhoto, etc.).
All the simulator parameters (NA, LED plane-sample
distance, LED wavelength, LED spacing) are varied by
employing a uniform distribution which not only augment
the variety of the dataset, but force the network to be
“parameter invariant", increasing, in turn, the
generalisation power. Common data augmentation has
also been used: input images are randomly modified with
rotations, scaling, cropping and translations; following this
approach, however, the processing cost for each training
iteration increases, indeed our training program is written
exploiting parallelisation concepts. Deep Learning
application relies heavily on GPU computing due to the
amount of operations involved. To increase the training
speed, it is fundamental to efficiently utilize the GPU time,
without the bottlenecks of a sequential procedure. Thus,
each training sample is provided to the network through a
data-generator that runs in parallel to the training, allowing
a fast preparation of the training blocks.
The only fixed parameters are the size of the LR views
images (64x64 pixels) and the number of the LEDs (64).
The input of our CNN is then a cube of 64x64x64 pixels.
The output of the model is a complex image of 64x64 pixel
that is upscaled to create the reconstruction initialisation.
The complex image is represented as two matrices of real
numbers, such as an RGB image.
The training loss function we employed is a combination
of the L1 norm and Structural Dissimilarity (DSSIM) [16],
simply calculated by considering the predicted and the

Figure 4. Loss function evolution for the training and validation
dataset. No signs of overfitting are spotted.
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ground truth image. This mixture proved to be the best
choice for image restoration problems [17]. The structural
dissimilarity D between two images I1 and I2 is directly
obtained by negating and normalizing the SSIM index [16],
which is a similarity metric, instead. Figure 4 shows the
behaviour of the training process, with a nice decay of
correlated loss between training and testing curves and no
signs of overfitting. The training took place on Keras.
IV. RESULTS AND DISCUSSIONS
Taking as input a synthetic Fourier Ptychography dataset,
the proposed method generates a "single-shot
reconstruction" that can be used both as an extremely fast
preview (less than 1 s) and an initial estimate for an
iterative method. The ERPY algorithms suffers in the case
of LED arrays with limited lateral extension, due to the fact
that high frequency in the Fourier plane are not observed.
Indeed, the reconstruction with the simulated array of 8x8
LED struggles and requires hundreds of iterations (2
minutes). Thus, a good complex seed, as the one provided
by this work, can improve reconstruction convergence.
Figure 5 shows the output of the FPCNN oracle for many
validation images; the magnitude and phase are at low
resolution but mainly correctly decorrelated. Anyway, the
results will be improved by the iterative procedure. Figure
6 shows the output of the iterative procedure for a test
image: after 300 iterations (3 minutes), a conventionally
initialised reconstruction provides an object guess with
poor contrast and is severely affected by artefacts.
Differently, when the deep prior is introduced as a
reconstruction seed, the final quality increases
considerably, producing a reconstruction with more
contrast and much fewer artefacts. A quantitative
improvement in the reconstruction quality can be
measured by computing the difference in the SSIM
indexes iteration by iteration (whose evolutions are shown
in figure 7): the final value for the final reconstruction is
more similar to the ground truth image of about 50% of the
max value than for a constant initialisation. The single
index is calculated by averaging indexes for the magnitude
and phase images.

Figure 6. Panel A and B show the results of the iterative
reconstruction for a constant initialisation (magnitude and phase),
while panel C and D show the reconstruction in the case of our Deep
Prior initialisation. Images in A and B are severely affected by
artefacts, while a much more clearer reconstruction is achieved in C
and D.

The global SSIM index is computed by averaging the
result of a local index calculated on small images blocks.
Finally, observing the reconstruction metrics presented in
Fig. 9, a faster convergence can be spotted for the deep
prior initialisation (the same error value is reached with
fewer iterations) and the reconstruction reaches in its final
iteration a smaller value.

Figure 7. DSSIM index relative to the same training of figure 5.
The magnitude of DSSIM is larger than the L1 norm.

V. CONCLUSIONS

Figure 5. Single-shot output of our “FPCNN”. A-C are the ground
truth magnitude and phase images, while B-D the predicted ones.
The similarity is clear.
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In this paper, we presented a Deep Learning method to
provide a fast preview (less than 1 s on an Nvidia Quadro
P2000 GPU) for Fourier Ptychography datasets. It is
critical to reduce the latency between the acquisition and
an evaluation, at least partial, of the measure. Coupled with
a conventional iterative procedure, our method provides an
excellent starting point, a prior, which allows a great
reduction of the artefacts, especially for an illumination
array of limited size. This contribution may impact
positively on the microscopy technique that can be indeed
used in a faster manner, in turn increasing the scientific
output. The iterative procedure also benefits in terms of
convergence speed.

2049

REFERENCES
[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

2050

K. H. Jin, M. T. McCann, E. Froustey and M. Unser, "Deep
Convolutional Neural Network for Inverse Problems in Imaging,"
in IEEE Transactions on Image Processing, vol. 26, no. 9, pp. 45094522, 2017.
A. Chambolle, “An Algorithm for Total Variation Minimization
and Applications”, Journal of Mathematical Imaging and Vision 20,
89–97, 2004.
A. Sinha, J. Lee, S. Li, and G. Barbastathis, "Lensless
computational imaging through deep learning," Optica, n. 4, 11171125, 2017.
J. Lehtinen, J. Munkberg, J. Hasselgren, S. Laine, T. Karras, M.
Aittala and T. Aila, “Noise2Noise: Learning Image Restoration
without Clean Data”, 35th International Conference on Machine
Learning, PMLR, 10-15 July 2018, Stockholm (Sweden), vol. 80,
pp. 2965-2974.
G. Zheng, R. Horstmeyer and C. Yang, “Wide-field, highresolution Fourier ptychographic microscopy”, Nature Photonics,
vol.7 n. 9, pp. 739-745, 2013.
X. Ou, G. Zheng and C. Yang, “Embedded pupil function recovery
for Fourier ptychographic microscopy”, Optics Express, vol. 22, n.
5, pp. 4960, 2014.
A. Kappeler, S. Ghosh, J. Holloway, O. Cossairt and A.
Katsaggelos, "Ptychnet: CNN based fourier ptychography", IEEE
International Conference on Image Processing (ICIP), Beijing,
China, 2017, pp. 1712-1716
S. Jiang, K. Guo, J. Liao and G. Zheng, "Solving Fourier
ptychographic imaging problems via neural network modeling and
TensorFlow," Biomedical Optics Express 9, 3306-3319 (2018).
M. Abadi et al., "TensorFlow: Large-Scale Machine Learning on
Heterogeneous Distributed Systems,” arXiv:1603.04467v2
[cs.DC], 2016

[10] O. Wengrowicz, O. Peleg, T. Zahavy, B. Loevsky, and O. Cohen,
“Deep neural networks in single-shot ptychography”, Optics
Express, vol. 28, n.12, pp. 17511 – 17520, 2020.
[11] J. W. Goodman, Introduction to Fourier optics, 3rd edition, W.H.
Freeman and Co. Ltd, USA, 2005.
[12] O. Ronneberger, P. Fischer, T. Brox, "U-Net: Convolutional
Networks for Biomedical Image Segmentation", In: Navab N.,
Hornegger J., Wells W., Frangi A. (eds) Medical Image Computing
and Computer-Assisted Intervention – MICCAI 2015. MICCAI
2015. Lecture Notes in Computer Science, vol 9351. Springer,
Cham.
[13] K. He, X. Zhang, S. Ren and J. Sun, "Deep Residual Learning for
Image Recognition," 2016 IEEE Conference on Computer Vision
and Pattern Recognition (CVPR), Las Vegas, NV, USA, 2016, pp.
770-778.
[14] K. He, X. Zhang, S. Ren and J. Sun, "Delving Deep into Rectifiers:
Surpassing
Human-Level
Performance
on
ImageNet
Classification," 2015 IEEE International Conference on Computer
Vision (ICCV), Santiago, Chile, 2015, pp. 1026-1034.
[15] D. Nister and H. Stewenius, "Scalable Recognition with a
Vocabulary Tree," 2006 IEEE Computer Society Conference on
Computer Vision and Pattern Recognition (CVPR'06), New York,
NY, USA, 2006, pp. 2161-2168.
[16] Zhou Wang, A. C. Bovik, H. R. Sheikh and E. P. Simoncelli,
"Image quality assessment: from error visibility to structural
similarity," in IEEE Transactions on Image Processing, vol. 13, no.
4, pp. 600-612, 2004.
[17] H. Zhao, O. Gallo, I. Frosio and J. Kautz, "Loss Functions for Image
Restoration With Neural Networks," in IEEE Transactions on
Computational Imaging, vol. 3, no. 1, pp. 47-57, 2017.

MIPRO 2021/OPHO

A Fiber-optic Sensing Technique
for Sub-micrometer Distance Measurement
between the Surgical Tools and Retina
Z. Djinovic*, M. Tomic**, N. Plank*
*ACMIT Gmbh, Wiener Neustadt, Austria
**Institute of Technical Sciences of SASA, Belgrade, Serbia
zoran.djinovic@acmit.at
Abstract – Many retina diseases require very often a delicate
surgical intervention, which is performed by different
minimally invasive instruments and tools. They must be
miniature but still robust and capable to accurately
determine the separation to the retina target in real-time.
Because of that they have to be instrumented with a sensing
technique, which may interactively read the actual distance
toward the target without any risk of injuring the retina. In
this paper, we present a fiber-optic sensing technique suitable
for integration into surgical instruments. The technique is
composed of low- and high-coherence interferometry that
allows sub-micrometer absolute distance measurement
between the surgical tools and retina without any scanning
unit in the reference arm. The technique is demonstrated
utilizing the experimental setup based on a 2x2 fiber-optic
coupler simultaneously powered by an SLD and VCSEL as
low- and high-coherence light sources, respectively. The
sensing arm was directed toward the eye model, made of the
inner silicon layer and outer polylactide (PLA) 3D printed
eyeball. The distance between the sensing fiber tip and target
has been measured using both low-and high-coherence
interferograms over a rather large dynamic range of about 2
mm with the accuracy of 655 nm that corresponds with λ/2 of
the high-coherence light source.
Keywords - fiber-optic sensors; distance measurement;
interferometry; retina surgery;

I.

INTRODUCTION

According to the WHO’s estimation, around 285
million people worldwide suffer from visual impairments
of which 39 million are blind [1], [2]. Different eye
pathologies take place including retinal diseases (e.g.
complex retinal detachment, retinal vein occlusions,
macular hole, proliferative diabetic retinopathy, and
proliferative vitreoretinopathy), which are some of the
main reasons for blindness [3]. To prevent blindness, it is
required to treat retinal diseases at the proper time. In
current practice, it is performed by a delicate surgical
procedure (vitreoretinal microsurgery) under the
microscope by a highly skilled surgeon with help of
specific and reliable equipment, instruments, and tools [4].

This work was sponsored by the „Amt der Niederösterreichischen
Landesregierung, Gruppe Kultur, Wissenschaft und Unterricht –
Abteilung Wissenschaft und Forschung, Austria and ACMIT Gmbh in
the frame of the project: “Abstandsbestimmung im Mikrometer-Bereich
mittels faseroptischer Sensortechnologie”, FOS-Sens-POC.
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The vitreoretinal surgery is commonly associated with
a few technical limitations including difficulties to identify
the tissue plans and target due to inadequate spatial
resolution, lack of precision during micromanipulation of
tissue caused by surgeon tremor, and missing of adequate
sensors, e.g., of force and separation equipped onto the
surgical tool [5]. In a typical surgical treatment such as
membrane peeling the surgeon must manipulate with
retina layers, which are less than 10 µm thick [6]. For this
purpose, the surgeon has to be acquired in real-time about
the position and separation of surgical tools (e.g., microforceps) from the target in the microscale. However, the
physiological hand tremor of the surgeon causes an
involuntary hand movement with amplitudes of about 100
µm and sinusoidal frequencies of 6–12 Hz [7]. This is a
big challenge in terms of the safety and efficiency of the
surgical operation, which may lead to damage of the
fragile neurons of the retina [8].
Most of the above challenges are solved nowadays by
robotic retinal microsurgery [7], [9], [10]. The most
frequently used is the da Vinci system (Intuitive Surgical,
USA), which offers enhanced optical magnification of the
field of view and the ability to control and filter the tremors
in the surgeon's movements that significantly minimize
human error [11, 12]. Similar results were achieved by the
Preceyes B.V. (The Netherlands) teleoperated system
characterized by improved precision of about 10-20 times
compared to the human hands [13, 14].
Although a dramatic reduction in surgeon hand tremor
was achieved simultaneously with improved accuracy in
terms of approaching the surgical tool to the retina target,
primarily due to incorporation of optical coherence
tomography (OCT) with an overall accuracy of about 10
µm [15] into the robot system, there is still a room for the
enhancing of the accuracy of the proximity sensing. Song
et al. [8] reported on an active closed-loop system with a
piezoelectric motor based on a fiber-optic OCT sensor
capable to guide the micro-forceps for microsurgery with
an accuracy of about 8 µm. As we can see, the current
accuracy of the proximity sensors embedded into the
surgical tools of the robotic system is in the order or even
larger than the thickness of the anatomic layer of the retina
[6] that may be considered as a still existing bottleneck.
In this paper, we present a fiber-optic sensing
technique capable to overcome the above drawback
allowing a sub-micrometer accuracy of the
position/distance between the surgical tool and retina
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target. It is based on a combination of low- and highcoherence interferometry performed by a single-mode 2x2
fiber-optic coupler. The sensing arm of the interferometer
125 µm in diameter, equipped into the injection needle,
was directed against the mirror attached to the inner
silicone layer acting as the retina of the eyeball model.
Based on the experimental results obtained by contactless
measurement of the distance between the sensing fiber tip
and silicone target, we demonstrated the main feature of
the technique to provide sub-micrometer accuracy of about
655 nm that corresponds to the λ/2 of the high-coherence
light source.
II.

PRINCIPLE OF OPERATION

The technique for distance measurement we proposed
here is based on the simultaneous use of low- and highcoherence interferometry. The schematic of a fiber-optic
configuration that illustrates the principle is shown in
Figure 1. Several Michelson two-beam interferometric
configurations can be identified in the schematic. The
fiber-optic X-coupler (FOC2) acts as the central beam
splitter. One interferometer path goes through the sensing
fiber coupler arm (SA) and reflects off the retina, and the
second goes through the reference arm (RA), and reflects
off the mirror (M), placed in the front of the reference
fiber. In the backward path, the beams are recombined and
the interference occurs at the output arm of FOC2. In fact,
there are three interfering beams – the beam reflected off
the retina (beam A), the end of the reference fiber (beam
B), and the mirror (beam C). There is no significant
reflection (in a real case) from the end of the sensing fiber
because the light goes out into the eye liquid which has an
index of refraction similar to those of the optical fiber core.
So, three appreciable interferences are those between the
beams A&B, A&C, and B&C.
Other couplers enable the use of two optical sources of
different wavelengths with the same physical
configuration. The fiber-optic Y coupler (FOC1) combines
the lights of a laser diode (LD), at the wavelength λ1, and
a super luminescence diode (SLD), at the wavelength λ2.
The wavelength-division multiplexing (WDM) coupler

Figure 1. Principle of operation: a fiber-optic Michelson interferometer
based on a 2x2 fiber optic coupler. LD – laser source, SLDsuperluminescent diode, PD1, PD2 – photodiodes, FOC2 – single mode
2x2 (X) fiber optic coupler, FOC1- single mode 2x1(Y) fiber optic
coupler, FOC3 - wavelength demultiplexer, SA – sensing coupler arm,
RA – reference coupler arm, M – mirror, for Lx and A-B-C see text
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FOC3 separates two wavelengths and directs them towards
two photodiodes (PD1 and PD2). It is important to notice
that LD and SLD have also quite different coherence
lengths – LD has a relatively long coherence length of
several millimeters, while the coherence length of SLD is
usually several tens of micrometers.
The distance from the end of the sensing fiber to the
retina (ΔL0) is a path imbalance, common for both
wavelengths. The difference between the length of the
sensing coupler arm and the reference coupler arm is
denoted by ΔLF. The optical path difference (OPD) caused
by ΔLF is ncoreꞏΔLF, where ncore is the index of refraction of
the optical fiber core (≈1.47). The distance from the end of
reference optical fiber to the mirror M, denoted by ΔLM, is
set to a suitable value and fixed.
The light intensity at the photodiode (Eq. 1) is a sum of
all reflected signals, including the interference effects.
Each photodiode detects the light of its own wavelength,
which intensity I is equal:
𝐼

𝐼

2 𝐼 𝐼 |𝛾 Δ𝐿 | cos 2 k Δ𝐿
1
2 𝐼 𝐼 |𝛾 Δ𝐿 | cos 2 k Δ𝐿
2 𝐼 𝐼 |𝛾 Δ𝐿 | cos 2 k Δ𝐿

where IA,B,C are the intensities of the reflected beams A,B,
and C arriving at the photodiode, k is the wavenumber of
the light, LAB,AC,CB are the overall optical path difference
and 11 is the light source coherence degree. The product
2kL is the optical phase difference in each interferometer.
The coherence degree 11 for the high coherence source
generally equals 1, with OPDs in question. Imagine that
the sensing fiber is attached to the surgical tool, and it is
slowly moving toward the retina. The signal at PD1 –
generated by the high coherence light (LD) is, according
to Eq. (1), a sum of a constant term (because of
LBC=ΔLM=const.), and two sinusoidal terms, both with
the periodicity of λ1/2. The result is a sinusoid, as depicted
below PD1 in Figure 1, which presents schematically the
high-coherence interferogram (HCI). The amplitude of
this sinusoid increases while the tool is approaching the
retina because of the fiber end-retina coupling curve. The
resulting contrast of fringes and the shape of the
photodiode signal depend on the initial phase angle
between B and C reflection (in fact – on the ΔLM, that can
be adjusted).
Using the photodiode signal due to the high coherence
light, the displacement can be determined by the wellknown technique of fringe counting. The fringe counting
is very suitable to measure a relative displacement if the
precision of half of the wavelength (≈ 0.655 μm) is
sufficient. While measuring the interspace between the
tool (or the sensing fiber end) and the retina such precision
is good enough, but - in this case, we need an absolute
value. The absolute value of the interspace can be
determined if we have a reference point where to start
counting the fringes. In the proposed technique, the
reference point is provided from the low-coherence
interferogram.
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The interferometric term in the signal of the
photodiode responding to low-coherence light is visible
only if the OPDs are lower than the coherence length of
low-coherence light source, i.e., less than a few tens of
micrometers:
𝛾
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where neye is the index of refraction of the vitreous humor
(≈ 1.34) and Lcoh – the coherence length of SLD.

Figure 2. Setup for distance measurement based on a fiber-optic Xcoupler; LD-Laser diode, SLD-superluminescent diode, DRW-diode
drivers, TIA-transimpedance amplifiers, OI-optical isolators, SMFsingle mode fiber, SA& RA-sensing and reference coupler arms, WDMwavelength demultiplexer, PD-photodiodes, DAQ- acquisition system

Hence, a low coherence light produces an
interferometric signal only in the vicinity of the zero OPD
and this signal reaches its maximum exactly in the
position/moment when the OPD is zero. According to Eq.
(2), there is at least two zero OPD in the low coherence
photodiode signal. These are positions where the
separation between the fiber end and the retina equals
differences between the optical fiber arm lengths and the
sum of this length and the distance to the reference mirror.
If, for instance, we cut the sensing fiber to be 100 μm
shorter than the reference fiber, we will have a maximum
of the low-coherence interferogram when the separation
between the sensing fiber end and the retina is about 110
μm, according to Eq. (2a). There will be also another
maximum when the separation equals the position of the
mirror. In this way we have two reference points, the first
one, determined by the mirror position, where we start to
count the fringes of the high coherence signal. The second
position, determined by the fiber arm difference, serves as
a control point for a careful approach to the retina in the
range of several tens of micrometers.

input arm of the fiber-optic Y coupler. The SLD was
driven by the laboratory driver (Superlum-Pilot 4) at about
200 mA, generating an optical power intensity out of the
pigtail about 2 mW. Total back-reflected optical power
originating from SLD in the second input arm of the Xcoupler was about 2,5 µW. The second input arm of the Ycoupler was connected to the pigtailed VCSEL laser diode
(LD - from Ray Can, South Korea), emitting at 1310 nm
and acting as a high-coherence light source. LD was driven
by a laser driver at about 2,5 mA, generating about 480 µW
of optical power. Both light sources were connected via
corresponding optical isolators (OI) to one of the input
arms of the fiber optic X-coupler. One output arm of the
X-coupler – the sensing arm (SA), was directed to the
mirror applied onto the silicon layer, emulating the retina.
The end of the SA was fixed to a motorized stage, enabling
the scanning of the distance to the retina over the range
from 0 to 2000 µm. The second output of the X-coupler –
the reference arm (RA) was also aimed at the mirror,
placed at the fixed distance from the RA fiber end.

The accuracy of determining the tool position relative
to the retina depends on the accuracy of finding the zero
OPD position and on the correctness of the fringe
counting. When we are searching for the zero OPD
position, we use two facts simultaneously: 1) the
interferogram of two light sources has the absolute
maxima at the same point, regardless of the wavelength,
and 2) the envelope of the low-coherence interferogram
(LCI) in the vicinity of the zero OPD has a Gaussian shape,
depicted schematically in Figure 1 above PD2, with the
first derivative equals zero.

The second input arm of the X-coupler directs the
back-reflected interfering beams toward the WDM. The
photodiodes PD(LD) and PD(SLD) detect the high- and
the low-coherence interferograms, respectively. The raw
photodiode signals were amplified by the accompanied
transimpedance amplifiers and acquired by a 16-bit
National Instrument acquisition card (DAQ), connected to
a PC. Scanning speed was 250 µm/s, acquisition rate 50
kS/ch/s, and acquisition time 20 s. This sensing
configuration offers a distance measurement with an
accuracy of about /2 of the high-coherence source. The
condition OPD = 0 is reached when the maximum
interference fringe of the low-coherence interferogram
overlaps with one of the fringes of the high-coherence
interferogram, as shown in Figure 6c.

If the coherence length of the low-coherence source is
shorter, the center of the coherence zone can be easier to
find. The accuracy of determining the maximum of the
low-coherence interferogram should be better than half of
the high-coherence wavelength.
III.

EXPERIMENT

Figure 2 presents a sensing setup for distance
measurement based on high- and low-coherence
interferometry performed by the same Michelson
interferometer, built around a 2x2 single-mode fiber-optic
coupler, capable to operate at the light wavelengths of
1310 and 1550 nm. A pigtailed superluminescent diode
(SLD – from Superlum, Russia), emitting at 1550 nm,
acting as a low-coherence light source, is connected to an
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This sensing configuration allows an absolute distance
measurement without scanning OPD, as is usual in similar
techniques. It is only important to know the initial optical
path difference of the sensing and reference arm of Xcoupler (ΔLF), which is a previously set technical
characteristic of the interferometer. Next, we have to set
the distance between the reference fiber end and the mirror
(ΔLM) to be some suitable safe value, for instance, 2 mm.,
taking into account ΔLF as well.
Further distance measurement will be performed by
moving the sensing fiber toward the target, i.e. the retina,
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Figure 4. Raw photodiode signal obtained by the low coherence light
source only, during the scanning procedure in the SA. Reference fiber
end vs. mirror distance was set to 1480 µm

Figure 3. a) Overview of sensing setup for distance measurement, b)
Close look at the whole eye model and sensing arm introduced into the
eyeball filled with saline solution

by the motorized stage. When we get the first lowcoherence interferometric signal, we start to find its
absolute maximum, where OPD(SLD) equals zero. We are
tracking the envelope of the low-coherence fringes by
logging the local maxima and looking for the change of its
rising trend. Another criterium is the condition OPD(LD) =
OPD(SLD) = 0, the point/moment where/when the highand low-coherence maxima are overlapped. This is the
reference point, or „zero“- point, where ∆L0 =
(∆LFꞏncore+∆LM)/neye. Since the measurement has been
performed in air the neye=1. Now, we continue the
measurement by counting of the high-coherence
interferogram fringes. As the coherence length of the SLD
is about 30-35 µm, we soon leave (after about half of the
coherence length) the first zone of low-coherence
interferogram. The total distance to the target can be simply
calculated by multiplying the number of high coherence
fringes with /2 of the LD.

length of the SLD and the low-coherence interferogram
disappears. The second LCI comes up again when the
distance between the sensing fiber and target fulfills the
next equality of OPD refereeing to the optical beam
reflected from the fiber end of the reference fiber. By
further approach of the sensing fiber to the target, the
second LCI disappears as well and the DC signal of the
coupling curve rises to reach the maximum in the
proximity of sensing fiber tip and target. However, out of
this part of the diagram we are not able to precisely
determine the mutual distance between the fiber tip and
target because there is no interference anymore since we
left the coherence length of the SLD. Nevertheless, out of
further scanning, we can precisely determine the optical
path difference between the sensing end reference fiber. It
is 486,5 µm that corresponds with the physical length

IV. RESULTS AND DISCUSSION
Figure 4 shows a coupling curve obtained by the lowcoherence part of the sensing setup only with two
superimposed low-coherence interferograms. The sensing
and the reference arms (SA and RA) were directed versus
corresponding mirrors (M). Then the sensing fiber was
moved by a motorized scanning stage from about 2300 µm
toward the mirror (emulating the retina target) with a
scanning speed of 250 µm/s, while the position of the
mirror in the reference arm was set to 1480 µm, measured
by a Mitutoyo linear gauge set in the reference arm (see
Figure 3a).
Once the sensing fiber approached the target at a
distance that fulfills the condition of equality of OPD in
both arms occurs the first LCI in the vicinity of about 1480
µm as we can see from the inset in Figure 4. As sensing
fiber travels further to the target, it leaves the coherence

2054

Figure 5. a) Raw photodiode signals acquired while the needle is
approaching to the retina: low-coherence (red) and high-coherence
(white); b) Signals in one of the coherence zones-detail. Horizontal
axis-Time (s), vertical axis-Signal voltage (V)
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difference between the sensing and reference fiber of 331,5
µm, meaning that the latter one is longer. It is simply
obtained by dividing optical length and index of refraction
of glass core of the optical fiber. Further, we can precisely
define the mutual separation between the reference fiber
end and mirror that is 991µm.
Simultaneous use of low- and high-coherence
interferometry can overcome the above obstacle of
distance measurement below coherence length of SLD
with sub-micrometer accuracy over a large dynamic range.
Figure 5 shows the raw photodiode high- and lowcoherence interference signals obtained in an experiment
aimed to demonstrate the cross-coherence sensing
technique. We can see that the amplitude of the highcoherence signal (HCI-white curve) is changing in
intensity depending on the fiber end vs. target distance in
the sensing arm. On the other hand, the low-coherence
signal (LCI – red curve), has two visible zones where the
interference occurs. The first and the second coherence
zone have a Gaussian shape, superimposed on the coupling
curve between the sensing fiber and target. Figure 5a and
Figure 5b show details of the experiment where the mirror
distance in the RA was set to 50 µm far away from the
fiber end. From this point, we start to count the number of
HCI fringes. The last fringe of the HCI signal is this one
that matches the central fringe of the second LCI.
Figure 6 demonstrates a procedure of off-line signal
processing using the software packet Origin. For the sake
of demonstration, the mirror separation in the reference
arm was set at 50 µm, measured by the Mitutoyo gauge.
To determine the maxima of 1st and 2nd low coherence
interferograms, both LCI envelopes were fitted by
Gaussian function. Then, the matching of the LCI central
fringes with the corresponding HCI fringe was found.
These two values define a frame of the HCI signal where
the 75 fringes were counted . Finally, by multiplication of
the number of fringe peaks with the half of wavelength of
the high-coherence light source, we calculated the distance
between the mirror and the reference fiber end to be 49,12
µm, which fits very well with the set value of 50 µm. This
result gives the proof of concept of our idea for distance
measurement without any scanning mechanism in the
reference arm of the interferometer. Instead, the sensing
arm takes the role of the „scanning“, while the needle
approaches the retina.
The origin of the second couple of LCI at left side of
the two used interferograms in Figure 6a (also can be
noticed in Figure 4 and Figure 5a) is in double reflection
between the fiber end and the scanning mirror in the
reference arm (when the beam C in Fig. 1 crosses the
distance forth and back two times). So, this “parasitic” pair
of interferograms occurs exactly when the scanning mirror
is at half distance between the end of the sensing fiber and
target. Its intensity is much lower than that of the used LCI
pair, so it is left out of consideration.
The measurement of the distance to the target is
assured by counting the HCI fringes, which exist between
the 2nd LCI and the origin of the coordinate system, starting
from the center of the HCI fringe that overlaps with the
maximum of the 2nd coherence zone of LCI. It was counted
751 HCI fringes that corresponds with distance of 491,9
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Figure 6. a) LCI and HCI signals obtained while the SA is
approaching to the retina, b) 1st and 2nd coherence zone zoomed
in, c) a close look at signals in the center of 1st coherence zone,
where the maxima overlapping is evident, d) Counting the HCI
fringes between two LCI coherence zones
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µm. This technique allows an absolute distance
measurement over a rather large dynamic range of about
several millimeters, with submicron accuracy of about half
the high-coherence light wavelength.
V.

[3]
[4]

CONLUSION

The presented fiber-optic sensing technique demonstrates a
few promising features important in the field of
vitreoretinal surgery. First, it allows sub-micrometer
distance measurement between the sensing fiber and retina
with the accuracy of about λ/2 of high coherence source
over a rather large range of about 2 mm. Second, being
made of glass optical fibers 125 µm in outside diameter, or
even smaller and nowadays available 80 µm, the sensing
fiber can be easily embedded into the miniature surgical
tool without disturbance of their primary function. Third,
the dielectric nature of the optical fibers makes them
immune to electrical noise and assures the sensor
application in high EMI and MRI environments. Finally,
since optical fibers are mechanically and thermally stable,
they are sterilizable.
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Abstract - We present an optoelectronic system-on-glass
for on-chip quantitative detection of a specific analyte in a
biological solution. The system includes an amorphous
silicon photodetector and an optical waveguide, integrated
on a single glass substrate. The solution under investigation
is placed on a waveguide’s region where a monochromatic
light is travelling. Light coupling depends on the sample’s
optical properties. Two different waveguiding structures
have been investigated: glass-made waveguides, obtained by
the double ion-exchange method on the glass substrate, and
SU-8 polymer waveguides, obtained by photolithography.
Optical losses around 0.5 dB/cm at 532 nm were achieved.
The analyte detection is performed by a thin-film
amorphous silicon p/i/n junction, fabricated with
microelectronic technologies. The tested photodiodes
present shot noise currents of about 2 fA/sqrt(Hz) and
responsivity around 500 mA/W at 532 nm. As proof of
concept, hemoglobin was studied as analyte for a
demonstration scenario, involving optical simulations
interpolated with experimental data, resulting in a detection
limit around 100 ppm, in line with well-established
colorimetric methods currently on the market.
Keywords - biosensor; Lab-on-Chip; optical waveguides;
photodetector; amorphous silicon; SU-8; ion-exchange;
hemoglobin sensing

I.

INTRODUCTION

The quest for fully integrated Lab-on-Chip biological
detectors is one of the trends in biosensing systems to
overcome “extract and evaluate” detection methods [1].
Compact sensors and actuators in biological
environment are many and different [2]-[4]. If they
perform an optical analysis, the detection can be designed
investigating optical properties of the analyte such as
absorption, fluorescence, chemiluminescence or complex
refractive index [5,6]. In the presented devices the
working principle for analyte detection relies on the
alteration of certain optical features that a waveguided
light suffers when interacting with the biological sample,
being such variation recovered and measured by a
photodetector.
This approach offer interesting opportunities for the
development of such devices due to certain key features
such as portability, ease-of-use, very little need of sample
amount and inexpensive fabrication cost [7]-[9]. All the
above, in combination with a good level of sensitivity,
make Lab-on-chip devices a promising support for pointof-care development [10,11].
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Hereinafter we are presenting a compared study of two
optofluidic biosensors, evaluating their performance in
terms of sensitivity and limit of detection. Both devices
allow investigation on the concentration and the type of an
analyte through on-chip photodetectors, monitoring the
variation of the refractive index of the biological solution,
which causes a change of the intensity of a waveguided
light routed into the reaction site [12,13]. In both cases
light interacts with the biological sample through its
evanescent wave. The two devices are designed using
different materials for the fabrication of the optical
channels. In one case, light is guided in a double ionexchanged and thermally annealed channel waveguide
diffused in a borosilicate BK7 glass substrate, while in the
other a UV-lithographed SU-8 polymer optical channel is
used. Such choice relies on the possibility to deposit at
low temperature hydrogenated amorphous silicon (a-Si:H)
layers, thus allowing the fabrication of the photosensor
directly grown on the substrate, simplifying the optical
coupling of light with the detector.
II.

DESIGN

A. Working Principle
The proposed system embeds an optical channel,
which hosts the biological sample in the interaction site,
and an optically coupled amorphous silicon diode as
photodetector. Two main approaches have been
developed: the first approach employs glass-made optical
channels, the second one makes use UV-lithographed of
polymer waveguides. Optical waveguides can be obtained
by different procedures and technologies [14]-[16]. If the
substrate is glass, the ion exchange method can produce
simple and low-cost optoelectronic devices [17]-[19]. On
a borosilicate, BK7 glass substrate, optical channels made
with the double ion-exchange (K+/Ag+ and K+/Na+) and
thermal annealing procedure [20,21],.can assure low
propagation losses in a large wavelength spectrum, from
visible to infrared [22]. Polymer waveguiding structures
can also be considered. SU-8, for example, is a versatile
polymer with low electrical conductivity and high optical
transparency in the visible spectrum, and is widely used
with various micro-electro-mechanical systems (MEMS)
and
microelectronic
applications
[23].
Being
photosensitive in the ultraviolet spectrum, and having low
optical losses and high refractive index both in visible and
infrared wavelengths, SU-8 allows its usage in the
fabrication
of
waveguiding
structures
by
photolithographic step [24].
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Figure 1. Glass-diffused approach: side wiew (a) ad top view (b) of the
proposed device.

Figure 2. Polymer approach: side wiew (a) ad top view (b) of the
proposed device.

The detector consists of a thin-film, hydrogenated
amorphous silicon (a-Si:H) p-doped/intrinsic/n-doped
photodiode. Amorphous silicon has been widely used over
the years in electronics [25] and sensing [26,27] where
large area and low costs are required [28,29]. Its
technological versatility, such as the possibility to deposit
thin a-Si:H layers at low temperatures (below 250°C),
allows its integration in different kinds of substrates
(silicon, glass, flexible polymers) and widens its
application spectrum [30]-[32]. Furthermore, a-Si:H
photosensors present high performances in terms of
electro-optical responsivity and dark current in the visible
spectrum, and this makes them suitable for biomolecular
recognition applications. This possibility, together with
the high integrability, makes them valuable candidates for
applications in Lab-on-Chip systems.

ITO is a well-established solution in applications such
as photovoltaic and liquid crystal displays (LCD) [33].
Chromium (Cr) was chosen as n-side contact material, a
titanium-tungsten (Ti-W) alloy was considered as metal
connection to the external electronics.

Fig. 1 depicts a sketch of the glass-diffused approach.
As shown in the side-view (Fig. 1-a), light propagating in
the waveguide interacts with the biological sample with its
evanescent wave. If different analyte’s concentrations in
the solution brings to diverse sample’s optical properties,
this produces distinct optical power values as light output
from the interaction site. The photodiode senses the
travelling
optical
power
amounts,
generating
photocurrents with a linear dependence. A change in the
analyte’s concentration in the solution produces a shift in
the detector’s photocurrent.
The same principles have been applied to a similar
system, depicted in Fig. 2, based on a polymer, SU-8
optical channel. In this configuration the propagating light
travels over the detector. As the absorbed light must arrive
from the p-side of the junction, the first configuration
presents a p/i/n junction stack, while the second
configuration presents a reversed n/i/p stack. Furthermore,
the junction’s electrical contact on its p-doped side must
be electrically conductive and optically transparent. For
this purpose a transparent conductive oxide (TCO) has
been employed. More specifically, an indium-tin oxide
(ITO) layer was chosen as p-contact in both
configurations, to allow the transit of light and, at the
same time, to provide electrical connection to the external
circuitry.
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B. Numerical Analysis
The proposed systems were numerically studied to
evaluate the optical coupling between the waveguide and
the detector.
These analyses were carried out using COMSOL
Multiphysics® and the “Electromagnetic Waves,
Frequency Domain” physics module. Longitudinal
sections of the two structures were modeled, and the
electromagnetic field was evaluated along the diodewaveguide overlapped portion, with a 532nm light
excitation routed both in the glass-diffused channel and in
the SU-8 channel. To model the different materials, a
refractive index (n) of 1.52 (as reported by SCHOTT®)
was considered for the BK7 glass substrate, with n equal
to 1.56 for the ion-diffused part; n equal to 4.46 and an
extinction coefficient (k) of 0.87754 were assumed for the
a-Si:H; n equal to 2.05 was selected for ITO; n equal to
1.58 was used to model SU-8 (as reported by
MICROCHEM®).
Fig. 3 plots the evaluated coupling efficiency with
respect to the ITO thickness, for different diffusion depths
in the glass waveguide configuration and for different SU8 thicknesses in the polymer waveguide configuration.
These values were obtained by evaluating the amount of
optical power travelling in the waveguide and absorbed by
the a-Si:H. Ion-exchange depths of 1.5 μm and 3.5 μm
were considered for the glass configuration; SU-8
thicknesses of 3.5 μm and 5 μm were considered for the
polymer configuration. The plot shows how the ITO film
acts as a buffer layer and helps in maximizing the
coupling of light.
Both configurations present a peak at approximately
125 nm of ITO thickness. Furthermore, the coupling
efficiency increases as the thickness of the waveguides
decreases.
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Figure 3. Waveguide-detector coupling efficiency vs. ITO thickness,
for different ion-diffusion depths of the glass-waveguide configuration
(red and blue) and for different SU-8 thicknesses of the polymerwaveguide configuration (green and grey).

III.

FABRICATION

The fabrication of the systems required standard
microelectronic technologies: chemical and physical vapor
deposition (CVD/PVD) of materials in form of thin-thick
film, lithography to define the layers’ geometries and
wet/dry etching procedures for their patterning [34].
A. Glass-Waveguide Configuration
The fabrication process required a total of 6
photolithographic masks: 1 mask was used to pattern the
optical channels during the second ion exchange process;
4 masks were used to obtain the photodiode; 1 additional
mask was used to pattern glass-etched markers to
correctly align the optical waveguide with the detector
[35].
Firstly, the glass substrate underwent a cleaning
procedure, and a wet-etching process in a hydrofluoric
acid – deionized water solution was employed to fabricate
permanent, glass-etched alignment markers (Fig. 4-a).
A first ion exchange (K+-Na+) in KNO3 at 400 °C for
80 minutes assured a uniform ion diffusion over the
substrate’s surface. Subsequently, a second ion exchange
(K+-Na+ and Ag+-Na+), masked with a patterned Cr/Al/Cr
stacked layer, in AgNO3+NaNO3 (0.1:1) at 320 °C for 5
hours, assured the definition of the optical channel.
Finally, a thermal annealing at 300 °C for 24 hours led to
the desired channels’ refractive index change (0.04) and
diffusion depth of 1.5 μm (Fig. 4-b).
For the detector’s fabrication, firstly a 120nm-thick
ITO layer was deposited, as p-contact, by RF magnetron
sputtering at 0.6 W/cm2, with a substrate temperature of
200 °C, a process pressure of 3∙10-3 mTorr in Argon
environment, and patterned using wet-etching in a
hydrochloric acid solution (Fig. 4-c). The a-Si:H junction
was obtained by a sequenced Plasma Enhanced Chemical
Vapor Deposition (PECVD) of the p/i/n films (10 nm /
500 nm / 100 nm) in a three-chamber ultra-high vacuum
system.
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Figure 4. Glass-diffused configuration: fabrication. a) Substrate
cleaning and marking. b) glass optical channels: double-ion exchange.
c) TCO bottom contact: indium-tin oxide sputtering and patterning. d)
Diode definition: p/i/n a-Si:H films and Cr top contact. e) Insulation
layer: photolithography. f) Top metal: Ti-W sputtering and patterning.

A 50 nm-thick Cr layer was then deposited by vacuum
evaporation to obtain the junction’s n-contact. The
photodiode’s patterning was carried out by wet etching of
the Cr and by Reactive Ion Etching (RIE) of the
amorphous silicon layers (Fig. 4-d). The sensor’s
electrical insulation was provided by a 5 μm-thick SU8
layer patterned by photolithography (Fig. 4-e). Finally, a
200 nm-thick Ti-W layer was deposited, by RF magnetron
sputtering, and patterned using wet-etching to obtain the
metal connection to electrical pads at the glass chip’s edge
(Fig. 4-f).

B. Polymer Waveguide Configuration
This approach was based on considering SU-8 with the
double purpose of being an electrical insulator for the
junction and, at the same time, the system’s optical
waveguide. The fabrication process was therefore
simplified, requiring a total of 4 photolithographic masks.
A Cr film was deposited on the previously cleaned
glass substrate and patterned to obtain the detector’s ncontact (Fig. 5-a). the fabrication continued with PECVD
of a reversed, n/i/p a-Si:H junction stack (100 nm / 500
nm / 10 nm), and sputtering of a 120 nm-thick ITO film as
p-contact. Wet-etching (for the ITO) and RIE (for the aSi:H) were used to pattern the diode (Fig. 5-b). A 5 μmthick SU-8 layer was lithographed to define the optical
channel and the insulation layer around the junction (Fig.
5-c). A 200 nm-thick Ti-W layer was deposited to obtain
an electrical connection through the via-holes to the pads
at the substrate edge (Fig. 5-d).
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Figure 5. Polymer configuration: fabrication. a) Metal bottom contact:
chromium sputtering and patterning. b) Diode definition: n/i/p a-Si:H
films and TCO top contact. c) Optical channel and insuation layer
definition: SU-8 photolithography. d) Top metal definition: TitaniumTungsten sputtering and patterning.

IV.

CHARACTERIZATION AND APPLICATIONS

A. Electro-Optical features
The fabricated optical channels were characterized in
terms of optical losses, by applying the three-prism loss
technique [36] and high refractive index (n=1.81 at 532
nm) SF6 prisms and a rotation stage to adjust the laser
beam’s angle of incidence. As a result, 0.4 dB/cm were
observed as optical losses for the glass-diffused channels
[13], while 0.6 dB/cm were observed for the SU-8
polymer waveguides [12].
To assess photodiodes’ performances meant to study
mainly two figures of merit, its limit of detection (LoD)
and sensitivity (S), by measuring the generated
photocurrent in dark conditions and the junction’s
correspondent Schottky noise current contribution. For
this purpose, a small reverse bias voltage (−0.1 V) was
applied to the fabricated diodes in dark conditions,
revealing reverse saturation current density of about 20
pA/cm2, and corresponding to a Schottky noise current
contribution of 2.5 fA/√Hz, below the minimum
detectable signal (MDS) in our experimental setup.
B. Proof of Concept
The developed systems’ performances were studied
for applications in the blood analysis field. Hemoglobin
(Hb) solutions in water were involved in a demonstration
scenario where simulated models were interpolated with
experimental characterization data.
As Friebel et al. [37,38] studied, the optical properties
in the visible spectrum of Hb solutions vary with respect
to the Hb concentration. According to the results, six Hbwater solutions were modeled, corresponding to 0%,
4.6%, 10.4%, 16.5%, 28.7% and 32% Hb concentration.
These data were implemented as input in a simulated
scenario, using COMSOL Multiphysics®, to evaluate the
optical power travelling in the waveguide and absorbed by
the six samples in the interaction site. The evolution of the
electromagnetic field was monitored with the
“Electromagnetic Waves, Frequency Domain” physics
module. A 532 nm light excitation was assumed and
routed into the waveguide.
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Figure 6. Glass-diffused configuration: proof of concept: sensor’s
photocurrent vs. Hb concentration in water.

The six output optical power values were interpolated
with the experimentally measured electro-optical
responsivity of the detector, taking also into account the
waveguide-photodiode optical coupling efficiency. Fig. 6
plots six detector’s photocurrents with respect to the six
Hb concentrations in the glass-waveguide approach, with
a linear behavior. These results were obtained considering
a 1.5 μm ion-diffusion depth and a 2.5 mm waveguidesample overlapping length in the interaction site.
Moreover, these values are obtained considering an initial
state, where no sample is put on the waveguide, with a
reference photocurrent of 10 nA.
Hb concentrations between 10.4% and 16.5% were
considered as investigation scope, being these values
within the typical range of interest for blood analysis in
many circumstances [39]-[41]. The concentration
fluctuation inside this range produces a photocurrent span
of 395.9 pA. From these values the device sensitivity S
can be calculated as ∆I/∆c. The achieved S in this
scenario is 64.9 pA/(g/dL). The Schottky noise current
contribution of the system has a mean square value equal
to 2qIB, being q the elementary electrical charge and B
the signal band (1 Hz in our case); the calculated result is
35.6 fA. As a consequence, 107 fA (three times the noise)
was assumed as MDS. The LoD of this system can be
then calculated as MDS·(∆c/∆I). The result is a LoD
equal to 16.5 ppm.
The same procedure was carried out with the polymer
approach: Fig. 7 plots the six detector’s photocurrents
with respect to the six Hb concentrations, with a quadratic
behavior. These results were obtained considering a 2.5
μm SU-8 thickness and a 2.5 mm waveguide-sample
overlapping length in the interaction site. The initial,
reference 10 nA photocurrent corresponding to no samples
in the interaction site is also considered.
The same range of investigation, with an assumed
linear behavior (depicted in green), was considered, with
a photocurrent span of 47 pA. From these values, we can
obtain a S equal to 7.7 pA/(g/dL), a Schottky noise
current contribution of about 25.12 fA, a MDS of about
75.4 fA and a LoD of about 98 ppm.

MIPRO 2021/OPHO

[10]

[11]
[12]

[13]

[14]
Figure 7. SU-8 polymer configuration: proof of concept: sensor’s
photocurrent vs. Hb concentration in water.
[15]

V.

CONCLUSIONS

This paper presents the results achieved in terms of
sensitivity and limit of detection for two LoC systems,
developed exploiting the variation of the optical power
suffered by a guided lightwave when interacting with Hbwater solutions, and measuring this alteration by means of
an integrated photosensor. The outcome shown a good
linearity for Hb concentration up to 30% and the resulting
photocurrent when a ion diffused glass is used to drive
light. This approach grants also a good LoD of 16.5 ppm,
substantially better than the 98 ppm achieved using the
SU-8 approach. On the other hand it has to be noticed how
adopting the latter approach, allows easier manufacturing
of the device, requesting 4 standard lithographic steps and
a faster overall fabrication procedure.
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Abstract— As a result of chemical reactions in certain
biological samples, thermal energy can be released that affects
the transducer response of optical label-free biosensors used in
lab-on-chip applications. To improve and understand the
sensitivity limitations, the transient thermal characteristics of
the a-Si:H p-i-n photodiode are measured and analyzed. We
report the results obtained with the device operating at different
reverse bias voltages (200 mV and 1 V) in the dark and under
illumination with blue LED. The behavior of the sensor was
studied at temperatures ranging from
to
. The
temperature of the sample was actively stabilized by a feedback
loop. The fluctuations of the photodiode current and its time
dependence were observed. These results could explain the
increased sensitivity of the photodiode in the previous analysis
of biological samples.
Keywords—photodiode,
a-Si:H,
transient
characteristics, optical label-free biosensor

thermal

I. INTRODUCTION
Recently, the optical biosensors based on the label-free
detection technique [1] to detect the chemical reactions in
specific biological samples such as biomolecules, cancer cells
and DNA [2], [3], [4] have a high potential to become specific,
sensitive, reliable, fast, powerful and multifunctional tools for
simultaneous real-time detection, timely and emergency
diagnosis in population and environment. These highly
sensitive biosensors offer a great advantage in terms of
repeatability of analysis, avoiding of analyte damage and
degradation of sensor performance. The label-free optical
biosensors allow the direct detection of the analyzed
molecules present in the analyte by the photodetector that
detects the changes in optical properties: reflectance,
absorption, radiation or interferometric patterns.
The optical biosensors have a great application in
microfluidic systems and their integration in Lab-on-a-Chip,
especially those based on chemiluminescence (CL) [5].
Recently, the highly sensitive microfluidic analysis requires a
very sensitive biosensor transducer capable of decomposing
the detected signal during the analysis process into the part
belonging to the released thermal energy and the part
belonging to the emitted light energy as a result of the
chemical reactions in the analyte.
For microfluidic LoC applications, the solution with the pi-n a-Si:H temperature sensor under forward current injection
is presented in [6]. The device structure, a p-type amorphous
silicon carbide (a-SiC:H)/intrinsic a-Si:H/n-type a-Si:H
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heterojunction [7], is used for simultaneous measurement of
light and temperature, specifically investigating the effects of
light on temperature measurement and vice versa, with the aim
of using it for a detection of biomolecular fluorescence during
analyte heat treatment.
In our previous work, the chemiluminescence emission of
living HeLa cells (CL) under constant blue LED light
excitation was detected and analyzed using a-Si:H p-i-n
photodiode [8], [9]. The results of studying the luminescence
performances of cell growth medium Dulbecco's modified
Eagles's medium (DMEM), normal embryonal mouse
fibroblasts (3T3) and cervical cancer cells (HeLa) under
continuous blue light illumination show that the photocurrenttime curve exhibits a repeatable broad U-shape, especially for
the 3T3 cells. This phenomenon, well described in [10],
suggests that the Staebler-Wronski - effect (SWE) correlates
with an increased total concentration of metastable dangling
bonds (MDB) with exposure time, t, under the constant
illumination when the optical generation rate, G, remains
constant during the exposure. We suppose that this current
change is related to the thermal influence on the luminescence
process, especially in 3T3 cells, and occurs less in HeLa cells
where chemiluminescence is detected. The photodiode
photocurrent decay after applied reverse bias voltage of 1 V
and illumination with blue LED light shows the decay
attributed to a dominant bulk thermal generation current at low
voltages [11, 12] versus injection current at the p-i interface.
The current decay is described by a double time constant. The
first is faster and is due to thermal excitation of electrons from
shallower trap states, and the second is due to emission from
deeper traps.
In the application of a-Si:H p-i-n photodiode for a labelfree optical biosensor, a highly sensitive photodiode is
desirable. The leading idea to obtain luminescence sensitivity
is to use photocurrent transients to separate the luminescence:
CL or FL signal from the background (thermal) noise
generated by the chemical reaction in an analyte, the p-i-n
junction and LED heating. Our goal is to simplify the process
of analysis and reduce the damage to the analyte.
In this work, the transient thermal properties of an a-Si:H
p-i-n photodiode were investigated in the dark and under
constant monochromatic blue LED light (430 nm) at reverse
bias voltages of 200 mV and 1 V, respectively. The
temperature studied ranged from 30 to 55
. A more
sophisticated description of the device sensitivity limits and
the observed behavior of the photocurrent-time curve
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described above can be given by transient thermal
measurements. We present here our first preliminary results of
measurements with p-i-n a-Si:H photodiode.
After a brief description of the device structure and
measurement setup in Section II, the analysis of the thermal
transient response measurements performed in the dark and
under blue LED constant illumination and at two, low and
high, reverse bias voltages, respectively, was described in
Section III and the results were discussed. Section IV
summarizes the main conclusions.
II.

MATERIALS AND METHODS

For the basic characterization of the photodiode, we
performed a current – voltage characteristic measurement in
the temperature range from 30 to 55
in the dark and under
monochromatic blue LED illumination at 430 nm. The
thermal transient photocurrent of the a-Si:H p-i-n photodiode
was measured under the following conditions: in response to
a constant heat in the dark; in response to a constant heat under
constant blue LED illumination for a period of 60 minutes at
a reverse bias voltage of 200 mV and 1 V, respectively.
A. Device
The a-Si:H p-i-n photodiode was fabricated about 20 years
ago as a standard solar cell, deposited on a glass coated with
transparent conductive oxide (TCO). More details about the
deposition conditions and operation are described elsewhere
[13]. The structure was deposited from undiluted SiH4 by
plasma-enhanced chemical vapor deposition (CVD) at a
substrate temperature of 230 , a RF current of 6 A, a
frequency of 13.56 MHz, and a pressure of 500 mTorr. The
thickness of the i-type layer was 300 nm deposited by silane
and hydrogen, and that of the n-type and p-type layers was 5
nm each. The n-type is deposited by adding phosphine and the
p-type is deposited by adding diborane in the gas mixture. The
back electrode is made of aluminium deposited by
evaporation. The active area of the sensor was 1 cm2.
The monochromatic constant light source used for the
measurements was a Blue LED (Kingbright) emitting at 430
nm. The LED had an aperture diameter of 20 mm. The sample
was illuminated through the p-layer.
B. Measurement Setup
Further details on the measurements of the luminescence
of HeLa cells excited with Blue LED can be found in [9]. The
same measurement procedure is applied to 3T3 cells. The
measured normalized photocurrent decay of photodiode (PD),
photodiode with control cell growth medium (DMEM),
normal embryonal mouse fibroblasts (3T3) and cervical
cancer cells (HeLa) are shown in Fig. 1.
The thermal measurement setup is as follows. The
measurements of the current-voltage characteristics were
performed in a dark environment and under illumination using
the 2-wire method with the Keithley 2401 source measure
unit. LabVIEW programs were developed for the currentvoltage and current-time measurements. After thermal
stabilization, the current-voltage characteristics of the sample
were measured in the dark and under LED illumination. The
blue LED (430 nm wavelength) was powered with B&K
Precision 1739 with a constant current of 20 mA. To stabilize
the temperature of LED, the optical measurements were
performed after driving LED with current for 20 min in
thermal and electrical steady state [14]. The I-V curves were
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performed stepwise in the voltage range from 1 V forward to
-2 V reverse with I-V sweep times of 1 s.
In the experiments, current measurements were made as a
function of time, and the samples were allowed to relax
completely between measurements. The samples were
annealed in the dark at 150
for 1 hour. Measurements of
reverse current decay were also performed in the dark and
under LED illumination at constant temperature while
maintaining a reverse bias of 200 mV and 1 V, respectively.
The temperature was actively stabilized by a feedback
loop (PID controller developed in the LabVIEW software
package). A Peltier element was used as the sample holder
heater, a PT1000 as the temperature sensor, a Keithley 2100
for the 2-wire PT1000 resistance measurement, and a Keithley
2230G as the current source for the Peltier element. The
temperature fluctuations were less than 0.5 K.
The measured current-voltage (I-V) characteristics of p-in a-Si:H in the dark at temperatures between 30 and 45
are shown in Fig.2. The measurements were done in voltage
steps from forward to reverse bias in the dark after
temperature annealing at 150
for 1 min and 1 h,
respectively.
Transient thermal measurements were performed in the
dark at temperatures ranging from 30 to 55
. The
temperature of the sample was actively stabilized by a
feedback loop. The results obtained under reverse bias at
voltages of 200 mV and 1 V in the dark and under
monochromatic blue LED light illumination for 1 hour at a
temperature of 45 , are shown in Fig. 3.
III. RESULTS AND DISCUSSION
The measured current-voltage (I-V) characteristics of the
p-i-n a-Si:H photodiode in the dark and at temperatures
between 30 and 45
after temperature annealing at 150
for 1 min and 1 h, respectively, are shown in Fig. 2. The
sample diode was stored in the dark for one year before the
first measurement was made. Thermal annealing at 150o C for
one minute is first performed between the current-voltage
measurements. The currents do not show the expected
increase, as shown in Fig. 2. After annealing at 150o C for 1
hour, the temperature dependence of the current-voltage
characteristics measured at temperatures between 30 and
55 , shown here only between 30 and 45 , shows the

Fig. 1. The measured normalized photocurrent of the photodiode (PD),
photodiode with control cell growth medium (DMEM), normal embryonal
mouse fibroblasts (3T3) and cervical cancer cells (HeLa).
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Fig. 2. The measured current-voltge (I-V) characteristics of p-i-n a-Si:H
photodiode in dark condition and at temperatures between 30 and 45o C after
temperature annealing at 150 oC for 1 minute and 1 h, respectively.

known behavior, i.e., a shift to higher current values with
increasing temperature.
In the measured transient reverse-bias current in a-Si:H pi-n photodiode, shown in Fig. 3, the three sources of dark
current are: bulk thermal generation, contact injection, edge
leakage current, and one of light-generated photocurrent [11],
[12]. The thermal generation current consists of a biasindependent steady-state current and bias-dependent transient
current.
Fig. 3 shows time dependent reverse current responses for
0.2 V and 1 V bias voltage at a temperature of 45
in the
dark and under illumination. At low voltage the current shows
a monotonic decay to a bias-independent steady-state leakage
current after the voltage is applied, which is attributed to a
bulk thermal generation current in the dark, and an increased
current for the photocurrent under illumination. The results are
consistent with those in [11] and [12]. At high voltages, the
current increases with time after a very short initial decay.
This current increase is due to the dominance of the injection
current, which is mainly determined by the electron injection
through the p-i interface, over the thermal generation current.

Fig. 4. The calculated activation energy, Ea, from measured decay of the
reverse current at the temperature of 45 oC, indicated bias voltages and in the
dark and under monocromatic blue LED light illumination.

The initial monotonic decay to a steady-state value is observed
for temperatures lower than 45 , and an increase to a larger
final current for larger temperatures.
At 1 V bias in the dark, the current reaches saturation in
the first 300 seconds. This current rise results from the timedependent field-enhanced generation current. The further
current increase as a function of bias voltage is attributed to
the dominant injection current, which is mainly determined by
electron injection through the p-i interface due to the high
electric field at the p-i interface and the high electron mobility.
Thermionic emission and tunneling, the main mechanisms of
current rise at high voltages [12], is negligible for the applied
voltages in our experiment.
Under constant blue light illumination and 1V reverse bias,
the current shows the broad U-shape after the first saturation,
which is due to the temperature dependence of the generation
of metastable dangling bonds (MDBs), and finally a second
increase towards the second saturation, which is due to the
decrease of MDB concentration over time under illumination
and increased injection current.
The activation energies, , of the generated MDBs that
cause the described current temperature- and light-induced
behaviour change with time. As a first approximation, we
analyse the transient current in time intervals where the
current exhibits an exponential decay or stretched exponential
form as a thermally generated reverse current decay.
The thermal generation reverse current decay time, τ,
thermally activated with activation energies, , obeys the
relation,
exp

Fig. 3. The decay of the reverse current of the photodiode (PD) at
indicated bias voltages, in the dark and under blue LED light illumination.
The measurements were perfomed at 45 oC.
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(1)

The calculated activation energies, Ea, are shown in Fig. 4,
as the average for the three values of the prefactor in the range
10 ! 10 " # . The values are calculated in the first
three intervals (within 1000 s), where the currents first show
initial fast decrease attributed to the thermal excitation of
electrons, and in the next two intervals, where the current
increases and locally goes into saturation. With increasing bias
voltage, the activation energy increases in the dark condition
corresponding to deep mid-gap states between 0.7 and 0.9 eV.
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Under blue light illumination, as the voltage increases, the
activation energy decreases and the shallower states become
active. This indicates that blue light neutralizes the deeper
mid-gap states and activates the shallower ones from 0.4-0.6
eV.
Considering the thermal generation transient current as the
main reason for the current decrease in the first few seconds
of the current transient and the injection current as the reason
for the current increase over a longer period of time at high
voltages, it can be concluded that the current increase in the
case of HeLa cells is not due to the thermal current, but to the
light generation current from chemiluminescence, CL, of the
HeLa cells.
IV. CONCLUSION
The bias, temperature and illumination dependence of the
activation energy of defect states within the band gap of aSi:H affect the transient leakage current and the photocurrent.
We have presented our initial measurement results for the
transient leakage current and photocurrent as a function of low
reverse bias voltage and temperature. From the resulting
observed behavior, we can conclude that the current increase
in case of the HeLa cells is not due to thermal current but to
the light generation current from the chemiluminescence, CL
of the HeLa cells.
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